NX-0S CLI # X U DE1T

* Cisco ACl DR~ v Xy hU—F 7 (1 =)
* Cisco ACI ® VMware VDS & DA (3 _X—)

o 7 AH AN EPG 4 ¥ LN Cisco ACT (12 2—2)
*CiscoACl TO~=A a7 AT —vay (14—2)
« EPG WAy B0 & Cisco ACI (16 ~X—)

« Cisco ACI & Cisco UCSM D#E 4 (18 ~X—2)

* Cisco ACI with Microsoft SCVMM (19 ~=X—)

Cisco ACl D{RET Y Ry FIT—F 25

NXOSX A2 A IJILCLUZFERALRETL Y Ry ETJ—F 25D NetFlow
I RAKR—E R —DEKTFE

ATy T

ATy T2

KOFNADHI T, NXOSAZ A /VCLIZHH LT, i~ > Ky FTU— %7 O NetFlow
T AR=Z R —ERIELET,

FIE

Ay 74 F¥al—varyE—RElBLET,
1

apicl# config

T AR—H R o—%RELET,

i -

apicl (config) # flow vm-exporter vmExporterl destination address 2.2.2.2 transport udp
1234
apicl (config-flow-vm-exporter) # source address 4.4.4.4

NX-0S CLI # X ¥ DELT .
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. VMware VDS 0 NX-08 X4 4 JL CLI ZfEA L T VMM K * 4 > T NetFlow T5 X7/Rk—4 R —ZFAT S

apicl (config-flow-vm-exporter)# exit
apicl (config) # exit

VMwareVDS ® NX-0S X % A JLCLI Z{ERA L TVMM k A A > T NetFlow
IPRAR=F R)—ZFATS

WDOFEIETIEZ, VMM R A A > TNetFlow =7 ZAR—Z R > —%HETH7-DHI2, NXOS A
XA CLI ZEHLFET,

FIE

ATFYT1 a7 4 FXal—vary v — NEBHBELET,
1 -

apicl# config
AT Y T2 NetFlow =7 AR—H R o —%ZiHELET,
i -

apicl (config)# vmware-domain mininet

apicl (config-vmware) # configure-dvs

apicl (config-vmware-dvs) # flow exporter vmExporterl

apicl (config-vmware-dvs-flow-exporter) # active-flow-timeout 62
apicl (config-vmware-dvs-flow-exporter) # idle-flow-timeout 16
apicl (config-vmware-dvs-flow-exporter)# sampling-rate 1
apicl (config-vmware-dvs-flow-exporter) # exit
apicl (config-vmware-dvs) # exit
apicl (config-vmware) # exit
apicl (config) # exit

VMware ENXOS R 2 A JLCLU FFERAL-T o FKKRA > FIL—T L
@ NetFlow D E L E =X ENE

NX-OS A XA /LD CLLI AL T, = KiRA > b 7 /—7"TD NetFlow % A %N FE 72135
2T 52l WOFNEEFEITLET,

FIE

2T w1 NetFlow DHF AL :
1

apicl# config
apicl (config)# tenant tnl
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ATy T2

Cisco ACI 0 VMware VDS & 0#is ]

apicl (config-tenant) # application appl

apicl (config-tenant-app) # epg epgl

apicl (config-tenant-app-epg) # vmware-domain member mininet
apicl (config-tenant-app-epg-domain) # flow monitor enable
apicl (config-tenant-app-epg-domain) # exit

apicl (config-tenant-app-epg) # exit

apicl (config-tenant-app) # exit

apicl (config-tenant) # exit

apicl (config) # exit

({EE) NetFlow Z i L7aWGE1E, ZOWELEHICLET,
1 -

apicl (config-tenant-app-epg-domain) # no flow monitor enable

Cisco ACl @) VMware VDS & O# 4

VMware VDS KA > O 74 ILEZERKRT 5

NX-0S X Z A4 )LD CLI Z{FEHA L71=vCenter FA A > O 74 )LDYE

Ak

ATy T

IR B
Z 2T, NX-0S A% A L®D CLL 2 LT vCenter KA A > a7 7 A NVEERT B IiE
AL £,

FIE

CLIT, av74FXalb—varyET—RKIAYET,
B -

apicl# configure
apicl (config) #

AFv T2 VLAN RAA U EFRELET,

51

apicl (config) # vlan-domain doml dynamic
apicl (config-vlan) # vlan 150-200 dynamic
apicl (config-vlan) # exit

apicl (config) #
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NX-0SCLl 2 24 DET |
B woscuszsoxs

ATV T3 ZOVLAN RAAL NIA v EZ—T =24 ZAFBMLET, 25T VMware /A /3—34 D
TV R— MIEREINSA U F—T = A ATT,
Bl -

apicl (config)# leaf 101-102

apicl (config-leaf)# interface ethernet 1/2-3
apicl (config-leaf-if)# vlan-domain member doml
apicl (config-leaf-if)# exit

apicl (config-leaf) # exit

ATv T84 VMware RAA U Z/ERR LT VLAN RA A 2 A=y FEBIMLET,
5 -

apicl (config) # vmware-domain vmmdoml
apicl (config-vmware) # vlian-domain member doml
apicl (config-vmware) #

BEDOT ) IXZZHERALTCRIAAL U E2ERLET,
1

apicl (config) # vmware-domain vmmdoml delimiter @

ATy TS5 DVSICRAAL V ZATHRELET,
1 -

apicl (config-vmware) # configure-dvs
apicl (config-vmware-dvs) # exit
apicl (config-vmware) #

ATvT6 (FFayv) PSSy FRA V bR 2% E L £7.
PBEAERERTIEZ 0 ~ 600 P OFEH TN T I, T 74/ ME 0TI,
B -

apicl (config) # vmware-domain <domainName>

apicl (config-vmware) # ep-retention-time <value>
ATvTT1 FAAfvoarybe—J%&ELET,
1 -

apicl (config-vmware) # vcenter 192.168.66.2 datacenter prodDC
apicl (config-vmware-vc) # username administrator

Password:

Retype password:

apicl (config-vmware-vc) # exit

apicl (config-vmware) # exit

apicl (confiqg) # exit
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NX-08 X % 4 JLO) CLI £ L= Al Y SR VMM K4 1 ot ||

GE) IRAT — REFRETHECIL. Bash = VR FEZX TG 2 L 2HET 5720
W2y T$) FiE N 72 K ORBRSCF ORI uv&xﬁyv:%ﬁ T AMENRD Y
FT (N ) . ZART—T ORI ATy vald, "NAUV—RERETHEXIZ
FIMETT, EEONRRT—=RIZEINY I AT v = :H%/Tézhiﬁ/u

ATy T8 REEMRLET,
B -

apicl# show running-config vmware-domain vmmdoml
# Command: show running-config vmware-domain vmmdoml
# Time: Wed Sep 2 22:14:33 2015
vmware-domain vmmdoml
vlan-domain member doml
vcenter 192.168.66.2 datacenter prodDC
username administrator password ****x*
configure-dvs
exit
exit

NX-0S X2 A ILDCU ZFEAL - A AMYERVMM A 14 > DERR

NX-0S 2% A /)v® CLI #FEHTHIE, HEARY HEHVMM KA AV E{ERTE £,

IR HEIIZ
cBs gy TVMM RAAL Y 707 7 A VEERT DI-ODORIHESM | ORRSE %1
7~ LET,

» VMware vCenter @ [Networking] % 7 D FC, 7 A/ ZIZ VDS BNEFNTND Z L & il
L/iﬁ‘o

Fo, THNH L VDS OLFIN, ERT DA 5 VMM KA A > & IERIC—E L
TWAZ EEERLET,

FIE

AFYT1 CLIT, av74FXal—i gy EF—RIAYET,
i

apicl# configure
apicl (config) #

ATFY T2 RAf vDarybue—F%BELET,
1 -

Gx) AR BHH KA A > (1abVDS) DA HijlL. VMware vCenter (25 £415 VDS 1B &
RT FNVEDLETERICTHLIVLERDHY 97,

NX-0S CLI # X ¥ DELT .
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NX-0S CLl % 29 OEAT |
B wosxsqiocuzERLE, HBHRYERMM KX (>0 TOE— b

apicl (config)# vmware-domain 1labVDS access-mode readonly
apicl (config-vmware) # vcenter 10.1.1.1 datacenter prodDC
apicl (config-vmware-vc) # username administrator@vpshere.local
Password:

Retype password:

apicl (config-vmware-vc) # exit

apicl (config-vmware) # configure-dvs

apicl (config-vmware-dvs) # exit

apicl (config-vmware) # end

GE) NRAT — REHRET AT, Bash = A NBEZ THINT A2 L 28T 570
Wy I8) F2ix N R EPORBCTORNI AN 7 AT v a i b 0ERHD
FT (N ) , TATF—T DNy I ATy ald, NAT—REHRETDHEXI
FORETT, EEONRNRT—RIZEANAY 7 AT v a2 3RRINERA,

ATY T3 BREEMRBLET,
&1

apicl# show running-config vmware-domain prodvDS
# Command: show running-config vmware-domain prodvDS
# Time: Wed Sep 2 22:14:33 2015
vmware-domain prodvVDS access-mode readonly
vcenter 10.1.1.1 datacenter prodDC
username administrator@vsphere.local password ****x
configure-dvs

exit
exit
RDZRY

A FEH VMM RAA % EPGIZT # vy F L, ZORY =R ETEET, 727ZL,
ZNHDORY —iE, VMware vCenter CTVD ~7' v =2 S EH A

NX-0S R 2 A JLDCLZFEA Lz, mAMYEAVMM KA DT O
E—F
NX-OS ZAZ AV CLI ZfEH LT, 5AHWYHEH VMM KA A U&7 uEe— FTEET,

4R8O SRS

BHRDO FAA NZHEHFY B VMM R A A V27T 5720 0FIETIX. ROBTHESM
-T2 EEFHRICLCVET,

e 87 a VMM RAAL v a7 7 A NVEERT D72 ORIHERMEORITESRMF 22T
ALY B VMM KA A OFERRICTE#H SN WD LB VI, FHiAlY BEAZERT S

« VMware vCenter @ [Networking] # 7 T, HA&L L9 & LTV DHAIY HH VMM R A A
Y ESFLCARIOR Yy NU =7 ZHNVFITVDS BEENTWVD Z L 2B LET,
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| Nx-0scu %z nxET

ATy

ATy T2

ATvT3

ATy T4

Enhanced LACP 1) — 4 K— ]

FIE

CLIT, av 74 Fal—ay = FIBTLET,
i

apicl# configure
apicl (confiqg) #

VMM RAA DT 782 T— NEHIRICER LET,

WOFITIE, 228 vmmDoml Z LIFiiiZF e AR D EAE L THRELIZ VMM R A A VICEE#
ij‘o

1

apicl (config) # vmware-domain vmmDoml access-mode readwrite
apicl (config-vmware) # exit
apicl (config) # exit

#1 L\ Link Aggregation Group (LAG) &RV > —ZEkL 7,

vCenter /N— 3 > 5.5 AR L TWAEAIE. TNX-0OS 2% AL CLI #fH L7- DVS
T w7V Rm— 1 H LAG DIERL U«~v)J@ﬁ%K%of\Pf4nymmmd
LACP #SREAZ T 2 7-0IC LAG R Y o —ZAERT 2 LE R H Y 17,

FNUSNOEESIT., ZORT v T EEETXET,
LAG RV ¥ —Z @yl 7 EPG ([ZBES T £,

vCenter /N— 3 SSLIEZMHEH L TV A551E. INX-OSStyle CLIZfH L7277V 7 —
vz v EPG ZJL3E LACP R U v —%1{i 2 7~ VMware vCenter KA A ZBHHEfHT S (8 ~—
Y) 1 OBMIZHE> T, Enhanced LACP BRE 2142 72012 LAG AN U 2 —% EPG (2 Biff
FAHIRERH Y F7,

FNUSNOEESIT., ZORT v I EEETXET,

RDBERY

ZAT, VMM RA A ACEHE LT _RTOEPG &, RE LT XTORY 2 —73, VMware
vCenter CTVDS IZ7 v ¥ = ENET,

Enhanced LACP /R & — DY HKR—
NX-08 X2 A JLCLI Z{#EAL=DVS 7v T >4 ;R— A LAG D1ERK

DR AA v F (DVS) OT v 7V R—hk I Vv—T% 1) 7HEK/ T V—7 (LAG)
WIZERE L, FFEDa— RARZ v 77 A3 ANIE#EMTHZ LIk > T, A—h 71—
Tou—RKNRT v A ESEET, NX-OS AZ AV CLLEZHH LTI DX A7 BFELT
TAHIENTEET,

NX-0S CLI # X ¥ DELT .
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B vxosstylecu E@ERLE7 T U —2 3 > EPG £ 4138 LACP K1) & — % {# & = VMware vCenter K 3+ > IZBS:Ef(F %

1R BHHEIIZ

VMware VDS 12 VMware vCenter (R~ > =% — % (VMM) KA A > B {ERRT A 8
NhHET,

FIE

Enhanced LACP "RV v — & {ERFE 72 I1ZHIBR L £ 97,
1 -

apicl (config-vmware) # enhancedlacp LAG name

apicl (config-vmware-enhancedlacp) # lbmode loadbalancing mode
apicl (config-vmware-enhancedlacp) # mode mode

apicl (config-vmware-enhancedlacp) # numlinks max number of uplinks
apicl (config-vmware) # no enhancedlacp LAG name to delete

RDBARY

VMware VDS Z L T\ 5334 1%. Enhanced LACP R Y o —ZHEL TWD KA A iz
RARA > b 72— (EPG) % BEfHi) £9,

NX-0S StyleCLI Z{ERA L =7 7 5 — 3 > EPG ##L3K LACP /R ) o — % {5 2 = VMware
vCenter K A A U (ZBEER TS

ATy I

LAGtua— R 7 7ral) XAz VMware vCenter KA A N2, 77 7r— 3
v RRA Y b 7 v—7 (EPG) ZPBEfHTET, NX-OS AX A /L CLIZHEH LTI DX
AT FATTH LN TEET, 77U —3 3 EPG & FAA & OBHEAT 2T 5
b TEET,

IR& HEIIC
SHRUFAEAA »F (DVS) DT w7 Vo7 Rm— s 7 V—7Ric) 788 71— (LAG)
PER L, B— KRS0 7 73 X A% LAG ICBEEMMT TBL BLERH Y F1,

FIE

77V r—a v BPG & KA A ZEHERT A0, EIEEMA T 2 MR L £,
5 -

apicl (config-tenant-app-epg-domain)# lag-policy name of the LAG policy to associate
apicl (config-tenant-app-epg-domain) # no lag-policy name of the LAG policy to deassociate

ATFw T2 HEZSEUT, T MNOMOT 7V 77— 3 VEPGIZOWT AT v 120k LET,
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| Nx-0scu %z nxET
ke rrsone i

IV RRAY MREDERTE
NX-0S A2 A )LD CU ZFERA LT KRS > MEEDER

1R BHEIIZ
vCenter K A A VB L CWAXLERH Y £4,

FIE

AFYT1 CLIT, a7 4F¥2lb—y g3y F—RIZIADET:
B -

apicl# configure
apicl (config) #

ART9 T2 THF IR RRA  bORFREM 2% ET DI121E, RO FNECHENE T
BEAEIT 0 ~ 600 O CBINCTEET, T 74V ML 0 TY,
B -

apicl (config) # vmware-domain <domainName>

apicl (config-vmware) # ep-retention-time <value>

S0 R—bk JIL—TDER

NX-0S R2 A IILDCUZFEARAL-F529 R—F TIL—TDERK

ZITIE NX-OS AZANDCLL 2 LT T 7 = 70— 2 ik 5 ik M
LET,

186D B HIIC
s FTU T R—=K ITN—=TET T FPEMI L TWORERH Y 7,

FE
AT v 1 Vmware-domain T 7 F A MIB#HL, kOoa~vr RE AN LET,

1 -

apicl (config-vmware) # vmware-domain ifavZ2-vcenterl

ATV T2 NI K=K IN—TEERT DI, kOavr ReEALET,
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ATvT3

ATv74

ATy TH

ATvT6

ATvT8

NX-0S CLl % 29 OEAT |

1
apicl (config-vmware) # trunk-portgroup trunkpgl
VLAN O#iH A2 AT LE T,
£
apicl (config-vmware-trunk) # vlan-range 2800-2820, 2830-2850
GE) VLAN O#PHZ FRE L7254, VLAN U A M R A A @D VLAN F— b A~—

ANBHREINET,
mac DEFIIT 7 4/ b TZITANLGNET, mac DEEZZ T ANRNT L E2BRLIZGE
X, o=z~ REASLET,
1

apicl (config-vmware-trunk) # no mac-changes accept

forged transmit (X7 7 4+ /L b TZIF AN GILE T, forged transmit &5 17 AFL72 N2 & 28I L
ElE. Woa~r RE A LET,

&1

apicl (config-vmware-trunk) # no forged-transmit accept

HERE— X, T 740 FTIIESICR>TET, P T R—M I NA—FTTa IR
FYRAE—REASFX—TNVIZTDHHAEIX. KOXITAHLET,
B -

apicl (config-vmware-trunk) # allow-promiscuous enable

Ko7 B—K ZA—7DHIMZ, T 740 N TAUF vy RICHRTE S ET, BRI
WA =TT BT, kDa<r READLET,

51

apicl (config-vmware-trunk) # immediacy-immediate enable

VMware KA A V2 FRLET,
51 :

apicl (config-vmware) # show vmware domain name mininet

Domain Name : mininet

Virtual Switch Mode : VMware Distributed Switch
Switching Encap Mode : vlan

Vlan Domain : mininet (2800-2850, 2860-2900)
Physical Interfaces :

Number of EPGs H

Faults by Severity 0, 2, 4, 0

LLDP override : no

CDP override : no

Channel Mode override : no

vCenters:

Faults: Grouped by severity (Critical, Major, Minor, Warning)
vCenter Type Datacenter Status ESXs VMs Faults
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172.22.136.195 vCenter

Trunk Portgroups:
Name

mininet online

VLANs

280-285

280-285

2800-2850

nx-oscu 222 0z [

2 57

apicl (config-vmware) # show vmware domain name mininet trunk-portgroup

Aggregated EPG

0,0,4,0

test |wwwtestcom3|test830

test |wwwtestcom3|test830
test |wwwtestcom3|test833

apicl (config-vmware) # )# show vmware domain name ifav2-vcenterl trunk-portgroup name

trunkpgl
Name

trunkpgl

apicl (config-vmware) # show running-config vmware-domain mininet

Aggregated EPG

LoadBalance|apl |epgl
LoadBalance|apl|epg2
LoadBalance|apl|failover-epg
SH:13I:common:ASAv-HA:test-
rhi|rhiExt|rhiExtInstP
SH:13TI:common:ASAv-HA:test-
rhi|rhiInt|rhiIntInstP
test-dyn-ep|ASA FWctxctxlbd-
inside|int

test-dyn-ep|ASA FWctxctxlbd-
insidel|int

test-dyn-ep|ASA FWctxctxlbd-
outside|ext

test-dyn-ep|ASA FWctxctxlbd-
outsidel |ext
test-inb|FW-Inbctxtrans-
vrfinside-bd|int
test-inb|FW-Inbctxtrans-
vrfoutside-bd|ext
test-inb|inb-ap|inb-epg
test-pbr|pbr-ap|pbr-cons-epg
test-pbr|pbr-ap|pbr-prov-epg
testl|apl|epgl
testl|apl|epg2
testl|apl|epg3
test2-scale|ASA-
Trunkctxctxlbd-insidel|int
test2-scale|ASA-
Trunkctxctxlbd-insidelO|int

# Command: show running-config vmware-domain mininet

# Time: Wed May 25 21:09:13 2016
vmware-domain mininet

vlan-318
vlan-317
vlan-362
vlan-711
vlan-712
vlan-366
vlan-888
vlan-365
vlan-887
vlan-886
vlan-882
vlan-883
vlan-451
vlan-452
vlan-453
vlan-485
vlan-454
vlan-496

vlan-811
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NX-0SCLl 2 24 DET |

vlan-domain member mininet type vmware
vcenter 172.22.136.195 datacenter mininet
exit
configure-dvs
exit
trunk-portgroup epgtrl vlan 280-285
trunk-portgroup epgtr2 vlan 280-285
trunk-portgroup epgtr3 vlan 2800-2850
exit

H A3 L EPG & & & U Cisco ACI

NX-0S A2 A JLCLI ZERA LN AZ LEPGRDREFI-IEIEE

NX-OS AX A/ CLI R LT, BAX L T RBRA v s ZFA—F (EPG) & AR E 721X
BEETXFET, 77U 54— 3 EPG RAA L ORRE— R TROa~vy REFETLET,

\)

GE)

\)

NX-0S 2% A /L ® CLI Zffi [ LT, VMware vCenter ~X— A D K A A NZKf L TOHT AKX L
EPG 44 Z & £ 72 13& % T& £9°, Microsoft System Center Virtual Machine Manager % i f 3~ %
$& . Cisco Application Policy Infrastructure Controller (APIC) GUI % 7z1% REST API Z={#H L
T, BAZ NEPG AW ETITAE TEET,

GE)  kOIRPWTIEX, H—0 CLI 4/ L T EPG % Virtual Machine Manager (VMM) (Z#%#5¢ L T<
72X,
cEPGA 7 X vF L, WAXANEPGLEIEELET,
« HAZ LNEPG4 &R CARITT. BT 7 7 A /L5 VMware vCenter DEE(FED EPG & 5| X #k <
ZTLEEEMLTOVET,
EPG DT # v FIZ9B L, BH—® CLI{TTCH A ¥ AEPGL4 EET 5 L. T L7~ EPG WME
RENDAREMENH Y F97,
1R BHIIZ
ZDEDR IV ay WAX LEPGHALERTT HIZDDRITETFM DX AT #FEIT LTV AHNLE
NdH 0 FI,
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| Nx-0scu %z nxET

NX-0S 24 A )L cll £ L=h 22 L Ere 20dl I}

FIE

VMM RAAL > DR— K ZA—TFDOHAZ NEPGLAEEBIME-ITEE LET,
1 -

apicl (config-tenant-app-epg-domain) # custom-epg-name My\|Port-group Name\!XYZ
apicl (config-tenant-app-epg-domain) # show running-config
# Command: show running-config tenant Tenantl application Appl epg Epgl vmware-domain
member dvsl
# Time: Tue Nov 12 07:33:00 2019
tenant Tenantl
application Appl
epg Epgl
vmware-domain member dvsl
custom-epg-name My|Port-group Name!XYZ

exit
exit
exit
exit
RDERY

Z DOED VMware vCenter THR— b FN—T A5 flRT 5 ZHEHL T, "— K~ I NL—TL % HE
BLET,

NX-0S X2 A JL CLI ZEA L 1=Hh X4 L EPG & DHI&

NX-OS AZ A )V CLI ZEMA LT, W AX L =2 RiRA >k Zv—7 (EPG) 4 &HIFRTE £
7. AT LY. Virtual Machine Manager K A A DR — k ZV—TDHFINT 7 4V SO
ft (tenant\application\epg.) a\t%%éhi?o

)

G£)  NX-0S A& A /L@ CLI ZfE ] L T, VMware vCenter ~\— A D R A A L DIHD I A K I EPG 4
ZHIFRC& £9, Microsoft System Center Virtual Machine Manager % {# f§ L T\ %354, Cisco
Application Policy Infrastructure Controller (APIC) GUI £721X RESTAPI Z{EH L T, B A X A
EPG 4 ZHIBRTE £97

FIE

VMM KA A DR— K ZA—FICF 7 4V NOL4RITERAZEHA L., 7 A% X EPG 4 %4l
B%L/iﬁ‘o

51

apicl (config-tenant-app-epg-domain) # no custom-epg-name

apicl (config-tenant-app-epg-domain) # show running-config

# Command: show running-config tenant Tenantl application Appl epg Epgl vmware-domain
member dvsl
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B ciscoacicovsonesav -y

# Time: Tue Nov 12 07:51:38 2019
tenant Tenantl
application Appl

epg Epgl
vmware-domain member dvsl
exit
exit
exit
exit
RDERY

Z DED VMware vCenter CHR— kN Z N —TZ MR T 52 AL T, BEEHRALET,

Cisco ACl TORA Ot AVF— 3

NX-0S X2 1 JL CLI Z{FF L 1= Cisco ACl TOIY AV AT A T—

N =l

v I VDETE
ZITIX, 7Y — 3 EPGIND VM X— R @M% L T Cisco ACI for VMware VDS
F 721X MicrosoftHyper-VIRIEA A » F T A 7/ 0BT AT —3 9 VERET D HEIZONT
FALET,

FIE

ATFYT1 CLIT, av74F¥=2l—y g3y F—RIZADET,
5 -

apicl# configure
apicl (config) #

AT v T2 USeg EPG Z1ER L £7°,

1 -
o, TV A — 3 EPG DT DB DT,
Gx) WROFID~A I aw T AT —ar&2ifFnd5Ha~ 2 K VMware VDS (2D H

L‘Z‘g b(\‘—g«o

apicl (config)# tenant cli-tenl

apicl (config-tenant)# application cli-al

apicl (config-tenant-app)# epg cli-baseEPGL

apicl (config-tenant-app-epg) # bridge-domain member cli-bdl

apicl (config-tenant-app-epg) # vmware-domain member cli-vmml allow-micro-segmentation

1 -
(A7 ar) ZoOFIOREIL. uSeg EPG O EPG DESLIEN. & —F L4,
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apicl (config) # tenant Coke

apicl (config-tenant) # application cli-al

apicl (config-tenant-app) # epg cli-uepgl type micro-segmented
apicl (config-tenant-app-uepg) # bridge-domain member cli-bdl
apicl (config-tenant-app-uepg) # match-precedence 10

1 -
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apicl (config)# tenant cli-tenl

apicl (config-tenant) # application cli-al

apicl (config-tenant-app) # epg cli-uepgl type micro-segmented

apicl (config-tenant-app-uepg) # bridge-domain member cli-bdl

apicl (config-tenant-app-uepg) # attribute-logical-expression ‘vm-name contains <cosl>’

B -
ZOWFTIX, IPT RLRIZESW T T 4oV E &R LET,

apicl (config) # tenant cli-tenl

apicl (config-tenant) # application cli-al

apicl (config-tenant-app) # epg cli-uepgl type micro-segmented

apicl (config-tenant-app-uepg) # bridge-domain member cli-bdl

apicl (config-tenant-app-uepg) # attribute-logical-expression ‘ip equals <FF:FF:FF:FF:FF:FF>’

% -
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apicl (config) # tenant cli-tenl

apicl (config-tenant) # application cli-al

apicl (config-tenant-app)# epg cli-uepgl type micro-segmented
apicl (config-tenant-app-uepg) # bridge-domain member cli-bdl

apicl (config-tenant-app-uepg) # attribute-logical-expression ‘mac equals
<FF-FF-FF-FF-FF-FF>’

1 -

ZOBITIE, HEFAND 2 L TR TCOEhs2 —#HEE50, HEFOR AL TT
XTCOEMEE B IEFET,

apicl (config)# tenant cli-tenl

apicl (config-tenant) # application cli-al

apicl (config-tenant-app) # epg cli-uepgl type micro-segmented

apicl (config-tenant-app-uepg) # attribute-logical-expression 'hv equals host-123 OR
(guest-os equals "Ubuntu Linux (64-bit)" AND domain contains fex)'

B -
ZOFITIE, B VM B R X ABIEICESW T T o VX B AL ET,

apicl (config)# tenant cli-tenl

apicl (config-tenant) # application cli-al

apicl (config-tenant-app) # epg cli-uepgl type micro-segmented

apicl (config-tenant-app-uepg) # bridge-domain member cli-bdl

apicl (config-tenant-app-uepg) # attribute-logical-expression 'custom <Custom Attribute
Name> equals <Custom Attribute value>'

AT v T3 USeg EPG DIERLZ R L £77,
1 -
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apicl (config-tenant-app-uepg)# show running-config
# Command: show running-config tenant cli-tenl application cli-al epg cli-uepgl type
micro-segmented # Time: Thu Oct 8 11:54:32 2015
tenant cli-tenl
application cli-al
epg cli-uepgl type micro-segmented
bridge-domain cli-bdl
attribute-logical-expression ‘vm-name contains cosl force’
{vmware-domain | microsoft-domain} member cli-vmml
exit
exit
exit

EPG R Ef D& A & Cisco ACI

NX-0S X % 1 JL CLI Z{& /A L - VMware VDS Z 7= & Microsoft Hyper-V
D EPG AN BEDEKTE

FIE
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apicl (config)# tenant Test Isolation
apicl (config-tenant)# application PVLAN
apicl (config-tenant-app) # epg EPG1
apicl (config-tenant-app-epg) # show running-config
# Command: show running-config tenant Tenant VMM application Web epg intraEPGDeny
tenant Tenant VMM
application Web
epg intraEPGDeny
bridge-domain member VMM BD
vmware-domain member PVLAN encap vlan-2001 primary-encap vlan-2002 push on-demand

vmware-domain member mininet
exit
isolation enforce
exit
exit
exit
apicl (config-tenant-app-epg) #

i
W OFIIE, Microsoft Hyper-V (RABA A » F AR L ET,
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apicl (config) # tenant Test Isolation
apicl (config-tenant)# application PVLAN
apicl (config-tenant-app)# epg EPG1L
apicl (config-tenant-app-epg)# show running-config
# Command: show running-config tenant Tenant VMM application Web epg intraEPGDeny
tenant Tenant VMM
application Web
epg intraEPGDeny
bridge-domain member VMM BD
microsoft-domain member domainl encap vlan-2003 primary-encap vlan-2004
microsoft-domain member domain2
exit
isolation enforce
exit
exit
exit
apicl (config-tenant-app-epg) #

REEMRLET,
51

show epg StaticEPG detail
Application EPg Data:

Tenant : Test Isolation

Application : PVLAN

AEPg : StaticEPG

BD : VMM BD

uSeg EPG : no

Intra EPG Isolation : enforced

Vlan Domains : VMM

Consumed Contracts : VMware vDS-Ext

Provided Contracts : default,Isolate EPG

Denied Contracts

Qos Class : unspecified

Tag List

VMM Domains:

Domain Type Deployment Immediacy Resolution Immediacy State
Encap Primary

Encap

DVS1 VMware On Demand immediate formed

auto auto

Node Encap Deployment Immediacy Mode Modification

Static Paths:

Node Interface Encap Modification Time
1018 ethl101/1/1 vlan-100
2016-02-11T18:39:02.337-08:00

1019 ethl/16 vlan-101

2016-02-11T18:39:02.337-08:00

Static Endpoints:
Node Interface Encap End Point MAC End Point IP Address
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Modification Time

Dynamic Endpoints:
Encap: (P):Primary VLAN, (S):Secondary VLAN

Node Interface Encap End Point MAC End Point IP
Address Modification Time
1017 ethl/3 vlan-943 (P) 00:50:56:B3:64:C4 —---

2016-02-17T18:35:32.224-08:00
vlan-944(S)

Cisco ACI & Cisco UCSM O#i &

NX-0S X2 14 )LD CLl #{EF L 1= Cisco UCSM O #f &

NX-OS A% A )@ CLI Z{f L T, Cisco UCS Manager (UCSM) % Cisco Application Centric
Infrastructure (ACI) 77 7'V v 7 IZETEET,

48 HHEIIZ

KA RDE 7 2 a2 Cisco UCSM #EH D RIFEGAT (LB ORISR Al T LER H Y F
jﬁo

FIE

WHEITN—T AT N—T DA %ZVER L. Leaf Enforced ¥ 721X Preprovision 78 ) 3 — %%
RLET,

TNV EOBRMTAED A= VF R —%BIR L7554, Cisco Application Policy
Infrastructure Controller (APIC) 1%, fEf T 2~ v ~F—Y v — (VMM) RAA &
L ET, KIZ, CiscoAPICIZ LY ZD R A A ZBHEMT 5TV D TR THDVLAN & & —
7> F® CiscoUCSM I v v =2 LET,

J—D@EARY —ZEIRT58A . CiscoAPIC TIiX T v 7 ¥/ — FITEB LT\ 5 VLAN
DI Z i L. Cisco APIC TIZER L TV 2\ VLAN Z &4 45 Z & T 72y VLAN 23 Cisco
UCSM IZ7' v = &nET,
G¥) WOFNIL, B CHEICR DR[O H LT v 7)) 7 R—F Fy XL E2EE
THRNGENTWET, 7221, LA ¥2T 4 AVaA N Fy NU—J T
X, TOREEITHINLERNH Y £,
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APIC-1# config terminal
APIC-1(config)# integrations-group GROUP-123
APIC-1 (config-integrations-group)# integrations-mgr UCSM 001 Cisco/UCSM
APIC-1(config-integrations-mgr) #
APIC-1(config-integrations-mgr) # device-address 1.1.1.2
APIC-1(config-integrations-mgr)# user admin
Password:
Retype password:
APIC-1(config-integrations-mgr) #
APIC-1(config-integrations-mgr)# encap-sync preprovision
APIC-1(config-integrations-mgr)# nicprof-vlan-preserve ?
overwrite overwrite
preserve preserve
APIC-1(config-integrations-mgr)# nicprof-vlan-preserve preserve
APIC-1(config-integrations-mgr) #

exit

Cisco ACI with Microsoft SCVYMM

NX-0SXRZAJILDCUZFFERALI=RAE2T4 v IIP7RLR T—ILDE
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apicl# config

AT 4 IPT RLA TP—LEERLET,
B -

apicl (config)# tenant tO

apicl (config-tenant) # application a0

apicl (config-tenant-app)# epg e0

apicl (config-tenant-app-epg) # mic

microsoft microsoft-domain

apicl (config-tenant-app-epg)# microsoft static-ip-pool test pool gateway 1.2.3.4/5
apicl (config-tenant-app-epg-ms—-ip-pool)# iprange 1.2.3.4 2.3.4.5

apicl (config-tenant-app-epg-ms—-ip-pool) # dns

dnssearchsuffix dnsservers dnssuffix

apicl (config-tenant-app-epg-ms—ip-pool) # dnssuffix testsuffix

apicl (config-tenant-app-epg-ms—-ip-pool) # exit

apicl (config-tenant-app-epg) # no mi

microsoft microsoft-domain

apicl (config-tenant-app-epg) # no microsoft static-ip-pool ?
test pool

apicl (config-tenant-app-epg)# no microsoft static-ip-pool test pool gateway ?
gwAddress gwAddress

apicl (config-tenant-app-epg)# no microsoft static-ip-pool test pool gateway 1.2.3.4/5
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apicl (config-tenant-app-epg) #

ATFYT3 ZAEZFT 4 v IPT RLA FT— L E2FERLET,
5 -

apicl (config-tenant-app-epg-ms-ip-pool) # show running-config
# Command: show running-config tenant t0 application a0 epg e0 microsoft static-ip-pool
test pool gateway 1.2.3.4/5
# Time: Thu Feb 11 23:08:04 2016
tenant tO0
application a0
epg e0
microsoft static-ip-pool test pool gateway 1.2.3.4/5
iprange 1.2.3.4 2.3.4.5
dnsservers
dnssuffix testsuffix
dnssearchsuffix
winservers
exit
exit
exit

NX-0S X2 A JLD CLI Z{EALT=SCVMM kA1 > TR T 74 ILDE
53

ZITE, avr RIA A E—T A A (CLD #fEHLTSCVMM RAA > 77y
A NEAERT D iEEGH LE T,

FIE

ATw 1 NX-08S A% A /LD CLI T, vlan-domain Z#% & L T VLAN #iHZ B L £,
5 -

apicl# configure

apicl (config) # vlan-domain vmm_test 1 dynamic
apicl (config-vlan) # wvlan 150-200 dynamic
apicl (config-vlan) # exit

2T w72 vilan-domain |24 > Z—7 = A ZA&BIMLET,
1 -

apicl (config)# leaf 101

apicl (config-leaf) # interface ethernet 1/2

apicl (config-leaf-if)# vlan-domain member vmm_test_1
apicl (config-leaf-if)# exit

apicl (config-leaf) # exit
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AT w73 Microsoft SCVMM K A A > ZAERL L, FHRNZIER L7z vlan-domain %% D K A A A ZBIE#fF T
£9, ZDORAALUITSCVMM =2 b —F Z4ERE L £9,

1 -

apicl (config)# microsoft-domain mstest

apicl (config-microsoft) # vlan-domain member vmm_ test 1
apicl (config-microsoft)# scvmm 134.5.6.7 cloud test
apicl#

NX-0S CLI # X ¥ DELT .



NX-0SCLl 2 24 DET |
B woscuszsonzs

. NX-0S CLI 2 XU DELT



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



