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k(396 2—) BIURESTAPI Z{EH L CHiAR Y BEH VMM R A A VIZHESED (420
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B cisconPicoU AL THEARYBAVMM FA (L ERKEES
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AIHEZR VLAN DMEWVE - S5 AREME A BET A -1, —E T, OWPER R A A i
MBS L TUWD VLAN fiH AT Z 2 BEIO LET,

D VMM 3 1 O VMware vCenter Tli] U EPG T2 BRERNH HEEIL. FAAL
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Infrastructure Controller (APIC) (ZX 7 7 1L — R4+ A5Z 13 TExERA, ZOHA FOF
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AT 73 [Domains (VMs and Bare-Metals)] #4577 U 7 L [Add VMM Domain Association] 7 U v 7 L
\i —gqo

AT w74 [Add VMM Domain Association] #1722 R 7 AT, WOFIEEET LET,
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M F¥y RABERETEENT T v 7 BEIELET,

ATy T8 i~y 32—V v (VMM) 25 LAG BIEDOREE T X CHIBR L £,

AT T8 VMware vCenter 7°5, LAG BIiEEDOTXTORY > —0HIfr S - 2 & 2R L E T,

RDERY
3.2(7) LV AEID Cisco APIC V JV —RIZHX D7 L —RKLET,

el VA 4 o 27

R—h A F 4 7%, RIE~ L vDS ~DIRBT X7 % OOk, BLOENLD
AR~ > v D TIEEZRET /8T A—H2TT,

EPG DA T 4 v T BATERETETET, "M T A0 7 XA TITELT, A— FD¥K
ER—FDOEIV Y TEBRTDHIZIELTEET, A= MU T o TF, VAT AIZEST
YERE & 372 EPG 90V — B R EPG 72 &, —W—#EK T3 EPG I2xF L Cldtkca ¢
/\/o

N VT4 T DIEEE

INBED3IODENDEATDOR—F AT 4 T, R— b TNA—TNOR— s HBEHE
v AEID SR COENDI XA I T EIRELET,

o [)/34 > K (Static Binding) ] : §I/NA > R CTHER I NTZHR— F 7V —7 12~ v
VEPERTDHE, A= MIEBIZEID Y THENTTFRNIN, FICERNRIESNET,

A— NI, FE~ T BER— N T =T HIBR SN G A OB SE T, vCenter
P—R—% N L TOH, [~ U EFANAL Y KRR — N A —T I cEE7, §
BN VR A AL, BE L RO 2EOR— MDY TRH Y £3, A—FDHY
BTHRBEESNTWDEEAE, A— FOKIZESNT, BRONTZEO VM OAEHER T £
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B cuzgmLEK—r q T o0

T, A= FMEEIVEZLOVMEEBMLES L3258, HEHAWERZEER—NRHD £4
/v (Nofreeportavailable) &5 =7 —NFRINET, —FH. FRA— FEHIV YT
A BESNEZRA—MEEIVBEEOVM 28R LEL Y 758, R— M HBINICS
HEmsnEd, Sy REATDOT 7 44 MEITZEFHT, A—bOEIZ0TT, AR
AATNEHTH D56, @, A— FEID Y QIR TT, A— FEID Y TIL,
fvRsDomAtt (EPG 75 VMM K A A ~OBJEf}S) Ca—H—nNEHT/HHTEET,
INA YV REATRENT, A— bOE Y L TCHREESINTWVWIEEIT, A— O EEE
T&EFET, L, XA KA TRENTER— MY Y TRRIMTHIGE. BT
HOIF1IEIETTHY, A—FOEITEFH TEEFA, Thid, FIE— K TiX, vCenter
AR — N OB AR L, APIC 0 BEFE T 2 MENR2N =TT,

[Eh)/31 > R (DynamicBinding) |: A"— h 7 L— 7 Z 81 » R THRT S &, (KAE
YU UPNT —F ol & NICHERCIRIETH HGA 12D, R— MM~ v~
TEID Y THENE T, AR U NANT—F T EN B, AR~ T DONIC A S
BHE, A= NI ENET, A~ OERILEOR— N 7 V— T TEIR A KRR
EENTWAEAIT, XU—DF LA 7% vCenter Zi8 L TITH HENH VY £, 81y
NA v REMATELDE, HEHTERR— MLV L DERB~ U R’HHHEDD,
HHARERR— NIV L EL DB~ 2T 7T 4 71T 5 FENR WA TT, =
Lz, R~ U300, R—ER100H5H DD, —EIZ90 B DI~ & T
T4 TNT DI ENRWIERIE, BN  RRR— =71 L TR, 8
WAV R BZATIFIAR—FEIDECEYFR— L TWERHA, L7 ->T, APIC ® VMM
KAA Y T Vvx—ya 455 (fvRsDomAtt) ZH L CEETEX 5D, A— DX
AT BT TT,

[Z7 = AT/ /34 K (EphemeralBinding) |: N—h 7V —T%T7 = AT )L /3A R
THT 2 &, B~ V3NN Y —F il o7z L & NICHEFERETH 256, KA
MZE D R=F2MER S, B~ B S TonES, (K~ BT —FT7 X
o, A~ ONICHUIBIEN D & A— MIHIBRShET, =7 = AT T,
vCenter TR — MDA 7L a VIR ARINEFA, THIE, XM FEA T N7 o A
TNDEE, AL v F EOFTRTOR— N fEHTE572HTT,

GUI #FERLE-R—kNNA VT4 T DERK
ZOFMEEFEH LT, VMM RAAL L DR—F A 2 REMHRLET,

FIE

AT F1 Cisco APIC ~a /A LET,

RATv 72 [Tk (Tenants) ] >[tenant] >[7 T4 —>3> FO T 74 )L (Application Profile) |>
[application profile] > [7 1) r—3< 3 > EPG (Application EPGs) ] > [application EPG]|Z &)
Li‘é—c

ATY T3 VMM RAA NCBEEHT A7 7V r—2a v EPG a7 Y v 7 L, [VMM RAL VDREE
fFI+miEM (Add VMM Domain Association) | Z3##R L £7,
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RESTAPI %M L 1=K — 31 v 7« v im [

ATy T4 [VMM KA A U OBEER F0EM (AddVMM Domain Association) | ZA 712 7 R v 7 AT,
MBI — N XA U RERIRLET, ROF TV a 2 HTEET,

* [E)/3A > K (Dynamic Binding) | : 8~ v XU —F il o7 & & NIC 23T
RETHIBEBITDH, R— 2B~ B Y TES, (M~ BT —F 7 &
N30, A< O NIC BRYIWrEns &, ~— NIk EnEd,

«[=7 = AF )V (Ephemeral) |: AR~ N RU—F 772 & & NIC BEEGHIRET
HoOHE. BA MK A= FBER S, B~ AZEIV S THORET, K~
WD —FT7 EZND0, M~ O NIC BEIRrEnd &, A— MIFBRESET,

s [T 74/~ (Default) |: §HINA T ¢ T HIRIN U256 & RIERICEME L 77,

o [§#19/34 > K (Static Binding) ]: A— MIEHIZEID B THN TR S, FITHERN
RAEESNE T, A— ME, R~ U BR— kN 70— B HIER SN HE IO ARGk &
nET,

o [AR— FEID M4 T (PortAllocation) ]: Z D7 ¢ —/L Rik, [§#)/31 > K (Static Binding) ]
PERENTWDERICOAFRSNET, A7 v a %, [[EE (Fixed) | & [
(Elastic) ] T9,

1. [ZF#K (Elastic) ] : 7 74/ FOKR— ML ICRESINTVWET, T XTHOHR—
MEID Y ToHNRDE, 8 ODR—FOFH LWVE Y MABMER SN ET,

2. [[EE (Fixed) ] : 7 74V bOFR— MUISICHRESNTWET, T XTOHR— IR
HoYTHNTH, BMOFR— MIERSNLETA,

« [R— % (Number of Ports) ]: Z D7 4 —/L Ri, [E/)/3A > F (Dynamic Binding) ]
FIX[FF/ A R (Static Binding) | DMER SN TWDILHICRRINE T, T 741
MEIEL 0 T,

R—=br A ROXATOFAMIONTIE, NS T 4 T OFE 393—) ZHMLT
<TZEV,

AT 75 [#EIE (Submit) |22V v LET,

RESTAPI Z R L= R— b NA VT 14 VT DIER

RESTAPI Z i L TR — b NA T 4 U7 E2ERT 221X, LFOFNEICHENE T, KROHF
TlX, A=k A T 4 J % daticBinding & L CERLTWET,

<fvAp name="ap">
<fvAEPg name="Epgl">
<fvRsBd tnFvBDName="BD1" />
<fvRsDomAtt resImedcy="immediate" switchingMode="native"
bindingType="staticBinding" numPorts="12" portAllocation="fixed"
tDn="uni/vmmp-VMware/dom-mininetlacp2">
</fvRsDomAtt>
</fvAEPg>
</ fvAp>
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E

MMREFDERTE

vCenter N A A VZER L72%1%., = RARA  FOREZRECTCEET, ZOMETIE, —
Y RERA L NORIBROBIEZFINCLT, bT 74y BFayXsndalElz/hs<T5
CLmTEET,

T RARA > FOREEE, APIC GUI, NX-OS 2% A )L CLI ¥ 7-1% REST API Zffi/H L TR E
TEFET, FHCOVWTIL, U TI2HA FORDODEZ v a v ZBRLTLEE

cGUI R L=y RABRA o MEEORE (42 ~2—)
eNX-OS AZ A )LD CLI ZfEH L7-= > RARA v MEEFORR (399 2—3)

*RESTAPI 2 L7 R A > MEFRFORTE (422 2—)

GUI ZFRL-TY RRA > FMEEDERTE

&M
ATy T2
ATvT3
RTv74

ATy TH

ATvT6

VDS 7 v J

188 SR
vCenter KA A VEERR L TWAXERH Y £,

FIE

Cisco APIC (21 71 > LT,

VM Networking > Inventory %R L £,

EROFEr—rary v T, VMware 7 /L7 Z BB L, LARNZ/ERL L7z vCenter N
AAEIY w7 LET,

o> Domain fEE Y « > R U T, Policy 8L U General % 72NBIRINTWD Z & 2RER L
e

End Point Retention Time (seconds) 7 7 > % T, =¥ RAKRA > b &RERT 5 F TLREFT 2 I
DO E IR L E 7,

0~600Fp&ERTEET, T 74/ MNIO0TT,

[ (Submit) 127 Vv 7 LET,

)2 IR— bk TIL—TDERR

% VMM R A A 1% vSphere Distributed Switch (VDS) & L T vCenter IZFR RS AVE T, (RAEL
EHEFIE, APICIC & - TIERR SN 72 VDS (2R A b~ 2 BEAT T, Hr7E o VDS (26# 4% vmnic
ZBRIRLET, VDS 7 v 7Y 7 DFREIX, APIC 2> b —TF /)5 VMM R A A 2 Bff
ToNTWDHERT T 47 4 777 AL (AEP) O vSwitthiRELZLHTHZ LIZL-T
fTWWEF, AEP (%, [Fabric Access Policies] i% EfEIK D APIC @ GUILIZEHENTWET,
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LotE
k5vy =k s—Tok [

\)

() ACI & vSphere VMM DS AT 5 & =X, V7887 0—7 (LAG) 1%, APICIZ k-

THER SN2 AL v T TA v H—T 2 A AT —LEERT D005 EELE LTI AR— b
ENFEHA, APICIE, A VX —T = A AR 32— 7 )L—7% AEP vSwitch 7R U ¥ — D% EIC
HANWT, WERA VAT 2 A A F—I LV ITOREET v 2 LET, vCenter DA v X —
TxAAF—LTVR—FENEEAL, 2FV, FETERTLHILERHY 97,

kS>>0 R—bk TIL—TDIERL

ko2 R—bkTIL—T

GUI Z{x M

&M
ATy T2
ATvT3

ATv74

N7 > 7 K=K ZN—T7%FH LT, VMware virtual machine manager (VMM) K A A > D=z
RBA > b ZN—FEPG)D T 7 4 v 7 #ERLET,

K727 R— b TN—=TOFMoONTIE, T 7 A=k Z—FZo50T (10—
V) BEZRLTLIEIN,

cZv 7 R— bk ZN—T%ERTHFIEICOWTIE, ROEBZ a2 LTSN,
cGUI R L7z bT v 7 R— b ZA—TOER (43 <—)
*NX-OS AZANDCLLZEM L7 T 27 R— K ZA—7 Ok (399 ~—)
*RESTAPI il L7 RT 7 AR— K ZL—T7DER (423 <X—)

Lz k529 R— bk FIL—TDER
ZIZTHE, GULEERHL TR R— b I NA—T%1E%T 5 HiEEMBH L7,

1R BHHIIZ
c72 7 R—b TN —TNTF o MUEFELTWARNWI EEMER LT EEW,

FIE

APICGULIZr /A LET,

A == — /N—"TC, [Virtual Networking] % &R L 9",

FTEeS—va s XA T [VMM FAA 2 (VMM Domains) 1> [VMware] >[ KA A >
(domain) ]>[ k524 R— b & JL—F (Trunk Port Groups) | ##IRL. [FS 29 R—
JIL—TDYER (Create Trunk Port Group) ] Z &R L £7°,

[Create Trunk Port Group] # A 7 1 7' /R v 7 AT, IROEEEFITLET,
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b)

d)
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kTIL—TDER

[Name] 7 1 —/V RICEPG &4 & AL ET,
Promiscuous Mode 7~ # > 122\ Tk, Disabled F7-1% Enabled DWW iuna 27 U v 7 L
ESC

KRS 7 B— b TA—F I SN~ v id, MAC T RLRSE TR N =F &
AN NI T4 BZELET, RO T alBH £7,

< E
« #&% (Disabled) (&7 /L k)

Trunk Portgroup Immediacy 78 % /122 Tlid, Immediate % 72(% On Demand D\ 3 F17)»
7 Vv 7 LET,
T A=A RIE R =BT IR END D, U =T A v FTUREROIFNO I
ELET, ROFT v aridbh E7,

- B

FUTFTIUE (FT7FNN)

MAC changes /R # 122\ Tid, Disabled E7zi% Enabled DT %& 27 U v 7 LET,
77 # /v ;& [Enabled] T,

DT 4=V FTEH, VMNDOXy NI —7 TETZ—DH LWMAC 7 RLAZEFRT
XFT, ROLTTTarnbh Et,

B (FTT7HNR)

N
i35

Forged transmits 7~ % /{22 Tld, Disabled £ 72/% Enabled DWW iuina 27V v 7 LE
9, 7 7 # /L M [Enabled] T9,

74—V R, AR AT AN E I ERELE T, BEERELE, xy N U= T
T HEPBIEETHR LT N T 7 4 v 7 OFEEERB LGS I ITbET, Z0oEX=2
T4 RY—TiE, KRy NT— THETEOEMNT RLA L, B~ itk o
THARENTZ80R23 A —T Ry b 7L —2HNOEETLT RUAZHE LT, T on—%
TLHLZLaMRLET, ROFT T a b £,

B (TT7HNR)

"
;35

[#:3& >4 K1) >— (Enhanced LagPolicy) | Ky 7 ¥ v UX MG, W@HTHY v
7R~ 2 h 2y (LACP) RY —%F07 v 7Y U7 B@RLET,

RY—ix, Vo787 0—7 (LAG) THERKIIL, == RT3 77 ay XN
WZEEAT T BN TV A EIRB AL »F (DVS) 7 w7 U v iR— bk 70 —7 THipk &
NTWET, LACPHRY v —%25Ldbed tb 1207 v 7V 2% DVST v 7V 7
AR—=F Z7NV—IZEH L THBMEPRHY ET, ZHICED, Ty TV 7 a—RKR7
VUV T ERETEET,
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VMware vSphere vMotion O Fi .

PEAE LACP OZEMIC W T, ZDOH A RdO+E 7 > = > Enhanced LACP 7R Y o — D% 7K —
F (34 ~X—) ZZIBLTLIEIN,

g) VLANRanges 7 4 —/LV RC, + 74 a2 Z@R L T, VLAN O#i[H (vlan-100 vlan-200) %

AHLET,
GE) VLAN O#iFHZEE LR WS, VLAND U Z ME R A A D VLAN D4 |ijZE
GBI ET,

h) UpdatezZ7 VU v 7 LET,
ATwF5 [%F (Submit) 1|27 U v/ LET,

VMware vSphere vMotion 0 {& Ff

VMware vSphere vMotion Z i 9% & | h—E 22 HWi§ 5 Z &7, B 2MBA R MET
A~ (VM) EBETE £7,

K3 =2 A > k% & Tr VMware vSphere vMotion O FERIZ- DUV TIL, VMware @ Web 1 k&%
LTSN,

VMware vMotion Z /] L T VM % VMware 77K A A~ F (DVS) OFRICBET L &

NI T4y I BB PR SVET, T, T4 FOr =R RARA MR

R THomN 15 0B 23 H Y £9, HTWriE, RO 2507 —=ADWITHAYE TILE
DA ELET,

ARFERA o F T KLU AR ~7 o b1/ (RARP) OAZHEH LT VM OBE 248

AN
=

« TV Y RAL UM, IPA VAT V3 URFZ2 - T 5 First Hop Security (FHS) 78
U —IZHEA T b T 56

ZORBEAZERET DI, 7Y v AL UG FHS R YU o — O BT 2 fERT 50, R
Vo—% P AL ANRT v a DB >TWVERY —IZEFE LET,

JL—FKHY—/\DEH

CiscoUCSB ~!) — X H—/N\IZEHT B3HA4 KS4 >

VMM A DB TT L— R H—/,3 I 27 A% Cisco ACI Cisco Application Centric Infrastructure
AT 284 (7=& 21X, Cisco Unified Computing System (UCS) 7 L — K H— 3F 7= 3 h
@ VRAAPSNDT L — R —=NEHET H5E) | ROTEEFHESZET HLERH Y £,
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B ciscoucsB U< H—IcETBHA RS0

\)

GE)  ZofITiE, CiscoUCS 7 L— K ¥ —NZiET H720DICR—F FY N 7782 RY v—
ERET D HEERLET, H%@%@i(hmwx7v~bﬁwﬂ7yfuy7%777
Uy 78T 5 HIEITIE U T, N—=F v b A— h Fr v E @R OY 7 7722 R
Vo —OEICERTEET, UCS 7 L— F\ P—r— T > 7Y 7 @ Cisco Application Policy
Infrastructure Controller (APIC) THA/RIJIZAR—F F¥ RV EFRELRWES, T 74/ FD

#){EIX MAC Pinning (2720 £9°,

s VM = RARA > b DFE L, Cisco Discovery Protocol (CDP) % 7-1% Link Layer Discovery
Protocol (LLDP) DWFAMNIEFEL TWET, COPRYR—FShdHmald, 7L—1F
ALy FRADY =7 24 v F K= nbTL—R 7 X THZET, TXCTEAMTD
VEERH Y F,

EHIT RLADEZ AT, BEX, BLOME (TLV) 7L —K AA vF (CDP 71 k=)
F7IXLLDP ' han) ETHZR>TWT, —RET7 77V v AL vFITHL
TT RASARENDZ EEMRBLET, HETLV 7 FLADRENRT L—F A1 v F
DOCDP 7u bzi)L & LLDP 7’2 ha )L T—EB L TWAULERH Y F1,

*Cisco APIC X7 7 7V w7 A F—axy b&Tb— K H—n"—2FHLELTAL, O
7z, CDOPRAR— F F¥ xR Y & —72 LD UCS EHAH DAY 2 —iF, UCSManager Tik
ETOMERDY ET,

* Cisco APIC D#ERtW[RET 7 ¥ A =0T 47T 4 77 7 A LT &5 VLAN 7 —/L T
EFXSND VLAN b, UCS TREENTIER L., 777U v 7 TR 28027 v 7Y &~
J TR T HMENRSH Y £9, T, YT LHLERIE. A7 T A NF 7 F ¥ VLAN
EEbHVELH Y F9, FEICOWTIE,  [CiscoUCSManager GUI Configuration Guide,]
EHRIL T &N,

*CiscoUCSB v U —X H—NZFEH L TWAEE, UCSM2.2.4b LI, CDP & LLDP D
NP HR—=FENET, UCSB LU —X P —"\NUUFIOT7 7 —L =T ZFEHLTND
Ba . LLDP I3V AR —FESNnFEH A,

* Cisco UCS Manager Ci, CDPZ7 7 # /L kTN /2 > T E T, Cisco UCS Manager T
E, R*y FU—7 ar ba— R o—%2E LT, CDPEZANCT HXLERH Y £7,
cUCSH— NP —ERTaT s ANTTHETEDT 77V v 7x—)bA—"—%FHIC
LBWNWTL SN, YA, I 74y 270u— RT3 IREYINATOND &9
(o ANAR=NA YRR v F LAY TT 2= LA —R—Z U TEXDHLHICTE 2

LAHERE L E T,
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GUIEERALE. TL— R 9—R07s2R KYs—aty t7yT [

\)

GE) JEWR: TV —FRRA o TFRT7 77V I A F—aRxd hDEIRT ~F—Y K /J—FKD
BHIP DZEF 1 VMware vCenter C ¥ 8T X#1F 9°7%, VMware vCenter {3 X2 k % Cisco APIC
WCEE LEE A
PRWL . 2T XV . VMware vCenter & Cisco APIC & OFEIHIZN LI FA L £ 1,
FHER : 7o ~3—Y K ) — FOE#H O ESX — "2 EH 9 5 VMware vCenter = > b 1 — 7
DA RNY INE NV T—FTH0ERHY £,

GUIZERALz, JL—KS—n\OD70 AR —DEY Ty T

1R BHHIIZ

Cisco APIC L E)fFT 2121%, CiscoUCS 77 7V w7 A 2 —axy MILkel b —T

> 22(le) THDHLENRHY £3, BIOS, CIMCEBIOT X S X7 EDOTRTOIA L R—FR

ME, N—=2a3 0 22(1c) IETHLZMERH D £7, TOMOFEMIZ OV TIX, [Cisco UCS
Manager CLI Configuration Guidel] Z#Zf L T 7230y,

FIE

ATvT1  A==2— /=T, [Fabric]> [AccessPolicies] Zi#{K L ¥,

ATFwTFT2 FEF—Tar U4 RFUT, QuickStart 7 U v 7 L%,

ATFwF3  HH~2f T, Configurean interface, PC,and VPC %#7 U v 7 L %7,

AT w74 [Configure Interface, PC,and VPC] ¥ A TR VR v 7 AT, AA v FHERT D202, [+] T A
a7y 7 LET,

ATvF5  [Switches] 7 4 —/V KT, KRy 7 XU YR NPLNLERAL T ID ZEIRLET,

ATYT6 AT A H =T oA RERETHEDIZ[+H] TAaru2r )7 LET,

AT w71 [Interface Type] 7 4 —/L KT, [VPC] AT v a v RE %7V w7 LET,

AT 78 [Interfaces] 7 4 —/L RiZ, 7 L — K — T SN2 A v X —T = A4 AETTA
2 —7 A AHiHEZ AN LET,

AT w79 [Interface Selector Name] 7 1 —/L NIZ4RiZ AT LET,

ZF w710 [CDPPolicy] Ku v 72wy UR Rk, F7 4L NERIRLET,
774/ O CDPARY v —3EHCHESNTES, (V=T A v FLTL—FH—n
[H1CiL. CDP #MhC T HMENH Y £7, )

ATv 71 [LLDPPolicy] Fu vy 77X UARNL, T 74/ haBRLET,

774/ OLLDPAR Y v —i, ZEBIOEEREICH L THICRESHTWET, (U —
7 AA v F LT L— R HP—[TIL, LLDP # AT D2MERH D £7, )

AT w712 [LACPPolicy] K v 7% U A Kb, [Create LACP Policy] %33R L £,
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B ciscoact & vMware vMM L 2 F LBEED FS T LA —F Y

ATy 713

ATvT14
ATvT15
ATvT16
ATvT1
ATv 718
ATvT19

ATy T2

ATvIT2n

V=T A v F LT L —RF = TiE,. LACPRI O —%2T 77T 4 TIZTHHLENRDD F

7T

[Create LACP Policy] ¥ A 7RV ARy 7 AT, WOT Vv awFITLET,

a) [Name] 7 4 —/L RIZHR U o—DA4HTEZ AT LET,

b) [Mode] 7 1 —/V KT [Active] &7 v a v RE U4 LET,

) EYODT 7 H)V MEIZZOEFIZL T, [Submit] 27 UV v 27 LET,

[Attached Device Type] 7 4 —/LV KD K v 7 #7> U A hT, [ESX Hosts] Z 3R L £,

[Domain Name] 7 « —/V N2, WEHAAIZ AT LET,

[VLAN Range] 7 4 —/V RiZ, #lZ AT LET,

[vCenter Login Name] 7 1 —/L RIZ, a7 A A& A LET,

[Password] 7 « —/L F$ & O [Confirm Password] 7 4 —/V RiZ, "AT— R&EAHLET,

vCenter 7 ¢ —/L K% 2B L. CreatevCenter Controller %A 7 10 7R v 7 A CHLERER %

ANLTOK#27 Uy LET,

[vSwitch Policy] 7 4 —/L K C, IROEIEEZEITLET,

T L= R Y =38 ESX A /3= 3 R TIE, CDP Z A %02 L. LLDP Z 502 L. LACP

ZIHZL T, MAC =2 7 2R ETHHLERH Y £7,

a) [MAC Pinning] = v 7 R 7 A% AN LET,

b) [CDP]F = /Ry A%F NI LET,

¢) LLDPIZEHDE FI2FT2ME RSS20, [LLDP]F = v/ Ry 7 AIA7OFFICLE
R

[Savel Z#27 V w7 L, [Savel =t 527 Y v o LET, [

TIRARY) V—=RRESHET,

I

(Submit) ]&27 U 27 LET,

il

CiscoACl & VMwareVMM S XA T LED FS T 21—

Ta4Y9

NI TNy 2—=TFT 4 VT DFEMZONTIEL, ROV 7 E2BRLTIEINY,
* Cisco APIC Troubleshooting Guide

* ACI Troubleshooting Book
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emsstsvar |
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wOEITiX, FI4 <Y VLAN-1103 2822 5D A % —7 =14 A (Ethl/l. Ethl/3) @
MO NZ 74y 7%BE L ET, Ethl/lAR— K~ B 7L VLAN-1132 12 (VLAN-1130
MmB) BRI, Ethl3E A% VLAN #3:6 LEH A,

Port encap with VLAN-1130 on Ethl/1

Ethl/1: Port Encap only VLAN-1130
Ethl/6: Primary VLAN-1103 and Secondary VLAN-1130

fab2-leaf3# show vlan id 53 ext
VLAN Name Encap Ports

53 JT:jt-ap:EPG1-1 vlan-1130 Ethl/1, Ethl/3

module-1# show sys int eltmc info vlan access_encap_vlan 1130

vlan id: 53 isEpg: 1
bd vlan id: 52 hwEpgId: 11278
srcpolicyincom: 0 data mode: 0
accencaptype: 0 fabencaptype: 2
accencapval: 1130 fabencapval: 12192
sclass: 49154 sglabel: 12
sclassprio: 1 floodmetptr: 13
maclearnen: 1 iplearnen: 1
sclasslrnen: 1 bypselffwdchk: 0
gosusetc: 0 gosuseexp: 0
isolated: 1 primary_ encap: 1103
pProxy arp: 0 ging core: 0
ivxlan_dl: 0 dtag_mode: 0
is service epg: 0
Port encap changed to VLAN-1132 on Ethl/1
fab2-leaf3# show vlan id 62 ext
VLAN Name Encap Ports
62 JT:jt-ap:EPG1-1 vlan-1132 Ethl/1
module-1# show sys int eltmc info vlan access_encap_vlan 1132
[SDK Info]:
vlan id: 62 isEpg: 1
bd vlan id: 52 hwEpgId: 11289
srcpolicyincom: 0 data mode: 0
accencaptype: 0 fabencaptype: 2
accencapval: 1132 fabencapval: 11224
sclass: 49154 sglabel: 12
sclassprio: 1 floodmetptr: 13
maclearnen: 1 iplearnen: 1
sclasslrnen: 1 bypselffwdchk: 0
gosusetc: 0 gosuseexp: 0
isolated: 1 pPrimary encap: 0
proxy arp: 0 ging core: 0
ivxlan dl: 0 dtag _mode: 0
is_service epg: 0
fab2-leaf3# show vlan id 53 ext
VLAN Name Encap Ports
53  JT:jt-ap:EPGl-1 vlan-1130 Ethl/3

module-1# show sys int eltmc info vlan access_encap_vlan 1130
[SDK Info]:
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vlan id: 53 HE isEpg: 1
bd vlan_id: 52 HEH hwEpgId: 11278
srcpolicyincom: 0 HEH data mode: 0
accencaptype: 0 HE fabencaptype: 2
accencapval: 1130 HE fabencapval: 12192
sclass: 49154 HEH sglabel: 12
sclassprio: 1 HEH floodmetptr: 13
maclearnen: 1 iplearnen: 1
sclasslrnen: 1 bypselffwdchk: 0
gosusetc: 0 gosuseexp: 0
isolated: 1 primary encap: 1103
Proxy arp: 0 ging core: 0
ivxlan_dl: 0 dtag_mode: 0
S
GE) o 4 > 7 EPG [RBED TR S e Wiga, BE THE STV Th VLAN-pri flIF M S i

£75
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AA L DOEEMTHIZVMM B A A ZEICERE N ET, EPGNIREHEEPG IZ/FERL S L7z AR —
N V=% pvian IZERE ST H A 7 CTH ZfFiF 472 VLAN-sec Zffi ]l L £9°, VMware
VDS F 7213 Microsoft Hyper-V {RAEA A v FEB L7 7 7 U » 7L, VLAN-pri/VLAN-sec 77 7
bE AT v T LET,

* Cisco ACI 7 7 7'V v 7 )7 & VMware VDS & 72 1% Microsoft Hyper-V {RAE A A~ F~Diffg
X VLAN-pri ZfEH L £,

» VMware VDS & 7213 Microsoft Hyper-V R4 A A~ F73 5 Cisco ACL 7 7 7V v 7 ~Diffg
IX VLAN-sec ZfEf L £,

Cisco ACI X184 K. 1) 1)—R 52(x) .
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B vMware VDS # 1= (& Microsoft Hyper-V (48 % 1  F O EPG 538

7: VMware VDS % 1= 1% Microsoft Hyper-V {R8 X A v F 0 EPG 78

VLAN-sec -

|
’

1_
VLAN-pri

- VLAN-sec

@+ VMWare VDS PVLAN Map |
Microsoft vSwitch Primary  Secondary
@ VLAN-Pri VLAN—Slec

)
1

l

1

i

1
h

¥

o= ——

l
I
1
1
I
I
!
W
Y
L

o [ | ]

Isolated EPG, VLAN-sec

501400

<« Web-EPG ————>»

ZOBIZEET 2 ROFEMICIER L T ZE W,

1. EPG-DB 3 CiscoACI U —7 A A v FIZVLAN N T 7 4 v 7 %2 EELET. CiscoACI N
V—7 214 vFiL, T4~V VLAN (PVLAN) 7 %L I 74 v 7% h7®
At L. Web-EPG = KRR A o MZHzE L ET,

2. VMware VDS  7=1Z Microsoft Hyper-V {48 A1 ~ F1%, VLAN-sec Zf#H L T Cisco ACI
V=T AL v FIT T 74 v 7 EFEELET, Web-EPGHOFTNTHOVLANKN KT 7 1 v
ZZHk U BEDS I S D 72, CiscoAC U —7 AL FIET_XTDEPGN 77 1 v
Jh Ray 7 LET,

3. CiscoACI U —7 A A T~ VMware VDS F 7213 Microsoft Hyper-V {48 A 1 +»  VLAN-sec
ToTV IR GEENT 7 £— RTF, CiscoACI Y —7 A A v F &, VMware VDS F
7213 Microsoft Hyper-V {RABA A v F~DX T U 27 857 4> 71T VLAN-pri ZfH L
£7

4. PVLAN <~ 7|, VMware VDS F 72 i% Microsoft Hyper-V {548 2 A+ F 35 &L O Cisco ACI
U—7 AL v F THREINET, WEB-EPGNHDVM T 7 4 v 7 XL VLAN-sec N TH 7
b & E T, VMware VDS & 7213 Microsoft Hyper-V {RAE A A~ F X PVLAN % 7'|C
o Tr—=/LD WEBWEPGVM t 77 ¢ v 7 ZEH LET, T XTONHEESXi 8 A
I & 721% Microsoft Hyper-V /R A b VM K7 7 ¢ v 7 |, VLAN-Sec % f#i ] L C Cisco ACI
V—7 A v FIZEFINET,

. Cisco ACI {R#81L HH 4 K. 1) 1J—X 52(x)
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GUI %{# /A L = VMware VDS & 7= (& Microsoft Hyper-V ) EPG (N4 B DR TE .

GUI % {5/ L /= VMware VDS = 7= [ Microsoft Hyper-V @ EPG N5 B D

=JL ==

ax AE

FIE

AFvF1 CiscoAPIC 122 /' A » LET,
2T 72 Tenants>tenant 28R L E7,

AT T3 EloF e —rvar vy RuT, [FIVS—23ay TAT7AIL] 7405 LT
TV r—var a7y ANVERELET,

AT w74 Application EPGs 7 +/V ¥ %47 U » 7 L, CreateApplication EPG % #{R L 7,
AT 75 CreateApplication EPG ¥ A4 722 Ry 7 AT, IROTFINEZEFEATL 9

a)
b)
¢)

d)

2)

Name 7 1 —/V RIZ EPG 4 # B L £,

Intra EPG Isolation =V 7 C, Enforced %7 V v 7 L¥9,

BridgeDomain 7 1 —/L K C, Kay 7 X JANNLT U vy RAL VERRLE
7,

EPG X7 AZNVMER R AL v A B —T =2 A ZAETZII VM F A A BT £,

s VM R A A DA, [Associate to VM Domain Profiles] = v 7 R v 7 A& A 2 L E
‘ﬁ—o

o T A X NDYGE . [Statically Link with Leaves/Paths] &= v 7 R v 7 A& 4N LE
‘j‘o

Next| 227 U w7 LET,

Associated VM Domain Profiles =V 7 C, + 7 A a7 UV v 7 LET,

Domain Profile 727 7 A LD Fr w7 X7 U A MG #H7 VMM R A A 2 %341
LT,

ABT 4 w7 O Port Encap (or Secondary VLAN for Micro-Seg) 7 + —/L R Tt v

# ) VLAN %487 L. Primary VLAN for Micro-Seg 7 4 —/\' R C, 774~ U VLAN %

FRELET, Encap 7 4 —/V REZEHOEFICTH L, ERBRICHEIV Y ToNET,
GE) ABT 47 Dty AXT 427 VLAN % VLAN 7— /L T T& 5 08

N ET,

ATwv 76 Updatex 7 Vw7 L, Finishx27 U > 7 LET,

Cisco ACI X184 K. 1) 1)—R 52(x) .
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. GUI % L = VMware VDS = 7= I& Microsoft Hyper-V ) EPG (N4 B DR TE
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Cisco ACI & Cisco UCSM D#i &

* Cisco ACI Z{#i [ L 72 CiscoUCS 7T /XA AD % hU—27 KU T —OHEME (103 5—)
« Cisco UCSM #t5 ORIFESRM (104 ~—2)

* Cisco APIC GUI Zf# f§ L 7= CiscoUCSM @ Cisco ACI 7 7 7' VU w7 ~D#Ea  (105—)
« Cisco UCSM #i & Z#4# L 7= Cisco APIC 24 7 7' L— K45 (111 ~<—)

Cisco ACl Z{FH L 1= CiscoUCS T/\1 XD Ky kT—4H
R —DBEENLE

Cisco Cisco Application Policy Infrastructure Controller (APIC) Y U — 2 4.1(1) LAK&, Cisco Unified
Computing System (UCS) 7 /34 ZADxy hU—7 R v—#HEMLTEXET, Z07HIC
IZ. Cisco UCS Manager (UCSM) % Cisco Application Centric Infrastructure (ACI) 777U v 7
A LETS

Cisco APIC T, Cisco UCSM ¥ & (N virtual machine manager (VMM) 7> 5 /A 23—/3A H NIC
HHEZHG LT, VLAN 7rn 77 I 72 Bk LE9, BEMbIX. Cisco UCSM WNEHT 5
FTRTCOFT AL ACEHAENE T, CiscoUCS 777U v o A F—axr hBIUUCS 7
V=R AL v TFERBA X —T =4 A 73— F (VIC) A ¥ —7 A A% 7= Cisco UCS
B U—XTL—Rvy—3i,
HIHESRM 2 7= L 7= 5., Cisco Application Policy Infrastructure Controller (APIC) T2 DD A
7 %317 LT, Cisco UCSM % Cisco ACL IZHETHMERH Y £,
X2 VT 4 RAA L OHRBEERDHE T N—T 2R L ET,
MBI N—TrEHTDHE, SESERYATOHAE%E Cisco ACL 7 7 7 U » 7 ITHEOMT
FTHZENTEET, METN—TTlH, BED2—Y—F% > "NREDITN—T L OFHE
T 7B ATAHZ LB TEET,
T2 ziE, 777V o ICBEOR Yy RRHY, BipbRy RIZEID Y CToONEEEN
WAHBERHY ET, RNy RTLITHEINV—T%1EK L, FFEDKRy RNIZHDIHE%E
BINCTEET, TD%, Ry REEBETLIEHED I N—T128X2 0T 0 RAL U E&E
WU THZLENTEET,

Cisco ACI X184 K. 1) 1)—R 52(x) .
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B ciscoucsmsaomizgs

« Cisco APIC 73 CiscoUCSM D% N T —F L VS 2 TX A L5103 B % 4 7 UCSM
DA EIER LET,

INH0X A7, [#E (Integrations) | % 7 @ Cisco APIC GUI T, RESTAPI F 721X NX-0S
ABANOCLI AL TEITTEET,

F2. AA v F <= F—T ¥ % virtual machine manager|Z BIHEfT 1T A M ERH LG5 L H D £,

« Cisco AVS F 721% Microsoft SCVMM Z A 3 235515, A A »F v —T ¥ % virtual
machine manager (ZBHEAHIT 2 LERH Y £,

« VMware vSphere 73 A A~ F (VDS) ZfEH L TV DHEG. ROWTNABY TTED
R, A v F v Rx—=Tx R~ AATEEMT D BERH Y £7,

« LLPD F£ 721X CDP 28 VMM R A A > ® vSwitch /R Y & —TH NI 72> TWER A,

« ESXi &HAR— b (vmknic) 1Z. Cisco ACILIZ L » TEHENDSR— F I L—F 234
VRENTWET,

Cisco APIC [, CiscoUCS T /XA ZADFy T —F 7 a v R—3x > NEEHTH-DICDOH
& ET, CiscoUCST—4EH T2 (DME) I, @ OHBEZFITLET, Znb
2. T RTOYHERDFT —FX—R FardZr ()L, R —, F—)L vyNIC B L)
VHBA 7 v 7 L — hOEIERT — %, BL Oy bV — 7 BEOHEROFEMOEENE T
F9, DME (X, 2R —3> FOIRREL REEL BEHL L 7,

\)

(G¥) EDM UCSM &5 L7z VMware 70 HUKIEA A v F (DVS) RAA VB RTDHZ EMRH
DEF, FASL BRI TWDL T RiRA v b 72— (EPG) CTEPGW/ &A% L.
75 A4 ~_X— | VLAN Z %3 — F L2V UCSM Mini 6324 i[5 & . R A A ZEENIEA
L\iﬁ—o

DX T g 0%, FEED Cisco UCS & Cisco UCSM IZHEE L TWA Z & A RiEE LTWE
T, TNHDOZ AT OFEMIZOVWTIX, Cisco.com T [CiscoUCS R¥F = A > | BIO [Cisco
UCSM R¥ =2 A b ZZRLTLEEN,

Cisco UCSM #i & DRIREH

Cisco Unified Computing System Manager (UCSM) & Cisco Application Centric Infrastructure (ACI)
777V w7 OFEITIE, ROFHRSRMERH Y 7,

« Cisco Application Policy Infrastructure Controller (APIC) VU U — A 4.1(1) LA,
* CiscoUCS & CiscoUCSM 37 —# £ Z —ZIE LA Y A F— /LB LU STV 5,
« Cisco UCSM 3.2 LLF#,

cHWHT LT L — N XA TELTERESIN TS UCSMVNIC 7> 7 L— |k,

. Cisco ACI {R28{L A K. 1) 1) —R 5.2(x)
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| CiscoACI & Cisco UCSM D#f&
Cisco APIC GUI % {# F L = Cisco UCSM O Cisco ACl 77 J1) v I ~D# & .

s VMware VMM R A A > F 7213 Microsoft System Center Virtual Machine Manager (SCVMM)
R A A DR,

» Cisco.com @ Cisco ACI App Center |Z& % Cisco IMBAA v F TV DA A h—)L,

INEDHZ AT OFEMIZOVWTIX, Cisco.com T Cisco APIC K= X b & Cisco UCSM O K
Fa A MESRLTIIZE N,

Cisco APIC GUI Z{&H L /= Cisco UCSM @) Cisco ACl 7 7 7
) O ~DE

Z D& a izl Cisco Cisco Application Centric Infrastructure (APIC) GUI %4 4 L T Cisco
Unified Computing System Manager (UCSM) % Cisco Application Policy Infrastructure Controller
(ACD) 777V v 7 IHETHFIESEENRTOET,

Cisco APICGUI ZfEA L TWL\5 & IL—TDIERK

Cisco Unified Computing System Manager (UCSM) % Cisco Application Policy Infrastructure Controller
(ACD 777V v Z7Iiiad DITid, a7 V—7NRETT, e/ Vv—713 777V v
ITNDSESERHEIC B LIEEXa )T 0 RALVEREELET,
METN—TEERT D E &I, BEIGLTEX 2T 4 RAAL VEERT D20, BEFEO R
AA EFIRTEET, EX2VT 40 FAASCZEHT 5L, 70— 7I2EEf T BTz Cisco
UCSM 73, ZA~DT 78 AR TE £,

Cisco APIC GUI T/ NV—7%E L, EX =2V 7T 4 RAAL VEHRETETET,

IR& HEIIC
KHFA FDEZ 3 v CiscoUCSM HA DRIFESRI (104 X—) 12h D RIRFMF 2T LT
WAHMLENH Y 97,

FIE

RATvF1 CiscoAPICIZR /A LET,

ATv 72 [#4& (ntegrations) |>[FIL—TDERL (CreateGroup) | (ZBENL £9°,

ATY T3 [HETIL—TDER (CreatelntegrationGroup) | # A4 7/ Ry 7 AT, U FOFIEEZET
LET,
a) [®&AT (Name) | 7 4 —/V RIZ, MBI NV—TDARIEATILET,

G FE 30 2HFNE3d AT > 3 o TY,

b) [EFaUT 4 KAAL > (Security Domains) |fEIL T, [+] (FT7R) TAavzr ) v/
LET,

Cisco ACI X184 K. 1) 1)—R 52(x) .
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Cisco ACl & Cisco UCSM D& |

B cisconricou ERLEGE T L—TOBEER

¢) [EFxaUTa FAAL2DYER (Create Security Domain) | A 712 Ry 7 A0 [&Ei
(Name) 1 7 4 —/V K,

FE BBFOEF 2T 4 FASCZRIRTEET, TOHAIE. FIH3dZAT Y7
LTL7EEY,

d [EFa2UT4 FAL DR (Create Security Domain) 1 %A 7 a2 Ry 7 A0 [Fi8
(Description) 1 74—V N2, BF=2UT 4 RAAL U OMBEANLET,

e) [Update]ZZ7 Vw27 L, [Submit] %27 Vv 7 LET,
VER L= 7 —778 [#8& (Integrations) | 1 icERENET,

RDZRY

AT N—TDOMEEER LET, ZDOHA KDCisco APICGUI 2 L7-#E 7 V— 7 D
EHVERE (106 ~—) BV v a v 2B T E N,

F7m, BX 2T 4 RAALUEERLEZSASIE, 22—V =7 7 B AMEAEIY Y TET,
Cisco.com @ [Cisco APIC & =V Tx(f%ﬁkﬁ% N AL T EE N,

Cisco APICGUI R L =&V IL— T D#HEER

ATvT1
ATvT2
ATvT3
ATvT4

ME T N—THER LT D, ZOREEERT 2 0ERH Y £, HE TIEL, Cisco UCSM ¥
L U4 D virtual machine manager (VMM) R A A V22 BAEHRZESS LT, 3T Cisco
UCSM A > Z—T7 = A ATVLAN 27077 I 7 LET, ZOREIZED, VMM O¥EE
NIC MAC 7 K L A7 Cisco UCSM MAC 7 KL & L BEAT T S 4, KIS, FEAICED
UCSMVNIC 7> 7' L— R &4 L TR S 172 UCSMNIC N7 a7 J AS3ivEd,

CiscoUCSM 7 7 7V w7 L IZHEa 2R LE9, #BE D CiscoUCSM 77 7V v 7 3d %
AT, BMo77 7Y w7 T2 1 oOBEEERLET,
1R BHHIIZ
WRDEZAT ZSETTDHUNENDY 7,
« &2 L 3 Cisco UCSM 5 DRIESM (104 X—2) ORifesRFEm- LET,

&7 3 Cisco APICGUI 2 L TWAKE 7 V—7D1ERK (105 X—) OFEIC
BenT. BT N—TEER LE LT,

FIE

Cisco Application Policy Infrastructure Controller (APIC) (2w 2 A > L %79,
[#4& (Integrations) ]> [#& 4 JL— 7 (integration group) ] I1ZBEH L £,
MEIN—TaZ TN Yy LET,

EMOFTEr—vay ST, A7 N—T 7N FEEBALET,

. Cisco ACI {R28{L A K. 1) 1) —R 5.2(x)
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| CiscoACI & Cisco UCSM D#f&
Cisco APIC GUI %A1 L 1= 7 L— Tt |

AT9 75 [UCSM] 74 W E %457V v 7 L, [#iE&IF—TvDIERR (Createlntegration Manager) | %
IR L F9,
RATv 76 [MEDER (Createlntegration) | ¥ A7 v r Ry 7 2T, LLFOFIEEZET LET,
a) [®H] (Name) | 7 1« —/L RiZ, B4R ZALE T,
b) [T/34 R IP/IFQDN (DeviceIP/FQDN) ] 7 4 —/L RiZ, Cisco UCSM {RAETP 7 KL A &
TI3EREM N A A 4 (FQDN) Z AL ET,
Cisco APIC X, 774 7 V4 —/VEIIMOBFET A ADKR— NEFEZIBET D LEN
HDOIGEIIL, IPT RLASNOR— NEEZOEMEYFR— N LET, A— MEHEELRWVE
4. Cisco APIC T HTTP Bt 5 L £97,
WIZ, T/RAADIP T KL A£721X FQDN Ol &R L %7,

e UCSM1.datacenter.intranet

7 FQDN TH SN TW D IGE | AifEdRlt & LTA v XA h—v &7 7Y 23DNS
DEFEZTF L TCWDHENH Y £9, Cisco APIC #%IZ DNS h— & B E 721X
HIBR L725A0E, M58 SwitchApp Z I L T BEANZ LT, 2EE2 T 7 VI
KELCEXBH L9 LET,

* UCSMl.datacenter.intranet:8080

*172.16.10.2

*172.16.10.2:8080

HELD CiscoUCSM 7 7 7V w 7 B b6, 47 77V v ZIZI3MB OFE DB E T,

¢) [A—¥—4% (Username) | 7 1 —/L RIZ, Cisco UCSM IZxt3 %R v N U — 7 BB OHi
HIY B L OEZIABMER L Y — T 07 7 )VEHEOZHIR Y FrkE & Ffo2—F—4
AN LET,

d) [/XRT—F (Password) ] 7 1 —/V RIZ, Cisco UCSM TOFEARY , FHXIAL, BLDY
AL a—H DT I AFA o —— AT —RKE2 AN LET,

e) [Confirm Password] 7 4 —/L RiZ, /SAT—R&EFANLET,

f) [EBRARY — (Deployment policy) | 7 ¢ —/L KT, [J—7#M (Leaf Enforced) | %%
T2, 774V b0 [BRITAEY I =2 (Pre-Provision) | #% 7 AILE T,

TNV IO [BRITAEY 3 =2 (Pre-Provision) | R Y v —% 3R L7284, Cisco
APIC TEHEAH L TWA VMM KA A U Z&HHELET, KIZ, Cisco APIC TED KA A 1T
BIHEAHT B TWVWADT_TO VLAN 2% —4 > h® CiscoUCSM IZ7 v ¥ = LET,

[V—27@M (Leaf Enforced) | AR Y o — %R L7255, CiscoAPIC Chy 7477 v
U—7 /) — FIZBE S TWSD VLANS DA 2 LEd, KRIT, Cisco APIC TR S
T2 VLAN ZER# L, Cisco UCSM 127 v ¥ = &5 VLAN &5 L £,
Cisco Application Centric Infrastructure (ACI) & EPG % ESXi & HE NIC (vmknic) |Z/&
BT 252 L 2BIRULEESIT. ROWTNNEZETTAHAILERNSHY 17,
« EPG-VMM K A A > O ITZ2, FH 7oy a =27 L L CORFRRCRE L
\i‘g—(}

Cisco ACI X184 K. 1) 1)—R 52(x) .
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« UCSM Integration Manager JEBAAR U > — &2 Fai7mneya = 7L LTHELET,

g) [NIC 7a77 A IILERDREEF (PreserveNIC ProfileConfig) | 7 4 —/V R T, [EEX
(Overwrite) | Z®IRT 57>, TF 741 b [fR$F (Preserve) | 5% F ANET,

F 74V O [REF (Preserve) | 47 a V& BRIR L7854, Cisco APIC TIERAE NIC
(WNIC) 77 b — NMIAFET 5 FE TR S L7z VLAN IFHIBR SN ET A, [EEE
(Overwrite) | A7 v a v Z8IRT 5 &, FEICHER SN VLAN SIS E T, M3
W U T, LARTICAERR S 7z VLAN %1% CHIPRTE £97,

[R#F (Preserve) | #3®IR L7234 . Cisco APIC & Cisco UCSM 1D — & U 7= 3% & & {#7E
THEDIZ, MENTET Lo [EEE (Overwrite) 1 1ICUIV x5 RN TEET,

h)y [EE (Submit) 1227V v 7 LET,

Cisco APIC CIIHEMMEMR 4L, UCSM 7 4 LD FOHROIEET 4 > RTIZERRTE
£9, [YATLIER (SystemInfo) 1 =27 3 3 »1TiE. Cisco UCSM D4R, + Ok
. BXO 7 7—2 =7 /X—T 3 (CiscoUCSM 7>5 Cisco APIC 28BS L 7215 #) 23
FoRINET, [PRTLEHR (System Info) 112i%, Cisco 77 7V w7 A o H—axy
FOID EEHIP T LA FERINET,

MADIEEY > Ry [kRAY (Topology) | # 7 hARuy (hy 747 T v A
AYF~DT77 7 Vw7 Ao F2—axy ) bERRINET, (FEEV AV FUD[VRT
L& (SystemInfo) 1 &7 &3 10, NAFRPFRINET,

RDBERY

ROVEHEZEATVET,
s (AT vay) BEAR) v—aEETHITE, [RUL— (Poicy) | #7227 Vv L.
VEIECTT 4=V RONBEZEFT L THD, [EIE (Submit) 1227V v LET,
HEEDT vV 7 R— N FYxRrNVORELFRBETIVLENLLILENOLYET, D
Wa. B273 3 CiscoAPICGUI A L7=T v 7V v 7 iIR— ks F¥ 2LOEH (109
=) OFETICENET,

CiscoUCSM 7 7 7 U w7 6D R 77 4 v 78 Cisco ACL U — 7 12O BN dDHE. =
DHEATIIVEHY /A,

¢ SCVMM Z A4 284 1L,. B2 2 3 Cisco APICGUI I LT A A v F w32 —V %
Lo bu—Z oBEA T (110—) OFEIZHE-> T, A v TF 32—V ¥ &K
oy b —J I ZBEMITAMERH D 9,

* VMware vSphere 53t A A >~ F (VDS) ZMT 256, VMM R A A > @ vSwitch 7R Y
U —TLLPD £7213 CDP AR > TORWERIL, A v F v X =Yy 2 fifi~
VRV X BT AMERH Y T,

. Cisco ACI {R28{L A K. 1) 1) —R 5.2(x)
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Cisco APICGUI ZERA L7y T vy R—k FYRILDEE .

Cisco APICGUI Z R L=7v T oo R—k FrRILOEHE

&
ATy T2

ATvT3

ATy T4

ATy TH

7 7 4/ k Tld, Cisco Unified Computing System Manager (UCSM) T{Ek I 7= v — 1
VLAN (%, CiscoUCSM 7 7 7 U v 7 DS D T 77V w7 A4 B —axy MIFELET,
Cisco Application Policy Infrastructure Controller (APIC) 7% VLAN Z{ERk3 5 &, & ® VLAN (%
TRCOT vV o7 THEATE £,

72770, BRICE TR, BEDT v 7V 7 R— K Fy¥ xR ETLIVLEND DBEEN
HOET, 2T VAV2T 4RV af vy by NU—7TIE, TOREEZITO LERND
D ET,

CiscoUCSM B LUV UCSM 7 7 7V w7 A X —axy bDOT v 7V 7 K—hk Fy¥xiLik
BET IR, WOFIREFEITLET,

JR 8O HHEIIZ

Cisco UCSM OB T N—T LB TN —T DA EER L TR LERH Y £3, £7259T7-
TWARWEARIL, ZOHA FDO'Z 2 3 Cisco APIC GUL 2l L TWAH A 7 /v— 7 DI
R (1052—2) B X W Cisco APICGUI 2 [l L 2B 7 v — 7 DA ek (106 4—7) @
HRIZHES TL7Z& 0,

FIE

Cisco APIC iz 74 > LET,

[#84 (Integrations) ]>[#i& 2 /L— 7 (integration group) ]>[UCSM]>[#& (integration) ]
B L £,

[#%& (ntegrations) | E¥~<4 T, [Py TU2y TAT74)L (Uplink Profiles) | % 7 %
707 LET,

VEZE~A ZIE, CiscoUCSM THRESNTZAR— N Fr p A VX —T 2 A A THDLT v 7Y
Y Ta Ty A VNFERENET,

BHOOT 7V 7a7rA4 ez v s L, [BEEBRE (Managed) 15 C[Trugl %7 U »
7 L/ij—o

BHOT vV 7uar7ryA0&7 ) v 7 L, [BEXNE (Managed) [FDOFIZHET =
7 Ry 7 A%EA AL T, [BH (Update) | %27V v 27 LET,

RDBERY
ROFITEBE LT ZS N,

* Microsoft SCVMM Zff 4~ 5355 1X. A A v F ~F— % % virtual machine manager |2
HANT D ERHY £,

Cisco ACI X184 K. 1) 1)—R 52(x) .
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B ciscoAPicoUI EBRLIR A v F T 2=V v LERI Y FO—5 OB 1

« %7213 VMware vSphere 73 A A v F (VDS) ZMiHT 254, VMM K A A > @ vSwitch
AU v —TLLPD £721% CDP AN o TWRWGEIL, A vF w32 — V% 2
v VBT D BERH Y ET,

MBS LT, 8733 > CiscoAPICGUI 2 L7 AL v F v~ % —V ¥ L= fra—
7 OBEAF T (110 X—) OFRIZHENET,

Cisco APICGUI ZFRALI=-RAM vy F I R-—I v &RBa FO—5D
BE &£t [+

Microsoft System Center Virtual Machine Manager (SCVMM) K A A & L TW DAL, K
fBar b —F LOBEMTIZ, A v F v 3=V ERIRTHENTEET,

A v F X =V x vy w32 =Yy (VMM) 2 bo—Z (2B % & Cisco
Unified Computing System Manager (UCSM) #HE 723 NIC 727 7 A L ZPRETEDH L HIZ72 Y
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svCenter 2> B —T 47 VY —REFHALT [T 2RELET,
Vmware @ vRealize ¥ == 7 /L ZZH L T 7E 30,

s VRealize 7 77 A T VU AERELET,
Vmware @ vRealize v == 7 L EZ SR L T 7Z30,

e LAY 3 (L3) ARV =0T T Mo THEEINIEAIL. BGPL—F U7 L
TR EBRETDHVLENDY T,

EAGUI L TMP-BGP /L— U 7 LU ZEEETDHITERS, MP-BGP/L— K U 7
L7 B EBRETHHEICONTIE, CiscoAPICR—3 v 7 av 7 4Xal—v gy A
FEZL T EEN,

« VRO TVRA NV RLZFRELET,

NI ACI Y —ERXA B u 7 U= T7u—% A A M—)LT 5DITHHLET,
« VRO TIAAS N> RVEFRELET,

AL, ACIH—t A A En s U—rT7a—%Af A M LTL5DIERLET,
vRealize Orchestrator (2351} 5 [aaS /N> F/LOFRE (126 2—) ZHBML T EEW,

Cisco ACI X184 K. 1) 1)—R 52(x) .
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. vRealize Orchestrator (235175 laaS /\> FILDE&E

+ vCO/VRO D vCAC/NRA D AZ L T a7 4 V— )%y e f A=) LET, ZTD
Ny r—VFRO URL b XA e — RTEET,

https://communities.vmware.com/docs/DOC-26693

* VRA DfFIAFL VRO IZIEZT 7 #/V B TA VA =L EZ1 5D vVCACVRO 77 7 A U3 H Y
£9, AZ U RT RO VRO 2T 5581, vCACVRO 7T 7 A VA VA h—)b
TOLENDYET, ZOTTFITA VFKROURL NHFA T ra— R T&EET:
https://solutionexchange.vmware.com/store/products/
vmware-vrealize-orchestrator-plug-in-for-vra-6-2-0

vRealize Orchestrator [CF (75 laaS /\> FILDERTE

ATy T
ATy T2

ATy T3
ATy T4

ATy TH
ATvT6

ATy FT17

ATvT8

ATvT9

Z Z TlX. vRealize Orchestrator (VRO) T Infrastructureasa Service (IaaS) /~o KL ZHRET S
FiEEBBELET,

FIE

VMware vRealize Orchestrator (ZEHH LT/ A LET,

VMware vRealize Ochestrator GUIl 3K R SN/ H, A=a— N—D Rry7FX T UMM G
[Run] ZJE&R L £,

[Navigation] X1 > C, [Workflows] 7 A 2> Z 3R L £,

Adminstrator @vra_name> Library > vRealize Automation > Configuration > Add the laaS host
of avRA host Zi#IR L £ 7,

Add thelaaShost of avRA host #4572 U v 7 LT, Start Workflow AR L £,

[Start Workflow: Add the [aaS hostofavRA host] # A 7 1 7' 7R v 7 AT, IROEMEEZFITLE T,
a) VRA host 7 1 —/L RiZ, vRealize N> KV &AL ET,

b) [Next] %7 Vw27 LET,

ROEHE T, ROBIEEZIATLET,

a) [HostName] 7 1 —/L FiZ, &uix AN LET,

b) [Host URL] 7 4 —/L RIZ, TlaaS &~ A h® URL # AJJ L ET,
) BVDOT 4 —NRIEIT 74N MEEFEHLET,

d) [Next|Z27VUvZ7 LET,

ROBE T, WOBIELZFATLET,

a) [Sessionmode] K1 v 7% 7 J & kT, [Shared Session] % R L £,
b) [Authentication user name] 7 4 —/ N2, @BiEx—HFH A2 AN LET,

¢) [Authentication password] 7 4 —/L N2, /SAU—R&EZ AN LET,

d) [Next|Z27VUv7 LET,

ROMEHE T, ROEEZFATLET,
a) [Workstation for NTLM authentication] 7 4 —/L |2, NTLM #@BiEIZfEAHT Y —27 27—
Va rDAFTE AT LET,

. Cisco ACI {R28{L A K. 1) 1) —R 5.2(x)
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Cisco ACl with VMware vRealize D1 > X b—)L J—H 70— .

b) [Domain for NTLM authentication] 7 4 —/L F|{Z, TaaS A" A s URL TfEHT %5 KA A &2 A
ILET,
¢) [AfE (Submit) 1Z27 Vv 27 LET,

Cisco ACIl with VMware vRealize D1 X +b—)L J—5 7 A—

ATy T

ATy T2

vRealize =—#4 X

ATy T

ATvT2

ATvT3

Z Z T, Cisco ACI with VMware vRealize DA > A h—/)L U—27 7 u—%FHH L F9,

FIE

vRealize Orchestrator (VRO) 2 APIC 7 /A v & A v A h—/L L%,

ZEHNZ DWW TIL, vRealize A —47 A ML —HZ TD APIC 777 A4 DA A b—JL (127 ~_—
V) BBRLTLLIEE N,

VMware vRealize Automation 777 A 7 > A% ACI [AIFIZRRE L E T,

FERNZ DT, VMware vRealize Automation 7 77 A 7 > A% ACL[ATFIZERTE (128 X—)
EHRLTL &N,

NL—S2TDOAPIC TSH9A4 DA 2VR =)L
T2 TlE. vRealize F—#4 A R L —XIZAPIC 57 A4 v A A ML T B HFIEAZHALF
‘j—o

FIE

Ny r—VEEFR LG, BEMOT ¢ L2 k UIZ aci-vra-plugin-3.0.1000.N.dar 7 7 1 /L % {#
ﬁbiﬂ-o
SSHEHEHLTVRAT 74T AlZroot & LTz AL, UTFEATLET,

$ ssh root@<vra ip>

AT 4 X2l = A EEHL a7 4 X2l —F T—EAWeb A L H—T =1 AEBHFHC
L. koa<wr REATILET,

# service vco-configurator start

Tomcat started.
Status: Running as PID=15178

AT —=HANETHTHDH L 2R L ET,

Cisco ACI X184 K. 1) 1)—R 52(x) .
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B vvware vRealize Automation 7 775 1 7 2 % ACI (12 55E

ATvT4

ATy TH
ATvT6

ATy T17

ATvT8

ATvT9

ATy 710

Firefox 7 7 UV &#EH LT VMware 7 77 A4 T Alca A4 L, LFEANLET,

https://applicance_address: 8283/vco-controlcenter
GE) Firefox 77 U &2 HEHT 25 Z LS vE T,

#El, Internet Explorer X2 Chrome 7 7 U ¥ &2 L2V T 72&W, T 7 4/1 b
Da—HWL4 LAY — REEHRT L L XOBMOMENH Y 4, @lica /(v
TEEHA,

FEHIZ DUV TIL, https:/communities.vmware.com/thread/491785% 2 L TL 72 &1,

a) VMware vRealize Orchestrator Configuration GUI C, 7 7 4/ hD—HFH L /XA T — R
(vmware & vmware) Z AJJLET, AT —ROEHTEZRDOHILET,
Plug-inst 7 > 2 > C, ManagePlug-ins% 7V v 7 L¥7,
[Install plug-in] T, [Browse..] "% > %7 U > 27 LT, RO FIRIZHENET:
a) aci-vra-plugin-3.0.1000.N.dar 7 7 A V&2 ARAF L7255 2 /%% L C. aci-vra-plugin-3.0.1000.N.dar
T ANEERLET,
b) AMlD Install #27 U v 27 L. [Cisco APIC Plug-in] ’FE /RSN bH, Ingall ¢ 95—
Uy 7 LET,
T TITAVINA VA RN—IVHETHDL I ENA Yy E—UDRRETNA T4 NERRINE
o
+ [The Orchestrator server must be restarted for the changes to take effect. The restart can be
performed from the Startup Options page| &9 A v E—UNEAT/HNA T4 FERS
NET,

Startup Options 27 U v 7 L E7,
Startup Options ~~—JIZ U ¥ A L7 &R ET,

Restart #7 U v 7 L CH— "ZHiE#) L £§, [Current Status] (2 [RUNNING] & #&rEn 5 F
TRHLET,

Manage Plug-Ins ~— {2/ £ Home 27 U » 7 L TR Y, Manage Plug-Ins % Plug-Ins &
7var s )y LET,

Cisco APIC 77 7' A VI3 A A b —=/ViE BT 27 E 5 % Plug-lns THEB L £97

7T TA ANIRMIOEFTIC, Cisco DT A A b b HITRRENET,

VMware vRealize Automation 7 754 7 > X % ACl [ [ TIZ5RF

Z Z Tl¥. VMware vRealize Automation 7 7 7 A 7 A % Cisco ACI [f]{ T IZFRET D HiEIZD
W R L £ 9 Cisco,

. Cisco ACI {R28{L A K. 1) 1) —R 5.2(x)
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&

ATy T2

ATvT3

ATvT4
ATvTh

ATvT6
ATy T17

ATvT8
ATvT9

VMware vRealize Automation 7 75 4 7 > X & ACI [q] I+ [Z 5% 7E .

FIE

T3P EFER L, T2 b R—%/1%4 LT VMware vRealize Automation 7 77 A 7 o AT
BEHFZ L LTS A LET,

https://applicance_address/vcac/or g/tenant_id

1 -
https.//192.168.0.10/vcac/or g/tenant1

PR DL L RAT— RE AN LET,

VMware vRealize Automation 777 A 7 . A GUI C, WRDOEEEZFEITLET,

a) [Administration] > [Users& Groups] > [Custom Groups] DJEIZER L F 97,

b) [Custom Group] <A > T[Add] Z#7 U v 7 LT, WAZ L TN—TZBMLET,

) WAL ITN—TO4HIEANLET, (F—EAT—F77})

d) [Roles to this group] 7 4 —/L R C, BIOFINETIER LIz h A X L T N—TZ23IRLET,

(=R T7—=F77 1)

e) [Member] <A U ZERL, 2 —HFHEZ AT L TEIRL LT,

f) [Add]Z=7 Vv 7 LET,
ZHICED, DAL N T N—T L A RS=BMERENET,

g) [CustomGroup] A > C, fER L7 AZ LT NV—T 5 ERLEST, (—ERAT—F7
7 K)

h) [Edit Group] ~31 > TiZ, [Members] A > TA LU N—EMERTE £,

77 U YT, VMware vRealize Automation 7 77 A4 7> A& A L £,

https://applicance_address

W %R L ET,

https://vra3-app.ascisco.net

a) [vRealize Orchestrator Client] Z &R L T clientjnlp 7 7 A L &E X 7 ma— R LET,

b) [Downloads] # A 7 1 7Ry 7 ARKRI L, cientjnlp 7 7 A A3 EE) L £,

VMware vRealize Orchestrator [ZEEHZ E LTr /A4 LET,

VMware vRealize 7 —7 A h L —% GUI BRERINTEDH, Ama— "= RKay 7yl

A 226 Run @R L £,

[Navigation] 7 1 > K7 T, [Workflows] 7 = > Z &I L £7,

[Adminstrator @vra3-app.ascisco.net] > [Cisco APIC Workflows] > [Utils] > [Install ACI Service
Catalog] DNAIZER L £ 7,

[Install ACI Service Catalog] # /42 VU v 77 L C [Start Workflow] % &R L £ 7,
[Start Workflow - Install ACI Service Catalog] % A 7 1 778 v 7 AT, WOBEIEEZFITLET,

a)  APIC Hostname/IP Address 7 1 —/L RIZ, APIC DR A A EIZIP T KL AEZ AL
iﬁdo
b)  APIC Admin Password 7 .+ —/V F{Z, APIC ® admin /XA U — K& AJJ L ET,

Cisco ACI X184 K. 1) 1)—R 52(x) .
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B vvware vRealize Automation 7 775 1 7 2 % ACI (12 55E

ATy 710
2TFv TN

ATwT12
ATy 713

ATy 714

ATy 715

2)

h)

)

)

k)

vRealize Automation IP Address 7 4 —/L RIZ, VRADIP 7 KL A% AN LET,
vRealize Automation handle 7 4 —/L K C, Notset %27 Vv 7 LT, 77 I7A T AD
vRealize H BN FLARIR L £7,

Businessgroup 7 + —/V R T, Notset %27 V v 7 LT, EVRR Z—T %R IRL E

R

GE) vRealize 7.0 2 31T L TV A 5E 121X, BusinessGroup % BusinessGroup H 5
BIRLZFT (ChITEBIESHhZFELTER),

GE) 2—PHIE, FAA A ZEOLILERHY T, 2L 21X

adminl@vsphere.local ® X 512 L9,

AdminUser 7 1 —/L RiZ, TF v FOBEHE2—FEZ AN LET,
vRealize Automation Admin Password 7 .1 —/L K2, vRA BFLED/SAU—FRKEZ AN L
*9,
Endusers 7 1 —/L R C, Notset 7 V v 7 LC, #REANZTL2—V44E AL
9,

GG¥) 2—PLF = T R X=X b+ T, BEEADLTIEE N,

JSON Filecontaining vRealizeProperties 7 .+ —/L R C, Notset %7 U >~ 27 LT, vRealize
T RT 4 BETeISON 7 7 A WK E) LTI L £ 7, (aci-vra-properties-3.0.1000.x.json)

GE) Z2—HHIZIE, RAA A EEGDDLLERDY £3, =& 21F
adminl @vsphere.local D X 912 L F9,

Zip file containing the service blueprints 7 1 —/L K G, Notset #27 U » 27 LC, #—t
ATN—TV > Negivzip 7 7 A /WMIHEEIL TR L 3, (aci-vra-asd-3.0.1000.x.zip)
[Submit] 7 U v 7 LET,

A A N—DEE) LT84, Navigation 7 ¢ > K7 C, Install ACI Service Catalog DRIk
BOFxyIv—7 ﬁ\i@ﬁéﬂi‘f

[Navigation] 7 « > K7 C, [Workflows] 71 2> 3R L £,
Install ACI Property Definitions #4527 U » 27 LC, Start Workflow Z &R L £7,

Start Workflow - Install ACI Property Definitions # 4 72 7R 7 AT, Netsst 27 U v 7
L., TlaaS AR A MIBE) L TEIRL £,

a)

[Submit] #7 U » 27 LET,

A A =D L= 86 . Navigation 7 ¢ & R @ [Install ACI Property Definitions] ¢
BRI DT = v 7V ~— 7 WK RENET,

T v k& LU THERRT A I1T1X. vRealize Automation 7 7 A T L AL T o R L TR T A v
LT, Catalog #®IR L ET, Y—EANRERRINET,

TP L L CHER T HI21%, vRealize Automation 7 77 A4 T L RAICEHEL L Tr s AL
T, Catalog ##INL £9, r—EANRKRINET,

. Cisco ACI {R28{L A K. 1) 1) —R 5.2(x)
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INELEE N |

a) Infrastructure> Blueprints> Property Definitions Z 38R L &9, 7'm/ 37 4 BRFRINE
TO

AcCl 4] [E] 4%
2 2T, ACI OFIEHREIC OV CRHRB L £ T,

18 AR

777V v OkH)

T 7 Vv ERCETRTO MR U R— S ET,

T IEARY —
T HyF 2T 4T 4 RY — (AEP)
e V=T AA v F LESXiRA MHDOT 7 AR —%FEL, V—7 LKA MIT
CDP B X OLLDP A4 LET,

s LA¥3 (L3) outi%E
cHEINDZ A=Y T MIT AT T P TL3Out iRELERR LT,
L3RV TR ORI ZRINTE £,
« M58 EPG 1%, [[L3OutName|InstP]) & WO ARNZT HLERH Y £7°,
2 ODKRY —HERLET,
HAG 77 021% Tdefault) ZF8E L. VPC 77 121X TvpeDefault] Zf87E L £,
FEHIZ DWW TIE, L3 AMIEERIC DN T (162 3—2) 2L T EEN,

CH—ERTTT FUT L b LT R
T FTH—ER FT 7 Fof AEARLET

SENZ DWW TIE, XML POST ] L7- APIC TOHY—ERDOFE (159 X—) 25
LTL &N,

ctXa VT4 RASVETF U N 22—
evRealize 7T 7' A 2T, 2 0D —WF T H T FRMLETT,

BAIOT 17 v MIXEEHERDLE T, 277y Tk, 75> Mk,
TI7EARY I — VMM RAAL > THFT V=7 FaEERE. 30, B8, BLO
B TE £,

2ERBDOT T MTIE, BIRESNZT T MERBRKETY, ZOT7H 7 FTiE.
HHTF L FBELORVMM RA A OFARY ODBRITHZENTEET, 7272 L. M
BHOT > bTiEA 7 V=7 FEER, A . T, BLOFEETEET,

Cisco ACI X184 K. 1) 1)—R 52(x) .
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B vvwarevmm 11 o & AEP ORSiES 1+

e —)LRXR—A T A arha—/L (RBAC) /L—ix, 574 Tixe<l,
APIC|IZ X » CHEi SN FET,

FIE

FEAMZ OV T, CIScOAPICR—Y vy 7 a7 4 Falb— g A REBRLTLIEEN,

VMware VMM K X 1 > & AEP O RBEE (T

Zov s a TR, HEARRTT 0T 4 a7 74 (AEP) % VMware VMM R A A >
W BT B HFIEICOWTEHB LE T,

)

G¥) KA A > XA M Cisco AVS DAL, ZOFNEEFEITTLH2L4EIH Y FHA,

FIE

ATw 1 APICGUIZm 71 > L, Fabric> AccessPolicies %% L £,
ATy T2 Fvsr—rar v KU T, Policies>Global > Attachable Access Entity Profilesz B L .
profilez 27 U v 7 LET,
RT9T3 (EET 4V RUT, ROBIEEZFEITLET:
a) Domains(VMM, Physical or External) Associated to Interfaces 7 1+ —/V N C, + %27 U v 7
LTRRALET,
b) unformed 7 4 —/L RC, VMM KA A U %®RL, Updatez2 YV v 7 LET,

Cisco ACI with VMware vRealize 7 v 75 L— K D—4- 2
D —
Z Z TlX. Cisco ACI with VMware vRealize D7 v /7' L— K U—7 Z7o—%#HA L F7,

FIE

RATYT1 APICA A—V%T v 77 L —FRKLET,
AT w72 vRealize Orchestrator (VRO) TAPIC 7T /A %7 v 77 L —RKLE7,

. Cisco ACI {R28{L A K. 1) 1) —R 5.2(x)
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vRealize Orchestrator T APIC 7554 > 07 v 5 L—F |

FEAIZ DUV TIE, vRealize Orchestrator TD APIC 77 7 A DT w77 L— K (133 X—)
EERLTLIZE 0N,

AT w73 VMware vRealize Automation 777 A 7 > A% ACI TR EL 7,

ZEMZ DUV TIX. VMware vRealize Automation 7 77 A 7 v A% ACL[ANTTIZERE (128 2—)
LT TEE N,

2T w4 APIC & vRealize MOk A 2 L4,
FEAIZ DU TR, APIC & vRealize O OfERE (133 X—) 2B LTI HE I,

vRealize Orchestrator TD APIC 75514 VD7 v TH5L—FK

Z D7 v a Tk, vRealize Orchestrator T APIC 7' F /' A ViEHELZ T v 77 L — K450
BIZOWCHBLET,

FIE

ATV TN 777 L— KT 5121, VRealize A—47 A N L—H TD APIC 77 7 A4 DA VA F—)b
(127 ~—2) OFERIZHES TSV,

AT T2 =R TN—TV U =R DTIAVBIOZUHA MVAV V2T v T 7 L—FRL
¥4, VMware vRealize Automation 777 A 7 > A% ACI [MTIZHT (128 2—) ZHML
TLIEEW,

APIC & vRealize Bl DIEHEDHEER

Application Policy Infrastructure Controller (APIC) 22> v —F LA v F VY7 N =T BT v
77 L — R L7 6, vRealize Orchestrator 7> 5 APIC ~O#Efit Z# i T H2 BN H Y £7,

1R B
CAPIC v b —F L A v F VI N2 TR T v 7T L —RENTWLZ 2R LE
‘j‘o

FEMZOWTIE,  [Cisco ACI Firmware Management Guide] #Z M L TL 72 &0,
FIig

AT w71 vRealize Orchestrator [(ZEFFEE L L Tu /A LET,
AT 72 [Navigation] <A > C. [Inventory] 7 2> & &R L £,

Cisco ACI X184 K. 1) 1)—R 52(x) .
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B cisco ACI with vMware vRealize 575> ' L— KD —4 T 00—

AT 73 [Cisco APIC Plugin] % B L C APIC Z##R L, DL F &R L £,
a) [General] A > T, [Name] 7 4 —/L RIZa > b —I NERENTNENE I D EHRL
E3ch
b) APICO FTHRA FENT-MEEZHHM CTELINEIDEMERLET, 2LV, APIC &
HELTWDHZ LxERTEET,

VRO 75 APIC ~DEHGEHFEST SN TV 72 W5A . APIC 4 ORI SCFS down 23R X
N, BERT T LTWAZ ERRENET,

Cisco ACl with VMware vRealize 5™ > 45 L— KD —4
J0O—

Z ZCliX, Cisco ACI with VMware vRealize DX 7 > 7' L— R U—7 7u—%ZGl L £7,

ATYT1 APICA A=V EF 7L —FRLET,

AT T2 APIC /T 7 A2 Ry r—T LT _RTOAPIC OV —7 7ua—%HIRLET,
HEZHOWTIZ, N r—IrU—r 7a—OflE (134 <—) 2B LT FE N,

AT w 73 vRealize Orchestrator (VRO) (2 APIC 77 /' A %A VA h—/L LET,

ZEMMZ DWW T, vRealize Orchestrator T APIC 77 7 A DT v 77 L— K (133 _2—)
FHERLTLEEN,

AT v 74 VMware vRealize Automation 7 77 A 7 > A% ACL[ATICE Y 7 v 7 LE7,

FERINZ DU T, VMware vRealize Automation 7 77 A 7 A% ACLANTFIZERE (128 X—)
LT &N,

2T w5 APIC & vRealize DG 2R L E7,
FEAMIZ OV TIE, APIC & vRealize [ OEERE DR (133 X—) 2B L TLEEN,

Ny r—o 80— 7a—0HIR

ZIZTIE, Ny —U L U— 7 7 u—0OHIBRFEICOWTHH LET,

. Cisco ACI {R28{L A K. 1) 1) —R 5.2(x)
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ATy
ATy T2
ATv73
ATy T4
RATvTH
ATv 76
ATvT1

EEELTFF R ITHIRARYIVANDI—RA 5—R VF YA .

FIE

BHELLTVWROZ 747 Mr /A v LET,
[Design] 7 —/LZ 3R L E T,
[Packages] ¥ 7 # IR L £,
[com.cisco.apic.package] #4727 U v 2 L. [Delete element with content] ZE&4R L £ 9,
Ry 77 7 742 KT [Keep Shared] &R L £7,
[Workflows] % 7 Z 3R L £ 97,
[Cisco APIC workflows] 7 4 /W& L4774 LEANOTRTOT—27 7 a—nilkE iz
LERERLET,

U—7 7ua—%HIRTHIZE, FOUV—r7T7a—%&R L, £7 Y 27 LT, [Delete] iR
LET,

CEELTFUORIVRRYIVADI—RA—R S

FUF

TITIE BRHELT U P AN D ADA— R — A F Y FNTOWTEB LE T,

B77Ur—a B AOBE

TITCIR. 3BTV A= g B AOMEATRA L £9,

TanRT 4 IN—TEERH L E—fgT Y
r—3a DB

Wl a7 s AN EERLEE—ET 7Y r—
TarOEA (1353—) Z22RL TS
VY,

HE~yr IN—7Y o " EERLEIET
P r—3a DEA

[ TF~ v TN—TV 2 "EFEHALES3
7Y Ar—aroEA (138 %—)
EHERBLTLLEES N,

B O 7A IV EFRLEE—REB7J)S5r— 3V DEA
TITIE, TanT 4 IN—TEFERALTCHE-BET Y r— g U EEAT B HEEBAL

&I

i@ﬂo

FIE

&D URL %77 7 HIZ A S LT, vRealize Automation 7 75 A 7 2 AZHik LE T,

Cisco ACI X184 K. 1) 1)—R 52(x) .
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B #sooorsEmLEE—B7 TUr—2 3 v OEA

ATy T2
ATvT3
ATv74

ATy 75
ATy 76
ATvT1
ATvT8

ATvT9

ATv7T10
ATvIN
ATvT12

2TFv 13
ATy 714
ATy T15

https://appliance address/vcac/org/tenant id

Ty NEREO—FLH ENRAT = REATJLET,
[Catalog] 3R L £,
Configure Property Group 27 U v 7 L £,

TR AFERELET,

[Request] #7 U v 7 LET,
[Request Information] % 7 C, ZERDOFHMAEZ AT L E T,
[Next| 227 U w7 LET,
[Common] # 7 C, IROBEZFEITLET,
a)  [laaS Host for vRealize] 7 4 —/L R T[Add] 227 V v 7 L £,
b) MEARTaaS KA NOBEDOAR > 7 A F = v 7 ~v—7 2T £7,
o) [Submit] 27V v LET,
d)  [APIC Tenant] 7 4 —/V RCT[Add] 227 VU v 7 L%,
e)  apic_name> Tenants OJIEIZER L £,
) MERTFTUNOBDOR Y 7 AT =y 7w —7 BT ET,
il
green
g [Submit] 7 Vv 7 LET,
h)  [Property Group Name] 7 4 —/L RIiZ, H LW I NL—T D4R AT LET,
i
green-app-bp
i) Plan Type (Shared or VPC) 7 4t —/V R CShared #7 U v 7 L £ 7,
i) [VMM Domain/DVS] 7 4 —/L R C[Add] 227 V v 7 L7,
k)  [apic_name] > [Vcenters] > [vcenter_name] DJIEIZER L £,
1) VB 73 vCenter £ DEED AR w7 ANCTF = v 7 ~—7 T £,
il
green
m) [Submit] 7 UV v 7 LET,
[Next] #27 U » 7 LE7,
[VM Networking] # 7 C, TXCDT7 4 — )V R&T 74V MEOE FIZLET,
[Next] #7 U > 27 LET,
[Security] # 7' C, ROBAIELZFATLET,
a) Configure Security Policy K2 > 74 7> J 2 KT No # R L 7,
Load Balancer # 7 C, Ka w7 &7 URX Rnn No Z@#IRL £,
Firewall # 7C, Kavy7Z > URARMnH NoZiBRLET,
(=5 (Submit) &2V v 27 LET,
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ATv 716
ATy I

ATv 718

ATv 719
ATy T2

ATy T2

ATvT2

ATvT23

ATy T2

ATy T2

wRIn A LERALEE—E7 TUr—vavoEA ||

[OK] %7V v/ LET,

PR & M9 HI2IE, [Requests] & 7 & B4R L 7,

a) BMEL7ERZERL, [viewdetails) 227 U v 7 LET, A7 —H AN [Succesful] TH 5
e MR LET,

(AFvary) ELVRTa7dZr A LVTTNA—TY 2 hEfHET HIZIL, Infrastructure>

Blueprints> Property Groups DJEIZ&ERN L &7,

a) Property Group~<A > T, 1/ L7=E/L K 7 u 7 71/l (green-app-bp) Z iR L T, edit
7y LET,

b) EditProperty Group~<A1 > T, fETHEL R a7 7 AV ERIRL, $hET A a %27
U2 LTHEDTN—TV v NaemELET,

¢ MWENTETLEL, [OK]Z27 U v 7 LET,

LR FaTy ALk VMIZT % »F LT, Infrastructure> Blueprints DJIEIZEIR L £ 7,

Blueprints X4 > ¢, Rav 7 &> U A K5 NewBlueprint 22 U v~ LC, Virtual >

vSphere (vCenter) DJIEIZER L £ 7,

[New Blueprint vSphere (vCenter)] ~XA > C, IROEIEEZFEIT L T,

a) [Blueprint Information] # 7' C, 7 /L—7"U » hZ{EKT D720 DIE#RE A LT [OK] &~
Uy 27 LET, v~ v TA—7Y 2 b aAERT 2 HIEDOFEMIZOWTIZ, VMware D R
X2 AL MEZRLTIZIN,

b) BuildInformation # 7 C, /K 707 7 A VEERT D0 DERE AN LTOK &7
Uy 7 LET, v IN—7U 2 FEERRT 2 7EOFEMIZOWTIE, VMware D R
Fa A FEZRLTIIZSN,

Properties # 7 C, IROEANEEZFITLET,

a) PropertyGroup™ « —/v KT, B L7270 /"7 1 7' )L—"7" (green-app-bp) %R L T,
OKZZ7 Vv 7 LET,

b) FHLAMER L= v X7 ¢ J)v—7 (green-app-bp) OHIREET A 2%V v 7 LET,

c) Property Group CustomProperties’ £ 7 a0 /7R v 7 AT, a7 4 RENL R T a7 7 A
NEe—BTHZ LR LET, ZHICEY, VMBIUACI Ry MU —7 & OERAE
S ALET,

d) New Blueprint vSphere (vCenter) <A > TOK #27 UV v 7 LE7,

Blueprints ~1 T, IROEAELFATLET,

a) fERL7=E/V R 777 A/ (green-app-bp) ZEIN L, — /L% 2T TPublish %R
LET,

b) [OK]%&2Z VU ws LET,

c) Aministration > Catalog Management > Catalog Items O JIEIZ RN L £ 57,

Catalog Items ~1 > T, IROEIELETLET,

a) TERL7=7v—7U >k (green-app-bp) %L TN L FJ,

Configure Catalog Item ~2A > C, WRO#EEZEIT L £,
a) Details # 7'® Service 7 4 —/L KT VM Servicesx 34K L £,
b) New and noteworthy = v 7R v 7 A& 42 LET,
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B <5< o—FI o rEERLESB 7 Ty —2 3 v OBA

ATV T2

c) [Update] %7 V27 LET,

INT, 7and g INV—TaHLTHE-BET 7Y r—rarngAsnE L,

M7 ) r—ya OEAEHRT DI, BHE ey va g2 s/7U LT, TF

yhrELTusZA LELET,

a) Catalog# 7 %7 Vw7 LET,

b) navigation ~1 > C VM Services R L £,

c) Work ~A > C, fEfk L7z V—7V v F &R L E7,

d) CatalogItem Details<A > C, 7/L—7V v hDO7 "7 ¢ 2 LT Request &7 U v
7 LET,

e) New Request~A > T SubmitZ 27 U > 7 LThHOKEZZ Y v 7 LET,

ZHZED . FLWMAER~ S U THDACI Ry N — 737 a ey a = 7 S, W D HE

INET,

TILFIDY TN—TY U hEFERALE3IB 7TV —2 a2 DEA

VMware vRealize ¥ /VF <> 7 A—7 1 v ME, FRHZEAT S 1 BU LD~ T—T
Uy BB T D7 N—7TF, AL, Webfg, 77U r—va g, F—F—
AJEN—FEICHASND 3@ Web 7 ) r—2 a0 T, Ry hU—2OBLENL, T
U /r—3 3 v R Y 2 —% Cisco Application Centric Infrastructure (ACI) (27> = LC, #fE
THUEN D LN TEERERELAMCT HLERD Y EF, ZHUT, EXa VT 4 A

AR L, ERARHCBIE T 5~ U ARSI A Z LIt Ko TEIERET,

~“NTFwr TN—T VL NCERAENS T NV—T Y U MERETHBEICIE, EXa2 U T o
RY =TT D MENH Y ¥, ERT vt 2T, HEM LRI ZEET D2 LENH Y
F9, BZIE, EbT O~ ELTRELET, HERMIZIIMO~v I Ry hU—7
ZIETEET,

Bl LT, A— k3306 TH—EREZHRMLT H MySQL 7 —F _X—R w2 > T/L—T7Y » kip
HHELET, TV r—aBO 0T —4_R—R T VAT L0LERH Y £
T, Web 8D~ NIZOREITH Y £ A, ConfigureProperty GroupV —27 7 1 —®
SecurityPolicyt 7 v a > ¢, 77V r—vay) BaMENETIRY O —%2/ER L, R—
k3306 254 (7744 Tl hOTXTREGESND) LTV A MHE, TA—7
U MIBAEIC [db) JEE7Ta " 4 —E LCRELET,

(77 r—yay] BV —EALEETI2LERHY £, 2o THE, —NIR—F
8000 TV v AL LET, ZOY—E AL, WebBRHEELET, EXF=2UT 1 RU I —Ii%.
77V JBOELRE 777 A VCTHRETHILENRS Y £7,
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\)

TLFRLY IN—TUs rEERALEIE 7 IUsr—vav0El ||

ATy T

ATvT2
ATvT3
ATvT4

ATvTH
ATvT6
ATvT1
ATvT8

CE)  ~v o774 72280, EASRLIBUE~ v AN —BOARDPERSNET,  [Green)
EWVWITF U DT VLT 4 7 AL, [green-web-] (22 T ED 3 ODEA DT ENNZ
2HDTY, —o AL Tgreen-web-001] . [green-web-002) . [green-web-003] DX 9 |Z
72 ¥9, Application Policy Infrastructure Controller (APIC) 77 7' A U {HEM = KR A
N IN—TREEMRICTRTED LI, v~ TV T4 7 RLRRRD AT —LIIHED 2 &
MEETY, 72, S~ VEBRALT VT4 v 7 ZAFFTHOLIULERHY £3, T2 21E 3
BT 7Y r—3 3 O4HEIIL, green-db-001, green-app-001, green-web-001 TH B MENH Y
T, WTNOOENEAS L TWRWES, BX2 U7 0 R — X EMERBRER L 8
lus VRealize T OARINREE ST 7T 7 A IME OARNTEES W T D4
ATEHERI T 2 L ERH D7D, ZIUTMESRATT,

EALVR e 774 0TEXF2 T KU V—2RETHEXE, avva—~a&BRv L T
LI 4 7 ADE 2 LFThLUENRDY £T, L7 1427 2D Tgreen-web-] Tlk, =2

v a—~41E Twebl T,

ZITIE, e T e IA—T VU hEERALCIB TV~ a VEEAT S HER

AL £,

FIE

& URL %7 7 7 HIZAS) LT, vRealize Automation 7 77 A 7 > ATHee L ¥ 9,

https://appliance address/vcac/org/tenant id

T MEHEO—FH L ART = RE AT LET,
[Catalog] Z 3R L £,
[Configure Property Group] &2 U v 7 L¥ 7,

TN AJFERELET,

[Request] #7 U v 7 LET,

[Request Information] % 7 C, EROFHHE A LET,

[Next] 27 U > 27 LET,

[Common] # 7T, IROFEEEZFEITLET,

a)  [IaaS Host for vRealize] 7 4 —/V R C[Add]| #7 U v 7 L7,

b)  KHERTaaS KA FDEIDR Y 7 ACF = v 7 ~—7 2T £7,

c) [Submit] %27 U v 7 LET,

d)  [APIC Tenant] 7 4 —/V R C[Add] =7 VU v 7 LET,

e)  apic_name> Tenants DJEIZERI L £,

) WMERTTUMOBOR Y 7 AT =y I~ —7 T ET,
i

green

Cisco ACI X184 K. 1) 1)—R 52(x) .



Cisco ACI with VMware vRealize |

B <5< o—FI o rEERLESB 7 Ty —2 3 v OBA

ATv79
ATy 710
ATv7IN
ATy 712

ATy 713
ATvT14
ATvT15
ATvT16
ATvT1
ATvT18
ATvT19

2
h)

)
k)

)

[Submit] #7 U » 27 LET,

[Property Group Name] 7 « —/L RIZ, HTLWI L—T D412 AT LET,
i

green-db-mm

[VMM Domain/DVS] 7 4 —/L K C[Add] 7 U v 7 LE7,

[apic_name] > [Vcenters] > [vcenter_name] DNEIZ R L £ 3,

MBE72 vCenter £ DFED R v 7 ANZF = v 7 ~—7 fHF £,

i

green

[Submit] 7 U v 7 LET,

[Next| 227 U w7 LET,

[VM Networking] % 7 C, T XTDT7 4 — /L K&T 74/ MEOEFIZLET,
[Next] 7 U » 7 LE7d,

[Security] # 7 C, WOEANEEZFATLET,

a)
b)

c)

d)

e)

[Configure Security Policy] K7 > 74 7> U X KC[Yes] Z#INL 7,
[Consumer Network/EPG Name of Security Policy] 7 4 —/V RlZ, E&Bp~T > L7 4 7 A
mLTaryva—v Xy NI—7DO4FIZATILET,

i

app

T—AR=ZEIE, HEME LT s VERRLETT,

[Starting Port Number in Security Policy] 7 1 —/V NIiZ, B#aAR— MESEZ AN L E T,
B

3306

[Ending Port Number in Security Policy] 7 4 —/V RIZ, & TR = EFEZ AT LET,
i

3306

D7 4 — KIZHOWTIE, BET 7410 OFEFIZLET,

[Next] 7 U » 7 LE7,

[Load Balancer] # 7 C, 74—/ R&ET 74/ MEOEFIZLET,
Next] 7 U » 7 LE7,

[Firewall] # 7 C, 74—V R&T 74V MEOEFIZLET,
[EfE (Submit) 1227 U v 27 LET,

[OK] %7 Vw7 LET,

[Configure Property Group] 7 U v 7 L £,

AENE, 7V r—varvEERELET,
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TLFRLY IN—TUs rEERALEIE 7 IUsr—vav0El ||

ATw 720 [Request) 7V v 7 LET,

AT w721 [Request Information] ¥ 7 C, EROFHE AN L ET,

ATFw T2 [Next]ZZ7 Vw27 LET,

ATv 723 [Common] ¥ 7 T, ROEANEEFEITLET,
a)  [laaS Host for vRealize] 7 4 —/V R C[Add] %7 U v 7 LT,
b) WM ERTaaS KA NDOREDOR Y 7 AT =y I ~—7 2T ET,
c) [Submit] 7 U v 7 LET,
d) [APIC Tenant] 7 4 —/V R C[Add] &7 VU v 7 L& T,
e)  apic_name> Tenants DJEIZERI L £,
f) MERTFTUNOBDOR Y I AT =y I~ — 7 BT ET,

il

green

g [Submit] 27 Vw7 LET,
h)  [Property Group Name] 7 ¢ —/L RiZ, FH LW —TDL4F1IE# AT LET,
il
green-app-mm
i) [VMM Domain/DVS] 7 4 —/L R C[Add] 227 V v 7 LE7,
j)  [apic_name] > [Vcenters] > [vcenter_name] DJIEIZER L £,
k) M7 vCenter 4 DRED R v 7 AZF = v 7 ~—7 T £,
i
green
) [Submit] %7 V v 7 LET,
ATy T2 [Next]ZZ7 Vw27 LET,
AT w725 [VMNetworking] # 7 C, +XCDT 4 — )V K&T 74V MEOE FIZLET,
ATYvT26 [Next] =27 Vw7 LET,
AT wF21 [Security] ¥ 7 T, WOEMEEZEITLET,
a) [Configure Security Policy] K2 > 7% 7 U X KT [Yes] Z&IRN L £,
b) [Consumer Network/EPG Name of Security Policy] 7 « —/V RiZ, &R~ TV 7 4 7 A
BRLTarva—~ Xy NT—7 OA4RTEATILET,
il
web
TV r—va UREIIE, HEME LT Web EAKLEETT,
¢) [Starting Port Number in Security Policy] 7 « —/V RiZ, BH#R— F&E 52 AT L E7,
il

8000

d) [Ending Port Number in Security Policy] 7 4 —/V FiZ, & THR— " EFEANLET,

Cisco ACI X184 K. 1) 1)—R 52(x) .



ATvT28
ATvT29
ATy 730
ATy T3
ATy T3
ATy 733
ATy 734

RATvT35
AT 736
RTvT3
AT 738

ATy 739
ATy 740
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i

8000
e) D7 4 —/ RIZOWTIE, EEZT 74V FOFEFIZLET,
[Next] 27 U > 27 LET,
[Load Balancer] # 7 C, 74— /)L R&T 74 /L MEOE FIZLET,
[Next] #7 U > 27 LET,
[Firewall] # 7 C., 74—V R&EF 74+ MEOEEICLET,
[ (Submit) 1 %7 Vv 7 LET,
[OK] %2 Vw27 LET.
[Configure Property Group] &7 U v 7 L £,
Web & %3 E L £,

[Request] 7 U v 7 LET,

[Request Information] % 7" C, ZROFHHEZ AT LET,

[Next| 227 U w7 LET,

[Common] # 7 C, WRO#IEEZEITLET,

a) [TaaS Host for vRealize] 7 4 —/L R C[Add] &7 UV v 7 L£7,

b) ERlaaS KA MOREDOR v 7 AN CF = v 7 ~—7 T ET,

©)  [Submit] 27 VU v LET,

d)  [APIC Tenant] 7 4 —/V RC[Add] 227 VU v 7 L%,

e)  apic_name> Tenants DJEIZER L 7,

)  MERTFTUIOBORy 7 AF =y 7 ~—7 2T ET,
il
green

g)  [Submit] 27 VU v LET,

h)  [Property Group Name] 7 1 —/L RiZ, LW I A—T D4R I# AT LET,
il
green-web-mm

i) [VMM Domain/DVS] 7 4 —/L K C[Add] 7 UV v 7 LE7,

j) [apic_name] > [V centers] > [veenter_name] DJIEIZER L £,

k) VFL72 vCenter & DHED IR v 7 AN F = v 7 ~—7 AT £,
i

green
1) [Submit] 7 U » 27 LET,

[Next| 227 U w27 LET,
[VM Networking] % 7 C, T XTHDT7 4 —/V R&ET 74/ MEOEFIZLET,
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T30 84 TFI2o1T .

ATYTMN [Next] &7 Vw7 LET,
ATy A2 Security ¥ 7T, 74— FETFT 7L MEOEEICLET,
ZHUTEEMARY > —Th o7, X2 V74 R —2RETHLEITIHY FHA,

ATy T4 [Next] &7 Vw7 LET,

AT v 744 [Load Balancer] ¥ 7 C, 74 —/V K%&TFT 73/ MEDEFIZL £,
ATy T4 [Next] &7 Vw7 LET,

ATy 86 [Firewal] # 7T, 74—V F&F 73/ MEOEFIZLET,
ATy 741 [ (Submit) 1227 U 27 LET,

ATy 748 [OK| %7V w7 LET,

TS5 34TI2DNT
BEEIIMME OMMEB T T 2B LET, T A TIFRD EBY T,

HEA VISR I OFv REITSAR—rH5HFK
(VPC)

DHEER Y U —2 QA EON
T AT T A—I ISR EA
7131 #— DHCP ESA EAA
HHEr— K ANF % A =4A
NTVN oI A H—Fy T IEW A
7t A
Ty MEEFEY—E X EAA EOA
MEOT FUVAZER (94 Wiz o
RX— Kk 7 FLRAZER]) &
DHCP H— XD {5

VRealize H—EXNDATI) AR OSJIEBIZDUINT

ZZTlE, vRealize W= RADON T T LA X JHEHBIZOWTHHLET, TXTOHEED
UAMIZF—ERIZT =T E N, P —E R H A ML A L MREID L THIRTY
F9, ACl= V¥ A LAY MIFED2—FIZEID B THENFET,

FEAMIZ DUV TR, vRealize D ACI FFEE T —E X (146 X—2) LTI LW,
FEAMZOWTIE, VRealize D ACL 7> b —E R (149 X—) 2L T ZE0,
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B roos50 5478 ealize 3 —Ez HFTUDTVELY

AN OWTCIL, vRealize ICBIT D ACI A X ZJIHBWIT = X A bV AL b (1553—)

ZZRLTIESN,

ACl 75> B4 F& vRealize H—ERX ATFTYDITvELY
ZZTlX. CiscoACl 7T ZA 7 & vRealize V' —E R 73D~ B T HRLET,
K 10:vRA-1—H, TR A RLAV M, H—ER, BLUVITNL—TFTY U+

Admin Entitlement

vRA Admin
User

Advanced Network
Entitlement

Entitlement

Tenant VPC Plan
Entitlement

vRA Tenant

User

MNetwork Security
Entitlement

VM Entitlement

Tenant Shared Plan

Admin Services

Tenant Network
Services

Tenant Shared Plan
Services

Tenant VPC Plan
Services

MNetwork Security
Services

Admin Service
Blueprints

Tenant Network
Service Blueprints

Tenant Shared Plan
Service Blueprints

Tenant VPC Plan
Service Blueprints

MNetwork Security
Service Blueprints

Single and Multi-
Machine Blueprints

. Cisco ACI {R#81L HH 4 K. 1) 1J—X 52(x)
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ACl 75> 24 T & wRealize ¥—EZ A7 TU0wyELy |

VRAKhAZ O AF3TY

IJN—FY)o b—&

EHY—EX TA—TY
k

Add APIC with Admin credentials

Add APIC with Tenant credentials

Add Provider for Shared Service (Contract)

Add or Update Tenant

Add VIP Pool

Add VMM Domain, AVS Local Switching with Vlan Encap
Add VMM Domain, AVS Local Switching with Vxlan Encap
Add VMM Domain, AVS No Local Switching

Add VMM Domain, AVE Local Switching with Vlan Encap
Add VMM Domain, AVE Local Switching with Vxlan Encap
Add VMM Domain, AVE No Local Switching

Add VMM Domain, DVS and Vlan Pool

Add or Delete Bridge Domain in Tenant-common

Add or Delete Consumer for Shared Service (Contract)
Add or Delete L3 context (VRF) in Tenant-common

Add or Delete Router Id

Add or Delete Subnets in Bridge Domain for Tenant-Common
Update FW Policy (DFW) association to AVS or AVE VMM Domain

Configure Property Group

Create FW Policy (DFW) and Associate to AVS or AVE VMM Domain

Delete APIC

Delete FW Policy (DFW)

Delete Provider Shared Service (Contract)
Delete Tenant

Delete VIP Pool

Delete VMM Domain, AVS or AVE, and VLAN, Multicast Pool

Delete VMM Domain, DVS and Vlan Pool

Generate and Add Certificate to APIC

Rest API

Update FW Policy (DFW) AVS or AVE

Update Vlan Pool, AVS or AVE

Update Multicast Pool, AVS

Update VMM Domain DVS security domain mapping

Update AVS or AVE VMM Domain Security Domain Mapping

TFUNEETT =
A TA—7Y b

Add a Useg Network - Shared Plan

Add FW and LB to Tenant Network - Shared Plan

Add FW to Tenant Network - Shared Plan

Add Loadbalancer to Tenant Network - Shared plan

Add Tenant Network - Shared plan

Delete a Useg Network - Shared Plan

Delete FW and LB from Tenant Network - Shared Plan
Delete FW from Tenant Network - Shared Plan

Delete Loadbalancer from Tenant Network - Shared Plan
Delete Tenant Network - Shared plan

A T—7Y kK

7F 2 RVPCT T H—E

Add a Useg Network - VPC Plan

Add FW and LB to Tenant Network - VPC Plan

Add FW to Tenant Network - VPC Plan

Add Loadbalancer to Tenant Network - VPC plan

Add Tenant Network - VPC plan

Delete a Useg Network - VPC Plan

Delete FW and LB from Tenant Network - VPC Plan
Delete Loadbalancer from Tenant Network - VPC Plan
Delete Tenant Network - VPC plan

X hU—7 X2 T 4
Y—bER T —71 ok

Add Security Policy (Contracts)
Delete Security Policy (Contracts)
Update Access List Security Rules
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B sealize 0 A EEEY—E2

VRAKAZ O AF3TY IN—F)o b—&

FFH ok 7\“7 FO—27 H— Add or Delete Bridge domain in Tenant

o N ot s Add or Delete L3 Context (VRF) in Tenant
EATN—7Y »hk Add or Delete Subnets in Bridge domain

Add or Delete Useg Attribute

Attach or Detach L3 external connectivity to Network
Update Tenant Network

vRealize M ACl EEE Y —E X

2 ZTH. vRealize O ACIEBEHH — B AIZOWTHI L E T,

ACl EEEEH—EXRITOEEEY—EX DA O JEEOD—E
ZI T, ACIEBEY —EXOFEEY — X h 0 JHAO-EERLET,

H450OJER Bl

T b7 VT Ty /L TOAPIC OB | TF 2 K 7 LT 2% LT Application Policy
Infrastructure Controller (APIC) /~> KL% 1E

RLUET,
BE 7 LT v LT APIC DB BRE 7 LT Y v L TAPIC N RV EERL
Li‘d‘o
TFUNEEDOT Y v RAAL VOBMEL | Ty MEEOT Y v AL U E2BINE
IXEIBR PIEIBRE L £,
HTHEF - R FK) oarva—<OBEMN |- () ooy a—<EiBN
EES:lIES FETHBRLET,
FFr MEEOLI 2T F A N (VRF) OB |TF > MR L A3 5% A~ (VRF)
INE 72 1B ZEIMEITHIEL £,
TFUNEEDOT Y oY RAL OV Ty | TFU MEEOT Y oY RAL OV TRy
INRSENE e Ea=lIlIZS M BIEZITHEIBR L £9,
HEHEV— R (EK) OoFa M F—0BEM |HEF—v R (8K) OFa (4 F—%ZB
Liﬂ_o
Jb—% 1D OB E 7213 HI B J—X 1D ZiBINE-IFHIBRL £9,
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Aol gEEY—ExmroERsy—cx hansEEo—% I

H40JI1RH

B

T b OBME I

THICRY, T b ERBMEITRERHLE
TO

TF 2 NIREPG DD 7 7 A T 7 4 — VAl
3 5484 1%. [Enable inter-EPG Firewall] %

YesICRELET, 77V r—va U EOM

JEEORET H2MNERH Y £, —xH97e 3

J&web, 77U, db T TV —a &R
THEEITIE, BB 3ICRE L £,

VIP 7 — /L DB

R IP 77— Z BN L E1,

TaRT 4 TN—T DORGE

ZHUCED T RT 4 TN—TERELET,

[4IE% (Delete) JAPIC

APIC ZHIBRL £ 7,

Tunsg F—HE—E R (LK) OHIFR

Tang X -2 (3K) AHIRL
i\j—o

FF v~ DY

TF U P EHIBRLET,

VIP 7 — LD HI

B IP 7 — L ZHIR L £,

RAERE A AR LT APIC (TN L £77,

ZOTN—TY v NI, FFEDL—F DREH
EBEERTDHDIEATEET, TDO%,
Z DFFAEIT, APIC ~DIFHESN—2DT 7
T ACHEHTEET,

REST API

REST API T,

T, VMM RA A A7 DVS D ACI EHLE Y —EAOFEHEY —E X WX o JIE

HoU A hamRLET,

A4 0JI1RH

B

VMM K # A >, DVS 8L VLAN 7 —/L D
SENII

VMM KA A >, DVS 8L VLAN —/L %
‘ML EY,

APIC T vCenter [Z DVS WMER S iz, 7 —%
T A —HNOTRTORZ M, Dl &b
1 SOWYBENIC N S TVND Z LR L
9, ZHIZEY, DVSOFR— K Z—7)
AENIC OELEIZHEHTE 5 L5127 £7°,

VMM R *A > DVS LT VLAN =10
HIlBR

VMM K2 A > DVS XU VLAN 7' —/L %
HIFR L £97,
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XMLPOST %7 L 7= APIC ¥ —E20%E [

120% 4448 VREF CRRIETDMENRH Y, 77 AT U4 —/VT 3, A~DIHERE L L
THERAESNET, bI120F [F74 8] VRECRETDILERHY, 77 AT Ut —
TR ASOWNEEER S L THER SNET, 77 AT U — /MRS THDHZH
20D L3P AY —I2EV, 77 AT U+ —/UILVRF AT 4 v F 7 %FITL, VRF
MThIZ 74 w7 2WUNCY XA L7 N TEET, FEEIT, L3ANHBERA Y > —D b
LT, ELWA UFR—FBLR I AR— 7T TR 7 V7 0 7 AR E S
NTNWDZEEMRTOILERDY £,

c L3 AR Y O — ORERIZIL, OB ZEHT 20BN H Y 97, L3RR U > —IC
X L3EXtName & W D LRI &I AHERH Y, 1 L3 A > A X A |Z1E L3ExtNamel nst
WO AT ETALERNH Y £,

T 7 AT UF—NER =R NRT P TR, RATHERASINEA VX —T 2 AIPT RL A
R T T TCRETHLERLY T,

2 ) — BT T TIDEE. T AT UF—IN ) —RIZ, TRTDNT T 4 v 7 ZFHAT
DTITRAVARNERETIOIVLENHY 7,

XMLPOST #{#FH L 71- APIC TOHY—ERDEE
BTHEOHN XMLPOST ZRE L CEETEET, 77— h POST %, services 7 «
V7 U D apic-vrealize Xy 7 —JIZH Y £7°,
1R BHHIIZ

* Application Policy Infrastructure Controller (APIC) TT /XA A Ry — 77 A VET v
To—RLTELERHY £,

FEAMIZ OV CiX,  [Cisco APIC Layer 4 to Layer 7 Device Package Development Guide] %%
LT EEN,

TF v MMEEIZIE,  Tdefault) 38X TvpeDefault] &9 2 5D 7 Y v RAAL U4k
ECY, u— R KRV ERHATELT I N THERENG Y72y b, 2607 v
VU RALTBEIMENTWASZ & 2R LET, 8%, vRealize7 > MIDHCP A v 7
FARNT I F v ERETDHERIC, ZhoDT VP ALY TRy PEERLET,
HRETFTFIARN—K 7T 7K (VPC) T TlE, e— R RXFUHDORy 7 N (v
H—T A AF, ETHERLETF > M EETOT 7 44 - EPG IZEET HMLERH Y
£4, VPC 77 Tl, EPG (X lvpcDefault] T3,
VIPH T2y FRL3IZY V7 ENTWNWAHZ 2R LET, EPGH-YD 15D VIP 23,
TF L MMIBET S VIP 77— A0 6E 0 4 ToHnET,
s —ER X7 VT NOSEM
* Python 2.7
«Python 7477 VU :
* jinja2
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B xvirosT 2@/ L1 APIC TOH—E R OBE

ATy T

ATy T2

ATvT3

ATv74

* yaml
* glob
* json
< 2R
* xml

*re

FIE

WDV 7 EHERA LT, BBERT /NA R Xy — Citrix, FSBIOPASA XU a— KL
T, TAARy =V DONR=Ta i, HLTWHAPICY U —ATRESNTVD Z
CEWRELET, WOT L7 MU, TRAA Ry —zip 77 A NVERTFELET,

http://www.cisco.com/c/en/us/solutions/collateral/data-center-virtualization/
application-centric-infrastructure/solution-overview-c22-734587.html

shared.cfg 7 7 A /VE 7ol vpc.cfg 7 7 A /LD VENDOR-DEVICE-PACKAGE . zip DT
NIZIELWT NS ZA Ry r—3 77 A )VIZEEHZ T,

setup.yaml 7 7 A VEMRE L, REITIS U TEREZEHT L ET,
setup.yaml 7 7 A /LDT T L— FEHIIRD LBV TT,

TEMPLATE_VARS:
VCENTER: "vcenterl"
ASA IP: "1.1.1.1"
ASA CLUSTER: "AsaClusterl"
ASA VM: "asav-service5"
OUTSIDE CTX: "outside"
INSIDE CTX: "default"
FW_GRAPH: "FWOnlyGraph"
FW_SLB_GRAPH: "FWAndSLBGraph"
BD WEB: "default"
CITRIX MGMT IP: "1.1.1.1"
FW_NODE: "FW"
SLB_NODE: "SLB"
CITRIX GRAPH: "CitrixClusterl L3"
CITRIX CLUSTER: "CitrixClusterl L3"
CITRIX GRAPH: "CitrixClusterl L3"
CITRIX VM: "NS-serviced"
F5 BD: "F5Clusterl L3"
F5 EPG: "F5Clusterl L3"
F5 CLUSTER: "F5Clusterl L3"
F5 MGMT IP: "1.1.1.1"
F5 GRAPH: "F5Clusterl L3"
F5 ABS NODE: "SLB"
# Use deleted to generate the "deleted" version of the posts
# STATUS: "deleted"
STATUS: ""

RDa<r Rz N LET,
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ATy TH

XMLPOST %7 L 7= APIC ¥ —E20%E [

G777 DS

51 -

../jinja.py setup.yaml tn-common-template.xml > tn-common.xml
../jinja.py setup.yaml Shared-Plan-Citrix-graph-template.xml > Shared-Plan-Citrix-graph.xml
../jinja.py setup.yaml Shared-Plan-F5-graph-template.xml > Shared-Plan-F5-graph.xml

VPC 7' T v DIFE -
B -

../jinja.py setup.yaml VPC-tn-common-template.xml > VPC-tn-common.xml
../jinja.py setup.yaml VPC-Plan-Citrix-LB-graph-template.xml > VPC-Plan-Citrix-LB-graph.xml
../jinja.py setup.yaml VPC-Plan-F5-LB-graph-template.xml > VPC-Plan-F5-LB-graph.xml

Python =7 —MNHR/RINT- B, AIFESRMED Python 74 77 U N AT AIZA VA M—/L &1
TWH Z L affEid LET,

shared.cfg 7 7 A VETcld vpc.cfg 7 7 A V& L T hosts: <YOUR APIC IP> &
passwd: <YOUR APIC ADMIN PASSWD> |(ZfHZRE L X7,

shared.cfg 7 7 A VO :

il -
host: <YOUR_APIC_IP>:443
name: admin
passwd: <YOUR_APIC ADMIN PASSWD>
tests:
- type: file
path: /ppi/node/mo/.xml
# file: asa-device-pkg-1.2.2.1.zip
# Replace actual ASA Device package file in the line below
file: ASA-DEVICE-PACKAGE.zip
wait: 2
- type: file
path: /ppi/node/mo/.xml
# file: CitrixNetscalerPackage.zip
# Replace actual Citrix Device package file in the line below
file: CITRIX-DEVICE-PACKAGE.zip
wait: 2
- type: file
path: /ppi/node/mo/.xml
# file: CitrixNetscalerPackage.zip
# Replace actual F5 Device package file in the line below
file: F5-DEVICE-PACKAGE.zip
wait: 2
- type: xml

path: /api/node/mo/.xml
file: tn-common.xml
wait: O
- type: xml
path: /api/node/mo/.xml
file: Shared-Plan-Citrix-graph.xml
wait: O
- type: xml
path: /api/node/mo/.xml
file: Shared-Plan-F5-graph.xml
wait: O
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TUTL—bFERANLET,

WHET I OREIE, kOaxry Re A LET,
1

../request.py shared.cfg

VPC 77 v OE&EE, WOa~vr FE AN LET,
11 -

../request.py vpc.cfg

H—E XEREDHIBR

ATy T

ATy T2

ATvT3

ATvT4

I TR P EAREDHIBRIIEICOW T L £, EELE DA XML POST Z#%E L
TiEfET&Ed, 77— FPOST L, servicesT 4 L7 VU D apic-vrealize /N
r—=IZH 0 ET,

FIE

shared.cfg 7 7 A V&L, hosts: <YOUR APIC IP> KXW passwd:
<YOUR_APIC_ADMIN_PASSWD>CDﬁﬁéﬁQﬁiLﬁiﬁi- -

setup.yaml 7 7 A V&R L T STATUS 2% deleted IZERE L., HIFRE NI N—T a3 v
DARA b &L LET,

DA~y REFETLET,

./jinja.py setup.yaml tn-common-template.xml > tn-common-del.xml

./jinja.py setup.yaml Shared-Plan-Citrix-graph-template.xml >

Shared-Plan-Citrix-graph-del.xml
./jinja.py setup.yaml Shared-Plan-F5-graph-template.xml > Shared-Plan-F5-graph-del.xml

T — b ERANLET,

./request.py shared del.cfg

L3 S ERiEfRIZ DN T

LA Y3 (L3) ANk, A% 7 4 v 2 v—7 47, OSPF, EIGRP, BGP 72 X ®D L3 L—
T4 T haliioT, ARy NU—ZIZACI 7 7 7Y v 7 B85 5 Cisco
Application Centric Infrastructure (ACI) F§HECJ, vRealize (2 L3 SMBEH A X ET H 2 & T,
TFU MRy N3 T 7TV IHEA~ORENT 7 0 v 7 BB L., S0 ED T
T4y EBIEMITDHENTEET, ZOWEORIRIX, 77 M~ D IP T R
AN, NAT ZEH L7227 7 7 U v 7 ANEBIC R R S 4L, ACLL3 SMMEEREIZ NAT 235 £ 720
ZLTT,
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vRealize (= L3 s EpiEm e BT 105t |

vRealize IZ L3NS ERZRTET 5T-OFH
vRealize IZ LA ¥ 3 (L3) A2 R ET 2I121%, ROLELZWI-THLERH Y F97,

* Application Policy Infrastructure Controller (APIC) GUIIZa 2/ A L, A==2— /X—T|[T
F > b (TENANT) ]>[##@ (common) [Z#E&R L £,

o [default] &9 13ExtOut Z{Epk L. BD ldefault] &ML 9,
« I3ExtOut @ FIZ4EIA [defaultlnstP| @ 13extInstP Z{Epk L E£4, Z ik, LA —
EADOTFr N THEAESNET,
L3 AN DR EIC DWW TIE, [CiscoAPIC R—2 w7 a7 4 X2 lb—gy A
Rl #&BBLTL &V,

*APICGUILICB VA L, A==a— /"—=T[TF 2k (TENANT) ]>[#%& (common) ]
IR ET,

« TvpcDefault] &V>9 13ExtOut Z1ER L. BD [lvpcDefault] ZZM L E£7,
« Z O 13ExtOut O FIZ4HTA [vpeDefaultInstP | 0 13extInstP % 1ERE L £ 9,
X, VPC T TS ET,
T FOIMBERRORTEIC OV TIE, [CicoAPICN—Y v 7 a7 Falb—ay
A R BB L TS0,

vRealize (%, _Eilk U7z 4 RIS OFERI 72 B 72 LG, B D 13ExtOut fX E Z1E H L &
9,

EEEDIVARYIVR

Cisco ACI & Cisco AVS & 7-IdCisco ACI Virtual Edge

Cisco Application Virtual Switch (AVS) F 7= {3 Cisco ACI Virtual Edge O —f%{F#HIZ >\ TlE, &
DY =27 NVEZRLTIZIV

+ Cisco AVS: Cisco.com @ [Cisco ACI Virtualization Guide] . F£72i% [Cisco AVS guides] D
EcHi/N—v 3 @ [Cisco ACI with Cisco AVS] DFEEZBRL T EE L,

« Cisco ACI Virtual Edge: Cisco.com @ [Cisco ACI Virtual Edge documentation] ZZxHf L T <
ZEU,

Cisco AVS 7= 1Z Cisco ACI Virtual Edge VMM K A 1 > D {ERk

Cisco AVS F 7213 Cisco ACI Virtual Edge F1® VMM R A A 1%, VLAN F£721% VXLAN 71 7 &
MEEER L, £idv—h AL v F o ZE2ERETIERT D5 Z &N TEET,

Cisco APIC U U —Z 2.1(1) L TlE, B 7Bk Ee— FEBESELZ LN TEET, oF
. VLAN £/ 10X VXLAN T2 L 9ICVMM RAAL V2R LA ThH, HBITE R A
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B cisco AV =715 Cisco ACI Virtual Edge VMM % 1 > 0D

A DT T x N SOOI T'NMMEE LEETDHEPG ABIMNT L2 LN TEES, FHMICONT

L. [Cisco Application Virtual Switch Configuration Guide] ¢ [Mixed-Mode Encapsulation

Configuration] &7 =2 >, F£721% [Cisco ACI Virtual Edge Configuration Guide] @
[Mixed-Mode Encapsulation| D#FEZZH L T 7ZE 0,

Flo, v—I AL v F U7 EEH L7V Cisco AVS & 7213 Cisco ACI Virtual Edge VMM K A
AVEERTAZELTEET, B—WNAAL v TF U7 EF—RTIE, V—7FTXTDOLT

T4 EEELET, TSNS T BMED X A TIEIVXLANTZF TF,  [Cisco Application
Virtual Switch Installation Guide] % 721% [Cisco ACI Virtual Edge Installation Guide] % ZH& L C

<&,

Cisco AVS F 721X Cisco ACI Virtual Edge VMM K A A » Z{ERK L7222, RAAL DB 7EL
b7 — /% EH L C, Cisco AVS F 721 Cisco ACI Virtual Edge 3 X TV VMM K 2 A > &R
HTEMTEET,

Cisco AV & 7= (% Cisco ACI Virtual Edge VMM K £ 1 > D YERL

ATy T
ATy T2
ATvT3

Z Dk 2 a Tk, Cisco AVS % 7213 Cisco ACI Virtual Edge 7 7" E/UAk72 L, VLAN, %7t
X VXLAN ) 7 E b Z R — F L TWRW VMM R A A U A2ERRT 2 HikE R LET, AR
AA »F(Cisco AV F721F Cisco AVE) 35 L WA A v F o 7 HARFEE (Local Switching £ 7213
No Local Switching) %z &9 % &, vRealize GUI XM B FE 2 IHMEED 7 4 — )V A &#H£RE
TIXFERRICHRE L ET,

1R BHHIIZ

CiscoACIDO0HHD—{E LT, 7H vy FRARERT V78X T 4T 4 717 7 A /L (AAEP)
IR T D L2 BEIDLET,

FIE

vRealize Automation ([ZEFHE & L Tr 2/ A LT CatalogZ iR L £ 97,

Add VMM Domain 5 X TONAVS £ 721X AVE &38R L £ 7,

[New Request] ¥ A 72 7Ry 7 AT, WOAT v 7T HFEITLET,

a) AT 44— VRO —ERATNL—TY v MEHREFRRLT[Request] 7 U v 7 LET,

b)  [Request Information] ~<A > Tl ZEM L T [Next] 27 U v 7 LE T,

c) Domain name 7 ¢+ —/L RIZ, VMM KA A 45 AJTLET,

d)  Virtual Switch & L7 % —|Zxf L Ci&. Cisco AVS F721% Cisco AVE Z3#IR L £ 7,

e)  SwitchingPreference & L7 # —{Zxf LT, LoLocal Switching ¥ 7-21& Local Switching %
BIRLET,

f)  Local SwitchingZ %R L7-#34 . Encapmodet L 7 # —Z%F LT, VLAN £721ZVXLAN
R ET,
Encap mode (%, Local Switching (2 ? # fH Al 2T,

g) AAEPName 7 ¢ —/L NIZ, B nRET 78 A =T 47« 7u 774/ (AEP) 4%
AJILT, Z1E VMM R A A BT E 9,
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h)

)

k)

)

n)

p)
Q

vCenter T Cisco AVS = Cisco ACI Virtual Edge D {ERL D FEER

AAEP AN ENTW WAL, FRUBATERENE T,

EYYTHND VLANRanges DA, Notset #2 U v 27 L., fli%iBI1 L T VLAN &1k
L ET,

Encap_Block_Role ®#;4 . external £72i% internal Zf5& L £7,

(A7 a »)AVSFabric-wideMulticast Address & 7= 1% AVE Fabric-wide M ulticast Address
T A=)V RT, wIAFXFXY AN T RLR 7y 7 &HICH LT 224.000 05
239.255.255.255 £ C(Miiz BT DA~V TF X ¥ A~ T RLAZ AT LET,
(47 a »)Multicast AddressStart 7 4 —/L R T, L FF v A M T KL A 71y 7
FHIZ % L C 224.0.0.0 2> 1 239.255.255.255 & C(Mlidi & i) DF /s~ TF v A v 7 K
VAZANTTLET,

(A7 =2 »)Multicast AddressEnd 7 4 —/L R C, VFXx AN T KL A 71y 7#iH
(2% LT 224.0.0.0 7 5 239.255.255.255 & C(lisi &z &) DA~V FFv A KT KL
AEANDLET,

AAA ALY =V T T, EO+TFEI7 Vw7 L, BEXa2UT 4 RAL R,
Next #27 Vw27 LET,

Vcenter IP(F =l Hostname)” 4+ —/L KIZ, RA M EZIXIPT RLAEZ A LET,

RA N ZHEHAT 554, CiscoAPIC TDNSAKRY o —Z2 4T TICREL THDH Z LML E
T9, DNSKRU > —ZFREL TWWARWEA1E, vCenter Server DIP 7 KL A& AL E
7,

DVSVersion ke v 7 X 7 A R, DVS N— 3 UAEBRLET,
Username 7 ( —/L RiZ, vCenter (Z02 7 A T 572D 2—Y—4E AN LET,
Password 7 ¢ —/L KiZ, vCenter ~D 1 7 A NIk L TRAT— RKE AN LFET,
vCenter Datacenter 7 4 —/L R|Z, T —&% B ¥ —% & ATTLET,

GE) AT BT —% o Z—D4H1E vCenter TDA R & IEREIZ —Fd 2 LEN
HYFET, LBITHEH., RKXFE/NLENRKNEINET,

vCenter T Cisco AVS Z 7= Cisco ACI Virtual Edge D /E s D FESE

N

GE)

Cisco APIC U U —2 5.0 (1) LLKE. Cisco Application Virtual Switch (AVS) (IR — bk S/
<720 E L7, CiscoAVS Zffi ] L T Cisco APIC U U —Z 5.0()IZ7 v 77 L— T 584,
MENEAELIZBC 7 7 7 ) v 713 AR — hSLEH A, £72. Cisco AVS R A A OEEN
FEAELET,

Cisco AVS Zffi 14 554 1%. Cisco ACI Virtual Edge IZBATT 5 Z & Z2HEE L 4, RV o —
\Z DWW TCliE, [Cisco ACI Virtual Edge Installation Guidel] # £ L T 7Z2& 0y,

Cisco ACI X184 K. 1) 1)—R 52(x) .
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. Cisco APIC T Cisco AVS Z 7= Cisco ACI Virtual Edge VMM K £ o > DL D#EER

FIE

AT F1 vSphere 7 7 A 7 kT vCenter V— " ~DHGE & B & £97,
AT w72 vCenter T Home> Inventory > Networking &= —Z &R L £,
AT T3 T—HBUH—ERIRLET,

ATY T8 T—HEH—DTF T, Cisco AVS F7-1% Cisco ACI Virtual Edge 35 X OV D 7 4 /L X 3MERK &
NleZ Lzt LET,

Cisco APIC T Cisco AVS & 7= [X Cisco ACI Virtual Edge VMM K * 1 > D{ERLDFEER

FIE

AT 71 Cisco APICIZEHE L L TR A LET,
ATw 72 [RERY FT—F 24 (Virtual Networking) >[4 > R> k1) (Inventory) [Z#IR L £,

ATFY T3 [41 RV Y (Inventory) | FES— a3~ T, [VMM FA4 > (VMM Domains) ]>
[VMware] 3R L £,

ATw T4 {E¥T 4 RUD, Properties?® I, vCenter Domains 7 .1 —/L K¢, # L <{EK & 72 VMM
RAALIMNY A NMIERENTNDZ EEMHRLET,

Cisco AVS F 7-IZ Cisco ACI Virtual Edge VMM K A A > A T EILIE T—ILOEH

Cisco AVS VMM 7= 1% Cisco ACI Virtual Edge K A 1 % /Ek L7-%. VLAN 7213~/ F % v
AT RVA = VEaRHFTEET, TNNOLEHEHERL TIZIN,

Cisco AVS 3 7=[& Cisco ACI Virtual Edge VMM K * « > @ VLAN 77— /)L DEH
S

(X)  Cisco APIC U U —2 5.0 (1) LIF&. Cisco Application Virtual Switch (AVS) ¥R — k & 7e
<729 % L7z, CiscoAVS Zf#ifl LT Cisco APIC U U —RZ 5.0(1)IC7 v 77 L— R+ 5854,
MNP HEAELIZBC 7 7 7 ) v 7130 AR — hSLEH A, £72. Cisco AVS R A A > OFEEN
FELET,

Cisco AVS #3584 13, Cisco ACI Virtual Edge IR/ TT 2 Z L &2HERELET, RU I —
(22> CliX,  [Cisco ACI Mirtual Edge Installation Guidel] #£& M L T 7230y,

FIE

AT w71 vRealize Automation |[ZFFEH & L Cr /4 LT Catalog # &R L E 5,
AT 72 [Update Vlan Pool, AVS] & 7= 1% [Update Vlan Pool, AVE] % Z4R L £,
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Cisco APIC O Cisco AVS & 7= Cisco ACI Virtual Edge @ VLAN 7— /LD E#H 2 HRT 5 .

GE) ZOWEFHRIEITIZ A F I v 7 VLAN F— L TOLY F— F InFET, %0 VLAN
T—=IY AR = ENFEH A,

ATV T3 ANT7 4=V ROV —ER TN—7V v MEREFRRL T [Request] 27 U v 7 LET,
AT v T4 [NewRequest] ¥4 72 7Ry 7 AT, WDAT v 7T HFEITLET,

a) HAZEBML, Next] 227 Vv 7 LET,

b) [VlanPool Name] 7 -t —/L RiZ, BEfFD VLAN 7 —/LO4HRTIZ AL £,

c) [List of encap blocks] fEIk T, [New] DDk EO+FIHE T U v 7 LET,

d) 4 Encap 7' 12> 7 @, VlanStart 5T, Btk VLAN Z AL E7,

e) VlanEnd #iZ T VLAN # AJJ L £,

f) encapRole T, external £7-1% internal Z+5E L £7,

g) IsAddoperation DF = v 7 Ry 7 A% A2 LC, Encap 7 1 v 7 % VLAN 7' —/LIZiBHN
LET,
AJI L7z Encap 7 1 v 7 % VLAN 7' — W AN WEGEIZIX, T=v 7 Ry 7 RA%eH 7
DFEFIZLET,

h) [Submit] %2 YU v 27 LET,

RDEZRY

Cisco APIC @ Cisco AVS F 721 Cisco ACI Virtual Edge ® VLAN 7' — /LD E# 2 #8925 (167
/\O’_‘:/\‘) @imﬁ\‘ff%T szjﬂo

Cisco APIC O Cisco AVS & 7= Cisco ACI Virtual Edge @ VLAN 77— )LD E#H Z R S

AT 71
ATy T2
ATvT3
ATv74
ATvTH
ATv 76

FIE

Cisco APIC IZEHIF L LT A v LET,

(7779w (Fabric) 1>[792 X R — (AccessPolicies) &R L £7,
Policies 4% —>a> A KU TPools 7 VX %R LET,

VLAN 7 4+ VX Z @Bl L £,

VLAN 7 —/LZ 38R L £,

B3 4> RO TVLAN 7= LA EH SN2 L 2R L £7,

Cisco AVS & 7= (X Cisco ACI Virtual Edge VMM KX VDT IILFF ¥ A b 7 LR T—ILDOEFH

ATy T

FIE

vRealize Automation |ZFHE#H & LT~/ 1 > L Catalog Z#R L £,

Cisco ACI X184 K. 1) 1)—R 52(x) .
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B ciscoarc oo LFErR T RLR ToLEESHT S

AT w72 Update Multicast Pool, AVSor AVE % 3&R L £,
ATV T3 ANT7 4=V ROV —ER TN—7V v MEHREFRL T [Request] 7 U v 7 LET,
ATw T4 [NewRequest] ¥4 70T HRy I AT, WDAT v T HFITLET,

a) [Multicast Pool Name] 7 # —/V R, BEfFDO~/LT X ¥ A K 7 KL A P —)LDL4HE AT
LET,

b) [List of Multicast Address Range] fEI T, [New] DFEOFEAO+TFHAE 7 UV v/ LET,

) YATFXXYAKNT RLA Ty 70l B~V TF ¥ A~ T FLAE LT 224.0.0.0
75 239.255.255.255 £ CTOME (B & B KE S &£ 9) 2 MulticastAddressStart 511
ABLET,

d) MulticastAddressEnd 4112, & T~/ FF¥ 2 h 7 FL A& LT 224.0.0.0 705
239.255.255.255 £ TOME (I WME L I RKIE S EHAET) %

e) VILFXFYARNTRLA Ty Z7Z2<LFFyr AT RLA F—ZBNT 5120,
IsAddOperation D F = v 7 Ry 7 A A NI LET,
ALV FHRY AN T RLRA oy 2L FFy 28 7 RLA F—hbHIRT
HDIZE, ZOF =27 Ry 7 RAeFT7DEFICLET,

f) [Submit] 227V v 7 LET,

RODZARY

CiscoAPIC T/ T XX AN T KL A T — V&2 FHTEH (168—) OFEEET LET,

Cisco APIC TR ILFXF YA M7 KLR T—ILEZEHT S

AT T1
ATvT2
ATvT3
ATvT4
ATvTH
ATvT6

FIE

Cisco APIC IZEFRF L LTr A LET,

[Fabric] > [Access Policies] DJIEIZEIR L 9,

Policies 4 —>ar 74 KU, Pools 7 #/VZ % EEELET,

Multicast Address 7 # /L % & JEBI L £,

~YNATFFX AN T RLA P — L aER L ET,

EED A RUT, SAFF Y AR T RLRA T AREHINZ L 2R LET,

Cisco AVS ZF 7=I& Cisco ACI Virtual Edge & VMM F A 1 > D HEIIB&

Cisco AVS F 721% Cisco ACI Virtual Edge & VMM R A A VIHIRT A Z ENTEET, 2D
%, HIRZHERT HLERDH D £97,

. Cisco ACI {R28{L A K. 1) 1) —R 5.2(x)
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Cisco AVS F 7z [ Cisco ACI Virtual Edge & VMM K £ 1 > D#IBR .

Cisco AVS F 7= Cisco ACI Virtual Edge & VMM K £ 1 > DHEI&

ATvT1
ATvT2
ATvT3
ATvT4

FIE

vRealize Automation |ZFHEH & LTr /4 > LT Catalog ##4R L £,

Delete VMM Domain, AVSor AVE Z3#R L 9,

AT 4= RO —ER TNL—FY v MEHAEZR R L T [Request] 7 U v 7 LET,
[New Request] ¥ A 72 7Ry 7 AT, WDAT v T HFITLET,

a) mHZEEML, Next] 27 U 27 LET,

b) Domain name 7 ¢t —/L KT, HIfx7T 5 VMM KA A D4 RTEZ AT LET,

GE) VMM KA A 2, B#MT SN THnD~LFFy AN T RLR 7—)L
(Domain/AVS or AVE name_mcastpool) ¥ 72 i3 VLAN 7" —/L (Domain/AVSor AVE
name_vianpool) 23 & 5 %5 1CiE. ENbHIRES I ET,

¢) [Submit] 2 U > 27 LET,

RDZRY

WROFNaZEFITLET,
« vCenter C Cisco AVS F 721% Cisco ACI Virtual Edge D HIBRZ R T 5 (169 ~=—)
« Cisco APIC O VMM K A A > OHIFRORER (170 2—)
« Cisco APIC T VLAN ¥ — /L Ol &R+ 25 (170 2—)

« Cisco APIC T=/LF X v A F 7 KL A F— LOYIBEOMER (170 ~2—3)

vCenter T Cisco AVS Z 7=1Z Cisco ACI Virtual Edge D HIR Z 29 %

ATy I
ATvT2

ATvT3
ATy T4

FIE

vSphere 7 7 A 7 I T vCenter —/N\—~DEHi P& £,

vCenter CiX, [/h—L (Home) 1>[4 AR k1 (Inventory) |>[#y kT—F 24
(Networking) [t = —ZER L £7,

T2 - BERLET,

T =X X —@D F T, Cisco AVS F721% Cisco ACI Virtual Edge & & D 7 # /L Z I3HIR S iz
TR LET,

Cisco ACI X184 K. 1) 1)—R 52(x) .
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B ciscoaric o vvm £ X 1 Lo EIBRORER

Cisco APIC D VMM k * 1 > DHEIBRDHEER

FIE

AT v 1 Cisco APIC IZEHE L LT/ (A LET,
ATFvT2 RERAYETI—I>A R M) EBERLE T,

ATFYT3 ARV FEHF =g 70 R T, VMM Domains 7 /L4 — & VMware 7 5 /L
X —rREALET,

ATv T4 Vmware D F T, HIRENT VMM RAAL UBEELARWT L 2R LET,

Cisco APIC T VLAN 77— LDHIBZ RS 5

FIE

AT Y71 Cisco APIC ICEHFE L LTI A LET,

AT w72 Fabric> Access Policies Z#38{R L £ 77,

ATw 73 PoliciesTt %7 — a2 w4 RUT, Pools 7 # /L% % BB L %7,
ATY T4 VLAN 7 4 VX 28R L £,

RTv T8 {EEY ¢ RU® Pools- VLAN T, VLAN 7 —/L(Domain/AVS name vlanpool) HHIERE
NieZ Lz LET,

Cisco APIC TYILF ¥+ X b 7 FLR T—ILDOHIBROHER

FIE

AT Y71 Cisco APIC ICEHFE L LTI A LET,
AT 72 [Fabric] > [Access Policies] DJIEIZEIR L %9,
AT w T3 [Policies] T —ar U4 RUT, [Pools] 74 VH &R L E7,
ATyvT4 B, TILFFEYRAFT LR 7414,

ATYTS VBTV 4V RUT] T—Ib, ILF XY RAFTERLR | ¥V TFFY¥ A T RLVA =%
MRLET( FAA/av E£70TFH4  mcastpool ) MBHIFRES I ET,

. Cisco ACI {R28{L A K. 1) 1) —R 5.2(x)
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Cisco AV FE 7= I Cisco ACI Virtual Edge VMM KA £ > DtEF 1) T4 FAL DI VEVY .

Cisco AV E 7= IZ Cisco ACI Virtual Edge VMM KA A4 > DtEF a1 T4 FAL VDI VEY

7

CiscoAV DtEX =2 U7 4 RAAL LD~y ¥y 7 % BEET 5 E 71X Cisco ACI Virtual Edge VMM
RAA

L 23 AVS F 1= Cisco ACI Virtual Edge VMM K X4 £ DX 21T 4 KALA VIV EVTDEH

ATy T
ATy T2

FIE

vRealize Automation |ZEHE#H & LT 7/ 1 > LT [Catalog] R L £,

Update AVS or AVE VMM Domain Security Domain Mapping 2 3&R L, D FlEZEFEIT L %

R

a) ANT7 4=V FOY—ERX TN—7Y v MERZERLT [Request) 227 U v 7 LET,

b) [Request Information] ~A > Tl ZiBM L T [Next] 27 U v 27 LET,

¢) AVSIVMM-domain name 7 4 —/V RiZ, VMM ® KA A % AT LET,

d) AAADomainlist 7—7 /LT, New4% 7 U v 7 LT, AAA RAAL A& ANTTLET,
T hY Z L2, aaaDomainName ¥ CEEFEDE X2V T 4 RAAL U ZRELET, AVS
FT72IX AVE VMM R A A & AAA BT 51213, I1sAddOperation IO F = v 7 R v
JRA%EFATLET, AT DA, AVS £72IX AVE VMM R A A E, AAA RA A U
HHIFRSAVET,

e) [Submit] 227V v 7 LET,

RDBERY

Cisco AVS F 72 (XCisco ACI Virtual Edge VMM KA A DX a2 VT 4 RAAL Y v~ BT D
g (171 ~—2) OFIEEZET LET,

Cisco AVS & 7=1% Cisco ACI Virtual Edge VMM KA A > DX 2V T 4 RAAL L ~ v BV T ORER

ATy T
ATy T2

ATvT73
ATv74

FIE

Cisco APIC IZEHE LA LET,

MRERy bT—F 245 (Virtual Networking) ]>[4 >~ > k1) (Inventory) ]>[VMM K X4
4 > (VMM Domains) ]>[VMware] % &R L £,

VMM R A A U HERLET,

E2EY ¢ > KU @ Properties ® FC, Security Domains 7 ¢ —/L RN HEH SN TWDH Z L 2 HfE
ALET,

Cisco ACI X184 K. 1) 1)—R 52(x) .
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PRI 7ATI24—IL7RY) o—

2= T 7 A T U4 —)L (DEW) DR Y — 3Bk, FH. B L OHIFRASATAE T, DFW
R Y 32— & Cisco AVS % 721% Cisco ACI Virtual Edge VMM R A A > OBE ST % HH T F

—é—O

BT 7 AT T4 —LOFEMIHONTIE, ROWTHNESIRL T 72XV

[Cisco ACLAVS ik A R kv 27> ay B8 77 AT 74—/

[Cisco ACI VirtualEdge Configuration Guide] ¢ [Distributed Firewall] &

DRI 7AT 24— R o—DER
ZDkEZ v a s TiE, DFW AR Y —%{ER L, Cisco AVS & 72 (% Cisco ACI Virtual Edge VMM
NAA L BREfTT D HEZRA L ET,

FIE

RXT9 71 vRea
ATy T2 [FW
<.
a)
b)
¢
d)

lize Automation (2 EEFH & L Cwr 71 > LT [Catalog] =N L F 7,
R —DER (DFW) XU AVS F1=IZAVE VMM KA A U~ADBEER 1] 23K L
WOFNEZEITLET:
ANNZ7 4=V RO —EZXTN—7"Y » MEREFRL T[Request] 7 U v 7 LET,
Request Information ~ > TR ZEML T, Next &2 U v 7 LET,
FW Policy Name 7 ¢ —/L RiZ, RV > —DLHiEZ AT LET,
[(E— Rl Ruey 7 X0 VR MRD, [T—2UT) (B S0 [BY] 28R LET,
o 2 : Cisco AVS F 7213 Cisco AVS (HIEA A » FTIIm7TXTD TCP BIEEE=4
L, 7= =7 M7 —%ELETN, 7747 U +—VTEHLEE A,
T—= T E—RE M T4 v 0B RDTICT 7 AT U —NEAINCT DL
et L E 7,

BN T AT VAN EEALET, OB AT U — N EYR— LT
W2 WELRTD/N— g > ®D Cisco AVS 725D T w77 L— KT, Cisco AVS DA%
Ty 7T = RLTWAEEIE, BIICTXTOD VMM R A A > E® Cisco AVS 7k
ANET v T T L—RLThD, DB7 74T T4 —VEGNITILERD Y
7

o M LT 7 A T U A — /U5 319, Cisco AVS F 7213 Cisco ACI Virtual
Edge DT _RCO7a—{ERZHIRLET, ZOF— KNI, 97747 7+—L
EHEALLWEXICOLARNLET,

[VMM 4] 7+ —/L R T, DFW 7~ U > —IZ B} 1T 5 BEF D Cisco AV F 721% Cisco ACI
Virtual Edge VMM KA A > D4 FTZ AL, [RN]Z7V v 27 LET,

[Syslog 7 # —L] ~—T T, [BEIKE]) ey 7 XU UL [BHM] £7203 [E3)
PERLET,

. Cisco ACI {R28{L A K. 1) 1) —R 5.2(x)
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Cisco APIC THE T 7 4 74— KU o —nkpsERs 5 |

g)  Cisco AVS F 7213 Cisco ACI Virtual Edge X, 7087 7 A4 7 7 4 — /Wl X o TFHFAIE 721X
EREShl7n—% A7 5 vy (syslog) H—NZHELET, ROFIEEZFATL E
j—o

* Cisco AVS F 7213 Cisco ACI Virtual Edge 73 syslog %— NZFFr] S e 7 v — & #fis
FHEA. [JA—ORT] Ky 725 )2 kb, [1E0] 258K LE7, Cisco
AVS F 721% Cisco ACI Virtual Edge 73 syslog h—/NMZFFr] S/ 7 v —Z2#iE Lk
e, [DWAR] Z@IRLET,

* Cisco AVS % 721 Cisco ACI Virtual Edge 7% syslog — & Sz 7 v —& #iss
TH%6. lEEIN-78—] ey 7 XUy URXMpb, [IFL] 23R E7,
Cisco AVS F 721 Cisco ACI Virtual Edge 73 syslog % —/"—IZHEGIN- 7 n—%2#
HELRWGE, [DWWA] 2R ET,

h)  [EMRE #) 1 =V 7T 60 B5 86,400 Rl OfREZ A LET,

i) (BT LR FayTZ oy URARNS, syslog P — NZEFRSINT-ERE L~V E
Ou TERELLVEZERLET,

i) [BEETI—T =) 7T, BEFED syslog E=% U 75/ —"7%2 A LE7,

k) [Submit] %2 U v~ LET,

RDEZRY

CiscoAPIC T 7 7 A4 7 U — /LR o —DIER 2R T 5 (1733—) OFEEZET L
ij‘o

Cisco APIC THYE 7 7 A T U —V R > —DIER iR+ 5

ATy
ATvT2
ATvT3
ATvT4

ATy T5

ZDE®T T aTiE, Cisco APIC THOWMTZ 7 A 7 U —/ KRV o —DIERZ MRS 2 TIEIC
DWTHALET,

FIE

Cisco APIC ([ZEHEE L LTI A LET,
[Fabric] > [Access Policies] DJIEIZE#IN L £,
Policies 74— 3 > 7 ¢ KT, Policies> Interface> Firewall 233K L £,

E2£D 4 Rud, Interface- Firewall D T C, G TD57 7 A 7 U4 —v KU —BEKS
NTNWLZ EEHERLET,

DT 7 AT U A—IVRY —E VMM R A A v & ORI &2 £RT 5120, ROFNEICHE
WET

a) Virtual Networking > Inventory > VMM Domains>VMware Z &R L £ 7,

b) xETDH VMM RAA &7V w7 LET,

Cisco ACI X184 K. 1) 1)—R 52(x) .
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B sszor 791 Rus—0EH

c) fE¥v > KU, VSwitchPolicy #7 U v 7 L, {Ef L7077 A4 7 74—/ K

> — M Firewall Policy 7 4 — /L RIZRESNTWD Z & 2R L £,

PEHEI7ATOA—ILEKRY O—DEFH
ok va T, BEEODFW R Y —OEHFIEIZOWTHAL £9,

FIE

AT w71 vRealize Automation |[ZFFEH & L Cr 7 4 > LT [Catalog] Z IR L F7,

ATy 72 B BEHFFWRYS— (ESH- L, ROFIREFETLET,
—HEDO Rur vy 7E T JANMIUI—E R 70— 7 VU T, <NOchange=""> #ZE I
TWHHEZEFE LRWNE ) a2 BIRLI2A 7 Y 3 UIZ & - T<NO>,

a)
b)

¢)
d)
e)
f)

2)
h)

)

k)

AT 4=V RO =R T N—7"1V » MEHREZRR L T[Request] 7 Y v 7 LET,
Request Information A > Tt A EML T, Next 27 V v 27 LET,

FW Policy Name 7 .t —/L RiZ, EHEORY > —D4ARTEZ AT LET,

E—FK Fey7¥or AN BR 5—=2% | Enabled . Disabled . 721
<NO change=""> </NO>[Next] #7 U v 7 L £,

Syslog 7 #—L ~— T, &R Disabled . Enabled . 721X <NO change=""> 7»»
. AdministrativeState Ku > 7 X2 X h</NO>,

JA—%EA Fry 77Xy U b @R (I . no ., F72iE <NO change="">
</NO>

70—EEF Ky 7o) A b B8R KL, no. F721F <NOchange=""> .</NO>
R—U VSRR E) 1=V 7T, 60~ 86,400 b7 HAEZ kg A EH L £,

6= MR ZHEE L2 Waid, B ThiEE A,

ATLARN) Ray 7 XU AR, syslogh— NIERSNTZEREL AV ETHD
0 ERKELLEERLET, IR <NOchange=""> 17 L -ULZEE LN E
9 I</NO>,

Dest J)L—7F 1=V 7 C, HHEIIBEFD syslog WL/ N—T DE=X ) T & A
JILET,

GE) R ETIIBEF D syslog D3R T N—TDE=H )V T2 AT LR NE, B
BFidThbhvEE A,

[%1F (Submit) 227 Vv 27 LET,

Cisco APIC D37 7 A T U 4 —V R U —DHEF iR 5

ZD¥ T aTiE, Cisco APIC THOMTZ 7 A 7T U —/L KU o —DOFHF 2 Weild 2 HIEI
DOWTIBH L E T,

. Cisco ACI {R28{L A K. 1) 1) —R 5.2(x)
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ATv T
ATvT2
ATvT3
ATvT4

st 7179r—n K o—nkik [

FIE

Cisco APIC IZEHEE L LTI A v LET,
[Fabric] > [Access Policies] DJEIZE#IN L £,
Policies 74— 3 > 7 ¢ > KT, Policies> Interface> Firewall 233K L £,

B2 0 > RO Interface- Firewall D F T, XfROT 7 AT U4 —/V K)o —"XTNT
Uo7 L, Bzl E7,

DRI TFAToA—ILRY) —DHEIE

ATy T
ATy T2

ZDIETIE, DFW AR U ¥ —DERFIEIZOWTHA L 9,

FIE

vRealize Automation |ZFFEH & LTr /4 > LT [Catalog] Z R L £,

B HIBR FW R o— (EHfz L, ROFIEEZFEITLET,

a) ANTZ7 A=V ROV —R TN —7Y > MEREZRRLT [Request] 7 U v 27 LET,
b) Request Information <+ > TR ZEML T, Next 27 U v 27 LE7,

c) R!YI—name” 1 —/L KT, HIFRT S VMM BIOS RV v —4fiiE AT LET,

d) [FF (Submit) 1227V v 7 LET,

Cisco APIC D537 7 A 77—V iR Y —DHIR A ER$ 5

ATv T
ATvT2
ATvT3
ATvT4

Z D&Y aTiL, Application Policy Infrastructure Controller TO3E 7 7 A 7 7 4 —/L R Y
—OHIRZ MRS 2 HIEIZOWTH L ET,

FIE

Cisco APIC iz 7' A > LET,
Fabric > Access Policies 3R L F 9,
Policies 74— 3> v ¢ R, Policies> Interface > Firewall 2 3&#R L ¥4,

B3 v A > Fod Interface- Firewall ® FC, HIBRLTZ7 7 A T U4 — /LR =07 o
Tl EmRELET,

Cisco AVS & 7= (3 Cisco ACI Virtual Edge VMM Domain TORRME T 7 A 7o+ —IL R O—DEEF T EEHT S

Z D& 7 v 3 TiE, Cisco AVS F 721 Cisco ACI Virtual Edge VMM R 2 A BT S
T2 DFW R U =% BT 5 HECHO N THHLET,

Cisco ACI X184 K. 1) 1)—R 52(x) .
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. SET 74 T 94 —)L K1Y L —& Cisco AVS F =1 Cisco ACI Virtual Edge APIC & (D BEE {1+ D FEEE

FIE

AT 71 vRealize Automation |ZFEEH & L Tr 2/« LT Catalog %R L 77,

AT w72 Update FW Policy (DFW) association to AVSor AVE VMM Domain %34 L C, kD FlEE %
1TLET:
a) ANT7 4=V RO =R TN—7Y v MEREEXRLT [Request] 27 U v 7 LET,
b) Request Information <+ > TR ZEML T, Next 27 U v 27 LE7,
¢) FW Policy Name 7 4 —/L RiZ, RV v —DLHT# AT LET,
d) VMM Domain name 7 1 —/V KiZ, BEfF® Cisco AVS Z 7= 1% Cisco ACI Virtual Edge VMM

RAAL U EANTTLET,

e) Operations Koy 77 URA NG, IROWTNUNOAT v a U E2BRLET:

« add — Cisco AVS ® DFW 7RV 2 —F 72 1% Cisco ACI Virtual Edge VMM R A A /|2
BT £,

« del — Cisco AVS F 721 Cisco ACI Virtual Edge VMM R A A > 725 DFW AR U & —®D
BT 2 iR L 9,

f) [Submit] %727 Vv s LE7T,

RDBARY

APIC £ @ Cisco AVS F 7213 Cisco ACI Virtual Edge VMM R A A CTO~A 7 a7 A2 MNA
HOTOEFHEMHRT S 2022%—) OFEEFEITLET,

ST 7 AT 7 —IL R > —& Cisco AVS £ 7213 Cisco ACI Virtual Edge APIC & O BT 1) DOHERR

Z Z T, Cisco APIC THETZ 7 A T U+ —/L R > —& L 2ad AVS F7-1Z Cisco ACI
Virtual Edge & OESEAS 1T &2 #7892 FIEIZOWTHHA L £,

FIE

ATwF1 Cisco APIC IZEFHF L LT s A LET,

ATy T2 [RERY bT—F 24 (Virtual Networking) >[4 >R k1) (Inventory) ]>[VMM K X4
4 > (VMM Domains) |>[VMware] % &R L £ 7,

ATY T3 MERVMM RAA %70 v 7 LET,

ATy T4 Work 7 4> R D Properties ® FC, 087 7 A 7 74—/ R U > —7 vSwitch R U 2 —D
Firewall Policy 7 4 —/L KD VMM KA A > LB AT SN TCND 2 & 2R L ET,

. Cisco ACI {R28{L A K. 1) 1) —R 5.2(x)
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HEEFERERTSAA—F 559 T5007+ v b 2o~y |

HEEFLRRETSAR—b ISV TSOoDTF NI ARY

TR

HETSOTORY FT—9 DIERK
TITEH ETT TRy VU= BERT B HEEHA L E9,

ATvT1
ATy T2
ATvT3

FIE

vRealize Automation (27 > NEFHIFE & LCTr 74 > LT [Catalog] 2R L F7,
[Navigation] ~X-f > C, [Tenant Shared Plan] % R L ¥,
[Tenant Shared Plan] ~X-{ >~ C [Add Tenant Network - Shared Plan] 23U L, ROBIEEZFZITL E

B

a)
b)

¢)
d)
e)

f)

2
h)

)

k)

ANTZ 4= RO =2 TV—7Y o MEREZFERL, [Request|] 27 U v 7 LET,
[Request Information] XA Tl A4 BII L T, [Next] #27 Vv 7 LE7,

[Step] ~A > T, ROEIEEZFATL LT,

[NetworkEPG name] 7 1 —/L RIZ, H LW Ry U —27 D4 i (new-shared-network)
AT LET,

Domain/DVS 7 4 —/L R C, Add Z# 7 U v 7 L. your_apic>vCenters> your_vcenter %
ER L. DVS # IR L E 7,

7 'MbE—RFE LT, encapMode K v 7% 7 U X )6 Auto, VLAN, F7-
X VXLAN OOV iz @R L £,

GE) EncapMode 7 4 —/L RIZ VMM R X A > Z A 77713 Cisco AV % 72 (& Cisco ACI
Virtual Edge (m—H/V 2A v F 7)) OBEICOHEM S ET, VDSVMM
NAA L TVLAN £701X VXLAN Z8IRT 25 & THI L WRERNSAET 50
RERSH Y 3,

Application Tier Number 7 .t —/L FiZ, 1~ 10 DEfEAEZ AN LET,

IntraEPG Deny 7 1 —/V FC, Yes £721X No DWW I N DEZ IR L 7,

Hu'IA 00T A T—230" 74— /L RT, WTROOMERIR (XL 203

No .

GE) Allow Microsegmentation 7 4 —/L KX VMM KA A > # A 773 VDS VMM
RAAL L ThHGEICOREHINET,

Use Default BD? 7 ¢ —/L R CiE, Yes £721X No DWW T IO fE IR L E T,
No ZER L7235 A. AddZ 27 Vw7 LT, HAXL T v RALUEERLET,

* your_apic_user > Tenants> your_tenant > Networking > BridgeDomains >
your_bridgedomain BB L., 2D 7V v RAAL U Z2@RL 9,

RAYFUT E—F BL 72— &R R4 T47 723 £,

Cisco ACI X184 K. 1) 1)—R 52(x) .
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B vmware vRealize & APIC THF L < fER SRR v T— 5 ORER

RAT4T AT aE, TIHN DAL v TF U FH 1 Cisco ACI Virtual Edge
AA T T,

) [%fE (Submit) 1227V v LET,

VMware vRealize & APIC T#H L < {ERficsht=ry b —Y DFESE

ATvT1

ATy T2
ATv7T3

ATy T4

ATy TH

VFC 75 oTDT

&
ATy T2
ATvT3

Z OIETIX, VMware vRealize & Application Policy Infrastructure Controller (APIC) T#rL < {E
RENTZFy U — 7 R T 2 5EE R LET,

FIE

vRealize Automation |27 > NMEFHIF L LTr 4 > L, [Request] XTI L THERDOD AT — X
AMEEFTHLZ LB LET,
APICGUIIZTF > h&LTa s AL, [Tenants] Z &R L 7,

[Navigation] ~X- > C, [Tenant name] > [Application Profiles] > [default] > [Application EPGs] >
[EPG new-shared-network] OJIEIZ &R L £,

[Properties] ~X > C, [Received Bridge Domain] 7 ¢ —/L K3 3@/7 7 4V h THDH T & &1l
BLET,

[Navigation] -1 > C [Domains (VMs and Bare-Metals)] % %R L, VMware/your_vmm_domain (Z
WA RENTNDZ L EHRLET,

1w FAALDDER
TIZTIE, VPC T T TT Y v RAAL VEAERT 2 EEZHBA L £,

FIE

vRealize Automation |27 > NMEFBLH L L Tr 71 LT [Catalog] Zi®IN L E 7,
[Navigation] ~X-1 > C, [Tenant Network Services] % %R L ¥ 7,

[Tenant Network Services] ~<A > C [Add or Delete Bridge domain in Tenant] Z &R L. IR DE/E%E
FEITLET,

a) ANT74—= VROV —tRTAL—TY v MEHREZFRRL, [Request|] 7 U v 7 LET,
b)  [Request Information] ~A > T ZBEIL T, [Next] 27 Vv 7 LET,

c)  [Step] <A T, KOBMEEZFATLET,

d)  [Add abridge domain] 7 4 —/L KT, [Yes] ZiER L £,

e)  [Bridge Domain name] 7 4 —/V RIZ, 7 U v RAA 4 (new-bd) Z AT LET,

f) [Enable ARP Flooding] 7 4 —/V K C [No] Z#i®#R L 7,

g)  [Enable flooding for L2 Unknown Unicast] 77 « —/V K C [hardware-proxy] Z 3 L £ 77,

. Cisco ACI {R28{L A K. 1) 1) —R 5.2(x)
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APIC TH L <R LE=TU v KaqvomR |

h)  [Enable flooding for L3 Unknown Multicast] 7 « —/V R C [flood] Z iR L F 7,

i) [L3 context (VRF)] 7 4+ —/V R T[Add] =27 U v 7 L. [your_apic] > [Tenants] >
[your_tenant] > [Networking] > [VRFs] DJEIZERI LT, VRF (ctxl) Z#R L ET,

j) [Submit] 2 U > 27 LET,

k)  [Operation] 7 ( —/L KT [Add] ZZR L £,

1) [ (Submit) 1% 27V v 27 LET,

APIC THILKERL=T Y v Y AL VDRER

ATy T
ATy T2

ATvT3

Z Z Tli%. Application Policy Infrastructure Controller (APIC) TH L ER LTV v ¥ KA A
VERERT D IFIEIC OV TR L E T,

FIE

APICGUIIZTF > h&LTra 2 AL, [Tenants] Z &R L 7,

[Navigation] ~- > C, [Tenant name] > [Networking] >[Bridge Domain] > [your_newly_created_bd]
DONEZ B L £

[Properties] 7 4 > K7 C, 7 4 —/b K/ VMware vRealize GUI £ [R] L CTH D Z L 2R L F
R

VPC TS UTORY FT—UDEREIUV TN vo AL UADBEERIT

ATy T
ATy T2
ATvT3

T, VPC T TRy N BERRLTCT U v KA A ZBEHEAMT 5 B4
LET,

FIE

vRealize Automation |27 > NMEBLH L L Tr 7 A LT [Catalog] Zi®IR L E 7,

[Navigation] -1 > C, [Tenant VPC Plan] Z &R L £7°,

[Tenant VPC Plan] ~%A > C [Add Tenant Network - VPC Plan] Z# #4R L, RO#EIEEZFEITL F 9,

a) ANT74— VROV —ERTAL—TY v ME#EZRRTL, [Request] 7 U v 7 LET,

b)  [Request Information] ~A > CaBiZEBM L T, [Next] 7 U v 27 LET,

c)  [Step] <A T, WOBEEZFATLET,

d)  [NetworkEPG name] 7 4 —/v RiZ, HiLWHEEF R Y FU—27 D4FET (new-vpe-network)
EANNLET,

e) Domain/DVS 7 4+ —/V' R T, Add %27 U v 7 L. your_apic>vCenters> your_vcenter %
JEBA L. DVS Z@&IRL £7°,

f)  encapMode Kz v 7 # 7 U A R T, Auto, VLAN, F72IZVXLAN DWF kb~
TEE—RE L TGERLET,

Cisco ACI X184 K. 1) 1)—R 52(x) .
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B rrccove 75 0k b5 ETY YT RALUADT YL I— 3 L ORRE

GE) encapMode 7 .t —/L Ri%., VMMdomain % A 7' Cisco AVS DA, £7-1%
Cisco ACI Virtual Edge (2 — /L AA v F 2 7)) OGEIZOHEH S VET,
VDS VMM R A A > CVLAN F721% VXLAN #3325 & TH L7220 AER
DECDLARERH D £77,
g)  Application Tier Number 7 ¢ —/L FiZ, 1 ~ 10 DEIEZ AN L ET,
h) IntraEPGDeny 7 4 —/L KT, Yes £721X No DWW TN DEZ SN L F9,
i) Allow Microsegmentation 7 4 —/L KT, Yes £721< No D W T I DEZ RN L £ 7,

GE) Allow Microsegmentation 7 ¢ —/L KX VMMdomain % 4 "3 VDS VMM K A
A THLIGEICORBEH I NET,
1) Use Default BD? 7 ¢ —/L R TiZ, Yes £721Z No DWW TN OE 28R L 3,
No ZBIR L7356, AddE 27 U v 7 LT, WAZL TV vY RAL UERIRLET,

* your_apic_user > Tenants> your_tenant > Networking > BridgeDomains >
your_bridgedomain Z/EBH L., ZD7 U v RAAL U ZBIRL 7,

k)  [SubnetPrefix] 7 4 —/V NiZ, = hU A IPT RLALHY TRy 8 vAT7HZASILE
7 (10.1.1.124) .

) [EfE (Submit) 1227V v LET,

APICTOVPC T5oDHy hT—9 TV YD FALUADT Y I—2 a3 VDR

ATy T
ATy T2

ATv73
ATvT4

ATy TH

ATvT6

ATy 17

T IZTIX, APIC THLLAERRL7=7 U v RAAL U 2HERT D HIEICHOW T LET,

FIE

APICGUIIZTF > h&LTur s AL, [Tenants] Z 3R L £,

[Navigation] ~<4 > C, [Tenant name] > [Application Profiles| > [default] > [Application EPGs] >
[EPG new-vpc-network] OIEIZ &R L £ 7,

[Properties] XA > C, 7V v RAA A your_tenant/bdl TH D Z & 2R LET,
[Navigation] ~<-{ > C [Domains (VMs and Bare-Metals)] Z R L, your_vmm domain {Z/31 > R
ENTWDHIEEMHERLET,

[Navigation] ~~-f >~ C, [Tenant name] >[Networking] > [Bridge Domain] > [bdl] > [Subnets] &
JNELZ BB L £,

[Subnets] A > T, v hU—27Z{EK L TVPC 77> (10.1.1.124) 7TV v KA A v
WCBIHEA T 2B A D L2 — R =2 A IPT RLARES TRy N v A7 2R L, Aa—7
MNTFTAX—F-)H VRF ThDZ L xR LET,

A == — /N—"T, [Virtual Networking] Z &R L £7°,

. Cisco ACI {R28{L A K. 1) 1) —R 5.2(x)
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Frormoexanse Ky s—okn [l

AT w78 [navigation] XA > T, VMM Domains>VMware>your_vmm_domain > Controllers>vcenter1>

DVS- your_vmm_domain > Portgroups DJIRIZER L, R— K Zv—FLTF o s 77 Y Fr—
Tary a7 7 A NVEPGANERINTWNWDLZ AR LET,

FFYRAOEFX2Y T4 K S—DHER

ATy T

ATvT2
ATvT3
ATvT4
ATvTH
ATvT6

TITIE, THF U MO X 2T 4 RN —EERRT B TEEBRH L ET,

WO, Web &7 7V r—va QIRAICT Y vY RALUATHY T34, @ LTy
TLEERLTVET, Web: 77U r—y g IS TOETRS, F'—hv oot &13EE
TEXET, Web £ 77V r— a0 NlfEd 2103, BX=2UT7 0 RY —%1ElT D505
NHOFET,

Gateway

Bridge Domain

o P Security el o
% ’ Policy . %
Zly viZ
Web App g
8
15 H B IS

200~y (VM) ZR20200®A Ry NU—IPRRESNTNDZ LR LET,

FIE

vRealize Automation (ZFHE# & L Cr /4 > L, [Catalog] > [Network Security] OJEIZIER L
£,

[Add Security Policy (Contracts)] % &R L £ 7,

[Request] 23R L £,

[Request Information] % 7 C, ZRDOFHAZ AT L E T,

[Next] ZiER L E 7,

[Step] # 7' C. WROEAEEEITLET,

a) [Rule Entry List] 7 4 —/V RIZfEixZ AL, [Savel 27 U v 7 LET,

ROKZ, ZN— 2 NI DEZRLTHET,

Cisco ACI X184 K. 1) 1)—R 52(x) .
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I—ILIT ) YR+

&

dstFormPort

7T
« RAEE

* 1~ 65535

dstToPort

T
« REFIE

* 1~ 65535

protocol

* icmp

* icmpv6
. tcp

* udp

7Ty

etherType

« [P

« TARPJ

b) [Consumer Network/EPG name] 7 4 —/V R T[Add] Z#7 Vv 27 L, ar¥a—~vDRy b
U—7/EPG Z MR L TR L E9,  (Web A2 )

¢) [Submit] 2 U > 27 LET,

d) [Provider Network/EPGname] 7 4 —/V R C[Add] &7 U v 7 L, 7o X4 X —DF v U —

7 /EPG Z Rk LTI L £7°,  (app-host)
e) [Submit] =27 VU v 7 LET,

ATy 7T [EE (Submit) 1227V v LET,
ATy 78 [OK] &7 V7 LET,

APIC TOTFH Y FAtEFxa ) T4 R O—DOFEEE APIC

ZZTIE, APIC TT Y FREF 2 U T 4 RN —% MR 5 HiEEHA L £,

FIE

AT w71 Cisco APICIC = 7'+ > L, TENANTS %@L £,
AT w72 [Navigation] ~21 > C, [Tenant your_tenant] > [Networking] > [Security Policies] > [Contracts]

DONEIZEB L E T,

. Cisco ACI {R28{L A K. 1) 1) —R 5.2(x)



| Cisco ACI with VMware vRealize
THFYRAOEFY T4 R I—DEHROMHER

a) [Contracts] ® FIZAXA FZIVTWADARIN, T af X —bava—~vDARITHD Z
L xR LE 9, (app-host ctrct web-hosts)

AT w73 [Navigation] X1 > C, [Tenant your_tenant] > [Networking] > [Security Policies] > [Filters] DJIf
IR L £,
a) [Filters] D FIZR A RSHTWAARIND, TannfZ—barva—~<DA4RITHDL I &
ZhEsd LE79, (app-host _flt web-hosts)

AT w74 [Navigation] ~2A > C. [Tenant your_tenant] > [Networking] > [Application Profiles] > [default] >
[Application EPGs] > [EPG web-hosts] > [Contracts] DJIEIZER L £,
a) [Work] XA > T, 2 v a—<) [Comsumed] ThHDHZ & aflER LET,

A7 75 namigation ~X4 > G, Tenant your_tenant > Networking > Application Profiles> default >
Application EPGs> EPG app-hosts> Contracts OJIFIZ &R L %9,

a) [Work] A > C, 7' A X —7[Provided] THdZ & &R LET,

FTFUORADEXL) T4 R —DEHGOWESR
ZIZTE. TFU RO EX YT 4 RY O — O AR T A FIEICOWTEH LET,

FIE

AT i~ (WebE A B) s AL, a~x>y R4 LMoVM (7 7Y r—va ik
A R) % ping LET,

AT T2 i~ (T7Vr—varhRARN) a4y L, avy RIA4 Db o VM (Web 7k
A RN) % ping LET,

ZHIZEYD, VMABAAEWIEFELTWD Z ENHERTE £,

HEBT TV FTOREY—ERDEE
T, mT I hTCoOEFEY—ERADOHEEIZOWTIBA L E9,

[y

1R BHIIZ
TV Y RAL L @/ 7 740 b OBMRICH HIET T2 b EPG BLE T,

FIE

ATwF1 7F 2 k& LT vRealize Automation |22 7’1 > L, [Catalog] > [Network Security] DIJIEIZ EE4R
LEd,

AT w72 [Add Security Policy (Contracts)] % %R L ¥ 9,
AT w73 [Request] IR L £,

Cisco ACI X184 K. 1) 1)—R 52(x) .
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AT v 74 [Request Information] % 7 C, FROFHEZ AN L F T,

AT w75 [Next] Z#IR L £,
AT w76 [Step] ¥ 7 T, WOBNEEFEITLET,

Cisco ACI with VMware vRealize |

a) [Rule Entry List] 7 4 —/V RIZfEZ AJIL, [Save] &7 U v 7 LET,
WORIT, HFA—L = b OfEEZRLTOET,

JIL—IL TR YR

B

dstFormPort

T
« RARTE

* 1~ 65535

dstToPort

T
« RIETE

* 1~ 65535

protocol

* icmp

* icmpvo
* tcp

* udp

7Ty

etherType

- [P

« [ARPJ

b) [Consumer Network/EPG name] 7 4 —/L RC[Add] %27 Vv 7 L, a2y a—~DOx vy b

U — 7 /EPG Z MR L TEINL £ 7,
¢) [Submit] 227V w7 LE7,

(Web 75 A B)

d) [Provider Network/EPGname] 7 4 —/L K C[Add] %7 V v 7 L, YoM X —DFy hT—
7 [EPG %Ak L GBI L £ 9, (SYSLOG-EPG)

e) [Submit] Z7 VU > 7 LET,
ATw 71 [%EE (Submit) 1227V v LET,
ATy T8 [OK] 27V 7 LET,

TFHFUREBOEX) T4 R —%HEET S APIC

ZZTlX, APIC TTF v FEBETOEX 2 T 4 R — 2R T 5 EZHA L E 9,

. Cisco ACI {R28{L A K. 1) 1) —R 5.2(x)
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ATy
ATvT2

ATvT3

ATy T4

ATy TH

THUMRBTOEF U T4 R S—DERORER

FIE

Cisco APIC |27 F > hELTrZ AL, TENANTSZEIRL E7,

[Navigation] ~- >, [Tenant your_tenant] > [Networking] > [Security Policies] > [Contracts]

DNEZ R L £,

a) [Contracts] D FIZH A RSV TWDAFIN, FefH—Larya—~vDARITTHD T
& AR L £ 9, (SYSLOG-EPG ctrct web-hosts)

[Navigation] ~1 > C, [Tenant your_tenant] > [Networking] > [Security Policies] > [Filters] DJIA

B L £

a) [Filters] D FIZRXA RSN TWALARIN, TufF—barya—~vDARITHDL &
ZHER L £, (SYSLOG-EPG flt web-hosts)

[Navigation] ~-f >, [Tenant your_tenant] > [Networking] > [Application Profiles] > [default] >

[Application EPGs] > [EPG web-hosts] > [Contracts] DJIEIZER L £ 9,

a) [Work] XA > T, a3 a—< [Comsumed] THDH I & EfERLET,

[Navigation] ~=- > C, [Tenant your_tenant] > [Networking] > [Application Profiles] > [default] >

[Application EPGs| > [EPG SY SL OG-EPG-hosts] > [Contracts] DJIEIZER L £,

a) [Work] XA > T, u A X = [Provided] TH 2D Z & 2R LET,

THUMABTOEX2) T4 R O—DOEROHER

ATy T

ATy T2

IITIE, THUMNEETOEX 2 VT 0 R — DR E MR T D HIEICOW TP LE
—é‘o

FIE

A< (WebBmAR) icuer AL, 2= 74 Mmoo VM (SYSLOG-EPG) %
ping L £,
A8~ > (SYSLOG-EPG) IZnZ A > L, a<> 74 b Mo VM (Web A A ) %
ping L7,

THIZED, VMABAEWZEELTWAZ L HERTEE T,

tXxa)F4R)— (FPHEAX A ,A—IIL YR L) OFH

TITIE. X2 YTF s BYY— (TR ha—L YRR AEETSIFEADIHL
F7,

Cisco ACI X184 K. 1) 1)—R 52(x) .
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B cs2v5Kue— Freravro—nLuzt) OFEH

FIE

7 F k& LT vRealize Automation (27 71 > L, [Catalog] > [Network Security] DJEIZEIR
L/iﬁ‘o

[Update Security policies (Access Control Lists)] 2 3% L F 97,

[Request] Z R L £,

[Request Information] % 7 C, ZROFHHE AT LET,

[Next] Z 2R L £,

[Step] # 7 T, ROBEEZETLET,

a) [apic security filtername] 7 4 —/L R C[Add] Z#7 V v 7 LT, VRealize IZ X > T v a &
N7 4NV ZH GO TEIRLET,

b) [RuleEntryList] 7 4 —/V FIZfEZ AL, [Save] &7 Vv 7 LET, L— x> b U R
MR T 2 E R DY FT,

GH) Z0EX2 VT 4RI — (Tr7EAa bu—L Y RN OEHEITH &,
Brivvr—anBginai, [ CAROBEL— VT EEZINET,

Z—) o MY OfEERLTOVET,

B

WRDOFIE,

W—ILIT kY YR+

dstFormPort «TTLY
o RIETE

* 1~ 65535

dstToPort « Ty
« RIETE

* 1~ 65535

protocol * icmp

* icmpv6
. tcp

* udp

7T

etherType [P

« TARPJ

. Cisco ACI {R28{L A K. 1) 1) —R 5.2(x)
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ATy 17
ATvT8

txayF4 KUo— (Foexavra—n Uz ok ]

¢) [Update firewall access-list] 7 4 —/L KT, 727X VA MR T 7 AT U4 —/LTHEHAIN
TWAEEIT[Yes]| #27 Vw7 L, ) TRWEEIEINo) 227U v 7 LET,

d) [EF (Submit) 1227V v 7 LET,

[OK] &2 U v 7 LET,

BR % iR 9 5 1T1E, [Requests] ¥ 7 & &N L F 7,

a) BMELEREZERL, [viewdetails]| 227 U v 7 LET, AT —H AN [Succesful] TH 5
ZEEMERLET,

txa)F4R)— (PHEAX A rA—IL YR ) OHIR

ATy

ATvT2
ATv7T3
ATvT4
ATvT5
ATv 76

ATy 71
ATvT8

I, EX 2T RYY— (TR arhur— YRR FHIETAHFEIZONT
S L £,

FIE

7 )~ & LT vRealize Automation (27 71 > L, [Catalog] > [Network Security] D JIEIZEHR
L/\i‘j‘o

[Delete Security policies (Access Control Lists)] Z &R L £79°,

[Request] IR L £,

[Request Information] % 7 C, ZROFHHEZ AT LET,

[Next] Z 2R L £,

[Step] # 7 T, ROBIEEZFETLET,

a) [Comsume Network/EPG name] 7 4 —/L R C[Add] %27 Vv 7 L, oM X —Dx v |
U—7/EPG MR L CERLES,  (Web SR )

b) [Provider Network/EPGname] 7 4 —/V R C[Add| &7 UV v 7 L, 7o, X—DF v N T —
7 /BPG Z 58 L CiEIR L £, (app-host)

c) [FE (Submit) 1%27 U >Z7 LET,

[OK] %27V v 7 LET,
BR AR 5 I121E. [Requests] ¥ 7 &I L £,

a) HELERAZBRIRL, [viewdetails] #7 U v 7 LET, AT —H AN [Succesful] TH 5
MR LET,

VPC 75 TORY FT—9 DIERK

ZIZTIE, VPC 770 TRy bU—7 BT 2 HEEZRBH L E7,

Cisco ACI X184 K. 1) 1)—R 52(x) .
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B veos coxy ro—sokm

FIE

AT w71 vRealize Automation 7 77 A 7 > AZTF v b LTrZ AL, [Catalog] > [Tenant VPC
Plan] > [Add Tenant Network - VPC plan] ®JIRIZE#IR L T [Request] 27 VU v 27 LET,

AT 72 [Request Information] XA > C, IKOEIEEZFEITLE T,
a) [Description] 7 4 —/L FiZ, #@ifHZ AT LET,
b) [Next] %7 Vw27 LET,

AT 9 T3 [Step] XA T, WOEMEEEITLET,

a) [Network/EPGname] 7 « —/V RiZ, v NU—Z/BPG4 % AL FE9, (web-hosts-vpc)

b)  [DomainType] 7 4 —/LV KT Ru v 77X URNnb, IR~ ACERT 2561%
[VmmDomain (Dynamic Binding)], #/HLA > 7 7 A b T 7 F ¥ |28t 5 $5A1% [PhysDomain
(Static Binding)] Z#&R L £, CiscoTlX, vRealize 77 7' 4 > OLMREZ AT 5 121X,
VmmDomain (Dynamic Binding) Z3#{R4 2% = & ZH#E5E L £,

c) Domain/DVS 7 4+ —/L R C, Add %27 U v 7 L. your_apic>vCenters> your_vcenter %
JEBA L, DVS Z®IR L 7,

d 7 EMEE—FELT, encapMode Ru v 7 X 72U A hivh Auto, VLAN, 7z
[ZVXLAN DWWz iR L x4,

GE) encapMode 7 1 —/L RiL, VMM R XA > ¥ A 73 Cisco AVS D&, F7-
I% Cisco ACI Virtual Edge (2 — /v AA v F 7)) OGEIZOHEH S E
9, VDSVMM K A A > CVLAN 7213 VXLAN Z&RT 5 &, TH LAY
FERDAECDAREMER H Y £,

e)  Application Tier Number 7 ¢ —/L FiZ, 1 ~ 10 D¥fiEz AN L £,
f)  IntraEPGDeny 7 1+ —/L KT, Yes £721Z No DWW T DOfEAERINL £,
g)  Allow Microsegmentation 7 4 —/L KT, Yes £721X No DWW T DEE RN L F 7,

GH) Allow Microsegmentation 7 .t —/L Rl VMM R A A > % A 7’73 VDS VMM
RAAL U ThHLHHEEICORHEA SNET,

h)  UseDefault BD? 7 4 —/L R TiX., Yes £721E No DWW T DEA RN L £ 97,
No ZBIR L7256, Add a2 Y v 7 LT, WAZL T Y v AL UEBRRLET,
* your_apic_user > Tenants> your_tenant > Networking > BridgeDomains >
your_bridgedomain Z I L. ZDO7 U v RAA U ERIRLET,
i) [Subnet prefix] 7 4 —/L N2, = V= IPT RLRAEY TRy b ~vA7EASILE
T, (192.168.1.1/24)

YTy N LT 47 AL, TDVPC TEEDORA MK LTRIATE 2 7%y b
b(\‘—a—o

) [i%E (Submit) 127V w7 LET,
k) [OK] %27 Vw7 LET,

AT 74 [Requests] 23RN L £7°,

Cisco ACI {R28{L A K. 1) 1) —R 5.2(x)
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ATy TH
ATvT6

APIC TOVPC TS50ty ko—s ofER |

(R LR AN L, [view details] 227 V v 7 LE T,
FRO AT — 4 AN Successful THH Z EEMERLET,

APICTOVPC T35 2D Hy FT—9 OFER

ATy T
ATy T2

ATvT3

RATv74

ATy TH

ATvT6

ATy FT17

ZZ T, APIC CVPC 770 DXy N — 7 2R3 5 FiExaiiH L £,

FIE

Cisco APIC~7F > b LTCTu /A LT, Tenants>your_tenant Z3&R L £ 7,

[Navigation] ~X- >~ C, [Tenant your_tenant] > [Application Profiles] > [default] > [Application
EPGs| > [EPG web-hosts-vpc] DJNIEIZE IR L E 77,

[properties ] ~~1 @ [Bridge Domain] 7 4 —/L R C, T "M & bdl BndH5H 2 & R L E
9, (green/bdl)

[Navigation] ~<~4 > C, [Tenant your_tenant] > [Application Profiles] > [default] > [Application
EPGs] > [EPG web-hosts-vpc] > [Domains (VMs and Bare-Metals)] DJEIZER L £,
REEDER S, RAA Y 787 7 A /LH VMware/vmmdomain_you_specified VMware/ Cd %
e MR LET,

[Navigation] ~~- > C, [Tenant your_tenant] > [Networking] > [Bridge Domains] > [bd1] > [Subnets]
DNEIZER L £,

[Subnets] T, fEELI=Y TRy b T VLT 4 7 ANHFIET HZ L E2fERLET,

vCenter TOVPC TS5 oDy FIT—H DFER

ATy T
ATy T2

Z ZTlE, vCenter TVPC 77 D3y NU—7 ZiERT D HEEZHBILE T,

FIE

vSphere Web 7 7 A4 7>k GULIZ®E 71 L, [Networking] 7 A = > Z &R L 97,
FEesr—var v KU, vCenter |P/Host> Datacenter >green > distributed virtual_switch
>port_group ZEIN L, FETLHZ AR LET,

port_group 4 DIEXIX, TF > NAT FV r—vay a7y A VKT 7Y — 3 v EPG
4 TY,

VMM FA AL 2 EDTF bRy FI—V DEERTZEHT S

DB arTIE, VMM RA AL 2 TF 0 bRy FU—7 OREM T 2 F#d 5 Hikico
WCRBH L 97,

Cisco ACI X184 K. 1) 1)—R 52(x) .
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B rrccvmm kxqoEeFFo b Ry b O— OBIEN T ERRT B

FIE

AT w71 vRealize Automation |27 > MFHHZF L LCu /A LT [A2OT] Z&RLET,
AT w72 navigation 7 1 > K7 G, Tenant Network services # 3R L £,
ATYT3 [TFHFUERY FT—VDEH) 2RI, ROBAELFATLET,

a)
b)

<)
d)

e)

2)

h)

i)

AT 4=V RO =2 TV—T7Y o MEREZFERL, [Request|] 27 U v 7 LET,

[Request Information] = > Tt ZBML T, [Next] 27 V v 27 LE T,

[TFHFY Rl 74—V T, 4T 57T FOARTIEZATILET,

9 RT—4IEPG 74—/ KT, %7 U v 7 LT Add . BB your_apic > FF > bk
> your_tenant > T F/IMNIRYIL—T | EPG ZRINL £,

Domain Type K v 77X 7 YR RnD, RAL Y ZATERBIRLET, RAAL X

A 7% VMware VDS F 721X Cisco AVS F 72 1% Cisco ACI Virtual Edge (Z%} L C VmmDomain
(BAFEIVI NAoT12T) TT,

[FAAL2/IDVST 4 —JL K] T, 3B %2 Y v 7 L. your_apic>vCenters>your_vcenter
ZEFAL T, VMM FAA 2T T b xy FU—2 (EPG) % BEfTIT % DVS A 2R
LET,

encapMode Ka v 7 # 7 U X kv, Auto, VLAN, F721X VXLAN %= 7 &1k

E—RELTEIRLET,

GE) encapMode 7 1 —/V Ki&. EPG % Cisco AVS ® VMM K A A > F 721 Cisco
ACI Virtual Edge (R — /v AA v F 2 7)) 2 A TS T D5EIC O R,
e+, BEMTIIROFIETIATLET,

BE Foy 77Xy URA MG, BN Z&IRLTVMM RAL L TF U R Ry R
U — 7\ ZEEEAHT B 0>, [HIBR] ZBIR L CTVMM RAAL VBT T b Fy hT—27 D
BRI 2R L £ 7

[RAYFUT E—R]1BLZXT, [ T4 7T] FIL[AVE] &R L EF,
[(RAT4TNA T aNET 74NV EDAL v F 7 THY, [AVE] X Cisco ACI Virtual
Edge D725 DH D TH,

[EfE (Submit) 127 Y v 27 LET,

APICTVMM KAV ETF UM Ry b= OBEERSITZHERT S

OB 7 v a Tt APIC EO VMM RA A ETF 0 s Xy MU —7 ORE-SIT 2R
HHFEICOWTHBALET,

FIE

ATYF1 APICIZTF > hELTrZ AL, Tenants>your_tenant R L £,

AT w72 navigation 7 1 > K7 ¢, Tenant your_tenant> Application Profiles> default > Application EPGs>
your_tenant_network > Domains (VMs and Bare-Metals) %R L 7,

. Cisco ACI {R28{L A K. 1) 1) —R 5.2(x)
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<qonesrvr—vay ||

ATY T3 VMM RAA COB#EMITRELWZ 2R LET,

T4 AT AVTF— 3y

ORI varTiEH, HEESNSA~Y A n kT A T —2 g E VPC T T NI HOWTREL,
1%%_%$$5%%tx7wM7)/hLowTﬂ%Li¢o

\)

(GF)  Cisco APIC vRealize 77 74 2.0(1) V U —ALIKETIE, ~A 7 ak® 7 AT — g (M
FTAHHP—ER T)—7V M, CiscoAVS VMM KA A TOHRYHR—FINDHLHITRD
F L7

ACITORA VAT AVT—3 Y
Cisco ACI T~ A/ nEel AT —varzfifltsl, SEIERBIICESNT, =R
WA N RIRA b 70— (EPG) EFFEN D5l E X 2 U 7 ¢ V' — I HEIZHE
DUTHZENTEET,

v AT AT —a COFEICOWTIE,  [Microsegmentation with Cisco AClJ % 2
LT 7Z &V [Cisco ACI Mirtualization Guide) (28 4L TWET,

HETSoOvA w5 A0T— 3y
HEHEFZ L TlE, ~A 7087 A FOERKR., B, BLOHIBREZIT) 2N TxET,
EHEFS o TOYA 7 av AT — 3 L OVER

TITIE AT T T A s aw S AL N EERT D FEEHHALET,

\)

() Cisco APIC U U —A 5.0 (1) LAF&, Cisco Application Virtual Switch (AVS) [IH AR — h /e
<720 F L7z, CiscoAVS Z{#i [ LT Cisco APIC U UV —Z5.0(1) 27 v 77 L— KT D54,
MERHEAE LIS 7 7 7 ) v 7130 AR — hSLEH A, £72. Cisco AVS R A A OFEEN
BAELET,

Cisco AVS 3 5554 1%, Cisco ACI Virtual Edge (2473 52 L2 H#LE L F9, RV v —
\Z DWW T, [Cisco ACI Virtual Edge Installation Guide] # &R L T 2S00y,
FIE

AT 71 vRealize Automation (27 > NEHFE L L Tr /1 L Catalogz &R L £,
AT w72 navigation 7 1 > KT, Tenant Shared Plan %R L 7,
ATY 73 [Useg Ry hT—VDEM-EBETS V] #RIRL, KOFIEZFZITLET,
a) A7 44—V ROV —ERXRTNL—7V v MEHRAEZRT L T[Request] Z#7 U v 7 LET,

Cisco ACI X184 K. 1) 1)—R 52(x) .
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B 2575 <o~ o0es207—2 30068

2

h)

i)

[Request Information] X > Tt ZBM L T [Next] 7 V v 7 LE 7T,

Tenant name 7 ¢ —/L RIZ, xfI&-T 57 FOARTIZ AT LET,

Y bIT—DIEPG & 7 4 —/v R&AERT % microsegment (uSeg) D4 HITZ AT L E T,
Domain Type K » 7FH > YA MME, RAAL U XA TE2FERLET, Cisco AVS F
721 Cisco ACI Virtual Edge VMM K 2 A > DEE. KA A > Z A 7% VmmDomain
(Dynamic Binding) ¢4,

[FAA2IDVS 7 ¢+ —/L RC, [BMN] %2 Y >~ 7 L. your_apic> vCenters>your_vcenter,
%ZJEBA L. DVS (Cisco AVS F 721 Cisco ACI Virtual Edge VMM R A A ) Z3%&R L T,
uSeg ZVMM R A A ZBH#E#fHIT 97,

encapMode Kz v 7 &7 U 2 kvt Auto, VLAN, F721% VXLAN %4 7 &Lk
E—RNELTEIRLET,

GE) encapMode 7 4 —/L Kid, VMM F XA A > ¥ A 7} Cisco AVS F 7213 Cisco
ACI Virtual BEdge (2 —H/V AL v F 7)) OLGEICOHEA S IVET,

FIVr—2a vRER 74— T, uSeg BFTRT HEOBEAS LET, F7 4

NV OREEEFIZ1 T, ANTOREE ST Y—EX TA—=TU b [TFU R

DEMELEIEHR 47> a2 LTT oy bOMERO—#E LTERINZT 7Y

r—va  WRBOFESZUT ChLIUERHY £,

722X, BEEE2E AT DL, uSeg S VRF GL@E/FT 74V F) O—#TH 5 BD
(Fe/emnbd2) IZHLE SNE T, SEERHTONWTIL, ROEXREZSHL T ZS 0,

EEEE BD VRF

1 common/default common/default
2 common/cmnbd2 common/default
3 common/cmnbd3 common/default

MEEPGIES Fruy XU A b 3P IEL Nl EPG OBz L £ 9, 3R
No Wi EPG D42 i L 7= < 7o W55,
AVS F 721 Cisco ACI Virtual Edge VLAN £— K, DVS-VXLAN “&— K, 7213 Microsoft
VMM K XA > T, EPG WOBEI T R— S TnEti, ZNHOE—RELIER
AA U TEPGAGBEZEATH L. N— BT v v 7 SNREEICEITT 2 AlREENR H
D iTO
Ip&EH 7—7 VT, 227V 27 LT New L., IP&M (X IP0EMN 2 AL E
T, TR TR, ROFIPEH S IVET,

« ZHI 1P OFM (7213 1P DJFM) D44,

« Description— IP JL#EDFHiIA T,

¢ IP—IP7 RLALLT, TRVAFLEEFV 732y bEBELET (& 2F 1.1.1.1
F 7213 1.1.1.0/30),

. Cisco ACI {R28{L A K. 1) 1) —R 5.2(x)
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k)

)

#BI5 o104 07— avotks ]

Mac & 7—7 VT, %7V v 27 LT New L. MAC & (£721% MAC B 2 A h
LET, = MU ZEIZ, ROFINBEHSLET,

« B : MAC &M (7212 MAC B M) D4R,

« Description— MAC JE¥EDFHH T,

*MAC—MACT FL AL LT, 7 FLAZRELET (/2 & 21300:50:56:44:44:5D),
VM & 5—7 1T, 227027 LT New L, VMO (721X VM g Z AL
F9, =Y TR, ROVIBEHSNET,

« Name— VM % (£ 7213 VM EME) o4 1T,

« Type— RDOKRIZIE, FAR—FINTWDEMESY A7, APIC TOZD~V v BV T
BIOBINRENTHET, (MAC EMELE IP DEMERH HENEN 1 B L2 1%,
TNE, )

vRealize TO# A |APIC TD 2 A T (¥ v EY |B5IEAL i

7 )

vnic VNic Dn 3 00:50:56:44:44:5 D
vm VM ID 4 vm 821

vmName VM Name 5 HR VDI VM1

hv INA 7= 34 P ID 6 RA S 43
domain VMM R A A 7 AVS-SIC-DC1
datacenter F— R — 8 DCI

ELW HAH Lg M 9 SG_DMZ

guestOS F_L—F 4 T AT |10 Windows 2008,

CHEF ROFBITZ, YR—FENTWBHEETLFDO~ v 7T APIC,

VRealize TEHF [AXL—% APIC (T v E2Y)
equals Equals

contains Contains

startsWith Starts With

endsWith Ends With

« AttributeName— B4 2 A LE9, VM OLEDFRO AttributeName 1,
customLabel B~ A S ICoHEHA I E T,
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B rrccssTscov o0 AL T—2 3 v ORRERET S

« VmmDomain_vC_VmName— VM Q50K Tid, Zildvnic ¥ A 7, equalsifEii
FIZOHREA N E T, ANERIL <VmmDomain>/<vC>/<VmName> T, Z Z T
<VmmDomain> (AVS VMM R X A ) & <vC> (vCenter) [F=2 > b —F DA L A X
VAIZE L ET, Bl : vmmdomainl/veenterl/ VM1,

*Vaue— BHEZ A TOEEAN LET, ERBEZ A TOHIX. LRLOZ A T DRI
RENTWET,

m) [Submit] 7 UV v 7 LET,

RDBERY

APICCHAF T T o TChO~A 7 av T AT — 3 VOVEREIHERT S (1942—2) OFEE
FETLET,

APIC CHE T T o ThO~A 7 av S AT — 9 VOVERETHERT D

ATy T
ATy T2

ATvT3
ATy T4

ATy TH

ATvT6

Z DOt ” i a s TlX, Application Policy Infrastructure Controllerfe 5 77 T~ A 7 w7 A
YT a VORI LT Z L AR T D TIEICOWTEA L E T,

FIE

7 F 2 FZ Cisco APIC & LCr 74 > L, Tenants>your_tenant Z3&4R L £ 77,

[Navigation] ~X-f >~ C, [Tenant] [your_tenant] > [Application Profiles] > [default] > [uSeg EPGS]
DN EIN L 7,

USeg EPGS XA > C, 7' /XTF 4 OFRBME /R uSeg X 7T N7 Y w7 LET,

[Properties] XA > C, FENIELWI L 2R L TS0,

[Navigation] ~2- > C, [Tenant] [your_tenant] > [Application Profiles] > [default] > [uSeg EPGs] >
[your_useg] > [Domains (VMsand Bare-Metals)] DJIEIZER L £,

RENER S, KAL T a7 7 AR
Vmware/vmmdomain_you_specifiedvmmdomain_you_specified T 5 Z & 2R L £ 7,

HEFS o~ 7utv s A FOYIR

ATy
ATy T2
ATvT3

Zokv7var TR, vA 7 uae s A NORIBRFIECOW TR LET,
Fg
vRealize Automation |27 ) > NMEHIFE & LTr 74 > LT Catalogx =N L 77,

navigation 7 ¢ > K7 ¢, Tenant Shared Plan 3R L £,
Delete a Useg Network - Shared Plan % 340 L C, ROEIEZFITL 9

. Cisco ACI {R28{L A K. 1) 1) —R 5.2(x)
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APIC T"YA4 9 OS5 A TF—2 3 UBEIROESR

a) ANTZ7A4— VRO —R TN —7V v MEREZRTLT [Request] 7 U v 27 LET,

b) [Request Information] <A > Tl A4 B L T [Next] 7 U v 7 LET,

c¢) Tenantname” 1 — /L KT, 7+ MABKILT ST T Min—Ra—RapTcns Z
L ERMERLET,

d) Network/EPG 7 4 —/L R C, Add %7 U >~ 7 L. priapic> Tenants> appurtenant >
Useg-End-Point-Groupsz JEBA L, v 7 m& 7 A EPG Z#IRL 7,

e) [Submit] 227V v 7 LET,

RDERY
APIC C"~vA 7 ut AT — a U HIBROMRE (195 X—) OFIEEZZE T LET,

APICT'~ A 7 a7 AT —3 a U HIBROMER

ZPE 7 v a TiE, Application Policy Infrastructure Controller T~ 7 2t 7 £ > h OHIFR%
ez 2 HIEICHOWTEBHA L £,

FIE

ATwF1 752 MZ CiscoAPIC & LTrZ A > L, Tenants>your_tenant % 3R L 7,
AT w72 [Navigation] <A > C, [Tenant] [your_tenant] > [Application Profiles] > [default] > [uSeg EPGS]
DNEER L E 7,

ATw T3 USegEpg | A > C, HIBRE T uSeg WIFE LN & 2R L E T,

VPC 7S UIClE, "4 o ned A 07— 30"
TERR. ¥, BELUVPC 77 T, microsegment ZHIRT 52 ENTEET,

VPC 75 ThO~Ar7atd AT —3 3 OVERK
ZIZTIE, VPC 77Ty bhU—7 BT 2 EEZRBH L E7,

FIE

AT v F1 vRealize Automation (27 F > MNMEFHF & LCr 7 1 > LT Catalog &R L £ 7,
AT w72 [Navigation] ~A > C, [Tenant VPC Plan] %R L £,
ATv T3 ER Useg Ry bT—% -VPC TS U %EBM L, KOFIEZFATLET,
a) AT 44— VROV —ERTN—TY v MEREFRRLT[Request] 7 U v 7 LET,
b)  [Request Information] ~4 > Tt ZBI L T [Next] 27 U v 7 LE T,
¢) Tenantname 7 ¢ —/L FiZ, xfJ5T 57 F v hDAFTIZ AT LET,
d RYFI—VIEPGH 7 14—/ NEAVERT % microsegment (uSeg) D4 HIZ AT L E T,
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B vecos corarsoesiF—savonm

2)

h)

)

)

k)

)

Domain Type K v 7 &7 UA Rinh, RAAL Y A4 TEERLET,
RKAALIDVS 74—/ KT, 227U » 27 LT Add . JEB your_apic > vCenters >
your_vcenter ., DVS %3N L £ 9 (Cisco AV F 721% Cisco ACI Virtual Edge VMM K X A
) VMM (Z uSeg Z BEST 1T 5 KA A

EncapMode Kr v 7& U X b 3R BE) . VLAN | £7201X VXLAN £—F
(mode) H1 7 AL L £,

GE) EncapMode 7 1 —/L KiX, VMM KA A % A 77 Cisco AV Z551Z D Fxiti
FA&iEd, F721F Cisco ACI Virtual Edge (B — /v AA v F 7)),

Subnet 7t — /L RIZ, =T =AIPT FLREY TRy b w272 A LET
(1.1.1.1/24)

TN~ a v BES 74—V FT, uSeg AT DROKEASLET, T4

L EOBBERLI T, A LEBEESIN— 2 TAr— T v R a2 LTT
ROPERRDO—HE LTHER SN T 7Y r—v a VOB FThHLERH Y £7 18

MELEEHFTF b A7 a,

7l 2. AR ETFF L R 3—2 | uSeg 28 VRF (22— 7 /etx1) D—E T % BD (21—

7 pd2) ICEESNETEES 22 ANTENE 50, BEGEHZOWTIE, kOEES

LTSS,

EEEE BD VRF

1 o — 7 /bdl 21— 7 Jetxl
2 o —7 /bd2 o —7 [etx1
3 21— 7 /bd3 21— 7 Jetxl1

@ EPGH R Fuy XU A R &R IELY NiE EPG O BEA2 A LE 3, =R
No Wi EPG D38 % Sl L 7= < 2206,

Cisco AV TWil EPG 70 Bfiid 47— h & TV E A F 7214 Cisco ACI Virtual Edge VLAN
E— K, DVSVXLAN &— RE721E Microsoft VMM R A A >y, TNHDOE— REZITR
A A VINEPG DS B & 58T 25413, A— b7 v v 7 SR REBICBE AN H
D ET,

lp&EE 77— 1T, 227V v 7 LT New L., IPEM(E/IZIP0EMN) 2 A LE
T, =R T LI, ROFIBNEHA I ET,

« BB 1P OSME (E721X 1P O M) D4R,
» Description— IP FEHED R T,
cIP—IPT7 RLALLT, TRLVAFZEY 73y bE2BEELET (2L 2T 1L
F 7213 1.1.1.0/30),
Mac & 7—7 VT, 227U v 27 LT New L. MAC &M (7215 MAC B 2 A
LET, = MY, ROFIBEHENET,
« ZHI : MAC &4 (£ 7213 MAC JBME) o4 #i,

. Cisco ACI {R28{L A K. 1) 1) —R 5.2(x)
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Ve IS5t ones 2 vi—vavotk [

+ Description— MAC JEYED G T,
*MAC—MACT KL AL LT, 7 RLRZRELET (72 & 2132 00:50:56:44:44:5D),
m VM&#H 7—7A T, #7Y v 27 LT New L, VMOZM (E721X VM EME) # AL
£, =RV LI, ROYIPEHSLET,
« Name— VM ZE¥%E (£ 7213 VM EME) 4 R1T,
+ Description— VM JEHED R T,

« Type— IROFIZIL, VAR —FSNTWDLREMEZ AT APIC TOZXDO~ v BT
BLOBIRAREINTWET, (MACEMEE IP ORMENH HESNAN 1 B L2 1%,

T, )
VRealize TM A A (APIC T A T (v v E Y |[BEIRL 1l
7 )
vnic VNic Dn 3 00:50:56:44:44:5 D
vim VM ID 4 vm 821
vmName VM Name 5 HR VDI VM1
hv A 7= 34 H 1D 6 RA S 43
domain VMM KA A~ 7 AVS-SJC-DC1
datacenter F— R — 8 DCI
ELW H A K NEME 9 SG_DMZ
guestOS F_L—F 4 AT |10 Windows 2008,

CHEF ROFBITZ, YR—FENTWABHEETLFDO~ v ¥ 7T APIC,

VRealize T:HHF [A~<XL—% APIC (T v E D)
equals Equals

contains Contains

starts With Starts With

endsWith Ends With

« AttributeName— B2 2 A1 LE1, VM OLEDFR T,  AttributeName (2D
wWHEINETS, ELWL BHEOX AT,

« VmmDomain_vC_VmName |: Z A 2O &@EH SN ETHN, VM OFKMETT—7 0
vnic , AXL—% EFLL . AT 5ERIT<VmmDomain>/<vC>/<VmName>
where <VmmDomain>(AV VMM R X 1 ) I L O<vC>(vCenter) = > k2 —F A A

Cisco ACI X184 K. 1) 1)—R 52(x) .
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B rrictovee IS5 TR 0e s AL T - 3 L ERORER

& AT JE L T</vC></VmmDomain></VmName></vC></VmmDomain>, 1
vmmdomainl/vcenterl/VM1,

Value— BHZ A 7OEEAT LET, EBMESY A 7OHIL., ERROZ A 7OFRIC
RENTWET,

n)  [Submit] 27 VU v 7 LE9,

RDBRY

APIC FOVPC 7T ThO~A 7 at S AT — g UNEROMEZR (198 X—) OFJELZ 5%
TLET,

APIC FD VPC 75 o ThO~A 7 atl AT —3 g MNEROFER

ATy T
ATy T2

ATvT3
ATv74
ATy T5
ATvT6

ATy FT17

ATy T8

Z Ok a Tk, Application Policy Infrastructure Controller © VPC 77 THO~ A 7 mnt /
AT = a ANEROBRE ROV TR L E T,

FIE

7 F > MIZ Cisco APIC & L Tr 74 > L, Tenants>your_tenant &R L FE 7,

[Navigation] ~~- > C, [Tenant] [your_tenant] > [Application Profiles] > [default] > [uSeg EPGS]
DNEIZ IR L E T,

uSeg EPGs <A T, 7'a/ T 4 ODFRPLER uSeg X7 NV7 Vw7 LET,
[Properties] <A > T, BRENELNI L 2R LTI ZEN,

[Navigation] ~*- > C, [Tenant] [your_tenant] > [Application Profiles] > [default] > [uSeg EPGs] >
[your_useg] > [Domains (VMsand Bare-Metals)] DJIEIZEIR L £,

WENER S, RAL T a7 7 AR
Vmware/vmmdomain_you_specifiedvmmdomain_you_specified T 5 Z & 2R L £ 7,

[Navigation] ~<4 >, [Tenant] [your_tenant] > [Networking] > [Bridge Domains] >
[corresponding_bd] > [Subnets] DJEIZER L £,

[Subnets] T, #8E L=V TRy b L7 4 7 ANFHETHZ L 2GR LET,

VPC 75 D~A 7t s AL NOY|E

ATy T
ATy T2

ORI varTiEH, A7k AL NOHIRFIECOWTEHBAL £,

FIE

vRealize Automation |27 > NEHIF L LCur /4 > LT Catalogz iR L 97,
[Navigation] X G, [Tenant VPC Plan] % 3R L £,

. Cisco ACI {R28{L A K. 1) 1) —R 5.2(x)
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vronesrvr—vavEnEs [

AT w73 DeeteaUseg Network - VPC Plan 3R L C, RO FINEIZHENFE T

a) A7 4=V RO =R TA—7Y o MERERRLT [Request] 27 U v 7 LET,

b) [Request Information] XA > TRt ZIEML T [Next] 7 U v 7 LE T,

¢) Tenantname” 4 — /L KT, 7 MABKILT A7 T Minn—RFRa—RFanTtnis
LEMRLET,

d) Network/EPG 7 4 —/L R C, Add #7 U > 7 L. your_apic> Tenants> your_tenant >
Useg-End-Point-Groups % JiBH L, uSeg EPG Z1ER L 7,

e) [Submit] #7 Vv 7 LET,

RDARY

APIC C"vA 7 a7 AT — a U HIBROHEGE (195 2—Y) OFNEEZE T LET,

AT AV T—a Vv EHEOEH
oIV arTiR BEOSA 7 a e S AT —Va v ERETAFEICOWTHRALE

ATy
ATy T2
ATvT3

B

FIE

vRealize Automation (27 7> MNEHF & L CTr /1 LT Catalog Z#R L £ 7,
navigation v/ 4 > K ¢, Tenant Network services Z 3R L ¥ 7,
[Useg BHEDEBMEFIFHIBR] 2R L, ROFIEEZFATLET,

a)
b)

c)

d)
e)

AT 4=V RO =R T N—T"1 v ME#HREZRRFLT[Request] &7 U v 7 LET,
[Request Information] XA > Tl & B L T [Next] 7 U v 27 LET,

[y bD—D/EPG] 7 4 —/L RC, [38MN] 7 U » 7 L. your_apic> Tenants>
your_tenant > Useg-End-Point-Groups % J&Bf L T uSeg EPG % %R L £ 7,

Tenant name 7 « —/L RiZ, xH&T 57> hOARTEZ AT LET,

IP M2 BN DA, [Ip&EEDEBM T—7 0T, [FRl 22V v 7 L, IPEHE (%
TAZIP D) 2 AN LET, = b TEIZ, ROVIBPEHINET,

« BB 1P OSME (E721X 1P O M) D4R,

« Description— IP ZEHEDFHIIA T,

cIP—IP7 RLALLT, TRVAFEEFV 7Ry bEHEELET (& xE 1111

F 7213 1.1.1.0/30),

MAC & %83 2354, [IMACEEDEM] 7—7 VT, [FiR] %227V v 27 L. MAC
G (FIEMACOREM) 2 AN LET, = b ZEIZ, ROFIDEHIhET,

« ZHI : MAC &4 (£ 7213 MAC B k) o4 wi,

+ Description— MAC FEHED R T,
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B < rotrros—vasmttoms

*MAC—MAC7T KL AL LT, 7 RLVAZRELET (72 & 21X00:50:56:44:44:5D),
g VM EHZEBENT 254, [VM £HEOEM] 7—7 1T, [FHf] 227V 27 L. VM4
 (EZ VM OEN) Z AN LET, = b TEIZ, ROFIBEHINET,
« Name— VM L (£ 7213 VM B) D4 RITTT,

« Type— ROERIZIF, VA= FSNTWDHEMEZ AT APIC TOZED~ v L T
BLOBIR/RENTWET, (MACJBIMEE IP ORMENH D ESEIEN 1 B8 L2 1%,

ThTh, )
vRealize T # A |APIC TD 2 A T (¥ v EY | BB £l
7 7)
vnic VNic Dn 3 00:50:56:44:44:5 D
vm VM ID 4 vm 821
vmName VM Name 5 HR VDI VMI
hv INA =34 ID 6 ARA 43
domain VMM KA A v 7 AVS-SJC-DC1
datacenter F— R — 8 DCI
ELW B AL Ng M 9 SG DMZ
guestOS F_X—F 4 7 AT |10 Windows 2008,

CGEEF ROET, YR—FENTWAHEEATEZD~ v B 7T APIC,

VRealize TEHF [ARL—% APIC (T v E VD)
equals Equals

contains Contains

startsWith Starts With

endsWith Ends With

« AttributeName— B4 2 A L E9, VM OKEDOFRO AttributeName 13,
customLabel EMEZ A FICO LA S NET,

Value— BHZ A 7OEEATT LET, EBMESY A 7OHIL, ERROZ A 7OFRIZ
REINTWET,

« VmmDomain_vC_VmName— VM O &0 K Tid, ZHitvnic ¥ 1 7, equalsiEi
FIZoAHEA S NET, AAERIL <VmmDomain>/<vC>/<VmName> T, Z Z T
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APIC TORA o OEs A v7—yavEtoEHeERT 5 [

<VmmDomain> (AVS VMM R X A ) & <vC> (vCenter) [F=2 > b —F DA L A X
VAIZE L ET, Bl : vmmdomainl/vcenterl/VMI,

h)y  BEFOIP &£hZ2ENT 2546, [IPEEDHEIBR 7—7 LT, (Rl 22V v 7 L, Hl
9% IP &tk (721X 1P DJgtk) 42 AL ET,

i) WEA7-D MAC M2 HIBRT 534, [MAC £HDHIBR] 7 —7 LT, [FifRl 22V v 7o
L. HIBEd 5 MAC & (F7213 MAC DJEM) O&4RTE AT LET,

i) BEFEO VM & EHIBRT 2546, [VM £50H8IRR] 7—7 AT, iRl 22U v 7 L,
B9 %5 VM & (£7212 VM EgME) o&4RTE A LET,

k) [Submit] 7V v LET,

RDARY
APICTO~A /a7 AT —ya VEghoWHzmRd s 2012—) OFEEZET LE
7,

APIC TORA VO T AVTF—La VvEBHDEHZHERT S

IOk arTiE, vA 7 mv s AT — 3 VEMD Application Policy Infrastructure
Controller FTHHT SN Z & AR T 2 EICOW T LE T,

FIE

ATYF1 752 MZCiscoAPIC & LTrZ A > L, Tenants>your_tenant 3R L 7,

AT w72 [Navigation] ~+ > C, [Tenant] [your_tenant] > [Application Profiles] > [default] > [uSeg EPGs]
DNEIZ IR L F 5,

AT Y T3 USegEPGS XA T, 70T 4 DFRNPLERuSeg X T N7 U v 7 LET,
AT w74 Properties~{1 > T, uSegAttributes 7 f —/L ROBMENETH SN2 L 2R L ET,

Cisco AVS F 7= (X Cisco ACI Virtual Edge VMM KX f > & Ao AT A TF—a D OBEEMITEEHT S

ZDO® 7 v aTlE, Cisco AVS F721% Cisco ACI Virtual Edge VMM R A A ZBEAF T S
TWb wA /a7 AT —ra B EHT 5 HFECONTHALET,

FIE

AT w71 vRealize Automation |27 > MEFIF L L Cr /4 LT Catalog &R L £,

AT w72 navigation 7 1 > K7 ¢, Tenant Network services & 3R L £,

AT w73 Update Tenant Network Z3ER L, O FIAZETLET,
a) A7 44—V KOV —bR TN —7V 2 MEFRZFRRLT[Request] 27 Vv 27 LET,
b) Request Information <+ > TR ZEML T, Next 27 U v 27 LET,

Cisco ACI X184 K. 1) 1)—R 52(x) .
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. APIC £ Cisco AVS F 1= Cisco ACI Virtual Edge VMM KA o VTR AV Q&5 AV FEEDITOREHEZHRT S

¢) Tenantname 7 4 —/L NI, X257 bOA4ARTZ AT LET,

d) Network/EPG 7 ¢ —/L R C, Add %34 L, your_apic> Tenants> your_tenant >
Useg-End-Point-Groups % Ji£BH L, uSeg EPG Z 1% L 7,

e) DomainType ke w 77Xy UR LG, RAAL L XA T %R ET, CiscoAVS F7=
I% Cisco ACI Virtual Edge VMM R X A > D5 KA A Z A 7/ VmmDomain (Dynamic
Binding) T,

f) Domain/DVS 7 1t —/L RC, Add %7 VY » 7 L. your_apic> vCenters> your_vcenter % i
B L. DVS (Cisco AVS F 72 1% Cisco ACI Virtual Edge VMM R 2 A ) Zi&R L T, uSeg %
VMM R A A BRI T 9,

g) encapMode kv v 7 X7 U A R, Auto, VLAN, F72IXVXLAN %4 7V LE—
RELUTEIRLET,

GE) encapMode 7 1« —/V Ki&, EPG % Cisco AVS ® VMM R % A > % 721 Cisco
ACI Virtual Edge (2 — 1)V AA v F 2 7y 2 A TIZBEAHT 2 5A 12O R, i
MAEnES, BEEfFIIROFIETEITLETS,
h) Operation K2 v 77X U X ~hvb add Zi& R LT, v 7 v& 7 A k% Cisco AVS
F 721 Cisco ACI Virtual Edge N A A NZBHE#ATT £ 77, delete ZEIRL T, v~ 7wk

A k% Cisco AVS % 721% Cisco ACI Virtual Edge VMM R A A > & O BEEAF 1T 2> B % fif b
LET,

i) [Submit] 27 Vv 7 LET,

RDZRY
APIC £ Cisco AVS & 721 Cisco ACI Virtual Edge VMM KA A > ChO~<A 7 ut s x> M4
HSTOREHEMHERTD (202 2—) OFIEEZET LET,

APIC £ ) Cisco AVS F 7=1d Cisco ACI Virtual Edge VMM KA A VO TOR AV OET A2 FEEDITORHEHRT S

ZDE Y aTiL Cisco APIC TP > A =zd AVS F 7213 Cisco ACI Virtual Edge VMM K 2
A DA 7t Ay NEEMTOEH AR T S HFIEIC O TR LET,

FIE

ATy F1 7F 2 hELTCiscoAPICIZR 7 A L, [TFH 2 b (Tenants) |> [your_tenant] %8R L &
—é‘O

ATV T2 FEHF—2ar [T, [TF2 b (Tenant) J[your_tenant] >[7 74— 3> JOJy
4 JL (Application Profiles) 1>[T Z#JL b (default) ]>[uSeg EPGS] > [your_useg] >[ K4 4
Y (VM 8LUART A4 )L (Domains(VMsand Bare-Metals)) ) %R L %9,

ATY T3 VMM RAA OBE#EM TN ELWNI & 2R LET,

. Cisco ACI {R28{L A K. 1) 1) —R 5.2(x)
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TLY IN—TY L rEEALELNMOERE Ry kT—s~0iEE ]

ROV ITN—TY) U b EFERALBEVWVM DOERE R Y D —0 ~D T

ATy T
ATvT2

ATv73
ATvT4

ATy TH

TR, v IIA—TY v M EREHETICe (VM) BRERR LRy R U — 2\ CHEE T
DHEEHRALET,

FIE

vSphere Web 7 7 A 7>k GULIZw 71 L, [Networking] 7 A =2 > Z &I L 7,

WIZ 7 4> R, [vCenter_IP/Host] > [Datacenter] > [Unmanaged] DJEIZEIN L, ACI % v
NU— 7 T AR~ o RBRIR L T,

[Summary] ~XA > ® [VM Hardware] = 7 > 3 > C, [Edit Settings] #7 V v 7 LE7,

[Edit Settings] A4 72 7Ry 7 AT, ACl Xy NI =27l Dy NU—2 T XS Z %
BIRLT, Fry 7 X0 URARPLIERLTEAR— b 2 —7 28RN ET,
(green|defaultjweb-hosts-vpc (green))

[OK] %7 Vw7 LET,

ZOVM TACI Ay NT—F U T EFIHTE L X010 LI,

A—KN\SHYDTFHFUR XY FT—O9ADEMIZDNT

IITIEH, e R RS B—ERETFTF L Xy U —2 (APIC ® EPG) 2B+ 5F
EIZSOWTHHLEST, 20V U —2ATlE, a— R NRToY0F7I7 0 ohzdR—FLE
T, %DV U —ZTIL, VPC FI7 o nHR—FEnET,

TDTTTIE, B— R AT U E tn-common i EATHZ LT, HEA LU T T AT I Fy
AL TVRABLOAPIC TF > MIHEET VAR L E9,

Cisco ACI X184 K. 1) 1)—R 52(x) .
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O—RFNASUYDTFU R Ry RT—=9~ADEBMIZDNT

M:EFETSY . A— KNS UHOBE

Tenant-Common

VRF-default
A 1.
BD-default < .

l |

VIP VM
subnet || subnet Tenant-Green

L3 Out
default

Client
subnet

(Shared infra provides)
-LB

- FW/NAT/VPN wBb App

- External connectivity

500017

K12:VPC TS5 > . A— K NS Y DH

Tenant-Common Tenant-Green
VRF-default VRF-c1
t i
BD-default BD-b1
l t
VIP VM
subnet subnet

L3 Qut
vpcDefault

ﬂ

Client
subnet

Web App

500557

. Cisco ACI {R#81L HH 4 K. 1) 1J—X 52(x)
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onzstarc [

DERTEEH APIC
Z 2 TIE, APIC O TEEIFITO W T L ET,
cAPICEHEICL T, 0= FAR_RT U T DT AL ARy =N T v 7 ua— RENHNHE
N ET,

e O — R NRTZUTDT AR 7T AZN, APIC BEHEIZ L > T th-common (FF 2k Tk
W) CERESNAZLENRDHY £3, Cirix BXOFS X, 2— K NI P THR—F X
NTWVWBERHZ—TF,

Citrix BEXOF 0F 7T ou— R RS o3 H—v 2 V57 57— k3, APIC
FHHIZ K o T tn-common TIER S NDMENH D F3

VIP 7—)LDIEN
ZZ T, VIP 7=V EBIT B HFEICHOW T L ET,

4O SRS

VRATF v bR v— R AXT % = 2EFHAT 5120, FAIZ vRA BHEEE N EHE B #
gz ®» [VIP 7—/L08M] —ERX 70— hEEHALT, vRATF > FZLiIofkfd
IP /= VEERTHLERH Y 7,

7= & 21X Tenant-Red D4, VIP 7' —/11%6.1.1.1 ~6.1.1.30 T, Tenant-Green D& . VIP 7' —
L 6.1.2.1 ~ 6.1.2.30 T,

\)

GE) VIP A — i, TFH> bk 458 OBD [F 740 N TEREINTWAY TRy FD1OT
HDHVENRH Y F9,

FIE

AT 71 vRealize Automation |ZEHE & LCr /1 > L, [Catalog] > [Admin Services] DJIEIZER L £
7

AT 72 AddVIPPool ZER L T, WOFIAEZFAT L ET:
a) Tenant 7 4 —/V RiZ, 7F > MaEATILET,
b) VIPaddressstart 7 ¢ —/L RiZ, VIP DT RL A& A LET,
¢) VIPAddressEnd 7 4 —/L KiZ, VIPDETT KL 2&E2 AN LET,
d) Internal VIP for Inter-EPG in VPC plan 7 ¢ —/L R C. [Yes] £721% [No] Z &R L £,
e) [F(5 (Submit) 1%27 U7 LET,

VIP 7— LD HIB&
ZZTiX, VIP 7 — /L OHBIBRFEIC DWW T L £,

Cisco ACI X184 K. 1) 1)—R 52(x) .
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B s575 o7+ kv ro—vA0n—F A5 v H90Em

ZOTN—FY 2 hTIEH, T PTHESNDGTRTOr— R RT U =252k L
721%12, VIP 7— L ORER I ) — T v THITOET,

FIE

AT 71 vRealize Automation |2 FE & LCTr /1 > L, [Catalog] > [Admin Services] DJIEIZERN L £
D

ATv T2 BR VIP T—ILOHEIRR . ROT 7 v a VEHAZFEITLET,
a) TFURM 74—ART, 22Uy LT Add . BB your apic > TFUk L. 75

v hEERL £,

b) VIPaddressstart 7 ¢ —/L KiZ, VIP OB#ET KL 2 &2 AN LET,
¢) VIPAddressEnd 7 4 —/L FiZ, VIP D& T7 FL A& AN LET,
d) Internal VIP for Inter-EPG in VPC plan 7 ¢ —/L K C, [Yes] £721% [No] Z &R L 7,
e) [XfE (Submit) 1#7V v 7 LET,

HETSUTOTFU R Ry bIT—A0O— K /N\SUHMEM

VRAT > MITFHY bRy hU—2ia— K A"Z 2% (LB) #BINTEEd, LERNT
A=K, Fv hT—=T4, LBT A A I TAX LBV RKRA b (Fabhai, K—
r) . XX — 24T BLO=arva2a—~<EPG F72E L3out T, ZDOTUV—7 7 a—0D—
HMELT, 7u X/ H—EPGL L CERLET STV P Xy NU—7 2O T _RCOMERH—
ERATTTAAZRAEEK) (BX 2T 0 RYv—) BDERESNET, ZOr— KT
VARBRESINT - RARA v O avva—=E, Ty MEREO Lot THHZ EH, T
T NIRRT ARDOT T N Ry NU—=IThHHZEbH ET,

FIE

AT 71 vRealize Automation [ZEHE & L Cr /1 > L, [Catalog] > [Tenant Shared Plan] DJIEIZEER
LET,

AT 72 [Add Load Balancer to Tenant Network - Shared Plan] 23R L. [Request] Z7 UV v 7 L £,
ATV T3 74—V RICREREREATILET,
ATw T4 [%E (Submit) 1227V v LET,

VRC TS VTODTFUMFRY RT—IADA—F /N5 H0EM

T, VPC T TOTF U N Ry MU =T~ — K RT Y OBEIMGEICOWTH
L9,

. Cisco ACI {R28{L A K. 1) 1) —R 5.2(x)
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HETSLTOTFY bk wy ko—shon0—FA5o40dk [

\)

(G¥)  VPC 77> Ti, EPGElor— K NT U HEFHdR— S TnEthA, VU —2122x) T
X, L3out & 1@ (Web) filon— K NT P oLz FR—FLTWVET,

FIE

AT w71 vRealize Automation |[ZEFFEH & L Cr /4 > L, [Catalog] > [Tenant VPC Plan] ®JIEIZiER L
£75

AT 72 [Add Load Balancer to Tenant Network - VPC Plan] % 3%4R L. [Request] Z7 U v 7 L £,
ATV T3 74—V RICRERIEREATILET,
ATw T4 [%E (Submit) 1227V v LET,

HETSUTOTFU bRy bT—=9Mh50OA— K /N5 UHOHIER
WEDOTF v N Fy NI =7z RRA v s I —Tpba— KT 44 —E 2 (bport,
Ib-protocol) ZHIBRTZ £9,

FIE

AT 71 vRealize Automation (ZEFHEFH & L Cr /1 > L, [Catalog] > [Tenant Shared Plan] DJIEIZEE4R
LET,

AT 72 [Delete Load Balancer to Tenant Network - Shared Plan] %33R L, [Request] #7 U v 7 L7,
RATYT3 74—V FICUEREREANLET,
ATy T4 [F (Submit) 127V v 7 LET,

VPC 7S5 oTODTFU bRy b= 00— kK /NS UHDHIE
WEDOTF v N Fy hT—=7R0xy RRA v s I —Tpba— R AT 44 —E 2 (bport,
Ib-protocol) ZHIBRTZ £7,

FIE

AT w71 vRealize Automation |[ZEFEH & LTr 7 4 > L, [Catalog] > [Tenant VPC Plan] DJIEIZiER L
£7.

AT 72 [Delete Load Balancer to Tenant Network - VPC Plan] % 4R L, [Request] #727 U v 27 L £,
ATYT3 74— NICREREREATILET,

Cisco ACI X184 K. 1) 1)—R 52(x) .
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. T7AT 04— ILDRE

ATy T4 [EE (Submit) 1227V v 7 LET,

274 T I+ —ILDHRE
ZIZ T, 7F ¥ b *y FU—7 (Application Policy Infrastructure Controller x> K74 > k
TN—"T) ZT7 7 AT Ut —/b B —ERZBMT 2 FIRZOWTEHH L ET,

BEEISY BRIFATI+—LOHOBE

Tenant-Common Tenant-Common
VRF-outside < | »  VRF-default
A ; f
BD_outside E BD_default |«
§ t
VIP |[L3 Out| | || L3 Out VM
subnet || FW ! int subnet

Sec@

Palicy

L3 Out
default

)

CE)  VPCTZoTRELT 7 AT V4 —NEAY—e2FHR—- & THWEEA, VPCT T
TiE. EPGHDT7 7 A T U 4=V =B RZRET HIENTEET,

HETSUTOTFUORRYNT—=IADT7AT 24 —ILDEM

BMEOTF v h Xy NI =2 F3n s RRA Vs IN—F T 7 AT I+ — L HBINTE
¥, 77 ATUF =Dy a—<E, BDOVRF (=& zxiE 148 @ VRF) TLA ¥
3ANEREGEAR U — 2R TE L CBLMENLY £7°,

FIE

AT 71 vRealize Automation (ZEFHEFH & L Cr /4 > L, [Catalog] > [Tenant Shared Plan] DJIEIZ#&4R
LT,
AT w72 [Add FW to Tenant Network - Shared Plan] %2 3%#R L, [Request] #7 V v 7 L £,

. Cisco ACI {R28{L A K. 1) 1) —R 5.2(x)
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ATvT3
RTv74

HETSLTOTFU bk Ry bI—o0607 7479+ —L0HE [

74—V RICRBEREREA L ET,
[iX(& (Submit) 1 %27V v 7 L%,

HETSUOTOTFUMRY NTI—=ODDT 747 24— ILOHI

ATy T

ATy T2
ATvT3
ATy T4

MEFEOTF U N Xy =R RRA L b TNN—T N7 7 AT U —LEHIRTE E
—§_‘O

FIE

vRealize Automation |ZFEE# & LT /1 > L, [Catalog] > [Tenant Shared Plan] D JIEIZ 541
LET,

[Delete FW from Tenant Network - Shared Plan] 238 L, [Request] %7 U v 7 LE£7,
74—V FICRBERIGREATTLET,
[3EF (Submit) 127V v 7 LET,

TJ7A4T794—)ILEA—RKR NS OHDETE

ZIZTIX, 7 b &y U —7 (Application Policy Infrastructure Controller ® > K7vA > k
TN—T) 77 AT U —NBIRr— K N7 % —E 228007 2 FINRIZ OV TR
LET,

IOTTUTEH, 77AT7 Ur—bbma— RN T 2% (6] 7F 0 MIEAS
., E£HA 7T ARNT 7 F ¥ #fEHT 5 vRealize Automation (VRA) 3L NAPIC 77 b
DIEEET NV ER L 77,

Cisco ACI X184 K. 1) 1)—R 52(x) .
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B 2575 o7+ bRy b7—0A0T74 794 —LED—F A5 L H0EM

MWHRETSY : T74T7 04— 00— FNTUHOBE

Tenant-Common ; Tenant-Common
VRF-outside ; VRF-default
f ; f
BD_outside > BD_default |«
: : | :
VIP ; VM
subnet i i subnet
Y

L3 Out
default

Security
Palicy

Web App DB

Fi Il
o _Tenant-Green

500020

g

B15:VPCTS5>  BRIFATo+r—IEO—R NS Y

Tenant-Common ; ) Tenant-Green

. | wRF- |

VRF-outside || default i VRF-c1

[y 1. Y C T . T

BD_outside P || BB
} consumer :
f | i
VIP ([L30ut| ! |L30ut| |
subnet|| FW Lint :

L3 Out
detault

Web App DB

Firewall

HETSUTODTFUORRY RT=IADTF7ATI+—)LEO— R NTUHOEM

T7AT U= NBLOe— KT o —REFHT LS, (KEIPT RLA 77— %
T MIEBENT20ERH D £97,

VIP 7—/L BN (205 ~—) 2R LT ZEW,

. Cisco ACI {R#81L HH 4 K. 1) 1J—X 52(x)
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ATy T

ATy T2
ATv73
ATv74

VPC TS TOTF Yk Ry hT—9~ADT 74 74— en—kn5vynin [

Tr7AT U=t — R NXTZU9E, BfEOTF > b Xy U =2 F7213 o RARA b
TN—FIBINTEET, 77 AT 94 —LDa v a—<it. (455 VRF T L3 out #55
RV —%RETIHIDLENDH Y F7,

1R BRI

T3 AT U= NBLIOa—RKA_XT oY = RAEBEATHINE, 77 AT Ur—En—
RS YO FIZHONWT, b—E2OBZNHI-Z SN TWALERHY F4,

FIE

vRealize Automation |ZFEEH & LT /1 > L, [Catalog] > [Tenant Shared Plan] D JIEIZE&4R
L\i‘a—(}

[Add FW and LB to Tenant Network - Shared Plan] % #&4R L, [Request] %7 V v 27 LE7,
74—V FICRBERIGEREATILET,
[1=F (Submit) 127 Vv 7 LET,

VRC TS VTDTFU R RY RIT—IADT7AT24+—I)LEB—F /NS Y DEM

2T, VPC I DT F U R Ry NI = ~DT AT U —)La— R AT HmiB
MFEICHOWNTHBALET,

\}

GE) T AT OFr—tuau— K749 (ILB) OU—7 70 —%2F(T+57-N2, LBOANEHL v
70X Tdefault] D7V v KA A (BD) ¥ LFET, BEEILFIZ, tn-common D FIZH
5 F730 1) OBDHNIZTZ 7 AT U —/LONEL v 7 E#RETILERHY T, Zh
WZEoT, 7747 Ur—eua— AT HOmMAERFEUBDEZET LR, T 74>
ZITHErans Z &< ind X Hiceh £,
FE
AT 71 vRealize Automation |25 & L CTr /1 > L, [Catalog] > [Tenant VPC Plan] DJIEIZEIR L

ATy T2
ATvT3
ATy T4

£

[Add FW and LB to Tenant Network - VPC Plan] #33&R L, [Request] #7 V v 7 LE T,
T A= RICRERMEFRE AT LET,

[ (Submit) 1 %7V v 7 LET,

Cisco ACI X184 K. 1) 1)—R 52(x) .
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B a2575 o7+ b2y kT—08 20T 74 Tor—ILEO—F A5 U HDHIR

HETSUTOTFUORRY RNT—=IDLDT7ATI+—ILEO— R NT UHDOHIBR

FIE

AT w71 vRealize Automation (2 HH & LT/ A > L, [Catalog] > [Tenant Shared Plan] DJIEIZiE&R
Li‘é—c

AT w72 [Delete FW and LB from Tenant Network - Shared Plan] % 3#R L, [Request] =7 U v 7 L £,
ATV T3 74—V RICRERFREATLET,
ATy T4 [EE (Submit) 1227V v LET,

VRC TS5 VTODTFHFU MRy RI—I DD T 7AT24+—)LEB—F NS Y DHIE

FIE

AT 71 vRealize Automation (2 H## & L Cr /1 > L, [Catalog] > [Tenant VPC Plan] DJIEIZEIR L
\i —a—O

AT 72 [Delete FW and LB from Tenant Network - VPC Plan] % #84R L, [Request] #7 U v 7 L7,
ATYT3 74—V NICREREREATILET,
ATy T4 [%E (Submit) 1227V v LET,

EPGREID T 74 704+ —ILDEKRTE
IOk varTiE, TN Ry N (T = a s RV~ AT TANTY
Fx arbe—90T L RKRA L b A=K LTEPGE 7 7 AT Vg —/L h—E X%
RET DB ONTHH LET,

. Cisco ACI {R28{L A K. 1) 1) —R 5.2(x)
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WC TS DTF bk dy kT—512774 794 —L%EmT 2 [

16:VPC 75 > -EPGRE D FW

Tenant-Common Tenant Green
al CTX_out ] CTX_in
| BD-vpcDefault] | bd1 ‘ bd2 I bd3

VPC TS5 oDTFHFU bRy R I—=DI27 747 94— ILEEMT S

ATy T

ATvT2
ATv73
ATy T4

ok arTE, I AT U NERFEOT T Ry Y= T RARA b
7 NV—"7" (EPG) IZIBIMT 5 HIEICOW T LE T, 7 h&BIN7T % & Zi2iE, [Enable
Inter-EPG Firewall] % [yes] ICEXE L, 77V r—va v CHEHTBOKERET HLEND
VET, Xy NU—Z(EPG)ERET DL EIFORERET DLERHY ET, ZDOTFY
AT, 77A T VA X, T a3 X —EPG & v 2—~ EPG ORIIEHE I NET,

FIE

vRealize Automation {[ZEFFIH & LCTr /4 > L, Catalog>Tenant VPCPlaniza 71 > L&
7

Add FW to Tenant Network - VPC Plan #i#{R L, Request %7 U v 27 L£7,

T A= FICRE R AT LET,

[#E (Submit) 1%&27 U v 27 LET,

VRCTSoDTF U bRy RT—=ODBTF7AT IO+ —ILEREIRT S

ToOvIvarTER T AT U NERFEOT T R Ry U= EE L FRA VB
7 Vv—"7" (EPG) 1 LHIBRT 5 I W TR L7,

Cisco ACI X184 K. 1) 1)—R 52(x) .
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B rsusxoro—so8—%9r7ouR0ER

ATy

FIE

vRealize Automation [ZEFHE L LTr /A L, [AFBY]>[TF> FVPC T3] DIEIZE
WL ET,

ATYT2 [TFUoR RV ET—OH 5L FW %HIRT 5 -VPC TS0 #3IRL, [ER]| 227V v/ LE

D

ATY T3 74—V NITHEREREATLET,
ATy T4 [EE (Submit) 1227V v LET,

NBWBRY ET—T A3 —3y b THOEADES

ATy T

ATvT72
ATv73
ATv74
ATvTH
ATvT6

T AL A3 (L3) Ry MU= AU —Fy N TR BT B kA
L/i—a—o

IR BRI
L3R U HMEEOL I ZBIR TE E T,
AR L3 AR Y v— A AKX 2 ADLREIE [L30utName|InstP] (2T D LR H Y £,

FIE

vRealize Automation {Z7 > F & LTr /1 > L, [Catalog] >[Tenant Network Service] DJIEIZ
BWINLFE T,

[Attach or Detach L3 external connectivity to Network] % i8R L £ 3,

[Request] 2R L £ 7,

[Request Information] % 7 C, ZROFHEZ AT LET,

[Next] 23R L £,

[Step] # 7 T, ROEEEZFEITLET,

a) [Rule Entry List] 7 4 —/V RIZfEZ AJIL, [Savel 27 U v 7 LET,
WDOFRIL, ENL—n = N DEEZRLTWVET,

L—ILITU Y YRk =}
dstFormPort 7T
« RIETE
e 1 ~ 65535

. Cisco ACI {R28{L A K. 1) 1) —R 5.2(x)
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APIC T2 YT BLUBHKY L —5HRT 2 APC [

JI—ILITURY YR+ &

dstToPort « IS5y
o RfEE

* 1~ 65535

protocol * icmp

* icmpvo
. tcp

* udp

7Ty

etherType « [P

« TARPJ

b) [L3outPolicy] 7 4+ —/V RT[Add| %7 U v 27 LT, @7+ D L3RR Y o — %K
KLUBRLEST, (T7H11H)

c) [Network/EPGName] 7 4 —/L RTC[Add] %7 V v 7 LT, @7+ bRy hY—7/EPG
B LUBIRLET, (Web A A H)

d) [EPG/Network plan type] 7 4 —/L R C[Add] %2 V v 7 LT, @7 F > hDOXy hU—
7 [EPG Z B LR LE T,  (Web A 1)

e) [Operation] 7 4 —/L RC[Add] %7 Vv 27 LT, LAY 3HhEEBMLET,

AT T BEREMET HIT1E, [Requests] ¥ 7 2 #INL £,

a) EEL7CERAZEIRL, [view details] 27 U v 27 LET, AT —H A7) [Succesful] TH 5
LB LET

APICTEFx Y T1ABLUIIRY —%HZRT 5 APIC

ZTIZTIE, APIC TEF 2T 4 BLIURL A ¥ 3 (L3) RN v—%ERT L HEICOWVTHRHA
L/i‘j—o

FIE

AFvF1 Cisco APIC~TF o hELTuasl A LT, TFUh > —BMG 22K ET,

ATwF2 FeSr—var v RUT, [Tenant Common] > [Networking] >[Security Policies] > [Contr acts]
DNEIZ B L £,

a) [Contracts] D FIZHR A NI T, ¥EfLIED end user_tenant name-L3ext_ctrct_network_name
LDFLWEKINH Y £3,  (green-L3ext_ctret_web-hosts)

Cisco ACI X184 K. 1) 1)—R 52(x) .
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B o ro—vorsrorn

ATvT3

ATv74
ATvT5

b) end user_tenant name-L3ext ctrct network name % JEBA L =37,  (green-L3ext ctrct web-hosts)
¢) end user_tenantname-L3ext _ctrct network name % /2B L £3°,  (green-L3ext_ctrct_web-hosts)
d) [Property] ~XA > O [Filter] 7 4 —/V KT, 74 VX %7 v 7 LET,
(green-L3ext_filt web-hosts)
e) [Properties] A > T, 7 4 /LZ M vRealize IC~¥ v BV 7 ENTND I LR TE 7,
FTEsr— 3 v KT, [Tenant Common] > [Networking] > [External Routed Networ ks] >
[default] > [Networks] > [defaultlnstP] DAL R L £ 7,
a) [Properties] ~~1 > ® [Provided Contracts] 7 4 —/L F{Z, end_user_tenant
name-L3ext_ctrct_network_name 73 R SAL TV E T, (green-L3ext filt web-hosts)
b) [Consumed Contracts] 7 4 —/L NiZ, end_user_tenant name-L3ext_ctrct_network/EPG_name 73
FRIFNTWET,  (green-L3ext_filt web-hosts)

A= =2 — /N—"C, [TENANTS] > [your_tenant] DJIEIZEIN L £,

FES—ar v RUT, [Tenant your_tenant] > [Application Profile] > [default] >
[Application EPGs] > [EPG web-hosts] > [Contracts] DJIEIZEE L 97,

a) [Contracts] 4 »C, B LI OVHE SNOZKINTFET HZ L 2l T £,

v b7 —0 DEFEEOHESR

ZITHEH, Ry VU7 O R R T D FIEICOWTHBAL £,

FIE

I~y (WebARAR) v AL, a~vy R4 b VM % ping LET,

TFIVr—2avDBALF)F

WROEIZ, VR—FSNDEATT VA ZRLET,

BAYTFTIF FiEA

Web > L 3out X2 V7 4 RV — (IF 75/ 1] VRF
TRRESINT- L3out) ZH L T INT-
Web &5 L3 AR U o —

Web > 77 A 774+ —)L > L 3out WebE & 7747 74—/ L0 L3out ( M4+
¥ VRF TERE SN 7= L3out)

Web > O0— K /N5 >4 > L 3out Web J& & L3out ( 4N VRF TiREI 7z
L3out) ([ZEEFESN/= a— K XZ 4
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BAYTFTUF B

Web>HO—F NS UHELUVT 747 T4+— | Web B E L3out ( 4] THREIN-
JL > L 3out L3out) IZEfiSNiza— RN XT oYL T7 574
T F—)L P—r 2

IV =3z >Web Tk a TR - LTSRS,
TV r—va UED D Web B

Application > Web X2 VT4 R —2 AL TR Sz,
T B R=ABNELT ) r—a E

Application > L oad Balancer > Web O— RN Y EFERLET S r—vay
BB WebJE, Webf@no 7 7Y r—y 3
JE~D T 740 71F, =R NT RSN
*7,

FIUr—30>T7A4F7 94— IL>Web | o— R XSS 5FEHLET S r— g
JE )5 Web J&,

2 NVFTF Y FMRETIL, P —EREADKEIZW L ONOHIRRH Y 9, FEHEE. 20
HAZBWCT U =g UBERIIO (Web) BT, 7747 U4 — VP —EXEHEHTD
M, B—RKNRNTUHDORDY—ERAEEHTENERETILERSHD 7,

WROFIZ, AT T THR—FSNLP—ERAOMAEDEERLET,

ER%4 7 |FW+LB> LB @ &> L3out | FW > L3out EPG 5l LB | EPG fE10) FW
L3out

T77AT (A ELA (A PSP
7 g — LD
FET7 A
Tk
o— R RZ

.H-

n—R/N7 =4 EA
DI

< VF T FOFEIE, FT T MCEHOYV—E AT A A2 FHTIHLERH Y 9,

J0/NT 4 JIL—TIZDU\T
TanRT 4 T—T%, R D A X <A RERRMET 5D vRealize Automation (VRA) =
VART I NTY, TunRT g IA—TEFEMATEHE, VRAIIMB~ DT A T A T
DIETE S 77 BEPE T vRealize Orchestration (VRO) OV — 27 7o —ZIEONH$ Z LN TE £,

Z DR~ v U JEIEREREIL. Application Policy Infrastructure Controller (APIC) vRealize |2 K -
T, APICVRA V—7 7a—OMORH L & APIC R Y U — O EICHERA I E T,
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B v—cxor—7usrizonc

APICvVRealize 1%, D7 7V rr—ya VEALF VA EZYR—MLET, BEBET 7V r—
TarTiE, APICYF 2T 4 KU v—, a—RAR_XFo uF . FHET7 7 AT T4 —/b
P —ERAEZKEOMIZHATEET, Zid, ROFIETERINET,

1. 7anxs g ZA—7 %17 521X, Configure Property Group # # 1 7 THH (Admin
Services h ¥ u 7/ N) #FATLET,

2. TanRT 4 TN—TE AL A RXTBHITIE, Security Policy, Load Balancer, 3L
Firewall # 7 & i L &4

3. vRealize @ Infrastructure> Blueprints> Single Machine Blueprint L' ~~/L C, Bi—< 1 D
TN—=TV o "NDTaRT 4 TN—T NI LET,

H—EX TIL—TY 2 MIDT

ZITHE P—ERXTA—=TF Y MZOWTHHALET,
VRealize IZ1E2 2y FOTA—=F VU ERHY ET, 1 DI~y TA—FV T, VMO
AVA =N, By FT T BROACCORENTY, *y M=% T U= T0—0D
vV TN—=TY U N EREND, BT Y r—vary U—su— RERIIERET
Vr—varV—rn—ReEBT 57200~ v BIOER~ o OT7 =71 v FR
FELET,
BEU—7 7n— .

« APIC /N> RILVOPERK

* VMM R A A DIERK

« TF v FOVERL

« RO T Ry FOERK

LAV A4~T DT NAZADREH
TN U= T7a—

* EPG D1ERK

e a2 N7 7 FOER

« a7 7 FORE

e 77 MO

« L30ut Ofifi

LAY A4~T DT NA A
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vRealize % v k7—% F0 77 4 L0 pAm) [

vRealize *v F7—9 O 774 )LED#HE (IPAM)

ATy T

ATy T2

ATy T3

ATy T4

vRealize IP 7 F L 2 H# (IPAM) TiX, *v NUV—7 a7y A LVOEEFEH LT, 7 L
ADT—=)E 1 OUEDOR Yy hT—=2 1280 YCTES, Xy NT—2 T 77 A )LE@ED
vRealize * v N —27 LRIUHETACIR—ZADRy N —Z 12BN B TAHZ LN TEXFEL,

vRealize IPAM & AT 2121k, ROFNEEZFEITLET,

FIE

TV oY RAAL~OYT Xy MBRHLZ L &R LET,

(T MRBOT) VD RASAVOY Ty FOEBMFELFTHIBR 2L TIEI 0,
Xy NU—7 Ta 7y A VEERLET,

Xy NU—2 707 7 A VOERIZONTIE, VMware D R¥ 2 A > hESH LT ZE0,
X, TA—T YR TEH LRy YT ZERT HNE I NI Lo TR £7,
K DTN—=T IV MIECFRy b =27 AT 25815, ROFIEEZFETLET,

vCenter D THKITEPG(F >y N —7 NV ZH L, Ry NU—27 T 77 A VEZHITED Y
Tiﬁ‘o

a) vCenter C, [Infrastructure] > [Reservations] |28 L £,

b) [Your Reservation] & RO CTED LI — Y VEES, [Edit] 27 Vv 7 LET,

¢) [Network] >[Find desired Network Path (EPG)] iZEEI L., Ky 7 XU URA RNhE Ry
NT—2 a7 A LERIRLTIOK 22V v 7 LET,

VM T iz xy =7 24T 51I2iE,. ROFEEZFEITLET,
Fy "NU—7 Fadr AVl LTTa T o FSr—FiI27aXT o ZBMLET,

a) vCenter T, [Infrastructure> Blueprints] > [Property Groups] (8 L 9,

b) [Your Blueprint] Z Z2IF CTED LIZA— Y )V EEE, [Bdit) 227V v 27 LET,
¢) [+NewPropertyl #7 U v 27 LEJ,

d) 4#i% IVirtualMachine.NetworkX.NetworkProfileName| (Z3% & L %9,

Z Z T, XIZ VM NIC %75 T ([0-9] D) .

e) AR LRy hU—2 a7 7 A VOLENIERELET,
) WHEDFzvs TAarE7 Vv 7L, Okl %7 Uy LET,

DT =NANEFH LT A r— g 27 RLARE D B THENET,
FRANDOHAF <A REHEHALTIP T KL A% — N8 Y B CTET,
TFANDHALZ< A XNZDOWTIL, VMware D R¥ 2 A 2L T I,
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B \Realize Orchestrator o APIC 7— 4 TJo—D7 =27

vRealize Orchestrator ® APIC 77— 20— =a217JL

APIC DAY v REZAFITET A R¥x a2 AL FEAFETH-DIT, vRO APL DR 2T
xE7,

1. vVROGUI{ZuZ AL, [Y—I (Tools) |>[API #% (APl Search) | #®N L F 7,

2. APICZ AL ZE T,
ZHIZEYD, APICOTRTORAY v REX A TO—ENERENET,

ApicConfigHelper 7 S XD 4 v F—§&
ZZTiX ApicConfigHelper 7 TADAY P4 }‘*%ﬁ%i’\‘ Lij—o

¢« URY FUIZAPIC A A F&BIML, APICIZa 7 A LET,

ApicHandle addHost (String hostName,
String hostIpO,
String hostIpl,
String hostIp2,
String userName,
String pwd,
int port,
boolean noSsl,
String role,
String tenantName)

« APIC 4 Z#¥5E LT APIC ~> RV EUE L £,

ApicHandle getApicHandle (String hostName)

« <role, username> # 5% L T APIC N> R O—E &2 BE L £,

List<ApicHandle> getApicHandleByRole (String role, String userName)

e URI MU MG APIC A & HIBRL £,

boolean removeHost (String inApicName)

¢« APIC TTF v b RARA » ~ Zb—7 & vmmDomain ~® B#EAT T 2/ L £9°,

ApicResponse addNetwork (ApicHandle handle,
String tenantName,
String apName,

String epgName,
String bdName,

String ctxName,
String subnet,

String domName,
boolean vmm,

boolean vpc,

boolean intraEpgDeny,
boolean allowUseg,
String encapMode)

cBMEZIFAIRT 2L T, T FRRA D TNV—TDRAL R LET,

ApicResponse updateNetwork (ApicHandle handle,
String tenantName,
String apName,
String epgName,

. Cisco ACI {R28{L A K. 1) 1) —R 5.2(x)
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« URL ~O#Efe 2 Bl & . URL OHLATIC

ApicResponse addOrDelFWReq (ApicHandle handle,

ApicConfigHelper 7 S XD A Yy F—& .

String domName,
boolean vmm,
boolean add,
String encapMode)

AT TAR—F TR (VPC) TFH o b7V v
TIFHIBR L £,

ApicResponse updateSubnets (ApicHandle handle,

String tenantName,
String bdName,
fvSubnet subnetList[],
boolean add)

e T U MDT N Y RAAL U EBIMERZIFHIERLEI,

ApicResponse updateBD (ApicHandle handle,

String tenantName,

String bdName,

String ctxName,

boolean arpFlooding,
String 12UnknownUnicast,
String 13UnknownMulticast,
boolean add)

e T DT HRRAR (Cx) ZBMELITHIRLET,

ApicResponse updateCtx (ApicHandle handle,

String tenantName,
String ctxName,
boolean add)

< BINEIZITHIBRICE ST R 2B I E 72 i3HIBR L4,

ApicResponse addOrDeletelLBToNetwork (ApicHandle handle,

String
String
String

tenantName,
apName,
epgName,

String bdName,

String ctxName,
boolean vpc,

String planName,
String lbVendor,
String ldevName,
String graphName,
boolean sharedLb,
String protocol,
String port,

String consumerDn,
String snipIntAddress,
String snipIntNetMask,
String snipExtAddress,
String snipExtNetMask,
String snipNextHopGW,
boolean addOperation)

String
String
String

tenantName,
apName,
epgName,
String ctrctName,
String graphName,
vzEntry entryListl],

Cisco ACI {181t 77

postBody 3UF-51 & 15

RAAL DY 7 Fy hEBINE

BLT, MREZELET,

1K,

1)) —R52(x) .
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. ApicConfigHelper 7 S XD AV v F—&

String consumerDn,
boolean addOp,
boolean updateOp)

cHEFBLIORVPC T T oD RIRA VN ITN—TIT7 7 AT U4 —/L P —ER%EBIL
7,

ApicResponse addFWToNetwork (ApicHandle handle,
String tenantName,
String apName,

String epgName,

boolean vpc,

String fwVendor,

String ldevName,

String graphName,
vzEntry entryListl],
String fwlL3extExternal,
String fwlL3extInternal,
boolean skipFWRedq,
String consumerDn)

cHEFBLIORVPC T T oD RIRA Vs IN—=TET7 74T U —VEZHIBRLET,

ApicResponse deleteFWFromNetwork (ApicHandle handle,
String tenantName,
String apName,
String epgName,
boolean vpc,
String graphName,
String ctrctName,
String protocol,
String startPort,
boolean skipFWReq,
String consumerDn)

« REST APl % APIC IZ% L THEELFT,

String apicRestApi (ApicHandle handle,
String apiUrl,
String method,
String postBody)

« 7T hDON—F 1D ZBEMETITHIBR L £,

ApicResponse addOrDelRouterId(ApicHandle handle,
String rtrid,
boolean addOp)

e TF LU MDY RRA v b I—F L AT AEIR L £,

ApicResponse deleteNetwork (ApicHandle handle,
String tenantName,
String apName,
String epgName)

*APIC TTF v b, 77U Y RAASL Y, BLOar T2+ (Ctx) Z{ERLET,

ApicResponse addTenant (ApicHandle handle,
String tenantName,
String bdName,
String ctxName,
String aaaDomain)

¢ APIC TTFF v F2HIB L E7,

. Cisco ACI {R28{L A K. 1) 1) —R 5.2(x)
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ApicResponse deleteTenant (ApicHandle handle,
String tenantName)

ApicConfigHelper 7 S XD A Yy F—& .

* VIaNS., vmmDomP, vmmCtrlP, vmmUsrAccp, I ONERBEEA TP =7 k% APIC (2

BIMLET,

ApicResponse addVmmDomain (ApicHandle handle,
String dvsName,
String vcenterIP,
String userName,
String passwd,
String datacenter,
String vlanPoolName,
int vlanStart,
int vlanEnd,
String aaaDomain)

eVlanNS 72 = 7 k& vmmDomP 472 =7 h%& APIC 2>HHIER L £9°,

ApicResponse deleteVmmDomain (ApicHandle handle,

String domName,
String vlanPoolName)

* VLAN =D h b7 v v 7 #B8NEITEIERL E 3,

ApicResponse updateVlanPool (ApicHandle handle,

String vlanPoolName,
fvnsEncapBlk encapList(])

X2V T 4 R — (Y= MY) ZBINLET,

ApicResponse addSecurityPolicySet (ApicHandle handle,

String tenant,
String ap,

String srcEpg,
String dstEpg,
vzEntry entryList(],
boolean createFlg

)

X2 VT4 KU — R M) 2EHFLET,

ApicResponse updateSecurityFilters (ApicHandle handle,

String tenant,
String filterName,
vzEntry entryList[]
)

e ALY a— A B —T oA AT BMELITEIBRLUET,

ApicResponse updateSharedSvcConsumer (ApicHandle handle,

String tenant,
String ap,

String consumerEpg,
vzBrCP contract,
boolean add

)

cEFa YT R G RY) REHLET,

ApicResponse updatelL3outPolicy (ApicHandle handle,

String tenant,
String ap,

String dstEpg,
vzEntry entryListl],

Cisco ACI X184 K. 1) 1)—R 52(x) .
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13extOut 1l3out,
boolean vpc,
boolean add

)

T RTHOEF2YT 4 KU o—

ApicResponse deleteSecurityPolicy (ApicHandle handle,

String
String
String
String
)

tenant,
apy
srcEpg,
dstEpg

Cisco ACI with VMware vRealize |

(K ZHIBRL £,

«TINHFDOVIP 7 FL A 7w 7 ZERKLET,

ApicResponse addVipPool (ApicHandle handle,

String
String
String

planName,
addrStart,
addrEnd)

cTNILHEDOVIP Y FL A Ty 7 ZHIBRLET,

ApicResponse deleteVipPool (ApicHandle handle,

String
String
String

planName,
addrStart,
addrEnd)

st X2 VT 4 FAAL L ORBEMT ZBMEZITHIERL £

ApicResponse updateVmmDomain (ApicHandle handle,

String

domName,

aaaDomainRef aaalist[])

BRINSBIEY—E R Fuf F— (Z RRA 2 b T A—TF) ZHIBRLET,

ApicResponse deleteSharedServiceProvider (ApicHandle handle,

String
String
String
String
vzBrCP

tenant,
ap!
srcEpg,
dstEpg,
contract)

o ZHiX, Cisco AVS VMM R A A U &ER L, BIET 24707 h& APIC (ZBINL &

¥

ApicResponse addAvsVmmDomain (ApicHandle handle,

String
String
String
String
String
String
String
String
String
String
String
String

dvsName,
aepName,
vcenterIP,
userName,
passwd,
dvsVersion,
datacenter,
mcastIpP,
poolName,
rangeStart,
rangeknd,
aaaDomain,

int domType,

String
String
String

secondRangeStart,
secondRangeEnd,
secondPoolName)

. Cisco ACI {R28{L A K. 1) 1) —R 5.2(x)
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ApicConfigHelper 7 S XD A Yy F—& .

« ZHITX D RO Cisco AVS VMM R A A (245 7 —/L (VLAN, ~/LF F ¥ X b

7 RLVR)ZHHLET:

ApicResponse updateAvsVlanMcastPool (ApicHandle handle,
String poolName,
fvnsEncapBlk encaplist[],
int poolType)

o 21U Cisco AVS VMM K A A U ZHIBR L E£9:

ApicResponse deleteAvsVmmDomain (ApicHandle handle,
String domName,
String poolName,
int poolType)

« ZHNIXIREET— R TH 5 Cisco AVS VMM KA A #HIBRL £

ApicResponse deleteAvsVmmDomainMixedmode (ApicHandle handle,

String domName )

« ZNICisco AVS VMM R A A DS T 7 A T v 4+ —/VEAERL L £

ApicResponse createFWPol (ApicHandle handle,
String polName,
String vmmName,
String polMode,
String pInterval,
String logLevel,
String adminState,
String destGrpName,
String inclAction,
int caseVal)

o ZUIECisco AVS VMM R AA VD7 7 AT O+ —/V T H LE T

ApicResponse updateFWPolMapping (ApicHandle handle,
String polName,
String vmmName,
Boolean opValue)

c TSI AT U — NV EHIBRLET

ApicResponse deleteFWPol (ApicHandle handle,
String polName)

e ZNITIA BT AL N EPG OBMEABINEITHIR L E

ApicResponse addOrDelUsegAttr (ApicHandle handle,
String tenantName,
String apName,
String epgName,
String criteriaName,
fvVmAttrV addFvVmAttrList[],
fvMacAttr addFvMacAttrList[],
fvIpAttr addFvIpAttrList[],
fvVmAttr delFvVmAttrList([]
fvMacAttr delFvMacAttrList
fvIpAttr delFvIpAttrList([]

s ZNIIvA kv A NEPG ZEMLET:

ApicResponse addUsegEpg (ApicHandle handle,
String tenantName,
String apName,
String epgName,

[l
)

Cisco ACl {RFBiL HH A K.
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B rrcosyqs 2y rEERLTHARE L 7—0 TO—£R1T 5

String bdName,

String ctxName,

String subnet,

String domName,

String criteriaName,
boolean vmm,

boolean vpc,

boolean intraEpgDeny,
fvVmAttrV fvVmAttrList([],
fvMacAttr fvMacAttrListl[],
fvIpAttr fvIpAttrListlI],
String encapMode)

APIC 75542 AUy REFERALTHRAEALD—Y J0—%8kT

%

ATy I
ATvT2
ATv73
ATvT4
ATvT5
ATvT6

ATy T17
ATvT8
ATvT9

Z Z TlE. Application Policy Infrastructure Controller (APIC) 'Z 7 A > AV v R&EfEHLTH
AH N T —7 70 —%F0RT 5 HECOWTHH LET, 7 Mok, BEEDKETIEH
N=ZINBWEREX Y T —7 MR VEAOBEMENFET DI LN £7, BEFFD Cisco
APIC Y~/ 7 —%NAX K T—7 7a—ETHZ LT, HIRORNFE Yy NU—27 &7
DHREIC 72 D £,

FTRTOU =7 70 —ZFANNTA—=Z £y bPRBBETHY, FrLOAT V=7 b afEplid
HU—7 70— IHNNRFG A=ty " AR—FLFET, HIIRTA—=FT, ROT—
770 —=DANIINT A= ZIFEETEET,

KOFNABITIE, HLRy NI =2 EMEET DN AL LV =2 7a—EEf L, BTz IC/E
LicRXy NT—0 % T2y F LA¥3I U= 70—DANTEHBEELET,

FIE

vRealize Orchestrator {22 7 A > LE T,

[Design] E— RIZEIV X 77,

[Navigation] XA > C, [Custom Workflow] &V 9 7 4 /L X Z{Ek L £,
[Custom Workflow] 7 4 /L& Z i8I L £ 97,

[Work] ~XA > C [New workflow] "% > %27 VU v 7 LET,

[Workflow name] % A 7 B2 7R 7 A2, UV—27 70 —O4R1# AT LET,
i

Create Network Attach L3

[OK] %7 Vw27 LET,
[Schema] % 7 &38R L £,

[Navigation] ~ >, [All Workflows] > [Administrator] > [Cisco APIC workflows] > [Tenant
Shared Plan] DJIEIZER L £,

. Cisco ACI {R28{L A K. 1) 1) —R 5.2(x)



ATy 710

ATvIN

ATvT12

ATv 713

ATy 714

ATy T15

ATy 716

ATy I

ATy 718
ATv 719

ATy T2
ATvIT2n
ATy T2
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TAFFFYBECEF2UT4 KA vEEALEO—LR—207 5w x45E [

[Add Tenant Network - Shared Plan] % [Work] <A > OHFWRFNZ KT v 7 7 K Rey 7 LE
—éqo

[Do you want to add the activity's parameters as input/output to the current workflow?] %4 7 7 77K v
7 AT, [Setup..]% 7 Vw7 LET, .

[Promote Workflow Input/Output Parameters] % 7 7 77~ v 7 AT, [Promote] &7 Y v 7 L¥
—é‘O

FTRTCOEET 74V FOEFIZLET,

[Navigation] ~1 > T, [All Workflows] > [Administrator] > [APIC workflows] > [Advanced
Network Services] DJIEIZJER L 97,

[Attach or Detach L3 external connectivity to Network] % [Work] << > @ [Add Tenant Network] 4~
TVl FOHEMZHLENRKHNZ R 7 7 K Rey 7 LET,

[Do you want to add the activity's parameters as input/output to the current workflow?] %1 7 2 7 78 »
J AT, [Setup.] &7 Vw7 LET, .

[Promote Workflow Input/Output Parameters] % 7 2 2778 v 7 AT, [Promote] %7 Y v 7 LE
R

TRTCOEET 74V FOFEFIZLET,

[Inputs] % 7 Z#IR L £ 7,

BT —27 7 —OANNBFRRINET, AP TXTHRRIN, fFlEShiczy RARA
N IN—T BN NRTA—=FTHDH I LR TEET,

[Schema] % 7 &38R L £,

[Work] XA > C[Validate] #7 U v 27 LC, WAX LU= 70 —RNENTHDHI & E2MERL
£

[Close] 7 U » 7 LT,

[Run] #7 Vw27 LCY—2r7u—%7AMLET,

[Start Workflow] # A 72 7R 7 A C[Submit] # 7 YV » 7 LT, V—7 7ua—%HiELET,

TVILFTFHFUrELVEFaTa R AAMEFRALEO—ILR—X
D7 Ut X H{H

APIC & VRA XM T & b RA T 4 T TCwNTFTF U e AR—FLTWET, VRATF U b
2—PILAPICT T b 2—F L 1 k1 Ty oy B 7 ENDd, WOV AT LATT 2k
HNIEEI BT D 0ERH Y £,

VRATF o LI, APICEHEIIZ—F T H T M EMBEREF2UT 4 RAALVBIO
= —/L75 Day-0 #/EO—H & LT APIC TIERR SN TWD Z L 2l T 20N H D 4,

WOTFNEE LT, VRAEHZIZT v N F—EREBIMTNL—TV v "NE2ETFL EEEH »
07 O—#) . APICTT v M2ER/EH LT, @R tx= )T 4 FAAL CEEA T £
T, 72z VRADTF U b -7 U=, o=V -7 U= IS LTHEMEENZE
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B 7+ roen

X2UT 4 RAL TRASL - T Y= EOBEMT T, APICOTF 2 k-7 U =12
v EINFET,

Ty e 2 VT 4 RAAL VICBEEMITDZ LT, a— L X—=2D7T 7 & Al
NEBIN., TOMOPNIVERKRLRT T2 FORY S —ERARTFEEICR Y £97,

T+ FDIEM
ZIZTHE, T R EBINT S HECOWTHBALET,
ZOTN—TFY o NTiE, AJIRT A—HF [Tenant] 12X > THEINDT v ME., 2FH
DANCE->THEENDETFXF 2V T 4 RAA & BT 2IREE T APIC IZ/ER S E T,

FIE

AT w71 vRealize Automation |2 FFE & LCTr /1 > L, [Catalog] > [Admin Services] DJEIZERN L F
j—O

AT T2 [Add Tenant] 38R L, 7 ¢ —/L RIZIEHRAE AT LT [Submit] Z#7 U » 7 LET,

T+ FDOHEIR
Z T, APIC 257 F 2 b ERHEIBRT D HIEIZHOW TR L £97,

FIE

AT w71 vRealize Automation |ZFE#H & L Cr /4 > L, [Catalog] > [Admin Services] DIAIZEIR L F
7

AT 72 [Delete Tenant] Z 3R L, 7 4 —/L RIZlEHAZ A LT [Submit] #7 U » 7 LET,

APICTO—- JB8—HA®DAPICO LTI v

VRA L DACIHEAD—EE LT, 20U U —ZTlE, vVRA L APIC Y 2 Z TEI I 5 ACI
T TV 7 DOXT YT EYR—FLTWET,

Fy MU= =R TN—=F Y NIFHEY —7 7a—L 7T b U= 70—l
INBH7=0, vVRA BHE L vRA-Tenant = & 12, APIC-Admin 7 L5 > % /L & APIC-Tenant 7
LTy ¥ LD APIC BNy RV EZRET HHENH Y 4,

FITAL D E LT, V=278 —DarTXFAMNBIWAPIC TOF T V=7 FOIERK
LEFIC LB IMERICEE DWW T, WAy RL (EFEE vs 70 b)) 2SRFERAGIC B BhEiR
INFET, Tk, TF v MR NRT 7 AGIE L SRR RSN E T,
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EEEILTUY

ATy T
ATy T2

ATvT3

gEEs LT v ersALEArcoim

¥ )LZALVI= APIC D ENN
ZZTIE, EEE S LT U2 v LT APIC ZIBINT A HIEICOWTEHB LT,

BHER—ZNOANZa JHBIZEENDSTXTOT V=TV U N U—r 7o — | 3EHE 7
LTy VR L TEITESNET,

FIE

vRealize Automation (ZEEE & L Cr 71 > L. [Catalog] > [VM Services] DIEIZEHR L F 77,
[Add APIC with Admin Credentials] Z7#IR L. 7 1 —/L RIZIE#H A AF LT, [Submit] 7 U v
7 LET,

REBAEZME A LT APIC 17 7 B A9 5 IZ1E, [Use certificate authentication] % yes |[ZF¢E L .
Certificate Name & PrivateKey /X7 A —4% & A1 L7,

TFo R OLT oo vwILZERAL: APIC DE

&M

ATy T2

ATvT3

kST

ZIZTiEH, T ROEEHEI LT U (B2 T 4 RAAL YY) OFERAFEIZOWVTHL
BHLET,

FIE

vRealize Automation |[ZFEEH & L Cr /A > L, [Catalog] > [Admin Services] DJIAIZEIR L F

D

[Add APIC with Tenant credentials] 23R L, 7 ¢ —/L FIZiF# A AJ) LT [Submit] 227 U v 7
LET,

VT R VEMH L TAPICIZY 7 B A3 5I21E, [Use certificate authentication] % yes |27
7 L. Certificate Name & PrivateKey /X7 A —# IZ AN L£7,

A—TFa4 5

T, NI a—=T 4 T T =y ZIZOWVWTEH L E T,

(v

LR— bxt®RA T DIRE

ZTIE. VAR— T AVRealize T FIAT AN R T T A NEWNET A HFEAZHBLE

o

< (1
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B co~vi—zouFroqoz -0

FIE

0y 7y ANEIET DI, kROa~vr ReEATLET,

tar xvfz apic-vrealize-1.2.1x.tgz
cd apic-vrealize-1.2.1x

cd scripts/

./get_logs.sh

Usage: get logs.sh [-u] [-p <password>] [-s <vra_ setup>]
-p password (can be skipped for default passwd)
-s vra_setup
-u un-compress (ie., don't create .tar.gz file)
Example:

./get_logs.sh —p ***** -s vra-app

VMware vRealize Automation Appliance
Compressing Logs

logs/

logs/app-server/
logs/app-server/catalina.out
logs/app-server/server.log
logs/configuration/
logs/configuration/catalina.out

Logs saved in vra logs_201511251716.tar.gz

ACINJLIN— RO YT RDA A =L

T, IR—= R T YT IO A NIV HEIZOWTHALET, ACI~LS— R
U7 MILLTFTEFEITLET,

evcor— "¢t veo I 7 4 F 2L —XEHERLFET,

cAPIC /T A v T A VA=V LET

FIE

ANNIR= AT VT N A N=NLTHIZF, kODa~v FeEASTLET:

cd scripts
./install apic_scripts.sh

Usage: install apic_scripts.sh [-p <password>] [-s <vra_ setup>]
-p password
-s vra_setup

Example:

./install apic scripts.sh -p ***** -s vra-app
Copying APIC scripts 'rmapic', 'restart' to vra: vra-app

. Cisco ACI {R28{L A K. 1) 1) —R 5.2(x)



| Cisco ACI with VMware vRealize

APIC 755 4 > DHIK

Ok a Tk, APIC 77 7 A L OHIBRITEEIZ DWW TEHA L £,

ATy T
ATy T2
ATvT3

RTv74

ATy TH

ATvT6

ATy 71

ATvT8
ATvT9

FIE

VMware vRealize Orchestrator IZEHE L Tr 74 LET,
APIC DT XTO/NY KK L, HIBR APIC V—27 7a—%F4TLET,
ACI~NUN— R T VT " f VA M=) LET, ZIUL ACI ~X— X7 U T hDA A

k—v

(230 ~—2) IZHV ET, .

aric 7554 v oiiz ]

WD SSH a~ > REERA LT, VRAT I T ALV —hELTrs A LET:$ssh

root@vra ip.

rmapicbash 27 U 7 M OEMEZFEITARRICEE LET,

$ chmod a+x rmapic

rmapicbash A7 U7 N %34T LT, APIC 77 /A4 U ZHIRL £

$ ~/rmapic

TITITA DT oA A M=V SNT & Z R T 51213, Firefox 77 U 2 LT,

URL C VMware 7 7’7 A T AlZn 74 LET:
https://appliance address:8283/vco-controlcenter

Plug-lns &7 + a2 > T, ManagePlug-lns% 7 U v 7 L%,
Cisco APIC 77 7 A U Plug-In O FIZE RSN TWRNWZ L 2R LET,

TS594 o DE

RD

VRA JIL—T 1) v b ASINS
r—A

vRO JavaScript4 7> =¥ b4

APICT +—S KA TS o b
%

TF vk ApicTenant com.cisco.apic.mo.fvTenant
TV Y RAAL ApicBridgeDomain com.cisco.apic.mo.fvBD
VRF ApicL3Context com.cisco.apic.mo.fvCtx
A AV N S VAl ApicEPG com.cisco.apic.mo.fvAEPg

(EPG)
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. vRealize Orchestrator [ (7577 > FAVRA KRR FDRTE

Cisco ACI with VMware vRealize |

VRA J)L—T1) v F AH/RS
A—4

vROJavaScript4 72 x4 +%

APICYR—D RA T2y k
%

TX=2UTFT 4 RYI— (3 |ApicSecurityPolicy com.cisco.apic.mo.vzBrCP

#7)

vX=2UT g T 4K ApicSecurityFilter com.cisco.apic.mo.vzFilter
X2 VUT 4 L—)L ApicSecurityRule com.cisco.apic.mo.vzEntry
AAA RAA YV ApicAAADomain com.cisco.apic.mo.aaaDomain
VMM KA AV ApicVmmDomain com.cisco.apic.mo.vmmDomP
VMM 22> fa— ApicVmmController com.cisco.apic.mo.vmmCtrlrP
WERR 7R KA A ApicPhysicalDomain com.cisco.apic.mo.physDomP
L4-L7 T3 A 75 AKX ApicLogicalLBDevice com.cisco.apic.mo.vnsLDevVip
L3 #hEHEke ApicL3Connectivity com.cisco.apic.mo.l3extOut

vRealize Orchestrator ICH 75T+ > FREAVRATRR FDEX

Z Z TIE. vRealize Orchestratorr (VRO) CT7 > FfHHVRA R A N 25 ET 5 HiEE i L 9,

\)

GE)

ATy I
ATvT2

ATvT3
ATvT4

ATvT5
ATvT6

T A N THERENTZ VRA R A AN RAARTTIC I DFELET, i a— Ly

FrHoMAT, SEEAZHEMNE LT, laaS RA M Ny RARERT AT OICHEHLET,

FIE

VMware vRealize Orchestrator (ZEFEE L LT/ A LET,
VMware vRealize Ochestrator GUI WFERINTZH, A=ma— NN—D RKuv Xy JRAMnD

[Run] 2R L £,

[Navigation] 7 « > K7 C, [Workflows] 71 2> 3R L £,

[Adminstrator @][vra_name] > [Library] > [vRealize Automation ] > [Configuration] >[Add a vRA

host] DIAIZIERN L £ 7,

[Add avRA host] #4727 U w7 LT, [Start Workflow] %8R L £ 9,
[Start Workflow: Add avRA host] A 7 e 7R v 7 AT, ROEEEZEITLET,
a) [HostName] 7 ( —/L RIZHRA M &2 A LET,
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vRealize Orchestrator (23517 % laaS 7R X F DERTE .

[Host URL] 7 4 — /L RIZARA RO URL # AJ L&,

[Autotmatically install SSL certificates] Id [Yes] # %R L £ 97,

[Connection timeout] 7 4 —/L Ki{Z "30" & AL E7,

[Operation timeout] 7 1 —/L KiZ "60" & AS) L &7,

[Session Mode] I3 [Shared session] Z 334K L £9-,

[Tenant] 7 4+ —/V RIZ, TF > MAEATILET,

[Authentication username] 7 4 —/V K2, TF > MEEEZFDO 22—V 42 AT L ET,
[Authentication pwd] 7 « —/V KiZ, 7 v NMEBED AT —RKE AN LET,
[ (Submit) %27 Vv LET,

vRealize Orchestrator [ZH (T 5 laaS R X FDEHRTE

Z Z T, vRealize Orchestratorr (VRO) T laaS 8 A &R ET B HFiELZHHA L £,

&
ATy T2

ATy T3
ATy T4

ATy TH
ATvT6

FIE

VMware vRealize Orchestrator (ZEHH & LTr /A4 LET,

VMware vRealize Ochestrator GUL 3K R SN/ H, A=a— N—D Rry 77X T A MM G
[Run] @R L E£7,

[Navigation] &7/ « > K7 T, [Workflows] 71 22> Z8R L £,

[Adminstrator @][vra_name] >[5 4 75 ')]>[vRealize BE){k] >[5 €] > [VRA 7R R kD laas 7k
A hDEM] ZEIRL ET,
[VRA7RR D laaSRR bDiENM] 247 Y v 27 LT, [T—9 70—DFI] 28R L £,

[P—2 78—0OE : VRARX D laaSRR DB ¥ A T o 7Ry 7 AT, ROBEE

FITLET:

a) [VRARR M Fry XU JURXARNT, VAT AL THERE T 7 4 /L hDVRA
RANERIRLET, 770 b Ay RUERIR LN TS0,

b)  [HostName] 7 4 —/L N, HETREINITCAREZEDOEFHELET,

¢)  [HostURL] 7 1 —/ FIZ vRA /R 2 F® URL # AJ L £,

d)  [Connection timeout] 7 -t —/v FIZ "30" & AFTLET,

e)  [Operationtimeout] 7 4 —/L FiZ "60" & AS) L £,

f) [Session Mode] I [Shared session] Z## L &£ 77,

g)  [Authentication username] 7 4 —/V R|Z, laaS BEHE D2 —HF L% AT LET,

h)  [Authentication pwd] 7 « —/V NIZ, IaaS FEHED/ AU —RREZ AN LET,

i) [Workstation for NTLM authentication] 7 -t —/V RIiZ, laaS " A M E AN LFET,

) [Domain for NTLM authentication] 77 4 —/V R{Z, TaaS RA A & & AN LET,

k) [fF (Submit) 1227 V27 LET,
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. vRealize Orchestrator [Z§5 (1 5 laaS 7R R ~ DERTE
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Cisco ACl vCenter 7545 1 >

ZOET, WONETHELINLTWET,

« Cisco ACI & VMware vSphere Web 77 7 A 7 MZDOW T (235 ~—)

* Cisco ACI vCenter 77 7' A L & BltT 2% (237 ~X—7)

« Cisco ACI vCenter 77 7' A » DFERE L HIKIFIE (242 X—2)

« Cisco ACIvCenter 7" 7 7 A L %A H L TV 55545 D VMware vCenter D7 v 77 L— K (252
)

s Cisco ACI vCenter 77 771 > GUI (253 ~<X—72)

cACI A7 V=7 FOREDFET (261 ~—2)

* Cisco ACIvCenter 77 7' A L DT A A h—)b (273 _X—7)

e Cisco ACI vCenter 77 7' A DT w77 L—FK (273 =)

*Cisco ACIvCenter 77 7 A L DALV AR—ILD T TNV a—T 40 (274 =)

« ZEfH Q75 ~—)

Cisco ACl & VMware vSphereWeb 7 514 7 > R ZDWVT

Cisco ACI vCenter 77 77 A > 1%, vSphere Web 7 74 7> FNMH ACl 7 7 7V v 7 ZE BT
HTEERARICT D A X —T =2 ATT,

ZHUZ LY. VMware vSphere Web 77 5 7 > k25 VMware vCenter & ACL 7 7 7 U 7 D
i —fEEMRTHZ ENHRERIZR D £,

Cisco ACIvCenter 77 7' A > & 21X, (RAMLEEEZ L, FICLA 7T AN 7 F v adH/ L
BNRDL, Xy NT—=F 7 F—ENLMIL LT, Ry NT—7 DR E EFRT DI LI AEE
2720 E£9,

SRRy U — 7 ORERKIE. Cisco ACIvCenter 77 7 A L DOXHTIEIH Y 8 A, (HAB(LE
E L EPERE T AERLTRRAIINET,

Cisco ACl vCenter 7545 14 U DIEE

VMuware vSphere Web 7 7 1 7 ks FH® Cisco Application Centric Infrastructure(ACI) vCenter ~7°
7 A . GULIZ Cisco ACL 7 7 7Y w7 LI D H LW E 2 —Z B L £,
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Cisco ACI vCenter 75451 > |
B ciscoAcivCenter 75 51 L oiE

Cisco Application Centric Infrastructure(ACI) vCenter 77 7' 1%, ACI & vCenter & DEETF D
HITEE LEFAD, EPG, uSeg EPG, K, 77 ~, VRF, I X" VMware vSphere Web
TIAT LV IMEDT ) vy RAAL VEFETHIENTEET,

Cisco Application Centric Infrastructure(ACI) vCenter 77 7 A I AT— KL AT, T XC%
Application Policy Infrastructure Controller(APIC) 2> 6 HufG: L £ 9728, 1FHIZ—OIRFEL EH A,

Cisco ACI vCenter 7*7 7' A N2 K-> TR SN AEREO B H /A E 2 IR LE T

ZEHNZ DUV TIE, Cisco ACIvCenter 77 7 A > ORERE L HIKHIE (242 2—) &ML TL
72N,

Cisco ACIvCenter 77 7' A > Tld, ACL7 7 7V v 7 TIRDOA TV =7 FOVERL. #eH+ED |
FHrk L OWIER (CRUD) 2179 Z &N TE £

« 7R

TV =gy udr Al

* EPG / uSeg EPG

« 22K

*« VRF

TV Y RAA Y
Cisco ACI vCenter 77 7 A 1%, L2 BX VL3 Out O FAICEET 5, X0 IRESH-BEL IR
L FET, TXTOEEREREIL, APIC THHEIDL > TfTo TBSLERH Y £,

cHETRESNZL2BLIULIOut L. BROTa X/ A EiFarya—~E L THEHT
%\iﬁ—o

o VERR. TREE. EITHIBRIIIT A 8 A
CiscoACIvCenter 77 7' A ' CldE 7, FMIEFED 2/ Z 7 77 b— b &M LT, FHia%
EENTZLA~LT VY —ERZFHTEHZ L TEET,
T T FOT T L — hEFEHTEEET, ERITTEEHA,
HEEET O T s AND I B, METHDLDIZEDONRT A—H T NEREN, RETEE
ﬁ—o
Cisco ACI vCenter 77 7 A /2%, NI TN a—T 4V TOMELH Y £9

U RBRA U EMHZY RRA Vv by v v (BEE, B, 40 b, ek 250,
Traceroute)
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| CiscoACIvCenter 7545 1 >
Cisco ACI vCenter 75 7« > %B3147 5 [

Cisco ACl vCenter 7545 4 VZFI1ET 5

Cisco AClvCenter 75914V Y IOz T7DEH

Cisco ACIvCenter 77 7 A > V7 b =T OBEMITIHKDEBY T

TSy bI4—LI)—X HRE)1)—X
vCenter Cisco APIC I%, VMware 237" — b4 % Linux

T4 T AL Windows B — ROfEE D
NR—=T g vZYaR—k LET, ZEMIE,
VMware D~ =2 7 )LEZHR L T E X,

Application Policy Infrastructure Controller U U —2 3.2(2) LAk
(APIC)
™, ~ SJL =
WETS APIC DEEE

DOV g T, HER APIC REICOWTHAL £,

APIC &, T A4 A A =L EN5D vCenter DEIZIL, DR EH 12D VMM KA A
VINTTIIFE L TWARENRH Y 97,

FEHIIZ OV TTIE,  [Cisco Application Centric Infrastructure Fundamentals Guidell # 2 1L T< 72
AN

Cisco AClvCenter 75514 DA VR —IL

Z Dk a Tk, Cisco Application Centric Infrastructure (ACI) vCenter 77 7' A L DA > A
M=V FEIZOW T L $9°, VMware vCenter & Cisco Application Policy Infrastructure Controller

(APIC) DR THTTPS E 77 4 v 7 BHEREL TV A MENH Y £9°, ZiuiE., VMware vCenter
T T A % Cisco APIC InBIEEEX 7 i — R 5728 TT,

VMware vCenter & Cisco APIC DD HTTPS T 7 4 v 7 /NI TE T, ME D Web ¥—
NZffFH L C Cisco ACI vCenter 77 7' A > D zip 7 7 A V&R A T 58451%, Cisco ACI
vCenter 77 74 L OREFEA VA h—b 275 =) HZSHLTLIZIN,

VMware vCenter 5.5 (37 3¢ L) F 7213 vCenter 6.0 (2 LIFE) ZfEH L CW A48T,
OB g OFEICHESTLIEEW, vCenter 5.5 £721X 6.0 LVFETOY UV —2AZfHH LT
WALETE, CiscoACIvCenter 77 7 A  ORFEA VA h—b 2753—V) #ZBLTLE
S0,

IO A A =T BITIE, vCenter 73 Web — R T T TS, L EA T L a— R
HUENRH Y F£9, IROFNETIL, CiscoAPIC 25 Web ¥— 3¢ L T &4, VMware vCenter
2 Cisco APIC D77 7 A v H#EX 7 a— RLET,
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Cisco ACI vCenter 75451 > |
. Cisco AClvCenter 75451 DA VX b—JL

vCenter 5.5 BT 3e F 721X vCenter 6.0 Hr 2 K V AiD/3— 2 > TlX, vCenter | HTTPS @[5
IZTLSVI Z [ L TV E L7223, BUERBEIESHTWET, BX 2 U7 4 EO#HENS . Cisco
APIC |Z TLSv1.1 & TLSv1.2 ®H%E VR — K LCWB 728, vCenter |Z Cisco APIC 205 75 7

ArvaFya—RCEERFA, 7774 0% TLSVI ZFFAI L, E71X HTTPS ZfEH L7
VNN L7z Web B — NIZERET D HLERH D £,

)

GE)  VMware vCenter 6.7 2262 77U LT OHER I AL 958, vCenter 777 A T4 =
UNFREINTZWIEEENH D T, DAL, Cookie & BREAZIEET D0, BlOT T o %
FHLTe A LTLEEN,

1R BRI
« TRCOFMHREM 2L T0ND 2 2R LET,
FEAIIZ DWW TIE, Cisco ACIvCenter 77 7 A > YV 7 b = 7 OEME (2373—2) BIOW
WEEZR APIC OFRGE (237 _X—Y) Ok 7 v a v EBRLTIZIV,
« vCenter —/3& APIC O] CHTTPS N7 7 4 v 7 WFFAISND Z & ZfER L E T,

» VMware vCenter 6.7 @ Cisco ACI vCenter 77 7' A L %A A b —/)LF 541X, PowerCLI
W= 3 2 11.2.0 IR MEETT,

\}

GE) ALVAP—F, IV —LIIROT T —RFRINLEED
%Dij‘o

T 7 —  ERh e — NGEH#E, Set-PowerCLIConfiguration
% fif L'C\ InvalidCertificationAction A7 3 » DfE
707 MIREL, 1 BT L0 2OV —NIKkeRY e
Fs A BEIN L £,

DT —NRRINBNE DT HITIE, A A M—JVENITK

Da<w REAJJLE$, Set-PowerCLIConfiguration
-InvalidCertificateAction Ignore -Confirm:$false

FIE

2TFYvF1 WOURLICT Z7EALET:
B -

https://<APIC>/vcplugin

AT Y T2 Web X— VORI THEEZITVET,
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Cisco ACI vCenter 75 %' > % Cisco ACl 77 U v 7 <65 5 [

Cisco AClvCenter 754 14 > % CiscoACl 77 J ) v o 21T 5

Z D& Z 3 TlE, Cisco Application Centric Infrastructure 7 7 7' U & 7 (Z Cisco ACI (ACI)
vCenter 77 7' A v &t T D HIEIZ OV TR L E 7,

)

G¥)

o BT VMware vCenter 2K TIThON, TNEETTH2—P—IBEINFEHA, T
X, FaFETTEZa A v a—YP =721 T4 <. VMware vCenter K DRERL T,

* Role Based Access Control (RBAC) (%, B&HFIZHEHT A7 LT vy MZESS DT
9, BHEKZHEH T % Cisco Application Policy Infrastructure Controller (APIC) 74 W h®D
NR—3 v a2k, Cisco ACIvCenter” 7 7' A v OIERKHIE A ER L £9,

WDONTNIDFIEZFH LT, 75274 % CiscoACL 7 7 7 U v V7 IZHk X F7,

BERAF A L T Cisco ACI vCenter 77 7
A% CiscoACI 7 7 7 U w 71285 LE T,

FEAZ oW, BREIEE A L T vCenter
75 7 A % CiscoACL 7 7 7V v 7 | T8+
5 (239 X—V) LTI TEE,

BEAFDFEHEZ{# H L T, Cisco ACI vCenter
7T 7 A % CiscoACI 7 7 7'V » 7 (28 L
=

FEAIZ OV TR, BEfFOREEZEHA L T
vCenter 77 7' 1A & ACL 7 7 7' U w 7 |\ ZHt
95 (240 X—) EZBLTIEIN,

#H LWFEAZE % {ER LT, Cisco ACI vCenter
757 A % CiscoACL 7 7 7V v 7 1THEE L

FERNCOWTIE, BT LWIEBAEOERIZ LY |
vCenter 77 7' A & ACL 7 7 7' U w 7 |12 ¥kt

£ T5 241 =) 2ZRL TSV,

EREHRZFEAL TvCenter 7554 2% CiscoACl 77 J) v IZ¥EHET S
ZOwvrva T, ERE®R %A LT Cisco Application Centric Infrastructure (ACI) vCenter
7Z 7 A % Cisco ACL 7 7 7'V w Z\Z8Ee ¢ B FIEIC DWW TCEH L £,
1R BHHEIIZ
Cisco ACIvCenter 77 7' A A VA F—LENTWNWD Z & ZMERLET, FHEMIZONTIL,
Cisco ACIvCenter 77 7/ A DA A b—)L (237 X—) LT TZEV,

FIE

AT 71
ATvT2
ATvT3
ATvT4

VMware vSphere Web 7 74 7> hMzmr 74 > LET,
[FEH—4R] 1 T, [CiscoACI 77T wH] &R L £,
Getting Started ~Xf > ¢, Connect vSphereto your ACI Fabric R L £,

[FLWACI 27U IDEER X AT 07 Ry 7 ATUEW 227V » 27 LT, #HLWACI
777V ERELET,
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Cisco ACI vCenter 75451 > |

B oaoisesEAL T Center 7554 VEAU T7 T v 5 IZEHT 5

ATy TH

ATvT6

ATy FT17

Register anew APIC Node %A 7 12 77K w7 AT, IROEMEEEITL £

a) IPIFQDN 7 4 —/ iz, IP 7 KL R 7= (3522 MER/ | A A 2 4(FQDN) # A L £,

b) [EEBAZDEA (UseCertificate) | 7 4 —/L KT, Cisco Application Policy Infrastructure
Controller (APIC) FRILAFEMT 5 IC1E. [FEHEOEM] F = v 7 Ky 7 2%l L
WTLZEW,

o) [1—H¥—&B] 71— Flita—¥—%&Z A LET (admin) .

d) [Password] 7 4 —/V RIZ/XATU— RK&Z A LET,

&) [OK]%Z YU vs LET,

& ¥ A7/ Ry 7 AT, [OK]Z27 Y w7 LET,
Cisco APIC / — R23 Cisco ACI 7 7 7 U w ZIZIERIZBMENFE LT,

[ACI 7771 wH] AT, #H L EEEI LTz Cisco APIC TE DAt Cisco APIC Z g H L
T2l ERFERINE TS,

Cisco ACIvCenter 75 7' A 1%, FHIZERIZHE —D CiscoAPIC 2 fH LET, =77 L. BLfEff
FA LTV 5 Cisco APIC 23Mii  T& 72 < 72 o 7235413 Cisco APIC Y] 0 B2 £,

(GE) Cisco ACI vCenter 7T 7' A » ZfEH L7~ Cisco ACL 7 7 7V v 7 DBEIX. VE—
f 2—YP—=lZiZVR—FENTWEEA,

BEFDIIAEZEERA L Tvlenter 754 V& ACl 77 T Y v I IHEKET 5

ATvTI1
ATvT2
ATvT3
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b) UseCertificate 7 1 —/L K C UseCertificate F = v 7 Ry 7 A& A2 LET,

Action 7 4 —/L R T, Generateanew certificate &R L £,

[Name] 7 1 —/V RIZH LWGEEO A RIZ AT LET,

Generate certificate [F7-A %27 U v 7 LET,

Cisco ACI X184 K. 1) 1)—R 52(x) .



Cisco ACI vCenter 75451 > |

B ciscoAciveenter 75 5 1 Lt L HIsEE

ATvT9

ATy 710

ATvIN

2TFw 12
ATy 713

ATy 714

FoREINTRERAEFELZ aE—LE T,

I —RNEE/2 DL, -----BEGIN CERTIFICATE----- /5 ---—-END CERTIFICATE---- ¥ T,

IhHDITHEDET,

Z OREHEE APIC NOEHE 2 —WFIEM L ET, RUCEAZELZHEHA LTV D Z & 2R

LTLIEENY,

a) APICGUI|(Z admin * LCrZ A LET,

b) A==— "—7T, Admin Z&R L £,

c) Navigation ~1 > "C, Security Management > Local Users> admin % B L £,

d) Work 7 1> K7 ® User Certificatet 7 > a > C, 7Y7AOT7 A 2% 27V v 7 LTHEH
EEBEMLUET,

¢) Name 7 1 —/b NIZAFAEL AN LET,

f) Data” 4 —/L KiZ, FIAS Tavt— L7 mEHEONFEX—ANLET,

g) [Submit] 227V v 7 LE7,

vCenter 77 7' A > C, Check Certificate #27 V v 7 L ¥,
AT — 4 AlX [Connection Success] IZZ D £,
GE) BT 7 — A v —URERENTSHEITIE, GEFEN APICIZIEL MBS T
WHZ L, GEAEANFELTHDLZ LR L ET,
[OK] %227 U7 LET,

Information dialog R v 7 A ¢, OK #27 U v 7 L%,
APIC / — RiE, ACLI 77 7 U v ZIZIEFIZBMSET,

ACI Fabric 21 > TlE. H7-1T8E: L7~ APIC 28, o> APIC Z#iH L%,
Cisco ACI vCenter 77 7' A XHIZ, VI T A D=8, B—D APIC ZfEH L£3, Bl

Fd o APIC DM T 72 < 22 o 723854 121%. Cisco ACI vCenter 75 7' A L 1% APIC %)V #%;
ZET,

Cisco ACl vCenter 75 7 1 > DH4EE & HIFIE IR

OB arTIE, BHYTATRTOL TV 2r M Z A2kt LT, Cisco ACIvCenter 7
TA TR SN D FTRER BB OWTHA L E4, £/-. BEXMARRERIBRIHRENE T,

F 7V =7 MBI DEEIE IOV CiE,  [Cisco Application Centric Infrastructure
Fundamentals] ZZM L T 72&0,

Tk
Cisco ACIvCenter 77 /'A%, 7T b A7 Y=/ FTCRUD #fEx i Cx£4, &kD
BIIX TS VA o TABESNET,

s [Name] : 77F > kD4,

. Cisco ACI {R28{L A K. 1) 1) —R 5.2(x)



| CiscoACIvCenter 7545 1 >

Cisco ACI vCenter 75 4 1 » it #EE [

« Description (Optional) : 77 > F OFH T,

TFT U NRT T T A TERE N A A, VRE IZHEE STV A VRE tenant_name>_default &
7V Y RAA <tenant_name> default [Z, W CTHBIIZ/ERK SN ET, 77V Fr—T =
v a7 7 A )b <tenant_name> default (%, NS CTIERR S ET,

AVTITANTIF T s A7 7) BXOEET S (BH) X, 7774 TR
BEnTWEREA,

N

GE)

TIZTAVIACI 7 7 7V v 7 B8R, 7774 TEREINDT TV MIEREIND T A
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_k#f%i¢0;@w~wi A 7atv AT —2 a3 VEPGO TICE RSN~ Y

VibhbEAENET, T 74 FTliE, BIUEPGOTRTORB~ I VITAEWCHEETE
ij‘o

OK#%#27VUw 27 LT, HTLWEPG % APICIZ 7 v = LET,
HLWEPG N hARr PHNTIERENT-D 2R T E T,
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B 50570 F FoyTARERM L% uSeq EPG DIERL

KSwd 7ok Fay TARXZHEAL1-5R uSeg EPG DERL
o varTiE, RIv 7 TR Fry 7 BERXEMH L TH L uSeg 2 1ERRT 2 HIEIC
DWTEHAL £,
1R SR
7T MBMER SN Z L EER L ET,
FERICOWTIL, DT T FofER) 2L TLZEN,
TV —=varTa 7 ANNPMERESNTEZ L EHERLET,

HHNZHOWNWTIE, FTLWT F U r—ar a7 A LOER 2612—) #B2B LT
<TZEW,

(DVS OD#H) _R—RA EPG #1ER L., ¥4 7 8® T AT — a  NIBIMTAULERD S
FTRTDO VM ZFD_N—Z EPGIZHEFE LT 2 & 2R LE9, SEc >V TIE, #HLw
T RKRA Vb TN—TDEKRESH LTS,

FIE

ATv 71  VMware vSphere Web 7 74 7> hzun 74 > LET,
ATvT2 [FEHF—R] AT, [TFVr—232 TOT774)] ZRIRLET,
AT 73 Application Profile <+ > C, WO FIEEFEITLET:
a) Tenant Fey ¥ o VARG, 70 MEBIRLET,
b) [FFUS—2ar TAIT7AIN] KuyF Xy VARNT, 77V r—vary a7y
AN ZRINL £7,
o) [RETHFSVI 7R RFAY I EEZTYT T, hArVICuSeg® K7 v 7 7 K K
oy 7 LET,
ATy T4 [HLWIVRRA VN TUN—TNZAT70l Ry 7 2T, ROBEEFITLET,
a) [®&EI] 7« —/V K2, EPG O4HIZA LET,
b) [ERBH] 7 « —/L K2, EPG OfiAE AT LET,
ATy TS [DEERAL YF] 74—/ FT, £ uSeg EPG [T IT 2 TN 5 /3R A A F 7% 38
WLET,

GE) DVS 28 1 HOBIFEET HBE. T 74V FTEIRENDH L IICTF =7 Ry 7 R
NERENEE A,

AT9T6 [TUVYD FALU] 74— RT, il E 1T uSeg EPG BMMER ENDHT T b7 o
RALVEFIRLET, 774V DTV vy RAL T, 0T 740 FTT, [RY]
TAaE7 Yy 7 LT, MOTY vy RAL U EBRIRLET,

ATv 71 [EPGHRDE] T=v/ Ry 7 A%F =7 LT, EPGEHEELET,
ATFYT8 [RAOTAVTF—av] ks yarT, [HT7A42r%220 v 7 LET,

. Cisco ACI {R28{L A K. 1) 1) —R 5.2(x)
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ATvT9

ATv 710
ATvIN

cSw T T

~ DR

AT T1
ATvT2
ATvT3
ATvT4

ATy TH

ATvT6
ATy 17

K595 7o Koy TAR2EALE 20 PeEOa Y ~545 rokk [

LWL AT ATF—2av TI—TNFAT70 Tl Ry 7 AT, ROBIEZFEITLE

R

a) [®BAEI] 71—V Rz, FiBEEOLFTIZ AT LET,

b) (LR [ERE] 7« —/ R, FEEEORAZ A LET,

) [BA TN BV a T, ZANERBDOEA T HRIRLET,

d [EEF B/ ar T FEFRTIHIEEFZED] Z2BINLET,

e) EAMEERES. FBTHEEANTIRDYVIC, [BBIAX 2270 v 7 LTHEDET
VxJ NEBRRLET,

f) [OK]ZZ7 Vw7325 E, HLWEMED uSeg EPG IZIBMENE T,

USeg EPG (ZMLD JEMEZBINT 2DI21E, AT v 7 TBLU8 MV IKL 7,

[OK] %7 Vv 7 LET,

K ray7AXZEALE-2DOQOEPGRINODaY K54

Zov7varTii, K997 7o R Py &AL T2 RARA 2 F F—
7 (BPG) o=y F 77 FEAERT 2 HEICHOWTERB LET,

IR HEIIC
2 DD EPG BERENTNWAZ L 2R LET,

FEANZ WL, R v 7 T K Py 7 X &#EHLTEPG 21EkT25 (262 =—
D) ZBRLTLLIEEN,

FIE

VMware vSphere Web 7 7 A4 7> Mzua /A4 LET,

Work 7 ¢ > K7 C, Cisco ACI Fabric Z33#iR L 7,

[FEHX—=R] AT, [7FUTr—232 TAT7AIL] Z&RLET,

Application Profile <A > C, RO FNEZETLE T

a) Tenant kv 7X o UA ML, T2 hEBEBRLET,

b) [FFUr—2ar TAIT7AIN] KayTF Xy VARNT, 77V r—vary a7y
ANE R L ET,

[(RETDHFIVI TUF FOYTAR]|ER Y 7T, FEILEPGIZaL T 7 FE Ty

TR Fay 7 LET,

SiSEEPG &2 7 Y v 7 LET, G50 EPG 7 H505E EPG ICBEN T 5 REIAR RSV ET,

New Contract ¥4 7 1 7R v 7 AT, IROERIEEFEIT L 9

a) [AvYa—<] 74— /L FT, ELVWEPG BNFERENTWNDH I EZMRLET,

Cisco ACI X184 K. 1) 1)—R 52(x) .



Cisco ACI vCenter 75451 > |
B 50570k FnyTAREEA L TREDZHAD EPC DB

b) [FANAE] 74—/ FT, ELWEPG NFERENTWNSZ L 2R LET,

¢) [&BEI] 74—/ RiZ, 2 hT7 FOL4RTIZATLET,

d FFvay) BB 74— KRicary 77 FodBHEANLET,

¢) [ZA4NB] 74 —LRT, [HTAar% 270y LT, av 527 27402 LET,

) [FRFA T el Ry 7 AT, EOVANPLEDY A ~[2> FT7 7 MNITEBMT ST
RCODITANEERT 7 TR Ray 7 LTCOK]| 227Uy 27 LET,

g0 (FFvay) [LA~LTH—ERDEE]| T =7 Ry 7 A&EF LT, LAY 4~
LAY T —EREHRELET,

h) [OK] ZEIRL T, 2> v 7 F&ERLET,

ST 7ok Ay TAREERL TEIFDOREHA~D EPG DEN

ok varTid, Iy TU R Fay 7 & EHLC, BEFEO= M7 27 M EPG
BN 2 HEICOW TR L9,

)

(GE)  Cisco APIC U U —2Z 5.0 (1) LR, Cisco Application Virtual Switch (AVS) [Z¥ A — h Siv7e
<720 F L7, CiscoAVS Zf#H L T Cisco APIC U UV —Z50(1) 27 v 77 L— KT D54,
MIBENFEELIZBRIC 7 7 7 U » 73R — FE&vEH A, F72, Cisco AVS R A A DOFEEN
BAELET,

1R B
e NT U FIMERENTZZ EEMERLET,
«EPG BMER SN2 & ZHER L E9,

P OWTIE, Ry 7 7oK Fay 75X %&FH L CTEPG #1Ek+25 (262 ~2—
V) BEHZRBLTLLEE N,

A b7 MR [TFTUT—2320 TATFAN] U4y RUTERINTWND Z & &hf
BLET, 22213, 77V —2ay a7 7 A LDOROEPG Zar 57 T T
WHERHLTHWET, 207 —ATIERWEE.  [[Security] # 7 & L TEEFDZRKIIT
EPG ZiBM¥ % | OFIEITIENET,

FIE

AT w1 VMwarevSphereWeb 7 74 7> hMzu 7 A4 v LET, [FEX—F]XA T, [FFUHr—Ta
>7a77AIN] EERLET,

AT9 T2 [FEF—=B| AU T, [7TFTIV5—23> TAIT7AIL] ZIRLET,
AT w73 Application Profile ~4 > C, RO FNEEZEITLE I
a) Tenant Fe vy 77Xy VARG, T bEBRIRLET,

. Cisco ACI {R28{L A K. 1) 1) —R 5.2(x)
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[Security] 4 7 {5 L TBEEO2HI Ep6 :8mT 5 [

b) [FFUr—2ar TAIT7AIN] Kay 7 Xy VARNT, 77V r—vary Fary
AN ZEBRINL £7,

ATYT8 [RETHFSVIT 7R POV TN BECVT T, a2 b7 7 b2 RT7v 7 7 Ry
LT, ROWTNNEETLET,

«EPG R F T 7 FEMEET I :

1 [AVbESO M EZa T2 FRHETHMNERSDHEPGICN T v 7 T K Ry
7LET,

2. BT 53 I F (BPG Dy FT 7 M- TRAINFERENET) |
EPGa "IV FEMETLZa VNI "7 U v LET,
*EPG N b T 7 FEREMT BT

1 BT L0ERHLa T2 MI[AV IO M E NIy TN Fry 7 LE
j_o

2. BT L5872 (2 77 E6 EPG IR TRAIMFERINET) |
EPG3=a F T 7 bt 5 [aV b330 M E22 0 v 7 LET,

[Security] 2 7% {#FH L TEIFDEHIZEPG Z:EMT 5

1R BHEIIC
s NT U FIMEREINTZZ ERMERLET,
«EPG BMER SN2 & ZHER L E9,

S OWTIE, Ry 7 7o K Fay 75X E&FEH L TEPG #1Ek+2 (262 ~2—
V) BB LTLLEEN,

FIE

AT w71 VMware vSphere Web 7 74 7> hcu 74 v LET,

AT w72 Navigator ~1 > C, Resources> Security 3R L 7,

ATY T3 Tenant ke vy 77X VR RN, TF2 FEBIRLET,

ATYv T4 ZHOU A Rnb | EPG ZBIMTHLEDB LK% 7 ) v 7 LET,

RAT9TE + 74 3%, Consumers 721 Providers 7 7 LA CZ7 U v 7 LET (ENLH EPG O £
T2 IF K DR 2TV E ),

RATv 6 FRENTAT L 3 ¢, Add Endpoint Groups &R L £,

RTF9T1 XATa TRy 7 AT, WOBEELFITLET,

Cisco ACI X184 K. 1) 1)—R 52(x) .
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a) EPGHL7T T MR LET,

b) EPG 73 % Application Profile 2 BB L £,

¢c) EPGZLEMMOIV A SNOA[MOV A NIRRT 7 TR Fay X LET,
d) [OK]%#Z YV vr LET,

BAHRY D=0ty R TvT
ORI va TR, LAY IAER Y U= ICEHG T A FIEICOW T L E T,

)

GE)  LAY3INBRY NU—T DT RTOREEITI Z LIXTEEH A, Cisco Application Policy
Infrastructure Controller (APIC) [ZTFAET DL A ¥ 3AEH Ry NU—T DHRETEET,

1R BHHIIZ
*APIC DL A ¥ 3 (L3) ARy NI NBRESINTWNWD I LR LET, FEico
WL, CiscoAPICR—> w7 av 7 4 Fal—yary HA RERLTIEI N,

« EPG MER SN Z L 2R LET, FEMcOWVWTIE, RIv 7 72 R Fey 7 s
EH L TEPG ZEkT 5 (262 2—2) #BML T EEV,

FIE

AT 71 VMware vSphere Web 7 74 7> hMzu 74 LET,
AT9 T2 [FEF—=B]| AT, [7TFIV5—23> TAIT7AIL] Z=IRLET,
AT w73 Application Profile 4 > C, RO FNEEZEITLE I
a) Tenant ey 77Xy YRR, TFH0 MEBRLET,
b) [FFUHs5—>3rFadrAlN] Kay XXy VART, 77V r—vary a7y
ANEERRLEST TV r—var),
o) [REICFKSYI7ZUR Ay FEETY 7T, [L3ERY bT—H9] AR VIC KT v
7 TR Fay 7 LEd,
ATV T8 [T bDEIR| XA T 07 Ry 7 AT, 75 h<tenant_name> (tenantl) ZJER L.,
LAY 34MBR Y hU—2 2R LT, [OK] 22V v 7 LET,
ATv7S [REICKFIYI 7R FAYTEHFV T T, [AVRIT M & LAV 3ISERY RU—
7 BRI 7 TR Fary L, b EPG(WEB) IC KT v 7 LT L £,
ATwvF6 NewContract X4 71 7Ry 7 AT, IROEMEEZEITLET:
a) [Av2a—<]7 41—/ T, ELW LAY Ry hT—2 (13Ext) BERRIFLTH
LT LEMERLET
b) [FRNAE] 7 +—/L FT, IELWEPG (WEB) NFE/RENTWNDHZ & 2R LET,

. Cisco ACI {R28{L A K. 1) 1) —R 5.2(x)
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c) Name 7 1 —/L N2, ZKDO4 AT (L3ext-to-WEB) 2 A1 L £ 7,

d) (EE) Description 7 4 —/L KIiZ, EBRIOBHAEZ AT LET,

e) [Z4IE] 74—V FTIL [+] 74’:'/%:7 Vo2 LT, NT7T74 w27 74 VZ%iB
TEET,

) [FR|FAT el Ry AT, av 77 MIBNTH2TRXTOT7 4 LV ZEE[OY A K
NOEMDOIYANMINT 7 7K Fry LT, [OK] %227V yZ LET,

g) (EE) ConfigureL4-7serviceT = v 7 Ry 7 A% 42 LT, Layer4toLayer7 #—t
AR ELET,

h) [OK] ZEIRL T, 2> T2 bEERLET,

a I 7 ME PREYOLA Y IONE Ry T — T IR ENE T,

L2 E Ry FT—D DEERTE
Ok va T, LAY 2L2) ANy N U — 2 IZBHET D B OV TEI LT,

\)

GE)  L24MB%y U= DT RTCOBREEITADDITTIEH Y FH A, Cisco Application Policy
Infrastructure Controller (APIC) ZTFAET D L2 AE Ry NU—7 DAHAFRETE F7,

4R8O HREIIC

«APIC TL2AMR P — I BRRESNTWD Z L 2R L E9, FEMIC OV T, Cisco
APICR— w7 a7 4 FXal— gy A RESRRBLTLIEFEEN,

« EPG WFIET D Z & AMER L £9,

FIE

AT w71 VMware vSphere Web 77 7 4 7> hzua 74 v LT,
ART9T2 [FEFT=R]| AT, [7FVr—23> TAT7AIL] #RRLET,
AT w73 Application Profile 4 > C, RO FNEEZETLE I
a) Tenant Ky 7 &7 U ARG, 750 &R L £ (tenantl),
b) Application Profile Kz v "% 7 U A2 ki, [Expenses] Z3%R L £ 7,
c) Draganddroptoconfigure =L A > ks = VU 7 C, L2External Network % bR a2 V2 K7 v
7 7R Ray7LET,
d) Dragand drop toconfigure =L 2> k = VU 7 C, Contract % L2 /M1y U —727 RIZ R
T TR Kay7Z L, b EPG(WEB) I KT v 7 LTHERELET,
AT 74 NewContract ¥4 712 7Ry 7 AT, IROBEEFEITLET
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Cisco ACI vCenter 75451 > |

B 50070k koyTsRERERALE VRF DR

Sy I Ty

ATy I
ATy T2
ATy T3

ATv74

a) Consumers” 4 —/L KT, IELWL2AMBR v b U —7 (L2ext) WERRINTND Z & & ff
WBLET

b) Providers 1 —/L K C, IE LW EPG(WEB) RERENTNDLZ L 2R LET,

c) Name 7 ¢ —/L KiZ, R DLHI (L2ext-to-WEB) & A ) L £,

d) Description 7 4 —/L NI, ZBROFHZ A LET,

&) [FTANE] T 4—ARTE, [HTA22%220 92 LT, NTT 497 74 0FEB
TEET,

) [FR XA T Ry AT, a7 7 MIZEBNT52TXTOT7 4 AZEZE[OT A K
MOEMOIV A NIRRTy 7 7R Faey 7 LT, [OK]Z227 Vv 7 LET,

g) ({EE) ConfigureL4-7serviceT =7 Ry 7 A% 4212 LC, LayerdtoLayer7 % —t
AEFEELET,

h) [OK] %7 Vv 7 LET,

THNI PR e o 2Ry N —7 IR INET,

N royTARXEER L= VRF DERL

ORI varTiH, FIv T TR Py R EFEH L CVRF 21ERT 2 FIEIZONT
AL ET,

FIE

VMware vSphere Web 7 74 7 Mw 7 A LET,

MEEI V4 v RUT[RY RT—F 2T ZIRL £,

Networking ~A1 > T, IROENEEZFATLET:

a) [TFHFYR FeyrXXor VARNPL, TF 0 BN LET,

b) [BRETDFIYI TR FAY I EHREZY T TVRFESA I RT w7 TR Ry
FLET,

[FRVRF) XA 70l Ry 7 AT, IROBEAEEZFEITLET:

a) [#&HT 7 —/V FIZ, VRF DAHTIZ AN LET,

b) (A7 =3 )EBAE] 7 4 —/ FIZ, VRF OiHE AN LET,

O [EXAUT A I a0T, [KYo—0@A] F=v s By s 254 A LET, HY
ORI, EX 2 VT v— (28T 7 RN BEATOMLENS DD, VRF A0
ERELET,

d [OK] &2V w27 LET,

. Cisco ACI {R28{L A K. 1) 1) —R 5.2(x)
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A e |

TS FALDER

ATvT1
ATy T2
ATvT3

ATy T4

IVRERAY
189 5

ATvT1
ATvT2
ATvT3
ATv74

ZOIETHEH, 7V v Y RAAL VEAERT D HFIECOWNTIHALET,

1R BRI
s VRE(ZFT7AXR—hF Ry NT—)PHFETDHZ 2R LET,

FIE

VMware vSphere Web 7 74 7 > hMzm 74 > LET,

Navigator 7 ¢ > K7 C Networking &R L £,

Networking ~A > T, IRO#EIEZFITL £

a) Tenant Fr vy Xy UX MG, TF 0 MBI L E7 (tenantl),

b) Draganddroptoconfigure =L Ak = U7 T, VREDO EIZT Y v RAL &2 KT v
7 T7UR Fay 7l LET,

New Bridge Domain %1 7 1 7R v 7 AT, IROBEEEZFATL £

a) Name” 4 —/L RIZ, 7V v¥ RAAL U DL4HIZ AT LET (BD2),

b) (fEE) Description 7 4 —/V RiZ, @A A v FOFHEL A LET,

c) PrivateSubnetst 7 v a NZTFTAN— K VT Ry N Q222224 F AL, + T A 2%
7V 7 LTH TRy bET U wY RAL ATEIMLET,

d (EE) FlEcEdZEvRLT, REREOV TRy 2T v Y RAAL ITEMLE
D

e) [OK]ZZ7 Vv LET,

TV oY RALE, FARBYHNO VREICEFRE LET,

OB THLWRS I a—F4 09ty arERH
DI TarTiE, U RRA LV MOBTH LW NI TNy a—T 0 T vy a w2k
T A5 HEICHOWTHALET,

Flg
VMware vSphere Web 7 7 A4 7> Mzua /A4 LET,
Work 7 1 > R C, Cisco ACI Fabric Zi&R L 7,

Navigator 7 1 > K7 G, Troubleshooting % &R L £,
Policy Checker # 7'® Sessionnamet 7 ¥ = 2, #HiLWwk vy a 42 AN LET,

Cisco ACI X184 K. 1) 1)—R 52(x) .
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B - ks rmoBEO ST a—F 42T £y L a v OBth

ATvTH
ATvT6
ATvT1
ATvT8
ATv79
ATy 710

ATy TN
2T 12

ATy 713

TV RERAY

ATy T

ATy T2
ATvT3

ATvT4

Source and Destination 27 > = > C, Selectsource#7 U v 7 L7,
FREND A ==2—"T, Sdect Endpoint 27 V v 7 LET,
BICICRRENDFAT R TRy 7 AT, HEIXRELTHERNT L2 RARA M EBIRL T,
OK%27VUv7 LET,

Source and Destination 2 3 a ¢, Select destination #7 V v 7 LE7,

FRENDH A ==2—"T, Sdect Endpoint #27 U 7 LT,

BIFKRENLFAT TRy 7 AT, 5ife& LTHMT 2T FARA > FA@RL T, OK
27V v 7 LET

[(FSTNoa—TFTaoF v a OBl 2270 v 27 LET,

[FSTNa—TFT 42T Tl BEE, BRSh80, A XU b BEE BXONT
T4y IR ERET A ENTEET,

FARBEIZE, =2 RARA Vb, &9 2 vNIC, VM, KA b, BIOVNIC 238 ST
W5 BPG DX ENRRINET, BEORICHLT A aL %27 Vv 358, AT
WU REBIZHIST MG RE G CE £7,

[FES—2 3> (Navigation) 17 1> R T, [Traceroute] #2 J v 7 LT, 22Ox 2 P
A > NHETC traceroute Z BHA L £ 97,

FEADBGFED F STV a—TFT4 2Ty a2 DA

ZokvrIvar T, U RRA Y INHOBMEDO N T TN a—TF 4 ey a U ERBT
B IFHEZHDWTIHIA L E97,

48 H RIS

FIE

VMware vSphere Web 27 7 A 7> MZTr /4 > LT, [#%] A1 > T[CiscoAClI 77Ty

] #BRIRLET,

[FELS—B] AT, [FTTNoa—T 4 ] #BIRLET,

[R)S—Fzvh—] &7y av]vria T, [BEDEYaIVDEIR 27

Vw7 LET,

a) [BVYa3VOERI A ATl Ry AT, NITNva—T 407 Byiay &R
LET,

b) [OK]%ZZ7 VU >7 LET,

TV RBRA VRO N T TNy 2a—F 4 v T ORETTEET,

[FZTNYa—TFaoT 2y avDBB 227 v 7 LET,

. Cisco ACI {R28{L A K. 1) 1) —R 5.2(x)
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Cisco ACI vCenter 7574 > 07 >4 v —iL [

RTYTS [FFTNoa—T4 0 T]3A Tl BEE, RSN, A b BEE BIULT
T4 IR AT O ENTEET,

MR L, HE= 0 RARA v b, 545 vNIC, VM, A k., BLXVNIC RS T
W5 EPG ODRENEREINT T, BROBRIIHHT A2 27 ) v TBHE, B, T
WU KIEB ST e e G cx £,

ATv 76 [FEHXF—2 3> (Navigation) | 7 ¢ > KT, [Traceroutel #7 U v 27 LT, 25D KK
A > 8 C traceroute ZBRIE L £,

Cisco AClvCenter 759 A >DT7 AR =)L

ZDEY T a T, VMware vCenter 77 A DT A VA N — )V FIRIZOW T L E
7,
188 BRI

» PowerCLI =V — /L& FIHAJREIC L TR SLERH Y 7,

* ACTPlugin-Uninstall.psl AZ U7 FZ2F|HABEIZL THBLERZH D £7,

ORI VT NITFZTA L T—IATIZHVET, ROV A b Fyrua—RKT52
b TEE T https://APIC IP/vcplugin/ACIPlugin-Uninstall.psl.

FIE

AT v F1 PowerCLI 2> Y — L& & ET,
ATwF2 ACIPlugin-Uninstall.psl AZ U7 h&F(TLET,

ATw T3 TREN=SH, vCenter IP/FQDN 7 o —/V R, 7T 7 A4 % T A A h—/L¢ 5 vCenter
DEta NI LET,

ATy T4 BRENT-EAT TRy 7 A, vCenter DIL— MERD I LF v LB AN LET,
ToA VA RN—ADBEI LTS, a0V —LIZIRORA v —UREBRENET:

[x] Uninstalled ACI vCenter Plugin

Cisco AClvCenter 7594 DTy L—Fk

Dk v a T, CiscoACIvCenter 77 7 A V& T w7 7 L— K42 FIEIZOWTHA L
F7,

Cisco ACI X184 K. 1) 1)—R 52(x) .
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FIE

Cisco ACIvCenter 7’7 /' A % T v 77 L— KT 5I20%, 4 A M—/LOFEIZHE S LERH
D FE9,

SEHNZ DU TIE, Cisco ACIvCenter 7T 7 A > DA v A R—L (237 X—) ZHBRLTLF
SYAN

= O N — N
Cisco AClvCenter 7504 DA VA M—ILD LS T)L
vai—T4 27
ZDEY T aTiE, CiscoACIvCenter 77 7 A VDAV AN—=NVDNF TNy a—T 47
AT 9 HFIEIZHOWTEH L E 9,
VMware vSphere Web 77 & 4 7 > GUI C Cisco ACI vCenter 7°7 7' A L INFIR SN2 WGE
X, UFOBEEZFATL TSV

« vCenter & .zip 774'/1/%1‘?( L TW5 Web — D] THTTPS/HTTP FZ 7 ¢ w78
BELCNWDZ EA2MB LT, zip 7 7 A /W vCenter NH X — RTX5HEHI1CL
i‘j‘o

« HTTP Web #— N Z i H] L TV 2 58I11E, HTTP ¥ U — RRHATH 2 Z L &R
]\/ij—o

* HTTPS ZfiH L TW AL EICIE, ATV ATV U AR IELWZ & 2l LET,

« RO URL IZBEN L, BEIMMTONTZNE I DEMERLET,
hitps://<VCENTER |P>/mob/?moid=ExtensionManager&doPath=extensionList%o5b"com%s2ecisco%o2eaciPlugin"%5d
Cisco ACI vCenter 77 7' 4 > DFFNFE R EN DT TT,

OB T . XR=UNREAOLGEITIE, BEBRII Lol Z B R LET, 2R
BEA 7 VT MOFETHICET—PRAELZZEZERLTVWET, AT HIC
IE, b EA AN AFIEEETL, BEAZ VT RN T T —RNERRINDHNE D0
\_/_:E.%::@—}:)/Z‘%z)\% D ij—o

s vSphere Web 7 74 7k v V&R L £ 7,

sLinux 777 A7 A
/var/log/vmware/vsphere-client/logs/vsphere client virgo.log

* 5.5 Windows 2008: C: \ProgramData\VMware\vSphere Web
Client\serviceability\logs\vsphere client virgo.log

* 6.0 Windows 2008:
SALTUSERSPROFTLES \WMiare \vCenterServer\logs\vsphere-client\logs\vsphere client virgo.log
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R

Cisco ACI vCenter

- -
— —

+ 227 C lvcenter-plugin] F721% com.cisco.aciPlugin] ZMETDHE, A A h—)1/
Ty 77— RIZOWTOREERZ LT bitEd,

EFRT v 77 L— ROf:

[2016-05-31T19:32:56.780Z] [INFO ] -extensionmanager-pool-11139 70002693 100019
200004 com.vmware.vise.vim.extension.VcExtensionManager

Downloading plugin package from https://172.23.137.72/vcenter-plugin-2.0.343.6.zip
(no proxy defined)

[2016-05-31T719:32:56.872Z] [INFO ] m-catalog-manager-pool-11128 70002693 100019
200004

com.vmware.vise.vim.cm.CmCatalogManager

Detected service providers (ms) :206

[2016-05-31T719:32:56.872Z] [INFO ] m-catalog-manager-pool-11128 70002693 100019
200004

com.vmware.vise.vim.cm.CmCatalogManager

No new locales or service infos to download.

[2016-05-31T19:32:57.678%Z] [INFO ] -extensionmanager-pool-11139 70002693 100019
200004

com.vmware.vise.vim.extension.VcExtensionManager

Done downloading plugin package from https://172.23.137.72/vcenter-plugin-2.0.343.6.zip

[2016-05-31T19:32:58.438%Z] [INFO ] -extensionmanager-pool-11139 70002693 100019
200004

com.vmware.vise.vim.extension.VcExtensionManager

Done expanding plugin package to /etc/vmware/vsphere-client/vc-packages/vsphere-client-
serenity/com.cisco.aciPlugin-2.0.343.6

[2016-05-31T19:32:58.440Z] [INFO ] -extensionmanager-pool-11139 70002693 100019
200004

com.vmware.vise.extensionfw.ExtensionManager

Undeploying plugin package 'com.cisco.aciPlugin:2.0.343.5".

T504 2 0DREBA VR =L

SI%. Cisco ACIvCenter 77 7' A L DA A M —)LIFIEIZOWTIBA L F 9, vCenter &

APIC I CHTTPS N T 7 4 v 7 A X —T /U TE, JE D Web —3%{# il L T Cisco
ACIvCenter 7Z 7' A > zip 7 7 A W ERA MNTHEEF. ROFNEEFITLET,

1R BRI

T RTORHREMAEDWIZ SN TVD Z L MR L T E &N,

ZEMIT DWW T, Cisco ACIvCenter 7T /A v V7 N7 =7 OBEE (237 2—3) 25 W
LTL7Z&EW,

FEAZ DWW TR, 2372 APIC OFRE (237 X—2) LTI,
PowerCLI == VY — /LA HE LT E &0,
ZEHNZ OV TCIE. VMware D~ == 7TV E SR LT F X0,
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Cisco ACI vCenter 75451 > |
B cisconcivcenter 7551 vokES VR b—

FIE

ATy TN zip 7 74 V& Web — "—TEHAREIC L £7,

a) Web %—/N—2 HTTPS CT2W5&, 7 7 4 /L h Tid, vCenter |X HTTPS Y —AH DA
v — ROKLZFFAILET, HTTP 27 A3 511X, vCenter DR DHERL 7 7 A /L% BH
TmELET,

« vCenter 5.5 Linux 7 7°7 A 7 . A: Ivar/lib/vmwar e/vspher e-client/webclient.properties

s vCenter 6.0 Linux 7 77 1 7 > A: [etc/lvmwar elvspher e-client/webclient.properties

« vCenter 5.5 Windows 2008: % AL L USERSPROFILE%\VMwar€e\vSphere Web
Client\webclient.properties

* vCenter 6.0 Windows 2008:
C:\ProgrambData\VMwar e\vCenter Server\cfg\vspher e-client\webclient.properties

b) 77 A NOE%ZIZ alowHttp=true 2B L £,
c) Web #—/S—23HTTPS TXRWE1E,  [etclinit.d/ivsphereclientrestart] =~ > K& fEH
L "C vSphere Web Client — & 2 2 Ff2B) L £ 7,
AT w72 PowerCLI = Y —/LE 72 E Python ZfEH L CAZ V7 F&2FITLET,
A7y |HH

PowerCLI = [1. PowerCLI =t Y — /L& & £9°,

:/y—/l/% i ©° P
@451 |2 ACIPlugin-install.psl 27 V7 b & 3T LT
B Tar s M RFRENTES, KOFERE AN LET,

«vCenter IP/FQDN 7 f —/V RIZ, 7T A4 v A VA P—LTH0HE
D& 5 vCenter  AJ L ET,

* Plugin .zip fileURL 7 .t —/L RiZ, vCenter T/ 7 /A L & X T 1—
RT& % URL&Z AN LET,

GE) Zip 77 ANVDARIEEE L TWeWZ E AR LET,

« HTTPZ i L TV 584 1%, [SHAL Thumbprint] 7 ( —/L K& 220D %
FIZLET, HTTPS ZHH L TWAEAIE, #HHLTWDS Web ¥—
N—@ SHAL 27V v FEZROWTNNDOIERTATI LET,

canrTRYLGE
XX IXXIXX XX IXXIXX XX XX I XX 1XX XX
« AN—ATRUILZ5E

XX XX XX XX XX XX XX XX XX XX XX
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Cisco ACI vCenter 75 41 > tes( v h—L [

o
\4
\’l
u

\i

Bl

GE) Windows D—#> 7 7 UH TlL, GEHEY LTV > XL
LFEORVE—OTH (72 & ZI1E, XXXXXXXXXXXXXXXXXX) &
LTERRENDZERHY ET, ZOHEIEA A M= R
U7 M TIELS S NEE A, Web¥— 3D SHAL A7V
YRT, TOVTHUNOELWEREZHEHL T ZEW, £9
L7z & Cisco ACIvCenter 77 7' A 3 BT EREEZE 2
LET,

3. XA Tua Ry AT, vCenter D/L— MERDOBERKIG®REZ ATI LET,

Python % fi
L R Y N

G¥) Python 2.7.9 LI Zf# H L. Python BRBZ(Z pyvmomi /X v 77— % A
VARV TOERENRH Y ET,
Python 2 7 U 7" s #5347 L £ 7": python deployPlugin.py
T IRERENTZH, ROEHREATILET,
s [VCenter IP] 7 4 —/V RiZ, T A HA VA RN—INTHNLEDODH D
vCenter Z AJJ L £ 77,

+ [vCenter Username & Password] 7 ¢ —/L RiZ, vCenter M /L — hHESR D&
KAEWAE AT LET,

« Plugin .zipfileURL 7 1 —/L R|Z, vCenter T’ 7 /A VXU a— KT
&5 URLZ AN LET,

Zip 7 7 A NVDLRTEEFE L TWeWZ &R LET,

« [Httpsserver thumbprint] 7 + —/L K G, HTTP 2l L TWAHEIE, =
NZZOEFICLET, THRLUANOEEIL., #HT % Web — 33—
SHAl VA7V FE AN LET, 74—V RiFaue TR TWVE
9, WITHlZR~RLET,

D7:9F:07:61:10:B3:92:93:E3:49:AC:89:84:5B:03:80:C1:9E:2F:8B

GE) A2 FANZAS) TE D deploy.cEg 7 7 A Vb H VY 9, D
Ty ANEGERE LTAZ ) T NEFATTEET, RIHlEZRLE
ﬁ—o

$ python deployPlugin.py deploy.cfg

RATY T3 BEMNET L5, vSphere Web Client |21 7 A > LE T,

GE) vCenter 73 Web r—/N\—NEL7Z7 7 (4 2 Z 7o — KL TRERRRT 2O, &AD
07 A RN D ZERH Y 9,

VMware vSphere Web Client 28 2 — K X415 &, Navigator < IZ Cisco ACI Fabric 235/~ &
nNE4, Zhckv, ACl 777V w7 #EHTEET,
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Cisco ACI vCenter 75451 > |
B cisconcivcenter 7551 vokES VR b—

GE) TITA BT, IOT Web 7 AT FalEEITHLE, Web 27 747
YOV a—=REERTLHET— A vE—URRRINDTENRHY £T, [Reoad]
7V LTR=—VaHHiTo8, 27— Ayvb—VI3FRINEE A,
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ZOET, WONETHELSINLTWET,

» Cisco ACI with Microsoft SCVMM (Z 2\ T (279 ~X—7)

* Cisco ACI with Microsoft SCVMM D Bf#%E (283 ~X—)

« Cisco ACI with Microsoft SCVMM =2 iR—F > b DT v 77 L— K (309 ~<—)

e TF LU RDORY —DEAN (312 —)

» Cisco ACI with Microsoft SCVMM D k7 7 )Ly a—F 7 (318 X—7)

« 2EFHR (320 X—)

eIl I=bE T 4D T LA (322 %—2)

HEV 77 LA (323 3—2)

» Cisco ACI with Microsoft SCVMM 2 > iR—F% 2 hDT A VA h—/L (324 _—)

* Cisco ACI 3 L O Microsoft SCVMM =t iR —F >k TD CiscoAPIC =2 bz —F B LA
AvF VT T2THETTL—FRF45 (326 3—)

« APIC OpFlex fEFHE D= 7 AR — K (327 ~—)

Cisco ACI with Microsoft SCVMM [ZDUYT

Application Policy Infrastructure Controller (APIC) %, Microsoft VM & HLT 27 A LA LT,
TTy N T A —ADFRy NU— 7 ERRE A JL5E L E 3, Cisco Application Centric Infrastructure
(ACD) 1%, Microsoft VM B 27 ADOWRD L~V THRE SHE T,

» Cisco ACI with Microsoft System Center Virtual Machine Manager (SCVMM) : Cisco ACI &
HAET DL SCVMM 1Zx v U — 27 EHDT-HIZ ACI & SCYMM [ Di@(E % ATREIC L
i ﬁ—O

\}

GX)  SCVMM 725 SCVMM HA ~DFATIE, Microsoft TIEH AR — b &
AIVEE A,
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B cisco Aci with Microsoft sScvMmM v 1) 2 —3 3 L DS

* Cisco ACI with Microsoft Windows Azure Pack : Cisco ACI with Microsoft Windows Azure Pack
DOFEITIEIZOWTIX,  [Cisco ACI with Microsoft Windows Azure Pack V' ) = —3 3 D
MZE 330 ~"—) | ZZRLTIEIVY,

Cisco ACI with Microsoft SCVMM V' |) 12— 3 U DOHE

ZD#EERA  FTIE, Application Policy Infrastructure Controller (APIC) & Microsoft System

Center Virtual Machine Manager (SCVMM) (%, *v NV —27EHO-DIZHWNZHEE LET,

T RAA > b Z—7 (EPG) 7% APIC THER &, SCVYMM O VM + v hU—27 & L THE
EnET, FHEIZSCVMM TFrEY s =07 &N, ZhbDFxy hU—7 2RI T& %

D

SCVMM O3 ~7RA D LR RO D

ROE, Cisco Application Centric Infrastructure (ACI) 7 7 7 U » 7 TO—f#) 72 System Center
Virtual Machine Manager (SCVMM) # A D8RI 72 bR w2 %R L CWEF, Microsoft SCVMM
YP—ERFAF L FT =R L LTETAAEOEmN—E 2 & LT, PHERA MR
AR~ > ACEANTE TN, FERAICIT APIC LilBfE T2 H—0D SCVMM A v A X VAT
T

SCVMM #—E" & & Application Policy Infrastructure Controller (APIC) & O#EfiIL, EF % v b
V=7 & LTATOILET,
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19:AC1 77 7Y v9 & SCVUMM®D kRO D

2

VMM Admin
SCVMM

Powershell GIeRTI
SCVMM B [Windows

REST

Service]

L=
P .
V4

SCcVMM T ACl DiED < v EL T 1200 T [

b §

APIC Admin

1

o il AFIC
BT

-3

D FAc

Vi

APIC Hyper-V AGENT | | APIC Hyper-V AGENT

8 i

ﬂj e A’J i
Windows ©'3¢° Windows '*¢°
Server System Server System

APIC Hyper-V AGENT | | APIC Hyper-V AGENT
i.f afra]n ili s
2 ~ CIscCo ~  CIsco

Windoys
erver System

,'p-r W Hest i

erver System

A48

SCVMM T® ACI DEEZEDI Y ELTIZDNVT

Z Z ClX. Microsoft System Center Virtual Machine Manager (SCVMM) T® Application Policy
Infrastructure Controller (APIC) DiED~ v B VDR EKERLET,

=R 5:APICE LU SCVMM DIEEDT v EV Y

APIC

VATLEVE—

VMM R A A

FMEA A v F LRy P U —7

VMM 2 ke —3

SCVMM

SCVMM 7 7 7 K4

29U R (Z7rT V)

EPG

VM Xy U —7

A7 7 AKNT77F ¥ VLAN

FEAA » FIZL DDA T TANT I F ¥
VM 3y kU —7
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20:ACI B &V SCVMM DIEEDT v EY

—
=1 scvMm1

Cisco ACI with Microsoft SCVMM |

!:sl
SCVMM2 =

SCVMM Cloud = Cloud1

SCVMM Cloud = Cloud2

SCVMM Cloud = Cloud3

LogicalSwitch = Dom1

LogicalSwitch = Dom2

LogicalSwitch = Dom1

Ll APIC
I

VMM Cortroller = SCYMMA,
Cloud Name = Cloud1

VMM Controller = SCVMM2,
Cloud Name = Cloud3

VMM Controller = SCVMMI,
Cloud Name = Cloud?2

VMM Domain = Domd VMM Domain = Dom2

34017

<y B IR R DN —VIZHENE T,
el DD VMM FAA %, [FLU SCVMM IC#EHEl~ vy B 7952 LI T A,

SCVMM 27w 959 RETFURISOER

Microsoft System Center Virtual Machine Manager (SCVMM) 1%, Bl ~7 7 7' U v 7 LW ~7 7
TV DY) —RAary7TF e LUTHIETD (770K W7 V=7 Mt LET,
ACIL & SCVMM & DIERIZ L > T, SESERGER v U —7 OF®RD BERIZ/ER S,
LRy NT—J EZBE L7 77 RTHNITHZENTEET, SCVMM & D ACIOHEA
ERETHEE. 777V v 7 7 7% Kid Application Policy Infrastructure Controller (APIC)
Th—harrFFeLTHRETDZVIURTHY, 7T NI NET777 Vs 750
FICHRESNIEAA N ZV—=T D% 7 xRy FEie SCVYMM 27 7 7 R T4, SCVMM (23,
WAL v FOEANMEHT LT XTORAN IA—RNEERTWET, 777Uy T 7
FZU RNty b7y I, REEAA v TFRRA RN =T ADRA MIFEAShD &
SCVMM EBHEZT T~ 7 70 R T&E L L HI1cky, 752777 FET
apicLogicalNetwork % A %112 L C Windows Azure Pack D7 > "7 77V w7 ETTFF o b
Ay NT—=7 ZfFl L THEATED LT £,

]

SCVMM Cloud Name: Fabric Cloud
Host Groups: All Hosts
Host Group HumanResources:
HyperV Node: Node-2-24
Host Group Engineering:
HyperV Node: Node-2-25

SCVMM Cloud Name: HR Cloud
Host Groups: HumanResources

SCVMM Cloud Name:
Host Groups:

Engineering Cloud
Engineering
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Cisco ACI with Microsoft SCVMM O Bfi 44 .

Cisco ACI with Microsoft SCVMM ) Bf 15

Z Z T, Cisco Application Centric Infrastructure (ACI) with Microsoft System Center Virtual
Machine Manager (SCVMM) % Bi#A3 2 HIEIZOW T L £,

Cisco ACI 3 L 10 2.2(1) U U — A F D Microsoft Integration 7 7 f V& X v m— KL CREBL
*9°, Z U Cisco ACI with Microsoft Windows Azure Pack DA > A h—/LORNHZFEITLTL 72

é 1/ \O
1. RDOT KL AP A 2® Application Policy Infrastructure Controller (APIC) Web ¥+ ~Z7
7EALET,

http://www.cisco.com/c/en/us/support/cloud-systems-management/
application-policy-infrastructure-controller-apic/tsd-products-support-series-home.html

2. [All Downloads for this Product] 23R L £7°,

VY —2 =Tz L ac-msft-pkg-2.2.1x.zip 7 7 A /L Z RN L E 9,

>

[Download] #7 U » 7 LE7,
5. aci-msft-pkg-2.2.1x.zip 7 7 A /L& BB L £ 7,

\}

() Cisco ACI with Microsoft System Center Virtual Machine Manager (SCVMM) (% ASCII L5 0D A %
PAR—=FLTWET, HASCH LFEIYAR—FLTHEEA,

Windows D> AT L 17—/ )LD EIZ [English] NERESINTWDH Z 2R LET, Tl
%@%6\ijmﬂwMMi4/xk~wéhiﬁhoit\/XTAD&—W®4/X
M= VRIZHRFEUSN O = VICEE LT GG, APICK LT ACI 7 77 ) w7 LdET 5 &
Mea s R— MPRRET 25603 H0 £7,

Cisco ACI with Microsoft SCVMM ) Bits ) &4
Bk BRIIC. Do Ea T (v B L FORHR A2 LT = L AR L £

o FEIE OV — L DOREEE L Microsoft System Center Virtual Machine Manager (SCVMM) /X—
T a NIROWNT IO SN TWAS I L 2R LET,

« SCVMM 2019 RTM (E/L K 10.19.1013.0) LA
« SCYMM 2016 RTM (E /L K 4.0.1662.0) LLF
CcHH TR T A a—LT v 79 (EJL R 3.28145.0) LD SCVMM 2012 R2

« Windows Server 2019, 2016, F721£2012R2 73, Hyper-V DEEFIDIH LN 72 - Ty 5 Hyper-V
‘ﬁ"_‘/\ /])/X l\—/l/éh(b\é &%E@mubi‘a—o

Microsoft D~ == 7L E# SR L T &V,

Cisco ACI X184 K. 1) 1)—R 52(x) .


http://www.cisco.com/c/en/us/support/cloud-systems-management/application-policy-infrastructure-controller-apic/tsd-products-support-series-home.html
http://www.cisco.com/c/en/us/support/cloud-systems-management/application-policy-infrastructure-controller-apic/tsd-products-support-series-home.html

Cisco ACI with Microsoft SCVMM |
B cisco Aci with Microsoft ScVMM 3 oK — 2 > kDA VR F—L, BE. BRI

+SCVMM TZ 70 RPRBREIN, TD7 T 7 FIZHEYRAA MPRBIMEINTWD Z & &
HBLET,

Microsoft D~ == 7 /L ESBM L T Z &V,

Cisco Application Centric Infrastructure (ACI) U —=7 AA v F & Hyper-VHEA K (777
Vo7 A 2—axy Mel) OBICAL v FRb 2581, ZhbDPHT A 2 TA
Y77 ARNT Y F ¥ VLAN ZiF [ 50 E N H Y £,

e V7T AMNT I F v VLAN AR Tdefault] AEP BEET D & MR L £,

« APICSCVMM BELORA N ==V =2 FHD CiscoMSI 7 7 A Vindp D Z & MR L E
7,
Cisco ACI with Microsoft SCVMM D BElE (283 X—) Z&R L T &V,

*SCVMM DA VA N—JVDALUTFVA T4 RUBATV2a— )V LTI LEMHERLE
9, Cisco ACISCVMM DA > A h—/L Fat A2 LY. BIEEITFHD SCVMM H—E Z
A VAL AP EBIICHEE SN ET,

A\

(F)  SCVMM TVM BH A F 3 v 7 MAC THEINTWDLHA,
SCVMM TZi 5D MAC 7 R U R EZ#REE 7213 T 5 DIck:
MM D 728, APIC TVM A X2 b U & HT 25 OIZKEH
MWD E£97,

« HYPER-V #F Y —/L73 HYPER-V iR A b & LC SCVMM $— 2 A VA b—/L &R TN
HTEEERLET,

HYPER-V EHY — WV HER A A b —19 5121,

1. [VE—FH—NEEY—/L (RemoteServer Administration Tools) ]. [A—ILH LV
FBEMDIEN (Add Rolesand Features) | > [#8E (Feature) 1>[Y) E— b H—/N\EHE
*J—JL (Remote Server Administration Tools) ] >[B—/LEEY—)L (Role
Administration Tools) ] >[Hyper-V E¥Y—)L (Hyper-V Management Tools) ] T,
T4 — REET LigREEZ A A M=V LET,

2. % HYPER-V & SCVMM V— " %# 0 L £,

ZAUE, APICSCVMM BLOEA b =— Y = v MIHE 7 HYPER-V PowerShell =< >
FLy bz A=V LET,

Cisco ACI with Microsoft SCVMM 0 > 7/R—F% > kDA VX b—)L, &
= =
E. REE
Z Z Tl&. Cisco Application Centric Infrastructure (ACI) with Microsoft System Center Virtual
Machine Manager (SCVMM) %A A h—/L &IE, BILOMERT 2 HEZHHALET,

. Cisco ACI {R28{L A K. 1) 1) —R 5.2(x)



| Cisco ACI with Microsoft SCVMM
Cisco ACI with Microsoft SCVMM 3 >/ R—R > hDA VX k—JL,

wx. g [

aAVER—F2 b+

2BRY

SCVMM = 72135 7] M SCVMM ~® APIC
SCVMM =— = v A A h—JL

SCVMM ~® APICSCVMM D= — = kD
A A= (286 %—) BB TLEE
W,

A HPEDE W SCVMM ~0 APIC SCVMM T —
L DA VA R—L (287%—) BB
LTLEEWN

Windows 2~ K 7' 7 D FEIZDOWNT
X, Windows D~ K a7 hMaEEHL
72 SCVMM ~® APIC =— = h DA A
=/ (320 2—) ZZML T ZIN,

OpflexAgent 7k E D ARk

APIC OpFlex il ED AL (288 X—) %%
LT ZEN,

APIC ~® OpFlex sEER U > — DB

APIC ~® OpFlex sEE AR U o — DB APIC
(289 X—) ZZHLTIEE VY,

OpflexAgent GEIED A > A h—/L

OpflexAgent ;EFED A A h—/L
V) AZRLTIEEN,

(291 ~2—

SCVMM = — = 7 ;M F 7213 m n] M SCVMM
D SCVMM =— = hTO APIC 7 L5
V¥ VEERT S APICIP DT

SCVMM = — = > k T? OpflexAgent FFF
ZAfFH L7 APICIP 3% E OAERL (295 X—2)
LTSI,

Fx

&AM SCVMM @O SCVMM =— Y = o T
@ OpflexAgent sIEBHE 2 1] L 72 APIC IP 3% /&
DORERE (296 ~—) BB L TL &V,

Hyper-V #—/3~® APIC Hyper-V =— 3 =
cDA A h—b

Hyper-V $—/3—~. APIC Hyper-V =— 3 =
YROA A= Q8 R—Y) BT
<TZEWY,

Windows 2=~ R 727 hOFEIZDNT
X, Windows D~ K a7 haFERHL
7= Hyper-V Server C® APIC Hyper-V =—3 =
YRDA VA M= (321 X—Y) #BHL
TLEEN,
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aviR—%2 b

2BRY

SCVMM = 7= 1Z& 7] it SCVMM Tod APIC
SCVMM =— = h DA A h—)L DR

SCVMM TP APICSCVMM = — = > h DA
VA N—ILOER (3002—) BB LTL
72X,

EJA

&AM SCVMM oD APIC SCVMM = — 3 =
VDA A RO 3018—) S
LT EEN,

Hyper-V #—/3T® APIC Hyper-V =— 3 =
FDA A NIV DI

Hyper-V #—/3—"T® APIC Hyper-V =— =
YDA A=A O B2 N—) 2F
LT 7ZE,

SCVMM R A A > 7177 A LOVERL

SCVMM KA A > 777 A /LVOIERK (303
~N—) BELOGUI ZfEH L7 SCVMM R A
A 7Tua77ANVOEKR 303—) 25
LTI,

NX-OS A ¥ A L@ CLI i 4 % LI o0
T, NX-0S A% A )L® CLI ZffH L7z
SCVMM KA A > a7+ A4 LVOER (411
R—) R LTIESN,

REST API Z#ffi 9 5 HiEIZ DWW TiL, REST
API ZfEfI L72 SCVMM RAA v a7y A
LVOFERE (429 2—3) ZHBMLTL &,

SCVMM VMM R 2 A > ¥ L O SCVMM VMM
DR

SCVMM VMM K A A >3 LT SCVMM VMM
DOffERE (306 X—2) ZZMML T I,

SCVMM DR A b ~DFGEA A v FDEA

SCVMM LD HEA hA~DFHEAA » FOEA
(307 =) ZZRLTLIZIN,

FFUN 75U RTOHRMEY NT—7 DF
ik

(73 s 2779 RCoOf@m#iry hU—27 D
At (308 ~—2) | ZZMMLTIZEWN,

SCVMM ~® APICSCVMM DO T—>zV FDA VR b—JL

Z Z Tl&. System Center Virtual Machine Manager (SCVMM) (Z Application Policy Infrastructure
Controller (APIC) SCVMM T=— = & A U A =T 2 HEERII L ET,

FIE

ATy T1 SCVMM H— 2 SCVMM E#HE 7 LT oy LTa s A4 LET,
AT v T2 SCVMM H—/ T, Explorer TAPIC SCVMM Agent.msi 7 7 A /L% @O} £97,
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ATv73
ATy T4

AAMOEL SCVMM ~0 APICSCWMM T—S = > koA 2 h—L ||

APIC SCVMM Agent.msi 7 7 A V%457 U w27 LT [Install] Z B8R L £ 7,

[Cisco APIC SCVMM Agent Setup] ¥4 7 2 7R v 7 AT, WROBIEEZFETLET,

a) [Next| 227 Uwv 7 LET,

b) [Iaccept the terms in the License Agreement] = v 7 7R v 7 A|ZF = v 7 & AfL, [Next] & 7
Vw7 LET,

) THUY NAENRRY—=RDLR57 LTy LA LET,
SCVMM =t > Y — )L L7=D LR L7 LF vy va AJ) LET, Cisco APIC SCVMM
T—Yx Y hTSCVMM BEZITHITIX, ZNHDT LT v vy VBRLETT,
AVAN=NTBEAT, ANSNTT AT ML ENRRAT—=RNGRDL7 LT Uy v b
DRFRESNE T, A A M—ARNKML7ZEE, SCVMM T 7 — X vt —URERS
A, 2—WFEEDI BRI VLT oy VAT DMERDY £7,

dy T7HT NHENRRT— RG22 5 7 VT UV Y VORRGENEFI L= 5, [Install] 227 U v
7 L/\gzjqo

e) [Finishl %7 U w27 LET,

G¥) 1 2D SCVMM (£ 12D APIC 7 7 A X —DIHr EXfFETE 5728, SCVMM Z &

1 2D APIC 77 T AX DRHEFERTE 7,

ATAMEDE LY SCVWMM ~D APICSCVMM T—2 x> bDA VR b—)L

RATvT1
ATvT2
ATvT3
ATv74

Z 2T, "THM D E W System Center Virtual Machine Manager (SCVMM) (2 Application Policy
Infrastructure Controller (APIC) SCVMM T — = & A VA h—/b 325 FIEIZHOW TR L
\i —gqo

FIE

AAMEDEV SCVMM A > A b — L OHEDOHAH / — Rice 74 LEd,

SCVMM #—/3T. File Explorer T APIC SCVMM Agent.msi 7 7 A V& B2 £,

APIC SCVMM Agent.msi 7 7 A V%457 U w27 LT [Install] Z8&R L £7,

[Cisco APIC SCVMM Agent Setup] A 7 12 7R v 7 AT, IROBMEEFEITLET,

a) [Next]Z27 VU vZ7 LET,

b) [Iaccept the terms in the License Agreement] = v 7 7R v 7 AZF = v 7 & AfL, [Next] & 7
Uy Z7 LET,

) THUY NAENRARY—=ROLR57 LTy LB AN LET,

SCVMM 2 Y —VIER LD LRI LT vy b AS LET, Cisco APICSCVMM
T—Y 2 FTSCYMM #EZITH L. ZRHD T LT ¥y LNEETE,

AVAM=NTREAT, ANENEZTHIT MG ERRT—= KRBT LT Uy /b
PRIEESNET, £ VAP —ARRKLIZEE, SCVMM T T — A vb—UNRERS
N, 2—VIZEDRI VT Uy VEFBANTILERHD 7,

Cisco ACI X184 K. 1) 1)—R 52(x) .
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d) THUY MERRT—= RN R57 LT Vv VOBGREREI L6, [Install] 27 Y >
7 LET,
e) [Finishl %7 U w7 LET,

RFYTFE Windows 7 =—/LA—r3— I FALDAR LS )= RILIZ, AT 97 1 b 4 20K
L/i—a—o
APIC OpFlex FEBAE D £ AL

Z Z T, Application Policy Infrastructure Controller (APIC) & SCVMM T—— = > MMED#E
Y ¥x a7 4 CE#T D APIC OpFlex sEBIED LR FTEIC W T L £97,

\}

GE)  ZHIEA VAP LT LIZ—EORFEITLTLIIEEN,

ATy I

ATy T2

ATvT3

FIE

SCVMM H#—za 74 L., Start>Run >WindowsPowershell &R LT, 77V &7 —
23 23— Run asadministrator #27 YV v 7 L$1,

[ACISCVMMPsCmdlets] # 2 — R L, kD=3~ K& AJ LT, #H LU OpflexAgent.pfx 7l &
T 7 ANVEERLET,

Windows PowerShell
Copyright (C) 2013 Microsoft Corporation. All rights reserved.

PS C:\Users\Administrator.INSCISCO> ed \

PS C:\> ed '.\Program Files (x86)\ApicVMMService'

PS C:\Program Files (x86)\ApicVMMService> Import-Module .\ACIScvmmPsCmdlets.dll
PS C:\Program Files (x86)\ApicVMMService> Get-Command -Module ACIScvmmPsCmdlets

CommandType Name ModuleName

Cmdlet Get-ACIScvmmOpflexInfo ACIScvmmPsCmdlets
Cmdlet Get-ApicConnInfo ACIScvmmPsCmdlets
Cmdlet Get-ApicCredentials ACIScvmmPsCmdlets
Cmdlet New-ApicOpflexCert ACIScvmmPsCmdlets
Cmdlet Read-ApicOpflexCert ACIScvmmPsCmdlets
Cmdlet Set-ApicConnInfo ACIScvmmPsCmdlets
Cmdlet Set-ApicCredentials ACIScvmmPsCmdlets

WDz~ K& AN LT, # LV OpFlex sEE AR L £ 97, "New-ApicOpflexCert" PowerShell
A~y FTE, o~ AT 5 PEXGEAED Ny r—2 77 A V&/ER L, m—A)L
YU DFEHER FTICZOFEHEE A VA P =L LET,

PS C:\Program Files (x86)\ApicVMMService> $pfxpassword = ConvertTo-SecureString
"MyPassword" -AsPlainText -Force

PS C:\Program Files (x86)\ApicVMMService> New-ApicOpflexCert -ValidNotBefore 1/1/2015
-ValidNotAfter 1/1/2020

-Email tO@domain.com -Country USA -State CA -Locality "San Jose" -Organization MyOrg
-PfxPassword $pfxpassword

Successfully created:

Cisco ACI {R28{L A K. 1) 1) —R 5.2(x)
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RESTAPI £ L1-. APIC TREAShiHEER0ET

C:\Program Files (x86)\ApicVMMService\OpflexAgent.pfx

PS C:\Program Files (x86)\ApicVMMService>

AT v T4 REST API Z#{#JH L T APIC T+ 23FHEEREZF R L E T,

[REST APl ZffiFH L 7=, APIC TEH S DFEHEFHROFR (289 —) | 2L TL
720,

RESTAPI 2 L1=. APIC THEHA SN AIHASHERORT
Z ZTld. RESTAPIZ{#iH L CTAPIC T &N AFFHEFE M A L RT 2 HEERHLET,

FIE

APIC TR SN DREAFE Mz ZRT 51213, BLIFE2EITLET,

PS C:\Program Files (x86)\ApicVMMService> $pfxpassword = ConvertTo-SecureString
"MyPassword"

-AsPlainText -Force

PS C:\Program Files (x86)\ApicVMMService> Read-ApicOpflexCert -PfxFile
"C:\Program Files (x86)\ApicVMMService\OpflexAgent.pfx" -PfxPassword $pfxpassword

MIIDojCCAOoqgAWIBAgIQHZz+F21uuOpFKKOp3jxWREjANBgkghkiGOwOBAQOFADBEMRWWGgYJKOZI
hvcNAQkBFglOMEBkb21haW4uY29tMQ4wDAYDVQQOKDAVNeU9yZzELMAKGALUECAWCQOExXDDAKBgNV
BAYTAIVTQTEUMBIGAIUEAWwWLT3BmbGV4QWd1lbnQwHhcNMTUWMTAXMDAWMDAWWhCcNM ) AWMTAXMDAW
MDAWW]BfMRwwGgYJKoZIhvcNAQkBFgl OMEBkb21haW4uY29tMQ4wDAYDVQQKDAVNeU9yZzELMAkKG
AlUECAWCQOExDDAKBgNVBAYTALIVTQTEUMBIGALUEAWWLT 3BmbGV4QWd1bnQwggEiMAOGCSgGSIb3
DQEBAQUAA4IBDWAWGgEKAOIBAQCzQS3rvrIdxiHfeAUqtX68CdjIL1+nDtgBH8LzDkORBVLOKUGV
9cYjCAMWW24FJo0PMt4XblvFJIDbZULfJWgEY1ImDxgHIAhKIujGsyDoSZdXaKUUv3ig0bzcswEGvx
khGpAJB8BCnODhD3B7Tj00D8G18asdlu24x0y/8MtMDuan/2b320RmnluizhSX3cwjnPI2JQVIif
n68L12yMcplkJvi6H7TRxVOiES33uz00gjxcPbFhsuoFF1eMT1INg41sTzMTM+xcE6z72zgAYN6WEQ
T1pTCLCC+0u/gqlyghYuOLBnARCYwDbe2x0a8ClVcL3XYQlEF1pl+HFfd//plro+bAgMBAAGIWIBY
MBIGA1UJEWEB/wQIMAYBAf8CAQAWEWYDVRO1BAwWWCGYIKwYBBQUHAWEWHQYDVROOBBYEFGUzLCGS
4DECP+bPiFbiDjMDQ3tMMA4GA1UdDWEB/wWQEAWIBBIANBgkghkiGOwOBAQOFAAOCAQEANCS5kKVN4
062tIYalS2HSyiwjaMg7bXogIH/ICPRQEXUlXE6+VnLnYgpo3TitLmU4G99uz+aS8dySNWaEYghk
83gLpul39HH6yWxdPiZ1cCQ17J5B5vRu3Xjnc/2/ZPqlQDEElobrAOdTko4uAHG41FBHLWAZA/£72
5fciyb/pjNPhPgpCPO0r7svE1Q/bjAP1IWK8PhCfd7k2rIx5jHr+YX8SCoM2jKyzaQx1BAdufspX3U
TAWHOaF7ExdWy/hW6CduO9INJTE£+98XNQeOcNH/20SKYC19gEK6FesdOBEFVC)1RYRIENgiY4q7xpyB
tgDkBm80V0Js1lU2xXn+G0yCWGO3VRQ==

PS C:\Program Files (x86)\ApicVMMService>

APIC ~® OpFlex sEBAE R ') > —d3iE/0 APIC

Z ZTl&. Application Policy Infrastructure Controller (APIC) |Z OpFlex 8:iER U v — & B0
B HEIZHOW T LET,

Cisco ACI X184 K. 1) 1)—R 52(x) .
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B 2pic ~ o opFlex EEBIE K Y~ —sem APIC

FIE

AAARY —ZBML T, ZOREHELZAPICH — NTRAETE 2 X2 LET, GUIEIX
REST Post Z{# ]l L T, Hyper-V =— = hiEAER Y 2 —% APIC [ZIBIITE £9,

« GUI ¢

1. APICGUIIZRZ A v L, A==—/X—"T[ADMIN]>[AAA] DJEIZER L 7,

2. [Navigation] ~- > T, [Security Management] > [Local Users] DJIEIZEIR L, [admin]
7y LET,

3. [PROPERTIES] 4 > ® Rr v &7 J A KT [Actions] > [Create X509 Certificate]
DNFIZEIR L, AR T —2 2 AT LET,

4. [Create X509 Certificate] % 7 12 778 v 7 AT, [Name] 7 14 —/V FIZ "OpflexAgent"
EANLET,

5. SCVMM #—/3C, PowerShell ™ Read-ApicOpflexCert =2~ R L DO 1= AL
ESC RN

6. Read-ApicOpflexCert 2~ RL v hEFEITTH L EIT, pix 77 A VADAT) %KD

L= H 7V U7 (C:\Program Files (x86)\ApicVMMService\OpflexAgent.pfx ) % A

L, NATV—=FREANLET,

7. J8HO T-----BEGIN CERTIFICATE-----] M5 AR D [-----END CERTIFICATE-----
Ta bt — LT, [DATA] 7 4 —/b RIZAE Y AT £ 9,

8. [Submit] %7 VU v 7 LET,

9. [PROPERTIES] ~*A > ® [User Certificates] 7 4 —/L RO T2, = —HFEHENRR S

NET,

REST POST 4= :

POST
http://<apic-ip>/api/policymgr/mo/uni/userext/user-admin.json?rsp-subtree=full
{"aaaUserCert":{"attributes":

{"name":"OpflexAgent", "data":"

MIIDojCCAOqgAWIBAGIQHZ+F21uuOpFKK0p3jxWREjANBgkghkiGOwOBAQOFADBEMRWWGGYJKOZI
hvcNAQkBFglOMEBkb21haW4uY2 9tMQ4wDAYDVQQKDAVNeU9yZ zELMAKGALUECAWCQOExXDDAKBgNV
BAYTAIVTQTEUMBIGAIUEAWWLT3BmbGV4QWd1lbnQwHhcNMTUWMTAXMDAWMDAWWhcNM)AWMTAXMDAW
MDAWW]jBfMRwwGgYJKoZIhvcNAQkBFglOMEBkb21haW4uY29tMQ4wDAYDVQQKDAVNeU9yZzELMAKG
AlUECAWCQOExDDAKBgNVBAYTALIVTQTEUMBIGA1UEAwwLT3BmbGV4QWd1lbnQwggEiMAOGCSgGSIb3
DQEBAQUAA4IBDWAWgUEKAOIBAQCzQS3rvrIdxiHfeAUqtX68CdjIL1+nDtgBH8LzDkORBVbOKU6GV
9cYjCAMWW24FJo0PMt4XblvFJIDbZUfJWgEY1ImDxqHIAhKIujGsyDoSzdXaKUUv3igObzcswEGvx
khGpAJB8BCnODhD3B7Tj00D8G1l8asdlu24x0y/8MtMDuan/2b320RmnluizhSX3cwinPI2JQVIif
n68L12yMcplkJdvi6H7RxVOiES33uz00gixcPbFhsuoFF1eMT1Ng41sTzMTM+xcE62z72zgAYN6wWEg
T1pTCLCC+0u/glyghYuOLBnARCYwDbe2x0a8ClVcL3XYQIEF1pl+HFfd//plro+bAgMBAAGIWIBY
MBIGA1UdEWEB/wWQIMAYBAf8CAQAWEWYDVRO1BAwWWCGYIKwYBBQUHAWEWHQYDVROOBBYEFGUzLCGS
4DECP+bPiFbiDjMDQ3tMMA4GAIUdDWEB/wQEAWIBBJANBgkghkiGOwOBAQOFAAOCAQEANCS5kKVNS
Q62tIYalS2HSyiwjaMg7bXogIH/ICPRGEXuUlXE6+VnLnYgpo3TitLmU4G99uz+aS8dySNWaEYghk
87gLpu39HH6YWxdP1Z21cCQ17J5B5vRu3Xjnc/2/2PqlQDEElobrAOdTko4uAHGA1FBHLWAZA/£72
5fciyb/pjNPhPgpCPOr7svE1Q/bjAP1wK8PhCfd7k2rIx5jHr+YX8SCoM2jKyzaQx1BAdufspX3U
7AWHOaF7ExdWy/hW6CAuOINI£+98XNQe0cNH/20SKYC1 9gEK6FesdOBFvC) 1IRYRIENQiY4q7xpyB

. Cisco ACI {R28{L A K. 1) 1) —R 5.2(x)
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OpflexAgent SEBAZE DA VX b—)L .

tgDkBm80V0Js1lU2xXn+GO0yCWGO3VRQ==

OpflexAgent SEBAZE DA > X k—)L
Z ZTiX. OpflexAgent iEFAEZ A A b —/L T 5 HFIEIZHOW T L E7,

FIE

2T 1 SCVMM B —RIZEHE 7 LTy rTta s (L LET,
AT T2 ROWTNIDFFEEFEHLET,

s RKIFM 2 RBADG S, I —7 RN v —Z M L73EHEDREIIZ SV T, Microsoft N
Fa A FEZRRLTIEIN,

https://technet.microsoft.com/en-us/library/cc770315(v=ws.10).aspx,

IR RBA DS A%, IROFMRICHENE T,

n—71 )L~ 2 OpFlex B ¥ = U 7 4 GEBE A BN 5 48035 Y £9°, Microsoft
SCVMM =— ¥ =  MZlX OpflexAgent.pfx E WO X2 U T 4FEAET 7 A LBH Y |
Z1UE SCVMM H—,3 L C:\Program Files (x86)\ApicVMM Service 7 + L X 1ZH V) 97,
SCVMM B —/ S TRDOFNEEZ FEIT L7RWE, APIC SCVMM —— 2 = & MM Application
Policy Infrastructure Controller (APIC) & {3 CTE £t A,

SCVMM Windows Server 2012 7 — /L < 2 > DFEAE Y R h VI, OpFlex ¥ = U 7 «
SEHELEZ A A M= LET, £SCVMM YV — "TROFINELZEITL T, ZOFFHEL A
VA R—ILLET,

1

2

g > w

[Start] > [Run] Z &4 L £ 7,

mmc & AL, [OK]&Z27 U 27 LET,

[Console Root] 7 o« > K7D A == — /S—7T, [Add/Remove Snap-in] Z &R L £ 7,
[Available Snap-ins] 7 - —/L K C [Certificates] Zi®IR L C[Add] #27 V v 7 L7,

[Certificates snap-in] % 4 7 &2 2 7~ »» 7 A T [Computer Account] 47> a3 > R¥ %
FEIRL, [Next] 27V v 27 LET,

[Select Computer] % A 7 1 7' 7R »» 7/ A C [Local Computer] 473 o R %3841
L. [Finish) 7 U >» 27 LE7,

[OK] %#27 U > 27 LT, [MMC Console] A1 > 7 4> RUIZRED £,

[MMC Console] 7 > R 7 T [Certificates (local computer)] % 7 /L7 U v 7 LT,
t\‘ﬂ-_%@ﬁﬁ Li‘j—o

[Personal] ® T C [Certificates] #4527 U v 7 LC, [All Tasks] > [Import] DJEIZEIR
L/iﬁ‘o

Cisco ACI X184 K. 1) 1)—R 52(x) .
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. OpflexAgent SEBAZED A > X b—JL

10.

11
12.

13.

14.

15.

16.

[Certificates Import Wizard] % A 7 1 77K v 7 AT, IROBEEFATLE T,

1. [Next]#7VUvZ7 LET,

2. OpflexAgent 7 7 A VA S LT [Next] 27 Vv 7 LET,

Tlifa
4 [7] Personal

] Certificates
p [ Trusted Root Certification Ay
p [ Enterprise Trust

File to Import
Spedify the file you want to import.

& Console1 - [Console Root\Certificates (Local Computer)\Personal\Certificates] = e
@ File Action View Favorites Window Hel [=]=]*

b [ Intermediate Certification A
b B Trusted Publishers

b ] Untrusted Certificates
p (=] Third-Party Root Certificatiol
p [ Trusted People
p [ Client Authentication Issuers|
p [ Remote Desktop

b [] Smart Card Trusted Roots
b [ Trusted Devices

File name:

C:\Program Files (x86)\ApicHypervAgent\OpflexAgent.pfi

Note: More than one certificate can be stored in a single file in the following formats:

Persanal Information Exchange- PKCS #12 (PFX,.P12)

Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P78)

Microsoft Serialized Certificate Store {.S5T)

[ ] [

e EEEEN]E
(=1 Console Root Issu ses ||
4 () Certificates (Local Computer) b

More Actions

MSI DA A b —)VEHZ SR S N GEHEFEDO AR — F&2 AJLET,

[Mark this key as exportable.This will allow you to back up or transport your keys at a later
time] &7 a v RE UERRT DLERH Y £7,

[Include all extended properties] 47" * = > R¥ &R L F7,

[Place all certificates in the following store] 47> =2 o AR & %8R L, [Personal] % K.

DIFC[Next] #7 Vw7 LET,

[Finish] #27 U v 7 L&,
[OK]Z27 Uy 27 LET,

. Cisco ACI {R#81L HH 4 K. 1) 1J—X 52(x)
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OpFlex

ATy T

AEAZ D

OpFlex FEBAE DR

@@ File Action View Favorites Window Help

o= aE o 6= BHE

[ Centificates
b [ Trusted Root Certification Ay
p [ Enterprise Trust
b [ Intermediate Certification A
p (] Trusted Publishers
b (7] Untrusted Certificates
p (] Third-Party Root Certificatiol
b [ Trusted People
b [ Client Authentication Issuers
p [ Remote Desktop
p (] Smart Card Trusted Roots
p [ Trusted Devices

5 Console Root Issued To = Issued By Expiration Date  Intended Purposes ‘i Actions
4 G Centificates (Local Computer) || lifav19-hv1inscisco.net ifav19-hvl.insciscounet 12/31/2018 Server Authenticati.. N oy
4 [ Personal %3l opflexagent OpflexAgent 671172015 <All>
More Actions. 4

49386

3 SCVMM Y= ARZTLIZAT v T 1 ~5 %0 RLET,

it
ZOFNEEHEH LT, OpFlex it EA B X £7,

)

ATy 1

GE) AT FrAHEFIZORZOTFIEEZFEITLET,

FIE

SCVMM KA A ANZEHEA T 5N T_XTOEPG 2 Hi 7 ntya=rr T— NICBEILE

T, FIEITLLTDO LB TH,
a) Cisco APICIZu /A LET,

b) [TF > b (Tenants) ]>[Tenant_Name] >[7 FU 47— 3> FAT 74 )L (Application
Profile) ]>[Application Profile Name] > [7 1) #r—< 3 > EPG (Application EPGs) ]>

[EPG_Name] > [Domaing] (2 &) L £ 7,

c) SCVMM KA A v %&3@&R L, [ENEEfRR (Resolution Immediacy) |1 7 4 —/L R C[ERI A

EYa=>% (Preprovision) | Zi&R L £,

%5 L 72 54T D EPG/VLAN @ U — 7|ZF 2 MAC IDEps N BB STV 50 E 5 A iR

LEJ,

N7 4 v 271X, SCVMM B X NHyper-V R A F D ACI =— = > TR FREAE L= B

< 7mr—Lke£7,

Cisco ACl {RAB1E A K. 1) 1J—X 52(x) .
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ATvT3
ATv74

ATy TH

ATvT6

ATy T17

ATvT8
ATvT9
ATy 710

ATvIN
ATwT12

ATy 713
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ACISCVMM =— = > &2 LET,
SCVMM 1 ha—IRAT7 T4 0270 £97,

SCVMM HA 7 7 A % )35 0 OpflexAgent sEFHE 2 B L £ 9,

APIC B HEF = — ' — )5 d7 ) OpflexAgent = —H —ZEBEZ HIBR L £ 9,

[ (Administration) ]>[21—%— (Users) | >[B# (Admin) |>[21—Y—ffAE (User
Certificates) 1 IZBEIL £,

Hyper-V / — R ® OpFlex A7 —# AEENFRINET,

#1 LU OpFlexAgent iEBIE Z AR L £ 3, FINAIZ- DUV TIX, APIC OpFlex REFIEDARL (288

NR—=V) EBRLTIEEN,

() Apko—8 & LT, fFAEIL, FEAEZAR L7ZSCVMMICHEIRICA v A b—L &

F7,

a) OpflexAgent sEH]EZ 1D SCVMM HA / — RIiZA VA h— L LET, FIAIZOWTIE,
SCVMM ~®D APICSCVMM D=— = hDA A h—Lb (286 2—) Z#HBLTL TS
éb\o

b) [APIC]>[E¥ (Administration) ]1>[1—4%— (Users) |>[E# (Admin) |>[1—%—3F
BiE (User Certificates) | ® F Ca—H—FEERY o —2Ek L7, # L MESH
ToREAEIC RSV T, 2 212 OpFlex =— Y = hEAEZ BN L 5,

ACISCVMM =— = o M ZBAR L £ 7,

a) SCVMM =2 b1 —F 78 APIC TH Y T A VIRREICBITT D Z L 2R LT,

G¥) APIC ® SCVMM 22 b —F 0342 T A IRRBIZEBITT 5 £ THAT LW T
<TEEW,

Hyper-V = —Y = &N L ET,

Hyper-V / — 750 OpFlexAgent sEFZEZ HIBR L £ 97,

9T D Hyper-V / — RIZH L\ OpFlexAgent %A > A h—/L LE3, FIEIZOWTIL,

Hyper-V #—/3—~® APICHyper-V=— = DA A h—/ (298 %—V) ZHMLTL

ZEN,

J_XT? Hyper-V / — KT ACI Hyper-V =— = F & BtE L £ 77,

9 _XTCOD Hyper-V / — RO Opflex AT —H ANF L T A2 AT —HAIBITT D I L& ZHER

L9, FIEIZSWTIE, Hyper-V $—/3—"T® APIC Hyper-V =— = > hDA A h—)L

DORERS (302 ~—) ZZRL TS0,

GE) T _RTOXG Hyper-V / — KT OpFlex A7 —X ANA T4 LTFEREIND
e MR L TRBET,

EPG ZFHi 7 BV a = 7 b LFI ORI BE L £,

. Cisco ACI {R28{L A K. 1) 1) —R 5.2(x)
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SCVWMM T —ox

ATvT3

SCVMM T—% = > kT OpflexAgent SEB3E %A L 1= APIC IP otk ]

> kT OpflexAgent EERAE % & A L 1= APIC IP 5% 7 D& AL

Z Z T, System Center Virtual Machine Manager (SCVMM) T—3 = | T OpflexAgent 7l-FH
F %l L T Cisco Application Policy Infrastructure Controller (APIC) IP %€ &k T 5 HiEIZ
SWTEA L £,

FIE

SCVMM H—jiza s A4 L, [RE—F (Start) 1> [T (Run) ] >[Windows Power Shell]
EIRL £,

WD=a~x Rae AN LT, ACISCVMMPsCmdlets # = — R L £,

1

GE) GET ApicCredentials & ApicCredentials [ZEL/EFEHELE T 5729, Get-ApicConnlnfo
& Set-ApicConnlnfo ZfEfH L £,

Windows PowerShell
Copyright (C) 2013 Microsoft Corporation. All rights reserved.

PS C:\Users\Administrator.INSCISCO> ed \

PS C:\> ed '.\Program Files (x86)\ApicVMMService'

PS C:\Program Files (x86)\ApicVMMService> Import-Module .\ACIScvmmPsCmdlets.dll
PS C:\Program Files (x86)\ApicVMMService> Get-Command -Module ACIScvmmPsCmdlets

CommandType Name ModuleName

Cmdlet Get-ACIScvmmOpflexInfo ACIScvmmPsCmdlets
Cmdlet Get-ApicConnInfo ACIScvmmPsCmdlets
Cmdlet Get-ApicCredentials ACIScvmmPsCmdlets
Cmdlet New-ApicOpflexCert ACIScvmmPsCmdlets
Cmdlet Read-ApicOpflexCert ACIScvmmPsCmdlets
Cmdlet Set-ApicConnInfo ACIScvmmPsCmdlets
Cmdlet Set-ApicCredentials ACIScvmmPsCmdlets

PS C:\Program Files (x86)\ApicVMMService>

WDa~<r Rae AL, &I 1 {E? Cisco APIC Z3BI LT, SCVMM —— = > k® Cisco
APIC iR T A — X BRE L ET,

PS C:\Users\administrator.APIC> Set-ApicConnInfo -ApicNameOrIPAddress APIC 1 IP
-CertificateSubjectName OpflexAgent

Apic Credential is successfully set to APIC SCVMM service agent.

1 fHLL ED -ApicNameOrIPAddress & A /13 2356, ROBREMEH L E

9, "APIC 1 IP;APIC 2 IP;APIC 3 IP;APIC N IP"

Set-ApicCredentials |[Zi o 72 fFHa A L72A . fE#H % H T & 7 Cisco APIC CHidiE
TEEHh, ZOFRIIRFINEE A,

PS C:\Program Files (x86)\ApicVMMService> Set-ApicConnInfo -ApicNameOrIPAddress APIC 1 IP

-CertificateSubjectName O
pflexAgentWrong

Cisco ACI X184 K. 1) 1)—R 52(x) .
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B =55t scvMM @ SCUMM T— 9 = >k T0p OpflexAgent SEBIE % {5/ L 7= APIC IP 352 OOHi Al

Failed cmdlet with Error: Invalid APIC Connection Settings.

Set-ApicConnInfo : The remote server returned an error: (400) Bad Request.

At line:1 char:1

+ Set-ApicConnInfo -ApicNameOrIPAddress APIC 1 IP -CertificateSubjectName Opf ...

+ CategoryInfo : InvalidArgument: (:) [Set-ApicConnInfo], WebException

+ FullyQualifiedErrorId : Failed cmdlet with Error: Invalid APIC Connection
Settings.,Cisco.ACI.SCVMM.

PowerShell.SetApicConnInfo

WD~ K& NS L. Cisco APIC #5i/3 7 A —# )3 Cisco APIC SCVMM = —3 = o kTl
PNIRESINTNWAZ LR L E T,

PS C:\Program Files (x86)\ApicVMMService> Get-ApicConnInfo

EndpointAddress

Username

Password :

ApicAddresses 0 172.23.139.224
ConnectionStatus : Connected
adminSettingsFlags : 0
certificateSubjectName : OpflexAgent
ExtensionData :

PS C:\Program Files (x86)\ApicVMMService>

= At SCVMM ) SCVMM T — 2 = > + T OpflexAgent SEBAZE #{#F L 1= APIC IP £%

TE DI

&M

ATy T2

T ZTCliX. System Center Virtual Machine Manager (SCVMM) T—3 = > | C OpflexAgent 7t
%4 F L T Application Policy Infrastructure Controller (APIC) IP g% /€ & k3 5 HiEIZ DWW T
ML ET,

FIE

Owner Node SCVMM #r—Nizm 74 L, [AZ— bk (Start) 1>[3%E1T (Run) ] >[Windows
Power Shell] Z 4R L £7,

D=~ Rae AN LT, ACISCVMMPsCmdlets # = — R L £,

51

GE) GET ApicCredentials & ApicCredentials [ZELEFIEHERE T 572, Get-ApicConnlnfo
& Set-ApicConnlnfo ZfEfH L &7,

Windows PowerShell
Copyright (C) 2013 Microsoft Corporation. All rights reserved.

PS C:\Users\Administrator.INSCISCO> ed \

PS C:\> ed '.\Program Files (x86)\ApicVMMService'

PS C:\Program Files (x86)\ApicVMMService> Import-Module .\ACIScvmmPsCmdlets.dll
PS C:\Program Files (x86)\ApicVMMService> Get-Command -Module ACIScvmmPsCmdlets
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ATvT3

ATy T4

At SCVMM 0 SCYMM T— 3 1 > T0) OpflexAgent SEBIZ % L 1= APIC IP 0t ]

CommandType Name ModuleName

Cmdlet Get-ACIScvmmOpflexInfo ACIScvmmPsCmdlets
Cmdlet Get-ApicConnInfo ACIScvmmPsCmdlets
Cmdlet Get-ApicCredentials ACIScvmmPsCmdlets
Cmdlet New-ApicOpflexCert ACIScvmmPsCmdlets
Cmdlet Read-ApicOpflexCert ACIScvmmPsCmdlets
Cmdlet Set-ApicConnInfo ACIScvmmPsCmdlets
Cmdlet Set-ApicCredentials ACIScvmmPsCmdlets

PS C:\Program Files (x86)\ApicVMMService>

wDa<wr REASH L, 1{ELLEO Cisco APIC #3BI LT, SCVMM = — = > h® Cisco
APIC #55i X T A — X 2R EL £7,

PS C:\Users\administrator.APIC> Set-ApicConnInfo -ApicNameOrIPAddress APIC 1 IP
-CertificateSubjectName OpflexAgent

Apic Credential is successfully set to APIC SCVMM service agent. 10:25 AM

1 fHLL 1= -ApicNameOrIPAddress & A /13 54556, IROEXEMH L E
—é—o

Set-ApicCredentials (Zift o 7offHA A L7256, 1A T & 3 Cisco APIC THEGE
TEEHA, ZOFRIRTFINEE A,

PS C:\Program Files (x86)\ApicVMMService> Set-ApicConnInfo -ApicNameOrIPAddress APIC 1 IP

"APIC 1 IP;APIC 2 IP;APIC 3 IP;APIC N IP"

-CertificateSubjectName O
pflexAgentWrong

Failed cmdlet with Error:
Set-ApicConnInfo The remote server returned an error:
At line:1 char:1

+ Set-ApicConnInfo -ApicNameOrIPAddress APIC_1 IP -CertificateSubjectName Opf

Invalid APIC Connection Settings.

(400) Bad Request.

+ CategoryInfo

+ FullyQualifiedErrorId
Settings.,Cisco.ACI.SCVMM.

PowerShell.SetApicConnInfo

InvalidArgument: (:) [Set-ApicConnInfo], WebException
Failed cmdlet with Error: Invalid APIC Connection

D a< K& ANJjL., Cisco APIC #5737 A — 4 7% Cisco APIC SCVMM = — = > kTl
UNCRESNTND Z 2R LET,

PS C:\Program Files (x86)\ApicVMMService> Get-ApicConnInfo

EndpointAddress

Username

Password

ApicAddresses 172.23.139.224
ConnectionStatus Connected
adminSettingsFlags : 0
certificateSubjectName OpflexAgent
ExtensionData

Cisco ACI X184 K. 1) 1)—R 52(x) .



Cisco ACI with Microsoft SCVMM |

B wervo—i—~oaPICHperv I—U 1y kDA VR k=L

Hyper-V H-—/\—A~® APIC Hyper-VI—2 x> DA VR F—)L

AT T1
ATvT2
ATvT3
ATv74
ATvTH

ATvT6

ATy 717

Z Z T, Hyper-V Server |Z APIC Hyper-V =— = > h & A VA h—/L§ 5 FHika L £
R

1R BRI

Hyper-V / — RDOX T ¥ f K AP a—/L L TEBEET, Hyper-V AL T F L A E— KD
FEICBE 3 D REMIZ DUV T, https:/technet. microsoft.com/en-us/library/hh882398.aspx & 2 L
TEEN

FIE

SCVMM $—\[Zu 7' A > L, Hyper-V / —RK&ALTFH LA E—RIZLET,
BHE 7 LT Y v LT Hyper-V — N Cn 74 v LET,
Hyper-V Server T, File Explorer T APIC Hyper-V Agent.msi 7 7 A /v % B2 £,
APIC Hyper-V Agent.msi 7 7 A V&4 27 U > 7 LT, [Install] Z@&R L £,
[ApicHypervAgent Setup] A 7 2 77K v 7 AT, IROBIEEZFEITLET,
a) [l accept the terms in the License Agreement] = > 7 AR v 7 A% A NI L ET,
b) [MRAF—JL (nstal) 127V v 7 LET,
) [T1%27Vv7 LET,
Microsoft K& = 2 > D FRJRIZHES T, apicVSwitch fiEEA A v FEFR R L CarrFI747 v
ZIRREIZLET, 2, ZO~=aT Tk, FAMEBEZRILGRHEAL vF A VAX R E
18 H FEIXAU TV E F7: https:/technet. microsoft.com/en-us/library/dn249415.aspx
RONTNINOTIEZFER L ET,
« KBWERRB OGS, 7 Vv—7 R > —Z M LTZiEAEORBIZ- OV T, Microsoft F
Fa A bEZRLTIESN,
https://technet.microsoft.com/en-us/library/cc770315(v=ws.10).aspx

/N2 B DB AR, IROFMRIZHENE T,

2—7 L AT M OpFlex B =2 U 7 ¢ GEEZBINT 20423 % D £, Microsoft
Hyper-V =— = > MIZIZ OpflexAgent.pfx LW HEX 2 U T 4GEHETZ 7 A AR H D |

Z AUiE SCVMM H—3 £ C:\Program Files(x86)\ApicVMM Service 7 + /L X 1ZH 0 77,
Hyper-V Server TR D FNEZ F4T L7254, APIC Hyper-V =— 3 = > k% Cisco Application
Centric Infrastructure (ACI) 777U w7 U—7 A v F L@ETEEHA,

Hyper-V Windows Server 2012 2 — % /L~ > > OFEAEY AR h U2, OpFlext¥= U 7
RERAEZE A A =L L £, 45 Hyper-V Server CTIRD FllEA EITL T, ZOFEHEE A
VARV LET,

1. [Start]>[Run] R L £,
2. mmcrtAJJL, [OK] %227 U2 LET,
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10.

11
12.

13.
14.

Hyper-V 4 —/3—~ APIC HyperV T— x> kA 2 k=L ||

[Console Root] 7 - > R D A == — /X—"T, [Add/Remove Snap-in] Z IR L £7,
[Available Snap-ins] 7 «# —/L K T [Certificates] ZZR L C[Add| 27 V v 7 LET,

[Certificates snap-in] % A 7 & 2 78 »» 7 A C [Computer Account] 47> =3 > R¥ %
HIRL, Next] 27 U v 27 LT,

[Select Computer] 4 A 7 2 2 7R > 7 A C [Local Computer] 47> a 7 R Z L & TBIR
L. [Finish) #7 VY v 27 LET,

[OK] %27 U 2 LT, [MMC Console] A A > 7 4> RUIZRED £,

[MMC Console] ¥ - > K7 T [Certificates (local computer)] # % 7 /v 27 U v 7 LT,
E“J“—%@Eﬁ Li‘g—o

[Personal] @ T T [Certificates] #4577 U v 7 LC, [All Tasks] > [Import] DJIEIZ 3R
LET,

[Certificates Import Wizard] # A 7 1 77K v 7 AT, IROEEEFEITLET,
1. [Next]#7VUvZ7 LET,
2. OpflexAgent 7 7 A VW EBBR LT [Next] 227 Vv 7 LET,

=1 Console1 - [Console Root\Certificates (Local Computer)\Personal\Certificates] [=la] x |

| @ File Action View Favorites Window _Help

e z[FE a6 BE

[7] Censole Root Issued

[ Centificates More Actions.

= st File to Import
(3 j' Trune§ Root Certification Ay = —
p [ Enterprise Trust
p [ Intermediate Certification Au
| e e
Cs\Program Fies (x86)\ApicHypervAgentiOpfiexAgent.pfi | [erowse..

p (5] Third-Party Root Certificatiol
p (2] Trusted People

p ] Client Authentication Issuers
‘ p -] Remote Desktop Personal Information Exchange- PKCS 212 (PFX,.P12)

Mote: More than one certificate can be stored in a single file in the following formats:

p [ Smart Card Trusted Roots

B Tricted Dovi Cryptographic Message Syntax Standard- PKCS 27 Certificates (.P78)
[ ru evices

Migosoft Serialized Certificate Store (.55T)

|

MSI DA A h— VBRI SN ZAEAEDO AR T — K2 A LET,

[Mark this key as exportable.This will allow you to back up or transport your keys at a later
time] A7 a v ARF U ERINT HLERH D 77,

[Include all extended properties] 47> 2 > HRH U Z®IR L ET,

[Place all certificates in the following store] 47> = o AR ¥ A3 L, [Personal] % 5.
DIFT[Next] #7 Vv 7 LET,
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. Cisco ACI with Microsoft SCVMM D 1 > X b— )L DFEER

15. [Finish] %27 U v 7 L¥7,
16. [OK] %7 Vw27 LET,

@@ File Action View Favorites Window

e zm o o 8=

["] Console Root Issued Te. = Issued By Expiration Date  Intended Purposes Actions
4 () Certificates (Local Computer) Tlifav19-hvl.inscisco.net ifav19-hv1.inscisco.net 12/31/2018 Server Authenticati... || ~_ . < -
4 [ Personal 731 Opfledgent OpflexAgent 6/11/2015 <All> 3 =
| Cetificates More Actions »

p [ Trusted Root Certification Ay
p [ Enterprise Trust

p -] Intermediate Certification AL
p ] Trusted Publishers

b [ Untrusted Certificates

p (=] Third-Party Root Certificatiol
p [ Trusted People

b [ Client Authentication Issuers
p ] Remote Desktop

b [] Smart Card Trusted Roots

b [ Trusted Devices

< m >f| < n >

49386

AFY T8 SCVMM #—j2a /A L, Hyper-V / — K& AT F U A B— Kbk SEET,
AT w79 Hyper-V Server ZLICAT v 7 1 ~8 &YKL E9,

Cisco ACI with Microsoft SCVMM )1 > X k— )L DFEER

SCVMM TDO APICSCVMM T—> x> hDA VR F—ILDHER

Z ZClX. System Center Virtual Machine Manager (SCVMM) £ @ APIC SCVMM =— = > |
DA A b=V tERT DI BRI L ET,

FIE

AT w1 [Start] >[Control Panel] DJIEIZER L £9,

AT w72 [Control Panel] 7 4 > KT, 7 KL A ,3—|Z [Control Panel\Programs\Programsand Features]
EATTLET,

AT w73 [Cisco APIC SCVMM Agent] £ L £, [Cisco APIC SCVMM Agent] BNF/ET 554, SIX
AVA PR ENTWET,

[Cisco APIC SCVMM Agent] 77 L7206, BIEA v A b—L S CnERH A, SCVMM
~D APICSCVMM D= — =2 hDA A b—/L (286 ~2—0) F 721 Windows D 2~ R
a7 FEMEH L SCVMM ~D APIC T — = hDA VA h—L (320 2—) ZHM
LTL7EE,
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Sa A SCVMM £ APICSCVMM T—S x> FDA VR b—)LDFER

AT 74 GUI £721% CLI #ffH L T, ApicVMMService 7S RUNNING IRFETH D Z L 2R L £7°,

« GUI 5= : [Start] > [Run] DJIEIZE-R L T servicesmse = A L E 7, [Service] XA > T
ApicVMMService % 7.-21F T, IKFEA RUNNING ThHDH Z & &R LET,

« CLI & : =~ K 71 7 kT sc.exequery ApicHypervAgent =~ > K& A7) L, IREER
RUNNING Th % Z L R L £ 7,

sc.exe query ApicVMMService

SERVICE NAME: ApicVMMService

TYPE : 10 WIN32 OWN_ PROCESS

STATE : 4 RUNNING

(STOPPABLE, NOT PAUSABLE, ACCEPTS SHUTDOWN)
WIN32 EXIT CODE : 0 (0x0)

SERVICE EXIT CODE : 0 (0x0)

CHECKPOINT : 0xO0

WAIT HINT : 0xO

Ea A SCVMM LD APICSCVMM T — > FDA VR F—ILDFESR

ATy I
ATvT2

ATvT3

RTvT4

Z ZTlE. & A ATE System Center Virtual Machine Manager (SCVMM) @ APIC SCVMM T —
Ve DA A MRS D EER L E T,

FIE

[Start] > [Control Panel] DJIEIZER L £ 9,

[Control Panel] 7 ¢ > K G, 7 KL A »,N—|Z [Control Panel\Programs\Programsand Features]
EANTTLET,

[Cisco APIC SCVMM Agent] % £ L £9°, [Cisco APIC SCVMM Agent] B F/ET 556, BLEIX
AVAR=LINTHET,

[Cisco APIC SCVMM Agent] N77E L 72 W6, BT A VA b—L S CnER A, SCVMM
~@ APICSCVMM D T— = hDA A h—)L (286 X—) F/=iZWindows D2~ K
77 M EFEHLZSCVMM ~D APIC =—2 = bDA VA b= (320 %—Y) &M
LTL7EE0,

GUI £721% CLI i L C., ApicVMMService 7 RUNNING IRETH D = & iR L £7,

« GUI 5= : [Start] > [Run] DJAIZER L T servicesmse # AJJ L £ 9, [Service] XA > T
ApicVMM Service % WL21F T, JRAEA RUNNING THH Z L #fEd LE7,

«CLI & : 2~ R 7’1 7 b Csc.exequery ApicHypervAgent 2~ > K& AJ L, IREEN
RUNNING Th 5 Z & &R L ET,

sc.exe query ApicVMMService

SERVICE NAME: ApicVMMService

TYPE : 10 WIN32 OWN_ PROCESS

STATE : 4 RUNNING

(STOPPABLE, NOT_ PAUSABLE, ACCEPTS SHUTDOWN)
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B spervo—i—coAPICHperV I—U 12 kDA YR F— LR

ATy TH

WIN32 EXIT CODE : 0 (0x0)
SERVICE EXIT CODE : 0 (0x0)
CHECKPOINT : 0x0

WAIT HINT : 0x0

[Start] > [Power Shell] DJEIZEIR L T, kD a~> REAHLET,

PS C:\Users\administrator.APIC\Downloads> Get-ClusterResource -Name ApicVMMService

Name OwnerGroup ResourceType

ApicVMMService Online clustervmm0O7-ha Generic Service

PS C:\Users\administrator.APIC\Downloads> Get-ClusterCheckpoint -ResourceName
ApicVMMService

Name

SOFTWARE\Wow6432Node\Cisco\Apic

Resource

ApicVMMService

PS C:\Users\administrator.APIC\Downloads> Get-ClusterResourceDependency -Resource
ApicVMMService

DependencyExpression

Resource

ApicVMMService ([VMM Service clustervmmO7-hal)

Hyper-V 4 —/\—T® APICHyperVI—> 1Y hDA VR F—ILDFER

ATy T
ATy T2

ATvT3

ATvT4

Z Z TlE. Hyper-VServer |® APICHyper-V T — = hDA VA b — L EMERT D HiEEi
Eﬂ L‘ij‘o

FIE

[Start] > [Control Panel] DJIEIZEIN L E 7,

[Control Panel] 7 ¢ > K C, 7 KL A /N—|Z [Control Panel\Programs\Programsand Features]
EANTTLET,

[Cisco APIC Hyperv Agent] % 5.2 £ 9, [Cisco APIC Hyperv Agent] 23MF1ET S 54.
AVA = EINTVWET,

[Cisco APIC Hyperv Agent] B1EE L2 W GE., #RIEA v X b= EnTCWET, Hyper-V H—
/N—~D APIC Hyper-V =— = DA A h—/L (298 X—7) F7=IZWindows D =< >
K 7' 7 F & L7 Hyper-V Server T? APIC Hyper-V=— = h DA > A h—/L (321
N—=V) ZZRLTIEIN,

=]

LY

GUI £721% CLI [l L C. ApicHypervAgent 75 RUNNING REETH D Z & 2R L £7°,

« GUI 55X : [Start] > [Run] DJIEIZER L C servicesmse = A L E 7, [Service] A > T
ApicHypervAgent z R-21F T, JRAEZ RUNNING TH 5 Z L 2R L 9,

« CLI & : =~ K 71 7 | Tsc.exequery ApicHypervAgent =~ > K& AL, IKEER
RUNNING Th 5 Z & ZfEid L £,
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ac £y o—oiE [

sc.exe query ApicHypervAgent

SERVICE NAME: ApicHypervAgent

TYPE : 10 WIN32 OWN_ PROCESS

STATE : 4 RUNNING

(STOPPABLE, NOT_PAUSABLE, ACCEPTS_ SHUTDOWN)
WIN32 EXIT CODE : 0 (0x0)

SERVICE EXIT CODE : 0 (0x0)

CHECKPOINT : 0xO0

WAIT HINT : 0xO

ACI R o —DEETE

SCVMM KA/ > A7 74 IILOER

Z 2T, VMM R A A > ®OfllX, System Center Virtual Machine Manager (SCVMM) R A A >
T, ZAZOPFNIRD LBV TT,

e VMM KA A 4 & SCVMM 22 ko — 5 DRIE,
BT T 4T 4 T A NVOERB LN VMM R A A o ~O BRI,
s S— IV DRIE,

T RTOREINT-ar br—F LN 5 OEERIEDRER,

GUI ZfE L7= SCVMM R A A > a7 7 A4 )VOVER

ATy I
ATy T2

ATvT3

ATy T4

ATy TH

18 H B HEIIC

VMM KA A > 7a 77 A VEVERT ZREIIC, Application Policy Infrastructure Controller (APIC)
ETAARNU RERET Y PAT AN FEER Y N =7 2 L THMBAR Y U —7 ~D8
fea LT HMENH D £7,

FIE

n7Ar, APICGUI D& R L ET RERY FT—9 > ARV K

Navigation 7 .t > K7 C, VMM Domains # & L. VM 7'm/31 & & LT Microsoft 45 7
U w27 L. Create SCVMM Domain %i&R L £,

[Create SCVMM domain] %4 7 12 778 v 7 AT, [Name] 7 4 —/L RIZ, RAA 4
(productionDC) Z AJ) L %79,

F 7 a i Ddimiter 7 4 —/L RIZ, |0~ L @ N+ FE =0T e AN LET,

LB AN Lo lz8, R —IZV AT ADT 74V EOT Y I XD |NEREINET,

[Associated Attachable Entity Profile] 7 4 —/L K C, Km w7 &7 J X k)5 [Create Attachable

Entity Profile] 232 L, WROEAEZFEITL T, VMM RA A SPANHTAA v F A & —

T2AADV A NEFRELET,
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B cuzEmLEsovMM kgL TOT 74 LR

a)  [Create Attachable Access Entity Profile] 4 4 7 12 77K »» 77 2 ® [Profile] fEIK T, [Name]
74—V RIZ4wi (profilel) Z AL, [Next] 27 Vv 7 LET,

b)  [Association to Interfaces] 7}k C, [Interface Policy Group] % BB L ¥ 9,

9) [Configured Interface, PC, and VPC] % A 7 & Z'78 »» 7 A D [Configured Interfaces, PC, and
VPC] #8185 C, [Switch Profile] Z B L £,

d)  [Switches] 7 4 —/L KT, Fry 77Xy UX b, BROAAL vF 1D (101 BXW
102) OB HLF =y 7Ry 7 A%F AT LET,

e)  [Switch Profile Name] 7 1 —/L KiZ, 4FHi (swprofilel) & AJJLET,

f) HT7Az2rZRALTA =T oA AEHELET,

g) AAVTFOARA—VTHEYRA X —T 2 AR—F ([ FZ—TxARX 11, 1/2,
1/3) Z{EBNZIRL £ 7,
[Interfaces] 7 4 —/V NI, XfIST DA o Z—T =4 ANHEASNET,

h) [Interface Selector Name] 7 -t —/L FIZ, 4Hil (selector]) # AJ)LET,

i) [Interface Policy Group] 7 4 —/V K C, Fu v X U X "M, [Create Interface Policy
Group] Z 3R L £ 77,

) [Create Access Port Policy Group] # A 7 & 7' 7R v 7 AT, [Name] 7 « —/V NI, £Hi

(groupl) Z AL ET,

k) [Submit] #7 U v 7 LET,

1) [Save] #27 VU w27 L, [Savel &b 9 —E 7Y v 7 LET,

m) [ZfF (Submit) %27 V27 LET,

n)  [Select the interfaces] fEJk C. [Select Interfaces] FTD [All] AT ar R¥ &I Vw7 L

\iﬁ—o
0)  [vSwitchPolicies] 7 4 —/L K C, [Inherit] 7 > a > R ¥ U BEIN X I TV D Z & &R
LET,

p) [Finish) %27V v 27 LET,
[Attach Entity Profile] 732K X 41, [Associated Attachable Entity Profile] 7 « —/L NIZFR /R I N F
7
ATw 76 [VLANPool] 7 4 —/L RC, Favy7H v UA KRG, [Create VLAN Pool] Z3&R L £,
[Create VLAN Pool] A 70 7Ry 7 AT, IROEMEEFITLET,
a) [Name] 7 « —/L FiZ, VLAN 7 —/L'4 (VlanRange) &= AJJLE T,
b) [Allocation Mode] 7 « —/V RC, [Dynamic Allocation] 47> = o R Z U BB I N TN D
L EMERLET,
¢) [Encap Blocks] # ER L C, VLAN 7 12 v 7 ZiBA1 L £ 7, [Create Ranges] ¥ A 7 17 77K v
27 AT, VLAN OfiH a2 AT LET,
GE) D7 EH 200D VLANFE SORMHEZHLE L E S, A1 T7TAT 7 F v Ry
U —27 A PRI &7z VLAN (IEE 2 B0 720, 20 VLANID =5
LRI ZER L2V TLSE I,
d) [OK]%Z Vw2 L. [Submit] #27 U v 7 LET,
[VLAN Pool] 7 4 —/V F|Z, [VlanRange-dynamic| 23FE RSN F T,
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K-t Franxyo—ome I

AT v F7T [SCVMM] % JEBA L £9°, [Create SCVMM Controller] # A 7 & 778 v 77 A C, [Type] 3 [SCVMM]

ThHHZ LR LT, ROBIEZIATLET,

a) [Name] 7 4 —/L FIZ4HT (SCVMM1) & AL E T,

b) SCVMMHA 7 7 A X 23 5121, SCVMM HA O A > A h—/VIEHZIEE Sz,
SCVMMHA 7 7 AX IP 7 KL AE 721X SCVMM 7 7 A% 1) ) —ZDNS 4 %+ 7E L %
T, VMM 22> Y — /L& L TRl AMED W VMM BEL— 285k 5 ka2l L
T &V, https://technet.microsoft.com/en-us/library/gg610673.aspx

c) [Host Name (or IP Address)] 7 « —/L RiZ, SCVMM DFEL(&ER K A A 4 (FQDN) F7=
IZIPT7 RV AZ AN LET,

d) [SCVMM Cloud Name] 7 4 —/L FiZ, SCVMM 7 7 7 R4, (ACI-Cloud) # AL £,

e) [OK]Z27 Vw7 LET,

f) [Create SCVMM Domain] # A 7 2 7R > 7 AT, [Submit] 227 V v 7 LE7,

ATV T8 WOFIAIZHEST, HrLWKAAS T a7 7 A VEHRLET,

a) A==— /N—"C, [Virtual Networking] > [Inventory] &R L £,

b) FEF—Tar U4 FUT, [EIR VMM FAA4 > > Microsoft > productionDC >
SCVMM1 ,

c) [Work] XA > C, VMM RAAL VA %FRLT, ary,a—I084 74 ThbHI L%
R L £,

d) [Work] <A 2, SCVMMI O 7 /37 4 PEER T —H R & L HIcRRINET, £
SINDHEHRICE > T, APIC 2> b —F 035 SCYMM H— R —~DEEG ML S, A
VRUNIPMERTEDLZ MR LET,

A=k F¥ xR —DFRE
ZITHL A b Fy R R Y OREFECOOTHAL T
A B —T A AR—KF¥ L)L RY I —DOEH

Cisco ACISCVMM =— = > hME, SCVMM 7 vV 7 R—h a7 7 A4V EERKA v
=T xAAR—KFr xR r—zFcE, R —RNEREIND L BEEH 23T
L/iﬁ‘o

Hyper-V —/SOR Y —% FH T 5120F, ROFIHEZFETLET,

FIE

AT Y1 Cisco APICGUIIZR 7 A > L, A==—/3—0 [Fabric] >[Access Policies] Z &R L £7,

AT w72 [Navigation] ~*A > C. [Interfaces] > [Leaf Interfaces] > [Policy Groups] % B L £,

ATYT3 RV = N —TERINLT, NI o— IV —TOLARIZMHRALET,

AT9 T4 RYv— 7 —TZBE L, BB (72 & Z21F LACP %7213 MAC Pinning) (Z3&-SWCTHHT L &
7
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B o - r9— oMM kx4 2 vswitch Ky o — L E=

TL— K P =D VMM KA A > VSwitch R U > — D FFEX

TL—=RHY—NEACI 777 V7 A B =T oA ATHEHLTCNDHLEEE, A ¥ —T =
ARET 7TV I A F—aXxy MTR—=FF ¥RV R —2EHLES, 777V v
7 A —axy b LACP HIZERET % & 1%, MAC Pinning &— R ® Hyper-V H—/ 3% 5%
ETLHNERHY ET,

MAC Pinning &— R ® Hyper-V = ZRET HI21E, ROFIEZFETLET,

FIE

ATv 1 APICGULIZu 7' A > L, A==—/3—"T Virtual Networking #ZR L £,
AT9FT2 FeF—rar v RUT, B VMM FAA > > Microsoft > Domain_Name .
AT w73 [Work] A > C[ACTIONS] %7 U v 7 L. [Create VSwitch Policies] %R L £,
ATY T4 R—hK Fx xR —T, MAC Pinning DEEFEDR U > — %IRRT D50, HLWKY o—
ZERLLET,
GE) BRARNPEREAA » FICT TR SN TV EEATE, SCVMM E B IL, A3

¢é7/7)/7f)/%@¢~1@f2%_owf\Txh@@ﬁ%ﬁiﬁ%#
%D\i‘g—o

SCVMM VMM K * o > & &K U SCVMM VMM D FEER

FIE

System Center Virtual Machine Manager = > >/ —/L GUI TiZ, # L < {fERK & 72 SCVMM VMM
RAAL B LOVMM 22> b 11— @ rootContName (SCVMM 27 5 7 K44) 12, SCVMM = —
P ML TROF TV =7 FIMERR SN E LTz,

a) K FDNA U TlFabric] 27 Vw7 L, 777Uy 7DOFTROFT V=7 ML

TO

G¥) SCVMM GUI 75 Z DOBEE FEHTEF LWV TL 7Z&V, SCVMM ¥ —R(2
A UVAR=NLENTVWDLACIZ— 2 2N LTEBINET, SCVMM
AR— bk 777 A KIE. APIC #RICKESWTERESINET, [F—1F
?"'VZ\/I/T)/ DHFE| B arz25RLTLLIFE N,

1

1 [#vy b7—%>2% (Networking) 1> [fREEX 4 v F (Logical Switches) ] Z &R L .
FRAA v OFRELAA » F4 1% apicVSwitch_VMMdomainName > Properties T,

ACISCVMM #i &1, [BEZ A vF (Logical Switch) 1> [F—LELTT v TULY
E—F (Uplink Modeas Team) | D& HHR—k LET,
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sovMM Lotz b~okER S vFoEA [l

2. [Networking] >[Logical Networks] DIEIZEIR L, LHMO~A o Tiairy NV —7 4
7% apicL ogicalNetwork_VMMdomainName T % = & # 8 L 7,

3. [y bT7—F>% (Networking) 1>["R—k FO 7741 JL (PortProfiles) 1% L,
FR DA DR— bk Fv 77 A 41% apicUplinkPortProfile VMMdomainName >
Properties T9°,

LACPT7 v’V I #k : a— R ART v T T7NITY X T KL A ANy a, F—
I F— R : LACP,

thoFT<ToOT v 7V 7 HER (B mac-pinning) : B— K AT 7YX
At Hyper-VAR— K, F—=I 07 F— R : 24 v FIFKT,
b) ZETFDA > T[VMsandServices]| 7V v 7 LET,
il -
1. [VM Networks] Z&#R L 97,

2. MDA TVM x> U —27 473 apiclnfral10.0.0.30[SCYMM Controller
HostNameORI PAddress filed valugVMMdomainName T % = & 8 L £9,

Hyper-V Server T VTEP ZAFd 2121%, A1 77 VM Ry NU— 27 29 5 %N E
N0 ET,

SCVMM LDRR F~ADFRER A v FDEA

Z 2T, #mBEA A v F % System Center Virtual Machine Manager (SCVMM) LD 7R A M@
B4 5 HEERA L £,

)

GE)  SCVMMDOT v 77 L — FRFETENTHEA PRI TICHEA A v F IR SN TV DHIEE,
RA IS U — T ~OBHr 2T 5121, SCVMMEHZIT T X TORA M LTHR b
DIBEEITHOMERSH Y 97,

FIE

ATFvF1  SCVMM H—iZu 7 A > L, [Navigation] 34 > T/ F O [Fabric] Z 3R L £,

AT w72 [Navigation] 2+ > T, [Networking]>[Logical Switches] DJEIZEE] L T, fELAA v F HMEL
SNTWDZ & & LET (apicVswitch cloudl) .

AT w73  [Navigation] "1 > T/ F® [VMs and Services] %8R L 9,

AT w4 [Navigation] ~21 > C, [All Hosts] & JEBFI L £,

ATw 75 Hyper-VHEA K 744 (Dev8) ZHER L ET,

AT 76 Hyper-VA AR (Dev8-HV1) #4727 U w27 LT, [Properties] Z 4R L £ 7,
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ATy T17

ATvT8
ATvT9

ATy 710
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Bry D=9 DOFEE

[Dev8-HV 1.inscisco.net Properties] %4 7 & 2 78 »» 77 A C [Virtual Switches] Z & L T, KOk

FEFEITLET,

a) [+ New Virtual Switch] Z#R L £ 97,

b) [New Logical Switch] Z &R L £ 7,

c) [Logical switch] 7 4 —/L K C, Fry X7 URXIDPLGHEHAAL v F

(apicVswitch_cloudl) Z#&R L £9°,

d) [Adapter] 7 4 —/V RC, Ray 77Xy YR RnGT X745 (Leafl-1-1 - Intel(R) A —
Ty b Y= T HTH X520-2#2) EERLET,

e) [Uplink Port Profile] 7 f —/L R°C, RuyFX U UZXARNNLT v Y7 R—K 7n
7 74 /L (apicUplinkPortProfile_Cloud01) Zi&{R L F7°,

f) [New Virtual Network Adapter] 7 U v 7 L, ZARIORWMEIER v N U —2 7 X7 5 254l
L. 4#i (dev8-hvl-infra-vtep) &= AL FE7,

g) [Browse] #7 Vv 7 LET,

h) [Dev8-HV l.inscisco.net Properties] % 1 7 2 77K > 7 A CVM 3 v k7 —72 (apiclnfra| 10.0.0.30
|dev8-scvmm.apic.net|Cloud01) ZER L, [OK] 227 U v 7 LET,

i) [Virtual Machine Manager] ¥4 7 2 7R 27 AT[OK] =7 Vv 7 LET,

fEFTHob] 27 Uy 7 LET,

[History] <~ > C [Change properties of virtual machine host] ¥ a 7 D AT — X A &FH{~T, V=

TNRET LI Z L Z2ERTEET,

Hyper-V Server 73 SCVMM D) 72 Hyper-V 78 A h IP 7 K L A & K4 5121, SCVMM F

DFRANEBHTL2HLERH Y 3, BHH, APIC GULIZITHEH 7z Hyper-V A8 A N 1P fF

WO S VE T,

FFUR Y59 FTORERY FT—0 OEMIL

ATvT1

ATy T2
ATvT3

RTv74

ZZTIE, SCVMM 7> b 777 RE Cisco ACI ZEATE D X 2T 2 HEEAL £
T, FEMICOWTIE, SCVMM 7 77 U w7 759 ReTF o 7T 0K 282°3—Y) &5
L TLSIEEN,

FIE

SCVMM & BE 7 L7 v % L CSCVMM #—Zr 7oA L, SCVMM Admin =2 > Y — /L%

& £,

SCVMM Admin = > Y —/LC, [VMs and Services] |2 &) L ¥ 9,

[Navigation] XA > C, [Clouds] Z/BBH L., #—% v h®7F> s 777 K (HR Cloud) %4

27U w2 LT [Properties] %R L F 9,

[Navigation] A > DR v 77 v 7 7 1 K7 C, [Logical Networks] %R L 9,

a) Z D SCVMM ~D VMM K A A > ORI O—B & L CHBIMIER S UZmEE ~ b
V—7 RRLET,

b) #wELR Y NU—2 F = v 7Ry 7 X (apicLogicalNetwork MyVmmDomain) %7 U v 7 L
£
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Cisco ACI with Microsoft SCMM =1 > K— %> k7 v T L—F ||

o) [OK]ZZ U w27 LET,
7> b 7 Z 7 R) [Windows Azure Pack Plan configuration] ~X—3"® ACI DFA THEHATX 5
XolZRhvELE,

Cisco ACI with Microsoft SCVWMM O > R—R > FDT v T

5L—E

SCVMM 2016 127 v 7 7 L— N3 584121, Microsoft D FlEZE F1T L TH 5, Cisco ACI
with Microsoft SCVMM 1" R—3% > b2 U —0 4 VA =L T BNENRHY £9°,

AR &M -

SCVMM 2012 R2 IZ7 v 77 L— RT5GAICIE, ACLZ22(1) YV —RIZT v 77 L— 7
BHHENZ, ACLIZHEA T D Microsoft D H—/3—% KB2919355 & KB3000850 £z —/L 7 v 7T
HHTAMLENRD Y F9°, KB2919355 Hgia —/L 7 v F121% 2929781 /Xy F &G I FH L
TLS K55 A A — R &80 L. Windows 8.1 3 X Y Windows H—/X— 2012 R2 DI 5 A A — M
FelER A L £,

R D Microsoft — "=y FEEMTHMERH Y £7
* Microsoft Windows Azure /Xy 7 U YV — A 7 /A F— H—/3—
 Microsoft Windows Azure /N> 7 7+ K~ YA kb H—,—
* Microsoft Windows Azure /X v 7 E A~ $—s3—
» Microsoft System Center DY —E 2 7' A X —DFM/ A —/r 2 hL—3 g 0 P—r3—
* Microsoft System Center 2012 R2 H#—/3—

« Microsoft HyperV 2012 R2 #—/3—

ACIMicrosoftSCVMM I > R—% > FDT—9 2B8—DTF7 v TI L—F

ATy T

ATy T2

Z Z T, ACIMicrosot SCVMM 2 V' iR—FR > bDU—7 7 —0DT v 77 L — KIZDOWTEL
Eﬂ L/iﬁ—o

FiE
APIC 2 ha—F L AL v F V7 " =T 5T v 77 L —RLET,

FEAMIZ OV CiE,  [Cisco APIC Firmware Management Guidel] =2 L T 72 &0y,

SCVMM T APICSCVMM = —V = h& T v 77 L— K330, &n A SCVYMM T APIC
SCVMM =—V = "&T7 v 77 L—RLET,
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B sovwmcoarcsovMm T —S Y k0T Y TS L— K

ATvT3

FEAIZ DWW TIL, SCVMM TP APICSCVMM = — 2 = > hDT7 v X7 L— R (310 2—2)
L TLIZE N,

SEAZ OWTIL, ATAMEEOE WV SCVMM _EdD APICSCVMM =— = > "7 v 77 L— R
Bl =) ZHRL TSN,
APIC Hyper-V =—2 = "N&T7 v 77 L— R L&,

FEMIZHOWTIE, APICHyper-VE—2 2> D7 v 77 L— R (B123—2) 2BBLTL
éb\o

SCVMM TD APICSCV MM T — > PPy IH L—FK

Z ZCliX. System Center Virtual Machine Manager (SCVMM) T APIC SCVMM ©—— = o &
Ty T T L= RT LGRS LET,
186D B HIIZ

Microsoft SCVMM H— DX 7 o 2 f Lo AP a— NV L TEEET, Ty 77— K Fn
t A Tl Microsoft System Center Virtual Machine Manager — & A28 H BifIZFHEE S5 7=
. SCVMM #— B R T—KFICAE R 72137 =V EREZWFTE <20 £,

FIE

SCVMM T APICSCVMM =— = " 2T v 77 L— K LET,

UU—2 1L1Qx) WD T v 77 L— R854 -

a) SCVMM~DAPICSCVMM D T— =¥ fDA A F—/L (286 X—) OFRIZHES T
<TEEVY,
MSI Sy r—U Tk, LRiONR—=Ya v a7 A AR—LL, Ty 77 L —RKDO—EL
LTHLWA—g 0 VA =L LET,

LIRX) LFTD Y U—ANST v 77 Lb— KT 554 ¢

a) SCVMM ~®DAPICSCVMM D T— = DA A h—)b (2865—) OFNEIZHE- T
<TZEV,
MSI R o — Tl DEioAR—2 a2 7 v A A=V, Ty X7 L —FRo—kE
LTHLWARA= g & A =L LET,

b) APIC OpFlex sEFHED T 7 AR — K (327 X—) OFIAIZHES T EE W,
¢) OpflexAgent iEFED A > A h—/Lb (291 ~X—) OFNEIZHE- T ZE W,
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SR DEL SCVMM £ APICSCWMM T—U > k7 v T5L—F

d) SCVMM T — = kT OpflexAgent sIEFAE A ] L 7= APIC IP %€ D&KL (295 ~=—
V) EEE A A SCVMM O SCVMM = —3 = 7 |k T? OpflexAgent FIEFHE A ] L 7=
APIC IP % EDHERL (296 ~—) OFIEICHE S T &V,

A FAEDE L SCVMM £D APICSCVMM T —2 x> bDTFT v TJ L—

N

ATy I
ATy T2
ATvT3

ATvT4

ATy TH

ATvT6

ATy 717

Z ZClX. & AP System Center Virtual Machine Manager (SCVMM) C APIC SCVMM T —
VU bNET v T L— RTLFECOWTEHALET,

FIE

FRHMEDE W SCYVMM A VA RM—LDAZ L NA J—Rica A LET,

SCVMM #—/37C. File Explorer T APIC SCVMM Agent.msi 7 7 A /L& ROl £,

APIC SCVMM Agentms 7 7 A V& A7 U v 7 L [Install] 2@ L FT,

MSI Ry r—TClid, URIONN—2a v &7 oAV A=V L, T 7L —FKD—8L LT

FLWA—=Ug B A =L LET,

[Cisco APIC SCVMM Agent Setup] A 7 12 7R v 7 AT, WROBEEZFEITLET,

a) [Next| 227 VU v27 LET,

b) [Iaccept the terms in the License Agreement] &= > 7 7R v 7 AZF = v 7 & AfL, [Next] & 7
Vo7 LET,

Q) THUY NAENART—=RMLRDHI LTy Ve ATILET,
SCVMM 2> Y —ZERA LD ER U7 LT v % AJT LET, Cisco APIC SCVMM
T—V 2 FTSCVMM BIEZITH X, TNHD7 LT Uy X LM ETT,
AVAN—=NVTOEAT, ANENEZT AT "L ERRT—= RN LT ¥ b
DREESIVE T, A VA M= BRRMLTGA. SCVMM T J7— A v E—UNRERE
. 2—HIFED R 7 VT vy VEBANTHLERDH Y 77,

dy THUY ML ENRAT— RInDRD 7 LT 2 v LORBIENEI L5, [Install] %27 U >
7 LET,

e) [Finish]| #7 Vv 7 LET,

Windows 7 = —/V A —/"— J G RAZDAKX LN, J—RZT LI, AT 9710156 4 %20

LET,

A HMEDE W SCVMM A > A M=)V OBIEDFTER / — Kinh, Bz 7 v 77 L— K A%

UL J—FRD 1 DT =— )V —_"—LFET,

Windows 7 = — /)L —/N— T T AZDFHEALZ N, ) — T, AT v 721564 20K

L/i—a—o
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B rrcupervi—crororyTsL—1

APICHyperVI—2 o b7y TS5 L—F

Z ZTiX, APICHyper-V=—Y = h&7 v 77 L— T 5 HEIZOWTHHLET,

1R BRI

Hyper-V / — ROX 7 A A LE AV a—/)L L TEEXET, Hyper-V AL T AE—FRD
BEIZBE 3 D3/ DU T, https:/technet.microsoft.com/en-us/library/hh882398.aspx % i L
T<EZawn

FIE

APIC Hyper-V =—> = > &7 v 77 L—RLET,
JU—2 1L1Qx) WL T v 77 L— R+ 584

a)

Hyper-V #—/3—~® APIC Hyper-V=— = > b DA > A h—/b (298 X—) DAT v
TN ~8ITE-TL LI, AT v 7 TITEK L £F, OpflexAgent iEFIE S Hyper-V ./ —
RIZFTTIA VA =L ENTWDD, ATy T TIET v 77— RIEAETT,
MSI/ Ny =V Tk, URiONR—=Ya v a7 A A=V L, Ty 7 7L —RO—EkL
LCTHLWAR=V g & A M= LET,

LIRx) LETIOV V=257 v 77 L— KT 5545 ¢

a)
b)

APICHyper-VTZ—2 = hDOT A A h—/b (388 X—) OFIAICHE - T ZE WY,
Hyper-V #—/3—~® APIC Hyper-V =— = > h DA A h—/)L (298 X—3) DAT
T1~8IE-»TLIEE W, AT v 7 7TIFEM L 9, OpflexAgent FEH Z 73 Hyper-V ./ —
RIZTTICA VA P—=AENTWHTD, AT v F TIET v 77 L— RICIIARETT,
MSI /Ny r—U Tk, o= a &7 A A R—VL, Ty 7 7L —RO—EE
LTHLWA—Yarv iA=L LET,

FF 2 bOKY S—DEA

TR —DEADEH

ALV =T 4 CTBREPROFM 2N L TN D 2 & ZEGE LET,

¢« APICSCVMM =— 2 2V " WA VA =L ENTWAZ L 2R LET,

FHIZ OV TIE. SCVMM ~® APIC SCVMM DT —Y =2 h DA A h—/L (286 ~<—
V) #ZBLTIEEN,

« APIC Hyper-V T—Y = FI3A VA =L ENTNDHZ L 2R LET,

. Cisco ACI {R28{L A K. 1) 1) —R 5.2(x)
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sroronn i

SR OV TIE, Hyper-V H—/X—~® APIC Hyper-V =— = DA A h—)L (298
R—=) ESRLTLIEIN,

cFMEAAL v TFEAER LT L AR LET,
Microsoft D~ == 7 /LB L T &0,
AIEAAL v TFEAFR LT 2 L AR L ET,
Microsoft D~ = =2 7 L EZHL T ZE 0N,

T2 DR

ATy

ATy T2

EPG D1ERK

ATy T
ATvT2

ATvT3

FIE

A= =a— /N—"T, [TENANTS] Z&IR L, ROBIEEZFITLET,

a) [AddTenant] 27 U v 7 L%,
[Create Tenant] A 7 2 778 v 7 AN X £77,
b) [Name] 7 4 —/L RIZ, 7F > 44 (ExampleCorp) ZiBAIL 7,

[Finish) #27 U v 7 L%,
FEAMZ OV T, CiscoAPICR—Y w7 a7 4 Falb— g A REBRBL TSN,

T, = RARA b Zv—T (EPG) DAERITIEIC DWW TR L £77,

APICGUIIZr 7' A > L, A==—/3—"T[TENANTS] > [Tenant Name] DJIEIZFER L 9,

[Navigation] ~~-f > C, [Tenant Name] > [Application Profiles] > [Application Profile Name] D]l

\ZJEBH L. [Application EPGs] #4577 U »» 2 L T [Create Application EPG] Z# #&R L £ 7,

Create Application EPG # 4 71 /'R v 7 AT, IROEEEZFEITLE T

a) [Name] 7 4 —/V NIZ4HT (EPGl) AN LET,

b) [Bridge Domain] 7 4 —/V RO Ky 7 X7 URA RN, 7Y v RAAL ZBET
LHHDZEINL £,

c) [Associate to VM Domain Profiles] 7 4 —/L RC, @bl A 7> ar R¥ %2270 v 7 L,
[Next| 27 U w7 LET,

d) [Associated VM Domain Profiles] 7 4 —/V KD [+] TA 2% 7 Uy 7 L, BNTHI T 7
K (Cloud10) ZEAR L £,
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B erc & o Microsoit VMM X > o REES 1+

EPG 2MER S 41 E LTz,

EPG & @ Microsoft VMM < A 1 > D BRE T T

Z Z T, Microsoft VMM KA A & T RiRA vk 72— (EPG) [ZEHEFHT TVM X v
NT— 2 BAERRT D HiEET L E 9,

)

GE) SCVYMM > RARA v " 2AFRIFuebYa=r 7 T— RTEEHINLTWAES. Cisco APIC
Xy XU T 4 Xy aR—RONAN—NA4H, BT, BIOMRBELERERO =T
U0 LTEREINET,

188 BRI

ATy

ATy T2

ATvT3
ATy T4

ATy TH

ATvT6

ATy 71

EPG MERL SN TWA Z & 2R L x4,

FIE

Cisco APICGUIIZH 7 A > L, A=a— "—0 [T+ k (Tenants) |>[FF> k% (Tenant
Name) | Z&R L £7°,

[Navigation] ~~- > C [Tenant Name] > [Application Profiles] > [Application Profile Name] >
[Application EPGs] DJIEIZEER LT, BEAFD EPG 2R L £,

[Navigation] ~X-1 > C [Domains (VMs and Bare-Metals)] ZZR L £ 7,

[Domains (VM and Bare-Metals)] ~~-{ > C [ACTIONS] %7 U » 27 LT, [Add VMM Domain
Association] %I L £7,

[Add VMM Domain Association] % A 7 & 27’78 v 7 A C, [Immediate] & 72 (% [On Demand] D\ 7"
NNZDOWT, [Deploy Immediacy] 7 4 —/V K A ar RmEx %7 w7 LET,

PRI oW, TEPG AR Y o — DR B LB OREE (123—) ) 25 L K
X,

[Add VMM Domain Association] % A 7 2 7' 7R v 7 A C, [Immediate], [On Demand] % 721%
[Pre-Provision] DV T 4LHMI DUV T, [Resolution Immediacy] 7 4 —/V K A7 v a v RE %7
Uy LET,

FECOWTCIE, TEPG AR U — DR B L OEMOBRAE (12%—) | #2RL T
S0,

INT, VM Ry NU— I MERENE L,

A7 a v:Ddimiter 74— /L KT, VM Xy NU—7Z0OT VI XIEHTH1CFE LT,
L~ L @ "+ FE=0WnWThrazANILET, 52 ANLENSTHGE, VAT A
DT 7HNEDOTVIXTHDL | PMEHINET,
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APIC T VMM F 3 1 VI 5 h T2 EPG ofeiz APIC ]

APIC T VMM K A A VIZEESIF 5 TULVS EPG DR APIC

Z ZCliX. Application Policy Infrastructure Controller (APIC) TD VMM KA A > & Dz KR
A > b ZN—T OBEN T & ST D TR OV TR L E T,

FIE

ATv 1 APICGULIZu /A > L, A==—3—"T Virtual Networking > Inventory% 4R L £ 9,
AFwFS2 F&r— 3 74 KT, VMM Domains>Microsoft > Cloud10> Controller > Controller1>
Distributed Virtual Switch > SCVM M [Tenant|SCVMM [EPG1|Cloudl % B L £ 7,

HLOWVM 32y hU—2 40K, TFUMR|I7TIS—2ay Faa74LVE|7 7Y
r—< 3 2 EPG %&|Microsoft VMM KA A 2T,

AT w73 [PROPERTIES] R4 T, VMM R A A ZBESTT 5N TS EPG, VM % hU—7 B
FOINIC 4., VM 4., 1P, MAC, IRfEZR EOFEMZ R L E T,

SCVMM T VMM F * A VI[ZBAER T 5 TS EPG DFERE

Z Z Tl&. System Center Virtual Machine Manager (SCVMM) T VMM R A A ZBHEfAHT B4
TWHT Yy RRA v b 7 v—7 (EPG) %Ml d 5 HEEZHHILET,

FIE

AT 1 T AZ k7T [Virual Machine Manager Console] 7 =2 > % B & 7,

ATY T2 EFE~A T, [VMsand Services] &7 VU v 7§57 Ctrl+M 2 L £,

AT w73 [VMs and Services] 31 > T [VM Networks] 27 U v 7 LT, VMM K A A ZBHERIT BT
W% EPG ZhfERB L £97,

VMM R A A ACBEER T 51T S BPG DIFRIE, T3> MIFTUS—v 3y ATy
4 IL&|7 T4 — 3 > EPG %&| Microsoft VMM K 4« & T,

ABTF4 99 IPF7RKLR T—ILOER

AEZT 47 IPT RLA TF—=E VM T 7 L— FDE AT = — XHFIZ Microsoft SCVMM
T NPT RLUAZREY T AATHIICHI D Y THZ ENTEDL LI LET, ZOHEE

{2k -, DHCP #ax*‘ﬁx% DHCP 7 R L AZBORT HMENR <720 £9, ZOMEEIT

Xy NU—Z7HNTHMICEID B TOENZIP T RLAZMLE LT 59— VM (WmdowsActlve
Directory KA A :1/}\13 7. DNS #—/3 DHCP #— Xy NU—2 F— o= A7
E) oEANZEILSFHINET,
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B <557 v0r7ELR 710t

ATy T
ATy T2

ATvT3

ATvT4
ATvT5

AET 47 IPT R A 7=/ OFEMIZ OV TIE, Microsoft O R = X 2 b
(https://technet.microsoft.com/en-us/library/jj721568.aspx#BKMK _StaticIPAddressPools) % Z:ff L
TLEENY,

Cisco ACISCVMM DO#iA : CiscoAPICIZI VM Xy U=V ~DAXT 4T IPT KL A J—
LD AL BENETE ., Microsoft SCVMM H— R ETOZ b OEEAERECTX £,

1R BHIIZ
EPG 73 Microsoft SCVMM VMM R A A NZBEMT SN TWA Z L 2R L £,

FIE

APICGUI(Zu 7 A > L, A==2—/3—"T[TENANTS] > [Tenant Name] DJIEIZER L 7,

[Navigation] ~<4 > C, [Tenant Name] > [Application Profiles] > [Application Profile Name] >
[Application EPGs] > [Your Target EPG] DJIEIZEBA L, [Subnets] #4727 U 7 LT [Create EPG
Subnet] Z &R L E 77,

[Create EPG Subnet] ¥4 7 02 7' 7R v 7 AT, IROBIEEZFEITLET,

a) 7 RLVRA/AI DR TT 74NV DO — T =A 1P AT LET,

b) [Submit] %7 YV v 27 LET,

FULER LY 7y N&F 27 Y » 7 LT [Create Static IP Pool Policy] Z iR L £ 7,
[Create Static IP Pool Policy] A 7 12 77K v 7 AT, IROBAIEEZFEITLET,

a) [Name (IP)] ICAS L ET,

b) [StartIP] & [End IP] (2 A L ET,

c) A7 = > [Static IP Pool policies] IZAJJ L E T,

[DNS Servers] 7 .4 —/V . [DNS Search Suffix] 77  —/V N, [Wins Servers] 7 4 —/L' N C
I, E1an s THEV NI ERGIZZET, RO IO Y R MEEHTEET,
7= & 21X, [DNS Servers] 7 4 —/V RPIZIZRD L H AT TEET,

192.168.1.1;192.168.1.2
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mEv v oggs L vEREA |

GE) BALEIP 7 RLAEKETIP Y RLAZRET DXL, AT v 73 TEHRKLE
F—=RUxzA LRILY TRy FNIZENLDOT RVARHDH Z L 2R L E
T, oo TWARWNWE, SCVMM ~DAXT v 7 IPT KL A F—/)LDiE
AR L £,

FRELZEPG IR ENDAZT 4 v 7 IPT KL A =L 1 DOBRTY,
YTy FOTICEEDAZT 47 IP =V RY —%{ER L2V TL 72
S, MORY —NHEMe D Ed A,

ABZT 47 IPT RLVA T =)L KU —iE, VMM R A A > OBELT T IZHE
WET, ZOEPG Z[F L VMM KA A NOEED SCVYMM =2 hr—F|Z
BALZEAIE, AUAZT v 7 IPT7 RLARNEASNTIP T RLADE
EHRBELET, 2O FIUATIE, BEELTWRNT RLA 7 — L TEMD
EPGZEAL, BEICKLERRY) —Lar hT 7 ey RRA » MIER
LT,

RE< > UOERE I UVERKA

&

ATy T2

ATy T3

ATvT4

ATy TH

ZIZTE v o L CERE AND HIEERA L ET,

FIE

SCVMM $—Zm 71 > L, [VMsand Services] >[All Hosts] DJEIZE IR L T, WThpok

A b EERLET,

[VMs] XA > C, VM X U — 27 |ZBEfHT A VM AR &2 Y v 27 LT, [Properties] %

HIRLET,

[Properties] # 1 7 & 2 7R v 77 A C [Hardware Configuration] &R L, R NT—F T XX
(Network Adapter 1) ZER L E7,

[Network Adapter 1] <A o C, IROEAEZFATL T VM *y MU — 7 1THHE L £,

a) [Connecttoa VM network] 47> a v R¥Z &7 U v 7 LET,

b) [Browse] R¥ %27V v 7 LET,

c) NAN=AAPREEMFTONTHNDETXTOVM Xy hT—7 2R, VM Fy hU—

JDYANEHERLET,

R~ v OEREZT AT LET,

APIC T DREE ST I+ DFEFE APIC

Z ZClX. Application Policy Infrastructure Controller (APIC) “CREMEIfIT & fERB 3 2 Fikiz oW
T LET,
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B Aric <o Ere 0% APIC

ATy T
ATvT2

APIC T EPG

ATy I
ATvT2

ATvT3

FIE

APICGUIIZa 7 A > L, A==— 3—"T Virtual Networking > Inventory % 3R L £,

Fehsr—va v KT, VMM Domains>Microsoft > Cloud10> Controller > Controller1>
Hypervisors> Hypervisor1 > Virtual Machines % BB L C. Bh#ESIF 2R L £,

M 3= APIC

Z Z T, Application Policy Infrastructure Controller (APIC) Tz RKAKA >~ Z/v—7" (EPG)
B FRRT D IFEICOVW TR L £,

FIE

APICGUI(Zu 7' A > L, A==2—s3—"7T[TENANTS] > [Tenant Name] DJEIZEIR L £,
FEvsr—Tar v RUT, [Tenant Name] > [Application Profiles) > [VMM] > [Application
EPGs| > [EPG1] DIEIZERE L £,

[Application EPG - EPG1] %A > C [OPERATIONAL] R¥ > %7 U w7 L, =¥ RFEAL L~ 7
=T NFETENE I DEfERLET,

Cisco ACI with Microsoft SCVWMM ) S J LS a—TF 1 v

5

APIC /5 SCVWMM ANDEHD FZ T a—T4 25

ATy I

ATy T2

ApicVMMService 2 7 Zffi ] L T, System Center Virtual Machine Manager (SCVMM) H—/3%
TNy T LET,

FIE

SCVMM #—izm 714 LT, ApicVMMService & 7|28 L £9, Ziix, C:\Program
Files (X86)\ApicVMM Service\Logs (2 ¥ £ 77,

ApicVMM Service = 7 &R L CTT /Ny 7 L £ T,
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Y=/ 5 HyperV KX k~ADEGD 5T 1—F425 |

TNy JTERWEAIE. SCVMM $— T4 T D ApicVMM Service 2 7' % C:\Program
Files (X86)\ApicVMM ServicelLogs 7> 5 2 B — LT, Y A2 77 =L HiR— MIBHFEL
él/\o

1) —2 M5 Hyper-VRR hADEHRD S TN a—TFT4 29

ApicHypervAgent = 7 %] L T, Hyper-V Server 7 /N 7 L £7,

FIE

AT 71 Hyper-V Server (212 71 > LC, ApicHypervAgent & 7288 L £9, Ziuix, C:\Program
Files (x86)\ApicHypervAgent\Logs (23 0 £,

AT w72 ApicHypervAgent & 7 2R L CT Ny 7 LET,

TNy JCE 7RO ATE. Hyper-V Server T3 T ApicHypervAgent = 7 % C:\Program Files
(x86)\ApicHypervAgent\Logs2>H 2 B — LT, YA 77 =/ HR— MIBEFEIZI N,

EPG DR EDNEED FS TN a—TFT 409
T RRA L N I —7F (EPG) DT A 7 XA LH, EPG ® VLANID 7 APIC TEHE X7~

BE. FILOLRTEEZANNTT AL, T _XTORMBE~ U TCVLANRTE EHTH50END
D E9,

FIE

Z OEMEE FITT HI21E. SCVMM Y— 3 TR D PowerShell 2~ > R&EFE(TL £,
B -

$VMs = Get-SCVirtualMachine

$VMs | Read-SCVirtualMachine
$NonCompliantAdapters=Get-SCVirtualNetworkAdapter -All | Where-Object
{$_.VirtualNetworkAdapterComplianceStatus -eq "NonCompliant"}
$NonCompliantAdapters | Repair-SCVirtualNetworkAdapter
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Windows D27 > F 7AVTJ +&ERALZSCVMMADAPICT—2

kDA R

ATy T
ATy T2

ATy T3

—JL

Z 2 TIE, Windows D~ K 7w 7 M &Il LT, System Center Virtual Machine Manager
(SCVMM) IZAPIC ==V =¥ b A YA b= 5 5EZmALET,

FIE

SCVMM H#— 3|2 SCVMM HFHLE /LT vy rTr ol A4 LET,
av R a7 hEiEE L, APICSCVMM Agentmsi 7 7 A V& a B — L7c 7 VX &5
FL, UTOa<wr FEEITLET,

1 -
C:\>cd MSIPackage
C:\MSIPackage>dir

Volume in drive C has no label.
Volume Serial Number is 726F-5AE6

Directory of C:\MSIPackage
02/24/2015 01:11 PM <DIR>
02/24/2015 01:11 PM <DIR> ..
02/24/2015 05:47 AM 3,428,352 APIC SCVMM Agent.msi
1 File(s) 3,428,352 bytes
2 Dir(s) 37,857,198,080 bytes free
C:\MSIPackage>msiexec.exe /I "APIC SCVMM Agent.msi" /Qn ACCOUNT="inscisco\Administrator"

PASSWORD="MyPassword" /log "C:\InstallLog.txt"
C:\MSIPackage>sc.exe query ApicVMMService

SERVICE NAME: ApicVMMService

TYPE : 10 WIN32 OWN PROCESS
STATE : 4 RUNNING
(STOPPABLE, NOT PAUSABLE, ACCEPTS SHUTDOWN)
WIN32 EXIT CODE : 0 (0x0)
SERVICE EXIT CODE : 0 (0x0)
CHECKPOINT : 0x0
WAIT HINT : 0x0

msiexecexe f > A F—F Ry —IU BRI LTS, BAEE T T — A v —Uk L TK
TLFET, RBMLEBES, BUIREEFFIZID T — A v b—UNRNEREINFET,
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Windows D <> K 70> k% {#H L = Hyper-V Server T® APIC HyperVI— x> hDA VR b—)L .

Windows D7 > K 70> 7 kZ{&EH L 1= Hyper-V Server T® APIC
HyperVI—2 U FDA VR =)L

ATy T
ATy T2

Z 2T Windows D= K 77 k%] LT Hyper-V ¥ —/3—[Z APIC Hyper-V == —
Vxy A VA M= AT B HEERALET,

FIE

EEE 7 LT v v L C Hyper-VHh—lza 74 LET,

av R 7ar7 NEEE) L, APIC Hyper-V Agentmsi 7 7 A V& 2 B — L7c 7 AV H AR
L, UTFTDa~vr FEFTLET,

i -

C:\>cd MSIPackage

C:\MSIPackage>dir
Volume in drive C has no label.
Volume Serial Number is CO065-FB79
Directory of C:\MSIPackage
02/24/2015 01:11 PM <DIR>
02/24/2015 01:11 PM <DIR> ..
02/24/2015 05:44 AM 958,464 APIC Hyper-V Agent.msi
1 File(s) 958,464 bytes
2 Dir(s) 749,486,202,880 bytes free
C:\MSIPackage>msiexec.exe /I "APIC Hyper-V Agent.msi" /log "C:\InstallLog.txt"
C:\MSIPackage>msiexec.exe /I "APIC Hyper-V Agent.msi" /Qn /log "C:\InstallLog.txt"
C:\MSIPackage>sc.exe query ApicHyperVAgent

SERVICE NAME: ApicHyperVAgen

TYPE : 10 WIN32 OWN PROCESS
STATE : 4 RUNNING
(STOPPABLE, NOT PAUSABLE, ACCEPTS SHUTDOWN)
WIN32 EXIT CODE : 0 (0x0)
SERVICE EXIT CODE : 0 (0x0)
CHECKPOINT : 0x0
WAIT HINT : 0x0

4% Hyper-V h—NIZONWT AT v 71 ~2 20K L ET,

msiexecexe f v A F—F Ry r—IRBRI LTS, BHEELII= T — A v —I R L TK
TLFET, BKRLEGE, BUREEFFIZIZT— A v b—UNRERINFET,
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B sovs<evsouzrLoz

JOJSREYT D) IT7LIUR

ACI SCYMM PowerShell a7 > KL v k

Z Z Tl&. Cisco Application Centric Infrastructure (ACI) System Center Virtual Machine Manager
(SCVMM) PowerShell D=~ R v b, ~L7 | BXUOWIERLET,

FIE

2Tw 1 SCVMM H—|Zr 71 > L. Start >Run >Windows Power Shell 23R L £9°,
ATFvT2 koa<r FEASLET,
Bl -

Windows PowerShell
Copyright (C) 2013 Microsoft Corporation. All rights reserved.

PS C:\Program Files (x86)\ApicVMMService> ed C:\Program Files (x86)\ApicVMMService>

( )

PS C:\Program Files (x86)\ApicVMMService> Import-Module .\ACIScvmmPsCmdlets.dll
PS C:\Program Files (x86)\ApicVMMService> Add-Type -Path .\Newtonsoft.Json.dll
PS C:\Program Files (x86)\ApicVMMService> Get-Command -Module ACIScvmmPsCmdlets
CommandType Name ModuleName

Cmdlet Get-ACIScvmmOpflexInfo ACIScvmmPsCmdlets

Cmdlet Get-ApicConnInfo ACIScvmmPsCmdlets

Cmdlet Get-ApicCredentials ACIScvmmPsCmdlets

Cmdlet New-ApicOpflexCert ACIScvmmPsCmdlets

Cmdlet Read-ApicOpflexCert ACIScvmmPsCmdlets

Cmdlet Set-ApicConnInfo ACIScvmmPsCmdlets

Cmdlet Set-ApicCredentials ACIScvmmPsCmdlets

ATV T3 ~NTEERLET,
51

commandname -7

ATy T4 BlErRLET,
&1

get-help commandname -examples
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gzuzrLoz |

HTEYI7FLUX

MAC 7 FLRAEZREDHREEIF
Z 2T, MAC 7 RUAREDOHEREREIEIZOWTHIH L ET,
e XA FIv I MAC L AHZT 1 v 7 MAC OGN AR—FIvET,

* APIC CHURIZ VM A > X MY RRTHHE, VM Ry NT—27 THTZIZIZRAE
T4 99 MAC BHERRE S E 3,

e AAF I v MAC ZBIR LTS . APIC TO VM A X MU OFRITEBIEN AU E
T, BIEIX., #1473 v 27 MAC 78 SCVMM T=mHIZRi S nwi= o T,

\}

GE)  VMA Uy PINERENZLSTH, T—% T L— I3
MEREL £,
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. Cisco ACI with Microsoft SCVMM O >/ R—R > FDT7 VA VR b—JL

21: [Properties] X4 >|Z [MAC address] &% > 3 > % &R

Demo-Web1 Properties =N
General bl Sove As | i New 7 Remove
& General | | W Network Adapter 1
Shatus B Processor
? pIoCEssors Connectivity
- Ml:rnury e B
4036 ME ® Connected to a VM network
e bed Floppy Drive VM network:  SCVMM-DemojANP[WebJACI SCVMM Browse..
Custom Properties oM VMsubret: [ SCUMM-DemoANPWebjACISCVMM_0 [+
None [+] Enable VLAN
Settings ™ Ccom2 VLAN ID: 1534 gt
wone 5
Actions K Video Adapter iines
Diefault video adapter = ® Dynar
Servicing Windows 2 Bus Configuration - tat
< IDE Devices [ MAC address
Dependencies & ENNRCON SR _) Dynamic
) @ Demo-Web! % Static 00:15:50:88:C5:0A
Validation Errors 40.00 GB, Primary .
€* Virtual DVD drive Virtual switch
Access No Media Captured %) Logical Switch
- SCSl Adapter 0 Logical switch: | apicVswitch_ACI_SCVMM -
Storage Devices atached e =
% Network Adspt  Classification:
B8 Network Adapter 1 Standard switch
Connected to apicVs Standard switch: | apicVswitch_ACT SCVMM b
¥ Fibre Channel Adaplters : :
% Advanced | Connection details.- |
[} Integration Services
(® Availability
Microsoft Azure Site... |~

Cisco ACI with Microsoft SCVMM O i R—R > FD T A
SR BM—=IL

- - 2

Z Z T, Cisco Application Centric Infrastructure (ACI) with Microsoft System Center Virtual
Machine Manager (SCVMM) 2V R—3 > b &7 A VA =T 5 HEICOW TP L £
R

FIE

ATYT1 VM Ry hT—I b T RCOFRE~ 2T X v F LET,
Microsoft D~ == 7 /LS L T 7Z &V,
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ATy T2

ATv7T3
RTv74

ATy TH
ATvT6

apicseovMM T—S x> k7oA VR b=

FTD Hyper-V T, A 77 VLAN b F/b 2 RiRA b (VTEP) & LUV APIC i~
A v FEHIBRLET,

Microsoft D~ == 7 /L ESZR L T ZIV),

APICGUI C, TRXTO VM BIUOFA MPBUIKI SN TS Z LR LET,

Application Policy Infrastructure Controller (APIC) 75 VMM R A A VU ZHIERL £9°,

VMM RAA CZHIBRT D720 DITA RT7A4 (14~—) ZZRLTIEIN,

FEEA A v F LERELR v BT — 2 8 SCVMM I HHIBRS NIz Z & 28 L £,

SCVMM = 7= 1% Al i SCVMM C© APIC SCVMM ©&—Y = h &7 VA VA h—/L LE T,
APICSCVMM =— = hDT A VA h—)b (325 X—3) ZHMML T I,

(& Al FME SCVMM ED APICSCVMM =— = > kDT oA VA h—/L (3253—3) | %
ST EEN,

APICSCVWMM T—2 U D7 A VR =)L

&
ATy T2
ATvT3

ATy T4

ZZ T, APICSCVMM =— Y = "2 T A VA M=V T 5 HECONTHBALET,

SCVMM #—jca 74 v LET,
[Start] > [Control Panel] > [Uninstall a Program] DJIEIZER L £,

[Programs and Features] 7 4 > R 7 C [ApicVMMService] #4727 U 27 LC, [Uninstall] Z 3R L
32 j‘o

ZNT, APICSCVMM =—Y x> hRT A VA b=V ENET,

APICSCVMM = — = o bR T A VA =L SN E I 0GR T I, [Fu s T A
LHEBE] 7 4 > KU T [ApicVMMService] NER I TWRNT & 2R L ET,

=] A% SCVMM £®D APICSCVWMM T —S =2 bDT7 A4 VA R—JL

ATy T

Z ZClX. & HPE System Center Virtual Machine Manager (SCVMM) C Application Policy
Infrastructure Controller (APIC) SCVMM T— x> &7 A VA h—/L 3 B FIEIZHOWTHL
HLET,

FIE

HAMEDEV SCVMM 7 = — VA — = 7 FZAZNDODEED /) — RNz /74 LET,

Cisco ACI X184 K. 1) 1)—R 52(x) .
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. Cisco ACl & & U Microsoft SCVMM I > R— %> T®D CiscoAPIC I > FO—SBEURAS Y F YI LI T EFIVETL—KT D

ATy T2
ATvT3

ATy T4
ATy TH

ATvT6

[Failover Cluster Manager Application] % B & %97,

[Windows Failover Cluster Manager] 7 ¢ > K 7 @ [Highly Available SCVMM Roles/Resources] % =7

T, [ApicVMMService] &R L 9,

[ApicVMMService Role] #4527 U 2~ L T [Take Offline] Z 4R L £,

0—/LINA T T A Nl o725, [ApicVMMService Role] #4527 U 2 L C [Remove] %R L

£75

AAMEDE SCVMM 7 = — /LA —3— 7 F AZNDF ) — R TROENEE FE4T LT, APIC

SCVMM =—Y = h a7 VA VA b=/ LET,

a) SCVMM H—izme 7oA > LE7,

b) [Start] > [Control Panel] > [Uninstall a Program] OJIEIZER L £,

¢) [Programs and Features] 7 f > K7 C [ApicVMMService] #4527 Y »» 7 L C, [Uninstall] % i3
WLET,
ZIT, APICSCVMM =— =¥ hRT VA VA h—AENET,

d) APICSCVMM T—V x ¥ FRT VA VA R =)L ENTZDE ) DEMKERT DT, [Fud
7 L EHERE] U 4 > R T [ApicVMMService] WFE/RIN TR N L 2R L 7,

Cisco ACl £ & U Microsoft SCVMM O >/ R—2 > FTHD
CiscoAPIC O > FO—FBLUVRAYF YT MO T %
B9 L—FK93 5

ATy I

ATy T2

Z Z Tl&. Cisco ACI 5 & U Microsoft System Center Virtual Machine Manager (SCVMM) =1~
R—=F 2 FTD Cisco APIC £ AA v F VT U xT 2H D7 L— T 5FECONTHY
LET,

FIE

SCVMM Z 7= 13E A A D SCVMM @ CiscoAPICSCVMM =— = > " &7 A A h—)L
L%,

APICSCVMM =—2 = DT A v A h—Jb (325 2—) BB LT EE W,
=AM SCVMM _ED APICSCVMM ©=— = > hDOT v A v A h—b (325 _—) %5
LTL &N,

WDOFIEE FEFT LT, Cisco APICHYPER-V = — x> DX Ty ZL—RLET,

a) SCVMM H—za /A L, Hyper-V / —R&E AT F A E—RIZLET,

b) HHHEZ LT ¥ %)L T Hyper-V —Nicu 74 LET,

¢) Cisco APICHYPER-V =— = "2 T A VA =L LET,

. Cisco ACI {R28{L A K. 1) 1) —R 5.2(x)
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ATvT3
ATv74

ATy TH

ATvT6

APIC OpFlex

&M
ATy T2

apic opFiex sia 0 T2 2 k—+ [

d) N—=TVaF T TL— RKRENTWD Cisco ACI 7 7 7' v 7 % Cisco APIC HYPER-V
TV AU A= LET,

AL F VT =T XL —RLET,

YAapH L 7 L— K APIC,

FEMEIZ DUV T, [Cisco APIC Firmware Management Guidel]l # 2R L T< 72 &0y,

SCVMM H—/_TlX, CiscoACI 77 7 U w7 IZHF T T L —RKNRENTWNWDHNN—T g
SCVMM =—V = h&Af VA =L LET,

SCVMM ~® APICSCVMM D= — = b®DA A b—)L (286 X—) &ML T2
I/\

A HMEOEV SCVMM ~D APICSCVMM = — > = > DA A h—)L (287 _—) &M
LCTLZEWN

Microsoft D R =2 A 7 —3 3 VOFNEIZHE - T, Cisco APIC vSwitch i A A v F 2 FER
L, a7 47 AREICLET,

ZRLTLIEEWY FAN Ry NT—27 TETHOREE VMM Tl A A v F R ENEEIN =
VI T U ARITIE

EIBAED TV RAR—

Z 2Tl Jt® OpFlex Gt E Z i H T&E WA IZ, BT LUV Hyper-V / — K| System Center
Virtual Machine Manager (SCVMM) 35 & T Windows Azure Pack D Y YV — R 7' /34 X — H—
NOACLZ 77V w7 ~OREFRIHENTE 57 7 A /WIZ, APICOpFlex it EZ v 77 v 7
ToHEEZHILET,

FIE

BIEACL 7 77U w7 DAL N—THD5 Hyper-V / — RlZn 7 A4 LET,
WROEAEEZ FAT LT, Hyper-V / — R biEEEA =7 AR — ML ET,
a) [Start] >[Run] DJEIZEIR L, certimmsc & AN L CiEHE~ R —Y vy 2 L £,
b) [navigation] X~ > C. [Certificates - Local Computer] 452 U » 2 L T [Find Certificates] %
HEIRLET,
¢) [Find Certificate] A 7 2 7Ry 7 AT, IWOEMEEZFEITLET,
[Findin] 7 4 —/V RC, Favy 7 X URAKR)NDE [All certificate stores] & 35 L £
R
* [Contains] 7 « —/L KiZ OpflexAgent & AJj L E7,

 [Look in Field] 7 4 —/V KT, Fav XX UX MM [Issued By] Zi&IN L 5,
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B ArcoprexirmEn Ty 2K~ ¢

ATvT3

ATv74

 [Find Now] #7 U v 7 L7,
ROV ARMELT, VAMZIOOIFHAENRERINET,

d) #7iZH 2% o 72 [OpflexAgent] sEWE 242 U » 7 LT, [Export] 23R L £
FEHET S AR — K U4 P— RRRRINET,

[Certificate Export Wizard] A 7 2 77K v 7 AT, IROBAEEZFEITLET,

a) [Welcome to the Certificate Export Wizard] %4 7 12 7 7R > 7 AT [Next] 27 U v 7 LET,

b) [Export Private Key] %A 7 7 7’78 v 7 AT [Yes, export the private key] 7> 3 > R¥ %
BIR L., [Next] 27V v 27 LET,

¢) [ExportFile Format] # - 7 v& 7 7R v 7/ AT [Personal Information Exchange - PKCS #12 (.PFX)]
F7a v R H U EEIN L, [Include all certificates in the certificate path if possible] 5 & OY
[Export all extended properties] = v 7 R v 7 A% AN LET, Next]Z 27 U v 7 LET,

d) [Security] ¥4 7 v J AR v 7 A C[Password] = v 7 iR v 7 A% A 2L T, PFX/RA T —
Rz AL, &9 EPFXNAV—REZ AN L THERLEY, Next] 22 U v 27 LET,
PFX SAT— KX, #—F v h vV U TPFX 77 A V&ALV AR— b T 572DIC% T
SNET,

e) [FiletoExport] ¥4 7RV HRy 7 AT, =J AKR—KLET7 74/ (C:\OpflexAgent.pfx)
ERGTHIEEDO 7 7 ANLEANTI LT, Next] 227 U 27 LET,

f) [Completing the Certificate Export Wizard] % A 7 12 77K v 7 AT, $5E LTZsXEN T X T
UITHdZ & EMER LT [Finish) 227 U7 LET,

g) [Certificate Export Wizard] % A 7 17 778w 7 A|Z [The export was successful] & &R S 41 E
T, [0kl %27 Uy 27 LET,

PFX 7 7 A VA BRI OEFTIca v — LE T,

ACI 7 7 7Y v 7 ~DWAEDT-0IZ, Active Directory 7 /L —7 R U o —CREBAELX ERE L7-
. SCVMM, Windows Azure Pack ® VU Y — R Z7’'m/,3A Z—_ Hyper-VH—ERAEZHKANT S
K-FHD Microsoft y— N7 7 A )V E A —T&E %7,
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Cisco ACIl with Microsoft Windows Azure Pack

ZOET, WONETHELSINLTWET,

» Cisco ACI with Microsoft Windows Azure Pack {22\ T (329 ~<X—7)
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VDR EALIZHFE S E T, Cisco ACHIZI N DD LA YVITHAERA > ML THET,
Z D72, SCVMM Bili TFAT LI AFEZTE ] T& . Microsoft Windows Azure Pack DA A
M= THEHT LI ENTEET,

* Cisco ACI with Microsoft Windows Azure Pack (Microsoft Windows Azure Pack for Windows
Server) %, RDOEREZR G Microsoft Azure 77 /J u—Dal 7 g T,

e T NHOEBR—Z )L
c EHAEAFHOEBEAR— XL

o« — B X EH API

Cisco ACI X184 K. 1) 1)—R 52(x) .



Cisco ACI with Microsoft Windows Azure Pack |
. Cisco ACI with Microsoft Windows Azure Pack ¥ ') 2 —3 3 U DHIE

* Cisco ACI with Microsoft System Center Virtual Machine Manager : Cisco ACI with Microsoft
System Center Virtual Machine Manager (SCVMM) % i% €3 5 HIEDOFEMIZ OV TIL,
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LAY TH—ERBANA R O TE#EF—N Y Z—OHRE] OEEBRLTIIEEN,

Cisco ACI with Microsoft Windows Azure Pack V') 21— 3 U DE

Cisco Application Centric Infrastructure (ACI) iZ Microsoft Windows Azure Pack & & &4, 77

Y hOEALTY—ER I AR = RAEEM L F 9, Windows Azure Pack D ACI J YV — &
TuaNA ZE Ry bU— 7 EBEO T2 9|2 Application Policy Infrastructure Controller (APIC) % 5%
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T )uo—0al g T, T—HEBEUH—~DA LA RN=IVIZIBINa A NI £8
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DV—ZfiT 5 Z & T, Windows Azure =7 ALY R L L (I, BERAELTY—E R,
~NVFTFo 7T R —BEORMAER L T,

Windows Azure Pack |Z TR OIKEER H D £ 7,

e TF U MDEHR—HF)N 2y FT—T TV oY RAALY, VM., 77 AT 74—l
n— RAZ W AEEEsE. EE—E AR o —bv 227 e va =S B B
FOEBTAEDDOIAZ A XA 7 —E A R—F )L, 2—HFR—% LD GUI
LT TEEN,
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NRADY T ReRELERTIEEEDZDDOR—F )L,

e P—EREHAPL : HAX L IR—H NV EV AT LR OIS EIERHEEL T ADE
2% 57> REST APIL,
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Z Z TlE. Cisco ACI with Microsoft Windows Azure Pack Z i\ MR 5 JFIEIZ DWW TR L £ 97,

Cisco A A h—/LT B HIIC ACI. Microsoft Windows Azure Pack 2 % 7 . 12— K L. Cisco
BN TWD T 4 /L X ZfifH ACI Cisco APIC U U — & @ Microsoft i 7 7 A /WIZ—ET 5 &
Li‘é—c

1. Cisco's Application Policy Infrastructure Controller (APIC) website {28 L ¥ -,
2. All Downloads for this Product > APIC Software % &R L £,
VU —=ADN=Va &, ZHUTHEET D zip JEM 7 A V7 28R L £7,

>

[Download] #7 U » 7 L&,
5. Zip [EMED 7 /L H IR L9,

(G¥)  Cisco ACI with Microsoft Windows Azure Pack 1% ASCII XLFED A%V — b LE9, FH ASCII 3L

FAIYPAR—FLTOER A,

Windows DV AT A v —)L e LTEnglish BERESNTWND Z AR LET, ZnlUsto
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respond. Details:

L TWAEAID

. ROTT—
Cannot validate the new quota settings because one of the underlying services failed to
An error has occurred.
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ACI Azure Pack ) Y —2 T34 ¥—D4 V2 b—L [

aviR—%2 b

2BRY

ACI Azure Pack DEBLFE A NMEEDA A
k=

ACI Azure Pack O HE VA NEEDA A
= (339 ~—) ZZML T ZIN,

ACI Azure Pack DT F > ~ 1 NEIED A >
A kh—)L

ACI Azure Pack T F > ~ Y1 NEIEDA >
A F—/b (339%—2) B LTLIEEN,

ACI DFE

Dy N T v 7FACT (3392—) ZRMLT
<TEEW,

Windows Azure Pack @V Y — X 7'/ X —
DR

['Windows Azure Pack D 1) — A 7’1 /)3 A X' —
DR 340—) | ZZRL T ZENY,

AClAzure Pack ') V—X 7ONA 5 —NDA VX —JL

Z Z TlX. Windows Azure Pack ¥-—/3Z ACI Azure Pack V) V— R a4 X —% A A h—

ATy T

ATy T2
ATvT3

OpflexAgent

&M
ATy T2

N D SRR L ET,

FIE

Windows Azure Pack Bg55(Z VM 7 7 7 K &2 #2935 Microsoft Service Provider Foundation -—/3
a7 4 > LE79, ACI Azure Pack - Resource Provider Site.msi 7 7 A V& ROl F Cat’— L%

TO

ACI Azure Pack - Resource Provider Sitemsi 7 7 A V& Z 77 U v 7 LET,
[Setup] A 7 2 7R v 7 A CLL T OEAEZEIT L, ACI Azure Pack- J V — X T/ \f X —%

AVA =N LET,
a)
b) [Install] #27 U 27 LET,
©)

d [BT1Z27Vy7 LET,

EERAZEDA VA M—JL

[T accept the terms in the License Agreement] = v 7 R > 7 A% A I LET,

[41 VA F—JL (ngtall) 1227V v 27 LET,

Z Z TlE., OpflexAgent iEFEZ A A F— /LT 5 FIEZHOW T LET,

FIE

BEE Y LT Y v LT Windows Azure Pack — Nz 71 v LET,

RONTNNDOTTEEEH L ET,
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KB Z2RBBEDEE, ZV—7 R —%HH LIZiEBHEORBIC OV T, Microsoft F
Fa2 AV FEZHRLTIEIN,

https://technet.microsoft.com/en-us/library/cc770315(v=ws.10).aspx,
BB RBA DAL, IROFIRIZTEVE T,

2—J L AT LI OpFlex B = U 7 4 GEEFE A BINT 5 LB A H D £3°, ACIWindows
Azure Pack DU Y — R F'm /A X —|L, SCVMM H— EiZ&H 5 (C:\Program Files
(x86)\ApicVM M Service\OpflexAgent.pfx) . Cisco ACISCVMM A A h—/L 7' a& A5
DFRILEX 2V T 45EHE 7 7 ANV EHEHLES, 2O 7 7 A /L% Windows Azure Pack D
VY —RA FaNfFg—H—nNZat’—LE7T, ACI Windows Azure Pack DV Y — & 7'
INA F— = R—TROFIAZEFEIT L7254, APIC ACI Windows Azure Pack @ U Y/ —
A 7rsNA H—{X Application Policy Infrastructure Controller (APIC) & if{g CT& £t A,

ACI Windows Azure Pack @V V' — 2 7r /34 X —@ Windows Server 2012 = — /)L < />
DOFEAFEY AT S VIZ, OpFlextx = U7 4 fEHEEZ A A F—/L LEF, 4 ACI Windows
Azure Pack ®V YV — A 7'/ X — P —NTROFIRZFEITL T, ZOEHEEZ A A
= LET,

1. [Start]>[Run] Zi&R L £,

2 mmc & AL, [OK]&Z27 U 27 LET,

3 [Console Root] ¥ & K7D A =2 — /S—"T_ [Add/Remove Snap-in] Z IR L £,
4. [Available Snap-ins] 7 - —/L K C [Certificates] Zi&IR L C[Add] =27 V v 7 L7,
5

[Certificates snap-in] % 4 7 &2 2 7~ »» 7 A T [Computer Account] 47> a3 > R¥ %
IR, [Next] 27V v 27 LET,

6.  [Select Computer] # A 7 1 778 v 77 AT [Local Computer] 47+ 3 > R & 2 % HER
L. [Finish) 227V v 27 LE7,

7. [OK]%Z Y w27 LT, [MMC Console] A1 > 7 4> KUIZEY £,

8. [MMC Console] ¥ « > R C [Certificates (local computer)] 2% 7 /27 U v 7 LT,
t\‘ﬂ-_%@ﬁﬁ Li‘d—o

9. [Personal] @ T [Certificates] 477 U »» 7 LC, [All Tasks] > [Import] DJIFIZER
L/iﬁ‘o

10.  [Certificates Import Wizard] # A 7 1 7R v 7 AT, IOBEEZFATLET,
1. [Next]#7 Vw7 LET,
2. OpflexAgent 7 7 A VA S LT [Next] 27V v 7 LET,
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12.

13.
14.

15.
16.

OpflexAgent SEBAED 1 X ~—JL .

a2 Console1 - [Console Root\Certificates (Local Camputer)\Personal\Certificates] [=]a] x |
@ Fille Action View Favorites Window _Hel [BEIE
e am o 6= @D
5] Console Root Issu
4 G Certificates (Local Computer) || Tlifa
4 [ Personal
[ Cetificates. e
» B Truned_RoMCemﬂ:monAl Specify the fle you want to impart.
p [ Enterprise Trust
p [ Intermediate Certification Av
 Bneraine -
b ! C:\Program Fies (x86)\ApicHypervAgent\OpfiexAgent. pix | [oromse...

p 5] Third-Party Root Certificatiol
p [ Trusted People

b [ Client Authentication Issuers
p ] Remote Desktop Personal Information Exchange- PKCS #12 (.PFX,.P12)
p ] Smart Card Trusted Roots
p [ Trusted Devices

Note: More than one certificate can be stored in a single file in the following formats:

Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P78)
Microsoft Serialized Certificate Store (.S5T)

< m 3| K3 [0 | >

MSI DA A b —=)VERIZRE SN EHEO AT — FE2 AT LE T,

[Mark this key as exportable.This will allow you to back up or transport your keys at a later
time] A7 a v ARE U ERIRT HMENH D £7,

[Include all extended properties] 47> 2 > RZ U ZBIR L F T,

[Place all certificates in the following store] 4~ ~7°3 2 > "R ¥ & HR L. [Personal] % K.
DI T [Next] 27 U v 7 LET,

[Finish] #7 V » 7 LE79,
[OK1 %27 U v 7 LET,
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B rcnwerackwy y—2 F0s54 54— 44 FoRE

@@ File Action View Favorites Window Help

o= aE o 6= BHE

5 Console Root Issued To = Issued By Expiration Date  Intended Purposes ‘i Actions
4 G Centificates (Local Computer) || lifav19-hv1inscisco.net ifav19-hvl.insciscounet 12/31/2018 Server Authenticati.. oy
4 [ Personal i Opflegent OpflexAgent 6/11/2015 <All>
|5 Certificates Wore Actions »

b [ Trusted Root Certification Ay
p [ Enterprise Trust

b [ Intermediate Certification A
p (] Trusted Publishers

b (7] Untrusted Certificates

p (] Third-Party Root Certificatiol
b [ Trusted People

b [ Client Authentication Issuers
p [ Remote Desktop

p (1 Smart Card Trusted Roots

p [ Trusted Devices

< m >f| < n >

49386

ACl Azure Pack DY —X AN/ 54— H A FDHRTE

Z Z TlX. Windows Azure Pack %-—/3C ACI Azure Pack DU V¥ — & Fu A4 #—T1S %A ~ %
RETDHIEEHHALET,

FIE

AT 71 Windows Azure Pack —/3Z1 7' > L. [Internet Information Services Manager Application] %
& £,
AT w72 [Application Pools] > [Cisco-ACI] (2B Eh L £7,
AT w73 [Actions] ¥ 7 T [Advanced Settings] %7 U v 7 L £,
a) ID7 4=V RERDSITT, A7 m— N=DLEMOEETLTEZ 7Y v 7 LET,
b) HWAXALT I hEEIRL, Service Provider Foundation HERE DT w7 > 4 & /3R
T— R b7 LT vy /b& AJJLET, Service Provider Foundation & #EE 0 . —
7 v 2 MZiE, Administrator, SPF_Admin O 7 /L—"7" XA L N—3y FPRPETT, T D
2= T AT MBRREROIZ, U Y —R T a S F =3B &Lz SCVMM — 3%
MWEbELEDTY, £/, 2—F 7 LF oy id, o—AL <=3 DL P b
USDOEZABHER, VY =2 Ta " F—=0uxX ZRIZROT 4 L7 b U ~OFHRIR
D /EXALRT 72 AMENMLETT,
C:\Windows\System32\config\systempr ofile\AppData\L ocal

) [OK] %227 Vwv 27 LT, 77UV /r—vary 7—LID&E&TLET,
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ATvT4

ACI Azure Pack DEEE 4 1 RO A > Z t—L [

[OK] %227 Vw27 LT, YLk ELK T LET,

ACI Azure Pack D EIEE Y A MLEDA VX F—IL

ATy T

ATy T2
ATvT3

Z Z TlX. Windows Azure Pack V-—/N|Z ACI Azure Pack DEHRE V1A MEELEZ A A b —/Ld
HHEETALET,

FIE

Windows Azure Pack #—/3Nzw 74 > L, ACI AzurePack - Admin Site Extension.msi 7 7 A /L
ZROTET,

ACI AzurePack - Admin SiteExtensionmsi 7 7 f V& X TNVT U w7 LET,

[Setup] A 7 1 7AWy 7 AT, IROEAEZFEAT L T ACI Azure Pack DEFLH Y1 MLiELZ A
YA RM=IVLET,

a) [l accept the terms in the License Agreement] = > 7 AR v 7 A& A NI L ET,

b) [A VA=l (ngall) 1227V v 7 LET,

o) [T %#27 V7 LET,

ACI Azure Pack D75+ > b YA FHREEDA VA —JL

ATy T

ATy T2
ATvT3

Z Z Cl%. Windows Azure Pack ¥ —/ 312 ACI Azure Pack D7+ k YA MEEZ A VA h—
N D HEEZHHLET,

FIE

Windows Azure Pack $— 32w 74 > L, ACI AzurePack - Tenant Site Extension.msi 7 7 - /L
RO ET,

ACI AzurePack - Tenant Site Extensionmsi 7 7 A V& X 7V 7 U v 7 LET,

[Setup] ¥ A 7 r 7Ry 7 AT, WOEANEZFAT L T ACI Azure Pack O 7 F > N A NMLik%
AV A M=V LET,

a) [l accept the terms in the License Agreement] &= > 7 7R v 7 A% 4 N2 L E T,

b) [AYAM—=JL (Install) 1227V v LET,

) [MT1%27 Vv 7 LET,

Dty 7w 7 ACI

ZZTIiE, ACI OEEFIEIZOWTHALET,
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B Wwindows Azure Pack 1) v —z T 0/ ¥ — R

ATy
ATvT2

ATvT3
ATy T4

ATy TH

FIE

P—ERFHR—F e 74 LET,
[Navigation] - > C [ACI] Z3&N L £,
[ACI] 23724 [Refresh) 227 U v 7 LE 9,

QuickStart 7 =2 %27 V) v 7 LET,

[QuickStart] <A > T, ROBMEZNEF LBV IZFATLET,

a) [Register your ACI REST endpoint] #27 U » 27 LE7,

b) [ENDPOINTURL] 7 4 —/ RiZ, U Y —Z FuAAf Z—F KL ZATh % Cisco-ACI FK—
I (http://resource_provider_address:50030) % AL %9,

¢) [USERSNAME] 7 4 —/V RIZ, =—H#% (FAA UEHE) 2 A LET,

d) [PASSWORD] 7 4 —/V RIZ, /SATU—FR (RAAL VEEHEDO/ AT —FR) ZAJLET,

[ACI] > [Setup] # 7 ZiEiR L, IROEBIEZFEITLET,

a) [APIC ADDRESS] 7 4 —/L KiZ, APICIP 7 RL A& AJJLET,
b) [CERTIFICATE NAME] 7 f —/V R{Z OpflexAgent & AJ L E T,

Windows Azure Pack ') V— X A/ XA —DFER

ATvT1
ATy T2
ATvT3

ATy T4

Z 2 TlE. Windows AzurePack DV YV — A F A X — % Fil4 5 FIEIZHOW T LE T,

FIE

P REHR—Z L (FHER—ZN) a7 LET,
[Navigation] 1 > C [ACI] Z&#R L £,
[aci] XA > C QuickStart Cloud 7 = > &38R L £,

[Register your ACI REST Endpoint] U > 7 37 L—FKRIC/2>TWDH Z & 2R LET,
[aci] ~<A T [SETUP] Zi&IR L £,

APIC 7 R L RIZHEZN 2 apic 7 RL AN BV | FEEAS Y OpflexAgent Th D Z & R L E
D
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Cisco ACI with Microsoft Windows Azure Pack 31 > 7/R—% > bD Ty T L— K .

Cisco ACIl with Microsoft Windows Azure Pack O > 7/h—2 >
DTV TG L—F

AR

ACI IZHEA 9 % Microsoft H— 3%, ACI % 2.0(1) UV UV —R|ZT v 77 L— KT BRI,
KB2919355 & KB3000850 D Hm—/L7 v F THIFTHLENH Y £, KB2919355 H o —
VT FITNE 2929781 Ny FEREH, HTLWTLS K5 A A — FZBI1 L, Windows 8.1 38 L}
Windows #—/3— 2012 R2 DiF 5 A A — MESENEN. 2 L £7,

R D Microsoft h—/N—|Z Xy FEEHATHLERH D £
* Microsoft Windows Azure /N> 7 U Y — A /A H— H——
* Microsoft Windows Azure /N> 7 72k A K H—r3—
* Microsoft Windows Azure /X 7 ‘&Y A b h— —
* Microsoft System Center D% —E A 7' A X —DFMg/A—7r A L — g o —r3—
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DEBENT TV RICIE S — A RINT 25 HiEE R LET,

1RO BRI
EHENT S ML —EADRMEF AT L TN DL 2R LET,
cTT U IPHAEY—ERERBELTND 2R L ET

FIE

ATy T $—EREHR—F L EHER—Z ) s A LET,

AT w72 [Navigation] %A > C [PLANS] Z R L 7,

AT w73 [plans] ~<A > T [PLANS] Z R L £,
ay 77U (TR EZY I LET,

AT w74 [Gold] ~*A1 > T [Networking (ACI)] Z %R L £,

AT v 75 [networking(aci)] XA > T, 77 B AEEZ G2 HHEV—ERADTF = v IRy 7 A% F L
%9 (DBSIv) .

ATv7T6 [REGAVE)] 27V v 7 LET,
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ERS
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El mESZRLTIIZIN,

FIE

ATy T $—EREHR—F )L EHER—Z ) ca s A LET,

AT 72 [Navigation] %A > C [PLANS] Z R L 7,

AT w73 [plang ~X1 > C[PLANS] Z&R L £,
a) 77U (TR EZY I LET,

AT w74 [Gold] ~1 > T [Networking (ACI)] Z B4R L £,

ATYTE [y FT—F 24 (aci) |31 T, Azure Pack £ D APIC EHEIC LY e Ya =7
SN A Y4~ 1AV T —ERX =L ERINLET,

ATv76 [REGAVE)] 227V v 7 LET,
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FIE

ATy T —bREHR—F )L (FHEER—ZN) s A LET,

AT w72 [Navigation] A > C [ACI] Zi&IR L 7,

AT w73 [ACI] ~3A > T, [SHARED SERVICES] %R L TGV —E R Tu (X —%2F£ R LET,
RT9Td TafyZ—%27) 7 LET,
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FIE

ZF v F1 APICGUIICR 7 A v L, A==— /S—C[L4-L7SERVICES] > [PACKAGES] DJIEIZ 3R L &
b@‘O

AT 72 [navigation] ~A > C. [Quick Start] Z &R L £,
AT w73 [Quick Start] ~A > C, [Import a Device Package] % &R L £,
AT v 74 [Import Device Package] ¥ 7 1 7R 7 AT, IROBEEIFIATLET,

a) [BROWSE]Z 727 U v 7 LT, F5XCitrix 7/5 X Ny =V R EDTNA A Ny lr—2
ERLET,
b) [SUBMIT| %7 U v 7 LET,
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XMLPOST % L 7= APIC T O— K /354 731 20%E [

Citrix @ XML POST DO :
1 -

<polUni dn="uni">
<fvTenant dn="uni/tn-common" name="common">

<vnsLDevVip name="MyLB" devtype="VIRTUAL">

<!-- Device Package -->
<vnsRsMDevAtt tDn="uni/infra/mDev-Citrix-NetScaler-1.0"/>

<!-- VmmDomain -->
<vnsRsALDevToDomP tDn="uni/vmmp-VMware/dom-mininet" />

<vnsCMgmt name="devMgmt" host="172.31.208.179" port="80"/>
<vnsCCred name="username" value="nsroot"/>
<vnsCCredSecret name="password" value="nsroot"/>

<vnsDevFolder key="enableFeature" name="EnableFeature">
<vnsDevParam key="LB" name="1b 1" value="ENABLE"/>
<vnsDevParam key="CS" name="cs_ 1" value="ENABLE"/>
<vnsDevParam key="SSL" name="ssl 1" value="ENABLE"/>
</vnsDevFolder>
<vnsDevFolder key="enableMode" name="EnableMode 1">
<vnsDevParam key="USIP" name="usip 1" value="DISABLE"/>
<vnsDevParam key="USNIP" name="usnip 1" value="ENABLE"/>
</vnsDevFolder>

<vnsCDev name="ADC1" devCtxLbl="C1">
<vnsCIf name="1_1"/>
<vnsCIf name="mgmt"/>

<vnsCMgmt name="devMgmt" host="172.31.208.179" port="80"/>

<vnsCCred name="username" value="nsroot"/>

<vnsCCredSecret name="password" value="nsroot"/>
</vnsCDev>

<vnsLIf name="C5">
<vnsRsMetalIf tDn="uni/infra/mDev-Citrix-NetScaler-1.0/mIfLbl-outside"/>

<vnsRsCIfAtt tDn="uni/tn-common/lDevVip-MyLB/cDev-ADCl/cIf-[1 1]"/>
</vnsLIf>
<vnsLIf name="C4">
<vnsRsMetalIf tDn="uni/infra/mDev-Citrix-NetScaler-1.0/mIfLbl-inside"/>

<vnsRsCIfAtt tDn="uni/tn-common/lDevVip-MyLB/cDev-ADCl/cIf-[1 1]1"/>
</vnsLIf>

</vnsLDevVip>
<vnsAbsGraph name ="MyLB">

<!-- Node2 Provides SLB functionality -->
<vnsAbsNode name = "Node2" funcType="GoTo" >

<vnsRsDefaultScopeToTerm
tDn="uni/tn-common/AbsGraph-MyLB/AbsTermNodeProv-Outputl/outtmnl"/>

<vnsAbsFuncConn name = "C4">
<vnsRsMConnAtt
tDn="uni/infra/mbDev-Citrix-NetScaler-1.0/mFunc-LoadBalancing/mConn-external"” />
</vnsAbsFuncConn>
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<vnsAbsFuncConn name = "C5" attNotify="true">
<vnsRsMConnAtt
tbn="uni/infra/mDev-Citrix-NetScaler-1.0/mFunc-LoadBalancing/mConn-internal" />
</vnsAbsFuncConn>

<vnsAbsDevCfg>
<vnsAbsFolder key="Network"
name="network"
scopedBy="epg">
<vnsAbsFolder key="nsip" name="snipl">
<vnsAbsParam key="ipaddress" name="ipl" value="5.5.5.251"/>

<vnsAbsParam key="netmask" name="netmaskl"
value="255.255.255.0"/>

<vnsAbsParam key="hostroute" name="hostroute"
value="DISABLED"/>

<vnsAbsParam key="dynamicrouting" name="dynamicrouting"
value="ENABLED" />

<vnsAbsParam key="type" name="type" value="SNIP"/>

</vnsAbsFolder>
</vnsAbsFolder>

</vnsAbsDevCfg>

<vnsAbsFuncCfg>
<vnsAbsFolder key="internal network"
name="internal network"
scopedBy="epg">
<vnsAbsCfgRel name="internal network key"
key="internal network key"
targetName="network/snipl"/>
</vnsAbsFolder>
</vnsAbsFuncCfg>

<vnsRsNodeToMFunc
tbn="uni/infra/mDev-Citrix-NetScaler-1.0/mFunc-LoadBalancing"/>

</vnsAbsNode>
<vnsAbsTermNodeCon name = "Inputl">
<vnsAbsTermConn name = "C1"/>

</vnsAbsTermNodeCon>

<vnsAbsTermNodeProv name = "Outputl">
<vnsAbsTermConn name = "C6"/>
</vnsAbsTermNodeProv>

<vnsAbsConnection name = "CON1" adjType="L2">
<vnsRsAbsConnectionConns
tDn="uni/tn-common/AbsGraph-MyLB/AbsTermNodeCon-Inputl/AbsTConn" />
<vnsRsAbsConnectionConns
tDn="uni/tn-common/AbsGraph-MyLB/AbsNode-Node2/AbsFConn-C4" />
</vnsAbsConnection>

<vnsAbsConnection name = "CON3" adjType="L2">
<vnsRsAbsConnectionConns
tDn="uni/tn-common/AbsGraph-MyLB/AbsNode-Node2/AbsFConn-C5" />
<vnsRsAbsConnectionConns
tDn="uni/tn-common/AbsGraph-MyLB/AbsTermNodeProv-Outputl/AbsTConn" />
</vnsAbsConnection>

</vnsAbsGraph>

</fvTenant>
</polUni>
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b) F5 ® XML POST O :
51 -

<polUni dn="uni">
<fvTenant name="common">

<fvBD name="MyLB">
<fvSubnet ip="6.6.6.254/24" />
<fvRsCtx tnFvCtxName="default"/>
</fvBD>

<vnsLDevVip name="MyLB" devtype="VIRTUAL">
<vnsRsMDevAtt tDn="uni/infra/mDev-F5-BIGIP-1.1.1"/>
<vnsRsALDevToDomP tDn="uni/vmmp-VMware/dom-mininet" />
<vnsCMgmt name="devMgmt" host="172.31.210.88" port="443"/>
<vnsCCred name="username" value="admin"/>
<vnsCCredSecret name="password" value="admin"/>

<vnsLIf name="internal">
<vnsRsMetalf tDn="uni/infra/mDev-F5-BIGIP-1.1.1/mIfLbl-internal"/>
<vnsRsCIfAtt tDn="uni/tn-common/lDevVip-MyLB/cDev-BIGIP-1/cIf-[1 1]"/>

</vnsLIf>

<vnsLIf name="external">
<vnsRsMetalf tDn="uni/infra/mDev-F5-BIGIP-1.1.1/mIfLbl-external"/>
<vnsRsCIfAtt tDn="uni/tn-common/lDevVip-MyLB/cDev-BIGIP-1/cIf-[1 2]"/>

</vnsLIf>

<vnsCDev name="BIGIP-1">
<vnsCIf name="1_1"/>
<vnsCIf name="1_2"/>

<vnsCMgmt name="devMgmt" host="172.31.210.88" port="443"/>
<vnsCCred name="username" value="admin"/>
<vnsCCredSecret name="password" value="admin"/>

<vnsDevFolder key="HostConfig" name="HostConfig">
<vnsDevParam key="HostName" name="HostName"
value="example22-bigipl.ins.local"/>
<vnsDevParam key="NTPServer" name="NTPServer" value="172.23.48.1"/>

</vnsDevFolder>
</vnsCDev>
</vnsLDevVip>
<vnsAbsGraph name = "MyLB">
<vnsAbsTermNodeCon name = "Consumer">
<vnsAbsTermConn name = "Consumer">

</vnsAbsTermConn>
</vnsAbsTermNodeCon>

<!-- Nodel Provides Virtual-Server functionality -->
<vnsAbsNode name = "Virtual-Server" funcType="GoTo">
<vnsAbsFuncConn name = "internal" attNotify="yes">
<vnsRsMConnAtt
tDn="uni/infra/mDev-F5-BIGIP-1.1.1/mFunc-Virtual-Server/mConn-internal"
/>
</vnsAbsFuncConn>
<vnsAbsFuncConn name = "external">
<vnsRsMConnAtt

tDn="uni/infra/mDev-F5-BIGIP-1.1.1/mFunc-Virtual-Server/mConn-external"
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/>
</vnsAbsFuncConn>
<vnsRsNodeToMFunc
tDn="uni/infra/mDev-F5-BIGIP-1.1.1/mFunc-Virtual-Server"/>
<vnsAbsDevCfg>
<vnsAbsFolder key="Network" name="webNetwork">
<!-- Active Bigip SelfIP -->
<vnsAbsFolder key="ExternalSelfIP" name="Externall" devCtxLbl="ADC1">
<vnsAbsParam key="SelfIPAddress" name="seflfipaddress"
value="6.6.6.251"/>
<vnsAbsParam key="SelfIPNetmask" name="selfipnetmask"
value="255.255.255.0"/>
<vnsAbsParam key="Floating" name="floating"
value="NO"/>
</vnsAbsFolder>
<vnsAbsFolder key="InternalSelfIP" name="Internall" devCtxLbl="ADC1">
<vnsAbsParam key="SelfIPAddress" name="seflfipaddress"
value="12.0.251.251"/>
<vnsAbsParam key="SelfIPNetmask" name="selfipnetmask"
value="255.255.0.0"/>
<vnsAbsParam key="Floating" name="floating"
value="NO"/>
</vnsAbsFolder>
<vnsAbsFolder key="Route" name="Route">
<vnsAbsParam key="DestinationIPAddress" name="DestinationIPAddress"
value="0.0.0.0" />
<vnsAbsParam key="DestinationNetmask" name="DestinationNetmask"
value="0.0.0.0"/>
<vnsAbsParam key="NextHopIPAddress" name="NextHopIP"
value="6.6.6.254"/>
</vnsAbsFolder>
</vnsAbsFolder>
</vnsAbsDevCfg>
<vnsAbsFuncCfg>
<vnsAbsFolder key="NetworkRelation" name="webNetwork">
<vnsAbsCfgRel key="NetworkRel" name="webNetworkRel"
targetName="webNetwork" />
</vnsAbsFolder>
</vnsAbsFuncCfg>
</vnsAbsNode>
<vnsAbsTermNodeProv name = "Provider">
<vnsAbsTermConn name = "Provider" >

</vnsAbsTermConn>
</vnsAbsTermNodeProv>
<vnsAbsConnection name = "CON3" adjType="L3">
<vnsRsAbsConnectionConns
tDn="uni/tn-common/AbsGraph-MyLB/AbsTermNodeCon-Consumer/AbsTConn" />
<vnsRsAbsConnectionConns
tDn="uni/tn-common/AbsGraph-MyLB/AbsNode-Virtual-Server/AbsFConn-external" />
</vnsAbsConnection>
<vnsAbsConnection name = "CON1" adjType="L2">
<vnsRsAbsConnectionConns
tDn="uni/tn-common/AbsGraph-MyLB/AbsNode-Virtual-Server/AbsFConn-internal" />
<vnsRsAbsConnectionConns
tDn="uni/tn-common/AbsGraph-MyLB/AbsTermNodeProv-Provider/AbsTConn" />
</vnsAbsConnection>
</vnsAbsGraph>
</fvTenant>

</polUni>

ATw T2 WIZ. Citrix BELOFS OB EFHER/RT A —Z R LET,
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F&E

P REHR—F L (FEER—ZNL) Tnr A LET,

[Navigation] ~*-1 > C [PLANS] Z#R L £79°,

[plans] <A T, B— K ANF Y 28T 577 2RI L ET (shareplan) .

[shareplan] ~X- > C [Networking (ACI)] # iR L £,

[networking (aci)] A T, ROBEEZETL THAR— R NI U HE2BMLET,

a) [shared load balancer] 7= v 7 AR v 7 A% A NI LET,

b) [LBDEVICEIDINAPIC] 7 1 —/L KT, Ry 7 X oy U2 khba— K AT 4
(MyLB) zi#R L %9,

c) [VIPRANGE] 7 4 —/L RC, VIP #i (5.5.5.1 ~5.5.5.100) ZHEL E7,

d) [SAVEl1 %7 V27 LET,
GE) VIPHEIPANEE LeWRY | B 77 VT Ens, B—Dor— R A7

Y EEHTEET,

L3 S ERIERRICDUNT

LA Y3 (L3) #MIEERelX, A¥ T 4 v 2 —F 42 OSPF, EIGRP, BGP72 & D L3 /L—
T4 7a halioT, ARy NY—ZICACL 7 7 7 U v 7 8T 5 Cisco
Application Centric Infrastructure (ACI) #%#2 T3, Microsoft Windows Azure Pack (= L3 B #H¢
ERETHZET, 7 b Xy NI—21F 777V v VHNB~DORIENT 7 4 v 7 ZBRA
L. MBSO N T 7 4w 7 BBIEMTDHZENTEET, ZOBEDRIHEX, 77> M8
~YVUDIPT RUANR, NAT [ LeWnWT 7 71 » 7 ANBIZHRK AR S, ACIL3 SR
NAT 235 722 & TT,

Windows Azure Pack A L3 S\ SR £ RTET 2= DHEHREH

Windows Azure Pack FIZ LA ¥ 3 (L3) MR ZRET D213, ROFHESM 27z 305
NhHET,

« Application Policy Infrastructure Controller (APIC) GUIIZR 7 A > LTWAH Z L &R L
A = =2 —/3—"T [TENANT] > common] DJEIZER L E 7,

o [default] &9 13ExtOut Z#{ERK L, BD [default] &ML £,

o I3ExtOut ® FIZ4FiAY [defaultinstP] @ BextInstP Z/EaL L £ 9, Ziix., EFHV—
EADT S P THEHSET,

L3 AR R Bl DWW T, CiscoAPICR—> w7 a7 4 FXFal—yar A Ruas
LT &,
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B extinstp Tdefaults THREES N B 2RO

*APICGUIIZHR 7 A LTWDH Z L ZffEd L, A ==2—,3—"T[TENANT] > common] D&
WEIRLET,

+ [lvpcDefault] & VY9 13ExtOut Z1Fi L. BD [vpcDefault] #ZHL £,
o Z O 13ExtOut @ FIZ4#IA [vpeDefaultlnstP] @ 13extInstP & 1Ea% L £ 97,
ZhiE, VPC T v b CERSRET,
T I R OINEEER ORREIC DWW T, CiScOAPIC R—Y' w7 a7 4 Fal—va v
A RESRLTIIESN,

Windows Azure Pack (%, _ECHRFAZE R L 7zfid AL O KRl 22 B 72 L ¢, 3@ 13ExtOut
R ERALET,

13extinstP [default] TR IN HEZHDIER

ATv 1
ATvT2
ATvT3
ATvT4

Z Z T, BextinstP [default] TR I D2 DOIER FiEETHA L £,

Windows Azure Pack FHIZ L3 #ME4ERe 2 i €T D 72O DRt (365 X—) #&M L TL
7ZEu,

Aa—7W [ ZTa—\)v] THHIEHHERLET, ZOFELHTIEH, arya—~hbran
AL —=~DTRXRTDONT T 4 w7 EFAI L, TaNA X =53y a—< L S 372 TCP
DHEFHFRILET,

FIE

APICGUIIZa 7 A > L, A==— /3—"T[TENANTS] > [common] DJIFIZER L &7,

[Navigation] ~2A > C, [Tenant Name] > [Security Policies] > [Contracts] DJEIZER L £,

[ACTION] %#7 U w27 L., Fry 7 &7 J A k)5 [Create Contract] 2 3&R L £ 9,

[Create Contract] # A 7 2 7R v 7 AT, WROBIEEZFEITLET,

a) [Name] 7 « —/V RiZ4 i (L3 DefaultOut) & AJjLET,

b)  [Scope] # 7T, Kmy 77X URA KM [Global] ZER L E T,

¢)  [Subjects] 74— /L RT, [H]TAa2r%227 v LET,

d)  [Create Contract Subject] ¥4 7 2 77K v 7 AT, IROEEEFITLET,

e)  [Name] 7 1 —/L FiZ, fEEOAHTZAT LET,

f)  [Apply Both direction] #4712 L £,

g)  [Filter Chain For Consumer to Provider] 7 4 — /L RC[+] 7 A 2 %227 Uy 7 L, Fuav
X U A R [default/common] Z 3R LC, [Update] 27 U v 27 LET,

h)  [Filter Chain For Provider toConsumer] 7 4 — /L RTCT[H]| 7 A 2 %227 Vv 7 L, Ky
THE Y U AR RD D [est/lcommon] # R LT, [Update] #2 VY v 7 LET,

i) [OK]% 2 U w7 LT [Create Contract Subject] % A 71 7R v 7 A% L £,

i) [OK] #7 U w2 LT [Create Contract] ¥4 7 2 7R v 7 A%HLET,
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13extinstP TvpcDefault] TiRfftEh 522HIDIER .

Z 3T, extinstP ldefault] THEMLINDBMER S E Lz,

I3extinstP lvpcDefault] TiZfit S 5EZHIDIERK

7__

j_

>

ATvT1
ATvT72
ATvT3
ATv74

Z 2 TIE. BextinstP [vpeDefault] THEft I 2K DOIEM HEZHB L E£7,

Windows Azure Pack F1Z L3 SNkt &4 i ET D72 O DOHITESME (365 X—) &ML TL
72 &0,

Aa—7)N [ Ta—)) THHIZEZWRLET, ZOEKHTIH, avrya—vhbran
AB—=~DTRXRTCDRTT 47 EFHFAL, T A F =D a Yy a—<~FEL S 7= TCP
DIHEFAILET,

FIE

APICGUIIZu 7 A > L, A==a— /X—T [TENANTS] > [common] DJIEIZE IR L F 7,

[Navigation] ~~4 > C, [Tenant Name] > [Security Policies] > [Contracts] DJEIZER L £,

[ACTION] %7 U v 7 L, Ruy7F ¥ X RNpb [Create Contract] 23R L £ 7,

[Create Contract] ¥ 1 7 2 7R 7 AT, WOBEEZFITLET,

a)  [Name] 7 1 —/V RiZ4di (L3 VpeDefaultOut) % AJJ L E T,

b)  [Scope] ¥ 7T, Kmyv 7 X R KM [Global] ZER L E7,

¢)  [Subjects] 74— /L RT, [N TA 2%y LET,

d)  [Create Contract Subject] ¥ A 7 2 7R v 7 AT, IROBEEFEITLET,

e) [Name] 7 4 —/V RiZ, {EEDARTIZ AN LET,

f) [Apply Both direction] A4 712 L £ 7,

g)  [Filter Chain For Consumer to Provider] 7 4+ —/V RC[+|7 A 2> %27 Vv 7 L, Ky
TH T U A M b [default/common] Z 3R LT, [Update]l #7 U » 7 L £,

h)  [Filter Chain For Provider toConsumer] 7 4 —/V RC[+H]| 74 2> %27 Vv 27 L, Ky
THE T URMPD [est/common] A EER LT, [Update]l %7 V v 7 LET,

i) [OK]% 2 U w7 LT [Create Contract Subject] ¥ A 7 1 758 v 7 A% L £4,

j) [OK] #7 U w2 L [Create Contract] ¥ f 7 R 7Ry 7 A% L ET,

ZAUT, BextinstP lvpcDefault] T Z5ZKINER SN E LTz,

FDRRY

ZITIE, T RDEATITOWTIBA L ET,

)

GE)

BEIZT A2, VREFEOL— K U—F o 7r2ngahmicAd x4,

EHF—ERAD ALY a—<RNT S, X L3RR D VREICE LTV AHAIIE, @Ex
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. HEFEFRRBFERETSAR— LISV TF0DIVRARYI VR

HEFHIIREBTSAR—FISHDRKTSVDIHVARIYIT VR
L, EFERIIAETTAR—= 2T TR (VPC) 70 TOTF > hOZy ARY T
AT,

HETSOTORY FT—9 DER
THIC LY, BEEBIHETSSOFRy NU— 7 BERTX E T,

FIE

AT T = RFHKR—F VL (TF > hR—F)icus A LET,

AT w72 [Navigation] ~<A > C[ACI] Z&IR L £,

AT T3 [ACI] 241 >, [NETWORKS] Zi#R L £,

ATy T4 [New] 227V v 7 LET,

AT w75 [NEW] A1 T, [NETWORKS] Zi&R L, LI FOEEEZFETLET,
a) [NETWORK NAME] 7 1 —/V RIZ, * v U —7 D4R (S01) # AJ L £,
b) [CREATE] %7 U v 7 L%,
¢) [REFRESH] #7 U v 7 L%,

APIC @ Microsoft Windows Azure Pack CIERL S NT-% v b U — 7 OHER

Z Z Tk, APIC @ Microsoft Windows Azure Pack TIERL L7 % v b U — 7 ZHEid+ 2 k&3
Bﬂ ]\/\i—é’—o

FIE

ATvF1 APICGULICa 7' A > L, A==2— /X—"TC[TENANTS] Z#IR L 7,

AT w72 Navigation~<1 > T, Tenant 018b2f7d-9e80-43f0-abff-7559c026bad5 > Application Profiles >
default > Application EPGs> EPG Networ k01 DJIEIZERH L, Microsoft Windows Azure Pack T
L7y hU—27 3APIC TIERLS N7 Z & 2R L £,

VPC 7S oTDTY S FAALDER

T T A =K 27T 7K (VPC) T rOHTEMASLET, ZhiCky, TFr MExy
PO =21 2MBEDIP 7 R AZEMERGTE LT,

FIE

ATy TN = AEFHR—Z L (TF 2 h R=F)icus A LET,
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VPC TS5 TORy kI— OUBBEUTY v Y Fisv~oBiErs [}

AT w72 [Navigation] A > C[ACI] Z#IN L £,

AT T3 Newl 227V w7 LET,

AT w74 [NEW] <A > C, [BRIDGE DOMAIN] % #R L £,

AT w75 [BRIDGE DOMAIN] 7 4 —/L KiZ7'V v¥ KAA 4 (BDO1) #AHLET,

RAT9T6 BHEDOT T F33EHD Azure Pack 77 L & W T A7 T A4 7 LT HY54 1% [Subscription] %
BIRL, JABOTV v FAL U EERLET,

ATwF1 A7 a3 : [SUBNET'SGATEWAY] 7 4 —/L RIZH 7% hOF— =4 (192.168.1.1/24)
EANNLET,

AFY T8 [AVTFXRKN T 4= FT, TTCH T2 U T arD—ichoT0Har T2
BIRT D0, FIL [FIRER] 23-IRL T, 7 U v RAALITHH T F A FEERK L
£7,

ATvF9 [{ERK (CREATE) 1227V v 27 LE,

VPC 75 TOFRy hT—7 DEREBLORT Y v KA A ~OBERHS
kY, TFURMIVPC T T THRy PU—Z HER L. 7V v AL CEER T
HTEMWMTEET,

FIE

AT T b= RFHFR—F V(T hR—=FL)icurs A LET,

AT w72 [Navigation] 24 > C[ACI] ZE#IR L £,

ATY T3 [New] 227 U7 LET,

AT 74 [NEW] A > C[NETWORK] %R L £,

AT w75 [NETWORK NAME] 7 1 —/L RiZ, Fv hU—24 (S01) # AN LET,
AT w76 [BRIDGENAME] 7 4 —/L N2, 7 U v %4 (BDO1) ZAHLET,
ATw 71 [CREATE] 27V v 7 LE¥,

AT w78 [aci] A > T, [NETWORKS] Z#R L £,

Xy FNT—=IRT Y vP RAAL VCEHEMN T HNTND Z ERDnD £,

B—H TR YT avRADIT7AT72+—ILDER
HICEY, T NIRRT AU a NI T AT I — AV EER X T,

1R BHHEIIZ
20DFy NT—TBMERINTWEZ 2R LET,
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FIE

ATvT1 b REFEHR—F LV (TFT N A=)l LET,

ATw 72 [Navigation] X4 > T[ACI] Zi&R L 7,

ATFv T3 [New] &7 U7 LET,

ATw 74 [NEW] <A T, [FIREWALL] Z#4R L 7,

AFvF5 [FROMNETWORK] 7 f—/L R T, FryF&u A Rnb, Xy hU—24% (WEBO1)
TERLET,

AFTwT6 [TONETWORK] 7 4 —/L RTC, KRy 7 Xy URAENDL, $9120Fy hT—I4
(WEB02) ZiRL £,

AFw 71 [PROTOCOL] 7 4 —/L N7 8w k2L (tp) AT LET,

AT w78 [PORT RANGE BEGIN] 7 1 —/L F|ZBHtAAR— RGP (50) 2 A B L £,

AFv 79 [PORT RANGE END] 7 4 —/b FIZHK TR — MGPH (1500 2 ASHLET,

ATv 710 [CREATE| %7 VU v 7 LE7,
Fl—Y 7270V a N7 7AT U= BIESE L,

VPC 7S TORY hI—Y DIBE
ZHICEY., TFURMIVPC AT TRy N — 7 BERTE £,

FIE

ATy T b= REFHFR—F )L (TF b R—=FL) icur/frLET,
AT w72 [Navigation] A > C [ACI] Zi®R L 7,
ATV T3 [New] 227V v 7 LT,
AT w74 [NEW] <A > T[ACI] > [NETWORK] DJEIZEIN L T, ROBEEEITLET,
a) [NETWORKNAME] 7 1 —/L R, X*v hU—274 (Network01) # AJJLET,
b) A7var 1l HHETY v RAL TRy hT—T BER L E T,
*[BRIDGEDOMAIN] 7 4 —/L R T, Ry 7 X0 JRZARNLT Y vy RAL %
BRLET, (T7HLF)
*[CREATE] 7 VU v 7 L7,

ZOTREBAPETT DI, BOPNDHIEBRHY £7,

o) ATTar2:T7FU T vY RAL TRy NI =T BAER L ET,

« [BRIDGE DOMAIN] 7 4 —/V R T, Ry 7XZ T VAL TY v RAAL
(myBridgeDomain) % #&R L £,
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VM DR E Ry T —

ATwT1
ATy T2
ATvT3
ATv74

ATy Th

ATy T6
ATy T

ATvT8

wWots s ry kT—s~0EE [

d A7 ary AT 47 IPT RLVA = VEZHEHL TRy hU—27 ZE AT HITIX
WOEEE EITLET,
7 RLA/~AT DA T~ v =oAZ AN LET (192.168.1.1/24) , FERDOA X
TAYITIPT RLVA T—=)WIFX— T = 732y bORFRMEHEHRALET,

*DNSH# =2 AN LEY, BEOY—"BREREAT, EIavn 2L TY X
REXEIY 9 (192.168.1.2;192.168.1.3)

G¥) Y7y ME, 2T FA MHNOMOTRTCOY Ty FERE L TREE
ShET, xv hU—Z7OFERTIZ. BEEIBEB SN RBEITIT T —0NK
INFET,

*[CREATE1 %7 UV v 7 LET,
IO ANTETTHIZE, "L ENHY £,

9 ~ DR
ZHZEY,. TFMEIVM ZERL, Xy Y= ICHRT 5 2 LR TEET,

FIE

P—ERAEHRN—Z NV (T T M R—=F) e s A LET,

[Navigation] ~<4 > C [ACI] Z&IR L 7,

New]Z27 Vw27 LET,

[NEW] A > T, [STANDALONE VIRTUAL MACHINE] > [FROM GALLERY] ®JIHIZi#&R L
£,

[Virtual Machine Configuration] # 4 7 =2 7748 > 7 AT, & (LinuxCentOS) ZiER L E7,
RICHER R Z 7 V) v 7 LET,

[Portal Virtual Machine Settings] %A 7 12 7 7R v 7 AT, WOBIEEZFITLET,

a) [Name] 7 4 —/L KIZ VM4 (SVMO1) # AL ET,

b) [ADMINISTRATOR ACCOUNT] 7 1 —/V RIZ root 3R SILE T,

c) [New Password] 7  —/L RIZH LWRAT—REZ A LET,

d) FEFRDT-IZ [CONFIRM] 7 4 —/L RIZH 9 —ENRATY— 2 A LET,

e) WITHETLRMZZY v 7 LET,

[Provide Virtual Machine Hardware Information] % A 7 1 7' 7R v 7 AT, IROEEEZFEITL F T,

a) [NETWORK ADAPTER 1] 7 4 —/V KD Ry A&7 U A Mnb, BT CEHET S
X v hU—2 7 HTH (6C6DB302-a0bb-4d49-a22¢-151f2fbad0e9|default|SO1) % &R L %
o

b) Fxvr~—2%7Uv 7 LET,
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AT w79 [Navigation] ~A > C, [Virtual Machines] Z &R L T VM (SVMO01) D AT —HX A& fER L%
D

HEY—EXDRHE
ZHUCRY, TF NIRRT L 2N TE LT,

1R BHHEIIZ
BHENT TV ML AEAEY—E RAORMEEZF T L TWAZ & 2R LET,

FIE

AT9T1 = RFHKR—Z )L (T h A=) icus A LET,
AT w72 [Navigation] ~21 > T [ACI] ZiZN L £,
AT w73 [ACI] ~%A T [SHARED SERVICE] # %R L £,
AT w74 [SHARED SERVICES] # A 7 1 7R v 7 AT, ROEIEEZFITLET,
a) [ACTION] 7 4 —/L KT, KavyF&Z 7 U AR5, [PROVIDE A SHARED SERVICE
CONTRACT] ##4R L £,
b) [NETWORK]” 4 —/L R C, Kary 7 XU URA 0L, Fv hT7—27 (WEB01) %R
LET,
¢) [SERVICE NAME] 7 4 —/V R|Z, +—bt 24 (DBSrv) # AN LET,
d) [DESCRIPTION] 7 1 —/L RiZ, #iZ AT LE9,
e) [PROTOCOL] 7 4 —/v RiZ7u b2 (tep) ZAJILET,
f) [PORT RANGE BEGIN] 7 « —/L N2, A~— MO (139) Z# AL ET,
g) [PORT RANGE END] 7 4 —/L FiZ, #&THR— M (139) 2 AN LET,
hy Fzvr/~—2%27Uv 27 LET,

HESNHAHAFY—EXDRE
ZHCERY ., T MIHE SN LAY —ERERETE LT,

1RO SRS
cEHENT T MCE DT —ERAORMEETFAI L TNDZ L E2ERLET,
T PR R EREL TV DL Z LB LE T,
EBRENTT CHEY—EREEIELTND L EERLET,

cHFY R arva—~id, TS X =80 HELD VRF TiX, b— MEH. if
Tk, BEEZEDCT2ITITEBICEAELET,
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n—knsvyonzE [

FIE

AT TN = RAEHR—Z )L (TF > F R—=F)icus A LET,
ATy T2 Fesr—var v KU, [ACI]>[SHARED SERVICE] DJEIZE#EIR L £ 4,
AT w73 [SHARED SERVICE] # A4 7 /Ry 7 2T, IROBIEEZFIATLET,
a) [Network] 7 1 —/V R T, v hU—727 (V1) ZiEIR L E£7,
b) [Consumed Services] 7 1 —/LV RC, h—E2ADF = v 7Ry 7 A (DBSrv) &4 2L FE
R
) Fxvr~v—r%EMTET,

2T T4 [aci] 44 > T [SHARED SERVICES| ##4R LT, YJFrDaria—~iF v LET,

A— kNS Y DRE

ZHICED, 7T MIR—RARTUHERET LI LN TETET,

1R BRI
EBENT NA ANy =T %A VR — LTI AR LET,
o« HELE D XML POST %% & L. Application Policy Infrastructure Controller (APIC) (2748 A
L7cZ &2 LETS
cHHENT T AT — N AT U RBMLIE S R LET,

FIE

AT I = RFHKR—F V(T hR—=F)icurs A LET,

AT w72 [Navigation] ~<A > C[ACI] Z&R L £,

ATy T3 New] %27 U w27 LET,

AT w74 [NEW] <A > T, [LOAD BALANCER] %##{R L 7,

ATv 75 [NETWORKNAME] 7 ¢ —/L RIZ, Xy hU—24 (WEB01) ZAJJLET,

AT w76 [PORT] 7 4 —/b RIZHR—hK (80) ZAHLET,

AT w7 [PROTOCOL] 7 4 —/L KiZ7 v b2 (tep) ZATILET,

ATw 78 [CREATE] %7 U v 7 LET,

AT w79 [ACI] A T, [LOAD BALANCER] # IR L, 2 — K NXT PV DOxry hU—7 (A —
N TV r—=vary = RA—F BIXOT a2 bar i LET,
TV oY RALAZFKROY T F v FERELTLEEN,

« SNIP DH# 7% b

e IRA MDY TR b

Cisco ACI X184 K. 1) 1)—R 52(x) .



Cisco ACI with Microsoft Windows Azure Pack |

. FOEX A kA—IL X FDEM

TOERarvkA—)L

ATy
RATvT2
ATv73
ATy T4
ATvT5
ATv 76

TOERarvkAa—)L

ATy I
ATy T2
ATvT3

RTvT4

*VIP D% 7R v b

VIP DY 7 %y FBRLEAREAIT, L3 £72013 L2 extOut (12U 7 T 5 ULERH Y £,

1) 2 bDESM

“hizky, Y MIEEEY—ER TR 2 br—1 U X~ (ACL) ZEMNT52
EINRTEET,

FIE

= REHR—F NV (T T b FR—2ica s LET,

[Navigation] ~X4 > C [ACI] Z&IR L 9,

[aci] ~<A > T [SHARED SERVICES] % &R L £,

[aci] XA > T, ACL (DBSrv) # & HIZiBMT A —EXERIRL 5,
[+ACL1 %27V v 7 LTACL #B8/LE7,

[Add ACL for DBSrv] # A 70 7' 7/R v 7 AT, ROBEEZFEITLET,

a) [PROTOCOL] 7 4 —/L RiZ7' 1 hab (tp) Z AL ET,

b) [PORT NUMBER BEGIN] 7 .t —/\ KiZ, BltAAR— +&EE (301) ZANLET,
¢) [PORT NUMBEREND] 7 4 —/L RiZ, & THR— hES (4000 ZASHLET,
d) Fzvr~—2%27Vv 7 LET,

1) X~ DHIBR

Zhicky, Ty rMIEEY— 2L ST /A o he—L U 2 (ACL) #HIRT 5
ZENTEET,

FIE

= REHR—F NV (T T M AR—2)ian s A LET,
[Navigation] ~1 > C [ACI] Z&IR L 7,

[aci] A > T, ROBIEEZEITLET,

a) [SHARED SERVICES] ##&R L £,

b) ACL #HIfd 5 A9 —1 2 (DBSrv) Z#IR L £,
¢) [TrashACL] %7V w27 LTACL ZHIBRL £,

[Delete ACL fromDBSIV] A 72 7R v 7 AT, HIRTHACLOF = v 7 Ry 7 A%+ 12
L, FovI~—2%270y7 LET,

. Cisco ACI {R28{L A K. 1) 1) —R 5.2(x)
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Windows Azure Pack TR T 3 APIC Lt 7+ > + BomsEo%lE

Windows Azure Pack G35 APIC E TOTFTF > k L3SV EBFIED#i

ATy
ATvT2

ATvT3

ATy T4

ATy TH

ATvT6

ATy 717

ATvT8

Z Z T, Windows Azure Pack T4 5727 F > k L3 SME3{E%L APIC TED L H (T
HEET B MOV TEHE L3,

FIE

APICGUIIZa 7 A > L, A==2—/3—"T[TENANTS] > [Tenant Name] DJIEIZEIR L £ 7,
[Navigation] X > C, [Tenant Name] > [Networking] > [External Routed Networks] D JIE1Z & B
L. [External Routed Networks] #4727 U »» 27 L T [Create Routed Outside] Z 3R L £ 9,

[Create Route Outside] # 1 7 12 7R v 7 AT, IROEEEZETLET,

a) 4 A1 (myRouteOut) Z AJSJLET,

b) VRF (3b4efb29-f66e-4c93-aed4-dc88eddbe8f2/CTX 01) % TN L F 7,

) v MNI—UREDEINE S TEBIEDX AT 0T Ry 7 AR ELET, RO Web ¥
A MIE, ACI 7 77U v 7 LA 3 Outside Bt DFEM RSN TWET,
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/basic-config/lb_ ACI Config
Guide/b_ACI _Config_Guide chapter 0110.html

d) [k~ (Next) 1227 U >7 LET,

e) [Finish (8T) 1&Z27 Vv 27 LET,

[Navigation] ~~- > C, [Tenant Name] > [Networking] > [External Routed Networks] > [Route
Outside Name] DJIEIZEEBH L. [Logical Node Profiles] #4727 U v 7 L C [Create Node Profile] %
EIRLET,

L3ExtOut DH A RIZfE~>T, /=K 77 7 A )VOIEREZFITLET, RO Web ¥ b
X, AC1 777U w7 LA ¥ 3 Outside #EREDOFEM AR S TUVWET,  http:/www.cisco.com/c/

en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/basic-config/b  ACI Config Guide/b ACI Config
Guide chapter 0110.html

[Navigation] ~X- >~ T, [Tenant Name] > [Networking] > [External Routed Networks] > [Route

Outside Name] DJIRIZEER] L, [Networks] 42 U 7 L T [Create External Network] % & L

£

[Create External Network] # A 7 1 77K v 7 AT, IROEEEFEITLET,

a) <RouteOutsideName>InstP DEA T4 FTIAZ AT LET, 72& 21X, [Route Outside Name] (T
myRoutOut & A7) L. [my External Network Name] {Z myRoutOutinstP # A/ L ¥ 7,

b) [Subnet] EZ L a T, H]T7Aar%2 27V w7 LET,

c) Fv hU—Z7FF T LT, [Create Subnet] XA 7 1 Z7R v 7 AZHNBY 7 % > N OFEM A
ANTLET,

d) [Subnet] XA 7 u 7Ry 7 AT, [OK] %2V v 2 LT5T LET,

e) [Create External Network] %4 7 &2 77K v 7 AC, [Submit] 227 U v 7 LET,

[Navigation] ~- >~ C, [Tenant Name] > [Networking] > [Bridge Domains] > [Bridge Domain

Name] DJIEIZ BB L, [L3 Configurations] & 7 % 38R L CIROBIEEZ FIT L £ 77,

a) [Associated L3 OQuts] DFAMD + T A a2 %7 Vw7 LET,

b) Kuvy XU X RT, [L3 Out (3bdefb29-f66e-4c93-aed4-dc88ed4be8f2/myRouteOut)] %
HERLET,

Cisco ACI X184 K. 1) 1)—R 52(x) .
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B sszemsy ro—s ok

c) [UPDATEl %7 U 27 LET,
d) [Bridge Domain - <Name>] ~—C [Submit] 7 U v 7 L £,

ATYF9 A7 3 : ACI Integrated Windows Azure Pack DA SN2 AXT 4 v 7 IPT KL A 7F—)b
e LW T ks %y hU—7 OBAIT. IROFINEEZEITLET,

[Navigation] ~~- >, [Tenant Name] > [Networking] > [Bridge Domains] > [Bridge Domain
Name] DJIEIZ BB L, [L3 Configurations] ¥ 7 & R L CIROBIEEZ FEIT L £,

a) [Subnets] DD + T A a2 %27 ) v LET,
b) [Create Subnet] A 7 27Ky 7 AT, IROBAELZFITLET,

e T RVAR/~A7 DA TY— b U= IPEATILET,
s [Advertised Externally] = v 7 Ry 7 A& 412 LET,
« A (Submit) 1&27 Vv 27 LET,

HNEREGARAR Y FT—9 DER
ISR, T MINEEERRA O Yy N — 7 BERT A E N TEET,
S EREERE L ACE H L3ExtOut £ 721X — W E D L3ExtOut DWW > THENL T& £,

FIE

ATV Tl = REHR—Z N (TF v h R—=FAr)ica (L LET,
AT w72 [Navigation] ~<A > C[ACI] &R L £,
ATV T3 New] &2 Vw7 LET,
AT v T4 [NEW] A > T [NETWORK] %Zi&N L £,
ATw 75 [NETWORKNAME] 7 4 —/V FIZ, *v hU—24% (wapL3test) # AJ1LET,
ATFYT6 A 7Fvar1:—hF T RREAL XA RMNITV vy AL OV TRy FEFEHLET,
[CREATE]| %7 VU v 7 L%,
AT T A7 a2 b—h T KREA XA MIEPG DY T3y bEFEHALET,
7 RVA/~ A7 DIEATT— U =A 2 AT LET (192.168.1.124)
a) [fERk (CREATE) &2 VU v 7 LET,

NEEGRAD I 74 72+ —ILDIER
WL, T MINERAO 7 A T U — N EERTHZENTEET,
A EREERE L ACT 2/ L3ExtOut F 721X — W E D L3ExtOut D\ > THEXL T&E £,

. Cisco ACI {R28{L A K. 1) 1) —R 5.2(x)
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ATy I
ATvT2
ATv73
ATv74
AT97H

ATvT6

ATvT1
ATvT8
ATvT9
2Ty 710

APIC TDTF > b L3 S ERIEHDRESR

FIE

b RFHR—F NV (T b AR=F)iZn A LET,
[Navigation] <~ > C [ACI] 2R L £,

New| &2 Vw27 LET,

[NEW] XA > C, [FIREWALL] Z#R L £ 7,

73 a1 ACI D L3ExtOut *External:default 2 {# /3 L 7= 3 Windows Azure Pack 7
> F 721% VPC Windows Azure Pack 77 > DA%, DO FNEEFEITL £,

a) [FROMNETWORK] 7 4 —/L RC, Fuvy 77X UAMNLFRy NU—T4
(*External:default) %33R L £9°,

7 ar2 s a—WERBOIHBE v bYU—7 & L 72 VPC Windows Azure Pack 7° 7 > D5

Gl WOFIEEZFATLET,

a) [FROMNETWORK] 7 f —/L R T, Fuy 7 XU JA bRy hU—24
(External:myRouteOut) % &I L F 7,

[TONETWORK] 7 4 —/V RC, Fry 7 X7 JUARDLBIOFR Yy NU—274 (wapL3test)

PERLET,

[PROTOCOL] 7 4 —/L RiZ 71 k=L (tep) AN LET,

[PORT RANGE BEGIN] 7 1 —/L RiZ, A— MO (12345) Z# AL ET,

[PORT RANGE END] 7 ¢ —/L RiZ, A— MEPHOK T (45678) AT LET,

[CREATE] %7 U v 27 LET,
DO 7 7 A T U — D BINS I E Lz,

APIC TDTF+ > kD L3 S\ SRR DFER

ATy T
ATy T2

ATvT3

ATv74

Z ZTlE, APIC L7 F > b @ L3 SNt 2 M3 2 FIEIC O W TR L £,

FIE

APICGUIIZm 7' A > L, A==— /3—"C[TENANTS] Z#i{R L £,

Fes— a7 4 KT, [Tenant b8lb7a5b-7ab8-4d75-a217-fee3bb23f427] > [Application
Profiles] > [Application EPG] DIEIZJEEH L, MR * v U —27 OfFk (376 ~—) T
TERC LTy NI — 7 BFAETH 2 & 2R L ET (wapL3test) o

FEF—ra v YT, [EPGwapl 3test] > [Contracts] DNEIZ R L. 22594 23 L3+EPG
Z+7' 1 k3R — hEPH  (L3wapL3testtep1234545678) DO THEIE L. RN EPGIZ L »
Tk X, STATE 73 [formed] TH D Z & 2R L £,

A7 a1 : *External:default CEAIZ/ER L72HA L3Out EATIE, A==2— /—T
[TENANTS] > [common] DJEIZER L £,
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Cisco ACI with Microsoft Windows Azure Pack |

B w0 s NAT 974 79— LAY e~ LAY TH—EREEMT B

ATvTh

ATvT6

ATy T1

ATvT8

ATvT9

ATy 710

ATvIN

A7 a2 7 REAEOL3OutE AT, A ==— /3—"T[TENANTS] > <your tenant-id>
IR L ET,

FTEs—Tar vy KT, [Security Policies] > [Imported Contracts) DNEIZEB L, A7 v
T3 THER LI IINBIA v A —T 2 A AL LTA VA= FENTWDHZ LR LET,
#4733 1 : *External:default TEKIAA/ERK L7 LA L3 Out HATIX, A==2— /"—T
[TENANTS] > [common] DJIAIZ R L F 5,

A7 a2 7 F Y MITA® L3 Out HATIX, [TENANTS] > <your tenant-id> z &R L &
R

[External Network Instance Profile -defaultInstP] ~~-{ > @ [Consumed Contracts] 7 1 —/L K C, A
TS THERB LTIZKIA v F—T oA A% L, ENDMFET D T & JLOSTATE 73 [formed]
ThdZ LR LET,

A==2— "—7T, [TENANTS] Z&IR L £,

FE s —v a3y v KT, [Tenant b81b7a5b-7ab8-4d75-a217-fee3bb23f427] > [Application
Profiles] > [Application EPG] > [EPG wapL 3test] > [Contracts] DJAIZ R L £7,

[Contracts] ~XA > @ [Consumed Contracts] 7 -« —/L KT, Windows Azure Pack FIZ L3 #M#B$E#:
ERET DD ORHREMNE 365—) TEAY—ERADTF L FEZIIVPCOTF o D
DICEF LT 7 4V F OFFIMN = D EPG 12 L - TI4% Shv. STATE 78 [formed] Tdb 5 =
xR LET,

FFvar2 a—WPEROHEFR Y NT—2 = 2 A ZRELEZT T bRy hU—
7 &3 % VPC Windows Azure Pack 77 > DAL, WO FIEIZHENE T,

[Navigation] ~~- > C, [Tenant Name] > [Application Profiles] > [Application EPG] > [EPG

wapL 3test] > [Subnets] > [Subnet Address] DIIEIZEIR L, [Scope] 7% [Advertised Externally] &~ —
JENTWNWDHZ 2R LET,

VMAy bD—JICNAT 27 A7 04— LAY 4~ LAY IH—EXRZEMT S

ZHICEY, BRI X 2 VT 4 TTITAT U A(ASA) 77 A T U4 —IVEZIEZT 7 AT
Tx—ILaATXFANR o Ya = &N, AESIPT RLA = bRy NT—0 T
RU AL (NAT) IPBEAF v 728D S THAL, ASA EICH A F 3 v 7 7 PAT D3R
SNTT Y ITRRNT T4y BARRIZRY, P—ERXA 7T 705KV OGO TrEY 3
ST RRHATZH LI FT,

1R BHIIZ
cAzure NV TITUNLA XA~ LAY TV —ER T —)UIT I BATE S L DI
ENTWLHZ LR LET,
cACIVM %> T —2U N, = oA E203 7%y F2FESL I ITERRENR TS Z
LEMRLET,
LAY A4~V AVT Y= T—=LDT T A=k H T 3% +H APIC EFH N H ML
ENTVWRWEA, ¥ 7%y heA— =Ty T HRET LA T4~ LAY TH—t
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ATy T
ATy T2
ATvT3

ATvT4
ATy

NAT 77 4 794 — L K— hEEEL—LE WM %y ro—512Emd 5 ]

AEBMLES ETDE, ZT—NREL, REF Y v va3hFEFtA, ZOLDREE
WZIX, VM Xy h—2 ZHIBR L. VD37 R2y STVM Xy MU — 27 ZBHEERL
TLIEENY,

FIE

P RAEHRN—Z NV (T T M R—=F) s LET,
[Navigation] ~<4 > C [ACI] Z&#IR L 7,

aci XA >, NETWORKSZEML, KHZ 7 U7 LTEVOFRYy hU—TREZATIL
F7,

Enabledirect internet accessusingNAT 5= > 7 Ry 7 2% 7 U v 7 LET,
RFE(AVE)]) 227V v 7 LET,

NAT 27 A7 94— )L R— bEREIL—ILZVM Ry D —F(2BINT 3

ATvT1
ATy T2
ATvT3

ATy T4

ATy TH
ATvT6

ATy 17

ZhiE, 2y FU—27 T RLAZEH (NAT) 77 AT U+—LEHREL, VMY hU—2 N
TNATIP HNENIPIC N T 7 4 v 7 Zlnt LET,

188 BRI

« Cisco Application Centric Infrastructure (ACI) VM > U —27 BN NAT IZERE SN TNDH T
LR LET, .

FIE

= REHR—Z NV (TT U b FR—2ica s LET,
[Navigation] ~ > C [ACI] Z&#R L 97,

aci XA >, NETWORKSZEML, KHZ 27 U7 LTEVDOFRYy hU—TREZATIL
\iﬁqo

[y bT—=D]1 AT, =] ZEIRLET,

NREVTFEHO BN 227 Vv 7 LET,

R— MEEL— VI ERTEFRE AT LET,

G¥) SEHIP 7 KL AL, VM 3Ry N7 OH 7 %y MFAND IP 7 KL A TH D
ERHY ET,

BRE Ty~ %52F v LET,

Cisco ACI X184 K. 1) 1)—R 52(x) .
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B o< rACO—F RS LA~ LT T H—EREES NAT D7 A 7oA —LEVM Ry FT—2 (ST 5

TS5AR—FADCO— K NSUH LAY 4~ LAV TH—ERZESINAT D747 94— ILEVM Ry kD —4 (28

my s

&
ATy T2
ATvT3

ATy T4
ATy TH
ATvT6

NAT 77 A 7 U4 —NVERERTHZEICMAT, ZOFRETITINEH 2 — F NT R EH S
NET, 2OV F VAT, a—RFRRXTUIDVIPIE, LA V4~ LAY TDTTA_X—]
IP7 RLA YT Ry b (72 8 VRE Z R @MICEIV Y ConES, 202/ —F
P—ER T TOREMTIE, 7T 8B, 8T 74w 7O —RKRXZ7 0 T70EHIZ, W
Ha—RKNXZ oYV ~vT 7 4 v 7 BHRET DA — MESHRAZER L TWDZ EE2RifRE LT
WET,

18 BRI

sAzure N 7 TITUNLA YA~ L AT TV —ER ST I/ EBERTAHLIITHRES
NTWDZ EEMERLET,

cACIVM Xy hU—IMN, = U xAF23Y 73y FEFSLIICERENRTWDE Z
EEHER L ET,

LA FLA~LATYT VIR T—=NDT T4~ K 7%y M APIC FEEE ) S 24t
SNTWARWEE, 73y beA—NRN—F o7 TEHRET LA Y4~ LAV TV —F
AEBIMLED ETDHE, =T —PEAEL, RET S vy =2 NFETA, ZTOLXDRGE
12X, VM 3y hU—Z ZHIBBL, (b0 DOV 7Ry PTVM Ry NU— 7 ZHEMER L
TLIEE N,

FIE

P REFHA—Z V(T b A—F ) iZe L LET,
[Navigation] ~4 > C [ACI] Z&#IR L 7,

aci A4 > C, NETWORKS#%iEML, KHIZZ Vv 7 LTEYVORXy NU—JRTEEZATIL
F7,

Enabledirect internet accessusingNAT 5= > 7 Ry 7 2% 7 U v 7 LET,
Enableinternal load balancer (internal) ¥ = v 7 Ry 7 2% 27V v 7 LET,
RTFE (SAVE) 27 U v 7 LET,

VRF DEIMDNAT 727 A4 7 94— ILDINTY v IP7 RLREERLET,

NAT L— L&+ 57-0, BIMOAST U v 27 IPT7 RLRAZEY Y THITIE, ROFINEAEHF
HALET, NATHAEDNCR > TWATXTOEPGHLZDONNT Y v 7 IPT7 RLAZERTX
£7, L7722 ->T, VRENDOTXTOD Epg DFEHFEETT,

NAT L—/Li, B EPGICIREESNET, LIRS T L2 BEIO NAT L—/LDRA > FD%E
HeIP, EPG NB LUV, VRE ICHIDBAFIC T RIRA > T DI,
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RTY s ADC O— K RS54 LA¥a~ LAY TH—EREW Ay bo—2zEmT 2 [

1R BHIIZ
NAT 7 7 A4 7 74 —v®D Cisco ACIVM X v N =7 RREINTWNWDLI L EMERLET,

FIE

AT T = RFHFR—F V(T hR—FL)icus A LET,

AT w72 [Navigation] ~2A > C[ACI] Z#IR L £,

AT9T3 Ac | AV ERIRLET Ry bT—9 | KAZZ UV v 7 LTEHIZRy MU —7HE A
HLET,

ATV T4 FYbT—9 14T, ERIP7FLX

RT9TS FHOSREXNLTE7 Y7 LT IP7RLREEKR ,

ATFv7T6 [OK] 27V 7 LET,
L4L7 VY —RA F— )V THEHAARERXT U » 7 IPT7 RVARSLEAIE, IP T RLARED
MTHN, ZOTF—TWIHFELET, ZOIPT FLABITHFET LR, IL—IL | 2T D
[BED NAT L — L &FELET,

INTYy S ADCA— K NSUH LAY a4~ LAXTH—EREZVM ARy FT—(2:EBMT %
THUCED, m— R AT BRI, AP T KL R 7 — L6 VIP BREIIZEI Y 4T
b, BERL—RETF oY a = IR —E R T TORY OESITEMENS DT, E
ADRBZHIZ720 £,

1R BHEIIC
cAzure NV TITUNLA YA~ 1L AT TV —ER ST IV BRATHEIITRES
NTNWEZ EEMERLET,
cACIVM %> hU—2U N, = oA 23 7%y F2FSL I ITERENTWD Z
LEMRLET,

LAY A~LAXTI =R T—=NDT T A~k %7 v MY APIC EHFH O 24
SNTWARWEGEE, 73y heA—NR"—F v 7TERETC LA Y4~ 1L AP TV —F
A2EBEMLED ETDHE, ZT—0REL, REFT T vy aZhEEAL, ZOXIREE
IZiZ. VM Ry hU—27 ZHIBR L, bYW DO¥ 7%y FTCVM 3Ry b7 —7 ZHEER L
TLEEW,

FIE

AT T = RFHFR—Z V(T N A=) icus A LET,
AT w72 [Navigation] XA > C[ACI] Z#IR L £,

Cisco ACI X184 K. 1) 1)—R 52(x) .



Cisco ACI with Microsoft Windows Azure Pack |
B Wy ro—sicanco—k RS H0BREELENT S

AT 73 aci A T, NETWORKSZEML, KE1Z2Z Vv 7 LTHRY DXy N —IREEZATIL
£7,
AT 74 Enableload balancer (public) = v 7 Ry 7 2% A4 N LET,
AT w75 (A7 = ) Allow Outbound Connections 7=~ 7 Ry 7 A4 N2 LET,
¢:3) COFTvarEfHTELDE, 2O VM Ry hU—2 TNAT BEESH T
ROGETZT T,

ATvT6 [REAVE)] #7 Vv 7 LET,

VM %y FT—4IZADCA— K NS UHDREFEMT S

hicko, TV I TTA_—=FDADC B— K NI UPRFESNET, VM X v b
=7 ZED Y THNZVIP ETY v AL, 8= RANXT 0 TDITbNbd N T 7 47

T, R OR BV BRNES—ANCEELET, VM Ry N =7 BB Am SIS Z L
W0 ET, VMERIZVNIC A T4 1072 b ., TRHITHEBINICE — K AT UHITE
MEnEFT, VM 3y N7 —27 BIKTAMOGEBIITONDL T2, VM Ry hT—7 DFXTO
T RFRA Y IRFE—THY, ERINTWNWDHE— FRT VO —ERA%TZ5 EEESN
£7,

4RO HREIIC

cACIVM Xy hU =N, RTV v I FRIFTTAR_R—rDua— R RXT 2 TICEdbiE
TRESNTWAZ L 2R LET,

FIE

ATy T = RFHR—F NV (TF v b R=F)icars4 o LET,

AT w72 [Navigation] A > C[ACI] Z#IR L £,

ATYF3 aci XA T, NETWORKS#ZEML, KHIZZ U v 7 LTHRYOFRY NU—IREZATIL
e

AT v 74 NETWORKS A >, LOAD BALANCERS %3#{R L £,

ATy TE FHESFLDOADD #27 Y v 7 LET,

ATYT6 B— R AT U nERERE A LET (& HTTP, 7’1 k2L TCP, R— F: 80),

RT9T1 SANEF =v s ~—20 %7V v 7 LET,

. Cisco ACI {R28{L A K. 1) 1) —R 5.2(x)
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Cisco ACI with Microsoft Windows Azure Pack D kS5 )L a—F 4 4 .

Cisco ACI with Microsoft Windows Azure Pack @ k5 J )L
a—TFqa4 T
EEELLTOMS TN a—TaY

FE

Windows Azure Pack D& HRF 1 IBHER—FZ LT, TF 2 MII-oTEAINTETRTOR Y
N — 7 ZFrRCcExET, BENRA LSS, APICGUIZHEHL T, kROFT TV =7 k
DT —%=ELET,

a) VMM KA
b) Windows Azure Pack D7 F > b X NU—ZZRHET 57 T2 B X ONEPG

FFURELT RS TN a—F 4 Y
TT— Ayt —URBHIYEA. TT— Avb—YLEbICT—r 7 u—0HME L OEEE
WX AT 7 a v EREL TSN,

EPG DEEDRBED CS TN a—T a9

T RRA s Z—F (EPG) DT A 7 H A LH . EPG @ VLANID 7 APIC TEH S iz
A, BTLWBREERAINCT AITIL, T X TORIE~ > T VLAN HEEZFHTALEERH
D E£9,

FIE

Z O EERFEITT BHITIE. SCVMM H— 3 TR D PowerShell =~ K& FEITL £,
1 -

SVMs = Get-SCVirtualMachine

SVMs | Read-SCVirtualMachine
SNonCompliantAdapters=Get-SCVirtualNetworkAdapter -All | Where-Object
{$_.VirtualNetworkAdapterComplianceStatus -eq "NonCompliant"}
SNonCompliantAdapters | Repair-SCVirtualNetworkAdapter

Cisco ACI X184 K. 1) 1)—R 52(x) .
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ACl Windows Azure Pack @ PowerShell A< > KL v k

Z Z TlE. Cisco Application Centric Infrastructure (ACI) Windows Azure Pack @ PowerShell =~

YFuy b, " TBIOGIZ D A ML HEERP LET,

FIE

AT w71 Windows Azure Pack %— 32w 71 > L, [BHR] > [

L/ij‘o

ATFwT2 koa<wr REAHLET,

1 -

Windows PowerShell

Copyright (C)

PS C:\Users\administrator> ed C:\inetpub\Cisco-ACI\bin

==

=T

1> [Windows Power Shell] D JIEIZ 3R

2013 Microsoft Corporation. All rights reserved.

PS C:\inetpub\Cisco-ACI\bin> Import-Module .\ACIWapPsCmdlets.dll
PS C:\inetpub\Cisco-ACI\bin> Add-Type -Path .\Newtonsoft.Json.dll
PS C:\inetpub\Cisco-ACI\bin> Get-Command -Module ACIWapPsCmdlets

CommandType
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet

Name

Add-ACIWAPEndpointGroup
Get-ACIWAPAdminObjects
Get-ACIWAPAllEndpointGroups
Get-ACIWAPBDSubnets
Get-ACIWAPConsumersForSharedService
Get-ACIWAPEndpointGroups
Get-ACIWAPEndpoints
Get-ACIWAPLBConfiguration
Get-ACIWAPOpflexInfo
Get-ACIWAPPlans
Get-ACIWAPStatelessFirewall
Get-ACIWAPSubscriptions
Get-ACIWAPTenantCtx
Get-ACIWAPTenantPlan
Get-ACIWAPTenantSharedService
Get-ACIWAPVlanNamespace
New-ApicOpflexCert
Read-ApicOpflexCert
Remove-ACIWAPEndpointGroup
Remove-ACIWAPPlan
Remove-ACIWAPTenantCtx
Set-ACIWAPAdminLogin
Set-ACIWAPBDSubnets
Set-ACIWAPLBConfiguration
Set-ACIWAPLogin
Set-ACIWAPOpflexOperation
Set-ACIWAPPlan
Set-ACIWAPStatelessFirewall
Set-ACIWAPTenantSharedService

. Cisco ACI {R28{L A K. 1) 1) —R 5.2(x)

ModuleName

ACIWapPsCmdlets
ACIWapPsCmdlets
ACIWapPsCmdlets
ACIWapPsCmdlets
ACIWapPsCmdlets
ACIWapPsCmdlets
ACIWapPsCmdlets
ACIWapPsCmdlets
ACIWapPsCmdlets
ACIWapPsCmdlets
ACIWapPsCmdlets
ACIWapPsCmdlets
ACIWapPsCmdlets
ACIWapPsCmdlets
ACIWapPsCmdlets
ACIWapPsCmdlets
ACIWapPsCmdlets
ACIWapPsCmdlets
ACIWapPsCmdlets
ACIWapPsCmdlets
ACIWapPsCmdlets
ACIWapPsCmdlets
ACIWapPsCmdlets
ACIWapPsCmdlets
ACIWapPsCmdlets
ACIWapPsCmdlets
ACIWapPsCmdlets
ACIWapPsCmdlets
ACIWapPsCmdlets



| Cisco ACI with Microsoft Windows Azure Pack
Cisco ACI with Microsoft Windows Azure Pack 31 > 7/R—% > FDTF VA VX b—JL .

Cmdlet
Cmdlet

VT EERLET,
B -

commandname -7

WEERLET,
&1

get-help commandname -examples

Set-ACIWAPUpdateShareServiceConsumption
Set-ACIWAPVlanNamespace

ACIWapPsCmdlets
ACIWapPsCmdlets

ATvT3

ATy T4

Cisco ACI with Microsoft Windows Azure Pack O >/ R— =% >
cDOT AR R—=IL

- -

Z Z Tl&. Cisco Application Centric Infrastructure (ACI) with Microsoft Windows Azure Pack = >/
R—=% o "ET oAV A M= TEHHFECONTHILET,

N

GE)

ToA VA RMN=LTE, VMHERy NU—2 DL 5T —7 4777 DOHIBRENE T,
TUA VA N=UE, VMK A R EOMD Y YV —208, b EERALTWARNnE 2o
AR L ET,

avik—3xo b 2Ry

VM %y hU =7 M50 FT _RTOFAE~ v
DY

Microsoft D~ == 7 /LS L T Z &V,

F_T O Hyper-V 7> 5 D VXLAN k> R/ =
» RHEA b (VIEP) D#ELAA »F Ol

Microsoft D~ == 7 /L& L T 72XV,

System Center Virtual Machine Manager
(SCVMM) 72607 7w RO

Microsoft D~ == T /L EZZBRL T 7ZE W,

ACI with Microsoft Windows Azure Service Pack
1L1A)) VI —R&ZT A VA N—NT D72
{Z APIC Windows Azure Pack U / — A Z7'm
AE—=%T AR =L

APIC Windows Azure Pack ® 1) — & a3 A
H—=DT oA A =)L (3862—) #HH
LTL &N,
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. APIC Windows Azure Pack D ') YV —R F7ONA Z—DT7 oA VR =)L

AVR—RUk 2BRY

Z®D Y Y —Z2D ACI with Microsoft Windows | ACI Azure Pack U V' — A 7 a/Xf X —D 7T
Azure Pack 7 A v A F—NAFTABDIZLL | A A F—L 3862—) ZHEIBL T
T&ET7 AR =)L U,

e ACI Azure Pack V ) — A& 7't /,3A #— | ACI Azure Pack ¥ HE VA MLsEDOT A
A h—L (387X—V) ZBL TS,
» ACI Azure Pack FHLE 1 MILIE

« ACI Azure Pack 7> b %1 ~PEoRE

ACI Azure Pack 77 k YA MEEDOT A
VA R—L (387 X—Y) HHBHRLTLES
AN

APIC Hyper-V =— = b DT A A b—| TAPIC Hyper-V =— =2 hDT A A
% =/ (388X—) | ML T TEE,

APICWindows AzurePack ') YV —X 7ANA HF—DF7 A VA —JL

ATy T
ATy T2
ATvT3

ATvT4

Z Z T, APIC Windows Azure Pack DV YV — 2 Fa A F—%T A v A h—)LF 5 HEIC
DWTHBA L £,

FIE

Windows Azure Pack r— N cu 7 A > LET,

[Start] > [Control Panel] > [Uninstall a Program] OJEIZER L £ 7,

[Programs and Features] 7 ¢ > K7 C [APIC Windows Azure Pack Resource Provider] #4527 U v 7

L C. [Uninstall] Z8&R L 9,

ZHUZ LY . Windows Azure Pack $—/3725 APIC Windows Azure Pack @ UV — X F'a /A

B—iRT oA A= SNET,

APIC Windows Azure Pack DU Y —A T 0/ Z—I3T A U A M=V ENT2E D D feid

T DI ROEEZFATLET,

a) [Start] > [Control Pand] > [Uninstall a Program] ®JIHIZEIN L F 5,

b) [Programs and Features] 7 «f K7 C [APIC Windows Azure Pack Resource Provider] 7337~ &
NTNRNWZ L 2B LET,

ACl Azure Pack ')V —X 7ONA Z—DT7 24 VX =L

ZZTlt. ACl AzurePack DV YV — R a4 B —%T A VA =L 5 5EEHHALE
j—o
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ATy T
ATy T2
ATvT3

ATy T4

ACI Azure Pack &+ 1 tiED7 1 2 b—1 [l

FIE

Windows Azure Pack — N zm 74 LET,

[Start] > [Control Panel] > [Uninstall a Program] DJIEIZER L £,

[Programs and Features] 7 «f > K7 °C [ACI Azure Pack Resource Provider] #4572 U v 7 LT,

[Uninstall] 212 L £,

ZHUZ LY. Windows Azure Pack $—/3725 ACI Azure Pack D U V' — R 0 /A X —3T >

A A= ENET,

ACIAzurePack DU YV — A T 0 /S B =T A VA M= )L ENTNE D hERERT 51213,

ROBNELFITLET,

a) [Start] > [Control Panel] > [Uninstall a Program] ®OJIEIZEIR L £,

b) [Programs and Features] 7 ¢ > K7 C [ACI Azure Pack Resource Provider] 2337~ S LTV
W2 AR LET,

ACI Azure Pack EIEE Y A MMEEDT7 A4 VR —IL

ATy T
ATy T2
ATvT3

ATy T4

Z ZTClX. ACI Azure Pack OEHLE VA MEEEZT VA VA b= 2 FiEEdH LE T,

FIE

Windows Azure Pack r— N ca 7 A > LET,

[Start] > [Control Panel] > [Uninstall a Program] OJIAIZ#EIN L &7,

[Programs and Features] 7 « > R 7 C [ACI Azure Pack Admin Site Extension] #4527 U v 7 LT,

[Uninstall] Z3@&@R L £ 7,

Uz LY. Windows Azure Pack —/37>5 ACI Azure Pack OF BRE YA NIRRT > A A

F—vEhET,

ACI Azure Pack DEFLE VA MEERT A VA =V ENTHE I DERERT H121E. RO

BEEFATLET,

a) [Start] >[Control Pand]>[TRJSLDT VA >R b—)L] DIAISER L E T,

b) [ F T A EREEE] 7 4 > KU T [ACI Azure Pack Admin Site Extension] 233/~ STV 72
W E TR L ET,

ACI Azure Pack 77> b YA MLEEED T A VX b—IL

Z Z T, ACIAzurePack 7> k%A MEEEZT VA VA =325 FiEZHHALET,
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B rrcupervi—crororosoz b

ATy
ATy T2
ATvT3

ATy T4

FIE

Windows Azure Pack —/Nzm 74 LET,

[Start] > [Control Panel] > [Uninstall a Program] DJIEIZER L £,

[Programs and Features] ™7 4 > R 7 C [ACI Azure Pack Tenant Site Extension] %47 U v 7 LT,

[Uninstall] Zi#R L £ 7,

Z Uz XY, Windows Azure Pack ¥-— 375 ACI Azure Pack D7 > b ¥A MMEENRT A

VARV ENET,

ACI Azure Pack D7 F > k%A MERNRT VA A M=V ENTinE 2 D EIERT H121E, &

DEELFEITLET,

a) [Start] > [Control Panel] > [Uninstall a Program] ®JIEIZEIR L £,

b) [Programs and Features] 7 > K7 C [ACI Azure Pack Tenant Site Extension] 2337~ S 71T
N EEMERLET,

APICHyperVI—2 2 FDT7 A VXA =L

ATy T
ATy T2
ATvT3

ATvT4

ATy TH

Z ZTiX. APICHyper-VZ—V =2 h&T7 A VA M—LT 5 HECZONTHALET,

Hyper-V Server (212 7 A > L £ 7,
[Start] > [Control Panel] > [Uningtall a Program] DJIEIZE#R L E 5,
[Programs and Features] 7 ¢ > K7 C [Cisco APIC HyperV Agent] %452 U »» 2 L C. [Uninstall]

IR E7,
Z 3T, Hyper-V Server 2>5 APIC Hyper-V T — =2 b3 T VA VA M—/LEINFE T,

APIC Hyper-V T— = IR T A VA =LV SN E D MEHRT HI121E. ROEBIEE

FITLET,

a) [Start] > [Control Panel] > [Uninstall a Program] OJIEIZER L £,

b) [Programs and Features] 7 -t > K 7 C [Cisco APIC HyperV Agent] 23F/R STV 20T L &
R LET,

Hyper-V Server Z L IZAT v 7 1 ~ -4 %0 IKLET,
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Cisco ACI 35 & Uf Microsoft Windows Azure Pack 3 > 7/R—+ > F T®D Cisco APIC B L VRS Y F VI bz F7DE IV L—F .

Cisco ACI &5 & Uf Microsoft Windows Azure Pack o1 > 7/R— ==
Y FTDCiscoAPICE L URSAYF YT RDTTDED

vJL—F

Z Z TlZ. Cisco ACI with Microsoft Windows Azure Pack =1 > 7" —% > k T Cisco APIC & A A v
F T T XTI L— KT B HEICOWTHALET,

\}

6=

ATy T

ATy T2

ATvT3

Cisco APIC 3.1 (1) A CTHERE LB L TV D LAY 4~ LAY T DY V—R F—L&RIEIT.
HUVE L KD Cisco APIC/Windows Azure Pack & A#APE N H Y FH A, A7 7 1~31%, Cisco
APIC3 1) UEDNR—2 3 v 2 Z N L VRTIONR—Y 3 A FZ T v 7 L— R84S S

e

FIE

Cisco APIC TLA Y 4~1LAXYTDYYV—ATF—)LDOY X FEMHERLET,

Cisco APIC 3.1(1) A TR L7z U Y —2 7 ) R AL TBE$F, by V—
A Z'—)LClX, GUI IZ [Function Profiles] % 723 ¥ | NX-OS A% A )L CLI ®F#EIZ [version
normalized] 723% Y £7,

Windows Azure Pack 7> h IR—4 L LA ¥4~V AVT VTR A —F AL —F F—

KDY Y —Z 77—/ (CiscoAPIC3.1(1) AR TR L 72V vV —R 7 —)v) &AL T, AT

TAN=F 770 KDHD Cisco ACLVM v hU—27 T2, ROFIEEZFETLET,

a) Y—EREFHR—Z V(T hFR—F)lcal4 o LET,

b) [Navigation] 31 > T [ACI] ZBIR L F 7,

¢) [aci] XA > C[NETWORKS] Zi#{R L, KFIZZ7 VU7 LT, &LIZFxy NU—VHEE
ATTLET,

d) [Enable direct internet access using NAT] = v 7 7R v 7 AR OFEITA 71T LET,

e) [Enable internal load balancer (internal) | F = v 7 R v 7 ANA L OEAITA7IZLET,

f) [Enable load balancer (public) | F = v 7R v 7 ANF L DGEIFA7IZLET,

g) [SAVEl| %7 Vv 7 LET,

Windows Azure Pack H##E . 77 h—E AL LTACI Ry NU—F 7 %BML, LAF

A~V AYTITURI—F AN —F E— KDY Y —R F—)L&MHH L TV % Windows

Azure Pack 7’7 T LIZ, ROFNEEZFITLET,

a) P—ERAEFHR—ZL (FHRER-—Z2 ) Ice A LET,

b) [Navigation] ~2A > C [PLANS] Z#R L £,

¢) [Plans] <A > T, [PLANS] Zi®EIRL, 77 (Z—1R) 27Uy LET,

d) [Gold] ~% > C, [Networking (ACI) ] %R L FET,

Cisco ACI X184 K. 1) 1)—R 52(x) .
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. Cisco ACI # & Uf Microsoft Windows Azure Pack 2 > 7/R—F# > F TD Cisco APIC 5 KUV RS Y F Y I bz T7DEIVGL—FK

ATvT4

ATy TH

ATvT6

e) [Networking] ~<1 > T, ROWFTINDOEIEEZFEITLET,

» Cisco APIC ‘EEE 3 Cisco APIC 3.0(x) F 72 1XZ #LLART T Azure Pack Z i3 % 7291
TREVa =T LAY A~ LAY T Y= A TV EBIRLE T,

* [Choose one...] &R L T, Azure Pack 7> NHDOEBT 7 A X— K 7 F 7 K NAT
T AT 4= P —EZFBLINADC B — F N5 o h—E 22N LET,
f) [SAVE] %7 U v 7 LET,
Cisco ACI with Microsoft Windows Azure Pack = > "R—FR > h &2 T A VA h—L LET,

Cisco ACI with Microsoft Windows Azure Pack = > AR— %> DT A A h—/L (3853—3)
FHRLTLEEN,

APIC a2y ha—F LA v F VI =T 52X T L —RLET,

[CiscoAPIC 7 7 — A =7 OFEF, A A —)b, Ty F 7L —F, BIUOF 7L —F
AR 22 LTLLTEEN,

B JL— K= 3 @ Cisco ACI with Microsoft Windows Azure Pack 2 > iR—% > M & A
VA=V LET,

Cisco ACI with Microsoft Windows Azure Pack =t > AR—% > h DA A h—/L, RER L UOHER
(334 =) ML T I,
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1 A

NX-0S CLI # X U DE1T

* Cisco ACI D~ v Ry RU—F 27 (391 _X—2)
* Cisco ACI ® VMware VDS & DS (393 _X—)

o 7 AH L EPG 4 ¥ L Cisco ACT (402 ~<2—72)

*Cisco ACl TO=A 7 vl AT —v a3y (404 R—)
« EPG WA B & Cisco ACT (407 ~=X—)

« Cisco ACI & Cisco UCSM DA (409 ~<—2)

» Cisco ACI with Microsoft SCVMM (410 ~X—72)

Cisco ACl D{RET Y Ry FIT—F 25

NXOSR A A IJLCLUFFEAL-RE<TL > Ry kT —F >4 D NetFlow
I AR—F K1) —DERE
WOFINEADOHTIE, NXOSAH A JVCLIZMHH LT, i~ Ry T — %2 7D NetFlow
T AR—E R —%ERELET,

FIE

ATFYT1 a7 4 Fal—aryE— REBBLET,
1 -
apicl# config

ATV T2 T AR—=F K)o —2RELET,
Bl -

apicl (config) # flow vm-exporter vmExporterl destination address 2.2.2.2 transport udp
1234
apicl (config-flow-vm-exporter) # source address 4.4.4.4

Cisco ACI X184 K. 1) 1)—R 52(x) .



NX-0SCLl % 24 =T |
. VMware VDS 0 NX-08 X4 4 JL CLI ZfEA L T VMM K * 4 > T NetFlow T5 X7/Rk—4 R —ZFAT S

apicl (config-flow-vm-exporter)# exit
apicl (config) # exit

VMwareVDS ® NX-0S X % A JLCLI Z{ERA L TVMM k A A > T NetFlow
IPRAR=F R)—ZFATS

WDOFEIETIEZ, VMM R A A > TNetFlow =7 ZAR—Z R > —%HETH7-DHI2, NXOS A
XA CLI ZEHLFET,

FIE

ATFYT1 a7 4 FXal—vary v — NEBHBELET,
1 -

apicl# config
AT Y T2 NetFlow =7 AR—H R o —%ZiHELET,
i -

apicl (config)# vmware-domain mininet

apicl (config-vmware) # configure-dvs

apicl (config-vmware-dvs) # flow exporter vmExporterl

apicl (config-vmware-dvs-flow-exporter) # active-flow-timeout 62
apicl (config-vmware-dvs-flow-exporter) # idle-flow-timeout 16
apicl (config-vmware-dvs-flow-exporter)# sampling-rate 1
apicl (config-vmware-dvs-flow-exporter) # exit
apicl (config-vmware-dvs) # exit
apicl (config-vmware) # exit
apicl (config) # exit

VMware ENXOS R 2 A JLCLU FFERAL-T o FKKRA > FIL—T L
@ NetFlow D E L E =X ENE

NX-OS A XA /LD CLLI AL T, = KiRA > b 7 /—7"TD NetFlow % A %N FE 72135
2T 52l WOFNEEFEITLET,

FIE

2T w1 NetFlow DHF AL :
1

apicl# config
apicl (config)# tenant tnl

. Cisco ACI {R28{L A K. 1) 1) —R 5.2(x)
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ATy T2

Cisco ACI 0 VMware VDS & 0#is ]

apicl (config-tenant) # application appl

apicl (config-tenant-app) # epg epgl

apicl (config-tenant-app-epg) # vmware-domain member mininet
apicl (config-tenant-app-epg-domain) # flow monitor enable
apicl (config-tenant-app-epg-domain) # exit

apicl (config-tenant-app-epg) # exit

apicl (config-tenant-app) # exit

apicl (config-tenant) # exit

apicl (config) # exit

({EE) NetFlow Z i L7aWGE1E, ZOWELEHICLET,
1 -

apicl (config-tenant-app-epg-domain) # no flow monitor enable

Cisco ACl @) VMware VDS & O# 4

VMware VDS KA > O 74 ILEZERKRT 5

NX-0S X Z A4 )LD CLI Z{FEHA L71=vCenter FA A > O 74 )LDYE

Ak

ATy T

IR B
Z 2T, NX-0S A% A L®D CLL 2 LT vCenter KA A > a7 7 A NVEERT B IiE
AL £,

FIE

CLIT, av74FXalb—varyET—RKIAYET,
B -

apicl# configure
apicl (config) #

AFv T2 VLAN RAA U EFRELET,

51

apicl (config) # vlan-domain doml dynamic
apicl (config-vlan) # vlan 150-200 dynamic
apicl (config-vlan) # exit

apicl (config) #

Cisco ACI X184 K. 1) 1)—R 52(x) .



NX-0SCLl 2 24 DET |
B woscuszsoxs

ATV T3 ZOVLAN RAAL NIA v EZ—T =24 ZAFBMLET, 25T VMware /A /3—34 D
TV R— MIEREINSA U F—T = A ATT,
Bl -

apicl (config)# leaf 101-102

apicl (config-leaf)# interface ethernet 1/2-3
apicl (config-leaf-if)# vlan-domain member doml
apicl (config-leaf-if)# exit

apicl (config-leaf) # exit

ATv T84 VMware RAA U Z/ERR LT VLAN RA A 2 A=y FEBIMLET,
5 -

apicl (config) # vmware-domain vmmdoml
apicl (config-vmware) # vlian-domain member doml
apicl (config-vmware) #

BEDOT ) IXZZHERALTCRIAAL U E2ERLET,
1

apicl (config) # vmware-domain vmmdoml delimiter @

ATy TS5 DVSICRAAL V ZATHRELET,
1 -

apicl (config-vmware) # configure-dvs
apicl (config-vmware-dvs) # exit
apicl (config-vmware) #

ATvT6 (FFayv) PSSy FRA V bR 2% E L £7.
PBEAERERTIEZ 0 ~ 600 P OFEH TN T I, T 74/ ME 0TI,
B -

apicl (config) # vmware-domain <domainName>

apicl (config-vmware) # ep-retention-time <value>
ATvTT1 FAAfvoarybe—J%&ELET,
1 -

apicl (config-vmware) # vcenter 192.168.66.2 datacenter prodDC
apicl (config-vmware-vc) # username administrator

Password:

Retype password:

apicl (config-vmware-vc) # exit

apicl (config-vmware) # exit

apicl (confiqg) # exit

. Cisco ACI {R28{L A K. 1) 1) —R 5.2(x)



| Nx-0scu %z nxET
NX-08 X % 4 JLO) CLI £ L= Al Y SR VMM K4 1 ot ||

GE) IRAT — REFRETHECIL. Bash = VR FEZX TG 2 L 2HET 5720
W2y T$) FiE N 72 K ORBRSCF ORI uv&xﬁyv:%ﬁ T AMENRD Y
FT (N ) . ZART—T ORI ATy vald, "NAUV—RERETHEXIZ
FIMETT, EEONRRT—=RIZEINY I AT v = :H%/Tézhiﬁ/u

ATy T8 REEMRLET,
B -

apicl# show running-config vmware-domain vmmdoml
# Command: show running-config vmware-domain vmmdoml
# Time: Wed Sep 2 22:14:33 2015
vmware-domain vmmdoml
vlan-domain member doml
vcenter 192.168.66.2 datacenter prodDC
username administrator password ****x*
configure-dvs
exit
exit

NX-0S X2 A ILDCU ZFEAL - A AMYERVMM A 14 > DERR

NX-0S 2% A /)v® CLI #FEHTHIE, HEARY HEHVMM KA AV E{ERTE £,

48O HREIIC
PEI YAy TVMM RAS Y T 07 7 A VEARRT DI OHiREIE (26—2) | ©
AR 272 L E 7,
« VMware vCenter @ [Networking] % 7D N T, 74+ /L ZIZ VDS BEENTVD Z & ZfiEgd
L/iﬁ‘o

Fo, THNH L VDS OLFIN, ERT DA 5 VMM KA A > & IERIC—E L
TWAZ LR LET,

FIE

AFYT1 CLIT, av74FXal—i gy EF—RIAYET,
i

apicl# configure
apicl (config) #

AT T2 RAALvDary he—F5%BELET,
% -

Gx) AR BHH KA A > (1abVDS) DA HijlL. VMware vCenter (25 £415 VDS 1B &
RT FNVEDLETERICTHLIVLERDHY 97,

Cisco ACI X184 K. 1) 1)—R 52(x) .
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B wosxsqiocuzERLE, HBHRYERMM KX (>0 TOE— b

apicl (config)# vmware-domain 1labVDS access-mode readonly
apicl (config-vmware) # vcenter 10.1.1.1 datacenter prodDC
apicl (config-vmware-vc) # username administrator@vpshere.local
Password:

Retype password:

apicl (config-vmware-vc) # exit

apicl (config-vmware) # configure-dvs

apicl (config-vmware-dvs) # exit

apicl (config-vmware) # end

GE) NRAT — REHRET AT, Bash = A NBEZ THINT A2 L 28T 570
Wy I8) F2ix N R EPORBCTORNI AN 7 AT v a i b 0ERHD
FT (N ) , TATF—T DNy I ATy ald, NAT—REHRETDHEXI
FORETT, EEONRNRT—RIZEANAY 7 AT v a2 3RRINERA,

ATY T3 BREEMRBLET,
&1

apicl# show running-config vmware-domain prodvDS
# Command: show running-config vmware-domain prodvDS
# Time: Wed Sep 2 22:14:33 2015
vmware-domain prodvVDS access-mode readonly
vcenter 10.1.1.1 datacenter prodDC
username administrator@vsphere.local password ****x
configure-dvs

exit
exit
RDZRY

A FEH VMM RAA % EPGIZT # vy F L, ZORY =R ETEET, 727ZL,
ZNHDORY —iE, VMware vCenter CTVD ~7' v =2 S EH A

NX-0S R 2 A JLDCLZFEA Lz, mAMYEAVMM KA DT O
E—F
NX-OS ZAZ AV CLI ZfEH LT, 5AHWYHEH VMM KA A U&7 uEe— FTEET,

4R8O SRS

BHRDO FAA NZHEHFY B VMM R A A V27T 5720 0FIETIX. ROBTHESM
-T2 EEFHRICLCVET,

e BV a VMM RAAL LV 7 a 77 A )VEERT HOORHESRME 26 X—) ORiHR
Lyl
FEAILY B VMM KA A > OFERE (30 X—2) ICREHEH SN TWD BV I, ALY
BRI 5
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| Nx-0scu %z nxET

&

ATy T2

ATvT3

ATv74

nx-oscu 222 0z [

* VMware vCenter @ [Networking] % 7 C, #A# L L5 & LTV DAY HAH VMM R A A
YERSKRFILARIOFR Yy N U —2 THAFITVDS NEENTWDZ L afE@ LET,

FIE

CLIT, a7 4FXal—yary ET—RIIBITLET,
1 -

apicl# configure
apicl (config) #

VMM RAAL L DT 7% A F— RE AT LET,

WROBITIE, 22 vimDoml & LLRTIZHEA M) B & L TRRIE LTZ VMM R A A ZEE R
ij‘o

1 -

apicl (config)# vmware-domain vmmDoml access-mode readwrite
apicl (config-vmware) # exit
apicl (config) # exit

1 L\ Link Aggregation Group (LAG) &V —%1Efk L £,

vCenter /N— 3 > SSLIEZMFEH L TV A551X,.  INX-OS A% AL CLI Z{#H L7 DVS
7w 7 R— N LAG OERE (398 ~<—0) | OFHBIZHES T, KA A T Enhanced
LACPHRE A HT A7-DIZ LAG R Y > —Z BT AMLERH Y F7°,

FRLUANOEEIT., TORT v T EEBETEET,
LAG RV ¥ — %) 72 EPG \[ZBEAH T £,

vCenter N— 2 55 LIEAMEH L TV A 5ATE. INX-OSStyle CLI ZfEH L7277V r—
2 =3 EPG #¥L3E LACP 7R V) 2 —% i 2. 72 VMware vCenter K X A U IZEHHESTT 5 (398 ~2—
V) | OFBICHE S T, Enhanced LACP B§RE % F 92 72 912 LAG 7~ U > — % EPG |Z Bt
TFOMERHY £,

ENLUSNDGEIL, ZORAT v T EEKTEET,

RDBRY

THT, VMM RAA A LT T _XTOEPG &, BREL-TXTORY 2 —723, VMware
vCenter TVDSIZ7 v a2 &NE T,

Cisco ACI X184 K. 1) 1)—R 52(x) .



NX-0S CLl 5 29 DEFT |
B ennancedtace Ky o —p4R— ¢

Enhanced LACP 7R') & —®DHHR— b+

NX-0S X Z A JLCLI ZfERL=DVS 7 J 1) > 9 R— ~FA LAG DYERX

SEAURBA A v F (DVS) OT v 7Y 7 R— K I —7%V v 748K 1—7 (LAG)
B L, BFEOa— RS v 7T AACEEMITAZ LIk > T, B— K 7 L—
Tou— R RS ER ESEET, NX-OS ZAZ ALV CLLEZEH LTI 27 2 FELT

THZLENTEET,

188 BRI

VMware VDS FHIZ VMware vCenter (R~ > =% —T % (VMM) KA A v EVERS$ B 05
NHY ET,

Fig

Enhanced LACP "RV v — & {ERFE 72 I1ZHIBR L £ 97,
1 -

apicl (config-vmware) # enhancedlacp LAG name

apicl (config-vmware-enhancedlacp) # lbmode loadbalancing mode
apicl (config-vmware-enhancedlacp) # mode mode

apicl (config-vmware-enhancedlacp) # numlinks max number of uplinks
apicl (config-vmware) # no enhancedlacp LAG name to delete

RDBERY

VMware VDS Z{#l L CTW A4 1%. Enhanced LACP R Y o —ZHEL TWD KA A iz
RARA > b 7 v—7 (EPG) ZBEMT £,

NX-0S StyleCLI Z{EFH L1=7 74— 3 > EPG ##i5k LACP /R 1) & — % 2 - VMware
vCenter K A o U (ZEEESTIT 5

LAG L — RNZ o7 73 XA hEFfD VMware vCenter KA A N2, 77U r—33
v RARA N Z—7 (BPG) ZBEfTITE T, NX-OS AX AV CLIZfHLTZ DX
AT EFREITTHZENTEET, 77U r—3 3 EPG & RAA & OBEAT 2R 5
ZEHTEET,

1R BHHIIZ

SERURIRA A v F (DVS) OT v F V7 R— ks Z—7RIc) 78K 71 —7 (LAG)
PER L., B— KRS 7 73 X A% LAG ICBEHEMMT CTHBL BERH Y 1,

. Cisco ACI {R28{L A K. 1) 1) —R 5.2(x)
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ATy T

ATy T2

TV RERAY

v rgs v rggonE ]

FIE

77V r—a v BPG & KA A ZEHEA T B0, EIFEEM T 2 MR L £,
1 :

apicl (config-tenant-app-epg-domain) # lag-policy name of the LAG policy to associate
apicl (config-tenant-app-epg-domain) # no lag-policy name of the LAG policy to deassociate

VBEIZIS U T, T2 FNOMOT PV r—2 9 VEPGIZOWT AT v A1 280 IRLET,

MMREFDRTE

NX-0S R2 A )LD CL ZFRAL-TY KRS > MREDER

ATy T

ATvT2

NS 2U R—

1R BHEIIZ
vCenter KA A VZ/ER L CWABMENH Y £97,

FIE

CLIT, avy74Falb—varyE—RNIADET:
il

apicl# configure

apicl (config) #

THyTFINTeT L RARA 2 D ORFIFFE AR ET 2I12iE,. ROFNATENE T
PEIEIX 0 ~ 600 P OFPACTRINCTE EF, 774/ NI 0TI,

11

apicl (config) # vmware-domain <domainName>

apicl (config-vmware) # ep-retention-time <value>

 FIL— T DR

NX-08 R 2 A LD CLU ZFERAL- 529 R— b+ TIL—TDER

2T NX-OS AFANVDCLIZHEHALTCrT v R— bk IV —T%2VERT 2 L%
L/iﬁ—o
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ATy T

ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

ATy FT17

ATvT8

NX-0S CLl % 29 OEAT |

1R BHHEIIZ
s NI R—=F TN—T1ETF v FBMN L TWARLENRH D 97,

FIE

Vmware-domain =2 7 % X MIB# L, kDOa~r Fa2 AT LET,

1 -

apicl (config-vmware) # vmware-domain ifavZ2-vcenterl

N7 R— K TN—TEERT HI2E, kOa~v RE A LET,
1 -

apicl (config-vmware) # trunk-portgroup trunkpgl

VLAN O#i &= A1 L £ 7,

i -

apicl (config-vmware-trunk) # vlan-range 2800-2820, 2830-2850
GE) VLAN O#PHZ FRE L7254, VLAN U A M R A A @D VLAN F— 5 A~—
AMbESGESNET,
mac DEHIET 7 4/ N TZIFANLNET, mac DEREZ T ANRNT &L 2R L2556
X, Woa~<w> REATTLET,
i -

apicl (config-vmware-trunk) # no mac-changes accept

forged transmit (X7 7 4+ /L b TZIF AN GALE T, forged transmit &5 17 AFL72 N2 & 28I L
AR, ROoavr REALET,

&1

apicl (config-vmware-trunk) # no forged-transmit accept

HERE— X, T 740 FTIIESICR>TET, PTU R—M A= T IR
XY A ET— KRB RZ—TNMITDIHEEIT. ROXIITAHLET,

51

apicl (config-vmware-trunk) # allow-promiscuous enable

N7 7 Am—F ZA—TOHEEE, T 7410 N TAHYT < RICHRESNET, BIRERIEE
WrE A R—=TMZT DI, ROa~wy RE AT LET,

51

apicl (config-vmware-trunk) # immediacy-immediate enable

VMware KA A V2 FRLET,
11 -

. Cisco ACI {R28{L A K. 1) 1) —R 5.2(x)
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apicl (config-vmware) # show vmware domain name mininet

Domain Name : mininet

Virtual Switch Mode : VMware Distributed Switch
Switching Encap Mode : vlan

Vlan Domain : mininet (2800-2850, 2860-2900)

Physical Interfaces
Number of EPGs :
Faults by Severity : 0, 2, 4, 0

LLDP override : no
CDP override : no
Channel Mode override : no
vCenters:
Faults: Grouped by severity (Critical, Major, Minor, Warning)
vCenter Type Datacenter Status ESXs VMs Faults
172.22.136.195 vCenter mininet online 2 57 0,0,4,0

Trunk Portgroups:

Name VLANs
epgtrl 280-285
epgtr2 280-285
epgtr3 2800-2850

apicl (config-vmware) # show vmware domain name mininet trunk-portgroup

Name Aggregated EPG

epgtrl test |wwwtestcom3|test830
epgtr2

epgtr3 test |wwwtestcom3|test830

test |wwwtestcom3|test833

apicl (config-vmware) # )# show vmware domain name ifav2-vcenterl trunk-portgroup name

trunkpgl

Name Aggregated EPG Encap

trunkpgl LoadBalance|apl|epgl vlan-318
LoadBalance|apl|epg2 vlan-317
LoadBalance|apl|failover-epg vlan-362
SH:13I:common:ASAv-HA:test- vlan-711
rhi|rhiExt|rhiExtInstP
SH:13I:common:ASAv-HA:test- vlan-712
rhi|rhiInt|rhiIntInstP
test-dyn-ep|ASA FWctxctxlbd- vlan-366
insidelint
test-dyn-ep|ASA FWctxctxlbd- vlan-888
insidel|int
test-dyn-ep|ASA FWctxctxlbd- vlan-365
outside|ext
test-dyn-ep|ASA FWctxctxlbd- vlan-887
outsidel |ext
test-inb|FW-Inbctxtrans- vlan-886

vrfinside-bd|int
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apicl (config-vmware) # show running-config vmware-domain mininet

#
#

$H R4 L EPG % 5 & U Cisco ACI

test-inb|FW-Inbctxtrans-
vrfoutside-bd|ext
test-inb|inb-ap|inb-epg
test-pbr|pbr-ap|pbr-cons-epg
test-pbr|pbr-ap|pbr-prov-epg
testl|apl|epgl
testl|apl|epg2
testl|apl|epg3
test2-scale|ASA-
Trunkctxctxlbd-insidel|int
test2-scale|ASA-
Trunkctxctxlbd-insidelO|int

Command: show running-config vmware-domain mininet

Time: Wed May 25 21:09:13 2016
vmware-domain mininet

vlan-domain member mininet type vmware
vcenter 172.22.136.195 datacenter mininet

exit
configure-dvs
exit

trunk-portgroup epgtrl vlan 280-285
trunk-portgroup epgtr2 vlan 280-285
trunk-portgroup epgtr3 vlan 2800-2850

exit

H A3 L EPG & & & U Cisco ACI

NX-0SCLl 2 24 DET |

vlan-882

vlan-883
vlan-451
vlan-452
vlan-453
vlan-485
vlan-454
vlan-496

vlan-811

NX-0S R 2 A IJLCLU ZFR LI=HRXR2LEPGRDEZEEFI-IFIERE

NX-OS AZ AV CLIZHEA LT, WAZL T RRA 2k T —

(EPG) 4 Z Mk & 721X

BRERCEET, 77V r—2 a3 EPG FAAL VOERE— RN TCIROa~ REETLET,

)

G¥)

NX-OS A% A L@ CLI ZfH LT, VMware vCenter ~\— A D KA A NZxF L TOIRI AK L
EPG 4 Z AR £ 72 13E ® T& £7°, Microsoft System Center Virtual Machine Manager Z i 4%
%6, Cisco Application Policy Infrastructure Controller (APIC) GUI % 721X REST API Zff L

T, DAL LNEPGAZHREITERE TE £,
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| Nx-0scu %z nxET
NX-0S 24 A )L cll £ L=h 22 L Ere 20dl I}

A\

GE)  WOIRPWTIEX, H—0 CLI 24/ L T EPG % Virtual Machine Manager (VMM) (Z#%#5¢ L T<
720,

cBPGETXZvF L, WAXLEPGLEIREL X,

e W AKX LNEPG4 LR CARIT. Wt~ 7 A L2 VMware vCenter D RETFED EPG % 5| Zfk <
ZEEERLTOVET,

EPG DT # v FIZHRB L, B—D CLI{TCH A ¥ AEPG 4 EET A L. T L7~ EPG BME
RENDAREMERH U F 5,

48 HHEIIZ

ZDEDR® I v ay HAX LAEPGAERTET HI-OORIERSEM (68 X—) DX AT &E
ITLTWARENRD D F7,

FIE

VMM RAAL L DOFR— K TNA—FDH AKX KNEPGLEEMEIZEE LET,
B -

apicl (config-tenant-app-epg-domain)# custom-epg-name My\ |Port-group Name\!XYZ
apicl (config-tenant-app-epg-domain) # show running-config
# Command: show running-config tenant Tenantl application Appl epg Epgl vmware-domain
member dvsl
# Time: Tue Nov 12 07:33:00 2019
tenant Tenantl
application Appl
epg Epgl
vmware-domain member dvsl
custom-epg-name My|Port-group Name!XYZ

exit
exit
exit
exit
RDBRY

Z DOFED VMware vCenter THR— ~ 7 /—T X EMERTDH (711 =) ZEHLT, A—F
TN—T 5 B L ET,

NX-0S X2 A JLCLl ZfEA L f=Hh X 2 L EPG & DHIER

NX-OS ZZ A )V CLIZHER LT, #AZL T RiRA vk Zv—F (EPG) 4 &HIBTEF
9, ZAUZ L V., Virtual Machine Manager K X A > DR — k J—TDLA4FINT 7 4V FOTE
= (tenant\application\epg.) Gi’ﬁﬁéﬂiﬁ‘o
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B ciscoacicovsonesav -y

\)

G£)  NX-0S A¥ A /L@ CLI ZfH LT, VMware vCenter ~— A D KA A L DD H AKX I EPG 4
Z HIBRT& £9, Microsoft System Center Virtual Machine Manager % i Ff L T\ 5354, Cisco
Application Policy Infrastructure Controller (APIC) GUI £ 72X RESTAPI Zfifl L C, 7 A ¥ A
EPG 4 ZHIFR T & £,

FE

VMM RAA L DOFE—F ZA—FI2F 74/ NOLEIFREEH LT, b AH A EPG 4 &1
ML E£9,

B -

apicl (config-tenant-app-epg-domain) # no custom-epg-name
apicl (config-tenant-app-epg-domain) # show running-config
# Command: show running-config tenant Tenantl application Appl epg Epgl vmware-domain
member dvsl
# Time: Tue Nov 12 07:51:38 2019
tenant Tenantl
application Appl
epg Epgl
vmware-domain member dvsl
exit
exit
exit
exit

RDBERY

Z OFD VMware vCenter TR — N Z NV —T A &2fERTH (11 X—2) 2EHL T, £H%
MR L ET,

Cisco ACl TORA Ot AVF— 3

NX-0S X% 4 )L CLI Z{EfH L 1= Cisco ACl TOY A/ Ot 5 * o FT—

=JL ==

a3 VDERTE

T, 77U — 3 EPGND VM X— X @M% {# F L T Cisco ACI for VMware VDS
F 72iE MicrosoftHyper-VIRIEA A v F T~ A /a8 T AT — a U EFRET HITEICONT
FAL £,
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ATy

nx-oscu 222 0z [

FIE

CLIT, 27 4Fal—aryE—FRICAY ET,
B -

apicl# configure
apicl (confiqg) #

AT w72 USeg EPG #1ERL L £7,

5 -
oW, 77UV A4 — 3 EPG DD LD T,
6:3) WOHID~A I av T AT —2ar&2#FFaT5Ha~ 2 K VMware VDS (2D &

L[Z‘g‘(:‘j‘o

apicl (config) # tenant cli-tenl

apicl (config-tenant) # application cli-al

apicl (config-tenant-app) # epg cli-baseEPG1l

apicl (config-tenant-app-epg) # bridge-domain member cli-bdl

apicl (config-tenant-app-epg) # vmware-domain member cli-vmml allow-micro-segmentation

1 -
(A7 arv) ZoOFIOEREIL. uSeg EPG D EPG DESLIEN. & —E L £,

apicl (config) # tenant Coke

apicl (config-tenant)# application cli-al

apicl (config-tenant-app) # epg cli-uepgl type micro-segmented

apicl (config-tenant-app-uepg) # bridge-domain member cli-bdl
(

apicl (config-tenant-app-uepg)# match-precedence 10

Bl -
ZOBEITIE, B VM AICESW T T V2 B LET,

apicl (config)# tenant cli-tenl

apicl (config-tenant) # application cli-al

apicl (config-tenant-app) # epg cli-uepgl type micro-segmented

apicl (config-tenant-app-uepg) # bridge-domain member cli-bdl

apicl (config-tenant-app-uepg) # attribute-logical-expression ‘vm-name contains <cosl>’

B -
ZOFITIE, IPT RLAIZHESWT T A Z 2R LET,

apicl (config) # tenant cli-tenl

apicl (config-tenant) # application cli-al

apicl (config-tenant-app)# epg cli-uepgl type micro-segmented

apicl (config-tenant-app-uepg) # bridge-domain member cli-bdl

apicl (config-tenant-app-uepg) # attribute-logical-expression ‘ip equals <FF:FF:FF:FF:FF:FF>’

5 -
ZOFITIX, MAC 7 RLARIZHESWT 7 4 v Z A LET,

apicl (config) # tenant cli-tenl
apicl (config-tenant)# application cli-al
apicl (config-tenant-app) # epg cli-uepgl type micro-segmented

Cisco ACI X184 K. 1) 1)—R 52(x) .



B woscuszsoxs

ATvT3

NX-0S CLl % 29 OEAT |

apicl (config-tenant-app-uepg) # bridge-domain member cli-bdl
apicl (config-tenant-app-uepg) # attribute-logical-expression ‘mac equals
<FF-FF-FF-FF-FF-FF>’

1 -

ZORITIE, HET AND 2 LTI _RCOEtEE —HSE250, HEFOR ZHHL T
RCOBEMEZ—HIEET,

apicl (config)# tenant cli-tenl

apicl (config-tenant) # application cli-al

apicl (config-tenant-app) # epg cli-uepgl type micro-segmented

apicl (config-tenant-app-uepg) # attribute-logical-expression 'hv equals host-123 OR
(guest-os equals "Ubuntu Linux (64-bit)" AND domain contains fex)'

B -
ZOFITIE, B VM B A X LB SW T T o VX B LET,

apicl (config)# tenant cli-tenl

apicl (config-tenant) # application cli-al

apicl (config-tenant-app) # epg cli-uepgl type micro-segmented

apicl (config-tenant-app-uepg) # bridge-domain member cli-bdl

apicl (config-tenant-app-uepg) # attribute-logical-expression 'custom <Custom Attribute
Name> equals <Custom Attribute value>'

USeg EPG DIERZ filgid L £ 97,

1
ROFNL, VM ABYET 4 /v Z 5D uSeg EPG D72th D DT,

apicl (config-tenant-app-uepg)# show running-config
# Command: show running-config tenant cli-tenl application cli-al epg cli-uepgl type
micro-segmented # Time: Thu Oct 8 11:54:32 2015
tenant cli-tenl
application cli-al
epg cli-uepgl type micro-segmented
bridge-domain cli-bdl
attribute-logical-expression ‘vm-name contains cosl force’
{vmware-domain | microsoft-domain} member cli-vmml
exit
exit
exit
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EPG P5 B3R & Cisco Al [}

EPG R Ef D& A & Cisco ACI

NX-0S X % 1 JL CLI Z{#F L = VMware VDS = 7= (& Microsoft Hyper-V
M EPG A BEDELTE

FIE

AFw 1 CLI CT. EPG W& H#fE EPG Z1ERE L £,

1
W OFNE VMware VDS D54 T4

apicl (config) # tenant Test Isolation
apicl (config-tenant)# application PVLAN
apicl (config-tenant-app)# epg EPG1L
apicl (config-tenant-app-epg)# show running-config
# Command: show running-config tenant Tenant VMM application Web epg intraEPGDeny
tenant Tenant VMM
application Web
epg intraEPGDeny
bridge-domain member VMM BD
vmware-domain member PVLAN encap vlan-2001 primary-encap vlan-2002 push on-demand

vmware-domain member mininet
exit
isolation enforce
exit
exit
exit
apicl (config-tenant-app-epg) #

1 -
W OFE, Microsoft Hyper-V (RAEA A » F &2k L E T,

apicl (config) # tenant Test Isolation
apicl (config-tenant)# application PVLAN
apicl (config-tenant-app) # epg EPG1
apicl (config-tenant-app-epg) # show running-config
# Command: show running-config tenant Tenant VMM application Web epg intraEPGDeny
tenant Tenant VMM
application Web
epg intraEPGDeny
bridge-domain member VMM BD
microsoft-domain member domainl encap v1an-2003 primary-encap vlan-2004
microsoft-domain member domain?2
exit
isolation enforce
exit
exit
exit
apicl (config-tenant-app-epg) #
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REEMERLET,
51 -

show epg StaticEPG detail
Application EPg Data:

ATy T2

Tenant Test Isolation
Application PVLAN

AEPg : StaticEPG

BD : VMM BD

uSeg EPG : no

Intra EPG Isolation enforced

Vlan Domains VMM

Consumed Contracts
Provided Contracts
Denied Contracts
Qos Class
Tag List
VMM Domains:
Domain

Encap

VMware vDS-Ext
default, Isolate EPG

unspecified

Type
Primary

auto

Node Encap

Static Paths:

Node Interface

1018 ethl101/1/1
2016-02-11T18:39:02.337-08:00

1019 ethl/16
2016-02-11T18:39:02.337-08:00

Static Endpoints:
Node Interface
Modification Time

Dynamic Endpoints:

Encap: (P):Primary VLAN, (S):Secondary VLAN
Node Interface Encap

Address Modification Time

1017 ethl/3 vlan-943(P)

2016-02-17T18:35:32.224-08:00
vlan-944(S)

Cisco ACI {R28{L A K. 1) 1) —R 5.2(x)

Deployment Immediacy Resolution Immediacy

NX-0S CLl % 29 OEAT |

State

formed

Modification

Modification Time
vlan-100
vlan-101

End Point MAC End Point IP Address

End Point MAC End Point IP

00:50:56:B3:64:C4 ---
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Cisco ACI & Cisco UCSM %% I

Cisco ACI & Cisco UCSM D #i &

NX-0S X 2 1 )LD CLlI Z{EF L 1= Cisco UCSM D #f &

NX-OS A% A /L@ CLI #fH L T, Cisco UCS Manager (UCSM) % Cisco Application Centric
Infrastructure (ACI) 77 7 U v 7 IZHATEET,

1R BHHIIZ

KHTA FDEZ 23 v CiscoUCSM A D RIHRSGRM (104 =*—7) IZREEORHRSM 2= 7
VN F9,

FIE

WA T N—"T AT N—T DA ZVER L. Leaf Enforced % 721X Preprovision 7~ U & — 7% j&
WLET,

T7A/NVNOBRTAED I =Y KNI v—%BIR L7234, Cisco Application Policy
Infrastructure Controller (APIC) 1%, AT A~ v ~%—T v — (VMM) FAA V&
M LET, &I, CiscoAPICIZ LV 2D FAA NZBEAHT 5TV DT X TOVLAN & ¥ —
7> R® CiscoUCSMIZ 7 v v = LET,

J—DJEARY > — 5 BIRT 5848 . CiscoAPIC TIET v 7 Fi 7 — RIZER L TV\W5 VLAN
DIHE L. Cisco APIC TIZERI L TV 72U VLAN 2[435 = & T4 72\ VLAN 723 Cisco
UCSM IZ 7 v v = & ET,

G¥) ROBENZIE, BETHEICRDAIREMEDOH LT v 7Y 7 K=k F¥ RVEHEE
TOHENEENTWET, L2 LA V27 4 AVaA b Xy NU—2T
3. TOWEEITHOLEN DY £,

1 -

APIC-14# config terminal
APIC-1(config)# integrations-group GROUP-123
APIC-1(config-integrations-group)# integrations-mgr UCSM 001 Cisco/UCSM
APIC-1 (config-integrations-mgr) #
APIC-1(config-integrations-mgr)# device-address 1.1.1.2
APIC-1 (config-integrations-mgr)# user admin
Password:
Retype password:
APIC-1 (config-integrations-mgr) #
APIC-1(config-integrations-mgr)# encap-sync preprovision
APIC-1 (config-integrations-mgr)# nicprof-vlan-preserve ?
overwrite overwrite
preserve preserve
APIC-1(config-integrations-mgr)# nicprof-vlan-preserve preserve
APIC-1 (config-integrations-mgr) #

exit
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B cisco Aci with Microsoft SCVMM

Cisco ACI with Microsoft SCVMM

NX-0S RZ A )LD CLUZFERALIR 2 T4 v I IP7 RLR T—I)LDE

Ak

ATV

72

FIE

CLIT, 27 4F=2b—YaryET—RNIIZAVET,
K

apicl# config

AETF 47 IPT RLARA F— IV EER LET,
% -

apicl (config)# tenant tO

apicl (config-tenant) # application a0

apicl (config-tenant-app) # epg e0

apicl (config-tenant-app-epg) # mic

microsoft microsoft-domain

apicl (config-tenant-app-epg) # microsoft static-ip-pool test pool gateway 1.2.3.4/5
apicl (config-tenant-app-epg-ms-ip-pool)# iprange 1.2.3.4 2.3.4.5

apicl (config-tenant-app-epg-ms-ip-pool) # dns

dnssearchsuffix dnsservers dnssuffix

apicl (config-tenant-app-epg-ms—-ip-pool)# dnssuffix testsuffix

apicl (config-tenant-app-epg-ms-ip-pool) # exit

apicl (config-tenant-app-epg) # no mi

microsoft microsoft-domain

apicl (config-tenant-app-epg) # no microsoft static-ip-pool ?
test_pool

apicl (config-tenant-app-epg) # no microsoft static-ip-pool test pool gateway ?
gwAddress gwAddress

apicl (config-tenant-app-epg) # no microsoft static-ip-pool test pool gateway 1.2.3.4/5
apicl (config-tenant-app-epg) #

AT 4w IPT RUVRA F—LafERLET,
B -

apicl (config-tenant-app-epg-ms-ip-pool) # show running-config
# Command: show running-config tenant t0 application a0 epg e0 microsoft static-ip-pool
test pool gateway 1.2.3.4/5
# Time: Thu Feb 11 23:08:04 2016
tenant t0
application a0
epg e0
microsoft static-ip-pool test pool gateway 1.2.3.4/5
iprange 1.2.3.4 2.3.4.5
dnsservers
dnssuffix testsuffix
dnssearchsuffix
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NX-0S X2 A JLD CLI Z{ERALT=SCVMM kA1 > TR T 74 ILDE

B4

ATy T

ATy T2

ATvT3

NX-08 24 £ L0 CLI Z (A L 7= SCWMM K 1 > 774 Lofs [

winservers
exit
exit
exit

T, av RIS A —T 24 A (CLI) #FHLTSCVMM RA AV a7y

AN EABKT D ik L £,

FIE

NX-OS A% A L® CLI T, vlan-domain % 7% E L C VLAN #[HZ BN L £,
B -

apicl# configure

apicl (config) # vlan-domain vmm_test 1 dynamic
apicl (config-vlan)# wvlan 150-200 dynamic
apicl (config-vlan) # exit

vlan-domain (214 > Z —7 = A A& B L £9,
11 -

apicl (config)# leaf 101

apicl (config-leaf) # interface ethernet 1/2

apicl (config-leaf-if) # vlan-domain member vmm_ test 1
apicl (config-leaf-if)# exit

apicl (config-leaf) # exit

Microsoft SCVMM R A A > Z{ERL L, FRINIER L 72 vlan-domain % & D K A A 2 |(ZBHEAff 1T

FT, TORAALITSCVMM =2y ha—F Z2ERE L E5,
5 -

apicl (config) # microsoft-domain mstest

apicl (config-microsoft)# vlan-domain member vmm_test 1
apicl (config-microsoft)# scvmm 134.5.6.7 cloud test
apicl#
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REST APl 7 X DE1T

* Cisco ACI D~ v Xy FU—F 27 (413 X—2)
* Cisco ACI ® VMware VDS & Oiffets (414 =—2)
« 1 A 5 EPG 43 L Y Cisco ACT (425 =—77)
*Cisco ACL CO~VA 7T AT — a3y (426 —7)
» Cisco ACI Z 64 L 7= EPG Wyl (427 =—72)
* Cisco UCSM # & & #4# L 7= Cisco ACI (428 X—7)
» Cisco ACI with Microsoft SCVMM (429 ~=X—7°)

Cisco ACl DR Y 2y FIJ—F 25

RESTAPI ZERA L=, VM Ry kT —F 25 D1 NetFlow T X
R—% R O —DHRE

XML O OH T, RESTAPI ZfEH LT VM v hU— &7 D NetFlow =7 AR —H R
Vo —%RETDHHEEZRLET,

<polUni>
<infraInfra>
<netflowVmmExporterPol name=“vmExporterl” dstAddr="2.2.2.2" dstPort=“1234"
srcAddr=%4.4.4.4"/>
</infralInfra>
</polUni>

VMware VDS [Z RESTAPI Z{£FA L TVMM k £ 4 > T NetFlow TJ X

R—% K1) o—

ZERT S

WIZRT DL, RESTAPI #f#EH LT VMM K A A > T NetFlow =27 AR—4 KU 2 —%F|H
T2 k&R~ XML OF] T

<polUni>
<vmmProvP vendor=“VMware” >

<vmmDomP name=“mininet”>
<vmmVSwitchPolicyCont>

Cisco ACI X184 K. 1) 1)—R 52(x) .



RESTAPI % 29 DEfT |
B vvwarevDs O VMM Ex L FUST—L 32D RERL Y b HL—TF LT Netlow EHHIZT

<vmmRsVswitchExporterPol tDn=“uni/infra/vmmexporterpol-vmExporterl”
activeFlowTimeOut="62" idleFlowTimeOut="16" samplingRate="“1"/>
</vmmVSwitchPolicyCont>
</vmmDomP>
</vmmProvP>
</polUni>

VMware VDS D VMM KA AL > 7YYL I—3 DIV KR4S
JL— 7L T NetFlow ZH%hIZ9 3

D XML OFITlE, RESTAPLZHEH LT, VMM RAAL L TV m—2 g0 DizHdOT
RARA vk Z)—7 T NetFlow 88T 25 HEEZ R L TWET:

<polUni>
<fvTenant name=%“tl”>
<fvAp name=“al”>
<fvAEPg name=“EPGl”>
<fvRsDomAtt tDn=“uni/vmmp-VMware/dom-mininet” netflowPref=“enabled” />
</fvAEPg>
</fvAp>
</fvTenant>
</polUni>

Cisco ACI ® VMware VDS & D&

VMware VDS KA A > A7 7AILEERT S

RESTAPI Z{#EH L71-vCenter FA A > 7O 74 )LDERK

FIE

ATV T1 VMM FAA 4, avba—9BIRa2—Y 7 LF o vy V2R ELET,
B -

POST URL: https://<api-ip>/api/node/mo/.xml

<polUni>

<vmmProvP vendor="VMware">

<!-- VMM Domain -->

<vmmDomP name="productionDC">

<!-- Association to VLAN Namespace -->

<infraRsVlanNs tDn="uni/infra/vlanns-VlanRange-dynamic"/>

<!-- Credentials for vCenter -->

<vmmUsrAccP name="admin" usr="administrator" pwd="admin" />
<!-- vCenter IP address —-->

<vmmCtrlrP name="vcenterl" hostOrIp="<vcenter ip address>" rootContName="<Datacenter
Name in vCenter>">

<vmmRsAcc tDn="uni/vmmp-VMware/dom-productionDC/usracc-admin"/>
</vmmCtrlrP>

</vmmDomP>

. Cisco ACI {R28{L A K. 1) 1) —R 5.2(x)
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ResTAPI 5 24 0=f7 [

</vmmProvP>

1 :

<polUni>

<vmmProvP vendor="VMware">
<vmmDomP name=“mininet" delimiter=%“@" >
</vmmDomP>

</vmmProvP>

</polUni>

AT v T2 VLAN x— AAR—ZDE A OB fe= T 47 4 7u7 7 A NVEVER L ET,

1 -
POST URL: https://<apic-ip>/api/policymgr/mo/uni.xml
<infraInfra>

<infraAttEntityP name="profilel">

<infraRsDomP tDn="uni/vmmp-VMware/dom-productionDC"/>
</infraAttEntityP>

</infralInfra>

ATFYT3 A B =T A ARV — TN —FBLOE L7 ZE2ERLET,
1 -

POST URL: https://<apic-ip>/api/policymgr/mo/uni.xml

<infraInfra>
<infraAccPortP name="swprofilelifselector">
<infraHPortS name="selectorl" type="range">
<infraPortBlk name="blk"
fromCard="1" toCard="1" fromPort="1" toPort="3">
</infraPortBlk>
<infraRsAccBaseGrp tDn="uni/infra/funcprof/accportgrp-groupl" />
</infraHPortS>
</infraAccPortP>

<infraFuncP>
<infraAccPortGrp name="groupl">
<infraRsAttEntP tDn="uni/infra/attentp-profilel" />
</infraAccPortGrp>
</infraFuncP>
</infralInfra>

ATFvT8 2 vF FuT7r A VEERLET,
5 -

POST URL: https://<apic-ip>/api/policymgr/mo/uni.xml

<infraInfra>
<infraNodeP name="swprofilel">
<infraLeafS name="selectorswprofilell718" type="range">
<infraNodeBlk name="singleO" from ="101" to ="101"/>
<infraNodeBlk name="singlel" from ="102" to ="102"/>
</infraLeafS>
<infraRsAccPortP tDn="uni/infra/accportprof-swprofilelifselector"/>
</infraNodeP>
</infralInfra>

Cisco ACI X184 K. 1) 1)—R 52(x) .
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ATy TH

ATvT6

ATy IT1

ATvT8

RESTAPI % 29 DEfT |

VLAN — L& ELE T,
1 -

POST URL: https://<apic-ip>/api/node/mo/.xml

<polUni>

<infralInfra>

<fvnsVlanInstP name="VlanRange" allocMode="dynamic">
<fvnsEncapBlk name="encap" from="vlan-100" to="vlan-400"/>

</fvnsVlanInstP>

</infralnfra>

</polUni>

RESHETRTCOary ra—JF L EZN50EREZHRE L £,

11 -

GET:

https://<apic-ip>/api/node/class/compCtrlr.xml?

<imdata>

<compCtrlr apiVer="5.1" ctrlrPKey="uni/vmmp-VMware/dom-productionDC/ctrlr-vcenterl"
deployIssues="" descr="" dn="comp/prov-VMware/ctrlr-productionDC-vcenterl" domName="
productionDC"

hostOrIp="esx1l" mode="default" model="VMware vCenter Server 5.1.0 build-756313"
name="vcenterl" operSt="online" port="0" pwd="" remoteOperIssues="" scope="vm"
usr="administrator" vendor="VMware, Inc." ... />

</imdata>

[ProductionDC] & V9 VMM R A A U FD lveenterl] &\ 9 ZREiD vCenter %/ A 73—/3A
HF L VM TRELET,

51

GET:
https://<apic-ip>/api/node/mo/comp/prov-VMware/ctrlr-productionDC-vcenterl.xml?query-target=children

<imdata>

<compHv descr="" dn="comp/prov-VMware/ctrlr-productionDC-vcenterl/hv-host-4832" name="esx1"
state="poweredOn" type="hv" ... />

<compVm descr="" dn="comp/prov-VMware/ctrlr-productionDC-vcenterl/vm-vm-5531" name="AppVM1"
state="poweredOff" type="virt" .../>

<hvsLNode dn="comp/prov-VMware/ctrlr-productionDC-vcenterl/sw-dvs-5646" lacpEnable="yes"
lacpMode="passive" ldpConfigOperation="both" ldpConfigProtocol="11ldp" maxMtu="1500"
mode="default" name="apicVswitch" .../>

</imdata>

(FFar) pEEESNT-= RRA » FORERRZRELET,
BEAEIL 0 ~ 600 P O&EIFH CRINTE £ T, T 74/ MIOMTT,
&1

POST URL: https://<apic-ip>/api/policymgr/mo/uni.xml

<vmmProvP vendor="VMware" >

<vmmDomP name="mininetavs" mode="nlkv" enfPref="sw" epRetTime="60">
<infraRsVlanNs tDn="uni/infra/vlanns-inst-dynamic"/>

<vmmUsrAccP

name="defaultAccP"

usr="administrator"

pwd="admin"

/>

. Cisco ACI {R28{L A K. 1) 1) —R 5.2(x)
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RESTAPI £/ L= Y HA VMM 2 1 >t [

</vmmDomP>
</vmmProvP>

RESTAPI Z#{FFH L =5 ABMYERB VMM k A 1 > D{ERK

ATy

ATy T2

A B VMM R A A 1%, RESTAPI 2 L CIERK T 5 2 LN TExE 4,

18 AR
vEI YAy TVMM RAS Y T R7 7 A VEARST DI OHiREIE (26 <—2) | @
AtESRE AT LET,
» VMware vCenter @ [Networking] % 7 D F T, 74/ ZIZ VDS NEFINTND Z L & il
]\/i—é—o

Fo, THNH L VDS OLFIN, ERT 25D B VMM R A A > L IERIC—E L
TWBHZ xR LET,

FIE

VMM RAA o4, aviha—38L0a—F 7 LF ooy LadRELET,

i

POST URL: https://<api-ip>/api/node/mo/.xml

<polUni>

<vmmProvP vendor="VMware">

<!-- VMM Domain -->

<vmmDomP name="productionDC" accessMode="read-only">

<!-- Association to VLAN Namespace -->

<infraRsVlanNs tDn="uni/infra/vlanns-VlanRange-dynamic"/>
<!-- Credentials for vCenter -->

<vmmUsrAccP name="admin" usr="administrator" pwd="admin" />
<!-- vCenter IP address —-->

<vmmCtrlrP name="vcenterl" hostOrIp="<vcenter ip address>" rootContName="<Datacenter
Name in vCenter>">

<vmmRsAcc tDn="uni/vmmp-VMware/dom-productionDC/usracc-admin"/>

</vmmCtrlrP>

</vmmDomP>

</vmmProvP>

1 -

<polUni>

<vmmProvP vendor="VMware">
<vmmDomP name=“mininet" delimiter=%“@" >
</vmmDomP>

</vmmProvP>

</polUni>

VLAN R — A AR—Z2AOEANAOERG AR T 47 4 7u 7 7 A NVEERLET,
1 -

Cisco ACI X184 K. 1) 1)—R 52(x) .



REST API % 2 & DEAT
B restar s zooxn

POST URL: https://<apic-ip>/api/policymgr/mo/uni.xml
<infraInfra>

<infraAttEntityP name="profilel">

<infraRsDomP tDn="uni/vmmp-VMware/dom-productionDC"/>
</infraAttEntityP>

</infralInfra>

ARTFYT3 AL EF—T 2 A ARV — ITN—TBIOv L7 ZE2EHRLET,
5 -

POST URL: https://<apic-ip>/api/policymgr/mo/uni.xml

<infraInfra>
<infraAccPortP name="swprofilelifselector">
<infraHPortS name="selectorl" type="range">
<infraPortBlk name="blk"
fromCard="1" toCard="1" fromPort="1" toPort="3">
</infraPortBlk>
<infraRsAccBaseGrp tDn="uni/infra/funcprof/accportgrp-groupl" />
</infraHPortS>
</infraAccPortP>

<infraFuncP>
<infraAccPortGrp name="groupl">
<infraRsAttEntP tDn="uni/infra/attentp-profilel"” />
</infraAccPortGrp>
</infraFuncP>
</infraInfra>

AT 4 AA T 7u j777’f/L/%f?EEi L’§£7r0
i :

POST URL: https://<apic-ip>/api/policymgr/mo/uni.xml

<infraInfra>
<infraNodeP name="swprofilel">
<infralLeafS name="selectorswprofilell718" type="range">
<infraNodeBlk name="single0O" from ="101" to ="101"/>
<infraNodeBlk name="singlel" from ="102" to ="102"/>
</infraleafS>
<infraRsAccPortP tDn="uni/infra/accportprof-swprofilelifselector"/>
</infraNodeP>
</infralnfra>

ATw T VLAN 77— L E2HELET,
i -

POST URL: https://<apic-ip>/api/node/mo/.xml

<polUni>

<infralInfra>

<fvnsVlanInstP name="VlanRange" allocMode="dynamic">
<fvnsEncapBlk name="encap" from="vlan-100" to="vlan-400"/>

</fvnsVlanInstP>

</infralnfra>

</polUni>

ATYT6 BESNETRTOar br—F L2 b0EEREZRBELET,

. Cisco ACI {R28{L A K. 1) 1) —R 5.2(x)



| RESTAPI 224 DEfT

ATy 71

ATvT8

ResTAPl 2 22 o7 ]

1 -

GET:

https://<apic-ip>/api/node/class/compCtrlr.xml?

<imdata>

<compCtrlr apiVer="5.1" ctrlrPKey="uni/vmmp-VMware/dom-productionDC/ctrlr-vcenterl"
deployIssues="" descr="" dn="comp/prov-VMware/ctrlr-productionDC-vcenterl" domName="
productionDC"

hostOrIp="esx1l" mode="default" model="VMware vCenter Server 5.1.0 build-756313"
name="vcenterl" operSt="online" port="0" pwd="" remoteOperIssues="" scope="vm"
usr="administrator" vendor="VMware, Inc." ... />

</imdata>

[ProductionDC] &9 VMM R XA F®D lveenterl] &9 ZEiD vCenter %/ A 73—/3A
P L VM TRELET,

1 -
GET:
https://<apic-ip>/api/node/mo/comp/prov-VMware/ctrlr-productionDC-vcenterl.xml?query-target=children

<imdata>

<compHv descr="" dn="comp/prov-VMware/ctrlr-productionDC-vcenterl/hv-host-4832" name="esx1"
state="poweredOn" type="hv" ... />

<compVm descr="" dn="comp/prov-VMware/ctrlr-productionDC-vcenterl/vm-vm-5531" name="AppVM1"
state="poweredOff" type="virt" .../>

<hvsLNode dn="comp/prov-VMware/ctrlr-productionDC-vcenterl/sw-dvs-5646" lacpEnable="yes"
lacpMode="passive" ldpConfigOperation="both" ldpConfigProtocol="11dp" maxMtu="1500"
mode="default" name="apicVswitch" .../>

</imdata>

(7> ar) BEESNT-= RRA v s ORI AZHRELET.
PFEAEIX 0 ~ 600 P O#PH IR TEEd, T 74V MI OB TT,
B -

POST URL: https://<apic-ip>/api/policymgr/mo/uni.xml
<vmmProvP vendor="VMware" >

<vmmDomP name="mininetavs" mode="nlkv" enfPref="sw" epRetTime="60">
<infraRsVlanNs tDn="uni/infra/vlanns-inst-dynamic"/>
<vmmUsrAccP

name="defaultAccpP"

usr="administrator"

pwd="admin"

/>

</vmmDomP>

</vmmProvP>

RDZRY

A HH VMM RAA V% BPGIZT # v TF L, ZORY v—%2RETEET, 7721,
ZHNHDRY —if, VMware vCenter TVD ~7 v 2 SN FEF A,

Cisco ACI X184 K. 1) 1)—R 52(x) .



RESTAPI % 29 DEfT |

B RESTAPI R L THARYERUMM K4 VICREEE S

RESTAPI Z{#f L THAHHIYFER VMM F A A VIZHESED

ATy T

ATy T2

ATvT3

RESTAPL Zffiffl LT, FHAMWMDEMN VMM RA A VICHBR ST N TEET,

1R BRI

BHRRD A A NG HHAVMM KA A 2 FKRTH-00FIETIE., ROFTHRSM
T ARIHRIC L TVET,
e8I a VMM RAAL v 7 a7 7 A NVEERT HOORHESRMN 26 X—) ORI
Sk 2Nl =9
e FHIY B VMM R A A OERE (30 =2—) IZEHEHEINTWA LBV IZ, FAEDY
HA KT D

« VMware vCenter @ [Networking] % 7 C, F4&L X9 & L TWAFHAIYD BH VMM K A A
LA CARIOFR Yy NT—27 THVHICVDS BEEFN TS Z Ea2ERLET,

FIE

VMM RAA 4, aryha—9BI0a2—V 71T vy VERELET,

WOHITiE, 2ZH vmmDoml % LAATICH AR D HH E L TERELZ VMM KA A I(CESH# X
F9,

i -
POST URL: https://<apic-ip>/api/policymgr/mo/.xml

<vmmDomP dn="uni/vmmp-VMware/dom-vmmDoml" accessMode="read-write"
prefEncapMode="unspecified" enfPref="hw">
</vmmDomP>

#1 L Link Aggregation Group (LAG) RY > —%fEf L £7,

v&manwya/ssuV%ﬁ%LTméﬁA [RESTAPI 2 L7=DVS 7 v 7 U 7
— bk JL—7 D LAG DERE (421 X—0) | @pﬁ‘ﬁﬂﬂﬁiﬁﬁof\ R A A > Enhanced LACP
%%%ﬁ%?ét@ﬁiAGﬁUV*%Wﬁ?é%%ﬁ%@i?o

FNUSNDOBEEIT. ZOXT v FEEKTEXET,
LAG 7RV v—% )72 EPG ([ZBEE T £ 97,

vCenter /13— 3 > 5.5 IR L TV A4 1%, TREST APT Z M L CHLiE LACP /R Y
v — % > VMware vCenter K A A > ~D7 7V 7“*“/3 > EPG OB#AF T (421 _X—7) |
DOFBIZHE S T, Enhanced LACP #&RE % (925 7212 LAG A~ U o —% EPG |[ZBI# T 5 &%
ERHY ET,

FNUSNOBEEIT. ZOXAT v FEEKRTEXET,

. Cisco ACI {R28{L A K. 1) 1) —R 5.2(x)



| RESTAPI %24 DET
Enhanced LACP K1) &—n 4 K— [

RDBERY

THNT, VMM RAA AR LT T _RTOEPG &, RELZTXTORY > —25, VMware
vCenter CTVDS IZ7 v 2 XN ET,

Enhanced LACP /R') & —®DHHKR— b+

RESTAPI ZFERAL-DVS 7y Yoo F"—k JIL—T D LAG DERL

SRR A v F (DVS) OT v 7V 7 R—h I AN—T% 0 o 78K T V—T (LAG)
ICEHE L, BEOa—RKRZ 0377 uad) ANIEEMNITAZ Lk >T, A— K ZL—
TOu— R RS R ESYFET, RESTAPLAHEH L TCIDE A7 2 FTTHZ L2

TXxEJ,

1R BHEIIZ

VMware VDS H1Z VMware vCenter fRAE~ > =% —T % (VMM) R A A 52 {ERET B 48
NHY ET,

FE

ATv 1 LAG 2B L, va— AT oo 07 7ua ) XA EEMNT £,
B -

<polUni>
<vmmProvP vendor="VMware">
<vmmDomP name="mininetlacpavs">
<vmmVSwitchPolicyCont>
<lacpEnhancedLagPol name="lag2" mode="passive" lbmode="vlan" numLinks="4">
</lacpEnhancedLagPol>
</vmmVSwitchPolicyCont>
</vmmDomP>
</vmmProvP>
</polUni>

ATFw T2 FEAHEVIKL T, DVS Ao LAG 21/ L £9°,

RDEZRY

VMware VDS Z{# [ L TWA 8413, Enhanced LACP R Y o —ZHEL TWD RA A iz
RARA > b Z—7 (EPG) % B#EfHT £9,

REST APl Z#{# F L T#i5k LACP 7R!') > — %35 D VMware vCenter KA A U ~AD7T7 J1) r—
<3 > EPG DBEEE T T

LAGtua— R o7 7ral) XAZE-D VMware vCenter KA A 2, 77— 39
VT RIRA v b 7 v—7 (BPG) #BH#fHSE9, RESTAPI#fH L CZ DX A7 % 54T

Cisco ACI X184 K. 1) 1)—R 52(x) .



RESTAPI % 29 DEfT |
B - rxrrrpome

THZEMTEET, 77U —3 3 EPG & RAA L OFEMITZRTHZ L b TE
iﬁqo

48 HHEIIZ

SEIEUFAEAR A v F (DVS) OT w7 o7 m— ks Z—7Hic) v 78K 7v—7 (LAG)
FIERE L, a— RT3 7 73 X hE LAGICEEM T TR VERH Y 7,

FIE

AT w71 EPG % VMware vCenter N A A NZBE ST, LAGZ B — RAXT o7 7oua ) XA BEE
fHFFE9,

1 -

<polUni>
<fvTenant
dn="uni/tn-coke"
name="coke">
<fvCtx name="cokectx"/>
<fvAp
dn="uni/tn-coke/ap-sap"
name="sap">
<fvAEPg
dn="uni/tn-coke/ap-sap/epg-web3"
name="web3" >
<fvRsBd tnFvBDName="cokeBD2" />
<fvRsDomAtt resImedcy="immediate" switchingMode="native"
tDn="uni/vmmp-VMware/dom-mininetlacpavs">
<fvAEPgLagPolAtt >
<fvRsVmmVSwitchEnhancedLagPol
tDn="uni/vmmp-VMware/dom-mininetlacpavs/vswitchpolcont/enlacplagp-lag2"/>
</fvAEPgLagPolAtt>
</fvRsDomAtt>
</fvAEPg>
</fvAp>
</fvTenant>
</polUni>

ATw T2 BEZGEUT, 7 FROMOT 7V r—32 a3 VEPGIZOWT AT v 1 &2 ViRLET,

TV RERAY MREDERE
RESTAPI A L= T R4 & MREDRE

188 BRI
vCenter KA A VEREHATHLILERLY £,

. Cisco ACI {R28{L A K. 1) 1) —R 5.2(x)



| RESTAPI 224 DEfT
F5oy =k T—Totk |

FIE

THyTFSRTey RRA 2 b ORFFRE 230 51213, RO FIEITHENE T
FRIEIT 0 ~ 600 B OFIPH CTRINCTE EJ, 774/ MIOMTT,

POST URL: https://<apic-ip>/api/policymgr/mo/uni.xml
<vmmProvP vendor="VMware" >

<vmmDomP name="mininetavs" epRetTime="60">

</vmmDomP>
</vmmProvP>

SO R—k TIL—TDER

RESTAPI Z{ER L= S0 FR— bk T IL—TDER
ZZTIE, RESTAPIZEHALChT v BR— bk IN—T %A 2 7iEEBH L E9,

1R HHIIZ
s NI R—=K IN—=TET T PO MIL L TWLIRERH Y 7,

FIE

cNZ v R—=b IN—T%21E LE9,
51 :

<vmmProvP vendor="VMware">
<vmmDomP name="DVS1">
<vmmUsrAggr name="EPGAggr_ 1">
<fvnsEncapBlk name="blk0" from="vlan-100” to="vlan-200"/>
</vmmUsrAggr>
</vmmDomP>
</vmmProvP>

JL— K HY—/\DEH
RESTAPI 2EHLT-. TL— K H—nOF7Y X BY—Dty h7 v T

FIE

TU—=RHP =7 78AR) o —%tEy T v LET,

Cisco ACI X184 K. 1) 1)—R 52(x) .
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B restar s zooxn

1 :

POST: https://<ip or hostname APIC>/api/node/mo/uni.xml

<polUni>
<infraInfra>
<!-- Define LLDP CDP and LACP policies -->
<1ldpIfPol name="enable 1ldp" adminRxSt="enabled" adminTxSt="enabled"/>
<1ldpIfPol name="disable 1ldp" adminRxSt="disabled" adminTxSt="disabled"/>

<cdpIfPol name="enable cdp" adminSt="enabled"/>

<cdpIfPol name="disable cdp" adminSt="disabled"/>
<lacpLagPol name='enable lacp' ctrl='1l5' descr="'LACP' maxLinks='16' minLinks='1"
mode="'active'/>

<lacpLagPol name='disable lacp' mode='mac-pin'/>

<!-- List of nodes. Contains leaf selectors. Each leaf selector contains list
of node blocks -->
<infraNodeP name="leafl">
<infraLeafS name="leafl" type="range">
<infraNodeBlk name="leafl" from ="1017" to ="1017"/>
</infralLeafS>
<infraRsAccPortP tDn="uni/infra/accportprof-portselector"/>
</infraNodeP>

<!-- PortP contains port selectors. Each port selector contains list of ports.
It also has association to port group policies -->
<infraAccPortP name="portselector">
<infraHPortS name="pselc" type="range">
<infraPortBlk name="blk" fromCard="1" toCard="1" fromPort="39" toPort="40">

</infraPortBlk>
<infraRsAccBaseGrp tDn="uni/infra/funcprof/accbundle-leafl PC"/>
</infraHPortS>
</infraAccPortP>

<!-- FuncP contains access bundle group policies -->

<infraFuncP>
<!-- Access bundle group has relation to PC, LDP policies and to attach

entity profile -->
<infraAccBndlGrp name="leafl PC" lagT='link'>

<infraRsLldpIfPol tnLldpIfPolName="enable 1ldp"/>
<infraRsLacpPol tnLacpLagPolName='enable lacp'/>
<infraRsAttEntP tDn="uni/infra/attentp-vmm-FI2"/>

</infraAccBndlGrp>
</infraFuncP>
<!-- AttEntityP has relation to VMM domain -->

<infraAttEntityP name="vmm-FI2">
<infraRsDomP tDn="uni/vmmp-VMware/dom-productionDC"/>
<!-- Functions -->
<infraProvAcc name="provfunc"/>
<!-- Policy overrides for VMM -->
<infraAttPolicyGroup name="attpolicy">
<!-- RELATION TO POLICIES GO HERE -->
<infraRsOverrideCdpIfPol tnCdpIfPolName="enable cdp"/>
<infraRsOverrideLldpIfPol tnLldpIfPolName="disable 1ldp"/>
<infraRsOverrideLacpPol tnLacpLagPolName="disable lacp"/>
</infraAttPolicyGroup/>
</infraAttEntityP>

</infralInfra>
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HR% LEPG %% & U CiscoACl [

</polUni>

OUTPUT:
<?xml version="1.0" encoding="UTF-8"?>
<imdata></imdata>

H AR LEPG & E KU Cisco ACI
RESTAPI Z{ A L THAR LEPGRAZHEREI-IXLTET S

RESTAPIZfEA LT, WAX L T KiRA v b ZVv—7 (EPG) £ MR EIILETEFE
9, REST #%3 T fvRsbomatt D—Hf L L CHRIZERTETE ET,

1R BHIIZ
ZDEDOV® I ay AKX LEPGAERET DHI-ODRITESRMLE (68 X—) ITHDHX AR
EFEITTHMEND Y 9,

FIE

WAL LEPG AL ERELET,
51

<fvTenant name="Tenantl">
<fvAp name="Appl">
<fvAEPg name="Epgl">
<fvRsDomAtt tDn="uni/vmmp-VMware/dom-dvsl"
customEpgName="'My | Port-group Name!XYZ’
/>
</ fvAEPg>
</ fvAp>
</fvTenant>

RDZARY
ZOEDIROWTNOOFINEEMFEH LT, Aaizl L ET,
» VMware vCenter Cih— b Z)V—T A4 &gl + 5 (71 _X—)

* Microsoft SCVMM T®»D VM % v b U — 7 Z OEEOWHER (71 ~2—)

Cisco ACI X184 K. 1) 1)—R 52(x) .
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B restarizEmRLTHR S LEPC R EHIBT B

RESTAPI Z#EA L THRAZ LEPG & ZHIRYT 5

RESTAPI I L C, WAZ L = RARA 2 b 74— (EPG) £%HIRTEET, Zhi
X U | Virtual Machine Manager (VMM) KA A DR — Kk Z)V—TDHEINT 7 4V h DIER
D tenant|application|epg \ZZE W 50>, Microsoft VMAR v v U — 27 OARINT 7 Vv b D
ﬂ%i‘t@ tenant|application|epg|domain @C%E é ﬂiﬁ—o

FIE

customEpgName ZBIRICREL T, WAX AEPGAZHIBRELET,
1 :

<fvTenant name="Tenantl">
<fvAp name="Appl">
<fvAEPg name="Epgl">
<fvRsDomAtt tDn="uni/vmmp-VMware/dom-dvsl"
customEpgName='My|Port-group Name!XYZ’
/>
</fvAEPg>
</fvAp>
</fvTenant>

RDZERY
ZOEORDOWTNNOFINEZHEH LT, Azt LET,
« VMware vCenter Cii— k 7 — 7 X R4 5 (71 _—)

* Microsoft SCVMM T VM % v hU — 7 Z OEEOWHER (71 ~2—2)

Cisco ACl TORA Ot AF— 3

RESTAPI Z{#H L = CiscoACI TR AV AT A TF—L a3 DERTE

ATy I
ATFwT2

Z Z Tl&, RESTAPI %1/ L T Cisco ACI for VMware VDS, & 721% Microsoft Hyper-V it/ 2
Ay FTIA 0T AT =V a Y ERET D HECOVTHRALET,

FIE

Cisco APIC Iz 2 /A4 > LET,

Https://apic-ip-address/api/node/mo/.xml.apic-ip-address/api/node/mo/ .xml.
WCRY =% RA N LET,

&1

. Cisco ACI {R28{L A K. 1) 1) —R 5.2(x)
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Cisco ACI %14 L 1= EPG s stoEm [}

ZOFITIEH, TRTOREMEE EPG —EFRE 1 & —HT HRET, vml &)@ VM4 &
[CentOS| B LV (Linux)] OEEELARL—T 4 7 VAT AR %R uSeg EPG % %
E_E’L/\iﬁqo

<fvAEPg name="Security" isAttrBasedEPg="yes" pcEnfPref="unenforced" status="">
<fvRsBd tnFvBDName="BD1" />
<fvRsDomAtt tDn="uni/vmmp-VMware/dom-mininet”/>
<fvCrtrn name="default" match=%“all” prec="1">
<fvVmAttr name="foo" type="vm-name" operator="contains" value="vm"/>
<fvSCrtrn name="sub-def" match=“any”>
<fvVmAttr name="fool" type="guest-os" operator="contains"
value="Cent0OsS"/>
<fvVmAttr name="foo2" type="guest-os" operator="contains"
value="Linux"/>

</fvSCrtrn>
</fvCrtrn>
</ fvAEPg>
i -
ZOBEITIE, TFYV = a r EPGORA 7 aw S AT — a VINEIZ o T E T,
<polUni>

<fvTenant dn="uni/tn-User-T1" name="User-T1">
<fvAp dn="uni/tn-User-Tl/ap-Application-EPG" name="Application-EPG">
<fvAEPg dn="uni/tn-User-T1l/ap-Application-EPG/applicationEPG”
name="applicationEPG” pcEnfPref="enforced” >
<fvRsBd tnFvBDName="BD1" />
<fvRsDomAtt tDn="uni/vmmp-VMware/dom-cli-vmml" classPref=“useg”/>
</fvAEPg>
</ fvAp>
</fvTenant>
</polUni>

EREOFITIE, XFF <fvRsDomAtt tDn="uni/vmmp-VMware/dom-cli-vmml"
classPref="useg” /> |X VMware VDS (ZDAFHH# L, Microsoft Hyper-V {RAEA A » FIZiE
B L E£H A,

Cisco ACl 23, L - EPG N9 Bt & FH

REST APl %z {8 L 7= VMware VDS % 7= (& Microsoft Hyper-V /\—F ¥ JL
AA v FDEPGCHDHBEDERTE

FIE

ATFYT1 XMLAPIZHH L CT 77U 7r—3a BT 5100E, (RO HTTPPOST X v E—U % %E L

SE w9“0
&1

POST https://apic-ip-address/api/mo/uni/tn-ExampleCorp.xml

Cisco ACI X184 K. 1) 1)—R 52(x) .
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B ciscoucsm & %% L 7= Cisco ACH

AT w72 VMware VDS ¥ 72 1% Microsoft Hyper-V (AR A A v F7 7 m A X v b DOHEIL, POST A vi—
VORI O XML #EEOWT I nEEd ET,
Bl -
wOHNL, VMware VDS D4 T,

<fvTenant name="Tenant VMM" >
<fvAp name="Web">
<fvAEPg name="IntraEPGDeny" pcEnfPref="enforced">

<!-- pcEnfPref="enforced" ENABLES ISOLATION-->
<fvRsBd tnFvBDName="bd" />
<!-- STATIC ENCAP ASSOCIATION TO VMM DOMAIN-->

<fvRsDomAtt encap="v1lan-2001" instrImedcy="lazy" primaryEncap="vlan-2002"
resImedcy="immediate" tDn="uni/vmmp-VMware/dom-DVS1”>
</fvAEPg>
</fvAp>
</fvTenant>

il
W OB, Microsoft Hyper-V DRARA A~ F DEE T,

<fvTenant name="Tenant VMM" >
<fvAp name="Web">
<fvAEPg name="IntraEPGDeny" pcEnfPref="enforced">

<!-- pcEnfPref="enforced" ENABLES ISOLATION-->
<fvRsBd tnFvBDName="bd" />
<!-- STATIC ENCAP ASSOCIATION TO VMM DOMAIN-->

<fvRsDomAtt tDn="uni/vmmp-Microsoft/dom-domainl”>
<fvRsDomAtt encap="vlan-2004" instrImedcy="lazy" primaryEncap="vlan-2003"
resImedcy="immediate" tDn="uni/vmmp-Microsoft/dom-domain2”>
</fvAEPg>
</fvAp>
</fvTenant>

Cisco UCSM #i & & ¥5&; L 1= Cisco ACI

REST APl Z{&£fH L 7= Cisco UCSM D ¥ &

REST API Z1{#§ L T, Cisco UCS Manager (UCSM) % Cisco Application Centric Infrastructure
(ACD 777V v Z7ITETEET,

1R BHHIIZ
RKHTA FDEZ 2 a v CiscoUCSM HA DRIiHRSGRM (104 =X—) 1I2H D RiHRGE2mTz LT
WAVERH D £77,

. Cisco ACI {R28{L A K. 1) 1) —R 5.2(x)
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Cisco ACI with Microsoft SCVMM  [J|]

FIE

Ma 7 N—=TLME I N—TOMEGEER L, V—-7EAEFFEN7Teeya =7 R
Uz EIRL £,

T7 4N NOBRITAED I =Y R —%RIR L7284, Cisco Application Policy
Infrastructure Controller (APIC) %, AT A~ v ~%—Y ¥ — (VMM) RAA V%
L ET, WIT, CiscoAPICIZ LD ZD A A AZBEEM T B TWDH TR TDOVLAN & 4 —
7> R® Cisco UCSMIZ 7 v = LET,

J—D@ARY > —ZFIRT 5854, CiscoAPIC TIZT v 7 Ei#/ — RIZEBI L T\ 5 VLAN
DIZFiH L. Cisco APIC TITEBRA L T2 W VLAN 2§44 5 Z & T4 720 VLAN 78 Cisco
UCSM I 7 v ¥ a2 ENFET,

GE) WOFNTIE, B CTUEICRDFREMEDH DT v 7V 7 R— b F¥ RNVERE
FTHEREENTOES, LExFE LA F¥2T 4 AVaA L F Xy FU—JT
I, TOMEEATILERDH Y 5,

1 -

<extdevGroupP name="GROUP">
<extdevMgrP deviceAddress="172.23.138.144:11000" inventoryTrigSt="untriggered"
isAppManaged="yes" name="UCSM 00" srcDevType="uni/infra/devCont/devt-Cisco-UCSM"
usr="username" pwd="password">
<extdevUplinkProf apicControlled="yes" externalld="fabric/lan/B/pc-1"
name="FI-B"/>
<extdevUplinkProf apicControlled="yes" externalld="fabric/lan/A/pc-1"
name="FI-A"/>
<extdevSwMgrPolCont>
<extdevSwMgrFlags encapDeployMode="preprovision"
nicProfCfgPreserveMode="preserve" />
</extdevSwMgrPolCont>
<extdevAssociatedAppsCont>
<extdevRsFromDevMgrToApp isDefaultConn="yes"
tDn="pluginContr/plugin-Cisco ExternalSwitch"/>
</extdevAssociatedAppsCont>
</extdevMgrP>
<aaaDomainRef name="MySecDomain"/>
</extdevGroupP>

Cisco ACI with Microsoft SCVMM

RESTAPI Z{HFHL1=SCVMM KA A4 > 7O 74 JLDYERKL

Z ZTlE. RESTAPI ZfEl L TSCVMM RAA > 7F'm 7 7 A VRl 5 ik a @il L%
EE

Cisco ACI X184 K. 1) 1)—R 52(x) .
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ATy

ATy T2

ATvT3

ATvT4

RESTAPI % 29 DEfT |

FIE

VMM R A A 44 % X O System Center Virtual Machine Manager (SCVMM) => b —7 %

L%,
1 -

https://<apic-ip>/api/node/mo/ .xml

<polUni>

<vmmProvP vendor="Microsoft">

<!-- VMM Domain -->

<vmmDomP name="productionDC">

<!-- Association to VLAN Namespace -->

<infraRsVlanNs tDn="uni/infra/vlanns-VlanRange-dynamic"/>
<!-- SCVMM IP address information

<vmmCtrlrP name="SCVMM1" hostOrIp="172.21.120.21" rootContName="rootCont0l"> -->
</vmmCtrlrP>

</vmmDomP>

</vmmProvP>

VLAN R— L ARX—Z2ADEAHOERH T T 47T 4 a7 7 A VEERLET,
51

https://<apic-ip>/api/policymgr/mo/uni.xml

<infraInfra>

<infraAttEntityP name="profilel">

<infraRsDomP tDn="uni/vmmp-Microsoft/dom-productionDC" />
</infraAttEntityP>

</infralInfra>

AV E—T2A AR — T A—TBIOEBLZ ZERERLET,
B -

https://<apic-ip>/api/policymgr/mo/uni.xml

<infralInfra>
<infraAccPortP name="swprofilelifselector">
<infraHPortS name="selectorl" type="range">
<infraPortBlk name="blk"
fromCard="1" toCard="1" fromPort="1" toPort="3">
</infraPortBlk>
<infraRsAccBaseGrp tDn="uni/infra/funcprof/accportgrp-groupl" />
</infraHPortS>
</infraAccPortP>

<infraFuncP>
<infraAccPortGrp name="groupl">
<infraRsAttEntP tDn="uni/infra/attentp-profilel"” />
</infraAccPortGrp>
</infraFuncP>
</infralnfra>

A v F Tu T A NVEERLET,
1 -

https://<apic-ip>/api/policymgr/mo/uni.xml <infralInfra>
<infraNodeP name="swprofilel"> <infralLeaf$S
name="selectorswprofilell718" type="range"> <infraNodeBlk name="singleQO"
from ="101" to ="101"/> <infraNodeBlk name="singlel" from ="102"

. Cisco ACI {R28{L A K. 1) 1) —R 5.2(x)
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&

ATvT6

ATy 17

ResTAPl 2 22 o7 ]

to ="102"/> </infraLeafS> <infraRsAccPortP
tDn="uni/infra/accportprof-swprofilelifselector"/> </infraNodeP>
</infralInfra>

VLAN 7" — V&R ELF T,
5 -

https://<apic-ip>/api/node/mo/ .xml

<polUni>

<infraInfra>

<fvnsVlanInstP name="VlanRange" allocMode="dynamic">
<fvnsEncapBlk name="encap" from="vlan-100" to="vlan-400"/>

</fvnsVlanInstP>

</infralInfra>

</polUni>

RESNT-T_RTCOary bo—F L 2N 60EEIREEEZBRELET,
&1

GET:
https://<apic-ip>/api/node/class/vmmAgtStatus.xml

<imdata totalCount="11">

<vmmAgtStatus HbCount="9285" childAction="" dn="uni/vmmp-Microsoft/dom-productionDC
/ctrlr-SCVMM1 /AgtStatus-172.21.120.21" lastHandshakeTime="2015-02-24T23:02:51.800+00:00"
lcOwn="1local"

modTs="2015-02-24T23:02:53.695+00:00" monPolDn="uni/infra/moninfra-default"

name="172.21.120.21"

operSt="online" remoteErrMsg="" remoteOperIssues="" status="" uid="15374"/>

</imdata>

1 >0z ha—7 O FIZ Hyper-V B3 L £4,
i -

https://<apic-ip>/api/node/class/opflexODev.json?query-target-filter=and (eq(opflexODev.
ctrlrName, 'Scale-Scvmml.inscisco.net'),eq(opflexODev.domName, 'Domainl '), ne (opflexODev.isSecondary, 'true'))

{"totalCount":"8", "subscriptionId":"72057718609018900", "imdata": [{"opflexODev": {"attributes": {"childAction"
", "ctrlrName" : "Scale—Scvimml . inscisco.net", "devId":"167807069", "devOperIssues" :"", "devType" : "hyperv", "dn":"
topology/pod-1/node-191/sys/br-[ethl/43] /odev-167807069", "domName" : "Domainl", "encap" : "unknown", "features": "0
", "hbStatus":"valid-dvs", "hostName" :"Scale-Hv2.inscisco.net", "id":"0", "ip":"0.0.0.0", "ipAddr":"10.0.136.93",
"isSecondary":"false", "1NodeDn":"", "lastHandshakeTime" : "2015-04-15T17:10:25.684-07:00", "lastNumHB" : "19772", "
1cOwn":"local", "mac":"00:00:00:00:00:00", "maxMissHb" : "0", "modTs" : "2015-04-15T17:12:09.485-07:00", "monPolDn" :
"uni/fabric/monfab-default", "name":"", "numHB" : "19772", "operSt": "identified", "pcIfId":"1", "portId":"0", "state
":"connected", "status":"", "transitionStatus":"attached", "uid":"15374", "updateTs":"0", "uuid": """, "version":""}
}}, {"opflexODev": {"attributes": {"childAction":"", "ctrlrName":"Scale-Scviml .inscisco.net", "devId":"167831641"
, "devOperIssues":"", "devType": "hyperv", "dn" : "topology/pod-1/node-191/sys/br-[ethl/43] /odev-167831641", "donlNa
me":"Domainl", "encap" : "unknown", "features":"0", "hbStatus": "valid-dvs", "hostName" : "Scale-Hv6.inscisco.net", "i
d":"o","ip":"0.0.0.0", "ipAddr":"10.0.232.89", "isSecondary":"false", "1NodeDn": """, "lastHandshakeTime" : "2015-04
-15T17:10:26.492-07:00", "lastNurHB" : "15544", "1cOwn" : "local", "mac" :"00:00:00:00:00:00", "maxMissHb" :"0", "modTs
":"2015-04-15T17:12:10.292-07:00", "monPolDn" : "uni/fabric/monfab-default", "name":"", "numHB" : "15544", "operSt":
"identified", "pcIfId":"1", "portId":"0", "state":"connected", "status":"", "transitionStatus": "attached", "uid":"
15374", "updateTs":"0", "uuid":"", "version":""} }}, {"opflexODev": {"attributes": {"childAction":"", "ctrlrName":"S
cale-Scvmml . inscisco.net", "devId":"167831643", "devOperIssues":"", "devType" : "hyperv", "dn": "topology/pod-1/nod
e-191/sys/br-[ethl/43]/odev-167831643", "domName" : "Domainl", "encap" : "unknown", "features" :"0", "hbStatus": "vali
d-dvs", "hostName" : "Scale-Hv3.inscisco.net", "id":"0", "ip":"0.0.0.0", "ipAddr":"10.0.232.91", "isSecondary" : "fal
se", "1NodeDn":"", "lastHandshakeTime":"2015-04-15T17:10:23.268-07:00", "lastNumHB" : "15982", "1cOwn" : "local", "ma
c":"00:00:00:00:00:00", "maxMissHb":"0", "modTs" : "2015-04-15T17:12:07.068-07:00", "monPolDn" : "uni/fabric/monfab
—default", "name" :"", "numHB" : "15982", "operSt" :"identified", "pcIfId":"1", "portId":"0", "state" : "connected", "sta

Cisco ACI X184 K. 1) 1)—R 52(x) .
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ATvT8

ATvT9

RESTAPI % 29 DEfT |

tus":"", "transitionStatus":"attached", "uid":"15374", "updateTs" :"0", "uuid" :"", "version":""} }}, {"opflexCDev" : {
"attributes":{"childAction":"", "ctrlrName":"Scale-Scvmml .inscisco.net", "devId":"167807070", "devOperIssues":"
", "devType": "hyperv", "dn": "topology/pod-1/node-191/sys/br-[ethl/43] /odev-167807070", "domName" : "Domainl", "enc
ap": "unknown", "features":"0", "hbStatus": "valid-dvs", "hostName" : "Scale-Hv8.inscisco.net", "id":"0", "ip":"0.0.0
.0", "ipAddr":"10.0.136.94", "isSecondary" : "false", "1NodeDn" :"", "lastHandshakeTime": "2015-04-15T17:10:26.563-0
7:00", "lastNumHB" :"14219", "1cOwn" : "local", "mac" :"00:00:00:00:00:00", "maxMissHb" : "0", "modTs" : "2015-04-15T17:1
2:10.364-07:00", "monPolDn": "uni/fabric/monfab-default", "name" : "", "nunHB" : "14219", "operSt": "identified", "pcIf
Id":"1", "portId":"0", "state" :"connected", "status":"", "transitionStatus": "attached", "uid":"15374", "updateTs" :
"Oo", "uuid": """, "version":""}}}, {"opflexODev": {"attributes": {"childAction":"", "ctrlrName":"Scale-Scvmml.inscis
co.net", "devId":"167831642", "devOperIssues":"", "devType" : "hyperv", "dn": "topology/pod-1/node-191/sys/br-[ethl
/43]/0dev-167831642", "donName" : "Domainl", "encap" : "unknown", "features":"0", "hbStatus": "valid-dvs", "hostName" :
"Scale-Hv4.inscisco.net","id":"0", "ip":"0.0.0.0", "ipAddr":"10.0.232.90", "isSecondary" :"false", "1NodeDn":"", "
lastHandshakeTime" :"2015-04-15T17:10:24.978-07:00", "lastNumHB" : "13947", "1cOwn" : "local", "mac" :"00:00:00:00:00
200", "maxMissHb" :"0", "modTs" : "2015-04-15T17:12:08.778-07:00", "monPolDn" : "uni/fabric/monfab-default", "name" : "
", "numHB" : "13947", "operSt" :"identified", "pcIfId":"1", "portId":"0", "state" : "connected", "status":"", "transitio
nStatus":"attached", "uid":"15374", "updateTs":"0", "uuid":"", "version":""}}}, {"opflexODev": {"attributes": {"chi
1dAction":"", "ctrlrName":"Scale-Scviml. inscisco.net", "devId":"167807071", "devOperIssues":"", "devType" : "hyper
v", "dn": "topology/pod-1/node-190/sys/br-[ethl/43] /odev-167807071", "domName" : "Domainl", "encap" : "unknown", "fea
tures":"0", "hbStatus":"valid-dvs", "hostName" : "Scale-Hv7.inscisco.net", "id":"0", "ip":"0.0.0.0", "ipAddr":"10.0
.136.95", "isSecondary":"false", "1NodeDn": """, "lastHandshakeTime" : "2015-04-15T17:12:10.057-07:00", "lastNuntB" :
"5708","1cOwn" :"local", "mac" :"00:00:00:00:00:00", "maxMissHb" : "0", "modTs" : "2015-04-15T17:12:09.659-07:00", "mo
nPolDn":"uni/fabric/monfab-default", "name": """, "nunHB" : "5708", "operSt": "identified", "pcIfId":"1", "portId":"0"
, "state":"connected", "status":"", "transitionStatus":"attached", "uid":"15374", "updateTs":"0", "uuid": ", "versi
on":""}1}, {"opflexODev": {"attributes": {"childAction":"", "ctrlrName":"Scale-Scvmml . inscisco.net", "devId":"167
807067", "devOperIssues":"", "devType" : "hyperv", "dn": "topology/pod-1/node-190/sys/br-[ethl/43] /odev-167807067"
, "dorName" : "Domainl", "encap" : "unknown", "features": "0", "hbStatus" : "valid-dvs", "hostName" : "Scale-Hvl.inscisco.
net","id":"0", "ip":"0.0.0.0", "ipAddr":"10.0.136.91", "isSecondary":"false", "1NodeDn":"", "lastHandshakeTime" : "
2015-04-15T17:12:08.637-07:00", "lastNumHB" : "17659", "1cOwn" : "local", "mac":"00:00:00:00:00:00", "maxMissHo" :"0"
, "modTs":"2015-04-15T17:12:08.240-07:00", "monPolDn" : "uni/fabric/monfab-default", "name":"", "numHB" : "17659", "o
perSt":"identified", "pcIfId":"1", "portId":"0", "state":"connected", "status":"", "transitionStatus":"attached",
"uid":"15374", "updateTs" : "0", "uuid": """, "version":""}}}, {"opflexODev": {"attributes": {"childAction":"", "ctrlrN
ame": "Scale-Scvrml . inscisco.net", "devId":"167831644", "devOperIssues": """, "devType" : "hyperv", "dn" : "topology/po
d-1/node-190/sys/br-[ethl/43]/odev-167831644", "domName" : "Domainl", "encap" : "unknown", "features": "0", "hbStatus
":"valid-dvs", "hostName": "Scale-Hv5.inscisco.net", "id":"0", "ip":"0.0.0.0", "ipAddr":"10.0.232.92", "isSecondar
y":"false", "1NodeDn":"", "lastHandshakeTime" :"2015-04-15T17:12:09.093-07:00", "lastNumHB" : "15433", "1cOwn" : "loc
al","mac":"00:00:00:00:00:00", "maxMissHb" :"0", "modTs" :"2015-04-15T17:12:08.695-07:00", "monPolDn": "uni/fabric
/monfab-default", "name" : """, "numHB" : "15433", "operSt": "identified", "pcIfId":"1", "portId":"0", "state" : "connecte
d","status":"", "transitionStatus":"attached", "uid":"15374", "updateTs":"0", "uuid":"", "version":""}}}1}

1 ©® Hyper-V ® FIZ VM #HfG L £,
i

https://<apic-ip>/api/node/mo/topology/pod-1/node-190/sys/br-[ethl/43]/0dev-167807067.
json?query-target=children&target-subtree-class=opflexOVm&subscription=yes

{"totalCount":"1", "subscriptionId":"72057718609018947", "imdata" : [ {"opflexOvm": {"attributes": {"childAction":"
", "ctrlrName": "Scale-Scvmml . inscisco.net", "dn": "topology/pod-1/node-190/sys/br-[ethl/43] /odev-167807067/ovm—
ExtConn 1002 EPGL7 003", "domName":"Domainl", "id":"0", "1cOwn":"local", "modTs" : "2015-04-14T17:36:51.512-07:00"
,"name":"ExtConn 1002 EPG17 003","state":"Powered On","status":"","uid":"15374"}}}]}

120 VM @ FIZ VNIC Z &L £,
B -

https://<apic-ip>/api/node/class/opflexIDEp.json?query-target-filter=eq(opflexIDEp.
containerName, 'ExtConn 1002 EPG17 003'")

{"totalCount":"4", "subscriptionId":"72057718609018983", "imdata": [ {"opflexIDEp": {"attributes": {"brIfId":"ethl
/43", "childAction":"", "compHvDn":"", "compViDn" : """, "containerName" : "ExtConn 1002 EPG17 003", "ctrlrName":"Scal
e-Scvmml . inscisco.net", "dn": "topology/pod-1/node-190/sys/br- [ethl/43] /idep-00:15:5D:D2:14 : 84—encap- [vlan-139
8]", "domName" : "Domainl", "domPDn" : "™, "dpAttr":"0", "encap” : "v1an-1398", "epHostAddr" : "http://10.0.136.91:17000/
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Vleaf/policies/setpolicies", "epPolDownloadHint":"all", "epgID": """, "eppDownloadHint" : "always", "eppdn" : "uni/epp
/fv-[uni/tn-ExtConn 1002/ap-SCVMM/epg-EPG17]", "gtag":"0", "handle":"0", "hypervisorName" : "Scale-Hvl.inscisco.n
et","id":"0", "instType" : "unknown", "ip":"0.0.0.0","1cC":"", "1cOwn" : "local", "mac":"00:15:5D:D2:14:84", "mcastAd
dr":"0.0.0.0", "modTs":"2015-04-14T17:36:50.838-07:00", "monPolDn" : "uni/fabric/monfab-default", "name" : "00155DD
21484", "pocIfId":"1", "portId":"0", "scopeId":"0", "state" :"up", "status":"", "transitionStatus" : "attached", "uuid"
", "vendorId":"Microsoft", "vmAttr" : "vm—name", "vmAttrDn" : """, "vmAttrOp" : "equals", "vmAttrOverride" :"0", "vimSrc
":"msft"}}}, {"opflexIDEP": {"attributes": {"brIfId":"ethl/43", "childAction":"", "compHvDn":"", "compvitDn" : """, "co
ntainerName":"ExtConn 1002 EPG17 003", "ctrlrName":"Scale-Scvmml.inscisco.net", "dn":"topology/pod-1/node-190/
sys/br-[ethl/43]/idep-00:15:5D:D2:14:85-encap- [vlan-1438]", "donName" : "Domainl", "domPDn" : "", "dpAttr":"0", "enc
ap":"vlan-1438", "epHostAddr": "http://10.0.136.91:17000/V1eaf/policies/setpolicies", "epPolDownloadHint": "all"
, "epgID":"", "eppDownloadHint" : "always", "eppdn" : "uni/epp/fv-[uni/tn-ExtConn 1002/ap-SCVMM-Domainl/epg-EPGL]",
"gtag":"0", "handle":"0", "hypervisorName" : "Scale-Hvl.inscisco.net", "id":"0", "instType" : "unknown", "ip":"0.0.0.
0", "1lcC":"", "1cown": "local", "mac" :"00:15:5D:D2:14:85", "mcastAddr":"0.0.0.0", "modTs" : "2015-04-14T17:36:51.025
-07:00", "monPolDbn": "uni/fabric/monfab-default", "name" : "00155DD21485", "pcIfId" :"1", "portId" :"0", "scopeId": "0"

,"state":"up", "status":"", "transitionStatus":"attached", "uuid":"", "vendorId": "Microsoft", "vmAttr" : "vm-name",
"vmAttrDn":"", "vmAttrOp" : "equals", "vmAttrOverride" :"0", "vimSrc" : "msft"} } }, {"opflexIDEP" : {"attributes": {"brIf
Id":"ethl/43", "childAction":"", "compHvDn":"", "compVmDn": ", "containerName" : "ExtConn 1002 EPG17 003", "ctrlrNa

me":"Scale-Scviml . inscisco.net", "dn": "topology/pod-1/node-191/sys/br-[ethl/43] /idep-00:15:5D:D2: 14 : 84-encap—
[vlan-1398]", "dorName" : "Domainl", "domPDn" : """, "dpAttr" : "0", "encap" : "vlan-1398", "epHostAddr" : "http://10.0.136.
91:17000/V1eaf/policies/setpolicies", "epPolDownloadHint":"all", "epgID":"", "eppDownloadHint" : "always", "eppdn"
:"uni/epp/fv-[uni/tn-ExtConn 1002/ap-SCVMM/epg-EPG17]", "gtag":"0", "handle":"0", "hypervisorName":"Scale-Hvl.1i
nscisco.net","id":"0", "instType" : "unknown", "ip":"0.0.0.0", "1cC":"", "1cOwn" : "1local", "mac" :"00:15:5D:D2:14:84"
, "mcastAddr":"0.0.0.0", "modTs" :"2015-04-14T17:36:50.731-07:00", "monPolDn" : "uni/fabric/monfab-default", "name"
:"'001550D21484", "pcIfId":"1", "portId":"0", "scopeId":"0", "state" : "up", "status":"", "transitionStatus" : "attache
da", "uuid":"", "vendorId": "Microsoft", "vmAttr" : "vm—name", "vmAttrDn" : """, "vmAttrOp" : "equals", "vmAttrOverride": "0
", "ummSre" s "msft"} }}, {"opflexIDEp": {"attributes": {"brIfId":"ethl/43", "childAction":"", "compHvDn":"", "compVitD
n":"", "containerName": "ExtConn 1002 EPG17 003", "ctrlrName":"Scale-Scvmml.inscisco.net", "dn":"topology/pod-1/
node-191/sys/br-[ethl/43] /idep-00:15:5D:D2:14: 85-encap- [vlan-1438]", "domName" : "Domainl", "domPDn" : """, "dpAttr"
:"0", "encap": "vlan-1438", "epHostAddr" : "http://10.0.136.91:17000/V1eaf/policies/setpolicies", "epPolDownloadHi
nt":"all", "epgID":"", "eppDownloadHint" : "always", "eppdn" : "uni/epp/fv- [uni/tn-ExtConn 1002/ap-SCVMM-Domainl/ep
g-EPG1]", "gtag":"0", "handle":"0", "hypervisorName" : "Scale-Hvl.inscisco.net", "id":"0", "instType" : "unknown", "ip
":"0.0.0.0","1cC":"", "1cOwn" : "1local", "mac" :"00:15:5D:D2:14:85", "mcastAddr":"0.0.0.0", "modTs" : "2015-04-14T17:
36:50.932-07:00", "monPolDn": "uni/fabric/monfab-default", "name" : "00155DD21485", "pcIfId": "1", "portId":"0", "sco
peId":"0", "state":"up", "status":"", "transitionStatus":"attached", "uuid":"", "vendorId": "Microsoft", "vmAttr":"
vm-name", "vmAttrDn":"", "vmAttrOp":"equals", "vmAttrOverride":"0", "vmmSrc" :"msft"}}}1}
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PS C:\Program Files (x86)\ApicVMMService> $pfxpassword = ConvertTo-SecureString
"MyPassword"

-AsPlainText -Force

PS C:\Program Files (x86)\ApicVMMService> Read-ApicOpflexCert -PfxFile
"C:\Program Files (x86)\ApicVMMService\OpflexAgent.pfx" -PfxPassword $pfxpassword

MIIDojCCAOqgAWIBAGIQHZ+F21uuOpFKKOp3xWREJANBgkghkiGOwOBAQOFADBEMRWWGGYJKOZI
hvcNAQKBFg1OMEBkb21haW4uY29tMQ4wDAYDVQOKDAVNeU 9y ZzELMAKGATUECAWCQOEXDDAKBGNY
BAYTA1VTQTEUMBIGA1UEAwWwWLT 3BmbGV4QWd1lbnQwHhcNMTUWMTAXMDAWMDAWWh cNMj AwWMTAXMDAW
MDAWWJBEfMRwwGgY JKoZ IhveNAQkBFg10MEBkD21haW4uY2 9tMQ4wDAYDVQQKDAVNeU 9y ZzELMAKG
AlUECAWCQOExXDDAKBGNVBAYTA1VTQTEUMBIGALUEAWWLT3BmbGV4QWd1bnQwggEiMAOGCSGGSIb3
DQEBAQUAA4 IBDwAWggEKAOIBAQCzQS3rvrIdxiHfeAUqtX68Cd3 IL1+nDtgBHBLZDkORBVLOKUGYV
9CYjCAMWW24FJo0PMt4XblvFJIDbZUEJWGEY1ImDxgHIAhKIujGsyDoSZdXaKUUv3ig0bzcswEGyx

Cisco ACI X184 K. 1) 1)—R 52(x) .
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khGpAJB8BCnODhD3B7Tj00D8G18asdlu24x0y/8MtMDuan/2b320Rmnl1uizhSX3cwjnPI2JQVIif
n68L12yMcplkJvi6H7TRxVOiES33uz00gjxcPbFhsuoFF1eMT1INg41sTzMTM+xcE6z72zgAYN6WEQ
T1pTCLCC+0u/gqlyghYuOLBnARCYwDbe2x0a8ClVcL3XYQlEF1pl+HFfd//plro+bAgMBAAGIWIBY
MBIGA1UdEWEB/wQIMAYBAf8CAQAWEWYDVRO1BAwWWCGYIKwYBBQUHAWEWHQYDVROOBBYEFGUzLCGS
4DEcP+bPiFbiDjMDQ3tMMA4GAIUdDWEB/WQEAWIBBIANBgkghkiGO9wOBAQOFAAOCAQEANCS5kKVN4
062tIYalS2HSyiwjaMg7bXoqIH/ICPRQEXUlXE6+VnLnYgpo3TitLmU4G99uz+aS8dySNWaEYghk
83gLpul39HH6yWxdPiZ1cCQ17J5B5vRu3Xjnc/2/ZPqlQDEElobrAOdTko4uAHG41FBHLWAZA/£72
5fciyb/pjNPhPgpCPO0r7svE1Q/bjAP1IWK8PhCfd7k2rIx5jHr+YX8SCoM2jKyzaQx1BAdufspx3U
TAWHOaF7ExdWy/hW6CduO9INJTE£+98XNQeOcNH/20SKYC19gEK6FesdOBEFVC)1RYRIENgiY4q7xpyB
tgDkBm80V0Js1lU2xXn+G0yCWGO3VRQ==

PS C:\Program Files (x86)\ApicVMMService>

. Cisco ACI {R28{L A K. 1) 1) —R 5.2(x)
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