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<!-- api/node/mo/uni/.xml -->

<infralInfra>

<gosDppPol name="infradpp5" burst="2000" rate="2000" be="400" sharingMode="shared"/>
<!--

List of nodes. Contains leaf selectors. Each leaf selector contains list of node blocks
-—>

<infraNodeP name="leafl">
<infraLeafS name="leafl" type="range">
<infraNodeBlk name="leafl" from ="101" to_ ="101"/>
</infralLeafS>
<infraRsAccPortP tDn="uni/infra/accportprof-portselectorl"/>
</infraNodeP>
<l--
PortP contains port selectors. Each port selector contains list of ports. It
also has association to port group policies
-—>
<infraAccPortP name="portselectorl">
<infraHPortS name="pselc" type="range">
<infraPortBlk name="blk" fromCard="1" toCard="1" fromPort="48" toPort="49"></infraPortBlk>
<infraRsAccBaseGrp tDn="uni/infra/funcprof/accportgrp-portSet2"/>
</infraHPortS>
</infraAccPortP>
<!-- FuncP contains access bundle group policies -->
<infraFuncP>
<infraAccPortGrp name="portSet2">
<infraRsQosIngressDppIfPol tnQosDppPolName="infradpp5"/>
</infraAccPortGrp>

</infraFuncP>

</infralInfra>

V=T 2L v FPOREINDIVAY2 T T4 v 7R V7T 5ITE, ROFIEE ET
LET,

<!-- api/node/mo/uni/.xml -->

<infralInfra>

<gosDppPol name="infradpp2" burst="4000" rate="4000"/>

<!--

List of nodes. Contains leaf selectors. Each leaf selector contains list of node blocks
-—>
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<infraNodeP name="leafl">
<infraLeafS name="leafl" type="range">
<infraNodeBlk name="leafl" from ="101" to ="101"/>
</infralLeafS>
<infraRsAccPortP tDn="uni/infra/accportprof-portselector2"/>
</infraNodeP>
<l=-
PortP contains port selectors. Each port selector contains list of ports. It
also has association to port group policies
-—>
<infraAccPortP name="portselector2">
<infraHPortS name="pselc" type="range">
<infraPortBlk name="blk" fromCard="1" toCard="1" fromPort="37" toPort="38"></infraPortBlk>
<infraRsAccBaseGrp tDn="uni/infra/funcprof/accportgrp-portSet2"/>
</infraHPortS>
</infraAccPortP>
<!-- FuncP contains access bundle group policies -->
<infraFuncP>
<infraAccPortGrp name="portSet2">
<infraRsQosEgressDppIfPol tnQosDppPolName="infradpp2"/>
</infraAccPortGrp>
</infraFuncP>
</infralInfra>

V=T AL v FIERTDVAYI T 74 v 7 2R 7T 51203 ROFIEZETLE
TO

<!-- api/node/mo/uni/.xml -->

<fvTenant name="dppTenant">

<gosDppPol name="gmeo" burst="2000" rate="2000"/>

<13extOut name="Outside">

<13extInstP name="extroute"/>

<13extLNodeP name="borderLeaf">

<13extRsNodeL30utAtt tDn="topology/pod-1/node-101" rtrId="10.0.0.1">
<ipRouteP ip="0.0.0.0">

<ipNexthopP nhAddr="192.168.62.2"/>

</ipRouteP>

</13extRsNodeL30OutAtt>

<13extLIfP name="portProfile">

<13extRsPathL30utAtt addr="192.168.40.1/30" ifInstT="13-port"
tDn="topology/pod-1/paths-101/pathep-[ethl/40]"/>
<13extRsPathL30utAtt addr="192.168.41.1/30" ifInstT="13-port"
tDn="topology/pod-1/paths-101/pathep-[ethl/41]1"/>
<1l3extRsIngressQosDppPol tnQosDppPolName="gmeo"/>
</13extLIfP>

</13extLNodeP>

</13extOut>

</fvTenant>

V=T 2 v FPORIEESNDVA VI T T4 v 7 &R Y 74513, ROFIEEZFAT
Li‘g—o

<!-- api/node/mo/uni/.xml -->

<fvTenant name="dppTenant">

<gosDppPol name="gmeo" burst="2000" rate="2000"/>
<l3extOut name="Outside">

<13extInstP name="extroute"/>

<l3extLNodeP name="borderLeaf">
<13extRsNodeL30utAtt tDn="topology/pod-1/node-101" rtrId="10.0.0.1">
<ipRouteP ip="0.0.0.0">

<ipNexthopP nhAddr="192.168.62.2"/>

</ipRouteP>

</13extRsNodeL30OutAtt>

<13extLIfP name="portProfile">

—2 L= Ry vy
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<13extRsPathL30utAtt addr="192.168.40.1/30" ifInstT="13-port"
tDn="topology/pod-1/paths-101/pathep-[ethl/40]"/>
<13extRsPathL30utAtt addr="192.168.41.1/30" ifInstT="13-port"
tDn="topology/pod-1/paths-101/pathep-[ethl/41]"/>
<13extRsEgressQosDppPol tnQosDppPolName="gmeo"/>

</13extLIfP>
</13extLNodeP>
</13extOut>
</fvTenant>

NX-0S RAAIICUZEFEALI=T—2 JL—2 KRy
JDERTE

ATYT1 1 ODOEPG #I5ETHE I LAV 2AR—F2RELE T,

1 :

apicl# conf t

apicl (config) # vlan-domain test

apicl (config-vlan)# wvlan 1000-2000

apicl (config-vlan) # exit

apicl (config)# leaf 101

apicl (config-leaf) # interface ethernet 1/10
apicl (config-leaf-if)# vlan-domain member test
apicl (config-leaf-if)# exit

apicl (config-leaf) # exit

apicl (config) # tenant testl

apicl (config-tenant) # vrf context vl

apicl (config-tenant-vrf) # exit

apicl (config-tenant) # bridge-domain bdl

apicl (config-tenant-bd) # exit

apicl (config-tenant)# application apl

apicl (config-tenant-app) # epg el

apicl (config-tenant-app-epg) # bridge-domain member bdl
apicl (config-tenant-app-epg) # exit

apicl (config-tenant-app) # exit

apicl (config-tenant) # exit

apicl (config)# leaf 101

apicl (config-leaf)# interface ethernet 1/10

apicl (config-leaf-if)# switchport trunk allowed vlan 1001 tenant testl application apl epg el
apicl (config-leaf-if)# switchport trunk allowed vlan 1501 tenant testl application apl epg el
# Now the port leaf 101 ethernet 1/10 carries two vlan mapped both to the same Tenant/Application/EPG

(
(
(
(
(
(
(
(
(
(
(
apicl (config-tenant-bd) # vrf member vl
(
(
(
(
(
(
(
(
(
(
(

apicl (config-leaf-if)# exit
apicl (config-leaf) # exit

Q) AU H—Tx2AREAT IR o— <o T EBERLET,
&1

apicl (config) # policy-map type data-plane gosTest
apicl (config-pmap-dpp) # set burst 2400 mega
apicl (config-pmap-dpp) # set cir 70 mega

apicl (config-pmap-dpp) # set sharing-mode shared
apicl (config-pmap-dpp) # exit
apicl (config)# leaf 101
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apicl (config-leaf)# interface ethernet 1/10

apicl (config-leaf-if)# service-policy type data-plane input gosTest
apicl (config-leaf-if) # exit

apicl (config-leaf) # exit

apicl (config) # policy-map type data-plane gosTest2

apicl (config-pmap-dpp) # set cir 78 mega

apicl (config-pmap-dpp) # exit

apicl (config)# leaf 101

apicl (config-leaf)# interface ethernet 1/10

apicl (config-leaf-if)# service-policy type data-plane output qosTest2
apicl (config-leaf-if) # end

RESNT-RY —Z2af b LET,
51

apicl# show policy-map type data-plane infra
Type data-plane policy-maps

Global Policy

policy-map type data-plane default
set burst unspecified
set conform-cos-transmit unspecified
set conform-dscp-transmit unspecified
set conform transmit
set excessive-burst unspecified
set exceed-cos-transmit unspecified
set exceed-dscp-transmit unspecified
set exceed drop
set mode byte
set pir O
set cir 78 mega
set type 1R2C
set violate-cos-transmit unspecified
set violate-dscp-transmit unspecified
set violate drop

Global Policy

policy-map type data-plane gosTest
set burst 2400 mega
set cir 78 mega
set conform-cos-transmit unspecified
set conform-dscp-transmit unspecified
set conform transmit
set excessive-burst unspecified
set exceed-cos-transmit unspecified
set exceed-dscp-transmit unspecified
set exceed drop
set mode byte
set pir O
set type 1R2C
set violate-cos-transmit unspecified
set violate-dscp-transmit unspecified
set violate drop

Global Policy

policy-map type data-plane gosTest2
set burst unspecified
set conform-cos-transmit unspecified
set conform-dscp-transmit unspecified
set conform transmit
set excessive-burst unspecified
set exceed-cos-transmit unspecified
set exceed-dscp-transmit unspecified
set exceed drop
set mode byte
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set pir O

set cir 78 mega

set type 1R2C

set violate-cos-transmit unspecified
set violate-dscp-transmit unspecified
set violate drop

c) show running-config.

&1

apicl# show runn policy-map
# Command: show running-config policy-map
# Time: Fri Jan 29 19:26:18 2016
policy-map type data-plane default
exit
policy-map type data-plane gosTest
set burst 2400 mega
set cir 78 mega
no shutdown
exit
policy-map type data-plane gosTest2
set cir 78 mega
no shutdown
exit
apicl# show runn leaf 101
# Command: show running-config leaf 101
# Time: Fri Jan 29 19:26:29 2016
leaf 101
interface ethernet 1/10
vlan-domain member test
switchport trunk allowed vlan 1501 tenant testl application apl epg el
service-policy type data-plane input gosTest
service-policy type data-plane output gosTest2
exit
exit

ATV T2 LAYIR— " ARETHEMA LET,
51

apicl# conf t

apicl (config) # vlan-domain 1l3ports

apicl (config-vlan)# wvlan 3000-3001

apicl (config-vlan) # exit

apicl (config) # tenant 13testl

apicl (config-tenant)# vrf context vl

apicl (config-tenant-vrf)# exit

apicl (config-tenant) # exit

apicl (config)# leaf 102

apicl (config-leaf)# vrf context tenant 13testl vrf vl
apicl (config-leaf-vrf) # exit

# Configure a physical Layer 3 port

apicl (config-leaf) # interface ethernet 1/20

apicl (config-leaf-if)# no switchport

apicl (config-leaf-if)# vlan-domain member 1l3ports
apicl (config-leaf-if)# vrf member tenant 1l3testl vrf vl
apicl (config-leaf-if)# ip address 56.1.1.1/24

apicl (config-leaf-if)# ipvé address 2000::1/64 preferred
apicl (config-leaf-if)# exit

# Configure base interface for L3 subinterfaces

apicl (config-leaf) # interface ethernet 1/21

apicl (config-leaf-if)# vlan-domain member 1l3ports
apicl (config-leaf-if)# no switchport
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apicl (config-leaf-if)# exit

# Configure a Layer 3 subinterface

apicl (config-leaf)# interface ethernet 1/21.3001

apicl (config-leaf-if)# vrf member tenant 1l3testl vrf vl
apicl (config-leaf-if)# ip address 60.1.1.1/24

apicl (config-leaf-if)# ipvé address 2001::1/64 preferred
apicl (config-leaf-if) # exit

# Configure a Switched Vlan Interface

apicl (config-leaf) # interface vlan 3000

apicl (config-leaf-if)# vrf member tenant 1l3testl vrf vl
apicl (config-leaf-if)# ip address 70.1.1.1/24

apicl (config-leaf-if) # exit

(
(
apicl (config-leaf-if)# ipvé address 3000::1/64 preferred
(
(

apicl (config-leaf) # exit

a)

b)

LAY 3DOBEHOEDICT o FORYy—%FZELET,
B -

apicl (config)# tenant 13testl

apicl (config-tenant) # policy-map type data-plane iPol
apicl (config-tenant-pmap-dpp) # set cir 56 mega

apicl (config-tenant-pmap-dpp) # set burst 2000 kilo
apicl (config-tenant-pmap-dpp) # exit

apicl (config-tenant)# policy-map type data-plane ePol
apicl (config-tenant-pmap-dpp) # set burst 2000 kilo
apicl (config-tenant-pmap-dpp) # set cir 56 mega

apicl (config-tenant-pmap-dpp) # exit

apicl (config-tenant) # exit

LAY3IA v E—T oA AR —ZEHATS
% -

apicl (config)# leaf 102

apicl (config-leaf) # interface ethernet 1/20

apicl (config-leaf-if)# service-policy type data-plane input iPol
apicl (config-leaf-if) # service-policy type data-plane output ePol
apicl (config-leaf-if)# exit

apicl (config-leaf) # interface ethernet 1/21.3001

apicl (config-leaf-if)# service-policy type data-plane input iPol
apicl (config-leaf-if)# service-policy type data-plane output ePol
apicl (config-leaf-if)# exit

apicl (config-leaf)# interface vlan 3000

apicl (config-leaf-if)# service-policy type data-plane input iPol
apicl (config-leaf-if)# service-policy type data-plane output ePol
apicl (config-leaf-if) # end

LAY3A v =T ATHERAEINAIR ) p—Da~vr REERLET,
B -

apicl# show tenant 1l3testl policy-map type data-plane
Type data-plane policy-maps

Policy in Tenant: 13testl

policy-map type data-plane ePol
set burst 2000 kilo
set conform-cos-transmit unspecified
set conform-dscp-transmit unspecified
set conform transmit
set excessive-burst unspecified
set exceed-cos-transmit unspecified
set exceed-dscp-transmit unspecified




d)

set
set
set
set
set
set
set
set
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exceed drop

mode byte

pir O

cir 56 mega

type 1R2C

violate-cos-transmit unspecified
violate-dscp-transmit unspecified
violate drop

Policy in Tenant: 13testl
policy-map type data-plane iPol

set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

burst 2000 kilo

burst unspecified
conform-cos-transmit unspecified
conform-dscp-transmit unspecified
conform transmit

excessive-burst unspecified
exceed-cos-transmit unspecified
exceed-dscp-transmit unspecified
exceed drop

mode byte

pir O

cir 56 mega

type 1R2C

violate-cos-transmit unspecified
violate-dscp-transmit unspecified
violate drop

LAY 3 S5 A Y —@ show running-config T3,

&1

apicl# show runn tenant 13testl
# Command: show running-config tenant 13testl

# Time:

Fri Jan 29 19:48:20 2016

tenant 13testl

vrf

context vl

exit
policy-map type data-plane ePol
set burst 2000 kilo
set cir 56 mega
no shutdown
exit
policy-map type data-plane iPol
set burst 2000 kilo
set cir 56 mega
no shutdown
exit
exit
apicl# show running-config leaf 102
# Command: show running-config leaf 102

# Time: Fri Jan 29 19:48:33 2016
leaf 102
vrf context tenant 13testl vrf vl
exit

interface vlan 3000
vrf member tenant 13testl vrf vl
ip address 70.1.1.1/24
ipvé address 3000::1/64 preferred
bfd ip tenant mode
bfd ipv6 tenant mode
service-policy type data-plane input iPol
service-policy type data-plane output ePol
exit
interface ethernet 1/20
vlan-domain member l3ports
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no switchport

vrf member tenant 13testl vrf vl

ip address 56.1.1.1/24

ipvé address 2000::1/64 preferred

bfd ip tenant mode

bfd ipvé tenant mode

service-policy type data-plane input iPol
service-policy type data-plane output ePol
exit

interface ethernet 1/21

in

ex
ex
apicl#

vlan-domain member 13ports

no switchport

bfd ip tenant mode

bfd ipv6 tenant mode

exit

terface ethernet 1/21.3001

vrf member tenant 13testl vrf vl

ip address 60.1.1.1/24

ipvé address 2001::1/64 preferred

bfd ip tenant mode

bfd ipv6 tenant mode

service-policy type data-plane input iPol
service-policy type data-plane output ePol
it

it

IVKRRAV DT IL—TF LRILTHDT—2 TL—2
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F—&" FL—r R (DPP) 1Z. = KRA v b 7 v—7 (EPG) ICHEHATE £,
FI7T7 4w DRI T, EPGREMEN TN TRTOI —7 2 v F EOTXTO
EPG A NI SN ET,

32(1) L VBTO U U —R2TiZ, EPG AL A_A—TL ZMBEORY S —2nH Y £ Lz, 3.2(1) L%
DYV Y —Z2TIL, BEET—4 L —r RV b—ofFE— K735 ¢ (CLIE7/-IZGUIT
BRI TWBEE) IRFLET, £ [ER (dedicated) IR TE SN TWAEHE, IR
DL 3.2() VU —RFT & AR TT, HE— NP [HFEA (shared) [ ITRESNLTWHE
B RLT—47L—r RV =R —Z2HHLTWDLRICATA ADTRTD AL N—
X, V=24 v FONN—FKoT7 RS —%FEHLEI,
72& 2E, EPGITIZRD A "B H Y £,

« J—7101. Ethl/1. vlan-300

e« J—7101. Eth1/2. vlan-301

« J—7 102, Eth1/2. vlan-500

TOWE. BA NI D R R—=E TN LT, RV —IZf>Th T 7 4 v 7 ZHIRL
9, T—H 7L —r R Y —TEE— FR[HEFH (shared) [ITRESHLTWDLEA.
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FRDORICATA ANDTRTDOA L N—F, V=T AL v FTIOORI P —DL%EFHEHL
\iﬁqo

T—=HFTVL—2R)Y—i, £FE— P [EH (dedicated) JIZHRESNTWEEHE, UV —
7101 £V —7 102 T L CTHgE L E 3, WRIZHIZ R LET,

e RUH—A (100Mbps AR VU > >r7) iZ, EPGl (Leafl01el/l vlan-300, el/2vlan-301, 35 %
O —7 102 el/2 vlan-500) (ZiEH S ET,

« U—7101 : EI/1 vlan-300 3 X Q' E1/2 vlan-301 (A > ¥ —7 = A A Z &2 100Mbps) %I
L7 b7 74 v 7 ICHEASNDEPGL LV T T 7 4w 7R 7 LET,

« U—7102 : E1/2vIan-500 (A > X —7 = A AZ LZF 72 100Mbps) 2N L7 T 7 4 v
VWA ENDH EPGL LXNVTRT 7 4w 7R 7 LET,

EPG1 DA #HEH K 300Mbps T,

HEHE— NR[HEEFH (shared) JIZERESNTWEIHAE, A v X —T A ARFLATA A
DA, RURY - —2Z2H LT 100 Mbps 2 EPG [Tl S E4, wIchlZ R L E
T

* EPG1 BXO'EPG2 (2 H S H AR Y H— A (100Mbps AR U > > )

e J—7101 : EPGl L EPG2 D+ T 7 4 v 7 DEHER) U7 LET,

e J—7102:EPGl L EPG2 D N T 7 4 v 7 DEHER) T LET,
A B =T 2 A ARFE L AT A RATHDHYH . EPGL & EPG2 DA FHEA K 200 Mbps T,
PAFIX, EPG LUV TOT—H FL—r R o T OHIE T,

« EPG AR U —#aEIX, B IDIZ-EX, -FX. F2EFNLUBEDOY T 0 v 7 AT D
A v FET LT R—FENET,

AT T 47 KUY TIZEPG LUV R Y — 3 R— &R TWEEA,
« R U ¥— F— K Packet-per-second [TV R — h S THEHA,
e RYH— & A 7 2R3CIFEPG R Y —TIIH¥ AR — SN TWEHA,

« intra-EPG isolation-enforced 2 EPG IZi#EH SN TWAHE, NU b —FVhR—hE&h
Po

o« A —LEIRTIX, /— RZTLIZ128EPG R Y r—NHR— FTXFT,

CLIZERLEIZVFRFRAV M ITIL—T LRILTOT—2 TL—2R
) DEETE

FIEDHE
1. RV —DESR :
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apicl# conf t

apicl (config)# vlan-domain test

apicl (config-vlan)# wvlan 1000-2000
apicl (config-vlan)# exit

apicl (config)# leaf 101

apicl (config-leaf) # interface ethernet 1/10
apicl (config-leaf-if)# vlan-domain member test
apicl (config-leaf-if)# exit

apicl (config-leaf) # exit

apicl (config)# tenant testl

apicl (config-tenant) # vrf context vl
apicl (config-tenant-vrf)# exit

apicl (config-tenant) # bridge-domain bdl
apicl (config-tenant-bd) # vrf member vl
apicl (config-tenant-bd) # exit

apicl (config) # policy-map type data-plane poll

apicl (config-pmap-dpp) # set burst 2400 mega

apicl (config-pmap-dpp) # set cir 78 mega

apicl (config-pmap-dpp) # exit

apicl (config-tenant)# application apl

apicl (config-tenant-app) # epg el

apicl (config-tenant-app-epg) # bridge-domain member dbl

apicl (config-tenant-app-epg) # service-policy type data-plane poll

apicl (config-tenant-app-epg) # exit

apicl (config-tenant-app) # exit

apicl (config-tenant) # exit

apicl (config)# leaf 101

apicl (config-leaf) # interface ethernet 1/10

apicl (config-leaf-if)# switchport trunk allowed vlan 1001 tenant testl application apl epg el
apicl (config-leaf-if)# exit

apicl (config-leaf) # exit

JL—2APICGUI 2 FRALTIVRRAV M TIL—F LR)L
)T MDEETE

[Tenants] ~X-f > C, [Tenant_name] > [Policies] > [Protocol] > [Data Plane Policing] #2 V » 2~ L %£79, [Data
Plane Policing] #4727 U > 2 L. [Create Data Plane Policing Policy] %7 U v 27 LE£7,

a) [Name] 7 4 —/L NIZAHR Y > —D4RTZ AT LET,

b) [Administrative State] 77 4 —/L KC, [enabled]| %7 U v 7 LET,

c) [Policer Mode] D2 % 5 [Bit Policer] ¥ 72 (% [Packet Policer] D &6 SR ¥ 23 IR L £7,

d) [24 7 (Type) 1 BT, [1Rate2Color] DR K v &R L £,

e) [Conform Action] C . [Drop]. [Mark], F 721X [Transmit] ZER L £79,

f) EHLEIL. [Conform] & [Violate] 7 4 —/L K CoS B L NDSCP EZ R ETE £7,
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F—5 TL—2DRest AP EEALETY KA vk F—F LancokyvvsoiEe [l

g) [Burst], [ExcessiveBurst], [Rate] 7 4 —/V RORIZH D Koy XX RKEEZ 7V v 7 LT, IROWT
N EIEIR L £,

«INA MRy b

X0 NA RNy R
c AHNA RN
« XA NA MY b

U

AL O

T—42 TJL—2®DRestAPI ZFRALF-TFRA M FIL—T LR
ILTORY) T DETE

V=T A v FIHEETDHDN T 74 v 7 2HHILET,

<!-- api/node/mo/.xml -->
<polUni>
<fvTenant name="tl">

<gosDppPol name="gmeo" burst="2000" rate="2000"/>

<fvAp name="apl">
<fvAEPg name="epl">

<fvRsDppPol tnQosDppPolName="gmeo"/>

</fvAEPg>

</fvAp>

</fvTenant>
</polUni>

GUUDT U KREKRA M TIL—T LRILTT—R2 TL—2 FRYH—D
HETBERADT IR

EPG L~UL®D DPP 1. EPG AL N L~LD NT 7 4 v 7 T H7-0IfERENnNET, #
OFER., A RIIARN VY —DFEETAHA NI T4 v 7 B Ra v 952 &2 {REFEd 28T
T, FHEESIT. EPG A N LULCEEC A S E T,

ATV T [TFHY R4 T, [Tenant_name] >[7 T 4r— 3 2 EPG] > [EPG A /N> [RA T4 v EPG A Y
N %27V LET,

RTwT2 J—RE&ERLET,

ATY T3 [MREEHROER] 22 ) v 7 LET,
a) [Yr T R R AL A SR L E T,
b) [FIAREE] AR Y Y —J@Mns, REIZHEH L CRMEZRIRL £, kR R2EOBMAZBIRTE £7,

F—aJL—r®yrry I}



F—8 FJL—r Ry |
B cvors kR b T—T LALTTF—5 TL—2 RUS—DHEHER~DT I £ X

c) [Submit] %2 V27 LET,

RDZRY
DPP #istHEHRN 7T 7 4 INFRENFET,
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