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Role: tenant-admin
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Specify
Domain(s)

Assign
Role(s)

Admin creates a new local
user by using the Local user
option from the available
authentication options ...

* Local User

- LDAP

- RADIUS

- TACACS+

Admin creates new security
domain or picks from
existing to associate with the
user ...

« all (system default)

- mgmnt (system default)

« common (system default)

« Solar (a tenant)

« Wind (a tenant)

Admin creates role for user
by selecting privileges such

+ admin

+ aaa

+ access-admin
+ fabric-admin
+ tenant-admin
+ vmm-admin ...

For each privilege, admin
enables a mode ...

* No access

* Read only

* Read write
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X 3: 4 BB — /A THA—FHRENTO+ER

Specify
Domain(s)

Assign
Role(s)

Admin creates a new local

Admin creates new security

Admin creates role for user

user or selects from authen- | domain or picks from by selecting privileges such
tication options ... existing to associate with the || as ...
» Local User user ... + admin
- LDAP = all (system default) * aaa
« RADIUS = mgmnt (system default) + access-admin
- TACACS+ = common (system default) » fabric-admin
= Solar (a tenant) * tenant-admin
* Wind (a tenant) + vmm-admin ...
For each privilege, admin
enables a mode ...
* No access
* Read only
* Read write
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<l== api/requestNewRole/json -—>
<aaaChangeRole>
<attributes userName="apic#tacacs” apicadmin="pwd Ins3965!” role=“newrole"/>
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<I-- api/requestNewRole/json -—>
<aaaChangeRole>
<attributes userName="apic#tacacs” apicadmin="pwd Ins3965!” role=""/>
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v arinb AFRT& £ 9, APIC GUI @ [History] > [Audit Log]l 47> 3 VAT 5 &,
GUILIZRSNTFFEDA TV 27 hDAX h n VR R TEET,

FEAED syslog, callhome, RESTZ =V | BXOCLI- 7 AR — F A B =X AL, aaaModLRMO
L aaasessiontRMO DV LY F—X CHEBICYR—FENET, ZOF—F &7 AR — |k
T5T7 73/ R —iddH Y £HA,

APIC IZI%, —HOF 7V =2 NETIZV AT ALKOT — 2 ODERNZRET D, FHETRES
N7 VixboF¥A, 77 7 D4 7%ﬁ%ﬂi\ aaaModLR 33 & NaaasessiontR D7 LY F —
2 & EHIIC syslog — N2/ AR— T D27 AR — K R v—2@RETEETS, =7
AR— SN T—FEZEMOICT —IA T L, VAT LO—HELIZV AT La T2k h
AB N VAR— NEERT DDA TEET,

HEH—EXELELTONERY FT—UADIL—T v FEHRORE L HETER

=SJLr

=

X B

Cisco Application Policy Infrastructure Controller (APIC) (%, HHFV—bv 2L L THH Ry FTU—
T ~DNV—T v REFRAICHRESINTZR = E, N T PRIy M o MR
SRHEHERAIET D L O ICRETEET, SNy U —21%, Cisco Application Centric
Infrastructure (ACI) PIOFE L30ut =2 KA > b Z/v—7" (BextlnstP EE R AT V= 7
b ELTEENET, EEOT T FOEED EPG 1L, Ml ry NI —7 ~DN—F v K
B DT OIZHME L30ut EPG # A T £9, Mt EmiL, A —ex & LTI
L30uwtEPG Z{F i+ 57 F > FDOKEPGIZOWTINETEX T, A LIOWEPGN R Y 3
=T EINTWA Y =T AL v FiL, iefitHEH 2 H£H5 Td 5 Cisco APIC IZHR1E L £ 7,
TATT TR —iE, 2 b O EHERE EYIC—NICm 7 AR — T 5H L
ICRETEET,

O—AJ)L A—HDETE

WMOBREARA Y7 VT N T, BEET HU Y NPKE S, BEFIL AT AREFFOME—D
=W LR E9, APICIE, EDMNL —AR—=ZADT 7/ A ar va—LV AT AEH
A—HRMLTEY, ZOTAT LTI, RNV RWNVEREDNOZ—FE2ED, 2—F T Hh v
VhESESERe—ALTERT A ENTEET,

GUI ZFEAL-B—AhIL1—H—DEE

1R BHHEIIZ

CACI 7 77U v 7 MFREII, APICa Y ha—IF B8 F T A4 127> TEY, APICY T
AL PEMINTIEFICEEL TWD Z &,

CiscoAPIC J Y —Z5Ix) ¥y T4BEHAF ]
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ATy T

ATy T2

ATvT3

ATy T4

ATy TH

ATvT6
ATy T17

ATvT8

ATvT9

e MENZIE LT, 22— N T 7 AT B EX2UT 4 RALVUNERINLTWAZ L, 2L
ZIE, L= T HT U IR TF o b ~DT 7B RCHIRENDEA, TF bk K
AA ATFNITIE CTH T EanE7,
UUTHEAIATHOZENTEDL APIC 22—V =T WU MEfERATE D Z &,
A=y X2 UT 4 RAAL L TOv—h)La—F T hHhy NOERR, Z2—7 >
N RAAL UM a1l THLIEAS., FrLve—h L a—HFolERICHERT 202740 7
BT ME, allliZT 7 BATEE 777V vV BEOERETHIMERD Y 7,
H—27y b RAALURTF U N ThHGE, FriLuve—h 2—FOERICHERT
LZu0ATHIY NI, B—=F v b T b FAAL AT B efeit sy /&
XIABLT IV AL FFOT U NEHETHAIVLERH Y 97,

A=a— =T, [BE (Admin) ]>[AAA] DIEIZEN L £,
[Navigation] A > C, [Users] 227V v 7 LE7,

EE~A T, [A—AI (Local) | Z T RERINTND Z & a2 LET,

EEA T, [T 23 (Actions) 1227V v 7 LT, [B—A)LI—HF—0D{ER (CreateLocal User) ]
IR L ET,

[1—H—%& (Username) | 7 1 —/L RiZ2—W—%E AT LT,
274 IDIE, ROHA RTA &L TOARERDH D 5,
*APICNT—EThHLHLLERHY £7,
s REIIHEFICT 2 HERH Y £,
1l - R UFEHHTEES,
CHETF, TUF—RAT AT EHEH LTI EEN,

2—=YF=TH T FOEHZIE, 2P EERTEEEAL, 2= FTh T FEHIBRL, FrLna—
VT FefERT 2 0ERH Y £,

[Password] 7 4 —/L RIZ/NAU — Kz AN LET, [#EE/XXT—F (ConfirmPassword) 17 —/V RIZ

R CRXAT—FREADLET,

(A7 av) a—F—40 [ (Desription) 12 AT LET,

[FHOY FDRT—A R (Account Status) |47 a v EHALT, 22— =T h v b aaMbE~

L& T, AT vavid, TIOT 4T E TV T 4T, Ty s TE,

(AFvay) a—F—4izxtL, [ (LatName) ]. [% (FirstName) ]. [EFA—I/IL7 FLX (Email

Address) ]. [BiE&ES (PhoneNumber) 1 Z AL £7,

X2 VT4 RAAL UEBINT DI, [EF2)T1 FAADDEM (AddSecurityDomain) 142 U

7 LET, BREIND[EF2UT 1 FALOEM (Add Security Domain) 17« > KT, IROFEAM

EASILET,

a) [EF21UT 4 FAALUDEIR (Sdect SecurityDomain) 1227 U v 27 L, Ruy 77X U A Kb
X2 UT 4 RAAL U EZERLET,

. CiscoAPIC 1) ') —R51(x) EFx 1) TAREHAF
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ATy 710

ATy

ATvT12

ATy 713

ATy 714

ATvT15

ATv 716

GUI A L1- ssH amx—ioxE ]

b) B—/LZa—H—ZICHEMT DT, [A—/LDER (SdectRole) 1227V v 7 L, Ray7F&y
VUR B — L ERIRLE1,

) Favy7Eour Ut [HEB2A4 T (PrivilegeType) | Z#INL, Fxvr/~—2%27 v L
T, BIR U 7o o — /WICHERR & BT T £ 77,

d) [Bm (Add) 1%7 U v2r LET,

[BESHEARREDAT—4 X (Expiration Set Status) | 47> a v Z AT 5121, [A%) (Enabled) ]

DF =y IRy I AEA N LET,

Frxyv IRy 7 AE@BRT DL, A LA EZANTOUBERDDHINCT F A b Ry 7 ARFRISN
£, TOAREZBEL L, 2—P—RKIIET 7T 4 TR FT,

SRV — FOBEFHFHIHE (PasswordUpdateRequired) 147> a VA F T HI2IE, [HZ) (Enabled) ]
DF v IRy 7 A%EF AT LET,

Frv IRy I AEERT DL, 2—PFIIRHOR T A VIR LItk RAT—REEHTLHZ LN
RO HLIVET,

[OTP) A7 a » ZHNTT 5121, [£%) (Enabled) |ODF = v 7Ry 7 AeA A2 LET,

Frv IRy 7 AEERTLE, 22— D OTP F—& QR 2— RIS ET,

2 —HFOEE, [——4 (User_name) |>[fMl (Details) | 7 A 2> %27 U v 7 LT, =—HFDit
W2 F R LET, BRENZOTPF—%227 VU v/ 35L, QR aI— KRFRENET,

[A—Y—FEBAZREM (User Cert Attributefidd) ] 7 ¢ —/V RIZ, FRAEEHENS O —HF—1D 2 AT
LEd., Zd, fEAERX—AOFRIEDOSLE TT,

[X509 FEFI#E (X509 Certificate) ] 7 4 —/L K¢, [X509 ;EBAE %38/0 (Add X509 Certifcate) ] %7 U v
7 LT, 4l EOTH BN ET,

X509 GEBIEDAERKIZ OV TIE, X509 FEEEFME X —DAR 34 X—) OFEEZRL TILX
AN

[SSH #FE (SSH Authorization) ] 7 4 —/L R C, [SSH FRiEM:EN (Add SSH Authorization) 1 %27 U v
7 L. %ﬁ”knuuﬂi'f"—& %ﬁﬁﬂbiﬁ’

SSH #BFET — % AT 5I12id, m—H/L =3 > TUNIX =2v > KD ssh-keygen Z3FE4T7 L £,
[fR1F (Save) 1227 VU > 7 LET,

GUI £ L 1= SSH AR — BT NBTE

1R BRI

H—Fy hEXFaUTF 4 AL Ta— N Z—F TH T NEERLET, ¥—~ v
b RAAL DN a1l THLHEA. L —hL a—FOERICHER+ 20 740 7Th Y
YMEL allliZT 7R ATE D777 v I BROEBRETHLINERH Y T, ¥—F
N RAAL BT F U R THDIHAE, Lo —I) 2a—FOERIERT e /A0 7

CiscoAPIC J Y —Z5Ix) ¥y T4BEHAF ]
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B vxoszxsqicusgERLEO—NL 1—YORE

ATy T

ATvT2

ATvT3

ATvT4

ATy TH

BT NME, A=y N TFU R RAAL KT AEERFLI [EXIALT 7 & A
EROTF U MNERETHLIVLEND D 77,

« UNIX =2+ R ssh-keygen ZfEfH L TABF—Z24Am L 7,
TN bOu T A RAAL i loca ICRETHLERH Y £,

A= a2—_—"T, [EEE (Admin) |>[21—H— (Users) | Z#ER L, [A—HJL (Local) | ¥ 7 NFR S
NTNWALZ LR LET,

e T, IR LT D4 E 2 U v 7 LET
D P T AR E AT Y 1 v KSR RR SN ET,

[¥# (Details) |7 A a2 Vw7 35E&, HLOEMICZ BLO2——ONERINET,

THMENZAZ v—)L LT SSH BFFEDF M A2 MR L £3,

RE (Edit) 1742220 vr+5e, E. X [a—hi 1—F—0%&E (Edit Local User) |

HAERSNET, HEIZEU T, SSH OFEMAZAE T £,

G¥) VEeE—bualr—va il vrn— RT570DOSSHMES—7 7 A VEERT HITIE, A==—
N—=T, [Z7A4I%E (Firmware) |>[2 XV DA >O—F (Download Tasks) | /& L £,

[R%E (Save) 1227V v/ LET,

NX-0S A2 A J)LCU ZFEARAL-O—hHIL A —HDEKE

FIRDEE

F IR D

ATy T

ATy T2

1. NX-OSCLI T, RIZTT LH9cLTCar7sXalb— gy T— REBEBLEST,
2. FLVZ—VERIRT L IITER L ET,

NX-OSCLI T, RIZTT oL TCar74Xalb— gy F— REBEBLET,
1 -

apicl# configure
apicl (config) #

HLna—Y 2RI T X ITERL £,
&1

apicl (config) # username
WORD User name (Max Size 28)

. CiscoAPIC 1) ') —R51(x) EFx 1) TAREHAF
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admin
cli-user
jigarshah
testl
testUser

RESTAPI A L7=-0—n L 1—v 0%z [

apicl (config) # username test
apicl (config-username) #

account-status
certificate
clear-pwd-history
domain

email

exit

expiration

expires
fabric
first-name
last-name

no

password
phone
pwd-lifetime
pwd-strength-check
show

ssh-key
where

Set The status of the locally-authenticated user account.

Create AAA user certificate in X.509 format.

Clears the password history of a locally-authenticated user

Create the AAA domain to which the user belongs.

Set The email address of the locally-authenticated user.

Exit from current mode

If expires enabled, Set expiration date of locally-authenticated user account.

Enable expiry for locally-authenticated user account
show fabric related information

Set the first name of the locally-authenticated user.
Set The last name of the locally-authenticated user.
Negate a command or set its defaults

Set The system user password.

Set The phone number of the locally-authenticated user.
Set The lifetime of the locally-authenticated user password.
Enforces the strength of the user password

Show running system information

Update ssh key for the user for ssh authentication
show the current mode

apicl (config-username) # exit

RESTAPI #FAL-0—AHJ) 1 —HFDHETFE

FIEDHE

1. o—hLa—YFEERLET,

FIRD

n—H v 2= El L £,

&1

URL: https://apic-ip-address/api/node/mo/uni/userext.xml

POST CONTENT:

<aaaUser name="operations" phone="" pwd="<strong password>" >
<aaaUserDomain childAction="" descr="" name="all" rn="userdomain-all" status="">
<aaaUserRole childAction="" descr="" name="Ops" privType="writePriv"/>
</aaaUserDomain>

</aaaUser>

CiscoAPIC J Y —Z5Ix) ¥y T4BEHAF ]
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X.509 FEEAE & M+ —DAERK

AT9F1 OpenSSL 22~ R&EAS LT, X509 GEHE L B —24m L £9,
51

$ openssl req -new -newkey rsa:1024 -days 36500 -nodes -x509 -keyout userabc.key -out userabc.crt

-subj '/CN=User ABC/O=Cisco Systems/C=US'

GH) * XS09FERAENER SN D & APICO—H 707 7 A VBN E L, B4 OMERICHH S
NET, B —IX, BAEERT DO FAT v Mok TSN ET,

AFFAZEIIIARF—IIE TN TOETN, MESF—IIEETN TWETA, AR —I1T, &
SNT-BLEMERTDHT-OICAPICIZ L > THEH S D FEREHRTT, MEF—2 APICIZ
REINAZLIEFHVERFA, ZOF—ZREBIZ L TEBLERIHY £,

AT w7F2 OpenSSL i L CREAED 7 ¢+ — /L REFRRLET,

i -
S openssl x509 -text -in userabc.crt
Certificate:
Data:

Version: 3 (0x2)
Serial Number:
c4:27:6c:4d:69:7c:d2:b6
Signature Algorithm: shalWithRSAEncryption
Issuer: CN=User ABC, O=Cisco Systems, C=US
Validity
Not Before: Jan 12 16:36:14 2015 GMT
Not After : Dec 19 16:36:14 2114 GMT
Subject: CN=User ABC, O=Cisco Systems, C=US
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (1024 bit)

Modulus (1024 bit):
00:92:35:12:cd:2b:78:ef:9d:ca:0e:11:77:77:3a:
99:d3:25:42:94:b5:3e:8a:32:55:ce:e9:21:2a:ff:
e0:24:22:58:6d:40:98:b1:0d:42:21:db:cd:44:26:
50:77:e5:fa:b6:10:57:dl:ec:95:€9:86:d7:3c:99:
ce:c4:7f:61:1d:3c:9e:ae:d8:88:be:80:a0:4a:90:
d2:22:e9:1b:25:27:cd:7d:£3:a5:8f:cf:16:a8:el:
3a:3f£:68:0b:9c:7c:cb:70:09:c7:3f:e8:db:85:d8:
98:f6:e3:70:4e€:47:2:59:03:49:01:83:8e:50:4a:
5f:bc:35:d2:bl:07:be:ec:el

Exponent: 65537 (0x10001)

X509v3 extensions:
X509v3 Subject Key Identifier:
0B:E4:11:C7:23:46:10:4F:D1:10:4C:C1:58:C2:1E:18:E8:6D:85:34
X509v3 Authority Key Identifier:
keyid:0B:E4:11:C7:23:46:10:4F:D1:10:4C:C1:58:C2:1E:18:E8:6D:85:34

DirName:/CN=User ABC/0O=Cisco Systems/C=US

serial:C4:27:6C:4D:69:7C:D2:B6

X509v3 Basic Constraints:
CA:TRUE
Signature Algorithm: shalWithRSAEncryption
8f:c4:9£:84:06:30:59:0c:d2:8a:09:96:a2:69:3d:cf:ef:79:
9l:ea:cd:ae:80:16:df:16:31:3b:69:89:£7:5a:24:1f:£d:9f:

. CiscoAPIC 1) ') —R51(x) EFx 1) TAREHAF
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dl:d9
84:ff

:b2:02:41:
:e8:ad:55
f4:5€:d2:92:e8:24:61
8e:91:bb:9d:33:d4:28
cc:5f:ad:af:5a:aa:f4
91:2c

01:b9

:3e:90:a0

:43
:a3

[snip]

:e9:

8d:
ra2:
:59
:bb:
:a8

13

rec:
:ce
:50:

RESTAPI A L1=0—Hh L a—Fofm e 1—vianEnen [

da:
fb:

:e5:9b:3e:
c2:11:3d:1b:
c9:9a:7a:04:
:33:97:5d:
78:72:9d:

1d:65:
eb:
91:
37:

56:

a8:4c:1le
3e:3e:ef:
ea:d2:bb:
:dc:fe:c3:eb
66:7d:f4:fb:

RESTAPI A L-0—AHJ) A—HDERRE 1 —FEERREDEM

R—=b =Y EERL, 2—VIERHELBEML £,

i -
method: POST
url: http://apic/api/node/mo/uni/userext/user-userabc.json
payload:
{
"aaaUser": {
"attributes": {
"name": "userabc",
"firstName": "Adam",
"lastName": "BC",
"phone": "408-525-4766",
"email": "userabc@cisco.com",
}!
"children": [{
"aaaUserCert": {
"attributes": {
"name": "userabc.crt",
"data": "---—-- BEGIN CERTIFICATE----- \nMIICjjCCAfegAwIBAgIJAMOnbE <snipped
content> ==\n----- END CERTIFICATE----- ",
}!
"children": []
}!
"aaaUserDomain": {
"attributes": {
"name": "all",
}!
"children": [{
"aaaUserRole": {

"attributes": {

"name": "aaa",
"privType": "writePriv",
}!
"children": []
}
boo A
"aaaUserRole": {

"attributes": {

"name": "access-admin",
"privType": "writePriv",
}!
"children": []
}
boo A
"aaaUserRole": {

"attributes": {

"name":

"admin",

CiscoAPIC ') J—X 5.1A(x) ¥ )T+«
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"privIype": "writePriv",
}I
"children": T[]
}
b A
"aaaUserRole": {
"attributes": {
"name": "fabric-admin",
"privIype": "writePriv",
}I
"children": []
}
b A
"aaaUserRole": {
"attributes": {
"name": "nw-svc-admin",
"privIype": "writePriv",
}I
"children": []
}
b A
"aaaUserRole": {
"attributes": {
"name": "ops",
"privIype": "writePriv",
}I
"children": []
}
b A
"aaaUserRole": {
"attributes": {
"name": "read-all",
"privIype": "writePriv",
}I
"children": []
}
b A
"aaaUserRole": {
"attributes": {
"name": "tenant-admin",
"privIype": "writePriv",
}I
"children": []
}
b A
"aaaUserRole": {
"attributes": {
"name": "tenant-ext-admin",
"privIype": "writePriv",
}I
"children": []
}
b A
"aaaUserRole": {
"attributes": {
"name": "vmm-admin",
"privIype": "writePriv",
}I

"children": []

. CiscoAPIC 1) ') —R51(x) EFx 1) TAREHAF
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Python SDK %8 L7=0—n L 1—F0ks []

Python SDK #{ER L1=0—AhHJL 2 —FDERK

n—h 2—VEERLET,
5 -

#!/usr/bin/env python

from cobra.model.pol import Uni as PolUni

from cobra.model.aaa import UserEp as AaaUserEp

from cobra.model.aaa import User as AaaUser

from cobra.model.aaa import UserCert as AaaUserCert
from cobra.model.aaa import UserDomain as AaaUserDomain
from cobra.model.aaa import UserRole as AaaUserRole
from cobra.mit.access import MoDirectory

from cobra.mit.session import LoginSession

from cobra.internal.codec.jsoncodec import toJSONStr

APIC = 'http://10.10.10.1"
username = ‘admin’
password = ‘p@$s$SwlOrd’

session = LoginSession (APIC, username, password)
modir = MoDirectory(session)
modir.login ()

def readFile(fileName=None, mode="zr"):
if fileName is None:
return ""
fileData = ""
with open(fileName, mode) as aFile:
fileData = aFile.read()
return fileData

# Use a dictionary to define the domain and a list of tuples to define
# our aaaUserRoles (roleName, privType)
# This can further be abstracted by doing a query to get the valid
# roles, that is what the GUI does
userRoles = {'all': [

('aaa', 'writePriv'),

('access-admin' 'writePriv'),

('admin' wrltePriv'),

('fabrlc admin' 'writePriv'),

("nw-svc-admin' 'writePriv'),

('ops', wrltePrlv'),

('read-all', 'writePriv'),

('tenant-admin' 'writePriv'),

('tenant-ext- admln 'writePriv'),

('"vmm-admin' wrltePriv'),

] 4

}
uni = PolUni('') # '' is the Dn string for topRoot
aaaUserEp = AaaUserEp (uni)
aaaUser = AaaUser (aaaUserEp, 'userabc', firstName='Adam',

CiscoAPIC J Y —Z5Ix) ¥y T4BEHAF ]
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email="userabc@cisco.com")

aaaUser.lastName = 'BC'

aaaUser.phone = '555-111-2222"

aaaUserCert = AaaUserCert (aaaUser, 'userabc.crt')
aaaUserCert.data = readFile ("/tmp/userabc.crt™)

# Now add each aaaUserRole to the aaaUserDomains which are added to the
# aaaUserCert
for domain,roles in userRoles.items():

aaaUserDomain = AaaUserDomain (aaaUser, domain)

for roleName, privType in roles:

aaaUserRole = AaaUserRole (aaaUserDomain, roleName,
privType=privType)

print toJSONStr (aaaUser, prettyPrint=True)

cr = ConfigRequest ()

cr.addMo (aaaUser)
modir.commit (cr)

# End of Script to create a user

S

MEX—ZERALEERDOHE

bR D BRI

ROERPHBE SN TV DILERH Y £,
« HTTP # ¥ v K : GET, POST, DELETE
« R &M 5H RESTAPIURI (7 =V A7 v a v awzdEie)
« POST ZRDYE . APIC [ZHEE S D EBEDONA m— R
« 22— D X509 FEAEO LRI S D R —

« APIC O =—H X509 EAE D51 44

X2Tw 71 HITP AV~ R, RESTAPIURL, BLXUO_A o— FZ2ZDJEFTEEL., 77 A NVIIEEFELET,

OpenSSL CEA AT HI21X, ZOE KT —2 %27 7 A VIRIGFTHDRERHV 5, ZOFITIE, 77
A V4, payload.txt 2l H L 9, % —(X userabckey V) 7 7 A /LT H D Z LIZHER LT EE W,

1

GET DO

GET http://10.10.10.1/api/class/fvTenant.json?rsp-subtree=children

POST O

POST http://10.10.10.1/api/mo/tn-test.json{"fvTenant": {"attributes": {"status": "deleted", "name":
"test"}}}

AT w72 payloadtxt 7 7 A MZIE LWERDEENTWDHZ EZ2MERLET,
el X, BIOFIRTR LI L S RESEHEEH L ET,

. CiscoAPIC 1) ') —R51(x) EFx 1) TAREHAF
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ATvT3

ATy T4

ATy TH

ATvT6

ATy T17

ATvT8

wEr—zamL-Ea0iE ]

GET http://10.10.10.1/api/class/fvTenant.json?rsp-subtree=children

payload.txt 7 7 A MIZIE., IROIERDHEH DB H Y 5,

GET/api/class/fvTenant.json?rsp-subtree=children

payload 7 7 A W EAERLT 5 & EITH LUVMTEZLE S TIER L TVeWZ L 28 L £ 7,
£

# cat —e payload.txt
WEFMUE LI ORBICSTH TV H 20 MR LET,

GET/api/class/fvTenant.json?rsp=subtree=children$

» 56, Payload. 7 7 A W EVERL L2 & ZITH LVTAMERR SN Z L A BB L E 9, payload 7 7 1 /L
DAERFHIHT LWTAMER N S D Z L 2Bi<ITid, ko ksZpa~r R LET,

echo -n "GET/api/class/fvTenant.json?rsp-subtree=children" >payload.txt

OpenSSL ZfH L C, fFMEX—¢ XM u— R 77 A NVEHEALTCELEZHELET,
1 :

openssl dgst -sha256 -sign userabc.key payload.txt > payload sig.bin
R INTZT 7 A MTIE, BEATICHIFSNIZBL R H Y £,

base64 JERUZ A 284 L £,

1 -

openssl base64 -A -in payload _sig.bin -out payload sig.base64

Bash i L C, BANOLUITLTEIY RE 9,
51

$ tr -d '"\n' < payload sig.base64

P+OTgKOCeAZj1l7+Gute2RIWw80GgtzEOwsL1x8fIXX14V79217

Ou8IdJHICB4W6CEVAICXgkv3KaQszCICO0+Bn0703gF//BsIplZmYChD6gCX3£f7g

IcjGX+R6HAQGeK7k97cNhX1WEoobFPe/oajtPjou3dtdOjhf/9ujGeJveRo=

GE)  ZhiE, ZOREDZERIZE L TAPIC IZHESNDEA TY, TOMOERTIE, MEHDOES
RS OVERH Y £7,

B XFIINICEE L, APICRNBLZ (M n—RFLREL TR TEL LI LET,
ZDFEBREBHIN, BRO~N X —NDT ¥ —L LTAPIC IZEESINET,
1 -

APIC-Request-Signature=P+0TgKO0CeAZjl7+Gute2R1Ww80GgtzEOwsL1x8f
IXX14V792170u8IdJHICB4AW6CEVAICXgkv3KaQszCIC0+Bn0703gF//BsIplZmYChD6gCX3f
7qIciGX+R6HAQGeK7k97cNhX1WEoOobFPe/oajtPjouldtdOjhf/9ujG6JveRo=;
APIC-Certificate-Algorithm=v1.0; APIC-Certificate-Fingerprint=fingerprint;
APIC-Certificate-DN=uni/userext/user-userabc/usercert-userabc.crt
GE)  ZZTCHEASRHDDNZ, ROAT v 7D x509 fEHELE Giea—PFREA 7Y =7 RO DNIZ—
BT L20ERH Y 7,

B4 &R LT APIC &a@{E3 5121%, Python SDK @ CertSession 7 7 A& H L £,

CiscoAPIC J Y —Z5Ix) ¥y T4BEHAF ]



TORR, BIEASLUVTHYVTvT |

. GUIZFERALTRI A VEITOERIBEDL—F— OV I TH FERET S

WD A7 )7 M, ACIPython SDK @ CertSession 7 7 A &l LT, B4 2 L T APIC ([2ER$+ 5 )5
EORFITT,

1 -

#!/usr/bin/env python

# It is assumed the user has the X.509 certificate already added to
# their local user configuration on the APIC

from cobra.mit.session import CertSession

from cobra.mit.access import MoDirectory

def readFile (fileName=None, mode="r"):
if fileName is None:
return ""
fileData = ""
with open(fileName, mode) as aFile:
fileData = aFile.read()
return fileData

pkey = readFile ("/tmp/userabc.key")
csession = CertSession ("https://ApicIPOrHostname/",
"uni/userext/user-userabc/usercert-userabc", pkey)

modir = MoDirectory (csession)

resp = modir.lookupByDn ('uni/fabric')
pring resp.dn

# End of script

GE)  FiOAT Y7 THEALEDND, ZOAT v 7O x50 i FHELZ G —VRTES 7V =27 b
DN {Z—ETHLERH Y 7,

GUIZERLTOJ A VEHTOEREABEDLI—Y—0Ov I TV +E
BRET D

ATvT1
ATy T2
ATvT3

ATy T4

=P —NREINZEEOa 7 A VFATICRR LTk, Z0a—HF—%2a /4 TERnk
T BHZENTEET, FEOHRINIC—F —2Millm a7 A AR REN 2R E T %
T, =P —=RNMEL 0 A ANkt S L. Toa—P—HRESNIZHE e /(o Ta
<720 ETF,

Ama— AN—T, [SE (Admin) ]>[AAA] DIEISER L ET,

[Navigation] ~X4 > C, [Security] Z &R L £ 77,

[fE%E (Work) 1A > T, [EF2T14DT T4 FERE (Security Default Settings) |1 % 7 BER S

TWHZ 2R LET,

[#8% (pencil) | 7A =2 %227 Vv Z7 LT, IRO7 44—V RERELET,

a) ATAVIZEHEXRKLI-ETI—HY—20v I 7Y T 5ICE. [A&ME (Enable) | Z# IR E£7,

b) [A—H—AY I 7o EINDFETORITEREMEZL (Number of failed attempts before user islocked
out) 112, HIDMEZ AT L E T,

. CiscoAPIC 1) ') —R51(x) EFx 1) TAREHAF



| 72€x. BiEs&LUVTHYIVT0Y

ATy TH

OTP R—REBIEM T A—HILA—H—DETE .

BAREEIZ L ~15TY, T 74 ME545TT,

¢) [E#E L THITHKRE L =R (m) (Timeperiod in which consecutive attempts were failed (m)) 112,
Cisco Application Policy Infrastructure Controller (APIC) 723KHX L723&1T7% 4 v > b9 2 i k@ DO 2
DHALTASLET,

FHIX 1 ~ 720 R T, T7 ANV MESHTY,

d) [BvY 7™ hO#EERR (m) (Durationoflockout (m)) 1121, —HF =W H 1 7oA A2k LT
ZEEEBICiCay T Y NSNS ESBEATAD LET,

[iE(5 (Submit) 1 %7V v 7 LET,

OTP R—REFZFEM T AO—AIILA—H—DERTE

ATy T
ATy T2
ATvT3

RTv74

ATy T5

WOFNATIL, Cisco APICGUI 2 L Cr—Hh 1 o2 —%—D OTP X— A D 2 BEIRFE & 1
BLET, ZOFETIE, 777V v 7EBRELZHEEL TWVET,

I8 BRI
OTP N—AD 2 EHRALZANZT o0 = 2—=H =2 TIER L TV L LERH Y %
EE

A= a— =T, [EE (Admin) |>[AAA] DJEIZER L £,
[FE4X—< 3> (Navigation) ] 31 > T[2—H— (Users) | 28R L £,
EEANA T, OTP N—RA “HERIEE AT 52— —%2 27U v 7 LET,

2 — T LN RE SN Y ¢ RUBNAERICRRSNET, M (L)) 7AMarx22 ) v
L. ZRENHH LW (22— Oz ETe) C, e (Bdit) | 7252270 v 7 LET,
TlzAZa—v L, [FEMEXE (Advanced Settings) | T, OTP @ [H%) (Enable) | Ry 7 A& A4 LE
T

[fR7F (Save) |27 U w7 LET,

OTP DFEMZ BUGT 5121%, [2—4 (User) |>[B—HJL (Local) ] # 7 T. User_name>[#£#l (Details) ]
TAarzE7 Uy 7 LT, 2—FOFEMEEZR T LET, RREINTZOTPF—%27 Y v 7 F5L, QR
a— RAFRRSINET, = —FFEMEEIILL TO LB Y T,

CiscoAPIC J Y —Z5Ix) ¥y T4BEHAF ]



TORR, BASLUVTAYV TV |

B cuzsmALca—v—csz 0P R—R2EERTOREEET TS

Overview User Activity ~Event Analytics

General

Description

Settings Faults

Account Status First Name
Active

@ crmcAL ) MAJOR MINOR (D WARNING

0 0 0 0

Audit Logs

0 8

Deletion Creation Modification

oTp OTP Key Events
Enabled PBEC7SNOVQPYMF74

0 0 0 0

User Cert Attribute UNIX User ID Critical Major Minor Other

13884

User Privileges

RDBERY

OTP zﬁ:ﬁiﬁ I L7z —H%—iL, OTP RGO A T T H2LENH Y 9, TGUI ZfH L
Ta—P—I2L D OTP N—R 2 ERIFEORELZETTDH 42—) | 23BLTLEE
v,

GUI §1EFH L/—C:L -U-_lvé: 6 OTP /\_Z 2 g%nlb\nEo) E%ET?%

W DFENETIL, Cisco APIC GUL i L7 OTP XR— A D 2 BHEEIFOXR ELXE T LET, =
DOFINEIZ. 777V v Z7EHEDN OTP XN—RAD 2 BHERHFAZAMNI La—F—TH i &
PHHEE LTWET,

1R BHHIIZ

Ty 7Ny VEBEIL, T MI LT OTP RN—2 0 2 EHEHIFLZ AN L TWAH LB
NhHFET,

AT w1 Android 7213 Apple i0S A~— k7 4 > C, #7222 EERILET 7V 22X ra—RKLET,
ATFwT2 777V v 7 EHEENS, F£721% Cisco APICGUIIZHE 7' A > LT, QR =— RE721Z OTP F¥—ZHf5 L £

T

GUlicaZ A4 358, BEREATITLHE, QRa— K& OTP F—NERINFET,

ATY T3 A= 753V EMFHLTQR a— REAX v L, 2EERIET 7V OFFRICH H H, Cisco APIC GUI
TOTP ¥—% AN LET,
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4.
=% =R

X740 FAAVE/—FL—ILE
ALY 7 2 ADHIR

o RAAVHNZT 72 A EHIBT 5 (43 =X—2)
« )= RERALNZEIDH TS 43 5—2)
e X2 UT 4 RALVBER/ — R A—ADOHA KT LHIBFE (44 =—)
X2 VT4 RALOMER (45 =)
J—=RIZT 7B AMEEEIV YL TD ) — R A= E2ERT S (45 3—2)
« AL LOEEEHER (46 ~—)
*RBAC / — R JL—LOREEDHERH] (49 ~—)

FAARIZT VR ZHIRT %

R E X2V T 4 RASVEFERATDIE, 7T NARED T 77 ) v 7 EHEIT, W
FOTN—FDa—F— 2R UEHENRE D Y TENTWAIGEA, HD2—Y— T )—TNT5
YEBREDHDOEX2VT 4 RAL v D2—W— TN —TIZ Lo TER SN AT V=7
MeFRELFERTERWVWEICTDHZENTEET, 22T, 7 PADOHIRRA &+
F2UT 4 RALLOTF U MEHEIZ, 7T FBOEF2UT 4 RAL U TRESHZ
RUVv—, Turdr7A4 0, FHhi3a—Y—2FRTEEHA, 7FFBOEXF2VT 4 K
AAVBHIRENTHRWREY , TF > FBiX, 7 FPATRESNTZARY V—, 7y
AN, FllFa—Y—%2FRTEET, 22—V —PBEURMHERZFFO Y 2T MMERORE I
LT, —H—LH :ﬁﬁﬁ@%ﬁf%%T ETHDHZ LICEBE LTS, #ilfRfr&+
X274 RAL v Da—H— i\%@F%%/WT@W“VNN®%%%5ié:&ﬁT
%iﬁon%%%ﬁ%@?fy%@%@ﬁ ICAREE CTREL 52 2 0LEUIH D THA,

J—FZERAAUICEIYVETS

777V VEHFIL, RBAC / — R V—LEHHLT, V=7 2 v FREOMHE ) — K
X2 VT4 RAALA BV Y THZENTEET, 2O/ —REIVYECTizcky, 2otk
X2 UF 4 RAASVHNOaZ—F—F, /J—FL—LO—EL LTEYV Y TN/ —RZT
JHALTHIEEZFITTCEET, BX2VUT 4 AL VND ) — REBMERZ FFO2—F—0

CiscoAPIC J Y —Z5Ix) ¥y T4BEHAF ]



tFaYT4 RAMDE/— R L—LEERLE7 Y ROHIR |
B 5205 FAMUBEU/ —FL—LOFA K54 2 EHIBREE

B, FDRAALAZEID Y THNT ) — RERETEET, 2=V =L, EF=2VT 4 FA
A DINEHD ) — RIZT 7 BATES, MioEX2 )7 4 FAS v D2—PF—F X2

T4 RAALUZEID B TOHNTZ ) — RIZT 7 BATEERA, BX=2UT 10 RAALUZED

HToHNIE ) — RTHWREERETITEE T HI2E, ZORAAL L Da—FE AL a1l

DY THILTWT, port-mgmt 2 —/L (57 # /L b T custom- —port-privilege MEMRZ & Tp 1 —
JL) Dy, F 7213 custom-port-privilege HEREZGIo I A X L 0 — /L E o TWVWALENRDH Y £
R

)

GE)  #oYTohle/—ROFR—MNEEHRT LI — L 2—F 2T 5 & E1E, ALV
an@;—ﬁmm—w%ﬁﬁb\/~Pﬁ%@%f%hfvét%;U%4Px%sz
admin B—/VEMNETHMLERH Y 7, ELL0%E G, [A—ILER2 14 7 (Role
Privilege Type) ] 728 [(#&iA% (write) 1& LCi ﬁééﬂfb\éié%#%@ £

tXa)T4 FAAUEELEY/ —FIL—ILDAHA FS54
v EHIREIE

X2 VT 4 KAL) — RA— L ERERT D80T, ROEZRFELHIRFEEICNE- TL7E
SV, Z0kBZvarT, HBEME ) —Faz—%—] LiE, /—FREYBTHATWHSHH
BAfEEX2YT 4 RAS VRO —F—DZ L TT,

» Cisco Application Policy Infrastructure Controller (APIC) XV R{DO VU U —ZNn5 500 U—A
Ty 77— R 581, KV FEMARURTOMHREZERT 50—, R — m—
N TRERR T D MERH Y £7,

’CiSCOAPICS.OUU%Xﬁ)%%ﬂiwﬁﬁ@u J— 2|z &7/71/»4}\—49’—6&5/\i =7
Vb Owu—)L % FECHSE L CTREFT 2023 H Y £77, Cisco APIC5.0 U U —ATER
Enfo— iR EnE T,

*RBAC / — R V=V ZFEHLTANS Y AL o FERDLETHZ LITTEEEA,

*RBAC / — FIL— L EEKT DL &I, / —REEEDOEX=2U T 4 RAAL IZEI Y YT
RNTL &N,

IR E ) — Fa—P—id, RV —DHhEHEHRTEET, FHEL—VF 1T, /—FD
L N T TN a—T 4 VT HFTTHHNERD Y £,

s BIFRflX ) — Ra2—HFF, T 74 FOVATF AMEROEEMNBF TV NIT 7R
TEFET,

cHIRAE ) — Fa—P—d, BEX a2 R—RNTT7 77V w7 L-YULDBEEREFRT
=F7,

e ffRf; & 7 — R—H—1%, AAA ¥ — 3—_ NTP % —/3—_ DNS +— =722 50
J— R _LVDEEEFR R TEET,

. CiscoAPIC 1) ') —R51(x) EFx 1) TAREHAF



| €207 4 FACDE/—FL—LERERALET 7 2 ADHIR

w2074 Kaq1vons |

< EEAE RTITIEHIR KA A =P —=DBIRAR Y = ZHilR ) — Fa—P —IZ Lo THERkK
SNT 7B ARY = ICHE#HT 256, £ORY = HIR — F 22— —IZFoR
SNET

«CLI ZfEM L CTHIRRMS &/ — F 22—V a5 2 LIxTE EE A,

« T 7 F IV SIS port-mgmt H— /LT3, HEERINTZT 7 BARY “/**%EEZT‘7:/I
7 }‘ %é\{? custom-port-privilege *@Bﬁﬁ)gb V) ij—o g1 A & Afi‘@[)ﬁ%éﬁﬁf'?‘é (47 ~N—
V) OFEEZEHL T, EOICEEIRA 7V =7 MEBINTEET,

X)) T4 FAADER

ATy I
ATy T2
ATvT3

ATy T4

COFEZMEH LT, ¥F=2UT 4 FAALZERLET,

A=a— =T, [BE (Admin) ]>[AAA] DJEIZEIR L £,
[FEZ—> a2 (Navigation) ] <A > T, [£F2U T« (Seurity) 127V v 7 LET,

[fE% (Work) |1 T, [EF2)T4a FAA 2 (Security Domains) | # 7 >[F7% 3> (Actions) ]
>[EFaUTa4 FAALDER (Create Security Domain) | #38R L £,

[E¥aUT4 FAAL DR (CreateSecurity Domain) (%A 7 a7 Ry 7 AT, IROBIEEZFITL

D

a)
b)

<)

d)

[Z8T (Name) | 7 4 —/V RTC, EXx=2UT 4 FAAL VDLRIEZEATILET,

[E%BA (Description) 1 Z AL E1,

X2 VT 4 RAL U ZHIRMTE RBAC FAA 2L LCERET HICIE, [A%) (Enabled) | F = v 7
Ry 7 AeA Az LET,

X2V T 4 FAALUDBHIRMFE RAAL L E LTRSS TWDGAE, 2O RALAZEHD B THR
TWha—H—iF hotX=2V7 1 FAL L THRINZR) —, TnrrAL, a—PF—&FK
RTEFEHA,

[fR7F (Save) |22 U w7 LET,

J—FRIZCT7OEREZEIYHTS/ —FIL—ILEERT

2

COFEEFEHLC, V=T A v TF R EOYE ) —RaXxa2 T 0 FAALIZED YT
ARBAC /— R L— BB ELET,

1RO BRI
J—=FBREDHEToNDEX 2T 4 FAL UEERLET,

CiscoAPIC J Y —Z5Ix) ¥y T4BEHAF ]



tFaYT4 RAMDE/— R L—LEERLE7 Y ROHIR |
B r=xsrozacer

ZFYT1 A=a— A—T, [GE (Admin) |>[AAA] OIEIZER LET,
ATFv T2 [FEHF—S 3> (Navigation) 1A T, [EF2UFT 4 (Security) 122U v LET,

ATv 73 [E¥ (Work) ] 21 > C, [RBAC JL—JL (RBACRules) | # 7 >[/—FK JL—JL (NodeRules) | 7 %
7' >[F7% < 3> (Actions) ] >[RBAC / — F JL—)LDERL (Create RBAC NodeRule) | #3#R L 7,

BN FERSIET,
ATv T4 FREND[/—FDRBAC IL—ILD{ER (Create RBAC Rulefor Node) | Hijfi ¢, WOFEMZ AT L F
‘é‘o
a) [/—FID®M&#EIR (SeectNodelD) 1#27 Vw7 LT, RryZ¥ 7 JANNL /) — RE®RRLE
R

b) [/R— k®D RBAC JL—JL (RBAC Rulefor Port) ] Z#I0 24T 5%, [R— k® RBAC JL—/LD:ENN
(Add RBAC Rulefor Port) 1 &2V v 7 LTAHTIZATI L, [FA4 U DEIR (Select Domain) | %7
Uo7 LTRAL v EAL—MIBEEMITET, RAASUVEBRBR LS, Foyvors~v—2%7 Vv L
£,

[fR— ;D RBAC JL—/L®M3EM (Add RBAC Rulefor Port) ] Z 7 U v 2 LT, @R L7I=AR— MIEE
O RBAC V— /v ZE|I VYK THZ ENTEET,

o [RF (Save) 127 ) v LET,

RDBERY
X2 VT 4 RAASLZEID S THNT ) — FEERT 22— —28 D 5 TE,

W R LDRE EH#ERR
HAZLERZEODHARAAZ L O—ILOER

COFEZFEM LT, o=V 2B L, —HOMERZZERL E7,

4a & SRS

ﬁx&A 0 —/)L T T& DHERRZFIT 5121%. AAA RBAC D&EIF L OHER (11 2—
V) WUV A RSN TS EAIER SN e — /L EHEROE v k%#%ﬁﬁbf<téb\ FRIER
éﬂf_%*@’f/\ﬁfﬁéhfb\f£b\£fixfgiﬂ‘7 Y7 b (MO) ~DitAEY FImITEEIALT
IR ADERGEIL, WAZLERERET D 47—) ToHIshcns Loric, #
AH DERERETE ET,

ATY Tl A=a— =T, [EE (Admin) ]>[AAA] DIFEIZEIR L F9,
ATv T2 [FEHF—S 3> (Navigation) 1A T, [EF2UFT 4 (Security) 1227 VU v LET,

. CiscoAPIC 1) ') —R51(x) EFx 1) TAREHAF



| €207 4 FACDE/—FL—LERERALET 7 2 ADHIR

ATvT3
ATy T4

ATy TH

ATvT6

nzxsasERzEzEss

[YE% (Work)] ~21 » T, [B—JL (Roles) | Z#IR L £,

[YE% (Work)] A > T, [T7Z ¥ av (Actions) | 7A 2> Ray7H¥ur JA 27 Yy 2L, [A—IL
DYERL (CreateRole) | Z3#IR L £,

[A—ILDYERL (CreateRole) ] EEH T, KOBIEEZFEITLET,

a)
b)
c)

d)

[%81 (Name) ] 7 4 —/L FiZ, m—LOA4HTZ AT LET,

[E2B8 (Description) 1 7« —/L N2, SHBAZ AN L £,

[#EBRMIENN (Add Privileges) 1227V v 27 LET, KRS TWD HERDEEIR (Select Privileges) ]
VAV RYT, BERTF =y /Ry 7 AEER LT, 8=k 5 1 DRI OREIRZ #IR L

[HEFRDEIR (Select Privileges) 1V > R T, EIR (Sdect) 1#7 Vv 7 LET,

[fR7F (Save) |27 U v 7 LET,

RDEZRY

custom-privilege-1 7LJ: EDOH AL A%BE%:EE:FR Lfl%/fl\ﬂi\ AR A%BE%%LE—;*ZD (47/\0*‘
V) OFIRICHES T, ZOHAZ MMERTARSNAEEXNG AT V=7 N (MO) 28R L
—g—O

NRAZLERZRET S

COFIEEFFA L TH A MEREZRE L, FAIERSNMERTARSATH RN TSP E
OEFREF TV b (MO) ~OFHAHIY 1350 /EXART 7 AL L £
7,

EHMBA 7TV = 7 b 7T ROV TE, [Cisco APIC FHIFHRET /L U 7 7 LA ] THt
BHENTWET, MOZ T AT LT, FDT T ADOFAIY FI213HAR Y /EXAHHMER % 7
DHEFIEZINT-o—ANY 77 L RZEREEINTWET,

HATERINTHMEIR T L 12, Cisco APIC D — L EMERD~ N 7 A% {FEH LT, MO 27 5 A
DY AN EFHEARY /EEIAHMHEREF R TE ET,

MO 7 T A~DFHLEY F1-I13EBXIALT 7 B AMEREZE O D A Z LHERZHET 5121,
APIC REST API Z {42 MENH Y 9, APl 2T 5841, [Cisco APIC REST AP
WEHA K] 2L TLIEEN,

LU F oA T APIC REST API POST #{ER L CTitfE L, 7 7 A aaa:RbacClasspriv DA T V=7 kZERK

L%,
1 -

POST https://<APIC-IP>/api/node/mo/uni/rbacdb/rbacclpriv-<moClassName>.json

{

"aaaRbacClassPriv":

"attributes":

CiscoAPIC J Y —Z5Ix) ¥y T4BEHAF ]


https://developer.cisco.com/site/apic-mim-ref-api/
https://www.cisco.com/c/dam/en/us/td/docs/Website/datacenter/apicroles/roles.html

HRELERERET S
{
"name": "<moClasssName>",
"wPriv": "<privilege>",
"rPriv": "<privilege>"

URI ® moClassName fif1Z .
NRAE— T, ROBHEEIEELET,

® wPriv :

tFaYT4 RAMDE/— R L—LEERLE7 Y ROHIR |

T RARERET DA T2 b 7T AOAHEEZDET,

TIYRAERETHA T N 7T ADLHIL
JTADET TV 2 bADEXALT 7 A EETeh A X LEROL I,

srpriv: ZJ TADE T V=V l\’\@%}‘lﬁ%‘ﬁw T E'A 75:’.3:.\@’7'?25A1‘§|3E@%ﬁﬁ0

A -L\*EBE@:%%]?LE& ) %J:U%%Ji\%‘Tytx 75_’%” D %Té&:&i\ wPriv & rPriv @ﬁﬁjﬂiﬁ25 —L\*EBE

DAHTEAT LET,

il

ZOFNE. 7 T A fabric:pod DA TV 2 "D T 7B AL EEZALT 7k
X@ﬁﬁ%ﬁiﬁﬁ LT, B AR A*%BE custom-privilege-1 %%Ej—éﬁff%ﬁ‘ LTWE

‘j"o

POST https://apic-aci.cisco.com/api/node/mo/uni/rbacdb/rbacclpriv-fabricPod.json

{

"aaaRbacClassPriv":
{
"attributes":
{
"name": "fabricPod",
"wPriv": "custom-privilege-1",
"rPriv": "custom-privilege-1"
}
}
}
RDERY

B AL LHERZ RO A K K v — /L OfERR (46-3—2) THASHLTWDFIEEFEH L T,
B AR IHERE I AZ N va— W B L ET,
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RBAC / — K L—noiEowERs [

RBAC / — K JL—ILDEXRTE D EAH

DRI arTIE, TORF2 A FTHEIN TWBERAL T a VNRBIET D2 — A
F—=AZOWTCHBLET, &4 7T a VOFEMIIZOWTIE, 20O RExa X2 FooEsy %
ZRLTLLEEY, 2—AFr—2 L, ROVF Y FIFEST0ET,

Cisco Application Centric Infrastructure (ACI) 7 7 7'V v Z \ZEEOTF v GOV —7 ) —
RRbn L LET, AT T v—08E, a—F =038 EOT v M EFFED Y —7 ) —
ROty hOZBEZERTEDLLIICTLILERHY £7, RITHZRLET,

e Userl I% Tenantl, Y —7/—F 101 & 102 DAZEHTE £9,
e User2 I% Tenant2, UV —7/ — R 201 BLU202 DAz EHRTX £,

RO TEEFZHHA L TVET,

Dedicated leaf nodes for Tenanti

Dedicated leaf nodes for Tenant2
(Leaf101 and 102)

(Leaf201 and 202)

Servers for Tenantl Servers for Tenant2

ey (R e

Useri User2

User1 has a write permission for

Tenanii and Leaf101-102 only.

User2 has a write permission for
Tenant2 and Leaf201-202 only.

503911

ZHUE, BEX2UT 4 RAAL L ERBAC /— RA— A ZEA L TERTEES, mL~LT
X, RERLTFIEIZ R D@ Y T,
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tFaYT4 RAMDE/— R L—LEERLE7 Y ROHIR |
B reac/ -k —rozEOERS

1L ®X=2VUT 4 RAALOIER

2. RBAC / — FL— v D1ERK

3. —V—DfERK

ROXNE., ZOFID Userl OFERLHE OBEfRZ R L TWET,

User Securlty Domaln Role Assoclated

Objects

Eenann belongs to

Port-mgmt

Security Domain

Tenanti “Tenant1”

Tenant
Tenanti

Leaf100

Node Rules
101

102

"

Leaf101 and 102
belong to Security |
Domain “Leaf100” §

Userl IZIZ3 208X =2UT 4 RAALUNRHY £9,

. 'j"\VCOD port-mgmt X —/b : Userl 73‘3%” U glf E)ﬂfc U —7 /)= ]\VCﬂ'\g‘— ]\ EQ@@*%EJZ%
FBIITCTEALHICLET, T 74V hTiE. port-mgmt @ —/W{ZIZ custom-port-privilege
HEBRZ 8 W £7°, custom-port-privilege HEPRZ G e BB R — VA FEHT L2 L1 TX
7,

* admin 2 —/L %D Tenantl : Userl 7 Tenantl ZEFH CTE A5 L o912 LET,
* admin 2 —/L %D Leafl00 : Userl 73 Leafl0l & 102 #EFHTE AL oI L £,

VIO TIE, &0 FEICAERFIEIC W TR L £,

FIE1: EFaUT40 FALDERK

BHIOFIA L, ©¥=VU T 4 FAA > Tenantl & Leafl00 Z/Ek T2 2L T, ZnbDEF=
VT4 RAA VEMAEGDEDZENTEETN, ZOFTIHENDOEX 2T 4 RAAL %
EFLCWET,

R A A aERT 521X, GUIC[EE (Admin) |>>[AAAl>>[tEF 211 T« (Security) ]>>
[EF2) T4 FAAL > (SecurityDomains) 1>>[7 4 <3 > (Actions) |>>[tFaUT« K
A4 DR (Create Security Domain) 128 L £,

. CiscoAPIC 1) ') —R51(x) EFx 1) TAREHAF



| €207 4 FACDE/—FL—LERERALET 7 2 ADHIR
reAC / — k L—iosEommn [

@ Create Security Domain

General

Name =

Leaf100

Description

Restricted RBAC Domain
Enabled

ZOHTIX, BEF =2 U T 4 FAA 2 Leafl00 O [#IFRfHZ RBAC KA 4 > (Restricted RBAC

Domain) | WA/ >TWET, D7D, Userl T v X —T A ARY — T —7

VLAN 77—V, BXOEZRLZ X2V T 4 NAAL OO 2—FIZ K> THHER S =T
IR AR —EFIRTEERA, ML, TN IDOAL L E—T = A AR —T7, [#l
FR{tZE RBAC KA A > (Restricted RBAC Domain) ] DRERICEIR /<. T 74/ DA

2 —TxAAKRY T —XJ —7 RBAC 22— ZF R EINET, DF V., [HIE{TE RBAC K A
1 > (Redtricted RBAC Domain) | N2> TV DA, 2—FIET 740 F KU —D
kAR TEERA,

TF Y FRBACDOHA, TFy MItx =2V T 4 RAAL ZBEEMT O THWDIMERH D F
I, ZOHITIX, Tenantl Z ¥ =2 U7 4 A A [Tenantl | | ZEEFHTET, RAA U E1E
KT HIZiE, GUI T[T+ b (Tenant) 1>[R1 >— (Policy) |>[EFaUTF4 ALY
(Security Domains) | IZBEh L £7°,

FIE2:RBAC / — FIL—I)LZEERKT B

WKOFNETIX, RBAC / — K/L— L& ER L C, LeaflOl & Leafl02 #&F = V7 4 KAA
Leafl00 (ZiBAN L £3, RBAC / — F )L— L& {ERKT 512X, GUI CT[EHE (Admin) ]>>
[AAA]>> >[tF 1T« (Security) ]>>[RBAC JL—JL (RBACRules) ]>>[/—FK JL—JL
(NodeRules) 1>>[7% 3> (Actions) |>>[RBAC / — F JL—)LD{ERK (Create RBAC
NodeRule) [IZBEH L £,

CiscoAPIC J Y —Z5Ix) ¥y T4BEHAF ]



tFaYT4 RAMDE/— R L—LEERLE7 Y ROHIR |
B reac ) — ¢ - romEomERA

@ Create RBAC Rule for Node

General

Node ID=
101X

RBAC Rule for Port

rulel Leaf100

© Add RBAC Rule for Port

FIE3: 21— —Z%ERHT B

KEOFINEIL, =—W— Userl Z1EkT 22 & T, =—FE1ERT5I2iX, GUI T[EE
(Admin) ]>>[AAA]>>[21—% (Users) |>>[7 % 23> (Actions) |>>[B—AJ)L 2—HD
R (CreateLocal User) 1 IZBEIL £,

XU T 4 LO—LOHERFIAT, KOEF2UT 4 FAS L — L2 BIRLET,

e all : BxALMER 2 FFDO 12—/ port-mgmt
e Leaf100 : #xiAnMER ZFFD> 12— /L adnin

* Tenantl : ExAHMER %2 £FO 17 —/L admin

RBAC / — FIL—ILDFER
Userl 1% Tenantl, Leaf101 3 X102 OAxEH X £4, w2 RLUET,

e Userl 1%, EXIAHLMEBRZFFD Tenantl & FiA LHER &2 Fr>3@m 7 > Moo T
FU b EEMTHILIETEEEA,

e Userl 1X, U—2T L% % TLeafl0ol BLO102 AN DOHMPDY) —7 ) — REFRTE FH
Mo

. CiscoAPIC 1) ') —R51(x) EFx 1) TAREHAF



| €207 4 FACDE/—FL—LERERALET 7 2 ADHIR

reAC / — k L—iosEommn [

dico APIC

System l Tenants l Fabric Virtual Networking Operations Apps ntegrations

ALL TENANTE Add Tenant ANt S0 name of dosc | eomman Tenant]

All Tenants

» Name Alias Description Bridge Domains

Tenant Created Using Ansible 1

common

e APIC

System Tman::, Fabric m work Operations Apps Integrations
—

Access Policles

Leaf Switches - Profiles

Create Leaf Profile 9¢

Nama: l (-]

Description: | 0Pl 1

Leal Selectors: o 4
Mame Blacks Palicy Groug
" |!_|-:-.I'..\.'. hes L | Sebect an option
O
[In] Name Profiles
101 Podl-Leafl
102 Pod-Leal2

CiscoAPIC 1) J—RBAx) X1 TF A BEHAF .



tFaYT4 RAMDE/— R L—LEERLE7 Y ROHIR |
B reac/ -k —rozEOERS

. CiscoAPIC ') ) —RBAX) XU T ABEHAF



B,
=% =R

RADIUS. TACACS+. LDAP. RSA. SAML,
OAuth2. DUO

ZOET, WOBETHERINTWOET,
o EFE (55 =)
¢« APICBash > =/LO=—H ID (56 <—°)
« MEFRGED—/3D AV LT (56 =2—)
c UE— bk 2—HFOHE (59 X—)
s T A =TT D (61 ~—2)
el Ay RAALY (653—Y)
« RADIUS F8iE (69 ~=—7)
* TACACS+ #FE (70 ~—2)
» LDAP/Active Directory DF3all (74 ~—3)
«DUO IZ L DL EHGRIE (79 <—)
* RSA Secure ID #&GE (81 ~<—72)
« SAML F8GE (82 =—7)
« OAuth 2/ OIDC F8ilE (92 ~—2)

S

Z DFEETIE. RADIUS, TACACS+, LDAP, RSA, DUO. SAML, OAuth?2 ==—#—73% APIC
T 7 BATED LI TDHIECHOWT, JEZB-THHALET, 5#FM Cisco 7 VU o7 —
varkv b NIl A UVTTRNT VT D= TN R — T 7 AME, R

GE. TAU T 4 v T DOEEFSICAELTHD EIRELTWVET,

Cisco APIC U U —2 6.0(1) 2°5, [EE (Admin) ]>[AAA] D/ XAD APIC GUI RAEE S v E
L7, FEMBIZDUWTIL, Cisco APIC GUI OB&RETRIL (5 _X—) #ZM LTI EEW,

CiscoAPIC J Y —Z5Ix) ¥y T4BEHAF ]



RADIUS. TACACS+. LDAP, RSA. SAML. OAuth2. DUO |
B srcBash oz 02—+

\)

GE) 72RO 1 DZBRLTXTD APIC NRb b EDEET TV ADE4A. APIC 1%
UEe— FREFAECLET, 2DV FT VA TIE, a—ONWVEET DT FOBENT 7
TVl TRALRZa A TEET,

\)

GE) X2V FoOBBIZE Y., AAA ZREFIC shell:domains=all/read-all/ Z{F {42 U E— k
2—HFF, 77TV IO —T AL v TFBIOANRL AL v FIZT 78 ATHZ
CIXTEEHA, ZOZEIE, 40(1h) ETOTRTON—=T g AIYTUTEY 9,

APICBash >~ = /)LD 1—HID

APIC T® Linux ¥ = /O —H 1D 1%, v—Hh /L 2—H 2 APIC N CTARR S ET, ik
I VLT Uy VR — R TEB STV S 2 —YX, Linux ¥ =/VHO2—H 1D %
cisco-av-pair CHRETE £7, EFLD cisco-av-pair @ (16001) =EHMETHZ i, VE—F
Z—HNT 7 4L b @ Linux —H 1D 23999 % BifF 3 4ULAIHET9, Linux =—% ID 23/ >
Vatya UHICHEH S, SO Linx R EH S ET, o, —FRERT 5T
NRTOEEHRE ATV 27 M, FO2—FO Linux 2—V ID I X » TE &SN & ~—7
ENnET,

WIZ. APIC Bash ¥ = /LVIZERENA—FID OFlZ R LET,

admin@ifavl7-ifcl:~> touch myfile
admin@ifavl7-ifcl:~> 1ls -1 myfile

-rw-rw-r—- 1 admin admin 0 Apr 13 21:43 myfile
admin@ifavl7-ifcl:~> 1ls -1ln myfile

-rw-rw-r—- 1 15374 15374 0 Apr 13 21:43 myfile
admin@ifavl7-ifcl:~> id

uid=15374 (admin) gid=15374 (admin) groups=15374 (admin)

%ﬁl-‘muniE-U-_/ {0) AV /\07

Cisco APIC TlL., EHE DHERZRALY— 3T Cisco AV XT ZHETHVLENH Y £4, Cisco
AV T, 22— D RBAC 7 —/L8 L OMEMRIZMNEEZ APIC 245 L E9, Cisco AV X7 D
&%, RADIUS. LDAP., F721% TACACS+ DD &R U T,

ANEBFRAEY— 3T Cisco AV X7 Z R ET HI12i%, BEENEFDOL—Y L 22— F|Z Cisco AV
AT EBMLUET, Cisco AV X7 OERITKRD EBY T,

shell:domains =

domainA/writeRolel |writeRole2|writeRole3/readRolel |readRole?2,
domainB/writeRolel |writeRole2|writeRole3/readRolel |readRole?2
shell:domains =
domainA/writeRolel |writeRole2 |writeRole3/readRolel |readRole?2,
domainB/writeRolel |writeRole2|writeRole3/readRolel |readRole2 (16003)

. CiscoAPIC 1) ') —R51(x) EFx 1) TAREHAF



| RADIUS. TACACS+. LDAP. RSA. SAML. OAuth2. DUO
ARFERYLTEEHORZ L T55574Z [

Cisco APIC UV U —221 LY., AV ~XT7 TUNIXID BHEEINTWARWESIT. APIC BEE
@ UNIX = —H— 1D ZNEHIIZEID Y CTET,

Y

GEX)  APIC D Cisco AV X7 OIERITEHAIENH Y . oD Cisco AV T DR & HFETE F T,
APIC [T RTD AV XT INOLERANC—E LTz AV T ZBIN L 7,

U U —2R 3.1(x) LAKE, AV Pair shell:domains=all//admin Z i 92 &, = —|ZFEAH 0 B
RBEEOYT, A v FIZT V7 EBALCa~vy REFITTEET,

APIC 1F, WOIEREFHEZYHR—FLTWET,

shell:domains\\s* [=:]\\s* ((\\S+2/\\5*2/\\5*?) (, \\S+2/\\5*2/\\5*2) {0,31}) (\\ (\\d+\\))$
shell:domains\\s*[=:]1\\s* ((\\S+2/\\S*?2/\\S*?) (, \\S+2/\\S*2/\\S*?) {0,31})$

1 -
o ] 1 : writeRoles DA ZFFOH—DEvF 22U T 4 FAA U &ETe Cisco AV X7 ¢

shell:domains=domainA/writeRolel |writeRole2/

« 31 2 : readRoles DA ZFFOH—DEF=2 VT 4 FAA L %ZETe Cisco AV X7 :

shell:domains=domainA//readRolel|readRole?2

A\

GE) [/] XXFIX, BX =2V T 0 A A Z & D writeRoles & readRoles DE] DO XYY CFTH
D, 1O0% A4 TDOa—LDHhEHHATHLETHHMLETT,

CiscoAV 7 DILFHNT, RLFL/NLFRXFISNES, =T —RRRINRTH,
T 5 RICF-L/ANCFRN R AL A E T e — I —H L TWhaRngEaix, LR
WHERDMT B S Z &3d 0 77,

F—7" RADIUS ¥ —/3 (Jetc/raddb/users) DFREFNIKRD &P T,

aaa-network-admin Cleartext-Password := "<password>"
Cisco-avpair = "shell:domains = all/aaa/read-all (16001)"

AVRT7Z#E|YHTEHROORRA N TI39T4X
RANTFITI7TF 4 AL LT,

Cisco (X, bash ¥ = /L Ca—HIZEIV B THND AV T IZIE 16000 ~ 23999 D#iPHD—F D
UNIX =—H%ID #8104 T2HZ L #HBE L £7 (SSH, Telnet & 721% Seriall KVM D =2/ —
V) , Cisco AV X7 23 UNIX = —9 ID Z#k L2V R4+ 5 &, 202 —WC
I —H 1D 23999 F 7 ITEFHANOFE L -FERFIV Y ToNET, ZNTED, 20—

CiscoAPIC J Y —Z5Ix) ¥y T4BEHAF ]



RADIUS. TACACS+. LDAP, RSA. SAML. OAuth2. DUO I
B soziEs—oav<7ouE

YOR—LT LI ), 7740, BLXO 7 r® R UNIXID 23999 # >l £— b —
PRT I EATEAHLHITHRH>TLENET,

U — FERREY— 303 F D av X7 % cisco JtnZr UNIX ID % HI/RIIZHEE L TWVVRW T & A 6
BT, (VE—bh 2= 7TH 7 bEEM) 1T, FEE L LT, APIC L a /A v ~D
SSHEvvarval&Esd, vnr/A4o95&, ROa~vy R (@E#) =—Wid v 7258
Ha—HH L) EFEITLET,

admin@apicl:remoteuser-userid> cd /mit/uni/userext/remoteuser-userid
admin@apicl:remoteuser-userid> cat summary

CiscoAV T DXLFHNT, RILFL/NLFREMShET, =7 —n"RRrIhR<Th, #H
FTHRILFENLFIN AL U EITT— T —F L TWOARWEAIE, T LARVWER T
BInsZenbv £7,

SAEREREEY— /3D AV R T DEXTE

BME (AV) OXT CFEHIO N v aNOTFIL, %27 v =/b (SSH) F 7213 Telnet Z{#
ALl A Liza— DO UNIX 2—H% 1D & L TFEHENET,

FIEDHE
1. %Dlgwuuﬁqj_"—/\@ AV /\7;2 Hﬂ;bi?—

F IR D

% KuAhp ’]j-»_‘/\d) AV‘/\T% Hﬂiﬂb\dﬂij—
CiscO AV X7 DERIIRD LBV TF (AL, UNIX2—HF D BIFEESNTWVENE I DIZ0nb b
T AVART EYHR—FLET)

51

shell:domains = domainA/writeRolel |writeRole2|writeRole3/readRolel|readRole2,domainB/writeRolel |writeRole2|writeRole3/readRolel|readRole2
shell:domains =

domainA/writeRolel |writeRole2|writeRole3/readRolel |readRole2,domainB/writeRolel |writeRole2|writeRole3/readRolel|readRole2 (8101)
These are the boost regexes supported by APIC:

uid_regex ("shell:domains\\s* [=:]1\\s* ((\\S+2/\\S*2/\\8*?2) (, \\S+2/\\S*2/\\5*?2) {0,31}) (\\ (\\d+\\)) $
regex ("shell:domains\\s* [=:]\\s* ((\\S+2/\\S*2/\\S*?) (, \\S+2/\\S*2/\\S*?) {0,31})s$");

I, BlzmLET,

shell:domains = coke/tenant-admin/read-all,pepsi//read-all (16001)

. CiscoAPIC 1) ') —R51(x) EFx 1) TAREHAF



I RADIUS. TACACS+. LDAP. RSA. SAML. OAuth2. DUO
yx—ta—vozz ]

JE—F A—HNDEFE

H—A =Y ERET LRI, APIC & —JtfbShie s LT oy VDT — 2k
H—IZRTHZ ENTEXET, APICIX, Lightweight Directory Access Protocol (LDAP) . Active
Directory\ RADIUS, LU TACACS+ #HAR— KL TWET,

\}

GE)  APIC WU EMITH D (7?15{75%@]&&55%@\ ) A, ACLIZHS AT A TH
0, 2—PHERMN APICS [Z0BEN D720, VE— b 0 7o N3RS DAl gEERnH v
F9, L, va—Ha A X APICIZRI L Ca—ha L Thbizd, ZOEA L
RELET,

31 ()DV Y=LK, H—/NEZS 1 >4 [ZRADIUS, TACACS+, LDAP, 3L UXRSA %
LU TREI I, E@RD AAAY—NBT 77 4 TinEHlicE 3, h—"E=4Y 7

P RRT I T 4 TN E I DERT AT ENENO T e haroa A4 U EFERLE
ﬁ‘o 71&7\_ &, LDAP #—NJ Idap 12 7 A & H L. Radius — NI =07 77 47
I o — N E=F Y U THEEEEZ RO radius DR VA U EFEH L E T,

SMBFRAE T S, F— 2@ U CRERES T2 U B — b 22—V 2R ET D121, ROFHRSEM: 2
T BENDHY £,

« DNS &%, RADIUS — DK A M TT TIZARIEREN TWDLENRH Y £,
EHY TRy NERETHILERDH Y 7,

NX-0S R A IJLCL #FERALE=)E—F 2—HDEXTE

H— =Y EFRETLROVIC, APIC 2 —TfbSN R LT Uy vy VDT =2
2 —\Z[aFH 2 ENTEET, APICIL, Lightweight Directory Access Protocol (LDAP) . Active
Directory. RADIUS. 5 &8 TACACS+ & #H— k LTWET,

ﬂ‘iﬁnu FET T NA K — % TEEESNn U E— |k —FERETDHIC N /k@HIJT %ﬁ:%ﬁ%
72T WERHY £7,

* DNS #% &%, RADIUS %— "DKR A M TT TIZAFIRR SN TWALERH Y 97,
cEHY TRy NERETLOILERD Y 7,

CiscOAVART7HAREZE L TWANFRETHHAE—FI—TFDTI74IL
FDEMEDESE

RATYT1 A=a— =T, [BE (Admin) ]> [R5 (Authentication) ]>[AAA]>[7R1) — (Policy) |1 ¥ 7 %R
L/iﬁ‘o

CiscoAPIC J Y —Z5Ix) ¥y T4BEHAF ]



RADIUS. TACACS+. LDAP. RSA. SAML. OAuth2. DUO |
B vxos x50 cuEERLEREEETE Cisco AV AT £HD U E— b 1—FDOF T4 L FOBHEDEE

ATy T2 [VE—b2A—H—054 2 KR P— (Remoteuser loginpolicy) | KRy 7 X7 UR NS, [TI4
Lk O—)LDEY BT (Assign Default Role) ] 3R L £,
7 7 4V MEIE [No Login] T9~, [Assign Default Role] 47" 3 > i&, Cisco AV X7 WK% L TWDHNRE

T D 2—WITHR/NROFEAIY FRHMERZE D B TES, NIER AV T, fRHrL-— Ui H R R
Mol AV T TH,

NX-0S R Z AL CLI ZERAL=REZX-IEIATER CiscoAVARF7 %D 1)
E—bF21—YHYOTI74IL FOEEDEE

Cisco APIC TiZ. EHEDINBFRZEY —/ N T Cisco AV RT ZRETHVLERH Y 9, Zh
AT, HHEEIIPEFEOL—Y L 22— FIZ Cisco AV <7 ZiB1 L £4, Cisco AV 27

X, =% D RBAC 2 —/ L L OMEIRIC M B2 APIC #H67E L £ 7, Cisco AV X7 OIERIL,
RADIUS, LDAP, F7:1Z TACACS+ D H D LRI U TT, AV X7 ORI IT Cisco UNIX —
FIDBEENDILDOLEEEINL2VEORHY ET, TXTOVE—F 2—FRHE e —1L%
o, HAEZ7 74NV T 7 BARFAINLGGEILELLORATHRES Y FH A, UNIX

2—HID ZFEE LRV E, APIC AT LI K - T ID 23999 235 &4, AV L7 = —H (2
XL CHEE Do — L E XA RSN EE SN E T, 2, Z A —TRIE CTRIE S
MERR L 0 BV E T ITRWHER AN = — I G SN D RRIC R 2 EnHV £, 2O RE Y
7 TlE, FFASNBRWVEINEZZEE T 25 HIEC OV THRILET,

NX-OS A# AL CLI Z#EH L CREE-IFAR R Cisco AV XT 2 FHFHD ) E— h 22—V D5 7 #
Vs OEWEEZE T DI21E, ROFNEEFEITLET,

ATFY 1 NXOSCLIT, 27 4Fal—Yg L E— RCHBELET,
1 -

apicl#
apicl# configure

ATV T2 aaaax—YV F7 4/ a—LERELET,
&1

apicl (config)# aaa user default-role
assign-default-role assign-default-role
no-login no-login

ATV T3 agaditn /A4 AV v FERELET,
&1

apicl (config)# aaa authentication
login Configure methods for login

apicl (config) # aaa authentication login
console Configure console methods

. CiscoAPIC 1) ') —R51(x) EFx 1) TAREHAF



I RADIUS. TACACS+. LDAP. RSA. SAML. OAuth2, DUO

Janqs—zkmsTs |

default Configure default methods
domain Configure domain methods

apicl (config) # aaa authentication login console
<CR>

apicl (config) # aaa authentication login domain
WORD Login domain name
fallback

JONAF—%ERT S

ATy
ATvT2
ATv73
ATvT4
ATvT5H

ATvT6

:@$J|E017EOT\ uunm/ﬂk 71:! I\:/l/@7 El/\/])& %‘fﬁzﬁkbij—

1R BHHIIZ

FRERR T v h a O a g X —EERT D EiORE T SRR IC oW TiE, BET S
JabharokvsyarTHRALET,

A=a— =T, [BE (Admin) ]>[AAA] DIEIZER L £,

FTEsr—rary e Ry T, [BREE (Authentication) | ZBIR L 9,

TE¥EAA T, [FRNA Z— (Providers) ] #3&RL £,

[7%2 3> (Actions) |>[FA/NA F—D1ERL (CreateProvider) %27 U > 27 LET,

ForaN [FRINA F—D/ER (Create Provider) | i T, [fRR F&/IP7 KL R (Hostname/ IP
Address) ], [E#BA (Description) 1% A/1L, Ky X URX M5 [LILLA (Ream) | ZER L E
7, [LILLA (Realm) | THEATE 547 v a IkD LB TT,

* RADIUS

* TACACS+
« LDAP

« SAML

* RSA

* OAuth 2

TR B =GRS D200 Ty a ATENTHY . BIRLAZLVILLAS U TELLES, KLU
LTHERATE AT aizonTid, UBOFIETHELSHHALET,

(f£&) RADIUSIZOHEHAIRE : LIV A VT XA TR LET, [LILLAYTE2AL4T (Ream
Subtype) ]%%?Rbiﬁ‘o G 7 a sk, [T74I b (Default) 1 £721X [T a4 (Duo) 1 T, &I
UTFZEFHELET,

¢« RADIUS #—/R—D/RA T — K fEERDOTDICEH 9 —ERAT—=RKE AN LT EE N,

CiscoAPIC J Y —Z5Ix) ¥y T4BEHAF ]



RADIUS. TACACS+. LDAP. RSA. SAML. OAuth2. DUO |
B oonvs—znmy2

* [EI:ZERTRE EPG MER (Select Reachability EPG) | %27 Vw27 LT, = RARA ¥ b Z—T %5k
RLET,

* RADIUS % — b RR— hEH, FEETE %ML 1 ~ 65535 TF, 774 /L MHElE 1812 T,

*RGET 0 b =L DA T a3, [PAPL [CHAPLL [MS-CHAP] T, _®2L7°‘/a‘/ C[FTr
JL & (Default) ] 75:[[/)!/.&#7’5"{ 7 (Realm Subtype) ] & L TR L7 A 12D A, %ng’Li
T

* RADIUS ¥ — N— L DBEEX A LT U K, ARNEHAIZ0~60FTT, 7740 MNEISHTT (L
WY THEAT T TNV IDOGRE) o T 740 MI30RTT (LA BT X A7 : Duo) .

* RADIUS = KR A » MR T D BE O FRRAITEIEL,
s T — NN—BEHEFNCT DI, [ (Enabled) | TF=v 7Ry 7 2% F LT, FU
=P/ ENRRAT—RKEADLET,

ZOFIEIL, RADIUS ' 34f F—iE AT, 2T, FIE 12 1z N TEE T,
ATy 71 (A7 3 »DOFJET TACACS+ I WH) wERELET,
s TACACS+ —/X—D/XA T — R : fERDTZDIZH 9 —ENXRAT— K2 AL TLEEW,

* [EI:ZERTBE EPG M:ER (Select Reachability EPG) %27 U v 27 LT, =¥ KAKRA v TN —TF %8k
WLET,

* TACACS+ DY — B R R— &5, faETE %ML 1 ~ 65535 T¥, 7 74/ MEIT 49 TT,
«WRET H b AL DA T L g X, PAP, CHAP, MS-CHAP T,
* TACACS+ ¥ ==L DEESZ A L7V by AMREEIZ0~60H T, 7744 MISHTT,
* TACACS+ = RaRA ¥ MIHEhiT 5 BE O T TIEIEK,
s B2V — R—EER A GNCT DT, (A% (Enabled) 7=y 7Ry 7 A% AL T, WU
=P =L L NRAT—REANLET,
ZOFMHE, TACACS+ 7 a A A X —DFEHTY, T, FIHI2ICELZ ENTEET,

ATvT8 (A7 a VOFIATLDAPIZOARMEH) VAL T XA TEBRLET, A7 aid, [TIAHILE
(Default) 1 £721L [T a4 (Duo) 1 T7, Wiz, LFEFHELET,

«LDAPF 14 L7 U DL— Fi%RI4 (DN) .

«LDAP X—Z DN : APIC NV & — ha—HF =T H 7 N &HFET 5 LDAP h— "—ND a5 T4
ERATY, THUINRAT— RBPRBIESN DALY, 7 4 /v Z 2 H LT, APIC »° Cisco AVPair
WHEHT A72DICER L TWB EMEEZ RO 9,

* LDAP = "—D/RAT — K| #ERDOZDIZH ) —FENRAT—RE AN L TLEEN,
*LDAP D% —VE AKR— &, FBETE 5 MIT 1 ~ 65535 CTJ, 7 74/ MEIX 389 TT,

* [B:ZERTBE EPG MER (Select Reachability EPG) 1227 U v 27 LT, =¥ RARA > N N—T %%
RLUET,

. CiscoAPIC 1) ') —R51(x) EFx 1) TAREHAF



I RADIUS. TACACS+. LDAP. RSA. SAML. OAuth2, DUO
Janqs—zkmsTs |

*LDAP ==L DEEX A LT U b, AZIRHEMIZ0~60FTT, 7744 MI30HTT,
« LDAP = RARA » MIHET D B O FakA TR,
«[B% (Enable) | F=v 2 Ry R%&A LT, SSLEAMILET,
« SSL ZFHEDRZEL L, IROF T a BN £,
« ¥4 (Permissive) : DUO LDAP SSL iEFHEDORIEDOZWHIENL DT Ny 7 ) 7,

o itk (Strict) : FEEREEREE THEMAT L LV,

« LDAP &,
cFREE A, RDOA T a rnH £,
¢« LDAP/XA ' R
. /\OX UP‘ ]\\‘H:iiz
c T ANH BATT 4 VAL, BMBEROZ N OBBNICERA SN R E2TETDH,. EE LT L

A RTT, il (en=*) ., ZHUE. 19U O enfix Gy N EZEKRLET, ROFT T =
VIR FT,

« T 7 AR

* Microsoft Active Directory

o 7 A& 2 (Custom)
LDAP 7 A NVZ ZDT 4 —/)L NiX, BRLIET 4 NVE XA TIESHNTHBATESNET (BWAH
LATvaro[74nH ZAT (Filter Type) | Z RN LS EGE2R) . T 74V FEBIRLTE

Y. 7 4V 21 cn=suserid T, Microsoft Active Directory # %R L7255, 7 4 v #1%
sAMAccountName=Suserid ’Cﬁ“o

o EMI 2 — =B EZ AN T DL, [BF (Enabled) 1T =y 7Ry 7 RA%A LT, FHL
=P —Z L RRT—RE A LET,

ZDOFNAIE, LDAP Fu A X —fEATT, TN T, PR 1212ELZ ENTEET,
ATvT9 (A7 arOFIETRSAICOLEA) REBELET,
e RSA ' —R—DRAT— K fERDT-0OICH 9 —FENRRAT—RE AT LTLTEEN,

* [EI:ZERTBE EPG MER (Select Reachability EPG) %27 U v 27 LT, =¥ RAKRA v M —TF %8k
RLET,

«RSA DY —E AR— b &S, FHETE DHHPIL 1 ~ 65535 T, 7 7 4/b MEIE 1812 T,
¢ RSA YV —NR—LDEEX¥A LTV b, BRREHIT0~60FTT, T 740 MISHTT,
* RSA T RRA v M T 2B O FERATEIER,

CiscoAPIC J Y —Z5Ix) ¥y T4BEHAF ]
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B oonvs—znmy2

 EMIR R — N —EERZ AT 51X, [A% (Enabled) 1 F =y 7Ry 7 2% AL T, WU
A== L NRAT—REANLET,
ZOFNAFE, RSA 7 u A F—ERATY, ZnT, FIHR2ICELRZ LR TEET,
AT9T10 (A7 a VOFIATSAMLIZOAGEMA) DL FEEELET,
«ID Fu 3 #— (IdP) # 7 = %, ADFS, OKTA, PING IDENTITY T,
« IDP 2392 A % 7 — % URL,

ADFS O#4 . 1dP A ¥ 57— % URL I https://<FQDN of

ADFS> /FederationMetadata/2007-06/FederationMetadata.xml & V9 U272 W £9, OKTA OHA.
IdP 2 %7 —% @ URL ZHUfF 7 5121%, Okta r— =0 B%153 % SAML 77U r—y 3 v @ [
A4 (SignOn) [BZ v a>v T, 7AT VT 474 T, X —2AXF—XURLDOY >V %=
v—L %7,

Ping ID {ZDWTCIX, PingID ——0DHkt 7 v 2> (SAML7T U r—2a v DF) AXT—
X URLY Y7 Zav—L%7,

¢ SAML R—ZADH—EADTLTF 47 4 ID,

IdP T T A RX— K CAIZ L > TEA SN TWDLIGEIT, [RRAIEDER (Sdect CertificateAuthority) ]
75.)7 ) /7 quunm%%@?ﬁbiﬁ‘

cGUIUZA LY M F—, ZHIZURL FHI1IA v E—UNAHETT, ZOFBHRIT. IEDOT-DIT
2—HF—NID e L F—Da T R—=VICU XA L7 NERABNCERENLE T,

* SAML ==L DIEEZ A L7 7 b, ARREHITO0~60 T, 774/ MISHTT,
s kv THT YA RS [BLTNVAY XL (Signature Algorithm) | Z 38R L 97,

«[B%) (Enabled) 1 F = v/ Ry 7 A% AN LT, BEB{bE7z SAML 7% —3 = >, SAML i
BOELT YV — g, SAML ZLER, SAMLIGE A v —VDBL DT R CEIT—EE A%
IZTEET,

ZOFIEE, SAML e A X —#ERATT, 2T, PERICETRZ ENTEET,
2T (A7 a OFNETOAuth 2 ICOREN) UUTFaEELET,
« 774 T RID:IdP LD APIC 77U r—a DV 747 2 kbl

cAPICT 7V r—2arDII73A4 T b =Ty b, #EROED, bH)—EIZIFA4 T h v—7
Ly hEATILET,

s =P —RER, b= Oa—V—FEME, §l: A1 BT,

« #iPH, OAuth2 #iFHO U A ~, il : Topenid 7 u 7 7 A V| , =W — TN —TEREZET HIZ
X, 1dP 7R A F—THER SRS T 5 2 a—F 2 BMUET, 6 : Topenid 707 7 AL 7
=],

«OIDC 7’1 k=L@ [B#hie (Enable) | £7-1% [#%hik (Disable) ] 3R L £,
«[B%MEt (Enabled) | F = 7Ry 7 A4 LT, N—2 VOBELERGEL T T,

. CiscoAPIC 1) ') —R51(x) EFx 1) TAREHAF
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RADIUS. TACACS+. LDAP. RSA. SAML. OAuth2, DUO

nosqy kxq> |

cJWKS=Y RARA v by h—20 U EMBIFT AP JSONWeb ¥ —t~ F (JWKS) , 2D 7 41—/
Kit., F—2 vV BLORIEEENI L TVABEESICOLFERINET,

e FBFE Y RARA > by IdP= Y RARA > FEEFFURL, IdP V— _"—n iR R4 v b2 S L
£9, 2D 44—/ RiE, OIDC 71 bk a L NERBEARICDOARERENET,

o h—V U RARA L F, AP FIRA Vb k=27 D URL, IdP —_"— b h—F o = K
RA L FEFIELEST, 207 4 —/L Fik, OIDC 71 h a L BNE A ICDOLERINET,

« FE4TIC URLIAP — R_N— B3 ITEHE DO URL #BELEST., 207 4 —/L RiZ, OIDC & k=)L
BB BIZORFTRENET,

P N7 T A RX— K CAIZ L > TEAL SN TWDLGEIT, [RRAIEDER (Sdect CertificateAuthority) ]
%7 U 77 l/'(\ urunE)E,'J%f ﬁ*ﬂbijﬂ

« [RIZEATBE EPG M:FER (Select Reachability EPG) 147 U w27 LT, =V RiA ¥ M —T %
WLET,

¢ QAuth2 —R—L DEEX A 27 U by HRh2&MAIZ0~60 T, T 74V MISEHTT,

cGUI UV ZA L7 hRF—, ZHIXURL £33 A v E—UNA[RETT, ZOFEMRIL. D=1
2—HPF—NID e L —Da T R—=VICU XA L7 NERARNCERENE T,

ZDOFIEL, OAuth2 7o A ¥ —ilHATT, 2T, FERICHERZENTEET,
[fR7E (Save) |27 U v 7 LET,

FAA Y

ar Ay RALE, 2—FORERAAL VEERLET, v/ A2 RAL X, B—HL,

LDAP, RADIUS, TACACS+, DUO, SAML, RSA, F72iX OAuth2 FBFEA B = XA L ZHRET
XF9, REST, CLI. F7IZGUIML Y AT AT 72T 5L, APICICE D = —HFIFIEL
WRBAE R A A U B ®INTE £,

72& 21X, REST YT U ATIE, BeRu T A 2—PAPRRO L IR REND LI

WA O SCFHNINF & F T,

apic:<domain>\<username>

VAT AIZGUI NS T 7B AT HEEIE, APICICK W EIRT 22—V D RAAS D Ky
A JAMPREINET, apic: domain BHEESNRWGEIL, 7 7 /L FOFGE N A
A v = \Ra—PHORBIMEHSNET,

ACI X— 3 2 1.002x) LABE, APIC OB T A Y RAAL Y T —NA_w 7 OFT 7 3/)V MMia—
AT > TWET, T 74/ MRAEE 2 Y — VFERERIEN EB B b I e — I VO FIEITH
EINTEY, WEFOEa—h ) FERa— VBRI BB 7 4+ — /Ny 7 LIRWGEAT
H. APIC 12— NVBREE R L CT 78X 52 N TEET,

APIC 7 4+ — Ny 7 a— G NVRBENCT 7B AT 51213, RO EHEH L E T,

CiscoAPIC J Y —Z5Ix) ¥y T4BEHAF ]
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B cuzsmLco—nn krqvERRT S

« GUI 251X, apic:fallback\\username %z i F L &3,
« REST API 751, apictfallback\\username % f# i L %9,

)

GE) T7x—nNo 7 al Ay RALNIERLRNTLEIN, BETDHE, VAT LADD
Oy 77U NENDEAREERD D F7,

GN%E%LTD—ﬁ»P%%D%W&?é

SAML 3 L OV OAuth 2 DAV — 3 — 12 K AFREEIL. EHED CiscoAVPair ~~— A OFREEIZIN
R, =P =T N =T D~ T N—UFRIZESN T TOND L HITR D £ LT,

48 HHEIIZ

« Cisco Application Centric Infrastructure (ACI) 7 7 7' U v 7 233% & X 41, Application Policy
Infrastructure Controller (APIC) 234> 7 A 272> TE Y, APIC 7 7 A X BB I LT
EFIZEELTWDS Z L,

T A RAAL L, LIV A, VE— == T 0 F—L, 22— =T L TR
RAAL LV EEFRTEET,

AFY Tl A=a— "—T, [BE (Admin) ]>[AAA] OJEICER L ET,

RARTwT2 Feir—var v KuT, [FBEE (Authentication) ] Z 3R L £,

ATY T3 MEESA T, [BTA Y FAAL Y (Login Domains) | % 7 %R L 9,

ATy 74 [7HU a2 (Actions) AKX >[A5 42 EAAL 2V DER (CreateLogin Domain) ] DJEIZEIN L £,

ATy TS [AFA4 2 RALDOER (CreateLoginDomain) ]#EiE O [—A% (General) 1734 > C, RERELET,
s —W DR LT RAA V4,
el Ay RAAL DM,
T 7TV ITRARAIT 78 ATLHT T 47 4 (BEANERITT A R) OIDEHEET 572D L
JVATT, [LILA (Ream) | Ruey 7 Xy UR MIHLIAT v aidk, LR CTHBHSNTHET,
1. FRGEEH RADIUS7T3 fanrzYiR— 325U E— = =T —T1Z%9 5 RADIUS 7' 12 /34

H—=T ="

2. FRREIZ TACACS+7E! farzyR—r 3250 —R—=F L —FDTACACS+ 7 T/ A H—
TI—"7

3. FRGEA LDAP7 o harEdrR—r325Y)E— == )—TT%kT 5D LDAP 7 3o H—
T —"7

4. FRGEH RSA 7 halEYR— T30 F— = R_R—=D I = T%T D RSA T A X—
T —"

. CiscoAPIC 1) ') —R51(x) EFx 1) TAREHAF



I RADIUS. TACACS+. LDAP. RSA. SAML. OAuth2. DUO
GU ERALTO—AL FAqoamss [

5 FEEA®O SAML v k2L &z YR — 335 SAML a2 /31 Z— U F— f—sN—,

6. FRFEA OAuth2 7’11 v/ H R — 95 OAuth2 7 3A F— I F— hh— 33—

(G£) LDAP. RADIUS., TACACS+ T 74V hDEF2UTFT 4 AV RELTHEENTEBY, 2D
AT THREINEZEET 7 a A X — T —TRa—F a /A Il TE R0
B FFIZZE YT D EDITHER I TWARWBRY | Cisco APIC —/_X—TII 7 +—/ v 7 a—3%h
JVRRREIEFAT SN E T A

CiscoAPIC N ID F 1 S X —|ZHFET L7200 F n X —R—2 LE LT 5881, s T5
TaXx T RUAZHELET, TaX UREOHMIT, [P AT L (System) [>> [V R T LK
E (System Setting) 1>>[FOF T K1 — (Proxy Policy) 1O Fich v £4, [FAFP KRY
2 — (Proxy Policy) ] %A > T, #%7/2 URL % [HTTPURL] £721%[HTTPSURL] 7 f —/L R
WA LET,

ATYT6 FREINTZAT T avOfME AT LET, FRENDIAT T a VFEINT, BIRLZVILLIZESWT
b\\i‘a_o
B LU7- LILLDS RADIUS £ 7212 LDAP O34 . ROF T a U BRFERENET,
s LIWLYTRALTLLTC[TI4ILE (Default) 1 £721X [TaA (Duo) ] ZBR L £,

« [BXE (Settings) ]~ > T, [RADIUS(F7=IZLDAP) FO/34 £ —D3&M (Add RADIUS (or LDAP)
Provider) |27V v 7 LT u A X —2@RIREIXMERLET (ERLDO [T 74 b (Default) ]
AT a rEBRRLESGES) . [Tad (Duo) |47 v a v 2@RLEEEAIL. [RADIUS (=&
LDAP) 70/34 £ —®MiBM (Add RADIUS(or LDAP) Provider) 1% 7 U v 2 LT R/ & —%i@iR
FTFER L ET

IR U772 LILLD TACACS+ F721X RSA DS, ROF T a v NERENET,

* [BXE (Settings) ]34 T, [RSA (F7zI& TACACS+) ZO/N\A A —DiEH (Add RSA (or
TACACS+) Provider) 1227V w27 LT, A X —%@RETILFERLET,

BIR U7 LILLDS SAML £721% OAuth2 DS, RO a U RFERENET,

« [BR7E (Settings) ] 31 > T, [SAML (F71zI1& OAuth 2) F7O/31 £ —D#ER (Select SAML (or OAuth
2)Provider) 127 U v 27 LT, 7a (X —%ZBIRFIXERLET,

« [SAML (F71=I% OAuth 2) EBZE DR (SAML (or OAuth 2) Authorization Choice) ](Z(%, CiscoAVPair
F 721 GroupMap OV E IR L £ 7,

* CiscoOAVPair Z &I L7354, FMTREREY — /S — T E S 4172 CiscoAVpair DA/ SCF-FINHD0
THERBENET, FHEIDP 725 CiscoAVPair DIEZZAET 5 & £HIZIE LT Cisco APIC T Y
T b —PITHERAEEID Y TET,

« GroupMap IR L7256, SMERAET — S —THER S 7 70— F R RICE S W TR S L E
4, Cisco APIC Tl, #MHIDP /b2 —H — 7 N —F A2 2153 % &, Cisco APIC [T S
fra—HF =T N—THEBEL, TS TY E— b 2—VHEREE Y Y TET,

GroupMap Zffi ] L 727KG8IZIE, IRD 2 SDOEM/NT A —Z PNLEETT,

CiscoAPIC J Y —Z5Ix) ¥y T4BEHAF ]



RADIUS. TACACS+. LDAP. RSA. SAML. OAuth2. DUO |
B cuzsmLco—nn krqvERRT S

s [JIL—TEMH (GroupAttribute) 1Z AN LET, ZZTANT LI N—TREMEIL, SNTRREY—
N=D I N—TFMEEL LTV OIRERH Y 7, SAMLDOYE, 7 /v—7@EMEIL, SAMLIAP
PR Lo TEEENBISED T N—T TH— a v OLHTE BT HLEND Y 17,
OAuth2 DA, 7 —7@MEIE, OAuth2 h— —|Z X > TEE S5 JIWT (JSON Web h—7
V) DITN—TERE T OHVLENRDY ET,

Example: memberOf (used in Active directory), Groups or groups (used in ping ID/Okta)
F72. OAuth2 DIGA | IDP )b 7 /b— A WY ZAE T 5 I1TiE, kT 5 A 2 —773 OAuth2
TS TR SN TS Z & 2 LT 72E W, ] : openid profile groups

[A—H— S IL—TF <y T JIL—IL (User GroupMapRule) 1%, [2—HF— T IL—T v T IL—
JLDIENM (Add User Group MapRule) 127V v 27 LT, BMLET,

[A—H—TI—T Ty TIL—ILDOER (CreateUser Group Map Rule) ] i C, ROFEMZ A
JILET,

1. [&R] (Name) | 7 4 —/V RiZa—H =T —7 <~ v T L—VDL4RTZ AT LET,
2. [BtB3 (Description) | 7 ¢ —/ Riz, BB AN LET,

3. [JIL—T4% (GroupName) |7 4 —/L RiZ, 22—V —RETH2—Y =T /L —TDL4HTE A
HLET,

I TAN L= N—T N A —N—Da—HF— S — e —FK LT AH L
FHERL TSI, 2, A — =0 5325 LT3R A2 M3k 9 5 72912 Cisco
APICIZ X~ T SN E T, HERIZ, 2= —0BT 22—V =7 —TIZHESHTHES
nEJ,

4. [2—Y—HER (User Privilegles) | #7521, [2—H—HERDEBM (Add User
Privileges) 17 U v 27 LET,

5 BX=2VUT7 4 FAALUZEBMTHIZIE, [EFa)T4a FALDDFER (Seect Security
Domain) 1 %7V v 27 LT, FRENTEVAIDHEF2UT 4 AL UEBRLET,

6. [A—/LMEIR (SeectRole) 127V v 7 LTr—/LEFIR L, HERY A 7 (FEAED 7213
EBXAR) BEEMT, Fovr~—2 %27V v LT, HREZ v — CEEMNIT £,

EHlZr—LZBIT 52X, [B—IL0EM (AddRole) 1 %727 U v 7 L., HER%ZBEAT
i—g—o

7. [A—YHERDIEM (AddUser Privileges) 1V 4 > Ko C, [0 (Add) 127V v 7 LET,

8 [A—H¥—FIL—T <y T I)L—)LDEM (AddUser Group MapRule) 1 7 >~ Rv T, [#HA
(Apply) 127U v 27 LET,

ATy F1 [ATA4 2 FAAL 2 DER (CreateLogin Domain BEE) |1 T. (&7 (Save) 1227V v 7 LET,

. CiscoAPIC 1) ') —R51(x) EFx 1) TAREHAF
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raows 23 I}

RADIUS Z2GE

Remote Authentication Dial-In User Service (RADIUS) X, * v bU—7 P —E R |28k LFEH
j—él%"j‘*‘r{ﬂ”—&:\ gjt'ﬂﬁé“ﬁ_muu nAuT ?oJZU?jJW/’f% /7(AAA) }Ei&fﬂ{ﬂ:j‘
HFy NU—F% 7 Fa hacd,

RADIUS — NN—Ta—H —ZHET DL, APICEHE T cisco-av-pair BMEZFEH L T
37> e (shell:domains) ERETHMLERHD F9, F 74V NDO—Y g—)L =
network-operator T,

SNMPV3 #iE7' v h 2 VIZFRETCTE B A 7T a id, SHA & MD5 CT9, T4y — 71 b
I VIZHRETE DA 7 a i, AES-128 L DES T, TNHDA T2 9 ) cisco-av-pair
B THRESN TV ARWESIZ, MDSBLXODESAT 7 40 hORGET v a7y £9,
7= & Z2I1E. SNMPV3 BiiE e FI A4 R — Fa haloEiko X HICiRETE £,

snmpv3:auth=SHA priv=AES-128

FIFRIC, RAAL DU A MIKDERY TT,

shell:domains="domainA domainB .."

RADIUS 7 7 = X A APIC DEXTE

ATy T

ATy T2

1R BRI

*ACI 7 77U v 7 NE&@&E S 4L, Application Policy Infrastructure Controller (APIC) 734> 7 A
Tl oTEY, APIC 7 7 AZ B S N TIEFICEEL TS Z L,

* RADIUS % —/SDABA A ETZIXIP 7 KLAL R— b, @BRE7 1 b2, BLOF—%
EHTELZ L,

cAPICEHRT L RIRA v N IN—T %A TE5Z &,

APIC T, RADIUS A X —& B L £,
RADIUS 7' u A ZF—DFREIZONWTIL, T ua g B —2Ekd 2 (61 X—) 2B LTI EE,
APICGUI DA v Xy REFIZT U AT FEBEO 7L

FTEr—rary g RUuT, [YATL (Sygem) > [P RTLERKE (System Settings) ]>[APIC #&#E:%
FE (APIC Connectivity Preferences) | DIEIZEIN L £3, {EFEA T, [41 2/ 2 K (inband) | £721%
[7™2 kA TN K (coband) | OWTFInEREIR L ET,

RADIUS O A >V KA AL U EER L ET,
FIEIZOWTIE, GUIAZERA LT =L AL VEERT D (66 2—) 2L TN,

CiscoAPIC J Y —Z5Ix) ¥y T4BEHAF ]



RADIUS, TACACS+. LDAP, RSA. SAML. OAuth2, DUO |
B rest AP %/ LT APIC B0 RADIUS £ BET S

RDERY
Z 1T, APIC RADIUS REFIAITSE T T, KIZ, RADIUS »—_Z#HEL £,

REST APl Z{£FH L T APIC N ® RADIUS Z#EXE T %

HTTP POST to https://{{apichost}}/api/node/mo/.xml

<aaaRadiusProvider authPort="1812" authProtocol="pap" descr="myradius"
monitorServer="disabled"
name="server.radius.local" key="mykey"
retries="1" timeout="5"/>

REST API ZfifH L T RADIUS a7 A 2 RAA L RHET BIT

HTTP POST to https://{{apichost}}/api/node/mo/.xml

<aaaUserEp descr="" dn="uni/userext" name="" pwdStrengthCheck="yes" rn=""
status="modified">
<aaaloginDomain descr="" name="RadDom" rn="logindomain-RadDom" status="created">
<aaaDomainAuth name="" providerGroup="RadDom" realm="radius" rn="domainauth"

status="created"/>
</aaaLoginDomain>
<aaaRadiusEp descr="" name="" retries="1" rn="radiusext" status="modified" timeout="5">

<aaaRadiusProviderGroup descr="" name="RadDom" rn="radiusprovidergroup-RadDom"
status="created">
<aaaProviderRef descr="acs" name="radiusl.server.com" order="1"
rn="providerref-radius.server.com" status="created" />
<aaaProviderRef descr="acs" name="radius2.server.com" order="2"

—_n

rn="providerref-radius2.server.com" status="created" />
</aaaRadiusProviderGroup>
</aaaRadiusEp>
</aaaUserEp>

TACACS+ ) nIE

Terminal Access Controller Access Control device Plus (TACACS+) (L. YA adD Y AT L TH
R—=FENTW2, 9 120U F—F AAA 7 v b 2L TF, TACACS+ IZi%, RADIUS &
REIZIEZR VR DR R D 0 £77,

cMNL LT AAA 77 VU T ¢ iR 5, 7o & 21X, Cisco Application Policy Infrastructure
Controller (APIC) 1%, #REAATOTICT /B RAZFFAI TE £,

CAAA I TAT v R —NR—RDT —ZEFIZTCP ZEH L TWAD, ax7 v ay
7 a ko)L CTHESEIZEIRE SN E T,

« A v F L AAA V—R—[TTa haf o— FEENRESLENE 2D, &HWT —
A BN SN E T, RADIUS TlI/ AU — R LR L SN EH A,

« fE3C & BED RADIUS & #7202 av-pairs Zffi ] L £33, Cisco APIC |X shell:domains %
PR—=FLET,

KD XML OFITIE, IP 7 R L2 10.193.208.9 D TACACS+ 7' 1 /3 & — L #HET 5 1512
Cisco Application Centric Infrastructure (ACI) 77 7' U v 7 Z5%E L CTWET,

. CiscoAPIC 1) ') —R51(x) EFx 1) TAREHAF



| RADIUS. TACACS+. LDAP. RSA. SAML. OAuth2. DUO
Tacacs+ 7o 2 Ao A oz ]

<aaaTacacsPlusProvider name="10.193.208.9"
key="test123"
authProtocol="pap"/>

A\

GE) ZofTIXIPvE T FLAZFEHALTWETRN, IPv6 7 RLABEHTX £,

TACACS+: A9 2 & Zi2id, ROHBWFEBLIOMEA EOT A R4 RN EA SN ET,
* TACACS #— 38 LU TACAC A — M, ping CELEREETHHAINLENRH Y £,
o BIENENL 23 e B @V TACACS H— =0 | T T A4~ ==L BRI ET,

TACACS+ 7 U 2 AF® APIC D% TE

1R BRI

» Cisco Application Centric Infrastructure (ACI) 7 7 7 VU v 7 H35% & & 4. Application Policy
Infrastructure Controller (APIC) N4> T A 272> CTEY ., APIC 7 T A X BB I T
EFIZEELTVDZ &,

¢ TACACS+HV—"DHEA MGEZIZIPT RLVA, "— b, BLXOF—%FHTEAZ &,
cAPICEHT L RIRA v N IN—T A TE5HZ &,

AT w1 APIC T, TACACS+ Fu A X —%{EK LE T,
TACACS+ 7 03 A X —DFRTEIZDWTIL, T u R X —Z{EKT D (61—) 2L TLIEIN,
APICGUI DA Ry REFRIIT U RAT AN REED 7L

Fe—var v RUT, [VATL (System) 1> [P RTLERE (System Settings) ]> [APIC $#E#EE%
E (APIC Connectivity Preferences) | DIIEIZEIR L E T, {FFESA T, [41 2/ 2 F (inband) | £721%
[ hA TN K (ooband) | OWTFnEEIRL £9,

AT v F2 TACACS+ @ [Login Domain] % {Ek L %9,
FHEIZOWTIE, GUIZEH L Tr =V RAAL VE2ERT D (66 X—) 2L TIEIN,

RDBERY

2T, APIC TACACS+ E FMAILIE T CTF, KRIZ, RAIDUS Y — S b AT 5561,
RADIUS H® APIC DFETE HITWET, TACACS+ b — DL rFEHT 585413, RO ACS
P—NREICHT S by 7 1L F T,

CiscoAPIC J Y —Z5Ix) ¥y T4BEHAF ]



RADIUS. TACACS+. LDAP, RSA. SAML. OAuth2. DUO |
B resTaP £/ LT APIC O TACACS £BET 5

REST APl Z{FH L T APIC @ TACACS %#EXE Y %

HTTP POST to https://{{apichost}}/api/node/mo/.xml

<aaaTacacsPlusProvider name="server.tacacs.local"
authProtocol="pap"
monitorServer="enabled" monitoringUser="userl" monitoringPassword="mypwd"
port="49" retries="1" key="mykey" timeout="15" />

REST API Z{#iH{ L T TACACS ® 1 /' A > RAA U ERET HITIL:

HTTP POST to https://{{apichost}}/api/node/mo/.xml

<aaaUserEp descr="" dn="uni/userext" name="" pwdStrengthCheck="yes" rn=""
status="modified">
<aaaloginDomain descr="" name="Tacacs" nameAlias="" rn="logindomain-Tacacs"
status="created,modified">
<aaaDomainAuth descr="" name="" nameAlias="" providerGroup="Tacacs"
realm="tacacs" rn="domainauth" status="created,modified"/>
</aaalLoginDomain>
<aaaTacacsPlusEp descr="" name="" nameAlias="" retries="1" rn="tacacsext"
status="created,modified" timeout="5">
<aaaTacacsPlusProviderGroup descr="" name="Tacacs" nameAlias=""
rn="tacacsplusprovidergroup-Tacacs" status="created,modified">
<aaaProviderRef descr="testing" name="tacacs.server.com" nameAlias="" order="1"

rn="providerref-tacacs.server.com" status="created,modified" />
<aaaProviderRef descr="testing" name="tacacs2.server.com" nameAlias=""
order="2"
rn="providerref-tacacs2.server.com" status="created,modified" />
</aaaTacacsPlusProviderGroup>
</aaaTacacsPlusEp>
</aaaUserEp>

APIC ~ RADIUS £ & UTF TACACS+ 7 - 2 X FH® Cisco Secure Access
Control Server M & 5E

58 HHEIIZ

» Cisco Secure Access Control Server (ACS) /3— a3 ' 55 WA VA h—/L &N, T4
W7o TWnWAHI L,

A\

GE) ZZTHETIEOTIIC ACS v5.5 2MEA X TWVET, ACS
DMDONR—=2 9 o THZDE AT B FITTEX DR H D
F90, GUIOFEIZIN—Y a SN Ko TRRDEARHY
iTO

« Cisco Application Policy Infrastructure Controller (Cisco APIC) ® RADIUS % — ¥ 72 /% TACACS+
F—ZfHTEL L (M ERETD2HGEmMTDOF—),

c APICHREENA LV T A 17> TEY ., APICY 7 AZNEREN TIEFIZEHEL T
HT L,

. CiscoAPIC 1) ') —R51(x) EFx 1) TAREHAF



I RADIUS. TACACS+. LDAP. RSA. SAML. OAuth2, DUO

ATvT1

ATy T2

ATvT3

ATy T4

ATy TH

APIC ~@ RADIUS # & Uf TACACS+ 7 % 2 X FA®D Cisco Secure Access Control Server D% .

* RADIUS F721% TACACS+ DR — b, FGE7m haL, BIOF—a2FEHTE L2 L,

APIC %27 AT v e LTRET DT, ACS Y —NZua /A4 LET,

a) [Network Resources] > [Network Devices Groups] > [Network Devicesand AAA Clients] I E) L 7,

by 7747 A, APIC A /3 RIP 7 KL AZ$EE L, TACACS + £ 721X RADIUS (F 72 I%iJ7)
DOFBFEA T v a U EBEIRLE T,

(G¥)  RADIUS £ 721X TACACS+ D A DFRFEN VB /2GEIL, VB AT v a v OAHEER L FT,

C) ﬁ*ﬂ{ﬁ (3’\'“—) %Duupﬁj‘7 va il %Lf:j:o‘— ]\f£&\ uunﬂzmni'ﬂ;ﬂ%* Ebi‘a_o
GE)  [HEBWE (Shared Secret) 11X [FA/NA S (Provider) | ¥— & —HT2XLERH Y 77,

ID 7 V=7 %R LT,
a) [Usersand ldentity Stores] > [Internal Groups] 47" a S IZBEI L £7,
b) ML LT, [Name] & [Parent Group] Z46E L £,

2—HEID I N—TIIvv BT LET,

a) [Navigation] ~ > C. [Usersand Identity Stores] > [Internal I dentity Stores] > [Users| 47" a > & 7
Vw7 LET,

b) HEHE LT, —H% D [Name] & [Identity Group] Z+85E L £7°,

RY T —BREAFRLET,

a) [Policy Elements] =7"v a BB L £,

b) RADIUS O34, [Authorization and Permissions] > [Network Access] > [Authorization Profiles Name] % 5
ELFET, TACACS+ DA, HEIZSG U T, [Authorization and Permissions] > [Device Administration] >
[Shell Profile Name] %z #57& L £,

c¢) RADIUS O34, MEIZh UT, [Attribute] 1213 Tcisco-av-pair) . [Typ€] (21% Tstring] . [Valug]
121X Tshell:domains = <domain>/<role>/,<domain>// role] L4FFE L FJ, TACACS+ D
Y, BENZIS U T, [Attribute] 1213 lcisco-av-pair] . [Requirement] |Zi% [Mandatory] . [Valug]
121X [shell:domains = <domain>/<role>/,<domain>// role] t#EEL X7,

[fE (Value) 1 7 4 —/v FOMEIL, FEZALMEREZMNGET 0 E I DEIRELET,
pjuﬁﬁ@/ig %L*EBE@%I/II\\ *%j( X shell:domains = <domain>/<role>/ w@ﬂ—o
EJAE;)‘E& ) iﬁrﬂ%‘*@ﬁﬁ@%é\\ %jﬂi shell:domains = <domain>// <role> 'C'@‘O

=& }\;Ji\ cisco- av-pajr 0)1 7S shell:domains = = solar/admin/, common// read-all T&)é%m . solar %
TX2UT 4 ALV, adminidsolar EWVWI X2V T 4 RAAL NIRRT HEZALMERE Z D2—

WA ET258—LTHY | comon L7 T2 MEEATH Y read-a11 137 7> MEEOTXTITHT 5
BT HER A Z D2 — I 53 5 m— L TT,

P BRI L — L B ERR L E T,

a) RADIUS O, +—EREJUL—/LZ{ER L TID 7 v—7% KR Y > —ERIZEEA I 5121, [Access
Policies] > [Default Device Network Access | dentity] > [Authorization] (Z&E) L, /L—/L® [Name],

CiscoAPIC J Y —Z5Ix) ¥y T4BEHAF ]



RADIUS. TACACS+. LDAP. RSA. SAML. OAuth2. DUO |
B oariactive Directory 23R

[Status]. ¥ J O [Conditions] ZHE L. SEIZG U T lnternal Users:UserIdentityGroup in ALL
Groups:<identity group name> | %fﬂ%ﬁDL/357fo

b) TACACS+ DA, h—EARPIL— L E{ER L TID ZV—T% v )b 7 a7 7 A JWZBEEAT 512
%, [AccessPolicies| > [Default Device Admin Identity] > [Authorization] (28 L £3°, /L—/L® [Name]
& [Conditions] Z$5& L, #ZIZ)& U T [Shell Profile] Z 3R L £,

RDBERY

#r L < VER% L 72 RADIUS B X ' TACACS + = —H &M fl L TAPICICn 7' A > LE4, #IvY
THNZRBAC D — /L EHEIRIZIES T, 2—FRELWAPICEX 2 U T 4 RAAL LT
TATEHZ LaMRLET, 2—Fd, RIS TWRWEBIZT 78 ATE Tk
20 FERA, AR EXIART 7R AR, FO2—FIZREINTZLOE—HK LTS
PVENB Y F4,

LDAP/Active Directory O Z23iF

RADIUS 3 L TN TACACS+ L [Alfk, LDAPIZL VD, Fy MUYV BRI —FEFHIEL., FFE
DT 7 arDFETEHFANTHEOIHEHTEDAAA 7 LT oy VERSGTEET, B
SNTCRRGER O EITE A IC L - TIFITTE, LDAPS (SSL #%Hi D LDAP) OfEfEME% A
X =T ML, PHERHEZSZENTEET,

WIZRT XML O TiX, ACL7 77U w725 1IP 7 R L2 10.30.12.128 @ LDAP 712 /31 X' —
PHHT AL OICEELTWET,

N

CE) ZofTIZIPvd 7 RLAZERALTWET, IPv6 7 RLABHEHTE £,

<aaaldapProvider name="10.30.12.128"
rootdn="CN=Manager, DC=ifc, DC=com"
basedn="DC=ifc, DC=com"
SSLValidationLevel="strict"
attribute="CiscoAVPair"
enableSSL="yes"

key="myldappwd"

filter="cn=$userid"
port="636" />

Y

GE)  LDAPEEDXA N 7777 4 AX, BMEXTHE LT CiscoAVPair #4252 &
Tt BENA TV =7 FID1.3.6.1.4.1.922.1 2/ U CRIENRE LT-5E. £ 0o
F 727 FID1.3.6.1.4.1.9.2742.1-5 2 LDAPY— I b Tcx £4,

Cisco AVPair ZHET 5P V2, APIC TLDAP /' /V—7 = v T E2{EKT 547 a3
N ET,

. CiscoAPIC 1) ') —R51(x) EFx 1) TAREHAF



| RADIUS. TACACS+, LDAP, RSA. SAML. OAuth2. DUO
ar oz i

S I
LDAP DX E
LDAP REIZIZ2 2D T a »3dH Y £9°, Cisco AVPair Z5% € L72 Y . APIC N T LDAP

IN—T <=y TERELIZYTEET, Z0O®Z > a1lid, MFORELS TS a o OFEERN
HENTWET,

Cisco AVPair Z{#/ L 1= APIC 7~ £ X FH® Windows Server 2012 LDAP D% E

1R BRI

« AT LDAP H— "% 5% E L, #KRIZ Cisco Application Policy Infrastructure Controller (Cisco
APIC) % LDAP 7 7 ¥ AFHICHET 5,

» Microsoft Windows Server 2012 231 > A h—/L ZiL, T T A 7> TNWAH I &,

* Microsoft Windows Server 2012 #—/3 <3 — % O ADSI Edit > —/L A A k »*flfézh,
TWbZ L, ADSIEdit # 1 > A b—/L9 %21, Windows Server 2012 H—/ N = ¢ —
DA~V TICEBHEN TV B FIEICHE - T EEW,

* Ciscoavpair DJEMEDFEE : Common Name = CiscoAVPair, LDAP Display Name =
CiscoAVPair, Unique X500 Object ID =1.3.6.1.4.1.9.22.1, Description =CiscoAVPair, Syntax
=Case Sensitive String,

N

GE)  LDAPREDNA KN FZ7 77 4 AL, BT E LT
CiscoAVPair #4522 & T, HENA 7=/ FID
1.3.6.1.4.1.9.22.1 Z{EH L CRIED A LTIma. ZofMmo
47V =7 F 1D 1.3.6.1.4.1.9.2742.1-5 ¥ LDAPH— T b ff

HATxET,
« LLF&1T 9 Z & N T& % Microsoft Windows Server 2012 = —% 7 7 "2 T 5 2
&o
+ ADSI Edit % 51T L T ciscoaveair B4 Active Directory (AD) AF—~<IZiEML E
T

* Ciscoavpair BME/NT A —H T 5T 7 B AFF A & Fi> X 5 IT Active Directory LDAP
a—P—ZRELET,

o« N— h 636 1%, SSI/TLS & LDAP O##EREICMLEE T,

ATy T RAAUEEHE L LT Active Directory (AD) —Nlza 7 A > LET,
ATw T2 AD AF¥—<I|T ciscoavrair BIEZEBIML £,

a) [Start]>[Run] (ZB#EHL., [mmec] & AJJL. Enter ## L E 7,
Microsoft Management Console (MMC) 3B & £,

CiscoAPIC J Y —Z5Ix) ¥y T4BEHAF ]



RADIUS. TACACS+. LDAP. RSA. SAML. OAuth2, DUO I

B cisco AvPair %R L 7= APIC 7 & £ 2 i) Windows Server 2012 LDAP (D35

ATvT3

ATy T4

[File] > [Add/Remove Sanp-in] > [Add] (2 E) L £,

[Add Standalonee Snap-in] Z 4 7 & 778 v 7 A C, [Active Directory Schema] Z#R L. [Add] %27 VU v 7
LET,

MMC 22> Y — R E £,

(B 7anFat7 )y L, [BREDER] A7 a o 28IRLET,

[Create New Attribute] 4 1 7 12 77K v 7 ZA0NB & 97,

[#84] ! [CiscoAVPair| . [LDAP %:R4] |Z [CiscoAVPair| . [Unique X500 Object ID] (T
[1.3.6.1.4.1.9.22.1) X AJJL, [#X] T [Ccase Sensitive String| Z&ENL F7,

[OK] %2 U w7 LT, BHEERELET,

[User Properties] 7 7 A % [CiscoAVPair] BIEN G D L HICHEH LT,

a)

b)

c)
d)

MMC =Y —/LC, [Classes] 7 /WX &R L, [user] 7 7 A %427 Y 2 L, [Properties] % &R L
£7

[user Properties] % A 7 2 7R > 7 A& £7,

(Bl %7 %227V 7L, BN %27V v LT[RF—XDA TP bEEIRT Bl V4 FouEk
IR

[Select a schema object:] U A T, [CiscoAVPair| %I L. [Applyl 27 U v 7 LET,

MMC =Y —/L"C, [Active Directory Schema] #4727 U 7 L. [Reload the Schema] Z &R L £ 7,

CiscoAVPair BIEDOT 7/ B AR #RE L £7,

LDAP |21 CiscoAVPair BN G TN TV D728, LDAP =2 —3—IZ Cisco APIC RBAC = —/ L Z %[ 24
TAHZLITX Y Cisco APIC 77 B A AT 54 20BN H VY £4°,

a)
b)

¢)

d)

[ADSI Edit] # A4 71 7 R 7 AT, Cisco APIC IZT 7 ¥ AT HHMERHH2—V & RO ET,
a—Y4%EH2 Y v 7 L, [Properties] %R L F 7,

[<user> Properties] %1 7 2 7R v 7 AN & 7,

[BETT«%)1 % 7% 27V 7 L, [CiscoAVPair] Btz 3R L, [fE] iZ [ shell:domains =
<domain>/<role>/,<domain>// role| & AJJLFT,

=&z i CiscoAVPair @1 73 shell:domains = solar/admin/, common// read-all (16001) T&)éiEA
solar @i“‘ZﬁF:L U7 4 RAAL Y, adminid solar EWo X2 T 4 KA A U0 i{fﬁ‘éigﬁ\;f%@%%
ZOa—HF— 25358 —/LThHU . common IL Cisco Application Centric Infrastructure (Cisco ACI) 7
F U B TH Y read-a11(16001) X Cisco ACI 77 M EED TR TITHF D Fe A0 HERE Z O
2—H = ETHr—LTT,

[OK] & 727V v 27 L CEEEZELF L, [<user>Properties] ¥ 71 7Ry 7 AL ET,

LDAP #— N[ Cisco APICIZT 7 B AT H LY ICRESNET,

RDERY
Cisco APIC # LDAP 7 7 B AHIZERE L £7,

. CiscoAPIC 1) ') —R51(x) EFx 1) TAREHAF



| RADIUS. TACACS+. LDAP. RSA. SAML. OAuth2. DUO
oap 75 2 A0 APic oz [

LDAP 7 - = X F® APIC D& TE

4a& SRS

« Cisco Application Centric Infrastructure (ACI) 77 7 U v 7034 A h—/L I TWNT,
Application Policy Infrastructure 2> h B —F WAL T A4 7> TEY, APIC 7 T A XN
RSN TOWTERICEEL TS Z &,

*LDAP —"DHRR M EULIP 7 KL A A— bk, /31 FDN, *—2Z DN, BELW
NAT—REEHRTELZ L,

s APIC EH =V R RA v b I N—T%HTESZ L,

2Tw 71 APIC T, LDAP u A ¥ —%RELET,
LDAP 7' /3 B —DFREIZOWTIE, 7T u g X —5{El%T 25 (61 =) ZZHBL T &,
APICGUI DA R REFIIT U AT R REHO 7L

TS —var v RUT, [PRATL (System) > [V AT LERE (System Settings) 1> [APIC #fita%
%E (APIC Connectivity Preferences) | ONEIZERIR L £, 1E¥EA~A T, [4 /32 F (inband) ] £721%
[ rATN2 K (ooband) | OWTFMnEEIRL £,

ATv T2 LDAP D O A Y RAAL Y ZERLET,
FNEZDWTIE, GULZEERH L Cr—h/v RAAL VEIEHRT D (66 X—) ZRRLTLLZIN,

RDEZRY

ZH T, APICLDAP REFINEIZZE T TF, WIZ. APICLDAP R /A T/ A% T AKMLE
j—o

Cisco APIC TDOLDAP F)L—T T v 7T JL—ILDHETE

Cisco APIC TP LDAP 7/ /v —7 < v 7 ORTEITIL. 1ERDOEHID LDAP 7 V—7 ~ v 7 jL—
IBVETE, ZO'r7 a3 T, LDAP Z A —7 < v 7 L— L EVERT A FIEIZOWT
FAL £,

IR B I
LDAPY — "B RESNTNWDE I N—T D~ v ¥ T HFEITLTVET,

ATY Tl A=a— =T, [EE (Admin) ]>[AAA] DIEIZIEIR L 9,
RTFwT2 Feir—var v KuT, (B (Authentication) ] Z3IRL £9°,

ATw T3 VEEAA T, [LADP JIIL—TF< v 7 (LDAP Group Maps) 1> [LDAP J)L—F< v F)L—JL (LDAP
Group Map Rules) | Z#R L £,

CiscoAPIC J Y —Z5Ix) ¥y T4BEHAF ]



RADIUS. TACACS+. LDAP. RSA. SAML. OAuth2, DUO I

B ciscoaric cooAP T —T < v ToBE

ATvT4

ATy TH

ATvT6

ATy 17

[79 3> (Actions) | "% >[LDAPJIL—T < v 7 JL—ILDER (CreateLDAP Group Map Rule) ]

Vv LET,

FRENTWVD [LDAP T IL—T3 v FIL—ILDYERL (CreateLDAP Group Map Rule) |H[EC, # A 7,

TN—T T N—N2, 3 (F7vay) | Z—7DNEZEELET,

[Ex%= VU7 1 RAA > (Security Domains) ]-X4 > T, [EF2) T4 FAAL 2 DEM (Add Security

Domain) [ #27 Vv 7 LET, [BEF= U7 1 KAA > (Security Domains) | Ry 77 v 77 42 KUT,

ROFEME AT LET,

a) [EF2UT4a FALUDER (SdectSecurityDomain) %27 Vw27 L, X2 U7 4 RAA U ZER
LET,

b) [A—ILDEM (AddRole) %27V v 7 LTr—/LEBIML, Fuy 7 Z U A ko bHERZ R
LET, Fovs~—2%227V 7 LT, BRUEMRZE—ICEIV Y TET, ZOFIEZHED K
LT, Efou—z2txalT 4 AL ITBMLET,

¢) [E¥=UT ¢ RAA L (Security Domains) ]V 1> RV T[EM (Add) 1227V v 27 LET,

[LDAP 7' L — 7~ v 7 )L— )L DIERL (Create LDAP Group Map Rule) | Hif C [#R7F (Save) 1227 U v 7 L
£7

RDEARY
LDAP /7 Vv—7 <= v 7 L—/ )L EBE LT%ZIZ, LDAP Vv —7 < v P& ER L E T,

Cisco APIC TDLDAP H')L—T < v TDHRTE

ATy T
ATy T2
ATFvT3

ATv74
ATvT5

ZDEBT T arTiE, LDAP V7 Vv—7 < v 7T HVERT D HFEICHOW TR L E 7,

188 BRI
« 4T O LDAPY—NE, F—F <o B CRESNET,

A=a— =T, [EHE (Admin) ]>[AAA] DIEIZER L £,

T —ar v RyT, [RBEE (Authentication) ] A B L £,

VE¥~1 T, [LADP 4 )L—F< w7 (LDAP Group Maps) ]>[LDAP 4 )L—F< v 7 (LDAP Group
Map) ] DIEIZER L E T,

[749 3> (Actions) |>[LDAPY IL—T < v TDERL (CreateLDAPGroupMap) ] DIAIZER L E 7,
FRENTWD [LDAP Y IL—T< v TDERL (CreateLDAP Group Map) ]i#EE C, [LDAPJIL—TF< v
FIL—ILDEM (AddLDAP GroupMapRule) 1%#27 U v 27 LT, [#A47 (Type) 1. [FNA—T~v T4
(Group Map Name) ]. [l (47> =2 >) (Description) ], [Z/V—7~ v 7 /L—/L (LDAP Group Map
Rule) 1 #ELET,

LDAP /' V—"7"< v TN — A MERTE WAL, [LDAP FIL—7< v FIL—IILD1ERL (Create LDAP
GroupMapRule) 1227 U v 27 LE9, LDAP /' —7 <~ v 7 JL—LAEKD 7= OFE 72 FIEIZ DWW T
1. LDAP /' —7 < v 7 L— L DR O FINEZEZRL T ZE0,

. CiscoAPIC 1) ') —R51(x) EFx 1) TAREHAF



I RADIUS. TACACS+. LDAP. RSA. SAML. OAuth2, DUO

ATYT6 [R1F (Save) 1227V w27 LET,

DUO 2 &k % ZERFIEE

puo = 2% ]

Cisco APIC X, Duotx =2V 7 4 I X DZERZRFELZ VAR —FLTVWET, Duokx =2V 7 4
HiEIZ, 2=V —IDDOV R MY ELTHRELERA, A7 L3 Xitiﬁ7?bm—x
DORLEOBEAF OGN Z T, 2 % QF) RirZ kL £ 9, Duo 2 L5 2 BRI,

=P —PNHERDO T T A~ VEEEY — A TORIMEZTTDHERAELET,

TTA < VRBAEY — A TIIEA5E T L72t4, Duo 1% 3 F¥HD 2F FBGE LA AR — M LET,
« A — K74 D Duo TENRA)N T TN L] LTENAILTOBRMT Y V2,
o BRERIE T D RE F 7o 1L FERE T O IHES,
eDuo ENRXA N T T U THERENDNNAa— K,

:L*—if‘—ﬂj; DY —N—ZfFH L CERAESNFE T,

« Duo 7 & % 3 RADIUS #—/3—|%. Cisco APIC DL EFHNAF## 7 L C. RADIUS PAP
TFIA VRIS REFERA L TOWT 74T MYy —R_R—= VAT A ZFIELE7,

« Duo 7' ¥ 3 LDAP #—/3—|%. Cisco APIC DL EFHEIE A H L T, Cisco AVPair F 7=
I% Group Maps GEFiEAEH LT E— b B —_"—ZRFEL £,

DUO RADIUS 7’ 11 /34 #—F 7212 DUO LDAP 7' /3 X —DAERIZ DWW TIL, T a3 X —
PERT D (61 *—) OFIEEZZBL T ZEWN,

RESTAPI Z{ER L TDUO JOX T #RET D

The URL for all XML data :
POST https://{{apichost}}/api/node/mo/.xml

PLTFIE, 2% RADIUS BL U7 2% LDAP %— "—% il L 7= Duo O EF T,
RADIUS D& FE
« DUO RADIUS 7134 Z—%BMLET,

<aaaRadiusProvider authPort="1812" authProtocol="pap" descr="duoradius"
dn="uni/userext/ducext/radiusprovider-duoproxy.host.com"
monitorServer="disabled" monitoringUser=""
name="duoproxy.host.com" key="mypasswd"
retries="1" status="created" timeout="30"/>

+DUORADIUS 7m Xy Fu X/ A —2ffHL Tl Ay RASL U EBMLET,

<aaaUserEp descr="" dn="uni/userext" name="" pwdStrengthCheck="yes" rn=""
status="modified">
<aaaloginDomain descr="" name="DuoRadDom" rn="logindomain-DuoRadDom"
status="created">
<aaaDomainAuth descr="" name="" providerGroup="DuoRadDom" realm="radius"

realmSubType="duo" rn="domainauth" status="created"/>

CiscoAPIC J Y —Z5Ix) ¥y T4BEHAF ]
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B restarzmmLT OV ToRLERET S

ks
filt

</aaaloginDomain>
<aaaDuoEp descr="" name="" retries="1" rn="duoext" status="modified" timeout="40">

<aaaDuoProviderGroup name="DuoRadDom" providerType="radius"

secFacAuthMethods="auto, push"
rn="duoprovidergroup-DuoRadDom" status="created">
<aaaProviderRef descr="duoradproxy" name="duoproxy.host.com" order="1"
rn="providerref-duoproxy.host.com" status="created" />
</aaaDuoProviderGroup>
</aaaDuoEp>

</aaaUserEp>

LDAP & FE

o JBM: cisco avrair ZFFO DUOLDAP a3y Y u A4 X —%BIMLFET,

<aaaldapProvider name="duoproxy.host.com"
SSLValidationLevel="strict"
attribute="CiscoAvPair"
basedn="CN=Users, DC=host, DC=com"
dn="uni/userext/ducext/ldapprovider-duoproxy.host.com" enableSSL="no"
filter="cn=$userid"
monitorServer="disabled"
port="389" retries="1"
rootdn="CN=admin, CN=Users, DC=host, DC=com"
timeout="60"
key="12345"/>

JEME memberof ZFF O DUOLDAP 72 x> Yu X/ ¥ —z#EBHLE7,

<aaaldapProvider name="duoproxy.host.com"
SSLValidationLevel="strict"
attribute="memberOf"
basedn="CN=Users, DC=host, DC=com"
dn="uni/userext/ducext/ldapprovider-duoproxy.host.com" enableSSL="no"
filter="cn=$userid"
monitorServer="disabled"
port="389" retries="1"
rootdn="CN=admin, CN=Users, DC=host, DC=com"
timeout="60"
key="12345"/>

LDAP GroupMap /b —/L Z B L £,

<aaaldapGroupMapRule name="DuoEmpRule"

dn="uni/userext/ducext/ldapgroupmaprule-DuoEmpRule"
groupdn="CN=Employee, CN=Users, DC=host, DC=com" status="created">
<aaaUserDomain name="all" rn="userdomain-all" status="created,modified">

<aaaUserRole name="fabric-admin" privType="writePriv" rn="role-fabric-admin"

status="created, modified"/>
</aaaUserDomain>

</aaaldapGroupMapRule>

« LDAP GroupMap /L —/L & BN L £7,

<aaaldapGroupMap name="DuoEmpGroupMap"

dn="uni/userext/ducext/ldapgroupmap-DucEmpGroupMap" status="created">
<aaaldapGroupMapRuleRef name="DuoEmpRule" rn="ldapgroupmapruleref-DuoEmpRule"

status="created"/>

</aaaldapGroupMap>

GroupMap %1l L CDUOLDAP 1 7/ A > KA A U ZBIL£7,

<polUni>
<aaaUserEp dn="uni/userext" name="" pwdStrengthCheck="yes" rn="" status="modified">
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SAML. OAuth2. DUD
rsA Secure ID 252 ]

<aaaDuoEp attribute="memberOf" basedn="" filter="sAMAccountName=$userid"
name="" retries="1" rn="duoext" status="modified" timeout="30">
<aaaDuoProviderGroup name="DuoLdapDom" authChoice="LdapGroupMap"
providerType="1dap"
rn="duoprovidergroup-DuoLdapDom" ldapGroupMapRef="DuoEmpGroupMap"
secFacAuthMethods="auto,push" status="modified">
<aaaProviderRef name="duoproxy.host.com" order="1"
rn="providerref-duoproxy.host.com" status="modified"/>
</aaaDuoProviderGroup>
</aaaDuoEp>
<aaaloginDomain name="DuoLdapDom" rn="logindomain-DuoLdapDom"
status="modified">
<aaaDomainAuth name="" providerGroup="DuoLdapDom" realm="ldap"
realmSubType="duo" rn="domainauth" status="modified"/>
</aaaloginDomain>
</aaaUserEp>
</polUni>

GUI oaJA Y FAMVERET S
7' A . KAA @ GET URL:

GET https://apic.host.com/api/aaalistDomains.json

{

RSA Secure ID

"totalCount": "5",
"imdata": [{
"name": "DuoRadDom",
"type™: "DUO",
"secAuths": "auto,push"
boo A
"name": "DuoLdapDom",
"type™: "DUO",
"secAuths": "auto,push"
boo A
"name": "RadDom",
"type": "OTHER"
boo A
"name": "LdapDom",
"type": "OTHER"
boo A
"name": "DefaultAuth",
"guiBanner": "",
"type": "OTHER"

G AL

RSAFREEIL, EHCTE DMAELETEHEF—Z2HHL T, NAV—RFRA{ERRT 2882
FHETh—r rERHELET, ZhiE, N—FRU=T b= VT T b—T DM
iy AR—rLET,

CiscoAPIC J Y —Z5Ix) ¥y T4BEHAF ]



RADIUS. TACACS+. LDAP. RSA. SAML. OAuth2. DUO |
B cuzsEmL<. RSAF S LA APIC DEE

GUI ZEA L T. RSA7 U XD APIC DEZE

1R BRI

s ACI 7 7 7'V w7 )33%{& S 41, Application Policy Infrastructure Controller (APIC) 234> 5
A N2> TEY . APIC 7 T A PR EN TEFICEEL TS Z &,

sRSA YV —RDFEAMELIZIPT FLA, R—F, @BiE7 e bar, BLOx—%6H

cAPICEHRT L RIRA v N IN—T %A TE5Z &,

AT wT1 APIC T, RSA 7 A X E2{ERk L £,
RSA a4 B —DRERICHONWTIL, [Fa g X —2EET 5 (61 <—) | 28BRL TS,

ATv7T2 RSAD[AT A2 FAAL > (Login Domain) | #/ERk L £,

FZRFIEICOWTIE, TGUI R L Tr—h/)L RA AL U 2ERT 5 (66 2—2) | #HRLTLTE
él/\o

RDERY
Z T, APICRSA FHEFIEIZE T T, KIZ, RSA P —RZHTELET,

SAML 25

SAML (X XML RX—AD A =T VB OT =X X THY, WInhoT7T 7Y r—ya iy
A A4 LTEBIC, BHEIIERSN-—EHOY A apa TR L — g 77— g 0
V—ALVRAIZT 7 EATEET, SAML Tit, BHEHTEAEVRA = F—HlT, %=
)?4’%@Lt%%ﬁ@%ﬁtbi¢o:ﬂi\%ﬁfzfﬂﬂ4ﬁﬁﬂiofl*$“@
FEEICHE A S NDFEET e b2/ TT, SAMLIZX Y, ID7 e (X — (IdP) &H—ER 7
BN X —DRT, ¥x a2 )T (i RE Bl TE 9,

SAMLSSO [ZSAML20 7w ha iz AL T, YAapafRhl—rar Y Ja—alrn
RAA R ERGMIT, oI A o F 2B L TWET, SAML 2.0 1%, Cisco 77V
= a EIRTSSO AL, Cisco 7 7V r—vartdPRIC7 =T Lb—ya v ah
M LET, SAML2.0 Tik, mEREX=2 VT 4 LV EHEFFLN D, YA aDEFHa—
PRERIRT 2T RAL T Z7EBALT, IdP &Y —VE R T u M X —OR T —WRGE L
KRBT — A ERMTEET, ZOWENLERRAN=ALER ML L TNDH LT, SESF R
TV —vailbln ), EOBEKIERCEEEREFEH L ET,

SAML SSO OEHEMHEIRIZ, > AamaTFRhlL—y gy T XV r— g0 Tar—VICERE
éﬂf; 2 — )L _X— 2 77“‘22 o }‘D‘—/I/ (RBAC) %O%uuul‘ﬁéﬂijﬂ
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| RADIUS. TACACS+. LDAP. RSA. SAML. OAuth2. DUO
samLoxxz% ]

SAMLSSO (%, IdP L —EX Fa M X —DiOo7rrneya=vr 7at A& LT,
ART =2 LI EZ M S 2 L TEEOH (CoT) ML LET, F—ER T r/ o F—
IXIdP D2 —FHERZFHEL TRY, SFIERI AT SV r—v a7 7 BATE
HEolCLET,

\}

GCE) =R TunS =N D 2 EEH Y FH A, SAML2.0 TliE, —E 2
7H/\/r& Tif£< 1dP \-uunﬁ%é'fibij‘

7547 MIIP ﬂﬁéﬂﬁ%ﬁw AP IX7 A4 T MT—vavadbzxEd, 7
FGAT LV MIV—ERTa R, F =2 T —a B R LET, CoTRMELINTWATZ8H,
P—ER TN F—IT = a VEEEL, 24T NIT 7B ARG A ET,

SAML SSO ZHZNZTBH &L, RO LS BN ODORENELIET,

s B4 LR — ROMAEDEE AT THEMLEN 2L D20, /RATU—FR
L (a3 AP

TV — g ERA N LTWVABENDOY AT ANL— R —F 4 DY A5 AT,
SREEAERE LET, SAMLSSO #4252 LT, IdP £ —E R Fu g X —DRTE
HOWmAEER CTEET, P—ER T/ X —ZIdPEEL C, =2—VE2FIELET,

o SRR R & R BEIRLET, BS{LHEREIC LY, 1dP, —E X Fra/Xf F—
ﬂf~&®FTfmurﬁ%é%% L9, SAMLSM)T’\ IdP L —VE R Fu X F—fT
R SN DREREA v =V B — O RET I b TEET,

« A U ID ICERIGREZFASITHEMNE T D720, LEENR ELE9,

e RAT—KREZU bty T AEDDOANT T AT ~ONEEREL -5, = A MYEIIC
DIRM™Y F9,

SAML DEAXREFR

cIIAT N (2—=FDITAT R UL BEEHIZT U A o RAZ X ETER
TEDL, 79U R=ADIFA TV NERIZITAT L M T, VAT LEHEDT T
UYPFIEEDO—HITT,

Y —ERT AL S = TR, I TAT Y IRT VR RAERB LT T r—va v gl
TP —E2TY,

oID A X — (IdP) V¥— 3 ZiuE, 2 —VFERIEREZRIEL., SAML 7 —3 3
ERAITT AT 4T 4 T,

« Lightweight Directory Access Protocol (LDAP) ==—%# : Zi1H D= —H (L, Microsoft Active
Directory X> OpenLDAP 72 & D LDAP 7 ¢ L' 7 F U & S4vE T, JF LDAP = —H%
Unified Communications $-—/ B2 a2 — D /WZAFIEL £,

eSAML 7% — 3 v 2T, 2—FRADE-DIZ, IdP 1 HH—E 2 (4 X —|Tix
EEIND2 X2V T A ERTHERENET, T —a i3, 2a—VPE0ERREDY T

CiscoAPIC J Y —Z5Ix) ¥y T4BEHAF ]
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B v&—rshcuairs BEUSAMLD VR—% 2 b

P MIETAHEESNEZAT— AV FE2ETe, XML F¥ =2 A2 FTF, @ T,
B AT A 72012, SAML 73— 3 ITF o2 VEL S ET,

SAML 3k : Z#lE. Unified Communications 77V 77— 3 2 L 0 AR SN 30 EEE

RT9, LDAP 22—V % 33FJ 57212, Unified Communications 7 7"V 77— 3 L IXEREE
TR % IdP ICZHE L £,

FHEOE (CoT) : ZHik., LFRITI DD IPICK L CHeE LA ITH S FFE A —
X N X —THERENET,

AZT =4 ZHUL, P ERBRICACI T 7 ) r—v a3 A Ko CTERRS -, XML 7 7

ANTT, SAML A X T —HXDAEHIZ LY, IdP &V — B R T 1 X —DNAS R
ST L ET,

Assertion Consumer Service (ACS) URL : 2@ URL L, 7YV —T a2 HRAX NI 250 %

IdP 1248 R L ¥4, ACSURL I%. A7 SAML IGEZ B ED URLIZARA M52 &%
IdP IZfe R LET,

A\

G¥)

SR PBE /2T _RTCDA VAT —F HF—E A TiE, SSODAH=AAL LTSAML 2.0
PEEALET,

HHR—rEN TS IPs 5LV SAML OV R—HR 2

YR—bEh 5 IdP

ID 7 a/ A X — (IdP) 1%, =—W, VAT A, ¥ —EADOIDIEREER. Mk, FHT IR
SFEY 2 —VTY, £, Ry NU—=T NOZDOMDOT TV Ir— g o —E R 7 ra N
4’7‘—@:?@Lfmwﬁ%ﬁb\i?‘

SAML SSO T, IdPs Iz —¥—Dr—1F721d%& Ciscoa 7R L —ar 77V r—2an

gy A Ly F g SN, AT VAR LSS, AP I, o — BRI AR

B, BEEL, 22—V 0N —E R Tu S X —DR#E) V— AT 7B ATE 5 SAML & %
AR LET,

N

GE)  dPY—bER2Z 5L TCWALERSY 9, BfEA A =L ENTWT, #HfEq
HECTHDLI LR L TLEIN,

APIC @ SAML SSO F&REIE, WD IdP TT A b SN TWET,
* https://technet.microsoft.com/en-us/library/cc772128(WS.10).aspx

« Okta > > 7 )V A L A4 https://www.okta.com/products/single-sign-on/

* PingFederate : https://documentation.pingidentity.com/pingfederate/pf90/
index.shtml#gettingStartedGuide/concept/gettingStarted.html
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| RADIUS. TACACS+. LDAP,

RSA. SAML. OAuth2. DUO
H— hERTLS IPs LU SAMLa v —x > k]

SAML D3 U R—3R 2 b

SAMLSSO YV U a2 —Y g %, BHEDOTV—T a3, Yuabar, AT 407, F7ary
ANVDORAEDORICESEET, SFIERTH—vaid, 7abhare (o4 7%
FEHLTWL 7 7Y r—2a VYA METRIREN, 2607 h—va 2k A b
MTa—HYA2FIFLET, SAML DI R—FR 2 MIKRDO LB T,

cSAML 7% —3 3y ZHuE, AP B —E R Fu g X —(THE%E SN D IHEROMEE L
NEZERLET, EX 2T 4ROy NTHRSHL, SESERLLDT 7 E
A ay har—)WREIZYH—ER Ta X FOHBRNG D Z L E2RTXENGENET,
SAML SSO (FIR OO CE LU L £,

CHMEFAT — R AL N ZTHNOHDARAT— R AL MI, AP & 7T UV OB CHRE DO
(AT D FBAED FIEIZHOWT, —E R Ta ", X =7 — LT,

cBMEAT =M AU ZRHEDAT— A ME, 22— FICBEMT 5 ReE D Bk
(HHETEEDOT) (2O TTH— b LES, BT F—a 2id, =2—FIcEd
L BEHRERPIEENET, Y—EX T e S 2=k, BHEEZENLTT 7 & 2l
HOWREZITVET,

*SAML 7' h /L : SAML 7' & b 2/lid, SAMLAB 7V — a2 EO X HIcERL, B
BT 20&EERLET, 207w bad, FEDSAML T L Ay FEIETh—T 3
VTR STV D SAML ER L IGE = L A MIXGE LE T, SAML 2.0 (IZIZRD
a2 harndhh 9,

TH—var ) LB ROT o ha

FALFE RO 12 2L

*SAML XA »F 4 2 : SAML A ' F 4 71, SOAP ZZHAD L 9 72, fEHER v —
VIR ELTEET T AL EDSAMLT Y — a3 e balb A yke—Y (£
TIZF DM E) OO~y B 7 RBELE T, ACLIZIKD SAML2.0 31 VT 47
YV HR—FLTWET,

« HTTP Redirect (GET) XA 5 4 v
« HTTP POST XA V' F 4
«SAML 7277 A/l :SAML a7 7 A /L Ti%, BICER SN EHSEEE R —

B2, SAMLT H— 3y, Fa bhal, BILUONSA UF 4 v T OMBEDEIZON
TREMICIBA L TV ET,

NTP DERTE

SAML SSO C. Network Time Protocol (NTP) TiZ APIC B LI ONIdP D7 v v 7 RN A[EET
9, SAML (R 72HK0H 5 7m ha/LTHY | IdP X SAML 7H—> a UBNAITH D
AN —Z2THB L ET, IdP BLOAPIC 7 1 v 7 BRI SN TV ARWES, 73—
va URNENIZ 72 SAML SSO #EREME IE L E 97, 1dP 35 KOV APIC D] CFF Al S 415 e KiEF
L3I TT,
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B v&—rshcuairs BEUSAMLD VR—% 2 b

A\

(F)  SAMLSSO ZEfESHAHITIE, NTPEHEZIELL A VA M=V THRLERHY | 1dP &
APIC 77V r— a URIORZEN 3B EB X TR W L 2ERT2MLERH D F
9, IdP BLONAPIC 7 v v 7 BRI S TR WS, 22— —X IdP TR L
2% TH APIC O /A v X=X A L7 FENFET,

DNS D& E

Domain Name System (DNS) 2LV, FA M &Ry NU—7 =&y NU—2 (&
Br) WOIPT RLAIZwy B TE5K512780E7, *v T —7 NIZELE S 4172 DNS
P—NF, Ry hT—7 B—EREFRAN{II v EL T L, RIZKA MEZIPT RLRIZ
VYT T LT A R=REHATOVET, Xy FU—27 EOT /31 XL, DNSH—ICH
ELT, XY MU= IZHHMDT AL ZADIP T FLAZZIETEET, £0OD, v b
U —7 TAA ABOWBENEL D £,

FLHDHE, APICEB LV Idp IFAVDFEREM RAA 4% 1P T RUAIZK L THIETE,
IIAT v MR THESNDMERH D £7°,
Certificate Authority : 25/

A, WOWTIOOFEOFERER (CA) ICL VB SINDI Y — NGEAELMHT S 2

EERMELEL £,
«INTY9D CA: = FR=F g ¥R, Y= "—OHIERZMER L, BT 23N
HERITLET,

c TIAR—FCA: AHTE =IO CA ZIERIB I OER L, R T &L 1T
L/i‘j‘o

BT R TR TR RY . —RONR—T g VEITHL R AEARH Y T, K —
NROFTRCON—Y 5 VT D272 FIECOW T, Z0~=a 7 L0 F
T, CAIZ LY BA SN AENEZ TS 2 HIEOFEM e FIRICOWTIE, #2435 — 10
v T VESRLTLEE N,

N7V w7 CAICEY BAH SN —NGEAELZTST 556, N7 Uy 7 CAlX. 7947
YEarbEa—ZDOEHANT T, = FEAEZH L UDIR L TEBLOICLET, 2
DEFE. 77947 harBa—F¥Th— bMEAEEZA VA= T30 EIIHY A, 77
AR—hFCAZRYE, CAIZE Y BASNDFEVENMEEA M TIZEZHFELBRWERIX, v—
FEEHEZ A AR —F L TL 72 &EV, SAMLSSO Tid, CN £72/ZSAN TOIE LW KA A 3
L SN2 CA BAMEFEAEN, IdP BI OV —E R T u (X —CHEZ/h) £9, EL
W CAGEHERKGES N2 WSS, 77 UIERy 7 7y 7EEEH L E T,

APIC DIEFEA N 7IZ IdP D/b— FEEBAENE LTV RWEEEIX, B LW GEBAREEI & 1ERk 3
HHENRHY F£9, APIC TSAML 7' A ZaRET HEIEL. Z OFRGEHERE 2% AT S
VERH Y £97,
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samL 72 = 2 Ao APIC ot

SAML 7 7 £ A ® APIC DEZ7E
Y

GE)  SAML X— ZD3EE & CLI/REST ® APICGUI TOATY, 72, V—7 A v F L
AIITE A S EE A, APICCLI TiX, SAMLEZEEZITH) Z LT TEERA,

48 HHEIIZ

« Cisco Application Centric Infrastructure (ACI) 7 7 7' U v 7 233% & X 41, Application Policy
Infrastructure Controller (APIC) 234> T A 272> TEY, APIC 7 7 A X BB I LT
EFICEEL TV Z L,

e SAML — RN KA ML EFIZIPT KL A&, IdP A X F—Z O URL #FEHATXx£7,
cAPICEHT L RARA v N I N—T %A TE5HZ &,
c ROBEZATVET,

o IRFZI[FIHA & NTP : https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/3-x/
basic_config/b APIC Basic Config Guide 3 x/b APIC Basic Config Guide 3 x chapter
011.html#concept 9CE11B84AD78486AATDS83ATDEICE2AT77,

ok GUI Z ] L72 DNS 7' 3o 2 — L 5§ 572 D DNS —E R Y 2 —D
FXAE : https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/3-x/basic_config/
b APIC Basic Config Guide 3 x/b APIC Basic Config Guide 3 x chapter 011.html#task
750E077676704BFBB5BOFE74628D821E,

GUI % f# i L 7= Cisco ACITHTTPS 7 7 2 A J1 A & LGEHIHORE
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/3-x/basic_config/b
APIC Basic_Config Guide 3 x/b_APIC Basic Config Guide 3 x chapter 011.html#task

FO37F1B75FF74ED1BCA4F3C75A16COFA,

AT v 71 APIC T, SAML 4 F—&{Ek L ¥,
TN, F—a BT DIIE. [T, X —%E%T 2 (61 =) | LTI ZEN,

ATvFT2 SAMLOAYAY FAL VU EERLET,

FEMZRFNEIZOWTIZ, GUIZER L Ta—a RAL L E2ERT D (66 2—) | ZBRL T
éb\o

RESTAPI Z{£FR L T APIC T SAML #:%%F 9 %

REST API Z{#H L C SAML #3 2121%, LTFIZRT L D1, HAIZSAML 7' /3o X —
FYERE L E T,
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https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/3-x/basic_config/b_APIC_Basic_Config_Guide_3_x/b_APIC_Basic_Config_Guide_3_x_chapter_011.html#task_F037F1B75FF74ED1BCA4F3C75A16C0FA
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/3-x/basic_config/b_APIC_Basic_Config_Guide_3_x/b_APIC_Basic_Config_Guide_3_x_chapter_011.html#task_F037F1B75FF74ED1BCA4F3C75A16C0FA
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B resTaP 6 LT APIC T SAML £3E T 5

<aaaSamlProvider name="cisco729224.okta.com"
dn="uni/userext/samlext/samlprovider-cisco729224.okta.com
entityId="http://www.okta.com/exk7j6qjvxgk8hwy0696"
guiBannerMessage=""
idP="okta"
metadataUrl="https://cisco729224.0kta.com/app/exk7j6qjvxgk8hwy0696/sso/saml/metadata"
monitorServer="disabled" retries="1" timeout="5"
tp="oktacert"
wantAssertionsEncrypted="no" wantAssertionsSigned="yes" wantRequestsSigned="yes"
wantResponseSigned="yes"
sigAlg="SIG RSA SHA256"
status="created,modified" />

Wz, aZ Ay AL ZERR L £9, BAFICiL. CiscoAVPair £7-13 7 Vv —7 <~ v 7OV
NnEFHTE £9,

Authentication using CiscoAVPair

<aaaUserEp dn="uni/userext" status="created,modified">

<aaaloginDomain dn="uni/userext/logindomain-TestSAML" name="TestSAML"
status="created,modified">

<aaaDomainAuth dn="uni/userext/logindomain-TestSAML/domainauth" providerGroup="TestSAML"
realm="saml" realmSubType="default" status="created,modified"/>

</aaaloginDomain>

<aaaSamlEp rn="samlext" status="modified">

<aaaSamlProviderGroup dn="uni/userext/samlext/samlprovidergroup-TestSAML" name="TestSAML"
authChoice="CiscoAVPair" status="created,modified">

<aaaProviderRef
dn="uni/userext/samlext/samlprovidergroup-TestSAML/providerref-cisco729224.okta.com"
name="cisco729224.okta.com" order="1" status="created,modified"/>
</aaaSamlProviderGroup>

</aaaSamlEp>

</aaaUserEp>

Authentication using Group Map

<aaaUserEp dn="uni/userext" status="created,modified">

<aaaloginDomain dn="uni/userext/logindomain-TestSAML" name="TestSAML"
status="created,modified">

<aaaDomainAuth dn="uni/userext/logindomain-TestSAML/domainauth" providerGroup="TestSAML"
realm="saml" realmSubType="default" status="created,modified"/>
</aaaloginDomain>

<aaaSamlEp rn="samlext" status="modified">

<aaaSamlProviderGroup dn="uni/userext/samlext/samlprovidergroup-TestSAML" name="TestSAML"
authChoice="LdapGroupMap" groupAttribute="memberOf" status="created,modified">
<aaaUserGroupMapRule name="AdminRule" userGroup="CN=Domain

Admins, CN=Users,DC=insaaadev, DC=net" status="created,modified">

<aaaUserDomain name="all" rn="userdomain-all" status="created,modified">
<aaaUserRole name="fabric-admin" privType="writePriv" rn="role-fabric-admin"
status="created,modified" />

</aaaUserDomain>

<aaaUserDomain name="mgmt" rn="userdomain-mgmt" status="created,modified">
<aaaUserRole name="access-admin" privIType="writePriv" rn="role-access-admin"
status="created,modified" />

<aaaUserRole name="nw-svc-policy" privType="writePriv" rn="role-nw-svc-policy"
status="created,modified" />

</aaaUserDomain>

</aaaUserGroupMapRule>

<aaaUserGroupMapRule name="EmpRule" userGroup="CN=Employee,CN=Users,DC=insaaadev, DC=net"
status="created,modified">

<aaaUserDomain name="mgmt" rn="userdomain-mgmt" status="created,modified">

<aaaUserRole name="ops" privType="writePriv" rn="role-ops" status="created,modified"/>

</aaaUserDomain>

</aaaUserGroupMapRule>

. CiscoAPIC 1) ') —R51(x) EFx 1) TAREHAF
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Okta T SAML7 T 5 —3 3 w0z |

<aaaProviderRef
dn="uni/userext/samlext/samlprovidergroup-TestSAML/providerref-cisco729224.okta.com"
name="cisco729224.okta.com" order="1" status="created,modified"/>
</aaaSamlProviderGroup>

</aaaSamlEp>

</aaaUserEp>

Okta TSAML7 ) 45— 3 > DHRTE

Okta T SAML Z#RET D121, EHERELFFO o2 —V—L LT Oktaflfkicn 71 L&
T,

)

(GE)  Okta #fkZ BFFH THRWEEE, 250 Okta Z1ERCTX £,

https://www.okta.com/start-with-okta/

ATwT1 Okta T, HOO[EBEEZE]|RZ %227 v 7 LET,
AT T2 [7FIVH5—Yavoem ya— by 22007 LET,
RT9T3 O [FHLWTTUTr—2a R RE %2270 v 7 L, ROBIEEITWVET,
a) FHLWFIVr—2a DR X4 7r 27 Ry 7 AT, [SAML 201 47 v a U ERIRL, HEAED
e A& 27Uy r LET,
b) [EMBRE] Ry 7 AT, BISAMLT7FTUy—al] %, [FIIVr—2 3] 74— /L RICAS
L. D [RNRX %7V w7 LET,
¢) [SAML MERFE] 27 3 A[SAMLERE] 7 4 —/V RT, [ U5 ILH A A2 URL]. [Z{EF URL].
[HREBDFIPR] 7 « —/L FiZ SAML URL %850 71 £4,
ZD7 44—V REFROEXIZT H2HLER’H Y £,

* https://<APIC hostname>/api/aaalLoginSSO.json?name=<Login_domain name> </Login domain name>
</APIC_hostname>

o FRA[BEZ SSOURL Z il L T APIC 7 T A X ZHRELET,

* https://<APIC1_hostname>/api/aaal.oginSSO.json?name=<Login_domain_name></Login_domain_name>
</APIC1_hostname>

* https://<APIC2_hostname>/api/aaalLoginSSO.json?name=<Login domain name></Login domain name>
</APIC2 hostname>

* https://<APIC3_hostname>/api/aaalLoginSSO json?name=<Login_domain_name></Login_domain_name>
</APIC3_hostname>

« £ A ID 3K : Transient
o BB BB

o TH— g LB BA
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RADIUS. TACACS+. LDAP. RSA. SAML. OAuth2, DUO I

Bl 20 s < Relying Party Trust D38

d)

e)

« TH—va VIS L S LS TV ER A,
* SAML > 7V v 77 7 k: Disabled
+ authnContextClassRef: PasswordProtectedTransport

« SAML %173 1D: http://www.okta.com/$ {org.externalKey}

[Attribute Statements] =7 2 3 T, [FirstName]. [LastName], [Email]. [CiscoAvpair] 7 4 —/L RiZ
Bz BMLT, [RNZ227 U v 7 LET,

GE)  CiscoAvpair LIEEND H A X KA@ML [FAa T 74 IL TF 4 2] T Okta = —HF—Z1ELT 5
VBN Y £3, CiscoAvpair DFEMIL, IMNIHFERET—/ 3D AV <7 (56 ~—) ZZHL
TSN,

[Z4—FNRNy 1Ry 7 2T, [FAMIRET7 TV 75— a3 U %BMT S OktaBERZ T BLO [ThiE
IDMERLEZAR7 TV r—2a0TH] 2RIRL T, BT 22V v 7 LET,

AT9T4 LR LEZBISAML 7 FUSr—S 3 N7 7V r—a v D[HA oAV BRERENET, Z02—
CERAFEL, WOXTETT IOV 4 RUTHEE T, SAMLERED[ID TANA F— A2 F—4]
abv—3 5100, BTIOX—=VIRED £77,

GE)

AFF—HDY 2 kAT BT, (D TANL = A8 F—=2] Vs 247 ) v/ LT
[2E—] &R L ET,

AD FS T Relying Party Trust D 5% &

ADFS EBla >y Y — )V CIEEYFEFHZEML 3,

ATy 71 GEAERNHEEEEZ BN T,

a)

b)

¢)
d)

2)

ADFS #— 3D ADFS FHla v Y —iZm 71 > L, ADFS> Trust Relationships> Relying Party
Trusts DJEIZE®E) LT, [Add Relying Party Trust] #4727 U v 7 LT 6 [Start] #27 U v 7 LET,
APIC NT, xfIsT 2w/ A RAA EETHMTE % [Download SAML Metadata] 47"+ 2 %
FEHLCTERSNIZAZT—2 77 A NVEA R —T5HZ LI2X > T, [Enterdataabout the relying
party manually] % 7213 [Import data about relying party from a file (skip the steps d, e, fand g)] Z =R L
D

[Display Name] (Z[E 4 FHFEADIEEDOE "L EZ AT L, [Next] 227 U v 7 LET,

ADFS 777 A VEFRNL, [Next) 7 U v 7 LET,

Ho—E Next]Z27 Vv 7 LET,

[Enable support for the SAML 2.0 Web SSO Protocol] Z###R L, S84 EH SAML20SSO H—ERX D
URL & L T https://<APIC_hostname>/api/aaal.oginSSO.json?name=<Login_domain_name> & AJJ L,
Next] Z#27 U v 27 LET,

ERELFEHIBHDHAIF L L T hitps://<APIC_hostname>/api/aaaloginSS0.json AJJ L £,

. CiscoAPIC 1) ') —R51(x) EFx 1) TAREHAF



I RADIUS. TACACS+. LDAP. RSA. SAML. OAuth2. DUO
AD FS T Relying Party Trust (5% 7€ .

h) [I do not want to configure multi-factor authentication settings for this relying party trust at this time] % 3&4R
L. Next] #7 U7 LET,
i) [Permit all users to access this relying party] Z3®R L., [Next] 27 U v 7 LET,

) [Open the Edit Claim Rules dialog for this relying party trust when the wizard closes] Z##R L, [Close] % 7
Uy LET,

ATFvT2 ROYL—L L—LZBMLET,
a) LDAPEMZ 7 L —A L L THELET,

« [Edit Claim Rules] 7 1 > K7 T, [AddRule] 227 U v 7 LE T,
¢ [Claim Rule Template] C [Send LDAP attributes as Claims] # i8R L, [Next] 7 U v 7 LE7,
* [Rule Name] Z AJj L. [Attribute Store] & L T [Active Directory] Z 18R L £ 7,

« CiscoAvpair Z AT D 72O D THRIF A2 —FEMEZ BRI L £7° (72L& 21X, [LDAP attribute type]
& LT [Department] iR L, “Z#1% [Outgoing Claim Manually Type] @ [CiscoAvpair] ({2~ v B>
JLET) .

* [LDAP Attribute] C [E-Mail-Addresses] 38R L, %1% [Outgoing Claim Type] @ [E-mail Address]
v v B LT, [Finish 27V v 7 LET,

b) EREHEREZEWLET,
* [Edit Claim Rules] 7 ¢ > K7 CH-fE [AddRule] %7 U 7 L. [Transform an Incoming Claim as Claim
Rule Template] 28R LT, [Next] 7 U v 27 LET,
* [Incoming claim type] & L T [E-Mail Address] # =R L F7,
* [Outgoing claim type] & L T [Name ID] Zi#R L £ 9,

* [Outgoing name ID format] & L C [Transient Identifier] Z %R L £ 97,

ATY 73 APICO Y T AX ZBINT 5121%, BHOBELYEEILIHL2 LY b7 v 7950, T 1 >OEESES
HBA Yy b7 v 7 LT L EBOEESEEENF BLOSAML 7H—>3 > arva—<Y TV KRR
AV b EZNCBEINTAZ ENTEET,
a) FRTIERLZR U EEYEEEHER>7 7 A XNIZ, o APIC ZBINT 5,

1. ADFSManagement Console> ADFS> Trust Relationships> Relying Party Trusts & & #) L T,
CiscoAPIC > Properties DJIEIZAZ YV v 7 LE T,

2. [Identifiers] # 7% 27 Vv 7 L, 77 AZNIZMD APIC ZR D LBV IZIEMLET :
https://< APIC2_hostname>/api/aaal.oginSSO.json,  https://< APIC3_hostname>/api/aaal 0ginS0O.json

3. [Endpoints] ¥ 7% 27 U w27 L, [AddSAML] %7 U v 73252 LIZL-> Td 220 APIC ZiEN
L %7 . [Add SAML Post Binding] . [Index] Z 1 & LT, {E#H SN T35 URL IZ
https: /< APIC2_hostname>/api/aaal.oginSS0.json?name=<Login_domain_name> ® L 9 IZ A1 L £ 7,
% LT, [Add SAML Post Binding] (Z
https://< APIC3_hostname>/api/aaal.oginSS0.json?name=<Login_domain_name ® X 9 IZ A L £,

CiscoAPIC J Y —Z5Ix) ¥y T4BEHAF ]
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RADIUS. TACACS+. LDAP. RSA. SAML. OAuth2, DUO I

AT9 T4 AyE—TLTH—1 3 0%, ADFS B — SN O powershell 705 ADFS TE4 T A XLE R H VY £9°, ADFS
Y= N—=T A=V EBIOT = a V2 EBELTHITIE
a) Windows Powershell & (FHEFE L LTETTOILERHY ET) | KOavr REFETLET,
b) Set AdfsRelyingPartyTrust TargetName RelyingpartytrustnameOfCiscoAPIC - SamlResponseSignature
MessageAndAssertion

OAuth 2/ 0IDC F2FE

Open Authorization (OAuth) 2.0 1%, A — 7 AEHEOFFE 7 7 2/ T3, OAuth2.0 ZfEHT %
L. IDTRALE—=AP) IZ L > TEEEITAREINEZT SV r—rvay (=27 mA
AF—, TIbBLSP) IZ7 7 EATEET, OAuth2.0 (%, KRB r—2 &AL T, a2~
Va—v— 77U = a2 ID LARRFERERAE L ET,

OAUth 2.0 DFERIIC DWW T, RFC6749 # M L T 72 &V,

OAuth2.0 (X, $—E AT aNA L =T 7Y r— a5 RESTAPI 25 S £ 8%k
IIAT 2 NEA T2V R—= T 2DLICEHFFSNTHET, ZHiTiL, BFEND Web H—
AT IV RATDHT T OFT IV r—vark, BEDENANT AL ATEITINDT T
UVor—varOmlnaEinnEd, OAuth7'm b=/ TlE, ik h—7 V2B T 5720 0%
BOAD=ALEER L, SESERAD=ZALNBI TAT U NIATORIKI BRI LET,
Hifi72 OAuth OfllE,  Thttps:/service.example.com| 72 D Web A hMzwu /A4 LLH ET
HEL =V XNAT AT T Ty NI =0T A VEITES AT A /%’:ﬁﬂ% LT
HoBHEZHT L0 ROONIGERHVET, ZNHDID Fu g F—lzan /A
LTWAEEIE, MELr A 0T H0LEEHY FHA, WTDOLT v 3 V%i@?ﬁf% k
9-<IZ,  Thttps:/service.example.com| (2R 7 A F 52 A (OAuth ZfEH L C) FFal&ivE
7

Cisco ACI T 0Auth 2.0 Z2:F

Aafﬁ%éﬂéomM®&4fi KR E 7 —Td, ZOHETIL, Cisco APIC 1T
ICRGE SN T2 — P = X 2 KBM G ER L, APIC IZRICARM G A2FEH L T, ARIER
RHOT I8 A N 0EFRELET, Ju—2ROXIRLET,
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cisco ACI T» 0Auth 20 323 ]

Resource Owner APIC server/ Idp APIC

; Cisco Authorization ‘ Cisco

(User)
. ! Authorization Code Request to /authorize

E‘ 302 redirect to authentication prompt

i Aulhenticatioh and consent

i Authorization Code Response

Send authorization code + client secret to ftoken

i Access token (and optionally Refresh Token)

' Request with access token

Response

F{esourc'e Owner
{User) Cisco Authorization Cisco

503805

i! APIC server/ ldp APIC

OAuth NEX
U Y—AFHEE (—V—) —T—HTHHE
«Web 77U —3 5 — APIC (F7-1% Cloud APIC )

« KRY— 3= (AS) E£72IFXID T u A F— (1dP) H—— - 2 —H— %Gk LUV
L\iﬂ—o

UY—=A % —s3— —APIC

\}

CE) KRS —A=RID b—I L ET VA b Y ORSERET BHA. ID b—2 i,
2 —H—4 & CiscoAvpair 7 L—LDT 7/ v A h—2 v LY bERINET, ID h—72
> C CiscoAvpair 2N T& 72 WA, ——4 & CiscoAvpair Difi ;7 DERNT 7
A =7 b BfGSNET FIAFTREREE) o APICIE, MDD h—27 b Da—
P —4 & CiscoAvpair 7 L — L &FEAG LEHFA, DFED, ID =7 oinbDa—H—4 L
TIRA N—27 5O CiscoAvpair [ ZBE L EHA, T, FOWEEELERA, &
D b —27 T % CiscoAvpair BR B RNWEEA . ID h—27 b Do —F—4 3T S 41,
RESNTWDEGEITT 7 4/ b OFRFENFAT SN E T,

CiscoAPIC J Y —Z5Ix) ¥y T4BEHAF ]



RADIUS. TACACS+. LDAP. RSA. SAML. OAuth2. DUO |
B ciscoaric < 0wt EET 2

Cisco APIC T OAuth 25X F 9 %
ZOFNEEMH LT, Cisco APIC T OAuth Z5%E L £7°,
AR &M
Okta (FE72ITZDMOFBIES—/—) TROT 7 v a &I T LET,

«APIC HHDO OAuth 7 7 U r—> g VaERRLES, 7947 FIDEv—2 Ly hAaE
SHEDET,

¢ APIC ~D7 7 v AZH AT HH AR —NRESNTNDZ L 2R LET,
cACI THHAESNDIEBT Y RARA LV FE b—F v ZV FiRA v MZEELTLLEEN,
cAPIC Z{ERTHT7T U r—3 g s la—F—2E D Y TE4,

» CiscoAvpair 73, ACI COFRRED =D —H —Zk L TE LS FEESN TN D Z L 2R
LET,

« h—27 > URL OFFHEF = — 2 HRFLET,

ID a4 X —TD 0Auth2.0 7 7V 7 —3 3 VOBREDFHEMCHOWNTIT, BT S Fx = A
VhESRLTLLIEE N,

OAuth2 77 £ X F® APIC DEETE
COFNEEZFEHL T, OAuth2 ’u A X —Z{Ek L., vl A v RAA &M TET,

A2Tw 1 APIC T, OAuth2 7 u (4 X —Z{ER LE£T,

OAuth2 7’ a XA X —DIERIZHOWTIL, [T X —%EKT 5 (61 X—) | 2L TLEX
/AN

AT9 72 OAuth2 ® [AT 4> KAA > (Login Domain) ] #{ERL £,

2 FIEICOW T, TGUI AL Tr—h/b KA AL VEERT D (66 X—) | #&LTLE
W,

LR ZEERT B

F—2 » URL I SN DEHETF = — v 2 L GRIER ZERT 21213, ZOFIEEE
)EH Ljﬁj«o

ATYT1 A=a— =T, [BEE (Admin) ]>[AAA] DJEIZEIR L 9,
AT T2 FEF—varv g RuT, [BFa )T a4 (Seaurity) | ZRIRLET,
ATY T3 VEESA T, [BBEEB (Certificate Authorities) ] Z 3R L £,

. CiscoAPIC 1) ') —R51(x) EFx 1) TAREHAF
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omuth zERALa——ns1> [

ATv T4 [TU 3> (Actions) |> [FREERDYERL (Create Certificate Authority) 1427 U > 27 LE7,
ATy 75 ZHl, HA. BIOMBHEF -2 A LET,

UTFOFIECTIHBAZEFz— U2 BHE LT Z3 0,

a)
b)
<)
d)

e)
f)
2)

Okta/ZAKGBH—/N—225 h—2 > URL Z@&R L 7,

T 4 KT, =2 URLZASILET,

FH27Uv7 LT, [EMEHR (Morelnformation) ] 23R L7,

RRENTERy T T v 7 U4 Funt, [#LWEERAE (New Certificate) | A& %227 U v 7 LE
7T

FREAEE AT RSINET, PEM (Fx—Y) GEAEZXY 7 an—RKLET,

W27 a T AEBEIRLC 7 7 AV ERE £,
FRENTFFEHEOF = — 0O MBI EZ IR L 7,

GE)  RR8OOBIER/ZIERTE £,

ATYv 76 [IR7F (Save) |27 U v 27 LET,

OAuth AL —Y—0O54 >

OAuth HHICHERk ENTem 7 A4 RAAL 2L TAPICIZR A LED &35 L, @n
%~N~@m7%y&~f’)ﬁ4v7bémif(itmﬁéhfw&mﬁA)ol~%~
DRBAESID &, Web 77 U &4 L CREA Y —/3—/1 5 APIC IZFR A 22— RVIE(E S E
9, APICIZ, APICT SV o —>ar D7 747 IDE—27 Ly hEFEHALT, IdP 5
DT I7'A M= bZDa—NeERELET, 727X h—27 2%, CiscoAvpair D —
P— LIBAEOFEMINH Y £, TDk, APICICu /A > LEd, APICTIE, v/ A4 LT

WBZ— P —RZIUIE L TRENE T,

REST APl #{FH L T APIC T OAuth 25%F 9 %

ZDOFIEZEMHH LT, REST API %44 L APIC T OAuth 3% /€ L ¥ 7,

ATy T1 OAuth 7’ A X —%ER LE7,

<aaaOauthProvider name="cisco729224.okta.com"
dn="uni/userext/oauthext/oauthprovider-cisco729224.okta.com"
status="created,modified"

timeout="5"

key="vCnIgqlEGCTPfgMU"

oidcEnabled="no"

verifyEnabled="yes"
baseUrl="https://cisco729224.0kta.com/oauth2/default"
clientId="00a9g25hlcE7yZZ0t696"
usernameAttribute="EmailId"

scope="openid groups"

tp="oktacert"/>

CiscoAPIC J Y —Z5Ix) ¥y T4BEHAF ]



RADIUS. TACACS+. LDAP, RSA. SAML. OAuth2. DUO |
B resTar 26/ LT APIC T oAU ERET S

ATw T2 OAuth 1 7' A4 > KA A U EER L ET, FRFEICIE. CiscoAVPair £721X 7 V—7 <~ v 7T OWFhnZfii
TEFET,

Authentication using CiscoAVPair

<aaaUserEp dn="uni/userext" status="created,modified">

<aaalLoginDomain dn="uni/userext/logindomain-TOAUTH" name="TOAUTH" status="created,modified">
<aaaDomainAuth dn="uni/userext/logindomain-TOAUTH/domainauth" providerGroup="TOAUTH" realm="oauth"
realmSubType="default" status="created,modified"/>

</aaaloginDomain>

<aaaOauthEp rn="oauthext" status="modified">

<aaalauthProviderGroup dn="uni/userext/oauthext/oauthprovidergroup-TOAUTH" name="TOAUTH"

authChoice="CiscoAVPair" status="created,modified">

<aaaProviderRef dn="uni/userext/oauthext/oauthprovidergroup-TOAUTH/providerref-cisco729224.okta.com"
name="cisco729224.okta.com" order="1" status="created,modified"/>

</aaaOauthProviderGroup>

</aaaOauthEp>

</aaaUserEp>

Authentication using Group Map

<aaaUserEp dn="uni/userext" status="created,modified">

<aaalLoginDomain dn="uni/userext/logindomain-TOAUTH" name="TOAUTH" status="created,modified">
<aaaDomainAuth dn="uni/userext/logindomain-TOAUTH/domainauth" providerGroup="TOAUTH" realm="oauth"
realmSubType="default" status="created,modified"/>

</aaaloginDomain>

<aaaOauthEp rn="oauthext" status="modified">

<aaaOauthProviderGroup dn="uni/userext/oauthext/oauthprovidergroup-TOAUTH" name="TOAUTH"
authChoice="LdapGroupMap" groupAttribute="memberOf" status="created,modified">
<aaaUserGroupMapRule name="AdminRule" userGroup="Domain Admins" status="created,modified">
<aaaUserDomain name="all" rn="userdomain-all" status="created,modified">

<aaaUserRole name="fabric-admin" privType="writePriv" rn="role-fabric-admin"
status="created,modified" />

</aaaUserDomain>

<aaaUserDomain name="mgmt" rn="userdomain-mgmt" status="created,modified">

<aaaUserRole name="access-admin" privIType="writePriv" rn="role-access-admin"
status="created,modified" />

<aaaUserRole name="nw-svc-policy" privType="writePriv" rn="role-nw-svc-policy"
status="created,modified" />

</aaaUserDomain>

</aaaUserGroupMapRule>

<aaaUserGroupMapRule name="EmpRule" userGroup="Employee" status="created,modified">
<aaaUserDomain name="mgmt" rn="userdomain-mgmt" status="created,modified">

<aaaUserRole name="ops" privType="writePriv" rn="role-ops" status="created,modified"/>
</aaaUserDomain>

</aaaUserGroupMapRule>

<aaaProviderRef dn="uni/userext/oauthext/oauthprovidergroup-TOAUTH/providerref-cisco729224.okta.com"
name="cisco729224.okta.com" order="1" status="created,modified"/>
</aaaOauthProviderGroup>

</aaaOauthEp>

</aaaUserEp>
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802.1X

ZOEF, WO THBEINTHET,

« 802.1X OEE (97 X—)

o IRA K HAR—F (97 =%—Y)

s BFEE— K (98 X—)

s HEFHELHKFE (99 X—)

e LT 4 X al—a OME (100 2—)

* NX-OS A ¥ A )L CLI Zffi [ L7z 802.1X / — RIBFEDFHE (102 ~<X—)
« REST API i L 7= 802.1X R — hBFEDFHE me—v)
« REST API Zff f L 7= 802.1X / — RFHGEDORKE (104 ~=—)

802.1X D&

8021X T, 7 IA T v M =" R—=2D7 /A ar ba—LERGEET a0 baLiziE
L\%ﬂéﬂf“ﬁ%ﬁ?%?ybﬁA’77?%7%&?*%%&ELTIANuﬁmﬁé
DO ZEBH L ET, FBAEY— L, CiscoNX-0O8S 7 /3A ADR— MR SND I FA TV b
{2 \ZRRRE L £ 77,

82X T /7R ar ha—)LTIE, Z2I9AT Y "R ENDET, TDYV TA T b
L TWAR— MEAHTI iExtenmble Authentlcatlon Protocol over LAN (EAPOL) ~F7 7 4 v 7
LoiFrEanETA, BREHIRSITHE, BEO NI 7 4 v 73R — 2B TED L5112k
nE9,

RADIUS 537 AT v MY —RNR AT LEHHTHE, RET 7 ANLR Y NT—T %
R CTE E9, CiscoACIFEEETII, RADIUSZ 74 7> MIToR THE@L, X CHO2—H—
FAFERB L ONR Yy hT—7 —E R 77 & AERPE S 7= Fr e RADIUS H— /8258
AEERBLOT AT T 4 v T EREFELET,

RA b HR—

802.1 X B&REIX, WODE—FTAHR—FED T 7 4 v 7 ZHIBTE E9,

CiscoAPIC J Y —Z5Ix) ¥y T4BEHAF ]



8021X |
B za=—+

BH—FRAFE—F:802.IXR—FTIBEDZY RRA U FTFRAL ZADBINEDNTT 4
7ﬁ%ﬂéhi#oiykﬁ4yb?ﬂ4Xﬁ%aéhé&\Amcmﬁ~b%%ﬂ%%
\ZLET, inf4yb?N4xﬁm7ﬁ7¢5& OS XA — F & BT rLIRAE I R
F7, 802X DX =2 U T (3EK &1L, BREICARE L CRFAl SN2 H— @NMC?%VX
LITRARDZMACT RLAZ Y —RAELTAHT7 L — A0 ENZHEEEZVVWET, 2ok
IR E, ZTOBF2VT 4 TV — g (SA) ER (O MAC 7 KL AHD
EAPOL 7 L'—2) M ENTA v F—T =2 AFT 4 =Tz &NE 7, Y7
ARARE—FRE, RA MY —ZA v TFBR AR TIHEDHRA RPN APIC DL A ¥ 2 R—
(A=Y b TI7EBRAKR=bF) FFLATYIFR—F b—FT v KEKR—b) IZEH
INTWAEARICET#EATE 9,

BHORA N E—F R —FJLICBEBEDORA FEFERHTEETRN, HYD 1 275 FH
ARSI ET, BYIOFA NOFANIKRNTH &, N— MIFAAT— MIBITLET,
R—=FINHFAAT— MZRD L, BHDOEA IR Ry NT—0 T U7 ADOFFA %Z21F D
Ei&ﬂ)iﬁ/\/ 38 ’%H&Lt@ F7IZEAPOL n /47 A v —U2ZEL T,
A= FPEHF R AT — MIRSTZHAIE, B L TWATRTOIIA4 T MIxy b
7~777ﬂx%ﬁééni#0vw%fxb%~b11\wﬁﬁ®%$ﬁ A H—
T A% vy NI UTABENRT 4 E—7 DT, ZOF—RiE, A vF
V=2 v FRBERaPBLIORA N =2, v F R AR PomFICEH T T

e WIFRIAE—F BHOKRA N ETRTOFRA M EENGRHEEEHA TS £97,
)

GE) #AA BRI, FU EPG/VLAN 4 V8 T4,

cIILTF RAAL L E—F BT —HXBIOEF AL, IPEFTHEAHALET,

33JE45——|3

ACI802.1 x ITIRDBFIFE— REZ VR —FLTWET,

I:II

« EAP : A —t& 7 ¢ 7/ —# % EAP-Request/Identity 7 L — A% 7"V 71 MZEE L Tk
BIERAZERLES (@, A—kr 7 4 75— 131 O E T OBRIEFROERD &
LT, MO Identity/Request 7 L —AZEEFELET) , VB MIT7 V—AEZET
% &, EAP-Response/Identity 7 L — A TIHE L ET,

e MAB : 7 4 —/L Xy Z73RAFE— R & LT MAC B3 282 (MAB) RV 3R— k& T
WET, MABIZLY, TV REAL U FOMACT RLAZEHAL CTHR— b_—ADT 7
T2y hr—ARNECR Y ET, MAB DAL R— MIEFET 57 /351 2D MAC
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APIC GUI Z A L 7= 802.1X R— FEREEDEETE

ATy T

ATy T2

IR B
RADIUS 7 u A XDOR) > —%FHELET,

A== —/3—"T, [Fabric] >[External AccessPalicies| >[Policies] >[I nterface] >[802.1X Port Authentication]
7V v 7 L, WOBEEITNET,
a) [802.1X Port Authentication] #4772 V » 2 L C, [Create 802.1X Port Authentication Policy] % B & £ 97,
b) [Name] 7 4 —/V RIZHR Y —D&Hi# AT LET,
) [RRAFE—F] 74—V RT, RV —E—REFINLES, HHTRRE— FEZRIRLET,
« [RILFEREL : BHOKRA PBLOTRTOFR M EEFNRIETE £,

GE) KA R RMTIX. FU EPG/VLAN [H#H0 0ETT,

[RILF FAA V] BT =2 BIOEFR KAL T, IPEETHEALET,
[RILFHRRAR : A= T EIEHBDORA FEFEHTEETH, D1 O NFEGESNE T,
[BE—FRR R A= FILIZIHOKRA FOIRFAILET,

d) T3 AH802.1X I AR — F LTWZRWEATL, [MAC Auth] 7 .t —/L R C [EAP_FALLBACK_MAB]
ZEIRL, [Submit] 27 U v 27 LET,

802X R— FEREERY) —% 7 7 7V v I T/ A 7 )—TIZBEAfHT 5 i2id, [Fabric] >[External Access

Policies] > [Interfaces] > [Leaf Interfaces] > [Policy Groups] > [L eaf Access Port] (B8 L. ROEIEEZIT

£

Q) (U= FHERAR=K 2E20 w27 LT, [Y=F FOER R—k K S— T I—TOER] %8
=FET,
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b) [Name] 7 4 —/L RIZHR U —D4RTEZ AT LET,
¢) [802.1X Port Authentication Policy] 7 4 —/L R C, LLRNIAER L72AR Y > —Z @R L, [Submit] %2 U >
7 LET,

APIC GUI Z{EF3 L 7= 802.1X / — RERREDEXTE

1R BHHIIZ
RADIUS 7 XA X DR o —%2FRELET,

ATvT1 A==2— "=, [Fabric] >[External Access Policies] > [Policies] > [Switch] >[802.1X Node Authentication]
7 Vv L, WOBEZITHNET,
a) [802.1X Node Authentication] %47 U v 7 LC, [Create 802.1X Node Authentication Policy] % B % £ 9,
m[Mmﬂ74~wP’ny—®%%%Aﬁbi#
c) [EPGEREIMKRER] 7 4 — /L R T, @GENKK LG EICRHT T b, 77V r—varrery
AV, EPG ZiEIR L E T,
@[WANmﬁmﬁﬁyf.m£#%%Lt \ZJEBRT % VLAN 238 L £ 7,
RATw T2 8021X / —REBEER) —% UV —7 AA v F KU ¥— ZN—T7 BRI % 121%, [Fabric] > [External
AccessPolicies] > [Switches] > [L eaf Switches] > [Policy Groups] (28 L. KO#EIEZITVET,
a) [RUS—FTN—F%24H20) 7 LT, [TO9EBRRLAYF R — TIL—TOER] 2 £,
b) [Name] 7 4 —/L RIZHR Y v —D4HiZ AT LET,
c) [802.1X Node Authentication Policy] 77 4 —/V K C, LABNZ/ER L2 U o —%RIR L., [Submit] =727 U »
7 LET,
ATv T3 821X/ —RBIARYS—%2 U —T f L H—T = A AT 07 7 A IBEEfTT 5121%, [Fabric] >[External
AccessPalicies] > [Interfaces] > [Leaf Interfaces] > [Profiles] (28I L. IROBIEEZITVET,
a) [FRAIZ7AN]Z2H7 V7 LT, (U= AVA—T AR TAT7A4IILDERK] #B &£,
b) [Name] 7 4 —/V RIZHR Y v —D&HiE# AT LET,
) [MYA—TzARELY A EXZEBL, [TVERR—bELIZDER] XA Tl Ry 7 A% H
., [RA BILO[A2—T A RXID] HEHREATLET,
d) M3 —T AR KR)I—FIW—T] 74—V T, UpNER SR Y > —%23IR L, [OK] B
JOZEE 227V v7 LET,
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s
il

apicl# configure

apicl (config) #

apicl (config)# template policy-group mypol

apicl (config-pol-grp-if) # switchport port-authentication mydotlx
apicl (config-port-authentication)# host-mode multi-host

apicl (config-port-authentication)# no shutdown

apicl (config-port-authentication) # exit

apicl (config-pol-grp-if) # exit

ATFYT2 V—T A F—TzA A R) L —%BZELET,
1 -

apicl (config) #

apicl (config) #leaf-interface-profile myprofile

apicl (config-leaf-if-profile) #leaf-interface-group mygroup
apicl (config-leaf-if-group)# interface ethernet 1/10-12
apicl (config-leaf-if-group)# policy-group mypol

apicl (config-leaf-if-group) # exit

apicl (config-leaf-if-profile)# exit

AT T3 V—7 a7 A VEZELET,
5 -

apicl (config) #

apicl (config) # leaf-profile myleafprofile

apicl (config-leaf-profile)# leaf-group myleafgrp
apicl (config-leaf-group)# leaf 101

apicl (config-leaf-group) # exit

ATFYTE V=T A v F TaT77ANMIA L F—T 24 A R) —%@EHLET,
B -

apicl (config-leaf-profile) # leaf-interface-profile myprofile
apicl (config-leaf-group) # exit

NX-0S X2 A4 JL CLl {5 L 1= 8021X / — FERSEDETE

ATv 71 Radius iBFE/ V—T7 2R EL 7,
1 -

apicl# configure

apicl (config) #

apicl (config) # aaa group server radius myradiusgrp
apicl (config-radius) #server 192.168.0.100 priority 1
apicl (config-radius) fexit

ATFYT2 J—FKR L~ LR—FRHERY v —%2RELET,
&1

apicl (config) # policy-map type port-authentication mydotlx
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REST API %5/ L 1= 802.1X K — r2iEn sz ]

apicl (config-pmap-port-authentication) #radius-provider-group myradiusgrp

apicl (config-pmap-port-authentication) #fail-auth-vlan 2001

apicl (config-pmap-port-authentication) #fail-auth-epg tenant tnl application apl epg epg256
apicl (config) # exit

RV — TN—TFHFHEL., FJIN—FHNTR— FRIHRY) > —H2BELET,
Bl -

apicl (config) #template leaf-policy-group lpg2
apicl (config-leaf-policy-group) # port-authentication mydotlx
apicl (config-leaf-policy-group) #exit

V=7 2 v F Fu 7y A VERELET,
i

apicl (config)# leaf-profile mylp2

apicl (config-leaf-profile) #leaf-group mylg2

apicl (config-leaf-group)# leaf-policy-group lpg2
apicl (config-leaf-group) #exit

Mg
gl

802.1X R— RMFHFEAR Y > —% 1B L £,
B -

<polUni>
<infralInfra>
<l2PortAuthPol adminSt="enabled" annotation="" descr="" dn="uni/infra/portauthpol-test21"
hostMode="multi-auth" name="test21" nameAlias="" ownerKey="" ownerTag="">
<l2PortAuthCfgPol annotation="" macAuth="bypass" maxReauthReg="2" maxReg="2" reAuthPeriod="3600"
serverTimeout="30" suppTimeout="30" txPeriod="30"/>
</1l2PortAuthPol>
</infralInfra>
</polUni>
Modify:
<polUni>
<infralInfra>
<l2PortAuthPol adminSt="enabled" annotation="" descr="" dn="uni/infra/portauthpol-test21"
hostMode="multi-domain" name="test21" nameAlias="" ownerKey="" ownerTag="" >
<l2PortAuthCfgPol annotation="" macAuth="eap" maxReauthReg="2" maxReqg="2" reAuthPeriod="3600"
serverTimeout="30" suppTimeout="30" txPeriod="30"/>
</12PortAuthPol>
</infralnfra>
</polUni>
Delete:
<polUni>
<infralInfra>
<12PortAuthPol adminSt="enabled" annotation="" descr="" dn="uni/infra/portauthpol-test2l"
hostMode="multi-host" name="test21l" nameAlias="" ownerKey="" ownerTag="" status="deleted">
<l2PortAuthCfgPol annotation="" macAuth="bypass" maxReauthReg="2" maxReg="2" reAuthPeriod="3600"
serverTimeout="30" suppTimeout="30" txPeriod="30" status="deleted"/>
</12PortAuthPol>
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</infralnfra>
</polUni>

REST APl Z{EFA L - 8021X / — FEEiIDERTE

802.1X / — FIBGER Y v —ZRELET,
B -

<polUni>
<infraInfra>
<12NodeAuthPol annotation="" descr="" dn="uni/infra/nodeauthpol-802-node-2"
failAuthEpg="tn-t2, ap-ap,epg-epgl"” failAuthVlan="v1lan-2078" name="802-node-2" nameAlias="" ownerKey=""
ownerTag="">
<12RsAaaRadiusProviderGroup annotation="" tDn="uni/userext/radiusext/radiusprovidergroup-radius-grp"/>
</12NodeAuthPol>
</infralInfra>
</polUni>

Modify:
<polUni>
<infraInfra>
<12NodeAuthPol annotation="" descr="" dn="uni/infra/nodeauthpol-802-node-2"
failAuthEpg="tn-t2, ap-ap, epg-epgl" failAuthVlan="vlan-2066" name="802-node-2" nameAlias="" ownerKey=""
ownerTag="" status="deleted">
<l2RsAaaRadiusProviderGroup annotation="" tDn="uni/userext/radiusext/radiusprovidergroup-radius-grp"/>
</12NodeAuthPol>
</infralnfra>
</polUni>

Delete:
<polUni>
<infralInfra>
<12NodeAuthPol annotation="" descr="" dn="uni/infra/nodeauthpol-802-node-2"
failAuthEpg="tn-t2,ap-ap,epg-epgl" failAuthVlan="v1lan-2078" name="802-node-2" nameAlias="" ownerKey=""
ownerTag="" status="deleted">
<12RsAaaRadiusProviderGroup annotation="" tDn="uni/userext/radiusext/radiusprovidergroup-radius-grp"
status="deleted" />
</12NodeAuthPol>
</infralnfra>
</polUni>
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APIC TlE, 22— NAA v F R—FDR— b X2V T Z2RETEET, &— h ETMAC
DEIEOR KR THEEZBIRTHE, BELEMACT RLANLTRTO T 7 4 v 7 HfiEdk
ENET, ROBMHENRYR—FENET,

cAR—FEFaAVTADEALTDL BEVFR— SN THDEXA LT 7 MEEX, 60
~3600 P OFFH T HR— b I TWET,

s BRITAE  BITAIIRET - FCHATEEd, Ri#ET— N TIE, MAC OB IS
W57, MACT7 RL AL CAM T— 7 VICIBEBINENEHA, Mac 7 —= 7 \RT
SNTWNDEA LT U MEOKRIZHERNI/RY £7°,

cBRRIVERADU b+ BEOHHR— FENTNWDIRKDOT Y RARA 2 MEREMIZ, 0~
12000 DHEPATH A — b S TWET, TRz RRA > MER 0 OHE, TOR— T
EAR— X2V 7 4 RY —DEHRY £9,

APICGUI ZFERA L= R—k ¥ )71 DEE

&

ATy T2
ATy T3

ATy T4

Ama—N=T[777Vvr 7IEAKRY— (Fabric> AccessPolicies) |#7 Vv 7 L, [} & —

v a v (Navigation) | XA > T[RRIV — A H =Tz A K- tX=U7F ¢ (Policies> Interface>

Port Security) | # &R L £,

[(R—bEF2)T41 4527V 27 LT, [R—btEFalTqa RUS—DER] %27V v 7 LET,

[(R—bEF2)Ta4 RV—DER] XA T 07 Ry 7 AT, WOBEEZFATLET,

a) [Name] 7 4 —/V RIZHRY > —DAFIEZ AT LET,

b) [R—k €X2UTFADEALTIR] 74— RIZ, £ H—T A ZADMAC T —=> 7 & FEAH
T DR, XA LT T hOEEZERLET,

) [RRIVERAUP 74— KRIZ, £ ¥ —T A ATEEARERT L RARA » NORKEDOHE
BN £7,

d) [ERT7V2av] 74—/ RT, R A 7TV a 3 [R#E] 7, [Submit] #7 U v 7 LET,
A=t X2V T 0 R —BEREINET,

(F) V=T AAvTFDA L F =T A RAERET D LT, EHATRERA—F X2V T 4 RY o—

DYARPBR—KF X2 T4 R —2RRTHZ LN TEET,

[FEX—2a ] AT, [Z7TVYI]>[ARVRY]>[bRADIZ 27V v 7 L, HOU —7 R
AYFIBELET, A X —T oA AERET LMY 2R —FE2BRL, K—hr X2 VTR >—
Fay 720y JASPLBEEMTFICNERR— N X2V T 0 R —%FBRLETS,
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RESTAPI A LT, K—k t¥a U7+ 0%E [

INT, R—FEOR—F X2V F A OFRELXTET LET,

RESTAPI %R LT, "— bk X)) T4 DEKRTE

R—=htEF2VT7 0 2RELET,

i -
<polUni>
<infraInfra>
<l2PortSecurityPol name="testL2PortSecurityPol" maximum="10" violation="protect” timeout=“300"/>
<infraNodeP name="test">
<infralLeafS name="test" type="range">
<infraNodeBlk name="test" from ="101" to ="102"/>
</infraleafS>
<infraRsAccPortP tDn="uni/infra/accportprof-test"/>
</infraNodeP>
<infraAccPortP name="test">
<infraHPortS name="pselc" type="range">
<infraPortBlk name="blk"
fromCard="1" toCard="1" fromPort="20" toPort="22">
</infraPortBlk>
<infraRsAccBaseGrp tDn="uni/infra/funcprof/accportgrp-testPortG" />
</infraHPortS>
</infraAccPortP>
<infraFuncP>
<infraAccPortGrp name="testPortG">
<infraRsL2PortSecurityPol tnL2PortSecurityPolName="testL2PortSecurityPol"/>
<infraRsAttEntP tDn="uni/infra/attentp-test" />
</infraAccPortGrp>
</infraFuncP>
<infraAttEntityP name="test">
<infraRsDomP tDn="uni/phys-mininet"/>
</infraAttEntityP>
</infralInfra>
</polUni>

CLIZERAL-AR—bt X2 T1DERE

Fig
AV RFERIETIVaY B
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apicl# configure

ATy T2

leaf node-id

1

apicl (config) # leaf 101

RET LV —7%fmELET,

ATvT3

inter face type-or-range

1

apicl (config-leaf) # interface eth 1/2-4

BETHDA LB —T A AFFIFA L X —T =4 R
DOHEPHEFREL T,

[no] switchport port-security maximum
number-of-addresses
1 -

apicl (config-leaf-if)# switchport port-security
maximum 1

AV HE—=T 24 ADEFXF2T MACT KL ZADEK
BAEHRHELUET, HHIZ0~ 12000 7 FL X TT,
FIFNII1IT FLATE,

ATy Th

[no] switchport port-security violation protect

1

apicl (config-leaf-if)# switchport port-security
violation protect

X2 VT BRSNS EICFETT LT
varERELET, protect 77 v a i, ot
BOEX 27 MAC 7 RLAZHIR L CREREL T
5 ET, AAREFILT RLADONRT Yy h&E R
oy 7 LET,

ATvT6

[no] switchport port-security timeout

1

apicl (config-leaf-if)# switchport port-security
timeout 300

A VB—T 2 A ADEA LT 7 MlZBELET,
fiPHIE 60 ~ 3600 T, T 7 4 /b b 60 T,

1

I, A=Y XY b A F—T A ATR—- b EF2 VT4 E2RET DHELZRLE

B

apicl# configure
apicl (config)# leaf 101

apicl (config-leaf)# interface eth 1/2

(
apicl (config-leaf-if)# switchport port-security maximum 10
apicl (config-leaf-if)# switchport port-security violation protect
apicl (config-leaf-if) # switchport port-security timeout 300

RIZ, R=F F¥FXVTR—F X2 T4 2RETHHZRLET,

apicl# configure
apicl (config)# leaf 101

apicl (config-leaf)# interface port-channel po2

(
apicl(
apicl(
apicl (config-leaf-if) #

. CiscoAPIC 1) ') —R51(x) EFx 1) TAREHAF
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switchport port-security timeout 300



E

A—

FEFaUTA

A=t txaussn&05—=050%k [

I, AR — R~ F ¥ 1L (VPC) THR—bEFX2 VT4 ZRETDHERLET,

apicl# configure

apicl (config) # vpc domain explicit 1 leaf 101 102

apicl (config-vpc) # exit

apicl (config) # template port-channel po4

apicl (config-if)# exit

apicl (config)# leaf 101-102

apicl (config-leaf) # interface eth 1/11-12

apicl (config-leaf-if)# channel-group po4 vpc

apicl (config-leaf-if)# exit

apicl (config-leaf) # exit

apicl (config) # vpc context leaf 101 102

apicl (config-vpc)# interface vpc po4

apicl (config-vpc-if)# switchport port-security maximum 10
apicl (config-vpc-if)# switchport port-security violation protect
apicl (config-leaf-if)# switchport port-security timeout 300

XU TABRUVT—ZUTBE

FEVPC A — FEIFAR—F Fr R THE, FHLOZY RARA MR LTEE A R F23%
AL, FLWVEERTFFAI SN TW D DR T DREEDNTTOIET, *HbhT 54 ¥ —T7 x4 X
ICERESN TR, FRITERRR—F X2 )T 40 R —RNFETHHEE. =0 FR
AV N T—= TEMEIIY AR — FENTWEHONLEREINEFA, RN —RNHHI -
TEBVHIBRICEEL CWAEE, BIEOTR—FENTWET 7 ¥ a AXRkO@EY TY,

eI RRAVIEFEEL, Fuv X 773 arOn—KRuzTICA AL LET,
e ALV MIFEEEZWEL E T,

FIBRIZRIZE L CTWRWEE, T RRA VMR FEE N, ZOF LT RiRA v MsAEL
tt@ﬁ@;ibfwéﬂtoﬁ%nfé@&#ﬁbhi? HIRICEGZEL TRV, FH 0
LT 7 a URRESNTWAREE, AV F—T2A A LON—= R 2T7 TT—= 0 N E
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AT w71 configure
a7 4 ¥ a2l —varE—RICAD ET,
11 -

apicl# configure
ATv 72 FHSRY v—%2RELET,
1 -

apicl (config) # tenant coke
apicl (config-tenant) # first-hop-security

apicl (config-tenant-fhs)# security-policy poll

apicl (config-tenant-fhs-secpol) #

apicl (config-tenant-fhs-secpol) # ip-inspection-admin-status enabled-both
apicl (config-tenant-fhs-secpol) # source-guard-admin-status enabled-both
apicl (config-tenant-fhs-secpol) # router-advertisement-guard-admin-status enabled
apicl (config-tenant-fhs-secpol) # router-advertisement-guard

apicl (config-tenant-fhs-raguard) #

apicl (config-tenant-fhs-raguard) # managed-config-check

apicl (config-tenant-fhs-raguard) # managed-config-flag

apicl (config-tenant-fhs-raguard) # other-config-check

apicl (config-tenant-fhs-raguard) # other-config-flag

apicl (config-tenant-fhs-raguard) # maximum-router-preference low

apicl (config-tenant-fhs-raguard) # minimum-hop-limit 10

apicl (config-tenant-fhs-raguard) # maximum-hop-limit 100

apicl (config-tenant-fhs-raguard) # exit

apicl (config-tenant-fhs-secpol) # exit

apicl (config-tenant-fhs) # trust-control tcpoll

picl (config-tenant-fhs-trustctrl) # arp

apicl (config-tenant-fhs-trustctrl) # dhcpv4-server

apicl (config-tenant-fhs-trustctrl)# dhcpvé-server

apicl (config-tenant-fhs-trustctrl) # ipvé-router

apicl (config-tenant-fhs-trustctrl)# router-advertisement

apicl (config-tenant-fhs-trustctrl) # neighbor-discovery

apicl (config-tenant-fhs-trustctrl) # exit

apicl (config-tenant-fhs) # exit

apicl (config-tenant) # bridge-domain bdl

apicl (config-tenant-bd) # first-hop-security security-policy poll

apicl (config-tenant-bd) # exit
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apicl (config-tenant) # application apl
apicl (config-tenant-app) # epg epgl
apicl (config-tenant-app-epg) # first-hop-security trust-control tcpoll

FHS OREFZRLE T,
B -

leaf4# show fhs bt all

Legend:
TR : trusted-access UNRES : unresolved Age : Age
since creation
UNTR : untrusted-access UNDTR : undetermined-trust CRTNG : creating
UNKNW : unknown TENTV : tentative INV invalid
NDP : Neighbor Discovery Protocol STA : static-authenticated REACH : reachable
INCMP : incomplete VERFY : verify INTF Interface
TimeLeft : Remaining time since last refresh LM : lla-mac-match DHCP
dhcp-assigned
EPG-Mode:
U : unknown M : mac V : vlan I : ip
BD-VNID BD-Vlan BD-Name
15630220 3 t£0:d200
| Origin | IP | MAC | INTF | EPG(sclass) (mode) | Trust-1lvl | State |
Age | TimeLeft |
| ARP | 192.0.200.12 | DO:72:DC:A0:3D:4F | ethl/1 | epg300(49154) (V) | LM, TR | STALE |
00:04:49 | 18:08:13 |
| ARP | 172.29.205.232 | DO:72:DC:A0:3D:4F | ethl/1 | epg300(49154) (V) | LM, TR | STALE |
00:03:55 | 18:08:21 |
| ARP | 192.0.200.21 | DO:72:DC:A0:3D:4F | ethl/1 | epg300(49154) (V) | LM, TR | REACH |
00:03:36 | 00:00:02 |
| LOCAL | 192.0.200.1 | 00:22:BD:F8:19:FF | vlan3 | LOCAL(16387) (I) | STA | REACH |
04:49:41 | N/A
| LOCAL | fe80::200 | 00:22:BD:F8:19:FF | vlan3 | LOCAL(16387) (I) | STA | REACH |
04:49:40 | N/A
| LOCAL | 2001:0:0:200::1 | 00:22:BD:F8:19:FF | vlan3 | LOCAL(16387) (I) | STA | REACH |
04:49:39 | N/A

fEHEL~JUIIRD LR TT,

sTR:BHEINTVWET, =2 FRRA 2 B, BHEHEEDNAEDI/HR>TWVWD EPG LFEIN- L X

ICFTRENET,

sUNTR: R CZ EH A, =2 RARA >V bR, FBHEERENPANT/2 > TWRWEPG M H¥EE Sz &

SICFRSNET,

+ UNDTR : RE, DHCP ¥V ——T U v KAA > (BD) BUVE—HF U—7IZHVY, DHCP Y 74T
Ve —An U —TIZHADHCP YU L— FARE Y OEASICERINET, ZTORRTIE, va—hL
Y —=71%. DHCP #—/"— BD 2MZ# DHCP ZHZNZ L TWAMNE I AR L EF A,

ATYTE SESERFATLEHRAOHIL L HIERKERRLET,
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1 :

leaf4# show fhs violations all

Violation-Type:

POL : policy THR : address-theft-remote
ROLE : role TH : address-theft
INT : internal

Violation-Reason:

IP-MAC-TH : ip-mac-theft OCFG_CHK : ra-other-cfg-check-fail ANC-COL
anchor-collision
PRF-LVL-CHK : ra-rtr-pref-level-check-fail INT-ERR : internal-error TRUST-CHK
trust-check-fail
SRV-ROL-CHK : srv-role-check-fail ST-EP-COL : static-ep-collision LCL-EP-COL
local-ep-collision
MAC-TH : mac-theft EP-LIM : ep-limit-reached MCFG-CHK
ra-managed-cfg-check-fail
HOP-LMT-CHK : ra-hoplimit-check-fail MOV-COL : competing-move-collision RTR-ROL-CHK
rtr-role-check-fail
IP-TH : ip-theft
EPG-Mode:
U : unknown M : mac V : vlan I : ip
BD-VNID BD-Vlan BD-Name
15630220 3 t0:bd200
| Type | Last-Reason | Proto | IP | MAC | Port | EPG(sclass) (mode)
Count |
| THR | IP-TH | ARP | 192.0.200.21 | DO:72:DC:A0:3D:4F | tunnel5 | epg300(49154) (V) | 21

Table Count: 1
AT F5 FHS EDFKR:
11 -

swtb23-ifcl# show tenant t0 bridge-domain bd200 first-hop-security binding-table

Pod/Node Type Family IP Address MAC Address Interface Level
State
1/102 local ipvé 192.0.200.1 00:22:BD:F8:19:FF wvlan3 static-
reach
authenticated
able
1/102 local ipvé6 fe80::200 00:22:BD:F8:19:FF wvlan3 static-
reach
authenticated
able
1/102 local ipvé6 2001:0:0:200::1 00:22:BD:F8:19:FF vlan3 static-
reach
authenticated
able
1/101 arp ipv4 192.0.200.23 D0:72:DC:A0:02:61 ethl/2 lla-mac-match
stale
,untrusted-
access
1/101 local ipvé 192.0.200.1 00:22:BD:F8:19:FF wvlan3 static-
reach
authenticated
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able
1/101 nd ipvé6 fe80::d272:dcff:feal D0:72:DC:A0:02:61 ethl/2 lla-mac-match
reach
1261 ,untrusted-
able
access
1/101 nd ipvé 2001:0:0:200::20 D0:72:DC:A0:02:61 ethl/2 lla-mac-match
stale
,untrusted-
access
1/101 nd ipvé6 2001::200:d272:dcff: DO0:72:DC:A0:02:61 ethl/2 lla-mac-match
stale
feal:261 ,untrusted-
access
1/101 local ipvé6 fe80::200 00:22:BD:F8:19:FF vlan3 static-
reach
authenticated
able
1/101 local ipvé6 2001:0:0:200::1 00:22:BD:F8:19:FF vlan3 static-
reach
authenticated
able
1/103 local ipvéd 192.0.200.1 00:22:BD:F8:19:FF vlan4 static-
reach
authenticated
able
1/103 local ipvé6 fe80::200 00:22:BD:F8:19:FF vlan4 static-
reach
authenticated
able
1/103 local ipvé6 2001:0:0:200::1 00:22:BD:F8:19:FF vlan4 static-
reach
authenticated
able
1/104 arp ipvéd 192.0.200.10 F8:72:EA:AD:C4:7C ethl/1 lla-mac-match
stale
,trusted-access
1/104 arp ipvéd 172.29.207.222 D0:72:DC:A0:3D:4C ethl/1 lla-mac-match
stale
,trusted-access
1/104 local ipvéd 192.0.200.1 00:22:BD:F8:19:FF vlan4 static-
reach
authenticated
able
1/104 nd ipvé6 feB80::fa72:eaff:fead F8:72:EA:AD:C4:7C ethl/1 lla-mac-match
stale
:cdic ,trusted-access
1/104 nd ipvé 2001:0:0:200::10 F8:72:EA:AD:C4:7C ethl/1 lla-mac-match
stale
,trusted-access
1/104 local ipvé6 fe80::200 00:22:BD:F8:19:FF vlan4 static-
reach
authenticated
able
1/104 local ipvé6 2001:0:0:200::1 00:22:BD:F8:19:FF vlan4 static-
reach
authenticated
able
Pod/Node Type IP Address Creation TS Last Refresh TS

Lease Period

CiscoAPIC J Y —Z5Ix) ¥y T4BEHAF ]



J7—R bRy TEFauTq |
B nxoscuzmmLE s oRE

1/102 local 192.0.200.1 2017-07-20T04:22:38.000+00:00 2017-07-20T04:22:38.000+00:00
1/102 local fe80::200 2017-07-20T04:22:56.000+00:00 2017-07-20T04:22:56.000+00:00
1/102 local 2001:0:0:200::1 2017-07-20T04:22:57.000+00:00 2017-07-20T04:22:57.000+00:00
1/101 arp 192.0.200.23 2017-07-27T10:55:20.000+00:00 2017-07-27T16:07:24.000+00:00
1/101 local 192.0.200.1 2017-07-27T10:48:09.000+00:00 2017-07-27T10:48:09.000+00:00
1/101 nd fe80::d272:dcff:feal0 2017-07-27T10:52:16.000+00:00 2017-07-27T16:04:29.000+00:00
:261
1/101 nd 2001:0:0:200::20 2017-07-27T10:57:32.000+00:00 2017-07-27T16:07:24.000+00:00
1/101 nd 2001::200:d272:dcff: 2017-07-27T11:21:45.000+00:00 2017-07-27T16:07:24.000+00:00
feal0:261
1/101 local fe80::200 2017-07-27T10:48:10.000+00:00 2017-07-27T10:48:10.000+00:00
1/101 local 2001:0:0:200::1 2017-07-27T10:48:11.000+00:00 2017-07-27T10:48:11.000+00:00
1/103 local 192.0.200.1 2017-07-26T22:03:56.000+00:00 2017-07-26T22:03:56.000+00:00
1/103 local fe80::200 2017-07-26T22:03:57.000+00:00 2017-07-26T22:03:57.000+00:00
1/103 local 2001:0:0:200::1 2017-07-26T22:03:58.000+00:00 2017-07-26T22:03:58.000+00:00
1/104 arp 192.0.200.10 2017-07-27T11:21:13.000+00:00 2017-07-27T16:05:48.000+00:00
1/104 arp 172.29.207.222 2017-07-27T11:54:48.000+00:00 2017-07-27T16:06:38.000+00:00
1/104 local 192.0.200.1 2017-07-27T10:49:13.000+00:00 2017-07-27T10:49:13.000+00:00
1/104 nd fe80::fa72:eaff:fead 2017-07-27T11:21:13.000+400:00 2017-07-27T16:06:43.000+00:00
:cdc
1/104 nd 2001:0:0:200::10 2017-07-27T11:21:13.000+00:00 2017-07-27T16:06:19.000+00:00
1/104 local fe80::200 2017-07-27T10:49:14.000+00:00 2017-07-27T10:49:14.000+00:00
1/104 local 2001:0:0:200::1 2017-07-27T10:49:15.000400:00 2017-07-27T10:49:15.000+00:00

swtb23-ifcl#

swtb23-ifcl# show tenant t0 bridge-domain bd200 first-hop-security statistics arp
Pod/Node : 1/101

Request Received : 4

Request Switched : 2

Request Dropped : 2
Reply Received : 257
Reply Switched : 257
Reply Dropped : 0
Pod/Node : 1/104
Request Received : 6
Request Switched : 6
Request Dropped : 0
Reply Received : 954
Reply Switched : 954
Reply Dropped : 0

swtb23-ifcl# show tenant tO bridge-domain bd200 first-hop-security statistics dhcpvé
Pod/Node : 1/102

Discovery Received : 5

Discovery Switched
Discovery Dropped
Offer Received
Offer Switched
Offer Dropped
Request Received
Request Switched
Request Dropped
Ack Received

Ack Switched

Ack Dropped

Nack Received

Nack Switched

[eleolNeolNeoNeoNoNoloNoNoNeNe N6
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Nack Dropped

Declin
Declin
Declin
Releas
Releas
Releas

Lease
Lease
Lease
Lease
Lease
Lease
Lease
Lease
Lease
Lease
Lease
Lease

e Received
e Switched
e Dropped
e Received
e Switched
e Dropped
Information
Information
Information

Query
Query
Query

Received
Switched
Dropped
Received
Switched
Dropped

Active Received
Active Switched
Active Dropped
Unassignment Received
Unassignment Switched
Unassignment Dropped
Unknown Received
Unknown Switched
Unknown Dropped

swtb23-ifcl# show tenant tO0

Pod/No

Neighbor Solicitation Received
or Solicitation Switched
or Solicitation Dropped

or Advertisement Received
or Advertisement Switched

Neighb
Neighb
Neighb
Neighb
Neighb
Router
Router
Router
Router
Router
Router

Redire

Pod/No
Neighb
Neighb
Neighb
Neighb
Neighb
Neighb
Router
Router
Router
Router
Router
Router

de

or Advertisement Drop
Solicitation
Solicitation
Solicitation
Adv Received
Adv Switched
Adv Dropped
Redirect Received
Redirect Switched
ct Dropped

de

or Solicitation Received
or Solicitation Switched

or Advertisement Received
or Advertisement Switched

or Solicitation Dropped

or Advertisement Drop
Solicitation
Solicitation
Solicitation

Adv Received
Adv Switched
Adv Dropped
Redirect Received
Redirect Switched
Redirect Dropped

Received
Switched
Dropped

Received
Switched
Dropped

O O O O O OO OO0 0O0O0O0O0O0O0O0O0O0OOLOLooL oo o

1/101
125
121

4

519
519

0

O O O O OO O b b

1/104
123
47

76
252
228

nx-0s cLl =&/ L 1= Fis oz ]

bridge-domain bd200 first-hop-security statistics neighbor-discovery
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FHS X 4 v FiBASHaO<v > F

ATw 71 BD O FHS #¥fERE L. EPG DEfH= Y o —/L RY o —HEAF T 5 show 2w R :
1 -

leaf4# show fhs features all

BD-VNID BD-Vlan BD-Name
15630220 4 t0:0d200
Feature Policy:
Feature Family Protocol Operational-State Options
ipinspect IPV4 ARP UP stalelifetime: 180s
ipinspect IPV4 DHCP UP -
ipinspect IPV4 LOCAL UP -
ipinspect IPV4 STATIC UP -
ipinspect IPV6 ND UP stalelifetime: 180s
ipinspect IPV6 DHCP UP -
ipinspect IPV6 LOCAL UP -
ipinspect IPV6 STATIC UP -
raguard IPV6 - UP ManagedCfgFlag: on

OtherCfgFlag: on
maxHopLimit: 15
minHopLimit: 3
routerPref: medium

Trust Policy:

Epg-id Epg-type Epg-name
49154 Ckt-Vlan epg300
Trust-Attribute Operational-State
PROTO-ARP Uup
PROTO-ND Uup
DHCPV4-SERVER Uup
DHCPV6-SERVER Uup
ROUTER Uup

AFY T2 FHS Ot X2V T 4 {R#EENT- L RRA L FOTF —F RXR—2%FK KT 5 show 2~ N :

1 -

leafl# show fhs bt

all data dhcpv4 local static
arp detailed dhcpvo nd summary

leafl# show fhs bt all

Legend:
DHCP : dhcp-assigned TR : trusted-access UNRES : unresolved
Age : Age since creation CRTNG : creating TENTV : tentative
VERFY : verify UNDTR : undetermined-trust INV : invalid
NDP : Neighbor Discovery Protocol STA : static-authenticated REACH : reachable
M : lla-mac-match UNKNW : unknown INTF : Interface
TimeLeft : Remaining time since last refresh INCMP : incomplete UNTR

untrusted-access
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ATvT3

EPG-Mode:
U unknown

BD-VNID
15630220

M mac

BD-Vlan

vlan

I

s 2 vFiBASHa v K |

ip

BD-Name
£0:0d200

| Origin | IP
State | Age

TimeLeft |

MAC

| INTF |

EPG (sclass) (mode) |

Trust-1vl |

| ARP | 192
STALE | 00:07
| LOCAL | 192
REACH | 00:14
| NDP |
STALE |
| NDP |
STALE |
| LOCAL |
REACH |
| LOCAL |
REACH |

.0.200.23
47
.0.200.1
:58
fe80::d272:dcff:feal:261 |
00:10:51
2001:0:0:200::20
00:05:35
fe80::200
00:14:58
2001:0:0:200::1
00:14:57

00:01:33 |

N/A |

00:00:47 |

00:00:42 |

N/A |

N/A |

D0:72:

00:

DO:

DO:

00:

00:

22

72

72

22

22

DC:

:BD:

DC:

DC:

:BD:

:BD:

A0:02:61 | ethl/2 |

F8:19:FF | vlan3 |

A0:02:61 | ethl/2 |

A0:02:61 | ethl/2 |

F8:19:FF | vlan3 |

F8:19:FF | vlan3 |

epg200(32770) (V) |
LOCAL (16387) (I) [
epg200(32770) (V) |
epg200(32770) (V) |
LOCAL (16387) (I) [

LOCAL (16387) (I) |

LM, UNTR |

STA |

LM, UNTR |

LM, UNTR |

STA |

STA |

leafl# show fhs bt summary all

number
number
number
number
number
number
number
number

B
of
of
of
of
of
of
of
of

D-Name: t0:bd20
ARP entries
DHCPv4 entries
ND entries
DHCPv6 entries
Data entries
Static entries
Local entries
entries

0

Total entries across all BDs matching given filters

Total
Total
Total
Total
Total
Total
Total
Total

number
number
number
number
number
number
number
number

of
of
of
of
of
of
of
of

ARP entries
DHCPv4 entries
ND entries
DHCPv6 entries
Data entries
Static entries
Local entries
entries

FHS =Y RRA > NDEX ZFKAT D show 23~ K-

51

leafl# show fhs violations all

Violation-Type:
POL
ROLE
INT

role

Violation-Reason:

IP-MAC-TH

policy

internal

i

THR
TH

p-mac-theft

address-theft-remote
address-theft

OCFG_CHK

CiscoAPIC ') J—X 5.1A(x) ¥ )T+«

ra-other-cfg-check-fail

ANC-COL

BV |
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anchor-col
PRF-LVL-CHK

trust-check-fail

SRV-ROL-CHK

local-ep-col

MAC-TH
ra-managed

HOP-LMT-CHK :

rtr-role-chec
IP-TH

Trust-Level:
TR trust
INV inval
DHCP dhcp-

EPG-Mode:
U : unknown

BD-VNID
15630220

TJr—R bRy TEFauT4a |

lision

ra-rtr-pref-level-check-fail INT-ERR internal-error TRUST-CHK

srv-role-check-fail ST-EP-COL static-ep-collision LCL-EP-COL
lision

mac-theft EP-LIM ep-limit-reached MCFG-CHK
-cfg-check-fail

ra-hoplimit-check-fail MOV-COL competing-move-collision RTR-ROL-CHK

k-fail
ip-theft

UNTR
STA

UNDTR
LM

untrusted-access
static-authenticated

ed-access

id

assigned
M : mac \%

vlan I ip

BD-Vlan BD-Name
4 £0:0d200

undetermined-trust
lla-mac-match

| Type | Last-Re
EPG(sclass) (mode

Ip | MAC

Count |

ason | Proto |
) | Trust-1vl |

| Port |

| TH | IP-TH

epg300(49154) (V)
| POL | HOP-LMT
epg300(49154) (V)

| ND | 2001:0:0:200::20
| LM,UNTR | 2 |
-CHK | RD | fe80::fa72:eaff:fead:cd7c |
| LM, TR | 2 |

D0:72:DC:A0:3D:4F |

F8:72:EA:AD:C4:7C |

ethl/1 |

ethl/1 |

Table Count: 2
ATvTAa
{1

leafl# show fhs
all arp
leaf4# show fhs

BD-VNID
15630220

FHS =2 b —)L Ny NEEED T X B FRIRT D show 2~ R .

counters
dhcpv4 dhcpvé
counters all

nd

BD-Name
4 t0:bd200

| Arp Request
| Arp Reply

Dhcpv4
Dhcpv4
Dhcpv4
Dhcpv4
Dhcpv4
Dhcpv4
Dhcpv4
Dhcpv4
Dhcpv4
Dhcpv4
Dhcpv4
Dhcpv4

Ack
Decline
Discove
Inform
Leaseac
Leasequ
Leaseun
Leaseun
Nack
Offer
Release
Request

r

tive

ery
assigned
known

Adverti
Confirm
Decline

se | 01

. CiscoAPIC 1) ') —R51(x) EFx 1) TAREHAF



| 27— RrkyTE£Fay74

Informationreq
Rebind
Reconfigure
Relayforw
Relayreply
Release

Renew

Reply

Request
Solicit

O O O OO OO oo o

Redirect

|
|
Ra
|
Rs

s 2 vFiBASHa v K |

O O O OO OO oo o
O O O OO OO oo o

ATYT5 NxOS AEVUMNDLFHS DX )7 A R#ESNTTy FRA LV bDOTF—FR=2%FRLET,
{1
leafl# vsh -c 'show system internal fhs bt'
Binding Table has 7 entries, 4 dynamic
Codes:
L - Local S - Static ND - Neighbor Discovery ARP - Address Resolution Protocol
DH4 - IPv4 DHCP DH6 - IPv6 DHCP PKT - Other Packet API - API created
Preflevel flags (prlvl):
0001: MAC and LLA match 0002: Orig trunk 0004: Orig access
0008: Orig trusted trunk 0010: Orig trusted access 0020: DHCP assigned
0040: Cga authenticated 0080: Cert authenticated 0100: Statically assigned
EPG types:
V - Vlan Based EPG M - MAC Based EPG I - IP Based EPG
| Code | Network Layer Address | Link Layer Address | Interface | Vlan |
Epg | prlvl | Age | State | Time left
| ARP | 172.29.207.222 | d0:72:dc:a0:3d:4c | Ethl/1 | 4
0x40000c002 (V) | 0011 | 29 s | STALE | 157 s
| L | 192.0.200.1 | 00:22:bd:£8:19:ff | Vlan4 | 4 |
0x400004003 (I) | 0100 | 55 mn | REACHABLE |
| ARP | 192.0.200.10 | £8:72:ea:ad:cd:7c | Ethl/1 | 4
0x40000c002 (V) | 0011 | 156 s | STALE | 30 s
| L | 2001:0:0:200::1 | 00:22:bd:£8:19:ff | Vlan4 | 4
0x400004003 (I) | 0100 | 55 mn | REACHABLE |
| ND | 2001:0:0:200::10 | £8:72:ea:ad:cd:7c | Ethl/1 | 4
0x40000c002 (V) | 0011 | 143 s | STALE | 47 s
| L | £e80::200 | 00:22:bd:£8:19:ff | Vlan4 | 4 |
0x400004003 (I) | 0100 | 55 mn | REACHABLE |
| ND | fe80::fa72:eaff:fead:c4d’c | £8:72:ea:ad:cd:7c | Ethl/1 | 4 |
0x40000c002 (V) | 0011 | 176 s | STALE | 11 s
AT v T6 NX-OSFHS 7t AN AT Y » 5 FHS HREOREE R R L E T,
i -
leafd# vsh -c 'show system internal fhs pol'
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ATy IT1

ATvT8

ATvT9

Target Type Policy Feature Target-Range Sub-Feature

epg 0x40000c002 EPG epg 0x40000c002 Trustctrl vlian 4 Device-Roles: DHCPv4-Server,

DHCPv6-Server, Router
Protocols: ARP ND

vlan 4 VLAN vlan 4 IP inspect vlan all Protocols: ARP, DHCPv4, ND,
DHCPvVG,
vlan 4 VLAN vlan 4 RA guard vlan all Min-HL:3, Max-HL:15,

M-Config-flag:Enable, On
O-Config-flag:Enable,On,
Router-Pref:medium

NX-OS £ HT —H X—ZANL FHS O X2 V7 RSNV RRA V bDOT —FRXR—RA % FRr L E

‘a—o
51

leafl# vsh -c 'show system internal fhs sdb bt'

Preflevel flags (preflvl):

0001: MAC and LLA match 0002: Orig trunk 0004: Orig access

0008: Orig trusted trunk 0010: Orig trusted access 0020: DHCP assigned

0040: Cga authenticated 0080: Cert authenticated 0100: Statically assigned
Origin Zone ID L3 Address MAC Address VLAN ID EPG
ID If-name Preflvl State

ARP 0x4 172.29.207.222 d0:72:dc:a0:3d:4c 4
0x40000c002 Ethl/1 0011 STALE

L 0x4 192.0.200.1 00:22:bd:£8:19:ff 4
0x400004003 Vlan4 0100 REACHABLE

ARP 0x4 192.0.200.10 f8:72:ea:ad:c4:7c 4
0x40000c002 Ethl/1 0011 REACHABLE

L 0x4 2001:0:0:200::1 00:22:bd:£8:19:ff 4
0x400004003 Vlan4 0100 REACHABLE

ND 0x4 2001:0:0:200::10 £f8:72:ea:ad:c4:7c 4
0x40000c002 Ethl/1 0011 STALE

L 0x80000004 fe80::200 00:22:bd:£8:19:ff 4
0x400004003 Vlan4 0100 REACHABLE

ND 0x80000004 fe80::fa72:eaff:fead:cd’c £f8:72:ea:ad:c4:7c 4
0x40000c002 Ethl/1 0011 STALE

NxOS 557 —# _X—2 935 FHS BREOR EX Fon LE T,

i

leafl# vsh -c 'show system internal fhs sdb pol'

Policies:

IP inspect Vlan 4 Protocols:ARP DHCPv4 ND DHCPv6

RA guard Vlan 4 Min-HL:3 Max-HL:15 M-Config-Flag:enable,on
O-Config-Flag:enable,on Router-Pref:medium

Trustctrl Epg 0x40000c002 Vlan:4

Device-Roles:DHCPv4-Server DHCPv6-Server Router
Protocols:ARP ND

X2 VT4 REINET A RXR—A T RAKRA b= b ZHET S show 22 K
1 -

leafl$# vsh -c 'clear system internal fhs bt ipv4 172.29.207.222"'
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REST APl %% L < apic w T FHS 0z [

REST APl Z{& /A L T apic N T FHS D% E

s BRI
T T U MBROT Y vY RAL VTREL TEBLMLERH Y £7,

FHS & EHEHIEAR Y > — 2R ELET,
B -

<polUni>
<fvTenant name="Coke">
<fhsBDPol name="bdpol5" ipInspectAdminSt="enabled-ipv6" srcGuardAdminSt="enabled-both"
raGuardAdminSt="enabled" status="">
<fhsRaGuardPol name="raguard5" managedConfigCheck="true" managedConfigFlag="true"
otherConfigCheck="true" otherConfigFlag="true" maxRouterPref="medium" minHopLimit="3" maxHopLimit="15"
status=""/>
</fhsBDPol>
<fvBD name="bd3">
<fvRsBDToFhs tnFhsBDPolName="bdpol5" status=""/>
</fvBD>
</fvTenant>
</polUni>

<polUni>
<fvTenant name="Coke">
<fhsTrustCtrlPol name="trustctrl5" hasDhcpv4Server="true" hasDhcpvé6Server="true"
hasIpv6Router="true" trustRa="true" trustArp="true" trustNd="true" />
<fvAp name="wwwCokecom3">
<fvAEPg name="test966">
<fvRsTrustCtrl tnFhsTrustCtrlPolName="trustctrl5" status=""/>
</fvAEPg>
</fvAp>
</fvTenant>
</polUni>
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CooP
M=

70 ka)LEREE

ZOFEF, WO THMEINTHET,

« COOP (127 =—%)
« EIGRP (129 ~X—72)

Ty BT R (=2 a yBROID) AN U T a X UIRET 72 ®IZ, Council of
Oracles Protocol (COOP) #f#H L %4, U—7 AA v FIL, Zero Message Queue (ZMQ) %
FEALC, = RARA U 7 RLAE#RE AN, 2 A4 v F [Oracle) (ZHEELET, A/3A
¥ /= RTETLTNDS COOPIZE~T, §RXTDOANAL Y J— KR —HEOH LT B
AVRT RLARERT =V a VRO —ZHERFTHZENTE, SHIZ, vy —vay
VYT TR T H S RARA VMDD Ny 2 7—7 /v (DHT) LAY
MY ZHERFT D ZENTEET,

COOP 7 —# NRA@EIL., BXa TR aEs N Lt Eh LET, COOPITEEDH D b
T4 T AT 2T arnb COOP A vt —VaRi#ET 57O MDS A7 3 »DOiRH
Bk ENET, APIC 2> b —FRBI AL v FiL, COOP 7'u b a ViBiEx R — kL
F7,

COOP 7' f a/LE 2 5D ZMQ #iiEE— &2V R— M o5 7-llifbsiuThEST - AR
7 B L OEMEME,

¢« AU Z b E—FK:COOP TiL MD5 BiEHF D ZIMQ ¥R D A & 3F ] L £ 77,

o H#EE— K ; COOP TlI A v — Y DIRkIZ MDS5 FBiEHEge & FEFRGE ZMQ B2 D i )7 %
AT LET,

CiscoAPIC J Y —Z5Ix) ¥y T4BEHAF ]
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Cisco APIC T COOP %{F/Hd %

Cisco Application Centric Infrastructure (ACI) 777V v 27 ETCOOP Bu A vt&— Fa—
(ZMQ) FEFEV AR — K %17 5 7%, Application Policy Infrastructure Controller (APIC) “CiXMD5
NRAT—RBLCOOP £¥ o7 T— R&HrR—FLET,

COOPZMQFBFEHX A 7D TE : HLWEBXMRA TV =7 D coop: autheld, 7 — X EFH T
> (DME) 7 — &«—x (DME) /COOP ([ZBM&ENE T, BIHEXYA T OT 7 4V MEIX
[HHWYE) TR, 22— =120 BB A4 TREEITHOA T arnbv £7,

COOP ZMQ #FAEMDS /S AT — K : APIC TIZEBRGRA TP =7 b (fabric:securityToken)
el L, MD5S SAU— RIZERT 2 @ERGENET, [h—2 ) LTINS Z OF B
G4 TV NNOREMIT, 1R & ICEE S HCF5TF, COOPIX, DME )5 ils %
ZUTEY . ZMQ BRED XA —REHHFLET, ZOEME N—7 v OfiIFEREINEEA,

FRFEEHNWER

ROFEFFE L FIRIFEHICHE > TS TZE0,

CACI 777 Vw7 DT 7T L—RfiE, 3 XTOARAL v TFRT v 77 L —REInNs %
T, COOPiksE— RO SN EH A, ZOH#ET., BYICEK T — FE2HEHICTS
ZLETHhRYTENDHEEMERH D, THI L7722V COOP #f DS EZ S £7,

APIC GUI Z{#F3 L 1= COOP :Bif DR TE

ATYFT1 A==a— X—T, [System] >[System Settings] DIEIZFER L £ 9,

ATFY T2 [FEHF—L3 2] A U T[COOPHI—T %227V v LET,

AT9T3 R A D [BA4T) 74—V RZhHD [R)P— TANT 4] KT, [EBREDHDIZA4 T BLY
[RRVD R BA TN AT arDoHmBOI A TEFRLET,

ATy 74 [Submit] Z27 Vv 7 LET,
b g e )| . COOP uunET D /‘—&E%%T Liﬂ‘o

Cisco NX0S X2 1 )L CLI Z#{EF L 7= COOP :2EE DL TE

ARV P =R AT arw2FEHLT, COOPRARY —F2RELET,
1 -

apicl# configure

apicl (config) # coop-fabric

apicl (config-coop-fabric)# authentication type ?
compatible Compatible type
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strict Strict type
apiclOl-apicl (config-coop-fabric)# authentication type strict

REST APl Z{# L /= COOP FEFED % E

COOP IR Y > —%2RELET,
BITIE, ARV R E— RN BRINET,
1 -

https://172.23.53.xx/api/node/mo/uni/fabric/pol-default.xml

<coopPol type="strict">
</coopPol>

EIGRP
M=

EIGRP /%, V> 7 A7 — |k 7o ha)VOKEEIZT 4 AX A XY ML 7 e ka/LOF| RE/#R
HEbEi7m ka3 Td, EIGRP X, EHIMIIZ Hello A v E— U ZEE L THRAN—%HER
L9, EIGRP L, HH A N—ZKiT 25 &, 7XToOr—%/L EIGRP /L— B L UIL—
FARY w7292 1 ERY OFHEZEELET, ZEMD EIGRP L—# X, Z{EL1ZA
MU w27 b, ZOHHARAN—IZr—I L TEOYE oY T Oax MNZESNT, L—
N T AZ L AEHELET, ZORYOEERNRLV— N T —7 VOEH KL, L— NEHE
DEBELZ T DA N—IZDI, ZZ0HHMNEIGRP IZL W EFENET, ZOMHICX
T R— D 2 RTINS BRI AN ELHE S A, EIGRP 23l FH -3 2 HAshe 23 e/ RIS 22 0 £,

CiscoAPIC“C‘&i EIGRP iBFEC/L— b~y 7T DF—F = — ‘/@4‘/757\ k< 7 F % 7 MD5
AL SN E T, 2 OO EIGRP BT M CRRAEAZ R TET DITIL2 DD/ T A — X NI
Diﬁ‘o IRTA—=RITKRD LB TT,

¢« T— R

*» Keychain

FEFHEFINEIER

ROEFFHE IR FHICHE > T EE W,

e MDS BBAEO AT HR—FENET, F—F=z—f,. RPM THREINTWAEF—F = —
Z‘T@—O
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« 2 OO EIGRP BT [ CRFEDR—EN H 25 E1E. RAN—V vy T DT T v B TRFEAE
LET, 77 v 7 OHHIT show eigrp internal event-history syslog T
HIL;‘/C% \i—é—

APIC GUI Z{£F L 1= EIGRP Z2EE DR TE

ATY 1 A==2— 3=, [Tenant][tenant-name] Z &R L £ 7,
AT w72 [Navigation] ~<A >, [Policies] > [Protocol] > [EIGRP] % &R L £7°,
AT w73 [EIGRP] # & L. [EIGRP KeyChains] #4772 U v 2 LT [Create Keychain Policy] # B &, K OEIEEFT
e
a) [Name] 7 4 —/V RIZHRY > —DLAFIEZATI LET,
b) [KeyID] 7 4 —/L FiZ, ¥—IDEFEZFEZ A LET,
c) [Preshared key] 7 « —/V RiZ, FRiIHEAF—DEHREAILET,
dy A7 =, [Start Time] 7 4 —/L R & [End Time] 7 4 —/V N2, K EZ AT LET,

AT 74 [Navigation] ~<A > C, [EIGRP Interface] 47 V v 7 L, ROBEEITWVET,
a) [Authentication] 7 4 —/V R T, Ry 7 A% 7 U v 7 LTHAMILET,

b) [Key Chain Policy] 7 4 —/V R T, Rry X7 R RPBIERLIZARY > —%%R L, [Submit] &
70y LET,

NX-0S CLI Z{$H L 7= EIGRP FRSf DL E

ATFYT1 TFURT, F—Fx—0 BRI —F—RIUI—FHZELET,
1 -

tenant T1
keychain-policy KeyChainPol
key-policy 2

ATFvT2 7 g, BBENEZRELET,
1 -

startime 2018-11-01T08:39:27.000+00:00
exit

ATV T3 APIC B —THREZHIBLET, f v F—T 2 A ATORIMEEZEDNCL, F—Fz—2r KU o —%F
ELET,

&1

IFC1 (config-leaf) # show run

# Command: show running-config leaf 104
# Time: Thu Nov 8 12:05:45 2018

leaf 104

interface ethernet 1/2.45

. CiscoAPIC 1) ') —R51(x) EFx 1) TAREHAF
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vrf member tenant Tl vrf V1 13out L30Out

ip router eigrp authentication keychain-policy KeyChainPol
ip router eigrp authentication enable

|

ipvé router eigrp authentication keychain-policy KeyChainPol
ipv6 router eigrp authentication enable

exit

AT w74 EIGRP DR E & MFRT HITIX, ROTFNEZEFEATL 9,
B -

fav-blr4-1ls-leaf4# show ip eigrp interfaces ethl/2.17
EIGRP interfaces for process 1 VRF T1:V1

Xmit Queue Mean Pacing Time Multicast Pending

Interface Peers Un/Reliable SRTT Un/Reliable Flow Timer Routes
ethl/2.17 0 0/0 0 0/0 50 O

Hello interval is 5 sec

Holdtime interval is 15 sec

Next xmit serial: O

Un/reliable mcasts: 0/3 Un/reliable ucasts: 6/4

Mcast exceptions: 0 CR packets: 0 ACKs suppressed: 1
Retransmissions sent: 0 Out-of-sequence rcvd: 0
Classic/wide metric peers: 0/0

Authentication mode is md5, key-chain is T1l:KeyChainPol
ifav-blrd-ls-leafd#

ATV TS A v FTrIT TNV a—T 4 T EITIEAIE. RO CLI 2 T& £4, EIGRPFRiEIL. IPv4 & IPv6
DWFHFDOT RV A 77 I THR—FEINTWHET,

&1

(none) # show ip eigrp interface vrf all

EIGRP interfaces for process 100 VRF pepsi

Xmit Queue Mean Pacing Time Multicast Pending
Interface Peers Un/Reliable SRTT Un/Reliable Flow Timer Routes
ethl/1 1 0/0 207 0/0 828 0

Hello interval is 10 sec

Holdtime interval is 15 sec

Next xmit serial: 0

Un/reliable mcasts: 0/7 Un/reliable ucasts: 21/18
Mcast exceptions: 0 CR packets: 0 ACKs suppressed: 0O
Retransmissions sent: 4 Out-of-sequence rcvd: 2
Classic/wide metric peers: 0/1

Authentication mode is md5, key-chain is eigrp-auth

(none) # show ipv6 eigrp interface vrf pepsi
IPv6-EIGRP interfaces for process 100 VRF pepsi

Xmit Queue Mean Pacing Time Multicast Pending
Interface Peers Un/Reliable SRTT Un/Reliable Flow Timer Routes
ethl/1 0 0/0 0 0/0 0 O

Hello interval is 10 sec

Holdtime interval is 15 sec

Next xmit serial: O

Un/reliable mcasts: 0/0 Un/reliable ucasts: 0/0
Mcast exceptions: 0 CR packets: 0 ACKs suppressed: 0O
Retransmissions sent: 0 Out-of-sequence rcvd: 0
Classic/wide metric peers: 0/0

Authentication mode is md5, key-chain is eigrp-auth
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# configure copp Leaf Profile

apicl (config) # policy-map type control-plane-leaf leafProfile
apicl (config-pmap-copp-leaf) # profile-type custom

apicl (config-pmap-copp-leaf) # set arpRate 786

# create a policy group to be applied on leaves

apicl (config) # template leaf-policy-group coppForLeaves
apicl (config-leaf-policy-group) # copp-aggr leafProfile
apicl (config-leaf-policy-group) # exit

# apply the leaves policy group on leaves

apicl (config) # leaf-profile applyCopp

apicl (config-leaf-profile)# leaf-group applyCopp

apicl (config-leaf-group) # leaf 101-102

apicl (config-leaf-group) # leaf-policy-group coppForLeaves

CoPP ANXA a7 7 A NVERELET,
B -

# configure copp Spine Profile

apicl (config) # policy-map type control-plane-spine spineProfile
apicl (config-pmap-copp-spine) # profile-type custom

apicl (config-pmap-copp-spine) # set arpRate 786

# create a policy group to be applied on spines

apicl (config) # template leaf-policy-group coppForSpines
apicl (config-spine-policy-group) # copp-aggr spineProfile
apicl (config-spine-policy-group) # exit

# apply the spine policy group on spines

apicl (config) # spine-profile applyCopp

apicl (config-spine-profile)# spine-group applyCopp

apicl (config-spine-group) # spine 201-202

apicl (config-spine-group) # spine-policy-group coppForSpines

REST APl Z{&F L = CoPP D% E

ATvT1

CoPPV—7 a7 7 A NEHRELET,

i -
<!-- api/node/mo/uni/.xml -->
<infralInfra>

<coppLeafProfile type="custom" name="mycustom">
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-—>
<coppLeafGenlCustomValues bgpBurst="150" bgpRate="300"/>
</coppLeafProfile>
<infraNodeP name="leafCopp">
<infralLeafS name="leafs" type="range">
<infraNodeBlk name="leafl" from ="101" to ="101"/>
<infraNodeBlk name="leaf3" from ="103" to ="103"/>
<infraRsAccNodePGrp tDn="uni/infra/funcprof/accnodepgrp-myLeafCopp"/>
</infraLeafS>
</infraNodeP>
<infraFuncP>
<infraAccNodePGrp name="myLeafCopp">
<infraRsLeafCoppProfile tnCopplLeafProfileName="mycustom"/> <!-- bind copp leaf policy to
leaf </infraAccNodePGrp> profile -->
</infraFuncP>
</infralInfra>

ATV T2 CoPP A A a7 7 A NVERTELET,

i :
<!-- api/node/mo/uni/.xml -->
<infralInfra>
<coppSpineProfile type="custom" name="mycustomSpine"> <!-- define copp leaf profile
-—>

<coppSpineGenlCustomValues bgpBurst="150" bgpRate="300"/>
</coppSpineProfile>
<infraSpineP name="spineCopp">
<infraSpineS name="spines" type="range">
<infraNodeBlk name="spinel" from ="104" to ="104"/>
<infraRsSpineAccNodePGrp tDn="uni/infra/funcprof/spaccnodepgrp-mySpineCopp"/>
</infraSpineS>
</infraSpineP>
<infraFuncpP>
<infraSpineAccNodePGrp name="mySpineCopp">
<infraRsSpineCoppProfile tnCoppSpineProfileName="mycustomSpine"/> <!-- bind copp spine policy
to
</infraSpineAccNodePGrp> spine profile -->
</infraFuncP>
</infralInfra>
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(config) # policy-map type control-plane-if <name>
(config-pmap-copp) # protocol bgp bps <value>
(config-pmap-copp) # protocol ospf bps <value>

V—TDAf v H—Txf ATHEEBHLET,
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1 -

(config)# leaf 101
(config-leaf)# int eth 1/10
(config-leaf-if)# service-policy type control-plane-if output<name>

RESTAPIZ{ER$ 4570 FaLTEDA A —T 4 X&HT=Y) DCoPP
DERTE

T hanIiiiA v —T 2 A AHT2D D CoPP ZRELET,
B -

<polUni>
<infralInfra>
<infraNodeP name="default">
<infralLeafS name="default" type="range">
<infraNodeBlk name="default" to ="101" from ="101"/>
</infraLeafS>
<infraRsAccPortP tDn="uni/infra/accportprof-default"/>
</infraNodeP>
<infraAccPortP name="default">
<infraHPortS name="regularPorts" type="range">
<infraPortBlk name="blkl" toPort="7" fromPort="1" toCard="1" fromCard="1"/>

<infraRsAccBaseGrp tDn="uni/infra/funcprof/accportgrp-copp"/>
</infraHPortS>

</infraAccPortP>

<infraFuncpP>
<infraAccPortGrp name="copp">
<infraRsCoppIlfPol tnCopplfPolName="pc"/>

</infraAccPortGrp>
</infraFuncP>
<coppIlfPol name = "pc" >
<coppProtoClassP name = "test" matchProto="1lldp,arp" rate="505" burst = "201"/>
<coppProtoClassP name = "testl" matchProto="bgp" rate="500" burst = "200" />
</coppIlfPol>
</infralInfra>
</polUni>
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1R BHHIIZ
APIC GUI ~D 7 7 & A

AT w71 [Fabric] > [External AccessPolicies]= 27 U v 7 L%,
AT w72 [Navigation] ~*A > C, [Policies] >[Switch] 27 V v 7 L %7,
[Navigation] ~XA >/{Z [CoPP Pre-Filter for Leaf] 3 J2 U [CoPP Pre-Filter for Spine] / — R3F /R I N E T,
AT w73 [Navigation] XA > T, IROA T a VInHERLET,
* [CoPP Pre-Filter for Leaf] — U — 7 A A v F D CoPP 7'V 7 4 V¥ ZAEKT B35 1%, [CoPP Pre-Filter for

Leaf] #4727 V » 2 LT, [Create Profiles for CoPP Pre-Filter To Be Applied At The Leaf Level] % 3R L &
j_o

« [CoPP Pre-Filter for Spine] — A /%A > A A »F D CoPP 7' L 7 4 VX ZAERLT B4 1L, [CoPP Pre-Filter
for Spine] #4727 U 7 LT, [Create Profiles for CoPP Pre-Filter To Be Applied At The Spine Level] % 3R
l./ \i ﬁ—o

FNEFNDCPP LT 4N E—DEATalNnNERINET,

ATV T4 XA T7ar7D7 40— RC#Ed2Eme AT LET,

Gx) HATaT Ry 7 ADT 4 —)b ROZFEMCHOWTIE, ~V T T A ar% 7Y w733 E Cisco
APIC ~)V 7 77 A VRERENET,

|

ATy TS BT LG, [%E (Submit) 1227V v 7 LET,

RDERY
R — T N—THBZELET,

GUI ALY —T7 R o— TIL—TDHRE
ToOkB 7Y arTiE. BY v— FA—TEVERT D HEICOWTHBHLE T,

1R BRI
Cisco APICGUIIZT 7 A L7,

AT w71 [Fabric] > [External AccessPolicies|Z 7 V v 7 L %7,

ATy T2 [FEHF—=2a V] AT, [RAYTF]>[V—T RAYF| &7 Vv 7 LET,
[(RUS—GTN—T /)= B [FEHF—=LaV] v v RVICEREINET,

AT T3 [FEF—=2a V] A D[RYI—TIL—T]| T, V=7 R v— T —T%EkTHI201%, [RY—
GW—N %m0V 07 LT, [TOERRAYFRYS—TIL—TDER] 27V v 7 LET,
EFNENDORY v— TN—T FATa T RERINET,

CiscoAPIC J Y —Z5Ix) ¥y T4BEHAF ]
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B cvzemLry—7 Fnor s ronE

ATy Td RV — TN —FFAT7alhe, [EE] 74—V RIC&FiIZ AN LT, WHTARY > — 24 7FDFR
Oy AT URAE ) v 7 LET, BIRLERY O— 2 A FICREENTWARY —N Ry 72y
v U R MIFERENET,

Gx) HATOT Ry 7 ADT 4 —)b ROZEMCHOWTIE, ~VTF T A 2% 2 Y v 733 E Cisco
APIC ~)V7 77 A AR FRENE T,

Il

ATv TS BT LG, 45 (Submit) 1227V v 7 LET,

RDBERY
T 7y ANERELET,

GUI Z2FERAL)—2 JaJ74ILDETE
DB arTiE, R s ANVEERT D FIECOWTHALET,

IR B I
BESNTWVERY O — L —FRUNETT,

AT w71 [Fabric] > [External AccessPolicies|Z 7 V v 7 L %7,

ATV T2 [FTEHF—=23 U] AU T, [RAYF]> (V=T RAYF]|>[TAIT7AN 27V v 7 LET,
(V=2 7a77A40L] /=K KB [FEF—= a3V Vg v RUICEREINET,

RT9T3 [FEF—=2av] A D[FATF7AN] T, V=T AL v FOTa7 7 A NVEEKRT DL, [FRT7
AN ZHE27) v 7 LT[V—2 TAIT7AILOER] 2R L £,

plicFa 7y ANV EALTalBnERRENET,

ATV TG TuTdry AN EALTalinG [BRI] 74—V RIZ4HiEATL, [HEZY v 7 LTy ZEREANT
L9, 567 L7zb, [Update] 7 Vv 27 LET,

[BF 27V v Liztk, 7077 AN AT 7IZRY 7,

ATFYTE [N EZ7 Vw7 LT, A EZ—TxA AL IHE TaTdr A UEREATLET,

Gx) EATaT Ry TJADT 4 —)L ROFEMICHONWTIL, ~NVT T A&7V v 73 25L Cisco
APIC ~VT 77 A DR FEREINET,

ATYT6 FTLEL, [BTI%227 Vv 27 LET,

. CiscoAPIC 1) ') —R51(x) EFx 1) TAREHAF
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cu AL CcorP LI s L2 0EE [

CLI Z#{FHLT-CoPP JL 74 LB DEFE

CUZFEARALIE)—T XA YFDCPP TL T4 LEDEKTE

ATy T

ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

ATy 17

ATvT8

ATvT9

ATv 710

OB a T, CoOPP LT 4V EZ R —LRY— F—T%FHEL., CLIAZHEH
LTAAL v F RV — T N—T L 2A vF a7y A NEEEMTDHFEEZHALEIT,

Switch# configureterminal
Jua—r\)ary7 4 ¥al—vary T— RKeBBLET,
Switch(config)# template control-plane-policing-prefilter-leaf <name>

V—"T ZA v FDCoPP FLT7 4 )VE TaT 7 A VEERLET,

Switch (config-control-plane-policing-prefilter-leaf)# permit proto {tcp |udp | eigrp | unspecified | icmp | icmpv6
| egp | igp | 12tp | ospf | pim }

fRESNIZIP 7u ha vz LEd,

Switch (config-control-plane-policing-prefilter-leaf)#exit
Jua—)ary7 4 Xal—iaryET—RREBBLET,
Switch(config)# template leaf-policy-group <name>

CoPP /L7 4B RYv— I N—T J—7 A v FE2ER L ET,
Switch(config-leaf-policy-group)# control-plane-policing-pr efilter <name>
CoPP L7 g & RV —& V=7 K v— JN—T%BEMTET,
Switch(config-leaf-policy-group)# exit <name>

Ja—m)ary7 4 Xal—ay E— NP LET,
Switch(config)# leaf-pr ofile <name>

V=7 a7 7 A Valfl LET,

Switch(config-leaf-profile)# |eaf-group <name>

V=7 7a7r7A Ve ) —7 FTA—T%EMTET,

Switch(config-leaf-group)# leaf-policy-group <name>
V=T IN—=TL V=T RV — F—T 2Bl T £,
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B ocuzsmLER MY 24 9FDCPP TLT 1 LEDRE

CLUZFERALERANL Y RALYFDCPP TL T 4 IILADEKRTE

ATy T

ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

ATy FT17

ATvT8

ATvT9

ATv 710

OB a T, CoPP L7 4 R —LRY o— TV —T7%FE L. CLI &
LTCAA v TF R — TN —TF R vF Ta7 7 A VEEEMNT S FEZHBALET,

Switch# configureterminal
sua—s ) ary7 4 Xal—vary T—FERBLET,
Switch(config)# template control-plane-policing-pr efilter-spine <name>

ANA Y AL FDCoPP L7 4 V% T 7 A NVEVERLET,

Switch (config-control-plane-policing-prefilter-spine)# permit proto {tcp|udp | eigrp | unspecified | icmp | icmpv6
| egp | igp | 12tp | ospf | pim }

FRESINTIP 7 havaifFal LET,

Switch (config-control-plane-policing-prefilter-spine)#exit
Jo—)ary7 4 FXal— gy ET— REeBBLET,
Switch(config)# template spine-policy-group <name>

CoPP L7 4 B RYv— I N—TF 2 A v FE{ER LET,
Switch(config-spine-policy-group)# control-plane-policing-prefilter <name>
CoPP /L7 g B RY =L AN R = T —T Z Bl T £,
Switch(config-spine-policy-group)# exit <name>
Ja—sar7 4 Fal—yaryE®—ReMBLET,
Switch(config)# spine-profile <name>

ZNRA v T T 7 A NEERLET,

Switch(config-spine-profile)# spine-group <name>

ANRAL TR T 7 AN AR, 2 T—T AT £
Switch(config-spine-group)# spine-policy-group <name>

ANRA TN—=T L ZNA R = T N—T 2T £,
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RESTAPI 2R L 7= CoPP TL 7 Lo 0Bz [

RESTAPI Z{#FH L71=CoPP 7L 7 1 ILADKRTE

RESTAPI ZERALE)—T AL YFDCPP FL T4 )LA R O—DHRTE

OB g Tl RESTAPL A LT —7 AL v F D CoPP L7 4 VZ R —%
BET B HEIZHOWTIHALET,

ATFYT1 HFAVZA DO R L EBIZCPP LT A NANEDAAL v TF R —%{ER LET,

<iaclLeafProfile descr="" dn="uni/infra/iaclspinep-spine icmp" name="COPP PreFilter BGP Config "

ownerKey="" ownerTag="">

<iaclEntry dstAddr="0.0.0.0/0" dstPortFrom="179" dstPortTo="179" ipProto="tcp" name="bgp" nameAlias=""
srcAddr="0.0.0.0/0" srcPortFrom="179" srcPortTo="179"/>

</iaclLeafProfile>

AT T2 CoPP LT 4 NE R —TAL v F RY— PN —T%2ERLET,

<infraAccNodePGrp descr="" dn="uni/infra/funcprof/accnodepgrp-COPP_ PreFilter BGP Config "
name="COPP_PreFilter BGP Config" nameAlias="" ownerKey="" ownerTag="">
<infraRsTaclLeafProfile tnIlaclLeafProfileName="COPP_PreFilter BGP_Config"/>
</infraAccNodePGrp>

ATV T3 A v F Tu7 7y A VAL vF KR — I —7%EEAMNT £,

<infraNodeP descr="" dn="uni/infra/nprof-leafP-103" name="leafP-103" nameAlias="" ownerKey=""
ownerTag="">

<infraLeafS descr="" name="103 Sel" nameAlias="" ownerKey="" ownerTag="" type="range">
<infraRsAccNodePGrp tDn="uni/infra/funcprof/accnodepgrp-COPP PreFilter BGP Config"/>
<infraNodeBlk descr="" from ="103" name="nblkl" nameAlias="" to ="103"/>

</infraleafS>

</infraNodeP>

RESTAPI ZERA LI=R/NL VD CoPP TL T 4 LA KR O—DEEFE

DY a T, RESTAPI Z{HEHA L TA AL v AL vF D CoPP L7 4V E R L—
ERETDHHECHOWTHHALET,

ATFYT1 HFAUVRA MO R L EHIZCoPP LT ANEDAAL vF R —5ERRLET,

<iaclSpineProfile descr="" dn="uni/infra/iaclspinep-spine icmp" name="COPP PreFilter OSPF Config"
ownerKey="" ownerTag="">

<iaclEntry dstAddr="0.0.0.0/0" dstPortFrom="unspecified" dstPortTo="unspecified" ipProto="ospfigp"
name="" nameAlias="" srcAddr="0.0.0.0/0" srcPortFrom="unspecified" srcPortTo="unspecified"/>

</iaclSpineProfile>

ATFY T2 CoPP LT 4 NVE RV —TAAL v F RY — T —T%2EELET,

<infraSpineAccNodePGrp descr="" dn="uni/infra/funcprof/spaccnodepgrp-COPP PreFilter OSPF Config"
name="COPP_PreFilter OSPF Config" nameAlias="" ownerKey="" ownerTag="">

CiscoAPIC J Y —Z5Ix) ¥y T4BEHAF ]
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B resTAP A LIER/A DD CPP TLT 4L Y L —DRE

<infraRsIaclSpineProfile tnIaclSpineProfileName="COPP PreFilter OSPF Config"/>
</infraSpineAccNodePGrp>

ATYT3 A v F Tu7Z 7y A VAL vF KR — I —7%EEAMT £,

<infraSpineP descr="" dn="uni/infra/spprof-204" name="204" nameAlias="" ownerKey="" ownerTag="">
<infraSpineS descr="" name="204" nameAlias="" ownerKey="" ownerTag="" type="range">
<infraRsSpineAccNodePGrp tDn="uni/infra/funcprof/spaccnodepgrp-COPP PreFilter OSPF Config"/>
<infraNodeBlk descr="" from ="204" name="nodeblockl" nameAlias="" to ="204"/>
</infraSpineS>
<infraRsSpAccPortP tDn="uni/infra/spaccportprof-204"/>
</infraSpineP>

RDZBRY
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J277)vyo X)) T4«

ZOFEF, WO THMEINTHET,

o HUFRIE EALERFEUE  (FIPS) (22T (149 ~=—72)

* FIPS OFEFIH & filf)FH (149 ~—2)

« GUI 21 ] L 7= Cisco APIC @ FIPS OFRE (150 ~<—2)

« NX-OS Style CLI % {#i ffl L 7= Cisco APIC A} ® FIPS Z#Z &4 5 (151 2—7)
« REST API % 1{#i [ L 7= Cisco APIC ® FIPS O & (151 ~—)

EFPFIRUNIEIZZE (FIPS) [ZDUVT

BERIEHALERFEYE (FIPS) %617 140-2, W EALEY 22— DE X2 U T ¢ BETIE, BT
Vo — )L DK EBFEMENFER SN TWET, FIPS 140-2 TiE, BEEY 2 — RN N— R =
T VTN =T Tr—AUxT . FEIIMILNOMAG DYDY N T, BEESHEREEE 2T
TR FEL BETATY XLBIMEED X —ASMEREL & A, PIHEICER SLhE
BERONEICAE LR T IUIR RN EER L TWVET,

FIPSIZEEDREET NI Y RLANREX 2T THH I L 25:M T30, HOIKFEY 22—
MNFIPS ML CTH B E T AESIE. EOT AT A LEFHTRENLIEELTWET,

FIPS D FEFIE L #HIHEIE

FIPS IZ1%, ROEEFEL L OHIWFENET SN ET,

» FIPS 23BN 72 - T\ B354, FIPS (Cisco Application Policy Infrastructure Controller
(APIC) &I S E T,

« FIPS AR OE-E1%. Cisco APIC % FIPS X R— b ERTWHWARWY J—R X7 7
L— K9 BHE(IZ, FIPS Z T HLERH D F9,

¢ NRAT — K3/ R 8 WFDOE S TERL TS EEN,
e Telnet #7574 E—7 NI LET, SSHOLZHEHLTa A LET,
« SSH #—/3— D RSAl F— X7 _XRTCEHIFFEL T ZE,

CiscoAPIC J Y —Z5Ix) ¥y T4BEHAF ]
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B cui =6/ L1 cisco APIC 0 FIPS D E

e X7 =/l (SSH) BLUSNMP BNV HR—kENET,

«SNMPVI B L OV2%2FT 4 B—7 ML TLEEV, SNMPV3 IR L CTRRESNTZ, AA v
F LOBGFEL—F-TH 7 FOWTIZONWT Y, RIFEB LT T4 32— AES3 i
SHA TOHERE SV TWRITIUER Y T8 A,

< 23(1) BAKED U U — A TH, FIPS IXAA v F LUV TR CTE £,

-&MUH%@UU~ZT@\HPﬁﬁ@Kﬁofwé%é NTP (X FIPS €— R CEIEL &
9, FIPS &— R TiX. NTP |Z HMAC-SHA1 I[Z X Z238GEH W LF8GER LE VAR — LT
EJ RN

«52)LLRITD U Y — A TlX, CiscoAPIC TFIPS Z AN L=, T 2 T IV A—/R— 34
ANNA U AA  F % 2 [FIfFEEAIA LT FIPS Z AN LET,

*52(4) LIBED Y U — 2 TlX, CiscoAPIC TFIPS ZHZNI LT, T 2 T VA — =3 f
ANRA VAL v T H TG HrIAR LT L ERE AILE L, FIPS B LET,
«52Q)AHTD Y U —ATIL, FIPSHANI > TNDET 2 T IV A== 31 4 231 R
Ay TF T, TARNTOA=N= A PELZR UG FIPS Z AT DIZDITASA A
A v F % 2 [FIHFHAIAFRT DHENH D 7,

« 524 LUED Y ) — A TiX, FIPS AT/ > TWDT 2 T IL A== 3 % 231 A
A v F T, ﬁ‘A’C@X~—/\—/\/f4ﬂ‘%§CTﬁLt/ﬁm\ AN VAL F e BH A LT
26, FIPS ZECT 57 DICEREZHHRATLILERNH D £7,

« 520)LIETDO U U — A TlL, RADIUS 35 INTACACS+ V & — FRFEF XA Mz LE T,
FIPS £— R Tld, 2 —H /B KO LDAP FBFEHIEDO APV R — F S THOET,

«52(4) LI Y U — 2 Tld, RADIUS, TACACS+. RSA, DUO, OAuth2, X T SAML
U — FREESF A EEEYIZ LET, FIPS T— FTlX, m—H /LI L LDAP ZiFEHED
BN HR—EINTWET,

GUI Z{EF L 1= Cisco APIC ? FIPS D&% E

FIPS 230272 > TV B4, Cisco Application Policy Infrastructure Controller(APIC) 412 5
£,

ATV TN A=a— =T, [VRTL (System) > [P RTLEEE (System Settings) ] DNEIZERIN L E 7,

RATv 72 [FEHX— 3> (Navigation) | A>T, [Z77UvY £Fa2 )T« (FabricSecurity) ] Zi®IR L E
—/9)40

ATY T3 [EE] 24/ oo [FONRT 4] T, BHO FIPSE— R4 R L E T,

FIPSE— RO 7 a 0%, [EME] & [B%1k] T, 7 7 4 /v MEIX [#ES) (Disable) 1 T3,

. CiscoAPIC 1) ') —R51(x) EFx 1) TAREHAF
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NX-0S Style CLI % %3 L 7= Cisco APIC F1(+0> FIPS 2325 % [

(B RERETTHICEEERTBER DY ET. T FEEET L, REEFETT LT
FEBIT 5 BES D Y £

NX-0S Style CLI Z{F L 7= Cisco APIC [7] (1O FIPS &%
ERS

FIPS # B 2027 % &, Cisco Application Policy Infrastructure Controller(APIC) &2 H S v E

j-o
Flig
AV RFEEETIVa Y Br
ATFy TN a7 4 Xal—ay F— REBEBLET,
1 -
apicl# configure
ATy T2|FIPS AL ET, RELAE T THICIIHESHTILERHD £,
5l - E— FEEETH L, RELETTHEOLTHE
) . _ BT aMERH D ET,
apicl (config)# fips mode enable
nofipsmodeenable =~ > RIZ X ¥ FIPS 2N EZHIZ 72
D ET,

REST APl #{#H L - Cisco APIC O FIPS D% E

FIPS # A3 % &, Cisco APIC 2RICEH SN ET,

TRTOTF > FOFIPS 2% E L ET,
{1

https://apicl.cisco.com/api/node/mo/uni/userext.xml
<aaaFabricSec fipsMode="enable" />

CH  WEERETTHICEFERT S LERHY £, T— FELET 5L, REETETT 05T
BT 5 LEN B Y ET,

CiscoAPIC J Y —Z5Ix) ¥y T4BEHAF ]
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IVRRAV XY TFa TIL—T

ZOEONKFIT., ROLEEY TT,

e RRA LV N EF2 VT 4 Z—T1ZO0T (153 *—7)

sBL 7K (158 X—Y)

e 77 b (177 %—=Y)

«ESG 57—t 2 (ESGVRF/L—F U—72) (179 =—3)

sl A YA~ AXTH—ER (182 —Y)

EFY—L (183 N—)

o« FIPRFEHE (184 ~X—2)

« ESG LIFEHERE (185 ~—77)

IV RRAV X2V T4 TA—TFERETDH (188 <—)

c U RBRA Y b X2 VT4 ST EEAL L= V=2 2R ETH (1985—2)
eV RRA L M EXF2 VT4 IN—TEFEHLIZLA Y4 LAV TERET D (201
~N—3)

IVRRAV X)) T 0 JIL—TIZDULT

T RFRA v X2 UT 0 74— (BESG) IZ. CiscoApplication Centric Infrastructure (ACI)
DFy V=7 X2 )T 4 avB—R bTF, =2 FFA > b7 L—7 (EPG) Tid
CiscoACIORy hT—27 X a2 U7 4 ZEL TEE LA, BPGITH DT U v KA A
CEEM T BN, TV Y RAAL CNOEF 2V T 4 = B EET DO ASE
NHYET, 2L, EPG ARkt vXa VT 4 B AT — 3 VOl &[RRI ESR
H1HTT, TV v RAL & EPG OO EENZRERICEY . EPG BEROT Y v K
AA ANZETZBDAREMEITHIR STV ET, EPG O Z OFIBRIX, L\ ESG i 2 i H 5
HZ LTI CEET,

CiscoAPIC J Y —Z5Ix) ¥y T4BEHAF ]



IVRRAY b EFa)Ta T0—7 |

I UL P e Rt e

5:Cisco ACI TlX., EHDEITAVTF—2 a0 AT avERHLET

Network Centric Application Centric

A security group Multiple security groups | Security groups across | Security groups across

in 1 subnet in 1 subnet subnets bridge domains
S i 100 (?2541'24 i e
.0.0. 10.0.0.254/24 2000254724
10.0.0.254/24 10.0.0.254/24 20.0.0.254/24

EPG EPG EPG EPG EPG EPG
(VLANT1)| [(VLAN12) (\.I'LN\HS} NLANH) {‘\.I'LAN12] | MANH}J (12) (VLAN20)

s tatah g h e

10.0.01 10002 10003 | 10.0.01 10.0.0.2 10.0.0.3 | 10.0.0.1 10.0.0.2 20001 ||{10.001({10002 20001

ESG ESG
A
Need more granular What if multiple subnets Sharing a broadcast
security group need to share the same domain leads another
security rules? security concern

Contract
Flexible security

502973

grouping

EPG KT T 7V r—vay = RiRA v M Vv—7 (f(VAEPg) A7 V=27 ME, LA Y2
TH—=RFXY AP RAS L EZRKTTY vV RAL L A7V =7 b (fvBD) & EHEBRPH Y £
T, ZhiE. EORORYIO 3 INTIRESHTVET,

ESGIE. WL 213 R Y FU—7 =0 RIRA » hOIEEZET LT 47T 4 T, &
52, ESGIXT Y vV RAAL U TldZe< B—® VRF (AL —T 4 7B X OMEE) A4 A
&me%@ﬁﬁahiﬁo:nmiw\nyVP%%ym%@ﬁLtt%;U?4f—y

éﬁﬁ*’&@i#(ﬂl@4%ﬁ@ﬂ X, ZORERLTVWET) , EPGRT U v R
;M’/%:Jzﬂe:n)74 =N EIT B D L EIREIZ, ESGIZVRE A Y AX U AEtEXa
T =B ET,

EPGAHR Y v—IZiF, #zikn vy 27 X2 VT nyy 7 OmFRHAAENTWET, &
ZIE. EPGIE, VLANIZESL X2V 7 4 Y =021 TRl, V=7 /) —FAf ¥ —T=A
ATOVLAN A > RHEE L4, F/ZEPGDay FT7 7 Mo Texa U T 4 2l
L., 7V VY RAL TRy NERBETOIVLERSHD Y —7 /— K&, VRFL— K U—7
(HEHV—ER) ODEAICEDT T Xy e ED VRE A VAKX ALY — 7T o0 ERET
LI ENET, WIZ, BSGIFar F 727 MZEoTex=2 VT 4 2k T57DI2D
S, ke Yy 7 3o a L R—3ky Mo T ENE T, ESGTIX, 7V v
RAAL L YT xy NOREBESCVRF Vb—h V=2 EOLV—FT 47 vy 73 VRF L~
WWBEILET, V—7 /) — RN A& —T x4 ADVLAN /31 > R, 8| Z#:% EPG L ~LT
MEL SN FE T,
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| TvkRav b EFayT0 IL—T

ESE S ESE~D 5T vy 7405 uvy [

ESG X EDT Yy RARA > b ESG ICBT 202 ERT IR ED B ML FF X2 U T ¢
AVARNTZ RTHY, IR TZ FNEREARY AL TEXa VT 4 AX AL IERE
LEd, —HEHEL, BEMTONTZ VREA LV RAZ L ZADT ) v RAAL AZET-N5 IPv4
FEIXIPV6 T RL A, £7/13r RRA > FMAC T R L RICEESM T =% 77 Eo gk
ICHESS ESG L7 Z EEENE T, 60 L 7 2B LRZEOMOYR—FENTn5
T LI EEATOFMIONTIE, T X =220 T (158X—Y) | 2B LTLEX
AR

ESG To=r 77 hOMMIX, EPG LML TY, MU ESGIZET o= FaRA > M, =
YT b RBEEETICHE TS EY, B2 ESGIET o=y FARA v MEOWEEZA
ZFTHITIE, ESGH D= M7 7 MEMERT 2 0ERH Y £9, CiscoACl 777V v 7D
SIS DT A A LIBET DI, L3OutFMBEPG (13extinste) & ESGOMD =2 v 7
NEERT HVENRHY £T, ESGHD a2 v 77 hEMARTLET, LA TV4~1LAY7T
Y —CRT T 7 EERATHELTEET, 2L, EPG E ESGRIo =2 v 77 MIHR—
FZTWERA,

ESGMSESGAD S T4vY T4 LR YLYG

WO T, 45DT7 YV v RALBRENLEI 1 DO EPG IZBHHEfTIT b TnWES, FE
FITEPG REEMHAL T, A~ W EYS— =D T 7 ¢ v 7 M3, )7

VLAN I[ZEE SN2 )72 7 Y v ¥ RAAL VCBEfMIT 6N TWnD Z e 2R LET, 2k
Z1Z., EPGI-1 (X VLAN 10 025D T 7 4 v 7 O BDl ~D~ v B 7 %EF L, EPG2-1 %
VLAN20 # BD2 [~ v o7 LET,

B6:ESGEERALT. BHAYTRY FOIV FRSA Y FEENTEET

BD 1
192.168.1.254/24

BD 2
192.168.2.254/24

BD 3
192.168.3.254/24

=

BD 4
192.168.4.254/24
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R

e —EXEPG L7 ¥ DEEFELHIRHEE (174 X—)

Y—EXEPG LY 2 EFEALLLERS

YU —R524) TEAShEZY—EREPG L7 X 7 g efiflePIchERRi2a
T D%, [EEES (Direct Connect) |47V a v AT £4, ROXIL, [EEE
ft (Direct Connect) 147> a 37 7 4V b (%) BREORERGZ R L THNET,

[
Consumer % Provider
EPG ‘ EPG
consumer Contract1 provider
Class ID: 100 Class ID: 200
Redirect
A
Service-EPG-con E==== Service-EPG-prov
Class ID: 101 gs&s%8 Class ID: 201
100 200 Redirect
201 200 permit
200 100 Redirect
101 100 permit 3

WOXIL, [EEEES (Direct Connect) 14 7Y a U ISENC2 > TWAEIZR L THWET,
P —ERXEPG By a—~v—F7 372 X —EPG ~D T 7 ¢ v A L— LR
BMEET,
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| TvFRav X2 yT0 S0—F

$—exepe Ly 2—zo0T |

[
Consumer é Provider
Class ID: 100 Class ID: 200
Redirect
Service-EPG-con Service-EPG-prov

Class ID: 101 Class ID: 201

100 200 Redirect

201 200 permit

200 201 permit

200 100 Redirect

101 100 permit

100 101 permit g

7277 L. [E#EES (Direct Connect) |47 Y a UANEMICR>THWThH, arya—v—%F
72137 1 34 Z—EPG TIL72 W EPG IZ13V—E R EPG OFFA[/L— L3 72<, a2 77 b &
FETEMT L LIXTEERA,
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[
Consumer é Provider
Class ID: 100 Class ID: 200

Redirect

Service-EPG-con === Service-EPG-prov
Class ID: 101 ggssss Class ID: 201

Contract with service n
EPGs can'tbe %“x\ é

manually added.
Contract? ‘—-

Class ID: 300
| Souce EPG | Destinaton EPG | acion |

100 200 Redirect

201 200 permit

200 201 permit

200 100 Redirect

101 100 permit

100 101 permit g

ZORIRZEEES 2 HED 1 2L LT, ROKIZRT L 91T, —E R EPG 28 vzAny #K D
—HTHD vzAny 2 N T 7 NEMERT 5 HERH Y 77,
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| TvFRav X2 yT0 S0—F

$—exepe Ly 2—zo0T |

[
Consumer é Provider
Class ID: 100 Class ID: 200

Redirect

Class ID: 101 Class ID: 201

Service-EPG-con Serwce-EPG-prov

Class ID: 300
_
Redirect
201 200 permit
200 100 Redirect
101 100 permit
0 300 permit
300 0 permit g

7277 L. ZOEBERTEETAEHEL LT, EPG (Fiofo 7 5 21D 300) & VRF NOMD
EPG LBIETE A2 ENHY F9,

2EFAICEZADNDEIERIT, ROBUITRT L D ITBEZ V—T 245 2 L TT,
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IVERAV b EFayT4 S0—F |

B »—cxeetLya—iconT

Consumer % Provider
mrIIE::l(r;ner Contract! pam prIcE)E'i(jer
Class ID: 100 Class ID: 200

Redirect
’ Service-EPG-con E“-:é Service-EPG-prov
Class ID: 101 sEese= Class ID: 201
EPG
1
L Preferred Group Class ID: 300 )
| SowoeEPG | Destinaon PG | acton
100 200 Redirect
201 200 permit
200 100 Redirect
101 100 permit
0 0 permit
0 100 deny
100 0 deny
0 200 deny
200 0 deny g

7720, ZO2FAORBRTERETHHEL LT, B NLV—TNOMD EPG 232 h T
7 MR L THEICEETCECLEIZ LA FI, T2, LVEZDOTCAM Y VY — 2%
BIHueEtEb H Y F9,

RIS L, EHLLDEBEE LAY U 22— g U TIRBRWEA. RO® 7 2 g o THAT
HEH1Z, VU —R524) I THRIHARER Y —ERAEPG B LV X 4T v a v afifTcx
hd—o

Y—EREPGE LY 2 ZEA L =-1EBHH

U U —2R524) LI CRITREIC /2 » 72— E A EPG B L7 ¥ 245 &, ¥ —E X EPG
(Lifctx) ZERTV—EAT A AR XEESGIZv v B 7 TEEd, kb, ESG
LD NT T NEBIMTEET, 61, Y—ERAEBPGRLVIZZZHTHE, —ER
EPG 2B 5 Y — o BEIV— LB S E T,

P —E R EPG & L7 X A& LIRS 2 ROKIZRLET,
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| TvFRav X2 yT0 S0—F

Consumer

Class ID: 100

Service-EPG-con

e

Class ID: 101

%

$—exepe Ly 2—zo0T |

Provider

Contract1 ‘—-

Class ID: 200

Service-EPG-prov
Class ID: 201

ESG (H|:3/O_1D\

Contract2 ] Or EPG
Class ID: 400 Class ID: 300
100 200 Redirect
201 200 permit
200 100 Redirect
464 400 100 permit
300 400 permit
'ALIDD 300 permit 8

f i
Permit nule between 300 and 400
are added because of Contract2

* Contracts between an EPG and
an ESG are not supported

P —E R EPG kL7 XFEEMHT D H 9 1 DD FIEIL, vzAny-to-vzAny FFrf =2 T 7 b
TH—ERT A AL HE—T oA RA%FEHNTHZETT, ZDOTF U ATIL, vzAny-to-vzAny
ZFEHLTVRFNOTXTO RN 7 4 v 7 ZFFA LETH, ROKNTRT L O, h—E A
TNAAA L H—T 24 AL OBELEEILELET,
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b vzAny-to-vzAny
e contract (Permit)

N Class ID: 0
Consumer é Provider
(PBR)
Class ID: 100 Class ID: 200

Redirect

____Service-EPG-con === Service-EPG-prov
Class ID: 101 gE=ss Class ID: 201

é

Contract2 g

Class ID: 400
0 0 permit
100 200 Redirect
201 200 permit
200 100 Redirect
+6+ 400 100 permit
0 400 deny
w
400 0 deny \ 2
\

Deny rules between 0 and 400 are
added because of Contract2.

ESG 5 K UH—EREPG DHR— FENTWWEEFREYER— SN TULELGRT

ZO® 7T a TR ESGBLIUOY—EREPG DY R—hENTWDHalr— g P R—
rEhTnwinwar—3 g AT AERAIEE L E3,

ZOv I a st BEHENESGHOLLAVANSLLAYTIT AL RAZATONTZ N T T 4w

I EREIIESE T AMNERS HHRFHCOLBEELET, LA Y40 LAV TT 31 AT
VEA VI NENDINT 740 71F, ZORTIVIEST, 207 v a ry CHIAIHTY
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| TvkRav b EFayT0 IL—T

$—exepe Ly 2—zo0T |

HHEIPREOMETIEIHY A, T, VA LT FENTZNT T4 v 7 DFEHEIP T KL A
BT RHRA L BPTHY, LA FVADPLLATYTDOT/NAZXIPT RLUATIEHERWZDTT,

Y

GE) Y —VEREPGIE., LA Y4~ LA TVTT A ARNEREINTND T b THREBEIIZLE
REnET,

eHR—bk LA YA~ L AT TT /A ALY —EREPG 5 ESG ~D~ v B 71T, [A
LT F v b CEEEINET,

User tenantt

%

EPG «—  EPG
consumer Contract1 provider If an L4-L7 device is
r defined in user
o tenant1, the service
7 EPG object is created
- - - in user tenant1. In this
Service Graph Device Selection x example, the service
; EPG to ESG mapping
Template (FW) POIICY i5 defined in the same
fenant where the
; L4-1 7 device is
‘ Class ID: 400 ey
== [Serice-EPG Service
. i — ervice- -
st Daace =i ‘Class ID: 101‘ ‘ ESG ‘ .

cHIR—bF: LA Y4~ LAY TTNA A FHET ST MTHY, —E % EPG » 5 ESG
~DOZ BT Ea—Y =T P TERINE T, TOROFITIE, @ T FoL
AXA~VLATTT A AN, =R T IRERENTND2—H—FF > b tenantl
T/ AR—FENFET,
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User tenantt

%

* intemally, the service
Contracti <—- EPG is eEposed o

> 4 user tenant1
e automatically as part
el of service graph
Service Graph Device Selection SEacmetl
Template (FW) Policy
Class ID: 400

| Service-EPG || Service-
| Class ID: 101 ESG

Because the L4-L7

Device is defined in
common tenant, the
— jsewioe'EPG object is
m= e o internally created in
L4-L7 Device - R /”_".:.memon fenant.

504139

cHR—EHERHN LA YA~ LA YT TS RFHREBOT T Mk, EEOT T b
Mo EnEzd, oF0., V—E R EPG 25 ESG ~D~ v B 7 I3EKO 22— —F
T hTEITENET,
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Service Graph
Template (FW)

User tenantt

%

Contract1

Device Selection
Policy

fm—————
|
|

$—exepe Ly 2—zo0T |

-

Class ID: 400

Service-ﬁ“_éji____ Service-
| Class ID: 101 ESG1

S el T

L4-L7 Device

Service Graph
Template (FW)

Because it could map
the service EPG to
different ESGs, which
causes corflict, this
. design is not
Service-EPG S
Class ID: 101 {
Device Selection
Policy
Class ID: 500
___________ b
| Service-EPG! | Service-
| Class ID: 101 ESG2 g
__________ - 7
2
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IVERAV bk EF2YTs T0—7F |
B v—cxeetLra—ionc

Y—EXEPGE LY 2 DEEFIELFIREE

Wiz, VU —RA524) TEASNIZY—EREPG & L7 ZHEREDTEEHIHE L HIRFEHEZ R L
iﬁ‘o

o — B R EPG ICHE T 5 V' — U SEL— WIS E T, 3 —E X EPG D2 T A 1D
X, 7a—R_"L 7 3 RAIDEFEHATAESGIIY vy B 7 ENAH, Fa— L1y 5 21D
WCEFEESNET, F—EREPGOI TRAIDNEREEND &, N7 4w V7HENRAEL
F9,

WU T YV RAAL L EFEHTARET NA ANDTRTOYF—E AT, ZAa R A
(Lifctx) X, FILESG I~y B 7T ANENSH D £9,

7 2E. WORITRT L9, PBRY—ERSSTEFRALTCYI LT —AE—FD7 7
AT A= NEHBRLIZELET,

Consumer Provider
EPG " EPG
web app
Class ID: 49155 Class ID: 32770

__Service-EPG-con
Class ID: 49164 Bs=5

"
I
I
I
I
I
I
I
I
I
I
'

Service-
ESG-con

Class ID: 26

504137

ZORITIH, arva—~v—axrs T X—ax s ZEECTY v RAL T
b, ALY —ERAEPG Z#HEHLTCWET, ZO%LA, miFoaxs #%[F LU ESG IZ
<o I THEYLENHD £, RUY—EREPG i+ 25a%7 ZMRELCESGIC~ v v
VITEINTWRWGE, EESREL, BRI T T7ORMITAKLET,

BEDOYV—ERT T TRy —ERAT AN, AL L H—T 2 AZFAFTEHZ LI
EELTLLEEN,

e —E R EPG & ESG IZ[FI U VRFIZH D MLENRH Y £,

o Bl A Tl3. NDO T ESG 20 AR— F LTWARWESH, ZO%REIZ NDO TIZHAR— k&
NTWERA,

e AR —NMIE, TV TP RAALUDPBRIEEEZFOL A Y 3PBR COMMERATEET,
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| ToRBao b EFa YT TL—T
IPR—2 2Ly 8—(2kdLAv—2+571voHR [l

« L30ut ® PBR 465EIZVHR—FENTWERA (2 T 27 MEL3OwEPGIZ LY F
Rk TEEY)

s LAY /L AY2PBRIFVAR— PSRN TOEFA(LATULAT2TNRA AL X —
Tz AFY—AN—LEEBETL L ZAELTWVERA)

IPRA—X LI EZ—I2KBLAVY—2 53T 4 v VIR

ESG CIXE E X ERNHHITENRH LD, IPT L AL MAC T R L 2D FHOFEE M % PR
THIENEETYT, ZOMESIT, BN~ 7 a7 A b (uSeg) EPGHREHEL[F LT
7,

Ry RRAL v FIZE S T—T 4 T ENDGE, BEL Y 7T v IEIP 7 KLU AICHE
SNTITENET, Ty "R ZAL v FICL o TAAL v F U T ENDIEE. X7y MIIP~y
=N HEETH, kLY 77 v 7 I MAC 7 RLAIZESH T ThhEd, Rk, 3
T MIRAAL v FIZKoTV—T 4 T ENDEGEE, 2 N7 "My 2T TP T R
ZNZEEDNTWET, Ty ERAL v FIZ LT DDA, X7y MIIP~y &4 —
NHAHILEAETH, a7 7 by 77 v 7 IEMAC T RLRIZHESHNTWET, ZOEE
T, U FDXHITESGIZEESLS v b7 7 FomEAICEEL £1,

IPRX—2DkEL 7% IPH 7Ry hELIZZ BDYV TRy hEIZIP = RARA U~ Z7
3TVl FORY) = F TN ETHEZ TV I EZRE) X, IPT RLADOLESELE
To ZOXIRGET, AA v F T NI T7 4y 7T ShEEA, — 7, thokL s #
IEMAC 7 RLAZBML, ZOLIRGHEEIAA Y TF T NI T4 T EN—TFT 4T 7
T4 w7 OMFIZHENTT, T, BIOP X—2ADEL 7 XIZL>TAH—1"—F 41 K&
ROBRY . MAC X—ADE L7 XN MAC 7 RLUAIZEEM T SR IP 7 FL A HEMA S
NHZEZEWLET, ZOBEX KO3 2O F VA TRINTVET,

INHEDOYF Y ATIE, = RARA 2 FEP AIZEPG A DAL R—THY | AL ED ESG
WCHBLTCWERA, EP ADOMACT RLAZIMAC AT, £TDOIP T KL AZIP A TY,

Scenario 1:
MAC A is matched by a selector of ESG_1
IP_A is not_matched by any ESG
Result:
Both MAC A and IP A are classified to ESG 1

Scenario 2:
MAC A is matched by a selector of ESG_1
IP_A is matched by a selector of ESG 2
Result:
MAC A is classified to ESG 1
IP_A is classified to ESG 2

Scenario 3:
MAC A is not matched by any ESG
IP_A is matched by a selector of ESG 2
Result:
MAC A is _not_classified to any ESG, and still belongs to EPG_A.
IP_A is classified to ESG 2
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B tvrs—omrEs

IVERAV bk EF2YTs T0—7F |

CTOBMEICEY, FT T4 v I DOBEILESEHRDOIP T RLARRRS ESGIZEL TV DA
TH, PRX—RDEBLZEZPMEHEINTWDIGE, AL yF L7 77497 (LAY2RT
T4 vY) INESG 2 bT YV MENANATLHAREMERH Y FT, PX—ADEL I X TZ
ORFEZ[ERET 5121, ACILO 7' 1 ¥ 2 ARPH§REZ M L C, #Ex LD IP 7 RL-A
BEICLH TRy MZHIHETH, TXTONT T4 v IV BACIAAL v FTL—T 4 TS
b7 7497 LTHRBENDEIICTORLERHY £, ZOHKNTT 12X ARP %
HT 5121, O3 HODOF T arBNH0 E1,

cESGZ Y RARA Y MIVLANIN G A v B —T = A ZA~D8A ¥ RERAET 23T TDEPG
T, 7u% T ARP & & 12 EPG NAOBEA BN LE T,

cESGT Y RARA > MIVLANINS A B —T = A ZADRA v REHET 54 TOEPG
T, EOF TN b3 b T I R EDTNTHA (permit-all) 7 4 L F 2EH LT,
EPGIN= T 7 hEAMILET, EPGNaY 77 MZXV, e ARP NHE)
BINCHEZNC/2 0 £, T XCTHFAT D (permit-all) 7 4 X THDHEHIX, ED ESG I
LI TRy RARA > b2, AU EPG N THIAIZIHE CTE 5L 21275720
TY, ESGIZELEHHEN TN Y RRA > bDOT 7 4/ FOEMEL LT, fEED
TANBEERTEET,

s VMM #AMEHA SN TWBEAIZ, ESGTY RARA v MZVLANNSA VX —T = A A
DAV RERMET 5 EPGIZ VMM R A A VA BEAMIT DERIC, [RA4 o085 A0 TF—
L3 %A (AllowMicro-Segmentation) 147> a v ZHMILET, ZOF T3
X, 72X ARP Z HEIWIZAIC L E T,

RUH 7%y b (F721E VLAN) NOZ> RARA > bR 2 ESGIZHfEIN5 LAY 2 b
T4 0T DEA, IPR=ADE LI XIZLDVLAV2 T 7 4 v 7 ORIBRIZEMRRL . 77
A _— bk VLAN RN LEBIZR D GERH Y £3, =2 RAKRA v M & ACL A v FORNZIE
ACLAA v FNHHEEIE. 7T 4 ~N— K VLANKERR DS LEZ R 240850 £, 2,
ACI AA v FNESGIZHEANWT AL 877 MEEMTEH X IITRDHANT, FEACI AL v T
METT 4T BAAL T T DHREENH DO TT,

LY 7 —DEEIER

YV I = IATEERTDLEE, b T T4 v 72OV BERDDIN—T 4 T T DB
LTS, UTORIF, P74 97 ZATTLDV L7 Z—DEFEIRMZR L TN E
ﬁ—o

RIB:RAAYFUT LS T4 99 DEERIER

2 SelE AL tLU4

1 BT w7 H— (=2 RFRA 2 N MAC Z )
27 LI H— (BT RARA 2 R)

2 HT LI H— (2 RARA 2 F VMM MAC 4 7)

3 EPG &L 7 & —
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| TvkRav b EFayT0 IL—T

avrso+ B
RMU:N—T12T 371499 DEBEIRL
B IERL L4
1 BT LI H— (Z RRA MNP XY)
PV 73y kLI H (KAKIP)
2 27 kv %— (BDY7 xRy )
PH 7%y kL7 — (T x> )
3 BT LI H— (= RBEAL 2k MAC 4 /)
7Ly H— (T RARA )
4 27 L H— (= RRA 2~ VMM MAC # 7)
5 EPG ¥ L 7 % —

ATVl FRFEICERIIR R DR o— TN L THEEO XY 7 v Lo X —T—F L%
@\%@ﬁfﬁ:&b@%@méﬁbk&ﬁﬁv?&—ﬁ%@ﬁﬁ%hiTo%ﬁ®&7t
L7 A—3HESNET, ¥ L7 X—DBLENCAT V=7 MZ—& LT RunE X1z,
Tzl NEEDORZ T LI A=l Lo T—HLIEGA. BAD— ﬁﬂ%ﬁéﬂéif&ﬁ
L7 A —I3AEMTRD T, EER B0 BL 72—t oT—8HT 2 ESGHB &
DA T2 FOFTHRELET,

~

oy b7 ME, TR Aa hr—L Y Ak (ACL) IZFH¥4 5 Cisco ACI T, ESG I,

a2y FN5 7 NEANIED BAITIRY . oD BESG LimfE T F4, AERFIIENEHEH LT,

I TWA 7 e batiR— hEETe ESG A/ NARRER N T 7 4 v 7 OFEEZEIR L
£9, ESGlZ. 2V F I 7 hDTu s, F— arvia—~w—, I3 T e F—Lay
/;—v—®ﬁﬁ BT EINTE, @ﬁ®ﬂ/%?7h%ﬁﬁ’ﬁﬁf%i#°@ﬁ®%G
PRSI N—TIZ BT 5O ESG & HHEIZEFETE S XL 912, ESGIHMEXR I NV—TITET S
ZEHLTEET,

PR—bFENTWDar 77 MG :

1. ESG < ESG

2. ESG < L30ut EPG
3. ESGe 1 3 R EPG
4. ESG & vzAny

ESG & EPG (F721% ﬂwmﬂ)@W@:Vb?ﬁ%i#f%%éhfwiﬁh ESG DT
RARA RS EPG DD RRA b EBET D MER S LGS, o= RRA v &
ANZ ESG (AT T 2R H Y £3°, vzAny £7- ‘i{Eﬁ'ﬁﬁ/lﬂ— . BATHIC L LT
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. vzAny

vzAny

IVERAV bk EF2YTs T0—7F |

fATEEY, a2 M7 7 MK, ESGN=a> F 77 b, ESGWHEE/R &, uSegEPG TH R —
rEhdZFoMmoar T 7 FESEMERED ESG TYHAR— S ET, HiFMEL, ESG TYHR—
rEaEnTnWeWEikay V57 FTT,

ESGRIOFFED 2 77 NEEHT 2RV IC, vzAny & FEIEIL 5 Construct % H L T ESG
MO 74y THZ2 b TEET,

vzAny (X, $FED VRF A V AHX LV ANOTRTO ESGBLWEPG #£ LT, T,
VRF A A% ANO L30ut /M58 EPG  (13extinstr) &8 £4UE T, vzAny Construct (X, &
DVRF A VAR U ANOTXTOEPG & ESG #ffiHICSRTEX 5 L9l LET, vzAny /R
X, VREA VA HZ U ANDTXTHOEPGIHBLWESG DH—D =2 hF 7 MERK A FEEIZT 2
ZETEHAERSIZL, & EPG £ ESG IZHERICTIEARL, 2D 1DV v—Tlzar b
Z7 b E#EATHI I A= R =T Y Y —ADHE L RELLET,

8:vzAny X, ML VRFA VR BV ARNDTRTD EPG & ESG 2 RT LM TY,

vzAny }—»&—» EPG 4-1

Contract

lTI'IiS means
192.168.1.11 (ESG1)
192.168.2.11 (ESG1) 192.168.4.11 (EGP4-1)
192.168.3.11 (EGP3-1) &
B

Contract

Bl4icflzmrLET, K20 MARr T T, BEHED vzAny & EPG4-1 DD =2 N T 7 M aHE
L7856, =2 RARA >k 192.168.1.11, 192.168.2.11 (ESG1) . $ X1V 192.168.3.11
(EPG3-1) 1% 192.168.4.11 (EPG4-1) LB CT& £,

X, ESGl & EPG3-1 BWRILEF =2 U7 4 YV — 2B LTEY, 192.168.11 (F7i%
192.168.2.11) A= hT 27 7R LT192.1683.11 LIBETE DL WVWHIERTIEH Y FHA, &
BN, BSG, EPG, L3OutEPG 72 EIZRE£R72 <, VRF A » A &Z » ZANDOALE OW1E % 7
A[T5HZEThIBEE, 22— —iF. VREA LV AZ AT HRYS—OEA GEmE) %45
TR0V, ITRXRTDOIN I T 4w 72 T5a0 877 MaftB XOHEET L L9112
vzAny ZHERLTE £77,

DF V. vzAny Construct |IZ X > T, EPG &[FERIZESG 8= T 7 M & LT VRF A
AR ANDHEE THETE D X127 5720, a2 b7 7 FERHEB IO (F72013) WM
FT DI DI TE X9, ESG & EPGHD =2y M5 27 MIFATENTVERAN, vzAny
arv b7 7 EMEHLTESG L EPGO T 7 4 w7 Al CEET,
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| TvFRav kX2 UTa S0—F

grsn—7 |

BxINL—T

B N—71%, ESGH TR EFER LY., vzAnyZZREFEH L7 750 Y I
fEHCTEET, 22— —iF, B/ NV—TZREL T, VRF A AKX AN ESG [ DiE(E
EHECTHZ L TEET, BEIN—THNOZ L FRAV ME, EWCHBICHEETE £
K

a—H—ix, BRIV —FE2HHA LT, ESGHEPG~DBEZANCTIHZE L TEET,
T, EPGR—RA X2 VT 4 BREND ESGRX—ZADEF 2 U T 4 BRE~DOBITIZHSLD
9,

9:@ CEBEYIL—T D ESG1 5 & U EPG3-1ER 5> D,

BD 1 BD 2 BD 3 BD 4
192.168.1.254/24 192.168.2.254/24 192.168.3.254/24 192.168.4.254/24

EPG 11 EPG 241 EPG 31 EPG 441
(VLAN 10) L (VLAN 20} (VLAN 30) (VLAN 40) )

192.168.1.11 1592.168.2.11 192.168.3.11 192.168.4.11
ESG 1 a

502977

EORDOFICIE, ESG1 & EPG3-1 728 VRF A DB T N—T D8I D LHICREINTE
D, ROBEVPHFAIINTNET,

1. ESG1 & EPG3-11%, MiGNELEINA—FICEENTWDH D, HAEICERETE £,
2. ESG1 & EPG4-11%, WROFHA CHAIZ@E TE £HA,

«EPG 4-1 [T/ V—TIZEENEH A,

« EPG & ESG IOEMITHR— STV EEA,

BRI N—TDFEEIZHOWTIL, [Cisco APIC AR EN A F] 2R LT IEEW,

ESG XEH—EX (ESGVRF/L—F 1)—%)

T RBA L INBIO VREIZE > THBEEINDI Y —EREZMELTHGE, BEEITOED
BRI N 2o9H0FF, 9. —TFT 4 7 OBFERREMETT, 2 2BiIFEX=2VU T«

CiscoAPIC 1) J—RBAx) X1 TF A BEHAF .
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[ % (Include) | ZEIRT BHEIIZ, BT NV—T0 VRF LV THEINZIR > TWNWDZ L 2R L
TLTEEN,

BRIEHE T N—T DFERNZ DN T, [Cisco APIC FEARER D A R 2L T Z &0,

(f£E) BIDOESGIHay b7 7 MEMEKTHIZIZ, ESGAY S FRARAA—NR—D [+ 5%
7 Vw7 L, ar 77 NaeffKkd % ESG IR L 97,

ESGav b T 7 h~AZ—%BINLT-5HE, fEKLTWAHESGIE, #RLAZESGOTXTH= Y |k
T FEMEKLET, FTLWESGOEAFEDESG LRI LEX =2V T 4 #HkEHFH > L o IcT 58581,
ESG 2 h T 7 h~=AZ—%BIMLET,

[Finish] #727 U v 7 L&,

LLIBERTERET S
8 ELYB—EERT S

ATy
ATv T2

ATvT3

ATv74

COFIEEFHLCT, = RKRA N X2 VT 4 FA—TF (ESG) DXV L7 X —5EK
L/\i‘a—o

A=a— N=T[TF2k (Tenants) | IR L, &Z4T 57T FEBRIRLET,

FEOF T —vay AT, [tenant_name] >[7 T r— 3> FOT 74 )L (Application Profiles) 1>
[application_profile_name] > [T KARA > k ¥ 2 1) T4 ¥ )L—7T (Endpoint Security Groups) | >
[esg_name] > [ L o 2 (Sdectors) 1% L £7,

(2T LY % — (TagSeectors) | %427 VU2 L, [29 LU 2 —DERK (CreateaTag Selector) | %
BIRLE7,

(2T LY 2—D1ERL (Createan Tag Selector) | ¥ A 7 a2 R v 7 A2, ROEHREANTILET,

Q) BT X— X T X—HANT DN, Fuv 7 X0 VA RNDLEBFEOX 7 F—%23 R LET,

b) EEEF ESGIIEDLTLT AT A DF TEE —BSELODFRMEEEIRLET,

. CiscoAPIC 1) ') —R51(x) EFx 1) TAREHAF



| TvkRav b EFayT0 IL—T

e Ly antkm i

R T ZHE FIRkO@EY T,

« Contains : % Zflix&ies’, [FJ1E (TagValue) | &R LAWAREMERH DT 4T 4
EERLET,

«Equals: ¥ Zfli’ [ JfE (TagValue) 1 EE LT 47 ¢ ZRINL £,
*Regex : ¥ 7 [2 J{E (TagValue) 17 4 —/L RIZAS SN EREBE KT 20T 47 4
ZIEIRL E T,
c) FAUME:MEELIFERRBRALANT L0, Fry XUy VAL LEEFOMEZRIRL 7,
EREBRZERT D &L, ROTA RIA L EFHLTIEE N,
« AT, a-zA-Z0-9 . TT, L AS[10 {3 +*-
RO FIIMATE ERA, /\?2
« [0-9]+ IFEEOEIZ—E (\d+ & [F5H)
«a{0,1} 1T, ad P EiT1oIc—HKLET (2 LA%)
 [0-9]{3} 1T 3 HTOFFIZHERIC - L ET
o« dev(D)|(2) 1T devl F721F dev2 OfEIC—FH L £T

d) HBA: FTvay) ATV T N0,
e) [XfF (Submit) 1227V v 27 LT,

EPG L 7 % DERK

ATy T
ATy T2

ATvT3

ATvT4

ZOFEEFEHLC, = RRA U X2 YT 4 Z—7(BSG) D EPG & L 7 ¥ Z{ER L
e 8

AZ=a— N—=T[TF2k (Tenants) | R L, &4 T 57T FERIRLET,

FEOF T —a AT, [tenant_name] >[7 T r— 3> 70T 74 )L (Application Profiles) 1>

[application_profile name] > [T FRA > b %2 1) 74 4 )L—T (Endpoint Security Groups) ]>

[esg_name] > [t LY 4 (Seectors) ]% BB L £,

[EPG L% %4 (EPGSdectors) | #4727V w7 L, [EPG LY %DM (Createan EPG Selector) | %

BIRLET,

[EPG LU 2 DERL (Createan EPG Selector) | ¥ A 717 KRy 7 A2, ROEHE AT LET,

a) ESGVRF M EPG : VRF {ZfFET 5 EPG DU A b, ESGIZHEEND EPGDF = v VR v 7 A%
A AL ET,

b) HEA: (FTvav) ATV=T FOFHA,

c) [FE (Submit) 1%27 U >Z7 LET,

CiscoAPIC J Y —Z5Ix) ¥y T4BEHAF ]



IVERAV bk EF2YTs T0—7F |

B ryoxoreros—znmss

IPHTRy b LI E2—%ERT S

ATy T
ATy T2

ATvT3

ATvT4

COFEEFEALC, RS X2V T4 F—7 (ESG) DIPH Ty kLY
2 —2 B LET,

A=a— N—T[TF2k (Tenants) | ZER L, 4T 57T FERIRLET,

EDFEr— 3 AT, [tenant_name]>[7 TV r— 3> 7774 )L (Application Profiles) 1>

[application_profile name] > [T FRA > b #%2 1) 74 4 )L—T (Endpoint Security Groups) ]>

[esg_name] > [t LY 4 (Seectors) ]% BB L £,

[IPHTJHxy kLY %— (IPSubnet Sdectors) | =427 Vw7 L, [IPY TRy kLY 2 —DER
(Createan | P Subnet Selector) ] Z3&R L £,

[IPHIxRy kLY 2—DO R (Createan |P Subnet Selector) | ¥4 707 Ry 7 AT, ROEHRE A

HLET,

a) IPHTRy bk :F—: 207 4=V NXIPICREINTNET,

b) IPHITRy b :EBEF: 207 — L FEELWIEESNTWET, BELZ X —F, BESNY

Txy MIFERIZ—HTHIP VT Ry ORI —EHLET,
) IPH TRy b fli:ESGIZEENDZU RARAL L MDOIPY TRy EANLET,

FEEDIP(/32, /128, FZV 7 Xy A7 V) ERIHMEEDOY A EOV Ty R~y FE AT
TEET,

d) A (7= )

e) [XfE (Submit) 1227 Vv 7 LET,

H—EXREPGELI R —ZERMT S

&
ATvT2

ATvT3

ATy T4

COFEEFEHLTC, = RS EF2Y T 0 Z—7 (ESG) DY —EREPGEL Y
2 —ZERC L £ 7,

AZa—=N"=T[TF bk (Tenants) | #BINL, Z4T257 7 FEBRLET,

FEOF T — gy AT, [tenant_name] >[7 T r—a> FO T 74 )L (Application Profiles) 1>

[application_profile name] > [T KiRA4 > b 2% a1 74 4 /)L—7 (Endpoint Security Groups) ]>

[esg_name] > [ LY % (Selectors) 12 &L E7,

[—ERXEPG L% 2— (ServiceEPG Sdlectors) | #4727 Vw7 L, [W—EXEPG LY 42 —DERK
(Createa Service EPG Selector) | ##{R L £,

[—EXEPG LY %—M{EM (CreateaServiceEPG Selector) | # A 717 R v 7 A2, ROEHR%E

ATLET,

a) H—ERXEPG: % —EZXEPG % ESGIZEHHITIE, SN TWVAF—ERX TN R axs DY

A MMHEIRLET,

. CiscoAPIC 1) ') —R51(x) EFx 1) TAREHAF



| TvkRav b EFayT0 IL—T

TorRs v R MAC & T xRS S

P —E R EPG #ETH—EZXF AR ax7F% (Lifcex) 1E. ESGIZw Yy B/ TxF4, FRE
NBEZP—EATNRA AR XOY XML, IROBENZH DT 3, ZARIREKY O —TEZSI N R
7 AN EEINET,

Tenants > tenant_name > Services> L4-L 7 > Device Selection Policies
PF—ERTNA R axy 2%, WOBXNTRRESNET,
consumer F 72|3 provider

TENANTiNAME/ c—-CONTRACT NAME-g-GRAPH NAME-n-NODE NAME

RIB 2= L ET,

arva—vx

PBR/c-web-to-app-g-FW-Graph-n-N1

b) BB (FTvay) ATV=T N0,
c) [%fF (Submit) [#7 VU v 7 LET,

TURRAU EMAC 2T HERT %

ATy T
ATy T2

ATvT3

ATy T4

ATy TH

COFEEZFEHLT, RV — F T2 RRA L FOMACT RLAIZEBMLES, ¥
YL X%, ZOXTEFERALTC, = RERAL L FOMACT RLAZTZ U RRA L M EFa
V7 4 ZN—7"(ESG) ICBHEffITH Z LN TEET,

AZ=a— N"—=T[TF2k (Tenants) | ZFIRL, Z4T 57T FaBRIRLET,

[ E4— 2> (Navigation) ]XA > T, [tenant_name] >[7 T4 — 3> FOT774)L (Application
Profiles) ]> [application_profile name] > [7 F'1) 77— 3 > EPG (Application EPGs) ] > [epg_name] % i
BLET,

[EZE (Work) ]34 > C, [#4E (Operational) ]>[2 547> bk T KR4 >+ (Client Endpoints) ] #
TEBRRLET,

(V54T >k T2 FRA 2 (Client Endpoints) ] 1Zi%, BEMITHLNTWAIP T KL AL L iz, )
HAFRERE T RARA L FOMACT RLAZERRLET, 7 RLAIZTTICRY — ZI7RFEDHTH
NTCWBHE, TNUHOKRY — X ZIEIMAC £721X 1P 7 KL A [R1) — 24 (Policy Tags) ]%1ic
KRENET,

HEIO MAC 7 RLADITEAZ U 7 L, [T2 FRA Yk MAC 25 DERE (Configure an Endpoint
MAC Tag) | Z®R L E7,

MAC 7 RV ART —TIZER SN2 WGEAEIE, VMM fiE 2B L CERFE EEIFRENTVEY
ho ZOHA . [tenant_name] > [/R1) — (Policies) |>[T > KR4 > k 24 (Endpoint Tags) | % R
L. [T FRA4 > FMAC (EndpointMAC) 1% 427V w27 L, [T KR4 > FMACH S DR (Create
an Endpoint MAC Tag) | #i®R L £,

[Ty KR4 > k MAC 2 5 MYER (Createan Endpoint MAC Tag) | %A 7 2 27 R v 7 ZITIROIEH A A
HLET,

CiscoAPIC J Y —Z5Ix) ¥y T4BEHAF ]



IVERAV bk EF2YTs T0—7F |

| PN XL

GE) [95A4F> bk I ERA2k (Client Endpoints) | 7—7 /L5 MAC 7 KL A& 3R L7-5;
A&. MACT FL AL BD 7 4 —/L RIZTTICATTENTWVET,

a) IVKRKRAUVEMACTZ RLR : #7%BIMT25MACT RLAZAHLET,
b) BDA : BEFDOT U v¥ RAAL UEFIRT D0, HLWT U oY AL CEERLET,

*HRBINT AL, T RKRA U N MAC ¥ Z1E, FBE SN VREFNDIEE D BD D MAC 7 KL A %K
LET, ZOHAE, VRE HLERTHLHI>KROLNET,

o) AWR: IAFvay) [Hlidsaxr Yy s L, ERF—ELEZENML, V]iemEd7 Uy 7 LET,
BEOFREBMTE ET,

d RYS—A5  [+]8BE27 Vv s L, R —H T F—LEZBMNML, V]itmsa27 ) v 7 LET,
BEORY — Z 7 HBMTEET,

e) [ (Submit) 1#7V v 7 LET,

IVRKRARIPRTDERK

ATy T
ATy T2

ATvT3

ATy T4

ATy TH

TOFIEEFHLT, = RBA L FIPT RLRIZRY v— 27 BIMLET, #7 L2
H—lL, ZOFTEHERALT, = RRA L FDODIPT RLVAZZ U RRA L b EBX2 T 4
7 NV—"7" (ESG) IZBEMIT 2 Z N TE £,

AZma—= N=T[TFr b (Tenants) | #iERL., E4T 257 FEERLET,

[ &4 —3 2> (Navigation) ] 31 > C. [tenant_name] >[7 T4 — 3> FAT74JL (Application
Profiles) 1> [application_profile name] > [7 ') #r—< 3 > EPG (Application EPGs) ] > [epg_name] % J&
BALET,

[E¥ (Work) ]34 > C, [#4F (Operational) 1>[2 547> bk T R4S >+ (Client Endpoints) ] #
TERIERLET,

(V547> k T2 FKRA 2 (Client Endpoints) ] 1Zi%, BIEMITHNTWAIP T KL AL LT, F]
HREREZ FRA VY ROMACT RLAZERRLET, 7 RLAIZTTIERY o— X 7RED Y TH
NTWBEE, TNHORY — X ZIEMAC £7201X1P 7 KL AD [RY) &— &4 (Policy Tags) ] 5
TRINET,

HIOOIP T RLADITE A7 Vw7 L, [TV RERAL 2 MIPA T DEFERE (Configurean Endpoint IP Tag) ]
ZIBINL E9,

IP7 RUART =T VR RINBZWVES, VMM BGZE L TELEFEELIEIRRTINTVETA, &
DA, [tenant_name] > [7R1) &— (Policies) 1>[T > KR4 > k 24 (Endpoint Tags) | #/EB L., [T
Y FRA 2 MIP (EndpointIP) 12427 Uy 27 L, [TV RRA2 MIPZJDIER (Createan Endpoint | P
Tag) | =R L £,

[T KR4 > M IP AT DR (Createan Endpoint IPTag) | A 7227 Ry 7 ZTROEHRZ AT LE
R

. CiscoAPIC 1) ') —R51(x) EFx 1) TAREHAF



| TvkRav b EFayT0 IL—T

GUI AL TRENETY KRSV k €20 T« Yu—TEATS [

(9547 kT2 RRA 2 b (ClientEndpoints) 17 —7 Wby RABRA » MERIRLIZSGA, IPT R
LA & VRF 7 4 —/V RIZTTICAS SN TWET,

a) IP: Z7%BMTHIPT FLAEANLET,
b) FR: A 7vay) [HidmxsZY vy 7L, BERF—LEZENL, V]IREEZZ U7 LET,

BEOTFERZEBINTE £,

¢) VRF& : T RARA Y &5 Te VRF Z IR E 72 I3ER L E7
d RYS—A5  [HiEB5%x227 Vv 7L, R)—F T X—LEZBNL, V]isx2 Vv s LET,

BEDORY o— Z T HBIMTEET,
e) [iX(E (Submit) 1227V v27 LET,

GUIZFERALTEHNZIVRRA Vb X2 T JIL—TIZERT

%

ATy I
ATvT2

ATvT3

RATv74

ATy TH

A=a— N"=T[TF2k (Tenants) | ZFIR L, Z4T 57T FEBRIRLET,

FEOF T —a AT, [tenant_name] >[7 T r—a> FO T 74 )L (Application Profiles) 1>
[application_profile_ name] > [T KiRA4 > b 2% a1 74 4 /)L—7 (Endpoint Security Groups) ]>
[esg_name] Z B L E 77,

[B2%9 (Contracts) 1247V v 7 L, ZRIMNEBASND FIEIELTT 7 v a VERBRLET,

WROF T arndb 7,
cRBEEShizar b3 FDEM
CHEIhHZH0EM
HESNDAV SV AU E—T 4 AMEM
« ESG REZHIDENN

GE) TV —varEPGICE o CHEFAITRMEINDI 2L, Z 2 TIXESG AT £48
/Vo

[Add Contract] ¥ A 7R 7Ry 7 AT, ROBEEFITLET,
a) [2#94% (Contract Name) | Z# AT E72IT&EIRL £,

b) (EE) [QOSK!Y — (QOSpolicy) | #EINL £,
) (EE) [T (Labe) | Z&INL E7,

(&5 (Submit) 1227 VU v 27 LET,

CiscoAPIC J Y —Z5Ix) ¥y T4BEHAF ]



IVRRAV b EFayT4 T0—7 |
B orestap 2EALETY BRA Dk £X2 YT 4 TL—TOMERE BHOER

RESTAPI ZEH LT F R4 b EFa) T4 JIL—TDERE
259D
FIE

<polUni>
<fvTenant name="t0">
<fvAp name="ap0">

<!-- ESG with the name ESGl and Preferred Group as Exclude -->
<fvESg name="ESGl" prefGrMemb="exclude">
<!-- The ESG is associated to VRFA -->

<fvRsScope tnFvCtxName="VRFA" />

<!-- provided and consumed contracts -->
<fvRsProv tnVzBrCPName="provided contractl" />
<fvRsCons tnVzBrCPName="consumed contract2" />

<!-- Tag Selectors for the ESG -->
<fvTagSelector matchKey="stage" valueOperator="equals" matchValue="production"/>

<fvTagSelector matchKey="owner" valueOperator="contains" matchValue="teamA"/>
<fvTagSelector matchKey=" vmm::vmname" valueOperator="regex"
matchvalue="web [0-9]+"/>

<!-- EPG Selectors for the ESG -->
<fvEPgSelector matchEpgDn="uni/tn-TK/ap-APl/epg-EPG1-1"/>
<fvEPgSelector matchEpgDn="uni/tn-TK/ap-APl/epg-EPG1-2"/>

<!-- IP Subnet Selectors for the ESG -->
<fvEPSelector matchExpression="ip=='192.168.0.1/32"'" />
<fvEPSelector matchExpression="ip=='192.168.1.0/28'" />
<fvEPSelector matchExpression="ip=='2001:23:45::0:0/64"'" />
</fvESg>
</fvAp>
</fvTenant>
</polUni>

RESTAPI AL T2V LUVEL I 2—%ERT S

EPG LU 2 —%ERKT S
EPG L7 % — 47V =7 b (fvEPgSdector) 1%, #iE®D EPG ® DN & —% L £,

<polUni>
<fvTenant name="ExampleCorp">
<fvAp name="AP">
<fvESg name="esgl">
<fvEPgSelector matchEpgDn="uni/tn-ExampleCorp/ap-app/epg-epgl"/>
<fvRsScope tnFvCtxName="dev"/>
</fvESg>
</fvAP>
</fvTenant>
</polUni>

EPG L 27 #Z—i%, ESG ¢RI LT F > FB L VRFIZET D EPG ICDH—ETE £7°,

. CiscoAPIC 1) ') —R51(x) EFx 1) TAREHAF



| TvFRav b EFaUT0 IL—F
RESTAPI £ LT /5 & ULy 4 —5k8T 5 [

RTEAT LY 2 —DERK
2TV EAT s b (fvTagSdector) 1, ROA TV =7 hO T THRIESNT=Z 74T
vx7 |k (tagTag) & —HLET,

 fvEplpTag

» fvEpMacTag
» fvSubnet

- fvStCEp

\}

GE) #7®vLvIX—FT7 Y= MME, fvEpVmmMacTagDef FO¥ 7 47V =7 MZb—3
LEd, 2L, 204 T7V=27 O TFDORY — X ZIIVMMES 288 U TR iE S,

MR TE £ A,

ZoFNX, tagTag A7 ¥ =7 NOfLEE, ¥ 7% 2T, —E$ % fvTagSelector 772 =
7 NaEmRLTOET,

<polUni>
<fvTenant name="ExampleCorp">

<fvEpTags>
<fvEpIpTag ip="192.168.1.1" ctxName="example">

<tagTag key="esg" value="Red"/>
</fvEpIpTag>
</fvEpTags>

<fvAp name="AP">
<fvESg name="esgl">
<fvRsScope tnFvCtxName="example"/>
<fvTagSelector matchKey="esg" matchValue="Red"/>
</fvESg>
</fvAp>
</fvTenant>
</polUni>

BT EGERIIRSELROVIC, F TSN —EIE 5D, £7213 valueOperator @
fvTagSelector 7w /X7 ¢ Zffi L CIERRBAFEH L T—HSEL 2N TEET,

. valueOperator 7' 2 /37 ¢ BN7eWiga, 21k T LW BET, ER%ell—%T 25
tagTag DA D38k S L E T

- valueOperator 7' 1 37 ¢ 28 [5Te) OBE . tagTag DE T 1 —/L FIC fvTagSelector ™
matchValue 7 .t —/L R EEN TN TH, ERIZ L TORWGEIC—EDR#H I

i‘a_o

- valueOperator 7’1/ 7 ¢ 75 [regex] D6, tagTag OfE 7 fvTagSelector @ matchValue
74—V RIZEEND EREB AW TH I — B S E T,

oL, SEIFERBEMERLTHET,

CiscoAPIC J Y —Z5Ix) ¥y T4BEHAF ]
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B ok rexayF I—TEERLTL—F U—0 EBRETS

<fvTagSelector matchKey="name" matchvValue="Blue"/>

<fvTagSelector matchKey="name" matchValue="Blue" valueOperator = "equals"/>
<fvTagSelector matchKey="name" matchValue="prod" valueOperator = "contains"/>
<fvTagSelector matchKey="name" matchValue="prod[0-4]" valueOperator = "regex"/>

VMM T2 KiRA > FADOENLGEE2T €LY 52—

Fepllex—ZfEH LT, #7 L2 — 477 b (fvTagSdector) (X VMM = RRA

vV NELRICTHRA LET, F8k7: matchKey 13 [ vmm::vmname] T, matchValue i VM @

AHTTT,

ZofE, Ee—EEMEH LT lvmName-Dev] & WIARIO VMIZ—ET 54 7 L7 4 —
ZRLTWET,

<polUni>
<fvTenant name="ExampleCorp">
<fvAp name="AP">
<fvESg name="esgl">
<fvTagSelector matchKey="type" matchValue="dev"/>
<fvTagSelector matchKey=" _vmm::vmname" matchValue="vmName-Dev"/>
<fvRsScope tnFvCtxName="testctx0"/>
</fvESg>
</fvAp>
</fvTenant>
</polUni>

IVRRA b EFa) T4 GL—THFFERLTIL—F
) —D %KTET 5

GUIZFEALE-RB IV D RAAM Y TRy bDIL— ) —D DE&
'-._l
X

SOFEEEMLT, W7 v Y KA H 7%y kOL—h ) —7 2BELET.

458 SRS
U—=27327F M VRF, 77UV RAASL L 73y FEERL TEBLERH D 7,

AT 71 [Navigation] ~%A > C, [Tenant name] > [Networking] > [VRFs] > [Inter-VRF Leaked Routes for ESG] > [EPG/BD
Subnets] (Z#E) L £7,

ATw 72 [EPGIBDHT+xv b (EPG/BDSubnets) 1%47 U ~Z7 L, [EPGBDY TRy hEU—UF5K5(2IZF%
E3 % (Configure EPG/BD Subnet toleak) ] Z#R L £,

ATw T3 [EPGBDY TRy hEU—UFHLSICICERET S (ConfigureEPG/BD Subnettoleak) | %4 7 1 7 &K
J AT, ROMREEZFATLET,

. CiscoAPIC 1) ') —R51(x) EFx 1) TAREHAF
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ATy T4

ATy TH

ATvT6

RESTAPI @A LRSI U v S Kaqv 4 T%y kon—k y—s0%z [

a) IP: V—20F257U vy RALL HT Ry heZDOvAIEANLET,

b) (EE) BB :EPG £72137V v¥ RAASL L 73y hOFBHEATILET,

19) (Eﬁ)umm7PA@4f€ﬂT¢é ZOV T %y FEBIO VRF @ L30ut ([ZL > TT R3% A
AT HVEND HBHEIT, TruelZZREL £,

[TF > FE LU VRF3ES L (Tenant and VRF destinations) | 7 +—/V KT, HIZBEIL, [+]iemx2 Y v

7 LET,

[T+ Y FEEUVVRFIEEDIER (Create Tenant and VRF destination) | #4712 AR v 7 AT, RO
FAITLET,

a) TFTFYEBEUVRF: 75TV FBIWVRFAZ AN EIHRIRL £9°,

b) ((EE) & sk E A LET,

¢) L30ut 7 RNAAL XA L&A T S : ¥—45 > b VRF ZEICFFA 2 EE T HLERH H551F
TrueE /- idFasellHELET, 7 74/ N T \:@ﬁfyayi%ﬁﬁéio_&ﬁéhfkb
AT w7 3O [L30ut 7 RN A X%Ea[9 % (Allow L30ut Advertisement) | &[] URkE Z PRFF L £
7T

d [OK]ZZ7 V7 LET,

(&5 (Submit) 1227 VU v 27 LET,

RESTAPI ZFERAL=REBIN) v o RAL L B TRy FDIL— bk 1) —
7 DERTE

[F L& HHEIIC

WRT2BDH 7Ry b, ERIERELEY 77Xy 2GR BD V7 Xy FEREL T
ERHY FET,

FE :

<polUni>

<fvTenant name="t0">
<fvCtx name="VRFA">
<leakRoutes>
<l-=
leak the BD subnet 192.168.1.0/24 with the Allow L3Out Advertisement
False (i.e. scope private)
-—>
<leakInternalSubnet ip="192.168.1.0/24" scope="private">
<l--
leak the BD subnet to Tenant tl VRF VREB with the
Allow L30ut Advertisement configured in the parent
scope (i.e. scope inherit)
—-=>
<leakTo ctxName="VRFB" tenantName="tl1l" scope="inherit" />
</leakInternalSubnet>
</leakRoutes>
</fvCtx>
</fvTenant>
</polUni>

CiscoAPIC J Y —Z5Ix) ¥y T4BEHAF ]



IVRRAV b EFayT4 T0—7 |
B cuvzemLcnmILo v rOL— U —s EHET S

GUI 2FRLTHERTL T4 v ADIL— )= BT S

COFEZHEM LT, ST VT 4 v 7 ZADN— Y —7 ZHR L £ T,

1R BHHIIZ
E1E5C VRF TL30Out 1k L TR MERH Y, SMBT V7 4 v 7 ARFEFINET,

AT Tl FEF—varv s RUT, [THY b4 (Tenantname) |>[% vy FT—F >4 (Networking) ]>[VRFg]
>[ESG M VRF [ ')—%4 JL— b (Inter- VRF Leaked Routesfor ESG) 1> [4V&f L 27«4 v X (External
Prefixes) ] DNEIZEIN L F 7,

ATy T2 (NMEBTL T4 vY R (External Prefixes) 12427 U7 L, [W—=2&nt=08T L7199 RDERK
(Create L eaked External Prefix) ]%3&R L £,

ATy T3 (U= ENnE=08TL T4 v RDOERK (CreateLeaked External Prefix) | A 70 7Ry 7 AT, RO
BEZRITLE T,
a) IP: V=2 &N TFL 74 v 7 ABANLET,
b) (ER) A V-2 IN/NET LT 4w 7 AOFHAEAN LET,
) (EE) BE (FLIZAYHIR) WBETHIVL T4 v ADRINEZANLET, ZHUL, @FO

N—HDIP TV T 4y 7 AV ARD lge)] IZFHELET,
d (EE) UFT (FLIAvIR) BETHS LT 4 v 7 ZAOBRKEX AN LET, Ut @ED
N—BZDIP LT 47 AVALD (e) IZTHYLET,

ATV T4 [TFHY FEXUVRFIE%E (Tenant and VRF destinations) | 7 4 —/L KT, AIZBEIL, [+]iemE 27 U v
7 LET,

AT s [THY FEKUVRFEBEDIER (Create Tenant and VRF destination) | A 717 Ry 7 AT, RO
REZEITLET,
a) THTUFBEUVRF: 772 MBI VRFAZ AT EIITER L £,
b) (EE) B smkomE A LET,
c) [OK]Z27 Vw7 LET,

ATw 76 [EE (Submit) 1227V v LET,

RESTAPI 2R L THEIL I v I ADIL—k ) =D %RET 5

I L& BHIIC

Y —AVRF [VRFA] TL3Out #i%E L THBLMERH Y, BT LT 4 v 7 ANFEINE
7,

FIE :

<polUni>
<fvTenant name="t0">
<fvCtx name="VRFA">
<leakRoutes>
<!--
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| TvFRav kX2 UTa S0—F
IVRRA U b €2 YT FL—TEERALELIVANBLA YT ERETS [

leak the external prefixes in the range of
10.20.0.0/17 and 10.20.0.0/30
-—>
<leakExternalPrefix ip="10.20.0.0/16" ge="17" le="30">
<!-- leak the external prefixes to Tenant tl VRF VREFB -->
<leakTo ctxName="VRFB" tenantName="tl1l" />
</leakExternalPrefix>
</leakRoutes>
</fvCtx>
</fvTenant>
</polUni>

IVRRA b X)) T IL—TFFERALIZLAY
AN LANTZHRET S

GUI ZFERALTIV R RAI U bEF2 T JIL—T~ADL AV 4~
LANYTIH—ERZERT S

EPG #fEfI L7z —E R 77 7 OREMICEMIE I DT CORRIE, A ESG IZ b &
NEJ, LEREHX, EPGIZar b7 7 M EEEMT D VICESGIcar 77 hEE
BT A EDHRTT, ZOFIEEFEHAL T, =2 RRA L heEXa T 4 7 —TIk-T
EHENDa 77 Mo, FEFHE—FROLA V4~ LAY TH—EARAT A ZADH—E R
75757 b —haREMALET,

1R BRI
WHEVER L TR MENRY £97,
* ESG

Y —v' R IFTT7 TS L—F

ATV TN A=a— =T, [TF2 bt (Tenants) |>[TRTDHTF+ >+ (ALL Tenants) | DIEIZEIR L E T,

ATw T2 [Work] %A T, TF 2 bDARZZTNL2 Y v 7 LET,

ATV T3 FEF—var v RUT, [TFYF (Tenant) |>[HY—EX (Services) |>[L4-L7])>[H—ERT S
757 FL— b (Service Graph Templates) | DJEIZER L £,

ARTFwT4 Frir—rarv e RUT, BSGICHEMAT S [Y—ERXRYT S T7F2TL— k4 (Service Graph Template
Name) 12427 U7 L, [LA~LTH—ERTSITTUTL—rEERT S (Apply L4-L7 Service Graph
Template) ] # R L £7,

Apply L4-L7 Service Graph Template TOEPGS ¥ 1 7 2 /7R v 7 ANFRINET, LA Y4~ 1L AF7
P—CRTTTTF T L= e, T RRA U X2 VT =Ty T MCBEEMNT
T

CiscoAPIC J Y —Z5Ix) ¥y T4BEHAF ]



IVRRAV b EFayT4 T0—7 |

B O RESTAPIZERLETIY PR b £X2UT 1 TL—TADLAFAINE LAY TH—ERDEH

ATy 5 WYRMEEATILT, L4~LTY—ERTSTITUTL—rEESGIZHEAT S (Apply L4-L7 Service
Graph Template TOEPGs) FIE1 (STEP1) |>[a > k3% k (Contract) | ¥ A 7RI ARy 7 ADa L k
T NERERLET,

ATvT6

ATy 17

ATvT8

a)

b)

d)

T RBRA L N IN—TH AT LT[ TV RRA Y bF2 T4 JIIL—7T (Endpoint Security
Group) ] ZEIR L £,

ESGNaY FT7 7 FEMHRL TWAEAIE, [TV RRA ROV S FEHERT S (Configure
anintra-Endpoint Contract) 1 F = v 27 ARy 7 ZA%&A4 2 LT, [ESG/®y kT—% (ESG/Network) ]
KFa v 72U R RG ESG 23l E£77,

ESGN=v N7 7 N CIERLBHEOa 877 MR LTWLHEAIE, avva—v—LT A
X —DESG & F v T —7 DAL DOEEBERL T,

[AYb59 +B 4T (Contract Type) |1 7 4 —/v RCilldblp A7y a v iRy %2270 v 7 LT, #HL
Way b7 7 NEERTH0BEFOa L R T 7 F&E®RIRL 9, [Create A New Contract] % i8R L 7245
B, T ANEEFRET HIZIE, [NoFilter (Allow All Traffic)] = v 7 R v 7 A& A 7IZLET, [+ &
U7 LTI = M) ZBIML, 587 L7256 [Updatel 227 Y v 27 LET,

K~1%227V 7 LET,
[STEP 2] > [Graph] ¥ A 7 1 7 BNE RS NET,

[CEADT /N1 A& (your devicenameInformation) 1 & 2 g > T, WK v 7 A TRENTVWD N
HT7 4 —/V R CTEMELET,
[Finish (£T7) 14227V v27 LET,

IHT, BSGWMERTAIL RS Y MY —E XS5 7T L — NEBEATEE LT,
GE)  vzAny ZHERKT 2121, EREOFIAES.c T, YA X —& L TAnyEPG &L, 22—

~—& LTHELOH D ESG ZBINT 57, £ITZ 02 RINL £77,

P —VE R 7T 7% vzAny-to-vzAny 2> b7 7 b vzAny-vzAny ([ZGEH T HI121E, =2 RARA 2 b
ITN—THATELT[TY RRA 2 bR o— 45 )L—7T (EPG) (Endpoint Policy Group (EPG)) ]
BERL, 7o A —BLar v a—~—& LT [AnyEPG] IR L £,

RESTAPI ZFA LTV FiRA Uk E2FXa T4 JIL—T~DLA
VAo LA VIH—EXDER

EPG Z#fi L CH—E R /T 72 BT 70T &N 59 _TD REST API I%. ESG T
bELSEHISNET, 7270, BRITESG ITREEM T O TWARLENRNH Y F3,

FEMICOWTIE, LAY 4051 A% 7D RESTAPI OBAZSHL TL ZEV,
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513 =

X740 RK)D—

oL, WOBETHRSNWTVET,

CACI 777V vy Xy NT—7 778 AEX2UT 0 B — 70 (BE) (203
D)
*ACL 2 h 77 FBXOMEGS e Z7oFNELE LOFER (210 X—)

ACl D7)y 2y b= 70X EF2)T4«
R o—ETIL (B2H9)

ACIDZ7 77V wl ¥Fa2)T 4 R —FTNMEFa T 7 MTESWTWET, 27T
Fa—Fickv, (ko7 7EA arbe—n U X~ (ACL) OFIRBICRHSETxET, 2

cZ7 27 MZiZ, = RFRA N ITA—TRIDONT 7 4 v 7 THEHHESNS X207 4 K o—

DR ENET,
ROMIF, O A R—x FERLTOET,
16: ZHDa v R—% 2k

-

Tenant

___________________________________________________________________

Contracts | <— Group of subjects. Define scope (Global, Tenant, VRF, AP).

<—— Group of filters. Unidirectional/Bidirectional

Qo8 and service graph insertion point.

<— | owest level Access Control List (ACL) Entries.

CiscoAPIC J Y —Z5Ix) ¥y T4BEHAF ]
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t¥aysq RYs— |
B 7rtxavro—nuzronR

EPG@EIZIX=2 v b T 7 FAMETY, EPG/EPG@EEIZZ M7 7 M LTI &N FEH
lo APICIE, 22 R T 7 FOHET HEPGR EDRY o — ET NEEREZ AL vTFDEGE
TV HE YT LET, ARRIC, 777U v ZIZADTy MET_T, BERARY
ORI TCY—7 SNET, EPGOMZBEIBTEL N7 7 4 v/ OFEZRINT 5720122
VRTTIBPMBELEINDDOT, 2T MIEX 2 VT o R —EBEHLET, b
S M, ROy NT—I2HBRETOT7E®ZX 2 ha—1L U~ (ACL) I2Xk->THb
NHEX=2 V7 0 BT — 5T, MRS, FENES e, (il Ex=2U 74
RY— VY a— 3 T7,

TR arkcO—)L YR FOIE

kD778 A a3 br—nL URAF (ACL) (i, ACLI7 77V v 7 X2 T 4 TN
KIST DEHOHIRRH Y £, /KD ACLIEL, v U —7 bRv YL IEFITHEEICHES
ENTWET, FbidE, V—F ER3AA vy FOANBLIOH A v Z—T7 =24 2L
ICRRESN, TDOA L HZ—T A A, BIOENLDA VX2 —T oA A% iLD I ENTHE
NHNT T4 7IlHELETHAREIYARINET, TOHWAZ<ARIZLY, ZbHiEE<
DEHA LV E—7 oA AMTHAHTE EEA, bHEAALIIUIV—F ET2TAAL v TFHICDH
WTIEEY £,

PERD ACL I, FEFWICHEHME T T, ¥R D, TV A MIX, FFAISNIZRFEDIP T
RLA, 7%y b, BEOT B FaLrol A ke HECHFTENTWHRWNWEL DL DONE
FNLTWDEOHTYT, ZOEMSIT, BENEL 202 EHE N A L TACL L—/L & HIkR
TLDEREEET D720, HEERRET, < OBRAITHRT LT E VI Z 2B LET,
BHESIT, ZNH2NEE WAN EREMEZITWAN EF— 2o 2 —RoERR D% k
T — 7 NORFEDERRFA L P TORRBEBINTNDL I EE2E®RLET, Z0OHA, ACLO®
F2 VT DAY v ME, X —TTAANELET—F X —ICEEND T T4 T
FTIZIZAEN SN ETE A,

BIOMBEL LT, 1 20O ACLNOxT > F U EBOKRIEHEMNNEZ bNET, 2—HFEE D
Ay —HEOEEEN HEOT e harE ML CEos EBmET S DEF TS ACL &
ER L ET, HEOLA, NOREEILNKOTa k2 La i L TMO5E L 55T 5546,
ACLIZN*M*K DTN FET HEHERH Y £9, ACLIZ, Ya ha Ll Lic&sit L EET 5
KEFELE —BERRTHMLENDHY 7, £/, ACLBIEFICKRE L RDANIE L DT /A A
7 a harERETLHIEEHY FHEA,

ACIL7 77 Vw7 BXa T 4 ET /ML, ZHHD ACL OB L ET, ACL 7 77
Uo7 X274 ®7 0, BHEOBERZEER LET, FEE T, #Ek, 7114,
BLOTINWOEENRA TV =7 FEFEH LTy RARA LV MO =R ED X H 2B
TAHANERELET, TNOLDEFMNRA T V7 MI, Xy M= 0O bARu PICBEEL T
WER A, ERL, FNHITRFEDAS VX —T =4 AZHEAINZ2NTZD T, b,
TV RARA Y bOINLD T N—TOESGGINCERR <, Fy MU —7 R LR id7e
SRWES 72— T, 2O R YVOMNEL, IS OEBEMEA T V7 MBFED
BRRA L FEL TR TR T —H U X —2KIChl-> THESICEE L CHAHATE S
TEEEWLET,

ACI1 777 Vv X274 TETNME, TV RERA VO NV—Tba AT 7 & E
BT A7, =R N —FPHAEIGRETEX A LT AT-DOEAIZY LT
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| £F¥2u71Ryv—

ttxXal)T«

ka7 RKys—tEEatar 5o+ |

T, 1 ODNL—NZEY, (EEOEOEEICHFERRIUEE DB DI L WBET 52 & 2Bl
T&FET, ZOXIREMRIICEY ., TR Fr— L EBESFERRIEICH ELES, 2FD,
TR AR TLYEREICEATE A Z SN0 £,

R o—ftkZzECar 30 k

ACIEx =2V T 4 FFATIE, 22 bT7 27 MCEPG BOBEELZEHRT IR o —NEaEnE
T, A T MIBRENAEZIEE L. EPGITBEDOREE L LseafEELET, av 57
MIKDOLEHIZEPGEY 7 LET,

ay kI FTHFATENTWIUL, EPG1 D=2 RARA > MIEPG2 D RiRA v bk Li@fE
T, ¥EZOWHLAHRETT, ZORY —OBEEIZITIEFICRIHENH Y £, =& 21T,
EPG1 & EPG2ICIZZ < D=2 b7 7 RAFIETE, 1 DD=ar b7 7 MRS % EPG A
3O EFEETE, 2 T2 MIHEHO EPG Oty FTHAHTE £7,

F7EPG &2 b7 7 FOBMRIZIIFEMERH Y £, EPG X2y N T 7 b a4 E 23l
woxFET, aLv hT 7 NEERMT S EPGILER. —EDOZ TAT vk TAL A —E R
AT L —HOTZ U KRSV M TT, ZOV—BRICLoTHERAENS Y e haid=ar b
77 FNTERINET, 2 77 MEHET D EPGITEE ., OV —EADIF7A47 b
ThHhHHEDODT RRA L b TT, 7IAT MV FRA Vb (aryva—<)R3—nx
VRBA U N(TaN A CHERLE Y ETHE. 2 b T MIZ OB S D
EONERERLET, BEEDORVRY, Z0Oar b5 27 NI, F— 037 G4 T2 b~D
Pl BT 2 Z L AP LER A, 7220, EPGRIDBID AL N7 7 MA, £ DT M O
TR 256060 £7,

Z O/ EE ORBRITEY,, EPG &2 b T 7 MR R EZ o TR TR INET, RITR
FTREIOFFHIZIER LT 7,

EPG 1 <------- THEY —-eeev ary k77 b < Fefit EPG 2

ay b7 MIBBRICHEREINET, 1 2 LoV Ty FTHERSNL, Y7V b
WX 12U EDT7 4oV EREEN., F 74V ZIT 12U 0T e haLrzERTEET,

®17:a> 39 874075

CONTRACT FILTER

ARPYEDIY
ARPT -
L ARPYEqUEST \

http
https

500013
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KOMIL, 2> b7 7 M EPG DMlfEE ED X I ICEET I MERLET,
B118: EPG/EPGBIEERET 5> b5 b

EPG:
¥, app

EPG:
web1
-

vzProvLblL="green”
vzZPIovSubjLbl="openProv”
VZProvSubjLbl="secureProv”

Contract: “webCtrct”

vzProvSubjLbl

vzConsSubjLbl

“openProv”

http

“openCons”

“secureProv”

https

“secureCons”

vzConsLbL="green”
vZConsSubjLbl="openCons”
vzConsSubjLbl="secureCons”

EPG: | _H"“*{/j;;;:
(=

vzProvLbL="red"
VZProvSubjLbl="secureProv”

vzConsLblL="red"
vzConsSubjLbl="secureCons”

348514

7o & 2T TCPAR— | 80 & 7AR— | 8080 Z45/E T % HTTP &I IN D 7 4 /L H# & TCPAR— b
443 ZHRET H HTTPS EMEENDHIDO 7 4 V2 HERTEET, TDO%, 2y bOE#RD T
T Y ZFOwebCtret & FEIND 2 N T 7 MR TE £ 9, openProv & openConsare 7> HTTP
T4 NEBREENDITERD T IV T, secureProv & secureCons 1L HTTPS 7 4 VX NG £
HIEHRAT AU T, ZDwebCtret 21> 77 ME, Web ¥ —E 2 %4292 EPG & £ DH—
EAEMET DT RRA LV 2GR EPGHOEF 2T Web h 77 4 v 7 LI EEF 2T 72
Web b7 7 ¢ v 7 O AFRRIZT A7 DI TE £ T,

INH DR UHEEE, (B~ v DN N—= A FEERT LR —ICbEHA SN ET,
EPG 73 Virtual Machine Manager (VMM) @ KX A ' NIZHLE 405 &, APIC 1% EPG |2 Bt
FoNETRTORY =% VMM R AL T oA V2 —T oA A%FDOY —7 A v
FILF T m—RLET, VMM R A A OERRFHIIZOWTIEL,  [Application Centric
Infrastructure Fundamentalsl] @ [Virtual Machine Manager Domains] DO &E &S/ LT 72X,
ZORY —MEKEND L, APICIZEPG DY RARA ¥ O E A[FEICT D A A v F
ZIETDH VMM RAS ZENZ T vy a (HOREOAT)) LET, VMM FAA i,
EPGINDO T RIRA V "B TCEX DAL v T EAR— Oty hEERELET, = FFA v
ERA T A Tl D b, WY EPGICRHEAT T O ET, Ny MREEIND & EE
76 EPG 3 X U466 EPG 7337 v E b EUGS L, ®IST 253 M7 7 P TERS AR
=TTy RRFFRI SN E D DR S IVE T, FFA SNTG AL, N7y R RE S
NWET, TSN WGAIE, N7y MIFry 7S ET,

a7 MIIDOU ROV TV =7 NTERENET, KTV MIZ1 DU DT 4
NEANEGEENET, BT 4N 2T OU LD FUREENET, Koo ML, 77 %
A @y hr—/L UZAFACL) D ITICHE L, = RRA » F Z V=T HNOZ L FRA b
DEFESINTVWDY —7 AL v FTHEHINET,
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txay74 Kyv—oEn i

FEANCIZ, 2 bT 7 MIWROIER THERINET,
CHHT T ML THEESND T THOar bT 7 b (common 7F > hE2IET )
Y NEERTER SN N T 7 M EED) ICENENRRDLBINRLETT,
W TV N EEDT ) S —a v F LI — RO T ANV ED T I—T,

e TANE AT 2~ L ATVADREME (A —Y Xy b FAT Taban Z A7 TCP
77, R—=RMREVITESNWT I T T4 v 7 BT DDA LET,

T vay i TANEIY T EINTE N T T4 v I TEITENDT Vv ay, DT Va3
UNYAR—FENET,

s NI T4 I DOFFRI AT DI NT T NDOR)

« N T 7 4 v D~—2 (DSCP/CoS) (BHE DI hT 7 hDH)

ch T T4 I DIV EA LT N (P—E R T T TIZEDEEDI NT T FDR)

s N T T4 D= (=R T T TEILSPANIZ L DBH DO N T 7 NDOR)
s N7y DTRYy Y (Fikar T FDORH)

Cisco APIC U U — 2 32(x) B X QLA EX £721X FX T D AL v F Tl 1%
ay s 77 hTROVIHLA HER T 7 v arEid [y T 7 bERIIHL O
IMEFEALT, FEONRNY—VEBFO N T 7 v T ry ) TEET,

e "SI Ouy (Bilkar NS NEBBEOLNT T R)

cTA YT A (ER)ERARERAT V27 M, A7 V=7 MIMERRICAE TE
WIR, =AU T AFTERTE 57037 4 TY,

DX, T T ML THAREG LY QMR T 7> a URARRICR Y £5, =
YEZ77 ME BTEDOY TV 2l M—HTDHNTF 74752 —ERIZU XA LT MLTE
D, at—L7ED, ZO QoS LI AEEF LY TXHZ LAREETYT, ERET LT
TIRAR)IV—%2HOENCODANTHE, APICHA T T4 LV FET 7 B ATE WS
TH, TV RKRA U MIBEBITE, HILWLWZY FRA U hE2F 0 T4 I TE, BEETH Z
ENTEET, APICIEL., * v N —7 O —DEERAEREENORIASNET, ACL7 77
Vo2l y RBRANEIND ERFFIC, X207 4 RY—NAAL v FTIHEITLTWDHE
BETFVICL > THASNET,

txal)T4 R —DEH

N7 4 ZIIRNASRNNDA v B —T 2 A AN U —T 24 v FICAD 7y MIEET
EPG D EPG T~ —F 7 3NET, V=7 AL v TFZZ0%, 7o U T7HOTr v |k
DFHIP T RVATI A VT 4 T NI T w7 aFRITLET, ey hTHE ROVT
UFADONTIDDFET DA RN H D £7,

1. z2=F%% Ak (/32) v bTlE, s8> RBRA 2 FDEPG &5isexy RARA » b ME
ETAO0—DN A2 —T 2 AE1FZVE—K U—7 2 vF O VTEPIP 7 KL AMN
LN ET,
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tFayF4RKYo— |

B <75 bBsUPe a7y

2. TRy N TFL T4 7R (B2LS) ODa=Fx A by hTH. SBEF TRy N S
T4 ADEPG LEEY Ty N LT 4 JANFET e — N A B —T 24 AF
721XV E—F V=7 AL v FDOVITEPIP 7 KL AR E N F T,

3. wAFXFYALMby Tl 777U v 7 2{KO VXLAN & 7Bkt <L FF ¥ X |
I N—FDEPG CEAT IO —h1 Ly—_"Dua—Hh )b A F—T x4 A LIMUDFE L
IP 7 FL AL NET,

Y

GE) A TFF¥ A ML —ZDOFT Xy ME, ANV —7 A v FTOE Y FEFHITH

TILFX+v R

o LET, BXa2 VT 0 RNV r—omAi, 588 EPGNANY —7 AL v FIZL-T
I EFCITHAELET,

LT —T VOV ICED ., RXTy EBRANSL VAL v TFOEET X R EINET, E
ETRXUNIEDR, IRET T NAMBEFATLET, ZHBRY THIHEE, N7y ME R
ny7EINET, IRty FOEAE, Ty MIsEkE= s KRS U hE2ERHAY —7 X
Ao FICREENET, HAU—7 24 v F B350 EPG 2Bk T 5720, EX=2U T 4 K
Uy—oANFEITESNET, HAHY—7 24 v Fix, 7y MEEILD EPG R 544
ERHVET, 777V ~u—iFx, ANV—T 24 TN —7 24 vFIZ

EPG {5k T D720, 207t RAE A X —T /WM LET, AA U AL v FiE, k7 m
FUMREE T T D L X, Ny MNOIED EPG 2R 1FLET,

HAV)—7 A4 v FTiX, EEILIPT FL A, (570 VIEP, B XUWEEJC EPG fE#iX, +
BlzrkoTa— b NORET =T VIRIFENET, IFEAEOT7a—RRERTHDHT-D,
INENTy T B — O TTERE T — T VAT L, T T 4 v I BREHRTA T 4V H
Vo7 EnET,

FEKXVEPGEF!) T4

< NTFXXY AN T T 4TI, BBRREOEENREZ YV 9, 2=F¥ AN T T4 P
TlX, 85 EPG 1337 v FOFEEDOBREN DT> VSN TCWET, 7272 L, v FFx
AN NTZT 47T, SERMENRZ T T 4, SATFFXY AN I N—TTT, Ty
FORETTIE~LFF v A b T RLATIE AW, %550 EPG IZLIRT O =% ¥ A k O
ERBRICIESNE T, s/ N—T DRFIZ~ LT X ¥ A MR DEHFTTT,

YNFXX AN TN—TR, Ty FU—7 bR TR LETMILLTCNDDT, F—7
AT 4T ~D(S,G) BLVN(*,G) DFHIREITZ T ANARETT, v/ TFF¥ A K 7 L—
TREEET —T VI H DA, VT F v A N ZA—TCRHET D EPG I, 5k T — 7 LI
HELE SN ET,

N\

CE) ZoO~=a7LTE, vLFXXx AR TN —TL L TwLFXry A M AR —L525HR

LET,
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V=T A4 v FIE, vV FFx A K AN —AIZHIGT D7 NV—TF %5255 EPG & R
L. #FEILEPG L RRTZLixdb EHA, FIROTZ7ERA a2 hr—)b < kU 7 AT,
< /VF ¥ A N BPG NEFBILOGAIATORNRITESTT, N T 74 v 7F, VT X xR
F AR —=LOFEETLTEFRITLT XY A 2N —AI2HD Y 205N~ LF X v X
FARY—AZEEENET, AT HFY AR AN —APEEET =T VICHLVLERH D |
A RU—LNICEERT Ly v ZiNnizd, v VFXvy AN T 7409270, A7 7
TV OuTT 7 AR S NE T, TO/ME, IPVALTFXY XA MNIATTZ7 405D
JELTHICEHAINET,

CNANTFXX AR AN —AOZEAIE. FT T4 v EZETDHRNIYALTHF XY AR AR —
DTHRANIMD H R H Y £9, IGMP Join BRZEEFTHE, v LTFHF¥ A b L—F
FERIZIGMP X > R OIEEITRIZe D £9, siEiE~ATF X v A N I L—7 L LTEHRI N,
564¢ EPG ITHat T — 7 A B ES SE T, /L—F A IGMP Join B3R % %54 5 A 15T,

772 AHIEBEA SAVET, JoinERDBIESR SN HA. LY — NI ZEDRFEDO Y LT X ¥
AR AN =L T T 4 w7 EBZELERA,

<)V TFF ¥ A NEPG~DRY —O@AIE, g0 X o222 b7 7 FoAL—ZHE->TY —
T AAFIZEIDANFICRALET, £/2, EPGA T 4 VI T B~ LFFv A b
TN—1, APICIZ L » THEEDT >+ (VRF) 25t _XTDOV—T7 A, v FIZ T vz
ENFET,

X2 VT 4 2R THEFEOT o AbEHAINETS, ACIRY —FT0E, FD XD
X2 VT4 T 7T A ANERASIN THOREEEMEET L2DIELBFET, ACIARY v —
ETNDT TR —FTlE, TRXTOBENRINLOFMICHERT LZMLERNH Y 7,

GEEIE. ETNVOERNEL T2 P THB AL N T MIESWTOARFRENE
T, 22 T 7 MR AUR, EPG MEEIXT 74V N TT 4 =T 20 £7,

e N—RT T ~DXA VLT N T I RAFRL, T_XTCDOA XT3 aFgR) v— %
TNEBELCCERINET,

Hibka b7 MIFFED NI 7 4 v 7 BESTHDIFEHTEET, 29 LARNnE, v
FZ 7 MZkoTHFAIENET, FeoXEND 8T 740971, RE—vE—FLTWET
(+_TCTDEPG, HEDEPG, 7 A NVHIZ—BTDH T T 4772 E) , Bk v— Vg
MT, 2> 77 FERETDEPGIZKHLT—EHTH N T 74 v 7 2 ESLET,

Cisco APIC U U — 2 32(x) BLOSHIN EX £721X FX THROD AL v F T, Efa bT
7 P TRV R T 7y a rEid[ar b T2 b ERIIMEA OB 2 LT,
WBEDNRE = ZFFONT T 4w 0BTy 7 TEET,

CiscoAPIC J Y —Z5Ix) ¥y T4BEHAF ]
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B Lo r5o rsUEBEDSOEMEE L UER

ACLOV FS U FBELUIEEOTDEIMIEE XURTR
ACL ZHINHFAIHF I HEEFOJIZDIVT

BEIN—ND T T 4 w7 Ta—ku JitekB XL OERT A1, %ﬁﬁﬁT»~w@t@L
BENAIZ NI NE Ny hERIZ7e—oa 72 G83501bB L OERT I, BRYOFH
L= D) Fay FPEn-7a—ou V28 L OFRTEE T,

« BRI EG L — L

cBRIOMALTT 7V a v ERGT D

« BHVF 7134 O BISS

*AC1 777V w7 ®DACL = 77 FeFAlid, EX 7213 FX TH 24 Fi10 Nexus 9000

V)= AL vF, BIOENLUEOT R COET AL TORYR—FEINET, 72¢ %
1£. NIK-C93180LC-EX = N9K-C9336C-FX D L HIZFEE L T &V,

CACI 777V w7 TCouayoESRE, T XTOTT7y b7+ —ALTHHR—FINTWNE
ﬁ‘o

 FEBG DT 4 NV Z Tr J directive ZFEHT A Z LIV AR— SR TWERA, B
directive #HETH L, V—rHBENL— VORI —NELET,

FEYERS L OEEIE K & 4 12 DWW CoFERMIE,  [CiscoApplication Centric Infrastructure
Fundamentals)] 35 & T' ['Cisco APIC Basic Configuration Guidel] #ZH L T 7231y,

ACLEFAIE S MERZ O THAIZEEN D EPG T—4

Cisco APIC, UV U—232(1) £ T, ACLHFBIOHEER 7/ Tl, fifkSi TV 52K BE
U 547 EPG 2Bl L CWERFATLRZ, U U —2Z32(1) Tl %ﬁﬁEHLk%ﬁ%mm
DACIFAIB L ESR 2 7O NZENSLE T, ACLFH B LOES 2 712id, WOHIR
%R OB EPG 2 5 £ 7,

e X NU—ZKNODEPG OEEIZL > TiL, 7D EPG T —Z A TEXR2WEENH Y
iﬁ—o

cREOEENEAET LD L E, v/ T —2BHBYINIZR > TWAAEEMERH D 3, ZF
L7-REETIX, v F— X I EMTT,
O BRIZT A —DASINTWAHLEE, HFATRBIGIES T 70 EPG 7 —# 13k b EREIZR Y
i‘j‘o

s AJITOR TATIRY —NA VA =L ENTEY, HIJTOR THIIRY =24 A
=L ENTWBEHEED EPG H>5 EPG ~D 7 1 —,

R YU —7 TOR CT1EOKRY > —23 @ H 41, FEBL TOR THOAR Y & —23@H I 41T
WAA® EPG 7°5 L30ut ~D 7 1 —,
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GUI M L TACL Z#Da L 0¥ s a2 amT2 ]

v 7' 710 EPG 1X, AV —t A (Jf L30Outs 2 & ¢r) T S5 uSeg Epg %7213 Epg
TP AR—FESNTHEEA,

GUI Z{EA L TACLEZHDHFRIE A XV T DIERZERICT S

WOFINETIE, GUI i L CACL O L uX 0 FOEEE AN T D HEZFERL
gijﬂo

N

GE)  #FAaXr U &gt MI, EPG2NEET S VRF 2457+ T, ZiUuisd
LH EPG ERILT Ty MOBET AR THINEITIH Y XA,

ATY 1 A=z2— =T, [Tenants] > [<tenant name>] DJIEIZIER L 9,
AT w72 [Navigation] ~2A > C, [Contracts] % BB L. [Standard] #4572 U »Z L T [Create Contract] Z &R L %
R
AT w73  [Create Contract] ¥ A 7 B 7Ry 7 AT, ROEXEEFEITLET,
a) [Name] 7 4 —/L RIiZ, BROLFTIZAT LET,
b) [Scope] 7 4 —/V KRG, £DA=a—7 ([VRF], [Tenant], F7-i% [Global]) ZEK L FI
o) AFvar, BEICHEMTHEZ—4 Y FDSCP £721X QoS 7 7 A&k E LET,
d) H7A=2>%27 Y 27 LT, [Subject] ZEML E7,
AT w74 [Create Contract Subject] ¥ A 7 0 7R v 7 AT, IROBIEEFATLET,
AT9TS  HLOLEEFEMRBAE AT LET,
ATvT6 FTvar, =5 v hDSCPDO RuyFZyy JRNpG, F4ICHEF T2 DSCP 23R L £,

AT T BEWH SR TR aryya—<nb 7 a " XOFIZOREHT 25D TRWIEY | [Apply Both
Directions] (FA IZ LizF FIZLTRBEET,

AT w78 [Apply Both Directions] & F = » 7 L C7Z2\ A [Reverse Filter Ports] #F = v 7 L7=E £l LT, L—/b
DT BNRA PN OEEEIZEHASIND LI LA T4 Y —REFEER— MWL ET,

RT9T9 [H|TAar%27 V) vs LT, [Filters] Z B L £7,

AT9710 [Name] Ky 7 ¥ JRANT, 7z& 20, arp, default, est, icmp7e &4 7> a U ABIRT 570, LA
AIREE LT 7 0 W Z BRI L £7,

ATv TN [Directives] Ky 7% UARNT, [log] &7 V7 LET,

ATy T2 (EE) ZoMLTEITTLET 7 ar% [Denyl ICEELET (137273327740 D
[Permit] D E FIZLFET,
Directive : 2 7 HMUIZ LY . ZOHLOT 7 29 ) [Permit] (278> TWAHEE, ACL 1344 & 525
WEVHE I TWwWs7a—e X7y NEZBIFLET, ZOHLDT 7 2 3 33 [Deny]l D4, ACL O
EEr i3 7e—e Ty MBI LET,

ATv 13 (LR HAOEEIBMZRE L ET,

ATy 14 [Updatel 27 U v 7 LET,

CiscoAPIC J Y —Z5Ix) ¥y T4BEHAF ]
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B nxoscuzmmLE AL RO S OEME

ATv 715
ATv 716

[OK]Z27 U w7 LET,

[#EE (Submit) 1227 Vv 7 LET,
0¥ TN OFRNTK L TEDZAR Y 9,

NX-0S CLI ZfEFA L 7= ACL 2#EFaI O+ > J DAL

ATvT1

ATy T2

WDOFHNEL, NX-OS CLI #fH L CEPF T X o 72 /0T 5 HiEEZRLTOET,

B L — I KO BETEX -y FERIZ 70 —0u X o ZE2 NI 5121, RO a~» Rafl
MALET,

configure

tenant <tenantName>

contract <contractName> type <permit>
subject <subject Name>

access-group <access-list> <in/out/both> log

% -
WIZHlZR L ET,

apicl# configure

apicl (config) # tenant BDModel

apicl (config-tenant)# contract Logicmp type permit

apicl (config-tenant-contract)# subject icmp

apicl (config-tenant-contract-subj)# access-group arp both log

Fralm 2 7 2 HNT T 5I121E, nofBEo access-group =¥ 7 FEFEHLET, 72L& 21, no access-group
arp both log A~ F%{ﬁﬁﬁ Liﬁ_o

REST APl Z {8/ L 7= ACL &Z#IFRI O+ > J DAL

WOBNL, RESTAPI #fiH L THAIB LM ESR e X 72/ T 5 HiEE R LTWET,
ZOFITIE., ACLOHFRIZHTE L., M4 Permit BEL., BESNT-T 7 a U EHELSET HIC
X, BouxX o SEEE LET,

ZORETIE, ROBID X 512 XML T post #1515 LET,
i

<vzBrCP dn="uni/tn-Tenant64/brc-C64" name="C64" scope="context">

<vzSubj consMatchT="AtleastOne" name="HTTPSsbj" provMatchT="AtleastOne" revFltPorts="yes"
rn="subj-HTTPSsbj">

<vzRsSubjFiltAtt action="permit" directives="log" forceResolve="yes"

priorityOverride="default"
rn="rssubjFiltAtt-PerHTTPS" tDn="uni/tn-Tenant64/f1t-PerHTTPS" tRn="flt-PerHTTPS"
tnVzFilterName="PerHTTPS" />

</vzSubj>

<vzSubj consMatchT="AtleastOne" name="httpSbj" provMatchT="AtleastOne" revFltPorts="yes"
rn="subj-httpSbj">

. CiscoAPIC 1) ') —R51(x) EFx 1) TAREHAF
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<vzRsSubjFiltAtt action="deny" directives="1log" forceResolve="yes" priorityOverride="default"

rn="rssubjFiltAtt-httpFilter" tDn="uni/tn-Tenanté64/flt-httpFilter" tRn="flt-httpFilter"
tnVzFilterName="httpFilter"/>
</vzSubj>
<vzSubj consMatchT="AtleastOne" name="subj64" provMatchT="AtleastOne" revFltPorts="yes"
rn="subj-subj64">
<vzRsSubjFiltAtt action="permit" directives="log" forceResolve="yes" priorityOverride="default"

rn="rssubjFiltAtt-icmp" tDn="uni/tn-common/flt-icmp" tRn="flt-icmp" tnVzFilterName="icmp"/>
</vzSubj>
</vzBrCP>

GUI ZEA L -ZLLZHEEOXF T OEME

AT T1
ATvT2
ATvT3
ATv74

ATy T5

WOFIEL, GUIZMMH LTI T 7 FOERR X 724392 T 55 EEZ R LTWNE
T,

A = a2 — "—"T, [Tenants] > [<tenant name>] DJIEIZER L £,

[Navigation] -1 > C, [Contracts] Z & L £7°,

[Taboos] #4577 YV v 7 L. [Create Taboo Contract] % R L £,

[Create Taboo Contract] % A 7 2 2 R 7 AT, IROENEEZFITL TEIERNEZRBELET,
a) [Name] 7 1 —/L FiZ, EROL4RTEATILET,

b) A7 =, [Description] 7 ¢ —/L FiZ, ZEIEZOFHEZ AT LET,

) [N 7A=%2 U2 LT, [Subject] ZJEH L ET,

[Create Taboo Contract Subject] A 7 0 7 Ry 7 AT, WROBEEFITLET,

a) [Specify Identity of Subject] fHIIZ, 4 ATEFH (X7 ar) ZANLET,

by [+]7A 2% 27U v LT, [Filters] % & L £,

c) [Name] K> 7& 7 U A Kb, <tenant_name>/arp, <tenant_name>/default, <tenant_name>/est.

<tenant_name>ficmp 72 ¥ DT 7 )b MEDOWTNE IR L, LLRIVER L7 7 4 /L & > [Create Filter]
IR £,

(GE)  [Specify Filter Identity] 7518 T [Create Filter] Z iR L 72355, IROBEAELZIFHATL T, ACLIES/LV—
NOEEHEEEE LET,

1. &FitAF 7T a2 AN LET,

2. [Entries] BB L, L— IV DARTEZATI LT, HHET DT 74 v 7 ZERT DRI RINL
iﬁ‘o

3. [Directives] K> 7' &% 72U A KT [log] Z&INL 7,
4. [Updatel &2V > 27 LET,
5 [OK]Z27VyZ LET,

CiscoAPIC J Y —Z5Ix) ¥y T4BEHAF ]
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B nxoscuzgmLEBERRERTDL S OBEME

ATvT6

[EE (Submit) 227U v 7 LET,
0 TIN OB U CHENC A 0 £,

NX-0S CLI Z{EA L -2 RWESTOXF T DEML

ATy T

ATy T2

WOHNE, NX-OS CLI i L CEEIEBIESR e X V2 G T 5 HikE R L TWET,

HIEHESL—LOEDIC R ey Iy hEREE7r—0u X 7253 512k, ko=
<~ REFEHALET,

configure

tenant <tenantName>

contract <contractName> type <deny>
subject <subject Name>

access—-group <access-list> <both> log

&1
WIZH &R L ET,

apicl# configure

apicl (config) # tenant BDModel

apicl (config-tenant)# contract dropFTP type deny

apicl (config-tenant-contract) # subject dropftp

apicl (config-tenant-contract-subj)# access-group ftp both log

EErX o 7283 512i%, nofBXoD access-group =¥ FZ2EALET, 72& 21E, no access-group
https both log 2< Y RZfEHA L E1,

RESTAPI 2R L -2 2HEEOX T DAL

WOFENEL, REST API i L CEEILEMER X0 7 2 492 T 5 HiEEZ R LTWHWET,

87— ERETH X S REGRT D, ROBIOD X 912 XML T post # %5 L £,
£

<vzTaboo dn="uni/tn-Tenant64/taboo-TCtrctPrefix" name="TCtrctPrefix" scope="context">
<vzTSubj name="PrefSubj" rn="tsubj-PrefSubj"">
<vzRsDenyRule directives="1log" forceResolve="yes" rn="rsdenyRule-default" tCl="vzFilter"
tDn="uni/tn-common/flt-default" tRn="flt-default"/>
</vzTSubj>
</vzTaboo>

. CiscoAPIC 1) ') —R51(x) EFx 1) TAREHAF



| £F¥2u71Ryv—
GUI AL ACL TS L UEEn s oRT [

GUI 2B L-ACLEFAI S L MEE O T DX

WOFEEIL, GULEZHERLT, 714w 2 7a—O ACLHFABIUELG e 7% (A#hic
o TWILE) FrRT2DHHEERLTOVET,

ATYFT1 A==2— X—T, [Tenants] > [<tenant name>] DJIEIZEIR L £ 3,
AT w72 [Navigation] ~*A > C, [Tenant <tenantname>] %7 U v 7 L7,
AT w73 Tenants<tenant name> [Work] ~<4 > C, [Operationall ¥ 7% 7 UV v 7 LE7,

AT 74 [Operational] # 7D FC, [Flows]| ¥ 7 %27 U7 LET,
[Flows] # 7O F T, WIFN»DX 7% 27 Vw27 LT, LAY 2§Faas ([L2Permit]) . LA ¥ 3§FAl
27" ([L3 Permit]) . LA ¥ 244G = 2 ([L2Drop]) . F7iXL A ¥ 3HELA22 (L3 Drop])) Or Y F—#
EERRALET, £ET T, b7 7q4vrn7a—LT0UE, ACLEX /' F—2 2R RTaEd, 7—
ZIRA L ME, v Z AT L ACLV—/WZn U THRRY £97, 72 & 203, [L3Permit] = 735 KX UV[L3 Deny]
B IRRDOT — 4 KA v EREENRET,

* VRF

* Alias

c EFILIPT KL
«SEJEIP T R LA

T = N

« FETLAR—

« SESEAR— b

< EfEITEMAC T R L&
* 565 MAC 7 R LA
* Node
cEEFTAVH—T oA A
* VRF Encap

« %15 ¢ EPG

G¥)  FE7-. [Flows] ¥ 7 OEED [Packets] # 7 #fEH LT, 7 =F %, FEx. BLOENFLTH
HRry O NV—T (K I10fH) OACL a7l T7 7 vATEEd, XMEENED Runy 7
NN TERry NOXA THERTEE£T,

CiscoAPIC J Y —Z5Ix) ¥y T4BEHAF ]
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B orestari zmm L AL TS L UIEBDY

RESTAPI (B L= ACLEFAI B L TERD Y

wOFNL, RESTAPIZERA LT, b9 74 v 7 ZJu—DLA Y 28EHFe S F—22ER_TDH
FEEZRLTWHWET, ROMO AL T/ 2 RXETHZLENTEET,

* acllogDropL2Flow
* acllogPermitL.2Flow

* acllogDropL3Flow

acllogPermitL3Flow
* acllogDropL2Pkt

* acllogPermitL.2Pkt

* acllogDropL3Pkt

* acllogPermitL.3Pkt

48O HREIIC
ACLEKFFAI B L MER v 7 OF — 2 2 FRT DR, #FAEMEGn ¥ 72620127 5%
WERH Y £,

LA ¥3 Ry al 5 —2%FKRT 5121, RESTAPI ZHH L TCHkD 7 =) 2EELET,

GET https://apic-ip-address/api/class/acllogDropL3Flow

B -
WOHITIE, Yo7 NE NS DR LET,

<?xml version="1.0" encoding="UTF-8"7?>
<imdata totalCount="2">
<acllogPermitL3Flow childAction="" dn="topology/pod-1/node-101/ndbgs/acllog/tn-common/ctx-inb

/permitl3flow-spctag-333-dpctag-444-sepgname-unknown-depgname-unknown-sip-[100:c000:a00:700:b00:0:£00:0]

-dip-[19.0.2.10]-proto-udp-sport-17459-dport-8721-smac-00:00:15:00:00:28-dmac-00:00:12:00:00:25-sintf-

[port-channel5]-vrfencap-VXLAN: 2097153" dstEpgName="unknown" dstIp="19.0.2.10"
dstMacAddr="00:00:12:00:00:25"

dstPcTag="444" dstPort="8721" 1lcOwn="local" modTs="never" monPolDn="" protocol="udp"
srcEpgName="unknown"

srcIntf="port-channel5" srcIp="100:c000:200:700:b00:0:£00:0" srcMacAddr="00:00:15:00:00:28"
srcPcTag="333"

srcPort="17459" status="" vrfEncap="VXLAN: 2097153"/>

<acllogPermitL3Flow childAction="" dn="topology/pod-1/node-102/ndbgs/acllog/tn-common/ctx-inb

/permitl3flow-spctag-333-dpctag-444-sepgname-unknown-depgname-unknown-sip-[100:c000:a00:700:000:0:£00:0]-dip-
[19.0.2.10]-proto-udp-sport-17459-dport-8721-smac-00:00:15:00:00:28-dmac-00:00:12:00:00:25-sintf-
[port-channel5]-vrfencap-VXLAN: 2097153" dstEpgName="unknown" dstIp="19.0.2.10"

dstMacAddr="00:00:12:00:00:25"
dstPcTag="444" dstPort="8721" lcOwn="local" modTs="never" monPolDn="" protocol="udp"
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srcEpgName="unknown"
srcIntf="port-channel5" srcIp="100:c000:a00:700:000:0:£00:0" srcMacAddr="00:00:15:00:00:28"
srcPcTag="333"
srcPort="17459" status="" vrfEncap="VXLAN: 2097153"/>
</imdata>

NX-0SCLl Z{EA L= ACLEF A B L EE RV DR

WDOTFNEIL, NX-OS A ¥ AL CLIshowacllog 2~ RZEH L TACL v 7 Ot A2 FKRT 5
FitEER L TVET,

LAY 3 a~vr ROMIE, show acllog {permit | deny} 13 {pkt | flow} tenant <tenant_name> vrf
<vrf_name> srcip <source_ip> dstip <destination_ip> srcport <source port> dstport
<destination_port> protocol <protocol> srcintf <source interface> start-time<startTime> end-time

<endTime> detail T,

LA ¥ 2a~vy NOFELIE, show acllog {permit | deny} 12 {flow | pkt} tenant <tenant_name> vrf
<VRF_name> srcintf <source _interface> vlan <VLAN_number > detail T3,

\}

(G£)  showacllog =~ ROFERZRMEIL, 5 A Cisco Nexus 9000 &V — R ZA » F
(N9K-C93180LC-EX 72 E A4 HiDFEZICEX £72IXFX 2L, b LITENLIFED Y —
R) BELDCiscoAPIC VY =232 IBETOREHTE£d, HMHROZXA v F &
AT D FZIT EX F 7213 FX M3Mdo7avy) F721% 3.2 LLRTO Cisco APIC U U — A TiL,
AIREZe ST EREow@ v T,

Cisco APIC 3.2 LIFETi, B F—U — R detail keyword:[dstEpgName
<destination_EPG_name>| dstmac <destination_ MAC_address> | dstpctag <destination_PCTag>
| srcEpgName <source EPG_name> | srcmac <source MAC_address> | srcpctag <source PCTag>]

Ll HlIa~vr FOWEHFDONR— g AGBMENE T,

AT w1 kOFITIL, show acllog drop 13 flow tenant common vrf default detail =~ > RZ2#H L <, H@ETF o b
DAY 3HELr T 25EMERE R TT D HEEZRLET,

1 -

apicl# show acllog deny 13 flow tenant common vrf default detail
SrcPcTag : 49153

DstPcTag : 32773

SrcEPG : uni/tn-TSW_Tenant0/ap-tswOAPO/epg-tswOctx0BDOepg6
DstEPG : uni/tn-TSW_Tenant0/ap-tswOAPO/epg-tswOctx0BDOepg5
Srclp : 16.0.2.10

DstIp :19.0.2.10

Protocol : udp

SrcPort : 17459

DstPort : 8721

SrcMAC : 00:00:15:00:00:28

DstMAC : 00:00:12:00:00:25

Node : 101
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B vxoscuzEALE AL TS STEED Y ORT

ATy T2

ATvT3

ATvT4

SrcIntf : port-channelb
VrfEncap : VXLAN: 2097153

ZOBITIHE MDD AL v FF£7215 3.2 LARITD Cisco APIC V VU —ATOHNZRLFET,

W OFITIL, show acllog deny 12 flow tenant common vrf tswOconnctx0 detail =~ > RA&fEH LT, @7
T DOV A Y 3G ZICET OFMIERE R R T D EE R LET,

i
apicl# show acllog deny 12 flow tenant common vrf tswOconnctx0 detail
SrcPcTag DstPcTag SrcEPG DstEPG SrcMAC DstMAC Node SrcIntf
vlan
32773 49153 uni/tn-TSW uni/tn-TSW 00:00:11:00:00:11 11:00:32:00:00:33 101 port-
2
_Tenant0/ap- _Tenant0/ap- channels
tswOAPO/epg- tswOAPO/epg-

tswOctx0BDOepg5 tswlOctx0BDOepg6

ZOBTIHE RO AL v FF£7215 3.2 LARITD Cisco APIC V V —ATOHNZRLFET,

W OFITIL, show acllog permit 13 pkt tenant <tenant name> vrf <vrf name> [detail] =~ > K% H L T,
KRG SN2 —&A972 VRF ACL LA ¥ 3 7F [Ty MZBET 23l a 2R T 5 ka2 R L TWET,

apicl# show acllog permit 13 pkt tenant common vrf default detail acllog permit 13 packets detail:

srclp : 10.2.0.19
dstIp : 10.2.0.16
protocol : udp

srcPort : 13124

dstPort : 4386

srcIntf : port-channelb
vrfEncap : VXLAN: 2097153
pktLen : 112

srcMacAddr : 00:00:15:00:00:28
dstMacAddr : 00:00:12:00:00:25
timeStamp : 2015-03-17T21:31:14.383+00:00

ZOFTIEE RO A A v FF721F 3.2 LLRITD Cisco APIC V UV — 2 TOH 1~ LET,

ROFITIE, show acllog permit 12 pkt tenant <tenant name> vrf <vrf name> srcintf <sinterface> =~ > N %
EMLT, A F =T =2AA ZAR=FF ¥ XNV IPORESNTZT 74/ O VRF LA ¥ 287y MZHE
TOHMERRT D HEEZRLTVET,

apicl# show acllog permit 12 pkt tenant common vrf default srcintf port-channelb
acllog permit L2 Packets
Node srcIntf pktLen timeStamp
port-channelb 1 2015-03-17T21:
31:14.383+00:00

ZOBTIHE MDD AL v FF£7215 3.2 LARITD Cisco APIC V U —ATOHNZRLFET,
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F—R TL—2 Ry 5

ZOFEF, WO THMEINTHET,

e TF—H TL—r R TOE (219 N—)

« HEFHHEEHREE (220 X—)

cGUIZHER LT AY2A v Z—T oA ZADT—RFL—2RY v 7 ORERE (221 ~<—
V)

*APICGUI ZfH L7 A ¥ 3 A v X —T =2 ADT—X TL—2 RV T ERETH

(224 ~—7)

RESTAPI Z i LI=F—% FL—r RY S ZOFHE (225 2—)

*NX-OS AX AN CLI R LT —4% FL—2 KU U TORE (227 X—)

e L RIRA VYV "D IN—T L)L TOTF—HX FL—r R 7 (232 3—2)

FT—R TL—2FRYSVTDHBE

T—% FL—r RV (DPP) %ZfEHI LT, CiscoApplication Centric Infrastructure (ACI)
TrT VI TIRAALE—T =2 AOFHIREN&EEZEH L £9, DPP R Y > —i3ih
NT7T 4w AT T 4w FTEOmFICEATE E3, DPPIIFEDA v & —
T2AADT—H L— hEERLET, 7—F L— MR- FREM[EEZH L, 2726IC
Ny NO—F T ERFIRay7BELET, RV T TRENTIT T4 v IRy Ty
Vo7 SN0, BIBIE~ORBIH Y EX¥A, FT 74 v I BT = L— R Eilizx i
Wi, CiscoACI 7 7 7V w73, Ny b Ra v, 2Ny M QoS 7 4 —/b KD~ —
XL TDELLNEFITTEET,

32V U —RALVHNEL, DPPAR Y —NEPGIZHEH SN TWAEE, AU —OERER 8
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<!-- api/node/mo/uni/.xml -->

<infralInfra>

<gosDppPol name="infradpp5" burst="2000" rate="2000" be="400" sharingMode="shared"/>
<!--

List of nodes. Contains leaf selectors. Each leaf selector contains list of node blocks
-—>

<infraNodeP name="leafl">
<infraLeafS name="leafl" type="range">
<infraNodeBlk name="leafl" from ="101" to_ ="101"/>
</infralLeafS>
<infraRsAccPortP tDn="uni/infra/accportprof-portselectorl"/>
</infraNodeP>
<l--
PortP contains port selectors. Each port selector contains list of ports. It
also has association to port group policies
-—>
<infraAccPortP name="portselectorl">
<infraHPortS name="pselc" type="range">
<infraPortBlk name="blk" fromCard="1" toCard="1" fromPort="48" toPort="49"></infraPortBlk>
<infraRsAccBaseGrp tDn="uni/infra/funcprof/accportgrp-portSet2"/>
</infraHPortS>
</infraAccPortP>
<!-- FuncP contains access bundle group policies -->
<infraFuncP>
<infraAccPortGrp name="portSet2">
<infraRsQosIngressDppIfPol tnQosDppPolName="infradpp5"/>
</infraAccPortGrp>

</infraFuncP>

</infralInfra>

V=T 2L v FPOREINDIVAY2 T T4 v 7R V7T 5ITE, ROFIEE ET
LET,

<!-- api/node/mo/uni/.xml -->

<infralInfra>

<gosDppPol name="infradpp2" burst="4000" rate="4000"/>

<!--

List of nodes. Contains leaf selectors. Each leaf selector contains list of node blocks
-—>

CiscoAPIC J Y —Z5Ix) ¥y T4BEHAF ]



B restapizERLET—5 TL—v KU LT ORE

<infraNodeP name="leafl">
<infraLeafS name="leafl" type="range">
<infraNodeBlk name="leafl" from ="101" to ="101"/>
</infralLeafS>
<infraRsAccPortP tDn="uni/infra/accportprof-portselector2"/>
</infraNodeP>
<l=-
PortP contains port selectors. Each port selector contains list of ports. It
also has association to port group policies
-—>
<infraAccPortP name="portselector2">
<infraHPortS name="pselc" type="range">
<infraPortBlk name="blk" fromCard="1" toCard="1" fromPort="37" toPort="38"></infraPortBlk>
<infraRsAccBaseGrp tDn="uni/infra/funcprof/accportgrp-portSet2"/>
</infraHPortS>
</infraAccPortP>
<!-- FuncP contains access bundle group policies -->
<infraFuncP>
<infraAccPortGrp name="portSet2">
<infraRsQosEgressDppIfPol tnQosDppPolName="infradpp2"/>
</infraAccPortGrp>

</infraFuncP>

</infralnfra>

V=T AL v FICEBTHVAVINT T4 v 7 2RI 7T 5120, WOFIEZFATLE
TO

<!-- api/node/mo/uni/.xml -->

<fvTenant name="dppTenant">

<gosDppPol name="gmeo" burst="2000" rate="2000"/>

<13extOut name="Outside">

<13extInstP name="extroute"/>

<13extLNodeP name="borderLeaf">

<13extRsNodeL30utAtt tDn="topology/pod-1/node-101" rtrId="10.0.0.1">
<ipRouteP ip="0.0.0.0">

<ipNexthopP nhAddr="192.168.62.2"/>

</ipRouteP>

</13extRsNodeL30OutAtt>

<13extLIfP name="portProfile">

<13extRsPathL30utAtt addr="192.168.40.1/30" ifInstT="13-port"
tDn="topology/pod-1/paths-101/pathep-[ethl/40]"/>
<13extRsPathL30utAtt addr="192.168.41.1/30" ifInstT="13-port"
tDn="topology/pod-1/paths-101/pathep-[ethl/41]1"/>
<1l3extRsIngressQosDppPol tnQosDppPolName="gmeo"/>
</13extLIfP>

</13extLNodeP>

</13extOut>

</fvTenant>

V=T 2 v FPORIEESNDVA VI T T4 v 7 &R Y 74513, ROFIEEZFAT
Li‘g—o

<!-- api/node/mo/uni/.xml -->

<fvTenant name="dppTenant">

<gosDppPol name="gmeo" burst="2000" rate="2000"/>
<l3extOut name="Outside">

<13extInstP name="extroute"/>

<l3extLNodeP name="borderLeaf">
<13extRsNodeL30utAtt tDn="topology/pod-1/node-101" rtrId="10.0.0.1">
<ipRouteP ip="0.0.0.0">

<ipNexthopP nhAddr="192.168.62.2"/>

</ipRouteP>

</13extRsNodeL30OutAtt>

<13extLIfP name="portProfile">
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<13extRsPathL30utAtt addr="192.168.40.1/30" ifInstT="13-port"
tDn="topology/pod-1/paths-101/pathep-[ethl/40]"/>
<13extRsPathL30utAtt addr="192.168.41.1/30" ifInstT="13-port"
tDn="topology/pod-1/paths-101/pathep-[ethl/41]"/>
<13extRsEgressQosDppPol tnQosDppPolName="gmeo"/>

</13extLIfP>

</13extLNodeP>

</13extOut>

</fvTenant>

NX-0S X2 A J)LCUZEFERHL-T—2 TJL—2FR)T Y

7 DERTE

ATYT1 1 ODOEPG #I5ETHE I LAV 2AR—F2RELE T,

1 :

apicl# conf t

apicl (config) # vlan-domain test

apicl (config-vlan)# wvlan 1000-2000

apicl (config-vlan) # exit

apicl (config)# leaf 101

apicl (config-leaf) # interface ethernet 1/10
apicl (config-leaf-if)# vlan-domain member test
apicl (config-leaf-if)# exit

apicl (config-leaf) # exit

apicl (config) # tenant testl

apicl (config-tenant) # vrf context vl

apicl (config-tenant-vrf) # exit

apicl (config-tenant) # bridge-domain bdl

apicl

config-tenant-bd) # vrf member vl

apicl (config-tenant-bd) # exit

apicl (config-tenant)# application apl

apicl (config-tenant-app) # epg el

apicl (config-tenant-app-epg) # bridge-domain member bdl
apicl (config-tenant-app-epg) # exit

apicl (config-tenant-app) # exit

apicl (config-tenant) # exit

apicl (config)# leaf 101

apicl (config-leaf)# interface ethernet 1/10

apicl (config-leaf-if)# switchport trunk allowed vlan 1001 tenant testl application apl epg el
apicl (config-leaf-if)# switchport trunk allowed vlan 1501 tenant testl application apl epg el

# Now the port leaf 101 ethernet 1/10 carries two vlan mapped both to the same Tenant/Application/EPG
apicl (config-leaf-if)# exit
apicl (config-leaf) # exit

A E =T 2 RHEHTLHRY v— <y TEERLET,

a)

&1

apicl (config) # policy-map type data-plane gosTest

apicl (config-pmap-dpp) #
apicl (config-pmap-dpp) #

apicl (config-pmap-dpp) #
apicl (config-pmap-dpp) #
apicl (config)# leaf 101

set burst 2400 mega
set cir 70 mega

set sharing-mode shared
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apicl (config-leaf)# interface ethernet 1/10

apicl (config-leaf-if)# service-policy type data-plane input gosTest
apicl (config-leaf-if) # exit

apicl (config-leaf) # exit

apicl (config) # policy-map type data-plane gosTest2

apicl (config-pmap-dpp) # set cir 78 mega

apicl (config-pmap-dpp) # exit

apicl (config)# leaf 101

apicl (config-leaf)# interface ethernet 1/10

apicl (config-leaf-if)# service-policy type data-plane output qosTest2
apicl (config-leaf-if) # end

b) BESNEKY v—ZAHLLET,
K

apicl# show policy-map type data-plane infra
Type data-plane policy-maps

Global Policy

policy-map type data-plane default
set burst unspecified
set conform-cos-transmit unspecified
set conform-dscp-transmit unspecified
set conform transmit
set excessive-burst unspecified
set exceed-cos-transmit unspecified
set exceed-dscp-transmit unspecified
set exceed drop
set mode byte
set pir O
set cir 78 mega
set type 1R2C
set violate-cos-transmit unspecified
set violate-dscp-transmit unspecified
set violate drop

Global Policy

policy-map type data-plane gosTest
set burst 2400 mega
set cir 78 mega
set conform-cos-transmit unspecified
set conform-dscp-transmit unspecified
set conform transmit
set excessive-burst unspecified
set exceed-cos-transmit unspecified
set exceed-dscp-transmit unspecified
set exceed drop
set mode byte
set pir O
set type 1R2C
set violate-cos-transmit unspecified
set violate-dscp-transmit unspecified
set violate drop

Global Policy

policy-map type data-plane gosTest2
set burst unspecified
set conform-cos-transmit unspecified
set conform-dscp-transmit unspecified
set conform transmit
set excessive-burst unspecified
set exceed-cos-transmit unspecified
set exceed-dscp-transmit unspecified
set exceed drop
set mode byte
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set pir O

set cir 78 mega

set type 1R2C

set violate-cos-transmit unspecified
set violate-dscp-transmit unspecified
set violate drop

c) show running-config.

&1

apicl# show runn policy-map
# Command: show running-config policy-map
# Time: Fri Jan 29 19:26:18 2016
policy-map type data-plane default
exit
policy-map type data-plane gosTest
set burst 2400 mega
set cir 78 mega
no shutdown
exit
policy-map type data-plane gosTest2
set cir 78 mega
no shutdown
exit
apicl# show runn leaf 101
# Command: show running-config leaf 101
# Time: Fri Jan 29 19:26:29 2016
leaf 101
interface ethernet 1/10
vlan-domain member test
switchport trunk allowed vlan 1501 tenant testl application apl epg el
service-policy type data-plane input gosTest
service-policy type data-plane output gosTest2
exit
exit

ATV T2 LAYIR— " ARETHEMA LET,
51

apicl# conf t

apicl (config) # vlan-domain 1l3ports

apicl (config-vlan)# wvlan 3000-3001

apicl (config-vlan) # exit

apicl (config) # tenant 13testl

apicl (config-tenant)# vrf context vl

apicl (config-tenant-vrf)# exit

apicl (config-tenant) # exit

apicl (config)# leaf 102

apicl (config-leaf)# vrf context tenant 13testl vrf vl
apicl (config-leaf-vrf) # exit

# Configure a physical Layer 3 port

apicl (config-leaf) # interface ethernet 1/20

apicl (config-leaf-if)# no switchport

apicl (config-leaf-if)# vlan-domain member 1l3ports
apicl (config-leaf-if)# vrf member tenant 1l3testl vrf vl
apicl (config-leaf-if)# ip address 56.1.1.1/24

apicl (config-leaf-if)# ipvé address 2000::1/64 preferred
apicl (config-leaf-if)# exit

# Configure base interface for L3 subinterfaces

apicl (config-leaf) # interface ethernet 1/21

apicl (config-leaf-if)# vlan-domain member 1l3ports
apicl (config-leaf-if)# no switchport
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apicl (config-leaf-if)# exit

# Configure a Layer 3 subinterface

apicl (config-leaf)# interface ethernet 1/21.3001

apicl (config-leaf-if)# vrf member tenant 1l3testl vrf vl
apicl (config-leaf-if)# ip address 60.1.1.1/24

apicl (config-leaf-if)# ipvé address 2001::1/64 preferred
apicl (config-leaf-if) # exit

# Configure a Switched Vlan Interface

apicl (config-leaf) # interface vlan 3000

apicl (config-leaf-if)# vrf member tenant 1l3testl vrf vl
apicl (config-leaf-if)# ip address 70.1.1.1/24

apicl (config-leaf-if) # exit

(
(
apicl (config-leaf-if)# ipvé address 3000::1/64 preferred
(
(

apicl (config-leaf) # exit

a)

b)

LAY 3DOBEHOEDICT o FORYy—%FZELET,
B -

apicl (config)# tenant 13testl

apicl (config-tenant) # policy-map type data-plane iPol
apicl (config-tenant-pmap-dpp) # set cir 56 mega

apicl (config-tenant-pmap-dpp) # set burst 2000 kilo
apicl (config-tenant-pmap-dpp) # exit

apicl (config-tenant)# policy-map type data-plane ePol
apicl (config-tenant-pmap-dpp) # set burst 2000 kilo
apicl (config-tenant-pmap-dpp) # set cir 56 mega

apicl (config-tenant-pmap-dpp) # exit

apicl (config-tenant) # exit

LAY3IA v E—T oA AR —ZEHATS
% -

apicl (config)# leaf 102

apicl (config-leaf) # interface ethernet 1/20

apicl (config-leaf-if)# service-policy type data-plane input iPol
apicl (config-leaf-if) # service-policy type data-plane output ePol
apicl (config-leaf-if)# exit

apicl (config-leaf) # interface ethernet 1/21.3001

apicl (config-leaf-if)# service-policy type data-plane input iPol
apicl (config-leaf-if)# service-policy type data-plane output ePol
apicl (config-leaf-if)# exit

apicl (config-leaf)# interface vlan 3000

apicl (config-leaf-if)# service-policy type data-plane input iPol
apicl (config-leaf-if)# service-policy type data-plane output ePol
apicl (config-leaf-if) # end

LAY3A v =T ATHERAEINAIR ) p—Da~vr REERLET,
B -

apicl# show tenant 1l3testl policy-map type data-plane
Type data-plane policy-maps

Policy in Tenant: 13testl

policy-map type data-plane ePol
set burst 2000 kilo
set conform-cos-transmit unspecified
set conform-dscp-transmit unspecified
set conform transmit
set excessive-burst unspecified
set exceed-cos-transmit unspecified
set exceed-dscp-transmit unspecified
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set exceed drop
set mode byte
set pir O
set cir 56 mega
set type 1R2C
set violate-cos-transmit unspecified
set violate-dscp-transmit unspecified
set violate drop

Policy in Tenant: 13testl

policy-map type data-plane iPol
set burst 2000 kilo
set burst unspecified
set conform-cos-transmit unspecified
set conform-dscp-transmit unspecified
set conform transmit
set excessive-burst unspecified
set exceed-cos-transmit unspecified
set exceed-dscp-transmit unspecified
set exceed drop
set mode byte
set pir O
set cir 56 mega
set type 1R2C
set violate-cos-transmit unspecified
set violate-dscp-transmit unspecified
set violate drop

d LA Y3 DARY Y —0D show running-config TJ,
il -

apicl# show runn tenant 13testl
# Command: show running-config tenant 13testl
# Time: Fri Jan 29 19:48:20 2016
tenant 13testl
vrf context vl
exit
policy-map type data-plane ePol
set burst 2000 kilo
set cir 56 mega
no shutdown
exit
policy-map type data-plane iPol
set burst 2000 kilo
set cir 56 mega
no shutdown
exit
exit
apicl# show running-config leaf 102
# Command: show running-config leaf 102
# Time: Fri Jan 29 19:48:33 2016
leaf 102
vrf context tenant 13testl vrf vl
exit
interface vlan 3000
vrf member tenant 13testl vrf vl
ip address 70.1.1.1/24
ipvé address 3000::1/64 preferred
bfd ip tenant mode
bfd ipv6 tenant mode
service-policy type data-plane input iPol
service-policy type data-plane output ePol
exit
interface ethernet 1/20
vlan-domain member l3ports
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no switchport
vrf member tenant 13testl vrf vl
ip address 56.1.1.1/24
ipvé address 2000::1/64 preferred
bfd ip tenant mode
bfd ipvé tenant mode
service-policy type data-plane input iPol
service-policy type data-plane output ePol
exit
interface ethernet 1/21
vlan-domain member 13ports
no switchport
bfd ip tenant mode
bfd ipvé tenant mode
exit
interface ethernet 1/21.3001
vrf member tenant 13testl vrf vl
ip address 60.1.1.1/24
ipvé address 2001::1/64 preferred
bfd ip tenant mode
bfd ipvé tenant mode
service-policy type data-plane input iPol
service-policy type data-plane output ePol
exit
exit

apicl#

I RRA
)

SrOTIL—T LRILTOT—4E2 TL—2

F—&" FL—r R (DPP) 1Z. = KRA v b 7 v—7 (EPG) ICHEHATE £,
FI7T7 4w DRI T, EPGREMEN TN TRTOI —7 2 v F EOTXTO
EPG A NI SN ET,

32(1) L VBTO U U —R2TiZ, EPG AL A_A—TL ZMBEORY S —2nH Y £ Lz, 3.2(1) L%
DYV Y —Z2TIL, BEET—4 L —r RV b—ofFE— K735 ¢ (CLIE7/-IZGUIT
BRI TWBEE) IRFLET, £ [ER (dedicated) IR TE SN TWAEHE, IR
DL 3.2() VU —RFT & AR TT, HE— NP [HFEA (shared) [ ITRESNLTWHE
B RLT—47L—r RV =R —Z2HHLTWDLRICATA ADTRTD AL N—
X, V=24 v FONN—FKoT7 RS —%FEHLEI,
72& 2E, EPGITIZRD A "B H Y £,

« J—7101. Ethl/1. vlan-300

e« J—7101. Eth1/2. vlan-301

« J—7 102, Eth1/2. vlan-500

TG, FAN=FMDA N LTI LT, R =TS T T T4 v 7 2R L
£7, 77— RV —THHE— R [HFEFEH (shared) [ICREIN TN DHE,
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CUEBALETY KRSk T—TF LALTOF—8 TL—v Ry sovronE ||

FRDORICATA ANDTRTDOA L N—F, V=T AL v FTIOORI P —DL%EFHEHL
\iﬁqo

T—=HFTVL—2R)Y—i, £FE— P [EH (dedicated) JIZHRESNTWEEHE, UV —
7101 £V —7 102 T L CTHgE L E 3, WRIZHIZ R LET,

e RUH—A (100Mbps AR VU > >r7) iZ, EPGl (Leafl01el/l vlan-300, el/2vlan-301, 35 %
O —7 102 el/2 vlan-500) (ZiEH S ET,

« U—7101 : EI/1 vlan-300 3 X Q' E1/2 vlan-301 (A > ¥ —7 = A A Z &2 100Mbps) %I
L7 b7 74 v 7 ICHEASNDEPGL LV T T 7 4w 7R 7 LET,

« U—7102 : E1/2vIan-500 (A > X —7 = A AZ LZF 72 100Mbps) 2N L7 T 7 4 v
VWA ENDH EPGL LXNVTRT 7 4w 7R 7 LET,

EPG1 DA #HEH K 300Mbps T,

HEHE— NR[HEEFH (shared) JIZERESNTWEIHAE, A v X —T A ARFLATA A
DA, RURY - —2Z2H LT 100 Mbps 2 EPG [Tl S E4, wIchlZ R L E
T

* EPG1 BXO'EPG2 (2 H S H AR Y H— A (100Mbps AR U > > )

e J—7101 : EPGl L EPG2 D+ T 7 4 v 7 DEHER) U7 LET,

e J—7102:EPGl L EPG2 D N T 7 4 v 7 DEHER) T LET,
A B =T 2 A ARFE L AT A RATHDHYH . EPGL & EPG2 DA FHEA K 200 Mbps T,
PAFIX, EPG LUV TOT—H FL—r R o T OHIE T,

« EPG AR U —#aEIX, B IDIZ-EX, -FX. F2EFNLUBEDOY T 0 v 7 AT D
A v FET LT R—FENET,

AT T 47 KUY TIZEPG LUV R Y — 3 R— &R TWEEA,
« R U ¥— F— K Packet-per-second [TV R — h S THEHA,
e RYH— & A 7 2R3CIFEPG R Y —TIIH¥ AR — SN TWEHA,

« intra-EPG isolation-enforced 2 EPG IZi#EH SN TWAHE, NU b —FVhR—hE&h
Po

o« A —LEIRTIX, /— RZTLIZ128EPG R Y r—NHR— FTXFT,

CLIZERLEIZVFRFRAV M ITIL—T LRILTOT—2 TL—2R
) DEETE

FIEDHE
1. RV —DESR :

CiscoAPIC J Y —Z5Ix) ¥y T4BEHAF ]



F—8 FJL—r Ry |

B 757 APcau #EALTIY R U b T—TF LALTORY Lo T OBE
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7—%
TOR

RY Y —DER

1

apicl# conf t

apicl (config)# vlan-domain test

apicl (config-vlan)# wvlan 1000-2000
apicl (config-vlan)# exit

apicl (config)# leaf 101

apicl (config-leaf) # interface ethernet 1/10
apicl (config-leaf-if)# vlan-domain member test
apicl (config-leaf-if)# exit

apicl (config-leaf) # exit

apicl (config)# tenant testl

apicl (config-tenant) # vrf context vl
apicl (config-tenant-vrf)# exit

apicl (config-tenant) # bridge-domain bdl
apicl (config-tenant-bd) # vrf member vl
apicl (config-tenant-bd) # exit

apicl (config) # policy-map type data-plane poll

apicl (config-pmap-dpp) # set burst 2400 mega

apicl (config-pmap-dpp) # set cir 78 mega

apicl (config-pmap-dpp) # exit

apicl (config-tenant)# application apl

apicl (config-tenant-app) # epg el

apicl (config-tenant-app-epg) # bridge-domain member dbl

apicl (config-tenant-app-epg) # service-policy type data-plane poll

apicl (config-tenant-app-epg) # exit

apicl (config-tenant-app) # exit

apicl (config-tenant) # exit

apicl (config)# leaf 101

apicl (config-leaf) # interface ethernet 1/10

apicl (config-leaf-if)# switchport trunk allowed vlan 1001 tenant testl application apl epg el
apicl (config-leaf-if)# exit

apicl (config-leaf) # exit

JL—2APICGUI 2 FRALTIVRRAV M TIL—F LR)L
)T MDEETE

[Tenants] ~X-f > C, [Tenant_name] > [Policies] > [Protocol] > [Data Plane Policing] #2 V » 2~ L %£79, [Data
Plane Policing] #4727 U > 2 L. [Create Data Plane Policing Policy] %7 U v 27 LE£7,

a) [Name] 7 4 —/L NIZAHR Y > —D4RTZ AT LET,

b) [Administrative State] 77 4 —/L KC, [enabled]| %7 U v 7 LET,

c) [Policer Mode] D2 % 5 [Bit Policer] ¥ 72 (% [Packet Policer] D &6 SR ¥ 23 IR L £7,

d) [24 7 (Type) 1 BT, [1Rate2Color] DR K v &R L £,

e) [Conform Action] C . [Drop]. [Mark], F 721X [Transmit] ZER L £79,

f) EHLEIL. [Conform] & [Violate] 7 4 —/L K CoS B L NDSCP EZ R ETE £7,
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g) [Burst], [ExcessiveBurst], [Rate] 7 4 —/V RORIZH D Koy XX RKEEZ 7V v 7 LT, IROWT
N EIEIR L £,

«INA MRy b

X O /NA MY B
« AFINA MRy b
« XH A RNy

U

AL O

T—42 TJL—2®DRestAPI ZFRALF-TFRA M FIL—T LR
ILTORY) T DETE

V=T A v FIHEETDHDN T 74 v 7 2HHILET,

<!-- api/node/mo/.xml -->
<polUni>
<fvTenant name="tl">

<gosDppPol name="gmeo" burst="2000" rate="2000"/>

<fvAp name="apl">
<fvAEPg name="epl">

<fvRsDppPol tnQosDppPolName="gmeo"/>

</fvAEPg>

</fvAp>

</fvTenant>
</polUni>

GUUDT U KREKRA M TIL—T LRILTT—R2 TL—2 FRYH—D
HETBERADT IR

EPG L~UL®D DPP 1. EPG AL N L~LD NT 7 4 v 7 T H7-0IfERENnNET, #
DORER. HEHMERIIRV S —DNFEETDE N T 74w 72 Ruy 57 & 2R+ 28T
T, FHEESIT. EPG A N LULCEEC A S E T,

ATV T [TFHY R4 T, [Tenant_name] >[7 T 4r— 3 2 EPG] > [EPG A /N> [RA T4 v EPG A Y
N %27V LET,

RTwT2 J—RE&ERLET,

ATY T3 [MREEHROER] 22 ) v 7 LET,
a) [Yr T R R AL A SR L E T,
b) [FIAREE] AR Y Y —J@Mns, REIZHEH L CRMEZRIRL £, kR R2EOBMAZBIRTE £7,
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c) [Submit] %2 V27 LET,

RDZRY
DPP #istHEHRN 7T 7 4 INFRENFET,
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HTTPS 7 7 R

ZOFEF, WO THMEINTHET,

o AFE (237 =)

« WAL LFEAEZEDOBREDH A KT A (237 =)

« SSL ISR EXZEHET D (238 X—2)

« GUI Zf# ] L 7= Cisco ACIHTTPS 7 7 A A % LFEAEDOHKE (239 ~2—)
« NX-OS CLI & L7 GEBEAN— X OFRFEDO AL (242 ~—2)

M=

ZDFEIL. Cisco ACI ZFEHATABEDOHTTPS 7 7 £ AD T A X LFEFHEZRET 5 HFIEDH
ZRLET,

NRAZLARAEDREDHA K54 >

» Cisco Application Policy Infrastructure Controller (APIC) TCREBAEZAE R (CSR) Z ARk
HIDIMEHINDREF —D= 7 AR — MITAR— SN TWEREA, FEBHED CSR
HERT DO SN IcEx— 2 AT 52 L1280, [Subject Alternative Name

(SAN) | 74—V KOT AN KH—FK ( [*cisco.com| 72 &) % L THEHEDOH—/T
[ CREEAEH T 5861, b % — % Cisco Application Centric Infrastructure (ACI)
T77 7V v 7 OIBIZELE L, CiscoAC1 77 7 U v Z71ZA v R—FLET,

« FEAEEAER (CSR) AT DN, ABPRGEHEL V— kN CAGEREZ X U v

= RLTA A=AV LHMERHY £T, /— b CAGEFILEINAYIZIL CSR &4
DT DICHETIEH Y FHAN, P RAaTIE, R ET5 CAKEL CSR ~DEA4
WAEH SN D E ORI OAR—E %P <7012, CSR Z4ART HRIC/L— h CAGEED
FLC9, Cisco APIC 1%, BE ENZEHENRE SN CAILL > TEL SN TWA Z &
AR LET,

o B SNIREE O AR AR F— S & X — 2 51213, kOHA NI 0%
=T HER DY £,
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HTTPS 72 £ 2 |
B ssimsaezzEys

¢« LD CSRIZITF— UV THOMB X — L XTI AT —0REa TN TN 572D
JLD CSR ZHMERFT O ENRH D £7,

* CiscoAPIC TARIF— L MEX— 2 BM AT 25681%,. TOERAEBIEASINZH O
LR U CSR % B S a7z RERA ﬁﬂéfuﬁ‘éng\% D E9,

s T SN EEABICE UARF — L B — 2 AT 2B 81%. tox— U 7 %ZH|
FRLZZVWTLZEN, F— U 7 &HIBRT S &, CSRTHAH SN TV 5 BELE S —
NEBRICHIBRS N ET,

* Cisco ACI /L' FH A . VCPlugin, VRA, B X OSCVMM L, FEHER—Z2DOEFETIE
PR—hrENEEA,
* Cisco APIC 7 5 A% Z LT 1>DSSLAFFAED LN H A S E T,

LDV V=205 0 U —Z240) X 77 L— R HHNIT, FEHER— ORI
T HHERH D £,

cFEHEN—2RORFEE v v a AR T HITIE, 77U F LT CAC U — F&HIRT %
WERH Y £,

* Cisco APIC |[ZRRE SN W A X LFEHEE, V—7 AL v T L 2A 2 AL v F TR
SNET, 777V v J— NIRRT D7 OICEHSNA URL £2EDNR [T DT
2 b (Subject) 1 F721X [Ty FXESL (Subject AlternativeName) |1 7 1 —/L RN
WZHDHGE. 777 Vv 7 J— RiFEAETHI A A—ENET,

* Cisco APIC GUI IZ, H KV A A0 4k XA FOFEHEEZZITAND Z ENTEFET,

hwd JUL ==
SSLIEESEREZEET B
SSLiE 513, A#b. Mk, £7idwse ‘ﬁ'JBﬂfTé‘iT WETRRE SR BTG U T, 422

IERE7e AR DR ZHET I LENH Y £9, BEREL2WHIETR B2 B8 L OEL)
T2 EITREIATH Y, NGINX ORFEIZ %Mbi#o

NGINX /% OpenSSL #55- U 2 MEXZMH L E 3, BRUZ-DWTIiL, OpenSSL Web 1 M7
JEALTLES,

Cisco APICSSLEEEA T a v EBEURX MR YEL T T 5

WS a2 AT 2L, ZOME 5 NGINX KT 7 A WICEZIAFE T, K2 Rl fm
L. T OB NGINX #5% 7 7 A M Hif W@'@’%(')%Hj‘fié‘u\iﬂiﬁ‘ =& 20
'EEDCHJ ##%hic3 % &, TEEDCH) &EXAFNET, BELHIRT S L, 2O 77—75>
NGINX # 7 7 A WICHE BN E o 7o EXIAE N 2L 20 £,
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Cisco APIC SSL

Cisco APIC SSL 22 ZET 2810 E U R txo7z + [

\)

(GE)  OpenSSLEFH U A MERXD FF o 22 MIIRO L il s TnEd, T2

SNTWDHHEE, B3 A o BallllfRsnEd, HIBRSNIE 3, PRI

fRESHTHWTH, VA NMIBUOERRINDGZ LITHY FHA] ZHUTED ., 5D TH
2 REICERZR TR ICRE SN 52 2RI LG DR S EIBR S

LA H Y £,

%] . TEEDCH] Z#%hi2 L. [EECDH+aRSA+SHA384] #A%hicL x4, Zhick v,
RH NGINX #% 7 7 A MIZEZAENFE T [NEEDCH:EECDH+aRSA+SHA384 ) |
MMEEDCH] ¥, [EECDH+aRSA+SHA384] 2hBMSN/eWnEoicLEd, Zhick v,
W5 MEH S e 2 & CNGINXMRGEIZ RIS 5728, NGINX OB (I A % L HTTPS
REFAEOEA R &) B L e £7,

REZEEIT DHIOES A MEADT R K

Cisco Application Policy Infrastructure Controller (APIC) (ZHFE-DEE 2N Z HHIIZ, openssl
ciphers -V 'cipher list' A~V . RZMEHR LT, 3 LR OSSO B2 MEE L.
WS DB ERORBRE BT 252 L 2R LET,

i
apic# openssl ciphers -V 'EECDH+aRSA+SHA256:EECDH+aRSA+SHA384'

0xC0,0x27 - ECDHE-RSA-AES128-SHA256 TLSvl.2 Kx=ECDH Au=RSA Enc=AES (128)
Mac=SHA256

0xC0,0x28 - ECDHE-RSA-AES256-SHA384 TLSvl.2 Kx=ECDH Au=RSA Enc=AES (256)
Mac=SHA384

TANLERESY A MBI —F720F (BER—HLERTA] EWVIOIBRICR-TZHEIZ. 2
DFXFE % Cisco APIC IZiE ] L72WTL E &V, ZETT9 &, Cisco APICGUIIZT 7 AT
XL Tpol2 ) DAFLGEAET Y r—a URNENTZ D357 E . NGINX OFENFE
AT DHAEEMERH D F 97,

Bl

apic# openssl ciphers -V '!'EECDH:EECDH+aRSA+SHA256:EECDH+aRSA+SHA384'

Error in cipher list

132809172158128:error:1410D0B9:SSL routines:SSL _CTX set cipher list:no cipher
match:ssl 1ib.c:1383:

GUI Z{EFA L 1= Cisco ACIHTTPS 7 7+ XA H X 4 LiEHH

=10)

SJLr=a

X AE

BE AT, LOTRENRH LT, AT F U AFEMPICORZDE A7 2FT L TL
EEN, XU Z A NINBL—F E 721X AT L7 5 D Cisco Application Policy Infrastructure
Controller (APIC) APIC 7 7 A X BLUNAA v F~DT 7B RITIFFE L £7975%, Cisco APIC
L2 v FOBRITHE L EFE AL v F EONGINX 7 12& 24 8425 1T 978, S
WDIHTT 77V w7 OFT—H T L— 3 BEH Y T8 A, CiscoAPIC, #E, BE, b7
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B cui 2R L1 cisco ACIHTIPS 7 & £ R A H R 8 LERBORE

TN a—T A TIRE~DT 72 RIEEEZITHZ L1270 £7, Cisco APIC B &
A v FTEITEN TS NGINX Web ——, ZoEhicHES SN ET,

48 HHEIIZ
WY RRRERZ B TE S L DT, B TE 2 EZ UG 22 REL £,

ZFv Tl A=a— A—T, [Admin] > [AAA] DIEICER L £

RATwF2  [Navigation] A > C, [Security] Z R L FE 7,

ATy T3 ¥ T, [BIEB (Certificate Authorities) ] >[7 %9 3 > (Actions) | > [REEBD/ERK (Create
Certificate Authority) ] ®JEIZEIR L £,

RTvTa4  [BEFBDOEM (CreateCertificate Authority) i T, [Name (&8I) ] 7 ¢ —/V N2, SBiEROA4RTZ
ASTLET,

ATvTH (A7 a ) WEERO [E7BA (Description) ]2 A/ L £,

ATvT6 [FEBAEF £ —> (Certificate Chain) ] 7 1 —/L KT, Cisco APIC DFEIEELZR (CSR) I2HAT S
REEROHHGEAE LV — MEEZ 2 — L ET,

FEAZEIL, Base64 = =— KX.509 (CER) WX THAMLENH Y £9, TRFEHEIZLV— F CAFERE
DORNZEE S NET, ROFIO LI/ F5,

ATFv Tl [RTE (Save) 127U v 27 LET,

ATvT8 EESAMUT, [F—U 2T (KeyRings) 1>[7¥ > a> (Actions) |>[F—1) T DK (CreateKey
Ring) ] DIRIZEIN L £ 9,
X— VU7 aEHTLE, EX— GMRT A ADDA VR — N EN5H, APIC THNEIBIZAER S
n5) . BEX—ICL o TAEKIND CSR, BELUCSRIZE > TESA SN ELEFH X ET,

AT w79  [Create Key Ring] ¥ A 7 1 7R v 7 AT, [Name] 7 4 —/V RiZ, 4RIz AN LET,

AT FTN0 (AT =ar) =V 7oA (Desription) 12 AN LET,

ATy 7N [FBEER/ (CertificateAuthority) 17 ¢ —/L R T, [FREIED:ER (Select Certificate Authority) 1% 27 U »

7 L. LARMZERL L7-R8RER 28I~ 5 >, [BREERD1ERL (Create Certificate Authority) | Z&IR L £
ﬁ—o

ATy 12 [MEX— (PrivateKey) | 74—V R TRERTIOARZ L EH 7V v 7 LET, A7 avid, HLW
X —0D4 K (Generate New Key) 1. [BEfFDOF—dA > 78— b (Import Existing Key) ] T9,

ATV I3 BEX—ZANLET, :@ﬂ‘7°73 I, MEX—DBEFOX—0A AR— K (ImportExistingKey) ]
F T a rEBIN LY @ﬁ%TéﬂiT

F— U 7 )5 Cisco APIC Z#fEH LT CSR 4K T 2561, 2T YV EBMLARWNWTL &0,

. CiscoAPIC 1) ') —R51(x) EFx 1) TAREHAF
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ATv 714

ATy 715

ATv 716
ATy 11

ATy 718

GUI %A L 7= Cisco ACIHTTPS 77 £ 2 AH 2 4 Lt EnZEE [

BN EFEAE LB —2 A L TORWEATE, [FE (Work) [/ v D [F— 1) 245 (KeyRings) ]
EHIL T, B S N=F%— U 7o [EEIREE (Admin State) | 12 [BAIR (Started) | & F/RS#L, CSR R
EREsnsorfbEd, FIE 17 ICERET,

BT EFEAE LB X — D T2 AN LTEEAE. [F—Y 24 (KeyRings) | fEIkIC, 1ERS7-
F— U7 O[EBEIKE (AdminState) |23 [SET (Completed) | & FranE 7, FMA21ICHEAE T,

(B F—UUTEFHIBRLARVWTLSZS Y, =V U7 ZHIRT 2 & CSRTHEH S T2 B
ExX—DNABICHBRSNET,

X — U /T Cisco APIC Z{#H L C CSR =4k T 25413, [EEBAZE (Certificate) | 7 4 — /v iz
?yv%ﬁmbﬁwf<ﬁémoitm\Qmmwm%@W%#~ﬁiwam%Eﬁbf%@%@f
AL oTELENTELORH AT, BL SN FHEONEZBIML £,

[EYa2F5R (Modulus) |7 4—/V KT, FrRy XU UXMDLAEPOF—ORIZRNLET, =
DAT > aid, MBEF—IZ[H LOF—0DAKL (Generate New Key) [ 47T a v EBINLIZGEICO
HFERINET,

[R7E (Save) 1([F¥—Y > DMK (CreateKey Ring) M) 27 U~ 27 LET,

EE~A T, [F—1U 2T (KeyRings) 1> [F—Y VT RIZEIRLET (F1E, LB hx—VU 7
DITEX TN V7 LET) |

B LVEEICER L% — U o /B ER SN E T,

[FEBAZEK (Certificate Request) ] 1 > T, [REBAEZERDMERL (Create Certificate Request) | % 7
Uy LET,

[(EBAZER (CertificateRequest) | 7 1 > RUNRFERENE T,
a) W72z bk (Subject) ] 71—/ RiZ, CSR OIiES (CN) Z AN LET,

T AN KA — K& LT Cisco APIC OFER[ERAf KA A >4 (FQDN) Z AT LT, KHD
AEFE G, @E . RBIFTREZRFEEOLRIZ A L, [REY TPV +4 (Alternate Subject
Name) | 7 1 —/L RIZ§ T D Cisco APIC ® FQDN Z A4 5 Z L #HE L4 (L oFHo 7
Z UHILSAN 7 4 —/L RIZFQDN ZE L TWA 7=, SAN (7 V=27 MUBE4) & bMEENE
R

b) (RBEH TP xH b4 (AlternateSubject Name) ] 7 +—/L RiZ, [DNS : apicl.example.com, DNS :
apic2.example.com, DNS : apic3.example.com] <° [DNS : * example.com] 72 &, 9~XT® Cisco APIC
® FQDN Z# A ) LET,

c) [#uiE (Locality) 1 7 ¢ —/v NI, MO HEIIITZ AT LET,

d) [ (State) 17«4 —/ i, MERFHET 2ME AT L LT,

e) [E (Country) 17 4 —/v R, MfEOFERDEEZ LT 2 XFDOISO 2— K2 AN LET,

f) [#E#% (Organization Name) ] # AJJ L. [#A##E I ( Organization Unit Name) ] (ZHALZ AJ)
LET,

g) FFEROEEHYED [EFA—IL (Email) | 7 KL A2 AN LET,

h) [/3XDJ—F (Password) JIZAI L, [/NRT— FDO#EEE (Confirm Password) | 7 4 —/V KiZd 9
—EATILET,

i) [OK]Z27VU>yZL%ET,

CiscoAPIC J Y —Z5Ix) ¥y T4BEHAF ]



HTTPS 72 £ 2 |

B xoscuzEmALEERER—ROBIOEMIE

ATv 719
ATy T2

&) |
ATy T2
ATvT23

ATvT24

ATy T 25

REEZRORE] A 2, ECADLEERAERINET (FIE18)
EESA T, [F—=U 2T (KeyRings) |>[F—) VTR ERLET (Foid, wERF—V 7
DITEL TNV Y v 7 LET) |

BLOWEEIER L7z — U 7 RRRSNET, REHEOFMNAR RSN ET,

G¥) CSR 3% — U T TRINTWVWARRIERIZ L 2 TEA I ILTW WSS, IR EIC
MS-DOS ﬂT@ﬁ?E#aih’Cb\éia/\i TT7— XAvyt— /ﬁ)%Téﬂ\ uEEﬁi JAGE X
FH A, MS-DOS FEXDITREZHIBRL £,

X — D3RR S AU T [Work] ~A > @ [Admin State] 7% [Completed] (22540 . HTTP RV v — % TXx %
L2127 F£7,

A == — /N—"C, [Fabric] > [Fabric Policies] DJIEIZER L £,

[Navigation] - > C, [Pod Policies] > [Policies] > [Management Access] > [default] DNEIZEIR L F 7,

5% (Work) | X1 >0 [EEBEX—1) > (AdminKeyRing) | key 7% o> JART, HHD
X— VT HERLET,
(ﬁ7/3/)&%iA~X®M£Tm\WMm®MMMTHFEyTﬁ?VUXFT\MWKWWL

fea—An 2—% KU —%®R L, [Client Certificate Authentication state] @ [Enabled] #27 V v 7 L &

R

[Submit] 7 U v 7 LET,

FTRTO Web h—A"DRHEEBISNET, GEAENRT 77 40 7220, T 740 FUSDOF— U TR

HTTPS 7 7 & ZIZBHEfHIT 5TV E T,

RDBERY

REAEORZBICITERE L TR E, HMIIRUNCRDANCHIET 2 HERH Y £9, THIhk
FEBEICK LT U — X7 M9 2 120%, CSR MR 208N H Y £4, Zhid. CSR
W=V U THNORMEX— L XTI D AT —NEENTNDH72DTT, FEIHENIRY)
AT DRNZ, AU CSREZHEETHIHLENRHY £3, F— U 7 E2HIBRT 5 &, CiscoAPIC
WAL %féMTwéWa# HLHIFREN D=0, HLOF— VU 7 OHIBRE I3 ERI
T2 nTL &,

NX-0S CLI R L 1=sEBAER— X DFZEEDE XL

5[[5%%/\“»—7\@%&%7@% L:L\ %0)%]'@;%%??— Lij—o
1 -

To enable CAC for https access:

configure terminal
comm-policy default
https
client-cert-ca <ca name>
client-cert-state-enable
To disable:

. CiscoAPIC 1) ') —R51(x) EFx 1) TAREHAF
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NX-0S CUI % L -sEmE~— 2 o@iEoant |

configure terminal
comm-policy default
https
no client-cert-state-enable
no client-cert-ca

CiscoAPIC J Y —Z5Ix) ¥y T4BEHAF ]
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B vxoscu R LEBEA—ROBEOEML
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s 10 =

T DD ACl 2 1 T 1 #EE

ZDEL, WOBETHERINTWET,
s FOMDEX 2 VT (HERE (245 X—)
e 4277 VLAN 77 ¢ v 7 OflR (246 ~—)
cAPIC THARSENT-E Yy ar ul T A NEFTIT5H (246 =—)

FOMDOEF ) T 4 HEEE

BUEACITHAR— FENTVLZOMOEF 2 V7 A HRRITRO Y X fD LBy T, £nE
ALDFERIZ DWW TIL, ORERK T A R THHA S TWET (https://www.cisco.com/c/en/us/support/

cloud-systems-management/application-policy-infrastructure-controller-apic/

tsd-products-support-series-home.html)

«aAV ;39 FOEREIZOWTIE, [Cisco APIC Basic Configuration Guide, Release 3.x (Cisco
APIC FEAGREHT A K UV Y —A3x) J 35K [Operating Cisco Application Centric
Infrastructure (322 7 FUr—ar v b w7 A0 T7FA T 7 FvDiEM) |
EZRLTLEE N,

« EPGBEIL—ILIZHOWTIE, T Ly V=205 H [UsevzAny to Automatically Apply
Communication Rulesto all EPGsinaVRF (vzAny Zffi H{ L Ciifg/L—/L % VRF WD T
D EPG IZHBMICEMT 2 ) J #ZRLTI7EENn,

cAVUNVEBERUVTI R INY FOBEBET IV RIZOVWTL, T Ly UVR—2ADFF
['Cisco APIC and Satic Management Access (Cisco APIC L ##HEELT 72 R) | BL W
['Cisco APIC Layer 4 to Layer 7 Services Deployment Guide, Release 2.2(3) (Cisco APIC L A1 ¥
4~V AYTH—EREATA N, VI—2223)) ] 2ZRLTIEZIW0,

«EPGINTOHEEERIC OV Tix, [CiscoAC Virtualization Guide, Release3.0(1) (Cisco ACI
BT A R, VY —230(1) J 2BRLTIESN,

c F5 7499 R b—LHEIZOVWTIL, [CiscoAPIC Layer 2 Networking Configuration Guide
(Cisco APIC LA ¥ 23y NT—F L TREHA K) ] 22 LTLIZE0,

CiscoAPIC J Y —Z5Ix) ¥y T4BEHAF ]


https://www.cisco.com/c/en/us/support/cloud-systems-management/application-policy-infrastructure-controller-apic/tsd-products-support-series-home.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/application-policy-infrastructure-controller-apic/tsd-products-support-series-home.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/application-policy-infrastructure-controller-apic/tsd-products-support-series-home.html

200 AC X2 T 1 #Ee |
B oswnrsovrong

A4 27ZVLAN b5 T 1400 OFIR

777V T NONA IR= A =[O 5B x0T 5720, £ 77 VLAN b7 7 4 >
ThA 7T X2 T4 2 ) R —TRESINTERY NT—7 RADOHRITHIBTE
T, TOMEEENCTHE, KV —T AL v FIE, avEa—T 47 J—KnhbDA
Y77 VLAN b7 7 4 v 7 ZHIRL T, VXLAN F 77 4 v 7 OLEHFAJLES, £/2, A
AvFiF, V—7 J—K~D KT 7 4 v 7 %R LT, OpFlex, DHCP/ARP/ICMP, XL
iVXLAN/VXLAN N7 7 4 v 7 DR %EFFA[LET, APICEE N7 7 4 v 71X, 4 277 VLAN
D7vy bk RFR—NTHFATEINET,

ZOMREIE, T 7 AN P TEDICSNTOEY, ZOREZAMICT 21T, ROFIAEZET
LET,

ATV Tl A=a— =T, [VRTL (System) 1> [P RTLEKE (System Settings) | #&IR L £,

ATvT2 Fer—var XA T[IT7T )y IEEE (Fabric-Wide Settings) | %7V v 7 LET,

AT9 T3 [fEE (Work) %1 T, [41 > TFVLAN b3 74 v Y DOFIR (Restrict InfraVLAN Traffic) ] OF = »
IRy I AT NI LET,

ATy T4 [ZE (Submit) 1227V v 7 LET,

APIC TEichf-Ev a3 By JrAILEATICT
5

DB T arTiE, APIC THE SN -a 7 %24 7123 5 HiEIC W TEHLES, 777
Vo 7\ ENOEREREL CWDEAIE, kOoul 77 A VRERINET,

Body of session record log example:
From-127.0.0.1-client-type-REST-Success

APIC THAR SNy ary al 77 A NELF 71T 51013, ROFINEEETFTLET,

ATFYFT1 A==2— =T, [ADMIN] >[AAA] ZER L 7,

ATYT2 [AAA] XA T, [EFXa )T« (Security) 1227V v7 LET,

ATY T3 [A—H—FE-tFX2) T« (User Management — Security) ] X4 > T, T 74/ O [BEERTE
(Management Settings) ] XA VBRI N TND Z & Z2FER L ET,

ATy 74 [y ar La—FRIZE#HEEHS (IncludeRefreshin Sesson Records) | 7 4 —/V KT, F=v 7 Ry
JAEA 7T, RSNty vara s 7y A VEESICLET,

ATy F5 [%E (Submit) 1 %27 VU v 27 LET,
ATv 76 [EEMDZEIE (Submit Changes) |27 U v 27 LET,

. CiscoAPIC 1) ') —R51(x) EFx 1) TAREHAF
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A

ACL #F B L OHER 2 7 216
ACL#F X277 211-212
ACLIEEZ X7 213-214
AV ~7 56,58

H

SNERFEEEY — N 56, 58

&

FFea s 215,217
L BRESR e X7 213-214
HIERET e 7 216
LR Py axXr s 214

[+

ggErain ¥/ 211-212
e e 7 216
R L TUW5 Cisco AV 27  59-60

&

YERL 66, 69,71-72,75, 77
ACS 72
APIC 69,71-72,71
cisco-av-pair 75
LDAP 175,77
RADIUS 69,72
TACACS+ T71-72
Windows Server 75
124> KAA L (Login Domain) 66

ca

FRE  32-33,35,239
J AL LGEHE 239
o —J )L —4 32-33,35

1z

[FUFER (Certificate Authority) ] 239

1))

J— R J)L—)L 45

/S\

R E Cisco AV X7 59-60

N

NRANTFFTIT 4 A 5]
INES YA

L

YE—ha—% 59
VE—ha—P—nm— 26

%)
n—7 L 2—4 29
assign 57

AV X7 5]

CiscoAPIC ') J—X 5.1A(x) ¥ )T+«

BV |
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BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



