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7230,
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(ASAv) B XU Palo Alto Networks 7 /3 A TOHYR— hENET,
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PR—FEINFEHEA,
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required] &FE/RIALT Cisco APIC T 10 EDOEENEAELET, TOAvE—TVD
JR A 1E Palo Alto 7 /34 A TIFATSNTWLHHRE T rE A TY, RENEFIZT via&
NWCTNAADNRET DL, BEEIFRESNET,

« Cisco APIC 1. HI%E L OHEARZIZ Cisco il X VT A RIET 7 I7A4 T A
(ASAV) T A RZEFETEEHA, ZOMBEIL, RRICALET DAL v T THUVMAC
T RUVANRZ YT EINTWRNWTZOICRAELET, ERICALET DAL v FTH—E R
VM IR ENDHIPT RLADOMACT Y U227 U7 L, +—ERAVMA—4# Ak L—
arEFEHLTH—ER VM AZHEA LT &0,

cHEFORY o— % EHET AAT, HREPETTHE T, T A REEMT 5T
WA VM A VAZ 2R Y =% EELRWNWTL 7280,

cHP—EAVM A= A b= a VERMEHLTH—E 2 VM 285 AT 2121, BN
VMware vCenter HE[R % f7hZ L £ 9, [Cisco ACI Virtualization Guide] ¢ [Cisco ACI with
VMware VDS Integration] D F? [Custom User Account with Minimum VMware vCenter
Privileges] #ZM L T 72 &0,
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Cisco Application Policy Infrastructure Controller (APIC) GUI TW DD X A7 4T L CTH—
EAVMA—F7 AR —va VEBRETEET,

Cisco APICGUI Z{FRAL=-VM A > X Z VU RIER) O—DERL

i~ (VM) A P RAZ 2T 7 A VOERRIE, P—E2 i~ (VM) =7 A b
L— a3 & LT Cisco Application Policy Infrastructure Controller CTH—E A2 VM % & A$
FOEHT D70 RDORYD I AT T, TAA A7 T AL EITwET A 2 (LDev)
ANCAERR SRR Y =25, LDev (2B T 2 B47 /314 A (CDev) ZHEH S ET,

FIE

RT v F1 CiscoAPIC (Icm /A LET,
AT w72 [Tenants] > T3 > b >[Policies] > [VMM] > [VM Ingtantiation Policies] (2 L %9,

AT9 T3 (BT Ruoh EBIchH I Nv~—L L FDT A %271 v 7 L, [Create VM Instantiation Policy]
EIRL £,

AT w74 [Create VM Instantiation Policy] # A 7 2 7R v 7 AT, ROFNEEEITLET,
a) [Name] 7 4 —/V RIZHAR U o—D&4RIEZ AT LET,
b) [Controller] R v X T UX b ay be—J7 28R L ET,
¢) [VMTemplate] Ky 7# DU AT, T2 —EAVMOT 7 L— FZ2@RLET,

Fay 77Xy R NMZE, a2y bae—JZBEEMfTo N TN VM T 7 L— MRERINET,

GE)
VMware vCenter CERL L7- VM 7 7' L— " RFERINZWVIGEAT. ROTFINEEZEITLET,

1. [Controller] Rr v FX T VR NDHICHLHFEEADOT A a2 ) v 7 LET,

2. [Controller Instance] # A 7 2 7R v 7 ADHZHDH LV Fenr~—DT A arw7 0y 7 L,
[Trigger Inventory Sync]. [Yes] DNEIZZ UV » 7 LCRMZ U T—L ET,

3. [Controller Instance] %1 7 7 278 v 77 A% [ U T [Create VM Instantiation Policy] # A 7 7 77K v 7
AR £,

d) [HostName] K>y 77X 7 URARNT, $y—EA VM ZEATHHRA FZRIRL ET,
VMware vSphere 738V ¥V —A A/ Va2 —F (DRS) 7 7 AX F7-13flx DARA N ZBIRTE ET,

e) [DataStore] KRy 7FX T URARNT, VM7 4 A7 ZBETHT —X A RNTZEIRLET,
f) [Submit] =27 U 27 LET,
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ATw 73  [Devices] 247 YV v 27 L [Create L4-L7 Devices] 2R L £,
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F7.

Z2X1) BTl

Gateway |P HLNWT—EAVM O — R U =AP7 RL A%
AILET,
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ATvT8
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ATv 710
ATvITN
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ATy 714

(KN %27 Vv LET,

[Create Device STEP 2] > [Interfaces] # A 7 © 778 v 7 A D [Interfaces| €7 > a T, F'TA T A a%
7w LET,

FAT TRy 7 ATROT 4 =)L FIZATIL, CDev DA » H—7 = A A&FELET,
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(LAY 4~ LAY TH—ERXT S ZANFET *w(mnfitﬁﬂ—%«wﬁ~k%¥*w

A RO A TS 5 ) (VPC) Z#®IRLET,

[Interfaces]| ©27 > a » CTI7A T A arv it ) —EI7 Uy 7 L, JOA 2 —T x4 AR ELET,
[Update] 27 U » 7 LE7,

LATY4~ LAY TH—ERATNNAL RAZH—EAVM & S HIZEMT HI1C1E, FIE8 ~TFIA 13 24tV
ELET,

O — A VM 27 5354515, [Create Device STEP 1]> [Device] ¥ 7 & 77K v 7 A @ [Cluster]
7 as T TAAL AT EICRDT 4=V FIZATLET,

HAV JAZTIL, VIARAZDA L H—Tx A AN, 7T AZNDOWGTOEART RA RHDHRIET HA
VH—T 2 ATy BT ENTNWD I EEMHR LT ZEN,
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[Cluster Interfaces] fE sk

DT 4=V RIZAHLT, bA4¥a~LAY7T
P—ERT N AN AR E L E T,

o [Type] kv 77X T VA NNS T TAHL A
VHE—T A ABALTHEERLES, XA
FRDO LB TF,

« failover_link

cA—T4VT 4

* consumer

* provider

» mgmt

* cluster_ctrl_Ik

- failover-lan

 consumer and provider
«[Name] Rz v FZ T YRR T T AL A
H =T A AL EERLET,

s [Concrete Interfaces] K2 v 7*Z7 U 2 KT,
BETT DTV ERA v F—T = A A1
RLUEF,

AT w715 [Finish) 227V v 27 L£7,

RDBERY

[Recent Tasks] C. VMware vCenter COH LWV —E 2 VM OIEREZERTE 9, rdh
LETICULELSRRINDND Z LD £,

NX-08 X2 A J)LCUZFEALEZY—EXVWM A —4 X

L—S 3 VDERTE

NX-OS AX A LV CLIZEA LT, i< v (VM) AV AZ AR o—L LA ¥ 4~1
AYTEZRT A RBER L, TR ABA VAKX AR =l v B I TEET, £
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FIE

ATFYT1 VM A v AX 2R o—5ER L ET,
B -

APICI (config-tenant) # inst-pol VMPolName VMMname VcentercontrollerName VMtemplateName ClusterName
datastorename

ATYT2 LAY 4~ AV TEHLRT AL AEERLTVM A A X 2 AR Y o —IZ AT £,
B -

APICI1 (config) # tenant TO

APICI (config-tenant)# 1417 cluster name ASA-Single type virtual vlan-domain ASAVMM switching-mode
AVE vm-instantiation-policy ASA-Template-Pol service FW function go-to context single trunking
disable

ATYT3 NEBLIOINEA v X —T =2 ZAE VM Ry T —7 TEFZ I~y BT LET,
1 -

APIC1 (config-cluster)# cluster-interface external

APIC1 (config-cluster-interface) # member device ASA-Cdev device-interface GigabitEthernet0/0
APIC1 (config-member)# vnic "Network adapter 2"

APICI1 (config-member) # exit

APIC1 (config-cluster)# cluster-interface internal

APICI1 (config-cluster-interface) # member device ASA-Cdev device-interface GigabitEthernet(0/1
APICI1 (config-member)# vnic "Network adapter 3"

APICI1 (config-member) # exit

APIC1 (config-cluster-interface)# exit

APICI1 (config-cluster) #

RESTAPI 2L -H—EXVWMA—4 SR L— 3>
DEETE

RESTAPI ZfiHA L CYH—EA VM A —F A ML — g VERETEET,
Fg

P —ERAVMA— AL —a AR ELET,
B -

<vnsLDevVip contextAware="single-Context" devtype="VIRTUAL"
dn="uni/tn-T0/1DevVip-NEW-HA-LDEV-20" funcType="GoTo" isCopy="no" mode="legacy-Mode"
name="NEW-HA-LDEV-20" promMode="no" svcType="FW" trunking="no">
<vnsLIf encap="unknown" name="client">
<vnsRsMetaIf isConAndProv="no"
tDn="uni/infra/mDev-CISCO-ASA-1.3/mIfLbl-external™/>
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RESTAPI £ A L= —EX WM A—4 X kL—avoiE [

<vnsRsCIfAttN
tDn="uni/tn-T0/1DevVip-NEW-HA-LDEV-20/cDev-CDEV-HA-S1-NEW/cIf-[GigabitEthernet0/0]1"/>
<vnsRsCIfAttN
tDn="uni/tn-T0/1DevVip-NEW-HA-LDEV-20/cDev-CDEV-HA-P1-NEW/cIf-[GigabitEthernet0/0]1"/>
</vnsLIf>

<vnsLIf encap="unknown" name="server">
<vnsRsMetalf isConAndProv="no" tDn="uni/infra/mDev-CISCO-ASA-1.3/mIflLbl-internal”/>

<vnsRsCIfAttN
tDbn="uni/tn-T0/1DevVip-NEW-HA-LDEV-20/cDev-CDEV-HA-S1-NEW/cIf-[GigabitEthernet0/1]1"/>
<vnsRsCIfAttN
tbn="uni/tn-T0/1DevVip-NEW-HA-LDEV-20/cDev-CDEV-HA-P1-NEW/cIf-[GigabitEthernet0/1]1"/>
</vnsLIf>

<vnsRsLDevVipToInstPol tDn="uni/tn-T0/svcCont/instPol-HA-POL"/>
<vnsRsALDevToDomP switchingMode="AVE" tDn="uni/vmmp-VMware/dom-mininet"/>
<vnsCDev cloneCount="0" host="10.197.146.188" isCloneOperation="no" isTemplate="no"
name="CDEV-HA-S1-NEW" vcenterName="orioninlO3-vcenterl" vmName="ASA-S1-VM-20">
<vnsHAPortGroup portGroupName="10.197.146.188 | VLAN2500-172-25"
vnicName="Network adapter 10"/>
<vnsDevFolder key="FailoverConfig" name="FailoverConfig">
<vnsDevParam key="lan unit" name="lan unit" value="secondary"/>
<vnsDevParam key="failover" name="failover" value="enable"/>
<vnsDevFolder key="mgmt standby ip" name="mgmt standby ip">
<vnsDevParam key="standby ip" name="standby ip" value="10.197.146.178"/>
</vnsDevFolder>
<vnsDevFolder key="polltime" name="polltime">
<vnsDevParam key="interval value" name="interval value" value="1"/>
<vnsDevParam key="interval unit" name="interval unit" value="second"/>
<vnsDevParam key="holdtime value" name="holdtime value" value="3"/>
</vnsDevFolder>
<vnsDevFolder key="failover link interface" name="failover link interface">
<vnsDevParam key="use lan" name="use lan" value="fover"/>
<vnsDevParam key="interface name" name="interface name" value="fover"/>
<vnsDevParam key="interface" name="interface" value="GigabitEthernet0/8"/>
</vnsDevFolder>
<vnsDevFolder key="failover ip" name="failover ip">
<vnsDevParam key="interface name" name="interface name" value="fover"/>
<vnsDevParam key="active ip" name="active ip" value="172.25.0.178"/>
<vnsDevParam key="netmask" name="netmask" value="255.255.0.0"/>
<vnsDevParam key="standby ip" name="standby ip" value="172.25.0.179"/>
</vnsDevFolder>
<vnsDevFolder key="failover lan interface" name="failover lan interface">
<vnsDevParam key="interface name" name="interface name" value="fover"/>
<vnsDevParam key="interface" name="interface" value="GigabitEthernet0/8"/>
</vnsDevFolder>
</vnsDevFolder>
<vnsCIf name="GigabitEthernet0/1" vnicName="Network adapter 3"/>
<vnsCIf name="GigabitEthernet0/0" vnicName="Network adapter 2"/>
</vnsCDev>
<vnsCDev cloneCount="0" host="10.197.146.187" isCloneOperation="no" isTemplate="no"
name="CDEV-HA-P1-NEW" vcenterName="orioninlO3-vcenterl" vmName="ASA-P1-VM-20">
<vnsHAPortGroup portGroupName="10.197.146.187 | VLAN2500-172-25"
vnicName="Network adapter 10"/>
<vnsDevFolder key="FailoverConfig" name="FailoverConfig">
<vnsDevParam key="lan unit" name="lan unit" value="primary"/>
<vnsDevParam key="failover" name="failover" value="enable"/>
<vnsDevFolder key="failover ip" name="failover ip">
<vnsDevParam key="interface name" name="interface name" value="fover"/>
<vnsDevParam key="standby ip" name="standby ip" value="172.25.0.179"/>
<vnsDevParam key="netmask" name="netmask" value="255.255.0.0"/>
<vnsDevParam key="active ip" name="active ip" value="172.25.0.178"/>
</vnsDevFolder>
<vnsDevFolder key="failover lan interface" name="failover lan interface">
<vnsDevParam key="interface name" name="interface name" value="fover"/>
<vnsDevParam key="interface" name="interface" value="GigabitEthernet0/8"/>
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</vnsDevFolder>
<vnsDevFolder key="mgmt standby ip" name="mgmt standby ip">
<vnsDevParam key="standby ip" name="standby ip" value="10.197.146.179"/>
</vnsDevFolder>
<vnsDevFolder key="failover link interface" name="failover link interface">
<vnsDevParam key="interface name" name="interface name" value="fover"/>
<vnsDevParam key="use lan" name="use lan" value="fover"/>
<vnsDevParam key="interface" name="interface" value="GigabitEthernet0/8"/>
</vnsDevFolder>
<vnsDevFolder key="polltime" name="polltime">
<vnsDevParam key="holdtime value" name="holdtime value" value="3"/>
<vnsDevParam key="interval unit" name="interval unit" value="second"/>
<vnsDevParam key="interval value" name="interval value" value="1"/>
</vnsDevFolder>
</vnsDevFolder>
<vnsCIf name="GigabitEthernet0/1" vnicName="Network adapter 3"/>
<vnsCIf name="GigabitEthernet0/0" vnicName="Network adapter 2"/>
</vnsCDev>
<vnsRsMDevAtt tDn="uni/infra/mDev-CISCO-ASA-1.3"/>
</vnsLDevVip>
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