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Cisco Application Policy Infrastructure Controller (APIC) I, & v bV —27 U YV —X%E) KT,
777U v 7T VLAN/VXLAN O 70 75 2 v 7 DR EFATLET,

WOREITLELY A,
o MFunc D BEf%R

o PR — b INDHEREHX A 7 (go-through, go-to) (ZBT D 1EH

CiscoAPIC 1L, BERE/ — ROy MU —2HF# (LIF, CIF) Z#UET 2 0LENHV £, ZD
THHIL, Cisco APIC WU —T7 AA v F TRy NI—7 &@UIc T 7T LT 57-8H L, Cisco
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() Cisco ACI ¥~V TF ¥ A MR DOGE, V—E AT T 7ITHRK2O0D /) — REREBETEET, ¥
Cisco ACI ¥ /VF %A MMERDGAE., Y—ERAT T 7IZHKKS5OD /) — REEHTEET,

WEe/ — kAR FICDONT

BeiE/ — R 2k 213, —BR VT TICHIE) — FEBERIL, /77 0aks 4 T Xy
MCESOTEYRT Y v ¥ FAL Y LR BT bR ET, £3%7 #1E, VLAN £
7213 Virtual Extensible LAN (VXLAN) (BT HRET, 2% 27 X OMWlRT Y FAA
K Z—7 (EPG) & LTHbiL. RIA RU R RRAAS v FICA T m— KX, 250
BE ) — FRIDBENA F—T N2 £3,

H—EX TS5 TEHKIZDOLT

=R 7T 7ERIE. 1 DOMEE — F &Rl ORE / — RIZHERi L £9

AR/ — FIZDWNT

WA/ — NI —bER ST a7 MeEERLET, 22 T2 MR/ — RE
THZLIWZED, 26T TV r—vary 2 RiRkA v s 7 v—7 (EPG) DT 7 4 v 7
W —ER VI 7EHFATEET, Evicshde, 2877 bDarva—~<EPG & 71
NABZ—EPGRID NT 7 4 v 713V —E R I 72 L7 FERhET,

Y—EADIEFHRLHIREE

P—ERT T 7 ORECHET HEEFHELHIRFEZ L TIORLET,
LT XS Y — X7 T 7 B O

TV RAAL Y (P—ERT T T7THEHTLIHE) B0 — X773 77 7
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QU TH—ERT5T77 T L—riRT 5 |

GUIl TH—EXRTSITTUoTL—FEHERT S

ATvT1
ATy T2
ATvT3

ATy T4

ATy TH

ATvT6

ATy T

ATvT8

Y—bRTFTT7FFL— R, LA Y4~ A YT —ERERE, LA V4~1L AT TH—
ERATNRA R FFabt—T A R LENLICEET 5 —#HORETT, yh—ERI7 777
U= hE ATV A~ VLAV TV —ERAT RS RAELT AT RS A BT 7T
Vo BT Lo FZ Y v TEAH (rendered) | FlFREIND 2 T 7 MIBEEMS T BN
TWHRENRHD 7,

1R BRI
TF U FEER L TEBLSMLERD Y 7,

A==a2— /"—T, [TF >k (Tenants) ]>[T_XTDTF >k (ALL Tenants) | DNEIEIR L E9, >
E¥EYV 4 RUT, T FOLHTIREZ TNV ) v 7 LET,

Fer—rvarv g RUT, [TFHFY L (Tenant) | [TF > b4 (tenant_name) |>[H—EX
(Services) 1>[L4-L7]>[H—ERTST7FTFL— bt (ServiceGraph Templates) | DIFIZEIR L E 5,
FE—var v RUT, SeviceGraph Templates%z 42 U » 2~ LC, Createal 4-L7 ServiceGraph

Template Z &R L £ 7,

Create L4-L 7 Service Graph Template ¥ A 7 1 77K v 7 ANF/RENE T,

VNS U T, 1 DEFEREDO LAY 4~ LAY T —ERAT NS ZEFTa =T Z&Ep L

E3 AN

a) DeviceClusters~<1 . (CreateL4-L7 Service Graph Template ¥ f 7 0@ /7R v 7 A) CRua vy 7 &7
KE1% 27V v 27 LT, CreateL4-L7 Devices % 7- 1% Create Copy Devices Z3i#R L £ 9,
KIGTHEAT BT Ry 7 APRFERINET,

b) AT RITRY T RIGEN, AT TRy 7 A ZRKRINLHEEEEZAT) LT Next 227 U > 7
L. BTT5ETRHRITET,
(6=3) HATaTRy 7 ANDT 4 —)L ROFBIZOWTIE, A EMO~NT T4 ar%271) vy

7 LT, ~T T ANVEFRLTITESN,

¢) SETL7b, Finshz2z Vv LET,
Create L4-L7 Service Graph Template 1 7 1 77K v 7 ZIZRE Y £7,

CreateL4-L7 Service Graph Template % 1 7 1 7' 7R v 7 A2 7e iz A LET,

GE)  ZATuTRy 7 ZANDT 4 — FOBRBIZOWTIE, A EMO~NT T4 a2 ) v 7 L
T T T ANVERFLTIEI N,

(R BEFoY—vR 777 7o 71— eGSO H- LTy — YR 777 T 7 L—h
MmE ) — REHIBRT 58815, /—K&2H27 U v 27 LT, RemoveNode ZiE{R L £9,

Y= R/ = FEfET 2I121F, LAY 4~ LAY TH—ERT NS 2% [TINARY 5 X4 (Device
Clugters) [E7 v avhb RIv 7L, avya—~v—ZV RRA U NV —T LT a (4 —x K
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B restar zEALEY—ER 457 FUTL— roRE

ATvT9

ATy 710
ATy

KAV I N—TORIC ey 7 LET, abt— /) —FREERTHICIE, 28T M RERT T T
VFFD)TL&T BEfFoYy—ERXR 777 70— gL, 2 — R 777 707 L—
WZHERT 24T _XTO ) — RBEENTWAEEAICIE. ZOFIEIZA T 9 T,

BEDOTNA A% KT 7 TR ey LT, #HD /) —REERTLHZENTEET, —EX
J— RORKREIL3 TTR, oT A RFEFNULER T 7 T K Fry X T&ET,

AV —FNRNA A Ray P LESEN, T—4 7a—0OHF T, aB—FT N A ANKNTFT T4 v I Habt’—
THGATIZ2 0 £9,

| DFEFEBEOY—E R ) — REER LIZHAEE. LA T4~ L AT T —ERT A 2D [T/INS
A% (device name) 1R &7 a> T, 74—V RICANHLET, 74—V R, T ADHAT
Lo TR £7,

GE) 74—V ROFEBIZOWTIE, HFEEO~LT T arE2 7 )y 7 LT, ~"NVT T7A4NLEHR
AL TL &N,

SET LG, Submit 227 Y v 7 LE9,
(ft&) Navigation 7 > R T, yY—E X /57 T FL—r&227 Y v 7 LET,
BT 4V RUIiE, FOV—ERTT77 T 7 VL— DT T 7 47 FARRIYRERENET,

RESTAPIZ{FAHL-Y—EX4YST7FoTL—FDETE

WO RESTAPIZHHA L T —E R /57 5T 7L —hERETEET,

<polUni>
<fvTenant name="acme">
<vnsAbsGraph name="G1">
<vnsAbsTermNodeCon name="Inputl">
<vnsAbsTermConn name="C1">
</vnsAbsTermConn>
</vnsAbsTermNodeCon>
<vnsAbsNode name="Node" funcType="GoTo">
<vnsRsDefaultScopeToTerm
tDn="uni/tn-acme/AbsGraph-G1l/AbsTermNodeProv-Outputl/outtmnl"/>
<vnsAbsFuncConn name="inside">
<vnsRsMConnAtt
tDn="uni/infra/mbDev-Insieme-Generic-1.0/mFunc-SubnetFunc/mConn-external"/>
</vnsAbsFuncConn>
<vnsAbsFuncConn name="outside">
<vnsRsMConnAtt
tDn="uni/infra/mbDev-Insieme-Generic-1.0/mFunc-SubnetFunc/mConn-internal"/>
</vnsAbsFuncConn>
<vnsAbsDevCfg>
<vnsAbsFolder key="oneFolder" name="f1">
<vnsAbsParam key="oneParam" name="pl" value="v1"/>
</vnsAbsFolder>
</vnsAbsDevCfg>
<vnsAbsFuncCfg>
<vnsAbsFolder key="folder" name="folderl" devCtxLbl="C1l">
<vnsAbsParam key="param" name="param" value="value"/>
</vnsAbsFolder>
<vnsAbsFolder key="folder" name="folder2" devCtxLbl="C2">
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<vnsAbsParam key="param" name="param" value="value"/>
</vnsAbsFolder>
</vnsAbsFuncCfg>
<vnsRsNodeToMFunc tDn="uni/infra/mDev-Insieme-Generic-1.0/mFunc-SubnetFunc"/>
</vnsAbsNode>
<vnsAbsTermNodeProv name="Outputl">
<vnsAbsTermConn name="C6">
</vnsAbsTermConn>
</vnsAbsTermNodeProv>
<vnsAbsConnection name="CON1">
<vnsRsAbsConnectionConns
tDn="uni/tn-acme/AbsGraph-Gl/AbsTermNodeCon-Inputl/AbsTConn"/>
<vnsRsAbsConnectionConns
tDn="uni/tn-acme/AbsGraph-Gl/AbsNode-Node/AbsFConn-inside" />
</vnsAbsConnection>
<vnsAbsConnection name="CON3">
<vnsRsAbsConnectionConns
tDn="uni/tn-acme/AbsGraph-Gl/AbsNode-Node/AbsFConn-outside"/>
<vnsRsAbsConnectionConns
tDn="uni/tn-acme/AbsGraph-Gl/AbsTermNodeProv-Outputl/AbsTConn"/>
</vnsAbsConnection>
</vnsAbsGraph>
</fvTenant>
</polUni>

GUIZFEARLE-ZRRA M TIL—T~ADHY—ER Y
STFTJL—bOER

WKDOFEIET, = RRA 2 N TN —TF~DY—E R 57 FoF L — hNOmEHAEZHRBELE
j‘o
1R BHHEIIZ
WHEVER L TR MENY 97,
T FV =gy U KRR N T—F

e —bERTTT7 FTL— b

ATY 1 A==2— 3=, [Tenants] > [All Tenants] DJAIZEIR L F 7,
ATY T2 [Work] XA T, T7F 2V FOARIEX TN Y v 7 LET,
AT w73 [Navigation] 7 4 > K7 C, Tenant tenant_name> Services> L 4-L 7> Service Graph Templates>template_name

IR L E 9,
AT 74 [Navigation] 7 1 > K7 C, EPG % H3 % template name #4527 U ~ 7 L. Apply L4-L7 Service Graph
Template ZJE#R L £ 4,

Apply L4-L7 Service Graph Template TOEPGS ' 1 7 R /7R v 7 ANFREINET, L1 Y4~ 1L AF7
Y—bERTITT T earva—~v U RKRAS Y NI N—T T -2 R N T
N— I BE T £,

y—ezx7570%E ||
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B ocuzsEALETY FRe D b2 T 4 TL—TADY—ERTSTF LT L— DR

AT w75 [Apply L4-L7 Service Graph Template To EPGS STEP 1] > [Contract] Z A 7 1 77K v 7 AT, @I/ ME%E AT

LCEERELET,

a) EBPG WK ZFET D85 1%, [Configure an Intra-EPG Contract] 7= v 7 AR v 7 A% A 12 LT, [EPG
/Network] K2 v 7 H 7 U2 R)v5 EPG & v hU—7 OfAADEEZERIRL £,

b) BEHERKZRETDHAIE, Z4THRey Yy VA NTaryya—~/7af X—EPGE Ry
U — 7 DA OEEZRIRL £,

¢) [Contract] 7 4 —/)V R T2 A7 a v Ry %270 v 7 LT, HLWERKZERT D0 EEFOK
ZI®IR L E 7, [Create ANew Contract] Z IR L7255, 7 4V F Z5%ET HIZIE, [No Filter (Allow All
Traffic)| = v 7Ry 7 A% A7 LET, [HEZ7V 7 LTT7 40X = M) EBML, 2T L
o [Update] #27 VU v 7 LET,

GE) Q=Y —E R T T7OEA, L30ut EPG ([Z#H SNDLGAIZRY 2 T 7 N 28R
HATExET, NESEPG IZIFFHEHF = FTF 7 FBAMETT,

RATVT6 [k~ E7 V7 LET,
[STEP 2] > [Graph] # 4 7 2 Z PNFERSNET,
AT w71 [device_nameInformation] &7 > 3 > T, FREDR Y 7 ATRINIZMET 4 — NV RERELET,

Gk BEIL—7 ERR Loy RRA v MEEE) 2237 2 %25 H 5121, [Service EPG Policy]
Ry XA RNOFREFHSR O —EBIR L ET,

RT9T8 [k~ %27V v LET,
[STEP 3] > [device_name Information] % 7 & 7/ NE RN ET,

ATw 79 [Finish) #7 V7 LET,
Y—CRITTT TS V— R NBT VT 4730 E LI,

GUI 2FERHLIEZ > FRA> XY T TIL—TA
DHY—ERTSITToTL— MDER

ROFIETIX, h—CERTF 7T — a2z RRA 2 heXx2 T 1 7 —7 (ESG)
WCHEAT 5 HIECOWTHALET,

48 HHIIZ
WEER L TR BENRD £,
* ESG

e —bER T T F T L—F

ATY TN A=2—"=T, [Tt (Tenants) 1>[FXTDTF >+ (ALL Tenants) ] DIRITEIR L £,
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ATY T2 [Work] %A > C, TF > bDARHIZZ T L7 Y v 7 LET,

AT T3 FEF—var v RUT, [TFHY R (Tenant) [ [TF 2 b4 (tenant_name) | >[H—EX
(Services) 1>[L4-L7]>[H—ERFSI7FTFL— b (ServiceGraph Templates) >F > L— k%
(template_name) ] DJIEIZEIN L £,

AT w74 [Navigation] 7 1 > KT, EPG % i3 % template name #4527 U v 7 L. Apply L4-L7 Service Graph

Template Z &R L £ 7,
Apply L4-L7 Service Graph Template TOEPGS # A 7 R /R v 7 ANERENET, LAY 4~1 Y%7
Y= RTITTTT = e, arda—~v—BINTe M X =D RS hEFXF2 VT 4 7
=BT £,
AT w75 [Apply L4-L7 Service Graph Template To EPGS STEP 1] > [Contract] A 7 1 7R v 7 AT, @I/ MEE AT
LCEMEHRELET,
a) U RFEAL heFa )T g SA—THATE LT, [T RBA Y k%2 T4 FIL—TF (Endpoint
Security Group) ] Z#IR L £,
b) M NT U NEMRT GG, B Rey I XY A N Tarya—~v—/7 rf X —ESG
Lxy NU—7 OMBEDEEZEIRL T,
¢) [Contract] 7 4 —/)V R T2 A7 a v Ry o270 v 7 LT, HLWERKZIERT D0 EEFOK
ZIER L £, [Create ANew Contract] BRI L 725G, 7 4V F AR ET DITIE. [NoFilter (Allow All
Traffic)] = v/ Ry 7 A% A7 LET, [H1 227 V7 LTI 4AZ = RN ZBML, 58T Lz
o [Update] #27 VU v 7 LET,
RTYT6 [k~ &27V 7 LET,
[STEP 2] > [Graph] # A 7 1 /N FRENE T,
AT w71 [device_nameInformation] &7 > 2 > T, FREDR Y 7 ATRINTZMET 4 — NV RERELET,
ATYT8 [N %227V v LET,
[STEP 3] > [device_name Information] %1 7 1 7' NFK /RS ET,
AT 79 [Finish) #7 V27 LET,
V=R IITTTUT V=BT I T4 TRV E LT

NX-OS XA A IILDCUZFEALE-a ST MK Y—
EXTS 7T L— DR
WROFNETIZ, NX-OSAHX A NLDOCLIZHHALTC, 2 77 hCH—ERTTT7T 0T L —
NEBEALET,

ATFYT1 a7 4 FXal—vary T — NEREBELET,
1 -

apicl# configure
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ARTF9T2 T rDar7 4 Xal—vary T FEBLET,

tenant tenant name

1 :

apicl (config) # tenant tl

ATFY T3 =X TS T7EEBMLUET,

1417 graph graph name [contract contract name]

INSA—4H ERBA

757 H—r 2 77 D4,

contract IOV —CRT T T A AL AEEMN TN T N4, Y—
VRTTT AR RABERT DGEEICOHR, 2 T 7 MEREELET,
A VAR LTI (=R VT 7 T L— bR I —
VAT T7ERECEET,

B -

apicl (config-tenant)# 1417 graph G2 contract C2

ATFTY T4 —ERTFT77(2/—F (—vR) 28MLET,

service node name [device-cluster-tenant tenant name] [device-cluster device name]

deployment mode]

[mode

INSA—4

Bl

service

BN 29— J— KOLHI,

device-cluster-tenant

FTRA AT FTAEZDA VIR— " TTDT T by ZHUL, TRART TR,
TIITNRERENTWETF U M ERRAGEICORIEE LET,

device-cluster

OV —ER )= RIEHTDHT A AT T AXDLHEI,

mode

F-REEELRVE, SAT—RNIEHSLEEA,

HAE—F, HIFRDOLBY TT,
*ADC ONE ARM : VU7 —ALE— RZEELET,
*ADC TWO ARM : Y — 7 —AE— REHELET,
* FW_ROUTED : /b —7 v K (GoTo) E— RZfELET
e FW TRANS : N7 A7 L b (GoThrough) E— RZfEE L £7,

* OTHERS : DO EE— RERELET,

&1

WIZ, =P &ZT T P aa BT AN, A 7T AZ pa [TEMT 20127~ LET,

apicl (config-graph) # service N1 device-cluster-tenant tl device-cluster D4
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NX-0S X% A LD CUEEA LI k54 Mok s9—ExT577 T L—ro@Ed ]

WIZ, /=R &TF U Pt MOT N, X7 T AZ g [TBIML, v—T v FEAE— FEHT 561%
ALET,

apicl (config-graph) # service N1 device-cluster-tenant tl device-cluster D4 mode FW_ROUTED

ATV aryva—v aRrsEZEEMLET,

connector connector type [cluster-interface interface type]

INTA—4 £ EA
axy K P—E R TTINOaARTZDEA T, HITKRDO LB TT,
* provider
* consumer
cluster-interface FRAATFGARE L 2B —T 2 A ADEA T, HIZEKDOEFBY T,
* provider
* consumer
75 b common NDP—ER 757 77 L — NOPFHIL, ZONRTA—H
AIEELRNWTLIEE N,

£
apicl (config-service)# connector consumer cluster-interface consumer
RATYVT6 P—EARAS LA =T 2 A ANT NV vV RAL NZHLIHEIEL, ROV T AT v T2 FITLET,
a) TUvY RALUEHRE, 20TV oY RAALUPFIET DT T MEBEL, ax7 27U vy
RAL CaRELET,

bridge-domain tenant tenant name name bridge domain name

NS A—H Bl

tenant 79y?F%4V%Wﬁ?6?TV%OﬁD?%VFitﬁ?fykmmm
MHEDIH, 7V VERETEET, X, 7 ba ofa, 7
YR bDT ) vY RAL UITHRETE EFE A,

name TV Y RAAL U DEHI,

1 -

apicl (config-connector)# bridge-domain tenant tl name bd2

b) =X X ® Direct Server Return (DSR) {RALIP 7 KL A (VIP) Z&ELET,

dsr-vip ip address

DSR VIP # 57 L 7-35%. Application Policy Infrastructure Controller (APIC) (X VIP ZH(f% L £+ A,

ING A—4 SR BA
dsr-vip ax 7 X O DSR DEIP T KL A,
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1 :

apicl (config-connector)# dsr-vip 192.168.10.100

ATV Tl =R Z—T 2 A AN L30ut IZHLHEAIE. ROV T 2T v 7 LT LET,
a) 7Hhr heax s XICEEMT, axs ¥ arT7 4 Xalb—rvar E—REKRTLET,

1417-peer tenant tenant name out L30utExternal epg epg name
redistribute redistribute property

exit

NG A—H s EA

tenant Xy Z\BEM T 5T T o4,
out LA ¥ 3 Outside D4 i,

epg T RARA v b T —T D4,
redistribute Bl 7o halrorasrs 4,

i

apicl (config-connector)# 14l7-peer tenant tl out L3OutExternal epg L3ExtNet
redistribute connected,ospf
apicl (config-connector) # exit

by TanA X —IZ L CFIAS & TaZfEhik L £7,
i -

apicl (config-service)# connector provider cluster-interface provider

apicl (config-connector)# 1417-peer tenant tl out L3OutInternal epg L3IntNet
redistribute connected,ospf

apicl (config-connector) # exit

) (EE) n—&%ZBML, /J—RFRar74¥al—iaryET—Re2KTLET,

rtr-cfg router ID

exit
"5 A—% 589
rtr-cfg Jb—& D 1D,

TF 2 b common TH—E R 7T 7 T Fb— 2B T25A1E. COFEEZAX Y T LET,
Bl -

apicl (config-service) # rtr-cfg router-idl
apicl (config-service) # exit

RATYT8 arvva—~eTuf XTI oHRERELT, Y—ER VI T7 ar7 s Fal—var £—F
2T LET,
connection connection name {terminal terminal type service node name connector connector type} |
{intra_service servicel node name connectorl connector type service2 node name connector?2

connector type}
exit

B r—cEx95708%
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NX-0S X% A LD CUEEA LI k54 Mok s9—ExT577 T L—ro@Ed ]

INT A=A EREA
connection Bifot D4 R,
terminal P—bER )= REMRICHER LET, WMAKOXA TE2HRELET, HIZROE
BT,
* provider
* consumer
service BINTHH—E R/ — R4 TJ, service Id terminal TOAEH L E T, servicel
servicel & service2 I3, intra_service TOAHEH L7,
service2
axyH AR EZDEA T, EIFRO LB TT,
connectorl * provider
connector2 * consumer

connector |& terminal TOAfEH L, connectorl & connector2 | intra_service T

DHMEHLET,

intra_service

B ) — R —E R ) — REEFHELET,

1 -

Wiz, =/ =N 77 708kReRET D0 2R LET,

apicl (config-graph) # connection CON1l terminal consumer service N1 connector consumer
apicl (config-graph) # connection CON2 terminal provider service N2 connector provider

apicl (config-graph) # exit

RIZ, 2 /=R 7T 70EkeRET 50 2R LET,

apicl (config-graph) #
apicl (config-graph) #
connector2 consumer
apicl (config-graph) #
apicl (config-graph) #

a7 4Falb—g
1 -

connection CONl1l terminal consumer service N1 connector consumer
connection CON2 intra service servicel N1 connectorl provider service2 N2

connection CON3 terminal provider service N2 connector provider

YE-FEKRTLET,

apicl (config-tenant) # exit

apicl (config) # exit

y—ezx7570%E ||
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