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FBEOA UAR— 2L TRERELZE LTS OKBRFEZ2ZR LTI ZIN,

il
WL, 2 = VICERTR SN E S A 7 v 7 OB T,

Cluster configuration ...
Enter the fabric name [ACI Fabricl]:
Enter the fabric ID (1-128) [1]:
Enter the number of active controllers in the fabric (1-9) [3]:
Enter the POD ID (1-9) [1]:
Is this a standby controller? [NO]:
Enter the controller ID (1-3) [1]:
Enter the controller name [apicl]: sec-ifcH
Enter address pool for TEP addresses [10.0.0.0/16]:
Note: The infra VLAN ID should not be used elsewhere in your environment
and should not overlap with any other reserved VLANs on other platforms.
Enter the VLAN ID for infra network (2-4094): 3914
Enter address pool for BD multicast addresses (GIPO) [225.0.0.0/15]:

Out-of-band management configuration ...
Enable IPv6 for Out of Band Mgmt Interface? [N]:
Enter the IPv4 address [192.168.10.1/24]: 172.23.142.29/21
Enter the IPv4 address of the default gateway [None]: 172.23.136.1
Enter the interface speed/duplex mode [auto]:

DEEYE |



APICO> FA—SDIPGEET7 KLAODTAED 3 =2

admin user configuration
Enable strong passwords? [Y]:
Enter the password for admin:

Reenter the password for admin:

Cluster configuration
Fabric name: ACI Fabricl
Fabric ID: 1
Number of controllers: 3
Controller name: sec-ifch
POD ID: 1
Controller ID: 1
TEP address pool: 10.0.0.0/16
Infra VLAN ID: 3914
Multicast address pool: 225.0.0.0/15
Out-of-band management configuration
Management IP address: 172.23.142.29/21
Default gateway: 172.23.136.1
Interface speed/duplex mode: auto

admin user configuration
Strong Passwords: Y
User name: admin
Password: ******xxx*

The above configuration will be applied

Warning: TEP address pool,
cannot be changed later,

fabric is wiped.

these are permanent

Would you like to edit the configuration? (y/n) I[n]:

APICO > FE—SDIPe EE7 FLADTOE

IPv6 EFT FL R, By N7 v 7o, APIC =ty hua—

omzE |

Infra VLAN ID and Multicast address pool

until the

o~ —

o=y
T REMEPRICR S EZBRIZR Y o —

ICEo>T, APIC 2y hr—J 2 n b ya = 7T £4, Mk IPv4, FiEE7R IPve., F7-

WET 2TV AH 7 (DFD IPv6 & IPv4 7 KL AT J)

WY R—FENFET, ROA=y

NI, By T v 7HRHZT O A TN REBA U H—T 2 ADT 2T )V AKX w7 (IPv6

B

BIUIPVE) 7 FLRAEZHRET D HIEICHONT

Cluster configuration ..

the
the

fabric name [ACI Fabricl]:
number of controllers in the fabric
the controller ID (1-3) [1]:
the controller name [apicl]:
address pool for TEP addresses

Enter
Enter
Enter
Enter
Enter
Note:

(1-9)

infraipve-ifcl
[10.0.0.0/16]:

BT

i 7ety N7y THEIETY,

[3]:

The infra VLAN ID should not be used elsewhere in your environment

and should not overlap with any other reserved VLANs on other platforms.

the VLAN ID for infra network (1-4094):
address pool for BD multicast addresses

3914
(GIPO)

Enter
Enter

Out-of-band management configuration
Enable IPv6 for Out of Band Mgmt Interface?
for Out of Band Management Address)
Enter the IPv6 address [0:0:0:0:0:ffff:c0a8:a01/40]:
2001:420:28e:2020:0:ffff:aclf:88e4/64 (IPv6 Address)

[N]: Y

| BB

[225.0.0.0/15]:

(Enter Y to Configure IPv6 Address
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Enter the IPv6 address of the default gateway [None]:
2001:420:28e:2020:acc:68ff:fe28:b540 (IPv6 Gateway)

Enable IPv4 also for Out of Band Mgmt Interface? [Y]: (Enter Y to Configure IPv4 Address

for Out of Band Management Address)

Enter the IPv4 address [192.168.10.1/24]: 172.31.136.228/21 (IPv4 Address)

Enter the IPv4 address of the default gateway [None]: 172.31.136.1 (IPv4 Gateway)

Enter the interface speed/duplex mode [auto]:

admin user configuration ...
Enable strong passwords? [Y]:
Enter the password for admin:

Reenter the password for admin:

GUI~ND7 U tXR

FIE

ATYT1 PER—=FENTWDLTTUTD 1 S&EEET,
e Chrome /X— 3 > 59 (£721XF L)

e Firefox 73— 3 > 54 (F7-13FNLI#)

s Internet Explorer 73— 3 > 11 (FE 7213 4LAE)

o Safari /N— 3 210 (F72I1XZF L)

GE)

Eﬂf%ﬂ@ﬁﬁ“ﬁbi‘ Safari 77 U VB L OKREL OFEIEIZHFIE L £7, WebSockets T
AT 272 DICRBLDOFERAELZITANDENS, 22 TRIHEREBTHRAL TS
W, HTTPS O A MIT 7B ATEHE, ROA vE—YNFREINET,

“Safari can’t verify the identity of the website APIC. The certificate for this website is invalid.
You might be connecting to a website that is pretending to be an APIC, which could put your
confidential information at risk. Would you like to connect to the website anyway?”’

WebSockets 23 i CT& 5 Z & RS DI2I1E, RO TIEEZFEITLET
[Show Certificate] 27 U v 7 L £,

FREND 3OO Ky F& 7 U A KT [Always Trust] 28R L £,
ZNHOTFIEICHED AR E | WebSockets 1Z#5E T X A,

ATw7F2 URL #AJJL £, https//mgmt_ip-address

MR E R

WCRRELIZT U AT AR RERIP 7 RLAZMHALET, 72& 2

https://192.168.10.1 72 E78 ZHITHY LE T,

G¥)

https 72T AT 7 AV hTA F—T N2> TWET, T 744 F T, httpB LY
http 72>5 https ~D VY XA L7 2 a VT 4 B—T7 > TV ET,
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Gx) Cisco APIC IZR 7' A T B ELEEXIZRDTT— A vE—UNERINDGE

Need a valid webtoken cookie (named APIC-Cookie) or a signed request with
signature in the cookie.

Z X, https & http O 5 ZH LT Cisco APICIZ1 7' A 35 & I2HAETD
BEFNDOREN AR T, 2 ORI & BEIRER OFEMIZ DOV TIE, CiscoAPIC Dt v |
Ty (R—=Y) o [EEFEH] 2Z2RLTIIEEN,
ART9 T3 vl A VEHENPERINTE D, PIHERERHIHRE LT EEEL &SR —FE AN LET,
ATY T4 [Domain] 7 4 —/L KT, FayFEZU UR NS, EFLTEYR FAL CE2BIRLET,

BEOR T A RALUBERSINVTWDHEE, [Domain] 7 4 —/L RBRFRINET, =—
PR RAAL TR LR E, T 7 44 kT DefaultAuth D2 7' A > KA A VU DBFRGEICfE ] &
NET, ZOHA, DefaultAuth D 7' A v RAAL N2 —FLA R0 a 7 A AZKIBT 5
AREMER H D F T,

RDBERY

TV —=var vy NI I AT TANT VT 777 Y w7 I Application Policy
Infrastructure Controller DFRETS L OMLELIZ DWW CTld, AT A b ~4—s3—=>_  [CiscoApplication
Centric Infrastructure Fundamentals Guidel] Z &L T 723\,

RESTAPI ~D7 VX

FIE

A7 VT NEIEZT T UYPFRX—=ZADREST 7 74 7 A LT, ROFXD APIPOST £
721X GET A v B&— U % X(ETEX £9, https:.//apic-ip-address/api/api-message-url

MR ERFZRRE L2 T 7 hA T AN REHIP Y RLAZEHLET,

G¥) hitps 21T BT 7 4/ FTA R—=T Wl >TWET, 7 74/ M T, hitp
X O%http 25 https ~D IV XA L7 2 a VT 4 B—T > THET,

* APl v a U EBGT AT-DITHIEA v —V BB ETALERND Y £77,
R ERFICRE L EHE I A V4 ENAT— REER LET,

NX-0S RZ A JLCLI~NDT7 VR

YRR G EREE 7213 APIC GUI C, APICNX-OS A X A )L CLIIZT 7 ®AT&£1,

B 85



| wmsze

sakm s Nk-0s 221 Lcu~o7 o2 [l

NX-OS ZA# A )L® CLI 2~ REMHEHAT 5 HEOFEMIZONTESR L T Z &V, Cisco
APICNX-OSAZ AN a~vw L RIA L AV F—T AR AT 4 Falb—ar HAR |
BELO CiscoAPICNX-OSA X A )L CLl 2~ R V77 LR

4 K54 &, APICNX-0S X% 1 JL CLI D4R EIE
«CLIIZ, BHE L LTl A vV HEREFSZ—PITH L TORYR—FENFET,

* APIC NX-OS A% A )L ®D CLI i%, Cisco NX-OS CLI LHAl L7=> v & v 7 Ao i &
FRHLETN., APIC AL —F 4 > 7 27 LE CiscoNX-0S V7 h 7 =7 D 1 /83—
VarTcEnobiFTlEH Y £H A, Cisco NX-OS CLI =< > KA APIC CLI CTEIfET %
PIFTH, AUHMEEZFEHATE2DTTLHY FHEADOTERELTLIEEN,

» Cisco ACI 3% E TlZ., FIPS WHZITH B54E SHA256 AR — hit, SSHZ 74 7 > M
ZHTT, 61T, SHA256 A — M A KR T HITIX, openssh 7 7 A 7 b3 5 LB TEE)
LTWAHNR— 3 0 6.6.1 LUK,

* Cisco APIC V U —R 12 EIDO Y V—ATiX, 77 4/V k CLILIZEFENRA TP =7 b
(MO) BLOEHERTT LOT 087 4006 ECHEBEEES S5 a2~ RO Bash v = /v
TL72, Cisco APIC U YU —RZ 12 LIFEDT 7 4 /L b CLI (£ NX-OS A% A )L CLI T9, A
7Vl N EFNVCLIL, VIO CLI a7 FThash o~ REANTHZ L2k
AT ET,

AR A o NX-0S A Z A JLCLI~ADT U X

ATv 1

ATy T2

FIE

X7 vxb (SSH) 7 T4 7> bk, username@ip-address @ APIC ~0> SSH #st & B
TET,

PR ERFICRE LB HEOu A AT U AT NN REBIPT RLAZBEHALET,
72 & 2%, admin@192.168.10.1 72 23 ZAUIZi%E4 L9,

Tur T RIRRRENTLL, BHENAT— N2 AN LET,

RDBARY

NX-OS A% A )V CLI Z AT 556, 02~ K LU EXEC LoyLiZze ) £97,
EXECE— FOE EIZT 50, configurez AJL T, ZJm— a7 4 Xalb— gy E—
RIZAD £9, EOF—RTH, 22 ANTHUE, FHARERa~ e TcxEd,

NX-0S A ¥ A )V D CLI 2= REFEHT 5 HFEOFEMIZ oW TIE,  [Cisco APIC NX-OS A #
AN a<w R4 A0 F—T oA ARTETA K] BI O [Cisco APIC NX-OS A ¥ A jL CLI
a<w R U770 R LTSN,
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GUI , 5 NX-0S A2 A JLCLU~ADT 7t R

ATvT1
ATvT2
ATvT3
ATvT4

Iy

FIE

A =a— /X—"T, System > Controllers 23R L £7°,

F e — a3 A T Controllers i8R L £,

®GeL+% APIC #4727 U » 27 LT, Launch SSH # 3R L £,

B LI RICE> T, @R LIcar be—F~DSSHE Y v a VABREET,

RDBERY

NX-OS A% AL CLI # ANT 584, PO a~2 N LoYULiZ EXEC L-~ULZ7e ) £,
EXECE— FOEFEIZTHD, configurez AN LT, Za— " rar7 4 F¥al— g E—
RIZAVET, EOE—RTH, 22 ANTHE, AR Ra~ FERRETXET,

NX-OS A% A )@ CLI 2~ REMHHT 5 HEOFTEHIZ OV TIX,  [Cisco APIC NX-OS A %
AN a<ws R IA L A E—T oA AFREHTA K] BILO ICisco APIC NX-OS A % A )L CLI
av R UT77 LR LTI EEN,

FETILCLADT IR

)

GE)  CiscoAPIC U U —R12LHIDO Y V—ATlX, T 7#/V FCLUTEHNR A7V =7 b (MO)

ATvT1

ATy T2

ATv73
ATvT4

BIOEHERTTLAOT a7 005 ECEEINET S22~ KO Bash > = /L CL 7z, Cisco
APIC U U —A 12 DD T 7 4 /b b CLIIZNX-0S ZZ A L CLI TY, A7 V=7 b EF /L
CLIIZ, B¥IOCLI a7 hThash a~r REANTAHEZ LIk vfEifTcE £,

FIE

¥ 2T V= /V(SSH) 7 T4 7> hivD, username@ip-address ~¢ SSH £t & Bl & £ 9,

IR ERFICRE LI EHEOR I A L4 T 0 M TN REHIPT U AZEHLET,
72 L %1%, ssh admine192.168.10.1 & ASILET,

AN EROONTZHEIL, VIR ERFRICRE L ZEHEE A Y- FE AN LET,
HAE APIC FH D NX-OS 2 % A )L CLI T,

F 7T N ETICLI AT HITIE, bash E AN LET,
NXOS A% A )L CLLIZRER AT, exit E AT LET,
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WOFITIX, A7 V=2 FEFTI/VCLIICT S HiE, BEXOINX-0S 2% A )V CLIIZRET ik
AL TWET,

$ ssh admin@192.168.10.1

Application Policy Infrastructure Controller
admin@192.168.10.1's password: ciscol23

apic# <---- NX-0S style CLI prompt
apic# bash

admin@apicl:~> <---- object model CLI prompt
admin@apicl:~> exit

apic#

RDBERY

FTRTOZ—YN /home EMHINLILFT 4+ L7 N AT LIXLER SV ET, 20T «
L7 RUTIE, T4V 27 MY T 7 ANVEERT DHERDB 2 —PFIZHE 2 G ET, /home NT
BRI 7 7 A LT 7 4V b O umask HERRZ K L, = —P B L Wroot & LTT 7 AT
EET, 2—HL, WHTOB T A UBHIZ, /home/jsmith R EDT 7 A VERTFT DD
® /home/userid 7 4 L7 bV Z{ERT 5 Z L 2HELE L £9°,

BASH F721X VSH 72 P OEHEE— FTACICLI ZffH L TAA v FIT 7 B AT 25 FIEITD
W CiZ, [Cisco APIC Command Line Interface User Guidel 3 J U' ['Cisco ACI Switch Command
Referencel] #ZMW1L T &y,

APIC CLI D% EDFEMIZ >V, [Cisco APIC Object Model Command Line Interface User
Guide] #ZM LTI 7EEW,
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