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[[L—% 1D (RouterID) 17 4 —/V RIZAJJL7z=> R ERICABN [V—T Ny 7 T
KL A (Loopback Address) |17 4 —/V RICHEICAISNET, ZHEFLRIOE/NL R T
DN—T Ry T RLADNL—4 ID Offif] (Use Router ID for Loopback Address) ] &
AE%Td, L=y 7 T RLRICA—FID 2 LAaWnEAIE, BIOIPT RL 2%
BT, ZO7 4=V FEZEOEFICLET,

MEIZGELT, 2O/ — KD [A % —7xA A (Interface) ]. [IP 7 KL & (IP
Address) ], [{ > ¥ —7 = A7 77 A4 (Interface ProfileName) ], 3L ON[MTU]
74—V R e ae A LET,

[R~ (Next) 1227 U2 LET,

[ZBA kaJL (Protocols) ] 7«4 ¥ RUNRERINET,

ATw 76 [Fa k=L (Protocols) 1V 4> Ru®d [ZR U > — (Policy) ]fEIK T, [T 7 #/v F (default) ]
7V w7 L, [k (Next) 127V w27 LT,

[4V88 EPG (External EPG) 1V 1 v RUMNFERINET,

ATy T B EPG (External EPG) 1V 4 > RUTRDT 7 v a v &#FATLET,

B Ex1—5FFUrEE
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NX-0S CLI £ M L1=F+ > O OSPEsh &L —TF v K v k7—s 0tk ]

a) [Name] 7 4 —/V RIZ, A%y T —27 O4HT (extMgmt) Z AL FET,
b) [TRTOIER Y NT—2 DT 7 4L s EPG (Default EPG for all external network) 7 « —
N REATZIZLET,

[h7 %> I (Subnets) ]fHIKAFRRIILET,

) [H1&#27 Vv 7 LT[H 7>y hOfEEK (Create Subnet) | XA 7R 7 Ry 7 AT 7 EA
LET,

d) [P7 x>y bOERK (Create Subnet) | ¥ A 7127 ARy 27 AT, [IPT7 KL A (IP address) ]
T4 —FRIZ, VTR FDOIPT RLARAESAZ AT LET,

e) [Scope] 7 4 —/V RTC, HHDF =v I/ Ry I RAEF N LET, [OK]Z27 Y v 7 LET,

f) [N EPG (External EPG) | # A 712 Ry 7 AT, [587 (Finish) 127V v 27 LET,
GE)
[TEZE (Work) ]34 > @ [L3Outs] i8I, [L30ut] 7 2> (RtdOut) NFE/RINFET,

NX-0SCLI ZfER L7=77F > @D OSPF A EBIL—T v k vy FT—0 DYER

S —T v R Xy N =7 EROKEIZIX, WOAT v TRNHD £,

1. 572 FOTFIC VRE Z1ERE L £,

2. HMV—T v K Xy bU =7 IR SN ER Y —7 AL v FDVRF D L3 *v hU—
XU THERERELET, TOREIE, AV HF—T =2 A, N—T 47 Tuahka)i
(BGP, OSPF, EIGRP), 7’'H ha/L RTF A —H jb— b=y TRNEENTWET,

3. TFUPDOTICHMTFLIEPG Z#/ERL L TARY > —%REL. THHDEPGEERY —7 R
A vFICEALET, ACLZ7 7 7Y v Z7NTRIUAKRY —% 3925 VRF DIERL—T
K7y b2, 120 A L3EPG] £721% 120 L7 7 X EPG] KL E
j—o

FEIL. 2 O0DOF— R TEHRINET,
« 7>k E— F : VRF OfERE L UM L3 EPG 3% 7E
e J—T7 F— R L3 X v hU—F 2 FHERL L S L3 EPG OE A
WOFNEIL, TF > FOOSPFAE N —T v KXy =7 #ERT D700 LD TY, 75

¥ FDOSPFAMNL—T v Ry b U =7 2B 51213, 77 FE@RL T 67 b
M VRF 2B 2 B8R H Y £,

)

G¥)

(M —T v R 2 RS D TIEIC DWW TR L £7,

ZDOEOFITIX, TF > & TexampleCorpl @ [OnlineStore] 77V 7 —3 3 > ® lweb] epg

gx1—4 7o rEE )



FIE

ATy T

ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

£r1—¥ 7o rEE |

B vxoscusERLETFY LD OSPESMEL—T v K %y kT—5 DR

VLAN RFAA VHRELET,
B -

apicl (config)# vlan-domain dom exampleCorp
apicl (config-vlan)# vlan 5-1000
apicl (config-vlan)# exit

FF > hVRF #%E L. VREDORY L —D@EAENT LET,
B -

apicl (config) # tenant exampleCorp

apicl (config-tenant)# vrf context
exampleCorp vl

apicl (config-tenant-vrf)# contract enforce
apicl (config-tenant-vrf)# exit

T EBDEREL, F—hYU = A IP % [public] &L Tv—27LET, = VU [lscope
public| (X, 2D —hrVx=A T RLVAZNHLI Ry NT—7 DN—T 47 Fu ha|l
X7 RARZAXMEATEL LT LETS,

1 -

apicl (config-tenant) # bridge-domain exampleCorp bl

apicl (config-tenant-bd) # vrf member exampleCorp vl

apicl (config-tenant-bd) # exit

apicl (config-tenant)# interface bridge-domain exampleCorp bl

apicl (config-tenant-interface)# ip address 172.1.1.1/24 scope public
apicl (config-tenant-interface)# exit

V—7®VRF #&ZTELET,
% -

apicl (config)# leaf 101
apicl (config-leaf)# vrf context tenant exampleCorp vrf exampleCorp vl

OSPF = U 7 &% E L.
5 -

—h =7 EBMLET,

apicl (config-leaf) # router ospf default

apicl (config-leaf-ospf)# vrf member tenant exampleCorp vrf exampleCorp vl
apicl (config-leaf-ospf-vrf)# area 0.0.0.1 route-map maplO0 out

apicl (config-leaf-ospf-vrf)# exit

apicl (config-leaf-ospf)# exit

VREZA LV H =T 2 A A(ZOBITEV T A Z—T A 2)ZEHEID ST, OSPF=U T 24%)
W LET,

1
GE)

B Ex1—5FFUrEE
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7+ bk VRE, 5&UTY Y R okm |

YT H—T o AR TIE, AL A X —T A A (ZDOHFITIX, ethernet 1/11) 1%,

Ino switchport] (2K > TL3AR— NMIEHL, VT A X —T =4 ABMERT 20 7 E11E
VLAN %% ¢e vlan K A A > (Z OFITiE dom exampleCorp) 2 E W 4 THMENH Y £7, W
T A B —T A A ethernetl/11.500 T, 500 |4 7/t VLAN T9,

apicl (config-leaf)# interface ethernet 1/11

apicl (config-leaf-if)# no switchport

apicl (config-leaf-if)# vlan-domain member dom exampleCorp

apicl (config-leaf-if)# exit

apicl (config-leaf)# interface ethernet 1/11.500

apicl (config-leaf-if)# vrf member tenant exampleCorp vrf exampleCorp vl
apicl (config-leaf-if)# ip address 157.10.1.1/24

apicl (config-leaf-if)# ip router ospf default area 0.0.0.1

ATy TT HELIEPGRY v —%FRELET, Ziud, MY 7%y bEFFT L, epg Twebl &GS
LK EHEET DD —HEEE Y T2y BREGENET,

1 :

apicl (config)# tenant tl100

apicl (config-tenant)# external-13 epg 13epgl00

apicl (config-tenant-13ext-epg)# vrf member v100

apicl (config-tenant-13ext-epqg)# match ip 145.10.1.0/24
apicl (config-tenant-13ext-epg)# contract consumer web
apicl (config-tenant-13ext-epg) # exit

apicl (config-tenant) fexit

RTS8 V—7 ZAA v F DI L3 EPG #EA L £,
B -

apicl (config)# leaf 101
apicl (config-leaf)# vrf context tenant t100 vrf v100
apicl (config-leaf-vrf)# external-13 epg 13epgl00

TR VRE, 8EUVTY Y FAALVDER

T2 FOBE

e T U MTIE, ARENTEZ—VFDRAAL L R—ADT VA a2y ha—LE L X—T )L
T AR —RNEaEnFET, KBINZa2—W, 770 MEHESR Y N —F% 0 JF
P COMERIZT 7 B A TEE£T,

cea—HiI, RAALLAHORY —ICT7 7 EBALEZDARY O —2FETAHITITFATY /&
EIABFERRVBMNETT, TF o b z—FE, 1D ED RA A N EOHEREZFEFSZ &
NTEFET,

cYNTFT T RREETIE, VYA SN K HIC, 7T ML Z—
T a—YDOT 7w AMERPRESNET (L FRA LV NI A—TFRFRy FT—F T

| gx1—7rorEe M



£r1—¥ 7o rEE |
B 7 ronm

ED=®), ZNOLOWHERTIH, BApba—W—RN02s7 ) V2EHTHI L TE
\i‘g_o

T+ bDER

Ty MTE BRNST 2 FEAERR LT RITIERRTE D 7 o v BB, TV v Y RAA
YO BROT TN S —vary T s ANREDT T VERNGENET,

VREE KUV ITUvD RASLY
TTFUFDVRFBRIOT Y v FAAL UEERBIORETE £, ERSNET Y P R
AAVBEFROV TRy M, #IETHLA Y3 arTFRAMNESRLET,
IPV6 A N—RFBRE T 5 HIEICOW T, [Cisco APIC Layer 3 Networking Guide]
l1Pv6 and Neighbor Discovery] ZZ L T 72 &0,

GUIZFERLI=TFT k. VREBELEUTY vy RALDDER

NN —T v RERTETHEEIWRT ) w7 T2y "RBLTEEAIE. 7V vy RAAL
T ANERER E & BB T AN D D £,

FIR

RTYT1 A=a— =T, [T+t (Tenants) |>[TF > FDENM (Add Tenant) ] &R L E5,
AT w T2 [Create Tenant] ¥ A 7 2 7Ry 7 AT, IRODF AV HFITLET,
a) [Name] 7 4 —/L RIZ, 4Hix AT LET,
b) [EFa)T4 FAAL 2 (SecurityDomains) |27 v a > T, [H1#27 Vv 27 LT, [EFa
T4 FAA DR (CreateSecurity Domain) | #4707 Ry 7 A& £,
c) [®HT (Name) | 74—V RIZ, BX =2V T 4 RAAL L DOL4RIEZ AN L, ZEE (Submit) ]
7V v LET,
d) [TFT2 bDOERK (CreateTenant) | # A7 w7 Ry 7 AT, fEL7cEx 2T 1 KX
A2 ®[EFH (Update) 1 %27V v 7 LET,
e) MERU T 7 4 —/L RIZASLET,
f) [EfE (Submit) |27 Vv 27 LET,

TFURE> [y FT—F 24 (Networking) JHEEAFEREINET,

ATv 73 [EE (Work) 1A T, [VRF] 7A 2 %% v NAZ KT v 7 LT [CreateVRF] A 7
U Ry 7 AERE, ROBEELFEITLET,
a) [Name] 7 4 —/L R, 42 AN LET,
b) MEIIGELTHDO T 4 —L FIZAHLET,
c) [EIE (Submit) |27 U 27 LTCVRF AV AX L ADHREET T LET,

B Ex1—5FFUrEE
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GUIEEALETF b, RFEEUTY v Kxqvofs [

ATy T4 [EE (Work) ] A > T, VRFA VY AZ U AZHLHNOF v o RAIZ [Ty KASL Y
(BrdigeDomain) 1 7 A 2> % K7 v 7 LT, 2 2% 8 LE 7, [Create Bridge Domain] # A
TaTRy I ANERENTES, ROX AT EETLET,

ATy TH

a)  [Name] 7 4 —/V RiZ, 4RIz A LET,

b)  MEITGEUTHO T ¢+ — RIZAH LET,

) [k~ (Next) 1227V >yZ7 LET,

d [HITHRvy bk (Subnets) | B2 2T [H1&227 Y >y27 LT, [Ty FOERL (Create
Subnet) | XA 707 Ry 7 A&BE £,

e) [F—bUxAIP (GatewayIP) | 7 4 —/L RIZ, IPT RLARLH TRy b vRT&EANT)
LET,

f) MBS L THO 7 4 —v RIZATI LET,

g [OK]%27VUv27 LET,

hy [FUyP FAL2DER (CreateBridgeDomain) | #A 717 Ry 7 AZREY | SEE
s CCHD 7 4 — v RIZATI L ET,

) [k~ (Next) 1227V v 7 LET,

i) WEIIE U TT 4=V RIZATILET,

k) [OK]Z27 Vw27 LTT Uy RAL VDR EEFET LET,

[E%£ (Work) ] A T, VRF A Y AZ U AZFHEHANDO X ¥ N[ 7 A 2% R

Z v 7 LT, 220%##kt LE T, [Create Routed Outside] X1 7 B VAR v 7 ANFRINTZH,

DB AT ZFITLET,

a) [Name] 7 4 —/V RIZ, &4HiIZATILET,

b) [/—Fé&aA248—TxzA4RXRFOra)l TART74JL (NodesAnd Interfaces Protocol
Profiles) 27 v a > T, [+] 227V vy 27 LC[/—FK 7B 2774 )LDO{ER (CreateNode
Profile) | ¥4 7 v Ry 7 2&H&£7,

¢) [Name] 7 1 —/V RiZ, 4RIZATILET,

d [/—F (Nodes) | &7+ a>vT, [+]227 V27 LT[/ —FD#&ER (Select Node) | ¥
AT7url Ry AxBEET,

e) [/—FID (NodeID) | Fay7¥ v JUR ML, /— REERLET,

f) [Router ID] 7 4 —/L RiZ, W—X IDEZANLET,

g [RET4vY )L—Fb (StaticRoutes) | E7 v a > T, [+]&#2 Vv 7 LT RETAY
9 IL— b DERL (Create StaticRoutes) | A4 7 a2/ Ry 7 A& £,

h)  [Prefix] 7 4 —/V RIT, IPv4 7 KL AL ZIEXIPv6 7 RL A& AN LET,

i) [RZALHRYTFELR (Next Hop Addresses) | £ 2 v a T, [ 22 ) w27 LT
[R9 A b Ry TDHER (CreateNext Hop) | # A 7 u/ Ry 7 A%BE £7,

) [RUABLERYTFRLR (Next Hop Addresses) | 7 4 —/L RZJEBI L, IPv4 7 FL &
FTIPV6e 7 L AEZ AN LET,

k) [EXTE (Preference) | 7 4 —/L N2, BUEZ AT LET,

) MEBEIZIE LT 7 4 —L RIZAD LET,

m) [OK]%7 U vZ LET,

n) [E#MOL— FODIERL (Create StaticRoute) 1 A 707 Ry 7 AT, MBI L THO
74—V RICASLET,

00 [OK]ZZ7Vv7 LET,

gx1—7rorEe M
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EPG DEA

Era—¥ 7+ rHE |

p) [/ —F®=EIR (SdectNode) | ¥4 7/ Ry 7 AT, LEIZGECTHO T ¢ —L RiZ
AN LET,

qQ [OK]ZZVUvyZr7L%ET,

) [/—F 70774 )LDOERL (CreateNodeProfile) 1 %A 7 w2 KRy 7 2T, LI
L7 — FIZATILET,

s) [OK]Z7Z7UwZ7 LET,

t)y MBS U T[BGP], [OSPF]. 71X [EIGRP| F = v/ Ry 7 A%A NI LET,

v MBS THO T 4 — L RIZAD LET,

v) [k~ (Next) 1227 Vv 27 LET,

w) MBS LTT 44—V RIZABDLET,

x) [OK]%ZZ Vw7 LTLAY3IDHREETT LET,

LAY 3ORELMHRT D21, [FEXF— 3> (Navigation) | XA > T, [*y bT—F>

4" (Networking) 1> [VRF]DIEIZER L £,

HEDR— AD EPG DFRHIGEA

ZDME Y7 TIE, Cisco APIC ZfEH L T\ 5 & X ITHEDR— MMIZ EPG ZH#HNICE AT 5
— e OB E R LET,

GUI ZERALTHE®D/ — F&E[FHR— F~EPGC ZERFAT 5

FIE

&
ATy T2
ATvT3

ATy T4
ATy TH

IR HEIIZ
EPG B AT BT F 2 bR T TI/ERINTWS Z &,
BED /) —FRERIL/) — FOBEDR— T, EPG Z{ERKTHZ 0N TE £,

Cisco APIC iz /A » LET,
[Tenantg] > [tenant] % &R L £,

EfloFesr—vay 7o RUT, tenant, Application Profiles, 3 U application profile
IR L £ 7,

Application EPGs # 47 V ~ 7 L. Create Application EPG Zi®#{R L £,

Create Application EPG STEP 1> Identity % 4 7 a2 7' 7/R v 7 AT, IROBEAEEFATL E T
a) Name 7 1 —/L FIZ, EPG OA4RIZ AN LET,

b) BridgeDomain K v 7% 7 U R MnE, TV vy RAL UEBRIRLET,

B Ex1—5FFUrEE
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GUI ZEA L THED / — KEfER— k~EP6 2ERIT 2 I

c) [Statically Link with Leaves/Paths] = v 7 R v 7 A& A2 L E T,

IOF v Ry 7 AEFHALT, EOR—NMIEPG ZEATLHINEHRETEET,
d) [Next] %27 Vw27 LET,
e) [Path) Ru vy 7 X o U R 0D, 565 EPG ~DFFHI/SAZEIR L £,

AT 76 CreateApplication EPG STEP 2> Leaves/Paths # 1 7 1 Z/'7R v 7 A G, Physical Domain K1z v
THEG YA NP R AL CEBRIRL £7,
ATV T ROWTNOLOFIEZFATLET

AIvay SR BA

WDOELDIZEPG % | 2L T

BT 555,

J—F 1. Leaves— U7 # BB L E T,

[Node] ke v 7F&Z o UR b, J—RE@RIRLET,
Encap 7 4 —/L KT, Jili¥)72 VLAN Z AJ L E7,

A WD

(47> = »)Deployment Immediacy K2 > 7 X7 U A KNT, 774
Jb h® OnDemand D F £1Z7 572>, Immediatez 1R L £7,

5 (F7¥a)[Mode] kry XA RNTC, 774/ b [Trunk]
DEFIZT DM, BlOE—RERIRLET,

J—FEDOR—1F |1 Paths=U 7 ZEH L £,

2. Path Fy 7 XX hinb, @b/ — FEIUR— k23R
L/iﬁ‘o

3. (A7 =) Deployment Immediacy 7 « —/V RO Ru v 7 X
ARNT, 774/ ~® 0OnDemand O F £IZ9 57>, Immediate % %
WLEF,

4. (X7 a ) Mode] FryFH YA RNT, 774/ hO® [Trunk]
DEFIZT DM, BOE—REBRLET,

5. PortEncap 7 f —/L FiZ, HAT LW Z Y VLANZ AN LET,

6. (7> = )PrimaryEncap 7+ —/L KT, EBT 257714~V VLAN
EANNTLET,

ATw78 Updatex” U7 L, Finshz7 VY v7 L%ET,
ATFv7T9  ElloFesr—var g T, B L EPG 2B L £,
ATYT1I0 RONTIOOEIEEFATLET -

« /— NTEPG ZAER L725&1%, StaticLeafs %27 U v 7 L, E¥D 1 FU T, 9N
A v R AR2AOFFME R LET,

gxa—v7rorize Wl



£r1—¥ 7o rEE |
B 50— FCEPE EBAT 2100 FAL U, BHEAET I LR TUF T4 TOT7 AL, H&LU VAN O

o J— RDOR— N TEPG ZERL L= 8 1%, StaticPortsa 27 U v 7 L, {E¥v 4 R T,
BN A v R RADFEMEFR R LET,

BEDR— MIEPGZEATAE=HONDFAL Y, EfFEAIGE7IVER T
VT4 T4 JAT7A)L, BEUVLAN DERL

ZDORE Y7 T, FFEDR— MIEPG B AT HHEICHMHEATHIMI N AL >, Hfin
778 A o7 474 Fa77 AL (AEP) . BLOVLAN Z1ERT 5 J7 150 SR 7245
R LET,

TRCHOTY RIRA > b Z—7 (EPG) IZRAA VINRETY, £/o, /X —T A A
RNY = TN—THHRRIRET V8 A =T 47 4 707 74/ (AEP) ([ZBEAHT 2 E
RV, AEP & EPG WAL KA A NNIAFET D MENRH D5 51X, AEP & KA A ZBFHfT
FAEMENRHY ET, EPGE RAA Y, BIOA v H—T oA AR — T N—T L AL
> ORE#EAHFIZHASN T, EPG BMEHAT 54— k& VLAN BRGESNET, LFO RA A >
2 A7) EPG IZBEfHIT HivE T,

« 77V r—3 3 EPG

« LA ¥ 3 Outside MRy NV —2 A L AHZ X EPG

« LA ¥ 20utside MRy NV —2 A L AHZ X EPG
T U RNETTNURBIOA R KT 7 ®8ADIER EPG

APICIE, TNHD RAAL L ZATDHH 1 DEITEIC EPG BEHEM T SN THENE D
DEMRLET, EPG BEEMIT N TV RWES, VAT AIREEZITANETA, =
T—BRELET, FAAL COBEMTBENTRWGS, BASNZERESE L <HEE L7
WRIREMER H W 9, 72L& 2iE. VLAN OB 7t % EPG THEAT 2 Z EMER TRV
Ay BASNTZBRENIE L BERE L2V ATREMEN H D £,

)

GE) AT 4w I AT 4 TEFEHLRWAEP EOEPG T Y v o— g 0k, — xR
RAYIRFEICEPGD FTHX L TP AR —FL, I —FHDxT L RAKRA 2 hMFE LT EPGHN
TVLAN Z X 7Y R—FLABRWVWEIRAEP D FTIE, EPGE FS U0 L LTHRET DY
F VA THEESE S Z LT TE £H A, EPG TAEPEEEMITABICIZ. FFv 2, T7®
A (BTfE) | FRETIRRA (X U7L) ELTRETEET,

GUI 2R L THEHEDKR— FZEPG ZRBEAT 51D FA A > KU VLAN DERL

1R BHHIIZ
*EPG ZBATHT T bR TTIEREN TS Z &,
* EPG 134 E DR — MIFHNEA SN E T,

W 51—y 75> bEE |
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FIE

ATy T

ATy T2

ATvT3

RTv74

ATy TH

GUI £ L TREDR— h = EPG £BBIT 5700 KA 1 v & UVIaN o [l

AZma—N=7T, [Z7TYv%Y (FABRIC) |>[77 X KR L— (AccessPolicies) ] DI

IR L FE T,

[FE4#—2 3> (Navigation) ] A T, [94 v RXRF2—F (QuickStart) 1% 27 U7 L

£,

[E% (Work) |4 T, [41 28— x4 RDFKE (Configurelnterfaces) 1% 27V v 7 LE

7T

[41 3 —T 4 ADEKE (Configurelnterfaces) | #4707 T, LFDOT 7 v a v aFiTL

e

a) [/—FK %47 (NodeType) 1 T, [U—7 (Leaf) 1227 VI LET,

b) [R—bk 24T (PortType) | T, [7P R (Access) | %7 Vv LET,

) [AYB—TxAREAT (InterfaceType) | T. HHID KX A FZEIR L £7°,

d [M28—7x4REHZ A4 T (Interface Aggregation Type) 1 T. [fE%I (Individual) ]
ZERLET,

e) [/—F (Node) ] T, [/—F®D:&#R (SdectNode) 1227 U > 27 L, BHD /) — ROKR >
JACTF =y 7 HBANT, [OKI1 227 Vv 7 LET, O/ — FE2ERTEET,

f) [TRTHDRASYFDA 32— 4R (InterfacesFor All Switches) 1 T, HIDA
S =7 A ADHFMHEATLET,

g [V—F7TF7UtARKR—FrKRYS—4)L—T (Leaf AccessPort Policy Group) ] DHA 1.
W= 7R KR—=krKR)I—TIL—TD:ER (Seect Leaf AccessPort Policy Group) ]
Vw7 LET,

hy [V—F79tRAKR—FRYI—5IL—TDFEIR (Sdect Leaf AccessPort Policy Group) ]
A T7arT, V= TR R=FKR)I— T IL—T DR (CreateLeaf Access
Port Policy Group) | #7 U v 27 L7,

i) (V=070 tRKR—bR)I—5IL—TDERK (CreateL eaf AccessPort Policy Group) ]
HATRID[Y Y LRLKY S — (Link Leve Policy) 1T [U 29 LARJLKY S —
MiE4R (Select Link Level Policy) 1 %27 U v 7 LE,

DOUYs LU R R LT [BIR (Sdect) | 2T B0 [ULH LA K
L —M1ERK (CreateLink Level Policy) | #27 U v 27 L, MEIZSETT 4 —/V RIZAT)
LT, [&R%E (Save) 1227V v 7 LET,

k) [fRfF (Save) 1|27 U w27 LET,

UTFDT 7 vavrzFTLT, RAL L VLAN 77—V E{ER L7,

a) [FE#X— 3> (Navigation) | <A T, [MERAAS D EHNEBRAA > (Physical and
External Domains) | # & L £ 7,

b) [MEKAA > (PhyscalDomains) #4727 U v 7 L., W@WYIZR[HE KA A > DER (Create
Physical Domain) | %R L %7,

c) [®&EI (Name) ]2, RAA v DARTIEZATLET,

d) [VLAN F—JL (VLAN Pool) ]C. [VLAN F—JLD¥ER (Create VLAN Pool) ] %3i®ER
L, REIZECTT 4 —/L RIZAI LT, [ (Submit) 1227V v 7 LET,

gx1—7rorEe M
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B rerzEmLcrTur—2 a0 re MO K~ MEBT S

ATvT6

ATy 17
ATFvT8

e) HHIZIGU T, Y DO7 4 — LV RIZANLET,
f) [Submit] 27V v 7 LET,

A=a— =T, [TFYF (Tenants) 1>[TRTDTF > F (ALL Tenants) ] DJEIZEIR L

£

[fE%E (Work) | XA > T, BIOTF U "aeXTVvr Uy 7 LET,

[FE&#—2 3> (Navigation) | X4 T, T+ & >[FTUr—23> TAIT7A)L
(Application Profiles) 1> A7 74L& >[7 ) r— 32 EPG (Application EPGs) | >
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AEPIX, /— REDORKEOR—F, BIORAA VCEEMTONET, WL R A A 1T
VLAN 7 — /VZBEHT B, 70 MIZOWEL R A A4 B bhE T,
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¥ EPG A 2 AW — MIBEEAT 51T 5,
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REXESRLET,

FIE

ATYT1 ROWVTNOOFEEFEHA LT, 77V 47— a3 EPG 28T VAT 474 7
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B Ariccul £6R LT ABP 12k RO A 28— T T4 D EPG DEA
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varurzZyAn, BLXO¥ -4y s TSV r—3 3 EPG &
WLET,
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ATvT6

ATy 1
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ATy 710
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Cisco APIC izm 7' A LET,
[Tenants] # 3R L, v~ 7 &7 Ay NEERT A7 MEBIRLET,

TFY O = a0 RUT, T2 b 7404 [Application Profiles] 7 A4 /L4 |
[Profile] 7 4+ /L4, 3 X O [Application EPGs] 7 4 /L4 Z J&BA L £ 97,
WONWTNNEFITLET
« Al U_—2Z BPG OYFL L RARA b T 2% H LWBEMER—ZD EPG IZELE T 512
X, WE Y RRA VN TR REFL_R—AEPGE2 7 U v 7 LET,
« B2 HHE DR — R EPG OWF= o RARA b T8 2% LW EMES— A D EPG (2
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IIMACT RLAZEEZEDET,
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BlE, HERXR—ZAEPGICH L TAT v F4~T 2B iRLET,

T ROFESF—var v RYT, [uSeg EPGs] 7 4+ /v X %47 U 27 L, [Create uSeg

EPG] Z#IR L £,

UTO—#HOFIREZETL, = RSN TAAL R T N—TD 121 L TRBHER—ZD

EPG OER A Baa L £7,

a) [Create uSeg EPG]) # A 7 1 7R v 27 AT, [Name] 7 4 —/V RIZAHiIEZ AT LET,
HLWBMER—ZADEPGII~A 7 0/ A M ThHDH I LARTARIEZRING D Z & a4
TLET,

b) [intra-EPG isolation] 7 f —/L R C [enforced] F 7213 [unenforced] % %R L ¥ 7,
[enforced] Zi®IR L 7285515, ACIIZ L > TZ D uSegEPGIND T RAKRA > b T34 A[H]
DOHENT XTI S ET,

¢) [Bridge Domain] =V 7 C, Fry Xy JRAMNPLT U vY RAL VEBNLET,

d) [uSegAttributes] fHIK T, A 7l Ry 7 ZADHEMIZHDH[+] Kry T Eo URA NG
[IP Address Filter] & 7212 [MAC Address Filter] Z3&4R L £ 97,

TANBEFIET HITIE, ROWT LD —HOFINEEL FETLET,

REFERT D | ROLSITERIELET ..

A

(=)
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BRNCOWTIE, 7 A VA BEREA I LTz b D &8I 5 L D HERE L
iﬁ‘o

2. [IP Address] 7 4 —/V RIZ, #UIRH 7Ry h ~AZDIP T RLAF
I TRy NEATILET,

3. [OK]%#27VUvyZ LET,

4, (FFvayv) ATy 7 10c~1cEEVELT, 2FHDOIPT Kb
AT 4 NEEERLET,
COTFIAT, ~4 7087 A2 MIAREFGHOIPT RLAZEDDH &
MTEET,

5. [CreateuSegEPG] ¥ A 7 1/ ARy 7 AT, [Submit] %27 V v 7 LET,

MAC X—ADJ& |1. [Create MAC Attribute] % 7 2 77K >~ 7 AT, [Name] 7 1 —/V RiZ4

(3 BiE AN LET,
BHNTONTIR, 7 A LA HERER L L 72 b D2 RIRT 5 K 9 HESE L
E3

2. [MAC Address] 7 4 —/L RIZ, MAC 7 RL A& AJJLET,
3 [OK]%7VUvy2r LET,
4. [CreateuSegEPG]| ¥ A 70/ R AT, [Submit] 7 UV v 7 LET,

ATwF12 ROFIAEFEFT LT uSeg EPG WL K A A NZBE#ATIT £97,
a) [T B/ — =3 (Navigation) 1A > T, uSegEPG 7 4 /L X DBHNT N D Z & Zfilgad L.
B Liz~A 7aw 7 2y hoarsralEEd,
b) [Domains (VMs and Bare-Metals)] 7+ V& %7 Vv 7 LET,
¢) E¥v 4 FUDOEMIZH D [Actions] 27 Vw7 L, Fay7ZEZu U 2 MG [Add
Physical Domain Association] % 3R L £,
d) [Add Physical Domain Association] % 1 7 7 7 7R »» 7 A C, [Physical Domain Profile] K= »
Zyy VA MNLT R 77 A VERRLET,
e) [Deploy Immediacy] =V 7 C, 7 7 # /L k® [On Demand] %% {F AivE T,
f) [Resolution Immediacy] =V 7 C, 7 7 # /L b ® [Immediate] %52} AL E T,
g) [Submit] %27V vZ7 LET, °
AT F13 uSeg EPG % ii)72 U —7 A A » FICBHEAHT £,
a) TEF—ar U4 RUT, uSeg EPG 7 A VA MBANWTIN 5 Z & A 7% L C [Static
Leafs] 227 U v 27 LET,
b) [Static Leafs] 7 1 > K7 C, [Actions] > [Statically Link with Node] %7 U v 7 L&
c) [Statically Link With Node] # A4 7 =27 C, V—7 /— R N&E—REERLET,
d) Submitz2 U v LET,
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BT 7 EATEDHY V=R L THRETEET, ZOHAIFE, BHFOIP 7 RLAXR—ZD~
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EL, TOYV 7Ry &2 Z D EPG MNET S VRF LSO VREIZHDHT A, ATT RARZ AR
BIOEFTED LI LET, KRIZ, EPG 2LV Ty FOIP T R L AIZEH AT 5 4
Ta AN LTRETIP BEAERLET,

GUIZERLE-HBYUY—XRELTDIPR—IRDIA 2 OE5 A2+ EPG DETE

VREBLUOHED 7 77V o I25D I FAT v MR T 7B RAARERLEGY —ERLE LT, 32
By h~AIDIPT RLAZHR >~ 7t/ A FEPG R ETEET,
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BT A% GUI OFBATIE, Y7 Ry b A B BRIZREINTZIP T RLANR—2R
D<A a7 A NEPG RHFAREINTWNDZ EE2FFEE LTWET,
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GE) cWHERIETIP 7 LA X—AD EPG & ET HTFIMEIZOWTIE, kEESRLTLLES

FIIE

VW, X7 AZALTOFRy hT—I R—=ZADFMEICLD~A 7wl AT —2 g 0Off
A (25 2—)

« ABBRBECIP 7 KL A RX—2D EPG Zax £ 7 5 FINAIZ DWW TIE,  [CiscoACI Mirtualization
Guide] @ [Configuring Microsegmentation with Cisco ACl] Z& LT 72 &0,

ATV T1 Z—Fy e RAIPT RLAR—ZAD EPGICBEIL £,

a) APIC GUI C. [Tenant] > [tenant_name] > [uSeg EPGs] > [uSeg_epg hame] #72 U v 7 LT
EPG O [Properties] A 7 0 7 % &K RrxLET,
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a) [Properties] # 4 7 1 2 T, [uSeg Attributes] 7 —7 V& ROTJTC[+H #2 Vv s LET, 7
07 NIRFRRE TG, [IPAddressFilter] iR L C [Create | P Attribute] %1 7 & 27
ERALET,

b) [Name] 7 4 —/L FIZARTZ AN LET,

c) [UseFV Subnet] DF = 7Ry 7 A%F NI LET,
IOFTvarERMCT LT, IPBREERIEY TRy FOIP T FL AL —ET
HZEERLET,

d) [Submit] 227V v 7 LET,
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VAFRIE~AZ AN LET,
GE)
cWTHOBALY TRy 221332 THLILENRDHY 1,
«IP7 RLAR—=ZDEPGIZBALTIE, ERIZS— bV =2A DT 74V T FL A%
ANFT20TERL, WHEPGY 7Ry hDOIP T RLAZ AN LET,

¢) [Treatasavirtual IPaddress] %R L £,
d) [Scope] T [Advertised Externally] & [Shared between VRFs] Z %4 L ¥ 4,
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GUIZEARALIEEBYY—RELTDIPR—RADIA I OET A2+ EPG DERTE fERR
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e IPT7T RLAR—Z2D~ A7t 7 AL NEPGOIEFEY—ER T RLRAELTHREINT
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a) APICGUI T, [Tenant]>[tenant_name] >[Application Profiles] > [epg_name] > [uSeg EPGS] >
[uSeg EPGs] > [uSeg_epg name] =7 U v 7 LE,

b) ¥—47 v hERBIPT KL AR—ZAD uSeg EPG D7 4 /L X % APIC DF B/ — g
74 Y RO THWEE E, [Subnets] 74 LZ &7 U w7 LET,

c) Subnets” 4> KU T, 7 RNANFA XIS THO VRF EIFINHH 7 %> FZRIRL,
Actions>Delete 7 U v 7 L ¥,

d) [Yes]®7 U>7 LCHIBRZMEELET,

AT w72 [UseFV Subnet] 47> a A2 L £,

a) =7 v hEMRDBIPT KL ANR—ZD uSeg EPG D7 # /L& % APIC DF B/ —3 3
T4 RUTHWEEE, v~/ 7kl A NEPGD4HIZ Y U w2 LTEPG @ [Properties]
A Ta T EFRLET,

b) [Properties] ¥ A 7 & 7 T, [uSeg Attributes] 7 —7 /L7225 [Use FV Subnet] 47 a » BAL)
272> TS IP BYEDIHE 2 RO £77,

) TOHEHZX7N7 Y w27 LTEdtIPAttribute ¥4 7 v 7 %2HF R L E7,
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GE)
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IP 7 RUAREMEEINET,

\}
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A v FICEEENET, HAOV—7 2L v F NG00 EPG 2R+ 5720, X2V 7 4 K
Vo—OiHANREITINET, BNV —7 A4 v FiL, 737 v MEFEILO EPG ZiRik3 2 &4
ERHVET, 777 Vv I ~ovX—lF, ANV—T AL v TFnhoiN)—7 AL vFIZ
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scopeld : 2588677

sPcTag : 16388

dPcTag : 49156

fltId : 67

action : no_stats,permit
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actrlCfgFailedTs : 00:00:00:00.000

actrlCfgState : 0

childAction

ctrctName

descr

direction : bi-dir

dn : sys/actrl/scope-2588677/rule-2588677-s-16388-d-49156-f-67
id : 4112

1cOwn : implicit

markDscp : unspecified

modTs : 2019-04-27T09:01:33.152-07:00
monPolDn : uni/tn-common/monepg-default

name

nameAlias

opersSt : enabled

operStQual :

prio : fully qual

gosGrp : unspecified

rn : rule-2588677-5-16388-d-49156-f-67
status :

type : tenant

# actrl.Rule

scopeld : 2588677

sPcTag : 49156

dPcTag : 16388

fltId : 64

action : no_stats,permit
actrlCfgFailedBmp :

actrlCfgFailedTs : 00:00:00:00.000

actrlCfgState : 0

childAction

ctrctName

descr

direction : uni-dir-ignore

dn : sys/actrl/scope-2588677/rule-2588677-s-49156-d-16388-£f-64
id : 4126

1cOwn : implicit

markDscp : unspecified

modTs : 2019-04-27T09:01:33.152-07:00
monPolDn : uni/tn-common/monepg-default
name

nameAlias :

operSt : enabled

operStQual :

prio : fully qual

qgosGrp : unspecified

rn : rule-2588677-s-49156-d-16388-f-64
status :

type : tenant
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WHTHZ ENTEET,
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* Cisco APIC U U — 2 52(1) A&, EPGN = b T 2 MEL30utEPG THAR— h SN ET,

« T U v a X [HE (permit) [ [EE (deny) 1. F7IE[UA ALY+ (redirect) ]
T, UBEA LY b T a i, Ry —_"—2 U F (L7 k (PBR) Zflif]
L7z —ER 7T I7RNETT,

cIP7 FL ALY T %y F230.0.0.0/0 £72120::0 D L30ut EPG 1. EPGHN=> T 7
k& EPG N4 BEGE ] T& £ A, Cisco APIC 1%, ZNHDBEESICEELZRAESE
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(application profile) 1>[7 74— 3> EPG (Application EPGs) | >
[epg] Z B L £,
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a7 FEBRIRLET,
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0y Ry 7 AT[AY RS9 b (Contract) | Ry X oy URA MG
Ay N7 7 FEERLET,

[#{E (Submit) 1 =27V >y 7 LET, °

L30ut EPG

[ B4/ —3 3 (Navigation) ]~ > T, [tenant_name]>[%Y kT —F
>4 (Networking) ]>[L30uts] >[L30ut_name] > [4}&8 EPG (External
EPGs) ]> [ext_epg_name] Z 3R L £9°,

[TEZE (Work) ]34 > @ [Ext-EPG N4 8 (Intra Ext-EPG Isolation) ]
T. @A (Enforced) | Z#IR L £,

[#fE (Submit) 1 %27 U v 7 LT,

[fE¥E (Work) 134 > T, [R)>— (Poicy) ]>[avF355 +
(Contracts) 1% 7 &R L £7°,

Trvay A=a—7T, [EX-EPGRa Y 59 DB (AddIntra
Ext-EPG Contract) | ##R L £,
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BR L7238, [E¥ (Work) 1A/ > [aYb39 k247 EPG
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NX-0S R 2 A JLCLU ZFER L7745 — 3> EPG ~D EPG NZ2£Y

MEMN

FIE

ATy

ATy T2

ATvT3

ATy T4

ATy TH

Ay 77 FERELEE, EPGNa b7 7 Fe LT, a7 7 bPERETEET, FIA

X VMware VDS, OVS, BIURT A Z )L H— —T[F LT,

1R B
o REFEHSD EPG D MLETT,
s T A NAEANEREINT-a " T 7 FBMETT,

a7 4Falb—vary B—NERBLET,
£l

apicl# configure

T P ERAERRCETIREIR L,

£

apicl (config)# tenant Tenant-13out

AR Layer 3 EPG Z{ERLE 721X L £ 77,
i

apicl (config-tenant)# external-13 epg ext-epg

SN EPG % VRE A v AHX AL RLET,
B -

apicl (config-tenant-13ext-epg)# vrf member vrfl
EPG WorHEZ A L £,
151
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(config-tenant-13ext-epg) # isolation enforce
Z D%, MHEIL LT, a2~ RORINZ no 211 T EPG Wiz Ehic T& £,
£

(config-tenant-13ext-epg) # no isolation enforce
ATV T6 ZU RKRA Y MNEDOBEWO N T 7 4 > 7 %3 T 52 877 MENEEPGIZEID Y TET,
{1

apicl (config-tenant-13ext-epg) # contract intra-epg contr-intra

RESTAPI R L=7 77— 3 > EPG ~®D EPG NEFID:EM

a7 FERELEE, EPGIZEPGN=Z T 7 FELTar o7 FEBIMTExET,
ZDOFEIX, VMware VDS, OVS, BLORXRXT A Z /)L H—R_—L[F LTI,

188 BRI
*EPG PR EFHTHHIHVENH Y £7°,
s T ANENEREINT - T FDBNETT,

FIE

AT 1 ROBIO X 57 XMLPOST ERZFHL TEL 7 X 2R ELET,
B -

<?xml version="1.0" encoding="UTF-8"7?>
<polUni>
<infraInfra>
<infraAccPortP name="Ports-1-12" status="deleted"/>

<!-- VMM VLAN range -->
<fvnsVlanInstP name="test" allocMode="dynamic">

<fvnsEncapBlk name="encap" from="vlan-10" to="vlan-100"/>
</fvnsVlanInstP>

<!-- Static VLAN range -->
<fvnsVlanInstP name="test" allocMode="static">

<fvnsEncapBlk name="default" from="vlan-101" to="vlan-4095"/>
</fvnsVlanInstP>

<infraAttEntityP name="test">
<infraRsDomP tDn="uni/phys-test"/>
<infraRsDomP tDn="uni/l3dom-test"/>
<infraRsDomP tDn="uni/vmmp-VMware/dom-test"/>
</infraAttEntityP>

<!-- Node profile -->

<infraNodeP name="test">
<infralLeafS name="test" type="range">
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<infraNodeBlk name="default" from ="101" to ="102"/>

</infraLeafS>

<infraRsAccPortP tDn="uni/infra/accportprof-test"/>
</infraNodeP>
<!-- Port profile -->
<infraAccPortP name="test">

<!-- 12 regular ports -->

<infraHPortS name="portslThroughl2" type="range">
<infraPortBlk name="default" fromCard="1" toCard="1" fromPort="1" toPort="12"/>
<infraRsAccBaseGrp tDn="uni/infra/funcprof/accportgrp-test"/>

</infraHPortS>

<!-- 2 ports in PC -->
<infraHPortS name="portsForPcl" type="range">
<infraPortBlk name="default" fromCard="1" toCard="1" fromPort="13" toPort="14"/>

<infraRsAccBaseGrp tDn="uni/infra/funcprof/accbundle-testPc"/>
</infraHPortS>

<!-- 2 ports in PC -->

<infraHPortS name="portsForPc2" type="range">
<infraPortBlk name="blkl" fromCard="1" toCard="1" fromPort="15" toPort="16"/>
<infraRsAccBaseGrp tDn="uni/infra/funcprof/accbundle-pc"/>

</infraHPortS>

<!-- 2 ports in PC for FEX -->
<infraHPortS name="portsForFex" type="range">
<infraPortBlk name="blkl" fromCard="1" toCard="1" fromPort="17" toPort="18"/>
<infraRsAccBaseGrp tDn="uni/infra/fexprof-default/fexbundle-test" fexId="111"/>
</infraHPortS>

<!-- 2 ports in PC for VPC -->
<infraHPortS name="portsForVpc" type="range">
<infraPortBlk name="blkl" fromCard="1" toCard="1" fromPort="19" toPort="20"/>
<infraRsAccBaseGrp tDn="uni/infra/funcprof/accbundle-testvVpc"/>
</infraHPortS>
</infraAccPortP>

<!-- FEX profile -->
<infraFexP name="default">
<infraFexBndlGrp name="default"/>

<!-- 12 FEX ports -->

<infraHPortS name="portslThroughl2" type="range">
<infraPortBlk name="default" fromCard="1" toCard="1" fromPort="1" toPort="12"/>
<infraRsAccBaseGrp tDn="uni/infra/funcprof/accportgrp-test"/>

</infraHPortS>

<!-- 3 ports in FEX PC -->
<infraHPortS name="portsForPc" type="range">
<infraPortBlk name="blkl" fromCard="1" toCard="1" fromPort="13" toPort="16"/>
<infraRsAccBaseGrp tDn="uni/infra/funcprof/accbundle-testPcOnFex"/>
</infraHPortS>

<!-- 3 ports in FEX VPC -->
<infraHPortS name="portsForVpc" type="range">
<infraPortBlk name="blkl" fromCard="1" toCard="1" fromPort="17" toPort="19"/>
<infraRsAccBaseGrp tDn="uni/infra/funcprof/accbundle-testVpcOnFex"/>
</infraHPortS>
</infraFexP>

<!-- Functional profile -->
<infraFuncP>
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<!-- Regular port group —-->
<infraAccPortGrp name="test">

<infraRsAttEntP tDn="uni/infra/attentp-test"/>
</infraAccPortGrp>

<!-- PC -—>

<infraAccBndlGrp name="testPc" lagT="1link">
<infraRsLacpPol tnLacpLagPolName="testPc"/>
<infraRsAttEntP tDn="uni/infra/attentp-test"/>

</infraAccBndlGrp>

<!-- VPC -->

<infraAccBndlGrp name="testVpc" lagT="node">
<infraRsLacpPol tnlLacplLagPolName="testVpc"/>
<infraRsAttEntP tDn="uni/infra/attentp-test"/>

</infraAccBndlGrp>

<!-- PC on FEX -->

<infraAccBndlGrp name="testPcOnFex" lagT="1link">
<infraRsLacpPol tnLacplLagPolName="testPcOnFex"/>
<infraRsAttEntP tDn="uni/infra/attentp-test"/>

</infraAccBndlGrp>

<!-- VPC on FEX -->
<infraAccBndlGrp name="testVpcOnFex" lagT="node">
<infraRsLacpPol tnLacpLagPolName="testVpcOnFex"/>
<infraRsAttEntP tDn="uni/infra/attentp-test"/>
</infraAccBndlGrp>
</infraFuncP>

<!-- Link aggregation policies -->

<lacpLagPol name="testPc" minLinks='l' maxLinks='10"'/>

<lacpLagPol name="testVpc" minLinks='l' maxLinks='10'/>

<lacpLagPol name="testPcOnFex" minLinks='2' maxLinks='5"'/>

<lacpLagPol name="testVpcOnFex" minLinks='2' maxLinks='10"'/>
</infralInfra>

<fabricInst>
<fabricProtPol name="testVpc">
<fabricExplicitGEp name="testVpc" id="101">
<fabricNodePEp id="101"/>
<fabricNodePEp id="102"/>
</fabricExplicitGEp>
</fabricProtPol>
</fabricInst>

<physDomP name="test">
<infraRsVlanNs tDn="uni/infra/vlanns-test-static"/>
</physDomP>

<13extDomP name="test">
<infraRsVlanNs tDn="uni/infra/vlanns-test-static"/>
</13extDomP>
</polUni>

ATFw T2 wOFEID L H 7 XMLPOST ERZFHLTT o FaRELE 1,
5 -

<?xml version="1.0" encoding="UTF-8"?>
<polUni>
<fvTenant name="Tenant-13out">
<vzBrCP intent="install" name="contr-intra" scope="context">
<vzSubj consMatchT="AtleastOne" name="subj" revFltPorts="yes">

BRI T MBE
|



£r1—¥ 7o rEE |
B restari 2R LET TU L —2 3 EPG ~D EPG MO BN

<vzRsSubjFiltAtt action="permit" priorityOverride="default"
tnVzFilterName="flt-ssh" />
</vzSubj>
</vzBrCpP>
<vzBrCP intent="install" name="contr2" scope="context">
<vzSubj consMatchT="AtleastOne" name="contr2-subj" revFltPorts="yes">
<vzRsSubjFiltAtt action="permit" priorityOverride="default"
tnVzFilterName="flt-ftp" />
</vzSubj>
</vzBrCpP>
<vzBrCP intent="install" name="contrl" scope="context">
<vzSubj consMatchT="AtleastOne" name="subj-http" revFltPorts="yes">
<vzRsSubjFiltAtt action="deny" priorityOverride="default"
tnVzFilterName="flt-http" />
</vzSubj>
</vzBrCpP>
<13extOut enforceRtctrl="export" mplsEnabled="no" name="13outl">
<13extRsL3DomAtt tDn="uni/l3dom-test" />
<13extRsEctx tnFvCtxName="vrfl" />
<13extLNodeP name="13outl nodeProfile" tag="yellow-green">
<13extRsNodeL3OutAtt rtrId="172.16.0.1" rtrIdLoopBack="yes"
tDn="topology/pod-1/node-101" />
<13extLIfP name="13outl interfaceProfile" tag="yellow-green">
<13extRsPathL30OutAtt addr="192.168.15.1/24" autostate="disabled"
encap="unknown" encapScope="local" ifInstT="13-port" ipvé6Dad="enabled"
isMultiPodDirect="no" 11Addr="::" mac="00:22:BD:F8:19:FF"
mode="regular" mtu="inherit"
tDn="topology/pod-1/paths-101/pathep-[ethl/10]" />
</13extLIfP>
</13extLNodeP>

<l=-
Set pcEnfPref to "enforced" to enable intra-Ext-EPG isolation.
Set pcEnfPref to "unenforced" to disable intra-Ext-EPG isolation.
-—>
<13extInstP floodOnEncap="disabled" matchT="AtleastOne"
name="13epgl" pcEnfPref="unenforced" prefGrMemb="exclude">
<1l3extSubnet ip="172.16.0.0/16" scope="import-security" />
<fvRsCons tnVzBrCPName="contr2" />
<fvRsIntraEpg tnVzBrCPName="contr-intra" />
</13extInstP>
</13extOut>
<fvCtx bdEnforcedEnable="no" ipDataPlanelearning="enabled" knwMcastAct="permit"
name="vrfl" pcEnfDir="egress" pcEnfPref="unenforced" vrfIndex="0">
<fvRsVrfVvalidationPol />
<vzAny matchT="AtleastOne" prefGrMemb="disabled" />
</fvCtx>
<fvBD OptimizeWanBandwidth="no" arpFlood="yes" epClear="no" hostBasedRouting="no"
intersiteBumTrafficAllow="no" intersitel2Stretch="no" ipLearning="yes"
ipv6McastAllow="no" limitIpLearnToSubnets="yes" 1l1Addr="::"
mac="00:22:BD:F8:19:FF" mcastAllow="no" multiDstPktAct="bd-flood" name="bd-web"
type="regular" unicastRoute="yes" unkMacUcastAct="proxy" unkMcastAct="flood"
vounkMcastAct="flood" vmac="not-applicable">
<fvSubnet ip="192.168.1.254/24" ipDPLearning="enabled" preferred="no"
scope="private" virtual="no" />
<fvRsCtx tnFvCtxName="vrfl" />
<fvRsBdToEpRet resolveAct="resolve" />
</fvBD>
<fvBD OptimizeWanBandwidth="no" arpFlood="yes" epClear="no" hostBasedRouting="no"
intersiteBumTrafficAllow="no" intersitel2Stretch="no" ipLearning="yes"
ipv6McastAllow="no" limitIpLearnToSubnets="yes" 1l1Addr="::"
mac="00:22:BD:F8:19:FF" mcastAllow="no" multiDstPktAct="bd-flood" name="bd-app"
type="regular" unicastRoute="yes" unkMacUcastAct="proxy" unkMcastAct="flood"
vounkMcastAct="flood" vmac="not-applicable">
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<fvSubnet ip="192.168.2.254/24" ipDPLearning="enabled" preferred="no"
scope="private" virtual="no" />
<fvRsCtx tnFvCtxName="vrfl" />
<fvRsBdToEpRet resolveAct="resolve" />
</fvBD>
<vzFilter name="flt-ftp">
<vzEntry applyToFrag="no" arpOpc="unspecified" dFromPort="ftpData"
dToPort="ftpData" etherT="ipv4" icmpv4T="unspecified" icmpvéT="unspecified"
matchDscp="unspecified" name="ftp" prot="tcp" sFromPort="unspecified"
sToPort="unspecified" stateful="no" />
</vzFilter>
<vzFilter name="flt-ssh">
<vzEntry applyToFrag="no" arpOpc="unspecified" dFromPort="ssh" dToPort="ssh"
etherT="ipv4" icmpv4T="unspecified" icmpv6T="unspecified"
matchDscp="unspecified" name="ssh" prot="tcp" sFromPort="unspecified"
sToPort="unspecified" stateful="no" />
</vzFilter>
<vzFilter name="flt-http">
<vzEntry applyToFrag="no" arpOpc="unspecified" dFromPort="http" dToPort="http"
etherT="ipv4" icmpv4T="unspecified" icmpv6T="unspecified"
matchDscp="unspecified" name="fltl" prot="tcp" sFromPort="unspecified"
sToPort="unspecified" stateful="no" />
</vzFilter>
<fvAp name="ap-appl">
<fvAEPg floodOnEncap="disabled" hasMcastSource="no" isAttrBasedEPg="no"
matchT="AtleastOne" name="epg-app" pcEnfPref="unenforced"
prefGrMemb="exclude" shutdown="no">
<fvRsProv intent="install" matchT="AtleastOne" tnVzBrCPName="contr2" />
<fvRsProv intent="install" matchT="AtleastOne" tnVzBrCPName="contrl" />
<fvRsPathAtt encap="vlan-103" instrImedcy="immediate" mode="native"
primaryEncap="unknown" tDn="topology/pod-1/paths-101/pathep-[ethl/3]1" />
<fvRsDomAtt bindingType="none" classPref="encap" encap="unknown"
encapMode="auto" epgCos="Cos0" epgCosPref="disabled" instrImedcy="lazy"
netflowDir="both" netflowPref="disabled" numPorts="0" portAllocation="none"

primaryEncap="unknown" primaryEncapInner="unknown" resImedcy="immediate"
secondaryEncapInner="unknown" switchingMode="native" tDn="uni/phys-test"
untagged="no" vnetOnly="no" />
<fvRsBd tnFvBDName="bd-app" />
</fvAEPg>
<fvAEPg floodOnEncap="disabled" hasMcastSource="no"
isAttrBasedEPg="no" matchT="AtleastOne" name="epg-web" pcEnfPref="unenforced"

prefGrMemb="exclude" shutdown="no">
<fvRsPathAtt encap="vlan-104" instrImedcy="immediate" mode="native"
primaryEncap="unknown" tDn="topology/pod-1/paths-101/pathep-[ethl/41" />
<fvRsDomAtt bindingType="none" classPref="encap" encap="unknown"
encapMode="auto" epgCos="Cos0" epgCosPref="disabled" instrImedcy="lazy"
netflowDir="both" netflowPref="disabled" numPorts="0" portAllocation="none"

primaryEncap="unknown" primaryEncapInner="unknown" resImedcy="immediate"
secondaryEncapInner="unknown" switchingMode="native" tDn="uni/phys-test"
untagged="no" vnetOnly="no" />
<fvRsCons intent="install" tnVzBrCPName="contrl" />
<fvRsBd tnFvBDName="bd-web" />
</fvAEPg>
</fvAp>
</fvTenant>
</polUni>
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naTnd
TR SN EEETT,
« MBS 7 N —T1TE £ D EPG I, #MEB EPG (InstP) D 0/0 7L 7 o » 7 ATl YR —

Féﬂfwiﬁh A5 EPG (InstP) 7257 F >k EPG Ik L, BN 7 L —7 T A
TH70I200 7 VT 4w 7 ANRKIERBEAITIE, 000 %2 0/1 & 128/1 1258452 LN T
%iﬁ—o

« BRIES 7 —7 EPG X, GOLF H¥fE CIZV R— &N TCWhWEvA, 77V r—a
EPG & GOLF @ L30ut EPG & OO(E 1%, BRI L » THIET 26BN H Y
i‘g—o

GUI ZERALEaIY 39 MRV IL—TDERTE

IR HEIIC
T b & VRE. BL OB V—T 242 EPG #1ERL L £,

B Ex1—5FFUrEE
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FIE

ATy T
ATvF2
ATvT3
ATvT4
ATy 75
ATvT6

ATvT1
ATvT8
ATv79
ATy 710

GUI @A LT L~ H—E 2 EP6 Ky v—ates [

A=a2— /=T, [Tenants] > T+ rE&%&2 7V v 7 LET,

[Navigation] ~X4 > C, 77> k. [Networking], [VRFs] DJEIZERE L F7,
Ay h7 7 MERIN—TERETDVREAZ 7V v LET,
Preferred Group Member 7 ¢+ —/L K C, Enabled 27 V v 7 L ¥ 7,
Submit #7 U > 7 LET,

Navigation 7 .t > K7 ¢, Application Profiles BBl L. 775> N VREOT 7 U r— g v
Tu Ty A NEERT D0 BRLET,

Application EPGs % JEH L, 2L/ NV—7 %M+ 25 EPGE 27 Y v 7 LET,
[Policy] 3 & U [General] % 7 % 3#R L £ 9,

Preferred Group Member 7 ¢ —/L KT, Include% 27 V v 7 L7,

Submit #7 U > 7 LET,

RDBERY

Z D EPG L IEHIBOWBEEZIT O . D EPG DI T IV—TF DA R —2 o FRANI LE
T, 72, BT IL—TD EPG & A L R—=TIE R0 E LILRWMiiod EPG B 0 i1E % i1
T35, @R ar b7 b ERETDHIELTEET,

)

GE)

L4~LT YV —ER T T 752N L THERIN—T A "= R— 58815, L4~L7V—
E' A EPG AR Y v —ZERT D MENRH Y £7, L4-L7 —E X EPG R Y > —DIEKIZET 5
FEMIZOWTTIE, GUI 2 L72 L4 ~ L7 ¥ —E A EPG R U v —DIERK (63 X—) &%
L TLIEEN,

GUI AL~ LT —EXEPG KR! >—DIERK

ZDHRATTIL, EPGEEIIITN—TITED LD, BRI N—TNEEATE0EERT IR
Vo—Z B LET, BEINL—T A=y 10k, = RRA V MIEINR L TH
MEIEETEET, FRLERY O—id, EPGICYH—E R V57 Fo L — haEHT5

EEITERTE £,

1R BHHEIIZ
TF o R EER L TEBSMLERD Y 7,

gx1—7rorEe M
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FIE

ATy T
ATy T2
ATvT3

RTvT4
ATvTH
ATvT6

ATy 71

A =2 — /N—"TC, [Tenant]> 7} " ZRINL 7,

[Navigation] -1 > C, [Policies] > [Protocol] > [L4-L7 Service EPG Policy] Zi#R L £,
[Navigation] ~X > C, [L4-L7 Service EPG Policy] #4 2~ U 2 LT [Create L4-L7 Service EPG
Policy] Z &R L £,

[Create L4-L7 Service EPG Policy] # A 7 1 77K v 7 ANRF RS NET,

[Name] 7 « —/V RIZAKR Y o —D—EDOL4HTZE AT LET,

47" a2, [Description] 7 4 —/b RIZAKR Y —DftHEZ AN LET,
[Preferred Group Member] 7 -« —/L R C, EPG Z[RINT D OMBIEA L Xx— L LTHD H AR
LET,

[Submit] #7 U » 7 LET, °

BHULSAER L2 Y =23 [L4 ~ L7 —E R EPG 7R U > — (L4-L7 Service EPG Policy) ] ®
TEEARA VR MIERRSINET, EESAL U TRY U—%fRET DI, AU —52 50T
EHETNTV w7 LET,

RDZBRY
Y= R 7T T7HEPGICHMATHEEIZ, =R T TFTT7 T 7L — R THLWLALT I —
EAEPGARY v —%BINTEH L9270 £ L7, [CiscoAPIC Layer 4to Layer 7 Services

Deployment Guidell @ [Using the GUI] D& T [Applying a Service Graph Template to Endpoint
Groups Using the GUI] &M L T 72&0,

A JL—ILEEBIL—ILE ST Y
HA)L—ILE L UVIEGIL—ILEZESTEZHOEE

Cisco Application Policy Infrastructure Controller (Cisco APIC) Y U —R 3.2 LIRETIL, #7721
TR, FHIEHEEOMGOT 72 a e B LR ERETEET, SF I EREIRIAN
(FT7H b, E AR OIERT 7 v a VERETEET,

N— IV OFESIIRD X5 Ifipik s Ez 4,
BFEROGEIIE, TRTON—/L O Tl bARVMESENEN. 23E D 24 THET,
« VzAny B OZFNIIREBROES L 0 SV EBRIEMAE D B CTonE T,

*« EPG M DEf D /v— VX vzAny D /V—0 L0 EBSENANL S E T2 D FE D EPG X7 [H]
DEKNL vzAny DK L0 BRI E T,

B Ex1—5FFUrEE
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GUI AL TACLO Y +54 toRasLCEEDX 7 &am=T2 [

o BEED BEPG T OB EENDT 7 /L MEEIBA. OIS L —VIZ, F O EPG T
DFF R — L EABESENENL L~ UL [E U C9, [/ CESCIEAL O FF Rl L — b & S L— L D]
FWRT 7 4 o7 l—FT 2563, HEEV—ABEEEINET,

s vzAny IO E EN DT 7 4/ MESNEALOIE AR V—ViE, & D vzAny ~XT OFF Al
Jo—v EBSENANL L~V E T, [/ CEZENERL OFF ATV — L LG L — L O 528 K
T 74w I —BTH5GAIE EEL—ABREBEINET,

o BESENENL 23 B b B WEA L—L X, EPG BIOZK LR U LU CBE S 1,
o« BESRNENL A OIS L—L1E, vzAny-EPG B OZKI L [F U L-~UL T S E T,
o« BRNACL D e BARWEA L —/113, vzAny BIOZKI LR U L~ TRBL S L E T,

* EPG [H ORI THG OBENANLZ T 5 & EPG RIOFFAL— O —BEE LV bE
fshEd,

GUI ZERALTACLO Y 57 FOFAIELTEERX VT ZFRIC

ERS

WOFIETIE, GUIEEHALTACL 2> b7 7 FOHFARBIIES o X 72 HNIT 505
EEFRLET,

)

FIE

ATy T
ATy T2

ATvT3

ATvT4

ATy Th
ATvT6

GE)  FrrieXo 7 %Ete7 v ME, EPG A#T 5 VRF 24 &7 7 b TY, ZHIFIST LD
EPG LRILT o hOET 52 N7 7 N THAMEITH Y /A,
A = a— /N—"T, [Tenants] > [<tenant name>] DJIEIZER L £,

[Navigation] XA > C, [Contracts] % & L. [Standard] #4727 Y » 2 L T [Create Contract] %
BIRLET,

[Create Contract] ¥4 7 2 77K v 7 AT, IROIEEEZFETLET,

a) [Name] 7 4 —/L N2, ZKIOAFTEZ A LET,

b) [Scope] 7 4 —/V KT, D A=2—=7 ([VRF], [Tenant], F7=1% [Global]) ZiER L FJ
c) AFvarv, ary 77 MIEATHZ—4 > FDSCP 721X QoS 7 7 A% E LET,
d) [+]7A4=2>%27 V27 LT, [Subject] % BB L FJ,

[2> 727 bOY T V=7 NOVER (Create Contract Subject) | XA 7R TR v 7 AT, kKD
BEZIATLET

BTVl FOLRL, TLTCA T v arE LTRHEANLET,

FFvarv, =5y FDSCPO Ry Xy X Npb, 797 MIEHT % DSCP
Vi N D= S I

gx1—7rorEe M
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ATy T17

ATvT8

AFvT9
ATy 710

ATvIN
ATvT12

ATy 713
ATvT14
ATvT15
ATvT16

B W TR aryya—<nb 7N, XOFRICOREHT 5D TRWIEY . [Apply
Both Directions] T4 2 L7cEFIZLTBEET,

[Apply Both Directions] % F = »» 77 L T72\\ 55 [Reverse Filter Ports] #F = v 7 L7 E £IZL
T, = ART BN, ENOEEFICHEA SN LT LA Y4 Y —REFEoER— N a2 L
£

M7A=2%2Y 27 LT, [Filters] & L £ 7,

[Name] Re vy X URANT, 72& 2%, arp, default, est, icmp 7e &4 7> = &R
TH0, URIRE LT 7 4 VX IR L ET,

[Directives] K v F&Z 2 UART, [logl 227 Vv LET,

(EE) ZoMATEITTDHT 7Y ar% Denyl ICEF LET (£ 773 &2T 7%
Jb RO [Permit] DE FIZLE T,

Directive : 2 7 AMUIZ LY DML OT 7 29 3 [Permit] 1272 > TW D86, ACL I3
A EFZFNCR VIS TND T e —E Xy MBI LET, ZOHHDT 7 2 3 )3 [Deny]
DO¥E . ACL Offsa T 7 —E 347y N &EBFL 17,

UEE) L oEEEMZE=E L £,
[Updatel 7 U v 7 LET,
[OK] %7 Vw27 LET,

[41 (Submit) 1227V v LET,
X ITNZDary T ML TEINZRY £97,

NX-0SCLI =R LACLO > F3 7 FEFRIAX VT DAL

FIE

WOHIIE, NX-OSCLIZ AL T2y o7 FFrnX o 7 2G0T 2 FiEEZ R LTWVE
—éqo

ATV Tl av 77 FFaL— KXV RETEE Ay y bEREF 7o —0u X 72 /T 51T

X Roa~<r R LET

configure

tenant <tenantName>

contract <contractName> type <permit>
subject <subject Name>

access-group <access-list> <in/out/both> log

&1
WIZH &R LET

apicl# configure

apicl (config)# tenant BDModel

apicl (config-tenant) # contract Logicmp type permit

apicl (config-tenant-contract) # subject icmp

apicl (config-tenant-contract-subj)# access-group arp both log

B Ex1—5FFUrEE



| #%2—¥ 575> riE
RESTAPI %A L 1= AcL2asra o s snant |

ATwFT2 FaaX o 2B 512iE,. nolEX D access-group 2~ REFEHLET, 72L& 2I1E, no
access-group arp both log I ¥ FEfEAHLET,

RESTAPI Z#{E/A L 7- ACL 22#EFrI 0 X > J D ENE

WO, RESTAPI Zf ] L CHAIBIOMEGE e X 72 A80cd 5 Hika RLTWET,
ZOHITIE, ACL ORI ZHE L., 4 Permit BE L. BEINET 7> a v 2ESTHIC
X, BROa XL VEESLET,

FIE

i

ZORETIE, OFID L 9512 XML T post x5 L E 4,
1 -

<vzBrCP dn="uni/tn-Tenant64/brc-C64" name="C64" scope="context">
<vzSubj consMatchT="AtleastOne" name="HTTPSsbj" provMatchT="AtleastOne"
revFltPorts="yes" rn="subj-HTTPSsbj">
<vzRsSubjFiltAtt action="permit" directives="log" forceResolve="yes"
priorityOverride="default"
rn="rssubjFiltAtt-PerHTTPS" tDn="uni/tn-Tenant64/f1t-PerHTTPS" tRn="flt-PerHTTPS"
tnVzFilterName="PerHTTPS"/>
</vzSubj>
<vzSubj consMatchT="AtleastOne" name="httpSbj" provMatchT="AtleastOne"
revFltPorts="yes" rn="subj-httpSbj">
<vzRsSubjFiltAtt action="deny" directives="log" forceResolve="yes"
priorityOverride="default"
rn="rssubjFiltAtt-httpFilter" tDn="uni/tn-Tenant64/flt-httpFilter" tRn="flt-httpFilter"
tnVzFilterName="httpFilter"/>
</vzSubj>
<vzSubj consMatchT="AtleastOne" name="subj64" provMatchT="AtleastOne" revFltPorts="yes"
rn="subj-subj64">
<vzRsSubjFiltAtt action="permit" directives="log" forceResolve="yes"
priorityOverride="default"
rn="rssubjFiltAtt-icmp" tDn="uni/tn-common/flt-icmp" tRn="flt-icmp" tnVzFilterName="icmp"/>

</vzSubj>
</vzBrCpP>

GUIZERALEZEILEIV RS MEROXF VT DEME

WOTFIEL, GUIZMHALCEIEa T 7 bOEGR X 72492 T 5 HEEZ R LTWE
7,

FIE

ATy 1 A==2— "—7T, [Tenants] > [<tenant name>] DIAIZEIR L 5,

gx1—4 7o rEE )
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B voscuzgmLEZESY K5 MEBDEL T OEDIE

ATy T2
ATvT3
ATvT4

ATy TH

ATvT6

[Navigation] - "G, [Contracts] % B L ¥,

[Taboos] #4577 U v 7 L. [Create Taboo Contract] Z &R L £,

[Create Taboo Contract] # 4 7 2 2 Ry 7 AT, WROBEZFETL TEILRNEZRHELET,

a) [Name] 7 4 —/L FIT, RDOAFTIZ AT LET,

b) A7 =3, [Description] 7 4 —/V RIZ, ZIEFFOFAEZ AT LET,

) [H]7A=2>%27 V27 LT, [Subject] Z R L E7,

[Create Taboo Contract Subject] A 7 1 7 R 7 AT, IROBEEFITLET,

a) [Specify Identity of Subject] fEIIZ, #AT&LF (X7 a ) ZANLET,

b) ] 7A 3% U vs LT, [Filters] ZEH L £,

¢) [Name] K v 7*Z 7 A K)n | <tenant_name>/arp, <tenant_name>/default,
<tenant_name>/est, <tenant_name>ficmp 72 E DT 7 b MEOWT AR L, LA
YER U727 4 /L Z H> [Create Filter] 272 L £,

(6=3))
[Specify Filter Identity] 15k C [Create Filter] Z 38R L7235, IROEMEAL FEITL T, ACL HER
=V DIEERFRTE L ET,

1. &ied 7Ty aroimEANLET,

2. [Entries] #EBE L. W— /L DOL4HIZAN LT, HEETDH T 7 4 v 7 2 EFRT HEM2 %
RLUET,

3. [Directives] K2 v 7 & 72U X hC [log] Z&IN L ET,
4. [Update] %7V vZ7 LET,
5 [OK]%#7 Vw7 LET,

[3=F (Submit) 127V v 27 LET,
X NIOEEIEa S T MR L TEDCRY 7,

NX-OSCLI #fFAL=ZLta> 52 MEBOXT U DEIE

FIE

&

WOHIIE, NX-OSCLIZ{#HEH LTIk 77 MERuX U 2/ T 5 HEEZRLTY
F9,

Bikar b T 7 MEGL—ADOEDIZ ey SN0 ry hERE7e—ou X 72 6%)
T A2, koa~vy FEEHLES
configure

tenant <tenantName>
contract <contractName> type <deny>

B Ex1—5FFUrEE
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ATvT2

RESTAPI A L=k 2wEmn ¥y soant [

subject <subject Name>
access—-group <access-list> <both> log

1 :
WIZHl R L ET

apicl# configure

apicl (config)# tenant BDModel

apicl (config-tenant)# contract dropFTP type deny

apicl (config-tenant-contract)# subject dropftp

apicl (config-tenant-contract-subj)# access-group ftp both log

R X 7 2Bhcd 512iE, nofB o access-group 2~ > REFEHLET, 72& 21, no
access-group https both log 2~ R&fEH L E9,

RESTAPI Z{F A L - Z 1L 2HEEOX T DEHIL

FIE

WOFENEL, REST API i L CEEIEEHE R e X0 7 2 G392 5 HiEEZ R LTWET,

87— ERET DR XL T EEET S, WOFID X 512 XML T post Z#4(F L £T,
1

<vzTaboo dn="uni/tn-Tenant64/taboo-TCtrctPrefix" name="TCtrctPrefix" scope="context">
<vzTSubj name="PrefSubj" rn="tsubj-PrefSubj"">
<vzRsDenyRule directives="1log" forceResolve="yes" rn="rsdenyRule-default"
tCl="vzFilter"
tDn="uni/tn-common/flt-default" tRn="flt-default"/>
</vzTSubj>
</vzTaboo>

GUI ZEA L= ACLEFRIE K MHEE RV DRR

FIE

WOFEIEIL, GUIZERALT, bT7 74w 7 70—0O ACLFHBIOHEG T 7% (A#hic
o TWIE) FRT D HEEZRLTWET,

ATy 1 A==2— =T, [Tenants] > [<tenant name>] DIFIZEIR L F 5,

AT w72 [Navigation] ~*A > C, [Tenant <tenantname>] %7 U v 7 L ¥,

AT w73 Tenants<tenant name> [Work] << > C, [Operational] # 7% 27 U v 7 L7,
AT 74 [Operational] # 7D F T, [Flows]| ¥ 7 %27 U7 LET,

gxa—v7rorize Wl




Era—¥ 7+ rHE |
B orestari zmm L AL TS L UIEBDY

[Flows] ¥ 7D T T, WIN»rDOX 7% 7 v 7 LT, LAY2iFrns ([L2Permit]) . LA
Y 3% e/ ([L3Permit])) . LA ¥2f&e s ([L2Drop]) . £k A ¥ 3HEHFe 7 (L3
Drop])) Ou/ T—2%FKRLET, £X¥ 7T, N7 74 v 7B 7r—LTWiE, ACLRX
VTR ERRTEET, T—HRA L ME, v X AT EACLL—/VIGE U TR £
9, 722X, [L3 Permit] # 733 LN [L3 Deny] B ZIZIZR DT —H RA v b REENE T,

* VRF
e A UT R

« EFETLIP T KL A
«SEHIP T KL A

« 7 haj

« EEITLHR— K
 SESEAR— k

« BfETEMAC 7 L&
« 5695 MAC 7 R LA

« /—F

s EFTAH—T A A
« VRF 5 71k

« {5t EPG

« 565 EPG

« EfFILPC X7

« 585 PC ¥ U

GE)

F 7=, [Flows] # 7 DD [Packets] ¥ 7 &2 MiH LT, v 7 =F v, £Ex. BLOSLENFEL
THAHENT Y OV —T (HKR10H) DACLuR SICT7 7 EBATEET, FHEShEV R
0y 7TENTZVTE Ty NOXA T EERTEET,

RESTAPI Z{EA L7- ACLFa B L UNIEFO S

WwOBNE, RESTAPIZHERA LT, bT7 74 v 7 7Zu—DLA Y 28HKn S T—F 2K RrRTD
FEERLTWET, ROMO ZHEA LT/ ZXETHI LN TEET,

* acllogDropL2Flow

* acllogPermitL.2Flow
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RESTAPI %/ L= AcLFa s & 0iEED Y [

acllogDropL3Flow
* acllogPermitL3Flow
* acllogDropL2Pkt

* acllogPermitL.2Pkt

* acllogDropL3Pkt

* acllogPermitL.3Pkt
45O SRS
ACLEFFHF R B LG 1 7 OF — 2 &/ d AN, A5t n X o 7255
VERHY £,

FIE

LA4Y3 Reyr nl 5—2%2Fr T 521X, RESTAPI ZfH L CRkO7 =) %5 LE
hd‘o

GET https://apic-ip-address/api/class/acllogDropL3Flow
1 -
ROBITIZ, YT DHvRLET,

<?xml version="1.0" encoding="UTF-8"?>
<imdata totalCount="2">

<acllogPermitL3Flow childAction=""
dn="topology/pod-1/node-101/ndbgs/acllog/tn-common/ctx-inb

/permitl3flow-spctag-333-dpctag-444-sepgname-unknown-depgname-unknown-sip-[100:c000:a00:700:000:0: £00:0]

-dip-[19.0.2.10]-proto-udp-sport-17459-dport-8721-smac-00:00:15:00:00:28-cdmac-00:00:12:00:00:25-sintf-

[port-channel5]-vrfencap-VXLAN: 2097153" dstEpgName="unknown" dstIp="19.0.2.10"
dstMacAddr="00:00:12:00:00:25"

dstPcTag="444" dstPort="8721" lcOwn="local" modTs="never" monPolDn=""
protocol="udp" srcEpgName="unknown"

srcIntf="port-channel5" srcIp="100:c000:a00:700:b00:0:£00:0"
srcMacAddr="00:00:15:00:00:28" srcPcTag="333"

srcPort="17459" status="" vrfEncap="VXLAN: 2097153"/>

<acllogPermitL3Flow childAction=""

dn="topology/pod-1/node-102/ndbgs/acllog/tn-common/ctx-inb

/permitl13flow-spctag-333-dpctag-444-sepgname-unknown-depgname-unknown-sip-[100:c000:a00: 700:000:0: £00: 0] -dip—

[19.0.2.10]-proto-udp-sport-17459-dport-8721-smac-00:00:15:00:00:28-dmac-00:00:12:00:00:25-sintf-

[port-channel5]-vrfencap-VXLAN: 2097153" dstEpgName="unknown" dstIp="19.0.2.10"
dstMacAddr="00:00:12:00:00:25"
dstPcTag="444" dstPort="8721" lcOwn="local" modTs="never" monPolDn=""
protocol="udp" srcEpgName="unknown"
srcIntf="port-channel5" srcIp="100:c000:a00:700:b00:0:£00:0"
srcMacAddr="00:00:15:00:00:28" srcPcTag="333"

| gra—v 7oz W
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srcPort="17459" status="" vrfEncap="VXLAN: 2097153"/>
</imdata>

NX-0SCLl Z{#EA L= ACLEF RIS L UEE R TV DR

WOTFNEIL, NX-OS A ¥ AL CLIshowacllog 2~ RZEH L TACL v 7 Ot &2 FKRT 5
FitEER L TVET,

LAY 3 a3~y ROMEIE, show acllog {permit | deny} 13 {pkt | flow} tenant <tenant_name> vrf
<vrf_name> srcip <source_ip> dstip <destination_ip> srcport <source port> dstport
<destination_port> protocol <protocol> srcintf <source interface> start-time<startTime> end-time
<endTime> detail T3,

LA ¥ 2a~<y ROFECIE, show acllog {permit | deny} 12 {flow | pkt} tenant <tenant_name> vrf
<VRF_name> srcintf <source interface> vlan <VLAN_number > detail T3,

\}

G£)  showacllog =~ ROFERZRMEIL, 5 A Cisco Nexus 9000 &V — R ZA » F

FIE

ATy T

(N9K-C93180LC-EX 72 P4 B DEZICEX £T2ILFX o<, b LIZFNLUBED T U —X)
BILUCiscoAPIC UV V — R 32D TOLMEHTEEd, FMRDRAAL v F (LEITOHREZIZ
EX F 720 FX 3372 0N) F721% 3.2 LLRIT D Cisco APIC U U — AT, HHAREZ S0l

RLOE Y TY,

Cisco APIC 3.2 LIFE i, B F— U — R detail keyword:[dstEpgName
<destination_ EPG_name>| dstmac <destination_ MAC_address> | dstpctag <destination_PCTag>
| srcEpgName<source EPG_name> | srcmac <source MAC_address> | srcpctag <source PCTag>]

Ll Hla~vr FOWFDONR— g AAGBMENE T,

WOHICIE, show acllog drop 13 flow tenant common vrf default detail =~ > K& LT, 3
W7 hO LAY 3G e ZICET D EME R £R T o T EE R LET,
i -

apicl# show acllog deny 13 flow tenant common vrf default detail
SrcPcTag : 49153

DstPcTag : 32773

SrcEPG : uni/tn-TSW_Tenant0/ap-tswOAPO/epg-tswOctx0BDOepg6

DstEPG : uni/tn-TSW_Tenant0/ap-tswOAPO/epg-tswOctx0BDOepg5

Srclp : 16.0.2.10

DstIp : 19.0.2.10

Protocol : udp

SrcPort : 17459

DstPort : 8721

SrcMAC : 00:00:15:00:00:28

DstMAC : 00:00:12:00:00:25

Node : 101
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ATy T2

ATvT3

ATvT4

NX-0S CLl £ L= AL e s £ viEBR R v ox% [

SrcIntf : port-channelb
VrfEncap : VXLAN: 2097153

ZOBITIHE MR D AL v FF£7215 3.2 LARTD Cisco APIC V V —ATOHNZRLFET,

W OFITIL, show acllog deny 12 flow tenant common vrf tswOconnctx0 detail =~ > K% & L
T, @7 F o bOLA Y 3EL e 2T 25EMERE R T D HEEZ R LE T,

apicl# show acllog deny 12 flow tenant common vrf tswOconnctx0 detail
SrcPcTag DstPcTag SrcEPG DstEPG SrcMAC DstMAC

Node SrcIntf vlan

32773 49153 uni/tn-TSW uni/tn-TSW 00:00:11:00:00:11 11:00:32:00:00:33

101 port- 2
_Tenant0/ap- _Tenant0/ap-
channel8
tswOAPO/epg- tswOAPO/epg-

tswOctx0BDOepg5 tswlOctx0BDOepg6
ZOBITIEE RO AL v F E7213 3.2 BLATO Cisco APIC V UV —ATOH S Z/R L ET,
WROFITIiL. show acllog permit I3 pkt tenant <tenant name> vrf <vrf name> [detail] =~ R %

LT, #ME S 7o — kI VRF ACL LA ¥ 3 7FR[/37 » MIBT 2REfE A RrT 5
HEERLTHET,

apicl# show acllog permit 13 pkt tenant common vrf default detail acllog permit 13 packets
detail:

srclp : 10.2.0.19
dstIp : 10.2.0.16
protocol : udp

srcPort : 13124

dstPort : 4386

srcIntf : port-channel5
vrfEncap : VXLAN: 2097153
pktLen : 112

srcMacAddr : 00:00:15:00:00:28
dstMacAddr : 00:00:12:00:00:25
timeStamp : 2015-03-17T21:31:14.383+00:00

ZOBTIHE MR D AL v FE£7212 3.2 LARITD Cisco APIC V V — A TOHNZRLET,

ROFITIX, show acllog permit 12 pkt tenant <tenant name> vrf <vrf name> srcintf <sinterface>
A REMEHLT, A ¥ =72 ZAR—FF ¥ RNV NHEESNZT 7 4/ FD VRF
LAY 2807y MCHET D ®RERRT D EEZ R L TWET,

apicl# show acllog permit 12 pkt tenant common vrf default srcintf port-channel5

acllog permit L2 Packets
Node srcIntf pktLen timeStamp

port-channelb 1 2015-03-17T21:
31:14.383+00:00

ZOFITIEE L RO AL v FF72133.2 L VEITD CiscoAPIC YV V—ZATOH 12 /RLET,

gra—y7rorue B
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