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« Cisco Application Policy Infrastructure Controller 3

« Cisco Application Policy Infrastructure Controller 4
. 5

. 8

Cisco Application Policy Infrastructure Controller

Cisco Application Policy Infrastructure Controller  APIC

Cisco Application Centric Infrastructure ACI IP
VRF
VRF
1 IP
1 VRF
VRF

1. [ System ]>] System Settings ]>[

Fabric Wide Setting ]
2. [ Enforce Subnet Check ]

Cisco APIC 5.3.x .



Cisco APIC |
. Cisco Application Policy Infrastructure Controller

IP
IP IP
Cisco APIC 75% IPv4
ARP IPv6
Cisco APIC IP
IP
IP
1. [ System ]>[ System Settings ]>[ Endpoint
Controls ]
2. [IP IP Aging ]
3. [ Administrative State ] [ Enabled ]
MCP LLDP
STP
MCP  EPG
1. [ Fabric 1> Access Policies  ]>>[ Policies ]
> Global ]>[MCP MCP Instance Policy
default ]
2. [ Administrative State ] [ Enabled ]
3. [VLAN MCP PDU Enable MCP PDU per VLAN ]

Cisco Application Policy Infrastructure Controller

API
Cisco Application Policy Infrastructure Controller APIC

GUI

Cisco APIC GUI REST API Cisco APIC
Cisco APIC
GUI GUI
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AEP
Cisco APIC GUI Cisco APIC Getting Started Guide
Cisco APIC
NX-0S CLI
NX-0S CLI Cisco APIC
CLI EXEC
Cisco APIC NX-0S CLI  APICGUI
5
REST API
REST API
GUl  CLI
Cisco APIC REST API REST
APl JavaScript JSON XML
HTTP HTTPS
API
JSON XML
REST API Cisco APIC REST API
Cisco APIC un
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NX-0S CLI
APIC GUI GUI
APIC GUI NX-0S CLI
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Cisco APIC GUI NX-0S
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GUI | Tenants ] > [tenant-name] > [
Application Profiles ] > [application-profile-name] > [ EPG Application
EPGs ]>[EPG-name]>| Static Ports ]1>[PC VPC
EPG Deploy Static EPG on PC, VPC, or Interface ]
NX-OS CLI  show running-config

leaf 102

interface ethernet 1/15

switchport trunk allowed vlan 201 tenant tl application apl epg epl
exit

exit

NX-0S CLI

apicl(config)# leaf 102

apicl(config-leaf)# interface ethernet 1/15

apicl(config-leaf-if)# switchport trunk allowed vlan 201 tenant t1 application apl epg
epl

No vlan-domain associated to node 102 interface ethernetl/15 encap vlan-201

CLI  APIC GUI show running-config
NX-OS CLI vlan
GUI
3
NX-0S CLlI
3
APIC NX-0S CLI 3 2
. APIC GUI REST API
. APIC GUI REST API
ul
3
APl 13extOut
Layer 3 Outside L30ut 2
. CLI CLlI
. CLI
130ut L30Out
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APIC
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* GUI Cisco APIC
* Cisco APIC 4.2(3) GUI [
System Tools ] Cisco APIC [APIC_release_number

What's New in APIC_release number ]

[APIC Welcome to APIC ]
[

Begin First Time Setup ] [ Review First Time

Setup ] [ Let's Configure the Basics ]
Cisco APIC

1 BGP [ Proceed

toSummary ]
[ You Mightwantto... ]
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[ Fabric Membership ] ACI

2 2
1 1
[ Fabric Membership ] 2
ID 0 IP
. ACI
. [ Discovered ]
[ Register ] [
Create Fabric Node Member ] [ ID Pod
ID ] [ Serial Number ] [
Create Fabric Node Member ]
. [ Discovered ] [
Action ] - [
Create Fabric Node Member ]
[ Create Fabric Node Member ]

Serial
Number
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ID Node 100 100 ID
ID APIC
100 101 102
200 201 202
ID [
(Registered Nodes)]
[ (Edit Node and Rack Name)]
Switch Name leafl spine3
Node
Type
* leaf
. 2
* spine
« unknown
[ Create Fabric Node Member ]
[ Submit ] [ Fabric
Membership 1 [ Continue ]
[ Out of Band Management ]
00B APIC
1P IP
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. vPC

IP
e |Pv4 IPv4
* IPv6 IPv6
[ Filter by attributes ]
[
Edit ]
[ Save ]
vPC
[ -vPC Setup - vPC Pairs ]
[ Filter by attributes ] vPC
vPC vPC [ Edit ]
vPC [ Actions ] [vPC
Create vPC Leaf Switch Pair ] [vPC
Delete vPC Leaf Switch Pair ] [ Download All ] [
Open in Object Store Browser ]
[ Save ]
BGP
BGP ACI
BGP MP-BGP ACI
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1
APIC
[BGP]
[ Autonomous System Number ]
ASN Save and Continue ]
DNS
DNS APIC
DNS DNS 0]0]2] DNS
D

DNS DNS DNS
DNS [DNS DNS Servers ] [+]
[ Update ] DNS

[ SearchDomains ] [+]
. cisco.com

1

[ Update ]
Cisco APIC
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[DNS DNS Servers ] [ Search Domains ]
[ Saveand Continue ]
NTP
APIC NTP 0]0]2]
NTP

NTP
[ Display Format ] [local]
[utc] UTC
[local]
[local] [ Time Zone ]
Coordinated Universal Time ]
NTP [NTP NTP Servers ] [+]
. /IPAddress NTP IP
. NTP [
Preferred ]
[ Update ] NTP
NTP
[ Saveand Continue ]
[ Proxy ] HTTP HTTPS

Cisco Cloud Application Policy Infrastructure Controller APIC
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Cisco Intersight HTTP
HTTPS Cisco APIC
[ Global Configurations ]
Cisco Application Centric Infrastructure  ACI
[OK]
. 15
. 16
. 16
«IP 16
. 16
* COOP 17
S
[Fabric Wide Setting Policy] [System] [System Settings]
[Fabric-Wide Settings] [Subnet Check] [Domain Validation]
> >
[
Fabric Wide Setting Policy ] [ Enforce Subnet
Check ] [ Enforce Domain Validation ]
EPG
L3Out
VRF VRF IP

CiscoACI() IP
VRF

[ Enforce ]
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[ Enforce ]

IS-IS
64

[1S-1S

MAC

ARP

. Cisco APIC

Cisco ACI

. Cisco APIC

EPG

63

I1S-1S metric ]

Cisco ACI

IPv6

Cisco APIC

802.1Q
MAC
MAC
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. Cisco APIC
[ EP Rogue EP Detection Interval ] [ EP Rogue EP Detection
Multiplication Factor ] [ Hold Interval ]
[ Endpoint Controls ] [
Endpoint Controls ] [ System ]>
[ System Settings ]>[ Endpoint Controls ]
[ EP Rogue EP Control ]
[ Endpoint Controls ] [ EP Rogue EP
Control ]
. EP 0 65535 60
. EP 2 65535 4
. 5.2(1) 5.2(2) 1800 3600 5.2(3)
300 3600 1800
COooP
Council of Oracles Protocol COOP ID
Zero Message Queue ZMQ
Oracle
COOP
COOP 2 ZMQ
. COOP MD5
ZMQ

A

Cisco APIC COOP  MD5
Cisco APIC 1

. COOP MD5 ZMQ

COOP [ Strict Type ]
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. 19

. 20
. 22

* GUI 23

. 26

* Cisco AVPair APIC Windows Server 2012 LDAP 41
« LDAP APIC 43

* Cisco AV
44

Cisco Application Centric Infrastructure (ACI) RBAC

infra
infra

infra

ACI

Cisco APIC 5.3.x .



Application Policy Infrastructure Controller APIC Cisco Application Centric
Infrastructure  ACI AAA

AAA
REST APl CLI GUI

\)

32
64

Application Policy Infrastructure Controller APIC

/
APIC (RBAC)
Cisco Application Centric Infrastructure (ACI)
. 1
. MO
. /
. (MIT) 1

ACI
(MO)
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fabric-equipment
eqptBoard

fabric-equipment
fabric-equipment

\}

fabric-equipment

eqptBoard
fabric-admin
eqptBoard

-admin
access-connectivity

access-admin
access-admin

access-equipment

tenant-admin fabric-admin

access-protocol

access-qos tenant-admin
fabric-admin
admin APIC
APIC
ACI MIT
common common
all MIT
MIT
solar solar
MIT
S
R6.1.2 [ Custom Conditions ]
[ 3 Any Three Conditions ]
Cisco APIC
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R6.1.3 [ Custom Conditions ]
[ 3 Default Three Conditions ]
1
ACI
«All MIT
e Common /
* Mgmt /
\}
DN/Class Unauthorized to read DN/Class Not Found
HTTP

401 Unauthorized GUI
. 2 3
. ( 2 3 )
* QoS

(VMM)
VMM
solar sun
VMM sun solar
VMM
LDAP RADIUS TACACS+ DUO SAML RSA OAuth 2
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REST CLI GUI APIC

REST

apic:<domain>\<username>

GUI APIC

apic: domain

ACI 1.0(2x) APIC
APIC

APIC
* APIC REST APl GUI CLI  apic#fallback\\username
* apic:fallback\\username REST APl GUI CLI

\

GUI

SAML OAuth 2 CiscoAVPair
« Cisco Application Centric Infrastructure ACI Application Policy
Infrastructure Controller APIC APIC
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1 [ Admin ]>[AAA]
2 [ Authentication ]
3 [ Login Domains ]
4 [ Actions ] > Create Login Domain ]
5[ Create Login Domain ] [ General ]
. ID
[ Realm ]
1. RADIUS
RADIUS
2. TACACS+
TACACS+
3. LDAP LDAP
4, RSA RSA
5. SAML SAML
6. OAuth 2 OAuth 2
LDAP RADIUS TACACS+
Cisco APIC
Cisco APIC ID
[ System ]>]

. Cisco APIC

System Setting ]>]
Proxy Policy ]

5.3.x

Proxy Policy ]
URL [HTTP URL]

[
[ HTTPS URL]
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RADIUS LDAP
[ Default ] [ Duo ]
[ Settings ] [RADIUS ( LDAP) Add RADIUS
(or LDAP) Provider ] [
Default ] [ Duo ]

[RADIUS ( LDAP) Add RADIUS (or LDAP)
Provider ]

TACACS+ RSA
[ Settings ] [RSA TACACS+ Add RSA

or TACACS+ Provider ]

SAML OAuth 2
[ Settings ] [SAML ( OAuth 2) Select SAML
(or OAuth 2) Provider ]
[SAML ( OAuth 2) SAML (or OAuth 2) Authorization Choice ]
CiscoAVPair GroupMap
* CiscoAVPair CiscoAVpair /
IDP CiscoAVPair
Cisco APIC
» GroupMap
Cisco APIC IDP
Cisco APIC
GroupMap 2
o[ Group Attribute ]
SAML
SAML IdP
OAuth2 OAuth2

JWT JSON Web

Example: memberOf (used in Active directory), Groups or groups (used in ping
1D/0kta)

OAuth2 IDP

OAuth2 openid
profile groups
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o[ User Group Map Rule ] [
Add User Group Map Rule ]

[ Create User Group Map Rule ]
1. [ Name ]
2. [ Description ]
3. [ Group Name ]
Cisco APIC
4. [ User Privilegles ] [ Add

User Privileges ]

5. [ Select
Security Domain ]

6. [ Select Role ]
[ Add Role ]
7. [ Add User Privileges ] [ Add ]
8. [ Add User Group Map Rule ]
[ Apply ]
7 [ Create Login Domain ] [ Save ]
/
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[ Admin ]>[AAA]

[

[ Actions ]>[

[
IP Address ]

* RADIUS
* TACACS+
* LDAP

* SAML

* RSA

* OAuth 2

[ Description ]

RADIUS
Realm Subtype ]

Duo ]
« RADIUS

[

* RADIUS

* RADIUS

EPG

Default ]

[

Authentication

Providers ]

]

Create Provider ]

Create Provider ]

[

Select Reachability EPG ]

[

1 65535

[PAP] [CHAP] [MS-CHAP]
Realm Subtype ]

Cisco APIC

0
30

/1P Hostname/
Realm ]
[
Default ] [
1812
60 5
Duo
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* RADIUS

. [ Enabled ]
RADIUS 12
7 TACACS+
* TACACS+
o[ EPG Select Reachability EPG ]
o[ Port ] TACACS+
1 65535 TLS TACACS+ 49
. PAP CHAP MS-CHAP
« TACACS+ 0 60
* TACACS+
. [ Enabled ]
TACACS+ over TLS
* [Enable TACACS+ over TLS] TACACS+ over TLS
TACACS+ over TLS TACACS+ [
Shared Secret ]
 [SSL SSL Certificate Validation Level ] [ Strict ]
[ Permissive ]
o[ Key Ring ] TACACS+
o[ Certificate Authority ] TACACS+
CA
o[ Port ] TACACS+
1 65535 TACACS+ over TLS 6049
AAA TACACS+ TLS TLS
TACACS+ 12
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LDAP
Default ] [ Duo ]
« LDAP DN
* LDAP DN APIC LDAP

APIC  Cisco AVPair
* LDAP

* LDAP 1 65535 389

o[ EPG Select Reachability EPG ]

* LDAP 0 60 30

« LDAP
o[ Enable ] SSL
* SSL

. Permissive DUO LDAP SSL

. Strict

* LDAP

* LDAP

cn=* 1 cn
* Microsoft Active Directory
* LDAP
[ Filter Type ]
cn=Suserid Microsoft Active Directory

sAMAccountName=Suserid
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. [ Enabled ]

LDAP 12
9 RSA
* RSA
o[ EPG Select Reachability EPG ]
* RSA 1 65535 1812
* RSA 0 60 5
* RSA
. [ Enabled ]
RSA 12
10 SAML
«[ID Identity Provider ] IdP ADFS OKTA PING
IDENTITY
 [IDP URL Metadata URL provided by IDP ]
ADFS IDP URL  https://<FQDN of
ADFS>/FederationMetadata/2007-06/Feder ationMetadata.xml
Ping ID Ping ID SAML
URL
« SAML [IdP ID IdP Entity ID ]
. ID [SP ID SPEntityID ]
ID
https://apic-id/api/aaaloginSSO. json?name=domain-name
* I1dP CA [ Select Certificate
Authority ]
* GUI URL
ID
* SAML 0 60 5
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. [ Signature Algorithm ]
o[ Enabled ] SAML
SAML SAML SAML
SAML 12
11 OAuth 2
. ID IdP APIC
* APIC
. OAuth 2 openid
IdP openid
* OIDC [ Enable ] [ Disable ]
o[ Enabled ]
« JWKS JSON Web JWKS
. IdP URL IdP
oIbC
. ldP URL IdP
oIbC
. URL IdP URL oibc
*IdP CA [ Select Certificate
Authority ]
o[ EPG Select Reachability EPG ]
* OAuth 2 0 60 5
* GUI URL
ID
OAuth 2 12
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12 [ Save ]
APIC
GUI
* ACI APIC
. APIC
* TACACS+
all
all
1 [ Admin ]>[AAA]
2 [Navigation] [Users]
[Work] [Local Users]
3 [ Work ]
Create Local User ]
4 [ 1> ID STEP 1> User Identity ]

. Cisco APIC
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a) [Login ID] ID
ID
* APIC

ID
b) [Password]
Cisco APIC
. 8
. 64
. 3
« R6.11 3
« R6.1.2
. 3
R6.1.3
3
. 3
. 1
. 1
. 1
. 1
. 3
. QWERTY 3

Cisco APIC 5.3.x .



B o SSH
e cisco isco
c) [Confirm Password]
d) [ User Certificate Attribute ]
ID

e) [ Next ]

51 Account Status ]
[ AccountExpires ]
6 [ 2> STEP 2 > Security ] [
Security Domain ] [ Next

70 3> STEP 3> Roles ]

a) [+]

b)

c [ Update ]

/
8 [ Finish ]
GUI SSH
all
all
/
* UNIX ssh-keygen
local
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1 Admin 1> Users ] [ Local ]
2
3 [ Details ]
SSH
4 Edit ] [ Edit Local
User ] SSH
SSH
Firmware ]>[ Download Tasks ]
51 Save ]
APIC
APIC Lightweight Directory Access Protocol LDAP Active
Directory RADIUS TACACS+
S
APIC ACI
APICS
APIC
3.1(1) RADIUS TACACS+ LDAP RSA
AAA
LDAP Idap | Radius
radius
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AV

* DNS RADIUS

AV

Cisco APIC Cisco AV
AV RBAC APIC
RADIUS LDAP TACACS+

Cisco AV
AV Cisco AV
shell:domains =
domainA/writeRolel|writeRole2|writeRole3/readRolel|readRole2,

domainB/writeRolel|writeRole2|writeRole3/readRolel|readRole2
shell:domains =

domainA/writeRolel|writeRole2|writeRole3/readRolel|readRole2,
domainB/writeRolel|writeRole2|writeRole3/readRolel|readRole2(16003)

Cisco APIC 21 AV UNIX ID
UNIX ID

\)

Cisco
Cisco AV

Cisco

APIC

APIC Cisco AV Cisco AV
AV AV

APIC

3.1(x) AV shell:domains=all//admin

APIC

shelIzdomains\\s*[=:T\\s*((\\S+2/\\S*2/\\S*?) (, \\S+2/\\S*2/\\$*?) {0, 313}) (\\(\\d-\\))$
shel I zdomains\\s*[=:1\\s*((\\S+2/A\\S*2/\\S*?) (, \\S+?/\\S*?/\\$*?) {0, 31 $

e 1 writeRoles Cisco AV

shell:domains=domainA/writeRolel|writeRole2/

e 2 readRoles Cisco AV

shell :domains=domainA//readRolel|readRole2

. Cisco APIC 5.3.x



AV B

\)

/ writeRoles  readRoles
1
Cisco AV
RADIUS [etc/raddb/users
aaa-network-admin Cleartext-Password := ''<password>"
Cisco-avpair = '"shell:domains = all/aaa/read-all(16001)"
AV
/ AV SSH telnet
UNIX ID
“
6.0(2) telnet
AV
Cisco AV UNIX ID
AV

shell:domains =
domainA/writeRolel|writeRole2|writeRole3/readRolel]readRole2,domainB/writeRolel|writeRole2|writeRole3/readRolel]readRole2
shell:domains =
domainA/writeRolel]writeRole2|writeRole3/readRolel]readRole2,domainB/writeRolel|writeRole2|writeRole3/readRolel|readRole2(8101)
These are the boost regexes supported by APIC:

uid_regex("'shell :domains\\s*[=:1\\s*((\\S+2/\\S*?/\\S*?) (, \\S+?2/\\S*?/\\S*?){0, 31}) (\\(\\d+\\))$") ;

regex(''shell :domains\\s*[=:]\\s* ((\\S+?2/\\S*?2/\\S*?) (, \\S+?2/\\S*?/\\$*?){0,31})$"");

shell:domains = coke/tenant-admin/read-all,pepsi//read-all(16001)

ACI APIC CLI APIC
ACI

/home/$user /tmp
/tmp /tmp

Cisco APIC 5.3.x .



B racacs: APIC

CPU FD
TACACS+ APIC
« Cisco Application Centric Infrastructure ACI Application Policy
Infrastructure Controller APIC APIC
* TACACS+ IP

* APIC

1 APIC TACACS+

TACACS+ 26
APIC GUI
[ System ]>[ System Settings ] >
[APIC APIC Connectivity Preferences ] [
inband ] [ ooband ]

2 TACACS+  [Login Domain]
GUI 23

APIC TACACS+ RAIDUS
RADIUS APIC TACACS+ ACS

. Cisco APIC 5.3.x



RADIUS APIC .

RADIUS APIC
* ACI Application Policy Infrastructure Controller (APIC)
APIC
* RADIUS IP
« APIC
1 APIC RADIUS
RADIUS 26
APIC GUI
[ System ]>] System Settings ] >
[APIC APIC Connectivity Preferences ] [
inband ] [ ooband ]
2 RADIUS
GUI 23
APIC RADIUS RADIUS
APIC RADIUS TACACS+ Cisco Secure Access
Control Server
* Cisco Secure Access Control Server (ACS) 55

Cisco APIC 5.3.x .



. APIC RADIUS TACACS+ Cisco Secure Access Control Server

A

ACS V5.5 ACS
GUI
« Cisco Application Policy Infrastructure Controller (Cisco APIC)  RADIUS TACACS+
( )
« APIC APIC
« RADIUS TACACS+
1 APIC ACS

a) [Network Resources] > [Network Devices Groups] > [Network Devices and AAA Clients]

b) APIC IP TACACS + RADIUS
RADIUS TACACS+
c)
[ SharedSecret |1 [ Provider ]
2 ID
a) [Users and Identity Stores] > [Internal Groups]
b) [Name] [Parent Group]
3 ID
a) [Navigation] [Users and Identity Stores] > [Internal Identity Stores] > [Users]
b) [Name] [Identity Group]
4
a) [Policy Elements]
b) RADIUS [Authorization and Permissions] > [Network Access] > [Authorization Profiles
Name] TACACS+ [Authorization and Permissions] >

[Device Administration] > [Shell Profile Name]

. Cisco APIC 5.3.x



Cisco AVPair APIC Windows Server 2012 LDAP .

c) RADIUS [Attribute] cisco-av-pair [Type] string
[Value] shell:domains = <domain>/<role>/,<domain>// role
TACACS+ [Attribute] cisco-av-pair [Requirement]
Mandatory [Value] shell:domains = <domain>/<role>/,<domain>//
role

[ Value ]
. / shell:domains = <domain>/<role>/

. shell:domains = <domain>// <role>

cisco-av-pair shell:domains = solar/admin/,common// read-all
solar admin  solar
common

read-all

a) RADIUS ID
[Access Policies] > [Default Device Network Access Identity] > [Authorization]
[Name] [Status] [Conditions] Internal
Users:UserldentityGroup in ALL Groups:<identity group name>
b) TACACS+ ID
[Access Policies] > [Default Device Admin Identity] > [Authorization]
[Name] [Conditions] [Shell Profile]

RADIUS TACACS + APIC
RBAC APIC

Cisco AVPair APIC Windows Server
2012 LDAP

. LDAP Cisco Application Policy Infrastructure Controller Cisco
APIC LDAP
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. Cisco AVPair APIC

N

Windows Server 2012 LDAP

* Microsoft Windows Server 2012

* Microsoft Windows Server 2012
ADSI Edit

* CiscoAVPair

ADSI Edit
Windows Server 2012

Common Name = CiscoAVPair, LDAP Display Name =

CiscoAVPair, Unique X500 Object ID =1.3.6.1.4.1.9.22.1, Description = CiscoAVPali r, Syntax

=Case Sensitive String

LDAP
CiscoAVPair
1.3.6.1.4.19.22.1
ID 1.3.6.1.4.1.9.2742.1-5

LDAP

. Microsoft Windows Server 2012

» ADSI Edit

CiscoAVPair

® CiscoAVPair

. 636 SSI/TLS  LDAP
1 Active Directory AD
2 AD CiscoAVPair
a) [Start] > [Run] mmc
Microsoft Management Console MMC
b) [File] > [Add/Remove Sanp-in] > [Add]
c) [Add Standalonee Snap-in]
MMC
d [ 1] [
[Create New Attribute]
e) [ ] CiscoAVPair [LDAP
ID] 1.3.6.1.4.1.9.22.1
f) [OK]

. Cisco APIC

5.3.x

Active Directory AD

Active Directory LDAP

Enter

[Active Directory Schema] [Add]

] CiscoAVPair [Unique X500 Object
[ ] Case Sensitive String



LDAP

LDAP APIC B

3 [User Properties] [CiscoAVPair]
a) MMC [Classes] [user] [Properties]
[user Properties]
by [ 1] [ 1] [ ]
c) [Select a schema object:] CiscoAVPair [Apply]
d) MMC [Active Directory Schema] [Reload the Schema]

4 CiscoAVPair

LDAP CiscoAVPair LDAP Cisco APIC RBAC
Cisco APIC

a) [ADSI Edit] Cisco APIC

b) [Properties]

[<user> Properties]

c) [ ] CiscoAVPair [ 1]
shell:domains = <domain>/<role>/,<domain>// role
CiscoAVPair shell:domains = solar/admin/,common// read-all(16001)
solar admin solar
common  Cisco Application
Centric Infrastructure Cisco ACI read-al1(16001) Cisco ACI
d) [OK] [<user> Properties]
LDAP Cisco APIC

Cisco APIC  LDAP

APIC

« Cisco Application Centric Infrastructure ACI
Application Policy Infrastructure APIC

Cisco APIC 5.3.x .



. Cisco AV

* LDAP IP DN DN

* APIC

1 APIC LDAP

LDAP 26
APIC GUI
[ System ]>[ System Settings ] >
[APIC APIC Connectivity Preferences ] [
inband ] [ ooband ]
2 LDAP
GUI 23
APIC LDAP APIC LDAP
Cisco AV
1 [ Admin ]>][ Authentication ]>[AAA]>[ Policy ]
2 [ Remote user login policy ]
[ Assign Default Role ]

. Cisco APIC 5.3.x



[No Login] [Assign Default Role] Cisco AV
AV

AV

Cisco ACI APIC

APIC REST APl  APIC

HTTPS
APIC APIC  X.509
APIC
APIC
RSA/DSA
~
HTTPS
X.509
1. OpenSSL X.509
2. APIC
3. APIC X.509
. AAA
* APIC GUI

* WebSocket  eventchannel  X.509

Cisco APIC 5.3.x .



B s

X.509

1 OpenSSL X.509

$ openssl req -new -newkey rsa:1024 -days 36500 -nodes -x509 -keyout userabc.key -out
userabc.crt -subj "/CN=User ABC/0O=Cisco Systems/C=US*

» X.509 APIC
APIC
APIC
2 OpenSSL

$ openssl x509 -text -in userabc.crt
Certificate:
Data:
Version: 3 (0x2)
Serial Number:
Cc4:27:6c:4d:69:7c:d2:b6
Signature Algorithm: shalWithRSAEncryption
Issuer: CN=User ABC, O=Cisco Systems, C=US
Validity
Not Before: Jan 12 16:36:14 2015 GMT
Not After : Dec 19 16:36:14 2114 GMT
Subject: CN=User ABC, O=Cisco Systems, C=US
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (1024 bit)

Modulus (1024 bit):
00:92:35:12:cd:2b:78:ef:9d:ca:0e:11:77:77:3a:
99:d3:25:42:94:b5:3e:8a:32:55:ce:e9:21:2a:ff:
e0:e4:22:58:6d:40:98:b1:0d:42:21:db:cd:44:26:
50:77:e5:fa:b6:10:57:d1:ec:95:€9:86:d7:3c:99:
ce:c4:7f:61:1d:3c:9e:ae:d8:88:be:80:a0:4a:90:
d2:22:€9:1b:25:27:cd:7d:f3:a5:8F:cf:16:a8:el:
3a:3f:68:0b:9c:7c:cb:70:b9:c7:3f:e8:db:85:d8:
98:16:e3:70:4e:47:2:59:03:49:01:83:8e:50:4a:
5f:bc:35:d2:b1:07:be:ec:el

Exponent: 65537 (0x10001)

X509v3 extensions:
X509v3 Subject Key ldentifier:

OB:E4:11:C7:23:46:10:4F:D1:10:4C:C1:58:C2:1E:18:E8:6D:85:34

. Cisco APIC 5.3.x



GUI

X509v3 Authority Key ldentifier:
keyid:0B:E4:11:C7:23:46:10:4F:D1:10:4C:C1:58:C2:1E:18:E8:6D:85:34

DirName:/CN=User ABC/0=Cisco Systems/C=US
serial:C4:27:6C:4D:69:7C:D2:B6

X509v3 Basic Constraints:

Signature

[snip]

[Navigation]

[Work]

[Work]

[Security]

[Roles]
[Next]

[User Identity]
a) [LoginID]
b) [Password]

8f:
91:
di:
84:
f4:
8e:
cc:
91:

c4:

ea

do:

ff

Se:
91:
5F:

2c

Al

of:
scd:
b2:
te8:
d2:
bb:
ad:

CA:TRUE

gorithm: shalWithRSAEncryption
84:06:30:59:0c:d2:8a:09:96:a2:69:3d:cf:ef:79:
ae:80:16:df:16:31:3b:69:89:F7:5a:24:1f:fd:9f:
02:41:01:b9:e9:8d:da:a8:4c:1e:e5:9b:3e:1d:65:
ad:55:3e:90:a0:a2:fb:3e:3e:ef:c2:11:3d:1b:eb:
92:e8:24:61:43:59:ec:ea:d2:bb:c9:9a:7a:04:91:
9d:33:d4:28:b5:13:ce:dc:fe:c3:e5:33:97:5d:37:
af:5a:aa:f4:a3:a8:50:66:7d:f4:fb:78:72:9d:56:

[ADMIN] > [AAA]
[Work] [Users]  [Local Users]
[Local Users]

admin

c) [Confirm Password]

d)

[Create Local User]

[Next]

[User Certificate Attribute]

Cisco APIC 5.3.x .



B rythonsox

Python SDK

e) [Finish]

[Navigation]
Domains] [+]

[Work] [User Certificates] [+]

Certificate]

a) [Name]
b) [Data]
c) Submit
X509

#1/usr/bin/env python

from cobra.model._pol import Uni as PolUni

from cobra.model .aaa import UserEp as AaaUserEp

from cobra.model .aaa import User as AaaUser

from cobra.model .aaa import UserCert as AaaUserCert
from cobra.model .aaa import UserDomain as AaaUserDomain
from cobra.model .aaa import UserRole as AaaUserRole
from cobra.mit.access import MoDirectory

from cobra.mit.session import LoginSession

from cobra.internal .codec. jsoncodec import toJSONStr

APIC = "http://10.10.10.1"
username = “admin’
password = “p@$%$wOrd”

session = LoginSession(APIC, username, password)
modir = MoDirectory(session)
modir.login()

def readFile(fileName=None, mode='r"):
if fileName is None:
return "
fileData = "
with open(fileName, mode) as aFile:
fileData = aFile.read()
return fileData

[Work] [Security

[Create X509

# Use a dictionary to define the domain and a list of tuples to define

# our aaaUserRoles (roleName, privType)

# This can further be abstracted by doing a query to get the valid

# roles, that is what the GUIl does

. Cisco APIC 5.3.x



userRoles = {"all": [
(faaa", "writePriv®),
("access-admin®, “writePriv"),
(fadmin®, “writePriv"),
("fabric-admin®, “writePriv"),
("nw-svc-admin®, “writePriv"),
("ops®, "writePriv®),
(“read-all®, “writePriv"),
(" tenant-admin®, “writePriv"),
(" tenant-ext-admin®, “writePriv®),
("*vmm-admin®, “writePriv®),

1.
3

uni = PolUni("") # "" is the Dn string for topRoot

aaaUserEp = AaaUserEp(uni)

aaaUser = AaaUser(aaaUserEp, “userabc®, firstName="Adam",
emai l="userabc@cisco.com®)

aaaUser.lastName = "BC"
aaaUser.phone = "555-111-2222*
aaaUserCert = AaaUserCert(aaaUser, “userabc.crt®)
aaaUserCert.data = readFile("'/tmp/userabc.crt')
# Now add each aaaUserRole to the aaaUserDomains which are added to the
# aaaUserCert
for domain,roles in userRoles.items():

aaaUserDomain = AaaUserDomain(aaaUser, domain)

for roleName, privType in roles:

aaaUserRole = AaaUserRole(aaaUserDomain, roleName,
privType=privType)

print toJSONStr(aaaUser, prettyPrint=True)

cr = ConfigRequest()
cr.addMo(aaaUser)
modir.commit(cr)

# End of Script to create a user

* HTTP GET POST DELETE
. REST API URI

* POST APIC

. X.509

* APIC X.509

Cisco APIC 5.3.x .



1 HTTP REST APIURI

OpenSSL
payload.txt userabc.key

GET
GET http://10.10.10.1/api/class/fvTenant. json?rsp-subtree=children

POST

POST http://10.10.10.1/api/mo/tn-test. json{" fvTenant'": {"attributes": {' status": "deleted",
"name': "test"}}}

2 payload.txt

GET
GET http://10.10.10.1/api/class/fvTenant.json?rsp-subtree=children

payload.txt

GET/api/class/fvTenant. json?rsp-subtree=children

3 payload

# cat —e payload.txt

$

GET/api/class/fvTenant. json?rsp=subtree=children$

echo -n "GET/api/class/fvTenant. json?rsp-subtree=children” >payload.txt

4 OpenSSL

openssl dgst -sha256 -sign userabc.key payload.txt > payload_sig.bin

5 base64

openssl base64 -A -in payload_sig.bin -out payload_sig.-base64

6 Bash

. Cisco APIC 5.3.x



$ tr -d "\n" < payload_sig.base64

P+0TgKOCeAZj 1 7+Gute2R1IWwWB0GgtzEOWSL IX8FIXX14V79Z17
Ou81dJHICB4W6CEvVd I CXgkv3KaQszCI1C0+Bn0703qF//BslIplZmYChD6gCX3f7q
1cjGX+R6HAQGeK7k97cNhX1WEoobFPe/oajtPjOou3tdOjhf/9ujG6Iv6Ro=

APIC

APIC
APIC

AP1C-Request-Signature=P+0TgKOCeAZj 1 7+Gute2R1Ww80GgtzEOwWSL Ix8F
IXX14V79Z170u81dIHI9CB4W6CEVd I CXgkv3KaQszCI1C0+Bn0703qF//BsIplZmYChD6gCX3T
7q1cjGX+R6HAQGeK7k97cNhX1WEoObFPe/oajtPjou3tdOjhf/9ujG6Iv6Ro=;
APIC-Certificate-Algorithm=v1.0; APIC-Certificate-Fingerprint=Ffingerprint;
APIC-Certificate-DN=uni/userext/user-userabc/usercert-userabc.crt

DN x509 DN
APIC Python SDK  CertSession
ACI Python SDK  CertSession APIC

#1/usr/bin/env python

# It is assumed the user has the X.509 certificate already added to
# their local user configuration on the APIC

from cobra.mit.session import CertSession

from cobra.mit.access import MoDirectory

def readFile(fileName=None, mode="r"):
ifT fileName is None:
return "
fileData = "
with open(fileName, mode) as aFile:
fileData = aFile.read()
return fileData

pkey = readFile(*'/tmp/userabc.key')
csession = CertSession("https://ApiclPOrHostname/"",
"uni/userext/user-userabc/usercert-userabc”, pkey)

modir = MoDirectory(csession)

resp = modir.lookupByDn(“uni/fabric")
pring resp.dn

# End of script

Cisco APIC 5.3.x .



DN X509
DN

Cisco Application Centric Infrastructure ~ ACI

2
* aaaSessionlLR Cisco Application Policy Infrastructure Controller
APIC APIC /
Cisco ACI
. IP
. telnet HTTPS REST
D
5.3(1) telnet
Cisco ACI
S
* aaaModLR
* AAA ping
aaaSessionLR  aaaModLR Cisco APIC
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\)

Cisco APIC
aaaModLR MO  aaaSessionLR DN
aaaModLR GUl [ Fabric ]1>][
Inventory ]>[POD]>[ History 1>] Audit Log ]
Cisco APICGUI [ History 1> Audit Log ]
GUI
syslog callhome REST CLI aaaModLR
aaaSessionLR
CiscoAPIC

aaaModLR aaaSessionLR

syslog

Cisco Application Policy Infrastructure Controller APIC

Cisco Application Centric

Infrastructure ACI L30ut I3extInstP
EPG
L30ut EPG
L3OutEPG EPG L3OutEPG
CiscoAPIC

Cisco APIC 5.3.x .
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67

55
56

70

77

89

« Cisco APIC

ACI

ACI

e

L2 Bridged
External
Network

Management
functions via
ed to an L2
bridged external
network

Direct to
Fabric Leaf
Node

Management
functions via

device connect-

ed to fabric leaf
access port(s)

53X

Cisco APIC




. /
2. ACI
. APIC Basic Configuration Guide
. APIC Basic Configuration Guide

APIC Basic Configuration Guide
. GUI
* NX-OS CLI
* REST API
. GUI
* NX-0S CLI

* REST API

HTTP/HTTPS SSH/Telnet
5.3(1) Telnet
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oul B

GUI

Cisco Application Policy Infrastructure Controller APIC
2 1 1

Cisco APIC  Cisco Application Centric Infrastructure  ACI

Cisco APIC
Cisco APIC
Cisco APIC
Cisco ACI VRF
Cisco APIC 1 Gbps
0ooB IP APIC
APIC OOB IP
ICMP SSH HTTP HTTPS TCP 4200
APICOOB
APIC Cisco APIC
6.1(2) APICGUI [ Fabric 1> Fabric
Policies 1>[ Policies ]>[ Pod 1>[ Management Access ]
[APIC OOB

Strict Security on APIC OOB Subnet ]

[ Management Access |

[
External Management Network Profile ] [
Tenants ]>[ mgmt ]>[ External

Management Network Instance Profiles ]

Cisco APIC 5.3.x .



-

System  Tenants Fabric Virtual Networking Admin Operations Apps Integrations

Management Access - default O
Policy Faults History
General Web Access Console Access
(B A i
Properties

Mame: default

Description:  optional

Strict Security on APIC O0B Subnet: ]

ICMP, SSH, HTTP and HTTPS from the APIC OOB subnet to APIC QOB will no longer be allowed
implicitly from APIC OOB Subnet. As a result, you may lose access to APIC OOB if your OOB
contracts and subnets are not configured appropriately in Tenant mgmt. Are you sure to enable
strict security on APIC QOB Subnet?

IP APIC
[APICOOB
Strict Securityon APIC OOB Subnet ] OOB IP APIC
APIC OOB APIC
acidiag
enableoobrecovery [APICOOB Strict
Security on APIC OOB Subnet ]
S
ARP IP
Cisco APIC
IPv4/IPv6
Postman REST APl NX-OS

CLI GUI APIC

. Cisco APIC 5.3.x



1Pv4/IPv6 .

IPv4/IPv6
Postman

REST API NX-OS CLI GUI APIC

IPv4/IPv6 IP

IP tables IPv6
IPv6 NAT IP tables
IP tables

1. IPv6 1
2. IP tables
3.
IP tables
1. IPtables IP

tables-new IP tables

[etc/sysconfig/
2. hashmaps

hashmaps

IP [etc/sysconfig/iptables-new
3.
4. IP tables

IP tables

-A INPUT -s <OOB Address lpv4/Ilpv6> -j apic-default

5. IP tables-new IP tables

IP tables-new
IP tables

Cisco APIC 5.3.x .
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* IPv4 IPv6
* IPv6 IPv4

*IPv4 IPV6
IPv4 IP tables IPV6
IPv6 tables

* vzAny
vzAny vzAny

ACL /
. VRF

. [ IP Make this IP address
primary ] VRF
IP IP

. icmp

stcpdpt 22

etcpdpt 80

o tcpdpt 443 UI/API
etcpdpt 4200 Web SSH

0]0]=]

IPv4 IPv6
(0]0]=]

IPv4  IPv6 (0]0]}
1 IPv4 1 IPv6
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SNMP Fabric
Policies 1> Pod ]>[SNMP] Client
Entries ] (0]0]5] [
Client Entries ] SNMP
UDP dpt:161
IP
IP
ACI
NTP DHCP ICMP
APIC
0.0.0.0/0
. IP ARP
3
. ICMP
SNMP
* 6.1(29) Cisco Application Policy Infrastructure Controller APIC
IP
22 443
IP
Cisco APIC apic-default
ICMP
ICMP apic-default
oobmgmt SSH
HTTPS
SSH  HTTPS Cisco APIC
APIC 3.1(x)
Cisco APIC
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Cisco APIC GUI
A\

1 In-Band Management Access

a) Tenants > mgmt
b) Quick Start
c) In-Band Management Access > Configure In-Band Management Access > Start

d) Nodes IP addresses Connected Devices
Remote Attached Devices
Out-of-Band Management Access

a) Tenants > mgmt
b) Quick Start
c) Out-of-Band Management Access > Configure Out-of-Band Management Access > Start

d) Nodes IP addresses
External Hosts Access

IPv4 IPv6
IPv6 IPv4
IPv6
Configuring Static Management Access
in Cisco APIC KB
[ FABRIC ]>] Access Policies ]
[Navigation] [ ] [Configure Interface, PC and VPC]
[Configure Interface, PC, and VPC] Cisco Application Policy Infrastructure

Controller (APIC)

. Cisco APIC 5.3.x



Cisco APIC GUI B

a) [+]
VLAN  Cisco APIC

b) [Switches] Cisco APIC

leafl leaf2
c) [Switch Profile Name] apicConnectedLeaves
d  [+]
e) [Interface Type] [Individual]
f) [ Interfaces ] Cisco APIC
g) [Interface Selector Name] apicConnectedPorts
h) [Interface Policy Group] [Create One]
i) [Attached Device Type]
D [Domain] [Create One]
K) [Domain Name] inband
1) [VLAN] [Create One]
m)  [VLAN Range] VLAN [Save] [Save]

[Submit]
[Navigation] [Switch Policies] [Configure Interface, PC and VPC]
[Configure Interface, PC, and VPC]
a) [+]
VLAN
b) [Switches]
leafl
c) [Switch Profile Name] vmmConnectedLeaves
d  [+]
e) [Interface Type] [Individual]
f) [Interfaces] 1/40
g) [Interface Selector Name]
h) [Interface Policy Group] [Create One]
i) [Attached Device Type]
D [Domain] [Choose One]
Cisco APIC

5.3.x .



B ciscorricou

k) [Physical Domain]
1) [Domain Name]
m)  [Save] [Save]
6  [Configure Interface, PC, and VPC] [Submit]
7 [ TENANTS ]1>][ mgmt ] [
Navigation ] [ Tenantmgmt ]>[
Networking 1>[ Bridge Domains ]

8 inb [Subnets] [Create

Subnets]
a) [Create Subnet] [Gateway IP]
IP
b) Submit
9 [ Navigation ] [ Tenantmgmt ]>[ EPG

Node Management EPGs ] [Node Management EPGs] [Create
In-Band Management EPG] Cisco APIC EPG

VLAN
a) [Name] EPG
b) [Encap] VLAN vlan-10
c) [Bridge Domain] Submit
d) [Navigation] EPG
e) [Provided Contracts] [Name]

VMM EPG
EPG

f) [Update] [Submit]

10 [ Navigation ] [ Node Management
Addresses ] [ Create Node Management
Addresses ] CiscoAPIC

IP
a) [Create Node Management Addresses] [Policy Name]

apiclnb
b) [Nodes] [Select]
apicl apic2 apic3
c) [Config] [In-Band Addresses]
d) [Node Range]
e) [In-Band IP Addresses] [In-Band Management EPG]
[default] EPG

f) [In-Band IP Addresses] [Gateway] IPv4

IPv6

5.3

. Cisco APIC



Cisco APIC GUI .

g) Submit Cisco APIC IP
11 [Navigation] [Node Management Addresses] [Create Node
Management Addresses]
IP
a) [Create Node Management Addresses] [Policy Name]
switchlnb
b) [Nodes] [Select]
leafl leaf2 spinel spine2
c) [Config] [In-Band Addresses]
d) [Node Range]
e) [In-Band IP Addresses] [In-Band Management EPG]
[default] EPG
f) [In-Band IP Addresses] [Gateway] IPv4
IPv6
g) Submit [Confirm] [Yes]
IP
12 [ Navigation ] [ Node Management Addresses ]
Cisco APIC apicinb [Work]
IP
13 [Navigation] [Node Management Addresses] switchlnb
[Work] IP
[ System ]>][ System Settings ]>[APIC APIC Connectivity
Preferences ] Cisco APIC
[Connectivity Preferences] [inband]

Cisco APIC GUI
A

IPv4 IPv6

Cisco APIC

Cisco APIC 5.3.x .



B ciscorricou

Cisco Application Policy Infrastructure Controller APIC
1 Gbps

[ Tenants ]>[ mgmt ] [Navigation]
[Tenant mgmt]
[Node Management Addresses] [Create Node Management Addresses]

[Create Node Management Addresses]

a) [Policy Name] switchOob
b) [Nodes] leafl leaf2 spinel
c) [Config] [Out of-Band Addresses]

[Out-of-Band IP addresses]

d) [Out-of-Band Management EPG] EPG
e)

IP
[ IP ] IPv4

Ipv6 [Submit]
IP
[Navigation] [Node Management Addresses]
[Work]
[Navigation] [ Contracts ]>[
Out-of-Band Contracts ]
[Out-of-Band Contracts] [Create Out-of-Band Contract]
[Create Out-of-Band Contract]
a) [Name] oob-default
b) [Subjects] [Create Contract Subject] [Name]
oob-default

o) [ ] [ 1]

default [Update] [OK]
d) [Create Out-of-Band Contract] [Submit]

EPG

. Cisco APIC 5.3.x
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11

12

[ Navigation ] [ EPG NodeManagementEPG ]>[

EPG - Out-of-Band EPG - default ]
[Work] [Provided Out-of-Band Contracts]
[OOB Contract]
oob-default [Update] [Submit]
EPG
[ Navigation ] [
External Network Instance Profile ] [

Create External Management Entity Instance ]
[Create External Management Entity Instance]

a) [Name] oob-mgmt-ext
b) [Consumed Out-of-Band Contracts] [Out-of-Band Contract]
oob-default [Update]

c) [Subnets] [Submit]

EPG EPG
[ System ]>][ System Settings ]>[APIC APIC Connectivity
Preferences ] Cisco APIC

[Connectivity Preferences] [ooband]
APIC
(APIC )
JSON Web Secure Copy Protocol (SCP) HTTP
AAA

Cisco APIC 5.3.x .



« HTTP API

. IP IPv6

5
Cisco Application Policy Infrastructure Controller APIC

30
* Cisco APIC
Cisco APIC CPU
. Cisco
APICGUI [ Admin ]>] Tech Support ]>[policy_name] >
[ Operational 1> Status ]
[ Export to Controller ]
[ Export Destination ]
/data/techsupport
* Cisco APIC
BGP HAL
CPU
CPU
CPU

. Cisco APIC 5.3.x



GUI

B~ oW N e

Gul B

[Admin]

[Navigation]

[Remote Locations]
[Create Remote Path of a File]

[Import/Export]

[Export Palicies]
[Create Remote Path of a File]

a) [Name]
b) [Host Name/IP] IP
c) [Protocol]
d) [Remote Path]
e)
f) [Management EPG] EPG
g) [Submit]
[Admin]
[Import/Export]
[Navigation] [Export Palicies]
[ On-demand Tech Support ] [
Create On-demand Tech Support ]
[ Create On-demand Tech Support ]
[ Create On-demand Tech Support ]

Tech Support ]

[ Create On-demand

Cisco APIC 5.3.x .



6 [ Submit ]

APIC CPU
[ Navigation ]
[ Work ]
[ OPERATIONAL ] [EXPORT LOCATION]
7 [Collect Tech Support]
8 [Yes]
* CiscOAPIC
« Cisco APIC
configlmportP + importMode=atomic
importType=replace
CLI REST API GUI
Cisco APIC Cisco Application
Centric Infrastructure Fundamentals Guide
1.1(2) AES-256 APIC
AES
AES ACI

AES

Cisco Application Centric Infrastructure Fundamentals Appendix K: Secure Properties

. Cisco APIC 5.3.x



APIC 16 32 AES-256 APIC GUI
AES 2 ACI
ACI
AES-256
* AES ACI ACI
~
AES
ACI
APIC
. AES
~
AES
. AES ACI
AES APIC
AES AES
AES AES REST API
. AES-256 AES-256
AES ACI

Cisco APIC 5.3.x .
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ACI
. APIC
AES
ACI
S
APIC GUI
1 [ADMIN] > [Import/Export]
2 [Remote Locations] [Create Remote Location]
[Create Remote Location]
3 [Create Remote Location]
[i]
4 [Create Remote Location] [Submit]

GUI

Cisco Application Policy Infrastructure Controller APIC

. Cisco APIC 5.3.x



GUI

[ Maximum Concurrent Nodes ]
[ Maximum Concurrent Nodes ] 1
1 1 [
Maximum Concurrent Nodes ] 2
[
On-Demand Tech Support ] [ Configuration Export ]
[ Trigger ]
1 [ Admin 1> / Import/Export ]
2 [ Navigation ] [ Import Policies ]
[ Create Configuration Import Policy ]
[Create Configuration Export Policy]
3 [Create Configuration Export Policy]
[?]

4 [

Create Configuration Import Policy ]

[ Submit ]

Cisco Network Assurance Engine  NAE

NAE

51

Cisco APIC

Cisco APIC

Cisco NAE

Cisco APIC

Configuration

Navigation ]
] > [policy_name]

[

Configuration ]

Configuration ]

Cisco NAE

Cisco APIC

Cisco APIC Cisco

Cisco NAE

ExportPolicies ]>[

5.3.x .
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6 [ Work ] [ Operational ]>[ Job Status ]
[ State ]
® success
e failed

® success-with-warnings

[ Details ]
Cisco APIC [
Operational ]
GUI
APIC GUI
1 [ADMIN] > [Import/Export]
2 [Import Policies] [Create Configuration Import Policy]

[Create Configuration Import Policy]
3 [Create Configuration Import Policy]

[i]
[Replace] [Merge] [Best Effort] [Atomic]
Cisco Application Centric Infrastructure Fundamentals Guide

4 [Create Configuration Import Policy] [Submit]

. Cisco APIC 5.3.x



Gul B

UTC APIC
GUI
AES-256
AES targetDn
ACI REST API
AES ACI
REST API
AES-256
1 [ADMIN] > [AAA]
2 [AES Encryption Passphrase and Keys for Config Export (and Import)]
[Global AES Encryption Settings for all Configurations Import and Export]

3 16 32
4 [Submit]

[Key Configured] [yes] [Encrpyted Passphrase]
5 [Enable Encryption]

AES
[Global AES Encryption Settings]
. [Fail Import if secure fields cannot be decrypted]

Cisco APIC 5.3.x .
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Troubleshooting Guide

* [Enable Encryption]

TAC

Cisco APIC

AES

AES

AES

. Cisco APIC 5.3.x



AES
/
admintSt  triggered
configJobCont configJob
Naming DN
lastJobName
S
configJob
Cisco APIC

5.3.x .



B ricremotepath

configJob
. Pending
. Running
. Failed
. Fail-no-data
. Success
. Success-with-warnings
. = 100 * lastSteplIndex/totalStepCount
. lastStepDescr

fileRemotePath

fileRemotePath

. FTP SCP

fabriclnst uni/fabric

. Cisco APIC 5.3.x



<fileRemotePath name='"path-name'" host="host name or ip" protocol="scp"
remotePath="path/to/some/folder' userName="user-name" userpasswd="password" />

32
MO tar gzip
tar gzip fileRemotePath
configRsRemotePath
S
configExportP
* name
« format xml json
* targetDn DN
e snapshot true
* includeSecureFields true

\)

configSnapshot

trigSchedP
configRsExportScheduler

\}

adminSt  triggered

Cisco APIC 5.3.x .



NX-0S CLI

NX-OS CLI

apicl(config)# snapshot
download Configuration snapshot download setup mode

export Configuration export setup mode

import Configuration import setup mode

rollback Configuration rollback setup mode

upload Configuration snapshot upload setup mode

apicl(config)# snapshot export policy-name
apicl(config-export)#

format Snapshot format: xml or json
no Negate a command or set its defaults
remote Set the remote path configuration will get exported to

schedule Schedule snapshot export
target Snapshot target

bash bash shell for unix commands

end Exit to the exec mode

exit Exit from current mode

fabric show fabric related information

show Show running system information

where show the current mode

apicl(config-export)# format xml

apicl(config-export)# no remote path [If no remote path is specified, the file
is exported locally to a folder in the controller]

apicl(config-export)# target [Assigns the target of the export, which

can be fabric, infra, a specific tenant, or none. If no target is specified, all
configuration information is exported.]

WORD infra, fabric or tenant-x

apicl(config-export)#

apicl# trigger snapshot export policy-name [Executes the snapshot export task]
apicl# Is /data2 [If no remote path is specified, the
configuration export file is saved locally to the controller under the folder data2]
ce_Dailybackup.tgz

GUI
GUI
1. [Admin]
2. [ / IMPORT / EXPORT ]
3. [ Export Policies ] [ Configuration ]

4, [Configuration]
[defaultOneTime]

5. [ Format ] JSON XML

. Cisco APIC 5.3.x



6. [ Start Now ] [ No ] [ Yes ]

7. [Target DN]

8. [Snapshot]

9. [Scheduler]

10. [ Encryption ]
11. [Start Now]
12. [ SUBMIT ]
REST API
REST AP
<configExportP name="policy-name" format="xml" targetDn="/some/dn or empty which means
everything"

snapshot=""false" adminSt='"triggered'>

<configRsRemotePath tnFileRemotePathName=""some remote path name" />
<configRsExportScheduler tnTrigSchedPName="'some scheduler name" />
</configExportP>

\)

True

1 infra fabric
tn-common fileRemotePath
configRsRemotePath

configlmportP
* name
* fileName
 importMode
. MO MO

Cisco APIC 5.3.x .
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e importType

* replace

* merge

* snapshot true

« failOnDecryptErrors

. XML

5.3.x

true

JSON

MO



NX-0S CLI
NX-OS CLI

apicl# configure
apicl(config)# snapshot
download Configuration snapshot download setup mode

export Configuration export setup mode

import Configuration import setup mode

rollback Configuration rollback setup mode

upload Configuration snapshot upload setup mode
apicl(config)# snapshot import

WORD Import configuration name

default

rest-user

apicl(config)# snapshot import policy-name
apicl(config-import)#
action Snapshot import action merge|replace

file Snapshot file name
mode Snapshot import mode atomic|best-effort
no Negate a command or set its defaults

remote Set the remote path configuration will get imported from

bash bash shell for unix commands
end Exit to the exec mode

exit Exit from current mode

fabric show fabric related information
show Show running system information

where show the current mode

apicl(config-import)# file < from 'show snapshot files" >
apicl(config-import)# no remote path
apicl(config-import)#

apicl# trigger snapshot import policy-name [Executes the snapshot import task]
GUI

GUI
1. [ADMIN]

2. [IMPORT/EXPORT]

3. [Import Poalicies] [Configuration]

4. [Configuration] [Create Configuration Import Policy] [CREATE
CONFIGURATION IMPORT POLICY]

5. [Name]

6 2

[Input Type] [Input Mode]

[Atomic Replace]

7. [Snapshot]

Cisco APIC 5.3.x .



8. [Import Source]

9. [Encryption]

10.  [SUBMIT]

REST API
REST API

<configlmportP name="policy-name" fileName=""someexportfile.tgz" importMode="atomic"
importType="replace" snapshot="false'" adminSt=""triggered">

<configRsRemotePath tnFileRemotePathName='""some remote path name" />
</configlmportpP>

snapshot
true
configSnapshot
[ Admin ]>] /
Import/Export ]>[ Export Policies ]>]
Configuration ] > [defaultAuto]
configSnapshot
. DN
. retire true
[
Admin 1> / Import / Export ] [
Import Policies ] [

configSnapshotManagerP

configlmportP

. Cisco APIC 5.3.x



configSnapshot

\}

Admin > Import/Export > Export Policies >
Configuration > defaultAuto

NX-0S CLI

apicl(config)# snapshot upload policy-name
apicl(config-upload)#

file Snapshot file name

no Negate a command or set its defaults

remote Set the remote path configuration will get uploaded to

bash bash shell for unix commands
end Exit to the exec mode

exit Exit from current mode

fabric show fabric related information
show Show running system information

where  show the current mode

apicl(config-upload)# file <file name from "show snapshot files">
apicl(config-upload)# remote path remote-path-name

apicl# trigger snapshot upload policy-name [Executes the snapshot upload task]

NX-0S CLI

apicl(config)# snapshot download policy-name
apicl(config-download)#

file Snapshot file name

no Negate a command or set its defaults

remote Set the remote path configuration will get downloaded from

bash bash shell for unix commands
end Exit to the exec mode

exit Exit from current mode

fabric show fabric related information
show Show running system information

where  show the current mode

apicl(config-download)# file < file from remote path>

apicl(config-download)# remote path remote-path-name

apicl# trigger snapshot download policy-name [Executes the snapshot download task]

Cisco APIC 5.3.x .



GUI

1. [ConfigRollbacks] [Uploadto
Remote Location option] [Upload snapshot to remote location]

2. [Submit]

1. [Import remotely stored export

archive to snapshot]

[File Name]
[Import Source] [Or create a new
one]

4. [Submit]

REST API

<configSnapshotManagerP name="policy-name'" fileName="someexportfile.tgz"
mode=""upload]download"” adminSt=""triggered">

<configRsRemotePath tnFileRemotePathName=""'some remote path name' />
</configSnapshotManagerpP>

configRollbackP 2
. MO
. MO
. MO

. Cisco APIC 5.3.x



configSnapshotMgrP
84
« configRollbackP
snapshotOneDN snapshotTwoDn
S1 2 S2
MO
«S1 S2 MO MO S2
MO
*S2 S1 MO MO S1
MO
*S2 MO
*S2 MO
«S1 S2 MO S2
S1
diff
readiff REST API

apichost/mqapi2/snapshots.readiff.xml?jobdn=SNAPSHOT_JOB_DN

preview  true diff

diff

2 diff REST API
apichost/mqgapi2/snapshots.diff.xm1?s1dn=SNAPSHOT_ONE_DN&s2dn=SNAPSHOT_TWO_DN

Cisco APIC 5.3.x .



NX-0S CLI

NX-0S CLI
apicl# show snapshot files
File : ce2_Dai lyAutoBackup-2015-11-21T01-00-17 . tar.gz
Created : 2015-11-21T01:00:21.167+00:00
Root
Size 1 22926
File : ce2_Dai lyAutoBackup-2015-11-21T09-00-21.tar.gz
Created : 2015-11-21T09:00:24.025+00:00
Root
Size : 23588

apicl# configure

apicl(config)# snapshot
apicl(config-rollback)#
apicl(config-rollback)#
apicl(config-rollback)#
apicl(config-rollback)#
apicl# trigger snapshot

rolIback myRollbackPolicy

Ffirst-file ce2_DailyAutoBackup-2015-11-21T01-00-17.tar.gz
second-Ffile ce2_DailyAutoBackup-2015-11-21T09-00-21.tar.gz
preview

end

rolIback myRollbackPolicy

GUI
GUI
1. [Admin]
2. [Admin] [Config Rollbacks]

3. [Config Rollbacks]

4. [Configuration for selected snapshot] 2

5. [Compare with previous snapshot]

2

A

diff

REST API
REST API

<configRollbackP name="policy-name" snapshotOneDn="‘dn/of/snapshot/one"
snapshotOneDn=""dn/of/snapshot/two" preview="false" adminSt="triggered"” />

Cisco APIC 5.3.x
88



Cisco APIC B

Cisco APIC

* [ACL ACL Contract Permit and Deny Logs ]
o[ Atomic Counters ]
o[ Digital Optical Monitoring ]
DOM

o[ Health Score ]

MO
o[ Port Tracking ]
* [SNMP] Simple Network Management Protocol (SNMP) APIC

« [SPAN] Switchport Analizer SPAN

o[ Statistics ]
* [Syslog] syslog
syslog NX-OS CLI
o[ Traceroute ]
o[ Troubleshooting Wizard ] 2
o[ Configuration Sync Issues ] Cisco APIC

Cisco APIC 5.3.x .



. Cisco APIC

NIC 1P
TEP
. TEP
. TEP
30 5
TEP

5.3.x

TEP

15

VPC 64

TEP



TEP 30
30
NTP
* EPtoEP
» EPGtoEPG
S
EPGtoEPG ipv4 ipv6 ipv4
ipv6 ipv6 TCAM
2 ipv4

* EPGtoEP /

* EPtoAny

* AnytoEP

* EPGtolP /IP IP

» EPtoExternal IP IP
5.2(3) (ESG)
EPG

VRF
* Cisco APIC 3.1(2m)
[ TrafficMap ] | Visualization ]

[ Operations 1> Visualization ] Cisco APIC GUI

Cisco APIC 5.3.x .



*|IP 2 IP 0.0.0.0

/EPG EPG/
EPG
IP Virtual Routing and Forwarding VRF
fv:CEp fv:StCEp
fv:RsCEpToPathEp
TEP
. TEP
NTP
. IPv6 IPv4 IPv6
IP IP
. fvCEp
fvCEp MAC IP
fvCEp
P MAC
IP Cisco APIC  fvCEp
IP fvCEp
1 IP IP
fvip

« fvCEp fvip fvCEp fviP
. EPG IPv6 2

. Cisco APIC 5.3.x




* EPG ESG L30ut EPG
0/0 0/1 128/1
L30Out EPG
* Cisco APIC trail CiscoAPIC  F1545
path [
Operations  ]>[ Visualization ] [ Settings ]
[ Mode ] [ Submit ]
ID
TEP
6
1
2048
TEP vPC 2
[Tenants]
Navigation Policies Troubleshoot
Troubleshoot Atomic Counter Policy
IP
Add topology Policy Add Policy

[Add Policy]
a) [Name]
b)

Cisco APIC

5.3.x .



IP

c)
d) [Filters] +
[Create Atomic Counter Filter] IP
TCP=6 IP
e) [Submit]
7 [Navigation]
[Work]
8 [Work] [Operational] [Traffic]
1
«EP to EP dbgacEpToEp
* EP_to EPG dbgacEpToEpg
« EP to Ext IP dbgacEpToExt
* EPG_to_EP dbgacEpgToEp
* EPG_to EPG dbgacEpgToEpg
* EPG to_IP IP dbgacEpgTolp
* Ext_to_EP IP dbgacExtToEp
*IP_to EPG IP dbgaclpToEpg
* Any to_EP dbgacAnyToEp
« EP to Any dbgacEpToAny
1 REST API EP to EP XML

. Cisco APIC 5.3.x



REST API

REST API .

<dbgacEpToEp name="EP_to_EP_Policy" ownerTag=""" ownerKey="""
dn=""uni/tn-Tenant64/acEpToEp-EP_to_EP_Policy" descr="" adminSt="enabled'>
<dbgacFilter name="EP_to_EP_Filter"” ownerTag="" ownerKey="" descr=""
srcPort="https" prot=""tcp" dstPort="https"/>

</dbgacEpToEp>

REST API EP_to_EPG XML

<dbgacEpToEpg name="EP_to_ EPG_Pol" ownerTag=""" ownerKey="""
dn=""uni/tn-Tenant64/epToEpg-EP_to_EPG Pol" descr=""" adminSt="enabled">
<dbgacFilter name="EP_to_ EPG_Filter" ownerTag="" ownerKey=""' descr="""
srcPort=""http" prot="tcp" dstPort="http'/>

<dbgacRsToAbsEpg tDn="'uni/tn-Tenant64/ap-VRF64_app_prof/epg-EPG64'/>
</dbgacEpToEpg>

XML
dbgEpToEpTslt

https://apic-ip-address/api/node/class/dbgEpToEpRsIt.xml

IP
XML  dbgacExtToEp

https://apic-ip-address/api/node/class/dbgExtToEpRsIt.xml

DOM SFP  SFP+
XFP
DOM

Cisco APIC 5.3.x .
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GUI

DOM
DOM
GUI DOM
[Fabric] > [Fabric Policies]
[ Navigation ] [ Policies 1>
Monitoring 1>[ Fabric Node Controls ]
[ Fabric Node Controls ]
[ Work ] [ ACTIONS ]
[ Create Fabric Node Control ]
[ Create Fabric Node Controls ]
[ Create Fabric Node Control ]
a) [Name]
b) [ ]
c) [DOM Enable DOM ]
[ ]
[ Navigation ] [ Switch Policies ]>]
Policy Groups ]
[ Work ] [ ACTIONS ]
[ Create Leaf Switch Policy Group ]
[ Create Spine Switch Policy
Group ]
[ Create Leaf Switch Policy Group | [
Create Spine Switch Policy Group ]
a) [Name]
b) [ Node Control Policy ]
[
Create Fabric Node Control ]
c [ Submit ]

. Cisco APIC 5.3.x



REST API B

10
a) [ Navigation ] [ Switch Policies ]>[
Profiles ]
b) [ Work ] [ ACTIONS ]
[ Create Leaf Switch Profile ]
[ Create Spine Switch Profile ]
c) [ Name ]
field.
d [ Switch Associations ]
e) [ Block ]
) [ Policy Group ]
g9 [ Update ] [ Submit ]
REST API
(DOM)
DOM

REST API DOM

1 fabricNodeControlPolicy
<fabricNodeControl dn="uni/fabric/nodecontrol-testdom” name="testdom' control="1"
rn=""nodecontrol-testdom" status="'created" />

2
<?xml version="1.0" encoding="UTF-8" ?>
<fabricLeNodePGrp dn="uni/fabric/funcprof/lenodepgrp-nodegrp2" name="nodegrp2"
rn=""lenodepgrp-nodegrp2"” status='‘created,modified"” >

<fabricRsMonlnstFabricPol tnMonFabricPolName="default"” status="created,modified" />
<fabricRsNodeCtrl tnFabricNodeControlName="testdom" status='created,modified" />

</fabriclLeNodePGrp>

3 103

<?xml version="1.0" encoding="UTF-8" ?>
<fabricLeafP>

Cisco APIC 5.3.x .
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<attributes>
<dn>uni/fabric/leprof-leafSwitchProfile</dn>
<name>leafSwitchProfile</name>
<rn>leprof-leafSwitchProfile</rn>
<status>created,modified</status>
</attributes>
<children>
<fabriclLeafS>
<attributes>
<dn>uni/fabric/leprof-leafSwitchProfile/leaves-test-typ-range</dn>
<type>range</type>
<name>test</name>
<rn>leaves-test-typ-range</rn>
<status>created,modified</status>
</attributes>
<children>
<fabricNodeBIk>
<attributes>

<dn>uni/fabric/leprof-leafSwitchProfile/leaves-test-typ-range/nodeblk-09533c1d228097da</dn>

<from_>103</from_>
<to_>103</to_>
<name>09533c1d228097da</name>
<rn>nodeblk-09533c1d228097da</rn>
<status>created,modified</status>
</attributes>
</fabricNodeBIk>
</children>
<children>
<fabricRsLeNodePGrp>
<attributes>
<tDn>uni/fabric/funcprof/lenodepgrp-nodegrp2</tDn>
<status>created</status>
</attributes>
</fabricRsLeNodePGrp>
</children>
</fabricLeafS>
</children>
</fabricLeafP>

GUI
GUI DOM

DOM
DOM

1 [ Frabric ] [ Inventory ]

. Cisco APIC 5.3.x



REST API

o o1 B~ W

REST API B

[ Navigation ]
[ Interface ]
[ Physical Interfaces ]
[DOM DOM Stats ]

DOM
XML REST API DOM

DOM

(DOM)

REST API 104  eth1/25 DOM

GET

https://apic-ip-address/api/node/mo/topology/pod-1/node-104/sys/phys-[ethl/25]/phys/domstats . xml?

query-target=children&target-subtree-class=ethpmDOMRXxPwrStats&subscription=yes

response : {
"totalCount":"1",

"'subscriptionld:"72057611234705430",
"imdata":[

{""ethpmDOMRXPwrStats' :{

"attributes':{

"alert':"none",

“childAction™:""",
"'dn":""topology/pod-1/node-104/sys/phys[ethl/25]/phys/domstats/rxpower",
“hiAlarm™:"0.158490",

“hiWarn*:""0.079430",

"loAlarm':""0.001050",

"loWarn':""0.002630",

"modTs":""never",

Cisco APIC 5.3.x .



APIC

MO
Cisco APIC Fundamental s Guide
APIC
CPU
[ Show only degraded health score ]
[ Tenants ]>
[tenant-name] [ Navigation ]
GUI EPG
[ Work ] [ Health ]
MO
[ Tenant 1>
Application profile 1> EPG Application EPG ]>[EPP]>|[
Fabric location ]>[EPG EPG to Path Attachment ]
>[ Network Path Endpoint ]>[

. Cisco APIC 5.3.x



Aggregation Interface ]>[ Aggregated Interface ]>[
Aggregated Member Interface ]

[ Fabric ]
[ navigation ] GUI
[ work ] [ Health ]
MO
[ Pod ]>[ Leaf ]

> Chassis ]1>[ Fan trayslot ]1>[

Linemoduleslot ]>[ Linemodule ]>[ Fabric
Port ]>[ 1 Layer 1 Physical Interface Configuration ]>
[ Physical Interface Runtime State ]

)
MO

Visore MO
Visore MO H
MO

. Inst
. Nodelnst
. Node
. Pod

Visore Cisco

APIC

« svc_ifc_eventmgr.log

* svc_ifc_observer.log

Cisco APIC 5.3.x .



« syslog
* APIC  syslog
« syslog
syslog
1
. System Faults [ System ]>]
Faults ]
(| Tenants ] > [tenant-name] ]
2. [ Navigation ] [ Tenant ]] tenant
name |
3. [ Work ] [ Faults ]
(| Fabric ] > Inventory ]
2. [ Navigation ]
3.0 Work ] [ Faults ]
2
a)
[ Fault Properties ]
. General

. Cisco APIC 5.3.x



. Properties
. Details
. Troubleshooting
. Troubleshooting
. Auditlog
. History
GUI NX-0OSCLI REST API
1 2
EPG
[ APIC

port tracking is triggered ]

Include APIC portswhen

Cisco Application Policy Infrastructure Controller APIC Cisco
APIC
Cisco APIC Cisco APIC
S
[ System ]>[ System Settings ]>
[ Port Tracking ]
Cisco APIC

5.3.x .
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GUI

. Cisco APIC

0

GUI

System ]

12
Submit ]

5.3.x

[
Port tracking state ]

Delay restore timer ]

System Settings ]
Port Tracking ]
[ on

off ]

120

]



NX-0S CLI B

NX-OS CLI

NX-0S CLI

apicl# show porttrack
Configuration

Admin State :on
Bringup Delay(s) : 120
Bringdown # Fabric Links up : O

apicl# show porttrack
Configuration

Admin State : off
Bringup Delay(s) : 120
Bringdown # Fabric Links up : O

REST API

REST API

1 REST API admin state: on

<polUni>
<infralnfra dn="uni/infra">
<infraPortTrackPol name="default"” delay="5" minlinks="4" adminSt="on">

</infraPortTrackPol>
</infralnfra>
</polUni>

2 REST API admin state: off

<polUni>
<infralnfra dn="uni/infra">
<infraPortTrackPol name="default" delay="5" minlinks="4" adminSt=*“‘off">

Cisco APIC 5.3.x .
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</infraPortTrackPol>
</infralnfra>
</polUni>

SNMP

Cisco Application Centric Infrastructure ACI MIB

SNMPv1 v2 v3 SNMP Cisco ACI
MIB
SNMPv3 SNMPv3 SNMP
SNMP v1 v2

5.1(1) SNMPv3 -2 SHA-2

SNMP Cisco ACI MIB Quick Reference
Cisco ACI SNMP

S
Cisco Application Centric Infrastructure ACI MIB

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/mib/list/mib-support.html

Cisco ACI SNMP
*« SNMP Get Next Bulk Walk
Cisco Application Policy Infrastructure Controller APIC
*« SNMP Set
* SNMP vl v2c v3

A

Cisco APIC

Cisco APIC

Cisco ACI 10

* SNMPv3 Cisco APIC

* Cisco APIC IPv6 SNMP

. Cisco APIC 5.3.x
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SNMP B
2: Cisco APIC SNMP
6.1(2) APIC SNMP
SNMP adminSt
[ Enabled ] adminSt
[ Disabled ]
SNMP SNMP
SNMP
SNMP SNMP
APIC
12(2) SNMP IPV6
1.2(1) CiscoAPIC SNMP
SNMP
SNMP
SNMP SNMP Cisco
Application Policy Infrastructure Controller  APIC
SNMP APIC
APIC
APIC  SNMP
APIC SNMP
SNMP
1. APIC
GUI SNMP 110
o[ /IP Host Name/IP ] APIC  IPv4 IPv6
o[ EPG ManagementEPG ]
EPG
APIC
2. APIC GUI
SNMP 108
o[ Trap Forward Servers ] IP
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OID

10.202.0.1  APICIP
10.202.0.201 IP

08:53:10.372378 1P

(tos 0x0, ttl 60, id 59067, offset 0, flags [DF], proto UDP (17), length 300)
10.202.0.1.45419 > 192.168.254.200.162: [udp sum ok]
{ SNMPv2c C="SNMP-ACI" { V2Trap(252) R=609795065

.1.3.6.1.2.1.1.3.0=25847714 .1.3.6.1.6.3.1.1.4.1.0=.1.3.6.1.4.1.9.9.276.0.1
.1.3.6.1.2.1.2.2.1.1.436207616=436207616 .1.3.6.1.2.1.2.2.1.7.436207616=2
.1.3.6.1.2.1.2.2.1.8.436207616=2 .1.3.6.1.2.1.31.1.1.1.1.436207616="eth1/1"
.1.3.6.1.2.1.2.2.1.3.436207616=6 .1.3.6.1.2.1.2.2.1.2.436207616="eth1/1"
.1.3.6.1.2.1.31.1.1.1.18.436207616=""
.1.3.6.1.4.1.9.10.22.1.4.1.1.6="10.202.0.201" } }

SNMP SNMPV2 Cisco APIC
3.1(1) Cisco APIC 4.2(6) 5.1(1) SNMPv3
S
APIC APIC
SNMP APIC
APIC
SNMP
GUI SNMP
Cisco ACI SNMP
SNMP
. SNMP SNMP
SNMP UDP 161
e mgmt Cisco APIC IP Cisco APIC
mgmt

. Cisco APIC

[Fabric]
[Fabric Policies]

5.3.x
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GuI SNMP B

[Navigation] [Pod Policies]
[Pod Policies] [Policies]
[SNMP] [Create SNMP Policy]
SNMP [default]
SNMP
a) [Name] SNMP
b) [Admin State] [Enabled]
c) [SNMP v3 Users] [+]
[Update]
SNMPv3
d [ Community Policies ] [+]
[ Name ] [ Update ]
32
@
e) [TrapForward Servers] [+] [IP Address]
[Update]
SNMP SNMP
a) [Client Group Policies] [+] [Create SNMP Client Group
Profile]
b) [Name] SNMP
c) [Associated Management EPG] EPG
d) [Client Entries] [+]
e) [Name] [Address]
IP [Update]
SNMP SNMPv3 APIC APIC  SNMP
IP
SNMPv3 [Client Entries]
SNMPv3 IP
[OK]
[ Submit ]
[Pod Policies] [Policy Groups]
[Policy Groups] [Create POD Policy Group]

Cisco APIC 5.3.x .
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GUI SNMP

11

12
13

14
15

SNMP

SNMP

a) [Name]
b) [SNMP Policy] SNMP [Submit]

[Pod Policies] [Profiles] [default]
[Work] [Fabric Policy Group]

[Submit]
[OK]

SNMP SNMP

ACI 10 10

[Admin]
[External Data Collectors]
[Navigation] [Monitoring Destinations]
[SNMP] [Create SNMP Monitoring Destination Group]
[Create SNMP Monitoring Destination Group]
a) [Name] SNMP [Next]
b) [Create Destinations] [+] [Create SNMP Trap Destination]
c [ /IP Host Name/IP ] IPv4 IPv6
d) SNMP
e) SNMPvl v2c [Security Name] 1
[v3 Security Level] [noauth]

. Cisco APIC 5.3.x
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SNMP

o N o O

GuI SNMP B

SNMP v1 v2c 32
© SNMPvzc @

f) SNMPv3 [Security Name] 1

[v3 Security Level]

SNMP v3 32

@
g) [Management EPG] EPG
h) [OK]
i) [ Finish ]
SNMP
[Fabric]
[Fabric Policies]
[Navigation] [Monitoring Policies]
SNMP
[Callhome/SNMP/Syslog]
[Common Policy] [Common Policy] [Create SNMP Source]
[Work] [Monitoring Object] [ALL]
[Source Type] [SNMP]
+ [Create SNMP Source]

[Create SNMP Source]
a) [Name] SNMP

b) [Dest Group]
[Create SNMP Monitoring Destination Group]

SNMP
c) [Submit]

Cisco APIC 5.3.x .
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SNMP
APIC
SNMP CPU
SNMP
APIC
CPU
CPU
Cisco ACI MIB Quick Reference Manual
SPAN
SPAN
SPAN 1 VLAN
CPU
SPAN
SPAN
SPAN
APIC SPAN ERSPAN
4.1(1i)
SPAN

. Cisco APIC 5.3.x
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EPG

SNMP
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sean i

APIC 4.1(1i)
4.1(1i)
SPAN
4.1.(1i)
. 3 SPAN
3 IP
o1
SPAN
* ASIC
SPAN SPAN-on-drop SPAN-on-drop
SPAN SPAN
SPAN
3 SPAN-on-drop SPAN
(CLI GuUlI REST API ) SPAN
(CLI REST API )
GUI SPAN NX-0OS CLI SPAN
REST API SPAN
SPAN
APIC
APIC
VMotion
ACI SPAN ERSPAN 2
. SPAN VLAN
Broadcom Trident 2 ASIC ERSPAN 1
ERSPAN 1
GRE 4
GRE —0x000088be
0x88be  ERSPAN 2 2
4 GRE ERSPAN 1
. SPAN Northstar ASIC
Alpine ASIC ASIC ERSPAN 2 3
ACI SPAN ERSPAN
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2
ERSPAN URL IETF
https://tools.ietf.org/html/draft-foschiano-erspan-00
SPAN
6.1(4) SPAN  SPAN
[ Scale 1 [ Filter ]
63
SPAN 115
SPAN CPU
Cisco APIC 6.2(1)
SPAN CPU
SPAN CPU
CPU tcpdump

-xxi tahoeOfile_name
/bootflash/file_name

tcpdump -xxi tahoeO | python3
/isan/utils/span_to_cpu_parser.py --decoder tahoe --verbose --payload

SPAN CPU 1 Mbps
ACI

» Nexus 9000 -FX3 NIK-C93180YC-FX3 NIK-C9348GC-FX3
NIK-C93108TC-FX3 NOI9K-C92348GC-FX3 NIK-C93360YC-FX3 NIK-X9736C-FX3

» Nexus 9000 -GX NI9K-C9316D-GX, N9K-C93600CD-GX,
NIK-C9364C-GX,NIK-X9716D-GX

* Nexus 9000 -GX2 N9K-C9364D-GX2A NI9K-C9332D-GX2B
NIK-C93560LD-GX2B N9K-C9348D-GX2A

* Nexus 9000 -HXB N9K-C93640CWD-HXB

* Nexus 9000 -FX2 NIK-C9336C-FX2 N9K-C93240YC-FX2

NIK-C93300YC-FX2 NIK-C93360YC-FX2 NIK-C93216TC-FX2

APICGUI
[ System ]>] Faults 1 [ Faults ]

. Cisco APIC 5.3.x
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SPAN B

« CPU SPAN SPAN ACL SPAN
SPAN CPU
2 3
. vPC CPU SPAN
e TX
« SPAN CPU
SPAN CPU
SPAN
S
2
. FX FX2
N9K-9312TX

. FX FX2
. SPAN

. SPAN

SPAN ERSPAN | Cisco Application Policy Infrastructure Controller
APIC GUI 1
. SPAN SPAN
ERSPAN Il Cisco APIC GUI 2

. SPAN  ERSPAN 1

. 5.2(3) ERSPAN  IPv6

Cisco N9K-C9808

TX SPAN

SPAN

Cisco APIC

SPAN
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. SPAN
* SPAN 343 MTU
«6.1(4) SPAN
» Cisco Nexus 9000 FX2 SPAN
. SPAN
. SPAN SPAN
. SPAN SPAN L3Out
EPG VLAN
. TX
«6.1(4) SPAN
. SPAN
. SPAN
*6.1(4) SPAN
* uSeg EPG ESG SPAN EPG SPAN
VLAN ID uSeg
EPG ESG VLAN SPAN EPG VLAN
* ERSPAN SPAN GOLF VRF
L30ut
BGP GOLF GOLF L30Out
* SPAN 13extLIfP 3
* FEX SPAN FEX SPAN
SPAN

. Cisco APIC 5.3.x



Rx SPAN

FEX
1 SPAN

A\

SPAN B

3 Tx SPAN

Tx SPAN

NIF SPAN

2 FEX
SPAN

NIF

Cisco APIC 4.1

ERSPAN IETF
draft-foschiano-erspan-00

* ERSPAN IP

APIC 6.1(2) ERSPAN

* SPAN  IPv6

. vPC
vPC vPC

. EPG

* SPAN 2

SPAN
* EPG

. L30ut

e L30ut

e L.30ut

* L30ut PC

Internet Draft https://tools.ietf.org/html/

IP L30ut ERSPAN over L30ut

SPAN

ERSPAN

SPAN L30ut

SPAN

SPAN PC
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e L.30ut

e L30ut
PC

e L.30ut

* EPG

SPAN

* SPAN

vPC SPAN
L30utSVI PC
SPAN
SPAN
[L3 L3 Configuration ]
L30ut
L30ut
EPG
EPG
ARP
SPAN
SPAN
L4
SPAN
TCAM
SPAN SPAN

\erified Scalability Guidefor Cisco ACI

» SPAN-on-drop

» SPAN-on-drop 2

» SPAN-on-drop

SPAN-on-drop

. Cisco APIC

LUX

BMX

5.3.x

vPC

vPC

SPAN

L30Out

SVI

SPAN

RWX

SPAN

Svi

tx

L4

L30ut



SPAN B

. CLI SPAN-on-drop  Cisco APIC
SPAN 100 MB
. SPAN-on-drop
SPAN
* SPAN-on-drop ACL SPAN ACL SPAN-on-drop
ACL SPAN
SPAN-on-drop

* SPANondrop  SPAN ACL
* TCAM = M*S1*1+N*S2*2 + S3*

2 rx SPAN tx SPAN

[S3=0 ] 16
tx rx
SPAN 480
4
16 4
)

* M =1Pv4

* S1=IPv4

* N =1Pv6

* S2 = IPv6

¢« S3=

*PC vPC LACP MAC PC
LACP PC PC
SPAN No operating src / dst MAC
SPAN

« Cisco Application Centric Infrastructure  ACI
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. Cisco APIC

e L.30ut
ACL

* SPAN

SSN  Tx
SPAN

IPv6
SPAN

SPAN Tx
Rx

SPAN L30ut
sclass / dclass

SPAN -EX

SPAN

SPAN
VLAN
SPAN
SPAN
2 GUI
Fabric ]>[ Access Policies  ]>[ Policies ]>
Interface ]>[L2 L2 Interface ]

SPAN SPAN 1
SSN  Rx SPAN 2
SPAN
SPAN
SPAN

SPAN ACL
BUM
SPAN ACL IPv4

EPG

VRF SPAN VRF
3SVI

VRF SPAN VRF VNID
VNID

. SPAN

__Ul_AUTO__CONFIG__DEFAULT__EXTENDED__MO

SPAN SPAN

5.3.x
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Gul SPAN B

SPAN 1 SPAN
SPAN
1
SPAN
. SPAN
ASIC SPAN
* SPAN
* [ERSPAN over L30ut] Infra L3Out

* [ERSPAN over L30ut] SPAN

. SR-MPLS L3out ERSPAN
. L3out
L3out ERSPAN
SPAN
SPAN
SPAN Cisco APIC GUI
SPAN 1
GUI
1 [Tenants]
2
30 Navigation ] [ Policies 1>
Troubleshooting ] > [SPAN]
[SPAN] 2 [SPAN SPAN Destination Groups ]
[SPAN SPAN Source Groups ]
4 [ Navigation ] [SPAN SPAN Source Groups ]
[SPAN Create SPAN Source Group ]

[Create SPAN Source Group]

Cisco APIC 5.3.x .
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5 [SPAN Create SPAN Source Group ]
6 [ Create Sources ] [SPAN ]
7 [SPAN Create SPAN Source ]
8 SPAN [OK]
[SPAN Create VRF ]
9 [ Create Remote Location ]
[ Submit ]
SPAN SPAN EPG
APIC GUI SPAN
1 [ Fabric ] [
Access Policies ]
2 [ Navigation ] [ Policies 1>
Troubleshooting ] [SPAN]
3 [SPAN] [SPAN SPAN Filter Groups ] [SPAN
Create SPAN Filter Group ]
[ Create Filter Group ]
4 SPAN [ Filter Entries ]
[+]
o[ IP Source IP Prefix ] IP / IP
IPv4 IPv6
0.0.0.0 IPv4
IPv6
o[ First Source Port ] 4
[ Last Source Port ]
0
o[ Last Source Port ] 4
[ First Source Port ]

. Cisco APIC 5.3.x



0.0.0.0

DSCP
Both

. [TCP

APIC GUI SPAN
0
Destination IP Prefix ] IP / IP
IPv4 IPv6
IPv4
IPv6
First Destination Port ] 4
[ Last Destination Port ]
0
Last Destination Port ] 4
[ First Destination Port ]
0
IP Protocol ] IP 0
Extended Filter Entries ] [+]
Name 1]:
DSCP DSCPFrom ] DSCP [
DSCPTo ] DSCP
DSCP DSCPTo ] DSCP [
DSCPFrom ] DSCP
DotlP DotlPFrom ] DotlP [
DotlPTo ] Dotl1P
DotlP DotlP To ] DotlP [
DotlP From ] DotlP
DSCP  DotlP
DSCP  DotlP
Dot1P [
] DSCP DotlP
TCP Flags ] TCP
Cisco APIC

5.3.x .
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TCP [
Unspecified ] [TCP] [IP IP Protocol ]
o[ Packet Type ] [ /
Routed/Switched ] [ Routed ] [ Switched Only ]
5 [ Update ] [
Submit ]
APIC GUI SPAN
APIC GUI SPAN
1 [ Fabric ]>[ Access Policies ]
2 [ Navigation ] [ Policies 1>]
Troubleshooting ] > [SPAN]
[SPAN] [SPAN SPAN Source Groups ], [SPAN
SPAN Filter Groups ] [SPAN SPAN Destination Groups ] 3
3 [SPAN SPAN Source Groups ] [SPAN

Create SPAN Source Groups ]
[Create SPAN Source Group]

4 [ Administrative State ] [ Disabled ] [ Enabled ]
5 [ Filter Group ]
APIC GUI SPAN 122
6 [ Destination Group ] SPAN
Cisco APIC GUI SPAN
127
70 Create Sources ] [SPAN Create SPAN
Source ]

. Cisco APIC 5.3.x
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8 SPAN [ Submit ]

SPAN SPAN

Cisco APIC GUI SPAN
Cisco APIC GUI SPAN
1 GUI
1 [ Fabric ]>][ Fabric Policies ]
2 [ Navigation ] [ Policies 1>
Troubleshooting ] > [SPAN]
[SPAN] [SPAN SPAN Source Groups ], [SPAN
SPAN Filter Groups ] [SPAN SPAN Destination Groups ] 3

3 [SPAN SPAN Source Groups ] [SPAN

Create SPAN Source Groups ]
[Create SPAN Source Group]

4 [SPAN Create SPAN Source Group |
5[ Create Sources ] [SPAN ]
6 [SPAN Create SPAN Source ]
7 [OK]
[SPAN Create VRF ]
8 [ Create Remote Location ]
[ Submit ]

Cisco APIC 5.3.x .
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SPAN SPAN
Cisco APIC GUI SPAN
Cisco APIC GUI SPAN
1 GUI
SPAN SPAN
SPAN
1 [Tenants]
2
3 [ Navigation ] [ Policies 1>
Troubleshooting ] > [SPAN]
[SPAN] 2 [SPAN SPAN Destination Groups ]
[SPAN SPAN Source Groups ]
4 [SPAN SPAN Destination Groups ] [SPAN
Create SPAN Destination Groups ] [Create SPAN Destination Group]
a) [Name] SPAN
b) [ Description ]
c) [ Destination Type ] [ EPG Application EPG ]
[L3Out EPG L3OutEPG ]
SPAN [ Destination Type ] [ EPG
Application EPG ]
EPG
SPAN [ Destination Type ] [L3Out EPG]
L30Out EPG
d) [ IP Destination IP ]
e) [ IP/ Source IP/Prefix ] IP
IP
f) SPAN [ ID FlowID ] 1 1023
1

. Cisco APIC 5.3.x
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9 [TTL]
TTL 64
h) [MTU] 64 9216
i) SPAN [DSCP]
5 [ Submit ]
Cisco APIC GUI SPAN
Cisco APIC GUI
SPAN SPAN
SPAN
1 [ Fabric ]>[
2 [ Navigation ] [
Troubleshooting ] > [SPAN]
[SPAN] [SPAN
SPAN Filter Groups ] [SPAN
3 [SPAN SPAN Destination Groups

Create SPAN Destination Groups ]

SPAN B

255

1518

SPAN
GUI

Access Policies ]

Policies 1>]

SPAN Source Groups ], [SPAN

SPAN Destination Groups ] 3

[SPAN
[Create SPAN Destination Group]

a) [Name] SPAN
b) [ Description ]
c) [ Destination Type ] [ EPG Application EPG ]

[L3Out EPG L3OutEPG ]

SPAN [ Destination Type ] [ EPG

Application EPG ]

EPG
SPAN [ Destination Type ] [L3Out EPG]
L30Out

Cisco APIC
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d) [ IP  Destination IP ]
e) [ IP/ Source IP/Prefix ] IP
IP
f) SPAN [ ID FlowID ] 1 1023
1
g) [TTL] 1 255
TTL 64
h) [MTU] 64 9216 1518
i) SPAN [DSCP]
4 [ Submit ]
Cisco APIC GUI SPAN
Cisco APIC GUI SPAN
1 GUI
SPAN SPAN
SPAN

L30ut
1 [ Fabric ]>][ Fabric Policies ]
2 [ Navigation ] [ Policies 1>
Troubleshooting ] > [SPAN]
[SPAN] [SPAN SPAN Source Groups ], [SPAN
SPAN Filter Groups ] [SPAN SPAN Destination Groups ] 3
3 [SPAN SPAN Destination Groups ] [SPAN
Create SPAN Destination Groups ] [Create SPAN Destination Group]

. Cisco APIC 5.3.x
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a) [Name] SPAN
b) [ Description ]
c [ Destination Type ] [ EPG Application EPG ]

[L3Out EPG L3OutEPG ]

SPAN [ Destination Type ] [ EPG

Application EPG ]

EPG
SPAN [ Destination Type ] [L3Out EPG]
L30Out

d) [ IP Destination IP ]
e) [ IP/ Source IP/Prefix ] IP

IP
f) SPAN [ ID FlowID ] 1 1023

1

g) [TTL] 1 255

TTL 64
h) [MTU] 64 9216 1518
i) SPAN [DSCP]

4 [ Submit ]
SPAN
NX-0S CLI SPAN
NX-0S CLl SPAN
SPAN 1

1 configure terminal

Cisco APIC 5.3.x .
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apicl# configure terminal

2 [no] monitor access session session-name

apicl(config)# monitor access session mySession

3 [no] description text

apicl(config-monitor-access)# description "This is my SPAN session"

4 [no] destination interface ethernet slot/port leaf node-id

FEX

apicl(config-monitor-access)# destination interface ethernet 1/2 leaf 101

5 [no] source interface ethernet {[fex/]dot/port | port-range} leaf node-id

apicl(config-monitor-access)# source interface ethernet 1/2 leaf 101

6  dropenable

ASIC SPAN
SPAN

apicl(config-monitor-access-source)# drop enable

7 [no] direction {rx | tx | both}

apicl(config-monitor-access-source)# direction tx

8  [no] filter tenant tenant-name application application-name epg epg-name

apicl(config-monitor-access-source)# filter tenant tl1 application appl epg epgl

. Cisco APIC 5.3.x
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9  exit

apicl(config-monitor-access-source)# exit

10 [no] destination interface port-channel port-channel-name-list leaf node-id

FEX

4.1(2)

apicl(config-monitor-access)# destination interface port-channel pcl leaf 101

11  [no] source interface port-channel port-channel-name-list leaf node-id [fex fex-id]

apicl(config-monitor-access)# source interface port-channel pc5 leaf 101

12 [no] filter tenant tenant-name I3out L30ut-name vlan interface-VLAN

4.1(1) L30ut

apicl(config-monitor-access-source)# filter tenant tl1 13out 13outl vlan 2820

13 [no] shutdown

apicl(config-monitor-access)# no shut

Cisco APIC 5.3.x .
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apicl# configure terminal
apicl(config)# monitor access session mySession
apicl(config-monitor-access)# description "This is my SPAN session"
apicl(config-monitor-access)# destination interface ethernet 1/2 leaf 101
apicl(config-monitor-access)# source interface ethernet 1/1 leaf 101
apicl(config-monitor-access)# drop enable
apicl(config-monitor-access-source)# direction tx
apicl(config-monitor-access-source)# filter tenant tl application appl epg epgl
apicl(config-monitor-access-source)# exit
apicl(config-monitor-access)# no shut
apicl(config-monitor-access)# show run
# Command: show running-config monitor access session mySession
# Time: Fri Nov 6 23:55:35 2015
monitor access session mySession
description "This is my SPAN session"
destination interface eth 1/2 leaf 101
source interface eth 1/1 leaf 101
direction tx
filter tenant tl application appl epg epg
exit
exit

NX-0S CLI SPAN
SPAN

1 configure

apicl# configure

2 [no] monitor access filter-group filtergroup-name

apicl(config)# monitor access filter-group filtergroupl

3 [no] filter srcaddress source-address dstaddress destination-address srcport-from source-from-port
srcport-to source-to-port dstport-from destination-from-port dstport-to destination-to-port ipproto

| P-protocol
* source-address IP / IP IPv4
IPv6 0.0.0.0
IPv4 i IPv6

. Cisco APIC 5.3.x
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* destination-address IP / IP IPv4
IPv6 0.0.0.0
IPv4 i IPv6

» source-from-port 4 srcport-to

0

* source-to-port 4 srcport-from

0

* destination-from-port 4 dstport-to

0

* destination-to-port 4 dstport-from

0

e IP-protocol  IP 0

apicl(config-monitor-fltgrp)# filter srcaddress 1.1.1.0/24 dstaddress 0.0.0.0 srcport-from
0 srcport-to O dstport-from O dstport-to O ipproto 20

exit

apicl(config-monitor-fltgrp)# exit

exit

apicl(config)# exit

SPAN

apicl# configure
apicl(config)# monitor access filter-group filtergroupl

Cisco APIC 5.3.x .
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apicl(config-monitor-fltgrp)# filter srcaddress 1.1.1.0/24 dstaddress 0.0.0.0 srcport-from
0 srcport-to O dstport-from O dstport-to O ipproto 20

apicl(config-monitor-fltgrp)# exit

apicl(config)# exit

NX-0S CLI SPAN
CLI SPAN

CLI SPAN

apicl(config-monitor-access-filtergrp-filter-extended-filters)# show run
# Command: show running-config monitor access filter-group filtergroupl filter dstaddr
192.168.10.1 srcaddr 192.168.10.100 extended-filters extl
# Time: Wed May 11 11:25:23 2022
monitor access filter-group filtergroupl
filter srcaddr 192.168.10.100 dstaddr 192.168.10.1
extended-filters extl
dscp from CSO to 4
dotlp from 1 to 5
forwarding-type switched
tcp-flag ack off
tcp-flag fin off
tcp-flag rst on
exit
exit
exit
apicl#

NX-0S CLI SPAN
SPAN

1 configure

apicl# configure

2 [no] monitor access session session-name

. Cisco APIC 5.3.x
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apicl(config)# monitor access session sessionl

filter-group filtergroup-name

apicl(config-monitor-access)# filter-group filtergroupl

no filter-group

apicl(config-monitor-access)# no filter-group

[no] source interface ethernet {[fex/]slot/port | port-range} leaf node-id

apicl(config-monitor-access)# source interface ethernet 1/9 leaf 101
filter-group filtergroup-name

SPAN

apicl(config-monitor-access-source)# filter-group filtergroup2

exit

apicl(config-monitor-access-source)# exit

no filter-group

SPAN

apicl(config-monitor-access-source)# no Filter-group

exit

apicl(config-monitor-access)# exit

exit
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NX-0S

CLI

CLI

ERSPAN

apicl(config)# exit

apicl# configure

apicl(config)# monitor access session sessionl
apicl(config-monitor-access)# filter-group filtergroupl
apicl(config-monitor-access)# source interface ethernet 1/9 leaf 101
apicl(config-monitor-access-source)# filter-group filtergroup2
apicl(config-monitor-access-source)# exit
apicl(config-monitor-access-source)# no filter-group
apicl(config-monitor-access)# exit

apicl(config)# exit

ERSPAN
ACI ERSPAN 1
vPC

ERSPAN EPG

configure terminal

apicl# configure terminal

[no] monitor access session session-name

apicl(config)# monitor access session mySession

[no] description text

EPG

apicl(config-monitor-access)# description "This is my access ERSPAN session"

. Cisco APIC 5.3.x
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NX-0S CLI ERSPAN .

[no] destination tenant tenant-name application application-name epg epg-name destination-ip
dest-ip-address source-ip-prefix src-ip-address

apicl(config-monitor-access)# destination tenant tl application appl epg epgl
destination-ip 192.0.20.123 source-ip-prefix 10.0.20.1

[no] erspan-id flow-id

ERSPAN ERSPAN ID ERSPAN 1 1023

apicl(config-monitor-access-dest)# erspan-id 100
[no] ip dscp dscp-code

ERSPAN DiffServ DSCP
0 64

apicl(config-monitor-access-dest)# ip dscp 42

[no] ip ttl ttl-value
ERSPAN IP TTL 1 255

apicl(config-monitor-access-dest)# ip ttl 16

[no] mtu mtu-value

ERSPAN MTU 64
9216

apicl(config-monitor-access-dest)# mtu 9216

exit

apicl(config-monitor-access-dest)#

[no] source interface ethernet {[fex/]slot/port | port-range} leaf node-id

apicl(config-monitor-access)# source interface eth 1/2 leaf 101

[no] source interface port-channel port-channel-name-list leaf node-id [fex fex-id]
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apicl(config-monitor-access)# source interface port-channel pcl leaf 101

12 [no] source interface vpc vpc-name-list leaf node-id1l node-id2 [fex fex-id1l fex-id2]

vPC

apicl(config-monitor-access)# source interface vpc pcl leaf 101 102

13 drop enable

ASIC SPAN
SPAN

apicl(config-monitor-access-source)# drop enable

14 [no] direction {rx | tx | both}

apicl(config-monitor-access-source)# direction tx

15 [no] filter tenant tenant-name application application-name epg epg-name

apicl(config-monitor-access-source)# filter tenant tl application appl epg epgl

16 exit

apicl(config-monitor-access-source)# exit

17 [no] shutdown

apicl(config-monitor-access)# no shut
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NX-0S CLI ERSPAN .

ERSPAN

apicl# configure terminal
apicl(config)# monitor access session mySession
apicl(config-monitor-access)# description "This is my access ERSPAN session"
apicl(config-monitor-access)# destination tenant tl application appl epg epgl
destination-ip 192.0.20.123 source-ip-prefix 10.0.20.1
apicl(config-monitor-access-dest)# erspan-id 100
apicl(config-monitor-access-dest)# ip dscp 42
apicl(config-monitor-access-dest)# ip ttl 16
apicl(config-monitor-access-dest)# mtu 9216
apicl(config-monitor-access-dest)# exit
apicl(config-monitor-access)# source interface eth 1/1 leaf 101
apicl(config-monitor-access-source)# direction tx
apicl(config-monitor-access-source)#drop enable
apicl(config-monitor-access-source)# filter tenant tl application appl epg epgl
apicl(config-monitor-access-source)# exit
apicl(config-monitor-access)# no shut
apicl(config-monitor-access)# show run
# Command: show running-config monitor access session mySession
# Time: Fri Nov 6 23:55:35 2015
monitor access session mySession
description "This is my ERSPAN session"
source interface eth 1/1 leaf 101
direction tx
filter tenant tl application appl epg epgl
exit
destination tenant tl application appl epg epgl destination-ip 192.0.20.123
source-ip-prefix 10.0.20.1
ip dscp 42
ip ttl 16
erspan-id 9216
mtu 9216
exit
exit

apicl(config-monitor-access)# source interface port-channel pc3 leaf 105

vPC 1

apicl(config-monitor-access)# source interface port-channel vpc3 leaf 105

FEX 101

apicl(config-monitor-access)# source interface eth 101/1/1-2 leaf 105
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NX-0S CLI ERSPAN
ACI ERSPAN

SPAN

ERSPAN EPG
EPG

1  configure terminal

apicl# configure terminal

2 [no] monitor fabric session session-name

apicl(config)# monitor fabric session mySession

3 [no] description text

apicl(config-monitor-fabric)# description "This is my fabric ERSPAN session™

4 [no] destination tenant tenant-name application application-name epg epg-name destination-ip
dest-ip-address source-ip-prefix src-ip-address

apicl(config-monitor-fabric)# destination tenant tl application appl epg epgl
destination-ip 192.0.20.123 source-ip-prefix 10.0.20.1

5  [no] erspan-id flow-id

ERSPAN ERSPAN ID ERSPAN 1 1023

apicl(config-monitor-fabric-dest)# erspan-id 100

6  [no] ip dscp dscp-code
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13

NX-0S CLI

ERSPAN DiffServ DSCP
0 64

apicl(config-monitor-fabric-dest)# ip dscp 42

[no] ip ttl ttl-value
ERSPAN IP TTL

apicl(config-monitor-fabric-dest)# ip ttl 16
[no] mtu mtu-value

ERSPAN MTU
9216

apicl(config-monitor-fabric-dest)# mtu 9216

exit

apicl(config-monitor-fabric-dest)#

[no] source interface ethernet {dot/port | port-range} switch node-id

apicl(config-monitor-fabric)# source interface eth 1/2 switch 101

drop enable

ASIC
SPAN

apicl(config-monitor-fabric-source)# drop enable

[no] direction {rx | tx | both}

apicl(config-monitor-fabric-source)# direction tx

[no] filter tenant tenant-name bd bd-name

Cisco APIC

ERSPAN B
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64
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NX-0S

CLI

14

15

16

CLI

ERSPAN

apicl(config-monitor-fabric-source)# filter tenant tl bd bdl

[no] filter tenant tenant-name vrf vrf-name

VRF

apicl(config-monitor-fabric-source)# filter tenant tl vrf vrfl

exit

apicl(config-monitor-fabric-source)# exit

[no] shutdown

apicl(config-monitor-fabric)# no shut

ERSPAN

apicl# configure terminal

apicl(config)# monitor fabric session mySession
apicl(config-monitor-fabric)# description "This is my fabric ERSPAN session"
apicl(config-monitor-fabric)# destination tenant tl application appl epg epgl
destination-ip 192.0.20.123 source-ip-prefix 10.0.20.1
apicl(config-monitor-fabric-dest)# erspan-id 100
apicl(config-monitor-fabric-dest)# ip dscp 42
apicl(config-monitor-fabric-dest)# ip ttl 16
apicl(config-monitor-fabric-dest)# mtu 9216
apicl(config-monitor-fabric-dest)# exit

apicl(config-monitor-fabric)# source interface eth 1/1 switch 101
apicl(config-monitor-fabric-source)# drop enable
apicl(config-monitor-fabric-source)# direction tx
apicl(config-monitor-fabric-source)# filter tenant tl bd bdl
apicl(config-monitor-fabric-source)# filter tenant tl vrf vrfl
apicl(config-monitor-fabric-source)# exit

apicl(config-monitor-fabric)# no shut

ERSPAN
ACI ERSPAN
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EPG
EPG EPG

configure terminal

apicl# configure terminal

[no] monitor tenant tenant-name session session-name

apicl(config)# monitor tenant session mySession

[no] description text

apicl(config-monitor-tenant)# description "This is my tenant ERSPAN session"

[no] destination tenant tenant-name application application-name epg epg-name destination-ip
dest-ip-address source-ip-prefix src-ip-address

apicl(config-monitor-tenant)# destination tenant tl application appl epg epgl
destination-ip 192.0.20.123 source-ip-prefix 10.0.20.1

[no] erspan-id flow-id

ERSPAN ERSPAN ID ERSPAN 1 1023

apicl(config-monitor-tenant-dest)# erspan-id 100
[no] ip dscp dscp-code

ERSPAN DiffServ DSCP
0 64

apicl(config-monitor-tenant-dest)# ip dscp 42
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10

11

12

13

ERSPAN

[no] ip ttl ttl-value
ERSPAN IP TTL

apicl(config-monitor-tenant-dest)# ip ttl 16

[no] mtu mtu-value

ERSPAN MTU
9216

apicl(config-monitor-tenant-dest)# mtu 9216

exit

apicl(config-monitor-tenant-dest)#

[no] source application application-name epg epg-name

apicl(config-monitor-tenant)# source application app2 epg epg5

[no] direction {rx | tx | both}

apicl(config-monitor-tenant-source)# direction tx

exit

apicl(config-monitor-tenant-source)# exit

[no] shutdown

apicl(config-monitor-tenant)# no shut
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NX-0S CLI SPAN-On-Drop .

ERSPAN

apicl# configure terminal

apicl(config)# monitor access session mySession
apicl(config-monitor-tenant)# description "This is my tenant ERSPAN session"
apicl(config-monitor-tenant)# destination tenant tl application appl epg epgl
destination-ip 192.0.20.123 source-ip-prefix 10.0.20.1
apicl(config-monitor-tenant-dest)# erspan-id 100
apicl(config-monitor-tenant-dest)# ip dscp 42
apicl(config-monitor-tenant-dest)# ip ttl 16
apicl(config-monitor-tenant-dest)# mtu 9216
apicl(config-monitor-tenant-dest)# exit

apicl(config-monitor-tenant)# source application app2 epg epg5
apicl(config-monitor-tenant-source)# direction tx
apicl(config-monitor-tenant-source)# exit

apicl(config-monitor-tenant)# no shut

NX-0S CLI SPAN-On-Drop
SPAN

1 configure terminal

apicl# configure terminal

2 [no] monitor fabric session session-name

apicl(config)# monitor fabric session Spine301-GD-SOD

3 [no] description text

apicl(config-monitor-fabric)# description "This is my fabric ERSPAN session"

4 source global-drop switch
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B restan SPAN

ASIC SPAN
SPAN

apicl(config-monitor-fabric)# source global-drop switch

5 [no] destination tenant tenant-nameapplication application-name epg epg-name destination-ip
dest-ip-address source-ip-prefix src-ip-address

apicl(config-monitor-fabric-dest)# destination tenant ERSPAN application Al epg El1
destination-ip 165.10.10.155 source-ip-prefix 22.22.22.22

SPAN-on-Drop

apicl# configure terminal

apicl(config)# monitor fabric session Spine301-GD-SOD
apicl(config-monitor-fabric)# source global-drop switch
apicl(config-monitor-fabric)# destination tenant ERSPAN application Al epg El
destination-ip 179.10.10.179 source-ip-prefix 31.31.31.31

REST API SPAN
REST AP ERSPAN
REST API ERSPAN
REST API
APIC
ERSPAN

POST https://<APIC_IP>/api/node/mo/uni/infra.xml
<spanDestGrp annotation=""" descr=""" name='Dest2" nameAlias=""" ownerKey="""' ownerTag="""">
<spanDest annotation=""" descr=""" name="Dest2" nameAlias=""" ownerKey=""" ownerTag=""">
<spanRsDestEpg annotation=""" dscp="‘unspecified"” finallp="0.0.0.0" flowld=""1"
ip="179.10.10.179"
mtu="1518"srclpPrefix="20.20.20.2" tDn="uni/tn-ERSPAN/ap-Al/epg-E1" ttl=""64"
ver="ver2"
verEnforced="no"/>
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</spanDest>
</spanDestGrp>
REST API
REST API
REST API
APIC
POST https://<APIC_IP>/api/node/mo/uni/infra.xml
<spanSrcGrp adminSt="enabled" annotation=""' descr=""" name="Spine-402-GD-SOD"" nameAlias=""">
<spanSrc annotation=""" descr=""" dir=""both" name="402" nameAlias=""" spanOnDrop="yes'">
<spanRsSrcToNode annotation=""" tDn="topology/pod-1/node-402"/>
</spanSrc><spanSpanLbl annotation=""" descr=""" name="402-dst-179" nameAlias="""
tag=""yellow-green'/>
</spanSrcGrp>
REST API SPAN
REST API SPAN
REST API APIC
SPAN

POST https://<APIC_IP>/api/node/mo/uni/infra.xml

<spanDestGrp annotation=""" descr=""" name='"Dest4" nameAlias=""" ownerKey=""' ownerTag="""'>
<spanDest annotation=""" descr=""" name="Dest4" nameAlias=""" ownerKey=""" ownerTag=""">
<spanRsDestPathEp annotation=""" mtu="1518"

tDn=""topology/pod-1/paths-301/pathep-[eth1/18]"/>
</spanDest>

</spanDestGrp>
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B restan SPAN

REST API SPAN
REST API SPAN
REST API APIC
SPAN
POST https://<APIC_IP>/api/node/mo/uni/infra.xml
<spanSrcGrp adminSt="enabled" annotation="" descr=""" name="Test-Src2" nameAlias="""
ownerKey="""
ownerTag=""">

<spanSrc annotation=""" descr=""" dir="both" name="Srcl" nameAlias=""" ownerKey="""

ownerTag="""

spanOnDrop=""yes"">
<spanRsSrcToPathEp annotation=""" tDn="topology/pod-1/paths-301/pathep-[ethl/1]"/>
</spanSrc>

<spanSpanLbl annotation=""" descr=""" name="Destl" nameAlias=""" ownerKey="" ownerTag=""
tag=""yel low-green"/>
</spanSrcGrp>
REST API SPAN
REST API SPAN
REST API
APIC
SPAN
POST https://<APIC_IP>/api/node/mo/uni/infra.xml
<spanSrcGrp adminSt="enabled" annotation=""" descr=""" name="Test-Src2" nameAlias="""
ownerKey="""
ownerTag=""">
<spanSrc annotation=""" descr=""" dir="both" name='"Srcl" nameAlias=""" ownerKey="""
ownerTag=""" spanOnDrop=""yes'>
<spanRsSrcToPathEp annotation=""" tDn=""topology/pod-1/paths-301/pathep-[ethl/51]"/>
</spanSrc>

<spanSpanLbl annotation=""" descr=""" name="Dest2" nameAlias=""" ownerKey=""" ownerTag=

tag=""yellow-green"/>
</spanSrcGrp>
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REST API ERSPAN
REST API ERSPAN
REST API

APIC
ERSPAN
POST https://<APIC_IP>/api/node/mo/uni/infra.xml
<spanDestGrp annotation=""" descr=""" name="Dest4" nameAlias=""" ownerKey="""

ownerTag=""">

<spanDest annotation="" descr=""" name="Dest4" nameAlias="" ownerKey="""

ownerTag=""">
<spanRsDestPathEp annotation=""" mtu="1518" tDn="topology/pod-1/paths-301/pathep-
[eth1/18]"/>
</spanDest>
</spanDestGrp>

REST API SPAN
REST API SPAN

Rest API SPAN

URL: {{apic-host}}/api/node/mo/ .xml

BODY:
<polUni>
<infralnfra dn="uni/infra">
<spanSrcGrp adminSt="enabled" descr=""" dn="uni/infra/srcgrp-locall” nameAlias=""
ownerKey="""
ownerTag=""">
<spanRsSrcGrpToFilterGrp tDn="uni/infra/filtergrp-two" />
<spanSrc descr=""" dir="both" name="srcl" nameAlias=""" ownerKey=""" ownerTag=""">
<spanRsSrcToPathEp tDn=""topology/pod-1/paths-101/pathep-[ethl/15]" />
</spanSrc>
<spanSpanLbl descr=""" name="destl" nameAlias=""" ownerKey=""" ownerTag=""' tag=
"yellow-green" />
</spanSrcGrp>
<spanDestGrp annotation=""" descr=""" dn="uni/infra/destgrp-destl” nameAlias="""
ownerKey="""
ownerTag=""">
<spanDest annotation=""" descr=""" name="destg" nameAlias=""" ownerKey="""

ownerTag=""">
<spanRsDestPathEp annotation=""" mtu="1518" tDn=""topology/pod-1/paths-101/pathep-

[eth1/7]" />
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</spanDest>
</spanDestGrp>
<spanFilterGrp name="two'>
<spanFilterEntry name="udp_two" ipProto="udp" srcAddr='1002::1/64"
dstAddr=""1001::1/64"
srcPortFrom="1" srcPortTo="2" dstPortFrom="1" dstPortTo="2">
<spanExtendedFItEntry name="arunl" dscpFrom="0" dscpTo="10" dotlpFrom="0"
dotlpTo=""7"
tcpFlags="128" v6FlowLabel=""1522" forwardingVal="switched" />
</spanFilterEntry>
</spanFilterGrp>
</infralnfra>

</polUni>
VLAN 1000 EPG
1
VLAN EPG ACL
APIC 5
15 1 1 1 1 1 1
/
1 5 1
1 5 5
“
5 12 1
1,000 1
41
GUI
APIC GUI GUI
[STATS]
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[ Fabric ]>[ Inventory ]
[ navigation ]
[ Navigation ] [ Interfaces ] eth1/1
[ Work ] [STATS ]
APIC
[ Work ] APIC
. Refresh
. Show Table View
. Start or Stop Stats
. Select Stats
. XML Download Object as XML XML
. Measurement Type
ACI
Cisco Nexus  show/clear Cisco Nexus 9000
NX-OS
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show platform internal counters port [port_num
| detail | nz | {internal [nz | int_port_num]}]

* port_num

e detail SNMP

°nz

« internal

e int_port_num
BCM-0/97

97

show platform internal counters vlan
[hw_vian _id]

VLAN

show platform internal counters tep [tunnel_id]

TEP

show platform internal counters flow [rule id |
{dump [asicinst] | [slice direction | index
hw_index]}]

clear platform internal counters port [port_num
| {internal [ int_port_num]}]

clear platform internal counters vlan
[hw_vian _id]

VLAN

debug platform internal stats logging level
log_level

debug platform internal stats logging
{err]trace|flow}

. Cisco APIC 5.3.x




GUI

10

11
12

GUl B

[Fabric] > [Fabric Policies]

[ Navigation ] + [ Monitoring
Policies ]
[ Navigation ] Default
[ Stats Collection Policies ]
[ Stats Collection Policies ] [
Monitoring Object ] [ Stat Type ]
[ Work ] [ CONFIG THRESHOLDS ] +
[ THRESHOLDS FOR COLLECTION ] +
[ Choose a Property ]
[ EDIT STATS THRESHOLD ]
. Normal Value
. Threshold Direction
. Rising Thresholds Critical Major
Minor Warning
. Falling Threshold Critical Major
Minor Warning
[ SUBMIT ]
[ THRESHOLDS FOR COLLECTION ] [
CLOSE ]
Cisco APIC

Cisco APIC 5.3.x .



APIC APIC

* monPolDn

. Cisco APIC 5.3.x



5 12 5
1
« 1000 1
41
APIC| |
EPG APIC
15
5 EPG
2 EPG
5
5 APIC 10 5
5
APIC
Cisco APIC
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. Syslog

. 5 5
. 1
. 1 APIC
. 5
. 5
. 5
*« APIC APIC EPG
1
Syslog
Syslog
ACI
syslog
S
APIC syslog Cisco
ACI
syslog
syslog 1
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https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/all/syslog/guide/b_ACI_System_Messages_Guide.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/all/syslog/guide/b_ACI_System_Messages_Guide.html

Syslog .

syslog
/var/log/external/messages
Syslog
syslog
syslog
Syslog NX-0S
Cisco APIC Faults,
Events, and System Messages Management Guide
Cisco ACI System Messages Reference Guide
S
Syslog
syslog syslog
1 syslog

1 [Admin]
2 [External Data Collectors]
3 [Navigation] [Monitoring Destinations]
4 [Syslog] [Create Syslog Monitoring Destination Group]
5 [Create Syslog Monitoring Destination Group]

a) [Name]

b) [Format] Syslog

[aci] RFC 3164 NX-0S
c) [Admin State] [enabled]
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. Syslog

d) syslog [Local File Destination]
[Admin State] [enabled] [Local File Destination]
[Severity]
syslog /var/log/external/messages
e) syslog [Console Destination]  [Admin
State] [enabled] [Console Destination]  [Severity]
f) [Next]
g) [Create Remote Destinations] [+]
DNS
syslog IP
syslog
DNS
6 [Create Syslog Remote Destination]
a) [Host] IP
b) [Name]
c) [Admin State] [enabled]
d) [ Severity ] |
Port ] syslog [ Facility ]
[ Facility ]
e) [ Transport ]
ssl ACI
Syslog
ssl SSL
[ Create Certificate Authority ]
SSL Syslog
159
udp
f) ssl tcp [ Keep Alive Interval ]
300 7200 7200
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Syslog .

[ Keep Alive Interval ]
Cisco Syslog

g) [ManagementEPG]

h) [OK]
7 [+]
[Create Syslog Remote Destination]
8 [ Finish ]
Syslog
[ Create Certificate Authority ]
SSL
1 [ Admin ]>[AAA]
2 [ Navigation ] [ Security ]
3 [ Certificates ]
4 [ Actions 1> [ Create Certificate Authority ]
5 [ Save ]
Syslog
Syslog
syslog
1 [Monitoring Policies]

2 [Monitoring Policies]
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. Syslog

[Fabric] > [Fabric Policies] > [Monitoring Policies] > [Common Policy]

[Callhome/SNMP/Syslog]

[Work] [Source Type]
[Monitoring Object]

a) [Monitoring Object]
b) [Select Monitoring Package]

c)
d) [Submit]

[AIl]

[Scope]

« [all]

* [specificevent]

* [specific fault]

[+] syslog

[Create Syslog Source]

a) [Name] syslog
b) [Min Severity]

c) [Include]
d) [Dest Group]

e) [Submit]
syslog

. Cisco APIC 5.3.x

[Syslog]
[Edit]
[Scope]
[Event]
[Fault]
syslog
[+] [Create Syslog Source]



traceroute
traceroute
TEP
IP
IP
IP
fv:CEp fv:StCEp
fv:RsCEpToPathEp
IPv6 IPv4 IPv6
IP IP
Verified Scalability Guide for Cisco ACI
MAC
MAC ToR
missing-target MAC
TTL IP
Svi IP
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* APIC 6.1(4) itraceroute
1 [Tenants]
2
3 [ ] [ 1> ]
4 [Troubleshoot]

« [Endpoint-to-Endpoint Traceroute Policies] [Create Endpoint-to-Endpoint
Traceroute Policy]

« [Endpoint-to-External-IP Traceroute Policies] [Create Endpoint-to-External-IP
Traceroute Policy]

« [External-IP-to-Endpoint Traceroute Policies] [Create External-IP-to-Endpoint
Traceroute Policy]

« [External-IP-to-External-IP Traceroute Policies] [Create External-1P-to-External-IP
Traceroute Policy]

5 [Submit]
(7]
6 [Navigation] [Traceroute Policies] traceroute
[Work]
7 [Work] [Operational] [Source Endpoints] [Results]
8 [Traceroute Results]
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* [Name] 1

TAC

[ Print ] @

PDF
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o[ Generate Report ] [ Submit ]
o[ Submit ]
. IP
. EPG
. IP L3Out
EPG
APICLayer 3

Connectivity to External Networks

EPG
Cisco
Routed

1

Operations 1> Visibility &

Troubleshooting ]

[
2 [

. Cisco APIC

Visibility & Troubleshooting ]

Session Name ]

Session Type ]

Endpointto Endpoint ]

IP EndpointtoExternal IP ]
IP

IP External IP to Endpoint ] IP

5.3.x



1Pv4

IP IP  External IP to External IP ] IP
3.2(6)
[ Description ]
Source ]
Endpoint to Endpoint ] [
IP  Endpoint to External IP ] MAC
IPv6 VM [ Search ]
[ Endpoint to Endpoint ]
MAC IP
MAC
1
IP [IP] [EPG]
[ Tenant ] [
Application ]
FEX Learned At ]
IP External IP to Endpoint ]
IP
IP IP External IP to External IP ]
3 IP
Destination ]
Endpoint to Endpoint ] [ IP
External IP to Endpoint ] MAC
IPv6 VM [ Search ]
[ Endpoint to Endpoint ]
MAC IP
MAC
1
IP [IP] [EPG]
[ Tenant ] [
Application ]
FEX Learned At ]
IP  Endpoint to External IP ]
IP

Cisco APIC
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o[ IP IP External IP to External IP ]

3 IP

70 Time Window ]

[ TimeWindow ]

2 1
1
[ LatestMinutes ]
240
[ Use fixed time ] [ From ]
[ To ]
[ From ] [ To ]
8 [ Submit ]
JSON XML PDF HTML

TAC
1 [ GENERATE REPORT ]

[ Report Generator ]
2 [ Report Format ] XML

HTML JSON PDF
3 [ Now>

SUBMIT ]
4 [ Use ascheduler 1> [

Scheduler ]
[ Create Scheduler ]
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[ CREATE TRIGGER SCHEDULE ]

5[ Name ] [ Description ] ( ) [
Schedule Windows ]

[ SCHEDULER ]

6 [SUBMIT]

10
[ SHOW
GENERATED REPORTS ]

[ Authentication Required ] (
User Name ] [ Password 1)

[ ALL REPORTS ]

( PDF )

FEX

VLAN

Cisco APIC 5.3.x .



ACrﬂical A Major

o Minor Warning

Spine ifav13-spine1 (nod

A Leaf ifav13-
leaf3 (node-1019)

A Leaf ifav13-
leaf2 (node-1018)

eth1/25 | _etht
VPC:'.vacz i

Source Endpoint
IP:12.1.1.198
MAC: 00:00:02:47:01:C6

2
~
. 4 7
. IP VIP
. ESX ESX
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[

Navigation ]
Faults ]
Faults ]

[ Faults ]

FEX

FEX

&Cn’ﬁcal A Major

_ ) Minor Warning

A Leaf if
leaf3 (node-

A\ Leaf ifav13-
leaf2 (node-1018)

eth1/25 |
VF‘CZ'.I‘UDCQ

Source Endpoint
IP:12.1.1.198
MAC: 00:00:02:47:01:C6

Cisco APIC

5.3.x .



2
[
DropStats ] [
Contract Drops ] [
TrafficStats ]
/ 170
/

[ Navigation ] [ / Drop/Stats ] [

/ Drop/Stats ]
[ / Drop/Stats ]

Mo stats available ° Mo drop Packets dropped spine ifavi3-spinef

A Leaf ifav13- A Leaf ifav13-

leaf2 (node-1018) leaf3 (node-1019)

eth1/25 | __ethifii
VPC:'.vacz " vPC: vpc2

Source Endpoint
IP:12.1.1.198
MAC: 00:00:02:47:01:C6

[ / Drop/Stats ] 3
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o[ DROP STATS ]

o[ CONTRACT DROPS ]
ACL Source Interface IP
Source IP address Source Port IP
Destination IP address Destination Port Protocol

o [ TRAFFIC STATS ]

[ ] ©

[
Show stats with zero values ]
Time Affected
Object Stats Value
[ Show stats with zero values ]

Cisco APIC 5.3.x .



[ All ] 3
[ DROP STATS ] [ CONTRACT DROPS ]
[ TRAFFIC STATS ]
172
[ Navigation ] [ Contracts ] [

Contracts ]

[ Contracts ]

L4 L4 TCP

* Epg Epg Epg to Epg

*BD BD Allow

. Any to Any

. Context Deny
S

1
[i]
EPG
S
[ There

is no contract |

173
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[ Navigation ] [ Events and Audits ]
[ Events and Audits ]
[ EVENTS ] | DEPLOYMENT RECORDS ] 2
o[ EVENTS ] VLANS
Severity
Affected Object Creation Time Cause
Description
o[ DEPLOYMENT RECORDS ] VLAN VXLAN
L3 CTX €pg
VLAN
[ All Changes ] [ All ] e
[ All Changes ] 3
o[ AUDITS ]
[ All Changes ]
o[ EVENTS ]
o[ DEPLOYMENT RECORDS ]
173
[ Navigation ] [Traceroute] [Traceroute]
traceroute
1. [Traceroute] [ Destination Port ]

Cisco APIC 5.3.x .



2. [ Protocol ]

e icmp
traceroute
e tcp udp

e udp
traceroute traceroute

A

IPv4 UDP TCP ICMP IPv6 UDP
3. traceroute [ Play ] Start traceroute
D

[ Play ]
4. [OK] traceroute
5 [ Stop ] traceroute
S

[ Stop ]
traceroute [Traceroute Traceroute
Results ] traceroute

Traceroute
[Traceroute]
traceroute
*EP IP IP EP EP IP
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“EP  EP

“EP  EP

A\

ICMP

UDP/TCP

* [Traceroute
#3

* [Traceroute

Traceroute Results ]
/ #1 #2

Traceroute Status ]
[Traceroute

Traceroute Status ]

[ Navigation ] [

175

Atomic Counter ]
AtomicCounter ]

Atomic Counter ]

2
[ [ ] Start [ Stop ]
Y
[ Play ]
[ Stop ]
2 [
Expand ]
30
SPAN 176
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B s

SPAN
[ Navigation ] [SPAN] SPAN
SPAN
IP Wireshark
A
[ Play ] [ Stop ]
\)
CLI Cisco APIC
Cisco APIC CLI SPAN
Cisco APIC CLli SPAN

1 troubleshoot node session <session_name> nodename <node_id>

apicl(config)# troubleshoot node session 301-GD-APIC nodeid 301

2 troubleshoot node session <session_name> nodename <node _id> interface ethernet <interface>

apicl(config)# troubleshoot node session 301-GD-APIC nodeid 301 interface ethl/3

3 troubleshoot node session <session_name> monitor destination apic_ip srcipprefix <ip_prefix>
drop enable erspan-id[optional]

Cisco APIC SPAN

apicl(config)# troubleshoot node session 301-GD-APIC monitor destination apic srcipprefix
13.13.13.13 drop enable

. Cisco APIC 5.3.x



U o B

4 troubleshoot node session <session_name> monitor destination tenant tenant application <app>
destip <dest_ip>srcipprefix<ip_prefix>drop enable erspan-id[optional]

ERSPAN SPAN

apicl(config)# troubleshoot node session 301-GD-APIC monitor destination tenant ERSPAN
application Al epg E1 destip 179.10.10.179 srcipprefix 31.31.13.31 drop enable

Cisco APIC  SPAN-on-drop
1. SPAN-on-drop

apicl(config)# no troubleshoot node session 301-GD-APIC monitor

2. drop-stats DropPackets_*.pcap
[data2/techsupport/troubleshoot/node/Session_name/span_capture/drop-stats/DropPackets_*.pcap

L4 L7
2
2
L4 L7
L4 L7
L4 L7
2
2
L4 L7
1 2 3 4 5 6
1 1 2 1 1 2
GoTo FW GoTo GoTo GoTo |PW-GoThouh |SLB-GoTo |FwW SLB
vrf SLB FW SLB GoThrough
GoTo
2 2 2 2 2 2
EPG EPG EPG L30ut L30ut L30ut
EPG EPG EPG EPG EPG EPG
VM VM VM

Cisco APIC 5.3.x .



API

1 2 3 4 5 6
tenant
L2 L2 L2 L2 L3 L2 L3 L3/L2 L3
BSW BSW DL/PC vPC
FEX FEX FEX
vPC vPC vPC
API
EP EP

API

* interactive APl 179

* createsession API
» modifysession API

 atomiccounter API

180
181
181

« traceroute APl 182

e span APl 182
* generatereport API
« schedulereport API

* getreportstatus API

183

184

184

« getreportslist APl 185

* getsessionslist API

« getsessiondetail API

185
185

« deletesession APl 185

* clearreports APl 186

e contracts APl 187

. Cisco APIC

5.3.x




interactive API .

interactive API

ep
interactive API troubleshoot.eptoeputils.topo
getTopo API (reg_args) - session

opt_args

opt_args

- srcep

- dstep

- srcip IP

- dstip IP

- srcmac MAC

- dstmac MAC

- srcextip L3 IP

- dstextip L3 IP

- starttime

- endtime

- latestmin

- description

- scheduler

- srcepid

- dstepid

- include

- format

- ui

- sessionurl

-action traceroute/atomiccounter  start/stop/status

- mode

Cisco APIC 5.3.x .



. createsession API

- ctx

createsession API

ep

createsession API

createSession

createsession API

req_args

opt_args

troubleshoot.eptoeputils.session

- session

opt_args

- srcep

- dstep

- srcip

- dstip

- srcmac

MAC

- dstmac

MAC

- srcextip

L3

- dstextip

L3

- starttime

- endtime

- latestmin

- description

- format

- ui

-action

traceroute/atomiccounter  start/stop/status

- srctenant

- srcapp

. Cisco APIC

5.3.x



modifysession API .

- srcepg

- dsttenant

- dstapp

- dstepg

- mode

modifysession API

ep
modifysession API

modifySession
modifysession API reg_args

opt_args

- session

troubleshoot.eptoeputils.topo

- mode

opt_args

- starttime

- endtime

- latestmin

- description

atomiccounter API

e
atomiccounter ZPI
manageAtomicCounterPols
atomiccounter API (req_args)
* - 5essi0N
* - action

* - mode

N

troubleshoot.eptoeputils.atomiccounter

atomiccounter API

opt_args

Cisco APIC

5.3.x .



. traceroute API

traceroute API

API ep
raceroute API
manageTraceroutePols

traceroute API req_args
* - session
e - action start/stop/status

* - mode

troubleshoot.eptoeputils.traceroute

opt_args

- protocol

- dstport

span API

€p
span API
monitor
span API req_args
* - session

e - action start/stop/status

opt_args

troubleshoot.eptoeputils.span

opt_args

- srcep

- dstep

- srcip

- dstip

- Srcmac

MAC

- dstmac

MAC

- srcextip L3

- dstextip L3

- starttime

. Cisco APIC 5.3.x



generatereport API .

- endtime

- latestmin

- description

- scheduler

- srcepid

- dstepid

- include

- format

-ui

- sessionurl

-action traceroute/atomiccounter  start/stop/status

- srctenant

- srcapp

- srcepg

- dsttenant

- dstapp

- dstepg

- mode

- _dc

- ctx

generatereport API

API generatereport API
troubleshoot.eptoeputils.report generateReport

generatereport API req_args - session ( ) - mode

opt_args

Cisco APIC 5.3.x .



. schedulereport API

opt_args

- include

- format

schedulereport API
API

schedulereport API

schedulereport API
* - session
* - scheduler

* - mode

troubleshoot.eptoeputils.report
req_args - session

req_args

opt_args

schedulereport API
scheduleReport

opt_args

- starttime

- endtime

- latestmin

- include

- format

- action

traceroute/atomiccounter

start/stop/status

getreportstatus API
API

getreportstatus API

* - session

« - sessionurl

e - mode

. Cisco APIC

troubleshoot.eptoeputils.report

reg_args

URL

5.3.x

getreportstatus API
getStatus



getreportslist API .

\)

getreportstatus API opt_args
getreportslist API
API getreportslist API
troubleshoot.eptoeputils.report getReportsList
getreportslist API req_args - session ( ) - mode
S
getreportslist API opt_args
getsessionslist API
API getsessionslist
API troubleshoot.eptoeputils.session getSessions
getsessionlist API req_args - mode
S
getsessionlist API opt_args
getsessiondetail API
API
getsessiondetail API troubleshoot.eptoeputils.session

getSessionDetail

getsessiondetail API reg_args - session - mode

\}

getsessiondetail API opt_args
deletesession API
API deletesession API
troubleshoot.eptoeputils.session deleteSession
deletesession API req_args - session ( )
opt_args
opt_args
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. clearreports API

- srcep

- dstep

- srcip IP

- dstip IP

- srcmac MAC

- dstmac MAC

- srcextip L3 IP

- dstextip L3 IP

- starttime

- endtime

- latestmin

- description

- scheduler

- srcepid

- dstepid

- include

- format

- ui

- sessionurl

- action traceroute/atomiccounter  start/stop/status

- mode

- _dc

- Ctx

clearreports API

API clearreports API
troubleshoot.eptoeputils.report clearReports
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contracts API .

clearreports API req_args - session ) - mode

\)

clearreports API opt_args
contracts API
API contracts API
troubleshoot.eptoeputils.contracts getContracts
contract API req_args - session - mode
contract API opt_args
3 API
EP EP
API

* interactive APl 188

» modifysession APl 189
* atomiccounter APl 190
e traceroute APl 191
*span APl 192

* generatereport APl 192
« schedulereport APl 193
e getreportstatus APl 184
« getreportslist APl 185

* clearreports APl 186

* createsession APl 188

* getsessionslist APl 195
* getsessiondetail APl 196
* deletesession APl 197

* contracts APl 198

e ratelimit APl 199

* 13ext APl 200
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. interactive API

interactive API

createsession API

ep 3 L3
interactive API troubleshoot.epextutils.epext_topo
getTopo API (req_args) - session - include
- mode
opt_args
opt_args

- refresh
API Ep 3 L3

createsession API
troubleshoot.epextutils.epextsession
req_args - session

createSession

opt_args

createsession APl

opt_args

- srcep

- dstep

- srcip

- dstip

- Srcmac

MAC

- dstmac

MAC

- srcextip L3 IP

- dstextip L3 IP

- starttime

- endtime

- latestmin

- description

- scheduler

- srcepid

Cisco APIC 5.3.x



modifysession API .

- dstepid

- include

- format

- ui

- sessionurl

-action traceroute/atomiccounter  start/stop/status

- mode

- _dc

- Ctx

modifysession API

Ep 3 L3
modifysession API troubleshoot.epextutils.epextsession
modifySession modifysession API req_args - session

opt_args

opt_args

- srcep

- dstep

- srcip IP

- dstip IP

- srcmac MAC

- dstmac MAC

- srcextip L3 IP

- dstextip L3 IP

- starttime

- endtime

- latestmin

Cisco APIC 5.3.x .



. atomiccounter API

- description

- scheduler

- srcepid

- dstepid

- include

- format

-ui

- sessionurl

-action traceroute/atomiccounter  start/stop/status

- mode

- _dc

- ctx

atomiccounter API

ep
atomiccounter API troubleshoot.epextutils.epext_ac
manageAtomicCounterPols

atomiccounter API req_args

* - session

e - action start/stop/status

opt_args

opt_args
- srcep
- dstep
- srcip IP
- dstip IP
- srcmac MAC
- dstmac MAC

. Cisco APIC 5.3.x




traceroute API .

- srcextip L3 IP

- dstextip L3 IP

- starttime

- endtime

- latestmin

- ui

- mode

- Ctx

traceroute API

API 3 traceroute
ep traceroute API
troubleshoot.epextutils.epext_traceroute manageTraceroutePols

traceroute API reg_args

e - session

e - action start/stop/status

opt_args

- protocol

- dstport

- srcep

- dstep

- srcip IP

- dstip IP

- srcextip IP

- dstlp IP

- ui

- mode

Cisco APIC 5.3.x .



. span API

- ctx

span API
3 L3
span API
troubleshoot.epextutils.epext_span monitor
span API req_args
* - session
e - action start/stop/status
* - mode
opt_args
opt_args
- portslist
- dstapic APIC
- srcipprefix IP
- flowid ID
- dstepg
- dstip IP
- analyser ?27?
- desttype
- spansrcports
generatereport API
API generatereport API
troubleshoot.eptoeputils.report generateReport
generatereport API reg_args - session
opt_args
opt_args
5.3.x
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schedulereport API

schedulereport API .

- srcep

- dstep

- srcip

- dstip

- srcmac

MAC

- dstmac

MAC

- srcextip

L3 IP

- dstextip

L3 IP

- starttime

- endtime

- latestmin

- description

- scheduler

- srcepid

- dstepid

- include

- format

- ui

- sessionurl

-action

traceroute/atomiccounter

start/stop/status

- mode

- _dc

- Ctx

API

schedulereport API

troubleshoot.eptoeputils.report
req_args - session

Cisco APIC

schedulereport API
scheduleReport
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. schedulereport API

schedulereport API req_args
* - session

* - scheduler

opt_args

opt_args

- srcep

- dstep

- srcip

- dstip

- srcmac

MAC

- dstmac

MAC

- srcextip L3

- dstextip L3

- starttime

- endtime

- latestmin

- description

- srcepid

- dstepid

- include

- format

- ui

- sessionurl

-action traceroute/atomiccounter  start/stop/status

- mode

- _dc
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getreportstatus API .

- Ctx
getreportstatus API
API getreportstatus API
troubleshoot.eptoeputils.report getStatus
getreportstatus API req_args
* - session
* - sessionurl URL
* - mode
Y
getreportstatus API opt_args
getreportslist API
API getreportslist API
troubleshoot.eptoeputils.report getReportsList
getreportslist API req_args - session ( - mode

)

getreportslist API opt_args
getsessionslist API
API getsessionslist
API troubleshoot.epextutils.epextsession getSessions
S
API
opt_args
opt_args

- session

- srcep

- dstep

- srcip IP

Cisco APIC

5.3.x .



. getsessiondetail API

- dstip IP

- srcmac MAC

- dstmac MAC

- srcextip L3 IP

- dstextip L3 IP

- starttime

- endtime

- latestmin

- description

- scheduler

- srcepid

- dstepid

- include

- format

-ui

- sessionurl

- action traceroute/atomiccounter  start/stop/status

- mode

- _dc

- ctx

getsessiondetail API

API
getsessiondetail API troubleshoot.epextutils.session
getSessionDetail getsessiondetail API req_args - session

opt_args

opt_args
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deletesession API

deletesession API .

- srcep

- dstep

- srcip

- dstip

- srcmac

MAC

- dstmac

MAC

- srcextip

L3 IP

- dstextip

L3 IP

- starttime

- endtime

- latestmin

- description

- scheduler

- srcepid

- dstepid

- include

- format

- ui

- sessionurl

- action

traceroute/atomiccounter

start/stop/status

- mode

- _dc

- Ctx

API

troubleshoot.epextutils.epextsession

Cisco APIC

deletesession API
deleteSession
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. clearreports API

deletesession API - session

\)

req_args

-mode

deletesession API opt_args

clearreports API

API
troubleshoot.eptoeputils.report

clearreports API - session

\)

reqg_args

clearreports API
clearReports

)

- mode

clearreports API opt_args

contracts API

API
troubleshoot.epextutils.epext_contracts
req_args - session

opt_args

contracts API
getContracts

contract API

opt_args

- srcep

- dstep

- srcip

- dstip

- srcmac

MAC

- dstmac

MAC

- srcextip L3

- dstextip L3

- starttime

- endtime

- latestmin

- epext

5.3.x
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ratelimit API

ratelimit API .

- mode

- Ctx

- ui

troubleshoot.eptoeputils.ratelimit

- action

ratelimit API

start/stop/status

opt_args

control

ratelimit API

req_args

opt_args

- srcep

- dstep

- srcip

- dstip

- Srcmac

MAC

- dstmac

MAC

- srcextip

L3

- dstextip

L3

- starttime

- endtime

- latestmin

- epext

- mode

- _dc

- Ctx

Cisco APIC
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B sexar

13ext API

13ext API
troubleshoot.epextutils.3ext execute 13ext API req_args
action start/stop/status

opt_args

opt_args

- srcep

- dstep

- srcip IP

- dstip IP

- srcmac MAC

- dstmac MAC

- srcextip L3 IP

- dstextip L3 IP

- starttime

- endtime

- latestmin

- epext

- mode

Cisco Application Centric Infrastructure APIC
Cisco APIC GUI

Cisco APICGUI [ Configuration Objects Pending
Resolution ]

. Cisco APIC 5.3.x



1 Cisco APIC

2
Issues ]

3 [

Cisco APIC
Activities ]

[ ConfigSync

Configuration Objects Pending Resolution ]

[ User
2
User Activies ] Cisco APIC GUI
2
System ]>] Active Sessions ]
Active Session ]
[ User Activies ]
[ Active Session ]

Cisco APIC 5.3.x .



3 [ Actions in the last ]

ELAM ASIC
ELAM
ELAM
. VLAN
. 2 4
ELAM
Cisco Application Policy Infrastructure Controller APIC  4.2(1)
ELAM EX FX FX2
1 ELAM
2 ereport ELAM

module-1(DBG-elam-el6)# ereport
Python available. Continue ELAM decode with LC Pkg
ELAM REPORT

Trigger/Basic Information

ELAM Report File : /tmp/logs/elam_2019-09-04-51m-13h-30s.txt

module-1(DBG-elam-el6)# exit
module-1(DBG-elam)# exit
module-1# exit

. Cisco APIC 5.3.x



ELAM B

apicl-leafll# cd /tmp/logs
apicl-leafll# Is | grep elam
elam_2019-09-04-51m-13h-30s. txt
pretty_elam_2019-09-04-51m-13h-30s.txt
apicl-leafll#

ELAM /tmp/logs/

elam_2019-09-04-51m-13h-30s. txt ELAM

pretty elam_2019-09-04-51m-13h-30s.txt ELAM
ELAM /bootflash

elam_2019-09-04-51m-13h-30s.txt

/tmp

# cd /tmp

ELAM decode_elam_parser

# decode_elam_parser /bootflash/elam_2019-09-04-51m-13h-30s.txt

decode_elam_parser

ELAM
Cisco Application Policy Infrastructure Controller APIC 4.2(1)
ELAM EX FEX FX2
ELAM
ereport ELAM

module-1(DBG-elam-insel6)# ereport
Python available. Continue ELAM decode with LC Pkg
ELAM REPORT

Cisco APIC 5.3.x .



II acidiag

acidiag

Trigger/Basic Information

ELAM Report File : /tmp/logs/elam_2019-09-04-

module-1(DBG-elam-insel6)# exit
module-1(DBG-elam)# exit
module-1# exit

apicl-leafll# cd /tmp/logs
apicl-leafll# Is | grep elam
elam_2019-09-04-51m-13h-30s. txt
pretty_elam_2019-09-04-51m-13h-30s. txt
apicl-leafll#

ELAM /tmp/logs/
elam_2019-09-04-51m-13h-30s.txt

pretty elam_2019-09-04-51m-13h-30s.txt

Cisco APIC

A

51m-13h-30s.txt

ELAM
ELAM

acidiag

ACI

acidiag
acidiag avread
acidiag fnvread

acidiag fnvreadex

. Cisco APIC 5.3.x



acidiag

avread APIC avread
¢ Cluster of
« out of target
e active= APIC
« health= APIC
« chassisID= APIC
ID
APIC
bootcurr APIC Linux
APIC
bootother APIC Linux
APIC
bondOtest APIC
APIC
fnvread
fnvreadex
linkflap APIC
Cisco APIC
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. acidiag

preservelogs APIC
run 2 iptables-list
lldptool iptables-list
Linux
iptables
lldptool APIC Ildp
rvread

acidiag rvread service

210
acidiag rvread service shard

210
acidiag rvread service shard replica

210

validateimage

. Cisco APIC 5.3.x



acidiag .

validateenginxconf

APIC

nginx Web

ID
ID man acidiag
3 ID

ID
cliD 1
controller 2
eventmagr 3
extXMLApi 4
policyelem 5
policymgr 6
reader 7
ae 8
topomgr 9
observer 10
dbgr 11
observerelem 12
dbgrelem 13
vmmmgr 14
nxosmock 15
bootmgr 16
appliancedirector 17
adrelay 18
ospaagent 19

Cisco APIC
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. acidiag

ID
vleafelem 20
dhcpd 21
scripthandler 22
idmgr 23
ospaelem 24
osh 25
opflexagent 26
opflexelem 27
confelem 28
vtap 29
snmpd 30
opflexp 31
analytics 32
policydist 33
plghandler 34
domainmgr 35
licensemgr 36

37
platformmgr 38
edmgr 39

4
ID

COMATOSE 0
NEWLY_BORN 1
UNKNOWN 2
DATA_LAYER_DIVERGED 11
DATA_LAYER_DEGRADED_LEADERSHIP 12
DATA_LAYER_ENTIRELY_DIVERGED 111

. Cisco APIC 5.3.x




acidiag .

ID
DATA_LAYER_PARTIALLY_DIVERGED 112
DATA_LAYER_ENTIRELY_DEGRADED_LEADERSHIP 121
DATA_LAYER_PARTIALLY_DEGRADED_LEADERSHIP 122
FULLY_FIT 255

acidiag [start|stop|restart] [mgmt|Xxinetd]

acidiag installer

acidiag reboot

-u imageurl -c

acidiag touch [clean|setup]

acidiag verifyapic

-C

-u APIC URL
imageur| APIC
installer APIC
e
mgmt APIC
reboot APIC
restart APIC
start APIC
stop APIC
touch [clean | setup] APIC
* clean APIC
IP
* setup
APIC
Cisco APIC

5.3.x .



II acidiag

verifyapic APIC
xinetd ssh telnet Xinetd
5.3(1) telnet
acidiag crashsuspecttracker
acidiag dbgtoken
acidiag version
crashsuspecttracker
dbgtoken root
TAC
version APICISO
acidiag

apicl# acidiag version 2.2.10

apicl# acidiag verifyapic

openssl_check: certificate details

subject= CN=ABC12345678,serialNumber=PID:APIC-SERVER-L1 SN:ABC12345678
issuer= CN=Cisco Manufacturing CA,0=Cisco Systems

notBefore=Sep 28 17:17:42 2016 GMT

notAfter=Sep 28 17:27:42 2026 GMT

openssl_check: passed

ssh_check: passed

all_checks: passed

apicl# acidiag avread

Local appliance 1D=1 ADDRESS=10.0.0.1 TEP ADDRESS=10.0.0.0/16 ROUTABLE IP ADDRESS=0.0.0.0
CHASSIS_I1D=1009f750-adab-11e9-a044-8dbd212cd556

Cluster of 7 Im(t):1(2019-08-08T01:02:17.961-07:00) appliances (out of targeted 7

Im(t) :7(2019-08-08T03:50:57.240-07:00)) with FABRIC_DOMAIN name=ACl Fabricl set to

. Cisco APIC 5.3.x
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version=apic-4.2(0.235j) Im(t):1(2019-08-17T01:09:16.413-07:00); discoveryMode=PERMISSIVE
Im(t):0(1969-12-31T17:00:00.007-07:00); drrMode=0FF
Im(t):0(1969-12-31T17:00:00.007-07:00) ; kafkaMode=OFF
Im(t):0(1969-12-31T17:00:00.007-07:00)
appliance id=1 address=10.0.0.1 Im(t):1(2019-08-08T01:02:08.544-07:00) tep
address=10.0.0.0/16 Im(t):1(2019-08-08T01:02:08.544-07:00) routable address=0.0.0.0
Im(t):1(zeroTime) oob address=172.23.96.10/21 Im(t):1(2019-08-08T01:02:18.218-07:00)
version=4.2(0.235j) Im(t):1(2019-08-15T15:22:00.158-07:00)
chassisld=1009f750-adab-11e9-a044-8dbd212cd556 Im(t):1(2019-08-15T15:22:00.158-07:00)
capabi lities=0X3EEFFFFFFFFF--0X2020--0X7F Im(t):1(2019-08-17T01:13:46.997-07:00)
rk=(stable,present,0X206173722D687373) Im(t):1(2019-08-08T01:02:18.228-07:00)
aK=(stable,present,0X206173722D687373) Im(t):1(2019-08-08T01:02:18.228-07:00)
oobrK=(stable,present,0X206173722D687373) Im(t):1(2019-08-08T01:02:18.228-07:00)
oobaK=(stable,present,0X206173722D687373) Im(t):1(2019-08-08T01:02:18.228-07:00)
cntrlSbst=(APPROVED, FCH1748V0SZ) Im(t):1(2019-08-15T15:22:00.158-07:00) (targetMbSn=
Im(t):0(zeroTime), failoverStatus=0 Im(t):0(zeroTime)) podld=1
Im(t):1(2019-08-08T01:02:08.544-07:00) commissioned=YES Im(t):1(zeroTime) registered=YES
Im(t):1(2019-08-08T01:02:08.544-07:00) standby=NO Im(t):1(2019-08-08T01:02:08.544-07:00)
DRR=NO Im(t):0(zeroTime) apicX=NO Im(t):1(2019-08-08T01:02:08.544-07:00) virtual=NO
Im(t):1(2019-08-08T01:02:08.544-07:00) active=YES(2019-08-08T01:02:08.544-07:00)
health=(applInc:255 Im(t):1(2019-08-17T01:39:26.296-07:00) svc"s)
appliance id=2 address=10.0.0.2 Im(t):7(2019-08-08T03:50:55.470-07:00) tep
address=10.0.0.0/16 Im(t):2(2019-07-23T17:51:38.997-07:00) routable address=0.0.0.0
Im(t):0(zeroTime) oob address=172.23.96.11/21 Im(t):1(2019-08-18T23:14:28.720-07:00)
version=4.2(0.235j) Im(t):2(2019-08-15T15:22:00.300-07:00)
chassisld=694e6a98-adac-11e9-ad79-d1f60e3ee822 Im(t):2(2019-08-15T15:22:00.300-07:00)
capabi l i ties=0X3EEFFFFFFFFF--0X2020--0X2 Im(t):2(2019-08-14T07:55:10.074-07:00)
rk=(stable,present,0X206173722D687373) Im(t):1(2019-08-15T15:22:00.829-07:00)
aK=(stable,present,0X206173722D687373) Im(t):1(2019-08-15T15:22:00.829-07:00)
oobrK=(stable,present,0X206173722D687373) Im(t):1(2019-08-15T15:22:00.829-07:00)
oobaK=(stable,present,0X206173722D687373) Im(t):1(2019-08-15T15:22:00.829-07:00)
cntrlSbst=(APPROVED, FCH1748VOMS) Im(t):2(2019-08-15T15:22:00.300-07:00) (targetMbSn=
Im(t):0(zeroTime), failoverStatus=0 Im(t):0(zeroTime)) podld=1
Im(t):2(2019-08-08T01:42:03.670-07:00) commissioned=YES
Im(t):1(2019-08-08T01:02:17.961-07:00) registered=YES
Im(t) :7(2019-07-24T15:24:25.693-07:00) standby=NO Im(t):2(2019-08-08T01:42:03.670-07:00)
DRR=NO Im(t):1(2019-08-08T01:02:17.961-07:00) apicX=NO
Im(t):2(2019-08-08T01:42:03.670-07:00) virtual=NO Im(t):0(zeroTime)
active=YES(2019-08-13T17:02:32.983-07:00) health=(applInc:255
Im(t):2(2019-08-17T01:32:51.454-07:00) svc"s)
appliance id=3 address=10.0.0.3 Im(t):7(2019-08-08T03:50:55.470-07:00) tep
address=10.0.0.0/16 Im(t):3(2019-07-23T19:05:56.405-07:00) routable address=0.0.0.0
Im(t):0(zeroTime) oob address=172.23.96.12/21 Im(t):1(2019-08-18T23:14:28.721-07:00)
version=4.2(0.235j) Im(t):3(2019-08-15T15:21:59.893-07:00)
chassisld=1f98b916-adb7-11e9-a6f8-abe00a04e8e6 Im(t):3(2019-08-15T15:21:59.893-07:00)
capabi l i ties=0X3EEFFFFFFFFF--0X2020--0X4 Im(t):3(2019-08-14T07:55:22.256-07:00)
rk=(stable,present,0X206173722D687373) Im(t):1(2019-08-15T15:22:00.824-07:00)
aK=(stable,present,0X206173722D687373) Im(t):1(2019-08-15T15:22:00.824-07:00)
oobrK=(stable,present,0X206173722D687373) Im(t):1(2019-08-15T15:22:00.824-07:00)
oobaK=(stable,present,0X206173722D687373) Im(t):1(2019-08-15T15:22:00.824-07:00)
cntrlSbst=(APPROVED, FCH1930V1X6) Im(t):3(2019-08-15T15:21:59.893-07:00) (targetMbSn=
Im(t):0(zeroTime), failoverStatus=0 Im(t):0(zeroTime)) podld=1
Im(t) :3(2019-08-08T02:15:20.560-07:00) commissioned=YES
Im(t):2(2019-08-08T01:42:15.337-07:00) registered=YES
Im(t) :7(2019-07-24T15:24:25.693-07:00) standby=NO Im(t):3(2019-08-08T02:15:20.560-07:00)
DRR=NO Im(t):2(2019-08-08T01:42:15.337-07:00) apicX=NO
Im(t):3(2019-08-08T02:15:20.560-07:00) virtual=NO Im(t):0(zeroTime)
active=YES(2019-08-13T17:02:33.182-07:00) health=(applInc:255
Im(t):3(2019-08-15T16:08:46.119-07:00) svc"s)
appliance id=4 address=10.0.0.4 Im(t):7(2019-08-08T03:50:55.470-07:00) tep
address=10.0.0.0/16 Im(t):4(2019-07-23T17:46:15.545-07:00) routable address=0.0.0.0
Im(t):0(zeroTime) oob address=172.23.97.231/21 Im(t):1(2019-08-18T23:14:28.717-07:00)
version=4.2(0.235j) Im(t):4(2019-08-15T15:22:00.669-07:00)
chassisld=3a7f38aa-adac-11e9-8869-a9e520cdc042 Im(t):4(2019-08-15T15:22:00.669-07:00)
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capabi l i ties=0X3EEFFFFFFFFF--0X2020--0X8 Im(t):4(2019-08-14T07:54:59.490-07:00)
rk=(stable,present,0X206173722D687373) Im(t):1(2019-08-15T15:22:00.825-07:00)
aK=(stable,present,0X206173722D687373) Im(t):1(2019-08-15T15:22:00.825-07:00)
oobrK=(stable,present,0X206173722D687373) Im(t):1(2019-08-15T15:22:00.825-07:00)
oobaK=(stable,present,0X206173722D687373) Im(t):1(2019-08-15T15:22:00.825-07:00)
cntriSbst=(APPROVED, FCH1902ViWw) Im(t):4(2019-08-15T15:22:00.669-07:00) (targetMbSn=
Im(t):0(zeroTime), failoverStatus=0 Im(t):0(zeroTime)) podld=1
Im(t) :4(2019-08-08T02:40:09.610-07:00) commissioned=YES
Im(t):3(2019-08-08T02:15:32.613-07:00) registered=YES
Im(t) :7(2019-07-24T15:24:25.693-07:00) standby=NO Im(t):4(2019-08-08T02:40:09.610-07:00)
DRR=NO Im(t):3(2019-08-08T02:15:32.613-07:00) apicX=NO
Im(t):4(2019-08-08T02:40:09.610-07:00) virtual=NO Im(t):0(zeroTime)
active=YES(2019-08-15T15:21:59.914-07:00) health=(applInc:255
Im(t):4(2019-08-17T01:39:26.477-07:00) svc"s)
appliance id=5 address=10.0.0.5 Im(t):7(2019-08-08T03:50:55.470-07:00) tep
address=10.0.0.0/16 Im(t):5(2019-07-23T19:05:11.089-07:00) routable address=0.0.0.0
Im(t):0(zeroTime) oob address=172.23.97.232/21 Im(t):1(2019-08-18T23:14:28.723-07:00)
version=4.2(0.235j) Im(t):5(2019-08-15T15:22:00.248-07:00)
chassis1d=35428666-adb7-11e9-a315-1d7671b518b3 Im(t):5(2019-08-15T15:22:00.248-07:00)
capabi l i ties=0X3EEFFFFFFFFF--0X2020--0X10 Im(t):5(2019-08-14T07:55:19.573-07:00)
rk=(stable,present,0X206173722D687373) Im(t):1(2019-08-15T15:22:00.854-07:00)
aK=(stable,present,0X206173722D687373) Im(t):1(2019-08-15T15:22:00.854-07:00)
oobrK=(stable,present,0X206173722D687373) Im(t):1(2019-08-15T15:22:00.854-07:00)
oobaK=(stable,present,0X206173722D687373) Im(t):1(2019-08-15T15:22:00.854-07:00)
cntrlSbst=(APPROVED, FCH1902V1EG) Im(t):5(2019-08-15T15:22:00.248-07:00) (targetMbSn=
Im(t):0(zeroTime), failoverStatus=0 Im(t):0(zeroTime)) podld=1
Im(t) :5(2019-08-08T03:03:50.338-07:00) commissioned=YES
Im(t) :4(2019-08-08T02:40:15.939-07:00) registered=YES
Im(t) :7(2019-07-24T15:24:25.693-07:00) standby=NO Im(t):5(2019-08-08T03:03:50.338-07:00)
DRR=NO Im(t):4(2019-08-08T02:40:15.939-07:00) apicX=NO
Im(t) :5(2019-08-08T03:03:50.338-07:00) virtual=NO Im(t):0(zeroTime)
active=YES(2019-08-15T15:21:59.756-07:00) health=(applInc:255
Im(t):5(2019-08-17T01:32:43.730-07:00) svc"s)
appliance id=6 address=10.0.0.6 Im(t):7(2019-08-08T03:50:55.470-07:00) tep
address=10.0.0.0/16 Im(t):6(2019-07-23T19:39:41.972-07:00) routable address=0.0.0.0
Im(t):0(zeroTime) oob address=172.31.170.230/21 Im(t):1(2019-08-18T23:14:28.727-07:00)
version=4.2(0.235j) Im(t):6(2019-08-15T15:22:00.562-07:00)
chassisld=066c943a-adbc-11e9-bbed-257398025731 Im(t):6(2019-08-15T15:22:00.562-07:00)
capabi l i ties=0X3EEFFFFFFFFF--0X2020--0X20 Im(t):6(2019-08-14T07:55:20.053-07:00)
rk=(stable,present,0X206173722D687373) Im(t):1(2019-08-15T15:22:00.820-07:00)
aK=(stable,present,0X206173722D687373) Im(t):1(2019-08-15T15:22:00.821-07:00)
oobrK=(stable,present,0X206173722D687373) Im(t):1(2019-08-15T15:22:00.821-07:00)
oobaK=(stable,present,0X206173722D687373) Im(t):1(2019-08-15T15:22:00.821-07:00)
cntrlSbst=(APPROVED, WZP22350JFT) Im(t):6(2019-08-15T15:22:00.562-07:00) (targetMbSn=
Im(t):0(zeroTime), failoverStatus=0 Im(t):0(zeroTime)) podld=9
Im(t):6(2019-08-08T03:28:11.246-07:00) commissioned=YES
Im(t) :5(2019-08-08T03:03:57.387-07:00) registered=YES
Im(t) :7(2019-07-24T15:24:25.693-07:00) standby=NO Im(t):6(2019-08-08T03:28:11.246-07:00)
DRR=NO Im(t):5(2019-08-08T03:03:57.387-07:00) apicX=NO
Im(t):6(2019-08-08T03:28:11.246-07:00) virtual=NO Im(t):0(zeroTime)
active=YES(2019-08-13T17:30:37.663-07:00) health=(applInc:255
Im(t):6(2019-08-15T15:57:05.128-07:00) svc"s)
appliance id=7 address=10.0.0.7 Im(t):7(2019-08-08T03:50:48.149-07:00) tep
address=10.0.0.0/16 Im(t):7(2019-07-24T15:24:19.988-07:00) routable address=0.0.0.0
Im(t):0(zeroTime) oob address=172.31.172.157/21 Im(t):1(2019-08-18T23:14:28.722-07:00)
version=4.2(0.235j) Im(t):7(2019-08-15T15:22:00.539-07:00)
chassisld=859be4ae-ae61-11e9-9840-7d9d67698989 Im(t):7(2019-08-15T15:22:00.539-07:00)
capabi lities=0X3EEFFFFFFFFF--0X2020--0X40 Im(t):7(2019-08-14T07:55:23.872-07:00)
rk=(stable,present,0X206173722D687373) Im(t):1(2019-08-15T15:22:00.824-07:00)
aK=(stable,present,0X206173722D687373) Im(t):1(2019-08-15T15:22:00.824-07:00)
oobrK=(stable,present,0X206173722D687373) Im(t):1(2019-08-15T15:22:00.824-07:00)
oobaK=(stable,present,0X206173722D687373) Im(t):1(2019-08-15T15:22:00.824-07:00)
cntrlSbst=(APPROVED, FCH2051V116) Im(t):7(2019-08-15T15:22:00.539-07:00) (targetMbSn=
Im(t):0(zeroTime), failoverStatus=0 Im(t):0(zeroTime)) podld=10
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Im(t):7(2019-08-08T03:50:48.149-07:00) commissioned=YES

Im(t) :6(2019-08-08T03:28:16.727-07:00) registered=YES

Im(t) :6(2019-07-24T15:27:25.518-07:00) standby=NO Im(t):7(2019-08-08T03:50:48.149-07:00)
DRR=NO Im(t):6(2019-08-08T03:28:16.727-07:00) apicX=NO
Im(t):7(2019-08-08T03:50:48.149-07:00) virtual=NO Im(t):0(zeroTime)
active=YES(2019-08-13T17:30:45.488-07:00) health=(applnc:255
Im(t):7(2019-08-17T01:39:26.549-07:00) svc"s)

clusterTime=<diff=2817 common=2019-08-19T15:33:55.929-07:00
local=2019-08-19T15:33:53.112-07:00 pF=<displForm=0 offsSt=0 offsVIu=-25200

Im(t) :7(2019-08-08T03:50:55.925-07:00)>>

apicl# acidiag rvread 6 3 1
(6,3,1) st:6 Im(t):3(2014-10-16T08:48:20.238+00:00) le: reSt:LEADER voGr:0 cuTerm:0x19
1CoTe:0x18
1Coln:0x1800000000001b2a veFiSt:0x31 veFiEn:0x31 Im(t):3(2014-10-16T08:48:20.120+00:00)

lastUpdt 2014-10-16T09:07:00.214+00:00
clusterTime=<diff=65247252 common=2014-10-16T09:07:01.837+00:00
local=2014-10-15T14:59:34.585+00:00

pF=<displForm=0 offsSt=0 offsVIiu=0 Im(t):3(2014-10-16T04:50:08.714+00:00)>>

apicl# acidiag rvread 6 3
(6,3,1) st:6 Im(t):3(2014-10-16T08:48:20.238+00:00) le: reSt:LEADER voGr:0 cuTerm:0x19
1CoTe:-0x18
1Coln:0x1800000000001b2a veFiSt:0x31 veFiEn:0x31 Im(t):3(2014-10-16T08:48:20.120+00:00)

lastUpdt 2014-10-16T09:08:30.240+00:00
(6,3,2) st:6 Im(t):1(2014-10-16T08:47:25.323+00:00) le: reSt:FOLLOWER voGr:0 cuTerm:0x19
1CoTe:0x18
1Coln:0x1800000000001b2a veFiSt:0x49 veFiEn:0x49 Im(t):1(2014-10-16T08:48:20.384+00:00)
Ip: clsSt:2
Im(t):1(2014-10-16T08:47:03.286+00:00) dbSt:2 Im(t):1(2014-10-16T08:47:02.143+00:00)
stMmt:1
Im(t) :0(zeroTime) dbCrTs:2014-10-16T08:47:02.143+00:00 lastUpdt
2014-10-16T08:48:20.384+00:00
(6,3,3) st:6 Im(t):2(2014-10-16T08:47:13.576+00:00) le: reSt:FOLLOWER voGr:0 cuTerm:0x19
1CoTe:0x18
1Coln:0x1800000000001b2a veFiSt:0x43 veFiEn:0x43 Im(t):2(2014-10-16T08:48:20.376+00:00)

lastUpdt 2014-10-16T09:08:30.240+00:00

clusterTime=<diff=65247251 common=2014-10-16T09:08:30.445+00:00
local=2014-10-15T15:01:03.194+00:00
pF=<displForm=0 offsSt=0 offsVIu=0 Im(t):3(2014-10-16T04:50:08.714+00:00)>>
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ACI

B o
EMI
EMI
Cisco N9K-C93108TC-EX N9K-C93108TC-FX
GUI
1 [ FABRIC ]>] Access Policies ]
2 [ Navigation ] [ Policies 1>
Interface ]>[ Link Level ]
3 [ Link Level ] [ Create Link Level
Policy ]
4 [ Create Link Level Policy ]
[ Speed ] [ inherit ]
CiscoAPIC
[ Speed ] [ Auto ]
[ Inherit ]
5 [Submit]
42 5
DFE [

Port bring-up delay (milliseconds) ]
CRC

FEX
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Nexus 9408 ACI N9K-X9400-22L 50G-SR-S
25G-SR-S APIC
25G NOK
ESK
APIC
10G-GLCT APIC 10G-GLCT
3.2(9f)

Cisco Application
Centric Infrastructure ~ ACI

Cisco Application Policy Infrastructure Controller APIC GUI [no] link debounce time<time>
CLI [ Link debounce interval msec ]
0ms 100
SFP
error-disable Cisco Application Policy

Infrastructure Controller APIC
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B o

ACI

FEX
HIF ID -EX -FX -FX2 -GX
GUI
1 [ Fabric 1> Fabric Policies ]
2 [ Navigation ] [ Policies 1>
Interface ]>[ Link Flap ]
3 [ Link Flap ] [ Create
Link Flap Policy ]
4 [ Create Fabric Link Level Policy ]
5 [Submit]

NTP

ACI
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ACI

N |
NTP
NTP IP ACI
ACI Application Policy Infrastructure Controller APIC
2
NTP
1
Cisco APIC 6.1(1) MD5 SHA-1
Cisco APIC 6.1(1) AES128-CMAC
MD5 AES128-CMAC
RFC 8573
D
FIPS AES128-CMAC SHA-1
S
. NTP ACI ACI
NTP ACI
IP
NTP
D
APIC NTP

APIC
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. NTP over IPv6

NTP over IPv6
NTP over IPv6 gai.conf IPv4
IPv6
IP IPv4 IPv6
GUI NTP
S
DNS
NTP
DNS DNS
DNS EPG
VRF DNS
1 [ Fabric ]>[ Fabric Policies ]
2 [ Navigation ] [ Policies 1> Pod 1>
Date and Time ]

3 [Work] [Actions] > [Create Date and Time Policy]
4 [Create Date and Time Policy]

a) NTP

b) NTP

c) [+] ID [

Trusted ] True [ Authentication Type ]

SHA-1
MD5 AES128-CMAC
d) Update Next
e) [+] NTP
f) [Create Providers]
[Name] [Description] [Minimum Polling Intervals] [Maximum Polling Intervals]

. NTP [Preferred]
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| ACI

REST API NTP B
. NTP
[ EPG Management EPG ] [
Out-of-Band ]
NTP [OK]
FQDN NTP FQDN IP 2 NTP
IP
FQDN IP
5  [Navigation] [Pod Policies] > [Policy Groups]
6  [Work] [Actions] > [Create Pod Policy Group]
7 [Create Pod Policy Group]
a)
b) [ Date Time Policy ]
NTP [Submit]
8 [ Navigation ] [ Pod Policies 1>
Profiles ]
9 [Work]
10 [ Properties ] [ Fabric Policy Group ]
[Submit]
REST API NTP
S
DNS
NTP
DNS DNS
DNS EPG
VRF DNS
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GUI

NTP

ACI |

NTP

POST url: https://APIC-1P/api/node/mo/uni/fabric/time-test.xml

<imdata totalCount="1">
<datetimePol adminSt="enabled" authSt="disabled" descr="""
dn=""uni/fabric/time-CiscoNTPPol" name="'CiscoNTPPol" ownerKey="" ownerTag=""">
<datetimeNtpProv descr=""" keyld="0" maxPoll="6" minPoll="4" name="10.10.10.11"
preferred="yes">
<datetimeRsNtpProvToEpg tDn=""uni/tn-mgmt/mgmtp-default/inb-default"/>
</datetimeNtpProv>
</datetimePol>
</imdata>

POST url: https://APIC-1P/api/node/mo/uni/fabric/funcprof/podpgrp-calol/rsTimePol .xml

POST payload: <imdata totalCount="1">
<fabricRsTimePol tnDatetimePolName=“CiscoNTPPol”>
</fabricRsTimePol>

</imdata>

POST url:
https://APIC-I1P/api/node/mo/uni/fabric/podprof-default/pods-defaul t-typ-ALL/rspodPGrp.xml

payload: <imdata totalCount="1">
<fabricRsPodPGrp tDn="uni/fabric/funcprof/podpgrp-calol” status="created'>

</fabricRsPodPGrp>
</imdata>

NTP

[FABRIC] > [Fabric Policies]

2 [Navigation] [Pod Policies] > [Policies] > [Date and Time] > [ntp_policy] > [server_name]

. Cisco APIC 5.3.x
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NTP

NTP B
ntp_policy [ Host Name ] [IP
IP address ] IPv6
IPv6 IPv6 IPv4
3 [Work]
NTP NTP
NTP NTP
NTP NTP (IPv4 IPv6)
NTP NTP RFCv3
NTP RFC
* NTP VRF / VRF IP
NTP
* NTP VRF VRF NTP
VRF
* NTP IPvd  IPv6
. IPv4 IPv6
. VRF NTP
VRF VRF NTP
. IP

16

NTP

Cisco APIC 5.3.x .
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ACI

IP NTP
1P EPG
SVI L30ut IP
NTP IP
NTP
GUI NTP
APICGUI NTP NTP
1 FABRIC > Fabric Policies
2 Pod Policies > Policies

Date and Time

3 Navigation

Create Date and Time Policy

Navigation

Date and Time

Work

4 [Create Date and Time Policy]

a)

b) Server State

Server State

Server State

«NTP

. Cisco APIC

NTP
enabled

NTP

16

5.3.x

Create Date and Time Policy

NTP



ACI

GUI NTP
c) Master Mode enabled
Master Mode NTP
NTP

* Master Mode

. Stratum Value 8
d) Stratum Value NTP

1 14

e) Next
f) [+] NTP

g) [Create Providers]

[Name] [Description] [Minimum Polling Intervals] [Maximum Polling Intervals]

. NTP [Preferred]
. NTP
[ EPG Management EPG ] [
Out-of-Band ]
NTP [OK]
Navigation Pod Policies Policy Groups
Create Pod Policy Group
[Work] [Actions] > [Create Pod Policy Group]
[Create Pod Policy Group]
a)
b) [Date Time Policy] NTP
[Submit]
[Navigation] [Pod Policies] > [Profiles]

Cisco APIC

5.3.x .
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B o
9 [Work]
10 [Properties] [Fabric Policy Group]
11 [Submit]
GUI
Cisco APIC GUI
1 [ System ]>] System Settings ]
2 [ Date and Time ]
30 Work ]
o[ Display Format ] [local] [utc]
uUTC [local]
o[ Time Zone ]
[ Coordinated Universal Time ]
o[ Offset State ] [ enable ] [ disable ]
[
enable ]
DHCP DHCP
Cisco Application Centric Infrastructure  ACI fabric DHCP DHCP
82 DHCP Relay Agent Information Option
DHCP DHCP 82 DHCP

Cisco ACl fabric DHCP
IP DHCP

. Cisco APIC 5.3.x

Cisco ACI fabric
82



ACI

DHCP B
79 DHCPv6
Cisco Application Policy Infrastructure Controller APIC 5.2(4) DHCPv6
79 DHCP
79
DHCPv6
79
79 DHCP MAC
( ) 79
DHCP MAC
00:01 8 MAC
79
DHCPv6 RFC 6939
79
IPv6  IPv4 DHCPv4 DHCPv6
79 RFC
DHCPv6 MAC
DHCP
S
. VRF DHCP VRF
. VRF DHCP VRF DHCP
L30ut VRF
. EPG DHCP EPG
. EPG : DHCP EPG DHCP Cisco ACI
EPG
Cisco APIC 5.2(4) DHCP use-vrf
DHCP EPG DHCP
EPG DHCP 3
DHCP DHCP
DHCP VRF
NX-OS DHCP use-vrf
use-vrf DHCP
DHCP DHCP VRF
Cisco APIC

5.3.x .
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ACI |

DHCP EPG DHCP
L30ut VRF DHCP
5.2(4) Cisco APIC EPG DHCP
VRF VRF 3 DHCP
VRF
VRF DHCP VRF
VRF DHCP VRF
VRF DHCP
DHCP VRF VRF
VRF DHCP
DHCP VRF
DHCP VRE
L30ut DHCP VRF
DHCP VRF

1 3

DHCP IP VRF L30ut
L30Out DHCP
VRF L30ut VRF L30ut
VRF L30ut DHCP
DHCP VRF
L30ut DHCP IP VRF
L30ut IP DHCP

. Cisco APIC

5.3.x
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DHCP B

server

[ e
DHCP '| v~ VRF L30ut
relay agent ! . \
I . ]
,' client 10.1.1.0/24
; VRF L30ut
! I
DHCP packet | :
from client , : f
: |
. 10.1.1.0/24
=i
DHCP DHCP 3
client server 3
DHCP
VRF ACI DHCP
VRF VRF
L30ut DHCP IP DHCP
VRF L30ut
DHCP DHCP L30ut
5.2(4) [ VRF Use Server VRF ]
[DHCP DHCP Server Preference ]
[ VRF UseServer VRF ]
DHCP VRF
VRF
[DHCP DHCP Server Preference ]
DHCP VRF
VRF
o[ None 1]: 5.2(4)
[ None ] VRF

Cisco APIC 5.3.X .
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ACI

DHCP VRF  DHCP
VRF VRF
o[ VRF Use Server VRF ]: 5.2(4)
[ VRF Use Server VRF ]
DHCP EPG DHCP
EPG DHCP L30ut 3
VRF DHCP
VRF [DHCP DHCP Server Preference ]
VRF Use Server VRF ]
VRF
DHCP
DHCP VRF
1 IP VRF
DHCP
. DHCP
DHCP
DHCP 279
DHCP
* DHCP IP SVI IP
. L3OutEPG DHCP
L30Out EPG
* DHCP EPG  L3Out EPG
VRF DHCP
L30Out IP
* L30utSVI SVI DHCP
DHCP DHCP / L30utSVI
Svi
* DHCP 79
DHCPv6

5.3.x

. Cisco APIC

DHCP

L30ut

79



GUI

ACI

GuI APIC DHCP B
EPG DHCP
VM VMM
APIC EPG
« Cisco APIC IPv4d  IPV6 DHCP
DHCP IPv4 IPv6 DHCPv6
IPv6 1 DHCPv6
. APIC IP DHCP
. 5.2(4) [DHCP
DHCP Server Preference ]
* L30ut DHCP DHCP L30Out
DHCP [ VRF Use Server VRF ]
[DHCP DHCP Server
Preference ] EPG/ VRF
EPG/ /
* EPG DHCP DHCP [ VRF
Use Server VRF ] [DHCP
DHCP Server Preference ] IPv4 IPv6
Svi
o[ VRF Use Server VRF ] DHCP
. 79
. 79 DHCPv6
. 79
2 3
Cisco APIC

5.3.x .
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APIC

1
2

3
4

ACI

DHCP
[ Tenant ]>[ tenant_name |
[ Navigation ] [ Tenant ][ tenant_name |
[ Policies 1> Protocol ]>[DHCP]
[Relay Policies] [Create DHCP Relay Policy]
[Create DHCP Relay Policy]
a) [Name] DHCP DhcpRelayP
64
b) [ Description ] DHCP
128
c) [Providers]
[DHCP Create DHCP Provider ]
d) [Create DHCP Provider] [EPG Type] DHCP
EPG EPG
* EPG [ EPG Application EPG ]
[ EPG Application EPG ]
o[ Tenant ]

infra

* [Application Profile]

access
« [EPG] EPG
* EPG [L2 L2 External Network ]
L2 External Network ]
o[ Tenant ]
* [L2 Out] [L2 Out]
* [External Network ]

. Cisco APIC 5.3.x



ACI

GuI APIC DHCP B
* EPG [L3 L3 External Network ] [L3
L3 External Network ]
o[ Tenant ]
* [L3 Out] [L3 Out]
* [External Network ]
* EPG [DN]
e) [DHCP DHCP Server Address ] DHCP IP
f) [DHCP DHCP Server Preference ]
[DHCP DHCP Server Preference ]
5.2(4)
VRF VRF DHCP
DHCP 227
o[ None 1]: 5.2(4)
[ None ]
VRF DHCP VRF DHCP
VRF VRF
o[ VRF Use Server VRF ]: 5.2(4)
[ VRF Use Server VRF ]
DHCP EPG DHCP
EPG DHCP L3Out 3
VRF DHCP
VRF [ VRF Use Server VRF ] [DHCP
DHCP Server Preference ]
VRF
DHCP DHCP VRF
VRF
1 IP
9) [OK]

Cisco APIC 5.3.x .
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REST API

ACI
79

[DHCP Create DHCP Relay Policy ]
h) [Submit]
DHCP
[Navigation] [Networking] > [Bridge Domains] > [default] > [DHCP Relay Labels]
[DHCP Relay Labels] [Create DHCP Relay Label]
[Create DHCP Relay Label]
a) [Scope]

[Name]

DHCP

b) [Name] DHCP
DhcpRelayP [Create DHCP Relay Policy]

c) [DHCP Option Policy] [Create DHCP Option

Policy]

79 ID 79 DHCP
[DHCP Create

DHCP Option Policy ] [ Options ] ID 79
d) [Submit]
DHCP
[Navigation] [Networking] > [Bridge Domains] > [default] > [DHCP Relay Labels]

DHCP

79

REST API DHCP 79

POST URL: https://apic-ip-address/api/mo/uni.xml

<dhcpOptionPol dn="uni/tn-dhcp_client/dhcpoptpol-dhcp_option_policy"
name=""dhcp_option_policy" status="">

<dhcpOption data="" id="79" name="option_79"/>

</dhcpOptionPol>

. Cisco APIC 5.3.x
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NX-0S cLl APIC DHCP B

NX-0S CLI APIC DHCP

VM VMM
APIC EPG
* Cisco APIC IPv4  IPv6 DHCP
DHCP IPv4 IPv6 DHCPv6
IPv6 1 DHCPvV6
DHCP 2 3
APIC DHCP
DHCP

apicl(config)# tenant infra

apicl(config-tenant)# template dhcp relay policy DhcpRelayP

apicl(config-tenant-template-dhcp-relay)# ip address 10.0.0.1 tenant infra application access epg default
apicl(config-tenant-template-dhcp-relay)# exit

apicl(config-tenant)# interface bridge-domain default

apicl(config-tenant-interface)# dhcp relay policy tenant DhcpRelayP

apicl(config-tenant-interface)# exit

3 Outside DHCP

ifav28-ifc2(config)# tenant dhcpTn

ifav28-ifc2(config-tenant)# template dhcp relay policy DhcpRelayPol
ifav28-ifc2(config-tenant-template-dhcp-relay)# ip address 11.1.1.11 tenant dhcpTn application ap epg serverEpg
ifav28-ifc2(config-tenant-template-dhcp-relay)# exit
ifav28-ifc2(config-tenant)# exit

ifav28-ifc2(config)# leaf 2001

ifav28-ifc2(config-leaf)# interface ethernet 1/4
ifav28-ifc2(config-leaf-if)# no switchport
ifav28-ifc2(config-leaf-if)# vrf member tenant dhcpTn vrf vi
ifav28-ifc2(config-leaf-if)# dhcp relay policy tenant DhcpRelayPol
ifav28-ifc2(config-leaf-if)# exit

Cisco APIC 5.3.x .



ACI
. GUI APIC DHCP

GUI APIC DHCP

. vShield
VM VMM
APIC EPG
* Cisco APIC IPvd  IPV6 DHCP
DHCP IPv4 IPv6 DHCPv6
IPv6 1 DHCPv6
2 3
DHCP APIC
VMM
EPG DHCP
<!-- api/policymgr/mo/.xml -->
<polUni>

POST https://apic-ip-address/api/mo/uni.xml

<fvTenant name="infra'>

<dhcpRelayP name="DhcpRelayP" owner="tenant'>
<dhcpRsProv tDn="uni/tn-infra/ap-access/epg-default” addr="10.0.0.1" />

</dhcpRelayP>
<fvBD name="default'>

<dhcpLbl name="DhcpRelayP" owner="tenant'/>
</fvBD>

</fvTenant>
</polUni>

. Cisco APIC 5.3.x
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DNS B

3 Outside DHCP

13extLIfP DHCP

<polUni>
<fvTenant name="dhcpTn''>
<I3extOut name="Outl" >
<I3extLNodeP name="NodeP" >
<13extLIfP name="Intfl">
<dhcpLbl name='DhcpRelayPol' owner="tenant" />
</13extLI1fP>
</13extLNodeP>
</ 13extOut>
</fvTenant>
<polUni>

POST https://apic-ip-address/api/mo/uni .xml

DHCP [ VRF ]

<I-- api/policymgr/mo/._xml -->
<polUni>

POST https://apic-ip-address/api/mo/uni .xml
<dhcpRelayP descr=""" dn="uni/tn-dhcp_client/relayp-dhcp_relay_pol" status=""">
<dhcpRsProv addr="100.1.1.1/24" pref="use-server-vrf"

tDn=""uni/tn-dhcp_server/ap-ap_server/epg-epg_server'/>
</dhcpRelayP>

DHCP [ ]

<!-- api/policymgr/mo/.xml -->
<polUni>

POST https://apic-ip-address/api/mo/uni.xml
<dhcpRelayP descr=""" dn="uni/tn-dhcp_client/relayp-dhcp_relay_pol" status="">
<dhcpRsProv addr="100.1.1.1/24" pref=""

tDn=""uni/tn-dhcp_server/ap-ap_server/epg-epg_server'/>
</dhcpRelayP>

DNS

DNS AAA RADIUS vCenter
DNS
VRF DNS

Cisco APIC 5.3.x .
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DNS

ACI DNS

. EPG DNS

EPG DNS
* DNS DNS DNS
* DNS DNS
DNS
VRF DNS DNS
DNS VRF
acme DNS acme
DNS [Networking] > [VRF]
APIC IP IP Anywhere
FQDN
FQDN
IP IP Anywhere
FQDN
DNS
DNS
EPG

. Cisco APIC 5.3.x
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IPv4 IPv6 DNS B
IP IP
FQDN
DNS
DNS
EPG
* Call Home SMTP
« Syslog
« SNMP
» Techsupport
VRF
1
. IP
IPv4 IPv6 DNS
DNS A (IPv4) AAAA (IPv6) DNS
A AAAA IP (IPv4 IPv6)

Cisco APIC 5.3.x .
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B IPv4 IPv6
ACI IPv4 DNS
A (1Pv4) AAAA
IPv6 IPv6 DNS
DNS /etc/resolv.conf
IPv4 IPv6 DNS
IPv4  IPv6 [etc/resolv.conf
IPv6 DNS
IPv6
DNS (/etc/resolv.conf
IPv4 DNS IPv6 DNS
single-request-reopen
IPv6 DNS IPv4
resolv.conf single-request-reopen
options single-request-reopen
nameserver 2001:4860:4680::8888
nameserver 2001:4860:4680::8844
nameserver 8.8.8.8
nameserver 8.8.4.4
IPv4 IPv6
ACI IPv4d  IPv6
glibc getaddrinfo()  IPv6
IPv4 IPv6
Linux IPv6 IPv6 IPv4
IPv4
IPv4  IPv6
/etc/gai.conf  getaddrinfo()
/etc/hosts glibc
multi on
IPv4d  IPv6
DNS IPv4 IPv6
DNS IPv4  IPv6
5.3.x

. Cisco APIC

(IPv6)
IPv6
DNS
IPv4
)
IPv4d  IPv6
options
IPv6 DNS
Linux
IPv6
. ffff/96 IPv6
IPv6
glibc IPv6
[etc/hosts

IPv4



GUI

ACI

Gul DNS DNS B

Postman REST API

<?xml version="1.0" encoding="UTF-8"?>

<I- api/node/mo/uni/fabric/dnsp-default.xml —>

<dnsProfile dn="uni/fabric/dnsp-default” IPVerPreference="1Pv6" childAction=""" descr=""
>

</dnsProfile>

gai.conf
IPv4 IPv4 IPv6
Linux
precedence
IPv4  IPv6 gai.conf
# Generated by APIC
label ::1/128 0
label ::/70 1
label 2002::716 2
label ::/796 3
label ::ffff:0:0/96 4
precedence :6:1/128 50
precedence ::/0 40
precedence 2002::/16 30
precedence ::/96 20
# For APICs prefering IPv4 connections, change the value to 100.
precedence ::ffff:0:0/96 10
2 3
[FABRIC] > [Fabric Policies] [Navigation] [Global
Policies] > [DNS Profiles] DNS
[Work] [Management EPG]
EPG Out-of-Band
[DNS Providers]

a) [Address]
b) [Preferred]

c) [Update]

Cisco APIC 5.3.x .
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ACI |

d) DNS [DNS Providers] [Address]
[Update]
[DNS Domains]
a) [Name] cisco.com
b) [Default]
1
c) [Update]
d) DNS [DNS Domains] [Address]
Update
[Submit]
DNS
[TENANTS] > [mgmt]
[Navigation] [Networking] > [VRF] > [oob] [oob]
[Work] [Properties] [DNS labels] DNS
[Submit]
DNS VRF
« Cisco Application Policy Infrastructure Controller  APIC CSR
CSR
Subject Alternative Name
SAN * cisco.com
Cisco Application Centric Infrastructure ACI
Cisco ACI
. CSR CA
CA CSR
CA CSR
CSR CA
Cisco APIC CA
. CSR
CSR
5.3



GUI

ACI

GuI Cisco ACI HTTPS B
* CiscoAPIC
CSR
CSR
« Cisco ACI VCPlugin VRA SCVMM
« Cisco APIC 1 SSL
. 4.0(2)
. CAC
* Cisco APIC
URL DN [
Subject ] Subject Alternative Name ]
« Cisco APIC GUI 4k
« HTTPS SSL
Cisco ACI HTTPS
Cisco Application Policy Infrastructure Controller
APIC APIC Cisco APIC
NGINX
CiscoAPIC
Cisco APIC
NGINX Web

Cisco APIC 5.3.x .
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B o Cisco ACI HTTPS
1 [Admin] > [AAA]
2 [ Navigation ] [ Security ]
3 [ Certificate Authorities ] >[ Actions ]>]
Create Certificate Authority ]
4 [ Create Certificate Authority ] [Name ]
5 [ Description ]
6 [ Certificate Chain ] Cisco APIC CSR
Base64 X.509 CER Cisco Emergency Responder
CA

7 [ Save ]

8 [ Key Rings 1> Actions 1>
Create Key Ring ]

1. Cisco APIC

2. CSR
3. CSR

9 [Create Key Ring] [Name]
10 [ Description ]

11 [ Certificate Authority ] [ Select Certificate Authority ]
[ Create Certificate
Authority ]

12 [ Private Key ]

1. Generate New Key

2. Import Existing Key.

. Cisco APIC 5.3.x
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Gul Cisco ACI HTTPS B
13 [ PrivateKey ] [
Import Existing Key ]
14 [ Private Key ] [ Generate New Key ]
[ Key Type ]
1. [RSA] Rivest Shamir Adelman
2. [ECC] ECDSA
15 Cisco APIC CSR [ Certificate ]
Cisco APIC CSR
CA [
Certificate ]
16 SecretKey 1 [
Generate New Key ] RSA
[ Modulus ] ECC[ Key Type ]
[ECC ECC Curvce ]
a) [ Key Type ] [RSA] [ Modulus ]
b) [ Key Type ] [ECC] [ECC ECC Curve ]
17 [ Save ]([ Create Key Ring ] )
18 [ Work ] [ Key Rings ]>][ ]
[ Work ] [
KeyRings ] [ AdminState ] [ Started ]
CSR 19
[ Key Rings ]
[ Admin State ] [ Completed ]
22
CSR
19 [ Certificate Request ] [ Create Certificate Request ]
[ Certificate Request ]
a) [ Subject ] CSR [CN]
Cisco APIC

5.3.x .
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B o Cisco ACI HTTPS
Cisco APIC FQDN
[
Alternate Subject Name ] [SAN] Cisco
APIC  FQDN [SAN]
FQDN
b) [ Alternate Subject Name ] DNS:apicl.example.com,
DNS:apic2.example.com, DNS:apic3.example.com DNS:*example.com
Cisco APIC  FQDN
SAN IP Cisco APIC IP
1P:192.168.2.1
DNS IPv4
IPv6
c [ Locality ]
d [ State ]
e) [ Country ] 2 1ISO
[ Organization Name ] [ Organization Unit Name ]
g) [ Email ]
hy [ Password ] [ Confirm Password ]
i) [OK]
20 [ Certificate Request Settings ]
19
21 [ Work ] [ Key Rings ]>] ]
CSR MS-DOS
CSR MS-DOS
[ Work ] [ Admin State ] [
Completed ] HTTP
22 [ Fabric ]>[ Fabric Policies ]
23 [ Navigation ] [ Policies 1> Pod 1>
Management Access > [ default ]
24 [Work] [Admin Key Ring]

. Cisco APIC

5.3.x
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25 [Client Certificate TP]
[Client Certificate Authentication state]
[Enabled]
26 [Submit]
Web
HTTPS
CSR CSR
CSR
Cisco APIC
APIC (preferences)
APIC ACI SNMP
ACI
APIC ooband ACI
APIC
( CiscoAPIC 3X )
1 System > System Settings
2 APIC (preferences)
3 ooband
4 [Submit]

Cisco APIC 5.3.x .



ACI

Application Policy Infrastructure Controller (APIC) 2.3(1)

ACI

1 System > System Settings
2 Quota Create Quota Configuration
3 Class
4 Container Dn (DN)
5 Exceed Action Fail Transaction Action Raise Fault Action
6 MaxNumber
7 [Submit]
BD
(EPG) ping
IP VRF BD ping
L30ut
IP
EBGP IP L30ut
IP L30ut
eBGP
(BD)

. Cisco APIC 5.3.x
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BGP

BGP

1 System > System Settings
2 BD Enforced Exception List
3 Exception List  [+]

4 ping
5
6 [Submit]
ACI
(MP-BGP) ACI
AS
* ACI
BGP
1
1 BGP
a) System > System Settings
b) BGP Route Reflector
c)
d) Route Reflector Nodes  [+]
Cisco APIC

ACI

BGP

5.3.x .
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MTU

e) ID Submit
2
a) External Route Reflector Nodes  [+]
b)
c)
d) [Submit]
CcpP MTU
MTU
MTU CP MTU
CPMTU
S
*MTU IPN L30ut 9150
IPN MTU 2916 L30ut
[ Tenants 1>
tenant-name > [ Networking ]>[ External
Routed Networks ]>[ Create Routed Outside ]>[
Nodes and Interface Protocol Profiles ]>[
Create Node Profile ]>[
Create Interface Profile ]
* Cisco APIC CP-MTU 1496 TCP MSS 1456 MTU
TCP
IPN 1500
MTU
IPN CP MTU Cisco CP MTU
MTU MTU
5.3

. Cisco APIC
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1 System > System Settings
2 Control Plane MTU

3 MTU

4 [Submit]

EP

System > System Settings

Ep Loop Protection

B w p O

Enabled

30 300

1 255

* BD Learn Disable
« Port Disable

Port Disable

8 [Submit]

MAC

(Administrative State

60
EP

Cisco APIC 5.3.x .
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MAC

*3.2(6)

«3.2(6)

MAC

5.3.x

802.1Q
EPG

EP

EP

ACI

(EPM)

(IP

IP
CPU
MTS
EPM EPMC
EPM EPMC
MAC

MAC

MAC 1P
MAC )



| ACI

oul B
o EPM
CiscoAPIC
. Cisco ACI
* Cisco APIC 41

GUI
Cisco Application Policy Infrastructure Controller Cisco APIC  GUI
EP
1 System > System Settings
2 [ Endpoint Controls ]
30 Navigation ] [ EP Rogue EP Control ]
4 [Administrative State] [Enabled]
5[ EP Rogue EP Detection Interval ] [ EP Rogue EP
Detection Multiplication Factor ] [ Hold Interval (sec) ]
. EP
0 65535 60
. EP

Cisco APIC 5.3.x .
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B vos cul
5.2(3)
1800 3600 5.2(3) 300 3600
1800
6
a) Cisco APIC [Fabric] > [Inventory]
b) [Pod]
c)
[Clear Rogue Endpoints]
d [ Yes ]
NX-0S CLI
NX-0S CLI
1
apicl# configure
2
apicl(config)# endpoint rogue-detect enable
3
5.2(2)
1800 3600 5.2(3) 300 3600
1800
apicl(config)# endpoint rogue-detect hold-interval 1800
4

. Cisco APIC 5.3.x



ACI

/cOOP B
0 65535 60
apicl(config)# endpoint rogue-detect interval 60
5
2 10
6
apicl# endpoint rogue-detect factor 6
/COOP
/COOP
MAC
/COOP 10 3000
30
Cisco Application Policy Infrastructure Controller APIC 6.0 3
/COOP MAC
MAC
L3Outs /COOP L30ut
MAC MAC
/COOP
/COOP
* MAC 2 IP
3 IP
MAC
IP IP
IP MAC
. 3 IP
IP
IP CiscoAPIC Layer 3

Cisco APIC 5.3.x .
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« 6.0(3)

« 6.0(3)

MAC

. /COOP
VRF

GUI

. Cisco APIC

ACI

/ COOP
MAC
MAC
6.0(3)
100
L30ut SVI
MAC
6,000 MAC
MAC
MAC
10
COOP
MAC
IP
IP
IP
Cisco ACI
/ COOP
/ COOP
GUI
5.3.X

100 MAC
MAC
L30ut MAC
MAC
6,000
6,000
MAC
MAC
IP
IP
IP
253
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GuI /COOP B
1 [ Tenants ]>
[tenant_name]
2 [ Navigation ] [ Networking ]>[
Bridge Domains ]
3 Bridge Domains Create Bridge Domain
4 1 Create Bridge Domain ] [ 1 STEP1 ]
[ MAIN ] [ 2 STEP2 ] L3 L3 Configurations ]
5 [STEP 3 31 1 / Advanced /
Troubleshooting ] [ /COOP Rogue / Coop Exception List ] [+]
MAC [ Update ]
MAC AA:BB:CC:DD:EE:FF
a)
6 Cisco Application Policy Infrastructure Controller APIC 6.0 3
MAC
BD MAC
7 [ 3 STEP3 ]>[ /
Advanced/Troubleshooting ]
8 [ Finish ]
GUI /COOP
/ COOP
GUI 253
1 [ Tenants ] > [tenant_name]

Cisco APIC 5.3.x .
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B o L30ut SVI
2 [ Navigation ] [ Networking ]>[
Bridge Domains ] > [bridge_domain_name].
3 [ Work ] [ Policy 1> /
Advanced/Troubleshooting ]
4 [ /COOP Rogue / Coop Exception List ] [+]
MAC [ Update ]
MAC AA:BB:CC:DD:EE:FF
a)
5 Cisco Application Policy Infrastructure Controller APIC 6.0 3
MAC
BD MAC
6 [Submit]
GUI L30ut SVI
L30ut SVI
MAC
* L30ut
GUI 253
1 [ Tenants ] > [tenant_name]
2 [ Networking ]> [L3Outs] > [L30ut_name] >
[ Logical Node Profiles ] >[node_profile name] > [
Logical Interface Profiles ] > [interface profile_name]
3 [ Policy ]>SVI
4 SVI [+]
5 [sVI Select SVI ]
o[ MAC Rogue Exception MAC Group ]
MAC VLAN SVi
MAC

. Cisco APIC 5.3.x



| ACI

aul MAC B
o[ EP MAC Exclude all MACs from Rogue EP
Control ]
VLAN
Svi MAC
6
7 [Submit]
GUI MAC
6.0(3) MAC
MAC
L30ut SVI MAC
GUI 253
1 [ Fabric 1> Fabric Policies ]
2 [ Navigation ] > Policies ] >[
Fabric Wildcard Rogue Exception ]
3 [ Work ] [ Fabric Wildcard Rogue
Exception ] [+]
a) MAC [ Update ]
b) MAC
IP
3.2(6) IP
MAC IP
Cisco Application Centric Infrastructure  ACI
MAC 4,096 IP MAC
4,096 IP MAC
IP
Cisco APIC

5.3.x .



ACI |

B coor
IP
APIC IP
1
IP
ACI
ACI MAC 4,096 IP

COOP
COOP

Council of Oracle Protocol COOP

ID citizen

ZMQ oracle
COOP
ID
DHT
COooP
COOoP
COOP
COOP
S
COooP Cisco Application Policy Infrastructure Controller  APIC

4.2(3)

. Cisco APIC 5.3.x
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coop B
IP 0 IP
P 2 IP MAC
IP 50 IP IP
IP 50 IP
IP
IP 400 IP
IP
P 400 IP
IP
200
1P 200 IP MAC
BGP 2
URIB 50
/
IP 5 50
4000 IP 2 IP
4000/2 = 2000 IP
4000 [ Normal ] [
Critical ] 5 [
Critical ] IP
10000
IP
2500 Normal
75 10000 * 0.5 * 0.5 = 2500 10
COOP
COOP
COOP Cisco APIC
COOP

Cisco APIC 5.3.x .



ACI

B o coop
COOP 2 ZMQ
. COOP MD5 ZMQ
. COOP MD5
COOP CiscoAPIC
GUI COOP
Infrastructure Controller APIC GUI
1 [ Fabric ]>][
2 [ Navigation ]
3 [ Protocols ]>[COOP] [COOP]
4 [ Endpoint Database ]
[ Dampened State ]
* Normal
* Critical
5 Critical
* Freeze
CLI COOP
CLI
CLI

show coop internal info repo ep dampening

. Cisco APIC 5.3.x

ZMQ

Cisco Application Policy

Inventory ]

Freeze



| ACI

GUI

RESTAPI

CLI

Gul coop B

COOP

Cisco Application Policy Infrastructure Controller APIC GUI

COooP

2 COOP
1 [ Fabric ]>] Inventory ]
2 [ Navigation ]
3 [ Clear Dampened Endpoints ]
4 [ Yes ]

COOP
Freeze
CLI

clear coop internal info repo ep dampening key <bd> <mac>

COOP
APIC REST API COOP EP
COOP
1 MAC IP
API disableEpDampening = "true" COOP
<I-- api/policymgr/mo/._xml -->
<polUni>

Cisco APIC 5.3.x .



B ~rcou

APIC GUI

Cisco NX 0OS

REST API

ACI

COoP
<infralnfra>
<infraSetPol disableEpDampening=""true"></infraSetPol>
</infralnfra>
</polUni>
COOP
COOP
1 [System] > [System Settings]
2 [ ] [COOP ]
3 [ 1 [ ] [ ]
] [ ]
4 [Submit]
COOP
CLI COOP
COOP

apicl# configure

apicl(config)# coop-fabric

apicl(config-coop-fabric)# authentication type ?

compatible Compatible type

strict Strict type

apicl0l-apicl(config-coop-fabric)# authentication type strict

COOP

COOP

. Cisco APIC 5.3.x
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https://172.23.53 _xx/api/node/mo/uni/fabric/pol-default.xml

<coopPol type="strict'>
</coopPol>

Cisco Application
Centric Infrastructure ACI

Cisco ACI
Cisco ACI
MAC IP Cisco
ACI EPG Cisco Application Policy
Infrastructure Controller APIC GUI

)

GUI

Cisco Application Centric Infrastructure  ACI

1 [ System ]>] System Settings ]

Cisco APIC 5.3.x .



3 [ Work ]

4 [
[VLAN]
51
VLAN ID

[op]

[Submit]

Ip Aging

N ow N e

. Cisco APIC

IPv6

EPG

Navigation ]

1

ACI |

Global Endpoints ]

End Point Listen Policy ]

End Point Listen Encap ]

End Point Listen Encap ]

4094

System > System Settings

5.3.x

Enabled

VLAN

IPv4 ARP

Administrative State



ACI

Cisco Nexus 9000 NIK M12PQ 93128
TX 9396 PX 9396 TX APIC
2.2(2x)
IP
. IP
. VRF
* VRF 1 3
IP VPC
. vsh-c" epm vrf <vrf-name> </vrf-name>
IP
1 [System] > [System Settings]
2 [Fabric Wide Setting]
3 EP
4 [Submit]
VRF VRF IP
1 [System] > [System Settings]

2 [Fabric Wide Setting]
3 Enforce Subnet Check

Cisco APIC 5.3.x .



ACI

B o~
4 [Submit]
GlIPo
GIPos
Cisco ACI Multi-Site GlPo
1. GlPo
2. Cisco ACI Multi-Site GlPos
GIPos
Cisco ACI
Cisco ACI Cisco APIC #1 #2
2.3(1) Cisco ACI GlPo
CiscoACI #2
Cisco APIC [GIPo Reallocate GIPo ]
Cisco APIC  GIPos
1 GIPo
2.3(1) 3.0(1) Cisco
ACI Multi-Site Orchestrator
1 [ System ]>] System Settings ]

2 [Fabric Wide Setting]
3 [Reallocate Gipo]
4 [Submit]

. Cisco APIC 5.3.x
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EPG
1 [System] > [System Settings]
2 [Fabric Wide Setting]
3 Enforce Domain Validation
4 [Submit]

OpFlex
GOLF Linux OpFlex
ID GOLF Linux Opflex
ID
S
GOLF Linux
Opflex

1 [System] > [System Settings]
2 [Fabric Wide Setting]
3 OpkFlex Client Authentication GOLF Linux Opflex
4 [Submit]

Cisco APIC 5.3.x .



ACI

Cisco Application Centric Infrastructure  ACI

5
Cisco ACI DLB
DLB
DLB
2
2
1
DLB
DLB
A\
Nexus 9000 DLB DLB
2 EX FX FX2

Cisco ACI

. Cisco APIC 5.3.x
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ECMP
DLB
6.0(1) 6.0(2)
DPP
QoS
3 6.0(3)
QoS
GPRS GTP
Cisco Nexus
Cisco Nexus 9000
GTP
2
L30Out
GTP
IP IP
TCP UDP
GTP
ID TEID UDP
GTP GTPU
GTP
. IPv4/1Pv6
« UDP 2152 GTPU
Cisco ACI

DPP
DPP
CoS0
DPP
Telcom
3 ECMP
Cisco Nexus 9000
4
GTP
32
Cisco APIC

15

DPP

TEID

DPP
DLB DPP

QoS
CoS

CoS0

GTP

GTP
TEID

GTP

5.3.x .



B ciscorricou

ACI

Cisco APIC GUI

. Cisco APIC

5. Cisco ACI /
/ IP . MAC
. MAC
. IP
. IP
. 4
o 4
. ID VXLAN VNID
VLAN ID
/ 2 . MAC
. MAC
. ID VXLANVNID
VLAN ID
5.3.x




| ACI

el B
1 [System] > [System Settings]
2 [Load Balancer]
3 [Dynamic Load Balancing Mode]
(DLB)
DLB
DLB
[Aggressive], [Conservative], [Off] ( )
4 [ On ] [ Off ]
DPP
15 DPP
5 Link Failure Traditional (
)
ECMP
6 [Submit]
CLI
CLI
2
flowlet
flowlet
CiscoAPICNX-0S CLI
CLI

Cisco APIC 5.3.x .
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B«

apicl# conf t
apicl# (config)# system dynamic-load-balance mode dynamic-aggressive

apicl# conf t
apicl# (config)# system dynamic-load-balance mode dynamic-conservative

CLI
CLI
Cisco APIC NX-OS CLI
apicl# conf t
apicl# (config)# system dynamic-load-balance mode packet-prioritization
CLI GTP
CLI GTP
Cisco APIC NX-OS CLI

apicl# conf t
apicl# (config)# ip load-sharing address source_destination gtpu

. Cisco APIC 5.3.x



| ACI

REST API

REST API

DLB DPP GTP

DLB DPP GTP

https://apic-ip-address/api/mo/uni .xml

<polUni>
<fabriclnst>

CiscoAPIC

<IbpPol name="default' hashGtp="yes" pri="on" dlbMode="aggressive'>

</l1bpPol>
</fabriclnst>
</polUni>

Protocol (PTP)

Precision Time

NTP
PTP PTP
/
PTP
PTP PTP
42 5 PTP Cisco ACI
42 5 PTP Cisco ACI
Cisco ACI Cisco ACI
\)
Cisco ACI
1
Cisco APIC

5.3.x II
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GlIPo
1 [ System ]>] System Settings ]
2 Precision Time Protocol
3 Enabled Disabled
PTP NTP
PTP
4 [Submit]
GIPo
GIPo GIPo
ACI 239.255.255.240 IP
(GIPo) (IPN) PIM BIDIR
IPN 239.255.255.240 PIM BIDIR GIPo
GlIPo
ACI
APIC
1 System > System Settings
2 Enabled Disabled ( ) Use Infra GIPo as System GIPo
3 [Submit]
EPG

. Cisco APIC 5.3.x



ACI

Cisco APIC Layer 2
Networking Configuration Guide

1 [ System ]>] System Settings ]
2 [ Navigation ] [ Port Tracking ]
3 Port tracking state  on
4 [ Daily restore timer ]
5
6 [Submit]
AEP

Cisco
Discovery Protocol CDP Link Layer Discovery Protocol LLDP Link Aggregation Control
Protocol LACP

AEP VLAN
VLAN AEP VLAN
AEP VMM
* AEP VLAN
EPG AEP VLAN
EPG VLAN
. EPG VMware

vCenter  Microsoft Azure Service Center Virtual Machine Manager SCVMM

Cisco APIC 5.3.x .
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11
12
13

VM

Virtual Machine Manager

[EPG ]

802.1P
Update
[Next]

[ Finish ]

. Cisco APIC

infraGeneric

VMM AEP
EPG
Fabric ]>]
Policies  Global
]
]
[+]
2
[ ]
[+]
EPG
5.3.X

ACI

VLAN
EPG
EPG
AEP
EPG infraRsFuncToEpg
VRF
Access Policies ]
[
3
vlan-1



| ACI

QoS
QoS
QoS
* ACI 802.1P CoS
CoS 802.1 P CoS
CoS/DSCP 1
802.1P QoS
CoS CoS
IPN DSCP DSCP I
> > > > DSCP -cos L3
)
. QoS
1 [ Fabric 1>
2 Policies  Global
3 QOS Class
4 CoS802.1P COS
5 QoS
Submit
DHCP
DHCP
DHCP
EPG common
DHCP
DHCP
1 [ Fabric ]>]
Cisco APIC

(IPN)

multipod

MTU

Access Policies ]

DHCP
DHCP

DHCP

Access Policies ]

5.3.x .



ACI |
DHCP

2 Policies  Global
3 DHCP Relay Create DHCP Relay Policy
4 [Create DHCP Relay Policy]
a) [Name] DHCP DhcpRelayP
64
b) [ Description ] DHCP
128

c) [Providers]

[DHCP Create DHCP Provider ]
d) [Create DHCP Provider] [EPG Type] DHCP
EPG EPG
* EPG [ EPG Application EPG ]
[ EPG Application EPG ]
o[ Tenant ]
infra

* [Application Profile]

access
* [EPG] EPG
* EPG [L2 L2 External Network ] [L2
L2 External Network ]
o[ Tenant ]
* [L2 Out] [L2 Out]
¢ [External Network ]
* EPG [L3 L3 External Network ] [L3
L3 External Network ]
o[ Tenant ]
* [L3 Out] [L3 Out]

. Cisco APIC 5.3.x



ACI

DHCP B
¢ [External Network ]
« EPG [DN]
e) [DHCP DHCP Server Address ] DHCP IP
f) [DHCP DHCP Server Preference ] [ None ]
[ VRF Use Server VRF ]
[DHCP DHCP Server Preference ]
5.2(4)
VRF VRF DHCP
DHCP 227
o[ None 1]: 5.2(4)
[ None ]
VRF DHCP VRF DHCP
VRF VRF
o[ VRF Use Server VRF ]: 5.2(4)
[ VRF Use Server VRF ]
DHCP EPG DHCP
EPG DHCP L30ut 3
VRF DHCP
VRF [ VRF Use Server VRF ] [DHCP
DHCP Server Preference ]
VRF
DHCP DHCP VRF
VRF
1 IP
9) [OK]
[DHCP Create DHCP Relay Policy ]
h) [Submit]
DHCP

Cisco APIC 5.3.x .



ACI
MCP

MCP
Mis-Cabling (MCP)
MCP 1
1 [ Fabric ]>][ Access Policies ]

2 Policies  Global
3 MCP

4 Admin State  Enabled
5

6

[Submit]
1

1 [ Fabric ]>] Access Policies ]
2 Policies  Global
3
4
5
6 4 5
7 ()
8 [ Submit ]

. Cisco APIC 5.3.x
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Cisco Application Policy Infrastructure Controller APIC GUI

Cisco APIC
NX-OS CLI
CLI GUI
Cisco Application
Centric Infrastructure  ACI
GUI
[ Fabric ]>[ Inventory ] > [Pod-#] > [leaf-switch-name] > [
Interface ]
S
[ Interface ] [ Interface ]
[ Interfaces ]

GUI

Cisco Application Policy Infrastructure Controller APIC GUI

1 [Fabric] > [Inventory]

2 [ Navigation ] pod-# > leaf-switch-name

3 [ Work ] [ Interface ]

4 [ Mode ] [ Configuration ]

Cisco APIC 5.3.x .
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GUI

. Cisco APIC

ACI

Work ]

Work ]

Submit ]

Cisco Application Policy Infrastructure Controller APIC GUI

Cisco APIC
Cisco APIC

[Fabric] > [Inventory]

Navigation ] pod-# > leaf-switch-name
Work ] [ Interface ]
Mode ] [ Configuration ]
[
Work ]
[ Submit ]
Cancel ]
5.3

Work ]



| ACI

Gul B

GUI

Cisco Application Policy
Infrastructure Controller APIC

Cisco APIC
1 GUI [ Manage My Profile 1> Settings ]
[ Application Settings ]
2 [ Show Hidden Policies ]
3 [OK]
MCP Link Layer Discovery Protocol LLDP
STP MCP
2 MCP
Cisco Application Centric Infrastructure ACI
STP STP MCP
MCP
MCP
MCP
GUI MCP
1 [ FABRIC ]>][ Access Policies ]
2 [ Navigation ] [ Policies ]>[
Interface ] >[MCP MCP Interface ]

Cisco APIC 5.3.x .
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3 [ Work ]

[

ACI |

Actions 1>[

Create Mis-cabling Protocol Interface Policy ]

4 [Create Mis-cabling Protocol Interface Policy]

a)
b)
c [ AdminState ] [ Enable ]
[ Disable ]
d) MCP [ Strict ] [ Non-strict ]
[ Strict ]
o[ Initial Delay Time sec ]: 2 STP
0 2 STP
STP STP
/ 45 60
o[ Tranmission Frequency sec,msec ]: 2
MCP
500
. ( ):
MC
3
5 [Submit]
5.3

. Cisco APIC



. VRF
* EPG 304
* EPG 333
* EPG

(fvTenant)

288

EPG 311

346

330

342

316
326
350
Cisco APIC

301

MIT

53X .



Legend:

Solid lines indicate that objects contain the ones below.
Dotted lines indicate a relationship.

1:n indicates one to many; n:n indicates many to many.

(VRF) (EPG)
VRF
A\
APIC GUI VRF
4 7
ACI IPv4  IPv6
ACI
Virtual Extensible Local Area
VXLAN APIC
SVI

Cisco APIC 5.3.X




ACI ACI

ACI
(VTEP)

1D

3:ACI D

Sl |

|

VXLAN  VTEP
VXLAN

VTEP VXLAN
Address-to-VTEP

IP MAC
VXLAN
IP MAC
VXLAN
VTEP ACI
VXLAN
VTEP
LAN
IP
IP VLAN
VTEP VTEP IP
IP
VTEP
P MAC
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3VNID

AClI VTEP MAC
IP VTEP
VTEP VXLAN
ACI
VXLAN VTEP
IP VXLAN IP
VTEP IP VTEP IP
4:ACl 3 VNID
—_— _// B ‘\H\\*_‘_\

L3 Segment VNID 5

o
r— =
Fabric
| 2
/ Tenant VRF
)

Subnet B
12.2.1.100

Subnet A
12.1.1.101

501224

ACI VRF L3 VNID ACI  L3VNID
ACI
L3 VNID VNID
ACI
3 VNID
2 VM
ACI BGP
MP-BGP (AS)

. Cisco APIC 5.3.X



CiscoACI IP

3Outside L30ut

IGP

MTU

Cisco ACI
MTU

)

NX-0S

CLI
NX-OS CLI

Cisco NX-0S

Cisco 10S

Inter-Pod Network IPN
MTU
EIGRP OSPFv3 MTU
Cisco ACI CPU MTU
CPU MTU
IPv6
MTU

Cisco 10S

( IPMTU 14-18

10S XR MTU

9000 CiscoACIl Cisco
IP 9000 10S-XR
IP 8986
MTU
MTU Cisco

ping 1.1.1.1 df-bit packet-size 9000 source-interface ethernet 1/1

Cisco APIC
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\
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WAN

(EP) ACI

VNID

oo
& o
S5
T @
=
=,
5]
=

Spine switch
with

Route Reflector
——

e 12.1.1.0/24
e 12.2.1.0/24
e 12.3.1.0/24

348520

(LPM)
VTEP
WAN
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1211100 (1211101 1211102 121.1.1/24
EP e =
3
ACI APIC
EPG
ACI BGP MP-BGP
ACI
AS
2 MP-BGP
ACI 30ut L30ut
L30ut L30ut
L30ut
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. Layer 3 Out

L30ut L30ut
MP-BGP
Cisco APIC
Layer 3 Out
ACI L30ut MP-BGP
Open Shortest Path First OSPF mgmt L30ut
GUI MP-BGP
1 [System] > [System Settings]
2 [ Navigation ] [BGP BGP Route Reflector ]
[ Create Route Reflector Node ]
3 [ Create Route Reflector Node ] [
Spine Node ]
Submit

4 BGP Route Reflector

Autonomous System Number

Submit
Border Gateway Protocol BGP
Open Shortest Path
First OSPF
5 [ Fabric ]>[ Fabric Policies ]>
[ Pods 1> Policy Groups ]
6 [ Navigation ] [ Policy Groups ]

[POD

5.3.x

. Cisco APIC

Create POD Policy Group ]



ACI MP-BGP B

7 [ Create Pod Policy Group ] [
Name ]
8 [BGP Route Reflector Policy]
[Submit] )
BGP
BGP
9 [ Fabric 1> [ Fabric Policies ]>
[ Profiles ]>[ Pod Profiledefault ]>[
default ]
10 [Work] [Fabric Policy Group]
[Submit]
ACI MP-BGP
ACI MP-BGP
BGP
MP-BGP

\}

BGP ASN 100 104 105 MP-BGP

apicl(config)# bgp-fabric
apicl(config-bgp-fabric)# asn 100
apicl(config-bgp-fabric)# route-reflector spine 104,105

REST API MP-BGP

POST https://apic-ip-address/api/policymgr/mo/uni/fabric.xml

<bgpInstPol name="default'>
<bgpAsP asn="1" />
<bgpRRP>
<bgpRRNodePEp id=*“<spine_id1>"/>
<bgpRRNodePEp id=*“<spine_id2>"/>
</bgpRRP>
</bgplInstPol>

Cisco APIC 5.3.x .



B vescr

FuncP

POST https://apic-ip-address/api/policymgr/mo/uni.xml
<fabricFuncP>
<fabricPodPGrp name="bgpRRPodGrp’>
<fabricRsPodPGrpBGPRRP tnBgplnstPolName="default"” />

</fabricPodPGrp>
</fabricFuncP>

PodP
POST https://apic-ip-address/api/policymgr/mo/uni .xml

<fabricPodP name="default'>
<fabricPodS name="default" type="ALL">
<fabricRsPodPGrp tDn="uni/fabric/funcprof/podpgrp-bgpRRPodGrp"/>
</fabricPodS>
</fabricPodP>

MP-BGP

a) SSH

b) show processes | grep bgp S
NR

a) SSH
b)

cd /mit/sys/bgp/inst

grep asn summary

. Cisco APIC 5.3.x



GUI

OSPF L30ut
1D IP
OSPF L30ut
L30ut
Cisco APIC and Transit Routing
1 [Tenants] > [mgmt]
2 [ Navigation ] [
3 [L3Outs] [L3Out Create L30ut ]
[L3Out Create L30ut ]
4 [L3Out Create L30ut ] [ Identity ]
a) [Name] RtdOut
b) [VRF] VRF inb
Outside VRF
c) [L3 L3 Domain ]
d) [OSPF]
e) [OSPF Area ID] ID
f) [OSPF Area Control]
g) [OSPF Area Type]
h) [OSPF Area Cost]
i) [ Next ]
[ Nodes and Interfaces ]
5[ Nodes and Interfaces ]
a) [ Use Defaults ]
[ Node ProfileName ]
b) [ Node Profile Name ]

borderLeaf

GUI

Cisco APIC

OSPF L30ut B

OSPF

VRF

Networking ] > [L30Outs]

5.3.x .
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c)

d)
e)

f)

9)

h)

)

k)

[

. Cisco APIC

OSPF L30ut
[Node ID]
leafl
[Router ID] ID
ID [
Loopback Address ] IP
[ ID RouterID ] [
Loopback Address ]
[ ID Use Router ID for Loopback Address ]
ID IP
[ Interface ] [IP IP
Address ] [ Interface Profile Name ] [MTU]
[ Nodes ] [+] 2
2 ID
[Node ID]
leafl
[Router I1D] ID
ID [
Loopback Address ] IP
[ ID RouterID ] [
Loopback Address ]
[ ID Use Router ID for Loopback Address ]
ID IP
[ Interface ] [IP IP
Address 1 [ Interface Profile Name ] [MTU]
[ Next ]
[ Protocols ]
Protocols ] [ Policy ] [ default ]
[ Next ]

EPG External EPG ]

EPG External EPG ]

5.3.x



NX-0S CLI OSPF B

a) [Name] extMgmt
b) [ EPG Default EPG for all external network ]

[ Subnets ]
c) [+] [ Create Subnet ]
d [ Create Subnet ] [IP IP address ]

IP

e) [Scope] [OK]
) [ EPG External EPG ] [ Finish ]

[ Work ] [L3Outs] [L3Out] RtdOut

NX-0OS CLI OSPF

1. VRF
2. VRF L3

(BGP OSPF EIGRP)
3. L3 EPG EPG

ACI VRF
1 L3 EPG 1 EPG
2
. VRF L3 EPG
. L3 L3 EPG
OSPF
OSPF

VRF

S
exampleCorp OnlineStore web epg
Cisco APIC

5.3.x .



B oscu

OSPF

VLAN

apicl(config)# vlan-domain dom_exampleCorp
apicl(config-vlan)# vlan 5-1000
apicl(config-vlan)# exit

VRF VRF

apicl(config)# tenant exampleCorp
apicl(config-tenant)# vrf context
exampleCorp_vi

apicl(config-tenant-vrf)# contract enforce
apicl(config-tenant-vrf)# exit

BD IP public
public L3

apicl(config-tenant)# bridge-domain exampleCorp_bl
apicl(config-tenant-bd)# vrf member exampleCorp_vl
apicl(config-tenant-bd)# exit

apicl(config-tenant)# interface bridge-domain exampleCorp_bl
apicl(config-tenant-interface)# ip address 172.1.1.1/24 scope public
apicl(config-tenant-interface)# exit

VRF

apicl(config)# leaf 101
apicl(config-leaf)# vrf context tenant exampleCorp vrf exampleCorp_vil

OSPF

apicl(config-leaf)# router ospf default

apicl(config-leaf-ospf)# vrf member tenant exampleCorp vrf exampleCorp_vil
apicl(config-leaf-ospf-vrf)# area 0.0.0.1 route-map mapl00 out
apicl(config-leaf-ospf-vrf)# exit

apicl(config-leaf-ospf)# exit

VRF ( ) OSPF

. Cisco APIC 5.3.x
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VRF B

( ethernet 1/11)
no switchport L3
VLAN vlan ( dom_exampleCorp)
ethernet1/11.500 500 VLAN

apicl(config-leaf)# interface ethernet 1/11

apicl(config-leaf-if)# no switchport

apicl(config-leaf-if)# vlan-domain member dom_exampleCorp
apicl(config-leaf-if)# exit

apicl(config-leaf)# interface ethernet 1/11.500

apicl(config-leaf-if)# vrf member tenant exampleCorp vrf exampleCorp_vl
apicl(config-leaf-if)# ip address 157.10.1.1/24

apicl(config-leaf-if)# ip router ospf default area 0.0.0.1

L3EPG epg web

apicl(config)# tenant tl1l00

apicl(config-tenant)# external-13 epg 13epgl00
apicl(config-tenant-13ext-epg)# vrf member v100
apicl(config-tenant-13ext-epg)# match ip 145.10.1.0/24
apicl(config-tenant-13ext-epg)# contract consumer web
apicl(config-tenant-13ext-epg)# exit
apicl(config-tenant)#exit

L3 EPG

apicl(config)# leaf 101
apicl(config-leaf)# vrf context tenant t100 vrf v100
apicl(config-leaf-vrf)# external-13 epg 13epgl00

VRF

Cisco APIC 5.3.x .



)
VRF
VRF
3
IPv6 Cisco APIC Layer 3 Networking Guide
IPv6 and Neighbor Discovery
GUI VRF

1 [ Tenants ]>[ Add Tenant ]

2 [Create Tenant]
a) [Name]
b) [ Security Domains ] [+] [

Create Security Domain ]
c [ Name ] [ Submit ]
d [ Create Tenant ]
[ Update ]
e)
[ Submit ]
> Networking ]

3 [ Work ] [VRF] [Create VRF]
a) [Name]
b)
c) [ Submit ] VRF

. Cisco APIC 5.3.x
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a)
b)
c)
d)

f)

9)
h)

)

k)

a)
b)

c)
d)

GUI VRF

Work ] VRF
Brdige Domain ] 2

[Name]

[ Next ]

[ Subnets ]
Subnet ]

[ IP Gateway IP ]

[+]

[OK]
[ Create Bridge Domain ]

[ Next ]
[OK]
Work ] VRF

2 [Create Routed Outside]

[Name]

[
[Create Bridge Domain]

[ Create

[L3]

[ Nodes And Interfaces Protocol

Profiles]
Profile ]

[Name]
[ Nodes ]

[+] [

[+] [

[ ID NodelID ]
[Router 1D] ID
[ Static Routes ]
Create Static Routes ]
[Prefix] IPv4 IPv6
[ Next Hop Addresses ]
[ Create Next Hop ]

[ Next Hop Addresses ]
IPv6

[ Preference ]

[+]

[OK]
[ Create Static Route ]

[OK]

Cisco APIC

Create Node

Select Node ]

[+]

IPv4

5.3.x .
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p) [ Select Node ]
9  [OK]
r [ Create Node Profile ]
S) [OK]
t) [BGP] [OSPF] [EIGRP]
u)
V) [ Next ]
w)
X) [OK] 3
3 [ Navigation ]

Networking ]>[VRF]

EPG

Cisco APIC
GUI EPG
EPG
EPG
1  Cisco APIC
2 [Tenants[ > [tenant]
3 tenant  Application Profiles
4 Application EPGs Create Application EPG
5  Create Application EPG STEP 1 > Identity
a) Name EPG

b) Bridge Domain

. Cisco APIC 5.3.x

EPG

application profile



GuI EPG B

c) [Statically Link with Leaves/Paths]

EPG
d) [Next]
e) [Path] EPG
6  Create Application EPG STEP 2 > Leaves/Paths Physical Domain
7
EPG
1. Leaves
2. [Node]
3. Encap VLAN
4. ( ) Deployment Immediacy
On Demand Immediate
5 ( ) [Mode] [Trunk]
1. Paths
2. Path
3 ( ) Deployment Immediacy
On Demand Immediate
4. ( ) [Mode] [Trunk]
5. PortEncap VLAN
6. ( ) Primary Encap VLAN
8 Update Finish
9 EPG
10
. EPG Static Leafs

Cisco APIC 5.3.x .



B EPG VLAN

. EPG Static Ports
EPG
AEP VLAN
EPG
AEP
AEP EPG AEP
EPG
EPG VLAN
EPG

. EPG

. 3 Outside EPG

. 2 Outside EPG

. EPG

APIC 1 EPG
EPG
VLAN EPG
\}
AEP EPG
EPG EPG
VLAN AEP EPG
EPG AEP
GUI EPG VLAN

* EPG

* EPG

. Cisco APIC 5.3.x
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4 [

a)

b)

c)
d)

f)

9)

h)

)

k)

a)

b)

c)
d)

GuI EPG VLAN B

[ FABRIC ]>] Access Policies ]
Navigation ] [ Quick Start ]
Work ] [ Configure Interfaces ]

Configure Interfaces ]

[ Node Type ] [ Leaf ]

[ Port Type ] [ Access ]

[ Interface Type ]

[ Interface Aggregation Type ] [ Individual ]

[ Node ] [ SelectNode ]

[OK]

[ Interfaces For All Switches ]

[ Leaf Access Port Policy Group ]

[ Select Leaf Access Port Policy Group ]

[ Select Leaf Access Port Policy Group ]

[ Create Leaf Access
Port Policy Group ]
[ Create Leaf Access Port Policy Group ]
[ Link Level Policy ] [
Select Link Level Policy ]
[ Select ] [
Create Link Level Policy ]
[ Save ]
[ Save ]
VLAN
[ Navigation ] [ Physical and
External Domains ]
[ Physical Domains ] [ Create
Physical Domain ]
[ Name ]
[VLAN VLANPool ]  [VLAN Create VLAN Pool ]
[ Submit ]

Cisco APIC 5.3.x .
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e)
f)  [Submit]
6 [ Tenants ]>] ALL Tenants ]
7 [ Work ]
8 [ Navigation ] >
Application Profiles ] > >[ EPG Application EPGs ]>
EPG
a) [ Domains VM ] [
Add Physical Domain Association ]
b) [ Add Physical Domain Association ] [
Physical Domain Profile ]
c) [Submit]
AEP
VLAN
AEP
VLAN
AEP EPG
APIC GUI  REST API
EPG
EPG
APIC GUI AEP EPG
EPG
EPG
. EPG
* AEP EPG VLAN VLAN
. VLAN AEP

. Cisco APIC 5.3.x



APIC GUI AEP EPG .

EPG
* Cisco APIC 6.1(3)
Cisco APIC
6.1(3)
“
AEP
Cisco APIC
EPG
a) EPG GUI [ Tenant ]>

[tenant_name] > [

Application Profiles ] > [epg_name] >

[ AAEP Static AAEP ]
b) [ AAEP Static AAEP ]

EPG
Action
AEP
Encap EPG VLAN
ID
EPG VLAN
Primary Encap VLAN ID
[ Deployment Immediacy ]
Deployment Immediacy [ On Demand ]
[ Immediate ]
Mode
o[ Trunk ] VLANID

Cisco APIC 5.3.x .



. APIC GUI AEP EPG

Action
o[ Trunk Native ]
802.1p
o[ Access Untagged ]
2 EPG
a) [
Fabric ]>][ Access Policies 1> Policies 1>
Global ]1>] Attachable Access Entity
Profiles ]
b) [
Attachable Access Entity Profiles ]
c [ ShowUsage ]
EPG
d [ EPG Application EPGs ]
EPG
EPG [+]
Action
EPG
EPG
Encap EPG VLAN ID
EPG VLAN
VLAN ID
Mode
e [Trunk] VLAN ID
o[ Trunk Native ]
802.1p

. Cisco APIC 5.3.x



GUI

erc [

Action
o[ Access Untagged ]
3 [ Submit ]
EPG
Cisco APIC Cisco ACI
MAC 1 IP
EPG Cisco ACI
EPG EPG VM
IP
IP IP
IP
IP
MAC
MAC MAC MAC
MAC
EPG
Cisco APIC EPG
EPG EPG
Cisco APIC

5.3.x .



B o EPG
1 Cisco APIC
2 [Tenants]
3 [Application Profiles]
[Profile] [Application EPGs]
4
. EPG EPG
EPG
. EPG EPG
EPG 1
EPG
5 [Operational]
6  [Operational] [Client End-Points]
EPG
7 IP
MAC
8 EPG EPG
EPG 4 7
9 [uSeg EPGs] [Create uSeg
EPG]
10 1
EPG
a) [Create uSeg EPG] [Name]
EPG
b) [intra-EPG isolation] [enforced] [unenforced]
[enforced] ACI uSeg EPG
c) [Bridge Domain]
d) [uSeg Attributes] [+]
[IP Address Filter] [MAC Address Filter]
11
IP 1. [Create IP Attribute] [Name]

. Cisco APIC 5.3.x



12

13

GUI

EPG B

2. [IP Address] IP
3. [OK]
10c 11c 2 IP
IP
5. [CreateuSeg EPG] [Submit]
MAC 1. [Create MAC Attribute] [Name]
[MAC Address] MAC
[OK]
[Create uSeg EPG] [Submit]
uSeg EPG
a) [ Navigation ] uSeg EPG
b) [Domains (VMs and Bare-Metals)]
c) [Actions] [Add
Physical Domain Association]
d) [AddPhysical Domain Association] [Physical Domain Profile]
e) [Deploy Immediacy] [On Demand]
f) [Resolution Immediacy] [Immediate]
g) [Submit]
uSeg EPG
a) uSeg EPG [Static
Leafs]
b) [Static Leafs] [Actions] > [Statically Link with Node]
c) [Statically Link With Node]
d) Submit
Cisco APIC

5.3.x .
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14 EPG 9 13
EPG
IP MAC
IP EPG
IP EPG VRF EPG
IP
EPG IP
EPG VRF VRF
EPG IP
IP
GUI IP EPG
VRF 32
1P EPG
GUI 132 IP
EPG

. IP EPG
311
. IP EPG Cisco ACI Mirtualization
Guide Configuring Microsegmentation with Cisco ACI
1 IP EPG

a) APIC GUI [Tenant] > [tenant_name] > [uSeg EPGs] > [uSeg_epg_name]
EPG  [Properties]

. Cisco APIC 5.3.x



a)

b)

b)

c)
d)

€)

GUI

GUI

EPG EPG
[Properties]

[Name]
[Use FV Subnet]

[Submit]
EPG

[Default Gateway]

[uSeg Attributes]
[IP Address Filter]

IP
uSeg EPG
[Subnets]
IP
/32
EPG
EPG

[Treat as a virtual IP address]

[Scope] [Advertised Externally]

[Submit]

. IP

» Use FV Subnet

EPG

Cisco APIC

[Shared between VRFs]

EPG B

IP

[+]
[Create IP Attribute]

IP
APIC
[Create EPG Subnets]
EPG IP
EPG
EPG
EPG

5.3.x .



1 1P EPG

a) APICGUI [Tenant] > [tenant_name] > [Application Profiles] > [epg_name] > [uSeg EPGs] >
[uSeg EPGs] > [uSeg_epg_name]

b) IP uSeg EPG APIC
[Subnets]

c) Subnets VRF

Actions > Delete
d) [Yes]

2 [Use FV Subnet]
a) IP uSeg EPG APIC
EPG EPG [Properties]
b) [Properties] [uSeg Attributes] [Use FV Subnet]
IP
c) Edit IP Attribute
d) [Edit IP Attribute] [Use FV Subnet]
e) [IP IP Address ] IP
32

124.124.124.123/32
f)  [Submit]
EPG EPG

IP

1. /32 EPG

VTEP IP

. Cisco APIC 5.3.x



2. /32

EPG

VTEP IP

3. VXLAN

EPG

IP
Y
EPG
EPG
EPG
EPG
EPG
IP VTEP EPG
ACI EPG
EPG

EPG

EPG 1 ----mmmmmmeeme e EPG 2
EPG1 EPG2
EPG1 EPG 2 1 EPG
3 EPG
EPG EPG
EPG
EPG

Cisco APIC 5.3.x .



/ EPG

EPG

EPG 1< <

A—
=
NRE ARPEDIY —

o ARPfrequest

EPG 2

CONTRACT FILTER
~

EPG
8: EPG/EPG
EPG:
app
vzProvLblL="green” Contract: “webCtr vzConsLblL="green”
vzProvSubjLbl="openProv" . . vzConsSubjLbl="openCons”
iRt i i e £
vZPIovSubjLDl—"secureProy | V2P rovSublLbl vzConsSubjLbll - - nsSubjLol="secureCons
“openProv” http “openCons”
“secureProv” https  |“secureCons”
EPG:
web2
VZProvLbL="red" vzConsLbL="red"
vZProvsubjLbl="secureProv” vzConsSubjLbl="secureCons”
TCP 80 8080 HTTP TCP
443 HTTPS 2

348514

. Cisco APIC 5.3.X



webCtrct openProv  openCons HTTP
secureProv  secureCons  HTTPS
webCtrct Web EPG
EPG Web
Web
EPG  Virtual Machine Manager VMM APIC EPG
VMM
VMM Application Centric
Infrastructure Fundamentals Virtual Machine Manager Domains
APIC EPG
VMM VMM EPG
EPG EPG
EPG
1 1
1
ACL 1
. (common
)
. 2 4 TCP
. DSCP/CoS
. SPAN
Cisco APIC 3.2(x) EX FX

Cisco APIC 5.3.x .



. Three-Tier

QoS
APIC
APIC ACI
Three-Tier
IN ouT
(EPG )
EPG EPG EPG
EPG
APIC
EPG EPG
EPG
EPG
APIC
Three-Tier
3 Web
Three-Tier
Web HTTP Remote Method
Invocation RMI Structured Query Language SQL
SQL
Web RMI
5.3.X

. Cisco APIC



http .

Web
9. Three-Tier
interface servers
internet app EPG db EPG
outside
public consumes} CET consumes _ i consumes_r_ sql
network contract contract contract
-] k=] =
hitp Q mi = 5ql =]
filter g. filter g. filter g.
] ] &

b1 bridge domai ‘
ctx1 layer 3 context ‘ iz vkl

304258

http

http
http
http
2
Dport-80
Dport-443
Ethertype IP
tcp
tcp
http
https
rmi sql
rmi sql
rmi sql
rmi sql
1 1

Cisco APIC 5.3.x .



rmi sql
Dport-1099 Dport-1521
Ethertype IP IP
tep tep
1099 1521
EPG
web web rmi
app rmi sql
db sql --
GUI
1 [TENANTS] [Navigation]
[Application Profiles] [Create Application Profile]
2 [Create Application Profile] [Name]
(OnlineStore)
GUI EPG
EPG VM VMM EPG
1
1 [Tenants] EPG
2 [Application Profiles]
5.3

. Cisco APIC




3 [Application EPG]

Gul EPG B

[Create Application EPG]

a) [Name] EPG db
b) [Bridge Domain] bd1l
c) [Associate to VM Domain Profiles] [Next]
d) [STEP 2 > Domains] [Associate VM Domain Profiles]
VMM
e) [Deployment Immediacy]
Cisco APIC
f) [Resolution Immediacy]
Cisco AVS Immediate On Demand Cisco ACI
Virtual Edge VMware VDS Immediate  On Demand
Pre-provision
9) [Delimiter] | ~ ! + =
VMware
|
h) Cisco ACI Virtual Edge Cisco AVS [Encap Mode]
* VXLAN VLAN EPG VXLAN
EPG
* VLAN VXLAN EPG VLAN
VLAN EPG
. EPG VMM
i) Cisco ACI Virtual Edge Switching Mode native
AVE
native EPG VMware VDS AVE
EPG Cisco ACI Virtual Edge native

D Update Finish

Cisco APIC
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4 Create Application Profile EPG 2
3 EPG db app
web

Cisco Nexus 93128TX 93120TX 9396TX 9396PX 9372PX 9372PX-E
9372TX-E 1 Cisco Nexus 9300 EtherType
IP
[EtherType] IPv4  IPv6
-EX -FX -FX2
GUI
3 HTTP RMI SQL
HTTP
1 [ ]
2 Navigation tenant-name > Contracts Filters Create Filter

3 [Create Filter]

a) [Name] http

b) [ Entries ] + [ Name ]
Dport-80

c) [EtherType] EtherType IP

d) [IP Protocol] tep

e) [Destination Port/Range] [From] [To]
[http] http

f) [Update] [Submit]

[Navigation] [Work]

. Cisco APIC 5.3.x
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[ Entries ] ARP

4 [Name] [Entries]
HTTPS [Update]

5 2 rmi sql rmi sql
321

GUI

1 Tenants Navigation
tenant-name > Contracts

2 Standard > Create Contract
3 Create Contract
a) [Name] web
b) [Subjects] [+]
c) [Create Contract Subject] [Name]

web
d)

[Filter Chain] [Filters] [+]
e) http
[Update]

4 [Create Contract Subject] [OK]

5 rmi sql 2 rmi
rmi sql sql

GUI
EPG

Cisco APIC 5.3.x .



db app web EPG
APIC GUI db EPG app EPG
[Add Consumed Contract]
2 [Name] sql [OK]
db EPG  sql app EPG  sql
3 APIC GUI app ePG web EPG
[Add Consumed Contract]
4 [Name] rmi [OK]
app EPG  rmi web EPG  rmi
5 web EPG [Provided Contracts] [+]
[Add Provided Contract]
6 [Name] web [OK]
[ Submit ]
OnlineStore 3
7 [Navigation] [Application Profiles] [OnlineStore]
[Work] 3 EPGapp db web
8 [Work] [Operational] > [Contracts]
/ EPG
Cisco APIC 3.2 TCAM
TCAM 2 Cisco Nexus 9000 TOR
EX FX FX2

N9K-C93180LC-EX

5.3.x
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TCAM
*IPTCP UDP
. [ Enable Policy
Compression ] actrl Rule
no_stats
[ Enable Policy Compression ] no_stats
Cisco APIC 3.2(2) no_stats
Enable Policy Compression
CiscoNX-0S 2
* sPcTag dPcTag direction=bi-dir
. direction=uni-dir-ignore
. fully_qual
. ( dir uni dir )
prio qos markDscp
. implarp
. Deny Redir Deny
2

apicl# moquery -c actrlRule
Total Objects shown: 2

# actrl_Rule

scopeld : 2588677

sPcTag : 16388

dPcTag . 49156

fltid : 67

action : no_stats,permit

actriCfgFailedBmp

Cisco APIC 5.3.x .



actriCfgFailedTs
actriCfgState
childAction
ctrctName
descr
direction

dn

id

1cOwn
markDscp
modTs
monPolDn

name
nameAlias
operSt
operStQual
prio

qosGrp

rn

status

type

# actrl_.Rule
scopeld

sPcTag

dPcTag

fltld

action
actriCfgFailedBmp
actriCfgFailedTs

: 00:00:00:00.000
-0

: bi-dir
: sys/actrl/scope-2588677/rule-2588677-s-16388-d-49156-F-67
1 4112

implicit

: unspecified
: 2019-04-27T09:01:33.152-07:00
> uni/tn-common/monepg-default

; enabled

= fully_qual
: unspecified

rule-2588677-s-16388-d-49156-f-67

: tenant

: 2588677

: 49156

: 16388

: 64

I no_stats,permit

: 00:00:00:00.000

actriCfgState : 0
childAction :
ctrctName
descr :
direction : uni-dir-ignore
dn : sys/actrl/scope-2588677/rule-2588677-s-49156-d-16388-f-64
id 1 4126
1cOwn : implicit
markDscp : unspecified
modTs : 2019-04-27T09:01:33.152-07:00
monPolDn I uni/tn-common/monepg-default
name
nameAlias :
operSt : enabled
operStQual :
prio : fully_qual
qosGrp : unspecified
rn rule-2588677-s-49156-d-16388-f-64
status :
type : tenant
6:
TCP UDP TCP UCP
A B
B
5.3.x

. Cisco APIC




Gul TCAM B
TCP UDP TCP UCP
A
A B
B
A
GUI TCAM
TCAM
VRF EPG
1
1 Tenants Navigation
tenant-name Contracts
2 Standard > Create Contract
3 Create Contract
a) Name
b) + (Subjects )
c) [Create Contract Subject] [Name]
d) TCAM Apply Both Directions Reverse
Filter Ports
e) + Filters
Cisco APIC

5.3.x .



f)
Create Filter
9) [ Directives ] [ Enable Policy Compression ]
h) Action Permit Deny
Deny Permit
i) Priority
)] Update
4 Create Contract Subject OK
5 Create Contract Submit
Cisco APIC 3.2(1) EPG
EPG
EPG
EPG
EPG
EPG EPG
EPG
[ ]
[ 1]
- EPG

. Cisco APIC 5.3.x



[

Consumer Regex |

[

ProviderRegex ]

<vzException consRegex=
“common” field= “Tenant”
name= *“‘excep03” provRegex=
“t1” />

common

EPG tu1

VRF

<vzException consRegex=
“ctx1” field= “Ctx” name=
“excep05” provRegex= “ctx1l”
/>

ctxl
VRF

EPG

<vzException consRegex=
“EPgPa.*” field= “EPg” name=
“excep03” provRegex= “EPg03”
/>

EPGPa
EPG
EPg03

Dn

<vzException consRegex=

“uni/tn-t36/ap-customer/epg-epgl93”

field= “Dn” name=“excep04”
provRegex=

“‘uni/tn-t36/ap-customer/epg-epg200°™

/>

epgl93 epg200

<vzException consRegex= “red”
field= “Tag” name= “excep01”
provRegex= ‘“‘green” />

red

green

Cisco APIC
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GUI
EPG
EPG
1 [ 1>
2
3 [ ]
]
ACL
4
5 ] [
6 [+]
7
8 [Submit]
9
a) [
b)
c) [+]
d)
e) [ Regex] [
EPG
10 1
a) [ ]
b) [+]
c)

. Cisco APIC 5.3.x

VRF
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EPG B

d) [ Regex] [ Regex]
EPG
EPG
EPG Cisco APIC 3.0(2) EPG
EPG EPG
EPG
EPG EPG
Web
ICMP TCP 22
EPG
« EPG VMware VDS Open vSwitch (OVS)
EPG EPG (uSeg)
S
oVvs Kubernetes Cisco Application Centric Infrastructure
ACI Kubernetes EPG
VMware
VDS Cisco Application Policy
Infrastructure Controller APIC EPG EPG
* EPG Address Resolution Protocol
ARP EPG
EX FX Cisco Nexus 9000
* EPG Cisco Application Virtual Switch Cisco ACI Virtual Edge Microsoft
EPG

Cisco APIC 5.3.x .



B o EPG  EPG

. EPG
. EPG
. EPG
* Cisco APIC 5.2(1) EPG L3OutEPG
. [ permit 1 [ deny ] [ redirect ]
PBR
o IP 0.0.0.0/0 0:0 L3OuteEpG EPG
EPG Cisco APIC
L3OutEPG IP 0.0.0.0/11
128.0.0.0/1
*EPG EPG L3OutEPG EPG
EPG
L3OutEPG EPG VRF
* Cisco ACI L30ut Cisco ACI
GUI EPG EPG
EPG EPG
VMware VDS OVS
. EPG
. GUI
325
1 [ Tenants ]>] ALL Tenants ]
2 [ Work ]
3 EPG

. Cisco APIC 5.3.x



Gul EPG  EPG B

EPG
[tenant_name] > [
EPG Application Profiles ]>]
application profile ]>[ EPG Application EPGs ]>
(epg]
[ ] [EPG ]
[Ext-EPG Add Intra Ext-EPG Contract ]
[ Contract ]
[ Submit ]
USeg EPG [tenant_name] > [
Application Profiles ]>[
application profile ] >[uSeg EPGs] > [epg]
[ ] [EPG ]
[Ext-EPG Add Intra Ext-EPG Contract ]
[ Contract ]
[ Submit ]
L30ut EPG [ Navigation ] [tenant_name] > [

Networking ] > [L3Outs] > [L30ut_name] > [ EPG External
EPGs ]>[ext_epg name]

[ Work ] [Ext-EPG Intra Ext-EPG Isolation ]
[ Enforced ]
[ Submit ]
[ Work ] [ Policy ]>[
Contracts ]
[Ext-EPG Add Intra
Ext-EPG Contract ]
[Ext-EPG Add Intra Ext-EPG Contract ]
[ Contract ]

[ Submit ]

Cisco APIC 5.3.x .



. NX-0S CLI EPG EPG

EPG

[ Work ] [ EPG
Contract Type Intra EPG Contract ]

NX-0S CLI EPG EPG

EPG
VMware VDS OVS

. EPG

apicl# configure

apicl(config)# tenant Tenant-13out

3 Layer 3 EPG

apicl(config-tenant)# external-13 epg ext-epg

4 EPG VRF

apicl(config-tenant-13ext-epg)# vrf member vrfl

5 EPG

. Cisco APIC 5.3.x



REST API EPG

(config-tenant-13ext-epg)# isolation enforce

no EPG

(config-tenant-13ext-epg)# no isolation enforce

6 EPG

apicl(config-tenant-13ext-epg)# contract intra-epg contr-intra

REST API EPG EPG

EPG EPG
VMware VDS OVS

* EPG

1 XML POST

<?xml version="1.0" encoding="UTF-8"?>
<polUni>
<infralnfra>
<infraAccPortP name="Ports-1-12" status="'deleted'/>

<I-- VMM VLAN range -->

<fvnsVlanlnstP name="test" allocMode=""dynamic'>
<fvnsEncapBlk name="encap" from="vlan-10" to="vlan-100"/>

</fvnsVlanlnstpP>

<I-- Static VLAN range -->
<fvnsVlanlnstP name="test" allocMode="'static">

<fvnsEncapBlk name="default"” from="vlan-101" to="vlan-4095"/>
</fvnsVlanlnstpP>

<infraAttEntityP name='""test''>
<infraRsDomP tDn="uni/phys-test"/>
<infraRsDomP tDn="uni/l13dom-test"/>
<infraRsDomP tDn="uni/vmmp-VMware/dom-test''/>
</infraAttEntityP>

<I-- Node profile -->

<infraNodeP name="test'>
<infralLeafS name=""test" type="range'>

Cisco APIC

EPG B
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. Cisco APIC

EPG EPG

<infraNodeBlk name="default" from_="101" to_="102"/>

</infraLeafS>

<infraRsAccPortP tDn="uni/infra/accportprof-test'/>
</infraNodeP>
<l-- Port profile -->
<infraAccPortP name="test'>

<!-- 12 regular ports -->

<infraHPortS name="portslThroughl2" type='range'>
<infraPortBlk name="default"” fromCard="1" toCard="1" fromPort="1" toPort='"12"/>
<infraRsAccBaseGrp tDn="uni/infra/funcprof/accportgrp-test'/>

</infraHPortS>

<!-- 2 ports in PC -->
<infraHPortS name="portsForPcl" type="range'>
<infraPortBIk name="default" fromCard="1" toCard="1" fromPort="13" toPort='14"/>

<infraRsAccBaseGrp tDn="uni/infra/funcprof/accbundle-testPc"/>
</infraHPortS>

<!-- 2 ports in PC -->

<infraHPortS name="portsForPc2" type="range'>
<infraPortBlk name="blkl" fromCard="1" toCard="1" fromPort="15" toPort="16"/>
<infraRsAccBaseGrp tDn="uni/infra/funcprof/accbundle-pc'/>

</infraHPortS>

<!-- 2 ports in PC for FEX -->
<infraHPortS name="portsForFex" type="range'>
<infraPortBIk name="blk1l" fromCard="1" toCard="1" fromPort="17" toPort="18"/>
<infraRsAccBaseGrp tDn="uni/infra/fexprof-default/fexbundle-test" fexld="111"/>
</infraHPortS>

<l-- 2 ports in PC for VPC -->
<infraHPortS name="portsForVpc" type="range'>
<infraPortBlk name="blkl" fromCard="1" toCard="1" fromPort="19" toPort="20"/>
<infraRsAccBaseGrp tDn="uni/infra/funcprof/accbundle-testVpc'/>
</infraHPortS>
</infraAccPortP>

<!-- FEX profile -->
<infraFexP name="default'>
<infraFexBndIGrp name="default"/>

<l-- 12 FEX ports -->

<infraHPortS name="portslThroughl2" type='range'>
<infraPortBlk name="default" fromCard="1" toCard="1" fromPort="1" toPort='"12"/>
<infraRsAccBaseGrp tDn="uni/infra/funcprof/accportgrp-test'/>

</infraHPortS>

<l-- 3 ports in FEX PC -->
<infraHPortS name="portsForPc" type="range'>
<infraPortBlk name="blkl" fromCard="1" toCard="1" fromPort="13" toPort="16"/>
<infraRsAccBaseGrp tDn="uni/infra/funcprof/accbundle-testPcOnFex"/>
</infraHPortS>

<!-- 3 ports in FEX VPC -->
<infraHPortS name="portsForVpc" type="range'>
<infraPortBlk name="blkl" fromCard="1" toCard="1" fromPort="17" toPort="19"/>
<infraRsAccBaseGrp tDn="uni/infra/funcprof/accbundle-testVpcOnFex'/>
</infraHPortS>
</infraFexP>

<!-- Functional profile -->
<infraFuncP>
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<!-- Regular port group -->
<infraAccPortGrp name='test'>

<infraRsAttEntP tDn="uni/infra/attentp-test'/>
</infraAccPortGrp>

<l-- PC -—>

<infraAccBndIGrp name="testPc" lagT="link">
<infraRsLacpPol tnLacpLagPolName="testPc'/>
<infraRsAttEntP tDn="uni/infra/attentp-test'/>

</infraAccBndIGrp>

<l-- VPC -->

<infraAccBndIGrp name=""testVpc" lagT="node">
<infraRsLacpPol tnLacpLagPolName="testVpc'/>
<infraRsAttEntP tDn="uni/infra/attentp-test'/>

</infraAccBndIGrp>

<I-- PC on FEX -->

<infraAccBndIGrp name="testPcOnFex" lagT="link">
<infraRsLacpPol tnLacpLagPolName=""testPcOnFex'/>
<infraRsAttEntP tDn="uni/infra/attentp-test'/>

</infraAccBndIGrp>

<I-- VPC on FEX -->
<infraAccBndIGrp name="testVpcOnFex" lagT="node'>
<infraRsLacpPol tnLacpLagPolName="testVpcOnFex'/>
<infraRsAttEntP tDn="uni/infra/attentp-test'/>
</infraAccBndIGrp>
</infraFuncP>

<!-- Link aggregation policies -->

<lacpLagPol name="testPc" minLinks="1" maxLinks="10"/>

<lacpLagPol name="testVpc" minLinks="1" maxLinks="10"/>

<lacpLagPol name="testPcOnFex" minLinks="2" maxLinks="5"/>

<lacpLagPol name="testVpcOnFex" minLinks="2" maxLinks="10"/>
</infralnfra>

<fabriclnst>
<fabricProtPol name="testVpc'>
<fabricExplicitGEp name=""testVpc" id="101">
<fabricNodePEp i1d="101"/>
<fabricNodePEp i1d="102"/>
</fabricExplicitGEp>
</fabricProtPol>
</fabriclnst>

<physDomP name='"test''>
<infraRsVlanNs tDn="uni/infra/vlanns-test-static'/>
</physDomP>

<I3extDomP name=""test''>
<infraRsVlanNs tDn="uni/infra/vlanns-test-static'/>
</13extDomP>
</polUni>

XML POST

<?xml version="1.0" encoding="UTF-8"?>
<polUni>
<fvTenant name="Tenant-13out'>
<vzBrCP intent="install" name="contr-intra" scope="context'>
<vzSubj consMatchT="AtleastOne" name="'subj" revFIltPorts="yes">
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<vzRsSubjFiltAtt action="permit"” priorityOverride="default"”
tnvzFilterName="flt-ssh" />
</vzSubj>

</vzBrCP>
<vzBrCP intent="install" name="contr2" scope="context'>

<vzSubj consMatchT="AtleastOne" name="'contr2-subj' revFIltPorts="yes">
<vzRsSubjFiltAtt action="permit" priorityOverride="default"”
tnvzFilterName="flt-ftp" />
</vzSubj>

</vzBrCP>
<vzBrCP intent="install" name="contrl" scope="context'>

<vzSubj consMatchT="AtleastOne" name="subj-http" revFItPorts="yes'">
<vzRsSubjFiltAtt action="deny" priorityOverride="default"
tnVzFilterName="flt-http" />
</vzSubj>

</vzBrCP>
<13extOut enforceRtctri="export" mplsEnabled="no" name="13outl">

<13extRsL3DomAtt tDn="uni/l13dom-test" />
<I3extRsEctx tnFvCtxName="vrfl" />
<13extLNodeP name="13outl_nodeProfile" tag="yellow-green'>
<I3extRsNodel30utAtt rtrid="172.16.0.1" rtrildLoopBack="yes"
tDn=""topology/pod-1/node-101" />
<I13extLIfP name="13outl_interfaceProfile" tag="yellow-green'>
<13extRsPathL30utAtt addr="192.168.15.1/24" autostate="disabled"
encap=""unknown" encapScope="local” iflnstT="13-port" ipv6Dad="enabled"
isMultiPodDirect="no" I1Addr="::" mac="00:22:BD:F8:19:FF"
mode=""regular’” mtu="inherit"
tDn=""topology/pod-1/paths-101/pathep-[ethl/10]" />
</13extLIfP>
</13extLNodeP>

<r--
Set pcEnfPref to "enforced" to enable intra-Ext-EPG isolation.

Set pcEnfPref to "unenforced" to disable intra-Ext-EPG isolation.
-
<I3extInstP floodOnEncap="disabled" matchT="AtleastOne"
name="13epgl" pcEnfPref="unenforced" prefGrMemb=""exclude'>
<I3extSubnet 1p="172.16.0.0/16" scope="import-security" />
<fvRsCons tnVzBrCPName="contr2" />
<fvRslIntraEpg tnVzBrCPName="contr-intra" />
</13extInstP>

</13extOut>
<fvCtx bdEnforcedEnable="no" ipDataPlaneLearning="enabled" knwMcastAct="permit"

name=""vrfl" pcEnfDir="egress" pcEnfPref="unenforced" vrflndex="0">

<fvRsVrfvalidationPol />
<vzAny matchT="AtleastOne" prefGrMemb="disabled" />

</fvCtx>
<fvBD OptimizeWanBandwidth="no" arpFlood="yes" epClear="no" hostBasedRouting="no"

intersiteBumTrafficAllow="no" intersitelL2Stretch="no" ipLearning="yes"
ipvbMcastAllow=""no" limitlpLearnToSubnets="yes" I1Addr=""::"
mac="00:22:BD:F8:19:FF" mcastAllow="no" multiDstPktAct="bd-flood" name="bd-web"
type="regular' unicastRoute=""yes" unkMacUcastAct="proxy" unkMcastAct="flood"
vbéunkMcastAct="flood" vmac="not-applicable'>

<fvSubnet ip="192.168.1.254/24" ipDPLearning="enabled" preferred="no"

scope="'private" virtual="no" />
<fvRsCtx tnFvCtxName="vrfl" />
<fvRsBdToEpRet resolveAct="resolve" />

</fvBD>
<fvBD OptimizeWanBandwidth="no" arpFlood="yes" epClear="no" hostBasedRouting="no"

intersiteBumTrafficAllow=""no" intersitelL2Stretch="no" ipLearning="yes"
ipvbMcastAllow=""no" limitlpLearnToSubnets="yes" I1Addr=""::"
mac=""00:22:BD:F8:19:FF" mcastAllow="no" multiDstPktAct="bd-flood" name="bd-app"
type="regular’ unicastRoute=""yes" unkMacUcastAct="proxy" unkMcastAct="flood"

vbéunkMcastAct=""flood" vmac="not-applicable'>
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<fvSubnet i1p="192.168.2.254/24" ipDPLearning=""enabled" preferred="no"
scope="'private” virtual="no" />
<fvRsCtx tnFvCtxName="vrfl" />
<fvRsBdToEpRet resolveAct="resolve" />
</fvBD>
<vzFilter name="flt-ftp">
<vzEntry applyToFrag="no" arpOpc="unspecified" dFromPort="ftpData"
dToPort="ftpData" etherT="ipv4" icmpv4T="unspecified" icmpv6T="unspecified"
matchDscp=""unspecified"” name="ftp" prot="tcp" sFromPort="unspecified"
sToPort=""unspecified" stateful="no" />
</vzFilter>
<vzFilter name="flt-ssh">
<vzEntry applyToFrag="no" arpOpc="unspecified" dFromPort="ssh" dToPort="ssh"
etherT="ipv4" icmpv4T="unspecified" icmpv6T="unspecified"”
matchDscp=""unspecified"” name="'ssh" prot='"tcp" sFromPort="unspecified"
sToPort=""unspecified" stateful="no" />
</vzFilter>
<vzFilter name="flt-http'>
<vzEntry applyToFrag="no" arpOpc="unspecified" dFromPort="http" dToPort="http"
etherT="ipv4" icmpv4T="unspecified" icmpv6T="unspecified"”
matchDscp=""unspecified" name="fltl" prot="tcp" sFromPort="unspecified"
sToPort=""unspecified" stateful="no" />
</vzFilter>
<fvAp name="ap-appl'>
<fvAEPg floodOnEncap="disabled" hasMcastSource="no" isAttrBasedEPg="no"
matchT="AtleastOne" name="epg-app’" pcEnfPref="unenforced"
prefGrMemb=""exclude" shutdown="no">
<fvRsProv intent="install"” matchT="AtleastOne" tnVzBrCPName='"contr2" />
<fvRsProv intent="install"” matchT="AtleastOne" tnVzBrCPName='"contrl' />
<fvRsPathAtt encap="vlan-103" instrimedcy="immediate" mode="native"
primaryEncap="unknown" tDn="topology/pod-1/paths-101/pathep-[ethl/3]" />
<fvRsDomAtt bindingType="none" classPref="encap' encap="'unknown"
encapMode=""auto"™ epgCos="Cos0" epgCosPref="disabled" instrimedcy="lazy"
netflowDir="both" netflowPref="disabled" numPorts="0" portAllocation="none"

primaryEncap="unknown" primaryEncaplnner="unknown" reslmedcy="immediate"
secondaryEncaplnner="unknown' switchingMode="native" tDn="uni/phys-test"
untagged=""no" vnetOnly="no" />
<fvRsBd tnFvBDName="bd-app" />
</fvAEPg>
<fvAEPg floodOnEncap="disabled" hasMcastSource="no"
isAttrBasedEPg=""no" matchT="AtleastOne" name="epg-web" pcEnfPref="unenforced"

prefGrMemb=""exclude" shutdown="no">
<fvRsPathAtt encap="vlan-104" instrimedcy="immediate" mode='"native"
primaryEncap=""unknown" tDn="topology/pod-1/paths-101/pathep-[ethl/4]" />
<fvRsDomAtt bindingType="none" classPref="encap' encap="'unknown"
encapMode=""auto™ epgCos="Cos0" epgCosPref="disabled" instrimedcy="lazy"
netflowDir="both" netflowPref="disabled" numPorts="0" portAllocation="none"

primaryEncap=""unknown" primaryEncaplnner="unknown" reslmedcy="immediate"
secondaryEncaplnner="unknown' switchingMode="native" tDn="uni/phys-test"
untagged=""no" vnetOnly="no" />
<fvRsCons intent="install" tnVzBrCPName="contrl" />
<fvRsBd tnFvBDName="bd-web" />
</fvAEPg>
</fvAp>
</fvTenant>
</polUni>
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