A—YF7HOER, BIABSELVTHOUT+«
2l

ZDEIL, WORNETHERINTOET,

s T VB AMED T — 7 7 u—DOKIFEGE (1 2—)

ca—W T IR BABIOT IO T 7 23—)

cnJA Ly RALy (4—2)

TN =5 T D 8 X—)

s —H) 2—FOFE (13 3—)

c UE—h 2—FOEE (16 2—)

* Cisco AVPair #ffi ] L 7= APIC 7 7 = 2 fH® Windows Server 2012 LDAP OFR/E (21 ~=—
V)

« LDAP 7 7 & Z D APIC O#FE (23 ~<—)

* Cisco AV XT NRFELTHWDLHNAERTHDL Y E— b 22— DT 74 /L F OEEDOZEH
(24 =—2)

e B NR—ADNT U T gl T (25 =)

T AT T 4T (32 3—)

e HEHY—ERLE LTONE R Y FT—7 ~DI—T v RGOS L HaHEHR (33 ~<—
V)

TOEAEDT—- 7 0—DKEFER

Cisco Application Centric Infrastructure (ACI) RBAC D/L—UIZ X > T, 777V v 7 &2{Kk~D7T
TR REBMNT D, —H~OT 7B RZHIRLET, L& X XT A2 =T
TAHDY —T7 AL v FEHRETDHITIE, v A LT DEE D infra RAA 2395
MEREZFH S TWDIRERHY 4, T 74NV MTIE, 7F 2 MEEHZ X infra FAA Tx
LHERZFFo TWERT A, ZOEAE, V=7 AL vy FIZHR SN TNDLRT A Z L H—1D
FERZFE L TWA T MEBEFIL, TODICKNERT X COTFIEELFEITTHZ LILTE
FHA, T MEEEIL, infra RAA NIKTDHEREZFS>TNWDL 7770 v 7 EHE L
HETOVERHY ET, 777V v VEHEIL T MEHENACLY —7 AL v FI
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A-—HTFTHIER BEASLUTHYVTF4V5 |
B = +»75ex gassvrrvrs oy

B S NT=RT AN P —NEFHT T ) r— gy R U—%8 AT 5703
HAAL FHRER) T —%vy v T v 7 LET,

A—HTF7I0EX, BRABEUVCTHOT42T

Application Policy Infrastructure Controller (APIC) 7K U 3 —{%, Cisco Application Centric
Infrastructure (ACI) 7 7 7'V v 7 OFFE, @Br], BLOT U T 17 (AAA) HERELE
BLET, 2—PHR, m—1, BLORAL L ET 7 B ARROMEKEMAEGDED Z L1
0. BHEEIIMGLE NI HETERNS ATV =7 b LUV T AAABREZRET 52 &
WTEET, ZhHORIEIX, RESTAPL, CLI, 7213 GUI il L THFITTE £,

\)

GE) wmlAy RAAL AR LTFEBRAD ZLITTERVEWIBEMOBIRNAH Y £, £/,
n7A v AL La— P22 bEXFHIT 64 XFHBAL 2 LITTEEH A,

RILFTF2 rOYER—F

=17 Application Policy Infrastructure Controller (APIC) OWNIi7T—4% 727 A 2> krn—/IL &~
AT LZRY, v ATF Ty MR RE S, T METOREAEROIRRABL 1 S E
T B /EEIAZOHKINC LY, TF o M X DMoT F o FoORE, #aHEH, EE,
FRFANS N T2 OB S E T, FHEIC L o THAID HERNED YT Hik
WERY . Ty MET 7 7Y v 7 OFRGE, R — BEHEW. BE, EiEA N0 omiA
o sl S ivE 4,

A—HFTF7OEvRX A=), ¥R, Ex¥a2UT4 FAAY

APIC CTit, n— X=X 77X 2> he—/L (RBAC) &/ L C2—HF DO — L~ TT
72 ARRMEE N E T, Cisco Application Centric Infrastructure (ACI) 7 7 7' U v 7 = —H% %, &
R BTV ET,

CHFIERFEZIIAZ L 0 —)b, 2—PFIZED B TENZ1OLL EDOMHERDE v h T,
cHEROE Y b, 2—FNRT 7 AT LEHENRAT V=7 b (MO) Z2RELET,
e — )LV LDMERF AT TR L, BAHARDEH, AR /EE AL

e A—WPRT 7B ATEHEHERY U — MIT) D—# 250+ 2515 Eovrda U7 4
KA BT

A—JL &HERR

MEFRIZ Y AT AN DR EOREREIC KT 27 7 2 AMEEHIEILET, ACL7 77V v 7%, &8
RKBAT =227 b (MO) LSV TT 7 BAMEREZERLET, 7 XCOAT V=7 I, B
BELY AREZRAEIRD U A N & EEIALFRESRMERD U A M 2R L TWET, KT OREIC
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21— 7oex:a—L, w8, v¥au7c KA1 [

KIGTHTXTOFT V=7 ML, FOEIEOTAIY F/i3EZIAL Y X ORI 5-
SnET, ﬁ7/17hiﬁM@%%_ﬁm¢é%Aﬁ%étb FDU A MIFEOHER
@aiﬂfwé%A#%Di# MERRA G Do — A na—P B Yo b e, TDa2—W

T, A VR NRFHAD 77 B AZEETHHEEA TV h~DOFAEY T 7 & A

7I%ﬁ fHESH, EXRABY A IPREZIRBRT VAL ET LA TV =27 b~DFEZIRLT 7
T AMEBPTESET,

7oL 21X, [fabric-equipment) I, MELT7 7 7V v 7 NOKEIKHET 2T X TOFT V=7
b ~DT 7 A EHIEHT D2HR T, W7 77U v 7 NOBSRICHINT 247 =7 b

( TeqptBoard) 72 &) 1Zi%, H#tE Y A MT [fabric-equipment] 3% E£4VE T, TegptBoard] A
7= ME, [fabric-equipment] HEFRDFEATY BEHT 7B A%ZFFrRI L £, [fabric-admin]
7o EOMEIR Tabric-equipment] 23D ¥ THNTWB 22— (2L, TeqptBoard)] A7 =7 k

\)

DB GHT 78 R0 E TNOOEGRA T V=7 b~DOT 7 ARG ENET,

6=

—Eor =IO —ABNEENTWET, ExiX, 7 NEEE, 7T v o E
HE., 77 2AEHERL D admin) 2—/WiE, RIURNR—2L%2Foa— LD 7 )L—7T
9, 72& 23X, laccess-admin] (% laccess-connectivity] . [access-equipment] .

laccess-protocol| . F LN Tlaccess-qos) D7 /L—7"C, [FAFRIZ, tenant-adminiX [7F > b |
NR—=2Du—/)LDF)—"7"T, fabric-adminlL 777V vV | "R—=Z2ADa—1D I )N—7T
7

fadmin| B —/UITIZT X TCOMERENPEENE T,

7 — )L EMERRDEEHNIC OV TIE. TAPIC v — L EH#EfR~ U 7 2] 2R LT F X0,

tXa)Ta ALY

X2 UT 4 RAAL L, ACIMIT A7V =7 MO EDOY 7 U —IZBEEAT S
27T, X TN IDOTF b Teommon) 121X KA A 2 & 7 common AAMFUNT U
F9, [FAERIZ, BBk RAA 2 7 a1 085, MITAZ7 V=27 MY U —2EREENET,
BHEIX. MITA 7 V=7 MBI AT L RAAL L X7 HEH L TCHZEnTEET, -
ExE, BHEAET Tsolar) EWHLRIDOTF 2 MIRAAL L X T Tsolar)] ZEVYTHZ LN
TExFEJd, MITHNTIE, BFEDA TVl NI EXR2 VT 4 RAAL L ELTHETFHITT
XFET, X, THFUMNIEXF 2T 4 AL ELTHITHTTAHZENTEETN,
TFINOAFT V27 METEERE A,

N

GE)

TX2 VT 4 RAAL U D/RAY — RRENT A —H (X [Custom Conditions] Z{ERT 57, F
7213k & Cuv S [Any Three Conditions] %@?RL'C XETEET,

a—YPEERLTe—LE2EY YT T, T7BAETIAEDNCRDETA, 1 DULEOEF=
V74 RASLNZFEDO2—FEE VLB TCHZEHMETT, T4 FTIE, ACIZ7 77 v
TIZIEEFRMER SILTZR D 2 DO R AL U R EENTHET,

e all : MIT &R ~D7 7 & A& FFA]
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B ooy rxay

\}

A-HTFIER BHESLUVTHYIUTFaT |

® Infra : 777U /7 77'{ZZ7~]€U ?/““723:\0)\ 777U /7/(\/7'?;( ]“?7?"\7@%

TV NBEXOY TV Y —~DT 72 R EFFA]

GE)

=YD T LT v VR LI WE BRI R A7 ¥ = 7 ORI BAEDSA . [DN/Class
Unauthorized to read] TiE72 < [DN/Class NotFound] W H =F—2GRENEd, 2—F D7
LF U Y VMR LRWEBRR T 7Y = 7 h~DOEXALEEOSS . THTTP 401

Unauthorized] &W9H =T —2NERENET, GUI Tix, =2—VF D7 LT ¥ /LFFR L

T a Ot BARINBRWI), ETT VR RINET,

HENCERINTE—EHOEERMNR AT o2 b VTR RAAL VCEEMT A ENTEF
T, INODT TARG—=NR=F 7 TAHZ LI TEETA, FAL COBEMTZYFR—
TBHT T ADH :

ATV 2BLOLAYIOXR Y NY— TEHENAT V=7 b
Xy hNT—7 T AN WEL, LAY 2, LAY 3, EEARY)

* Quality of Service (QoS) &RV I —

AL ACBEN T 5 2 LS TEBAT Vs MMERS NG &, 2—FlE, a—FD7 /¥
AREORANTAT V7 ME FAL L2 H BT HBERD Y ET, FAL OB BT
WOTHEETE T,

BB~ EE(VMM) AL U3 EX 2T 4 RAL L ELTH T ERTHDEA, &
X2 U7 4 RAALHNOZ—FIL, KT DX TFE VMM RA A T 78 ATEET, -
E 21X, solar EWHARIOT T MZsun EWHI X2 VT 4 RAAL DX THHFNTED,
VMM FAAL 2 sun & WO X2 YT 4 RAAL DX TR NTHWDE4E. solar 72 b
WNOZ—PIIEHDT 7 & AMERIZHES> T VMM RAAL T 78 ATEET,

OS54 KA

a7 Ay RAL L, 2—FOFERAA VEERLET, v A2 RAL L, v—H)L,
LDAP. RADIUS., TACACS+, DUO. SAML. RSA., F721X OAuth2 FBFEA W = XA ERET
%XF4, REST. CLI. F7I1ZGUINOB Y AT AT 7 BAT AL, APICICE W =—HIFIEL
WEFBGE R A A VB EIRTE £,

72L& 2iE, RESTY T U ATIL, el Ay a—FEANKRD L HICEREND LI IC2—
W4 OB SCTHN & E T,

apic:<domain>\<username>

VAT HIGUI NS T 7B AT A, APICICE VERT 52— DO RAASL D K v
By ) A FMEREE X U E T apic: domain DHEE SN2 WA, T 7 )L FDOFIE R A
A2 =R —YFLOMRBIEH SN ET,

ACI N—T 3 > 1.02x) LIFE, APIC O 7 A Y RAAL Y T —)Ny T DT 7 4/ MIa—
HNWZI2 > TWET, T 740 MBREE 2 Y — AEBREFEN EB b b IEa — VO FHIEICE
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GU ERALTO—AL FAqoamss [

EINTEY, WAFDIEa—TVHFENT— D VERHCBEIIIC T =Ny 7 LIRWEAT
%)\ APIC |2 iD"—‘ﬁ/l/mL‘nﬂz%{%ﬁH LTT?‘EX@AZ) kﬁ‘(%i‘é—

APIC 7 4 — /WXy 7 o — N )VBGEZ T 7 B AT 5121, IROLFHNEHEHR L ET,
« GUI 75 1%, apic:fallback\username % i L £ 4,

« REST API /5 (%, apict#fallback\\username % ffi f L £,

\)

GE)  Tax— Ry alA4y RALVEFERLRNTLEEN, BET DL, VAT LA0nbR Y
7TV FSNLARENENDH Y £,

GW%E%LTD—b»PX4>€W&T%

SAML 3 LK O OAuth 2 DAY — 3—IZ L DRBFEIL. EEHED CiscoAVPair ~~— A DFEFEIZHN
Z. 2= =T N—=T D~ TN—UUFERIZESW T TN D L9 £ Lz,

1R BRI

« Cisco Application Centric Infrastructure (ACI) 7 7 7 U » 7 733% & 41, Application Policy
Infrastructure Controller (APIC) 234> 7 A 272> TEY, APIC 7 7 A X DA I LT
EFICEEL TS Z &,

B TA L RAL S, VLA VE— M= A=T S X =T =PIk L TRE
RAA ZERTEET,

FIE

RAFYT1 A=a— "—T, [EHE (Admin) ]>[AAA] DIEICEIR L £,
RARTwT2 Fehr—rar v RuT, B (Authentication) ] Z 3R L £ 97,
ATV T3 (EESA T, [ATAL Y FAAL Y (Login Domains) | % 7 &#&IR L £,

ATy T8 [FTUar (Adions) | R¥ > >[BH 42 KAAL DOYERK (CreateLoginDomain) 1% 7 U »
7 LET,

ATy TS [AFA4Y AL VDR (CreateLogin Domain) | EifEid [—#% (General) ] %A > T, K%
RELET,

o T —W =R L2 KA A 4,
Ay RAAL DA,

T 7TV I TRARIT VAT DHZT 4T 4 (BEAEIZT A R) O ID %R
THEDDOLIL, [LILL (Ream) | Ky X UANMIHLA T a 0%, LIF
T INTWET,
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B cuzsmLco—nn krqvERRT S

1. FEGEAHRADIUS 7'm b a)aHiR— b33 Y E— k% —s3D 7 L—71Z%9 5 RADIUS
TN B— T—T,

2. WAEA TACACSt 7w 2z R— 42V E— K F—= D7 N—TT5F %
TACACS+ 7 a3 X — J)L—"7,

3. FGEHLDAP V' n ha&aHR— 250 F— NP —DFL—712%9 5 LDAP 7
TN K — T —TF

4, FWIEARSA 7w hanrzHhR—+F 25V E—F =D JNV—T %75 RSA 71
RN B — T )—"T

5. FREH®D SAML 7'mt |k 2Lz ¥R — h 9% SAML 'R/ X — U E— fHh—s3—,

6. FRFLA OAuth2 7’1 ha/L&EH R — F9 25 OAuth2 7' r /31 ¥ — JF— hH— 31—

G¥) LDAP, RADIUS, TACACS+MRT 74/ hDEXFa2UT 4 AV v RELTHRESN
TEY, ZOXATr 7 TRESNEHEET LIV F— J—7Ra—H
TA IR TERWGES, FRZE D T2 L DITHRIILTWARWERY | Cisco
APIC —R—TX 7 =Ny 7 a— BRI FETINERA,
Cisco APIC 23 ID ' a3 A X —(ZEET Hlolz T X v —R_—%2NE L 351
HlE. ST HT XL T RLVRAZHERLET, e UREOMHERMIL. [PRT
L (System) 1>> [P R T LERE (System Setting) [>>[FBF > K1) — (Proxy
Policy) ] Fizd v £3, [FAFL KR >— (Proxy Policy) ] A > T, %ER
URL % [HTTPURL] £721Z [HTTPSURL] 7 4 —/L FIZAH L £,

ATYT6 FRENTAT L arOFFMEANLET, FREINDIA TV a A3EN T, BIRLZUVILLA
IS THWET,
BRI U7- LILLDS RADIUS 721X LDAP O4 . IROF v a U BFRENET,
s LIWLYTRALTLLTC[TIAILE (Default) 1E7201X [T a4 (Duo) 1ZERL £,

« [BR7E (Settings) ] %A > C. [RADIUS(FE=IXLDAP) 7 O/\4 A —D3EM (AddRADIUS
(or LDAP) Provider) 1 %7 U v 27 LT A A X —%BIREIIMERLET (LFED [T
4Lk (Default) 1 A7 v a v &R LESGE) o [Tad (Duo) |47 a &l
L7241, [RADIUS(ZF 1= LDAP) 7A/84 £ —®D3EM (Add RADIUS (or LDAP)
Provider) |27 U v 27 LT R AL X —% B RE T IXER L E T,

RN U7- LILLDS TACACS* F7-1XZ RSA DS, IROF T a U RERINFT,
 [BR7E (Settings) 131 > T, [RSA (F71zI& TACACS+) T H/\A Z—miEH (Add RSA
(or TACACS+) Provider) 1#7 U v 7 LT, 7a/\A X —%8REIIMEHRLET,
BRI U7 LILLDS SAML 7213 OAuth2 D4, RO a U RFERENET,

 [BR7E (Settings) 134 > T, [SAML (F71zIE OAuth2) 7A/\ A #—D#E4R (Select SAML
(or OAuth 2) Provider) 1 %7 Vw27 LT, Y a/A X —Z@REITER L ET,
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* [SAML (F7=I% OAuth 2) ZBEEM:#EIR (SAML (or OAuth 2) Authorization Choice) ]I
CiscoAVPair % 7213 GroupMap O3 IR L £ 4,

* CiscoAVPair Zi®IR L7354, FMTREAEY — /3 — TR E S 4172 CiscoAVpair DA/ LT
FNZHADWTHEGBE N ET, M5B IDP 725 CiscoAVPair DEZZ(ET 5 & ZHUT)s
T Cisco APIC CTixV E— b2 —VITHRZEID K TE T,

« GroupMap Z#IR L7254, SMIERAEY — N— TR SN - 7 v — T ERICE SN T
KREINET, CiscoAPIC “C 1. AMEBIDP 20 B 2 — W — 7 N — T ERE 25T 5 L.
Cisco APIC [ZHpk SNz —V— T —TZ L RE L, TS L TY £— h 22—
PHERZEID 4 TET,

GroupMap Z ] L72A&GRIZIE, IRD 2 SDDIBMNT A —Z PLETT,

[ IL—TEM% (GroupAttribute) 1Z AN LET, ZZTANT LI —T@bEX
IRBRES — =D 7 N—T @M L —H L TV ARERDH Y £9, SAML OH5 7
N—T@MIL, SAMLIAP H— R_R—IC K> TERFBEINBINED I NV—T TH— a3
DEFTE T HHLENDH Y £9, OAuth2 DA, 7 —7 @M%, OAuth2 ¥—
N=Z X > TEEEND IWT (JSONWeb F—7 ) DT N—TERE—F$ 5 M
NH E9,

Example: memberOf (used in Active directory), Groups or groups (used in ping
ID/Okta)

F72. OAuth2 DA, IDP S VN —T R ZEUNCZET DI, fHbT A2 —
7°7j§ OAuth2 7013/{/]) 5*‘*%%’(*%5‘25?%(11‘5 — & %Eﬁﬁﬁ L/'(< 71:_31/\0 @J . openid

profile groups

[A—Y— Y IL—TF <y FIJL—JL (User GroupMapRule) | %, [2—HF— FIL—TF
< w7 IIL—ILDEM (AddUser Group MapRule) 1227 U v 27 LT, BMLET,

[A—HY—FI—TF v TIL—ILDERK (Create User Group Map Rule) ] #iE T, &

DFAEANTILET,

1. [&AT (Name) | 74—/ Rica—H =T L—7 v v T I— L DO4i0iE AT L E
R

2. [E%BA (Description) ] 7 4 —/V RiZ, @HHZE AT LET,

3. [YI—T4& (GroupName) | 7 4 —/L NI, 22—V —N@T 52 —H—7 /11—
TOAHTEANTTLET,

ZITAN LIza— =T =70 AR — =D =Y =T —T L —F L

TW5Z &%%be<téwo_hi SRV — =D 5215 LT BREH 2

MFRET 272912 Cisco APIC IZ X » T SN E T, HRIZ, =—F—0B7T 2
:L“*‘H:**ﬁ‘ll/“* WCHSWTEREESNE T,

4, [2—H—#EBR (User Privilegles) | #i% €3 5 12i%, [2—H—#ERDEM (Add
User Privileges) %7 UV v 7 LET,
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A-HTFIER BHESLUVTHYIUTFaT |

X2 VT FALCZBIT 512, [EFaUT 1 FAASDOFBR (Seect
Security Domain) 1427 U > 7 LT, RSNV A INHEF2T T4 FAA
CEREIRLET,

[B—ILD:EIR (SeectRole) 1227V v 7 LTur— &R L, HR¥ 17 G
HED 3 FEZIAAL) ZREMMT, Fxvr~v—0 %7V v 7 LT, HR%E
o — LV Z B E T,

Solzr—/LZBNT 52, [B—)LDEM (AddRole) 127V v 7 L, IR
Z BT £

[2—HHERRMDEM (Add User Privileges) | 7« > K7 ¢, [BM (Add) | &7
Vo7 LET,

[A—Y—FTNL—T <y T IL—)LDEM (Add User Group MapRule) ] 7 > K
v C, @A (Apply) 127 Vv 27 LET,

ATw 71 [ATA4 Y KA VDR (CreateLogin Domain EE) | T, [#7F (Save) %27V v/ L%

JONA Z—%ERT B

ATy T
ATvT2
ATvT3
ATv74
ATvT5

1R BHEIIZ

REAGR T 1 b A DT m A Z— AR D RTOBE T 5 IR OV TR, BET S
abarotsvarTHBHALET,

ZOFEIHE S T, FEAER S0 haroFa g X —EERLET,

A=a— =T, [BE (Admin) ]>[AAA] DJEIZEIN L £7°,

TS —vary e RUT, [FREE (Authentication) | Zi®#IRL £,

AL T, [FRNA F— (Providers) ] #i8RL £7,

[72 a3y (Actions) |>[FB/A 4 —DERK (CreateProvider) 1227 Vv 7 LET,

ForEN[FTONA F—DER (CreateProvider) (i ¢, [fRR F&/IP7 FL X (Hosthame
IPAddress) ], [8%BA (Description) |#AiL, Fry 7 XU U R Rb[LILL (Ream) ]
ZERLET, [LILL (Ream) | THEHTELZ AV a ViFRO EBY TF,

* TACACS+
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* SAML
* RSA
* OAuth 2

TaNA =T DDA T a AFETH Y, EIRLZLILAIZS U TEfL L E
T, HUINLTHEATEAF > g 0250 T3, UEOFIETELLS MBI LET,

ATvT6 (&) RADIUSIZOHEHAARE : LIV A ST XA THBRLET, [LILLYTEALT
(Realm Subtype) | IR L £+, # 7 a3, [T+ b (Default) | £7-13 [TaAt
(Duo) ] T7, Wiz, U FEHEELET,

¢ RADIUS ' —/R—D /X AT — R FERR D=0 9 —EXAT—RE2 AN LT X,

« [BIETTHE EPG DZEIR (Sdlect Reachability EPG) 1227V v 2 LT, =¥ REA vk 7
N—TZ R/ L FET,

* RADIUS D% —E AR — h&EF, FEETX HFMAIL 1 ~65535T¥, 7 74 /b MEIL 1812
<7,

WAET 1 bAoA Ty g 0, [PAP]. [CHAP], [MS-CHAP] TF, Z0O4 7Y 3 i,
[T 24~ (Default) | & [LILLHTRA4 T (Realm Subtype) ] & L TEIR LI=HA IS
DI, FREINET,

RADIUS —R_—L DEEHX A LT 7 b, AR72EMIT0~60FTT, T 74/ MNES
BTt (WAWAYTEALT TN NOEE) o T 74N NI TT (LLA ST
% A7 : Duo) .

RADIUS = RARA > MZHEERT D BROFRITIEIE,

BN 72— N—BEEl 2 FHZT 51213, [B%) (Enabled) | F=v 7Ry 7 REA4 0T
LT, ALa—HL LA —FRKEANLET,

ZOFEIX., RADIUS 7 A X —FEk T, 2T, FIE 12 128ETe ERTEET,
ATy 1 (A7 a > OFET TACACS+ IO H) waEIEELET,
« TACACS+H——D /R AT — R fEDT=DICE ) —EARAT—REZ AN LTLIEE N,

« [BIZETTHE EPG MR (Select Reachability EPG) | %#27 U v 27 LC, =2 RKihA v 7
/l/"—7 %%*ﬂ L\iﬁ—o

* TACACS+ DH—E A R— FEF, HETEX 2L 1 ~ 65535 TY, T 7 #+/L ML 49
*(‘\‘g—o

AL e fa oA a ik, PAP, CHAP, MS-CHAP T9,

* TACACS+ H— "— L Di@fEX A 27 U b, ARH7REHIZ0~60TY, T 74/ MES
T,

* TACACS+ = RARA > MR D ERO AT,
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TORA F—FERET B

SR — S — BB AT BT, (B (Enabled) | F = v 2 Ry 2 A& A
LT, AUa—H—4 L 20— 2 AN LET,
ZOFIEIE, TACACS+7 r AL £ —OREMTT, ZhT, FIEI2ICHELRZ LA TEET,

ATvT8 (7> a VOFIATLDAP IZOHGEH) LIV A BT XA TEERIRLET, 7 a Ui,
[T74I)L b (Default) | £721% [Ta4 (Duo) ] TF, RIZ, AFZBEELET,

sLDAP T 4 L' 7 MU DL— kR4 (DN) .

«LDAPX—ZDN : APICNY F— b2 —V =T h v F %K T 5 LDAP — X—HND
VT T ERATY, ZAUINAT — RRREESNDHEFT T, T4V Z AR L T,
APIC 73 Cisco AVPair (2 272 DICER L TW B Ettd RO £,

* LDAP —/X—D /AT — R, HERDOTZDIZH ) —ENRXAT—REANLTLLIEEN,

* LDAP O —E AR — FH, FEETEZ HHFIT 1 ~ 65535 CTF, 7 74 /v MHIZ 389 T
‘j‘o

« [ZETT 88 EPG MER (Select Reachability EPG) 1427V v 27 LT, =2 RRA v 7
N—THEIR L ET,

* LDAP —R_—L DBEX A LT U b, AR EMIT0~60TT, 774/ I3
‘@‘a_o

« LDAP = RARA ¥ MZHEET 2 BRI TR,
«[B%h (Enable) 1 F=v 7 Ry 27 A4 LT, SSLEAMCLET,
 SSL GEFEDRRGE L~V IROAT v a rRNhHh £,

« 5% : DUO LDAP SSLAEMEH DB DO ZEIAESL ST Ny 7 ) 7,

B FBERE CTHERT L L,

« LDAP &1,
EREEHFR, ROF T arnb 1,
¢« LDAP/ XA V' |
« )N A U— F\ttiiz
s T U NHE AT T 4 NHIL, BRREROZ L N OFBINHER S50 2 ERT D, =

PR L AL RTT, il (en=%) . ZHUT. 12U Eoenfiz gt MU 2EWLE
T, WOF T arnbhEd,

e T 7 F I B

* Microsoft Active Directory

o 57 24 A (Custom)
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Janqs—zkmsTs |

*LDAP 7 A VX ZDT7 4 —/V RIL, BIRLIZT 4 NVE XA TICHESHTHBASET
(BWABINFTarD[74N0E X AT (Filter Type) | ZiEIR LIZBAZRL) . 7
T AN N EFIR UGG, 7 4V F X cn=suserid TJ, Microsoft Active Directory % iZ&{R
L7286E. 7 4 /L XX saMaccountName=Suserid T3,

< EHIR R Y — SR AT 21213, (A (Enabled) 1 F = v 7Ry 7 AZA 1l
LT, Ala—H—g b 2T — & AN LET,

-

ZOFNEIE, LDAP 7' u A X —fERHTY, 2T, FIE 12 12T R TE ET,
ATvT9 (7> a v OFIETRSA IZ WH) wERELET,
¢ RSA = R—D/RAT— K : RO 720l 9 —ERAT—RE AL TL ZE0,

- [ZI3TTHE EPG MEIR (Select Reachability EPG) [ %2 U v 2 LT, =v RFA v b2
N—TERRLET,

* RSA O —E AR — hE5, FRETEZ DHPMIX1 ~ 65535 T9, 7 7 4/L MHEIL 1812 T
7,

*RSA = "= L DIE S A LT U~ HARREEHIL 0~ 60 BT, 774/ MISHT
e

*RSA = FARA ¥ MTHEEHET 5 B0 BT,
« ER Y — S—EERAZEDICT D121E, [A% (Enabled) | F =y 7Ry 7 AaeA I
LT, Ata—¥—H L XAT—FEZASLET,
ZOFNEIE, RSA 7 a A Z—HlMATY, Zh T, FIRR2ICERZ LA TEET,
RTYF10 (A7 a rOFIETSAMLICOAEM) U TFEHRELET,
«ID 'm/3A X — (IdP) A7 =3 %, ADFS, OKTA, PING IDENTITY T,
« IDP 2848fk3 % A %7 — % URL,

ADFS O4A . 1dP A % —# URL i https://<FQDN of
ADFS>/FederationMetadata/2007-06/FederationMetadata.xml &\ 9 B2 722 W £9°, OKTA
DA, IdP A X 57— % @ URL ZBf5 ¥ 512i%, Okta »— =555 7 5 SAML 77

Vor—vardD[¥ A4y (SignOn) (B2 a T, TATYT 4T 4 T ang X—
ARF—HZURLDY 7 Zar—LET,

Ping ID (2D TIE, PingID #—"—DEpkt 27 a3 (SAML 77U r—2 3 DOF)
ARFT—HURL V7 2abv—L%7,

e SAML XR—ZADHP —EADZ T 4T 4 ID,

IAP T T A RX— N CAILE > TELINTWDEEIL, [FRIEEBDER (Sdect Certificate
Authority) 127 U v 7 L CRIERZEIRLET,

*GUI U XA L7 b3 —, ZAULURL R72IFA v =Y AMHETY ., Z ORI, GGk

DIZDIZa—PF=NID Tu N, X —=Du A =2V XA L7 P ERDHFNCRRS
nEJ,

14 F7oER BiEsLUVTAIC T4V I}



A-HTFIER BHESLUVTHYIUTFaT |
TORA F—FERET B

* SAML —NR_—L DHEEFEXA LT 7 b, ARN7HEHIL0~60FTT, 77+ NI
*(‘\‘g—(]

s Ruy 7 XU ARG [B4T /AT U XL (Signature Algorithm) ] 238 L £,
«[A%) (Enabled) | F =y 7Ry 7 AZF LT, B b SNz SAML 7% —3 3 >,
SAML JGEDEL T —3 a3, SAMLEBAER, SAMLIGEA v ®—VDEL DT T
FllE—EEREHCTEET,
ZOFNAIX, SAML ' _3A X —fHTY, 2T, FlE 12 I ENRTEET,
2FyvIN (A7 a3 OFETOAuwh2 ICOHLEH) UTFE2EELET,
¢« 7 IAT L MID:IAP LD APIC TV r—a Dy 747 2 Mikbl+,

cAPICT U —avDI 54T i —2 by b, WEROTED, bH)—EII5A4T
hy—2vLy bEATTLET,

e PR HER, b= D=V LRI, Gl AL FT,

« #ifH, OAuth2 & DU X b, #l: Topenid v 77 A /Vv] , 2—W— L —TEHE%
B3 2121E, WP 7' m A A X —THER SN Toxhc T 5 A a—7%2BMLET, il [lopenid
a7 r AN T—T]

«OIDC 7'tk =vd [H3E (Enable) | £7-13% [#3h{L (Disable) ] 3R L £,
«[B%E (Enabled) | F =y /Ry 7 X4 LT, b=V U OFLERAEL £7,

cJWKS =2 RiRA > by, b—7 VEZRAET 572D JSON Web ¥ —F v~ b (JWKS) , =
D7 4= RiE, b—7 VBELOKBIEE AN L TWBIEEICOAFRINET,

FREET Y FARA > b, IdP =2 RARA > FFEGEE URL, IdP H— "= 5380 R A
NEEELET, ZD7 4—/L RiZ, OIDCF' 1 F a /LRI DAERIILET,

=2 vz RBRA v by WP RBEA L N h—27 2D URL, IdP — "=k h—7
VU RFA L NERELET, 2O 7 41—/ RiZ, OIDC 7 u I LRER) 2 BA1Z 0
HFERENET,

FEATIC URLIAP Y —— O RBITEHEDO URL A LET, 2D 7 4+ —/L Rik, OIDC 7
a2 VNENRGRICDORERINET,

AP 7T A4 X— K CAICL > TEL IN TV DAL, [FREEHDHEIR (Sdect Certificate
Authority) 1#7 UV v 7 LT, RiEREZ®RLET,

[ZIZTTHE EPG MiEIR (Select Reachability EPG) 1% 27 U v 27 LT, =¥ REAL L 17
N—T R L FE T,

OAuth2 h—NR_—L DBEX A LT U b, Bh7e®HIZ0~60TT, T 74V MESH
TTO

GUI UXA L7 b —, ZIULURL /203 A v —UNARETY, ZOIERIT. RGE
DDl 2—F—NID FaXf X —0a J A o XR=IZVHE A VL7 FEINDENIERS
nEJ,

L]
Tul
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n—nra—vonE [

ZOFNEE, OAuth2 7 r A X —ERA T, 2T, FE 121 ENTEET,
ATy T12 [RETE (Save) |27 U7 LET,

O—A)L A—HDETE

VOB EAZ VT N T, BEHET H UV MPRERESN, FEHFITD AT LAEHREOME—D
a—P L9, APICIE., EOMPRa— I _R—2ADT 7R ary ha—)L VAT L%
R—hLTEY, ZOVRAT LTIE, HREINDRWEHRFUNO—FE2ED, 2—F T h v
VR EISESERe—ATERTAIZEBTEET,

GUIZEALEO—AIIL A—FDEE

1R BHEIIZ
CACI 7 77U v I MFREIIL, APICa Y ha—IF B F T4 12> TEY, APICY T
AE DR SN TIEFIZEEL TS Z &,

e MEEIS LT, 22— NRT 72 TE2EX2)T 4 RALUNERENTNDLZ L, 72&
X L= T hH T R T bADT 7R RCHIBENDGE., TFH R K
AL ATFNITIS L TE T SR ET,
UTFEITHOZENTEBLAPIC 22—V THY L FEFHTEAZ L,
¢ TACACS+ 7' 1 A X —DVERL,
cX—Fy hEFaVT 4 AL TOR—IL 2—F T HY L hOER, 2—5 v
F RAAL U a11 THLHEES, FrLve—hL a—FOERICERT a7 A2 7
BT ME, alliZTVBRATE L7 77V v 7 BIEOEHETHLIVLERHY 7,
H—Fy N AL UNT T N THAEE, Bl —h )b 22— O/ERRIIAE AT
A4 THhHI ME, A=y FTF U b RAAL AT DR FLE /E
EIABT I v AMEERFFOT T NEBETHIVLENDH Y £1,

FIE

ATV Tl A=a— =T, [BEE (Admin) ]>>[AAA] DIREIZREIRL 7,
AT 72 [Navigation] ~2A T, [Users] 7 V v 27 LE7,

[Work] ~XA > T, [Local Users] # 7 &ZF R L TWAHZ L 2R LET,

RATvT3 [fEE (Work) |4 T, XA T7AarvpRuyrZ VA Ne7 Yy 7 L, [A—AIL
A—H DR (CreateLocal User) ] 2R L £,
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A-HTFIER BHESLUVTHYIUTFaT |
B cvzemLn—»11—vozE

ATV T4 [ATFYF1>a2—5ID (STEP1>User ldentity) | ¥ A 702 Ry 7 AT, IROBIELEEFT
LET,

a) [LoginID] 7 4 —/L KT, ID ZBML£7,
n7 A4 IDIE, ROTA RTA U EHIZLTWHLRNERS Y 7,
*APICHT—ETHLMLENRDH Y 7,
« EHITRFICT HDHER D £7,
1 - R LFEMEHNTEET,
T, T —RaAT A T AL TIIE S,
=P ThU L FOERKIT, 0/ ID AR TEERA, 2= T H T S EHIER
L. HiLWwa—F 7 hH oy MEAERT20ERH Y £7,
b) [Password] 7 4 —/L RIZ/ XA T — RK&Z AN LET,
T—PRNAY — REZRET DR T, APIC I & > TUL T OREMERKRIES L E T,
« NATU— FOR/NRIT 8 XFTY,
« NAT— RORKEIL 64 LFTT,
o HLGE L TR D IR &5 05T 3 SUERE T,

« INICFE RICFA BT R OLTFHO S bR LB 3EBEOLTNEENTND
WENR DY £,

s HUCHERI CX D XA — RIIfEH L EHA,
e =PRI —PLZ T LI b DI TE £ A,

s cisco, isco, FILINLDLFHN O NEZ EEL I L0, TNHDOLFO
KXFAEOEFIZLVRESNDIERETHH- T ¥ A,

¢) [Confirm Password] 7 4 —/L R C, /RAU— R&fERLET,
d)  (EE) GEHER—ZOFFEOL AT, [A—YEHEDEM (Use CertificateAttribute) |
74—V K2, BEREHENS O —FID Z AN LET,

e) [R~ (Next) 1227V v 7 LET,

ARTY TS [FHDIY b AT—HR R (Account Status) | 2> hue— A a2HHLC2—F T T NET 7
TATERFET T4 7ICTEET, £, [THYY FOFEMEAR (Account Expires) ] =
Yhr— L EEH L CHDIRERECEET,

ATYT6 [RFYT2>Fa)F 4 (STEP2>Security) | XA 707 Ry 7 20 [€F2 T4 KA
4 > (SecurityDomain) | T, 2 —HDED X2V T 4 FAAL L ZFIRL, [~ (Next)
Vv LET,

ATy 71 [ATFvF3>0—)L (STEP3>Roles) | XA T Ry 7 AT, IROT 7 arzFfrLE
ﬁ—o
a) [+ 227V v 7 LT, 2—¥%& KAA CEEMT T,
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ATvT8

GUI A L1- ssH amx—ioxE ]

b) Ry 77X UA NG, 2—FOA—)LE L O—)LERR A TE2EIRLET,

c) [E#H (Update) 17V v 7 LET,
S AE D B 7 XA [ EE AR R TE £,

[5ET (Finish) 1227V v 7 L%,

GUI Z{& M L 7= SSH A+ —ZREDERTE

ATy I

ATvT2

ATvT3

ATv74

ATy TH

1R BHEIIZ

cH—=F o b EFaVT 4 AL Tr— b a—F Thor FaERLET, ¥—7 v

b RAAL UM a1l THLEE, LV —D 2a—FOERICERT 0 7 A ThY
YRME AT 7B ATED 777 v BEROEHETHLINERH T, X—F
N RAL BT T b THDHEE, FrLva—h a—FOERICHER+T 07100 7
AT NI A=y b TF b FAAL ST DBRFEHI EXART 7 A
BEFOT U MNEHE THOIMLENRDH Y 1,

« UNIX =2+ R ssh-keygen Z /] L TABF—Z24m L 7,
FI7FN IO T Ay RAAL vidloca ICRETHLENRH Y £,

FIE

A= a2—N"—7T, [EEE (Admin) |>[21—H— (Users) | ##IR L, [B—AHJL (Local) ]
BTNFREINTNDZ xR LET,
¥ T, FHENER L2 ——D4Hi%2 27 ) v 7 LET,

2P BT A RE G T ¢ v R BSAIIC R RSN ET,

[3#4 (Details) | 74 2% 27U v 7 F5E . HLWERGC L 35X 0Ra—F—0rEn g
RENET,

THMEIZAZ a—)L LT SSH ZREFOFEMA MR L E£9,
fRE (Edit) 171222V vr+5e. EM. Bsro@a—hLi—4—0&kE (EditLocal
User) JEIEARRSNET, LEICE LU T, SSH OFEMAZ L H Tx £4,

GE) VE—htnr—raiZFZura—RT5729H0 SSH EX—7 7 A )V EERRT
HI21F, A=a2—R_—T, [Z74I)%E (Firmware) |>[2RIDSFrO—F
(Download Tasks) | # ERH L £7,

[RTF (Save) 1227 U v 27 LET,
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B v=—rx1vozs

JE—F A—HNDEFE

H—A =R ETHROVIC, APIC & —JtfbShie s LT iy VDT — 4k
H—IZTHZ ENTEXET, APICIX, Lightweight Directory Access Protocol (LDAP) . Active
Directory, RADIUS, 35X O TACACS+ ZH AR — KL TWET,

\}

G¥) APICﬁi/}%ﬂﬁUT&;é (7 ZAZMNBER SN TND) Hh. ACHIDE T AT ATHY, =—
PIERN APICS ICHHEND -0, UE— b a /A AIKRETDEEMENH O £9, 727710
g—H Bl A T APICIZH LT —h L ThhHT-H, ZOBRAELHERELET,

31 (DY U —RLIKE, H—/NEZ42 1) U4 [ZRADIUS, TACACS+. LDAP, F L TXRSA %
U TEREZI, FBIOAAA T —NT 77 0 ThhEHlcEEd, y—"E=F1U I

V=BT I T 4 T E DR TADENENOT e harvou A v EFEALE
ﬁ: t}:zi\ LDAP ¥—/ NiE ldap 12 7 A > Z{E ] L, Radius % —NFZH—1"BT7 277 47
T 52— N =X Y T BE A RO radius D VA U EFEHLE T,

SMBFRAE T A F— %@ U CRRE S NI2 Y B — b 22—V ERET DI121E. RO & il
T BERDHY £,

« DNS &% El%. RADIUS '— DK A M TT TIZARIBREN TWDALENDH Y £,
cEBHY TRy NERETLOILERD D 7,

*iBnlb\nIE-U-_/ §0) AV /\07

Cisco APIC TlL., EFHEDHERZRALY— 3T Cisco AV XT ZHETHVLENH Y £4, Cisco
AV X7 E, 22— D RBAC v —/L8 L OMERIZ M B APIC Z457E L £9, Cisco AV X7 D
=%, RADIUS. LDAP. F721% TACACS+ DD & R U T,

S ERFRFEY — /3T Cisco AV X7 #RET H121E, FEHENEFEDO2—F L 22— KIZ Cisco AV
ST EBEIMLET, Cisco AV A7 DFRITRD & B Y T,

shell:domains =

domainA/writeRolel |writeRole2|writeRole3/readRolel |readRole?2,

domainB/writeRolel |writeRole2|writeRole3/readRolel |readRole2

shell:domains =

domainA/writeRolel |writeRole2|writeRole3/readRolel |readRole?2,

domainB/writeRolel |writeRole2|writeRole3/readRolel |readRole2 (16003)

Cisco APIC VY U —2 2.1 £V AV A7 T UNIX ID 2MEE TV R WA, APIC 23 A
? UNIX == —%#—ID & NHBINIZEI Y 4 TE 9,

)

GE)  APIC D Cisco AVT OIRITEHIENH Y . oD Cisco AV LT DX L HFETE F 9, APIC
LT _XTD AV XTSRRI B LT AV T 28R 77,
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%nl‘nmnl_t"j- /\o)AV/\Ta) i .

U U —2 3.1(x) LABE, AV Pair shell:domains=all//admin Z i[5 % &, = —WIZHiAH0 HAH
REFD YT, AL v FILT 7 EALCa~vy REFITTEET,

APIC IF, WOIEREHEZYFR—FLTWET,

shell:domains\\s*[=:]\\s* ((\\S+2/\\5*2/\\5*?) (, \\S+2/\\5*2/\\5*?2) {0,31}) (\\ (\\d+\\))$
shell:domains\\s*[=:]1\\s* ((\\S+2/\\S*?2/\\S*?) (, \\S+2/\\S*2/\\S*?) {0,31})$

51 -
o ] 1 : writeRoles DA ZFFOH—DEvF 2 U T 4 FAA & ETe Cisco AV X7 ¢

shell:domains=domainA/writeRolel |writeRole2/

« 31 2 : readRoles DA EZFFOH—DEF=2 VT 4 FAA L ZETe Cisco AV X7 :

shell:domains=domainA//readRolel|readRole?2

\)

GE) /] XFIX, B2 UT 0 RAA T & @ writeRoles & readRoles DE DX Y L= TH D
1 ODZ AT DO —VOREMEAT LG5 THLHETT,

Cisco AV T OILFHNE, RILFL/PLFREBIENET, =7 =BNERSNe<TH, A
THRLFENLFN RAL A ERITE— M~ L TOARWEAIE, T LARWHERRA T
HansZ endbv £7,

F—7" RADIUS ¥ —/3 (Jetc/raddb/users) DFREFNIRD &0 T,

aaa-network-admin Cleartext-Password := "<password>"
Cisco-avpair = "shell:domains = all/aaa/read-all(16001)"

%ﬁlzn:unIE-U-_/ ‘\0) AV /\070)§QIHE-‘

BHME (AV) OXTCFINON v aNOTIL, BF =27 v =/b (SSH) F 721X telnet Zf
ALTue /A Lira——D UNIX 2—%—1ID L LHEHENET,

\}

GE)  6.02) VU —ALIE, telnet (T AR —FZNTHEHA,

FIE

ﬂ‘ngwuu “H‘_‘/\@ AV /\775_’ Hﬂiﬂbiﬂ—
Cisco AV X7 DEFRIIWRD LBV T (Y Aald, UNIX 2—HF ID BMHEESNTWVBENE D
NP LT AV T2 R—FLET)

1 -
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B racacs: 7o v xmo APic oRE

shell:domains =
domainA/writeRolel |writeRole2 |writeRole3/readRolel | readRole2,domainB/writeRolel |[writeRole2|writeRole3/readRolel | readRole?2
shell:domains =
domainA/writeRolel |writeRole2 |writeRole3/readRolel | readRole2, domainB/writeRolel |writeRole2 |writeRole3/readRolel |readRole2 (8101)

These are the boost regexes supported by APIC:

uid_regex("shell:domains\\s* [=:]\\s* ((\\S+2/\\S*2/\\5*?) (, \\S+2/\\S*2/\\S*?2) {0,31}) (\\ (\\d+\\))$");
regex ("shell:domains\\s* [=:]\\s* ((\\S+2/\\S*2/\\S*?) (, \\S+2/\\sS*2/\\sS*?) {0,31})s");

I, PR L £,

shell:domains = coke/tenant-admin/read-all,pepsi//read-all(16001)

TACACS+ 7~ = XD APIC D%TE

ATvT1

ATy T2

1R BHHIIZ

» Cisco Application Centric Infrastructure (ACI) 7 7 7 U v 7 3% & & 41, Application Policy
Infrastructure Controller (APIC) N4> T A 272> TEY ., APIC 7 T AX NI ST
EFICEELTWDS Z L,

¢ TACACS+ W — DR A ML ELIZIPT FL A, B— b, BIOF—%FHTxAZ L,
¢« APICEH T RiRA v b JV—T%EHTEDZ L,

FIE

APIC T, TACACS+ A X —a{Ef L £,

TACACS+ 7' u A X —OFEIZOWVWTE, Tu M X —%ERkT25 8~—) &L
TLIEE W,

APICGULI DA N REFIEZT U AT REHEO N7

FTES—rar g RyT, [YATL (Sygem) 1> [P R TLEE (System Settings) |>
[APIC $#:5%E (APIC Connectivity Preferences) | DIEISER L E§, fEEA T, [1V
N2 R (inband) [ £721X [72 b4 T2 K (ooband) | OWTFnEEIR L £,

TACACS+ @ [Login Domain] % {Ef% L %9,

FIEIZOWTIE, GUIZER L Tae—/L RAAL U 2ERTS _—) 22BL L
AR

RDBARY

Z X T, APIC TACACS+ B ETFNEIZFE T TF, WKIZ. RAIDUS — L EHT 25613,
RADIUS ™ APIC DFEE HITWET, TACACS+ b — DAL ZEHT 585515, RO ACS
P — N\REIWCHET D Ny 7 ITHEARET,
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| 3% 7512, BEBLUT AT 1Y
RaDIUS 72+ 2 AAD APIC DixE [

RADIUS 7 7 = X A APIC DEXTE

1R BRI

*ACI 7 7 7'V » 77 735X &L, Application Policy Infrastructure Controller (APIC) 234> 7 A
VIl oTEBY APIC 7 7 A PR ENTIEFICEEL TWDH Z &,

* RADIUS & —RNDFEA M EIZIP T RLA, A—b, fBiE7e bar, BLIOx—%
T2 &,

«APICEH T RiRA v b I NV—T%FHTE D L,
Fig

XT w71 APIC T. RADIUS 7u 1 X —%1ERR L E T,

RADIUS 7 u XA X —DFREIZDWTIL, Tu XM X —ZEl+5 @2—Y) #2BRLT
AN

APICGUI DA N REFIIT U AT REBED K7L

e —r a0 RYT, [VATL (System) 1> [V RATLERE (System Settings) 1>
[APIC ##:5%E (APIC Connectivity Preferences) | DIEIZERIR L £97, 1E¥(A 2T, [TV
NV K (inband) 1 £7213[79 A TNV K (ooband) | OWFnZ @R L £,

AFw T2 RADIUS ®AS A 2 FAAL VEERLET,

FIEIZSOWTIE, GUI 2L Te—h/b AL VEERTD (53—) 25 LT
Sy,

RDERY
Zh . APIC RADIUS & EFIEITSE T T, KIZ, RADIUS —_&HE L £,

APIC ~( RADIUS £ & X TACACS+ 7 - 2 X FH® Cisco Secure Access
Control Server D% 5E

1R BRI

» Cisco Secure Access Control Server (ACS) /X— 3 > 55 BA VA =S, T A
W7o TWNWBH I L,
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A—FT7IER BABLVTHYVT10T |
. APIC ~® RADIUS & & U TACACS+ 7 - 2 X D Cisco Secure Access Control Server % 7E

A

GE) Z 2 CIEFIEOFHAIZ ACS v5.5 DMERA XL TWET, ACS Ol
D=V g THIDH AT BFITTEXDHA[REENRH U FF75,
GUI OFEIFZNR—=V a STk o TRLRZEBENRDHY £9°,

« Cisco Application Policy Infrastructure Controller (Cisco APIC) ® RADIUS % — ¥ 7213 TACACS+
F—ZEATELHZ & (MGERETL25EEMTDOF—),

cAPICHREEINA L T A 17> TEY ., APICY 7 AZ NER SN TIEFIZEHEL TV
5Tk,

« RADIUS F£ 7213 TACACS+ DR — b, it e b, BLIOxF—a2fiHTEx 52 &,

FIE

ATYT1 APICR 7 FA T FELTRET HITIE, ACSH—Ncm 7 A LET,
a) [Network Resources] > [Network Devices Groups] > [Network Devicesand AAA Clients] |2
BLET,
b) 7747 b, APICA VN RIPT R RAEFEE L. TACACS + £721Z RADIUS (&
TR ) OREEA T v a VEBIRLET,
GH) RADIUS F721% TACACS+ DA DFBFEN L E I BIE, MERAT > a D
ZIER L E T,

C) ;ﬁ%}é‘iﬁ (“'r**) %‘jwuuﬁj—7 va il %Lﬁ_ _ ]‘tfck‘ n»qu@uiﬁ‘EH%j: Ebi‘?‘o

GE) [t F#% (Shared Secret) 1% [FO/NA 4 (Provider) ] ¥—& 4 508
Wi E£T,

ATFY T2 ID I N—TEER LET,
a) [Usersand Identity Stores] > [Internal Groups] 47" a ZBEI L £ 7,
b) ML LT, [Name] & [Parent Group] Z4&E L £,
ATV T3 2a—FEID I/ NV—TFlivy BT LET,
a) [Navigation] ~~ > C, [Usersand Identity Stores] > [Internal | dentity Stores] > [Users] 4~
arxesVUVy 7 LET,
b) MEIZL LT, —H%d [Name] & [Identity Group] 5 E L £,
RF YT 4 RY - BERE R LET
a) [Policy Elements) &7 a IZBE L 7,
b) RADIUS @34, [Authorization and Permissions] > [Network Access] > [Authorization Profiles

Name] Z87E L£9, TACACS+ DG4, #E|Z5H U T, [Authorization and Permissions] >
[Device Administration] > [Shell Profile Name] ##5E L £,
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©)

Cisco AVPair % {8 L = APIC 7 % £ X F® Windows Server 2012 LDAP 0 ]

RADIUS O&E . SEIZM U T, [Attribute] (1213 lcisco-av-pair] . [Type {Zi% lstring] .
[Valug] IZi% [shell:domains = <domain>/<role>/,<domain>// role] LIET L
9, TACACS+ DA, MEIZG U T, [Attribute] 121X lcisco-av-pair] . [Requirement]
1Z1% Mandatory] . [Valug] 121 shell:domains = <domain>/<role>/,<domain>//
role| LFEELET,

[fE (Value) 1 7 1 —/L FOMEIL, BEXIAHMERENFGETHNEIDERELET,
%ﬁ#ﬂ&@/%é‘ J&A*éﬁ&@i}%é\\ *%jclj: shell:domains = <domain>/<role>/ “G‘*J‘o

%EJ%EYU gﬁﬁ*’@ﬁﬁm%/ﬁ\\ %X&i shell:domains = <domain>// <role> “C“‘?“o

7= & %3, cisco—av—pair DfEDS shell:domains = solar/admin/, common// read-all T D4y
. solar XX =2 U T 4 RAA V| adminld solar EWVOI X2 VT 4 RAA KT
HEXIAIMERE Z O —PFIf 5T — L THY ., common X7 MEETH Y
read-all {7 v MEHEOTXTITHT 5 A0 HREZ Z 0 —FIfF 53252 — /1T
B

ATv T —bREPFUL— L EER L £7,

a)

b)

RADIUS D355, #—ERARPFUL— /L EAER L TID 7 /—7 %R Y o —ER IS
5121%. [Access Policies] > [Default Device Network Access | dentity] > [Authorization] (2%
F L, /L—/LD [Name]. [Status]. 35X O [Conditions] ZF&E L. HEIZ) U T lnternal
Users:UserIdentityGroup in ALL Groups:<identity group name> | %JEjJDLjETO
TACACS+ D6, H—EREIUL—VE/ER L TID /v —T7 %2 =)L 7 u 7 7 A Vi
BEEAH T %121, [Access Policies] > [Default Device Admin Identity] > [Authorization] (2%
#LET, /L—/1D [Name] & [Conditions] Z & L, #ZZJS LT [Shell Profile] 2R L
5

RDBERY

L < AERK L 72 RADIUS 38 L OV TACACS + =— W& L TAPICIZu 7/ A > LET, #HIVY
THNZRBAC DR — )L EHEIRIZHES> T, 2—FRELWAPICEF 2 U T 4 RAAL ICT
TATEDLZEEALET, =—Wix, PRIICHFAT SN TWRWEBIZT 7 A TE T
R0 FERA, AR /EEIALT 7R AR, FO2—PFIIREINTZDOLE K LTS
VERH Y FT,

Cisco AVPair {8 L - APIC 7 &7 = X FH® Windows Server
2012 LDAP D% FE

1R BHEIIZ

s 5T LDAP H—/ 3% 5% E L, KIZ Cisco Application Policy Infrastructure Controller (Cisco
APIC) % LDAP 7 7 ¥ ZAFICHET S,
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B cisco AvPair %/ L 1= APIC 7 & £ 2 A D Windows Server 2012 LDAP (&

» Microsoft Windows Server 2012 231 > A h—/L Z{L, T T A 7> TNWH I &,

* Microsoft Windows Server 2012 #—/3 <3 — % O ADSI Edit > — /LA A k »*/l/ézh,
TWAhZ L, ADSIEdit # 1 > A b—/L9 %21, Windows Server 2012 H—/ N = ¢ —
D~V SN THWDFIBEICHE > TS0,

s Ciscoavpair MJBEMEDFEE : Common Name = CiscoAVPair, LDAP Display Name =
CiscoAVPair, Unique X500 Object ID =1.3.6.1.4.1.9.22.1, Description = CiscoAVPair, Syntax

=Case Sensitive String,

N

GE)  LDAPREDNA KN FZ 77 4 AL, @MEXT5E LT
CiscoAVPair #4252 L CTY, HENA TV =7 MID
1.3.6.1.4.1.9.22.1 ZfEH L CRIEN A LTcHE, Zofiot~
V=7 F1ID1.3.6.1.4.1.9.2742.1-5 7 LDAPY — NIZ bl CT& £

7
« LLFN&1T 9 Z & N T & % Microsoft Windows Server 2012 = —% 7 h 7 "2 T 5 2
& o
+ ADSI Edit % %17 L T ciscoaveair &% Active Directory (AD) AF—~<IZiEML E
T

* Ciscoavpair JBME/NT A —H T 25T 7 B AFF [ & Fi> X 5 IT Active Directory LDAP
a—P—ZRELET,

o« N— h 636 1%, SSI/TLS & LDAP OE##EREICMLEE T,

FIE

ATY T RAAEHE L LT Active Directory (AD) H— Nz /A4 > LET,
ATY T2 AD AF¥—~|T ciscoavrair BMEZBIL ET,
a) [Start]>[Run] iZ#EHIL., T‘mmec] & AJJL. Enter Zf L E 7,
Microsoft Management Console (MMC) 3B & £,
b) [File] > [Add/Remove Sanp-in] > [Add] (Z&&E) L £,
¢) [Add Standalonee Snap-in] % A 7 & 2 7R v 7 A C, [Active Directory Schema] %% L. [Add]
7 Vv LET,
MMC = > Y — L3 & 37,
d [BHY] 7412570y 7 L, [BEDOERK] A7 a o Z2EIRLET,
[Create New Attribute] %4 7 2 7 7R v 7 AN E T,
e) [#BA]IZ [CiscoAVPair| . [LDAP%&4]IZ [CiscoAVPair]| . [Unique X500 Object
ID] I 11.3.6.1.4.1.9.22.1] X AJjL, [#EX]T [Case Sensitive String| %
FEIRL £,
f) [OK]ZZ7VUvyZ7 LT, BEEREFELET,
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oap 75 2 A0 APic oz [

AT w 73 [User Properties] 7 7 A% [CiscoAVPair] JBENE TN D LK HICHHF L £,

RTv74

a)

b)

c)

d)

MMC =1 Y —)LC, [Classes] 7 /L X BB L, [user] 7 7 A %47 U w7 L. [Properties]
EIRLE9,

[user Properties] & A 7 2 7R > 7 AN E F7,

(B %7 %227V 7L, B %27V 7 LT[RF—DA TP Y F%&IRT B
Uy RUEREET,

[Select a schema object:] U A N T, [CiscoAVPair| ZiEi{R L. [Apply]l 27 V v 7 L%
D

MMC = Y —/LC, [Active Directory Schema] #4727 V 7 L. [Reload the Schema] % %R
LET,

CiscoAVPair BMEDT 7 ¥ AR E L F 7,

LDAP 21 CiscoAVPair BN E TN TS 728, LDAP = —H —IZ Cisco APICRBAC & —
LEEIY S TAHZ LIZLY Cisco APIC 77 B AFFR[ 2 5+ A 0ERH Y F1,

a)

b)

<)

d)

[ADSIEdit] # 4 71 7 R 27 AT, Cisco APIC |27 7 ¥ AT 2 MENH D 2—V % 7D
JET,

a—W4%EH2 Y v L, [Properties] Z iR L £ 7,

[<user> Properties] %A 7 2 77K v 7 AR 77,

[BETT«AR]%7%27 1V 27 L, [CiscoA/Pair] EMEZEIR L, [fE] 1 T
shell:domains = <domain>/<role>/,<domain>// role| * AJJLF 7,

7LC k %Ji\ CiscoAVPair @1ﬁ7j> shell:domains = solar/admin/, common// read-all (16001)
T&)Zb%/ﬁ\\ solar (BF 2V 7 4 RAA Y, admin (L solar A 5"125?1 V74 RAA
NCHKT D EZIALMEIRE Z D2 —H =1 5T 57—/ TH Y . common IF Cisco Application
Centric Infrastructure (Cisco ACI) 77 M B TH Y read-al1(16001) 1% Cisco ACI 7 F
FEBOT T DB AR HRE Z Oa—H =2 55251 — LT,

[OK] %7 VU w27 L CEREEZLRT L. [<user>Properties] ¥4 7 1 /Ry 7 A% ET,

LDAP Y —/ X Cisco APIC IZT7 7 B AT 5 LY ICHRESNET,

RDRARY
Cisco APIC % LDAP 7 7 B A fHICEE L £7,

LDAP 7 7 = X FH®M APIC D& E

1R BHHEIIZ

« Cisco Application Centric Infrastructure (ACI) 77 7 U v 7 B4 VA h—/L S TWNT,
Application Policy Infrastructure = > h @ —F 34T A (T2 > TE Y| APIC 7 7 A& )8
R ENTOWTIEFRIZEELTND Z &,
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B cisco v <7 HERELTVEAFRTHEUE—F 1—F DT T4 FOBHEOEE

&

ATy T2

¢ LDAP V—"DFEA MG EZIFXIP T KL A, A"— kK, N4 FDN, _X—ZX DN, BIW
IRAT— REFHTEAT L,

*APICEH T RKRA VN IN—T5ERATEDHZ &,

FIE

APIC T, LDAP a4 X —%ZHELET,

LDAP 7t /XA X —DFRTIZDOWTIL, T u X X —2{EfT5 (8—) 2L TL
7ZEuN,

APICGUI DA N REFIZT U AT REHED K7L

FEHF =gy v RYT, [VRT LA (System) 1> [S R TLHRE (System Settings) | >
[APIC $#%5%E (APIC Connectivity Preferences) | DJIEISEIR L £4, (EESA T, [1 YV
N2 K (inband) 1 F7721X[7 b# T/ K (ooband) ] DWW oz @R LE T,

LDAP ® B9 A Y FAAY #ERLET,

FIEIZOWTIE, GUIEZERA LT =/ AL U E2ERTS (53—) Z22RBL L
él/\o

RDBERY

I T, APICLDAPREFIEIZFZT T3, KIZ, APICLDAPu /A 77 A%T7 AMLE
bé‘o

CiscoAVAR7HREZE L TCWLWANLRETHS)E—F 21—
DT I74IL COBENEE

ATy I

ATy T2

FIE

A=a— =T, [EE (Admin) |>[5BEE (Authentication) ]1>[AAA]>[RY — (Policy) ]
27 wBRLET,
[VE—F31—H—0%5 4> KR — (Remoteuser loginpolicy) | Ky F&Z 7 U & ki
5. [T7#4IL bk O—ILOEIY BT (Assign Default Role) | #ER L £ 7,
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g4~—20 59530007 |

7 7 4V MEIE [No Login] T3, [Assign Default Role] 47> = 1%, Cisco AV T 23K L
TWDOINARRTH D2 —PFIThHR/NROFTEAIY FHMERAZEF D B TES, RIER AV T E,
AT v — Vi R BER > 72 AV X7 T,

ELAR—AD LSS 32DV T
CiscoACI 777 U w7 DAPIC 2> ba—FF, 2—VE2FET OIS IE R GFEL
L £,

FERFEF R TII2—Y4 £ /AU — KMl &1, APIC REST API 1% APIC {ZxF9 5D
HBOT VAR TERRIEN—7 U EBIRLUET, 2L, HTTPS MEARA TH 2008
TRV TIXLETRVWE R & E T,

%&énfméﬁwm£%ﬁfi b7/%7/a/ TR RSN BA NI INE T,
ZDBZOFBEICIIME T —DEH S, ZOF— XL GINRE L TREIC L TEL %
Eﬁ%@i#@AHCﬁ% 7Vu%@%%ﬁﬁwt§ﬁ%§%¢ék\AHC@X&W%%%
EIEHALCEARMHRLET, BAX—ADRGETIE, APICIZHT 52T _XTO NI U7 v
W LSHAINEBADRKLETT, ZHux, =2—R 707 o a v ZEICTE#TTD
A2 TlEd D £ A, HEIZIZ, 2 OE iAHCk@FTéX&)7%iti77J
#—VHVT@ﬁTéﬁgﬁ%Di? ZOFETIE, BEER2—F 7 LT ooy Va Atk
F721372 0 T F 4729021 RSA/DSA F— %%uﬁéb%#%étw KOLEETT,

N

GE)  F7/, VLA KBEZE DT HTTPS 2T 2 LER”H Y £,

FWEFIZ X509 5B ER— 2 DBL 2T AR, IROMEZ AT NZET LTWA I L 2R
L/iﬁ‘o

1. OpenSSL F 7= iZ[AEED Y — /L& LT X.509 RERE & b S+ — 2 ERk L £9,

2. APICOu—h) 2—FE{ERLET (m—HV 2—FRNTTIZFHTRETHLIHA. =
DEATIIA T aTT) .

3. APIC ®u—H/L 2—H|Z X.509 FFFAEA BN L £9°,

EESFHEEFINSEIE
WOEEFHE L HIRIFHIHE > T 7ZEY,
em—)b a—PFEP AR —FInET, VE—FAAA 2—F IV FR—bIhEHA,
* APIC GUIIFREAEBFES XA R — F LEE A,
» WebSocket & eventchannel |% X.509 ZR CIXEIEL £ A,
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« b= R R=FT S ICL W EBL SNEAFT YR — S ETA, BOBAGEAELZMHH L

£,

X509 SEBAEZE L MR T — D &R

FIE

OpenSSL =~ F& AH LT, X509 GFHE L MEBEF—2 AL L £,

1 -

$ openssl req -new -newkey rsa:1024 -days 36500 -nodes -x509 -keyout userabc.key -out
userabc.crt -subj '/CN=User ABC/O=Cisco Systems/C=US'

G¥)

e X509 EEAEMNAER SN D L. APIC ODo—H Fu 7 7 A LIENES ., B4
DFEBIZER SNET, EX—IT, BLEAERT IO T4 7 M
roTERENET,

GEFIZITARF—ITEENTWVETR, MEF—ITGEN TV EEA, AN

F—lT, HEESNT-BL MR T H7-DIC APIC IC L > T SN 5 18R
HRTT, MBXF—2DAPICIZRIESIND Z LT FHA, ZOF—ZFREIC

LTRBSLERDHY £7,

ATw 72 OpenSSL #fliH L CREHIED 7 4 —/V REFRRLET,

. 1—HFTIEX,

1 -

$ openssl x509 -text -in userabc.crt

Certificate:
Data:

Version: 3 (0x2)
Serial Number:
c4:27:6c:4d:69:7c:d2:b6
Signature Algorithm: shalWithRSAEncryption
Issuer: CN=User ABC, O=Cisco Systems, C=US
Validity
Not Before: Jan 12 16:36:14 2015 GMT
Not After : Dec 19 16:36:14 2114 GMT
Subject: CN=User ABC, O=Cisco Systems, C=US
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (1024 bit)

Modulus (1024 bit):
00:92:35:12:cd:2b:78:ef:9d:ca:0e:11:77:77:3a:
99:d3:25:42:94:b5:3e:8a:32:55:ce:e9:21:2a:ff:
e0:24:22:58:6d:40:98:b1:0d:42:21:db:cd:44:26:
50:77:e5:fa:b6:10:57:d1l:ec:95:e9:86:d7:3c:99:
ce:c4:7£:61:1d:3c:9e:ae:d8:88:be:80:a0:4a:90:
d2:22:e9:1b:25:27:cd:7d:£3:a5:8f:cf:16:a8:el:
3a:3f:68:0b:9c:7c:cb:70:09:c7:3f:e8:db:85:d8:
98:£6:3:70:4e:47:€2:59:03:49:01:83:8e:50:4a:
5f:bc:35:d2:b1:07:be:ec:el

Exponent: 65537 (0x10001)

X509v3 extensions:
X509v3 Subject Key Identifier:

BB LVThIVT1T
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n—nra—vonE [

OB:E4:11:C7:23:46:10:4F:D1:10:4C:C1:58:C2:1E:18:E8:6D:85:34
X509v3 Authority Key Identifier:
keyid:0B:E4:11:C7:23:46:10:4F:D1:10:4C:C1:58:C2:1E:18:E8:6D:85:34

DirName:/CN=User ABC/O=Cisco Systems/C=US
serial:C4:27:6C:4D:69:7C:D2:B6

X509v3 Basic Constraints:
CA:TRUE
Signature Algorithm: shalWithRSAEncryption
8f:c4:9£:84:06:30:59:0c:d2:8a:09:96:a2:69:3d:cf:ef:79:
9l:ea:cd:ae:80:16:df:16:31:3b:69:89:f7:5a:24:1f:£d:9f:
dl:d9:b2:02:41:01:b9:e9:8d:da:a8:4c:1le:eb5:9b:3e:1d:65:
84:ff:e8:ad:55:3e:90:a0:a2:fb:3e:3e:ef:c2:11:3d:1b:eb6:
f4:5e:d2:92:e8:24:61:43:59:ec:ea:d2:bb:c9:9a:7a:04:91:
8e:91:bb:9d:33:d4:28:b5:13:ce:dc:fe:c3:e5:33:97:5d:37:
cc:5f:ad:af:5a:aa:£f4:a3:a8:50:66:7d:£f4:fb:78:72:9d:56:
91:2c
[snip]

O—AJ)IL A—HDETFE

GUI 2R LE-0—AhIL 22— DERE L —FEEBREDEM

ATy T
ATy T2
ATvT3
ATv74
ATy T5

ATvT6

ATy T1

FIE

A =a— A—T. [ADMIN] > [AAA] %8R L $ 7,

[Navigation] ~X-1 > @D [Work] ~~A > T, [Users] & [Local Users] #2 U v 27 LE7,
[Work] ~XA > T, [Local Users] # 7 &ZF R L TWAHZ L 2R LET,

7 7 4/ b Tl admin = —V R FELET,

[Work] XA > T, ¥R T4 arORueyFFr VA&7 Y w2 L, [Create Local User]
IR E 77,

[Security] # A TR ARy 7 AT, =W EREX=2UT 4 RAA &R L, [Next] &
7w LET,

[Roles] ¥4 7RI ARy 7 AT, 2—HFOu—LERRTIHDOOLTvary mE w20y
7L, [Next] 227 Vw27 LET,

LAY B E 7 IER AR 15 S AR Z AT E 9,

[User Identity] &' A 7 1 7R v 7 AT, WROEEEZFEITLET,

a) [LoginID] 7 4 —/L KC, ID ZBIL £,

b) [Password] 7 f —/LV RIZ/XAU—R&EZ AN LET,

¢) [Confirm Password] 7 4 —/V R C, NAU— REMALET,

d) T ar) EHESR—ROIEOLE L. [User Certificate Attribute] 7  —/b RIZ, 7
AEREAE2 D D2 —H ID 2 A LET,
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B rithonsok 2R LEO—HL a—FotkR

e) [Finish] %7 U v 7 LET,

[Navigation] ~A > C, fERk L7c2—VFD4RTEZ 27 U » 7 LET, [Work] XA T, [Security
Domains] fEIKD = —F ORI H 5 [+ Fiw w2 B L 7,

2—YDT 7 AMERNERSNET,

[Work] ~XA > @ [User Certificates] {3 C, = —HFEAED [+]5i5% 2 U v 7 L, [Create X509
Certificate] ¥ A 727 R v 7 A TIROBEEZFEITLET,

a) [Name] 7 4 —/V FIT, GEHEOARTZ AT LET,

b) [Data] 7 4 —/V RiZ, =—HEHEOFEMAE A LET,

c) SubmitxZ7 Vv 7 LET,

X509 FEIER B — L 2 —FRIAER S IV E T

Python SDK Z{ER L-0—HJL 12— DERK

FIE

n—h)L a—HEERLET,
B -

#!/usr/bin/env python

from cobra.model.pol import Uni as PolUni

from cobra.model.aaa import UserEp as AaaUserEp

from cobra.model.aaa import User as AaaUser

from cobra.model.aaa import UserCert as AaaUserCert
from cobra.model.aaa import UserDomain as AaaUserDomain
from cobra.model.aaa import UserRole as AaaUserRole
from cobra.mit.access import MoDirectory

from cobra.mit.session import LoginSession

from cobra.internal.codec.jsoncodec import toJSONStr

APIC = 'http://10.10.10.1"'
username = ‘admin’
password = ‘p@$SwOrd’

session = LoginSession (APIC, username, password)
modir = MoDirectory (session)
modir.login()

def readFile (fileName=None, mode="r"):
if fileName is None:
return ""
fileData = ""
with open(fileName, mode) as aFile:
fileData = aFile.read()
return fileData

Use a dictionary to define the domain and a list of tuples to define
our aaaUserRoles (roleName, privType)

This can further be abstracted by doing a query to get the valid
roles, that is what the GUI does

H o S S

userRoles = {'all': [

B 2 ¥79€R BHESLUVTHYIVTAVY
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('aaa', 'writePriv'),
('access-admin', 'writePriv'),
('admin', 'writePriv'),
('fabric-admin', 'writePriv'),
('nw-svc-admin', 'writePriv'),
('ops', 'writePriv'),
(

(

(
('

o

'read-all', 'writePriv'),
'tenant-admin', 'writePriv'),
'tenant-ext-admin', 'writePriv'),
vmm-admin', 'writePriv'),

] r

uni = PolUni('') # '' is the Dn string for topRoot

aaaUserEp = AaaUserEp (uni)

aaaUser = AaaUser (aaaUserEp, 'userabc', firstName='Adam',
email='userabc@cisco.com')

aaaUser.lastName = 'BC'

aaaUser.phone = '555-111-2222"

aaaUserCert = AaaUserCert (aaaUser, 'userabc.crt')
aaaUserCert.data = readFile ("/tmp/userabc.crt™)

# Now add each aaaUserRole to the aaaUserDomains which are added to the
# aaaUserCert
for domain,roles in userRoles.items():

aaaUserDomain = AaaUserDomain (aaaUser, domain)

for roleName, privType in roles:

aaaUserRole = AaaUserRole (aaaUserDomain, roleName,
privType=privType)

print toJSONStr (aaaUser, prettyPrint=True)

cr = ConfigRequest ()

cr.addMo (aaaUser)
modir.commit (cr)

# End of Script to create a user

\

MEXF—Z2FEALZRADE

1R SR
WOBEHRPHE SN TWARERDH Y 7,
« HTTP A ¥ v K : GET, POST, DELETE
« BREND RESTAPIURI (7 =V A7 3 v &G
« POST ZLRODGE . APIC [ZHE SN D EREDO A m— R
o L—HD X.509 FEHIEO A I S5 RS —

o APIC O =—¥ X.509 FFBHE D554
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B azr—smmLr-s8050y

ATy

ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

FIE

HTTP # Y v K, RESTAPIURIL, BL VA v — &2 ZOIAFCHEFE L, 7 7 A /VICRFLE
ﬁ‘o

OpenSSL TEA ZFHH T 521X, ZOWEKET — 2% 7 7 A VITRFTHRERHV ET, ZO
BITIZ. 7 7 A /L4 payload.txt 2 ] L £97, % ¥ —Iduserabckey & V9 7 7 A MiZH D Z
LIZEELTESN,

51
GET O :

GET http://10.10.10.1/api/class/fvTenant.json?rsp-subtree=children

POST D :

POST http://10.10.10.1/api/mo/tn-test.json{"fvTenant": {"attributes": {"status": "deleted",
"name": "test"}}}

payload.txt 7 7 A JWIZIE LWMEBRN G ENTND Z L 2R L E T,

7e& 21, BiOFIETR LI LD REUSFIZEH L E7,

GET http://10.10.10.1/api/class/fvTenant.json?rsp-subtree=children
payload.txt 7 7 A /VIZIE, IRDIERDHE DO HLENH Y £7,
GET/api/class/fvTenant.json?rsp-subtree=children

payload 7 7 A WAEVER T 5 & ZIZH LVMTEIE S TER L T RWnWZ L 2R L £ T,
il -

# cat —e payload.txt

WERITL LI Hjj]O)ﬁ%%% SFEERH IR L ET,

GET/api/class/fvTenant.json?rsp=subtree=children$

& DY6 . Payload. 7 7 A VAR L7 & EITH LWVTMERL SN2 2 & 2B L £, payload
77 A NVOAERRRFCH LWVTAMER SN D Z L 2B <ITiE, kO X Hea~vy REfERALE
j—o

echo -n "GET/api/class/fvTenant.json?rsp-subtree=children" >payload.txt
OpenSSL Z i LT, fMEF—E XM u— K 77 ANV EEHLTELEZFHRELET,
1 -

openssl dgst -sha256 -sign userabc.key payload.txt > payload sig.bin

Eﬁkéﬂt7 7 AL, BEITICHFESNZBELARH Y £7,
base64 AU B AL F T,

51

openssl base64 -A -in payload sig.bin -out payload sig.base64

Bash Zfli ] L T, B4 LBATLFEZMY FRE £,
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ATvT1

ATvT8

REIBLUVTHY Y vy

wEr—zamL-Ea0iE ]

1 :

$ tr -d '\n' < payload sig.base64

P+OTqKOCeAZ17+Gute2R1NW80Ggt zEOwsL1x8fIXX14V79217
Ou8IdJHICBAW6CEVAICXgkv3KaQszCIC0+Bn0703gF//BsIplZmYChD6gCX3£f7gq
IcjGX+R6HAQGeK7k97cNhX1WEoobFPe/oajtPjou3tdOjhf/9ujG6JveRo=

G¥) ZhE. ZORBEOERICE L TAPIC IZEEENDIEL T, FOMOERT
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APIC-Request-Signature=P+0OTgKOCeAZjl7+Gute2R1Ww80GgtzEOwsL1x8f
IXX14V79Z2170u8IdJHICBAW6CEVAICXgkv3KaQszCICO0+Bn07039F//BsIplZmYChD6gCX3f
79IciGX+R6HAQGeK7k97cNhX1WEoobFPe/o0ajtPjOou3tdOjhf/9ujG6JIveRo=;
APIC-Certificate-Algorithm=v1.0; APIC-Certificate-Fingerprint=fingerprint;
APIC-Certificate-DN=uni/userext/user-userabc/usercert-userabc.crt
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#!/usr/bin/env python

# It is assumed the user has the X.509 certificate already added to
# their local user configuration on the APIC

from cobra.mit.session import CertSession

from cobra.mit.access import MoDirectory

def readFile(fileName=None, mode="zr"):
if fileName is None:
return ""
fileData = ""
with open(fileName, mode) as aFile:
fileData = aFile.read()

return fileData

pkey = readFile ("/tmp/userabc.key")

csession = CertSession ("https://ApicIPOrHostname/",
"uni/userext/user-userabc/usercert-userabc", pkey)

modir = MoDirectory(csession)

resp = modir.lookupByDn ('uni/fabric')

pring resp.dn
# End of script
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