A—YF7HOER, BIABSELVTHOUT+«
2l

ZDEIL, WORNETHERINTOET,

e TV EBAMED U — 2 7 u—DAERE (1 =—)
2= T IR BABLOT YT 4T 28—)
el Ay RALY (4—7)
cGUI ZfELTr—HL RAAL UEERTD (53—)
T NS B—FET D 8X—)
e —h )L a—HFOHRE (13 3—)
c VE—F 2—Foi%E (17 3—)
« Cisco AVPair Zffi [l L 7= APIC 7 7 & % 1 ® Windows Server 2012 LDAP Ok (22 ~2—
V)
* LDAP 7 7 & A ® APIC OF%E (24 ~—7)
* Cisco AV XT NRFELTWEINRETHDLVE—F 22— DT 74 /L NOIMEDEE
(25 =)
e BLHR—AD KT YT g IO T (26 X—)
cTHhULT 4T (33 %—=Y)
HHF—ERE LTOINT Ry NT—7 ~DI—TF v REEGORE L HaHE®R (34 ~2—
%

T O RREDT— 7 0—DIKRFRRZR

Cisco Application Centric Infrastructure (ACI) RBAC D/L—/WIZ X - T, 777U v 7 BE~DT
TR RN D0 —E~OT 7B ACHIRLET, 72L& 2IEX X7 A2V =T 7
TAHDOY =T AL v FEFRETDHIZIE, 2T A LTWBEIE N infra FAA IXT D
HERAZF > TV DRENRH Y ET, 774/ b TIH, 7T MEBEE L intra KA A ST
DHERZFF > TWEREAL, ZOHE, V=7 AL v FITERINTNDERT A Z )L F—3D
FERHZFHE L TWDT T NMEEEIL, ZOEDICHERTXTOFIELZFETTHZ LIFETE
FHA, T MEHEHEIL, infra NAA VKT HHERZFSTWE 777 ) v 7 EHE L
BETOMERHY T, 777V v 7 EREIL 7T MEHENACI Y —7 ZA v F I
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A-—HTFTHIER BEASLUTHYVTF4V5 |
B = +»75ex gassvrrvrs oy

B S NT=RT AN P —NEFHT T ) r— gy R U—%8 AT 5703
HAAL FHRER) T —%vy v T v 7 LET,

A—HTF7I0EX, BRABEUVCTHOT42T

Application Policy Infrastructure Controller (APIC) 7K U 3 —{%, Cisco Application Centric
Infrastructure (ACI) 7 7 7'V v 7 OFFE, @Br], BLOT U T 17 (AAA) HERELE
BLET, 2—PHR, m—1, BLORAL L ET 7 B ARROMEKEMAEGDED Z L1
0. BHEEIIMGLE NI HETERNS ATV =7 b LUV T AAABREZRET 52 &
WTEET, ZhHORIEIX, RESTAPL, CLI, 7213 GUI il L THFITTE £,

\)

GE) wmlAy RAAL AR LTFEBRAD ZLITTERVEWIBEMOBIRNAH Y £, £/,
n7A v AL La— P22 bEXFHIT 64 XFHBAL 2 LITTEEH A,

RILFTF2 rOYER—F

=17 Application Policy Infrastructure Controller (APIC) OWNIi7T—4% 727 A 2> krn—/IL &~
AT LZRY, v ATF Ty MR RE S, T METOREAEROIRRABL 1 S E
T B /EEIAZOHKINC LY, TF o M X DMoT F o FoORE, #aHEH, EE,
FRFANS N T2 OB S E T, FHEIC L o THAID HERNED YT Hik
WERY . Ty MET 7 7Y v 7 OFRGE, R — BEHEW. BE, EiEA N0 omiA
o sl S ivE 4,

A—HFTF7OEvRX A=), ¥R, Ex¥a2UT4 FAAY

APIC CTit, n— X=X 77X 2> he—/L (RBAC) &/ L C2—HF DO — L~ TT
72 ARRMEE N E T, Cisco Application Centric Infrastructure (ACI) 7 7 7' U v 7 = —H% %, &
R BTV ET,

CHFIERFEZIIAZ L 0 —)b, 2—PFIZED B TENZ1OLL EDOMHERDE v h T,
cHEROE Y b, 2—FNRT 7 AT LEHENRAT V=7 b (MO) Z2RELET,
e — )LV LDMERF AT TR L, BAHARDEH, AR /EE AL

e A—WPRT 7B ATEHEHERY U — MIT) D—# 250+ 2515 Eovrda U7 4
KA BT

A—JL &HERR

FERRIZ S AT AINDORFEOMEEIC KT T 27 7 B AR L £3, ACI7 7 7'V v 7%, BH
KRBT =27 b (MO) LIV TT 7B AMERZEHR L E T, T XTOAT V=7 ME, Fid
H Y ATREZRAERR D Y A R & EXIALRFREZRHMEIR D U A N 2 REF LTV ET, ReE OREREIZ XS
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21— 7oex:a—L, w8, v¥au7c KA1 [

ST AT RTOF 7TV =7 MIid, FOkRE m&ﬁ@i%ii%MA)XF®%@ﬁﬁﬁé
NET, 7V =7 MIBINOBEIZHIGT 2HERH D720, Z0 U A MUIEEOHERN
BENTVWEHEERHY T, #HEE G — RN —FIZE D éf%ﬂék FDa—HIT

(=

FEAHELD U A NDFAIY T 7 B AEBRETHHEELS TV 2 b~DFAHEY T 7 7 A

DG, BEBEALY A IDEZRALT VB AZIEET HAT V27 hDEZRALT 7k
AP G SN ET,

7oL 21X, [fabric-equipment) I, MELT7 7 7V v 7 NOKEIKHET 2T X TOFT V=7
b ~DT 7 A EHIEHT D2HR T, W7 77U v 7 NOBSRICHINT 247 =7 b

( TeqptBoard) 72 &) 1Zi%, H#tE Y A MT [fabric-equipment] 3% E£4VE T, TegptBoard] A
7= ME, [fabric-equipment] HEFRDFEATY BEHT 7B A%ZFFrRI L £, [fabric-admin]
7o EOMEIR Tabric-equipment] 23D ¥ THNTWB 22— (2L, TeqptBoard)] A7 =7 k

\)

DAV GHT 7822 E ZNOOWERA TV =7 b~DT 72 AN ESNET,

6=

—Eor =IO —ABNEENTWET, ExiX, 7 NEEE, 7T v o E
HE., 77 2AEHERL D admin) 2—/WiE, RIURNR—2L%2Foa— LD 7 )L—7T
9, 72& 23X, laccess-admin] (% laccess-connectivity] . [access-equipment] .

laccess-protocol| . F LN Tlaccess-qos) D7 /L—7"C, [FAFRIZ, tenant-adminiX [7F > b |
NR—=2Du—/)LDF)—"7"T, fabric-adminlL 777V vV | "R—=Z2ADa—1D I )N—7T
7

fadmin| B —/UITIZT X TCOMERENPEENE T,

17—/ EHEROFEAIZ DWW TIE, TAPIC r— L EHE[R~ N U 7 A ] 2L TLEE0,

F2YTA ALY

X2 UT 4 RAAL L, ACIMIT A7V =7 MO EDOY 7 U —IZBEEAT S
27T, I2ExiE. TNV ENOTFH R Tecommon| 121X KA A > Z Z common D3fFUNT U
F9, FEEIC, FFk7e RAA U B T a11 DG, MITA 7 V=7 NV U —2KREENET,

BEHET, MITA T V27 NEBICHAZ L RAAL L X7 HEOVBTHIENTEET, 7=
LR, BEEX Tsolar] EWOAFIDT F 2 MIRKAAL L Z T Tsolar) ZFEIY B THZ LN
TEFET, MITHTIE, BEDA T V=7 "IN X2V T 4 RAAL L ELTH T T
XFET, LEZFE TFTUMNIEEXF2 VT 4 FAAL L ELTHIHITTHIENTEET
N, T MO T V7 MIXTEERHA,

N

GE)

R6.12FET) X2 UT 4 AL LVHNO/NRAT — RBEE/NT A—2%, [hAR LEH (Custom

Conditions) | Z1ERKT 50>, FoXRESN TS [WIFhHD 3 DDEHE (Any Three
Conditions) ] Zi#R L THR TX £7,
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B ooy rxay

A-HTFIER BHESLUVTHYIUTFaT |

\)

GE) R6.13 L) X2 VT 4 RAALLHNDO/INAT — RIRENRT A —2 3, [h A2 LEH
(Custom Conditions) ] Z1ERT 52, /INCF, BT, FFRXFE2 A0 [TIHIL LD 3 DM
%t (Default Three Conditions) | #i%R3 25 = & TR TX £,

I—PFERERLTE—ALZEY Y TTYH, T EAMEIENCRVETA, 1 DU EOEX =
V74 RASLNCFO2—VFEZE VLB TCHZ L HLMETY, T 74V ETIE, ACL7 77V v
TITFRMER SNTZIR ORI RAA U R EERTWET,

e a1l : MIT & ~D7T 7 & X% FF7]
* Common - 777U /7@#\@%7571‘/317 }‘/"j_7“/ J "“\@77'{ZX%§£FEJ‘

cvgnt : 77 TV v IVEBA T2 MY TV —~DT 72 A LA

\)

o4y

CE)  a—¥or LT vy VR LRWERSRA 7Y =7 ORI #EOSE . [DN/Class
Unauthorized to read] TiE72 < [DN/Class NotFound] &\WH =T —2GRENEd, =—F D7
LT Uy Y ARHER LR WEBSI G A7 Y = 7 b ~DOEE AL BEDOS A, THTTP 401
Unauthorized] & W95 =T —2NGRENET, GUI Tld, =2—VF D7 LT ¥ /LFFR L
T a DS, FRENRW, FIFS L —FRENET,

HENCERSINT—EHOEENRA T o2V b VT A% RAAL CEEMT A ENTEF
T, INHDT TANF—NN—TF v TEHZ LITTEERA, FAALOBENMNT ZYHR— b
577 ADH

LAV 2BILNLAYIDORY NU—F TEBINZAT V2V b
eIy NT—7 TaTr A W, LAY 2, LA 3 FHRL)
¢ Quality of Service (QoS) AV I —
RAALNCBEHEMIT 2 2N TEDLAT V27 MBMEREND L, ==X, =2—FDT7 7%

AMEDHFHANTA T V=7 MTRAAL 2RV B TOHLEPRDY ., FAAL L OFID LT
WOTHEETEET,

BB~ VEE(VMM) RAAL U EFx 2T 0 RAAL L ELTHEIFITESNTHD5AE, &
X2 U7 4 RAALUNOZ—VE, fHET DX TFEVMM RAAL N7 7 BATEET, &
L ZIE, solar EVVHIAFIOTF 2 MZsunEWH X2 U T 4 RAAL L DH TN TED,
VMM RAAL 2 sun & VNI EFXF 2 U T 4 RAAL DX THRFNTWBEE, solar 7 ) > b
WNOZ—FIIEHBDT 7 AMHERIZHES T VMM KA A NIT 78 ATEET,

FAA Y

RIAY RAL T, 2—=FORIERAA EZERLET, 7 A2 FAL T =0,
LDAP, RADIUS, TACACS+, DUO, SAML. RSA. F72i3 OAuth2 F8iEA =X L& RET
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| 2% 72122 BABLVTHIVTA VY
GU ERALTO—AL FAqoamss [

XF¥9, REST, CLI, F77IZGUIMNL VAT AT 78A$ AL, APICICE D =2 —HFIFEL
WEEE R A A VA BIRTE £,

72& ZI1E, RESTVFH U A TlE, Beinl A4y a—F4N RO LI ICEREND LI

W4 ORI SCFHN M E F T,

apic:<domain>\<username>

VAT AIGUI NS T 7B AT HEEIX, APICICK VBRI 22— DO RASL D RKa v
v UARNRN N ET, apic: domain NIRE SN2V fi F 7 4 )b N DFRRE R A
A =R —FHORBIEH S NET,

ACI N— 2 > 1.02x) LIFR, APICO T/ A RAAL Y T =Ny 7 OT 7 4/ hMin—
HNMNZI2 > TWET, T 74/ FBREE 2 Y —AFBREFEN EBL L b IEa— DNV HIEICHE
EENTEY, WHFOHFEa—h L FiERa— VGBI BB 7 4+ — "y 7 LIRWEAT
B, APICIZIEZr— W NVREEEEA L CT 78 AT 52 N TEET,

APIC 7 4 — /Ry 7 0 — N VREREICT 7 B AT 5I121d, ROXLFHN MR L ET,
* APIC & A A »F Dl 50 REST API, GUI, ¥ XU CLI T apic#fallback\\username 3C 5]
EHRALET,

« apic:fallback\\username X 7411%, REST API & GUIIZOAFH L, CLIA > X —7 = A A
WIEFERALERA,

\)

GE) 77— RNy ulAy RALFELLRNTLEESN, ZETLHEL, VAT Abry
JT U FSNDLAREENRDH Y £,

GUI zERLTA—AJL FAA ‘/é"ﬂiﬁiﬂ’é

SAML 3 L OV OAuth 2 DAV — 3 — 12 X AFREEIL. EEHED CiscoAVPair ~— X OFREEIZIN
2. =W —=TN—T D~ TN —HFRIZESNTITOND LD I27e 0 £ LTz,

1R HAEINIC
« Cisco Application Centric Infrastructure (ACI) 7 7 7' U v 7 233% & & 41, Application Policy
Infrastructure Controller (APIC) 234> 7 A 27> TE Y, APIC 7 7 A X BB ST
EFICEEL TS Z L,
e T AL RAL U, LIV A, UE— M= N—T R X —F a—P—Tx L CREGE
RAL UV HEHZRTEET,
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B cuzsmLco—nn krqvERRT S

FIE

ATv 1
ATvT72
ATv73
ATv74

ATy TH

A=a— =T, [EE (Admin) |>[AAA] DJRIZER L E7,

TS —vary e KT, [FREE (Authentication) ] Zi#RL £,

E¥~_A T, [AT A4 EAAL Y (Login Domains) | ¥ 7 &R L £,

(723> (Actions) |AHZ > >[A54Y FAALDERK (CreateLoginDomain) 1% 2 U v
7 LET,

[B5 A4 FAAL 2V DER (CreateLogin Domain) | ® [—f% (General) |21 > C, K%
fRELET,

s =PI LT R AL VA,
Ay RAAL DA,

e T 7TV FNRARIT VAT HZUT 4T 4 BAANEFRIZT A R) O ID iR
THEDDLIL, [LILL (Ream) | Rry X T URMIHLA T ad, LIF
Tt I TWVET,

1. FRGEHRADIUS 7' | :/v%%f 45U E— bk Y —23DF )L—T1Z5%9 5 RADIUS
TanNg B— T —T

2. #GFH TACACS+ 7' b :/I/%%T F2BYE—hK =T N—FITXT D
TACACS+ a3 X — 7 )L—7

3. Mﬁﬁumy7mk:w%%f F2VE—F Y —1"OTNV—FT%9 %5 LDAP 7
RS = T —"

4., FRGEHRSA 7o barz Y R—rT2HVE—F =DV —F1Z%F 5 RSA 7'
A H— T —F,

5 WFEH® SAML 7'va f L& ¥R — 95 SAML a3 Z— U F— f—s3—,

6. FRFEA OAuth2 7o ha )Lz R— b4 5 OAuth2 a3 ¥ — J £— hHh— 31—

G¥)

LDAP. RADIUS, TACACS+NF 74/ hDEX 2 UF 4 AV vy FELTHEESNTEBY., =
DHEAT a7 THRESNEZHEET LI a N, X — T —TRNa—% a /o oI TE R
WA, FRCE DT X9 Il SN TOZRWER Y | Cisco APIC r— R—T{X 7 +—/L/ v 7
n—H VEGHIET SN EE A,

Cisco APIC 23 ID 7' a3 X —|ZBET D720 7 a X v —_—%2 N LT 5551, ®His
THTeXY T RLAZERLET, 7o EOMHRIT, [VATL (Sygtem) 1>[V R
T LERE (System Setting) 1>[FRF S R — (Proxy Policy) @ Fich v £4, [FAEF
v Ry ~>— ( Proxy Policy) ] A > G, #8872 URL % [HTTPURL] £7-1% [HTTPSURL]
74—V RIZANLET,
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| 2—%75€2. BESLUTHIVT 425
GU ERALTO—AL FAqoamss [

ATYT6 FREINTEATVa v OFFMEANLET, FRINDIAT v a 3@, SR L VILLA
ICES W TWET,

I L7- LILLD RADIUS F 721X LDAP DS, RDOA T a U RERINET,
s LIWLYTRALTLLTC[TIAIE (Default) 1£721Z[T a4 (Duo) 1ZEIRL £,

 [BR7E (Settings) ] %A > C, [RADIUS(FE=[XLDAP) 7 O/\4 #—D;EM (AddRADIUS
(or LDAP) Provider) | %27V v 7 LTTa A X —ZBR EI3MER L ET (RO [T
4Lk (Default) | A7 a v EBBIRLEZEGES) o [Tad (Duo) |47 Y a v 2R
L7841, [RADIUS(F =X LDAP) 7O/34 £ —®M3EN (Add RADIUS (or LDAP)
Provider) 1227 U v 27 L TFu (X —Z@IREITER L £,

TR U7 LILLDS TACACS* £721Z RSA DS, IROF T a U RNERINET,

o [BXFE (Settings) ] %A > T, [RSA (F7zI&X TACACS+) FO/\A4 4 —DiEM (Add RSA
(or TACACS+) Provider) 1% 7YV v 7 LT, 7/ A X —%& IR FE I IIER L E T,

BRI LU7- LILLDS SAML £721% OAuth2 DS, ROV a v RFEREINET,

* [BXTE (Settings) %A > T, [SAML (F7z[Z OAuth2) 7O/3 4 & —m#ER (Select SAML
(or OAuth 2) Provider) 1% 7 U v 7 LT, 7r A X —Z2RIRNEIIMER L ET,

« [SAML (F71=1% OAuth 2) ZBEEMEIR (SAML (or OAuth 2) Authorization Choice) 1213,
CiscoAVPair £ 7-1% GroupMap DWW T i Z2 i8R L £ 9,

+ CisCOAVPair # Bl L7356, AMIREREY — /N — T E S 4172 CiscoAVpair OFE/ LT
FNZHADWTIKGBE I E T, M55 IDP 725 CiscoAVPair DEZZAET 5 & ZHUT)s
T Cisco APIC TixV E— b2 —VITHERZEID B TE T,

s GroupMap Z#IR L7254, SMIERAEY — N— TR SN - 7 v — T EHRICE SN T
AR ENET, CiscoAPIC TlE, AFIDP 52— W — 7 N —TERAEZET 5 L.
Cisco APIC (M SNz —H— T —T7Z L IRE L, TS L TY £— h 2—
PHEFRZEID 4 TET,

GroupMap Z Ml L727KG8IC X, KD 2 DDIBNII/NT A — X BLETT,

[ I—TREM (GroupAttribute) 12 AN LET, ZZTANTDHIA—T B,
IEBERAE — R =D I N —T R E — B L TWAMERH Y £, SAMLOBEA., 7
N—T@MIL, SAMLIAP H— R_R—IC X > TEFBENBINED I NV—T TH— a3
DEFTE BT HLERDH Y £9, OAuth2 DA, 71— 7@MElE, OAuth2 ¥—
NR=ZX > THEEENDIWT JSONWeb b —727 V) DT N—THRE —Fd D03
NHFET,

Example: memberOf (used in Active directory), Groups or groups (used in ping
ID/Okta)

F72. OAuth2 DA, IDPN S 7 N — T EREZEWUNCZET DI, fibdT D Aa—
7T 0Auth2 7' a8 Z—FERTTHER SN TV D Z E 2R L TL7Z&V, B : openid

profile groups
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A-HTFIER BHESLUVTHYIUTFaT |

[A—H— Y IL—TF <y T I)L—IL (User GroupMapRule) | &, [2—H— T IL—TF
<y 7 IL—ILDEM (AddUser GroupMapRule) 1227V v 27 LT, BIMLET,

[A—H—FI—TF Ty TIL—ILDERK (Create User Group Map Rule) | E& T, &

DFAEANTILET,

1. [%&El (Name) | 7 4 — NV RliZa—Y =T N—T <o T V— VD4 E AT L E
TO

2. [#BA (Description) ] 7 ¢ —/V RiZ, @HZ AN LET,

3. [YI—T4& (GroupName) | 7 4 —/L FiZ, 22—V —NETHr2—H—7 /1 —

TDOA4RTEANTILET,
ZZTCAN L= =T —T0n, AN — "= —F— T —7 L —F L
TWAHZ EEFHERLTIEEN, Tk, MR — =525 LI RGEE H %
FRRET % 72812 Cisco APIC IC X o> T Sk 3, #ERIZ, =2 —F—DET S
A== N—TESNTERESINET,

4, [A—Y—HER (User Privilegles) | # &7 5121, [2—Y—1ERDEM (Add
User Privileges) 127 U v 7 L¥7,

5 X2V T 4 FAALUZBMT DT, [EFaUTa FALDDER (Select
Security Domain) | #27 UV v 7 LT, RSNV AR EF2UT 0 AL
CEBRLUET,

6. [A—J)LDFER (SeectRole) | %7 Vv 7 LTr— /a2 L, HRY A7 G
ALY FFEZIAL) FEEMNT, Ty r~v—2 %70 v 7 LT, HERE
a2 — U\ Z BRI £ T,

SHlZr—/LZBMNT 52X, [B—/)LDEM (AddRole) 1227 VU v L, HIR
% BEAF I £,

7. [A—HHERDEBM (Add User Privileges) 1 7 >~ R T, [:BM0 (Add) |1 %72
Vw7 LET,

8 [A—¥—UIL—T Ty T IL—ILDEM (Add User GroupMapRule) 1 7 1 > K

7 ¢, &R (Apply) 1227V v LET,

ATy 1 [ATA4 2 FASL DR (CreateLogin Domain BEE) |1 T, [{&7F (Save) 127V v/ L%

7o

JONA X—%ERkT B

ZOFEIHE - T, BRAEAR T baro T a g F—aERLET,
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FIE

ATvT1
ATvT2
ATvT3
ATy T4
ATy 75

ATvT6

Janqs—zkmsTs |

1R BHHIIZ

PRRERGR T e b anr DT aNg X — e T D RIOEET D RiHRSLMIC O W CIE, BET 5
Zabalrokvs g THEALET,

A=a2— =T, [BE (Admin) ]>[AAA] DIEIZEIR L £,

FTEesr—vary e RUT, [FREE (Authentication) ] Zi@IRL £,

E¥~A T, [FRNA S (Providers) | 28R L 7,

[72 3> (Actions) |>[FB/N\1 A DIERK (CreateProvider) 127 U v 7 LET,

ForanZ[FTRNA FDOERL (CreateProvider) |#ijaiC, [{RR FA/NIPF7 KL R (Hostname/
IPAddress) ]. [EtBA (Description) |Z AL, Fry 72 UZX 6 [LILL (Ream) ]
ZERLET, LILL THEAFREREREIIRO L B0 T,

* RADIUS

* TACACS+
* LDAP

* SAML

* RSA

* OAuth 2

TaNA =T D004 T a VFEINTHY, BIRLIZLILALIZS U TE L L E
T BUINLTHETELF T a L izonTid, UBOTFIETHELLS#HHLES,

(fEE) RADIUS ([COZ@HFIRE : LV A BT 2 A TaBRLET, [LILLYTE2A4T
(Realm Subtype) | Z3&IRLET, 47> a i, [FT74L b+ (Default) | £ [Fat
(Duo) ] T, Wiz, UUFEIHELET,

¢ RADIUS — =D /R AT — R fERD =0 9 —ERAT— K2 AN LT EE,

« [BISEATRE EPG M58 (Select Reachability EPG) | %27 Vw7 LT, =  REAS v~ 7
N—T R BIR L E T,

* RADIUS D% —E AR — ~EE, FEETE H&HIL 1 ~65535T9, 7 7 4+/L MEIX 1812
<7,

CFRIET 0 bAoA T a iE, [PAP]. [CHAP]. [MS-CHAP] T4, ZoO4 7Y a i3,
[T7#4I) b+ (Default) 1% [LILLHTARA4T (RealmSubtype) ] & L TRIRLEGEIC
DI, TRINET,

« RADIUS $—/"— L DEEX A L7 7 b, BRVREMAIZ0~60FTT, 774/ MES
BT (VWA FTIALT 0 T T4V NORE) o 7740 MI30PTT (Lrs ¥
2 A7 :Duo) .
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* RADIUS = R7RA v MBI D B OHERITRIEL,

 EIR Y — A A ST 212, [BR) (Enabled) | F= v/ Ry 7 2EF A
LT, ALa—#4 LAY —FE2 AN LET,

ZOFNEIX. RADIUS 7 A X —#EkH T, 2T, FIE 1212t LR TEE T,
ATy T17 (A7 a > OFET TACACS+ IO R ) waEIEELET,
e TACACS+H—"—DRAT— R : fEZB D= DIZE 9 —ERAT— K2 ASTLTL &,

« [BZEA[HE EPG MEIR (Select Reachability EPG) | #27 U v 27 LT, = RARA U T
N—T R L FE T,

* TACACS+ DV —E R R— +FK 5, FBETE HHEPAIL 1 ~ 65535 TF, T 7 /L MHElL 49
‘/C“ﬁ‘o

e WRET 1 R VDA T g iE, PAP, CHAP, MS-CHAP T,

* TACACS+ —R_—L DEEHX A 27U b, Hh&HIZ0~60TH, 774/ M5
»Td,

* TACACS+ T Rk A o MIHERE T DB O FRATIRIEL,

« EHI R — N —ER AT DI, B3 (Enabled) 1 F= v /Ry 7 A% A iC
LT, FALa—F—& L AT — K2 AHLET,

ZOFEIX., TACACS+ 7 N A X —DFRTEHATT, T, FlERICHETZ ENTEET,

ATvT8 (7> arOFIETLDAP IZOLGEH) LA VT XA TEEIRLET, 72 3 0T,
[T74J)L b (Default) | £721% [Ta4 (Duo) ] TF, KiZ, AFEBEELET,

«LDAP T 4 L7 KU d— NigkBII4 (DN) .

«LDAPX—ZDN : APICNY F— b —Y—T H U s ¥ T 5 LDAP — X—HND
T ENRATT, IR AY — RBREESN AL T, 74X EEHL T,
APIC 7 Cisco AVPair |ZfE T 57 OICBER L TCWB Etgd ol £,

¢ LDAP — R—D /AT — R, ERDTZDIZEH 9 —ERAT—REZ AL TL7EEN,

* LDAP O —E AR — hEH, FHEETE BFFIT 1 ~ 65535 CTF, 7 74 /v MHIZ 389 T
j—O

« [BIZEATHE EPG ;&R (Select Reachability EPG) 1#7 Vv 27 LC, = KARA L 7
N—T 2R £7,

* LDAP r—R_—L DBEX A LT U b, ARNREMITZ0~60TT, 774/ MI30R
<7,

* LDAP = RARA » MZEERT DO FFATEIH,
«[B%) (Enable) | F=v 7 Ry 7 A&A 12 LT, SSLEANZLET,

« SSLAFEDREEL Vv, IROF T arndb 7,

B 2 ¥79€R BHESLUVTHYIVTAVY



| 2% 72122 BABLVTHIVTA VY
Janqs—zkmsTs |

« B2 : DUO LDAP SSLEEFAEDRIEOZWNI ARSI >T Ry J ) 7,

R FEBEBRETHEMAT D LUl

« LDAP J& 4,
° %D\éﬁjﬁﬁo yk@j‘70:‘/ El ?/ﬁi‘&) D i‘a—o
* LDAP/ XA ' K
« R2AT — RHg
s TANE BAT T 4 NFIX, REBERO= N OFBNHEH I &2 ERTH. £

WAL AL T, Bl (en=%) ., ZiUL. 120 Eoenfia g P ZEKLE
T, WOF T arnbh ti,

A I
* Microsoft Active Directory
o 7 A% 2 (Custom)
LDAP 7 A VHZ ZDT7 4 —/L RiZ, BIRLTT A VE XA TIZESHNCTHBIASLET
(DA INF T a D7 4VH XA (Filter Type) | iR L7285 %2R<) . 7

T4V hEBEIR LGS, 7 4 /L XL cn=suserid T, Microsoft Active Directory % 3R
Lf:i}%/a\\ 7 A /]/57 Lji sAMAccountName=Suserid '(“'9)*0

s B — S—BEEEAGINCT DI, [B% (Enabled) | F=v 7Ry 7 A%F 1T
LT, Ala—Y—£ L AU —REAHLET,

ZOFEIX, LDAP 7 u A X —#ERATT, 2T, FIERICGEDRZ ENRTEET,
&I (A7 arOFETRSAICOAREA) REFRELET,
s RSA Y —R—D/RAT— R fEEBDOT=DIZEH 9 —ERRAT—REATTLTLL7ZE0,

- [EI3ZE AT AL EPG M:EIR (Select Reachability EPG) %7 U v 27 LT, = KK A v b7
N—TZERLET,

* RSA O —bE AR — hEH, FRETE HHPHIL 1 ~ 65535 TI, 7 7 4 /L MHEIL 1812 T
‘j‘o

¢ RSA P — =L DWEEXA LT T b, ARFIZ0~60TT, T 74/ MISHT
j_o

¢ RSA = R7RA ¥ MZHEHET HEEOHRAL TR,

 EMIR Y — N — B AT HIC1E, (%) (Enabled) | F= v 7 Ry s REF 0T
LT, Mla—Y—£ L AT —REAHLET,

ZOFNEIX, RSA T A X —HpkHTF, 2T, FlER ICELZ ENTEET,

ATy (A7 a3 OFETSAMLICOREN) LT EELET,

14 F7oER BiEsLUVTAIC T4V I}



A-HTFIER BHESLUVTHYIUTFaT |
B oonvs—znmy2

«[ID Z7R/84 4 (Identity Provider) ] (IdP) , # 7Y = v %, ADFS, OKTA, PING
IDENTITY T,

«[IDP AR T 5 A 4T —4 URL (Metadata URL provided by IDP) ],

ADFS D4 . IDP ARHE T % 4 2 F—4 URL I3 https://<FQDN of
ADFS> /FederationMetadata/2007-06/FederationMetadata.xml & v 9 U2 0 £97,

Ping ID {ZDWTl&, Ping ID #r— "—Dffpkt 7 v a2 (SAML 77V 7r—3 3 »DF)
ARF—HURL V7 &abv—L%xE7,

* SAML X—Z2DH—EZAD[IdP T T 4 T« ID (IdP Entity ID) ],

=R TN M X T 4T 41D THDH[SPTUT 14T+ ID (SPEntityID) & AJ)
LEd, DIV —EX Fu g bl caxd, BliTkosk) T,

https://apic-id/api/aaaloginSSO. json?name=domain-name

AP N T T A _X— K CAIZ L > TEL ENTWAEEAIL. BRI D:#EIR (Sdect Certificate
Authority) 127 UV v 7 L CGREERZIEIR L £ 77,

cGUI UEA L7 b —, ZIILZURL /203 A v B—UNARETY, ZOIEMRIT. PRGE
DFEDIZ2—F—NID Ta X, X —0a A o RXR=VIZVE A L7 FINDENIERS
nEJ,

¢ SAML H—R_R—LDWBEX A 27 U b, HHRFEAIZO~60TT, T 74/ MISHE
*(\\‘a—(]

s Ku vy 7 X URI0E [B4T /L3 U XA (Signature Algorithm) ] 28R L £97,
«[A%) (Enabled) | F = v 7 Ry 7 ZA%A LT, BEALENTZSAML 79— 3
SAML JEZEDEL DT H—3 3 >, SAMLIFEERDEL . SAMLIGE A vE—Y DEA
DT _RCEIT—HEEIMITEET,
ZOFNEIX, SAML a3 X —fEHTY, 2T, FlE 12 IR ENRTEET,
ATFYTN (7T aDOFETOAwh2 ICOLEH) UTEEELET,
¢« 7 IAT L MID:IdP LD APIC 7V r—a Dy 747 2 Mikbl+,

cAPICT U —avDI 54T i —2 by b, WEREOTED, bH)—EI54T
hy—2 ULy bEATTLET,

e =P —LFR, b= Oa—Y—REME, fl: 2—1 BT,

« #iPH, OAuth2 &> U X b, #l: Topenid 7’m 77 A V] , 2—W— L —TEHE%
B3 2121E, WP 7' m A A X —THER SN xhc T o A a—7%2BMLET, fil: [openid
Tazy AN TA—TF]

«OIDC 7’1 h2/v@ [B%hiE (Enable) | 721X [#%hik (Disable) | &R L £ 97,
«[B3#Mt (Enabled) | F=v 7 Ry 7 A& AN LT, M7V DELERIELET,

B 2 ¥79€R BHESLUVTHYIVTAVY
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n—nra—vonE [

cJWKS = RRA v b, b—7 VERAET D72 D JSON Web ¥ —F v~ b (JWKS) , =
DT 4=V R, b= VEBLOBIEEZANZL TWDLHEAICOAERINET,

¢ FBFET Y FARA > b, IdP =2 RARA > FFEGEE URL, IdP H— N—n 5380 RARA >

AICMA

MBS LEST, ZDO7 14—/ Rid, OIDC 7' 1 b I LRI REEICOBFRINET,

e h—J L TV RRA U, IdP = RARA L N h—27 2D URL, IdP $— 33— 8 h—2
VU RRA Y NERALET, 2D 74—/ i, OIDC 7 u k I LN RIEE1Z0
HERINET,

« %4776 URL IdP H— "= B H(TH D URL ZBfF L £9, D7 4 —/L FiZ, OIDC 7
7 N I VRHHIRGEIZDORFRINET,

PR T TAR—FCAILL > TELEINTWAESIT. [FRABDEIR (Sdect Certificate
Authority) 1227V v 7 LT, BiEREZB/IRNL ET,
« [ZIZETTRE EPG M;&IR (Select Reachability EPG) |22V v 27 LT, = FRA L K &
I—TH IR £9,
* OAuth2 — =L DEEX A 2T U b, ARHREHIZ0~60TT, T 740 MISH
<7,

27 =

cGUI Y ZA LY hNF—, ZHITURL £I1IA v =N 0RETY, ZOFRIL, 37;
DEDIZa2—Y—=RNID Fa X, F—oa A o R_XR=IIZVE A L7 FENDHENCERE
nEJ,

ZOFEZX., OAuth2 Fu XA X —E A9, 2T, FIE 12 1Tz N TEET,

ATw 12 [1RAF (Save) 1227 U v 7 LET,

—_ —HmMEL=

A—AJ) 2 —H5DRE
PHOREAZ VTS T, BHET D7 POARESH, BHEIIL AT MEEFEOME—O
a—H Ly 4, APICIZ. EHOMMN e —NA_X—ZADT 7R3 ha—)L AT L&Y
R—=HFLTBY, TOVATLTIE, HERDRWEBREDUNOZ—FE2ED, 22— T v
VI ESESERu—NLVTERT A ENTEET,

GUI #FRLE-a—AhIL A—HYDERTE
1R BHIIZ

CACIZ7 77U v I MEREIN, APICa Y ha—I 08474 2> TEY, APICY 7
AP SN CTEFICEEL TWND Z &,

14 F7oER BiEsLUVTAIC T4V I}



A-HTFIER BHESLUVTHYIUTFaT |
B cvzemLn—»11—vozE

e MENZIE LT, 22— N T 7 AT B EX2UT 4 RALVUNERINLTWAZ L, 2L
2T HLWwWa—F 7T H L BT L h~DT 7B RICHIBEN LSS, 7T R R
A A AXFNITIS U TE I ENET,

CLUUTEITHOZLEMTEDLAPIC— ThHU L M TERZ L,
« TACACS+ 7' 12 /3 A X —DVERR,

A=y hEX2UT 4 RAL L TOR—I)V a—YF T h 7 FOfEfk, #—47 >
N RAAL U a1l THLHEE. FiLva—h L a—HFOERICERT e 740 7
BT ME allllT 7B ATE 777V v I RIROEBETHIVENDHY F7,
H—2y b RAAL BT F U R ThH A, FiLuve—hL 2—FOERICHERT
a7 AT NI =Ty N TF YN RAL AIKHT DR A /E
ZIABT VB AMEEROT T NEEETHAILEND Y T,

FIE

ATV Tl A=a— =T, [BE (Admin) ]>[AAA] DJEIZEIR L £,
AT 72 [Navigation] XA > C, [Users] 7 YV v 7 LE7,
[Work] ~2A > C, [Local Users] # 7 # & /R L TCW\5 Z & &R LET,

RATFY T3 [MEE (Work) [A > T, ¥AI FA4arDRay 7Ly VA a7 ) v 7 L, [A—AHI
A—H DR (CreatelLocal User) ] 234K L £7,

ATy T4 [ATFYyT1>a2—HID (STEP 1> User ldentity) | A 7027 Ry 7 AT, IROEIEEZFAT
LET,
a) [LoginID] 7 4 —/L KC, ID ZBL £,

074 DL, ROTA RTA L ZTHIZLTWHRERH Y £7,
*APICHT—EToOILENRHY 7,
c BEITERFICTOHERH Y £,
1 =R XFEEMEHTEET,
P, TH—RAaT AT AL TIIEE N,
a—FTh T FOEREIE, v A IDEAEETEETA, 22—V T AU FEHIR
L, il wnwa—%F 7h 0 MaERT 208N HD £5,
b) [Password] 7 4 —/L RIZ/NAT—RZ AN LET,
L= PPN AY — REGRET HREA T, Cisco APIC IZ & > TULFORMERREES L E T,
« NAY— ROR/NRIE 8 LFTT,
« NAT— FORKET 64 X7 TT,
o HifE L CHR D IR S5 SCFHE 3 SCFERT T,

B 2 ¥79€R BHESLUVTHYIVTAVY
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eul zEALEa—nL 1—voxE [

+ (R6.1.1 £T) AT — KIZiX, /NLFE, KXF, HF. 5025, 32U LD
THA 7"73?@&%62%75\3@ =

« (R6.I2VIKE) NAU—RMEF = v 7 OFRMITN U T, OB 27T LEN D
V) \gz—g—O
« T 7 IV NRUENEOHE
o INAT— RIZIX, /MNXF. KXF, HF, g5 H b, 32U EoXFH A

TREENDVLERHY £3, R6.13 71D, NATU— RIZI/NF, BT,
READ3 DT XRTCOLTFTHA TREENDILERH Y 7,

o AL BRHENERNOLEE. IROFEMHENG 3 DL EEEIRL £,
e NAT—RIZF < b 1 DORXLFEEODDILERDH Y 7,
¢ NAT— RIZIFD 7 EH 1 OO/ FEEDDHLERDH Y 7,
¢ NRAT— RIZID 72 EH 1 OOETEEDDHLERH Y £,
e NRAT—RIZE, DR LB 1 ODREEEDLLENHY £,
¢ NAT— FIZER—0XF% 3 EU EER L TEH L 2 LiFTE A,

o NAT— RIZIL, QWERTY ¥—HR— K LA 7o kD 3 305 REifi 95
LFEGEDHDDHZ LT TEEEA,

C FERICHEHI TR A RAT— NIHMERA LEE A,
e I — PR —PLEHIZ LT DIIMFEHTEET A,

e cisco, isco, EITXINDHDLFHIDIN~AFER ZZASET b DR, £ HDLTFD
RIXFAEDELIZ L VBRI NDEFETH > TTR D £ A,

¢) [Confirm Password] 7 4 —/L R C, /RAT— R&fERLET,

d (TR EAES—ROEGEOYAIL, [A—YIBAEDEM (User CertificateAttribute) ]
74—V RIZ, REGREHENS O —VFID Z AN LET,

e) [R~ (Next) 1227V v 7 LET,

RATYTS [FHDIY b AT—AR R (Account Status) | 2> hue—Aa2HHLC2—F T T N&T 7
TATERBIET 7T o 72 TEET, £, [THO2 FOEMHAR (Account Expires) | =
Y= Va2 L CHEOMIRARETE £,

ATYT6 [RTFYT2>Fa)F 4 (STEP2>Security) | XA 70/ Ry 7 A0 [EF2 T4 KA
4 > (SecurityDomain) | C, 22—V DOHEEEO X2 VT 4 RAA U ZEIRL, [N (Next)
7V w7 LET,

RTwF1 [RTFvF3>0—)L (STEP3>Roles) | ¥ AT/ Ry 7 AT, ROT Vv arwFiTLE
7T
a) [H &7V v LT, 2—%& FAA BT ET,

b) Ry A& U2 RS, a—FoO—)LE L O—ILERS A T4 BN L E1,

14 F7oER BiEsLUVTAIC T4V I}
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c) [E#H (Update) |27V 7 LET,
A B E I HE AR /EEIABMER AR TE F 9,

ATy T8 [T (Finish) 1227V v27 LET,

GUI Z{ER L /- SSH AR —RFLDERTE

theb BHEIIZ

e H—Fy htEXa2TF 4 AL TR—INa—F T h oo NeERLET, #—4 v
N RAL U a1l THHEE., FiLve—hL a—FOlERICERT 20 74 7T hw
Y MI a7 7R ATEDL 777 vV BIROEHETHIVNERHY £, X—F v
M RAAL BT F U hTHIEA, Lo —hL a—olERIcER+T30 740 7
BT ME A=y hTFU b RAAL KT AR HLI /EXIALT 7 & A
BRFOTF U NEHETHLIVERHY 9,

« UNIX =2+ R ssh-keygen Zfi /] L TABF—Z2 A L 7,

SN IO T A RAAL T local ITRETAHLERH Y £,

FIE

ATV Tl A=a—n"—7T, [EEE (Admin) ]>[1—H— (Users) | &R L., [B—HJL (Local) ]
BTMWMERINTWNDL I EEMHRLET,
AT9 T2 FESAL T, FFNER Lic2—Y—D4ui27 ) v 7 LET,

2P AR E G Y 4 v R BRAICERENET,

ATy T3 [ (Detals) | 7Aav a7 Uy 735, HLWOEEIZ BIO2—P—DFEnE
mEINET,

THENC A7 7 —/L LT SSH 2REE DM 2 fead L £ 97,
ATy T4 [fRE Edit) 17425220 vr+5e, H BrO[E—hi1—9—0E (EditLocal
User) AR RENET, LEIZG U T, SSH OFFMAE L F T 9,

(6=3))
VE—bhar—yaiiFdvra— KT 5700 SSH EX—7 7 A VEERT HI121E, A
Za— =T, [Z74/I%E (Firmware) |>[2 XU DHFH>O—F (Download Tasks) | # J&
FLEJ,

ATv 7S5 [I&7F (Save) 127 U v 27 LET,
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vE—+ 1—FoizE [

JE—F A—HNDEFE

H—A =Y ERET LRI, APIC & —JtfbShie s LT oy VDT — 2k
H—IZRTHZ ENTEXET, APICIX, Lightweight Directory Access Protocol (LDAP) . Active
Directory, RADIUS, 35X ' TACACS+ ZH AR — kKL TWET,

\}

G¥) APICﬁi/}%ﬂﬁUT&;é (7 ZAZMNBER SN TND) Hh. ACHIDET AT ATHY, =—
PIERN APICS I D END -0, UE— b al A ATRRTDEEMENH Y £9, 727710
g—H Bl AT APICIZH LT —h L ThhHT-H, ZOBRELHERELET,

31 (DY U —RLIE, H—/NEZ4R 1) U4 [T RADIUS, TACACS+. LDAP, F L TXRSA %
U TEREZI, FBIOAAA T —NT 77 0 ThhEHlcEEd, y—"E=F1U 7

V=BT I T 4 T E DR TADENENOT e harvoun A v EFEALE
ﬁ: t}:zi\ LDAP ¥—/ NiE ldap 17 7 A > Z{E ]l L, Radius % — NFZH—1"RBT7 277 47
T 52— N =X Y o TBE A FF D radius D VA U EFEHLE T,

SMBFRRE T A F— %@ U CRBRE S T2 Y B — b =W ERET D121, RO &l
T BENHY £,

« DNS &% El%. RADIUS '— DK A M TT TIZARIBREN TWDALENDH Y £,
cEBHY TRy NERETLOILERD D 77,

*iBnlb\nIE-U-_/ §0) AV /\07

Cisco APIC TlL., EHE DERZRALY— /3T Cisco AV XT ZHETHVLENH Y £4, Cisco
AV X7 E, 22— D RBAC v —/L8 L OMERIZ M B APIC Z457E L £ 9, Cisco AV X7 D
%, RADIUS. LDAP. F721% TACACS+ DD & R U T,

S ERFRFEY— /3T Cisco AV X7 #RET H121E, FEHENPEFEDO2—F L 22— RIiZ Cisco AV
ST EBEIMLET, Cisco AV A7 DFRITRD & B Y T,

shell:domains =

domainA/writeRolel |writeRole2|writeRole3/readRolel |readRole?2,

domainB/writeRolel |writeRole2|writeRole3/readRolel |readRole2

shell:domains =

domainA/writeRolel |writeRole2|writeRole3/readRolel |readRole?2,

domainB/writeRolel |writeRole2|writeRole3/readRolel |readRole2 (16003)

Cisco APIC Y U —2Z 2.1 £V AV A7 T UNIX ID 2MEE STV RWEEETE, APIC 23 A
? UNIX == —%#—ID & NHIJIZEI Y 4 TE 9,

)

GE)  APIC D Cisco AVT OIRITEHIENH Y . oD Cisco AV LT DX L HFETE F 9, APIC
LT _XTD AV XTSI B LT AV T 28R 77,

14 F7oER BiEsLUVTAIC T4V I}



A—FT7IER BABLVTHYVT10T |
B soziEs—oav<7ouE

U U —2& 3.1(x) LAKE, AV Pair shell:domains=all//admin Z i3 % &, = —WIZHiAHY HAH
REFD YT, AL v FILT7EALCa~vy REFITTEET,

APIC 1%, WOIEHREFHEZ Y FR—FLTWET,

shell:domains\\s* [=:]\\s* ((\\S+2/\\5*2/\\5*?) (, \\S+2/\\5*2/\\5*?2) {0,31}) (\\ (\\d+\\))$
shell:domains\\s*[=:]1\\s* ((\\S+2/\\S*?2/\\S*?) (, \\S+2/\\S*2/\\sS*?) {0,31})$

1 -
o ] 1 : writeRoles DA ZFFOH—DtF 2 U T 4 FAA & ETe Cisco AV X7 ¢

shell:domains=domainA/writeRolel |writeRole2/

« 1 2 : readRoles DHEZFFOH—DE X2 VT 4 FAA L ZETe Cisco AV X7 :

shell:domains=domainA//readRolel|readRole?2

GE) /] XFIX, B2 UT 0 RAA T & @ writeRoles & readRoles DE DX Y L= TH D
1 O>DZ AT DO —NVOREMEAT LG5 THLHETT,

Cisco AV T OILFHNE, RILFL/PLFREBIENET, =7 =BNERSNe<TH,
THRLFENLTFN RAL VA ERITE— M~ L TOARWEAIE, T LARWHERRA T
HanasZ b £7,

F—7" RADIUS ¥ —/3 (Jetc/raddb/users) DFXEFNIRD & F 0 T,

aaa-network-admin Cleartext-Password := "<password>"
Cisco-avpair = "shell:domains = all/aaa/read-all(16001)"

%ﬁr‘mu\nIE-U-_/ ‘\0) AV /\070)§QIHE-‘

BME (AV) OXTCFINON v aNOTIL, BF =27 v =/b (SSH) F 721 telnet Zf
ALTe /A Lizra—3—D UNIX 2—%—1ID L LHEHENET,

\}

GE)  6.02) VU —ALIE, telnet (T AR —FZNTHEFA,

FIE

%J‘BHLHE‘H_‘—/\@ AVJ\Y;;E Hﬂ;bi'ﬂ—
Cisco AV X7 OEFRIIRO LBV TT (Aald, UNIX 2—HF ID BEESINTWNENE D
NN BT AV LT P R— Kk LET)

1 -

B 2 ¥79€R BHESLUVTHYIVTAVY
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Tacacs+ 7~ £ 2 Ao aric oz I

shell:domains =

domainA/writeRolel |writeRole2 |writeRole3/readRolel | readRole2,domainB/writeRolel |writeRole2|writeRole3/readRolel | readRole2
shell:domains =

domainA/writeRolel |writeRole2 |writeRole3/readRolel | readRole2, domainB/writeRolel |writeRole2 |writeRole3/readRolel |readRole2 (8101)
These are the boost regexes supported by APIC:

uid_regex("shell:domains\\s* [=:]\\s* ((\\S+2/\\S*2/\\5*?) (, \\S+2/\\S*2/\\S*?2) {0,31}) (\\ (\\d+\\))$");
regex ("shell:domains\\s* [=:]\\s* ((\\S+2/\\S*2/\\S*?) (, \\S+2/\\sS*2/\\sS*?) {0,31})s");

R, PR L £,

shell:domains = coke/tenant-admin/read-all,pepsi//read-all(16001)

TACACS+ 7~ XD APIC D% TE

FIE

&

ATy T2

1R BHHIIZ

» Cisco Application Centric Infrastructure (ACI) 7 7 7 U v 7 3% & & 41, Application Policy
Infrastructure Controller (APIC) N4> T A 272> TEY ., APIC 7 T AX NI I T
EFICEELTWDS Z L,

¢ TACACS+ W — DK A NLEIZIPT LA, B— b, BIOF—%FHTxAZ L,
¢« APICEH T RiRA v b JV—T%EHTEDZ L,

APIC T, TACACS+ Fu A X —&{Ef L £,

TACACS+ 7' 3 A X —DFTEIZDOWTIL, 7 u R, X —%{EKTDH @X—) ML
TLTZEY,

APICGUI DA /N RETIT U MAT AN REHD 7L

FTEr—rary g RyT, [YATL (Sygem) 1> [P R TLEE (System Settings) >
[APIC $#:5%E (APIC Connectivity Preferences) | DIEISER LE§, 1EEA T, [1V
N2 R (inband) ] 721X [72 b4 T/N2 K (oocband) | OWTFnERIRL £97,

TACACS+ @ [Login Domain] Z 1Rk L %97,

FIEIZOWTIE, GUIEZERA LT =L AL VE2ERTS (53—) 2B T2
AR

RDBERY

22T, APIC TACACS+ &€ FMAILTE 1T RIZ, RAIDUS Y — N b 55615,
RADIUS H® APIC ®DFEE HITWET, TACACS+ b — DL rFEHT 55513, RO ACS
P —RREWCETD Yy 7 iIcERE T,

14 F7oER BiEsLUVTAIC T4V I}



A-HTFIER BHESLUVTHYIUTFaT |
B rrows 75 22 B0 APIC DRE

RADIUS 7 7 = X A APIC DEXTE

1R BRI

*ACI 7 7 7'V » 77 735 &L, Application Policy Infrastructure Controller (APIC) 234> 7 A
VIZleoTEBY APIC 7 7 A B ENTIEFICEEL TWDH Z &,

* RADIUS % —/SDABA A ETILIP 7 RLA R— b, @BRE7' 1 b2, BLOF—%
EHTELZ L,

«APICEH T RiRA v b I NV—T%FHTE D L,
FiE

2T w71 APIC T. RADIUS a1 ¥ —%1ERR LE T,

RADIUS 7' /XA X —DRTIZDOWTIL, T u X X —ZEfT5 8—) 2L T
<TEEVY,

APICGUI DA R REFZIIT U AT R REHO 7L

Fer—var v RUT, [VATL (System) 1> [V AT LERE (System Settings) 1>
[APIC ##i5%E (APIC Connectivity Preferences) | OIEIZEIRN L £9°, (EEXA T, [1V
NV R (inband) 1 £721X[7™2 A T/82 K (ooband) ] OWFaEIR L £,

ATwv T2 RADIUS ®AS A 2V KA U aEER L £,

FIEIZOWTIE, GUIZERA LT =/ RAAL U E2ERTSD (53—=) Z22RBL L
éb\o

RDZBRY
Z#UC, APIC RADIUS #EFIHIF5E T CF, WIT, RADIUS #— & LET,

APIC ~ RADIUS £ & UF TACACS+ 7 & 2 X FH® Cisco Secure Access

=L =

Control Server DX TE
158 B RII=

» Cisco Secure Access Control Server (ACS) 73— 3 > 55 WA VA =3, AT A
bR QLAY
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APIC ~@ RADIUS # & Uf TACACS+ 7 % 2 X FA®D Cisco Secure Access Control Server D% .

A

FIE

&

ATy T2

ATvT3

RATv74

GE) Z 2 CHIEHTFNEOFAIZ ACSVS.S MERA SN TWET, ACS Ol

DNR—=TarTHIDHAT BZFITTEDHAREENH Y ET 2,
GUI OFNEIFZ A=Y a AN Lo TERBEERH D £97,

« Cisco Application Policy Infrastructure Controller (Cisco APIC) ® RADIUS % — ¥ 7213 TACACS+
F—ZEATELHZ & (MGERETL25EEMTDF—),

cAPICHREENA L T A 1T ->TEY ., APICY 7 AZ NER SN TIEFIZEHEL TV
5Tk,

« RADIUS F£ 7213 TACACS+ DR — b, it e ha)b, BLIOxF—%2fiHTEx 52 &,

APIC A7 T4 T hELTHRETDHIZIE, ACSH—Niza s A LET,

a) [Network Resources] > [Network Devices Groups] > [Network Devicesand AAA Clients] |27
BLET,

b) 74T M, APIC A /3 RIP 7 RL A &F8E L, TACACS + ¥ 7213 RADIUS (%
7L\_ iﬁﬁ) @quZl‘? N /75: Tﬁbi@“
GE)
RADIUS F721% TACACS+ O A DFRFEN LB R EI1E, BERAF TV a LV OBZrERERN L E
‘déo

c) ﬁ*ﬁﬁn (2?“—) SOFRFEA T Y g i LA — Mg R REDFER 2 $5 Ebi‘g—o

GE)
[#£EMEZE (SharedSecret) 11X[FTO/NC A (Provider) | ¥ — & —&T2X0ERH Y £97,

ID 70— % AR L £ 7,

a) [Usersand ldentity Stores] > [Internal Groups] 47> a VIZBEI L £7,

b) HEIZS LT, [Name] & [Parent Group] Z+45E L £,

2—HEID V=TIl BT LET,

a) [Navigation] ~<- > C, [Usersand |dentity Stores] > [Internal | dentity Stores] > [Users] 47"
arxasUVy 7 LET,

b) MG LT, =—H D [Name] & [Identity Group] #fE L £,

RN —HREAERLET,

a) [Policy Elements] 47> a B Eh L £9,

b) RADIUS @34 . [Authorization and Permissions] > [Network Access] > [Authorization Profiles

Name] Z57E L £ 7, TACACS+ D356H, #4EIZIG U T, [Authorization and Permissions] >
[Device Administration] > [Shell Profile Name] ##5E L £ 77,
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B cisco AvPair %R L 7= APIC 7 & £ 2 i) Windows Server 2012 LDAP (D35

©)

RADIUS O&E& . HEIZM U T, [Attribute] (1213 Tcisco-av-pair] . [Type {Zi% [Istring] .
[Valug] IZ1% [shell:domains = <domain>/<role>/,<domain>// role] LIET L
9, TACACS+ DA, MEIZG U T, [Attribute] 1I21E lcisco-av-pair] . [Requirement]
1Z1% Mandatory] . [Valug] 121 shell:domains = <domain>/<role>/,<domain>//
role] CHEELET,

[fE (Value) 1 7 1 —/L FOMEIL, BEZIALMERENGETENE I DERELET,
%ﬁ#ﬂ&@/%é‘ J&A*éﬁ&@i}%é\\ *%jclj: shell:domains = <domain>/<role>/ “G‘*J‘o

%EJ%EYU gﬁﬁ*’@ﬁﬁm%/ﬁ\\ %X&i shell:domains = <domain>// <role> “C“‘?“o

7= & %03, cisco—av—pair DfEDS shell:domains = solar/admin/, common// read-all T D4y
. solar XX =2V T 4 RAA LV, adminld solar EWVI X2 VT 4 RAA KT
HEXIAIMERE Z O —PFIf 5T — L THY ., common X7 MEETH Y
read-all (7 7 MEHEOTXTIHT D520 HEREZ Z 0o —FIfF 53252 — /1T
B

ATv TS —bREFUL— L EER L £7,

a)

b)

RADIUS D356, #—EARPFUL— /L EZAER L TID 7/ —7 %R U o —ER IS
512X, [Access Policies] > [Default Device Network Access | dentity] > [Authorization] (2%
F L, /L—/LD [Name]. [Status]. 35X O [Conditions] ZF&E L. HFEIZ) U T lnternal
Users:UserIdentityGroup in ALL Groups:<identity group name> | %JEjJDLjETO
TACACS+ D6, H—EREIUL—VE/ER L TID 7V —7 %2 =/ 7 u 7 7 A Vi
BEEAT T %121, [Access Policies] > [Default Device Admin Identity] > [Authorization] (2%
#LET, /L—/1D [Name] & [Conditions] Z i L, #ZIJS LT [Shell Profile] 2R L
5

RDBERY

L < AERK L 72 RADIUS 38 L OV TACACS + =— W& L TAPICICu 7/ A > LET, #HIVY
THNIZRBAC DR — )L EHEIRIZHES> T, 2—FRELWAPICEF 2 U T 4 RAAL ICT Y
TATEDLZ A LET, =—Wix, FRIOICHFAT SN TWRWEBIZT 7 A TE T
20 FERA, AR /EEIALT 7R AR, FO2—PFIIREINTZDOLE K LTS
VERH Y FT,

Cisco AVPair {8 L - APIC 7 &7 = X FH® Windows Server
2012 LDAP D% FE

1R BHEIIZ

s AT LDAP H—/ 3% 5% E L, KIZ Cisco Application Policy Infrastructure Controller (Cisco
APIC) % LDAP 7 7 ¥ ZAFHICHET S,

B 2 ¥79€R BHESLUVTHYIVTAVY
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Cisco AVPair % Fi L 7= APIC 7 & + X FA Windows Server 2012 LDAP 0zt ]

» Microsoft Windows Server 2012 231 > A h—/L ZiL, T T A 7> TNWAH I &,

* Microsoft Windows Server 2012 #—/3 <3 — % O ADSI Edit > —/L A A k »*/l/ézh,
TWbZ L, ADSIEdit # 1 > A b—/L9 %21, Windows Server 2012 H—/ N <= 3¢ —
D~V SN THWDFIBEICHE > TS0,

s Ciscoavpair DJEMEDFEE : Common Name = CiscoAVPair, LDAP Display Name =
CiscoAVPair, Unique X500 Object ID =1.3.6.1.4.1.9.22.1, Description = CiscoAVPair, Syntax
=Case Sensitive String,

N

GE)  LDAPREDRA KN 777 4 AL, @EXTHIE LT
CiscoAVPair #4252 L CTF, BENA 7Y =7 FID
1.3.6.1.4.1.9.22.1 Zfi [ L CRIEN A L72HE, Tofot~
Yz 1D 1.3.6.1.4.1.9.2742.1-5 X LDAPY— NIZ bl CT& £

7
« LLFN&1T 9 Z & N T & % Microsoft Windows Server 2012 = —% 7 h 7 "2 CTx 5 2
& o
+ ADSI Edit % 51T L T ciscoaveair &% Active Directory (AD) AF—~<IZiEML E
T

* Ciscoavpair JBME/NT A —HIZxfT 25T 7 B AFF [ & Fi> X 5 IT Active Directory LDAP
a—P—ZRELET,

o« N— k 636 1%, SSI/TLS & LDAP O##EREICMEE T,

FIE

ATYT1 RFAA UEHEF L LT Active Directory (AD) H—Nizu /A4 LET,
ATY 72 AD % F—<|Z ciscoAvpPair JE& I?E%?ij Lijﬂo
a) [Start]>[Run] {ZBEHL. [mme] & AJJL. Enter L F7,
Microsoft Management Console (MMC) 23 & £,
b) [File] > [Add/Remove Sanp-in] > [Add] (2 E) L £,
¢) [Add Standalonee Snap-in] % A 7 & 2’78 »» 7 AT, [Active Directory Schema] %% L. [Add]
270y LET,
MMC 22> Y — BB E £,
d) Bl 7anzatiz )y 7 L, [BEDER] A7 2 a 2B IRLET,
[Create New Attribute] %4 7 12 7 7R v 7 AR E 9,
e) [X#EA]IZ CiscoAVPair| . [LDAPXRR4]IC [CiscoAVPair] . [Unique X500 Object
ID]IZ 11.3.6.1.4.1.9.22.1] & AJJL. [#X]T [Case Sensitive String] %
EIRLET,
f) [OK]Z7 Vv LT, Ba®RELET,

14 F7oER BiEsLUVTAIC T4V I}
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B wrr7oexmoarcoBE

AT w73 [User Properties] 7 7 A% [CiscoAVPair] JBENE TN D KO ICHHF L £,

RTv74

a)

b)

c)

d)

MMC =1 Y —)VC, [Classes] 7 A /v X BB L, [user] 7 7 A%&4&7 U w7 L. [Properties]
EIRLE9,

[user Properties] & A 7 12 73R > 7 AN E F7,

(B 47 %227V vy 7 L, B %27V >v7 LT[RF—DA TP Y F%&IRT D]
V4 RUEHEET,

[Select a schema object:] UV A N T, [CiscoAVPair| ZiiR L. [Apply] 27 V v 7 L%
D

MMC = Y —/LC, [Active Directory Schema] #4727 V 7 L. [Reload the Schema] % &R
LET,

CiscoAVPair BMEDT 7 ¥ A R E L F9,

LDAP 21 CiscoAVPair BN E TN TV 5728, LDAP = —H —IZ Cisco APICRBAC & —
LEEIY S TAHZ LIZLY Cisco APIC 77 B AFFR[ 2 5+ 30BN H Y F1,

a)

b)

<)

d)

[ADSIEdit] # 4 71 7 R 27 AT, Cisco APIC |27 7 ¥ AT 2 MENH D 2—H % 7D
JET,

a—W4%EH2 Y v L, [Properties] Z iR L £ 7,

[<user> Properties] %A 7 1 77K v 7 AR 77,

[BETT«R]%7%27 U 27 L, [CiscoAV/Pair] EMEZEIR L, [fE] & T
shell:domains = <domain>/<role>/,<domain>// role| * AJJLF 7,

7LC k %Ji\ CiscoAVPair @1ﬁ7j> shell:domains = solar/admin/, common// read-all (16001)
T&)Zb%/ﬁ\\ solar (BF 2V 7 4 RAA Y, admin (L solar A 5"125?1 V74 RAA
NCHKT D EZIALMEIRE Z O —H =1 5T 57—/ TH Y . common IF Cisco Application
Centric Infrastructure (Cisco ACI) 77 FMEETH Y read-al1(16001) 1% Cisco ACI 7 F
FEBOT T DB AR HRE Z Oa—H =2 55251 — LT,

[OK] %7 U v 7 LTERZLRA L, [<user> Properties] ¥4 7 2 /Ry 7 A& L ET,

LDAP Y —/ X Cisco APIC IZT7 7 B AT 5 LY ICHRESNET,

RDRARY
Cisco APIC % LDAP 7 7 B A fHICEE L £7,

LDAP 7 7 = X FH®M APIC D& 5E

1R BHHEIIZ

« Cisco Application Centric Infrastructure (ACI) 77 7 U v 7 B4 VA h—/L S TWNT,
Application Policy Infrastructure = > h @ —F 34 T A (T2 > TE Y| APIC 7 7 A &)
R ENTOWTIEFRIZEEL TS Z &,

B 2 ¥79€R BHESLUVTHYIVTAVY
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Cisco AV K7 HRELTLNAHFETHE Y E— bk 1—¥07F 7+ L roBkEnzE [

¢ LDAP V— "DHFEA MGEZIFXIP T KL A, A"— kK, N4 FDN, _X—ZX DN, BIW
AT — REFHTEAT L,

*APICEH T RRA LV N IN—T5ERATEDHZ &,

FIE

2Tw 71 APIC T. LDAP u M ¥ —%2RELET,

LDAP 7t /XA X —DRTIZDOWTIL, T u X X —2{EfT5 (8—) 2L TL
7280,

APICGUI DA R REFRIIT U AT R REHO 7L

Fer—var v RUT, [YATL (System) 1> [V AT LERE (System Settings) 1>
[APIC ##t5%E (APIC Connectivity Preferences) | OIIEIZEIR L £9°, (EEXA T, [1V
NV R (inband) 1 £721X[72 A T/82 K (ooband) ] OWFsaER L £,

ATY T2 LDAP D O A Y RAAL Y ZERLET,

FIEIZSOWTIE, GUIZfEH L Te—Hhb AL VEERTD (53—) 2R LT
él/\o

RDBRY

ZH T, APICLDAP REFNEIIZZ T TY, KIZ. APICLDAP R /A 7T/ A%T A M LF
j—o

CiscoAVR7HAREZ L TWLWAEINFETHAE—F 21—
DT I4IL FOEENE R

FIE

ATV 1 A=a2— =T, [BEE (Admin) ]>[5B5E (Authentication) ]>[AAA]>[R!) >— (Policy) ]
27 EIRLET,

ATy 72 [UE—Fa21—H—0454A > KR I— (Remoteuser loginpolicy) | ke vy 7F& 2 U Z R
5. [TZ#4)bF B—)LDE|Y LT (Assign Default Role) | Z&IR L £,

14 F7oER BiEsLUVTAIC T4V I}
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. EHRR—RAD+FHFI a3 vIzdT

7 7 4V MEIE [No Login] T3, [Assign Default Role] 47> = 1%, Cisco AV <7 3K L
TWDOINARRTH D2 —PFIThHR/NROFTEAIY FHMERAZEF D B TES, RIER AV T (E,
iR V— Vi R BEDR > 72 AV X7 T,

ZEER—ZAD SO 322DV T

CiscoACI 77 7 U w7 DAPIC 2> bu—F %, 22—V E235ET 2720 S EFIE R HiES
‘7L 4,

FERFEF R TII2—Y4 £ /AT — KMl &1, APIC REST API 1% APIC {ZxF9 5D
HBOT 7B AR TERRIEN—7 V2R LUET, 2L, HTTPS NMEAARA TH 2008
TRV TIXLETRVWE R & E T,

%&énfméﬁwm£%ﬁfi b7/%7/a/ TR R SN BA N INET,
ZFDBZOFBEICIIME T —DEH S, ZOF—XLEREINRE L TREBIC L TEL %
Eﬁ%@i#@AHCﬁ% 7Vu%@%%ﬁﬁwt§ﬁ%§%¢ék\AHC@X&W%%%
EIEHALCEARHRLET, BAX—ADRGETIE, APICIZHT 52T _XTO NI U7 v
W LSHAINEBABRKLETT, ZHux, =2—FR 707 o a v ZEICTFETITD
A2 TlEd D £ A, BEIZIZ, 2 OBE iAHCk@FTéX&)7%iti77J
#—VHVT@ﬁTéﬁgﬁ%Di? ZOFETIE, BEER2—F 7 LT ooy Va{EdE
F721372 0 T F 4729021 RSA/DSA F— %%uﬁéb%#%étw KOLEETT,

)

GE)  F7/, VLA KBEZE DT HTTPS 2T 2 LER”H Y £,

FARELT X509uIE%£“\‘—X@%ZI AT 500 ROVAZ AT BFET LTSI L ikl
L/iﬁ‘o

1. OpenSSL F 7= iZ[AEED Y — /L& LT X.509 RERE & b8+ — 2 ERk L £9,

2. APICOu—h) 2—FE{ERLET (m—H)V 2—FRNTTIZFHTRETHLIHA. =
DEATIIA T aTT) .

3. APIC ®u—H/L 2—H|Z X.509 FFFAEA BN L £9°,

EESFHEEFINSEIE
WOEEFHE L HIRIFHIHE > TS 7ZEY,
em—) a—PFIH AR —FInET, VE—FAAA 2 —F IV FR—bIhEHA,
* APIC GUIIZREEBIES XA VR — F LEE A,
» WebSocket & eventchannel 1% X.509 ZR CITEIEL £ A,
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e = F =T 11T

£,

[

X.509 FEBHE &

FIE

ATw 71 OpenSSL =2~ > K& A LT, X.509

1 -

mX—DHERL

AL & B & —

xs509 ;i E L E—n £ [

LV EA SNIGERFIIYR— FShEEA, ACEAEAFELMENL

AR L ET,

$ openssl req -new -newkey rsa:1024 -days 36500 -nodes -x509 -keyout userabc.key -out

userabc.crt -subj

G
* X.509

APIC |

SERAENAEREIND &, APIC D2—H a7 7 A MZBINE ., B4 OMER
AxnEd,

pﬁﬁﬁi 1 FPE 2 —
éﬂt%%%%wfét
\—,f%réﬂ%) ~— k j:a’?) D jz'@:/\/o

X —IL, BAEAEKT D120
*iﬂfwi#ﬁ\

AT v T2 OpenSSL #ffH L CREHED 7 4 —/L REFRLET,

S openssl x509 -text -in userabc.crt
Certificate:
Data:

Version: 3 (0x2)

Serial Number:
c4:27:6c:4d:69:7c:d2:b6

Signature Algorithm:

R —
Z APIC {2 X o CH S5 RTAME T, b % —7
ZOF—FWBIILTBMLERND D 7,

' /CN=User ABC/O=Cisco Systems/C=US'

\ZfiE

W27 7AT v Mk TERENET,

EENTVEFA, AFF—IT, &

shalWithRSAEncryption

Issuer: CN=User ABC, O=Cisco Systems, C=US
Validity
Not Before: Jan 12 16:36:14 2015 GMT
Not After : Dec 19 16:36:14 2114 GMT
Subject: CN=User ABC, O=Cisco Systems, C=US
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (1024 bit)

Modulus (1024 bit):
00:92:35:12:cd:2b:78:ef:9d:ca:0e:11:77:77:3a:
99:d3:25:42:94:pb5:3e:8a:32:55:ce:e9:21:2a:ff:
e0:e4:22:58:6d:40:98:b1:0d:42:21:db:cd:44:26:
50:77:e5:fa:b6:10:57:dl:ec:95:e9:86:d7:3c:99:
ce:c4:7f:61:1d:3c:9e:ae:d8:88:be:80:a0:4a:90:
d2:22:e9:1b:25:27:cd:7d:£f3:a5:8f:cf:16:a8:el:
3a:3f:68:0b:9c:7c:cb:70:09:c7:3f:e8:db:85:d8:
98:£6:e3:70:4e:47:€2:59:03:49:01:83:8e:50:4a:
5f:bc:35:d2:bl1:07:be:ec:el

Exponent: 65537 (0x10001)

X509v3 extensions:
X509v3 Subject Key Identifier:

0B:E4:11:C7:23:46:10:4F:D1:10:4C:C1:58:C2:1E:18:E8:6D:85:34

A—HTIER,

u:quj‘D*U?jJ'j/T oy .



B o avons

A-HTFIER BHESLUVTHYIUTFaT |

X509v3 Authority Key Identifier:
keyid:0B:E4:11:C7:23:46:10:4F:D1:10:4C:C1:58:C2:1E:18:E8:6D:85:34

DirName:/CN=User ABC/O=Cisco Systems/C=US
serial:C4:27:6C:4D:69:7C:D2:B6

X509v3 Basic Constraints:
CA:TRUE
Signature Algorithm: shalWithRSAEncryption
8f:c4:9£:84:06:30:59:0c:d2:8a:09:96:a2:69:3d:cf:ef:79:
9l:ea:cd:ae:80:16:df:16:31:3b:69:89:f7:5a:24:1f:£d:9f:
dl:d9:b2:02:41:01:b9:e9:8d:da:a8:4c:1le:eb5:9b:3e:1d:65:
84:ff:e8:ad:55:3e:90:a0:a2:fb:3e:3e:ef:c2:11:3d:1b:eb6:
f4:5e:d2:92:e8:24:61:43:59:ec:ea:d2:bb:c9:9a:7a:04:91:
8e:91:bb:9d:33:d4:28:b5:13:ce:dc:fe:c3:e5:33:97:5d:37:
cc:5f:ad:af:5a:aa:£f4:a3:a8:50:66:7d:£f4:fb:78:72:9d:56:
91:2c
[snip]

O—AJ)L A—HDETE
GUI 2R LE-0—AhIL 21— DERE LI—FEEBHAEDEM

FIE

ATy T
ATy T2
ATvT3
ATv74
ATy T5

ATvT6

ATvT1

A =a— A—T. [ADMIN] > [AAA] %80 L $ 7,

[Navigation] ~X-1 > @D [Work] ~~ > T, [Users] & [Local Users] #27 U v 27 LE7,
[Work] ~XA > T, [Local Users] # 7 &ZF R L TWAHZ L 2R LET,

7 7 4/ b Tl admin = —V R FELET,

[Work] XA > T, #RAJ T4 ardRueyFF¥r VA&7 Y w2 L, [Create Local User]
Vi N D= S

[Security] # A 7 7Ry 7 AT, 2—HFIMEREXF2VT 4 FAAL U ERINL, [Next] &
7V LET,

[Roles] ¥4 7RI ARy 7 AT, 2—HFOu—LERIRTIHDOLTvary mE w20y
7L, Next] %27 U > 7 LET,

LAY B E 7 IIR AR 15 S AR Z AT E 9,

[User Identity] & A 7 1 7R v 7 AT, WROEEEZFEITLET,

a) [LoginID] 7 4 —/L KC, ID ZBIL £,

b) [Password] 7 f —/L RIZ/XAU—REZ AN LET,

¢) [Confirm Password] 7 4 —/V R C, NAU— REMRLET,

d) FFvay) EHESR—ROIEOLE L. [User Certificate Attribute] 7  —/b RIZ, 7
AEREAE D D2 —H ID 2 AT LET,

B 2 ¥79€R BHESLUVTHYIVTAVY
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Python SDK %8 L7=0—n L 1—F0ks []

e) [Finish] %7 U v 7 LET,

[Navigation] <A > C, fERk L7c2—FD4RTEZ 7 U » 7 LET, [Work] ~*A T, [Security

Domains] fEIk D —F DOR{IZH 5 [+ FLm A L £,
A—HPDOT 7t AMERNFRINET,

[Work] ~3A > ® [User Certificates] fHIk T, = —WFFHED [+]

Certificate] ¥ A 727 R v 7 A TIROBEEZFEITLET,

a) [Name] 7 4 —/V FIZ, GEHEOAFTZ A LET,

b) [Data] 7 4 —/V N2, =—HFEHEOFEME A LET,
c) Submitx727 U > 27 LET,

X509 FEBIEN B — AL 2 —FRIAER S IV E T,

Python SDK Z{ER L-0—HJL 12— DERK

FIE

n—Hh)L a—HEERLET,
B -

#!/usr/bin/env python

from cobra.model.pol import Uni as PolUni

from cobra.model.aaa import UserEp as AaaUserEp

from cobra.model.aaa import User as AaaUser

from cobra.model.aaa import UserCert as AaaUserCert
from cobra.model.aaa import UserDomain as AaaUserDomain
from cobra.model.aaa import UserRole as AaaUserRole
from cobra.mit.access import MoDirectory

from cobra.mit.session import LoginSession

from cobra.internal.codec.jsoncodec import toJSONStr

APIC = 'http://10.10.10.1"'
username = ‘admin’
password = ‘p@$SwOrd’

session = LoginSession (APIC, username, password)
modir = MoDirectory (session)
modir.login()

def readFile (fileName=None, mode="r"):
if fileName is None:
return ""
fileData = ""
with open(fileName, mode) as aFile:
fileData = aFile.read()
return fileData

our aaaUserRoles (roleName, privType)

H o S S

roles, that is what the GUI does

Use a dictionary to define the domain and a list of tuples

feE& 27 U w7 L, [Create X509

to define

This can further be abstracted by doing a query to get the valid

14 F7oER BiEsLUVTAIC T4V I}
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userRoles = {'all': [
('aaa', 'writePriv'),
('access-admin', 'writePriv'),
('admin', 'writePriv'),
('fabric-admin', 'writePriv'),
('nw-svc-admin', 'writePriv'),
('ops', 'writePriv'),
('read-all', 'writePriv'),
('tenant-admin', 'writePriv'),
('tenant-ext-admin', 'writePriv'),
('vmm-admin', 'writePriv'),

] 4

}

uni = PolUni('') # '' is the Dn string for topRoot

aaaUserEp = AaaUserEp (uni)

aaaUser = AaaUser (aaaUserEp, 'userabc', firstName='Adam',

email='userabc@cisco.com')

aaaUser.lastName = 'BC'

aaaUser.phone = '555-111-2222"

aaaUserCert = AaaUserCert (aaaUser, 'userabc.crt')

aaaUserCert.data = readFile ("/tmp/userabc.crt™)

# Now add each aaaUserRole to the aaaUserDomains which are added to the
# aaaUserCert
for domain,roles in userRoles.items():

aaaUserDomain = AaaUserDomain (aaaUser, domain)

for roleName, privType in roles:

aaaUserRole = AaaUserRole (aaaUserDomain, roleName,
privType=privType)

print toJSONStr (aaaUser, prettyPrint=True)

cr = ConfigRequest ()

cr.addMo (aaaUser)
modir.commit (cr)

# End of Script to create a user

\3

MEXF—Z2FEALLZRADE

1R SR
WOBEHRPHBEINTWARLERDH Y 7,
« HTTP # ¥ v K : GET, POST, DELETE
« FREHLD RESTAPIURI (7 =V A7 a v &)
« POST ER DA, APIC 1Z3(5 SN D EEEDO~LAf v — K
o L—H D X.509 FEHIEO A I S5 RS —

o APIC O =—¥ X509 FFBHE D554

B 2 ¥79€R BHESLUVTHYIVTAVY



| 2—9 7912 BESLVTHI T

FIE

ATy T

ATvT2

ATvT3

RTv74

ATy TH

ATvT6

wEr—zamL-Ea0iE ]

HTTP # Y v K, RESTAPIURL, BX U A o —FEZZDEFTHEME L., 77 A NVITIRFELE
7,

OpenSSL CEA A FHHET D121, ZOWEKET — 4 %7 7 A WMIRGFET HRLERHV 3, 20
BITIX, 7 7 A N4 payload.txt il U £ 47, F%E % —ILuserabekey & W5 7 7 A MZHDH Z
CICHEBELTLIEE N,

£l

GET O] :

GET http://10.10.10.1/api/class/fvTenant.json?rsp-subtree=children

POST O :

POST http://10.10.10.1/api/mo/tn-test.json{"fvTenant": {"attributes": {"status": "deleted",
"name": "test"}}}

payload.txt 7 7 A JVIZIE LWFBMN G ENTND Z L 2R L E T,

7e& Z2iE, MIOFIETR LI LD 2B 2R L E7,

GET http://10.10.10.1/api/class/fvTenant.json?rsp-subtree=children

payload.txt 7 7 A /WIZIE, IRDIGEMDHEZH HMENH Y £7,
GET/api/class/fvTenant.json?rsp-subtree=children

payload 7 7 A WEAERR T 5 & ZITH LUMTEES TER L TV W2 L 2GR L ET,
1 -

# cat —e payload.txt
WERILC LS ICTHNORRBRICSTHEENH LR LET,
GET/api/class/fvTenant.json?rsp=subtree=children$

b 585, Payload. 7 7 A WEAERR LTz & ZITH LWVTOMERR S 2 L 2B L £ 77, payload
7 7 A NVOAERRBHCH LWV TOMER SN D Z L2 B<ITE, RO X ma~r REFERALE
—éﬂo

echo -n "GET/api/class/fvTenant.json?rsp-subtree=children" >payload.txt
OpenSSL Ml L T, MEXF—L Mo —R 77 AV EHH L TELEZFHAELET,
il -

openssl dgst -sha256 -sign userabc.key payload.txt > payload sig.bin

ERENTE 7 7 A4 MZIE, BEATICHIFENTZBL RN H D £,
base64 ITBRUZE L AR L F T,

B -

openssl base64 -A -in payload sig.bin -out payload sig.base64

Bash Zfi ] L T, BN LBATFEZMWY FRE £,

14 F7oER BiEsLUVTAIC T4V I}



A-HTFIER BHESLUVTHYIUTFaT |
B azr—smmLr-s8050y

1 :

$ tr -d '\n' < payload sig.base64

P+OTqKOCeAZ17+Gute2R1NW80Ggt zEOwsL1x8£IXX14V79217
Ou8IdJHICBAW6CEVAICXgkv3KaQszCIC0+Bn0703gF//BsIplZmYChD6gCX3£f7q
IcjGX+R6HAQGeK7k97cNhX1WEoobFPe/oajtPjou3tdOjhf/9ujG6JveRo=

GE)
ZiUE, TOREDERIZEI L CTAPIC IZEESINDELTYT, TOMOERTIL, MEDE
ZEHEATAILENRDHY F9,

ATy TT BAHELTHINICEEL, APIC NEL 2 Xf n— NEBALTHER T Lo LET,
ZDFERRBAN, FERO~ X —NDZ ¥ —L LTAPICIZEHESNE T,
5 -

APIC-Request-Signature=P+0TgKO0CeAZjl7+Gute2R1Ww80GgtzEOwsL1x8f
IXX14V79Z170u8IdJHICBAW6CEVAICXgkv3KaQszCIC0+Bn0703gF//BsIplZmYChD6gCX3f
79IciGX+R6HAQGeK7k97cNhX1WEoobFPe/oajtPjOou3tdOjhf/9ujG6JIveRo=;
APIC-Certificate-Algorithm=v1.0; APIC-Certificate-Fingerprint=fingerprint;
APIC-Certificate-DN=uni/userext/user-userabc/usercert-userabc.crt

G¥)
CZTHEAENA DN, IROART v 7O x509 iFHELZ G2 —VREA TP =7 D DN
=BT HMLENHY FT,

RTw T8 ELHEMEM L TAPIC Lil{53 5I21X, Python SDK @ CertSession 7 7 Az L £ 7,

WD A2 Y7 ~iE, ACI Python SDK @ CertSession 7 7 A&l L C, E4 & L T APIC
(ZBRG 2 HIEOFITY,

B -

#!/usr/bin/env python

# It is assumed the user has the X.509 certificate already added to
# their local user configuration on the APIC

from cobra.mit.session import CertSession

from cobra.mit.access import MoDirectory

def readFile (fileName=None, mode="zr"):
if fileName is None:
return ""
fileData = ""
with open(fileName, mode) as aFile:
fileData = aFile.read()
return fileData

pkey = readFile ("/tmp/userabc.key")
csession = CertSession ("https://ApicIPOrHostname/",
"uni/userext/user-userabc/usercert-userabc", pkey)

modir = MoDirectory(csession)

resp = modir.lookupByDn ('uni/fabric')
pring resp.dn

# End of script

GE)

B 2 ¥79€R BHESLUVTHYIVTAVY
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e |

BIDOAT » P THEALE DN B, ZDOZXT v 7O x509

AEHEZ G —YRES TV =7 b
D DN KT DBERH Y 7,

THOUT409

Cisco Application Centric Infrastructure (ACI) 77 7'V w7 THho o7 4 7%, BELSIOA

R RNERICADT AL TN ENDIUTO200EMMEAT V7 Mk T ENE
7,

* aaasessionlR HEEXIHRA 7 T =7 ME, Cisco Application Policy Infrastructure Controller
(APIC) APIC BLUAA v FTOA—Y =T h v boursAx/mr7y s tyia
Y. BRO M7 VEFHABIFLET, CiscoACl 7 77U v 7 vy a7 7— MERE
X, RO &S tFRERFLET,

o —H4
ety a EBBLIZIPT RLA
o %A (telnet, HTTPS. REST 72 &)

N

GE)

53(1) U U —2LIKE, telnet XY R — F SHTWEHA,

ety g O L EX
e h—U UHH  a—HF—Thu L roa s, AR NI, a—F =TT R

Cisco ACI 7 7 7 U v 7 OMER ZATET B 72D 0B, BT 7747 v—0 v
AR L ET,

A

G¥)

M= dm 7 A AZBMRR S HIRTINIC R Y £, 22— HiTm

TT7 7R TEETN, h—27 TG ENTWDHZ A ~—EOHM
WZHE > THIRREIALIZ 72 0 £ 97,

aaaModLlR HHKMRA T V=7 M I, 22—V —BFT7 V=7 MIRHLTUTHIER, BIW
WO ENFEAE L Tena BB L E7,

* AAA =237 ping AIRE TR WG AL, AL LT —2r s, =7 —2FrRahZE
—g—O

aaaSessionLR & aaaModLR D T DA Xk 1 78, CiscoAPIC ¥ v — FIZREEENET, T—

INRTVEY FPERNTHWDHA L —=VEIDETHAS X 2@B2DLE, EVHONBIEICL 33— R
WEEFEZSINET,

14 F7oER BiEsLUVTAIC T4V I}
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B ss5v—cExciconsry oo ~0L—F v FEEORS L HEHER

\)

GE) GMMHC7?X5/ REMWET DT 4 27 75 v a0k EORERN A X bR
FALTEEE. AV b adidkbil, A al3r 7 RFLETHEHBENEE A,

aaaModLR MO k aaaSessionLR %fiif%j—7f/l7 }‘61\ 7 :7—1357,‘:5313&%”% (DN) T/ =T U
TEET, 772072 VE, 777V v R2KROT_XToOr Y La—ReRELET, 77
7V w7 BIRD aaaModir b I — K{ET T, GUID [T 7 J1) v (Fabric) >[4~k
1) (Inventory) ]>[POD]>[[BFEE (History) |>[B&ERY4Y (AuditLog) | &7 v a v b AT
TX¥7, Cisco APIC GUI @ [FEFEE (History) 1>[BE&E R4 (AuditLog) | A7 = > &M
THE, GULICRENTEREDAT V27 hOARV h ule2FRTEET,

FEAED syslog, callhome, REST 7 =V, 3L NCLI :':77\“}9— r A B =X AL, aaavodir &
aaaSessionIR BHEINR AT V=7 FDOI/ Y 5 — HTCHEBIZYR—FENET, DT —H
BT AR—=FTDHT 74V N R =130 EHA,

CiscoAPICITIE., —HEDF TV =27 FERIITV AT ARIKROT — 2 OE[ZWET S, FRlR
EIN-7xViEHD FH A, 777V /7%@%&1\ aaaModLR 3 LN aaasessionlR D7 T

U F— X & B syslog P — N2/ AR— 2527 AKR— bR —2RETEET,

T AR— P EINTT =X ETHNCT — AT L, VAT L2O—EELILIT AT L0 TR
DAL L ViR— NEERTH-OICHHATEET,

HEHS—EXELTOHNERY FD—0ADIL—T v F
EGEDRRE LEHEHIEER

Cisco Application Policy Infrastructure Controller (APIC) (%, HHHV—bv R L L THTR Y FT—
T ~DON—T v REEREH \—E}’%Tféﬂ?’tﬂf‘— FPRBARAL NI BNy N oo MR
ERAHERZIET D X O ICRETE £ 3, ARy P U —21%, Cisco Application Centric
Infrastructure (ACI) WO L30ut =2 RARA > b 7 /v—7 (BextlnstP FEX G A7 2 = 7
F) LLTERESNET, LEOT T NOEED EPG 1L, AMlry NI —7 ~DNV—F v K
PO 72 DIZHMEE L30ut EPG A T& £97, iRemitiFiiE, A —e X & LT
L30utEPG #3257+ FOKEPGIZOW L TE £9, ST L3OutEPG A7 r E Y 3
=V TEINTND U =T A4 v T, iReHEHEREZHEKE TH 2 Cisco APIC IZHEIE L E T,
TATT 47 WY —d, ZhbOREMEHERZ EHANICY — NIz 7 AR =45 &
INRETEET,
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



