JOF7ACl D7)y H—EXRO7OE
oagzZuy

ZOEF, WONFTHEREINTWET,
e U7 LUV RY — (1 =)
eV 7T TR — (3=
« FZI[EHA LS NTP (4 =2—2)
«DHCP V L — R U > —oi&iE (11 =)
«DNS #H—bE 2 R o —D%E (21 2—)
« HAH LFEAEZEOHKE (26 2—)
77TV I BIKOV AT AFREDO T E Y a =07 (30 2—)
=TTy TIRAR) =TT a =T (60 X—)
o R— FHALR Y >— (65 —)
cGUI A L7-fE M7 e hal 4 v F—T = AR —0OFEKR ((EE) (68 ~X—
)

)29 LRILKRY) O—

TIERARYL—D—FETHHY I LY RY—5BETEFET, Vo r LULRY
U—IZiF, BEiRIEvm—vay, A—bhEE Vo TRy AR EOYEE (L1 Y1)
AVHE—T oA ABRENGENET,

= =] N — >

BGTHIZT BN L—220T
524) UBEDO U Y — 221X, EHETH EMD FRL—=C 7 EENRH D . BRETENLDY
VIO EDI)ARDTANE Y T EITD, VT 7Ty T EERT A T EFH L —
=V TEET, T—H U —BREBEICRKED EMI /A AREET 55815, EMIH L —
U T EENCLTL &N,
Vo7 LeyLRY —%RT 5L &2, EMIF M L—=0 7 a7 0 OFRMEZ IR
HZET, EMIBF L —=0 72N TH 2N TEET, Z O, 87— V240

a7AC 77Uy y—ExOToEYa=>y |



A7ACTFIY vy y—EROTOES 3=V |
B cuzsmLry s LRL Ky v —oRE

4% Cisco N9K-C93108TC-EX H5 LUV N9K-C93108TC-FX U —7 A A v F TOAHYIHR—hsh
iﬁqo

GUI ZFERLI) VY LRILKRY)—DERTE

FIE

ATFY TN A=a— =T, [Z7TYVv% (FABRIC) |>[7V R K1) >— (AccessPolicies) ] DJIE
WCBIRL £,

ATw T2 [FEHXF—=2 3> (Navigation) ] 21 > T, [R') — (Policies) |>[4 23— /4R
(Interface) 1>[1J % L)L (Link Level) (%8R L E£7,

AT T3 [U2Y LA (LinkLevel) 124527V 27 L, [U29 LR KR — (CreateLink Level
Policy) |1 #8&&R L £7°,

ATy T4 [y LRILKRY O—DER (CreateLink Level Policy) 1 #A 71 7 C, MLBERFHEITG LT
T7 44—V RIZALET,

[ (Speed) 1IZiEL, 774/ METH 2 [k (inherit) |ZERIRTLHZ L2 BEIO L ET,
ZOfEEMH LT, CiscoAPICIZAA v FIZHAINTZ 8T o — DWW THEZIE L
\iﬁqo

74—V ROFMIZOWTIL, V= F v FEBRLTLIEE N,

AT w75 [Submit] Z#27 YV v LET,

R— MEBNEIE

JU—242 (5) 26, Vo7 LULRY —2ET 2584511, ﬁ—b@ﬁﬁﬁmﬁﬁ
74— KRy £ a5 4Y (DFE) OFFEENIEIET R %2 I VBN CRET 5 [R—
BEIE (X UF) (Portbring-updeay (milliseconds)) [/37 A —% Z%E L£T, BIEX
EOY— RN—=F /(T T2 21T 25812, Uo7 oE#ETIC CRC =T — %@ﬁ?é
O SNE T, BIEINERGAIZOARE LT LEEWN, [ ZEAEDLE, BIELZR
ETDHMETH Y TR A,

)

GE) 777 Vv 77 A7% (FEX) A— FTlE, R— FOESEE (T UR) 7 A —F (L
MEnEEA,

. A7AC77TYyHs H—EROTOE a=vy



| 27A027Jy vy y—EROTOE 3=y
vy 3597 kyo— |

y 0 25y TR —

Vo7 77973, AA v F LOWEA 2 —T 2 A4 AR D7 o TlRRIIZ T v 7
BEOF T4 2RNTT, REITET, AR, VR — Mdgsh, 3R ED S —7 1 F
721% Small Form-Factor Pluggable (SFP) (ZBE L C\ 272y, F2idflio Y > 7 RO REIZES
L TRY, FRIZWRERY £ 72 130K iH) T,

Vo7 799 FRI—1E, Voy 7980T T —DRDICAA vF R— b2 EhT
HEAIVTEEBBELET, Vo7 777 RY U—TiL, AL v FOR— hBRE LK
MNIZ T 7 v 7 CEHRRBEIEEZRE L9, A— MPEE SRR E S v B3
77 v 7 UT8A . AA— MX Terror-disable] IKHEIZ72 0 £9°, Cisco Application Policy
Infrastructure Controller (APIC) Z#ffH L CAR— N CFEN 7T v 72 EITL, A— bl E
IEHCTDHET, A—MIZOREDOE E T,

N

GE) Vo 72997 R)v—iF, 777 Vw7 2 A7 (FEX) RAN A X —T A A
(HIF) RA— b, BLOEEIDIZ-EX, -FX, -FX2. -GXDBEEINTWARNWY —F XA v F
ETFTNATITHEH SN ET A,

~ = ;= 11 o =L
GUIZERLIY > 2597 RYS—DERTE
KOFIETIE., GUIZEEHALTY v 79y R —2HRELET, ThaftgE0) —7
FHEARAL L )= R A B —T oA AR —IFEm LT, /J—ROT 7 EAR—KIV
VI 7T R = REETEE T,

FIE

ATFYT1 A=a— =T, [Z7TYvy%s (FABRIC) |>[7Z &R K1) — (AccessPolicies) ] DIIH
WZERIRLET,

ATv 72 [FEXF—2 3> (Navigation) ] XA > C, [R1)L— (Policies) |>[4 32—z /(4R
(Interface) 1>[Y 2% 75w 7 (Link Flap) [#®INLE7,

AT T3 U2y 75y 7 (LinkFlap) 12A27 V27 L, (W29 25y T ER)—DER (Create
Link Flap Policy) ] Z&#R L £,

ATy T4 [y LRILKRY O—DER (CreateLink Level Policy) 1 #A 71 7' C, MBERFREITIN L
T7 44—V FIZANLET,

74—V ROFZOWTIL, V=N TF T eF oI ~NVTESRLTITEIN,

ATwF5 [Submit] Z27 VU v 7 LET,

a7AC 77Uy y—ExOToEYa=>y |



B =amEme e

A7ACTFIY vy y—EROTOES 3=V |

FFZI 5 & NTP

ARAT TN r—rarb NI v I AT TANT Ty (ACI) 777V v ZIZBWT,
I OFIE, =2V, EH., "I TNy a—T 4 IR EDEEDOF A7 PMEIFL T
WHEBEREETY, Zuy R, FT 74 v Y To—0@EIRSHICE > TEETH
D, BEOTZ7 7T T J—FREITT Ry T LT3 =V DX AL AR T AT D7
WIZHEETT,

1 DL EDTNRA ATEHT7 Yy bBRAELD & £ < O— 708 H B2 i U2 H L TR
THREREN T vy 7 SNHAEERHY £, o, ZJuyJEMICE-oT, 7Y Fr—T 3
VDANVAAATMEFEL TS ACLOWNET I v 7 ho v 2R 7 AR TE £9,
REZ RN GFAE L2 WA AREUNCHE SN TWDLHATEH, =7 — O~ AR T O T
DEIERZEINDIDITTEHY FHA, ZNOOBELZHEUICHEHATEL LI, 777V v
IRT IV = a yERSERIZERT RN, MEARPZHRET 2LERHY £3, T/51 X
Orvy 7 EEMSE LSRG RN GIEL ry hT—2 XA LN T ha (NTP) %fE
A+szLT,

NTP % R ET AENC, COBEHIPT RL A AX—AX ACI 77 7 U v 7 IZEET A0 EME
LTLZEW, §XT?D ACI / — K & Application Policy Infrastructure Controller (APIC) D%
BAERET DT, A N NEHET T AT AN RERD2OSOF T a rRd 0 %

FTo 777V w2k L CGRIRLIZEHA 7 Y a VR U T, NTPOREN R Y 7, Rl
FHIORBICET 26 5 1 DOFBEFEIL, FLAEOLEFT T, 774 X— FNERZ £ 721
SNER ST Y 7 AN O 2 D E T D BRI, REZR O DWW TEEICHRETT 2 LR &
DET,

A4 2N\ FOEE NTP

NTP over IPv6

\)

6=

éb\O

AN REHRT 78 RZo0WTE, AFO MEHT 72 A0BM] LWOHEZSRLTLIE

« AUV REHENTP: ACI 7 7 7 U v 7 A LNy REBLE L HICET 25A1F, ACI
DA R REBR Y N T =7 NS NTP P — " ~DREF e 2 et L £ 9, ACIV 7
TV VNTHERENDZA NN RIPT Ry o i, 7770 v 7 O LR
ETEXFERHA, ANV FREHINTWDE 777 v 7 OO NTP — 2T 5
Wik, TOBEZFREICTORY —2FEkLET, .

NTPoverIPv6 7 KL A X, RA NG EET 7 FLATHAR— SN ET, gaiconfd, IPv4 T
RLADTaNRA X —F I T D IPv6 7 RLABNMBESINA LY ICRETCE£T, =—W
X, IP7 RLA (A A M=)V ETIMERIANLL K - TIPv4, IPv6, Foidiil) #4252
CICE TR CTEDHRA M EBRETEET,

. A7AC77TYyHs H—EROTOE a=vy



| 27A027Jy vy y—EROTOE 3=y

culzgmLNPoEE [

GUI Z{ER L 7= NTP DR TE

\}

&

ATy T2

ATvT3

ATvT4

ATvTh

ATvT6

ATy T1

GE) {E‘Eﬂ%ﬁ‘é DNS Y — RN A R REFRIET U AT R CRERICREIN TS

Btr, BRA MR —=AD NTP —/"DHR A NIRRT 2V A7 B30 £3, AR M
%ﬁﬁﬁa‘é A%, DNS 73 X LT 5 DNS —E A R =N ESNTNDH L
% e Li*ﬂ”o F72. DNS 727 7 A VR > — O ERFICEIR L2 BLEPG DA /N R
FET Y NF TN RVRF A VA Z 2 A2 72 DNS T UL HRE SN TWS Z & AR
LET,

FIE

AZa— =T, [Z7TYv% (FABRIC) |>[Z7 7 v¥ R — (FabricPolicies) ]®
NEIZZEIR L E 9,

[FE4&—2 3> (Navigation) | A T, [[Rvy K 7R >— (Pod Policies) |>[R1) —
(Policies) DNEIZZER L £,

[E% (Work) 21> T, [7Y¥a> (Actions) |>>[BER >—nDER (CreateDateand
TimePolicy) ] DIEIZEIR L £,

[Create Date and Time Policy] # A 7 02 7R v 7 AT, IROBIEEZFITLET,

a) RENOIEIERNTPRELXXBITLHRY o —D4RIEATILET,

b) 7 Vv 27 LT ’ﬁx)]l-&o’CL\é O FREHREE 7 4 — LV RBXOEM. NTPYSA47

U rDRBEEF— T ARFRRI I, BEREHREZASILET, Update & Next #7 U v
7 LET,

) [HiBEEZ Uy 7L, HTLNIP — MEFH (Taf¥—) 2fRELET,
d) [Create Providers] # A 7 0 7Ry 7 AT, IROT 14—/ R&EFHT, T XTORHEEFRY
AL E7, [Name], [Description], [Minimum Polling Intervals], [Maximum Polling Intervals],

BBDO T NA =T AERT DAL, BRI TE 2 NTPRFZIE O [Preferred] 7 = »
IRy I AeA AT LET,

777V I DT RTH /) — KRBT U AT AN REBRIZE > TNTPH— N ZEFET

X 541, [Management EPG] K2 v 7*Z 7> U A K C, [Out-of-Band] Zi®&R L &
To AN REHEBEANLTEAIEL, A3 REENTPOGEZ 2R L T2
W, [OK] %7 U w7 LET,

{ERkT D7 a A X =012, ZOFEEZBEV KL FET,
[ E#—2 3> (Navigation) ] %A > T, [Rv KR L — (Pod Policies) |>[R!)L— 45
JL— (Policy Groups) ]%i&R L £7°,

[E% (Work) ]2/ > T, [7Y 3> (Adions) ]>[Ry KR — T IL—TDER (Create
Pod Policy Group) %8R L $£9°,

[Create Pod Policy Group] A 7 12 77K v 7 AT, IROBIEEZFITLET,

a7AC 77Uy y—ExOToEYa=>y |



B restarzEmLENTPO

ATvT8

ATvT9
ATy 710

A7ACTFIY vy y—EROTOES 3=V |

ks
filt

a) RNUT— TN —TDL4HEANLET,

b) [Date Time Policy] 7 4 —/V KD Ru v 7 X0 U ~pb, BHIC/ER LI NTP R Y > —
IR L E9, [Submit] 227V v 7 LET,
Ry RARY— Z—TRERESNET, £/, 774NV FORy RAKRY »— FL—
TEERTAZ L TEET,

[FE#—2 3> (Navigation) ] %1 > T, [{Ry K K1) >— (PodPolicies) 1>[F7RZ7 74 )L

(Profiles) &R L £,

[Work] =4 > C, HHORy RV I 45X TN0 ) v 7 LET,

[Properties] fE{# ™ [Fabric Policy Group] K1 v X 7 U A kvt {ER LRy KA Y v—
TN—T %R L ET, [Submit] 227 U v 7 LET,

REST APl Z{&FB L 7= NTP D& *E

\)

GE) T2 DNS b — "0 A X REFIEIT 7 b AT R CREMREICR ES LTV D

ATy T

ATy T2

B, BA MR —=ADNTP = "DOHRA NFRFIZRT DV A7 BHY £F, RmA M
AT 235613, DNS 7 A X LT 5 DNS—E X RY U —DRESINTWNDH I &
iR LET, 72, DNS 7277 A )V R ¥ — DR ERHIEIR L7 E B EPG O A /N R
FI2ET U RA TR RVRF A VA K 2 A iG] 72 DNS 7~V SERE STV D Z & &R
L%,

FIE

NTP Z3&%EL 7,
1 -

POST url: https://APIC-IP/api/node/mo/uni/fabric/time-test.xml

<imdata totalCount="1">
<datetimePol adminSt="enabled" authSt="disabled" descr=""
dn="uni/fabric/time-CiscoNTPPol" name="CiscoNTPPol" ownerKey="" ownerTag="">
<datetimeNtpProv descr="" keyId="0" maxPoll="6" minPoll="4" name="10.10.10.11"
preferred="yes">
<datetimeRsNtpProvToEpg tDn="uni/tn-mgmt/mgmtp-default/inb-default"/>
</datetimeNtpProv>
</datetimePol>
</imdata>

F7 N OBEMFERFLDORY —F Ry RRY — Fr—7 28l £,
1 -

POST url: https://APIC-IP/api/node/mo/uni/fabric/funcprof/podpgrp-calol/rsTimePol.xml

POST payload: <imdata totalCount="1">
<fabricRsTimePol tnDatetimePolName=“CiscoNTPPol”>

. A7AC77TYyHs H—EROTOE a=vy



| 27A027Jy vy y—EROTOE 3=y
cul 2@ L= NP om0k ]

</fabricRsTimePol>
</imdata>

ATYT3 Ry R KRV = I N—T%2FT 74V DRy K Tu7y A WZBMLET,
5 -

POST url:
https://APIC-IP/api/node/mo/uni/fabric/podprof-default/pods-default-typ-ALL/rspodPGrp.xml

payload: <imdata totalCount="1">

<fabricRsPodPGrp tDn="uni/fabric/funcprof/podpgrp-calol” status="created">
</fabricRsPodPGrp>

</imdata>

GUI A L 7= NTP O EN{EDHERE

FIE

ATYF1 A==2— =T, [FABRIC] > [Fabric Policies] # &R L £,
AT 72 [Navigation] 2 > C, [Pod Policies] > [Policies] > [Dateand Time] > [ntp_policy] > [server_name]
DNEZ IR L £,
ntp_policy IZETZIERR L7=AR U > —"T7, [HostName] 7 4 —/L KFE 721X [IP address] 7 « —/V K

TIEHIPV6 7 RL AR R—FENFET, ANTLTEARA MLIZIPV6 7 RLARRE I LTV D
e, IPv6 7 RLANRIPVE 7 RL AL VBRI D L OICEETILERDH Y 9,

2T 973 [Work] A T, $—OFEMEHR LT,

NTPH—/\

M?%—A% E, 7747 DAL »F H NTPH— & LTEEL T, FRDOZ 747
> MINTP OFFMEHR AR CE D21 LE T, NTP H—R2H6%cT5L, A vF L

DNTP T —FE L, NTPZ 747 EnHDTRTOZ=F % A | (IPv4 £721L1Pv6) U 7/ =
Mzxt L. DSBS RIC L > TEZ L ET, NTP — 3D ZE% T NTP RFCV3 IZHEHLL ¢

W9, NTPRFC 26V, Y— 337 T4 7 > MBI 2 REFRITHER L EE A,

o NTP Y —_—{%, #_XTCDOTF > F VRF & A X0 K/T T AT REHLVRE O IP
T RUVAZEZLT, NIPZ 74 7> MV —E 228t LE T,

o NTP Y — _"—%., W FOEF VRF £721X7 F > b VRF IZH{E L7- NTP ERITGE L
AU VRF 2 H L OUSE 2R LET,

« NTP H—[ZIPv4 & IPv6 Ol FZ2AR—F LET,

cAA TN, IPVA 7 TA T FELTHBILTIPVG F—"E LTEIET 2L, B
ZF DWW AHE T,

a7AC 77Uy y—ExOToEYa=>y |



A7ACTFIY vy y—EROTOES 3=V |

B cuzsmALENPY— 0B

e AA vFIX, TUMET TN REBREITIA N REBRVREF 2L TNIP 7 947
VhELTRERITCE, L VRF £72137 75> F VREOWT N EBNTP 7 7 A4 7~ b
I — AR L3,

B bT 7 FPEIZIP T —T VOREITNLED Y T8 A,

o A v FIT RO —NEREAT L E, b= RE L THBEREA N T X LEF L LEBIC

EELET, ZOBEBIEIATLADOET DA NI A LEELLIHEIT-HDIZRD £9,
s AL v F v ay I BNHEHEN (T v T AR —A F—=NZREAS N THR) DA, —
NIZA T Z AL 16 THRFIEREZBEELET, 7747 MIZoF—NERM T F
A,

F 7 4L FTliE, NTP B — R BRI RN > TWET, ZHIERY > — DR EICL > TH
RN HIINC T HDHLERSH Y £,

\}

GUI ZfER L T=

ATy T
ATy T2

ATvT3

ATvT4

GE) 279470 NI V=T AL FDA LN R, T RET N ROIPT KL A% NTP #—
NIPT RLAELTHHATEEY, 79470 MIkiz, BER #&R->TW5H EPG DT
VoY RALYSVI ERIHMEED L3OutIP 7 KL A%, 777V v I9DI 54T kD
NTP #—_—1IP 7 RL AL LTHHTEET,

Ty TV IDAAL vFNE, RCT77 7V v 7 OMMDOAAL v FIZREMTHRETIEHD FH
o 777V w7 AL v FTILHEIZ, FMTO NTP H— 2RI 25 & T,

NTP 5 —/\DE ML
Ok v a Tk, APICGUI TNTP %% E L CNTPY — REHFEhI T2 FiEIZ DWW THLHA
L/i‘é—o

FIE

A= =2 — /"—T, FABRIC > Fabric Policies Z 3R L £,
FEXF—2 3> 740 R T, Pod Policies> Policies 23841 L £,

Dateand Time 473 = > 73 Navigation 7 1 > R IZFRENET,

Navigation 7 1 > R T, | Dateand Time %427 U > 2 LT Create Date and Time Policy %
BIRLE7,

Create Dateand TimePolicy 1 7 1 773 Work 7 ¢ > RUIZF RSN E 7,
[Create Date and Time Policy] # A 7 0 77K v 7 AT, WROBIEEZFITLET,

a) RENOIEIERNTP FHEZXBIT LRI O —DARTZ AT LET,
b) Server State &7 3 T, enabled 227V v 7 LT,

. A7AC77TYyHs H—EROTOE a=vy



| 27AC127TUvs 4—EROTRES 3=y
cul 2 L= NP v —oawt ]

Server State ik > T, AA v F & NTP P — L LTEWEL., FRDTZ T AT > M NTP
FEEE SR AR cE 2 Lol LET,
GE) P SEREZ VR — T AEE. T NIRICETREICTH L AR L E
T, ZHUTED ., =TT TAT ML, B LM ARt TE A L
AT F9,

Server State x BT H &, RO Z ENRAEEIZAR D £
o NTP ¥ —NF, OV — NIZFEET DAL v FICkt L, REEHRE &b
WA N T HLBFZEEZEEFE LET, ZOFFIEITATLOET DA RNTH A
Bghb 1Oz -H0lc b £,

c AA yFO7 1y 7 W EFRY—NZEH L TW NS IR
WMEARTZLI6 ZEELET, 77472 MIZOF—NZFEHT S
ZEIEFTEEREA,

G¥) = BEREA Y AR — M550, Y NIEREICETREICT LI L 2R L E
T, ETRETIE, 7747 Mkt L—B L7zt cE £,

¢) Master Mode 47"+ 2T, enabled 27V v 7 LE7,

Master Mode i 9 4UE, F8E SILTZNTP I — 313, FD T T4 T > ML, %€
émtx X LAFFELEBIC, RESITWRenwe—v 7y JRA 2R 52 &
WABEIZZ2 0 £9, 72E Z2E NTPH— "L LTEELTWA Y —T7 AL v FiE, 774
TURELTEMEL TS Y —T7 AL vFIZxtL, S TWenae—hv 7y 7Kk
AR i G = S

Gx) * Master Mode XA TEX 2 D1%, —D 7 v 7 NI TV
BDHTT,

« F T} ) NDVAH — F— D Stratum Value 13 8 T,

d) StratumValue 7 4 —/L RIiZiZ, NTP 7 A4 7 > b EHI L7 2 G+ 5 L&D A b
7 X LFGERE LET, #IHIT 1~ 14 T,

e) Nextz2 Vw7 LET,

) [+HFEBE27 Uy 2 L, T2 NTP =\l (o q¥—) 2EELET,

g) [Create Providers] # A 7 0 7Ry 7 AT, IRDT 4 —/V REGH T, T XTOREFEH A
AJ1LEF, [Name], [Description], [Minimum Polling Intervals], [Maximum Polling Intervals],

 EE DT N =TT D 5EA T, R BEETE 2 NTPRZIR O [Preferred] 7 =
TRy I AL AT LFET,

77T VI DT RTD /) — RKRT U NAT R REEIZE 5 TNTPH— NZEET
X 5881, [Management EPG] K v 74 7 J 2 EC, [Out-of-Band] Zi&R L F
Ty AN REHEZEALESGAIE, A0 FEENTPOEMZ SR L T2
W, [OK] %7 U v 7 LET,

a7AC 77Uy y—ExOToEYa=>y |



A7ACTFIY vy y—EROTOES 3=V |

B cvzsmLr-EsRRoRE

ATy Th

ATvT6
ATy T17

ATFvT8
ATvT9
ATy 710

ATvIN

BT 27 e 4 =280, ZOFIREHEVIELET,
Navigation 7 .t > K7 C, Pod Policies Z&#{R L, Policy Groups =427 U v 7 L£7,
Create Pod Policy Group %4 7 1 Z I3 FK R S ET,

[Work] ~2A > C, [Actions] > [Create Pod Policy Group] ®NEIZER L E 7,

[Create Pod Policy Group] 4 7 0 7R v 7 AT, IROBIEEZFITLET,

a) KU — I —TFOL4HEATLET,

b) [Date Time Policy] 7 4 —/V RO Ru v 7 X7 U R b, BICHER L7Z NTP AR Y 2 —
ZIEIRLET, [Submit] 227V v 7 LET,
Ay RFRV— T —TPMERENET, £/, 774V FOKRy RARY o— F—
TEMERATLZELTEET,

[Navigation] ~X- > "C, [Pod Policies| > [Profiles] ®JIEIZ &R L F 77,

[Work] XA > T, BHIOR Yy KRBV I XZEZFTTNVI Y v 7 LET,

[Properties] fEJk @ [Fabric Policy Group] K= > 7F# 7> U X R fERKLIZAR Yy R ARV —

TN—T %R L ET,

[Submit] 7 VU » 7 LET,

GUI ZERA L -BREXDEE

Z Z T, Cisco APICGUI #{#H L THIFEXZRET D HEE R LET,

FIE

ATY TN A=a— =T, [VRTL (System) >>[L AT LEETE (System Settings) | # RN L £,
ATv T2 Felr—va TRt EERM (Dateand Time) 1227V v 27 LET,
ATY T3 [MEE (Work) ] 54 > T, ROA T a bR LET,

[~ (DisplayFormat) ] : [local]l %~ U » 7 L CHFRZBIMIFFHE TR RT 52>, [utd]
7 Vw27 LTHK% UTC THRRLET, 7 74/ M [local] T,

[BALYV—2 (TimeZone) |: Ruevy 7 XU RKHZ7 ) v 7 LT, RALLDHEA L
V= ERFERLET, 7740 NI [BEHAE (Coordinated Universal Time) ] T,
s (A7t v MREE (Offset State) | : [B%h (enable) | £7-1% [#E=h (disable) | %27 V v~

LET, BCT D E, a— B VL L EEHEREL O EZR TR EINE T, T 744 NI (B
#h (enable) | T,

. A7AC77TYyHs H—EROTOE a=vy



| 27A027Jy vy y—EROTOE 3=y
pHep 1y L— Ky o—owE [l

DHCP ') L— /R o —DEFE

DHCPV L—RY ¥ —iX, DHCPZ A T > h &V —_"NRAL 597 %y b BICH DA
HTExES, 77472 FPRE I/ vShield KA A > a7 7 A4/0E L HIZESX A /X—
NAY EICH DAL, DHCP Y L— R Y VU —REEMHATH Z & BMNETT,

\}

GE) e A7 T FIFET S P TERSNZDHCP VU L—RY —ik, TV vY RAA
TDHCP U L—%&%ET 5 X Tr v b CEACTEE®A, 77> M DHCP U
L—@E DA, /72— S LDHCP Y L— R U o —0DERL (62 °—3) O#FBIZHE-
T2/ u—/3LDHCP U L— R >—%E LET,

«DHCP UL —1IP 7 RLR|Z. ®IZFFIA~<VU SVIIP T RLARIZEREINET,

vShield = > b @ — 7 Virtual Extensible Local Area Network (VXLAN) ZREHHTH L, A
PR= AP HRA MIH—F/L (VimkN, (RAE L= RARA > b (VIEP) ) A v X —7 =
A AR LET, ZNHDA X —T A AL, DHCPEMHTHA L 7T AT I F X% T
FURTIPT RLAZMEL LEY, L2 -> T, APIC2SDHCP #— & LTEMEL 21 b
DIPT RLAZRMELTEH L2, DHCP VL — RV O —%RETHLERH D 7,

ACI fabric [ DHCP U L—& L CEIfET 5 & X2, DHCP 47 = > 82 (DHCP Relay Agent
Information Option) %, 7 74 7~ hORbDVITHHET S DHCP ZRICHA L 7, &

(DHCP 47 7—) M4 71 22 8272 L TDHCP V— LRSS, ZOREIT7 7
TV 7ilkoTHA LU MRy 7ENEd, LN -T, ACI fabric 28 DHCP V) L— &
LCEIET 5 & & 1%, ACI fabric ICEE S L7/ — REFTR T H72DIZIP 7 RLAZHRAEL T
W% DHCP — N34 7o a v 2 2 R— T H0ERH Y 7,

DHCP VJ L— 7 a2/ XA X — EPG 7 L30ut Ext-EPG O34, U L— X% v MX. L30ut THEAY
ENEZEA A —T A A& router-id IZIEESNFET,

Cisco APIC U U — & 52(4) LAF&, DHCPv6 47> 279 2 & X 9ICDHCP V L— =—V =
VEELTRESNTET U vY RAL UERETELIIICRVE L, A7 a v 190F
T TWEBRE, 7V vy RAAL VR L —x2—V 2 FELTHESNTWD Y —7
AA v FIZIE, DHCPv6 V L— Xy hODA T2 a 190 LTI IAT L bV I @7
RLANGENET,

A7 a 79 BEIRTHE, DHCP X7y hOSXA B —RIZZTAT Y FOMACT RLXA
(ZT7AT MV IBT RLAYREEND LRV ET, 7 a 7912, T34 A
DEBEOV IET RLARGEENTHWET, Vb—AvE—VF, 7747 ELEES
NDEBEODHCP N7 v hOA —H% 3y MFEILMACT RLAZFEHRAL, A —H 1y~ V—
A%RT00:0l DT VT 4w 7 AT T, ZNHD8NA N (FF94T7 2 FMACT K
LR) 4T var79ilar—LE7,

DHCPV6 D7 SA T N U IBT RLA A7 arDaElic oW TiE, RFC6939 25/ L
TLTIEEW,

T arvEFERT IR

a7AC 77Uy y—ExOToEYa=>y |



A7ACTFIY vy y—EROTOES 3=V |
B owcr L —kys—omE

FTaT VAL 7 U A (IPv6 & IPv4d Z#H3R— k) T, DHCPv4 £ X U DHCPv6 * v
v —CERILITAT M A U H—T oA AZEHHEM T DMENS DGAE. A7 a 1903,
RFCHEHAEIZHEHL L C, DHCPv6 U L— X7y NIV TFA T FMACT RLAZEDTERFEL
iTO

DHCP H—/N\—FHFE T 4 —JL KIZDWT

\)

GE)  DUFiE, o7y aryTHEASENAZNW O OHEDERETT,
* 9754 7>k VRF : DHCP ExR%ZB4HT 578 A F03ELE S 41TV 5 VRE,

e H—/\— VRF : DHCP Y — _—MElE X3 TV 5 VRE, F721Z DHCP ¥— 3 —|Z&[ZE T
BT D/NAEIEMT B VRF (72 & 21E, L30ut #H T),

« 547> bk EPG : DHCP #XRZBitnd 58 A2 FARE STV 5 EPG,

o H—/\— EPG : DHCP #—/N—238E#Hi STV 5 EPG (F£721%, DHCP H—/3—7 ACI
777V w7 O H HGE . 1ZFMNE EPG),

ACIY U —2A 52(4) Ti&, DHCP V L — 7' m A X —DXERFD use-vre 7T a DO HR—
FSBINENTWES, ZOEEIL, DHCP 71 3A 4 —EPG (7= & 21E. DHCP #—/3—
B ST % EPG) F721, DHCP Y — N—(ZEIF#ET 572D &b LA Y — 3 458
F v hU—27 73, DHCPERZMHT HHRA MRHEHET LTV v KA A2 (DHCPARY v —
ZDHCP U L — F-~LL LTHHMLTNET Y vy RAALY) LiXHEAD VRFIZHHHEIC
FERHSET, ZOBGEIX. NX-OS TEEHAIREZ2 DHCP U L — use-vrt 47T = VTFEY L
T3, use-vre A 7T a VISDHCP U L— 7 034 X —|Z%f L TARZ /2> TV 5 4. DHCP
IIAT Y IPEESNTNDS Y —7 AA v FiL, DHCP 7 74 7 ~® VRF DbV Iz,
X E S 472 DHCP 7 1 /3A 2 — EPG  (¥£721%, DHCP — —(THf TE D L O ITRE I
72 L30ut) ® VRF Z#f&H LT, DHCP UV L — ¥ v h&L—TFT 4 7 LET,

ACI U U—A524) LVAETDOY U—ATiX, DHCP 7 74 7> MFEET S VRE L3RS
VRF ® EPG £7213 LA ¥ 34 +%x >~ U —2 TDHCP Y L— 7 u/ A ' — (H—3—) 257
TEXFEd, ZOVRFY L—RY—i%, VRERZ FF 27 MOEFELTEY, £7- DHCP
P —R—~DFEFFEM N & D VRF (H—/N—VRF & HEEN %) 25 DHCP 7 74 7 b
WBIFEET D VRF (954 F > bVRFELIEEND) ~DODHCPH—/3—F v hT—27 D)L—
R U —Z 2 &FLTCWET, DHCP U L— 4 v MNMEIZ FA T2 h VRE WS —F 4 7
S, VRFL— K UV—2 ZfiH LT, ¥ —/3—=VRF /5 DHCP ——|Z8ZEL 7, —
WO U A TiE, DHCP —/"— %y NT—2 N7 F AT ks VRE 26 L EETE 2855
(=& 2%, DHCPH—1"—x > NT—ZIZHBETE D2 747 > N VRFIZE—71/L L30ut
NHDH%5A) . DHCPU L— 37y RPN —/N—VRFE A NZATHZERHY 7, DHCP
V=R o—Taf =R 7747 NVRFD 1 DL 38251 A v —358x > b
U= AT D LIRS TWDH5E, DHCP U L— /37y DY —ATPT K LA,
P —/N—=VRF (FA/NAFZ—L30ut & HLIEEND) O L30Out MHTRSNET, . THbHD
DHCP VY L— /%4 v k78, H—/3— VRF @ L30ut Tix72< 7 74 7> k VRF ® L30ut 7*5
N—T 4 VT EINDHEEILYH (77472 hVRF®L30ut 28 DHCP H—/X—~D/L— ks { F -
TWHEAICEL L AREMRH Y £9) . DHCP ¥ — "—D & LY —3— VRF @ L30ut |2
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pHer Y L— Ky v—nEE [

FEVIRENFET, DHCP Y L— %7y hOIPT RLABRY —R—VRF D L30ut D IP 7 L
AWCBEENTWAEDTT, ZICEY., DHCP U L— /34y N OFERTFIEED T L,
T AT I — NI EDAT— KTV TFNAAL AL T Ry 7ENATREENRH £7°,

WORIE, ZOvF ) FOFERLTWVET,

——————————

client-vrf
| - ==

E server

DHCP ‘| v+ VRF L30ut
relay agent : \
: client , ' 10.1.1.0/24
! VRF L30ut !
DHCP packet / 5
from client T ; f
;o 10.1.1.0/24
DHCP DHCP 3
client server 2

ZOVF U FFITIE, SMFEDHCP — " Ry NT—2 X, 774 T M ——Dilj D
VRF #/r L CACI 777V » 7 CEEMRETY, DHCP VY L — 7wy MM, 7747 b

VRE BV —TF 4 7 & ., 7 T4 7T > b VRF L30ut #H T & £d, DHCP J L — 3
7y FOEETIP 7 KL AL, DHCP U L— R Y > —(ZHf» T, ¥ —,3—D VRF L30ut /5
BIRENET, — =150 DHCP VY L —It% 1% DHCP #—/3— L30ut [Z/b—7 1 7 &
N5, EHT7r—I127eh £9,

ZOMEEMFRT 725, VU —RA524) LIETIE, [—/\—VRF#{EA (UseServer VRF) ]
EWHI AT v a o, [DHCP H—/A—E&%E (DHCP Server Preference) | 7 « —/L R CEMA T
LRV ELE, [Y—/\—VRF Z#R (UseServer VRF) | A7 v a v (0275

&L, DHCP U L— 7y NMEFIZH——=VRE O A—T 4 7 E8NEd, 2047 a v
X, VRFElZ2> b7 27 he— b U—7 OEAELHIFEL ET,
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[DHCP H#—/\—E& % (DHCP Server Preference) | 7 4 —/L RCTEIR Lo A7 v 3 S2HESN
T, V=7 XA vFiZ,. DHCP U L — R"r v 27 747 F VRF ¥72i13%—/3— VRF ®
EHLOMON—T 4 7T BEDPERELET,

«[7ZL (None) |: ZHUIT 74 bDA Ty a T, U U—RZ524) L0 ETOEMEZ KBk

LTCWEd, [L (None) | A7 > a v w&RTHE, AL v TFIXHEIZT 74T FVRF
M5O DHCP U L— X7y N&E)L—F 47 L%9, VRF [ DHCP U L— |2l fH$ 5
H. V= _"—=VRF Xy hU—2 %7547 FVRFIZU —27F5101F, HF—E R 2
N7 NBMETT,

[—/\—VRF #{#fH (UseServer VRF) |: ZOA 7> ad, VU —A524) THAX
NIZH LOBENMEZ K L CWET, [H—/N\—VRF #EH (UseServer VRF) | A7 =
VEBRIRTLHE, AL vFiX, DHCP 7 74 7 v N3F#ET % EPG & DHCP H—/3—73
71£9 % EPG (& 721IDHCP ¥ —/N— B ATHE/R L30ut D L A ¥ — 3 4 4) o=
T 7 FRBLNE DI < B —/S—=VRF 226D DHCP J L— /"7y b &
N—T 4T LET,

VRF % EDHA. [—/\—VRF #{#H (UseServer VRF) | 47> 2> ([DHCPH—
IN— T 77 LR (DHCP Server Preference) | 7 4 —/V K) Z@#R$5H L, L— |

NI T T, br—N—HT Xy b b—hNI, 77T F V=7 2 vFD
HF—N - VRFNTTu o7 Lh3nNEdT, 7747V —7 AL v F®DHCP FrE&X
X, ENLitg, DHCP VU L— 37 v h&H— S—VRFRHETEFLET, Z0d, ¥—
N—VRFiX, 27I7A T TV oY RALUBEREINTWETRTOY —T XA v F
W< EH 1 OO T RUAZEH L TERTALERSHY £,

GUI ZERLAPICA > T3R5V F¥ITxt9 % DHCP H—/\ 7K 1)
—DETE
COFIETIE, = FARA b Z—7 (EPG) ®DHCP UV L — RU v —% B L7,
ROEEFHL LOHIRNFHEZ MR L ET,

T IV r—ary U RRA L N INA—TFTHEHEINAER— FBIOD FEbIZ. B
HEAIIVM 32— % (VMM) RAAL B L TWARENHY £9, RAAL IZE
O ORE T AN STV WEA . APIC TIX EPG DR 26T L £ [EE N
Ebi—a‘o

« Cisco APIC (X, IPv4 & IPv6 OfifFDTF > b %7 %> N TCDHCP U L—% %K — kL%
4, DHCP ¥—/ X 7 KL R |ZiX IPv4 7213 IPv6 2 ff i T& £9, DHCPv6 V L —I3,
T 7V A E =Tz A ATIPv6 AN/ >THY, 128 10D DHCPv6 V L—
P NREE SN TWDEEICDOHR, BELET,

e 2 APIC TlE, I A~VIPT RL A F— %t LTOHDHCP UV L—&HHR— |
LTWET,

s ROWEFHEFEEIL, VU —R52@) TEASN/ [DHCPY—/N—TYJ7L >
A (DHCP Server Preference) | 7 ¢ —/V RIZ#H S E 7,
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GUI £ L1 APIC { ¥ 75X k54 F v (i ¥ 5 DHOP 4 — Ky o —oiE [

« L30ut FHIZ DHCP U L —ARE SN TV HEH (72 & 21X, DHCP #—/3—73 L30Out
DIEH%IZHY . DHCP U L— R Y 2 —8 [H#—/N\— VRF ##H (UseServer VRF) ]
FFa NCERESN TS EE (IDHCPH—/A— J1) 27 L >R (DHCP Server
Preference) 1 7 4 —/L RIZHBWT) ) . EPG/Y— 3= VRFIZA V¥ —T = A ANE
FPHELRTE, 72747 87V vy RALUREBRINTHD Y —7 A1 v
F~EPG/7 U vy RAAL TV oY RAL L BTy NERETLILERH Y £
R

* EPG D 14124 %5 DHCP $—/3—|Zxf LT, DHCP U L — R U v —3 [H—/\—VRF
Z#M (UseServer VRF) | A7V a VZRESNLTWDEA ([DHCPH—/3— T
77 L >R (DHCP Server Preference) | 7 «—/L K) | IPv4 3 L OV IPv6 /L — k DJfj
Fe, =" T VY RALUSVIBI FAT > b U—7 AL v FITER S L E
R

o [U—/\—VRF %A (UseServer VRF) 147> 3 0%, ¥ REDHCP h7 7 ¢ v
7 TV AR—hINTHERA,

o AT a 7902k, LT ORIRS#EA S ET,
« 473979 X DHCPv6 TOHYR— K ENTWET,
AT IVFA T T TFY R TIEHYAR—FENLTWEY A,

1R BHIIZ
LAY 2EFIZI LAY 3IBHEGRRTESINTNWAZ 2R LET,

FIE

A=ma— =T, [TF2k (Tenant) 1>[7F > h4 (tenant_name) | 2R L k3,

[FE4X—2 3> (Navigation) | A > D [TF > b (Tenant) [T 7> b4 (tenant_name) ]
DFT, [RY— (Policies) ]>[7 8 k3L (Protocol) ]>[DHCP]% ER L £,

[Relay Policies] 42~ U v 7 L. [Create DHCP Relay Policy] #2 U v 27 L ¥7,
[Create DHCP Relay Policy] # 4 7 2 7R v 7 AT, IROBEAEEZFATLET,
a) [Name] 7 4 —/L KiZ, DHCP V L'— 7’17 7 A L4 (DhcpRelayP) # AS1 L E4,

ZOXAFTTIIIRK 64 LFETOREBFEEHTEET,

b) (EE) [ (Description) ] 7 4 —/L KiZ, DHCP U L — R Y v —OfiHE= A L&
D

AN IR K 128 LT E TORKTFEFEHATEET,
c) [Providers] # BB L £,

[DHCP 7R/ #—D1ERL (Create DHCP Provider) | # A4 7 u /R v 7 ARERENE
T
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d) [Create DHCP Provider] %1 7 1 7' 7R > 77 2A® [EPG Type] 7 « —/L K C, DHCP #—/ 378 &
CTHEHRIN TV DN L s Tl A7y ar A& a7 v 7 LET,

BINT D EPG XA 7DOA T a %, EPGHA S L > TRARY 4,

«EPG #A 7L LT[7FTVS— 3> EPG (Application EPG) | Z3&iR4 5 &, kD
F7arn[FFTUr— a2 EPG (Application EPG) | fElIc R Sk,

[TFY bk (Tenant) | 7 4 —/V KT, RayFZ oy URNNG, T2 haik
RUEJ, (infra)

* [Application Profile] 7 4 —/L KT, Fay 7 XUy UA NG, 77U r—a
VEBINLET, (access)

*[EPG] 7 4 —/V KT, Ry 77X JARNnpL, EPGEERLET, (T74
V)
*EPG XA 7L LC[L24V 8y kT—7% (L2External Network) | #3425 &, [L2
&Ry T —4 5B (L2 External Network) | IZIRDA 7Y a VU inFrRESnEd,

[TFY bk (Tenant) | 74—/ KT, FayFZy o UR NG, Ty ik
WRLET,

s[L20ut] 7 4 —/V RT, Ray7X o UR )5 [L20ut] Z&#RLET,
* [External Network (448 y kD—9) ] 74—/ RT, ey ¥y J R L
MO Ry NU— 7 BRI ET,
«EPG % A 7L LC[L34 &Ry kT—% (L3External Network) ] Z#E&R4 %5 &, [L3
&Ry b —2% (L3 External Network) JfEIRICR DA T > a v BRERENET,

[TFHFY bk (Tenant) 17 4 —/V RT, Fry Xy UZX NG, T Mo
RLET,

«[L30OUt] 74— /L RT, Rry ¥ Tr UX RN [L3O0ut] IR L ET,
« [External Network (V8w bD—2) | 74—/ T, Fry ¥y JX |
MBIy NU— 7 R L E T,

*BEPG %A 7L LTIDN] Z#RIRL7=GEIE, ¥—7 v b =2 RRA v~ 7 —T 0%
Mp AN LET,

e) [DHCP Server Address] 7 4 —/L RiZ, 4 > 7 7 DHCPH— "DIPT RLA&Z AN LET,

G¥) A4 > 7F DHCPIPT KL R, £ > 75 IP7 KL & APIC1 T, vShield = >
Fa—FREDT-DIZERTAHEAIE. T 74/ FDOIPT FL X 10.0.0.1 A
T HHERHY 77,

f) [DHCPH—/\— JL 77 L > X (DHCP Server Preference) |7 4 —/L K C, 2D 7
A X —OEHFEEEZTIR L E7,
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GUI £ L1 APIC { ¥ 75X k54 F v (i ¥ 5 DHOP 4 — Ky o —oiE [

[DHCP ¥ —/A— JL 77 L > X (DHCP Server Preference) | 7+ —/L Kix, VU —=

52 TR CEE T, V=7 AL v FIL, ZOT7 44—V KOEEIKIC, 7747
r VRE £7213V—X—=VRF D EHL 55 DHCP U L— X7y e —TFT 4 7T 50 %
WELET, FHMIOWTIEL, DHCP ——f&E T 4 —/L RIZ2OWT (123—Y) %
ZHLTIIEEN,

«[%L (None) 1: ZHUET 7+ b4 Ty a T, U U—R524) LrioEfEs
KL TWET, [EL (None) | A7 v a v a2RINTHE, A vTFIXEICTITAT
Y RVRF226LDODHCP Y L — "7y Na/Lb—F 427 LE7, VRFI#H DHCP U L —
WEAT 284, —S—=VRFXy NU—2 %27 547> FVREIZY —27 7T 51T,
HHEY—ER I T FRXLETT,

[—/\—VRF Z{#/H (UseServer VRF) ]: ZOA 7T 3 0%, VU —R524) Ti&
AENTZFH LVEMEL KL CWET, [—/N\—VRF %A (UseServer VRF) |4
Tya @R T 5L AL v FiE, DHCP 7 74 7 M3 F4ET % EPG & DHCP
P R—F(ET D EPG (F721XDHCP ¥ — R — 8B ZE R fE72 L30ut O LA ¥ — 3 4}
W) OMicay v 77 ERBDNE I DICIEED Y 22K P—/X—=VRFE 5 O DHCP
JL— by NeL—F 47 LET,

VRF X E DG, [—/\—VRF #{EfH (UseServer VRF) | 47> a2 > ([DHCP
HY—/\— T1) T 7L >R (DHCP Server Preference) | 7 4 —/V R) Z&EINTH &

N—=R NI T T, h—"—=HT Ry b b—hNE, 7IF7AT7F V=7 R
A vFOY—- VRENTTar7r3nEzd, 779478V —T AL vFD

DHCP vt 2%, #h L%, DHCP U L — /%47 v k& ¥ — 3— VRF fRH TEE L
9, 20D, = —=VRFIL, 77478 7V v RAALUNERILTH
HFTRXRCDY =7 A v FIDR< b 1ODIP 7 KLU AZMH L TR M
N ET,

g) [OK]%27YUvr LET,
[DHCP Yy L— K1) —®D4ER (Create DHCP Relay Policy) ] 7 1 > RWIZE D £,

h) [Submit] %27 VU v 27 LE7,
DHCP V L— R Y > —ER S ET,

[Navigation] ~*1 > C, [Networking] > [Bridge Domains| > [default] > [DHCP Relay Labels] % &

BLET,

[DHCP Relay Labels] #4772 U 7 L. [Create DHCP Relay Label] #7 U v 27 L £,

[Create DHCP Relay Label] # A 7 12 7' 7/R v 7 AT, IROBEEZFEITLET,

a) [Scope] 74—V KT, TFr hOF T ar RE w270 v LET,
ZOT 7 vacky, [Name] 7 4 —/V KD Ry 7 & UM, LENCHER LT
DHCP UV L— R Y o —NFERINET,

b) [Name] 74—/ RO Ru v XX 7 U Z Mok, {ERRF A0 DHCP R Y o — D4 i
(DhcpRelayP) #%3®{R9" 57>, [Create DHCP Relay Policy] ##{R L TH LU L— KU
—H R LE T,
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¢) [DHCP Option Policy] T, MEfFDA T 3 R 2 —%#IRN$ 575>, [Create DHCP Option
Policy] # R L CH L WA T v a v R »—21ER L E T,

F7a 79 OISR, ID & LT79 24 L CUARNZER L7z DHCP 4 7' 3
AR BN L ET,

FlLnAd7vary KU —2ERT 28541, [DHCPA 7L 3 >R o—{EmK (Create
DHCP Option Policy) 17 4 > kv ® [A#FL 3> (Options) | XA >T, IDELTT79%
ATTLTLIZE N,

d) [Submit]Z7 V27 LET,
DHCP % — N7V ¥ RAA AZBEMT BivET,

AT w79 [Navigation] ~2 > T, [Networking] >[Bridge Domains] > [default] > [DHCP Relay L abels] % &
B L. fERK S 472 DHCP h— %2R R L £ T,

RESTAPI ZEHLTA T3V EEET S

RESTAPI ZfifIL CDHCP 47> a v R —DF T 379 ZRET HITIL :

POST URL: https://apic-ip-address/api/mo/uni.xml

<dhcpOptionPol dn="uni/tn-dhcp client/dhcpoptpol-dhcp option policy"

name="dhcp_option policy" status="">
<dhcpOption data="" id="79" name="option 79"/>
</dhcpOptionPol>

NX-0S X % 4 JLCLIZ{HEA L1=APICA >~ TS5 X k5% F + ®DHCPH—
N—R) —DERE

TN —vary U RRA N TN THERHEINDEGR— B0 S 2 b, B
HEFIZVM R —Y % (VMM) RAAL VB LTWARERLY FF, RAA ICF
S OB T ST SN TV WS APIC T EPG OREBEZFAT L £ T NEENS
ALET,

« Cisco APIC i%, IPv4 & IPV6 OE DT F > h 7 x> hTDHCP Y L—% ¥R —F LZF
7, DHCP ¥—/N 7 KL RZI1X IPv4 £7-1X IPv6 2 ¢ £9, DHCPv6 U L —IZ,
T77 TV I L H—T A ATIPV6 DA/ ->TEY, 1 2Ll ED DHCPv6 J L —
= RIPEEINTNWDLGEITDR, BELET,

IR B
DHCP #—/ "7 RLRIZBET H7-DIC LA P2 ERIILVAYIERNFREINTWNWD I &%
MR LET,
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R
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APICA > 7T ARNZ7F % 77 4 v 27 @®DHCP F— R v —REZE

1 -
IVKRLAU M TIL—TDDHCP Y L— KR o —

apicl(config)# tenant infra

apicl (config-tenant)# template dhcp relay policy DhcpRelayP

apicl (config-tenant-template-dhcp-relay)# ip address 10.0.0.1 tenant infra application access epg default
apicl (config-tenant-template-dhcp-relay)# exit

apicl (config-tenant)# interface bridge-domain default

apicl (config-tenant-interface)# dhcp relay policy tenant DhcpRelayP

apicl (config-tenant-interface)# exit

B -
L4 30utsde® DHCP ') L— K1) L —

ifav28-ifc2 (config) # tenant dhcpTn

ifav28-ifc2 (config-tenant)# template dhcp relay policy DhcpRelayPol
ifav28-ifc2 (config-tenant-template-dhcp-relay)# ip address 11.1.1.11 tenant dhcpTn application ap epg serverEpg
ifav28-ifc2 (config-tenant-template-dhcp-relay)# exit

ifav28-ifc2 (config-tenant)# exit

ifav28-ifc2 (config)# leaf 2001

ifav28-ifc2 (config-leaf)# interface ethernet 1/4

ifav28-ifc2 (config-leaf-if) # no switchport

ifav28-ifc2 (config-leaf-if)# vrf member tenant dhcpTn vrf vl
ifav28-ifc2(config-leaf-if)# dhcp relay policy tenant DhcpRelayPol
ifav28-ifc2 (config-leaf-if) # exit

GUI ZERLAPICA > T3R5 F¥ADHCP H—/\ K —D

=JLr==

ax AE

« ZDHAYIL, vShield KAA v a7 7 A NVENERT D2 —F OFHESM T,

TN —vary U RFRA N TN THEHINER— b BLIO S 2biZ, B
HEFIZIVM 32— % (VMM) RAAL B L TWARERHY £9, RAAL IZE
S OBET T AL STV WSS, APIC TIX EPG DR 26T L £ 08 [EE )5
ALFET,

* Cisco APIC %, IPv4 & IPV6 DE DT F > b 7 x> hTDHCP Y L—% V3R — kL F
9, DHCP $— 3 7 R L A IZIT IPv4 £721L IPv6 ZfEH TZ £9, DHCPv6 U L —Id,
777V 4B =Tz ATIPV6 AN/ >THY, 128 10D DHCPv6 U L—
P = NPEEINTNDGEITDR, BELET,

1RO BRI
LAY 2 ERITVA P IFHERARESNTND Z L 2B LET,

a7AC 77Uy y—ExOToEYa=>y |
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B cuzsmLEAPC A2 T5R K55 F v RDHCP H—/ A K L—DFE

FIE

AV TFTANTIF v TF D DHCP — " RKY 2 —L LTAPIC R ELET,

G¥) IOV L= R —X, BT 4T 4 TR T s ANVOREEMH LS
NIZNANA RN P THDLTRATOY =T K= M T a3 NFT, Bz
TAT 4 7T 7 ANVICEDHEEDFHEMIONTIE, VMM KA A > a7y AL
OVERICEET A2 S L T30,

i -

EPG @ DHCP ) L— R1) ¥ —
<!-- api/policymgr/mo/.xml -->
<polUni>

POST https://apic-ip-address/api/mo/uni.xml

<fvTenant name="infra">

<dhcpRelayP name="DhcpRelayP" owner="tenant">
<dhcpRsProv tDn="uni/tn-infra/ap-access/epg-default" addr="10.0.0.1" />
</dhcpRelayP>

<fvBD name="default">
<dhcpLbl name="DhcpRelayP" owner="tenant"/>

</fvBD>

</fvTenant>
</polUni>
1 -
L4 % 30utside ® DHCP 'J L— /R1) ¥ —

GE) I3extLIfP CTH#ibl 7244l & A —F—%HH L TDHCP V L— T~V Z{EET D05

NHYET,

<polUni>

<fvTenant name="dhcpTn">
<1l3extOut name="Outl" >
<1l3extLNodeP name="NodeP" >
<13extLIfP name="Intfl">
<dhcpLbl name="DhcpRelayPol" owner="tenant" />
</13extLIfP>
</13extLNodeP>
</13extOut>
</fvTenant>
<polUni>

POST https://apic-ip-address/api/mo/uni.xml

i
DHCPH—/N— FY 77 LY R%E [H—/\—VRF #FA| + T a VIZHRET S

<!-- api/policymgr/mo/.xml -->
<polUni>

. A7AC77TYyHs H—EROTOE a=vy
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DNS & —

ons 4—Ex Ky v—nE [

POST https://apic-ip-address/api/mo/uni.xml

<dhcpRelayP descr="" dn="uni/tn-dhcp client/relayp-dhcp relay pol" status="">
<dhcpRsProv addr="100.1.1.1/24" pref="use-server-vrf"

tDn="uni/tn-dhcp server/ap-ap server/epg-epg server"/>

</dhcpRelayP>

i
DHCPH—N—JY I 7 LVRZE [HLIATLaVICHRET S

<!-- api/policymgr/mo/.xml -->
<polUni>

POST https://apic-ip-address/api/mo/uni.xml

<dhcpRelayP descr="" dn="uni/tn-dhcp client/relayp-dhcp relay pol" status="">
<dhcpRsProv addr="100.1.1.1/24" pref=""

tDn="uni/tn-dhcp server/ap-ap server/epg-epg server"/>

</dhcpRelayP>

AR —DHRE

DNS R U 2 —I%, RA ML THEH— % (AAA. RADIUS. vCenter, H—E 272 &) ([THike
TAHZDITHNETT, DNSH—E R RY — 3G RY o —Th i, ZOV—E A%
%#é#«f@vf/bkW@%%m@mﬂ7n774w7AwT RIET DMERHY E
T ACL 777 U7 ®ODNSARKY —%FET HITIL, ROFZ AT L5 T T HMENDY F
7

EHEPG A DNS RY VU —AICREINTWVA I EAHRLTLEI N, /EINTW
WA, ZORY =T AL v FTHMZR D /A,

N

(%)  EFEPG T, 774/ h®DNS KU v —DHAHHK— k 3h
ES

*DNS 7' u/NAf #— L DNS RAAL VBT HERPEENDIDNS T 7 7 AV (F 74V
M) EERLET,

*DNS 777 AV (F7 4/ NEIFHIODNS 707 7 A )V) QAR ELERT 2 K
T DNS 7~ B £,

T RZE, VREZEDDNS 70 7 7 A VK EEHETH I ENTEET, @Y7/ DNS 7
LA LT, IBIIDO DNS 7' 7 7 A VW E{ERC L T, FFEDT T h OFFiED VRF I H
TEEJ, 72L& zE, LAiddacme DDNS 7’11 7 7 A LV EAERT 256, 77 hE%T Cacme
® DNS 7 ~L %) 72 [Networking] > [VRF] R VU & —i&RE BN T £4,

a7AC 77Uy y—ExOToEYa=>y |
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B oo RONSH—ER Ry S —I2 & oM EIEDRE

AN EREDNS H—ER R O—IZ K BNEFREDEETE

WD X HIZ, —E Rk L CHNERse e AR T L E9,

V=2 IPZAVA N -§: T NATNY RERE | SRS —/\DI5FT

APIC IP7 RLAERITZE|IP T RLAEIT Anywhere
Efi KA A 4 FQDN
(FQDN)

V7 2 A v F IP7 RL* IP7 RLAFEIT Anywhere
FQDN

GE) DNS 7RV
—IiE.
DNS #—
INOEE
FREMELC
x5
7 NAT
AV AN
P EPG %
BET 5
PER D
nET,

AL v AL S F IP7 RL A IP7 FLAEFIT V—T A v FITEHEE
FQDN P nE T

GE) DNS &~ U
—Ig,
DNS #—
INDEEE
AIREMELC
X457
v hAT
AV N
! EPG %
faET %
PERH
DET,

WIZRT DI, SR —D Y 2 FTT,
+ Call Home SMTP #—/3

* Syslog #—/

. A7AC77TYyHs H—EROTOE a=vy
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Fa7L 255 P £ IPEONS H—3 [

*« SNMP kZ v 7 D564k

EHEHR O 7 AR — L D%Ese

T AR — N DFRE DFE
» Techsupport D=7 AR — k D%EE

e AT TU AR— hDFik

HERENAHA KT A4 i3k EBY T,
AR — N1, U —T TR R— MR T AMLERH Y £9,

« WHAR— FOBMOBRMARET D721, V—7 A v FIIEA 0 N L E
j‘o

« ANRA VAL wTNNIT 7 MAT AR REEEGAETHLET, A AL v TF LY —
T AL TP — ORI Ly MIBEIETEZ LI, ALV AL v TDIDOT
U RNETN R Ry NI =7 %A X REBEOREN—T ¢ 7B X OMEE (VRF)
BEAHL)—7 R— D 1 DITHp LET,

e AN — IZIZIP T RUAZEH LT,

FTaATILAZ YT IPvE £ & T IPv6 DNS H—/\

DNS #—Zi%, AL 22— K (Pv4) F72I1XAAAA L2 — K (IPv6) D77 A~ UDNS L a— K
DD ET, ABLPAAAA L a—REL, RAAL AEREDIP 7 KL A (IPv4 £ 7213 IPv6)
EBEM T £,

ACI 777V v 27i%, IPv4 THEITTHEWTEL/37 Y v 7 DNS =%l T 5 L 9 1T
ETEET, 2OV — F, A La— K (Pv4) 721X AAAA L 22— R (IPv6) TR X
VIRETEE7,

FFE72 IPV6 BREE Tl AT LMEHLE 1 IPv6 DNS — A2+ 2 MEENH Y £3, IPv6
DNS H— N2, fetc/resolv.conf ([ZiBMNT 2 Z L Lo THIMLEINE T,

K0 EIZRBRBETIX, T a7 VAKX v 7 IPvAEB L NIPVODNS —NEfH LET, 727
VAR 7 DA TPv4 & IPv6 Dl J7 78 Jetc/resolv.conf IZ U A b &nuEd, 72720, TaT7 /0
ALy 7 BT, BT IPv6 DNS Hh—/3% U 2 MZIBMNT % & DNS kD K& 2RI % 5|
TEZTAEEMEAH Y T, UL, T4 RTIPYG 71 A LRBEIN D720, IPv4
DNS H— TR T & 72U 728 T (fete/resolv.conf THRANZ U A N TWBHE), Z Ofif
P51, IPv4 DNS H—/3DH{IZ IPv6 DNS Hh— 3% U X 95 Z & T7, F£7z, IPv4 & IPv6
WO 7T T ClR—Y 7y NefHTE5 L9127 572912, loptions
single-request-reopen| Z BN L F 9,

IPv6 DNS H— S3FAHNZ Y A R S TWDHT 2 7 /L AKX v 7 [Pv4 38 KOV IPv6 DNS #—/30D
resolv.conf DF| & KIZ/R L E T, [single-request-reopen] 473 a N HER LTI LIV,
options single-request-reopen

nameserver 2001:4860:4680::8888
nameserver 2001:4860:4680::8844

a7AC 77Uy y—ExOToEYa=>y |
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B 72712590 PussvipeEs

_\\

aT7ILRE

nameserver
nameserver

8.8.8.8
8.8.4.4

v IPv £ XUV IPv6 IR1E

ACL 7 77U w7 DOEH ARy NU—27 2 IPvd & IPv6 O 5 & PR — b+ 54, Linux ¥ &
FULT TV r—a s (glibe) Tid, getaddrinfo() 25 IPV6 & B IS IK T 728D, IPv6 K v kU —
JHERFT 7 xR THERLET,

72720, ¥EDSEB T TIZIPvA 7 RLUANIPV6 7 LA LD bR IND Z 03D £,
LinuxIPv6 A % v 7 \Zi&, IPv6IC~ v B 7 SNTZIPv4 T R LA (:ffff/96) ZfEH LT, IPv6
T RLVARELTY BT ENTZIPvE 7 RV AZHNNZT HDHEEENH D £9°, Tk, IPv6
KT 7V r—3 3 N IPv4 & IPV6 i 5 &5 T AN E 72138 T A 7-0lcv v 7 iy b
DIEHATED L HICLFET, Z iU fete/gai.conf O getaddrinfo() @ glibe IPv6 FEIRNIE H (2 X -
THIE = ET,

Jetc/hosts % 9~ 2 35451% glibe WEE DT RV AZIEKT X 92T H720HIZ, fetc/hosts 7 7 A
JUZ Tmultion] ZBMNMT2MERHD £, BMLRNE BB LI bDET 2K
GaNH D ET,

TV r—a YN IPv4 & IPve O DMFET 208 2 &R L Wi Wigs, Bped7
RLR 772 VEMHATEI 73— ARy I ITOREITINRNZERHVET, 20X H%R7T
TV r—va T, TNy I OERENVERGAENH Y £7°,

DNS 70774 )L®D IPvd E71=1& IPv6 DEFEIEFLDOR) > —

DNS 71 7 7 A /UL, IPv4 & IPv6 D X— g ABEIBMN ORREZ Y FR— s LET, =2—HF 4
VHE—T A AR LT, BRIEMEENCT AN TEET, IPURT 7 4L N TT,

W OFIL, Postman RESTAPI ZfH L7zAR Y o —_R—2DFEE R LET,

<?xml version="1.0" encoding="UTF-8"7?7>

<!— api/node/mo/uni/fabric/dnsp-default.xml —>

<dnsProfile dn="uni/fabric/dnsp-default" IPVerPreference="IPv6" childAction="" descr=""
>

</dnsProfile>

gai.conf DFXEIL, 887 FUARRZHIE L ET, 77 A M. 700 7 —T7 )0 EIA
N7 =T, IPVAFHT — 7 ARG ENE T, IPvd L7213 1Pv6 28 0 — L 0 BT
HEET, BRI T —7 A DTy NUICEDHLERH Y £, Linux ¥ AT LA TEHKD 7
L= R—=EH SN TWDIEET 7 A VONEBIZ TITRLET, 7 7 A /LD precedence 7
NO—4TTT 74V NREZ EEEXLET,

WOBNL, 1Pv4 % IPv6 LV B S 5729 gai.conf T,

# Generated by APIC
label ::1/128

label ::/0

label 2002::/16
label ::/96

label ::ffff:0:0/96 4

w N = O

precedence ::1/128 50
precedence ::/0 40
precedence 2002::/16 30
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ExpFOES 3=y
GUI £ L 1= DNS F0/31 51— L1887 a0 s —E = Ky v—ogz [l

precedence ::/96 20
# For APICs prefering IPv4 connections, change the value to 100.
precedence ::ffff:0:0/96 10

GUI ZERAL7=DNS JO/\A4 54— LT 51-6HD DNS H—E X R

) —DEKTE

ATy I
ATvT2

ATvT3

RTvT4

ATy TH

ATvT6
ATy T17
ATvT8

IR&H HEIIC
LAY 2EIILA YV 3BHBERPIRESNTWDZ 2R LET,

FIE

A== — /\—T, [FABRIC] > [Fabric Policies] %% L £9°, [Navigation] <1 > T, [Global

Policies] > [DNSProfiles) #J&fA L, 774/ D DNS V' u 7 v A N% 27 Vv 7 LET,

[Work] ~3A > @ [Management EPG] 7 4 —/L KT, RKr vy 7 X7 UR KD, #)7REE

EPG (7 74/ (Out-of-Band) ) ##RL ET,

[DNS Providers] & J&BH L. IROBAELZETLET,

a) [Address] 7 4 —/V RiZ, e "4 X —TFT KL AEZAHLET,

b) [Preferred] # 7 AT, BT L7 A X =L L TZOT RLARKERGEIL, F=xv
IRy I AL A AT LET,
BT 57 a "M X = 1 S THRETE £T,

¢) [Update] =2 U > 27 LET,

d) (EE) AU X VUDNS 7 uNA X =583 %521, [DNSProviders] % JEB L. [Address]
74—V RT, 7aXf X =T KL AEZASLET, [Update] 27 Vv 7 LET,

[DNS Domains] # B L, IROBEIELFETL LT,

a) [Name] 7 4 —/L RIZ, FAA 4 (ciscocom) #ATJLET,

b) [Default] 7 7 LT, Fxv IRy I AEFNLTCIDRAL L HET T4V~ RAL T
LET,

TN RELTHRETED RAAL A1 D TY,
c) [Update] %7 Vv 27 LET,
d) (EE) BA X UDNS KAA L %IENMT 5HIZI%, [DNSDomains] % R L £ 3, [Address]
TA—IRIZ, B FY RAL A EANTILET, Updatez 27 U v 7 LET,
[#E (Submit) 1%&27 U v 27 LET,
DNS H— PR E SN ET,
A= a2— /N—"T, [TENANTS]>[mgmt] 227 V v 7 L¥7,
[Navigation] ~2-1 > C, [Networking] > [VRF] > [oob] DNEIZEBI L. [oob] &2 U v 27 LE T,
[Work] XA > @ [Properties] I C. [DNS labels] 7 «+ —/L FiZ, §#@d]7e DNS 7L (77 4L
K ZAHLET, [Submit] 227 UV v 27 LET,

a7AC 77Uy y—ExOToEYa=>y |
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B rxsiamzoz:

DNS 7277 AL T3 TFF o B IO VRF TRESNE LT,

HRZ LEERAEDERTE

HhAZLEFBAEDHRTEDHA K54 >

« Cisco Application Policy Infrastructure Controller (APIC) TCREBHEZE 4 BRK (CSR) Z/AEkKT
HI-OIEH SN ORE X —DT T AR — MIFAR— S TWERA, FEBHED CSR
EAERT DO SN ME X —%2 AT 52 LI2L D, [Subject Alternative Name

(SAN) | 74—V ROTA N KH—FK ( [*cisco.com] 72&) %4 L THEEOY—NT
A CREIE A3 555513, Fib% % —% Cisco Application Centric Infrastructure (ACI)
777V w7 OAICEE L, CiscoACL 7 7 7V v 7124 AR —FLET,

AEPAESE 4 R (CSR) AT DR, ABPMGEHEL L— s CAFEHEL X 7 v
2—RLTA VAN ATEHLENRHD 9, /L— F CAGEAIZIIHEINAIIZIL CSR 24
BT AT OICHETIIH Y FHAD, A3 TIE, f8BET5 CARE S CSR ~DE4
WERH 2 EZ OB OR—E&ZFH <7912, CSR ZERT DHIIZ/L— b CAFERAER S
B9, Cisco APIC 1%, BEEENTFHENRESNTZCAICL - TELEN TS &
MR L ET,
s WA SN FERAEOARICE UAR S — LB —2 M HT 21203, ROVA RITA4 0%
=T LEND D £3,
« LD CSRITITF— U UV TNORUBE X — L XTI LA —NEEN TWE 720,
JELD CSR ZHERFT DML ERH Y F7,
* CiscoAPIC CTAF— L ME X —2 BT 25613, TOEABIEHEINZLD
ERLT CSR ZFEH SN2 EICHERETHAILERH Y 7,
o BT SNTFEAEICE UABF — L BT — 2T 28 A81%, £oF— U 7 %ZH|
FRLZVWTLZEN, F— U U7 %&HIBRT 5 &, CSRTHEAH I TV 25 BB X —
RNEBNCHIBRENE T,

* Cisco ACI ¥ /L F %A k. VCPlugin, VRA, L SCVMM I, FEEN—ZX DOFHGETIX
TAR—FEnFEEA,

« Cisco APIC 7 5 A% Z LI 1ODSSLAFFAED BT S E T,

POV U—=ZAn5 ) J—240) X 77 L— KT BHE1C, FEHER— X DRI 4
T HMERH D F9,
FEARBNR—2OREE v g VAR TT AL, a7 L TCAC I— F&HIBT5S
VBN H Y F4,

¢ Cisco APIC I[ZEXE SN A X LFEIAEL, UV —7 A v F L ARA v A4 v FIZEM
ENFET, 777V v ) — R THOIHEASND URL £721EDNA [H TP

. A7AC77TYyHs H—EROTOE a=vy
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GUI %A L 7= Cisco ACIHTTPS 77 £ 2 AH 2 4 Lt EnZEE [

2 b (Subject) 1 F72iE [Ty MBS (Subject AlternativeName) | 7+ —/L KN
WZHDHEAE, 777V vy J—RIKiERHETI RSN ET,

* Cisco APIC GUI %, H KV A A4k A FOFERAELZZIFAND Z ENTEFET,

GUI Z{E A L 7= Cisco ACIHTTPS 7V AR H X2 LEIBAZENHTE

A

&
ATvT2
ATvT3

ATvT4

ATvTh
ATvT6

ATy T1

FE AU EALADAREERDL LD, AT U ABRPIIORZIDE AT EZFETLTLES

cll

A

B A KIINR— £ 72 1E T AT L7025 D Cisco Application Policy Infrastructure Controller

(APIC) APIC 7 FAXBILOARAL v TF~DT 7 RAIIHEL F7 55, CiscoAPIC & A A v
FOBERGIIIHBE L EFH AL v FTEITIN TS NGINX 7' AD78, SRS b
BRROETN, 777V v I OF—4 T L— AT EBH Y 8 A, CiscoAPIC, RE. &
B, NI TINTa—T 4 T RE~DT I RATEEEZ T DI LI/ £9, CiscoAPIC K
FO AL v FTEITESH TS NGINX Web $r—/3— (%, ZOBIEPICHEE SLET,

4R8O SRS
Y ZRRRRER 2 ERR T E 2 £ 912, R TE 2N EZ PG o2 e L £9,

FIE

A== — A—T, [Admin] > [AAA] DIEIZZ U v 7 LET,

[FE4#—> 3> (Navigation) ] A > T, [£F 2T« (Security) ] IR L £,

E¥E 1 C, [BELRE (Certificate Authorities) | >[7 %2 3 > (Actions) | > [RIERDERK
(Create Certificate Authority) ] DJEIZEN L £,

[FREEBDYERL (Create Certificate Authority) ] T, [Name (BRI | 7 «—/V RiZ, &Gk
RO HTE AT LET,

(F7ay) WEERO [ERBA (Description) 1 # AL £7,

[(EBAZF = —> (CertificateChain) ] 7 4 —/L KT, Cisco APIC DFFHEE4 Z5k (CSR)
WZEBEAT HRAROPRGEAE L v — MERAELZ 2 v —LET,

AEBAFEIX, Base64 = =— K X.509 CER (Cisco Emergency Responder) 7 4+ —~ > KT 54
ERH Y £, FREEHAZIILV— b CAFEHEORNICEBE S NE T, KOBlO X H12ky £
T

[fRTF (Save) |27 U w7 LET,

a7AC 77Uy y—ExOToEYa=>y |
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B cui 2R L1 cisco ACIHTIPS 7 & £ R A H R 8 LERBORE

ATvT8

ATvT9
ATy 710
ATy TN

AT T12

ATy 713

ATy 714

ATy T15

ATv 716

EE~A T, [#—=1Y 2T (KeyRings) 1>[7%2 3> (Actions) 1>[F—1 2T DERK
(CreateKey Ring) | DJEIZER L E T,

F—UTEMMTHL. UTEEHTEET,

1. BWEX— BONBT A ANDA R — b &7z, £721ECisco APIC THEHNC AR S /-
%)0)) [e]

2. FMEX—IT X o THERR &I~ CSR,
3. CSR %ili U CHE4 I NI-FEHE,

[Create Key Ring] # 4 7 v 7R v 7 AT, [Name] 7 4 —/V RiZ, Z&BiE AT LET,
(A7var) =V 70 [ERA (Description) 12 AL ET,

[FREE/ (CertificateAuthority) 17 ¢ —/L T, [GRAEHD:ER (Select Certificate Authority) ]
7V w7 L, VRNCHER L2 fBGE R 2 1IR3 5 7, [FREEBDERL (Create Certificate
Authority) ] Z3RL £7,

[(MFEx— (PrivateKey) 1 7 4 —/V RCRERT VARF 2RI LT,

WROF T a BN ET,

1. FHLWF—0D4R (Generate New Key)

2. BEfF¥—DA »A— I (Import Existing Key.)

WEX—Z2 AN LEST, 2047 a 0L, [MEFXR— (PrivateKey) |0 [BEFEF—D A VR—
; (Import ExistingKey) | 47 a v 2@ IR LT BAICORFRENET,

[f6% ¥ — (PrivateKey) | 7 4+ —/V RCEFT LWLV —DER (GenerateNewKey) | 47~ a3
EIEIRLIZGAIT, [F— 247 (KeyType) | TRERT VA RE U E2RIRLET,
BINCTE LT, kLB TT,

1. [RSA] (Rivest, Shamir, ¥ J T8 Adelman)

2. [ECC] (#&Mih#gms7) ., ECDSA (MM Hh#RT X NVEBLT AT Y X L) L LI E
7,

F¥— VU 7 TCiscoAPIC Z il L TCSR 24T 255618, TOWNE % [REBAE (Certificate) ]

74—/ RIZEM LW T Z &V, RO FIAT Cisco APIC % HH 912 ¥ — 3 L UVCSR

EHEBLTNT, CAIZE > CTEL SNZIEHERD 25E81L, TONE% [FIAE

(Certificate) | 7 4+ —/V Rz L £,

B SN BER—FREABIR L £9, 2047 v a i, [MBEX— (SecretKey) [ CTEHHFLW

X —DH4 K (Generate New Key) | 47> a U EBBIRLEGAIZOAETRINET, RSA O

AE[EY215R (Modulus) | Key7F&Z o JZA KT, ECC[F— 447 (KeyType) 1D

BAIX[ECC h—T (ECCCurvece) | 7 V4 RE o TiEIR L1,

a) [¥— 447 (KeyType) ] T[RSA] &R L7=HA1E, [EP 25X (Modulus) | ke v
TR YA INHEY 2T AMEEEN L ET,

b) [F— 247 (KeyType) ] T[ECC] #®{R L7=¥;4&1%, [ECCHi#R (ECCCurve) | 7
FARE DY A oL 2 R A BRI L E T,

. A7AC77TYyHs H—EROTOE a=vy



| 27A027Jy vy y—EROTOE 3=y

ATy 711
ATy 718

ATv 719

ATy T2

ATvI2A

GUI %5/ L 7= Cisco ACIHTTPS 7 & £ A h 2 4 LitE0RE [

[fR7%F (Save) 1 ([F—U > F DR (CreateKeyRing) 1) 227 Vv 27 LET,

[fE% (Work) 1314 T, [¥—1U >4 (KeyRings) |>[F—VUJR|##IRLET (T
T, MERX—V T ELETALT) v 7 LET)

BAMEGEAZELEMEX—2 AN LT RWESIE, [FE (Work) | XA >0 [F—=1) 2T
(KeyRings) [EIL T, 1B EN-F—V 7O [BEEIRE (AdminState) ]IZ [BtR (Started) ]
LFRIREN, CSRBMERRENDDEFEEH £, FIE 19 ICHERET,

BT EFEAE L B X —OW T2 AN LIE5E1E, [F—1Y Y (KeyRings) ] #Eikic, E
ENF—U 70 [BEIKEE (Admin State) | 28 [SET (Completed) ] & FRENET,
FIE 22 (AR FE T,

GE) F— U FHBR L2 TL 8N, F—U U7 %IRRT 5 &, CSR THEA I

T 5 BEERAE - — 23 HEIROICHIBR S L E T,

BBRARZ %27 ) v 7358 FLOEEICER LIZF—U I RRRSNET,

[REBAEEK (CertificateRequest) ] ~1 T, [REFAZERDIER (CreateCertificateRequest) ]
Vv LET,

[(IBAZEK (CertificateRequest) | 7 1 > RUNFEREINET,
a) [H7PxH b+ (Subject) | 7 4+ —/v KiZ, CSR »#:iE4 ([CN]) Z AL ET,

T A v R7— RZ#H LT Cisco APIC D5E2Effi KA A 4 (FQDN) ZANT5Z L%
TEETN, HLOWX A TOGEETIE, @%, @Bt ZE0L4miz AL, [RE
Y721 %4 (Alternate Subject Name) | 7 ¢ —/L' K ([SAN] 7 « —/L ) (29 _XTD
CiscoAPIC DFQDN Z A )25 Z L 2 HR L (L OKRFTO 77 U¥IiL, [SAN] 7 1 —
JURIZFQDN BRANENTWAH Z L2 MELTWET) |

b) [REHS TP Y 48 (AlternateSubject Name) | 7 +—/L FiZ, [DNS:apicl.example.com,
DNS:apic2.example.com, DNS:apic3.example.com| <> [DNS:*example.com] 72 &, TP
Cisco APIC ® FQDN # AJLE7,

c) [Hg (Locality) ] 7« —/v iz, fMfkOTHEZITHTZ AT LET,

d) [ (State) | 7«4 —/ N2, MEDFITET 2INE AT LET,

e) [E (Country) | 7 4 —/L N2, MEEROFEMOEEZEKT 2 LFDISO 2— KE AL E
R

f) [fE#% (Organization Name) ] Z AJ) L. [##iE L4 (Organization Unit Name) ] (ZH
Na AN LET,

g) MkOHEEHLFZED [EFA—IL (Email) | 7 RLAZ AT LET,

h)y [/SRAT—F (Password) JIZA L, [/SRT— F®DO#EE (Confirm Password) | 7 « —/L
FiZb ) —EANLET,

i) [OK]%Z27VUvyZ7 LET,

[REBEZCR O E  ( Certificate Request Settings) | %A 212, ETAN LTERBFRINE
3 (FIE19)

[fE% (Work) 7%+ »C, [#—1U 2T (KeyRings) |>[F—) VT RIZERLET (£
X BERF—V T OTEL TN Y v LET)

FLOVEIISER L X —) VI RFRRSNET,
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B o-0vrsthorrrrgEosnesa=vy

ATy S22
ATvT23
ATy T4

ATv T2

ATy T 26

Gx) F— U TR ENTWVWBRRIERIZ L o TEA SN TWRUWCSR, F 7213 MS-DOS
BROITREFESOCSRIZZ T ANONERFA, TT— A vb—URNERENTED,
MS-DOS DITEREZHIBR L TR L E7,

F—NEFICHERINT, [EE (Work) 1 ~1 >0 [EEIKE (Admin State) ] 28 [SE T EH
(Completed) 1122500, HTTP R Y v —THEHATE 5 X 912720 £7,

Azma— =T, [Z7T vy (Fabric) |>[77 7Y vy R — (FabricPolicies) ]% &
WLET,

[ E4— 2> (Navigation) ] ~XA > T, [RY >— (Policies) 1>[Rv F (Pod) 1> [BE
749t X (Management Access) | > [T 74/ k (default) 1227V v 7 LET,

[Work] ~XA > @ [Admin Key Ring] K2 v 77X YA NTHHOX— U U 72 IRLET,
(A7 ay) FEHESR—ZROFFETIL, [Client Certificate TP] Kz v & w7 J A T, LL
ANZAERR L7z — b —H AR Y 2 —Z @I L, [Client Certificate Authentication state] ™
[Enabled] 27 U v 7 LET,

[Submit] #7 U v 27 LET,

TRTO Web ==Y 2% — L, GEENRT 77 4 71280, 77 /v FUSADF—
Y > ZUX HTTPS 7 7 & ACBEA I bk,

RDEZRY

FEPAEO LS BIZITER L, HIBRBYINIC 2 2RI ER#E 2 H-> T2 EV, B Sh7-GE
HEFICE U — X7 2 R/FFT 5I1201F, CSR ZRFFLET, CSRITIEF—V » FTNOME X —
XTI DAAF—NEENTWET, FEAZENHIREIIC 5012, [F U CSR % Hik(E
LTSN, HIBRLZZD, HrLnx—U 7 2ER LD LN TL S, =V 7%
HIBRT 5 &, Cisco APICIZERAF S LTV DR X — 3 HIBR S L E 7,

27 7YY LERKDIUARATLEENTOES 3=V

APICA /N>

FEEIEXT D b4 T\ FEEHEERE (preferences) DERTE

ZDO My 7 TiE, APIC — NEEY— NETILACTI 7 7 7 U v 7 IZHNE SNMP H— 370 &
DT INA ZADEBT 78 ADA X RBXOT 7 M4 TNV REEROM TUI 0 B2 5 kI
ONWTCHHLET, AME AN R ACI 7 77V v 7DV —7 AL o FNEDINRT /A
AT APIC = DA 3y NEBBHG A2 FTLET, A%k ooband ACL 7 7 7' U » 71T
SN ERE DIV T 73 A A1 APIC — O 7 7 M AT R REEEE 2 FIT L ET,

1R BRI

AVNRTY RBXOT U bRy REBR Y NU—7 2R L ET, SRl WTix, [
B ([CiscoAPIC HEAREHN A K, VU —23x] ) SR L TIES0,
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FIE

ATy Tl A==2—/3—7T, System > System Settings DJIEIZZ UV v 7 LT,
ATvFT2 FElr—var =T, #2717 LT APIC &#%E (preferences) .
AT T3 RV —%FMITHIE7 Y 7 LT A2\ F F721% ooband ,
ATy 74 [Submit] 227V v 7 LET,

1| S, (MER=S

D+ —3EEHRY O—DERE
Application Policy Infrastructure Controller (APIC) V U — X 23() BIT02 6, T v MNEEE D
ECELA TVl NOBITHIBRNRITONE LI, ZHucky, EHEIL. 7T b2k
T o— U ZBMENDEHNRA TV 27 FOBEHIRTEX DL IR0 E L,
ZOMREIY, 7T NERET TN INA—T N, V=TT, FRE T TV TED
ACI DI REZBZ /e WL DT 58T, TR AEERY VY —ADOKE A2 AR YITHE L
T RCL77 7V vy 7 OMOTF > MIEEEZKIZTTZLENRNE T HRTRILLET,

FIE

ATYF1 A==2— "—T, System>System Settings =7 U v 7 L7,

ATwv 72 Quotart7 VY w7 LT, CreateQuota Configuration % B4R L £ 7,

RAT9T3 Class7 4 —/VRT, 74 —FIZLDHHIRERNT DA T V=27 hOX A THBINL LT,
RTw 74 Container Dn 7 4 —/V RiZ, 7 7 A &HT 5514 (DN) Z A LET,

AT 75 Exceed Action 7 1 —/L K¢, Fail Transaction Action % 7= (% Raise Fault Action Z 3R L £,

ATv 76 MaxNumber 7 f —/L KT, {ERCEX2EHMNRA TV =7 bORKEEADLET, Zhi
B2HE, BRT 7 varRnBERAINDZ LIl E9,

ATw 77 [Submit] Z27 VY v 7 LET,

@ F BD 5t 1) R b DYERL

TOME Y7 T, BHANROTY ¥ RAL ZIIEDRW, YT Ry hD 7 o —r3 724
SR 2 N OVERRIFIEIC DWW T L £9, #H BD OREREZ R E L CW A HEA., HoxT K
NA v N ZV—7 (EPG) 2 ping Z4[E TE HD1%, BEM T ONTZT Y v RAAL NOH
T3y N =R U =A 72 TY,

BISLIP 7 KL AIE, §7XTCD VRF OF_XTCDO BD 7 — 7 = A (T ping ZEE TEET,
L3Out HICRESINTIN—T RNy I A v B —T 2 ATIE, {EBON—T RNy I L F—T =
A AZEDLETHRESNTZIP 7 FLA~OBEAFEMITEH S EEA,
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B oscr—s5uoLsaRys—t—ruoLss /—R IV RS FOKR

EBGPET L7205 IP7 RLAN, L3OuwtA > ¥ —7 = ADH T 3y &3R5 7 %y b
WZIFEL TV AESEEICIE, RN 7Ry MCET 7Ry 2 BT 20ERH Y £,
ZHLRpnE, RETIPT RLARLIOWA v Z—7 =2 ADV T Xy b EITRR LY TRy
MIFAET D729, eBGP T 7 4 v o7 ay 7 SnET,

188 BRI
WHXROT Y v KA A (BD) Z1Ek L E9,

FIE

ATY 1 A==2— 3—"T, System > System Settings % R L £ 7,

AT 72 BD Enforced Exception List #27 U v 7 L%,

ATv T3 ExceptionLit D [+] &7 Vw7 LET,

RTYT4 EBEDOV Ty b F— VoA ping ZEETEDLT T XY FOIPT LA Ry NU—7
~A &BILET,

RT9TE ZHEEVIELT, @HTY v RAASL v ofibbeield 73y heBMLET,

ATv 76 [Submit] #7 VU v/ LET,

BGP/IL—A YDJDLOARYI—EIL—RYTLOYBR /J—KIVFRR
14> FDER

ZOMEY T, ACIZ7 77V w7 — bk U7 L7 2 EERT 2 ECONTHRALET,
V7L 72, 7770 vy INTHEIL— b EEAT D201, ~AF 71 k2L BGP
(MP-BGP) il LEJ, ACl7 77U v 7 ClL—hK VT VLI HEAF—TNIIT DHITIL,
T 7V I OEFEBENN—N VT VLI RTRDAN, AL, v F @R T, BtV AT
L (AS) BREERMETILERHVEST, LNV T VI EZNACI 777V v 7 THMI
I, EEEIL, SMNBR Y P U=~ AR ETEET,

48 HHEIIZ

WZAIER

cACI 7 7 7V v I —F T D120E, 77 7V I AT TANT I F XD
BENR—F— = V=4 7 bz (BGP) O/L—F U T L7 HELTANA
) — REZRETHODLOINHY 4,

ILEMDTEDIZ, BEDOANRL P N—=2 )T LI X )= RELTHRESINET UIED
TIA4=Y VTV I RETLEDEDED) VTV H)
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7Ty 2EOaL FA—L TL—rOMIUKY —%5ET5 ]

FIE

RF9 TN BGP A=k U T L5 K Y= EAERT I, KO FIREETLET

a)
b)
<)
d)
e)

A ==2— /X—T, System> System Settingsz v 27 U v 7 L7,

BGP Route Reflector #27 U v 7 L £,

ANV AT LFEZEZATILET,

Route Reflector Nodes T[+] %27 U v 7 LE9,

ANRAL 2 V=R YTV H J—FDIDTY RRA L &2 AL, Submit 227V v L
£7,

ATFYT2 HEHAL— VT L7 F ) — ROy RRA > NEERT 5121, IROFIEIZHENE T

a)
b)

<)

d)

External Route Reflector Nodes T[+] %27 U v 7 L £,

NE—h V7V IH ) — RO RKRA M L“Ci‘%’éﬁ'é?”é ANA BRI £7,
RN T YA ML TEHINAGYTA N THLILEITIE, A F—F A h AL
N—h U772 LEETEET,

[Submit] 7 U v 7 LET,

J7UwoseEDar rO—IL TL—2OMIUKRY) O—%FBET

%

ORI T, 777 Vv ekoar ta— L7 L—r (CP) OMTUR Y > —EEKL
THHEZOWTHALET, Zud, 777V v 2D/ —FK (AL vF) hHEEIhiza
vha—i FL—r Xy b7 a—L MTU A4 R 2R ELET,

< NVT Ry K vAr YT, 777V v 745 HR— RO MTU & EIL. CPMTU Ofit » LA
ETHBMERHDET, TOLRNVE, 77TV v T OINEEAR— BN CPMTU X v b & R
0y ST HAREENH Y £9,

\)

6=

e MTU % IPN 2B fk& 42 L30ut f v A —T =2A A Ta 77 A Vai& Tfa“é 1 9150 I
LET, IPN 2ETHEHAIND MTU % 2916 ([ZHERK T 2 L33 & 5 56121%, L30Out 1 >~

B =T A A T0T 7 A VNTHRINHERT 208N H Y £ ([Td‘/ b (Tenants) ]>

tenant-name> [ v kT—F >4 (Networking) 1> [4M&8)L— b v k7 —% (External

Routed Networks) 1> [4+D# v kT —% Z4ERL (CreateRouted Outside) ] >[/ — k&4

VA—J1x4 R FALa)L FAT7AIL (Nodesand I nterface Protocol Profiles) [>[/ —
F7Oo2774)L%/%m (CreateNodeProfile) |>[4 2 —TJ x4 R TAIT7 A ILEER
(Create Interface Profile) | THEp L £9) .

* Cisco APIC IX, CP-MTU i EIZRIFR7 < H1Z 1496 /31 L (TCP MSS 1456) @ MTU T
T TV I AL v F~DTCPERiaMLLET, VE—F Ry RBIO®VE—F J—
T AALFDOIPN Ry NT—21X, 777 Vw7 T4 AR ORIl &b 1500
NA RO MTU ZH R — T 205 RHY £,
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B - kv —TREORE

AT T1
ATvT2
ATvT3
ATvT4

TV RERAY

ATy T
ATy T2
ATv7T3
ATy T4
ATy T5

ATvT6

ATy 17

ATvT8

IPN $£72(3 CPMTU 2 & #9558, Cisco TIZTCPMTUMEAZER L, KIZYE—F Ry KD
ANA Y EOMTUBZEE T2 2 a2 B#0 LET, 2T, MTUDAR BT L VR v Rt
DEFREN KDDL VA7 BED LET,

FIE

A= =a— /N—"TC, System > System Settings % v 7 U v 7 LET,
Control PlaneMTU #27 U » 7 L £,

777U w 7 R—hDOMTU Z AT LET,
[Submit] #7 U » 7 LET,

MIL—TREDERTE

T RRA 2 P ON—TRERY —Tid, HERMAC OBBIZLHT 52 &Ik D, L—
THHOFEERELE T, EPA—7RELRET HI21E, ROFIEAZFATL LT

FIE

A = =a— /N—"TC, System > System Settings % %#{R L F 7,
7V 7 LT IVRRAbav b=,
Ep Loop Protection # 7% 7 U v 7 L ¥,

AU —ZHHZT HIZIL, Enabled 27 V » 7 L ¥ (Administrative State 7 ¢ —/L KIZdH
DE),

A Tvar, Vv ERHEOBBEERELET, JUINV—TERETDHZOORMERTE L
F9, FEETE DHPHIL 30~ 300 W TT, T 74/ hDOEREIL 60T,

N— TR REEEE AR ELET, L. A — BB TR0 EP AR — NEEBE)
U=, &pix 1 ~255 T4, 5740 ME4 T,

N—T B LT EICFETT LT 7 v a AL ET,
T varELTE RObLOBRHY £

* BD Learn Disable

* Port Disable

57 %/ i Port Disable T4,

[Submit] 27 U v 7 LET,
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RAEITYREKRA Y

FETY A4 raiRy o— ]

HIEIA ) O —

FEGITY FRA 2 FOFHEARY —IZDVT

RETY RFRA Y

RIERTY RIRA L ME, V=7 A v FZ2HBICHEL, B2V —7 A vF R—FZ
Ny NI LIEAL, 802.1Q¥ VA AR TS5 (= RARA v MOBEZ=I 2L — T
%) ZET, FEHEINEITALEPGAR— N EAHE LET, ABEREICIVEEZIP T KL A
EMAC 7 RUANER (BEfT5) ShbHZ &l £9,

T77 7V I OREBRBERE T, RERR Yy NT—T7 OREZERE, & CPUEHE, *
N7 r—ATiE, KEPSEHMORA vy E—VBIRMN T U HF I ar —EAMTS) Ny 7 7
HEDZD, = RiRA 2 h <=y /3= (EPM)BLUEPM 7 747> h (EPMC) 37 T v =
THZ LRV ET, £lo. ZOX D RBHERBENCL Y . EPM 3 X NEPMC 1 7 23 FFEHIZ
FIERLL B— v A — =&, EERRT Y RRA U FOT Ry T EIGET HAEERH 0 £
7

RIERRT Y RARA > b ORISR IHEIIEIC TIER <L L E T,
HWICBEIT S MAC BLONIP = RARA > b OHE,

T RIRA L M E—RRNCERIC LT, = R A v F2REET 2 2 LI k- TRE& T
IELES,

«32(6) YV —ZA L VAT : FIEEPBREMRO = FARA v M 2R L, RIEZ R
RALVREDOBO T 74w 7% Ry X LET, ZOEMAEET S L. REAR MAC
T RUVAERIIIP T FLARHIBRENET,

«32(6) VU —ALE : FIER EPBRHEMBIRO = RARA > b 2FHCHER: (Z OFEREIT
T7 47 Ry LRV ELE) . ZORMPRETHE, RIEZR MAC 7 KL
AFEFIZIP 7 RLUARHIBRENET,

RAN N oF 7 Xy EAERLT, EEZZI155 MAC £7213ZIP T RLAEZ TR
TANFRECTCEXL LI LET,

MAEIET 7V a v ERNCT DI DEEDRE,

RIEARTY RBEAL L MIFEIARY o—3 7 a— B ESNTEY . oL —TFhik kLT
B2y filxDx RRA N LNYLVOBETT IPBLUIMACT RLR), m—h/VET
TV E— FOBEIZXFIL TWETAL, WRRDIFEHDOA L F—T A AOEEE, = FR
AV NIRRT DUERH LN E D NERET HERICBE E R ShET,

RIEZRT Y RARA v MEBREIL, 77 4L M TEHIZR>TOET,

~HEIEIAR Y O —DFIREIE
RIET > RARA > MR Y & — 2 AT B, ROBIREAE S E S

« RIEET Y FARA MR Y > —DNRT A =2 ZZBHLTH, BBFEORETY RARA 2 b
WZITB L EE A,
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B cvuzEmLEFRETY FRa o MIBIRY S —DBRE

GUI ZERAL=F

ATy I
ATy T2
ATFvT3

ATv74
ATy TH

s RIEZY RARA Y EBREDZR>TNTH, —TRHET Y v RAA VBB LA
720 FH A,

c NIET Y RRA ¥ MERBEZHENICT DL, TNTOREZY FRA U FR7 VT S E
j—O

e LY RARA ¥ b = /38— (EPM) OfEIX, RET Y RBRA 2 FO/NRT A —FI|THIREFRL
F9, ZOHFANDNRT A —HHEEFRET D &, CiscoAPICHY]) TRVWRT A —& T Lz
T —MMRELET,

e RIEZY RARA v MEHOYR—FE, VE—F V—7 J— RIS TS R
KAV FTIERLS, 777V w7 ICEREINTVAEZ Y RRA V MIRESNET,

« RIE72T Y RARA > MEREIL. Cisco ACI /L FH A + EBEOEAY A4 FNTHEATEX,

A4 FNTZY RBRAV FEBIISEALF—R"OBREI AELHFET, RETY RARA
MEREIZ., =2 RARA > bRV A MEZEBEIT 2[R H B 2 U AT IIEEEE S
TWEH A,

*Cisco APIC U UV —R 41127 v 77 L— KT BHHNI, RIETY RRA > Ml 23
HVENH Y F£9,

SEET Y RARA 2 MRIEIARY O—DRE

Cisco Application Policy Infrastructure Controller (Cisco APIC) GUI Zfff L T, RIE/RxT > KR
AV FERHLTHBRT 2 L5127 77 ) v 7 OFREEPHIEIAY > — 2R ECTEET, 20
MY 272X, TREY I DYV =T AL T CRERTZ U RRA U 27 VT THFIRGEE
NTWET,

FIE

A= a— /X—"T, System > System Settings % &R L £7°,

T —rar v RUT, [T FRA4 2 Ml (Endpoint Controls) | R L £,
[ B4 — 2 (Navigation) ]~A > C, [FIE% EP #lfE#l (RogueEP Control) ] % 7 43R
LET,

[Administrative State] % [Enabled] (Z5%7E L £,

[RIE7Z: EP #2H MR (Rogue EP Detection Interval) 1. [RIE#: EP #H £ %1%% (Rogue EP
Detection Multiplication Factor) ], 3 X O [{R¥FRERm (7)) (Hold Interval (sec)) ] # HAYDIE
ICRRELET,

« RIEL EPRRHMER : RIE=y RS v romHlREHELEST, ik, RETU R
RA Y MERHT ORI ZRELE T, ARMEIX 0 ~ 65535 CT, 7 74 /L KM 60
*(\\‘j"‘o

« FIEX EPBHEBHEE : =0 FARA U FBRENE S a2 72D ARIET S R
AV MHOREERELET, TV FRA VIR ZOREIV ZBEBHTL L, =K
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ATvT6

ER0TOES 3=y
NX-0S 24 A )L CL £EALTWAFRET Y Fits o kalRy v—oxe [

WA MEEREAT, = FRA  MIAIEE EESNET, AMEIZ2 ~10 TT,
774V MEIZ 6 T,

- RERER (B) o2 RESC EBRETHD EEHS SN T OO (BHA) , ¥4
BRHES, RERTZ RRA L MDD N T 7 4 v 7B ey FEhET, 201
A= VPR S L, = RARA v MIAIBRShET, 526) VUV —ALVEITIE, A
Bh7 1L 1800 — 3600 # T4, 5.2(3) V UV —A KV ATTIX. A2 MHIZ 1800 — 3600 7T
T 7 7 A4/ MEIE 1800 TI,

(EE) V=T AA v FORERTY RRA L b &2 V7 $ 210, ROFIEEZFATLET,
a) Cisco APIC # = = — /X—"C, [Fabric] > [Inventory] ®IEIZZ U v~ 7 L7,
b) FTES—Ta =T, [Pd]ZEFAL, RERZ RRA L "2 VTTH)—7 AL v
FHEIY v LET,
) V=T AA v F <= UNEETY 1 RUILERREINZDL, TES—vary =D —7
AA v F A7 U2 L, [Clear Rogue Endpoints] %8R L =5,
d) [I&Ly (Yes) 1227V v LET,

NX-0S R 2 A JLCLI ZFERALTWVWAARIETY KR4 > FHIHARY o—DERE

ATvT1

ATy T2

ATvT3

ATy T4

NX-OS AX A NVDOCLIZHEH LT, RIERTY RARAV FEREBLIOHIBRT L1, 77
TV I ORETY RRA > MHIEIARY o —%2FETcE £,

FIE

Ju— )L ar 7 4 F¥Fal—ary ET— RIAYET,

i

apicl# configure

T =NV RET Y RARA » MHIEAR Y > —2FMc LET,
i)

apicl (config) # endpoint rogue-detect enable

=L R ZBE L £

HREMREL, =2 FRA U EBRARETHDLEESSNTODLT Y RiRA > M BFIICR =,
LENHIEEN, T RRA L FEDBD T 74 v 7N Ra vy 7ENT-HOHE () T
T, ZOAUH— VLR RRETH L, = R4 v MIHIBRSET, U Y —R52Q2)LLETT
I, BR7RMEIE 1800 ~ 3600 T4, U U—R 52(3) LA TIX. AR MEIZ 300 ~ 3600 BT
T T 74V MEIE 1800 T,

% -

apicl (config) # endpoint rogue-detect hold-interval 1800

M IR 23 E L £,
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B &/ coor sty z ko

MR IL, RIEETy RARA  MilR = R A > FOBEEEZ 7> b LTWA O
) <9, ZoMBEOFOH Y v NBRRHEREE CREESNZMEEB 556, = KR
AV NMIRETHL EESINET, ARMEIX0~65535CTF, 774/ ME60 TH,

51 -

apicl (config)# endpoint rogue-detect interval 60
ATy 75 RHEREBELET,

TV RARA 2 bA, BRHEEE CREE SN PICREERTRESINTZELI Y L Z<BH L
723 E. = KRSV MIRETHD EESSINET, ARMEIZ2~10 T, T 74/ ME
X6 T,

1 :

apicl# endpoint rogue-detect factor 6

AR1E/COOP 5|5+ 1) X R [ZDULNT

ARIE/COOP IS Y A R &EMHTHE, =0 RARAV FBRAREL LT —27 SNDHHIC, AIE
T RARA 2 ML D=2 RRA V MBEIOFEELZ RS T 5= RARA 2 O MACT
RUAZBETEET, RIE/COOPHIFY A FD= RKARA > ME, 1047 LANIZ 3000 [F12L -
BE#LIZGEICOALRELE L TYy—7 SNET, TV RARA LV IMBRAREE L TYy—7 SIic
e, FEETEDIZZY RRA v NI EFI220 £9, REZY RAA 2 MI30 7
BICHIBRE N E T,

Cisco Application Policy Infrastructure Controller ( APIC) 6.0 (3) VU U—ALIFETIL, 7 m—n
JVIRARIE/COOP filsh U A R AERCTE £9, ZDU A MI, MACT RLABESNL 7Y »
U RAAL LV EDETOREZ Y RRA L h ary bha—iAnt MACT RLAZEALET,

% LT, L3Outs ® RIE/COOP s Y A R ZAERCTE E£3, 7V v NAA L E721F L30ut
DFTRTOMACT RLAZRANTHZ b TEET, ZHIZED, TXTOMACT KL-&
WZxF LTSN AR 235 A 2 BIsh ) A DA HRICERCE £, &7 FLAEERNC AT
HMLETH D FH AL

FRIE/COOPHISN )R FDAHA K54 > LFHIREIR
AIE/COOP HiIsh U A M 2T 2 & &, ROFEEFHEHIRFHEIEH SNET,

*MAC 7 RLUAHISY 2 MMEREIZ, LAV 27V v RAAL Y (IPV—T 4 > T BHEHC
RoOTWRWNWT Y v RAALY) TEMELET, Zhid, LA ¥37 U vy FAAL L (IP
=T 4 VT INEHNNI /2o TNDBT Y v KAL) Tk, MACT RL R L EHICEE)
THIPT RLARH A, BRONCIP T FLARKRLTWSH E LTY—7 &, £
DH%BIPT L AL MAC 7 KL ADE G NBERRE SNDT-OTT,

L AFITY Y RAL DA, IR RARA V MM OERITHHEEDOIP 7 K
LAICHOWTIE, 7Ry hZEDTF—FZ L —2 P T RLAEEZENCLUET,

TRy NTE DT =2 T L —IP7 FLAFEERRIC OV T, CiscoAPIC Layer 3%
=% TRETA RESRLTLES,
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ZOUAMIBEMENTND MAC 7 R L AOFEHAZERICHME L CWDLENRD Y £
Ty ZTOUVAMNOMACT RVAN, 777V w782l FEiZ, V=7 AL vF LT
DOBFLBENCHG LRI ICTHZ L, 22— —DEETT,

TV oY RAL L TEDOHIFNY A NMZIX, 777V v 7 2K THRKRK100 O MAC 7 R L
A&BIMTEZET, 60 3) VU—RLUBETIEI. HEDTY v FAAL L DTXTDMAC
7 RV AZRIERT Y RiRA » MIEINOBRINT D 2 &b TE £,

6.0 3) VU=, 777V v 72T 100 HDOIER L30ut MAC 7 K L 2 &4k U
A MBI TEET, £/, L30uwtSVI 7Y v FAL L DTRTDOMAC T KL AZER
Epxy RRA Y ML GERATHZ L TEET,

60 3) VU—RLIKE, ZNHDMACT RLADT Y RiRA > hDOAFHED 6,000 LN
ThHIUE., H&K 6,000 HD MAC 7 FL A&7 a— L4k U 2 MBINTE £9, B
DTV vy RAL L THRHEEINZFET MAC 7 RLUAIE, A5 6,000 D= RARA 2V MZ
LT, ACEDT Y v RAL L ELTHY Y hanEd, =& xid, RSz MAC
T RUVARI0 DT Y v RAL U TRIESIIZ MAC = RARA U e LTERRSIND
BB, MACT RLRAIZ1I0DO= > RARA v e LThHU Y FERET,

« V=T 2L v FOFIFNY A R OBERIT, IR RARA ¥ MR E > T D56
WCOHBEHSNET, IRTY RRA > M EDIC /> TWBEE, MAC T FLX
FHF Y 2 RiE, COOP ¥ v F=2 FTOREHINET,

o RIE/COOP B U X MZiZ, 7V vy RALVDOMACT RLADHEEZEOHDH I ENT
X, VRFA VALV ADIP T RLAZEDLZ N TEERA, 2L IPT FLAD
HOBENTIZ, IPT RLARBEFDORIET Y RRA v MEEELZ - THATH, IP
T RUVANRARIEE LTv—7 SNDHAREERH Y £,

e T =X NRANT T 4 I IZESWTIP T RLAORERHBIO~—F T2~ R 74
H1%, 7V Y RAL TRy NEEBEGZMEHLET, 7V vy RAAL BT
Fv b T—=r 7 EMIE, BEIT S - ONT Cisco ACI 28 IP 7 R L A DT & %38 L7
<72 E7,

GUIZER LT vy Y FAL UERBEEDTIE/COOP st 1) R b DERE
KOFINETIE, 7V v P RAAL OIERUIFICANIE/ COOP filsh U A R &fRE L £ 7,

1R BHEIIC
e TV Y RAALVEERT DT TV MR ETT,

e RIEm Y RiRA v Ml Z G0 T DMERNH Y £9°, RIET Y RiRA > MilEIZ B30I
TAHFENEIZOWTIE, GULZFEH L RIED Y RARA > MR Y > —o@EE (36 ~<—
V) EERLTLLEEN,

a7AC 77Uy y—ExOToEYa=>y |



A7ACTFIY vy y—EROTOES 3=V |
B cuzsEALEEEOT U Y S KAL D OFIE/COOP HIStY X FOBE

FIE

Z2FyF1 HUOTF L h T, 7V vV RAL VAR LET, A=a— =T, [FFYk (Tenants) >
[tenant_name] Z &R L £ 7,

ATw 72 [FESF—1 3 (Navigation) 1A > C, [y kT—F 24 (Networking) 1>[TV v K
* A > (BridgeDomains) ] DIEIZER L E,

AT w73 BridgeDomains #4727 Y v 27 L, CreateBridge Domain % 3R L £,

ATY T4 [TYyY FAL 2 DER (CreateBridgeDomain) | #4712 27 T, [ATv 71 (STEP1) ]
DAY (MAIN) | BXO[RATFv T2 (STEP2) ] M [L3EXE (L3 Configurations) ] 12
W7 4= RIZANLET,

RFv 5 [STEP3 (RTFYF3) [D[F7ENVRAKMES TN a—F 424 (Advanced /
Troubleshooting) ] C. [AIE/COOP %+ 1) X + (Rogue/ Coop Exception List) | D [+] &7
U Z L, UAMIBIMTAZ REA L FOMACT RLRAZ AN LT, [E#H (Update) ]
7 Vw7 LET,

MAC 7 KL 2D IL an:BB:CC:DD:EE: FF T,
a) UARNIBIMTE2Z U RARA L NI EICZOARAT v T a0 LET,

ATwF6 (A7 ar) : Cisco Application Policy Infrastructure Controller (APIC) 6.0 (3) VU U—ZLL
e, 7V Y RALPHBDOMACT R AZIEYS 572 DICARNIET Y RARA b= br—
/L BD @ FREHISN MACEEME T=v 7 Ry ATy s LET,
ATy Tl MEIGEUT, [RTFY T3 (STEP3) |>[Z FNAVRA KNS TN a—F a0
(Advanced/Troubleshooting) | ®#0 O 7 ¢ —/L RIZ AL E T,
ATy T8 [T (Finish) 1227V >v27 LET,

GUI ZERL=BIFED T vy FAAL DOFRIE/COOP Hist 1) R ~DERTE
KOFIETIE, BEFEOT Y v RAL ORIE/COOP Bl U 2 b &FE LET,

15D B HIIC
e TV Y RAAL UVEFFOT TV MBRETT,

e RIE Y RiRA v Ml Z G0N T DMERNH Y £9°, RIET Y RiRA > M2 B30
TAHFENEIZHOWTIE, GULZFEH L RIEDy RARA > MR Y o —o@EE (36 ~<—
V) BERLTLLEEN,

FIE

ATYT1 A=a2— =T, [TF2 b (Tenants) ]>[tenant_name] & &R L 7,

RATwT2 [FE5— 3 (Navigation) |V 4 RUT, [y bT—F2 4 (Networking) [>[T ) v
K+ 4 > (BridgeDomains) ]> [bridge domain_name]. %z &R L £,

. A7AC77TYyHs H—EROTOE a=vy



| a7R0127T0 vy 49—

ATvT3

ATv74

ATy TH

ATvT6

EXQTOED 3=y
GUI £ L= L30ut SV DRET > Kot o rimapisty 2 ~oiet [

[fEZE (Work) ]34 > T, [[RYUS— (Policy) |>[7 FINVRMES TN a—TFa2y
(Advanced/Troubleshooting) | Z R L £,

[F~IE/COOP f5l4} 1) X + (Rogue/ Coop Exception List) | T[+ 227V v 27 L. U A MZEM
5T RRA L FOMACT RLAZ AL T, [B#H (Update) | %27 U v 27 LET,
MAC 7 KL 2D AT aa:8B:cc:pp:EE: FF T,

a) VARNIBNMTLHZZU RRAS L NITEIZZDORAT v 7T a0 IRLET,

(7 a>) : Cisco Application Policy Infrastructure Controller (APIC) 6.0 (3) U U—XLL
e, 70wy RALUINBDOMACT RLUAZTRT 72 DICRIED Yy RARA v hay br—
JVBD @ REFN MACEEBMNE T=v 7 Ry 7 A%F v LET,
[Submit] 7 U v 7 LET,

GUI ZFEA LT L30utSVIOFRIET Y KR4 > FEHITEHDFIS ) R ~DIER

ATy
ATvT2

ATvT3
ATy 74
ATy TH

OB va rOFIETIE, L30ut DRI NTZAL v TS o F—T A A (SVI) 1T
WT, RIERT Y RaRA v MESRE N T2 MAC 7 RLAZRELET,

1R BHEIIC
«L30ut o7 FNRMETT,
e RIEZ Y RARA > M Z BN T HHERSH Y £9°, RIET 2 RRA > Ml 2 B3I

TAHFENEIZHONTIE, GULZFEH L RIETy RARA > MR Y o —o@EE (36 ~<—
V) EEHERL TSI,

FIE

A=a2— N—T, [TFT 2k (Tenants) ] > [tenant_name] % ER L 7,

Fer—var v RUT[HRy bD—%24 (Networking) ]>[L30uts] >[L30ut_name] >
[AYAHI /—FK BT 74 )L (Logical Node Profiles) ]>[node profile name] >[B AL A
VB—TJ14 R FAT74)L (Logical Interface Profiles) ] > [interface profile name] % &R L
ij‘o

U= AT, [R)— (Policy) ]>SVIZEIRL £7,
SVIZ—7 VT, [+] &2 Vv 27 LET,
[SVIZEIR (Seect SVI) | A 7T ZHNTWTNDLDKRDT 7 arz2FETLET .
« [RIEB&S MAC 7' )L—7 (Rogue Exception MAC Group) | C. BEfFD 7 /v— 7 %8R 3
Do LW =T ZER L ET,
RIEFS MAC 7 v—T 1%, [Al U VLAN B 72 A & Fo9 X TO SVIIZDOWT, RIET
¥ RARA » MEIEBEREN BT D MAC 7 RLAZRELET,

[FEEPOY FA—ILALD MAC 22 TS LET (Excludeall MACsfrom Rogue EP
Control) | Ry 7 A%&F v/ LET,

a7AC 77Uy y—ExOToEYa=>y |



A7ACTFIY vy y—EROTOES 3=V |

B cusEALET7 I 9 OFRE T RA > M1 O MAC 7 K LR HIst £ 45

ATy T6
ATvT1

ZOFTvarvERMNITDHE, RIET Y RRA > Ml#EBEEEIX. R U VLAN 7 721
{bEEHSTXTOSVI DT XTHOMAC 7 L ZAZEMEH L ET,

HEIZIG U T, O DO7 4 — /L RIZANLET,
[Submit] 7 U v 7 LET,

GUIZERLE=T77 U YV DFRIE TV RRA 2 MlfEl O MAC 7 kL X fFils E R

ATvT1

ATy T2

ATvT3

6.0 3) VU=, 777V v 7 LYLT, RIERT Y RARA v MEENEH G 5 MAC
T RLABRETEET, RIETY RARAV MEENX, MACT RLANRETSHT Y v K2
T EZIF L30ut SVIZEfRAR <, FEE L/ MAC 7 FUAZIEH L £7,

1R BHHEIIZ

RETY RRA » Ml ZAZNCT A0 ERNH Y £3, RIET Y RRA > Mil#EAZHDCT S
FNEIZOWTIE, GUI 2 L7 RIET Y RaRA > MR U > —0RE 36 2—) &%
BLTIEEN,

FIE

A=a— =T, [Z7TUv% (Fabric) |>[Z7 7 v¥% K1) — (FabricPolicies) |% %

WLEF,

[FE4Z—2 3> (Navigation) R4 2T, >[R)¥— (Policies) 1>[Z7TV v TAILF

H— KARIEHIS (Fabric Wildcard Rogue Exception) 1% 38R L £7,

[T—2 (Work) 1A > D[Z7TV w9 T4 FA— FREHIS (Fabric Wildcard Rogue

Exception) | 7—7 /T, [+] &2 Vv 7 LET,

a) EHITHIARETL RRA 2 MO MACT7 RLAZ AN L, [BE#H (Update) |27 U v
7 LET,

b) AIEZRT Y RARA 2 M CTEN TS MACT RLAZ LI, ZOFEEZHV KL T,

BRIP7 FLRX 720—4%l#IZDL\T

3.2(6) VU —ATIL, &KRIPT RL A7 m—filfifErBmIncnEd, ik, = FFR
SV FOBERB AL, MACT RL R ICERERIT HAILTVASEEIP 7 R L 2D S
WTARIEE LTZ T 7% T%E 7, Cisco Application Centric Infrastructure (ACI) 777U v 7
IZ. MACT7 RLATERK406HDIP T RLAZAZYR—FLET, U—7 24 v FH MAC
T R U RCBEANT BT 4,096 2D IP T L AZSEE LA, MACT RL R L4
TOIPT RLARRIEE L THEINET,

BRIPT RUA 7o —HEfSENRTZ RARA 2 RIEE LTHERMLEZHZ, = RiRA vk
IIIREE S L. APIC TREENFKAEL, 2O FARA LV FTEHLWIP T RLZ2DO%E I Thi

. A7AC77TYyHs H—EROTOE a=vy
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COOP @

COOP [ZD

=L =

axX AE

ANE

coor oz [

EHA, REEHMIT IR T, EEOARERENAENT/R> T D56, REEHIIREED
AEBGE TRE S I & [/ LT,

ARIEZRT Y RARA & MR Y —E (BENC KD AE) BADELITENCHRETEET
RARIP T LA 7 v — il TIXBRINZARRE X AT D LEITH D A,

Z OFERENNE AN SN DANT, BRERRERMIBINICRE SN BT e r—y a V2 B8 Lk
J7e%a, ACL7 7 7 U w713y RARA V FEREL#HAIL TWE L, ZOMRea 3
HELACI 777V v 7id, BEIOEIZHE ST, £/2IEIMAC T KL AT 4,09 %2 5 IP
T RULAZFEHLESGAIL, =V RRA Vb EREE LTHRIITE ST,

Council of Oracle Protocol (COOP) %, A/ XAV AA vF Fuaxji<y B 7EHR (G E
ID) #BETHEDICHHINET, V—7 AA vF ( [lcitizen) ) 1L, Er A vE&—
Fa— (ZMQ) ZHEML T, =2 RRA U BT RLRIERE A4 ZA v F ( Toracle] )
WCHRRE L E T, A2 J— R TEITLTND COOPIZL - T, TRTDANAS L ) — R
—BMHOHHLZ U RRA L T RLArEtalr—ya UFROaE -T2 R T, &
HIZ, ar—yvar<wo B/ T R=RZxT 52 RRA V FIDOGH ANy v 2 T —
7V (DHT) VARY NY ZHEFFT 52 N TEET,

COOPTY RRA >V bDEV T2

BEEOLLIMEE TR T-EMEIC L > TARER T RARA > NEHNHEAET S L, COOP
1t 2 AEA RIS @D\ﬁ@&z/ﬁﬁ4ybﬁﬁmmﬁ#%f%n57“ﬁﬁ%@i?
) 7 AA T DORIET Y RARA  MRTEEEIZEZ D . ZHORST-THBANRAL 2 AL >

WEET L0 SZENTEET, TEﬁi/%T4/b®#ﬁ#T+ ﬁ%é\amp
7mtxii/bf4/b®&/7 V7RO LET, COOPDATN AT 5 7=
ARAL Y AL FIETRTOY —7 AL v FIT ?Eénk%%\ﬁﬁﬁﬁﬁ%bfwéi
VRRA VIO OFEFEMET S LD Ekbiﬁ“o IR ETHE, ZRFRA UMD
HoT=V TREEIX 7 —X ) (2720 EENMERISNET,

\)

6=

COOP = RiRA > h X7 =1 7%, CiscoApplication Policy Infrastructure Controller (APIC)
UU—2R4203) TEAZIL, T 74/ NTHIZ/R>TWET,

BT, ROFIRT LI, T RRA 2 FEEA R DO A FITHESLR_RFLT 4
HOFHEICHE ST FT,

A4 Rk (Event) RFILT 1 |iE

&
HLWIP 7 KL R &R |0 HLWIP 7 RLARFEBE S ET,
%)

a7AC 77Uy y—ExOToEYa=>y |
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A7ACTFIY vy y—EROTOES 3=V |

4Rk (Event) RFILTq |iE
{5
BMOIP T R AZEMRT |2 BMOP T LA L, BEOZ RRA D
5 MAC 7 RL A THFE INE T,
IP 7 RL ZADOY|E 50 VE—hZV RRA L FOIPT RLAIZ, IPT R
LANEBIND LHIBRENET,
HIkENn/-IP7 R 2%% |50 IP7 RLUADBHIBEENZ%DY E— b = KiRA
BT D VEDIPT RLUAZHERLET,
IP 7 KL 2DHIER 400 IP7 RLAREEEINTEZDL, u—Hh/L o RRA
VEDIPT RLUAZEIRLED,
IS N-IP 7 L A %&ff |400 IP7 RLUABHIBEEN-ZDu—h /L = KA
YRS VMIPT RLVAZIHERLET,
T FEAL Y FOBE 200 TV RARA L IRPIDA o F—T =4 AITBH L
iﬁ‘o
IP 7 KL 2D 200 IP7 RLARHD MAC 7 R L RICBEIT 5,

DA R NTiE, BGP ~DJLb— N 2 [A]%
BT L0, XL T o i3EmL e £9,

URIB 70 /537 50 T RRA L FDANAL AL v F oAy
B—T 2 A ADAT —ZAEFT (T v TIZT)

NRIVT AEIZIP T RLAZEICHESN, 5T L1250% T oW LEd, mExiE, =
VRBA L FDRFILT A EDN 4000 T, T RRA L RDIPT RLADENR 2 DS, IPT
KL ABHT= 0 OLF T 4 fEI1F 4000/2=2000 TI, IP T RLAHTZ0 OFIVT N7 Y
T4 NV LEVME (4000) ZBZDHE. T2 RARA > FOIRIEN [4BE (Normal) [7225 [V
T4 7L (Critical) | ICEEENET, =V RRA U MRS HDEBATC[2UT1hIL
(Critical) JHREEICZ2 > CWBEA. FRIXIPT RLABHTZD OR_XF LT 4 En 7 ) — XL &
VMIE (10000) 2 TWAHE, =0 RRA V FOREEIZ D —X (X T=220) [Tk,
TV RARA L bOFEFIIEAEINE T, IPT RLAHZY @NTW%4ﬁﬁﬁﬂmL%wﬁ
(2500) % Fll% &, =2 RARA > FOdRREIZ Normal GEX > 7= 7) (2720 £,

VT 8% 75% (10000 * 0.5 * 0.5=2500) WO, 10 oRETHHLERH D £, L%
VMEIZ L — P NRET L EILTEERA,

COOP &25

COOP T — X NAEEIL, EXaT R a N Ltk 2®iLET, BEOHLDL T 7 4 v
T AT varinb COOP A vl —U % R#ET 572012, Cisco APIC BX AL v F %
COOP 71 h o )ViBGE &R —F L TWET,

COOP 7'& h 2/Lid, D250 ZMQ #BiEE— K&V AR —F L THET,
« BREZEE—F : COOP TlE., MDS5 #iE ZMQ Bt D AFFal L £7,

. A7AC77TYyHs H—EROTOE a=vy
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GUI £/ L 1= COOP iz T~ KK+ » boEx [

« BAEE— K : COOP Tid A vt — Y Difizik|Z MD5 JRGEREGE & FEFRAE ZMQ $%#5 D it )5 %
FFALET,

COOPZRIEDEEMIC OV TIZ. [CiscoAPICEFx 2 U T 4 BEHTA R 2L TLFEW,

GUI ZEA L= COOPEET Y FiRA4 > FDET
ANRA 2 )= ROTRXRTOWET L RARA » M &R RT HITIL, Z D Cisco Application Policy
Infrastructure Controller (APIC) GUI FEZFEH L £9,

FIE

ATFY TN A=a— =T, [Z7TYvY (Fabric) [>[4 >R Y (nventory) |27V v 7 L%
-éAO

ATw 72 [T =13 (Navigation) | XA > T, /Ny KRS J—REREBELET,

ATw 73 [FB k3L (Protocols) | >[COOP] 5L (N [COOP] A v A% v A&EB L £,

ATy T4 [TV RRAY F T—2R—2X (Endpoint Database) | %7V v 27 LC, = RiRkA v bk
~LET,

[BEZIREE (Dampened State) | 7 7 L& FAT, HELIZZ Y RRA » FE2EDITET, RO
WEERH £,

Normal : = RRA > NOEFIZER T,

s Critical : = FARA v b7V —XREICBITTE AR EEZELE L, =
RRA > b3 5 43LL E Critical IAREED E F1272 5 &, IREEIX Freeze (& DY £97,

sFreeze: 2O RARA ¥V EDLOHHIL, HBEICARELRTHNMTONTWD 2D, BIFE
RN TWET, BEENERINE L,

AA4yFCUZFEMALECOOPHELY R RSV FDORR

ARAL FEF) =T )= ROTRTOWETZY RRA 2 b EFRRTDHITIE, ZOAL vF
CLI FlEZBEH L 7,

AR VEFIF)—T AL v FCLIICaZ 4> L, koa<y REAHLET,

show coop internal info repo ep dampening

GUI ZERALT-COO0PBETY kRS DY )T

ANRA ERF) =7 /= FOFT_NTORRETY FRA > b a7 V7B URET 512, 2
® Cisco Application Policy Infrastructure Controller (APIC) GUI FIEZfEM L E9, Z OE/EIL,
FTRTCDANRS VAL v FBIOT Y KRSV FOREITLY —7 AL v FTIEITT DHLEN
HVET, WEINIZZ U RFRALS Y IR =T A, v FOZ RIRA U N T—TMIEED

a7AC 77Uy y—ExOToEYa=>y |
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B = 7cuzmmLrcoPEEIY KRS FDH YT

ATy T

ATy T2

ATvT3

ATvT4

BHE. T RRA Y MEIASRASL v AL v F COOP T —HF_XR—Z T w2 E&NFET,
FHATRWEE., BELI-D L RRA VM. 20%ICASA, v AL v F COOP T — F ~_— R
MHHIBRE N ET,

FIE

A=a— =T, [Z7TUws (Fabric) |>[41 X2 k1) (Inventory) [ #27 V v 7 L&
j—o

[FEe4— 3> (Navigation) |4 T, Ny REANS U FF ) —7 /—RERELE
o

J—FR&EHZ7 Vv L, [BEIY RS2 FDEZE (Clear Dampened Endpoints) | A 3R L
i‘j‘o

[[ELy (Yes) |27 Vw7 LT, 772 a il LET,

ALY FCUEFEALEZCOOPBEELY FRA DU YT

ANRALFEF) =7 )= FOEET RRA > 227 D7 LTRET A%, ROFIELZE
ALET, ZOFIETIZ, For 7= 7 REN Freeze THDHHE DT RiRA > b &[EE L
F9, ZOEEIE., TRTOARS UV AL v FBLOZ Y RRA VU bOBEIL) —7 AL v
FCTEITTHHENHY £,

AN VEFIFIY—T AL vFCLIica AL, koa<wry REALLET,

clear coop internal info repo ep dampening key <bd> <mac>

RESTAPI #fEFAL7=COOP T> FiRA4 > b B T T DEMIE

ZDOFNETIL, APICREST API Z#{#H L CCOOPEP ¥ > V' = VMg E - 13HEMZT D
HEERLET,

COOPZ Y RIRA Vv "DE LT =TT 7 4V N THINZ 2> TWETH, BWAIZL > T
N TAHAVERNHY ET, & 21T, 1DOOMAC T RL AR L TEEKO IP BN TAES
N, ThoOEHEZE|ET L2y NU—I NI ENDHER1H Y 7,

KD APl ZffH L. disableEpDampening = "true" Za% & L CCOOP = RARA v h X7 =
VT EBEHIZLET,

<!-- api/policymgr/mo/.xml -->
<polUni>
<infraInfra>
<infraSetPol disableEpDampening="true"></infraSetPol>
</infralnfra>
</polUni>

T77 7Y ITHNOTXTD/)—RIZCOOP =y RRA L N BT = 728, ¥
=V THREN (7)) —X] ThHIEFEO=Y RKRA v hEEREELET,

. A7AC77TYyHs H—EROTOE a=vy
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APIC GUI % {8 L 7= coop 2itniE I}

APIC GUI Z {3 L 7= COOP FRFEDERTE

FIE

ATFYT1 A==2— =T, [System] >[System Settings] DIEIZER L £7,

AT9T2 [FEF—=2a V] A T[COOP T IN—TF %22V v 7 LET,

ATV T3 [EE] A D[EA4 T 74— FiZhs [R)P— TONRT ] 8T, [(EBREOHD 2 A
TN BLER[ARRID N BAL T AT ar DO EOXA TR L ET,

ATFv T4 [Submit] 227V v 7 LET,
:ﬂ’LGCJ: @ N COOP uunJ.T:T ) ./_“ H/:E%f?‘ﬁT Liﬁ

Cisco NX0S X2 1 JL CLI {8 L /= COOP FRFE DR E

FIE

ARV b =R AT varw2FEHLT, COOPRIARY v —F2FRELET,
1 -

apicl# configure

apicl (config) # coop-fabric

apicl (config-coop-fabric)# authentication type ?

compatible Compatible type

strict Strict type

apiclOl-apicl (config-coop-fabric)# authentication type strict

REST API E{iﬁﬁ L 7= COOP unt.\nl—to)-n'_._'

FIE

COOP IR Y > —ZRELET,
BITiE, AR FEB—FRBIREINET,
B -

https://172.23.53.xx/api/node/mo/uni/fabric/pol-default.xml

<coopPol type="strict">
</coopPol>

a7AC 77Uy y—ExOToEYa=>y |
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B —orkrorvorsmys—

IVRRAVF YRR O—

IVRKRAV R Y YR ERY—[ZDUNT

T RARA L MY R RY U—%FE LT, AU —20H STV 720 Cisco Application
Centric Infrastructure (ACI) DU —7 AA v FIZEAL Y RRA U I BEFEENEZ 77 L
774y 7 ERHTEET, 7740 FTHE A= MIRY =D EHAINTHRNGE,
TRTCOZU RRA L N T T4 I RFOR— TRy FXENET, =0 RRA U v
AR =R ETHE, ZORY —iE, EHINTWDLIBRFORY =N ~Toh
V=7 24 v F R—MIEHEINET, T2 KA b Uy R KR Y —Tid, Cisco ACI
TINLDR—=MIEETLHXTRLET T 4 v 7 ZRHTEET, ZHUTE D Cisco ACI
TEATZY RFRA Y FOMACT RLVRAETIZIP 7 RUARDY £9, ZHUT LY, Cisco
ACIEBH XN O D= R A M &EL#E T 5 EPG Z# L E TZ £9, Cisco Application Policy
Infrastructure Controller (APIC) GUIIE, M SN/ _XRTCOEL T RARA » &5 Aa—N)L
IV RRAY FRE®EmICFERLET,

\)

GE) TUFRAF VYR RY = IN—FHEETT, ZORENER LB IZEET 2
RAEZdH Y T A, BOEETHEHALTIZE,

GUIZERLETZVFRAV YRV RY S—DETE

ZOFETIE, = FRA P Yy R RV —2RELET, ZORY —iF, BEATY
RARA > bovn, J@H & 7R Y 2 —203/20) Cisco Application Centric Infrastructure (ACI) Y —
T AL FICERFEINDF TR LN T 74 v 7 2R LET,

)

RAERDH 0 E WA, B ORETHM LT S0,

FIE

RFVT1 Rma— N—T, [YRFL (System) ]>[SRTLBRE (System Settings) | DIEICEIR L E

j‘o
ATwF2 [FeSF— 3 (Navigation) ]~XA > T, [ B—/\)L T2 KR4 >k (Global Endpoints) ]
PERLET,

RATY T3 [fEE (Work) ] XA > T, [TV RRA2 )y R KR — (End Point Listen Policy) ]
Frxv IRy I AEF N LET,

AT T4 [TORRAV ) yRY T oF vy T (EndPointListenEncap) | Ku > 742 J A KT,
[VLAN] Z3&R L £,

. A7AC77TYyHs H—EROTOE a=vy
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ATy TH

ATvT6

EXOTOES =2
pr—sorngz I

[TV FRAV Uy RY ToF vy 7 (EndPoint Listen Encap) | 7% A b 7 1 —/L KiZ,
VLANID Z AJJLET, A2 MEIZ 1~ 4094 TH, ZHULTRIFEAD VLAN I 72 /UL TH
HMENRHY . EOEPG THEHTE EHA,

[Submit] 7 U v 7 LET,

PI—U0MDETE

ATy
ATvT2
ATv7T3
ATvT4

Oy TIE IP—V 7 R =2 [GNCT 5 HECOONTHALET, A7
HBLIP =V R —E, T RRA b EOREHDIp5 LET,
EHRENENC R > TVWDHEXIC, IP—Y 7 R —F, = RS hDip T FL
A %3895 (IPv4) D ARP R & (IPv6) DR A N—HEELZXF LET, IWEBHEESNTY
RWGA, RY U—ix, REMHDOIPsS LET,

FIE

A== — /3—"T, System> System Settings # &R L £7,

#7Vvy7 LT IVRRaAbarbo—)L,

IpAging % 7% 27 U w27 LET,

R =2 T512iE7 U v LT Enabled T, Administrative State 7 4 —/L [,

RDZRY

. ZVRFRA N EDIp T FUAZBMT 57D IND XA ~—ZHET HLEN
bHTU RAA Y MEFERY U—Z21ERLET, B T+ b > TFUME >> KR o—
> ZJakall > TVRKRAY MEE

JE—FIZURRAV FDEBZTEMNICT S

TOME YT, BAMEEZIZIP = RARA U b T—= 0 T RBEGHITT D HFIEIC DN T
HLET,

ZORY —o@EARAIX, 777V v 7 2IKTT, ERELK. AU —TEENcS Y —
T AL v FIT v aINET,

Cisco Nexus 9000 > U — XD AA v F TI3128 % &Te 7 7 7V v 7 Tidk, ZORY —%H%
T AMENH Y ETHNIEFITAPIC Y U —RZ2202x)I27 v 77 L— RENTLBEOTTO
)= RRFRENTZHEDONIKMIZPQ T v 7V v 7 £V 2—/b, TX, 9396 PX £ 7213 9396 TX
MAAL v FLET,
WKOBREDEFEDONTNNEZIZ, . FEICURNICFE INZIP = RRA Vb a7 Ty ia
THULENRHD FT,
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RATvT1
ATvT2
ATvT3
ATv74

e UE—hFIPZU RRA VU T—= U ITRENT > TWET
e ASRY L —DWEM,. VRERARESNTWET,
cVRFIZAH R b 1DODLAY3IA X —T oA ANFELET
DRNCZEEH SN TP RRA UV FNEFET7 I v a, VPCETDOWMGFT, kROa<w R

AN szjq vsh-c"V AT ANER epm =2 RiRA > D vrf 227 U 7 <vrf-name>J E— k [ </vrf-name>

o

IP = RARA » FOFE AN EITENCT DI1T1F, ROFIEZETLET:

FIE

A= a— N—"T, [System] > [System Settings] DIEIZZ V v 7 LET,
[Fabric Wide Setting] 27 V v 7 L£7,

Frvl Ry 7 2%7 Vv LT JE—FEPZEDEDEL .
[Submit] #7 U » 7 LET,

IRy b Fzyv o0y O—/N\)LiER

ATvT1
ATvT2
ATvT3
ATvT4

TDOME YT TIE, TRy N F v 7 BN FEZENT L FIECHOWCHALET, A%
WZT5E, D VRF CRESNZT Ty DS, DF VDT TOH VRE TiL, IPFEEN
M7 £,

ZORY —o@EA®EIX. 777V v 2RTT, ERELKR. AU —ILEENCK Y —
T AAFIZT a2 ENFET,

FIE

A= a— /N—"TT, [System] > [System Settings] DIEIZZ V v 7 LE T,
[Fabric Wide Setting) 27 V v 7 L £,

Enforce Subnet Check F = > 7 Ry 7 A% A T LET,
[Submit] 7 U » 7 LET,

GIPo DFEZE|Y X T

COREY I TR EA ML YF T Y AL D GIPos DHEFEID Y TEZEMMIL T, A
Moy F TV vy RAALVHDAR—=RAZMHERT D HIEICOW T L ET,
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ATvT2
ATvT73
ATvT4
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Cisco ACIMulti-Site DFEAIZ LV, GIPoEIN Y CHAAZALE L CROF B\ EZIRMET IMNE N D
DNE L7,

1. [EUC GIPo ZFHOT Y v FAAL L OEER/NRIZIZ £,

2. Cisco ACIMulti-Site JEAE T U v ¥ KA A NZEI Y Y THIT= GlPos 1. FEIEET Y v K
AANZEIY BT HNTE GIPos EEHE L EH A,

ZOFENY Y TEEBT LD, CiscoACI TlE, ALy TFENEZTY v RAL LR
Ly TFENTWHWARNWT Y v Y RAL VORIZESWHTHA ANRERLLZE8EOT— LR EAS R
F L7,

Cisco ACI DFHA > A b—/L DA, Cisco APIC (% #1 & #2 DWW GHTNEITEIND Z L& 2%
FELET, 23(0) XV BEIOY UV —ZANED Cisco ACIDT v 77 L— KL, BEfFD GIPo 23
FEAPLYTF TV vy RALNZTTIHEHENTWDLAREER H D720, 777V w70
HHWr 28T 572D AT —v DR SN E T, ZOREE, Cisco ACLIT #2 52T L2 Z
LERIETEEHA,

Cisco APIC D7 7 7' U v 7 2KDOFER Y 2 — T [GIPo DEE|Y X4 T (Reallocate GIPo) | /
THEANZT D L. Cisco APIC IE GIPos ZFFHEID YT L, FLWEID B THXEMEH L ET,
J 7T OHEMET1EIRY OBETT, D%, GlPosiiA—"—TF v 7 LEHA, 2D/ 7L,
23(1) KVEIOY Y =25 3.0(1) LD Y V—RZT v 77 L— KT 58HEIT D, Cisco
ACI Multi-Site Orchestrator i AZBEE#E L £ 9,

ZORY —O@EMEHIT, 77 7Y v 7 2ETE, ZRELLER. RN —TEEBICA Y —
T AL FIT v aInET,

FIE

AZa2—N"—T, [VATL (System) >>[P R TLEETE (System Settings) | 3R L £,
[Fabric Wide Setting] 27 V v 7 L£79,

[Reallocate Gipo] DF = v 7 Ry 7 A%&F N LET,

[Submit] 7 U » 7 LET,

AL D DREED T O—/\)LIEE R

IDOME Y7 TiE, FAAL L ORBRIEEEAT 2 TECOWTHBELES, 07056, #807%
IRAZBINT 2 & EPGIZEET BT KA A D320 E ) g 572012, MEETF = v
IRFEfTENET,

ZORY —o@EARAIX, 777V v 2IKTYT, ERELEK. N —TEEhicS Y —
T AA v FIZ Ty ENET,
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ATv T
ATy T2
ATvT3
ATvT4

FIE

A==z — N—"T, [System] >[System Settings] DIEIZZ U > 7 LE T,
[Fabric Wide Setting) 27 V v 7 L £,

Enforce Domain Validation = v 7 Ry 7 A& F T LET,
[Submit] #7 U v 7 LET,

OpFlex 7 547 > FEREEEEZNIZT %

ZO MYy 7 TiE, GOLFH L O Linux D OpFlex 7 74 7 MRFF &2 AT 2 HiEICHOW
T LET,

74T DD Ry MU =712 Ko ThiE S L2V EREE T GOLF % 7213 Linux Opflex 7
FAT U NeTTuAT500%, 7747 v MEHEIZESNTI 7472 bO ID ZEI0IC
FRECE 97,

\)

CE)  GFHREOERZAEDICTZE. 7947 2 MREEZ YR — b LTV GOLF % 721% Linux

ATy T
ATy T2
ATvT3

RTvT4

2770y A

Opflex 7 74 7> b & OEENEN /20 T3,

ZORY —o@EARAIX, 777V v 7 2IRTT, ERELEK. AU —TEEhics ) —
T AL vFICT v ENFET,

FIE

A= =2— /N—"C, [System] > [System Settings] DIAEIZZ U » 7 LT,
[Fabric Wide Setting] 27 V v 7 L£7,

OpFlex Client Authentication DF = v 7 Ry 7 X% 27 U v 7 LT, GOLF 3 & U Linux Opflex
IIAT DT TAT  FFEERGEA AN E L IT TN LET,

[Submit] 7 U v 7 LET,

A—K NS5

Cisco Application Centric Infrastructure (ACI) 7 7 7' U v 7 Tk, FIHAGERT v 7V 7 U v
JBDNT T 4w 7 BV T D0 Dr— R ARNZ v 7 7y a RN oS
9, ZITE V=TI bARL DAL v F bFT7 4y 7 Dr— R RF 27D
WTHBALET,

ABT 4T Ny aa— RT3 T, %cm}—ﬁs&;ﬁv@/\/y;.1%<WVC7/
T ZIZEDETCToEND Ry NT—7 THEHAEINA RO — RT3 o THETT,
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DE—RNRF 2R EHARTRER Y o 7 ICIRIEERREN RSN ET, @E.
BRZNE | WMEOXFERSEUCE D FRIE L EIC B SNET, 72720, W< 2hD 7
n—NED XL ZNE AXT v T v— K ART U TR BRI Tl VR
DL EINDIEENHY £7,

CiscoACI 7 7 7V w7 BAF v 7 u— KT 7 (DLB) &, 8L ~LIZiE->T b
F7 4 v 7B B TCEFELET, DLBTIL, EHIEEZR /S AR ORREEINAIE S v, TRk
DLV T e —RNHEINDIOT, T—EZ PN REEITIFEREICARE S NET,

DLBiX, 7u—F7/cid7 v —Ly NOREZEH L CHEHRRERT v 7V 7T 7 4 w7
EEETDLLIICHETEET, 7ue—L v MI, BMOKE X v v 72X > ClEICXY)
ENDT7a—nEDRT Y NONR—=ZANTT, X7y D2 2D/ N—RX NEDOT A RIVERR
HAATRE 72 S A OBIED IR ZEL D REWGA, 2FBHONN—A K (FiF7e—1L v )
Z1OHEIFRRDLZARRCH>T Ty hOVA—F =72 LTEETEET, 2074 FLVH
@ik, 77—l v b A ~—LIFEND XA ~v—CXoTHlEENE T, 7ua—L v MMk
D, X7y N A—F =55 &R T2 va—RRT U FICRT DREDEWT B —
OB SN E T,

DLB #i{EE— NIFBEMBH E 2 IHMRASFH T, ZNHDOE—RE, 7a—Lb vy k ¥ A ~—|ff
AT D247 0 MEICBIRLET, 7L vy 7 T—FD7n—Ly b A4 L7 7 MMk
BHNSWVVETT, ZORFITHEERT— R XT8N T 7 4 v 7 OSEICHRETT
B, N7y N FA—F—RBRETIGERHVET, ZEL, 77V r—va v ORT7 4—~
VAT AR A Y v T, RSP — R ERENZR LD HER TV ET, BTN
RE—ROT7R—LVy NEALT T ML, N7y BB NN EERIET D RE 72
fECT, FrLVT7ua—Ly FOEEOEENDRNOT, b L— RAZIIREEMR O — RN
T TY, DLBIEEI IR bR E— K RXT v U TR 2D TlEd v £
IR, ABZT 4o 7 o aa—RRXT530 07082052 db0 FHiA,

\)

6=

G _RT D Nexus 9000 >V — X A A v FIZIIDLB DO/ N— KU =7 ViR — 23 H Y £33, DLB
MR, E2 77y F 7+ —24 (EX, FX. BLUOFX2H 7 4 v 7 AEFFOAAL v F) O

BREOCY 7 27 U U —ZATIRANI > TOERA,

CiscoACI 77 7 U o 2ix, Vo INBRAET7IA L E1TA T A T2 & THEARREZR
Vo 2NNt DL, VT4 0 ERELET, 777 o2, Vo2 oEH LnE Yy B
ThI7 74 v 7 FNLET,

ABT 4T ERRFIATIvIOu—RKANFT U TOTRTOE—RTIE, 77407
I%. Equal Cost Multipath (ECMP) D JEHEAYi /=37 » 7'V > 7 F 72133 L TOHEE S,
INBDONRRAFIN—T 4 T OBENGRETRD I A MBI /A,

n— R ANZ U THEMTTIESH Y £ AN, Dynamic Packet Prioritization (DPP) [, AA > T
TDLB LA LA B =A% OMEHLET, DPP OXEIXDLB #HTJ, DPPiX, EW
Za—k0bETe—2EELET, BT e —30 15 %y MR TT, BT a—iX
En7oe—X 0 §BIEOEELEZIT0T W, DPPIXT 7Y r—va VERRO R T y—v
AzE ESELENTEET,
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6.0 (1) BXLV6.0 2) VI—ATIHE,. AV TFTV—T AL T FTT7 4 v 7 DFE, WAH
2 QoS HERRICEAfR <. TRTODPPERE NT 7 4 v 7B CoSO0 &~v—2 EEd, V—7
AL T NT 7 4 w7 ORE. AKX LQoSHERIZER/ . T XTODPPEL T 7 1 v
N CoS3 E~—7ENET, 60 3) VI—RLKE, A bF7V—T 2 v FBLOA
B—=—T AL v FD KT T 4 v 7 Tl HAF I QoS HERIZERZ < . §_T? DPP 4L
N7 74w 7MRCS0E~—2 INET,

GPRS bV 7 7ua haj (GTP) X, ECTVA YL ARy NT—7 TT—XEEETD
7= DI &S FE T, CiscoNexus A A v F i Telcom T — X & o X —NOBFTFTT, 237w b
WT — K& Z—O Cisco Nexus 9000 A1 v F %I L CEFEENDHGE. N7 7 4 v 71X GTP
ANy H = IHDNTE =R ARNT U T ENDIMERNSLYET, 777 VI NI T R
R ES L TN —ZIZHERR SV TV DHEE. R T 74 v 73T _RTONRY R A 3—
(L z21E, v MY 2R —bF Fr b, LLVY3ECMP U7, LAY 3HKR—hK Fvxi,
BLOKR— K F ¥ 3 EOL30OW) ICHFICGMENLILERHY ET, ) ., GTP F T 7 4 v
soua—RK Tyt 777 ) vy INTHEITEINET,

GIP— R XRT U v 7 HEBRT 572912, CiscoNexus 9000 > U — X A A v FIL5 X 7LD
O— KNGV T A=A LEFEHLET, = RRT 07 A =XATIE, 7y
FOREEILIP, S8 TIP, 7r hal, LAY 4 Y—A BIUBER—F (FF7 74 v7
A TCP £721XUDP O5H) 74—V RBBEINET, GTP hT7 7 1 v 7 OEEIX. Zib
D7 4=V RAD—BOEOEBRLNTNDE, RRVTDRNT T 47 u— ROY%ES;
BHIR S vE T,

0— R NRZT 7B D GTP N7 7 4 v 7 ORMEALZ RS 572912, GTP ~y ¥ —0
Fy gL =2 RiRA > M ID (TEID) 73 UDP AR— & B OOV IZHEHA S E4, TEID 28 b
VHRIIVT LIZEB BT, NI T 4w T EAN RILOEEOY) BT I za— RT3y
VITTAIENRTEET,

GTP v — R NZ v 7d, GTPU X7 v MIFFHET 5 32 v b TEID fE CXE Tk L 0%
SR — MERE EEELET,

GIP o RO ur— R NRNZ U THEEBICE D, ROV R— SR EBIMEINET,

WA L H—T 2 A ATD IPVAIPVE kT L AR —h ~v X —|Z k5 GTP

« UDP A~ — |k 2152 Z{#ffl L 7= GTPU
Cisco ACIZ7 7 7 U v 7 OF 7 )V MERTIL, RO NNy v aPFERHINET, A¥
T ATy aiEIC LD, Ty VIO NT T 4 v B —T AL v TF b AL
VAL o FIIHEENE T, VN RITEETAE, TRTODI U ITDNT T 4y
TWHLWT v 7 ) v 7 HIZESWTE R S NE T,
=PRIV RAYF BAF Iy A=K NS0 7ILTYRX LA

WDEIZ, V=TIARXL V AL v TF BAFI v a—RKRXZ 0 T THEAEINDT 7 %
VN OBRERAERT LT A L& R LET,

. A7AC77TYyHs H—EROTOE a=vy



| a7A0 777099 4—

EXOFOEC 3=y
Cisco APIC GUI £/ L7=0— K /35 o4 Ky o—ntem [

z 1:CiscoACI") — T/ RINA VY RAYF ZAF Iy o A— RN 05

Traffic Type T—R R4 DNy

U—T/AN_XAL VP 2=F ¥ A | « IXMEILMAC 7 LA
« 580E MAC 7 R LA
« EEILIPT KL A
S IP T KL R
eahan 47

e EEI LAY 4R —Fh
cFEELA Y A4R— |

e/ XA FID (VXLAN VNID) F 721X
VLAN ID

V—"T/ZL 2 LA ¥ 2 « EEITLMAC T FL A
« SE4E MAC 7 KL &

e/ A FID (VXLAN VNID) F 721X
VLAN ID

Cisco APICGUI #FB L-0— K NS 5 R S—DERK

ATy
ATy T2
ATvT3

ZONEY TR, 770 00— RKARZ =R —E T B HFIEICOWTHALE
7

B—RANT TR = AT a0k, MR T v ) 7 R—FHETRI 74
JDNRNTG U AENET, AT 4T Ny vaa— RT3, £7a—nsx27
NDIN Y 2 ZEESNWTT v 7V 7 IZEHDETonsry N —7 TERIN1ERD R —
KRG THETT, Z0our—RKRXT 000702k, HHAEER Y v 7 \ZIi3FHEE7
WMENSDE S NET, B, MESZVE, MEOBEREUC X 0 #HE &I o S
F9, 2L, W07 —=RE0 I NnE AFT 4y B— R AT U T
IV EABICHRETIERWVEREN LTSN BERHY £5,

FIE

A= a— /N—"T, [System] > [System Settings] DIEIZ 7 V v 7 LET,
[Load Balancer] #7 V v 7 LET,
[Dynamic L oad Balancing Mode] % &R L %9,

XA F Iy v—RKRF 27 (DLB) ®— Rit, WL -~LIGCTRT 7 4 v 7 DED
B CAHMELET, DLB TIL, EHREZR /S A M ORI HE v, SRERKRE & b 700
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ATvT4

ATy TH

ATvT6

A7 —NEEIND DT, 7 — ¥ Pl E 72 XTI A E S vEJ, DLBIX, 71—
Floldvu—Vvy NOREEZFEHALTERTRERY v 7V IR T 7 0 v 7 ZEETDH XD
WICRETEET, 77—y M, BRTRUOLNZ7e—000/ 0 v hO/R—Z N TT,
£ — NiX [Aggressive], [Conservative], & 7213 [Off] (77 4 /L 1),

[ (On) | F72iE[4 7 (Off) ] (F74/vb) ZBRLT, BFA4F 99 /N7y FOEBE
NERL 4 (F 2 A 52h F 7 i3RI L X,

Dynamic Packet Prioritization (DPP) {%, EW7ue—X vy bW run—2EELET, BT e—
3K 15 T, BT er—iE, BVW7e—X0BEICEI&KTT, DPPIZLY, 77U r—v 3
YEERDNRT =< AR ELET,

[Load Balancing Mode] Z #&4R L &9, “&— i, Link Failure £ 7-1X Traditional (7 7 #/\ 1)
<7,

R— RART o —DEBIRIE, 25T 4 v 7 RIBHA T Iy 7 Ou— ATy 7 OF R
THOE— RKTIL. b7 71 v 7%, Equal Cost Multipath (ECMP) D JEHeEA /-3 7T v 7V v o
FF A ETOREE SN, ZNDDONRNRINN—T 4 T OBEN LRI TlR b 2 A 3 )»
NhEHEA,

[Submit] 27 U v 7 LET,

CLLZERALIA—F NS Y R S—DERK

CLUAFRLESAFTIvy O— K NS RYS—DER

&

BAFIVITILYIT L BAFTIVIRTFO2ODXAFT Iy u— KT £—
KNHVET, FA4AFTIVvITI Ly T = RFTIE. X0EV flowlet Z A L7 7 @M
A2, FAFIvIBRTFE—FTIE. LV EW flowlet Z A 57 7 MEESAENZ/RD
9, INbDa<y ROFEMZHOWTIX,  [CiscoAPICNX-OSA # A /L CLI =~ > K&#EH]
EHZBLTLL I,

ORI varyTiEH, CLUAERALTHA T I n— R R0 R —%2RET HHE
ZRLET,

FIE

Ty T T—RKDOXAFIv I a— R XT3 T EFIMNMITHITE. ROFNEEFELT
LET,

apicl# conf t
apicl# (config)# system dynamic-load-balance mode dynamic-aggressive

ATV T2 RSFT—FDFAFI v a—RKR_NT v T EENNCT DI, ROFIEEZFEITLUET,

apicl# conf t
apicl# (config)# system dynamic-load-balance mode dynamic-conservative
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CUZFERALETAFTI v /N7y FMEEIBRA TR Y O—D %R

TITIE, CLIZERLTHE AT I v Ny SoBEIEMTEFNC T HEERLE
T, ZDavwy ROFEMICHOWTIE., [CiscoAPICNX-OS A% A )L CLI =2~ R&¥H] #%
L TLIEEN,

FIE

HAFI v o Ny MEMEEAENCLET,

apicl# conf t
apicl# (config)# system dynamic-load-balance mode packet-prioritization

CLUZFERALIGTP O— K NS4 R S —DER
ZO®s v a T, CLLZHALTGIP v— K AT o4 R Y o— 2T 5 HiE%2 R LE
T ZOavy ROFEMICOWTIE,  [Cisco APICNX-OS 2 4 A /L CLI =t~ > Rgkt] 2%
BLTSESN,

FIE

AT I v T Xy MEMEEANCLET,

apicl# conf t
apicl# (config)# ip load-sharing address source destination gtpu

RESTAPI ZERAL-A— K NS U8 KR O—DER

Dt a T, DLB, DPP, BLONGTP 2— K NS o4 RY S —52HMMT 5 HESE
RLFET, EHITRERTXTOTa T AfED U A MIOWTiL, [CiscoAPICEEHIE#RET
NER] BT &N,

FIE

DLB, DPP, BLXUGTPu— R AT U+ R > —E2HFMNT AT, WOFEZETLET,

https://apic-ip-address/api/mo/uni.xml

<polUni>

<fabricInst>

<lbpPol name="default" hashGtp="yes" pri="on" dlbMode="aggressive">
</1lbpPol>

</fabricInst>

</polUni>
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FrEIRER ) S —DEMIE

ORI T, Xy FU—7 EO4EL — FOREEIEI 7 2 ~ 20 Tdh B Precision Time
Protocol (PTP) & AN T 2 HIEIZHOW T LE T, ZON—RU =T DX A LAZ T
BRIE., *y hT—27 AL 7 v hay (NTP) 72 EOMMOFREZIEM 7' v k2L X0 @b E
EHERBLET,

PTPILX, Y AT LDV TIH A APTPZ 1 v 7 AR EIZFET 2 HiEERET 2087 v k=2
NTT, Thbnrzuvy7id, 779y R~vx¥—suvy (BEEOKERCHL 7 vy r) &
FFOv A S —/ A N —[A ISR S AL, AT A REROR M EEZRE LET, FHNIL,
AAIVTHEREERA L TCHBO~YAZY —ORENZ 7 0y 7 T DA —& PTP XA
RVT A=V ELZHRTHILICL o TEIINET, PTPIE, PTP KA A » LI D
PRI CEMEL £9,

UU—242 (5) XYL, PTPHEREIZCiscoACI 7 7 7 U v 7N TOHYR—FEHTWEL
7o VU —242 (5) LI, PTPHEAEIZCiscoACI 7 7 7 U v 7 DA THR—FENDH L DI
720 F L7z, CiscoACI7 7 7V v INED T T v R~AX—L 7 547 hME, CiscoACI”7 7
TV TADAA v FORIHESFIVAR— MR TE 7,

)

G¥)

TG RIAR—= AL v TF DI TAT L FE L THEENTWACisco ACI7 7 7 U v ZIND
A FIBRRTEDINT T v R AL — AL »FIL 127 T, BRETIE, #ED
W77y RYRI =2 yF DI TAT VN A vy FICHHS D2 2 LT R—F&En

&
ATy T2
ATvT3

ATy T4

TWER A,

FIE

A=a—N—T, [VATL (System) >>[P AT LEERE (System Settings) | IR L £,
Precision TimeProtocol #27 U v 7 L¥9,

Enabled ¥ 7- 1% Disabled Z3&R L £,

PTP Z#MENC+ 5 L ISR LA 13, NTPOREMN 7 77V v 7 2R A - DI H &

NET, PTPEAENCTDHE, A VEERERT 270D AZ—L L THD AL UNH
BRI E T,

[Submit] 7 U v 7 LET,

J8—/nN\)L DRTLGIPoRY O—DEIE

ZOME YT, A 7T TF 2k GIPo &3 AT A GIPo & L CHEMT D HIEICO VTt
B LET,

ACI < /L F Ry REEATS(2IE, 239.255.255240 D AT L 7o — L IPT 7 bAoA R
(GIPo) &, A X —7Rv K *v hU—2 (IPN) | C, PIMBIDIR O#ill & L CTa&%Ed D LEHN
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ATy T2
ATvT3
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I7 Uy K—b rSuros Ry o—nEE |

HVET, ZD, IPNT A A T 239.255.255.240 PIM BIDIR P OF% ElX. A ~ 7 T GIPo
AT AGIPo & LTHEHTAZ LIk > THIETE £,

sheb BHEIIZ
V=T ZA v FBLRANRNS, AL vTF &G, ACL7 77V v I DT XRTDOAAL v T %,
BHOAPICY UV —R 27 v 7L —RLET,

FIig
A= a—/3—"T, System> System Settings DJEIZ 7 U v 7 L ¥,

Enabled & 721% Disabled (7 7 4/ 1) %, Uselnfra GIPo as System GIPo Ci#iR L £7°,
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Virtual Machine Manager (VMM) R A A X, AEBP DA ' FZ—T = A A RY 2 — Z)L—"TF))
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> 7O k3L > DSCP Y 5 R-cosL3 bS5 T4 v DR —DEMR)
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F e — 3 X—"T, Policies & Global # &R L £7,

DHCPRelay # 42 U v 7 L. Create DHCP Relay Policy % %R L £,

[Create DHCP Relay Policy] # A 7 1 7R v 7 AT, IROEIEEZFATLET,

a) [Name] 7 4 —/L RiZ, DHCP U L'— 7’127 7 A 14 (DhcpRelayP) Z AL F9,
ZOARITIERK 64 XFFE TOFERTEMATE £,

b) (EE) [#8H (Description) ] 7 4 —/L KiZ, DHCP UV L' — &R U > —D#FBHZ AT L%
D
BT IR 128 LFF CORERTEMHEHTE T,

¢) [Providers] ZJ&BA L 7",
[DHCP ZFa/8 & —®D4ERL (Create DHCP Provider) | # A4 7 0 7R v 7 ARFRENF
D

d) [Create DHCP Provider] % A 7 & 7' 7R v 7 A® [EPG Type] 7 « —/L KT, DHCP — 73 &
CTHR SN TV ONI X > Tl RA T ar RE 22 ) v 7 LET,
BIRT D EPG XA T DA T+ a3 ik, EPG ¥ A T2 k- T 97,
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SER Ry D —4 5B (L2 External Network) | IZIRDA 7Y a U inFrREnE 7,

[TF b (Tenant) 17 4 —/V RT, Ky 7 Xy URX MG, T2 Mok
WLET,

s[L20ut] 74—V RT, Rry 7 XUy UA RN [L20ut] Z#IRLET,
* [External Network (SAEffRy kD —2) 1 74— /L KT, Fry 77Xy J AL
MBI R Y MU —27 BN L F 5,
*EPG ¥ A 7L LT[L34 &Ry bT—% (L3External Network) ] #i®{R4 %5 &, [L3
S Ew kD —4% (L3 External Network) |fEIKICIROA 7> a U BRERRENFET,

[TFU bk (Tenant) | 74—/ T, FryZX U URARNpG, 7T FaiE
RLUET,

+[L30ut] 7 4 —/V RT, Fay XX UXEM5 [L30ut] &N L E7,
* [External Network (A&ffy kT —2) | 74— /L KT, Fry 77Xy JR L
MOAINEER Y NT— 7 IR L E T,

*EPG ¥ A 7L L T[DN] ZBR L7255 &1E, #—%7 > b = RARA > b T —T 0%
Wbz ANTTUET,

[DHCP Server Address] 7 4 —/V RIZ, 4 > 7 7 DHCPH— "DIPT L A&Z AN LET,

GE) A7 DHCPIPT KL AlX, £~ 7T 1P 7 KL A APICI T9, vShield = v
Fa—FREDTDIZEMT %58, 774V EDOIPT RL-210.0.0.1 A
NTHVERHY £97,

[DHCP 4 —/A— JL 77 L >R (DHCP Server Preference) 17 4 —/L KT, ZO7an
A F— DB EE 2RI 5,

[DHCPH#—/A— JL 77 L > X (DHCP Server Preference) | 7 4+ —/L Kix, VU —=
524) BT TEE9, V—7 AL v FIE, ZOT7 44—V ROEEIEIC, 27947
r VRE £7213V—X—VRF D EH 55 DHCP U L— X7y e —TFT 4 V7T 0%
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ZH LTI,
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F s — 3 X—"T, Policies & Global # & L 7,
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Frvl Ry 2% Vw7 L, #27Yv27 LT B#H ,
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F v 7 DHEFRTE ET,

A= MHEALORY > —_A 2 TlE, Ny 7 777 FTNX-OSCLI ZfFEH LT, KBk X
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EZBLET, Zhud, FEF—var XA rD[A 3 —T 4R (Interfaces) | 7 4+ /L%
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[EE (Work) XA > T, [A 232 —Tz4 R (Interface) | ¥ 7 &ER L E 7,
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[EE (Work) XA T, [A 22— x4 R (Interface) | ¥ 7 &ER L £ 7,
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ATvT3
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EIRLET,
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