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5OEMAD ) — LD T 7 =N Y R— FERIRHZ R T—LRNTLZS0, R
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DT 7 =H)v PR— b BEHENETIE, #4577 FORBEAERETE 1,
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grEorromst |

importType=replace) Z ¥R —hrLET, ZNOHDHEIZKRETHE, A A — I HRENLE
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X,

APIC |Z, 16 ~ 32 LF-D/XAT7 L— X% LT AES-256 ¥— % L E£9, APIC GUI|Z
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NATZ =A% L TAES ¥ —%24K Lizth, TONRATL—X%&FEIEL 9, AES
F—lIT 7 AR —bFEINFER A, AES F—1F., =7 AKX —FENJ, RESTAPI Z#fiH L
THSETE W, B TEEHEA,

[ U AES-256 /S A 7 L— AL, #ICFE U AES-256 ¥ —Z A LE T, REDTV AR—
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TERNWT A= RET T ETEREE R T, ZORKR, FEEDON
AT —=RNT T ETIREERDE, AT LANLRY I T T NINAHH
RMER®HY £3 (VAT ahbuy 77U a6, [CiscoAPIC
Troubleshooting Guide] # &ML T 7Z&W) . ZOF=v IRy I A%EHT
2T 56E, BEAvE—URERINET, ZORY T RAEFNZT HE,
2y 77U NeTHT57008Xa VT 4 F oy 7 BT, EOREIFA
VR—FEINERA,

[Enable Encryption] = v 7 7R v 7 ANEIRI LTV ey (F7) HEIE, B
BALDRIHZ 720 =7 AR —FENDHTRTOHE (=7 AKR—F) Tk
Xa7 74—V K (RRT—=RLFEAERE) BRELET, ZO0F v
RNy 7 ZREiERT 5 (Fr) &, S EREDNIRY, TX3TOZT AR— |
TExaT 74—V ERFRENET,

B b2 BN LI2tkid, LA UAR— FERIZ= 7 AR — bR o—DfE
RIFICANA T =X RETDH I EIITEERA, AIICEELTZ AT L—X
E. ZOR Y7 ANOTRTORELLNTXTOTF v Mibleo T/ r—
IS TWET, ZOXTNOLHEETZI AR— b T5HE (RNAT7L—X
DERES AL, BEARITAR) | BNy I T v T 77 A NNBGELINET,
FAEDEN 2o TORWEE, EX a7 7 a7 ¢ BNHIRESN NNy 7T v
T ITrANPELNET, NHLDNY T T v Ty A E, TAC AR — h
TUV=TAFIZE I AR— M AGEICELELET (e 2E, TXTok
Fa7 T4V RRRELTNDD) . 2, RENDOTXTOEF 27
TRNT AIHE LET, e, W kR —a2 2 VT 57 0T A a s
b ET,

WDFRT, FHEA A — FOEBWELBEETAEROU X MIEELTLEEN,

BEAVR—FOBELFTIA R

PRI U U —2A 5 O VERE WY U —XDBREDA R —

MR FR— b S, B
REIREFESNTNDTRTO
BXaT 74— RBRIEFIZA
YiR—haEnET,

AES B B{EBRE SN TWARNE EDORIEA V| EFaT 74— FRZRORGE
Fe h DA UR— R THHHAE,

(R LB E CIER I T
F9, £ A= FEINDIEEIC
X T T 4=V ERBH LA
X, ERERET,

AES RATZ L —ZAN—F LW EEDRES L | BX2T 74—V RBRVERE




avbkA—=3avI4F¥aL—av0NRy I Ty I Ex. BLUA—ILNYY .

BREA R—FOBMELF UL #ER

T—r DA v R— N THBHHEIL,
IR L7-BECIER I/ Thh
FT, AR — FENBHEEIZ
X T T4V B IGE
X, ERESRET,

AESRAT L —AN—HKT DL EDHREA A — | EFICA A —FSNFET,
k

OB~/ R—=A N ENT=T 4 —/V FTAES RAR 7 | Z DRk r—A1X, Bl SA
L—AM—F LW E ZORES H— b T =X L T AR—
hENTMOBRENSEX 27T
74— RE B —/—Z |
LG ElcELET, KHID
AXT4/T Y YA A
T T ANVERT LTV D
LEIZ, ELLEFTERNWY
R T A N oT e, AV
AR—MIEDTY—FH A
ﬁwk&fﬁ%%biﬁobt
NoT, HDHY ¥ — FTTT
@fmﬂ%4%@%¢é’kﬁ
TERWGE, T XTOY v —
F#ETéﬂifo

Oy hrAO—5aYI4XalL— SDINY I Ty T,
Bx. bkuo—IiLn\yY

TIZTE, arhe—T a4 Xal—arORNw I Ty (A FvTa sy SOVERL) .
T, BXOe—n Ry 7 OO~ HEOMEIC OV THMH L £,

BREITF7AILDINYI Ty T, i, $LUAO—ILNNYIDT—H D
|:|_

ZOHTIE, RETZ7ANDNNy 7T v 7 G, BIROR—NA RNy 7 DU —7 71— 22N
T LET, AETHH SN TV AEREIZT X CRILY =7 7 — "\ Z — eV ET, %)
ST HRY V—ERETLHE, YaTE N H—F 57D admintSt & triggered ([ZEXET D
PENRH Y FT,

wE
| N



i |
. fileRemotePath 7 x4 2DV T

TarZm MY H—3hbH L, configdobCont % A S DT A7V =7 kT configlob & A
TOF TV b (FTERT) PERINET (Naming 7' 1 /37 ¢ OfEIZAY & — DN IZ
REINET) . 27T FDlastJobName” ¢ — /L REEH LT, ZORY —iZxtLTHY
H—=ENTRBDY a TEMHERT DI ENTEET,

\)

GE)  [FAIFRFIZEK 5 20 configdob A7 ¥ = 7 hidHi— a7 a7 HICF S, 2okl
TarvNRIAT—SNET, ZODIT, kbHWYa TIFEIBRESVET,

configlob 7 ¥ =7 ML, ROEFEHRPEZENRLTWET,

* FEATIFH]
P E T TR S ND 7 7 A VDA
UTFTDOAT—H A

* Pending

* Running

« K (Failed)

* Fail-no-data

* Success

* Success-with-warnings

cFEMIOFY] (BEA v E—Y L EE
o HEPEE =100 * lastStepIndex/totalStepCount

o BIRITATON TN % 7”7 lastStepDeser 7 4 —/L N

fileRemotePath > =& FZDUNVT

fileRemotePath 47 =7 NI, LTV E—F vl —3 3 /X RAONRT A—F BHEEFFL T

F9,
o RA ML ETILIP
o« AR— |k

« 1 h=zjL : FTP, SCP 72 &
e VE—FT AL 7 b (Z7AN SATEHRWD)
o 1 —H%4 (Username)

¢« XA 77— K (Password)




avin—s~ouEnzszf—+ [

Y

G RRAU—=RE, AETH-NCHEET2LERDHY £7,

SR E
DLFICREY IV ERLET,
fabriclnst (uni/fabric) @ FiZ, O L HITAF L FE T,

<fileRemotePath name="path-name" host="host name or ip" protocol="scp"
remotePath="path/to/some/folder" userName="user-name" userpasswd="password" />

AV FA—FADHEENDLTY AR—

REDT Y AR—KTIL, 7 F7AZNDR2FEDY v — R _Th b —WERE ATRE 728 BT
%ﬁ7/:ﬁb(Mm(ﬂ/J I L TRl 2 O 7 7 A MZE XA, tar gzip [ZJEHE L &
T, WIT, targzip . FRIRTESN TSI E— b nr— g (fileRemotePath 472 =
7 b %57 configRsRemotePath Z ] L CTixE) (7 v 7' m— KT 50, Fioid=ar ha—
TEORFYToay bELTRIFLET,

N

GE)  FEMcH-oOWTIE., T2 FyFiay b OEEZZBRLTIFEN,

configExportP AR U > —13R D L 9 ITHE S NLE T,
sname: KU > —4
«format : =7 AR—hSINT =T A THICT —# 2717 T 5 (xml F 7213 json)

targetDn : =7 AR — " T 2HEDOAT V=7 O RAAL 4 (DN)  (ZF+_CE2E
kL E9)

e napshot : true (ZEE SN TWDELE, 77 ATz be—F Bl FESn, VE—F
ah—a VOREIIRETT,

e includeSecureFields : 7 7 #+ /L b T true I[ZF%E 4L, B b7 4 — L K (XA T—
K7gl) 220 AR—b DT =0 A TIZEDDHMNEIMERLET,

)

GE) ZoRFy7Tay MIETH1ERERFFT 5 configSnapshot 47 = 7 FBMERSIVE T
(R FvFvay b OHEESR)
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B - ros~ozEozszk—+

IHDRAR—EDRTSa—12y

T AR—=FRY =L, FFRESNTZAT Y 2= WIESWTHEMICZZ AR— & b
Y At B RS P a—T T Y L s TEET, THUL, KU b trigSchedP A Y = 7
~® configRsExportScheduler BIfRIZ L > TIThbLE T (o [FRER]) OHESR)

\)

() A Va—I— 347 arTT, RY T —i%, adminSt % triggered (ZRRET 5 Z L1280

WOTH MY T—TEET,

SIS a—Fa29

ERENTEZT—IA 7%V EF—bar— a7 vy 7 e — R TCERNWILEERTZTI— Ay
YT UNERINTZHET., BEROMBICET2HAZZH L T ZE,

NX-08S X 2 4 JLOD CLl Z{EA L 1=&F 5l

PATFIZ, NX-OS ZZ A )LD CLI ZfE A L= EFlZRLET,

apicl (config)# snapshot
download Configuration snapshot download setup mode

export Configuration export setup mode

import Configuration import setup mode

rollback Configuration rollback setup mode

upload Configuration snapshot upload setup mode

apicl (config) # snapshot export policy-name
apicl (config-export) #

format Snapshot format: xml or json

no Negate a command or set its defaults

remote Set the remote path configuration will get exported to

schedule Schedule snapshot export

target Snapshot target

bash bash shell for unix commands

end Exit to the exec mode

exit Exit from current mode

fabric show fabric related information

show Show running system information

where show the current mode

apicl (config-export)# format xml

apicl (config-export) # no remote path [If no remote path is specified, the file
is exported locally to a folder in the controller]

apicl (config-export) # target [Assigns the target of the export, which

can be fabric, infra, a specific tenant, or none. If no target is specified, all
configuration information is exported.]

WORD infra, fabric or tenant-x

apicl (config-export) #

apicl# trigger snapshot export policy-name [Executes the snapshot export task]
apicl# ls /data2 [If no remote path is specified, the
configuration export file is saved locally to the controller under the folder dataZ2]
ce Dailybackup.tgz

GUI #{ER L 1= EHI
LITFIZ, GUI i L7cREfl 2R~ LET,
1. A==a2— =T, [Admin)| ¥ 7 %7V >7 LET,



avta—s~osEns vi—+ ]

2. [M4YHR—FITHAKR—F (IMPORT/EXPORT) | Z#R L £,

3. [RUP—nxH RAKR—+ (ExportPolicies) ]| F T, [%%E (Configuration) ] Z 38R L
EJr AN

4. [Configuration] D F T, B—A Ny VHOREEZ YV v 7 LET, LEZIE T 74101
T® 5 [defaultOneTime] 27 V v 7 T&E £,

5 [ (Format) | OHET, JISONFEX F 7ZIZ XML ERXOWF TR DR ¥ o % BR
LET,

6. [59 CRAtR (StartNow) ] DFET, [L\WVE (No) | 721X [IELY (Yes) | DR X v &
WL, ST P IA—=FT2E2NAT Y 2—WIESWT I T—F2052 R LETHRDE
HARFEL, 2EBIC NI =352 aBINRT 52 & TT,

7.  [TargetDN] 7 4 —/L RIZ, =7 AR— T 57 T FREOLAHIZATLET,

8. #WELA =L hr—TBERIZRIFET D5A L, [Snapshot] A7 a AT LET, U
E—habr—varERETHLAIL. ZOFTvarEET7ICLET,

9. [Scheduler] 7 4 —/LV RTlX, A7 3T, FEEZTV AKR— T HHM & HFikE R
THAF Y a—TF BERTE £,

10. [B§E1t (Encryption) 1 7 4 —/L R TIiL, BKET7 7 A )V ORs 5L 2 AN E 71T 5h 2
LATarinbET,

1. BRENKET L6, [StartNow] 227 U v 7 LET,
12. [&EE (SUBMIT) |27V v 7 LT, REDZI AR—+E2 U HT—LET,

REST APl Z{& F L 7=5% % 15l
PLUFIZ, RESTAPI #FH L= EF 2R L ET,

<configExportP name="policy-name" format="xml" targetDn="/some/dn or empty which means
everything"”

snapshot="false" adminSt="triggered">

<configRsRemotePath tnFileRemotePathName="some remote path name" />
<configRsExportScheduler tnTrigSchedPName="some scheduler name" />

</configExportP>

N

GE) VEeE—halrr—yalZBETHEXC, ATy 7 Vay baerellRETDHE, Xv I Ty
FIVE—F RRAZHEL, 77 AV 2 be—J R TFLET,

— E l—l_l [e]
O FO—FANDEEDA Vik— bk
REDA VIR—FTliE, HESNTWALRENIZ 7 AR—FENET—HA TDOX T a—
R, HH. BT, . BLXOwEAZ, —EIC 1 oDy v — R4V ET (infra, fabric,
tn-common., = OMd T, DJE) . fileRemotePath iX ElL. T 7 AR — bDFE & RIEEIZEST
SHVET (configRsRemotePath i) . A+ > 7T ay hoA R —FbHR—FMINET,

=g II
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B - ro—s~ogEos k-t

configimportP 78 U & — {3k D K S IZRESNET,
sname: RN U > —4
sfileName: f > R—+T2T7 =W AT 77 A VDOL4H] (SA 77 A TIERD)
» importMode

e NRZA T T — b F— R & MO IMMELICHEA S, =T =0 THER MO
MAX YT ENBETTT,

A\

GE) FT V= MR e —FIFELLRWGEE, FOLT V=T
FOFIIHREESNERHA, AT T3 —F F—RTIL, &7
Vxl NOTEFRELELIELET,

T FIy 2 TR I REFTTVY—FRARTHEAINET, 1507 —01dd L,
T — REEPRIEOREIZE— LNy 7 SRET,
s importType

e replace : BED T AT AREIT. AV R—FENINEETIET —HA 7 TEHBSH
FT (T FIvZ T—FRKDOIHAEYER—)

e merge : MIHHIBRENT, 7T —I A4 TONFEBRBAFO T AT LF%E RIZEH S VET,
s snapshot : true DFH., 77 A iz be—I9nhbRES, VE—Frr— 320
BRIEIIRE T,

- failOnDecryptErrors: (77 4 /L K Ctrue) BUEV AT MIEESN TS F— L (TR
HX =TT —HA THREFALEINTWDEGE, 77 A MEIA VA R— RS EREA,

SIS a—TFa2y
UTFDOIFVATIE, NI 2—TF 4 VI RMERAREMEND Y F9°,
AR EINTET AT E)VE— b r—varnb A yra— RTERho25A1E. #
FOMBEICE T2 EZZB L T I,
o A UR— MIEFITET LENEERRRINTLGEIT., FFlE#R L T30,
« T ANEFPT CE oG A1, LT T VA E2SRL TN,

e 77 ANDVEZNRXML £721XISON 7 7 A L THRWEARIE, =7 AKR— N7 —
HATHORG L7 7 A NVRFEITERINTENE I DEHR LTI LI,

ATVl N T UNT AIIRINDT aRT 4 FT T e T A R LHGEX. LT
DFRRNEZEZHNET,

s U T 4 BEIBRSNTZ, ETRIERMO T 0T A fERFETAENT-
BTV H A TORHNEE SN (157 HHMEN 2T T L)



avta—s~osEns vi—+ ]

HETIT T E T 4 YR SPER I

*MO ZREETE oo AaE, UTICEELTLLEEN,
e NRAPNTTF—hME—RFRTE, =7—%20 7|l L, TOMO ZAFy 7 LET
e 7T hIv /7 FT—FKRTlH, =7 —%2n 7@, Vvy—FE2R2XF oy 7 LET

NX-0S X % A )LD CLl Z{E A L 1=:&E 5l
LI, NX-0OS A% A )L CLI Zffi [ L= €Wl 2R~ LE9,
apicl# configure

apicl (config)# snapshot
download Configuration snapshot download setup mode

export Configuration export setup mode

import Configuration import setup mode

rollback Configuration rollback setup mode

upload Configuration snapshot upload setup mode
apicl (config) # snapshot import

WORD Import configuration name

default

rest-user

apicl (config) # snapshot import policy-name
apicl (config-import) #

action Snapshot import action merge|replace

file Snapshot file name
mode Snapshot import mode atomic|best-effort
no Negate a command or set its defaults

remote Set the remote path configuration will get imported from

bash bash shell for unix commands
end Exit to the exec mode

exit Exit from current mode

fabric show fabric related information
show Show running system information
where show the current mode

apicl (config-import)# file < from "show snapshot files" >

apicl (config-import) # no remote path

apicl (config-import) #

apicl# trigger snapshot import policy-name [Executes the snapshot import task]

GUI &M L= E Al

LIFIZ, GUI 2 L7 ER 2~ LET,

1 A==a2— /=T, [ADMIN]| 47 %27 Vv 7 L%7,
2. [IMPORT/EXPORT] % &R L £,

3. [Import Policies] @ T C, [Configuration] Z & L £ -,

4, [Configuration] @ FC, [Create Configuration Import Policy] %% L ¥ 3", [CREATE
CONFIGURATION IMPORT POLICY] V « & RUMNFREINET,




. RAFvFavhk

i |

5. [Name] 7 4 —/V RTIX, 77 A NVAIE Ny 0T v T EINTT 7 ANV E—ET H0E
MDY, DRVEAOEXTT, 77 A NVAIEK, Ny 7T v T E2IToIHEE N> T
WET,

6. WD2ODFT T a it REDKEOEIEIZEEL THWEY (Te—Any 7] &
MHEN D) . D047 2 a i, [Input Type] & [Input Mode] T9°, 5% E DIRHE % [1]
B3 2556, UNIRIFCHoTZBEMOIREIZr — LNy 7 LET, EDODOF T 3
1% [Atomic Replace] T,

7. EA 2y b —7 ARICRATFT 554 1%, [Snapshot] A7 > a &4 LET, U
F—h BT —varEaRETLHAE. ZOF T a2 FTICLET,

8. [ImportSource] 7 4 —/V RC, fEFEAD IV E—Frr—Ta  ERIVEEZRBELET,

9. [Encryption] 7 4 —/V RTIX, A7 a T, BET 7 A NVOKEE{b%E
HNETITIENZT HZ LN TEET,

10. [SUBMIT] %27 Vv 7 LT, REDA »HR— & NI T—LET,

REST APl Z {1 F L 1=3% %l
PLUFIZ, RESTAPI = L= EH 2R L 7,

<configImportP name="policy-name" fileName="someexportfile.tgz" importMode="atomic"
importType="replace" snapshot="false" adminSt="triggered">

<configRsRemotePath tnFileRemotePathName="some remote path name" />
</configImportP>

AFvToawy bk

AF T vay MIREDRY I T v T DT —DATTHY, arhn—7 TEHINTWS
T AN (BLOER) ShEd, Aty 7 v a v bEERT I, snapshot 7 a2 )
TAEtue ICREL T AR— b EFATLET, ZOHE, VE— K SAOBREIIRET
T, AT v T vay hEa—PICAT S92, configSnapshot % A 7 DA 7Y = 7k HME
RENET,

B> TC0D56, MVIBELA Ty 7y gy MI[EE (Admin) [>[4 VR—KMIV R
R— bk (Import/Export) ]>[R1) >—D I XKR— bk (Export Policies) | > [E%%E
(Configuration) ]> [defaultAuto] IZfRTFC& 5

configSnapshot 47 2 = 7 MILLFZ#EML L £,
77 AN
A = Y
* {ERk H

ATDAF T ay NTHEIZNETRTAL—FIDN (777 Vv o, A 7T, BEDTT
VR E)

« AF v vay FEHIBRT DHEEE (retire 7 4 —/V K% true ([ZFRAE)



RFvIvayv bk Ir—Iy KY— .

AFyTFray baef rR— 21003, BOICA o R—F RY —%ELET, [BE
(Admin) >[4 viR— k/TH RR—k (Import/Export) [ICBEI L, [R) —DA »R—
k (ImportPolicies) 1227V v 7 LET, A7V v L, [REDA vik— b R O—DERK]
EBRIRLT, A VA= MRV —DREEZHELET,

AFyIToay b=V RYS—

configSnapshotManagerP RV > —Z i+ 5 &, VE— M CRIFLIEZ I AR — T—0 A
TDAF T ay Ml 228N TEES, RV —IUE—F"RZMIL, 77 A
N4 (configlmportP L RIL) ZIEEL, E— R&2XUrn—RIREL, NI T—FT5Z&n
TEET, vR2—VXIE, IrANVEFU L a—RL, ZOT 7 A NEGHLTT = A7)
HhCThHZLZHERL, TOT7 7 A V&2 ba—F R fF L, %7 5 configSnapshot 7
T2V MNEERLET,

MORLAFT Yy T vay bafERTHZ b TEET,

\)

=)

Configuration > defaultAuto CTHR7F S E T,

BT TODEAE, MVIEL AT >~ 7> 2 » hMEIAdmin>Import/Export >Export Policies>

2 FwFay hwRx—VyEREHTLE, VE—Fub—T g il Aty ay b T —
WA T T v7a— RT3 TEET, ZOBHE, T—FREeT7 v 7u— NIIRETDHHE
NHY ET,

SIS a—TFa2y

FNT TN a—=T 4 IOV TE, #OMBEICET2HEAZR LTI EE N,

NX-0SCLI ZFEA L. a> rO—SHhSYE—F RAADRF YT a3y bO7v7O—F

apicl (config)# snapshot upload policy-name
apicl (config-upload) #
file Snapshot file name
no Negate a command or set its defaults
remote Set the remote path configuration will get uploaded to

bash bash shell for unix commands
end Exit to the exec mode

exit Exit from current mode

fabric show fabric related information
show Show running system information
where show the current mode

apicl (config-upload) # file <file name from "show snapshot files">
apicl (config-upload) # remote path remote-path-name
apicl# trigger snapshot upload policy-name [Executes the snapshot upload task]

NX-0SCLI ZEALf=-. a> brO—SHhBYE—F RAADRAFT YT a3y kDA O—F

apicl (config) # snapshot download policy-name
apicl (config-download) #

file Snapshot file name
no Negate a command or set its defaults
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remote Set the remote path configuration will get downloaded from

bash bash shell for unix commands
end Exit to the exec mode

exit Exit from current mode

fabric show fabric related information
show Show running system information
where show the current mode

apicl (config-download)# file < file from remote path>
apicl (config-download) # remote path remote-path-name
apicl# trigger snapshot download policy-name [Executes the snapshot download task]

GUIZERALE=RF v T ay b7y Jo—r&EEH0a—F

AFwFvavh TZrANEYVE—bs s —vadlT7 vy a— RT512, ROFNEICHE

WET,

1. [ConfigRollbacks] XA IZU A FEINTWAHAF T ay hahA7 Y v 7 L, [Uploadto
Remote Location option] Z 3% L %7, [Upload snapshot to remote location] 78 & 27 AN FKIR S
NET,

2. [Submit] 27 U v 7 LE7,

JE—hrT—3arnbAFTyTvay b TrAdFyrn— R 512E, ROFIEIC

TEVET,

1. HEOHECHDLA R —b T Aar%27 Y vy 7 LET, [Import remotely stored export
archive to snapshot] R v 7 ANF/RINE T,

2. [FileName] 7 4 —/V RIZ 7 7 A VA E AT LET,

3. [ImportSource] 7V X 7 inb UE— bk vlr— 3 VERRT 57, F 7213 [Orcreate anew
one] DFEIZH DRy 7 A% A AL TH LW E—h b —ra UEERLET,

4. [Submit] %7 Vv 27 LET,

RESTAPI 2R LR+ v T ay b7y IFOo—FK&FHrO—FK

<configSnapshotManagerP name="policy-name" fileName="someexportfile.tgz"
mode="upload|download" adminSt="triggered">

<configRsRemotePath tnFileRemotePathName="some remote path name" />
</configSnapshotManagerP>

configRollbackP R Y & — %325 L, 2OoDAF v 79 v NOM TITOIVEEE % TR
LT, ANCRFE LTI ATy T v a y MCHTORELTEEZRMIr— ANy 7552 LN
TEET, RV —=DD PRI H—nde&, RO AHT V=7 FBRBELEINET,

« BB &7 MO & FERL L £
« fER 72 MO ZHIBR L £
EHINT-MO Z IR LET



H—JLiNy Y .

\)

GE) e — /LNy JHEREIZ ATy S ay MR LTOLEWELF 1,

s UE— K T—hA 7TIHEEMIZIFZY AR — RSN TWERA, 7L, AF vy T ay b
~F—V ¥ AU — (configSnapshotMgrP) % LT, VE— FTCRAFESNT= 7 AR —
FNeAXFy7Fay MITLHZENTEET, FMIZONTE, A7y 7 vay h~vx—
Ty AU v— (31— ) EBRLTIEIN,

« configRollbackP 7N U > —Tl&L, VE— F NAREIIARETT, VE—F ARFEESN
TWAGAITER I NLET,

A=y DI—- 7A—

ARV 2 —0 snapshotOneDN 7 4 —/L R & snapshotTwoDn 7 f —/V RIZIE, HHIDAF > 7 a v
b (S1) ERDAT v T ray b2 (82) ZRETLHLENHY £, I T—Snd&, A
Ty T vay FAMHEB IO SN, A7y T v ey MHOBEVPEBEATEHN S E
R

MO [FRD L 9 ITE S L ET,

cSHIZIFFET AN 2 ITIFFELROMO : Z16H D MO IE S2 OFNZHIRESLE LT,
a— LNy 7 TIEZNGD MO WEERRENE T,

¢ SOUTIIFET A SLITIFHFIELRVMO - 25D MO 1% S1 OBITHER S IvE L,
a—/LNy 7 Tk, ROGBEIZZINGD MO BNHIRSNET,

o S2 DEUSEIZ MO BT ZFLTUVRUY,
o S2 ODEEZITHER £ 7213 A H X372 MO OF-523 720,

*S1 & S2DOMFITAFIET D207 axT ¢ fENR B2 2 MO : S2 DES%ZIZ T v 37 ¢ BBID
EICEFESNTWEEE, 7o 3T (13T 0FFHRV £, ZEINTOHRWEEIL,
0=l 72k TZNEDT T 41X S1 DEICEY £3,

H—Ny JEERETIE, THODFEOFRE L TAERSNERENREENTWVD dff 7 7 A
NMBAERESNET, ZOREOEMIL, m— Ry TR ADREDAT v 7T, 20
7 7 ANVDORNEIL, readiff &I D Rk REST APL 2] L THUS T £,
apichost/mqapi2/snapshots.readiff.xml?jobdn=SNAPSHOT JOB DN

12—y ZIETFRBRER T2, v — ANy ZIZXDFEEOEEITONR NS L E 22—
E— K (preview # true I[Zi%/E) BAIHTEET, ZOF— RTIEHEME diff 7 7 A L OARK
DIHPTOIL, T— Iy 7 FEERZFAT LG A ORI Z EfEIC T L 2 —TE E7,

Diff v —JL

2ODAF v T ay MEO diff BEHE & f2 (i3 251 O F57% 72 REST APL Z M T& £ 97
apichost/mqapi2/snapshots.diff.xml?s1dn=SNAPSHOT ONE DNé&s2dn=SNAPSHOT TWO_ DN

=gt .



. H—JLiNy Y

i |

NX-08 X2 A4 JL®D CLlI = L F=5%xE I

ZOFITIE, NX-OS ZZ A /LD CLILZHHA L Ta—1A Ry 7 Z2HEBLONETT 5 HELR
L/iﬁ‘o

apicl# show snapshot files

File : ce2 DailyAutoBackup-2015-11-21T01-00-17.tar.gz
Created : 2015-11-21T01:00:21.167+00:00

Root

Size : 22926

File : ce2 DailyAutoBackup-2015-11-21T09-00-21.tar.gz
Created : 2015-11-21T09:00:24.025+00:00

Root

Size : 23588

apicl# configure

apicl (config)# snapshot rollback myRollbackPolicy

apicl (config-rollback) # first-file ce2_ DailyAutoBackup-2015-11-21T01-00-17.tar.gz
apicl (config-rollback) # second-file ce2_ DailyAutoBackup-2015-11-21T09-00-21.tar.gz
apicl (config-rollback) # preview

apicl (config-rollback) # end

apicl# trigger snapshot rollback myRollbackPolicy

GUI Z{EFA L =325

ZOBITIE, GUL AR L CTr =Ny 7 2R EB L OETT L HEERLET,
1. A==2— =T, [Admin] ¥ 7 %27V v/ LET,

2. [Admin] % 7|24 % [Config Rollbacks] %2 U v 7 L £,

3. [Config Rollbacks] U A k (ZfHIDA V) TRAIDHET 7 A VRN LE T,

4. [Configuration for selected snapshot] ~XA > (HID~XA ) TL2H/EEDOBRE T 7 A V& BN
L/i‘é—c

5. [Compare with previous snapshot] K72 > 7' Z 7> A =a— (FAOSXAL L DOTEH) 227V >
7L, VAIDO2EFHOREZ 7 ANVEERLES, TO%, 2 OO F v 7 gy b
MOENZ I TE D LI diff 7 7 A VDVER S LE T,

\}

GE)  T7rAnANERSNIR, CNOOEFLZTICRET ZENTEET,

REST APl Z & L 7=5% %€ 15l
ZOHITIX, RESTAPIZFEAH L CTr— Ry 7 2R EB LTI ks~ LET,

<configRollbackP name="policy-name" snapshotOneDn="dn/of/snapshot/one"
snapshotOneDn="dn/of/snapshot/two" preview="false" adminSt="triggered" />



Cisco APIC ~5 T Lo a—F 1o v—noim [

CiscoAPIC FS TS a—F 4 09 Y—)LDFEH

ZOETIE, BETDHAREOHLBED N7 TNy a—T 4 U 71— N ER S DY —
NWEFEEHRNLET, TNODY— UL, N7 74w 7O, 71307 BION I 7 4 v
7 Ray 7 BA—T 4T, Tayl SRR Ty U EER EORBEORICK
SHET, ZOBETHHTAY—LOMEICONWTIL, UTFOY—LE2BB LT &N,

«[ACL O 5% FEFRIE$EER DY (ACL Contract Permit and Deny Logs) | : 2> k&
7 MR — NV DIZDICEERTF A SN TWDE Ny ERIE7e—or X7 £720%
BT —ary 77 MEGAL—ADEDIZ Fay F7ENTWAHI ARy hERIFEZ7r—0Rr X
YT OHEMELET,

[ 2y H ho22 (AtomicCounters) ] : Re vy 7HHOZ7a—0O T 7 4 v 7O
Mt 2 WET D Z L2/, 777V v I DI AN—T 4 VT OMEHENSE, 74 v
TNy X T LT TN = a RO REEO AL,

[TORILATTF4hILEZSY >4 (Digital Optical Monitoring) ] : WA > % —7 =
A AZEHTLHTCEN T T 4 L ET=FY) 7 (DOM) HEtaFRTExET,

[EEMRO7 (HeathScore) |: v hU—2JMEE KU NLZ T U CRRELZREOE
KBEA T =7 b (MO) 20T D2 Llcky, "7 p—~ L AOREESEECX £,
[(R—k 5w Fx>% (PortTracking) |1: 7 v 7V v 7 OEEZRNT 572012, V—7
ALy FELANRL 0 AL v FHDOV I DAT =R ABT=HTEET,

[SNMP] : Simple Network Management Protocol (SNMP) i, fHl % @A A N (APIC £7213%
DOHODOAAN) ZVE—bTE=F L, HED/ — FOREZHERB TS LT,

[SPAN] : Switchport Analizer (SPAN) %, 72 N7 7Ny a—T 1 » T OFEITETITSF
EDOT TV r—2a b RANNOL NI 74w 7OV TV ERG L, 0T 7T 4 7 RE
=BV TG EITO ZENTEET,

[#EEt (Statistics) | : BSR4 7T V=7 OV T XA MAENREES L ET, #Hito

FRIZEY, RV RGHITE VT TNy a—T 4 T OFATHARRIZR D 77,

[Sydlog] : HEEEINDA Y E—VDOEKEDR/IME, syslog A vE—VIZEDLHHE, B
X W syslog DHEGEEHFEETE £9, NX-OSCLI 74—~ v hCERTHZ L TE

R
s [FL—XJL— b (Traceroute) |: 7~ v M3EERCICBEIT 2 & ZICHBIZ-EDH L —
MEETZETEET,

[FS TS a—F 4259485 —FK (TroubleshootingWizard) | : &#EIL, 2>DxT
RARA > FERINT 5 2 & THETE 2REDORFIHNIZHEAT HED N7 7y 2 —
TA T EITHOZENTEET,

[BREDREADRIRE (Configuration Synclssues) ] : Cisco APIC D b T %7 v a o nE72
RS TORNNE I D EERTEET,

wE
| HE



i |

B 709995088

ZOEL, WOBETHRSINWTVET,

TrE2vY AU 2DEHR
T7rE29D AR [2DWT

TRIvIZ AL, 7Ta—fDONT T 0 v 7T OMEHEREZINETCEET, T FIv
I o EFEHRTLE, TV I NDO Ray T EN—T 4 I AEREL, 77
r—3 g VBRI BT A RO IE R TNy 7L SSBENRIREIC 2 0 F9, - & 2 E, BREIX
FTRCDY =T A v FTT hIv T BT EEFHICILT, T RRA U MM BT R
RNALBR2DR7y b PL—RTHZENRTEET, BELEWEDY —T XA v FLUHND
V=T 2 v FIZBalbNODh 7 o 2R3k oGEe, BEEEITIEN LD =TI RV Ay
TEET,
TEROBIETIE, T AZNICPOREDIP T FLA (22 RRA b)) EHEED IP
T RLAND FT T 4 v/ DRAE=ST 5 LIHEERTRETT, 7 Iy IV T
X, T8 SNACTFWT D LK BEERRT RSV T REA U R DRF SN
Ty NOBEBRZDIENTEET, B, ThIvZ B Xido o RiRA o hERIET
TV —2 g INN—TTEZEINSG T balLIl DO N T T4 IV = H Y T TEE
—é‘o
V=7 (TEP ) O7 My 7 By Zi3ReRkTE 7,
KBy b ZERTFY N, Fry T Xy b, BLIOEBANYYy oo b
« MENT b S ERIE, BEIE TEP (R b = RaRA > h) 7 B%idt TEP IZ
EEINZAT Yy MEERLET,
o ZAE Ry b ZAFEIE, 560E TEP N E{E50 TEP o2 E LT MMgaR L
7
s Frv 7Ry b ey, BEFRICRey 7S ry MaaRLET,
ZOHMEIZ, EEART Yy FEREZEARY Y FEDOETT,
BN b RN, EEPICEZESNEBE Ty MEEERLET, ZOHKE
3. BEEOR—BE I E S TS ~DNL—T 4 T I R E > TP TZ(E X
Ny F&TT,

« %O 30 EOBMIMOT—ZINE, 5, 154, FrixERU EOREMBOT—%
eSS

CANRAL U NTT 4w TEDOFEM (TEP, U —7. F7213 VPC O 64 R DA
FHAlHE

WG e e = Z Y S



Frvs hoosicET sxEsEsLUHnSEE [

\)

GE) U—7/ (TEPMH) 7 hI v 27 AU ZIFEMTHY, 7V 7 TEEHA, ZZL, 30D
T hRIvI AT 30BREETY By hSvdcH, Wik e ESHRE T S FEO Sk
WHEHATEET, 7RIV I WU, 772747777V Ry NT—7 XA N
“a hz) (NTP) RU T —NBMETT,

TF DT M7 AU AIFRERETE ET,
EKE ZE. Py BIXOEBAAT Yy g, 777 Vv I RKONT 74 v 7D
TV r—va BRI X
«EB— NIIREEHET,
* EPtoEP (=¥ KA » M)

« EPGtoEPG (> KiRA > b 7 v—71H)

\}

(GF)  EPGtoEPG DA . F 73 a U IZiT ipvd DI, ipv6 DIx, ipva.
ipvo NEENET, ipv6 47 a B HEA TV T TCAM =
MU Z2[EMERLET, Zhid, 27— 5, ik ipvd R Y
VD HICTH SN DB LD NS OATREERH D Z L EERL
£,

« EPGtoEP (= RiRA > b Z—T /= KR A > M)

* EPtoAny (=2 KARA v h V— x=—)

« AnytoEP (m=— Y — x> K&K A )

* EPGtolP (=2 RARA >k Z—T/P [, SMBIP 7 KL ADELEIZDOIHMEH)
* EPtoExternallP (=3 RARA > MAMIIP 7 R L A f#])

523) VU —RLE, = RRA > b X2V T 4 ZA—7(ESG) L. ZNHDE—KRT
EPG O L LTEHTEE7,

ThIvo AoV RICET AEIRFES S UHNEE

T hI v T T EOFERIL. = RS "R T T NERIIFECT > FRO
BipharTx 2+ (VRF) ICHAEHEITTR—FENEEA,

¢ Cisco APIC U U—R3.1Q2m) LIETIE, 777 U v 7 DT A 7 XA LNO/SATHEGEH
DER SN2 o126, TONRRIKTHT NI v 7 A ZidAEkshvERTA, £

e [FZ 74w <y T (TrafficMap) 1 ([AI#R1E (Visualization) | % 7225 H DT,

[##1E (Operations) ]>[AI#R1E (Visualization) ]% Cisco APIC GUICTE-R T %) (21, &
RCONRATE L, TI2T 4 TRRA, DFN T 77V v 7 OFEMOWT IO S

T, b7 7400/ RATE T NREREINET,

wE
| EE



i |
B 7 =00 rvoscmysassEs s osInSEE

<P T FUABRFER SRRV VA Y 285E (IP7 FLA130.0.0.0) TiE, =2 FAR
A > FEPG HIB LV EPG/= > RRA > MEDT M w7 AU Z R —dHR—Fh
SNFEHA, ZOHE, =2 FRA 2 MBI OEPGHORY v —3 ¥R —FSnEd,
SR U =3 S 1P 7 R L A3 K372 Virtual Routing and Forwarding (VRF) ~—
ATHY, PAR—FINET,

T RN v I BT EOEELEITHEENTY RRA Y N THLIHEA, TOT RiRA v
MIAZT 4 7 TERLHFATIvITHLILERHOVET, ¥4 FIv T = RKRA
Y F (fv:CEp) EIIHAR, AT v/ = RiRA > b (fviStCEp) (ZIX7 hI v o 7
U ANIE IR AT Y =7~ (fviRsCEpToPathEp) 723 0 8 A,

cHHE R UTIE, V=T AL v FITTRTCDARL VAL v FBFHLIZTNV Ay a
1372 <, V—7 (TEPH) oAU X3 FPHERB Y ICEEL ¥ A,

« U—T7[ (TEPR) 7 FI v 7 oo X086, b n— Ry = TiHlR%2 kA
HE, VATAEFT—FREFL— L ET—FRNHRRA T RIZEF L, 2—F|TFT A
VIED NI T 4w T IEERENRLS 2 FT,

T IV AV BEFANN, L Tuxy NI T 4y 73U M LERA,

e T 7Ty ZICABRT, EFEY — 7 He MOERS BRI Ky TSRSy b
TRIvs YA Lo TERSNET,

A RN FTH Y EZBENE Yy b (AUE— R ZA—FLRA L) @dhvy b &
NEEA,

T NIV T ATFTNE, TITA4TRT 7TV v Xy b= ZA LT Ak
(NTP) &Y & —MBETT,

T NI v T AT HILIPVe DIEEIC L B TENEL 325, IPV4T7 KL AL IPv6 7 K
VABRESHETEETIP T FLALERHGILIP T RLAEZRKRT D Z LT TEEH AL

« EEILEITSEIEE LTHNCEp AEH L TRRESNLT I v 7 ho X KU —TIL,
fVCEp EHIRI B A 7V = 7 MIIFAET HMACT RLABLIRIPT RLAMWLD R T 7 4 v
gL ME~D T T 4 v 7R hERET, VCEp DEHHSE A TV 2/ b T
IP7 RLA T 4 —/)L RNEDELE. FOMACT RLALDOBTEZEINLITITO |k
T4y 7P T RLRIZERZRS I b SvET, Cisco APIC 73 fvCEp (22T
BDOIPT FLAZEBELTWAHBRE, BED X 912, VCEp &ML A7V =7 b EKIC
HH1ODIPT RVAOHRB I T FINNET, FFEDIP 7 R A L DEZ(FIZEEL
T RIv 7 AT H RY —ERET DL, BEITEIEIsELE LT ivp FEEx %
FT7V 2l NEFEHLET,

« fvCEp DI fvlp BIFET DAL, fVCEp R— A DR Y o —Tid/e < fVIP X— A DR
U—%BNT20ERHY £,

« =2 RAA ¥ hBF U EPG ITJE LTV HE, IPV6 ~y X — 2oL A Y27 v U R
N7 497D, FNHEDOTY RARA L METOT I v B H2meHigESnEs
/\Jo




7rzvo navvaotms ]

« EPG £721Z ESG 75 L3Out EPG IZHiiiL D b T 7 4 w 7k LTT "I v 7 o ZH3
RET AI00E, T R_XTCOT VT4 w7 A<y FXEDH7D, 00 TiE7< 0/1 BEL U 128/1
ZfH LT L30ut EPG #&E L £7°,

* CiscoAPICD T 7 4 v 7 ~ v FE— KM [trial] IZ5&E 31TV T, Cisco APIC 73 F1545
BEELAER LG, ZOEELZ 7 VT TEHME—DOFEZ, VI 74w s vy T E—
N% Tpath) IZRRETHZETT, NTIT74 v 7 v~y 7 E—NELEET DT, [§E
(Operations) ]>[AIfR{t (Visualization) 1I\ZBEI L. [RE (Settings) |27 VU v 7 L.
[E—F (Mode) JD/RRZREIRL T, [FEE (Submit) 27V v LET, ZAUTED,
AN EHFOETTTHR— T LD b A IELNET,

FZ7 AT E—RTlX, bRV V=T 2 ADERKRAT—IV L T v 7 A
BETHAREMENRELS RV ET, ZOF—FI, IVEL DY T 2T EBION—FK
2T Y —AEMEELET, WA A —T oA AL, N — R T2 TND bR
AT BTV A ID T,

FLANE—FREBELIZ PRV 2 RARA 2 b (TEP) MICH—D h AR H 5
e, < on—FKou=2T7 VD YV—AL{HEEINET, 2L z2E, 600777V v
T HR—=FE1OD N RZARBIGE. N—FouxTlEd, PRI T 770 v o
A= rOEEZBEH T HIZE LW P BAERE L £,

VI R 2T OB, BB TONTHmEA L Z—T oA AN 204852 H L. N—
Ry =27lZmyr b ZERTE EH A, ZTOME, HitEmeREGcEEEA, 7Ty
7 B BEOES. ZOMBEIIREY ERITBEE LTERENDLZZERH Y £97,
NRAET—RiZiX, TEPO= > NI ETFRH D £9, vPCOBFA, 2O MY RA A
fh—nENFET, LER-T, ERIZET D REEITELS 720 97,

TEIYD AoV ZDERK

ATy T
ATy T2
ATy T3

RTv74

ATy T5

ATvT6

FIE

A=z — /N—"T, [Tenants] 27V v 7 LE7,

YT A=ma— =T, BERTF U 22 ) v 7 LET,

Navigation 7 1 > K7 C, 7> h& @B L. Policies #JEBI L. Zi2>5 Troubleshoot % J&
BLET,

Troubleshoot @ T, AtomicCounter Policy ZEB L., F77 1 v 7 MR UZERLET,
TV RARA V FOMBEDE, TV KRS N INN—T A F—T =2 ZABLOIPT
RUVAMDO T 7 4 v 7 ZJETEET,

VB AR Y& 427 Y v LT, Add topology Policy %R L, Add Policy %A 7 1 77K »
7 AzPlE £,

[Add Policy] # A 7R 7R v 7 AT, ROEEEZEITLET,

a) [Name] 7 4 —/V RIZHRY > —DLAFIEZATI LET,

b) 774y 7 ORETOFIIEREZFINT 200, AJTLET,




i |

B 7 30959 50880

ATy T17

ATvT8

VEIFAIERD Y — A (= RARA v b, ZV RARA LV bOT =T A X —
TxA A, FFRIFIP T FLR) ICLk-oTRZRY £,

) N7 7 4 v 7 Ok OMBNEHREEIRT 500, AN LET,

d (EE) (EE) [Filters] T—7 NV T+T7 A2 &7 Vv 7L, AV TDHRT T4
IDT4NEY T EEELET,
7R S5 [Create Atomic Counter Filter] %4 7R 7Ry 7 AT, IP 7 v harFys (b
ZIETCP=6) I[CLD 74 NH VT BEXOBEILEMEDIP R— FNEZICLDT7 4V
2N T ERBETEET,

e) [Submit] 27 V27 L, 7hIvZ hovoZ R —%RFLET,

[Navigation] XA > T, BRLIZ PR PO FOHLWT b vy ho o Z RY —%RIRL

£7

KU —EED [Work] <A VR INET,

[Work] ~XA > "C [Operational] # 7% 27 U w7 L, [Traffic] % 7% 7% 27 Vv 27 LT, 7 hIv

7 Y BOREHERE R T LET,

TrIvD hov30EME

ATy T

ThIv 7 hoo 25 LTCT7 77 ) v INO Ry FE@EL—T 7% L, 77U
r—a B ORBEORSE /2T N 7L EEE ATREIC T DR, IROWT DO XA T DT
FURNTRI v I E R —% 1O BERRL £,

*EP to EP: =2 RARA v k2 H = RARA > b (dbgacEpToEp)

*EP to EPG : = R A v h)2 b2 RARA > b 7 /v—7 (dbgacEpToEpg)

*EP_to Ext: =2 RARA » FBANTIP 7 KL A (dbgacEpToExt)

«EPG to EP: =2 RiRA » b Z—Tnbx RiRA > (dbgacEpgToEp)
*EPG to EPG: = RiRA » N I —Tnhbx o RARA o~ 7 /v—7 (dbgacEpgToEpg)
*EPG to IP: =2 RARA > s Z—T7 05 1P 7 R A (dbgacEpgTolp)

*Ext to EP : /M IP 7 KL A2 b= KA A b (dbgacExtToEp)

«IP to EPG:IP 7 KL AMBH Y RAKA >k 74— (dbgaclpToEpg)

« Any to EP : {EEOHFTNL = KA >k (dbgacAnyToEp)

«EP to Any : T RiRA > b BAEEOHFT (dbgacEpToAny)

FIE

REST API Z{i ] L T EP_to_EP 7~ U > —Z{ER T 25121, RDOHIDO L 572 XML 21 L %
ﬁ_o



RESTAPI T7 F2 vy hovs—2EALE RS TN a—T425 [

i :

<dbgacEpToEp name="EP_to EP Policy" ownerTag="" ownerKey=""
dn="uni/tn-Tenant64/acEpToEp-EP to EP Policy" descr="" adminSt="enabled">
<dbgacFilter name="EP_to EP Filter" ownerTag="" ownerKey="" descr=""
srcPort="https" prot="tcp" dstPort="https"/>

</dbgacEpToEp>

AT w T2 RESTAPI ZflifH] L T EP to EPG RV > —Z BT 5I121X, OFID L H 72 XML 2 L %

ﬁ—o

i

<dbgacEpToEpg name="EP to EPG_Pol" ownerTag="" ownerKey=""
dn="uni/tn-Tenant64/epToEpg-EP_to_EPG_Pol" descr="" adminSt="enabled">
<dbgacFilter name="EP_to EPG Filter" ownerTag="" ownerKey="" descr=""

srcPort="http" prot="tcp" dstPort="http"/>
<dbgacRsToAbsEpg tDn="uni/tn-Tenant64/ap-VRF64 app prof/epg-EPG64"/>
</dbgacEpToEpg>

RESTAPIT7Y b2y hova—zFERALE STV a—TFTa0T

FIE

AT TN 777V v 7NICEB SN RRA M7 M v 7 Ao 2OV ANE, Fry 7SR
7o’y FOFEHERL T v M7 EORET A ST 512X, ROFID K 5 IZ XML
T dbgEpTOEPTSIt 7 7 A& L £9°,
51 -
https://apic-ip-address/api/node/class/dbgEpToEpRslt.xml

RAT9T2 NP HLZY RBRA L bA~DT w7 o2 ERET 5550 ) 2 N &SI 5120,
woBD X 512, XML T dbgacExtToEp 7 7 Az L £7-,
1 -

https://apic-ip-address/api/node/class/dbgExtToEpRslt.xml

TOBRNWNTTTAHAILEZZY) VITHEADAEMILERT

VINEADLDTIHNFTT 4 E=XY 7 (DOM) T —4# % SFP, SFP+, BJI W
XFP B EMANICIE SN, BEBLIOT 7—20 LEVWVET —7 /VE L S Ed, IUE
ENEDOM T —HiF, TV v—NEEANL T RAER. NTov— " EEBEH. FTrv—
NZIG5ET, BEON T v —NEREETT,




i |

B suzEmLEFSsL T TFonLEZS Y LT OB

GUIZFERLETORALATTA4HALEZR) VTDAEMIEL

ATy T
ATy T2

ATvT3

ATvT4

ATy Th

ATvT6

ATy T1

ATvT8

ATvT9

WA B —T 2 AT ET AN T T T 4 N E=F Y 7 (DOM) #HitaEzrt 5
Wi, FENCARY — =T ICBEMT N AAS v F RV —2EHLT, V—7 A
BT 2 A ZAFETNIANR, o A B2 —T 2 A4 A TDOM ZHHZ L ET,

GUIL Z{#/H LT DOM ZH N2 T HI12iT

FIE

A == — /\—"T, [Fabric] > [Fabric Policies] ®JIEIZE&R L £ 7,

[+ E4#—< 3> (Navigation) ] 31 > C, [R) >— (Policies) |>[E=421) Y

(Monitoring) [>[Z7 7Y w4 /—FKa> ko—/L (FabricNodeControls) J& &R L £,

[Z77VUw%s /—FK a>rbkBa—)L (FabricNodeControls) & &L T, BEFEORY > —D

UAMaeFRLET,

[E¥ (Work) 1A > T[7ZH2L 3> (ACTIONS) | Ruvy 74y A=a—%27 v 7L

T, [Z77Vvy /—FarbO— L& (CreateFabricNodeControl) JA 38R L £,

[(Z77YUvy /—FarbO—)LZE4ERK (CreateFabricNodeControls) | %A 7 a7 Ry 7

ANRERINET,

[Z77Yws /—FK arro—)L%m (CreateFabricNodeControl) | # A4 717 Ry

AT, WOBEEFATLET

a) [Name] 7 4 —/V RIZHRY > —DLAFIEZATI LET,

by A7 ar, [EBRBA] 74— RIC, AU —0@HE AT LET,

c) [DOM ZE%IZF S (EnableDOM) | DEEIZH DR v 7 AZF = v 7 & ANET,

BEE1Z7Y v 7 LTHRY —%EkLET,

INT, WOFIETHHAT L2 L2, ZORY =R o— T N—7L T a7y A VB

sz EmcExEd,

[FE#—2 3> (Navigation) | 7« > KU T[RA vFR1)— (Switch Policies) ]>[7R1)

o — Z)L—7 (Policy Groups) | ZEB L £,

[fE¥E (Work) | A>T, [F223> (ACTIONS) | ka7 Xy A=ma—%27 Y vo

L. [U=7 XA yF RY>— T IL—T %R (CreateLeaf Switch Policy Group) ] (A/%A

YOEEE, [RNS Y XAy F R o— JIL—TE4ER (Create Spine Switch Policy

Group) ) ZERLE T,

(V=7 R4 v F R I— FIL—TDER (CreateLeaf Switch Policy Group) ] £721% [R/8

A2 ALy FR)—FIL—TDER (Create Spine Switch Policy Group) 1 # A 7 a7 7R v

JANMERINET,

AT R TRy 7 AT, WOBELZFATLET,

a) [Name] 7 4 —/L RIZARY v — F V=T DL4HTZ AT LET,

b) [/—FarbtO—JLKR1) P— (NodeControl Policy) ] Fa vy 7 Xy A=a—nb, B
fFORY = CGEIEEER LIZ DR L) @RS 50 [Z7TVyY /—FarkOo—
JLZE4YERK (Create Fabric Node Control) | Z@&IRL THLWAR Y O —% IR L £,

¢) [&fF (Submit) 1%27 VU v 7 LET,



RESTAPI £ A LT AL+ TF e E=ay v roamt [

ATV T (ERLERY = TN —T 2RO EICAAL v FIZT X v F LET,

a) [FEZF—2 3> (Navigation) 151 > C, [R4 v F K1 >— (Switch Policies) ]>[7 A
774 )L (Profiles) | ZJEBA L 7,

b) [E%E (Work) ]»31 T, [72 3> (ACTIONS) kv 7 Xy A=a—%27 )y
7L, REIZELCT[V—T R4 yF TAT 74 I)LZEER (CreateLeaf Switch Profile) ]
FIAT[RINA Y R4y F TAT 74 )LZEVERL (Create Spine Switch Profile) | &3 L
£9

) XA THrITRy 7 AOHFT, [&R (Name) | 7 4 — /L RiZ7 07 7 A VD= DA4THI %
AN LET, field.

d) [RA v FDOEESSF (SwitchAssociations) | T, 717 7 A MZEERHT 5 A1 v F D4

AizBMmL£7,

e) [FBYY Block) | TN T A=a—nD, 4T DHAL v TORIIHDHRE Y 7 A% A
SZLET,

f) [RY— ZIL—T (PolicyGroup) | ZNAE DT A=a—nb, AIHERLIZRY > — 7
N—THBINLET,

g) [ZyZFT—b (Update) | %27 U v 27 L, [#%fE (Submit) 1227V v LE7,

RESTAPI 2R LTI A TT 0 hILEZR )T DERIE

WML L X —T 2 A RZET DT XN AT T 4 A E=H Y 7 (DOM) it & £rT 51
X, A ¥ =724 ATDOM a2 LET,

REST API Zf#ifl L T DOM &A% 5121 :

FIE

ATV ROBIOLHZ, 777V vs /— Kl#EIZFRY > — (fabricNodeControlPolicy) % Eik L £,

<fabricNodeControl dn="uni/fabric/nodecontrol-testdom”" name="testdom" control="1"
rn="nodecontrol-testdom" status="created" />

ATvT2 Woko2, 777V v 7 = FH#IARY =R o— ZA—7 BT 9,

<?xml version="1.0" encoding="UTF-8" 2>
<fabricLeNodePGrp dn="uni/fabric/funcprof/lenodepgrp-nodegrp2" name="nodegrp2"
rn="lenodepgrp-nodegrp2" status="created,modified" >

<fabricRsMonInstFabricPol tnMonFabricPolName="default" status="created,modified" />
<fabricRsNodeCtrl tnFabricNodeControlName="testdom" status="created,modified" />

</fabricLeNodePGrp>

AT T3 kX, RYv— I N—T%AA v FICBHEMTET ROBFITIE, A4 vFIiL 103 T
7).

<?xml version="1.0" encoding="UTF-8" 2>
<fabricLeafP>
<attributes>
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<dn>uni/fabric/leprof-leafSwitchProfile</dn>
<name>leafSwitchProfile</name>
<rn>leprof-leafSwitchProfile</rn>
<status>created,modified</status>
</attributes>
<children>
<fabricLeafS>
<attributes>
<dn>uni/fabric/leprof-leafSwitchProfile/leaves-test-typ-range</dn>
<type>range</type>
<name>test</name>
<rn>leaves-test-typ-range</rn>
<status>created,modified</status>
</attributes>
<children>
<fabricNodeBlk>
<attributes>

<dn>uni/fabric/leprof-leafSwitchProfile/leaves-test-typ-range/nodeblk-09533c1d228097da</dn>

<from >103</from >
<to_>103</to_>
<name>09533c1d228097da</name>
<rn>nodeblk-09533c1d228097da</rn>
<status>created,modified</status>
</attributes>
</fabricNodeBlk>
</children>
<children>
<fabricRsLeNodePGrp>
<attributes>
<tDn>uni/fabric/funcprof/lenodepgrp-nodegrp2</tDn>
<status>created</status>
</attributes>
</fabricRsLeNodePGrp>
</children>
</fabricLeafS>
</children>
</fabricLeafP>

GUIZERLE=TORAIL A TTAHhILEZR Y UTHEDERT
GUI £ L T DOM #it &2 Ford 5120 -

1R BHIIZ
A B —T A ADDOMMF R RT DL, FANZA VF—T oA ADT TV HNFTT 4
BN ET=HY T (DOM) #Hetz B L TELSLERZH Y F7,

FIE

ATFY TN Ama—RN=05[Z7TYvs (Frabric) ] BLO[4 RY k1 (nventory) (%R L £
T

ATw T2 [FEF—1 3 (Navigation) |34 > C, HAEMNROWHA L X —T =24 ANRBDHHR Y FEB
SR —7 J—FEREALET,




RESTAPI [CKBTUHANFTTFA AL E=AY VT EERLEZ ST a—TF a0 d .

[41 2% —T 4R (Interface) | ZJEBA L 9,
(I8 4 > A2 —7 A4 R (Physical Interfaces) |k L £,
AN ROYHEA L H—T = AR LET,

[DOM #f&t (DOM Stats) ] ZER L £,
A H =T 2 A ADDOM FEHMPFTRINFE T,

RESTAPI IZ&BATFSAILNATTF AL E=ZRY UG &FERLE ST a—F 4V

5

XML REST API 7 = 1) Zf#ifl L T DOM #it & Frv+ 21213 -

188 BRI

A H—T x4 ADODOMK 2R RT DHITIEL, FRIA VX —T =2 A ATT VXN T T 4
AN ET=HY 7 (DOM) Z G L TBLS MLE R H D £,

FIE

wORL, RESTAPIZ =V ZfEH LT, /— R 104 D ethl/25 DA o ¥ —7 = 4 A TDOM
et TR T D HIEEZ R L TWET,

GET
https://apic-ip-address/api/node/mo/topology/pod-1/node-104/sys/phys—[ethl/25] /phys/domstats.xml?
query-target=children&target-subtree-class=ethpmDOMRxPwrStats&subscription=yes

RDIGENIBRSNET -

response : {
"totalCount":"1",
"subscriptionId":"72057611234705430",
"imdata": [
{"ethpmDOMRxPwrStats": {
"attributes":{
"alert":"none",
"childAction":"",
"dn":"topology/pod-1/node-104/sys/phys[ethl/25] /phys/domstats/rxpower",
"hiAlarm":"0.158490",
"hiWarn":"0.079430",
"loAlarm":"0.001050",
"loWarn":"0.002630",
"modTs": "never",
"status":"",
"value":"0.139170"}}}1}
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EEMERI7DBEDRTR

APICIX, RV —FTNEMHHL T — 42 EFEAaTICHAANE T, EEER 27X
AVTTARNTIF %, TTHVr—vay, $HREV—ERREIEFSE o) T TENTE
I, EEMEAaTEHERTLE, xy NU—JBEREE KU LE D L CREERE Q& B
G477 b (MO) IZBET 22812k, XU —~  ADMEESBfCExET, T
Vir—aOIRRE (T hZE) 7213V —7 AL v TFORE (Ky RTE) 28515
ZET, Ry NI ORBEEFRTEET,

EFERa7, 29—, EFME X373 EICo\Tid, Cisco APIC Fundamentals Guide %%
LT IEEN,

EEHRITDE247T

APIC IZIRDIEFHA T DR A T R— s LFT,
e VAT A — Xy NIT—7 BEOEFEEEZEHLET,

e =T Xy hNT—=I DV —T AA v FOEEHEEH LET, V—7DOEHMHITIL,
Zr7y RA, BF. BLXOCPUEREH AL v TFON— Ry =7 EEEREGSENET,

cTFU N —TFTF U NeT T U RNDT IV =2 a VOEFEEEZERLET,

EEHERATICEDT 1 IILZ0E

ROV —=NEA LT, EEWAaT 27 4 V2R TE £,

s EHMAZ B = N— IEFEER I v — L R=%flio T, EOF TV FVEFRRTD
NEEETEET, Aa7Z FFUL, EFERaTORNAT V=7 FETRLZ &R
TEET,

c B LI EFEER T ORR P LT EEER 2T 2R R-TLHI2E, T 74 a0%7
Uy L, [GIELIZEEEER 7 DHA%EFRT (Showonly degraded health score) ] % %R
LE7,

TFT Y FOEEMEDRT

TV = a VOEFEEERRTLHICE, A= — AA=T[TF 2+ (Tenants) |>
[tenant-name] %7 U v 7 L, KIZ[FEZF— 3> (Navigation) | A > TTF v "Na%E7
UvZ LET, GURT 7Y r— a3 U REPGE G T T2 FOEFEHEOEN 2R R LET,
T MO AE R AVE T o510, EFRERAaTEZX TN v LET,

fEEMEOEHOLAIE, [HE (Work) [/ > O[EEMY (Heath) | ¥ 7% 27V v 7 LET,
Xy U= DZDOFRPIEFEA T LXy N T —7 EOMOMOBEWREZRT DT, N7 +—
YU ADMBEESBEL, SRR DN TEET, X 7T hoarT s A FOER
FTV el NOHEY—r AT, [TFY R (Tenant) | >[7FUS5—23> F7Oooa74)L
(Application profile) ]>[7 74— 3> EPG (Application EPG) ]1>[EPP]>[Z7 JF v
Y MIZAT (Fabriclocation) ]>[EPG M 5/8R 74 wF 4> b (EPG toPath Attachment ) ]
>[3ry bT7—9 /XX T2 FRA >+ (Network Path Endpoint) | >[4 42 —7 4 X



s7Iuvsnrstors [

(Aggregation Interface) | >[&#i&hiz4 > 22— 14 X (Aggregated Interface) | >[&EH =
Nf=A2IN\—A 28— 14X (Aggregated Member Interface) | &£ 720 £9°,

277Uy DEEEDRT
777V v DIEENEEFRRTHIE, Ama— =D [Z7TYvy (Fabric) |27V v 7
LEd, [FEHF— 3> (navigation) | DA T, Ry RE#IRLET, GUIIX, /—FK

ZEDR Yy FOEFHEOENZFRLES, 777V v 7HRO—H%2 N L X045
X, E¥ME 22T e TN v LET,

EEMEOEROLAIE, EE (work) 131 VO [EEM (Hedth) | #7422V v 7 LET,
Xy NT—=J DZOERFNVIEFENE Aa7 & xy U —7 LD MO MOBFREZRTOT, /X

T = ADOREESBEL, fRRTHZENTEET, X, 777 Vv r0arrx
A MIBITHIEENSRA TV 27 bodb@y—7r A, [Ry B (Pod) [>[Y)—7 (Leaf) ]
>[v¥—2 (Chassis) 1>[77> L4 XAw k (Fantraydot) |>[EfEED1—ILDR
A k (Linemoduledot) 1>[EI#RE P a—)L (Linemodule) 1>[Z7 7Y v%o R—k (Fabric
Port) |>[LA ¥ 19384 > 2 —7 =4 XL (Layer 1 Physical Interface Configuration) | >
(A V32— A REITERIREE (Physical Interface Runtime State) ] T3,

\}

G WHEHxy hU—Z70MERYE, 777U v 7 OREIL. MO DNEZBETS LT hoX
T —~ AL RIETZERnHY £9,

Visore TD MO EEE DR
Visore TMO D IEFMEEZRRT DT HT A 22 2) v 7 LET,
WD MO ZE- T, IEFEEHREFERLET,
o« IEHE  Inst
o IEHME : Nodelnst
« 7 —,3: Node
« &7 —,3: Pod
Visore |29 2 FEMIEHRIC DWW CIiE, Cisco7 7V r—var vy Nl v I A VT TARNT Y
F X DHEARTA FEZR LTI ZIN,
AJ%EHATAIEEERATDTINYYT
woa s 7y ANVEFEHALT, APIC DIEENE 2AaT7 27 Ny 7 T&ET,
« sve_ifc_eventmgr.log

* svc_ifc observer.log

R 7 LUTIEREE 23727 Ny 742556, ROBEAZHERL T ZS0:

wE
| o
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B =5-o0=x
esyslog (=T —F72FA X b)) ORETEMHERLET,
« APIC Tsyslog N Y =DM ST DN E D D EMERR L £ 7,
esyslogWR U o —2 A4 7L T 7 4 (ERKE) DELIRESILTWVDOINE I NEHERL
EJ RN
carYy—b, TrA VE—MERE. TR AV ERRETEEY, U E— MERUE
Dt syslog 1 —_"—=NFETHRTHY | BEMRTHLZ L EHRLET,
IS5—NDRR

ROFIETIE, FEEHFBRPRRSNDEINT OV THA L £,

FIE

ATV TN EEY 4 FUICBELET,

o VAT LEE (System Faults) : A ==— R—/n5, [VATL (System) 1> [[EE
(Faults) 127 Vv 7 LET,

FTTYNEE Ama e Ainh
1. [T+ b (Tenants) ]>[tenant-name]] %27 U v 27 L £,

2. [FE&Z—2 3> (Navigation) | %A > C, [TFY bk (Tenant) [[7F > ~4 (tenant
name) | %7V v 7 LET,

3. [fE%E (Work) ] ~A T, [EE (Faults) 127 %7 Y v7 LET,

777V IEE: A= a— =
1. [Z77Uwsy (Fabric) | >[4 R kY (Inventory) |27 U 27 LET,
2. [FTES—2 3> (Navigation) ] A>T, Ry k227U v 7 LET,
3. [fE%¥ (Work) ] ~3A > C, [BEF (Faults) | #7527 Vv 7 LET,

EEO Y A MPRERRICERRINET,
ATFYyT2 BEZXTNLIY v 7 LET,
T TV T=TNWEVAT A T—TANEEI N, 7V v7 LicEEOREEa— FiZ—
T HEENERINET,
a) 777 Vv I ERIFIVAT LDREENS, Y~V =T —TNDEEELX TN Y v 7 LT
REAIE SR LE T
[BEED FO/NF ¢ (Fault Properties) | ¥4 7 a7 nFREN, ROZ TRFRENET,

« —fi% (General) : LATAFRLET,




7u T voEEREOEOOR—F FSyx s oanit [

« 78T 4 (Properties) : ¥~V — T =T MIHLERNEENET

HM (Details) VY~ — T —T N TROMN-TZEEEFR, BEH, EEEY b,
BIXOEIRLZEEDT, U, BXOBREOEREL LR EGENET,

s ST a—TF 4% (Troubleshooting) : kDO ERH ., FRLET,

« S TN a—TF 4245 (Troubleshooting) : FEEDMHEHIEINL T 7 a vk
BRI TNy a—T 4 VITERNREENTOET,

«BEEOY (Auditlog) : EENFBAET HANCZ—F =2 LA X FOEEEZE
IRTEDLY )b, HMELLEDRITLICEEN - ERRINET, Fay 7 XU RH
7V v 7 LT, gEFRETCEET,

«BE (History) : 8220547V =7 FOBREEREFRRLET

TyT)OOBEEBHOEOHDR—F FSvX2 T OFDE
ZDOv s a Tk, GUL, NX-OSCLI, BXU'RESTAPI Z#fH L CAR—F F T vF 7%
BN B HFEZOWTHALET,

277)9 o R—FOEEREDE-OHDR—F FSyxXU 9 R S—

777V v 7 K= FOEERMIZ, A—h N7 vF T VAT ARETHENNCTHZENT
XFET, A—F b T oF TRV —F, V—TAAS v TFELRARL AL T OT7 77 v
TAR—F BEOT 4TIV TR v TFET4T2V =T AL v FHDR—FDRAT—HF R
EFEMRLET, B F—F FTovX R =R NI H—3dé, V—7 AL vFiL,
EPGIZ L > THAESNTAAL vF EDOTRTDOT VB AL L Z—T =2 A% X7 SHEET,

[(R—F FSUFUITNR M) H—Ent=EEIZAPICKR— F2&53 (IncludeAPIC portswhen
port trackingistriggered) | 47> a U E AR L= E, V—T AL v TFRTXTOT7 77

Vw7 R—h~OfERS & (DFED, 777 Vw7 R—Frn0i7edL) . A—h 7>
% > 714 Cisco Application Policy Infrastructure Controller (APIC) 7~— b Z #4529, Cisco
APICN 7 7 7V w71 L TCT a7 IVERII~ L TF R —LDEAICDH, Z OREZ AN
LTL7ZEVY, Cisco APIC R— F &2 1T 5 & 7 27 /LA— A0 Cisco APIC DEEITED

Y R—= MUV EZ L DITRL L E T,

\}

GE)  FA—bFbr7 X T7OREIL, [PATL (System) 1>>[P X T LERE (System Settings) ]>>
[(R—k FSvF2%5 (Port Tracking) ] TITx £,

A=K FT7 X7 RV —iF, RV —%2 NI H—FT25777 YV w7 R— RO L,
BESNEZT77 7Y v R=bOKEBZTBIZY =T AL v F T I BRAR—= 20T T v
TTHEEODOBES A ~—FEELET,

wE
| ||
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wOFNE, A—hF FFTovXo 7 R —0OFMEEZRL TWVET,

R —h FT XU TR —E, RV =% NI H—FBE)—T AL v FDT 7T 4
T 77TV vl R— M ERO LEWVER 2 THEHEEELTWVET,

e R—=F FIoXRL T RIT—IE, V=T AL T NOANRNL VAL v TF~DT 7T 47
777V w7 R— MEROEMN 2 IR T L2 I NI T—ENnET,

cHV—TAAL v FIX, DT 7TV v R— MNEREAGEHL, R —TCHRESNZLE
VMEIZHE>TAR— b F T vxF 7 RV =% U H—LET,

« 777V v R— MERNMEIBT 5L, V=7 A4 v FITRIES A ~— DOBERFH DR
WTDDZff>Thb, 778 AR—PZEBLEYS, ZHUTEY, bTT7 497080 —
TAL v F T HAR—FCTHBAMRIZRDIENI, 777V v 7 RHFar =Yz A
TORHN G2 ONET, KBIERT7 77V v 7 TlE, BIEX A ~—% LD RBWIFIZEH
ETOMENRDDHHENHY £,

Y

GE) ZoORYV—ZHRTHILEZFEFLLKEEY, R—=F oo X T2 NI H—F5, 77
TATIRANRSL VR —FOEIZETHR—F b T vF o ITREDETIDHHEAE, T3TDY —
T AL F T I A R—IBDE T LET,

GUIZERLR—F b3S v F T DIER
ZOFIETE, GUIAMA L THE— b b5 v VAT 5 HIRICOVD TR LET,

FIE

ATy T [VRTL (System) [A==—0b, [YRATLEE (System Settings) [%# RN L 7,

RTFwT2 Feir—varvs s RubhbliR—k 39X 45 (Port Tracking) [&&R L E7,

ATY T3 [[R—F FSyFUHKE (Port tracking state) ] DAEIZH 5 [A > (on) | Z&INL T, HK—
M yR TR A T LET,

ATy T8 7TaxXT 4 OFR—F VT XU TREORICH D [T (off) | #RIRLT, A—F F T vF
VI sREE A T LR T,

ATv 75 (EE) [BEETEA4<— (Deayresoretimer) %7 74/ (1208) »"HU®y FLE
D

ATV T6 FA—F bT X IR NI H—ZNDIENIBE L TNDT 7T 4 TR AL 7 DR
(0~ 12 DIEEOWEE) 2 A LET,

ATv 71 [#EE (Submit) 1227V v 27 LT, BHOKR—K T ovF U IHRE7 77 ) v 7 EOF X
TOAA v FIZ T v a2 LET,




nx-0scU £EALER—F kSvxvy

NX-OSCLI #fEH L= R—k b vX T

ATy T

ATy T2

ZOFETIE, NX-OSCLI #fEH L THR—F b7 v FTHRE2#E 9 5 HEICOWCHA
LET,

FIE

WROEHZ, F—bF FTvF o ITHEEL L I LET,

i

apicl# show porttrack
Configuration

Admin State : on
Bringup Delay(s) : 120
Bringdown # Fabric Links up : 0

WDEHz, F—hF FT oo I¥EEL A 7ICLET,

i -

apicl# show porttrack
Configuration

Admin State : off
Bringup Delay (s) : 120
Bringdown # Fabric Links up : 0

RESTAPI #ERALI=/R—Fk FSvx2 Y

ATy T

ATy T2

1R BRI

ZOFNETIE, RESTAPIZHEAHLCHR—F T X VHEREEZHEH T2 HFIEICOW T L
ij_o

FIE

DX HICRESTAPIZHEH L TAR—F b7 v¥ o 7#fER 412 LE T (adminstate: on)

<polUni>
<infraInfra dn="uni/infra">
<infraPortTrackPol name="default" delay="5" minlinks="4" adminSt="on">

</infraPortTrackPol>

</infralInfra>
</polUni>

WD ESIZRESTAPIZfEHL TAR—F b7 v X 7HREA A 7ICLET (admindate: off)

<polUni>
<infraInfra dn="uni/infra">
<infraPortTrackPol name="default" delay="5" minlinks="4" adminSt=“off">

</infraPortTrackPol>

=g II
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</infralnfra>
</polUni>

SNMP D {&£ A

SNMP [Z2DMT

Cisco Application Centric Infrastructure (ACI) 1%, FEUFW~N—A (MIB) L@BHE (FT > )
ZETeNl7e SNMPvL, v2, RNV DY AR— P24t L E7, SNMP 4 TiE, Cisco ACI
777V EERLE=XY T HEMIB # Y AR— 5 — RX—F BT 7Y r—
VaraHTEET,

SNMPV3 (X & HIZJAHI /e EX 2 U T A #REZ 2L L £ 9, 4 SNMPv3 7 /34 2 C SNMP #—
ERAEHDFEITINT DL OIGRINCTEET, /2. £ 51 A TSNMPvl BL U2 &

ROWBLFIEERETEET,
5.1(1) U U —R LI, SNMPv3 i Secure Hash Algorithm-2 (SHA-2) FRFE4Z A 7&HHR— L E
R

SNMP O i 71D FERNZ W TiE,  [Cisco ACI MIB Quick Referencell # & L T 72 &0,

Cisco ACI TD SNMP 7 & £ XA DY 7R— k
A\

(G¥)  Cisco Application Centric Infrastructure (ACI) THAR— kX315 MIB D58472 Y A MZOWT
X, http://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/mib/list/mib-support.html
ML TN,

Cisco ACI TD SNMP H7R— MIKRD LBV T,

« SNMP i+l 7 = U — (Get, Next, Bulk, Walk) (%, V—7BIRANRSL v 21 v F
& Cisco Application Policy Infrastructure Controller (APIC) (Z L > CHAR—FIhvE T,

« SNMP EX AL < K (Set) 1. V—7BIORA/A 2 A A v F F721% Cisco APIC I
FoTHFR—FrENEFA,

*SNMP 7 v (vl, v2¢, BEDUVI) 1, V—T7BILOPA/ A > XA »F & Cisco APIC
Lo THR—rENET,

\)

GE)  Cisco ACTIIHEK10ED N7 v Ly—N"EHR—hKLET,

e SNMPV3 (. V—7BIURAAS v AL vF & Cisco APICIZ L > THR—FENnEJ,
« Cisco APICIPv6 7 KU A ZfEH L7z SNMP IV R— F &R TWEH A,



http://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/mib/list/mib-support.html

snwp k5o T ]

% 1:Cisco APIC ') ') — R TD SNMP H7R— FDER

yy—= SEA

1.2(2) SNMP 7 v 7 d3ide L LT IPv6 Hrav— k&8,

1.2(1) CiscoAPIC = & b = —F @O SNMP ¥4 — k&80, LAATO U U — A T,
U=T7BLOANSAL » ZA v FIZHONTDIH SNMP 3 AR — F ST
7,

SNMP + 5 v TE#taE

SNMP 7 v 7K A ERT 5L, 777V v 7 /— KRB0 SNMP k7 » 7% Cisco
Application Policy Infrastructure Controller (APIC) IZX > THENTE, 777V v 7 /—FK»b
ZA5 L7 SNMP k7 v 7% APIC I L » THMERSsE e Icizit T& 4,

oo TPl AxDT7 77V v J— Kb TR APIC ) LEEIND Z ERFRENDS S
Elid, ZofEEFERALET, ZOMEEEZENZT S L, APIC [Z SNMP o % & L CHEE
L/i‘g—o

EZONDHEELNWHET L7012, 7T AFZNOTXTHDAPICEZSNMP N7 v 77 7Y 7F—
RZELTHRETAZELEZMIHBELEST, SNMPARY > —Tlid, HED NT v D55 /T
TEET, NIy TOERNEEGREERTTHICIE. ROFINEEZFEITLE T,

1L AA v FNSL T 752ZETHEICHKEAPIC 2 v —F%RELET, RORTE
EA L7 GUILIZX D SNMP k7w 7@ ORE (56 X—) OFJEIHENET,

« [/RR F4/IP (Host Name/IP) | 7 4 —/L R T, APIC ® IPv4 721X 1Pv6 7 R L A%
fRELET,

«[EEEPG (ManagementEPG) |1 U 2 kb, 77 hA TR REFIZA 0 B
HEPG IR L £,

T T AZNDOE APIC % b T v 7055t e LTHRET DI, COFEABVIKLET,

2. BRI v TR — NCHERET AL OICAPICEZRTELET, ROFELMEH L7 GUI
I 5 SNMP R Y & —DFRE (54 X—) OFNEIZHEVFE T,

[ b5 TERiEY—/\ (Trap Forward Servers) | 7—7 /L C, AN — D IPT7 KL
REBINLET,

N7 v 7OER LERETIX, BEIND M7 v 7OEETIP 7 FLAE, EEORET /) —
RTIERL, 7705 =207 FL A (ZOHAEIXAPIC) (2720 3, EEORE L FIE
T 5121, OID THHETLHMENRH Y £7, KOBFITIEL, 7 KL A 10.202.0.1 23 APICIP 7 K
VAT, 7 R 10.202.0.201 ZEDEETLY —7 AL v FOIPT RLATT,

08:53:10.372378 IP

(tos 0x0, ttl 60, id 59067, offset 0, flags [DF], proto UDP (17), length 300)
10.202.0.1.45419 > 192.168.254.200.162: [udp sum ok]
{ SNMPv2c C="SNMP-ACI" { V2Trap(252) R=609795065
.1.3.6.1.2.1.1.3.0=25847714 .1.3.6.1.6.3.1.1.4.1.0=.1.3.6.1.4.1.9.9.276.0.1

=gt .
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.1.3.6.1.2.1.2.2.1.1.436207616=436207616 .1.3.6.1.2.1.2.2.1.7.436207616=2
.1.3.6.1.2.1.2.2.1.8.436207616=2 .1.3.6.1.2.1.31.1.1.1.1.436207616="ethl/1"
.1.3.6.1.2.1.2.2.1.3.436207616=6 .1.3.6.1.2.1.2.2.1.2.436207616="ethl/1"
.1.3.6.1.2.1.31.1.1.1.18.436207616=""
.1.3.6.1.4.1.9.10.22.1.4.1.1.6="10.202.0.201" } }

SNMP 7 v 7HEKIHEREIZ. SNMPV2 7 v 7R X Ok % 37K — 45 Cisco APIC U
J—231(1) CTEAZINE L7, Cisco APIC U U —R 4.2(6) B L 5.1(1)LAIEETIX, SNMPv3
T v 7OERHB I OIRENRTR—FINTWET,

\)

GE)  APICTaIviarEnlfad, =2— VBRI APIC 27 U — VTR BT 2 30
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TEAERT D FEICOWTHEHA LET, HEFIETIE, 1 2L EOGUIXA TR Ry 7 A
D7 4=V RIMEEZ AT LHMERDD 7,

SPAN%GSE 7' /v —7 L IEETE 2 VERLTHUUE. SPANSESED N T 7 4 v 7 TF I 4 P aH LT,
SPANEG LN H DT —Z Ny MEBIEL, X7y MEX, 7 LA, 7' halvBIl0z
DO R AR TEET,

FIE

A=a—N—T, [Z7TUwY (Fabric) |>[Z7 7 w% R — (FabricPolicies) | %
79y 7 LET,

[FE4—2 3> (Navigation) ] <A T, [R1)>— (Policies) 1>[+ZTINa—TFT4 T
(Troubleshooting) ]>[SPAN] # &R L £,

[SPAN] @ FiZi%, [SPAN #£fE5T4 )L—7 (SPAN Source Groups) ], [SPAN 7 4 L& J)L—
7 (SPAN Filter Groups) ]. ¥ X OV [SPAN 5E5E%4 )L—F (SPAN Destination Groups) ] @ 3

DD ) — RPRFERINET,

[SPAN 58454 JL— 7 (SPAN Destination Groups) 1 #4527 U v 2 LT, [SPANSEES IL—TD
fERL (Create SPAN Destination Groups) ] %R L £,
[Create SPAN Destination Group] %1 7 1 7 N FE RS E 7,

[SPAN 5854 IL— T DYERL (Create SPAN Destination Group) | # A 7027 iRy 7 ADT 4 —
v RICEE) 72 fEZ AT LET,

SET L7265, [%1E (Submit) 127V v LET,
SaHE I — T BERRENE T,

RDZRY
FEMER L T RWESIL, 777V v 7 SPANRY V—DEETEHRELET,

NX-08 X # 1 JL®D CLI Z{£F L 7= SPAN D&k

NX-08 R 2 A )LD CL ZERALE7V R E—FTOO—A)L SPAN DEEE

I, 78R V=T )= RIZa— AR MERDOSPANKRETT, 12 EDOT7T 7 A KR—
FEZIEIFR—F FYXANLRESNTZ N T 74 v 7 =XV 7L, LU —7 /—F
IZe— B VIRsEe AR — MR ETEET,



ATy T

ATv T2

ATvT3

ATv74

ATy TH

ATvT6

ATy T17

NX-0S RZ A LD CLI ZFEALET7I R E— FTOHE—5/L SPAN O E .

FIE

configureterminal
ra—r\Lar 7 4 ¥al—iay t— REBBELET,
£

apicl# configure terminal

[no] monitor access session session-name
TIORAER=LZD T By va VREEERLET,
i -

apicl (config)# monitor access session mySession

[no] description text

IDTIRRAEF=HV T yaryOdfAEZBMLET, TFAMIAX—ZAREENT
WAEAX, BB CTHOXLERH Y 7,

1

apicl (config-monitor-access) # description "This is my SPAN session"

[no] destination interface ethernet slot/port leaf node-id

oA H—T 2 A AERELET, WA H—T oA AZ FEXAR— MITHZLIFTE
A,

&1

apicl (config-monitor-access)# destination interface ethernet 1/2 leaf 101

[no] sourceinterface ethernet {[fex/]dot/port | port-range} leaf node-id
BETA L F—T oA A R— MNEZIIAR— MiHZEELE T,
£l

apicl (config-monitor-access) # source interface ethernet 1/2 leaf 101

drop enable

ASIC CRuE Yy ENETRTONNr Yy by 7T v L, FHIRE ST SPAN 51 JC12 245
35, SPAN A Ry s A 2—7 I LET,

5 -

apicl (config-monitor-access-source)# drop enable
[no] direction {rx | tx | both}

F=ZVTTHNT T4y OFMEEELET, X, sELAR— T &I L TER
ETEET,

&1

apicl (config-monitor-access-source) # direction tx




i |

B wosxsqiocuEERLET S €2 E— FTOO—H)L SPAN DRE

ATvT8

ATvT9

ATv 710

ATvIN

ATv 12

ATy 713

[no] filter tenant tenant-name application application-name epg epg-name

TRV TTENT T4 T DT 4 NVEEEITNES, 74 VL, BETR— M S
CITMN L CRRIETE 9,

51

apicl (config-monitor-access-source)# filter tenant tl application appl epg epgl
exit

TIRA =SV T By va VREE— FICRY £

i -

apicl (config-monitor-access-source) # exit

[no] destination interface port-channel port-channel-name-list leaf node-id

SRt A VB —T oA AEBELET, SEA XA —T oA AE FEX R— MITAHZ LIXTE
FH A,

GE) UU—241() LK, a~>y RENORTE T, 8 v X —T A AL LTRAH
TA VI A= FYRVEMHHTEDLLIICRD LT,

51 :

apicl (config-monitor-access) # destination interface port-channel pcl leaf 101

[no] sourceinterface port-channel port-channel-name-list leaf node-id [fex fex-id]
REEIAE—T 2 A AR — b FrxVEHELET,

(774 7DhmMET A NVERECATLET, ZIIZERRSNTVERTA) .
i

apicl (config-monitor-access) # source interface port-channel pc5 leaf 101

[no] filter tenant tenant-name I3out L30ut-name vlan interface-VLAN

TV TTBERNT T4 T DT 4 VFUBEITWET, 7 4 VX%, EExA— D

EITMN L CRRETE £ T,

GE) UU—241(1) L&, BllRT X oiC, L3OutA v X —T A A T4 NE) Tk
RETDHEEWCIP T VT 4 v 7 AERRETHHLEN L2V F L,

11 -

apicl (config-monitor-access-source)# filter tenant tl l3out 13outl vlan 2820
[no] shutdown

F=HV T By varET 48T (FFAFX—TN) IZLET,

11

apicl (config-monitor-access)# no shut



NX-08 2 4% A L0> CUI & (A L 1= SPAN 7« L& 5 —T0%z [

il

ZOPNE, o= AN T I RBARAE=Z) T Byt a b ERETDHHIEERLTOE
7,

apicl# configure terminal
apicl (config) # monitor access session mySession
apicl (config-monitor-access) # description "This is my SPAN session"
apicl (config-monitor-access)# destination interface ethernet 1/2 leaf 101
apicl (config-monitor-access) # source interface ethernet 1/1 leaf 101
apicl (config-monitor-access) # drop enable
apicl (config-monitor-access-source) # direction tx
apicl (config-monitor-access-source)# filter tenant tl application appl epg epgl
apicl (config-monitor-access-source) # exit
apicl (config-monitor-access)# no shut
apicl (config-monitor-access)# show run
# Command: show running-config monitor access session mySession
# Time: Fri Nov 6 23:55:35 2015
monitor access session mySession
description "This is my SPAN session"
destination interface eth 1/2 leaf 101
source interface eth 1/1 leaf 101
direction tx
filter tenant tl application appl epg epg
exit
exit

NX-0S R 2 A LD CLI Z{FEALT=-SPAN 7 4 LR T IL—TDHEFE

WOFIETIE., SPAN 7 4 VE TN —TF LT 4B 20 MY ZRETDHHFIEICONTEEAL
‘ij‘o

FIE

AT w71 configure
Ja—VREE— FEBE L ET,
1

apicl# configure

AT w72 [no] monitor access filter-group filtergroup-name
TIRAE=ZLV T T4NE TN—TEEER L ET,
£

apicl (config) # monitor access filter-group filtergroupl

AT 73 [no]filter srcaddress source-address dstaddr ess destination-address srcport-from source-from-port
srcport-to source-to-port dstpor t-from destination-from-port dstport-to destination-to-port ipproto
| P-protocol

TUYNE TN—TDT7 4 VHE = M) EBRELET, 22T,

wE
| 5|



i |
B Mxosx51 Lo cu£ERLESPAN T L5 FL—TOBE

» source-address (%, IP7 RL A/~ A7 WROEFEILIP T RLATT, IPvd7 RLABX

WIPV6 7 RLZDOEL L HHAR— FINTWET, 0000 DfEIXZ, ZDO7 4 —/L NTHE
EDIPvAT7T KL A > N ZIEET A0, & OfEIX, FEDIPV6 7 KL AT Y
EHRETDHEOCHEALET,

s destination-address i%, IP7 RL A/~ A7 ARDSIHIPT RLVATY, IPvd7 KL A X

WIPV6 7 FLAD EL L LY R— &N TWEd, 0000 DfEIZ, D7 44—/ KT
BEDIPvdT KL AU MY ZRETHDIC, @ OfEIE, FEDIPv6 7 KL AT R
ZIRETHIOIEALET,

« source-from-port 1%, HDEEFET LA ¥ 4R — T, ZD7 4 —/L RiL, srcport-to
T4—LRELEBIZ, BETXR— b 2T 4N F ) T EODOR— M ZEELE
T, H0IX, ZOT7 4=V RTHEED=V N ZEETHOIHERLET,

« source-to-port I%, wEDOEET LA Y 4R —MTT, ZO7 1 —/L RiL, scport-from
T4V RELBIZ, BEXA—RNETANZ )T THDOR— MEHAZEE L E
T, HOIX, ZO7 44—V RTEEDZ N ZHETHOIEHLET,

» destination-from-port (%, &M DIEHLV A ¥ 4F-—FTT, TDO7 1« —/L RiE, dsport-to
T4V REEBIT, SER—FET A NE ) T DO R— MEAEZRE L E T,
0%, 274 — /L FTEEBED= L M) ZHEET H72DIEMNLET,

» destination-to-port |, E DL A ¥ 4HR—FTT, ZTD7 ¢ —/L FiX, dstport-from
T4 =NV REEBIT, SER—NETANZ Y T T HIZOOR— M EREELET,
BOolX, ZO7 44—V R RTHEED= N ZHRETHIOIEHLET,

« IP-protocol (X IP 7’12 h 2L T4, fEOIX, ZDT7 4 — )V RTRERED= M) 2FEET D
eI LET,

51

apicl (config-monitor-fltgrp)# filter srcaddress 1.1.1.0/24 dstaddress 0.0.0.0 srcport-from
0 srcport-to 0 dstport-from 0 dstport-to 0 ipproto 20

ATv T4 exit
TIRAEF=ZR— T4 NE TA—TREET— RIIED T4,
B -

apicl (config-monitor-fltgrp) # exit

ATy Th exit
Jua— )L ar 74X al—yary ET—FEKTLET,
i -

apicl (config) # exit




NX-0S R % A L0 CLI A LI #i3E 7 1 L2 1=£ 5 SPAN 74 Lz oz |

il

ZOWX, SPAN 7 4V Z T—T T 4B o M) EARET D HEEZRLTNE
7,

apicl# configure

apicl (config) # monitor access filter-group filtergroupl

apicl (config-monitor-fltgrp)# filter srcaddress 1.1.1.0/24 dstaddress 0.0.0.0 srcport-from
0 srcport-to 0 dstport-from 0 dstport-to 0 ipproto 20

apicl (config-monitor-fltgrp)# exit

apicl (config) # exit

NX-0S RZ A LD CLU ZFER LR 7 1 JLAIZK D SPAN 7 1 LR DEXRTE

WOBENE, CLI Zif LTSPAN 7 4 VX LHERET 4 WV H R ET D HEERLTVET,

FIE

CLI ZffH LT SPAN 7 4 )V LHEET 4 NV Z BRET HITIE -
B -

apicl (config-monitor-access-filtergrp-filter-extended-filters)# show run
# Command: show running-config monitor access filter-group filtergroupl filter dstaddr
192.168.10.1 srcaddr 192.168.10.100 extended-filters extl
# Time: Wed May 11 11:25:23 2022
monitor access filter-group filtergroupl
filter srcaddr 192.168.10.100 dstaddr 192.168.10.1
extended-filters extl
dscp from CSO to 4
dotlp from 1 to 5
forwarding-type switched
tcp-flag ack off
tcp-flag fin off
tcp-flag rst on
exit
exit
exit
apicl#

NX-08 R 2 A LD CLI Z{EAL71=SPAN 7 1 LR 4 I)L— TOREESR T

ATy T

WROTFNATIE, 7 4 VZ Z)V—"T7% SPAN i&15 75 7 )V — I BHHEAT T B HIEIC DWW TR L
F7,

FIE

configure

Ju—r ) a7 4 Fal—arET— REBLET,




B vxos 5400 cU £ R LR SPAN T 4 L8 YL —TOBEER 1T

ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

ATy T17

ATvT8

ATvT9

1 :

apicl# configure

[no] monitor access session session-name
TIRAE=L DT By a VREFERLET,
1 -

apicl (config) # monitor access session sessionl
filter-group filtergroup-name

T 4B T N—T T £,

1 -

apicl (config-monitor-access) # filter-group filtergroupl

no filter-group
MBS LT, 74 VE I A—TF ORI T 2R L E 3,
£

apicl (config-monitor-access) # no filter-group

[no] sourceinterface ethernet {[fex/]dot/port | port-range} leaf node-id
EETA F—T A AR — P ERIFR— MEFEZ R ELET,
i -

apicl (config-monitor-access)# source interface ethernet 1/9 leaf 101
filter-group filtergroup-name

7 4B T )V—T % SPAN %15 I BEAHT £,

1 -

apicl (config-monitor-access-source)# filter-group filtergroup2
exit

TIRRAE=ZS— T4 NE TA—TREET— IR £7,

i -

apicl (config-monitor-access-source) # exit

no filter-group
VBTN U T, SPAN AE I b 7 4 v H 7 I)V—7 OB 2 iRk L 9,
1 :

apicl (config-monitor-access-source)# no filter-group

exit
TIRARAE=ZL— T4 NE TA—TREET— IR 7,
£l



NX-08 R 2 A )LD CLI ZEA L7V R E— K TO ERSPAN DR E .

apicl (config-monitor-access) # exit

ATv 710 exit
Jua—N)ar7 4 Xal—yary EB—FEKTLET,
il -

apicl (confiqg) # exit

!l

ZOBNE. T4 TN—T wBEMNT D HEE R L TOVET,

apicl# configure

apicl (config) # monitor access session sessionl

apicl (config-monitor-access) # filter-group filtergroupl

apicl (config-monitor-access) # source interface ethernet 1/9 leaf 101
apicl (config-monitor-access-source)# filter-group filtergroup2

apicl (config-monitor-access-source) # exit

apicl (config-monitor-access-source)# no filter-group

(
(

apicl (config-monitor-access) # exit
apicl (config) # exit

NX-0S X2 A )LD CU ZFERA L =7 X E— K TN ERSPAN DX TE

ACIL 777U v 7 Tlk, 7278 AEF—RFOERSPANREZXFEHL T, 1 2L DY —7 /—
ROT7E®AR—Fr, "—h Frrl, BEOVCOLREENTZ N T T4 v 7 BEHRTE
F7,

ERSPAN t v ¥ a v OBE ., 5kEITHEICTy FARA v b Zv—F (EPG) T, ZhbiE7 77
Uy ZHNOEZICTHREBTEEY, BHALO N T 7 4 v 713, EZ2Th, EPGABEI L
7o Cdo D5 iRk SN E T,

FIE

AT 71 configureterminal
Jsua—s ) ary7 4 Xal—vary T—REBLET,
1 -

apicl# configure terminal

AT w72  [no] monitor access session session-name
TI/RRAE=ZY T vy va VREEELET,
1&“ .

apicl (config) # monitor access session mySession

AT w73 [no] description text




i |

B vosx54 00U £ERLET S £R E— FTO ERSPAN DR E

ATv74

ATy TH

ATvT6

ATy T17

ATvT8

ATvT9

ATy 710

IDEFE=ZY T By aryOHEBMLET, TFA MIAN=ZAREGETNTWEHE
T, H—B AT CHOLENH Y £,

1 -

apicl (config-monitor-access) # description "This is my access ERSPAN session"

[no] destination tenant tenant-name application application-name epg epg-name destination-ip
dest-ip-address sour ce-ip-prefix src-ip-address

A v HE—T =2 A AT MELTHEEL, a7 X2 —alt— el
ij_o

1 -

apicl (config-monitor-access)# destination tenant tl application appl epg epgl
destination-ip 192.0.20.123 source-ip-prefix 10.0.20.1

[no] erspan-id flow-id
ERSPAN ¥ 2 > ® ERSPAN ID % &%/ L £ 7, ERSPAN D& 1 ~ 1023 T,
11

apicl (config-monitor-access-dest) # erspan-id 100
[no] ip dscp dscp-code

ERSPAN ~ 5 7 4 v 27 D37 F® DiffServ =— K R4 >k (DSCP) EARELET, 5F
TEHHMHEIT 0~ 64 T,

51

apicl (config-monitor-access-dest)# ip dscp 42

[no] ip ttl ttl-value
ERSPAN F T 7 ¢ v 7 O IP {##ke ATRERERE] (TTL) fEZA & E L E9, #PHIL 1 ~ 255 T9,
B -

apicl (config-monitor-access-dest)# ip ttl 16

[no] mtu mtu-value

ERSPAN ¥ v i g D RREEA. MTU) H A4 XZ2RELET, HETE HHHIL 64 ~
9216 /XA T,

1 -

apicl (config-monitor-access-dest) # mtu 9216
exit

FEoH— TV BEAREE— NIZRED £7,

11

apicl (config-monitor-access-dest) #
[no] sourceinterface ethernet {[fex/]dot/port | port-range} leaf node-id

FEITA P =T = A A R— P EEIAR— M ZEE L ET,



ATy TN

ATvT12

ATy 713

ATy 714

ATy 715

ATv 716

ATv 11

NX-08 R 2 A )LD CLI ZEA L7V R E— K TO ERSPAN DR E .

1 :

apicl (config-monitor-access)# source interface eth 1/2 leaf 101

[no] sourceinterface port-channel port-channel-name-list leaf node-id [fex fex-id]
EETXA I —T 2 A ADKR— N TF ¥ XNV ERELET,

11 -

apicl (config-monitor-access)# source interface port-channel pcl leaf 101
[no] source interface vpc vpc-name-list leaf node-id1 node-id2 [fex fex-idl fex-id2]
HERA L H—T A AVPCHIBE L E T,

11

apicl (config-monitor-access) # source interface vpc pcl leaf 101 102

drop enable

ASIC T RE Y 7T ENTZTRTONNT v haF ¥ 7T v L, FRIERE S 1172 SPAN 365G 2%(E
F 5. SPAN A Fu v THierE A 2 —T I LET,

B -

apicl (config-monitor-access-source)# drop enable
[no] direction {rx | tx | both}

F=H VU TTDHET T4y 7 OFMEREELET, G, F#MEILR— I I L TR
ETEET,

1 -
apicl (config-monitor-access-source)# direction tx

[no] filter tenant tenant-name application application-name epg epg-name

F=ZVTTHNT T4y I DT ANZRBEEATNES, T4 ZE, EEILR— MM D
LIS L TRETEET,

51

apicl (config-monitor-access-source)# filter tenant tl application appl epg epgl
exit

TIRAE=Z VT By a VREE— FICRED £,

i -

apicl (config-monitor-access-source) # exit

[no] shutdown
EF=RZ VT v arET =7 (E03A4R%—T ) IZLET,
1 -

apicl (config-monitor-access)# no shut




B Mxosx51L0cu£ERLET 2 £R E— FTO ERSPAN DRE

il

TNl ERSPAN 7 7t A F=Z UL P o a BB ETAHESZRLTWE

To

apicl# configure terminal
apicl (config) # monitor access session mySession

apicl (config-monitor-access) # description "This is my access ERSPAN session"
apicl (config-monitor-access)# destination tenant tl application appl epg epgl

destination-ip 192.0.20.123 source-ip-prefix 10.0.20.1
apicl (config-monitor-access-dest) # erspan-id 100

apicl (config-monitor-access-dest)# ip dscp 42

apicl (config-monitor-access-dest)# ip ttl 16

apicl (config-monitor-access-dest)# mtu 9216

apicl (config-monitor-access-dest) # exit

apicl (config-monitor-access)# source interface eth 1/1 leaf 101

apicl (config-monitor-access-source)# direction tx

apicl (config-monitor-access-source) #drop enable

apicl (config-monitor-access-source)# filter tenant tl application appl epg epgl
apicl (config-monitor-access-source) # exit

apicl (config-monitor-access)# no shut
apicl (config-monitor-access) # show run
# Command: show running-config monitor access session mySession
# Time: Fri Nov 6 23:55:35 2015
monitor access session mySession
description "This is my ERSPAN session"
source interface eth 1/1 leaf 101
direction tx
filter tenant tl application appl epg epgl
exit

destination tenant tl application appl epg epgl destination-ip 192.0.20.123

source-ip-prefix 10.0.20.1
ip dscp 42
ip ttl 16
erspan-id 9216
mtu 9216
exit
exit

ZOFNX, BE=Z VU TEETRELTAR—F FY R ERET D HEEZRLTWE

‘j"o

apicl (config-monitor-access) # source interface port-channel pc3 leaf 105

O, FE=F VL TERETELTWCD 1 ODLy FE2RETHHEEZ LT

i‘ﬁ—o

apicl (config-monitor-access)# source interface port-channel vpc3 leaf 105

WOFNL, FEX 101 LR — hO#EHFHAEZE=X VT XETL LT

R LTUVWET,

apicl (config-monitor-access) # source interface eth 101/1/1-2 leaf 105

ok E

i |



NX-0S 2% A LD CU EBALI 77 TU v s E— kTo ERsPAN o I

NX-0S R 2 A )LD CU ZERAL-T77 T ) v E— FTH ERSPAN DELTE

&

ATy T2

ATvT3

ATvT4

ATvTh

ATvT6

ACI1 777Uy 7Tk, 777V v 7 F— RO ERSPAN REZXHEHLC, V—7 /J—FFE-
FANRA Y )= RD12ULEDT 77V w7 R=bhoRESNTZ T T4 v 7 2E=HY
VITCEET, B—HANSPANIT T 77U v = RTIEYR—FENTWHERA,

ERSPAN & v ¥ a VDA, sisldic=y RaRA > b Zv—7 (EPG) T, T biZ7 77
Vo ZHNOEZICTHREBTEET, BEHIRO NT 740 v 71%, E2Thit, EPGHBHE L
TG Ch D5EICEIEINE T, 777 Vv 7 F—=RTIEL, 777U v 7 R— FDOHNRE
B ELTHAINETN, V—T AL v TFEARL U AL v TFOWMGFRHTRISNET,

FIE

configure terminal
Ju—sbar7 4 Xalb—vary - RERBLET,
i

apicl# configure terminal

[no] monitor fabric session session-name

Ty IV BT=A )T vy a URERVER L ET,
1 -

apicl (config) # monitor fabric session mySession

[no] description text

TOEFE=AZY T By aryO@AERBINLET, TEFERXMIARR—ZARNEEINTWVELES
WX, H—5| A CHOLENHY F7,

&1

apicl (config-monitor-fabric) # description "This is my fabric ERSPAN session"

[no] destination tenant tenant-name application application-name epg epg-name destination-ip
dest-ip-address sour ce-ip-prefix src-ip-address

WA F—Tx2A AT PELTHEEL, a7 4 F¥=2b—vaE— REBL
F7,

1 -

apicl (config-monitor-fabric)# destination tenant tl application appl epg epgl
destination-ip 192.0.20.123 source-ip-prefix 10.0.20.1

[no] erspan-id flow-id
ERSPAN & v 3 . ™ ERSPAN ID 5% L £9, ERSPAN O#ifHi% 1 ~ 1023 T,
B -

apicl (config-monitor-fabric-dest)# erspan-id 100

[no] ip dscp dscp-code




i |

B wosxsqiocuzERLET 7 TY vs E— KETO ERSPAN 0O

ATy T1T

ATvT8

ATvT9

ATy 710

ATvIN

AT T12

ATy 713

ERSPAN b T 7 1 w7 D34 > h® DiffServ = — K "1 >+ (DSCP) {Ex#&ELE£7, &
TXAHiPHIZ 0~ 64 T,

1 -

apicl (config-monitor-fabric-dest)# ip dscp 42

[no] ip ttl ttl-value

ERSPAN 7 7 ¢ » 7 @ IP {7-f¢ pIRERF[H] (TTL) fEZa%E L E£9, #PHIX1 ~ 255 T7,
11 -

apicl (config-monitor-fabric-dest)# ip ttl 16

[no] mtu mtu-value

ERSPAN & v ¥ a DI KIGEHAL MTU) VA XEZRELET, FHETE HHHIL 64 ~
9216 /XA T,

&1

apicl (config-monitor-fabric-dest)# mtu 9216
exit

TS TV BEAREE— NIZRED £7,

i -

apicl (config-monitor-fabric-dest) #

[no] sourceinterface ethernet {slot/port | port-range} switch node-id
EEILA =T oA A R— bEIIR— MEHZEE L 7,

11 -

apicl (config-monitor-fabric) # source interface eth 1/2 switch 101

drop enable

ASIC TRuE Y 7ENTZTRXTONNTry hexy 7F v L, FHREE ST SPAN 58 4612 2%41(E
9%, SPAN 4> Ko v 7#ees A x—7 iz LET,

&1

apicl (config-monitor-fabric-source)# drop enable
[no] direction {rx | tx | both}

TV TTDHET T4y 7 OFMERELET, HRlE, F#METXR— I &I L TR
ETEET,

1 -

apicl (config-monitor-fabric-source)# direction tx

[no] filter tenant tenant-name bd bd-name
Ty RAAL LTI T4 w7 %74 V2 Y T LET,
151 -



NX-08 R &2 A )LD CLI ZEAL~TF > b E— K TO ERSPAN DR E .

apicl (config-monitor-fabric-source)# filter tenant tl bd bdl

AT 714 [no]filter tenant tenant-name vrf vrf-name
VREChI7 747 %7 4 VH )T LET,
11

apicl (config-monitor-fabric-source)# filter tenant tl vrf vrfl
ATvT15  exit

TIRA RSV T Ly va VREE— FIZRY £

il

apicl (config-monitor-fabric-source) # exit

AT 716 [no] shutdown
EFEmRZ VT vy arET =70 (E203A4%—T L) IZLET,
1 -

apicl (config-monitor-fabric)# no shut

1

ZOFIE, ERSPAN 7 7 7 U w7 =RV o vy a Uy BRETAHFEEZRLTHD
i—a‘o

apicl# configure terminal

apicl (config) # monitor fabric session mySession

apicl (config-monitor-fabric)# description "This is my fabric ERSPAN session"
apicl (config-monitor-fabric)# destination tenant tl application appl epg epgl
destination-ip 192.0.20.123 source-ip-prefix 10.0.20.1

apicl (config-monitor-fabric-dest)# erspan-id 100

apicl (config-monitor-fabric-dest)# ip dscp 42

apicl (config-monitor-fabric-dest)# ip ttl 16

apicl (config-monitor-fabric-dest)# mtu 9216

apicl (config-monitor-fabric-dest)# exit

apicl (config-monitor-fabric)# source interface eth 1/1 switch 101

apicl (config-monitor-fabric-source)# drop enable

apicl (config-monitor-fabric-source) # direction tx

apicl (config-monitor-fabric-source)# filter tenant tl bd bdl

apicl (config-monitor-fabric-source)# filter tenant tl vrf vrfl

apicl (config-monitor-fabric-source)# exit

apicl (config-monitor-fabric)# no shut

NX-08 R Z 1 )LD CLl ZEA L =T+ > k E— K T®D ERSPAN D% E

ACI1 777Uy 7 Tlx, 77 h F— RO ERSPANREZFHH LT, TF FNOZ KR
AN ITN—TNORIEENTZ N T T4 v 7 2E=F ) T TEET,
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B vosxs4 L0 £ERLETF Yk E— FTO ERSPAN DR E

ATy T

ATvT2

ATvT3

ATv74

ATy TH

ATvT6

TFr b |—=FRTIE, BETEPGOLRIEEINIZ N T 74w 27iE, AUTF v PNDFEE
EPGIZXEENET, FETLEFITBEDEPGR 77 7Y v 7NTBELTH, F T 74>
TDE=FY) TIINIEBELEE A,

FIE

configure terminal
Ta—r VB EE— 2B LET,
151 -

apicl# configure terminal

[no] monitor tenant tenant-name session session-name
TrrybhER=2Y) T vy a VREEERLET,
i

apicl (config) # monitor tenant session mySession

[no] description text

ZOT77RRAE=FV T By a rORMAEBINLET, THFAMIAR=ZARGEENT
WOHEEIL, B—Sl A CHOLLERDH D £,

1 -

apicl (config-monitor-tenant) # description "This is my tenant ERSPAN session"

[no] destination tenant tenant-name application application-name epg epg-name destination-ip
dest-ip-address sour ce-ip-prefix src-ip-address

WA B —T =2 A AT MELTHEEL, a7 X2l —at— RREBL
i —a‘o
1 -

apicl (config-monitor-tenant)# destination tenant tl application appl epg epgl
destination-ip 192.0.20.123 source-ip-prefix 10.0.20.1

[no] erspan-id flow-id

ERSPAN t >+ 5 @ ERSPAN ID Z % L £7, ERSPAN D% 1 ~ 1023 T,
1 -

apicl (config-monitor-tenant-dest)# erspan-id 100

[no] ip dscp dscp-code

ERSPAN ~F 7 1 v 27 D37 » F® DiffServ =— K R4 >k (DSCP) EARELET, HE
TE 5T~ 64 T,

51

apicl (config-monitor-tenant-dest)# ip dscp 42



ATy T17

ATvT8

ATvT9

ATy 710

ATvIN

ATvT12

ATy 713

NX-08 R &2 A )LD CLI ZEAL~TF > b E— K TO ERSPAN DR E .

[no] ip ttl ttl-value
ERSPAN k7 7 ¢ v 7 @ IP 1&ft Al RERFRE] (TTL) EAZRE L E9, #PHIL 1 ~ 255 T9,
5 -

apicl (config-monitor-tenant-dest)# ip ttl 16

[no] mtu mtu-value

ERSPAN & v ¥ g VD RIBEHEA. (MTU) 34 XZ2RELET, FHETE 28EHIT 64 ~
9216 /XA TT,

B -

apicl (config-monitor-tenant-dest)# mtu 9216
exit

F=H— TV EBEAREE— NIZRED £7,

1

apicl (config-monitor-tenant-dest) #

[no] source application application-name epg epg-name
EEILA =T oA A R— MEIIAR— MEHZEE L E 7,
11 -

apicl (config-monitor-tenant) # source application app2 epg epg5
[no] direction {rx | tx | both}

F=ZVTTHNT T4y OFmMEEELET, HAlE, BSELAR— T EITMN LT
ETEET,

&1

apicl (config-monitor-tenant-source)# direction tx

exit

TIORAE=RZV T By a VREE— RNIZRED 7,
£

apicl (config-monitor-tenant-source) # exit

[no] shutdown
F=XV T By varET 4 E—T 0 (FiFA X —T70) ITLET,
51 -

apicl (config-monitor-tenant) # no shut
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B nxo0s 25100 cu %R LS 00—/ 3L SPAN-On-Drop £ v & 3 L DEE

il

ZOPE, ERSPAN T F F=X ) 7 vy v a v a2RETDHIHEEZRLTVE
7,

apicl# configure terminal

apicl (config) # monitor access session mySession

apicl (config-monitor-tenant) # description "This is my tenant ERSPAN session"
apicl (config-monitor-tenant)# destination tenant tl application appl epg epgl
destination-ip 192.0.20.123 source-ip-prefix 10.0.20.1

apicl (config-monitor-tenant-dest)# erspan-id 100

apicl (config-monitor-tenant-dest)# ip dscp 42

apicl (config-monitor-tenant-dest)# ip ttl 16

apicl (config-monitor-tenant-dest)# mtu 9216

apicl (config-monitor-tenant-dest) # exit

apicl (config-monitor-tenant)# source application app2 epg epg5

apicl (config-monitor-tenant-source)# direction tx

apicl (config-monitor-tenant-source) # exit

apicl (config-monitor-tenant) # no shut

NX-0S X4 1 JL®D CLl #{EFA L =4 0—/\)L SPAN-On-Drop v > 3 DB E

2Ty

ATV

T2

73

OB arTiR, S —FEOTRTCOFR— 2 SPAN EETETE27 0 — L Fav
Ve B EE R LET,

FIE

configureterminal
Ju—r\ ) a7 4 FXal—arET— REBLET,
11

apicl# configure terminal

[no] monitor fabric session session-name
T 7V BRIV Ty va VREERERLET,
i

apicl (config) # monitor fabric session Spine301-GD-SOD

[no] description text

IOE=AZY TSy arOmAEZEMNLET, TFRAMIAR—ZAREENTVELHS
T, H—5 AT CHLLENH Y £,

B -

apicl (config-monitor-fabric)# description "This is my fabric ERSPAN session"

source global-drop switch



REST API % {5/ L 7= SPAN 00 ]

I

ASIC TRy T ENTZTRTONRT y baF v 7 F v L, FHRIRIE S 172 SPAN %656 12 241
95, SPAN #4 > Ku v 7#ies A 2 —7 iz LET,

1 -

apicl (config-monitor-fabric)# source global-drop switch

ol

AT 75 [no] destination tenant tenant-nameapplication application-name epg epg-name destination-ip
dest-ip-address sour ce-ip-prefix src-ip-address

oA A —T =2 A AT MELTHEEL, a7 Xl —art— REfBL
ij_o

1 -

apicl (config-monitor-fabric-dest)# destination tenant ERSPAN application Al epg El
destination-ip 165.10.10.155 source-ip-prefix 22.22.22.22

15l
&IZ, SPAN-on-Drop 7 v a v a&ET HHEZRLET,

apicl# configure terminal

apicl (config) # monitor fabric session Spine301-GD-SOD

apicl (config-monitor-fabric) # source global-drop switch

apicl (config-monitor-fabric)# destination tenant ERSPAN application Al epg El
destination-ip 179.10.10.179 source-ip-prefix 31.31.31.31

REST APl Z{# 8 L /= SPAN D& Rk

RESTAPI £ L1- ERSPANSE5ED T 7 T ) v O BEST IL—TDETE

Dt a Tk, RESTAPI ZfiH LT, ERSPANSEIED 7 7 7V » V555 /) — 7 %3
ETDHZ XY, RESTAPI DR TEERLET, HHFRRR T 2/87 4 DU A MMIOW
Tix., [APICEHEEHET VAR 22 T 7ZE0,

FIE

ERSPAN 5507 7 7V » V58 SN —T R E L £,

POST https://<APIC_IP>/api/node/mo/uni/infra.xml

<spanDestGrp annotation="" descr="" name="Dest2" nameAlias="" ownerKey="" ownerTag="">
<spanDest annotation="" descr="" name="Dest2" nameAlias="" ownerKey="" ownerTag="">
<spanRsDestEpg annotation="" dscp="unspecified" finallIp="0.0.0.0" flowId="1"

ip="179.10.10.179"

mtu="1518"srcIpPrefix="20.20.20.2" tDn="uni/tn-ERSPAN/ap-Al/epg-E1" ttl="64"
ver="ver2"

verEnforced="no"/>

wE
| I
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</spanDest>
</spanDestGrp>

=1

RESTAPI ZfERA L=/ B—/\L KAy TEETTIL—TOHEE

OBV a3 T, RESTAPLZEH LT/ a— L Ra vy P E G NV—T 2T 5 2
LIZL Y, RESTAPIOfFEH FEEZRLET, FHAEERT 0 X7 DU X MIOWTI,
TAPIC EHEHRET VEE] 22 L T 7ZE0,

FIE

Jsa—sv Ray FEELT N —T /R LT,

POST https://<APIC_IP>/api/node/mo/uni/infra.xml

<spanSrcGrp adminSt="enabled" annotation="" descr="" name="Spine-402-GD-SOD" nameAlias="">
<spanSrc annotation="" descr="" dir="both" name="402" nameAlias="" spanOnDrop="yes">
<spanRsSrcToNode annotation="" tDn="topology/pod-1/node-402"/>
</spanSrc><spanSpanlbl annotation="" descr="" name="402-dst-179" nameAlias=""

tag="yellow-green"/>

</spanSrcGrp>

RESTAPI Z{EF L 7= SPANSESE & LTD ) —T KR— FDERTE

OB a3 T, RESTAPIZEH L TY —7 AR— %2 SPAN%EEE LTHRETAHZ LI
X0, RESTAPIDMEH FikZzErLE T, HHAER T v X7 4 DY A MZoOWTIE, [APIC
FHEHRET VER] 22 LT a0,

FIE

J—7 R— F%& SPAN%GEE & LTRELET,

POST https://<APIC IP>/api/node/mo/uni/infra.xml

<spanDestGrp annotation="" descr="" name="Dest4" nameAlias="" ownerKey="" ownerTag="">
<spanDest annotation="" descr="" name="Dest4" nameAlias="" ownerKey="" ownerTag="">
<spanRsDestPathEp annotation="" mtu="1518"

tDn="topology/pod-1/paths-301/pathep-[ethl/18]"/>
</spanDest>

</spanDestGrp>



RESTAPI £/ L1- SPAN 7 s t Xk g/ L—T 0%z [

RESTAPI 2 L1=SPAN 7V t RZETIIL—TDHRTE

Okt a T, RESTAPLAZEH L TSPANT 782 V—R I —T2H/ETHZ LI
X0, RESTAPIDFEH FikE R LE T, HHAEERT v X7 4 DY A MZOWTIE, [APIC
EFHIEHRETAVER] 2R L TTEEN,

FIE

SPAN 77 B A KEXT I/ N—T 2R ELET,

POST https://<APIC_IP>/api/node/mo/uni/infra.xml

<spanSrcGrp adminSt="enabled" annotation="" descr="" name="Test-Src2" nameAlias=""
ownerKey=""
ownerTag="">

<spanSrc annotation="" descr="" dir="both" name="Srcl" nameAlias="" ownerKey=""
ownerTag=""

spanOnDrop="yes">

<spanRsSrcToPathEp annotation="" tDn="topology/pod-1/paths-301/pathep-[ethl/1]"/>

</spanSrc>

<spanSpanLbl annotation="" descr="" name="Destl" nameAlias="" ownerKey="" ownerTag=""

tag="yellow-green"/>
</spanSrcGrp>

RESTAPI 2 L1=SPAN 7 7 T v O R ETTIL—TDHE

Ot aTiE, RESTAPLAZEH L TSPAN 77 7V v V(BTN —TE2HETH Z
Lk W, RESTAPI OffHFEAZRLET, FHMRER T 087 4 DY A MIOWTIEL,
TAPIC EBUEHRET VEEL] 2L T 7EE0,

FIE

SPAN 77 7' U v 7 EE LI N—THHELET,

POST https://<APIC IP>/api/node/mo/uni/infra.xml

<spanSrcGrp adminSt="enabled" annotation="" descr="" name="Test-Src2" nameAlias=""
ownerKey=""
ownerTag="">
<spanSrc annotation="" descr="" dir="both" name="Srcl" nameAlias="" ownerKey=""
ownerTag="" spanOnDrop="yes">
<spanRsSrcToPathEp annotation="" tDn="topology/pod-1/paths-301/pathep-[ethl/51]"/>
</spanSrc>
<spanSpanLbl annotation="" descr="" name="Dest2" nameAlias="" ownerKey="" ownerTag=""

tag="yellow-green"/>
</spanSrcGrp>




i |

B resTAPI £/ L1 ERSPAN ST 7 4 £ R 5K Y L —TORE

REST APl Z{F L 1= ERSPAN 385 D7 U £ RFEE T IL— T DERTE

ZDO® 723 Tlx, RESTAPI 2/ L C. ERSPAN%GZEDT 7 & A5 /N —F %R ET
HZ LIk, RESTAPIOfEH FEERLET, HEER Y /N7 4 DU A MIHOWTIE,
TAPIC EBEHRET VEE] 22 L T 7ZE0,

FIE

ERSPAN 55D 7T 7 2 Ao 7N —T R E L E T,

POST https://<APIC_IP>/api/node/mo/uni/infra.xml

<spanDestGrp annotation="" descr="" name="Dest4" nameAlias="" ownerKey=""
ownerTag="">
<spanDest annotation="" descr="" name="Dest4" nameAlias="" ownerKey=""

ownerTag="">
<spanRsDestPathEp annotation="" mtu="1518" tDn="topology/pod-1/paths-301/pathep-
[ethl/18]"/>
</spanDest>
</spanDestGrp>

RESTAPI ZfERA L1=#5E T 4 JILZ 12K % SPAN T 1 LR DERTE

WL, RESTAPI Z#fiH LT SPAN 7 4 L2 2R ETHHFEEZRTLTOVET,

FIE

Rest API Z i1 L T SPAN 7 4 L Z Z R ET A2

1 -
URL: {{apic-host}}/api/node/mo/.xml
BODY:
<polUni>
<infraInfra dn="uni/infra">
<spanSrcGrp adminSt="enabled" descr="" dn="uni/infra/srcgrp-locall” nameAlias=""
ownerKey=""
ownerTag="">
<spanRsSrcGrpToFilterGrp tDn="uni/infra/filtergrp-two" />
<spanSrc descr="" dir="both" name="srcl" nameAlias="" ownerKey="" ownerTag="">
<spanRsSrcToPathEp tDn="topology/pod-1/paths-101/pathep-[ethl/15]" />
</spanSrc>
<spanSpanlbl descr="" name="destl" nameAlias="" ownerKey="" ownerTag="" tag=
"yellow-green" />
</spanSrcGrp>
<spanDestGrp annotation="" descr="" dn="uni/infra/destgrp-destl” nameAlias=""
ownerKey=""
ownerTag="">
<spanDest annotation="" descr="" name="destg" nameAlias="" ownerKey=""

ownerTag="">
<spanRsDestPathEp annotation="" mtu="1518" tDn="topology/pod-1/paths-101/pathep-

[ethl/71" />
</spanDest>



gmatowm [

</spanDestGrp>
<spanFilterGrp name="two">
<spanFilterEntry name="udp two" ipProto="udp" srcAddr="1002::1/64"
dstAddr="1001::1/64"
srcPortFrom="1" srcPortTo="2" dstPortFrom="1" dstPortTo="2">
<spanExtendedFltEntry name="arunl" dscpFrom="0" dscpTo="10" dotlpFrom="0"
dotlpTo="7"
tcpFlags="128" v6FlowLabel="1522" forwardingVal="switched" />
</spanFilterEntry>
</spanFilterGrp>
</infralInfra>
</polUni>

et DA

atid,. BIL TV A7 V=27 FO YT LI A LOREEZEEEL, HAstre F T 7L
Va—T 4 U7 EARICLEY, MEHEER, MR E A T v RORE IR T
& BE AL S—UTINETE X,

AU —ik, WETIFHFoREE, ME, 7327 7vara2ERLET, ExE AN
VLAN TRe v 7ENn7=37y FO LEWEXNER 1000 28 2 5546, ") 2 —IXEPG LT
1 OOBEEEZAERT D ENTEET,

WEr—21%, A v Z—7 A A, VLAN, EPG., 77V r— 3 7a7 7 A/L, ACL/L—
. TFU R, NEBAPIC 7 v AR PO S8 E Y —AnbIUES N E T, Hitkix, 5.
154y, 1R, 1 H, TR, 1 22A, 1IUES, £ 1 Eod 7Y CIRIRCT — 2 2%
BLET., BOHHORMRICE > T, RVEREAG2 0 ET, SEIEMitEmR 7 23
T4 EFHTE, RKE, B B 2fbor—h, bR R RADEFEERERD
0 ET, WEARRRIISR TE £, RU —iF, #itz v 2T L OBUHEDIRRE) HUIUE
T 50, BIBICERT 50, X2 0ME0ERECEET, 2, A v—iF, &
JERE & 1 D72 TS MR CIET L Lo e T E7, | FEHIIBEhY > Ko
TY, TRFREIARGE T 5 &, RO SHRIOFENENE I, —FEYIO S oIcNE ST —
EPMHESNET,

N

GE)  SHOREDOY TN La— RogREIZ 1270 QRO ICERShET, ot
RTOYP U FURBIEIZ, 1,000 70 La— RIZHIBENTWET, =& 21T, 1 B ok
R 41 B CRREFCE £,

GUI TO#EHIFmD IR

TV r—vary7adyrAn, WA X —T A A TV vy RALY 77T Vvl
J— KX APICGUI 2 LT, 2047V x7 FOMiHEREFRTEET, GUI T
WaHERE £ T DL, TEFT—2 30 XM TEHT V=7 FERIRL, [STATS| ¥ 7 % 7
Vo LET,

A B —T oA ZADMFHIEREFRT D FIEL, kO LB TT,




i |
B = oromstEma~or

FIE

RTY TN A=a— =T, [Z7TYUvY (Fabric) | >[4 X2 k1 (Inventory) | #=IRL £7,
ATw T2 [FEHF—2 3> (navigation) | DA T, ANy REZ@IRLET,
RT9T3 Ry FEREHL, A vTFZRHLET,

ATy 74 [FEHX— 32 (Navigation) 1931 T, [ B2 —T x4 R (Interfaces) | # &R L. ethl/1
PRI L ET,

ATy T5 [EE (Work) ] ~3A > T, [STATS (#£5t) | ¥ 7 & EIR L £,

APIC 1341 v & — T = A ARMEMEBAF TR LET,

Ll

RDERY

[E%£ (Work) 1A > DRDT A a2 %A LT, APIC TOMFHERDE R FIELZEHTE
£7

o 37 (Refresh) : #etEHzE FEICTEH L E9,
e T —7 ) B 2—DF R (Show Table View) :FEF ¥ — FDOEREZYIVIEZ E7,

o FEFOBMAFE 72 13fE 1 (Startor Stop Stats)  : FEEHERO HEVEF 2 AN F 21Tz LE
R

o HEFOIBIR (Select Stats) : KRk TAH T Z LWL TNDA L Z—rVEBELET,

A7Vl & XML & LTH U r—F (Download Objectas XML) : XML U CTA 7
Vxl hEXyrua—RKLET,

« WX A7 (MeasurementType, HHHDT A 22) : FHaHEROME X A T E2BE L ET,
F7varé UTRBE, EOME, FOE, BHaERH Y £,
Ay FOFEHERIT U K
KDOAS L RafioT, ACLY —7 AL v FOMEHEREF R TEET,

avw >R EL:q]

L # ¥ — Cisco Nexus ® show/clear ==~ > K |ZEHIIZ-OW T, Cisco Nexus 9000 &V — &
NX-OSHERE T A RESRL TS0,
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avy kR

S

show platform internal countersport [port_num
| detail | nz| {internal [nz |int_port_numj}]

A v R MR E R LET

s port_ num: A1 FDZRVETEA— b

o

« detail : SNMP, 7 7 A, B I OHREDH
FEELET,
nz: BulAoEosrzRsLET,
internal : IR — b O EHERZ FR L
i‘a‘o

int_port_num : NEBERELAR — M, 72 &
ZIE, BCM-0/97 DETX, 97 EATIL
ij—o

GE) Vorsmilty hEnbd e, A
AvFOHT BNl £
T, UK Uy hOFHITIE
UFoLoRnHY £,

cWENRY DY Y b
s FENC X DR — FofFL
(N— P SN TR)

show platform internal countersvlan
[hw_vlan id]

VLAN #itiEsm e £r L £,

show platform internal counterstep [tunnel_id]

TEP #itfE AR R L E T,

show platform internal countersflow [rule_id |
{dump [asicinst] | [slice direction | index
hw_index]}]

7 v —iEHE R E RN LET

clear platform internal countersport [port_num
| {internal [ int_port_num]}]

R— MEEHEREZHEHEL T

clear platform internal countersvlan
[hw_vlan id]

VLAN 7 7 o Z #i{EELF T,

debug platform internal statslogging level
log_level

FRy 7 aX oy LV EHRELET,

debug platform internal statslogging
{errjtracelflow}

TRy TOuX 7 24 TR ELET,
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B cvzemyamstmmL s EosE

GUI ZEAJ oiaHFEmL S LMEDEE

ATy T
ATvT2

ATvT3

ATvT4
ATy S5

ATvT6

ATy T17

ATvT8
ATvT9

ATy 710

ATvIN
ATvT12

GEHERICET B FS TN a—T

FIE

A ==z — /N—"C, [Fabric] > [Fabric Policies] Z &R L £,

[FEX—< 3> (Navigation) |4 > T+%&227 Vv 7 L, [E=4 1) 5 R — (Monitoring
Policies) 1 Z /& L £7,

[FEX—> 3> (Navigation) ]34 T, F=X U 7 R —4 (Default’s &) ZJEEIL
7

[#EHIRER ) o — (StatsCollection Policies) | %27 U v 7 L£7,

[#ietIN&EAR 1 & — (StatsCollection Policies) | 7V 4 > R U T, LEVWHEEZRET D [E=ZF
V5 F TS b (Monitoring Object) ] B LU [#ET2 4 7 (Stat Type) | Z IR L £,

[E% (Work) ] 31 > C. [ LZLME (CONFIG THRESHOLDS) | D FDO + %7 A 2
7 Vw7 LET,

[AL223> DD LELME (THRESHOLDSFOR COLLECTION) |V 4> R T+ %
77Uy 7L, LEWMEZEMNLET,

[FB/87 1 %2R (ChooseaProperty) | 7V v RUT, #at¥ A 7 &2BINL £,
[#at LELMEZHRE (EDIT STATSTHRESHOLD) | V4 > KU T, RO LEVMEEIEE L
ij‘o

« IEYEfE (Normal Value) : 17 v % OH A,

e LXVMEMD A (Threshold Direction) : L XUVMEDSERINEF ZITR/IMENE 20 E R LE
j—O

o FH LU ZUME (Rising Thresholds) (2 U7 « 1L (Critical) . A Y% — (Major) ., <A
J— (Minor) ., %45 (Waming) ) : fERLEVWMEZ ERES>GEEIC NI V- ET,

« TFEL &V M (Falling Threshold) (2 V7 ¢ #1/L (Critical) . A ¥+ — (Major) . <A
F— (Minor) . 4% (Warning) ) : fERLEWEEZ FEI-7ZHAEIC MY T—SNET,

FRBIXOTRELEIVVEOREWE. VEy MEZRETEET, REMEIZ=ZT—N MY H—X
NDFAIVTHEEELET, ViEy MEIZTZ T —NEEINDI XA IV T ERELET,
LEWVMEEZRTFT DI21E, EIET S (SUBMIT) 1227V 7 LET,

[ALY L 3>D=HDOLEME (THRESHOLDSFOR COLLECTION) ] ¥ ¢ > K% ¢, [F
L% (CLOSE) |27V vy 27 LET,

AT DF YA
WDFRIZ, CiscoAPICIZIE T AHMEHERICEAT A N T T NAv a—T 4 T DT U A EEK
L/\i‘é—o
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APIC 1%, &7z
T=H VTR v—
AL ET AL

FT=HX YT RY =PRHEA ST TH, APIC BSFRHEROINE
RN YT LEWEICHT 28 ER L ST DT 7 v a v 2FTLR
W ERTENREA L ET, BBEMRT 21203, IROFIRICHE-> T2
Sy,

. monPoan NELWE=HX T T R U —%2F L TWEZ L2
ﬂ‘LA L/\i—g—

cBLIANELSRESIN, =TT =NV 2R LET,

e TF LU NDF TVl FOBAIT., F=F VT RY —E DR
REWRLET,

HERK U 7z —EB Ot
VAT ASYINCYAAN

M & R 21203, IROFIRIHE - TS IEE 0,

T X VTR —BIOIERY —NTT 740 Mk -
TN 2> T DIERHER A MR L £,

R —E MR L. MEHEHRNT 7 4L N TEIZ 2o T
B, ETRIIEEDA B — VTN > TV A Z B L
i‘a‘o

AR U —E MR L. MEHEHRNT 7 4L N TEIZ 2o T
B, ETRIIEEDA B — VTN > TS Z B L
i‘a‘o

GE) Tr 7V v ~SVADOREHERZERE . 5 oM OREHE
WNAAL v TFIRGESIN, AL v TR T—hEns L
g%bhjzj‘o

IR & 3 e
Byt Ul il S G AS
Y,

M & iR+ 21203, IROFIRIHE - TS IEE W,
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RIA L A =T oA A a—HF— A REZRLTITEIN,

CiscoAPIC F T TN a—TFT 4 VY CLUZERALTSPAN Y >3 VEERT 5

ZDE s v a2 T, CiscoAPIC h T 7 by a—F 47 CLIZHH L TSPANE v v 3 v &
BT 2 71k R LE T,




u~wuy—texgiEsasrur i

FIE

AT w71 troubleshoot node session <session_name> nodename <node_id>
=Rty ary (Fr—rUr Rav ) ZERT 5T
£

apicl (config)# troubleshoot node session 301-GD-APIC nodeid 301

AT 72 troubleshoot node session <session_name> nodename <node_id> interface ethernet <interface>
A B—=T 2 A A LULDE v g rEERTHICIE
1
apicl (config) # troubleshoot node session 301-GD-APIC nodeid 301 interface ethl/3
AT 73 troubleshoot node session <session_name> monitor destination apic_ip srcipprefix <ip_prefix>
drop enable erspan-id[optional]
5a%e% Cisco APIC & L CHEE L, Ru v 7IREIZ SPAN 2G0T 5121 -
11

apicl (config)# troubleshoot node session 301-GD-APIC monitor destination apic srcipprefix
13.13.13.13 drop enable

AT w74 troubleshoot node session <session_name> monitor destination tenant tenant application <app>
destip <dest_ip>srcipprefix<ip_prefix>drop enable er span-id[optional]
ERSPAN %E%c 248 E L. RNw v 7KfIC SPAN Z A 202 51213 -
i

apicl (config)# troubleshoot node session 301-GD-APIC monitor destination tenant ERSPAN
application Al epg El destip 179.10.10.179 srcipprefix 31.31.13.31 drop enable

ZESE & UTERE ST D & X (T Cisco APIC € SPAN-on-drop /37 v b ZFEFRT D121 ¢
1. SPAN-on-drop & v a &Mz LET :
apicl (config) # no troubleshoot node session 301-GD-APIC monitor

2. drop-stats 7 L7 k UI|ZFE) L. DropPackets *.pcap 7 7 A V&R L E T
(/data2/techsupport/troubleshoot/node/Session_name/span_capture/drop-stats'Dr opPackets *.pcap) .

L4 ~ L1 H—EREEEFEAHT TV F

NIV 2a—=T 4T U4 W= REFHTEE, 2—F—F 2250 FiRA V FEEE
L. TN6DxTY RiRA v MEOXIET D bARa 2R R-RTEET, PARaPNO2oOOT
RARA > FEIZ L4 ~ L7 V—EANFET DHEAE. INbbFERTEET,

ORI varyTiEH, 2OV —ATHRIESNTZANSELTO YT U AT OV T L E T,
L4~L7H—EANTIH, "R TPOBNEEICL N, 774 T U4 —/b, a— RKNF
P BIXOEREThoOMAELEDED, SEIERERMEREN NS £9, b

wE
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B = rRoorpaTy RReY FADBEEAPIOY R ~

i |

RaYHNDO2ODOxY RARA LV NN T 7 AT U A —VBFET DG, VT Ty a—T ¢
T U= R TFAT I F I T —=E T AT I g =N ) — T ~DEG A B L
FT, 200y RARA » MHIZR— RAT U —RNEETIHE, e — AT —FTO
HHRAERS L CRRTEET (F—A"—FTEHERTEETA) .

WDOEIT, T TN a—T 407 U4 P = RKRTHRIESNIZL4 ~LT —E R v F U A4 %R

LTWET,

F YA 1 2 3 4 5 6

J—FK# 1 1 2 1 1 2

TFIN R GoTo FW GoTo GoTo. GoTo |FW-Golhough |SLB-GoTo |FW. SLB
(vrf5y%]) |SLB FW. SLB (GoThrough,

GoTo)

7— L% 2 2 2 2 2 2

Oy a1—% EPG EPG EPG L30Out L3Out L3Out

Jno/4 4— |EPG EPG EPG EPG EPG EPG

TINAREA4T|VM VM VM LBE e L

aY k3% ko) |tenant ATX|AUTHARN | AUTXA|ArTX | Tar—L

1 AR i B SN ~ RN

a9y 432 E—FK|L2 L2 L2, L2 L3, L2 L3 L3/L2. L3

H—EX 74w |BSW BSW DL /PC wE D FR— |VvPC SEHE DR —

F I K

55472 k7 |FEX FEX  |FEX W OR— | WEO | EEOR—

H—/N—F 45w |VPC vPC vPC BEOR— | BEOD WD AR—

F I A— b k

IVRERAV MBIV RERA Y EADEHKEAPID!) X F

DLFiE, EPHEP~D (=2 RARA > bMH) B CHERAFRER NI TN a—T 4 T Uy
YP—RAPIDY A b TT,

s A XTI T 47 API (121 ~X—7)
» createsession API (122 ~_—72))
«EBFHE v 3 AP (123 N—)

e T hI v H APL (124 _—3)




425359747 API

1>8595717a0 |

s traceroute API (124 ~—72)

e span APl (124 ~—2)

« generatereport API (126 ~—73)

« AV a—/LLIAR— b APL (126 X—2)
« getreportstatus APl (127 ~<X—2)

« getreportslist API (127 ~X—2)

» getsessionslist API (127 ~—73)

» getsessiondetail API (127 ~X—2°)

« deletesession API (128 ~—<)

« clearreports API (129 ~=—3°)

ezt hF 27 K APL (129 =—73)

T RKRA U (ep) MBTY RIRA LV bAOXFEFU N T TNy a—T 4 7y vaizlE
%9 % IZ1X, interactive APT 2 L £9°, £ = —/ L4 (% troubleshoot.eptoeputils.topo T,
BE%03 getTopo T4, %6 APL I E 254K (reg_args) I - session T,

WDOFRIZ, A7 a o5 (opt_args) & FNENDFHAEZRL £,

B DEREA

A7 arms1% (opt_args) Bl

- srcep BETT Y FRA U M

- dstep Bl = FARA v "4

- sreip EETL T RRA L FDOIPT FLA

- dstip Befgiem RARAV FIP T RL A

- srcmac EEIT= RARA > s MAC

- dstmac Bide = R Ak MAC

- sreextip L3 AMHEFILIP 7 R LA

- dstextip L3 #MNE RS TP 7 R L&

- starttime NZGTNY a—TFT 47y a rORERZ
- endtime NGNS a—F 4T vy g OKTEZ
- latestmin BAGIFZI N OGS D N7 TV a—T 1 7 &y

va ORI (43 AL

=gt .
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- description tyva IO TOHA

- scheduler LAR— NERD A 2 —F 4

- srcepid Obsolete

- dstepid Obsolete

- include Obsolete

- format T AHLR—FDO T —~ v k
- ui WEBCREM ()

- sessionurl LAR— hOYHT

-action traceroute/atomiccounter @ start/stop/status 72 &
- mode PO

- de PN T

- ctx PR A

createsession API
T REBRAU N (ep) MBTZU RRA L D RNT TNV a—T 4Ty ia  BERT S
IZ1%. createsession API il L 9, £ = —/L4 1% troubleshoot.eptoeputils.session T, B
1% createSession T,
createsession API O ZHAF 4% (req_args) Id -session (v a > 4) TY,
WDORIZ, &7 arD51% (opt_args) &FNTNOHMAEZRLET,

BX DA A7 a D5 (opt_args) Hili:

- srcep

EEILT Y RRA LV M

- dstep Bfee = RaFA U N4

- srcip EETLZRRA L FDOIPT FLA

- dstip e RARA L FIP T RL A

- srcmac FEEITLTZ L R A~ b MAC

- dstmac Bede = KA1 » b MAC

- sreextip L3 AMHBEFILIP 7 R LA

- dstextip L3 SNt IP 7 R L2

- starttime NI a—T 007 By a ORIEEA




EEr v 3> APl

zEtvav ARl ]

- endtime NoTNY a—T 47 By a O TEZ

- latestmin BRAGHELIN GRS D N T TNy a—T 47 &y
voa ORI (5 HAL)

- description Ty a AT OV T O

- format ERTHLER—FD 73—~ k

-ui WER TR (HEHR)

-action traceroute/atomiccounter @ start/stop/status 72 &

S ATV a—7

- srctenant HEETLZY RRA > FOTF 2 DT

- srcapp EETTZ RRA Y bOT 7Y OL4THI

- srcepg EETTZ RRA L MO RRA N T —TD
AT

- dsttenant FdeT v RiRA v DT T b DLHE

- dstapp SRS RARA » FOT 7V DA F

- dstepg T KRS vDZ Y RRA v N T A—T D4
i}

- mode PN O

T RFRADN (ep) By arvhbxm RRA LV MO NT TNV a—T 40Ty a il
S 521X, modifysession API i L £7°, £ = — /L4413 troubleshoot.eptoeputils.topo

<. BT modifySession T,

modifysession APLIZ B2 72 5148 (req_args) (X, -session (> =3 4) LU -modeTY,
WORIZ, A7 v a0k (opt_args) & FNTNOHAEZRLET,

BX DA

AT arn51% (opt_args)

Bl

- starttime

NG TNy a—T 07 By a DR

- endtime NoTNY a—T 47 By a O TEZ

- latestmin BIIRIF AN ORAMGT A2 NI TNy a—T 47 v
va ORI (4 HAL)

- description Tty a OV TOHH




i |
B 7rs00n905am

Tr2vOHho3 APl

T RARA N (ep) MBTU RARA L bADT "I w7 hor B By aBERTHIC
IZ. atomiccounter APl ZfliH L 9, ¥ = —/ L4 Idtroubleshoot.eptoeputils.atomiccounter
<. B3%iEmanageAtomicCounter Pols T,

atomiccounter API (272541 (reg_args) IZRD & B TH,

* - session
T I ayv

- E— R

)

()  atomiccounter API (21X 47 Y 3 > D54k (opt_args) 1£HV FH A,

traceroute API

APIZERA LTy RAFA Y b (ep) OBV RARA U DO RL—RAb— R~ ty g U EER
9 5HI2i%, racerouteAPI M L £4°, £ = — /L4 troubleshoot.eptoeputils.traceroute T,
B9%13 manageTraceroutePols T,

traceroute API (Z&ZE725 14 (reg_args) (ZiX, ROHDONRH Y £,
o-session (Bv g 4)

« - action (start/stop/status)

* - mode
X DERHA AT arm51% (opt_args) EBA
- protocol 7'm kA
- dstport AR — N4
span API

T RFA R (ep) MHBZY RRA LV FETODANRV DN T TNV a—TFT 4Ty ay
ZAERT A 121E, span API 2l L £3, ¥ = —/ L4413 troubleshoot.eptoeputils.span T, B4
#% monitor T,

span API (23725 1% (reg_args) 1. LFOHDEEHAET,
e -session (Bv I3 4)

« - action (start/stop/status)

WDOEIZ, &7 a D51 (opt_args) &FNETNOHMAEZRLET,




span API .

BXDEREA

73> D518 (opt_args)

Bl

- srcep

EEITT Y RARA v M

- dstep el = KR A v M4

- srcip EETLT T RRAL U FDIPT RLA

- dstip Bfidem RARA U MNP T RL X

- sremac EETL= L RARA > b MAC

- dstmac Bt = KR A > b MAC

- srcextip L3 AERIR{ECIP 7 KL A

- dstextip L3 M IP 7 K LA

- starttime NZ TNy a—T 4Ty a  ORLEREZ]

- endtime oINS a—T 4Ty ar ORKTEH

- latestmin BRI ZI N GBRMGT D T TN a—T 4 T
Ty va ORI (5 BAL

- description g Al ONWTORHA

- scheduler VR—MNERDAFr P 2—F4

- srcepid Obsolete

- dstepid Obsolete

- include Obsolete

- format HERTHLUER—FD 73—~ k

-ui WESCREM ()

- sessionurl LAR— DT

-action traceroute/atomiccounter ¢ start/stop/status 72 &

- srctenant EETLT Y RRA Y FOTF 2 FDOLHI

- srcapp EETLZ L RRA L bOT 7Y OLHI

- srcepg EELTZVRRAL L O RRA v~ 7L —
7 DA

- dsttenant SEAET RARNA o RDOTF v N DLTHI

- dstapp SESeT L RiRA v DT 7 U D4R

=g .
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- dstepg ST RiRA v b DT RiRA Vv kN T —F
DA
- mode PR Tt
-_de PR T
- ctx PR Tt
generatereport API
APIZEH L ChIZ TNy a—T 4 7 LAR— h&ARKT 51213, generatereport API % fii ]
L%, €Y =—/141Z troubleshoot.eptoeputilsreport ¢, BE%kiE generateReport T3,
generatereport API IZ 42272514 (reg_args) 1%, -session (> 3 4) 3 LT -mode TY,
WDOEIZ, 7 a D518 (opt_args) & FNENOHMAEZRLET,
X DERHA AT ard518 (opt_args) Bl
- include Obsolete
- format AT HLVAR— DT +—~< > K

R a—)LLKR— kAP

APIZEH L TR TNy a— b UR— FOERE AT Y 22—/ 5I21%, schedulereport AP
AL E9, €Y 2 —/L403 troubleshoot.eptoeputils.report ¢, BA4%iE scheduleReport ¢
9, schedulereport AP (224327254 (req_args) 1% - session T,

schedulereport API (Z# 372514 (reg_args) (21X, U TFOLONREENET,
o -session (Bv g 4)
e —scheduler (A7 2 —F4)

e - mode

WDOEIZ, T ar051% (opt_args) & FNTNOHHEZRLET,

X DA 72 arm31$ (opt_args) ERBA
- starttime NG TN a—T 47 &y a ORI
- endtime NoGTNY a—T 47 By a O TEZ
- latestmin BAEREZI N OBREET 2 R T TNy a—T 4 7 Y
a ORI (53 HAL)
- include Obsolete
- format ETHLR—b DT F—<> b




getreportstatus AP| .

- action traceroute / atomiccounter D FALE / B 1 | A7 — & A3
v

getreportstatus API

APl ZEH L CTAER SN VAR — FORAT —2 A2 TSGT 5121, getreportstatus API % f
LE¥, Y =a—/41T troubleshoot.eptoeputilsreport ¢, BE%ki3 getStatus T,

getreportstatus API {2 B 725 (reg_args) (FRD &Y TT,
e -session (Zv g A4)
e - sessionurl (< 3 URL)

* - mode

N

(GF)  getreportstatus API (213472 a »D5[% (opt_args) (3H 0 £H A,

getreportslist APl

APIZMEH L CTA RSN VA= DU X M ERGT 5121, getreportdist APT A L £ 7,
£ ¥ 2 —/L4 13 troubleshoot.eptoeputilsreport ¢, BE%ki3 getReportsList T3,

getreportslist APT ([ 5 72545 (reg_args) 1., -session (v a v4) BELO-modeTTd,

N

(GE)  getreportslist API 21X, 47> a > D5[% (opt_args) (H 0 £H A,

getsessionslist API

APIZEHLCh I TNy a—T 407 By a Dl A NEEST5I21E, getsessionglist
API il L9, ¥ =—/L4IZ troubleshoot.eptoeputils.session T, FHEI getSessions T
R

getsessionlist API D7 51%% (req_args) 14 - mode T3,

\)

(GE)  getsessionlist API {ZiX, A 7Y a D54 (opt_args) 1EHV FHA,

getsessiondetail API

APLZELCr I TNy a—T 107 vy va VBT 2REDFM A IGT 2123,
getsessiondetail API Zffi ] L %3, £ = — L4 13 troubleshoot.eptoeputils.session ¢, BI%kix
getSessionDetail T,

getsessiondetail API (72514 (req_args) 1%, -session (Bv i3 4) BILO-mode T
—§—O

wE
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. deletesession API

deletesession API

\)

i |

() getsessiondetail API (21X A4 7Y a > D54k (opt_args) (£H Y FHA,

API L CTRHED VT TN v a—T 4 7 By v a rEHIBRT 5I121L, deletesession API
ZEMALET, £ =—/L4 13 troubleshoot.eptoeputils.session T, #iEIX deleteSession T,

deletesession API D ZHF |4 (req_args) (3 -session (v a > 4) TT,
WDFKIZ, A7 aro51¥ (opt_args) & TNENOMHERLET,

BXDEREA

A7 3>D51% (opt_args)

Bl

- srcep FETLTZ Y FRA v M

- dstep Bl = RARA > b4

- stcip EELTZ RRA U MOIPT KL A

- dstip il RRA V MIP T FL A

- srcmac BEEFTT Y RBRA v F MAC

- dstmac B = RARA >k MAC

- srcextip L3AEREETLIP 7 KL &

- dstextip L3 SR e IP 7 KL A

- starttime NIV a—F 40 g ORI

- endtime TN a—T 4T By a O TR

- latestmin BRAARFZI DN OBAT D N T TNV a—T 4 7 &y
voa ORI (GrHAL)

- description Ty va IO TOFHA

- scheduler LAR— NEFDOATr Y 2a—TF4

- srcepid Obsolete

- dstepid Obsolete

- include Obsolete

- format ERTAHLER—FDT7 4 —<v b

- ui WEBCREM ()

- sessionurl LR — F DT




clearreports API .

- action traceroute/atomiccounter @ start/stop/status 7 &
- mode PR T
" de P T
- otx PR TRE

clearreports API

APl ZfEH L CTAEKRSNTZLAR— DY XA &2 V7§ 5HI21E, clearreports API ZfH L
9, Y 2 —/L4 1 troubleshoot.eptoeputils.report T, RE%iZ clear Reports T,

clearreports AP IZ 272548 (req_args) 1&. -session (v a3 4) B LV -mode TI,

)

(GE)  clearreports API (21347 v = D54k (opt_args) 1ZH 0 TH A,

arv k3% AP

APl ZfEH L Car h T 7 MEWMAZERMST 5121, contractsAPI #fEH L9, EVa—L4
IZtroubleshoot.eptoeputils.contracts T, B%ki% getContracts T3,

contract AP [Z 227254 (req_args) 1E. -session (Bv i =3 4) & -mode TTY,
contract API 21347 > 3 »D51# (opt_args) ddH Y EH A,

IVRKRAY OIS LAY 3HNEREGD API Y Rk

PLFIE, EPMLEP~D (=2 RARA v M) BB CHERARER N T IV a—T 0 T T o
HPF— K API DY 2 T,

cAHET T 47 APL (130 X—2)
«EH vy APL (131 X—Y)

« 7T hI v HT A APL (132 =)
» traceroute API (133 ~—73)

e span APT (134 ~<—2)

« generatereport API (135 ~—2)

« ATV a—/LLAR— b APL (136 <—7)
« getreportstatus APl (127 ~<X—3)

« getreportslist API (127 ~X—27)

» clearreports API (129 ~—72)

« createsession API (130 ~_X—3)




B 5557 «7an

A28 T 417 APl

i |

» getsessionslist API (137 ~<—2)

» getsessiondetail API (139 ~X—2)
« deletesession API (140 ~—<°)

« 2 77 N APL (140 X—7)
« ratelimit API (141 ~~—2)

* 13ext API (142 ~<—7)

T RARA R (ep) HLAF¥3 (L3) ~ONBXFEH N T TN a—T 4 T By a Y
ZAERT 5121, interactive API Zfi 1] L 9, ¥ = —/L44 I dtroubleshoot.epextutils.epext_topo
T, BT getTopoT9, *IahM APTIZ LB 7254k (reg_args) (%, - session, -include, ¥ &
' - mode T,

WORIZA T a o OF% (opt_args) HNERINTNET .

BXDEREA

createsession API

A7 arm318 (opt_args) £RBA
- refresh

APl ZfEH LT FARA b (Bp) 2B AF3 (L3) ~DANT T TNy a—TFT 47

v ya v EERT DI2IE, createsession AP i L £4, Y2 —40%

troubleshoot.epextutils.epextsession ¢, BA#LI3 createSession T97, createsession AP1 D ZEH5 |44
(reg_args) (% -session (v a %) TY,

WDFIZ, 7 ar051¥ (opt_args) & TNENOMHERLET,

B DEREA

AT ard518 (opt_args) R BA

- srcep EEILT Yy KR4 > M

- dstep Bl = FARA v 4

- sreip EETLZ RRALS U FDIPT FLA
- dstip Bt FARA 2 FIPT KL A

- srcmac FEEILT= Y RARA » N MAC

- dstmac Bfoe v RARA > kN MAC

- srcextip L3 AN ETCIP 7 R LA

- dstextip L3 #NEEme e IP 7 R LA




EEr v 3> APl

zEtyvavArl ]

- starttime NTZTNY a—T 47 &y arORMHEEA

- endtime NIV a—T T vy a O TR

- latestmin BRIRHEZ N BBAET D T TNy a—T 4 T &y
va ORI (47 HAL)

- description Yvia AT OWNWTOHA

- scheduler LAR— NERD A 2 — T4

- srcepid Obsolete

- dstepid Obsolete

- include Obsolete

- format ERTHLR—FDT7 3 —~< v k

- ui PWECRER (4R

- sessionurl LR — b DT

-action traceroute/atomiccounter @ start/stop/status 73 &

- mode PN Tl

" de A

- ctx PR

T RARA b (Bp) #LAF¥3 (L3) OB T TN a—T 40Tty a AEZHETD
IZ1%. modifysession APl 2l L £9, £ = —/L4 1T troubleshoot.epextutils.epextsession
T, BT modifySession T, modifysession API D %7854k (req_args) I3 -session (>

vavs) TY,

WDFIZ, 7 aro51¥ (opt_args) & TNENOMHERLET,

B DEREA

A7 a>m51$ (opt_args) Bl

- srcep EETT Y RARA U M

- dstep Pt = KAV N4

- srcip BEIL T RRAL L FDIPT RLA
- dstip e RiIRA o FIP T FL X

- srcmac EEL= RABRA > F MAC




i |
B =009 5am

- dstmac et = KRR A > s MAC

- srcextip L3 AERIEELIP 7 KL A

- dstextip L3 AN e IP 7 R LA

- starttime NIV a—T 7 &y a ORARZ

- endtime NoTNY a—T 47 By a O TEZ

- latestmin BRAGHELIN BRI ET D N T TNy a—T 47 &y

oa ORI (53 BAL)

- description Ty a AT OV T O

- scheduler LAR— MNERDO A 2 —F 4

- srcepid Obsolete

- dstepid Obsolete

- include Obsolete

- format HERTHLR—FD 73—~ k
- ui WESCTREM (R

- sessionurl LR — kDT

-action traceroute/atomiccounter (D start/stop/status 7 &
- mode PR TRE

- de PN Tl

- ctx PR T

FhRIvONIUS AP

T RFRA b (ep) MOHBZY RKRA Y bA~DT "I vy Ao X vyauERT DI
I%. atomiccounter APl Z{#i [l L £4, £ = —/14% troubleshoot.epextutils.epext_ac T, B
#% manageAtomicCounter Pols T3,

atomiccounter API [Z /725144 (reg_args) (ZIRD LB Y TT,
o-session (Bv g 4)

« - action (start/stop/status)

WROEIZ, 7 a D548 (opt_args) & FNENOHHAEZRLET,

X DERHA AT a D518 (opt_args) Bl




traceroute API

traceroute API .

- srcep FEILT Y RARA VM

- dstep B = RARA M4

- sreip EELZRRA U FDOIPT RLA

- dstip et RARA L FIP T R R

- srcmac HEEILT v FARA b MAC

- dstmac e = A1 > b MAC

- srcextip L3AMEIEEICIP 7 R LA

- dstextip L3 M5 e IP 7 R LA

- starttime NTTNY a—T 4 Ty a v OERL

- endtime NTZTNYa—T 47 By a O TRZ

- latestmin BAEHEZIMN LR T A2 o TNy a—T 4 v T Y
va ORI (47 HAL)

- ui WERCREM (2R

- mode PR

- dc PR O

- ctx PR

APL ZfEH LT LA ¥ 345 traceroute N 7N a—F 47 Byiar~DIy RRA v
b (ep) ZERNT 5ITIE. traceroute API 2 L £4, Y 2— 141
troubleshoot.epextutils.epext_traceroute T, BA%Xi% manageTraceroutePols T9-,

traceroute AP |24 B72514 (req_args) (ZiE, RO DRH D £,

e -session (Zv g A4)

« - action (start/stop/status)

BXDEREA

T3 D518 (opt_args)

B

- protocol

A= = 4

- dstport SiSeR— N4
- srcep EEILZ Y RARA B
- dstep sideTy RaRA b




i |

B svanar
- sreip PEILIP 7 RL A
- dstip SRS IP 7 R LA
- sreextip PETAMBIP 7 R LA
- dstlp BRI IP 7 R LA
-ui WEB TR (E4)
- mode PR T
e P
- ctx P T
span API
T RARA b (Ep) B LAY —3 (L3) ~DIEHARDNTF TN a—T 47 Y
va v EERT DI, pan APL 2L £, Y2 — L4
troubleshoot.epextutils.epext_span . BE%EkiE monitor T3,
span API (2372548 (reg_args) 1. U FObDEEHLET,
+-session (L v 3 4)
« - action (start/stop/status)
* - mode
WDOEIZ, T ar051% (opt_args) &FNTNOHHAEZRLET,
X DA AT 3rm51% (opt_args) AR
-R—RU R R R—hDU A}
- dstapic Fifoi st APIC
- srcipprefix EETLTZ RRA L FDIPT RLA T LT 4w
7 A
- flowid [7ue—ID (FlowID) ]
- dstepg Bt = RARA Vb I —F
- dstip = FARA 2 FIPT KL A
- analyser 7?
- desttype 56%c 4 A4 7 (Destination type)
- spansrcports AN ) — A IR— b




generatereport API .

generatereport API
APILZEH L TCh I TNy a—TFT 47 LiR— b &ARKT HI21E, generatereport API % 1
L ¥, ¥ =—/141Z troubleshoot.eptoeputilsreport ¢, Bi%4E generateReport T3,
generatereport APT {[ZM B 72581 (reg_args) i -sesson (Bv iz 4) T9,
WDOFIZ, T ar051¥ (opt_args) & TNENOMHERLET,

B DEREA * 7L arD31% (opt_args) BiLf]

- srcep

HEEILT Y FRA

- dstep Bl = KRR A v M

- srcip EET TV RBEA L FDOIPT RLA

- dstip Bt RiIRA o FIP T FLX

- srcmac EFILT Y RARA > N MAC

- dstmac Bl = KA1 > s MAC

- sreextip L3 AMHBEFILIP 7 R LA

- dstextip L3 A sc IP 7 KL &

- starttime NTZTNYa—T 47 &y ar ORI

- endtime NG TN a—T 0T 2y va O TEH

- latestmin BARREZI N OB D NI TN a—T 4 T kY
a ORI (53 BAL)

- description v g AoV T ORI

- scheduler ViR— NERDA TV 2—TF4

- srcepid Obsolete

- dstepid Obsolete

- include Obsolete

- format T HLR— D7+ —~ > |k

- ui WEB TR (HEH)

- sessionurl LAR— N O

-action traceroute/atomiccounter @ start/stop/status 73 &

- mode PN T

=gt .



B <roa—rik—ranm
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- dc

PR T

- ctx

PR TRE

R a—)LLR— bk API

APIZMEH L TR 7Ny a— b LR— FOERE AT Y 22—/ 5I21%, schedulereport AP
ZEAL £, £Y 2 —/L413 troubleshoot.eptoeputilsreport T, B84 scheduleReport ¢
77, schedulereport API |Z 4227254 (reg_args) I3 - session T

schedulereport API |24 35725148 (reg_args) 121X, LT L ONREENFET,

e -session (Bv I3 4)

s -scheduler (A7 a—54)

WDFIZ, A7 aro51¥ (opt_args) & TNENOMHERLET,

B DR

AT 3>m51% (opt_args)

BLL]

- srcep

EETLTZ Y RRA VB

- dstep e RARA v K

- sreip EET TV RRALA U FDIPT FLA

- dstip Pt RARAL L FIPT KL R

- srcmac EEIT= L RARA > F MAC

- dstmac Bt = R A >k MAC

- sreextip L3 MR L IP 7 R LA

- dstextip L3 Nk e IP 7 R LA

- starttime NTZTNYa—T 47 &y ar ORRRRZ

- endtime NIV a—T 00T 2y a O TEH

- latestmin BHEEREZIN OBRMET 2 R T TNy a—T 4 7 &y
a ORI (53 AL

- description tvig IOV TOHB

- srcepid Obsolete

- dstepid Obsolete

- include Obsolete

- format ERT D LE—ROT d—~ v K




getreportstatus AP| .

- ui PERCRE (HE4R)

- sessionurl LR — FOYRET

-action traceroute/atomiccounter @ start/stop/status 7 &
- mode PR T

- de P T

- ctx PR TRE

getreportstatus API

APl 2 L CTAER SN VAR — hDOAT—H2 A2 HST 51213, getreportstatus API % f#
L¥7, €Y =—/141Z troubleshoot.eptoeputilsreport ¢, BE%E getStatus T3,

getreportstatus API (222725140 (req_args) 1ERD LBV TH,
o -session (Bv g 4)
e —sessionurl (£ 3 > URL)

e - mode

\}

(GE)  getreportstatus API (21347 > = D54k (opt_args) (FH 0 FHA,

getreportslist API

APLZAEH L CTAER SN LR — FO U A M2 HGT 2I121E, getreportdist API 2 L £,
£ ¥ 2 — /L4 13 troubleshoot.eptoeputilsreport ¢, BE%iT getReportsList T,

getreportslist APL (2422725145 (req_args) 1%, -session (& v i 3 4) B LT -modeTT,

\}

GE)  getreportslist AP 121X, A7z > D54 (opt_args) (EH Y EH A,

getsessionslist API

APIZHERA LTI TNy a—T 407 Byia Dl A MZEST5I21E. getsessiondist
API M L4, ¥ = — 14 dtroubleshoot.epextutils.epextsession T, BE%igetSessionsT
h@‘o

)

GE) ZoOAPLIZIINADSIEIIH Y THA,

WDOEIZ, T arD51% (opt_args) & FNTNOHMHAEZRLET,




. getsessionslist API
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BXDEREA

73> D518 (opt_args)

Bl

- session

oy al4

- srcep FEILT Y RARA VM

- dstep Bt = RARA M4

- srcip EETLTZRRA L FDIPT KL A

- dstip i RARA 2 R IP T FL A

- sremac HEELTT Y RARA > F MAC

- dstmac Bt = A1 > b MAC

- srcextip L3 AMEEEICIP 7 KL A

- dstextip L3 AN E IP 7 KL &

- starttime NTZTNY a—T 47 &y arOMHIEA

- endtime NI a—T 4T By g DO TR

- latestmin BRGEIRZIINORGT D NI TN a—T 4 7 kY
a ORI (53 AL

- description tvig IOV TOMB

- scheduler LAR— NERRDAFr o 2 — T4

- srcepid Obsolete

- dstepid Obsolete

- include Obsolete

- format ERTHLUER—FDT7 3 —~< v b

- ui WERCREM  (HEHR)

- sessionurl LiR— ~OBAT

- action traceroute/atomiccounter @ start/stop/status 73 &

- mode B CfE H

- dc PR T

- ctx PR Tt




getsessiondetail API

getsessiondetail API .

APILZHHLC RN T TN a—T 4 7 &y a BT DREDOFEMZ B3 5121,
getsessiondetail API Zf#i ] L £3°, £ = —/L4 13 troubleshoot.epextutils.session T, BE%iT
getSessionDetail T, getsessiondetail API D ZEH 75148 (req_args) I -session (B v 3 4)

-’C‘\‘/g‘ﬂo

WDFIZ, A7 aro51¥ (opt_args) & TNENOMHERLET,

(=340

Bl

AT a D518 (opt_args)

Bl

- srcep

EEITLT Y RARA U M4

- dstep Befotde = RaRA > M4

- sreip EETLTZ AL FDOIPT RLA

- dstip B RIRA LV FIPT RL A

- srcmac EEITLT Y RKiRA b MAC

- dstmac Bafpide = RaRA > s MAC

- sreextip L3 MR R IP 7 R LA

- dstextip L3 AN e 1P 7 R LA

- starttime NTTNY a—T 4 T 'y a v DORRLER

- endtime NoZTNYa—T 007 By a O TEHA

- latestmin BRAGRFZI OB T D N T TNy a—T 1 7 &y
oa ORI (53 BL)

- description Ty g oW T O

- scheduler LAR— NEFDOATr o a— T4

- srcepid Obsolete

- dstepid Obsolete

- include Obsolete

- format HERTAHALER— DT+ —< v b

- ui WER TR (HEH)

- sessionurl LaR— N OYFT

- action traceroute/atomiccounter @ start/stop/status 72 &

- mode P T

=g .
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. deletesession API

- _de PR Tt
- ctx PR TRE

deletesession API

APIL ZEH L TRED T TNy a—TFT 47 &y v arZHllrT 5I121%, deletesession API

ZHEH L ET, €Y 2 —/14 03 troubleshoot.epextutils.epextsession T, B4k deleteSession T
7

deletesession APLIZ 4227254 (reg_args) (%, -session (B> 3 4) BLU-mode T,

)

() deletesession API (21X A 7Y a > D54k (opt_args) (£H VY FH A,

clearreports API

API ZfEH L CTA AR SN VAR— DU XA 8227 U T3 5121, clearreports API Zffif L &
9, E Y2 —/L4 1 troubleshoot.eptoeputilsreport T, RBE%kiZ clear Reports T,

clearreports API (2422725144 (reg_args) (X, -sesson (v iz 4) LTV -mode T,

)

(GE)  clearreports API (21347 v = D54k (opt_args) 1XH 0 FH A,

av k32 ~API
APIZMEH LTy b7 7 MEREZEIST 5I2IE, contractsAPI Z#fEfH L £, £V 2 —14
I% troubleshoot.epextutils.epext_contracts T, Bg%i3 getContracts T4, contract API (Z#AE7R
5% (req_args) 1% -session (L ar4) T,
ROKIZ, 7 arD514 (opt_args) & ENENOHHZRLET,
X DA AT a>n518 (opt_args) B
- sreep EEILT Y RRA VM
- dstep Bifede = RARA Vv M4
- sreip BEEILZ RARAL L FOIPT KA
- dstip Pt~ RARA L FIP T R R
- srcmac EEIXT 2 RARA s MAC
- dstmac i = KA A > b MAC
- srcextip L3 AMATEE L IP 7 R LA




ratelimit APl [JJj]
- dstextip L3 SR E IP 7 KL A
- starttime KNTTN a—T 0P 'y g OB
- endtime oINS a—T 007 vy a O TEH
- latestmin BRI A N DM T D T TN a—T o T By

oa ORI (53 BAL)

- epext T2 RIRA v b BN~
- mode PR C i A
- dc PR ¢
- ctx PR O
-ui WEBTREM (R
ratelimit API
IOk 7 va TR, ratdimit APLICEE S DMzt L £, £V a2 — 410
troubleshoot.eptoeputilsratelimit T, BA%kiX control T3, ratelimit AP 2% 7254 (req_args)
IZ - action (start/stop/status) T,
WDORIZ, A7 a0k (opt_args) & ENENOHHERLET,
BX DA AT a>m51% (opt_args) ZREA
- srcep EIEILT Y RiRA v M
- dstep Pefoeoe = RARA v b4
- stcip EEIL = RFRA L FDOIPT KA
- dstip Pk~ RARA L M IP T R R
- srcmac EEILT Y RARA » b MAC
- dstmac e = KRR A > s MAC
- srcextip L3 AN ETIP 7 K&
- dstextip L3 SR c IP 7 KL A
- starttime NI a—TFT 4T Ty g DB
- endtime NZTNY a—=T 47 By ia O TERH
- latestmin BHAARFZ D DRRMGT D NI Ty a—T 4 v T

a ORI (53 BAL)

g2 Il
|
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B 13extar
- epext T RARA 2 b DB AR~
- mode PR T
- _de PR T
- ctx PR T
13ext API
IOk v a T, Bext APLICET DIFH R L £T, 22— Ad
troubleshoot.epextutils.3ext T, BE%LiX execute T, 13ext API (2B 72514k (req_args) 15 -
action (start/stop/status) T3,
WDFIZ, 7 aro51¥ (opt_args) & TNENOMHERLET,
X DA AT ard51% (opt_args) B
- srcep EEETy KA > M
- dstep Peoidc = KR A > M4
- sreip EETL TV RRA L FDIPT KL A
- dstip Bt FARA 2 FIPT KL A
- sremac HEEILT Y RARA N MAC
- dstmac Bfede = AR A k MAC
- srcextip L3 AMHEFILIP 7 R LA
- dstextip L3 SR e IP 7 KL A
- starttime NTTNY a—=T 4 Ty a v OBIEREZ]
- endtime NIV a—=T 4 Ty a DR TR
- latestmin BARREZI N OBRMGT D NI TNy a—T 4 T kY
oa O (5 HAL
- epext T RARA > MBI~
- mode PR T

;Q,:'_Ea) ﬁﬁﬂ@ﬁ:ﬁ e ODEEFIIL.\

Cisco Application Centric Infrastructure (APIC) THER (HROEH 72 L) %179 &, WHE, &

TN Z ENTIThn £4, 72721, Cisco APICTHIEN A L5

?i GUI“C

Fxv 7 LT, T &ofwﬁwn~#~ﬁET%&ﬁ7/:7%_%$¢5h7/#




a—4¥—7s57s510%% I}

I arBHLNEIPEMRTEET, NFNVDEREMEH LT, Ty ZITRILTHZ L
MTEET,

Cisco APIC GUI O [fRiRERBHhDEREA T - kb (Configuration Objects Pending
Resolution) | 7S /UZIE, BILTWDA DR HLMNE I DR FRRINET,

1R BHHEIIZ

FIE

AT v 71 Cisco APICICa 7 A > LET,

RTY T2 BEHOALIZHIRET A 2 (WHEHOFES) 270 v 7 L, [BERORLOMERE (ConfigSync
Issues) | IR L £,

ATV T3 [BRERBDOHEEA T 5 + (Configuration Objects Pending Resolution) ] /3% /LT,
T =T WNADN Y A R SITOROHER L E T,

T—=T M= U RRWEE, FoOREIEH Y A,

AT T4 = NURBLIERIE. T—TNDOEREFY T F X L, TRV ERIEIVATFR—- LD
HEEICFER L ET,

A—Y—TFIVT4ET4DRT
Cisco APIC &> b7 v 7 OERICRS WG, EHE I [A—Y—T7I9T14ET« (User
Activities) [HfEAMH L C, =2—V—NFAT L7277 v a VOEMOERAEF R TEET,
JBRET — 2 \21d, T2 a DR ELLLEEDEALAZ LT, T va kR Liza—
P =W —RET LT 7 var, ¥BEZTLAT7 V7 b, BIOUHREGENE
T

A—HY—FITAETA~DTI LR
[A—Y—T7Y T4 ET1 (User Activies) | 7 1 > R 7 Tl&, Cisco APIC GUI THEIT I 7=
A=Y =TI T4 T 4 D2 BEOBEREF R TEET,

FIE

ATV TN A=a— R=0b, [VRATL (System) 1> [TV T4 7 v 3> (ActiveSessions) | % i
RLET,

[79T47 yar (AciveSession) | V1 v RUBRKFRENET,

ATV T2 70747ty varizhrs )y L, [A—H—FIF 4 ET 14 (User Activies) | Zi%R
LET,

wE
| |13



i |
B sasvanmErrsqyEsa—nonT

2P T I T AT A DY A NBRRENET

G¥) 74—V ROFHIZO WL, [P T4 Ty 3 > (ActiveSession) |7 1 >~ K
TOH EMO~NNT T A a2 m )y 7 LT, ST T AN ERRFLTLIES
AN

RT9T3 Fay7Fyy A=a—0 [REDTFTY 3> (Adionsinthelast) | %27V » 27 LT, 2—
=TI T AT 4 RRT HEEEZRINL F7,

HAHRAHREBT 24T EDa2—I)LIZDNT

ELAM (HIABGGET 74 F £ 2—1) I, A3 ASIC ONERZH, 237 v DR
BHEEBRS 72D V=T Y 7Y —)LTF, ELAMIE, k31 77 1 L OHIcH
FIAFENTNT, X7 gp—<rARtarbe—L T L—r )Y —RAEEERTITIZIT
NEALINTNry Xy 7 F v TXET, ELAM L., IROMEELZFEITTXET,

Ry NIRRT AT =T 4 T U D ZRE LN E D RN S

e ZAE LTy FDR— k& VLAN Z48ET 5

e Xy hEFRRTD (LAY 2B LATY4DT—H)

o Ny REE ENTGATCER INTZNE ) R T 5

T2 T XAy FOEBEE N TO ELAM LR— FD AR

Cisco Application Policy Infrastructure Controller (APIC) 4.2(1) U U — AT, AR #ee 5 g
fe&iiz ELAM 28 EASE L, flilgtH 2 YA — 92 01%, EX, FX 72> FX2 73 A
A I TFHDOREICDHDAAL vF ETNET T, EV2T A v FTE, ROFIHENE
D

FIE

ATv 71 ELAMY =A% FATLT, 7y MEREREZIE LT, EfRa~r NEARTA—23,
N—=R7=TIZL->TERY £7,

RATv T2 eeport 2~ REETLT, AU VB EFEEXD/ 7 v MEEEHR ELAM L7R— k
ERC L 77,

1

module-1 (DBG-elam-el6) # ereport
Python available. Continue ELAM decode with LC Pkg
ELAM REPORT

Trigger/Basic Information

ELAM Report File : /tmp/logs/elam 2019-09-04-51m-13h-30s.txt




ATvT3

ATy T4
ATy S5

ATvT6

BET+—LT75 48— X4 v FOESHEATOEAM Li— ro%r ]

module-1 (DBG-elam-el6) # exit
module-1 (DBG-elam) # exit
module-1# exit

apicl-leafll# cd /tmp/logs
apicl-leafll# 1ls | grep elam

elam 2019-09-04-51m-13h-30s.txt

pretty elam 2019-09-04-51m-13h-30s.txt
apicl-leafll#

ELAM X, H/17 7 AV % /tmp/logs/ T 4 V7 RUIBRIFLET, ZDOHITIL,

elam 2019-09-04-51m-13h-30s.txt 7 7 A A3 A U P F RO ELAM LA— kT,
pretty elam 2019-09-04-51m-13h-30s.txt 7 7 A WM D ELAM LA — R T
T, L. ZOFFETEMEERDO T 7 A MTZEICR Y £, BB TLUR— &G
HITiE. BIMOFNAZFATT D2HERH Y £,

F U DFATERD ELAM LR — k% 2—8— 4 ¥ D /bootflash T A4 L2 FVIZT v
o— RNLE9,

ZOFITIX, ZOLVAR— MEelam 2019-09-04-51m-13h-30s.txt 7 7 A LT,
EIE L LT A— AP ca s A v LET,

/tmp, ETIFER L — P —NEZIABMERZFSEEDOT 4 L7 NVITBEILET,
i :

# cd /tmp

4V U FAEAD ELAM LR — MZxf L, decode elam _parser =2~ > R&EIfTLET,
1 -

# decode_elam parser /bootflash/elam 2019-09-04-51m-13h-30s.txt

decode elam_parser =~ Ri%, flilsH 7 7 A VEZBEDOT 4 L7 FVITHREFELET,

BEITA+—LIT7V3— XA v FOEZEAITO ELAM LR— FDER

ATy T

ATy T2

Cisco Application Policy Infrastructure Controller (APIC) 4.2(1) U U — A TliX, AR #e® 5 g
fe&siiz ELAM 28 EASE Lic, fliMgH 2 YA — 92 01%, EX, FX 2> FX2 73 A
A FHDORBEZDDAA v F TT NG T, HET7A—L T7 75D =7 A vF L
ANA v ALy FITIE, ROFNEEEH L ET,

FIE

ELAMY — V& ST LT, /7y MBRXEEREZNELET, EfERa~ RERT A=,
IN—= R =TI L>TERRY 5,

ereport =~ FaFITL T, AV VT NIERE TR D/ 7 v MREE# ELAM LAR— K
2R L £

=g II
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. acidiaga< > K

1 :

module-1 (DBG-elam-insel6) # ereport
Python available. Continue ELAM decode with LC Pkg
ELAM REPORT

Trigger/Basic Information

ELAM Report File : /tmp/logs/elam 2019-09-04-51m-13h-30s.txt

module-1 (DBG-elam-insel6) # exit
module-1 (DBG-elam) # exit
module-14# exit

apicl-leafll# ed /tmp/logs

apicl-leafll# 1ls | grep elam

elam 2019-09-04-51m-13h-30s.txt

pretty elam 2019-09-04-51m-13h-30s.txt

apicl-leafll#

ELAM %, W7 74 Vv% /tmp/logs/ T 4 L7 MUIZERIELE T, ZOHITIE,

elam 2019-09-04-51m-13h-30s.txt 7 7 A /W24 U P FVJEAD ELAM L AR— kT,
pretty elam 2019-09-04-51m-13h-30s.txt 7 7 A AR EIKEIEAD ELAM LR — T

B

acidiaga~v > K
Cisco APIC TD N7 7Ny a—T 4 > ZEAETIE, acidiag =~ > FEBH L ET,
AN

AR Zoav U NI ACIO BEHZREBELZANE LI2bDOTIEH Y FHA, I~V FOTRTO
AT, IR ZM S /RS H 0 | BWUNMER L& Ry b U — 27 [ZE KRR
ETDHERH ET, FEATTDEN. 777V v 7 ~ORRREELEF LTI ZEN,

PI53RHZ TR

acidiag

acidiag avread

acidiag fnvread

acidiag fnvreadex




acidiaga <> K .

X DA AITvay

HaE

avread

7T AXNOAPIC #FKx LET, avread DH
JNIEkD L BY T,

* Cluster of : BIfET %527 T XA Z DA X
e out of target : LBV T AL YA X

e active= : APIC NEIEFHENE 9 &R L
ESC

« health= : 2KHY72 APIC O 1E P OEEE,
EFEHERAaTHMETFTLTCWEA Y —E 2%
FRLET,

o chassisID=: FTE® APIC \Zx9 AEEEn D
vx— 1D,
GE) HBAED T A X220 APIC 12
DOWNWTIE, B v —T 1D
DIEL < Z2WRIREER H Y F
_é‘o

bootcurr

WwREIOEHEFZ, APIC v A7 Al Linux /X—
F 4 a rHNOBIEDAPICA A — % EEI L
¥4, ZoOF T a0, mEIMERHENE
A,

bootother

WEIORLEIFIZ, APIC > 27 A% Linux 23—
T4 a OURTOAPICA A —U A EE L E
T, TOFTva it BEIIEASEYE
AJO

bondOtest

U —7~O APICHEi DO W7 A b, Z U,
VAIAOWEST A N EBTORERH SVET,
NS TIE, 777V v 7~ APICHHi T
MR AT L AREERH Y 7,

fnvread

777V ZIIBRESNTWD AL, v F ) —
ROT7 FLALREEZFRLET,

fnvreadex

777N o TIBRSNTWDA AL v TFD ) —
NFOENMEFHRZFR T LET,

linkflap

FBESNT-APICA v F—T7 = A A &SI K
ORI T o7 LET,




. acidiaga< > K
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TF7oay

HaE

preservelogs

APICIIHfEDO 0 7 %2 T — A 7 LE9, @
OFEENTIC, ZTHBIICEELET,
ZOF T a Nt N—FK U7 — FORIIfE
HATxE9,

run

FEFHFREZ 2 DDA T 3 X, iptables-list
& lldptool T, iptables-list /L, EELT 2 b
a7 7 MZ X o THIE S 415 Linux iptables
ERATHIDIEA S ET, ldptool 1,
APICIZ & > TEZAF &5 Nldp T 2 &R
LIRS NET,

rvread

T2 LA YOREEZER L ET, BT,
KV —ERAOT—H LA YOREOBE N
RENET, Y¥y—FbEa—Zifk, v7U7
DHNECE R INET,

acidiagrvread service

TRNTOLT I IOFTNTOY ¥ — FTOH—
EADT—Z LA YOREBEFRRLET,

GE) FlizoWTix, #l (152 X—)
L TLTEEN,

acidiag rvread service shard

FTRTOLFY TORFED Y ¥ — FTOH—
ERADTF—H LA YOREZFRLET,

GEx) Bz HOWTIX, #l (152 ~—)
BB TLLIEE N,

acidiagrvread service shard replica

Dy v — RE LT Y B TOF—EZADT —
S LAY ORIEERRLET,

GE) FlizonwTix, #l (152 X—)
EEHRLTLTEE0,

validateimage

AA=Th Ty —by=T URY MY IZr—
R4 5H1C, A A—VEBIECEET, 20
B%E, VRS MUICBMENEA A—TD
T AOBEEO—HE LTETINDLZ L
WCHEBELTL &N,

validateenginxconf

APIC CHRK X7z nginx #55% 7 7 A V& BGE
LT, nginx NZE DT 7 A L THRENITE 5
e EMEERLET, AL, nginx Web —
N=MAPIC CEIT SN TV RWGEEDT /Ny
TTOMRERME L THET,




acidiaga <> K .

H—EXID
WDORIZV A RSN TSP —ERIDIX, manacidiag=~ > REANTE EXITHLEREN
£,
®2:94—EXID
H—EX ID
cliD 1
oy ha—7 2
eventmgr 3
extXMLApi 4
RY o—Bk 5
policymgr 6
I 7
AE 8
topomgr 9
observer 10
dbgr 11
observerelem 12
dbgrelem 13
vmmmgr 14
nxosmock 15
bootmgr 16
appliancedirector 17
adrelay 18
ospaagent 19
vleafelem 20
dhcpd 21
scripthandler 22
idmgr 23
ospaelem 24




. acidiaga< > K
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H—ER D
osh 25
opflexagent 26
opflexelem 27
confelem 28
vtap 29
snmpd 30
opflexp 31
ST 32
policydist 33
plghandler 34
domainmgr 35
licensemgr 36
7L 37
platformmgr 38
edmgr 39

®3: T—H DIKE

I

e 4

NEWLY BORN

N 2

DATA LAYER DIVERGED

11

DATA LAYER DEGRADED LEADERSHIP

12

DATA LAYER ENTIRELY DIVERGED

111

DATA LAYER PARTIALLY DIVERGED

112

DATA LAYER ENTIRELY DEGRADED LEADERSHIP

121

DATA_LAYER PARTIALLY DEGRADED LEADERSHIP

122

FULLY_FIT

255




VATLDXx—T—F

acidiaga <> K .

acidiag [{start|stop|restart}] [{mgmt|xinetd}]

acidiag installer

acidiag reboot

acidiag touch [{clean|setup}]

acidiag verifyapic

-u imageurl -c

X DA

rFoay taE

-C I U=V A AN NVERELET

-u APIC A A—Y D URL Z45E L £,

imageur| APIC A A=V ZFREL £,

installer APIC IZHT LA A=V & A VA =L L FE
Ty, ¢TIV = ALV A M= EEITLET,

mgmt EOFTRTOV—ERAEZHELET, APIC

reboot APICZ FHEHE) L £7,

restart APIC TH—UEAZHEE LT,

start APIC TH—E R & BB L £7,

stop APIC TH—E 2 &1 LET,

touch [clean | setup]

APIC D AZ V> FLET,

sclean 7> 3 %, APIC Xy hTU—7
B (777 V74, IPT RLA, &
TAUIRE) BRELETN, $XTO
R v—TFT—2EHIBRLET,

esetup A7 v a E, R v—TF—H L
APIC X b U — 7 Mgk D 7 Z HbR L %
R

verifyapic

APIC Y 7 N =T D=V a s ERRFLE
‘d‘o

xinetd

ssh 18 & Wtelnet 7 —F > Z |84 % xinetd (P&
RA U H—Fy h T—FY) P—ERAEHEE
LEJ, 6.02) VU —ALIKE, telnet |ZVHR—
FENTWERA,

=g II
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ZHEXr—T7—F
acidiag crashsuspecttracker
acidiag dbgtoken

acidiag version

BXDEREA

AFay HERE

crashsuspecttracker U9 vy a kR B AR I T — 5 DY
Ty FOREEZ B L ET,

dbgtoken root /NA T — ROAERIZHEHT LD h—27 v %

ERLET, 2, BEREAICE. TAC
CHE LN, FOHEREBYIHEHALT
<TEEW,

version APICISO Y 7 b7 =T DNR—V g v EFRL
F9,

Ll
Wiz, acidiag 2~ > ROEAFIZRLET,

apicl# acidiag version 2.2.1o

apicl# acidiag verifyapic

openssl check: certificate details

subject= CN=ABC12345678,serialNumber=PID:APIC-SERVER-L]1 SN:ABC12345678
issuer= CN=Cisco Manufacturing CA,0=Cisco Systems

notBefore=Sep 28 17:17:42 2016 GMT

notAfter=Sep 28 17:27:42 2026 GMT

openssl check: passed

ssh_check: passed

all checks: passed

apicl# acidiag avread
Local appliance ID=1 ADDRESS=10.0.0.1 TEP ADDRESS=10.0.0.0/16 ROUTABLE IP ADDRESS=0.0.0.0
CHASSIS ID=1009f750-adab-11e9-a044-8dbd212cd556
Cluster of 7 Im(t):1(2019-08-08T01:02:17.961-07:00) appliances (out of targeted 7
Im(t):7(2019-08-08T03:50:57.240-07:00)) with FABRIC DOMAIN name=ACI Fabricl set to
version=apic-4.2(0.2357) 1m(t):1(2019-08-17T01:09:16.413-07:00); discoveryMode=PERMISSIVE
Im(t):0(1969-12-31T17:00:00.007-07:00); drrMode=0OFF
Im(t):0(1969-12-31T17:00:00.007-07:00); kafkaMode=OFF
Im(t):0(1969-12-31T17:00:00.007-07:00)
appliance id=1 address=10.0.0.1 1m(t):1(2019-08-08T01:02:08.544-07:00) tep
address=10.0.0.0/16 1lm(t):1(2019-08-08T01:02:08.544-07:00) routable address=0.0.0.0
Im(t) :1(zeroTime) oob address=172.23.96.10/21 1lm(t):1(2019-08-08T01:02:18.218-07:00)
version=4.2(0.235j) 1m(t):1(2019-08-15T15:22:00.158-07:00)
chassisId=1009f750-adab-11e9-a044-8dbd212cd556 1m(t):1(2019-08-15T15:22:00.158-07:00)
capabilities=0X3EEFFFFFFFFF--0X2020--0X7F 1m(t):1(2019-08-17T01:13:46.997-07:00)
rK=(stable, present, 0X206173722D687373) 1lm(t) :1(2019-08-08T01:02:18.228-07:00)
aK=(stable,present, 0X206173722D687373) 1m(t):1(2019-08-08T01:02:18.228-07:00)
oobrK= (stable, present, 0X206173722D687373) 1lm(t):1(2019-08-08T01:02:18.228-07:00)
oobaK= (stable, present, 0X206173722D687373) 1lm(t):1(2019-08-08T01:02:18.228-07:00)



acidiaga <> K .

cntrlSbst=(APPROVED, FCH1748V0SZ) 1m(t):1(2019-08-15T15:22:00.158-07:00) (targetMbSn=
Im(t):0(zeroTime), failoverStatus=0 1lm(t) :0(zeroTime)) podId=l
Im(t):1(2019-08-08T01:02:08.544-07:00) commissioned=YES 1lm(t):1(zeroTime) registered=YES
Im(t):1(2019-08-08T01:02:08.544-07:00) standby=NO 1lm(t):1(2019-08-08T01:02:08.544-07:00)
DRR=NO 1m(t) :0(zeroTime) apicX=NO 1lm(t):1(2019-08-08T01:02:08.544-07:00) virtual=NO
Im(t):1(2019-08-08T01:02:08.544-07:00) active=YES(2019-08-08T01:02:08.544-07:00)
health=(applnc:255 Im(t):1(2019-08-17T01:39:26.296-07:00) svc's)
appliance id=2 address=10.0.0.2 1lm(t):7(2019-08-08T03:50:55.470-07:00) tep
address=10.0.0.0/16 1lm(t):2(2019-07-23T17:51:38.997-07:00) routable address=0.0.0.0
Im(t):0(zeroTime) oob address=172.23.96.11/21 1lm(t):1(2019-08-18T23:14:28.720-07:00)
version=4.2(0.2353) 1m(t):2(2019-08-15T15:22:00.300-07:00)
chassisId=694e6a98-adac-11e9-ad79-d1f60e3ee822 1m(t) :2(2019-08-15T15:22:00.300-07:00)
capabilities=0X3EEFFFFFFFFF--0X2020--0X2 1lm(t) :2(2019-08-14T07:55:10.074-07:00)
rK=(stable, present, 0X206173722D687373) 1lm(t) 2019-08-15T15:22:00.829-07:00)
aK=(stable,present, 0X206173722D687373) 1lm(t) 2019-08-15T15:22:00.829-07:00)
oobrK=(stable,present, 0X206173722D687373) 1lm(t) :1(2019-08-15T15:22:00.829-07:00)
oobaK=(stable,present, 0X206173722D687373) 1lm(t):1(2019-08-15T15:22:00.829-07:00)
cntrlSbst=(APPROVED, FCH1748VOMS) 1lm(t):2(2019-08-15T15:22:00.300-07:00) (targetMbSn=
Im(t):0(zeroTime), failoverStatus=0 1lm(t) :0(zeroTime)) podId=l
Im(t) :2(2019-08-08T01:42:03.670-07:00) commissioned=YES
Im(t):1(2019-08-08T01:02:17.961-07:00) registered=YES
Im(t):7(2019-07-24T15:24:25.693-07:00) standby=NO 1lm(t):2(2019-08-08T01:42:03.670-07:00)
DRR=NO 1m(t):1(2019-08-08T01:02:17.961-07:00) apicX=NO
Im(t) :2(2019-08-08T01:42:03.670-07:00) virtual=NO 1lm(t) :0(zeroTime)
active=YES (2019-08-13T17:02:32.983-07:00) health=(applnc:255
Im(t):2(2019-08-17T01:32:51.454-07:00) svc's)
appliance id=3 address=10.0.0.3 1lm(t):7(2019-08-08T03:50:55.470-07:00) tep
address=10.0.0.0/16 1lm(t):3(2019-07-23T19:05:56.405-07:00) routable address=0.0.0.0
Im(t):0(zeroTime) oob address=172.23.96.12/21 1lm(t):1(2019-08-18T23:14:28.721-07:00)
version=4.2(0.2353) 1m(t):3(2019-08-15T15:21:59.893-07:00)
chassisId=1£98b916-adb7-11e9-a6f8-abe00al4e8e6 1lm(t) :3(2019-08-15T15:21:59.893-07:00)
capabilities=0X3EEFFFFFFFFF--0X2020--0X4 1m(t) :3(2019-08-14T07:55:22.256-07:00)
rK=(stable, present, 0X206173722D687373) 1lm(t) 2019-08-15T15:22:00.824-07:00)
aK=(stable,present,0X206173722D687373) 1lm(t) 2019-08-15T15:22:00.824-07:00)
oobrK=(stable,present, 0X206173722D687373) 1lm(t):1(2019-08-15T15:22:00.824-07:00)
oobaK=(stable,present, 0X206173722D687373) 1lm(t) :1(2019-08-15T15:22:00.824-07:00)
cntrlSbst=(APPROVED, FCH1930V1X6) 1lm(t):3(2019-08-15T715:21:59.893-07:00) (targetMbSn=
Im(t):0(zeroTime), failoverStatus=0 1lm(t) :0(zeroTime)) podId=l
Im(t) :3(2019-08-08T02:15:20.560-07:00) commissioned=YES
Im(t):2(2019-08-08T01:42:15.337-07:00) registered=YES
Im(t):7(2019-07-24T15:24:25.693-07:00) standby=NO 1lm(t):3(2019-08-08T02:15:20.560-07:00)
DRR=NO 1m(t):2(2019-08-08T01:42:15.337-07:00) apicX=NO
Im(t) :3(2019-08-08T02:15:20.560-07:00) virtual=NO 1lm(t) :0(zeroTime)
active=YES (2019-08-13T17:02:33.182-07:00) health=(applnc:255
Im(t):3(2019-08-15T16:08:46.119-07:00) svc's)
appliance id=4 address=10.0.0.4 1lm(t):7(2019-08-08T03:50:55.470-07:00) tep
address=10.0.0.0/16 1lm(t):4(2019-07-23T17:46:15.545-07:00) routable address=0.0.0.0
Im(t) :0(zeroTime) oob address=172.23.97.231/21 1lm(t):1(2019-08-18T23:14:28.717-07:00)
version=4.2(0.2353) 1m(t):4(2019-08-15T15:22:00.669-07:00)
chassisId=3a7f38aa-adac-11e9-8869-a9e520cdc042 Im(t) :4(2019-08-15T15:22:00.669-07:00)
capabilities=0X3EEFFFFFFFFF--0X2020--0X8 1lm(t) :4(2019-08-14T07:54:59.490-07:00)
rK=(stable, present, 0X206173722D687373) 1lm(t) 2019-08-15T15:22:00.825-07:00)
aK=(stable,present, 0X206173722D687373) 1lm(t) 2019-08-15T15:22:00.825-07:00)
oobrK=(stable,present, 0X206173722D687373) 1lm(t) :1(2019-08-15T15:22:00.825-07:00)
oobaK=(stable,present, 0X206173722D687373) 1lm(t):1(2019-08-15T15:22:00.825-07:00)
cntrlSbst=(APPROVED, FCH1902V1WW) 1m(t):4(2019-08-15T15:22:00.669-07:00) (targetMbSn=
Im(t):0(zeroTime), failoverStatus=0 1lm(t) :0(zeroTime)) podId=l
Im(t) :4(2019-08-08T02:40:09.610-07:00) commissioned=YES
Im(t):3(2019-08-08T02:15:32.613-07:00) registered=YES
Im(t):7(2019-07-24T15:24:25.693-07:00) standby=NO 1lm(t):4(2019-08-08T02:40:09.610-07:00)
DRR=NO 1m(t):3(2019-08-08T02:15:32.613-07:00) apicX=NO
Im(t) :4(2019-08-08T02:40:09.610-07:00) virtual=NO 1lm(t) :0(zeroTime)
active=YES (2019-08-15T15:21:59.914-07:00) health=(applnc:255
Im(t):4(2019-08-17T01:39:26.477-07:00) svc's)

21
21

21
21

21
21
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appliance id=5 address=10.0.0.5 1lm(t):7(2019-08-08T03:50:55.470-07:00) tep
address=10.0.0.0/16 1lm(t):5(2019-07-23T19:05:11.089-07:00) routable address=0.0.0.0
Im(t) :0(zeroTime) oob address=172.23.97.232/21 1m(t):1(2019-08-18T23:14:28.723-07:00)
version=4.2(0.2353) 1m(t):5(2019-08-15T15:22:00.248-07:00)
chassisId=35428666-adb7-11e9-a315-1d7671b518b3 1m(t) :5(2019-08-15T15:22:00.248-07:00)
capabilities=0X3EEFFFFFFFFF--0X2020--0X10 1m(t):5(2019-08-14T07:55:19.573-07:00)
rK=(stable, present, 0X206173722D687373) 1m(t):1(2019-08-15T15:22:00.854-07:00)
aK=(stable,present, 0X206173722D687373) 1lm(t) :1(2019-08-15T15:22:00.854-07:00)
oobrK=(stable,present, 0X206173722D687373) 1lm(t) :1(2019-08-15T15:22:00.854-07:00)
oobaK=(stable,present, 0X206173722D687373) 1lm(t) :1(2019-08-15T15:22:00.854-07:00)
cntrlSbst=(APPROVED, FCH1902V1EG) 1lm(t):5(2019-08-15T15:22:00.248-07:00) (targetMbSn=
Im(t):0(zeroTime), failoverStatus=0 1lm(t) :0(zeroTime)) podId=l
Im(t) :5(2019-08-08T03:03:50.338-07:00) commissioned=YES
Im(t):4(2019-08-08T02:40:15.939-07:00) registered=YES
Im(t):7(2019-07-24T15:24:25.693-07:00) standby=NO 1lm(t):5(2019-08-08T03:03:50.338-07:00)
DRR=NO 1m(t):4(2019-08-08T02:40:15.939-07:00) apicX=NO
Im(t) :5(2019-08-08T03:03:50.338-07:00) virtual=NO 1lm(t) :0(zeroTime)
active=YES (2019-08-15T15:21:59.756-07:00) health=(applnc:255
Im(t):5(2019-08-17T01:32:43.730-07:00) svc's)
appliance id=6 address=10.0.0.6 1lm(t):7(2019-08-08T03:50:55.470-07:00) tep
address=10.0.0.0/16 1lm(t):6(2019-07-23T719:39:41.972-07:00) routable address=0.0.0.0
Im(t):0(zeroTime) oob address=172.31.170.230/21 1m(t):1(2019-08-18T23:14:28.727-07:00)
version=4.2(0.2353) 1m(t):6(2019-08-15T15:22:00.562-07:00)
chassisId=066c943a-adbc-11e9-bbed-257398025731 1lm(t) :6(2019-08-15T15:22:00.562-07:00)
capabilities=0X3EEFFFFFFFFF--0X2020--0X20 1m(t) :6(2019-08-14T07:55:20.053-07:00)
rK=(stable, present, 0X206173722D687373) 1m(t):1(2019-08-15T15:22:00.820-07:00)
aK=(stable,present, 0X206173722D687373) 1lm(t) :1(2019-08-15T15:22:00.821-07:00)
oobrK=(stable,present, 0X206173722D687373) 1lm(t) :1(2019-08-15T15:22:00.821-07:00)
oobaK=(stable,present, 0X206173722D687373) 1lm(t) :1(2019-08-15T15:22:00.821-07:00)
cntrlSbst=(APPROVED, WZP22350JFT) 1lm(t):6(2019-08-15T15:22:00.562-07:00) (targetMbSn=
Im(t):0(zeroTime), failoverStatus=0 1lm(t) :0(zeroTime)) podId=9
Im(t) :6(2019-08-08T03:28:11.246-07:00) commissioned=YES
Im(t):5(2019-08-08T03:03:57.387-07:00) registered=YES
Im(t):7(2019-07-24T15:24:25.693-07:00) standby=NO 1lm(t):6(2019-08-08T03:28:11.246-07:00)
DRR=NO 1m(t):5(2019-08-08T03:03:57.387-07:00) apicX=NO
Im(t) :6(2019-08-08T03:28:11.246-07:00) virtual=NO 1lm(t) :0(zeroTime)
active=YES (2019-08-13T17:30:37.663-07:00) health=(applnc:255
Im(t):6(2019-08-15T15:57:05.128-07:00) svc's)
appliance id=7 address=10.0.0.7 1lm(t):7(2019-08-08T03:50:48.149-07:00) tep
address=10.0.0.0/16 1lm(t):7(2019-07-24T15:24:19.988-07:00) routable address=0.0.0.0
Im(t) :0(zeroTime) oob address=172.31.172.157/21 1m(t):1(2019-08-18T23:14:28.722-07:00)
version=4.2(0.2353) 1lm(t):7(2019-08-15T15:22:00.539-07:00)
chassisId=859bedae-ae61-11e9-9840-7d9d67698989 1lm(t) :7(2019-08-15T15:22:00.539-07:00)
capabilities=0X3EEFFFFFFFFF--0X2020--0X40 1m(t):7(2019-08-14T07:55:23.872-07:00)
rK=(stable, present, 0X206173722D687373) 1m(t):1(2019-08-15T15:22:00.824-07:00)
aK=(stable,present, 0X206173722D687373) 1lm(t) :1(2019-08-15T15:22:00.824-07:00)
oobrK=(stable,present, 0X206173722D687373) 1lm(t) :1(2019-08-15T15:22:00.824-07:00)
oobaK=(stable,present, 0X206173722D687373) 1lm(t) :1(2019-08-15T15:22:00.824-07:00)
cntrlSbst=(APPROVED, FCH2051V116) 1m(t):7(2019-08-15T715:22:00.539-07:00) (targetMbSn=
Im(t):0(zeroTime), failoverStatus=0 1lm(t) :0(zeroTime)) podId=10
Im(t) :7(2019-08-08T03:50:48.149-07:00) commissioned=YES
Im(t):6(2019-08-08T03:28:16.727-07:00) registered=YES
Im(t):6(2019-07-24T15:27:25.518-07:00) standby=NO 1lm(t):7(2019-08-08T03:50:48.149-07:00)
DRR=NO 1m(t):6(2019-08-08T03:28:16.727-07:00) apicX=NO
Im(t) :7(2019-08-08T03:50:48.149-07:00) virtual=NO 1lm(t) :0(zeroTime)
active=YES (2019-08-13T17:30:45.488-07:00) health=(applnc:255
Im(t):7(2019-08-17T01:39:26.549-07:00) svc's)
clusterTime=<diff=2817 common=2019-08-19T15:33:55.929-07:00
10cal=2019-08-19T15:33:53.112-07:00 pF=<displForm=0 offsSt=0 offsV1u=-25200
Im(t):7(2019-08-08T03:50:55.925-07:00) >>



acidiaga <> K .

apicl# acidiag rvread 6 3 1

(6,3,1) st:6 1Im(t):3(2014-10-16T08:48:20.238+00:00) le: reSt:LEADER voGr:0 cuTerm:0x19
1CoTe:0x18

1CoIn:0x1800000000001b2a veFiSt:0x31 veFiEn:0x31 1m(t) :3(2014-10-16T08:48:20.120+00:00)

lastUpdt 2014-10-16T09:07:00.214+00:00
clusterTime=<diff=65247252 common=2014-10-16T09:07:01.837+00:00
local=2014-10-15T14:59:34.585+00:00

pF=<displForm=0 offsSt=0 offsVliu=0 Im(t):3(2014-10-16T04:50:08.714+00:00)>>

apicl# acidiag rvread 6 3

(6,3,1) st:6 1Im(t):3(2014-10-16T08:48:20.238+00:00) le: reSt:LEADER voGr:0 cuTerm:0x19
1CoTe:0x18

1CoIn:0x1800000000001b2a veFiSt:0x31 veFiEn:0x31 1lm(t) :3(2014-10-16T08:48:20.120+00:00)

lastUpdt 2014-10-16T09:08:30.240+00:00
(6,3,2) st:6 1lm(t):1(2014-10-16T08:47:25.323+00:00) le: reSt:FOLLOWER voGr:0 cuTerm:0x19
1CoTe:0x18
1CoIn:0x1800000000001b2a veFiSt:0x49 veFiEn:0x49 Im(t) :1(2014-10-16T08:48:20.384+00:00)
lp: clst:2
Im(t):1(2014-10-16T08:47:03.286+00:00) dbSt:2 Im(t):1(2014-10-16T08:47:02.143+00:00)
stMmt:1
Im(t):0(zeroTime) dbCrTs:2014-10-16T08:47:02.143+00:00 lastUpdt
2014-10-16T08:48:20.384+00:00

(6,3,3) st:6 1lm(t):2(2014-10-16T08:47:13.576+00:00) le: reSt:FOLLOWER voGr:0 cuTerm:0x19
1CoTe:0x18

1CoIn:0x1800000000001b2a veFiSt:0x43 veFiEn:0x43 1lm(t) :2(2014-10-16T08:48:20.376+00:00)

lastUpdt 2014-10-16T09:08:30.240+00:00

clusterTime=<diff=65247251 common=2014-10-16T09:08:30.445+00:00
local=2014-10-15T15:01:03.194+00:00
pF=<displForm=0 offsSt=0 offsVlu=0 1Im(t):3(2014-10-16T04:50:08.714+00:00)>>
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