ERX1—Y 5752 FRTE

ZOEF, WONKFTHEEEINTWHET,
T b (1%—=Y)
e TF U FNON—T 4T (2R—D)
7)Y b, VRF, BLOT U v RAALOERKR (15 —)
« EPG OE A (18 ~X—)
ew AT Ak EPG (24 2—7)
T r—ary a7 AN EBKOEAN (29 N—)
c I KT Y N RNT p—< ADEWE (39 X—)
VT =T FORISL (43 =)
« EPG N4 (45 ~<—2)
*EPG D=2 N7 MK (54 X—2)
MBS TN — TG (59 X—)

FFA[L— L RSV — L 2 G EK) (63 X—Y)

TF 2 b (evtenant) i, 77V r—a R U—0fmEa LTS T, BFEHEIXIRAAL X—
ADT 7 Aary hu—LE&FTTEET, T2 MIKRY —0B AN L EEO AN 2K L
FTMN, TTAR—hK Fy NU—JFFLEFA, 7TV ML, $—ER Ta (-0
BRCIIBENEZ, REORBE I EII R AL %2, FHEHICRY —fFf] 72 7 L —
FMeaRTENTEET, ROKIT, BHIGHRY V—MIT) DT F > MBI OME LR L E
T

gxa—vsrorae I



£r1—¥ 7o rEE |

B rmon—540y

1: 77>k
Tenant ‘
1 1
1 1 1 1
n n n n n n
Outside Application Bridge . 5
‘ Network ‘ Profile Domain | >| VAT Contrace ALz
1
1 41 o 1 <N
' nn,.-
; Tn
,:’ Subnet . i Subject g
! 4 3
nl /n
Legend:
Endpoint | -~ Solid lines indicate that objects contain the ones below.
Group n Dotted lines indicate a relationship.
1:n indicates one to many; n:n indicates many to many.

TF Y MIMHEICOHET 22 Eb, VY —RZ2HAETHZ L TEET, 7T MIEEND
FERBERIZ, 74N F, A T MRy NT—T 0 TV oY RAL U ABEL—
T4 T BXOMEE (VRE) AV AZ VA, T RiRA v b Z—7 (BPG) 2 ate T 7Y /r—
vary a7y ANTT, T MO T 4T 4IEFEDORY —E KL ET, VRFIE=
VTRANEBIEIN, ENENEEEOTY v RAAL BEMIT B ENTEET,

\)

6=

APICGUI ®FF > h FEH = a2 RATHE, VRE(ZUTFA M IZTTA_—F v b
U= ERHINET,

TFUNIT TV =y ar R v—0mElar T T, 777U v 23RO T b
EEODLHIENTEET, LA Y4~TOY—ERZRHT DN, T2 FaRET OME
MY ET, ACIZ7 7 7Y v 7%, 7F 2 by RU—27ZF L TIPVA, IPV6, BEOT 27
IV ALy R R R — P LET,

T MRADIL—T 4 2T
TV r—varkr by s AT TANTIF Y (ACD) O7 77V v TiE, T b
DT 7N F— b U= A BENRME I, 777 U v 7 @ Virtual Extensible Local Area
(VXLAN) > hU—7MON—T 4 T MT2ET, &7 52 MZD2W T, APIC TH7
Iy PIMERR S AN, 777 V) v 73BT 74V s =T A T AL FAR
AH2—TxAA (SVI) R LET, Zhix, 207> T xRy o RRA

B Ex1—5FFUrEE |



| £52—v 738

$Ty FEOTF > b b5 71 v 0ERERETHLv3vND [

VEBRHBTRXTOAL v T ET, EANNA X —T =2 AFT 74V D7 — b
A A B =T A ZEFR—FL, 777V v I REKDOTXTDOANA LV Z—T = A AT
FEEDOTF Ly N VT Ry MItTARE—OL—ZDIPT RLAEMACT FL 252 LE
—é—o

I3y FEIDTFU N S T4 I DEEFRET HL A4 V3VNID

ACI 777U v 27X, ACLZ7 77V v 27 VXLAN %y NI —JDON—T 4 T 7T HT
FURNDT T F NN = U A RER A CWET, HTF UM LT, 77U v Ik
FFr MBI Y TONIZTRTOY =7 A v FICEEBHEBT 740 h =7 =g
ERAELET, UL, = RARA U MCERINTEZRIIO Y —7 AL v FOANIJA v 5 —
T oA ATHREENET, AN E—T oA AFTF IZH NN T = T2 L FZ—T =
AAREYR—FLET, 777V v 7 BEKOTRXTOAIA L F—T = A AT, FFEOT T
Ty M LTR—DOAL—ZDIP T RL AL MACT RLAZIHLET,

ACI 777V vy 7, =V RRA bl —2FX VXLAN b RrL = RARA > K
(VIEP) 7 KL A TEBRSNTH/FNDL, TF F = RBRA Vb 7 LA L 205 %21
VEELET, 777U v 7 NOERZEIX VTIEP M TiThivE T, ROKIX, ACI TEIV B
ID &5t RLE T,

B 2:ACIHIZ&k>TUIYBESNT- ID &I35FR

El

| VTEP | VXLAN ‘ P | Payload
(_vrer ) ( vrep vier ) ( vrer ) ( vTEP ) [ vTEP
y - §

VXLAN X VTEP T A 2% {FA L TCT T O R T AL ZEZVXLAN B A Mo~y
' 7 L, VXLAN OB 72t L O P U bfEs %2 24T U E 4, & VIEP #RelciT, &
D2ODAVE—T A ARHY ET,

TN TN LT — L RARA v MBEEZYAR— T T52—0 /L LAN &7 X
VIRNDAA v F AU E—T 2 A R

CHEEIP Xy NT—Z ~DIPA L H—T = AR

IPA L H—T 2 RZF—EDOIPT RUARHY ET, ZHUE, A 77 A N7 7 F ¥ VLAN
LLTambnD, BEEIP Ry U —27 ED VTEP ZikB L E 94, VIEP T /34 R XD IP T
RUVRAZEALTCA—V %y b 7L —2% Tk L, BT fbENT=Z 7y b, IP
AVHE =T 2 A A& LTHRER Y NT—7 ~EFLET, /2, VIEP 731 ALV E— |k
VIEP CTVXLAN 7 A hEBREL, IPA ¥ —T =2 A% LTYE— FD MAC
Address-to-VTEP ~ v V'L 712 HOWTHE LE T,

gx1—4 7o rEE )



£r1—¥ 7o rEE |
B 5o+ ri07+2r 570 v DERERET HLA T 3UNID

ACIDO VTEP 130~y B 7 T — 2 X—2R&EMH LT, N7 T hOMACT RL AT
IZIPT RV AERBEDOHANI~ vy B 7 LET, VIEPIZN v 7 T v 7 OETHRIZ, 5808 —
7 AA v F LD VITEP #5657 FL A& LT, VXLAN WCH 7'k ENizmnT —# X
Ty NeEEFELET, 58k —7 AL v T3 Ty NI TvEREER L TZER A MIEE
LET, TOETMICEY, ACLIZANR= 7Y U — T haLaefifl+sZ <, 7
Ay a Ty IRy TONL—FT7Y)— hRa PR L COL—7%E8 L E9,

VXLAN B 7 A v MIHME L 2D %y FU—2 MR DIEFELEE A, W, VTEP Mk
ML B IP %y hU—271F, VXLAN A—R_R—L A ITEIELEH A, ZHITEETIP T FL
AL UTCBRAE VTEP 28 H ., 5 IP 7 KL A & L TH#UR VTEP 28> CTH Y, AEIP T KL
ANy A= LSy e T LT,

WORL, TF > "NOL—T 4 TN ED L H>IITbNDEERLET,

H3:ACIDHY THy FEDTFU b STy D ZEETHL A 3VNID

/ ) e

A— j— .
If/ Fabric 3
:_ ACI /
o .
Tenant VRF ™

/ L3 Segment VNID 5 \
)

Subnet B
12.2.1.100

501224

ACLIZZ7 77V v 7 D47 ) b VREIZH—® L3 VNID #%|9 24 C%9, ACIIX. L3 VNID
WS TCT7 77V VBRI N T 7 4w 7 BRELET, BNV —7 XA v F TiX, ACLIZ
Ko TL3VNID 226D BV 7%y b VNID IZV—T 4 7 &1,

ACIO7 77 Vw7 T74NETF— RV A IZEFEENTTZ 77U w7 ANCEELEZ RN
T4 w71, VA FY3VNIDICL—T 47 ENET, Zhicky, T FNTL—T 4
TEND T T4 w7377 7Y 7 CHFIDFEMTEREINET, ZOETAVEHEHTS
L, REAERIUMEARA N EORICT T MIBL, V7R y FBRRAR5 250 VM T
. FT 74 v D (AR A 22 REMEH L Q) IE LWERICL—T 4 7 SN DRI H
TOMERDHDLIIANAALA v TF A X —T =2 A ADHTT,

ACINV—HF U Z7VL 7 21%, 777V v I7NTONEL— NOEARIZ~/LF 7 2 k2L BGP
(MP-BGP) #fEH L7, 777V v 7 EFHFITAE AT A AS) BEHa#fMEL, L— kK
VI LI ZIIZTBEANA, Y AL v FHBELET,

B Ex1—5FFUrEE



| £#x2—% 75> r3E

\)

-4 e7ursssvn—ran ]

6=

Cisco ACLIZIP 77 7 AT —varvaR—FLTWERA, L7 - T, HEL—F ~D
LA ¥ 3Outside (L30ut) #5kc. F 7213 Inter-Pod Network (IPN) ZI L7=~/LVF Ry NEEkix
BETIEEIZ. A FZ—T A AMTUNBY 7 O IR ET A2 L 2 MR LUE+,

IGP 7'u k2L 3 v (EIGRP, OSPFV3) I, A ¥ —7 A AMTU %A XZHS\WT=
VUR—=FR U ML o TSN ET, Cisco ACITIEL, CPUMTU YA XNA v Z—T = A A
MTU A4 XL b/hs<, WEEINT Ty A X CPUMTU LD KREWEE, N7y
MIp—xnicEoTRey7E&nEd FRZIPv) , 2O LIRSy O Re v 7%
FET521E, arhae—nAFb—r b F—T 24 AOMW G THICFE T MTUEZRE L
E3u

Cisco ACI, Cisco NX-OS, LW CiscoI0S 72 ED—ED 7T v~ b7 +— LTI, HIEFHEZR
MTU EIZA =V % v b~y F— (TS IPMTU, 14-18 f —H K% v b ~v & — P A X%k
N)EEBELTCWERA, £72, IOSXR R EDMD T T » b7+ — L1201, FESNT- MTU
EIZA =P Ry b~y X—=RNEENTNET, RIESNAEL 9000 DIGHE . CiscoACI, Cisco
NX-0S 3 X O Cisco I0S D K IP /347 » kb A XL 9000 /34 MI72 0 £33, 10S-XR DX
T LA HE—T A ADEKIP 737 > M A XL 8986 /N1 NIV £,

ETTy N T A — O MTUEIZOWTIL, FNEFNORENA REBRLTIEE N,

CLIN—2Da<zy FEMEHLTMIUAZT A M2 2 L 2M<HERE L £T, 72L& 213, Cisco
NX-OS CLI ¢, =2+ K, ping 1.1.1.1 df-bit packet-size 9000 source-interface ethernet 1/1 % i H
LTL7EENY,

IW—R E7) 98 XVPIL— MEEF

WORNRT L, V=T 4 T T T AEERTDIE, V=T A v TF A H—T =
A AMINEN—Z DNV—T 47 T hart 7V o 75 X0 ICHMICRESNET,

gxa—v7rorize Wl



X214 7FY bRE |

B is—s~0ovvoraoa—7142

R4:L—2DEFTYLY

o

Spine switch
with

Route Reflector
f RIIE R

- i
Ll
Tenant == // )
- -
Virtual Default - e i
. Gateway .-+~ Cal. | Route
- A 4 \ distribution

Q\
J
=

e 12.1.1.0/24
e 12.2.1.0/24
e 12.3.1.0/24

EP

348520

BTV T E o THEEHEINDNV— MNE, AN AL v FIZEFENET, ANS AL v

FlIn—hrV VLI H
o7 T —7 A

ELTEMEL, ML — hERILT Y NIRRT AL F—T oA A%
Ay FICEAALET, ZNHDOL— ME, HET VT 4 7 ZABE (LPM)

WCEVEHNSINTZT RUAT, M —2nEah sV E— DY —7 24 v F D VTEP

IPT RLAREEND
Taxibn FEA
F7 47X Fayr

V=7 2 v F OEET — T VIEE SNE T, WAN/L— MMIITERE
o WAN/L— R U —7 24 v FOEET — T /VICHEES LI WES,
ENFET, AL —E BT T4 N F— b7 oA TERWED, T

FOXZY RFA L NEP)NHD/NT Y MIACI 777V v 7 DT 74V K F— MU = A2

EEYUEXRE

NEIIL—BZA~ADTY YK
WOKNRT LD IZ,
LCREINTWNDHY
7+,

A23—Tx4 R

V=T AA v FDA L H =T 2 AANT VTP R A X =T AL
A, 7T FMVNIDDT 740k F— b U= A BN —H2 720 F

[==IEN

| EESECT RN v



| £#x2—% 75> r3E

r—ryzrssnzz I

5: 7y P FaMERIL—4

1211100 (121.1.101 121.1.102 12.1.1.1/24

o =

ACI 77 7 U w7 1%, ALV — 2 DFEEZRBEET. APICIX) —7 AL v TFDA v F—T =
A A% EPG |IZ§II Dwéfiﬁo

348519

IL—hk UL RDERTE

ACIZ7 77Uy Z7ON—K Y7L 27 X%, wLF7a ka2, LBGP (MP-BGP) #fffL<T7»
TV IR — b EEALET, ACLZ 7 7Y v 7 TA— KU T VL7 ZEA3—TNIC
THIE, 777V I DOEHENN— N VT VLI ZTIRDANL v AL v FHFRL T,

HEEV AT A (AS) B aitfkT 20 ENRH Y £3, IWEMEZHRT L1201, Ny Kb
Nl LB 200D ANRL Y ) —REMP-BGP/L— K V7 L7 XL LTRET DI &AL
L9,

N—hKUZTZVLIHNRACI 777U w7 THEN otz b, BEEIL, LA ¥ 30ut (L30ut)
VNI aVR—R Y FEERALTY —7 )= REH L THERR Yy NU— 7 ~OHEfi &2 % E T &
F7, L30ut THESNTZY —7 /— RiL, RV —7 LEEhvET, BERY — 71, L3Out
THESNIENV—T 47 7a haLiz LT, #ENNBT A AL V— b5 L E
T LIOwMRHTRAET 4 v/ — b ERETHIEHTEET,

gxa—vrrorie i



Era—¥ 7+ rHE |
B wveson zEmLEAnEREORE

L30ut L A/ XA > — K U7 VLI X OWFRERIND &, BERY—7 /— FiZL30ut =41
LTHEL— b EZEEH L, 260N ENL— MIASRAL L MP-BGP L—F U7 LI X &N L
TT777 Vv I7HNOTRTCOY—7 J— RiZifmEnEd,

J—TTHR—FENDHL— FOFRRBIZHONTIE, THEHOY U —2D [Cisco APIC DAL
BHAT—5 0T 4 A R] 2L T X0,

Layer 3 OQut {8 L f=5 ERIEHT D ERE

ZOETIE, ACL7 77V v 7R L30ut BELURMP-BGP /L— |k U 7 L7 Z %4 L THERL—
Ty R Xy N — 7\ CHT A7 OB FIEZ BRI A L4,

Z OICiE. Open Shortest Path First (OSPF) % [mgmt] 77> h F® L30ut D/V—7 4 > 7
7o hanet UCHERALET,

GUI ZfEFR L7~ MP-BGP )L— K ) T LU 2 DETE
FIE

ATFY Tl  A==2— X—T, [System] > [System Settings] DIEIZFEIR L £,

ATFwF2 [FEH— 3> (Navigation) ]34 T, [BGPJIL—k )7L 4% (BGPRouteReflector) ]
EAE7V 7 LT, W=k UTLI4E /—FDO{ERK (Create Route Reflector Node) | % 27
Vw7 LET,

ATy 73 [L—rUTLY4E /—FDER (CreateRouteReflector Node) 1414 7227 Ry 7 AT, [R
N4> /J—F (SpineNode) | Fr vy X o URRNG, @Y AA Y ) — RERINLE
T, Submit 227 VU v/ LET,

GE)
MBS CTANA 7 = FEBNT2120%, ERREOFMEZEEVIRL T ZEV,

AL AL TFNWNL—hK VTV I H J—FRELT—7 ENET,

ATw 74 BGPRouteReflector 7' 12/37 ¢ = U 7 @ Autonomous System Number ~7 ¢ —/L K¢, i#b]7a
HmraBIRLET, Submit 27V v 7 LET,

GE)

BT AT 5% B1E, Border Gateway Protocol (BGP) N/ —HIZEHEINTWAEEIT. UV —
TR SN — AR ENL BT DMERH Y £, AF¥ T 1 v 7 F721% Open Shortest Path
First (OSPF) # i/l L CH¥E I — RN L TWDEEIE. BV AT AFFEELEER
DAHENLEIZTEET,

ATFYTE A=a2— =T, [Z7TVUv¥Y (Fabric) 1>[Z7 7" v% K — (FabricPolicies) ]>
[fRy K (Pods) ]>[1) >— & )IL—TF (Policy Groups) 1 %27 U v 27 L£7,

AFvT6 [FEHF—I 3> (Navigation) 131 T, [R1) >— F)IL—TF (Policy Groups) | % BB L T
27V w27 L, [PODKRY— JIL—T DR (Create POD Policy Group) %7V v 7 L&
@—O

B Ex1—5FFUrEE



| £#x2—% 75> r3E
Act 777Uy omP-BeP L—k U 7Ls a0KE [

ATy FT1 Ry KRYS— FIL—TDERK (CreatePod Policy Group) 1 %4 A 7102 Ry 7 AT, [&H]
(Name) | 74—V Rz, Ry RAKRY v— I V=T D4H1# AT LET,

AT 78 [BGP Route Reflector Policy] K2 v 77 U A KT, #UlRARY >— (F74/0 1) @R
LET, [Submit] #27 Vv 7 LET, °
BGP/L— K U7 LI HORY —i%, v—h VT LI HOKRy KR — 70— 2Bt
FHH, BGP 7rt A XU —7 A v F TA F—T M0 £1,

ATFYT9 A=a— =T, [Z7TVv%H (Fabric) |>[Z7 TV v%H K — (FabricPolicies) ]>
[T 74)L (Profiles) |>[Ry K BT 74JLTI#JL~ (PodProfiledefault) |>[7 7+
JU b (default) [&&RL EF,

AT w710 [Work] ~3A > C, [Fabric Policy Group] K2 v 7 X 7> U A Mnb, BIC/ERSNTZHR Y KR
Uy —%@RLEJ, [Submit] 227V v 7 LET,
Ry RRV—TN—TN, 777 Vv 7 R vr— A —7Cifsng L,

ACl 277Uy ®MP-BGP )L— k)T LU 2DEE

ACIZ7 77U w7 NOL— N ZEATT57-DIZ, MP-BGP 7V B AL FHPNTEIT L, A28
AA v FHEBGPIL—h V7L 72 LTRETAILERDHY £,

WIZ, MP-BGP L— s U 7 L7 X OREHZ-LET,

\}

GE) ZOHITIE, BGP 777U v ASNH 100 T, A1 2 AA v T 104 & 105 7¥ MP-BGP
N—h U772 L TGERENET,

apicl (config) # bgp-fabric
apicl (config-bgp-fabric)# asn 100
apicl (config-bgp-fabric) # route-reflector spine 104,105

RESTAPI Z{#FR L~ MP-BGP )L—+ ) DLV 2 DHETE
FIE

ATFTYT1 Af VA v FEAL—F VTV EZLELTC~v—27 LET,
1 -

POST https://apic-ip-address/api/policymgr/mo/uni/fabric.xml

<bgpInstPol name="default">
<bgpAsP asn="1" />
<bgpRRP>
<bgpRRNodePEp id=“<spine idl1>"/>
<bgpRRNodePEp id=“<spine id2>"/>
</bgpRRP>
</bgpInstPol>

| gxa—v7rorize Wl



£r1—¥ 7o rEE |

B wvescP—+ ULy sBEORR

ATy T2

RORA MR L TRy RV Z %2y b T v 7 LET,

i -
FuncP £ b7 v 7 OHA -
POST https://apic-ip-address/api/policymgr/mo/uni.xml

<fabricFuncP>
<fabricPodPGrp name="bgpRRPodGrp”>
<fabricRsPodPGrpBGPRRP tnBgpInstPolName="default" />
</fabricPodPGrp>
</fabricFuncP>

i :
PodP &~ N7 v 7 DA
POST https://apic-ip-address/api/policymgr/mo/uni.xml

<fabricPodP name="default">
<fabricPodS name="default" type="ALL">
<fabricRsPodPGrp tDn="uni/fabric/funcprof/podpgrp-bgpRRPodGrp"/>
</fabricPodS>
</fabricPodP>

MP-BGP )L— k ) T LU 2 ERE DR

FIE

ATvT1

ATy T2

ROBAELZFEITL T, RELMHAELET,

a) BE¥a7 =/ (SSH) AL T, BREIJELTHY =7 A v F~OFHEF L L TH
74 LET,

b) show processes | grepbgp =~ REZ AL T, IREENS THDHZ L 2fER L £,

WHES NR (AT LTV THHHEIT, REPEF T EEATL,

WROBMEZTFATL T, HEVAT AEFEGNANSNL VAL v F TRESNTND Z LR LE
R
a) SSHEMAL T, BEIIJSLTEANRNS, » AL v F~DEFEHEL LTl A LET,
b) Yz U4 RUNBROAT REFEITLET,

1

cd /mit/sys/bgp/inst

1 -

grep asn summary
HELTZARYV AT AFEENRRINOILERD Y T, BEVAT AFSOEN0 L RRS
NHGEIE, REDEFI/TOAEEATLE,

B x5 7+ rEE



| £#x2—% 75> r3E

GUI £ L =27+ > + o osPFL3out o5t [

GUI ZERA L=-EHETF > ~® 0SPFL30ut DERL

FIE

ATvT1
ATy T2

ATvT3

ATv74

ATy TH

N—ZIDELHBEA L E—T oA A TO T 7 ANLDIPT RLADRE S TWTEEL T
RN L ERERLET,

« ROFNEIZ, EHTF > bD OSPF L3Out Z1Ef T 572D H DT, 752 s OSPF
L3Out Z1ER T HI2iE, TF > FEBIRL, 775> NHD VRF 21ERKTHALERH D F
7,

s FEMElZ DUV CIE,  [Cisco APIC and Transit Routing)] 228 L T< 7230y,

A= a— /N—"TC, [Tenants] > [mgmt] OJIEIZER L 7,

[FE#—2 3> (Navigation) | %A > C, [y kT—F 2% (Networking) ]>[L3Outs] %
EELET,

[L30uts] #4727 U > 7 L, [L30ut DfER% (Create L30ut) 1% 27 U v 27 LET,

[L30ut MYERX (CreateL30ut) |7 1 — RBFRENET,

[L30ut DYERL (Create L30ut) |7 o ¥ — R [#53)] (Identity) |17 4 > K7 T, ROE/ELFE
TLET,
a) [Name] 7 4 —/L FIZ, 4#1 (RtdOut) Z AL £,
b) [VRF] 74—V RO Ry XX JA G, VRF (inb) ZERLET,
()
ZDAT v 7T, /L—7 v K Outside &1 > 73> K VRF [ZBHEAHT £,

¢) [L3 RAA Y (L3Domain) | Ry FX 0 R MG, @R KA Z2ERLET,
d) [OSPF]F =y /Ry REA NI LET,

e) [OSPF ArealD] 7 4 —/LV RIZ, = U7 IDEZANLET,

f) [OSPF Area Control] 7 4 —/V RC, #WUIRF =y 7Ry 7 A% F NI LET,

g) [OSPF Area Type] 7 4 —/V RC, @bl V7 Z A4 72 EINLET,

h) [OSPF Area Cost] 7 4 —/L RC, @Y7 fH%2 RN L E7,

i) [R~ (Next) 1227V v LET,

[/—K&4 28 —T 4R (Nodesand Interfaces) |7 > KR RSNET,
[/—F&A ¥ —7xAA (Nodesand Interfaces) ] 7 > KU T, WOBIEEFEITLET,
a) [T 7 4/ b &fEH (UseDefaults) | Ry 7 A% 4712 LET,

k., [V—F7a 77 A% (NodeProfileName) |7 4 —/L REMRETE ET,

b) [/—K7B774)L% (NodeProfileName) |17 4+ — LV RiZ, /— R 7077 A)1LD4
AiZ AL E9 (borderLeaf) ,

gx1—7rorEe M



£r1—¥ 7o rEE |

B cuzEmLLEETF2 0 0SPFL30Ut DR

g)

h)

)

k)

D

[NodeID] 7 4 —/L R T, RuyFHZr UZX NS, &HIO ) — RZERLET
(leafl)

[Router ID] 7 4 —/L N2, —EDONL—FID ZAJLET,

N—T Ny 7 T RLAL—FID ZFEH L2 WgGAIR, V—7 "y 27 7T KL A
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DN—T Ry T RLADNL—4 ID Offif] (Use Router ID for Loopback Address) ] &
AE%Td, L=y 7 T RLRICA—FID 2 LAaWnEAIE, BIOIPT RL 2%
BT, ZO7 4=V FEZEOEFICLET,

MEIZGELT, 2O/ — KD [A % —7xA A (Interface) ]. [IP 7 KL & (IP
Address) ], [{ > ¥ —7 = A7 77 A4 (Interface ProfileName) ], 3L ON[MTU]
74—V R e ae A LET,

[R~ (Next) 1227 U2 LET,

[ZBA kaJL (Protocols) ] 7«4 ¥ RUNRERINET,

ATw 76 [Fa k=L (Protocols) 1V 4> Ru®d [ZR U > — (Policy) ]fEIK T, [T 7 #/v F (default) ]
7V w7 L, [k (Next) 127V w27 LT,

[4V88 EPG (External EPG) 1V 1 v RUMNFERINET,

ATy T B EPG (External EPG) 1V 4 > RUTRDT 7 v a v &#FATLET,

B Ex1—5FFUrEE
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NX-0S CLI £ M L1=F+ > O OSPEsh &L —TF v K v k7—s 0tk ]

a) [Name] 7 4 —/V RIZ, A%y T —27 O4HT (extMgmt) Z AL FET,
b) [TRTOIER Y NT—2 DT 7 4L s EPG (Default EPG for all external network) 7 « —
N REATZIZLET,

[h7 %> I (Subnets) ]fHIKAFRRIILET,

) [H1&#27 Vv 7 LT[H 7>y hOfEEK (Create Subnet) | XA 7R 7 Ry 7 AT 7 EA
LET,

d) [P7 x>y bOERK (Create Subnet) | ¥ A 7127 ARy 27 AT, [IPT7 KL A (IP address) ]
T4 —FRIZ, VTR FDOIPT RLARAESAZ AT LET,

e) [Scope] 7 4 —/V RTC, HHDF =v I/ Ry I RAEF N LET, [OK]Z27 Y v 7 LET,

f) [N EPG (External EPG) | # A 712 Ry 7 AT, [587 (Finish) 127V v 27 LET,
GE)
[TEZE (Work) ]34 > @ [L3Outs] i8I, [L30ut] 7 2> (RtdOut) NFE/RINFET,

NX-0SCLI ZfER L7=77F > @D OSPF A EBIL—T v k vy FT—0 DYER

S —T v R Xy N =7 EROKEIZIX, WOAT v TRNHD £,

1. 572 FOTFIC VRE Z1ERE L £,

2. HMV—T v K Xy bU =7 IR SN ER Y —7 AL v FDVRF D L3 *v hU—
XU THERERELET, TOREIE, AV HF—T =2 A, N—T 47 Tuahka)i
(BGP, OSPF, EIGRP), 7’'H ha/L RTF A —H jb— b=y TRNEENTWET,

3. TFUPDOTICHMTFLIEPG Z#/ERL L TARY > —%REL. THHDEPGEERY —7 R
A vFICEALET, ACLZ7 7 7Y v Z7NTRIUAKRY —% 3925 VRF DIERL—T
K7y b2, 120 A L3EPG] £721% 120 L7 7 X EPG] KL E
j—o

FEIL. 2 O0DOF— R TEHRINET,
« 7>k E— F : VRF OfERE L UM L3 EPG 3% 7E
e J—T7 F— R L3 X v hU—F 2 FHERL L S L3 EPG OE A
WOFNEIL, TF > FOOSPFAE N —T v KXy =7 #ERT D700 LD TY, 75

¥ FDOSPFAMNL—T v Ry b U =7 2B 51213, 77 FE@RL T 67 b
M VRF 2B 2 B8R H Y £,

)

G¥)

(M —T v R 2 RS D TIEIC DWW TR L £7,

ZDOEOFITIX, TF > & TexampleCorpl @ [OnlineStore] 77V 7 —3 3 > ® lweb] epg

gx1—4 7o rEE )



£r1—¥ 7o rEE |

B vxoscusERLETFY LD OSPESMEL—T v K %y kT—5 DR

FIE

ATy T

ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

VLAN RFAA VHRELET,
B -

apicl (config)# vlan-domain dom exampleCorp
apicl (config-vlan)# vlan 5-1000
apicl (config-vlan)# exit

FF > hVRF #%E L. VREDORY L —D@EAENT LET,
B -

apicl (config) # tenant exampleCorp

apicl (config-tenant)# vrf context
exampleCorp vl

apicl (config-tenant-vrf)# contract enforce
apicl (config-tenant-vrf)# exit

T EBDEREL, F—hYU = A IP % [public] &L Tv—27LET, = VU [lscope
public| (X, 2D —hrVx=A T RLVAZNHLI Ry NT—7 DN—T 47 Fu ha|l
X7 RARZAXMEATEL LT LETS,

1 -

apicl (config-tenant) # bridge-domain exampleCorp bl

apicl (config-tenant-bd) # vrf member exampleCorp vl

apicl (config-tenant-bd) # exit

apicl (config-tenant)# interface bridge-domain exampleCorp bl

apicl (config-tenant-interface)# ip address 172.1.1.1/24 scope public
apicl (config-tenant-interface)# exit

V—7®VRF #&ZTELET,
% -

apicl (config)# leaf 101
apicl (config-leaf)# vrf context tenant exampleCorp vrf exampleCorp vl

OSPF = U 7 &% E L.
5 -

—h =7 EBMLET,

apicl (config-leaf) # router ospf default

apicl (config-leaf-ospf)# vrf member tenant exampleCorp vrf exampleCorp vl
apicl (config-leaf-ospf-vrf)# area 0.0.0.1 route-map maplO0 out

apicl (config-leaf-ospf-vrf)# exit

apicl (config-leaf-ospf)# exit

VREZA LV H =T 2 A A(ZOBITEV T A Z—T A 2)ZEHEID ST, OSPF=U T 24%)
W LET,

1
GE)

B Ex1—5FFUrEE
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7+ bk VRE, 5&UTY Y R okm |

YT H—T o AR TIE, AL A X —T A A (ZDOHFITIX, ethernet 1/11) 1%,

Ino switchport] (2K > TL3AR— NMIEHL, VT A X —T =4 ABMERT 20 7 E11E
VLAN %% ¢e vlan K A A > (Z OFITiE dom exampleCorp) 2 E W 4 THMENH Y £7, W
T A B —T A A ethernetl/11.500 T, 500 |4 7/t VLAN T9,

apicl (config-leaf)# interface ethernet 1/11

apicl (config-leaf-if)# no switchport

apicl (config-leaf-if)# vlan-domain member dom exampleCorp

apicl (config-leaf-if)# exit

apicl (config-leaf)# interface ethernet 1/11.500

apicl (config-leaf-if)# vrf member tenant exampleCorp vrf exampleCorp vl
apicl (config-leaf-if)# ip address 157.10.1.1/24

apicl (config-leaf-if)# ip router ospf default area 0.0.0.1

ATy TT HELIEPGRY v —%FRELET, Ziud, MY 7%y bEFFT L, epg Twebl &GS
LK EHEET DD —HEEE Y T2y BREGENET,

1 :

apicl (config)# tenant tl100

apicl (config-tenant)# external-13 epg 13epgl00

apicl (config-tenant-13ext-epg)# vrf member v100

apicl (config-tenant-13ext-epqg)# match ip 145.10.1.0/24
apicl (config-tenant-13ext-epg)# contract consumer web
apicl (config-tenant-13ext-epg) # exit

apicl (config-tenant) fexit

RTS8 V—7 ZAA v F DI L3 EPG #EA L £,
B -

apicl (config)# leaf 101
apicl (config-leaf)# vrf context tenant t100 vrf v100
apicl (config-leaf-vrf)# external-13 epg 13epgl00

TR VRE, 8EUVTY Y FAALVDER

T2 FOBE

e T U MTIE, ARENTEZ—VFDRAAL L R—ADT VA a2y ha—LE L X—T )L
T AR —RNEaEnFET, KBINZa2—W, 770 MEHESR Y N —F% 0 JF
P COMERIZT 7 B A TEE£T,

cea—HiI, RAALLAHORY —ICT7 7 EBALEZDARY O —2FETAHITITFATY /&
EIABFERRVBMNETT, TF o b z—FE, 1D ED RA A N EOHEREZFEFSZ &
NTEFET,

cYNTFT T RREETIE, VYA SN K HIC, 7T ML Z—
T a—YDOT 7w AMERPRESNET (L FRA LV NI A—TFRFRy FT—F T

| gx1—7rorEe M



£r1—¥ 7o rEE |
B 7 ronm

ED=®), ZNOHOWHERTIX, RAelba—YREes7 0 F BT T
@—O

T+ bDER

Ty MTE BRNST 2 FEAERR LT RITIERRTE D 7 o v BB, TV v Y RAA
YO BROT TN S —vary T s ANREDT T VERNGENET,

VREE KUV ITUvD RASLY
TTFUFDVRFBRIOT Y v FAAL UEERBIORETE £, ERSNET Y P R
AAVBEFROV TRy M, #IETHLA Y3 arTFRAMNESRLET,
IPV6 A N—RFBRE T 5 HIEICOW T, [Cisco APIC Layer 3 Networking Guide]
l1Pv6 and Neighbor Discovery] ZZ L T 72 &0,

GUIZFERLI=TFT k. VREBELEUTY vy RALDDER

AN —T v FERETDHEENINT I v 7 BT 2y bRHLLGEE. 7Y vy RAL %
SMERERE & BT T D BN D D £7,

FIE

RTYT1 A=a— =T, [T+t (Tenants) |>[TF > FDENM (Add Tenant) ] &R L E5,
AT w T2 [Create Tenant] ¥ A 7 2 7Ry 7 AT, IRODF AV HFITLET,
a) [Name] 7 4 —/L RIZ, 4Hix AT LET,
b) [EFa)T4 FAAL 2 (SecurityDomains) |27 v a > T, [H1#27 Vv 27 LT, [EFa
T4 FAA DR (CreateSecurity Domain) | #4707 Ry 7 A& £,
c) [®HT (Name) | 74—V RIZ, BX =2V T 4 RAAL L DOL4RIEZ AN L, ZEE (Submit) ]
7V v LET,
d) [TFT2 bDOERK (CreateTenant) | # A7 w7 Ry 7 AT, fEL7cEx 2T 1 KX
A2 ®[EFH (Update) 1 %27V v 7 LET,
e) MERU T 7 4 —/L RIZASLET,
f) [EfE (Submit) |27 Vv 27 LET,

TFURE> [y FT—F 24 (Networking) JHEEAFEREINET,

ATv 73 [EE (Work) 1A T, [VRF] 7A 2 %% v NAZ KT v 7 LT [CreateVRF] A 7
U Ry 7 AERE, ROBEELFEITLET,
a) [Name] 7 4 —/L R, 42 AN LET,
b) MEIIGELTHDO T 4 —L FIZAHLET,
c) [EIE (Submit) |27 U 27 LTCVRF AV AX L ADHREET T LET,

B Ex1—5FFUrEE
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GUIEEALETF b, RFEEUTY v Kxqvofs [

ATy T4 [EE (Work) ] A > T, VRFA VY AZ U AZHLHNOF v o RAIZ [Ty KASL Y
(BrdigeDomain) 1 7 A 2> % K7 v 7 LT, 2 2% 8 LE 7, [Create Bridge Domain] # A
TaTRy I ANERENTES, ROX AT EETLET,

ATy TH

a)  [Name] 7 4 —/V RiZ, 4RIz A LET,

b)  MEITGEUTHO T ¢+ — RIZAH LET,

) [k~ (Next) 1227V >yZ7 LET,

d [HITHRvy bk (Subnets) | B2 2T [H1&227 Y >y27 LT, [Ty FOERL (Create
Subnet) | XA 707 Ry 7 A&BE £,

e) [F—bUxAIP (GatewayIP) | 7 4 —/L RIZ, IPT RLARLH TRy b vRT&EANT)
LET,

f) MBS L THO 7 4 —v RIZATI LET,

g [OK]%27VUv27 LET,

hy [FUyP FAL2DER (CreateBridgeDomain) | #A 717 Ry 7 AZREY | SEE
s CCHD 7 4 — v RIZATI L ET,

) [k~ (Next) 1227V v 7 LET,

i) WEIIE U TT 4=V RIZATILET,

k) [OK]Z27 Vw27 LTT Uy RAL VDR EEFET LET,

[E%£ (Work) ] A T, VRF A Y AZ U AZFHEHANDO X ¥ N[ 7 A 2% R

Z v 7 LT, 220%##kt LE T, [Create Routed Outside] X1 7 B VAR v 7 ANFRINTZH,

DB AT ZFITLET,

a) [Name] 7 4 —/V RIZ, &4HiIZATILET,

b) [/—Fé&aA248—TxzA4RXRFOra)l TART74JL (NodesAnd Interfaces Protocol
Profiles) 27 v a > T, [+] 227V vy 27 LC[/—FK 7B 2774 )LDO{ER (CreateNode
Profile) | ¥4 7 v Ry 7 2&H&£7,

¢) [Name] 7 1 —/V RiZ, 4RIZATILET,

d [/—F (Nodes) | &7+ a>vT, [+]227 V27 LT[/ —FD#&ER (Select Node) | ¥
AT7url Ry AxBEET,

e) [/—FID (NodeID) | Fay7¥ v JUR ML, /— REERLET,

f) [Router ID] 7 4 —/L RiZ, W—X IDEZANLET,

g [RET4vY )L—Fb (StaticRoutes) | E7 v a > T, [+]&#2 Vv 7 LT RETAY
9 IL— b DERL (Create StaticRoutes) | A4 7 a2/ Ry 7 A& £,

h)  [Prefix] 7 4 —/V RIT, IPv4 7 KL AL ZIEXIPv6 7 RL A& AN LET,

i) [RZALHRYTFELR (Next Hop Addresses) | £ 2 v a T, [ 22 ) w27 LT
[R9 A b Ry TDHER (CreateNext Hop) | # A 7 u/ Ry 7 A%BE £7,

) [RUABLERYTFRLR (Next Hop Addresses) | 7 4 —/L RZJEBI L, IPv4 7 FL &
FTIPV6e 7 L AEZ AN LET,

k) [EXTE (Preference) | 7 4 —/L N2, BUEZ AT LET,

) MEBEIZIE LT 7 4 —L RIZAD LET,

m) [OK]%7 U vZ LET,

n) [E#MOL— FODIERL (Create StaticRoute) 1 A 707 Ry 7 AT, MBI L THO
74—V RICASLET,

00 [OK]ZZ7Vv7 LET,

gx1—7rorEe M



| IEEN

EPG DEA

Era—¥ 7+ rHE |

p) [/ —F®=EIR (SdectNode) | ¥4 7/ Ry 7 AT, LEIZGECTHO T ¢ —L RiZ
AN LET,

qQ [OK]ZZVUvyZr7L%ET,

) [/—F 70774 )LDOERL (CreateNodeProfile) 1 %A 7 w2 KRy 7 2T, LI
L7 — FIZATILET,

s) [OK]Z7Z7UwZ7 LET,

t)y MBS U T[BGP], [OSPF]. 71X [EIGRP| F = v/ Ry 7 A%A NI LET,

v MBS THO T 4 — L RIZAD LET,

v) [k~ (Next) 1227 Vv 27 LET,

w) MBS LTT 44—V RIZABDLET,

x) [OK]%ZZ Vw7 LTLAY3IDHREETT LET,

LAY 3ORELMHRT D21, [FEXF— 3> (Navigation) | XA > T, [*y bT—F>

4" (Networking) 1> [VRF]DIEIZER L £,

HEDR— AD EPG DFRHIGEA

ZDME Y7 TIE, Cisco APIC ZfEH L T\ 5 & X ITHEDR— MMIZ EPG ZH#HNICE AT 5
— e OB E R LET,

GUI ZERALTHED/ — F&EIFR—~NEPGZEAT S

FIE

&
ATy T2
ATvT3

ATy T4
ATy TH

IR HEIIZ
EPG B AT BT F 2 bR T TI/ERINTWS Z &,
BED /) —FRERIL/) — FOBEDR— T, EPG Z{ERKTHZ 0N TE £,

Cisco APIC iz /A » LET,
[Tenantg] > [tenant] % &R L £,

EfloFesr—vay 7o RUT, tenant, Application Profiles, 3 U application profile
IR L £ 7,

Application EPGs # 47 V ~ 7 L. Create Application EPG Zi®#{R L £,

Create Application EPG STEP 1> Identity % 4 7 a2 7' 7/R v 7 AT, IROBEAEEFATL E T
a) Name 7 1 —/L FIZ, EPG OA4RIZ AN LET,

b) BridgeDomain K v 7% 7 U R MnE, TV vy RAL UEBRIRLET,

B Ex1—5FFUrEE



| £52—v 738
GUI AL THED/ — REER— h~EP6 28AT 5 [

c) [Statically Link with Leaves/Paths] = v 7 R v 7 A& A2 L E T,

IOF v Ry ZAEFEH LT, EOR— MIEPG Z#EATHNEHRETEET,
d) [Next] 227 Vw7 LET,
e) [Path) Ru vy 7 X o U R 0D, 565 EPG ~DFFHI/SAZEIR L £,

ATw 76 CreateApplication EPG STEP 2> LeavesPaths # A 7 1 7’78 v 7 A C, Physical Domain K~
THETV AN AL U EBIRL E,
ATvTT ROWTNUOLOFIEEFATLET,

AIvay L]

WDHLDIZEPG % | IREFEITLET,

BT 555,

J—F 1. Leaves— U7 ZREBHL X,

2. [Node] kmy 7 Xy JA ML, /J—RE@®RLET,
3. Encap 7 1 —/L FT, #bl7 VLAN Z AJJ L7,
4

(47> = »)DeploymentImmediacy K2 v 7% 7> U A NT, T 74
b b @ OnDemand D £ £IZF 57>, ImmediateZ #IR L 4,

5. (A7 a¥)[Mode] a7 XY A KNT, F74/L kO [Trunk]
DEFIZT B, HOEF— REBEIRLET,

J—FEDOKR—F |1 Paths— VU7 ZREHLET,

2. Path Fuy 72y X Mpb, il /) — B L OR— b &2iER
L/i‘j‘t)

3. (47 =) Deployment Immediacy 7 4 —/L KD R v 7 X1
A KT, T 74/ F® 0OnDemand D E £i2¢ %2>, Immediate %
WLETF,

4. (A7 ar)[Mode] Rty F XY X LT, F 74 /b O [Trunk]
DFEFIZT B, AOFT— REBRIRLET,

5. PortEncap 7 4 —/L FIZ, BATLEH U VLANZ AT LET,

6. (7T = )PrimaryEncap 7 1 —/V R C, J&BT 5771~V VLAN
EASTLET,

ATw78 Updatex” U7 L, Finshz7 VY v7 L%ET,
ATFwF9e  EfloFes—var v RUT, B L7 EPG # =B L £,
ATV T RONTNILOBEEELFETLET:
« /— RTEPG Z{Ek L7 %A1, StaticLeafs#2 U v 7 L, fE¥D 1 RUT, N
AV R ARNADFEMERRLET,

gxa—v7rorize Wl
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B scof—rCEPCEBAT 210D FAL Y, BHETUT 4T« TOT7 4. HEUVIAN DIER

o J— RDOR— N TEPG ZERL L= 8 1%, StaticPortsa 27 U v 7 L, {E¥v 4 R T,
BN A v R RADFEMEFR R LET,

BEDR— MIEPGZEBATAREOHDRKASM Y, BT T4 T4 7
O774I)L, $KXU VLAN D{ERL

IO RME Y7 TIE, FFEDOR— MIEPG ZEATHEAEICMETHLIMBE RN ALV, BT
VT 4T 4 FaT77A)L (AEP) . BLOVLAN Z21/ERT % HFiEoMAM e pz2 R L3,

TRCHOTY RIRA > b 77— (EPG) IZRAA VIR TY, £/o, /X —T A A
RY S — TN—T%Er T T4 Fa7 74/ (AEP) [ZEHEfHT 208850 . AEP
& BPG BRI RA A NNAFAET HMEN S H5E1E. AEP & N A A ZBEfHT 2 BN &
DEd, BPGE RAAL Y, BIOA v E—T oA AR — F—TF & RAA L OBES T
IZHASWT, EPG MERHT 24K — & VLAN 3BGESNVE T, LLFD KA A > XA 75 EPG
BT DIvET,

« 7Y r—3i 3 EPG
» L' A ¥ 3 Outside /5% > hT—72 A AKX A EPG
* L' A ¥ 2O0utside /5% > T —72 A AKX A EPG

T RFTNRURBIOA R R T 7B RADOEH EPG

APICIZ., TNHD RAAL L B AT DHH 1 DFITEEIC EPG BNEEMT T 5T E0nE )
MEMER L X9, EPG BNEEM T O TV ARWEES, VAT AIRELZZITANETN, —
T—PRELET, RAAL COBEMITNAEDNTRWGE, BAINTHENEL S HERELZR
WHTREMERN H 0 £3°, 72 & 2 1E. VLAN O 7/ {ba EPG T 5 Z L WAL TRV
By BASNTHENEL R LARWARENRH D 97,

)

GE) RET 4w I AT 4T EFEHLRWAEP EOEPG T Vv —y g Lk, — xR
RAVIBRILEPGD FTHFXF L T2 R—FL, b9 —FHDOx=> FARA 2 MR LT EPGH
TVLAN Z X 7%V R—FLRWE IR AEP D FTiX, EPGE FS VO L LTHRET DV
F U A THEESE S Z L1 TE A, EPG TAEPEREMT HBICIZ, FTv 2, T7+®
A (BTfE) | FRETIRRA (X 77L) ELTRETEET,

GUI ZFERAL THEDR— MIEPG ZEHMAT 510D F A 1 2 &K U VLAN D1ERL

1R BHHEIIZ
*EPG Z B AT HTF v T TIEREN TS Z &,
« EPG I3 EDO R — MZERNCBEAINE T,

W 51—y 75> bEE |
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FIE

ATy T

ATy T2

ATvT3

RTv74

ATy TH

GUI £ L TREDR— h = EPG £BBIT 5700 KA 1 v & UVIaN o [l

AZma—N=7T, [Z7TYv%Y (FABRIC) |>[77 X KR L— (AccessPolicies) ] DI

IR L FE T,

[FE4#—2 3> (Navigation) ] A T, [94 v RXRF2—F (QuickStart) 1% 27 U7 L

£,

[E% (Work) |4 T, [41 28— x4 RDFKE (Configurelnterfaces) 1% 27V v 7 LE

7T

[41 3 —T 4 ADEKE (Configurelnterfaces) | #4707 T, LFDOT 7 v a v aFiTL

e

a) [/—FK %47 (NodeType) 1 T, [U—7 (Leaf) 1227 VI LET,

b) [R—bk 24T (PortType) | T, [7P R (Access) | %7 Vv LET,

) [AYB—TxAREAT (InterfaceType) | T. HHID KX A FZEIR L £7°,

d [M28—7x4REHZ A4 T (Interface Aggregation Type) 1 T. [fE%I (Individual) ]
ZERLET,

e) [/—F (Node) ] T, [/—F®D:&#R (SdectNode) 1227 U > 27 L, BHD /) — ROKR >
JACTF =y 7 HBANT, [OKI1 227 Vv 7 LET, O/ — FE2ERTEET,

f) [TRTHDRASYFDA 32— 4R (InterfacesFor All Switches) 1 T, HIDA
S =7 A ADHFMHEATLET,

g [V—F7TF7UtARKR—FrKRYS—4)L—T (Leaf AccessPort Policy Group) ] DHA 1.
W= 7R KR—=krKR)I—TIL—TD:ER (Seect Leaf AccessPort Policy Group) ]
Vw7 LET,

hy [V—F79tRAKR—FRYI—5IL—TDFEIR (Sdect Leaf AccessPort Policy Group) ]
A T7arT, V= TR R=FKR)I— T IL—T DR (CreateLeaf Access
Port Policy Group) | #7 U v 27 L7,

i) (V=070 tRKR—bR)I—5IL—TDERK (CreateL eaf AccessPort Policy Group) ]
HATRID[Y Y LRLKY S — (Link Leve Policy) 1T [U 29 LARJLKY S —
MiE4R (Select Link Level Policy) 1 %27 U v 7 LE,

DOUYs LU R R LT [BIR (Sdect) | 2T B0 [ULH LA K
L —M1ERK (CreateLink Level Policy) | #27 U v 27 L, MEIZSETT 4 —/V RIZAT)
LT, [&R%E (Save) 1227V v 7 LET,

k) [fRfF (Save) 1|27 U w27 LET,

UTFDT 7 vavrzFTLT, RAL L VLAN 77—V E{ER L7,

a) [FE#X— 3> (Navigation) | <A T, [MERAAS D EHNEBRAA > (Physical and
External Domains) | # & L £ 7,

b) [MEKAA > (PhyscalDomains) #4727 U v 7 L., W@WYIZR[HE KA A > DER (Create
Physical Domain) | %R L %7,

c) [®&EI (Name) ]2, RAA v DARTIEZATLET,

d) [VLAN F—JL (VLAN Pool) ]C. [VLAN F—JLD¥ER (Create VLAN Pool) ] %3i®ER
L, REIZECTT 4 —/L RIZAI LT, [ (Submit) 1227V v 7 LET,

gx1—7rorEe M
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B stz s—oz 2Ky — GL—TEBRALET TU S~ 3> EPC DEBOR— F~DHA

ATvT6

ATy 17
ATFvT8

e) HHIZIGU T, Y DO7 4 — LV RIZANLET,
f) [XE (Submit) 227 U v 7 LET,

A=a— =T, [TFYF (Tenants) 1>[TRTDTF > F (ALL Tenants) ] DJEIZEIR L

£

[fE%E (Work) | XA > T, BIOTF U "aeXTVvr Uy 7 LET,

[FE&#—2 3> (Navigation) | X4 T, T+ & >[FTUr—23> TAIT7A)L

(Application Profiles) 1> A7 74L& >[7 ) r— 32 EPG (Application EPGs) | >

EPG&ZJER L. LI FOBRIEEZFITLET,

a) [FAA > (Domains) (VM FERTARII) 12467V 7 L, 9B A DOREE
1D (Add Physical Domain Association) 1 %2 V v 27 LE7,

b) [#E R A4 D OBEERFOEM (Add Physical Domain Association) | A 71 7 ¢, [
BRAASAOODTOT74)L (Physical DomainProfile) | K v 7 # w2 U Rvh, Rl
TERR L7 RAA B BIR L £,

¢) [Submit] #2 V v 27 LET,

AEPIX, /— REDORKEOR—F, BIORAA VCEEMTONET, WL R A A 1T
VLAN 7 — /VZBEHT B, 70 MIZOWEL R A A4 B bhE T,

AL v F Ta Ty ANEL L E—T A AT T 7 A NAIMEEENET, AV F—T AR
T T A NDOR—K Ty IR — =T ER SN E T, AEP A HEIICIER S
. A—F 7y 7 BIXORRAL AT HILET, FAA L VLAN 7' —/Z B}
THi, T MIRAAL ACBEEMT B NET,

AEPEIFA VA —D A RR) =T IV—TH#FERLE=7T) 5—
3V EPG DEHDER—F~DEA

APIC OYEIEGUI & RESTAPI Z2FEH LT, ¥t~ 7474 I 757 ANET S r— 3
v EPG ICHEZEMEMNIT A Z N TEEd, Zhicky, H—olloEio 74074 70
7 7 A VIZEEMS T ST R TOR— M, BEMHT =T 7Y r— 3 v EPG ZEA
LET,

APICREST APl £721ZNX-OS A X A VDO CLI AL, /1 v Z—T 24 AR — T )—F
ZNLUCHEBDOR— M7 7Y r—3 9 EPG #EATE £,

APICGUI Z{#ER L= AEP [C L 5B DA 3 —T 241 A~D EPG DEA

BFRCT 7 r—va v BRI T 4T 4 a7 7 A VICERES T T, R T«
T4 a7 7 A VIEEMT OGN T R TOR— MCEPG ZTGEICE AT S Z RN TEET,

1R BHEIIZ
o X —~ v N T Y Fr— 3 EPG BER SN TS,
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| £#x2—% 75> r3E
APIC GUI £ (& L 1= AEP = & 801 > 8 —7 24 2~D PG DA ]

« AEP T® EPG E A|ZfE 42 VLAN O&FHNE £ TV D VLAN 7 — U 0MERR E LT
60

PR N A A UBERR S L. VLAN 7 —/L & AEPIZY > 7 SR TW5,

A=y NDOEGT T 4T 4 T T A NNBER SN, TV r—3 3 EPG ZiEA
T3 — MZBEEMT STV,

FIE

ATV TN Z—Fy NOERZYT 4T 4 77 7 A NVIBEILET,
a) MHT T T AT 4 T T s ANONN—=VEHEET, [Z7T Y v (Fabric) 1>
[7 2 2R K — (AccessPolicies) |>[7R!) &— (Policies) ]>[¥ B—/3)L (Global) 1>
[7AYFABEBRT VA ITUT4T4 7RI 74)L (AttachableAccessEntity Profiles) ]
WBE L £,
by =7y b O T 4T 4 I Ty AN% 27 Y v 7 LT, [Attachable Access Entity
Profile] 7 1 > RU B & £,
AT v F2 [Show Usage] RZ > %27 U v 27 LT, ZOHERTyT 4T 4 7077 A VICEEMNT SN
V=T XA v TF A F—Tx2AA AERRLET,
COWRT T 4T 4 T T 7 A VCEET T ST Y r— 3 EPG N, T DT
VT AT 4 a7 s ANVCEETONTET RN TOAL v TF EOTRTOR— MIEAINE
hd‘o

AT w73 [Application EPGs] 7— 7 VEMHEA LT, ZOEHT~ T 4T 4 707 7 ANMIE—F v T
7V r—a VEPG EEEMITES, 7Y —a VEPGEY MU BT AT, [+ &
Vw7 LET, T MIICKROTZ 4 — )V KRH Y ET,
TJ4—ILF 742 < 3> (Action)
Application EPG kv 7FZ o R LC, Bt onz7Fr b, 7Y r—va
y7uTy AN BIXOX =Sy N TV — a2 EPG A IR L £

T

Encap 2—ry 7Y r— 3 2 BPG OWBEICHEH &b VLAN O4 R A2 A
HLET,

Primary Encap TV r—3 a2 EPGIZT T4~ U VLAN DULELRGAIE, 774~
VLAN O4aixE AT LET,

£— K FeyZo 2 FHLC, 5— 22X ET2E—FEREELET,

o [Trunk] : RA RHD R T 7 4 v ZIZVLANID 28 % 7 fHF T
HEEITER L ET,

s [Access] : IRA RIPBLD NT 7 4w 7IZ802.1p # V3 Z JHF ST
WO EITRRL £,
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£r1—¥ 7o rEE |
B < ontsxrepe

Z4—ILF 7% 23> (Action)
* [AccessUntagged] : 1RA RIS D ~T 7 4w 7 NZ 7T ST
WIBBITRIRL £,

ATy 74 [Submit] 227V v 7 LET,
ORI T AT 4 T Ty A VIZEET SN T 7Y r—3 3 EPG 28, Z DT
VT AT 4 7u T AIVCEEMT N TR TOAAL v F EOTRTOR— MIEBEAINE
7,

A4 8a€t5 *> ~EPG

RT7 ABRILTODRY FIT—OR—ZDEHIZLBETA 20T A
T—avDER

Cisco APIC Zf#Hl L T Cisco ACIl TO~A VBl AL TF—Lav®HEL, Xy NU—7
R—ZD@EM, MACT FL A, 72131 DL EDOIP 7 FLAZMEH L72H LW EHES— A D
EPG #1FC&£7, X NV—I XR—=2ADEMEZMEH L T Cisco ACl TO~A 7t s A
Ty arEREL, B—0D_—RZ EPG £72135 D EPGNT VM £7213MHl= RiRA v
MEyBECEET,

IPR—ZXDEMEDER

IPR—ADT A NEEHFALT, D~ A 2708 AL FTH-IPT RLA, F7 Xy b,
FISARAIEEREIP T L RAEZDEECEET, 7747 VA —LOHALFRKIC, EX=
VT 4 V=2 %AERT B 72O OB R ik LT, IP 7 RLARIZESWTYRET
AL P ENBETEET,

MAC R—XDEHEDER

MACR—ZDT7 4 N EZZMEH LT, BH—MACT FLAEITEBDOMACT FL A &245HET
XFET, REARNT 74 v 7 h2Fy N —ZIZHETHH—\Bd 5 5A 132 O F kL HELE
LET, MACRXR—ADTZ 4 NVEZEHL YA 707 A BT T, Z0%—
NESEECEET,

GUI ZFERLIERTAZINBRETORY FT—OR—2DTA4 2015 A2  EPG D%

X

Cisco APICZfif L C~A 7 ak®l AT —2 a3 0 EREL. B8 0O~X—R EPG £7-
WXFR—DEPGIZETH2WE T RARA Vv b T, A H LWEMEX—ZAD EPG IZRE T F
ﬂqo
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| £#x2—% 75> r3E
GUI £ LIAT A S LBBETORY hT—o_R—207 470+t 5 4> FEPe 0E ]

FIE

ATvT1 CiscoAPIC Icm /A LET,
AT T2 [Tenants] ZIBIR L, ~A 27t Z AL FaEfT 5770 FEBIR L E14,

ATYvT3 TFTFUhOFESF—var v RUT, 72k 74V H | [Application Profiles] 7 4 /L4
[Profile] 7 4+ /L4, 3 X O [Application EPGs] 7 4 /L4 Z J&BA L £ 97,
ATy T4 kOWTNEEITLET,
¢ [A U_—2 EPG DB RARA vk T, Z%&F LWEMER—Z D EPG IZALE T DI
X, ML RARA U N TARAL RAEEHR—AEPGE 7V v LET,
o B2 HHEEDRX—A EPG OYELT L KR A > b T8, A& H LW EME~— A D EPG (2
BT 5123, WE=Y KRSV N TAA REEL_X—AEPGD 1 2% 7 Vv LET,
N—2 EPG D7 0T 4 BEED 4 RUICFRRINET,
ATv TS AEET 4 RUT, BEOA EIZH D [Operational] ¥ 7% 27 U w7 LET,
AT w76 [Operational] % 7' ® F® [Client End-Points] % 77 7 7 4 717> T 5 Z L ZRER L 77,
FET 4 RO, XR—=ZAEPGIZET 2T XTOMBT L RARA LV FRERINET,

ATYTT HlLnwA 7ol AL MIBET AL RRA 2 N TAL A (EEA) OIPT7 RLAET-
IIMACT RLAZEZEDET,

RATYT8 BIRZEHOR—ZAEPG DTy RRA » kT34 2% LWEME—AD EPG IZELE T 555
BlE, BEX—=ZAEPGIZH L TAT v F4~T7 240K LET,
ATFYFT9 T IDFEHF—2 a2 U4 RUT, [uSegEPGs] 7 + VX %477V v L. [Create uSeg
EPG] Z#IR L £,
ATy 70 UTFTO—EHOFIREZFATL, =2 FHRA 2 b T AL R ZN—=T7D 1 D5 LTREN—AD
EPG DIER A BiAG L £ 7,
a) [Create uSeg EPG]) # A 7 v /R v 27 AT, [Name] 7 4 —/V RIZ4RiIZ AT LET,
FLWBEBMESR—ADEPGIE~A 70w 7 AL N THDHI EERTARIEZRIRT D Z L 2H
KTLET,

b) [intra-EPG isolation] 7 £ —/L R C [enforced] F 7213 [unenforced] % %R L ¥ 7,

[enforced] %R L 7285515, ACIIZ L > TZ D uSegEPGIND T RAKRA > b T34 A[H]
DEEFENTNTHIESNET,
¢) [Bridge Domain] =V 7 C, Fry ¥y JRAMNPLTUvY RALVEBNLET,
d) [uSegAttributes] fHIK T, A 7 /Ry 7 ZADHEMIZH D [+] Rry T E o R RNG
[IP Address Filter] & 7212 [MAC Address Filter] Z#34R L £ 77,

AT TN TANFEFRET DL, ROWTANLOHOFIEE LT L ET,

IHH faR
IP X—ADJE |1 [CreateIP Attribute] %4 7 2 77K v 7 AT, [Name] 7 4 —/V RIZA4 i %
s ASBLET,
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B v zERLERTASLBETORY FO—HR—2DTA I OHY A k EPE DRE

IHH R

AN OWTIE, 74 VAEREA B LT b DRI 5 L OHESEL £
TO

2. [IP Address] 7 4 —/V RiZ, @YY 7 Xy h~ZAZDIPT FLAE
Y732y FEADLET,

3. [OK] %27 VUyZ LET,

4., (A7 av) ZAFvF10c~1lcxZ#EVRLT, 2FBADIPT KL A
T AN EERLET,
ZOFIET, ~A 70T AL MIREFREDIPT RLAZEDDH T EN
TEET,

5. [Create uSeg EPG] % 4 7 1 77K > 7 AC, [Submit] %27 V v 7 LET,

MAC ~X—A® |1. [Create MAC Attribute] %1 7 7 77~ v 7 AT, [Name] 7 1 —/V FIZ4 il
JR EANNLET,

ARHNCOVTIE, 7 1 /L2 B & S L 72 b D &38R 5 & S HESE L &
T,

2. [MAC Address] 7  —/V KiZ, MAC 7 KL AZ A LET,
3 [OK] %27V vr LET,
4. [Create uSeg EPG) # A 7 v /R v 7 AT, [Submit] %7 V v 7 LET,

ATy 12 ROFNEZEFEIT L T uSeg EPG ZWEE K A A ZBERHT £,

a)

b)
¢)

d)

e)
f)
2)

[Navigation] <A > T, uSeg EPG 7 # /L ZINBAVT WD Z & ZfER L., 1B L7=~A 7 1
IR DT T EEET,

[Domains (VMs and Bare-Metals)] 7 4 /v X % 7V v 7 LET,

BT 4 v RUDHEMIZH D [Actions]) 7 U v 7 L, Ray 7 XU XKD [Add
Physical Domain Association] % E&4R L £,

[Add Physical Domain Association] 4 f 7 12 ' 7R »» 7 A C, [Physical Domain Profile] K= v >
U YA NPT u 7 7 A NVEBRRLET,

[Deploy Immediacy] =V 7 C, 7 7 4/ k ® [On Demand] %527 AILE T,

[Resolution Immediacy] = U 7 C., 7 7 # /L ;@ [Immediate] %517 ANLE T,
[Submit] #7 U > 7 LET, °

ATwT13 uSegEPG %72 ) —7 AA v FICBEATT £,

a)

b)

<)
d)

FTES—Tar U RUT, uSeg EPG 7 4 VA NHIWTUW D Z L A7 LT [Static
Leafs] #27 U v 7 LET,

[Static Leafs] ™7 .t » K7 C, [Actions] > [Statically Link with Node] #27 U » 27 L &7
[Statically Link With Node] #4712/ C, U—7 J—RELE—REZERLET,

Submit 7V v 7 LET,
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| £#x2—% 75> r3E

ATV 714

HBYY—RELTOIPF FLRR—2D34 50+ 5 4> Ere [

VERS T2 F DO Ry hT— 7 BE_—ZAD BEPG TRTIZH L TAT v 9~ 13 %YKL
iﬁqo

RDERY
JEMER—Z2D EPG NIE L ERENTZZ L 2R LET,

IPR—RFEZIEIMACR—RADBEBMEEZRETHHEIL. HiLnvA 707 A0 MIEE L
TURRA LN TRAATRIR I 74w 7 REELTWVD Z LR LET,

HEYY—RXRELTDIP7 FLAR—ZNDITA 7Bt A2~ EPG

IP7 RLAR—ZAD~A 70t/ A EPG % VRF (Z® EPG BELE S LTV D) OWIL
BT 7 EATEDHY V=R L THRETEET, ZOHAIFE BHFOIP 7 RLAXR—ZD~
A8 A NEPGIZY T Xy b (Z=FF A RIPT RLARED L THRTWND) %%
EL, TOV 7Ry &2 Z D EPG MNET 5 VRF LSO VREIZHDHT A, ZATT RARZ AR
BIOEFTED LI LET, KRIZ, EPG 2V Ty FOIP T R L AIZEH AT 5 4
TarEAMNILTRETIP BEAERLET,

GUIZERLE-HBYUY—XELTDIPR—RDIA 2 OE5 A2+ EPG DETE

FIE

VRE BLUOHED 7 77V o I25D I FAT v BT 7B RAARERLEGYS —ERE LT, 32
By h~AIJDIPT RLAZHR >~ 7t/ A FEPG R ETEET,
IR B I

BT %O GUI OFBATIE, 7Ry b A B BRIZREINTZIP T KL ANR—2R
D<A a7 A NEPG RHFAREINTNDZ EE2FFEE LTWET,

\)

GE) MR TIP 7 RL A X—AD EPG 2&ET HTFIMEIZONWTIE, kEESRLTLLES

VW, X7 AZLTOFy NI R—=ZDFMEICL D~ 7wl AT —2 g 0Off
A (24 2—3)

« ABBRIECIP 7 KL A RX—Z2D EPG Zax £ 7 5 FINAIZ DWW TIE,  [CiscoACI Mirtualization
Guide] @ [Configuring Microsegmentation with Cisco AClJ] Z& LT 72 &0,

ATV T1 Z—Fy e RAIPT RLAR—ZAD EPGICBEIL £,

a) APIC GUI C. [Tenant] > [tenant_name] > [uSeg EPGs] > [uSeg_epg hame] =72 U v 7 LT
EPG O [Properties] ¥ A 7 0 7 % &K R LET,
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£r1—¥ 7o rEE |
B cuzEALEsBEYY—2ELTOIPR—ZDT A5 0+1Y A + EPC DRFERBR

ATvF2 #—% v FEPG TiE, EPGOY T Xy b 7T RLAIL—HTH LI IP BEARE L ET.

a) [Properties] # 4 7 1 2 C, [uSeg Attributes] 7 —7 V& ROTJTC[+H #2 Vv s LET, 7
07 NIRRT ENTZ B, [IPAddressFilter] 3% L C [Create | P Attribute] %1 7 & 7
ERALET,

b) [Name] 7 4 —/L FIZARTZ A LET,

c) [UseFV Subnet] DF = 7Ry 7 A%F NI LET,
IOFTvarERHCT LT, IPBREERIEY TRy FOIP T R LA —ET
HZEERLET,

d) [Submit] 227V v 7 LET,

ATFY T3 ¥—7 v FEPG O TRy FEERLET,
a) A= v hEMRDBIPT KL ANR—ZD uSeg EPG O 7 4 /L % APIC DF B/ — 3
U4 RUTHW-E X, [Subnets) 7 + /v % %47 U » 7 LT [CreateEPG Subnets] % i
WLET,
b) [Default Gateway] 7 f —/V N2, IP 7 RLAR—ZAD~<A 7t 7 A NEPGDIP 7 K
VAFEF~AZ A LET,

G¥)
cWTHOBEL Y TRy A7 X /32 THALERDH Y 9,

«IP7 FLAXR—ZDEPG IZB L TIX, EBEICF— b U =2A DT 74V N T FL A%
AT 20TIERL, LHEPGH TRy hOIP T KL AEZ A LET,

¢) [Treatasavirtual IPaddress] %R L £,
d) [Scope] T [Advertised Externally] & [Shared between VRFs] Z %4 L ¥ 4,
e) [Submit]Z7Z7 VU v 7 LET,

GUIZEARALIEEBYY—RELTDIPR—RADIA I AET A2+ EPG DERTE fERR

7@“*7‘ ERL L TRESNTZIPT RLAR—ZADVA 7 a7 A~ EPG 2R EMRT 5
I, EEY TRy FEHIBRL, SHICEOY TRy b2 V=R LTHEAT LAY
/a/%?ﬂ%aﬁ T AMERHD £,

4a &0 SRS

,\ﬁ% ERELTREEINZIPT RLAR—ZAD~<A 7 at 7 A+ EPG 2% Efkrd 5
T, ROERZWHEZR L T MLERNH D 97,

e IPT7 RLAR—ZAD~wA 70t/ AL FEPGODEFF—ER T RLAELTHREENT
WA T X b,

« UseFV Subnet 47> a U ERNVRIETERE SN TV S TP B,
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| #xa—4v 57+ rEE

FIE

7Iusr—vav 7azrareatnsn [

ATFYT1T IPT RLAR—ADSA 7 a® T AL FNEPG LY T2y FaHIRLET,

a)

b)

c)

d)

APIC GUI T, [Tenant] >[tenant_name] > [Application Profiles] >[epg_name] > [uSeg EPGs] >
[uSeg EPGs] > [uSeg_epg name] =7 U v 7 LE3,

H—2F s e BIPT R AR—ZAD uSeg EPG D7 4 /L4 % APIC DF B — 3 v
74 RUTBWEZE %, [Subnets] 74V E %27 Y v 7 LET,

Subnets 7 4 R T, 7 RAAZ A XS THLO VRF LR SN 71y FERIRL
Actions>Delete 7 U v 7 LE7,

[Yes] 27 Vw7 LCHIBREEELET,

AT w72 [UseFV Subnet] 47> a A2 EERZ L £,

a)

b)

d)
e)

H—lry NETRDIP T RLUANR—ZAD uSeg EPG O 7 + /L X % APIC DF B/ — 3

T4y RUTHWeEE, v~/ 7kl A NEPGD4HI%Z Y U w2 LTEPG ® [Properties]
A Ta T EFRLET,

[Properties] Z 4 7 & 7 C. [uSeg Attributes] 7 — 7 /L7 5 [Use FV Subnet] 47" > a 3%
272> T 5 IP BYEDIHE 2 RO £97,

FTOHBEX T NI Y v 7 LTEdtIPAttribute ¥4 7 u 7 2 &R LET,

[Edit IP Attribute] % 7 1@ 7 G, [Use FV Subnet] 473 3 > Z3&IRfFFR L £ 9,

[IP Address] 7 4 —/V RIZHIDIP 7 R L ARPEZFRE L £,

GF)

TOTRLAF. REY R ~AZDA=% %A T RLATHLILERHY £+ (ff :
124.124.124.123/32) .

[Submit] 27 U > 27 LET,

TIYUHr—320 JATJ7A4ILEZDEAN

X274 R —DER

77 4w ZIERIE SRV DA o HE—T oA ANH Y —T AL v FIZAD, Ny MIEET
EPGDEPG T~v—F 7 3nEd, V—7 A vFFZ20%, 7 U THOr v b
DFEFIP T RVATI 4T =T 47 Vw7 T v 7 2FTLET, ey bTdE kDT
VA DOWTNDDBFRAET D REENH Y £77,

1

a=F¥ Ak (/32) By FTIL, 5T FARA > RO EPG L5EstT s RaRA v RN
Ets0—Vv A Z—TxAf AFERITVE—F U—7 XA vFDVTEPIP 7 KL AN
fefftxnEd,

gx1—4 7o rEE )



£r1—¥ 7o rEE |
B tr2v5/RKus—tzatarrssr

2. TRy N TFL T4 7R (B2LS) ODa=Fx A by hTH. SBEF TRy N S
T4 ADEPG LEEY Ty N LT 4 JANFET e — N A B —T 24 AF
721XV E—F V=7 AL v FDOVITEPIP 7 KL AR E N F T,

3. wAFXFYALMby Tl 777U v 7 2{KO VXLAN & 7Bkt <L FF ¥ X |
TN—TDEPG CTHMHTHa—h/L Li—nDu—h)L A F—T x4 ALIMUDIEI
IP 7 RLUAREMEEINET,

\}

GE) TNVTF XX A NENTIN—F DY TRy NI, AN V—T7 AL v FTOE v FEHEICHZH L
9, BX2 VT4 RN —0@#EHAIL. 5L EPGHANY —7 AL v FIZ Lo TIN5
ETITRAELET,

T — 7 VOFAVIZE D, N7y RRARSL U AL v FOERETaF UICEFESINET, B
BT XUEIFOR, BRET I NARBEEITLET, TN THLHA, Xy MER
ny7EINET, IRty FOEAE, Ty MIsEkE= s KRS U hE2ERHAY —7 X
Ay FICEEENET, HAOV—7 2 v F NG00 EPG 2R+ 5720, X2V 7 4 K
Vo—OiHANREITINET, BNV —7 A4 v FiL, 77 v MEFEILO EPG ZiRik3 2 44
ERHVET, 777 Vv I ~yX—lF, ANV—T AL v TFnhoiN)—7 AL vFIZ

EPG {5k T D720, 207t RAE A X —T /WM LET, AA U AL v FiE, k7 m
FUBRE AR FATT D L XIT, N7y MNDILD EPG ZR(F L E T,

HAV)—7 A4 v FTiX, EEILIPT FL A, (570 VIEP, B XUWEEJC EPG fE#iX, +
BlzrkoTa— b NORET =T VIRIFENET, IFEAEOT7a—RRERTHDHT-D,
INENTy T B — O TTERE T — T VAT L, T T 4 v I BREHRTA T 4V H
Vo7 EnET,

tXa) T4 R)—H%RZEELIAVEIIH

ACl X =2V T 4 EFLTIE, 2 T2 M EPG BO@EEZEHTLIRY —nNEaEnE
T, A TV MIBRENAELZIEE L. EPGITBEDORE L L5t afEELET, av 57
MIKDOESIZEPGEY 7 LET,

U NS NCHRIENTWIUE, EPGl D> RERA > MIEPG2 D RERA > LiEfE
T, ¥EXFOWHLAHRETT, ZORY —OEEIZITIEFICRIERNH Y £, 7-& 21T,
EPG1 & EPG2 HICIZZ < Oa s 77 RBFETE, 1 20ar 77 M&fEHT 5 EPG 2
3OLLEFETE, 2 T 7 MIBEED EPG Dt > N THAIHTE £,

F/EPG L2 N T 7 bOBMRIIZHIFMERSH Y £9, EPGIE=2> N7 7 b aiitE =130
#exFET, ar hT U FEEMT S EPG ILER. —HOZ TAT Y b T, AT —E R
PRMET D #HOZ U RRA V FTT, TOV—VRIZL-THEAIND 7 bariiar b
77 NCEERINET, a2 8T 7 FNEEET D EPGILEE, TOY—ERADI FA4T K
THDH—#EDODZ RARA L NTT, 7I9A4T U RRA v b (aryrya— ) RnF—=x
YRRA U N(TanS X ) HEHRLE S LT HE, 2 N T MIZOBRSTFA S D
EONEHERLET, FICHEEDORWIRY, Z20ar N7 7 M, =BT T4 T h~D

W 51—y 75> bEE |



| £#x2—% 75> r3E

ka7 RKys—tEEatar 5o+ |

B BT A Z &t 2#F T LEYA, 72720, EPGEIDORIO > wF 7 W33, D IF OBk
EEICHFT 52560800 £,

Z O/ E ORBRITEE,, EPG &2 b7 7 MR RAIEZ o TR TEREINET, RITR
FTRAIOFENIZHER LTL7ZE 0,

EPG 1 <------- THEY —meev ary k77 b < Fefit EPG 2

a7 MEIMBHICHEEINET, 1 U EOT TV s FTHKREN, YTV b
WIZ 1D ED T A NEREEN. K74 NZIT 1O 0T e ha L2 EFRTEXET,

H6:av 39k T4L5

CONTRACT FILTER

\ D) ,
NRE ARPEDIY a—

L ARPfTEQUEST

http
https

500013

WO, 2> 8727 B EPG OHEFEEZEDO X I ICEBHT L0 ERLET,
7: EPG/EPG BIEHERET 53 F5 4 b

EPG:
app

vzProvLbl ="green” Contract: “webCtrct vzConsLbl="green”

VZP[D\'SUD]L[:I':’DDBHPT(W" u - szDnsSuDiLblz"GpenCDns"
I iLb vzC iLb s E
vZPIoVSuDjLDI-"secureProy | V2P rovSublLbl onsSubjLbll - - onsSubjLol="secureCons

“openProv” http “openCons”
“secureProv” https  |“secureCons”

EPG:
web2
vZProvLbL="red" vzConsLbL="red"
UZP[D‘JSUDJ Lbl="secureProv® VZCDI'ISSUD]LDE"SEN[&CGHS”

348514

7=& 2iE, TCPAR— k80 &7R— k 8080 #5872 HTTP & MEIND 7 4 V& &, TCPAR— k
443 ZHRTET D HTTPS L MBI DBID 7 4 N H B ERTEET, TD%. 2y hOEFERIT

gxa—vrrorie i
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Y ZFOwebCtret & FEIN DS a2 N T 7 FEERTE £9, openProv & openConsare 7> HTTP
T ANENEENDERST IV TT, secureProv & secureCons (£ HTTPS 7 1 V¥ 3 E E
LA T AU T, ZDwebCtret 21> M7 7 ME, Web ¥ —E 2 %4249 2 EPG & £ DH—
ERAEWET DT RARA V MeELB EPGHOEF 277 Web b T 7 ¢ v 7 EIEEF 2T 72
Web 77 > 7 O & AIREICT D72 T&E £,

INLOR UHEL, BB~y ONA NN P EEHRT LR —Z b S E T,
EPG 7% Virtual Machine Manager (VMM) @ R XA YNIZELE 415 &, APIC I3 EPG (B
FoNTZTRTORY >—%2 VMM KA A BT DA v H—T oA AaFOU—7 AL v
FizF 7 —RLET, VMM KA A O%ERRFBIZOW T, [Application Centric
Infrastructure Fundamentals] @ [Virtual Machine Manager Domains] D& ZZM L T 72 &0,
ZORY —PERREND & APICIZEPG DT RARA v b ~DEHi & /eI T 5 A A v F
ZIRETD VMM RAS ZENE T v 2 (BOHUDAT) LET, VMM KA A 0,
EPGNDOT Y RRA V "R CE DAL v F ER— b Dty FE2EFLET, =0 FFRA >
NIRA T A NI D L YR EPG ICEEMIT BN E T, Ty FRREIRD &, EE
Jt BPG 3 L U%ESE EPG 2337 v E B ES S 4L, *Icd 252> b7 7 R TERINIZARY
=TTy ERFFR SN0 E ) DR INET, TP SNHEiE, 27y RO HRE X
NET, FrShengGAiE, Sy MEkry7anEd,

a7 7 MIIDOU EOY T Y= bCHERESNET, &7V MaX1 2B o7 ¢
NENEGEENET, HFT74NZIIXNIDU Eo s NI REENET, HF=o FUIE, 77 ®
A aybr—) UAKMCL) DO ITIZHYL, = RARA U b ZTA—TAOZ FRA 2 K
DEERGENTWH Y —7 A4 v F Tl SN ET,

FEANCIZ, 2 b T 7 MIROIAR THERENET,

s KA T MIE o THEHEEINDGTRTOIL FF 7 b (common 7> NEIXT T
YIEETERES N2 T FEGT) ICENENRR DARINLEETT,

cH TS b EEDT TV =y a R E XD T A NE DTN,

s T ANE AT 2~ LAY ADRBRME (A —Y Ry N ZAT Fa hanr ZAT TCP
777, R=Fa)IZESNC RN T 7 4 v 7 20T 50 ALET,

T ITAY T ANE I T ENTENT T4 TIITINDT /v ay, ROT 7=
VY AR—hENET,

s NI T4y IO BEDI L NT T NDI)

e N T T 4 v D~—2 (DSCP/CoS) (BHE D> hT 7 hDH)

cRNT T4 I DVEAL LY N (F—ER T IICEBEFEDIL T T FDRK)

s F T T4y DA — (=B A ST TEIIESPANICL DEH DI R T U R DR)
s NT Ty I DTay s (FElar T FOH)

Cisco APIC U U — 2 32(x) B X O4HIN EX £721X FX TR D AL v F T, 1EifE
ay b5 FTROVICHL ER) T2 v a it [ar T2 M ERIRMA OB
M EZHEALC, HEDONRE = 2O N T T v 7 BTy TEET,

e NI T4 OmT (BEar T MEEFOaLRT I R)

B Ex1—5FFUrEE
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Three-Tier 7 77— a VO ER .

cTA VT A (EB)EERRERA TVl MMy, A7V =7 MAIIERBRICEE T
A, TA VT RAFIERTEXLH70 37 4 TY,

DX, ar T T ML THAREG LY QEEHERT 72 a URFRRICR Y £5, =
YEZ77 M BTEDOY TV 2l M—EBT DN T 74 v 75— RIZUEA VT LT
D, at—L7=D, ZO QoS L~ IWAEEF LZY TEXHI LARENETYT, ERET LT
TIRAR)—=%HONCODANTHE, APIC AT T4 VERIET 7 BATE WS
TH, TV RKRA Y MIBENTE, LWV RRA > hatr T4 10 TE, BEEITH 2
ENTEET, APICIX, v MU —7 OH—DREERERFRN LRI SNET, ACL 7 77
U2y RBRADNEND EREFIC, X207 4 RY —NAL vFTIHEITLTWNDHHE
BETNVIZL > THASINET,

Three-Tier 7 71) 57— 3 VD EH

TANAE, TANEEEGTay v T 7 MZEOHFATERIIES SN T —4% 7 haxfg
ELET, avbT77 MU, BEOY T2/ b E2EDLIENRTEET, HERIT Y

WL, BRI ETIIRG 7 4 V2 OERRICHERCE £7, BAM 7 4 VFX, arya—<h
L7 angL—Jm (IN) £ix7 e X —nbar v a—<JE (OUT) OEL LT
LCERESNES, Whm7 2%, mihobmcHERESnET, Znd. #RHTEdH Y
FH A,

ay hT 7 NI, =2 RBEA b ZA—T (EPG M) OlfEa A F—7 NI T DR o —T
T, ZORY—x, TFVr—a VBREOBEREETAL—LTT, 2 T2 bR
EPG [ZIRfF SN TV WEA L, EPG MBENT 7 4L h THEIZ/2 Y £9°, EPG NOE(E
ILFICHFAI SN TWA DT, EPG NOBEEICITFEMILEDH Y FH A,

TV r—vary 7TuT7 AT, APICBRZFO%E Yy NUV—IBLOT—F 2L 4 —DA
V73X%?7%%(5@%’Vyﬁ)Vﬁ#é?ﬁ)#~VaVE#%%?wmfé’tﬁ
TExFET, 7V r—varIarrATIE, BEHENAS T TANT I F ¥ ORRESRT
IR T T = a OBENL, VY —ZA =T T a—FFT 52 ENTEET, 77
Vor—ary a7y A0, AWDICHEICEE S 5 EPG R FF4 5277 T9, EPG
WXRICT U r—yay 777 A VNOMO EPGEB LM T ) r—vary 7a7yA
JVIND EPG &l{E T ET,

TV r—vary A =BT LI, RERT SV r—ary a4 T 40
2. BROBKEERT20ER RS £3, @F, APIC7 77V v 27X, 7 b xv b
U — 27 N® Three-Tier 7 /U r—a v &R A RLET, ZOFITIE, 77V r—3 3 033
BOP—sN (WebH—, 7F UV r—v g =N BIOT—H X=X H—R) ZHEHL
THEITEINFET, Three-Tier 7 7V r— 3 ORI ONTIR, ROMEZSHL TS IEIN,

Web % — NIZIZHTTP 7 4 W EZ 3BV . 77V r—3 a > % —,N 213 Remote Method Invocation
RMD) 7 4 VEZ B3V, 7 —F~N—Z H—,\|Z1F Structured Query Language (SQL) 7 1 /v
ARV ET, THVr—var —F, SQLaY F 77 MEEELTT — 4 _X— 2 H—
NWEBELET, Web— L, RMI =2 b7 7 REEE LT, 77V r—var =L
BELEST, N7 40w 71 iWeb*j‘*/\%‘EJ\@ T r— ‘/a‘/‘ﬂ‘_/“&Lﬁbi‘@“
TITVIr—vay P—NFEDE, T R—A P —NEHEEL, VT T 1 7N
FEToz&bTEET,

gra—y7rorue B



B romosLsetmT 2525

8:Three-Tier7 7)) &r— 3 DX

interface servers
internet web EPG app EPG db EPG
Bilttioe [ep] [EP] [ep] [eP] [er] [Ep]
public | consumes [T o _EF'I consumes . I_EF'J consumes _ sql IEP‘
netwark contract contract contract
: . = ] = =
hitp ) g sql g
filter é g. filter g.
] 3 &
e

£r1—¥ 7o rEE |

ctx1 layer 3 context

bd1 bndge domain

http AD T 4 LR ZERT H/XT5 A —43

ZOFEITOD http HDO 7 4 VB ZAERLT H /3T A—=ZFRD LB TT,

304258

INSA—H % http D7 1 LA
A4 Bl http
T~ O 2
= M4 Dport-80
Dport-443
Ethertype 1P
A= = tep
tep
SESEAR— b http
https

miBSEVsql DT 4 ILAEERT B35 A—4

ZOFITOmiBLOsql HOTZ 4 W Z ZAEfT 5 /37 A =2 TRD LB T,

INTGA—H5 2 miD7 1 )LA sql DT 1 I)LA
LA rmi sql

= b DKk 1 1

ENAYE Dport-1099 Dport-1521
Ethertype 1P 1P

B Ex1—5FFUrEE
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FIur—varFarranF—s~—zoh I

INSA—HB % mid74ILA sql DT 1 LA
s Il Nk ) tcp tcp
SEAEAR— b 1099 1521

FIUSr—30 AT 7AIL T—3R—XDHI

ZOBEOT TV r—vary a7y AN T A X=X FRO EEBY TT,

EPG RBEShZaV 50+ EBShZIVES F
web web rmi

app rmi sql

db sql ~

GUIZERLE=77U4S—23> 0774 ILDOER

FIE

ATy 1 A==2— "—7T, [TENANTS] ZE4R L %7, [Navigation] <A > T, 7+ h&EML,
[Application Profiles] #4727 U v 7 L. [Create Application Profile] 2 UV >~ 27 L£7,

AT w72 [CreateApplication Profile] %4 7 7R v 7 AT, [Name] 7 4 —/LV RiZ, 77V r—vav
7'v 7 7 A V4, (OnlineStore) Z 81 L £ 7,

GUI Z{EFR L 1= EPG D 1ERk

EPG 2MEM T 28— ME, VM ~3x— v (VMM) KA A > F721% EPG IZBH AT & v 7= Bl
RAAL L DOWTIN T DIZBLTNWDIMERH Y £7°,

FIE

ATYF1 A==2— "=, [Tenants], EPG Z{EfT 27> FDIEISEIR L £,

ARTYT2 Felr—var XL UT, 7T ROT 3V [Application Profiles] 7 /L4, 77U fr—
vary a7y A N7 FFOIRICE- L ET,

AT w73 [Application EPG] 7 + V& %477 U v 7 L. [Create Application EPG] A 7 & 7' 7R v 7 ATk
DEFEZFITLET,
a)  [Name] 7 1 —/V KiZ, EPG ®4Hi (db) Z#BIMLET,

| gxa—v7rorize Wl



B cuzsmL-EPe o

b)

2)

h)

)

£r1—¥ 7o rEE |

[Bridge Domain] 7 4 —/LV R C, Fuvy 77X JRAMMET U vy KAAL Y (bdl) %
BIRLET,

[Associate to VM Domain Profiles] &= > 7 iR v 7 Z&F L ET, Next]ZZ7 U w7 L
EJr RN

[STEP 2 > Domains] = Y 7 C, [Associate VM Domain Profiles] Z /BB L. Km v 77X v
UARNHRRDO VMM R A A VAR L ET,

[Deployment Immediacy] K2 v 7 # U A RNTC, T 74/ MEZZITANDLD, VD
R Y > —M Cisco APIC 2 HELY —7 AL w FITEF SN D0 E RN 77,
[Resolution Immediacy] Kv > 7 & 7 U A KT, WORY =B Y —7 24 v Fh
OB —ZICEHA SN DM ZIBIRL 7,

Cisco AVS 23 ® A 121%, Immediate & 72 1% On Demand % &R L £, Cisco ACI
Virtual Edge % 7213 VMware VDS 73% %55 (121%. Immediate, On Demand, F7-1%
Pre-provision %R L £,

(A7 a) [Delimiter] 7 4 —/V RIZ, |. ~ . @. * +. FHIT=0WVThrDE
FaEANTILET,

HEEAN LD GE, VAT AE VMware R— 7V —720F U I 2 & LTT
TAN RO | BEHLET,

Cisco ACI Virtual Edge ¥ 721X Cisco AVS Z#F|H L T\ 554 1%, [Encap Mode] K= > 7
T ARSI TN — REERLET,

WDONWT DD T BT — REEIRTE ET,

* VXLAN : ZHUUE KA A D VLAN ZE% L#FE X L, EPG X VXLAN B &b %
FERLET, 2720, RALUTIATFFY AN T—ANHREINTWRWEGS
1Z. EPGIZX LT T —2NRAE L F9,

s VLAN : ZHIE R AA D VXLAN R E% E#EZ L. EPG X VLAN B 74L&
ALET, 72771, FAAL LU TVLAN 7 — L BRRE SN TR WESTE, EPGITX
LTI =B R T—NFET,

«BE): EPGIL. VMM RAA LR U T efbE—REHEHLEST, 2T
7 F IV hDOFEETT,
Cisco ACI Virtual Edge 73 & 5454, SwitchingMode FKu v 7% w2 U 2 KT, native
T AVE IR L £,

native Z &R L7234, EPGIL VMware VDS Z i L TUI W B 2 HivE 9, AVE ZINL
72454 . EPG XCisco ACI Virtual Edge i L CTEIV 2 bvE T, 7 7 4/ Mdnative
R

Update#27 Y w7 L, Finish#27 U v 27 LT,

AT T4 CreateApplication Profile #1471 75K > 7 AT, BPG # & HIZ2 >ELET, M7V v
Y RAAL v, RUTF =&t Z—HNIZ, 35D EPG 2B LE£4, Zhbid. db, app. B X
RNweb TI,

B Ex1—5FFUrEE



| #xa—4v 57+ rEE

APICGUI 2R L= k54 roEE [

APICGUI #ERALE=a> k359 FOETE
ARSI FETAILEDEERTHEEFNEIR

7 77V w7 ) Cisco Nexus 93128TX., 93120TX. 9396TX. 9396PX. 9372PX. 9372PX-E.
9372TX-E 72 & D5 1 D CiscoNexus 9300 V — 7 A A v F THEK SN TV 5 %A, EtherType
—HELTCODIPOALRNRIAL NTF T N T ANETHR—FINET, I bTT N T4 NED
[EtherType] 7 + —/V KT, LVFEMARA T ar (IPVARIPYG 72 Y) ZMRAT HISREIT.
AL v FHDOREBIZ-EX, -FX, FLIE-FX2BFEESNTZY —7 AL v F T /)N TOHYHR—
M ET,

GUI ZERA LT 14 IL3 DIERK

FIE

&
ATvT2

ATvT3

ATy T4

3ODMEBDT 4 B ZERR L £, ZOfITiL, HTTP, RMI, SQL TY, Z DX A7 T,
HTTP 7 A VA BT 2 HiEa R LET, ZOX AT, MOT7 4 NV H 2Bk THH AT &
ﬁuf‘é‘o

1R BHHIIZ
TFUb Ry U= BEXOT Y oY RAL UMEREINTWD Z E&2fERLET,

A=a— N—T, [TF M EBIRLET,

Navigation 7 1 > K7 C, tenant-name> Contracts % %R L, Filters %R L, CreateFilter

IR E T,

[Create Filter]) XA 72 77K v 7 AT, ROBIEEZFEITLET,

a) [Name] 7«4 —/V FiZ, 7424 (http) Z AN LET,

b) [T kY (Entries) | 7—7 VAN T+%E 27 U > 27 LT, [&HI (Name) | 7 14—V RiZ, 4
A7 (Dport-80) # AN L ET,

c) [EtherType] K v 7 Z7 UA R, EtherType (IP) Z 3R L 97,

d) [IPProtocol] K v 7% URA Kk, 7o hajl (tep) ZERLET,

e) [Destination Port/Range] K= v 7*#7 U A kb [From] 7 4 —/L R & [To] 7 4 —/L N
T, [http] ZEHR L £9, (http)

f) [Update]l Z27 U > 2 L, [Submit] #27 U v 7 LE 7,
FLLBIMEi=7 4 V2 )3, [Navigation] ~A > & [Work] <A VIZFERINET,

G¥)

[T b1 (Entries) | 7—7 /L Cld, ARP 23 J1ZI3EREN <, RETE EHA, ZOD

74— RIHMEA LA,

[Name] 7 4 —/b RO [Entries] Z @A L £ 7, ML 7mEALFITL T, BloT M) 25k
A— K& LTHTTPS TiEML, [Updatel 27 U v 27 LET,

gx1—4 7o rEE )
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B suzemLrzuors

ZOFHLNT 4 L= NBINESNET,

ATYTE IBIZ22907 4% (miBEWsql) ZER L, mi BE O sql HO 7 4 V& 2R % /3
TA=H (B4 X=) IR TNTA=F AT 52, ERRFIEOR L vt 2% FETL
iTO

GUI ZfE A L= 82HIDIERL
FIE

AT9T1 A=a— "—TTenants # RN L, F7T 57> MEBEIRLEF, Navigation v 1 > Rv
. tenant-name> Contracts % BB L £,
AT w F2 Standard > CreateContract #4527V v 7 L%,
AT w73 CreateContract ¥4 70 7Ry 7 AT, IRDZ AV &FEITLET:
a) [Name] 7 4 —/L NI, K4 (web) Z AT LET,
b) [Subjects] DFED [+ FLEEZZ7 Uy 7 L, LW T V=7 bEBMLET,
c) [Create Contract Subject] ¥4 7 2 7 7R 7 AT, [Name] 7 4 —/V RIZH 7TV =7 NaE A
SILET,  (web)

d GP
ZOFRIBETEH, YOV T V= NTENAER S L2 7 4 V¥ Z BB T £,

[Filter Chain] fE}% . [Filters] DD [+ Fima 2 U7 LET,
) AATRITRy I AT, Ry THx U Ama—hb, 740574 (http) ZIER L,
[Updatel 27 U v 7 LET,

AT 74 [Create Contract Subject] A 7RV Ry 7 AT, [OK]|ZZ7 Vw7 LET,
ATFYTE ZOFEERUCAT v FIHE-> T, mi & sql BOEKZ X522 >1ER L Ed, mi BP0
BEmiY 7ol FERIRL, sql ORI sql 7 V=7 FEBINLET,

GUI 2R L-RRMDAE L RH
EPG MM U & —BIR & fERT 5720010, B IRRR L1280 2 BT 5 2 L T & £,

Bttt oa b7 FEERT L2 R MXARTEMNT S LT BT = T2
LT 22 M7 7 POWGICE CART 2T T ZE 0,

FIE

ATy 71 GH
db, app, BEL U webEPG X, 7 A 2 TERINET,

B Ex1—5FFUrEE
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ATy T2

ATvT3

RATv74

ATy TH
ATvT6

ATy 17

ATvT8

AV k39

AVESY b RTF R RO .

APICGUI V 4> KU %27V 7 L TdbEPG 25 appEPG IZ KT v 7 L ¥ T,

[Add Consumed Contract] # A 7 02 7R v 7 ANRFREINET,

[Name] 7 4 —/V R C, Ravy ¥y JRARNL, sl Z2ERIRLET, [OK] 227 U v 7
LET,

ZOFNEIZE Y, dbEPG (3 sql 2K Z AT X | app EPG X sql B EHETHZ LN TEE
7

APIC GUI [jfi 27 Y v 27 L, appePG 75 web EPG IZ KT v 7/ L &7,

[Add Consumed Contract] # 4 7 12 7R v 7 ANERINET,

[Name] 7 4 —/V KT, Ry 7 X7 UA NG, rmi ZPEEIRLET, [OK]E2Z7 VU v 7
LET,

ZOFIEIZX Y, app EPG It rmi 2 Z ML TE . webEPG IX mmi N EHETHZ LN TE
£

webEPG D7 A 2% 27 U v 7 L., [Provided Contracts] fEIk @D [+] ;2527 U v 7 LET,
[Add Provided Contract] # A 7 2 7R v 7 ANFRINET,

[Name] 7 4 —/L R C, Fry 7 Z U URARNE, web ZHZBIRLET, [OK] 27V v 7
LET, EE (Submit) 1227V v 7 LET,

OnlineStore & MEEN D 3BT 7V r—vay a7 7 A ABMERENE LT,

T3 5 1Z1E, [Navigation] <A1 > T, [Application Profiles] T~ [OnlineStore] (Z&E L TZ U »
7 LET,

[Work] XA > C, 3 2®D EPGapp., db BL VP web NFERINTNDHZ LR TEET,
[Work] ~XA > C, [Operational] > [Contracts] % R L £,

HE AL SN DNAE CTRRSI N EPG E B E R X £,

kN DAF—T U RADEEIE

TEIDINT +—I 2V ADEREL

Cisco APIC, V U—RZ32 THED L VRN N— R =TT —ZDTCAM A FL—
Y R—RLTWARFRRNOZRETEET, Kbz AN R>TWD, WA OFRHE
WELKIIFHEALET,

TCAM HiEA 1L, %5 2 14X Cisco Nexus 9000 'V — XD b v 7475 v 27 (TOR) AA v F T
PAR—rENFET, ZHiE, EX. FX. BEOFXQUEDOY 7 4 v 7 ARMF W= DT (7=
Lz, N9K-C93180LC-EX F 7~13 N9K-C93180YC-FX ) .

TCAM BRI DOBEN 0T —H A ML —VERET HITIE, ROFT v a gz LET,
cTmaNA A larya—<OTHAFRICEA SN2 N TV Ne~v—7 LET,

IPTCP £721XUDP 7' FaV&EFEHTL7 4 VX DOHAEIT, UN—AKR—FF T g
FAHTLET,

gx1—7rorEe M
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. BRI+ —T V ADREL

e bT 7 N YTV MERETLHHEIE, [RY O—EMRDOERE (Enable Policy
Compression) 17 4 V277 4 7aBIRLET, ZHICKY, actrl: rule FEHXRA TV x
7 hD7rvarBMIZ no stats 7 v a VABIMENE T,

HIREIE

[R) o—EHEDAESNE (EnablePolicy Compression) | (no stats) A7 a U &ERT S &
= T e OFGEHERNRKDIET, L, MO mOEELV—REERIZ, ~N— K
U T EHERICHFE L £,

Cisco APIC3.2() 127 v 77 L— R L74%&., no stats A7/ a &7 v/ 7 L— Koz b
FIORMNY T2 N (TANEERITT o0 = MY 2ELe) IEBMTAIZE, 28T
7 b ¥ 7V FEHIFRL. EnablePolicy Compressons 4 L7 7 4 7 CHRET D LEND
DET, £HLABRNE, EMIIATOILEE A,

WEEY T b 74 NVEEEHTHa T2 FZ LI, CiscoNX-0S L2 DD/ —/L %
fERR L £,

* spcTag 33 KX RN dpeTag ﬁ’@iﬂ\ direction=bi-dir & ¥ —727 INTWB/L—/L, Ziud—
Ko7 TruarIIvrrahEd,

e VT I ENTUVR direction=uni-dir-ignore C¥ —7 S 7=/l —)L
WOFKTE & N— VTR SIVER A,
o JL— )L DESENENT % Ff o fully qual

c L=V DIKFHA (W dir BED uni dir 1 v—727) LE—TIER2WT 237 013, K
DX TUYar zEte #H . prio. gos £721% markDscp

o Jb—)b WiEEy ET721L implarp 7 A /L%

e JL—/)L 77 2T Deny . Redir . at— | F7IE peny v
WOH 7 =Y HINE, EfO L Resnd, 02 5OV — ViR LET,

apicl# moquery -c actrlRule
Total Objects shown: 2

# actrl.Rule

scopeld : 2588677

sPcTag : 16388

dPcTag : 49156

f1tId : 67

action : no_stats,permit
actrlCfgFailedBmp

actrlCfgFailedTs : 00:00:00:00.000
actrlCfgState : 0

childAction

ctrctName

descr

direction : bi-dir

dn : sys/actrl/scope-2588677/rule-2588677-s-16388-d-49156-£-67
id : 4112

1cOwn : implicit

B Ex1—5FFUrEE
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L

B®RE

markDscp
modTs
monPolDn
name
nameAlias
opersSt
operStQual
prio
qosGrp

rn

status

type

# actrl.Rule
scopeld
sPcTag

dPcTag

fltid

action
actrlCfgFailedBmp
actrlCfgFailedTs
actrlCfgState
childAction
ctrctName
descr
direction

dn

id

1cOwn
markDscp
modTs
monPolDn

name
nameAlias
operSt
operStQual
prio

qosGrp

rn

status

type

R1I:EHBIEYIR

unspecified

210,77 +—< 20wt ]

2019-04-27T09:01:33.152-07:00
uni/tn-common/monepg-default

enabled

fully qual

: unspecified

rule-2588677-s-16388-d-49156-£-67

tenant

2588677

49156

16388

64
no_stats,permit

00:00:00:00.000
0

: uni-dir-ignore

sys/actrl/scope-2588677/rule-2588677-s-49156-d-16388-f-64

4126
implicit

: unspecified

2019-04-27T09:01:33.152-07:00
uni/tn-common/monepg-default

enabled

fully qual
unspecified

rule-2588677-s-49156-d-16388-£f-64

tenant

JIN—R T 4 LA TCP E1=(L UDP %S 7T | TCP E1=IX UCP 385 |[E#&
R— tDEH R— bk R—k

=R R—h A R— kB (EN
° RAGE R—1k B E4A

© H—hk A ES i (EN

° RAGE K E E4A
EIS IS A—hKA A— KB N
RPN RIGE A— KB Y-

gxa—v7rorize Wl
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B cuzsmLTTCAM OERAREL SN 2UERES S

JIN—R T4 LA TCP E1-(XUDP RIEJT |TCP £7/-IX UCP%Ek | EHE
r— FAEZh r— bk R— k

FEXH G A—1FA FIEE I AY-4
FEXF I KIEE KIEE A

GUI Z{EA L TTCAM OERMNZEBEIL SN - ZEHEET S

ZOFEIEFT, "= =T EDO TCAM IZ X 5K T — % DRGFERELT 2RO EHRET D
FEIZOWTEHHLET,

1R BHHIIZ

FIE

« 7 b, VRF, BXUZRML, RRZHE TS5 Epg 2B L £
s ZOFKTHAETBIEESND M T 7 4 v 7 28RS D, 1 DL EOT 4 V2 2B L

£7

AT9T1 A=a— "—TTenants# RN L, F7T 575 MEEIRLET, Navigation v 1 > Rv

tenant-name 35 & OX Contracts # 28 L £,

AT w72 Standard > CreateContract #4527 V v 7 LE4,
AT w3 CreateContract ¥4 72 7Ry 7 AT, IROZ AT ZFEITLET:

a)
b)

¢)

d)

e)

g)

h)

Name 7 4 —/L FIZ, B4 &2 A LET,
+7 4 22 (Subjects DIRIZH L - D) %27 ) v 7 LT, HFLWERLIT I 2B E
R
[Create Contract Subject] %4 7 2 7 7R > 7 AT, [Name] 7 4 — /L RIZH 7T V=7 N %
ABDLET,

)

ZOFNETIEX, 74 VZ EZZKOE®A T 3V IR £,

TCAM DK USRI i i LA RE &2 A 2023 2 121%. Apply Both Directions$3 J: U Reverse
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“excep05” provRegex= “ctxl” H—E 2 %{i)ﬂ L7k ;) Iz
/>
Frob L £,
EPG <vzException consRegex= Z OBITIE. &IPS Epcra D
“EPgPa.*” field= “EPg” name=| h&¥ A ¥ D EPG N FE(ET
“excep03” provRegex= “EPg03” % k{ﬁﬁb EPg03 ) f%{/ﬂ\:
> ShTWsar k57 ko=
VVa—< b LTTRTHEL
SNDUERDH Y ET,
Dn <vzException consRegex= Z DB TIE. epgl93 DS epg200
“uni/tn-t36/ap-customer/epg-epgl 93” Wk ngEftans-ary 52
field= “Dn” name=“excep04” ~ 3\3{%’%’ LAank 5 c,ﬁ%% L
provRegex= jz_a_ h
“uni/tn-t36/ap-customer/epg-epg200” °
/>
245 <vzException consRegex= “red” |{fil Cld, red ¥ 7 CT~¥—7 Xh

field= “Tag” name= “excep0l”

/>

provRegex= “green”

TWAA T V=7 MREET
AL L, qreen&ﬁ‘(z"?‘—y
SNTWDHAT V7 Fva
Y ETZ 7 MIBMLRNE S
BRSNS

T2a 77 MERELET,

1R BRI

ar b7 haREEL FIHT DI,

EPG ZiXE L £7,

B Ex1—5FFUrEE

GUIZERAL=aV S FEEEY T2 ) FOBINDETE

DX AT TIE, EPGDIZEA IR L TCHBEZHATHLOD, FO—EDT 7 AIEEH

TF 2 h, VRF, 77V r—vars a7y AL



| £#x2—% 75> r3E

FIE

ATy T
ATv T2
ATvT3
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TANETIEH, 2 bT77 MREOT 78 A EFAIETIIEST DO NI 74 v V2 ERTDHT
72 AU A b (ACL) \ZEHEETY, FAlEIERTE A4 7 V=7 FEEXRETHEHKD
T ANBEERRT A LR TEET,

TANEL AL, FHERIIESTD N T 7 4 v 7 BERETLSRMEEZBMNL T, [EE) %

7V w7 LET,

[AVESO RN EEZY Y7L, [AV ST FOERK] ZRINLET,

AT MAEANDL, #HERELC, (NT7Aa2ar27 0y 7 LA EBIMLET,

e U TRl 28 L £,
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a7 bE@ERLET,
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[ZE (Submit) | %27V v LET,
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FIE

B ERTE L%, WHEEPGHH & LT, #BHERETETET, FIEIXVMware VDS, OVS,
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1R BHEIIZ

s REINTUWS, EPG IIMETT,

s T AN BRSO EFREL TV DLERSH D 7,

ATFYT1 a7 4 F¥al—vary v — NERBLET,
1 -

apicl# configure

ATV T2 TF U b Bl EIRIRL £,
1 -

apicl (config)# tenant Tenant-13out

AT w73 S Layer 3 EPG Z{ERLE 72 18I L £,
1 -

apicl (config-tenant)# external-13 epg ext-epg

ATy T4 HEEPG % VRE A LV AX L AITNA  RLET,
5 -

apicl (config-tenant-13ext-epg)# vrf member vrfl
ATy 75 EPGNTHBEEHEC L ET,
1 -

(config-tenant-13ext-epg) # isolation enforce
D%, HEIE T T, 2~ RO no {11 T EPG NBEZ BN TEx £ 7,
£

(config-tenant-13ext-epg) # no isolation enforce

RTYT6 TV RRAY NEOBWIO NT 7 ¢ v 7 ZFFAl 5352 NE EPG 1[ZH 0 4 TE T,
5 -

apicl (config-tenant-13ext-epg)# contract intra-epg contr-intra
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RESTAPI R L =7 77— 3 > EPG ~® EPG NEHID:EM

ar 77 FERELEZE, BEPGNa hF 27 FELTEPGIZ2Y b7 7 FEBIMTEET,
ZOFEIX, VMware VDS, OVS, BIXOXRT XA X)L H— R LE LTI,

1R BHHIIZ
*EPG N EFE S THIHVENH Y £7°,
c TUNHENRESINTZa N T FRMNETT,

FIE

AT 1 ROBIO XK S 7 XMLPOST ERZFHL TCEL 7 X 2R/ ELET,
B -

<?xml version="1.0" encoding="UTF-8"?>
<polUni>
<infralInfra>
<infraAccPortP name="Ports-1-12" status="deleted"/>

<!-- VMM VLAN range -->

<fvnsVlanInstP name="test" allocMode="dynamic">
<fvnsEncapBlk name="encap" from="vlan-10" to="vlan-100"/>

</fvnsVlanInstP>

<!-- Static VLAN range -->
<fvnsVlanInstP name="test" allocMode="static">

<fvnsEncapBlk name="default" from="vlan-101" to="vlan-4095"/>
</fvnsVlanInstP>

<infraAttEntityP name="test">
<infraRsDomP tDn="uni/phys-test"/>
<infraRsDomP tDn="uni/l3dom-test"/>
<infraRsDomP tDn="uni/vmmp-VMware/dom-test"/>
</infraAttEntityP>

<!-- Node profile -->
<infraNodeP name="test">
<infralLeafS name="test" type="range">
<infraNodeBlk name="default" from ="101" to ="102"/>

</infraleafS>

<infraRsAccPortP tDn="uni/infra/accportprof-test"/>
</infraNodeP>
<!-- Port profile -->
<infraAccPortP name="test">

<!-- 12 regular ports -->

<infraHPortS name="portslThroughl2" type="range">
<infraPortBlk name="default" fromCard="1" toCard="1" fromPort="1" toPort="12"/>
<infraRsAccBaseGrp tDn="uni/infra/funcprof/accportgrp-test"/>

</infraHPortS>

<!-- 2 ports in PC -->

<infraHPortS name="portsForPcl" type="range">
<infraPortBlk name="default" fromCard="1" toCard="1" fromPort="13" toPort="14"/>
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<infraRsAccBaseGrp tDn="uni/infra/funcprof/accbundle-testPc"/>
</infraHPortS>

<!-- 2 ports in PC -->

<infraHPortS name="portsForPc2" type="range">
<infraPortBlk name="blkl" fromCard="1" toCard="1" fromPort="15" toPort="16"/>
<infraRsAccBaseGrp tDn="uni/infra/funcprof/accbundle-pc"/>

</infraHPortS>

<!-- 2 ports in PC for FEX -->
<infraHPortS name="portsForFex" type="range">
<infraPortBlk name="blkl" fromCard="1" toCard="1" fromPort="17" toPort="18"/>
<infraRsAccBaseGrp tDn="uni/infra/fexprof-default/fexbundle-test" fexId="111"/>
</infraHPortS>

<!-- 2 ports in PC for VPC -->
<infraHPortS name="portsForVpc" type="range">
<infraPortBlk name="blkl" fromCard="1" toCard="1" fromPort="19" toPort="20"/>
<infraRsAccBaseGrp tDn="uni/infra/funcprof/accbundle-testvVpc"/>
</infraHPortS>

</infraAccPortP>

<!-- FEX profile -->
<infraFexP name="default">

<infraFexBndlGrp name="default"/>

<!-- 12 FEX ports -->

<infraHPortS name="portslThroughl2" type="range">
<infraPortBlk name="default" fromCard="1" toCard="1" fromPort="1" toPort="12"/>
<infraRsAccBaseGrp tDn="uni/infra/funcprof/accportgrp-test"/>

</infraHPortS>

<!-- 3 ports in FEX PC -->
<infraHPortS name="portsForPc" type="range">
<infraPortBlk name="blkl" fromCard="1" toCard="1" fromPort="13" toPort="16"/>
<infraRsAccBaseGrp tDn="uni/infra/funcprof/accbundle-testPcOnFex"/>
</infraHPortS>

<!-- 3 ports in FEX VPC -->
<infraHPortS name="portsForVpc" type="range">
<infraPortBlk name="blkl" fromCard="1" toCard="1" fromPort="17" toPort="19"/>
<infraRsAccBaseGrp tDn="uni/infra/funcprof/accbundle-testVpcOnFex"/>
</infraHPortS>

</infraFexP>
<!-- Functional profile -->
<infraFuncP>

<!-- Regular port group —-->

<infraAccPortGrp name="test">
<infraRsAttEntP tDn="uni/infra/attentp-test"/>
</infraAccPortGrp>

<!-- PC -—>

<infraAccBndlGrp name="testPc" lagT="1link">
<infraRsLacpPol tnLacpLagPolName="testPc"/>
<infraRsAttEntP tDn="uni/infra/attentp-test"/>

</infraAccBndlGrp>

<!--= VPC -->

<infraAccBndlGrp name="testVpc" lagT="node">
<infraRsLacpPol tnLacplLagPolName="testVpc"/>
<infraRsAttEntP tDn="uni/infra/attentp-test"/>

</infraAccBndlGrp>
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<!-- PC on FEX —-->

<infraAccBndlGrp name="testPcOnFex" lagT="1link">
<infraRsLacpPol tnLacplLagPolName="testPcOnFex"/>
<infraRsAttEntP tDn="uni/infra/attentp-test"/>

</infraAccBndlGrp>

<!-- VPC on FEX -->
<infraAccBndlGrp name="testVpcOnFex" lagT="node">
<infraRsLacpPol tnLacpLagPolName="testVpcOnFex"/>
<infraRsAttEntP tDn="uni/infra/attentp-test"/>
</infraAccBndlGrp>
</infraFuncP>

<!-- Link aggregation policies -->

<lacpLagPol name="testPc" minLinks='l' maxLinks='10"'/>

<lacpLagPol name="testVpc" minLinks='l' maxLinks='10'/>

<lacpLagPol name="testPcOnFex" minLinks='2' maxLinks='5"'/>

<lacpLagPol name="testVpcOnFex" minLinks='2' maxLinks='10"'/>
</infralInfra>

<fabricInst>
<fabricProtPol name="testVpc">
<fabricExplicitGEp name="testVpc" id="101">
<fabricNodePEp id="101"/>
<fabricNodePEp id="102"/>
</fabricExplicitGEp>
</fabricProtPol>
</fabricInst>

<physDomP name="test">
<infraRsVlanNs tDn="uni/infra/vlanns-test-static"/>
</physDomP>

<13extDomP name="test">
<infraRsVlanNs tDn="uni/infra/vlanns-test-static"/>
</13extDomP>
</polUni>

ATFv T2 wOFEID L H 7 XMLPOST EHRZFH L TT o FaRELx 1,
5 -

<?xml version="1.0" encoding="UTF-8"?>
<polUni>
<fvTenant name="Tenant-13out">
<vzBrCP intent="install" name="contr-intra" scope="context">
<vzSubj consMatchT="AtleastOne" name="subj" revFltPorts="yes">
<vzRsSubjFiltAtt action="permit" priorityOverride="default"
tnVzFilterName="flt-ssh" />
</vzSubj>
</vzBrCP>
<vzBrCP intent="install" name="contr2" scope="context">
<vzSubj consMatchT="AtleastOne" name="contr2-subj" revFltPorts="yes">
<vzRsSubjFiltAtt action="permit" priorityOverride="default"
tnVzFilterName="flt-ftp" />
</vzSubj>
</vzBrCP>
<vzBrCP intent="install" name="contrl" scope="context">
<vzSubj consMatchT="AtleastOne" name="subj-http" revFltPorts="yes">
<vzRsSubjFiltAtt action="deny" priorityOverride="default"
tnVzFilterName="flt-http" />
</vzSubj>
</vzBrCP>
<l3extOut enforceRtctrl="export" mplsEnabled="no" name="13outl">
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<13extRsL3DomAtt tDn="uni/l3dom-test" />
<13extRsEctx tnFvCtxName="vrfl" />
<1l3extLNodeP name="13outl nodeProfile" tag="yellow-green">
<13extRsNodeL3OutAtt rtrId="172.16.0.1" rtrIdLoopBack="yes"
tDn="topology/pod-1/node-101" />
<13extLIfP name="13outl interfaceProfile" tag="yellow-green">
<13extRsPathL30utAtt addr="192.168.15.1/24" autostate="disabled"
encap="unknown" encapScope="local" ifInstT="13-port" ipvé6Dad="enabled"
isMultiPodDirect="no" 11Addr="::" mac="00:22:BD:F8:19:FF"
mode="regular" mtu="inherit"
tDn="topology/pod-1/paths-101/pathep-[ethl/10]" />
</13extLIfP>
</13extLNodeP>

<l=-
Set pcEnfPref to "enforced" to enable intra-Ext-EPG isolation.
Set pcEnfPref to "unenforced" to disable intra-Ext-EPG isolation.
-—>
<13extInstP floodOnEncap="disabled" matchT="AtleastOne"
name="13epgl" pcEnfPref="unenforced" prefGrMemb="exclude">
<13extSubnet ip="172.16.0.0/16" scope="import-security" />
<fvRsCons tnVzBrCPName="contr2" />
<fvRsIntraEpg tnVzBrCPName="contr-intra" />
</13extInstP>
</13extOut>
<fvCtx bdEnforcedEnable="no" ipDataPlanelearning="enabled" knwMcastAct="permit"
name="vrfl" pcEnfDir="egress" pcEnfPref="unenforced" vrfIndex="0">
<fvRsVrfValidationPol />
<vzAny matchT="AtleastOne" prefGrMemb="disabled" />
</fvCtx>
<fvBD OptimizeWanBandwidth="no" arpFlood="yes" epClear="no" hostBasedRouting="no"
intersiteBumTrafficAllow="no" intersitel2Stretch="no" ipLearning="yes"
ipv6McastAllow="no" limitIpLearnToSubnets="yes" 1l1Addr="::"
mac="00:22:BD:F8:19:FF" mcastAllow="no" multiDstPktAct="bd-flood" name="bd-web"
type="regular" unicastRoute="yes" unkMacUcastAct="proxy" unkMcastAct="flood"
vounkMcastAct="flood" vmac="not-applicable">
<fvSubnet ip="192.168.1.254/24" ipDPLearning="enabled" preferred="no"
scope="private" virtual="no" />
<fvRsCtx tnFvCtxName="vrfl" />
<fvRsBdToEpRet resolveAct="resolve" />
</fvBD>
<fvBD OptimizeWanBandwidth="no" arpFlood="yes" epClear="no" hostBasedRouting="no"
intersiteBumTrafficAllow="no" intersitel2Stretch="no" ipLearning="yes"
ipv6McastAllow="no" limitIpLearnToSubnets="yes" 1l1Addr="::"
mac="00:22:BD:F8:19:FF" mcastAllow="no" multiDstPktAct="bd-flood" name="bd-app"
type="regular" unicastRoute="yes" unkMacUcastAct="proxy" unkMcastAct="flood"
vounkMcastAct="flood" vmac="not-applicable">
<fvSubnet ip="192.168.2.254/24" ipDPLearning="enabled" preferred="no"
scope="private" virtual="no" />
<fvRsCtx tnFvCtxName="vrfl" />
<fvRsBdToEpRet resolveAct="resolve" />
</fvBD>
<vzFilter name="flt-ftp">
<vzEntry applyToFrag="no" arpOpc="unspecified" dFromPort="ftpData"
dToPort="ftpData" etherT="ipv4" icmpv4T="unspecified" icmpvéT="unspecified"
matchDscp="unspecified" name="ftp" prot="tcp" sFromPort="unspecified"
sToPort="unspecified" stateful="no" />
</vzFilter>
<vzFilter name="flt-ssh">
<vzEntry applyToFrag="no" arpOpc="unspecified" dFromPort="ssh" dToPort="ssh"
etherT="ipv4" icmpv4T="unspecified" icmpv6T="unspecified"
matchDscp="unspecified" name="ssh" prot="tcp" sFromPort="unspecified"
sToPort="unspecified" stateful="no" />
</vzFilter>
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<vzFilter name="flt-http">
<vzEntry applyToFrag="no" arpOpc="unspecified" dFromPort="http" dToPort="http"
etherT="ipv4" icmpv4T="unspecified" icmpv6T="unspecified"
matchDscp="unspecified" name="fltl" prot="tcp" sFromPort="unspecified"
sToPort="unspecified" stateful="no" />
</vzFilter>
<fvAp name="ap-appl">
<fvAEPg floodOnEncap="disabled" hasMcastSource="no" isAttrBasedEPg="no"
matchT="AtleastOne" name="epg-app" pcEnfPref="unenforced"
prefGrMemb="exclude" shutdown="no">
<fvRsProv intent="install" matchT="AtleastOne" tnVzBrCPName="contr2" />
<fvRsProv intent="install" matchT="AtleastOne" tnVzBrCPName="contrl" />
<fvRsPathAtt encap="vlan-103" instrImedcy="immediate" mode="native"
primaryEncap="unknown" tDn="topology/pod-1/paths-101/pathep-[ethl/3]1" />
<fvRsDomAtt bindingType="none" classPref="encap" encap="unknown"
encapMode="auto" epgCos="Cos0" epgCosPref="disabled" instrImedcy="lazy"
netflowDir="both" netflowPref="disabled" numPorts="0" portAllocation="none"

primaryEncap="unknown" primaryEncapInner="unknown" resImedcy="immediate"
secondaryEncapInner="unknown" switchingMode="native" tDn="uni/phys-test"
untagged="no" vnetOnly="no" />
<fvRsBd tnFvBDName="bd-app" />
</fvAEPg>
<fvAEPg floodOnEncap="disabled" hasMcastSource="no"
isAttrBasedEPg="no" matchT="AtleastOne" name="epg-web" pcEnfPref="unenforced"

prefGrMemb="exclude" shutdown="no">
<fvRsPathAtt encap="vlan-104" instrImedcy="immediate" mode="native"
primaryEncap="unknown" tDn="topology/pod-1/paths-101/pathep-[ethl/4]1" />
<fvRsDomAtt bindingType="none" classPref="encap" encap="unknown"
encapMode="auto" epgCos="Cos0" epgCosPref="disabled" instrImedcy="lazy"
netflowDir="both" netflowPref="disabled" numPorts="0" portAllocation="none"
primaryEncap="unknown" primaryEncapInner="unknown" resImedcy="immediate"
secondaryEncapInner="unknown" switchingMode="native" tDn="uni/phys-test"
untagged="no" vnetOnly="no" />
<fvRsCons intent="install" tnVzBrCPName="contrl" />
<fvRsBd tnFvBDName="bd-web" />
</fvAEPg>
</fvAp>
</fvTenant>
</polUni>

EPGD Y +5 0 MK

AV hZT MERIZCOWNT

B4 2K 2 LWEPG ICHET 2720, EPGEANCLTHE LT T hDBD EPG (ZHE.
PEEE T 5T T (RMEFEAHEEFS) BHATEET, a2 T 7 bofkRix, 77

VA7 —3 3 EPG, A 27 at® s % b EPG, L20ut EPG. B X L30ut EPG IZRETE £

KR

B Ex1—5FFUrEE



| £#x2—% 75> r3E
av 34 rgizonT

U Y —23x Tl. EPG B DIRHLRE A 3 I~ D )7 ORI . BRIZHKT HREL ARET
9, EPG FZEHIMN. BT NLREREDOETIVOREIZEX 121X EX 234 < | Cisco Nexus 9000
V=R AL v FTHR—FINTWVET,

EPG AN L. APIC GUI, NX-OS A% A )L CLI, REST API #ffifH L . H® EPG |Z B
BT 28T _RCEAMR T £,

9:aVF3Y FOMK

Contract

Inherits Provided-Contract 1 Owns Provided-Contract 1

Inherits Provided-Contract 2 ::I:ster Owns Provided-Contract 2
Inherits Consumed-Contract 3 EPG A Owns Consumed-Contract 3

501341

LEDOKT, EPGAIZEPGB 75 (EPG A D~ A X —) MFELOEK 1 BL OV 2, HE
FEHDOHK) 3 &K T5 X HICRESNTOET,
Yy b T MERERETDEII. ROTA RTA4 NPT TEEN,

e hT 7 ML, T F YU — a3 EPG, A7k A b (uSeg) EPG. B

L20ut EPG, B X UM L3OwtEPG AIZERETCE£d, a2 77 PERIIAI L X 4 7D
EPG [l CHENL T A MLENRH VY £7,

BRSNS L, RET DA NIV N EWET LA NI FomGRar T
b v AZ—=MOEKSNET,

AT T PRI =L b T Mk T 5 EPGIERI LT T FNICH DL ER D
nEJ,

¢ VAL =EI~OEFIL, TNTOMKIERESNET, B LWEKIA~ A Z—IZBINS
N5%6. MREICbBINEET,

*EPG X, DAy NI b v AF—nbar 77 MR T 52 LN TEET,

eI NT U MEKIZE DL~ TORYR— &N (EfETERY) a7 b=
AB—Na NT7 T NEHEKTHZ LITTEERA,

c a2 N7 MEERDTNABYR—MIET, EPGANEPGB b2 F T2 h &k
AT HLEE, EPGA & EPGB TR ZY T V27 b TULRRESNTWDHHE. APIC
IXEPGB bl Sz v 527 PO EPGB TRESNTZTULZEH L £, APIC
IXEPGANEAERAE T 22 8727 MIk L, EPGAD FCRESNTZ TNV E L E
7T

« EPG 2SI EEEE AT T BTV D, FITEN MR L TWDENE I MTEbL 5,
TCAMINOT > U REEENET, LIRS TEYRTY—L HA RTA U8 ki x

| gx1—v 7+ rie N



£r1—¥ 7o rEE |
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K] ZBHB LT EEN,

svzAny t X2 U7 4 2 NI MNEFT—ar I 73V FR—FSNERA,
* Cisco APIC U U —Z5.0(1) B L4206 LURE, =2 T2 FEEPGRFILT v MThH D
BhE, V—ERXRITIT7XBar T 7 FOMEARYR—FINET,

BRIOERRER L OMEFE LB L O Z v R a0 E2FRT 5 2 L I2BET 53,
[Cisco APIC DEARRTEHT A FESHR LT ZE0,

GUI ZERALEEPGDa Y S5 FBEARDET
GUI ZFERLE=77VS5—2 3 EPGDOY RS FBEDETE

FIE

AT T1
ATvT2
ATvT3
ATvT4

ATy TH

ATy T6
ATvF1

TV r—a EPGD Ay T MERERET D121, APIC OFEAREZIFIEEE— R
GUI TROFIAZEEH L E7,

1R HAEINIC

EPG MEAT 27 heT7 7V r—var a7 AV ERELET,

FFvarv, ar b7V MR T 2 EPGMERT L7 Y v ¥ RAL VERELET,
EPGaV IV FIRZ—LLTHRET DL OIZ, < tb 1 DOT 7Y 7 — 3 EPG
ERELET,

IET2av I 7 MeREL, 2 T2 b v RAZ—CBEMSTET,

[Tenants] > [tenant-name] > [Application Profiles] (&) L C. [AP-name] % BB L £,
[Application EPGs] #4727 U v 7 L. [Create Application EPG] Z#4R L £ 9,

EPGaY 39 b YRE—=0Har 77 M EMHKT D EPG OA4HTAZ AT LET,

[Bridge Domain] 7 4 —/L R C, Hi@/T 74N FDOT VU v RAAL EFITLRNI/ER L7
VoY RALERIRT D00, ZTOEPGOT Y v RAAL UEERLET,

[EPG Contract Master] 7 4 —/LV RC, +il5%x 7 U v 7 LTCHANIHE LT SV r—va v
a7y Ak EPG &L, [Updatel 227 Vv 7 LET,

[Finish) 227 U v 27 L¥7,

EPGIZBT 21EH (2 T 7 h~AX—7L) #FHKRT5HIZIE, [Tenants > [tenant-name] >
[Application Profiles] > [AP-name] > [Application EPGs] > [EPG-name] ([ZB &)L £7, EPG O~
FS9 b RRA—%FRT DT, [Generall 7 U v 27 LET,
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70y LET,

GUI #fEA L7z uSeg EPG D> F 5 MERDRTE

uSegEPG D21 k7 7 MK &% ET 2 121E. APIC DIEAF 7213 HEEET — F GUI TRO TJE
ERERLET,

3R BRI

EPG WMEM T 27 F o b eT7 7V r—var Tu 77 A VERELET,

FTvav, avyhT7 7 NeEMET S EPGMMERTE7Y v ¥ RAL VEFZRELET,
EPGOaVFSY FTRA—L L THRET 5K 92 uSeg EPG X E L £77,
*HETHa b T 7 FEREL, Ay b T Y b~ AX = ZBEEMTET,

FIE

AT 71 [Tenants] > [tenant-name] > [Application Profiles] {Zf£#) L C, [AP-name] % JEBI L £,

AT w72 [uSeg EPGs] # 47 VU v 7 L. [Create uSeg EPG] Z#R L 7,

ARTYFT3 av b7/ hvwREZ—pnbar 77 NefkT 5 EPG O4RTE AT LET,

AT w74 [Bridge Domain] 7 4 —/L KT, @/T 7 AN DTV v RAA EFIILRNIIER L7z~
VoY RALERIRT D00, ZOEPGOT Y v RAAL UEERLET,

AT 75 [uSeg-EPG-name] %7 VU v 7 L %9, [EPG Contract Master] 7 4 —/V K C, +it5% 27 U7 L

TCT 7V r—var7a7yA/VEEPG (2 hT 7 h~AZ—E L THRET D) 2L,
[Update] 27 U » 27 LET,

ATw 6 [Finish) 27 V27 LET,
ATy 1 BRICEATLEHREFRT DI, [Tenants] > T3 > b4 > [Application Profiles] > AP £ >
[USeg EPGSs| > (2@ L, EPG 4 % EBA L C [Contracts] #7 UV v 7 LET, .

GUI ZERAL~ L20utEPG D> F5 Y FEFRDEETE
A L20ut EPG @ 22 7 7 MK &3¢ E 9 5 121X, Cisco Application Policy Infrastructure
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15D B
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[4V88 EPG (External EPGs) | #4727 U v 7 L. [958 EPG DYERL (Create External EPG) ]
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SRR Y N U — 27 OATRTE AT L, BEITS CTEOMDBIEZ BN L £,
Submit 227 U v 7 LET,
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E¥ET 4 RUTHRY —%2ETHITE, R o—%2E724 7070 v LET,

RDERY

P—ERA 7T THEPGICHEMNTLLEIL, Y= R TFT7 T 7L — FTH LUVLA-LT ¥ —
EAEPGARY v —%BEINTEH L9270 £ L7, [CiscoAPIC Layer 4to Layer 7 Services
Deployment Guide] @ [Using the GUIJ ®F T [Applying a Service Graph Template to Endpoint
Groups Using the GUI] ZZM L T &0y,

HAR[IL—ILEERIL—ILZEE

HAIIL—ILELVIEBTIL—ILEZECEZHDOME

Cisco Application Policy Infrastructure Controller (Cisco APIC) U U — & 32 DI Clt, #Fr721)
TIERL, FAEHESOMTOT 7 v a v 2GRN EHETEET, éiéiﬁﬁ%mﬂ
(F7H/ b, @ IR OEST 7 v a v ERETEET,

JL— L DBEEIIR D L O RSN E T,
 BFEROBEIZIE, T X TONA—LOHF Tl HIRWVEILIEN N E D ¥ THIET,
« VzAny B OEKNIIRFEROIEA L 0 @ WESEIEA 2B v 4 ToHNE T,

« EPG B DEFKI D /v — 11T vzAny 1DV — 1 L 0 EBSENERLAS SN 2D, B E D EPG 27 ]
DEKINL vzAny DFRI L0 bR SN ET,

« B¥E D EPG T M OEINE ENDT 7 4V MERINBN. OGN —VIX, D EPG 7T
DFF A L— )L EAZSENENL L~V 36 U Cd, (6] CHEESEIANL OFF RIL— L L A L — L DT
FHMNT 7 4w 71— TH550E, HGELV—ABNBREINET,

e vzAny [BOEMNCE ENDT 7 4 /0 MEFRNAL. OEL LV — /WX, Z D vzAny T OFFA[
= EABSENEAL L~V D3R U CF, R UESRIBRL OFF p — L E A L— L D 5 A3 B
F7 4w 7 I—HTHEEE. HEEA—ABEEINET,

o JEICIBAL 23 e b B WES L—biE, EPG B OZ LR UL~V CE S vE T,
o« JEICIENRL 23 DA V— 11T, vzAny-EPG Bl OZK L [F U L~V TREE S E T,

gx1—7rorEe M



£r1—¥ 7o rEE |

B cvzsmLcAL ZRoHTE DXL YOESEENIZT S

« BESRNERL AN e BARWES L —/L1E, vzAny IOZKI LR U L~ TR S E

* EPG [l OZF) THEE OB Z T % & EPG HOFFa/L—1 O—BH R L0 H#
feEShETd,

GUI 2= L TACL ZHD#FRIE OX VI DIERZAMIZT S

WROFNETIE, GUI 2 L TACL BFIDOFFA & v o Z OB 2 AN o HEZ TR L
=7,

)

GE)  #FraleX o7 aE507 7 NI, EPG BBET S VRF 257> FTT, ZiUIsT Ly

FIE

ATy T
ATy T2

ATvT3

ATv74
ATy TH
ATvT6
ATy T17
ATvT8
ATvT9
ATy 710

ATy TN
ATvT12

EPG LRIUT ) b 28K THLHIMNEIIH Y XA,

A = a— /N—"T, [Tenants] > [<tenant name>] DJIEIZER L £,
[Navigation] XA > C, [Contracts] % JEFH L. [Standard] #4727 Y » 2 L T [Create Contract] %
BIRLET,
[Create Contract] ¥ 7 2 7R v 7 AT, WOIEEEFITLET,
a) [Name] 7 4 —/L NI, #RDOA4FTZATI LET,
b) [Scope] 7 4 —/V KT, D A=2—=7 ([VRF], [Tenant], F7=/% [Global]) Zi®RL FJ
) AT var, BRCHEHTHX—4 > FDSCP £7215 QoS 7 7 AERELET,
d) [+]7A4=2>%27 V27 LT, [Subject] % BB L FJ,
[Create Contract Subject] %4 7 2 7R v 7 AT, IROBIEEZFEITLET,
4L DAL & 2R 2 AT LT
FFvar, =5y FDSCPO Ry Xy A Rnb, 4 IZ# M3 2 DSCP &85 L
£
B Em G TR aryya—<nb 7 a g XOHFMIZOREHAT 5D TRWEY | [Apply
Both Directions] 1ZA4 2 L7zF FIZLTRBEET,
[Apply Both Directions] % = v 7 L T72\ 55 [Reverse Filter Ports] #F = > 7 L7c £ EIT L
T, V= ARTa "L ENOEBEFICEAESND LT A Y4y —R &5 ER— Mo scHi L
£7
[H7Aar%27 v LT, [Filters] ZEH L E7,
[Name] Fu v 7 & UARNT, 7z& X, arp, default, est, icmp 72 &4 7 v = V&R
T D0, LRGRE Lo 7 4 V2 3R L £,
[Directives] Ka v 77X UA KT, [logl 27 V7 LET,

(EE) ZoHATEITTHT V7 ar % Deny|l lICEFELET (F72ET77va a7 74
JV RO [Permit] DEFIZLE T,

W 51—y 75> bEE |



| £#x2—% 75> r3E

ATy 713
ATvT14
ATvT15
ATvT16

NX-0S CLI % L 1= AcL 2o soanit |

Directive : = 7 ANMEIC LY, ZOHLDT 7 2 a 2 [Permit] (272> TWAHEE . ACL 134
AL VIS TND 7 e — Xy MBI LET, ZOHHDT 7 2 3 )3 [Deny]
DA, ACL DIERn ZZ7n—L 7 v NEBHIL £,

(TE) 4 omEf 2% E L E T,

[Updatel 7 U v 7 LET,

[OK] %7 Vw27 LET,

[EE (Submit) 1 %27V v27 LET,

X TN ORI L THEIZ D £7,

NX-0S CLI ZfEF L 7= ACL 2#EFrI 0+ > J DAL

FIE

ATy T

ATy T2

WOHNL, NX-OS CLI i L CEPNHF T e X V2 HNIT 5 FEEZRLTOVET,

BT — T L D RETE Ay FERII 7 e —0a X0 Z 2 BN T 51, ko=
<~ RFEFEHALET,

configure

tenant <tenantName>

contract <contractName> type <permit>
subject <subject Name>

access-group <access-list> <in/out/both> log

B -
Wl 2" L ET,

apicl# configure

apicl (config)# tenant BDModel

apicl (config-tenant)# contract Logicmp type permit

apicl (config-tenant-contract) # subject icmp

apicl (config-tenant-contract-subj)# access-group arp both log

Al u X0 7 BT 512E, nofEO access-group 2~ > REFEH L EI, 72& 21X, no
access-group arp both log 2<% R % i F Li?‘o

RESTAPI Z{EF L - ACL {0 X DAEME

WDFNL, RESTAPI #H L CHAIB L ESR e X 72BN T 5 HiEERLTWET,
ZOBITIE, ACLOHFRIZRTEL., A Permit REL., BESNSE-T 7 v a v Z2HELHTHIC
. BROu X T EESLET,

gx1—7rorEe M



AEFX1—HTFUL

&
iy

B cvzemLrzrzsEsns soamit

FIE

ZOHETIE, kOB L HIZ XML T post #6E LET,
11

<vzBrCP dn="uni/tn-Tenant64/brc-C64" name="C64" scope="context">
<vzSubj consMatchT="AtleastOne" name="HTTPSsbij" provMatchT="AtleastOne"
revFltPorts="yes" rn="subj-HTTPSsbj">
<vzRsSubjFiltAtt action="permit" directives="log" forceResolve="yes"
priorityOverride="default"
rn="rssubjFiltAtt-PerHTTPS" tDn="uni/tn-Tenant64/flt-PerHTTPS" tRn="flt-PerHTTPS"
tnVzFilterName="PerHTTPS" />
</vzSubj>
<vzSubj consMatchT="AtleastOne" name="httpSbj" provMatchT="AtleastOne"
revF1ltPorts="yes" rn="subj-httpSbj">
<vzRsSubjFiltAtt action="deny" directives="log" forceResolve="yes"
priorityOverride="default"
rn="rssubjFiltAtt-httpFilter" tDn="uni/tn-Tenant64/flt-httpFilter" tRn="flt-httpFilter"
tnVzFilterName="httpFilter"/>
</vzSubj>
<vzSubj consMatchT="AtleastOne" name="subj64" provMatchT="AtleastOne" revFltPorts="yes"
rn="subj-subj64">
<vzRsSubjFiltAtt action="permit" directives="log" forceResolve="yes"
priorityOverride="default"
rn="rssubjFiltAtt-icmp" tDn="uni/tn-common/flt-icmp" tRn="flt-icmp" tnVzFilterName="icmp"/>

</vzSubj>
</vzBrCpP>

GUI 2R L -2 2HiEE0X T 0EIIE

WOFNEIL, GUIZERLTEIEa L T 7 hOESeX U 72 AT 5 HEEZRLTNE
7,

FIE

ATYFT1 A==2— =T, [Tenants] > [<tenant name>] DJIEIZER L £ 3,
AT 72 [Navigation] ~A > C. [Contracts] % BB L £,
AT w T3 [Taboos] #4727 U > 7 L. [Create Taboo Contract] Z %4 L £,
AT 74 [Create Taboo Contract] ¥ A 7 127 R 7 AT, IROBIEEFATL TEIEENZREL 7,
a) [Name] 7 1 —/V RiZ, ZROARIAZATILET,
b) A7 =, [Description] 7 4 —/V RiZ, ZEILEHIOFHAEZ AT LET,
c) 174 =227 Y7 LT, [Subject] BB L £,
AT w 7F5 [Create Taboo Contract Subject] ¥4 7 122 R 7 AT, IROBEEZFATLET,
a) [Specify Identity of Subject] fHIIZ, AATEM (X7 ar) ZANLET,

B Ex1—5FFUrEE



| £#x2—% 75> r3E
NX-08 CLl £ L=k 2siEanx v soant [

by [H]7A2>%27 Vv LT, [Filters] ZEHM L £7,

¢) [Name] K v 7*Z 7 A hDh | <tenant_name>/arp, <tenant_name>/default,
<tenant_name>/est, <tenant_name>ficmp 72 £ DT 7 /L MEDOWT I a2 I L, LIAT
YERK U727 4 /L% 7> [Create Filter] 28R L £7°,

G¥)

[Specify Filter Identity] )8 C [Create Filter] Z 3R L 72355, IROBAEZFEITL T, ACLIER

N— IV DEEMEZFRE L E T,

1 &EiEA T aroiPE AN LET,

2. [Entries] ZJBB L., L—LDA4RIZAN LT, ETDH T 74 v 7 2 EHT D545
WLUET,

3. [Directives] Ku > 7% 7 U A KT [log] Zi®&R L E7,
4. [Updatel %27 V27 LET,
5 [OK]ZZ7VUvyZ LET,

ATy 76 [FEIE (Submit) 1227V v 7 LET,
0 XN OB R L CTERNCAR Y £,

NX-0S CLI Z{EA L - R UERWESTOF T DEML

WOHNE, NX-OS CLI ZfEH L CEEIEEER e X 7 2G9N T 2 FiEEZ R L TWET,
FIE

ATy Tl BERESEL— LDl Fa y 7S8Ry bERFE7e—0on X0 7250t 51
X, koo~ REFEHALET,

configure

tenant <tenantName>

contract <contractName> type <deny>
subject <subject Name>

access—-group <access-list> <both> log

B -
WIZH 2 m L ET,

apicl# configure

apicl (config) # tenant BDModel

apicl (config-tenant)# contract dropFTP type deny

apicl (config-tenant-contract) # subject dropftp

apicl (config-tenant-contract-subj)# access-group ftp both log

| gx1—7rorEe M



Era—¥ 7+ rHE |
B orestar zmmLERERGES DR L S OEDIE

AT9 T2 HERaX 72T HI12iE,. noEXD access-group 2~ REFEHLET, 72L& 2I1E, no
access-group https both log I ¥ FEfEAHLET,

RESTAPI Z{FRA L -2 1L 2HEEOX T DAL

WOFNEL, REST API i L CEEILEME R X 7 2 492 T 5 HiEEZRLTWHWET,
FIE

2T =R ERET DR X Ve iET 5, IROFIO L 91T XML T post #3545 LE T,
1 -

<vzTaboo dn="uni/tn-Tenant64/taboo-TCtrctPrefix" name="TCtrctPrefix" scope="context">
<vzTSubj name="PrefSubj" rn="tsubj-PrefSubj"">
<vzRsDenyRule directives="1log" forceResolve="yes" rn="rsdenyRule-default"
tCl="vzFilter"
tDn="uni/tn-common/flt-default" tRn="flt-default"/>
</vzTSubj>
</vzTaboo>

GUI ZERA L= ACLEFRIE K TMHEE R T DRR

WOFIEL, GUIZERALT, F7 74 v 7 7a—0O ACLETFABITIER2 7% (A3iC
o TWIE) FRTDHEERLTOHVET,

FIE

ATY 1 A==2— 3=, [Tenants] > [<tenant name>] DJIEIZZIN L F 5,
AT w72 [Navigation] ~2A > C, [Tenant <tenantname>] %7 U v 7 L £,
AT w73 Tenants<tenant name> [Work] ~<4 . C, [Operationall ¥ 7% 27 UV v 7 LE£7,

AT w74 [Operational] # 7D F T, [Flows] ¥ 7 %7 Vw27 LET,
[Flows] # 7D FT, WINhDOXT% 7Y v 7 LT, LAY2§Falas ([L2Permit]) . LA
Y 3FFaie 2 ([L3Permit]) . LA ¥24E& 2 ((L2Drop]) . £/2idL A v3ESr Y (L3
Drop]) On 7 57— &#&K R rLET, £X 7T, F 774y 7B 7a—LTWIUL, ACLREF
VT EFIRTEET, THRA NI, vl AT EACLL— VIR U TR E
., 72 & zIE, [L3 Permit] 7 23 KOV [L3 Deny] 2 ZICIZRDT — X RA > b REGENET,

* VRF
» Alias

cXEEILIPT FL A

B Ex1—5FFUrEE



| £#x2—% 75> r3E
RESTAPI %/ L= AcLFa s & 0iEED Y [

“BESEIP T R L%

e 7'm k3L

« EEILAR— b

e JESER— B

« E[EIEMAC 7 R LA
« 580 MAC 7 R LA
* Node

s EFETXA L HE—T A A
* VRF Encap

« 515 7¢ EPG

« 5% EPG

« FEILPCH T

« 365 PC ¥ 7

GE)

F 72, [Flows] % 7 DFD [Packets] ¥ 7 =FEH LT, 7 =F ¥, #Ex. BILOSENRFEL
THH Ay NOTA—TF (BKRKI10MH) ODACLe /127 78 ATEE+, FESNEY R
0y ENTEVTE Ty NOXA TEERTEET,

RESTAPI Z{EA L/-ACLFA B L NIEFO Y

wOBNIL, RESTAPIZERA LT, FF9 74y 7 ZJu—DLA ¥ 28Ha Sl F—252FRTDH
JEERLTWET, ROMO ZMEHL T/ 2R ETHZLENTEET,

» acllogDropL2Flow

* acllogPermitL.2Flow
* acllogDropL3Flow
* acllogPermitL.3Flow
* acllogDropL2Pkt

* acllogPermitL.2Pkt

* acllogDropL3Pkt

* acllogPermitL.3Pkt

| gxa—v7rorize Wl



Era—¥ 7+ rHE |
B vxoscuzEALE AL TS STEED Y ORT

1R BHHEIIZ

ACLERIFFAIB LG 0 7 OF — 2 23R T 202, #FAERIMEG e X 72 /T2
WERH Y £,

FIE

LA Y3 kv nrs 5—X%2Fr"T5H120E, RESTAPIZ# AL TRk 7 =) 25 ELE
j—o

GET https://apic-ip-address/api/class/acllogDropL3Flow

1 -
WOHITIE, oIt nL DR LET,

<?xml version="1.0" encoding="UTF-8"?>
<imdata totalCount="2">

<acllogPermitL3Flow childAction=""
dn="topology/pod-1/node-101/ndbgs/acllog/tn-common/ctx—-inb

/permitl3flow-spctag-333-dpctag-444-sepgname-unknown—depgname-unknown-sip-[100:c000:a00:700:000:0: £00:0]

-dip-[19.0.2.10]-proto-udp-sport-17459-dport-8721-smac-00:00:15:00:00:28-cdmac-00:00:12:00:00:25-sintf-

[port-channelb]-vrfencap-VXLAN: 2097153" dstEpgName="unknown" dstIp="19.0.2.10"
dstMacAddr="00:00:12:00:00:25"

dstPcTag="444" dstPort="8721" lcOwn="local" modTs="never" monPolDn=""
protocol="udp" srcEpgName="unknown"

srcIntf="port-channelb" srcIp="100:c000:a200:700:b00:0:£00:0"
srcMacAddr="00:00:15:00:00:28" srcPcTag="333"

srcPort="17459" status="" vrfEncap="VXLAN: 2097153"/>

<acllogPermitL3Flow childAction=""

dn="topology/pod-1/node-102/ndbgs/acllog/tn-common/ctx—-inb

/permitl3flow-spctag-333-dpctag-444-sepgname-unknown-depgname-unknown-sip-[100:c000:a00: 700:000:0: £00: 0] -dip—

[19.0.2.10] -proto-udp-sport-17459-dport-8721-smac-00:00:15:00:00:28-dmac-00:00:12:00:00:25-sintf-

[port-channelb]-vrfencap-VXLAN: 2097153" dstEpgName="unknown" dstIp="19.0.2.10"
dstMacAddr="00:00:12:00:00:25"

dstPcTag="444" dstPort="8721" lcOwn="local" modTs="never" monPolDn=""
protocol="udp" srcEpgName="unknown"

srcIntf="port-channelb" srcIp="100:c000:200:700:b00:0:£00:0"
srcMacAddr="00:00:15:00:00:28" srcPcTag="333"

srcPort="17459" status="" vrfEncap="VXLAN: 2097153"/>
</imdata>

NX-0S CLI Z A L= ACLEFRIE K MHEET RV DXRR

WOFNEIL, NX-OS A% A L CLIshowacllog =~ > RZ{EH L CACL 1 7 DOz £rRd 5
FEERLTOVET,

B Ex1—5FFUrEE



| £#x2—% 75> r3E

FIE

NX-0S CLl £ L= AL e s £ viEBR R v ox% [

LA ¥ 3a<2 ROFELIE, show acllog {permit | deny} I3 {pkt | flow} tenant <tenant_name> vrf
<vrf_name> srcip <source ip> dstip <destination_ip> srcport <source port> dstport
<destination_port> protocol <protocol> srcintf <source interface> start-time<startTime> end-time
<endTime> detail T,

LA ¥ 2a~vy FOMIILIE, show acllog {permit | deny} 12 {flow | pkt} tenant <tenant_name> vrf
<VRF_name> srcintf <source interface> vian <VLAN_number> detail T3,

\)

(£)  showacllog ==~ o ROERMESCET, % _H#EAX Cisco Nexus 9000 U — X ZA v F

&

ATy T2

(N9K-C93180LC-EX 72 E A4 BT DOTBIZEX £721XFX 03 2<, b LITZFNLUBED L Y —X)
BILUCiscoAPIC UV V —RA32UETOREHTE LT, F-MHROZXA v F (LBIOHRKEZIZ
EX £721X FX 2M40372\) £721% 3.2 LLRITD Cisco APIC V U — ATk, fEHAAJHE22#E 01T -

FLOEY TT,

Cisco APIC 3.2 A& TlE, 1BIMDF —T — K3 detail keyword:[dstEpgName
<destination_EPG_name>| dstmac <destination_MAC_address> | dstpctag <destination_PCTag>
| srcEpgName <source EPG_name> | srcmac <source MAC_address> | srepctag <source PCTag>]

Llylca~vry ROWMEFOAA—Y g B MEnE T,

W OHICIE, show acllog drop 13 flow tenant common vrf default detail =~ > K& LT, 4
W7 hO LAY 3G e ZICET 5 EMERE £RT 2 EERLET,

£

apicl# show acllog deny 13 flow tenant common vrf default detail
SrcPcTag : 49153

DstPcTag : 32773

SrcEPG : uni/tn-TSW Tenant0/ap-tsw0APO/epg-tswOctx0BDOepg6
DstEPG : uni/tn-TSW Tenant0/ap-tswO0APO/epg-tswOctx0BDOepg5
Srclp : 16.0.2.10

DstIp : 19.0.2.10

Protocol : udp

SrcPort : 17459

DstPort : 8721

SrcMAC : 00:00:15:00:00:28

DstMAC : 00:00:12:00:00:25

Node : 101

SrcIntf : port-channel5

VrfEncap : VXLAN: 2097153

ZOFITIEE RO AL v F F721% 3.2 LLETD Cisco APIC Y U —ATOH AR LET,
W OFITIL, show acllog deny 12 flow tenant common vrf tswOconnctx0 detail =~ > K2 {# H L
T, BT bOUA Y IEL e 7T SEMIERERTRT D HIEE R LET,

i

apicl# show acllog deny 12 flow tenant common vrf tswOconnctx0 detail
SrcPcTag DstPcTag SrcEPG DstEPG SrcMAC DstMAC
Node SrcIntf vlan

gx1—7rorEe M



£r1—¥ 7o rEE |

B vxoscuzEALE AL TS STEED Y ORT

ATvT3

ATy T4

32773 49153 uni/tn-TSW uni/tn-TSW 00:00:11:00:00:11 11:00:32:00:00:33
101 port- 2
_Tenant0/ap- _Tenant0/ap-
channel8
tswOAPO/epg- tswOAPO/epg-

tswOctx0BDOepg5 tswlOctx0BDOepg6
ZOBITIEE RO AA v F E7213 3.2 BLATO Cisco APIC V UV —ATOH S 2R L ET,
WROFITIrL. show acllog permit I3 pkt tenant <tenant name> vrf <vrf name> [detail] =~ > R %

fERH LT, #ESN=—HKE7: VRFACL LA ¥ 3537 v MIET 25 EME®RERTTD
FEEZRLTWET,

apicl# show acllog permit 13 pkt tenant common vrf default detail acllog permit 13 packets
detail:

srclp : 10.2.0.19
dstIp : 10.2.0.16
protocol : udp

srcPort : 13124

dstPort : 4386

srcIntf : port-channelb
vrfEncap : VXLAN: 2097153
pktLen 112

srcMacAddr : 00:00:15:00:00:28
dstMacAddr : 00:00:12:00:00:25
timeStamp : 2015-03-17T21:31:14.383+00:00

Z OB TIEE MDA A »FF721F 3.2 LLRITD Cisco APIC YV UV —Z2TOH 1~ LET,

ROFITIE, show acllog permit 12 pkt tenant <tenant name> vrf <vrf name> srcintf <sinterface>
av REMFHLT, A V¥ =T AR— b F ¥ RNV ISHHEEENTZT 7 4L FD VRF
LAY 287y MCHET D1 ®REFRRT D HEEZRLTWET,

apicl# show acllog permit 12 pkt tenant common vrf default srcintf port-channelb

acllog permit L2 Packets
Node srcIntf pktLen timeStamp

port-channelb 1 2015-03-17T21:
31:14.383+00:00

ZDOFITIEE D R A FF721F 3.2 LLRITO Cisco APIC YV UV — 2 TOH &R~ LET,

B Ex1—5FFUrEE



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



