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Identify
User

Domain(s)

)

Assign
Role(s)

Admin creates a new local
user by using the Local user
option from the available
authentication options ...

+ Local User

- LDAP

- RADIUS

- TACACS+

Admin creates new security
domain or picks from
existing to associate with the
user ...

+ all (system default)

+ mgmnt (system default)

+ common (system default)

+ Solar (a tenant)

* Wind (a tenant)

Admin creates role for user
by selecting privileges such
as ...

+ admin

+ aaa

+ access-admin
+ fabric-admin
+ tenant-admin
+ vmm-admin ...

For each privilege, admin
enables a mode ...

* No access

* Read only

* Read write

Creates local user
Joe Stratus

Associates Joe Stratus with
domain “all”

Assigns Joe Stratus “admin”
privilege (includes all
privileges) and enables
read-write mode

)
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Specify
Domain(s)

Assign
Role(s)

Admin creates a new local
user or selects from authen-
tication options ...

« Local User

- LDAP

= RADIUS

- TACACS+

Admin creates new security
domain or picks from
existing to associate with the
user ...

= all (system default)

= mgmnt (system default)

= common (system default)

= Solar (a tenant)

* Wind (a tenant)

Admin creates role for user
by selecting privileges such

+ access-admin
+ fabric-admin
* tenant-admin
+ vymm-admin ...

For each privilege, admin
enables a mode ...

* No access

* Read only

* Read write
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Cisco APIC | %, B FRE MNIMABFRIEY —/3T Cisco AV X7 Zi%E L. 1D AV <7 D LF5| D
BERBETHZEHEERLTWET, INEITH IR, BEHEIIEFO=—W L 22— R|ZCisco
AV XT ZBILET, Cisco AV X7, = —H% D RBAC B —/L¥ XL OMERIZHE 2 APIC %
RELET,

AV T LFHNEERES D 72D, ROBRICT DLENH Y £,

shell:domains =

ACI Security Domain 1/ACI Write Role 1|ACI Write Role 2|ACI Write Role 3/ACI Read Role 1|ACI Read Role 2,
ACI Security Domain 2/ACI Write Role 1|ACI Write Role 2|ACI Write Role 3/ACI Read Role 1|ACI Read Role 2,
ACI Security Domain 3/ACI Write Role 1|ACI Write Role 2|ACI Write Role 3/ACI Read Role 1|ACI Read Role 2

« shell:domains= : ACI 2N IER I CFH & Gt A D T2 OB TT, v /L LTFH = EIL T

YRy R T HMERH Y £77,

« ACl_Security Domain_1//admin : FEEHIZZ DX =2 VT 4 RAAL DT F 2 h~DFt
HEY BT 7 AR L ET,

« ACl_Security Domain_2/admin : FHFIZZ DX 2V T 4 AL DT F > b~DEX
ABT 7w AR5 LET,

« ACIl_Security Domain 3/read-all : ZDtx =2 U T 4 FAAL DT F 2 b~Dier B0 /E
XIABTRTCOT 7w ARG LET,

\}

GE)  JIZERVKBISNDLFINDEF=2Y T4 AL EXIAL, GErRVEZ v a VFLE
Fa2UT 4 FALCAD | IZEY K ESNDERDOEF SRS FIITHIA D HER

\)

GE)  CiscoAPIC VU —22.1 XV, AV <72 UNIX ID MEE SN TV AR WS, APIC I UNIX
DOEA 2 —H — ID ZNERRIICEI Y 4 TE 9,

APIC iZ, ROERFHRZV R —FLTWET,

shell:domains\\s*[
shell:domains\\s*[

1 -

I\\s* ((\\S+2/\\S*2/\\S*?) (, \\S+2/\\S*2/\\s*?) {0,31}) (\\ (\\d+\\)) $
$IN\N\s* ((\N\S+2/\\5*2/\\5*?2) (, \\S+2/\\S8*2/\\s*?) {0,31})$
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RADIUS

\ )

raows 23 I}

« 5] 1 : writeRole DA% OB —D 1 74 2 KA A % E&Te Cisco AV 7T

shell:domains=ACI Security Domain 1/Write Role 1|Write Role 2/

« 31 2 : readRole DAHEZFFOH—D 1 7 A KA A L %ETe Cisco AV T

shell:domains=Security Domain_1//Read_Role_1|Read_Role_ 2

it I:IIE

GE) X5 /) ixu 214y RAA 2 Z L2 writeRole & readRole DE]Z# XU 555 C, FHT 52—
JVOFEIEN 1 DDOBTH DA HMETT,
Cisco AV T OXTFHNE, KXFE/NLFERRBEINET, =7 —BE RSN TH, A
THRLFENLFEN RAL VA ERITE— N~ L TOARWEAIE, T LARWHERRA T
X328 HY F7,
AV X7 GUI DERTE

X2 U7 4 FAA X, [Admin] > [AAA] > [Security Management] > [Security Domains] @
ACIGUI TEFINTHEY ., [TF Y k] >[Tenant_Name] > [R1) ¥—] DT F > MIEID 4T
HITWVET,

X2 VT4 RAAL TEEAIY F203E S ABMERONT PR METT, 2 b OHER
i%. [APIC]>[Admin] > [SecurityManagement] >[Roles] TEFK I TWET, HER?FZAAL
Y7 va i A Enb84E . ACI Security Domain_1/admin/admin/admin % i F 3~ 2 B3 7
W, BEIIZE T L~V O Fi A0 HERRZ 15 L £,

Remote Authentication Dial-In User Service (RADIUS) X, * v U —7 P —E R |ZHkE LIEH
Télw«"j‘%ﬁﬂﬂj’@:‘ gjt'ﬂﬁéﬂﬁ_mup qu BIOTH '7 Nar /7(AAA)E§}E%F1ﬂ:—§*
HFy NT—%2 7 7 hancd,

RADIUS "j“’—‘/\“f:’-‘“'ﬁ“" %B&ﬁiﬂﬁ—‘é &:li\ APIC %fi%fi cisco-av-pair E‘I‘ﬁi%{%fﬁ LT
FE/2 BN (shell:domains) ZRETHMLERHV T, T 74/ bDO2—H m—/Lid,
network-operator T3,

SNMPV3 3L a h 2 /WIZIEETX A4 7> a3 %, SHA & MD5 T9, I > — 71 k
JVIZHRECE D472 3 1%, AES-128 & DES T9, ZILHDA 72 3 I cisco-av-pair
BHETHEEIN TWRWEAIE, MDSBXUDESNT 7 4/ hOFRIET e k& £,
7= & 2 0E, SNMPV3 ZRGEE 7T A RNV — o ha)LoHIIRO L HITHEETEE T,

snmpv3:auth=SHA priv=AES-128

ik

v RAALDY A MIROELY T,

shell:domains="domainA domainB .."
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A—FT7IER BABLVTHYVT10T |
B racacs: =

TACACS+ Z23IE

Terminal Access Controller Access Control device Plus (TACACS+) (. Y A DT AT L TH
R—=FrERTW5, $9 120U F—h AAA 712 h 2T, TACACS+ (21X, RADIUS 32
FEIIZ 72 W IR ORISR H Y £,

ST L7z AAA 7 7 v U T ¢ 4t %, 72 & % IX. Cisco Application Policy Infrastructure
Controller (APIC) %, #REZITOTICT 7 ¥ A ZFFA[ TE £,

CAAA I TAT v R EH—NR—RDT =X EEFIZTCP ZHEH L TWAT2D, ax7 i ay
B7a b))V CHRERICIEESNET,

« AL v F L AAA Y — =TT 1 h b n— REERRIEFLSN DD, BT —
S EVED R S E T, RADIUS TIIVIA Y — R LSS £ A,

o HESC & éﬁffiﬁ RADIUS & /E\:fcfé av-pairs 75?1%)% Li'ﬁ‘i)\ Cisco APIC {J shell:domains &
PR—FLET,

D XML OFITIE, IP 7 R L 2 10.193.208.9 ® TACACS+ 7' /3 A X — LT 25 1 5 |2
Cisco Application Centric Infrastructure (ACI) 77 7' U » 7 Z%E L TWE T,

<aaaTacacsPlusProvider name="10.193.208.9"
key="testl123"
authProtocol="pap"/>

)

G¥) ZOFITIZIPVA T RLAZFEHLTWETN, IPv6 7 FLALEHTX F4,

TACACS+: Zffi 7T % & Z12ix, ROFIKIFHB I OMEH EOTA R4 U EHSET,
* TACACS #— B LT TACAC &~ — hE, ping TRIFERRETHLIMLENRH D 7,

o BIENERL 23 B D H VY TACACS r— =03, OIS T TA < U ==L BRI ET,

LDAP/Active Directory M R

RADIUS 3 L TN TACACS+ LAk, LDAPIZL VD, Fv NV BRI —WFEIEL., FFE
DT 7 arDFETETATHEOIENTEDAAA 7 LT oy VRS TEET, B
SNTRERER OB E X EBEIZ L > TEITTX, LDAPS (SSL #2H® LDAP) OfFHHMEE A
2= ML, PRELHEZSZENTEET,

WIZRT XML OFITIE, ACL 7 7 7V w7 1P 7 K L2 10.30.12.128 O LDAP 7' /3 A & —
EHHT DL OICHRELTVET,

\}

GE) ZOFTIEIPVE T RLAZERH L TWETN, IPv6 7 RLALfEHTEX £1,

<aaaldapProvider name="10.30.12.128"
rootdn="CN=Manager, DC=ifc, DC=com"
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ApicBash & = Lo1—51D ]

basedn="DC=ifc, DC=com"
SSLValidationLevel="strict"
attribute="CiscoAVPair"
enableSSL="yes"

key="myldappwd"
filter="cn=$userid"
port="636" />

\)

GE)  LDAPHRTEDRA N 777 ¢ AL, BHCTFHIE LT CiscoAVPair #4252 & CT1,
BENA T V=7 FID1.3.6.1.4.1.922.1 8 L CRIENRAELZBE, Toiot+7 V=7
FID 1.3.6.1.4.1.9.2742.1-5 73 LDAPY—ANIC H T £ 4,

Cisco AVPair 3% E T 518102, APIC TLDAP /' /V—7 = v F5HERT 547 a v iddh
D i—é—o

APICBash > = /)LDO1—HID

APIC T® Linux ¥ = /O 2 —H 1D 1%, m—Hh/L 2—HFHIZ APIC N CTAR S E T, REE
I VT Uy VRS — R TEF STV D 2 —YX, Linux Y= /VHO2—F 1D &
cisco-av-pair CIRETE £7, EFLD cisco-av-pair @ (16001) =HWETHZ i, VE—Fh
Z—HRT 7 /L b @ Linux —H 1D 23999 % BfF 3 4UL AIEET9, Linux =—% ID 23/ >
Vatya UHPICEH S, O Linx HERDEH SN E T, Flo, 22— FRMERT 5T
RCOERNBA TV =7 M, ZO2—Y O Linuxk =2—HF IDIC L > TEk SN & ~—7
ENET,

®IZ, APIC Bash ¥ = VIZFERINDH2—F ID Ol 2R~ LET,

admin@ifavl7-ifcl:~> touch myfile
admin@ifavl7-ifcl:~> 1s -1 myfile

-rw-rw-r—- 1 admin admin 0 Apr 13 21:43 myfile
admin@ifavl7-ifcl:~> 1ls -1n myfile

-rw-rw-r—- 1 15374 15374 0 Apr 13 21:43 myfile
admin@ifavl7-ifcl:~> id

uid=15374 (admin) gid=15374 (admin) groups=15374 (admin)

» 2N N N
A4 ALY
07 Ay RAL UL, 2—FOEFERAA VEERLET, a A FAL 0T, v—h,
LDAP. RADIUS, TACACS+. DUO. SAML. RSA. F721% OAuth2 BiFA B = XL EZHRIET

g‘iﬁ— REST., CLI, £72XGUINL T AT AIT 78 AT AL, APICIZL D 2—PIFXEL
WMEE R A A @R TEE£9,

7L 21X, RESTY VAT, el Ay a—FL4ABROLIICEREND LI
W4 DFHIZ SCFHN DM & £,

apic:<domain>\<username>
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B osamz:

SAML

[n][IRY

A—FT7IER BABLVTHYVT10T |

VAT AIZGUI NS T 7B AT HEGEIX, APICICK WV EIRT 22—V D RKAAS D Ky
v UA MBS ET, apic: domain DIREINBRWIEEIL. T 7 4/ FDOFEEE R A
AV = "\PRa—FHOMRRIHEHINET,

ACI X—30 3 2 1.02x) LAFE, APIC Du A v RAAL Y T =Ly 7 DT 7 )b hir—
BT TCNWET, T4V FRIEE o Y — VRS FENRE L B IEa — LD FIEICHE
EENTEY, WMo a—n NV GENa— DV HEHIZ 7 +—L Xy 7 LR WA T
b, APICIZIZue— I NVFBEEFEA L CT 78X TAHZENTEET,

APIC 7 4 — /LNy 7 0 —VEBREICT 7 B AT 5I121E, ROLFHNE=HEH L ET,
* APIC & A A > F Dl )50 REST API, GUI, ¥ XU CLI T apic#fallback\\username 3¢5
ZRHHALET,

« apic:fallback\\username S 7411%. REST API & GULICOAFEH L, CLIA > X —7 = A A
WIFER LER A,

)

GE)

=5

77U RSNLAREERH Y £,

Tr—NR_y 7 al Ay RALNIEBLRWTLEE W, BETHE, VAT L0bE Y

SAML |Z XML X—ZADA =T U HEOT —2 X ThH, WIhdroT7 7Y r—yva icd
[ oA LTFRIc, BHETITEEIN-—EHOY R apaTR L —ary 7V r— g 02
VALV AIZT 7 EATEET, SAML TlE, B TEZHE YRR N—FF—[T, %=
)%4’%@Lt%%ﬁ@%ﬁttifo:ﬂi\%afxfmﬂ4ﬁwmiofnw$a@
PSRRI S NDFEET e b2/ TT, SAMLIZX Y, ID7 e (X — (IdP) &H—E R
R, X —DRT, ¥x 2T i RESBmTE Y,

SAMLSSO [ SAML2.0 72 haL&H LT, Y AanadRl—rary VY Ja—ar0
RAA R ERGT, o A F 2B L TWET, SAML 2.0 1%, Cisco 77V
r—a UEIRTSSO ZAMZL, Cisco 7 7V r—va bt dPRIC7 =T L—a v &h
M LET, SAML2.0 Tlk, @EREX2 VT 4 LV EHERFLRN D, yx:®&@1~
YNGR T 2T RAAL AT 7 BALT, IdP & —E R 7 /34 X —DM T2 —PFR3E
KRBT —H e TEET, ZOWENLERRAN=ALERIEL VD Z & T, éiéiﬁ
TV = aslblc ), MEOEEERCEEER A L ET,

SAML SSO OEHEMERIT, Y AaDaTf Rl —ya Ly 77V r— a0 Tar—aVCRE
éj"«f; H—) X=X T 7R a }‘D‘—‘/I/ (RBAC) %O%uuul‘ﬁéﬂjﬁjﬂ

SAMLSSO %, IdP L —EX Fa M X —pfjoraeya=v7 7atA0—s LT,
ABT =L LI EZ AT 5 2 L TEEOH (CoT) ML LET, F—ER 7 m/ o F—
ILIdP O —HFIEREZFHEL TR, SEIERT—ERAST SV 5 —va VT 7 EBATE
Lol LET,
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sameiziz I}

\)

() =R TS F =R RACH DD Z L ED Y A, SAML2.0 T, F—EX 7 A
A Z—TiE7 < IdP IZEREEE B L £,

7?47yhmmpmﬁfém£%ﬁw\mpﬁ7§47yhm7ﬁ%v§yéﬁzi¢o7
FATV MIP—ERATa XA X =T —2 g 2R LET, COTRMTLEINTNST=H
P—ER TuNS = IT Y= a v EEEL, 77947 MIT 78 AR 2 £7,
SAML SSO Z AT H L, IRD L D 72\ OPOFEBHEFLNET,
e BB a4 L RAT— ROMBEDLEE AT HULENRL 2570, RAT— K
DL L ET,
TV — g ERARNLTWABHEVOY AT ANLY— R X—F D AT AT,
SEF A HRE LET, SAMLSSO #4222 LT, IdP & —E R a4 X —DWTE
HHOmAER CE£d, Y—bERA oM F—ZIdPEHEL T, 2—VZRIEL £ 7,

PRREE A RE L. BRIEDE T, B bEEIc LY, IdP, —E X T g F—|
nf~&®FTtmnr#$%ﬁ? LEd, SAMLSSO TiZ, IdP & —E X T 4f ZF—fHT
L SNDRBIEA v E— Va2 — N ORETH L TEET,

« AU ID ICEMITERZBASITHEINEG T 570, EFEENm ELET,

e NRXAT—REVEY B0~V T T AT ~OBWEDERED 720, = 2 NI
DIRMY F97,
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BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



