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OpenStack (ETEZ A > A h—/L LET,
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gzEsmoLE [

B 5T D #E R

ATy I
ATv T2

ATvT3

ATvT4

YUM UARY bV ZE LT, Red Hat OpenStack 77 v b 7 4 — L&A A h— /LT B5HT & %
T 20ERHY 7,

FIE

cisco.com 7225 apic-ml2 B L RN opflex RPM X v 11— KL E9,

httpd V—E 2% A A F—/L L CEEIL £77,
# yum install httpd
# service httpd start

RPM % /var/www/html 7 4 L7 S DIZBEILET,
# mv apic_ml2 opflex /var/www/html

URT MY EERLET, 7oL 21E, apic ml2 Xy —T W apic ml2 74 L7 RUIZHY |
opflex N\v /7 —URN opflex 7 4 L7 MVICHDLYGAIE, ROa~vy REFEHLET,

# createrepo /var/www/html/opflex

# createrepo /var/www/html/apic ml2

H—/\D (i

&

ATy T2

ATvT3

Iy hT—27 J—RELTHHEET S a3y he—F% 8T, T XTOF—NZTONWTROFEE
FITLET, ZOFEOFKER TIL, WONKERTEE LET,

sethl 1TV — 7 ICHE SN E T,

* Application Policy Infrastructure Controller (APIC) X7 7 4/L F® VLAN 4093 (A > 7
VLAN) TEINET, ZDOFESIX. Application Policy Infrastructure Controller |ZF%E S 4L
T2 VLAN OF S TEEHZ T2 S0,

FIE

net-tools % A > A h—/L L. ifconfig 35 X N route =~ > REHMNZ L £,

# yum install net-tools

wget A VA M= LET,

# yum install wget

/etc/yum.repos.d/opflex.repo A 7 4 Falb— g 77 A /VEmEL TROITEZEBI
THZET, Ny r—YOYUM UARY MY 2 LET,

[opflex]

name=opflex repo
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baseurl=http://172.29.172.13/opflex
failovermethod=priority

enabled=1

gpgcheck=0

[ml2-apic]

name=opflex repo
baseurl=http://172.29.172.13/ml2-apic
failovermethod=priority

enabled=1

gpgcheck=0

ZOEHIZE > Topflex BLWapic ml2 UARY MU ZEBINTDHZ ENTEET,
UARY MUREFICHET D L 2B LET,

# yum makecache
T =N, VARY R UITEFICEEL CWET, =7 =08 AE LA L, el
WA T TN a—T 4 7 L TLIZE N,

OpenStack (X ED X v NV —7 /J—FKBXOarvta—T7 47 J—FR&, AL 7 FE—FZ%
TZIXVPC/AR Y R E—RTY —7 AL v FITHER L ET,

APIC DA > 77 VLAN Z It &V T A v 4 —T o f AP —N"TEHRLET, ZhILV—7IC
BEsnNTnbd A v H—T =2 ADH T A o H—T = A ATT,

A F—T xR AT 4FXalb—vary 7rA/b
/etc/sysconfig/network-scripts/ifcfg-ethl [ZIRDITEBIMNTDHZE T, AL AV

#—7 A (ethl) ® MTU % 1600 [Z3%E L F 7,
MTU=1600

ethl £ 2 F—T = A AN ALET,
# ifdown ethl
# ifup ethl

WONREETe /ete/sysconfig/network-scripts/ifcfg-ethl.4093 7 7 A LV EERL L

C. VLAN4093 ® VLAN %7 A » # =T = A Z&FKELET,
PERSISTENT_DHCLIENT:l

DHCPRELEASE=1

DEVICE=ethl1.4093

ONBOOT=yes

PEERDNS=yes

NM CONTROLLED=no

HWADDR=<mac address of ethl, or self-derived; see note below>
TYPE=Ethernet

BOOTPROTO=dhcp

VLAN=yes

ONPARENT=yes

MTU=1600

G¥) LLDP 7 L —ADAA v F~DFEEIZLLDP FEZMF AT HI2%, Bl X —T =21 R
LRI MAC 7 RL A TEX 8 A, LLDP 52 AN LA IS REZEDOEME
FRXEITIFEE DD, BA L F—T A4 ADMAC T RLRFIEH L2 TL
72 &N,
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ATv 710

ATy N

ATvT12

ATy 713

ATy 714

OpenStack EIED A > X b—JL [ |

ethl f >V H—7 =24 ATlX, APICA V7T ATV F ¥ X b7 —2 O DHCP 7 KL A ZER
LET, P—"BIELWDHCP A7 ¥ a VAT H7-DI121F. ZDOA »F—7 = A A®D dhclient
BEDRME T,

WONEZETe /etc/dhep/dhclient-ethl.4093.conf 7 7 A LV Z&VERK L £9,
send dhcp-client-identifier 0l:<mac-address of .4093 interface>;

request subnet-mask, domain-name, domain-name-servers, host-name;

send host-name <server-host-name>;

option rfc3442-classless-static-routes code 121 = array of unsigned integer 8;
option ms-classless-static-routes code 249 = array of unsigned integer 8;
option wpad code 252 = string;

also request rfc3442-classless-static-routes;
also request ms-classless-static-routes;

also request static-routes;

also request wpad;

also request ntp-servers;

WONKEHEGTr /etc/sysconfig/network-scripts/route-ethl.4093 7 7 A L EZAERL L
T, SVFXRXY AN N— R OV T X —T oA AERELET,

ADDRESS0=224.0.0.0
NETMASK0=240.0.0.0
GATEWAY0=0.0.0.0
METRIC0=1000

P —/NTLLDPD A2 LEF, LLDPD Xy —V% A VA R—)L LET,

# cd /etc/yum.repos.d/

# wget http://download.opensuse.org/repositories/home:vbernat/RHEL 7/home:vbernat.repo
# yum install lldpd

AA T ~DO LLDP 7 L — LDXRFIZHERH D728, /ete/sysconfig/lldpd 7 7 A /LD
LLDP OPTIONS /X7 A —X|Z"1" ZfIIMLCT7 L —2%& Ty LET,

LLDPD OPTIONS="-r"

{7 & 72 OFEH T LLDP #5268 B2 835 1%. APIC DA > 75 VLAN 7 A & —T7 = A AEL
AV H =T 2 A ADMAC T RLAZMA LN Z L 2R L, ZOFIETAKBL TSN,

LLDPD Z A%z L CiEE L £,

# service 1lldpd start
# systemctl enable 1lldpd

OpenStack {(EIED 1 X k—JL

OpenStack = hr—J /i3y FU—72 /— FIZ, BANO OpenStack fE1E/Ny 7 —T % A
AN=ATLHENRHY EF, /N —VIIEEPEL Y AR Y N U 3% 3C¥, EPEL 23 2h70 kg
T OpenStack Z A > A h—/L L72no> 254 1%. EPEL % FEICANCTHLENH Y 77,

sethl 1TV — 7 ICHE SN E T,
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ATy

ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

* Application Policy Infrastructure Controller (APIC) X7 7 /L b ® VLAN 4093 (1> 7 F
VLAN) TiEINET, ZDOF 5L, Application Policy Infrastructure Controller |Z5% & S 41
TW% VLAN OF 5 THES B TIIZE0,

FIE

RO =D %A A=V LET,

# yum install python-pip

# yum install python-pbr

# yum install neutron-opflex-agent apicapi neutron-ml2-driver-apic

oslo-concurrency & DIRFREMRDRFIZET LT —RNERRINTHE

X, /etc/yum.repos.d/epel-testing.repo 7 7 A /L ZEEIE L T [epel-testing] B T 3
N Tenabled=1] ZFRTTH I & T, epel-testing VARY MU AT LT &0,
[epel-testing]

name=Extra Packages for Enterprise Linux 7 - Testing - $basearch
#baseurl=http://download.fedoraproject.org/pub/epel/testing/7/$basearch
mirrorlist=https://mirrors.fedoraproject.org/metalink?repo=testing-epel7&arch=$basearch
failovermethod=priority

enabled=1

gpgcheck=1

gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-EPEL-7

G¥) epel-testing (ZHMB DY R Y 77 A ADFETDHZ BBV ET, ZOHE,
epel-testing # AT HIZIE, /etce/yum.repos.d/epel-testing.repo 7 7 A /L
DFREDVELIR AR BV £37,

/etc/neutron/neutron.conf 7 7 A LV EMRE L T service plugins /N7 A —X ZFH L F T,

service plugins = cisco apic 13, lbaas,metering

/etc/neutron/plugins/ml2/ml2 conf.ini 7 7 A /L& HRHE L T, mechanism drivers,
type drivers, %’ J: U\ tenant network type A 5 )l ‘_‘& %E%ﬁ Li?“o

mechanism drivers = cisco_apic ml2
type drivers = opflex,local, flat,vlan,gre,vxlan
tenant network types = opflex

a) Inetwork vlan ranges| % &ip 9 X TDfT2 a2 AL b T MLET,
/etc/neutron/dhcp agent.ini 7 7 A V% iffREE L T dhep driver /X7 A —F ZHEF L E 7,

dhcp driver = apic ml2.neutron.agent.linux.apic dhcp.ApicDnsmasqg

a) pEFAULT B ¥ 3 VICIROA T v a VIRTFET D2 L 2R LTS,
[DEFAULT]
ovs_integration bridge = br-int
enable isolated metadata = True

DHCP =— Y = M A EEN L £,

# systemctl restart neutron-dhcp-agent.service
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/etc/neutron/plugins/ml2/ml2 conf cisco.ini 7 7 A V&R L CTIRONTF A —F %

S =

e LETS
[DEFAULT]
apic_system id

[opflex]

networks

[m12 cisco_apic]
apic_hosts

apic_username
apic_password
apic_domain name

use_vmm

apic_use ssl
apic_clear node profiles
enable _aci_routing
enable arp flooding

apic _name mapping

apic _entity profile
apic_vmm_domain
apic_app profile name
apic_function profile

apic_sync_interval

apic _agent report interval

apic_agent poll interval
apic_provision_ infra
apic_provision hostlinks

apic vpc pairs

[group policy]
policy drivers

<any string>

comma-separated IP address list of APIC controllers
10.1.2.1 or 10.1.2.1,10.1.2.2,10.1.2.3

Username for APIC controller

Password for 'apic_username'

<string>
True
True
True
True
True

use name (If there are multiple OpenStack instances per
fabric, use use_uuid)

<any string>

<any string>

<any string>

<any string>

0

30

2

True

switch

True (Set to False if the interface profiles,

profiles, policy groups are pre-existing on the APIC)
leave blank if not VPC, otherwise

101:102,103:104 (101,102,103 and 104 are switch ids as
registered in APIC and pc pair between switch ids 101 and
102, 103 and 104)

implicit policy,apic

[group policy implicit policy]

default ip pool

192.168.0.0/16

AL a—T AT )= RBER SN AL v F T &I, l[apic_switch:<switch id>] AR 4]
DBV arvEERL, 20k vailarta—T 400 ) —RBIOSHET A AL vF A
VH =Tz A A% YA NLET,

VPC Z ] L TWZRWEEIE, ROBREZHEH L T 7EE 0,

<compute fgdn>=<switch port>

Cisco ACI [ 1F Red Hat OpenStack 75 v b7 —L A VX b—L A1 F
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ATvT9

ATv 710

ATy TN

il

[apic_switch:201]
fabl02-compute-1.noironetworks.com=1/5
fabl02-compute-2.noironetworks.com=1/6

VPC i L TV DA, ROBXEFEHL T ZE0,

<compute fgdn>=vpc-<mod>-<port>/<vpc policy group name>
OB, LLTFOXIITRESNET,
* compute-1 & compute-2 I, VPC ZEHLCT7 7 7V v 7 IZHINLET,

* compute-1 (21X, AA v F 101 DR— bk 1/17 £ A A v F 102 DR— |k /17 (2 A 23— 3Bl
ENTWAD bondd 3V £, VPCOT7 77V w7 EORY — FIL—TF41%
bundle-101-1-17-and-102-1-17] T,

* compute-2 [Z1E, AA v F 103 DAR—h 1/18 £ AA »F 104 DAR— k 1/18 1T A L /\—3 e
ENTWAbond0 8H VD FT, VPCOTZ 77U w7 FEORY — T IL—T41%
[bundle-102-1-18-and-102-1-18] T,

/etc/neutron/plugins/ml2/ml2 conf cisco.ini 77 ANVDT M UITRO LY TH,

[apic_switch:101]
compute-1.noiro.lab=vpc-1-17/bundle-101-1-17-and-102-1-17
[apic_switch:102]
compute-1.noiro.lab=vpc-1-17/bundle-101-1-17-and-102-1-17
[apic_switch:103]
compute-2.noiro.lab=vpc-1-18/bundle-101-1-18-and-102-1-18
[apic_switch:104]
compute-2.noiro.lab=vpc-1-18/bundle-101-1-18-and-102-1-18

/usr/lib/systemd/system/neutron-server.service 7 7 A /L & #itk L C Execstart 1TIC
F——config—file /etc/neutron/plugins/ml2/ml2 conf cisco apic.ini] BN L

T, /etc/neutron/plugins/ml2/ml2 conf cisco.ini 7 7 A /L% Hi/#iATe neutron-server

TutAzELET, BMSHIATIIRO & 912720 £

ExecStart=/usr/bin/neutron-server

--config-file /usr/share/neutron/neutron-dist.conf
--config-file /etc/neutron/neutron.conf

--config-file /etc/neutron/plugin.ini

--config-file /etc/neutron/plugins/ml2/ml2 conf cisco.ini
--log-file /var/log/neutron/server.log

-t R a7 4 F¥al—rarko—RFLET,

# systemctl daemon-reload

Fy hI—2 )—FK (Ry hU—27 aria—I030WEAldary ta—2 7 —FK) T
neutron-server }— B A & FLE) L F 9,

# service neutron-server restart
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OpFlex T—Ux v b E&UAPICOVS T—C x> b vZ b—L I}

OpFlex T—Y z  FBELVTAPICOVS T—2 0 MDA VAR F—IL

Fy b= /=K, Fl@daryie—=7 /—F (Xy hUV—=7 2> hu—=I 0820 5EE) T,
OpFlex =— = > | & Application Policy Infrastructure Controller (APIC) OVS =—Y =Y h& A
A b= LET,

FIE

ATYF1 OpFlex t—Y = h& APICOVS =—V =0 b A VA =L LET,
# yum install neutron-opflex-agent
# yum install agent-ovs

ATvF2 /etc/neutron/plugins/openvswitch/ovs neutron plugin.ini 7 7 A /L% #RE L TR
DITEBEIMLET,

[ovs]

enable tunneling = False

integration bridge = br-int

local_ip = <ip address of openstack controller>

a) WOATvarviEarybh Ty MEREFHIBRLET,
* tunnel bridge
* local ip
* vxlan udp port

® tunnel types

OpFlex ME%E
Sy hTI—27 J)—FK, FlFzry -7 /) —F (Xxy hU—27 o b= 08 72W54E) T,

OpFlex ==Y =¥ f A VA b=V LIERICREEITILENRH Y 7,

FIE

ATy Tl F 74/ FD OpenvSwitch T—Y =2 F &5 4 =TI LET,
# systemctl disable neutron-openvswitch-agent
# service neutron-openvswitch-agent stop

ATwF2 T AadEIE Open vSwitch /X 7 —V % A VA F—/L LET,
# yum install openvswitch-gbp

Cisco ACI [ 1F Red Hat OpenStack 75 v b7 —L A VX b—L A1 F
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ATYF3 AU A=V LT OpenvSwitch /X 77— UM, BNCIEIELTZ A —FR ) R"—V g v LB B854
E. =%V 7 —FLET,

ATFv T4  OpenvSwitch ®Y =—/L&ZYn—RLET,
# rmmod openvswitch
# modprobe openvswitch

ATFYTE  OpFlex T—Y =z hDar7 4 Xal—vay 774 VERELET, OpFlex T—T = |k
IX. /etc/opflex-agent-ovs/opflex-agent-ovs.conf 7 7 A VI HREEE AT 7,
REIX ISON XTI, DOV 7 7 7 A )V T, <apic_system_id> % LLRiD ini 7 7 A VD%
TEABIZZE T U, <hostname of the system> Z Y72 AR A NAIZEBE LET, A 77 VLAN & VLAN
AVE—=T 2 A ABLOT Y vy VOLRINELWNZ 2R LET,
{

"log": {

"level": "debug2"

by

"opflex": {

"domain": "comp/prov-OpenStack/ctrlr-[<apic system id>]-<apic system id>/sw-InsiemeLSOid",
"name": "<hostname of this system>",
"peers": [

{"hostname": "10.0.0.30", "port": "8009"}
1,
"ssl": |
"mode": "enabled",
"ca-store": "/etc/ssl/certs/"

}7

"endpoint-sources": {

"filesystem": ["/var/lib/opflex-agent-ovs/endpoints"]
by
"renderers": {
"stitched-mode": {
"ovs-bridge-name": "br-int",
"encap": {
"vxlan" : {
"encap-iface": "br-int vxlanQO",
"uplink-iface": "ethl.4093",
"uplink-vlan": 4093,
"remote-ip": "10.0.0.32",

"remote-port": 8472

br
"forwarding": {
"virtual-router": {
"enabled": true,
"mac": "00:22:bd:£8:19:ff",
"ipve": {
"router-advertisement": "false"

[l Cisco ACI @17 Red Hat OpenStack 75 b4 —L A VA F—)LHA F
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ATvT6

ATy T17

ATvT8

KA R I—CrvrssUy—trI—vrvroresn ||

}I
"virtual-dhcp": {

"enabled": "true",
"mac": "00:22:bd:£8:19:ff"
}
by
"flowid-cache-dir": "/var/lib/opflex-agent-ovs/ids"

}

T4 L7 Y F—F—% neutron ICEHE L FJ,

# chown -R neutron /var/lib/opflex-agent-ovs

agent-ovs 33 XN OpFlex h—E A& A X —7 /L LT, EEIEZITHEEL 7,
# service agent-ovs restart

# service neutron-opflex-agent restart

# systemctl enable agent-ovs

# systemctl enable neutron-opflex-agent

br-int_vxlan0 > % —7 = A A &ER L £,
# ovs-vsctl add-port br-int br-int_vxlan0 -- set Interface br-int_vxlan0
type=vxlan options:remote_ip=flow options:key=flow options:dst_port=8472

RANI—z U FESEUY—ERI—V Y FORE

ATy T

ATy T2

Fv hU—2 J—RTOpFlex #xXE L%, "AN ==Yz MY —ERZ—T x> hMEilE
T H0ERH Y £7,

FIE

RAPZ—=V 2 PBIOY—bE RV bE2EFILT, A V7T VLANY T A o X —T =
A A&EE L FE T,

# service neutron-cisco-apic-host-agent restart

# service neutron-cisco-apic-service-agent restart
# systemctl enable neutron-cisco-apic-host-agent

# systemctl enable neutron-cisco-apic-service-agent

INHDavwy RiZl-oTY—7 A— how@#E R — FNERENEERI SN, /1 X —T A A LD
A 277 VLAN X827 0 £9°,

- Co—V ey NOEBIE Y TA L —T oA ADEEEHERLTHD, A X —T = A
b L 1 D S

# ifup ethl.4093

Cisco ACI [ 1F Red Hat OpenStack 75 v b7 —L A VX b—L A1 F
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S ERERLDER TE

ALYV a—T 4T )= FORERIZ, IMBERERET DLENHY 7,

RTYT1 FIZARKYyTIPT RLAR 1.101.2.1 DEFA L, Cisco Application Centric Infrastructure (ACI)
L3Out L—HZ D IP 7 KL A% 1.101.2.2/30, /RA K@D SNAT 7' —/L% 2.101.2.124 IZREL T, =
VhE—FOREICINSLDIP T FLARGENTND Z &R LET,

[apic_external network:Datacenter-Out]
router_id=1.0.0.2

switch=101

port=1/2

encap=vlan-1011

gateway ip=1.101.2.1

cidr exposed=1.101.2.2/30
host pool cidr = 2.101.2.1/24

a) BEEOLAVIT Y b EBFEONTTY RRA v b =T ROVIEMRT 25813, 2
b= OREIEFOHFRNGENTVD Z L 2B LET,
[apic_external network:Datacenter-Out]
preexisting=True
external epg=Datacenter-Out-Epg
host _pool cidr = 2.101.2.1/24

ZOHITIEL,  [Datacenter-Out-Epg) MEEFDIMNBE L KRR A kN ZL—7"TT,

ATv7T2 FRTOara—74v7 /J—=FBLU*Ry hU—2 /= FT, SNAT 242 & § 550t 7
A2 T Topflex_external segment] & WO ZBIOFH LWWVET v a v E{ER L TROITEEMNL,
SNAT 7 RLUZEID YT/ = b U =A BRECEENTND Z L 2R LET,
ip gateway = <same as host pool cidr on the controller>
ip address range <start,end range from host pool cidr on the controller for the IP addresses
to be used for SNAT from this host>

il

[opflex external segment:Datacenter-Out]
ip gateway = 2.101.2.1/24
ip address_range = 2.101.2.2

[l Cisco ACI @17 Red Hat OpenStack 75 b4 —L A VA F—)LHA F



	OpenStack Neutron ML2 用 Cisco ACI プラグインのインストール
	前提条件
	OpenStack Neutron Modular Layer 2 用 Cisco ACI プラグインをインストールするためのワークフロー
	設置場所の準備
	サーバの準備
	OpenStack 修正のインストール
	OpFlex エージェントおよび APIC OVS エージェントのインストール
	OpFlex の設定

	ホスト エージェントおよびサービス エージェントの起動
	外部接続の設定


