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GE) T7AT U A—VERR— N7y
A /X, Intercloud Fabric Cloud D 1ERL
[F1Z Intercloud Fabric Firewall — & &
ZBINT 5 & AEIICERR S L E T,
Intercloud Fabric Cloud D4 Fiji%, 7 L
T4y I AL LTHR—NTr 774
NDAFNTEMS L, VLANID (34
T4 I AELTAHR—N TR T7A
NOARNEMSET, #:
icf-amzl VSG_Management 72

[ICF Router (CSR)] F = v 7 7R v 77 A

Intercloud Fabric Router (CSR) ®7 > 7 L— k
ZVER % 121X, [ICF Router (CSR)] F = v 7
Ry IJ A A N2 LET,

[CSR Management VLAN]

Intercloud Fabric Router (CSR) D& ¥ VLAN ID
EANLET,

Z DT 4 —/)v Ri&, [ICFRouter(CSR)]F = v 7
Wy 7 ALIBR LG BICORFTRINET,

[ICF Router (Integrated)] &= > 7 7~ v 7 A

ICF L—4 (ta) ZAERid %12id, [ICF
Router (Integrated)] = v 7 R v 7 A% A2 L
£7

[Submit] 27 U » 27 LET,
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Intercloud Fabric Firewall®d 1 X % > X1k .

Intercloud Fabric FirewallD 14 > X 2 > X1t

Step 1
Step 2
Step 3

Step 4
Step 5
Step 6
Step 7

Intercloud Fabric Cloud % #% & L T Intercloud Fabric Firewall7 > 7L — b ZE A4+ 5 & PNSC 75
A AZ U ZTEDH L D127 Y £9, Intercloud Fabric Firewall, 2 A » A % v A2t T 5HI121%. &
DIEEEFITLET,

Before You Begin
WOSEENHE SN TWD Z L E2RLET,
* Intercloud Fabric Cloud % {ERk L Ca% & L 7=,

* Intercloud Fabric Firewall 7> 7 L — &2 E A L 7=,

Procedure

Intercloud FabriclZ 2 74 > L £77,

[Intercloud] > [Infrastructure] DNEIZEIR L F 7,

[Infrastructure] % 7 C, [Launch PNSC] Launch PNSCHh % > %27 U v 7 LE T,

PNSC GUI AFER SN ET,

[Resource Management] % 7 % 7 U v 7 LET,

N— MEEZTES— LT, A AZ 2T 57 7 b &% L £ T Intercloud Fabric Firewall,
[tenant] <A > C, [Actions] RE v 7% 7 U Z ~)26 [Add Compute Firewall] 2384 L £ 97,
[Add Compute Firewall] # A 712 Ry 7 AT, WEx A LET,

Name Description

[Name] 7 4 —/L K Intercloud Fabric Firewall 44 Hi,
[Description] 77 4 —/L K Intercloud Fabric Firewall D,
[Host Name]~ 4 —/L N Intercloud Fabric Firewall®D 7 2 44,
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B Intercloud Fabric Firewall®d 1 > X % > R it

Step 8 [Select] 27 U v 7 LTTNA A T 077 A VERRL, [OK] 227V v 7 LET,

Step 9 [Next] #27 U v 27 LET,

Step 10 [Select Service Device] ~—3"C, [Instantiate in Cloud] 7' a > # RN L 7,

Step 11 U 2 ;75 Intercloud Fabric Firewall 7> 7 L— F 238K L £,

Step 12 [VM Access] 27 2 a > T, BHET 7B AHDNRAT— RE2 AN L THERLET,

Step 13 [Next] 7 U v 7 LET,

Step 14 [VPC] ~3—® [Select Intercloud Link] &7 3 5 > C. # Y72 Intercloud Fabric Cloud% 7 &% — b
LCEIRLET,

Step 15 [Next] 7 U v 7 LET,

Step 16 [Configure Service VM Interfaces] ~<— 3" C, [Add Interface] %7 U v 7 L£7,

Step 17 [Add Interface] Z A 727 Ry 7 AT, 4 ¥ —TxAA KA L LT [Management] %R L,
ROFEMEANTILET,
Name Description
[IP Address” 4 —/V R BHA LA =T A ADIPT KL A,
[Subnet] 71—/ K BEA L H—T xf ADYFTFy kv R,
Gateway] 7  —/L R A H—T 2 ADF—F T = A,
[Port Group] K v 7# 72 J A K Intercloud Fabric 2>SER L7727 7 A4 7 U +—b

BHFRN—F 7077 A,

Note 77 (7 U4 —VEHRN—F 077
4 WX, Intercloud Fabric2> & H BRI
YERE & E 4, Intercloud Fabric Cloud
AHNET VT 4 7 AL LTHR— K7
777 A VOAFNIEMS L, VLAN
DIV 74 v 7 AL LTHR—F 7
77 ANVOARNEESET, #:
icf-amzl _VSG_Management 72

Step 18 [OK] %7 U w2 LT, [Add Interface] XA 707 Ry 7 A%AL £,

Step 19 [Configure Service VM Interfaces] ~—3""C, [Add Interface] =7 UV v 7 LE T,

Step 20 [Add Interface] #4707 Ry 7 AT, f V4 —TxAA XA FL LT [Data] ZBIR L, KOFE
MEANNLET,
Name Description
[IP Address] 7 4 —/L K T—HALE—T 2 ADIPT KL A,
[Subnet] 7 4 —/L K F—B N B—=T 2 A ADY TRy N~ AT,
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Step 21
Step 22
Step 23

avEa—ttexayuss 7aar L0zt I}

Name Description

[Port Group] K= > 7 #7> J X |k Intercloud Fabric?» AR L7277 7 A4 7 U 4+ —/v
T—F K=K TaT7A,

Note 75> A7Uxr—NT—%FK—F7nm
7 7 A Vi, Intercloud Fabrich» & B &)
FIZAERL SV E 9,  Intercloud Fabric
CloudDAFNIF V7 4 v 7 2L LT
A=K 7877 A VOLRNIBME
AU, VLANID (3% 7 4 v 7 2L LT
A=t 777 A VOLFENTEME
£, #: icf-amzl VSG Data 710

[OK]Z=Z7 Uy 27 LET,

[Next]Zz 27 U v 27 LET,

[Summary] ~— 2 Tl Z 78 L. [Finish] 227 U v 7 L C Intercloud Fabric Firewall% A > A &
2L ET,

OVEa—b+bEFXa2)T4 7AT7A4ILDETE

ATFv T
ATvT2
ATvT3

ATv74

ATy TH
ATvT6

Cisco Prime Network Services Controller (PNSC) Tix, 7+ h L CTarvta—hF ¥V
TA TR T ANEERT D ENTEET,

FIE

Intercloud FabriclZ 2 71 > L £,
[Intercloud] > [Infrastructure] D NEIZER L £,

[Infrastructure] % 7 C, [LaunchPNSC] R ¥ > %7 U w7 LET,
PNSC GUI RERENET,

PNSC GUI T, [Policy Management] > [Service Profiles] > [root] > [tenant] > [Compute Firewall] >
[Compute Security Profiles] DJIAIZEIN L & 7,

[General] % 7 C. [Add Compute Security Profile] #7 U v 7 L £,
[Add Compute Security Profile] DIXD 7 4 —/L RIZfEZ AT LET,
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Intercloud Fabric 7 7 1 7 0 4#— LD A VX b—JL

Gx) R D JEIETE Intercloud Fabric 12 D &%t L TV E

R

* VM name

* Port profile name

* Operating system name

* User-defined (custom)

& 1: [General] 7 T

J4—ILF EBA

Name a7y AN, @Rl ELT2~RLFEEHATEET, A
Ty, TR BUA R, aprEEbEgTEERHTEES, *
FIE, ZO4FMEERTEERA,

Description a7 7 A VOEEARTHA, BT E L T1~256 X FEa T
I, N Tr. TR BUA R, aurEdEET AT
xET,

Policy Set RIv—%y bRy XX U AR,

Add ACL Policy Set oV EIYyITHE, ACLARY — -ty hEBINTEE

T

Resolved Policy Set

oV I EIYyITHE, RESNTEARY — 'y N EfREE
TEET,

[Resolved Policies] fE1g;

(Un)assign Policy oV )y FHE R —2ED Y TELTEV LT
gl CcE £,

Name =4

Source Condition =V DEE TESEAE,

Destination Condition JL— )L D%E S A,

Service/Protocol —ANEREINA e haLEiT—E A,

EtherType N—RNEAENE, Bk EnTnas e hai,

Action N VA T ST BT 5T 7 va v
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y—ex z2oks I

J4—ILFK SR BA

Description JL— L DFA,

&K 2 [Attributes] 3 D

J4—IL K B2l
Add User Defined Attribute BMEEEBINTAXATa Ry 7 AN ET,

Name A

Value M,

ARFvF1 [OK]%Z7VUvs LET,

H—E X INXDERK
=B R RRABERT DI2E, ROFIEEZFEITLET,

Y

GE) P—E R RATEHY—E R /= FEaEEEHHATEETA,

FIE

ARV KRFERERETY VY B8
ATy |lcu s/ A4 LET,

AT w72 |[Intercloud] > [Infrastructure] D JIE
WZEIRL £,

AT 73 |[Infrastructure] ¥ 7 C, [Launch |PNSC GUI BFERENET,
PNSClAZ v %27V v 7 LET,

ATwv 74 |PNSCGUIT, [Policy
Management] > [Service Policies] >
[root]> tenant > [Policies] > [Service
Path|DJIHIZIEIN L, [Add Service
Path]

AT w75 |[AddServicePath] # A 7 1 77K »
7 AT, —E R RZADLHEI] &

Cisco Intercloud Fabric R 2 — +7 v J H4A4 K 1) 1J—X 221
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Intercloud Fabric 7 7 1 7 0 4#— LD A VX b—JL

ARV KRFERETI Va3 Y EL:y)
P Z AJ1 L. [Add Service
Entry]Z 27 U v 7 LE7,
ATvT6 | KROFEMEATILET, 4B S
[Service Type]4 > | —E R ¥ A4 FHTINL F

Jl Cisco Intercloud Fabric R 2 — +7 v 7 #i4 F Uy —X 221

va v IRHA

‘ﬂ—O

[Service Node R
2y YA
K

BEHFEOY—E R ) — Ni 5
WRT 50, LY —E R
J— R&EAERR L ET,

[Name] 7 « —/V F

P—t R J— FOLHI,

ZOT 44— RiE. Bl
P—t R ) — REERKT 5
LAl OARFREINET,

[Service Type] 47
av RE Y

PR F AT EEIRLE
7,

ZOT7 44— RiE. HLwn
P—b R ) — FafEpkt 5
BARICOBERINET,

[Network Service] N
oy Ay YR
K

W — R F AL ADS
ﬁﬁo

DT 44— RIE. LD
Y—E R J— RKEEkRT 5
BRI OARFRINET

[Fail Mode]4~°
vav RE

P—E R — RSB
Ko 2GR ICFITT DT 7
va s,

D7 44— RiE, HLwn
=R ) — REEKRTD
BRI OBRFRINET,

[Adjacency Type] 4
Frar RE v

LAY 3B X A 7 R BIR
Lij—o

DT 44— RIE. LD
P—bE R ) — FafEkt 5
LRI DRHRFRINET,
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H—r Jozran~ov—ezx 20810 F

ARV RFERFTIVaY S]]

[Service Profile] K | V—VE R 177 A /L%
gy Ay YRR LET,

b YR T0T A
=R RREFHEHL T
BRI T 4w 2 AT S
RNY —%#B L ET,

ZATFv T | —E R A TOLEISL
<, BhoY—evR2 xRN %
ANL, [OK1Z27 Y v 2o LE
R

R— bk AT 7AILADH—ER INADINL 2 K

ATv T
ATy T2
ATvT3

ATvT4
ATy TS5

ATy 7T6
ATvT1

ATvT8

K=k TR 77 AP —ERRXRENL LV RTBELE, ZOR—F 77 A VEFRAT DT
RCOIT T4 I N, BEINTWVDEY—ER RRIINED L HI20 F9,

[T L& BHIIC

=R NRADFET D MR LET,

FIE

Intercloud Fabricic®2 714 > L £,
[Intercloud] > [Infrastructure] DONEIZEIR L £ 9,

[Infrastructure] % 7 C, [Launch PNSC] A% > %27 U v 27 LET,
PNSC GUI "FERSNET,

PNSC GUI C. [Resource Management] > [Resources] > [VSMs] > [vsm] > [Edit] DJEIZER L F 9,

[Port Profiles] 7— 7 /L C, ¥ —E R NRENA 2 FTEHR—F a7 7 A LEERNL, [Edit] &
77Uy LET,

[Service Path] 7 4 —/L K C, [Select] 27 U v 27 LT,

[Select Service Path] # A 7 v 77k 7 AT | MRV —E A NRNZAZ@EINL, [OK]Z2 VU v/ LE
R

[Edit Port Profile] %44 7 1 778 v 7 AT, [Apply]. [OK]DIEIZZ YV >~ 7 L, AE&EEH L TREF
L/iﬁ‘o
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B Intercloud Fabric Firewall HD/R— ~ 7O 7 7 1 LOFEE

Intercloud Fabric 7 7 1 7 0 4#— LD A VX b—JL

Intercloud Fabric Firewall BD/R— k 7O 77 A4 ILDRE

Intercloud Fabric Firewall HOKR— ~ 70 7 7 A VERET A%, KOFIEZETLET,

ATy
ATvT2
ATFv7S3
ATvT4
ATy TH

ATvT6

FIE

Intercloud FabriciZ ™ 714 > L £,

[Intercloud] > [Network] DJHIZEIR L £ 7,

[AllClouds] R v 7 X7 YA RNLT7 T 7 RERIRLET,
[Port Profile] # 7 C, "—h 7B 7 7 A VERIR L ET,

[Edit) K& &2V v 7 LET,

[Edit Port Profile] 7 1 & UK RINLET,

K=K 7077 A NVDIRDT 4 —)v RIZEE AT LET,

£

B

[VLANID] 7 4 —/V F

A—F v 757 A0 VLANID,

[Enable for Services] = v 7 AR v 7 &

Y=V AR LTR— b a7 7 A VEHE
WZTDIE, ZOF=v IRy 7 AT AL
7,

GE) BEHR—K a7 7 A L0F —H
R—hk7Ta7 7 A NVEERT H5E
X, 204 T a U EERLRWT
TEEW, ZoFFvaix, 77
7 RVMT7 747 U4 — /L —F
A HHINZT DGEICDOHEH TE
Er N

[Org] Ry X U R b

WEAF O/ 2 IR 52>, B LUWERRZ 1ER L
F9, MRkE T PSS T T E AR
73 51O DOHETY, orgorg name 2~ K
%l LT, Intercloud Fabric Switch (VEM)

TOIP AL T 4 T OFEEANCTE E
T VEM TIPS T 4V IREREND
&L FOEHRIL PNSC 35 L O Intercloud Fabric
TZrAT VA —MZREE S E T,

Z D7 41—V R, [Enable for Services] F =
IRy I AEER LT GBHICOAREREINE
R
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Intercloud Fabric Firewall D1 > X ~—JL DR [ ]

£l s EA
[New Org Name] 7 4 —/L K KLk 44 AT,

Z D7 4 —/)V NiL, [Enable for Services] F =
TRy 7 AR L EGARICOAFRINE
R

ATy 7T [Submit] %27 VU v/ LET,

Intercloud Fabric Firewall D1 > X b— )L DHER

Intercloud Fabric Firewall DA > A h— L & FERT A12%. RO TFEA ETLET,

FIE

ATw 71 Intercloud Fabriclz 1 7' A > L %1,
AT w72 [Intercloud] > [Infrastructure] DIEIZER L £,
ATw 73  [Infrastructure] # 7 C, [Launch PNSC] R ¥ > %27 Vv LET,
PNSC GUI "FE RS E T,
ATw 74 PNSCGUI T, [Resource Management] > [Managed Resources] DJEIZEIN L £ 9,

ATw7T5  icfCloud #i®R L, [Network Services] Z R L £ 7,
7 — =7 )L C Intercloud Fabric Firewall DA > A h—/VD AT — X AL WA TE E7,
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B Intercloud Fabric Firewall D4 > X k—)LDOFEFR
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