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* Intercloud Fabric , 1

* Intercloud Fabric , 8

Intercloud Fabric 72 7 A 704 —IL RS —ATxH
MZBA T S IFER

Cisco Prime Prime NSC Intercloud
Fabric

Y

GE) Cisco PNSC Intercloud Fabric

Intercloud Fabric 72 74 794 —JILR)— AT b BLUT7
AT794—)L TOT7A4ILIZET B1EH

Intercloud Fabric 7 7 4/ 74— L R) o— ATz Y FOXREDHHREH

Intercloud Fabric ICF

[Cisco Intercloud Fabric 7 7 4/ 7oA —)L a7 4 XaL—> 3> A4 K, 1J1)—R52(1VSG2(1.1)]
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IntercloudFabric 7 7 A 7 94— IR YS—F TSz H FEBKUVITI7AT79+—ILTOT 74 IILIZET S
&4k
*ICF
* PNSC Intercloud Fabric
Intercloud Fabric 7 7 4 7 0+ — /LR EBDOITEFIELS L UFIHNEE
Intercloud Fabric ICF VSG
* VLAN
* IP ICF
TI4ILMERE
% 1: Intercloud Fabric 7 7 A 794 —JL (VSG) DT I+ I kMDINTA*A—REEFE
NS A—4H T4k
drop
-
VM
VM VM
VM
IP
J—2 Dl

vsg# show running-config zone zonel
zone zonel

cond-match-criteria: match-any
condition 1 net.ip-address eq 1.1.1.1
condition 2 net.port eq 80
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IntercloudFabric 7 7 A 794 — IR S—F TSz I b ELKUV T 747 I94—ILTOT7AIILICET D B

Iz N TN—T

Iz b TIL—T Dl

JL—IL

JL—IL DI

vsg# show running-config object-group gl

object-group gl net.port

match 10 in-range protocol 6 port 10 30
match 11 eq protocol 6 port 21 inspect ftp

VSG

AND

OR 5
1 true

* Ether

vsg# show running-config rule r2

rule r2

cond-match-criteria: match-all
dst-attributes

condition 10 dst.zone.name eq z1@r2

service/protocol-attribute

condition 11 net.service eq protocol 6 port 21 inspect ftp

action permit

EE:

Intercloud Fabric

matched

true
OR 5

[Cisco Intercloud Fabric 7 7 4/ 7oA —)L a7 4 XaL—> 3> A4 K, 1J1)—R52(1VSG2(1.1)]

"o



IFATIE—IL TOTFAUBEUKRY S— 4TSz s tOFEE |
B ntercloud Fabric 77 A 79+ — L&

R —
Intercloud Fabric ICF VSG

ICF
ICF

ICF

ICF

R S—4l
show running-config

vsg# show running-config policy p2@root/T1
policy p2@root/T1
rule r2 order 10

show running-config

condition 1 dst.net.ip-address eq 2.2.2.2
condition 2 src.net.ip-address eq 1.1.1.1

show running-config

action permit

Intercloud Fabric 7 7 4 7 O+ —ILEH

Intercloud Fabric VSG

BEERREICET D1FHR

AmESE

src. dst.
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Intercloud Fabric 7 7 4 7o+ —LEM [ |

—ai—FrJIENH
src. dst.
2
net.ip-address src.net.ip-address dst.net.ip-address
BHEI X
—ai—FrIILENE
src. dst.
2
net.ip-address src.net.ip-address dst.net.ip-address
VM =%
VM VM VM
* Intercloud Fabric
Intercloud Fabric VSG VM
FiER A
VM src.vm.name
dst.vm.name
vm.name
GE) vm.name

[Cisco Intercloud Fabric 7 7 4/ 7oA —)L a7 4 XaL—> 3> A4 K, 1J1)—R52(1VSG2(1.1)]

"o



Intercloud Fabric 7 7 1 77+ — L%

274704 —IL TAIT7ANLEFIUVRYO—FTPH bD

BRE

BLL

=10

(6N

src.vm.os-fullname
dst.vm.os-fullname
vm.os-fullname

GE) vm.os-fullname

vNIC

src.vm.portprofile-name
dst.vm.portprofile-name
vm.portprofile-name

GE) vm.portprofile-name

6=

SIC.VM.CUStom. XXX

dst.vm.custom.xxx

vm.custom.xxx
GE)

XXX
SrC.VM.CUStom.xxx
dst.vm.custom.xxx

vm.custom.xxx

VM
ICF

VM

firewal l(config)# show vsg vm

VM uuid

VM attributes :
name
os-ful Iname

Zone(s) :

VM uuid

VM attributes :
host-name
name
os-fullname
os-hostname
resource-pool
tools-status

: 47592090-c9c2-5e67-T044-9d6a39dc1696

: didatal-cvm
rhel 6.2 (64bit)

: 503ee75F-437b-1fa0-fO0f4-feOda53bab7a

: 10.36.6.9
: windowsvm-migrate
: microsoft windows server 2003 (32-bit)
: sg-w2k-rv-1
I resources
installed
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J—UREH%

tx2uss 7ov74L |

= 2. Intercloud Fabric 7 7 A 794+ — )L THR— b EhdV—2EHE

BLL

E=10]

src.zone.name
dst.zone.name

Zone.name

GE)

Zone.name

txal)TFT4 TATFAIL

VM

state = CA
Intercloud Fabric ICF

firewal I (config-vnm-policy-agent)# show vsg security-profile table

default@root 1 default@root

splO@root/tenant_d3338 9 ps9@root/tenant_d3338
sp9@root/tenant_d3338 10 ps9@root/tenant_d3338
sp2@root/tenant_d3338 11 psl@root/tenant_d3338
spl@root/tenant_d3338 12 psl@root/tenant_d3338

ICF

Ffirewal I (config-vnm-policy-agent)# show vsg security-profile

VNSP : splO@root/tenant_d3338
VNSP id : 9
Policy Name : ps9@root/tenant_d3338
Policy id : 3
Custom attributes :
vnsporg : root/tenant_d3338
VNSP : default@root
VNSP id : 1
Policy Name : default@root
Policy id - 1
Custom attributes :
vnsporg : root
VNSP : spl@root/tenant_d3338
VNSP id : 12
Policy Name : psl@root/tenant_d3338
Policy id : 2
Custom attributes :
vnsporg : root/tenant_d3338
location : losangeles
color9 : test9

[Cisco Intercloud Fabric 7 7 4/ 7oA —)L a7 4 XaL—> 3> A4 K, 1J1)—R52(1VSG2(1.1)]
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color8 : test8
color7 : test7
color6 : test6
color5 : testb5
colord : test4
color3 : test3
color2 : test2
colorl3 : testl3
colorl2 : testl2
colorll : testll
colorl0 : testl0
colorl : testl
color : red
VNSP : sp2@root/tenant_d3338
VNSP id : 11
Policy Name : psl@root/tenant_d3338
Policy id : 2
Custom attributes :
vnsporg : root/tenant_d3338
location : sanjose
color : blue
VNSP : sp9@root/tenant_d3338
VNSP id : 10
Policy Name : ps9@root/tenant_d3338
Policy id : 3
Custom attributes :
vnsporg : root/tenant_d3338

E

anh
xa

H—EX IJ7A4A704A—)LOOX2 oD

Enabling Global Policy-Engine Logging

Intercloud Fabric 7 7 4 7 O+ —JLERTE DFER

Intercloud Fabric ICF VSG show running-config

firewall# show running-config

ICommand: show running-config
ITime: Fri Sep 26 15:39:57 2014

version 5.2(1)VSG2(1)
feature telnet
no feature http-server

username adminbackup password 5 $1$0ip/C5Ci$00dx70JSIBCFpNRmQK4na. role network-operator
username admin password 5 $1$CbPcXmpk$131YumYWiOOX/EY1qYsFB. role network-admin
username vsnbetauser password 5 $1$mr/jBgON$hoJsMIACAPHRWPM3Kpl16/1 role network-admin

banner motd #Nexus VSN#

ssh key rsa 2048

ip domain-lookup

ip domain-lookup

hostname firewall

snmp-server user admin auth md5 0x0b4894684d52823092c7a7c0b87a853d priv
0x0b4894684d52823092c7a7c0b87a853d localizedkey enginelD 128:0:0:9:
3:0:0:0:0:0:0

snmp-server user vsnbetauser auth md5 0x272e8099cab7365fd1649d351b953884 priv
0x272e8099cab7365fd1649d351b953884 localizedkey enginelD 128:
0:0:9:3:0:0:0:0:0:0

vrf context management
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ip route 0.0
vian 1
port-channel 1
port-profile d

vdc vsg id 1

limit-resource
limit-resource
limit-resource
limit-resource
limit-resource
limit-resource
limit-resource
limit-resource

Do—F4TzH FORE
Intercloud Fabric 7 7 4 7 0+ — JLEX E DFER [ |

.0.0/0 10.193.72.1

oad-balance ethernet source-mac
efault max-ports 32

vlan minimum 16 maximum 2049
monitor-session minimum O maximum 2
vrf minimum 16 maximum 8192
port-channel minimum O maximum 768
u4route-mem minimum 32 maximum 32
u6route-mem minimum 16 maximum 16
m4route-mem minimum 58 maximum 58
m6route-mem minimum 8 maximum 8

interface mgmtO

ip address 1

0.193.73.185/21

interface data0

cli alias name
address>/ws/sj
bootflash:ukic
cli alias name
address>/ws/sj
bootflash:ukic
cli alias name
address>/ws/sj
bootflash:dplu
cli alias name
address>/ws/sj
bootflash:user
line console

ukickstart copy scp://user@<ip
c/baselard_latest/build/images/gdb/nexus-1000v-kickstart-mzg.VSGl.1.bin
kstart

udplug copy scp://user@<ip

c/baselard_latest/bui ld/images/gdb/nexus-1000v-dplug-mzg.VSGl.1.bin
kstart

udplug copy scp://user@<ip

c/baselard_latest/bui ld/images/gdb/nexus-1000v-dplug-mzg.VSGl.1.bin
9

uimage copy scp://user@<ip
c/baselard_latest/build/images/gdb/nexus-1000v-mzg.VSG1l.1._bin

" bin

boot kickstart bootflash:/ukickstart sup-1

boot system bo

otflash:/user_bin sup-1

boot kickstart bootflash:/ukickstart sup-2

boot system bo
mgmt-policy TC
ha-pair id 2
security-profi
policy p2
security-profi
policy pl
custom-attribu
object-group g
match 1 eq 8
match 2 eq 4
zone zonel
condition 1
condition 2
condition 2
rule r2
condition
condition
condition
condition
condition
action 1 per
rule r5
condition 1
action 1 ins
rule r6
rule r7
policy p2
rule r2 orde
policy pl
rule r2 orde

abhwNPEF

otflash:/user_bin sup-2
P permit protocol tcp

5

le profilel

le profile2

te state '"texas"
1 net.port

0

43

net.ip-address eq 1.1.1.1
net.port eq 80
net.port eq 80

dst.net.ip-address eq 2.2.2.2
src.net.ip-address eq 1.1.1.1
src.net.port eq 100
dst.net.port eq 80
net.protocol eq 6

mit

net.ethertype eq 0x800
pect ftp

r 10

r 10

service firewall logging enable

vnm-policy-age
registration-

nt
ip 10.193.73.190

shared-secret *****x*ixx
log-level info

Ffirewal l#

[Cisco Intercloud Fabric 7 7 4/ 7oA —)L a7 4 XaL—> 3> A4 K, 1J1)—R52(1VSG2(1.1)]
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