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EHINCTHHENS Y T,
1R BHEIIZ
« SUPER-ADMIN-ROLE ¥R Z Ff o2 —V DHNZ OFIAEFITTHZ ENTETET,
'/J fcﬁ< &%) loo)wuumﬂ_‘—/\‘—%‘—f Hﬂiﬂj—ézgﬁ)&)y)jﬁﬁ—

EEBIZHIA=a—T A a% 7Y v LT, [System] > [Users& Roles| > [External Authentication] @
JNIELZ IR L £,

Cisco DNA Center THMAFRGREE B ZhIC (Z1%. [Enable External User] F= v 7 R > 7 A% A I LET,
(EE) AAARBRMAZRELET,

TACACS FBFFETliE. D AAA BB FR—FINTWET,

Cisco DNA Center TACACS

Empty cisco-av-pair
cisco-av-pair cisco-av-pair
Cisco-AVPair Cisco-AVPair

RADIUS #BFETIX., RO AAA BNV R — KN THET,

Cisco DNA Center RADIUS
Empty cisco-av-pair
Cisco-AVPair cisco-av-pair

a) HIORTHHIN TS X DT, [AAA Attribute] 7 4 —/L RIZ, 22— A7 —RA|ZH# L= @2 AL
i#oMAAmewp%rﬂvh®77¢w%ﬁiNm<ﬁu

b) [®#Hr (Update) 1227 Vv 7 LET,
(EE) AAA VP —R—%FHELET,

I DRIET ﬁf@fﬁ%?)Mm#%ﬂ*ktﬁyﬁUMm#%ﬂ*%ﬁﬁbkb\E&émm
= EE L/t DI 5B DHTNWET, EEMBICHIA =2 —T a2y 7 LT, [Sysem]>
[Settings] > [External Servm%] [Authentication and Policy Servers] ®JIHIZi# R L T [Authentication and
Policy Servers] 7t > U ZBR& £7,

a) [Primary AAA Server IP Address] K2 v 7’ # 7 U A N T, FHARESNIZWTNAND AAA F—3—D
IP7 RLAZRIRL F7,

b) [Secondary AAA Server IP Address] R = 7% 7 U A2 M T, FAGRE SNV TILND AAA —r3—
DIPT7 L AZRIRLET,
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c) (EE) CiscoISE h—"—ZH L TWHEHEAIE. LEILUTHRELZEH TEET,

CiscoISE 7R U o —DFEMIIC DU Tk, ['Cisco Identity Services Engine Administrator Guide] @ [Configure
and Manage Policies] ZZH L T 7Z& 0,

5= 2: Cisco ISE—/\—DEEE

EA0) Bl
Shared Secret FNA ADFFEF—, HHEMBOR ST, H&K 100 XFETT,
AAA 7T RLRAZHEHT LRI, LEMEZIETETHILERDH Y £7,

Username Cisco ISECLIIZ v 7' A > § B 7= DIfEHT 2 4,

Password Cisco ISE CLI 2 — Y —£& D/ AT — K,

FQDN Cisco ISE #—/"—DFERERi N A A 4 (FQDN) , FQDN /%, kDI
T, RAMBIORAAL LD 2508—F THEERSLTHET,
hostname.domai nname.com

7= & 2% Cisco ISE ¥—/3—D FQDN [, ise.cisco.com ToH B AREMED & D

ij‘o

Subscriber Name —BDOT XA FILFH (acme 72 F) o Z LI Cisco DNA Center 7> 5 Cisco
ISE ~DffEAHIZ, Cisco ISE (28 LW pxGrid 7 74 7> M ERET D120
WA ET,

Virtual P Address CiscoISERY v —H—tE &/ —FK (PSN) BNEHIEBEINL TS r—FK

NI UYOEMIP T KL A, Bigdo— KT H0OE%ICHESED PSN
T 7 —LNHLEAE. WRK6ODEMIP T KL AZ AN TEET,

d)  (LE) FEMEREZTEH T DI, [View Advanced Settings] 7 U v 7 LC, LESUTHREE T

& 3: AAA Y —/\—FHAERE

£ Hl Bl
Protocol TACACS % 7213 RADIUS,
Authentication Port AAA B —RN—~DFEA v E—TD ) L—IfEH EN DR — b,

« RADIUS OH4. 57 4 /L NI UDP A— |k 1812 T,

« TACACS D4, N—FMI49 THVY, TETXEHA,
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Accounting Port AAA = R—~DEERA R FD) L—IEHENER—F, ZhbD
AR FOFRIZ, EF =27 0 LFEROAMTERSNETS,

« RADIUS O34, 57 /L @ UDP A— ~i& 1813 T,

¢« TACACS OE. R— KT 49 THVY, ZHETXEHA.

Retries Cisco DNA Center 7% Cisco ISE & O#s#i 2 384T T X 5013,

Timeout Cisco DNA Center 73 Cisco ISE 726 DInE 2T A DOE X, XA L7
v N ORRKAEIE 60 BT,

e) [®#r (Update) 127 U7 LET,

S

:%$£u<ﬁmai A=Y —H L RAT — RNz RN FFEEZEHT S 28T, 22—
P—FFEDEX 2 VT 0 2k 5 HDTY, il FFEL. RIS, ZEBEONS2—V—72
TWRFTEL (RA~whT7T 7Y o%— 7j7ﬁt)\m®m&4/ﬁ&&§mmmﬁﬁé%®%ﬁ
FALET,

Cisco DNA Center ® " BEFRIBFEOFIETIL, +r—2 7 T4 7 G@EHZPINBATEI N
BRIENETh =2 v a—FR&24EM) . b= % —n_— (b—2 > a—FzKiE) . BILY
2—P—=DT 7 v A EERT LRI — AN — 2 TE EI, FRABLERIZIX, RADIUS 7213
TACACS+ 711 k I /LAME S £,

BRI ORTREN

Cisco DNA Center Cffi 9 5 " EHEFIEA R T T DI, ROFHRSLE 22 L TV D MLEN
HHFET,

PRE S Tz Cisco DNA Center 2 —H—@ RBAC B — /LB Al &R T D JEMEEA~T %K
Z N TEDLFEEY —/N—, Z DI TIL, Cisco Identity Services Engine (Cisco ISE) 2.3
Ny F 1 E2FEHLTHET,

o WREY— N— AT D EHE h—7 U —s3—, ZOfITIX, RSA Authentication Manager
72 &AL TWET,

VT NI 2T b=V VEAERTEIIFAT U DO DO N—0 v h— R TS r—
valv, ZOFITIEL, RSASecurlD V7 F U =T h—27 U EMFEHALTWET,
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PATFIC, THEBHINHREIN TS CiscoDNACenter 7 7T A 7 2 Al a—F—nna 7 A

L7z & x0MEOME AR L £7,
1. RSASecurID h—2 > 7 747> FTiE, 2= —IZPINZASNLTh—27 ra— RR&EH
BLET,

2. CiscoDNA Center 17 7' A o _X—UTlt, 2—HP—4 L +r—7 a—FEAHLET,

3. Cisco DNA Center Tl%. Cisco ISE ~D 1t 7' A R DE(EIZ. RADIUS F721% TACACS+
7o havEEHLET,

4. Cisco ISE RSA Authentication Manager ¥—/N—|ZE R %255 L £ 7,

5. RSA Authentication Manager C h—27 > 2 — RERKRFEL, 2 —WF—DBEFICERES NN E
9 H3% Cisco ISE (2 L F 97,

6. 2—P—NWIAFSNTWAEE., Cisco ISE TR SN2 — P — L REF DR 7 1
77 ANERE L, roleesNETWORK-ADMIN-ROLE BT 21K LE 4,

7. Cisco DNA Center =T—H# —PD 1z — /)L _X—X 772X 2 ha—/,L (RBAC) v —/L|CEHHE
N TWABEERB L=~ 7 7 v AR5 L ET,

—gi DII:,\HIE@EQE

Cisco DNA Center 7 7’7 A4 7 AT BB ERET D21, WOTFNEEZFEITLET,

AT 71 RSA Authentication Manager % Cisco ISE L #& L £,
a) RSA Authentication Manager T, 2 2D —%#—_ F725% cdnac_admin (FHE 2 —H—o—/LH])
¢ cdnac_observer (47— \m—LH) ZAERLET,

FERIZ DU Tid, RSA Self-Service Console Help @ TAdd a User to the Internal Database] @ k&> 7 &%
BLTLEEY, 2Oy 22T 78 AT 5%, ROFIEEZFEITLET,

1. RSA Self-Service Console Help # B & £,
2. [Searchhelp] 7 4 —/V' K C, [Add a User To the Internal Database| & AJJL T, [Search
help] 27 U v 7 L £,

b) HLWRFE=—Y = FEER L £,
FEARIZ DWW TR, RSA Slf-Service Console Help @ TAdd an Authentication Agent] @O Ny 7 25 LT
STEEW,

C) MAEYR—V ¥ T —Tx MRET 7 A/ (sdeconfrec) &AL ET,

1. RSAEFx=VUT 42V —)L T, [Access > [Authentication Agents] > [Generate Configuration File]
DNEZIEIR U E
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[Configure Agent Timeout And Retries] % 7 23 & £ 97,

2. [Maximum Retries] & [Maximum Time Between Each Retry] 7 ¢ —/L R{Z DWW CiX, T 7 #/V ME%
HHLET,

3. [Generate Configuration File] 7 U v 7 L £,
[Download Configuration File] % 7 3B & £ 37,
4. [DownloadNow] V> 27 %27 U w27 LET,

5 MHEICIETRNTRRINTZD, [SavetoDisk] 27 YV v 7 LT, zip 7 7 A /LD —T1 )L a2 B —ZLRff
LET,

6. 7 ANEHRL, ZONX—= g D sdeonfrec 7 AN EFAL T, =—T =y MIBMEA A
=L ENTWAHER—T g % FEXLET,

d) FllE 1a TIERL L 72 cdnac_admin =—%— L cdnac_observer ==—%#—® PIN Z K L £7,
SRR DWW CIE, RSA Sdlf-Service Console Help @ [Create My On-Demand Authentication PIN| @ bk &
7 BTSN,

e) Cisco ISE # (A3 512i%, [Administration] > [Identity Management] > [External Identity Sources] >
[RSA Secur|D] DIEICIHEIR LT, [Add] Z538K L £,

f) [RSA SecurlD Identity Sources] ~<—<""C, [Browse] %7 U v 27 L, ¥ 7> u— K L7z sdconfrec 7 7 A /v
ZERLT, Open] &7 Vw7 LET,

g) [Reauthenticate on Change PIN] = v 7 7R v 7 A% A LT, [Submit] 27 U v 7 LE7,

AT9 T2 200707 7 A VEERLET, 1 21X Admin 2—F—va—VH, &5 1 2L A7 P —_a—H%—
7 —/LHTY,

a) Cisco ISE T, [Policy] > [Policy Elements] > [Results] > [Authorization] > [Authorization Profiles] % 2R
LE7,

b) WHEOT T 7 A NMIONT, ROEHREATILET,

*[Name] : 7R 7 7 A N4 EANTTLET,
* [Access Type] : [ACCESS_ACCEPT] Z&#&{R L £,

» [Advanced Attributes Settings] fEI : F D K v 7 & 72 U A k5 [Cisco:cisco-av-pair] & 34 L
\i‘g_c

Admin 1 —H —a — )L OFEIF T 7 7 A NVEVERT AT 2BEBO Ry 77X 7 U 2 b
[Role=NETWORK-ADMIN-ROLE] % &R L £,

AT P —Ra—P—n—VORFET 0 7 7 A VEERT 28581F. 2FAO Ky 7470 ) Ak
735 [Role=OBSERVER-ROLE] % &4 L £,

AT T3 CiscoDNA Center 777 A 7 > ZADFAFR Y > —%1ERL L £ 7,

['Cisco I dentity Services Engine Administrator Guide] @ [Configure Authentication Policies| @ h & v 7 % &
LTL7EENY,
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ATy T4 2O0FAIRY —ZfER L ET, 120 Admin 2 —H—m—L ], b9 123 ATV —"a—F—n—

VAT,
['Cisco Identity Services Engine Administrator Guidel] @ [Configure Authorization Policies| @ k& 7 % 2P
LTLEEN,

AT 75 RSA Authentication Manager t ¥ = V7 4 2V —/LC, Y7 b =T h—7 VRO —F =25V Y
THNTWD Z L 2B LET,

FEAIZ OV T, RSA Sdlf-Service Console Help @ [View a Token] @ hE w7 2SR L T 7ZE 0,

G¥) =2 &8I0 Y THMEND D51, [Assign a Software Token to a User] @ k&> 7 Tt
HENTWDLFIEZFATLET,

RADIUS %1&% L T:—Eimmnmo);ﬁ;:j]1t

RADIUS HIZERE S 417z Cisco ISE Hr— N—Z A3 2 “BEHRBIEZ A2 i, kRoOF
JIEZ 5847 L £

2T w1 CiscoISE & Cisco DNA Center & 88 S %4,
['Cisco DNA Center Installation Guide] ¢ [Integrate Cisco ISE with Cisco DNA Center] % & L T 72 &\,

AT w T2 FBFEIC Cisco ISE H— N—% i 9% X 5 Cisco DNA Center #i% /& L £,
[ANEERGEDRRE ] 2L T 7,
BB Cisco ISE & Cisco DNA Center @i J7 12 HHEMELZEEL WD AR LET,

TACACS+ ’Eﬁﬁq L/T:—gimmnmo)ﬁ&kj]{t

TACACS+ 2 #% i€ X417z Cisco ISE % — "— %45 “HEFIFE AT 5121, kOF
JIE % AT L £,

AT w71 CiscoISE T, [Administration] > [Network Resources] > [Network Devices] DJIEIZEIR 45 & | [Network
Devices] 7 4 > RUDBH & £,

AT w72 [TACACS Authentication Settings] %7 U v 7 L C, TONEFEF R LET, LLATNZEM L 7= Cisco DNA Center
TN AR L CTHAMENT TICREINTWDH I E 2R LET,

AT 73 [Work Centers] > [Device Administration] > [Policy Elements] %z 3#R4 % &, [TACACS Profiles] 7 1 > K7
A R

AT 74 cdnac_admin 3 X O\ cdnac_observer =— ' —11—/L-® TACACS+ 7’12 7 7 A VEAER L £7,
a) [Add)ZZ27 VU vyr7 LET,
b) WDOXAT HFITLET,
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a7y ANKLEANTILET,

« [Raw View] # 7% 7 U v 7 L7=%. [Profile Attributes] 7% A bR v 7 RZIRDTF A &AL
EJ RN

s cdnac_admin = —H%— 2 — /L DHE1X, Cisco-AVPair=ROLE=NETWORK-ADMIN-ROLE & A
JILET,

s cdnac_observer = — % —n1 — /L DA X, Cisco-AVPair=ROLE=OBSERVER-ROLE & AJjL
EJsas

o [RTE (Save) |22V v 7 LET,
AT w75 CiscoISE & Cisco DNA Center %38 Xt F 7,
['Cisco DNA Center Installation Guide] @ [Integrate Cisco ISE with Cisco DNA Center] # &ML T 72 S0,
AT 76 FRFEIZ Cisco ISE H—"—% {19 % KL 5 Cisco DNA Center % % & L £ 7,
IAMERRBRED R E ] 2B ML T &V,
BE Cisco ISE & Cisco DNA Center O FIZ[A CHARMEAFFEL TWDHZ & A MER LET,

—ERDBAEEALEOT AL

T BHFEIWAF A L T Cisco DNA Center (22 7' A >3 5121%. ROFIEEZFEITLET,

AT 1 CiscoDNA Center D& 7' A > ~2— T, Wil —F—Z 2 AHLFET,

RATw T2 RSASecurlD h—2 > 7 547 "el&, AR ELTZPINEZ AN L THEVET h—2 V2 AR L ET,
ATY T3 2O =27 %a— LT, CiscoDNACenter D12 7' A L ~X— D [Password] 7 1 —/L RIZHE D FHFE 5,
ATY 74 [Loghhl 27V w7 LET,

NER1L—H—D R

RADIUS/TACACS Z{EFfI LT Ta /A v LIz fa—F—D U A M2 FRRTEET, £
SINBERIIE, =2V Luo—AnEGENET,

AT EEBCHDHA=a—T A2 %27 ) v 27 LT, [System] > [Users& Roles] > [External Authentication] @
JIEIZ GBI £ 7

AT9T2 U4 FUD T ETAZ v—/L L% J, [External Users] fEIKIZ/MB2— P —D Y 2 MRFREINET,
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