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Identity and Access x
Management (IAM) 2 New feature to generate a policy based on CloudTrail events.
AWS uses your CloudTrail events to identify the services and actions used and generate a least privileged policy that you can attach o this user.

Dashboard

User dna-
+ Access management

User groups

Summary Deletouser | @
Use
Foles User ARN  am:aws:iam::878813814000:user/dna-tme-user (2]

Path
Croation timo 2022-07-23 16:11 POT
Permissions. Groups. Tags Security credentials Access Advisor

~ Permissions policies (1 policy applied)
Add permissions © Add inline policy
Policy name = Policy type «

Attached directly

AdministratorAccess AWS managed policy x

Service conirol policies (SCPs)
» Permissions boundary (not set)

+ Generate policy based on CloudTrail events
You can generate a new policy based on the access activity for this user, then customize, create, and attach it to this role. AWS uses your CloudTrail events to identify the services and actions used and generate a
policy, Learn more &

Share your feedback and help us improve the policy generation experience.
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« [Subnets] : #EESN DY T R v ML 28 T, BEOY TRy FEREELRNE
INZTHRENRHY 7,

* [Route Tables] : VPC %7 % v F23 VPNGW 72X TGW 2/ L T ¥ —7 T A4 X
Xy NU—7 LBETELZ L 2R LET,

* [Security Groups] : AWS @ Cisco DNA Center VA L = X —TFF 4 X Ry hTU—7
DT /34 A D85 TiX, AWS O Cisco DNA Center VA [ZFI VD 24 T2 AWS
X2 VT4 TN —TTROF— N TH0LERHY T,

« TCP 22, 80, 443, 9991. 25103, 32626

« UDP 123, 162, 514, 6007, 21730
BEER— P ERER-FORETILENDHY T, FER— FEHRETHITIE, K
PDHZEZMLTIIZEN,

Inbound rules (25)

Q U @
Name v Security group rule... IP version v Type v Protocol v Port range v Source v Desc
= sgr-0e376bfcb6025¢cbb5 IPv4 Custom TCP TCcP 9991 0.0.0.0/0 =
= sgr-07df898f6cded9989 IPv4 Custom UDP uppP 123 0.0.0.0/0 =
= sgr-041d3c3cfac91252e IPv4 Custom TCP TCcP 32626 0.0.0.0/0 b
= sgr-0e96b4f0494db5d... IPva Custom UDP ubP 514 0.0.0.0/0 =
- sgr-Offfea3f3af8cb906 IPv4 SSH E L 22 0.0.0.0/0 -
- sgr-05che732bb2feeca8 IPva Custom TCP TCP 25103 0.0.0.0/0 -
- sgr-022947011fc90efe8 IPv4 DNS (TCP) TCP 53 0.0.0.0/0 -
- sgr-Of9cdabc3baSd14d2 IPva Custom TCP TCP 9005 0.0.0.0/0 -
- sgr-003b55befc96e963b 1Pv4 Custom TCP TCP 873 0.0.0.0/0 -
- sgr-Ob08c864158f7d30c IPva AlLUDP UDP 0- 65535 10.20.0.6/32 -
- sgr-073f4611f0a79c314 IPva Custom UDP ubP 11 0.0.0.0/0 -
- sgr-0f203799c72b67633 IPva HTTP TCP 80 0.0.0.0/0 -
- sgr-04e9f75bda519069b IPva Custom UDP ubP 21730 0.0.0.0/0 -
- sgr-0220a155852517. IPv4 Custom TCP TCP 9004 0.0.0.0/0 -
- sgr-Ocfdcd269abfdac24 1Pva Custom TCP TCP 123 0.0.0.0/0 -
- 5gr-06732d9b1e871a... Pv4 DNS (UDP) ubpP 53 0.0.0.0/0 -
- 5gr-00cd51d8b186¢67... 1Pva Custom UDP ubP 6007 0.0.0.0/0 -
- sgr-01fb034d0ef851d51 IPva Custom UDP ubP 2049 0.0.0.0/0 -
- sgr-0aa297c247f44a7f8 1Pv4 AlLICMP - IPv4 icMp All 0.0.0.0/0 -
- sgr-Oaf560ae3f24475b9 IPva AlLTCP TCP 0- 65535 10.20.0.6/32 -
- sgr-OfeB00a3dalaeff06 1Pvd Custom UDP uppP 162 0.0.0.0/0 -
- sgr-01f4b472ae59bb2... 1Pva Custom TCP TCP 2222 0.0.0.0/0 -
- sgr-075db358356c3acc8 IPva NFS TCP 2049 0.0.0.0/0 -
= 5gr-05379ca08aee870b1 IPv4 Custom TCP TcP m 0.0.0.0/0 =
- sgr-069b3ea740cab18... IPv4 HTTPS TCP 443 0.0.0.0/0 -

REF— FERET S0, KOREBRL TS0,

AWS CloudFormation Z %3 L7-E6 [}



. AWS CloudFormation % £ L - FBIRRAD AR EH

Outbound rules (25)

Q

Name v

AWS CloudFormation %/ L =28 |

Edit outbound rules |

1 (o]
Security group rule... IP version v Type v Protocol Port range Destination v
sgr-076363ab3019b8.. IPva. AllUDP upp 0-65535 10.20.0.6/32
5gr-022ea397d141005f7 IPva. Custom UDP uppP 1645 0.0.0.0/0
5gr-00b4c14b3e480f183 IPva. ALLICMP - IPva. IcMP All 0.0.0.0/0
sgr-029b2fd82cdfOedf1 IPv4 Custom TCP TP 49 0.0.0.0/0
sgr-04c6alcf3eb3b5ef7 1Pva AlLTCP TCP 0- 65535 10.20.0.6/32
sgr-01376d8fa27¢78c1d IPva Custom UDP upp 2049 0.0.0.0/0
sgr-0e1¢02df65¢1784fe IPv4 Custom UDP upP 1812 0.0.0.0/0
sgr-08dbd82344e593.. 1Pva DNS (UDP) uop 53 0.0.0.0/0
sgr-03231c35500065e... IPva Custom TCP TCP 9060 0.0.0.0/0
sgr-092317fd1ff7a0bée 1Pva Custom TCP TCP 123 0.0.0.0/0
sgr-OcOcadc8c4fd5a368 IPva Custom TCP TCP 23 0.0.0.0/0
sgr-08b929b65333729 = 1Pva4 Custom UDP ubpP 1 0.0.0.0/0
5gr-01f3fc40b3e8f06dd IPva. Custom TCP TCP 111 0.0.0.0/0
5gr-0ae0f6f61929dbc54 IPv4 Custom TCP TCP 8910 0.0.0.0/0
sgr-065fa8ch830ded82e IPva Custom TCP TcP 830 0.0.0.0/0
sgr-0f529ea0425020db7 IPva. HTTP TCP 80 0.0.0.0/0
sgr-0264702bd385b5... IPva. Custom UDP ubP 123 0.0.0.0/0
sgr-01ef7a675025aaf9c IPva. Custom TCP TCP 5222 0.0.0.0/0
sgr-0793f014435e6d7. IPvd Custom UDP ubP 161 0.0.0.0/0
5gr-0c5b0d61fe044b92f IPva. Custom TCP TCP 9991 0.0.0.0/0
5gr-0043a759b7dfdabf7 IPva. Custom TCP TCP 873 0.0.0.0/0
sgr-037a5a1eb51cb99da IPva SSH TCcpP 22 0.0.0.0/0
sgr-08a1c29aaade48d7f IPv4 HTTPS TCcP 443 0.0.0.0/0
sgr-01a7332765efae645 1Pv4 DNS (TCP) TCP 53 0.0.0.0/0
sgr-09f0dd53d819618. . 1Pva NFS TCP ZU£ 0.0.0. w
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£
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* [Site-to-Site VPN Connection] : TGW 7 % v F A k& TGW /b— b7 — 7 V& T
TET,

cAWS BREEIZ, IROWTNADY —V 3V TRETDHLEND Y £,

« ap-northeast-1 (3 10)
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e ap-south-1 (&2 73A)

« ap-southeast-1 (> HHR—/1)
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* JAMReadOnlyAccess
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EZE (Cisco DNA Center | r5a.8xlarge A > A ¥ > A A XD I % HR—
FLET, ZOREFEHETEETA, IHIT, r5a8xlarge 1 >
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Mz &5 THD Amazon CloudWatch % v 3 2R — K& 75— AN HEMICIER S E T,

+ DNACDashboard (VA_Instance MonitoringBoard) : Z D4 v =R — KiZlZ, Cisco
DNA Center { > A X AP CPUUtilization, NetworkIn, NetworkOut,
DiskReadOps. 3L DiskiiriteOps ICBETHE=4 U v FIERAFRENE T,

« DnacCPUAlarm : Cisco DNA Center -f > A Z > A®D CPU LN 80% VL Fick b &, =
DT FZ—2NB M) H—SFET, CPUMARDT 74/ FD L EVWHEIE 80% TI,

» DnacSystemStatusAlarm : Cisco DNA Center f V' A XV ADYV AT DAT—H AF = v 7
WCRT D&, VAN TabARBEEINET, VAT LAAT—HAF 2w I DT 7 4
RO LEVMEILO0 T,
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 MERTRTCOaAVR—F 2 MEEHLTAWSRENEY b7 v 7SN T0n5 2 L, it
HNZ DWW T, AWS CloudFormation 2 L 7= FEHEBI D RiESMtE 2 X—) 25
LTL &N,

* VPN R U FADRB@ L TWD Z &,
F|i§

Ao oa—RFL7 7 AR LT, ROWTANEFITLET,

cVRADY T Py =T AT ru— YA MIBEIL, ROV A Vv EF v n— RLE
—aAO

DNA Center VA InstanceLaunch CFT-1.7.0.tar.gz

ATy T

cVRADY T My =T F T ru— YA MIBEIL, ROV AV EF v n— L%
j_o

DNA_ Center VA InstanceLaunch CFT-1.6.0.tar.gz

i J5D TAR 7 7 A /Wi, Cisco DNA Center VA f > A% ZADVERRIZH T 5 AWS
CloudFormation 7 > 7 L — F & F N TWEF, AWS CloudFormation 7 > 7" L — MIIFEHEED
AMI B EENTEY, TNENDO AMIIZITFRFED Y —2 a3 SNZESW TR S AMIID 283%
DB THNTVWET, V=V a @@Lz AMIID 2 LT 72 &0,

)—23ay Cisco DNA Center AMI ID

ap-northeast-1 (HR) ami-Oel5eb31bcb994472

ap-northeast-2 (> 7 /1) ami-043e1b9f3ccace4b2

ap-south-1 (A /3.1) ami-Obbdbd7bcc1445¢5f

ap-southeast-1 (/> AR —/L) ami-0c365aa4ctb5121a9

ap-southeast-2 (3 K=—) ami-0d2d9e5ebb58de8f7

ca-central-1 (%) ami-0485cfdbda5244c6e

eu-central-1 (727 7L K) ami-0677a8¢229a930434

eu-south-1 (X7 /)

ami-0911667a02427854d

eu-west-1 (71 /L7 R)

ami-0a8a59b277dff9306

eu-west-2 (Z 2 KY)

ami-0cf5912937286b42e

eu-west-3 (“/XVU)

ami-0Ob12cfdd092ef754e
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y—oay Cisco DNA Center AMI ID

us-east-1 (VX—T=7) ami-08ad555593196c¢lde

us-east-2 (A A ) ami-0c52ce38eb8974728

us-west-1 (AL VU 74 1=7) ami-0b83a898072e12970

us-west-2 (AL ) ami-02b6cdSeeelf3b521

ATY T2 TARTZ 7 ANVNRYAamLIEHICEM SN TND Z E 2R LET, FIROFEMC OV TIL,
Cisco DNA Center VA @ TAR 7 7 A VDR =S L T 7E X0,

ATFvT3 AWS = V—lcua A4 LET,
AWS IV — AR FEREINE T,

ATy T4 KB AN—IZ [cloudformation| & A S L E T,

(0] L @ Oregon v object.storage ¥

B Lambda & CloudFor

CloudFormation .
Services

Features (4)

Stacks
Blogs (403)

StackSets on stack

Documentation (1)
Exports
bmple template to

Features

Desigrer
ation feature
¥ Registry
Public extensions
Activated extensions

Publisher

Feedback - Copy link .

ATFvTE FuryFE A ==2—5 [CloudFormation] 5% L £,
AT w76 [Createstack] 27 U 7 L T [With new resources (standard)] 3% L 9,

L ®@ Oregon ¥ object.storage v

B Lambda 9 CloudFormation [ EC2

CloudFormation X CloudFormation Stacks
Stacks Stacks (2) Create stack &
StackSets | with new resources (standard)
s Q
Exports With existing resources (impert resources)
1 @
Designer
Stack name Status Created time Description
- Ragistry DnaclnstanceTest @ CREATE_COMPLETE 2022-07-11 14:15:37 UTC+0530 Cisco Dnac image
Public extensions infraTest @ CREATE_COMPLETE 2022-07-11 14:08:22 UTC+0530 Cisco Dnac image

Activated extensions

Publisher

Feedback o

n? Find it in the new Unified Settings [ © 2022, Amazon Web Services, Inc. or its affiliates.  Privacy  Terms  Cookie preferences
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AT 1 [Specify template] T, [Upload a template file] Zi&R L, A7 > 7 1 THX U a— KL AWS
CloudFormation 7> 7' L — b & 3R L £,

Oregon ¥ object.storage ¥

= Step 3 Prepare template
Every stack is based on atemplate. A template is a JSON or YAML file that contains configuration information about the AWS resources you want to nclude in the stack.
© Template is ready Use a sample template Create template in Designer
Step
Specify template

Atemplate is a JSON or VAML file that describes your stack's resources and properties

Template source
Selecting a template generates an Amazon 53 URL where it will be stored

Amazon S3 URL © Upload a template file

Upload a template file

Choose file [1] No file chosen

JISON or YAML formatted file

ATYT8 AX I HEANL, RONRTA—ZERERLET,
“EC24 VY RB VADHKE
* [Environment Name] : —EDOREA ZH D ¥4 TE T,

BREEA T, BHEZXNT 272D S, AWS U Y — 24 ORISGEMSNET,
DIRTOR &R UBREA AT L, BEOER T I —2 AL ET,

* [Private Subnet ID] : Cisco DNA Center Cffi i3 2% VPC V7 x> h&E AT LET,

» [Security Group] : FEB#3" 5 Cisco DNA Center VA IZE| W ¥ CTH X2 VT 4 Z—T
EASILET,

* [Keypair] : BBH 3% Cisco DNA Center VA @ CLI ~D 7 7 & AZfFEHT % SSH F—
THEANITLET,

« Cisco DNA Center MERTE : IRDIFHEZ AT LET,
* [DnaclnstancelP] : Cisco DNA Center ® IP 77 F L- X
» [DnacNetmask] : Cisco DNA Center DR > b~ A7
* [DnacGateway] : Cisco DNA Center 7" — 7 =4 7 KL X,
¢ [DnacDnsServer] : > % —27"7 A X DNS $—/3—,

* [DnacPassword] : Cisco DNA Center D /XA U — R,

AWS CloudFormation Z %3 L7-E6 [}



B Aws cloudFormation % 5 L = AWS T0b Cisco DNA Center O FE1/E R

AWS CloudFormation %/ L =28 |

GEx) Cisco DNA Center /XA U — RZfFH L T, AWSEC2 > U7 vary —
JL H35 Cisco DNA Center VACLIIZT 7 ¥ A CT& £9, AU —FiL, DL

TOL—VIZIES EBERHY £7°,
o« X T ETIILATE BN T D
8§ LT EIZT B

DI LM L L3OO T IV DLTFEESDH D

« /N (a~ 2)

« K5 (A~2)
HF (0~9)
FEBRLT (IR0 # 7R L)

* [DnacFQDN] : Cisco DNA Center @ FQDN,

s [DnacHttpsProxy] : (47 a ) =¥ —7 54 XHTTPS ’m X,

* [DnacHttpsProxyUsername] : (473 = >) HTTPS B % Da—H—4,

* [DnacHttpsProxyPassword] : (A7 =2 Y) HTTPS 7' RF T D/RAT— R,

ATv79 (&) [Next|Z27 Vw27 LT, Ay I 4+ T a r 2RELET,

8WS | I cervices | Q Search for services, features, blogs, docs, and morz

B Lambda & CloudFormation

= CloudFormation Stacks Create stack

St Configure stack options

Specify templzte

Step 2 Tags
Specify stack details You can specify tags (key-value pairs) to apply to resources in your stack. You can add up
Step 3

Configure stack options

Step 4

Oregon ¥ objectstorage ¥

to 50 unique tags for each stack. Learn more [

Permissions

edentials. Learn more [A

¥

IAM role - optional

Choose the 1AM role for CloudFormation to use for all operations performed on the stack

iamRoleName W

ATV T [Next]ZZ U w27 LT, A¥ v 7IEREZHRLET,
ATy TN FEICHEZRGAE, [Submit) 227V v 7 LTHKTLET,

I AWS CloudFormation % {3/ L - B

ine how CloudFormation can create, modify, or delete resourcs



| AWS CloudFormation % {5 Fi L 7= B
ez [

No rollback triggers

Notification options

AH 7 OVER 7 T A%, W@H 45 ~ 60 55037030 £,

R B DIRELE

Bty 7 w7 & Cisco DNA Center VA DR ENIERICHERE L TWA Z & ZHERT AT
L. ROWGEEF = v 7 2T LET,

1R BHHIIZ
AWS CloudFormation CA % v 7 OIERHFIC =T —NREL TWRWZ 2R LET,

FIE

ATYT1 AmazonEC2 2 Y —/Linh, % hU—27 LU AT AOFKE & FFE L., Cisco DNA Center IP
T RUVARIELWZ & E2MERLET,

AT w72 CiscoDNA Center ® IP 7 K L AT ping #3155 LT, RA MDFEME R~ MU — 7 BN A %)
ThHZ xR LET,

AT w T3 Cisco DNA Center & ¢ SSH #2fi & i 32. L T, Cisco DNA Center 2338l SALT WD Z & A st L
7,

AT T4 KONTNIHDAY v K& LT, Cisco DNA Center GUL ~D HTTPS 77 &L vV 5 1 %
FZANLET,

T I UV EMMLET,

7T O HEENEDZERIZ OV T, [Cisco DNA Center Release Notes] [353E] # &/ L
TLIEEY,

« CLI C Telnet 2 L E£9,
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https://www.cisco.com/c/en/us/support/cloud-systems-management/dna-center/products-release-notes-list.html

AWS CloudFormation %/ L =28 |
B =ooz

*CLI Ccurl AL ET,

I AWS CloudFormation % {3/ L - B
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



