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X, BT TV A RE, Web) 7 A b BFA—N, AU TH T =T
VAT =LYy b, TURRA ATV A Xy NUT—TRACKS) T IVZ A
LOHBMEH Y AT A TR SN TWET, TalosIP L E 27— 3 UHEREZ i L T Cisco
Al RARA 2 MgHr & Talos ZHETHZLICLY, BETERNVIP T RLRIZEIFET D
Xy NI =V ERC T T T H#NT, TNOEREEL, &b B2 A NN—BErDbR Y b
U— 7 HRETEET,

%mWKMM'GwMiMm%/T)/I/X77WF#—EX& WEL, B Ip
LEaT—yarr— &%m”" WA LET, ZUD0FEHL, BRI TWAHT T
@ Catalyst Center 7 /31 AZ7 w2 SIVET,

Catalyst Center T? CiscoTalos f > 7 U ¥ =V ADEEIL, 2OOFNETITH) ZENTEET,
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77U OEMEIE B Cisco Al T KA > k4347 & CiscoTalos 1 > 7 U Sz o206 [

7T DEZEIZEL B CiscoAl T KiRA > F5#T7 & CiscoTalos 1 T O U AN
AN

A

ATy T
ATy T2
ATvT3
ATvT4
ATy TH

ATvT6
ATy 71

ATvT8
ATvT9

ATy 710

ATy I N

ATv 712

ATy 713

ATy 714

1R BHHIIZ

Talos IP L' B2 7 —3 g UEERES A A — XIZEES D123, 77V r—var T LA &f
T LT, NetFlow 2 L7 &# & L C Catalyst Center 23R L £7°, NetFlow = L 7 % OFEAHIZD
Wi, TV A RMIORE] 2ZRLTIESN,

RSN D FIHIE, RO LBY TT,

CatalystCenter GUI CA == —7 A 2% 27 U » 7 LT, [System]>[Settings] > [External Services] > [Cisco
DNA - Cloud] ®JEIZER L £,

[Region] K v X7 U R Mpb, @R —2a U ARIRLET,
[Talos Threat Intelligence] 7 7'V £ TAZ u—/L LET,

[Talos Threat Intelligence] 7 7"V "C [Activate] # 7 U »» 27 L £7, Cisco DNA - Cloud D7 — A~— U REIR
SNET,

Catalyst Center - Cloud ® GUI C, [Menu] 7 A 2> %27 U v 27 LTH G [Applications] 27 U v 7 LE7,
[Region] K2y X7 U X b, @bl —2a v a2@RLET,
[Talos Threat Intelligence] 7 7"V C [Activate] 7 U v 7 L £ 7,

[Applications] 7 4 > R CU —3 a U RBEIRI N TV W EATE. [SelectRegion] # A 7 0 7R w7 AN
FoRSNET, BERY —Va yEBRLTHDL, [Acivate] 7 U v 7 LET,

Fov IRy 7 A% U CHIHBEAICHEE L, [Subscribe] 227 U v 7 LET,

[Choose Your Product] 7 ¢ > K7 T [Cisco DNA Center] #7 U >~ 7 L., Talos BiA T V¥ = ADE
AL NI L £,

[Activate Talos Threat Intelligence Application for your Product] 7 4 K7 TiX, [Host Name/IP], [Name],
[Description] (H5HE) 72 ETT, [Type] K v 7 Z 7 U A b, Cisco DNA Center 72 & D% g9
LSOO 72 A T HBR L ET,

B8k (Register) 1227 U v 7 LET,
[Choose Your Product] 7 -t > K7 C [Cisco DNA Center] % 7 Y 7 L CHEEER L, [Select Product] % 7
Vw7 LET,

[Authenticate your Product] 7 # > K7 T [Auto Redeem] # 27 U v 7 L, OTP % HEIIZ 5] = 2z CHLM
FORE L E 9, Cisco DNA Center T LWV7 ¢ > R CHE £,

DA bRAa—F (OTP) #ab—L TV FUEMAL, WAz FHTRETLILHTEET,

FRE 415 Cisco DNA Center D7 ¢ > K7 T, Cisco DNA Center D12 7' A HFHRAFEH L T /A4 L
iﬁdo
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Cisco Al T FRA > h&#r |
B /> rRmemEmLCiscoAl T2 KAA o F5347 & CiscoTalos £ 07 1) U 1 L RDHE

GE) o BREEMRLI LT H. 74 K%M U T Cisco DNA Cloud I1Z#A, U —727 7 o —&#fT
l/\ijqo
* Cisco DNA Center % Cisco DNA Cloud (2B &k L7256, 3 0> Th b AT v 7 15 1A
\i—a—o
« Catalyst Center - Cloud ® GUI ([Menu] > [Applications]) T, &&k L7-85 & B &GHA T —
A AEERTEET,

AT w715  [Scope Selection] 7 1 > K7 C Cisco DNA Center (Z /4B 728 Z R L, [Next) 227 U v 7 LET,
Cisco DNA Center IR SN2 7 7'V r— 3 v &L B X O 2 297 % [Summary] 7 1 > K
UNRRSIET,

ATw 16 [Activate] Z#7 Y > 7 L. Cisco DNA Center & Talos &1 > 7V ¥ = AR LE T,

EMED AT —F ANFRENET,

ATvT11 + (Cisco DNA Center 7 /XA A & #] THEE L, Cisco DNA — Cloud C Talos Z A%k L7=84) [Exit]
7V 7 LTy RUZALET,

+ (Cisco DNA — Cloud THHIEEkF 4D Cisco DNA Center 7 734 A D Talos AL L7-%4) [Exit]
%2 Y > 2 L., CiscoDNA - Cloud @ [Applications] 7 1 ~ R VIZRE YD £9°, [Applications] 7 1 > K7
ZEi SN T 7Y r—a U RFERINET,

95 RERSEZFERA L= CiscoAl T FRA > k547 & CiscoTalos 1 > T ') TV AD
=Y

AT w71 CatalystCenter GUl CTA==2—7 A 2%7 1 v 7 LT, [System] > [Settings] > [External Services] > [Cloud
Authentication] DJIEIZEIR L 97,

AT w72 [dnaciscocom] V> 7 %27 YV v L. Catalyst Center - Cloud 74 7 > ks Z1/ERk L £,

AT w73 CatalystCenter-Cloud ® GUI C, [Menu] 7 A 22> %2 U 27 LTHh 5 [Applications] #27 U 7 L [Products]
EIRL E7,

AT Y74 [Region] Ky 7 HZ R Mnb, #@llR) —ya U a@RRLET,

ATvTE Bk (Register) 1227V v 7 LET,

AT 76 [Register Product] - > C, [HostName/IP], [Name], [Description] (& D5E) 72 EDOMERFEMA AT L
F9, [Type] Ku vy 7 XU X R, Cisco DNA Center 72 & OB GRT 28M OEE) 7e 7 A4 7 %8N L
T3, B8k (Register) |27 Vv 7 LET,
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ATy 71

ATvT8

ATy

£S5 FRE MM L= Cisco Al T KA > 4347 & CiscoTalos 4 > 5 ) Uz v 20%a [l

1: Catalyst Center - Cloud ~ 0 %4 2 0 & 5%

: Region - product-int-1 v ] Registel’ Product

v Product Type (5)

(O cisco ISE

Host Name/IP

(O Cisco DNA Center

(O virtual Wireless C Name*

(O Cisco SDWAN Co

() @lsco SDWAN Cp. No Product Regist{ *** v
v Registration Status (5) You do not have registered product in this re Region

(O Registered

(O Pending Authoriza... DeshHptIGn

(O Suspended

(O Deleting £

(O Delete Failed Cancel

GE) [Enable Cloud Access Login] = v 7 /R v 7 A% 4/ IZ L C, Catalyst Center - Cloud 7> % Catalyst
Center ~OHE 7' A 2 HHTLET,

OTP DOZHAHS HBHIIZAT o401, Catalyst Center 3T LWVY 1 > R TR X £,

Catalyst Center 7 > K7 C, Catalyst Center D1 7 A R EFH LT/ 1 LET,
o BEEMBKTI L=, 7> KU %EA U T Catalyst Center - Cloud |Zi#A, V—7 7 a—%HiTLET,

» Catalyst Center 7 /N-{ A % Catalyst Center- Cloud (28 &k L7265, 30FfF> ThH AT v 7 IR FE T,

Catalyst Center - Cloud @ GUI ([Menu] > [Applications]) T, &k L7-f L BEEKAT —F AR TE E
R

Catalyst Center @ GUI T, Cisco Al =2 R > h3#T 7« > K7 ([Al Endpoint Analytics] >
[Configurations] > [Trust Analytics]) (Zf£®) L, [Talos IP Reputation] h 7 /LR & %27 U v 7 LCTHMIZL
%9, [TrustScore Sources] 7 « K 77> [Cisco DNA Center System Settings] ™7 f > K 7 7/)> % [Talos IP Reputation]
EHENCTEET,

[Talos IP Reputation] ZHZNZF % &, Catalyst Center (FEH SN/ IP DL E 27— a3 7 — & BFIH A
REICR DT NCZDT — 2 %G5 LET, Xy NT—ZNOZY RARA » bAMEETEARWIPT KL RIZ
TIZRALEDETDE, JI7TTRREIN, = KA > FO® [Trust Score] &' = —@ TalosIP L &' =7 —
AR LT, petected] EWVVIEER v —URFRENET, ZOBHIZLY, =0 RBEAL U b
DEERAZZEEATTMETFLET, TalosIP L E a7 —va UHREICL D, 727 B ASRIEETE 20
IP7 RLAL 2 RRA Y MZEDT 7 B ARMTERICE T @A RIS E T, Zofflid, x>
NT—7DeXa T 42 MbT 5 EERETDHEEIHRILILET,

[Talos Reputation] &7 -t > K7 ([Cisco DNA Center System Settings] > [Talos | P Reputation]) (2%, Talos 7»
ODEELEIEIERT T ANDEFH A=V a VRERINET, ZNODO7 7 A NVEZE LIZRE b &
RENET, PVABLINIPY6 77 A VT TalosIP L B 2F—2 gy 5F—& 77 A /LTHY, @E1 I
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. Cisco ISE ~D R BN 2

1EIEFHINFET, 7272 L. ThreatLevel 7 7 A MIA X T —H THY, ZOT7 7 ANNERINDZ &iE
FEAEHD FHEA,

Cisco ISE ~DEF R B D N

ATy T

ATy T2

F FT =T ~DLTY RRA LV "T 7 BRAEKR L., =2 FRA > F&HIET 572912, Cisco
ISE~AI=Y RARA M7 e 7y A VT —2 %R LET, CiscoAl =2 RARA > ot
WL > CHEINDBEIEFRIZIT. AL= RARA 2 "oWTT 2 22 aF Y &4 LT Cisco ISE
BHENMBEIWLT 7 A TE 58912729 £9, CiscolSEEHE X, CiscolSE THA[AR Y v—
ZHIER CE T, ROJEMD Cisco ISE L IF S ET,

1L BEMREEAaT L, BRI ERE a7,
2. CMDB B,

3. 2EFE ST AV LT BE  N— Ry =TT, N~ R =2 TETL, A L—F ¢
VIV RAF A BEOTZY REALY NEA T,

Cisco DNA Center 73 CiscoISE U U —A 31 LIEL T 77 4 7IZHE SN TEY, WibEME%E
Cisco ISE \ZABRT 2 MENRHHHEEIE. ROX AT #FITLET,

Cisco DNA Center CIRMILH 2 AT 5121, IROFIEZETLET,

a) Cisco Al =2 KA > FpHr @ [Overview] 7 « > K7 C, [Configurations] 27 U v 7 LET,

b) IO/ VD G [ISE Integration] 27 U v 7 LET,

c) [Enable Profile Publishing to ISE] N 7V ¥ %27 V) v 7 LTI O¥REEZ BN LET,

d) JEME#R% CiscolSEICART 272D HT5 Ny 7 DX A 7125 U T, [Asset Topic Based Integration]
F = v 7R v 7 A & [Enhanced Authorization Integration] = > 7 &R v 7 AW UL 2T 5 & 4
IZLET,

e) [Savel %27V v/ LET,

Cisco ISE T pxGrid 47 A7 V) 7 a V EZHNCT DL, ROFNEEZFEITLET,

a) CiscoISEGUI TA==a—T7 A ar%27 U v 7 L, [Work Center] >[Profiler] > [Settings] DIAIZEIR L
£,

b) Cisco ISE Release 3.1 {285t L T\ 5354, [Endpoint Analytics Settings] fE3iC, IRDF = v 7K v 7 A
A AT LET,

* [Publish Endpoint Attributes to Al Endpoint Analytics]

* [Consume Endpoint Profiles from Al Endpoint Analytics]
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Trust Analytics .

RDBERY

BT AT Y T g ERGET HITIE, CiscolSE A A > A== —7)5, [Administration] >[pxGrid
Services] > [Diagnostics] > [WebSocket] > [Clients] DJIEIZEIR L £ 3, #H LBk SNz
lcom.cisco.ea.data.ise-<Cisco ISE node>] HH/ipY 7T AV U7 a ), PSN /— KD
[Subscription] FNZ KR S AVE T,

Cisco ISE @ [Policy] > [Policy Sets] 7 « > K7 C, [Conditions Studio] {Z Endpoint-Analytics|
EVIHILRIOF LT 4 7 v at U REREINET,

Cisco ISE @ [Context Visibility] >[Endpoints] 7 .t > R T, =2 RARA » F OFERIEHD [MAC
Address] 7 V v 7 LET, ZOFMIEHRDOBEIET Y 712, Cisco Al =2 RARA > Mgt b
ZESNEBIED [EA-] E\WH F L7 4 v 7 A aRRIENRFTRENET,

Trust Analytics

[TrustAnalytics] 7 4 & R TlE, SEIEREERA 2T YV —ARERINET, £, —EM
RIFET 7T 4 Tl o 2RI INGD Y —ATRE LT 79— e FEiEcidgd#hc vy b
L72h, =2 RRA v bOREZREHA 27 % EfECHET 272 DICKEHA 2T VY —AD
WEBELIRELTLVTHZELTEET,

fEfHA 271X, Zero Trust DR A EMR TEDH LI, Fy NU—F7 LOFEDZ Y KRR A
NG AL L ET, MEiX, 1 EEE) 25 10 (BEEE) offE T, #koy—=x
EHEALTCHAEINET,

* [Endpoint Context] : ZDHT AY DY —A L, = FRA » N THEF SN DEFETELE T
Y RRA U RDOBRAF v 2T —F ATESNT, =2 FRA v OEEMEICET 2158 %
AL E T,

s [Threat and vulnerability Context] : DA 7 TV DY —R|F, =2 RAKRA v MIBEET 5%
FBOEBIZESNT, =2 RRA MR EOREMT Th 20T 2 ERERZEE L E
R

s [Network Context] : ZDOHT AV DY —R|L, =Y FRA 2V I B Ry NT—T~DT 7
T 2AHECEAT OB R L E S,

AT ORBEIZLD, RENBEELLLGEOTY FRA U FOFE#HA 2T Z2HlIl T £
T WOBEEAFENTEET,

e [Low] : Xy U —27 TORFEOREREENMENE D> TWDEEIL. T OB A [Low]
WCREL T, BEHA T ~OREL /NS THIENTEET, BEBELZZOL D ITRE
L7t CRERO RENFERH IS &, BEPREB Sz RRA » MOEEA 2T
TP D ETIERTLET (VAT AEROEEBENEGHEFEA T O 50% L0 F
SRR

« [Critical] : X~ b T —27 TORFOREREENE D E DN TNDIHEEIL, TOHEL L
% [Critical \ZRRE LT, (A TIIEFICKREIREELEX LT N TEE
T, WEEA ZOL)ICRE LB TRBORENEERLINS &, BRENSBH IR
T RARA LV FOBEAITIZTICHIE T LET (AT DEMROREBE NS FHEHE
AaATD50% FR0ET)
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EEEDHAEITAX

* [No Impact] : ZENSRH SN ETD, 2ERMREHEA I T7IZEEELEEAL, Z0FT
varEFEATLE, BRNREHEA T EEAEETICREET A NL TR ARTEET,

« [System Default] : 5 7 # /L b DL AT LERDEHEA 2T,

V—ADEBER AL <A AT DHITECONTIR, WEBEOD A~ A X B8R LTL
7ZEW,

P CHEIE SRR TSR A LI235A, £y RiRA ¥ MMERCA v 4 —T = A AT
PRNAONSTZHEAICT 7— IR ERENET, 77— ME, LRI TFEHTY By FTE
F9, MMUTAVLENL2NWT T— "2 FEITUEYy bTAHZELTEET, 203 VY B
AA~—ZRELT, 79— b2HBMIC By FT5ZE b TEES, —EWMIET 7T 4
TN lpolzt%, ZOT 77— NIz RiRA v FTHRBEREEA,

V—=ADT T— b ety hTBEFECZONTUL, (77— b0 Uty Otk 22MR LT
<TEEVY,

HEEDHAATAR

ATv T

ATvT2
ATvT3

ATy T4
ATy TH
ATvT6

T RRA L MZOWTHEL TWOEBELZRET D LIZLD, = FRA & FOEHA
AT HHAL A X TELL TRV E LT, V—AITH L TRE LICRBEIZESNT, =
¥ RRA P OBRKRERA AT PHEFEINET, ZhCEY, HEREIZHONT, v &
T LEROEEA 2 TICERR L 2—F—NZOEHELRETE £,

FREE R EAT-TLS BEX UK AF ¥ IERERLT L RIRA v FOFE, EBELZLFTL T, 5
BRI U E £ 09, (EHEEIL. MAB RO ASICOLEE SNET,

GE) ISR L > THELNDIEVWEEA 2T IE, £OIEFROFEEZ28H L CHIK
TLERHA, BIEFROEBENMRK LTS EG, = FRA 2 T, 20H LvEY v a v
WZAF S NTWIRY | BIEDEHA 27 2R LT £9°,

EEBIIHIA=a—TAarz227) v 7 L T&kzZERL £7 : [Policy] > [Al Endpoint Analytics] >
[Overview] > [Manage Sources] DJIEIZEIR L 97,

[Trust Analytics] ¥ « &~ RU DB E £77,

[Customize Impact Level] 27 U v 7 L £ 7,

[LetsDolt] 2 V v 7 LET,

[Customize Trust Score Sources] V—7 70— BtGSNES, V—27 78— 1 RUD NHBIZH 5 [Exit]
A TarE IV ITHE, WOTHLY—7 7u—%K T T&xET,
WEELEETDLY—ADBICHLT =y IRy 7 A F AT LET,

[More Actions] K1 > 7% 71 A2 h/»5 [New Impact Level] 23R L &£ 7,

[Next| 227 U w27 LET,

[l CiscoAl T KA > bR
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75— touty rois ]

WRDOT 4 RUTIE, fHx Dz RKRA LV MIRTHEEA AT ONAL A AOEBELZ RS, LEiOfE
FEA T EHLWEHEA 27 OHRENRE SN ET, 2O T 7I2iE, Y —ADOEE L~ )LOEL
WCRDHEBLEZ TN E I IR RL, Xy PU—7HNOTRITOZ Y RARA v MREENTHET,
N ® [Endpoints (After)] 7 — 7 /T, HEEHBEOETORRE L L THEBLZ T4 RARA » FOFr
LVMEHEA a7 nErINET,

AT TT Next|] 227V w7 LET,

KV —ADFH LW EEZ RITMENFRRINET, MRICHE TERWEAIE, [Bdit] %27 U v 27 LT
J—77u—\lRY), FHAaT7ORBEEREL T,

ATY T8 [Next] 227V w7 LET,

T RRA L FPOEHEAITHNEHF I, CiscolSEICHEE SN ET, 2z kv, CiscolSE
PEHA T R—2AOFIER Y > —Z2HH L TODEE, YT DT FRA » OFBAIAR
DEUDLHREMENRH D £,

RDZRY
[Policy] > [AI Endpoint Analytics] > [Trust Score] T, T KARA > b DH LVMEHEA 2 7 & i
LET,

T7—bDVEY FOERK

ATy T

ATy T2
ATvT3

ATy T4

ATy T5

—EHIRFET 77 4 TNl o 2T 7 — e TR E IR T By N CTEET, T4
FCIE, PR FSNTWETRTCOY—AD Yy T 7 v a VETFERICERESNTNE
T, ZITHHER TV /e — LR Y —2 7a—%2FEHLT, 77— ek y b5
X OITHERTE £,

IO A=a—TA4ar% 7V v 7 L TRAEZZEIR L E7 : [Policy] >[Al Endpoint Analytics] >[Manage
Sources] DJEIZEER L £ T,

[Trust Analytics] ¥« ~ RUDBHE £77,

[Alert Configuration] #7 U v 7 L7,

[Choose Reset Alert Type] 7 f > K7 C, [LetsDolt] #27 U v 7 LE7,

U= 78— 4 RUDTFEICHD [Exit) A7 v arvazr Uy r73hE, WOTHLY—7 70 —%8&T
TEET,

[Reset Alert Type] K& v 7% 7 U A hHv6, [Manual] & 72 1% [Customize reset timer after alert inactivity] %
WINLFE T,

[Customize reset timer after alert inactivity] Z &N L72561%, 7774 7 &7 97— b2Vt y b7
HETOHE (0~365H) E7ziTRfl (0~ 24 8f) 2 AN LET,

ANCRY > —ZHIBRT 200, T 0 E2RINTEET, HEOEEA T Y —ANLOEHEENR= R
KA v MZHHYE. [Remove ANC Policy] = v 7R v 7 ABRA AT > TWTH, ANC AR Y 2 —3Hl
PrELERE A,
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| P TP

ATYT6 [Next] 227 Vv 7 LET,
ATy T FlE4 TRRLEFCEEZEATLITRXCOY—ADBICH LT = v /Ry 7 At it LET,
AT9T8 [Applyl &7 U 7 LET,

TV RERAY

[TrustAnalytics] 7 4 &~ KU b0 —H AV TT 77— b2ty NTHXIITHEETHZ LB T
T, 77—tV ty hEERTDHY—RAZRRLEST, HFUOATA FL T 0 Ry
T, WMUIRREEZEIRL, [Save]ZZ7 V v 7 LET, 77— DUy MEEAT T 3 03,
TRCOY—ATHEHATELDIF THRNZ LIZERELTLEZEIN, 77— MUty &R
% & A UAE#N Cisco ISE (TR S E T,

TI—MEI EHODIZ0 T LTy EINET, £, Ty, 77— RO
Uty MK TRIE S HUHIRARGE LT2SE, TORFIZOVWTEEAaTR By b&h
FT., 77— rDU Yy FORT=F AL, BEhAn ZICFERINET,

k/S—S Ry o —

EHXINTEEIChlZsCHET VT 4 TR0l KR, v oy NT—7 M BHIRT A1
X, TV RRA UV FR=V RV —%EFRLLET, TV RFRKRA LV F2HIBRTLOINERD D F
TOIT 7T 4 7THMEERTEET, £, 7u 774V I RBIZESHTEED= K
RAL DBy MERATAEIICAA—VR) —% W AF~A RTH L TEET, N—
ARV U—I3 AR 2R (=R ICETSN, BRSNS VEE AT
RARA M3y U= 0 BHIBRENET,

Cisco Al T2 RaRA > MAHHTA VA — b SN BEF AT RRA  hB LU= PR
A RE, ZURRA R N=U R —DEB LTI ER A

CatalystCenter D/N v 7 7 v F/ETLHE, BL O RARA U M=V T 7T 4 ©F 1 Z R
CFATT D2 LI TEER A, Ny 2T v THETRIEDN TR 2 FHIET R OS A, =7

IT A4 ET 3B EINERAL, U RRA N T I T4 ET 4 DEITHICANY I T v 8
TCHEMENBMBEND L, = RRA » =03 TIHE LS, =7 75 4 B 413k
FETOEEICRDET, EVOT Y RRA 2 ME, RON—UREHOFRT2E (—/S—IF
M) IZFEfTSNDE TUHINERE A,

T RRA b A= R =2 FoR, . EITENTHI2E Ama—T A arxs
U w2 L CEIR [Policy] > [Al Endpoint Analytics] > [Configurations] > [Endpoint Purge Policy]
DIFER L ET, 774/ FTiE RORY =% TE LT,

» Default
« Random M AC Default

INHEDOT 7 HN RRY —IRETEERA, BNEITENT S Z LT RAIEETT,
[Purge Now] 47> a v &2+ 5 &L FRI2HEEE TROOTIERL, T CIAR—=VRY v—
HFEATTEET, [PurgeNow]| A7V a v EMHTHITIE, RO 2 OOHERDHY £7°,
c T IZFEATTHAMENDH/3—UR Y —%EIR L, [More Actions] Ka2 v 7 X7 &
k2> & [Purge Now] Z 3R L £79°,

[l CiscoAl T KA > bR
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ri—owys—oti ||

T ICETTDHERD D=V R Y —D [Actions] D FIZHBHTA a2 %) v
L. [Purge Now] &R L E7,

IN—DURY O—DIERL

ATV TN EEMICHEZA=a—T a7 ) vy 7 LTREZER L ET : [Policy] > [Al Endpoint Analytics] >
[Configurations] > [Endpoint Purge Policy] DIEIZER L £,

AT 72 [Add Endpoint Purge Policy] #7 U v 7 L £,

AT 73 [Add Endpoint Purge Policy] A 7 &2 77K v 7 AT, [LetsDolt] 7V v/ LTV —27 7 u—|JEH#EBE L
£

AT 74 [Define Policy Details] 7 -t & KU T, IROFNEEFATLE T,

1. RY T —D4Hi% [Rule Name] 7 4 —/L RIZA T L£7,
2. [Select Status] K2 v 7' & 7> J & K C [Enabled] F 7213 [Disabled] Z34R L F9°,

3. TV RBRAVIBNRI=VINDETOIT VT 4 7R % EFE L ET, [Elapsed Greater than or Equal to]
74—V RIZE (HHAD) 2 A LTS, HRREOHIHIE S — 180 A T,

ATwF5 (A7 =) [Define Additional Policy Conditions] 7 4 & K7 T, ZDO/X—U R Y —DEBELZITHT
RRA Y N T A VAT 57200707 74 ) U ZREEZRIRLET, BRTIBEORICH LT =
IRy I ReF AT LT, ZORMEICEHALTEREIND Fry Xy U 2 N TREREZERL T2
éb\o

RATw 6 [Summary] 7 4 > U2, R—=URU —ORENFREINET, FRINDHEHEMIEHRZ M L. [Done]
7V w7 LTRY U—2ER L £,

RDARY

IVRRAOIR=CTFOTAETADEEDY

TV RKRA LV RN=U RV —FFHIL T, XR=UT 7T 4 ET A BNFETEINRIT, &
o VBRI A2 N TEET, FEMICoOWVTIX,  [Cisco DNA Center Administrator Guide,]
® [View Audit Logs] #ZH L T 72X\,

IVRRAV MY TRy MEEDETE

BN TIE, 778AVAYIZHDLIT A ALT 7ALA YLD EIZHDHT A ZAD 1P
TRy NREREVET, VRAIDOTTA T A ADYE, 2V RRA v N TadrA4 )07
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TDH%, ZDOT 4 VA I T T Ry MIET 5 EIL. Cisco SD-AVC H— 33— L3
INFET, ZTOFREIL. CiscoSD-AVC P— 3—% 4 L T CiscoTTA T34 A H I FE T,

ATV TN EEMICHEHZA=a—T a7 ) vy 7 LTREZER L ET : [Policy] > [Al Endpoint Analytics] >
[Configurations] > [Endpoint Subnet Inspection] DJEIZ R L £ 9,

AT w72 [IP Subnet] 7  —/L RIZKEREEZ AN LET,

ARTYFT3I [HEZVyZ LTIPH TRy hE2BNMLET, 20OV 4 RUTE, #HOV 7 Xy bEREV T X
NI AZ BT E T,

Endpoint Inventory

[Endpoint Inventory] % 7'1Zi%, XE S N7 —4 Y — A %4 LT Cisco Al =2 RARA » hoyhr
IHER SN TV DT FRA » FPOFFNFRINET, 2O a—2iF, #Esh s
RTCOZY RRA L OTrT 74V U THERPERINET,

RRTHZ RRA L T a7 74 ) TIFRERIRT 5121%, 7—7v0h EMICH 55
EEWEL ST A arx27 )y LET, ROTu 774 ) U 7ERE Yy FOWT LT ER
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WAFREINET, ZHE, T 74NV FTRREINDIIOE Y T, 2Oty MIMmE
TEEHA,

s [Detailed] : ZNEEIRT D&, T2 RARA V FEZEAETE L7027 74 U 2 ZIERN
FREINET, ZOEY MNIRETXERA,

e [Custom] : Z FUITHmE FIBE/RME— D+ »~ hCT9, [Endpoint Inventory] ¥/ « > KW IZFR"d
707y AV TEREA L EIITATIILET,

W72 [View Known Profiles] "% > % 7 U »» 27 LT, [All Endpoints] £ = —IZRRINDHT
RRA L ROV A NET VAT L L TEET, TVRKRSA U244 T, nN—Foz
FHRET, N"—FITT7ETI, BEIROSAA T Ty RFEA L FDV A NET 4 V2L
TEET,

FRENDZ RRA VB AR M) T—TNEREEIIH AT~ T D2, T—
TNDEMOEMICHLWET A 2 E2 7 ) v LET, RRINDH3A ITiE, [Table

Appearance], [Edit Table Columns], 35 & O [Edit Custom Views] A == —RN&FENTEY, T—
TN 2—RT7 — T IERTHEREBINLIZD, WAX LA 2—2ERLEZY TEET,
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T RARA L ERERLIZD  BERFEHOT L RARA 2 MR, Bk, BEXO07m7 74
/7Lt@1%i# H— iti@@@i/kf4/b%@ﬁﬁé I, MAC 7 KL 2D
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[Actions] Kz > &7 U X F7§>%5F%EZ"E@77“/3 ‘/%‘574/1/5 Vo7 LTETTAHIENT

xFET,
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PA LV MEHIBRTEET, “U FRRA YV FMERIRT DL, 77— AVAOTRTOITERINTE
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957>, [More Actions] K2 v 7 X7 U 2 )b [Delete] 47 Y a 23R LET,

T RRA L OT T 74 T OERRFEME R T DI, z/kf4/b®mmc
Address]|# 7 Vv 7 LET, BRENDATA KA XA T lRy 7 AiE, 2—H—0F¢
M, =2 RRA 2 FOFEM, BLXOZ Y RRA V FOBEOFEMAEGENET,

[Details] % 7IZIRD 7 4 —/v KPR R S 4L, Cisco ISE B35 L-GEMA R SIVET,

« [Authentication Status] : =D 7 ¢ —/L F{ZiX, =2 KA > ;23 Cisco ISE TRk S i-%
A% [Started]. # 9 TZW5A T [Disconnected] & FR S ET,

» [Authorization Profile] : Cisco ISE @Y KR A > MIFRE SN TWBFEIERY o —NZ =
ICRRSNET,

* [Security Group Tag] : Cisco ISE T RARA » MIHESINT X2V T 4 I N—TF 5T
D IR REINET,
INHDORBRBMEOFEC OV TIX, 95 CiscoISE U Y —A® Cisco ISE EFLH A N [F5E
AL TLTEEN,

TV RARA Y NOFEMERT AT A KA XA T a7y 7 AT [Trust Score] # 7 H3d 1 F
To ZOXTINE, =2 RRA LV FOEEHA AT 23T S E S ERBEROFEMP LR I E
T, TURFA L MOEFEAT 273—) 2B L TIEEN,

[Details] % ~7'(Z [Previous MAC Addresses] = U 73% D . MAC 7 > % MEMSBER AN/ > T
WHTZ Y RRA L P THEAESNTZ MACT RLARFRENET, 70408 LOLEH MAC
T RUVAZRFOTY RARA U hOEEHAZT (34 3—2) 22 LTIEEN,
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ATvT2

ATvT3

ATv74
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ATvT6

ATy T1

NEBL NI RIRA V hOHRNRET AR — MRIAEINET, §X3TOZ RRA >~
NOFEMAZ =7 AR — MTBHITIE, 7oA BEH STV WS & AR LT, [Export] &
27Uy LET,

[Export] #27 U w7325 &, [Reports] 7 1 > K7 TH LW F 7 WP & 9, [Generated Reports]
V4 r RO, sz AR =D Y XA IRFREN, VA MO—F LIZRFOEZ
AR— MERPF/RENFE T, [Endpoint Inventory] ¥V 1 > RUMNLAEK IR — FD
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KAV IFDIVARDCSV 77 A NEV AT HNIFA D a— RLET,

WODOTFNET, [Reports] 7 1 > K725 CiscoAl =2 RiRA > "ohiT — X &/ AR— T 5
ZLHTEET,

N

GE) U RARALMDAIZY RRA N7 — % OFRMIOT 7 A7 — KX [Endpoint Inventory]
VA RUMMBETTHMENDHY £, £D%, [Reports] 7 o & RUMDLEE Al =2 F7R
AV Mo VAR — MEERTEET,
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D

[Setup Report Scope] ¥ # o~ KT, RO FNEEFATL E T,
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ATY 78 [Summary] V 4> FUT, TRTCORELHRLET, AHET LI, [Bdi) 227V v 7 LET,
ATYT ARENIZLER—= DU A NEERTDHITIE, ZOT 4> RUD[ViewReports] U > 7 %27 U v 7 LET,
LIR— FDVEREI, ZDOU 4 RUICRRIND E TS0 £,

IVRERA DT 4L A NE

COFREEERLC, TvnrrA VT T5—4%, TI734<0 TurdrA )7 T BB
D7 T A, BEOEFHERAT =X AEASNCTZ U RRA U N2 T 4 VXL E 4,
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LET,

* Profile Status Condition
» Mac Address

» IsRandom Mac

- fEEER

* [IP Address]

» Last Seen

+ 7/RRX 4 (Host Name)
cIVFRRAV 24T
* OSType
cN—FKITT7 ETIL
cN— KR T7HRET

* Registered

ATY T3 [Applyl 227 Vv 7 LET,

Flo, 4ODTTA=Y TuTd A )T TN TERRINDGT AT 7 AV THEHROT RARA LV N
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R
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JEMAHFERIL, CiscoISE 'u—7 T —Z bl RrdxCcorya 74 TEMEDY
X ]\TﬁAO
FTRTCOTe 774 ) o TEtERRTHI0E, WOFIEEZFETLET,

AT 71 [Endpoint Inventory] 7 4 > R T, TV KAFKRA L FDOMACT RLA%&27 Vw7 LET,
AT T2 AUNCFREINDH LOGEIE T, [View Attribute Glossary] #727 U » 7 LE 7,
[Attribute Glossary] ¥ « K72, JBYEZ L ICRDIHFRNRRINET,
cX—JnorAq4 VI
« EREA
cBEM TSN TATFAILITINL
* [Source]
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s T A RANYDAEE
HREE T, 3 To7m 774 ) VRO 2 —RRR-ShET, Tur7r A4 ) U RER T 1
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IV RHRAY FDOEEE
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b) [Bulk] A7 arvARErx2r70 v Liehb, WOFIEEZFETLET,
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S, mETEET,

ATY T4 [Next] 227 Vw7 LT, BT ubA&kiTLET,
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BERFADI Y FRA 2 FORE
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MeEET,

ATV TN FHETHZ RRA LU FOMACT RLADKIZCH DT =y IRy IV A% A T LET,
ATw 72 [Actions] 7V v LET,

AT w73 [EditEndpoint] 27V v 7 LE T,

AT 74 [Endpoint Type], [Hardware Model], [Hardware Manufacturer] (Z5E#l & A L £,
ATY TS5 [Savel &7 Vv 7 LET,

BHEBEADI FRA 2 FDHIER

w‘ﬁ{ﬁﬁ@i/ FRA IR HR Yy FU—7 O—ETIE < 2o 7285E1%, Cisco Al = FARA
ST GHEIBRCE £97,

ATYT1 HIBRT 2 RRA L FPOMACT RLADRICHDTF = v IRy 7 Ak A AT LET,
AT w72 [Actions] 7V v 7 LET,
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WDRA =V PNEREINET,
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ATV T8 [Yes] 27 U7 LT, CiscoAl T2 RARA > "=y RARA » M EFERICHIBRLET,

1 $»~/ﬁa: 1N
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[Trust Score] ¥V « > Ko id, D2 >OREXDE 7 v a o THEKENTWET,
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PE 2 2K (MAC 7 RLZADOFEFHH. NAT B— K, £72013ZF0MOEBE TERWEFA
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F9, BEAaTIX, IERESHBE SN2 RRA v M ERFET A0 &ZNYBET,
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FHAaAT EFOT Y RiRA YV MIEHA SN TWZANC R Y o—B7 U7 EhET,

FDIEFERQT
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V= AEHMILET,

Cisco Al = RARA & Mo 1%, ROERNZESWTIERGEHEA 27 24 L7,
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Al RT—2 4 VT BH
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HVET, TV RFA LV MR L TRZEENTZT—XITHESE, =2 RKRA » FOBERN
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BESA, EEHAT7REV Y TORET,
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 Automated-Logic-Device
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Medium
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Cisco Al T KR4 > 94 .



Cisco Al T FRA > h&#r |
B = rkrororERa7oRREER

Cisco DNA Center #7 > 7' 7' L— KL, MERFHAT OV —AEHHZT 5H &, Cisco Al
T RiRA > T D [Overview] # 7 (A A > A == —>[Policy] > [Al Endpoint Analytics])
|2 [TrustScores] & v ¥ 2 by "IRARRINET, TOX vy aly ML, ROFEHRPEEN
iTO

AREA DT AED G THRTNS T KAFA > h ORI,
SRR A TAME, B BEOBOTY REA Y L OICHET S F—FY 77 7B LT
}\O

BHEA T 7 A DT RRA v NOFEMAZ R RT HITIL, [TrustScores] ¥ v = L R T
TV RRA > %27V v 7 LET, [Endpoint Inventory] % 77 @ [Trust Score] B = —23%, Y]
R7 AN PEA SN TRRENET,

WD 2ODTFETIEEA T 2> RikA V "eFERTEET,

* [Trust Score] % 7 C., [Endpoints] ¥ 7 Z &N LT, A7 NED Y THLRLTNDH TR
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Viewl 27 U v 735 L, RAa7HhRarToxy RRA V FRFRISNET,
BEHAATDOHLT RRA L FTIE ROT 72 a r ZFITTEET,
* ANC K1) & —D5E A

Apply ANC Policy

Choose an ANC Policy to apply to . Doing so will affect the
endpoints accessibility to your network based on the ANC Policy applied

Apply ANC Policy v © Dor't see a policy you like?

[Apply ANC Policy] "% > %27 U v 7 LT, =¥ RiRA > MI#EHAT D ANCH Y > —% i3
WLET, XY MT—T DY RFEA L "OT 7 EAZX, AU =G U TERINE
o ANCAHRY > —(XCiscoISEDNDHA U AR— FEh, BRINDIAYTT v 7T 4 Ry
DRryFHT YA NMIERRINNET,

+«ANC R —DiEH:

[l CiscoAl T KA > bR
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Change ANC Policy

Chooss an ANC Polcy fo spply bo § ondpoinis. Doing o will silect B sndpainia
BCCERsaEry 0 POUT NEMWONL hased on the ANG Polcy apolied

[Change ANC Policy] " ¥ > %27 UV v 27 LC, = RARA  FDOBEFD ANC R Y o — %
DANCARY v—|ZE &2 T, RRSNDHRY T T v 77 4 RUT, [Change ANC
Policy] KRy XU VA M biHTH2H LWAY —Z28IR L 7,

« ANC 7R > —DHI&

Remove ANC Policy

Removing the ANC Policy will restore
the endpoints connectivity back to its
normal state. Do you want to remove?

Cancel Remove

WHIN7ZANCARY v—% T RARA > M BHIBRT %121%, [Remove ANC Policy] 7~ %
YEIZIVy I LET, BARENDHRY T T v 7T 4 RUT, [Removel 7 Vv 7 LE
T, ZAUTKY, = REAA 2 MIEHSNEERY —nHIBRS i, = RARA b
DAy NU—Z [ ZIEFICEHRTE DL L1220 £7°,

cEEXaT7OUEY L
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X

Reset Trust Score

By resetting, you are acknowledging the low trust score of the endpoint.
We recommend leaving a description below of any actions you took to
address the low trust score.

Enter Description p

Optional

4:ANCHRY) o—%FERLI-ITY FRA > FOEERIT7DOY LY b

X
Reset Trust Score

By resetting, you are acknowledging the low trust score of the endpoint.
We recommend leaving a description below of any actions you took to
address the low trust score.

Enter Description
z

Optional

Remove ANC policy when trust score is reset. By unselecting, you
are acknowledging that the ANC policy will remain and you will
have to navigate to Cisco ISE in order to remove the policy.

cancel m

BHEAIT A X NIy RARA > F&EHIBRT 5121E, [Reset Trust Score] N % > %
Vw7 LET, BREINDRYTT T 4 RUT, [Reset] 27 Vw7 LET,
ANC R U U—DHH%ZIZT Y RARA > M LTI O T v a U EBRIRLEGE, 20
T RFRA Y MIMEFHARA 2T A XY NICHERRINEYA, ZO%HE, Z0OLH57%
TV RARA Y FOANCHR Y »—%EFT 51X, CiscoISENHAR Y v —ZHIRd 5 5
N0 ET,

ANCARY v—Z AT RRA v bR a7V y b LGS, BEA=aT 7 —
X2 DOWRE DO HBFEFHRFC, = RARA 2V EBMEEHA T A Ry M ICHERRIND Z
ERH FET,

&7 7 a DR F %, [Endpoint Inventory] ¥ 7 D 2 DOEGPIICERRENET, T/ a v
I, Bz FARA » P EIFEBEO= > FRA 2 FTEITTEET,

CBE—TURKRA Y FDOEERITOER

[l CiscoAl T RRA > bR
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BRAT7AHTa

® Al Endpoint Analytics works for endpoints coming to Cisco DNA Center from ISE running one of (2.4.0.
Telemetry Appliance running I0S-XE 17.3.1 or later.

; d to show X
Overview Endpoint Inventory Profiling Rules Hierarchy -
Focus: Trust Score v Deta
Trust Score 4
Filter Actions
m] MAC Address Trust Score Date Trust Score Reported Date ANC Polis Al Spoofing Detection . . 108, 262016363, PM
»
.4 Aug 05, 2020 03:07 PM L pected Endpoint Type IP Phone Was thi urate T
kely Endpoi Printer
O  woosescsocma . Aug 05, 2020 03:07 PM
D al " Used hp-pdl-datastr
hulu
[ o— . Aug 05, 2 ot
hootsuite

o] DOXXENODDIEION . Aug 05, 2020 03:07 PM

[ . Aug 05, 2020 03:07 PM

(m] DOMO0OBOMNIE .4 Aug 05, 2020 03:07 PM

(] OOOEOREADIK L3l Aug 05, 2020 03:07 PM

m] WOEO000OOHRINK . Aug 05, 2020 03:07 PM

O WOEOOOTOMIDK (X Aug 05, 2020 03:07 PM

[m] DOMOOOCTOMIDAX . Aug 05, 2020 03:07 PM

m YV Y VY - Ae AnaA AaAT Ree

Reset Trust Score
Show
PN sgo = s

: Jo—%E =T A2 EBRIT7AH T a:

6:ANCK') ALEIVRRA Y FOIEERD vav
Al Endpoint Analytics works for endpoints coming to Cisco DNA Center from ISE running one of (2.4.0|  RXKXSODBOITXBRXEXX X
Telemetry Appliance running I0S-XE 17.3.1 or later.
s e Hostname - TrustScore e 4 ANC Policy  DCS_SHUTDOWN
(i) Four (4) unassigned profiles. Expand to show. %

Overview  Endpoint Inventory

Focus: Trust Score v

Filter Actions

Trust Score

Profiling Rules  Hierarchy

Date Trust Score Reported

Date ANC Poli

O MACAddress

0 ot
O Xo00escermee o1
0O x0000000808000¢ s
O 0000008600806 o
O x0000080000000 o7
0O X00000e6800006 e
O x000000800000@X o7
O X0000escsroe o7
O Xeoes00KXX o
O x00nesaocsex o7
M v 2

E

'Aug 05, 2020 03:00 PM

Aug 05, 2020 03:00 PM

Aug 05, 2020 03:00 PM

Aug 05, 2020 03:00 PM

Aug 05, 2020 03:00 PM

Aug 05, 2020 03:00 PM

Aug 05, 2020 03:00 PM

Aug 05, 2020 03:00 PM

Aug 05, 2020 03:00 PM

Aug 05, 2020 03:00 PM

T

Aug 05, 2020

Aug 05, 2020

Aug 05, 2020

Aug 05, 2020

Aug 05, 2020

Aug 05, 2020

Aug 05, 2020

Aug 05, 2020

Aug 05, 2020

Shoy

AT DHLTZ L RIRA L FOY R IND,

Details

Trust Score 4

Time ANC Policy Applied

Expected Endpoint
Likely Endpoint Type

Application Used

+ Al Spoofing Detection: Medi

Aug 05, 2020 02:21 PM

um

Last Scored: Aug 05, 2020 03:00 PM

IP Phone

Printer

hulu
hotels-com
hootsuite
hamachi

Reset Trust Score

emove ANC Policy

Change ANC Policy

BT D

TV RKRAL FDOMACT KL

A%V w7 LET, FRENDITZU RRAL U FD
Uy 7 LET,

FEAf~XA T, [Trust Score] ¥ 7 % 7

Z 22k, [Expected Endpoint Type] DIEA FR S 4LE ¥, [Applications Used] 7 4 —/L R
Wi, = RRA Y N CHERESNDG T 7 r—va vn—ERRrINET,
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B = rkeo 27— v08m

ZDORA NZE, ANCRY =D F AN EHIBRO U —27 7u—%Bit L., EEAaT
VY bTB7DORZ U B"HDFET, BIIODX AT ORI %27 ) w7 LET,

F 721%. [Endpoint Inventory] V 4 > R Tl x D> RiRA >V DT = IRy 7 At
ZL. [Actions]ZZ7 Vw7 LT, Ray7Z XU RANNLHERLT TV a 2RI L
i‘j‘o

HEHMDIURKRA Y FDEBRATDEE

Y Filter Actions \/

| ist Score

( Change ANC Policy 4

Remove ANC Policy
1

e4

[Endpoint Inventory] ¥ 7 C, FFEDT 7 v a v EFEITTHIMLERHHTXTOT L RKRA
VDT 2y IRy I RAEANZLET, [Actions]|ZZ Vv 7 L, Kaey XXy U X E
MOMERT 7y a UV ERRLET,

IVKRRA N RT—2 4 05 D4IH

A MAC 7 RL 2 & 1E, WU MAC 7 RLAZES2 oD RARA » M3k y U —
JWITITEALTCR I 74w 7 BERLTWD I ERRHEEINDZ EE2ERLET, KIZ
BEOT U RIRA VAT —=T 4 o T ENTZ RRA U FERBIL, A —T7 47 &N
T RRA L ML TREREET 72 a v 2F74T 5 Z ERRAIRICRY £9,

ayvbho—L U RRA Vb AT =T 4 U THEREIL. =2 RARA b MAC 7 R L ALSH
DOFy NI =7 iERERMET S22 L2k, R v—ar he— Lzt LEST, Rxv

hT — 7 [HEHRITIE, ﬁ‘%l\fﬁ%& Xy FT—=TFNRAZADIPT RLA, Ry NI —7F A4
AR— b, BINTKRENTZZA DAL T FERIEKRBENTZALAZ T BT
RARA L I3y N —7 CHEHAMETH MR EENE T, RO LIITMACT R
ATy M) ZRKBIFT 50, MACT RLREREENT-Ry N —Z 1RO G E2HH LT
T2 h) ERPITENEBERTE LT, MAC T RL R LR (fy hT—2715H) TXBIJ
HZLEEBRLESEE, AT =T 407 ENTxy RiRA > BT 5720 08N HE#EY
AT ET, ABBRIREZHEHT 50, A7 =74 v SN RRA LV FThHD E~RDbh
LDZbDEBRLT, Z2OT RRA V MIHEUIREET 7 a v 2#HTH5 2N TEET,
fEAPREZRMEIE T 7 3 3 > 1d, Cisco ISE TR E S-S % v U — 7 #ilil (ANC) RV
=T,

ZHUIAR Y — AT D52 1L TH S 728, [Operations] > [AdaptiveNetwork Control] >
[Endpoint Assignment] IZZ DR Y > —D Y A MIFRSNEHA,

FIEMACT RL A2 72 < . NATE— FRRHOLD T KR A > FOHA, ANCRY —
X T RARA U FOEFEATOFRREER 37—) | THHEINTWA X IZEH
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ATy I

ATvT2
ATv73
ATvT4
ATvTH

ATvT6
ATy 717

T ER vk 2T—T 1 vromE

SNET, TOLS BT FT VA TIE, = RAEA » M Cisco ISE @ [Endpoint Assignment] O
TIZY R FENET,

FRFMACT RL R L NATE— ROW G OB H DT RARA » FOEGE, FEfleRY o—
TN S ET, L2 > T, [Apply ANC Policy] #7 U w2735 &, =2 bV & XRT
520D T a i’ LH L [Apply ANC Policy] 7« & RUMFERINET,

Flo, WOTHLTZ U RARA U PO ANCARY V—%2EHSTLHZ L A2EIRTEET, ANCHY

U OEERIZ, ANCRY v—ZlHTELHBMOT MY ZRINT 54T a v i3b Y &
R

N

GE) BT 7 ar & LT [Shudown]) #BIR L, 727 > a v 2 EET 256, = RRA 2 MIT
7y a yOEFRICHBNICHEZB S E A, T2 RRA U FBRERSNTND AL v FD

A B =T 2 A ZAZFEINTHNCTILERHY £7°,

ANC RY > —IZWOTHHIBRTE £,

1R BHHEIIZ

AT I v @G E, Xy NT—7 T NRA ZATRETHLENH Y F3, Catalyst Center 7> 5
AAA B EEZFHL TRy NIV FARA 25T a = VT A2 2B LET,

Catalyst Center @ GUI 7>5 ., [Policy] > [Al Endpoint Analytics] > [Endpoint Inventory] > [View endpointsin
trust scoreview] DOJEIZER L £,

Wi T2 FRA L N7 w7 LT, ANCRY v—ZHHLET,

[Trust Score] > [Concurrent MAC Address] % 3%&R L £ 9,

[Apply ANC Policy] #7 U » 7 L £,

[Apply ANC Policy] ¥ .+ ~* K T, [Based on MAC address] % 7= i< [Based on MAC address and connectivity] %
B F T,

[Apply ANC Policy] Km v 7X U X MWLl EBRT 7> a a2 RIRLET,

[Apply ANC Policy] #7 U v 7 L ¥,

CDHATEET LI, £DOxT 2 KiRA » h® [Trust Score] B = —IZRE5 &, ANCAHRU —4 & R
VeMEHENTERY NTU—ZFARAL ZADIP T RL AL ANCHEY —NH SN -4 R Tx £
R

FRE & ERR T D ITIX, CiscoISE @ GUI T, [Operation] >[RADIUS] >[Livelogs] DJEIZER L £ 97, [Identity]
Fawx RARA L FOMACT RLATTZ A NVHZ Y T TEET,

ZDxT RERA Y RO Cisco ISE 0 BLIE ST CoA T 7 v a Oy N —EIRRSnET, iM%
R oL, =2 RARA » MIEHH L7 ANC AR Y 2 —7% [CoA Reason] IZFR /RS VE T,

ny
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~ >
)2 )L—IL
Cisco Al RIRA v "7 a7 7 A4 ) o T — 2GR+ 5 &, Haoghiaflirsdb
BTV RRA Vb adN—hTaEEd, TRHDEMIZEY, 20 RRA L FF A7, OS
AAS N—FRz=zT7ET), BIUON— KRy =7HfE T RRA b TcE F9,
Tu7 A VT N—NEHEATEE, Z< D KAV P EMRICEBE T ET,

Cisco Al =¥ RABA > Ma#rix, DPL, AT 477 bz, EREROT T FaviExg
LCHy NI TNRA AT T 74 ) T —2%%E %7, CiscolSE 6D 7 1
Tr7A VT —=4%, pxGrid =N L CEBESNET, 2honra7rA ) @itz s N
AAT 47 vaFr) AL 7 7 A W — L EERTE £,

a7y AU T N—E, Cisco Al =2 RARA > K3HTd [Profiling Rules] % 7 THER TX £
T, ZOXTDOFICFERENDT—T7 /LT, [RuleName] = R &7 U v o745 L EDY
Toniz7mn 7y ANV EERHESNIBERERRSNET,

Cisco Al = RARA M3 Coy RS haT7 a7y A4 ) o 73572l shs e
T AV TN—UIRD EBY T,

o« VAT LJ)L—)b
o« A aDHA

* Cisco Al /L— /b

IL—ILDIZSFENERL{TF 1+

CiscoAl = RARA v "kt Ta 7w A4 Y v ZA—Wi3EEIEN ALY £3, Tur7 A
U T I— IV DETIX. ZON—)LOESIBLIZHE > T, BEOEWZ Y RRA v 27
TrA VT LET,

Cisco Al =¥ RARA ¥ " ClI2—F— AR T T4~V THDHID, 7rnrrA )T
J— )V OESENERLI TR D X 512720 £,
« WEREDMER L1207 1 7 7 A4 )L (7= & 21X, [Register Endpoints] 47> a2 » ZfEH L
TEMLETe 7y A0)
o EPEDER LT A X BL—)L,
« 7 74 N TCHEMAFRER VA gt v AT Ar—)L,
BB IED A~ — RS N—F U — 7 T a— | Lo THBEEKR SN L—L,
N VR TE ST SRIENL & 2279 51213, [ProfilingRules] 7 ¢ > K 7 “C [Rule priorityitization]
7V v LET,

BEREAHDTY RIRA  ME, SFESERT 07740 7TV OEEO CiscoAl =2 KK
AV M= EoTTa 77 A ) 7 TEET, IROFKIZ, 225D RAKRA > MKt
THTa Ty A Y TA— VDR ERLET,

[l CiscoAl T KA > bR
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) N O O IVFRRAIU b2

VAT AN Lo TTRT 7 A VU TS [ VAT =ML o TT R T 74 VTS
NeN—= Ry =T ET NiA— Ry =7 E7 )

Cisco AIL—/UZ XS TT T 7 A YU T E | BAZ D= E-TT BT 7 A Y T E
ni-0S %4~ NnNie— Ry 7ET )V

HAL D= K-> TTrT 74U 7S |Cisco Al V=ML TTFrnr7rA) 7S
Afen— R0 =7 RiG Nien— Ry =T EF N

TV RRA 2 R 2OV EFIERL TlE, A AL D= AP O—L L0 bR S E T,
T RRA L F2ON= R =T ETNT T, HAZDNL— VL oTTuT 7 A ) 7
ShET,

T REAL L R IOEE, V=L D EICRBR LT O T 7 AL TAULINERE SN, FRITS LT
BTN Ta T A ) T ENET,

JO77A4 YT IL—ILD T 4 LA IR

AT 71 [Profiling Rules] 7 « > R C, [Filter] #7 V v 7 LET,

AT w72 [Rule Name] 7 1 —/V RiZ, &4Riz A LET,

AT T3 METHRay X TR RNLTY RRA Y MNEEOEEERIRL T, —HOTY KRS a7 4L
FALVE LT,

ATy T4 [Applyl 227 VU v LET,

BEFisn=07741) 5 IL—ILOXRT

AT 71 [Endpoint Inventory] 7 4 > R IZBEN L £,

RTY T2 =V RFRA LV FDOMACT RLADRRIZH DT = IRy 7 A% 7 ) v 7 LT, TV KRR hOTa7 5y
AV T OFMER I LET,

ATV T3 a7 A NT IR HLERT A 227 )7 L, =N % 7V 7 LT, Elo4Toniz”
a7y AVEREOTEMER R LET,

VATLIL—)L

Cisco Al =2 R A > "o#TiZid, = FARA L b7 a7 740 T30 AT A
=)L E RIS FRIERF DO — L NHABEINTWET, CiscoAl =2 RiRA v Mol
BATDHE, FEONL—NVERETDHIERL, TV RSV OB uT A af@lta ZETX
ij‘o

CiscoAl T KR > ko [}
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B - rkrorToorqy DV ROBEL R T LL—LES

HLLAVR—T 473N KBRS ME, T74NV B TUVAT L=V EFERL T
o7y VT ENET,

X MU —27 734 A%, Cisco DNA Center @ [Provision] > [Network Devices] > [I nventory]
U4 FUTEHILET,

INBEDORY NT—=7 T RA AE, VAT L= IEoTTa 77 AU 7 &, Cisco Al
T RARA > N3Hr® [Endpoint Inventory] ¥ ¢ > R VIZIZR R SNERF A, 727200, DAF A
N—=NTTaT7 7AYo T INTey RRA Y M, HAZ LDV —APRHy T —T T3, A
Z [Device Type] & L TR SN D TcOR R TE X7,

IVRRA N TOT77A4) O TBEOBH AT LIL—ILEH

ATvT1

ATy T2

ATvT3

CiscoAl=Y RARA »V "W T RARA v b T a7 7 A4 ) U IEHEINE VAT AL—)L
E, 7T A ) T OREEZSDLTOIZEMICERSNET, Y RAanbDT Ly RRA
YR TRT AV VAT AN NADOE e ET LI ICHBEH AT Y2 — N LE
97, Catalyst Center 235X & S AU/ BT 25245 L. ZHENAD Cisco Al = R A >~y
Hrici#H &4vE 7, [Profiling Rules] 7 -+ > K7 ([Policy] > [Al Endpoint Analytics] > [Profiling
Rules)) C, =Y RAKRA L T a7 7 A VOELTOFEMAERR L, VAT LL—/LOFEHi & 7K
REITHESELET,

RENZY AT D= AOEFIZL > Ty KB 2 hOA—RY =27 EFLOEHLEE S
A 7=3%54 . [Endpoint Inventory] % 7 Cx > RARA > hOFEM%ZZFRKRT 5 & [Hardware Model]
74—V RIZV AT A — L OFEFOLEINRH Y T,

1R BEIIZ
NBAR 7 57 REHEL. AL Ed, [CBARZ 77 ROFHE] BB LT EE N,

NBAR 7 7 7 RD AT —H A& B3 5121, [Policy] > [Al Endpoint Analytics] > [Overview]
DIEIZER L, [Configuration] 27 UV v 7 LET,

AA A= a—D, [System] > [Settings] > [Cisco Accounts] > [Profile Rule Settings] DNEIZERIN L F 77,

[Schedule Automatic Updates] =V 77 ® [Enabled] s 7 VAR X L, T 74/ N TT VT 4 TITHESIN T
£

W AT a— VT HRAORE 27 ) v 7 LET, EEOHEZ®RIRTE 9, KT, [Time Slot] 7
FARNT 4 — )V REMFEH LT, EHORM 28I L E9, CatalystCenter (2 L > THEZ(E I D ETIZ
30000 ET, 2FADOH A LAy MEBUIRE TE T, A7 Va— A ENZEHBRTETT 5L TPH
ENHRHNERTRSINET,

Catalyst Center 23 3 A7 LV— )LD EH #5579 % &, [Profiling Rules] 7 -+ > K7 ([Policy] > [Al Endpoint
Analytics] >[ProfilingRules]) ([ZEMAERRINET, XA TR VAR y 7 AT[Expand) 227 Vv 7T 5L,
WOBIPERSINET,

BHN—Yay (R#S—Ya yOLARD ICERSH, RIovAa7uTy L) o7 =l >T—
Hoxy RS bOT a7 7 A VPERSPTOET, FHE2MRLET,

[Review Update] 2 U v 7 L £,

[l CiscoAl T KA > bR
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AT 74 [Endpoint Profile Update Review] # 1 7 2 V7R v 7 ANKRINET, ZOXA T s Ry 7 AZi%, BIE
B SN TWDLERD I, 55 LR FTOFEH 2 EOFRPFRINET, £/, 7V vy 27 LT B
LT RRA L T T 7 A NVORF R TELROE7 v a b EEALTVET,
1. [Major Updates] : Linux =2 F7RA o k& L CTHAERER STV D Windows T2 FaRA > MR & 7o
TrAMIREBREERD ooy RRA VbR ERRENET,

2. [Minor Updates] : Windows OS DHH /N — g L 7pl a7 7 A M~ A F—REFERNH-TmT N
WA MR —BEERINET,

3. [NewlyProfiled] : BARTIZ 7' 1 7 7 A VFEER S 4, BIET B 7 7 A VIEFBRAF D HToHATHNDH = RR
Ay MR BERRINET,

ATYTS T RRA L N T a7 7 A NVOEREMRR LIth, 707 7 A VOEH 25T AN DI, [Endpoint Profile
Update Review] % A 7 1 7 7R »» 77 A C [Mark As Approved Version]| %27 1V v 7 LE9, =2 RikRA v F7'm
77 A NVOEFIZEE LR WEAIL, [Rollback] 227 U v 7 LET,

B—L Ny 7 BRI D56, MIST 4T vark s )y LT, mEOFITA—Ya il — Ny
7T D0, REIKREINTINAN—V g e — ANy VT 0BT L20E R H Y £,

F 72, [AI Endpoint Analytics] > [Overview] > [Configuration] 7 4 > KU b, ABB IO —n Ny 777
arEFETTHIEHLTEET,

ATYT6 x] 227V LT, A4T7ulRy 7 A%ALET,

2 aNEA|

VAT A=V DIFNT, = RRA v MNaghidiidbE T, “V RRA v a7 a7 7 A
Vo TR0 AR L= VEERT AL TEXET, I AZ LL—/LE, Cisco Al =
VRBA IS OO RRA N Fa Ty A ) L— L I BRI NE T,

TAJrA YT IL—ILDRBLEEH

[EndpointInventory] 7 4 > R TCAHAZ LT T 7 AV T NN— NV EERTEET, DAFX A
T 77 AN N—VEERT DI, = RARA U N DM S EICHE SV TR R 2
T 2UERS ET, ZNOLOBEMET, Ry NV =277 m—77 =2 nbIUES L, [Attribute
Glossary] 7 4 & R T TE 2 08BN L TR0 77,

fEiE, = FRA VM —T % =BT 22 —F— AN TT, ROBEFEFZ/HH LT,
JRYE EAED B IERBRI BB S E T,

EHEF B7LEL]

W OILTHN % & e B, IR LR DL ET,

A a—)v EYEE, BRI EE I~y e T SnET,

—H7T % B, BIRU IO IEREBR AT — 2 L BT DUENDH Y £
7,
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BETF BL)]
Starts With EYEE, BIRLIZETHREDILERDH Y £7,

)

() Contains, Equals, 35 08 Starts With X, KICF &/NCFE BT HE T, KXFL/N
FEXB LV MEDO AL, Matches A -2 H L £,

i (JAND] B LOV[OR]) Lo TINHDOEME I SIHAGDET, XA MENTL—
NEVERTE £,

WEBXH DR LR
BRI AR T 21213, ROFIRIZHENET,

AT 71 [Choose Attribute Conditions] ¥ 1 > K7 T, HH7 5 [Attribute] DRI H DT = v 7V Ry 7 A% A LE
7

AT w72 [Operator] K v 7 X7 A RNNLAT Y a2 IRLET,

AT 73 [Value] 7 4 —/V RIEZ A LET,

ATYT4 [Next] 27 V27 LET,

ATwT5 FIREN D [Add Logicto Conditions] 7 4 & R C, FKIFEMO[AND]| v Y v 7 £721Z[OR| Y v 7 % KT v
TR RE YT LT, HAY D=L DGO —4 o A5 L £ T,

(6= SO B 5 RE AW FL S %4l LT, [AddLogical Conditions] ™7 ¢ > K 7 TJ@& M4t %380
FREARETSI L L TEET,

ATYT6 [Next] 27 Vw27 LET,

HAE LIL—ILDIERK

AT w71 [Endpointlnventory] 7 4 > R C, 7B 757A4 V7T HTY RAKRA L FOMACT RLVADKIZH DT =
IRy I AT AT LET,

AT w72 [Actions] #7 Y v 7 L. [Profile with Custom Rules] & 3R L £,
ATw T3 F/REND [Name Rule and Type] 7 « > K7 @ [Rule Name] 7 4 — /L R{Z/b— /L D4 Ei% AJ) L, [Profile
Label] e v 7HZ o U A RDETULERINLET,

[Profile Label] K2 7Z 7 U X R GIBIR LIZNEIZISE T, fHETDH7 4 — /L RRERIN, ZD4
ANEENAIC T S E 9, 72 & 21X, [Endpoint Type] %3R35 &, [Endpoint Type] 7 1 —/L R FE RS
nEJ,
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ATV T8 FREINDFLNT 4 — IV NITEEASNLET, BHROANZRHMTLE, BT 647 a v nFoRsS
NFET, BT F 7 avrdibiul, FoF 7o a Uy ERIRLET, 2T, 24 748K %
AHLET,

ATY TS5 [Next| 227 Vw7 LET,

AT w76 FREI D [Choose Attribute Conditions] 7 1 > K7 T, awEESM 2 1B L £97,
FEZOWTIEL, (a7 7 AV ZA— L OB EEM) 2B3BLTLLEE N,

ATw 7T [ReviewRule] V4 > KT T, ZOHAZLN—LTTaTZ 7 AT ENDLTZY RRA L RO A b %R
WBLET,

ATY T8 [Next] 227V w7 LET,

ATvT9 [Profiles] 7 Vv 7 LET,

HRA LIL—)LDiFE

AT F1 [ProfilingRules] V 4 > KU T, fETLIEHNL—LOMIHLT =y /Ry 7 A% A I LET,
AT F2 [Actions] 7 U w7 L, [Edit] Z8R L E T,

ATw T3 FKRIND[Edit] U 1 > K7D [RuleName] 7 4 —/b RIZ— VDA RTEZ AT L, — /L OVERIRFIZERI L
7z [Profile Label] IZHESWT T 17 7 A LV OFEMARIRETZIZIAT) LET,

AT w74 [Logicand Conditions] 7 > 2 > C, MEAMILSZ7 Y v 7 L, [Edit|Z#&RL T, 7o 77 AV I N—
NOFRBEERMEZEH LET, sFic >V TE, [Ter7ryA ) v 7 —omi s &) 22 1L TL
ZEU,

RATF9TE [RANext)] 27V v LET,

ATy 76 @A Apply)] 27V v27 LET,
BEFONL—ARNH LT a7 7 A4 ) U TOFMTETGISND E, TONL—LTTa7r A ) 7 El-x
YREA IR LWTm Ty AU T OFMTERSNET,

HARLIL—ILDHIKE

AT v F1 [Profiling Rules] ¥ 1 > RO T, HIBRT HZNL— VORI H LT = v 7Ry 7 A AN LET,
ATw T2 [Actions] 7 VY v 7 L. [Delete] ZiR L £7,

MDA =V NERRINET,

[Do you really want to delete the selected Rule(s)?]J

ATY T3 [Yes] &2 U2 LT, CiscoAl =2 RRA ¥ b a— 22l LET,
BAR DI —ANHIBRENE L, ZOL—LTTFa7ZrA ) o TE Ny RiRA v "RV AT AL—)L
TEHINET,

Cisco Al T KR4 > 94 .



Cisco Al T FRA > h&#r |
B Erncomm R LENREL TOTPAULT L—LDTH AK— k& Ui

ERETCTOAPIZFERLI-ADREILTAT7A )T IL—ILDITY AR—rEA ViR—
k
Catalyst Center (Z1Z, WAZ L TR T 7 AV T N—LDA R— b, =7 AR— b, k.
BLOHIBRIZHEH TE % Cisco Al =2 RARA > Mp#r APL 3 E ENTWET,
Cisco Al =2 RiRA > 3T APL N> RAZERZNCT HIC1E, ROFIEEEITLET,
1. EEBCHIA=a—TAa%2 ) v 7 LTCKREZERL £ : [Platform] > [Manage] >
[Bundles] DIEIZER L £,
2. [Al Endpoint Analytics] & V9 ZHTO/N KV % B-OF | [Enable] 7 V v 27 LET,

3. [Status] DS [Disabled] 2> 5 [Active] IZHEHT S 4L, APIDO U A MMNFIRSILET, 4 API
DT INHBERBIOIEESA 0 — REHERTHZ L HTEET,

4. API NNV RIVEBINZT 5D &, Cisco Al =2 RRA > N3HT API 73 Catalyst Center BHFEZE
Y —¥%y MIBMENET, D%, [Developer Toolkit] 7t > K ([Platform] >
[Developer Toolkit]) 75 APLIZT 7 A TX £7,

[Bundles] 77 > K7 & [Developer Toolkit] 7 « > KU DMl onG, ROBEEZFITTEET,

s I— RS L Ea—%4AR LT, APIZFE(TTHHIDOY — /L THEHTE 5 APl 2— K& FER
LET,

« [Trylt] &2 U v 7 LT, CatalystCenter GUI 7> 5 APl # %17 L £ 97, JSONJLE & A5 L,
INEEEOTFAPET 4 ZI2a =Ty FN—=X b LTEEERHTTE £9

AIX— I IL—TIDT-6bD Cisco Al JL— )L

Cisco Al =Y RBA YV "D Al 7T Y X AT, BRSO RRA LV Tary4 Y
YT TGRNETN—TEATBHT—F BT L, A= T e T A ) T A—VOREE
UL L £,

Cisco Al =2 RiRA > MG3Hr @ [Overview] ¥ 7 @ [Al Proposal] # v+ = L v MZid, = KR
AV NI TRZNDDFBITIEDNTZIRD V=)V DIRRP TR INET,

e X FT—=TNDOTaT7 7 A /LINTWRN, FRE TV IFENTWARNWT Y RiRA
VLW T AU T —)b, BEERIICOWTIE, Xy U= NOEN o= R
KA PCRTE2HLNWT 07740 7TO8RE (51 2—=2) 22RLTLTIEEN,

CAL TN RARBEASEKRTCEE LoV KRS N P77 A4 ) 07 T—2DEH|
Ko, Xy NI—TNOBEFEOT a7 74V o 70—V OETRRE, FEIC DN T
X, TV RRA L N a7 74U T A— kT HA— NEFHOERZE (54 3—)
EZILTLEEN,

CAI TN ZAREBREETEE Lo RRA v b 7T 7 A4 0 07 T—=2DOEFIC
HAW, Rt o Ve gGtey a7 v A ) o 7 N—LOHIBRIESR, L—IILOHIREEZ %
FAND &, WBEZTDHT RRA L SRR T T 74U 7T~ L NEIRE
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Ry kT HOEROIY KRS Y ket asLnTa Tz U vsors [

NE+F, TURKRA L OTOaT 7 AV T2 ATOMEITZEN /2D, LENCEID LTS
NI=T~JUIZRY £9, FFMicOoWTIX, a7 A4 Y I — A ZHIRT D200 A
< — MERE (56—2) ZEZRLTIEIN,

T, V=27 7u—%Bit 1L T, CiscoAl = FRA > N3#T®D [Profiling Rules] % 775, =
YRRA N T T s A ) TN ~DEEOREEAHRBLIOEMA T2 b TEET,
[ProfilingRules] (%, fFHT 7 — "2 E XA TRIHRy 7 AR RLET, FHRT T — FDF
AT TRy 7 AT, [Expand| %27 Vv 7 LT, = RHRA N TaT77A4 07 L—1LD
EHEIZET LR AR R R e LR LET, HETLIHERT 77— FOMIZH D [Review] & 7
Vo7 LT, ¥indT 56V —277a—%thLET,

7: [Profiling Rules] 3 7 DI&E#RT 5 — +

Policy > Al Endpoint Analytics Q® ¢ L

Overview v Endpoint Inventory  Profiling Rules  Hierarchy

2y RIT—ORDEBELDOTY FRA > MZHT B HLWLNTOT7A1)
VT MIRE

AT 71 [Al Proposals] # >~ 3= L > k"G, [New rule(s) for profiling endpoints that may be similar] OFEIZ & % [Review]
NEHEI )y LET,
[Smart Group Profile] V—7 7 u—MiE S E T,

AT w72 FIREID [Choose an Endpoint Group] 7 « > R Zid, EfOXAL ZHLWT a7 7 A U v T —Ld
REDY A MPEFENTOES, VAMOZ M Z227 ) v 7 LT, AMONA AT aT7r A4 7
N— VDM E TR LET,

Cisco Al T KR4 > 94 .
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8: [Smart Group Profile] 7 —7% 2 0 —@ [Choose an Endpoint Group] > « > K9

= Cisco DNA Center Smart Group Profile

Choose an Endpoint Group

Choose and accept a group of endpoints to profile

Suggested Endpoint Groups Endpoints (191)

Number of Endpoints Number of Common Attributes Summary Profile rule Endpoints

191 7 Common Attributes

121 3 Attribute Name Attribute Values
oul KOOODHOOOXNXK. (100%)
Network Access Device Type XHOGOPIMHOONN X (100%)
DHCP Fingerprint HOCKXDEXK (70%)
NMAP Operating System Result (X (46.29%) + 3 more
http XXX (46.51%)
SNMP deamon on the endpoint X)OGX(46.29%)
SNMP trap on endpoint KOO0 (46.29%)

2 Records 1-2 (1] Show Records: 25 1-7 [1]

 exe Reject Grouping “

Fiflod A 1Z1%, [Summary], [Profile Rule], ¥ &UF [Endpoints] # 7 FENTEY . RSN 1
TrA Y T N— O E I E R TEET,

ATYT3 Next] 227 V7 LT, #EEN27 07740 7 —VafBRLET,
AT 74 FRE D [Name Profiling Rules and Labels] 7 ¢ > K7 ® [Rule Name] 7 4 —/V RIZ/V— VD4 Ri2 AT L
5

[l CiscoAl T RRA > bR
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9: [Smart Group Profile] 7 —% 7 01— [Name Profiling Rules and Labels] > 4« >

= Cisco DNA Center Smart Group Profile

Name Profiling Rules and Labels

For your selected group of endpoints, provide a name for the new profiling rule and fill in one or more of the profile labels. You will have an opportunity to review this
information at the end of the workflow before pushing the changes

Endpoint Type

Enter or select type
Hardware Manuf;

BOGOGIROSGOOCR!. - Suggested

Enter or select type

Hardware Model
BORMHRIVOE - Suggested

0S Type

ATV TS RO 1O EDT 4 — R, BEREEZADLET, ROFNEICHETIZIE, D Eb 1207 41—
NI Z NS08 N8 H 0 £,

cIVRRA I EA4T

* Hardware M anufacturer

eN—FHTT7 ETIL

* OSType
AI7 NI XEANZ RIS bOT T 74 V7TV EHBINLTZGE. 07 ~VEHIGT 57 14—
JIVRICERE L L TEREINET, BEINZT VUL THEAITT D0, OT LB EINT 20 A RIR T £
j—o

ATV T6 [RN (Next) 1227V w27 LTHATLET,

ATw 77 [Summary] 7 4 > FUT, 70774V Z—LOFMEHRALET, £HEIT 5120, [Edi)Z227 Y v 7
Li‘é—c
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10 : [Smart Group Profile] 7 —% 2 01— [Summary] ™D 4 > K2

= Cisco DNA Center Smart Group Profile

Summary

If you are satisfied, profile the endpoints now.

v Endpoint Group  Edit

Number of Endpoints: 191

RULES AND CONDITIONS

Attribute Operator  Value
udp161 Matches XHXKRREXX
Atribute Operator Value
oui Equals OO MM

v Endpoint Profile Labels  Edit

Rule Name XXX

Endpoint Type SHEX

0S Tvoe:

ATv T8 Turr AV I N—NEERTDHIZIE, [Donel 227 Vw7 LET,

IVRRA M TAITPA)UT IL—ILIZHT HAT— FEEDIR

H

AT 71 [AlProposals] % v+ = L v kT, [Modification proposal(s) for previously accepted rule(s)] DAEIZ & % [Review]
Ne w7 LET,
[Smart Group Profile] V—7 7 u—iEE S E T,

AT w72 FRE D [Review modified proposals] 7 > R IZix, BEFEOT 07 74 UV TV— )V OEFREZED U A
FREZFENTHWET, VAMOZ M) E7 ) v 7 LT, AROSA ATEEREOFEMEF R LET,

[l CiscoAl T RRA > bR
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11: Review Al Proposals] 7 —% 7 00— [Review Modified Proposals] 5 « > K

= Cisco DNA Center

Review modified proposals

Review modified proposals below to reject or click Next to accept.

Modified Proposals (2) Endpoints (0)

Number of Endpoints Modified Type Profile Labels Profile Rule Endpoints

[ Profile Labels
PROPOSED @

[ Profile Rule
Endpoint Type Workstation Hardware Model
Hardware Manufacturer  Intel Corporation 0S Type
CURRENT
Endpoint Type Workstation Hardware Model
Hardware Manufacturer  Intel Corporation 0S Type FOPOKEX

2 Records, 1-2

o fereet

. -

F DA 21X, [Profile Labels], [Profile Rule], 33X UF [Endpoints] # 7R & ENTEY |, EINLE
HELTa T 7AYo TN — L DM R TR X £7,

ATFYT3 Next]ZZ7 Vw7 LT, 70774 ) IN—VEREEBVICERLET,
ATy T4 [Summary] 7 4 > RUT, FuZy AU ZA—LOFMEMHRLET, ZET520E, [Edi)227 ) v
LET,
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12: [Review Al Proposals] 7 —% 2 B—® [Summary] 2 4 > K9

= Cisco DNA Center Review Al Proposals

Summary

If you are satisfied with the modified proposal, please accept the same.

v Modified Proposal  Edit

Number of Endpoints 0

v Profile Labels
Endpoint Type Workstation
Hardware Manufacturer  Intel Corporation

Hardware Model

0S Type FOBONK
v Rule
AND
Attribute Operator Value
oui Contains YOPOPOCHK
Attribute Operator Value
dhcpClassldentifier Contains MOERX

G exit Al changes saved = [ oo ]
J

S

ATYTE a7y A )= ERHTDHIZIE, [Donel 227 Vv LET,

JA77A )T I—ILFHIRT 5-HDRAT— MEE

AT 71 [Al Proposals] # > 3= L kG, [Profiling Rules(s) is/are no longer needed] DHEIZ & % [Review] R ¥ > % 7
Vw7 LET,
[Review Al Proposals]V —7 7 —2Blth S v E T,

ATw 72 FIREND [Review deletion proposals] 7 1 > K7 IZi%, BEfFOT a7 7 A4 U v 7 A— /L OHIBRELED U A
ERAEENTHET, VAMDOZ M) %E27 Y 7 LT, HROSRA AAZHIBREZOFEMZ R R LET,

[l CiscoAl T RRA > bR
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13: [Review Al Proposals] 7 —% 2 B—® [Review Deletion Proposals] 77 1« >~ K

= Cisco DNA Center

Review deletion proposals

Review the rules proposed for deletion below to reject or click Next to accept. Keep in mind, this action will not affect endpoints, only rules proposed!
Deletion Proposals (1) Endpoints (0)
Number of Endpoints. Rule Name Profile Labels Profile Rule Endpoints
o MLO101
Endpoint Type 1P Phone Hardware Model Cisco IP Phone 8865
Hardware Manufacturer ~ Cisco Systems, Inc. 0S Type
1 Records 1-1

g e feleet m

L

FR DA 21, [Profile Labels], [Profile Rule], 35 O [Endpoints] # 7N & £ TEY |, #EINE
FELTR T 7 AU TN — LD A RIC TR TX ET,
ATYT3 Next] #27 U v 27 LT, 7774V I N—VEREEBVICEHLET,

ATY 74 [Summary] V4> RO T, 0774 U I —LOEMEMRBLES, 2451213, [Blit|Z22 VU v
L/i‘a‘o
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14: [Review Al Proposals] 7—% 2 B—® [Summary] 2 4 > K9

= Cisco DNA Center

Review Al Proposals

Summary

If you are satisfied with the deletion proposal, please accept the same

v Deletion Proposal  Ed

t

Number of Endpoints 0

v Profile Labels

Endpoint Type

Hardware Manufacturer

Hardware Model

IP Phone
Gisco Systems, Inc.

Cisco IP Phone 8865

0S Type
v Rule
Attribute Operator Value
assetDeviceType Contains 10T
e All chang o Back Done

ATw 75 [Donel 7 Vv LT, HIBREZZ T ANET,

JO77A4 YT IL—ILDA ik— k

HAL LT T 7 A7 )— & Cisco AlL—/L 4T3 BHI2IE, json 7 7 A LA L R—
FLET,

AT F1 [Profiling Rule] 7 1 > K7 C, [Actions] %27 VU v 7 LE7,

AT w 72 [Import Profiling Rules] Z #4R L £ 7,

ATw T3 [Chooseafile] 27 U > L, VAT AD json 77 A NESHRLET,
ATy T4 [OK] &7V v 7 LET,

JO727A4 )T IL—ILDITH AER— b+

Cisco Al = RIRA > S B AZ LA —LEB LR CiscoAl 7 a7 7 AV v 7 )L—L&i T
JAR— KL TNy 77 v T&xFE7, [ExportProfiling Rules] 47> = ik, fHAIHE/R 3~
TOHAZ L= L CiscoAl TR 7 7 A4 Y T V—NExT ) ZAFR— bk LET, L—/LEER
LT/ AR—=F 52 LITTEEREA,

[l CiscoAl T RRA > bR
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N |

AT 71 [Profiling Rules] 7 4 > K T, [Actions] #7 U v 27 LET,

AT 72 [Export Profiling Rules] & 3R L £,

ATYT3 [Yes]# 27 Vw27 LT, TRTCDOHIAZLL—LEMLT BT 7 A ) T N—ExT ) AR—FLET, #&
TTHIZE, Nol 227U v r LET,

GE) FU 77 A% Cisco Al = RiRA > MSWHCHEEA v R— N TEF£1,

kb

&S =
Cisco Al =Y FARA v FoBEBIL. = RRA v FE A FITESW T RiRA > b O
IN—T 5NN T DI B ET, T RRA L DA T IV VT HT Y BT D
LU RRA Y FOFBEMEICESAN Y THN, FA e AnEE LI ET,

77 4V N @ [AllEndpoints] LA 7 TV B A7 TV ZERTE EF, =2 RiRA > bR,
T RRA Y NEAT BT HT IV EDHT Y OFEMA [Hierarchy] 7 ¢ & KD Of % D
RNy 7 ANIZERSINET,

BT Y h AR, @ B ECHIRLC, BRI 2D D LB TEET,
ATIVEYTHTI)DERK

AT w1 [Hierarchy] 7 4 > KU T, HAT7 IV OKEEMIL 5227V v 7 LET,
AT w72 [Create Category] 7 UV v 7 LET,

RT9T3 W72V EATLET,

AT w74 Enter ¥—%ZHL £,

RDZRY
BT 3V EZER LS, [EndpointType]l 7 4 > RUMNWL TV RARNA » MEATH KT v T T v

KRy 79250, 73V EmRELTZ KRSV FE2BINTE ET,
AT3)FELIFEYTHTI)DEE
AT w1 [Hierarchy] 7 4 > KU T, 73V OKFEEMGEZE7 V7 LET,

ATy F2 [Edit| 27 V7 LET,
RATw T3 FRSIh D [Edit] V4 > KU T, [Category Name] (ZfEZ AT LT,
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B r75ursozyrrss r54 TOBIR

ATvT4
ATvT5
ATvT6
ATy 71
ATvT8

ATd

ATy T1
ATvT2
ATv73
ATv74
ATv7TH

ATvT6

ATd

ATvT1
ATv T2
ATv73
ATvT4
ATv7T5

BT AV ZEFEY LTI HE8E. Ry 7 &7 A =a—)5 [Parent Category] 2 A1 L £,
[Endpoint Type] # 7% 27 U » 7 LE7,

[Actions] %2 U > 7 L. [Add Endpoint Type] Z 4R L £ 77,

[Search Dropdown] U A h/n b= RilRA v ¥ A THBIRLET,

[R%E (Save) 127V v 7 LET,

RDZRY
[Endpoint Type] 7 - > K7 T, [All], [Available], 3 X [Assigned] T RARA » M& A T %
TANEBTEE T,

UMDY FRA Y M2 4 TOHIR

[Hierarchy] 7 « > R C, HIfgT 2773 OKPEMKTLEEZ 7Y v 7 LET,
[Edit) 27 U v 27 LET,

[Edit] 7 « > K7 C, [Endpoint Type] ¥ 7% 7 U v 7 LET,

HIBRT 2= RARA U NEA T ORI H LT = v IRy 7 A% A N LET,
[Actions] &7 U > 7 L. [Remove From Category] Z &R L £7°,

DA =V NRAINET,

[Are you sure you want to delete this category?]

AT AVNET Y FRA  MEHIBRT DI, [Yes]z 2 Uy 7 LET, T3 221 [Nolx27 Vw2 L
£

UMWSDIY RRA 2V b2 A TOBEEY LT

[Hierarchy] 7 ¢ > R T, BT IV OKPEEWKFLLZFE I Y v o7 LET,

[Edit) 27 Vv 7 LET,

[Edit] ¥ « > R C. [Endpoint Type] ¥ 7% 7 U v 7 LET,

FRHVETT LY FRA U MIATOMZHDTF = v 7Ry 7 A A A LET,

[Actions] &7 U » 7 L. [Re-assign to existing category] & 7213 [Re-assign to a new category] & 1IN L £,

73y Flig

BEOATIIVADBEEYHET 1. [Reassign] 7 t > K T, [Category] Ku v 7' &
TR INNLEEFEO T I BRI L ET,

2. &% (Save) 1227 U v Z7 LET,

[l CiscoAl T KA > bR
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TF7oay Flig

FLOATIUADEEIY AT 1. [Reassign] 7 1 > KU T, [Category] K& > 7%
7 U A K5 [New Category] i8R L £ 7,

2. [ParentCategory] K& v 77X U X RBHLA
TAY @R ET,

3. [New Category] 7 4 —/V KIZH T IV £ % AT
L/i‘j‘o

4. [SavelxZ7 Vw27 LET,

AT 3 OHEIER

1RO BRI
BAT ) ZHIBRT LN, 2OV THT AV Z2MEB LES, Y7 AT TV ZRIORFON T
TV ELIPH LA T AVICHE DY TTEET, 2O LRVE, TXTOYTHT TV 58

AT A EEBIZHIFRSNES, BT Y OHIBRPICH T I T TV 2RV L TTLILHT
TET

AT w1 [Hierarchy] 7 4 > KU T, 73V OKEEMGEZE7 V7 LET,
ATv 72 [HIER (Delete) 1227 Y v LET,

YT BT IVRED L ToENTNWD T IV ZHIBRT 5354 121%, [Reassign Relationships] 21 7 7 77K »
JANFIRENET, ROWVWTNILOF T a ERIRLET,

r7Tay & FIE
BEOATIIVADOBIYET |BEFOoIT IV 773 % |1 [Category] KRy 7 XU X
BHEDYTLET, FH BT Y IR L £
o

2. [Reassign| %7 VU 27 LET,

BAT U BHIERS L, ERL
AT AVICY T HT TV BEED
HTCSNFET,

CiscoAl T KR > ko [}
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AT ay

S

FIE

FLOWATIADBEIYHT

BEDOHT AV T HT A %
BEVYTLET,

1. [Parent Category] K1 v 7% 7
YURRNBAT Y EEIR
L\i‘jﬂo

2. [New Category] 7 4 —/V RITH
TAVHEANTLET,

3. [Reassign]ZZ7 VY > 27 LET,
BT Y BHIBRS AL, FrLng

FTAVINCY T hHT Y RNHFHEY Y
TahEd,

ATIIMSDHEIR

BTV EeLbicrrn72Y
ZHIBR L E,

[Reassign]| 7 U v 7 LET,

BHFIY LZOFT AT Y N
HIBR S LET

[l CiscoAl T KA > bR
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. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
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