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TN a—T 4 T D-DITRBERED Cisco DNA Center Dt v F7 v 72V £—
FNCHEECE E T,

Ay a—7 oy s Ry =R EMEENTZATV2—FFFH LT, R —DE
Bl, Yubela=s Xy NT—I DT v T TV — R EDRRAIRT VT 4
BT 4 DEITF. ATV a—, BXOEHMNMTZET,
REHUADEAF P a—NT5Z L TXET,

R ek YA By NT—=TTFTRARA ITAT v, TTVr—var, R —,

FRE. ¥V, A==a—IHHMR Y, CiscoDNACenter DXFXFER AT V27 &
MBZLET,

O—J)LR—XA 7H+ER ay FO—ILEETOERT

FZa—P—o—/LZE L TNWEa2—YP—DH i RIHHE2FRrTcEEd, FUALFT LT,
BIRL7-e— 2o —HP—D) 2 FN2FRTHIELTEXET,
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AT EEBCHHA=a—T A a2%27 ) v 27 LT, [System] > [Users& Roles] > [Role Based Access Control]
DNEITEIR L E 7,

FIFNFOTRTOZ—HF—a— )L HAZ AT — L RFRINE T,

ATY T2 Ha—P—u— LT 2ETE7 ) v 7958, ZOn—NEfFor—PF—DY XA FRERENET,

9* %B Aty I:IIE 0) % '_._I

%%B:L"—”Hi"—‘@nu niE(E utl:ﬂ‘@:%%ﬁ'ﬁ‘“—‘/{“—%'@iﬁﬁ LTU\ZD%/E} CISCO DNA Center VC&{‘ Bnhn
EANNCT HHERHY £,
15 H B HEIIC

« SUPER-ADMIN-ROLE #[RB & Fi o2 —V D LN Z OFNEEZ FEI 7952 N TEET, M
WZHoWTIE, 22— v— Lo (13—) 22RLTIEIN,

D Ly 1 DO —N—ZRET HLENDH Y £7,

1|

A\

GE)  210x VBTV UV —ATlE, AMEEIENAENIC /2> T H4E . Cisco DNA Center i3 AAA ¥-—
N—|ZHBETE 20D, AAA P —N"—D R — -2 EST 5L, v—hra—HF—
W74 =Ny 7 LTWE LT, BIEDOY U —Z2TIE, AAA H—3—] *?IJ‘%T%@V%Q%D
AAA Y —R_R—NRPp 22— —4 A5 L7-35-E12 Cisco DNA Center 73 17— 4 )L —H—
T =Ny 7352 L1EIHY A,

HWEBEREE T =8 T BANZ o T B EE. Mo —3— L n— b )LEFLE 1T Cisco
DNA Center (211 74 L CTx£97,

SNEREREE 7 4 — L8 7 AT 5 121E. Cisco DNA Center f > A & > AT SSHEERE L. &
DOCLIlz~r REAHLET,

magctl rbac external auth fallback enable

ATy TN EEMBICHDHIA=a2—T A a%27 Y v 7 LT, [Sysem]>[Users& Roles] > [External Authentication] ™
NEIZ IR L E T,

AT 72 Cisco DNA Center THMIERIEE A ZhIC ({Z1%. [Enable External User] 7= v 7 R v 7 A% A A2 L7,
ATv T3 ((TE) AAABMEZRELET,

TACACS FRFETIL. D AAA BNV R — SN TWET,

Cisco DNA Center TACACS

Empty cisco-av-pair
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B sszaons:

ATvT4

Cisco DNA Center TACACS
cisco-av-pair cisco-av-pair
Cisco-AVPair Cisco-AVPair

RADIUS FBFETIL. RO AAA BN FR— S CTWET,

Cisco DNA Center RADIUS
Empty cisco-av-pair
Cisco-AVPair cisco-av-pair

a) FIORTHEIN TS X DT, [AAA Attribute] 7 4 —/L RIZ, 22— A7 —R|ZH#E L7z @2 AL
9, [AAA Attribute] 7 4 —/L KDF 7 /L MEIE Null T,

b) [®#Hr (Update) 1227 Vv 27 LET,

(EE) AAA I —R"—%HTELET,

TNLOBREZ, BIEOTTA~ I AAAY— =L h o F ) AAAY— =% L7-0 . B2 b AAA

P N—ZER LTV TLGEICORTNET, L LEMICSDIA=a—T a2 27 )y 7 LT, [Sydem]>

[Settings] > [External Services] > [Authentication and Policy Servers] ®JIAIZE&R L T [Authentication and

Policy Servers] 7 1 &~ KU Z B & £7°,

a) [Primary AAA ServerIP Address] kv > 7 # 7 X NC, FHRREINTZWDTNND AAA —3—D
IP7 RUAZRIRLET,

b) [Secondary AAA Server IP Address] K2 > 77X 0 2 M C, FHHEE SN2V T 0D AAA —3—
DIPT RLAZBEIRLET,

¢) (EE) CiscoISE 4 —_"—%HH L TWAEAIT., LEUSU THRELZEHT T ET,

Cisco ISE AR U > —DFEMIZ DUV TiX,  [Cisco ldentity Services Engine Administrator Guide] @ [Configure
and Manage Policies] ZZH L T 7Z2& 0,

% 2: Cisco ISE—/\—DERE

EA0) Bl
Shared Secret FNA ZADBIEF—, LEMEOR S, &K 100 LFTT,
AAA 7 RV AZHHTHENC, AMELRETLI2LERH D 97,

Username Cisco ISECLIZ v 7' A > § B 7= DI T 2 4,

Password Cisco ISE CLI 2 — Y —£& D/ AT — K,

FQDN Cisco ISE #r—/"—DFERERi N A A >4 (FQDN) , FQDN /%, kD
T, FAMBIRRAAL LD 2 OO/ — N THESNLTHET,
hostname.domai nname.com

7= & 2% Cisco ISE ¥—/3— FQDN [, ise.cisco.com To B AJREMEZ & D
i ‘a‘o



https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-and-configuration-guides-list.html
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e sRBA
Subscriber Name —BODOT XA FLFH| (acme 72 ) o Z I Cisco DNA Center 7> 5 Cisco
ISE ~D#EAHIZ, Cisco ISEIZH LW pxGrid 7 7 A 7> b &R ET H720
R ENET,
Virtual IP Address CiscoISERY v —H—tE &/ —FK (PSN) B EHICEHEBEINLTWAr—FK
NI Y ORIETP 7 RV A, Bienm— RART Y OE%ITHEED PSN
T —LRBBLGETE. RRK6ODOEMIP T KL AZANTEET,

d) (TE) FHMEEZEHT 5121, [View Advanced Settings] #7 U » 7 LT, MEIZS U TRELH
FLET,

& 3:AAA Y —N—ERRTE

£ Bl
Protocol TACACS %7213 RADIUS,
Authentication Port AAA = R—~DFFEA v =D ) L= A SN HR—F,

« RADIUS OH4. 77 4V MMI UDP &A— bk 1812 T,
« TACACS D&, AN— ME49 THY, ZHETEEH A,

Accounting Port AAA P —N—~DEERAX FOY L—IEHINLZHR—F, 2 HD
AN FOFE#RIL, BX 2T 4 LFEROBTHEASNET,

« RADIUS O#4. 57 44 F® UDP &R— k& 1813 T,
« TACACS Dy, AR— MI49 THY, ZHETEEH A,

Retries Cisco DNA Center 7% Cisco ISE & Ot & 84T T & 5 [m14%,
Timeout Cisco DNA Center 73 Cisco ISE 226 DA Z %+ 2 M OR S, XA AT

7 b ORKEIL 60 BT,

e) [®#r (Update) 127 U2 LET,

3 !

TERRAE QFA) . 24 L SAY — RO CRM T FEE AT A Z LT, 2
F—BIEDE X 2 U 7 4 ZILT 5 HOTT, WHIFFRIT, AR, EROK G2 —F—7
HAFHEL (AvRT 7Y REX—T 4T RYE) | ORI Ik L BRI RE S b O %
ALET,
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Cisco DNA Center D " EHRFFAEDOEETIX, b—2 7 T4 T b G#EYIZRPIN S AS Sz
BIHENET h—27 v a—RKE4ER) . h—2 % —n"— (b= a— K&K . BLO
2= —DT I A EET LAY — N — 2 X £9, FEREAEEIZIX, RADIUS £7-1%
TACACS+ 7' o ha/nfifl S E 4,

—ERTEIORHRE

Cisco DNA Center Cf 9 5 _EEFIELHRTT DL, ROFFEFMA 202 L T\ D MEEN
HFET,

#8FE X172 Cisco DNA Center = —%— RBAC B — /LR A[ RS 5 BIHERT 2iK7
T EMTEDHFEY——, ZOHITIL, Cisco Identity Services Engine (Cisco ISE) 2.3
NyF 1R LTHWET,

o WREY— N— L ETH “HHFR h—7 P ——, ZOHITIX, RSA Authentication Manager
72 #ERALTHET,

VT NI =T h— VEERTEZIFIAT N LD =T H— R T r—
varv, ZOFITIE, RSASecuwrlD Y7 =T h—27 U EFEHLTWET,

—%%mb\nmo) 7_7 JAa—

PATFIC, THEBFIENHREIN TS CiscoDNACenter 7 7T A 7 2 Al —F—nna 74
Lz ZdEfEOEEZRLE T,

1. RSASecurID h—27 > 27 747> hTiE, 2—HF—IZPINZASNLTh—27 ra— R&EH
BLET,

2. CiscoDNA Center 2@ 7' A ' R—T TlX, 22—V —Z L =2 a— K AN LFET,

3. Cisco DNA Center TlZ. Cisco ISE ~D 1t 7 A R DE(ZIZ. RADIUS F721% TACACS+
7 hanrEFRALET,

4. Cisco ISE RSA Authentication Manager H—/3N—|ZBR &2 55 L £,

5. RSA Authentication Manager C h—7 > 2 — REZMGEL, = —F —NEFICFEIES =0 E
9 7% Cisco ISE 2@ L £ 7§,

6. :L"—‘_]j‘ Z)‘ntuuﬁéh‘(b\é%{j\ CISCOISE inunﬂiéﬂfglv—qj— é: E{ﬁ#@ 770‘:’
77 ANEBE L, rolesNETWORK-ADMIN-ROLE EMAET 2K L £7,

7. Cisco DNA Center =—HF—Da— /L _X— X 77+ A 2> ha—/L (RBAC) = —/ /L2
T BN TWABREB L O —~0T7 7 225 LET,

“EFRTIDRTE

Cisco DNA Center 7 7' 7 A 7 A C LHERHFEZ R ET HI21E, ROFIEEZFATLET,
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AT w71 RSA Authentication Manager % Cisco ISE &AL E 7,

a)

b)

c)

d)

2)

RSA Authentication Manager C, 22D —H#—_ $72H b cdnac_admin (FHE 22— ——/LH)
¢ cdnac_observer (47 ¥ —m—/LH) Z{EHLET,

FEMIIZ DU TIE, RSA Self-Service Console Help @ [Add a User to the Internal Database| @ k& 7 &%
LTSS, ZOME Y7277 82T 5I21E, ROFIEEZFETLET,

1. RSA Self-Service Console Help # B & £,

2. [Searchhelp] 7 4 —/V K C, [Add a User To the Internal Database| & AJJL T, [Search
help] 7 V v 7 LE7T,

H LW E—Y = b EERR L E 9,

FEHEIZ DUV T, RSA Self-Service Console Help @ [Add an Authentication Agent] @ KB > 7 &M LT
<TZEW,

T~ —Vy o — 2 FRTET 7 A4V (sdeconfrec) Z#/ERKL £,

1 RSAEFXx=VUJ7 4¢3 Y—/LT, [Access| > [Authentication Agents] > [Generate Configuration Fil€]
DIEIZZEIR L £ T,

[Configure Agent Timeout And Retries] % 7 235 & £ -,

2. [Maximum Retries] & [Maximum Time Between Each Retry] 77 ¢ —/L R{Z DWW CiX, 7 7 4 /v ME%
HHLET,

3. [Generate Configuration File] 27 U v 7 L £,
[Download Configuration File] % 7 3B & £ 37,
4. [DownloadNow] UV > 7 %27 U w27 LET,

5. WHICHRAER SN G, [SavetoDisk] 2 U v 7 LT, zip 7 7 A A D B—H L= E— %R A7
LET,

6. 77 AINEMEL, ZONXR—Tg D sdeonfrec 7y ANEFEHL T, =—V 2 MIBEAL VA
F—ENTWNWAENR—T g vk FEXLET,

FJE 1a TIEMK L7 cdnac_admin == —#—& cdnac_observer == —#—® PIN Z /LR L £,

SRR DWW CIE, RSA Sdlf-Service Console Help @ [Create My On-Demand Authentication PIN| @ bk & >
7 EBBLTLIEE N,

Cisco ISE # [H#f9 5 121X, [Administration] > [Identity Management] > [External |dentity Sources] >
[RSA Secur|D] DIEICER LT, [Add] Z384R L £,

[RSA SecurID Identity Sources] ~<—3""C, [Browse] %7 U v 27 L, ¥ 7> u— K L7z sdconfrec 7 7 A /\
ZEIRLT, Open] &7 Vw7 LET,

[Reauthenticate on Change PIN] &= v 7 AR v 7 A% A LT, [Submit] #27 U v 7 LET,
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ATV T2 200707 7 A NVEERLET, 1 20F Admin 2—F—a—LH, $ 9 12 47— a2 —F—
"—'/I/)EH T‘g—o
a) Cisco ISE C. [Policy] > [Policy Elements] > [Results] > [Authorization] > [Authorization Profiles] % &R
LET,

b) WHTDT 0T 7 AIHONT, ROGEHREZATTLET,
*[Name] : 7R 7 7 A N4 E AT LET,
* [Access Type] : [ACCESS_ACCEPT] %#3&IR L £,

» [Advanced Attributes Settings] fEI : F D K v 7 & 72 U A ~5 [Cisco:cisco-av-pair] & 34l L
i ﬁ—o

Admin = —HF—a — VORBFET 7 7 7 A VEERT 25G1E. 2FEHO Ry 74T U R RS
[Role=NETWORK-ADMIN-ROLE] %% L £,

AT PR — L ORGFET B 7 7 A NV EVEET BHEIE, 2BBO Fay 7H U X K
725 [Role=OBSERVER-ROLE] %41 L £,

AT T3 CiscoDNA Center 777 A 7 > ZADFEFFR Y > —%ERL LE 7,
['Cisco Identity Services Engine Administrator Guide] ¢ [Configure Authentication Policies| @ k&~ 7 & &

LTL7EENY,
ATV T8 20O00FFRY —ZEK LET, 1 2/L Admin 2—HF—va—Lf, £H 1 2L A7V —n"a—F—p—
NMATT,
['Cisco Identity Services Engine Administrator Guidel] @ [Configure Authorization Policies| @ k& 7 %
LTLIZENY,

AT 75 RSA Authentication Manager E ¥ = V7 1 2>V —)LC, Y7 " xT b—7 VRl Oz —F —12E 0 Y4
THNTWNDZ EZERLET,

FEHIZ OV T, RSA Sdlf-Service Console Help @ [View a Token] @ hE w7 25 L T 7ZE 0,

GE) =2 &8I0 Y THMEND HEG1E,  [Assign a Software Token to a User] @ k&> 7 TiiL
HINTWDFIEZETLET,

RADIUS Z{# /A L - —ERZEOEML

RADIUS AHIZERE & 417z Cisco ISE r—_—%fEH T2 “HRZFRFEA BT DL, ROF
JIEZ F4T L FET,

AT w71 CiscolISE & Cisco DNA Center 2 #H) ¥ %7,
['Cisco DNA Center Installation Guide] ¢ [Integrate Cisco ISE with Cisco DNA Center] % & L T 72 &\,

AT v F2 FRZEIC Cisco ISE — "— % i fl4 % X 9 Cisco DNA Center Z 7% & L £,



https://www.cisco.com/c/en/us/td/docs/security/ise/2-3/admin_guide/b_ise_admin_guide_23.html
https://www.cisco.com/c/en/us/td/docs/security/ise/2-3/admin_guide/b_ise_admin_guide_23.html
https://community.securid.com/t5/securid-authentication-manager/tkb-p/authentication-manager-documentation/doc-set/rsa_authentication_manager_help
https://www.cisco.com/c/en/us/support/cloud-systems-management/dna-center/products-installation-guides-list.html
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TAcACS+ %M L-—Exmioant [

[ANERFERREDRRE] 25 L T E0,
BEE Cisco ISE & Cisco DNA Center Ol FIZ[F CHH B ZIEEL TWH Z L 2R LE T,

TACACS+ %ﬁﬁq L/T::gimb\nmo);ﬁ )]“:

ATvT1

ATy T2

ATy T3

RTv74

ATy TH

ATvT6

TACACS+ 23F% € S 417z Cisco ISE Hr— "—% 42 “HERFEEZ AT DL, ROTF
JIEZ 54T LET,

Cisco ISE T, [Administration] > [Network Resources] > [Network Devices] DJHIZEIRT 5 & [Network
Devices] 7 14~ RUMDBHE £7,

[TACACS Authentication Settings] # 7 U » 7 LT, TONEFZ KR LE T, LLATNZIEN L 7= Cisco DNA Center
TN ANCKE U CTHAREN T CTICREINTWNWD I AR LET,

[Work Centers] > [Device Administration] > [Policy Elements] Z &9 % &, [TACACS Profiles] 7 1 > K7
DHE £,

cdnac_admin 3 £ O cdnac_observer == —%—11—/L' D TACACS+ 7’12 7 7 A VEAER L £7,
a) [Ad]Z27 Vv 7 LET,
b) WDOXAT HFITLET,

a7y ANKLEANTILET,

« [Raw View] ¥ 7% 7 U v 7 L7=%. [Profile Attributes] 7% A bR v 7 RZIRDTF A &AL
EJ RN

s cdnac_admin = —H#— 2 — L D51, Cisco-AVPair=ROLE=NETWORK-ADMIN-ROLE & A
JILET,

s cdnac_observer = — % —n1 — /L DA (X, Cisco-AVPair=ROLE=OBSERVER-ROLE & AJjL
EJs N

c) [RF (Save) 127V w7 LET,
Cisco ISE & Cisco DNA Center % & &) X F 4,
['Cisco DNA Center Installation Guide] @ [Integrate Cisco ISE with Cisco DNA Center| % 2 L T 72 &0y,

FRFIEIZ Cisco ISE H—3—%{# 13 % X 9 Cisco DNA Center Z %/ L £,
’—571‘ BmquO) ﬁ?J %?%EEL“C< f’él/\
BE Cisco ISE & Cisco DNA Center D[ 712 HHEMELZEEL WD AR LET,
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—ERPDAEEAL-OTA Y

TEEFRFEI A ] LT Cisco DNA Center ([22 7' A >3 51213, IROFIEEFZEITLET,

AT v F1 CiscoDNA Center D11 7' A L _—V T, bl —V—4 &2 AN LET,

ATy 72 RSASecurlD h—27 > 7 T4 7 baRRE, UERGELZPINZ AT L THWET h—2 2R L ET,
ATV T3 ZDO =27 %&at’— LT, CiscoDNA Center D11 7 A L ~— D [Password] 7 4 —/L RIZAL Y (71 £4,
ATY T4 [Loglnl| 227V >v7 LET,

HNELI—HF—DRT

RADIUS/TACACS ZfiFH L CHIOTr /A v LA ——D ) R N 2R RTEET, FR
INBHERIIL, =2—F—LLo—AnEEnET,

259Nk EBICE S A=a—T A3 % 2 v LT, [System] > [Users& Roles] > [External Authentication] &
B3R L E 3,

ATYT2 T4V RUDTFEHETAZ r— LE T, [External Users] fEIIZAHA 2 —F —D U X FRERENET,




BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



