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74, P—EAEFEEAT—% A ([Up]. [Down]. F72i%[InProgress]) . F/zli~Fx— K¥—
EAMDE I D HESNT T 4 MV F B TE F T,

* [Global Search] 7 4 —/L RIZH—E A4 EZ AN L TH—ERAEMBETEET, - 245227V vr$
e, BEMTON TS ) — R TH—EARERREINET,
ATV T3 F—ER%EI7 V7 LT, h—ER360 La—%EdLET, ROFEMBERINET,
e [Metrics] : V> 2 %27 U v 745 L Grafana DY —ERAE=F Y v 7 F— A RFERENET,
*[Logs]: V> 2 %27V v 7 32%&L Kibana DV —E A0 I NRRSINET,
s [Name] : —E 24,
« [Appstack] : 77V r—a U AE v T4,
e [Version] : F—EZAD A= g,
s [Health] : ' —EAD AT —HF X,

* [Required Healthy Instances] : IEF 721 A X LV ADENFREIN, ~F—Y RP—EZRTHLINE D
DBRENET,

* [Instances] : A LV AZ L A% Y v 75 LFHMBPERREINET,
ART9 T4 T—TNMIY A PEINTNDH I —EREZMET HITIL, [Search] 7 4 —/V RIZH—E AL EZ AT LET,
ATY TS b—bERT—TNDY—ERET TV r—a AY v 74, $—ERAEFEAT—4 2 ([Up], [Down],

F72iE [InProgress]) . EIX~vRX—T R —ERANE I NIHEDNTT 4 VHWUETHI1TIE, 74 V2T
Aarx7Y v 7 LET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K



| vRFLEEOHERK

276~ Lz0E=5—125 |

DRATFLANILADE=ZZ—1)H

[System Health] ~<—""C|%, Cisco DNA Center 7 7' 7 A 7 L ADYF a > R—F » N DIEF M
AE=F—L, BETOAREENHLMBELEHTEET, ZOMEEZ A L TEBRBIRE
TEHEAT 2 HEZ WL, DO FE Yy 7 2B LTZE0,

Cisco IMC {5 D gL

[System Health] ~X— & HF N9 5121%, Cisco Integrated Management Controller (Cisco IMC)
& DML T DMER DY £T, ZOFRUILD, TTITA T ADN—= KT =7 DIEF
PEFHRAINE SN ET, ZNE2ITHITIE. ROFIEEZFEITLET,

)

GE)

T T AT AD Cisco IMC Bt i & A1 T& B Di%., SUPER-ADMIN-ROLE #E[] % >
:L%—Hi%@%‘f—é«o

ATy TN EEMICHEZA=a—T A ar%7 1) v 7 LTREZIER L £ : [System] > [Settings] > [System
Configuration] > [System Health] DJIEIZE R L 9,

I TABDET TTAT 2 ADIP T KL AN [Cisco DNA Center Address] F1ZFE RS E T,

Settings / System Configuration

System Health

Cisco IMC Configuration Validation Catalog

Define your Cisco Integrated Management Controller (Cisco IMC) and provide required

credentials. These settings are used to communicate with Cisco IMC and allow it to
monitor the health of the Cisco DNA Center hardware.

Cisco DNA Center Address Cisco IMC Address

192.168.131.11

NA
192.168.131.110 NA
192.168.131.108 NA

ATw T2 CiscoIMC ~Du 7 A ANIHKBERFEREHRELET,
Q) T77IATVADIPT KL AR 7 U7 LET,

[Edit Cisco DNA Center Server Configuration] 27 A RA A V& £77,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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Edit Cisco DNA Center Server
Configuration

Cisco IMC address must correspond with the Cisco DNA
Center IP address it is managing. The two systems must be
able to communicate over the network.

Cisco DNA Center Address
192.168.131.11

Cisco IMC Address*

Cisco IMC Username*

Cisco IMC Password*

b) KOIEHEATIL, [Savel 227V v 7 LET,
« 7T TAT L AD Cisco IMC R— MMIXf L TREINTZIP 7 KL A,

e CiscoIMC 2 7' A U 57 DICMhBE R a—Y —4 L RAT— K,

o) MEIISLT, ZFIFAZOMDT T T4 T L AZHONTIOFIEZHED KL ET,

Cisco IMC % %E D HIlfR

BEDT 7T AT v A% L CUARMZERE & 117z Cisco IMC #56ii% € A HIR 9 5 121%., (kDF
6% 4T LET,

)

GE) INHDORELXYIRTE 2DiX, SUPER-ADMIN-ROLE #[fR & > —H —DHTd,

ATV TN EEMICHEZA=a—T A ar%7 ) v 7 LTREZER L ET : [System] > [Settings] > [System
Configuration] > [System Health] DJIEIZFER L %9,

ATV T2 REEHRTHT 7747 2 AZOWT, [Actions] ¥ TxHjind 5 [Delete] 74 =2 () 227V v 7 L%
j—o

ATYT3 WEBU 4 FUT, [OK] %227 U v 7 LET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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DRATLARY MBHOEER
VAT KA N EEIZEET A EH,

Cisco IMC & OFEGENMESL 4D & Cisco DNA Center | Cisco IMC 75 A1 X MER & INE
L. ZOERERLIEO VAT AARXY FELTRIFELET, — VTPl EoT, Th
DDORMBEA X MIABLE L, VAT LAV A MR VICRRIND VAT LA X2 MEH
WCE# X E T, [Cisco DNA Center Platform User Guide] ¢ ['Work with Event Notifications |
TSN TWAFIEEZE T T2 EICLY, Zhbo@img, FIAAREREXONnThnT
HRETEET, ZOFIELZETTDHLET, WOAXRV MEBBRL T T A7 747 1LTL
7ZEU,

REEDO G IR DA~ |
« SYSTEM-CERTIFICATE

* SYSTEM-NODE-CERTIFICATE

« B S NTZAMNER S AT DDA X b
+ SYSTEM-EXTERNAL-CMX
* SYSTEM-EXTERNAL-IPAM
+ SYSTEM-EXTERNAL-ISE-AAA-TRUST
« SYSTEM-EXTERNAL-ISE-PAN-ERS
* SYSTEM-EXTERNAL-ISE-PXGRID
*+ SYSTEM-EXTERNAL-ITSM

c F AP RZY HNY AT LDA X b - SYSTEM-DISASTER-RECOVERY
o RIIRS AT LDA N b

+ SYSTEM-CIMC

+ SYSTEM-CONFIGURATION

+ SYSTEM-HARDWARE

« SYSTEM-MANAGED-SERVICES

GE) ~x—Y R Y —v 2048, 7u—7E (Cisco DNA Center 73
HWA R R BT =2 R 2N HIRT 2 DIZ 05 ) 1360
HCTT, v F =Y RV —ERARZ U LTHRT 7T 4 7o
EHE. Y= ANETLENZZ LBV AT LADEFMEGUHIZK
g 2121k, Z ORI £,

* SYSTEM-SCALE-LIMITS

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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A4 RN MBHFHR
RO, Cisco DNA Center 783 A7 LAEFHMEIBMA v — V&2 AKT 5 & 2Rt n s &
R HRERLET,
YITRA |45 AVREUR K& Ayt—o
%
RALY : DRT LA
CPU CPU <node-hostname>:CPU-1 OK Cisco DNA Center CPU-1 is working
as expected on <node-hostname>
NotOk Cisco DNA Center CPU-1 has failed
on <node-hostname>
Fae—7 Cisco DNA Center CPU-1 is disabled
on <node-hostname>
AFY AFY <node-hostname>:DIMM_A1 |Ok Cisco DNA Center RAM DIMM_A1
is working as expected on
<node-hostname>
NotOk Cisco DNA Center RAM DIMM_A1
has failed on <node-hostname>
= ¢ A2 |Disk <node-hostname>:Disk1 Ok Cisco DNA Center Disk 2 is working
as expected on <node-hostname>
NotOk Cisco DNA Center Disk 2 has failed
on <node-hostname>
RAID = . | RAIDController <node-hostname>:Controller-1 | Ok Cisco DNA Center RAID VD-2 is
= working as expected on
<node-hostname>
NotOk Cisco DNA Center RAID VD-2 has
degraded on <node-hostname>
FA4B—T Cisco DNA Center RAID VD-2 is
offline on <node-hostname>
F vk NIC <node-hostname>:nic-1 Ok Cisco DNA Center network interfaces
7—7 4 are working as expected
= NotOk Cisco DNA Center: <x> network
T A A interfaces are missing for
<node-hostname>: nic-1

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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AR VA

55
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PSU FAN

PSU

<node-hostname>:psu-1

Ok

Cisco DNA Center power supply
(PSU-1) is powered on and thermal
condition is normal for
<node-hostname>

NotOk

Cisco DNA Center power supply
(PSU-2) is powered off and thermal
condition is critical for
<node-hostname>

T AP A
& U T
)

DisasterRecovery

<disaster-recovery-hostname>

Ok

* Disaster recovery cluster is up

* Disaster recovery failover
succeeded to <site-name>

Degraded

* Disaster recovery failover
triggered from <site-name> to
site-name

* Disaster recovery failed while
failing over to <site-name>

* Disaster recovery standby cluster
on <site-name> is down; cannot
failover

* Disaster recovery witness is
down; cannot failover

* Disaster recovery replication
halted; recovery point objective
will be impacted

* Disaster recovery pause failed

* Disaster recovery route
advertisement failed

* Disaster recovery IPSec
communication failed

NotOk

* Disaster recovery configuration
failed

* Disaster recovery failed to rejoin
the standby system

77 v b
7 — A
P—1 %

ManagedServices

<hostname>:<name>

OK

Managed Service <service-name> is
Running

NOTOK

Managed Service <service-name> is
Interrupted

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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HITERA |25 AVAREURA 1KEE Aytw—
A4
A 4r— L | wired concurrent clients | <hostname>:<name> OK OK
il B NOTOK The number of concurrent wired clients
exceeded 26250 (105% of limit)
DEGRADED The number of concurrent wired clients
exceeded 21250 (85% of limit)
HEENM The number of concurrent wired clients
exceeded 18750 (75% of limit)
wireless_concurrent clients | <hostname>:<name> OK OK
NOTOK The number of concurrent wireless
clients exceeded 18750 (75% of limit)
DEGRADED The number of concurrent wireless
clients exceeded 21250 (85% of limit)
EE\ The number of concurrent wireless
clients exceeded 18750 (75% of limit)
wired_devices <hostname>:<name> OK OK
NOTOK The number of wired devices exceeded
1050 (105% of limit)
DEGRADED The number of wired devices exceeded
850 (85% of limit)
EE The number of wired Devices exceeded
750 (75% of limit)
wireless_devices <hostname>:<name> OK OK
NOTOK The number of wireless devices
exceeded 3800 (105% of limit)
DEGRADED The number of wireless devices
exceeded 3400 (85% of limit)
B\t The number of wireless devices
exceeded 3000 (75% of limit)
interfaces <hostname>:<name> OK OK
NOTOK The number of interfaces exceeded
1140000000 (95% of limit)
DEGRADED The number of interfaces exceeded
1020000000 (85% of limit)
HEE\ The number of interfaces exceeded
900000000 (75% of limit)
ippools <hostname>:<name> OK OK
NOTOK

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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1>
The number of IP pools exceeded
47500 (95% of limit)
DEGRADED The number of IP pools exceeded
42500 (85% of limit)
EEM The number of IP pools exceeded
37500 (75% of limit)
netflows <hostname>:<name> OK OK
NOTOK The number of Netflows exceeded
37500 (75% of limit)
DEGRADED The number of Netflows exceeded xxx
(x% of limit)
B\ The number of Netflows exceeded yyy
(y% of limit)
physical ports <hostname>:<name> OK OK
NOTOK The number of physical ports exceeded
50400 (95% of limit)
DEGRADED The number of physical ports exceeded
40800 (85% of limit)
HEEM The number of physical ports exceeded
36000 (75% of limit)
policy <hostname>:<name> OK OK
NOTOK The number of policies exceeded
23750 (95% of limit)
DEGRADED The number of policies exceeded
21250 (85% of limit)
HEEM The number of policies exceeded
18750 (75% of limit)
security group <hostname>:<name> OK OK
NOTOK The number of security groups
exceeded 3800 (95% of limit)
DEGRADED The number of security groups
exceeded 3400 (85% of limit)
HEE\ The number of security groups
exceeded 3000 (75% of limit)
sites <hostname>:<name> OK OK
NOTOK The number of sites exceeded 475

(95% of limit)

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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%
DEGRADED The number of sites exceeded 425
(85% of limit)
HEE\ The number of sites exceeded 375
(75% of limit)
transient_clients <hostname>:<name> OK OK
NOTOK The number of transient clients
exceeded 71250 (95% of limit)
DEGRADED The number of transient clients
exceeded 63750 (85% of limit)
HEE\t The number of transient clients
exceeded 56250 (75% of limit)
V7 k Upgrade <hostname>:<name> OK Successfully finished downloading
Y7 package <package-name> with version
7Ty <package-version>
L—F NOTOK Catalog package download failed for
<package-name>
Ny 7 Backup <hostname>:<name> OK Successfully completed backup
Ty NOTOK Failed to backup
Bt Bt <hostname>:<name> OK Successfully restored
NOTOK Failed to restore configuration
FAA Y G
ISE ISE_ERS <Cisco-ISE-hostname> Success ISE AAA trust establishment
succeeded for ISE server
<ISE-server-details>
Failed ISE AAA trust establishment failed for
ISE server <ISE-server-details>
KAL Y $E
IPAM IPAM <IPAM-hostname> Ok IPAM connection to Cisco DNA
Center established. IPAM
<IPAM-IP-address>.
Critical IPAM connection to Cisco DNA

Center offline. IPAM
<|PAM-IP-address>.

. CiscoDNACenter ') ') —X 2370 8 L 2313 EWEHA K



| vRFLEEOHERK

227 LE8H2r—1ES [

HITERA |25 AVARE VR 1KEE Aytw—

%

ISE ISE_ AAA <Cisco-ISE-hostname> T ISE AAA trust establishment
succeeded for ISE server. ISE
<ISE-IP-address>

YAV ISE AAA trust establishment failed for
ISE server. ISE <ISE-IP-address>

CMX CMX <CMX-hostname> serviceAvailable | CMX connection to Cisco DNA Center

offline. CMX <CMX-IP-address>.
serviceNotAvailable | CMX connection to Cisco DNA Center
offline. CMX <CMX-IP-address>.

ITSM ITSM <ITSM-hostname> A ITSM connection to Cisco DNA Center
offline. ITSM <ITSM-IP-address>.

V-4 ITSM connection to Cisco DNA
Center offline. ITSM
<ITSM-IP-address>.

DATLEEEHRT—ILES
%5 2 % Cisco DNA Center 7 77 A 7 > AIZiE, RONR—2 3 o Nb 0 97,

44 AT T TITAT R

A a Bl % 5 DN2-HW-APL

44 a7 FuE—ar T FIAT AR 2Bl BE S DN2-HW-APL-U

$ 56 2T T STAT A AR E DN2-HW-APL-L

5627 FuE—ary T TIAT A A FEE DN2-HW-APL-L-U

N2 aATTFIAT A A B RE DN2-HW-APL-XL

cl2 a7 FuE—ary T FIAT A AN FKE DN2-HW-APL-XL-U

VAT IANVAIZEY DT T IAT VANEH — S, ROBIRENTWD R Y
N —7 aVR—2 2 bEFED LEWMEZBZ D 7-NT@MmNERENEd, EkansiEm
FOMBENEN T, HESHIZLEVVED S —t T =2k o THRA D £,

ik (P3) WAINERSNET,
iy (P2) WHINERSNET,
s LEWED 95% 2 A 5L, 7 VT 40 (P1) @HPERSNET,

e LEVMED T5% iR 5 L.
e LEVMED 85% ZilZ 5 &,
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A\

GE) T RCDT I ITAT A (ZAFIZER7R L) 1220V T 1,000,000 D @M ER 7 712
REFS I, 1 FRRTFSNET,

CHUEDT T TAT v ADREDE % e+ 5 121X, Cisco DNA Center 57— X ¥ — N %%
ML TLIEEN,

VAT LIEEMIE, 30504437 TTTAT o ATREKE S Cisco DNA Center 7 7 A
A TEIPR—hESRTOVEE A,

AT LRRAVORT

[System Health] 7 ¢ & R D hAR w2 ITiE, F v b U — 7 [THHE S 47z Cisco DNA Center 7 7
FA T A LI AT I (Cisco Connected Mobile Experiences (Cisco CMX) <° Cisco Identity
ServicesEngine 72 &) %277 7 4 v VA TRRTEET (CiscolSE) , TDX—TUnb, Ry
N —7 EORMERH D 2R —R MROFEEPLER AR =3 M TR0 fFETE
Fo ZONX—VIET T ITAT VALINV AT AOT —H EW AT, ETUREO FE
7 T T o4 A7 2% TTO0ERHY £,

« Cisco IMC #£#t DL, (9 ~—37)
o VAT DA Ry NEHMOERER (11 5—)
IOR=VERRTDHIE, A=ma—TA4ar% 7Y v 7 LTERR O [System] > [System Health]

DIAISER L 3, AR YOTF =X I 30 BEETR—- > 7EnEd, friLnr—2 &%
B+seL, 207 —2N FRr VICHERIC KB EET,

WORIZHEE L TLIEEN,

e Cisco DNA Center |3 IPv6 AR — F L TWET, IPv6 DA > TWND T T AKX 5FHK
RTBHE, PRI, FOVTAIDOT U Z—T T A4 ZFHIP 7 KL AT 5K
DIFERHFRINET,

[Pre] 74—V R:16 EY hDT VT 4 v 7 A
*+[GID] 74—/ F:32Ey hd>Za—,LID

*[Subnet] 7 4 —/L K : 16 B hOY T X% M

TSGARDIT R —T 5 RFBIPT RLADED T, VS5AXD MFEadT A aro

F AT S ET,
¢ IPV6 XD 7 T A X E, RRILY IPv6 MIGDIN L AT MO FH, ke LT — ¥ & s
TEHZLENTEET,

B INTWABT T TAT U AETNIIER Y AT LI, BHIRENEE IN TV AREAE
WA LVA =L INTWDIEARITFEIC, MR Y TROZ ENRFEITINET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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FAEBAEA 90 HUAPICHIREINIC 2 D X ) ICRESN TV AEE, MR D& ENRN
RREINET,

SEBAEN 30 H UUNICHIRREIILIC 2 A L O ICRESNTWAEAIT. M ReJicos—
MNERINCRIE~OEENME S ET,

¢ VAT ANV AIN— R 2T AT ITAT A F v 7 BEMIZETL, B
TWBET T4 T v AEIIINB Y AT L0/ IMERR B 25 72 L TR WA IR,
FOZEHERRLET, 22, BRI TWAIREBRI A TICBEHLTS A FRIL—F v >
VaBEZIALRY V-REREINTORWGESE, VAT ANLVRIL MR YL T,
ZTDOZ L ERLET,

s EBERE CT A VY AX VDN BEFITHEIEL TWBEHEE, VAT LANLVARL, ALV
YA R VDRSS NDOWTTOT T T7AT L AZETH AN~ Ry =T IERERELE
T, LENE. AA YA ROTFI3A T ACEHLTOR, ~N— R = TIHERMNEE N
TWE L7,

T ISGATIORENRBURTLOBED NS IV a—T428
VAT AEFHEO MR POEE TIL, EENLELRRY NU—T alR—3x MDD
B BB OWTIZ A T A oy, BERAMEIZO WO T A a2 TRENET, =
VIR—% MZBETABEDO T TNV a—T 4 T ERBBT AT, 2 UR— RO R
BT A AN INERDEET, Ry T T 4 RUBBE, ROBFERPFERIN
i‘a‘o

cRIERZMHENTZAREZ R T XA LAX T,

¢ CiscoDNA Center 7 A T L AZA VA M—LENTWD CiscoIMC 77— L7 =T D
NR—=Tay (TTIATVADRy T T v T 742 RUDFE)

o PRIRADf B2 2

EOBEDREE -1 T T ¢+ (BERE) .

cMBEICBEET D RAS v, YT RAS Y, BEORIPT RLAERiZulr—v a3,
Hefge ST AT DCRIEDN & 5 B Y — =23 3 LU E & D 55 Cisco DNA Center 7
TIAT UAIEER S D NN— R 2T a R —3% "R3DLULEH DS, FNLE DN
AT LETET T IAT LV ADR T T v 7T 40 RuzB< &, [MoreDetails] U o 7 2338 m=
ENFET, Vo7& 7 )0 IFTB5LRAT74 KLU UDNBAE, YT 50— _"—F/2iFar
A= POV A NRERREINET, TNOLOKEHO>| 27 Y v 7 LT M ZREHT
HZ LT, FFECHBOEREMETE T,

NE R T LDEGIZEAT ABBEDO FS IV a—Fa Y

Cisco DNA Center NHAEINE T AT L EBETERWEAIE, ROTFIEEZEITLTEDV AT
Lk ping L, BIECTERVWEHBAE N T TV a—TFT 47 LET,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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ATy T

ATy T2

ATvT3
ATy T4

ATy TH
ATv 76

1R BHHEIIZ
COFNEETFE T T HEIC, ROBEEZFEITLET,

o BtAERR Ny r— V% A A =L L¥7, [Cisco DNA Center Administrator Guide] @
[Download and Install Packages and Updates] 2 L T 7230,

o BRI RE~ D B X ALMEIR 2 o — V2B L. ZOFIEE E(TT S a—PF— 2%
D —%EE Y Y TEJ, [Create aUserRole] 7 V' — R TZ DT RA—X|ZT 7 AT
5IZ1%. [Define the Access] ~— 3 ® [System] {TZ BB L £7, ffic >\ TiL, [Cisco
DNA Center Administrator Guide] @ [Configure Role-Based Access Control] # &M L TL 72
W,

[System Health] 7 > R D45 E#R4y 75, [Tools] > [Network Ping] % 3%4R L T [Ping Device] 7 « > R
ZRE E7,

7 4 > R7iZi%, Cisco DNA Center NBREBFH L TWAHTRTOT A ANR—ERRINFET,

B[ HEME A T — Z A3 [Reachable] THDHT /XA ADA T a v R& %27 U2 L, [Troubleshoot] V) >/
%7y LET,

[Reasoner Inputs] 78 > 77 > 7w ¢ RUNE ET,

[Target IP Address] 7 4 —/L RiZ, FETERWVAHLI AT LDOIP T RLAEZ AN LET,
[Run Machine Reasoning] %72 V v 7 L %7,

Cisco DNA Center CHMNBL AT L& ping T5 &, XA T 0 THRy 7 ANRKRINET,
[View Details] 227 U » 27 LC. ping BRI LI E 9 na R L £,

ping 23 KHX L 7=4855 1%, [View Relevant Activities] Y > 7 %27 U v 7 LT [Activity Details] A 7 A KA XA
VEBE, [ViewDetails] 74 2> %227 U w7 LET,

[Device Command Output] 8> 77 > 77 4 RUMRHE | AL AT DZEFETERVWERE LTEZD
NORNED—HFRSNET,

BREEY—ILDEA

FiEEY — V1%, Cisco DNA Center 7 7T A 7 2 Z— R0 = 7 8B L O SN-AEE Y 25 L
DWiFZET A M LET, iy —/, X v U —Z[CEKRQEEL L 2 DRI 5 LB
NHLIMERHELET, M7t AT, RO LI BREHOF = v 7 BTN ET,

« ciscoconnectdna.com ~DEFHERE AT LABLUONRN v A —VOFEHFL2 Ao a— R4 5
=) ,

« HIFREIA OFEH E O A,
T IIAT UV AN—R =T LRy 7 RYP—EZDBIEDINEE,
e AT —NFEOLEWVEEZBAT- Ry NT—7 a K- b,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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RRFEY — ST 72 235120, ROFIEEFEITLET,

1. EEBCSHZA=a2—TAa2r%7 ) v LTREZERINL £ : [System] >[System Health]
%7 VU w27 L7, [System Health] X— %[l & £,

2. [Tools] Ku w7 # A =a—n5, [Validation Tool] Z B4R L £9°,

REEY—ILR—SDBH
[Validation Tool] — ONZIL, LARINIE T LIZMEELELIZRET 2R H 508 9 s k-
THE72 Y F£4, Cisco DNA Center{GF RN 72 WIS, X—I kD L H IR Y 14,

> Validation Tool

No Validation Runs Available

Use the "New Validation Run" button below to schedule a new Validation Run

New Validation Run

Cisco DNA Center (ZFRAFLERIZBET DERNH D56, X—TIFKRO L H 12720 £9,

Health > Validation Tool

Validation Runs (7) As of: Jun 25, 2021 2:17 PM s @

© Add 0 Selected
(J  Name Description Selected Set(s) Status Start Time ~ Duration Actions
w7 upgrade Success Jun 25, 2021 1:57 PM 104 ms View Status (5)
0O we upgrade Success Jun 25, 2021 1:30 PM 104 ms View Status
(m} vrs upgrade Failed Jun 25, 2021 12:42 PM 115 ms
® 0 w upgrade Success Jun 25, 2021 5:00 AM 135 ms View Status
(] w3 upgrade Failed Jun 25, 2021 3:51 AM 274 ms View Status
0O w2 upgrade Failed Jun 25, 2021 3:43 AM 1 secon, d(s)
O w upgrade Partial Success Jun 25, 2021 2:57 AM 5 second(s)

147 )

W OFIZ, [Validation Tool] ~— P &AL T 5 2 R —F > b & | WEHLELC R 5 1EH3F]
MFTREZR BB DR REZ R L E T

SlEH LR A

1 [Search Table] 7 4 —/LV K : ZDO_X—VIZU A N SN TWARGELEEZ 7 o V2 ) o T3 57
OB TFHNZ NI LET,
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2 [Add] R% > : 7V » 7 LT [New Validation Run] A7 A RA XA V&P, HLWLED
DI ERREEZ AN LET, SO OWTIE, BIEE O 22 =) 28R LT
<TEEW,

3 [Validation Runs] 7 —7 /L : DARMICSE T L7oMRGEALEEN Y X S ET, ZOT7—7 /i,

BT L oA B WRERBGEY v b, BT AT —Z AR EDFRBFRINET, RO
RICHEZE LT IEE N,

« 7740 TR BITIBRAIRFZINEICIE R S, Bt OB RN Y A S SNET,
« BUEEATH OT R TOLABT LT, HifidEre L FrshEzT,

4 [Delete] R Z > : RAFLVEEDF = v VR v 7 A A AN LTZIRIETCZORZ V27 ) v 735
&L EAHIBRE SN E T, WIZ [Waming] A4 70 /Ry 7 AT[OK] 227 V27 LT, Bk
ZHEELET,

GE) HEATH DBLITHIFR T E 8 A,

5 [ViewStatus] V > 7 : FFE DB OFEMA R R LE T, FEMICOWTIEL, MEELELOFEM O FR
R23N=Y) BZERLTSIZEN,

6 [Refresh) RZ > : 7V w735, ZOR—VICERINTWDIERNPEFTSNET,

TREEALEE OD B B

RRRFALEE 2 B 21213, BUFOFIRZFATLE T,

\}

GE) —EIZETTE LML ST T, MEFLEN T TITEITTOLEIE, BT T 25E THo
T, WO EZBRGT HLERH Y £7,

AT w71 [Validation Runs] 7 — 7 /L RE R I N D00 E 9 TG U T, [Validation Tool] 7« & K7 TROWT g
FITLET,

o T NBERRINRWIGEIL, DETORGELE D HIBR SV TW D0, BREFLBENE725E T L TR
WZ EAEEMLET, [New ValidationRun] #7 UV v 7 LET,

* [Validation Runs] 7 — 7 WV RERENTZH, [Add| 227V v 7 LET,
[New Validation Run] A7 A KA XA U INBHE F97,
RTw 72 [Name] 7 1 —/V RiZ, BREHLEEO AR A LET,
ANTDLHNT—E T, EETFTOREZHFEAL T ZS N, B CTFIIEATE A,
ATv T3 (EE) [Description] 7 4 —/L RiZ, ZHh 5B 2 MGEAFRICET 2@ EARFHE AN L ET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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mwirnzomozxs i

AR K 250 LFE TANTE ET,

AT v 7 4 [Validation Set(s) Selection] =V 7 T, E{TT Dttty hOF =y 7Ry 7 RA&F T LET,
BREt v PERKRILL T, FITT5F = v 7 2RRTEET,

ATv TS5 [Run] %27 VU7 LET,

WRREALEL D G D F R

MEEE » b OB

[Validation Run Details] 2 7 4 RA A Ut SR LIZABHIZAToN T =y 7 5ET A
T—2 A, HH, BLOZOMOREEERAER R TEET,

System Health > Validation Tool . . .
Validation Run Details x
Validation Runs (28)
Neme: TEST_5185
Q h Tabl Description: DESCRIPTION_5185
Status: Partial Success
] [=
©Add @ Delete 1 Selected Result & Exp D Copy
8 teme Description A\ UPGRADE VALIDATION SET
e © succes Wanng @ e @ inprogess
B TEST.5185 DESCRIPTION_5185
Q  Search Table A4
O TesT_a768 DESCRIPTION_3768
Validation Status Duration Message
D TEST_1478 DESCRIPTION_1478
Validating maglev parent parenCatalogSener
catalog server settings @ Success 12ms
TEST_1422 DESCRIPTION_1422 htty 443 fi d
O _ I [VERSION 1.0.90] ttps://www.wrong.com:443 configure
O TEsT_sa2s DESCRIPTION_8325 Val
= i I t
alidating maglev paren ParentCatalogServerRepository NOT
catalog server repository Warning 9ms confgured
O  TEST_s5288 DESCRIPTION_5288 settings [VERSION 1.0.90]

TERROBIELIATTE T,

FoRTDHIERE 7 4 V& ) 73 DI, [SearchTable] 7 1 —/V RICHZELFHI & AT L
i‘a—o

ZORL U DONER json 7 7 ANELTH T a— RTBHIZ1, [Export] 27 U w7 LE
‘j‘o

O ONEFEE A —FT B2, [Copy] 27 V7 LET,

(Y
[y

Wikt > MiZ. CiscoDNA Center #7 v 77 L— R4 57 NCEHTHAMLERH Y £, ik
Tty NEFETESTOMLENDLIGEIT. ROFIEZIFATLET,

ATYITN EEBIIHDEZA=a—TAar%7 ) v 7 LTREREIR L £ : [System] > [Settings] > [System
Configuration] > [System Health] DJIEIZE R L 97,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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Settings / System Configuration

System Health

Cisco IMC Configuration Validation Catalog

Update Cisco DNA Center with most recent Validation Catalog

@ Download Latest 1 Import

v Validation Set Versions

Assurance Health Version 2.0.0
Assurance Health Validation 1.0.1
Version

Infrastructure Version 1.0.0
ISE Health and Cisco DNA 1.0.0
Center Role Version

Scale Version 1.0.0
Upgrade Version 7.0.0

AT w 72 [Validation Catalog] # 7% 7 U v 7 LE7,
AT 73 [DownloadLatest| %7 U » 7 LC, HAREREHTOMGEL v hou—hrav—2Xyru—RKLET,
ATy T4 FEFE v % Cisco DNA Center {2 A > A— ~ LE T,

a) [Import] 72 U > 2 L. [Import Validation Set] ¥4 7 a7/ KR 7 A% ZET,

X
Import Validation Set

O,

Choose a file or drag and drop to upload.

Accepted files: .tar.gz
Accepted sizes: up to TOMB

Cancel

b) KOWTNNEIFATLET,
*[Chooseafile] V> 7% 27 U7 LT, A VR—=brF5 tar 77 A NVIIEENLET,
WY 72 tar 77 ANET AT My TNDBRAE RSN R T v ST Ry S LET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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System Analyzer Y — )L D fEF .

¢) [MYAR—btUmport)] 227V v 7 LET,

System Analyzer v —)L D {&

NI TNY a—TFT 0 TP RAE L72E 11X, System Analyzer Y — V2 {FH L CTr
TI77ANERETEET, VATLLLOa 77 7 A /WA T, CiscoSD-Access & V7
N 2T A A—=VEH (SWIM) I[ZEfFDOR T 7 7 A VARG TE 9, [System Analyzer] > —
ST 7B A4 5IC1E, ROFIAZFEITLET,

1. EEBCSDZA=a—TA2a2r%7 0 v LTREZRINLET : [System]>[System Health]
DNEIZEIR L £ 7,

[System Health] 7 ¢t > RUABA&E £,
2. [Tools] Ka vy 7*Z 7 U A Khvi5, [System Analyzer] Z &R L £ 9,

ZOY =T LRI, ROFUTERE L TIES W,

FHRE =P —DHRNR, VAT LAGWOETEMB L, RORT T AN EX T 01—
L, 8T LISAT2HIBRCE £9, X TO—H—(F, B L 725EITD [System Analysis
Details] 27 A KA XA U EZRAWVWTER R TEET,

¢ System Analyzer > —/L " Cld, Cisco DNA Center @ GlusterFS 7 7 A /L A7 A2 5GB @
T A AT FENLIETT,

* CiscoDNA Center |%, 5GB £7213BE3 DA GOV AT ATFEITONT NIV NS W E %
RIFLET,

s WTFNHDA R —UHIBRIZET 5 &, Cisco DNA Center [X i\ (T4 1 B 1 [EIHIBRL &
T Flo. HLWETHBINDANT S, HWIEATHHIBRS N E S,

ST AIERIEI N T TNV a—T 4 VT DRESLOTD, VAT AT EITOT —
IRy 7T v 7T INEE A,

* HA A2 > TO DR TIE, FATOEITHIZY AT LAV A —EZARZ T LT
Y. VAT ANV APNFHOER) LT-RICFEITERRETOILNERNH D £,

T A4 PRZ Y I ANYBFEHZ/2> TWDEMTIX, FT77—ZIET 4 A Z U B ANY R
TLAOYA bRV = hEShEYA, VAT LADT VT AT YA PERZ A
FA NI MEOFATERELZRFFLE T,

[System Analyzer] R—C % FES— ¥ 53

[System Analyzer] ~— DN IE, Cisco DNA Center [ZLARTIZSE T L7 AWERIZBE3 2 152 &
DINE DML TRRY 3, FRALRVES, X—VIROL TR T,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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. [System Analyzer] R— %+ E4S— ¥ 3

System Health > System Analyzer

No System Analysis Sets Available

Use the " New System Analyzer Run" button below to schedule a new System Analysis

New System Analyzer Run

Cisco DNA Center (ZALBRIZBIT B EWN HH5HE. X—TF kO L 512720 97,

System Health > System Analyzer

System Analyzer Runs (3) As of: Nov 1, 2021 3:33 PM =®
@ Q  Search Table Y

e%u 0 Selected

O Name Description Type Status Start Time ~ Duration Actions

O sar3 System data System o Nov 1, 2021 3:21:00 PM 11 miesS7 = Details (5)
® secs

0O s SWIM data SWiM [} Nov 1, 2021 3:20:39 PM 7 mins 7 secs = Details

O s Gisco SD-Access data SDA [ Nov 1, 2021 3:20:15 PM je'lns i = Details

1-3 [

ROFEIZ, [System Analyzer] ~— M T 2 a o AR—x 0 b & WBEICET D EROSHI A
7RG H OBEREL R LET,

SlEH LR

FiEA

1

[Search Table] 7 4 — /L R : ZOX—VIZV A RSN TWDLUIRE T 4 VB2 Y o TF 57200
RBRSLFHN e NI L LT,

2 [Add] R % > : 7 U w2 LT [New System Analyzer Run] A 7 A RA A &R WELDT-
DICHBERFREE AT LET, FEIZ OV TIE, System Analyzer LLEEDOBRAE (27 ~X—)
EHRLTLEEN,

3 [System Analyzer Runs] 7 — 7 /L : BUEMEITH E 7 X LRNCTE T LW 2 U A hLET, A4

L2, 4Ri. B9EET 5 Cisco DNA Center =t AR — %k, AU OD5E TIZ 030> 1= B[ 72
EOBERNT — T NICFRENE T,

WD FITHEE L TLEE,
o« F 7 4V T, AU BRAAREZINEICE R S i, BTN RN Y A R EnE T,
 BIEEEATTH OT RTOMFC LTI, il r tRRrENET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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System Analyzer {LE D BtE .

5l EH LR EHEA
4 [Delete] R ¥ > - RO F = v 7 AR 7 A% A A LTRAET, [Delete] #7 VU v 7 L CHIFR
L%,
GE) HEATHOLBETHIFRCE £H A,
5 [Details] U > 7 @ KeiE DIBROFEM A KR LET, FEMIZ OV TIL, System Analyzer ZLEEDFE
MO 27 ~—=2) ZZRLTIEE,
6 [Refresh) RZ > 1 7V w7 F5HE, ZOX—VICERINTWDIEFRN/EFTINET,

System Analyzer S22 0D Bfith

ATvT1

ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

System Analyzer ZLPE 4 4G 5 121X, IROFIEAZEITL £

[System Analyzer Runs] 7 — 7 /LN FR STV D E 9 IZ)G U T, [System Analyzer] ~<— ¥ TIRDWT
rEFATLET,

« T—TANRERRINBWGEIE, URTOLESHIFRS TS, WP ELEZET L TWRNI &%
7~ LFET, [New System Analyzer Run] %7 U v 7 L7,

* [System Analyzer Runs] 7 — 7 /L3 FERm &b, [Add] %7 U v 7 LET,
[New System Analyzer Run] 2 7 A KA 4 U BB E £,
[Name] 7 « —/V FiZ, ZEBDOLFTZ AT LET,
AT DLHNT—E T, EETFTOREZHFEAL T ZS W, B CTFIIEATE A,
({EE) [Description] 7 4 —/L RIiZ, T b T 20PRICEET A2 EZ A LET,
FHNIIRK 250 LFETANTEET,

(fE&) [Notes] 7 4 —/b FIiZ, WBUZHRET 2 BMEHR (K 250 3X5) 2 A LI,

[Select a System Analyzer to run] =V 7 C, B 7 7 7 A /L% Hif5 3 % Cisco DNA Center = ' AR— 2 hDZ
VARG T Y v LET,

[Run] 27 VU v 7 LET,

System Analyzer LVERE D FER D R

[System Analysis Details] 2 74 KA XA vt BIG LR 7 7 A VORE T 7 A VP A
AL T 5 CiscoDNA Center 2 AR —R > b & BIR L7 TICET 2B MEREZ R R T
TET, FATHICHENBE LT 7 7 7 A VB RETE £,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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System Health > System Analyzer . .
System Analysis Details X
System Analyzer Runs (3)
Name: sar3
Q  Search Table Description: System data
Notes:
Type: System
Add
© 4 Selseted Overall Status: ° Success
Start Time: Mon Nov 01 2021 15:21:00 GMT-0700 (Pacific Daylight Time)
O Name Descriptigy Duration: 11 mins 57 secs
File Size: 50.25 MB
O sar3 System datal
Event Details: 4 Download
O sar2 SWIM data Al @ Success Warning © Error @® In Progress
Search Table \4
O sarl Cisco SD-A Qs v
Event Status Duration Message
v sar3 log collection [ ] 5 mins 11 secs Log Collection Task Executed Successfully
o 0 secs Collected logs for default
° 0 secs Collected logs for dms
Q 2 mins 3 secs Collected logs for fusion

I TCHEHROBIELIATTEET,
* [Search Table] 7 4 —/V RIZ, RRINDIERE T 4 NZ U 7T D72 DIRRELTH % A
HLET,

* [Download] %27 YV v 7 LT, BfGL7-m 7 77 A V& targz 7 7 ALV E L TH T r—R
LET,

FFIE D FAT D [System Analysis Details] 27 A KA <A %P <IZIX, [Actions] #|® [Details]
Voo &zr) v LET,

AT LRROTEA
WDFIZ, [System Health] X— D A7 A bR v PIZERK R E D Cisco DNA Center 777 A
TUAB IO SN AT JMZOWTO S I ERlMmAa2 L4, maIshed 5
ETT 4 (ERE) IIJEUTI/A—AbEnTWET,
cVETT 4 (EKRE) | (=7—) : #EHEESNZRAID 22> b o— 7ol L= EF 7
FOBEKRTIT—%2nRLET,

s ETT 4 (EXRE) 2 (L) : CiscolSEV—— L DAL TX e EofHE
ZnLET,

e ETT 4 (ERE) 3 () V= R—=— R T aR—3x FREESBY
WCEIfEL CWAZ 2R LET,

N

GE) T7FF9AT L ADTRTON— R 2T arR—x2 NAER
CEMEL TV DEEIT, &2 R—3r hOfEBO@mIFRRS
NERA, fHVIZ, [Cisco DNA Center Ok] & V9 ilEMNFE R X
ET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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% 1: Cisco DNA Center

TI547 o ADBH

FEINCL-CF T |

’,

avik—rY
~

.

VEST 4 (BEXRE) 108EA

‘0

VEST4 (EXE) 208EA

VEST4 (EXE) 3M&EA

Disabled

CPU Processor CPU1 (SerialNumber - Processor CPU1 (SerialNumber - | Processor CPU1 (SerialNumber -
XXXXXX) State is Disabled xxxxxX) Health is NotOk and State is | XxxxxxX) Health is Ok and State is
Enabled Enabled
T AR Driver - PD1 State is Disabled Driver - PD1 Health is Critical and | Driver - PD1 Health is Ok and State
State is Enabled is Enabled
MemoryV1 Memory Summary — Memory Summary
(TOTALSYSTEMMEMORYGIB - (TOTALSYSTEMMEMORYGIB
256) Health is NotOk - 256) Health is Ok
MemoryV2 Storage DIMMI1 (SerialNumber - — Storage DIMM1 (SerialNumber -
XXXxX) Status is NotOperable XXXXX) Status is Operable
NIC NIC Adapter Card MLOM State is NIC Adapter Card MLOM State is | NIC Adapter Card MLOM State is

Enabled and port0 is Down

Enabled and port0 is Up

BIREY 22—
V%

PowerSupply PSU1 (SerialNumber -
XXxX) State is Disabled

PowerSupply PSU1 (SerialNumber
- XXxX) State is Enabled

RAID

Cisco 12G SAS Modular Raid
Controller (SerialNumber - XXXxX) State
is Disabled

Cisco 12G SAS Modular Raid
Controller (SerialNumber - XXXXX)
Health is NotOK and State is
Enabled

Cisco 12G SAS Modular Raid
Controller (SerialNumber - XXXXX)
Health is OK and State is Enabled

R2:ERMENTOSHNEB LR T LOBH

avik—x2 bk

VEST4a (EXE) 10EH

VEST4 (EXE) 208H

YEST4 (EXKE) 30BEA

Cisco Connected

Mobile

Experiences
(CMX) H—

IN—

There is a critical issue with the
integrated CMX server.

CMX server is integrated and
servicing.

IP7 KL 2&H
(IPAM) H—

IN—

There is a critical issue with the

connected third-party IPAM provider

* A third-party IPAM provider
is connected.

* There is no third-party IPAM
provider connected.

* The third-party IPAM
provider is currently
synchronizing.

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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. Disk Utilization Event Notifications

aAviKR—x b

YEST4 (EXE) 10&8M |YEST4 (EXE) 208H#M |[YEST+ (EXE) 30EH

Cisco ISE : #}4&F
RESTful +—t&
2 (ERS)

ISE PAN ERS connection: ISE ERS | ISE PAN ERS connection: ERS
API call unauthorized reachability with ISE - Success

CiscoISE : 1248
P

ISE AAA Trust Establishment: Trust | ISE AAA Trust Establishment:
Establishment Error Successfully established trust and
discovered PSNs from PAN

ITH—E &8
(ITSM) H—

IN—

Servicenow connection health status | — Servicenow connection health
is NOT up and running status is up and running

Disk Utilization Event Notifications

VAT AV AIE, VAT AND ) — RTEOT 4 AZEREEZEHL, b0 ) — Roff
HERNRX Y NT— BRI EE 5 X D REEOH D LV ET S LilmELE LET,
RN T5% 2B D L VAT AV ATEGEMZRE LET, o, RN 85% & #
RDE VAT LAV ATERRBMEEELET, TULOOBHERTER LY T 27 74
73 51Zi%. [Cisco DNA CenterPlatform User Guide] ¢ ['Work with Event Notifications] » &
ZIZHH SN TV D FIREZFITL TS, ZOFIREZTETT 5 & &1, 47 [System
Performance: Filesystem Utilization] f X2 F 28RN L TH T A7 T4 7 LT EEW,

T4 ATERAROERIZEL T, ROBIZEELTLIEEN,
Ny I T w77 ANEEITTEZILCiscoDNACenter 27 v 77 L— R4 5L, VAT A
ANVAZE S TCT 4 AT HRAROERPEHBE I, 1R S ICERDBIESNET,
3/ —FROHAT 70 A AL FTiE, 32007 T AHK ) — RTHERINLTWNWDTRTH/—
T4 varPNERINET, ARSI s@mit, BET5/8—7 4 v a VIZEA T,

e T AV AZ U NN PRERN /2> TWDHEMTIE, VAT A~NVRAZT 7T 4 7% A b &
AL INA YA FOWI T/ — R LT 4 AV HERREZEHRL 9,

HRINDTI3Y

WMDORIZ, VAT LOIEFEMEOFT=2 Y TR IS BAET 2 - RIRIELS . b oM
HEETILOOHRSNOLEZRLET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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| vRFLEEOHERK

gmsnz7ooay |
aAvik—xo MY TavikR—x2 b |fERE
Cisco ISE

ShEF RESTful %— B %
(ERS) : FlEnpEME:

WRINDTHI 3V
B A LT RRFEAET D (Cisco

ISE ERS API DR L &V ME %

WA ENFRREEZBR
) .

* Cisco DNA Center & Cisco ISE D& D
TaX ==X UREE
MR LET,

* Cisco DNA Center 7> & Cisco ISE (23]
ETEXAHINEIDEHERLET,

Cisco ISE & O#ifc & files. T X 72
Uy,

T TAT VA —INIPEEINTND
WEIPEMERLET,

« Cisco DNA Center & Cisco ISE D[ D

XY —R—D T FRIESE
R LET,

* Cisco DNA Center 7> % Cisco ISE |ZF

ETEXDOINE IR LET,
ERS : "M

ERS API = — /L ~DEE N2,

o 4 A F—)LEI TV 5 CiscoISE D
N—= g U EERLET,

* CiscoISE CERS 3 BEZNZ 72> T 5

MNEIDEMERLE T, FEMICON
T, [Cisco Identity Services Engine
Administration Guide] @ [Enable

External RESTful Services APIs] %%
LT &N,
ERS : 3%

Cisco ISE ERS APl == — /L3 FF 7] &
7z,

AAA BED T 7 A EH L Cisco ISE @

oA U NERNREI L THDENE 9 Ehk
AHLET,

ERS : &iE Cisco ISE DFEIENE T X4 TV

%

Cisco DNA Center GUI T{E#H % FHe~r L
F9, P OWVWTIE,

['Cisco Identity
Services Engine Administration Guidel @
ERS : RO EIE— | REZRD
r)7e =7 —

[Enable PKI in Cisco ISE] #Z&M L T<
&,

DU T —RAT B,
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SRTLEEDER |
B #zsnzrooa

aAVR—xU MY TavR—FRU+ |BE HRINDBZTIaY
1. CiscoDNA Center THIERE SN TV
D AAA RTEEHIBRLET,

2. WY AAMARREZFANLET, §F
AW TIL,  [Cisco Digital Network
Architecture Center Second Generation
Appliance Installation Guidel @

lntegrate Cisco ISE with Cisco DNA
Center] Z#ZM L TLEEWY,

3. EHEZHM LET, SRV T
IZ. T[Cisco Identity Services Engine
Administration Guide] @ [Enable PKI
inCisco ISE] #ZM L T ZEW,

{48 : BlEvTHEM: HTTPS 5t & WAL TX 7200, AAA FRED T 7 A L fEH L Cisco ISE D
oA UNERBFEICTHHINE ) 0%
BLET,

CiscoISEFFHEF = — D7 v 7 * Cisco DNA Center & Cisco ISE D8] ™D
72— NHIZEE 7z Cisco DNA TaX =R a X UHREE
Center = R7RA > b URL (2 &5z R L £,

TERU,
* Cisco DNA Center 7> & Cisco ISE (2%

ETELMEI DR LET,

159 - CiscoISEREFAET = — U WML |  « MEIZIL U T, Cisco ISE NEF/L— b
b5, CAF =—rZmARLET, FEHIC
DU TIE,  [Cisco Identity Services

Engine Administration Guide] @ [ISE
CA Chain Regeneration] %2/ 1L T<

=1 AN

R
it

o NEB CA FFHHET = — 1 2° Cisco ISE
MOHBIREN TN L 2R L
\i—a—(}

CiscoISEiFHEF = — DT v 7
7 — RAIZEEE S 417z Cisco DNA
Center = RARA o F URL 3 &K 11
INTW3,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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#snzs7ovar i

aAVR—R2 b

HJavER—x2 bk

)]

HESND TV Y

«URL #ifZEI L, =2 RAA > hD
/aaa/Cisco ISE/certificate 7 4 L' 7 ~ U
WZT7 7B ATEDME D INERERL
£7,

* Cisco ISE T [Use CSRF Check for
Enhanced Security] 47" 2 VI3 E )
W7o TWAMNE I D afEd LE
T AEABIZ DOV TIE,  [Cisco Identity
Services Engine Administration Guide ]
@ [Enable External RESTful Services
APIs| ZZHL T EE 0,

(L S

CiscoISE /XA 7 — RO HAR A1

T2,

« Cisco ISE &I /R 2 U — R & FARK
L¥E7, FEfICoWTIE, [Cisco
Identity Services Engine Administrator
Guide] @ [Administrative Access to
Cisco ISE] #ZM L T EEW,

e CiscoISEGUI IR /A > TxAHZ L
FRER L ET,

B . Ry ETIT—
MRy 7p e 7 —

RIEFLD

BT — T .

1. Cisco DNA Center CHIIERRE S IL TV
% AAA REEHIBRLE T,

2. WU AAARREZ AN LET, 3
HZ Wik, [Cisco Digital Network
Architecture Center Second Generation
Appliance Installation Guide] @

lNntegrate Cisco ISE with Cisco DNA
Center] &ML TL7EEW,

3. BHEHAMMNLET, FHMIZONT
L. [Cisco Identity Services Engine
Administration Guide @ [Enable PKI
in Cisco ISE] &ML T 7ZE W,
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[Virtual Drive] # 7% 7 U v 7 L¥E
‘a‘o

IR T A 7 %R L, [Bdit) =47
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Nk FAT4 DT, APL O/ A2k URL 2B L £3,
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Method | API /S X A B
GET |diagnostics/system/health Pt STV 53X T D Cisco DNA Center 7 77 A 7

VALY AT AOFFTOIEFERE A RV F R
RENFET,

diagnostics/system/health?summary=true

TEIT 4 (ERE) BEbEWVEFOEFRMEA X
FRFRENET,

diagnostics/system/health?domain=DNAC-Appliance

B SN TWAT 794 TV ADTXTON— R =
TARY hRERRENET,

diagnostics/system/health?domain=Integrations&subdomain-AAA
Trust Establishment

T RTOMEL L AAA FHEOMESL A X2 M INEIR
ShEd,

diagnostics/system/health?limit=5

D5 SDOEFEREEA X hREREINET,

diagnostics/system/performance

Bt SNTT T T4 T v ADIRT f—~  AERPE
MEa, WA 15 pHOPRTRSNET,

diagnostics/system/performance?range=now-1h

M 1 R O EEERGM A (KPD) A KU v 7R
FREINET,

diagnostics/system/performance?range=now-1d

WE1HBOKPI A MY v RFRRINET,

diagnostics/system/performance?range=now-1w

WE1THEMBOKPI A MY v 7 BRERINET,

diagnostics/system/performance?function=max

FBE LMo KME, BIEEARRINET, 7
7 v MEEAE T,

diagnostics/system/nodes/performance?range=now-1d

BEIAMOBERESNTEZET I T ADKPL A b
Uy 7 REREINET,

diagnostics/system/performance?kpi=cpu,memory

F7 v hOHE (154Y) © CPUBLOAEY i
RBRFRENET,

diagnostics/system/nodes/performance/history?kpi=cpu

T 7 v MIMORESINZKPIDEREA ) v 7 RN
FREINFET, HEOKPIZIEETAEAIT. Ho~
TR F9,

diagnostics/systemv/nodes/performance/history ?kpi=cpu&range=now-1d

WE1IHIMOIBESNT-KPIDBREA R v 7 R
SnET,

/system/health/summary/

BHOERNI TAXA X "REREINET, 7T A
AR ML, TR_RTCON— R =T 2 R—x
hEMTY TV AT LDA R EPREENET,

/system/health/externalsubsystems/subdomain

BEINTEY T RAL VOERFTIOA Xy MRERIN
¥4, BERY T R AL fEIZ. IPAM, ISE. CMX,
BIOITSM T1,
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Method | API /X X A B
/system/health/hardware EHOEKRNAN— R T AR "RFERINFET,
/system/health/hardware/hardware_component BEIN N N—RUzTaryR—3%r NOEFTOA X

VEBRFRRENET, AN~ KU =T a R —R
v FOfEIZIZ. CPU. RAID. MEMORY, POWER,
NIC, BXO'DISK 8% 0 £,

/diagnostics/system/health/externalsubsystems/ISE TOAPIIC L o TS AT, B shTnd
CiscoISE Y — "—DHBIEDIRREIZ L > TR 5,
ZOWADENZONTIEL, 7V APLHHT) (37 ~—
V) BRLTIIEIN,

/diagnostics/system/health/externalsubsystems/IPAM ZTOAPLIZ X > THE XN A T, BTV 3
Cisco Prime Network Registrar [P 7 R L A~ R — ¥

(IPAM) OIUEDRIEIZ L > THERR Y 9, ZoOH
NOFZHSNTIE, 7V APLIHT) (37 <—7)
ZZRLTIZE N,

H > FILAPIE S

IRDFIT, /diagnostics/system/health/externalsubsystems/ISE % 72 |&

/diagnostics/system/health/externalsubsystems/IPAM APl % 51T L7 & ZIZERR S5 H 1 Ofl %
i—\‘ L/ 32 ﬁ‘o

/diagnostics/system/health/externalsubsystems/ISE @ H 7145

<+ 1) 7 : Cisco ISE ¥—/3—73 Cisco DNA Center & #A SN TWVER A,
Output:

{

"DNAC-Cluster": {

"Status": "Warning",
"TooltipInfo": "No data available"
}

}
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/diagnostics/system/health/externalsubsystems/ISE 0 i 71451

< F 1) A : Cisco ISE ¥—/3—73 Cisco DNA Center IZ#HEAEINTED | EFICHEEL TWET,
Output:

{
"DNAC-Cluster": {

"Status": "Ok",

"Group": "ISE",

"Label": {

"hostname": "ISE-60-38.example.com",

ip": "172.28.80.37"

}I

"Family": "ExternalSystems",

"Id": 1,

"TooltipInfo": [

{

" id": "-429109689",

"tenantId": "TNTO",

"severity": 3,

"timestamp": "1591072373412",
"source": "ISE ERS Client",
"actualState": "",

"description": "ISE PAN ERS connection : ERS reachability with ISE - Success",
"group": "ISE",

"family": "External Subsystem",
"drUsability": "No",

"state": "SUCCESS",
"eventInstancelIdentity": {
"subDomain": "ISE",

"domain": "Connectivity",
"namespace": "SystemRawEvent",

"id": "SYSTEM-EXTERNAL-ISE-PAN-ERS",
"type": "SYSTEM",

"tags": "ISE ERS",

"event instance id": {

"component": "primary",

"hostname": "ISE-60-38.example.com",

ip": "172.28.80.37"
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/diagnostics/system/health/externalsubsystems/ISE 0 i 71451
OF A ERAT — X A% RO Cisco ISE A X2 FAREALFE LT,
Output:

{
"DNAC-Cluster": {

"Status": "Warning",

"Group": "ISE",

"Label": {

"hostname": "pi-system-200.example.com",

ip": "10.197.73.213"

}I

"Family": "ExternalSystems",

"Id": 1,

"TooltipInfo": [

{

" id": "-440073227",

"tenantId": "TNTO",

"severity": 2,

"timestamp": "1591072804646",
"source": "AAA Trust Establishment",
"actualState": "",

"description": "ISE AAA Trust Establishment : Trust Establishment - Error-IP/FQDN not reachable",
"group": "ISE",

"family": "External Subsystem",
"drUsability": "No",

"state": "FAILED",
"eventInstancelIdentity": {
"subDomain": "ISE",

"domain": "Integrations",

"namespace": "SystemRawEvent",

"id": "SYSTEM-EXTERNAL-ISE-AAA-TRUST",
"type": "SYSTEM",

"tags": "ISE AAA",

"event instance id": {

"hostname": "pi-system-200.example.com",
"component": "primary",

ip": "10.197.73.213"

e e e e
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/diagnostics/system/health/externalsubsystems/ISE 0 i 71451

OF ) F B X7z Cisco ISE H—/3—THEE RESTHul —E A (ERS) NIz /2 > TWET,

Output:

{
"DNAC-Cluster": {

"Status": "Warning",

"Group": "ISE",

"Label": {
"hostname": "csg-nscg-0861.example.com",
"ip": "10.63.107.41"

}I

"Family": "ExternalSystems",

"Id": 1,

"TooltipInfo": [
{

" id": "-915009445",
"tenantId": "TNTO",
"severity": 2,
"timestamp": "1591357663101",
"source": "ISE ERS Client",
"actualState": "",

"description": "ISE PAN ERS connection : Timeout elapsed",

"group": "ISE",
"family": "External Subsystem",
"state": "FAILED",
"eventInstanceIdentity": {
"subDomain": "ISE",
"domain": "Connectivity",
"namespace": "SystemRawEvent",
"id": "SYSTEM-EXTERNAL-ISE-PAN-ERS",
"type": "SYSTEM",
"tags": "ISE ERS",
"event instance id": {

"hostname": "csg-nscg-0861.example.com",

"component": "primary",
"ip": "10.63.107.41"
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/diagnostics/system/health/externalsubsystems/ISE 0 i 71451

SF 1) A& BEgE S 7z Cisco ISE H—/3—"T ERS WHERNZ 2> TV ET,
Output:

{
"DNAC-Cluster": {
"Status": "Ok",
"Group": "ISE",
"Label": {
"hostname": "csg-nscg-0861.example.com",
"ip": "10.30.148.52"
}I
"Family": "ExternalSystems",
"Id": 1,
"TooltipInfo": [
{
" id": "-915009445",
"tenantId": "TNTO",
"severity": 3,
"timestamp": "1591359643926",
"source": "ISE ERS Client",
"actualState": "",
"description": "ISE PAN ERS connection : ERS reachability with ISE - Success",
"group": "ISE",
"family": "External Subsystem",
"state": "SUCCESS",
"eventInstancelIdentity": {
"subDomain": "ISE",
"domain": "Connectivity",
"namespace": "SystemRawEvent",
"id": "SYSTEM-EXTERNAL-ISE-PAN-ERS",
"type": "SYSTEM",
"tags": "ISE ERS",
"event instance id": {
"hostname": "csg-nscg-0861.example.com",
"component": "primary",

ip": "10.30.148.52"

/diagnostics/system/health/externalsubsystems/IPAM O H 7145

L3 1) ZF : Cisco Prime Network Registrar IPAM 7% Cisco DNA Center (28t SV TWEH A,
Output:

{

"DNAC-Cluster": ({

"Status": "Warning",
"TooltipInfo": "No data available"
}

}
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/diagnostics/system/health/externalsubsystems/IPAM O t 71451
23 1) Z : IPAM 73 Cisco DNA Center [ZHft 41 CH Y . IEFIZHEL TWET,
Output:

{
"DNAC-Cluster": {

"Status": "Ok",

"Group": "IPAM Integration",
"Label": {

"hostname": "",

"ip": "192.168.101.72"

}I

"Family": "ExternalSystems",
"Id": 1,

"TooltipInfo": [

{

" id": "1328761079",

"tenantId": "TNTO",

"severity": 3,

"timestamp": "1591072639889",
"source": "INFOBLOX: https://192.168.101.72",
"actualState": "",
"description": "A third-party IPAM provider is connected.",
"group": "IPAM",

"family": "External Subsystem",
"drUsability": "No",

"state": "OK",
"eventInstancelIdentity": {
"subDomain": "IPAM Integration",
"domain": "Integrations",
"namespace": "SystemRawEvent",
"id": "SYSTEM-EXTERNAL-IPAM",
"type": "SYSTEM",

"tags": "IPAM",

"event instance id": {
"hostname": "",

"ip": "192.168.101.72"
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/diagnostics/system/health/externalsubsystems/IPAM O t 71451

< F1)F : IPAM 7 Cisco DNA Center (2 SN TR, =T —0NBELE LT,
Output:

{
"DNAC-Cluster": {

"Status": "Error",
"Group": "IPAM Integration",
"Label": {

"hostname": "",

"ip": "192.168.101.72"
}I
"Family": "ExternalSystems",
"Id": 1,
"TooltipInfo": [

{
" id": "1328761079",

"tenantId": "TNTO",
"severity": 1,
"timestamp": "1591363687041",
"source": "INFOBLOX: https://192.168.101.72",
"actualState": "",
"description": "There is a critical issue with the connected third-party IPAM provider.",
"group": "IPAM",
"family": "External Subsystem",
"state": "CRITICAL",
"eventInstancelIdentity": {
"subDomain": "IPAM Integration",
"domain": "Integrations",
"namespace": "SystemRawEvent",
"id": "SYSTEM-EXTERNAL-IPAM",
"type": "SYSTEM",
"tags": "IPAM",
"event instance id": {
"hostname": "",
"ip": "192.168.101.72"
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B A %GR L, OCSPURLIZT 7 EATX /WA IZCDPIZ 7 +— LNy 7 LET, CDP
\ZH5D CRL 238 DA, Cisco DNA Center |3 ] CRL ICRE T Z2WEA X, RO
CRL WHEE L £, 7272 L. JDK PKIOracle DX 72XV, F_CTHCRL T UL
Fxzv 7 ENEFA,

Ta X NFEEAEOKRIECIZY AR — P XL TWEHR A, Cisco DNA Center (X7 2 %72 L
T CRL BLOCSP r— "— |28 LE T,
¢ FFAAEDO OCSP BLXWNCRL = MV IIA T 3 »CTF,

« LDAP L, iFHEMEHAO 7o haL s LT R—FENTWERA, CDP E721%
AMH%%IDMHRL%E@&wT<téw

* Cisco DNA Center 7>5 CDP B3 LN OCSP ¢ _XCDO URLICEHETZANMERH D F
7, BIEARREZ URL EE T, MEDOKRN R L, HHT s AR = AR T RE
CoAREMR®H D £,

* Cisco ISE OFEHED Y72 = 7 N4 & 58473 1% ASN.1 PrintableString SCFZHEHL T 5 402

NHY, AR—ALROLFTOLEMHEHTEET :A~B, a~z, 0~9, ')+, -./:=
?

T—2DERI

Cisco DNA Center Tl, A=y RARA L hETA VL AT KBRSV FOT— X ZEALLT
EET, 2P —IDRT A ADORA M, AT FRA U F T AP LAY BR
A NOENERETEEREAY T T METEET,

[Discovery] Z FATT DI, BELHEBEII/R->TND I L ZHEE L E 9, [Discovery] & 1T
L72tkICT — 2 ZEAL LT G. VAT DA TL D8 LT — X ZEA LS E T3,
BEfF o7 — 21 IEA LS LEE A,

RT9T1 EEBICHDLZA=a—TAar% 27U v 7 LTRAEER L E7 : [System] > [Settings] > [Trust & Privacy] >
[Anonymize Data] DOJEIZEIR L £,

AT w72 [Anonymize Data] 7 « > K7 C, [Enable Anonymization] = > 7 R v 7 A& A4 N LET,
ATv 73 [Save] &7 Vv LET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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AL T D&, TAAL ZABBIFIC, MACT RL A, IPT RL A EOELLUNDIER L FEE
TR RV ET,

BEFH—/NERY O— H—/\DERTE

Cisco DNA Center IX AAA V— 3% o —HZREEICfHEH L. Cisco ISE 2 2 —HV3REE L 7 7 & A
BOWHFIHEHALE9, ZOFINAZE - T Cisco ISE Z 5 Tr AAA —"Z%ELET,

1R BHHIIZ

* CiscoISE Z#fEH L TR Y v — & AAABRED W H % 32177 5454, Cisco DNA Center 35 &
W Cisco ISE A SN TND I L& LET,

o DS (Cisco ISE LIAL) TAAAMEREZBEA L TV A A, LFICEE L TLEEW,

o AAA H—/3—"C Cisco DNA Center Z%&&k L £9, ZiuZiL., AAA —,3— & Cisco
DNA Center DI AMEZERT DI ENEENET,

o AAA H—/3—T Cisco DNA Center D@4 7= E#% LET,

* CiscoDNA Center ¥ /L F 7R A k7 T A X DFREDLHETE. AAA Y — =D~ /LT 7K A
rr 222, TXTOMMBIORARIPT RLAERBIP 7 FLAZERLET,

* Cisco ISE ZXET HRIIC, LTFORAEMRL T ZIW,

*CiscoISEZ# Ry FU—Z 2R L TWDH Z &, #R— STV 5 Cisco ISE 73—
¥ a YOFEMIZ oW TIL,  [Cisco DNA Center Compatibility Matrix] ZZ&M LT 72
SV, Cisco ISE DA A F—/LZ-D T, Cisco Identity Services Engine £ > A k—
NBXOT v 77 L—RHA R [GE] 22 L T EEN,

« A% K7 1 ISE BB & 5 8541%. Cisco DNA Center % Cisco ISE / — K &
AL, D/ — K ETpxGrid — B A LAAEERESTful h— 2 (ERS) A2
HRENRH Y £,

GE)  pxGrid 2.0 Tl Cisco ISE DB THK 4 2D pxGrid / — R &M
T& F92. Cisco DNA Center 2.2.1.x LLRTD U U — AL 2 D% iR
2% pxGrid / — RZHFR— ML TWHERA,

« 0% Cisco ISE JEBIN & 254 -

* CiscoDNA Center & 77 A4 < U R > —&FH /) —F (PAN) &#HA& L. PAN ET
ERS # BT HHLERH Y 77,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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\}

GE) PANBHTERS 2T A2 &A2H#ELES, 7272L, Ny 7
7 T OEAIT. PSN _ETERS ZHMCTXFT,

« YHOURBABRELN OV D Cisco ISE / — R _E T pxGrid % — E 2 & H 404
HMENRH Y £, PAN ETpxGrid & —E A2 4T 52 LB TE £
B MHATIEDHY A, HBOUEFEREEICH 21EH D CiscoISE / — F ET
pxGrid Z AN TEET,

« TrustSec F 7213 SD-Access D = 2T %Y & PAC ZWLF4 2 X 9|2 Cisco ISE T%
JEJ % PSN %, [Work Centers] > [Trustsec] > [Trustsec Servers] > [Trustsec AAA

Servers] THEHRT HMENH Y £, FEMIZ OV TIEL,  [Cisco Identity Services
Engine Administrator Guide] #ZM L T 72 &0y,

o IN— I 443, 5222, 8910. 9060 T Cisco DNA Center & Cisco ISE D#{E 2 AT 5
VBN H D F9,

« pxGrid WAL STV Cisco ISE 75 A M i, CiscoISEeth0 f > % —7 = A ZAD
IP 7 KL A _E® Cisco DNA Center 7> HEETX AMLERH Y F97,

*CiscoISE /— K%, 77 I9A T ANICRETTZ 7 7Y v T —Lb A X b
U— 7 ZBIETEET,

* CiscolSEEHE / — FIEFAEDYV 7V =7 A F23 7 V=7 M4 (SAN) on
AT CiscoISEDIP 7 KL A £ 721X FQDN NEENTWALENH D £97,

* Cisco DNA Center > A7 LFEFHZED SAN 7 ¢ —/L FIZ, CiscoDNA Center 7 77 A 7
YADIPT RLUAE FQDN O3 U A R ENTWOLRLENRH Y 3,

GE) CiscoISE2.4 /Xy F 13, 2.6 Ny F 7, BLW2.7 %y F 3 T,
pxGrid FEFZEZ Cisco ISE DT 7 4 /v b D H BB 44 fE W & % i
LTWAHEE, FEHED CiscoISEIZ L > THEGEENDZ E03dh
VET, UL, ZTOMERAEFEOH VA= g 0T, SSLH— &
L CTHRE S 417= Netscape Cert Type JLiE2 N b 5 72 DT, AU,
I AT v NEAENMER DRI L E T,

Z DORARAIL Cisco ISE 3.0 LR TITFRA L £ A, SOV T
X, CiscoCloudAPIC Y U —A/— b [FFE]| 2R L T 7EE0,

AT EEBIHDA=a—T A %7 ) v L TRESERRLET : [System] > [Settings] > [External Services] >
[Authentication and Policy Servers],
ATv7T2 [Add] Ky 7 XU A b, [AAA] £/ [ISE] Z3R L £ 7,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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ATYT3 TI7A4~ 1) AAA P —N—2FET DI2E, ROEREATILET,
s [Server IP Address] : AAA " — "D IP 7 KL X,

* [Shared Secret] : 7 /31 AFFEDOF —, WHWEORE I, HK 100 LFTT,

G¥) WEA7?D CiscoISE 7 Z AZ D—¥THDHPSNE T T A~ U AAA Y — N"—|ZHELRNTLIEE
U,
AT T4 CiscolISE h—N"—%FHET DL, ROFEMIFHRE AT LET,
s [Server IP Address] : Cisco ISE %—/3—®D IP 7 N L &,
* [Shared Secret] : 7 /NA AFRAED F—,
* [Username] : Cisco ISE (Z HTTPS #2HH Cr /' 4 > T 2 7= DI T 52— —4,
s [Password] : Cisco ISE HTTPS == —H#—4& D/XA T — K,
GE) =P ENRRAT—=RE, Ry NI =V EHFICBTHISEEBEET DU N ThHDHY
ERH D FT,
« [FQDN] : Cisco ISE ¥ —/X—D 52 2Effi K A A >4 (FQDN) .

GE) » Cisco ISE ([Administration] > [Deployment] > [Deployment Nodes] > [List]) TEF 11
TWAHFQDN Za b — LT, ZO7 4 —/L NIZE#EEV T L2 L@ LET,

« AJJL7- FQDN &, CiscoISEiEHIETEZRK STV 5 FQDN, @4 (CN) F7-i
Subject Alternative Name (SAN) & —ET 20 ERH Y £7°,

FQDN (X, RO T, RA MBI RAL 4D 250 /3— K THEAINTWET,
hostname.domainname.com

7= & 21, Cisco ISE ¥ —/3—@ FQDN ( ise.cisco.com T& B A HEMER H D £,

« [Virtual IP Address (es) ]: CiscoISE R Y o —H#—t 2/ —F (PSN) AEHICHBEINTWDLa— R

NI UPOFABIP 7 KL R, BB — KT P OERICEERDPSN 7 7 — L 03\HAEEIE. &
K6 ODDRIIP 7 FLAZ AN TXET,

AT 75 [Advanced Settings] 27 U v 7 LT, XEEMHERLET,

* [Connect to pxGrid] : pxGrid #fc 2 HNZT HIZIE, ZOF v IRy 7 A% A LET,

Cisco DNA Center 3 A7 LFEAE % pxGrid 7 7 A 7 v I\?E@%%k LTI 556 (pxGrid 7 747
> k& LT Cisco DNA Center ¥ A7 A& BGET 5 72 91T Cisco ISE [Z2£15) | [Use Cisco DNA Center
Certificate for pxGrid] = v 7 7R v 7 A% 4 2 Li‘?‘o EERE CHEH SN TR TOREHELF T
CATHERTAIUENSZHEIEL, ZOFT a2 TEET, 2o+ 7 v a 28T s L,
Cisco DNA Center [, /XT.A?fMﬁfﬁ@’é pxGrid 7 7 A 7 FREEEZ LT 5 72D D E K% Cisco
ISEICXELET,

IOF T arERNITIHHER. RO EEHBRLTITEIN,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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» Cisco DNA Center ;LB #E723, Cisco ISE T D CA &R URBFER (CA) (2K > TAEKR ST
5L () TRWES, pxGrid fBREFRLET)

« [Certificate Extended Key Use (EKU) ] 7 4 —/V RIZ (7 T4 T v FiliE] BNEENTNWDH I &,

s [Protocol] : [TACACS] & [RADIUS] (F 74/ 1) , WiFO7 v haLz@RcxEd,

peg=| Z Z T Cisco ISE H—/ 33— TACAS ZHINZ LRWEAIT, % v h U — 27 F 31 ZFHEH
12 AAA r— "—% R ET D & Z|Z, [Design] > [Network Settings] > [Network] C Cisco ISE
P —3—% TACAS V—_—L L TRETE A,

« [Authentication Port] : AAA B — R—~DFBFEA v —T DY) L—IZEHSNDIKR—b, T 741D
UDP AA— hZ 1812 T,

* [Accounting Port] : AAA H—/R—~DEELA X O L— A ESN5HR— b, 74/ kD UDP
A— hiX 1813 T,

s [Port] : 7 7 4 /L k@ TACACS K— ~E 49 TT,

* [Retries] : BEREOFRATH (L S AHREIIZ, Cisco DNA Center 75 AAA W — N ~OHi & ik 7= mldk, 7
7 /b b OFATEELL 3 [T

* [Timeout] : B DORRITNH IE S DHNT, T3 AN AAA b—R_—DIEEEFHETDHDXA LT U b
BiH, 774V bDOZA LT T MI4BTT,

G¥) VB Z A1+ % & CiscoISE 1L 2 DD 7 = — A %% T Cisco DNA Center & #iA Sh £
T, AV TTIHETITUIE LD PN £T, 72— R T L OHREART—H A1, [Authentication
and Policy Servers] 7 4 > K7 & [System 360] 7 « > R UIZFRREINFET,

Cisco ISE Y— " —% k7 = — X :
* [Authentication and Policy Servers] 7 « > K7 [HfTH
* [System 360] 7 4 > R+ [T A~ Ui AHE)
pxGrid Y7 A7 Y 7Foa UBERT = — X
* [Authentication and Policy Servers] V 4 > R : [ 775 47|

* [System360] 7 4 > R . [T 4~ UfEHATHE) FBL T TpxGrid £ FH AT EE )

BE S A7 Cisco ISE Y — 38— D AT — & AR A T — ROZEF|Z L Y [FAILED] & £7R ST
WAHEAIE, [Retry] 227 U w7 L, /SAT— RKZEH LT Cisco ISE 5t & R L £,

ATvT6 [Add] 227 Y v 7 LET,
AT T B Z ) —_"—%BMT5I120E, AROFIEEZEVIELET,

o=

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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Cisco Al Network Analytics D% .

Cisco Al Network Analytics D% E

ZOFJET, Cisco Al Analytics BEFEZ N LT, XY hU—ZF AL R AR MY H
A B, FaRYT—INBRy hT—T A X kDT —H % Cisco Al Cloud {27 AR —
FLET,

458 HHEIIZ

» Cisco DNA Center 1 Cisco DNA Advantage Y 7 bV =7 A B A& HREHF L TNB I &
EHERLTLLEE W, AlRy b= 94 77U r— 2 i, Cisco DNA Advantage
TR 2T IRV ACEERTOVET,

» AINetwork Analytics 7 7° U 77— a VDI HIN—Ta VA VA =L EINTWVWHI L&
MR L CLZE, TV r—avOEFOAyua—REAf A b—/L (1223—2)
AL TLLEEN,

e Ry hU—Z FITHTTP 70X, ROV T 7 KIRA M~DT U k37 K HTTPS
(TCP443) 77 B AZHA[THLIICHESNTWNAZ L 2R LET,

+ [api.usel.prd.kairos.ciscolabs.com] ([ B Hitak)

» [api.eucl.prd.kairos.ciscolabs.com] (EU H4-Hiiik)

AT EEBCHDA=a—T A ar%7 ) v 7 LTREZRIR L E9 : [System] > [Settings] DNEIZEIN L £,
AT 72 [External Services] &£ CA~Z v—/L L, [Cisco Al Analytics] Z R L £7°,
Al Ry ET=0 031 74 v RUNBHEET,

Al Network Analytics

Using Al and Machine Learning, Al Network Analytics drives intelligence in the network, empowering administrators
to accurately and effectively improve performance and issue resolution. Al Network Analytics eliminates noise and
false positives significantly by learning, modeling and adapting to your specific network environment.

Recover from a config file

ATV T3 ROWTRPEFATLET,

s T ITAT U AIZLLRITID /N— 5 @ Cisco Al Network Analytics 731 > A h—/L STV AGET,
WOFNEZFETLET,

1. [Recover from a config file] %27 V v 7 LE T,
[Restore] Al r > b T —2 5410 1 > RUNE ET,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}



SRTLEENER |

. Cisco Al Network Analytics D% E

2.

FrREINTEZVTICar74Xal—yvary 77 ANVERTI I T R Ry 7450 774
WY AT BN T 7 ANVERRL E7,

[Restore] &7 U v 7 LE T,

Cisco Al Network Analytics DIETCIZIFE 3 D5 E R H 0 . Z D%, [Success| ¥ A 7 IRy 7
ANERINET,

» Cisco Al Network AnalyticsZ #]& THERK T 2355, RO FIEEZFEITLET,

1.

2.

[Configure] 7 U v 7 L£7,

[Where should we securely store your data?] fEil C, 7 — & Z #7925 23R L £ 7, [Europe
(Germany)] % 7213 [US East (North Virginia)] Z#RTX £,

[Testing cloud connectivity...] # 7 C/RIFNLTND L DI, VAT AIXT T U RO T A b %[k
LET, 777 REEROT A M5 T35 &, [Testing cloud connectivity...] 2 7' %3 [Cloud connection
verified] (20 F77,

[R~ (Next)] 227 U v 7 LET,
[Terms and Conditions] ¥ « > R U NER I E T,

[Accept Cisco Universal Cloud Agreement] = » 7 AR v 7 A% A A2 L TERISGEICRE L TH 6,
[Enablel 27 U v 7 LET,

Cisco Al Network Analytics 23272 5 E TIZE D DDA R H Y . D, [Success] ¥ A 7 1
TRy 7 ANFRENET,

@

Success

You have successfully onboarded Al Network Analytics! You are about to
download the configuration file that enables Al Network Analytics. This
contains the key used for your data in the cloud. Please treat this
confidentially and keep this in a secure location. Access to this configuration
should be controlled.

AT Y T8 [Success] XA TRy AT[Okayl =7 Vw7 LET,
Al Ry FT—9 98 7 4 > RUMNFIR S, [Enable Al Network Analytics] b 7 /LR X U RNFRSNET,

ATy TH

oD
(HE

i.’%

) Al 2y b T—9 9% 7 ¢ KT, [Download Configuration] 7 7 f V%27 U v 7 LET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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224ATF >

—\\

ATy T

ATy T2

ATvT3

ATy T4
ATy TH

ATvT6

s547> rinEnEs ]

MEEERE D E#

Alm— = ME, X50927 747 2 FEEZHEH L TAIYZ 77U R~ORREE FEIT L ET,
FEEX. ALV 70 RAOTF 2 bOA U AR—T 4 VI RHIZ AL Z 77 K CAIZ XK » TERE
FOBL S, 3EMAZTT (2021 48 AT 1 FICEHE) . BOMIEAUINAFNZ., 75
REFED RO WKL T TA T FEEEZEHT 5 0ENSH D £3, FEHEO BB EH
ANZARNPHEAESNTOET, ZOAD=XLTIE, BHEIGEAZEEZFH TNy I T v
TAHALENSH Y F£9, #H LV CiscoDNA Center Z1E L £7-13BAT T 28581F. Ny 7 T v 7'M
MHETT,

HHT% fAT@AIWﬁ74/F?(E7%@ tE—hwvo 7, Xy NU—T L, ML
REBXIOAS P A R IGBEHENRERII., FTLWAL XYy NU— T SR E Ny 7T v 79
éiémh%éhiﬁo

« — 7 JL Cisco Al Network Analytics

Cisco Al Network Analytics D7 — Z INEE & M2 2 121X, IR K 512 Al Network Analytics #
REZ M T HMENH Y £7,

EEBIIOOIA=a—T A% v 7 LTKREZZER L E7 : [System] > [Settings] DNEIZIEIR L F 9,

[External Services] &£ CA 27 m—/L L, [Cisco Al Analytics] ZZ&R L £7,

wigienF = v s ~<—y (B) 13, ZOBESEDCR>TVDZLERLET, F=v IRy AN

F7O%E (X)) | ERITENIC R ThET,

[AI Network Analytics] i35 C, [Enable AI Network Analytics] N 7 /VRZ %27 ) » 7 LTAZIZLET
()

[Update] 27 U » 27 LET,

Cisco Al Network Analytics 7 7 7 Rinbpry NV —27 7 —2 % HIFR7 5I1Z1%, Cisco Technical Response Center
(TAC) ITHEHELTHR—PI 72X b &A= LET,

PLRTO R E M MiE - THUE STV 58413, [Download configuration file] 227 V v 7 L £ 7,

WWHER T Ly ORX—ADERH

B ERR T L U3y 713, %W% @Y (MRE) "X = U7 OREEZRFE L, RBA
FROBENV T 2 8GET 57O ERNT 5, BTy —2 7 —T3, ZhbooFLboyy

Ry ZiE, KL OEREZE LD DA S vE ¥, iR 1v >y o—2

X, 6D F Ly Ry (V= 7r—) OURY M) TE, fGHoF Ly PRy 7

FEHERR T L > U — A0 e H BB CHET & 415 X 9 Cisco DNA Center 2 iX E7 570>, FEIT
FHTHETATTEET,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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AT EEBCHDHA=a—T A% 7V v 7 LTRZRIRL E7 : [System] > [Settings] DNEIZEIN L £ 97,
AT 72 [External Services] &£ C FIZAZ 1—/L L, [Machine Reasoning Knowledge Base] 2 iR L %9,
[Machine Reasoning Knowledge Base] 7 1 > K 7 (Z1E, IROIEFRNFREINET,

¢ [INSTALLED] : A > A h— /L Z I TW AR T Ly O _R—A Ry r—U D=V 3 b f VA h—
VHABRRIINET,

HHER T Ly ORX—RZH LW T v T — b3 B 585513, [Machine Reasoning Knowledge Base] 7 1 &
R 12 [AVAILABLE UPDATE] &R S 4L, 7 v 77— K@ [Version] & [Details] 23R S4VE T,
« [AUTO UPDATE] : ##i#fii 7 L o 2~X— A 73 Cisco DNA Center CHEIf)IZ /i H EH S E T,

« [CISCO CX CLOUD SERVICE FOR NETWORK BUG IDENTIFIER, SECURITY ADVISORY, FIELD NOTICES
AND EOX] : HEhk % 31T C& % CX Cloud & Cisco DNA Center Z & L £ 9, ZOMAIC
Cisco DNA Center® ¥ = U T 4 7 KA P WV — LB EBET XA 2 D55 @’i’*ﬁaﬁfﬁ‘é%& bﬁ)E

Wb S E L,
ATv T3 (HiE) [AUTOUPDATE] = v 7R v 7 A% A N2 LT, HGaT Ly o_X—2 2 BEIICHEH L
ﬁ—o
[Next Attempt] FEIIZ ., RIBIOFEH O HAF & RFZDN TR I E T,
HE)H X, Cisco DNA Center 737 7 7 K OBBHEGR = ¥ VN IEF ICHEH SN TV A AIZDOAEITT
=FET,

ATy T4 R L P X— X % Cisco DNA Center CFEICTHEHFTHICIL . ROWTNILEZFETLET,

* [AVAILABLE UPDATES] @ FiZ& % [Update] #727 V v 7 L¥ 9, [Success] N 77 v 77 4> KUyRn
FREIN, THDOAT —HZANRRINET,
s R T Ly R R B2 a— L VA FETH U v — R LT Cisco DNA Center (2 > 7R — b
LEd, ROFIEAZETLET,
1. [Download] %7 U > 27 L&,
[Opening mre_workflow_signed] % A 7 12 7R > 7 AMFRINET,

2. Aurua—RLEZ7ANERLS N, o=~ OHBOBATIHEFEL T, [OK] 227 VU v 7
LET,

3. [mport] #7 U w27 LT, ¥Uvru—RKLIEMEHGHT Ly U _X—2%n—h/)L~ )b Cisco
DNA Center |21 > AA— FLFEF,

AT w75 [CISCOCXCLOUD SERVICE FOR NETWORK BUG IDENTIFIER AND SECURITY ADVISORY] F = v 7 R v
AT ATLT, Xy NT—I R IDEBBLIREX2Y T 47 RAAAL P Y & D Cisco CX Cloud D i#iHE %
BT LET,

AT w76 [Security Advisories Settings] =V 7 C, [RECURRING SCAN] b7 VR & %7 U v 7 LT, wlEOEL
IRAX Y CEANEITEDCLET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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AT w71 [CISCOCXCLOUD] hZ W% %7 U7 LT, CiscoCX Cloud ZA%hE -3 Mahic LET,

DRADY L TIOURILDEETE

Cisco DNA Center D Cisco D7 LT L U ¥y VAR ETXET, CiscoDV LTy ult, A
ADBFRETNF = b= & LTHIRRM & DB/ATICT 7 £ 245720, A 3D Web ¥1
roa 74 AT 2~ —4 L RRAT— R T,

)

GE) WwoOFEAZ{FEHA L T, CiscoDNA Center HIZEE SN~ CiscoD 7 LT oy U, V7 =
T AA—VRHEH T T LAy ra— RT570IfEHINET, CiscoDZ LT vy
JWTEF, X2V T 4 0EDIC, 2Ok THEEbENET,

1R BHHEIIZ

i

SUPER-ADMIN-ROLE#E[RZ o2 —V DAN Z OFIEEZ EIT+ D2 N TExE£4, FFEMico
W, 22— g — L OfE (125 2—) 2B L TLEEN,

RT9T1 EEBICHDIZA=a—TAar%7 ) v 7 LTREEIR L E7 : [System] > [Settings] > [Cisco Accounts] >
[Cisco.com Credentials] DJIEIZEIR L 9,

ATYT2 VARAaa—P—ZBIUORRAT—=FEZAN LT EEN,
ATy T3 [Save]l 227V v 7 LET,

cisco.com DT A NERNB Y 7 b =T ¢ —E R L TEREINET,

SRADYLTUOXRILDY )T

Cisco DNA Center (25t L CHAERRE I TV 5 cisco.com D12 7 A EREZHIBRT B 121X, &K
DOFRIEEFITLET,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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B ss=—rozx

\)

=3 VTR T DEY O — ROT N, ADT RV a = JICHET 4 A7 2 FTT 5
BE. cisco.com D1 7 A UERPFHE STV WL X A7 OBIGRTIZ T 7 A AFHE A
NTHETKRDLNET, AN LTcv 7 A E#%ZPR(F L T Cisco DNA Center 4= & T
HT 21213, RSN H AT a7y 7 AT [Save for Later] = v 7 R v 7 A% 4 1Z
LET, ZNLUANDOGEIL. TNODF AT ZFTTHINIn A AEHREAT D0
ERHY ET,

c ZOFIEAETTHE, = Ra—H—F 4 28K (EULA) OARPERVEEINE
4. BEULA OEBEBBANTEZFIEICONWTIL, 914 B ZAEBEOZHE (64 ~2—)
ML TLZE N,

4R8O HHEIIZ

SUPER-ADMIN-ROLE #[R & Ff o2 — YV —DHN Z D FIEEZFEITTHZ LA TE 4, FEMIC
DOWNTIE, = —F m— O (125 —) Z2ZRL TN,

AT EEBCSDHA=a—T A a7 ) v 7 LTREZREIR L £ : [System] > [Settings] > [Cisco Accounts] >
[Cisco.com Credentials] DJEIZEIR L E 7,

ATv T2 [Clear] 27V v 7 LET,
ATV T3 FRENTZFA TRy 7 AT, [Continue] 7 U v 7 L THEMELZIEELET,

ERE— FOETE

Bt £ — RIL, Cisco DNA Center & T B0y FU—F ND A< — %7 /34 A & Cisco
Smart Software Manager (SSM) DOR]OE A BB L £7, RARLBHE— FERET DT,
SUPER-ADMIN 7 7 & ZHE[RAS HBEL T,

AT EEBCHDA=a—T A ar%7 ) v 7 LTREZREIR L £ : [System] > [Settings] > [Cisco Accounts] >
[SSM Connection Mode] DJIEIZEIN L £,

KOBERE— REHATEET,
- B
« 4> FL IR CSSM
s RAY—hrTOFXT

AT w72 Cisco SSM 7 T 7 R~DEEHE 2 AT 5121, [Direct] 2R L 7,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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AT9T3 MEOEX2 VT 4 ZEDLNEND LA TE, [On-PremCSSM] ZRINL £, AT LIAAT v a v
TlX, CiscoSSM 7 77U RTIA U AZEHT LRI, A ¥ —F vy M CEBERE T 518 V2 Cisco
SSM#REDY 7 v MIT 7/ BATEET,

RTvT4

a)

b)

d)
e)

2)

[On-Prem CSSM] Z BN T HHIZ, VT T A "3y hU—27 %4 MBS TEE L T\WH Z &
EHERL T ZEN,

H7Z 4 B FQDN THREINTWDHEE, 7 74 k FQDN @ Call Home % E23 IP 7 K L 2D
D G 7 b4 /3- éﬂiTo

[On-Prem CSSM Host], [Smart Account Name], [Client ID], %5 & U [Client Secret] DFERZ AT L E T,
[Smart Account] 7 4 —/L KIZ, 1 DD SSM ALV T VI AT HU Y MDIHREANLET, A=A
T —RAaTIMEHTEEE A,

IIAT MDD ETTAT M= Ly FERGT D HIEICOW T, [Cisco Smart Software

Manager On-Prem User Guidel] &ML T 7230,

[Test Connection] % 27 U »» 7 LT Cisco SSM %t & #ak L £ 97,

[Save] 7 U » 7 LTHH [Confim]| &7 U v 7 LET,

ZEH L7z SSM CTHEERDME /2T A A0 585513, [Need to Re-Register Devices] % A 7 12 77K v

JAMEBREINET, ¥A47 07 Ry ATOK]| %227 Y v 7 LET,

[Tools] > [License Manager] > [Devices] 7 1 > R C, FERERT 57 /31 A% L, [Sync Connection

Model 27 U v 27 LET,

G¥) ZDOXI T AL RTIE, [T — RAEBI L Ty Z2vy (Connection Mode out of sync) |

BOHTEIIIA =V RERENET,

[Resync Devices] ¥ A 7 0 7Ry 7 AT, WOFIEEFATLET,
* [Smart Account] # A L E 7,
» [Virtual Account] # AJJ L £,

sNow] #7 U v 7 LT ICHRIMAZBIET 5, [Later] 2727 U > 7 L CHREE ORI FH R %
Al a—)L LFET,

*[Resync] &7 U w7 LET,

[Recent Tasks] ¥ « > R 7IZiE, T3 ADOFEPYA T — X ANFREINET,

[Smart Proxy] % iR L. Cisco DNA Center %41 L C Cisco SSM 7 7 7 RIZA~— RRHET /34 A &2k L
F9, ZOF— KT, T/3 A% Cisco SSM 7 7 v RICEBE#F T 54 3H Y £ A, Cisco DNA
Center 1. T34 AMBHDEREZHF %I/ LTCCiscoSSM 7 77 Nz LET,

Call Home X EZT /NA AT Va=rr745LX2, ¥ 774 M2 FQDN TREINTWDHEHAE.
m?bvxmﬁbb_%?§4B®RmNﬁfyy;éni#o
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SRTLEEDER |

B o5s7 kL1085

T7S59T7FRT LA D&

ATy

ATy T2
ATvT3

ATv74
ATy TH
ATvT6

ATy T17

ATvT8

Cisco DNA Center %, Cisco Plugand Play (PnP) Connect ® 2> hm—Z & LT, UXA L7 L
P —E AT Cisco A~v— hT7 BT MIBEFTEET, ZIZE Y., CiscoPnP Connect 7 7
7 RAR— % L7135 Cisco DNA Center D PP (2, T35 ZA L _Ry U 2RI HZ LN TEXE
@—O

1ash BRI

SUPER-ADMIN-ROLE #7213 2 7 NEBRMERR % -2 CUSTOM-ROLE O —H— D HM)3 =

DFNEZFATTH LM TEET,

A= hFT T T, FEEOHRROETEZT AT or—ARna—F =28 Y TonET,
e Av— Ty MEHE LI, TRXTONRN—=F Y AT AT MIT 7 EATEE
R

o —W—F, BIVHBTOENTEARA—TF Y LT HT Y MIORT JEATEET,

EEBIZOIA=a—TAar%27 ) v 7 LTREZZERL 7 : [System] > [Settings] > [Cisco Accounts] >
[PnP Connect] DJIEIZEIR L £ 9,

PP #5707 7 A VDT — T NVINERINET,
[Register] 7 U w7 LT, N"—=F ¥ LT AT MaBELET,

[N—=F ¥ LT T FOXER (Register Virtual Account) |V 4 > R T, BRIELTCAY— M7 BT FR
[A~— T A7 FDOER (Select Smart Account) | K2 77X 7 U 2 MIEKRIILET, [Select Virtual
Account] e vy X7 A NNET DY MEBRINTE £,

W2 [IP]) 721X [FQDN] A7 v a v Ry v a7 ) v 7 LET,
a2 ba—J0OIP 7 RV AEILFQDN GEaEffi KA A v 4) # A LET,

TaTrANGEANILET, BBELEREZMEH LT, BRLINA—F ¥y AT H T hOT R T 7 A )L
DERR S E T,

[Use as Default Controller Profile] &= v 7 R v 7 A% F1Z LT, Z® Cisco DNA Center = f 12— %
Cisco PnP Connect 7 7 U RARN—Z WIZT 74/ hary tr—F & LTHELET,

(B8 (Register) |27 Vv 7 LET,

PP A1 R MEHIDER

ARy NBEHMEERTHZET, 7777 K7 LA (PnP) A X2 b7 Cisco DNA Center T
BAETHENTEMEZZITIY £7, VYAR—FSNTVDLTF v RAZHREL, X MBI
YERYS 9 5 512 oW Cid,  [Cisco DNA Center Platform User Guidel] @ ['Work with Event
Notifications] FE > 7 Z#ZBHRL T 7ZE& VY,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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WD PP A X2 FDA Ry MEMEERLTL S0,

AR

ARV KID

B

T A ADBANZ I
LE L7,

NETWORK-TASK FAILURE-3-008

T A, H—F T AR — h T
BNEnEEA, B—F i3 —#A R —Fh
WX TTF AL RAZBMT DL, =T =235
ELET,

T A AD BN
LFEL,

NETWORK-TASK COMPLETE-4-007

H—F 73— v R— ML > TFAA 2
MRIEFBMENE L,

T AT T —IREE
‘Gﬁ—o

NETWORK-ERROR 1-002

TN AT T Z KRBT D F7,

FALAFT B E Y
=V RIETT

NETWORK-INFO 4-003

FRA AFTaEDS a TR AR D £,

FS ANF AR
T4 TIRBET AL v
7 LET,

NETWORK-TASK_PROGRESS-2-006

T ZRNS GULA Y R—F 1 7 IREET
APy 7 LTWET,

TN ADFERE o
TWET,

NETWORK-INFO 2-001

TNA RIREBERORFEIZ/R Y, oY
=V T OWFERTETWOET,

A= T AU D
AN R L E LTe,

NETWORK-TASK FAILURE-1-005

—HEDT A ATAY— T H o ORI
WZRIL F LTz,

A=w—hKT D hD
RN Zh L E L7,

NETWORK-TASK COMPLETE-4-004

—HRDT INA AT, A<w—RrT AU FODH
Wlcpsh LE L7,

AIX—bT7HO2 FDEKRTE

VAR — T Ou T A U NERIT, Av— N TABUVA T AT MIERT S H
MCHEHENET, S4B A2 —V% Y — LT, RS LS A B ZEHO-HIC, 2
DA<= T AU SOFMETA B AEREERALET,

ATy I

1R BHHIIZ

SUPER-ADMIN-ROLE #R&# TG L TR Z £7,

[Smart Account],

ATy T2

[System]/E LMICH DA =2 —T A 2% 7 ) v 7 LTRZZEIRLET : >[Settings] > [Cisco Accounts] >

[Add| RZ &7 ) v 27 LET, A= T AV bOurA AFHREe AT LL 01T ROONET,

a) AY—hFT AU POA—PF—LZBLONRAT—FE AT LET,
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B ~~—r51e2x2

ATvT3

RTv74

ATy TH

ATvT6

ATy 717

ATvT8

ATy
ATv710
ATvIN

AN—

b) [Save] %7 U v 7 LET,
A= KT HUV ERRESNET,

BIRLIZAY— T AU NOLARTEZETET 521X, [Changel %2 V v 27 LE T, CiscoSSM 727 77 KT
Aw—hKFABUVAT AU b~OERICEHEINAA~Y— T AT FEEBIRT L LIRS E
—a—o

a) Kuev7 & v U R KR)5 [Smart Account] Z 3R L F 97,
b) [Save]l 7 U v 27 LET,

[Viewallvirtualaccounts] # 27 U v 7 L, £DA~— T H 72 MIBEEMT SN THNDE TR TONR—F ¥
NT I MaeRrLET,

G¥) VAAT R MIERDAR— T AT NENR=F XY VLT AT e R—FLTHE
B

(AT vay) Av— T4V AMIGT NA A "—F ¥ LT 7 MZHERGEET 5545, [Auto
register smart license enabled devices] F = > 7 Ry 7 2% A NI LE T, A~— 70 MIEEMITH
NTWAHNR=F XY LT AT DY A SBERINET,

z%ﬁﬂ~?kw7ﬁ?/%%%ﬁbif A= TA B AIET NA ZBA X R UIZBINS
NAHTZNZ, BIRLTeAN—F ¥ L7 0 MZHBIICEGRSNVE T,

TA VL RAERHF LIZA~Y— T Uy ha—V—L ZNICBET D BET — % ZHIRT 235613
[Delete historical information] 22 U > 7 L¥ 9,

[Delete Historical Data] 2 7 A RA > XA 21X, FA BV AZRGE LIEA~— T AU ha—HF—NR
ForENFET, F£7-. Cisco DNA Center (ZHAFEL TWARWEBEFOAY— T U hbFERINE
TR, TNOOBEET —XI5&HEsFIHTEET,

[Smart Account list] =V 7 C, BT 5A~— R T H Ty FOMICH LT v /Ry 7 ZAE4 2 LE
7

[HIE% (Delete) |27 VU >27 LET,

WOHMEZRY 4 > RU T, [Delete] 7 V v 7 LET,

[Delete the associated license historical information] = v 7 Rv 7 A% AL T, BEETLT AL AD
B A IR L £,

-_ -~
e i L4
VA RAvw—h T4 T EBHEMT S L. Cisco SSM 2 Cisco DNA Center %2 5§k T £
7,

A<w— T4 ARFERT HIT1X. £ Cisco Software Central TA~— T T M &
THNENH D F9 (software.cisco.com) ,

VAT AR ADFEMIZOWTIL, cisco.com/go/licensingguide & B L T 72 &0,

E

R

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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188 BRI
e A — T A VL AEFINCTHITIE, CiscoZ LT ooy VEREL (Ao b
TV IVDRRE (55—) | ZHHR) | Cisco SSM T Cisco DNA Center 7 1 & A
HAZT v 7 e —RTH30ENHD T,

« A — KT A B REHMTT HITIX, [System] > [Settings] > [Cisco Accounts] > [Smart

Account] CAv— h7H U FEBINT20ERH Y £, FBMICONTL, Av— 7
AU ROBRE (59 X—) 2B TIZEN,

ATV EEMICHEZA=a—T A ar%7 ) v 7 LTREZER L £ : [System] > [Settings] > [Cisco Accounts] >
[Smart Licensing] DJIEIZER L £ 9,

77 4V b TlE, [Smart Account] DFEMINFR S FE T,

ATY T2 BET HNN—F ¥ /LT B b % [Search Virtual Account] K12 7 F 7 U A s B8N L £97,
ATv T3 &k (Register) 1227V v 7 LET,

ATy T4 BENIERIC5E T L2 5, [View Available Licenses] Y > 7 %27 U » 7 LT, Cisco DNA Center D1 f A HE
RIAB U AEHERLET,

T /N4 A D A] Il fE

F N ZAOEHEIFEME & 1Z. Cisco DNA Center [Z3 1T 5 DD F A X BHEEE D[R 1R e %
WET D AT AL Tt 2T, ZOHMIE. Cisco DNA Center 737 /3 A A & & B4
HOIEI Ry NI — IV REDEANEXETHIETT, TAAINIEETLED, AV
RPNV T AL RAZBMLTZY, TN REH A MZEIVSETCREDTDHE, 2y NT—T T
N RZEERMZ 5N ET,

TNA AT v v 2 SNDHREEFART HIZIL, [Provision]>[Inventory] (Z#E) L, [Focus] K
vy 7 HZ YU A N [Provision] &I L F 97, [Provision Status] 51 [See Details] % 7 U
7 LET,

\}

GE)  CiscoDNA CenterlZ £ D AL ANREE-IXFFREND L., o7 a URERa 7
XY T F v EN., BEEOBWERED N T TNy a—T 4V TIFEHTEET,

TFREDT A ZAREDT A ZAOAHIEED —F & LTHEMIZRY 9,
« TN AR
* [SNMP Credentials]
* INETCONF Credentials]

e AR M) ADTINA ZDIEND

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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Cisco TrustSec (CTS) Z L5 ¥ /L

\}

GE)

[Global] A k73 Cisco ISE T AAA & L CHRESNTWAEAID
D Ix, Cisco TrustSec (CTS) Z LF oy iAo ~_v kU iz
TyvadhET, TNLSOEEIL. CTS 28 Cisco ISE T AAA
ELTHESNTWDIHEIE VA b~DFEIY ET) FlzT A
AT vy aE&hET,

cTNARADY A FADEIYHT

\)

e hm—FEEHE

GE)

Cisco I0S F /34 Z D34, PKCS ZEIAE O A 2 # R oo WLEE R A
MBEELRNEIIC, TRAADOUL LY —ILInGH A LY —
VERETLH L AHERLET,

*SNMP k7 v 7% —/iEH

* Syslog t—/SE#

* NetFlow #—/NE#%

» Wireless Service Assurance (WSA)

« IPDT OB EME

SRTLEEDER |

T SA ZADQEHEWEILT 7 v N TERITT, T8 AR E F I L2 BRnWiEE
T, FEICTESICLE T, FEMICOWTIX. T8 ZADOAHIEEDRE (64 X—) B
LTLEENY,
TR ZADAHEE N R DS T 4 A DN FELTRFRT S ADY A b ~DE|Y 24 CTHF
2. Bl 7 L5 o JLSOEBE DS Cisco DNA Center TERESN D Z L1IH VY 8 A,
WD LD IR X v . FAL ZAOFEFHEIC L > TF AL Rk y N — V3R EREA I
HME IR ED 97,
o TINA R$EH : SNMP & NETCONF 7 L7 o 3 ¥ VN FE T8, ZNTFEE L WS,

AR FYRADT/NA X (Device in Inventory)
T5 &, IPDT BT ATRIEINET,

PIRTOY U —2TiX, RO IPDT 2< > RBHRESNTWE Lo,

DORENMBH T o 20 cE@H S E T,

ip device tracking
ip device tracking probe delay 60
ip device tracking probe use-svi

AVHE =T 2 A AT LI, WOFNEEFITLET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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interface $physicallnterface
ip device tracking maximum 65535

BWAEDOV Y —2ATIE, FTLLBEENTZT S, R L TR IPDT 2~< > RARE SN
\i‘g—(}

device-tracking tracking
device-tracking policy IPDT POLICY
tracking enable

AVHE =T A AT LI, WOFEEFITLET,

interface $physicallnterface
device-tracking attach-policy IPDT POLICY

A=A RO TINA R T8 AREFITEM, A VA — b, Floidmtishs
& . Cisco DNA Center (37 7 # /L b TF /XA A % [Managed] IRFEIZ L T [Global] %1 kiZ
BB CTES, FO—s\L o FHD SNMP H—23, Syslog —/3, 3 L NetFlow =
L7 AREDERFHOBHE TS, T3 A LD Zivb OF%E % 2 H Cisco DNA Center L
FH A,

YA MIBEIShT=T/N4 X (Device MovedtoSite) : 5 /34 A% [/ 11—/ (Global) ]
B A FE, SNMP H—/3_ Syslog $—/3, NetFlow = L 7 ¥ 3XTEN EFRIE D H LU
A MZBEISH 5 &, Cisco DNA Center TILT /XA AD 26 DRENHT LWTA FAIC
ERINTRECETFINET,

Y4 DO SHIBREN =T34 X (Device Removed from Site) : 7 /31 2 & WA LB H|
Br3" %354, Cisco DNA Center TiX7 /31 A SNMP #—/3_ Syslog #—~3, NetFlow =
L7 2R ENHIBRSILEE A

Bl &t 5T /34 A Cisco DNA Center : 7 /XA A% Cisco DNA Center 7> 5 HIBR L |
[Configuration Clean-up] = v 7 /R v 7 ANBA IZT B &, SNMP ¥ — 3 Syslog H—/3,
B LU NetFlow =2 L7 ZRETT A A bHIBRSIVET,

BMDFA BB LI=T/34 X (Device Moved from Site to Site) : 7= & 21X 1 ~ A H»
5% A4 FBICT A AZBESHE S &, Cisco DNA Center TIET /31 A D SNMP H—3
Syslog #—/3_ NetFlow =2 L' 7 ZZREN, YA FBICHID Y THNCREICE SRR B
F9,

YA ETLANIDEBDEH : 73 2O A[HIBEPEOFEANICH D% EICH T HEE
X, TS 20T Va =y i T LA RN)BREOEHRT 72 3 v DFEITHIC
Fy NU— I F R, A ZEAENET,

F oS A DEIEIFTREMEDN AN 22 > TV B IEES . Cisco DNA Center7S . — W — 7324 L 72 SNMP
BERIFWE N L TT N AR TE T, T35 AEREZUNE TE 72054, CiscoDNA Center
D —HF— R L7 SNMP EfSIEHREZ T A AT v =2 LET, SNMPV3 Of, =—

fF_A

)

1% [Default] 7 /v —7 D FI/ER SN E T,

GE)

Cisco AireOS 7 /34 ZADE . 2 —HFIFED SNMPV3 /X2 7 L— X (1TI1E 12 ~ 31 LFNEEN

TWOREND Y T4,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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B 7 zomnmrozse

TN A DA HI{EEDERTE

T A ZAOAHIEEIL, Cisco DNA Center C7 /N4 A& FH T L7200 E Ry NI —7F
EDOREMZZELET,

)

GE) T3 2@ A[fENE 2 501295 & [Device Controllability] _X— VIZFE#i ST\ br 7 A >
TEHRE T ITHERRIT, T 4 A NV BFETILEITRICT A AR ESNE R A,

=]

TNA ZAOQAHIEWE LT 7 40 S THTY, 7735 AO Al 2 T8 Tl 512,
WO TFNEE FEITLET,

RT9T1 EEBICHDIA=a—TAar%7 0 v 7 LTCREERLE7 : [System] > [Settings] > [Device Settings] >
[Device Controllability],

AT w 72 [Enable Device Controllability] = v 7 R v 7 A% 4 7|2 LE T,
ATvF3 [Save] &7 Vv 7 LET,

4t ARMEDRH

VI M 2TEE T ya— K750, £RETF M A2 u e Y = S TARNIC, R
a—H—F 4 28K (EULA) ICEIETAMLERH Y £3,

\}

GE)  ciscocom DB 7 A AFERE FIZRIE L TWRWEAE, JicETeail, [Device EULA Acceptance]
74 RUTHETDHELIITKRDENETS,

ATV TN EEMICHEZA=a—T a7 v 7 L TRZER L ET : [System] > [Settings] > [Device Settings] >
[Device EULA Acceptance] DJIEIZE R L 97,

AT 72 [Cisco End User License Agreement] V) > 7 %27 UV v 7 L, EULA Z@HiAE7,
AT 73 [Ihave read and accept the Device EULA] F = v 7 Ry 7 A& 4 12 LET,
ATy T4 [Savel 227V v 7 LET,

SNMP 7 0O0/8F 4 D%FE

SNMP OHEBITE XA LT U FOEERETDHZENTEET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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1cMP ping o« +—F it [

1R BHHIIZ

SUPER-ADMIN-ROLE #E[R & Ff > — WV DHN Z OFNEE EITT B Z &N TEE9, FHEMiz-o
W, 22— g — L OfE (125 2X—) 2B LT EEN,

AT EEMICHEZA=a—T A ar%7 1) v 7 LTREZRER L E7 : [System] > [Settings] > [Device Settings] >
[SNMP] DIJIEIZ#IN L E 7,

ATV T2 ROT7 4=V REFRELET,
cBRITEY (Retries) : A SNDT A A O RKERITEE, A272EIX1 ~3 T, 741
M3 TF,

s [Timeout] : ¥ A 57 7 MI/RBETIZT /SA A & OB OMESL & iR A HBRIZ, Cisco DNA Center 23 fF
M B8, AR7EE. sBRERETL~300 T, T 74/ MISBTT,

ATv T3 [RT%E (Save) |27V v 7 LET,
ATvT4 (A7 ay) FT74NVEOREITETITIE, [Reset] #27 U w7 LTHhB [Savel 27 Y v 7 LET,

ICMP ping O 1 *— 7 JL1{t

Internet Control Message Protocol (ICMP) ping 2350272 > CU T, FlexConnect &— N TH|jE
RREIRT 7B ARA » F3d> 5556 . Cisco DNA Center [ £ ICMP Z I LTS5 T &IcZiLh
DT 7B ARA 2 M ping ZFATL., BZErREMELZBILL £7,

ROFNETIX, ICMP ping Z H NI T 2 HIEIZOWTIHH L ET,

ATV EEMIZHEZA=a—T a7 v 7 LTRZER L ET : [System] > [Settings] > [Device Settings] >
[ICMP Ping] ®IIEIZIEIR L E 7,

AT 72 [Enable ICMP ping for unreachable access Points in FlexConnect mode] = v 7 R v 7 A& 412 L £,

AT9F3 [Save] &7 Vv LET,

PnP EAXEFEADAP O —2 3 VDERTE

Cisco DNA Center CiZ, PnP & AYEfiid AP OETE LT, PP ZRHICEHID Y ToHNZY A
i C& £, [Configure AP Location] &= v 7 /R > 7 A% F 1ZF 5 & Cisco DNA Center
FED Y THRIY A NEPoP EAERHO AP O E L THERLET, F=v 7Ry 7 R
% A 712 LT84 13 [Configure Access Points] 7V —2 7 —%ff [l L C, PnP E A D AP
DL EHRE LT T, FFMcoW X, [Cisco DNA CenterUser Guide] @ [AP Configuration
in Cisco DNA Center] #ZM L T 7230,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}


https://www.cisco.com/c/en/us/support/cloud-systems-management/dna-center/products-user-guide-list.html

SRTLEEDER |
B -—vaEr—rome

A\

GE) A HORRE, Day-NEAFIZITEA S EWE A, Day-NIEHD AP O % 3% ET 5 I121E.
[Configure Access Points] 7—7 7 u—%fiH L £7,

AT EEBCHDLA=a—T A aru7 ) v 7 LTREZRIRL £ : [System] > [Settings] > [Device Settings] >
[PnP AP Location] DJIEIZER L E 9,

AT 72 [Configure AP Location] 7= v 7 Ry 7 A& A N2 LT,
ATYF3 [Save] &7 Vv LET,

4 A —TBEY—/\DERTE

AA=VEMEY— =1, Y7 MV =2T A A—VORELREICELLET, Y7 =T A
A=V ERUET D LD ITRRIDDINEA A—VREY — " —ZRETEET, £, HLL
BMSNTeA A—=VREY—"=IZ 12U EDOTm Fa V2R ETEET,

PAR— F IR TWNWEY——DFEMIZ DUV T, Cisco DNA Center BHE A RO Ry 7
Ny 77y T —"—D%MH) ZhHD TBHELT —F Ny 7T v 7O ——Eff| &7
varEZBLTLITEE N,

AT TN EEBICHDIZA=a—TAar%7 U v 7 L TREEIR L E7 : [System] > [Settings] > [Device Settings] >
[Image Distribution Servers],

AT 72 [Image Distribution Servers] 7 f > K7 C, [Servers] %7 U v 7 L ¥,

[Image Distribution Servers] 7 — 7 /VIZiX, 4 A —VEEH——D KA, =—%—4_ SFTP, SCP, ¥
F ORI BT 23RS INET,

ATV T3 [Add| 27V v 7 LTH LA A—VEEY— 28U 7,
[Add a New Image Distribution Server]slide-in pane 23#/~ SV E 77,
ATV T4 A A=VEEY— OV T, ROEHEZHELET,
e [Host] : £ A—VEUEH—R—DRA ML EIZIP T FLRAEZ AN LET,
* [Root Location] : 7 7 A MImEHDOIEENL— T 4 L7 MU,

G¥) Cisco AireOS VA YL Az bu—T OBE, RESNI/NANI6 XTFEBL2HE, 4
A= OEMEIT IR L E T,

e [Username] : f A —VREY——~Dr 7 A RSN 2—Y—HEZ A LET, 2—HF—4
Wi, =" —DfEEL— T 4 L7 N VI T D3 A0 /FE X IABMER DS LT,

e [Password] : 4 A —VEUE —N—~Du T A NS NDH/XAT — R,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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| vRF7LBEOHAM
pop 734 2T 0EME |

[R=FEB]: A A—VEREV—N—DPETSNTWDIR—FETEZ AN LET,

ATv TS5 [Save] #27 U v/ LET,
ATV T6 —EHOIA YL Rary ha—FDIHA—=Ya DY 7 b7 T, SFTPOREE N E LTIV
(SHA1 R—RDFF72 L) L AR—FIR Tz, CiscoDNACenter TV 7 b7 =27 A4 A—TD
BHSOUAVYVLVAT Va7 TV AOREEITIICIE, VA YL A3y ha—F b0 SFTP #floxt LT
SFTP HHfit— RZHNNTH04ENH Y £4, Cisco DNA Center O SFTP % — X—TlL, 59V RS 5D
PAR— N ZRKIHME T BAICHENCT D ENTEET, BV SEZHFFTD12E, UTF2ETL
£,
a) SFTP H—_—DIP 7 RLVADRIZH D [i] T A 2N — Y VEHE, [Clickherel 227 U v 7 L%
T
b) [Compatibility Mode] slide-in pane C [Compatibility Mode] F = > 7 AR > 7 2% A A2 LTHIF (145~ 90
H) #AJILET,
c) [SavelxZ Vw7 LET,
AT 1 (EE) REEMET DT, HET DA A—VEEY—"—DORIZH D [Bdit) T2 %227V v 7 L,
VB W A T > C [Save] 227 U v 7 LET,
ATvT8 (EE) A A—VEEY——ZHIRTHITE, A A—VBUEY — S —DRUTH D [Delete] 7 A 2> &
Uy 2 L, [Delete] #7 YV v 27 LET,

PnP 7/34 RAFFRIDEMIE

ROFMETIE, T ATHAZADTT 2 HECOWTHALET,

ATV EEMICHHZA=a—T (a7 ) v 7 LTREZERR L ET : [System] > [Settings] > [Device Settings] @
JNELZ IR L £,
AT 72 [Device Settings] Kz 7% 7 U A k5 [PnP Device Authorization] Z B4R L £,

GE) T 7V TR, T ATABICIFI S LET,

AT v 73 [Device Authorization] F= v 7R v 7 2% AN L TTF A ATHEAZHLET,
ATy T4 [Save] &7 Vv 7 LET,

— » O O >
TNARTOVT FDER
Cisco DNA Center CTlEa—W—£4 LA T —RKOBAX LT T N ElTCTEET, WAHX

L7 hEFERALTCT A, AETAERENET DL, 2y NI HOT A A
PHERTE £,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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B r=x5270 7ok

ARA2LTOVT FDOER

ATy EEMICHEZA=a—T A ar%7 1) v 7 LTREZER L E7 : [System] > [Settings] > [Device Settings] >
[Device Prompts] DJIEIZIEIR L £ 9,

[Device Prompts] 7 « > R UM & £77,

AT 72 [Create Custom Prompt] #7 U v 7 LE7,
[Create Custom Prompt] A7 A KA A RBHE £,

ARTYT3 a—HF—LOHAZ LT 0T NAERT H121E, ROFINEEZFATLET,
1. [Prompt Type] K> 7 & 72U &2 kb, [username] & EE4R L £7,
2. [Prompt Text] 7 4 —/L N2, IEHEBL (Regex) TTFAMEATILET,
3. [Save] #7 Vv 7 LET,

AT T8 RAT—KRKOBAZ LT T NEERT DI, ROFIEEZFEITLET,
1. [Prompt Type] K1 > 7 Z U R h)vb, [password] 28R L £ 77,
2. [Prompt Text] 7 4 —/L N2, IEMEBL (Regex) TT FAMEANLET,
3. [Save] 7 U w7 LET,
GE) [Device Prompts] ¥V 4 > RDUIZH A X L7 a7 MRFRINET, 2—F—ZL LA T—FKD
HAZ LT T ho 8 OF CIERRTE E9,
ARTY TS WAX LT T Ve bBRIAFCRI v 77 RRkay 7 LET,
G¥) Cisco DNA Center [, W AX L7 7 "OIEFZHEFEL., Yoo hear~XEIDEE L
TTFNRA RAZPELET, VOB AZ LT T FOERENEL 20 9,
ATYT6 WMETA a7V 7 LT, WAL NefELET,
AT TT1 WAXATa 7 NIRRT DIE, HIRTA a2 70 v o LET,

G¥) =P —ZDOTa T NERAT— RO a7 ML, —EOEREFHERN/LETT, RLE
TITEPOERBREZERT D &, T3 A TRIEOMEREA L ET,

T RO Y T TREOHR

Cisco DNA Center I%, T3 ZADELTRER D EMHI2 Ny 7T v T2 BT LET, XNo T v
TORFEE, TR AT EIRIFETEAHEA RN 7 bOARFHEERTE £,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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ATvT1

ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

7—n4 77114 2RO gy — —oms [

\)

GE) [Daily Backup] : Cisco DNA Center I%, f#H % 11:00 (UTC # A LAY —2) [ZFEITTH &
ATV a— LV EINTABRENNY 7T v 7 %2FTLET, 27 AH, CiscoDNA
Center [X, HZIZT A AERDOUIEDTONTZRFR DT A ZNAX T L T3, AR

WT —NA T ENTZBEEDOH A DAX TR LET, TOENIODEBZH5E1T
TNA AR DT — A THRFEITENET,

HRANy 77 A, BRI T v TRATF P a—/LINTW5HHIZ TS EH

hoe

* [Weekly Backup] : Cisco DNA Center |&, i HIEH O 11:30 (UTC Z A LY —2) |

FITTDEIDICAT 2=V ENTZHIRENNY I T v I E2EZTLET,

EEBIZODIA=a—TAar%2) v 7 LTREZZERL £J ¢ [System] > [Settings] > [Configuration
Archive] Z 3R L 97,

[Configuration Archive] 7 ¢ > K C, [Internal] ¥ 7% 27 Y v 7 L£7,

[Number of config drift per device] K2 v 7H DU VR NE7 U w7 L, T AT LICRFT DM R 7
FOF A RN 7,

TNARAZEIZT~50DH N 7 FERFETEET, RESNDIME Y 7 FOBFHIE, T3A 2D
TRTDOT ISR EENET,

GE) T 74N ETIE, T3 AT EIRGFINDHK RY 7 ho¥kix 15 T,

Ny 7T v 7ORREERNLET,

BIRLI-ANY 7Ty 7OHBEL, *y bU—27 2R &7z Cisco DNA Center 77 7 A X DX A LV —\Z
HoxF9,

[Savel 27 U v 27 LET,
R I T o TNE, ATV a— VLB T I/ T 4T 4BV X —TCHRRTEET,

[External] # 7% 7 VU v 7 LT, T/ AR AT — A 7T 212D DN — " —Z gk L ET, IS
ONWTIE, 7= A T T3 ZEA DI — A — DRk (69 X—2) ZZRLTIESNy,

T—NATTINA RAERADSERY —/\—DIE L

TNRAADFEITAL T 4 X alb—val kT —hATTD57ODINE SFTP H— R —Z LT
xET,

PAR— RSN TND = "—OFFEMICONTIE, Ny 7T v 7 —"—DFEMf (167 X—)
O THELT =2y 7T v TOY— =B8] ¥ 7 v a 22U TIES0,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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B 77 o7« xRN ST — "~

1R BHEIIZ
AN — R —T SSHBENT o TWAZ L 2R LET,

AT TN EEBICHDIZA=a—TAar%7 ) v 7 L CREEIRLET : [System] > [Settings] > [Configuration
Archive] ZE{R L £7,

AT w72 [Configuration Archive] 7 4 > K7 C, [External] ¥ 7% 7 U v 7 LE7,
RTwF3 [Add] %7 U v 27 LC, [External Repository] Z B L E 7,

() BIITE S SFTP —/3—1X 1 2721 T,

A7 74 [Add New External Repository] A7 A RA XA T, IROFEMEATILET,
a) [Host] : KA FDIPT KL AZ AN LET,
b) [Root Location] : /b— b 7 4 L Z DT AT LE T,
G¥) o L— N DT O /S APFERS S A TR AR SATHDH Z L a B LET,

o NERY— R —D— FDGATIZETHHIVERH Y 7,

¢) [Server Protocol] : SFTP H— "—Da—H—4 NRAT— K K- EBFEANLET,
d) [Backup Format] %Z3%®R L £,
«[RAW] : EfTa v 7 4 Xal— a URNT_XTARSNET, T _XTOMEREL 7T A —h
WEIX, NI T v ST =AY AIRENET, "AUV—REANLT, NI T v F 77
ANEay 7 LET,

GE) 7 7 A IVDIRAT — KL Cisco DNA Center IZfRFINFEH A, SFTP V—R— LD 7 7
AT 78 AT B, NATV—=RE2RZ TBLERHY £,

[Sanitized (Masked)] : FEITA L 7 4 Fa b —a P OBERE L 7 T4 X— NEEDOFEMNR~ R 7
SNET,

NAT— KX, RAW Ny 77 v FEREZRIR L GO SNVET,
e) NI T T YA I NERFr Y 2a—)LLET,
Ny 2T v 7ORAM, B4, 24 5=, BEXORY 77 v 700K LERE AN LET,
ATwF5 [Save] 7 Vv 7 LET,

AT w76 SFTP — —OFt A fRET D11, [Action] FIDOFRERZ 227V v 7 LET,
AT v T 71 SFTP Y — —ZHIT 5121, [Action] FID FIZHHHIRARZ 227 ) v 7 LET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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559 k7oez%— |}

D270 €RAF—

Cisco DNA Center (Z Cloud Device Provisioning Application /N> 77— % A VA h—/L LTz 6, 7
FTURT IV RBAF—BHGFTEET, VAT LT, BB T7T RT 7B AF—NHHR—
ENTVWET, £F—1F, TOIV IV RT 78 AF—%2H L THRHSNTZAWS A 7 T R
N7 FxDar AT 7 NERIIZY Y —RAETXTERERIOZ 77 K77 74 1E LT
fFHENET, 77U K7 7 8AX—%BMT 5 &, AWS VPC A X U IEED B #AYIC
MU H—ENET, TDOIZTTRT IV EAF—D VPC A X MINETHEESNZY V—
AWAWS £ > T FZANT I F ¥ THESN, CSREBELIR IS YL Rarie—F Oy Iy
KFebeya=r 7 TCRRLTEHTEET,

188 BRI
» Amazon Web Services (AWS) 2V — /67 7B 25— 1D & EHEAZIE L E9,

cAWS~—4 v F 7L A ATCSREZIT VAV LRy b —F BWFIZEEE L, ¥—F v
M) —Cg3 DA A=V 1D 2R L E T,

¢« AWS TO HA 7 = — /LA — _—FFZ CSR THHTA2F—_T7 2 ELEd, DU —
TaryOCSREIuEYa =TT AT, ZOXF—XT D4Hi% Cisco DNA Center ™D
UR S HEEIRLET,

*« AWS TO HA 7 =— /LA —/"—FFIZ CSR TIHEATH IAM B — V24 E L F 7T, CSR &
TubVa = VT AL, 2O IAM 2 —/L% Cisco DNA Center D U A h 7 B3&IR L E
_a_o

* Cisco DNA Center & AWS Df§j HTTPS REST API Z#/r L7 i@{EICfFE AT uxs 23k
ELET, 70X 0RE 873—Y) 2B L TN,

* eNFV 7 7' U @ Cloud Connect Ji:5EH#8E(X. Cloud Device Provisioning Application /X~ /77—
PEMNERAT S Z L TAMICRY £9, DNy —UiE, 77 40 Tl CiscoDNA
Center DFEHEA L X P —VIZHEENTWERA, BE BT —R—nE Xy Fr—T%F T
Y= RLTA VA=AV TH0ERHY £¥, FMIcONWTIE, 77— a0 OR
Froxryra—Ref A= (1223—V) 2ZRLTIEIN,

RT9T1 EEBICHDIA=a—T A ar% 27U v 7 L TREER L ET : [System] > [Settings] > [Cloud Access Keys]
DNEIZEIR L E T,

AT T2 [Add) 27 Y v 7 LET,

AT 73 [Access Key Name] # A7) L. [Cloud Platform] 2 K2 w7 & 7 U A R B@EIRLET, AWS 22V —)L
M5 HUE L 72 [Access Key ID] & [Secret Key] # A L&,

AT 74 [Save and Discover] #7 U v 7 L7,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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|

RDBERY

VIS RT I EBAXR—HBMNTEHE, AWSVPC A X M VIERHBERIC Y H—&
NE+, 7799 K77y b7+ —LEDORENIIEG DN £9, A 2 FUIED,
TNV IO TCEITT AL IICAT Y 2a— L ENTWET,

« 7T RA Ry N UNUENIERIZSE T %5 & [Provision] 2 ¥ = @ [Cloud] # 712,
INEL7Z AWSVPC A o Ry b DE a—RNERRENET,

B AR

BAMMEE (IV) TiX, FERT NS ZAT =204 T 5, T AREO M Z R T THI L
RWEEETEDREAEELET GEUT258) o ZOHMIE, A3 T 8 XS
D RNIEZRZEE ORI 2 KIFICERE T 5 2 & T, REFORBLRE/PRICMZA L2 L21I2H Y *
R

\)

G¥) ZDY Y —ATiE, IV CTCiscoDNA Center IZ7 v 7 u— RENEZY T T =T A4 A—T DK
BMRIET = v 7 BFETLET, BEMRIET = v 7 2374572012, IV Y —E AL,
Known Good Value (KGV) 77 A% T v 7 a— RTANERHD £9,

KGV 2 7/ )LD F7 v JA—FK

X 2T 4 OEAEERMET 0L, BEEN ARV 7 =T E2FTLT0DHED L
LTV ARIATNA RERGET DMERNH Y 5, BE, VAT, AZE, BIERV A=Y
TR 2T EFTLTODNE I DEHRIT HI2ODSHAA - " RH Y FH A, IV TR,
INEESNT A A—VBENET —H 2 23V 7 v =7 DKGV LT HT-0DY AT Lk
HHALET,

AL, DL ORE O KGV BNEEND KGV T —4 7 7 A VEARE L OFITL T
9, ZTOKGV 77 A /MIEHED JISONTEAXTHY, AL TEL S, o7 7 A
NEEBITHE—DKGV 7 7 A MR RV E L, Y A2D Web A DB AFTEET,
KGV 7 7 A /WL, ROGFTIZHE#H S TWET,

https://tools.cisco.com/cscrdr/security/center/files/trust/Cisco KnownGoodValues.tar

KGV 7 7 A MZIVIZA VA R—F &N, Ry NI =7 F 34 205845 L2 E MO RIE %
T A OIHEH SN ET,

\}

GE) TS AESEOREREIT IV ISR S, IVNTR2IHEH S ET, IV & cisco.com DfH
DEEFIIVNEH D A, KGV 7 7 A NV EREINTRBEICZ T Xy v 7k L, IVICE—
FTE £,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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kev 77107y 7n—F ||

1R BHHIIZ

SUPER-ADMIN-ROLE #E[R & Ff > — WV DHN Z OFNEE EITT B Z &N TEE9, FHEMiz-o
W, 22— g — L OfE (125 2X—) 2B LT EEN,

AT EEMICHIEA=a—T A a7 v 7 LTRERIRL E7 : [System]> [Settings] > [External Services] >
[Integrity Verification] DJIEIZEEIR L £,

ATv T2 BUEDKGV 7 7 A WMEREHER L ET,
s [File Name] : KGV tar 7 7 1 /L D4 i,

* [Imported By] : KGV 7 7 A /L% A > 7R— k L7z Cisco DNA Center =—#—, HENIZHX 7 m— KX
N5%4 . X [System] T9,

* [Imported Time] : KGV 7 7 A )L 73 A AR — b SHT-HFHL,

s [Imported Mode] : 2 — A /VEZITVE— FDA VAR — FE— K,
* [Records] : L I 7z L a— R,

« [File Hash] : KGV 7 7 A VDT 7 A b~y ¥ a,

* [Published] : KGV 7 7 A L DFITH,

ATY T3 KGV 77 A VA iR— T B2, ROWTNLDOFIEEZEITLET,

*KGV 77 A W& a—)ilA »R— b3 2512iE, [Import New from Local] #7 U v 7 LE T,
« KGV 7 7 A /L% cisco.com 72> 6 A »7R— b3 5 IZ1%, [Import Latest from Cisco] #7 U » 7 L £ 7,
GE) [Import Latest from Cisco] 473 a ' Clit, 77 A4 7T U+ —NLVETEIILELY A, 72721,
T7AT T A=A T TICEHRE STV DAL, https:/tools.cisco.com ~DHEED A % B < 44
ERdHY £T,

AT w74 [Import Latest from Cisco] &7 V v 7 L7z38 1%, cisco.com ~DEEE BT, D KGV 7 7 A L H
KT Cisco DNA Center (21 >R — I ET,

GE) https://tools.cisco.com ~D ¥ ¥ = 7 728 elE, CiscoDNA Center & Z D7 %y (el > M7 v
TR E SNTHE) (BN S iEAEZ M L TiThbivE 7,

AT 75 [Import New from Local] 7 U v 7 L7=3A X, [Import KGV] 7 1 > RUBNFIREINET,
RT9T6 ROFEOWTNNEFITLTa—H A R —hLET,
e B—H/VKGV 77 A N% [Import KGV] 7 4 — /L RIZ KT v 77 RRay 7 LET,
* [Click here to select a KGV file from your computer] #27 U » 7 LT, ZHHOa L Ea—% EOT 414
MHKGV 7 7 A N EERL £,
e [Latest KGV file] V> 27 %27 U w27 L, FTOKGV 77 A NVEF U a—RLThb, D77 AL
% [Import KGV] 7 4 —/V RIZ KT v /7 K Ray 7 LET,

ATYFT [Import] 27 Vv LET,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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KGV 7 7 A 73 Cisco DNA Center |21 A — kX E1,

ATFYT8 A UR—IRETLED., GUI TEIED KGV 7 7 A MEREZWHRIEL., 77 A NADBEHFINT-Z & 2R
L7,

IV %, Cisco DNA Center NEBI SN T 5H 7 BRIKH D KGV 7 7 A /L% cisco.com 05 v AT AZHE)
iAo —RLET, HEIF Y o— N7 Z &S SnEd, KGV 7 7 A Laa—h Ly AT
LIFEHTH 7 m— RLT, CiscoDNA Center IZA1 > R— 352 b TEFET, 72 20E, &HIC
BLWKGV 7 7 A LRMEMFREICZR Y, BEI X Y ou— 7 HIZE (HEER) ZiThhd561E. F
FcTH - R TEET,

KO KGV HENZ v a— RFRAF RSN ET,
* [Frequency] : HEIZ 7 > 1w — RO,
« [Last Attempt] : KGV A7 ¥ 2 — T NI b U H— S iz,
s [Status] : KGV AT ¥ 2 —F DREDFEITOAT — X A,
* [Message] : A7 —H A A vtE—,

(¥) BHDOKGV 7 7 A NEA LV R— TR EEICT—NEONSTGEIE, =T —A vk—
UNFREINTET, TOZT—RAvb—UIIHEOSEICHRRIND L Oy F LT,

RDBERY

KOO KGV 7 7 A % 4 A= h L6 [Design] > [Image Repository] £ LT, 1 >
R— b ENTA A=V DA EFRLET,

N

GE)  FTTIA VA= FESNToA A=V PRRGEERREARAT —F A (WEE2IIEE) ThoOILAITE.
KGV 7 7 A V& A v iR— bk LT-%h 3% [ImageRepository] 7 > KU CHER TE 9, I 51T,
FFRDOA A=V A v HR—FTh, LT v 7 r— RFLEKGVEARIEDT=DIZSRLET %
BT LH5E) .

IP7 FLAIR—T v DERTE
Cisco DNA Center Z4EFIP 7 R Z2~w3%— % (IPAM) EBETAHLIHIICHRETEET,

Cisco DNA Center # i LT, IP 7 RL A7 — )L OVERR. . £7138I8%1T9 & . Cisco
DNA Center [3% DO1E# % /M IPAM ITI5ZE L 77,

1R BRI
ANEIPT RLAR—=Uy Nty T o7 &N, BEREEL CWAZ 2R LET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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ATv T

ATy T2
ATvT3

ATy T4
ATy TH

ATvT6

ATy 71

P7rLazr—sroiE |

EEMIZHDA=2—TAarx27 ) v 7 LTRZERL £7 : [System] >[Settings] > [External Services] >
[IP Address Manager] OJIEIZIEIR L F 9,

[Server Name] 7 ¢ —/L RiZ, IPAM H— —0DL4HiEZ AT LET,
[Server URL] 7 4 —/L RiZ, IPAM $— 3—®D URL £721LIP 7 KL A& A LET,
REEN Z O — = ZH L TEHEN TV W L 2R dEET M a b A v e—UNRNERREINET,
FHGEIEA IPAM DO EEA VR — N9 5121, ROFIEEFATLET,
a) BETAMarE7 Vv LET,

[Certificate Warning] # 4 7 2 7R v 7 ANFRINET,

b) FEAEORITHE, LU TNAELT. BIXOAIHIREZHER L E7,
o MHHRNELWESIE, F=v 7Ry 7 A% 7Y v 27 LTCiscoDNA Center (IC KD IP T RLA~DT 7
BERAEZFAL, BETERVIEAZZEETE SiEAFITEML £,
d) [FFAl (Allowed) 1Z227 U v 27 LET,
[Username] 33 J2 UY [Password] 7 « —/L RIZ, IPAM 7 7 A UfEHEZ AT LET,
[Provider] = v 7H DT U X "B 7N X —2 @R L ET,
G¥) [BlueCat] & 7' w3 A & & L CEIRL72GEIEL. B D2 —H—I1Z, BlueCat7 L AvR—T %

DAPI T 7 EARHFAENTWAZLEZMRALET, | AFHITEHO—F—D APIT 7 &
RAERETDHHIECHET MOV TIE, BlueCat OD~==2T7 VEZZBL T EWN,

Cisco DNA Center Z @ # [EHRAULEFEAE (FIPS) E— F® BlueCat & 4 9 5121%. BlueCat 9.3.0
PERALET,

[View] R v 7 Z U A RmS, T74/LFOIPAM %y U —27 Ea—%2@R L %79, EHE2—70
1 OBRE SN TODEA, [default] DAR Ry XY 2 MIFRENES, Xy PU—27 Ea—7
IPAM TIER &4, IP 7 RL A —LparsF+ & LCHEBENET,

[fR7F (Save) 1227 U7 LET,

RDEZRY

REFAENIEFIBIM SN 2 L 283 % 121E, [System] > [Settings] > [Trust & Privacy] >
[Trusted Certificates] (28 L 9,

\)

GE) FECTX2ENETIE. FGEAETYV— R =7 s OEETE iEHE L L TSRINET,

[System] > [System 360)iCBEEI L, SMBIP 7 RL AV X — U ¥ X ENIEFICET Le 2 & %6
HBLET,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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B weexstanme

Webex i & DR E

Cisco DNA Center I£7 7 A 7 2 bk 360 ® Webex 2tz v > a UIEMERMIL L £,

AT EEBIHDHA=a—T A %70 v L TRERRLET : [System] > [Settings] > [External Services] >
[Webex Integration] OJIEIZER L £ 97,

AT w72 [Authenticate to Webex] 27 V v 7 L ¥7,
AT w9 T3 [CiscoWebex] Ky 7T v 70U RUT, EFA—NLT FLAZ AL, [Signln] %7 Vv 7 LET,
ATY T84 RAT—K&EZANL, [SignIn] 227V v7 LET,

Webex FRFERN EFIZE T LET,

AT 75 [Default Email Domain for Webex Meetings Sign-In] T, Webex = —H#—DFE - A —/L KA A % AJJ L. [Save]
7 Vv 7 LET,

Webex KA A MRS RICEH SV, RAA CEERTH2TXTO2—F =D E2 B L7 S
ML= Tx £,

ATw 76 (f£E) [Authentication Token] T. [Delete] %2 U v 7 LT Webex FZiFE&HIR L £,

AppX MS-Teams #f & D&KL

77T 4744 5L, CiscoDNACenter D7 7V 7 —2 g 360 8 v al—RKETTAT
k360 % v AR — NIZEEME A N v 7 ERPFTRINE T,

1R BHIIC

EHEHEIR & 75 72 Microsoft Teams 7 4 7 > b BAULEETI,

ATV TN EEMICHDA=a—T A2k 7V v 7 LTREZRER L7 : [System] > [Settings] > [External Services] >
[Cisco DNA - Cloud] DJIEIZEIR L £9,

ATw T2 [Region] Ka v 77X U ARG HHOHRZ SR L £,
AT T3 aT74arvwEr Yy s L, 4EiICHEL T, [AppX MS-Teams] & R £,
ATv T4 [Activate] 7 U v 7 LET,

[CiscoDNA -Cloud] V 4 > RDIZU XA V7 hENET,

AT 9T [CiscoDNA-Cloud] 7 4 > KT, IROFIEZFETLET,
a) cisco.com 2 7 A L 1E# & #H L C [Cisco DNA - Cloud]https:/dna.cisco.com/{Z 2 7 A > L 7,

cisco.com 2 7 A MERNIRWGAIL, (BT D2 LM TEET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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| vRFLEEOHER
Cisco DNA - Cloud % & L 7= AppX MS-Teams i 04 ]

—_—_—

b) [Activate application on your product] 7 f & R T, [WE7n—Y 2% 7 U v 7 LT, IROFIEZFAT
LET,

» [Sign in to your account] 7 ¢ > K7 C, Microsoft HEH D2 —W—4 L /XA T — K& AJJ L, [Sign
Injz27Vy7 LET,

o [AFB (Accept) 127 Vw7 LET,

¢) [Activate application on your product] 7 « &~ R T, 7277 4 7L T 5 ZEIR L, [Next| 227 VU v 7
L/ i ‘é—o

LW EZRET 22T, 2BV 7% 70 vy 7 LT, ROFIREZFEITLET,
* [Host name/IP] 7 4 —/L RiZ, ®FZDOIP 7 KL AZ AN LET,
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[Details] slide-in pane 23/~ AL E 7,
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IS L) OFNAZE A LT [Callback URL Host Name] F 7213 [IP Address] % B9 2 &4
ERHV £T,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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188 BRI
CiscoDNA Center 7’7 v F 7 4 —AL A VA b—L L TEXFET,

RT9T1 EEBICHDIA=a—TAar%7 ) v 7 LCREEIRLET : [System] > [XFE] > [Integration Settings]
DNEIZEIR L E 7,

RT9 T2 = KR—=F 8T 7Y r— 3 ) CiscoDNA Center 77 » b7 4 — A LET 25 & S \CHERHiT HME
733 5 [Callback URL Host Name] % 721% [IP Address] & A1 L £ 7,

GE) [Callback URL Host Name] & 7z {3 [IP Address] i%. Cisco DNA Center {ZNEFHIIC~ v B 7 S 4L
TWDINHIANT AR A M ETEXIP T RVATY, 3/ —RKI7T7RZEy N7 v 7DVIPT RL
AEFELET,

AT T3 [Applyl 27 U v 27 LET,

NS ~ N =JL =
O0A A YE—UDEERTE
CiscoDNA Center (212 7' A » L= TR TCOL—YP—IZEREINDIA v -V EHRETEET,

1R BRI

SUPER-ADMIN-ROLE F 72133 2 7 AEEHERR % 5 CUSTOM-ROLE D —% — D A3 =
DFEIEEFEITTHZ N TEET,

ATV TN EEMICHHZA=a—T (a7 v 7 LTRZER L ET : [System] > [Settings] > [System
Configuration] > [Login Message] DJIEIZER L £,

AT 72 [Login Message] 7% A MR v 7 A A v =V AN LET,
ATv T3 [RT%E (Save) 127V w7 LET,

Z DA vE—E, Cisco DNA Center 2 7 A X—D [LogIn] RZ > D FIZFERENET,
HBTIDOAyE—VEAIRT 25515, WOFIEEZFEITLET,

1. [Login Message Settings] ~<— 2RV 7,

2. [Clear]zZ7 Uy 27 L, [Save] ®7 VU v 7 LE7,

O ~ =L
JOFXVDETE
CiscoDNA Center L HFLL TWVWA Ry U =T TR R ELEDBOMNE LTHRESNLTNHDEY
XY —N—NHELIGEIE. TaF =R ~DT I RAERET DLENH Y 9,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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B ceo~oomromm

\)

((¥)  Cisco DNA Center /X, Windows New Technology LAN Manager (NTLM) F8iEZfEfH3 5 7 1%
Y= N—FHF R — L THERA,

1R BHEIIZ

SUPER-ADMIN-ROLE#E[R Z D2 —V DAN Z DOFIELEZEITTHZ ENTEE, FFMico
Wi, 22— g —LoffE (125 2—) 2B LT EEN,

AT TN EEMICHDEA=a—T A arm7 1) v 7 L TRERIR L £ : [System]> [Settings] > [System Configuration]
DNEIZ IR L 5,

AT w72 [System Configuration] K2 v 74 7> U 2 ki [Proxy] > [Outgoing Proxy] & &R L £,

RT9T3 Xy —N"—OURLT KL AZ AN LET,

ATy T4 TaXx P —N—OR— ETEANLET,
GE) « HTTP Y6, R— &SI 80 T,

o R— FEHOHFHIX 0 ~ 65535 CTF,

AT FTE (AT vay) i — R"—0GEENELE T 554, [Updatel #27 Y v 7 LT, 7af%oih—n—
W7 78 AT 5D —YF—4 AT — K2 A LET,

AT w76 [Validate Settings] = v 7 7R v 7 A% A2 L, #FKFIZ Cisco DNA Center C7° 1 ¢ AR ALRE O F% TE AR
AESND LI LET,

ATy TT1 BRNEZMHRL, [Save] 27 U v 27 LET,

BIRNEZ X v BT HI2IE, [Reset] 27 UV w7 LET, BEFOT o XU EZHIFRT 5121%, [Delete]
#7 Vw7 LET,

TaXTERE LK, [Proxy] V4> RUICREEZR R TETET,

Geo ¥V v JERTFEDIERL

Cisco DNA Center C Geo ¥ v TR E&X Bk T 7,

AT v F1 CiscoDNACenter GUI TA==—7 A 2> %27 U v 27 LT, [System]>[Settings]>[System Configuration] >
[Geo Map Settings] DJIEIZER L £,

ATy T2 FEHERERNOOLOBIRL 7, ZORMII E I E2MILN, Ui, E72E3BUa 7 v —7 128
TOHRNREL > TR DFHETER S L HBIRRH 2 R L £ T,

« H[E (CN)

CiscoDNA Center ') 1) — X 2370 B L U 2373 EEEHA K
[ 88 | |
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w2y 7s1z87 2#25E I

e A4 K (IN)
« HA (JP)

KE (US) (FT7x1b)

ATvF3 [Save] 7 Vv 7 LET,

X T4ICEHT HHEREIR

CiscoDNACenter (I, ZHHKLE=Z —B L OEIHHROAR R MRy NI =7 T34 2D
ZEOEFX 2T R E R LET, X2 U T o HRRIT. PMICERMEL T, ELSEET
DRENDHY T, ROEFa VT 4 ICHTOHEIEFHICN S Z L2 HEREL £,

» CiscoDNA Center iZ, 77 A X—  E Ry hT—7HN, BLOAS v X —3 v b EDIE
FETEXRWER Yy U7 —212%F LT Cisco DNA Center Z IV TWARWT 7 4 7 7 —/L D%
BIZEA L TL7ZE,

BHAY NU—J b2 2 —T T4 X3y NT—27 BMEBNZSH D861, CiscoDNA Center
DEBRA B =T 2 A R B =T TN R F =T oA A TNENEHR Yy N T —
T H—TTARX Ry NI IZERE LTSV, 22X Y, Cisco DNA Center
DEBIEREND Y —ERAE, Xy NT—I T AL A LOBEBIOERICERNIND
=R DM THIEICR Y NI =2 GEEP TOIET,

3/ —KJFAX¥ > N7 v 7T Cisco DNA Center % JEBR T 2581L. 7 T AKX A H—
Tz AARGHEENTZ Ry N =7 IR SN TS Z 2R LT E30,

ROFDOTF T ABETEHRY REI, ¥Xa VT4 RNy F2ELEERT v 77 L—
R -C Cisco DNA Center 27 » 77 L — KL TL 7Z &\, FEANIZ DWW TIL,  [Cisco DNA
CenterUpgrade Guide] ZZM L T 723\,

HTTPS 7' 1 &% o — _R—Z% i i34 5 Cisco DNA Center IC K> CT7 7 A& Y E—h
URL %R LT 72 &\, CiscoDNACenterif, /> ¥ —F v MEETTFZ7EZAL T, V/
TNV =2T T T T—h, FARBVA, TRAARAY T "Ny =T X7 ra— KLY, &
HO~y TEH|, 2—F—T7 4 — RN I PERHE LIV T EIICHESN TN E
T TNODORMTA 2 —xy MEpz RIS 2 2 LI AEM T, 7272 L. HTTPS
TaX Y —N—%g UCER R 2R L 9,

BEFNOIP 7 RUABLOFFHOALEZFH AL, £EHOR—s~DORy NI =T 8kix T
By 3TAIEILLY, T7rAT U4 — V&M A L7z CiscoDNA Center ~D A J13 L O
NEBREZ X —TF7A4 X Xy MU= EGETHIRL T 7ZE0,

« Cisco DNA Center D [ B4 — N—GFHEE | NEFRAER (CA) 12X - TE4 SN-GE
BEICE XL TIESN,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}


https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/upgrade/b_cisco_dna_center_upgrade_guide.html
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/upgrade/b_cisco_dna_center_upgrade_guide.html

SRTLEEDER |
B a01ss—oa 08 Re-SHADEMIE (RETHLY

AL TWDE Ry N — 2 BRETHEEZRGA 1L, SFTP AMiE— RZHEHICLEST, 20
EF—RTlE, V= Ry bT—7 TRAL ARHEWEFEAA — h & LT Cisco DNA
Center (2t TE £ 97,

s TTIPFR—ADT T ITAT UV ABRET AV — REWHLEST, 20U 0% — NI,
HOBAGEHENME L CET,

e I/NTLS XR—Ta &7 w77 L—RKLFEJ, Cisco DNA Center T, TLSvl.l1 8L
TLSVI2 BT 7 4/ FTHC 2> THWET, EHLTWDH Xy NU— 7 BRE CAlRE/e s
Bl ADTLS A=V a v 12 ETH I L2 HER LI, FHic >V TiE, &b
TLS N— 3 VDR & RC4-SHA Of ML (22 ThW) (90 ~—) ZZM L TL
720N,

BR/INTLS /A—2 3 U NZEE & RCA-SHA DEZE (L THLY)

X)) F 42T BHEEIE : Cisco DNA Center D%{E D TLS #feic >\ T, H /N TLS
N=Ta & TLSVI2 LT v 77 b= RT 5 L 2R L £,

SRy NT—2 3B ) — A7 2 K REST APL #:RIZ1X, / —A/37 2 K REST API ~X—
AT TV r—vary, 77U% BELUOHTTPS % L T Cisco DNA Center {285t L CU>
53y MU= FTRA ARG ENET, Transport Layer Security (TLS) v h=/bid, ZD k&
D IRBRE L EIRELET,

77 # /)b h Ti&, Cisco DNA Center {Z TLSv1.1 & TLSv1.2 Z %7K — k L £ 923, SSL/TLS ##i
? RC4 W5 51T AR —F LEE A, RCARZFITIFBEIMOFRNH D20, 2y NT—7 T34
ATHR—=F SN TWDLEEIE, B/NTLS N—V a3 &2 TLSVI2 L7 v 77 L— 452 &
EHEEL £,

Cisco DNA Center |%, f/NTLS N—T a3 & X 77 L— KL, RC4-SHA ZH NI T HEE
F 7 a o EEREMA L £, Cisco DNA Center DFlfHl FIZdH D1y U —27 T34 ANRBEFD i
INTLS N— 3 > (TLSvIL.l) F72i3E 52V R — N CTEXRWEAE, o477y a v
TEET, 2L, EX=2VU T 4 LOBHN G, Cisco DNA Center TLS D/X3— 5 V& X 7
71— RL7Y RCA-SHA S B G LT LanWZ L aH#ERE L £,

Cisco DNA Center C TLS O/N— 5 AW F7213 RC4-SHA ZH LT BI12iF, ¥IiT 2
TIIAT ARl AL, CLLEZFERLET,

)

GE) CLIz~r FRiE, VI—ARZTEIZERSINDAREMERH D £9°, RO CLIOFITIX, §XTDH
Cisco DNA Center U U —AIZ#H SN WAREH O H D a~ > REXAEHEH L TWET,

1ash BRI
ZOFNEEFEITT H7=DIZ1E, maglev SSH 7 7 & AMER DS MECTF,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K



| YZFLBEOER
BITLS A— a3 OEEL ReSHA DAL (Z2ThL) [

\)

GE)  Zokvx=UT #EBEIL. Cisco DNA Center (ZAR— b 443 Z A L £4, ZOFIEOEITICL
. CiscoDNACenter f > 77 ANT I F ¥ ~DR—TDNT T 4 v 7 DB BN/
ERBHY FET, LI -> T, TLSOREFHEI/ITORVWEHIC L, A7 — 7K E 7213 A
T AT OBLT O LERNH Y £,

ATYT1 SSHZ AT b LT, REVAV—FTHELZIPT KL ATCiscoDNA Center 7 77 A 7 2 A
a4 LET,

SSHZ 947 FCANTAIPT FLAIF, Xy bU—7 TETZHICRELEZIPT KLATY, 2D
IPT7 RVRARIE, 7 I9A TV AZNLR Yy NT—T 128 LET,

ATFw T2 BRINFEEEIL, SSHT V7 EARICZ—F—£ L X2 —RKEANLET,
AT T3 ROa<vwr REANLT, 77 AZTHEANIR>TWD TLS X—V a U 2R L £,
)iz, BlErRLET,

Input

$ magctl service tls version --tls-min-version show
Output

TLS minimum version is 1.1

RTY T8 JTAZDTLS X—V a VEERTLHEAIT, kOa~r FE AN LET, 72& 21X, Cisco DNA Center
B TORY NT—IFNYL ZANREEDTLS N—V 3 U E Y R— N TERWESIE. BIEEDTLS N—V 3
CVEDBIONR— g SNCEETEXFET,

WOFENZ, TLS X—T a2 1.1 006 1.0 ICEET 2 HiEEZRLTWET,

Input

$ magctl service tls_version --tls-min-version 1.0
Output

Enabling TLSv1.0 is recommended only for legacy devices
Do you want to continue? [y/N]: y

WARNING: Enabling TLSv1.0 for api-gateway
deployment.extensions/kong patched

WO, TLS N— = 11705 1.2 1K H (RC4-SHA Z AN LTV RWEROATTRE) § 2 k%
ARLTWET,
Input
$ magctl service tls version --tls-min-version 1.2
Output
Enabling TLSv1.2 will disable TLSv1l.l and below
Do you want to continue? [y/N]: y
WARNING: Enabling TLSv1.2 for api-gateway
deployment .extensions/kong patched
GE) RC4-SHA Bf 5N E /e > TV DHEE, TLS N—Va v 12 2 F/INN—Va L LTRET D
ZEEFPR— IR TWERA,

AT 75 Cisco DNA Center & Catalyst 9000 /XA AD A FV— 75 L A R Uk (TCP 25103 AR— hg)
FAD TLS RXR— g VA ERET 81, koa~<r RE2 AN LET, /2L 2IE, Cisco DNA Center FH T
DXy NT—=IFTN_A ZAPNTLS N—V 3 12 %Y R — b TEL5A1F, BIEDOTLS N—Y 3 VAEHET
TET,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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B oscamzox

ATvT6

ATy 17

ATvT8

ATvT9

WOFNE, TLS X—2 a3 o 1105 12 1B ET A HEEZRLTWET,

Input

$ magctl service tls version --tls-min-version 1.2 -a assurance-backend collector-iosxe-db
Output

Enabling TLSv1.2 will disable TLSvl.1l and below

Do you want to continue? [y/N]: y

WARNING: Enabling TLSv1l.2 for api-gateway

deployment.apps/collector-iosxe-db patched

75 AKX TRCASHA ZHZTAIZE,. kOa~<wr REANLET (X7 ThRVWED, LEREA
P LT &)

TLS N—T a 12 Nig/h3—2a o ThH5H. RCA-SHA RS2 BN TDHZ LT R—FENTWE
A,

WOHIE, TLS X—T a3 V12 PFDR> T RNZ EERLTHNET,

Input

$ magctl service ciphers --ciphers-rcd4=enable kong
Output

Enabling RC4-SHA cipher will have security risk

Do you want to continue? [y/N]: y

WARNING: Enabling RC4-SHA Cipher for kong
deployment.extensions/kong patched

a7 R TIROa<w RE AT LT, TLS BEURCA-SHA WRESNTWEZ L 2R LE T,
wiz, BlERLET,

Input
$ magctl service display kong
Output
containers:
- env:
- name: TLS V1
value: "1.1"
- name: RC4_CIPHERS
value: "true"
GE) RC4 B I ONTLS O/ 3— a3 U IRERE SN TV 5413, magcetl service display kong =< >

KDenv: IZV A MENFET, ZNOHDOENFRTEINTWVARWEEIL, env: ICFERINEHRA,

PLEMIZAH NI L7z RC4-SHA B 5 2 BN+ HI10i1%, 7 T AX TROa~< RE AT LET,

Input

$ magctl service ciphers --ciphers-rcd4=disable kong
Output

WARNING: Disabling RC4-SHA Cipher for kong
deployment.extensions/kong patched

CiscoDNA Center 7 77 A T Ambua 777 hLET,

JOXAIAEDERTE

TPy NT—=THERIZEL > Tid, 77X s— b U =A1d, Cisco DNA Center & EHI 5 VU E—
Ry hU—7 (EFEZSERRY NU—T TS ZA5ETe) ORICIFAET DRSS £

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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T, 800443 Ip E ORI — MEIDMZ D — by = A TaxvE@EBLES, 20k
8, CiscoDNA Center HIZFRE I Ny NU—TFTN_AL AMEDSSLE Yy avid, ¥k
V=R ATRTTDHZ IRV EST, LER-T, ZbDVE—hxy hU—Z7HIT
HDERY NT =TT NRNA AL, X7 — Y= A RH TOH CiscoDNA Center & iB{5 T
4, Xy NU—27F /31 XN CiscoDNA Center £721%. (FETIHIHA/IL) Tuxi F—1
VA LBETEECTEDERAEMNLT 572D, F*y NT—T7 T 31 AL, BET 5 CANL—
RNRERAE T, EI3FEORI TIT—"— A OFEHEL > T, @Oy rEeyYa=7
SNZPKI T A MR NTERATHLERDH D 7,

PP/ —E R Lo TT NS ADA A= RFIZZDO LS BT X URELE SN TV DY
Blt. Xy MU =7 F 34 ZANR%4IT CiscoDNA Center Z BB L ORIECE 5 Loz, 71
% & Cisco DNA Center V—/N—FEHAEZF-—ZT5 2 L 2 HRE L E T,

7 ¥ — N7 = A M CiscoDNA Center & EHXHRD Y £ — by NU—7 ORIITFEET D
Fy NT—7 bABR YT, ROFEZFITLCTrXF— U = A FEBHE% Cisco DNA
Center |21 AR — F LET,

48 HHEIIZ

* SUPER-ADMIN-ROLE ¥R &2 FF D2 —F DLN Z D FINEEFEITTH 2 LR TEE I, il
IZOWTIE, =2—% z— /L OfE (125 2—) 2B LT FFEN,

Wi

* CiscoDNA Center & DY —E A |ZHZET H 70X F— b oA DIPT KL AZEHAT
AVENRH Y F9,

s TR R THERA SN TOBENET 7 A M E - TOBRERD D
T AEHET 7 A VONEE, ROWTRA TR S TS LERH Y £,

*PEM £/ DER EXDO T a7 — b T = A OFEAE, BLOEHCDES SITZiEHA

Ho

*PEM £721ZDERERX O T v 7F— h o= A OFERE, BIXOEREERD CA I
Ko THIT I NT-FEHE,

*PEM £72/E DER ERDO 7 0¥y F— sV = A OFEHEL ZOFT = —,

TNAAETax 7 — T oA THEAINDEAEIL. ROFNEIZHES T, CiscoDNA Center
ZA VAR —FTH2HERH Y F,

AT EEMIZHEZA=a—T A% v 7 LTRERR L £ : [System]> [Settings] > [System Configuration]
DIEICEIN L E9,

AT w 72 [System Configuration] K& > 74 7 U X k5 [Proxy] > [Incoming Proxy] % 38R L &7,

AT T3 [Proxy Certificate] 7 4 > KV T, ((FHETIHEIL) BEOTax 7 — Ny oA EOT — X 2 KR

L/\li‘é—(]

GE)

[Expiration Date and Time] (X, 7'V = v UIEHER; (GMT) ETHERINE T, FEFEADHIRD
2 % ARIZ, Cisco DNA Center ® GUIIZ 3 AT AN FE RS NVET,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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B ssios—+wrrTnxamgoryTn—+r

ATy T4 7o — 7oA GEHELZBINT 5121, B B4 GEAEE 721X CA FEHE % [Drag and Drop Here] fH
Wl R/ T RRkay 7 LET,

GE) PEM £7-1Z DER 7 7 A/ (XNHF—WELIEHED 7 7 4 LBR) 7T, :@ﬁw%ﬁmb
T Cisco DNA Center |21 ' R— F T&EEJ, 5T, ZOFNEITITME T —1TMHTTIER <,
Cisco DNA Center IZ7 v 7 — Rt ShEHA,

ATy TS [1RT%E (Save) 127V v 7 LET,
AT 76 [Proxy Certificate] 7 4 >~ RUZEH L, BHINZT 02X 27— MU oA GEAEDOT -2 2R R LET,
[Proxy Certificate] 7 « > R UICERR S AIEBRIZ, BT LWGEES . BIT7E. B X OREIKRE A KT %
ICERTHHLELRHYD £,
AT 1 TaxF— U oA GEHEOKIES AT 5I2IE, [Enablel R¥ > %27V v LET,

[Enable] hZ > %227 Vv 7358, 7uaxi = Moo A NPOOERFFZa ha—08 (4 U FR—F3i
7 ax S — by oA EHEZIKLUET, [Enabled)] "% %227 U v 7 LRWEA, 2> bo—F 3 0A
OHEBAERAEF A A —FENTZ CAGEAEZ Vo — b oA IZIRLET,

TuXx o — b = A GEAFEOKREMEH STV D 5E . [Enable] ¥ 37 L—FKRENET,

SSLA U A—tTJhJOxiIBAED 7y JO— K

CiscoDNACenter & V7 " U =T T v 7T — DX U a— KL T D Cisco Cloud & DT
WESNT v x o —"—=TSSLESHAENI 2> TV DEGE, EXRRGRER»DFET S
TFAEAEAFRH L T e UM SN TV Z 2R LT ZEY, T4 X— FNEHE
ZEHL TWD5EEIE,. ROFIELETLET,

)

CE) X2 UT4&bT5720, L—bh>x/L~DT 7 ¥ A% Cisco DNA Center CTEZNIZ 72 - T
WET, FIRfFE TR, 23R R AN —T A VTV RTAET AL
AT LT 7 RATERWED, EHLEOY A PEEINES, 7L, 2ok a0
a<y REHEHATHI21E, Cisco TACICHERK LT, b— M= VIC—IiIC T 7 & A4 5 L8
BHVET, 2L TLKEIWVHIBRME S =iz onT (114 =) |

ATY 1 Tax P —"—0FEHE (pem EX) % Cisco DNA Center ¥ —/X—@ /home/maglev 7 4 L7 R U IZ
XL ET,

AT w72 maglev>—4—& LT CiscoDNA Center V—/3—(Z SSH THifi L, kD=~ K& AN LET, <proxy.pem>
X, 7 u¥ o —3—0 TLS/SSL itHE Y 7 A L TT,

$ sudo /usr/local/bin/update cacerts.sh -v -a /home/maglev/<proxy.pem>

Toavwy RNE, ROESBHEHEERLET,

Reading CA cert from file /tmp/sdn.pem
Adding certificate import 1E:94:6D:2C:81:22:BB:B2:2E:24:BD:72:57:AE:35:AD:EC:5E:71:44.crt
Updating /etc/ca-certificates.conf

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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ATvT3

ATy T4

ATy TH

inEs s vaEr—ovr—t ]

Updating certificates in /etc/ssl/certs..

1 added, 0 removed; done.

Running hooks in /etc/ca-certificates/update.d..

done.

Deleting tempfiles /tmp/file0PpQxV /temp/filePtmQ8U /tmp/filercR3cV

<2 RHEFAT, [ladded] OITEEL., BMENTHEN T TRWZ 2R LET, F=—2NOIE
BAEICESE, 20T 1 231 282388050 £,
WDa< KEAJIL T, docker BLIOI Z a7/ — X—2HildHE) L £9,

sudo systemctl restart docker
magctl service restart -d catalogserver

Cisco DNA Center GUI 122 7 A > L, IROFIEEZFEITLE T,

a) [System] > [Settings] > [Trust & Privacy] > [Trusted Certificates] (@) L. [F CFEIELZ T v 7'm— R
LET, #FMiconTE, FEHTE 2ENEORE (113 =) 2ZML TS,

b) 7 7 v F#EE L C MX/Spaces Bt & il L £,

AEAES L UBEBEXF—DHR—

Cisco DNA Center (X, &> 3> (HTTPS) DOFEFEICfEH &N 28GR E L VAR — KL
TWET, INHDEy v a T, CA EMERD IR ONEHIN-=2—V =
k&M H L F9, Cisco DNA Center I, iRFEREEMEAEEHFH L T, PHECA 75 X.509 FEH
EEAAUR—PFLTRIFEL, BHELET, £ R — bk IN72HEBAEIL Cisco DNA Center D 7 A
TUT 4T 4 REAEIZ/2 Y | Cisco DNA Center [LR8FED 7= OIZZ OFEHEE 7 74 7 > Mg
RLET, 7947 MI, J—ART U RAPIT SV r—var bRy NU—T TR, AT
7

Cisco DNA Center GUI ZfifH L TIRD 7 7 A /L% (PEM F£ 721X PKCS 7 7 A LB T) A
R—hrTEET,

+ X.509 AEAA &

« f% % — (Private key)

\ )

GE) WEX—I22OWTIL, CiscoDNACenter CRSAF —DA VR— 2P R—FLTWWET, =—
P—BHOX—EFH AT ATHEX—ZHREL TSN, BMEX—DEY 27 A A XX

B/NTH 2048 B M LETT,

Cisco DNA Center 2.3.4.x LARTO#4 . DSA., DH. ECDH. ¥ XWECDSA ¥ —% A IV R—
FERTWRWED, A AR —FL2RWTL 7Z &V, Cisco DNA Center 2.3.4.x LLETTlX. FFH
EF o —ICBEMT O 72 U — 7R E A & T ECDH 35 X UVECDSA ORI R — &

¥ A,
Cisco DNA Center 2.3.5 LI TlZ, +_XTOF—H A4 TRV R— S ET,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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B aser-—oyr—+

A VAR — NTDHHENT, W CA THAT I AL A 2078 X509 FEE & Bl & — 2 TS 5 28
HYFET, EAEFTAETIMEXF—IZRHIELTWARERSHD T, f A —hT5&,
X.509 GEBIE L R —C S B 2 U T A EEN BEINICT 77 ¢ 7{bSvE T, Cisco
DNA Center [ZAFHEL . BRI DT NS AEET 7V r—va Aom L4, /—AR
T RAPIT SV r—va b Rxy NU—IFTNAL ATE, Zhvbou A AFREfH LT
Cisco DNA Center & OfSFEBMR A ML TX £ 7,

)

GE) HOZEALHHEALHH L7-Y . CiscoDNA Center (24 ' AR— L7045 Z LiTHRENnEE
loe WEBCADDEZNR XS0 FEAELZ A P AR— T2 2B LES, SBblZ, 777
T R VA BREZ EFICEES®EHI121E, BHEBAREHE (5 7 4/ b T Cisco DNA Center
WA VA R—=LENTWND) &, WEICAIZE > TEL SNTEHEICBERZDLERH Y
EJ RN

Cisco DNA Center (Z—JEIZ 1 DDA U AR— FFH X509 FEE R L OWE X —721F 2 AR —
LET, 2 0HDIHAERBLIOME X —%2 A AR —bT5L, &OO BEFED) A R — K
FAEHERB LB —0EN FEX SN E T,

SIRAEFz—2 DY R—k

Cisco DNA Center Ci¥, GUI #/ L CiEHE L X —% A > 7" — M T& £ 7, Cisco DNA
Center {24 A — F SNDHAEAE (B4 SNEFEAE) [ZORDBHEAETF = —IZEEND
TALGGEEN S 261X, ENO O TAGEAE L 26 O TAL CA D/V— FREBER 1T,
AVR—= P INDHE—DT7 7 A MZEMSNHLERDH Y £9, 2L OFEHELENT 5%
Bl BEDODFEBEOF =— LRI CIEFTEMTH2LERH Y £,

ROFERFEIL, H—D PEM 7 7 A W —fEICRE D T 20 BR B0 £, GEHEOY 7V =
7 NG ERATI AT, ELWREAENRA AR — F &, ELWIERFRSHEREESL TS 2 L
ERERLTLLESWN, Flo, Fo— G END TR TOMRAENR —FEICAE VT 5TV 5D
T EERMBERLTIEEN,

* [Signed Cisco DNA Center certificate] : {44 7 + — /L KiZ CN=<FQDN of Cisco DNA Center>
PEENTWNT, BITEARITHEO CN 2Fi-> T 5o,

\}

GE)  WEREAER (CA) ICLDBAAD DiEAELA A b= T 55
&1, CiscoDNA Center ~D 7 7 & Z|ZEH$ 59X TD DNS 4
(Cisco DNA Center ® FQDN Z & ¢r) HFEHED alt_names & 7
VarTHESNLTND Z E2MER LTS, GElicoNT
IZ. [Cisco DNA Center Security Best Practices Guide] ¢ [Generate

a Certificate Request Using Open SSL] ZZ L T 7230,

* [Issuing (subordinate) CA certificate that issues the Cisco DNA Center certificate] : {4 7 4 —/L
R1Z Cisco DNA Center OFEM#F 25179 % (FZ) CA D CNBFHENLTWVT, FITIEN
JL—KCADCNTHD,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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Cisco DNA Center H—/\—:IBAZ D EIR .

* [Next issuing (root/subordinate CA) certificate that issues the subordinate CA certificate] : 144

T A=V RBL— b CAT, BITmMAL 7 4 —/V REFRICETH D, TN EHFE LIET
RNGEIE, TOROFEITIHEZBML THVE £T,

Cisco DNA Center —/\—iFRAE D E

Cisco DNA Center |%. X.509 FEBAE & Fb4E % — @ Cisco DNA Center ~D A > 7R— k& A F L —
CEYR—FLET, AR —bETDHE, GEHIELE X — %A LT, CiscoDNA Center,
J=ANG U RAPLT 7V r—vary, BIORY NU—7 T34 ZADBICZRETEETE
LEEAERT D N TEET,

GUI @ [System Certificates] 7t > KU 5,

)

(G£)  Cisco DNA Center DH— N—FEHHE L — 2 TR T 20BN H 55 G113, ZOFIAE FAT
THZEEBEIDLET, CLIN—ZADFIETIATT 5121, [Cisco DNA Center Security Best

Practices Guide] @ [Generate a Certificate Request Using OpenSSL] FE v 7 25 L T Z X
AN

AEAE LB —%2 A VAR — P TEET,

4R8O HREIIC

T CA 20 BFEAT S A RN72 X.509 FEMIEZ UG 2 BERH Y £, FERAEIZHA T 5 i
HEX IS LTV BEDH Y £,

AT EEBCIHIA=a—TA4aru7 ) v 7 L TRERER L £9 : [System] > [Settings] > [Trust & Privacy]>
[System Certificates] DJEIZEIN L £,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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ATvT2

ATvT3

System Certificates

Use this form to view information about Cisco DNA Center server's currently active SSL
certificate or information about how to replace it. For more information regarding certificate
management, please refer to the Cisco DNA Center Security Best Practices Guide.

Note: If the fields below do not appear correctly, the generated certificate may have been
created using characters outside the ASCI| printable character set.
Controller Disaster Recovery

Issuer
CN=kube-ca

Issued To
CN=kong

Authority
Untrusted Authority

Valid From
May 15, 2023 7:31 AM

Valid To
May 14, 2024 7:31 AM

Replace Certificate

BUEDREHEFET —F &2 FR LE T,

ZOU Y Ry ERRONCFE R LI E SICHADOERE L L TEREND DL, Cisco DNA Center O H
BLAHEDOT — X TT,

GE) AEAEOHE B2 AT, 7Y = VIEHER (GMT) i CRRrIhET, EAEAIHIRO 2
2>AFIZ, Cisco DNA Center @ GUI IZ ¥ AT ABHINF R S ET,
WD T 4 —)v RRFRENET,
o [Issuer] : REAFIZEA L, GEAEZBIT L= T 47 1 D4R,
s [Issued To] : RERAEDFRITIE,
* [Authority] : HC.E4 £721% CA D4,

* [Valid From/Valid To] : IEBHE A 2072 e,

[Replace Certificate] 227 U » 7 L £,

Cisco DNA Center 2.3.2 LAFE Tld, #)%T CSR 4T 25E1Z. [Generate New CSR] U > 7 RERR S 4
F9, FNUANDOEAIE, [Download existing CSR] U > 7 BNFRRrEINET, BEFOCSREZX 7 m— R
LTTa A F—TFE L, GEAELZ AR TEE T, BEFED CSR 24 L2255 1E. [Delete existing

CSR] %7 U v 7 L, ¥R® [Confirmation] 7 1 > R 7 C[Accept] &~ U v 27 L'¥ 7, [Generate new CSR] U
VI WERRINET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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System Certificates

Use this form to view information about Cisco DNA Center server's currently active SSL
certificate or information about how to replace it. For more information regarding certificate
management, please refer to the Cisco DNA Center Security Best Practices Guide.

Note: If the fields below do not appear correctly, the generated certificate may have been
created using characters outside the ASCII printable character set.

Controller Disaster Recovery

Add Certificate

You will need a system certificate for secure connections. If you do not have one, we will
help you generate a Certificate Signing Request (CSR) with a private key managed in Cisco
DNA Center.

Generate new CSR

If you already have a private key and certificate chain, you may proceed with the upload
below.

(O Use System Certificate for Disaster Recovery as well. ()

Type
© PEM Chain (O PKCS

D,

Choose a file or drag and drop to upload.

Accepted files: .pem, .cer, .crt
Accepted sizes: up to TMB

ATv 74 [GeneratenewCSR] UV > 27 %7V w7 LET,
AT w9 F5  [Certificate Signing Request Generator] A7 A KA LA T, IROMIHET 4 —/L RIfEZ AT LET,

* [Common Name] : ¥—/3—D P 7 KL A KA 4, F721% FQDN,
* [Digest] : FEBIED SHA-2 /~ v ¥ 2,
* [Key Length] : fEFIZDF—D v FFA X,

s [Key Usage] : siEIEOXF—0 XY, FEHARERMEOBIZOWNTIX, [TRFC5280] @ &7 v =
42.13] #ZHRLTIEEZ,

* [Extended Key Usage] : fEBIEO X —iBMD B, fH rTRERMEDFIIZ SV TiX,  [RFC 5280]
D 7 var42112) ZZRLTIEZS N,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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Certificate Signing Request Generator X

Once you click Generate CSR we will create your CSR, and it will be available for view or download. You will then need to submit it to your
provider to generate your certificate. Instructions on that process can be found here.

Best practice is to use characters from the ASCII printable character set, and be aware that if certain special characters are keyed into the
below textfields, they may not be properly rendered once the system certificate is uploaded and its information is displayed. The ASCII printable
characters are those in column two or greater of the Standard Code table located here.

FQDN enly
Common Name* Digest*
cisco.com SHA-512 ~
Example: cisco.com
Key Length*
Country ~ 4096 hd
Key size of GSR
Key Usage*
Region / State keyEncipherment digitalSignature W

Example: California, London, Beijing
Extended Key Usage*
Locality serverAuth clientAuth x ~

Example: Paris, London, Moscow

Email Organization

User submitting the CSR request Example: Cisco, Meraki, Webex

Organizational Unit

Example: Sales
SanDNS SaniP

20.175.200.212, 50.175.200.212

Cancel Generate new CSR

ATv 6 [Generatenw CSR] %7 U v 7 LET,
B L < ARk &7z CSR 73 [Certificate Signing Request] 7 « > R TR & £,

Cisco DNA Center ') 1) — X 2370 B L U 2313 EBEHA K
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Certificate Signing Request

This is the CSR for Controller Certificate

Certificate Request:
Data:
Version: @ (@x@)
Subject: CN=10.50.0.100
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

Public-Key: (4096 bit)

Modulus:
@0:d1:8f:da:61:1cc:7f:fB:1dd4:ad:aB:16:05:d2:ad:
c4:9f:fb:b5:78:53:db:9c:2:63:c9:37:07:63:96:
66:37:97:2c:53:90:30:47:d8: f4:de:ad:a7:fc:do:
eB:a7:99:19:3a:al:c2:65:3b:41:6d:c4:62: F9:b1:
34:66:eb:55:ef:11:¢c7:13:34:98:1e:4d:4a:df:49:
61:37:27:6c:47:20:67:9d:66:e7:98:58:67:b9: f4:
23: fe: B:Bl:e6:2d: ff:95:23:fe:7cic2:
B86:a4: €:27:95:7f:41:909:16:88:a0: fc:
7d:@0: B:f6:7b:22:37:d3:13:ad: cB:11:
5c: 19b:@1:4c:27:157:50:62:29:d9:
Bd:55:1b:ce:ab:72: fb:4f:9f:al:a3:6e:13:e8:a0:
4d:al:25:be:06:69:00:45:a7:cl:88:eb:6d:80:c4:
9d:b2:e1:d1:08:15:0b:24:4b:e2:15:91:c3:3c:aB:
bd:@1:@a:le:1d:bb:c3:84:95:da:55:5a:f@: f8:1dl:
B4:69:ca:7cida:fB:el:27:40:0a:4a:70:f21a7:25:
@b:@6:75:49:44:17:02:3b:38:01:84:0f:df:59:34:
9c:edicZ:d4a:ee:43:45:T7:2b:28:2b:45:94:59:1c:
4d: ic2:e7:b9:31:70:1c:ae:
fc: c4:ca:da:5e:6d:54:f4:
ea:idb:lc:es:de:21:65:4c:53:2a:c4:20:79:87:09:
4f:4d:67:c5:57:a1:9a:05:c2:57:b5:ca:56:55:e5:
45:fB:d2:7b:cl:9e:53:708:0a: fb:18:dc:3f:4b:82:
44:8e:73:6c:152:7e1a3:45:c3:10e:78:e@:3e:2b: 37
Be:fe:f4:94:27:1be:@b:aatea: f4:50:97:47:13:23:

Cisco DNA Center H—/\—iEBAZ DEH .

*Download CSR  DCopy CSR

[Download CSR] UV > 7 %27 U w7 L TCSR ® Base6d = 2— Rat—% X7 ua— KL, [Done] &7

Vw7 LET,

Ao —KRKL7ZCSRZat— 1L, CA (Microsoft CA 72 ¥) (B0 fHT £,

Cisco DNA Center ') ') — X 2370 5 LU 2313 EBEH A F
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Microsoit Active Directory Certificate Services — ASSURANCE-SOL-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC

Saved Request:

————— BEGIN CERTIFICATE REQUEST-———-
Baze-64-encoded |MIIFFTCCAVOCAQRWCTELMAKGR] UEBhMCOVVMECzATIMA
certificate request | DRRTYW4gSmezZ TERMBOGALUECqWNOZ12Y280T3 1

(CMC or MEwmwEg¥JEoZ ThvecHAQKBFglhYmNAY 21 =¥ 28uY2 9]
PKCS #10 or ARCCAgGERMITCCGRCAGEAVERTBXEUGID3jsvolliniy
PKCS #]’]; GPIwNychoubCHpvRSKW/g3zRVrn6YmvZhS3gdals

£ >

Certificate Template:
Web Server W

Additional Attributes:

Attributes:

BIRLTCAEAET 7 L— "7 T4 7 2 FRGEE Y — N —FEEOM T IZERE SN TND Z & s L
E RN
[Certificate Issued] 4 7 2 7R v 7 ANREKRINET,

Microsoft Active Directory Certificate Services -- ad

Certificate Issued

The certificate you requested was issued to you.

(O DER encoded or @ Base 64 encoded

Eﬁﬁ%ﬂ@ﬁ@ﬂ@m
=:1 Download certificate chain

AT w79  [Download certificate] U 7 & [Download certificate chain] V > 27 %27 U v 7 LC, BITSNIZiEAEL %
DFEITILTHDH CAF=—r 27 run—RLET,

ATYTI0 (AT vary) T4V RZY ANV ICFE CEAEEZE AT 55461, [System Certificates] 7 ¢ & K712
B= > T [Use system certificate for Disaster Recovery as well] 7= v 7 /R v 7 A& AN LET,

AT w1 Cisco DNA Center |4 7 R— T DFEAED T 7 A VR A THBIRLET,

« [PEM Chain] : 7T A N — TNV A R A—)L 77 A VB,

* [PKCS] : AR ¥ —mE 5 LERE T 7 A VI,

. CiscoDNA Center ') 1) — X 2370 B L U 2373 EEEHA K
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G¥) [Generate New CSR] 47" v 2 U 28R U CREHEZ ER L7256, [PKCS] 7 7 A L& A
TN 2D £,

ATY 12 FEHERITIENS pTb CiEHEDEELRT = —> (= =B L OCA) BNEfisnTWnbd Z L2 fER L
F7, ARG EX, ROFIEEZFEITL, T=— MR L THALTET,
a) p7b/ > KL% DERJERXTH 7> m— KL, dnac-chainp7b & L TIRIFL T,
b) kDOa~<r KEANLET,

openssl pkcs7 -in dnac-chain.p7b -inform DER -out dnac-chain.pem -print certs

ATV 13 GEHERITIEN LN —RT 7 AV THEHE &L ZORITIC CA T = — U Bt SN2 5613, ROFIEE
FITLET,

a) PEM (base64) 7 7 A N#&UNEET D), openssl Z{#H L T DER % PEM [Z&H L £9°,
b) FERAE L ZFDFITIC CA ZilfE L, GEBED G AL CA IZ#EV T/L— k CA F T#% dnac-chain.pem
T A M LET,

cat certificate.pem subCA.pem rootCA.pem > dnac-chain.pem
¢) PEM & LTT7 v 77— FakidiT LET,
RATY 14 [PEM] 7 7 A VOGHE, IROX AT #FITLET,

s [Drag and Drop] fEIRIC 7 7 A V& T v 77 KNRkay LT, [PEM]| 77 A /Vv&EA v HR—FLE
R

GE) PEM 7 7 A /VIZIX, A%h7e PEM IEXOHEHE T (pem, .cer, F72id .crt) MBMEHTT,
AEEDR KT 7 A4 VA XX 1 MB T,

Ty Zu— RICET DL VAT LGEESRREES N E T,
¢ [Drag and Drop| fEIIC 7 7 A V&2 RT v 77 R a7 LT, [PrivateKey] A A — K LET,

([Generate New CSR] U > 7 Zfi I L7256, A U AR— b T OWEX—1IH Y £H A, WEF—IT
Cisco DNA Center WIZIRTESNLET)

G¥) B X —121E, BB X —EXOIET (key) BUETT, WMEX—ORKT7 74
YA XL 1 MB 1,

Ty 7a— RICIIT 5 L, MEF—PREESNET,
* B9 % — @ [Encrypted] fEIk 5, B 5{bA 7> a U EBBIRLET,
o B AL 2RI L7254, [Password] 7« — /L RIZRAE X —D /AT — REAHLET,

ATw 15 [PKCS] 7 7 A VDGH, WOHX AT HFITLET,

* [Drag and Drop] fHIRIZ 7 7 A V& KT v 77 RRa vy LT, [PKCS] 77 AV A R — L&
R

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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GE) PKCS 7 7 A /MZiE, A#h72 PKCS I DILEF (pfx £721% pl2) BHEATY, FEHE
DR T 7 AP A X1E 1 MB TT,

Ty 7u—RICETL L VAT AREAENRRES L E T,

s [Password] 7 4 —/L R CREBIFEM O/ SR 7 L—X%2 AT LE T,
GE) PKCS D&, A v AR— b LA EL RA T L —X 2B L LET,

o [Bb3 % — (Private Key) |17 4 —/V FIZOWTIE, BEX—OR5{bA 7 > a U EBINLE7,

* [Private Key] 7 1 —/L R C, KoL Z BN L7255 1L, [Password] 7 4 — /L RIZRE X —D /XA T —
NEATLET,

ATy F16 [Save] =7 Vv LET,

Controller Disaster Recovery

Add Certificate

You will need a system certificate for secure connections. If you do not have one, we will
help you generate a Certificate Signing Request (CSR) with a private key managed in Cisco
DNA Center.

Delete existing CSR View existing CSR

If you already have a private key and certificate chain, you may proceed with the upload
below.

(J Use System Certificate for Disaster Recovery as well. )

Type
© PEM Chain O PKCS

_\\
)
v/

Choose a file or drag and drop to upload.

Accepted files: .pem, .cer, .crt
Accepted sizes: up to 1TMB

dnac_baseb4.cer (-]

2.26KB of 2.26KB 100%

Gx) Cisco DNA Center —/N—® SSLEFFAENE 2 bNbd &, HEIWIZe 77U &bz
O, BEa AT HOMLERHY T,

. CiscoDNA Center ') 1) — X 2370 B L U 2373 EEEHA K
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AT F171 [System Certificates] 7 4 > RUIZRY . BHF S NI-GEAET — X 2R L ET,
[Controller] # 7\ZF/R S LD THMA T S, FATH. RabR. AR KRS ET,

5}E8 SCEP J O —A— D {F A

Cisco DNA Center Tl&, Ry FT—27 F /A ZA~DFEAFEOHER L 7 0 £ 9 = 7|2 Simple
Certificate Enrollment Protocol (SCEP) MMM &ivE§, MHE D SCEP 71— LFEHE—E
AZEAER LD MO SCEP 7 e — 2 L7 T& £, SMNBSCEP 7 m— &t v K
Ty 7T HIE, UTOFIREZETLET,

\}

(GE)  SCEP OFEfIZ S TiX,  [Simple Certificate Enrollment Protocol Overview| #Z ML T 72 &
Uy,

ATV TN EEMICHEZA=a—T A a7 ) v 7 LTREZER L ET : [System] > [Settings] > [Trust & Privacy] >
[Certificate Authority],
AT 72 [Certificate Authority] 7 > K7 C, [Use external SCEP broker] 47> a > RZ %227V v 7 LET,
RTY T3 HBEEAEEZT v 7 a— RT212F, ROWTRrOFT v a v EFERLET,
s T ANEEIRT D
*FIv 77U RRry LY vy 7r—F¥D
GE) pem, .crt, .cer REDT 7 ANZATOHMEMTEET, 77 A NP A XL 1IMBEHR D Z
LITTEERE A,

ATv 74 [Upload| 27 VU v 27 LET,
AT w75 574 /L hTiX, [Manages Device Trustpoint] AN /2> TWET, DFV, T34 AT
sdn-network-infra-iwan k7 2 h AR A > FSFRE S AL E T, Cisco DNA Centerifk D FllEAZ EIT L T 72X 0,
a) 7 /34 A SCEP % CREAEAZERIT 285 URL # A ) LE T,
b) (LE) fEAECHEHINATEEOY 7V =7 b7 o — v K (E, #ug, N, FRk. AL &)
AN LET, @ (CN) 1 X, T ADT Ty R 7+ —LID ET A ZAD VY T NE G ZEH]
L T Cisco DNA Center |2 X » CHBIHJICHRE SN E T,

c) [Revocation Check] 7 4 —/V R C, Fav X URA &7 Vv 7 L, #UIRKNTF =y 7473
VEBRIRLET,

d) (EE) [AutoRenew] F = v/ Ry 7 A& A2 LT, BHEEGOEGE AN LET,

[Manages Device Trustpoint] M EZNZ 72 > TWDHE, TAA ARARBLIRVA VYL ADT 27 T A

7 L A KU % Cisco DNA Center [Zi5(F T2 L 52T 5729, 7 /31 AIZFH) T sdn-network-infra-iwan k 7

AREA Y FEBREL, FEREEA L H— N TBLERD D ET, (754 AFERE TR P b O

IE] EZRLTIIEIN,

ATvT6 [RT%E (Save) 127V v LET,
S CAGERAEZENRT v 7 — RS E 7,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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SRTLEEDER |
B nuszas~onvsz

7wy a— RENTANTRE E 2 B X i x 535515, [Replace Certificate] 27 U » 7 L, #E7eitMZ2 AT)
L\i‘a_c

WﬁBHIL\HIE)%/\O)t)J L) gi
AEGEREZ T v 7 u— F L7, WEGEHFICUID B2 55813, ROFIEEZFITLET,

AT EEBCSHDHZA=a—T A a7 ) v 7 LTREZRIRL £ : [System] > [Settings] > [Trust & Privacy] >

[Certificate Authority].
AT 72 [Certificate Authority] 7 4 > K7 C, [Use Cisco DNA Center] FFvariREZ o EI ) I LET,
AT w 73 [Switching back to Internal Certificate Authority] 7 7 — . [Applyl 22 U w7 LET,

[Settings have been updated] A v & — I NRRSINFET, FEMICHONTIL, RO R — /L& /L— F b F
fLICZEH (108 X—2) ZZRLTIEENY,

Cisco DNA Center S2EERE DT U X R—

Cisco DNA Center TiX., 7 /3 A ZZGET 572D AAA Y— 3—F 721X Cisco ISE —/3—72
EONRE T 4T 4 OFREIIE IR T A AGEEEZ X T o — R TEET,

RT9T1 EEBICHDZA=a—T A ar%7 ) v 7 L TRERERLET : [System] > [Settings] > [Trust & Privacy] >
[Certificate Authority],

AT 72 [Download]#7 YV v 7 LT, XA ACA%ZTV AKR—KL, BETELCAL L THNT= T 47 11218
MmLET,

ERAENEE

TNA RFEREDEE

BH BT NA ANT A A ZZHIER L %5895 72912 Cisco DNA Center (2 & - THITI 1L
FAEAEZEZ FRB I OEHTE 9,

RT9T1 EEBICHDZA=a—T A ar% 27U v 7 L TREER L ET : [System] > [Settings] > [Trust & Privacy] >
[Device Certificate] DJEIZER L £ 7,

[Device Certificate] 77 4 > K 721X, BITSNTFEHEZEDO AT —F APMER| D AT — X A X TICERSINF
£

* [Expired] A7 —% 227 : HEMIRNOINTZGEHFEDO Y X P &R R LET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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74 zanzoasumozz: ]

* [Expiring] A7 —# A X7 HHHRPIITSDNCTWBHFEAED Y 2 & FIETER L ET,

c[Al] AT —=Z 227 AReEEAE, BRI OREAE, B X OHIRINEEOEHFEDO Y 2 b & &
~LET,

* [Revoked] A7 —H A% 7 : OIS NG EELRRLET,

AT w72 [Device Name] & [Issue To] DEIZFESNT, GEHEEZ 7 4 VX U v 7 TEET,
RATY T3 GRHFEHEZRVIETSEAT, KOFIEEZFATLET,
a) [AN] AT —XAETHT Vw7 LET,
b) [Actions] #I T, HV {HTAEFICKIST S [Revokel T4 %27 U v 7 LET,
) MRV A4 RUT, [OK]ZZ7 Y vy 7 LET,
AT T4 GEHEDMEZ T AKR— T 585581, [Export) 227 U v 27 LET,
AEAEOFEMAS CSV BT/ AR — hShET,

TN REEEAE D EH N EAM D ERE

Cisco DNA Center Ci%, Cisco DNA Center D7 7 A ~— K (NHF) CA TEHBIOEHRL T
WD Ry T =7 TR ADOFEHEO AN A ZE TX 9, Cisco DNA Center TDREH#
DOHFZ DT 7 /v ML 365 B T3, Cisco DNA Center GUI % i L CREFAE DA 201
BEET L L FHLIEIZ CiscoDNA Center (2% L CIFARAZFRT LKy hT—7 F A R
WZZE DD OMERE D ¥ THNET,

\}

CE) TS RAHEOT A 72 A Mi% CAGEAED T A 74 A MEL Y RELFTH LT TEE
Hh, IHIT, CAGEHFEDRY OARBIMPRIE SNI=T A ZAOFEHFEOF WM & v &
WIGE. T AGEHEOE M OMEIX CA FEEFEDKR Y OF M &R LI £3,

AT EEBCSHZA=a—T A a7 ) v 7 LTREZEIR L E7 : [System] > [Settings] > [Trust & Privacy] >
[Device Certificate] DJEIZER L F 7,

ATV T2 TNA RGEE L BIEOT A AGEHEOF M 2R L 7,

AT 73 [Device Certificate] 7 1 > K7 T, [Modify] %7 U v 7 L%,

AT w7 & [Device Certificate Lifetime] #1472 7R > 7 212, HLWMEEZATILET (B .
ATv 75 [Save] 7 Vv 7 LET,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}



YR LBEOHE |
B zamoo—LEL—rpo TR

RO —I)LEIIL— DL TFHICER

5734 A CA I Cisco DNA Center D77 A4 X—k CATHY, ==L 5747 bOED
Bt OMENL LRI H SN AEHESF—2 B LET, A A CA D —)L%E/)L— b
CA D ML CAICEETHITIE, ROTFINEEZFETLET,

[Certificate Authority Management] ™7 4 > K7 ® GUI ZfH LT, 77 A ~X— 1k (N#B) Cisco
DNA Center CA D1 —/L%&/L— [ CADD ML CAIZEETEET, ZOr—LE2EHET DI
E. ROFIREFETLET,

« Cisco DNA Center 75 FiZ CA OD&EEZRT-T X512 T 68556, §Tlar—RCA (& x
IE Microsoft CA) 23% ¥ . Cisco DNA Center % M. CA & L CRDODTWEH LD LR EN
i ﬁ‘o

o TALCA DBEICHEENTWRWER Y | Cisco DNA Center [ZPN#E/L— ~ CA & LT
B ke LE 9,

* Cisco DNA Center HDFEAEEL TR 7 7 A V&L L ROFIEOFTRIZHKES) . FH)
THEL— N CAIZBAIELINERH Y £7,

\}

GE)  Cisco DNA Center 1%, Z OHBIFIIWNEAL— F CA & LTEITL
weTET,

REBRESE A BRI L — R CAIZ K o TEA S, GUIZEH L TCZOEA T 7 A
JV% Cisco DNA Center |2 A — F LETHERH Y £ ROFIADOFEIRIZHED) ,

A AR— 14, Cisco DNA Center |[ZT TN CA & L THHEZYHL L. TH CA DEEFHEEE
ST L E,

PERL— b CA 735 FAL CA ~DHI D B 2 BT XA 2 DOHIE R REME N AN 72> T\ D
BE (F74/08) L LTS RFEAEITHBAICETRSNE T,

GULIZR RSN TV D TOL CAGEREA DML, GEENOFRARO NI DT, R
7 NREZ A A o TEA éﬂt%@“(i&;@iﬁ/\/ L7z TAHH, sEFEZ AL 1
FETA A M=V L CREDR UREIC GUL TR &, FEAZEOAHAMIL 1 FH & £
IRENET,

TAL CAFFBHE L LT PEM £ 721X DER B O A2 T& £,

TAL CA X EALD CA L L2z, EALL -~V ORENEN S 556813, DRI
HEELTLIEZE, Z0dH, TMLCAMNDLFR Yy NI =T/, 225 LT, GEHEDK
BT AEHMNEMEINDGZ b H Y FHA, T CAIZIZZDEFERB 2 NTED, T
TOFRy T —27F /34 AL L CA % Cisco Discovery Protocol (CDP) i4{§t& LTD
HEA L ET,

1R BRI
JL— b CAGFBAEO a v’ — 2R WETY,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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ATv T

ATy T2
ATvT3

ATy 74
ATy Th
ATvT6

ATy 717

ATvT8

ATvT9

ATv 710

gaRon—LEL— oo ThczE [

FEErEBICHDA=a—T A a7 ) v 7 UTRAZER L EJ © [System] > [Settings] > [Certificate
Authority] OJIEIZEIR L £,

[CA Management] ¥ 7% 27 U v 7 LET,

GUI TBEFD/L— b E 721X FAL CA GEEO R EE WA R L 1,

* [Root CA Certificate] : HIAED/L— | CA GEHE MR EZIINE) 2F R LET,

* [Root CA Certificate Lifetime] : HLED/L— b CA GEAZEORFTOFIYME= TR LET (HE .
¢ [Current CA Mode] : BIfED CA E— F&FRRLET (b— bk CA £72IL FALCA) &

* [Sub CA mode] : /b—  CA 705 Tz CAICER T £7,

[CA Management] % 7 C, [SubCAMode] F=v /Ry A& AN LET,
Next] Zz2 U v 27 LET,
RREINLEENE LR LET,
wIZHlZ R LET,
=K CAMDL FLCAICETTH7u AT nICET Z N TEERA,

e )b—h CA E— RTEE SNz, FRITFEHENRITSNZ AR Y VT =2 T, AN L &
BIDHZVENBYET, Py NI =TT, ZAEESTL— b CAET— FTEELEGEIZ, v—
FCANS FALCAICEETALFNC, BMOVBELETALERH Y 1,

s L CADHRET OB ANKT LadiuE, *y NU—I TR REFd T4 NI TEERA,

[OK] %27 U v 7 LTHAITLET,

[Certificate Authority Management] ™7 « > K7 {Z, [Import External Root CA Certificate] 77 1 —/L F23 5/~ &
WET,

[Import External Root CA Certificate] 7 4 —/V FiZ/V— K CAFEAELZ KT 7 72 F Ruvy 7 LT,
[Upload] #7 U v 7 LET,

JL— b CA FFBAEM Cisco DNA Center 127 v 7' — K&, FFAEELEROERICERH S E T,

TyZa— RR7avAR5ETT 5 &, [Certificate Uploaded Successfully] &V 9H X v —URF/RIINE
o

Next] Z27 U7 LET,
Cisco DNA Center CREF]ZEZEAL ERDER SN TERINET,

Cisco DNA Center CTA SN 7-GFAEBAL TEREZ GUI THER L., ROT 7 a oz FE{TLE
R

«[Download] V> 7 %27V v 7 LT, iEAEZBALERTZ 7 A LD —Rabt—&a Xy ra—RLE
D

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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B o —FreangoTnesazy

ZOH%. ZORAFEBLBERT 7 ANV EEFA—VMTEAAS LT, = CAICEETDLI LA TE
£7.

* [Copy to the Clipboard] U > 7 %27 U » 7 LT, fEHEBLERTZ 7 A VONEEZaE—LET,
D%, ZOFEHEBLERONFEE A — /MO 1T 50, B A— VIR 7740 E L
TIRMLT, b= FCAICEHETHZ LN TEET,
ATYIN GEHEBLAERT 7 A VEL— | CAIZERELET,

JL— K CADD FLCA 77 ANADIERENET, ZDT 7 A /L% Cisco DNA Center IZA > AR— ~ LET
WBENHY F£97,

ATYT12 L— b CAMNS FLCA 7 7 A /V%a%(5 Lizth. Cisco DNA Center ® GUIIZFFET 72 A L, [Certificate
Authority Management] 7V 4 & RUIZR YD £97,

ATw 713 [CAManagement] ¥ 7% 7V v 7 LET,
AT 714 [Change CA mode] RH¥ > D [Yes] =27 Vv 7 LET,

[Yes] 27 U w74 5L, GUUCGEHEEL ERAELREINE T,
ATYT15 [Next] =7 Vv LET,
[Certificate Authority Management] ¥ « > K {Z., [Import Sub CA Certificate] 7 4 —/L RNFRINFE T,

AT w716 [Import Sub CA Certificate] 7 4 —/L FIZ FiL CAGEEZ K7 v 7 7> K Ka w7 LT, [Apply]l &7
Uy 7 LET,

AL CA FEFFEZS Cisco DNA Center |27 v 7' a— RILET,
7 v 7 a— RKNETT 5 E, GUI O [CA Management] & 7\Z, F{L CAE— RNFREINET,
AT w711 [CA Management] ¥ 7 D7 4 —)b REFRLET,
« [Sub CA Certificate] : BIfED FA7 CA fFEAF R L E T,
* [External Root CA Certificate] : /L — F CAFEEZ R R L 7,
* [Sub CA Certificate Lifetime] : Tz CA GEHIEDO R 2R <L ET (HE) .
* [Current CA Mode] : SubCA £— F&# R LE7,

A—J)LA—/N\—T{HICASEERZN JOE 3=y

Cisco DNA Center Cl&, BEfFD FAL CA OFZNAM A 70% LL E#GE L TW a5, 2—%—
Nu—/LA—/"—TFfLCA & LT FREHEZEHTHZ ENTEET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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ATy T

ATy T2
ATvT3

ATvT4

ATy TH

ATvT6

n—LA—n—ThicAsEBEDTnE =25 |

1R BHHIIZ

s TALCA B — LA —NR— T ubva= 7 %A T 512, Fitmor—/L% FAL CA
ET—RNIARLTBMERSH D 7, RO —/L&E/L— )M E FICEE (1082—
V) BB LTLLEE N,

« BUED AL CA FEEOABIARAY 70 % LLEREE L TV Z L ARETT, Z ORI
72% & Cisco DNA Center ® [CA Management] % 7 @ FIZ [Renew] 7N # U N FRR S HUE
‘a‘o

o B— /LA —/"—TFfL CA DELFTEFEAED 2 B — B UE T,

EEMICHHA=a—TAarz27 ) v 7 LTRZZFERL £3 ¢ [System] > [Settings] > [Trust & Privacy] >
[Certificate Authority],

[CA Management] ¥ 7% 7 U v 7 LET,
CAGEHEDOREFHREMR L ET,
* [Subordinate CA Certificate] : BIfED N7 CA FEA#EZ R R L £,
+ [External Root CA Certificate] : /— » CAGEHEEZ LR L E T,
* [Subordinate CA Certificate Lifetime] : BAED TAL CA GEHIEOH NI (B 2R R-LET,
+ [Current CA Mode] : SubCA £— F&£/RLE7,

[Renew] &2 U v 7 LET,

Cisco DNA Center [ZEEfED THZ CA 2 LT, @ —/LA— "—TN.CA DIFAEZBLEREZ AR L, £
RLFET,

B SN REIAEE A ERE GUL THEGR L, IROT 7 a0V InnzEFTLET,

*[Download] Y > 27 %27V v LT, fiEAZEBELER 7 v A rOr—abt—2Fy o n—RKLE
j‘o

ZDH%, ZOMEBZBLRERT 7 A VEBEAA—/VITIRM LT, b— b CAICERETHZLNTE
ij‘o

* [Copy to the Clipboard] U > 7 %2 U » 7 LT, iEAEFEBLER 7 7 A VONEEZaE—LET,
ZTDWH%., ZOHFHEBLAIRONKTEEF A =MD T 50, BFA— VIR Z 7402 L
THATLT, = FCAICEETHZ ENTEET,

AERAEEL TR 7 7 A V2 L— b CAIZEFELET,

WIZN— K CAPa—)LA—R—TFN.CA 77 A /NEEELTL DL, £ % Cisco DNA Center {21
A—=FLETHENRHY 7,

TL CA B — /LA — "—DFFAEZL BR T, RootCA E— R 5 SubCA F— NIZHI 0 Bz =Bz A o
AR—=FL7ZETFMCAIZEL LZNL—FCALRILL—FCAILL-TBAINDABMERHD £9,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}



VAT LEREOHEA |
B 7 xamaErsz ke roR

AT TT1 NA—bFCANPLR— VA —R—TN.CA 7 7 A N%EZ(G LT-t. [Certificate Authority Management] ¥/ 1 >
FUIZRY £

AT 78 [CAManagement] ¥ 7% 7 Vv 7 LET,

AT97T9 GEHEBAERNFRINTND GUIT[Next] 227 Y v 7 LET,
[Certificate Authority Management] 7 4 > K 7 {Z., [Import Sub CA Certificate] 7 «# —/L FBRFRRINE T,

ATY 10 Ffre—/LA—,3— CA it E% [Import Sub CA Certificate] 7 4 —/V KIC KT v 77 R Ra vy 7L,
[Applyl 22 U v 7 LET,

a— LA —/3— "L CA FEBHEMN Cisco DNA Center (7 v 7B — RENET,

Ty 7a— KBTI 5L, GUIWEHE SHL, [CA Management] % 7 @ [Renew] R % > B IEZhIZ 72 1) &
R

FIRA RFEAE RS R MRS U L OHFE

Cisco DNA Center "C [Manages Device Trustpoint] 23 X272 > TV DG, 731 ARAEHREB &
WIAY VAT a7 T AT LA RY % Cisco DNA Center [IZi%(E 92 L 20T 5720, 7
INA AZF#) T sdn-network-infra-iwan k7 A bR A > FERE L., GEAEZ A VAR — T D4
ERH ET,

SCEP %4 L CHMIB CA 2> BB EkT HI121d. WOTFERENLETT,

ATFYT1 koa<wr FEAHLET,

crypto pki trustpoint sdn-network-infra-iwan

enrollment url http://<SCEP enrollment URL to external CA>

fgdn <device FQDN>

subject-name CN=<device platform ID> <device_ serial number> sdn-network-infra-iwan

revocation-check <crl, crl none, or none> # to perform revocation check with CRL, CRL fallback
to no check, or no check

rsakeypair sdn-network-infra-iwan

fingerprint <CA fingerprint> # to verify that the CA at the url connection matches the fingerprint
given

ATv7T2 (EE, 7 LHELR) GEAEZ AERICER L, GEAEOH IR 2 [EhkE L £,

auto-enroll 80 regenerate

RFw T3 (ERE) BEKURLICEEFREARA v ¥ —7 = 4 AZ48E LET. ZhUS OB, hitp F— & 2 O%(ETT
VB =T =g ARF T 4L FCRESET,

source interface <interface>

AEBAZE DEH

Cisco DNA Center X, Kubernetes |Z & > T4 S 7ZFEERC, Kong 38 L NEREH~ R —
T — b ANEHT HAEAER Y, 2HEOMAEEZEALET, b OEAEXIEME

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K



| vRFLEEOHERK
gEczsanzon:

T, FEAREIL I T AF A A =T B LIS, BARTNICERE SN DRI
Cisco DNA Center (2 X > C 1 fFHEIMICEF SN ET,

HIREIAIC 72 HRNCAEEZ HH4 5 Z L 2 HER L £,

A 735100 H I OBNCHABREIIC 2D KO IR ESN TWAIEHEO L EZ T H T £,
ZOFNETIEH, FNLBEICHREINIC 2 D REAEICOW T b EIT SN E T A,

ZOAY YT NTHE, = R8—F 4 FRGER (CA) BAMZHEAETIIRL., BUB4
FERAEOALAEZEH L ET, — KX—F (/CA BAMEFEHEZEOLES., A7 V7 ME
Kubernetes & EHIHER~ L —V v IZ Lo THEHAINDONEGERZ2FH L E T,

s HEBAEWEDEA, FH7 ot AT — b CABNET INRNWZ0, FEHEE T
AT a2 T H0ETHY A,

« T AKX L) AEEIX. BE—/ — F& 3 J — K Cisco DNA Center 3% € D i 7125w S v E
7,

Z7_"y7°1 BT TAE ) — ]‘7531’5%'@&)@ MEA L TWRWTD & 2R Lijﬂ

ATV FT2 20/ —RTBUEFH SN TWDIEHED Y 2 FEZNOLOFMMIRE R RT LI, kROa~r KEA
HILET,

sudo maglev-config certs info

ATYT3 Woaxy FeAJLT, T <ITHIREIAICARD KO ICRESN TV LEHELTH L £,

sudo maglev-config certs refresh

AT T4 Mo r 7 A% ) — Rz LT EROFEEZHV KL 9,
ATYTS =T 4 VT 4 D~V T HFRT DI, ROXHITAHLET,

$ sudo maglev-config certs --help
Usage: maglev-config certs [OPTIONS] COMMAND [ARGS]...

Options:
--help Show this message and exit.

Commands :
info
refresh

ERETZHIHAEDETE
Cisco DNA Center (Z1%, FaiA A =L EZNTWVDHVAIDOFEHTE HAEAENV KL (v
AADMEFET DHEL— RN RL) BREFEINLTWET, CiscoDNA Center (£, ' A2nbH 0
FHSNIBHETE DEHENSRY RALDOAL VU R— A ML=V P R— ML TET, FH
T& HFEAE N R, Cisco DNA Center B L ONF DT 7Y r—3 3 v & OIEFEBIR & ST
TLHHOI, PAR—FINDT AT Ry NU—F T TAAL AL o THEBESNET,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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B smazsiione

\)

GE) v AIDOEBETELEREN FUE, PR—F SN TWDE L RAT N, ADHET /N R
NLUTHERATE S, iosp7b EFEEND 7 7 A L TT, TDiospTb 7 7 A /MZiE, VA% E
AN RRARDONL— FEAFEREENTVET, ZOTZAaDEHTE HiEHE NV ML
I%. Cisco cloud (Cisco InfoSec) TEEMTZ E9, VU > 2% hitps://www.cisco.com/security/pki/
WZH v ET,

ZOEFETXDAEAENY FUE, FAICCAZBEALTTIRTORY NU—T T34 ZADFEH
£33 L O CiscoDNA Center DREAEAZ EHT 5, ZETHER 2 HEERELET, [EEHTE S
REBAFE /N RV Cisco DNA Center IZ X » TEH S, BHOFEAEB IO mX 7 — |
U oA FEAE (FETDIHA) ZRAEL. TR ER CA B4 M EFEAEZHIB L £,
EHZ, PnPU—7 7 a—ORERHI R Yy T —2 PP XIGT A AZT v 7 — R T&E 5 &
T, Fiz, ZDOH%O HTTPS ~_— A D#z#E T Cisco DNA Center Z {5 CTX 5 X 912, [FHET
X LEHEAN FLAEHTE T,

GUI @ [Trusted Certificates] 7 4 > KU &ZfFH LT, A3 hT AR T— )L R RLEA VR—
FLET,

AT EEBCHDLIA=2—T A a7 ) v 7 LTREZREIRL £ : [System] > [Settings] > [Trust & Privacy] >
[Trusted Certificates] DJEIZEIR L £,

AT 72 [Trusted Certificates] 7 4 > K7 C, [Update] R¥ > %27 U w7 L TCEATE DAEHE N RILOHHRL 7~
n— FBIXOA A M= ZELET,
[Update] R % >, ios.p7b 7 7 A VD FEH/N— 2 UBMERTFHRET, 4 V¥ —F v T 7 B ANRAfER &
ECDBT VT 4 TR0 ET,
Cisco DNA Center (287 LVMEFEHCTE D5 ENY FABRKX 7o — REXOAS VX F— &5 & Cisco
DNACenter (I3 A aADTNAADF 7o — ReHR—T5L5, ZORBETE H5EHE N R &4f
MARBIZ LE T,

AT T3 HLWVIEHAETY 7 A Va2 A VR— b T 285A0E, [Import] 227 U v/ LTCa—H LT AT LS AR REH
E7 7 A NVEEIN L, [Import Certificate] 7 4 > K7 T [Import] 27 U v 7 LE T,

AT w74 [Export] &2 U v 7 LT, GERAHEOFME CSV BT s AK— R LET,

HIRfFE S T ILIZDNT

X2 T4 BT BED, — "2 ~DT V7 AT 2o TUVWET, Shell 2~
Y RNDOT 7 REARRIREND Z LT, a3 EME R DAL =T 4 VTV RT AL
T7ANVATIIT 7 BATE 272570, EHEDOY A7 NI NET,

X2V T 40 FOBEENS, Shell a~ > R~DT 7B ABHIBENTWET, 7=77 L. root
shell (IZ—HFANZT 7 B A L7=WEEATL, Cisco TAC IZBRWAHhEL &0,

PEIE LT, WORESNTZY A D~y FEEHTE £,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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$
Help:
cat
clear
date
date
debug
df
dmesg
du
directories.
free
history
htop
ip
last
1s
lscpu
magctl
maglev
maglev-config
manufacture_ check
netstat
nslookup
ntpqg
ping
Ps
rca
reboot
rm
route
runonce
scp
sftp
shutdown
ssh
tail
top
traceroute
uname
uptime
vi
w

nesmkETLA FyogonT [

concatenate and print files in restricted mode
clear the terminal screen
display the current time in the given FORMAT, or set the system

enable console debug logs

file system information

print or control the kernel ring buffer.

summarize disk usage of the set of FILEs, recursively for

quick summary of memory usage

enable shell commands history

interactive process viewer.

print routing, network devices, interfaces and tunnels.
show a listing of last logged in users.
restricted file system view chrooted to maglev Home
print information about the CPU architecture.
tool to manage a Maglev deployment

maglev admin commands

tool to configure a Maglev deployment

tool to perform manufacturing checks

print networking information.

query Internet name servers interactively.
standard NTP query program.

send ICMP ECHO REQUEST to network hosts.

check status of active processes in the system
root cause analysis collection utilities
Reboot the machine

delete files in restricted mode

print the IP routing table.

Execute runonce scripts

restricted secure copy

secure file transfer

Shutdown the machine

OpenSSH SSH client.

Print the last 10 lines of each FILE to standard output
display sorted list of system processes

print the route packets trace to network host.
print system information.

tell how long the system has been running.
text editor

show who is logged on and what they are doing.

HEmEARARRT LA R DUREIZDNT

Cisco DNA Center TIZT7T 74 /L F CTT L A MU T—2BRIEINE TN, 50T —XIWEL
A7 N7 U hTEET, TXNET, REEREORREEE L, EH EoORBEICHHLL T,

KO EAAME & FEEIGE (ROD #FEBTLHZLAHME LTWET, Y AapET S
T — X% OFEFEIL, Cisco.comID, ¥ AT A, HEREDFEFAIRDL, > FT—27 TRA A A R

MU BLOY 7 MU =TRHEK T, EESNDT—FOFELWY X MIHOWTIE,

['Cisco

DNACenter D7 —4% > — k| 2R LT X, —#HOT—XWWEEAT N T DU FT 51T
X, A2 ao7 v MEYEE IO Cisco Technical Assistance Center (TAC) (ZBHWEHHE

<TZEvy,
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SRTLEEDER |
. vManage 7 O0/3F « DHRE

EEBIZHDLA=a—TAar% 7Y v/ LTRZER L ET : [System]>[Settings] > [Terms
and Conditions] > [Telemetry Collection] DJIEIZ#&4R L £ 3, [Telemetry Collection] 7 1 > K 7 /)
b5, FA B ARK), TITAN—=RY v — TIAN—FT—=F 2 — bl TEET,

vManage 7 0/837 1 DRE

Cisco DNA Center [, #t# vManage i i Z i FH L T Cisco vEdge BB % 48— M L £9, vEdge
cMRaYE7aeya =7 F 5N, [Settings] 7 « > K7 T vManage DFffll & -7 C& &
D

AT TN EEBCHDA=a—T A ar%7 ) v 7 L TREZEIR L E3 : [System] > [Settings] > [External Services] >
[vManage] DJIEIZEIR L E 7,

AT w T2 vManage 7 18T 4 HRELET,
« [Host Name/IP Address] : vManage ® IP 7 F 1L %,
* [Username] : vManage |27 7 A >3 2 72O\ H S 41 544 i,
* [Password] : vManage (27 7' 4 > T 57 DI INDH /AT — R,
* [Port Number] : vManage (27 7' 4 > T 57 DITEA I NLHH— |,

+ [vBond Host Name/IP Address] : vBond ® IP 7 K " A, vManage Z{#H L CTNFV Z BT 55510 E
T,

« [Organization Name] : fHf#k D4 i, vManage Z{fiH L T NFV 2 & B3 558108 TT,

AT w73 vManage fiEfHE%A 7 » 7 1 — R95I121%, [Select a file from your computer] Z#27 U » 7 L £,
ATy T4 [Savel 27V v 7 LET,

Thooroayo7o bk

TAV vy 2T N RY—ERELTC, 2=V =2k s roEfr, TAU b
oy 77y MM, v A o OBERITREAERTE £,

AT EEBCSHDHZA=a—T A a7 ) v 7 LTREZRIRL 7 : [System] > [Settings] > [Trust & Privacy] >
[Account Lockout] DJIEIZEIN L E 5,

AT w72 [Enforce Account Lockout] h 7 /LR ¥ %27 ) v 7 LT, Ty 7/ ~v—0RNFERINIREIZLET,
AT w73 [Enforce Account Lockout] DR D /X7 A —H DIz AL £,

* Maximum Login Retries

* Lockout Effective Periods (minutes)

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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* Reset Login Retries after (minutes)
GE) [Info] IZH—Y NVEGDED L, KT A—FOFMNPRRENET,
ATy T4 Ky 7 &7 ) A K5 [Idle Session Timeout] D & 3R L £ 97,

ATv 75 [{#7F (Save) %27V v 27 LET,

tyalrETA RVREOEFIZTDE, By a A LT Y MO S5 53EIZ [Session Timeout] # A 7
nURy I ANFREINET, By v arEFITT 5551, [Staysignedin]) Z27 V v 7 L ¥ 9, [Signout]
Vw735 Iy va AR TTEET,

INA T — FOFEMHRTIN

RAT— REHIRARY o — 2R EL T, U2 TEET,
« AT — FOAF RO w80 [,
o NRA T — FRMIREINIZ 72 DRI 2 — P —Z@MmBNFR R S5 B,
4T B,

RT9T1 EERBICHDZA=a—TAar%7 ) v 7 LTREREIRL £ : [System] > [Settings] > [Trust & Privacy] >
[Password Expiry] DJAIZER L £ 7,

AT 72 [Enforce Password Expiry] N7 VAR F %27V w7 LT, Ty Z~—7RNERINTIREICLET,
AT 73 KD [Enforce Password Expiry] /37 A —X Dz A L £,

« RAT— ROMRDEE (H)
« MR (H)

G¥) (Info]l I —Y NEEHDLED L, BRI A—=FOFEMNPERINET,

ATV T4 [Save] 7V v LT, NAU— REYHRZRECEHTFELET,

IP 7 & R Hl{E

P77 ARG EERTLE, ZRANEZIEIRY hT—7DIPT KL A ZHSWT CiscoDNA
Center ~D 7T 7 & 2 & HIfI TZ £9, Cisco DNA Center Tix, IP 7 7 ¥ AHIEIZKRDOF T 3
VIR £,
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T _TOHIP 7 KL A7 Cisco DNA Center I[Z7 7 ¥ A T& £,
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IP Access Control

1P Address*

Cisco DNA Center is accessible from all IP addresses by default. 209.165.210.0

O Allow all IP addresses to connect
© Allow only listed IP addresses to connec + 27

IP Address Subnet Mask

209.165.200.230 32
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GE) 77V r—va VEETIAIZT T, CiscoDNA Center GUI B FEITLET, ZHHDOFIED
2L, vaila A VHBCLI AR L THEITTHZE b TEETN, ZoHETBEID L
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FITLET,
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ONTIE, Ta2—%F m—olE (125 3—) | 2L TLTEEN,

EEBIZODIA=a—TAa%2 ) v 7 LTRAZZERL 7 : [System] > [Software Management] DJIE(Z
HIRLET,

BE Z DEFRT, Cisco DNA Center |2 L - Tt T = v 7 BNFEITINFE T, HEICHERH D5
4. [Software Management] ¥ « > K72, BUEFHARE/R VAT A7 v 77— MIFRENE
A,

VAT LT v 7T — "BFARRETH D I EN T 4 v RUIREN TV DAL, [Downloadnow] % 7 U
7 LET,

Cisco DNA Center OFF[F = v 7 55 T4, [Download] #7 U » 7 L£ 7,

Ny —=UOHE YT a— R5ETH, [Installnow] 7 U > 7 LET,

Cisco DNA Center OFF[F = v 758 T, [Install] 27 V v 27 LE T,

CiscoDNA Center |3 A > T F v AE—RIZRD , AT AT v T — "D ETEINAT-ODFHTEEH A,
T v — "MRET L= 5. Cisco DNA Center [CHE o 7' A4 » LE 9,

EEBICHDA=a—TA4a% 27 ) v 7 L TRAZZIR L £ 7 : [System] > [Software Management] % 7 U -
27 LC. [Software Management] 7 « > K7 % FJEB & 97,

V4 RUDERICHLA v E—VIE, VAT LABRRFTHL I LR L TVET,
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AT TN EEBICHDLA=a—T A aru7 ) v 7 LTREZRER L £ : [System] > [Software Management] DJIE (2
BIRLET,

BE Z DEFEUT, Cisco DNA Center |2 L » TEHMET = v 7 RFEITINFE T, ERICHERH DY
A, [Software Management] 7 1 > R IZ, BUIEFIHATRE/ZR VAT A7 v 77 — MIR TR SN E
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1. FIHARERT X TCOVARAT AT v 7T — e VA R—/)LT5HIZIL, [Select Al V> 27 %27V > L
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2. a7 7V r—2alBHcE A A M= NTDHIL, S TDTF v IRy I AL I LET,

GE) [View Details] V > 27 %227 Vw735 & 4T 577V r—2a 07 7 A A4 XL
MAZTL LTI AT A RA A U EET,

AT9 73 [Installl] 27 Vv 7 LET,

AT v 74 Cisco DNA Center (2 X DIKFEROF =~ 7 352 T L= 5, [Continue] 7 VU v 7 LE7,
BHFORT 7V r—2a OBITRA—=DT 0 RUICRRENE T, TXTOERFRBA A F—Ib
i b L. [Software Management] 7 « > KU BNEH I FE T,

AT 75 [Currently Installed Applications] Y > 7 %7 Vw7 L, ®RLIZT 7V r—rva VREFHENTNDH I L&
R LE7,

NYT—DE O O—FRETYTITL—FDARY MMEX

R lrePDF Y m— KT 977 L FA Xy MRS 57 B BIE T
T, TNHOBEMERTE L OEET A%, [Cisco DNA Center Platform User Guide] @

'Work with Event Notifications] FE > 7 TSN TWA FIEZEITL T ESV, ZOFIA
%527 L7265 SYSTEM-SOFTWARE-UPGRADE A/ XV h&&ER L, VTR F3 47 LTWAHZ
EEMERR L ET,

WOBGAIZBRENER S, EBEEINET,

Ry —VDT v T T L —RDF T a— RIKRMLUE L, ZiudidEE ., Cisco DNA
Center 7 75 AT ANIKERT 4 AT RENLW), BB LNy r—V 2 XAy o—
FLED ELTWAZOIZRAELET,
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ATV EEBISDA=a—TAar% 7V v 7 LTRZRIRL E5 : [System] > [Software Management] DJIEIZ
BIRLET,

AT w 72 [Currently Installed Applications] UV > 2 % 27 U w27 LC, CiscoDNACenter 7 77 A 7 > AZA VA h—/L &
NTNLTRTCOT I r—araRKrLET,
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Cisco DNA Center (37 7’V 7r—> a UBNHIBRENTZRIZA v —V 2 FRLET,
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- + I+ —/% (OBSERVER-ROLE) : =M1 —/L % Fo=—H %, Cisco DNA Center D
BE~DOFTRERT 7 B ARARETT, A7 VP — N m— L& Fo2—H (L, CiscoDNA Center
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1|

RT9T1 EERBICHDZA=a—TAar%7 U v 7 LTRERER L ET : [System] > [Users & Roles] > [User
Management] OJNHIZER L £ 7,

ATv T2 [Add] %27V v 7 LET,
ATYT3 L Wa—HF—E, 4, BEFA—LT FLA, BLIOa—F—4E2ANLET,

A A—/LT KL AL, #EAED Apache EmailValidator 7 7 A DB A7 L CWDLENH Y £97,

AT 74 [RoleList] T, SUPER-ADMIN-ROLE, NETWORK-ADMIN-ROLE, % 7213 OBSERVER-ROLE DO\ 7>
0) = “—/1/;&‘55;%1:)_\' L/\i@—o
ATY TS RAU—KREANL, HERLET, AT — ROEH:
« i 8 T
cROBT IV DI B L3 OOBTIAVIZET D LT
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ATY 76 [Save] &7 Vv LET,
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ATY T2 HIRTa—V—0fichbrt 7T varviy ez vy s LET,
ATy 3 [HIER (Delete) 1227V v 7 LET,
ATy T8 fEROT a7 M T, [Continue] #7 VU v 7 LET,
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AT w T2 [Password] 7  —/L KT, [Update Password] %27 U » 7 L £,
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NafEsd LET,

ATy T4 [FH (Update) 1227V v LET,
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ATFYT1 VAT LA TEOZ—PF—=IMERENTWEMNE I DEHRTDHICIE. Roa<wr RE A LET,

magctl user display <username>

Zoa<wy NI, NMAUV—FRKEDV bty NTAEOIEATE2T7T T MERLET, B, ko Xk
12720 F9,

User admin present in tenant TNTO (where TNTO is the tenant-name)

ATv T2 N2AU—=FREVty FFDI0E, kOavr N7 Py MaEANLET, ROa~v>y FE A LET,

magctl user password update <username> <tenant-name>
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A2 OWET 4 RURBAWES, [Letsdoit] 7 U w7 LT, V=7 7no—|lHEBE L7,
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Z7 Vv Z L, IRIC[Edit) 227 Y v 7 LET,

[Update Internal User] A 7 A KA A U D3[AE £7,
2. [RoleList] Fa vy 7 & 7R KNpbn, HAZ LT —/LERINL, [Save] 27 Y v 7 LET,

s WAL Bu— L EFR =Y —ICEH 0 Y THICE, ROFIEEZFEITLET,

1. [Ad] %7V v27 LET,
[Create Internal User] 2 7 A NA A UNBHE £,
2. RREINDH74—NVRIRALa—P =S5 AN LET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K



| 2—vogm
Cisco DNA Center 1 —+— o — LR [

3. [RoleList] kv 7Z 7 U R Mpb, Fla—F—ICHVYTEHIAZ Lo — L ERINLET,
4. FHLWART— AL, HEROTDICHEANLET,
5 [SavelzZ Vv 7 LET,

AT T3 BEOL—Y—Dnu 7 A U PCEHENED2—F—DT 7 & AMERZ TR LI=5E. B LWHERERC %
AT HIZ1E, = —H =M Cisco DNA Center 2612 777 h LT, a4 LETHLEND D 3,

Cisco DNA Center 1.—+— O—)LiE[R

5% 3: Cisco DNA Center 1—+— 0O — LIE[R

HEHE ELEL
FoaF7IVR Iy NT—7OH LB MEZZRIZAFE L T—E L —E X LU & kR
TEFEI,

T F—V U TBIONT TV |EO ST TN a—T 4 T EER, a7 0T 473y hU—T =X
Va—T 4T VI BEOAI Ry NO—I T B ELND A YA ML, xy FPU—
I DIEFHOE=F Y S EEPITONET,

ZOu—)LTIIRO Z ENRAHETT,
« O, 7 m—X | Y,
- kiR = > (MRE) ©U—2 7 n—03T,
c FLY REA YA DI,
e NMARL—RA U —FyvaR— K REFHREOMED N7 7V
Ya—T 4T,

« NIEF L DY Cisco Advanced Wireless Intrusion Prevention System (aWIPS) 7 —
7 7ua—0FET, INHOT—7 7a—|ZiE, APFFR[U A b, XU F—FFA]
UA R, aWIPS 7’1 7 7 A L DOERL, aWIPS 7' 7 7 A L DEI) [ TR EN

BENET,
E=H—U T ORFE (Monitoring | HBEORE L EHEITWVET, XYy NIT—2 Z7I9A4T M, BLXOT TV r—
Settings) YarvDOIEEEO LEVEEZEH L ET,
£ : [Monitoring and Troubleshooting] {27~ 2 #tAHL D 7 7 & AFF A D3 e KPR 2L
T,
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1—FoER |

HaE

B

NIV a—T 4T V—)L

Ut —T XA NOEREEREITNET, V7 IA T MDD NI TN 2a—T 4
TDIDDF T NOT 4LV I "y b xxTFy ([T ) V=
¥y 7Fv) ATV a— L LET,

7% : [Monitoring and Troubleshooting] |Z*}3~ 2 @t H Y 7 7 = A FF Al IS e (KPR A B
T,

Ry bI—=U 5

Py NT— IS EO Y R—R NEER LT,

FT—H2T I ER

I YTV APL~DT 7B AEFNCLET, Fa—rULkiR, RIEEH,
aWIPS 7¢ & O HIEIFEEE,

I §Fl % [Deny] ICRRET D L, MRL 7227 7 A KEICZELET,

v bO—o B3

Xy N—JBEBORE, Y7 b2 T A A= VRT NIOFEFH, A K
Py NI =T TR ZAQOEBIERAT 22y NU—7 707 7 AL E3RTEDHERK
FATWET,

RERIE > | U — 2 B2

o T — VT NA A T A ANER, FBAE——LE R Y —P—— FFH
EOEHETEIIEHE, 797 77 A% —_ Stealthwatch. Umbrella, 5 —
HELIEEDR Yy NI BREEEHLET,

TN AL RN EFDI VT VBT AR—F LET,

E IO R Z5E T3 5IT1E, [Network Settings] (2% 72 & X IABMER D
ﬁz‘g“éj‘o

£ A=V YD Y

VI RNT2TAA=VHREHRL, MBI MR Y NV—J 2T 4T 4 DT
TV REEHERELET,

Fv hU— 7 BEE

AN, BT o7, 7T BEORZ U TORy NU—7 W& PR 72
FHCESWTERBIOMER LET, 20— L& ffoa—W —E, [System] >
[Settings] CCMX r—_"—ZEMNTHZ L b TEET,

Fy NU—27 FuaTy AL

N—T 4T AAvF T BIORUAYLAORYy hU—s 7077 A )V%E
e LET, A b~Tardr A BB Y CTEST, Zor—IZE, T L—
"NT | BXT FETAVRETT A X, BLXOEET V7 L— MR EENET,

T : SSID Z1ER 7 5 121%, [Network Settings] (%92 E & IAALMER N LT,

T MU= FRIE

AAA. NTP, DHCP. DNS. Syslog. SNMP, 7L A U7 & ¥ A FE(kotiE
DXy NI —I7FEE, ZOa—)VERFOZ—F—X, [System]>[Settings] T SFTP
P—_—DEMNE Ry U — 7 HEHEROEE R FRETT,

E:UAVYLRT T 7 A VELERT HITI1E, [Network Profiles] (Zx) 3 5 H & A

HIERDB ML TT, CMX T —"—%H% A N BT o7 EF7a7IiEn
Y CHITiE, [Network Hierarchy] (2%} 3 5 & & IALMERR N LTI,
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HaE

B

FAER Y T —7

Ry hU—27 (VN) Z2FELET, b7 71 v 7 O VN @S Ol
DD, YRy NV —7 ZBEROFRER Yy bV =212k 7 A MELET,

Xy bJ—H JOEY3a= Y

Xy NT—=IF R ADRE, Ty ST L—F, Fneva=r7, BLOEH

ZATWET,

aAVIITAT A

AL TFIGAT A TR E a = SEERLET,

EoX

Fv FT—=INON—FT7 =27 EBILOY 7 Y =7 ®[EndofLife]. [EndofSales].
F 7213 [End of Support] (ZBF#$ 5 AFEHROFEMICOWNWT, Xy hT—7 & A
Fy¥oLET,

E : BoX A% v &2 FKRT 5I21E, [Compliance] (2 %13 2 HiA B O HEMR S4BT
7T, EoX AF% v & FEIT9 HI2IL, [Compliance] (Zxf 7 % E X IALMER N LT T
7,

A A= OEH

LT ST — RS, TP AT NLDHB T, T—NT oA A—VBEIC—HKL
BRWTFNAADY T " T 2T ARA—=ET v F 7 L—RLET,

P VAYE ¢

F v T —7 EOTFT A A0, BN, B, HIBR, BT A AR &
ETaRT 4 OFBEITNET,

I T, AT 5121, [Network Provision] > [PnP] 1254 % 3 & A B HE[R
7j§ M\g b(“—gqo

[Inventory Management] > [Device
Configuration]

T AGRIE © T ADFATRER A RR LET,

[Inventory Management] > [Discovery]

TARBNY Xy NT—=ZADFLWT A 2L £,

[Inventory Management] > [Network
Device]

I NI =TT NRA R A RXNUDSTINA ZAZBML, T3 ADFEH %
Fr L, TRAALNLDT 7 g o HETLET,

AR NVA YA b D EET 2Ty 7 AR EDAR—FHL VLAN DR —K 7
EDT A ZADRESR, SRENREE LR EFRRLEd, MELZRLT572
DI =P —=NFEITT DM T 7 a 2B L Ed, ZofFRIciE, "ThER
WEELELEEGTeT 7y a PR ETHLD, st HEHa — O —3—(Z
IFFRRENERA,

[Inventory Management] > [Port
Management]

A= MEH : TS ATKR— T 7 va vk LET,

[Inventory Management] > [Topology]

MRBRY Ry VU= TN ALY e KRR LET, 734 20— 0
HH, TNAZADZ T[T, BRROAAZ~<A X, BELOH AL LR LA
TU MOREFEEITOET,

£ @ [SD-Access Fabric] 7« & R 2 Z0R$ 2121%, 72 < & [Network Provision] >
[Inventory Management] > [Topology]iZ %3~ 23t A B D 7 7 & AFF Al N T,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}



B ciscoonA center 1—— o—LigmR

1—FoER |

B

VTN TEHERERY NI—JBHEDOTA B AR E L T T4 T R
BT A1E#RE —To & L E9d, Z0a—/LE, ciscocom, YAIDT LT LTy
Ny TNNAADEULA, BEXOA~— T H U FOMERLERHL £,

Xy NU—=27TF L ARY

FRAANSDT IV r—arT LA M) OWNEELANEITEICL T,
YA T LARI LYY=, UL LAY —ERAT Va7 I A, arybha—7
FEAER COBEREE T A AZEBELET,

ET7Vr5—vary 7T LA N ONEEEZANETZITENZ T 511E, [Provision]
X % H ZIABMERDI BT,

PnP

HLWT AL ZZHEIZA R —RFLTHA MBIV YT, 4 FEAD=
FX A NBEICEASNTERELET,

Tavva=rr

YA MNEFOREE R Y NU—JIZXH L THREINTZRY —2MHLTT A
Ardubeya=rr7LEY, Zou—MliE, 7y 7 Vs T S—v s
VRV — TV = aroRfitk, 77U R, A ME VPN, Ry hU—
7177V r—3 a7 LA MY Stealthwatch, [EIHEABHME & FITRE. BLO
Umbrella 7o B a = 7V REENET,

REBLOaWIPS DA A o F v aR— KT, REE CiADR EORFEDT 7
VarEBYELITEICTEET,

TNARE T Y a =79 5121, [Network Design] & [Network Provisioning]
Wk 2 EXIABMER DM E T,

2y b T—5 H—ER

HAR 2Ry N — T 8GL T 7 AOREB 2T % v N U — 27 OBHEEE % 2
FELET,

TV =gy RAT 4T

Fw NT—I TR, ATIATENDIW b SNTca s T F_R—=2ADT 7)) r—3
VERER, BE, BLO®E=Z2—1LF7,

Bonjour RY v —R—=Z2ADH—EARHEZEHNCT D720, > BT —27 2K T Wide
Area Bonjour —E A ZHHZ L ET,
Stealthwatch et b7 74 v 7ICEENLIBBHBMH L TR TE L L5257

12, %y FU— 27 BHE)N G Cisco Stealthwatch |7 —Z #%ETH L HICERELE
Er

Stealthwatch # 7 2 B g = 74 21201%, RO HR—3 v M HEZ AL
FEBR DS HBL T,

* [Network Design] > [Network Settings]
* [Network Provision] > [Provision]
* [Network Services] > [Stealthwatch]

* [Network Design] > [Advanced Settings]
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B

Umbrella

YA N—tFX=2 T ¢ OB T DEAROBEKE LT, *y hT— 7 335
C Cisco Umbrella ZfFEHT 5 LS ICRELET,

Umbrella 2 70 ¥ a =0 745121, RO R—FR MIxtT HEXALME
PR ABETF,

* [Network Design] > [Network Settings]
* [Network Provision] > [Provision]
* [Network Provision] > [Scheduler]

* [Network Services] > [Umbrella]

F 72, [Advanced Network Settings] |Z%f 9" 2 5t H D #EIR & 43T,

TS5y b TA—L

TR ATRERA VT NR—AD T — 7 T a—, F— AW B, e DR
E. BEOY—RKR—F W77 r— g VORBIMERTELA—F i 7
T N7 A b

API

Cisco DNA Center |Z RESTAPI Z#fFH L CT7 7 ATE £,

N>RV

EPEMEDM EOT-DIZ, 1TSM & OfEE FIZHFRIRE Sz RAVERER L)
77T 4 7L LET,

SRR

Xy NT—=I RV AT LDORALRH DA N MIBEKTHZ LT, ENHDA X
Y MIOWTOWMAZIZIEY TAH A LA TZITIY , EFELEZRBTEET,
B A— I LW Syslog 17 7 DFXEIX, [System] > [Settings] > [Destinations] T&%
ETEET,

LiR— k

HITEREINELR—T 4T L—2FHLT, XYy hNT—270b bW
HMMAENCDNT DL R— FEAERTEET,

RIETSA AR LD aWIPS O LA — M &AL ET,
7 =7 7w 7%, [System] > [Settings] > [Destinations] Tix i T& £,

X2l T4

Fy NI =T ~DEFaThRT7 72 2EHB L OWIHE L £,

TN —TF_R—Z R —

VAADEX2 VT 4 T N—THTIHESNT Ry NT—T DT AT —g
VET IR ARIEEEAT AN — T R— AR —FER L FET, ZDOu—/L
Wik, = RARA V OB EENET,

IP _X—2D7T 7 & A

I[P7 RLRIZHEASNWTC Ry NU—=I DT AT —a T 5P R—20D
TR ARIEY A N EEHELET,

TXa T AT KA

Fy N =V % Z2FX % LTEXF2 VT 4T APV EHRERELET, > Xan
NBELTWBEFXF2UT 47 RSV TRy NT—Z I TEET L A[EERH D
BWEHERB IR T £,
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B o <x—=zx75€x a0 ro—ngstors

1 hE BT

SRT L Cisco DNA Center DRREEL, X NI —2 85, Y7 b =TT v 77 L—FR
mEE—TLEHRLET,

PR R X2 VT 1 ORfEFHtE A REICRE L CIBO BB 2 iET 272010, H
w7 Ly ON— RO EFERE L ET,

2 AT WEHL VAT LADATHREL BERORELERLET, 2P —m— L EFH L, SNE

AL Z BOE L E T,

ZOwu—LZiE, BEMMREE, HA, T4V AZ YN Ty Trr T A
cN)avrar, A7 A0 EBULA, IPAM, vManage —/X—_ Cisco Al
Analytics, Nv 7T v 77T, BIOT X7 Ty b7+ —LBNEENET,

A—T4 VT«

IR ENTWDE T TNy a—T 4 7 Y=o —E R Y, EREMEICE
SOEHRNE LD LN THET,

=

Ul F72I1ZAPIA X —T =2 AU TH v hU—27F /314 AL Cisco DNA Center
WCINZ BN EEOFEMra 7,

£ R P BEa—T

RTINS a—F 4 L T DEDDF Y NI —IFNRL ABERI T T v hA R
v hOFER,

Ry b — 2 Hebte

F NU— 7 SBFOHEMEOMBRIZIESL Ry hU— 7 OREIZOWT O HE)
ILENTH/EBR NI TN 2a—FT 4 T HBB LET,

Y E— hF A ADYE— B

VA 3B R — hF— A2 Cisco DNA Center IZ L » TEHINTWA Ry hT—7
FTNRAREZYVE— AT TNV a—T 47 TEDHLICLET, Zor—/L
AT B & Cisco Technical Assistance Center (TAC) DT> =71, +7
TN a—T 4 T D-DITRBERED Cisco DNA Center Dt v F7 v 72V £—
FNCHEECE E T,

Ay a—7 oy s Ry =R EMEENTZATV2—FFFH LT, R —DE
Bl, Yubela=s Xy NT—I DT v T TV — R EDRRAIRT VT 4
BT 4 DEITF. ATV a—, BXOEHMNMTZET,
REHUADEAF P a—NT5Z L TXET,

R ek YA By NT—=TTFTRARA ITAT v, TTVr—var, R —,

FRE. ¥V, A==a—IHHMR Y, CiscoDNACenter DXFXFER AT V27 &
MBZLET,

O—J)LR—XA 7H+ER ay FO—ILEETOERT

FZa—P—o—/LZE L TNWEa2—YP—DH i RIHHE2FRrTcEEd, FUALFT LT,
BIRL7-e— 2o —HP—D) 2 FN2FRTHIELTEXET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K



| 2—vogm
sazinzz [

AT EEBCSHDHA=a—T A ar%7 ) v 7 LTREZRIR L £ : [System] > [Users & Roles] > [Role Based
Access Control] DNEIZEI L7,

FIFNFOTRTOZ—HF—a— )L HAZ AT — L RFRINE T,

ATY T2 Ha—P—u— LT 2ETE7 ) v 7958, ZOn—NEfFor—PF—DY XA FRERENET,

9* %B Aty I:IIE 0) % '_._I

%%B:L"—”Hi"—‘@nu niE(E utl:ﬂ‘@:%%ﬁ'ﬁ‘“—‘/{“—%'@iﬁﬁ LTU\ZD%/E} CISCO DNA Center VC&{‘ Bnhn
EANNCT HHERHY £,
15 H B HEIIC

« SUPER-ADMIN-ROLE #[RB & o2 —V D LN Z OFNEE FEI 7952 N TEE4, M
WIZOWTIE, 2—% a— LOlE (125 X—) 2R LT 7EEV,

1|

D Ly 1 DO —N—ZRET HLENDH Y £7,

A\

GE)  210x VBTV UV —ATlE, AMEEIENAENIC /2> T H4E . Cisco DNA Center i3 AAA ¥-—
N—|ZHBETE 20D, AAA P —N"—D R — -2 EST 5L, v—hra—HF—
W74 =Ny 7 LTWE LT, BIEDOY U —Z2TIE, AAA H—3—] *?IJ‘%T%@V%Q%D
AAA Y —R_R—NRPp 22— —4 A5 L7-35-E12 Cisco DNA Center 73 17— 4 )L —H—
T =Ny 7352 L1EIHY A,

HWEBEREE T =8 T BANZ o T B EE. Mo —3— L n— b )LEFLE 1T Cisco
DNA Center (211 74 L CTx£97,

SNEREREE 7 4 — L8 7 AT 5 121E. Cisco DNA Center f > A & > AT SSHEERE L. &
DOCLIlz~r REAHLET,

magctl rbac external auth fallback enable

AT TN EEBICHIA=a—T A 22270 v 7 L TREZEIRL £7 : [System] > [Users & Roles] > [External
Authentication] OJIEIZEIR L F 97,

AT 72 Cisco DNA Center THMIERIEE A ZhIC ({Z1%. [Enable External User] 7= v 7 R v 7 A% A A2 L7,
ATv T3 ((TE) AAABMEZRELET,

TACACS FRFETIL. D AAA BNV R — SN TWET,

Cisco DNA Center TACACS

Empty cisco-av-pair
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Cisco DNA Center TACACS
cisco-av-pair cisco-av-pair
Cisco-AVPair Cisco-AVPair

RADIUS FBFETIL. RO AAA BN FR— S CTWET,

Cisco DNA Center RADIUS
Empty cisco-av-pair
Cisco-AVPair cisco-av-pair

a) FIORTHEIN TS X DT, [AAA Attribute] 7 4 —/L RIZ, 22— A7 —R|ZH#E L7z @2 AL
9, [AAA Attribute] 7 4 —/L KDF 7 /L MEIE Null T,

b) [®#Hr (Update) 1227 Vv 27 LET,

ATy 74 (TE) AAAY—R—%FRELET,

INEOBREZ, BUEDOT TA~VU AAAY—R—Lth o Z Y AAAY— R—%ZH L0 B D AAA

Y= R—=%ER LIV TIHHEICORMTVWET, L LEBICHIA=a—T A a% 27 v 7 LTRZIER

L &9 : [System] > [Settings] > [External Services] > [Authentication and Policy Servers] DJIRIZER L T

[Authentication and Policy Servers] 7 « > KU Bl & £9°,

a) [Primary AAA Server IP Address] K2 v 7*#7 J XA R C, FHETREINTZWT DD AAA ——D
IP7 RLUAZEIRLET,

b) [Secondary AAA ServerIP Address] K& v "X 7 X N T, FFIRRE I NTZWDTINO AAA P — 13—
DIPT RLAEERLET,

¢) (EE) CiscoISE b —_"—Z AL TWAHEAIE, VEIOGD TREXEHF T 7,
Cisco ISE R U 2 —DFEMIZ DUV Tix,  [Cisco Identity Services Engine Administrator Guide] @ [Configure
and Manage Policies] Z#ZH L T 7230,

& 4: Cisco ISEF—/\—DRE

8 5088
Shared Secret FAA ADRIF—, SERBEOR ST, KA 100 TFTT,

AAA 7 RURAZFHHTHEC, ILAWMELBETILERH Y £,

Username Cisco ISE CLI\Z & 7' A >3 B 7= DI 9 5 4 Fil,
Password Cisco ISE CLI 2 —H#—Z D/ AT — K,
FQDN Cisco ISE — _"—D5g£(&ffi K A A >4 (FQDN) . FQDN X, D=

T, RA MBIV RAAL LD 2 O0D/3— FTHRENTHET,
hostname.domainname.com

7= & 2% Cisco ISE ¥—/3— FQDN [, ise.cisco.com ToH B AJREMEDH D
£,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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—zzzi
e EREA
Subscriber Name —BDT XA MXFEH (acme 72 ) o ZIUIE Cisco DNA Center 7> 5 Cisco
ISE ~D#EAHIZ, Cisco ISEIZH LW pxGrid 7 7 A 7> b &R ET H720
R ENET,
Virtual IP Address CiscoISERY v —H—t 2/ — K (PSN) AEHICHBEINTWSr— K
NI Y ORIETP 7 RV A, Bienm— RART Y OE%ITHEED PSN
T —LRBBLGETE. RRK6ODOEMIP T KL AZANTEET,

d) (TE) FHMEEZEHT 5121, [View Advanced Settings] #7 U » 7 LT, MEIZS U TRELH
FLET,

R 5:AMA Y — ) \—FEERE

£ Bl
Protocol TACACS %7213 RADIUS,
Authentication Port AAA = R—~DFFEA v =D ) L= A SN HR—F,

« RADIUS OH4. 77 4V MMI UDP &A— bk 1812 T,
« TACACS D&, AN— ME49 THY, ZHETEEH A,

Accounting Port AAA P —N—~DEERAX FOY L—IEHINLZHR—F, 2 HD
AN FOFE#RIL, BX 2T 4 LFEROBTHEASNET,

« RADIUS O#4. 57 44 F® UDP &R— k& 1813 T,
« TACACS Dy, AR— MI49 THY, ZHETEEH A,

Retries Cisco DNA Center 73 Cisco ISE & O#sfst 2 3847 T & 5 [Rl%L,
Timeout Cisco DNA Center 73 Cisco ISE 7> 5 DS E 2T M0 RE S, #4457

7 b ORKEIL 60 BT,

e) [®#r (Update) 127 U2 LET,

— - s

CEHMAL (QFA) X, 2—Y—4 L SR T — RIS CHAIT FIEEERT S 2 LT, 2
F—RBADEF 2 U 7 4 ZILT 5 bOTT. BEITFRE, T, ERORGa—F—7
FHFHEL (ART T YVRX—T 4T RE) | ORI A LIEEERCRE D b O R
FALET,
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Cisco DNA Center D " EHRFFAEDOEETIX, b—2 7 T4 T b G#EYIZRPIN S AS Sz
BIHENET h—27 v a—RKE4ER) . h—2 % —n"— (b= a— K&K . BLO
2= —DT I A EET LAY — N — 2 X £9, FEREAEEIZIX, RADIUS £7-1%
TACACS+ 7' o ha/nfifl S E 4,

—ERTEIORHRE

Cisco DNA Center Cf 9 5 _EEFIELHRTT DL, ROFFEFMA 202 L T\ D MEEN
HFET,

#8FE X172 Cisco DNA Center = —%— RBAC B — /LR A[ RS 5 BIHERT 2iK7
T EMTEDHFEY——, ZOHITIL, Cisco Identity Services Engine (Cisco ISE) 2.3
NyF 1R LTHWET,

o WREY— N— L ETH “HHFR h—7 P ——, ZOHITIX, RSA Authentication Manager
72 #ERALTHET,

VT NI =T h— VEERTEZIFIAT N LD =T H— R T r—
varv, ZOFITIE, RSASecuwrlD Y7 =T h—27 U EFEHLTWET,

—%%mb\nmo) 7_7 JAa—

PATFIC, THEBFIENHREIN TS CiscoDNACenter 7 7T A 7 2 Al —F—nna 74

L7 EOBEOME LR LET,
1. RSASecwrID h—2 227547 bTlid, 2=V —FPINZ AN LT h—72 2 a—KKEH
BFLET,

2. CiscoDNA Center 2@ 7' A ' R_R—T TlX, 22—V —Z L =2 a— Kz AN LET,

3. Cisco DNA Center Tl%. Cisco ISE ~D 1t 7 A R DE(ZIZ. RADIUS F721% TACACS+
7 hanrEFRALET,

4. Cisco ISE RSA Authentication Manager H—/3N—|Z R &2 55 L £ 97,

5. RSA Authentication Manager C h—72 > 21— REMGEL, = —F —NEFICFEIES N0 E
9 7% Cisco ISE 2@ L £ 7§,

6. :L"—‘_]j‘ Z)‘ntuuﬁéh‘(b\é%{j\ CISCOISE inunﬂiéﬂfglv—qj— é: E{ﬁ#@ 770‘:’
77 A NEBE L, role=NETWORK-ADMIN-ROLE EMET 2K L £7,

7. Cisco DNA Center =—HF—Da—/L_X— X 77+ A 2> ha—/L (RBAC) = —/ /L2
T BN TWABREB L O —~0T7 7 225 LET,

“EFRTIDRTE

Cisco DNA Center 7 7' 7 A 7 A C LHERHFEZ R ET HI21E, ROFIEEZFATLET,
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AT w71 RSA Authentication Manager % Cisco ISE &AL E 7,

a)

b)

c)

d)

2)

RSA Authentication Manager C, 22D —H#—_ $72H b cdnac_admin (FHE 22— ——/LH)
¢ cdnac_observer (47 ¥ —m—/LH) Z{EHLET,

FEMIIZ DU TIE, RSA Self-Service Console Help @ [Add a User to the Internal Database| @ k& 7 &%
LTSS, ZOME Y7277 82T 5I21E, ROFIEEZFETLET,

1. RSA Self-Service Console Help % B & £,

2. [Searchhelp] 7 4 —/V K C, [Add a User To the Internal Database| & AJJL T, [Search
help] 7 V v 7 LE7T,

H LW E—Y = b EERR L E 9,

FEHEIZ DU TIE, RSA Self-Service Console Help @ ['Add an Authentication Agent] @ K &> 7 &M 1L T
<TEEy,

T~ —Vy o — 2 FRTET 7 A4V (sdeconfrec) Z#/ERKL £,

1. RSAEFx=VU7 42—/, [Access]>[Authentication Agents] > [Generate Configuration File]
DIEIZZEIR L £ T,

[Configure Agent Timeout And Retries] % 7 235 & £ -,

2. [Maximum Retries] & [Maximum Time Between Each Retry] 7 4 —/L R{Z DWW CiX, 7 7 4 /v ME%
HHLET,

3. [Generate Configuration File] 27 U v 7 L £,
[Download Configuration File] % 7 3B & £ 37,
4. [Download Now] UV > 7 %27 U w27 LET,

5. i ICHGRAER SN 6, [Saveto Disk] 2 U v 7 LT, zip 7 7 A AD B—H L= E— R AR A7
LET,

6. 77 AINEMMEL, ZONRX—Tg D sdeonfrec 77 ANVEFEHL T, =—V 2 MIBEAL VA
F—ENTWNWAENR—T g vk FEXLET,

FJE 1a TIEMK L7 cdnac_admin == —#—& cdnac_observer == —#—® PIN Z /LR L £,

FEMIZ DU TIE, RSA Self-Service Console Help @ [Create My On-Demand Authentication PIN| @ b &
7 EBBLTLIEE N,

Cisco ISE # [H#f9 5 121X, [Administration] > [Identity Management] > [External Identity Sources] >
[RSA SecurID] DJEICER LT, [Add] Z384R L £,

[RSA SecurID Identity Sources] ~<—3""C, [Browse] %7 U v 27 L, ¥ 7> u— K L7z sdconfrec 7 7 A /\
ZEIRLT, Open] &7 Vw7 LET,

[Reauthenticate on Change PIN] &= v 7 AR v 7 A% A LT, [Submit] #27 U v 7 LET,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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ATV T2 200707 7 A NVEERLET, 1 20F Admin 2—F—a—LH, $ 9 12 47— a2 —F—
"—'/I/)EH T‘g_o
a) Cisco ISE C. [Policy] > [Policy Elements] > [Results] > [Authorization] > [Authorization Profiles] % &
LET,

b) WHTDT 0T 7 AIHONT, ROGEHREZATTLET,
*[Name] : 7R 7 7 A N4 E AT LET,
* [Access Type] : [ACCESS_ACCEPT] %#3&IR L £,

» [Advanced Attributes Settings] fEI : F D K v 7 & 72 U A ~5 [Cisco:cisco-av-pair] & 34l L
i ﬁ—o

Admin = —HF—a — VORBFET 7 7 7 A VEERT 25G1E. 2FEHO Ry 74T U R RS
[Role=NETWORK-ADMIN-ROLE] %% L £,

AT —Na—PF—a— VORFET BT 7 A NEERT DAL, 2BBEO Ry 7H T ) 2 b
725 [Role=OBSERVER-ROLE] %41 L £,

AT T3 CiscoDNA Center 777 A 7 > ZADFEFFR Y > —%ERL LE 7,
['Cisco Identity Services Engine Administrator Guide] ¢ [Configure Authentication Policies| @ k& v 7 & &

LTLIZEN,
ATy T4 2ODHFARY v—ZMERLET, 10F Admin 2—F—m—AM, b5 1 Dl F 7PNz Pm—
IVHTY,
['Cisco Identity Services Engine Administrator Guidel] @ [Configure Authorization Policies| @ k& v 7 %
LTLS7EEY,

AT 75 RSA Authentication Manager E ¥ = V7 1 2>V —)LC, Y7 " xT b—7 VRl Oz —F —12E 0 Y4
THNTWALZ & 2R LET,

FEHIIZOUWTIE, RSA Self-Service Console Help @ [View a Token] @ hE w7 &ML T 7ZE 0,

GE) =2 &8I0 Y THMEND HEG1E,  [Assign a Software Token to a User] @ k&> 7 TiiL
HINTWDFIEZETLET,

RADIUS Z £ L F=—ZERFZEADEIE

RADIUS AHIZERE & 417z Cisco ISE r—_—%fEH T2 “HRZFRFEA BT DL, ROF
JIEZ F4T L FET,

AT v F1 CiscoISE & Cisco DNA Center % ##) Xt F 9,
['Cisco DNA Center Installation Guide] ¢ [Integrate Cisco ISE with Cisco DNA Center] % & L T 72 &\,

AT w72 FBFEIZ Cisco ISE #—/"—Z{#i 4% X 9 Cisco DNA Center # 7% & L £,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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TAcACS+ %M L-—Exmioant [

[ANERFERREDRRE] 25 L T E0,
BEE Cisco ISE & Cisco DNA Center Ol FIZ[F CHH B ZIEEL TWH Z L 2R LE T,

TACACS+ %ﬁﬁq L/T::gimb\nmo);ﬁ )]“:

TACACS+ 23F% € S 417z Cisco ISE Hr— "—% 42 “HERFEEZ AT DL, ROTF
JIEZ 54T LET,

AT w71 CiscoISE T, [Administration] > [Network Resources] > [Network Devices] DJIEIZE#INT 5 & | [Network
Devices] 7 14~ RUMDBHE £7,

AT w72 [TACACS Authentication Settings] %7 U v 7 LC, TONEFEFrLET, LLATNZEM L7 Cisco DNA Center
TN ANCKE U CTHAREN T CTICREINTWNWD I AR LET,

A7 w73 [Work Centers] > [Device Administration] > [Policy Elements] % i®&R 3 % &, [TACACS Profiles] 7 1 > K7
DB E £

AT 74 cdnac_admin 3 L N cdnac_observer =— ' —11—/L-® TACACS+ 7’12 7 7 A VEAER L £7,
a) [Ad]ZZ7 Vv 7 LET,
b) WOZAV #FEITLET,

a7y ANKLEANTILET,

« [Raw View] ¥ 7% 7 U v 7 L7=%. [Profile Attributes] 7% A bR v 7 RZIRDTF A &AL
EJ RN

s cdnac_admin = —H#— 2 — L D51, Cisco-AVPair=ROLE=NETWORK-ADMIN-ROLE & A
JILET,

s cdnac_observer = — % —n1 — /L DA (X, Cisco-AVPair=ROLE=OBSERVER-ROLE & AJjL
EJs N

c) [RTF (Save) 1227 Vv LET,
AT w75 CiscoISE & Cisco DNA Center % @& Xt %7,
['Cisco DNA Center Installation Guide] @ [Integrate Cisco ISE with Cisco DNA Center] # &ML T 72 S0,
AT w76 FRFEIZ Cisco ISE H—"—% {195 K 5 Cisco DNA Center % % & L £ 7,
SNRRAEDRRE ] 2B L T TEE N,
BE Cisco ISE & Cisco DNA Center O 5 IZ[F CHFRELFREL TNWD 2 L AR LET,
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—ERPDAEEAL-OTA Y

TEEFRFEI A ] LT Cisco DNA Center ([22 7' A >3 51213, IROFIEEFZEITLET,

AT v F1 CiscoDNA Center D11 7' A L _—V T, bl —V—4 &2 AN LET,

ATy 72 RSASecurlD h—27 > 7 T4 7 baRRE, UERGELZPINZ AT L THWET h—2 2R L ET,
ATV T3 ZDO =27 %&at’— LT, CiscoDNA Center D11 7 A L ~— D [Password] 7 4 —/L RIZAL Y (71 £4,
ATY T4 [Loglnl| 227V >v7 LET,

HNELI—HF—DRT

RADIUS/TACACS ZfiFH L CHIOTr /A v LA ——D ) R N 2R RTEET, FR
INBHERIIL, =2—F—LLo—AnEEnET,

ATV EEMICHEZA=a—TAar%7 1) v 7 LTREZER L ET : [System] > [Users & Roles] > [External
Authentication] DJIEIZEIR L 97,

ATYT2 T4V RUDTFEHETAZ r— LE T, [External Users] fEIIZAHA 2 —F —D U X FRERENET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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FJAEADEE

e TA BV AR =V v OE (145 X—)

«Cisco A~v—hF 7H7 2 hEDOHE (149 <X—)

e T ATR—Vy DYy N T v (150 —)

« A B ARG & ARHIRO AL (151 ~—2)

« TA U AERHEORBEEORT (152 X—)

« TA U AFEMOER (153 X—)

e TA B ALAYLDOEE (154 _2—)

s TA B AFHROT 7 AR—F (155 =)

« A — KT A VU AIGT A A HEPEGE (156 ~<—)

e A — K TABUAIET A ADTABa&E (156 ~—)

¢ TNRAANDRFETA B ATRERITIN—~ R FTA B ATHIOEH (157—)
« TRA R &N SLR £/21X PLR 2% v B0 (159 ~X—Y)
cHKBIA—REA ARV, BEXF2VT A TA B RAZENCT D (160 =X—)
cEEX2U T4 TA L AOERL (161 =X—)

«CSSM ~D Y V=2 EHBOFEMDT v Fr— K (162 <X—)

« TNAADAN—T"y hOEE (163 X—)

e NR—F Yy LT AT MDD T A B ADEEE (163 2—)

« Av— T AV AKIGT NA ATOREKZ Y 7 OEFHR (163 ~—)

e TA B ARY —DEFE (164 X—)

FA I RAILR— v DEE

Cisco DNA Center 714 B A v~ 32—V v fBIX, A~— K THU U b TA BV RAZET, &~
A DT RTOT A AL EFBRIELLE T, EEBICHDIA=a—T (>
7V w7 LTCREIZEIR L E7 : [Tools] > [License Manager] DJIEIZE4R L £ 9, [License
Manager] 7 « > R 7IZIE, IROEROZ T REENTNET,

* [Overview] :

s [Switch] : TRXTCDOAAL v FDOT A AOWAGREFHABERNEFRINET,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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* [Router] : T XTDN—F DT A &2 ZOMEAFH L HEAENERSNET,

s [Wireless] : TXTOIA VL RAay ha—F LT 7 ERARAL L MIHONT, 148
Z DA # EERAERBFRINET,

+ [ISE] : Cisco Identity Services Engine (ISE) (2L > TEHINTWET AL ADT A&
ADHENIER EAEAERPR RS NET,

* [Licenses] : [License Summary] (21X, TXTD L AT NA R IO DHTXTOXATD
Z A & A TSV, Cisco Smart Software Management (CSSM) MHEA LT A L &
OfE, MIRUINEED T A B A0, 20T T4 7V AERKDOGFEMPER RS NET,

* [Devices] : [Devices] 7 —7 MZiE, TFA B AXA T T4 AOFEMR, 714 &
AE— R, AT BT b, BEY A ., 3LV Cisco DNA Center |2 X 5 EFBEX G D& T
N ADBERAT —HZ ANFRENET,

* [Reporting] : [Smart License Readiness] (Z1%, 7 /34 R & & 5T /WICHHT HENZEITT
5 FIENZF /R S4VE T, [Smart License Compliance] 7 — K& 9% &, [Smart License
Update] V—7 7o —%BithCT&x £,

* [SyncStatus] : A~v—r 7 A AKRY — (SLP) IZB8T 527 T4 7 ADOERITIL,

Cisco DNA Center 7*5 CSSM IZIEE END T A B AEARR L R — FOT A4 2B IO
BALTA LT T INERINET, AT —HRIHESNWNTTNRNA RET A NE Y T

L. V77344 T AR — & CSV £ PDF AT/ AR —FTEET,

TAB L ZAEERTHIE, BT HERINTWDLT =7 VD EfiichDar bu—u
EHEMTEET, ROEXTIEH, F2 br—/LIZOWTHALET,

\)

=)

TRTCDZTTIT_RTOay ha—LEZFERTELbITTIEHY A,

RE6:FAEUREEOIY FA—L

gl

B

Filter

[Filter]) Z#27 U v 7 LC1 22U EDO7 4 VAZ{EEFRE L., [Apply] 7V v/ LE
T, BEOT AN EZEFEATHZENTEET, 74V FZHIBRT 5I21T, ks
TEHTANEEORECH DX T A% 70 w7 LET,

Change Cisco DNA License

1O EDT A& A%&EIR L, [Actions] > [Change Cisco DNA License] M JIE 255
R LT, IR L7= CiscoDNA Center 7 1 & > A D Ll % Essential & 7= % Advantage
WCERLEY, 2oz hr—/L % LT Cisco DNA Center 7 A & > A & KR
THIEHTEET, FFMICONTIE, T4 BV ALV DOERE (154 X—)
EHZRLTLIEEN,

Change Virtual Account

1 DLl EDT A& 2 %58 L, [Actions] > [Change Virtual Account] DJIEIZ5ER
LT, 48 AOEBIEASNDA—F ¥y LT A7 MERELET,

. Cisco DNA C
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1

B

[Manage Smart License] > [Register]

A= RTARAVDENI IS TNDT A A% 1 DL LB L, [Actions] >
[Manage Smart License] > [Register] DIEIZEIR L T, A~— T4 B RADBHE)
IR TCNDT A Atk L ET,

[Manage Smart License] >
[Deregister]

A =R ITA R ABENI IR > TNDT A 2% 1 DL, EEIR L, [Actions] >
[Manage Smart License] > [Deregister] DIFIZIER L T, A~v— 74 B ADEH
NI o TNDT A AZBRERIRER L £,

[Manage License Reservation] >
[Enable License Reservation]

FEZ A2 AFH) (SLR) E£72IFKATA B ATHK (PLR) Z#HT 57 31
Az L. [Actions] >[Manage License Reservation] > [Enable License Reservation]
DIEIZEIR L ET,

[Manage License Reservation] >
[Update License Reservation]

T3 ADN SLR BERFEHORIET o 2 LENH Y £7,

TAYXYVATNRA ZAEREFAS v FICHEHENTWASSIRE, VAL Rar b
2—5 Ryubr—UTHEHFTXFET,

SLR Z W7 57 /3A A% L, [Actions] > [Manage License Reservation] >
[Update License Reservation] DNEIZERN L F 97,

[Manage License Reservation] >
[Cancel/Return License Reservation]

TNA A% 3L, [Actions] > [Manage License Reservation] > [Cancel/Return
License Reservation] OJEIZEIR LT, 731 A5 H 4172 SLR £721X PLR %
HBOET 2 REAILET,

[Manage License Reservation] >
[Factory License Reservation]

T NA A& EP L, [Actions] > [Manage License Reservation] > [Factory License
Reservation] OJIEIZER LT, THFHATRFIZT NA AL VA F—LEIN TN D
SLR AN L£7,

Recent Tasks

[Recent Tasks] &7 U w27 L C, &ilLFAT I 7z 50 19~ T® Cisco DNA Center
BATEFRRLETS, Py 702 LTI A 2T vZ )7L, A
T — & A3 [Success], [Failure], F721% [In Progress] D% A7 DI a T LET,

License Usage

[License Usage] #7 U v 7§25 &, T XRTDEATDITA L AIZONT, T4
U AHERRRINET,

Refresh [Refresh] 222 V v 7§25 L, BUEOT =2 ZMALTY s FuRYrn—FSh
3

Export [Export] #7 U v 795 &, FRENTWELETA B ZADY ZRNCSV 77 A /L
LLT I AR—=PENET, FFHICOVTE, T4 BV RFHROT 7 AKR— |
(155 =) R LT EEW,

Find [Find] 7 4 —/\ FICHSEMEZ AT L. WFRAOFICZOMERE TR TV S,

VARNDTA v AT NTRELET ., RELTIIOMLEOHA T, VAL
RH—RELTTRAZY AT (%) &EALET,

Show Entries

T—=TNDER—=VIZFKRTDHZ N OREEERIN L ET,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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TAVL AT =T NNE, BT RACEREINDEWRFERENET, T XTHINLY— b
RIS L TCWET, Fl~o X —% 7 ) w7 35L fITRRIEICY—FENET, F~o X —%
Lo —EI v THE ATHRIAIC Y — & ET,

\}

GE) I RTOZTTIRTOIPMEM SN DT TIEH Y FEA, E—HOINX, 774+ FD
FIE 2 —f%E CHRRICRD 7, ERROINEZRRTDHITE, WET A 227 ) v L,
[Edit Table Columns] T, 7 — 7 WIZFEKRT D28 L FET,

R7: 54 AOERARKRER

hI L4 BL)]

Device Type: Device Series FRY 2D Y — XD BT (] : Catalyst 3850 2V — X A —H Ry b ZAH v
BTN AL 2 F) o FHMZONTIE, 74 B ZAFEMOFR (153 =) 2%
RLTIZS N,

Device Type: Total Devices Cisco DNA Center IZ L > CT7 7/ 7 4 ZIEBENTND, ZOEGET Y —XDT
A A DK,

Purchased Licenses OGS ) = XD T A ADWEAFE A Cisco DNA Center 7 A7 U a7
A & v ADRIK,

Purchased Licenses: Network/Legacy | = @8> ) — XDF /XA ZDOEAFE LY NT—27 (FHI1ZVH>—) KAT
A & 2D,

Used Licenses ZOREL T Y —XDT A AT S 47z Cisco DNA Center 7 27 U 7F'irg v
T4 ADRE,

Used Licenses: Network/Legacy ZORET Y —XDFNRA ZAD TRy NT— T KINT A & ADRRE,

Feature Licenses (applicable only for | =% = U7 ¢ AVC 72 PO EREEED - DICEA L= T A & 2 D%k,
Routers)

RE:ITRTODSA U RIERHR

Hh3 L £ EA

Device Name TR ADLRT, FHMCOVTIE, T4 B ARMOFR (153 4—2) 25H
LTL7ZENY,

Device Family AA v FRNT 72 L, Cisco DNA Center CEFSNTNDETF AL ZADHT I,

IP Address FNRAZADIPT KL A,

Device Series BRENTVDT AL ABBL TS A2l V= XDEXA4FR (B : Cisco
Catalyst3850 'V — X A —H% Ry f AL Y ATV AL vF) |

Cisco DNA License Cisco DNA Center © 7 A & 2 A L~

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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Cisco RY—hk 7HD Y FEDKE .

h3 L4

B

Cisco DNA License Expiry

Cisco DNA Center 7 A & > A OH AR,

License Mode

Cisco DNA Center D7 A £ AF— K,

Network License

Xy NI —27 T4 % ADOFEH,

Virtual Account

FRAZADTA B AZER L TWAHL A RX—F 3 LT A7 ~DOL4HI,

N—=F VT H T b A MERBITIEO=Z T 47 0 THY., HAEER I
TWEH A,

Site

TN ANERE ST A Cisco DNA Center VA bk,

Registration Status

TS, ADBEGEAT —H A

Authorization Status

TINA ADFEFEAT —F

Reservation Status

TNA ADTHIAT — 2 A,

Last Updated Time T—TNVADZ Dz N PRFZICHER SR,

MAC Address FTABSATNAL AD MAC 7 KL A,

Term Cisco DNA Center ¥ 7 A7 U 7> ay T4 B ANRFTH 5 E7HIM,
Days to Expiry Cisco DNA Center 7 A & > 2 2N HIBREINIC 72 5 £ TOFY D HEL

Software Version

THRA ATHEETENTWD Ry NT—7 AR —TF 4 VT VAT AD/S—
val,

Cisco AYX— K 7hHO U FEDHE

CiscoDNA Center 1L, i bIN=FHMEOH 288 Y 7 b7, #MREEDOT AL A T4
U ADHEAN, B, BIOEHEZEMT D CiscoA~v— T HU U b, AT DU AT
P—E2E Y R—FLTWVWET, DO Ra A~v— N ThHh7y FEBINTXE4,

DA 2~— K THI U " RBIEE. 1 ODT 7 "R TF 740 & LTHES
N, 94 A~ =Yy THHLB LI ONT A o A8 E &k, 94 BV AL~ULDOEF R
E) IEHLET,

N—=F % LT I M, Cisco A~v— K7 A7 FNO FAXSE LTHEL, A~—F7T
710 MZBEEMT 6N/ T A B A LR GO Z8b LE T, S—F ¥ AT hoU b
YA MERBIFIMEOZ T 47 4 THY, AR I TWEREA,

TI7HNVENDY AT A=K T AT NeEE L%, CSSM b7 —# ZHf5 L., [License
Manager Overview] 33 & TY [All License] ¥ « > RVIZEKAT HE TG00 0 £,

TIANET AT FERSTRTDOV AT A— KT A7 MEHIRTEET,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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Cisco A~—hk 7HU L F T TIRAE L TWADHE. Cisco DNA Center Zf# L TIRD Z &
MTEET,

s T4 ADOMH AR L AR E BT S
c AN ARTIZ, HLWIA B 2AZHWHABIOEIZTS

« Essentials 7> 5 Advantage (& 5 EZ D) I[ZHETNAL ZADTA L A L_ULVE BT, #
TPICEESNISHES A B AD LV TTF AL 2% ) T — 15

KRR TA AR BE L CHERTS

Zi b O#EAEIX, Cisco DNA Center Z L2 2 & 72 < BHEIIZEITTE £7°,

FAELAIR—OYDEY T YT

ATy I
ATy T2

ATv73
ATv74

ATy TH

Cisco DNA Center 7 A T A~ — % YV — )L &2 HTHHIIT, Cisco A~— T 72 h~
DT I ERERET DULENDHY 7,

1R BRI

@%W%%ﬁ#é IZ. SUPER-ADMIN-ROLE R & . #t)72 RBACHiHNH D = & %
IJALJ L/i‘é—

e A~v— K~ THT FD Cisco—F—1ID £ RAT— REINEL F9,

e A — M7 MR DH A Cisco DNA Center CfEf+ A A~— T U b
BIRL, TOTH T FO2—F—ID L XAT— REEL T,

¢« A — MT U MEAENIT HITIE, Cisco DNA Center 77 tools.cisco.com (ZEFETE 5
VBENRH Y F5,

* Cisco DNA Center DT /NA ZZT7 A B AZHWAT HITIEL. T8 ABA X2 b ILTHF
EL, T A A FRED Y THNLTWDLERH Y £9, F72. tools.cisco.com (T
BETEZDHMENRDHY T,

e T RTCDT 7 AT U —/LFEIT7 a2 T, [Cisco DNA Center i% & H A R IZ50H# X
NTWLTRTOMEHAFE/R AR — b, FQDN, BEXOURLAFHFAI SN TND Z L AR L
iﬁ‘o

Cisco DNA Center > A5 AEHF D2 —F—LZ L A TU—REFHL el LET,

EEBICHDIA=a—T A a7 ) v 7 UTRAZIER L E7 @ [System] > [Settings] > [Cisco.com
Credentials] DJEIZER L F 7,

[Cisco.com Credentials] {2, cisco.com 7 V> hD2—H—Z L RAU—RFE AN LET,

EEMIZHODIA=a—TAarz2 ) v 7 LTREZZERL £7 : [System] > [Settings] > [Smart Account]
DNEZER L E T,

[Smart Account] C[Add] %27 U7 L, A~— KT HT Y hDI—P—ZLRXAT—RKEZAHLET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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ATvT6
ATy 17
ATvT8

ATvT9

ATv 710

ATvIN

ATvT12

s4evromRkn s annroTat [

[fR®7%F (Save) ]#7 Vv 27 LET,
A= RNT Uy "B EHILEE, [Add| 227 ) v 7 LGEMOT oy e AT LET,
A= KT HTy EBERBLEGEE, 774NV NOT AT b 1 OBRRLET, 7BV AV ER—
Tyld, THIEBIORTA B ABECT 7 AN DT AT FEBALET, T HLFD AT — b
TAYT Y NEEETHITIE, WOFIRZFATLET,
a) WIRL7TCAY— T BT FOR{IZH D [Change]l 27 VU v 7 LET,
b) TIVTATRAY—K T IO NEEREL, 774NV MNIRETHAY— T HU Y FEERLE
e
¢) [Applyl =7 Vw27 LET,
FIFNVEDT HU Yy haER L%, CSSMHT —4 ZHf% L, [License Manager Overview] 7 «
> R & [All License] ¥ « o R 7R d 5 F TITED 00 £97,
A~—hET U MfmET DL, [Actions] FZH D =8V —F—%27 Y v L, [Bdit] Z&#RL F
R
T 7 xS D A= T H T N EHIRT HI2IE, [Actions] FNZHD =E ) —F—% 7 Vw7 L,
[Delete] =R L £,
BARETZIE DA =T AT MM ENRAT—=REEH L TAS— T AT MIT 78 RXT 51T
X, [A~v— b T7HD> FDVY 7 (Link Your Smart Account) B F CIROWTINZEIN L E9,
* [Use Cisco.com user ID] : Cisco.com & A~— 7 A7 hOa 7 A AAE5HNE CHE,

* [Use different credentials] : Cisco.com & A~—hT7 A7 hOv s A AERNPERDLGEIT, A~v—
N7 AV hor T A AEFREAT LET,

[View all virtual accounts] #27 U v 7 L, T X TCOFEMA~—F TA B ATV MaRRLET,

RDBERY

Cisco DNA Center %, Cisco Plug and Play Connect D2 hmr—5 L LT, VXA L7 f %—F
AT Cisco A~v—h THDU L MIBEHKLET, ZHUITXD ., Cisco Plug and Play Connect 27 7
7 RAR—% L5 Cisco DNA Center DR > NU—2 FZ3 77 RTLAZ, T8 A X
YRUERFET L ENTEET, FFMITOWTIL,  [CiscoDNA Center User Guide]] @ [Register
or Edit a Virtual Account Profile] #Z&ME L T 72 &0,

A4t ADERRR EFNEARDATRIE

Cisco DNA Center Clx. BEABTLDS AL ADT S5 7 4 ANANFER, EHAPOS A 2K
(TR AZE DL THNTWDEE)  BLOZEOHMEZR R TEET,

AT EEBCHEA=a—T A a7 ) v 7 LTREZRIR L E7 : [Tools] > [License Manager] DJIFIZ 4R L

jibg«o
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B 5t xerEoBREERORS

ATy T2

ATvT3

RTv74

TA U ADHEIRNEMEGRT DT NNA AT Y DX A TH2EIRLET, A 71 [Switches], [Routers],
[Wireless]. [ISE]. [Licenses]. ¥ 72i% [Reporting] DV T4 Td,

7 4 ¥ RO EEO® [License Usage] 177 712id, MAEHD T A ADBBMEBIR LT=T A AT
TY TEEMEHFO T A B ZAOENRRRINET, £z, 77 7IZITKEFHHN TO Essentials 7 A & 2 A
& Advantage 7 A L ADEE LR ENE T,

77 7 @ F® [License Usage] 7— 7 /VIZIL, HEINTWATIA BV AERMEHD T A & AD/NEHN,
W77 VAT VT 7y METU R FahET,

FrE OB 7 7 2 U OFEM 72 bl &2 o9 5121, [DeviceSeries] 5 CHIOELE 7 7 2 U O4FTZ 27 U »
7 LET,

Cisco DNA Center {2, #R L7807 7 I VICET AFEMBEREINET,

T4 AMM OV T 7 4 WNFRIREMEZRT HIZIL, [License Timelinel €7 v a v EFTA/n— LA
LET, ERGET77IVDFALTA 7T 7%, ZORGET7 7 IVICH L THRELIZAY— T AT~
FDT A ABHIRGINIZRDETOEY 2T VEKRTT,

At RAERENERERORTR

Cisco DNA Center TiZ, CSSM THEAB LU SN2 X TO T A & A H &O B
Z, Bk, Bk, BXOARTERTEE9, CSSMITIE, &K 1 EMDOBREFHRIA RIS
ij_o

1R BRI

Cisco DNA Center & CSSM ODHFED A~— " T h v MIBEETHALENDH Y 4, ZE/IC
WTHE, Cisco A~v— bk 7T FEDRE (149 =) LT 7ZEV,

1|

RT9T1 EEBICHDIA=a—TAar% 27U v 7 LCREERLET : [Tools] > [License Manager] > [Licenses]

DNEIZEIR L £,

* [License Summary] = U 7iZiX, CSSM 5N L7z CiscoDNA Center 7 27 ) g v T4 R
DRENFRIINET,

* [Smart Account] =V 7IZi%, A~— T AUy MIETLEEMAERINET,

- [ESSENTIALS]. [ADVANTAGE]. # X O [PREMIER] = U 7 Ci3. [Total Licenses]. [About to Expire].
3 L OV [Out of Compliance] @ Cisco DNA Center &7 A7 Vg s S4B AOEEGELET,

s [License] 7 « > K7 DT —7 /Wi, [Focus] v X7 A RNPLDORDE 2—|ZHESWT, Mt
INTETNRAREZDTA B AB T 4 VAL ET,

c R F AT H I P a—

e TA B A 2 —
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c FNRAAVY =R a2 —
*TNRA RIS Ea—

e TN AZAL T 2—

ATYT2 BRLIZTA B ADBREEREERTHIUE, TOT A ADITCHDHTA BRI I 57 v T L

ATy T3

=75

T A & RAFE M slide-inpane |2, IR LT2T A ADFERRT A B ADFHME T4 & ZAOBRENRFRS
nET,

G¥) T A & AFEM slide-in pane DX A R, BIRLTZT SA ZADX A L& —FLET,

7 A & > AFFM slide-in pane C, [Frequency] K7 > 7% 7 U R Kb JEETEHROME 2R L £,
B TTRE 2B IR D L B T,
¢ [Daily] : IOIDOBIZBITFDTA B AT —ZDAF v Ty ay heFRrLET,
s [Weekly] : ABBHED I A B AT —H DA} v ay heaRnRLET,
«[Monthly] : TDOHD 1 HIZBIT A4 AF—FDAF v T ay haFRLET,
B OBPUIE U T, [Purchased], [InUse]. 35 XU [Balance] D7 A & AZEASWIZT A B AT —F %
R T TINERENET,

[License History] 7— 7 /L%, #HEEOEPUZIL U T, [Date], [Purchased], [In Use], 33 & UF[Balance] (Z#:5
WTTA v ARG E 7 4 V2B L £,

GE) CSSM IZLLRT DT —Z D Z DIEM AR+ 2 720, T4 v REREEHRITFIC 1 ARToT —
% T4, Cisco DNA Center |Z. CSSM 725 5 A & ADEREIERZH H EWICTELET,

4 AFMDORTR

ATy I

Cisco DNA Center T7 A £ AFEMIZ MR L TERTRT DI, SEIERFERHV T, =
& Z21F. [License Manager] 7 ¢ > R 7 @ [Switches], [Routers], [Wireless], [ISE], F 7= [Devices]
BTICRRENTZTA B AOERRBSOCHWRIO T 7% 7 ) v/ T&EET, £7 7712, &
W77 IV DTA B RAZONWTOENSNIERERT RNy 77 v TRERSNET,
RIZ, [License Manager] @ [Devices] 7— 7 /L& H LT 1 DO T /A AT 50727 A
T ADOFMEBIGT D HIEIZOWTHI L ET,

EEBICHDHIA=a—T (a2 7Y v/ LTKRZEIR L E7 : [Tools] > [License Manager] > [Devices] @
JIEIZE IR L FE 5,
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B s toxrnozs

ATy T2

ATvT3

[License Manager] 7 > K7 IZiL, BRHESNTZT X TOT RS AL ZNHEDTA B AD— EERTT—
TANERINET, T—TAOIEFERITIE, T, ZAOFEARLT A £ AOFHHIRR L AR T
AABLOTA B ADEROLDEENET,

VIR T A B RAFEMOT A, A BOF 51203, 77— NVEA7a— L L ET, WERT AL AL HD
T HNRNGEAE. ROBIEZITVET,

e[Filter] : ¥ 22 Vw27 LT, M8 TDH7 44—V RCT7A4NEHEEEANLET, (& 2L, [Device
Mmﬂ74—»FK?N4X%®éWikﬁ*%%Aﬁ)o74”5%#%@ﬁ@74th AT
THZERTEET, [Applyl 22 Vv 7§25 &, T—T T T 4 VEEMHFIC—KT HIERERRT
DITOBDPERRIIVET,

BREDY A NIRRT DT A A RRTIHHEEF,. EMOSXL U TEOY A VETB#HILTYZ Y v
LET, 74NV FUBEINTHEYTHT A, AREREINET, VA MEEEZ T A b~—T—N0
R=UD EFICEREINET,

mm1uma74—wP%7)/7b T =T NDHNDNTINNRET HTFA M AT LET,
Enter Z4f9- &, 7—7 LK [Find] 7 4 —/V ROATNZ—ET 57 F XA MR EEND R DOITICA Y
=7 —/) Lijﬁo

* [Customize] : BEELT A 2> % 7 U » 7 L. [Edit Table Columns] T, 7 — 7 WMIZFKRT D5 %8R L E
S 2 .. [Device Series] % BIRfiEFR T 5 7>, [Days to Expiry] Z#R L E 7, [Applyl 27 U v 7
THE 7}1/ RN LA OB BERRINET,

MBI T NA ANRONoT2 6, ST 57 /31 ADITD [DeviceName] V> 7 &7 U w7 LET,

Cisco DNA Center |Z [License Details] slide-in pane 7337~ S 4L, &R L72T /34 ZADFTXTD T A & AFEHM
e 74 v RBEIRSNET, [Actions]iTIE, TS AEITEDTA B ATITTELT 7 V=
UBERINET,

SET L7725 * 227 U w27 L. [License Details] slide-in pane % i U %97,

SAtEALRNILDESR

TFNRAATA VL ADHEL~VE, Ty 77— RERIIFX T 7L — KT 52 LN TEE
4, ZHUL. CiscoDNA Center (7 27V Fa) FABLATITHIZ ENTEET,
HEL~ULOBHRNZ 1L, FEAM 7 Essentials L ~L2vafE 7 Advantage L ~UL DWW HNT
#(Z/FU 7 74 & ALHL, Cisco Catalyst 9000 7 /NA A7 7 X U ORLE T O A
BETJ, CiscoDNA Center 7 A B A L~YULNEH IR D E, Xy NI —T7 T4 AL
ﬁ%%@b%mﬂﬁéné:kmﬁﬁbf<ﬁéw>O

FRAZADTA VL AL YLEEFEF 57N, Cisco DNA Center 13, A~— T H T &
EALT, NS CHEBIMIZS AL 22Xy re— RRLCEfLET,

TA A V“\/V@ﬁE%Lﬂ%”a‘é X7 NA ZAD Y 7 — NP EIZ/2 5728, License Manager
MHa—H—IZ, FA B AVLNVDOEEPTET LIERICT AN, A% ) T — T 200E 9500
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WERNHY ET, FTA BV ADEFRFICY 77— FLARAVEIICHBIRTE £, TOHEAIX
BTV T =2 ATYa— LT HLENSY T, U7 — LTI, 74’?/;”//\/1/0)
ERITHEH S EE A,

AT EEBICHDZA=a—TAar% 27U v 7 LTREERLET : [Tools] > [License Manager] > [Devices] ¢
JEIZZEIR L £

[License Manager] 7 « > K 71Z1%, MHENIZTXTOT A RE ZTNEDTA B AO—EER"TT—
TNVINFETRENET,

ATY T2 [Find) Z2EHT D0, 7—TNEAI70— L LT, F4A BV ALYV EEET LT A AEBRBLET,
TNA ADRFECTRENEE LD, HEOT A ZAZRIRLTZD T 5551, 74 B AFEMOERTR
(153 =) Oy M- TT—TNVEERE L, BERTNA R f’&%r LET,
RTYT3 FABVALVXNWEERTDHET NA ADORIZHDHT = v 7Ry 7 A% 412 L, [Actions] > [Change
License] > [Change Cisco DNA License] DJIEIZEER L %9,

Cisco DNA Center |, ZH 45 F A & A ¥ A 7 ® [Change Cisco DNA License Level] 7 1 > KU &FKR L
\i j—o

AT T84 ZNEDT A RMEIRT A A L~YL ([Essentials] £ 7213 [Advantage]) Z7 Vv 7 LE9, T34
ANBTA 2 AT 5121, [Remove] 7 U v 7 LET,

ATw 75 [Continue] #7 VU v 27 L£7d, CiscoDNA Center 28, ZH 23 IC@HAT 50, % CTHEAEZTHI0EMHRL
EFT, Flo, EOTA BV ADRAT —ZRAEZEHTHE, TAA R FHERT L5089 028 RT 505
N ET,

AT T DI, IROBAEZAITVE T,
cBEFTLEMMN TE TORWESIL, [Back] 27 Vv 7 LTIA BV AL~ULOEIREZE LT DD,
XE2I7Vw 7L, U4V RUEBLCEF Xy 2L LET,

T IWCEFET LN TE TWDEAIEL. Now] 227 U v 7 L, WIZ[Confirm]|Z27 Vv 7 LET, &
EREAINDE, ZOTA BV AERATAET AL AN T —FENET,

B TCEEEZBEHT HHAIE. [Later] 27 U v 7 LT, ATV a—)LiEHDH AT DA4RTEANTI L, &
BrEHT2AREZHEELET, T A ADRREINTWDLTHA DX A LY = DAT Y 2—)V|T
e CTEE LT O AL, [SiteSettings]| =7 U v 7 LET, A7V a—/LD/3T7 XA —XDIFENKD -
7256, [Confiim| %7 U 7 LET,

AU RBHROITY RR—

Z A & AE#E % Cisco DNA Center 7> Hii#H|Z =27 A" — bk L, PDF % 721% Microsoft Excel
Tr7ANMINY I T v T TEET, IRKI0EDT A ADT A B AFRETZ I AR— KT
XFET, INOLDOTA VAN I T v T ANVOENIL, MEOT o700 78
R RNO=—RXEFTETH L TT,
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ATV TN EEMICHEZA=a—T a7 ) v 7 LTREZER L ET : [Tools] > [License Manager] DJIEIZIER L
i@qo

AT v T2 [Devices] 7 Vv 7 LET,
ATwF3 [Export] 27 U7 LET,

Cisco DNA Center (Z [Export Licenses] 7 « > RUNREREINET,
ATV T8 =7 AR— R EDT7 7 A VERERIRL 7,

ATFYTE (EE) =V AR—PMNIEDHD, FHRITT I AR— "B TET A B AEROEK X A ORI H
HF 2w IRy I Aed N LET, BEOT I AR— DT 74V~ L CERNBZRIET 25613,
TEWCHDET = IRy I A A N LET,

ATvT6 [Export] 7 U v LET,

ARX—br AV ARET /INA AD B ENE %

A<w—hrT7 A A (SL) BANRT A ZAOHEIESEAMET 22 N TEES, BHEIE
SkE AT D &, CiscoDNA Center {ZIBIN X 312D SLINEZI2T /N4 AL, BIRL7ZAA—F v
T Dy MZBEIEEINET,

AT w1 Cisco DNA Center & A7 LEHED L —YF -4 LAV — AR LT/ 4 LET,

AT9T2 EEBCHHA=a—T A a7 ) v 7 LTREZREIR L E7 : [System] > [Settings] > [Cisco Accounts] >
[Smart Account] DJIEIZER L £ 4,

AT v T3 [License] 27 Vv 7 LET,

AT 74 [Auto register smart license enabled device] = v 7 R v 7 A% A 12 LET,
ATV TS BT T NERRLET,

RATY 76 [Applyl 227 U v LET,

AX—F,FSA U ATETNAADTA EAETE

H 88k % A %023 A R Cisco DNA Center (2B SN 72T 34 A%, BEIEHEINEH A,
BERSINTWRNAY— N T A B AKHGT 234 A%, [All License] ~— Y CHER TE £,

AT EEBCHDLA=a—T A aru7 ) v 7 LTREZ®EIR L E7 : [Tools] > [License Manager] > [Devices] &
JNEIZ IR L £,

[License Manager] 7 « > R 7121, BEIEER I TRV SLRHGET A 208 E | i EShizT A R &
FDITA B AD—ENRRRINTZT =T NDONFT—A vy —UN, BEREERET DI 7 L EbIT
FRINFET,
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F7-. [Registration Status] Z|ZfEH LT, REEEOT NA ZAET 4 NVEZ ) TTHIEHTEET,

AT T2 eI 5 SL kLT /A A% 3R L, [Actions] > [Manage Smart License] > [Register] DJIEIZEER L £ 7,
AT9 T3 ARET I M &L T [Continue] 7 V v 7 LET,
RTYT8 THRAAERET HITIE, ROWTRNERETLET,

T ICT S ABBEET DB, [Now] 28R L, [Confirm] #2 V v 7 LET,
« BTT A AEBERT D851, [Later] IR L, ARFZIEELET, ATZ T a— VDT XA—=HFD
BENKDH-T=5, [Confiim] #7 YV v 27 LET,

TINARANDFEETA LV AFHNERLIFINA—TRU S
12V AFHDER

A= I ATIE, AY— TS ADA 2 AH AT L - T Cisco Smart Software
Management (CSSM) & EHHICEIHIL T, FA B ART—F 2AOEHbEa T4 7
ADWEPITOND LT DRENRDH Y £3, —HOBERIL. A X —Ry FT 7 EAN
RSN mEIRES N Ry NV—TRNIZHDLT A AZFEHLTWET, ZOLH7e¥
ATDRy NI =7 TlE, 74 ZLEHICCSSM LEFEIL Tar 7T 47 v AER & E£R
THZENTEERA, TOXIRBEMROBRELYR— N 5720, FETZA B ATH

(SLR) B U= b7 AU A FHK (PLR) EAIFLE L7z, Cisco DNA Center ©
BEIT, 948 AR =V Y TAPIR—2AD T —27 7 u—%fif] L T CSSM 7> b4

FA v ABTHRTEET, CiscoDNA Center Tid, A7 —3 V' EHE T CSSM I — &84
FUE, 734 A5 SLR E— REIXPLR £ — R TV A IERT H2LETIH Y THA,
CSSM ~DHERERC AT — 2 > T INFAT T E I alE, CSSM TR T& % FE)SLR/PLR U —
7 7u—nMEHTEET,

SLRIC X » TBEMIL., WA v AF R/ —Fay 7 48 A 77 A/ (SLRIKR T —
R) ZA VA M—ILTEET, ZOTA VAT 7 A NMIZE - T, lBIO FFED) T7A4 &
A (MERRFT 52 7)) A nE T,

PLRIZC L > THBEFEIT. AT RTOITA B AFLEREEMET HER I — NE A X
f—nTExFEF,

SLR & PLR D5, A=—F T H 72 O L~V TORFIKRBSLETT, FHR— R L%
oA 1L, licensing@cisco.com (2 Z g < 721,

F 34 A & Cisco DNA Center D 575 CSSM IZ#H55t SN TV A A2 SLR F 7213 PLR 2 H%)
12T 5 FEICOWTIE, T34 A & CiscoDNA Center 75 CSSM I Z#55: ST A 345 0 SLR/PLR
DOEME (158 =) LTI E W,

T34 A & Cisco DNA Center 78 CSSM (2456t ST WR WA IZ SLR £ 721X PLR ZH 2004
B IFEIZHOWTIX, T 7351 A & CiscoDNA Center 78 CSSM | @ %émﬂ\f;w%g\m SLR/PLR
DOHEME (158 X—) BB LT ZE,
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Bl 7/5 = & Cisco DNA Center 5 CSSM IZ$£4  h T L\ 5154 D SLR/PLR DA BHIE

T /34 X & Cisco DNA Center ° CSSM [Z it S T LV 515E D SLR/PLR
0)75 ikt

ATy T

ATy T2

ATvT3

ATvT4
ATy T5

ATvT6

ATy F1

LB A=a—T A ar%27 ) v 7 LTKRAZIER L £7 : [Tools] > [License Manager] > [Devices] ®
JNELZ IR L £,

SLR F721LPLR Z #3257 /31 A %% L T, [Actions]>[Manage License Reservation] > [Enable License
Reservation] DJEIZZ U v 7 LET,

[Specific License Reservation (SLR)] & 7= (X [Permanent License Reservation (PLR)] % E&4R L, [Continue] % 2
Uy Z LTEIRLTET AL 20 Ra— R L £,

IR L7727 A ADE Rz — FPRARK S5, [Continue]l 27 U > 7 LET,

TAV L AETPRTER—F X LT H 7 bEEIR L, [Continue]l %27 V v 7 LTEIR L7=T /31 2D
a— REARLET,

A — RRER SN, RONWTNNEFEITLET,
+SLR 3 I T B5E1E. T/3 A& LT, [Continue] 7 U v 7 LET,
« $% T SLR #3586 1%. [Apply Later] #7277 U v 7 L&,

[Confirm] Z7 U » 7 LT, SLR/PLR Z#i&IR L7=F /XA AIZ@EH L £,

[All Licenses] 7 > K7 @ [Reservation Status] (2, B SN FTDOT A ADAT —H AR RTEDH L
T FE LT,

F 734 R & CiscoDNACenterHX\CSSM [ Z 3E#% S T ULV LVE S DO SLR/PLR
0)7{5‘1 1k

ATvT1

ATy T2

ATvT3

ATvT4

CSSM IZHiE STV WF 31 20D SLRIPLR ZH T 5121%. OFIEZ F4T L E4,

FEEMIZODIA=a—TAarzr7 ) v L TKREZERL £ : [Tools] > [License Manager] > [Devices]
DONEZEIR L E T,

SLR 721X PLR Zi#H 957 /"1 A %&®IN LT, [Actions] > [Manage License Reservation] > [Enable
License Reservation] DJIEIZZ V v 7 LE,

[Specific License Reservation (SLR)] % 7z |% [Permanent License Reservation (PLR)] Z 38R L, [Continue] % 2
Vo2 LTEIRLET NS ADERa— RERGLET,

Telnet 2/ L CT /3 A2 L, BERa— F2RETL22 b TEET,

BRL72T A AQE R a— RPRAER SN2, [Export] 7 U7 LET, ZIUIL Y. requestcodes.csv
TrANNRE T ra—RENET, ZOT77A ML IPT RLA, TS ZADOV I TAES, BLO
FRa—FREENTVET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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ATV TS AREORFTIZ 7 7 ANV LET,

ATYT6 CSSMHET AL ADEKRa—REREGL, CSV 77 A NVNTEHRLET, [CSSM ndH DEKEa—
FOERK] #ZB LT EEW,

ATFwvF1 [UploadCSV] V2 %271 w7 LET,

ATw 78 [Selecta file from your computer] U > 7 %27 U w7 LT, RIFLTZCSV 7 7 A VAR L £,

ATvF9 [Continuel] 7V v7 LET,

ATYTN0 TABLAZTRTEN—F X AT A7 FEBIRL, [Continue]lZ 2 U > 7 LET, BRLIZT A R
(Z SLR F721L PLR A HH S E -,

[All Licenses] ¥ -t > K7 @ [Reservation Status] (&, HET SIVIZEHT DT A ADAT —Z A% RKRTED
Xl ELRL,

CSSM A 5 DAFE— FDAERK

1R BHEIIZ
CSSM izra 7' A 4 BI12i%, A— KT HT DT LT o v LRLE T,

ATFv7F1 CSSMicu s A v LFET,

AT w72 [Inventory] > [Licenses] > [License Reservation] % 3 L 9, [Smart License Reservation] 7 ¥ — R23FK/R
SNET,

[Licenses] # 7 ™ [License Reservation] i # 1%, HAADA~— T h v N THETZA 2 A2 TH (SLR)
EHINC LG R ORFREINET,

AT 73 [Step 1: Enter Request Code] & 7 C, [Reservation Request Code] 7 4 —/b RIZHER 22— K& AJJ LT, [Next]
27y LET,

AT 74 [Step 2: Select Licenses] & 7 C. [Reserve a specific license] 7= v 7 R v 7 A& 4 12 LET,

AT w75 [Quantity to Reserve] 7 4 —/V NIZ, THTHTA B ADEEATIL, Next] 227V v 7 LET,

AT 76 [Step 3: Review and Confirm] % 7 C [Generate Authorization Code] 7 V v 7 L £,

AT 71 [Step 4: Authorize Code] ¥ 7 TR — RERSG L £,

TNARIZEASIN=SIRELIXPLRZFX v ot/

FORA ZIZHEA SN TS SLR F721ZPLR 2 F ¥ B EHITIRT R TEX £,

RT9T1 EEBICHDEZA=a—TAar%7 ) v 7 LTREERLET : [Tools] > [License Manager] > [Licenses]
DIFIZEIR L E T,
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ATv T2 T4 RA2%7 Y v 7 L, [Actions] > [Manage License Reservation] > [Cancel/Return License Reservation] ¢
JIELZ IR L £ 7

RATY T3 [Cancel]| #27 Y v 7 LTCTA BV AZRALET,

[All Licenses] ¥ -t > R @ [Reservation Status] |2, EH INIZHEHT DT NA ADAT =X A% FKRTEDH L
N7 FE LT,

ARROI—KFKZARXRM=)LL, BEXFAYTAS5M4 Y
R8BS

TAATIL, 774/ FT250Mbps D A/L—""y hEfREL TWET, T4 ZADAL—T v
k% 250 Mbps B IZHERCT 21, Y A anhbAR a— FE2RGT o 0E N1 H Y £3, LEITS
UC, B—DU—7 7u—% 3l —7 70 —CEK#Ea—FRaf A =L, &t
*=2VU7 4 (HSEC) 74 B AEHMMITEET,

1R BHHIIZ
T NA AT CiscolOSXE UV UV —RA 1732 IBENRFEITINTWVWD Z L 2R LET,

RT9T1 EEBCHIZA=a—TA a7 v 7 LCTRZRIRLET : [Tools]> [License Manager] > [Reporting]
DNEITRIR L E7,

F721%. [Workflows] > [Smart License Compliance] % f T& £,

AT w72  [Smart License Compliance] 7— K% 7V v 7 L ¥ 7,
AT w73  [Smart License Update] 7/ 4 > R T, [LetsDolt] 27 U v 7 L%,
LSBT 4 Ry &R AR Y 7T 25121, [Don'tshowthistomeagain] 7= v 7 R v 7 A% A N2 LET,

ATw T4 [Select Smart Account] V o > KU T, Ky 7 Z v U A KH5 [Smart Account] & [Virtual Account] % i3
RLFET,

ATYTE  [Next]#27 Vw7 LET,
AT w6 [Choose Sites and Devices] 7 (> KU T, Eida2— K& A VA M=V T 5T 31 A% L, [Next] &7
Uy Z LET,

AFwF1 [Policy Settings] 7 4 > R T, CSSM A Y > —%HfE L, [Next|) 227 U v 7 LET,
AT w78 [Choose Device Features] 7 4 > K7 T, D FNEEFEITL £,

a) TNA AERINL E7,

b) [AuthCodes] K> 7" &# 7 U X ~ipb, [Install] 3R L ET,

¢) [HSEC] Fu v F&Z 7 U A RH6, [Enable] 38R L7,

d) Next]Zz27Uv7 LET,

ATwv 79  [Review Device Features]” 4 > K7 T, [Next]Z 27V v 7 L¥7,
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ATv 710

ATy I N
AT 712

stxaur 51trzomnt [

[Installing Device Features] ¥/ ¢ > K7 C, &Kfl =2 — K& HSEC A A h—/V AT —Z X% ffEid L, [Next]
7V v LET,
[Sync Data with Cisco] 7 & K7 C [Next] #7 U v 7 LE 7,

[Summary] 7 4 > KU THEF I — K& HSEC A Y A F— VAT — X A% fki8 L7= 5. [Finish) #27 U v 7
Liﬂ_o

BEXiUT AT RADEML

ATy T

ATy T2

ATvT3

ATvT4

ATy TH
ATvT6

ATy T
ATv78

ATvT9
ATv 710

ATy
ATvT12

HSEC 7 A B> AZARAMBEIZHE LWL DI, T3 ADOHSEC 7 A B A&z T5 2
LN TEET,

EEMICOHLA=a—T (a7 ) v 7 LTRZEIRLEJ : [Tools] > [License Manager] > [Reporting]
DONEIZEIR L £,

[Smart License Compliance] #— K% 27 U v 7 L%7,

[Smart License Update] 7 & R T, [LetsDolt] #7 U v 7 L £,

SO 4 RUEAX v 795214, [Don'tshowthistomeagain] = v 7 Ry 7 A% A2 L ET,
[Select Smart Account] 7 4 > KU T, Fra vy 7 X 72U X K5 [Smart Account] & [Virtual Account] % i3
RLUET,

Next] Z#27 U7 LET,

[Choose Sites and Devices] 7 f > K7 ¢, HSEC 74 & ZAZ T 5T /34 228K L, [Next] &7
Vw27 LET,

[Policy Settings] 7 1 > K7 C, [Next] 227 U v 7 LE7,
[Choose Device Features] 7 1 ~ R T, IROFNAEZFATLET,
a) T AEFIRLET,

b) [HSEC] km v 7 X U A R)vi, [Disable] Z 3R L 97,
) [Next|ZZ7VUwvZr LET,

[Review Device Features]V7 4 > K C, [Next]Z 7 U v 7 LET,

[Installing Device Features] 7 4 > K7 T, HSEC #EXMLEAEO AT — 2 22 Mi8 L, [Next] 227 U v 7 L
7,

[Sync Data with Cisco] 7 4 > R T [Next] 7 UV v 7 LE T,
[Summary] 7 « > R C [Finish) #27 U v 7 L ¥ 7,
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SAtE 20EE |
B cssv~ovv—zgRzoRE07 v TO—F

CSSM DY) Y —REREQFMOT7 vy TO—F

U — 2 HAROFEMEZ CSSM ICHIEEIC T v Fr— KLY, Ty an— KA X haE A7
Va— NV A ENTEET,

ATV TN EEMICHEZA=a—T (a7 ) v 7 LTREZREIRL £ : [Tools] > [License Manager] > [Reporting]
DINEIC BN L E T,

AT w 72 [Smart License Compliance] 71— K& 27 U v 7 L£7,
AT 73 [Smart License Update] 7 1 > K7 C, [LetsDolt] 27 V v 27 LE,
LHBIDYT 4 R %R AF v 795121, [Don't show this to me again] = v 7 R v 7 A& A NI LET,
AT T4 [Select Smart Account] 7 > K7 T, Rua w7 &7 U A Kb [Smart Account] & [Virtual Account] % 3R
LET,
ATY TS [Next|] 227V w7 LET,

AT 76 [Choose Sites and Devices] 7 « > K7 T, U Y —AEHAROFEMEZ ST 5T /34 Z%FR L, [Next] &7
Vw27 LET,
ATy VY —AERAEOFEMZREICT v 72— K3 2%I21%, [Modify Policy] 7 4> KU T [Next] #7 U » 7 L
F9, EMILAR— NOBHELZEET HI21E, WOFIEEZIATLET,
a) [Policy Settings] . [Reporting Interval] 7 4 —/V RIZxf I3 5 [Modify] 27 V v 7 L%,
b) [Change Reporting Interval] 7 + > R T, fEZ A LE T,
LAN— NG (H#%) 1%, Cisco DNA Center 225 CSSM ~D U Y — A {E R OFEM O E 72T~ 7
B— ROBEZRLET, 7y 7 r— ROBEIHOT I LN TEETA, fvh b — MEERNIC
HWHTZEIITEEREA,

c) [R% (Save) 127V v 7 LET,

AT 78 [Sync Datawith Cisco] 7 & RV T [Next] %7 V v 7 LET,
RATw 79 [Summary] 7 4 > R C[Finish) #27 U v 7 LE T,
CSSM &£ DT — X ORI KENT % & Cisco DNA Center NI E % T /34 AZEEFE L ET,

RDBERY

T A AFRRI L R — R L 72T A AD#IE, B [Smart License Compliance] 77—
RIZ [Retry] 72 g & & BICERSLET, [Smart License Compliance] 7 — R& 27 U » 7
L. FROFIEEZLVE LT, KR LET A ANECSSMIZT A Z U ARG LA — %
EELET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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Fri1z20z20—Fy tozE [

—

TINARADRIL—TY FDEE

2= TV ARG —HDANL—T NEEFECTXET,

ATV TN EEMICHHZA=a—T (a7 ) v 7 LTREZERLET : [Tools] > [License Manager] > [Reporting]
DNEIZ BN L E 7,

ATV T2 BRETLHTNA AERRLET,

AT w73 [More Actions] %7 Y > 7 L. [Change Throughput] % %R L £ 7,

AT 74 [Choose Throughput] 7 4 > K7 CTA/L—7"v MEZZER L, [Next] 227 U v 7 LE7,
AT 75 [Apply Throughput] 7t > R CT[Next] %7 U v 7 LE T,

AT 76 [Recent Tasks] V> 7 %27V v 27 LT, [Recent Tasks] 7 1 > KU ZRE L ET,

[Recent Task] 7 ¢ > K7 C [Change Throughput] % A7 D AT —H A &R TE £7°,

IN—F X ILT7HO2 FEID S A 2 ADERE

N=F XY VT AT FMETIA B AR TEET,

RT9T1 EEBICHDZA=a—TAar%7 ) v 7 LTRERERLET : [Tools] > [License Manager] > [Licenses]
DNEER L E 7,

ATY T2 BT HT7 48 A& ®IN L, [Transfer Licenses] #7 U v 7 L ¥ 7,

AT 73 [Transfer Licenses] 7V 1 > KV T, N—F vy LT hv hE@&IRLET,

AT9 T8 BIRLT-% T A & AD [Transfer License Count] 2 AJj L, [Transfer] #7 U v 27 L£7,
AT w75 [Recent Tasks] V> 7 %27V v 27 LC, [Recent Tasks] 7 1 > KU & fE L £,

[Recent Task] 7 ¢ > K7 C [License Transfer] # A7 DAT —H AR TEXET,

AX— bAoA TINA ATDEETZ? T DEER
A<w— " TA B AKIGT A AT KRAODDFEZ S 72BN LT, WA RAZ L ADT L

ANV T =2 ORNEBEBTHILNTEES, BEX 72 EFBLOHIBRT 522 L b T
\i—gﬁo

ATV TN EEMICHEZA=a—T (a7 ) v 7 LTREZERLET : [Tools] > [License Manager] > [Reporting]
DNEIZZIN L E 7,
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B s coxtys—ozs

ATV T2 MES V7 HBINT 57 3 A%ERLET,

AT 73 [More Actions] #7 Y =7 L. [Manage Free Form Fields] #3841 L C, K ¥ 7 2800, FH. 703816k
LET,

ATy T4 RS T ZBINETIIFHT 5121, [Free Form Fields] 7 4 > R CROFNEZ FEIT L £,
a) BEX 7 EATILET,
b) [R%F (Save) 1227V v LET,

ATy TS BEEY V7 EZHIERT 521X, [Free Form Fields] 7 « > KU CIROFIEE EITLET,
a) HIbRT 2BEZ VOHIRT A2 %270 7 LET,
b) [&%F (Save) 1227 Vv 7 LET,
¢) [Warning] 7 « > K7 T [Continue] 7 V v 7 LET,

AT w76 [Recent Tasks] V> 7 %7 VY v 27 LC, [Recent Tasks] 7 1 > KU & LE L £,
[Recent Task] 7 « > K 7 C [Manage Customer Tags] # A7 D AT —H AR T& £7°,

SAEARY) O —DERE

Ry bV =7 T A5 CSSM ITHERED R IL 2 i35 LAR— IR A L E TE £,

ATV TN EEMIZHEZA=a—T (a7 1) v 7 LTREZREIRL £ : [Tools] > [License Manager] > [Reporting]
DNEIZ BN L E 7,

AT 72 [Smart License] 7—7/L"C, [Modify Policy] #7 V v 27 L %7,
[Modify Policy] 7 1 & R W2, KU T —FKE L CSSM R Y o —DrEMlARFINET,
AT w73 [Policy Settings] T, [Modify] %27 U v 7 L%,

AT 74 [Change Reporting Interval] 7 4 > R T, LAR— NHEOMEZ AT L ET,
ATw 75 [Save] 7 Vv 7 LET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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i

N7y TEER

e Ny 7T T EEITITONT (165 X—)

e RNy I T T —=R—DEM (167 R—)

Ny I T T AR L—=VEME (170 =)

e NFS H#— =@ EH] : Ubuntu (171 ~<—2°)

* NFS #— 3—D3%ER] : CentOS (172 =—)

*NFS Z#F AT D7 7 A4 T U4 —ILb—)LOFE (173 X—)
Ny Ty T Y= R—OFE (175 *—)

LT STF =L RNy T v (176 _X—)

T —EDNR I T T AT a— (177 =—)

Ny I T T T—2 & (178 X—)

INY DTy TEBTIZDINT

Ny 7T v 7TBIOETEEZHEA LT, BOT 7747 AERXTHODNNy 7T v 7
TrANEERTEET (Ry P = BRICKLERLS) .

NHYTF7TyT
HEH LT — % Do, FTITEEMET — X & T3 a7 530 A F—XDW 52/ Ny 77 v T
3

HEI{LF — & 13, CiscoDNA Center 7 — & X— R ZLF o ¥, Z7A4NLI AT A, BX
R7 7 A NVTHERINTWET, BEb Sy 7 7 v 735 EeNv I T v 7 TT,

T aTl TGV AT—HT, %2 NI — 0T a7 T AT —Z TSN TWET, 7
AT TUAT—=EDERNDN I T SR ENN I T v T T, FORIIE NN 7T v
‘(“‘j‘o

| &

BE Nl T T TrANIEELRNTIES Y, BESLE, Ny I T v 7T 7 A L% Cisco
DNA Center [Z{EIE TERWEERH Y 7,
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Rys7vren |
. NP7y TE/RITONT

Cisco DNA Center |3 7 7 v 77 7 A VEAEHK LT, VE— I —""—{ZHRANLET, &
R T o 70E. T4V 27 ML ELTCUUIDD AL C—FICEMmEInEd, VE— P —
NR—=DEEDFEANZ DN, Ny 7T v 7 —=_"—D%: (167 3—) 2R LTLIEE
v,

—FEIZ1 DDy I T v T ORFATTEET, —BICEHBEONNy 7T v 7 %I 7T HZ LT
xFH A,

Ry 7T v TOEFTTNL, 774NV =T v 77— RENE7 7 AV EHIRT S Z &%
TEP, T ANMIMATEZEEIINRy 7T v v AL TxFy 7F ¥y SN0 201 H

nET,

WO R EHEREL F4,
e F— AR LT A NVDBIEDNR— g R T 51O A Ny 77 P ETT
Do

REWCERZMATRITIANY 7 T v T2FATTD (TAAATHLORY —affl £
FERLIZGERE)

N I Ty FIIHBROVIRNEEAT A T T ARRICORFETT D,

BOREEHDOREZNCBEN. DNy I T v T e A2 — )V TEET,

B
Cisco DNA Center #ffHH L CY E— b — =00 I T v T 7 A N EEILTEET,

R T v T T77ANVEEITLT H L. CiscoDNA Center IZ K-> CTHEFDOT —H_XR—RA LT 7 A
ADBHIREN, NI T v T —HR=AL T 7 A LV TEZHBZONET, HixeEITL T
%8, Cisco DNA Center 13l Tx ¥ A,

Cisco DNA Center D& 5H/N—T 3 &Ny 7T w7 L, Zi% Cisco DNA Center DRl D /73—

Va BT A EIETEEYA, NI T T EBEILTELONEL, Ny 7T v T ORI
DT TFTAT L ALFNDO AKNBFELET, 77V r—a "= a RRELE, [ LU Cisco

DNACenter V7 U =7 V) —=REFE[TLTWDLT I I7A T LV ADHTY, BHEDOT 71—
varEn—va rEFRRTDHITIL, [System] > [Software Management] % 3841 L, [Currently
Installed Applications] #7 U v 7 LE7T,

RNy 7T v 71E, BIOIP 7 KL A% ¥ Cisco DNA Center 7 77 A 7 2 AZE LT H Z LN
T&FET, ZOWRFIL, CiscoDNACenter DIP 7 RLANER EINTWT, HWVWI AT AND
BT HDVENSDEEIECDAREERH D 77,

| B

EE CiscoDNACenter D/N 7 7 v 73 L UME L%, [Integration Settings] 7 1 > K727 7 A L
(WZEZ)H UC) [Callback URL Host Name] % 7213 [IP Address] # 8¢ 245N H Y 4, 3F
ANZOWVWTIX, [HAREORE] 2SR TN,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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nysryFearns~yraa |

NPTy TEBRDAANY FEA

Ny I T TERTETA X FBRRAET LB EZZETEET, INLOEMERTE
BIXOV TR 7479 2%12i%. [Cisco DNA CenterPlatform User Guidel @ ['Work with Event
Notifications] hE > ZIZHH SN TWDFIEZFATLTLEI VN, ZOFIEEZFET LIb,
[SYSTEM-BACKUP] A <> k & [SYSTEM-RESTORE] A Xy h& IR L, T 27 547 LT
WHZ L aERLET,

HENEL, RORITRTA XY FOWT N FAET DTN AR T OWEE S ET,

BiE

AR b

Ny 7T 7

VAT DN I T T T 7 A NELERT DT v ARG ST,

VAT LDy T T T 7 AN TE IR oTe, TOA N MEIEE, IROBLH TR
ALET,

e MBERT 4 A VBNV E— AR L—ICH Y FH A

e VAT LDV —N—DAT—HAEZEFETEETA, Z1UE. NI T v TEBIEDT-D
0)$ﬁﬁ?::£ P4 7 VC\‘jﬂo

VAT LTI T v T T 7 A NERKPIC, BORMBECEENEE L E L,

NI T T T ANEEILT D7 o ARNMEI N,

Ny 7T T T 7 ANDEITLITRKE LT, DAy MIEH ., WOBHTRELET,
Ry T T T T 7 AR L TWET,
s VAT LATNRY I T w77 A NEERBIC, BEORECEBLENEALE LT,

NI Ty TH—NN—DNEH

Ry 7T T —_—F. ROWVTNNDOFN—TF 4 VTV AT A FEIT L TWALERH
D E9,

* RedHat Enterprise (¥ 721% CentOS) 8 UL L
» Ubuntu 16.04 (FE7213F Mint 72 &) LAk

BEMET—2 N\ I T7y T —N—EH

HEMLT — 2Dy 77 v T R— T 210F, b= S=PROBEFZi72 LT D LEED
bvET,

¢ SSH (AA— K 22) /UE— A (rsync) Z{EMH L TV %, Cisco DNA Center |, /N> 7
T v 7IATRED FTP (AR— b 21) O ZYR—FLTHEHA,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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Rys7vren |
N YTy TH—nN—DEH

e Linuxrsync +—7 4 YT 4 A VA F—/L LT D,

+ (RedHat7/CentOS 7 12 SNEFHTA) CUTF-8 27— /LR A VA F—LENTWBH
ERHN FT, CUTF-8NA VA =L EINTWEHNE I DEIHERTDHIZE, kOXLHIZ
AN LET,

# localectl 1list-locales | grep -i c.utf
C.utfs8
en_SC.utfs8
NI T T A=Y =PRI T T DA AN VET NV EEFTHE L TWDN, 22—
PN —T DOFHMY [FEZIADMERD DD, 7oL X Ny 7T v Ta—PF =i [Ny
2T 7] CaR=F=DIN—=TN [RZ 7| OFFIT, Ny 72T v 7T 4L 27 I
WL MERR 22 IR DY > T VIR L E T

L RNy I Ty TF ALY MU Ry Ty a—F =0 LT\ 5,

s 1s -1 /srv/

drwxr-xr-x 4 backup root 4096 Apr 10 15:57 acme

2 IRy I T T a—P—D TN —TITHERHERPRE SN TN D,

s 1s =1 /sxv/
drwxrwxr-x. 7 root staff 4096 Jul 24 2017 acme

¢ SFTPH 7L AT AHHANNILTWS, SFIPY T AT LADNAIL, AV A M—LENT
WA Ubuntu DU U —R K-> TEARY FF, &FDO Ubuntu UV U —ATIEL, ROITHT v
A PERN, SSHD FHEICEHEENTWALENH Y F97,

Subsystem sftp /usr/lib/openssh/sftp-server

ADROATZT A X MITOMERSH DT 7 A /WL, 18 (L /etc/ssh/sshd_config
ZH 0 E T,

\}

CGE)  NFS##7 12 hVU % Cisco DNA Center DN 77 & F H—R_—F L7 U L LTHEH
THZEIITEERA, DAF—FRENZNFS 72 MIBIEOENE 2 57-0, AR— kK
SNFH A,

TFoaATIVARNY I Ty TOH—N—EH

T aT TV ADT =Ly 0T v T Y R—r15120%, b— "= ROEM: %727 Linux
AR—=ZADNFS —_"—ThHLMLENRH Y 7,

*NFSv4 BELOINFSV3 2% R —FLTWD (ZDOVR— MEHRTHITIE, b—r—05
nfsstat-s # AJJL¥E9) .

*NFS =27 AR— K7 1 L7 b VITKT 2FAIMY /[EEIABMERD B 5,
« Cisco DNA Center & NFS H— R —[ D% v b U — 7 B M2 E LT 5,

» Cisco DNA Center & NFS %—/_X—[{D R v b U — 7 AR+,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K



| "vo7yTesEn
Ry 7y 79—rn—ngt [

« CUTF-8 17— /Vi3A VA h—/L SN TS, CUTF-8 A Y A R =L ENTNDHENE D
MBS DICIE, RO K IICATLET,
# localectl 1list-locales | grep -i c.utf

C.utfs8
en SC.utfs8

\}

GE) NFS##7 12 hVU % Cisco DNA Center DN 77 o F H—R_—F L7 U L LTHEH
TAHZ LI TEEFTA, VA —FRENENFS Uy MIBIEOENEZ 5720, Y R— b
SNFH A,

HEH D Cisco DNA Center 2 BT 5= DEH

Fv b T — 7 IHEED CiscoDNA Center 7 7 A X INEENTWNDHHLEIE, WUy 7T v 7'm
r—varEHEbE T aT 7ROy I Ty FIMERTHZ EIETEEY A, B
Cisco DNA Center % BB T 26, XA NTT 7T ¢ A3 Cisco DNA Center 7 T A X D/~
IT v TT 4 v NIEEE ST S 2 T, ROFEFNL, Ny T v TT o7 MUK
EEDBET D HEE R L TOET,

1) V—2R SR E
Cisco DNA Center 7 7 A % 1. clusterl
2. cluster2

HENLE 7327 T A DNy 77y |BIR LT 4 V2 FVIE /data/ T, WHDXA T DNy 7T v TR
TEERARNTERY I T v TP = | hF B DR AR— AN Y F5,

F 4 L7 N OFTEME & HER OB Z Y aryORRECH D THEET — 2Ny 7T v F DY — S —Bf |
R LTLLIZE N,

T4 L7 N OFTEE & HER OB a ORI HB (T aT TG AN I T v O — N—B
fF] 2R LT ZE,

NFS =7 AR— hiRE Jetc/exports 7 7 A JL DN

/data/assurance/clusterl *(rw,sync,no subtree check,all squash)
/data/assurance/cluster2 *(rw,sync,no subtree check,all squash)

#7 L L) Cisco DNA Center /\— KO = 7 ICTT HEEDEHK

CiscoDNA Center 7 7 A X ¥ L\WWN— RO =77 v 77 L— RT2BE5, FIXMNEFA]
(RMA) 7at20—#& LCTEEFED Y T AL N— R T =7 25T 585451%. BFEO Y
IT  THEHMOETL LB T, Ny I T7 v 7OEDIZHOTF L7 UKESERER L ET,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}



Rys7vren |
B o779 n—oFiLoruLa7yr

\)

GE)  BEFED3 ) — RIZFGRAEMNL 1 DOFE1E20o0 ) — RELZRTH5EE. Nv 2T v 7FF 417
FUREE A AT T ALETIH Y £ A,

INYD Ty TH—NN—DT4 LI MJLATDF
NI T v T afEFET 2010, R T v TP —=R_R=ZkOT 4 L7 )L AT U N&Aff
HT&sZ a8 LET,

B —@ Cisco DNA Center 7 S5 X 2 BB
cSEENy T v (HEfbET 2T T R)
« cluster] : /data/automation/clusterl
e cluster]l : /data/assurance/clusterl
s HEMELDHDNy 77 7

cluster] : /data/automation/clusterl

#E3? Cisco DNA Center 77 5 X 4 B
SERNY T v (HEMLE T v aT T R)
« clusterl : /data/automation/clusterl
* cluster] : /data/assurance/clusterl
* cluster2 : /data/automation/cluster2
* cluster2 : /data/assurance/cluster2
c HEMLDORD N> 7T 7
* clusterl : /data/automation/clusterl

« cluster?2 : /data/automation/cluster2

NPTy T AL—DEH

Cisco DNA Center X, ZMENFS TN AN T 2T TV AT—=HDNNy 7T v 7l at—u{k
7L, AR Y E=— MAM (sync) OX—7 v NOBGFTHICEEELT —X DNy 7 7 v 7at—%
RELET, Ny 77 v 1%, BERRAAIE Z 7 3—3 2 DIZH03 708 A L— U %8
DU THRLERHD T, ROA RN L—UZHLRELET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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NFS 4 —/S\—0&EH : Ubuntu I}

FIS5ATUR NFSX FL— (14BERT [isyne A AL—2 (BRD 7
1B5) L)

DN2-HW-APL 1.7TB 50 GB

DN2-HW-APL-L 3TB 100 GB

DN2-HW-APL-XL 8.4TB 300 GB

il I

c LFROFRIZ, BT T IA TV ADT VT REARA MRy KT —7 TN, ADFKE AV
R—=bT5, FVERDOT 7747 v AR ARTEE LTOET,

« —EBDT—HDHBNNFS IRy 7T w7 ENEYd, LT, B~/ —F&3/—F
O HA MR T, IZFRICY A XD 7 7 v TIMER SN ET,

*NFS A ML =L, TvaTl7 TV ADT—H RNy I T v MHATE BME— D52 A
7T,

*NFS w77 v 7id, BHIDEENNy 7T v 7 %I snET, EROETIE, 7=
TIUADT—=ENRN I T o T EEINCFIT LERICSERNy 7 T v 7REREND & 48
ELTWET, Z0RIFER., oy 77 v 7RERINET,

ersync A b L—UiE, BEMET — 2Ny 7 7 o FIERTE HME— D5k ¥ A 7T,
srsync/Ny 7 7w T OREF, 1HIBONy 77 v 7 TREGDNET, N 77 v 7 a2k
B2 A5ABNTAEAT. VEAX N —UREXENTAARCEHRLET, =&
ZI1EX, DN2-HW-APL 7 7’7 A4 7V ANRH O, 1 H1EAER SN BEMET — 2Ny 7T v
FDa—% 5 ORET LA, BNERZ L —Y 05T 5 x50 GB=250GB T,

e Ry 7T v THMOEHIL. BADT—Hn— RKEBRHIIERT —XDORIZL > TR
D EF,

* Cisco DNA Center ~DE X AL /XA, Cisco DNA Center 7> 5 NFS $—/X—~D R v b
U—J AN —T 2 MZEoTELZY E3, NFS Y —"—DRA)L—T v MI, Dl td
100 MB/P ChHDHLERH Y £,

LD IT Y —E R EFFRIZ, RT3 —~ 2 AL T 5121%, NFS D7 p—<
ABFT=H YT THHLERHY FT,

NFS H—/\—®D 3% E | : Ubuntu
T aT AT —HN—RX (NDP) O w 77T v 7% )E— T 521X, NFSH£GT

HDHZENKETT, NFS b —_"—Z2RETDLHLENDHDHEEIL. ROFIE (Ubuntu 7 14 A
F)Ea—vay) BHELTHEALTIEIN,
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B ves v — o : centos

AT 71 sudoapt-get update =~ > K% 34T L, NFS #—/3—0® Advanced Packaging Tool (APT) (27 7 &AL TH
FLET,

eI, WO LHica~vr FEANLET,
$ sudo apt-get update
AT w72 sudoapt-getinstall =~ > K% AJJ L, NFS ® Advanced Packaging Tool %A1 > A h—/L L E 7,
T 2iE, MoEHica~vwr FEALET,
$ sudo apt-get install -y nfs-kernel-server
AT 73 sudomkdir-p =~ FEZ AL, NFS h—_"—=DR X MELT=T 4 L7 MU Z/ER L ET,
eziE, kokoicavr REANLET,
s sudo mkdir -p /var/nfsshare/
AT 74 sudo chown nobody:nogroup =~ > K% A7) L. nobody 35 & U nogroup 7 /V— 7 DFTHAHEEZERE LET,
EziE, o LYicavr REANLET,

$ sudo chown nobody:nogroup /var/nfsshare

AT w75 sudovi/etclexports =~ K& AJJ L, /etc/exports ODERRBIZIKOITZBML T,

s sudo vi /etc/exports
/var/nfsshare *(rw,all squash,sync,no_subtree_check)

AT w76 sudoexportfs-a =~ FZA L, NFSH—"N"—D7 7 A VLT AT L&k T AR—FLET,
e ziE WOk oicavr REANLET,
$ sudo exportfs -a

AT w77 sudosystemctl start nfs-server =~ > K% AJS) L, NFS ¥— "—& HjLd L £,
rEAFE ROESICavr Fe AN LET,

$ sudo systemctl start nfs-server

NFS H—/\—®D X E | : Cent0S

WOFNEIL, CentOS TD NFS P — _R—DiREB 2w L TWET,

A7 71 sudo yum check-update =~ > K% AJj L T, NFS ¥ —/3—® Yellowdog Updater Modified (YUM) (Z7 7
EALERHLET,

ez, RoLHica~vr REANLET,

$ sudo yum check-update

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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AT w72 sudoapt-getinstall =~ > K% AJj L, NFS @ Advanced Packaging Tool %1 > A h—/L L £,
ziE, RoLoica~vr FEANLET,
$ sudo yum install -y nfs-utils

ATV T3 NFS Y —"—2Hhc L TRELET,

$ sudo systemctl enable nfs-server
$ sudo systemctl start nfs-server

AT w74 sudomkdir-p =2~ K& AL, NFS h—_—DFXA MELET 4 L7 b U ZERR L £9,
TexiX, WoXoslica~r FEANLET,
$ sudo mkdir -p <your NFS directory>

AT v 75 sudochown nfsnobody =t~ > F&Z AN LT, FIV—7OFAMZEE LET,
-EZE RO HICavr FEATLET,

s sudo chown nfsnobody:nfsnobody /var/nfsshare

AT w76 sudovi/etclexports =~ K& AJJ L. fetclexports DK BIZIROITHBIML £,

$ sudo vi /etc/exports
/var/nfsshare * (rw, all squash,sync,no_subtree_check)

ATw 71 sudoexportfs-a =~ R&Z AL, NFSH—""—D7 7 A LT AT L&k T AKR—FLET,
i, WOLIICavr REAILET,
$ sudo exportfs -a

AT w78 sudosystemctl start nfs-server =~ > K& AL, NFS ¥— S—&Hjd L £,
ez, MoLoica~vr FE AN LET,

$ sudo systemctl start nfs-server

NFS ZEfR[94 B 074 704+ —ILIL—ILDETE

77 4L hCliE, Debian/Ubuntu 4 A Y E2—2 a0 T 74 T U+ —LINERZ,
RedHat/CentOS 7 4 A b U B2 —3 a U CIEENZ > TCWET, 774 T 74 —/LN
Debian/Ubuntu 7 4 A h U B2 —3 g U CHNZR S TWENE I D EERE L, A>T
WOHEEIEL, 77 AT UA—— L EBMLET,

T7A4T794—ILIL—ILDEETE : Debian/Ubuntu

Debian/Ubuntu Ti%, RO FIAZFATL E7,
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B - 79r—ri—1oEE  RedHatCentos

ATv T

ATy T2

ATvT3

DA< R ANNLT, T7A47 04— AP ED MR L E T,

$ sudo ufw status

T 7 AT U —INEDOGE, HAOIIIRO LY IErREINnNET,

Status: inactive

T AT T F—IVINEIN o> TOWBEEIR, ko X I hanxd,

Status: active

T7AT U —IVISFEINZ 725> TV DEaIE, R T 7 AT U4 — W b— L 2 FRT& 2 X 912, mountd
Tt ADOEHHIR— FERELE T, mountd DFHIAR— K ERET HITIE. IROITEEH LT ——port 32767
% Jetc/default/nfs-kernel-server (23BN L £ 97,

RPCMOUNTDOPTS="--manage-gids --port 32767"

WDa~ry REATILT, NFS #2567 747 U4 —b—L&BIMLET,

sudo ufw allow portmapper
sudo ufw allow nfs
sudo ufw allow mountd

T77AT794—I)LIL—ILDEXE : RedHat/Cent0S

ATy T

ATy T2

ATvT3

RedHat/CentOS DAL, RO TFNEEZFITL 7,

mountd A" — k Z P —E & L nfs.conf IZIEM L £,

GE) RedHat/CentOS X—ZADF 4 A h Y B 22— 3 2 Tlt, Debian X—ADFT f A MU E 22— 3
VeI DR — b % mountd IZfE L £ 7, RedHat/CentOS 7 4 A MY B a—3 3
1%, Jetc/service 7 7 A /L@ mountd |ZAN— 20048 ZfHEH L £ 97,

R OITINTFAE L7 WGATE, Jete/nfs.conf (ZIBIN L F 9,
[mountd]

manage-gids = 1
port = 20048

WDa<vy RuEASLT, NFSOYV—E 2B 77 A T o r—L2HESHLET,

sudo systemctl restart nfs-server rpcbind nfs-mountd

WDa<y ReEANLT, NFSEZHFR[TB7 7 AT U4 —Lb— L ZEBIMLET,

sudo firewall-cmd --permanent --add-service={nfs,rpc-bind,mountd}
sudo firewall-cmd --reload
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Ny I Ty TH—N—DHE .

INY G T sy TH—IN—DETE

BE{bOT —H DIy 7T v 7T B850, CiscoDNA Center BE) /N 7 T v 7 —s3—
ERETHVLENDY £, BHELE 7327 70 A DWEDT =25y 77 v 7 T58
A%, CiscoDNA Center BE)/ N 7 7 v 74— /R— L NFS /N 7 T v PP —N—%RET D

ERbHY E£7,

COFIETIE, MGOY— =2 ETHHEERLET,

1R BRI

ROBERTEZ SN TND T &R LET,

» SUPER-ADMIN-ROLE #fR & FF > —HF DLNZ D FINEEFEITTHZ LN TE E3,
WIZOWTIE, 2—% a— L OE (125 X—) 2R L TEEN,

=111

s F— B DNy I Ty FIMERT B TEOY— A=, Ny T v TF—N—DEE (167
=) THRHAIN TS B & THER D D £ T,

AT EEBIHLA=a—T A ar% 7 ) v 7 LTREERL £ : [System] > [Backup & Restore] > [Configure]

DNEIZEIR L F9,

ATvT2 ALY 77 v T —N—mRET HITIE, WOFIEEZFEITLET,

a) WOBELERLET,

TJ4—ILF

‘E-IUII:I

BA

SSH IP Address

SSH N A[HER2 ) E— h Y — =D P 7 KL X,

SSH 7/R— k SSH 23 F[REZR U E— R — N—DHR— 7 KL A,

RAASRA VS Ny T 9T T 7 ANBREESN D —8— LD T L F~DIRA,
Username WAL S NI Ny 7T v T oARHlT 51D T 52— —4,
[Password] WL SNy 2T v S E T BT DITHERT 5327 — 1,

Encryption Passphrase

RNy 2T v 7DeF2 )T 4 OFBLZTOT VA R—% &l
THEDIFEHTERIAT L=, ZhbDEXa Y T (ITHEBLEZ TP
TR =R ML, GEAELZ LT vy UREENE T,
ZDONRAT L —RFMEBT, NI T T T77ANEE LT D EZITAT
ZROONET, ZORRTL—ARRITHIE. Nv I T v 7774 UT
HrsnEti,

b) [Apply] #7 U > 27 LET,

ATY T3 NFS R 77 v TP —R—%FETHIZIEL, INFS] ¥ 7 %227 U v L, ROFNEEZFEITLET,
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a) WOBREEXEHRLET,

J4—ILFK

RA B

Pr——= XA

Ny o7y TEER

B2l

b) [Applyl =7 Vw7 LET,

SSH XN AJFE/R YV E— " —_R—D P 7 RL A F 73R A M,

NPT T T 7 ANDPMRESND T — "= DT L H DI/,

SFCF—ENVIT v T

WROT =2y hOWTNNENY I T v 7 T8RN TEET,
s BEMET — X DR

cHEMLT —X & T aT TG A DF—X

G¥)

Ny 7T v 7 HFEITTHHEAIT. FELEY T— b — 3—_EDOHFFFT Cisco DNA Center 23
F—AFar—L (=7 AR—KrLET,
Y

1R BRI

T — 41X SSH/rsync i L C/Nw 7 7 v 7 &£ 7, Cisco DNA Center X, Nv 7 7 v 73
THRED FTP (R— b 21) O 2 R—FLTHEEA,

ROBENTHZ SN TND T R LET,

IZOWTIE, 2—Y o — L O

» SUPER-ADMIN-ROLE ¥R &2 FF > —HF D LN Z DOFIEEFEITTLHZ LN TE ET,

(125 X—=2) LT Z30,
NI T TY == NNy T Ty T == DA
a2 L TW5b,

EUN-g

ax &

o N 7T v 7P —s3—73 Cisco DNA Center T
Ty TP ==

DNEIER L £

T = R— DR E
NR—DRE

ATV TN EEMICHEZA=a—T (a7 v 7 LTREZREIRL £ : [System]> [Backup & Restore] > [Backups]
G¥)

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K

(175 =) ZZHLTLEEW,

W

E ]

(167 ~—=2) THHINTNHDHE

REINTWNWD,

A HOWTIR, RNy

FEENRNY I T T =N —=ZTRE L TWRWIEE, HidTT DRI
L

. Cisco DNA Center 75/ 7
Z ¥R LU ¥ 9, [ConfigureSettings]| %7 U v 27 LET, Nv 77 v 7 H—
(175 =) ZZMLTZEW,
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F—508vs7vI2rva—1L I

ATv T2 [Add) 227 Y v 7 LET,

[Create Backup] A > NFER I ET,
AT w73 [BackupName] 7 4 —/V R C, N7 T v 7 O—EDL4RTEZATTLET,
ATV T8 Ny T T ed ITFEITTHITIE, [Createnow] 7 U v 7 LET,
RT9TS Ny 7y T OfmMEERLET,

cHILB LN T aT F R T —E &Ny 7T v 735X, [Cisco DNA Center (All data)] &2 U
7 LET,

s HELT — X DI %Ny 7T » 7325121, [Cisco DNA Center (without Assurance data)] #27 U » 7 L
£75

ATvT6 [{EK (Create) 1227V v 7 LE T,

GE) BEONRY I T T AT—FRLLRIONy 7T v 7 ORI, [Activity] ¥ 7 CTHERTE £
‘d—o

HITHDONR Y I T v TV a TRRWVGERICDHR, LRy I T v T HERTEET,
EFICET LNy 77 v 7Y a 71X, [Backup] ¥ 7 CHER CTE £,
Ny 7T w77 at AHX, CiscoDNA Center (Z LD Ny 7T v T T —H_XR—=ABILNT 7 A VER S
NET, X7 TrANE VE— MR EINZEIURGEEINET, NI T v T Ty

ANMTHE -~y MIRELT, ~BEOARITCHIISNDERDONY 7T v T 7 7 A VEERTEET, Ny
IT T TaANETTHE, [Backup done! | BHIZZ(E LET,

GE) RNy Ty T TaEARKIML T, TTIA TV AERIFZDOT —FX—A~DOEEBIIH Y
FH A, CiscoDNA Center (2N 7 7 v TORMOFER ZRT =T — A ve—UNRNERREINE
T N 7T v T ORMOE S —EHAZRREIE, 74 A7 FEORNRETT, Ny s T v
EANKMLTZSGE1E, VE— M —A"—C+0RT 4 AV EERHDINE D EER L. 3l
DN 7T T HEFEITLET,

— N O o~
T—R2DINV I TV IR a—)L
EWMR 2NN 7T v TR a—L L, F(TTHBH ERRIZERTHIZENTEET,

1R BHHIIZ
WOBEMENHE - SN TWDLZ L 2R LET,

» SUPER-ADMIN-ROLE #[RZ Ff o2 —HF D AN Z O FINAEFATTHZ LN T ET, FHH
WZHOWTHE, 22— g— L OME (125 2—) 2B LTI EEN,

Ny T T —R=BN N T S —R—DE (167%—) THMHINTNEE
&7 LT\ B,
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Rys7vren |

B orroorer—szan

ATy T

ATy T2
ATvT3
ATvT4

ATy TH

ATvT6

« N 77y TP —s3—=73 Cisco DNA Center TRXE I TV D, FfHIZOWTIER, Ny
Ty TP N—DRE (175 X—2) 2L TSN,

EEMIZHIA=a—TAar%7 ) v 7 L TRZER L E7 : [System]>[Backup & Restore] > [Schedule]
DIFIZEIR L E T,

[Add] %7 VU v 7 LET,

[Backup Name] 7 4 —/V RC, N7 7 v 7 O—EOA4RIZATI LET,
[Schedule weekly] %27 V v 7 LE7T,

Ny T T AT Ya—)T 25 A ERRZER L £7,

Ny 77y 70T ERLET,

cHILB LN T aT F R T —HE Ny 7T v 735X, [Cisco DNA Center (All data)] &2 U
7 LET,

s BEWMET — X DB% Ny 7T v 73521, [Cisco DNA Center (without Assurance data)] 22 U v 7 L
7,

[Schedule] #7 U v 7 LE7,

GE) ATV a—)VERE STy 7T v 7Y a 7L, [Schedule] # 7 TR TE £, Ny o T v
DB EINT 6, [Activity] # 7 TR I T v T AT — 2 AR TE £7,

HITHONR Y 7T v 7V a TN WGEERIZORHR, FTLWRSy 7T v T 2ERTE E7,
ERICET LIy 77 v 7Y a7, [Backup] ¥ 7 CHERCTE £,

Ny 7Ty 77 a AHE, Cisco DNA Center [Z LV Ny 7T v 7T —HR=AB LT 7 A VBMERK S
nNEd, Xv 7T T7rA0E, VE— MR EINEHBINREEINET, Xy T v T Ty
ANTHE—~DFy NIRRT, —BEOARITCHEAISNDEEONY 7T v T 7 7 A VEERTEET, Ny
IT w7 TavANRETTHE, [Backup done! | i@HZE%ZIELET,

GE) Ny 2T o7l TaeARKKRLTH, T7I9A TV AERFEOT —FRX—=A~OEEIH Y
FH A, CiscoDNA Center |2/ 7 7 v 7OERBMOFERE RT =5 — A vb—URNFERINE
To NI T v T ORMOES —BNRRRIL, 74 A7HEBORRETT, Ny 77 v 7 7n
TANKMLT2SGE1E. VE— M —AN—C+0RT A AV EERHDINE D hEfER L, Bl
DRy 7T v T ae®ITLET,

NYD T ThLT—3%ER

T—BENy I T T T 7 ANNBEITTT HEE. Cisco DNA Center [FEFDOT — X RX—R L
TrANEHIRL, X I T v TDF—FR—2 LT 7 AV IEEHMZET, HErsnssr—
i, NI Ty TORRIZE-TRRY £,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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RyyryInsr—aztx |

e HEMELT — %X 77 v 7 : Cisco DNA Center X522 BE LT —# 2#1E0 L £,

cHENMbLE T a7 T AT —HD/NNy 7T v 7 : Cisco DNA Center IZ. &R L 7= HfFHF
EOESRBAEET —X L T3 a7 530 A F— 25 ELLET,

\)

Cisco DNA Center DIETE 7B EATlX, T—HF_X—R LT 7 A NVOARETLLET, HEx7 etk
AT, Fy NT—=7 OREERC, HEDO Ny 7T v 7RIz bR AR IIE TS EE
Mo ZHUTIE, HLOWR Y hT—F R =02 T — R GEAE, [FHETX 25EEANV R
. FREEEHFEINZINEOLONEGEENET,

6=

* Cisco DNA Center D& 5/ N—2a &Ny 77 v 7L, ZiL% Cisco DNA Center D HlD
N=Da ANEILTDHZ LR TEERA, Ny I T v T2\ TELDE, Ny I T v
DIERRTEDT T T A T o AL BMIDAMIBR LT, 77V r—a 3= a URE L,
[f U CiscoDNACenter Y 7 b7 =7 UV —ZEZEITLTWELT I 74T L ADHTYT, H
QT 7V r—yarenN—Ta UERRT 5T, [System] > [Software Management]
%% L, [Currently Installed Applications] & 27 U v 27 LE 7,

« D7 T A& 3[E U Cisco Al Network Analytics DR EXILH L, FFRFIZT 77 4 7 TH
L4, B Cisco DNA Center 7 7 A X D Al %> U — 7 53t iRE & EEeN\w 7T v
PETTDHE, T—HDORBEERLY —EZAD T RRAET L AREMERH Y £,

LIZRo>To AL Ry b= 598 ORETH DI T AZTT 7T 4 71T HLERD
nET, #77747@77z&#%AD%/b7 TN R r =% T oA VA R —
)L BHIZIE, [System] > [Software Management] > [Currently Installed Applications] > [Al

Network Analytlcs] > [Uninstall] DJEIZER L ET,

1R BHHEIIZ
WOBEENE- SN TWDLZ L 2R LET,

* SUPER-ADMIN-ROLE #E[RB & Ff o2 —V D LN Z D FEEZFEITT 52 ENTEET, M
WZHOWTHE, 22— g— L OME (125 2—) 2B L T EEN,

T B EETETDITERD NI T v T NDDH &,

F— R BB T HE4E . CiscoDNA Center [Z A VT F L AF— RICAY , o A0nKD
HETHEMTEEHA, CiscoDNA Center ZFEHAARANIZTEX H L X IIT— X EE L LT
/AN

(Cisco ISE F 721X Cisco DNA Center | T) v 7 7 v 7MoETL LSS, 70— _—2
DT AR arha—)L R v—F—XIEBPICFR SN ETA, Y O —BITEIEE T
B C31T L C, CiscoISE & Cisco DNA Center NAIE SN TWD Z & 2HERTHMLENH D £
7,
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ATv T

ATy T2
ATvT3

ATv74

Rys7vren |

EEBIZODA=a—T A a2z ) v 7 LTRAZZERL £7 : [System] >[Backup & Restore] DIJIEIZIZEHR
L\i‘a_(]

[Backup & Restore] 77 « > K {21, [Backups]. [Schedule]. [Activity]. 33 d T [Configure] ¥ 7 23R S i
7

VE— b —=R—ZFT TRy I T v IREFIER I N TN DA, £D/Ny 77 v 7% [Backups] ¥ 7
IZFRRSNET,

[Backup Name] | C, 180923y 77 v 7 hrE LET,
[Actions] #II'C, [Restore] Z&RN L £7°,

B 7a& AH Cisco DNA Center (T A T F > AF— R|Z72 W £, Cisco DNA Center 25 X > 7 F > &
ET—FEKTITE2ETRHLTHE, RIEA T,

[Backups] # 7% 27 Vw7 35&, EFRETLTOBRENERINET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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FAPRE Y NN OEE

i

o BEE (181 X—)

« ARSI (187 =—2)

BN A FDOA A R—/L (193 —2)

T AP RE Y IR DY bT v (196 2—)

e F AP RBZY HANY AT AO—HEL (213 X—)
« VAT LASOFSBI (215 N—)

o Jx—)bA—"— (217 =)

o VAT LAOREER (221 X—)

e T AP RF Y INY VAT LAOEEFEFHE (221 2—)
e T AW RE Y INY VAT AOEEYE (223 2—)
e T AP RHEY N AR O (231 X—)
T AP AFYVINY AT LD N T TNy a—T 47 (233 3—)

TAPFARAZYBRVIE, Ty NT—=T DX H A NI T DR E L GEMOILEME LA
YERUIELES, 77 AXICEENRBETDHE, Fy N BE LRI SN T AH
(R4 b)) BT Z & THRALL F9, CiscoDNA Center TDT 4 WAKX U 331 DEA
E, AP A b, UIANUHA N BROEHEY A FO3 o0 a L R—x N THEESNE
To AA YA BNEVINRYYA NI, BT I T AT ERIZAZ A ODNT N OEEZ
HNET, 777470 A N TRy NT—I0NEBEEIN, 7774794 FCTHEHFSNTZT —
ABRIOF—Y RS —EADKFHO AL —NAX AP A N THEFF SN ET, 77747
HA MR HF T35 L CiscoDNA Center THENWIZ Y = — /LA — =0l S, AFZ N
AVA NEH LT 7T 4 TV A NCTDHIODOMERE AT NFITINET,

WOy 7T, BHEBEETT AP AZ V"V a2ty b7 v 7 L THAT 2 H5EICONT
AL ET,
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L%

F4¥R2YANYORE |

Cisco DNA Center TOF 4 B2 Z Y XY OB AIZHOW TSRS 5 FCEERAELR
‘j‘o

AL YA T APFRZVAN) VAT LERET DL EITHRET DI ODEOYA K,

FIFNVEITIE, Ry NU— 2 2EHT 57 7T 79 A FPELTEMELET, AT A
THA FERETDHEIOWTE, T4 RAZVIRNTDEY v T v 7 (196°3—)
L TLTEEN,

VANV YA R TAFRZV AN VAT LERETDHEEITHET 22 OHDHA

o T74NBRTIE, VAT LADAZ ALY A B E LTHIELET,

RV AN T AP RF VIR VAT AEZRET D EEIIHRETEIDHOYA b, =

DY A M, R~ 2T OY—R—H Y, T—FRvRr—Y R —E 2D
IR S LERA, 2OV A MNaE, BIET 77 4 7Y A MZT 4 FAZ Y HRY Z R
I HFATT DT DIINE R +—F L EFI DY THHRENH Y £3, WTrotA Mo
FEENEAE LSS, BERY A MCE-oTAT Y v b L— RN ERESHET, 20
RIUE, 2 A ROV AT A THA FPHAIZHEE TE R WGAICRET DR H
F£T, TOHEAE, MOV A NRENENT 7T 47 AHE L, 77T 474 MR
2202720 £, CiscoDNACenter Tid, 7277 4 7HA "B FIZ 17T 5 X H 12,
YA FaHALCT 2T 47 A FERZ ALY A FERELET, BERYA O
PFURIZOWTIEL, ARSI (187 X—) SR LTI E &0,

Bk T AP AX Y ANY VRT AMIZY A D EBMTHI12E, &N AA A SO VIP
R EOERERMIEL L CURAT ARG T HZMERH Y £3, U ANV A b EITERY
A MEBERT DERIL. A A A POBGRRFIZAEKR S NS b—7 VL RIET 20BN H
9, FECOVWTIE, TATAZ VIR DBy T v (1963—) B TL
720,

TITATRE VA eT7 7747V A e LTHENTATavR, 8T 51—
Ry —EZXDFR— FNORABABREDH R BEENET,

TIT4THA N BERY NT—VZ2EBLTWAY A , 2O A FDOF—FILCisco
DNA Center {2 X > TAZ AV A MIHGERICERL XL E1,

AL UNARE VA FPEAZ N Y A N E LT T 27 vk A, 777 4 7H%A |

DT =5 DEROBFERLAL A H A hORy b T —7 2EHS 5 — 20
EDZAT INZENET,

« ZABUNRAYERRTET  DBES TV A RN R Z A H A MR D T2 ORHRSA: AT

4 & . CiscoDNA Center IZ X > CZORBEBIZIBITENET, 2OV A "2 AT LDAH
VA A b E LUTCHENLT HITIE, [Action] i T [Rejoin] #27 U v 7 LET,

AL AP A N T I T4 TIA FOT—HBIOY R —Y R —EADERHO a2 E—

ERFFTOVA b, TOZTATHA MRF T DL, To— A —"=2BiaSh, A
BUNRAYA NZT 7T 4 7HA b OREIDGI &P ET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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xumE |

\}

(B VAT ADAZ AL YA FEBERRLTND ZLZRT A
T UNRRENET, TIT 4 THA MDD TRTOT 4 ¥
S Y NNY B AY EBIET B BERH Y T

o 7 x—)LA—,N—: Cisco DNA Center TIL 2 D 7 = — /LA — =P HR— I FE
7T
VAT ANV =TI T4 TYA SR T LTl LR TR R T, AX N
AVA NEH LT 7T 4 7 A MELTHLT DO DMER X AT ) Cisco DNA
Center CHENIZFEITSINE T, TNOLDXRTIFT, ARV NFALTA U DE=
A= T TE=H—TEET,

cFH  FEITT 2 — A —N—%BBE L CHEORZ U RA YA FEFHLWT 77 4
THA FELTHEETEET, M VWL, TE 7 2 — A ——0th (218
N—) BEBRLTLLEE N,

|

BEE « T A —NR—FZIIT T aT T UANFEE S, LW
TIT AT A NTHROT—2ty "B INET, 7
L aT T UAT =X DERRIIHEIOT 7T 4 TV A SIS BAT
SNFEHA,

7 x— /LA —sN—%%_ Cisco DNA Center f > X b #—1t
ANEXTAA ADFERRFEME Y A—LES, ZhiZid, &
BEXI G DT NA ZADEIZIS U T, oo n BB 56
MBH Y E£9, Cisco DNA Center DIFHE A ¥ o —L Iz
NA ZRFMIBET SN TODEGE LRRIC, 72— A —
N ZX o> TR H—=ENTT A ARANRZETTDHE T,
LTI T 4 TSN TAXTT A A% T rE Y3
=TT HILIFTEERA,

c 3B T = VA= N—DBRICRIDT VT 4 T A SR T 4 FRAZ Y I NY AT B
B0 B XILE T, Cisco DNA Center D — B AN —WE E X4, KAETP 7 KL &2 (VIP)
DT RNRNZAZXPMEIELET, ZOIRET, AZNRAH A FEeH LWT 7T 4 7% A b
UL T D72 DB # A 7 S Cisco DNA Center TEITENE T,

o —HHEIE VAT LAEERT DIV A NEYVEEL T4 LY — b ROER A EILET S
DIZ, —BFIZT A P ARAZ VDN Y VAT A EEIELET, SOV TIE, TR ¥
VR AT AO—EE (213 2—) 22L&,

B 0 T =2 A N DI ERIAF S W SE T £ 72T —RHE IREEO A R &
FAPFAZ Y IN) AT BZHLWVAZ A YA b & LTBEMNYT 5%, [Disaster
Recovery] > [Monitoring] % 7 @ [Action] fJ# C [Rejoin] R¥ %27V v 7 LET, F/z,
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FaHREUNNYOEE |
B -s.7vr—avomz

HAE—ELELTWATFT A FRAZ Y IANY O XTF AEERETARELZORY %57
Uy LET,

DROT VT 4T : VAT ADT VT 4 T A FEAZNA YA MEERTD2—H—
WEENTRLOBME, ZOBIETIE, 77 AXRNBEREEZREL. VA BT A FAX VBT D
BIRESM2T L TV B Z 2R L, 220V A MHTTF— X 2E8- L E9,

BEEER © T4 FRAZ Y BN VAT DRICERE LT3 20% A M &HIFRT 5121, [Action]
FHIK C [Deregister] hZ %27 V> 7 LET, BHZAN LTV A FREEZETT DI,
ZOBEEFITT HMENH Y 77,

BT BRI L7277 v a VR EEFITT 5121, [Action] #HIK T [Retry] R ¥ > & 7
Vw7 LET,

VIP 7 RE—V gy ZOF T a AT % &, Cisco DNA Center O JiBHHIZ7% &
SN H =TT, XA H =T A AVIP, VAT LDT AP RAZY XY VIP &
LTCHATEDEIICHERENET, SEMICHOWNWTIL, A A A FOBERICET 5 EE
FIH (196 2—2) O [VIPORKK] B/ a0 ZBBL T EEN,

—

T—RLTYr— 3 0DBE

T—=H LTV r—vary TakRE, TAVARAZIVADNRI AT LEADAL A REU BN
VYA FOMTTF—Z &R LET, oW, BT IVERNHLT—FDE, v b

T — 7 OANIRHARIE, BEOAAL VA eV D NY VA NORISAFIET DA% 72 &,
WL OMDERNZ XL » CTHEZ Y £9°, Cisco DNA Center DEFITT 4 T AZX U BN NRT 7

T4 TR TWBEE, T—2 V) r—va it BET 774 7RY A4+ (X hU—
JEBEBLTND) TOBESLT U r—a v OERICEEL B X EH A,

| B

BE T WA A=RRAELREKR, BEFPEELLYA PRODT v aT 7 AT — 2 3HERE
NERA, VAT EDT 7T 4TV A MEBIEMITA ML, HLVWT V2T 7 AT —4
Ty PEIELET,

WDTF Y FOENREET NG LT, F— I DAL T Y r—2 3 734 LT
e g U REIFENET,

CHWEAT O T4 TR T4 FRZ VU BARY U RTF AOPIIKERR L T 7T ¢ TALDHB T, Y
HNYHA NMCTF—EZRNHDEEAL, ZOTFIVFTIE, AL P A R AYHA K
O TTF—2 D5 L7 ) r— g UM ThiuET,

s DT NA =Nt BUET 7T 1 T A PCRENRET DL, TAFAZ Y BN
VAT LENT 2= NF—R_—% NI HT—LET, TOTVFIVATIE, EENRBELETA
KRRV AT DZHEZIMULIZHRIZ, AL YA eV IR T A NETT =X DR/ LT
Uhr—a N BELET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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c BEOREER  ZUTEF RN TY AT ACEASND T U ATY, BEOENT
2. BHEDT 77 4 7H A N TRAELEFIL, BUED AR X A YA | &flkfea9 [FH
SNET,

TAHRZ)ANIJDOGUIDFES—2 3

W DFIZ, CiscoDNA Center DT 4 VAKX U XY O GUI LT 22 R—x0 b &2 DO

EERLET,
@ Monitoring Configure @
Disaster Recovery Topology Physical @
Status: Up and Running @
@ 11:: A RE;::; ::i::j:;er recovery system is up and running. It will perform replication
=? =* = =? =? =?
;
Event Timeline
o [Sam : o
: » ° : - wi ° ® inprog E @
° > & Manual fail [0}
Manual Failover '
5| EH LR | 5#EA
1 [Monitoring] % 7 : IROBAEEZFATT 25517 v 7 LET,
s VAT LERKT AT A MO MR e T EFR R LET,
« VAT LDBHED AT — X AR LET,
T AP RAYDNRY ZRT EFEITLET,
CHBEETICETLTWAHAIZDY A aFRLET,
2 [Show Detail Information] U >7 : 7 U w7 L C, [Disaster Recovery System] slide-in pane % B % £ 7, §f
HZOWTIX, TAPFAZ I I ANRY VAT ADAT—HADER (186 X—) ZBML TSN,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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B = sx2ur1ys2570025—520%F

5lEH LR &
3 [Topology] : A h&EZD AL N—DBIED AT —Z R %R T VAT LAOFREE MR P EIIWE AR m
UNRERINET,

il bR R EYE R AR VO T, BOOR v I AL, BUEV AT LAOT VT 47 A hEL
THREL TV DY A MERLET,
Bl AR T, HEROBII2 OOV A &S D IPSec b RABEIEL TNDHZ L ZRL,
REDIIT N RXANBIEX T L TWDH I EERLET,
e A FORIBIZONWTIE, VAT ABLOH A FOREE (226 X—2) 2L T LIV,

4 [Event Timeline] : ¥ A7 ADT 4 P AZ U HNY X ATIZONT, BUEETHOX AT LET Lic¥ A

IMFTRCERINET, FEHIZHOWVWTIE, AN NEFALTFTA L DE=L—Y T (224 —) %
ZHRLTLTZEN,

5 [Configure] # 7 : T 4 AKXV NY VAT DOV A NE OB & HENLT D T2 OIC MBI EE AT
LAV vy LET, SOV TE, T4 FRZ VRNV y T v (196 ~—2) 25
LTLZEEW,

6 [Logical] # 7 & [Physical| # 7 : il % 7% 7 ) w7 LT, VAT LD MR LY M Rn T %
vz ET,

7 [Status] fEIEk : AT ADOBIED AT —H A% LET, VAT LORBIZOWVWTIL, VAT LABLOW
A4 FofRfE (226 X—) R LTIE IV,

8 [Legend] : hARuB DT A a2 OEMERLET, MHIEFRRT HITIE, [Disaster Recovery] 7 4 > K7
DETHIZHD 27V v LET,

9 [Interactive Help] R % > : 7 U w732 & slide-inpane 3B &, Cisco DNA Center DFFED ¥ A 7 &5 T
FTHIOOBE EDOTA L AR T VA —7 AN—~DY I RFRSNET,

10 [Action] fEJk : BIFEBHAM CTE DT 4 Y AX U B NY X R RFERINET, BINTEDHX A7 1%, A

FOBENETLTWVANE I DRV AT LADAT—H AL > TR F9,

TFTAHRBZ)ANY ORTFLDAT—E2 ANDRE

FRB YT, TAVRAZ VDAY VAT AOBHED AT —F ARBHCR TS NET,
[Disaster Recovery System] slide-in pane Tld, Z DfFHARIEATHRTEET, 201 %
B <IZIX. ROWFhrZFITLET,

* [Show Detail Information] V > 7 % 27 U v 7 L&, KIZ, slide-in pane TR T — & X & fifg
BT LA haRELET,
FRBRYT, A b Z =TT ZFIEIP T RV AL TZIFFED ) — FOT A 2

W= NVefbiyEd, WA A Tl Ry I AT, U RUDOEAETFBIIHD Y
TEIYV I LET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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Main Site
10.30.199.5  MAIN SITE
Active Role Primary
Status Active
4 Enterprise VIP 10.30.199.51
Main Site Details...

slide-in pane 23(H & | BHE# T 2 %1 MEROARRINET,

Disaster Recovery System X
Status Up and Running
- Main Site
Role Primary
Status Active
Enterprise VIP 10.30.199.51

IPSEC STATUS

Tunnel Main-Recovery = Up

Tunnel Main-Witness = Up

NODE

Status O up ®up O up
Enterprise IP 10.30.197.89 10.30.197.90 10.30.197.99
Cluster IP 29.30.197.89 29.30.197.90 29.30.197.99

GIE7=S s
EBMERELTT 4 VALV ANY Z AT DR, ROBHEZRAF 2L T D 2 & 2 s
LTLEEN,
B R ORISR
'

EE CiscoDNACenter23.7(27 v 77 L—RTBEHIF. Ty 77— RBIZT AP RAZ Y AR
DETNHKEET D L 212, WS ODPDOFIEEFEITTHILENSHY 9, 777 L— RSz
CiscoDNA Center 7 77 A T L ATOTF 4 P 2REZ Y HANYOFE (191 2—) 2L TL
77EU,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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b 3: ORIk
* Cisco DNA Center (£, IRD 2 ODT 4 FAX Y B NYFRELEZYHR— ML TWET,

e 1+1+1 Y 7Y T : 1 DH®D CiscoDNA Center 7 77 A 7T AlIAAL P A ML
THEREL . 2 BT 7I3A T AZ VAR YA MELTHBEL, 32HOV AT
A (R~ RICHEER) 1TERY A P L THELET, ROTFIA4T R L
NR—=Ta MOty N T v 7Y R—KLTWET,

« DN1-HW-APL/DN2-HW-APL (44 =277 75 A 7 A) : Cisco DNA Center2.2.2.x
L%

« DN2-HW-APL-L (56 =277 75 A 7> &) : Cisco DNA Center 2.2.1.x DL

* DN2-HW-APL-XL (112 27 772 A 7> A) : Cisco DNA Center 2.2.1.x LA

343+l Y FFT v T 1 DHD 3 /— K Cisco DNA Center 7 7 A Z T A A VA k&
LTCHEREL ., 22BD3 ) — K7 FRXZT VAN YA hELTHBREL, 32HDY
AT 5 (R~ BICEEER) 3ERY A FE LU THWRELES, ROTFI7A4T A
ER=Va BNy b T v T EYR—FLTWET,
« DN1-HW-APL/DN2-HW-APL (44 =77 75 A 7 A) : Cisco DNA Center2.2.2.x
LR

* DN2-HW-APL-L (56 =277 77 A 7 &) : Cisco DNA Center 2.1.2.x L[

e« DN2-HW-APL-XL (112 =277 75 A 7 A) : Cisco DNA Center 2.1.2.x VL%

* CiscoDNA Center 7 /"7 A TV AT LU Z—F T AR — DA H—T = A AZVIP %
HELTBEEST, 74P AZ VIR TEYA NHERICZ VY —T T4 ARy U —
JEMMHT DD, ZOREPLEIZ/RY £F, [Cisco DNA Center Second-Generation
Appliance Installation Guide] T, KD FE v 7 ZZH L T &0,

e LU —T T A XIR— b DFEMIZ OV T,  [nterface Cable Connections] @ k& v
JHEZHL TN,

s LU H—T T A4 AR — FOREDFEIZ OV TIX,  [Configure the Primary Node Using
the Maglev Wizard| & 721X [Configure the Primary Node Using the Advanced Install
Configuration Wizard] @ FE v 7 ZZML T 7230,

TAYPTALZ Y IR H AT HFITTEDLLHIIT, Ry NT—FVEFBHE -V —%2EID YT
TBEFET, ZOMEICIE. ZOBELVO2—F—1LNT 7 EATEERA,

WROWA N &S5 Y 75 1 Gbps T, RTTEIEN 350 S UMLL T CTH D Z L 2
ABLTRBEET,

c AL A R EY IR A R
« AL A b LB A
« UBARY A b LR A

CiscoDNA Center ') 1) — X 2370 B L U 2373 EEEHA K
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o — RR—F 4 FEAEZEZ 1 LKL, AA VA FEVIARNY YA bOW I IZ[E CREAE
A LAR—ILLTEBEET, ZOANBA LA F—LENTWRWE | P A FDOBGRITIAL
L\iﬁ—o

\}

(G¥)  Cisco DNA Center [T, B8k ~7 10 2AH |2 Z OFEHEAEHY A
ICHEMIC a2 — L £,

AA YA REY TN A FPEATLTXTOIPT FLA (Rl 2 =774 X
R—FOERMIPT KL R) L& KA A 4 (FQDN) RNZOEHAEICEENL TS
T EEMERLTLIEIY, 2, FEAED [keyUsage] /37 A — ¥ |Z [nonRepudiation] &
[DigitalSignature] 2MEE SN TWDH Z & 2R LE T, — =7 4 GEAFELELT D
FEIZOWTIE,  [Cisco DNA CenterSecurity Best Practices Guidel| @ [Generate a Certificate
Request Using Open SSL] Z#Z&M L T 7Z &0,

+ [Cisco DNA CenterSecurity Best Practices Guidel] @ [Disaster Recovery Ports] b & > 7 |ZF2
WENTVWDTRTOR— FEHNTEEET,

AL YA e AN YA FORHIRES

e AA YA REY NIV A FOWHNREUED ) — RTHER SN TWALENRH D F
4, Cisco DNA Center TlE., ZOBEEEHEE- IR NWT A FREZ Y IANY S AT AEBEEL
TT 7T 47 THZLIxTEEEA,

e AA YA NEY IR YA FOWHFTIZONT, [FUED =27 %D Cisco DNA Center 7
TIAT VATHERT HMERDY T, DFEV, 120%A hE56 a7 FH2HMT7Z
ATV ATHRL, b9 DOV A 2 12aT7 7T I7A4 TV ATHERTHZ LiiTax
Hh, WOFIZ, TATRAZY IR EYR— T BT T ITATUALEENTNLDY A
MBS ERLET,

H7R— k&4 5 CiscoDNACenter 7 754 7 | VR IHRES
3
FIHRBLIOE 2RO 4 27T 774 * DN1-HW-APL
(e « DN1-HW-APL-U
« DN2-HW-APL
« DN2-HW-APL-U
FoWRS6 a7 T SITAT A « DN2-HW-APL-L
« DN2-HW-APL-L-U
Eo2R N2 27T I T A « DN2-HW-APL-XL
« DN2-HW-APL-XL-U

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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Flo. AA YA ML VBN YA RA[E C/3— 3 D Cisco DNA Center 2 17 L TV
LT LEMERELTIESN,

e AA YA NEVINRYY A FOEFE T, EAAME (HA) 2R ELTANCILTRBEE
T, TNNREINTWARNE, 26DV A FOBFITRIM L E3, >V T,
BH D [Cisco DNA Center High Availability Guide] %#Z M L T 72 &0y,

|

BEE Zhit. 3/—F ey N7y FIcoArEHIsnEzd,

c AL A FEY I ANY YA OEFRIGHRABIEE (FIPS) T— FRENF L THLH Z &
EMEEBLE T, FIPST— RB—FH OV A FTHMIL>TNT, b9 KOV A b THELY
2725 TV DA, BEE= 7 —BNRETT 4 FRAZ Y HNY AT KOG KB L
9, FIPS &— ROFEAMIZ- DU CiX, [IP addressing mode used for the services] i D FH] %
ZM LT 7Z & ( [Cisco DNA Center Second-Generation Appliance Installation Guide] @
[Configure the Primary Node Using the Maglev Wizard] hE v 7 iZH D £7) |

AR—F— = vxAf 7ua bzt BGP) ZFEHLTUATLADOFIEIP 7 KL A — K
BT RNREAXTDHEERNE. ALY A REV IRV A FOERA N——H TV AT
LD HE =TT X IP T FLAZRETHLERNH D I, ANTHLENRD D
JEIT., ROFID X S22 F£4,

REL BGP (iBGP) MDEREHI

router bgp 64555

bgp router-id 10.30.197.57

neighbor 172.25.119.175 remote-as 64555

neighbor 172.25.119.175 update-source 10.30.197.57
neighbor 172.25.119.175 next-hop-self

21 % D
¢ 64555 1L, FAN—L—FZDuar—H LB LN E— |k AS FHTT,
©10.30.197.57 (XA NXN—=L—HDIP T KL A TT,

©172.25.119.175 1. VAT LDTZ L Z—TF T4 XRMEIP 7 KL A TT,

5\&F BGP (eBGP) MDE&E4HI

router bgp 62121

bgp router-id 10.30.197.57

neighbor 172.25.119.175 remote-as 64555

neighbor 172.25.119.175 update-source 10.30.197.57
neighbor 172.25.119.175 next-hop-self

neighbor 172.25.119.175 ebgp-multihop 255

SO
c 62121 [T, RAN——F D —TH)VASFEHFTT,
© 64555 X, XA N—L—Z DY E— K ASHFTT,
©10.30.197.57 TR A X—)L—FDIP 7 RL A TT,
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7w FJL—F&hi=CiscoDNACenter 7 754 7V RATDT A HREZ ) hN) DERE .

©172.25.119.175 1%, VAT LADZ L EZ—TF 54 XRMBIP 7 KL 2T,

*BGP/L— KT RNRZ A XA NEHHIZT D56 (RIOHEBEZSR) | "7 r—~<v A%
M &% 72912 CiscoDNA Center ~D /L — N2 T 4 W Z UL T+ AHZ L 2HERELF4,
T4 NE ) T EITIICE, ROFBEEATILET,

neighbor system's-Enterprise-virtual-IP-address route-map DENY ALL out
|

ip prefix-list DENY ALL seq 5 deny 0.0.0.0/0 le 32

|

route-map DENY ALL permit 10
match ip address prefix-list DENY ALL

BEfRY A FODENHRES
o YA FEFRANT AR~ N, HIETH 2.1GHz =27 & 2 DOf4E CPU, 4GB
D RAM, BEL10GB O/~— R KT A 7HE & #5688 L 72 VMware ESXi /A 73— /31
N—=T g T0LUBEEETL WA 2R L TREET,
e RXT Vw7 T9 RTOERY A FORBIZYFR—FSNTWETA,

BV A PEAAL YA FBERY DAY YA b EIFHIOSGANICHEL, T O DT
YA PO EEMNETHL I LEMRELTREET,

c RV A DT 7 R AFREIR NTP = "—ZREL TBEET, ZONTP ¥ ——%
AL YA B E YT ANYIA B THEHASND NTP ==L AT LLENH Y 7,

« EEAR A ML EBROHIEIEOK 50 Mbps 2 L9, 2 oHEiE I, SICEEY A B
LT TA=VIAR R, A FE DB (WAN, LAN, 77 A _X— hElfE) =41
TNWfERHENET,

7y TS L— K&t CiscoDNACenter 7 7S A 7 URATHDT A HR
21)HINY) DERTE

VAT AN EF/N— 3 D CiscoDNA Center (27 v 77 L— R LEBRTTF 4 PR Z Y R
ZIEFIZRET DI, KPS CTCRO FIEEZFEITLET,

SF A

ZOVFIXETIE, TFITAT U RIIA VA M=)V ENT=HKA]D Cisco DNA Center 73— =1
F2IXx EVAIDONR—Y 5 o CF, TI2T, 2.1x» gwfﬁ/\~y5 NCT I T L— R LET,
T T T —FREIZT 4P AZ ) BN RIELLEEET DX 012, ROFIEEZFEITLET,

RTYT1N T7T7A47T AT, BUED Cisco DNA Center D/N— 5 N BRHIN—Va N7 v 77 L—RKLET
( [Cisco DNA Center Upgrade Guidel] &) .
RTYT2 T=2ERNy Ty T LET (5IST—2&2"v T v7 (176 =) 2BH)
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F4HRBYANYOEE |
. IZDER

ROFNETT TI7AT VAR~ DT = FPERITMEREND 2D, RNy 7T v T T 7 A VR E—
F—N—ZHDZ L MR LET,

RTYT3 TTIA47 2 ATHH/N— 2 > O Cisco DNA Center f A — %A A b—/L LETF ( [Cisco DNA
CenterSecond-Generation Appliance Installation Guide] @ [Reimage the Appliance] % &[&) |

RATVTE RNy T 9T Ty ANINLT =2 %L LET (N 77 v 7nb7T—2%n (17185—2) 2ZMH)

ATYTE TAVFRZYANY VAT AORTEIHESE T,

o)A 2
ZOVFIFTIH, TTI7A4T 2 RTERMNTA A h—)L E 7= Cisco DNA Center D/3—3 g
NILETD 21x TLED, HiONRN—2g LT v 77 L— R A30ERHY =9, (ROF
6% 4T L ¥,

2T T1 BEHY A A A F—L (193 2—)
ATV T2 FU4FRZY IR DEY hT v 7 (196 2—)

F4HRA1) AN EEEREDEM

Cisco DNA Center (%, X.509 FEHHE & il 2+ — D Cisco DNA Center ~D A ' 7R— k& A b L —
CEYR—PLET, T4 RX YV DANVEERERZ, 77 AXNBEIHERAINET,

R CA 7> B FE4T S 2 A 5078 X.509 FEMIE 2 B3 2 35036 0 37, FEIIFHIATA 3 5 RS
B —IZHIE LTV D RERH D F,

)

6= * Cisco DNA Center TEI T2 D LRI CREHEEZ T 4 FRAZ U I ANY 27 L CHEMT 545
HlE. SOFEEAFy S TEET, FEAEFELZRET D551, [Use system certificate for
Disaster Recovery as well] &= v 7 7R v 7 A% F4 1Z L £ (Cisco DNA Center —/3N—3E
HEOTH (97 ~—) =22M) ,

o T A WAHK Y D NYFEHEOELOFEMIZOWTIL,  [Security Best Practices Guide] %%
L colrzaw,

AT EEBCHDHZA=a—T A a7 ) v 7 LTREZRIR L £7 : [System] > [Settings] > [Trust & Privacy] >
[Certificates] > [Disaster Recovery] DIEIZER L £,

AT w72 [Add Certificate] #83k C, Cisco DNA Center (21 >R — b T BFEHED 7 7 A VERXF A TEBEIR L E,
*[PEM] : 7T ANV — U N AN A=)V 77 A VX

* [PKCS] : AR F —ME S bR 7 A LB

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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AT w73 [PEM] IR L7786, ROX A7 34T LET,

a) MWFAERINTWDEMICIPEM 77 A V&2 RT v 77 FRey 7 LT, iEAELZ A o R—FLE
D

G¥) PEM 7 7 A /VITIE, A2 PEMIERDILET (pem) MUHETT, FEHEOR KT 7 A /L
P4 X% 10 MB T,

Ty Zu—RICET DL VAT AGEHESRIESNE T,
b) [PrivateKey] I T, MIHZR RSN TV OEBRICHAE T —E2 T v /7 FRRry 7L TA AR —FL
£,

GE) BT —ITIE, AR X —BAOIERT (key) BRHTT, BEF—ORKT 7 AL
YA ZIT 10 MB T,

Ty Fu— RICET D . REX—PBREESILE T,
c) WUIRATvarvAhREZLEI Uy LT, WMEX—2REET 20 EI20ERELET,
d) WEX—ZWSLT 586, [Password] 7 4 — /L RICBE X —D/XAT— K& AT LET,

RATY T8 [PKCS] ZIBIRLIZGE, IROX AT BFITLET,

a) WAL RIATWDHEIKICPKCS 77 A VA2 RT v 7T RRey 7 LT, ifEL A R —FLE
—g‘o

G¥) PKCS 7 7 A /Wi, Axh72 PKCS LR DIEIR T (pfx £721%.p12) BETT, GEED
K7 7 ANYA XL 10MB TT,

Ty Zu—RIT 5L, VAT LGEHENREES N E T,
b) [Password] 7 4 —/L FIZ, FEBHED AU — RZ AN LET (PKCS D)

) WEIRATalARELEIY v LT, EX—ZKEETH2NEIDERBELET,
d) WEX—ZE5{LT 5% 6. [Password] 7 4 —/L RICBE X —D/XAT— RE AL ET,

ATw 75 [Save] #7 Vv 7 LET,

Cisco DNA Center —/3—® SSLiFHHENEE W b5Nd &, BEIMNICe 77U hENndH, HEo S
AT AHEVENDY £7,

BERTA DA VR =)L

FAYPFRZY INY AT AOERY A e UTHRET A RB~ S V2R ET A2, ROF
JIEZ 4T L £,

ATy T BEHY A N TFETL TS Cisco DNA Center D/N— g UNIEAHD OVE Ny r—T % F o — R LUE
7,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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B =sv1r0oroxr—n

a)

b)

c)

https://software.cisco.com/download/home/286316341/type % B & £ 97,

GE) ZOURLIZT 7 EATAIZIE, Ciscocom DT H DY MBKETT, T h vy SNOERS
EIZOWTIX, ROR—UZZML TS E SV, hitps://www.cisco.com/c/en/us/about/help/
registration-benefits-help.html

[Select a Software Type] #Eli T, CiscoDNA Center DY 7 v 7 =T V7 %7 Y v 7 LET,

[Software Download] ~<— U M B HF S 41, CiscoDNA Center DV V— A CEHAREER Y 7 h T =T O
YA RNNRERRINET,
RONT NN EFATLET,
« LBE72 OVF Xy 77— (*ova) DT TICER RSN TWDEAEIL. £ [Download] 71 22 % 7
Uv 27 LET,
e [Search] 7 4 — /L RIZB#E T H =V a U FEHZEATIL, TS =2 a XL TEDY I &7
Uo7 LT, 4T 561 3—2a  OOVF Ry — 2t s3 % [Download) 7 A 2> %27 U v 7 L
\i—a—(}

ATY T2 ZDyr—T %, VMware vSphere 7.0 LIfEZ AT L Cnbpa— b~ iliat—LET,
AT 73 vSphere 7 7 A 7> ~C, [File] > [Deploy OVF Template] % 3&R L %9,
AT 74 [Deploy OVF Template] 7 4 ¥— R&5% T LET,

a)

b)

d)

v 4 ¥ — KD [Source] B T, ROFINAEZFATLET,

1. [BR (Browse) 127V v 7 LET,

2. BV A FOOVF Ry r— (ova) ETBEHLET,
3. [Open] %27V w7 LET,

4. [Deploy fromafileorURL] 7 f —/L R C, Ny —UO/RANERINTND Z & AR L, [Next]
7V 7 LET,

7 4 % — K [OVF Template Details] [ 23 B & £ 9,
Next>% 27 U > 27 LET,
¥ 4 % — K ® [Name and Location] H[fi C, ROFIAEFETLET,
* [Name] 7 4 —/L N2, Ao =V L TRET H4A1E AT LET,
* [Inventory Location] 7 4 —/L RC, Ny r—U%FET H 7 4 VX 2R IRLET,
*Next>%7 U > 7 LET,

v 4 Y— R D [Host/Cluster] [Hj [ 23BH & £97,

B LIET U — NEFTTHRANENEIZ TAZ %7 V27 L, Next>| %227V v 7 LET,
7 4 ' — KD [Storage] Hi A3 & £37,

B~ 77 ANERETDHIA N =Y RTIA4 T2 27 ) w7 L, [Next>] %227V w7 LET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K


https://software.cisco.com/download/home/286316341/type
https://www.cisco.com/c/en/us/about/help/registration-benefits-help.html
https://www.cisco.com/c/en/us/about/help/registration-benefits-help.html

| Fav¥r2URNYOERE

ATy TH

f)
2)

h)
)

gav1 ros oz -1 ||

v 4 Y— R ® [Disk Format] [ 25 B & £ 9,

[Thick Provision] 77> a AR Z %27V v 7 L, [Next] &2 Vv 7 LET,
¥ 4 $'— RO [Network Mapping] [#ijfi T, RO FMEZEITL TS [Next] 227 Vv 7 LET,

1. [Destination Networks] #iICY A RSN TWAHIP T KL A&7 U v 7 LET,

2. FrEhlebkuny 7o VA MC, EBLET T L= MCHERATLI Ry N —7 28R E
b@‘o

¥ 1 #— KD [Ready to Complete] B A E . AT LT R TORENPERRSINET,

[Power on after deployment] = v 7R~ 7 A% A 2L, [Finish) 227 U v 7 LET,
[Deployment Completed Successfully] 1 7 &2 7R v 7 ANBHAWZ G, [Closel] 27 U v 7 LET,

Bt A boxy NU—IREEZATLET,

a)

b)

<)

d)

e)

RONWTNNPZEFATL T, F LT~y oary — L afE £,
svSphere 7 7 AT FD VR SInbAAE~T %27 U w7 L. [Open Console] %R L F£ 5,
« vSphere 7 74 7 > kD A ==—"TC[Open Console] 74 2> %27 U v 7 LE7,

[Witness User Configuration] 77 ¢ > R V3B & £,

EHEL—Y— (maglev) O/SAT—REZANLTHRMAICH I —EANL, NEMHLTRICHERE
—é—o
WOBREENTI L, NZHLTRICERET,

cIPT7 FL A

AR~ D IP T RLAICEEMT O TND Ry b~v A7
T ITHNRIT = T =ADIPT FLX

« (FFvay) EIEDNS H——DIP 7 KL %

MP%~A~®7vaitifxk%%louhlﬁb(@ﬁ@%ﬁ@ﬁyvfzﬂé)\s%ﬁ
THREZXELET, BEHY A bORENBBEINET,

1 DU EDONTP 7 R AFE2IIA A MBI KLETT,

B A MZERELZIP T RLAICSSHAR— 22 i L Tue sl AL, BREVNET L2 &%
R LET,

G¥) ?’ T, BEHA A N VM T maglev = —F—HICRESNT/NRT— FE2EBTLULERH S

Al EHED Linux passwd 2—7 4 U7 4 ZEH L ET, ZHEITHRNCT 4 FRAZ Y AN
)/XTA%*ﬁFE#éb%i%@iﬁh Flo, NAT—=REETLTH, T4HAZY
13 BAEICHERE O EITH Y £H A,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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B = szx2unvotyr7y7

—

T A

HX2)AN)DEy b7y T

Cisco DNA Center BB CTOT 4 B A X U 1N OF%EIX, 2 BEEO T 0 v 2 TH, KHIOEERE
E. TAPRZ U ADNY AT LERRT DA NERETHZ LT, 2FHOERIX, v
AT DT I T 47 LT, TATAZY IRV EFNITDHIETT, BTTH2ULEOHD
FIEOFHH, BLOZOT o ARICHET HAREMEOH H T — & ZDXFIEZ DN T
i, Z0B7arO Ry 7 E2BBLTLITES N,

A YA bOBREKICET AEREIER

TAFRAZYINY VAT DAL A NEBEGET DRI, IROEEEDH A HEEZRET S
VBN H Y F7,

[VIP Promotion]

Cisco DNA Center BFAAICRESI N X —T FTA XA F—T =2 AVIP BV AT LD
FTAPRZYINYVIP & L TERATENE I MERETDHLEND Y £, VIP S5, &
DEANT R TYUILFE L2HAICOLEY) T,

« BETF D CiscoDNA Center f & AKX VAN Fy NU—J ZEBLTEBY, T XTHOT /A A

WA LVAR L ADT U H—T T A AVIP THEMRINTWDLT T 77 44— /L RERRH Y
T, TOAVAFVAE, TATAZ I IRV RTEADAAL YA &L THRELE
‘j‘o

WMEFEOZ A —TTFTA R AL E—T 2 A AVIPT RLAE, AAL P A EUIRRYH
A FRFET D200 F —F v Z—WT—FnbiFIcEE x4, ZhitdsE. 8
MOF =B o Z—hEETAIEL 2y N — 7 OSSN ET,

CHLWT AP RZY IRV VAT LD Z—T T AR A H—T = A AVIP DEE,
BEEDTNA A% BRET HHLEITH Y 8 A,

VIP A8 2 58801, FIE2b TYes] A7 arvRZ w22 )y L, ALY A D
Bk (197 X—2) TFEIME2b D 2e #5E T LET,

W=k T EREGAL XA N F T3>

WIC, BETHEMTHL—RT RRZALRAL N F Ty a b BRETLHILERDY T, T4
PREZYHGNYDEZRHHDI DT, 72— d—NR—=RNRELEEZETH, T AOHF 1
BV a = S ENE LTI e kY N — B EZRREICT A Z ETT, 2T, T o
PRAZY I NY AT LOBHEDT 77 4 7% A4 NTHEIMICRESND 70 —TF 4 7 VIP
IRETHZLICE - TERAEINE T, 72— A== LT 572N, ZDOVIP (ZD
BECEHT AP AZUARYVIPE LTEK) I, RIOT 7T 4 7% A b7 U7 S, #r
LWT 7T 4 7% A PTRESNET, TORR, BUEEDOYA N7 77 ¢ 72 BEfRZe
<, Xy bT—=7DF XA AL CiscoDNA Center » HE LFRITAZ ENTEET, A A VA
FOXERE (197 %—) OFIA2g 25T T EXITRINTEH3 DD/ — K 7 RAF A X R
YEATarnbn EI,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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» [Border Gateway Protocol (BGP)] : Z DA > a id, IFEAEDT 4 FAZ Y H AN R
TLATHRINTEBY, 774V P TERIRSNLTWET, BGP/L— 7 RAZ A XA |
W&V, VAT LOBUET 7T 4 TV A MIHEEICT 78 AT LI LR TEET, Zh
X7 == VA= "= DR ERITEHEIT 2D £7,

BE ZoFA7valrEHEHTLIEAIE. ET (AL A RE U AN
VYA bORHESRM B2 v ay RiESEME (1872—Y) FE>
712 ET) KEDO2HOOESGEXZTHHIN TS FIEESE
TLET,

« [Disaster recovery VIPs without route advertisement] : /L — F 3 BGP 2 L C7 RKX% A4 X
SNV AT LOFIBIP T RV AEZRET H5EIE, ZOFT v a v E2@RLET,
COFTvasid, ALY A L VANV HA FOBTGH, AT LD 71— 8
IP7 RLVAPFET DY 7Ry MCT 7B ATEDLT— A —IZB LTV T,

* [No disaster recovery VIPs] : Z DA 7' a V2T D L. A MIEEINTAAEIP 7
RURB, 2OV A MIBT DT A ATHEMICRESNE T, 7 =— /A — =735
ET DN, TNHDOEMEIP T RLANRT N, A THREINET,

A YA FDER

VAT LDAA YA P EBET DT, ROFIREZFEITLET,

1R BRI
e AA YA FOBGIZETHEEFE (196 3—) ZHERFAHATHDLZ Ea2ifENDTL
722N,

e T AP RZY DN AT EDAAL YA FE U B ANY WA NINTEFET D Cisco DNA Center
TTITAT AR T AZDOEEIE., WOFIREZFETLET,

AU I T T ATV a— T ax e —NR—%RELET, VAT LET Y
T4 AT DENC Z DU E TR0 E . T == A — =N AELTU DY Y og
NRT 7T 4 7 A MTlo7oBIC, THB 200 ELE HERET HMLENELF
ﬁ‘o

o KV A NEIRD NFS T3, AZ4FT NFS N 7 7w TEREZMR L 7,

RT9T1 EEBICHIZA=a—TAar%7 ) v 7 L TREEIR L E7 : [System] > [Disaster Recovery] DJIEIZ R
L C [Disaster Recovery] ~— & B & £7,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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ATvT2

FAHEREY NN OELE

= Cisco DNA Center System - Disaster Recovery Q ® s 4
Monitoring  Configure
Disaster Recovery Topology Physical

Show Detail Information

Status: Unconfigured

Main Site (7 Recovery Ste
Please complete registration for all three sites in the order of Main,

Unregistered Unregistered Recovery, and Witness. Then configure/activate the disaster recovery

=2 =2 =2 system from the Main Site.
=] =] =]

Witness Site

Unregistered

=

Go to Configure tab J

7 7 4V K ClX, [Monitoring] % 7 2RI S L TWVET,

AA YA bR LET,

a)

b)

[Configure] # 7% 27 U v 7 LET,
[Main Site] 7> 2 VAR Z ANET TITER STV DRERH D £7,

= Cisco DNA Center System - Disaster Recovery ® @

Monitoring  Configure

Set up this cluster to be the @ Main Site (O Recovery Site

Status: Unconfigured
Convert the cluster VIPs to the disaster recovery VIPs >

o v O Mo Please complete registration for all three sites in the order of Main,
os ecommende: . 6
Recovery, and Witness. Then configure/activate the disaster recovery
system from the Main Site.

Reverting to the original state after cluster VIPs are promoted is a lengthy process involving manual steps. Make sure that the replacement VIP addresses
are unique and are in the same enterprise and management subnets as the original VIPs respectively.

Turn the cluster enterprise VIP, to the disaster recovery enterprise VIP

New main site enterprise VIP*

@ Turn the cluster management VIP, to the disaster recovery management VIP

New main site management VIP*

[Convert the cluster VIPs to the disaster recovery VIPs] fEIk T, IROWT DA T v a Vv REZ %7
Vw7 LET,

P TABEAAL YA NELTHREL, 2D TAZITHERHIAILTNDT A AR P 7 R
LVADER 2 BERNRET DITIE, [Yes] 27 Vv 7 LEd, Ziud, 7 7 AFITBHERE &

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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d)

e)

rqot4 rozi [

NWTWDRABIP 7 RLAZFHESE, ZNOE2T AT AZ Y I NY VAT LD T a— Ul
IP7 RLAELTHIDETHZLIZESTHERALET, ZRHOT A ARER SN TNWDY T
ABZTT A PFRZY IR ZHENNCT LT, ZOF T a2RIRTHZE2BEIDLE
T ZOFT v arEEBRLLEWVES, BTILWT P AZ U B ANUEMBIP T RLALBEET S
Ol INEDT AL AEFHRETLILERSD 9, ZOF T v a VERRT IG5, &
DFNEZEFITLET,

1. [New main site enterprise VIP] 7 4 —/L RIZ, %A hDZ L Z—TF3 4 XXy NT—27 DF L
WERAETIP 7 RL2AZ AN LET., ZhICEY, ABT27 FLARESHBIONET,
DT RUABRELEHEHIN T RN —EDT RLATHY, LEIOFRBIP 7 RLALFET
TRy MZoHDHI EEMHERLET,

2. (#7323 ) [Turn the cluster management VIP, <IP-address>, to the disaster recovery management

VIP] F=v 7Ry I AeAd Nz LET,

3. (A7 =z ) [New mainsite management VIP] 7 « —/L N2, ¥ FOEER Y NT—7 D
FULWERBIP T RLAEZ AN LET, ZHUITED, FETL5T7 RLAREER|I GNET,
ZOT RLARELEFER SN T RNW—EDT FLATHY, LUFTOHEMAIP 7 FLX &[H
CH 7y MZhDZ L ZERLET,

AARIP 7 RV ADEE R T A AUBERE T, FTAXEAL YA FELTEETHIC
X, Nol#27 Vw7 LET, ELEEDOT A RTHEERE SN TR, F23b DT A 2
WO SN TWDIH LW FAZ L, ZOFTva 2B LEd, ZoF7Far
REIRT 25813, AT v 72 ITHERE T,

[Action] B T, [Promote] %7 U v 7 L £,

[Disaster Recovery VIP Promotion] %1 7 1 7 3B & £,

[Continue] #7 V v 7 LE T,

Cisco DNA Center [T, AJJL7ZARABIP 7 R L A& MFEL £,

[Details] fEIRIZMRFEA T — X ANFRSINET,

T ANLET RLAOWTNDORIES THLIHGE (7 RLARNERTAT RLALRI U7 Ry
MIHFHELZWAREERH Y £77) | BEREEZITWV, AT v 7 2 20K LET,

c ANLEET RUAREFIKRIESND &, TAFAZ Y INY VAT ARIZEESINDHT T
DOEARIP 7 K L A7 [Details] fHIRIC TR R EINE T, ROAT v S IR ET,
WO % [Site VIP/IPs] fEBIC A L £,

s [MainSite VIP] : 7277 4 7% A DI FAHX ) — R Z—T T4 X3y NU—T7 OO
FT7 497 BEETHIRIEIP 7 FL A, Cisco DNA Center Tik, D7 4 —/L RIZT AT LD
THFEICESWWTATTENET,

s [Recovery Site VIP] : U BNV H A DI TAK ) — R Z—TF T34 X 3y NU—7 OREO
NG T4 D EERT LA —T T4 XEIP 7 KL A,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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* [Witness Site IP] : Bifil¥ 1 hORB~ v b =TT A X Ry NT—=I OO NT 7 4 >
I EEHTHIPT RLA,

EE AN LIT RUADRBUEREEMRECH D Z L AR L ET, BETEIRVWES. VAT
LY A OBEITREL £,

GE) FIA 20 3 L ON2) ORI OALEDORES T, [Reset] #7 U 7 LT, ANLTETRTORES
IYTCEET, ZOH, AL YA FEBET AN, FHE2A E# 0L TELVGE
EEANNTHHNERH 7,

g)  [Route advertisement] fHI T, OWT DA T arRE %27 Y v 7 LET,
« Border Gateway Protocol (BGP)
L= b7 ENFAL XAV NELDT 4 HFRZ1) AN VIP
* [No disasterrecovery VIPs] : Z DA v a v RE2Z %7V v 7 T 55E1F, FIA2k IZHEA T
I,
h)  HIOFETHRYD 2 >OAT v a rREONThnze s Y v 27 LIcgE1E, [Enterprise VIP for
Disaster Recovery] 7 4 —/V RIZEZ AT L ET,

IOT7a—T 4 IRBIP T RLAZRELTBLL E, XYy NIT—I DT 7T 4 7% A hELTH

EEEL TV DY A MCEBINICEIY Bx TERSET, ZO7 RLARE, T4 FAZX U Y

VAT AREZ U AT IFTAR Ry NI DD N T T 4 v 7 BEBRLET,

GE) + [Border Gateway Protocol (BGP)] A7 > a v AR&Z &7 U v/ L, BEHMEIP 7 KL
A ZFE LIeWIGAITE, FIE 25 IR E T,

» [Disaster recovery VIPs without route advertisement] % 7 U »~ 7 L, FELMHEIP 7 F L
A BE LRWERIE, FIE 2k IC#ERET,

i) (f£&) [Management VIP for Disaster Recovery] 7 4 —/V RIZfEZ A L7,

ZOT7R—=FT 4 TEBIP T RLAEZRELTBL &, Xy NV—I DT I F7 4 7% A & LTH
TEEEL TV A YA MZHBIMICE D BEx GERASNET, 207 RLRIE, T4 FRAZ Y BN
VAT LEEBEX Y MU= OO NT T 4 v 7 2R LET,
i) [Border Gateway Protocol (BGP)] 7' a U ARZ %/ U w7 LIEHEIE V—F T RRZ A XX
N ERNZT DI DITBBERERE AT LET,
+ [Border Gateway Protocol Type] fEJk C. BGP &7 2HAIZHMES ([Exterior BGP (eBGP)]) & v =
Y EMESLT D, NI ([Interior BGP (iBGP)]) v a VAT D& ELET,

* [Main Site Router Settings for Enterprise Network] fE# 35 &2 U} [Recovery Site Router Settings for Enterprise
Network] fHIk(Z, T A P AZX VIRV AT EDAAL YA eV IR P A MIFRESNT
WL B =TT ZFABIP T RV ADT RNZ A XD 7|2 Cisco DNA Center 23MEH 9% U
F—PMV—ZDIPT RLAZANLES, £, —FDVE—FBLUPr—U/LASESDH
ANTTLET,

ROFITHEBE LTI IZ S0,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K



| Fav¥r2URNYOERE
2144 ragcozs— [

cBMDOY T— F—Z EZRETHHEIE. [AAD] ) TA=2rw227 )y 7 LEd, 34 D
LR R 2BON— R EHETXET,

cASE B EANTIHEEIL. 1 —4,294,967295 ODFPHAND 32 By "OF SR LETHDLZ
LERERLET,

« [iBGP] A7+ a &8R4 % &, Cisco DNA Center [T — /L AS FK 5% U E— b AS HK 75
ELTANLIMEICBEIMICEE LET,

cHIOFNECTEIAEIP 7 R L AZRE L7-%E 1L, [Main Site Router Settings for Management
Network] 35 L UF [Recovery Site Router Settings for Management Network] i & &~ S 41 %
4, Cisco DNA Center CZDIRAEIP 7 KL ADT RARZ A R END Y T — hL—X&
BT 2 e tEwR e A LET,

k)  [Action] fEIk T, [Register] Z#7 U v 27 LT,
[Disaster Recovery Registration] % 4 7 12 7 3B & £ 7,
)  [Continue] %7 U v 7 LET,
VAN YA FBIOERY A R 2 AL YA MIBERT DT DITHE R h—7 U PERSIVET,

AT 73 [Details] 81k T, [Copy Token] %7 V v 7 LET,

= Cisco DNA Center System - Disaster Recovery Q ® ¢ 0
Monitoring ~ Configure
Disaster Recovery Topology Logical Physical

Show Detail Information

Status: Registering
Main Site Recovery Site -

The system is in the middle of registration process. Note that the
Initialized Unregistered registration must be done in the order of Main, Recovery, and Witness.

=2 =2 =2 =t =4 =4

Details

The second step of the three-step registration is to register the Recovery
Site. Copy and enter the token below to the Recovery Site:

Witness Site

Unregistered

=]

A YA FBETODIS—

VAT EDAAL YA FEBET D E I T —RRETIHEANDHY ET, ZOIE Y I T
X, YT HET— L ZOMUFIEIZOWTHALET,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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Bitg 147

RITSN-#REL

IS—DER

VIP DEI5E rIHEME

UARU A FDR— | 443
TTCP Y77 v haBA< Z &N
TELMMEI MM L E
ﬁ‘o

UBNUYA SO VIP Y H
23U %1k ® Cisco DNA Center
A VAB U ARITRE S LT
TUH—T T4 XVIP L —
LTEY, 2420 A M5
BIEFRETH D Z L 2R L
TL &,

B A B OR— | 2222 T
TCP V7 v bz ZENT
EOMEI MR LET,

B A RODIP T L ANIE
LLBRESNTEBY, ALV
A MO EERGETHD Z
EEMERLET,

. CiscoDNACenter ') ') —X 2370 8 L 2313 EWEHA K
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Bitg 147

RITSN-#REL

IS—DER

TR =TT A A LOVEH
A B —T A AVIP ORE
A REME

WOBREZHRL T, =

B—TFGA XA B —T x4
AR TT 4 FAZ Y HNY
VAT LD VIPIZRETE 5
MNEIDERHERLET,

s T AP REY SINY A
T LD VIP Hlizm o Z—
TIAR A HE—T A
A TER I NI-EFL—
I

CEH=TTARA
F—T A ATRESN
774NN TF— U=
“®

B DEFZDOWTIL G FE
L72WgE, MEEZREL £
R

TAYPALY NY VAT A
DT HZ—TFF 4 XVIP HD
TZUH—TTAR A H—
7 A ATHPINL— N EESR
FTHI, m BT TR A
VE—T oA ATF 7 4k
TF—h A EERLET,

WOEFZIRBR LT, FHA
YH—=T A AFHATT 4%
AH Y TN AT LD VIP
WZEFETX D0 E ) D E R
LET,

e T AP AKX Y NY A
T LD VIP HIZEBEA

F—T = ATERIN
ToHE L — b

EHA =T 2 A AT
RESINTZT 74k
F—hrUxA

INHDHEFZONTIN G FLE
L WGE ., BEEIFR L £
T

T AP REZY HNRY AT A
DEFLVIP FOEA o H —
7 A AT — N EER
THEM, EEHA A —T A
ATCT 74NV F—bT=A
EEFLET,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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RITSN-#REL

IS—DER

AERET v T r— R

P R8—F ¢ OFEAEN
Tyl —RINTWENE
IMERRLEST, T
72— RENTWADEA, Cisco
DNA Center /%, FEFHENHD
BLINTWRNT & LR
LEd,

[System Certificates] ~—3~

([System] > [Settings] > [Trust
& Privacy] > [System
Certificates]) T. KDOWTiL
MPRYTITELZ L 2R L
7,

* [Use System Certificate for
Disaster Recovery as well]

AT a UNEIRENT
W5,

« T WAL Y Y [EA
DFEAENT v 7 r— K
ENTW5,

ELHLD%E S, [SAN] 7 1 —
IV RORYID= U &L
T, AN RI— RSO
DNS 4 DEE STV D ME
NH E9,

N TRATEY T 4

(HA)

HADEIZ 2> TWBENE D
NEMERLET, ZhuE3
J—RI7FAZIZOHEA S
NHZEICERBRLTLIES
A

EAEDT 2 7 4 71k

~—)

(86

FRCFIHE SN TW W T —D54 . £ OJRIKI [Status] S8 CRlkhll SV E T, HEIREIE
Z4T\VN, [Action] SEI/NHIRDA T a v OWTAMNEBIR L CTHfTL £,

* [Retry] : =7 —DJREPMEESNTZ5E

OE#EY — EZADOHER) 2 E) 1L o THRAELESLEI,

R T LET,

* [Deregister] :

REZERE LD, BEREOVE LY 355813,

FRIT T N BT ek AR
ZDOF Ty a v ERIT L O

ZOF T a sE A

LT, fEMlE AT a VERIPDANTED LT LET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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) hN1) B A bDEEF

UBRY P A FERGFETDIZOOFIRILLTOLEBY TY,

N\

GE)  FIEAIZHSIHOEEORS T, [Reset] 227 Vv 7 LT, ANLTETRTOREEZZ Y T TEE
T, Z VT LIEGE, VAN A MERET RN, ZOFIEERPLEVIELTELWY
BEEANITTOHILERND D 7,

1R BRI

BHESM: (1873—) FE w7 &2FRL., [ AL P A FEUINY A FORFTHESE) &
72 a Y THHEN T DEAENHZINTND Z E 2R LET,

AT 71 [Details] 83 T [Recovery Site] V > 7 &4 27 Vw7 LET, HrLWT T UL T TR—UNHE 7,
GE) FE 4d ORTOEE DR T, [Reset] #27 Vv 27 LT, ANLTETRTORELZ 7 VT TEE
Fo UBANYHA FEBRETDENT, FIH4 280V IRLTELWREZANTLOLERSH Y F
ﬁ‘o
ATy T2 LEZSEU T, MR —YF—ZER2AT—RE2 AN LT IR P A Ml A o LET,
[Disaster Recovery] ~— 312, [Recovery Site] 47> 3 iR & D39 CIZEIR I L724KBE T [Configure] % 7
MBAE £,
= Cisco DNA Center System - Disaster Recovery QO ¢ b
Set up this cluster to be the O Main Site @ Recovery Site
Status: Unconfigured

ATV T3 ROWEHREATILET,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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*[MainSite VIP] : 7277 4 7% A "DV TAZ ) — Rz Z—T 734X Xy NU—TDOBO K7
T4y EEET LRI T N X,

* [Recovery Site VIP] : U I N YA "DI TFTAK ) — R X —T T4 X x>y NT—7 OO 7
T4 I RS ARAEIP 7 R LA, Cisco DNA Center Tik, Z D7 4 —/L RiZT AT L DOFHRIZE
SWTAhEnET,

« FlE2 THERLIBRGK F—2

T IT ATV A FDORy U= FHEL—P—IIX L THREINTZZ—T £ LR T— K,

AT 74 [Action] fEK T, [Register] %7 V v 7 LET,

[Disaster Recovery Registration] % f 7 1 7 23 & £ 97,

AT w75 [Continue] #7 U v 7 LET,

AA T A DL VAN YA S ORERNHEILSND & |

DAN) YA FEFETDODIS—

ZOMEYZTIE, TAYVRZ YN ZTLDY 3) YA S OBRGREHIIEAET 2 ATREM:
D& 2T T —=~DILITHEIZ DWW TIHHA L £7,

FNRBR Y TRAT = ANEHINET,

Bitg 147

EITSNT=4REE

IS5 —DfER

AA YA K VIPDOE|
ZE R REME

AA YA FOKR—F443 TTCP Vv + %
B R TEDINE I NERERLET,

AA YA RO VIP DB AA YA FD Cisco
DNA Center 1 > A% ZAHICRE SNz v
2 =TT A4 XVIP &—HLTEY, UANY
PA N OLEGERRETH D Z L AR L TS
72U,
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BRIE24 7 RITSNT=REE IS5—MfRR
REAET v 7 r—F | = =7 4 OFEAENT v T r—F&Eh
TWENEIDEHERLET, Ty —F
ENTWBHA . CiscoDNA Center (L. FFHE
DHOBL SN TWARAWZ L BHERLET,

[System Certificates] ~~—3” ([System] >
[Settings] > [Trust & Privacy] > [System
Certificates]) T, IROWTNABYE TITED
LR LET,

* [Use System Certificate for Disaster Recovery
aswell] 7" 3 UARIRS LT 5,

T4 PFRZY NV EAHOFEHAENT »
Tr— RS Tn5d,

EHLLDEA S, [SAN] 7 4 —/L KOHRAID
Y ELT, YA RH— FLS D DNS
LHBRESNTVWHLENRSH Y £97,

INATRAZEYT 4 | HADBRADZ o THBEME I nEHRALE |&dftoT7T 77 074 (86 %—2)
(HA) T, ZHUL3 S — R T RZICORBEHEN
HZEIZHEBELTLEEN,
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Bitg 147

RITSN-#REL

IS—DER

A A A N ORE

AL YA MRS Iz v 7 A AFERDAH
BhinE D s L£7,

AA YA NTHITPS 7 7 B RA T 572D I
LWwa—HF—F L 2T —RKE A LET,

AAY ANV ANRNYY A MIA A —
NLENTWD VAT LFEIAEIC A FEE %
NHBHMNEI D FH@EoLr—FCAZIELALT
WAHMNE I D) ERERLET,

AA YA NEY DAY YA SO THEA
SNDHAEHEN, [FLA—F CA £ FT
Jb— b CADBIRAE L7z FALCA DWW
FoTEBASNTVWD I LEZMERL TS
AR

AAYA RNV ANRNYY A MIA A F—
NENTNWDT 4 F AKX Y 3V GERAZEIZH
HFEEBRER S D E 90y G@Eo/— FCA
EIFLTCHDNEI D) ZHERLET,

AA YA NEY DAY B A SOl THEA
SNDHAEAEN, M LL—F CA £2EFT
Jb— K CADBIRE L72 TALCA DWT T
FoTELA SN TWAZ LR L TLEE
Uy,

AL A REY TN YA MNIA VA R —
NENTWDET 4 FAZ Y I3 GEED
[SAN] 7 4 —/V R T, &AHIDIETV A RI—
RN DNS 4 CHRE ST fE & [ CEN R E S 4
TWDEMNE I MEMERLET,

W DY A FAFET % AE B[R] U DNS 4
BHELET

AA YA NED NS A NEGTOT T Z
AT ARFRLCZA T THDLZ LR LE
D

AifESt: (187 X—) hEw I T, 77T
AT VAN AL YA RNEY AN HA b
DORRSME) |7 v a VRO 2w- L
TWDHZ 2R LET,

AA B A B EV B ANY YA FEITIZ[E CFIPS
E—FBRESNTWNDINE I AR LE
B

WHF DA ~TE U FIPS E— REHRELE
T

U8 %A bOFgEPIZAT S b—7
UM A YA POBRERICA ST b—
7 LRI THD T EBMAEL £,

ALY A NERE LG, ALY A RO
T 4 AH VY J1,3Y GUI T [Copy Token] % 2
U2 L, YUY A FOBEIZIELV h—
JUEERH LTS Z L &R LET,

AA YA NEVDNYYA MR Uy r—
ONR—=T gV NA VAR ENTNENE
IMEMERLET,

BHDYA T, TT—A vt — TR S
NTNB Ry =T LRLA—Y 2 L DRy
S EA VA P LET

BFET = v 7 b7 7 —D8E . £ ORI [Status] FEIK THRAITE £9, LEREE
Z4T\VN, [Action] SEIE/NHIRDA T a L OWTRNEBEIR L CTHATL £,

s [Retry] : =7 —%{EIE LT=%6G .
FREE A L) 12X o TRA LIZEAIR.
i‘g—‘(}

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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* [Deregister] : BERDFRELXZELT L0, BERT BB RAZHEH PO ETICIX, 204
arEBERLET, LT AL A FEBEMRL TIEE,

BERTA O

Bt A P 2Bk 57 ODFINHTLLTFO LY TH,

4RO HREIIC

TAYPRZY AN AT LOERY A 2 BT DN, ROFENHZSLTnL I L%
MR L TLESuY,

AL YA R E VAN T A FOFIGNEERY A MCENERNRETH 5,
AL YA FE VAN P A MIRE S VIP IZEHY A P LREEVRETH D,

RATYT1 AP A NOT T XTIZRED £,

= Cisco DNA Center System - Disaster Recovery Qe o 0
Monitoring ~ Configure
Disaster Recovery Topology Logical Physical

Show Detail Information

Status: Registering

Main Site (7 Recovery Site
The system is in the middle of registration process. Note that the
Recovery Site Connected Main Site Connected registration must be done in the order of Main, Recovery, and Witness.

Details

The third and final step of registration is to register the Witness Site. Use
the following command to login to witness:
ssh -p 2222

then register via CLI

witness register -w -m -t

Witness Site Or opt for copy the token only:

Unregistered

= Gopy Toker

AT w72 [Details] fEl T, [Copy Witness Login Cmmd] %7 U v 7 L7,

ATv T3 BV A F~DSSH =2 V=L zfE, av—Licavy FeiivffoTtn s LET,
ATy T4 FRINZHEE, T 740 bO2—HF— (maglev) D/SAT—R&EANLET,

AT w75 [Details] fEIKIZF Y . [Copy Witness Register Cmmd] %7 V v 7 LE 7,

ATYT6 SSH=aLY—AT, av—Llkavy FEMHTET,

AT Y FT <main admin user> X v hU— 7 BHE L~ —Da—F—L BB L Ca~r REEITLET,
ATy T8 EREINTZEAIE, *y N BHEL—F—D XAV —READNLET,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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BERYAS FEHETOIS—
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DNy TIE, BRYA NOBRGIFICRATLARREDOH DT T — & F ORI EIT O

T LET,

IS5—%47

RITSNT-#REL

a2z

X

IP A3EIE

AA YA N OB AT
SN A FOIPT Kb
AN, BT A N OB
AHENTZIP T LA E—F
THZEEMAELE T,

AA YA NEERYA bR
BEkT DB, [ CEERL A
KOIPT7 RLAEANLTL
72EW,

N— g UHRGEE

B A RO OVA Ry ir—
D, VATFADAALHA |
EUTNRNYYA RMIA R
k=1 ERN T3 Cisco DNA
Center /X— 3 2% L TIE
LWAR—=g 0 ThdrI ek
MFEL £ 7, 4% Cisco DNA
Center /X— 3 V%, 12D
OVA NR—V g vV DIl iR—
FLET,

TT—RAyE—VICRRIN
TWHERY A FDOOVA/Sy
U=V arzREALE
TO

BGRETF = v 7 2D nwe T — D86 £ OJFIKIT [Status] (I Tk T& £9°, LEREE
ATV, ROWT N EFEIT L ThATLETS

o BEMY A MZu /A LT D, witness reset =~ o RAFEITLET,

c BERORELEZLELTT D0, 7T RAERNNL0 ET I, [Action] fHIK D [Deregister]

Vv LET,

TAYHRBZYAN) O RTLDT Y T4 71

VAT ADY A NEBEE LS, ROTFNEEFEITL T, Cisco DNA Center BB CEFITX 5 &
NV AT BT 7T 4 7L LET,

RTYFT1 ALY A b UBANRUHA b, BLOERY A SR IEFICBREINTND Z 2R LET,
a) AA VYA NDOTTZUFXTIZREY | [Monitoring] 27 V v 27 LTT 4 ¥ A% Y B30 @ [Monitoring]

AT aFRLET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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= Cisco DNA Center System - Disaster Recovery

Qa e o o

Monitoring  Configure

Disaster Recovery Topology

Show Detail Information

Status: Registered

Main Site ' Recovery Site =
All three sites are registered. Ready to configure/activate the disaster
Registered Registered recovery system.

Witness Site

Registered

=*

Event Timeline

Hide Timeline

b) [Logical Topology] #HI& T, 3 DDH A FRKRIFL, AT —HF AN [Registered] Th D Z & ZfifEib L £
hd‘o

c) [Event Timeline] 7k T, &V A FOBENA X FE LTI R MEN, EXATPEFIZET LD
LR LET,

Event Timeline

Hide Timeline

End Last Update: 7/13/2021, 1:01:51 PM UTC-7
(] v & Witness site registration - 7/13/2021, 12:59:30 PM UTC-7
Status Message Successfully registered as witness site.
, v & Recovery site registration - 7/13/2021, 12:49:37 PM UTC-7
Status Message Successfully registered as recovery site.
o

v & Main site registration - 7/13/2021, 12:40:33 PM UTC-7

Status Message Successfully registered as main site.

AT 72 [Actions] #H T [Activate] &7 U v 7 LET,

YANY B A MIBIEFET 2T R TCOT—FPNEEIND L anmd XA T a7 RHE £,

ATV T3 TAVARF VIRV VAT AOHREELAA T A OT—2DV BNV A h~OBERE BT 511X,
[Continue] 7 U v 7 LE T,

GH) TIT 47T e RE, BT ETIERHER» L HERHY £7, EHBRREE=F—72

Wi, AXVINDEALTA BRI LUET,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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AT T4 CiscoDNA Center THERZ AT NET LI, YATANEMELTWAZ L 2R LET,
1. FReYE2FRL, FRNENDOY A FORAT—EZANRKD L HIZETFRESNTWELZ LR LET,

Active Standby

Witness Site

Up

2. AV IDOXA LT A TR L, [Activate Disaster Recovery System] # A 7 NIERIZE T LI-Z & &
R LET,

Event Timeline

Hide Timeline

End Last Update: 7/13/2021, 1:13:46 PM UTC-7

9 v & Activate Disaster Recovery System - 7/13/2021, 1:13:39 PM UTC-7

Start Time 7/13/2021, 1:03:17 PM UTC-7

Status Message Successfully setup disaster recovery

End Time 7/13/2021, 1:13:39 PM UTC-7
View Details
9 > & Witness site registration - 7/13/2021, 12:59:30 PM UTC-7
9 > & Recovery site registration - 7/13/2021, 12:49:37 PM UTC-7
o > & Main site registration - 7/13/2021, 12:40:33 PM UTC-7

3. AA YA Frbping ZFEATLT, VA MIBETELZ LR LET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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TAHYREZ) AN AT LDREE
T 7 4 T LOEBIMRMEO IR T « F A S U B8 AT KRS RiEE, ROK

WRLET,

REE Bl

R lr—TD—% ALY A NEYINRUY A MR Ny r—U R =V g
WA LVAR—=NLENTNEINE I DERERLET,

TEAAY—E ROERM T AP ALY BN BRI AR~ 3 — Y FP—E 2B &
RZEDMOFEE R — 2D EFEHEA2HERLET,

IPsec D AT —X& A L k(E FTAPFAZY) HN) AT EDTXTOYA hTIPSec -2
I L TWDENE I D ETER L £,

Consul ¢ consul (AA VA b, U ARNUHA b, BIOBEHRYA B
THEEINDIDHT —FZX—R) BT_XTOYA FEEET
XDEMEIMERTELET,

TAFRZVAN) AT LO—FEFL

AAHA NEY N Y A Fe—HHEILTHZ LT, T4 FRAX Y INY AT AREEN
WEIELET, A NEOBEERSERSIL, &V NRAX Y RT ey T AKX L LT
HE0270FT, BHIMICODE> TV AT AREILT 25813, VAT L& s LT,
TIT A4 THA RNEAL N YA b~DT —Z OE % — BT 50 ERH Y F
T Flo. TAFRZ Y IANY ORT Lk —BEIE LT, ROWThNEZFETLET,

T TARIDT T T L— RRBIMNANy =V DA A M= NIR EOEBR I X7 258 T LE
j—o

VAT AFERIFT AV AZ Y ANV FFAESE B ET,
AAY, UBINRY FREERYA N TAXTAUTF U AEFETLET,

« FHERYZR Ry b U — 7SI E7MFEICH A £

AT LDO—EEL
VAT AAVKR—=RY NDA T U AEE T AR ECT AV RAZ Y ANR) VAT KA —
RERNZAZIE T 21213, RO PIAZEFIT L ET,

RT9T1 EEBICHDIZA=a—T A ar%7 ) v 7 L TREER L E7 : [System] > [Disaster Recovery] DJIEIZ R
L C [Disaster Recovery] ~— 2 & B & £9°,

7 7 4/V N TIL, [Monitoring] % 7@ IRE I, 7T 4 FRAZ Y DNV AT LD MARBUNERINET,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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AT w72 [Action] fEIK T, [Pause] %7 U v 7 LET,

AT T3 FRENEZE AT 17T, [Continue] 27 V v 7 L CRIZHELAE T,
R=UDOETHIZ, VAT LE—HEILT A7 0 ARG INTZZ 27T A v E—UNRNERINET,
VAT b BRI T A 72912, Cisco DNA Center TF —# & — b 2GRN ESLINET, £7/=,

U B SU A MUDOIELE L T —E2RHREINET, 207 et 2037HiE, hARe izB8nTC,
AL B A REUBNRY P A FDART—H A [Pausing] IR ESNET,

Main Site = Recovery Site (7

10.30.199.51 10.30.199.97
Pausing Standby ® Pausing Active ®

Witness Site
10.30.199.158
Paused

Cisco DNA Center THER X AT MMETTHE, PR IR RENTZAAL YA, VIR Y YA B,
BIOEHEY A FORAT—F AR ST [Paused] ITFEE SANVET,

Main Site g

Recovery Site (4
10.30.199.51 10.30.199.97
Standby Paused Active Paused

Witness Site
10.30.199.158
Paused

ARTFYTEG T AFRZYANY VAT AR —FEIELTWNA I AR LET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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1. [Monitoring] ¥ 7 D47 BIZERR ST AT —H A3 [Paused] 1272 > T\ D Z L 2R L E T,

2. A DX A LT AT, [Pause Disaster Recovery System] ¥ A7 WIEFIZE T LI Z L 2MERE L F
D

Event Timeline
Hide Timeline

Last Update: 7/13/2021, 2:14:54 PM UTC-7

End
Q v & Pause Disaster Recovery System - 10.30.199.97 7/13/2021, 2:13:46 PM UTC-7
Start Time 7/13/2021, 2:00:24 PM UTC-7
Status Message Successfully prepared clusters for pause Disaster Recovery System.
End Time 7/13/2021, 2:13:46 PM UTC-7
Hide Details
o v Active cluster standalone - 10.30.199.97 7/13/2021, 2:01:33 PM UTC-7
Start Time 7/13/2021, 2:00:31 PM UTC-7
Status Message Successfully prepared active cluster for pause Disaster Recovery System.
End Time 7/13/2021, 2:01:33 PM UTC-7
View Details
o \ Standby cluster standalone - 10.30.199.51 7/13/2021, 2:13:38 PM UTC-7
Start Time 7/13/2021, 2:00:27 PM UTC-7

Status Message Successfully prepared standby cluster for pause Disaster Recovery System.

End Time 7/13/2021, 2:13:38 PM UTC-7
View Details

~ —

AT LANDBSN
BAE—HHEIE L CWET 4 P AZ U IR VAT A FHEET 5101, KOFIEZETLE
TO

AT EEBCSHDA=a—T A ar%7 ) v 7 LTREZRIR L E7 : [System] > [Disaster Recovery] OJIE 2R
L T [Disaster Recovery] ~— YV & B & £7,

7 7 4L hTliL, [Monitoring] % 7 NER Z 4L, 7 4 FRAZ U ANV AT LD MARRYRERINET,
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Main Site — Recovery Site [/
10.30.199.51 10.30.199.97
Standby Paused Active Paused

Witness Site
10.30.199.158
Paused

AT w72 [Action] T8I T, [Rejoin] 27 VY v LET,
AR UL YA FOTRTCOT—ANHESNDL Z LRI A4 T ol RnERENET,
AT 73 [Continuel] %7 U v 7 L C#AET,

R—=VDOETHIZ, AL A M, UIRNUYA N BLOERY A M2FERT 722 ARG I
I ERTAvE—UREREINET, 2O RAOFEITHIE., FAREIIZBWNT, AL VYA b
U383 A hDAT—H AN [Configuring] (ZFRE SN ET,

Main Site Recovery Site [
10.30.199.51 10.30.199.97
Configuring Standby ® Configuring Active ®

Witness Site
10.30.199.158
Up

Cisco DNA Center CULER X AT N TT5HE, AR PIZEREINTZAAL A B, VAP A B,
BIOEHY A FOAT—F ARNEHENET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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Main Site Recovery Site [
10.30.199.51 10.30.199.97
Standby Active

=P o=? =P =P o=? =P

Witness Site
10.30.199.158
Up

o=

AT 74 [Monitoring] % 7 DA FFBIZFK /R S7= AT — 4 A8 [Up and Running] (272> CTWAH Z L &R LT, T 4
PREY B ANY AT ARBRIREICR -7 Z L AR LET,

Jz—I)LA—/\—: &

Tz VA =N=RNETEIND L, TAFRZIV DN AT DAL AP A RRENE
TOT VT 47 A4 NOEEESIEHE, LT 77 0 794 MY £, Cisco DNA
Center ClX, RO 2D 7 = — VA —_"—% PR —FLTWVET,

e VAT ANV H— = R 2T OREERR Yy hU—7 OfFEIL FOREIC L > T A
TEDTITT 4 THA NRNET T4 027305 EEITEINET, Cisco DNA Center Tlk, 7
TTATYA MR F—TTA X Ry NU—TDOMMOEE (BLORAX ALY A R &
B A N) L7 oMEBETERD ST EERRTDE, AX AV A MBRZEORE
BRI EZTHDITHNERE AT BT 50, hilrd s 2 L xy N — 7 EfEA K
CTEET,

s FH): Ry NIV EBRETHLI—YV BRI ATLDT I T 4 THA FERF ALY
A FDOBIEDEE 2 AN 2 5 X 91T CiscoDNA Center |ZHRT 5 Z & TEITENE T,
WBEIX, YA bOT T T4 T RIZA A =L I T D CiscoDNA Center ¥ 7 b7 =
T DEHHETLY A R DOEH A T F o ADFATENATVET,

WFNDOFEIAD T = — VA —"—=DFATH, RIDOT 7T 4 TV A MRA U TA IR D &
F 4P ALY AR AT AT HBEYIC [Standby Ready | IRFEICAT L E4, OV A FEHL
WA A YA R & L THENLT 512X, [Monitoring] % 7 @ [Action] i35k C [Rejoin] & 7 VU v
7 LET,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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FHT - A —/\—DOBh

FENT z—ILA—/\—DFE

FEICTT = — A —"—%BAtAT D855 1%. CiscoDNA Center T7 4 A X U BN 2T A
DAL YA R U BNYHA NMIBIFEE VY TON WD — L E ANEXET, FE7=—
WA ==X, BEOT VT 4 7 A FTHRENEEL TV ENHAL, AFX 3 AH A
FEFLWT 77 4 7% A M LTTaT 77 4 ZICHET 256 EF T, FE)7 =2—1
F—="—ZBE T 512X, ROFIELETLETS,

)

GE) FH# 7 = — ==L, RV A I OB TAZ LI TEEYA, T BET VT 4
TV A SN DOBETTEET,

ATYIN EEBIIHDIA=a—TAar%7 ) v 7 LTKREER L E7 : [System] > [Disaster Recovery] DJIFIZ 3R
L T [Disaster Recovery] ~<— T % & £97,

7 7 4/ N TIL, [Monitoring] # 7@ IRE I, 7T 4 FAZ Y DNV AT LD MRBUNERRINET,
ROFITIE, 2= —1FBHEOT 77 4 7HA MZr 7 A4 LTWET,
Main Site & Recovery Site L

Active Standby

Witness Site

Up

=?

AT w72 [Action] fEK C, [Manual Failover] %27 U v 7 L9,

AL NA YA RO a— L% [Active] IZH) VD 2 5 Z & %777 [Disaster Recovery Manual Failover] % 4 7 &
TRRARINET,

AT w73 [Continue] 7 U v 7 LT#ELET,

NR=VOLH T, 72— AA—N"=TmEARHBENTZZ L 2R T Ay E—URERINET, I
FTTIT 47V A MELTHEIEL CW=TA MME, VAT A0 58]0 B ST [Standby Ready] IRHEIZ 72
nET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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ATv74

ATy TH

g7 z—nt—r—obk [

Recovery Site [

10.30.199.97

Main Site
10.30.199.51
Standby Ready Active

o=? =? =? =? =? i

Witness Site
10.30.199.158
Up

=2

ZORRT, AL YA FEVANY A FOEGRPERIS N, 7 — 2 ORI TbN R <20 £, #/l
DT 7T 4 7Y A MIMERH L HEE. ZOMICER S OREZ R L £,

BT 7T 47TV A beT AV AZ VAN AT AIHEEBNTAET, ROV z—vF—R— (VA
FAIEB T o= F— N a—W— |2 LB T 2 — A F—N—Dli ) BB TAZ LIXTTEERA,

AL A WL HNYHFA BB, FAFRS Y DS AT AEERELET,
1. UANRNYHY A NMzasZAr LET,

2. [Action] fHI® T, [Rejoin] 27 UV v 7 LET,

ABUNAY A NOT—FNBHEHESND I 2R THEA TR INERINET,

[Continue] %7 VU v 7 L CIRIZHEA, 7T —X2 OEREZHH L 7,

CiscoDNA Center CRi#E T2V —7 7 —nNm 7 3iuE, FEI7 2 — 4 — N~ 3% T TF, JET 7T 4
THA FELTHELTW AL YA SBRAZ U NALPA MY F9,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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Recovery Site (7'
10.30.199.97
Active

Main Site &/
10.30.199.51
Standby

10.30.197.89 10.30.197.90 10.30.197.99 10.30.199.59 10.30.199.66 10.30.199.67

Witness Site
10.30.199.158
Up

10.30.199.158

ATYT6 T AV ARZYANY VAT APBREICH - 72 2 & 2t LT,
1. [Monitoring] % 7 O4 EIZFRK/R S 72 A7 — & A [Up and Running] (272> T\ 5 2 & ZHERE8 L E 7,
2. AXVIDEA LT AT, [Rejoin] ¥ AT BNIEFIZET LI-Z L 2R LET,

Event Timeline
Hide Timeline

Last Update: 7/13/2021, 1:52:15 PM UTC-7

End
? v & Re-Join - 10.30.199.97 7/13/2021, 1:51:02 PM UTC-7
Start Time 7/13/2021, 1:41:08 PM UTC-7
Status Message Successfully setup disaster recovery
End Time 7/13/2021, 1:51:02 PM UTC-7
Hide Details
? v Configure active - 10.30.199.97 7/13/2021, 1:45:17 PM UTC-7
Start Time 7/13/2021, 1:41:14 PM UTC-7
Status Message Successfully configured active system
End Time 7/13/2021, 1:45:17 PM UTC-7
View Details
(] v Configure standby - 10.30.199.51 7/13/2021, 1:50:55 PM UTC-7
Start Time 7/13/2021, 1:41:16 PM UTC-7

Status Message Successfully configured standby system

End Time 7/13/2021, 1:50:55 PM UTC-7
View Details

. CiscoDNA Center ') 1) — X 2370 B L U 2373 EEEHA K
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VAT LOEFRERR

TAPAZ Y NY AT BNT 7T 4 TS Ttk t%ﬂi@"ﬂ‘/f MZOWTAT LIZRED
BB LEIZRD ZENHY T, ZORUPEELELEIE. ROFIEZETLET,

)

GE) VAT LAEBEMERT DL, VAT LANOTRTOYA MIETLBUIEORENR 7 V7 ShE
j—o

AT v F1 [Action] fHIK T, [Pause] %7 U v 7 LT AT LADOEMZ —KHEIE L £,
FEIZOWTIE, VAT AO—RFEIE (213 X—Y) ZBRLTIZEN,

AT 72 [Action] fHIK T, [Deregister] 7 V v 27 L%,
Cisco DNA Center TUAFTZ Y AT LD A MIOWTERIE LTENENT X THIFRS L E T,

Z%vﬁsﬁ@@ REEZANTTLTCY A NEFREEL, VAT LAEHET 77 0 7T 51203, TA4FAX TV U D
v T w7 (196 X—) TMBHINTWAX AT BFITLET,

TAYRRAYAN) R T LDEEEIE

DB a TR, TATARAZ Y IR URT AEEHT ABEOEEFHEIZOWVTHALE
7,

NV YT TEIWETDREEIER
Ry I T TE, VAT EADT I T 4 THA MIHDHATVa—LTEET,

RN I T T T ANDETEIE, T4 P AZ Y XY BDE > TOBIRETIZFEITT
TFEHA, FTUARATLZ—IFEIETIVNERHY £, FHHIZOWTIEL, VAT LAD—
FrfEil Q13 X—) 2L T a0,

NI T T T ANDETE, VAT AE—RHEILT 51T 7T 4 712572 A b T
DHETLTLIES N, Ny I T T 77 ANEE TG LIZE, AT LOWA MZHESM
TOMERHY £, ZAUTED ., TAFRAZYVARNIRHERSN, 77T 47V A O
T=H DAL A YA bA~OEBBG SN E T, FHICOVWTIE, Y AT A~DES
Q215 ~=2) 2Z2RL TSN,

RNy I T T T AINNDETIT. VAT LARNOMD /) — RE[E C/8— 3 > d Cisco DNA
Center 3A VA M —/LEINTWBEYT TAHK ) — R TORFEITTEET,
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B —rxrroszsoxmETs585E

o T x— )L F—N—p3FAETEH L BEORY I T T EELOREBLI RSV a—L
X FHLWT 7T 4 79 A MR ENEYA, BEBRTILERSHD 7,

o« BB AT 285 1%, Cisco DNA Center ~D %15 TLS #5i D TLS N—Va v &7 v 7
TL—RT5HZ L é”j‘o@?f) L %9, [Cisco DNA CenterSecurity Best Practices Guide] @
[Change the Minimum TLS Version and Enable RC4-SHA (Not Secure)] b &> 7 Z# &R LT
KEEW, AL YA b ETTIT v 77 L—=RLTWAEAIE, VAR A FET v
T —RTHZEaBEO LET FEENCE, TATRZ VIRV CRTAET
T4 T B, FRIET 2= =R E L)

TAYPAZ YN VAT LDy 7T v T E@FTUOFEMZONWTIE, Ny 77 v 7 el
(165 X—) 2B LTI EEN,

J—FFEEEYVSRAEORBICET H5EEEIE
FUFRZY HNRY VAT AOREZESTIC, ROWTNIEFEITTH LT TEERA,
s+l By N7 v T T//— RO 1 D% EEHZ D,
3341 By T I TL OOV A FOTXTHD /) — FEBEEHR D,

ZOBRERBLGEEL, VAT AOREME (21—Y) TRPSh T2 FIREET LT,
VAT LEBRH LT ESV,

BRERICET 5EESEIE
VBRIV A NZHDBT T ITAT VAFAET DT — XL, OTF VA THIBRSET,
T AP RFZV AN AT AEPDO Ty N T v 7L, VAT L2ET 774 7bT 5L
X,
s UMY YA NRBUET 7T 4 T2 A b THIHEAIT, VAT LhE—HHEL L, Biksd
R L T, U ARNUY A FELTHBRET S &,

BEFOT 4 P AZ Y AN VAT KPR D L X1, EOVA NBBIET 7T 4 772 A
FNCHIZMNEHER L, TNEVATLADAAL YA FELTERELTLSEIY, F20k, UD
NYSA DT —2 BUET 7T 4 T705G8) Oy 77 v THER L, VAT AOHHERD
A ZDTF =B E2 VAT ADAAL U H A METLTHZEHTEET,

HA ICBA9 & ESEIE

TAYPRZYIANY AT LAOREES T, AL T A FEV AN YA P~ —F
I TALNOHA Y T AZNTERS S 2 kif%iﬂi/u VEIRG AT, ROFNEELFATLE

7,
1. VAT AOREGMER (221 X—) |

2. WHDOYVA M2 HAZ T AXITEHRLET,
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| F+o282UARYDRE
g4 rEEcEtszEsE

3. BEREEL. TAVAXZ VARV ERBT V7T 47 LET G AT RZU IR DB B
T o7 (196 2—) BHMR) |

YA MEFICHT 2EESE

T 74N RTIE, T4 FRZY ANY AT METHRIFEL TrD, A MIEERRAEL
T2 EEREHL. OWTLOT 7y arEIITLET,

T ITATHA NME LT HE, TN —N"—T e ARRBINET,
« AL NP A FETERI A FOWT NN F T T LHE VAT LMIEOY A
AL LTv—2 L, [Action] fHIIND ¥ A7 ZBlAT HHRE &2 HERIC L £ T,

TV T DRI S A7 2R L E D & D L, BT TERVEBZ/RY A v & — V78 [Details]
ﬁﬂ IERRENET,

AEAENESAICRHT HERFIR

T AP ARZ Y ANRY AT A CTHOGERELZGHT 256, 73RN OFEHE 2 E &t
ZDVERD DA, WOTFINEEZFEITLET,

1. VAT LO—EHEIE

2. IS4 F2Z U B RYEEHEOEM (192—) | "y 7 THBEINTWAFEIEEZE
fTLC, VAT LDFFAEZEZHZ £,

TAHFRZ)AN) R TLOEERE

ORI ar TR, BEOT AP RZ Y DN AT AOEBRPIEITTHILENDD S F
XERF AT BFETTHHEZONTHALES,

RAEDERY A FOEH

BUEDOERY A F &7 v 77 b— RETITERT OMLEPH 5B, ROFIEEZFTLE
h@‘O

ATY T BHEOERY A Mer A LET,
a) BERY A hDSSH 2 Y — L& B & . ssh-p 2222 maglev@witness-site's-IP-address =~ > K& 34T L %
D
b) T 74/ hO2—H— (maglev) D/NAT— K& AN LET,

G¥) WO TN HETFNIC, BERYA FOIPT RLAZAELTRBEET, BHYA v2T7 77
L— L7z, [ L7’ RUVAZRETHDRLENRDH Y £, RELLWGE, RV A NIy
EBVICIIHEREL E A,
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B~ rsrn51 08—y

ATy T2
ATvT3
ATv74

ATy TH

ATvT6

witness reset =< > K& FEIT L £,
BAEDER YA OB~ o 2HIBRLET,

RS A bAoA b= (193 X—) OFIICHES T, HrLWERY A O~ &2 A X h—
LV LET,

BLWERY A Mee 714 LET,

a) BRIV A RO SSH =2 Y —/L &R & ssh-p 2222 maglev@witness-site's-IP-address =1~ > K& 17 L %
ﬁ—o
b) T AN D= — (maglev) D/XAV—FEZANLET,

witness reconnect -w witness-site's-1P-address -m system's-virtual-1P-address -u admin-username =~ > K% 52
fTLET,
WO RITEE LT EE N,

e ALY A FDOHAEDT 4 FAZ Y BN 2T —F AR L, BRY A N 2T & XX
AL YA MO HZ—TF 4 XVIP ZfEHLE7,

s IO~y ROETHRIZERY A FPEEL TWA Z L 2HRT IR, ROFIEEZFEITLET,

1. TAVAZ YU B NY hARw )6, [Show Detail Information] U > 7 %2 U »~ 7 LT, [Disaster
Recovery System] A7 A KA <A &P E £,

2. [Witness Site] 27 > a T, B A N EREWEHD IPSec V) o7 DAT—HZ AN (up] THDHZ
k%ﬁ%;‘h Lij‘o

e ZDavy RTHHARERT X TOAF T T a 2R T 521X, witnessreconnect--help =~ > R4 5
TLET,

AR RNIALSAVDE=ZS—1) Y

AR NDEALTA D, BIEFATINTWDT 4 FRZ Y B0 & 27 OMERRRN A8
BRL., TNODZ AT NET LI IR TEET, A LT A U 2FRTHITIE, ROF
JIEi A 9247 L £ 97

1. EEBICHIA=a—TAaz22) v 7 L TKRZIERL £7 : [System] > [Disaster
Recovery] DJIEIZEE4R L T [Disaster Recovery] ~<— Y & B & 97,

7 7 4/ h Tld, [Monitoring] &% 7 NI LTV ET,
2. N—=VDOFHETAIB—LLET,
VAT BIXIT OMEATHO X R LT LI AT, BFHDOZ AT GETRDOZ A LAX

FIZHAL) MBIERICHEIE TR R I E T, Cisco DNA Center Tlk, TNZEFNDX AT ITD
WT, VAT A (=) £Hda—P— (2) bbbk THBENEZIDRENET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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Event Timeline

Hide Timeline

End Last Update: 7/13/2021, 3:11:00 PM UTC-7
° > & Re-Join - 10.30.199.51 7/13/2021, 3:02:11 PM UTC-7
9 > & Manual failover - 10.30.199.97 7/13/2021, 2:53:02 PM UTC-7

ez VAT AO—RHEILBEOETTICOVWTE=X—F5L LET, ZOHE. Hxo
TADK X AR ENT-E & LT LIz & Z{Z, CiscoDNA Center TA X2 D H A LT
AVREHFEINET, ¥FEDOH AT IZBITHUHOMELF RTHIZE, 1227V v7 LE
7,

Event Timeline

Hide Timeline

End Last Update: 7/13/2021, 3:12:07 PM UTC-7

9 v & Re-Join - 10.30.199.51 7/13/2021, 3:02:11 PM UTC-7

Start Time 7/13/2021, 2:54:00 PM UTC-7
Status Message Successfully setup disaster recovery

End Time 7/13/2021, 3:02:11 PM UTC-7
View Details

9 > & Manual failover - 10.30.199.97 7/13/2021, 2:53:02 PM UTC-7

X A7IZxF LT [ViewDetails] U > 7 NFER SN TWDEEIE, TV 0 %07 0w o35 L,
SETLEEET I T X 2700 2 RERENET,

Event Timeline

Hide Timeline

End Last Update: 7/13/2021, 3:12:07 PM UTC-7

9 v & Re-Join - 10.30.199.51 7/13/2021, 3:02:11 PM UTC-7

Start Time 7/13/2021, 2:54:00 PM UTC-7

Status Message Successfully setup disaster recovery

End Time 7/13/2021, 3:02:11 PM UTC-7
Hide Details
9 > Configure active - 10.30.199.51 7/13/2021, 2:58:10 PM UTC-7
o > Configure standby - 10.30.199.97 7/13/2021, 3:02:04 PM UTC-7
9 > & Manual failover - 10.30.199.97 7/13/2021, 2:53:02 PM UTC-7
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HA7LREBEIZ, P1E27 Vv 7 LTHEDY T X A7 OMEFEHRE X RTETET,
Event Timeline

Hide Timeline

End Last Update: 7/13/2021, 3:12:07 PM UTC-7

(J v & Re-Join - 10.30.199.51 7/13/2021, 3:02:11 PM UTC-7

Start Time 7/13/2021, 2:54:00 PM UTC-7

Status Message  Successfully setup disaster recovery

End Time 7/13/2021, 3:02:11 PM UTC-7
Hide Details
o v Configure active - 10.30.199.51 7/13/2021, 2:58:10 PM UTC-7
Start Time 7/13/2021, 2:54:08 PM UTC-7
Status Message Successfully configured active system
End Time 7/13/2021, 2:58:10 PM UTC-7
Hide Details
o > Configure standby to active services - 10.30.199.51
7/13/2021, 2:58:04 PM UTC-7
o > Add other cluster metadata - 10.30.199.51 7/13/2021, 2:57:18 PM UTC-7
o > File system migration - 10.30.199.51 7/13/2021, 2:55:29 PM UTC-7
o > Save cluster metadata - 10.30.199.51 7/13/2021, 2:55:18 PM UTC-7
) > Validate active cluster - 10.30.199.51 7/13/2021, 2:54:09 PM UTC-7

AR NEALTA L DE=Z Y T HICRET D ARENED B 2 [ & ORI ITIEIZOWT
. TAFRZ VBN VAT LED RN T TN a—F 407 (2332—2) BB LTLEX
U,

VATLEXUVY A FOIREE

T4 ALY J3) GUI O [Status] FEIKIZIE, AT LAOBEDRENFRINET, ROE
T, VAT A MR IR REINDE 2 O A FOIRREZ T L £,

RI:TVT14THA DK

DN Bl

Unregistered FRUSEASNTZY A b TT, TAVRZ VDR DOERITELH Y A,
Initializing TA NI, BT ARICT A PRAZY DN 7T 28 %y VT v 7T 57020

2. MDY A FBRMEL T LT = 2 RETHHEEZ L TWET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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varassvya ok [

REE B
Initialized YA ML, BT O E AT AP ALY IR 2 T2 5k y T v T T B0

(DY A MIEET D7 —F ZIEHIHE L E LT,

Failed to Initialize

BT v AT AP RAZ YN 7T 24wy NT v 75720y A
MRMBELTEHT—Z 2R ETHHERE L TWNWDEXIZ, A FTZTI—NRAEL
F L7,

Connecting Recovery

AL YA ME VAN HA MR LT, AP A FeoeFaTlELE Y
N7y T DI EREL SN T — 2 2 Bis L TV E T,

Connecting Witness

AA YA ME BV A MTERL T, AS YA FeovFaTEFEzE Y b
Ty TV Bl DI RE R E N T = 2 BAG L TV ET

Recovery Site Connected

AL YA MIL VIR Y A M eDEFaTHBELZERICHLLE L,

Failed to Connect Recovery

UANRYYA NEDZRRF ¥ RXNVERNLLTNDEEIT, AP A FTTT—
NIAELE LT,

Failed to Connect Witness

RS A N EDORERT v RNVEMHLL TWVWD EEIZ, AL YA N TZT—NF
ALFELE,

Registered

TIT4T7HA NI, D2 o0% A DX TWEERZEWICHSY LE L,

Deregistering

VAT EIMBBIEDT 4V AZ Y BN EREEIREL £,

Deregister Failed

VAT ENLBEDT 4 ALY A ANVREREAIFRL TS E X T =0 %AE L
F L7,

Validating T4 WAL DN ERGT DN, AT LAOREBEGEL TWET,
Validated TAYPRZ Y DNV EREGT DR, AT LAOREBEIERICHIEL £ LT,

Validation Failed

T AP ALY AN EREBRGET ARIOT AT AOREZHEETICT T =03 84 L
L7,

Configuring Active

ZOYA NET I T 4TI A FE L THALT 570D T —27 7u—%F{TLTNE
KR

Failed to Configure

ZOVA NTT AP ARZU DN ZHNCTDHT—7 70 —DFEITHIZT T —033
ALELA,

Syncing Config Data

TAPTAX VAN AT L E2® Y N T v 7T 572DV A b ERT —
X ERPLTCWET,

Config Data Synced

FTAPFRAZ YNV AT LYy 8T v 7T 5D OT A FndLHERT —
X EIEFIZE L E L,
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Bl

Active Sync Failed

WRETOT 7T 4 7Y A MRS, TAFRZ VAN VAT Lty VT v 7T 57
DIHDOY A RN BERT =2 ZFH L TN EEIC=T = ELE L,

Waiting Standby Configuration

ZOVA NEeT I T 4TV A NE LTHENT D200 U —7 7a—RE#HIZTET L
FLF, RE UL Y AL N DOT—T T —RNETTH5DOEFESTWVET,

Active

YA MI 72T 4T A PEL TRy N7 2 EFIZEHLTWET,

Failed to Configure

A ME TAFRZVINRY I FZRAEZDT 77 474 M LTHBEZHCT
50— 70 —D—faFTTEERHATLE,

Isolating FA MI D2 oDV A b EDOERRI KRN D, £ (FB)Y = —v A —
N=D—H L LT) AZUNAEEFRTE WL, BEZREHET 27— 7a—
ZRITLTWVETS,

Isolated YA I, D2 5DY A F O KRbATLTLD, £F (FET =—A—

Ne=D—EL LT) RAFUNRAHEH{RTETNWED, BEEXREET AT —27 7o —
FIEFIZEITLE L,

Failed to Isolate

FA ME D2 SDY A LD Kb, £E (FBIT = — A —
N=D—fL LT) AZ AR TE TN D0, BHEEZREET 2V —7 7 n—
EETHICZ T —PRAELE LT,

Configuring Active

(AT APV A—FFFEHT == A—"—O—H & LT) LIEIDRAZ 3 q
YA NET 7T 47 A FELTHMRL TOET,

Failed during Failover

(72— NF—NR—FF T2 OO AT ADOBEENSLDOY AR O—F L LT) =
DYV A ST I2T 4T A e LTHELT DT —7 70 —DFITHICT T —MNHEA
LEL,

Pausing Active

(EHIRMEE ILE IR E IR 2 D72012) T2 T 47 A b TT AP ALY
TN BHEE BT DT — 7 7 —ERTLTWET,

Active Paused

TIT4THARTTAFRZY ANV EEZENTLE LT,

Failed to Pause Active

TITATHA NTT A FRZY DRV EEEZEHICL TVD & X T =054
L% L7,

Active Stand Alone

o2 >DVA FEDOBEGRERST-LIRIOT 77 4 7% A e, TXTOT 4P A
ZUANYREREEIRT DIk, ML LY AT A E LTI T AT —2 7
O—%FITLTWET,

Down

TIT A THA NI, o2 5O A OB E KW E Lz,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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FR10:R5 N1 H A FDIREE

varassvya ok [

IR

Ll

Unregistered

HRUSHEASNIZY A FTT, T4 FRZ VAN DIFRITELZH Y A,

Initializing YA M, BRI OEAPCT A FREY BN I TR B ETy N T v TT 510
W, oY A SARAMELT LT —FERETHHEHE L TOET,
Initialized YA NI, BT O ARCTAFRAZUNANY I TG R I oy KT v T 570

(DY A MTEET D7 —F ZIEHIHEH L E LT,

Failed to Initialize

BT v AT AP RAZYONR) 7T 2 858y NT v 7T 5720IcfioY A
MRAMBELTEHT—ZEEETHEERE L TWVWDHLEXIZ, A FTZT—NRAEL
F L7,

Connecting Main

UBNRUYA MI, AAUTA MIEEHRLT, A A MO THELE Y
N7 o T T B OB ERON L EN-T — X 2B L TWET,

Connecting Witness

U HA M, BERY A MTHERL T, AAf YA b eoeFaTlEEzE Y
N7y 7 LI E et SN e T — 2 2 G L TV,

Main Site Connected

YANRYHFA ME, AP A NeDEX 27 BEEZERFICHELLE L,

Failed to Connect Main

AL YA NEDERRTFT ¥ RNVERLL TWDHEEIZ, VANV YA R TT—
IALE LT,

Failed to Connect Witness

AR A N EDBRERTF v XNEHENL L TND EXIL, VIR YA FTZT—0
FAELEL,

Registered

ABNAHA NI D2 ODY A FEOEF 2T IEEZERICHLLE LT,

Deregistering

AT UMBBAEDT 4 PR 2 Y BN YRR A IR L £,

Deregister Failed

VAT ENLBEDT 4 ALY A NVREREHIRL TS E X T —0NBAEL
F L7,

Validating T AP RAFY DR EEREBGT AR, VAT LOREEZRIEL TWET,
Validated F AP ALY N REREBET DENC, VAT LAORELZ IEFICHAEL £ L=,

Validation Failed

T A PRV ANV AEBRIET 2RI0 Y AT AOREEMFETIZ= T =23 L L
FL

Configuring Standby

DY A FERZ U NRAFA FE LTS D720D T —27 7u—2F{TLTHE
R

Failed to Configure

OV A N TTAVARZ Y IR EHEMNITDHU—7 70 —DFTHICT T —n3E
ALE LA,
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Syncing Config Data

T APFRFZY R VAT ey b T v 7T 50O A b T —
HuEFEH L TET,

Config Data Synced

TAPFRAZYVANRNY) AT Dty 8T v 7T 572DIMMOY A S bLERT —
ZaIEFIZEM L E L,

Standby Sync Failed

BREFP DAL LR YA S, TAFRAZ IR VAT LYy VT v 757
OO A SO MERT— X ZRBIL TV D EXICe T —BREAELE LT,

Waiting Active Configuration

TV A "NEARFZ UL YA RE L THENT D7200D U —7 7o —0NEFIZET L
Tl 7727547 A MDY= Ju—RETTL50%F>TVET,

Standby

YA NI TATRZYV IRV T TRAIDAZ L NA A b E LU TEFITHERS
TWET,

Failed to Configure

YA I TAVTAZ Y INRY) T TGAZDAZ L NAYA e LTHEEZENT
HI—7 70 —D— {EFETTEERATLE,

Isolating o2 >DOY A FEDEERN DN, A MNIBSGEREET AT —27 7 o—
EEITLTWET,
Isolated > 2 SOV A+ E DGR KDL, YA MNIBFERRET AU —27 7o—

ZIEWIZFITLE LT,

Failed to Isolate

o> 2 >DOHA & DR RN H, YA MR ESEREET 2V —27 T —
EETPICZ T —DRELE L,

Configuring Standby

(FE 7 =2— N A —R—=D—EE L) LURIDOT 7T 4 THA N AKX LA Y
PAPELTHERLTWET,

Standby Ready

Pio7T 75 4 T AT AE. (2= F—N"—0fE L L) AZX LA TR
ThELTHERT DHEEN T TWVET,

Pausing Standby

(EBIRMEE ILE IR RIS 2 D72012) AZ AL A N TT AP ALZY
TN BHEERICT DT — 7 7 —ERTLTWET,

Standby Paused

ABNAY A NTT A FRZY AN R LE LT,

Failed to Pause Standby

ABUNAY A NTT 4 PR IRV EEEINC L TWD EEIC T —N4A
LFE L7,

Standby Stand Alone o2 5DV A b EDOBEGERSTZLIRTIO A X R4 B4 b, TRTDOT 4P A
XU NV EREEIBRT D EICED, MLV AT A E L THNT DY —T 7
D’_‘%gﬂ%?? L/VCII\SE—;AO

Down P A Mt D2 oDV A N EDOFEFERWE L,
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Unregistered

HHUEASNIZY A P T, T4 FAZ VAN OIEFERITELZH Y A,

Registered OV A MPRERY A FELTHRESN, BiEF = vy 7B IEFICE T LE L,
Up B A NOBRENEFICET LE L.
Down YA ME, D2 >0V A b DR ERWE LT,

TATRBZ)AN)ORTLOT YT L—Fk

ATy T
ATvT2

ATv73
ATv74

ZDVFVFTIE, T I7AT 2 RTEINTA A b—/L E 17z Cisco DNA Center D/3—3 3
VNELHID 21 x TLEDN, FIONR—2a T v 77— RTA0ERBD £, £7-,
INODTTIATUVATIET AT RAZ Y BRI NEHTHY, BfERETT, Ty 77 L—
RE5E T3 DI, ROPIREZFEITLET,

VAT AO—RiEIE (213 X—) |

ALY A REVANRVY A SOT AT 2 AEHHTD Cisco DNA Center 2.1.2.x /N— g N T v 7
L— KL %7 ( [Cisco DNA Center Upgrade Guide] #ZH)

BUEDRHY A FOE# (223 X—) ,

VAT LASOBEBM (215 =)

GE)

Cisco DNA Center D/3—3 3 > % 234 LIRS 237127 v 77 L— R L7z, BHSINEEN
BANZBIA SN & 2T =2 BATRMTOILET, T, ZOBIEDTETIC iﬁ%ﬂﬁ#
DET, ZOBITICLY . EET 5 Cisco DNA Center 77— % D &S U T, 58T £ TIody
TR D2 AR H 0 £, 20T —XBITIE. 7/f7v~P%K®ﬁﬁbné:&
ICHEB LTI, T—4BITIE,. TO%ROHESMEBEICITEELEEA,

TATRARZ)AN) AR DB

TAYFAZY N AR MPFRETHT-ONTHE I Z EF T 5 L 9 12 Cisco DNA Center % 7% 7E
TEET, INOLOWBHERERS IOV T AT T4 7525 HEICONTIE,  [CiscoDNA Center
Platform User Guidel] @ ['Work with Event Notifications] ZZM L T 72X\, ZOFIEEET
L7- 5. [Platform]>[Developer Toolkit]>[Events] 7— 7 /L C [SYSTEM-DISASTER-RECOVERY]
ARV NERIRL, T A7 T4 T LTCNDZ EEMERLET,

Y727 5 A 7. Cisco DNA Center |%, AT ADIEBAED AR EIILT- 72 D IZ 1Psec
Ty alrBAU L TWAI EERTEMEEE LET, ZOMRAEEZTETRT I i /<%,
FEEZFITLET,
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B sx—rznzrror

3. VAT A~OFBN

1. VAT LO—kFlE (213 =) |

FaHREUNNYOEE |

2. AAHA RV ANV A FORESG T, BUED T AT LAGEAELE SR £, £ L
Wb A=ma—TA a7V v 7 LTRZRERINL 7 : [System] > [Settings] > [Trust &

Privacy] > [System Certificate] DJIEIZEIN L £ 7,

(215 ~<—2)

YR— P ERBARY L

WDORIZ, T AT AZY BN AR FE/RLET, CiscoDNA Center Tlid, A XV FAFEA

TLLmmMmE AR L ET,
DRATLDANILR R |[AXY b+ WA
752
OK F AT REZY IRNY AT AREMWEF T, Activate DR (Disaster Recovery
Setup Successful)
OK AAY A NERITZI AN YA h DT =—)L A —,3— |Failover Successful
WIEFICSET LE LT,
OK AA YA NOBENIERIZSE T LE L, Successfully Registered Main Site
OK VBN A FOBEREFICET LE L, Successfully Registered Recovery
Site
OK BEAR A N OOBGEEDNIERICE T LE L, Successfully Registered Witness
Site
OK F W22 Y AR AT ANIERIT—HE I U E L7-, |DR Pause Success
OK AB NP A IBEMEL TWET, Standby Site Up
OK BEE YA ROEMEL TV ET, Witness Site Up
OK FTATRZY INRNY AT ANEFICEGERIILE L | Unregister Success
7o
Degraded AA YA NERIZY RN YA DT =— )L 4 —/N— |Failover Failed
DRLE LTz,
Degraded AR UNA YA NPNBREX T LTS8, HE)7 = — |Standby Cluster Down
WA= IEH T EE A,
Degraded BEME A4 NNEIEX D L TCWA=, HE 7 =—/ L4 — |Witness Cluster Down
N—lIEHTE EEA,
Degraded FUPEREZ Y HNRY AT A —EHE R TE AL Pause Failure
Degraded BGP L— 7 K% A XA ML £ LT, BGP Failure
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DATLDANVA R 4RV b XN
T—5R
Degraded VAT LDV A Nl EHHET D IPsec b RV BENEH T | IPsec Up
ﬁ_‘o
Degraded VAT AOYA N E T D IPsec b2 RIVMRBIFEHL T | IPsec Down
YLTWET,
NotOk FUAPFRZYINRNY AT LAOREICRKKLUE LT, Activate DR Failure
NotOk BifE [Standby Ready] IRHEICH D YA ML, 7 4 P AZ U |Activate DR Failure
ARNY AT MIHEZINTE EE A,
NotOk FUPFAZY N AT AOBRGREFIZI LU FE L7, |Unregistration Failed
NotOk AA A NOBGFITRBLE LT, Main Registration Failed
NotOk UBNRY YA FOBRERIZEBELE L, Recovery Registration Failed
NotOk FEARY A R OB LE LT, Witness Registration Failed

TAFRBZYAN)ORATFLD NS TN a—TF 4209
WDFIZ, T AP AZ Y BNY VAT ATRAET D[RR S DB & ORIV EEZ R L E
S

)

GE) T AP ALY D NYEERTIRE XA LT 7 b LTEGEAIE, [Retryl 227 U v 7 L THAEZR
BHEFITLET, MENMEINT., TOMIRBROFIZEEH I N TWRWEATX, Cisco
TAC IZBWEbEL ZEE W,

R12:TAHRE2)ANY D RT LORRE

I5—a—F AytE—o Y)a—av
SODR10007 Token does not match. U R_Y YA FOBGERRICIREEEI N F—7 V38,

AA A NOBEKRHTER S L h—2 L —E
LEYA, AA P A D [Disaster Recovery] >
[Configuration] # 7 C, [Copy Token] Z#27 U v 7 L
TELWh—27v&Zabr—LET,

SODR 10048 Packages (package names) are mandatory| /AT AZBERTAHRNC. UA IR TWARy r—
and not installed on the main site. ChALVAN—LLET,
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SODR10056 R YANYFA BB L OB A L OB, AL
YA FDIELWI VT Uy Ve AN LT Z %
b L £
SODR10062 () site is trying to () with invalid | U B NNUH A FBIOEHRY A N OBEECIRE X
IP address. Expected is (); actual is ﬂ’bf:)(/f :/-H-/]' ]\@IPT ]\‘\I/XZ’)‘;\ )(/l) :/-H-,]’ }\@
0 BRI S NI [P T RL AL R0 £,
SODR10067 Unable to connect to (recovery or AA YA SRBE L WA Z L 2R LET,
witness site).
SODR10072 All the nodes are not up for (main or|H% A FRMD3ED /) — RIXTHBEEHL TWAENED
recovery site). ﬁ)%ﬁﬁéﬂg\ Li—g—o
SODR10076 High availability should be enabled on KD FIEZFEFTLC. EAlHME (HA) Z2HcLFE
(main or recovery) site cluster. ‘@—o
1. HAZANZT DBERHLTA Mor 1L
£75
2. EEIZHLIA=2a—TAarz22) vy 7 LT
W A& L E 9« [System] > [Settings] > [System
Configuration] > [High Availability] ®JIEIZ R L
£7.
3. [Activate High Availability] #7 V v 7 L £,
SODR10100 (Main or recovery) site has no third |(Cisco DNA Center CEEMFH L TWAT 74/ D
party certificate. A & — [ ¢ AERTEIC S A £ T,
MIZOUTIE, Cisco DNA Center ¥ —/N—ZEBE D
BHr (97 ~—v) ZZRLTIZEN,
SODR10113 Save cluster metadata failed. WU BN FNEOFELTITHOWVTIL, Cisco TAC
ZBHWEDESIZE N,
SODR10118 Appliance mismatch between main () and| XA YA hE U B NRXUY A NCTERDIZT SI5A4T
recovery (). AP SN TWET, TAFRZ VAN ZIE
WICBER 2120E, Wl OYA FTHRLU 56 £72i%
123777747 v AMRATLMERDH Y EF,
SODR10121 Failed to advertise BGP. Reason: (). |ZEMHIZOWWTCIE., [BGP/L— FT7 RARXZ A4 XA |
CBITARIED T TNy a—T 4 7 (243 4
V) 1 BBRLTIZSN,
SODR10122 Failed to stop BGP advertisement. ZEHNZHOWTIE, BGP/L— 7 R A XAV |
Reason: (). BT AR N T TN a—T 0T (243 X—
V) 1 ZBRLTIEIN,
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SODR10123 Failed to establish secure connection :@Fﬂ%(:j{rj‘éﬁ@ﬂ%%&j&) Y ¥4/, Cisco TAC
between main () and () (). ICHEHHE LT, UAR— FE2=ZITTLE &,

SODR10124 Cannot ping VIP: (main, recovery, or |{RMDOFENEZFEITLET,
witness site's VIP or IP address). . =

FBELLET RLANRELWZ LR LET,
« 7 RLABMMODT RUANLEERRETH 5 H»
EI) DR LET,
SODR10129 Unable to reach main site. () AA YA MIRESNT-Z X —T7F 4 ZKIEIP
T RVAD, VARNTYA FEEHES A b2 B HE
ARETH LN E I D E B LET,

SODR10132 Unable to check IP addresses are on [T L7ZEEZCVELE T,
the same interface. #fEZVELET,
()

SODR10133 The disaster recovery enterprise VIP |5 4P AKX Y HhNNY I AT LDOY A FMEOBEEIL.
() and the IP addresses () are not TR —TFF74 X*/ k ‘7“‘7&:{Kﬁbi'§—o A A
configured or reachable via the same YA REY HNY A }\0)31‘/5’*—7074'74{}5(*3
intirface. fClheckttlhe gateway or static IP7 F\I/X\ %io‘%*ﬁﬂj_/l’ }\@ij, F\I/Xﬁi\ -
routes configuration. . .

K VHE—TFGL R B —T A AR LCHIETE
LEICTHRENRDHY £T,
ZOTT—E, 1 DELIFEEOY A MIRES L
7ZIP T RUAMAETIP 7 RL AN, @BEICT ¥ —
TIARA L E =T 2 RLSDA U F =T = A A
EEHLTWAZ EERLET,

SODR10134 The disaster recovery management VIP |5 ¢ 2 X1 H N I 257 AOEFFAEIPT N1 &
(VIP address) and the IPs (IP 1. %Eﬁ/l) VA —T A X(é&ﬁ;—g—é%\gﬁ)gb N F
addresses) are configured/reachable _3‘ OIS — % %\;@7 524 @fﬁ*ﬁIPT’ KLz
via éame interface. It.should be ﬁ§§§'ﬁéﬂflﬂf£b‘4 :/&_71/],7\,6{}/%7@1},7 R
configured/reachable via management R I | - .
interface. Check the gateway or static Vxﬁ)iﬁ‘ﬁﬁxméﬂ(b 22 & %/T\‘L/ij‘o
routes' configuration. %ﬂ/l) ‘/&—7 :::/]’ 2z T%ﬁéﬂfb‘é%ﬂ{ﬁfﬂ P

T R R B2 #E LV — R EBILET,

SODR10136 Certificates required to establish [System Certificate] N— ([System] > [Settings] >

TPsec session not found. [Trust & Privacy] > [System Certificates] D JIHIZ i3 4R)
MHY— FAA=T (GEHEZHET v 70— FL T,
Bk z FRAIT UE S, RIBENRR L 22WSGEIE.
Cisco TAC (ZBRIWEHE LS ZEN,

SODR10138 Self-signed certificate is not —
allowed. Upload a third-party
certificate and retry.
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SODR10139

Disaster recovery requires first
non-wildcard DNS name to be same in
main and recovery. {} in {} site
certificate is not same as {} in {}

site certificate.

ALY A NEYIANYH A ML VA R—LER
TWBY— =7 4 GEHEIL, TP AZ Y AN
VAT ARICHRESNTZRIODNS 4N H Y £,
BEWO AT LD DNS 4 ZHET HP— K3—
T AFAE A AR L. ZOFFHELZEH T OY A T
Ty 7ua—RLET,

G¥) DNS£IZT A )L RA— RaMER S TW
N L EMERLET,

SODR10140

Disaster recovery requires at least
one non-wildcard DNS name. No DNS name
found in certificate.

AA YA NEYIANYHA MNMIA A M= EN
TNWLH— RARX—=F 4 FEET, T4 HFRZ U IA
U AT 5D DNS AWM EE SN TWERA, Cisco
DNA Center ClX, ZO4HTZHEHL T, AT LD
YA M AT D IPsec RV ERELET,
BENOT AT LD DNS A EFEET HH— R/3—
T AFEHEAAR L, ZOEHELZH OV A RC
Ty 7u—RLET,

Gx) DNS£IZT AN KA — R EHITHY
BN EERERLET,

Xy bT =T DO—TF 4 a = TR0 S
WX, AT LTHEMHT L3 2O% A M TH
e STV WA 1E. Cisco DNA Center CTHf
r D AT — 4 A% [Isolated] \ZF%E L £9, w@dl7
T3 FNEDEITIZOWTIE, Cisco TAC IZ B[
B TEEN,

External postgres services does not

exists to check service endpoints.

ROFNEEFEITLET,
1. =7 —0BRAELEYA M LET,
2. koa~vy REFITLET,

 Kubectl get sep -A

« kubectl get svc -A | grep external
3. RO T, external-postgres #MR L FE
-g‘o

4. {FET DAL, kubectl delete sep
external-postgres -n fusion =~ > R&ZEITL £
ﬁ—O

5. LIRMCKR L7z Bz mafiT LET,
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Success with errors.

Tz — VA= NR—DGEHR ETIEXT P AZ U AN
UV AT AO—FHEIERIZZ DA vE—VRFRE
N5EEE. 1 DL EOY— v 2 TR T —)n
FAELZICLPPD O THRIENIEFIZRET L2 &
oL TCWET, i, [Rejoin] 27 U v 7§
HTZET, VAT LEHEHTEES, Zhbox
7=, TOBEIZ L > TR SN E T,

Failed.

DA yE—UiE, 1 DU OV —ERTEKRRT
T—RELTTDICT 4 P AZ Y N EERK
WML EERLTWET, ZOFEEEL N7 7L
Va—T A TTBEEDIC, AN NEA LT A
AR AL, BET LTI R ALF T T 5L
EBEIOLET, ZOXvE—URERINTH,
[Retry]Z 7 U v 7 L CTHIEZHFEITLET,

Cannot ping VIP: (VIP address) .

VAT AIREENTWAZ U H—T T AVIPT
RLUANRBERRETH D Z & 2R L ET,

VIP drop-down list is empty.

SAFLADVIPTY RLARL 7S ZAEZRNY 7 RIEL
CHREENTWDHZ L 2R LET,

Cannot perform (disaster recovery
operation) due to ongoing workflow:
BACKUP. Please try again at a later

time.

AT a—)VEINTNy 7T T OFETHICT 4
AZZYHANVEER N ) T—ENFE LT, Ny 7Ty
TOETHRICEEZHRITL T ES W,
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— The GUI indicates that the standby
site is still down after it has come

back online.

AL NNAYP A I E T LT X, TDOYA b
% Cisco DNA Center D] DFBATTT 4 A X U T
A)/XTAﬁ% YEECTX o2 BA. 2B O
AT HBEBIICBE S NN ERB Y T, ZD
Fé\%@#4hm&@%m_&of%\mﬂf@
XL LTnHEDE LTRRINET, AX N
AP A NBRAVTF U AE—FROEETHLTD

VAT LEHREETAZEL TEERA,

AL R P A N ERETT DI, ROFNEE FAT
L/ij‘o

1. SSHZ A7 T, AFZ ALY A MNzu
A4 LET,

2. maglev maintenance disable =~ > R %37 L C,
YA b AT F o AT— RO EBESEET,

3. Cisco DNA Center 22 7' A > LE1,

4. EEBIIHIA=a—TAar%7 Vv 7 LT
W% 3R L $£ 9 : [System] > [Disaster Recovery]
DNEIZEIR L F T,

7 7 4/ h Tl&, [Monitoring] ¥ 7 23 ER X1 T
b\iﬁ‘o

5. TAFAZYANY VAT AEFHEETHD
2. [Action] i} C [Rejoin] 227 UV v 7 LET,

— Multiple services exists for MongoDB

to check node-port label.

73y 7 2, MongoDB / — RAR— k23— R &
LTAMENFET, ZOR— 2T L TIERRIC
A5, ROa~<wr REFEITLET,

« kubectl get svc --all-namespaces | grep mongodb

« magctl service unexpose mongodb <port-number>

— Multiple services exist for Postgres

to check node-port label.

T3y 7 HIZ, Postgres / — RAR— kR —E R &
LTABEnET, ZoFR— FEREL TIHERRIC
THITIE, koa<wy REFETFLET,

« kubectl get svc --all-namespaces | grep postgres

» magctl service unexpose postgres <port-number>
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294 FEFEVF UL

2H A FEEIL, TAVARAZV DN VATAZHDE 3OO0 A DI b7 & 2906
KRl T o LTt 720304 B N—T 1 v a AbSn72 G E1C%8 A L £7, Cisco DNA
Center NI FXFREBEELF IV AICEDOLIITHIGT 20, BIXOETTIHILERSH DH2—
=T 7 a AZONTE, WORESELTLIEI,
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EL Ut

PRATLBLUVI—Y—DIEE

FIVFL: AT LAD2ODH A K
2o LET,

1. VAT NI, FEATA OV A bESEELET,

EE ZOBERKILLTIEHAETEH, 2OV FEAZ L FT R
VYA b E LCGERT 5541, FIE3 THEASA TN
BHIOS A2 &5 T LET,

2. ZOoOYA Moul A LET,

3. VA NERZ L RT YA e LTEWESE 5551, [Standalone]
22V vr L, FREND LA T B YRy 7 AT [Continue] %7 U v 2
LET,

G¥) IOFTvarEBRBIRL, BTT AP RZY DAY RT
LEFHESIT A3, WOFIEEZFTTHLERH Y £
R

1. witnessreset 2~ REZEITL T, BRIV A b2V By
FLET,

2. BEENFAE LMoY A MZr /1 L, [Standalone]
7V w 7 LT, YHEIFAZ U KTarH A hELTYH
;METLHE I LET,

3. F¥rEAVIA LDV A ML L, TAVAXIT
NYDy NT v TEERELET, ZOHA NeRH
YRT7a = RCTEET DL HICRET D E, VAT
MCEREESNTZVIPRF T L=V A b BHIBRERE
T, INHDOH A F T AT LD VIP HRET D71
D, ZOFNATEE T,

YA "ERAZ L RTaUY A e LTEMESE L 2WEEAIE, 7.
B L2008 A4 FEEIBLET, ROWTINEFEITLET,

RV A MR E T TA L DEETHIEEIL. VFIVAIDOUART
LEa—PF—DIREEZHR LTI EE N,
cABUNRAY A NBETITALDEFTOEEIT. VFUA4DT A
TAhE =P —DRIEESR L TLTEE N,

T IT ATV A SNRETTITALDEETHAILEEIL. VFIVAF5D
VAT AL - —DINEESR LT EEN,

YA WM AZ L RT B E— RIZRDE, VAT ANIEDOY A OIS IP
7T RV AEZHEBICHERLLET, £, Xy N OFTueva=r S
EREST-OI, AP 7 RLAA— RET RAX AL X LET,
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PFVA2 T IT 4T A b, AF Y
NAYA b, BEOERY A FRZ T
L. (EIERBRICA T A4 TR 97,

1.

2.

VATAE, TIT AT A B RZ AN Y A P ESEEL LT

VATNIT 7T 4 7Y A NEETLL, AZ 31 YA~ [Standby
Ready] HRREICA Y £,

VAT AN 2ODVAT LEENSEIE L2 ENEEENET,
BIZONVTIE, AR MNEALTA L DE=H =) T BERRL
TLTIEEW,

FAPFRZYIANYOEy N T v (196 2—)

CHFVAI T T4 THA N, RAE
NAPA N, BEOERYA IR F T
LET, 7774 7H A hEARF NS
P MIA L TA VITREY £, EBER
YA MNIAT7 T4 DEETT,

VAT NI, TITATHA RNERZ U RNAY A FESBELET,

VATNIT VT 4 T A MEEIL L, AZ 31 A X [Standby
Ready] HRREICA Y £,

VAT AN2ODYVAT AEENSEE L2 ENBEEENET,
BIZOWTIE, ARV MNEIALTA v DE=H—) 7] ZBRL
TLTIEEW,

WDONTNNEEITLET,

YA NBA L TA VRS TZR, T AT AZ T AN D'y b
T w7 (196 X—) ITHEVWET,

o VAT ADO—HHEIE (213 =)
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DS

PRATLBLUVI—Y—DIEE

VFIVA 4TI T 4THA b RAF
NAYA b BROERIA By~
LEd, 727274794 FEEHEYA B
WA TA TR ETH, AZ A
YA MIFTTA L DEETT,

1.

2.

VAT ANET VT 4T A ESEEL ThBETLET,

VAT LAN2ODYVAT AEENSEIE L EmmEnET,

ERIZOWNWTIE, AR NI A LTA L DE=H—V T B

TLTIEEW,

CURIOT 77 4 7% A "B A T A TR Y | [Standby Ready] KRBT

Rol-th, TAFAZI IRV b7 v 7 (1962—) IZHEWE

7,

ABUNAYA ND ) — REZBmTHLENS L &AW LA, R

DOVICROTFINEEFEITLET,

1. BEEHY- A Moue /4 LT witness reset =~ > R&ZE4TLE T,

2. 7T 4 7% A MzuaZ 4L, [Standalone] %27 U 7 LThb,
[Continue] #7 U » 7 L£7,

3. AREUNRAY A PO —RETHELET,

4, BEWRY A FRLENEH I T b0 LD b Ly~ o %
T 2561, BHYA oA A F—1 (193 X—) T
ENTWDLFRIEEZFITLET, ZRLUANOLEIX, IRORAT v I
HEHET,

5. TAPARZYNANIOEY T vT (196 ~—)
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BGPL— b7 KA A XA FBIT 2B F5TLva—F >0 [

EELT A PRATLBLUVI—HT—DIEE

SFUFS TIT A THA N, RAE UL VAT AFAZ N A NESEEL, FTLWT VT 4 YA LT
NAYA b, BIXOERY A b3 F T WEST. LUE9,

LET, AZ A PEBRY A M| N
AT A Y . T g T B | e TATAB2ODYAT AEENDIEE LT Z LA SV ET,
A 77400 DFETT, FERIZHOWTIE, ARV RNEALTA L DEF=X—U T BB L
TLTIEEW,

3. LWHIDT 77 4 7% A MW F LT A IZREY . [Standby Ready] RAEIZ
Bolcth, TAFAZI ANV DY T v (1965—2) eV E
D
AL NA YA ND ) — REZHT 508N 55 L L2561, R
PVICROFNEZFATLET,

1. BV A Mou 7oA > LT witness reset 2~ REFEITLET,

2. TIT47% A MZurZ AL, [Standalone] %27 U v 7 L TG,
[Continue] #7 U » 7 L£9,

3. AREUNRAY A PO —RETHELET,

4, BEEWRY A FRLENEH I TW b0 LD b Ly~ v %
FEHT 25613, BHYA oA A F— (193 X—) Tl
SNTWDLFIREZFATLES, ENLSNOEEIX, IROAT v 7T
HEHFE T,

5. FAFRZUNANUOEY FT v T (196 5—2)

N

BGP/IL— F 7 ENRA XA MZBETABRED STV a—Ta4 >
5

BGP/L— K 7 RRFZ A XA b 257 —%%E LEHEAIT. WOTFNEEZFETLURREZ T 7
N a—hLET,

AT F1 CiscoDNA Center 7 7 AZ 6, BGP v g vV DAT—Z ZAEWEELET,
a) A2 h¥ALTA LT, [Starting BGP advertisement] % A 7 NIEFIZE T L2 E ) 0 EER L ET
([Activate Disaster Recovery System] > [View Details] > [Configure active] > [View Details] DJIEIZEIR)

AT PWRBMUT=SGAIL, REFEITLTOLFIE b AR E T,
1. TT—RA vt —VITRENTNDRAN—L—EZBNBEEH L TWDEE ) NERERT 5,

2. %A /X—)L—% L Cisco DNA Center DN H D E I DE BRI 5, BN RWIRAIL., B
EEITLLTOOLFHLWT AT RAZ Y BN AT AEZT 7T 4 71T 50, —RE LI =BEEFED
VAT AEERE L ET,
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B oscr— 7 rRs AL BT AED FS TNV —F 10

ATy T2

b)

<)

d)

Cisco DNA Center GULI T, T A VP RAZ U DN VAT LD M AR 2R R L, A NN—)L—FMN
BIET 0T 4 T E I nElRLET,

2 LTWAEAIE, —F OIS S, Cisco DNA Center 7 7 A% 78 BGP A /A— & L TRES
NNTNDEMNEIMDEHERLET, RESNTWARWEAIZ, VIAXERXANRN—LLTHREL, HL
WT AP RZ YN AT RET 7T 4 7T o0, —FHEIESNIZBEFO AT A% FHE) LT
BT LET,

bgpd ¥ L U bgpmanager D= 77 7 A N EFRT HITIE, kDA~ REETLET,

« sudo vim /var/log/quagga/bgpd.log

» magctl service logs -rf bgpmanager | Iql
0777 ANERRTDHEZIL, T A vE—UNRRONERLET, A vE—URRWEGEEIL,
BGP vy a NELKHRELTWSZ E2RLET,

WD~ R&5FT LT, Cisco DNA Center & ZD XA N—)L—HBDBGP v a vV DAT—H A
%38 L £ 9 : echo admin-password| sudo VTYSH_PAGER=more -S -i vtysh -c 'show ip bgp summary"

Av Y FHAOT, RAN=V—ZDIP 7 FLAZRRLET, FTITORREIC, /—F Ok ED

[0EVARSNTWNWDI LEZMERLET, ZOHE, BGPEy v a BT 77 47 THY ., #UIIHE
BLTWAZ LA RLET,

TIT—=AyE—VITORINTNDRXAN—L—FnE BGP By a VDAT—F AZRREL £7,

a)
b)

¢)
d)

show ip bgp summary =~ > KZ3/7 L %7,

2~ R/, Cisco DNA Center 7 7 A X DRAEIP 7 KL A ZMHBE L £3, FCITORREIC, 77
2B DEERERRER [0] LU A RSN TWD Z L 2R LET, Z0HG,. BGP Ry a VN7 77 «
TTHY, WUNHEEL WD ERLET,

show ip route =~ > K& FEITLE 7,

avy ROWMDNEERL, TAVFAZ VANV VAT LAOT U Z—T 54 ZFAEIP T KL ART R
ZA RSN TODNE S P EHERLET,

e z1E, VAT LD E—TT5 4 ZFIEIP 7 FLZAH10.30.50.101 THDHELET, BN
WCERENDIBYDIP T RLATHIHEIX, 7T RAXAXEINTNDLI a2 LET,
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. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



