e g
=

=

= ]
ol |

L1l

ARV ) DEHE

e ARy FVIZONT (28—)

o« X R Y & CiscoISE DFRFE (2 <—2)

e AR RVIZHETBEHROER 3 =)

o —W—FET 4 —/L FOFEH (21 =)

AL RURNUMLD MR Yy FORE (22 X—)

* Cisco DNA Center f > X2 N UNDT A ZADX AT (22 _X—)
cFNRALADT 4 VHE (42 ~—)

o AR BNYNDOT A ADEHE (43 X—)

« FRA ZADREP V) IS EHERT D (47 <—)

o R— bk T N—TDER (49 X—)

e IN— R~ ~DF 7 DFEIDHT (50 ~—)

« R— MR #HR (50 ~—2)
cTFNRAADRA LTI AE—FR (51 =)

o A RNV A YA B (523—)

« VAT AE—aL DB (53 —)

T NRAZADE—VDEF (X FY)  (543—2)

o TNRA ADFEEIP 7 KL ADFEH (55 2—)

o TNRA AR=V TR OFEH (56 —)

o TAA AEROFFEE (57 X—2)

e Xy T =27 FAAL ZDHIE (57 =)

cav U NI —%EE) (S Y) (58—)

sRun a2~y REMEHA LT AL AOQRGERREMEOMBED KT TV a—TF 07 (58—
D)

cCSV 7 7 ANEMEH LIZT NA AFKEDA VAR— N AKR—F (59 <—)
e TNA ZADER Y 7 b (62 3—Y)

o« TNA ZADRERL R 7 hDOFER (63 2—)

cHERE KU 7 b DT ~ULAFT (64 R—)

o BoBE LT- T NA ADASHE (65 =—)
EEOHDLT VR ARA L hDOZH (67 X—)

1oRvryoEgE ]



B o~oruizonc

1A

~

7

\}

N

> bk

1Ry ryoER |

e Cisco DNA Center T RMA V—7 7 a—OfI[RFHE (69 ~2—)
TV RBARAL DY T—K (71 =)

)[ZDU\T

A R_NUKREIL, RARDIPT KL A, MACT FL A, BEXOZEDT —Z_XR—ANDT
NA AT DR Y hT—7 THOF AL b IRA VM EOFEMZRIG L CTRIFLET,

Fm. A2 FUBSREIZ, TN ZADOHIEIMERERE L B L T, TS RTKBER Ry T —
IREEWERTHZLHLTEET Ry NI RENT A RAZEEGFELRVER) &

ARy MUE, BEIZSCTRO T w hava R L ET,
Y @K e Fa (LLDP)

e IPTFNA A NTF xS (IPDT) E7R13AA v FHEEExF2U 7 0 HEE (SISF)  (IPDT
F 7L SISF 27 NA A ETHEMNCTAMLERHY 7))

« LLDP Media Endpoint Discovery (Z D71 s 2 /LIXIP 7 4 L—E OV — X— DR I fE
HAEInEd) .

e Ry FU—JEET 2 2L (NETCONF) T34 ZD Y A MIOWTIE, T4 AHNY
DHFESME 22 L T &,

W, Cisco DNA Center [T EMINCT NA AR R—V 7T 52 L TA X2 b ZAffE
FFLET, 774V FORIRBIX 24 R 2 & T, 7272 L, oM@, *y NUV—ZRED
MEMEIE U TERTEET, OV TL, T30 AR—V 7RO EH (562—)
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ARV HEIT=NT L E LTy =TT 50, LEREHEZFRTT HITIE, [Software Image] 51| C [Mark
Golden] ¥ 7213 [Needs Update] #27 U v 7 LE 7,

eV N DOBEEETHITIE, V4 RUD—FKFFETAZr—/L L, [Show Records] Kz v 7 &7
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Wk L COAERRINET,

TNRAARTa<w L RI70F—=T77 V) r—var&iEdE L T2 CLI
avw s REFETL, ROa~v FHNZRRLET,

o<y R —%2EHTAHIZE, a~r R IoF—T77V 47—
varkEAUA RNV LTEBIYERDHY 7, FFMICOV T,
Cisco DNA Center EHEE A R L T 7230,
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NEr Uy r358, TS AOFEMBRRINET, MARY~ Yy ZTOFEMIZOWVWTIX, AR IICD
WTEZRL T I,
GE) fRr Y=y 7B a—%28 0 7272T0121% [Collapse all] %, BB 51213 [expand all] 7 VU » 7
Lij_o

Cisco DNA Center 1 R MY RDTFINA ZADBZ A T

T AZ, 200K HINDNFETEMIND) OWTILNTA X2 b UICRR
SAVET, CiscoDNA Center f X UL, IROZA T DT NA Xz R—FLTHET,
s RY RT=DTNAR Y R—= PHFROR Y NI =7 F AL AE, Y AAN—H A
A vF. BROUAT LRI br—FRT 7 EARAS L (AP) REDTA T L AT
NAABRGEENET,

| ERPRYANWIO) ¢
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| 1orviryoER

sy ro—s711 2082 |

FHETNA R VR — PR ROFHET 34 A2, Cisco Unified Computing System  (UCS) .
VAAZUE =T FTARX Ry NI =T HERRERA LA VT T AN T VT YT R T
(NFVIS) ZFATLTCNDT /A A, ZDMDT =22 2 =T A ANGENET,

*Meraki # w2 27R— F : CiscoMeraki i #EH T H72DD A2 70 RERT T v K
TH—LDX v aR— R,

« Firepower Management Center (FMC) : Y A2DF Ry hU—7 X2 VT4 V) a—3

v EE BT 5 729 @ Firepower Threat Defense (FTD) 7 /3A A &4 LTZ 522D G S 4
TeEH AR LT,

PR — " RIRT A ZAD5ER Y A NI DWW TIL, CiscoDNA Center Ak~ b U 7 22 &M
LTL7Z&EW,

2YRT—0FTNAZADEE
2y bRIJ—9 TN R EBM

&

ATy T2
ATvT3
ATvT4

ATy TH

Xy bT—=7 FARALRFE, A X P VICFEHTEMTE £,

1R BHHIIZ

Xy NI =TI TN RAEHRELTWDHZ AR LET, GO VWX, T4 AT D
RS 28R L TLIEEn,

Ama—TAar (=) #7U»27 LT, [Provison] > [Inventory] DJIEIZEIR L £,
[Inventory] 7 > R 7IZi&, 7 w8 AHIZINE SN T A A ZAFRDPERSNET,

[Add Device] 27 VU v 7 LE7,
[Type] Ku v 7 X7 U R Kb, [Network Device] Z i8R L £ 9,
[Device IP/ DNS Name] 7 4 —/L KT, T/ ZD P 7 RV A L34 HEATI LET,

GE) TNA ATHSRP 7’v ha L zZHH L TWAEEIE, (KIEIPT RLATIERL, 77914~
IP7 RLREANTDHLENRHD £7°,

[CLI] fEI N E 2R STV WIEA TR L, koWThrzEEITLET,
a) Zu—nnlA EREMHT 521X, [Select global credential] 47> a > RZ %27 Y v 7 LE
TO

GE) R FEEZR 7 2 — )L CLI 7 LT > v Y V3054513, [Network Settings] > [Device
Credentials] 7 4 > RO T/ u— L CLIZ LT vy v aEER LE4, 72— 3L CLI
JVLT UV VOREESRLTIIEIN,

b) FFEDTNA ZADu T A AMEFREHET ST, [Add device specificcredential] 7' 3 VAR ¥ %
7V 7L, DT 44— RERELET,

1orvr)ngE ]
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1Ry ryoER |

- TP E R

R3:CLUYLTUIvIL

J4—ILF R EA
Name/Description CLIZ V7 v v )L &3 2 480 E 72136554,
CLI DFRAEN LM L7=354 . Cisco DNA Center 1%, #BFE7 ¥ A% 300 % (5%7)
MEEITLET,
Username v NT—TNDOF A 2D CLINCa VA 57 DIfE AT 545,
Password Py NI =T HNDOT A ADCLINWZa 7 A T H0IAINE /AT — R,
X2 VT 4 EOEENS, fERODIRAT— REHFATLET,
GE) NAT—=RiFtx=2VT 4 EOBEANGESLINTEY, ZOHRE
THEHERINETA,
Enable Password CLI CRIWHER LB D T2 DI T 5 /32T — R, Xy hU—27F /31 R
THBERIGAEIZDOHR, ZONRAT— REHEELET,
X2 VT 4 LOBHBNS, BARANAT—REFANLET,
GE) NAT—=RiFtx=2 VT 4 FOBANSKESILINTEY, ZORTE
TIEFEREINEF A,
ATw 76  [SNMP] HHIEN £ 7ZF R ENTOARWEAITER L, kOWTh»EEITLET,
a) Zu—svu A NEREMEHT 521, [Select global credential] 47> 5 VARZ &7 U v 7 LE
7
GE) FEFAIRE/R 7 0 — /)L SNMP 7 LT o v L3 72 W04 1E, [Network Settings] > [Device
Credentials] 7 + > KU T/ a2 —/ )L SNMP 7 L7 U ¥ v VEAERRK L ET, 71— 3L
SNMPv2c 2 7' A NEHROBZEB LN 2 — 3L SNMPV3 7 LT o v v VOB ER SR L
TLIEEY,
b) [Add device specific credential] &7 > a v ARZ &7 U v 7 L, ROFNEEZFEITLET,
ATwF1  [Version] Ke vy 7 H oA RoD, [V2C] (SNMP /X— 3 > 2¢) £721X[V3] (SNMP /N— 3 > 3)

IR L FE T,
[V2C] IR L= 8, RDOT7 4 — NV FERELET,

B ArruoEE
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| 1orviryoER
wy ko= 7 zzem ]

R 4:SNMPv2c DY LTS %)L

J4—IL K A
Read * [Name/Description] : B0 L TV ¥ SNMPv2¢ g% i O 44 Hil & 72 1,

* [Read Community] : 7 731 A2 SNMP A £~ T 25 HIIOAIHEH D
ARV EHDO 2 I 2 =7  LFFINRAT — R,

GE) NAT—=RiZtF =2V 7 0 LOBHBNOH S LISNTEY, ZORE
TIEFRESNEEA,

Write « [Name/Description] : 1B/ L TV % SNMPv2c #% & D4 Al £ 72 1L,
* [Write Community] : 7 /34 A ED SNMP fE# A2 L F T H7-0IfEH SN E
XIAL A I 2 =F 4 LFH,

G¥) NAT—=FRi3tF=2U7 0 EOEEANOE LI TEY, ZORE
TIEFERREINEE A,

[V3] Z@IRLT=E. ROT 4 —L RERELET,

RE5:SNMP3DY LT %)L

J4—ILK REA

Name/Description BN L 72 SNMPvV3 8¢ 2E D44 i E 72 1338,

Username SNMPv3 3% & (2 BT HAv TV D 44 il

Mode SNMP A vtE—V%MELTHEX2U T 4 Lok, IROWVTNDE— REi%
WLET,

* [Authentication and Privacy] : 8k & B BS(L O Z1TWVE T,
* [Authentication, No Privacy] : s8aEIZITWE T2, B LIXITWV EH A,

* [No Authentication, No Privacy] : #&iE & 5L BTV EHE A,

Auth. Type fE 5FRFEX A 7 ([Mode] & L T [Authentication and Privacy] % 721
[Authentication, No Privacy] 8RR L7 GEICHDNT RV £7) . ROWVTRHID
ALY A T RN L E 7,

« [SHA] : HMAC-SHA |ZJ£-3 < F87E,

* [MDS5 (not recommended)] : HMAC-MD5 (2465 < 583,

1orvr)ngE ]



- TP E R

1Ry ryoER |

J4—ILF

B

Auth.Password]

SNMPV3 Z T 5T /34 ZAMBIERIZT 78 AT 5F#E 95 SNMPv3 /3 A
T— R, THHDNRAT—F (7213827 1L—X) 1%, 8 CFLLEIct+ 508
NHYFET,

GE) e DV AT TAY LRy ban—F T, NAU—FK (D
WEARRAT L—X) (307 b R XTFULETHLILERH D
9, VAL RAary ba—J0ONRAY— RO/ NEME VT
ABLTLIEEN, NAT— R RAKRO SCTEMNF v
VW& T A A TlXCisco DNA CenterlZ L A FiH ., B, BHEEN
Tz 4,

NAT—=RiZEX=2 V7 0 EOBEmNLR I TEBY, 20
WETIEER RSN EE s

Privacy Type

TTAN— A7, ([Mode] & L T [Authentication and Privacy] Z &R L 72855
AR ) . ROVTRDLDOTTA N — XA TERIRLET,

« [AES128] : B 51k 128 £ k CBC E— K AES,

« CISCOAESI? : 3 A adDF A A L TORB/LD 192 ¥~ ~ CBC E— K
AES.

« CISCOAES256 : & 2 adDF /34 A2 ETOREE{Ld 256 £~ k CBC £— K
AES.

GE) o MHMEREL A R M UBSRED I, I AN —F AT
CISCOAES192 5 L TX CISCOAES256 D& THAR— F SN TWE
T, TvaT T A MBI R— SR TWEEA,

o TT A NR— X AT AESI281F, M., A XU MY BIOT
AT TUATYHR—=FEINTWET,

TS5A418—/RRAT—FK (Privacy
Password)

BB L OERERE 2R — F L TCWDET NS A TR EIN DS A v — U a1k
THODOMEHEE AT D7D S35 SNMPV3 75 A /N —/ AT —
Ky WMAT =K (F/3"AT7 L —X) 1%, 8 XFULICTHXLERH Y 7,

GE) e —HBDT AT TUA YL A oy bua—FTliE, NAT—F (bd
WEIARAT L—X) (307 E b 2 LFLUETHDZMERH Y
FT, VATV LAy ba—F0ONRRAY— RO/ NEM &2 V3 e
BLTLEEN, RAT— RIZHE R TSRO SUFHNSF S /s
W& T3 A TlCisco DNA CenterlZ X A . B, ZHMN
1Thin/el7ze £4,

NAT—=RiFIEF=2U7 1 EOBEEANBE LS TEY, 20
BETIIFRRSNEEA,

B ArruoEE



| 1orviryoER
w2y ro—o Friqzzem ]

ATw 78 [SNMPRetriesand Timeout] =V 7 A E7ZEIA SN TV RWGEAITEI L, kO7 4 — LV RERELET,

R6:SNMP D F0/8F 4

T4—ILF £nBA

Retries Cisco DNA Center7s SNMP Z i/l L T v MU —27 734 2 & Olfz 2479 %
[EIE 8

[Timeout (in Seconds)] FRIT ORI (BRI

ATFv T  [HITPS)] N EFFREINTWARWERSIZER L, ROWThrEFITLET,
a) T TIMER SN TS HTTP (HTTPS) 7 m— 3va 7 A ERE AT 585415, [Select global
credential| 47> a v ARA &7 ) v 7 LET,

GE) A AREZR 7 0 — /)L HTTP (HTTPS) & 7' A UIEMN 7204 1E, [Network Settings] >
[Device Credentials] 7 « > K7 CZ 1 —/ L HTTP (HTTPS) 1 7 A & # & ERk L £
T, [HTTPS 7' — \vm 7 A VEROFE] 2SR TS0,

b) [Add device specific credential] =7~ a > HRZ %7 Uy 7 L, ROT 44—V REFELET,

RIHTTPSH LT v )L

Ta4—IL K B

[Type] FHELTWABHTTPS Z LF oo ¥ VD EA TEIBELET, BREZA 1T,
[Read] F 7213 [Write] T,

Read K10 DD HTTPS 30 7 LF v oy VAR ETE £,
+ [Name/Description] : JBJI L TV 5 HTTPS v 7 A ERO LA E 721X,
« [Username] : HTTPS ##58 DFRFFIHEH S5 4 BT T,

* [Password] : HTTPS £t OFRGEICAEH SN H /82T — R TF, /N2 T — RiZ
X2 V7 4 EOBEBNOEFLENTEY, ZORETIERRINET A,

* [Port] : HTTPS h 7 7 ¢ » 7Tl S35 TCP/UDP R — h DFE S TY, 7
7 AV MIAR— hEE 443 (HTTPS OEEMD AR — k) T,

NAT—RET~ I8 XLFTHRELET, kbbb 1 >TOFEHT 4
ERH Y ET,

< INLFED B
« RXFDH
5 (0~9)

 FRERSCTF (#_*72) —

T (a~2z)
e

(A~2Z)

INRAT — RIZAR—=ZR A va (<>) IEATEEEAL, —H8D CiscoI0S XE
FTORA AT, Bl () 2EHTERVOTERELTIESN,

1orvr)ngE ]
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- TP E R

1Ry ryoER |

J4—ILF

B

Write

K10 DD HTTPS FHEZIALY LT Ui L aRETE LT,
* [Name/Description] : B/ L C\ % HTTPS 1 7 A AEHROL A E 7= (X,
* [Username] : HTTPS #&#5t DFEAEIZEH S AL 54 H1TT,

« [Password] : HTTPS #55t O PRI SN DR AT — R T4, RAT— RiX
X2 V7 4 LOBEBHNOESLENTEY, ZORETIERRINET A,

* [Port] : HTTPS F 7 7 ¢ » 7 IZfEHl S 415 TCP/UDP AR — h DFE =TT, 7
7 F IV MIAR— F & 443 (HTTPS OREFIDO AR — k) TY,

NAT—RE T~ 128 LFTHELET, Kol b 1 >TolHT 54
ERHY ET,

INAT — RIZAR—=ZAR B va (<>) I TEETA, —ED CiscoIOS XE
TNA ATIL, Bl () 2HEHTERVWOTEEL T I,

ATV 0 FEEAINTORWEAILZNETCONF Ak A B L, R—k 74—V RERELET,

Gx) NETCONF T, CLI 7t b/t LTCSSHAZRTEL, SSHZ LT Uiy VEERETHI &
MUHBE T,

5 8:NETCONF & E

J4—ILFK

A A

Port

FTNNA ADER— bk, RONVTNNDOR— MEEHATEET,
e IR— 1830 (FT7 A1)
o TA ATHRHFRE/RZ DO R — k

* Cisco DNA Center CTHE 9B B A X Lk — bk, (T34 A A[HIEIME N B0
72 TOVDEHIZDI, HAH LR— N EfEHTE E5EIC OV TIE, Cisco
DNA Center 5 Fi#% 7 4 K @ [Device Controllability] DIEHZZM L T 72& W0

NEKDNF@MH TR LT=334 . Cisco DNA Center 133857 2 t& 2% 300 % (5
4y) MERITLET,

B ArruoEE
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| 1orviryoER

ATy 71

ATvT12

ATy 713

2y b7—0 Friq 2 oL7v o L0Es |

CiscoDNA Center & V &— F 7 /31 2 L DIBFEZATREIZT W T 0D >y U —2 71 k2200 [Protocol]
AT a v RE B LET, A2 EIF SSH2 £7213 Telnet T,

(&) [Credentials] DAEIZ & % [Validate] 2727 U v 7 L ¥, Cisco DNA Center (2L VD, T34 A/
A VERPBEES IV, B e 7 A VERICITRREDOTF = v I~ —27 | BEhea A UFERICITRED
X~v—IBRERENET,

SNMP EXiAL 1 7 A UNERERS TXTOBR T A UERPBRGESIVE T,
[Add] 227 UV v 7 LET,

2YRIDI—=D FINA R ILTUOUYILOEHR

ATy T

ATy T2
ATvT3
ATy T4

ATy TH

BIRLER Y NU—F TRAADT A ADNY J VLT oy VERRTLHZ LN TEET,
IR L7=T 3 ZCKT LTI, ZOFEFHINREN., Zua— S LRERY a THAEDORTE L
D HEREINET,

1R B
AL RPN VIZTNRNAANDDZ EEMRLET, T3 ANBRWEARIE. T 4 A B3V BEGE
EHEALTHRHELET,

ZOFNEEFEITT DI, EEE (ROLE ADMIN) F/-13AR Y o —EFHE
(ROLE_POLICY_ADMIN) ##£RR, 35 X ON#E)7e RBAC A 2 — 7 BN EETH,

Ama—TAary (=) #7U»Z7 LT, [Provison] > [Inventory] DJIEIZEIR L £,
[Inventory] ¥ 4 > RUIZIE, M7 o0& AHINE SN2 T A AFRPERSNET,

WHTDFy hT—27 T, ZERIRLE T,

[Actions] Kr v 7% 72U & kx5 [Inventory] > [Edit Device] DNEIZEIR L £,

[Edit Device] A 7 0 7R w7 AT, [Type] Ku v 7 H 7 ¢ —/L K) 6 [Network Device] % i8R L &

T (IR TO2RWER)

[CLI] SEIR N E 2R SN TR WIGAITE L, IROWT N EFEITLET,

a) TCIMERENTWAEZ r— UL CLL 7 VT v v V& 5851%. [Select global credential] 74
FrarvRErEI Yy LET,

GE) A AIREZ2 CLI 7 v — b m 7' A AEHRD 72041, [Network Settings] > [Device
Credentials] 7 ¢+ > RUTIER LET, [/ a— L CLIZ LT ooy VORE] 5K
LTL &Y,

b) [Edit device specific credential] 7> a v ARF %7 Vw7 L, IROT7 4 — /L RERELET,

RI:CLIHZLTUIv)L

Z4—ILF Bl
Username T hT =T NDOT R, AD CLINCa 7 A 3572 DIfE AT 540,

1oy ryoEE ]
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1Ry ryoER |

B <770z 0L7 v v r0EH

J4—ILF

B

Password

Iy NT—VHNDOF AL ZAD CLINWCe A ot B0 HINE 2T — R,
X2 U7 4 FOHENS, HEROZODIZNAT—REHBATTLET,

NAT—=RiFtFx=2l 74 LOBEBHNPOES(LINTEY, ZORETITERTS
NEEA,

Enable Password CLI CEWHERR LB D IO HT 5/ A T — K,

X2 U7 4 LOBEENG, B ASAT—REFBANDLET,

NAT—=RiFtEx =274 LOHBENOE SIS TEY, ZORETIEERRS
NEE A,

ATvT6

ATy 17

[SNMP] SIS E 72 STV AR WESITEA L, ROWTINEFEITLET,
a) T CIMER STV D SNMP 7 e — 3 vnm 7 A AEHRZFH T 535514, [Select global credential] 4
TravRErEI VI LET,

GE) FEFIRIREZR SNMP 7' a2 — v m 7 A AEHR DN 72 WA 1X, [Network Settings] > [Device
Credentials] 7 ¢ > R THERR L £9, [/ 11— 3L SNMPv2e 11 7 A AEMOBRTE]
XN 17—V SNMPV3 1 7/ A UHEHORE] 2B L TLIEEN,

b) [Edit device specific credential] 7' a VAR X %227 U w7 L, IROFINEEZFEITLET,

[Version] K w7 &7 U A2 Rk, [V2C] (SNMP /X— 5 > 2¢) F721X[V3] (SNMP /X— 5 2 3)
BN ET,

[V2C] IR L7-E, RDOT7 4 — NV FERELET,

£ 10:SNMPv2c DY LTV %)L

J4—ILF EREA
Read « [Name/Description] : 1841 L T\ % SNMPv2c¢ 5% iE D44 Rl E 72 1L,
* [Read Community] : 7 /3 A2 SNMP {§#H % £ 95 HIIOAIHEH S D
AWM EHADO I 2 =T 4 LFHIIRAT— R,
GE) NRAT—=RiZEF 274 EOBANLE S LI TEY, ZORE
THRHEFERINERA,
Write + [Name/Description] : B/ L T\ »% SNMPv2c 5% iE D4 Rl F 72 1L,

* [Write Community] : 7 /34 A 0 SNMP 1§#H 2 AL H T 570 S b E
iAH 2 2 =T 4 LFF,

GE) NAT—=RiIEFx=2U 70 EOHANPOE LI TEY ., ZORE
TIEFERENEE A,

B ArruoEE
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| 1orviryoER

[V3] Z34R L 7= 58

R UM:SNMP3DHY LT v )L

2y b7—0 Friq 2 oL7v o L0Es |

WDT7 44—V REFRTELET,

J4—ILFK

B

Name/Description

BHI L 72 SNMPV3 82 E D4 Al E 7 13700,

Username

SNMPv3 3% EIZ AT I STV B 4,

Mode

SNMP X vt —VaMEETE2EXF2 T 4 LUL, IROWVTNNDE— RE i3
WLET,

* [Authentication and Privacy] : #8iE & B S LD HF 21TV E T,
* [Authentication, No Privacy] : s8aEIXITWE T2, B LIXITWV EH A,

* [No Authentication, No Privacy] : #8:iE b 5L ATV ER A,

Auth. Type

T 2785E4 A 7 ([Mode] & LT [Authentlcatlon and Privacy] &£ 7213
[Authentication, No Privacy] Z B4R L 72855 ICHZNC72 0 £F) o ROWT D
PREH A THBIR L £,

* [SHA] : HMAC-SHA (235 < #%GLE,

+ [MD5 (not recommended)] : HMAC-MD5 {235 < 3G,

Auth.Password]

SNMPv3 Z 3BT /34 ZABIEMRIZT 78 23T 58I 35 SNMPv3 /XA
T— R, ZNEDONRAT— R (FHF2 71 —X) 3. 8 LT EICT A48
N ET,

GE) e —HDYV AT TAF LAy bun—F T, NATU—FK (D
WENRATZ L—X) 37 b 2 LFULETHLNERH Y
9, VA YL Ry ba—F0O/RT — RO&K/NEM:E VT
BLTLIEIN, RAT— R FAKBR O SCFEN S H i
VW& TN 2 TlXCisco DNA Centerl” & AR, BEf, BHEN
Thin/el7z £4,

NAT—=FRiEtEF=2U7 0 EOEEPOE SIS TEY, 20
RETEFRRINEEA,

1orvr)ngE ]



| TP ENRYE IV DO

1Ry ryoER |
LOEH

J4—ILF

B

Privacy Type

TTAN— K A7, ([Mode] & L T [Authentication and Privacy] Z &R L 7255
WA ET) . ROWTHDDOT TA NV — Z A TERINLET,

« [AES128] : K5 5{kd 128 ¥~ k CBC £— K AES,

« CISCOAESLO2 : 2 adDF A 2 L TOE{LD 192 £ ~ CBC E— R

AES.

« CISCOAES256 : & 2 adDF /34 2 ETOREE{Kd 256 £~ k CBC £— K
AES.

GE)  MHMSREL A4 LNV M USREDE X, TIA N —E AT

CISCOAES192 3 & U CISCOAES256 D7 TH R — b STV E
T TvaT T A KREIET R - PSR THWEEA,

e TT A NY— X AT AESI281F, B, f XU MY BIOT
a7 T UATYHR— MENTWET,

T5A418—/RRAT—FK (Privacy
Password)

BB b OERER I 2R — F L TCWDET N, AT ENDE A v — V& E1k
THZDDOWMEREERT DHI=DIHEHIND SNMPV3 7'F A N —/RA T —
Ky WAT =K (F7i3"AT7L—X) 1Z, 8 XFU LT HIHLERH Y 7,

GE) e —HDI AT TS LA br—FTlE, SAU—FK (b5
WIS A T L—X) (37 Eb 2 LFLUETHAZMERH Y
FT, VA YLV Aarybe—J0ONAT— ROE/NEHZ 07
RLTLEE Y, NSAT — RIZULEE R FARBRO SCFHSF H LR
VW& T 3o A TlECisco DNA Center(Z X R, B, &HN
fTon7e72v £,

NR2AT—=Rigtx=2l T 40 FOEANSKESILENTEY, 20
BETIERREINEEA,

ATy 78 FIEEAINTOARWEGEAT [SNMPOFRITEEE # 4 47 7 & (SNMP RETRIES AND TIMEOUT) ]
TUTEBEL, OT7 44—V FERELET,

R 12:SNMP D 7O/ F 4

J4—ILFK Bl
Retries TN AR A RER AT ER, AR IR 1 ~3 T, T 74 ME3 T,
Timeout

HA LT MIRDETIZT N, AL OB OMENL % 3R A DFRIT, Cisco DNA
Center 6T D05, AR7RMEIX, SEEET1 ~300F T3, 7 74/ MES
W9,

ATFv 79 [HITPS)] N E P EE SN TWARWRSIZER L, ROWTrEFEITLET,

B ArruoEE



| 1orviryoER

Fy kD=2 F A 20EF2UF17+—h2 |}

a) T CIMER SN TWD HTTP (HTTPS) 7 u— vn 7o M &M T 2854613, [Select global
credential] 7> a VARX %7 U w7 LET,

GE) i AIEE72 HTTP (HTTPS) 7 m—/ b a7 A UEHRMB 7204 1E, [Network Settings] >
[DeviceCredentials] 7 .t & R TRk L £3, [HTTPS 7' m—/ b m 7 A AEEROFRIE )
L TLTEEN,

b) [Edit device specific credential] 7'~ a v ARF %7 Vw7 L, IROT 4 — /L RERELET,

R 13:HTTP (S)

J4—ILF SRER

Username F NI —Z NOF 34 2D HTTP (HTTPS) (21 /A T 57 DI+ 54
(E I8

Password X RU—ZNOF A 2@ HTTP (HTTPS) 1207 7 A >3 A= I3 %%
AT — R,
X2V T4 LEOBENS, HROZDINNAT—REHANLET,
WNRRAT—=RiZex=2 74 EOBENOESLINTBY, ZOFRETIEHERS
NEE A,

Port V8572 HTTP (HTTPS) &A"— F{ESEZIETEL £ 7,

ATy 10 FFEEBEESNTOVARNVESIEINETCONF fE8HZ EBEL, R—k 74— L 2R ELET,

ATy I N

ATvT12

ATy 713

NETCONF Cli, CLIZ12 b2/ LTSSHEZREL., SSHZ LT U v VA TEHETDH I ENMLETT,

CiscoDNA Center & U E— h 7 /31 A L DIEFEZ AIREICT AW T IO xR >~ U —2 71 k2213 [Protocol]
AT arRE BN L ET, AR EIT SSH2 £ 721 Telnet T,

(&) [Credentials] DAEIZ & % [Validate] 272 Y v 7 L ¥, Cisco DNA Center (2L V0, T/314 2
A VERPBGRES L, BAh7ea 7 A4 SERIITRREDOT = v I ~v—7 | Bhlea A AERIZITRED
X~v—IBERINET,

77 A AEREEHT MR E U THEEOT S AZ BRI U254, [Validation] 7R % 3 EhIZ 720 £
R

[#5 (Update) 127 Vw7 LET,

F2YNIT—OTNARDEF2) T4 7+4—hR

CiscoDNA Center D& X =2 V7 4 74— N AIZED, TNXAATOREETEDLF = v 7 OFER
FRRTEET,

AL TVD L RIaDT AL ZAREROEMTHY . £F 2 ) T RELZZT 20 HEICE
IR LTWRWZ 2B T 5703 TSND2 X2V T4 F =y 73D T LD
D EHEA
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1Ry ryOER |
B 7 xozaupaxr—sz0%5

TNNARTAT VT AT ABGED—BRE LT, ROFT = v 7 DEITSNET,
« B X 2T REART A AR (SUDD REAET = — 2 DORGE,
« 7 /3A AD SUDI FIEAEIGE O B4 WRGIE,
« SUDI GERA 1 X 2 #8 ID FRGE,
 SUDI GEAEIZ X % 2 U 7 AFE S HRGE,
INHOF =y i, WORRT R T—SnET,
e Cisco DNA Center TA X2 MU BINE XN B 72T,
« TNRAADHRELERT D L X,
cFRL AT A—VET v T L— R 5 L&,
WD CLL 2~y FEMEALT, TS ATA T T AT 4 BRETF = v 7 2 FATLET,
show platform sudi certificate sign nonce ${randomNonceValue}
TNARDEBEHRIERT—F ADKRT
ZOFETEH, BAMEMRET = v 7 ODAT—HX A% FRT D HECOWTHBALET,

RTYT1 A=a—TA4ar (=) 27V v 2 LT, [Provison] >[Inventory] OIIEIZRR L F 9,
[Inventory] 7 « > K7 iZiE, M7 o AFIZNE S NT=T A AFRBPEREINET,

RATw T2 [Focus] Ku v 7 XD A=a—nb [Security] ZiIN L £7,

AT w73 [Devices] 7—7 /LT, T /31 AD [Integrity Verification] 5{Z A7 —# A & L C [Failed] & £REN T\ 55
o, T2y (O) 227Uy LTEAEERLET,

GE) [Integrity Verification] #1213 SN2 WHEIL, A4 X0 MV ICET 2 E®ROFR R 3 ~—
V) | mBRLTIZEN,

SAETNARADEHE

n-l-ﬁT/\’r Zo) }]D

HET AL T, AR MVICFETCEMTEET, FHHET /31 RIZIX, Cisco Unified
Computing System (UCS) 72 £ D7 /34 A Cisco Enterprise 1 v b 7 — 7 BREDAELA 7
FARNT I F ¥ V7 U=T (NFVIS) ZFTLTWAHT A A, BROZOMOT =2
b P ARG ENET

AT Tl A=a—TAar (=) #27 VY vZ7 LT, [Provison] >[Inventory] DJEIZEIN L £,

| ERPRYANWIO) ¢
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ATvT2
ATvT3
ATvT4
ATvTH

ATvT6

st zoen

[Inventory] 7 « & RiZlE, M7 o2 AFIZNE ST A AEFRPERINET,

[Add Device] #7 V v 7 L£7,

[Type] Ku v 7 &7 U R Kb, [Compute Device] 28R L £,

[Device IP/ DNS Name] 7 4 —/L RC, T34 ZADIP 7 RV AE T4 FTE AT LET,

[HTTP(S)] FEIE S F 7R STV ARWEEITER L, ROWTIrEEITLET,

a) T CICMERR STV HTTP (HTTPS) 7 m— b 7 A AERZ AT 5854613, [Select global
credential| 7' v a v ARZ &7 U v/ LET,

GE) R FEEZR HTTP (HTTPS) 7 a—/ 3w 7 A ERN WAL, [Network Settings] >
[Device Credentials] 7 1 > R TIERK L £ 9, 72— VL HTTPS 7 L7 > ¥ ¥ )L DREIE
EERLTLIEEN,

b) [Add device specific credential] =7 a v AHRFZ 27 Vw7 L, IROT7 4 — /L RERELET,

R 14:HTTP (S)

J4—ILF s BA

Username HTTPS #&ft OFRREIAE H S 45 4 Hil,

Password HTTPS #t OFEFEICE S D /XA T — R,

Port HTTPS b7 7 « v 712l 4% TCP/UDP R — s D&, T 7 4V
MEAR— &5 443 (HTTPS OEEFIDO KR — k) TY,

[CLI] fES S 72 SV TOWRWEA TR L, ROWThnaeEZITLET,
a) TTICER SN TWA 7 m— UL CLL 7 LT v v v V&2 585413, [Select global credential] 4
TrarREEIY v LET,

GE) FEFRIRER CLI 7' m— v m 7 A UGN 72054 1%. [Network Settings] > [Device
Credentials] 7 4 > RUTIER LE T, /72— VLCLIZ LT VY VOREESR LT
<&,

b) [Add device specific credential] 7> a v AHREZ 27 Vw7 L, IROT7 4 — IV REFRELET,

R15:CLIV LToo¥%)L

Jq4—ILE A

Username X NT—ZHNDOFNSNA ZADCLICE VA T AT DI T 5411,

Password Zy NT—=ZHNDOF A ADCLICR T A T H OIS/
77— K,

X2V T4 LOBENS, RO ATV —FEH AN LET,

NRAT—RiFtEx=2U T4 EOBENOEELENTRBY, ZORET
ITERRENERE A
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B =7 zoem

J4—ILFK R BA

Enable Password CLI TEVMEIR L~ D -0l T 5 /82T — K,
X2 VU740 LOBENS, AR AT—REFANLET,

NRATV—=RiFtx=2U T4 EOBHENOEEE LI TRBY ., ZOHRET
TERENEEA,

ATwFT1  [SNMP] fEIA £ 2B SN TOARWEAITEE L, KOWFhnzETLET,

a) TTI/ERENTINS SNMP 7 u— b 7 A UAERZ AT 58415, [Select global credential] 4
FrarvRer e )y 7 LET,

GE) FEFAIREZR SNMP 7' a2 — v m 7 A UAEHR N 72 WA X, [Network Settings] > [Device
Credentials] =— Y CIERK L £7, 7 12— L SNMPv2e 2 7' A UHFHROBRER LN 1 —
JNVSNMPY3 7 LT U VOB EEZR LTS E X0,

b) [Add device specific credential] 7> a > AHR¥ %7 Vv 7 L, ROFIAEZFATLET,

ATw T8 [Version] Ry 7 X7 ) ARk, [V2C] (SNMP /X— 3 > 2¢) F£7205[V3] (SNMP R— 5 2 3)
PERLET,

[V2C] Z IR L2356, ROT 4 — /v FEsRELET,

R 16:SNMPv2c DY LT %)L

J4—ILFK Bz
Read

* [Name/Description] : B0 L TV Y% SNMPv2¢ i i O 44 Hil & 72 137,

* [Read Community] : 7 73 A2 SNMP 1A £ d 2 HIIOAIHEH D
AV EHOAI 2 =F 4 LFHIRAT— R,

GE) NAT—=RiZtFxF =2V 7 0 LOBEBNOE S LISNTEY, ZORE
TIEFREINEEA,

Write « [Name/Description] : i8Il L TVY% SNMPv2c g% & D44 Al & 72 113,

* [Write Community] : 7 /34 A ED SNMP fE# AL F T 5720 fEFH SN E
TIABL I 2 =T 4 LFH,

G¥) NAT—=FRiFtFxF=2U7 0 LOBEAPOE LI TEY, ZORE
TIEFEREINEE A,

[V3] Z@IRLT7=E. ROT 4 —/V RERELET,

B ArruoEE
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R 17:SNMP3DY LT v )b

star g zoem [

T4—ILF

Bl

Name/Description

1BHI L7z SNMPV3 82 E D4 Al E 7 13708,

Username

SNMPv3 3% EIZBEHEATH T H TV D 4,

Mode

SNMP X vt —V % NELTE2X%2)T 4 LU, ROWVTNDDE— K& i#
WLET,

* [Authentication and Privacy] : #8iE & s LD T 2470 E T,
* [Authentication, No Privacy] : #iEIIITWE T, B SLITITOWEE A,

* [No Authentication, No Privacy] : i&iE & B 5L BTV EE A,

Auth. Type

EAT 2FEEX A 7 ([Mode] & LT [Authentlcatlon and Privacy] 7213
[Authentication, No Privacy] Z &R L 7= 5EIZHNITR D £9) . ROWT D
FRAEY A TR L E T,

« [SHA] : HMAC-SHA 2 -5 < 387,

+ [MD5 (not recommended)] : HMAC-MDS (253 < 583

Auth.Password]

SNMPV3 Z T 5T /34 ZABERIZT 78 AT HRI# T 5 SNMPv3 /3 A
T— R, ZHLDONRAT— R (F723832 7 1L—X) 1T, 8§ XFL FIcT A p0E
N0 £9,

GE) s —HDV AT TAF LA ar bu—TFTlE, RAU—F (b5
WEARA T L—X) (347 s RXFULETHLILERH Y
F9, VAL Rary ha—JDORRAT— KO/ NEMZ 0T HE
RBLTLIEE, RAT— RICHE R KR O SCFENSE S e
WE L T30 A2 TlECisco DNA CenterlZ L B H ., B, &HN
1T £7,

AXU KiZtx=2V 74 LOHEBANOES{LINTRBY., 20
X if i?ﬁﬂ“éj’bi’é‘/\/o

1oy ryoEE ]
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Ta—IL K B

Privacy Type TTAN— K A7, ([Mode] & L T [Authentication and Privacy] Z &R L 7255
WA ET) . ROWTHDDOT TA NV — Z A TERINLET,

« [AES128] : K5 5{kd 128 ¥~ k CBC £— K AES,

« CISCOAESLO2 : 2 adDF A 2 L TOE{LD 192 £ ~ CBC E— R

AES.

« CISCOAES256 : & 2 adDF /34 2 ETOREE{Kd 256 £~ k CBC £— K
AES.

GE)  MHMSREL A4 LNV M USREDE X, TIA N —E AT

CISCOAES192 3 & U CISCOAES256 D7 TH R — b STV E
T TvaT T A KREIET R - PSR THWEEA,

e TT A NY— X AT AESI281F, B, f XU MY BIOT
a7 T UATYHR— MENTWET,

TSAND—/RRT—F (Privacy | s BAL OFEHERIkE 2 AR— F L TWB TS ZTEBEND A v — DV %Wk
Password) T 57D OREREE LT 572D S5 SNMPV3 75 A Ny —/32 T —
R, R2AT—=FR (7213527 L—2X) T, 8 LFEU LT E0ERH Y £,

GE) e —HDI AT TS LA br—FTlE, SAU—FK (b5
WIS A T L—X) (37 Eb 2 LFLUETHAZMERH Y
FT, VA YLV Aarybe—J0ONAT— ROE/NEHZ 07
RLTLEE Y, NSAT — RIZULEE R FARBRO SCFHSF H LR
VW& T 3o A TlECisco DNA Center(Z X R, B, &HN
fTon7e72v £,

NR2AT—=Rigtx=2l T 40 FOEANSKESILENTEY, 20
BETIERREINEEA,

ATvT9 (fLE) [Credentials] DE{IZ & % [Validate] #27 U 7 L E 7, Cisco DNA Center IZ LV | T/314 2w/
A UERPBIES L, B n A UERICIIROAOF =y s ~—7 B n 74 AFRIITRAD
X~v—7 NERRENET,

SNMP HXiAL 1 7 A UNERERS TXTOBR T A UERPBGESIVE T,
AT 710 [Add] %727V v LET,

HETNAROILTUOUYILOEH
TR LEHETANA ZADFT 4 AINY 2Ty VERHTAZENTEXET, BIRLET

ANAAF LT, ZOEFSNIEREN, 70— IbREPY a TEADORE LD bELS
hi‘j—o

B ArruoEE
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ATy

ATvT2
ATvT3
ATvT4
ATvT5
ATvT6
ATy 71
ATvT8

ATvT9

Meraki 4 v & 2 K— koEE [

1R BHHIIZ
AL RPN VIZTNRNAANHDLZ EEMERLET, T3 ANBRWEARIE. T 4 A3V HEEE
EHEAHLTHRHELET,

Azma—TA4ar (=) #27Y v 7 LT, [Provison] > [Inventory] ®JIEIZER L £ 9,
[Inventory] 7 « > K7 (ZiZ, M7 o AHFICINESNT-T A ZAFERNE RSN ET,

FHT LT A ABBRLET,

[Actions] Ku v #7212 kx5 [Inventory] > [Edit Device] DJIRIZER L E 7,

[Edit Device] ¥4 7 2 7R 27 AD [Type] Ku > 7% 7 A KT, [Compute Device] iR L £ 7,
FREASNTORWESIE, [HTTP (S) 1=V 7% EH L £,

[Username] 33 & OY [Password] 7 4 —/L RIZ, 2—HP—Z L RAT— K& A LET,

[Port] 7 4 —/V RIZAR— FEBFE AT LET,

(A7 3 ) [Credentials] DFEIZ & 5 [Validate] %7 U 2 L'£7, Cisco DNA Center [IZL VD, T /31 A
2 7 A AAFRPARRES IV, ARhrw 7 A AAFRITITREOT = v 7w — 20 B w A AFRITITARE
DX ~Vv—I NFERENET,

0 A NEREEFTORRE L THEEOT A ZA&IR U724, [Validation] 78 % AT EELhIZ 720 F97,
[E# (Update) 127V w27 LET,

Meraki v <1 ih— FDEIE

Meraki % v & 1 h— FOD#HE

ATy T

ATy T2

ATy T3

ATvT4
ATy

ATvT6

Meraki %~ 3 = 7R — K & Cisco DNA Center & Tx£7,

Ama—T A2y (=) #27U»Z7 LT, [Provison] >[Inventory] OJEIZEIN L E T,
[Inventory] ¥« > RDIZiE, M7 o AN SN2 T A AHFRPERSNET,

[Add Device] 7 VU v 7 LET,

[F/34 20BN (AddDevice) XA TRy 7 ZAD[Z AT (Type) | Ru v 7 H 7 A RT, [Meraki
X 2R — K (Meraki Dashboard) ] %38 L £,
FREAESNTORWEAIE, [HTTP (S) 1=V 7% EH L £,

[APIKey/Password] 7  —/L KT, APIF¥— & /XAU—RKDu 7 A UiE#H%E AT L, [GetOrganization details]
Voo &271) v 7 LET,

[Organization] K12 v 7% 7 U A MILRFERO AT > a U &2RINT 50, A 2HRBELET,

1orvr)ngE ]
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B veaisvoak—roLrosv LS

ATy 717

(F 7' = ) [Credentials] DE{IZ & 5 [Validate] %2 Y » 7 LEF, Cisco DNA Center (Z X V| 7 /341 &
77 A NERPBEES L, AR n A ERICITREDT = v 7~ —7 | B n 7 A ERICITRE

DX~ —I NERINET,

ATV T8 [Add] &7V v LET,

TR U=k D~ C Cisco Meraki 7 v ¥ 2R — R & F 80 ZADINENHBE S NE T,

Meraki ¥y a2 R— K LT vILOEH

ATy T

ATvT2
ATvT3
ATv74
ATvTH
ATv7T6

ATy 717
ATvT8

ATvT9

SR L7273 A0 Meraki & v 3 2 R— Fu /4 UAGSA BHTH 2 LR TEET, BRL
T AL K LTI, SOEFHSNEREDN, 7 n— SARERY 2 TEEORE LY bIE

FINET,

1RO BRI

AR PVICTAA AR ZEEMER LET, T ABRWEEIT. 7 1 203U HRE
ZER L TR LET,

Azma—TAar (=) #71Y v 7 LT, [Provison] > [Inventory] OJIEIZER L F 77,
[Inventory] 7 « > K7 (ZiE, M7 o APIZINE S NTZT A AFERNERSINET,

FHT DT A ABBRLET,

[Actions] K2 7% 71U & k75 [Inventory] > [Edit Device] DIEIZEIR L £,

[Edit Device] slide-in pane® [Type] K& > 7 Z 7 U A k)25, [Meraki Dashboard] % 3R L £ 7,
EFPREBEESNTWARWESIE, [HTTP (S) 1=V 7 2B L £1,

[APIKey / Password] 7 4 —/V R C, Meraki & v ¥ 2R — R~D7T 72 RAZHEHT 2 API F— L /XX T — K
DI VT X VEANTILET,

[Port] 7 4 —/L RIZAKR— FN&ESE AT LET,

(ff=&) [Credentials] DFEIZ & 5 [Validate] 2 U » 7 L'EF, Cisco DNA Center IZ LV, T/3A 2Aa /A
UIEBAREES L, A u A AFRICITFEAOTF = vy ~—7 | i A ERICITRED X
Y PERRINET,

07 NERERRTO5G L UTEEOT A A2 RN L7255, [Validation] AR & N3N 72 0 £7,
[# (Update) 1227 Vv 27 LET,

Firepower Management Center 0D & 1#

Firepower Management Center D&

Firepower Management Center (FMC) % Cisco DNA Center & #t3 T& £7,

| ERPRYANWIO) ¢
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ATy T
ATy T2
ATvT3
ATv74

ATy TH

ATvT6

ATy 717

A

Firepower Management Center O 05 1 L {EROEH .

—a—7Aar (=) 227U vZ7 LT, [Provison] >[Inventory] DJEIZEN L £,

[Inventory] 7 o > R 7IZid, M7 vt APNESNIZT A ZERBFRSNET,

[Add Device] #7 U v 7 LE7,

[Add Device] ¥ A4 7 r 7R 27 AD [Type] Ku v 7 X7 U A KT, [Firepower Management Center] % 34
LET,

[Device IP/DNS Name] 7 4 —/L K C, T34 ADIP T KL AF 72134 R 12 AT LET,

[HTTP(S)] = U 7 & L £ (E7ZREIH L T RRWEE) .

[Add device specific credential] 47> a VAR U id, T 74/ FTEBREINTHET,

ROMEHRZ AT LET,

a)
b)

c)

[Username] : HTTPS ##5t DFRREICEH S 54 F1 T,

[Password] : HTTPS Bt OFBREICHE A SN D /AT — R CTF, NAT—RigtXx=2UT7 0 EOBEBENS
kST, ZORETIEERRINEREA,

[Port] : HTTPS b7 7 4 v 7 T &5 TCP/UDP R — b DFEFTT, T 74V hDOKR— hFF1T 443
<7,

[Ad] 227 Vv 7 LET,
GE) A R M UIZFMC Z3BIN3 5 & . FMC (2 & » T B & 415 Firepower Threat Defense (FTD)

FNRA A A Xy MY ICHBRIZBMENE T,

Firepower Management Center ) 0 %' A L 1ERD E#H

ATy T

ATy T2

Cisco DNA Center Tl Firepower Management Center (FMC) DO v 7' A U IEREZFHF TE £7,
HIR L7727 A AR LT, ZOEHINTREN, 71— ILRESRY a 7 EA ORE XL
DHEEINET,

1R BRI
LU RNYIEF AL AR DD T E AR LET, 7/ ABROEAE, 7 1 A5 Hhe
ZEAL TR L £,

Ama—TAar (=) #71U»Z7 LT, [Provison] > [Inventory] OJIEIZER L E 5,
[Inventory] 7 1 > R 7IZi%, 7 mg AHIZINE SN T A AERDPERSNET,

FHT5FMC T34 AZEIRLET,

GE) FMC (2 & » TEHE X 1TV 5 Firepower Threat Defense (FTD) 7 /34 A& W, e, £7-
THIBRT 2 2 LIETEERA, A XU R UWNDFMC 241 LT FTID 73 R &2 E BT 54
ERH Y ET,

1orvr)ngE ]
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ATw 73 [Actions] Kr v 7 Z U A Ko [Inventory] > [Edit Device] DIFIZIERIR L F 9,
AT w74 [Edit Device] slide-in pane T, [Credentials] 27 V v 7 L ¥,
ATv 75 [HITPO)] =V T7H#EHLET (EFFREELTHRVEGS) .

[Add device specific credential] 47> a AR ¥ X, T 7 40 F TEIRESNLTWET,
ATvT6 WROFEHREATILET,
a) [Username] : HTTPS #5i OFBGEICHEH S 54 81T,
b) [Password] HTTPSE%ff"Aﬁ:@mw WA ESNDRAT— RTE, RAT— RN xa U5 0 LoEE
FEENTEY, ZORETEHRRINETA,

c) WmLHTWSF?74V7Tﬁ%éﬂéTGﬂmPﬁ%F@%%Tfo?7%”%@%%%%%@
443 T,

ATw 71 [ManagementIP] %#7 U >~ 7 L. [Device IP/DNS Name] 7 4 —/L RIZT/3A AD P T KL A £ 7213401 %
ABLET,

ATv T8 [Resynclnterval] #2 U v 27 L, BRIBIMEY 4 728 L E5,

¢ [Custom] : FRRIHAMNEZ 53 AL T A TE £3, AR 25 ~ 1,440 43 (24 FffH) T,
* [Global] : 77 #/v hTix, HRBIMRIE 1,440 53 (24 BEfE]) ICREINET,
» [Disable] : FFREIHAFMES N2 0B iZBRESINET,

ATv7F9 [Role] 7V v 7 L. [DeviceRole] K2 v 77X U X hnba—/La2@#R L7,
ATy 10 [E#H (Update) 1227V v27 LET,

FINAADT 4 ILA

[Inventory]™ « > K7 ® [Devices]| 7—7 WMIHD T 4 NE Vo TH T ainh, T3 A
BT A NVET D FEEMNCRETCEET,

RTYT1 A=a—TA4ar (=) 27V v2Z LT, [Provison] >[Inventory] DJIEIZZER L F 9,
[Inventory] ¥ « > R 7IZiX, M7 v ARITIEE ST T A AHFBRRRRENET,
AT w72 [Filter devices) #7 U v 7 L&,
LT, EHFRER 7 A N2 ) v I F T a T,

£ 5 EA
2499 T4I)L73 KRR T A NZ ) T F T arhnb, T8 ZADFEMER D ATy
ZEMTEET,

7= & 213, [Manageability] 7 « /L X WLBEA "L = % [Managed] (28] Y
BT, TR TCOEEART A AZRRTEET,

| ERPRYANWIO) ¢
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£l &5 BA

HMT LA [Contains] . [Regex] (IEMIZFEHL) 7pEoERETFZ2HHL T 4L ¥ v
JHEERTE L, T AOFEMERL VAT Z ENTEET,

7ok 21X, [Tags] ke v 7 H o U A NC, J#ET O [Contains] & R
L. [Tags] 7 4 —/V RiC lTipsec] L ANJTEET, WIT, A—F=
»7U—hk Fry 7 X URKpE, [branch-router-ipsec] 72 & D 1
ODOF TV arERINTEET, ZhUL, IPEX=2 YT o THIHT
SNTETTUoTN—F T 4 VF L ET,

X5C, FRHARER T —ZICHEASNT T 4 VX IREEOEE A ST
HVENH Y F9,

=EDT 4 I)LAE [RECENT] = U 7 Cl&, AT 2RED 7 4 V2 —% BN TE LT,

BT D7 4 VH B RAFT DI, Fli D 7 4 )V X ALER % [SAVED]
TYTIICRT I T R ey 7 LET,

ARTYT3 T4 NR YT FHToarZRINLT, BINLT 7 4 VXY ¢ —)L RIZ#EY) 722 A LET,

Cisco DNA Center = DD 7 4 —)L RIZEEANTHE, A— a7 — MENTREINET, HRX
N3N TNLOMEERINT 20, FRIMEBEOEE AN LET,

INHDTANBRIZTANVRI—R (TAZIRY) 2EHTL22 L TEES, 72& 2T, CFHIED

FeHH, KRB, FREPHICT A Y R B HlE ANT)TEET, £DO%, Enter 2 L E 7,
RAT9T4 [Applyl %7 Vw7 LTIERE 74 VZ LET,

[Devices] 7 — 7 WIZERSINDT — XL, 7 4 VFRIFIHE - CTHEIICEF SN E T,

GE) TANEZEIERDT 4 NG Z AT L EEROEEFEHTEET,

RT9TEs ((EE) REIGLT, SLICT74 A2 EBMLET,

ATvT6 ((TE) TXTO7 4 VAL EHIBRT 5I21%, [Filterdevices] 7 1 —/V R T[x] %27 U v 7 L. [Apply] &
7V w7 LET,

ATv 71 (EE) BEDOT 4 VZ—EEHIERT 5121, [Filterdevices] 7 4 —/L R CTH— Y L EHIER L7ZVMED i
KZ v 7 L. [Delete] Z# LT [Apply] 27 V v LET,

AR NJADTINA ADEE

Z 2T, [Inventory] 7 4 > KU T, YA MIT A AZEIY H{T, THAA RZ T HEHTD
FHEIZOWTHALE T,

1orvr)ngE ]
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TINAREY A MEMT S

ATy

ATy T2
ATvT3

ATy T4

ATy TH

ATvT6

ATy T17

ATvT8
ATv79
ATv 710
ATvIN
AT 712

Azma—TA a2y (=) #7U»Z LT, [Provison] > [Network Devices] > [Inventory] OJIEIZE#IN L F
‘a‘o
[Inventory] ¥ 4 & R 7IZiE, Bt 7 v AFIZIEE ST T 3 A AFRDPFRSNET,

A MCEIDVYTEHET A, ADT = IRy IV A A AT LET,
[Actions] A == —7>5, [Provision] > [Assign Deviceto Site] Z %K L £ 7,

Mm@Da%ﬂb%ﬂX§4F4y&4V?\?N4X¢Wﬂﬂ74ﬂy@ﬁK%éUV7%7Uy&b

£75

[Choose a Floor] 27 A KA XA T, TRARZEIN Y TH 77 2R, [Save] 27V v 7 LE

R

(TR BEOT A AR L CE UBATIGEMT 25813, &0 T /34 AT [Apply to All] F= »

IRy I R F T LTERY OFT A, ZZFE UG E#ID 4T, Next] 27 U v 27 LET,

[Application and Endpoint Visibility is enabled on all applicable devices.Check this to skip enabling it on all devices]

Frxy IRy 7 AeF A LET,

GE) [Application and Endpoint Visibility] DFZhLIX, 2 ha—FX—=207 7V r—3 3 V8
(CBAR) OAMEEIIRIAMERS N7 7V r—a Ul —E 2 (AVS) 239 AR —
FSNRNT AL ZAZONWTET 74V P TAF v TSNET,

P VERELMHA L, Next] 27 Y v 7 LET,
[Task Name] 7 4 —/V RIZ, {LEOX A7 4 5H AT LET,
TNA A %45F < (Now]) B A MZEID Y TEHN, B TATVa— LT 50ERINLET,
[Assign| 7 U v 7 LE7T,
CLI# % 7 L B = —9 5121%, [Generate Configuration Preview]| 47> a VAR Z %27V v 7 LT, RD
FEZFEITLET,
1. [Task Name] 7 4 —/V RIZAEE DX A7 4% ANJJ L, [Preview] &7 U v 27 LET,
BT, AER LT O L B 2 — 2 LT, SR LT 1 RIZEBCE £,
2. [Task Submitted] %A 7 2 74 v 7 AT, [WorkItems] V > 7 %27V v 7 LET,

GE) ZOFAT TRy 7 AIRRINTOLOE TERREINR 2D £F, [Work Items]
T4y RUICBENIT DI, A=a—T A2y (=) 227U v 7 LT, [Adivities>[Work
Items] Z &R L 7,

3. [Workltems] 7V 4 > R T, WRES L Ea—ZREZEXELILCLI SV Ea—4 A2 %7 ) v/ LE
‘a‘o

4. CLIRED

—

P A KR L, [Deploy] #27 V7 LET,
5. HIEEICT A ZZRBBT 521, Now] AT arvRE 2270 w7 L, [Applylz 2 V v 27 LET,

| ERPRYANWIO) ¢
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Frqazos s ||

6. FERD B ERATT NA ZADREMAZ AT Y 2— VT 5T, [Later] A7 v a Ry &7 v
L. BET O HRZERLET,

7. MR 4 FUT[Yes] 227 U7 LET,

GE) CLI # 27X, [Work Items] 7 4 & RUTHETHEHE L TY—7 INET, TOFRAID
CLIGREIIFRTHZ LI T3, BERBHTLIZLIITEERA,

ATV T3 YA MIT A ZAZEY Y THLEEITT A ZADOAHIEMERE D> Tnd e, U—7 7a—23HE)

BINZ N U =S, A BT AL RCT NN, AREN T v oo ENET,

[Focus] K w7 & v & k)5 [Provision] Z &R L, [Provision Status] ¥/ [See Details] =27 U »~ 7 L
ET, T AOFHIEEEZ AL TWDEEE, T3 AT v 2 SNDREND T 4 R I
BRINET,

TINA ZADE T AF1F

ATy I

ATy T2
ATvT3

ATvT4

TNAAZTZBEELIFIN—ESNTT N, A TN =TT 5 LR TEET, BH—
DT NA RNEBDZ T ETEET, FRRIZ, BEROT A ZTEATE 28— 7%

HYFET,
[Inventory] 7 « > R T, T/NA RZXZ T H#BMLTED, THAAANLHX T EHHIBRLIZY TX
£

A=ma—=TA4ar (=) #27 U v 27 LT, [Provison]>[Network Devices] > [Inventory] DJIEIZER L £,
[Inventory] ¥ > RDIZiE, M7 0 & AHINE SN2 T A AFRPERSNET,

27 EEATHTANAADKIZH DT = VR 7 A%A LT, [Tagl 227 V27 LET,

[# 74 (TagName) | 74—V RIZX 742 AN LET,

cHTLWZ T EAERR L TWAEEITX, [ FiBlY 7 OfERK (Create New Tag) 1 227 U v 27 LET, L—
NWEFEHLUTHERY 72 ERT 52 b TEET, N—AZEHLTT A RCE 7T T 5 (46
N—=) | EERLTLIEIN,

DX T EMERTL5AF. —ENDX T ERIRL T, [Applyl 227 Y v 7 LET,

ST EBMNT DT NARLD T, 27 TAarZ ITARFRRENET,

TNAANDZ 7 HHIBRT 51213, UTOWThi 1 DEfT0ET,
* Click Create New Tag, unselect all tags, and then click APply.

B TTAAENIZ TR —I NV EGDLET, X227V v 7 L, T A X 7 OEMIT %
figbR L %9,

1oy ryoEE ]
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B L —rzemLcTF a1 S

I—ILEFERLTT/NNA RIZAHFITT B

N—VEERT DL TIHEASNTT A, R I N—TFT D5 LN TEET, L—IZ2ER
% & & . Cisco DNA Center IZFEE LTV —IL & —FTEHTRTCOTF A AW E 72w LE
To W= IEIT A XL, TNAAT7 IV, TRAAVY—X IPT RLRA, mSh—vF
V. FRIEAN—T g VDS T ENRTEET,

ATV TN A=a—T A2 (=) #27Y v 7 LT, [Provision]>[Network Devices] > [Inventory] DJIEIZ IR L F 5,
[Inventory] ¥ > RDIZiE, M7 o0& AHINE SN2 T A AFRPERSNET,
RFWT2 2T EEHT BT A ZAORICH B F = v I/ Ry 7 ZeF A LT, [Tagl 227 YU v 7 LET,

AT9 T3 [ ¥ 74% (TagName) | 74—V RIZH T EANTL, [ V=K DHMY 7 DIER (Create New Tag
withRule) ] 27 U v 27 LET,

[Create New Tag] 7 « » RUNFRINET,

[Total Devices Tagged Count] @ F(Zd % [Manually Added] 7 « —/V Rix, BIREINT=T A A0 ER L
£

ATy T4 [ oM (Add Condition) 1% 7 U v 7 LT, N— MIHERT 4 —/L FIZEALET,

[ %% 255 /34 A (MatchingDevices) ] DL, ZOFRMEIC—ETEHT 314 20EKITIGE LT, HEIBIC
EEINET,

B EERT 2720121, RO 2204 T a R £7,

« And £5fF @ [Add Condition] U 7 %7 U » 7 LEd, And 35D BIZRRENET,

«Or 5t BEF O ORICH DIBINT A 2 H &7V v 7 LET, OridfFopicEranEd,
VBTG E TV O THFRMZBEMTEET, VAV E2EETL L FBELTA— KT H 1

MU DTNAA ZFERM L T—ET D7 A ZAEPEESNET, T ATV v 7 LT, b=k
T LT, AERRTEET,

ATYT5 [fRfF (Save) | 227V v 7 LT, ERSNIN— VR 7 RIFLET,
ST HBHT DT NAZLD T, 27 TA a2 FHRFERENET,

FORAANA R MVIZBMENS &, EELFrule =BT 28546, Z ZI3HBMNICT A ACHA S
nE4,

TN RR T D&

VRNZARRR LT T A A T hfRETEET,

ATV TN A=a—T A2 (=) #27Y v 7 LT, [Provision]>[Network Devices] > [Inventory] DJIEIZE IR L £ 5,
[Inventory] ¥ « ¥ RUIZIX, 7T 4 AHNY T o AHRIE SN2 T A AEFRPFERSNET,
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[ 7734 24 (DeviceName) | FIDT /34 A4 D TFIC B LTeT NA AR THRH Y HDGEETEN
HY A RNERINET,

ATV T2 TNRARAEBINLRWT, [Tagl 227 Y v 7 LET,
PARNZAER ST & T3 A R SivE T,

AT w73 [Manage Tags] 7 V v 7 LE7,
[All Tags] 25 A FA 2~if VN ERENET,

ATV T RETHIZTOMICHINET A2 %7 ) v 7 LET,
ATFY TS X TEETL, [Save] 7 Vv 7 LET,

2 DHEIk
TNRARZ T ENIT T — "2, T RAERET 7 b— MCBE T B v T
WERICOAHIBRTE 7,
188 BRI
TR AL Qb= VEERLT) FEIIEINICEEMT ST b X 7 IR L ET,
T L— MIBEEMT DTV D X T EHIBRL £,

ATV TN A==a—TA=2 (=) 227U v 7 LT, [Provision]>[Network Devices] >[I nventory] DJIEIZER L £ 4,
[Inventory] 7 « > R IZiE, M7 a8 APICNE SN T A AFERPERESNET,

ATY T2 TAALRAERIR LN T, [Tag] > [Manage Tags] DJIAIZER L £ 5,

ATYT3 HIBT 24 I~ A= NV EBDETHDL, Z7LOREICH LT A 222 ) v 7 LET,

ATV T4 a7 hCYes] 2 Vw7 LET,
BITWTNAAETZT 7 b= MCEEN T O TV H5EIE, =7 —A v —YRERESET,
WA RETTT 7 b— MBI b TWD ¥ 7 xREL, # 7 ZHIRLET,

TINAZADREP V) T T %

Resilient Ethernet Protocol (REP) Xy U —Z L —7 DOl Vo 7EEOMNE, o —
VU ARHOBEL FER L ET,

1orvr)ngE ]
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B = xRy s ERT 2

\)

GE) cREPV LV ZDHIR : Vo T DAL F—T oA A% LT UL ERE TRV — | — RiX
BN L 72V TL 72 &,
*REP V7 GE777Vwvr) OF /A A% — b : Cisco Catalyst IE U — X AA v F

3200, 3300. 3400. 4000, 33 TN5000 Cisco T2 _XF v Ry —E 23300 > — X AL v
7 (ESS3300) 33 1YS5800

1R BHHIIZ
CTNRAANRNTUR—T 4 T INTEY, BENERRETHLIZE2HERLET,
*REP Vv 7D E /2D TNDBTNRNARLEZFDA L H—T 2 AERFELET,

VT D THDEITITDA v Z—7 A AW [switchportmode trunk | % H L THERL
INTVWDHZ &R LET,

ATV TN A=a—T A2 (=) #27U v LT, [Workflows] > [Configure REP Ring (Non-Fabric)] DJIEIZEIR L &
—g—o

F721%. [Inventory] 4 FD hARBE VB2 —IZBEI LT, REPU V7 EERT LT /34 A/ — RERINL,
[REP Rings] % 7 ® [Create REPRing] #7 V v 7 352 L T&xE T,
ATV T2 ZRAITOWEY 4 RUNRFRENTS, [LetsDolt] 27V v/ LT, V—7 77— |lEEBEHLET,
AT w73 [Selectarootdevice] 7 1 > K7 T, — T A ZEREIRL 7,
GE) TN, AFTRGEARERRIETH Y, Ty T A N — AEERDHSL SN TWARERH D 77,

AT v 74 [Select adjacent devices connected to root device] 7/ 4 > K7 T, UL 7 DO—HTHY ., — bT /31 AITHEHE
SIVTWDOEET N A A% 1 DI L E7,

AT w75 [Select adjacent devices connected to root device] 7 1 > R T, WLV > Z7O—#THY, /L— T /3A R
R SN TV AIMOBEET N A2 RIRL 7,
FALU S TDO—HMTHY, — F TS RAZEIZEFRINTND 2 DDT A ZERIRT HLERH Y £
D

RATYT6 — TN RLRIR Ui T A A2 e ([Review]) L CHfE ([Edit]) LE9,

ATwF1 REP U v 7 OEELIET 521X, [Provision] 27 U v 7 LET,
[REP Ring Configuration Status] 77 - > K7 T, &REDEHRIOFEM IR AT — X AR TE £ T,

AT 78 [REPRing Summary] 7 « > RoIZ, ER SN2 REP U v 7 OFEMIEHRA, MH S N7 A 2L EHlck

RENET,
REP U > 7 DIERE., BRI A v 2=V RERREINET,

B ArruoEE
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#—r sn—Tots |

ATw 79 REP Y v 7 OIERKREMRT HIZIE, [Inventory] V 4 > RUD hARu Y Ea—ZBE#L, V70— ThHh

BTNRA A&7 Vw7 LET, slide-in pane® [REP Rings] # 7 C., DT /A A IHFET DT XTD REP
Vo7 DY APEERTEET,

UARADREP U L7 4% 2 Y v o T 58, U ZIHFET 2731 2, U v ZIHRET 54734 2D
R— 7L, ZOREP V> 7 OFEERARZSNET,

_R— bk TIL—TDER

ATy T

ATy T2

ATvT3

ATy T4
ATy TH

ATvT6

ATy 17

ATvT8

BEE I — SNV TR— h 2 L —F b TE £,

Azma—TAar (=) #71Y v 7 LT, [Provison] > [Inventory] OJIEIZER L F 7,
[Inventory] 7 « > K7 IZiX, T 4 A BN Tt ZAHZINESNT=T A AEERERSINET,

FLWAR— hZ 7 2ERRT 211E, [Tag] #7 Y >~ 7 L. [Create New Tag] & &N L £,
[Create New Tag] slide-in pane3 &/~ SV E T,

[Tag Name] 7 « —/V RiZ, ¥ 74 % AJ1 L £, [Description] 7 4 —/V RiZ, ¥ 7 OfiA%ZBMLET,

G¥) [WAN] &% 713 PRIEAD X 74 TT, WAN Z ZIZHBER SN D725, WAN &V 5 A RTOHT
LWAR— M IR ERCTE £/ A,

[Tag Rule] fEI T, [Port] ¥ 7% 27 U v/ LET,

[Device Scope] fFEIk T, Ko v FHZ 7 URNET U7 L, 77314 AD [Location] ¥ 721F [Tag Name] % j%&
WLT, 74 V2 E2EHRLET,

R— MM Z 52T DD — N EBINT5ICE, OF7 A 2% 270 v 7 LET, R—FRATF—F X,
WE X T4 BEAT XA, BLOUHIZE SO CHR— MZH 72T 5 2 N TEET, 7—ILH
%+ (AND, OR) #fEM L CHMEZBEMTE LT,

SMEHIRT 21203, HIBRT A a2 27V vy 7 LET,

FEPRESND & _A Y OLETHBICKFIC BT LR =D 7 RERSNET,

Voo %27 Yy LTHR— he#r LET, [Matching Ports] slide-in pane T, "— BT 5T /31 A L
N— "M EFRRTEET,

[Save] 227 U v 7 LET,

1orvr)ngE ]
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B« r~oss0myx<

R—b~DZTDENY AT

RATvT1
ATvT2
ATvT3
ATv74
ATvTH
ATv 76
ATvT1

R—NMIF 7 H2FHTHROETHIENTEET, LLE VAT ATERSITZ WAN ¥
JHR— MIFETHY LT LN TEET,

Azma—=TAar (=) 271V vZ7 LT, [Provison] > [Inventory] ®IEIZER L £,
[Inventory] ¥ 4 & KU T, T34 24 % 7V » 7 L [View Device Details] &R L £ 7,
fEA T [Interfaces] % BB L. [Ethernet Ports] #27 U v 7 L¥ 9,

U4y RUDOHEET, T A2 —IC0EXET,
ZIMFTHR=F 1 OFEFHEH) @R, [Tag)l 22 Vv 27 LET,

WU 2 72 @I L £ 7,

[Applyl 227 U v 27 LET,

R— b FIREER

ATy
ATvT2

ATvT3

ATy T4

R NSRRI AR LA R 0E LI ) B T T £

A=a—TAay (=) %27V > 27 LT, [Provision] [Inventory]

[Devices] 7—7 VBT A 24 % 7 Y w7 L, [View Device Details] %27 U v 7 L £,
TNA ZADFEENR T 4 FUICFRSNET,

fE~A »C[Interfaces] > [Ethernet Ports] Z &R L £,

GE) ZDHTIE, AP LIS DT RTOT A RAITK L TERRINET,

RN— hOFEMARRT DI, A—F227 U 7 LET,

ZOT 4 RUTIE, A— M35 5 L7z [LastInput] &, AR— F23E(E L 72 [Last Output] D ¥ A LA X 7
ERRFTEET,

| ERPRYANWIO) ¢
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TINARADATFIUORE—FK

TFINAADA VT FUORADAT S 2a—)L

Cisco DNA Center T 1 DL EDTNRA ZE AL TF U AE—RIZTHIENTEET, T34
AMA LTI AE— R > TV AE4A . Cisco DNA Center Tl T /31 A IZREAT T ST
WHT LA M) T—=HFBLESNERA, BELIEZT NN RAEA T T U AE—RIZTHI L
T, THAAMDDOARERT 7 — MOZ[EHEHETE T,

)

GE) AT T AE—RFOT AL ZpBIREREZNETE EE A, £, RESCKR—U 7 H#EIX
TEEEA

RT9T1 A=a—TAar (=) %7V vz LT, [Provison] > [Inventory] DJEIZEIN L £ 9,
[Inventory] ¥ 4 & R IZiE, M7 v AFIZIUE ST T 3 A AFRDPFRRSNET,

RTVT2 AT FUREART D a— VT HT N, AEEIRLET,

ATw 73 [Actions] K v 7 H U & )k, [Inventory] > [Schedule Maintenance] DJIEIZEER L £ 5,
[Schedule Maintenance] slide-in paneZ336/~k S E T,

AT w74 [Reason For Maintenance] 7 4 —/V R, T/ A& AT F U AE— RIZT5HBAEZ A LET,
77 # /L b Tld, Cisco DNA Center WHHZBINL, 2 —HF—NEZNEEETEET,

AT w75  [Define Maintenance Window] fEIk T, RO FNEEZFEITL £,
a) AVTFTUAORMAKEEZIERL T,

b) AT T UADOKTHKZRIRLET,
c) F£72i%. [Days/Hours] 227 U w7 LT, AT T AORKERHZATILET,

E L AUTFUAOBRY IR L AR 521X, [Days/Hours] 47 v a 28I L 9,
AT w76  [Maintenance Recurrence] fEi C, [None], [Daily], F7-(% [Weekly] 227 VU v 27 L £,
o [None] : A>T F U ATV IR ER A,
* [Daily] : [Run at Interval (Days) ] 7 « —/V RiZfil@% BB CAD L ET,

s [Weekly]:[Run at Interval (Weeks) | 7 « —/V RIZHRZHEBEA CASILET,

«

AT9 71 HVIE LI [Daily] F721% [Weekly] 2 384R L 7285613, [Set Schedule End]F = v 7 Ry 7 A4 2 L&

AT w78 [EndDate] %£7-1% [End After (Occurrences)] %7 V v 7 LE7,

1orvr)ngE ]
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B 7 zxor7rozz2rva—o8E

*[EndDate] : AT F AT DA, AfF FE2 AT LES,
« [End After (Occurrences)] : A > T F LV A& T+ 5 ETOREBAE AT LET,

AT7v 79  [Maintenance Time Zone] Ik T, AT F LV ADHF A LY — U HRIRLET,
ATY 710 [XfF (Submit) %27V v 27 LET,

—

TFTINAADA VT FUORRY D2 —)LDOEHE

RTYT1 A=a—TA4ar (=) 27V v 2 LT, [Provison] >[Inventory] DIEIZZER L F 9,
AT v T2 [Actions] K 7H 72U A Ravs, [Inventory] > [Manage Maintenance] DJIEIZEIN L £ 9,

[Manage Maintenance] slide-in paneZ3 2%/~ S#VEF, [Status] FIZIL, AT F U AR V2 — )L OBED A
T A ANKRINET,

AT w T3 [Search] /- IX[Filter] 7 A 2> %7 Vw7 LT, AVTFT VAR a—VERBEZIIT4NZ LET,
AT Y T8 [Actions] FI T, [Bdit] TA 2L %27 Vw7 LT, AVTFUV ARV a—VERELET,
G¥) HITHDORA T F U AR a— VDS, AT U AR TRIOAZ IR TE £7,

AT 9 T8 [Actions] ¥ T, [Delete] 7A 2% 27 U7 LT, AVTFU ARG Y a—VEHIRLET,
GE) ETHDOA T F AR Y 2= /WTHIBRTE £ A,

AR E)AYA F

[Inventory Insights] 77 « > R W IZi%, MOBEEHE SNToT A A ERENR—BLRWT /A
NERRINET, F£7-. CiscoDNA Center DA N ST 77 ¢ ADOHELEFIEL LLIE LT, #E#o
TRESNTZT ™A AR EAE T, Cisco DNA Center Tlk, DA A b EHELEDOT &
a PRI nET,

- — O “w Erb'_._l —

RE/T1TLY I REEDFA—H
Cisco DNA Center (21X, FHHEIZEEFH INTWEN, T, A V7 Ol CRLRDIHEE LT o
Tl ZERRESNTVDETF N, ANERINET,

ARTY TN A=a—TA4ar (=) #71Y v27 LT, [Provision] > [Network Devices] > [Inventory I nsights] D JIE 253
WLET,

[Inventory Insights] 7V « > RUMNFRINET,

| ERPRYANWIO) ¢
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AT 72 [Speed/Duplex settings mismatch] 27 U » 7 LC, T34 A TEITCEXHHRT 7 v a VEMRLET,
HESZT 7 a ISR ORAS CFRR S ET,
RTYT3 AV AZ L ADE S E I ) v LT, A—BEHERLET,
[Speed/Duplex settings mismatch] &7 « > R TiX, HEE T 27 Ly 7 AOR—EPHRHERINET,
ATV T8 HIRT 7 v a Ao T, T AREICLERELTEZMZET,

VLAN O = —E

Cisco DNA Center (21, FHHIZHHR SN TWDEN, T34 AV 7 Offijis CHERR 5 VLAN 3%
EINTNDT N, ANRRRINET,

ATY TN A=a—TA42a> (=) #71V v 27 LT, [Provision] > [Network Devices] > [Inventory I nsights] ?JIE |53
RLET,

[Inventory Insights] 7 « > RUMNEKRINET,
AT T2 [VLANMismatch] %27 U v 7 LC, T3 A TFITCEXLHRT /v a v 2R LET,
22T 7 o a UERIONA ZFRIRSRE T,

ATYT3 ALV ARF L ADFEZEI ) v 7 LT, A —HEMERLET,
ATy T4 HRT 72 a - T, T, ARTEICHNEREFT 22 ET,

> — by > ==
ATLE—a VODERE
VAT AE—a &M LT, Cisco DNA Center f > X2 b UND AL v F & ilgHF R TE £
—éqo
VAT LE—a L, ROT AL ATHBITEE T,
» Cisco Catalyst 9200 > J — & A A > F
» Cisco Catalyst 9300 >V —X A A »F
« Cisco Catalyst 3850 ~ U —X A —H% Ry b AZ v T/ AL v F

AT TN A=a—TA4ar (=) 271V v27 LT, [Provison] > [Inventory] DJIEIZER L £,
[Inventory] ¥ ¢ > RDIZiE, M7 o AHITNE SN2 T A AMFRPERSNET,
ATV T2 U= EHNEITEDNCT LT A AERIRLET,

1orvr)ngE ]
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B = x00-rozE (v ry)

ATvT3
ATy T4

ATy TH

ATvT6

G¥) s —JEICRRKSBDAF LV RT R TNRA ATE—a 2N TEET,
c AR INTET A ATE—a 2T HITE, —EIZ 1 DOT A ADHRZEIER
TAHOIVERSDET, AX v 7 SINZT A AT, 1 DU EDAK v 7 A /N—TE—
aALVEGMCTDHIENTEET,

[Actions] Ku v 7 Z 7 U A ki, [Inventory] > [Manage System Beacon] % %R L & 7,
[Manage System Beacon] slide-in pane G, [System Beacon State] ® @ [Enabled] 47> a v AR¥ %27 U v
LTo6 [Applyl #27 V w7 L, BRLIETANAATE—a 2N LET,

VAT AE =AU NENCRBE, AR MY DT AL RLOREICENE—a T A oy () BRER
IhET,

EE) RAZ v 7 ST 3 A %8R L7851, [Manage System Beacon] 2 7 A RA LA TRD
FlEZFAT L £
a) E—arEAMIT DAL v 7 A 3—{ZxHET 5 [Update System Beacon Status?] F— v 7 AR > 7 A%
FATLET,
b) [System Beacon State] T, [Enabled] &7 a > R¥ %7V v 7 LET,
c) [Applyl %7 U w7 LET,
EE) BRLET AL ATE—a 2829 5121F, [Manage System Beacon] A7 A KA XA T
ROFIAEFEITLET,
a) [System Beacon State] C, [Disabled] 7" v a v RZ %7V v 7 LET,
b) [Applyl =7 Vw7 LET,

F7213, [Inventory] 7 4 > KU T, TNA ALDORIHLFTVWE—arT7A4ay (V) h—YvEHD
., [Disable] #27 U v 7 LET,

TINAZAOAO—I)LDEE (/A RV K1)

7 vt Az, Cisco DNA Center (Z#iHH 72T A Az — &80 ¥ T4, T
A AP —VE, TAAAER/FELTCIN—TbT D=L, DAY —L TRy hT—7
FRuY =y TOF AL ADREEZIRET DO SNET, K ECOBIX, 57—
Fy F T, RTFTBOT A AL, ROB—/LONTHNIZED B ToHET,

RI18:TFNAAOA—)LE FROSDEE

RO OB FNA R O—)L
PR 1 A B —Fy ~ FERT)
e 2 [Border Router]

M 3 a7

| ERPRYANWIO) ¢
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FrqzosEIr7 KL20ES [

FRAOCOMEE TINA R O—JL
[ fE 4 Distribution

Wi 5 TR

W 6 ~# (Unknown)

)

(B TFTOERE—NET AL AZEHVYETHE, IPT A AT X7 (IPDT) BRESND
. A RO IPDT BEICEASNWTT AL ZMBHIRENET,

I56 HHTIZ
AR N VET N AR L MR LET, TAAABROVERIE, T4 A3 HE
EHEALTHIELET,

AT TN A=a—TA4ar (=) 271V v27 LT, [Provison] > [Inventory] DJIEIZER L £,
[Inventory] ¥ « > RDIZiE, 7 0 AHINE S NT2T A AHFRPERSNET,

AT T2 TARAL A= VEREHT HICIE, [Edit Device] TRDOFIAZEZ FIT L £ 7, slide-in pane
a) R—LVEEETLTNA AZEIRLET,
b) [Actions] Fu v 7% 7 U X k5 [Inventory] > [Edit Device] DNIEIZER L E 7,
¢c) [A—JL (Role) %7 %27V vZ7 L, [T/N\MAA—JL (DeviceRole) | K v XU A kb i)
e — LR LT,

Gx) FTNRA A —)LEFETERETL L, BB TIFHFHOEEIC/ARY 9, Cisco DNA Center
X, BOT A ZOFEBPICEENMRAISNTZELTH, TS 20—/ WTIEFSN T

Ioe

TFTINAADNEEIP7Z FLADEH

TNRAADEHIP Y RVAZRHTHZ LN TEET,

Y

GE)  BEOT AL AEREHCERTLZ LI TEEFA, £72. Meraki 7/54 AOEHIP 7 L
ZIEFEHTEEF A,

ATY TN A=a—TA4ar (=) 271V v27 LT, [Provison] > [Inventory] DIEIZER L £,

1orvr)ngE ]
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[Inventory] ¥ .t > RDIZiE, M7 o AHINE S T2 T A AHFBRPERSNET,

RT9T2 BHTHT A AZEINLET,
ATw 73 [Actions] Ko v 7% 7 U A Kb [Inventory] > [Edit Device] DJEIZERIN L £,
[Edit Device] slide-in pane 233/~ S 3L E T,

AT w74 [Management IP] ¥ 7% 27 U » 7 L., [DevicelPIDNSName] 7  —/L RIZH LWEHIP 7 KL A& AJ L

7,

G¥) FHLWEHLIP 7 KL A2 Cisco DNA Center 2 HE[ZER[GETH Y, T/ A J LT ¥ ¥ LN
ELWI EZMERBLET, £ TROWEA, T35 ANEBEMGIMRREIC 2 D AletEn & 0 &
KR
RDEARY

TNRAAEH T Ya=r 7 LT, BEXAVF—T 2 A AORTEEETHLET,

TINA RAR— 1 VO RO EEH

[System] > [Settings] > [Network Resync Interval] DJEIZEIRT 5 L, 7 m— UL LT3
TOTNAAOQR—Y  THREZEFRTEET, £72. [Device Inventory] Z IR+ 5 & T3
ARV TRIEDT NA ZADKR—V TR %2 B CTE £9, [Network Resync Interval] % fii
HALTR=Y 7RIEEFRETH &, & DOHN [DeviceInventory] AR — U > ZMRIE L Y HESL
SNET,

TNA ANZHR—=Y T EERVEAE, A=V TR TEET,

1R BRI
AR RNVICTRAARDDZ EEBWRLET, T35 ADRRLWIGEEIEL. T 4 AN HHE
ZEAL TR L £,

ATY TN A=a—TA2> (=) 271V v27 LT, [Provison] > [Inventory] DJEIZER L E 5,
ATV T2 BHT LT3 AR ET,

AT w73 [Actions] Fu v 7 Z U2 )25 [Inventory] > [Edit Device] DJIEIZEIR L £,
AT 74 [Edit Device] slide-in pane T, [Resync Interval] #7 U v 27 L £,

RTw TS FRIIZ A 7RI £,

G¥) s HRIMIZ A 7% 7 a— Ll UCERIET DITIE, [System] > [Settings] DIEIZEE) L £ 9,

o TN AMEFHDOR—V TR, T u— LR —U R X VBRI ET, T
A ABEDOR—V TR AR E LB T — LR — VIR 2 E L7284
Cisco DNA Center [X5| &t & 7341 ABEFOR—V 7R &2 H L £,

| ERPRYANWIO) ¢
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AT 76 [Resync Interval (in Mins)] 7 4 —/L KT, #fid HHR—V > 74 7 LBORRME (O Z2ANLE
—éqo

ATwTT [E#H (Update) 1227V v 7 LET,

TN R RO B R

BRLTCT A ZADT A AR, FRBIFAROMEKICNDOL S, LELICHRBTE £
o RRHTHRK 40 BT NA 22 FREMT 252 LN TEET,

ATV TN A=a—T A2 (=) #7U » 27 LT, [Provision] >[Inventory] OJEIZIER L F 7,
[Inventory] ¥ .t > RDIZiE, M7 o AHINE S T2 T A AHFRPERSNET,
ATv T2 BETLHEREWET DT 1 AERIRL ET,

AT v T3 [Actions] K27 # 72U A k)b [Inventory] > [Resync Device] DJEIZIRIN L FJ, >
ATY T4 [OK] &2V v 7 LET,

v k=9 TN XADHIBR
TNA ANETEY A MZBMS TR EIZER D . Cisco DNA Center 77— % X— A 5T
WA ALHIRTEET,

A RN IDBETA YL AR —%HIBRT D &, B —I3TIHHAREOT 7 4L MNIKEE
WUty hEND0, BERT D EHEOERNPEHINET,

48 HHIIZ

ZOTFIEEFITT B2k, FHE (ROLE ADMIN) #ER, BLOTXTOT /N, ZA~DT 7
 A# ([RBAC Scope] % [ALL] (ZF%E) 23T,

ATV TN A=a—T A2 (=) #27U» 27 LT, [Provision] >[Inventory] OJEIZER L FE 7,
[Inventory] ¥ .t > RDIZiE, M7 o AHIE S T2 T A AFRPERSNET,
ATV T2 HIRT DT NA ADMCSHD T =y IV Ry 7 A F Al LET,

G¥) ST =2l Ry 7 A A N L THEBOT AL ZAZRIRTEETN, VA MO EHIZHD
Frxo I R I A%V v 7 LTTRTDOTNAA ZAZBEIRTE F9,

AT w73 [Actions] Kz 7% 7 U & k5 [Inventory] > [Delete Device] > DJIEIZER L £,

AT 74 [Warning] 7 4 > K7, [Config Clean-Up] = v 7R v 7 A% AN LT, BIRLIEZT AL ADBFR vy b
TJ—IHRREBIOT LA NUBRELHIBRLET,

1orvr)ngE ]
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ATYTs [OK]| 227 Vw7 LT, T7varziEdlLEd,

VR SUF—FEE (AR K))

[Inventory] ¥V 4 > KU TCEIR LT NS RADa~vw > R T F—T7 ) r—a o EE Tt
ij‘o

1R BRI

a~v U RIF =TIV r—varwA A =L LET, IOV TIEL, CiscoDNA Center
BEETA RESRLTIEEN,

AT TN A=a—T A2 (=) 271V v27 LT, [Provison] > [Inventory] DJIEIZER L £,
[Inventory] 7 « > K7 iZiE, M7 o APINE SN T A AERPERENET,

ART9T2 avr REFETTLTNAA AERIRLET,

AT w73 [Actions] K v 7 &7 U A Kb, [More] >[Command Runner] OJIEIZEER L E 5,

FATARER 2~ 2 FORM, BLUIRL0a~y ROETHECOOTI, 734 2A0BHa~vy %
TR TIZEN,

Run v FZFEALET/NNA XDEETREMEDMEE
ST a—TFT428
[Inventory] 7 ¢ > KW 75 [Run Commands] 7 ¢ > K ZfL#) L, ping, traceroute, snmpget 72

EDT Ty T —bavwr REFITLT, T3 AQREAREEOMELZ 7 71 a—h
TEET,

\}

()  CiscoDNACenter 7 7 AX TT T v M7 —Lha~r REEBEREITT 55451E, [RunCommands]
ERENT HANIT NA AZBIR LW TLESN, ) LAane, 77y M7 4+ —ATiEi<
FOTNA AR L Ca~wy FRETEINET,

theb BRI
aw LRI F—T TV — gk AR LET, IOV TIL, CiscoDNACenter
BEETA RESRLTIEEN,

| ERPRYANWIO) ¢
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CSV 77 A L 2R L1731 REEDA viKi— bz s 2A—+ [}

AT TN A=a—TAar (=) 271V v27 LT, [Provison] > [Inventory] DJIEIZER L £ 7,
AT T2 [Actions] Ka v 77U A Kb, [More]l > [Run Commands] DJIEIZERIN L 9,
man Z AJT 5L, BUEVFR—FENTWDa~vry RBLXO®Ya— by hOU R MENOTHERAG T

=7,

CSVO7AILEFERLET/NA REREDA ViRk— IS

AR— k

CSVI7AILDA ViR— b

CSV 7 7 AV &BER LT, BID Y —ZA) 5 Cisco DNA Center (27 /34 ADRELY A M A
VAR—FTEET, PN T U= EX T a— KT 555X, [Inventory] U 4 R
\ZFEh L, [Actions] >[Inventory] > [Import Inventory] DJIAIZi®EIR L &7, [Download Template]
Vw7 LT, YoTNCSVN Ty ANT T L—r e yra—RLET,

CSV 7 7 ANEFEHLTT N RAERIEIY A FREZA R — M3 54, Cisco DNA Center
TN, A PN EETEDO0MECSV 7 7 A VIR ET DIERICIKFE L £, CLI=—
Pl NRAT— R, BEOA RZ—T N 2T — ROEZFEE L7V 4. Cisco DNA Center
DOEENHIR SN, THAA ZAREDEFT, TNRA AV T M7 A A—=VOFH, BIOU
DEEREREDETN TEET A,

CSVI77ANTIZ LT ooy 7a7 7 A )VEREL, MeTH7 LT vy /LeT NA A
Oy MIBEHTEET, ZvT vy 7un7 7 A VEEELT, CSV 7 7 A /VICFH T
BEHANTHEE., FBANSNZZ LT Uy ARMBREES., TAAL RAFFIAL SN
LTy e LT oy a7 s A VOB DEICESWTERINET, &2
X, FEITATI L7Z SNMP 2 7' A EHIZIN Z T, SNMP 35 X OVSSH & 721X Telnet 1 7' A
NEREB GO A ERT DT 7 ANDCSV T 7 A NMCEENTWDIERE, T/ A TF
B CANENTZSNMP 1 7 A EHRE 0 7 A AEHRT 17 7 A /LIND SSH % 7213 Telnet 17 7
A AFRICHESWCEIL SN E T, Telnet IZFEHELE T,

N

GE) F BELETa baMwindT 57 40—V RICHEE AN THILERSH Y £, 72L& %
X, SNMPv3 45 L7284 . SNMPv3 D2 — VP —Z 0583/ AU — K72 ¥, 7o CSV

77 A L®D SNMPV3 7 4 — /)L RITEZEET HHLENH Y 5,

Cisco DNA Center D70 70 A X2 N VDL AL, CSV 7 7 A MIZIRDEZFRET D40
HRH Y F£9,

e TNRAAZADIPT KL A

¢ SNMP /X— =3 >

1orvr)ngE ]
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*SNMP GtV M aIa=71 A Y 7
*SNMP HEZIAHL A I 2=FT 4 A MY T

« SNMP AT

*SNMP % A A7 & Ml

Cisco DNA Center D55 78 A 2 b VIREETIX, CSV 7 7 A /WIZLL T OfE &2 4 2 ML EEHR
HoET,

e FTNAAZADIPT KL A

« SNMP /N— 5

*SNMP 3l a2 =7 ¢ A MY 7
*SNMP EX AL IAI2=F 4 AR
« SNMP 3T

*SNMP ¥ A A7 7 M#

* Protocol

* CLI = —#—4

s CLI NAU— R

cCLI A X—7 NV /RAT— R
«CLIZ A L7 7 M

CSVI74IL THRKE—F

Cisco DNA Center TiE, T X TELITBIR LT AL ZAEZETeCSV 77 A NVEA R BT
WERRCEFET, ZOT7 7 A NVEERT DL, 77 ANVICEENDIRET — X T 58
AU—REANTAVERDHY 77,

CSV 27 A ILDSDTINA REZRFEDA Vik— k

CSV 77 ANMOET A AREEA ViR— FT&EET,

ARTY TN A=a—T (a3 (=) #27U »Z7 LT, [Provision]>[Network Devices| >[I nventory] DIEIZER L £ 4,
[Inventory] 7 « > K7 (ZiE, M7 o APICINE S NT=T A AFERNE RSN ET,

AT v T2 [Actions] Rr v 7 &7 A ~vh [Inventory] > [Import Inventory] > Z R L TT /A AD 1 7 A NEH
ZAVR—KNLET,

AFv 73 [BulkImport] ¥4 70 7Ry 7 ADRy 7 ALY TIZCSV 77 A NVE RT v I T KRy 7450, M
OBy 7 AT %R 7Yy 7 LTCSV 77 A VEBRLET,

| ERPRYANWIO) ¢
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ATy T4 [4AviR—bk (mport)] 227V v 7 LET,

TINNART—EDITY AR—F

W L 75 RIS BREDT — 4 & CSV 7 7 A Miez 7 Al R CE T, CSV 77
A IEMSNET, [Export]) 22 U v 7 LT, 74 MFMBES =T A, 2 E 3T _TO
TIAADT = F T AR — P LET,

A

FE CSVIZ 7 ANMIET 7 AR— R ENT=T A AT 2B FRAEENTWDH =0, Bk
WZIEEBE LT &, BRI EREF S 2 —F —DAHRNT N, ADT I AR—&2ITH 2
CEMERLET,

ATV TN A=a—T A2 (=) #27Y v 7 LT, [Provision]>[Network Devices] > [Inventory] DJIEIZ IR L E 5,
[Inventory] 7 « > R iZiE, M7 a2 AFICNE S NIZT A AEFRBERINET,
ATV T2 FFEDT NA ZADHORERNERE =7 AR— T 2I2E, BODLTNA ADRIZH LT = v IRy 7 A%

A LET, TRTCOT AL AEEDHINE, TAAAT A NOERERCHILIF v IRy 7 At
W LET,

AT v T3 [Actions] Kz w7 H 72U A L)y, [Inventory] > [Export Inventory] > Z IR L TT A ARELE T T A
A—hrLET,

[Export Inventory] A 7 B V7R v 7 ANRRINET,

ATy T4 [1SRT—F (Password) | 7 4 —/V RIZ, =7 AR—hENT=CSV 7 7 A NV ERESLT D7D AT
NAT—REANTLET,

(GE) T AR— M LT 7 A NVERIZE, RAY— RBQUETT,

ATY TS ERO-DITH 5L IAT— &2 S 9 —FEAHLET,

AT w76 [Include SSH key information] = v 7 3R v 77 A% 412 LT, H&H)0D SSH §#t, ) SSH #ET /L= X
L, BIFED SSH #, BIfED SSHEET LT Y XL DA =7 AR — K L7Z CSV 7 7 A /MBI L F
D

RATw T [Export] 7 U v/ LET,

G¥) TIUFOREIZL>TE, EM L7 7 ANV ERFLTZD, B ZENTEET,

1oy ryoEE ]
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FINAADILTUIOYILOIY RR— k

ATy

ATy T2

ATvT3

ATy T4
ATy TH

ATvT6

ATy 717

FRAZDI VT %L CSV 77 A INIZ I AR—NTEET, RERT I EANLT 7
ANERET DO, NATV—RERETDILERHY ET, 77 A NVEHS ZENTED
E212, ZREFICRAV—- RTI4TN L Y £,

A

B CSV 77 A MIET ) A= b ENET AL ADTRTOI LF Vv A Y A FESRTHS
e, B BCIRER LT 2 &0, BHARERE RS2 —F—DBNRT S DT A
H— b EfT 2 AR LET.

Azma—TA4ar (=) %7 U2 LT, [Provison]>[Network Devices] > [Inventory] DJIEIZER L £,
[Inventory] ¥ 4 & RDIZiE, M7 v A PITINE SN2 T A AFRBERENET,

CSV 7 7 ANMIEDDT A ADRRICH DT = VAR IV A%EF NI LET, TRXTOTNANA RAEEZDD
WiE, VA MO ESBIZHDTF = IRy 7 A F N LET,

[Actions] K > #7212 h55 [Inventory] > [Export Inventory] Z 3R L £ 97,

[Export] # A TR VAR v 7 ANERIINET,

[Select Export Type] C. [Credentials] 4 7' a v R& %7 Y v 7 LET,

[Include SSH key information] = v 7 /R v 7 A% A2 LC, #H&HID SSH #E, D SSHEET L2 Y X
L, BAED SSH#E, BIED SSHET LTV X LR EDIERE 7 AR —F L7 CSV 7 7 A /WZBIML F
D

[/SRT—F (Password) | 7 4 —/L RiZ, =7 AR—MSNT=CSV 7 7 A NN ZEIEBALT H7-DIEHT 5
IRAT—READLET,

GE) T AR= P LIZT7 7 A NVERIZIE, NAY— RRBETT,

W b N AT — R L, [=27 AR—F (Export) 127V v 27 LET,
GE) TIUYORECE> TR, EMLIZT 7 ANVERIFLIZD, S ZENTEET,

TINA ZADER K 7k

FONA A TIT 5 To R DAL, PN Cisco DNA Center — N—IZIRESNE T, #k RU 7
FDFERFTEZOWTIE, T4 ZOHERE RY 7 hoFoR (633—Y) | 2BBLTLE
X\,

ROAXR IBRFAETLHE W) 7 MRF Y 7 Fry vk,
» #HEIVEE : Cisco DNA Center (27 /31 A& BT D &, T35 AEEBINESINET,

B ArruoEE
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» syslog ~— A UX4E : Cisco DNA Center Id, 7 /NA AT &L - THEE ENT2 syslog £ XV b &
AR L, OB FZRE L E T, W7 — DA 713, oA X FRBELTHES
IR Y T—ENET, syslogA X b A IPT RLAZESNHT, #k Y 7
X (Cisco DNA Center |2 & - THEMNE L Z41d) A 73 Ry (Cisco DNA Center 4}
THRNEREIND) TURFT AR FELTe—7 ENET,

N

GE) SLUNOH LW T v T34 A ~—2HEEH L., & %&EE
%ﬁo@ﬁ@? HA T &AL ET, E%ﬁﬁ%%ﬁé
Ll b SHMRFOZ L EBEID L E T,

« BNy 77w TN ¢ Cisco DNA Center (3, 7 /3 AR O EWHI 72BN > 7T 0 7
EFATLET, 73 2DA X2 MRZAFENRWEE, SM7» Cisco DNA Center 7> 51T
DWTHERETIL, RN 7T v TT7—=IATICL>THR Y I F v anEd, FHMlico
WTIX, [Cisco DNA Center Administrator Guidel] @ [Configure Device Configuration Backup
Settings] ZZML T 7ZE 0,

N

GE) BRI T T T—hA 7> THRHESNTHER Y 7 b
IZ. Cisco DNA Center #F CHERMNE B SN mREMEDR S D5/ T
%, (Cisco DNA Center |2 X > TN AT SN D) A /3 K
LLThBEENE T,

)

GE)  EERRWEE, WEINET—HA T72WHTDZ LT 4 A7 ERRNR#EL SN ET,
T 4 A7 REOEEIE, PIRRECITEH S EEA,

TINA ZADER ') 7 FOXRTR

RTYTN A=a—TA4ar (=) #27U v 27 LT, [Provision] >[Inventory] OJEIZIER L FE 7,
AT Y T2 [Devices] 7T—TNTTNA AL %IV v 75D & ZDOT AL ZADFEMERP R INET,
AT w73 [View Device Details] #7 V) v 7 L¥7,

TNA ZADFEMPBT 4 RUICRRINET,
ATY T4 E~A T, [ConfigDrift) 27 YV v 7 LET,

[Configuration Changes] 7 ¢ & R 7 IZIE, (RESNIZERL FY 7 hOBBERRENE T, Zhicid, 7L
MEOREEMBERRNY 7 b=V a vrBEEnE+,

AT 75 [Change History] # 7 #JEB L C, IROFEMZR R L E T,

1oy ryoEE ]
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a) [Config drift date range] : [Start Date] & [Enddate] 227 U v 7 LT, #k KU 7 &£ T 25 HATHIPA %
BIRLET, 774V MTiE, BABA LK THIZ, WEISHMORER Y 7 FE2RRT 5 X9 ITHRE
ENRTVET,

b) [Configdrifttimeline graph] : 3R L7z BAI#EPHOER KV 7 N2 KRR LET, 7 7 4/L M Tk, #WE15
AEOER KV 7 EBRE A LTA T T TR RENET,

HADNTA LT T 70, WOFEMNRERINET,

* [In-band Config Drift] : Cisco DNA Center (Z & > TITONTHELTIL, A LT AT T 7I2HW
NTNE LU TERSNET,

* [Out-of-band Config Drift] : Cisco DNA Center DA TITONTZREETIX, ¥ A LT7A T T 728K
BONRTNVE L TERENET,

« [Labeled Config] : 7 ~/Lff & T Cisco DNA Center {Z7 — W A 7 ZSNT-5RE/NN—V a 0E, A A
FAVTFTIEH VL VEDONAT I E LTERENET, FMICOWTIE, Y 7 DT
AT (64 =) SR LTIIZIN,

¢) [Config Drift Version] : FRFIZ 27 YV w7 LT, EHFRERTXCTOMERNY 7 b N—=T g VEFRRL
5

d) [RunningConfig] : ¥ A L7 A V7 Z 7OHKKY 7 &2V v 7 LET, 2 [Running Config] % 7
WCERINET, REN—T a VHOEWT, AT TD0ICER LA TY—7 SNTWET,

BRLRY 2 FOSARILAFIT

ATy T
ATy T2
ATvT3

ATy T4

ATy TH

ATvT6
ATy 17

FROBROI-DIZ, BRI T T 7 THIE RY 7 MZT SNV EFMITDHZENTEET,

Azma—TAar (=) #27Y v 27 LT, [Provison] > [Inventory] ®JIEIZER L F 9,

TNRAARLGLEDT ) v 7T DHE, ZOT A AOFEMIEHRN TR INET,

[View Device Details] 27 V v 7 L ¥9°,

TN ZADFEMB T 4 RUICRRINET,

fEA T, [ConfigDrift] #27 U v 27 LET,

[Configuration Changes] ¥ 4 KU MMERILET,

TV EANT DRERYN T T 7 O RY 7 IR L ET, BIRULIER NY 7 hOX A LAZ T
B %4127 7 7 @ F @ [Config Drift Version] IR SV E 9,

R U72RERE R Y 7 hoX— 3 Tk 3% [Label Config] #7 U v 7 LET,

[Label Configuration] 7 « > R T, BEN—V a Y OL4RIEZEAN LET, TR EDOT VT 4 v 7 Al
CCA_IZTHEE SN TWET,

GE) RIEN—Y a YAITRBRLFEER LTz any,

B ArruoEE
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ATy T8 [Savel #7 Vw7 LET, TNAZOME KU 7 ME, FERIIZ T 7 THL U VB TERINET,

TS ENTFREN— 3 OB U2 L 0 KEWGAIEL, RIFSNDHR N 7 Fo&E
BAEEELET, AT O Y 7 b OEBIET 5 I7EOFMIZ W T, Cisco DNA Center 2
774 R @ [Configure Device Configuration Backup Settings| @& 27 > a3 S L T EI W,

ATV T TUVEHIRT HI2E, TN EOREN—Y 3 U ERIL, [Remove label] #27 VU v 7 LET,

HMPEL=-T/51 RDATHA

RmFFR] RMA) V—27 77— 2Ly, BENEELET A A2 RRIILHTE £, RMA
T, V=&, A vF, BLXRAP #2HEDO T —7 70— |- TR TE E T,

N—BBIOPAL Yy FTCRMAV—27 7u—%2HT5L, Y7 U7 A A= Mk, B
ST AU AR, BERRAE LT AL ANLEMAT A ATETEINET, VA PL A
AP OE ., AT ASA AFFR YA MBIV S Toh, 7794~V U4 YL Aar ha—
F.RF7u77 4, BXWAP /) —T7RETTubVa=v 7S, BENSEAE LR AP
L [A C Cisco DNA Center D7 17~ ZORGFHIRE SNE T, YATADAL v F AL v 7

(N—=KRU T REF7) OFE. A=A v T ORHED T2 1T Cisco DNA Center T
BIOFNEIZHE D MWEIZH Y VA, ZIUIT VT A T AL o FICE VB INET, AL/ —
AL T VT RNV 2TA A=V EREERMTHIET, 77T 4 T AL v FITL Y ZH
SNFET, 7IVAH w7 AHAIT Cisco DNA Center 12 L » T I ET,

A\
B TARAAZMU—7 7a—%HL T, MELZT NS AERZHB/T 52T ET, FHML
DONWTIL, TA ADAHT — 7 7u—Z B LT FEN,

)

48 HHIIZ

IR LT NAADY T NI 2T A A=V N=Va A A=V IURY FUICA VR—
FLTD, T DT A RN~ =7 T DRERH Y £,

« BE L 72T S RFBERGERRIEIZ R > T LDRERDH Y £,

« KMWRAT NRA ZANTZ 7T K7 LA (PnP) T Cisco DNA Center 4 R— KL TW5
A, ME LT A A2 —HF—EROV A MIEV Y THLERH Y £,

*RMAVU—27 70— ) H—HF, AT A ANRTrE Y a = JRETH - T
0 FH A,

AL Y FRE 5 DO, HPELIZT /S A LI T S AD AL 7 DRI
—Th B LRLETT,

ATY TN A=a—T A2 (=) 271V v27 LT, [Provison] > [Inventory] DJIEIZER L £,
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ATy T2

[Inventory] ¥ .t > RDIZiE, M7 o AHINE S T2 T A AHFBRPERSNET,

a)
b)

¢)

d)

e)

KT DR L T2T A A IR 77,

[Actions] Km w7 Z 7 U 2 hixk, [Inventory] >[Device Replacement] > [Mark Devicefor Replacement]

EIRL £,

[Mark For Replacement] 7 .t > KU C, [Mark] 7 U v 7 L7,

G¥) T7 7V I TN AD Y — AL AIRA A FEBLT 572012, DHCP H—/3—3 % A 73—
TNA ATHESINET, ZAUL, PnP TF /31 A% Cisco DNA Center (24> R — K75
TelZ, ZHMT A AP T R ALZEID Y THOITHETY, 2D DHCP ¥ —/3—
I, BE LT A AREF IR IND EHIBRSNET,
BEED D DT A A6 DRI OMMAE T L, RMAY —2 7 10— AW DT /34 A
TyvasiET,

[Inventory] K& w7 # 7 U A f)vi, [Marked for Replacement] % 38R L &9,

TR E LTy —27 SNTT A ADY A MPRRRSNET,

UEE) T4 AERZE L WEEIR, 731 A%IRIR LT, [Actions] > [Unmark for Replacement]
IR E 7,

(EE) T AT 5120, ROFIEZETLET,

a)
b)

d)

2

TS DT NA A &I L, [Actions] > [Replace Device] % 3&R L £,
[Choose Replace Device] 7 « > K7 T, [Unclaimed] # 7 % 721X [Managed] % 7 /LA T /31 A %
IR L ET,

[Unclaimed] # 721X, PnP IZ K> TH YR — RENTT AL ANFRINLET, [Managed] ¥ 712
I, AR M) EREBH T e BRI THUR— RENTT AL ARKRINET,

EE) AT AA AREIEL A= RS TW RS, ROFIREZFETLET,
1. [Choose Replace Device] 7 ¢ > K7 T, [Add Device] #7 U v 27 LE T,
2. [AddNewDevice] V 1 > KU T, T34 2D U 7% 5 ([Serial Number]) % AJJ L. [AddNew
Devicel #27 U v 7 LET,
EES
1. [Choose Replace Device] 7 « > K7 C, [Sync with Smart Account] Z2 U v 27 LE T,
2. [Sync with Smart Account] 7 « > K7 C, [Sync] =27 U v 7 LET,
Next] 27 Vv 27 LET,
[Schedule Replacement] 77 « > K7 T, T /34 ZADORHE T IZEET 50 (BlthT 254613 [Now]
7V w7 LET) B TATF Y a— LT 50E8RLET,
[Review| #7 U v 7 LT, BIRLTET A RAZ AT MEELTZT 34 AOFEMIEH, B8 XL O HLA
T ADFEMIE R A MR L E T,
[Next] #7 U > 27 LT [Summary] 7V « > KU CrEMIERZ MR L £ 7,

[Summary] 7 ¢ > KU T, REZMRLET,

ARV ) DER



| 1orvryoER
BEOH57 2Rtk [

hy  AESLF, [fRE (B 1227V v 7 LET,

1) [Click Monitor Replacement Status] %~ U ~ 27 L T [Provision] 7 « > K 7 ® [Mark for Replacement]
Ea—IBELET,

j) [Replace Status] #7 U v 7§25, IROLIIZRMA V—7 7 a—DERRNDAERINET,

o TS AZHOEERRIRILT = v 7 2 FATLE T,
(PnP) Z&HJHT A AZGFER L ET,
KT NA R T NI 2T A A=V ERELTCT 77 4 7L LET,
s T4 AERERT S,
VLAN fflix7anbeya =7 LET,

AH— R T o TR T e ya =7 LET,

« REHT NA A& m—RFLET,

« T SA ZADOBEFTREME A MR L E 7,

« T 84 2|2 SNMPV3 11 7 A SR Z BB L £,
s KR T NA 2 &R L ET,

Wk U727 N A A% CSSM 22 HHIBR L £7,

T /N A A% CSSMAZEM L E 7,

« PKI GEW] &2 K506 L THERC L 97,

* Cisco ISE # HHT L £7,
cEEOHDHT A AEHIRLET,

U—7 7u—MR5E T35 &, [Replace Status] 2% [Replaced] [ZFH S VE T,

k) TIT—AvbE—URFREINTEHEIEL =90 7%2 ) v LET,

) [Retry] #27 U w7 LT, MR LT A RERZHHAT A ADE CHAEDEEFH LTV —2 7
o—%HF M) T—LET,

[Main Inventory] 7 ¢ & R 7IZIE, BT LWL T A ZDOFEMBIEHRA R RS NET,

GE) TR, AE AW B e L T —F T TE5DE, TNA ALK EDOE, BB 2 A7
THEITTEET,

[EEDHDHT I EARA D DR

AP D RMAMSREZH LT, BEEDH D AP 2T /31 A A L _U b UIBEIN TV 525885
AP (IR TE F7,

1orvr)ngE ]



1Ry ryoER |
BEDHB7 I ERARS Y ORI

1R BHHEIIZ

« AP OIEGHFFA] (RMA) HEBETIE., RIEORBEDOIHEZVR— L TWET, ETLEFE
PID N[EFEDH H AP &R UAZHAH AP ZHET AL E R H Y 7,

« ZHH AP Z[EEDHDH AP L[RIL v ZAa UL YL R ary be—TJ 28k L T LE
NV ET,

s UYL Aar br—F & L THERET D Cisco Mobility Express AP (%, 234 AP DMl T
THH EHEA,

EEDODHAAPD Y T NI 2T A A= RNR—=Ta v A A=V URIS MIITA vFR— R
LThb, REHAT AL A Z~—7 BT DUERD D F5,

BT NSA AN T F T RF LA (PnP) T Cisco DNA Center &4 " — KL TW\W5
A, MEL7ET AN, A a—YP—FZOV A MZEID B THLERH Y 9,

*RMAU—277u—0O ) H—H, RBEHAAP RN T oY a = 7 RETH - TIRY
FH A,

« B L 72T S RFBEARGERREIZ R > T LDRERDH Y £,

ATY Tl A=a—TAar (=) #27 VY vZ7 LT, [Provison] >[Inventory] DJIEIZEIR L £,

[Inventory] ¥ 4 » R 7IZiE, M7 v A FITIEE ST T3, ATEFRDP TR ENET,

ATV T2 BT IHMELIZAP OF =y 7Ry 7 AeF Il LET,
ATv T3  [Actions] e v 7 &7 X~ [Device Replacement] > [Mark Device for Replacement] D JIEIZ E&4R

LET,

ATw 4  [Mark For Replacement] 7 > KU T, [REOH LT A ALOHEICH DA T v arvRE w70 v L
EJc AN

ATw 75 [Actions] Kr vy XD R . [Replace Device] % #R L £,

AT w76  [Replace Device] 7 1 > K ‘7“C\ [Start] #7 U v 7 LET,
AT w71 [Available Replacement Devices] 7— 7 /L C, KKMHT A ADLBIORIZH DA T a v RA 20 U v

7 L/iﬁ—o

ATYT8 [RANext)]| 27V v2r7 LET,
ATw 79 [Replacement Summary] ZfEs8 L, [Next| 7 U v 7 LE T,
AT w710 [Schedule Replacement] 7 > KT, T34 A5 T ST 50, B TRBEITI LI AFV2—1

THMEEIN L, [Submit] 227V v 7 LET,
RMA 7 — 7 7 —iE S ET,

AT TN ZWAT—H 2% =4 —7F 25|21, [What's Next] T [Monitor Replacement Status] = 27 U v 7 L £,

[Mark ForReplacement] 7 « > R 72, AL L Tv—27 SN TWET A AD Y A M FRESNET,
[Replace Status] 5| CRHLD AT — & A %M LE T, MUHIX [In-Progress] & Fm SiVE T,

AT w712 [Replace Status] ¥ [In-Progress] =7 U v 7 LE7,

B ArruoEE



| 1oRvryDER
Cisco DNA Center <) RMA 7—% 7 0—0#IR%EE [

[Replace Status] % 71Zi%, 7 /31 AZZHLO—BE & LT Cisco DNA Center THEITI NS S £ I £ 2 FIEN
KRS ET,

AT 713  [Marked for Replacement] 7 4 > K7 C, [Refresh] 2 U » 7 L CH 5 [Replace Status] &7 Y v 7 L T4
AT —Z AR LET,

Wb U 7= AP OZZHE RIS 5 & [Replace Status] FIC =T — A v —U L & HIZRIR L BB FE RS
ET,

BRE L7- AP #RIDOH L AP IZHAT A )y, AP RMA Bt TREREA ] L TR L= s a7 o
£,

ATy T8 KU AEFHRITT 5121, 7735 A4 D [Replace Status] Y| DT — A v —T %27 ) v 7 LET,
ATYT15 [Retry] 227 U7 LET,
AT 716 [Marked for Replacement] 7 4 > K7 C, [Replace Status] 5™ [In-Progress] %7 V v 7 L %7,

Bk L 7= AP 28 IEF IS A & 45 & | [Replace Status] % 7IZpkEh & RoR EvE T,

AT TN SELZT A AREFITZHE D & [Replacement History] 7 - > K ™7 @ [Replace Status] |Z [Replaced]
EFRREINET,

AT9T18  (EE) TAAERBLBRWIEGEIL, 77310 A2 LT, [Actions] > [Unmark for Replacement] %
WINLET,

Cisco DNA Center TO RMA 7—4 7 O—N4IEEIE

* RMA 1T, BT A ADOZHDOHY KR —F L TWET, 72 & 21F Cisco Catalyst 3650 A
A wFIE. BID Cisco Catalyst 3650 A A » T L DA TEET, o, BELLT A
ALBWHAT NAADT T b7+ —LID bRIUTHLILENDH Y £9°,

*RMA T, ATZERSTRTORAL »F, /L—% I Cisco SD-Access 7 /XA A DAL
ZYR—bMLET,

s AL Ry b —F B lAAFEINTZT A R
e VA TUAFY LA ha—F 2O T
o Uy — 3 —Z Nexus 7700 > — X A A v F
e AA T AKX Y (SVL AX vFx )
* RMA (%, #ME SCEP 7 1 —7 PKIGEHEZ LT 57 /34 2 &2 ¥R —hLE T, RMA

]7‘—771:’"—1:{:]&:\ &*ﬁ?/\/]} XJEH PKIHEEﬂiﬁ){/ﬁﬁkkiUﬂlbﬂEéhiﬁ QT@LK[‘%
EDOH DT A AOPKIGEREL, FEAEY— =010 FHTHIRT 24BN H Y 77,

*RMA V—7 70—, IROGEIZDIRT /XA ADAZHENAIRETT,
s [EEDH DT NA A LT ASA AOMFIZE TR — RMEH S Tun s
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B cisco DNA Center T RMA 7—4 T n—#IREE

C W DT A ZADR— MEDBERT — FIZ L > TED LR,

[EEDDH DT N1 AL, CiscoDNA Center (2 L - THAJIP TEH INFE T (RMA I,
YR ) — FRBX O 7 77U v Z7IND AP k&< . Cisco DNA Center {Z & > C DHCP IP
TEHEINDET AL AT FR—FENETA) .

AT NA AR, BEOH DT A ARERIN TV A — b ERUAR— MRS
TWDHZEZERLTIEIN,

e CiscoDNA Center L T —F A4 B ZDE AT R—FENTHWERA,

RMA UV —7 71 —|Z2X 0, Cisco SSM NSEED I DT /34 ADBEGRNRER S, A H
AT 7314 273 Cisco SSM IZB RSN FE T,

EEDOHDLTNA AL VA=V ENTND YT FT =T A A— VM CiscoI0S XE
168 LV HETDAA—T g DA, [LicenseDetails] 7 ¢ > R IZidxy hU—7 L%
RROTA B ZADFMPERRINT, BEAvE—VbERRINETA, ZDTD,
BREDH DT NA AR ESNTWAELAT Y — 3y hT—7 T4 AR L,
AT SA AR VA — Xy NU—F T4 A2FETHEATLILEND
DET,

M LT2T N AL VA R—= L ENTWNWDHY 7 b =T A A— M Cisco I0S XE
16.8 LARE DA 1L, [LicenseDetails] 7 4 o~ KU Ry hU—7 T A4 ADFEM (L
Ao—, Fy bT—972L) LiRET A £ A (IPBase. IPService, LANBase7g &)
MERINET, BEOHDLT NA AEZH G L LT —2 LTWDHERIC, ROE
ERA Y E—URERREINET,

Some of the faulty devices don't have a Cisco DNA license. Please

ensure your replacement device has the same Legacy license of
the faulty device enabled.

R T NARELEEOHDLT NAADLVH— Ry NT—2 TABUVAR—FL
WG ERIE. TA BV ADRERATICROT T — A v —URERINET,

Cisco DNA Center doesn't support legacy license deployment. £ ®
7o, RWMHT A ATHEEOH LT A ADTA B AZFETEHL, HEHL
THBHATLTLSEE N,

«CiscoDNA Center 1%, 777V v 7 %y "I —7 TOXKT RA ZADO PP A R—F
THEYR—FLET, =L, ROBEEEHRXET,

EEOH LT AAANERDA =T = A AL TT v 7Y 7 T8 AT
STV D,

«LAN HEfk CEET 27— LM S T\ 5,
o FHLHT S A3 PnPDHCPHEFEIZ L » TH U ARA— FENLEEIT. Vu— RNz TF

NAARECIP 7 FLAZTEL, DHCP DY — R Z A AT 7 M3 2 IFEZBZ TV 5
T EERRER LT IEEN,

B ArruoEE
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TOERARA DY) T—F

AP OFEEEEE AT AL, NI TN a—TFT 4 T L AT F L ADEDIT 1 DL ED
AP ZHiE#BITX £,

18 HHEIIZ

AN DNVETARAABRDDL L ZMRLET, 73 ADRVERIE, T 4 A3 HRRE
EREALTRIHLET,

ATY TN A=a—TAar (=) 271V v27 LT, [Provison] > [Inventory] DIEIZER L £,
ATwT2 BEBTLIAPOF =y IRy 7 A F N LET,
AT w73 [Actions] K7 &7 U A Kb, [Inventory] > [Reboot Device] &R L £ 7,

ATy 74 [Reboot Device] slide-in pane T, AP #4543 <HEZ TS (Now]) 7, HTHEHTLILIICAF Y a—L
TN EFIRL ET,

AT 75 [Selected Devices] # BB L T, FHEEIAP D AP X & 7 a7 Otz FRLET,
ATYT6 [Reboot] 7V v 7 LET,

BIRLZ AP ZHENTIHIZAIN VAT ULV LA 3y br—JTH#ESLD L. [Reboot Initiated
Successfully] EWH X v EB—URFRENET,

AT 71 [Task Submitted] ¥ A 702 7Ry 7 AT, [Task| V> 7 %27V v LET,

ZOFAT TRy 7 AFIFREINTODEM TR REINRL 2V ET, X AZIIBETAHICIE, A=a—
TA4ay (=) #27 0 v7 L., [Activities] > [Tasks] DIEIZER L £,

ATYT8 ZRAI 4% Y v LT, BEBOHKAT —# A2 RKRLET,
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



