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B 74 uEERLE Syslog. SNMP 55 7. NetFlow I Lo 84 —/\—, BEUERY SA 7> b F—LIREDRE

AT v 71 [Design] > [Network Settings] > [Telemetry] DIEIZRINL 7, A=a—T A2 (=) 27U v 7 LT,
AT w72 [SNMP Traps] = U 7 T, KOWTNNEFEITLET,

* [Use Cisco DNA Center as SNMP trap server] = v 7 R v 7 A& A 2 LET,

* [Add an external SNMP trap server] = v 7 7R v 7 A% A4 2L, B SNMP s T v 7% ——DIP 7
RLAZANLET, BRLIZY—AN—ZX o TRy NT—=Z T /NA Z)PESNMP b7 v 7L Ay
T-UBEINET,

AT w73 [Syslogs] TV T T, WOWTNNEFEITLET,

* [Use Cisco DNA Center as syslog server] &= v 7 Ry 7 A4 LET,
* [Add an external syslog server] = > 7 iR v 7 2% A A2 L, M5 syslog —/S—D IP 7 KL 2% A7)
LET,

AT T4 [NetFlow] = U 7 T, ROWTNNEFEITLET,

* [Use Cisco DNA Center as NetFlow collector server] 7> a vV REZ %27 Vw7 LET, T3 AA
% —7 = A AD NetFlow DIERRIEL, T/ A TT 7V r—v a7 LA M) ZFZ LIEGEIZOR
58 T LET, NetFlow D3 —/N—% T A ZZEET HI21E, A b L~ULT NetFlow =2 L 7 ¥
ERLET,

* [Add Cisco Telemetry Broker (CTB)] A7~ a > AR¥ %2 U v 7 L. Cisco Telemetry Broker ® IP 7 K
LVALFR—FEFEZIBMLET, Cisco Telemetry Broker (7 /34 A5 NetFlow L 22— R&ZIE L,
ZDOIERESLITIEE L ET,

GE) NetFlow L 22— N%5{59 % 1Zi%, Cisco Telemetry Broker C Cisco DNA Center 723%8 5% & L
TRESNTWDHENH Y 7, CiscoDNA Center 23565 & LU TRRIE STV WA
TV r—ay =y AR U A IR L E AL

AT 75 [Wired Endpoint Data Collection] ==V 7 C, [Enable Cisco DNA Center Wired Endpoint Data Collection At This
Site] &7 arv iR o277 LT, YA DT IV EBATFT AL ZATIPTNA AT v¥2 7 (IPDT)
A AT LET,

P A PO IPDT ZANZ LRWEA X, [Disable] 77> a v R&y (F740 k) 2270 v 7 LET,
GE) CLI#k A 7' L B2 —925I21F, IPDTZHNZTOXLERH Y T, T4/ A2 T rEya=
VIT DA, T ACEBT DR CLIMKE 7 L B2 —TX E7,

AT w76 [Wireless Controller, Access Point and Wireless Clients Health] = U 7 "G, [Enable Wireless Telemetry] 7 = » 2/
Ry 7 A F LT, Xy FU—ZHADTIA YL Ry ba—F AP, BLRUA YL AT TG4 Tk
DREEE=F—LFT,

ATw T [Save] 27 Vv 7 LET,
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17.3 LIKE

Ulan ¥ —U— RiZ, KCFLITFORNIARL . A=A, N T, FREFHRTEESZ N TEET,
2 Ry FU—IFAL ZEERBILC, lan f > ¥ —7 =4 ADOFFEELE Y F5,

T7I)r—a3 T LARM)EEOTOEYD I Z VY

T L A MU ZfEH L7z Syslog, SNMP k7 7, NetFlow 2 L7 ZH—"— BIOHERY 7
AT v T —HEORE (15—) OBPIEST, 7o — LT L A b Y BEEZHERK
L/i—a—o

ATYT1 A=a—T A2 (=) #71V v 27 LT, [Provision] >[Network Devices] >[I nventory] DJIEIZERN L £ 9,

[Inventory] ¥ « ¥ R ZiZ, M7 o A s ni=T A AFRBPFERSINET, FFEOY A R T
HATTRE/R T A AR T DI, B[O~ A > T [Global] 4 FEEBEIL, ¥4 k., ELT 47,
FrFTvae T EBmRLET,

ART9T2 Tubeya=r 79573 AR LET,

AT 973 [Actions] K v 7 HZ 7 U A Kb, [Telemetry] ZEHR L, kOWTHnaEEITLET,

G¥) TV = a T LA RNYDOAT T 3 X, Cisco DNA Center 026D 7 ) r—v a7 L
A MY DOFEIERT RA ZATHR—=FENTW BRGSO £,

a) [Enable Application Telemetry] : IR L7=T A A TT 7SV r—va T LA M EZRELET,
b) [Disable Application Telemetry] : IR L7727 A A7 7V r—va 7 LA NUBREZHIBRLET,

ATy T4 [Applyl 27 U v 7 LET,
[Application Telemetry] 21X, 7L A MU OBREAT =X ANERINET, T 74/ FDOFIRET

[Application Telemetry] FA3 3R SNV WIGEIL, FIRH LOAIZH HEMEFL T T A 2 ( D oEsY Y
7 L. [Application Telemetry] = v 7 AR v 7 A% A N2 LET,
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ATy T
ATvT2

ATvT3
ATvT4
ATvT5

ATvT6
ATy T17

THBLOBGEOT AL ZADOT IV r—a T VA N EEHICTAEZ ENTEET,

388 BRI
TV r—varT b AN ERENCT DL, T3 AT Cisco DNAAdvantage 7 1 £ A
73§ ‘/[Z‘%:"G—;«o

A=ma—TA4ar (=) #2727 LT, [Provision]>[Network Devices] > [Inventory] DJIEIZER L £,

FREDY A N THAFRE/R T A A RRT D12, MDA > T [Global] 1 FZEM L. Y1 b,

By, £ a T EERLET,

[Inventory] 7 « & R T, T A ZAZRINLET, EEOT A AE[RRHIER TX 77,

[Actions] Ku v Z 7 A R)vi, [Telemetry] > [Enable Application Telemetry] DNAIZEIN L F 7,

[Enable Telemetry] slide-in pane T, IRDFXEE5E T LET,

a) [AP mode] : [Flex/Fabric] £7z(% [Local] = v 7Ry 7 A% A NI LET, MEOF T a v iR
HTEHLTEET,

b) [Include Guest SSID] F = v 7Ry 7 2% A4 N2 LT, #AFSSIDDT LA MY ZHEDNILET,

c) [Telemetry Source] :

s HAIAALT A ¥ LA k1 —7 - NetFlow
s AireOSV A ¥ L 22 tu—F (m—A/E— ) -NetFlow
s AireOST A ¥ L A ha—7 (Flex/Fabrict— K) -UA YL AP —ER T 27T A& (WSA)
d) T_XTOUVALY LRz hua—F(ZA UREZEHT 5121, [Apply this selection to all wireless controllers]
AT LET,

[Enablel 27 U v 7 LET,
[Application Telemetry] ¥ 4 > R T, [OK] %227 U v 7 LET,

Ltk Z OMIEZ A X v 79 5121E, [Don't show this to me again] = v 7R v 7 A& A 2L ET,
T LA N RF—H% A, [Inventory] 7 « > K7 @ [Application Telemetry] 12 FK R S IVE T,
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k1) E%
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CiscoDNACenter 7 7V 7 —>a T LA M) BFEHALTT AN, AT —Z &2 =%—1_, Cisco
DNA Center 7 7 AXFAEIP 7 KL A (VIP) 2EETHXLENH HHEAIL. RO FIEE FEAT
LCVIPEZEEL, /J— K7LV ARNIT—=FBH LW VIP IR ESND Z &R LET,

48 HHEIIZ

o LT\ % Cisco DNA Center D/N—30 3 V2R L £, i, Cisco DNA Center
GULIZr 7 A > L. [About] 7'+ 3 % i®&I L T Cisco DNA Center D/3— 3 U FKH%&
%ZT—\‘ L/i—a—o

eSSHZ ATV N7 2T 2 AFLET,

* Cisco DNA Center 7’7 A~V /) — KL= 2 —7F53 4 X Xy FT—Z7/]D 10GB A
H =Tz A R IRESNTZVIPT RLRAZRELE T, R—F2222 EOZOT RL A%
ERLTT I IA4 T 2Zun A LES, ZOR—FE2RET SITiE, [Cisco DNA
Center i% (&% A Kl @ [Frontand Rear Panels| 7 > 3 ZH DM/ SFNVOKESIE L
TLEEWN,

« 7T A=V ) — RIZERESNTWVD Linux =2 —H%—4 (maglev) & /3AU— RZE&EL
i‘é—o

cEIVYTH 7 T2 VIP 2R ELEY, 77 2% VIPIE, [Cisco DNA Center f%iE 7 1
K1 @ [Required IP Addresses and Subnets] &2 + 2 > Tl AT D EEIZHERL L TV
HLENDH Y £7,

AT v 71 CiscoDNA Center GULICT 7B AL, ROFNEIZHESTTRTOYA NTCTFVr—arTL AN %
LI L FET,

a)

b)

c)
d)

A=a—T A2y (=) 27U v 7 LT, [Provison] >[Network Devices| > [Inventory] DJIEIZEIR L
ij‘o
[Inventory] ¥ « & K7 \ZiE, M7 m e AFITUE ST T A AfFRBRRSINET, FFEDOHT A b

TEEFFIREZR T A A2 R T 512X, MDA T [Global] ¥ MEEBH L., A~ &8, F
A ESZA =g/ Ul S S

BEE=F—LTWVAETXTOHA FeT A RAETRLET,
[Actions] Ku w7 # 7 J X kv, [Telemetry] > [Disable Application Telemetry] OJEIZ RN L £ 57,
A NETANALATT VA N BB ST Z ENRENDETHLET,

ARTYT2 TTIAT VAR 4P —FREHFHLT, ROLIWCIZTAX VIP ZEFLET,
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FLONISZAREIP T FLREEAT 5007 LA FygEnES [

a) SSHZ 747> haMH LT, CiscoDNA Center 7’7 A4~V /) — R EQZ L Z—TFF7 4 X Ry hT—
JRDI0GB A > H—T =2 A AIRESNTVIPT RL A7 A4 LET, R—h222icar A
LTV EafEidLET,

b) o 7 ERFERENTES, Linux Da—H—F L X2 — K2 AN LET,

) WDa~vr RaEANTHE, 74~V ) — RETHRY AP —RZT7 7 EBATEET,

$ sudo maglev-config update
Linux SA T — REANTLHE a7 IRFERSNTEL, BEADLET,

d) 7 IAZEIEIP DA ERDDHEHNDERINDET[Next] VL7 Y v 7 LET, HLWWI T
AHVIP ZASI L, PIEOT R TOMEERT[Next] 227 Vv 7 LT AP —FREKTLET,
RELIEA V=T 2 A AT LI OOEBIP ZHRET HMENRH Y £7, sudo maglev-config update
av L REANLT, RELIEALVE—T A AZLIZ 1 ODOVIP ZANTHE 9 RrEND L HIC
VAP —RNERETHIEAHEELET,

BEOBMEIZEET D L, BEEZHEHATOIERN TEZL2RT A vE—URERINET,
e) [proceed| 227 Vw7 LT, Z7T7AXVIPOEE=EHALET,
RET BB ADRZICENA v E—UNR RS, SSH 7 v o7 MIERLET,

SSH 7r 7 b TIRO—HEDa~ K& A LT, %EE7Z Cisco DNA Center — B A #FHiEd#) L £,

magctl service restart -d collector-netflow
magctl service restart -d collector-syslog
magctl service restart -d collector-trap

magctl service restart -d wirelesscollector

FTRTCOV—EARHRHITIFETHLEET, kOoa~<wr REANLT, BREBOETHRNET=¥—1
VITEET, LEIILSU T, AL TVWA Cisco DNA Center D/ X—2 g URNET 5 Y J—X KL A 12
L7 —EALAICEEI L TN,

magctl appstack status | grep -i -e collector-netflow -e collector-syslog -e collector-trap -e
wirelesscollector

MBI T RTCOV—EANRFATINTWDIHEF, RO X Hra~vy FREAORFE RS, EEICHERL
7B —ERDEITAT —F ANERINET,

assurance-backend wirelesscollector-123-bc99s 1/1 Running 0 25d <IP> <IP>
ndp collector-netflow-456-1xvlx 1/1 Running 0 1d <IP> <IP>
ndp collector-syslog-789-rOrrl 1/1 Running 0 25d <Ip> <Ip>
ndp collector-trap-101112-3ppllm 1/1 Running 0 25d <IP> <IP>

Cisco DNA Center GUI IZ7 7 £ A L, IROFIAZE->TTXTH/ —RTT 7V r—var7Li M %

B LET,

a) A=a—T7Aar (=) %27 V2 LT, [Provision] > [Network Devices] > [Inventory] DJIEIZE4R L
£7

b) E=F—FT25FT_XTOYA FET A RAEZRINLET,

¢) [Actions] Fu v 7 Z 7 U X )b, [Telemetry] > [Enable Application Telemetry] DNEIZERIN L £ 7,

d) VA MNEeT A ATT LA NI BEDNIRSTZENRENDETHLET,
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TLAMIZERLET /NS RAEEDES
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ATy T2

ATy T3

ATv74

ATy TH
ATvT6

ATy FT17

TS ADAHIEPES G DB N EIR 72 . TS AR EDEEE T v 2 TEET,

A=ma—TA4ay (=) #2727 L, [Provison]>[Network Devices] > [Inventory] DJIEIZER L £,

[Inventory] ¥ « > RwiZiE, M7 o A s ni=7 A AFWMBRFERINET, FFEOY A R T
ERFRER T A A% KRt 5121, ZEMO2A > T [Global] 1 F&EEB L, A b, EAT 47,
FETvu T ERIRLET,

REDER KT HT A A% RN ET,
[Actions] Ku > 7 Z 7 J X R)vi| [Telemetry] > [Update Telemetry Settings] DJNEIZER L F 97,
[Update Telemetry Settings] slide-in pane/’ /R~ S AL E 7,

(AFvay) MROETZT /N4 AT v 2F 5L, [Force Configuration Push] = v 7 7R v 77 A %
FATLET,

RERICEE NI WIGEIT, BEFOBNT A ACHET v 2 SnET,

[Next] 27 U v 27 LET,

TLARNIEREEZSTSEHTSH (Now]) 22 THEH TS ([Later]) MEEEIRL, [Applyl 227 Vv 27 L
ij‘o

CLI# % 7 L ¥ = —9 5(ZiE, [Generate Configuration Preview] 27> a >R Z %27 U v 7 LT, IRD
FEZFITLE T,

1. [Task Name] 7 4 —/V RIZEBDO X A7 4% ANJJ L, [Preview] #7 U v 7 LET,
BT AERLIERED T L E 2 — %A LT, BIRLZT A RZEATE ET,
2. [Task Submitted] # 1 7 1 7R > 7 2T, [View Work Items] V > 27 %27 U v 7 LE7,
G¥) ZDEAT TRy 7 AFFRRSINTROER TRREINRLRY £, [WorkItems] 7
YRUCBETHIIE, A=ma—T A3 (=) 27U v 27 LT, [Activities] > [Work
Items] Z R L £,
3. [Workltems]V 4 > KU T, RETVEa—BREEXELIECLIVEa—F A7 %27 v 7 LET,
4, CLIREDFEMAZR R L, [Deploy] #7 Vv 7 LET,
5. 74 2&5FEMTS (Now]) 720, BTATYa—n7% ([Later]) &R LET,
6. RINDMEREY 4 FUT, [Yes] &2 U v 7 LET,

CLI % A 7%, [WorkItems]V 4 > RU TR THFAL L Tv—27 INET, TOX AT O CLIREIZFRRT
HZEIITEETH, BERBHITLIZLIITEEEA,
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



