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AT T2 Fa—P—a— It T2F527 ) v o358 ZOuv—NLEfFoa—F—D) 2 MRFRINET,
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sazinzz [

S} EREREE D 3% T

AN — S — DOFBRE & FFATIAMNB Y — " — % L T 5354, Catalyst Center CHMIFRAE A
AT 20BN H Y 7,

18 HHEIIZ

» SUPER-ADMIN-ROLE #[R & Ff o2 —V DOLN Z OFEE FITTHZ ENTEET, M
WICONWTIE, 22— o—LoffsE (1 3—) 2B LTI,

LI LB 1 DDORRFEY—NN—ERET DHLENDH Y ijﬂ

\)

GE)  20xVRETOY U —2 Tl SMBERAER AN/ > TV DA, Catalyst Center [ AAA Hr—/3—
IZEETE 200, AAA Y — A=A ]2 — P —H i+ 5L, m—hra—¥—(
TA =Ny 7 LTWE LTz, BUED Y U —ATIHE, AAAY— —CEFETX RNGEAAA
P N— AR — P —H 2 L7855 (2 Catalyst Center 28 2 — H /L 2—H— {27 — /L
Ny ZFTHZEETHY EFHA,

SNERRRE T 4+ — X 7 IR > T D6, AN —P— L m— I VE P X Catalyst
Center \Iln /A TExFE T,

WERREE T 4 — VX 7 B/ {21, Catalyst Center f > A% > A2 SSH ##5c L. KD
CLI =~ Rz AN LET,

magctl rbac external auth fallback enable

=41]

AT EEBICHDEIA=a—T A ar%27 ) v 27 LT, [System] >[Users& Roles] > [External Authentication] ™
NEIZIZEIR L £

AT w72 Catalyst Center CHMTFRREE A2 T HIZ1X, [Enable External User] = v 7 /R v 7 A% A2 LET,
ATvT3 (LE) AAABMEAHRTELET.

TACACS FBFFETlE, D AAA BB FR— I TWET,

Catalyst Center TACACS

Empty cisco-av-pair
cisco-av-pair cisco-av-pair
Cisco-AVPair Cisco-AVPair

RADIUS FBFETIiL. IRD AAA BN HR— SN CTWET,

Catalyst Center RADIUS

Empty cisco-av-pair




A—HDEHE |

B sszaons:

ATvT4

Catalyst Center RADIUS

Cisco-AVPair cisco-av-pair

a) HAIORTHHAINTVD X DT, [AAA Attribute] 7 4 —/L RIZ, 2—A 7 —R|Z# L7z @EE AL
i‘j‘o

b) [E#r (Update) 1%#7 VU v 7 LET,

(EE) AAA I —R—%HELET,

INHOREF, BEOTTA~<Y AAAY— =L b F ) AAAY— =% ] L0 B2 D AAA

P —R—%ER LIV TGO TVES, EEBICOIA=a—T A2 %2 v 7 LT, [Sysgem]>

[Settings] > [External Services] > [Authentication and Policy Servers] ®JIAIZ#$R L C [Authentication and

Policy Servers] 7 1 > R ZBA & £7°,

a) [Primary AAA Server IP Address] K2 > 7*# 7 U A N T, FHFRRE SN2 TI02D AAA —/3—D
IP7 RUAZRIRLET,

b) [Secondary AAA Server IP Address] K= "% 7 U A2 T, FARE SNV TILND AAA —3—
DIPT RUAZBERLET,

c) (EE) CiscolSE hr—_"—ZHHL TWAHEAIE, LEILL CREEEHTEET,
CiscoISE R U ¥ —DFEANC W Tk, [Cisco ldentity Services Engine Administrator Guide] ¢ [Configure
and Manage Policies| Z#Z 1L T 7230,

% 2: Cisco ISE—/\—DERE

E2X:0] Bl
Shared Secret TNA ZADFIEF—, LEWBEOR ST, &K 100 XFTT,

AAA T RURAZHHT LN, AREZIRET 2LENH Y £,

Username Cisco ISE CLI (212 7' A >4 5 72D\ fE 3 5 4 Rl

Password Cisco ISE CLI = —H¥—£& D/ AT — K,

FQDN Cisco ISE — _R—D5E2ESi K A A >4 (FQDN) , FQDN /%, DX
T, HRA MBIV RAL LD 250D /3— TR SN TWET,
hostname.domai nname.com

7= & 2% Cisco ISE ¥—/3— FQDN (%, ise.cisco.com TH 5 A[HEMEDRH D

iTO

Subscriber Name —BOT XA FLFF (acme 72 &) , iU Catalyst Center > 5 Cisco ISE
DA T, Cisco ISEWZH LW pxGrid 7 7 A 7 b Z R ET 5 72012
AEnxd,

Virtual IP Address CiscoISERY v —H—t &/ —FK (PSN) BNEHICEBEINLTWAr—FK

NIV ORBIP T RV A, BipDo— KT o OERICHEED PSN
T 7 —LNHILEATE. KRK6ODEMIP T RLAZ AN TEET,
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d)  (EE) FEMREE2HEHT 521, [View Advanced Settings] 27 U v 7 LT, LB U THREL E
£ 3: AAA Y — N — SR E
Z2: £ EA
Protocol TACACS % 7-1% RADIUS,
Authentication Port AAA F— N—~DFIEA v —T D) L—IZfFH N F— I,
« RADIUS 4. 5 7 /v ML UDP A~— b 1812 T,
* TACACS O¥f5. RA— ME49 THY, BEHETEEHA,
Accounting Port AAA —R—~DEERA X FD) L—IEHENER—F, ZhbHD

AR FOFEHRIZ, BX2 VT LFEROAMTHEHASINET,
« RADIUS O34 . 77 4/L F® UDP &R— kM 1813 T,

« TACACS Dy, A— NI 49 THY , ZHETEXEH A,

Retries Catalyst Center 7% Cisco ISE & O#2fi % 1T C & 5 [H14K,
Timeout Catalyst Center 7% Cisco ISE 72D DICE T 2RO R S, 2 A4 LT U
b D KAEIE 60 BT,

e) [H# (Update) 127V v 27 LET,

— B Faoal

THEFEEREE (QFA) 1, 22—V —R L RNRATU— RN CTRNFFEE2 RIS 22T, 2—
P —FFEOE X2V T« Z58{LT D b0 TT, Bl +FEL. —&ic, EEOMNG2—F—7
TIDREEFL (A~hRT7 7% — 7%7&&)\m®m74/ﬁﬁkﬁmﬁmiﬁé%®%ﬁ
HALET,

Catalyst Center ® _FEFRFEDOHEIETIX, b—27 27 747 b (#Y72 PIN SAT S
W T h—27 v a—REAR) . h—27 ¥ —n"— (b—=2 > a—RZKiE) . BIO
:’-*"}j‘ DT 7ER {/h@@j«éwun ']j‘*‘/\?‘gf'{%ﬁﬁf% jzjqo wuuftkff@ 1. RADIUS % 721%

TACACS+ 7’1 h a /LMl & vE T,

ORI g rTIE, IRONBIZOWTIHALET,
o THIRIRGEA FEET A O T NEN B BB,
M ‘/[Z‘gfcﬁ&hﬁgo

o THIEIRGEA#H L 7= Catalyst Center D12 7 A > FlE,
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Catalyst Center T3 2 “BEHRBIEZRET D121T, ROFHESRM AN L TW D LERH
VET,

« FFE X FL7z Catalyst Center == —H— 0 RBAC 12— Vi8R 5T 5 BIEE T 2 K3 2 &
N TE DHBREY—/3—, Z O TlX, Cisco Identity Services Engine (Cisco ISE) 2.3 /X F
1 2L TWETS,

« WEEY— =L AT D D8R h—7 U — 33—, ZOfITIX, RSA Authentication Manager
72 ML TWET,

VT NI 2T NV VEAERTEIFAT N EDON—0 v H— R T Y r—
varv, ZOFITIEL, RSASecurlD V7 "7 =T h—27 U EMFEHALTWET,

—gimunﬁm '7_7 JAa—

PUFIC, “EREFENEE STV Catalyst Center 777 A 7V AZa—HF—RNu 7 A L
L EOEEOMELZ R L ET,

1. RSASecwrlD h—2 > 27547 hTlid, 2—¥F—FPINZASHLTh—7 > a— KzH
HLET,

2. CatalystCenter @ 7/’ ' X—U Tld, 2—¥—4 & =27 a— Rz AJLET,

3. Catalyst Center Ti. Cisco ISE ~D 11 7' o1 L ERDX(ZIZ, RADIUS %7-1% TACACS+ 7
o havEFEHRLET,

4. Cisco ISE RSA Authentication Manager H—/X—|ZZRK 245 L £,

5. RSA Authentication Manager C h—7 > 22— REZMRFEL, = — VP —NIEFICRIES N2 &
% Cisco ISE (2@ L £ 77,

6. Cisco ISElTFGEEIN/ -2 — VP —LREFALDRAI T 7 7 A VERAEL,
role=NETWORK-ADMIN-ROLE JB&HAE~7 23R L E 5,

7. Catalyst Center = —H#—Dr—/LX—2 772 ar khr—/,L (RBAC) B —/L IR
THNTVAREB L ORX—U~DT 7 B AL 5 L ET,

ZERDADHRE

Catalyst Center 777 A 7 A T LBHFRFEA R ET DI, ROFIREZFEITL ET,

AT w71 RSA Authentication Manager % Cisco ISE & A L E 7,

a) RSA Authentication Manager T, 2 2D —%#—_ §725% cdnac_admin (FHE 2 —H—m—/LH)
¢ cdnac_observer (47 ¥ —m—/LH) Z{EHLET,
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ATy T2

—zzmiaozz

FEAMIZ OUWNTIE, RSA Self-Service Console Help @ [Add a User to the Internal Database] @ & v 7 &%
BLTLLZEN, 2O Ry ZIZT 7 8ATHITE, ROFNEEZFITLET,

1. RSA Self-Service Console Help B & £,

2. [Searchhelp] 7 + —/L' FC, [Add a User To the Internal Database| & AJJL T, [Search
help) 227 Vv 7 LET,

b) HLWRFET—Y = > MEAER L £T,
SRR DWW CIE, RSA Sdlf-Service Console Help @ [Add an Authentication Agent| @ k& 7 &M LT
STEEW,
€) WREYR—Vry T —Tx MRET 7 A /v (sdeconfrec) Z/ERLL E7,
1. RSAtEX=UT ¢=2Y—/LT, [Access >[Authentication Agents] > [Generate Configuration File]
DNEIZ IR U E T,
[Configure Agent Timeout And Retries] % 7 3B & £ 97,
2. [Maximum Retries] & [Maximum Time Between Each Retry] 7 1 —/L RIZOW ik, 7 7 4 /v ME%
FEHLET,
3. [Generate Configuration File] %7 U v 7 L £,
[Download Configuration File] % 7 25B8 & £ 37,
4. [Download Now] UV > 27 %27 U w27 LET,
5 MEEICIERDERINT D, [SavetoDisk]| 27 U v 27 LT, zip 7 7 A /VDORHR—T)L 3 —%R(F
LEd,
6. ZFANEMRE L, ZDONX— g D sdeonfrec 7 7 A NEFHA LT, =— 2 MIBMEAL A
P ENTNHINN—=Va vk EEXLET,
d) FJE 1a TIERK L 72 cdnac_admin ==—1%#—& cdnac_observer = —#—® PIN Z /LR L £7,
FEHBIZ DUV TCIE, RSA Salf-Service Console Help @ [Create My On-Demand Authentication PINJ @ | &~
7 HSRL TN,
e) Cisco ISE #BH#A4 512i%. [Administration] > [Identity Management] > [External | dentity Sources] >
[RSA SecurID] DJEIZEIR LT, [Add] 3N L F9,
f) [RSA SecurlD Identity Sources] ~<—3"C, [Browse]% 7 U v 7 L, ¥ 1 — K L7z sdconfrec 7 7 A /L
ZEILT, Open] 27 Vw7 LET,
g) [Reauthenticate on Change PIN] F = v 7 /R v 7 A% F 2 LT, [Submit] #7 U » 7 LE7,
2ODFA TR T 7 A NVEAERLET, 1203 Admin 2 —HF—m— ] $ 95 1 DF AT —~a—H—
o —/LHATY,
a) Cisco ISE T, [Policy] > [Policy Elements] > [Results] > [Authorization] > [Authorization Profiles] % &R

b)

L/\i‘a_(]
W HEDT a7 7 A MZONT, IROITEHREATILET,

«[Name] 7 4 —/V K : a7 7 A W EAS LET,
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B rrows 2R L—ERREOAEML

* [Access Type] 7 4 —/L K : [ACCESS ACCEPT] Zi®{R L £,
» [Advanced Attributes Settings] fEIK : T IO K v 7 & 72U A k5 [Cisco:cisco-av-pair] Z HER L
£

Admin 2 —HF—0 —VORFET 1 7 7 A VEERT 2561E. 2FEHO ey 4T U R b
[Role=NETWORK-ADMIN-ROLE] % 4R L £,

F TP Na— P m— VORI T B 7 7 A LV EERT DHAE, 2FHO Fry FH YY) 2k
725 [Role=OBSERVER-ROLE] % i&R L £ 9,

AT w T3 CatalystCenter 7 77 A 7 2 ADFRAEAR Y v —Z 1B L £ 97,
['Cisco Identity Services Engine Administrator Guide] @ [Configure Authentication Policies| @ k& v 7 &

LTL7ZENY,
AT T4 200FARY U—EEKLET, 1 20X Admin 2—V—m—LH, 95 1 2F A7V —Ra—P—n—
NATT,
['Cisco Identity Services Engine Administrator Guidel] @ [Configure Authorization Policies| @ k& 7 % &
LTL7EEY,

AT 75 RSA Authentication Manager t ¥ = V7 f 2V —/LC, Y7 b =T h—27 VRO —F—2HE Y Y
THONTWLZ &l LET,

FEAIZ DUV T, RSA Sdlf-Service Console Help @ [View a Token] @ hE w7 5L T 7Z2E 0,

GE) b= U EEID B TOHNEN S S50, [Assign a Software Token to a User] @ k£ > 7 Tt
HENTWDLFIEEZFATLET,

RADIUS Z{# L - —ERZADEE

RADIUS HIZEE S 47z Cisco ISE ¥r— "\—% 92 “HEFIEEZ BN T DL, ROTF
A S4T L ET,

AT w71 CiscoISE & Catalyst Center % ) S %5,
['Catalyst Center Installation Guide] @ [Integrate Cisco ISE with Catalyst Center| ZZ M L T 7230,

RTw T2 FEAEIZ Cisco ISE Y— 3— %17 % X 9 Catalyst Center Z 3% E L 7,

INTREREDRRE | 2SR L TS0,
BE Cisco ISE & Catalyst Center D[l 5 IZ[F CHLAMBELZIREE L TWDH 2 L 2R L ET,
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TAcACS+ %M L-—Exmioant [

TACACS+ A L - —ERFTEEDHEIE

TACACS+ WX E S 417z Cisco ISE B — _—2FH T2 " HERFBIEE BT HI2iE. ROF
JIEZ FAT L ET,

AT w71 CiscoISE T, [Administration] > [Network Resources] > [Network Devices| DJIEIZER T 25 & [Network
Devices] 7 1 FUNBE £,
ATvT2 [TACACS Authentication Settings] %2 V > 7 L CZDONEZER L, LARNZIEN L 72 Catalyst Center 7 /31
2Tk L THAME RN T TICHESNTWD Z L 2R L ET,
AT w73 [Work Centers] > [Device Administration] > [Policy Elements] %8R9 % & . [TACACS Profiles] 7 1 > K
yARE 2 R S
AT w74 cdnac admin 3 L O ednac_observer =— ' —1—/L-®D TACACS+ 7’1 7 7 A VE/EK L £ 7,
a) [Ad] %7 Y w7 LET,
b) ROHXAT EFREITLET,
cTuT A NKEANTLET,

« [Raw View] # 7% 7 U v 7 L71=%. [Profile Attributes] 7% A bR v 7 RZIRDTF A & AL

£7
s cdnac_admin = —H— 12— /L D5 1E, Cisco-AVPair=ROLE=NETWORK-ADMIN-ROLE & A
JILES,
s cdnac_observer = —H— —/L D5 1X, Cisco-AVPair=ROLE=OBSERVER-ROLE & AJj L
£

o) [RTE (Save) |22V v 7 LET,
AT w75 CiscoISE & Catalyst Center % ##) S5,
[Catalyst Center Installation Guidel] ¢ [Integrate Cisco ISE with Catalyst Center| % Z/ L T 72& W),
AT w76 FRAEIC Cisco ISE ¥ — 3—Z {7 % X 9 Catalyst Center Z3%E L £7,
IAEREBREDRE ] Z#Z ML T &,
BE Cisco ISE & Catalyst Center D] /52 HEMBZBEL TWAZ 2R LET,

—gimunm %1%% L/T: (. 7\\’( N

T HEFRFRIEA ] L C Catalyst Center (212 7' A 9 5(21%, RO FNEEZFEITLET,

AT w71 Catalyst Center D12 7 A L _X—T T, @l —W—Z 5 A LET,
ATw 72 RSASecurD h—27 > 7 T4 T hEBE, URIRRELZPINZ AN L THEWEC h—27 &AL ET,
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ATY T3 ZDO =27 %&abt’— LT, Catalyst Center D17 A 23— O [Password] 7 4 —/L RIZHE Y £,
ATy 74 [Loghhl 7YV w7 LET,

HNER L —H—D R

RADIUS/TACACS Z /M L CTHID T 7 A » LI —Y—D Y A hEZRRTEET, R &
NAHERITIT, 2—VF—Z Lo —NANRNEENET,

AT EEBCHDHA=a—T A a2r%27 ) v 27 LT, [System] > [Users& Roles] > [External Authentication] @
JIEIZE IR L FE 5,

AT9T2 U4 FUD T ETAZ v—/L L% J, [External Users] fEIKIZ/MB 2 — P —D Y 2 "RFREINET,
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



