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Catalyst Center D Z BIAAT D121, OISV AT AREERHR LT, ——0Rxy T —
7 OINREBE L, X 27 RlEOHRL— T —OREEE Wo lo BER X AT #FATTE
LX0CFTDMERDHY ET, VAT LAREEZHWET DITE, ZOETHHINA T D FIEE

AL ET,
N
GE) s XU — NR—FEDOEE /2 L Catalyst Center DA A AT T 5545, 3737 Catalyst

Center GUI THEATTHLERH Y £,

«IP 7 KL A, §HL— b, DNS H— "— FidI maglev 2 —H— /"2 T — ROEH L,
CLI 75 sudo maglev-config update I ¥ REFEHLTETTAIMNERHY *7,
« 77 4L N TlE, Catalyst Center ¥ AT LD H A LY — X UTC IZRRESINTWET,

Catalyst Center ® GUILIZT T U DX A LY — TEHAET D720, RETIDX A LY —
VEEELRNTLIEI N,

A—4—707 74 IILDEREE L UIER

CatalystCenter (X, 27—/ X—RX 77+ A2 tr—/L (RBAC) Z¥HR—bLET, 2—H—

V
TuT A MIEID B TONEr =R, 2P NFATT DR ORREEA ER L ET,

Catalyst Center (21X, KD 3 DOEERT 7 4 )b ha—HF—a—AnHY 7,
* SUPER-ADMIN-ROLE

* NETWORK-ADMIN-ROLE
* OBSERVER-ROLE
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SUPER-ADMIN-ROLE i, Z—#—(THEERVEREZ AL L, U A ¥ Lm — /L DIERR 2 —HF—
7u 7y AN~OEIN YT Y Catalyst Center GUI TT_XTDT 7 v a L u2FITTEHED
{2 L %9, NETWORK-ADMIN-ROLE & OBSERVER-ROLE [, Catalyst Center GUI CORERED
Bl S E T,

CatalystCenter C7 7 ¥ a VA FATCERWGE, ZhaFFa Ly —Ala—F—T7r 7y
AMZED B THENTWD ZENFRTH L AREMRH Y £3, FMICHOVWTIE, AT L
BEICHGR T 20, e — A=A 778X ar hur—LOREZSRLTIEIN,

XA T L 360 D{F A

[System 360] % 7'IZ1%, Catalyst Center [ZBI 3% —H TN A ERNPERINET,

ATV TN EEMIZHHZA=a—TAar%2 1) v LT, [System] > [System 360] DJEIZER L E 7,
RTw T2 [System360] ¥ v aR— RT, FRINDROT—XA M) w7 iR LET,
[Cluster]

* [Hosts] : Catalyst Center /R 2 MIBAT AEHMAR R LE T, BARINDHERITIL, KA FDOIP T Kb
AL, FRAPTEITIN TV DY —ERAZHT2HMART -2 BEENET, FAX FTETSATH
DY — BRI BT — 2 2 FoR9 5T, [View Services] V7 &7 ) v 7 LET,

GE) BARIPT FLADOKIZIE, BT =N UNEET, OOy ViE, AARPBIEFET
bHZEERLET, FEAONNY L, FARMPEE TRV E2RLET,
MBI SR, IROTFRPFETRSNET,
* [Node Status] : /— RO~NVART —Z ANFRENET,

)= RN VABREFETRWERIX, AT —F A=Y VehdbEdb e, hT TNy a—T 1
T DI DBMERPERSNET,

s [Services Status] : F—EAD~NVARAT —H AMF/REINET, 1 OTHLY—ERARZ T LTW
%L AT —H A% [Unhealthy] (2720 E£97,

* [Name] : #—E A4,
 [Appstack] : TV r—a ALK v T4,

TV r—va s AX v 7, A SN —EEADEATT, TORETOY—E R, &
KROVHEZDEAEDA L AX L AZBML, EWRNWD EHF DA VAR AR 5, K
FENCAr—F TN T ) r— a3 1,

s [Health] : Y —EADAT—H& A,
s [Version] : h—EADNN—T 5

s [Tools] : vr—EADA N w7 bu/%FK R LET, Grafana TH—ERE=F—V L TTF—F %
KARTHITIL, [Metrics] V27 %27 V27 LET, Grafanald, —7 Y —ZADA MY v 7 758
BLOAHYEAAL — R TT, Vh—ERE=H—V I T—H {5 LT, WEE NT TV

| vzx7ogEnss Il
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Va—T 47T DI ENTEET, Grafana DFEMIZ-OUVTIX, https:/grafana.com/ Z S L T
<&, [Logs] V> 27 %27 Yy 7§ %E, Kibana TH—E 21 7 RHRAREET, Kibana (%,
F—=T = ADHHB IO T Ty N7+ —ALTT, —EAr T Z@M~5Z LT, W3
ENTTINYa—T 47352 ENTEET, Kibana DFEHICOUVTIE,
https://www.elastic.co/products/kibana &M L T< 72 &0,

qmgAwmmwyHAﬁﬁ%??ﬁ%47?%é#55ﬂﬁ%ﬁéhiﬁo
BE Catalyst Center C HA 23%EET 572 DI21L 3 DL EDKR A FBMETT,

s [Cluster Tools] : IRDY —WZT 7 BATEET,
s [Service Explorer] : 7 7'V 7 — a3 VA X v 7 BIOEEMT O —ER T 78ALET,

* [Monitoring] : A—7"2 Y —2A X NV v 7 5k LA LA A — F Th % Grafana ZfEH L T,
Catalyst Center = >R —F > OO X v > 2R — RIZT7 7 BALET, [Monitoring] V—/L %
ERA LT, AEVEBIOCPU AR EDOEFE Catalyst Center A U v 7 ZHEERIS L OVHT L
F 9, Grafana OFEAIC DUV T, https://grafana.com/ 2 B L TL 72 &0,

GE) ~ )L F 7R A b Catalyst Center Bghiz Cld, #HE DK A M2 X% Grafana 7 — ¥ OEBENT
HIhET,

* [Log Explorer] : Kibana % ff L C Catalyst Center D7 7 7 4 BT 4 0 7 L AT a7\ T7 7%
Z L%, Kibana I3 Elasticsearch &#E) T 25 K 9 IZKEF SN A—T7 0 Y — 2D KOV
b EITTHTT7 v h 7+ —ALTT, [LogExplorer] Y —/VZEHA LT, &7 7T 4T 412
TRIOVAT L 7 2R LET, KbanaDLERIIZHDFTES — a7 02 KT, [Dashboard]
7 U7 LET, KIZ, [SystemOverview] &7 U v 7 LTTRTOV AT LA T 2R LET,
Kibana OFEARIZ-DUNTIX, https://www.elastic.co/products/kibana Z 2R L T 7230,

GE) 7 7 4V K Tld, Catalyst Center D _XTDO B X I RHE M- TWVET,

VATLERE
s [Software Updates] : 77V r— a3 VERIIV AT AORH DO AT — X ANFRINET, [View] U
IRy HE BHOFEMPERINET,
GE) HRTNZIE, TOMICH T — "y U EET, SOy DIE BT E IR BES
LTV varBIERIZGET LIl 2R LET, HEONy DX, HHARREGNNH D
ZEERLET,

s [Backups] : i DNy I T v T DAT —HANRFRINET, [View] V7 %27 Vw7 F5HL, X
TONY I T v TOFMPEFREINET,
IBIT, WDAT D 2a—NRy I T v TDAT—HALFRINET (FREFAFYa—rIhTn
BRI T TN NWZ LR RLET)
GE) NyﬁTnyﬁ\%@ﬁﬁﬁ?%ﬂyyﬁﬁﬁiﬁoﬁé@ﬂyyﬁxﬂy&Tyfﬁ
WICTET LTI e A DAF T EHIORLET, BEAONy ViE, KONy T T
7#itx7/1%wéMTw&m LERLET,
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s [Application Health] : BEMELRB IO 727 70 X OREENFRINET,

GE) TV = a OREMEICIR, FORRICH T — ANy VBN EET, ROy DIE 1E
WRT 7V r—2arThrZeanmLET, REAOANY VL, TV r—2a VRNER
TRWZEEZRLET, NI a—T 07 T5I0F, [View] Voo &2 27 ) v 7 LE
ﬁ—o

SEEREIN-ORT A
Catalyst Center (Z X > THEH SN TWDHAER Y FT—27 —ERICEHT HFERBRREINET,

* [Identity Services Engine (ISE)] : 7’7 A4 <~ VKXW &V CiscoISE—/"—DIP T KL A & AT —
X A %G Te Cisco ISERRET — X ##K/Rx LE T, CiscoISE L #iE7 5 & 51T Catalyst Center % 5% ET 5
(21X, [Configure] V> 7 %27V v 7 LET,

« [IP Address Manager IPAM)] : IP 7 KL A~ R —V ¥ DRET — X LMAAT =X A% FRLET, IP
T RV AR =V ¥ ZRET HITIE, [Configure] V7 %27 U w7 LET,

* [vManage] : vManage DX ET — Z NFK R SALVE T, vManage Zax &9 5 I21%, [Configure] U > 7 % 7
U7 LET,

VAT L1360 TOY—ERXDERTR

[System 360] # 7'1%, CatalystCenter CEITINTWALT SV r—a v A4 v 7 LY —E R
BT 25RHIE M ARt LET, ZOHFREMFHL T, FEOT7 7 r—ya o0 — e RICH
TOHMBEDO N T TN a—TFT 4V TIRNLTHIENTEET, e xiX, 7vaT7 7R 1
RN D H551%, NDP 7 7Y r—2a VAZ 7 e ZDa s R—3Ry b —EADE=4—
Vo rr—atualERRTEET,

AT TN EEBICHDLIA=a—TAar%27 ) » 7 LT, [System] > [System 360] DJEIZIERN L E 5,
AT w72 [System 360] 7 > K7 T, [Service Explorer] # 7% 7V v 7 LE7,
=R ZAZEHEY—EARHFLWT T YT 0 ROy ) RO E TRRINET,

)= RZA—=Y N EEDED L, VU TAERE, REID, A ¥ —T = A Al L OFNE T SIE
ﬁqo
 P—ERT—TIZIE, J— RIZBEEF T SN TN DTRCOY—EARERINET, v 3=V F
=2 [ M) | VI ~v—7 TRENET,
T — VT YNET A arm I )y I THE P—ERAT =T NDOh—ERET SV r—a R
X%, —EREFHERAT—% X ([Up]. [Down]. F721%[InProgress]) . Folid~Fr— Ko —
EAMNEIMIHE SN T T A VXU TEET,

* [Global Search] 7 f —/L RIZH—E AL Z AN L TH—ERAEZRBCTEET, h—bRL4E27 Vv T
He, BHEMfTONTNS ) — RTH—EARRRINET,

SR LEEDWH,
|
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ATV T3 F—ER%E7 V7 LT, h—ER360 La—%EdhLET, ROFEMBERINET,
e [Metrics] : V> 27 %227V v 7425 L Grafana DYV —EAE=X Y U 7T = NFRENET,
s[Logs]: V> 7 %27V 73 5& Kibana DY —E A FBRREINET,
* [Name] : —bE 24,
 [Appstack] : 77V r—a AL v T4,
e [Version] : F—E 2D A= g,
s [Health] : ' —EAD AT —HF X,

* [Required Healthy Instances] : IE# 721 A X L ADENF RSN, 31—V R —ERATHLINE D
PR REINET,

* [Instances] : A LV AZ U A% Y v 7D LEEMBRREINET,

ATV T8 T—T MV A RINTWDHY—ERAZMET HI2IL, [Search] 7 4 — /L RIZH—E AL E AT LET,

RT9TE S—ERAT—TNOY—ERET TV r—ya v AX v 74 P—EREFEAT—4 A ([Up]. [Down],
F 7213 [InProgress]) . I~ F—Y RYP—EANE I MZESNTT 4 VEX BT HIZIE, 74 NVET
AarE7 Yy LET,

DRATFLANILADE=A—1) Y

[System Health] ~*— T, CatalystCenter 7 77 A 7 L ADYFH a R —x 2 N DO EFMZE
==L, BETLAEMEN S OMBEEZEHTEET, ZOWEEL AT L CERERE
HT 2 HEZHOWTE, DO My 7 2SR LT 7EE0,

Cisco IMC #Z#x D FEAL

[System Health] ~— & H%hZ 9 5121%. Cisco Integrated Management Controller (Cisco IMC)
L DR ETENL T DMERH Y £, ZOERICEY, 7T ITAT U ADN— Ry =T DIEHR
PEFFHRANE SN E T, ZNEITH L. ROFIEZFEITLET,

\)

GE)  T7IA T AD Cisco IMC #fia% € % AN J)T& % DiL, SUPER-ADMIN-ROLE #ERR % 5>
=P —DHTT,

ATY TN EEMICHEZA=a—T Aar%7 1 v 7 LT, [System] > [Settings] > [System Configuration] > [System
Health] DJEIZER L £,

I ITARDET T TAT L ADIP T KL AN [Catalyst Center Address] FZF R S E T,
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cisco IMC #4507 [}

Settings / System Configuration

System Health

Cisco IMC Configuration Validation Catalog

Define your Cisco Integrated Management Controller (Cisco IMC) and provide required
credentials. These settings are used to communicate with Cisco IMC and allow it to
monitor the health of the Cisco DNA Center hardware.

Cisco DNA Center Address Cisco IMC Address
192.168.131.11 NA
192.168.131.110 NA
192.168.131.108 NA

AT v T2 CiscolIMC ~D 1 7 A ANERFRERELET,
Q) TTIATVADIPT KLV A&7 ) v 7 LET,
[Edit Cisco DNA Center Server Configuration] A 7 A KA XA U RBHE £77,

Edit Cisco DNA Center Server
Configuration

Cisco IMC address must correspond with the Cisco DNA
Center IP address it is managing. The two systems must be
able to communicate over the network.

Cisco DNA Center Address
192.168.131.11

Cisco IMC Address*

Cisco IMC Username*

Cisco IMC Password*

b) KOIEHEATIL, [Savel 227V v 7 LET,
e TS TAT AD Cisco IMC R — MK L TRESNTZIP T FL A,
e CiscoIMC 2 7/ A T B DICMhBEBRra—Y —4 L RAT— K,
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. Cisco IMC %7 D Hllf&

) MEWIEUT, ZITAXDMDT 774 T L AZONTZOFIEEMEY KL FT,

Cisco IMC %€ D HllB&

DT 7T AT v A% L CLARINZERE S 7= Cisco IMC Bk B - HIR+ 5 121X, DF
EZ 4T L ¥,

)

CE) hboREXHIBRTE SDIE. SUPER-ADMIN-ROLE {E[R# > —HF —D L T7,

AT EEMICHDHA=a—T A ar%27 1 v LT, [System] > [Settings] > [System Configuration] > [System
Health] DJIEIZ 3R L 1,

ATV T2 BREEHRT DT 7T7A47T 2 ATOWT, [Actions] ¥ TxHJind 5 [Delete] 74 =22 () 227V v 27 L%
-éAO

AT T3 R4 RUT, [OK] &2V v 7 LET,

VAT LARY MBHOEER
VAT ARy MBENZBET D E R,

Cisco IMC & OBHGE ML S 415 & Catalyst Center (3 Cisco IMC 726 A X MEHRZIUE L |
ZOEMERMBD L AT DA N FELTRIFLET, =Nzl -oT, ThbD
RALEEA R MILILE L, VAT ALV A RRBUICRREND VAT LA R MaMIIE
#axE9, [Cisco DNA Center Platform User Guide] ¢ [Work with Event Notifications] T
HENTWALFIEEZZETTLHZLICEY, Znbo@Emz, FAMRERERXOW TN TH%
BTEET, ZOFEEETTIHEEXIT, WOAXR FERIRLTYH T X7 54 7T LTLIES
AN

REEO G IR DA~ |
« SYSTEM-CERTIFICATE
+ SYSTEM-NODE-CERTIFICATE

« B S VT2 AN S AT DA XU b
* SYSTEM-EXTERNAL-CMX
* SYSTEM-EXTERNAL-IPAM
*« SYSTEM-EXTERNAL-ISE-AAA-TRUST
* SYSTEM-EXTERNAL-ISE-PAN-ERS
* SYSTEM-EXTERNAL-ISE-PXGRID
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* SYSTEM-EXTERNAL-ITSM

cF YUY REZY BN AT LDA R b 1 SYSTEM-DISASTER-RECOVERY
o — IR AT LA R b

+ SYSTEM-CIMC

+ SYSTEM-CONFIGURATION

+ SYSTEM-HARDWARE

+ SYSTEM-MANAGED-SERVICES

GE) ~x—Y R¥—vR05E, r—7HE (CatalystCenter 73\
AR NoeT — 2 X—=ANLHIRT 5 DI 5 IERH]) 160 47
TT, v XV R —EARF T L THRT 7T 4 7l oTe
e, Y AREILENZI L E VAT ADOIEFMEGUIIZ KM
T 521, Z ORI £,

* SYSTEM-SCALE-LIMITS

A RN MBAFHR

IRDOFKIT, Catalyst Center 733 A7 AEFHEMA v — V2K T 5 & IRk IN D EE
iEwERLUET,

HIRKA |25 AVARBUR Ree AytE—
4>

KAALY : ORXT LA

CPU CPU <node-hostname>:CPU-1 OK Catalyst Center CPU-1 is working as
expected on <node-hostname>

NotOk Catalyst Center CPU-1 has failed on
<node-hostname>

Disabled | Catalyst Center CPU-1 is disabled on
<node-hostname>

AE Memory <node-hostname>:DIMM_A1 Ok Catalyst Center RAM DIMM_Al is
working as expected on
<node-hostname>

NotOk Catalyst Center RAM DIMM_ A1 has
failed on <node-hostname>
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HITRA |25 AR VR N Ayt—o
Ay
= ¢ A2 |Disk <node-hostname>:Disk 1 Ok Catalyst Center Disk 2 is working as
expected on <node-hostname>
NotOk Catalyst Center Disk 2 has failed on
<node-hostname>
RAID = > | RAIDController <node-hostname> :Controller-1 Ok Catalyst Center RAID VD-2 is working
rE—5 as expected on <node-hostname>
NotOk Catalyst Center RAID VD-2 has
degraded on <node-hostname>
Disabled | Catalyst Center RAID VD-2 is offline
on <node-hostname>
Z vk NIC <node-hostname> :nic-1 Ok Catalyst Center network interfaces are
7—7 4 working as expected
VP = NotOk Catalyst Center: <x> network
= (78 interfaces are missing for
<node-hostname>: nic-1
PSU FAN |PSU <node-hostname> :psu-1 Ok Catalyst Center power supply (PSU-1)
is powered on and thermal condition
is normal for <node-hostname>
NotOk Catalyst Center power supply (PSU-2)

is powered off and thermal condition
is critical for <node-hostname>
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$TEA
4y

29

AR VA

Ayt—o

T 4 PR
& FgoN

DisasterRecovery

<disaster-recovery-hostname>

* Disaster recovery cluster is up

* Disaster recovery failover
succeeded to <site-name>

Degraded

* Disaster recovery failover
triggered from <site-name> to
site-name

* Disaster recovery failed while
failing over to <site-name>

* Disaster recovery standby cluster
on <site-name> is down; cannot
failover

* Disaster recovery witness is
down; cannot failover

* Disaster recovery replication
halted; recovery point objective
will be impacted

* Disaster recovery pause failed

* Disaster recovery route
advertisement failed

* Disaster recovery IPSec
communication failed

NotOk

* Disaster recovery configuration
failed

* Disaster recovery failed to rejoin
the standby system

AN
7 F— A
P—r 2

ManagedServices

<hostname>:<name>

OK

Managed Service <service-name> is
Running

NOTOK

Managed Service <service-name> is
Interrupted
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HITERA |25 AVAREURA 1KEE Aytw—
%
A 4r— L | wired concurrent clients | <hostname>:<name> OK OK
il B NOTOK The number of concurrent wired clients
exceeded 26250 (105% of limit)
DEGRADED | The number of concurrent wired clients
exceeded 21250 (85% of limit)
CAUTION | The number of concurrent wired clients
exceeded 18750 (75% of limit)
wireless_concurrent clients | <hostname>:<name> OK OK
NOTOK The number of concurrent wireless
clients exceeded 18750 (75% of limit)
DEGRADED | The number of concurrent wireless
clients exceeded 21250 (85% of limit)
CAUTION | The number of concurrent wireless
clients exceeded 18750 (75% of limit)
wired_devices <hostname>:<name> OK OK
NOTOK The number of wired devices exceeded
1050 (105% of limit)
DEGRADED | The number of wired devices exceeded
850 (85% of limit)
CAUTION | The number of wired Devices exceeded
750 (75% of limit)
wireless_devices <hostname>:<name> OK OK
NOTOK The number of wireless devices
exceeded 3800 (105% of limit)
DEGRADED | The number of wireless devices
exceeded 3400 (85% of limit)
CAUTION | The number of wireless devices
exceeded 3000 (75% of limit)
interfaces <hostname>:<name> OK OK
NOTOK The number of interfaces exceeded
1140000000 (95% of limit)
DEGRADED | The number of interfaces exceeded
1020000000 (85% of limit)
CAUTION | The number of interfaces exceeded
900000000 (75% of limit)
ippools <hostname>:<name> OK OK
NOTOK
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A4
The number of IP pools exceeded
47500 (95% of limit)
DEGRADED | The number of IP pools exceeded
42500 (85% of limit)
CAUTION | The number of IP pools exceeded
37500 (75% of limit)
netflows <hostname>:<name> OK OK
NOTOK The number of Netflows exceeded
37500 (75% of limit)
DEGRADED | The number of Netflows exceeded xxx
(x% of limit)
CAUTION | The number of Netflows exceeded yyy
(y% of limit)
physical ports <hostname>:<name> OK OK
NOTOK The number of physical ports exceeded
50400 (95% of limit)
DEGRADED | The number of physical ports exceeded
40800 (85% of limit)
CAUTION | The number of physical ports exceeded
36000 (75% of limit)
policy <hostname>:<name> OK OK
NOTOK The number of policies exceeded
23750 (95% of limit)
DEGRADED | The number of policies exceeded
21250 (85% of limit)
CAUTION | The number of policies exceeded
18750 (75% of limit)
security group <hostname>:<name> OK OK
NOTOK The number of security groups
exceeded 3800 (95% of limit)
DEGRADED | The number of security groups
exceeded 3400 (85% of limit)
CAUTION | The number of security groups
exceeded 3000 (75% of limit)
sites <hostname>:<name> OK OK
NOTOK The number of sites exceeded 475

(95% of limit)
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DEGRADED | The number of sites exceeded 425
(85% of limit)
CAUTION | The number of sites exceeded 375
(75% of limit)
transient_clients <hostname>:<name> OK OK
NOTOK The number of transient clients
exceeded 71250 (95% of limit)
DEGRADED | The number of transient clients
exceeded 63750 (85% of limit)
CAUTION | The number of transient clients
exceeded 56250 (75% of limit)
V7 k Upgrade <hostname>:<name> OK Successfully finished downloading
Y7 package <package-name> with version
T Iy <package-version>
L—F NOTOK | Catalog package download failed for
< package-name>
Ny 7 Backup <hostname>:<name> OK Successfully completed backup
Ty NOTOK | Failed to backup
(=5 Restore <hostname>:<name> OK Successfully restored
NOTOK | Failed to restore configuration
RAL Y
ISE ISE_ERS <Cisco-| SE-hostname> Success ISE AAA trust establishment
succeeded for ISE server
<|SE-server-details>
Failed ISE AAA trust establishment failed for
ISE server <|SE-server-details>
KA e
IPAM IPAM <IPAM-hostname> Ok IPAM connection to Catalyst Center
established. IPAM
<|PAM-IP-address>.
Critical IPAM connection to Catalyst Center
offline. IPAM <|PAM-|P-address>.
ISE ISE AAA <Cisco-1 SE-hostname> Up ISE AAA trust establishment
succeeded for ISE server. ISE
<|SE-IP-address>
Down ISE AAA trust establishment failed for
ISE server. ISE <|SE-IP-address>
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%
CMX CMX < CMX-hostname> saviceAvailbble | CMX connection to Catalyst Center

offline. CMX <CMX-IP-address>.

soNotAabte | CM X connection to Catalyst Center
offline. CMX <CMX-1P-address>.

ITSM ITSM <|TSM-hostname> Up ITSM connection to Catalyst Center
offline. ITSM <ITSM-IP-address>.

Down ITSM connection to Catalyst Center
offline. ITSM <ITSM-IP-address>.

DATLEEERT—IVES

5 2 184X Cisco DNA Center 7 77 A 7 > AL, IRONR—T 3 U3id 0 £,
44 AT T T TAT A A a5 DN2-HW-APL
44 a7 TuEe—ar TTIAT A AR F S DN2-HW-APL-U
«56 AT TS TAT A AL DN2-HW-APL-L
«56 a7 FuE—ar T FIAT A A% S DN2-HW-APL-L-U
12T TTIAT A A B E S DN2-HW-APL-XL
cl2a7 FuE—ar TFIAT A L A A% S DN2-HW-APL-XL-U

VAT LANLVAZED  TREDT FIAT UANE= A — I, ROFITTRENTWH R Y

=27 aR—3 FRED LEVMELZ B X 2 - NCEAAVER SN E T, AkSn bl
HOBRNENIE, FE SN LEWVED A=t T =PIk > TR £7,

s LEVMED 75% x5 &, H#® (P3) @HNEMRINET,
s LEVWED 8% il 25 L, BE (P2) BHANERINET,
s LEXVMED 95% 2D E. 7 U T 4k (Pl) BHANERINET,

\}

GE) s T RTDT FTAT A (FAFIEMRZR L) 1220 T 1,000,000 D@ N EA 7 71
PREFS L. 1EMBRTFEINE T,

CHIEDT T TAT v ADBILDOE & Mg 3 5121, Cisco DNACenter D7 — X v — N &%
LT 7ZE0,

o« VAT AIEFEMEIL, 30044 aT TS T4 T U ATHERR ED Cisco DNA Center 7 7 A
A TIEYHR—FENTWVEREA,

vzx7ogEnss Il


https://www.cisco.com/c/en/us/products/cloud-systems-management/dna-center/datasheet-listing.html
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RAT L kARO

SRTLEEDER |

DR

[System Health] ~X—® haR v DIZiE, R 8T — 7 128t S U7z Catalyst Center 775 4 7
VA LS AT I (Cisco Connected Mobile Experiences  (Cisco CMX) < Cisco Identity Services
Engine (CiscoISE) 72&) N7 77 4 v 7B TR RINET, ZOXN—=IU b, Xy hU—
7 LOMENR S D 3 R —y NOEEDPSLE LA R R TIEORHETEET, 2
DR—=VNZT T TAT v ALY AT AOT =5 # RV IATITIE, ETLREO Py 7 TH
HT DX A7 ZETTHHERDHY FT,

* Cisco IMC #£6e DffeNr. (6 X—)

o VAT LAY NBHIOEEE (8 X—)
Z D=V R FRT HIZIL, Catalyst Center GUI C [Menu] 71 2> (=) #27 U v 7 L,

[System] > [System Health] DIEIZER L ET, PR OTF—X L300 BB THR—U v 7 &
NFET, FILWT—HE2ZETHE, ZOT—FB bR BRI NET,

ROBITEE LT IZIN,

« Catalyst Center | L IPv6 Z AR — h 32 K 512720 £ L7z, IPv6 A ’fﬁo“(b\éﬁ 7 A
BaRrTHE, MEARVIKIE, TOVFAXOT X —T T4 AP T R (2B
TOHRDERbRRINET,

e[Pre] 74— /LR :16 Y hDT LT 4 v T R

*[GID] 74 —/VF :32Ey hdJ a— L ID

[Subnet] 7 4 —/L K : 16 B OV T v ME
IIGABRDELE—T T4 AP T RLADED L, 7V TAEZD MR T A D
TSI SN E T,

s IPV6 XD 7 T A XX, RRIL Y IPV6 RGOS AT M D, e L TCT — ¥ & s
TEHZLENTEET,

R SINTCWDT T TAT U AETIIINR Y AT L2, ARMIRNERE STV DA E
DA VA= ENTWDEEITFI, bR Y TROZ EDRFETINET,

AEAAEDS 90 H DANICHIBBEIIIZ 72 D KO WCRE SN TV A S, bl e D8 ER
FoRENET,

FERAZEDY 30 H LANIZHIREINIC 72 D KO ICRESN TV A AR, bARe iz —
NFERINTRE~OEENBE SN ET,

3

¢ VAT LANNVAFIN= R 2T AT ITAT VA F v 7 ETEYMICEITL, BRSh
TWABT T T4 T LV AETNIINT > AT DS/ MBI 23 72 L TW e WA IR E IS,
%@’k%fbiﬁr 72T, B SN TV R T A 7L TSM4 FRIL—F v v

VaEXRALRY VRERESN TGS, VAT ANLVRT MR YA TH LT,
FDOZEERLET,
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FISATUREABLRTLOMED F5TLva—F125 [

s EBERE CT A VY AX U AN BREFITHEEL TWAHEE. VAT ANLVARE, ALV
YA VDRV A NOBITOT T4 T AT B A—Fo = TIFEREZRAE L £

T, LUENE. AA YA RDOTFI3A4 T ACEHLTOR, ~N— Ry = THERNER SN
TWE L7,

T ISGATIORENRURATLOBED NS IV a—T424
VAT AEFHEO MR POEETIL, EENLERRY NU—T alR—3x MDD
A BIRBBICOWTT A T A oy, BERAMEIZO WO 7 A a2 TRENET, =
VIR—% MZBETABEDO T TNV a—T 4 T ERBBT AT, 2R — 2 FD IR
BYTA AN I NERDEET, Ry 7T o7 U0 RUBHE, ROFBEENRE RSN
ij‘o
cfERZMHENTZAREZ R T A A LAX T,

« CatalystCenter 7 77 A 7 2 AZA A h—/)LE I TV 5 CiscoIMC 7 7 — L7 = 7 D/3—
Vary (TTITATYAORyTT v T4 RUDHE)

o MBE Ol B 222,

s BEOBIEDOREE T v T 7« (ERE)

cMEICEET D FASL L, YT RAAS Y, BLXOIPT RLRAEHRITulr—y 3,

Pt ST S AT AT & 5 B Y — 3 —3 3 DL Ed 53540 Catalyst Center 7 7
FAT L AER S DN~ R =T a3 R—32 MR32UEHDGE, FNHONGHY A
TLAEET T IAT L ADRy TT v 70 4 RUER & [MoreDetails] U > 7 I3 FRR X
NFE¥, Vo227 09032574 R UL UDBRE, #4360 —_"—Fidar
A= FDURRMRERREINET, TNODOFKHEADO > 227 Y v 7 LTz MY ZERT
HZ LT, FREOCHBOEREMETEET,

NE AT LOEHKICEAT BB S I a—TF 425

Catalyst Center DNHLESNT S AT A LIBE CTERWEEIT, ROFIEEZFEITLTEDOT AT A
Zping L, BETCERVWHEBZ NTF TNV a—T 7 LET,

1R BHHEIIZ
ZOFRIEEFET I HEIZ, WOBEEZFITLET,

o WtERR N>y r— % A A =L LET, [Cisco DNA Center Administrator Guide] @
[Download and Install Packages and Updates] 2 L T 7230,

o BRI RE A~ D B X ALMEIR 2 o — V2B L. ZOFIEE E(TT 52— — 2%
D —%EE Y Y TEJ, [Create aUserRole] 7 o V' — R TZD/ITG A —X|ZT 7 AT
5121%, [Define the Access] “— 3 ® [System] {T & BB L £7, iz >\ TiL, [Cisco

DNA Center Administrator Guide] @ [Configure Role-Based Access Control] #ZMi L T< 72
é l/ \O

vzx7ogEnss Il


https://www.cisco.com/c/en/us/support/cloud-systems-management/dna-center/products-maintenance-guides-list.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/dna-center/products-maintenance-guides-list.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/dna-center/products-maintenance-guides-list.html
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AT w71 [System Health] 7 ¢ > K7 D45 E#53h 5, [Tools] > [Network Ping] % i8R L T [Ping Device] 7 &~ K7
X £,

7 ¢ > RUIZiX, Catalyst Center DEEEELL TNDTRTOT NS AN—ERRINET,

AT T2 BIFEATREYE A T — % A3 [Reachable] TH DT /A ADA T v a K& %27 Y 7 L, [Troubleshoot] U
%7 Vw7 LET,

[Reasoner Inputs] 78 > 77 > 70 ¢ > RUNRE ET,
AT w73 [Target IP Address] 7 1 —/V RiZ, BETERWINBL AT ADIP 7T RLAEZ AN LET,
AT 74 [Run Machine Reasoning] %7 V v 7 L £,

Catalyst Center CHMHT AT A& ping T DL, XA T TRy 7 ANKRINET,
AT w5 [View Details] #7 U v 7 LT, ping BEKH L= E D hEMEELET,

AT v T6 ping MR L7=8E 1%, [View Relevant Activities] Y > 27 %227 U v 7 L T [Activity Details] A 7 A KA L ~3A
VEBE, [ViewDetails] 74 2> %227 U w7 LET,

[Device Command Output] 8> 77 v 77 4 RUNRBE | MRV AT AZERETERWERKE LTEZLD
NWONEN—ERRINET,

BREEY—ILDEA

FRFEY —/ Vi, Catalyst Center 777 A 7 AN— R0 = 78 L O SNBSS AT L0
W Z2T A RLET, BIEY —/ME, F v NU—ZZEKRPELE 5 2 5 NI 5 B0
HOLMEERELET, M7 E AT, WO I RZBHEOTF = v 7 MThIVET,

« ciscoconnectdna.com ~DEFHERE (VAT AB LR —COBEHFE X 70— K43
7-9) ,

« WIRREI L D FERA £ DA 4,

T TFIAT U AN—RT =T LRy 7y R —E 2AOBIEDIREE,

e AT NVEFEED LEVMEEBZ -y NU—7 a3 iR—x b,
WEEYy — 7 7 B 2451213, ROFINEEZEITLET,

1. EEMichbdrA=a—TAa2r%7 Y v 7 LT, [Sysem] >[System Health] 227 U v 7 L
T, [System Health] _*— %[l & 97,

2. [Tools] Ku w7 # A =a—n5, [Validation Tool] Z 38R L £ 97,
BREEY —ILR— D D E)

[Validation Tool] ~<— Y ONFFIL, LARNZFE T LI EAERIZ BT 2 EWMB H D0 E o iz k-
THZRY £¥, Catalyst Center[FHA 2V GG, ~—IIERO L H 1T £,
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= Cisco DNA Center System . System Health . Validation Tool @

> Validation Tool

7
No Validation Runs Available
Use the "New Validation Run" button below to schedule a new Validation Run
Catalyst Center |ZARFEALFRIZ BT D EHRD H 55 E . N—ITRDO L 12720 7,
= Cisco DNA Center System - System Health - Validation Tool ®
em Health > Validation Tool

Validation Runs (7) As of: Jun 25, 2021 2:17 PM @
@ Q searcnt

o@u 0 Selected

0 Name Description Selected Set(s) Status Start Time ~ Duration Actions

w7 upgrade Success Jun 25, 2021 1:57 PM 104 ms view status (8)

O 6 upgrade Success Jun 25, 2021 1:30 PM 104 ms View Statu

] 5 upgrade Failed Jun 25, 2021 12:42 PM 115ms View Status
® 0 4 upgrade Success Jun 25, 2021 5:00 AM 135 ms View Status

0O w3 upgrade Failed Jun 25, 2021 3:51 AM 274 ms

O w2 upgrade Failed Jun 25, 2021 3:43 AM 1 second(s)

[} vl upgrade Partial Success Jun 25, 2021 2:57 AM 5 second(s)

1-7 (1]

W DFEIZ, [Validation Tool] — TV &A&RK T 5 2 R —F 2 b & MREEAERIZEE T 2 15 WA F]
MTTREZ 26 ORkReZ R L E T,

5lEH
L#%

Bl

1

[SearchTable] 7 4 —/L K : ZDO_X—U|ZU A M STV D RRGELEEZ 7 4 L2 1 v
T DI OB TINEANTILET,

[Add] R Z > : 7 U » 2 LT [New Validation Run] A7 A KA A &BIE, L
WD 7= DIZWBE R E X AT LE T, FBMIC OV T, MREELEEOBLE (20
N=Y) EZRLTIIEEN,

vzx7ogEnss Il
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5lEH |EHEA
LR
3 [Validation Runs] 7—7 /L : IRHZ5E T LIZRGELEE N U X hsivEd, 07—

TN, BRT L 4RI, EARTRRRRAEYE v R, SET AT — X A EOERN
FRENFET, WOMITHEE LT ZEN,

« T 740 P T ABIIBHIRRFZINEICE A B, BOT OB RN Y X b S
nEJ,

 BIEEITR OT R TOMBITH LTk, BT e tFHranE 4,

4 [Delete] RN ¥ > BEELERDF = v VAR 7 A T N LTREETZORE & 7
Uo7 32%E, MENHIFRZET, KIZ[Warning] # A 7 1 77Ky 7 A T[OK] &
7V w7 LT, HIRZMEELET,

GE) EATHOMBIIHIRTE £ A,

5 [View Status] U > 7 : FFE DB OFEMZ R LE T, FEMIC OV TR, MRabLet
DFFMOFTR 21 =) 2L TIZEN,

6 [Refresh| RZ > 1 7 U w73 5E, ZON—VICERINTWDIHFRN/AETINE
D

REEALIE D AR
MREALEE 2 B4R 51213, L FOFIEEZFATL £,

\}

CE)  —EIZEITTE DMEEIE 1 D72 T, MABLEN T TITETH OHEIT, BT 320 % TH-o
T, WO EZBRGT D0 ENRH Y £7,

AT 71 [Validation Runs] 7 — 7 VI3 FoR S5 0 E 9 MG U T, [Validation Tool] 7 « > K7 TIROWT L%
FITLET,

o T T INPRER I WEGEETX, DRTOMGELE D HIFR STV D0, REELBEN E7Z5E T LTV
WZ L AEBRLET, [New ValidationRun] #7 UV v 7 L¥ 4,

* [Validation Runs] 7 — 7 A RERENTZH, [Add| 227V v 7 LET,
[New Validation Run] 2 7 A KA A U D[AE £77,

2Ty T2 [Name] 7 4 —/b Fio, BEFABEO4L % AN LET,
AT HLENT—ET, BEFOLEZHEHLTLEIN, FEXFIIMMHATE A,
ATwv T3 (EE) [Description] 7 1 —/V KiZ, T 5T 2 MRAELERICEET 2232 AN L E T,
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mwirnzomozxs i

AR K 250 CFETASITEET,
AT w74 [Validation Set(s) Selection] =V 7 C, EITT ottty hOF = v IRy 7 A% A LET,
BREL v P2 KL LT, BT F =y 7 2R R TEET,

ATv TS5 [Run] %27 VU7 LET,

WRREALEL D G D F R

MEEE » b OB

[Validation Run Details] 2 7 4 RA A Ut SR LIZABHIZAToN T =y 7 5ET A
T—2 A, HH, BLOZOMOREEERAER R TEET,

System Health > Validation Tool

Validation Run Details

Validation Runs (28)

Neme: TEST_5185
Q Search Table Description: DESCRIPTION_5185

Status: Partial Success
© Add @ Delete 1 Selected Result & Export ) Copy

+ 4\ UPGRADE VALIDATION SET

[-] Name Description
Status © success Warning © Failed @ inProgress
TEST_5185 DESCRIPTION_5185
Q  Search Table v
O TEST_3768 DESCRIPTION_3768
Validation Status Duration Message
O TesT_1478 DESCRIPTION_1478
Validating maglev parent poreniGatalogSenver
O TEST_1422 DESCRIPTION_1422 F\?éig%ﬁ?z’;:;mgs © success 12ms https://www.wrong.com:443 configured
O e peseron-g2z8 Voldatng nasle prert - . prenCaogseereostony VT
O  TEsT_s288 DESCRIPTION_5288 settings [VERSION 1.0.90] configure
I TIEROBIELETTEET,
« FoRTBIERE T 4 V2 U 7520, [Search Table] 7 4 — /v RIZHSR CF42 A L
i ‘a—o
c ZDONRA U ONEE json 7 7 AL LTH T a— RT5I2IE, [Export)| 27 U w7 L&
‘a‘o
e ZDNA LV ONEE A —FTHITIL, [Copyl 27 V27 LET,

WAL »~ ME, CatalystCenter 27 > 77 L— RTAHWNIEHTHILERH Y 3, Mkt v
N FEITEHTO2MLEN S LH5E51E. ROFIEELZFEITLET,

ATvI1 EEBCbDA=a—T A3z ) v 27 LT, [System] > [Settings] > [System Configuration] > [System
Health] DJEIZER L E 5,

vzx7ogEnss Il



SRTLEENER |
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Settings / System Configuration

System Health

Cisco IMC Configuration Validation Catalog

Update Cisco DNA Center with most recent Validation Catalog

@ Download Latest 1 Import

v Validation Set Versions

Assurance Health Version 2.0.0
Assurance Health Validation 1.0.1
Version

Infrastructure Version 1.0.0
ISE Health and Cisco DNA 1.0.0
Center Role Version

Scale Version 1.0.0
Upgrade Version 7.0.0

AT w 72 [Validation Catalog] # 7% 7 U v 7 LE7,
AT 73 [DownloadLatest| %7 U » 7 LC, HAREREHTOMGEL v hou—hrav—2Xyru—RKLET,
ATy T4 WEEYE v k% Catalyst Center (21 > 7R— F LET,

a) [Import] 72 U > 2 L. [Import Validation Set] ¥4 7 a7/ KR 7 A% ZET,

X
Import Validation Set

O,

Choose a file or drag and drop to upload.

Accepted files: .tar.gz
Accepted sizes: up to TOMB

Cancel

b) KOWTNNEIFATLET,
*[Chooseafile] V> 7% 27 U7 LT, A VR—=brF5 tar 77 A NVIIEENLET,
WY 72 tar 77 ANET AT My TNDBRAE RSN R T v ST Ry S LET,
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System Analyzer Y — )L D fEF .

¢) [mport] #7 U v 7 LET,

System Analyzer v —)L D {&

NI TNY a—TFT 0 TP RAE L72E 11X, System Analyzer Y — V2 {FH L CTr
TI77ANERETEET, VATLLLOa 77 7 A /WA T, CiscoSD-Access & V7
N 2T A A—=VEH (SWIM) I[ZEfFDOR T 7 7 A VARG TE 9, [System Analyzer] > —
ST 7B A4 5IC1E, ROFIAZFEITLET,

1. EEBZHDIA=a—TAar%2 1 v 7 LT, [System] > [System Health] DJIAIZIERIN L
£7

[System Health] 7 ¢t > RUABA&E £,
2. [Tools] Ka v 7*Z 7 U A Khvi, [System Analyzer] Z &R L £ 9,

ZOY—=NEMAT LIS, ROMIERELTIIZEN,

FHRE =P —DHRNR, VAT LAGWOETEMB L, RORT T AN EX T 01—
L, 8T LISAT2HIBRCE £9, X TO—H—(F, B L 725EITD [System Analysis
Details] 27 A KA XA U EZRAWVWTER R TEET,

» System Analyzer ¥ —/L"ClZ, Catalyst Center ® GlusterFS 7 7 A /L A7 LI 5GB OT 1
A REPMLETT,

« Catalyst Center [Z, 5GB £7213WE 3 A5 OV AT AGHTFATOWT VNS W T 2%
ﬁ[_/gzj‘o

cWFNHDA R —VHIBRIZET S & Catalyst Center (£ VI 74 1 H 1 EIFIR L £,
Eo, B LONKATAMEE S BRNC L, HOETANIR SR ET,

B T AMEBRII N T TN 2—T 4 U TNZDBRENDT-D, VAT DHTETOT —
NIy 7T v T SNEEA,

* HA BSANZ 72> T D RBA T, EITOEATHIZ VAT LAV A —ERBF T LT
it VAT LAV ANFHOEE) LI RICIFATE BT OLERD Y £7,

T APFRAZ YN PEDIIR>TWDLREATIR, 77 =237 4P AZ Y B ANY R
TLDYA RRERIZLV TV —FENERAL, VAT LDT 7T 4T A NERAZ A
FA NI MEOETREELZRELET,

[System Analyzer] R—C % FES— ¥ 53

[System Analyzer] ~<— 3 DN IZ, Catalyst Center |Z LARTIZTE T L7 AERIZBE T A 1E RN H 5 7
EOMIZE-TERY £, HRAPLRWEE, X—VITRO L IR 7,

I vzx7ogEnss Il
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. [System Analyzer] R—C %+ ES— T 3

= Cisco DNA Center System - System Health - System Analyzer ® @

System Health > System Analyzer

No System Analysis Sets Available

Use the " New System Analyzer Run" button below to schedule a new System Analysis

Catalyst Center (ZALERIZBIT DG M H L5, ~—VIIKDO L HIZ720 £,

System Health > System Analyzer

System Analyzer Runs (3) As of: Nov 1, 2021 3:33 PM @
@ Q SearchTable v

© Add 0 Selected

O Name Description Type Status Start Time ~ Duration Actions

O sar3 System data System [} Nov 1, 2021 3:21:00 PM TS = Details (8)
® secs

O sar2 SWIM data SWIM o Nov 1, 2021 3:20:39 PM 7 mins 7 secs = Details

0O s Cisco SD-Access data SDA [ Nov 1, 2021 3:20:15 PM :e?;"s 34 = Details

1-3 < @ >

ROFKIZ, [System Analyzer] ~— T &M T 5 a o AR—x 0 h & WEICEIT D EROSFIHA AT
RGO OMELZ R LE T,

SIEH LR | 5REA

1 [SearchTable] 7 4 —/L K : ZDO_X—INZU A NS TWDHMEEZ T 4 NV H ) T
TRIDDRBLTINEANTILET,

2 [Add] K& > : 7 U w7 LT [New System Analyzer Run] A 7 A KA XA > %
& WO T-DITMBERREZ AT LET, sHMIZ OV TIE, System Analyzer 4L
HoBM 25 ~—Y) Z2ZRLTIZE,
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System Analyzer 132 (D BitE .

SIEH LR | A

3 [System Analyzer Runs] 7 — 7 /L : BUEMEITH E72IXLANCE T L2 EZ Y X |k
LEd, MELZ &2, 4l #9795 Catalyst Center 22 AR —F 2 b, AFLD5E
TAZ o TR 72 E DR T — 7 TR S E 7,

ROFUITHEBE LTSSV,

« 77 b hTIE, AERIIBRAERFZIEIC IR DAL, BT OB RO Y Ak
SNFET,

 BIFEEAT R OFT R TOMFRICK LTiE, BIfITPe tFHrEanE,

4 [Delete] RZ > : lUBEDF = v 7R v 7 A% A A LIZIREE T, [Delete] 27 U v
7 LCHIBRL £7

=3 EATH ORLBIHIFRTE £ A,

5 [Details] V > 7 @ FpE DWLBROFEMEZ R L ET, MOV TIEL, System
Analyzer WO DOFR (26 2—) SR LT ZI0,

6 [Refresh| R&Z > : 7 ) w4+ 5 e, ZOR=VICERENTODIERNERR SN
£,

System Analyzer {0 T2 0D B3R
System Analyzer JLEE % BHAAT 2 121X, RO FIAZFEITLET,

AT 71 [System Analyzer Runs] 7 — 7 VIRFIR STV DH 0 E 9 )G LT, [System Analyzer] ~=<— Y TR OWT
NI AT LET,

« T ANRERRENRNGEIL, UETOLBNHIBRSN TWD 0, LR ELEZTLTWRNWI L4
/RLFET, [New System Analyzer Run] #7 U » 7 L £,

* [System Analyzer Runs] 7 — 7 /L3 FRr &b, [Add] % 7 V v 7 LET,
[New System Analyzer Run] A7 A RA <A R E £,
AT w2 [Name] 7 1 —/b RiZ, WHOLHTIZ AT LET,
ANTHARNE—ET, BETFORZHEHL T EI W, FERIFIIEHTE EREA,

ATw 73 (LE) [Description] 7 4 —/L RIZ, T bEEAT HABRICBT 228 E A LET,
TR R 250 CFETANITEET,

ATy 74 (EE) [Notes] 7 4 —/L RNIiZ, WMHEIIRET 2:8M1EH (k250 LF) # AN LET,

AT 75 [SelectaSystem Analyzertorun] =V 7 C, 17 7 7 A L& EfFd 5 Catalyst Center =2 > R—F > DT VF
NEHI )y LET,

| vzx7ogEnss Il



SRTLEEDER |
. System Analyzer SLE D EHI D R R

ATv 76 [Run]27 V27 LET,

System Analyzer LVERE D FER D FoR

[System Analysis Details] A7 A KA > XA vinh, B L7En 777 ANVOEH T 7 A VA
ARLBHH 5 Catalyst Center 2 >R —FR > e L& BTIR LAFTICHT 2 BMEREFRTE
F9, FATHRICHENRBELLa 7 77 A VB RFETEET,

System Health > System Analyzer

System Analysis Details X
System Analyzer Runs (3)
Name: sar3
Q_ Search Table Description: System data
Notes:
° Type: System
Add 0 Selected
b Overall Status: @ success
Start Time: Mon Nov 01 2021 15:21:00 GMT-0700 (Pacific Daylight Time)
O Name Description Duration: 11 mins 57 secs
File Size: 50.25 MB
O sar3 System data
Event Details: 2 Download
@] sar2 SWIM data All @ Ssuccess Warning © Error @ nProgress
Search Table Y
O sarl Cisco SD-A Q v
Event Status Duration Message
~ sar3 log collection ° 5 mins 11 secs Log Collection Task Executed Successfully
(] 0 secs Collected logs for default
o 0 secs Collected logs for dms
(] 2 mins 3 secs Collected logs for fusion

I TIEROBIELFEITTE ET,

* [Search Table] 7 4 —/L FIZ, ZRENDIHHRE T 4 N F U 2 T 5120 DRERILTIN 2 N
HLET,

s [Download] %7V v 7 LT, BELIcu 77 A V% targz 7 7 AL ELTH U a— R
L\ij—o

HEIE D FAIT D [System Analysis Details] A7 4 FA XA > %BA<IZ1%, [Actions] 5D [Details]
Vo277 LET,
DRT L AR U@L

ROFEIZ, [System Health] ~— DT A7 A AR B VIR RIS Catalyst Center 777 A 7
YABI O SN L AT DZONWTO S ES LM AR LET, BAIESIET 5>
E77 4 (ERE) IIECTZ/A—FbSnT0ET,

s ETT 4 (EKE) 1 (=F—) : BEH{LIiiz RAID 22> b — T 08k L 7= E 7

COBEBRRTT—% R LET,
VST 4 (EKRE) 2 () : CiscolSEV— — L DEEEZ M. TX 20 E O
R LET,
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cTETT 4 (ERE) 3 (B

WEHELTWD Z 2R LET,

\}

FEINCL-CF T |

RN R 2T arR—R e FREEEBY

G¥)

T TFIAT VADTRTON— R =7 a L R—3%2 R

CEEL TV DEHAIE, FarR—3 2 FOEBIO@MIEER S
NEREA, P VIZ, [Cisco DNA Center Ok] &\ 9 BEIMNFE IR S

hi‘a—o

% 1: Catalyst Center 7 754 7 > ADEH

AVR—FY |VEST« (EXE) 108BH |[YEST« (EXE) 2088 |YEST4 (EXE) 30DEA
~
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ATv T3 [Savel 27V v 7 LET,

EALERINZT H &, T ARKERFIZ, MACT RL A, IP T RL R EOEAUNDTEHR LIEE
TEL Y E£9,

Rt —/NER) O — P —/\DERTE

Catalyst Center £ AAA H— /3% 2 —PFRFEICHH L, Cisco ISE Z = —HFHGFE L 7 7 & Al
O FIHER L4, ZOFINEZE > T Cisco ISE 25 Tr AAA b —_"ZRELET,

4R8O HREIIC

* CiscoISE 2 L TR Y v— & AAAREBED N 5 % 52479 5346, Catalyst Center 35 XY
Cisco ISE A SN TND Z L MR L7,

o DG (CiscoISE LIAL) TAAAMEREZBEAH L TV A A, LPICEE L TLES,
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* AAA $—/3—"C Catalyst Center Z 5&k L F7, Ziulit., AAA ¥—,3—L Catalyst
Center DILHRHE ZEFRT HZ ENEFENE T,

* AAA Y—/3—"T Catalyst Center DJEM4 &2 E&R L £,

» Catalyst Center ¥ /LT RA b7 7 A X DR EDHZEIL. AAA V—_X—D</LF KA
7 FARNZ, TRTOMEBIORA NPT RLRAEAEIP 7 RLAZEHZLET,

* Cisco ISE Z X ET HHNZ, LLFORZMHBL T LI,

*CiscoISE # % v hU—Z|ZEBBLCWA Z &, HAR— k&3 T\ 5 Cisco ISE 73—
¥ a YOFMIZOWTIL,  [Cisco DNA Center Compatibility Matrix] ZZ&M LT 72
S, Cisco ISE DA > A h—/L{Z- DT, Cisco Identity Services Engine - > A | —
NEBLOT v 77— T4 K [FGE] 22 LT EEw,

« AKX R7 v ISE EBHEREN & 5854513, Catalyst Center % Cisco ISE / — R & Hi6A
L. @/ — R ETpxGrid —E R LA RESTful h—E A (ERS) Z AT T D44
ERHY 7,

GE)  pxGrid 2.0 Tl Cisco ISE D ERH T K 4 D pxGrid / — R & ff
TX EJ 2, CatalystCenter2.2. 1. x LAFiD Y U — R T2 2% X 5
pxGrid / — F&Z ¥R —FLTWEHA,

o 438 Cisco ISE BN H 28B4 -

« Catalyst Center 77 A4 v U AR Y L —FH /) — F (PAN) &L#H L. PAN BT
ERS Z AT 2 MERH Y £,

Y

GE) PANBRHTCERS T2 L &HELEd, 7272L. Ny 7
7 v 7 ORAEIE. PSN FTERS ZERNCTE£9,

o PR BAEREE N OV T @ Cisco ISE / — K 1T pxGrid ¥— B A & H 27
HMLENRSHY F9, PAN ETpxGrid v —E R 2G0T 52 L #BIRTEET
M, WATHED Y EH A, SHAURBIBREEICH H{LE D Cisco ISE / — K 1T
pxGrid ZHNZTE £7,

* TrustSec F 721% SD-Access D 127 27 & PAC ZMLEE9 2 X 91T Cisco ISE Ti%
E9 5 PSN (X, [Work Centers] > [Trustsec] > [Trustsec Servers] > [Trustsec AAA
Servers) THERT DMLENRH Y £3, FHMIZOWTIL,  [Ciscoldentity Services
Engine Administrator Guidel] &M L T 7230y,

o IR— b 443, 5222, 8910, 9060 T Catalyst Center & Cisco ISE D i#{5 % AT % M5
Bd 0 ET,

SR LEEDWH,
|


https://www.cisco.com/c/en/us/support/cloud-systems-management/dna-center/products-device-support-tables-list.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-and-configuration-guides-list.html
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ATy T

ATy T2
ATvT3

ATvT4

* pxGrid 23820 &AL TV % Cisco ISE 7R A M T, Cisco ISE eth0 o > X —7 = A A D

IP 7 R LA _E® Catalyst Center 2> HEFETEX HZMERH D £97,

WMmmE/wFi TIIATANICREATTZ 77V w7 TUoX—A Xy b
WZEETX ET,

e CiscoISEEH /) — RFEFAEDOY 7V =7 NAETRIIH 7V =7 MUESL (SAN) DWW
FHDMT CiscoISE D IP 7 R L A £ 721X FQDN NG EN TV ALENRH Y £,

« Catalyst Center > A7 AFEAAED SAN 7 4 —/L RiZ, Catalyst Center 777 A 7 2 A
DIP7 KL AL FQDN O 578U A h SV TV AHMENRH Y £,

GE) CiscoISE2.4 /X F 13, 2.6 XvF 7, BLO2.7 /3y F 3 TiX
pxGrid FIEBAE|Z Cisco ISE OF 7 /v F O H B4 Eﬁﬂi%ﬁﬁﬁ
L TCWAEE, FEAEN CiscoISEIZ L > THEEIND Z & 0nvh
DET, ZHUE. FOEHEOH WA= g 2, SSL—NE
L THEE S 417- Netscape Cert Type JLEDS 8 H 72O TF, 2
74T FREAERMERT-ORR L ET,

Z ORI Cisco ISE 3.0 LA CTIEZAE L EH AL, FEMIZONT
X, CiscoCloudAPIC Y U —A/ — b [FGFE]| Z 2R L T 7E &0,

EEBIZHOLA=a—T A a% 7Y v LT, [System]>[Settings] > [External Services] > [Authentication
and Policy Servers|,

[Add] Ky 7 XU R Rt [AAA] £7213 [ISE] 3R L £ 77,
TIA <Y AAA Y —R"—%RET HITIE, ROFEHREATILET,
* [Server IP Address] : AAA #— XD IP 7 N1 X,

* [Shared Secret] : 7 /NA AFHAED F—, WHFEORE I1X, &K 100 LFTT,

(6=3)) BETF D CiscoISE 7 T AL D—H THDHPSNE T T A< AAA YV —"— IR ELRNTLIEX
VY,
Cisco ISE — "—ZRET DI2IE, ROFEMIERZ AT LET,
* [Server IP Address] : Cisco ISE %+—/S—®D IP 7 F L X,
* [Shared Secret] : 7 /NA AFRAED F—,
« [Username] : Cisco ISE {2 HTTPS #&H Twu 7' A 5= DI T 5 2 —H—4,
* [Password] : Cisco ISE HTTPS = —#'—4 D/RA T — K,

GE) =P —ZHERRAT—RNE, vy NV EHEIRTHISEEHET UL N THDHM
EHRHY £7,

B O ATLBEEOHEMK
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« [FQDN] : Cisco ISE #—/S— D52 2fEffi K A A >4 (FQDN) ,

GE) « Cisco ISE ([Administration] > [Deployment] > [Deployment Nodes] > [List]) TiEFE S
TWHDFQDNZ a2t —L T, ZDO7 4 —/L NIZEHZIEV T2 2 L2 B8O LET,

« AJJL7- FQDN /L, CiscoISEiEHlETEZ STV 5 FQDN, @4 (CN) F7-i
Subject Alternative Name (SAN) & —ET 20 ERH Y £7,

FQDN (%, KOEAXT, RAMBIORRAL 4D 2 D20O/3— N THER SN THET,
hostname.domainname.com

7= & 21, Cisco ISE ¥ —/3—@ FQDN ( ise.cisco.com T& B A HEMER H Y £,

« [Virtual IP Address (es) ]: Cisco ISE RV o —H—t 2/ —F (PSN) MREZICABE SN TS a—F

NIV OFAEIP 7 KL R, BB — KT P OERICEERDPSN 7 7 — 201\ HAHEE1E. &
K6 DDFEIBIP T RLAZ ASTTEFE T,

AT 75 [Advanced Settings] 27 U v 7 LT, XEEMHERLET,
* [Connect to pxGrid] : pxGrid #fc & HIZT HIZIE, ZOF v IRy 7 A% A LET,
Catalyst Center 3 A7 LFEWE % pxGrid 7 74 7> FiEME L L CTHAT 254 (pxGrid 7 74 7 >

I & L Catalyst Center 3 A7 A& FFAET 5 72 91T Cisco ISE (Z2418) . [Use Cisco DNA Center Certificate
forpxGrid] 7= v 7 Ry 7 2% AN LET, BERE CHEH I T X TOFEHAELZF U CA T4
KT BN LHGEIL. 2O varEEATEET, 20T a VEEZT S L Catalyst
Center [Z. ¥ AT AWMEA T2 pxGrid 7 74 7 FiEAEE LT D720 DR % Cisco ISE (22415
LET,

DX T arEANITAEAIE. RO EEMERLTLIEEN,

« Catalyst Center RIEFFEA3, Cisco ISE TEHH D CA LR UREAER (CA) IZL > THEKRINLTWND
& () TRWEES, pxGrid FEFEIZRER L ET)

* [Certificate Extended Key Use (EKU) ] 7 4 —/V RiZ (7947 b&GEl BDEENTNDH I L,

* [Protocol] : [TACACS] & [RADIUS] (F 74V 1) , WO 7 v halLz@RcE £,

pea=| Z Z T Cisco ISE H—/ 3= TACAS ZHINZ LRWEAIE, v b U —27 F 31 ZFFEH
2 AAA Y— _—Z 3% ET 5 L X2, [Design] > [Network Settings] > [Network] € Cisco ISE
H—R—% TACAS #——L L THETEET A,

» [Authentication Port] : AAA —/X—~DFFERA v =T DV L—IFEHEINLIHR—F, TT7F/V D
UDP 7R — T 1812 T,

* [Accounting Port] : AAA W —/ R—~DEE/R A X hDY L—IZEHENEHR—F, T 74/ D UDP
A— FE 1813 T,

« [Port] : 7 4 /L b ® TACACS R— ~ % 49 T,

* [Retries] : #EREOFRI TN L SN D HETIC, Catalyst Center 73 AAA T — S~z & kAT [018%, T 7 +
Jv b OFATEFENT 3 [T,

| vzx7ogEnss Il
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s [Timeout] : FEHEDOFATNHIESNAHNT, T34 AW AAA b —N—DIEEEFHET DX A LT T K
Wi, 774NV DX A LT U MI4FTT,

GE) VERERZ ANST 5 L CiscoISE 1% 2 DD 7 = — X% #% T Catalyst Center & A S ET,
HMANETTHETITNFED Y £, 72— LOHAE AT —HF AE, [Authentication
and Policy Servers] 7 1 & K7 & [System 360] 7 1 o~ R UIZRRINFET,

Cisco ISE r—/"—%f 7 = — X
* [Authentication and Policy Servers] 7 « > R [H#fTH
* [System 360] 7 4 > R+ [T A~ UMiHAHE)
pxGrid & 7 A7 U 7 a UEERT = — X
* [Authentication and Policy Servers] V 4 > R : [ 777 47|
* [System360] 7 4 > R . [T 4~ UfEHTATHE) L TpxGrid £ H AT EE )
FXIE 472 Cisco ISE Hh—/_"—D AT —H ANR/RAT — ROAEF|Z XY [FAILED] & FRST

WHEATE, [Retry] 27 U w7 L, /SAU— K& ®H LT Cisco ISE #¢ # FRIM L £ 97,

ATvT6 [Add] 227 Y v 7 LET,
AT T B Z ) —"—ZBNT5I12iE, AROFIEEZBEVIELET,

g

=L

Cisco Al Network Analytics D%

ZDOFNET, Cisco Al Analytics FEREAZ AN LT, Ry hT—=ZFR_A R A _ R W
A4 FEB, FaRYT =N Ry NT—T A4 X2 hDT —H % Cisco Al Cloud {Z 7 AR —
FLET,

1R BHEIIZ

« Catalyst Center FH® Cisco DNA Advantage ¥ 7 b7 =7 7 A B A ZRA L TNDH Z & &
RBLTLIEE W, Al Ry bT—=9 538 77V r—3 a3 1%, CiscoDNA Advantage V' 7 b
VT T4 AZEENTHET,

» AlNetwork Analytics 7 7' U 77— a V OHIN—Va v BA VA = LI TNDHI L%
B L TS, 77 ) r—va v OEFOF T rn— Ref VA M= ZZRL TS
TEEWN,

e Xy NU—FJ F-IZHITP 7’u X2, ROV T KARA MA~DT 7 k317 K HTTPS
(TCP443) 77 B AZHA[THLIICHESNTNDZ L 2R LET,

+ [api.usel.prd.kairos.ciscolabs.com] ([l B Hitek)

+ [api.eucl.prd kairos.ciscolabs.com] (EU H 4 H1Jik)
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Cisco Al Network Analytics D% .

ATV TN EEMICHDHZA=a—T A ar%2 v LT, [System] > [Settings| DIEIZER L £,
AT w72 [External Services] ¥ CAZ v—/L L, [Cisco Al Analytics] Z 3R L £,
Al Ry D=5 74 v RUDBEHE T,

Al Network Analytics

Using Al and Machine Learning, Al Network Analytics drives intelligence in the network, empowering administrators
to accurately and effectively improve performance and issue resolution. Al Network Analytics eliminates noise and
false positives significantly by learning, modeling and adapting to your specific network environment.

Recover from a config file

AT T3 kOWTNINEFEITLET,

c T T TAT ARIZLLRID /N — 3 D Cisco Al Network Analytics 731 > A h—/L LTV DAL,
WDOFNEZFETLET,

1

[Recover from a config file] 27 V v 7 LE T,
[Restore] Al r > T —2 5470 > RN E £7,

FRENFEZVTIZar 74 Xal—yal 77 ANV BRI T RRay 7 4250h, 774
WA T BT 7 ANVEBRIRL E7,

[Restore] 7 U v 7 LE T,

Cisco Al Network Analytics DIETCIZIFEL 3 D560 H D . £ D%, [Success]| ¥ A 7RI R 7
ANRERRINET,

* Cisco Al Network AnalyticsZ 4] THERL T~ 2556, IROFIEZFATL £3,

1

2.

[Configure] #27 VY v 7 LE T,

[Where should we securely store your data?] fEI C, 7 — ¥ # #7779 251 23R L £ 7, [Europe
(Germany)] & 721 [US East (North Virginia)] Z#R T £,

[Testing cloud connectivity...] # 7 T/RINTWAH L IIZ, VAT AEZ 77 REEOT A k& Bl
LET, 777 NEEROT A NRFE T3 % & [Testing cloud connectivity...] 2 7 23 [Cloud connection
verified] 120D F9°,

Next] #27 U v 27 LET,
[Terms and Conditions] ¥ « » RUBREKRENET,

[Accept Cisco Universal Cloud Agreement] = »» 7 78 v 7 2% 4 N2 L CERMIGFMHFICRIE L TH D,
[Enable] &7 U v 7 LET,

vzx7ogEnss Il
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B /s 7 ramzoEs

Cisco Al Network Analytics 2372 5 £ T 00256038 D . £ D%, [Success] ¥ A 7 1
TRy I ANFREINET,

Success

You have successfully onboarded Al Network Analytics! You are about to
download the configuration file that enables Al Network Analytics. This
contains the key used for your data in the cloud. Please treat this
confidentially and keep this in a secure location. Access to this configuration
should be controlled.

AT T4 [Success] XA T/ Ry 7 AT [Okayl &7 U7 LET,

Al vy kT —

ATwFT5  (HIE) Al

HSAT Y

D5 U 4 RUNREKRI I, [Enable Al Network Analytics] F 7 ViR ¥ U BRERR SN ET,

2y bT—=D 54 7 > KT, [Download Configuration] 7 7 f V& 27 U v 27 LET,

MEEERE D E#

Al=— = ME, X50927 747 2 FEAEZHEH L TAIYZ 77U R~ORREE FEIT L ET,

FEEX. AIZ 90 RAOTF o bDOA U R—T 4 VI RHIZ AL 7 77 K CAIZ X » TERE
FOBL S, 3EMAZTT (2021 48 AT 1 FICEHE) . BOHIENINAENC., 75
REHED KD WKL I TA T NEAEEZ BT 5 MLENH D £3, FEHEO BB EH
AHZALPEASNTHET, ZOAD=RALATEH, EFHBIGEAZEZTFH TN I T v
TAHVLENSH Y F£9, LV CiscoDNA Center ZE L £7-13BATT 285 81F. Ny 7 T v 7'M
VETT,

EECE N TAT@AIW%?4/F7(E7%@ t—hvv7, Xy hU—Z kG FLv
REBIOA A b)) ICEMBFRREI, FTLWDAL Ry N —T SHi R E Ny 7 7 v 75
HE90 aréhiﬁ“

Cisco Al Network Analytics D #EXh1E

Cisco Al Network Analytics D7 — Z NS & N2 2 121X, RO K 51T Al Network Analytics #
REZ N T HMERHY £7,

RTY TN EEMICHHZA=a—T A ar%7 1 v 7 LT, [System] > [Settings| DIEIZER L E 5,
AT 72 [External Services] £ CA~Z 1—/L L. [Cisco Al Analytics] Z &R L £,

B O ATLBEEOHEMK
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wtgrenF = v s ~v—r (B 13, 2OMESEMAR>TODZLERLET, F=v /Ry A
F7O%E (X)) | BERITEDICR > TWET,
AT 73 [AI Network Analytics] i) C, [Enable Al Network Analytics] h 7V ARZ > %7 U w7 LTCAZIZLET
(LSS .
ATv 74 [Update] 7YV v 7 LET,
AT F5 Cisco Al Network Analytics 7 7 7 R Fw bV —27 7 —2 & HIk$ %I21%, Cisco Technical Response Center
(TAC) [ZEMF L THR— PV 7= A MEA—T U LET,

AT9 76 (AT ay) UpiORENME-> TRE SN TWDHEEIE, [Download configuration file] 227 V v 7 L&
—g—O

WWIERT Ly ORX—ZADE#H

BHERR T Ly Xy 713, %%W?’E TV (MRE) BNeFXx=UT 4 OREEZRE L, BA
FIRO BBV T2 dET 270135, BNy —27 7 —T3, ZhboorL vy
Ry 7%, K0 EL OEREZE LD ORI SE T, MR 1>y o—2x
F, oo F Ly YRy s (U= 7u—) OURY M) T, KHFOFT LIy 71T
AT HI-OIT, BdER T Ly O — A% H BB 5 X 5 1T Catalyst Center % 5% &
THIEHLTENE, FEENAFTTHI LB TEET,

ATy TN EEMICHHZA=a—T A ar%7 ) v 7 LT, [System] > [Settings| DIEIZEIR L E 5,
AT 72 [External Services] &£ C FIZAZ 17—/ L L, [Machine Reasoning Knowledge Base] % %R L %9,
[Machine Reasoning Knowledge Base] 7 « > K7 IZi%, IROBFERP TR INE T,

¢ [INSTALLED] : A > A h—/L STV AR T L v O R—A Ry =T D=V g b f VA h—
NVHBRERRINET,

BT Ly ORX—2DFH LWT v 77— E 3 d H55A 1%, [Machine Reasoning Knowledge Base] 7 - >
R 712 [AVAILABLE UPDATE] fEI 3 /R &4, 7 77 — b ® [Version] & [Details] 23/~ S E T,
« [AUTO UPDATE] : #tffeam ) L~ 27— 273 Catalyst Center THEIICEH EH S E 1,

* [CISCO CX CLOUD SERVICE FOR NETWORK BUG IDENTIFIER AND SECURITY ADVISORY] : SE)
% % 9297 C X % CX Cloud & Catalyst Center ZFiA LET, T DFHAIZL Y, Catalyst Center D& F =
V74 7T RARALYY V=BT 8 2058 L S - Mgt S Bt S E 5,

ATv T3 (HLE) [AUTOUPDATE] = v 7R v 7 A% A N2 LT, HMHGa Ly o _X—2 2 BEIIZEH L
ﬁ—o
[Next Attempt] FEIIZ ., RIBIOFEFH O HAF & RFZDNFRR I ET,
HEEH, CatalystCenter 237 7 7 KO HEGH = ¥ UV ICIEFICER SN TV AGEEICOARFEITTEE
ﬁ‘o

| vzx7ogEnss Il



SRTLEEDER |
B oxa7»v0r

ATy T4 AR T L VX — R % Catalyst Center CTE)THHTT HI2IE . ROWTIEFITLET,
« [AVAILABLE UPDATES] ® FIZ# % [Update] &7 U w7 LE7. [Success] 7 v 7T v 7 4 v K
FKREN, BHDOAT = ARKRINET,
s HHERR T Ly U R— R B n— B VI FETH U v — R LT Catalyst Center |24 AR — kL
EF9, ROFEZFEITLET,
1. [Download] #7 YV v 7 LE 7,
[Opening mre_workflow signed] %4 7 2 778 v 7 ANEKRINET,

2 HuLu—RLET 7 AAERL D, B—H D BMOEIHNREL T, [OK] %227 U v 7
LET,

3. [mport]% 2 V> 7 LT, ¥Uvrm— RUIEHEGR Ly O —2% 00—/~ )b Catalyst
Center |21 > R— hLE T,

AT w75 [CISCOCXCLOUD SERVICE FOR NETWORK BUG IDENTIFIER AND SECURITY ADVISORY] F = v 7 R v
JAEA AL T, Xy =77 IDBLNEF2Y T 47 KA % U L O Cisco CX Cloud D%
HMZLET,

AT 76 [Security Advisories Settings] =V 7 ¢, [RECURRING SCAN] b7 VR Z %27 U 7 LT, EHOEHAY
MAX Y U EANELITEGCLET,

AT wF 71 [CISCOCXCLOUD] hZ/WR& %2 U v 2 LT, CiscoCX Cloud # A 2hE I 13 MM LET,

DRATHhO Uk

> =, )
DAADT LTV ILDERTE
Catalyst Center ® Cisco D7 LT V¥ ¥ L E#HETEET, Cisco DV LT ¥ /UL, A=

DBEF o138~ hF— & LTHIRM & DBFTICT 7 E AT H725IC, A= D Web H4 b
D s A NMAT B oY =S L XA — R TT,

)

GE)  WOFIEZMFEH LT, CatalystCenter HIZFXE S 4172 CiscoD 7 LT oo /UE, Y7 ho=T
AA=VREFH I 7 T L5 rn— RIS ET, CiscoDZ LT iy v
FEE, EXF2 VT 40D, 20Tk RIkoTHE(LENET,

1R BHHIIZ

SUPER-ADMIN-ROLE #[R Z R D2 —H D BN Z O FNEE FITT 25 Z LN T ET, B>
Wi, 22— 2 — LOWEEZBR L T &N,

1
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AT TN EEBICHDIA=a—T A a%27 Y v 7 LT, [System] > [Settings] > [Cisco Accounts] > [Cisco.com
Credentials] DJIEIZEIR L 77,

ATV T2 vAaza—P—ZBLURAT—RFE AL TLIEEN,

RAT9T3 [Savg 27 VU v LET,

cisco.com DT A VIEHRN Y T b2 T LY —FPRICH L TCHREINET,

SRADY LTI RILDI YT

Catalyst Center |Z %} L CHUERLE STV 5 cisco.com D1 7 A UAERZHIBRT 511X, ROTF
NEZ FAT L £,

\}

GE) VTR 2T DE T a— ROT NS ADTr Y a = IS 7 A7 2FT7T 5
BE. cisco.com D1 7 A AMFRPBETE SN TV W& ¥ X7 DOBtRRIIC T 71 AFHRE A
T dErkoonEd, A LTew 7 A AFHZLR(T L T Catalyst Center 24K Tfifi
THITE, BREINTZHX AT a2V R w7 AT [Save for Later] = v 7R v 7 A% Al L
F9, TNLUHNOGHIE. ZNODOF R ZFETTLHNIr 7 A W E ANT1T D03
N ET,

c ZOFIEAETTHE, = Ra—H—F (4t 28K (EULA) OEARNPERVEENE
9. EULA OEREFAST D HEIZONTIE, T4 B A EOZH (53 2—)
EHEBLTLLZEN,

1R BHHEIIZ

SUPER-ADMIN-ROLE #[R & FF o2 —H —DAHN Z DO FNEEZEZITTH Z LN TEET, FFMIC
DONTIEL, 22— m— LOWMEESZBL T LI,

RT9T1 EEBICHDZA=a—T A ar%27 VU v 7 LT, [System] > [Settings] > [Cisco Accounts] > [Cisco.com
Credentials] DNIEIZEIR L E 97,

ATY T2 [Clearl 227V v 7 LET,
RTY T3 BRENTHATa s Ry 7 AT, [Continuel 7 U v 7 L THIELMELET,

= SMEL =
BEEE— FDOERTE
Pt £ — NI, CatalystCenter L #EET DRy b U —7 ND A~ — hxfIiT 734 A & Cisco Smart

Software Manager (SSM) O DOEHwZEH L £5, R8T — N2 ET HITIL.
SUPER-ADMIN 7 7 & AHE[R3 BT,

| vzx7ogEnss Il
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P

X JE

AT EEBCHDHA=a—T 2% 7Y v LT, [System]>[Settings] > [Cisco Accounts] >[SSM Connection
Mode] DNIEIZER L £,

ROFEREE— P2 TE £,

[R5

A2 TL IR CSSM
«AX— 70X

AT v T2 CiscoSSM 7 7 U R~DEHHE 2 AT 512, [Direct] Z3&R L E7,

AT9T3 MEOEX2 VT 4 ZEDDLUNEND LH5AETE, [On-PremCSSM] Z IR L £9, AT L IAA T a v
TlX, CiscoSSM 7 77 RTIA B AZEHT IR, A ¥ —F vy N CHEHBEREGT 51 VT Cisco
SSMEEDH 7w MIT /7 ATEET,

a)

b)

2)

[On-Prem CSSM] Z BN T DR, VT T4 "3y hU—27 %A1 MBS TEE L T\WDZ &
EHER LT &,

H7 74 MR FQDN THREINTWDHEE, 7 74  FQDN @ Call Home % E725 IP 7 K L 2D
NICT v vaInET,

[On-Prem CSSM Host], [Smart Account Name], [Client ID], %5 & U [Client Secret] DFERliZ AJI L E 7,
AT —=RTH T M AR=ART U —A2aT Z R L2 TLIEE N,

IIAT U RNIDETTAT Y h—7 by NERET 2 I7EICOWTE,  [Cisco Smart Software Manager
On-Prem User Guide] # &ML T 7Z2& 0,

[Test Connection] %~ U 2~ L C Cisco SSM $#%#t & #iFE L 97,

[Save] #27 U v 7 LTHh 5 [Confirm] 27 VU v 7 LET,

ZEW L7= SSM THAGN VIR T NA A0S 5855 1%, [Need to Re-Register Devices] %1 7 1 77K v
JAMFRENET, AT Ry 7 ATOK] %7V w7 LET,

[Tools] > [License Manager] > [Devices]| D ¥ ¢ > R 7T, FERERT DT /3 A% %R L, [Finish
Connection Mode Changes] #7 UV v 7 LE 7,

[Resync Devices] # A 7 v 7Ry 7 AT, WOFNEEZFITLET,

* [Smart Account] Z A L FE7,
» [Virtual Account] # AJJ L £,

s [Now] 27 Vw7 LCTICHREMEZBRGIT 20, [Later] 27 UV v 7 L TREDORRNICHR %
A a—L LET,

*[Resyncl 227 U w7 LET,

[Recent Tasks] ¥ « » R 7IZIE, 731 ADOFHFEMAT —F ANRKRINET,

AT 74 [Smart Proxy] Z#8R L . Catalyst Center Z41 L C Cisco SSM 7 7 7 RIZA~— bXHGT /31 A &%k L E
T, ZOEF—RTIE, 735 A% CiscoSSM 7 7 U NIZEHEER T 5483 H Y £+ A, Catalyst Center

(=N

FRAANSDEREZBEHEEZ N LT CiscoSSM 7 77 RiZ7a % LET,
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CallHome (X E&x T N\A AT v ya=r 745X, 774 M FQDN T EINTWNDHHE.
IP7 RLADKRDVIZHT T4 FOFQDN N T v a2 3NET,

TS9F7RT LA DEE

&

ATy T2
ATy T3

ATy T4
ATy Th
ATvT6

ATy FT17

ATvT8

Catalyst Center -, CiscoPlugandPlay (PnP) Connect® = hm—Z7 &L LT, UXA L7 hh—
EAHIC Cisco A~ — R T A0 MIBETEET, ZHUZX Y, CiscoPnP Connect 7 7 ¥ N
AR—% L5 Catalyst Center D PP (2, T34 AA XU MY RITHZ LN TEET,

18 BRI

SUPER-ADMIN-ROLE £ 72133 A7 A EMEMR % FF-D CUSTOM-ROLE O —H —D A3 =

DFIEEZFETTHIENTEET,

A= T AT T, FEDOHRRDFEITEZF AT o0 — ARl a—HF =2V Y THRET,
c A — R T H UV MERHEL—PF T, TRXTORN—F Y LT H T NIT /A TEE
KR

e —P— L, BV Y THENINRN—F Y LTI MIOBRT IV BATEET,

EEBICHDHIA=a—TAar%27 Y v LT, [System] >[Settings] > [Cisco Accounts] > [PnP Connect] @
JEIZ IR L £,

PnP i 7' 0 7 7 A VDT — T NVINERINET,

[Register] #7 U » 7 LC, N"—=F ¥ LT hU > ML ET,

[Register Virtual Account] 7 > KU T, fXE L7 A~— 7T H 7 b [Select Smart Account] K& v 7%
7Y A MIERENE T, [SelectVirtual Account] K2 7 HZ 7 U ZA BT AU FE@ERTEET,
WL [IP] £721X [FQDN] A7 v a v iR Z v a7 ) v 7 LET,
ayha—JDIP7 RLAE72IZFQDN (SEfEffi KA A v 4) Z# AN LET,

Ta 7 rANLEATILET, BBELEREEZFEALC, BRLEAA—F LT h U b7 a 77 AL
PMERE SN E T,

[Use as Default Controller Profile] = » 7 78 v 7 A% F 12 LT, Z ® Catalyst Center == > k 7 — 7 % Cisco
PnP Connect 7 7 RiR—X)WZT 74/ har ba—7 L LTEELET,

[Register] #7 U v 7 LE7,

PnP 4 X2 MEHDIER

AR MNEHEERTHZET, 7777 R7 LA (PnP) A X2 k73 Catalyst Center T

AT H-NCBHEZITRY £5, PAR— PSR TWEF ¥ fEZREL, A2 MBEMEZE
A9 5120, [Cisco DNA Center Platform User Guidel] @ [Work with Event Notifications] I E*
T ESRLTLTEEN,
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Event Name

ARV KID

B

T ADIBINC
LR LE L=,

NETWORK-TASK FAILURE-3-008

TNA AR, B—F 13—
A R — b TiBmnEn
FHA, B—FF A
VIR— BRIk oTTF RS R
BN L&, =T =35
ALET,

F A ADIBIMZ
BT LE Lz,

NETWORK-TASK COMPLETE-4-007

H—F A R—1
WL o TT /3, ANIEFRIT
BMEE L,

FUS AET T —
REETT,

NETWORK-ERROR _1-002

TN AFX TS —IRREIC /R
nET,

FNRA AT
Ta = IREET
—a‘o

NETWORK-INFO_4-003

FNRAAFTAESa Y
GURREIZ 20 F9,

FONA AN
R—F 4 IIRHE

NETWORK-TASK PROGRESS-2-006

FONA AN N5 UL A
R—=F 4 VTIRRETAHZ v

TAX v LE 7 LTWET,

j—o

TN, ARGEK % | NETWORK-INFO_2-001 TN A FIREEROIEEIZ

o TWET, Y, e va=r o
N TETCWVET,

Z~— k7 % % [NETWORK-TASK FAILURE-1-005 — DTN AT A7 — b

~ DEFENC R L
F L7

Ty FORBNTERKL
F L7

A= T AT
s DRMNZ R L
F L7

NETWORK-TASK COMPLETE-4-004

— DTN, AT, Av—
cT7H 2 kORI
LE L,

=JL =

ax &

VAARAR—=RT AU FORT A UERIE, Av— b T8 A T UL MY S H
TSN ET, 748 A=V Y —iE, RSG5 & T B 2EHODIC, Z

DA=—FT AT FOFEMRT A & AMEFHREMEH L ET,
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ATvT2

ATvT3

ATvT4

ATy TH

ATvT6

ATy 717

ATvT8

AFvT9
ATv710
ATy N

z2v—tr7a9s roizE ]

1R BHIIZ
SUPER-ADMIN-ROLE #E & HUfG L TR E £7,

[System]/E ERBIZH DA =a—T A 2% 27 U v LT, >[Settings]>[Cisco Accounts] > [Smart Account],
[Add| RZ 227V v 7 LET, A= T A0 boarZ A EREZANTHEICROLNET,
a) AV— KT A7 b OZ—HF—LBLORRAT—RE AT LET,
b) [Savel %7 Vv LET,

A= KT I NREREINET,
BIRLIZA~Y— T I NOL4HTEZEE S HIT1E, [Change]l 27 U v 7 LEd, CiscoSSMZ 77 KT
A=K FABV AT AT FADEGIMEH SN DAY= T U FEBIRT 5 X5 IR E
R
a) Ruvy 7 & v U R KNG [Smart Account] 3R L E97,
b) [Savel 7 U2 LET,
[Viewallvirtualaccounts] # 27 U v 7 L, £DA~— KT H 7 MIBEEMT LN TNDETXTONR—F ¥
NT A NaeRRmLET,
GE) VAATAYY MEFEBDAT—= I T AT FEN=F AT AT b EYR— L TVE

TO

(A TV ar) Av—KhTA4 BV AIET A A% "—=F ¥ LT A0 MCHBRET 55A . [Auto
register smart license enabled devices] 7= v 7 iR v 7 A& A2 LET, A~— M7 H 72 MIBEEMT S
NTNWHNR—=F XY VLT AT FDOY A SBERRENET,

WMBIRN—=F % VT U FEBIRLET, Av— T A B AGIGT N, ZADBA X2 RV IZEME
NDHTNT, BRLTeNN—F ¥ LT H o MCHBIMICERSINE T,

TAB L AZRGE LA~ — T Ay v ha—F— L ZIBEET 5 BIET — % ZHIRT 256814,
[Delete historical information] %2 U v 7 L ¥ 7,

[Delete Historical Data] 27 A KA > XA N2, A BV AZRGE LIEA~Y— T AU ha—HF—NR
FRENFET, F72. Catalyst Center IZHEFEL TWRWEEFOAY— T I 7 PbERINET
N, TNHORBET — X 35| EkEfIHTEET,

[Smart Account list] =V 7 C, HIfRT HA~Y— KT AV NORICH DT = v IRy I A AN LE
R

[Delete] #7 U > 7 LET,

WOMEFRY 4> KT, [Delete] 7 U v 27 LET,

[Delete the associated license historical information] = > 7 AR v 7 2% F LT, BEST L7/ 2D
VN p S 1] = SO
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VA Av—h T4V UTNE, VAT R—= T3 VAR IO ERTY 7 by >
7LV EENORBEICE L THEABLOEH T MR T RAETAVTT, Fi,
IR ETT, 22—V —RT7 7 BATEZLH0%HIEITEET, Av— b T7A B RAEMHA
THE, RO ENAREICZR Y T,

HERETHITAAR—3Y Av— I U RIL, SR CHETCXAY 7 N T
FGABLAD T =)V EMHNELET, BT 7T 4 _X—2 3 % — (PAK) 1IARETI,

- EEDOH#E : My Cisco Entitlements (MCE) 1%, fEVNCT WA —Z LTI XTHO R 2l
e —EADTERRE 2 —F R L E T,

cTAEVRDERHE : VT MU TIIN— R =TI/ —Fr v SRTWRWZD, %
FG U TIA B A HICHERAB L NRETE £,
Av—hTF7A4 B ABFEHATHI21E,. F7 Cisco Software Central TA~— h 7 H 7 b &ZiRIE
THMENRH D F9 (software.cisco.com) ,
VAT AR ADFEMIZOWTIL, cisco.com/go/licensingguide B L T 7280,

48 HHEIIZ

c AV —hITA BV REHTT DHITIE, Cisco 7 LTV Uy VEBREL ([vRrams L
T UV IVORE (445—) | #5M) | Cisco SSM T Catalyst Center 7 1 & > Z#iH]|
T 7 a— RTLHULENRHY £,

e Av— K~ T A RAIX, [System] > [Settings] > [Cisco Accounts] > [SSM Connection M ode]
725 [On-Prem CSSM] DA IR — S EH A,

AT EEBCHHA=a—T A2 %27 ) v 7 LT, [System]>[Settings] >[CiscoAccounts] >[Smart Licensing]
DNEITEIR L E 7,

7 7 # /L b Tl [Smart User] & [Smart Domain] DFEIA TR R SN E T,
AT T2 BETH/N—F v LT B k% [Search Virtual Account] K2 7 Z 7 U 2 R BRI L £97,
AT 973 [Register] 7 Vv 7 LET,

ATy T4 BENIEFIZ5E T L2 5, [View Available Licenses] U > 7 %22 U » 2 LC, Catalyst Center Dff F Al 72 &
A AR LET,

T /N A 20D A] | A
T8 ZAO A & 1%, Catalyst Center (Z351F DN DD T 731 A JEHEAE O [ HAIKAE % L

JET DL AT AL~ DF a2 TT, ZOHBL, Catalyst Center 237 /31 A ZEHS 5D
W Ry NT— I BREDBAEXETHI LTI, TA ANV EFETLIED, Ay
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MUICTNA ZRZBINMLTZY T ZA%Y A MIEID ST THE, Xy NT—=I T4
ANCEERMR bIET,

TNA RIS w2 SNHREEFRT HITIL, [Provision] > [Inventory] I[ZF#) L, [Focus]

KFa w7 2o U X RvG [Provision] 38 L E£ 9, [Provision Status] 51/ [See Details] % 27
Vw27 LET,

\}

(GE)  CatalystCenterlZ LV 7 A ANREEITHEHFEIND L, bTFo 7 va v PNEERZICxy
TF xS, BEROBWHEFBED N T TNV a—T 4 VIR TEET,

FREDT A ARERT A ZAOAHIEED —F & L THEMITRY 7,
s TINA R
* [SNMP Credentials]
* INETCONF Credentials]

AR RMYADTINA ZADIEM

Cisco TrustSec (CTS) Z LT v ¥ L

\)

(GE)  [Global] % K73 Cisco ISE T AAA & L TEREINTHDHEAEIC
DF, Cisco TrustSec (CTS) 7 LF ooy LB A _y Kz
Ty vaInET, TRLUNOEEIL, CTS 28 Cisco ISE T AAA
CLTREIILTWVDEAEIE TH A b~DEY BT T A
ATy v aSInNET,

cTNARADY A FADEIYHT

s 22 bu—ZEENE

N

GE)  CiscolOS T /31 ZDE . PKCS FFHEZE DA IR o WLB ¢ R
DIELRNVWEIIZ, SRALZOUL Iy V=L Z A LY —
VEBRETHEEAHERL £,

*SNMP |7 v 7% — NER

* Syslog —/\iE %

* NetFlow $—/NE#

* Wireless Service Assurance (WSA)

« IPDT DAL

SR LEEDWH,
|
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T SA ADQAHEWEILT 7 v N TERITT, T3 A A[HEEE FIZ L2 BRniEE
. FEICEMNCLET, FMICOWTIE, TS 20 AHIEEORE (53 =) 5M]R
LTLEENY,

TS ADATHAVES MO T 4 AN FATRERLT /S ZADY A b ~DOFE D 24Tl
W2, B 7 LT v LSOBEBEDS Catalyst Center TRRESINDH Z E1Xd Y FHA,

WD X IR LY . TR, ZADOFHIEMEIC L > TTF AL RIZxy VU= RENEHA SN
BNE DR FE D 9,
« TINA RHEH : SNMP & NETCONF 7 LF > o ¥ AN F 12T 34 ZNTHEE L WA I3,
ZORENBRH T e 2RICEA S NET,

e A URYMYADTINA R (Devicein Inventory) : @A X b U IEENIEFITK T
T2&, IPDT AT A ATHEINET,

PIRTOY U —2TiX, RO IPDT 2< > RBAFRESNTWE Lo,

ip device tracking
ip device tracking probe delay 60
ip device tracking probe use-svi

AVHE =T 2 A AT LI, WOFNEEFITLET,

interface $physicallnterface
ip device tracking maximum 65535

BWAEDV Y —2ATIE, FILIBEENTZT /S, R LTKRD IPDT 22~ > RARTE I
i‘é—o

device-tracking tracking
device-tracking policy IPDT POLICY
tracking enable

A H =T 2 AA AT LT, ROFIEELFATLET,

interface $physicallnterface
device-tracking attach-policy IPDT POLICY

« JO—NILY A FRDTINA R : T, ANEFITEBIM, A AR— b, £RIHmHEA5S
& . Catalyst Center (X7 7 4 /L h TF /31 A % [Managed] tKHEIZ L T [Global] %1 ~ZHED
MTET, FB—sNL H A FFHDO SNMP $—/3 Syslog $—/3, LU NetFlow =2 L 7
HRENERBHADLZETH, T3 A LD 26 OFEE % 28 F Catalyst Center L FH A,

B A MZBEIENI=T/N/4 X (DeviceMovedtoSite) : 7 /31 A% [Z 11—/ (Global) ]
B4 F2r5. SNMP H—3 Syslog #—/3, NetFlow 2 L7 ¥R ENERF A DR L
A MZB#)SH 5 & Catalyst Center TILT /34 AD 2B DOFXENFHT LWTA FHICE
EINTERTCIEFEINET,

U FASHIBREINT-T/V/4 X (Device Removed from Site) : 7 /31 2% A FinDH|
b9 2854, Catalyst Center TIIT /XA A D SNMP ¥—,3_ Syslog #—/3, NetFlow = L
7 ZEEDHIFRSIVER A

. HIBg SN 57 /\4 XCatalyst Center : 7 /31 A % Catalyst Center 7> 5 HlIf& L, [Configuration
Clean-up] F = v 7 AR > 7 ANF T 5H &, SNMPH—3 Syslog h—/3, ¥ LU NetFlow
AL ERENET AA ANLHIBREIVET,
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c BDYA BB LI-T/31 X (DeviceMoved from Siteto Site) : 7= & 21XV A ~ A »
5% A R BIZT A AEBE) S5 &, Catalyst Center TiXT /34 A SNMP H—/3,
Syslog #—/3_ NetFlow =2 L' 7 ZZREN, ¥ A FBICHID Y THNCREICESHZ B
7,

cHA RTFLARIDEBEOEH : 7 /351 2O AHIEIMEDRFANIZH AR EITHTT HEE
I, TA AT ubeVa=r 7, 3T LA CNIEREDEHRT 7 > a o DFETRIZ
Py NI =T TR RZ#EHENET,

T NA ADOHIE AT REVEN AT 72 > TV D4, Catalyst Center = — 3 — 232k L 72 SNMP
ERAERAET L TT A RTHFETE T, 73 AFREAME T E WA Catalyst Center?)d
=R U2 SNMP ERIE A T A AT v v 2 LET, SNMPV3 DA, =—H—
1% [Default] 7 /L — 7D FIZ/ER SN E T,

)

GE)  Cisco AireOS F3A ZDHE . = —PIEED SNMPv3 XA 7 L— X213 12 ~ 31 LEREFN
TWAMENRH Y F9,

TN ADA[FHIEHTEDERTE

T3 ZAOAHEPEIL, CatalystCenter T7 /3 A ZEHT 72 0OICMER Ry T — T RED
JRBH 2 X L £,

\}

GE) T34 2O HilfEME %2 8hl2 9% & [Device Controllability] ~— VIZFt# S C\Wb e /A
TEHRETNIHEEEIT. T 4 AT ANV RFETITFATRHC T A RACHESNE A,

TN ZADFHIFIETT 7 0 N THERTYT, 73 A Al 2 FE CTEMICT 512
ROFNEZFETLET,

AT TN EEMICHHZA=a—T A ar%2 ) v 7 LT, [System] > [Settings] > [Device Settings] > [Device
Controllability],

AT 72 [Enable Device Controllability] =~ 7 R v 7 A% 472 LET,

ATvF3 [Save] &7 Vv 7 LET,

T4t RAZHNEDZEE
V7T AT — RT5H, £RET A AT a e Y a = S TAREIC, TR
a—HP—F 4 28K (EULA) ICRIETAHAMLERNHY £,
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(GE)  ciscocom DB 7 A AERE FTZRTE L TWRWEGATE, JicETeril, [Device EULA Acceptance]
T4 RUTRET DL IITKRDONET,

AT EEBCHDA=a—T A ar%27 ) v LT, [System] > [Settings] > [Device Settings] > [Device EULA
Acceptance] DJEIZER L £,

AT 72 [Cisco End User License Agreement] V) > 27 %7 UV v 7 L, EULA Z@Hi%£7,

AT w 73 [Ihave read and accept the Device EULA] = v 7 R 7 A% A 12 LET,

ATv T4 [Savel 27V v 7 LET,

O — )
SNMP 7 0/8F 1 DEE
SNMP OFRITE X A LT 7 bOMBEERETDHZ ENTE LT,

1R BHEIIZ

SUPER-ADMIN-ROLE R # > —V DAN Z DOFIELZEITTHZ N TEET, FFMico
WTIE, 22— 2 — LOEEZBB LT E &N,

AT EEBCHDHA=a—T (2% 27 ) v 27 LT, [System] > [Settings] > [Device Settings] > [SNMP] DJIEZ
WL FE T,

ATYT2 ROT7 4=V RERELET,

- BEITEH (Retries) : A SND T /3 AEHLOBNATEEL, A7RMEIZ1~3 T, 7741
ME3 T,

s [Timeout] : Z A L7 7 MI72 D ETIZT ™A A L OHEREDOMENL % kA H BRI, Catalyst Center 23FFH& 5
W%k, AR EE, SHRIT ~300 8 TY, T4 MESHTT,

ATY T3 [IR7E (Save) 127 U v 27 LET,
ATYT4 (A7 ay) T74N0ORTITETITIE, [Reset] #27 U w7 LTHh5 [Save]l 227 Y v 7 LET,

ICMP ping O 1 r— 7 /L1t
Internet Control Message Protocol (ICMP) ping 23 H 2572 5 TU T, FlexConnect &— RN CH|%

REEIRT 72 ARA v "3 554, Catalyst Center (X ICMP Z{H L TS Z &IicFNHD
T 7B ARA L M ping ZEITL, BlEaTRetk A b LE S,
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WOFNETIX, ICMP ping & AT D HIECHOW T L E T,

ATY TN EEMICHHZA=a—TAar%2 ) 7 LT, [System] > [Settings] > [Device Settings] > [ICMP Ping] &
JEL SR L £

AT w 72 [Enable ICMP ping for unreachable access Points in FlexConnect mode] = v 7 R v 7 A& 4 (2 LT,
RATY T3 [Savel 27 Vw7 LET,

PP EAEBRHEOAP O —> 3 VDETF

Catalyst Center Tl%, PnP EHAYE(HD AP OIFTE LT, PnP ZRHIZEID Y CTonzv A &
fEHCX ¥ 9, [Configure AP Location] = v 7 7R v 7 A% 4 | @‘Z) L. Catalyst Center (35
D %’.T %W‘_h‘% k% PP EAYEHH O AP ORGTE LTRELET, F=v /Ry 7 2AeA

Z L725%A 1% [Configure Access Points] 7 — 7 7 m—% i LT, PnP EAMEFH D AP D
Fﬁ %_" R Li'fo FEHIZOWTIL,  [Catalyst Center User Guide] @ T AP Configuration in Catalyst
Center] ZZM L TS ZEW,

N

GE) bR EIL, Day-NEHHFIZITEH SV E S A, Day-NEH D AP DT &5 ET 5 I
[Configure Access Points] 7 —7 7 u—%ZfH L £,

AT TN EEBIbHA=a—T A ar%&7 ) v 7 LT, [System]>[Settings] >[Device Settings] > [PnP AP L ocation]
DN IR U E T,

AT 72 [Configure AP Location] 7= v 7 Ry 7 A% A N2 LET,
ATv 73 [Save] &7 Vv LET,

4 A—SEREF—NOBE

A A —=VEUE Y —/3— i V7RI 2TA A=V OREEHREIELLET, Y7 =T A
A=V HEEET DL IICHEKRIDODIA A —VEHEYV— =R ETEET, £72. HLL
BinEhizA A— /EB{D‘H‘F/\*—L 12U EO7a halzRETEE 1,

PR=FENTODH—=N=DFEMICHONTIE, [Ny 77 v 7Y — =%l o TA#k
T=ENRNy Ty T O —_"—Bff| 7 a rEBRLTIZSN,

ATy EEBICHDA=a—T A ar%27 Y v 27 LT, [System]>[Settings] > [Device Settings] >[I mage Distribution
Serverg|,
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ATy T2

ATvT3

ATvT4

ATy T5
ATvT6

ATy T17

ATy T8

[Image Distribution Servers] 7 1 > K7 C, [Servers] 227 U v 7 LE T,

[Image Distribution Servers] 7 — 7 /UIZiE, A A —VEEH——DK A~ =—%—4_ SFTP, SCP, ¥
KO BT 23RS INET,

[Add] 227V v 7 LTH LA A—VEUE— 2B LET,
[Add a New Image Distribution Server]slide-in pane 733~ SV E T,

A A—=VEREV—NCHONWT, ROBEREZHRELET,
e [Host] : £ A—VEUEH—_R—DFRA ML EFIZIP T FLRAEZ AN LET,
* [Root Location] : 7 7 A Mt HADIEEL— T 4 L7 U,

G¥) Cisco AireOS VA YL Az hu—T OfE, RESNI/NAN L6 XTFEBLHE, 4
A= OEMEIT IR L E T,

* [Username] : A A —VEMEY—N—~Dr /A VMEHEN L 2—F—HEZ AN LET, 2—F—4
Wi, == fEENL— T 4 L7 P U DR /EEARMERDLE T,

s [Password] : 4 A —VEMEH —N—~Du 7 A ANEHINDRAT — R,
[R—=FEF]: A A—VEREV—NN—RIETEINTNWDIR— I EFEADTLET,

[Savel 7 U v 7 LET,

—HOTA YL Ay ba—FDIHNN—Y g DY 7 by T TlE, SFTP O 5 E L THWES

(SHA1 X—ADIEF72 L) LR —F IR TV, CatalystCenter TV 7 b7 =7 A A—T D%

HOUAVY VAT Va7 TV AOREEITIICIEL, VA YL A3y ha—7 50 SFTP 8o LT

SFTP A#at— REHANTHHMENH Y £9°, Catalyst Center D SFTP H—/3—TliL, 5555 7o+

R—FEHRKRKIOHMETFICENCT D ENTEET, PBVKKESEHFT 5120, UTFEFTLE

7

a) SFTP H— —DIP T RLVADRRIZH D [i] 7 A 2N — Y v EHE, [Clickherel] 27 U v 7 L%
D

b) [Compatibility Mode] slide-in pane C [Compatibility Mode] = 7 7R v 7 A % 4 2 L TR (143~ 90
H) #AILET,

c) [SavelxZ Vv Z7 LET,

(LE) REEWMETHITIE. METDEIAA—VEREY—""—DRIZHD [Edit) T2 %27 Vv o L,
VB IS W 24T > C [Save] 227 U v 7 LET,

(FEE) A A—VEEV—"—ZHIBET 5100F, 4 A—VEE Y — _R—0DOF8ICH D [Delete] 71 =2 % 7
Yy 2 L, [Delete] #7 YV 27 LET,

PnP 7/ 14 REFRI DAL

WOFMETIE, T A THAZAMTT 2 TECOVTHIILET,
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AT EEBCHDHA=a—T A 2a2% 7Y v 7 LT, [System] > [Settings] > [Device Settings] DNAIZER L F
j‘o
AT w72 [Device Settings] K& v 7% 7> A k75 [PnP Device Authorization] % 38R L &5,

G¥) T 7V N TIE, T AZEBIICE TS NET,

AT 73 [Device Authorization] = v 7R v 7 A% A NI L TT A ATHEA /N L £,
ATw T4 [Save] 27 V) v LET,

FINARTOV T FDERK

Catalyst Center ClI L ——H{ ENXAT—RKOWAZ LT T FEERTEET, DA A
T ML TT A, RCET LERENET 5L 91, Ry NTV—2NOT /A A%
MR TEET,

ARRLTOVT FOER

AT EEBCHDHA=a—T (2% 27 ) v 7 LT, [System] > [Settings] > [Device Settings] > [Device Prompts]
DNEIZEIR L E T,

[Device Prompts] 7 « > R UNREREINET,

AT w 72 [Create Custom Prompt] 272 V v 27 L,
[Create Custom Prompt] A7 A RA A U INFRINET,

ATV T3 2=V —ZOH AL LT a7 N ERT DI, ROFIEEZFATLET,
1. [Prompt Type] K1 v 7 Z7 U A kv, [username] 238 4R L £ 77,
2. [Prompt Text] 7 ¢ —/b FIZ, IEMFEH (Regex) TTF A ME AN LET,
3. [Save] 7 U > 27 LET,

ATV T4 NRAT—=ROBAZ LT 0T Nk T 5121%, ROFIEEZFATLET,
1. [Prompt Type] K2 > 7 H 72U 2 k)i, [password] 23R L 9,
2. [Prompt Text] 7 4 —/L N2, IEMEBL (Regex) TTFAMEANILET,
3. [Save] #27 VU w7 LET,

GE) [Device Prompts] 7 4 > RDUIZH A X AT a7 MRFREINET, 2—F—L LA T— KD
HAL LT T Mo 8 DETIERTEET,

SR LEEDWH,
|



SRTLEEDER |
B = xm0 v o7y TREOMA

AT TS WAX AT T NebBRIEF TR v 77 RRey 7 LET,
GE) CatalystCenter |%, W AZ LT 0T MOMAFEAMRFL, Yo7 hear~XE0EeE LTT
PNAZCPELET, DB AZ LT a7 SOBERENEL 0 4,

ATYT6 WETA a2V 7 LT, DAZLT LT NaefmELET,
AT Tl WAZ LT a7 NIRRT DI, HIBRT A av%227 ) v o LET,

GE) I—W =TT NEeNRXZAT—ROTa s MaE, —EOERKZRNMLETT, FUE
TITEBPOEREBREZERT D &, T3 A TRIEOMEREA L ET,

TINA RBRD/INY YT v TEREDEK

Catalyst Center |X, 7 /N1 ZADFEITHERDOEW 72y 7T v THFITLET, N r T v
DHEE, TAAL AT LIRAFTELHE Y 7 FOEFHBEEBRIRTEET,

\)

GE) T3V TE, oy 77y A3mEBER OF#% 11304 (UTC XA LY —2) |2
AT a—)LENET,

AT EEBCHEZA=a—T A2 %27 ) v 27 LT, [System]>[Settings] > [Configuration Archive] % #R L
£7

AT 72 [Configuration Archive] 7 4 > R C, [Internal] ¥ 7% 7 UV v 7 LE7,

AT 73 [Number of config drift per device] K2 v 77X VA NE7 U w7 L, T, AT LIRFT DM NY 7
hOEAEFRINL £,

TNRARAZTELIZT~50D1# KV 7 hERFETEET, (REINDIHEERRNY 7 FOEFHIZIE, T3 20D
TRTOT_NAAFEHEEREENE T,

GE) T 74N ETIE, T AT EIRFEINDWEE RY 7 FO¥kiE 15 TF,

ATV RNy T o TORAEERLET,

BIR L2y 77 v 7O HKHE, Ry MU — 27 |ZJRH S 47 Catalyst Center 7 7 A X DX A LY — L TH
DEET,

ATv 75 [Save] &7 Vv 7 LET,
Ny T o TE, ArPa—VLERIZT VT4 8T 48y 4 —CTERRTEET,

1

ATwT6 [External| ¥ 7% 7V w7 LT, T AR E T — 0 A 7T 5720 DO8EY— R—%#k U £, FEH
DONWTIE, T—HA 7T ZKER O/ — R —DRRE (59 X—) 2B LT E &,

(R

B O ATLBEEOHEMK |



| vRFLEEOHERK
7—n4 77114 2RO gy — —oms [

T—NA T TN RAEBRADHERY —/\—DIE L

TNRAADETAL T 4 X2 b—a &7 —HA T T 5O SFTP — —Z 4Rk T
TET,

PR= PSRN TNEY—AN—DFEMZ DN TIE, Ny 7 T v 7 —"—0HE 0 THEET —
ARy T o TOYP—N—Ff| 7> a BB LTIIZEN,

1RO SRS

SMERY—/3—"T SSH, SFTP, SCP A>T\ D Z & 2 L E ¥

AT EEBCHHZA=a—T A a2r%27 ) v 7 LT, [System] > [Settings] > [Configuration Archive] % 3 L
£

AT w 72 [Configuration Archive] 7 « > R C, [External] ¥ 7% 7 U v 7 L%,
RTwF3 [Add] %7 U v 7 LC, [External Repository] Z B/ L F 7,

(G¥) BINTE A SFTP —— 3 1 271 T7,

AT 74 [Add New External Repository] A7 A KA XA T, ROFEMEATI LET,
a) [Host] : KA FDIPT KL AZ AN LET,
b) [Root Location] : /b — h 7 4 /L Z DHT & AT L E T,

GE) « b= R DL O /S Z PR S A TIE R AATHD Z & 2B LET,
ARV — =D/ — FDOEFNIZETH DMENDH Y £,

¢) [Server Protocol] : SFTP H—/"—D a2 —HF—4  NRAT— K KR— EZEANLET,
d) [Backup Format] % 3% L £,

C[RAW] : EFT 07 4 Fa b—v a U TR TAHSNET, T_TOBBEREL 7T A~ |
REF, NI T v I TF—=Z T RAIERENE T, XRAUV—=FEANLT, "ol T v 7T 77
ANnEay 7 LET,

GE) 7 7 A VDAY — R Catalyst Center (ZfRfF SN FEF A, SFTP H—_—ED 7 7 A
MZT 7B AT ZITE, NAT—RERZTBLERDHY £7,
* [Sanitized (Masked)] : FEATA L 7 4 Fa L — a VOWBERIEL 77 A X— FREDFHEMN~ A7
SINET,
NAT—RiE, RAW Ny 77 v FERERIR LGS ICoR@l s ET,

e) NI T TV AINERF Y 2a—L LET,
Ny 2Ty 7ORAM, BEl, 240 =2 BEORY I 7 v 7O ELERE A LET,

vzx7ogEnss Il
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SRTLEEDER |
B /svr7rexs—

ATw 75 [Save] 7 Vv 7 LET,
AT w76 SFTP V— N—DFt A fRET D121, [Action] FIDOFRERZ &7V v 7 LET,
AT w T T SFTP — "—ZHIERT 5121%, [Action] D FIZHLHIBRARZ %27 Y v 7 LET,

D270 EAX—

Catalyst Center |~ Cloud Device Provisioning Application /N> 77— % A VA h—L L7z n, 75
TR I A —EBHETEET, VATATIE, HEDOIV T U RT7 7 EBAF—PHR— S
NTWET, £X—1L, TOIZ IV RT 7 BAF—%2fH L TRHEINTZAWS £ > 7T A b
FIFxDALARNT T NEIFY YR 2T XTEHL@EBIO7 70 a7y A& LTl
MEnxd, 77U 727 8AF—28MT 5L, AWS VPC A Xk VI BEIIZ B
UH—shEzT, TOV T RT78AF—0D VPC A X2 MVIETHRIE SN V—2A
MWAWS A > 7T ARNT 7 F ¥ THESH, CSRELIV IS YL A2 ha—F DI T TR
TreYa=r 7 TRRLUTUENTE ST,

1R BHEIIZ
« Amazon Web Services (AWS) 1oV — b7 7B A% — 1D EMBEREZEE L E7,

cAWS~—4 v N LA ATCCSREFIZI VA Y LAY ha—F 8IICEEEL, ¥ —F v
R)—Ta DA A=V ID 2R LET,

* AWS TDO HA 7 = — /LA —/N—IfZ CSR THEHT 2 F =7 2R ELE T, DY —
TaryOCSRETREY a = T LT, ZOF—T DA% Catalyst Center D U A
FNDIEIRL EF,

* AWS TDO HA 7 = — /LA —/ "—FFIZ CSR TIHEAHTHIAM BE— V28 E L E 7T, CSR %
TuvYa=r 7T HEIE. ZDOIAM 12—/l % Catalyst Center ® U A h 2> HEHR L £7,

» Catalyst Center & AWS O[] HTTPSREST APl Z /7 L= @I HT 2 7 a v 23 E L
FT, TaFTORE (143X—) EBRBLTIIEEN,

« eNFV 7 7' U @ Cloud Connect JL5ERHREIL, Cloud Device Provisioning Application 7~ &~ —
CHEHRIET L Z L THEMICRY £, Oy —UE 77 44 F Tl Catalyst
Center DIEWEA LV A h—MZEENTWERA, XTI —N=nNE 0 =Tk F
YR—=FLTA YA R=ATOUENDY T, FFMICONTE, 77V r—va v OR
HoFyra—Ref A P—LEBRLTIES,

AT EEBCHDHA=a—T A 2% 27 ) v 27 LT, [System] > [Settings] > [Cloud Access Keys] DIIFIZER L
£,

ATvFT2 [Add] 27V v 7 LET,

AT 73 [Access Key Name] # AJ) L. [Cloud Platform] Z K2 v 7 & 7 U A B EIRLET, AWS 22V —)L
M EUE L 72 [Access Key ID] & [Secret Key] 2 A/ LE 7,

B O ATLBEEOHEMK
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AT w74 [Saveand Discover] %7 U v 7 LE7,

RDEZRY

VTS RT I EAR—HBMNTEE. AWSVPC A X FVIERHBERIC R H—&
NET, 797 K77y b7 —25EDORMIZIIELG DY 9, A 2 b UIEER,
T 7V OB TEITT DL IICAT Y a— L ENTWVET,

« 7T RA Ry NUVIEENEFIZFE T T 5 & [Provision] £ 7 ¥ 3 > @ [Cloud] % 712,
WAL AWSVPC A >Ry R DO a—RNEREINET,

BAMRIT

BAEMRBIE V) TiX, FBERT A, AT —ZIZkT 5, T3 ZAMFEORREME 2R3 FHI L
TRWEE I E AR L ET NI 5E) . O, AT, AT
HARIEREFE OB 2 KIBICEET 5 - & C, BEOEESE/IRICMzAZLiIchy £
ﬁ‘o

)

GE)  Z®»VUVU—ATIL, IV TCatalystCenter (27 v 7 B—REN/Y 7 b7 =T A4 A=V DA
MEEF = > 7 ZFAT LE T, BEMMIET = v 7 2 F (T3 25720, IV —E L, Known
Good Value (KGV) 77 A V&7 v 7 ua— RTHMLERH Y F7,

KGV 2714 J)LOF7vy JA—FK

X2 T 4 OBEEEREET S0, BEN ARV 7 M =2T2FETLT0EHHDE
LTV RIATNA RERGEET D MERNH Y £F, BIE, VA7 3, AL, BEIERV A=Y
T THZFATLTCWDENE I DEHINTHT20DEWAAL > BB £H A, IV T,

INWEESNT A A—VBENET =223 2a Y7 v =27 DKGV LT H720DY AT L%
L ET,

VA, FOEL ORI O KGV BNEEND KGV T —H 7 7 A VAR LOFRITL T
FT, TOKGV 7 7 A MIEHED JSON B TH Y, VA3l XL->TEL S, tho7 74
WELHIZHE—~DKGV 77 AN FLER, Y232 Web VA b BAFTEET,
KGV 7 7 A VX, ROGETIZBHE S TWET,

https://tools.cisco.com/cscrdr/security/center/files/trust/Cisco KnownGoodValues.tar

KGV 7 7 A VIEIVIZA Vi R— &N, Ry U —7 T30 2L LIZEAMONIE 2K
AETAOIER S ET,

vzx7ogEnss Il
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SRTLEEDER |
B xworroryin—¢

\)

B T ABEEEOREMEIT IV ISR S, IVNTREIHEH SN ET, IV & cisco.com DfH
DOHEREIINEDH D FH A, KGV 7 7 AV EREISNTZBREICZT Xy v 7L, IVICe—
KCxFET,

1R8O BRI

SUPER-ADMIN-ROLE#E[R & > —V DANZ DOFIELZEITTHZ ENTEET, FFMico
WTIE, 22—V g — LOBELZZRB LTI,

ATy TN EEMIZHEHZA=a—TAar%2 1 v LT, [System] > [Settings] > [External Services] > [Integrity
Verification] DNAIZEAR L £ 7,
RTY T2 BEDKGV 7 7 A MERE R L £,
» [File Name] : KGV tar 7 7 A /L D4 Hi,

* [Imported By] : KGV 7 7 A /L% A > 7R— b L7z Catalyst Center =—H%—, HENWIZHX 7o m— RS
5854, fEIX [System] T9,

* [Imported Time] : KGV 7 7 A /L3 A AR — b SHT-HFHL,

s [Imported Mode] : B — AV EZITVE— FDA U AFA— FE— K,
* [Records] : PN/ L a— K,

« [File Hash] : KGV 7 7 A )LD T 7 A )by =,

* [Published] : KGV 7 7 A L DFITH,

ATV T3 KGV 77 A V&AL R—FTBI21%, ROWTHNAOFNEEFETLET,

*KGV 7 7 A V& a—/WZA »R— b9 5121E, [Import New from Local] #7 U v 7 L ¥7,
*KGV 7 7 A /L% cisco.com 2> 54 >R — b3 5{Z1%, [Import Latest from Ciscol 7 U v 7 LE T,

GE) [Import Latest from Cisco]l 7> a Tk, 77 A T VA — LR EIIMLEDHY THA, =721,
T7 AT AR TTICEESINTWADEEL, https://tools.cisco.com ~DEHGED A % Bl < &
ERbHY ET,

AT w74 [Import Latest from Cisco] %7 V v 7 L7841, cisco.com ~DEEGE NI THIL, &HTD KGV 7 7 A LA H
LT Catalyst Center |21 R — h S E T,
G¥) https://tools.cisco.com ~D & ¥ = 7 72 BEfkElL, Catalyst Center & Z D7 X (flElE Y 7 >
TRECERE S A) (BN ES N it E LA A L TiThivET,

AT 75 [Import New from Local] &7 V v 7 L7284 1%, [Import KGV] 7 1 > RUNFRENET,
AT9T6 ROFEOWT N EFITLTr—HMIA U A—FLET,
1 —HIIVKGV 7 7 A )% [Import KGV] 7 4 —/V RIZ KT v 77 Ry 7 LET,

B O ATLBEEOHEMK |
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* [Click here to select a KGV file from your computer] #27 U v 7 LC, ZTHEHOas Ea—% LOT7 414
Mo KGV 77 A VERIRLET,
e« [Latest KGV file] V> 7 %27 Vw7 L, &HFDKGY 77 A Va2 X7 ra—RLThb, D77 AL
% [Import KGV] 7 4 — /L KIC KT v 77 v R Ra v 7 LET,
AT9 77T [Import] 27 U v 7 LET,
KGV 7 7 A /L3 Catalyst Center |21 > R— b S E T,
ATV T8 A VAR—bMBET LIS, UL CHIEDKGV 7 7 A UERERIEL, 7 7 A VR EHF INTZZ LR L
£

IV (X, Catalyst Center 23 EBH S AL T D 7 HRIZIHRFTD KGV 7 7 A /L% cisco.com 726 ¥ A7 LI HEN
WAy rar—RLET, BEIX Ve — RXTHIZ LIS sLET, KGV 7 7 A a0 — )V AT A
WICTFECH 7o m— RLTC, CatalystCenteriZA > R—F 252 &b TEET, & xX, BEAIZH LWL
KGV 7 7 A ABMERFREIC 20 . BBl U omn—RRTHIZE (HRER) IZTbh 2581, FETH Y
rya— RT&EET,

RO KGV HENZ U v a— RERPFIRESNET,
« [Frequency] : HEI ¥ 7 v m— RO,
* [Last Attempt] : KGV A7 ¥ =2 — T BN RIS b U H— S 7= FEf,
s [Status] : KGV A7 ¥ 2 — T DREDRITO AT —H A,

s [Message] : AT —H AR vE—,

RDZRY

JHTO KGV 7 7 A 7 A K — | L7265, [Design] > [Image Repository] &R LT, o
H kSR A A— DOBAIEE TR L ET

\)

GE)  FTTIA VAR =P ENTA A=V PRIAERFEARAT — X A (WEET2IIEE) THDIHAIL.
KGV 7 7 A V& A iR — b L7=%h 3% [ImageRepository] 7 4 > R CHER TE 9, 51T,
FERDOA A=V A VR—=FTH, HILL T v7r—RLEKGV ZRGEDO - OICER L £ (%
BT LH5E) .

N o =1 =
P7 FLRAIYR—TUYDERTE
Catalyst Center Z4MBIP 7 KL A~ 32— % (IPAM) L#{ET 25 L9 ICEETE £9, Catalyst

Center ZfE LT, IP 7 FL AT —/LOAER, T#I. £7213HIBRZ1T 5 &, Catalyst Center /%
Z DI SN IPAM (TARE L £ 7,

| vzx7ogEnss Il



SRTLEEDER |

B rrrizzz—vroms

ATy I

ATy T2
ATvT3

ATvT4
ATy

ATvT6

ATy 17

1R BHEIIZ
NPT RLVAR—=V Nty T o7&, BREELTWAHZ AR LET,

EEBIZODIA=a—T A %27 v LT, [System] > [Settings] > [External Services] > [IP Address

Manager] DNEIZEIR L E T,

[Server Name] 7 4 —/L KiZ, IPAM H— _R—D 4% A1 L £7,

[Server URL] 7 4 —/L RiZ. TPAM #—S—0D URL £7-1X P 7 KL A& AH LT,

FEFAEN Z O — = ZH L TREIN TV NI LA RTEET A a v b A v —URERINET,

[EHEFEAE % IPAM DO EBEA VR — N9 5121, ROFIEEZFATLET,

a) BEETAarEs Uy LET,
[Certificate Warning] % 4 7 2 7R v 7 ANFRINET,

b) FEAZFEORITE. YU TAES, BLXOAHIREZHZRE L E7,

o) HHMNPELWERIZ, Ty /Ry 7 A% 27 U v 2 LT Catalyst Center (IZE D IP T RLA~DT 7k
2ZxFFA L, BETERWVIENELZ F I A M — B L £,

d) [FFAl (Allowed) 1227V v 27 LET,

[Username] 35 & O [Password] 7 « —/L RiZ, IPAM v 7' oA E#H A AT L £9,

[Provider] 2 v X U ARG T a A X —Z@IRLET,

GE) [BlueCat] & 7' m /3 A X & L CEBRLIZGEIT. BHDO2—H—{Z, BlueCat” RL A~ X —T %

DAPLT ZEBANHAENTWALZ L 2R LET, | AFHITEROa—F—D API T 7 &
A EBRETHHECHET AEEMICOVWTIE., BlueCat D~==2T7 /L EZHR L T FEW,

Catalyst Center % B F{{E HALEEAFEHRE (FIPS) £— R BlueCat & A3 5121%. BlueCat9.3.0 %
ERHLET,

[View] R v 77X 7 ) 2 v, F7H/NVFDODIPAM Ry hU—27 Ea—428IRLET, HHE 22—
1 ORESNTWAHEE, [default] DAN Ky FX 7Y A MIERRENET, Fy hT—7 Ea—R
IPAM TEf &, IP 7 RL AT —LparTFr e LT ENET,

(RE (Save) 127 Vw7 LET,

RDBERY

REFAENIEFICBM SN 2 L 2R3 51213, [System] > [Settings] > [Trust & Privacy] >
[Trustpool] (BB L %7,

)

GE) FZ A M= TliE, GEAEZY— =7 s OEFETE 5 EHEL L TEBRENET,

[System] > [System 360] I BN L, AMBIP 7 RL A R—T ¥ REVEFICTE T LI Z & 4
RBLET,

B O ATLBEEOHEMK
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Webex ffi & DX E .

Webex i & DR E

Catalyst Center |Z7 74 7 > b 360 D Webex it v o a UIEWMERME L £,

AT9T1 EEBICHLA=a—TAar% 27 v 7 LT, [System] > [Settings] > [External Services| > [Webex
Integration] DJEIZER L £,

AT w72 [Authenticate to Webex] 27 V v 7 L ¥7,
AT T3 [CiscoWebex] Ky 7T v 70U RUT, BFA—NLT FLAZ AL, [Signln] %7 Vv 7 LET,
ATY T84 RAT—K&EANL, [SignIn] 227V v7 LET,

Webex FRFERN EFIZE T LET,

AT 75 [Default Email Domain for Webex Meetings Sign-In] T, Webex = —H#—DFE - A —/L KA A % AJJ L. [Save]
7 Vv 7 LET,

Webex R A A NIHFEREMRICHEHE S, RAAL UV EEHTLITRTO—F—RNaEE B L7200 2l
ZML-Y TEE£T,

ATw 76 (f£E) [Authentication Token] T. [Delete] %7 U v 7 LT Webex FiFE&HIE L £,

AppX MS-Teams % & D&KL

T 27 47T H L, CatalystCenter D7 U r—a 3604 v aR—RETTALT
360 & v v adh— NIZHEEEME A M) v ZIERPERENET,

188 BRI

EHEHEIR & 75 172 Microsoft Teams 7 4 7 > b BAULEETI,

AT EEBCHDA=a—T %27 Y v LT, [Sysem]>[Settings] > [External Services] > [Cisco DNA -
Cloud] DNAIZZERN L £,

ATw T2 [Region] Ka vy 77X ARG HOHERZ SR L £,
AT T3 aT74arwEr Yy s L, 4EiICHEL T, [AppX MS-Teams] & Ro1F £,
ATv T4 [Activate] 7 U v 7 LET,

[CiscoDNA -Cloud] V 4 > RDUIZU XA V7 FERET,

AT T8 [CiscoDNA-Cloud] 7 4 > K7 T, IROFIEZFETLET,

a) [Activate application onyourproduct] 7 4 > RO T, [ME7r—V 7 %227V v 27 LT, IROFNEZEET
LET,

| vzx7ogEnss Il



SRTLEENER |

B ciscoDNA - Cloud %5 L 7= AppX MS-Teams # & D15

b)

<)

d)

+ [Sign in to your account] 7 ¢ > K7 C, Microsoft HEH D2 —HF—4 L /XA T — K& AJJL, [Sign
InjZ27Vy7 LET,

o [AFE (Accept) 127 Vw7 LET,
[Activate application on your product] 7V 4 > RV C, 777 4 7T 528 A TR L, Next] 227V v 7
]\/i ﬁ—o
LW ZRET 22T, 2BV 7% 70y 7 LT, ROFIREZFEITLET,

s [Host name/IP] 7 4 —/V RiZ, ®FEOIP 7 KL AE AN LET,

* [Name] 7 1 —/V N2, o462 A LET,

* [Type] 7 4 —/V RiT, ®WE D& A TE2 AT LET,

* [Register] #7 U » 7 LE7,
Cisco DNA - Cloud 7 Catalyst Center & HEIFJIZRIMI L £3°, £ D%, [Choose the Scope for your Cisco
DNA Center] 7 4 > RUIZU XA V7 hSLET, Next] 27 Vv 7 LET,
[Summary] 7 4 & R T, KELXHRLET, BHET LI, [Bdit) 227 Y v 7 LET, LS DY
Al1E. [Activate] 27 VU v 27 LET,

(T (Bxit) 1227V vr7 LET,

[Applications] 7 1 > R I8 AR RS NET,

G¥) B EIET 7T 4 7T B0, AppX MS-Teams 7 7 U 77— a U s BRI T 554
. Cisco DNA - Cloud % fi ffl L 7= AppX MS-Teams & DL (66 *—3) &ML TL
7ZEW,

Cisco DNA - Cloud % {F8 L 7= AppX MS-Teams #fi & D& Rk

ATy T

ATvT2
ATvT3
ATvT4

WO FIEEHFH LT, Cisco DNA - Cloud ¥ — ¥ 2% L7=F /31 A TP MS-Teams $ & D A
FT—RRAET 7T 47k, T T 4 Tk, £ F v LET,

IR BRI
BIEMEIR 2 F1 5 S 7= Microsoft Teams 7 4 7 7 s AL BE T,

cisco.com 1 7 A AE#H Z{# H L T [Cisco DNA - Cloud]https://dna.cisco.com/{Z & 71 > L £ 97,
cisco.com B2 7 A AERD WA IR, ERKT D ENTEET,
EEBIHDA=a—TAarz 7 )y 7 LT, 7FUr—33 2,

[Region] Kz v 7% 7 U R Fpb IO R Z IR L £ 97,
TAaYE7Y v L, ARICHREL T, [AppX MS-Teams] % A2 £ 97,

B O ATLBEEOHEMK
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ATy TH

ATvT6
ATy 71

ATvT8
ATvT9

ATv 710

ATvIN

ThousandEyes D# & DAL .

[AppX MS-Teams] # A /L'"C, [Activate Product] %7 V v 7 LE3, FEMIZ OV TIL, AppX MS-Teams #i
GO (65 ~—) ML TIEEW,

REGNT 7T 4 7SR5, [Exit] 27 Vv 7 LET,

[Applications] 7 4 & RDIZU XA L7 hSnE T, FANVNOKEADTF =y 7 ~—21%, 77V r— 3
VBRI o TND I L AR LET,

[AppX MS-Team] % A V% 27 U w27 LT, [App360] UV 1 > RUIZFEMAR R L ET,

(A7 ar) [App360] V1 > RunbilihE2T 77 4 73 5121, IROTFIEZFEATL E7,

a) [Product Activations] 7—7 /L C, [Add] =7 UV v 7 LT,

by 777 47T OB AEBRL, Next] 27 U7 LET,

G — I ORGARINT 5 Z LI TEEHA,

¢) [Summary] V > RV T, SEAMRLET, ZRET DL, [Bdit) 227V v 7 LET, ThLSO
BAIE, [Activate] 27 U v 7 LET,
(AFvay) ®WanEIET 77 4 7T HICIE, ROFIEEZFATLET,
a) [AppX MS-Teams] ¥ A V%27 VU v 7 LET,
b) [ProductActivations] 7—7 /L C, 3T 7T 4 7L T L2HE O H LT = v IV Ry 7 A& F L E
TO
¢) [More Action] K2 v 7 &7 A R, [Deactivate] 2 34R L £,
d) FEE T 1> RO T, [Deactivate] 27V v 7 LE T,
(A7 a3 ) AppXMS-Teams 7 7' U 7 —3 3 i b OHER 2 BRI 5121, ROFIEZEITL £
R
a) [AppX MS-Teams] # A /v %27 U v 7 LT, [App360] ¥ 1 > RUIZFEMAEZR R L ET,
b) EHORA=2— =T, [Viewalldetails] 27 V v 7 LE 7,
[Details] slide-in pane N FE /R I AVE T,
c) [Disconnectnow] &7 V v 7 LE9,

ThousandEyes D#f & DIERL

#EB ThousandEyes APl = — 2 = & k Lif{E 9% X 5 1T Catalyst Center Z 5% L T, F8GE F—72
> % f# il L C ThousandEyes Dt & &= AN TX £9, HAT%. Catalyst Center |37 7V /r—
va v ~VA Ky 2R — RIZ ThousandEyes T— = > hDT A v 7T —& 2 L E 5,

1R BRI

Cisco Catalyst 9300 35 LU0 9400 &V — X AA v F a2 Y R— 577V r—a RAT 1~
7% LTC ThousandEyes T— = hEBEAL7-Z L 2R L E T,

AT EEBCHDHA=a—T A 2% 7Y v LT, [System]>[Settings] > [External Services] >[ThousandEyes

Integration] DJNEIZIER L E 7,
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AT w 72 [Insert new token here] 7 4 —/L RiZ, FBFEh—27 v 2 AL E T,

G¥) OAuth X7 7 — b —727 %5 THU5H 1213, [ThousandEyes] ~— I IZB#E) L £,
https://app.thousandeyes.com/

ATv 73 [Save] &7 Vv LET,

F\y F 0T DRE

P —ERADORED 8T TN a—T 4 TITENLTHT29HIZ, Catalyst Center —E 2D 1 7
LAV EERTEET,

B LI E ST, B 77 AN TRy Ty INDZT—FEREWVET, &7 LUt
BHMTYT, 20, FLME, BESNTE VAV EDO L~V TAER SN T — 203 H
L, TRTEENET, 2L 2E, B2 LUl % [Info]l ICRET H &, [Warn] 3 & O¥[Error]
7 bX v Iy ENET, LVELDOT—FEFXF Yy TTF X LT, BEO NI TNV 2a—T 4
YISO L D ICe T LNV ERET LA EEBEID LET, e LUV
T5HZET, KL DOTFT—2%EXy7F ¥ L, BRAKRKRGHTE/ZIZRCA VR —F7 7 1)L
THERTED L9170 £,

P —ERADOT 7 4V hOa 7 Lo-YUITIEERIE ((Info]) NEENTWET, HHREMENDS
vy, ISEIERr T LUL ([Debug] 720X [Trace]) (CAEF LT, X 0EEMZRE

Xy STy TEET,

A

IE

)

BIR SN D ATREMED & D IFHRD Z A 712 X > T, [Debug] LV EL ETIEE S o 7 TT
7B AZRT D 0ENH Y £T,

GE) 0777 A NVBER SN D & Catalyst Center 75 A b D — T2 GATCRF SN E T, Z DG
726 Catalyst Center |£, GUI TrZZRE L TR RTEET, v/ 7 7 A VOGFHEMY A
XX2GB TY, RV 77 AN 2GB 2B LHLA, e 77 A VFH LW T 7 A LT
EEXINET,

188 BRI

1|

SUPER-ADMIN-ROLE#E[RZ Ff 02—V DAN Z DOFIEEZEITTH 2 N TExE4, FFEMico
WTH, 22— e— O EEZZH LTI,

AT EEBCHDA=a—T A ar%7 ) v LT, [Sysem]>[Settings] >[System Configuration] > [Debugging
Logs| DINEIZER L E T,

[Debugging Logs] 7 « R 7L, IRD 7 4 —/V RBFREINFET,
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ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

wv ro—soaRgERozE

* Services
» Logger Name
 Logging Level

» Timeout

[Services] K 7 H 7 U A RinbHh—ERAZRIRL, TOor 7 L-ULEFEILET,

[Services] K v 7 & 7 U & MZik, BIfE Catalyst Center ([Zi%E Z41, FATL TV D —EANRE RSN
e 8

[Logger Name] & A/ L £,

UL, BRI L= AT =AYy =R MNTAHAY T MU T aryR—3xr MERET 57291
BMSNTEmEREIETT, ZOBEZEMT LT, +oEELTLEEY, ZoKEZBRHATS &
T I =AY R— N DIeOIZLERERPRONDARELRH Y £F, 7 Ay E—I1F, ZZTHRES
nizai— (Ror—2) I LTOARAEZIAEINE T, T 741 FTIEL, 24 —4IZiF comcisco TIAE
DN —=UNEENTWET, BIIORy r =213 o~ XU fEE LTANTEET, PRI
IRESILTWRWRY . 77 40 MEZHIFR LW TS, * Z2FEHT5 L, Ty Fr—Uin
TICigkSnET,

[Logging Level] Ru v 7FZ 7 J A NCT, F—ER2AOFH LB T LV EBRRL ET,
Catalyst Center TIZIRDO R 7 L-ULRHAR— FZNTWET GEMIZLLT., FIE)
*[Trace] : FL—ARX v E&—
* [Debug] : TN 7 A vyE—T
* [Info] : [EFRZENEEIDIREEA v —
o [Warn] : BHEIRERA v —

s [Error] : =7 —{RHEA v —

[Timeout] 7 4 —/L KT, v L~yLOHM 2RI L 7,

17 LV O & 15 0 AL TROE LE S (~ERIR) | Wi 2 BHIRICIEE ST 256, P T 7via—
TAVTREPRTETT DN, 7740 bouZb_viz )ty NEOMNERHY £7,

BIRNAEZMER L, [Applyl 227 U w7 LET
GEIRNEEZF v AT 5 [Cancel] 7V v 7 LET)

2y 7= DBEREARRDERE

[System] > [Settings] > [Network Resync Interval] DIEIZEING 5 &, 7o — L L~YL T
TOTNAZAOR—=V » 7HEEZFEHTE £9, £/, [Devicenventory] 23R T2 &, T
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ARV THREDT NA ADR—Y T HFEZ EH TE EJ, [Network Resync Interval] Z fifi
HALTHAR—-Y TR ZERET S & ZOfED [Device Inventory] R — U > ZRIFRIE L 0 &L
SINET,

458 HHEIIZ

* SUPER-ADMIN-ROLE ¥R &2 FF > —F D LN Z D FINEEFETTHZ LN TEET,
IZOWTIE, 2—H% g — L OHMELZSER LT FE I,

Fill

Tup

c AN N Y IEFAL AW EEHRLET, FAL ABRVEAL, T 2R
HEREZ L TR L E9,

AT EEBCSHHA=a—T A 2% 7Y v 7 LT, [System] > [Settings] > [Device Settings] > [Network Resync
Interval] DJIEIZER L £,

AT w72 [Resync Interval] 7 « —/L RIZ, HLWEEFE (5) #ALET,

RT9T3 (AT ar) TRTCOT AL AIx L CRESNTZEGFOR—) I M@E 4 — =74 R 5551,
[Override for all devices] = v 7 R v 7 A& F N LET,

ATw T4 [Save] 27V v LET,

BEEOJTDERR

Befr o 71, CatalystCenter CEATINTWA I EIE T 7Y r—v a BT 5 1E#R % BUS
LET, &5z, BEv 7L, 734 & PublicKey Infrastructure (PKI) @ENZ DWW TOEEHR D
BELET, ZhoolEdn Z7oFRiE, 77V r—va U E7iET 731 A PKIGER E (2 B
THME (B2HE) OV I TNy a—T 4 o T XETHEDIEHATEET,

Ao 7%, BELEVAT LA b, BELESHL. BB L2 ——%208T 50 AT
ATHLHVET, BB 7 2ERATEE, BEEAORDOO T 7 7 A VIZT AT AORTELEEN
RS ET,

ATvT1 EEMIIHIA=a—TA2a2r%27 Y v 27 LT, [Activities] > [Audit Logs] DJEIZEIN L £,

[AuditLogs] V 4 ¥ RUDBHEET, 2OV 4 FUT, Xy hU—JNOBAEOR Y > —IZBT51r 7
HEFRRNCTEET, ZNHORY —i&, Catalyst Center I[ZA1 > A R—L SN TWAHT U r— 3 2
LoTRy NU—=IF NS RTHEH S VET,

ARTFYT2 BALTALVATAEEZI Y v LT, Uay RUICERTLT—ZORMEHAZKROLEBVIEEL £

‘a‘o
1. [Time Range] fEJ®% C, [Last2 Weeks], [Last 7 Days], [Last 24 Hours], F7={% [Last 3 Hours] PR &i
ERLET,

2. WAL LFHAESRE S D121, [Af Bydate) 1227 U v 27 L, BlMGHRFEK T AR ZIELET,
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ATvT3

ATy T4

ATy TH

ATvT6

ATy 717

ATvT8
ATvT9

ATy 710

Syslog H—/N\—~ADEZOST DI Y AR—k .

3. [Applyl %27 U2 LET,

N o FlEAR 7 2R 5123, BAn Z7ORICHLRME7 ) v 7 LET,

FEA 7L, W< OPDOFEEn ZTOBIIRDZENTEET, RKEE27 ) v 7358, —EDIBN
DFEEER 7 2R RTEET,

GE) Biftm 7' 1%, CatalystCenter |2 K> CHEITESNIF AV AT LT —F# %X v 7 F ¥ LET,
FE:A 1 7 1d, Catalyst Center (X » CEITSNIZH AT DV T XA TY,

(ER) LEMORAL NZRRINTEER 7OV A N TRHECEE VA vE—V% 7 U v 7 LET,

FRDOARA o T[ARY MID (EventID) >[4 RV MID %S )y TR— KIZaE— (Copy Event ID to

Clippboard) 1% 7 Vw27 LET, at =N IDAZ API CEHTLHE, A XU NIDICESSKERR S

Ave—VERSGTEET,

w7 OHMORA ANZEKR Y —0 [ERB (Description) ], [2—H— (User) |, [41 2 —7 x4

A (Interface) ]. [38% (Destination) | BNFE /R SIVET,

GE) Eitro 721, A n— FIE# A& T POST, DELETE, PUT2 YD /) — A7 v REMEDRE
ME, TARAL AT v o SNEREREDY T AT REMEOFEINF RSN E T, Cisco
DevNet @ API OFEMIIZ DWW TIX, [ CISCO DNA Center PlatformIntent APIs] Z&M L CTL 72
é l/ \O

({LE) [Filter] 2 U v 7 LC, [UserID], [LogID], %7z [Description] TR 7 %7 4 /LX) 7 L&
75
[Subscribe] #7 U v 7 LTHEEn 74 X a8 LET,
syslog —/3—D U A NNFRREINET,
BekT D syslog br—"—DF = v 7Ry 7 A4 0L, [Save] &7 Vv 7 LET,

GE) Bt 7 A R N OB A RS B2, syslog = _"—DF = v 7Ry 7 Ak A 72 LT
[Save] #7 U > 7 LET,

FHRD~A T, [Search] 7 4 —/V FEEM LT, 2 A v bE—VHNOREDTF A MR LET,
FEEMIZHHA=a—T A ar%7 1) v LT, [Activities] > [Scheduled Tasks] T. OS D EH LT /A
ADIHI EDOTE, HEITH, BTBIORROEHRS 27 2R LET,
EEMIIHDA=a—T A ar%7 1) v LT, [Adivities] >[Work Items] % 7 ¢, #f7H, 52T, B
FORMOEEEB 2R L E T,

Syslog H—/\—~DEEO T DI Y AFKR—F

X1 YTAICEATEIHRSE: LVLZETHERr 7 E=2 ) 7DD, Ehn /%
Catalyst Center 2> 5> R U —Z7ND Y E— b Syslog h—/N—|Zx= 7 AR — 552 L&
HESEL 9,
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SRTLEENER |
B xxozzx

syslog tr— "— &GRS H Z & T, B " 7 % Catalyst Center 7> 5D syslog H—/3—
I/ AR— R TEET,

1a s BRI
[System] > [Settings] > [External Services] > [Destinations] > [Syslog] #E#k T syslog —/N— %%
ETHLENRHY ET,

AT EEBCHDHA=a—T A2 %27 Y v LT, [Activities] > [Audit Logs] DIAIZER L F 7,
AT w72 [Subscribel 227 VU v 7 LET,

RATY T3 BEET D syslog h—/N—%FIR L, [Save] 27V v 7 LET,

ATy T4 (LE) BEAEMRT 2121, syslog V— S—DRIRAEMEFR L, [Save] #2 U v 7 LET,

R ERR

Catalyst Center TEITHDZ XY | SET LIZ A7 BLRORKLIEZ 27 ICBET 5 E#RE &R
RTEET,

ATV EEBIISDA=a—TAar% 7V v 7 LT, [Activities) > [Tasks] DNAIZIEN L F 7,
A DA > D [SUMMARY] SHIKIZ X, kDU A MBERINET,
* [Status] : [Upcoming]. [In Progress], [Success], #3JOF [Failed] ¥ 27,
« [Last Updated] : i# 2 [3 Hours]. [24 Hours], F 7213 [7 Days] IZEH IN7=& A7,
* [Categories] : DO AT TVIZEHESNW =X R Y, —FIZEBONT T ZRIRTEET,

* [Recurring] : EH & A7,

ARTF9 T2 #RA7 V%7V v 27 LT, [Starts], [Status]. [Lastupdated]., BLOEH%DHX 27 #ITHO X A7 |
SETLIeZ AT K LT 2 A7 123 280015 # % 7~ 7 slide-in pane & B & £ 77,

ATv T3 KL% A7 D slide-in pane T, [Download Error Report] V> 7 %27 ) v 7 LT, TNETNDHX AT DT
T—UAR—bEF¥yrm—RLET,

tar 77 A VPERR S, B — B A< IR ENE T,

G¥) YR— b =R AT DB, B0 5L OMOFEMMA T, Fvrum— LT —LR—
MR TE ET,
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SR AMDO7 VT4 1L

Catalyst Center 7 7 A Z T [ JME (HA) &7 277 4 712¢ 5121, ROFIEZETLET,

ATV TN EEMIZHEZA=a—TAar%2 1) 7 LT, [System] > [Settings] > [System Configuration] > [High
Availability] DIEIZZR L E T,

AT w72 [Activate High Availability] 227 V v 7 L £,
HA OFEHIZ OV Tix,  [Cisco DNA Center High Availability Guidel] # &ML T 7230y,

ACEL S 7 S =
REREDERTE
T 7 AT Ui D —/L)3, Catalyst Center & Catalyst Center 77~ b 7 4 — A Li#(E
TOHMENG LY — K—F 4 BT 7Y r—3 3 ORNIAFIET 554 1%, [Integration Settings]
ﬂﬁ?éﬂ%ﬁ%@i# Catalyst Center D IP 7 R L AN, A X —F v A EEFR ~ b

WCHEH T 2BID IP 7 R L AIZNEIIC~ v B0 7 S5 568120, 20 X 9 225653
%éébia“o

| o

EE CatalystCenter D3> 7 7w 7B L UOMEI L4, [Integration Settings] X— 27 7 &AL, (WE
WIS UC) RO FNAEZ LA LT [Callback URL Host Name] & 72 (% [IP Address] % 5879 2 40 5

WY ET,

4RO HREIIC
Catalyst Center 77 >~ F 7 4+ —Ab A VA =L LTEBEET,

RT9T1 EEBICHDEZA=a—TAar%27 U v7 LT, [System]>[5%FE] > [Integration Settings] DIAIZER L F
‘déo

AT T2 =R R—F 87 7Y lr—3 3 7 Catalyst Center 77 v b7 4 — L LHIET D & TR T 2 LEN
¥ 5 [Callback URL Host Name] & 7= 1% [IP Address] # A L ¥ 77,

Gx) [Callback URL Host Name] & 72 1% [IP Address] (%, Catalyst Center (ZNEIIZ~< v B 7 & T
DINEBIANT AR A M ET2IZIP 7 RLATY, 3/ —R7FA%%y N7y 7DVIPT FL A
72 RELET,

ATv T3 [Applyl 27 U v 27 LET,
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OJ0A A AyE—CDEEE
Catalyst Center (22 7 A > LTz R TOZ—HF— IR RINDHA v E—VERETZET,

1R HHEIIZ

SUPER-ADMIN-ROLE %7213 27 LA FHMERR A 5> CUSTOM-ROLE O —H—DH78 =
DFMEZFATTH N TETET,

AT EEBCHDHA=a—T A ar%27 Y v LT, [System] > [Settings] > [System Configuration] > [Login
Message] DIEIZEIR L E T,

AT T2 [Login Message] 7 ¥ A hAR v 7 A A v E—VH AT LET,
ATv T3 [1R7F (Save) 227V v 27 LET,
Z DA vE—E, Catalyst Center @ 7 A L ~2—3?D [Log In] R ¥ > D FiZFRENET,
“BCZDOA v E—VEHIRT 25813, KOFIEEZETLET,
1. [Login Message Settings] ~*— 2K Y 9,
2. [Clear]Z27 U w2 L, [Savel] 7 U7 LET,

JAXCDEHTE

Catalyst Center EFEL L TWAH Ry NT—7 T NAL A LDEOMIrE L THRESN TS T 1
X —N=RHLGEX, e =N DT VB RAERET HIMLERNH Y T,

)

() Catalyst Center (%, Windows New Technology LAN Manager (NTLM) #RiEzfiHT 5 7 2%
P—R—ZHPR—=F L TEHA,

1R BRI

SUPER-ADMIN-ROLE#[RZ o —V DOAHN Z DOFIEEZ EITT D Z N T £4, FEMico
Wi, 22— o —LOWEEZZR L T ZE N,

]

AT TN EEBICHDIA=a—T(ar%27 1) 27 LT, [System] > [Settings] > [System Configuration] D JIEIZ Z 4R
]\/iﬁ—o

AT w 72 [System Configuration] K& > 7 Z 7> U 2 k)25, [Proxy] > [Outgoing Proxy] z &R L £ 9,
ATYFT3 7ax $—N"—DURLT RLRAZ AN LET,
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AT T4 FTaxi Y —R—DR—  EEEAITLET,
G¥) «HTTP O34, A— S 3EH 80 T,

o IR— FEFOHIPHIZ 0 ~ 65535 T,

ATwTS (FTvay) TaXih—_"—Rira LEE T 554, [Update] #27 Y v 27 LT, 7r¥h——
T 7 BEAT DD —Y =LA T—R&E ASJLET,

ATy 76 [Validate Settings] F = v 7 7R v 7 A& A4 12 L, #HIRIC Catalyst Center C 7' 11 3 LA AIRF 0D 3% 78 A3 AL &
noE9ICLET,

AT T BRNEZMERL, [Save] 227V v 7 LET,

HIRNEE T Y BT DI120E, [Reset] 227 U w7 LET, BEFO T 0 X Ui ELHIFRT 2121, [Delete]
Vv LET,

TaxERE L, [Proxy] V4 v RUICREZR R TEET,

X)) T1ICET HHESRIA

Catalyst Center |X, TIVAKELEE=F —BLOEHENGEDORA MNAy NI =TT L ZAHD%
BotxX=a 7 4 eEEZRIELET, X2 U7 o Migld, PIHEICEREL T, ELIEET S
VERHY ET, WOEF 2V T 4 ICHATOHERFERHIINED Z & 2m<HELET,

« Catalyst Center |£, 77 A4 X— MNEHIX Y NUV—27 N, BELOAS V¥ —F vy M EDOIEH
TE 72y FU—271Z%F LT Catalyst Center ZBIVTW2WT 7 A4 7 0 4 —/LDERRIC
BALTLIEZIN,

cEHHARY NU—2 b =TT A X Ry MU= PMERNZEH 555G 13X, Catalyst Center
DERA B =T A AL =T TARA VB =T o f A ZNTNEH R Y T —
7B =T TA X Ry N =7 L TLTEE WV, ZHUZ XY, Catalyst Center D
BEICEH SN2 —ER L, Xy NI T AL R LOBEBIOVEFRIZEH IS
P—EAL DR THEREICF v V=7 JHEBMTOIE T,

«3/— K27 F A% &y 7 v 7 CCatalystCenter % BT 25 81E, 7 FAXA L F—T =
AAPGHES TRy U =7 IZER SN TV D Z & 2 L’C< TEEWN,

Ny FDTF T AZTELHRY BRI, EX2 VT ARy FEGOERRT v /7 L—
RC Catalyst Center 7 > 727 L— KL TL &V, FEMIZOWTIE,  [Catalyst
CenterUpgrade Guidel]] &ML T 7230y,

« HTTPS 7' 1 % > — " — %A 1§ 5 CatalystCenter IZ L > TT7 7 BAI#%5 U E— h URL
ZHIFR L CL 72 &V, CatalystCenterid, 1 ¥ —F > MEETT Z7&®ALT, Y7 U=
TT7vTT—h FARVA TAALAAY T MU =T #FUm— KL, BHO~Y

TER, 2= —T 4 — N 7 R R LV THEIICHESNTVET, Zb
DEHTA & —3y M A R 5 2 L ITMnAE T, 7272 L, HTTPS 7'r X v
Y= R—% I L TR ARt L E T,
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cBEHDOIP T FLABIOHEFADALZITAI L, RIEHOR—h~DXRy N —7 Efii a7
Hy 7352 IR0, T AT U —/v & L7z Catalyst Center ~D AJ13 KO /)
BHEDZ A —TTA X 3y NI =T EHEFIRL TS EE0,

« Catalyst Center D [l &4 — N—FEEZ | WHFRGER (CA) 12X > TES SAVZFEN
FICE XM TIEEN,

AL TVD Ry Y=V BRETHRERS AR, SFTP A#ME— FZ B\ LES, 0
E—RTHE, VI — Ry NU—T T ARHOEEESAA — R & ] L T Catalyst Center
IZECE £,

s T TGP R—ADT T ITAT UV ARET 4V —REEHILET, 2OV 4% — RiZix
H O B4 GEHENME L Q0 ET,

o W/ NTLS X—Va %7 v 77 L— RLET, CatalystCenter Tid, TLSv1.135 L TNTLSv1.2

NT 7 4 N THECR>TWET, AL TSRy hU— 7 BRE CHREREAI. &
INTLS N—=Ta & 12 ICRET D Z L 2L £, FEMic >V T, A/ TLS /N —
Vg VDT L RC4-SHA DA (ZaTHRY) (16 2—V) 2R LT EE,

R/INTLS /A—2 3 U NDZEE & RCA-SHA DEE (L THLY)

tXal) T4 IZBF B HEEREIE : Catalyst Center D325 D TLS #2652 oWV CTid, /) TLS
W= g & TLSVI2IZT v 77 L —RT5Z L 2R L ET,

MRy BT —27 B0 ) — AN R REST APL#EK (/ — A 37 K REST APl X— 2D
TV r—var, 77 U%, BEIOHTTPS Z 4 H L T Catalyst Center [ZH2f5E L TV DR v b
T — 7 T /8A A7 L) 1%, Transport Layer Security (TLS) 7'm h /LA L CTR#EINE
—g—O

77 %)V hTi&, Catalyst Center (% TLSv1.1 & TLSv1.2 Z ¥4 — k L £ 28, SSL/TLS ##i D
RCAMEHII AR — M LERE A, RCAK ST OIRN H D7D, Xy NI —TF /A X T
PR—FENTWEEAIE, /N TLS N—2 3 & TLSVI2 IZT7 v 77/ L— R4 5 2 & & #E
TLET,

CatalystCenterﬁ?U?fEﬂ—F@* hT— 27 TN AR OF/NTLS 23— 3 > (TLSvI.1) F72i&

W5 &R — R T& 7261/\/)77.:; . Catalyst Center (213 f/N TLS X—Va v A X U7 L—RL,
RC4-SHA Z AT HREA TV a VHAHESNTHEY, 2L, X2V 7 1 LOHH
SN CatalystCenterTLS D=V gk L— KLY RC4-SHAR S 2B LT
L7anZ &2 L £,

Catalyst Center T TLS D/N— 3 VAW F£721X RC4-SHA AT HI2IE, *Hed 57
TIAT AR T AL, CLIZERLET,

\)

(GE) CLIlawYy RiE, VYV —ARZELIZETINDAREERH D 7, RO CLIOFITIX, +XTH
Catalyst Center U U — R |Zi#H SN WA[EEHEDO H D a~ > RECEFEH L TV ET,
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| YZFLBEOER
BITLS A— a3 OEEL ReSHA DAL (Z2ThL) [

15D B HIIC
ZDOFNAZEFEITT B 72DI21E, maglev SSH 7 7 & AMERRS M B TT,

\}

GE)  Zotx=U 7 ¢ FHEIX, CatalystCenter (2R — M43 A L E3, ZOFIEDFEITIZL Y,
Catalyst Center 1 > 7 7 A ST 7 F ¥ ~DR— D T 7 v 7 PDEHHBENC2DZ L0 H
DVEFT, LENR-T, TLSOREITHEBEITh VL I L, A7 E—ZEMERITA L TF
AR TPICDOZT 5 BER DY £T,

RTYT1 SSHIZ FA T " LT, EY 4 — RTHEELZIP 7 KL AT Catalyst Center 777 A 7 > AT
nsA4 L LET,

SSHZ 947 FCANTAHIPT RLAIF, Xy NI—7 THETHXRAICRELZIPT KLATY, Z0D
IP7 RLRIX, T IAT VAZHNEBRy hU— 7 128k LET,

ATFY T2 FREINFHESIT, SSHT 7 B AR —F =4 L 20— RE AN LET,
AT T3 ROa~vr REANLT, 7 T7AXTHEANI/>TWD TLS XN—V a U 2R L7,
wiz, BlERLET,

Input

$ magctl service tls version --tls-min-version show
Output

TLS minimum version is 1.1

RTYT8 JFAZDTLS N—Va v EERTHEAIT, ROa~vr FE A LET, 72& 2IE, Catalyst Center il
HMTORY NT—T TR AREHFEDOTLS N—T a rEVR— N TERWEEIL, BIEDOTLS N—V a v
EURION—= a VNZEETLOMLENELDHZ ENHY £,

WOBNE, TLS N— 2> 11 15 10 ICEET L HEEZRLTOVET,

Input

$ magctl service tls_version --tls-min-version 1.0
Output

Enabling TLSv1.0 is recommended only for legacy devices
Do you want to continue? [y/N]: y

WARNING: Enabling TLSv1.0 for api-gateway
deployment.extensions/kong patched

WOFNL, TLS X—2 =3 1.1 035 1.2 1288 (RC4-SHA AN L TWRWRESDOLTAIEE) 25 FiEs
RLTWET,

Input

$ magctl service tls version --tls-min-version 1.2
Output

Enabling TLSv1.2 will disable TLSv1l.l and below

Do you want to continue? [y/N]: y

WARNING: Enabling TLSv1l.2 for api-gateway
deployment.extensions/kong patched

GE) RC4-SHA Bs SR A 72 > TV DGHE, TLS N—Va v 12 & xg/Ih—TYa v & LTHIET S
LY R ERTVERA,

| vzx7ogEnss Il
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B oscamzozs

ATy TH

ATvT6

ATy 17

ATvT8

75 A% TRC4A-SHA ZEHCT AICIE, Oa~<vy REAHLET (BXa7 TRV, LELREA
ZHicLTLLEEN)

TLS N—T g v 12 08/ —V a o THHEAE. RCASHA B S 2 AT A2 EE T R—F ST E
A,

WOHENL, TLS N— a3 » 12 BEMI > TN L a2 R L TWET,

Input

$ magctl service ciphers --ciphers-rc4=enable kong
Output

Enabling RC4-SHA cipher will have security risk

Do you want to continue? [y/N]: y

WARNING: Enabling RC4-SHA Cipher for kong
deployment.extensions/kong patched

a7 b TROAY Y Fe AL T, TLS BEL U RCA-SHA RESNTWD Z L 2R L £,
Iz, BlemLET,
Input
$ magctl service display kong
Output
containers:
- env:
- name: TLS V1
value: "1.1"
- name: RC4_CIPHERS
value: "true"
G¥) RC4 B L NTLS Ofg/h3— 3 UERE STV A 4513, magetl servicedisplay kong ==~ >
RDenv:i IZV A RENFET, TROHDENRE SN TWRWEEIE, envi ICRRENEF A,
LIRTIZA)IZ L7z RC4-SHA B 5 2 BN T 2121d, 7 7 AZ TROa~y Re A LET,
Input
$ magctl service ciphers --ciphers-rc4=disable kong
Output

WARNING: Disabling RC4-SHA Cipher for kong
deployment.extensions/kong patched

Catalyst Center 7 77 A 7 AnHua 77w NLET,

JOFAIAEDRTE

Fy N = HBIZ L > TiX, 7mx 7 — b U A%, Catalyst Center & EFHT 5 U E— b
Fy hT—7 (SEIERRY NU—TT A 2 %ET) OMIAEET D ARetENH 0 £7,
80 R 443 72 ED— YRR — MEIDMZ DT — bV =A T u v amm L £d, ZD7D,
Catalyst Center FHICEXE SN2 Ry NT—TZ T _XA ANEDSSLtEy v asix, 7axor—
P2 THRTTHZEICRVET, LEX-T, ZRHDOVE— bRy NU—ZHIZHD
Xy MU= F AL L, Fux 7 — U = A fFH TOH Catalyst Center & {5 TE E7,
Xy NI =27 T34 A7 Catalyst Center £721%, ((FIETDHEIE) TrX v F—ho=A b
BRTEHCX DB AMNLT 5720, Xy NU—27 734 2%, B#ET 5 CALV— MEE
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| vRFLEEOHERK
Joxvinzonz |

T, ERITFEORR TIE— =B OFEHELZ - T, @ yrEYa =7 Shi
PKI N T A MR NT Z2RETDHLERDH Y £,

PnP /P —E R L o TT NS ZADF U R—FIZZD L S 27 n X U RRE SN TV DY
Bl F v T =7 T8 ANEAT Catalyst Center Z{ZHEB L UOGRRETE 5 X )1, 7%
& Catalyst Center 1 —/N—GEHEZ R —IZT 52 LA HELE L £,

7'r X — b U = A 73 Catalyst Center & EHXRDO Y E— by MU —7 OITHFET HH
FU—27 FARB YT, ROFIEEZFEITL T X7 — b7 = A FEHE% Catalyst Center (&
AR —hrLET,

IR& HEIIZ
» SUPER-ADMIN-ROLE #E[R & Ff o2 —V DN Z DFNEEFEITT D52 ENTEE9, M
ZOWTHE, 22— o— L OBEEZSHRL T EI,

« Catalyst Center & Z DV —ERIZEETHTRX T — R UM DIPT RLAZMHEHT S
VENH Y F9,
e XU — by oA THEFHIN TWAIEAETZ 7 A L EZ > TWVWARLERH D £
T, AEAET 7 A LVONFIL, ROWTNNTHERINTWDLMERSL D 7,
*PEM £721Z DER XD 7 a7 — b U = A OFEAE, BLOHCEA S REHA
*PEM £72IEDER RO T %o 7F— b7 = A OFEAE, BIOAREEED CA 12
Ko THATEINTAEAE,

«PEM ¥F721ZDEREX DT %y F— v oA OFFAEL ZOF = — 1,

TNAAET X — Ny = A THEAINDFEEL, RO TFIAIZHE > T, Catalyst Center
WA VR— T H20ERH Y £7,

AT EEBCHDHA=a—T (A ar%27 ) v 7 LT, [System] > [Settings] > [System Configuration] DJIEIZ ZE4R
LET,
AT w72 [System Configuration] K1 v 7’4 7> U Z ki [Proxy] > [Incoming Proxy] % 3&R L £ 9,
AT 73 [Proxy Certificate] 7 4 > RV T, (fFET2HAEL) BHEO T mX 7 — bU = A GEAEDT — ¥ 2 £IR
LET,
G¥) [Expiration Date and Time] (X, 7"V = » VIEHERF (GMT) fE TR E T, FEFEARHIRD
2 % HHZ, Catalyst Center O GUI (23 AT ABHINFE R SILET,

ATV T4 Taxr— U oA GEAELZBMNT 5121%, B OB E 721% CA FEB#E % [Drag and Drop Here] £
WIC KT 7T RRey 7 LET,
(6= PEM F72Z DER 7 7 A )V (AFF = SUEED 7 7 A VTER) 7212, Oz L
T Catalyst Center (T4 ' R— FT&EEJ, SHIZ, TOFIEITITWEF—ITLETITRL,
Catalyst Center |7 v 7'm— RN S EH A,

| vzx7ogEnss Il
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SRTLEEDER |

B ssios—+wrrTnxamgoryTn—+r

ATy TH
ATvT6

ATy T17

[fR7F (Save) |27 U v 7 LET,

[Proxy Certificate] 7 « > KU ZHH L, BHF N7 aXx o F— by oAl EOT — X 2R R LET,
[Proxy Certificate] 7 ¢ o R VIZFEK/R S IEHIT, BT LWGEESA, BITH. BRI OGEREE L K45
LOCERTHNENDY T,

Tuxr— b A GEFEOKRE AT DIZIEL, [Enablel R¥ &2 Y v 7 LET,

[Enable] RZ %27 ) w7 FHL, Tuaxe S —hy=APOOERFZa Fu—F R (U R—FSh
X =y oA FEAEZIK L ET, [Enabled] RZ %227 U v 7 LRWEA, a2 bo—F 3hA
DOACEAEHEE TS VR — N SN CAFEHEZ Ve v 7 — b oA IR LE T,

Tux s — b oA GEHEORENMEH S TWAHEE . [Enable] RZ L7 L —RRESNET,

SSLA U A—tJhJOxEIBAED 7y JO— K

&

ATy T2

ATvT3

CatalystCenter & 7 b =7 7 v 7T — DX 7 u— Kt Th S Cisco Cloud & DIZERE
ST ux Y —R—=TSSLEGHHENI 2> T 5HE, IERRREER G HIT SR
AEZHEHL T m X OB SN TNDE I LR L TLLIEEN, T4 ~— MEEAfH
HALTWLGEIE, ROFIEZFATLET,

)

GE) X2 VT4 &b TH7-0, b— b=/ ~D7T 7t AX Catalyst Center THEZHIT 72> T
F7, HIRMFE TR, 2B LR RN —T 4 VT VAT RET 7 ALV R
TLIT IV BATE WD, BHEOU AR ENET, -72L, Zokr7varoa
~ v RZMEHT2I121E, Cisco TACIZHEAE LT, /b— b = WIZ—RIIZ T 7 B A3 2 BN
b FEFT, HIRMEZT =IO T (9523—2) 2L TLEIN,

7u kvt —"—0FEHE (pemBX) % Catalyst Center H—/X—0 /home/maglev T 4 L7 b U |ZHaE
LET,

maglev == —+— & L C Catalyst Center —/3N—(Z SSH THft L, kD=~ K& AL ET, <proxy.pem>
[T, 7'm ¥ — =@ TLS/SSL GZEHE 7 7 1 L TT,

$ sudo /usr/local/bin/update cacerts.sh -v -a /home/maglev/<proxy.pem>

Zoa<wr R, kO AEELET,

Reading CA cert from file /tmp/sdn.pem

Adding certificate import 1E:94:6D:2C:81:22:BB:B2:2E:24:BD:72:57:AE:35:AD:EC:5E:71:44.crt
Updating /etc/ca-certificates.conf

Updating certificates in /etc/ssl/certs..

1 added, 0 removed; done.

Running hooks in /etc/ca-certificates/update.d..

done.

Deleting tempfiles /tmp/file0PpQxV /temp/filePtmQ8U /tmp/filercR3cV

vy FHAT, TMadded) OITZEL, BMSNIZENBER TRV E2MERLET, T =—HNODIE
AEICHESE, ZoBF 1 31 282580800 £,

B A7 LAREOHR
I
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ATV T4 koOa<w REANLT, docker BLUOH Z o 7Y — _R—L2EHid LE 4,

sudo systemctl restart docker
magctl service restart -d catalogserver

AT 75 Catalyst Center GUI 2> 5 7 7 7 Rk & fesd L £7,

AEAES K UBEBEXF—DYR—

Catalyst Center (%, &> 3> (HTTPS) DOFRGEIZfEH 412 PKI GEHEE BKRE L AR — K
LTWET, 2Dty a Tk, CA LIRS —RICRO LN EHINZ=—Y o
v NEEH LE, Catalyst Center [, PKIGERIEEBRFEREAZ M LT, P CA 2D X.509 FE
HELA AR—FLTRFEL, BELET, A A — b INTZFEHET Catalyst Center D7 A
TUT 4T 4 FEHFEIT/R Y | Catalyst Center [ZFRFAED 7= DIZ Z DFEHEA 7 74 7 MR
LET, 7I7A4T L ME, J—ARURAPI T SV r—varv by NU—=IFTNA AT

D
Catalyst Center GUI ZfE/H L TWRD 7 7 A /L% (PEM £721L PKCS 7 7 A VB T) A VAR —
FTEET,

*+ X.509 FEBAE

« FA % — (Private key)

N

GE)  FIEX—IZ O\ T, Catalyst Center TRSA ¥—0DA > R— h&EHHR—FLTWNET, =—
P—HEDOX—FIHL AT L THEX—ZREL TIEIWN, BEX—DOETY 27 AV A X(T
/NTH 2048 By FLEETY,

Catalyst Center 2.3.4.x LARTOH;4 . DSA, DH, ECDH, # X ECDSA ¥—% A 7% —h
SNTWARNWED, A4 AR — b LARWTL 7ZEV, Catalyst Center 2.3.4.x LARICld, FEHE
F = — BT b U — 7 EEE A & T ECDH 36 L UVECDSA O T A — h I E
A,

Catalyst Center 2.3.5 LABETlL, T X TOF—F A IR R—F3hvE7,

A VAR — NTDHHENT, P CA THAIT S AL A 2078 X509 FEE & ks & — 2 S35 20
bV FET, AEABIITATOIMEX—ITHELTWARLERLY £7, A1 A —FT5 &,
XS09FEAEF L WEF —ICES< X2 U T A B HEIRICT 77 4 T S L E T, Catalyst
Center [3FFHEL, FRTEHT NS AEWET IV r—ya R L Ed, /—ARNT UK
APIT7 7V —varlxy NI—UFNNAL AT, ZThbou A AFRZHEH LT Catalyst
Center & DFHHEAR ML CTX FE 7,

| vzx7ogEnss Il



SRTLEEDER |
B ez ovr—+

\)

(¥ HBHOB4AEHEZMEH LY, CatalystCenter (A AR — M L7720 352 LidHEINETA,
P CA D AR X509 GEREZ A VAR— b5 LabEiv LEY, Sbic, 7777
R7 U A BREZ IER ICEMES® 5121E, B OBARENFE (7 7 4 /L kT Catalyst Center (21 &
A b= ENTVWD) &, WEICAIZ L » TEA SNTGEHFEICES R D LERH Y 7,

Catalyst Center |Z— 2 1 DDA >R — MFA X509 FEFAER L OBMEX—7Z 2R —FL
F£9, 2OHDMHEBLIOWMES—Z2 A v R— 5L, BHDO BEFED) A U BR— FFEH
SFAEL L OB —O|E» FEEX SN ET,

SIRREF—2 DY ER—

Catalyst Center CiX, GUI #41 L CREHE L fb * —% A 7R — h C& £7°, Catalyst Center (Z
AU AR—FSNDREE (BA INEENE) (ZORDBDAEAET = — I3 15 TMEEH
ENRHDHGEIL. FROO TALGERE & Z 0 DO L CA DV— MEEN I, 1 U R—
FEINDHE—DT7 7 A MBI NDMERHY £, ZbOIEAELZENT 25E51F, &
EDFEBEOF =— LRI UNEF CTEBMNT 208 H Y 7,

WOREAEIL, Bi—0 PEM 7 7 A M —HICHE Y (1 2 0ERH Y £5, AREOY T V=
7 M ERIT AT, ELODREESA V= b 3N, T LVIEF SR ST 2 &
ARERL TS, £, Fx—ICHENDTACORAHB—HIHY (1T S5 TH 5
CLEHRLTIES Y,

* [Signed Cisco DNA Center certificate] : {44 7 ¢ —/L FIZ CN=<FQDN of Cisco DNA Center>
NEENTNT, BTl RITHEIO CN 2Fi > T 5,

N

GE)  WERRRER (CA) IZLDBAANY OFEHEZ A VA M—LT 58
A1X. Catalyst Center ~D 7 7 & A3 %3 TD DNS 4
(Catalyst Center ® FQDN % & ¢) HFEHE D alt_namest 7 > =
VTHESNTWS Z L 2R LTIV, FMIcoV TR,
[Catalyst Center Security Best Practices Guidel] @ [Generate a
Certificate Request Using Open SSL] #Z M L T 72 &0,

» [Issuing (subordinate) CA certificate that issues the Cisco DNA Center certificate] : {44 7 1 —/L
R1Z Catalyst Center DFEFIZEZ 1795 (FAL) CADCNNEFEINLTWT, HITILA/L—
FCADCNTHhS,

* [Next issuing (root/subordinate CA) certificate that issues the subordinate CA certificate] : {4

74—V RBNA—KCAT, BTN L7 4 — NV FERIUETH D, TNONRHECMET
BRWEANE, TORDIITILEBMLTHNE ET,

B O ATLBEEOHEMK |
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| vRFLEEOHERK

Catalyst Center 4+—/\—SIBRE D E#H .

Catalyst Center H—/\—:EBAZ D E$H

ATv T

ATy T2

ATvT3

ATvT4
ATvT5
ATvT6

Catalyst Center (%, X.509 FlEF] & & % % — @ Catalyst Center ~DA V' HR— F & X ML —TU %
R—=FLET, AR —FrE2T5L, FEAFEMEXF—24H L T, CatalystCenter, /— AN
UURAPIT U r—vay, BEXORY NI —7 T ADOMIZZRTRHEETE 28RELY
BT 5 Z L TEET,

GUI @ [Certificates] 7 4 ~ U &M H L T, GEAFELFEX—% 1V AR—FTEET,

1R BRI

B CA 72 BFEAT ST A %72 X509 GEMAE 2 BUG T 2 083 H Y 97, GEFIIIA T 28
FEHXF IR LTV D RERH Y £,

EEBIZHDA=a—T A% 7Y v 27 LT, [System] > [Settings] > [Trust & Privacy] > [System
Certificates] DJAIZIERN L £ 7,

[System] % 7 T, BUEDOGEET — X 28 L £ 7,

ZDY 4 Y RUEFHNCHFE R LI & SICBIEOTEHAE L L TRRINDHDIL, Catalyst Center D H B4
FAEAEDOT — 2 TF, BHOBAEAEOADHRIL, BHFEELEICREINTWVET,

GE) AEBRO BREL, 7' ) = VIEHER (GMT) fECFRRESNET, aEHEABIRD 2 52 A
A, Catalyst Center ® GUI |23 AT ABHIN TR SHVET,
[System] # 71K DT 4 —/V RNFRSNET,
* [Current Certificate Name] : BL{EDFEE D4 i,
o [Issuer] : GEBIFICEA L, GEAEEZRBIT L= T 1 7 1 D4HI,
* [Authority] : H &4 £7213 CA D44,
* [Expires] : sEFIZEO AR,

[System Certificate] ™7 1 * K7 T, [Replace Certificate] 27 U >~ 7 L £,

Catalyst Center 2.3.2 LAFE Tld, #)9 T CSR 4T 25512, [Generate New CSR] U > 7 NER R SV E

T, FNUANDEEIEL, [Download existing CSR] U v 7 BFERENFE T, MEIFOCSR X U u— KL
TN Z—=ZFEE L, FEEFEEZARTE LT, PO CSRZMH L2213, [Delete existing CSR]
%7 Vw27 L, IR® [Confirmation] 7 1 > K7 T [Accept] 7 U v 27 L'£7, [Generate New CSR] U 7
MERINET,

[Generate New CSR] UV > 7 &7 U v 7 LET,

[Certificate Signing Request Generator] 7 « > K7 C, MH7 4 —/V RIZtE®REA LET,

[#Br# CSR O4RY (Generate New CSR) %27 VU w27 L£7,

AR ESNTFT LW CSRIZEHBIICHA U n— FSiLE T,

[Certificate Signing] 7 « > R 7IZI%X, CSR D7 BT 4 WEREI, ROZ ENTEET,

«CSR /a5 4 %L —rFTFAMTab—LET,

vzx7ogEnss Il



SRTLEEDER |
. Catalyst Center H+—/\—SIEAE D E#H

« Base64 & =1 °— LT MS CA IZHE 0 11T £,
*Base64 X 7 u— RKLET,

ATvI1 EE) T4V AZ U I ANVICHE CFEEAEH T 25615, [Use system certificate for Disaster Recovery
aswell] F = VAR 7 A% F N LET,

ATw 78 Catalyst Center |24 R — N HiEAED 7 7 A VIERZ A T HFINLE T,
«[PEM] : 7T A N — U NV AN A=) 77 A VB,
* [PKCS] : ABAF —Br 5 {bAEHE T 7 A LT,

GE) [Generate New CSR] 47" v 2 U 28R U CREHELZ ER L7254, [PKCS] 7 7 A L& A
A S 30 [Vl

AT9FT9  FEHERITIEND pTb CiEHED BT = —2 (F—"—BLOCA) s TWnbd Z L 2R L
F9, AARGEZ, ROFIELETL, F=— MR L GRANETET,
a) p7b/ > KL% DERERXTH 7 v— KL, dnac-chainp7b & L TERIFLE T,
b) dnac-chain.p7b FIEBAE % Catalyst Center 7 7 A X2 SSH # /L Ca ¥ —L £,
) kpavwr REANLET,

openssl pkcs7 -in dnac-chain.p7b -inform DER -out dnac-chain.pem -print certs

d) TRTOEHENSHINICFEH S, FITHE & Catalyst Center iEFIENZENTWND Z L 2R L E
T, PEM L LCT v 7 u—REHEITLET, iEAENRL—XT7 7 A WZHDGEEIL. WOTIEEE
TLC, HxD7 7 ANV EL T — KL THALITET,

ATV T GEFERIT IO —XT 7 A LV TREAE L ZOFRITIE CA F = — U Bt SN 25581F, kO FIEE
FEATLET,
a) PEM (base64) 7 7 A LZ&UNHET 57>, openssl Zf#f] LT DER % PEM (2254 L £,
b) FEE L ZDOFITIC CA ZHEifs L, GEED S AL CA 12§V T/L— Rk CA % T#% dnac-chain.pem
TrAMIHD LET,

cat certificate.pem subCA.pem rootCA.pem > dnac-chain.pem
c) PEM & LCT7 v/ r—R&ffrLET,
ATY 71 [PEM] 7 7 A VDA, WDOX AT BFIT L E7,

» [Drag and Drop] fH3k(IZ 7 7 A V& KT v 77> RRay 7 LT, [PEM] 77 A V& A R —FLE
R

G¥) PEM 7 7 A /VIZIX, A%h72 PEM IR OILIEF (pem) NHZETY, iEAEORKT 7
AP A XX 10 MB T,

Ty 7= RICET D E VAT AFEHESRIES NV E T,

¢ [Drag and Drop| fEIkiC 7 7 A V% RT v 77 K a7 LT, [PrivateKey] A A — F LET,

B O ATLBEEOHEMK



| vRFLEEOHERK

sianscep Jo—n—om ]

(6= R F—I21E, ARheE F—BNDILE T (key) BUHATY, WEF—OKRKT 7 A

YA XL 10 MB T,
Ty Zu— RIET 5 L, BES—RNBEESNE T,

* B9 % — @ [Encrypted] fEIk 5, B 5{bA 7> a U EBBIRLET,

o BE B L E BRI U286, [Password] 7 « — /b RICRVE X — D/ RAU— K2 AN LET,

ATwF12 [PKCS] 7 7 A VDGFHE, WDOHX AT HFITLET,

* [Drag and Drop] fElIC 7 7 A VA2 KT v 7T RRmy 7 LT, [PKCS] 77 A V& A R—FLE
R

G¥) PKCS 7 7 A MITiE, Axh72 PKCS TERDOYLE T (pfx £7213 pl12) BHTY, FEHE

DIEKRT 7 A NHA XL 10 MB TT,
Ty Zu—RICET DL VAT AGEEDSBREES N E T,
¢ [Password] 7 4 —/L R CREBFEH O/ A7 L—X %2 AT LE T,

GE) PKCS ODEEIE. A v FA— M LEEAEL AR T L —X %20 EBE LET,

o [fb3# % — (Private Key) |1 7 4 —/V FIZOWTIE, BEXF—OR LA 7 v a U EBIRL E7,

* [Private Key] 7 4 —/V R C, WE(LAZEIRL7-HEIX, [Password] 7 4 — /L RIZRE X — D /R AT —
FEATJTLET,

ATYF13 [Save 27V v LET,

GE) Catalyst Center F—/N— D SSLEEIENE S G D &, BEIWICR 77U FENDHT2H,
BEa A T HMERHY £7,

AT w14 [Certificates] 7 4 > RTVIZRY | EH S NIZGEAET — ¥ 2t LET,

[System] & 7 (/RSN DIGHRPBEHT S 4L, B LWGEHEL . BITE. BLORERERA KBRS ET,

54&B SCEP J 0 —H—D{EHA

Catalyst Center ClX, F v b T —27 T4 ZA~DFEAEOKGFKE 7B EY 3 =2 7T Simple
Certificate Enrollment Protocol (SCEP) 2MEAH SivEd, MHE D SCEP 7' u—7 L FEAE Y —F

AEMEHLIEY, S0 SCEP 7 rn— &= FEH L) TxFE9, FESCEP 7 r—h&E v |
Ty 7T HIE, UTFTOFREEZFEITLET,

N

GE)  SCEP DAz W T,
AN

[Simple Certificate Enrollment Protocol Overview] Z &L TL 72X

vzx7ogEnss Il
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SRTLEEDER |

B rsrossmz~ouyzEz

ATv T

ATy T2
ATvT3

ATvT4
ATy TH

ATvT6

EEBICHDA=a—T A 2% Vv LT, [System]>[Settings] >[Trust & Privacy] >[PK| Certificates]
DNEIZEIR L E T,
[PKI Certificates] 7 4 > K7 T, [Use external SCEP broker] 47> a v HRZ %7 v 7 LET,
AEGEREFEZ T v 7' n— R 2121E, ROWTNLOAT v a r 2 LET,
A A N s
s RT7v 77 U RRay7LTryra— RT3
G¥) pem, .crt, cer REDT 7 ANZATDOHREHATEET, 77 AL A LT I0OMBEHEZ 5
LIXTEERA,

[Upload] 227 V v 7 LET,

7 7 % /L hTlL, [Manages Device Trustpoint] NHAINI/R > TWET, DFED, T/ AT

sdn-network-infra-iwan K 7 A RN A > R D3ERE SAVE T, Catalyst Center?dk D FllEZ FIT L T 7ZE 0,

a) 7 /34 AN SCEP % CrREAEZERIT 285 URL # A ) L E T,

b) (LE) SEAECHEHINAEEOY 7V =7 b7 0 — v K (E, #ug, N, FERk. AL &)
AN LET, @4 (CN) 1 F, TAAZADT Ty T+ —L1ID LT 1A ZAD T Y T VE G EEH
L T Catalyst Center (2 &> CHBIRICRE SN ET,

¢) [Revocation Check] 7 4 —/V R C, Kuv 77X VA&7 U v L, @UIRKNF =y 7473
VEBRLET,

d) (EE) [AutoRenew] F = v/ Ry 7 A& A2 LT, BEIEGOEGE A LET,

[Manages Device Trustpoint] M EZNZ 72 > TWDHE, T AL ARARBLIRVA VYL ADT 27 T A

TULA NI EFRETDHLIICT DD, 7351 AZFH) T sdn-network-infra-iwan b 7 X MR A > b &5 E

L. fEHEEZ A VR — b 20 ENH Y £97, Catalyst Center [T /34 AFEHE T 2 hARA > FORRE ]

AL TLTEEN,

(RTF (Save) 1227 U v 27 LET,
SIS CAREIERNT v 7 m— FENET,

7y u— RENTAMNTREEL B & X 555513, [Replace Certificate] 27 U > 7 L, #ERFEMAZ AT)
LET,

RER PKIGEBAZE~DEIY B Z

ATy T

ATvT2
ATvT3

ABREN S 27T v 7' — K LIz, WEGEVTEICE D B X 25813, ROFIEEZFATLET,

e ERBCh H A=a—T 3% 2 ) v/ LT, [System] >[Settings] > [Trust & Privacy] > [PKI Certificates]
DIEIZER L E 9,

[PKI Certificates] 7 « > K7 C, [Use Cisco DNA Center] 47" a v HRE %7V v 7 LET,
[Switching back to Internal PKI Certificate] 77— b C. [Applyl 27 VU v 7 LET,
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Catalyst Center PKI EREN T2 27—+ [}

[Settings have been updated] A v E—INRRINET, FHEMIZONTIE, PKIGEHEO 2 —/LZ/L— K
MO TNACAERE ] Z2ZRLUTIZEN, .

Catalyst Center PKI SEBAZ (D T Y X R— k

Catalyst Center Tl&, T /3 AZFRAET D200, AAA (TFU LA L35 —n—F
721X Cisco ISE — =72 EOINT T 4 7 4 AR ET DT DITHEEIRT A AGEHEL ¥
vra— RTEET,

AT EEBCHHA=a—T A %7 v 27 LT, [System]>[Settings] >[Trust & Privacy] >[PKI Certificates]
DNEIZEIR L E T,

AT 72 [Download CA Certificate] %7 V v 7 LT, 734 ACA %7 AR —hF L, [GHTESH CAL L THMNE=
YT AT AITEMLET,

EAENEE

TINA RELEAEDEE

BIXIGET S A AINT A R % iRGER L OFREIT 5 72 91T Catalyst Center |2 & > THIT 7o
FEEEZ R RBLOEHTEET,

AT BB A=a—T A ar%7 Vv LT, [Sysem]>[Settings] >[Trust & Privacy] >[Device Certificate]
DN EIN L £7,

[Device Certificate] 7 ¢ > K 7121, AT SNTGEAZED AT —F ZAPMERID AT —F2 A X TICRRIIVE
R

* [Expired] A7 —# A4 7 : HRMIRPUINFERAED Y A M2 FR L ET,
* [Expiring] A7 —# AZ 7 IR NTSNTWLHEEHED Y A &2 FIETHERLE T,

[Al] AT — X A X T HRh7eFEHE, BRI OFEHE, BXOHRINELTOIEHED Y X &R
/j—_\‘[/i—a_o

* [Revoked] A7 —F A% 7 : OIS N GEHEELR R LET,

AT w72 [Device Name] & [Issue To] DEIZFESW T, FEHEEZ 7 4 L& ) 7 TE £7,
ATv T3 [AREAELZRVIETSHAIL. ROFIEEZFITLET,
a) [Al] AT —H2AXT %270 w7 LET,
b) [Actions] #IC, HV {ETREEICKET D [Revokel 74 2 %7 U w7 LET,
¢) MRV A4 RUT, [OK]Z27 Yy 7 LET,

SR LEEDWH,
|
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B 7 xamzosnmmons

ATy T8 GEAEOHMEZ = AR — N 58551, [Export]) 27V v 7 LET,
REFAEOFEM CSV IEA T/ AR —h&anE 7,

TN REEEAE D E N EAF DERE

Catalyst Center T, CatalystCenter O~ 7 A ~— K (N#) CA CEHBIVEHL TWDHI Ry

N — 27 T ZADOFEAEO G 2R 2 A H T& £9°, Catalyst Center TDFEHE DA M
DT 7 4V ML 365 H T, Catalyst Center GUI Z i L CREBHEO AWM AE L E T D &
ZILAREIZ Catalyst Center (2% U CREBEFEA ZRT DK > MU —27 T34 ZIZZE DA O
ERF Y THENET,

\}

GE) TR ZFEHEBO T A 7 X A MMExE CAFFBHED T A 72 A MLV KELFTHZ LT TEF
Hh, IHIT, CAGEHEDERD OAMBARE INT-T A ADFEHEOA RN L v E
WIEA . T, REFFAEO AL OB CA SEAEOR Y OB & R Iz £3,

ATy BRI A=a—T A ar%27 Vv LT, [System]>[Settings] >[Trust & Privacy] >[Device Certificate]
DNEER L £,

RAT9 T2 THAL AR ELBEOT NA AGEAEOH MM AR L ET,

AT 73 [Device Certificate] 7 1 > K7 T, [Modify] 27 U v 7 L7,

AT v 7 & [Device Certificate Lifetime] #1472 7K > 7 A2, HLWMEEZATILET (HED) .
ATv 75 [Save] &7 Vv 7 LET,

PKIGEBAZDO—IILZEIIL— DS TFHLICEERE

7 734 A PKI CA (% Catalyst Center D77 4 _X— k CA THV, ==L 773147 FD[H]
DHEFREOMESL & PRI SN DA ERLF — 2 EFH L E9, 7 /31 APKICAD B —/L & /L—
F CA S ML CAICEET DI, ROFIEZFATLET,

[PKI Certificate Management] 7 4 > K7@D GUI ZfEH LT, 774 ~<X— T (H#B) Cisco DNA
Center CA D —/L%&/L— bk CA DD FLCAICERETEET, 20— L EETETHERIT,
ROFNEEFEITLET,

« Catalyst Center 7% FAL CA O&E|Z R4 L 51254, T TIi—h CA (L& ziE
Microsoft CA) 734 ¥ | Catalyst Center % FHZCA & L TEROTWH DL B sinE T,

o TALCAMFERITHRE SAV TV WR Y | Catalyst Center (XPNiF/L— k CA & L TO&EI%
ffse L £ 97,

« Catalyst Center HHDOFEMEZ LR ER T 7 A V&AL ROFIEOFTLRIZHES) . FET
S — b CAICEA SEDLBERHY £,

VAT LEREDER
88 |
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ATy T

ATy T2
ATvT3

ATvT4
ATy TH
ATvT6

pri RO O—LEL— koo T E [

\}

() CatalystCenter (X, Z OHIfIHIINE/L— b CA & L THELT LA
ij‘o

i

r

AEIE B AL BRI L — b CAIZ K » TEA Sk, mﬂ%ﬁﬁbf*m%%774
JV% Catalyst Center (2 »R— F LETHRERH Y £ ROFIEOTIRIZHED) .

A VAR — M. CatalystCenter (X T CA & L CHEZHHL L, TAL CA OB FHREE &
NTRAELET,

WHEEL— B CA 235 FAL CA ~DHI D B Z BN T /34 2 DOHIE RGN T 0T 72> T\ D
BE (T7408) | HLOT A, AGEAETESHOICES SN ET,

GULIZERREI N TV D I CAGEHEAZDIIMIL, GEAENGFRADONTZ DT, VR
T LA B o> THE SN bDOTIEH Y T8 A, LER->TAH, iEHEZAZIHIM 1
HETA A M=V L TREDR URHEIC GUI TR &, FEHEO AWML 1 4ERH & #
RENFET,

TAL CAGFBHE L LT PEM £ 721X DER JERO A2 TE £,

TAL CA 1T LD CA LIEEE L 7202, B L~V OREEDR H 25613, T DR
HBELTIEEY, Z07d, FECAPDLR Yy NT—7 T34 22 LT, iEEDK
BT DEEBEM SN ZEbd 0 EH A, A CAITIXZ DEFERND RN, X
TOFy 8T —27F /34 AL FAL CA % Cisco Discovery Protocol (CDP) #%fFic& LTO
HEH L ET,

186 BRI
JL— b CAGFHED a v©°— N NET1,

EEBCHDIA=a—T A% 7Y v LT, [System] >[Settings] > [PK | Certificate] DJEIZEIN L E
R
[CA Management] ¥ 7% 7V v 7 LET,

GUI TEEfFD /L — N E 721 AL CA GEEOR EEHRE MR L E7,
* [Root CA Certificate] : ZIfED/L— b CA GEHIE UM EZITNER) 2R L £,
* [Root CA Certificate Lifetime] : HAED/L—  CA GEHEORFT O 2E R L ET (HE) .
* [Current CA Mode] : BIED CAE— REFRLET Ub— F CA £72IX (L CA) .
* [Sub CA mode] : /L'— ks CA 5 FAL CAICER TX £,

[CA Management] % 7 C, [SubCA Mode] F=v 7Ry 7 A% A N2 LET,
Next] 27 U > 7 LET,
FERINDEENAREHERLET,

vzx7ogEnss Il



ATy FT17

ATvT8

ATvT9

ATv 710

ATvIN

ATvT12

ATy 713
ATy 714

ATvT15

SRTLEEDER |

PKIGEIBAZDO—)LZEIL— kD5 FRIZESR

WIZHl R L ET,
e JL— R CAMD TA.CAICEET L e AL RET I ENTEERA,

o JL— |k CA B— RTEREENTZ, EFRILEFHERRITENTZ R Y MU =7 T AR L 2
BITDMERHYET, Fv NT—T TN, 2% Tb— bk CAET— RTHELZHEE, L—
M CADS FALCAIZEFETAHENZ, RMOBELETALERDH Y 7,

s TLCA DERETaEANKT L2diuE, *y NU—I T R_A REF T4 NITEERA,

[OK] %7 VU v 7 LTHATLET,

[PKI Certificate Management] 7 ¢ > K7 {Z, [Import External Root CA Certificate] 7 4 —/L RINFE/R SV E
ﬁ‘o

[Import External Root CA Certificate] 7 4 —/V RiZ/b— bk CAFEEEZ K7 v/ 7 F Fuy 7L,
[Upload] #7 U v 7 L¥9,

Jb— K CA FEBIES Catalyst Center (27 v 7' — N &4, sEIEEAEROAERKICHEH SN ET,

Ty Fu—RFakb AR TT5HE,  [Certificate Uploaded Successfully] &1V 9 A v —YRERENE
R

[Next] 27 U > 27 LET,

Catalyst Center CRERHFZE A ERDAER SN TERRSNET,

Catalyst Center TAERK S ZFEAEZE A R Z GUICTHEGR L, IROT 7 v a Oz FTLET,

*[Download] V> 7 %2V v 7 LT, iEAEBLER 7 7 A DO —R)ab—x Xy ra—RNLE
R

D%, ZOFEAEBAHERT 7 A NEBTA—VICHRMA LT, = FCAICKETDLZ LN TE
ES35 B
* [Copy to the Clipboard] U > 7 Z 27 U v 7 LT, REHAEBHER T 7 A VONKFZ a2 —LE T,

D%, ZOFEHEZBLERONELE T A — WMV FT 50 EFA VIR Z 740 E L
TIHfFLT, =P CAILEETHZ ENTEET,

AEAEBAERT 7 A Va— b CAIZEELET,
= CAMNS FHALCA 7 7 A NDIRSNES, ZDT 7 A /L% Catalyst Center |21 AR — b LE$ L
N ET,

Jb— bk CAMND FALCA 7 7 A VE5A5 L7=%. Catalyst Center ® GUIZFFET 27 = A L, [PKI Certificate
Management] 7V 1 >~ R VIR £7,

[CA Management] ¥ 7% 7V v 7 LET,

[Change CAmode] R¥ > D [Yes] &7 U w7 LET,

[Yes] #7 U w27 35E, GUUZGEHEEZELERAERINET,
Next] #27 U v 27 LET,
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| vRFLEEOHER
n—LA—n—ThicAsEBEDTnE =25 |

[PKI Certificate Management] 7 ¢ > K {Z, [Import Sub CA Certificate] 7 « —/L BT REINFE T,

AT w716 [Import Sub CA Certificate] 7 4 —/L RFIZ L CAFEEZ K7 v 7 7> K K w7 LT, [Apply]l &7
Uy 7 LET,

ML CA FEBAE Catalyst Center (27 v 72— RSfuE 9,
7 v a— RKNE T35 E, GUI O [CA Management] ¥ 7\Z, FALCA E— RNFRINET,
AT w11 [CAManagement] ¥ 7 D7 —/L REfERLET,
« [Sub CA Certificate] : BIfED F{Z CA GFHEZF R L £,
* [External Root CA Certificate] : /L — F CAFEIEZF R L 7,
* [Sub CA Certificate Lifetime] : Tz CA GEHIEDO R 2R <L ET (HED) .
s [Current CA Mode] : SubCA E— R&EF R L ET,

A—J)LA—/N\—TH CASERAZED JnEY 3 =)
Catalyst Center Tl%, BEFFD FAL CA OB A 70% DL BRI L T2 A1, 22— —»
P/ A== CA & LC MAEHEFEZEMAT 2 2 LN TE £ T,
15D B HEIIC

s TLCA B —/LA—NR—TFub Vg =7 %HeT 51213, PKIGFAEDHERZ F7 CA
T RIIERE L TR MLERHY £9°, PKIGEFAEZEDO o —/L &2 )L— h 26 FALIZAE (88
N=) EBERLTLEEN,

« BUED L CA REHE DA RIARAS 70 % DL ERRE L T\ D 2 ERMETY, ZOREIC
725 & Catalyst Center @ [CA Management] % 7 @D F|Z [Renew] R ¥ V' INF/RSIVE T,

o B— /LA —/"—TFfL CA DELFFE PKIGEAED 2 ©— RN 0NETT,

ATYv Tl EEBIZHLA=a—TAar%7 Y v LT, [Sysem]>[Settings] > [Trust & Privacy] >[PK| Certificate]
DNEIZRIR L E57,

ATw T2 [CAManagement] ¥ 7% 7V v 7 LET,
RATY T3 CAGEHAEOREHR MR L ET,
* [Subordinate CA Certificate] : BL{ED N7 CA GEIEZ R R L E7,
* [External Root CA Certificate] : /L— F CAGEFAEA X RL E T,
* [Subordinate CA Certificate Lifetime] : BLAED TAr CA FEBEO AN (HE) 2R r-LET,
« [Current CA Mode] : SubCA =— F&F R L £,

SR LEEDWH,
|
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ATY 74 [Renew] 7 U7 LET,

Catalyst Center |ZEETED TAL CA 2 L T, v —/LA—S—TFNL CA ODFFHEBLBERZ AR L, £
Lij‘o

ATv TS5 ARENTZFHEZBLEREZ GUI THRL, ROT 72 a O TnnzsFEITLET,

*[Download] V7 %27V v 7 LT, iEHEBLHERTZ 7 A vOr—Rabt—%2 Xy ra—RLE
D

FOH%, ZOMAEBZBLER 7 7 ANEBEB ANV LT, —FCAICEETHIENTE
F9,

* [Copy to the Clipboard] U 7 %27 U » 7 LT, iEEBLERT 7 A VONFEZa—LE T,
ZD%, ZOFEHEBLBERONTEE T A =MD T 250, BFA—VICHMH 77408 L
TR LT, b= FCAICEET DA LM TEET,
ATV 6 GEHEBLAERT 7 A NVEL— | CAIERELET,

WIZ/V—F CADBBE— /LA — =T CA 7 7 A NERELTL 5 &, Zi%E Catalyst Center (21 >R —
FLESTHRERDH D 3,

T CA B — /LA — " —DREPIEZEA ZRIT, RootCA E— R 5 SubCA E— FNIZHI Y B2 72BRIC A
A— R L2 AL CAICES LIz — b CA LRILV— R CAICK o TEALINDILERSH D £,
AT9 Tl N—F CAMDBa— LA — N—TF{LCA 7 7 A NVE&E%Z(E L%, [PKI Certificate Management] 7 1 > K7
WY £,
ATwv T8 [CAManagement] ¥ 7% 7Y v 7 LET,
ATv T FEAEBLERNERIN TS GUI T[Next] 227 Y v 7 LET,
[PKI Certificate Management] 7 ¢ > K {Z, [Import Sub CA Certificate] 7 4 —/L RBFRINFE T,

ATY 10 Fhre—/LA—,3— CA GEBHE% [Import Sub CA Certificate] 7 4 —/V KIZ KT v 77 K Re vy 7L,
[Applyl &7 U v 7 LE7,

17—/ LA —/3—"FNL CA FERA N Catalyst Center (27 v 70— RINE T,

Ty 7a— KRR TT5E GUI AT S, [CA Management] % 7 @ [Renew] R % > BNIEZYZ 72 1) &
TO

TN RFERE RS R MRS U FOFE

Catalyst Center C [Manages Device Trustpoint] 23 EZhZ 72 > TV DA, T3 ARHHREB IO
TAXY VAT aT T AT AR % CatalystCenter ([ZiFET DXL HICT DD, T34 A
|2 T8, C sdn-network-infra-iwan k5 A hARA > FERE L. SEAELZ A VR — T AMLERD
D i‘é—o

SCEP %41 L THMEB CA 22 BB ERT 21213, RO FERREDLE T,

B O ATLBEEOHEMK
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ATv T

ATy T2

ATy T3

anzoEs ]

ROA~ R ASTLET,

crypto pki trustpoint sdn-network-infra-iwan

enrollment url http://<SCEP_enrollment URL to external CA>

fgdn <device FQDN>

subject-name CN=<device platform ID> <device serial number> sdn-network-infra-iwan

revocation-check <crl, crl none, or none> # to perform revocation check with CRL, CRL fallback
to no check, or no check

rsakeypair sdn-network-infra-iwan

fingerprint <CA_ fingerprint> # to verify that the CA at the url connection matches the fingerprint
given

(R, 722 LHESE) REAE 2 BRI ER L, GEEO A DWIIR 2 [k L £,

auto-enroll 80 regenerate

(fEE) BEEURLICEGEFRERRA X —T =24 AZELET, TS 084S, http*j‘“—l:“XO)iiéfgfg
A H =T 2 A ANT 74V N THRESINET,

source interface <interface>

AEBAZ D EH

ATy T
ATy T2

ATvT3

Catalyst Center [Z, Kubernetes (& & > TARK SN 7ZFEAER, Kong B L UOEKIEHR~ 1 —
P—EZAPMENT HEHERE . ZHOGEHFLEMLET, b 0ERAFT1VERAZT
T, AEREIR Y A Z A VA =T 5 L ICss S, WIIREIIICERE S DRI
Catalyst Center (Z KX > C 1 FHBIICEF SN ET,

« WIRRGIIIC 22 D AMCREA H 2 5 Z L 4R L £

A5 100 HEORNZHAREIAIC 22 LI E SN TWDIEAEOAZEHF TE £,
ZOFIETIH, ZLEICHIREINIC 2 BFEAZBIZOW T EIT S EH A
ZOAZ YT NTHE, = R —F 4 FRGER (CA) BAMEGEAETIIRLS., BCEB4
FEAEOAEEHF L ET, % hn—74mA%%H%£%i®ﬁm\X7Ufbm
Kubernetes & BEEHFIM~ X —V ¥ I Lo THHAINANERGFAEL T L9,

c HOBAHAEOELS, 7ot ATiHL— N CABREFEINAWED, afAESF A
AR 2T HLETHY FHA,

o 7T AK L) FHFEIX. B— / — K& 3 7 — R Catalyst Center 5% & D[l 712 H S v E T,

K7 IGAZ )= FREFETHY ., BENEEL TN L 2R LE T,

ZD ) — R THEFEH SN TWDIEHED Y X F EZNODOAERHIRE £ RTHITIE, kKOa~vwr RaeA
jj L/i‘a_o

sudo maglev-config certs info

RDa~r Fe A LT, FITHREINICR D XD ICRESN TV LIEAFEZ HH L4,

sudo maglev-config certs refresh

vzx7ogEnss Il
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ATy T4 D7 T 22 ) — Rk LT EROFIEZZEV KL ET,
ATYTS =T 4 VT 4 D~V T HFRT 5, ROXHIITAHLET,

$ sudo maglev-config certs --help
Usage: maglev-config certs [OPTIONS] COMMAND [ARGS]...

Options:
--help Show this message and exit.

Commands :
info
refresh

kSR MT—ILDERE

Catalyst Center (21X, HFHAlA > A F— LS TNDHT AT R T AR =L NV RL (YRan
BRI DHMI L — bRV RL) BEFEINTUWET, Catalyst Center [X, Y AIaANBDOEHFHIN
TERTARNT =N RAVDA VR — AN L=V B R—FLTWET, FTA NS —1
/N2 RIVIE, Catalyst Center 35 XN T 7Y r— a o OEEBEREHSLT 572012,
R—hENdvAa Xy NI—F 7 TS AL > THEASRET,

)

GE) v 23 FFANT—=A AN RUE PR=FSNTNWDLIRAT AN, ADHBET /8 RV
LTHMATE S, iosp7b EMHEND 7 7 A /L TT, ZDiosplb 7 7 A /MTIE, v AaxEir
HNRFRE R D — FEEENE L TWET, Z D Cisco trustpool /3 F/LE, v A= 7 F
7 R (CiscoInfoSec) THEATEE T, U > 7 X https://www.cisco.com/security/pki/ {2 & ¥ £ 7,

ZORIFART =N RLE, AUCAZBEHLTIRTORY b —7 731 2D #
¥ L Catalyst Center DFEEZEH T 5, Lo THEM LR FEZRELET, FTFA M=
/32 RV Catalyst Center IZ K> CEH S, BHOFEHEL IO 70X/ — hU = A GiEH
T (FHETH56) ZWGEEL., TR ARR CABAT ZFEHENZ UL E T, S HIT, PoP
U — 27 7a—0ORIERIC Ry N T —2 PnPXIST NA AT v I — R TE5H L9102, Fz,
Z D% D HTTPS X — A D#%#5 T CatalystCenter Z5H TE 5 K H 2, T A M T — v Fv

EEHTEET,
GUI @ [Trustpool] 7 4 > KU ZHEH LT, Y A2 hTA RS —L R RKLa A rR—FLE
7

AT EEBCHHA=a—T 2% 7Y v 7 LT, [System] > [Settings] > [Trust & Privacy] > [Trustpool] @
JNELZ SR L £

AT w T2 [Trustpool] 7 1 > KU T, [Update] R¥ > %27 V7 LThTARS =RV RLOFHRL 7o — KB X
A A M= ZBAB L E T,

[Update] AR % > 1%, ios.p7b 7 7 A VDFHN— 2 UBMEMFRET, 4 ¥ —X >y N T 7B ANHRER &
EWCDHBT 7T 4 7 T,
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Catalyst Center (ZH LWNR T A NP — LR RARKE T a— REBXOAS VA h—/LE3d & Catalyst
Center (T AADTNAZADZ Y u—RaYR—FrF589, ZOFTFA T =0 FLZ A RE
WZLET,

ATV T3 HLOVGEHEY 7 A VEA VR — b 25581E, [Import] 27 U v 7 LCa—H VT AT AN BHENRAEY
FHT 7 ANVZBRINL, [Import Certificate] 7 4 &~ K7 T [Import] 2 U v 7 LE T,
RATw T4 [Export] 27 U v 7 LT, sEBHEDFEMEZ CSVEXR T AR —FLET,

HIR{FZ=S T ILIZDUNT

Yt o U7 4 &I D728, Catalyst Center DZ DU U —ZAnB/— k¥ = /L~DT 7 A
IFIEHIZ 72> TWET, Shell 2w RADT 7 BARKIRSD Z & T, 2—W—|3EHE L
BRAOFRL—FT 4 VTV AT LE T ANV AT AT VB ATERL bH-H, EH LDV
A P S IVE T,

X2V FOBEBENDS, Shell 2~ RADT 7 ARGIRINTWET, 7277 L. root

shell (IZ—FFIYIZT 7 & A LW GAE X, Cisco TAC IZBMWEHOELTZE W,

VENS LT, ROPES NI A bDa~vy REATEET,

maglev-config
manufacture check
netstat
nslookup

ntpqg

ping

ps

rca

reboot

rm

route

runonce

scp

sftp

shutdown

ssh

$ 2
Help:

cat concatenate and print files in restricted mode

clear clear the terminal screen

date display the current time in the given FORMAT, or set the system
date

debug enable console debug logs

df file system information

dmesg print or control the kernel ring buffer.

du summarize disk usage of the set of FILEs, recursively for
directories.

free quick summary of memory usage

history enable shell commands history

htop interactive process viewer.

ip print routing, network devices, interfaces and tunnels.

last show a listing of last logged in users.

1s restricted file system view chrooted to maglev Home

lscpu print information about the CPU architecture.

magctl tool to manage a Maglev deployment

maglev maglev admin commands

tool to configure a Maglev deployment
tool to perform manufacturing checks
print networking information.

query Internet name servers interactively.
standard NTP query program.

send ICMP ECHO_REQUEST to network hosts.
check status of active processes in the system
root cause analysis collection utilities
Reboot the machine

delete files in restricted mode

print the IP routing table.

Execute runonce scripts

restricted secure copy

secure file transfer

Shutdown the machine

OpenSSH SSH client.
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tail Print the last 10 lines of each FILE to standard output
top display sorted list of system processes

traceroute print the route packets trace to network host.

uname print system information.

uptime tell how long the system has been running.

vi text editor

w show who is logged on and what they are doing.

HEmEARARRT LA R DUREIZDNT

Catalyst Center TIE7 74 /L N TT L A MU T =2 PINEINETH, —HOT —ZINEEL A
TRT U NCEET, TXUUEIL, WAEREEORTEE L, EH Lo LT, &
DR & G EIER (ROD ZEHTH L2 AME LTWET, Y RAapuET 57—
Z OFEFIL, Ciscocom ID, ¥ A7 A, BEREDOMEHMRIL, Ky hU—2 FT/NAL X A X |
U, BEIOY 7 by =THRHEKRTT, WESNDT—XDFH LW X MZOWTIE,  [Cisco
DNA Center D7 — % > — b ] 2L TLLEIV, 8O T—XNELZAT T 7 T 5IZ
X, YA T H v MEYFEE X O Cisco Technical Assistance Center (TAC) (ZEREIWAbHH
<TEEW,

EEBIZHDA=a—T A a7 Vv 7 LT, [System]>[Settings] >[Termsand Conditions] >
[Telemetry Collection] DJIEIZEIN L E£ 9, [Telemetry Collection] 7 4 > KN, T4 A
B, TIAN—RYv— TITANR—FT—H o — M & 7,

vManage 7 0/8T 1« DEKFE

Catalyst Center |, #t& vManage a% & % {1 H L C Cisco vEdge JEBAZ 7R — F L £, vEdge
AavEraveya="79500Z, [Settings] 7 4 > K7 TvManage Dafffll & -7 C& £,

AT EEBCHDHA=a—T far%27 Y v LT, [System] > [Settings] > [External Services] > [vManage] ®
MR L £

AT v T2 vManage 78T 4 HRELET,
* [Host Name/IP Address] : vManage ® IP 7 N L X,
* [Username] : vManage (27 7' 4 >3 5 72 DI S5 4411,
* [Password] : vManage (212 7' A 57D SN L /AT — R,
« [Port Number] : vManage (27 7' A > 572 DI SNV HR— K,

+ [vBond Host Name/IP Address] : vBond @ IP 7 K LA, vManage % L CNFV 2 EH T 2551043
‘(“'ﬁ‘o

* [Organization Name] : fHf#k D4 7il, vManage Z{#iH L T NFV Z & #3555 108 TT,

AT w73 vManage iEBHE%L 7 » 71— F95I121%, [Select a file from your computer] 727 U » 7 LE 7,

B O ATLBEEOHEMK
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