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PEEHMAINE SN ET, ZNE2ITHITIE. ROFIEEZFITLET,
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cisco IMC #4507 [}

\)

GE) T7FFA4 T AD Cisco IMC 25
:L»—"jiv—o)%“ﬁva—o

Sl

J/EEZANS)TEAHDIL,. SUPER-ADMIN-ROLE E[R % >

ARTY TN A=a—TA4ar (=) #71V v 27 LT, [System]> [Settings] > [System Configuration] > [System Health]
DNEIZEINL £,

9T AZDET T T7AT 2 ADIP T KL AN [Cisco DNA Center Address] FIZF R SN £ T,

Settings / System Configuration

System Health

Cisco IMC Configuration Validation Catalog

Define your Cisco Integrated Management Controller (Cisco IMC) and provide required
credentials. These settings are used to communicate with Cisco IMC and allow it to
monitor the health of the Cisco DNA Center hardware.

Cisco DNA Center Address Cisco IMC Address

192.168.131.11

NA
192.168.131.110 NA
192.168.131.108 NA

AT v F2 CiscolMC ~D 11 7' A NIHBERFRERE LET,
Q) 77I7ATVADIPT KL AR 7 U7 LET,

[Edit Cisco DNA Center Server Configuration] 27 A RA A VP& £77,

Cisco DNA Center ') 1) — R 235 BIEE A K .
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Edit Cisco DNA Center Server
Configuration

Cisco IMC address must correspond with the Cisco DNA
Center IP address it is managing. The two systems must be
able to communicate over the network.

Cisco DNA Center Address
192.168.131.11

Cisco IMC Address*

Cisco IMC Username*

Cisco IMC Password*

b) KOIEHEATIL, [Savel 227V v 7 LET,
« 7T TAT L AD Cisco IMC R— MMIXf L TREINTZIP 7 KL A,

e CiscoIMC 2 7' A U 57 DICMhBE R a—Y —4 L RAT— K,

o) MEIISLT, ZFIFAZOMDT T T4 T L AZHONTIOFIEZHED KL ET,

Cisco IMC % %E D HIlfR

BEDT 7T AT v A% L CUARMZERE & 117z Cisco IMC #56ii% € A HIR 9 5 121%., (kDF
6% 4T LET,

)

GE) INHDORELXYIRTE 2DiX, SUPER-ADMIN-ROLE #[fR & > —H —DHTd,

ATY TN A=a—TAar (=) #71V v 27 LT, [System]> [Settings] > [System Configuration] > [System Health]
DNEIZEFEIR L £,

AT9 T2 BREEHIRT DT 7747 2 AZOWT, [Actions] ¥ TxfIid 5 [Delete] 74 =2 (W) 227V w7 L%
—gﬂo

ATYvT3 R 1 FUT, [OKI %227 YU v 7 LET,
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DRATLARY MBHOEER
VAT KA N EEIZEET A EH,

Cisco IMC & OFEGENMESL 4D & Cisco DNA Center | Cisco IMC 75 A1 X MER & INE
L. ZOERERLIEO VAT AARXY FELTRIFELET, — VTPl EoT, Th
DDORMBEA X MIABLE L, VAT LAV A MR VICRRIND VAT LA X2 MEH
WCE# X E T, [Cisco DNA Center Platform User Guide] ¢ ['Work with Event Notifications |
TSN TWAFIEEZE T T2 EICLY, Zhbo@img, FIAAREREXONnThnT
HRETEET, ZOFIELZETTDHLET, WOAXRV MEBBRL T T A7 747 1LTL
7ZEU,

REEDO G IR DA~ |
« SYSTEM-CERTIFICATE

* SYSTEM-NODE-CERTIFICATE

« B S NTZAMNER S AT DDA X b
+ SYSTEM-EXTERNAL-CMX
* SYSTEM-EXTERNAL-IPAM
+ SYSTEM-EXTERNAL-ISE-AAA-TRUST
« SYSTEM-EXTERNAL-ISE-PAN-ERS
* SYSTEM-EXTERNAL-ISE-PXGRID
*+ SYSTEM-EXTERNAL-ITSM

c F AP RZY HNY AT LDA X b - SYSTEM-DISASTER-RECOVERY
o RIIRS AT LDA N b

+ SYSTEM-CIMC

+ SYSTEM-CONFIGURATION

+ SYSTEM-HARDWARE

« SYSTEM-MANAGED-SERVICES

GE) ~x—Y R Y —v 2048, 7u—7E (Cisco DNA Center 73
HWA R R BT =2 R 2N HIRT 2 DIZ 05 ) 1360
HCTT, v F =Y RV —ERARZ U LTHRT 7T 4 7o
EHE. Y= ANETLENZZ LBV AT LADEFMEGUHIZK
g 2121k, Z ORI £,

* SYSTEM-SCALE-LIMITS

Cisco DNA Center ') 1) — R 235 BIEE A K .
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B ~orEars

SRTLEEDER |

A4 R FRAER
ROFKIZ, Cisco DNA Center 782 A7 LMEFHMEM A v — V24T 2 & SICEftsh s =
BtFwRE R LET,
YITRA |2 AR VR KRG Ayt—o
1>
FAALSY  DRT L
CPU CPU <node-hostname>:CPU-1 OK Cisco DNA Center CPU-1 is working
as expected on <node-hostname>
NotOk Cisco DNA Center CPU-1 has failed
on <node-hostname>
=+ ¢+ — |Cisco DNA Center CPU-1 is disabled
T on <node-hostname>
AEY ) <node-hostname>:DIMM_A1 Ok Cisco DNA Center RAM DIMM_A1
is working as expected on
<node-hostname>
NotOk Cisco DNA Center RAM DIMM_Al
has failed on <node-hostname>
= ¢ x4 |Disk <node-hostname>:Disk1 Ok Cisco DNA Center Disk 2 is working
as expected on <node-hostname>
NotOk Cisco DNA Center Disk 2 has failed
on <node-hostname>
RAID = > | RAIDController <node-hostname>:Controller-1 Ok Cisco DNA Center RAID VD-2 is
ra— working as expected on
<node-hostname>
NotOk Cisco DNA Center RAID VD-2 has
degraded on <node-hostname>
< ¢+ — |Cisco DNA Center RAID VD-2 is
T offline on <node-hostname>
Z v b NIC <node-hostname>:nic-1 Ok Cisco DNA Center network interfaces
T— A are working as expected
Y= NotOk Cisco DNA Center: <x> network
Tz A interfaces are missing for
<node-hostname>: nic-1

. Cisco DNA Center ') 1) — X 235 BIEEE A F
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$TEA
4y

29

AR VA

Ayt—o

PSU FAN

PSU

<node-hostname>:psu-1

Cisco DNA Center power supply
(PSU-1) is powered on and thermal
condition is normal for
<node-hostname>

NotOk

Cisco DNA Center power supply
(PSU-2) is powered off and thermal
condition is critical for
<node-hostname>

T AP A
& U T
)

DisasterRecovery

<disaster-recovery-hostname>

Ok

* Disaster recovery cluster is up

* Disaster recovery failover
succeeded to <site-name>

Degraded

* Disaster recovery failover
triggered from <site-name> to
site-name

* Disaster recovery failed while
failing over to <site-name>

* Disaster recovery standby cluster
on <site-name> is down; cannot
failover

* Disaster recovery witness is
down; cannot failover

* Disaster recovery replication
halted; recovery point objective
will be impacted

* Disaster recovery pause failed

* Disaster recovery route
advertisement failed

* Disaster recovery IPSec
communication failed

NotOk

* Disaster recovery configuration
failed

* Disaster recovery failed to rejoin
the standby system

77 v b
7 — A
P—1 %

ManagedServices

<hostname>:<name>

OK

Managed Service <service-name> is
Running

NOTOK

Managed Service <service-name> is
Interrupted

Cisco DNA Center ') 1) — R 235 BIEE A K .
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HITERA |25 AVAREURA 1KEE Aytw—
A4
A 4r— L | wired concurrent clients | <hostname>:<name> OK OK
il B NOTOK The number of concurrent wired clients
exceeded 26250 (105% of limit)
DEGRADED | The number of concurrent wired clients
exceeded 21250 (85% of limit)
EEN The number of concurrent wired clients
exceeded 18750 (75% of limit)
wireless_concurrent clients | <hostname>:<name> OK OK
NOTOK The number of concurrent wireless
clients exceeded 18750 (75% of limit)
DEGRADED | The number of concurrent wireless
clients exceeded 21250 (85% of limit)
EE The number of concurrent wireless
clients exceeded 18750 (75% of limit)
wired_devices <hostname>:<name> OK OK
NOTOK The number of wired devices exceeded
1050 (105% of limit)
DEGRADED | The number of wired devices exceeded
850 (85% of limit)
EE The number of wired Devices exceeded
750 (75% of limit)
wireless_devices <hostname>:<name> OK OK
NOTOK The number of wireless devices
exceeded 3800 (105% of limit)
DEGRADED | The number of wireless devices
exceeded 3400 (85% of limit)
EE\ The number of wireless devices
exceeded 3000 (75% of limit)
interfaces <hostname>:<name> OK OK
NOTOK The number of interfaces exceeded
1140000000 (95% of limit)
DEGRADED | The number of interfaces exceeded
1020000000 (85% of limit)
HEEN The number of interfaces exceeded
900000000 (75% of limit)
ippools <hostname>:<name> OK OK
NOTOK
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GITRA |8y £YREVR R Ayt—T
A
The number of IP pools exceeded
47500 (95% of limit)
DEGRADED | The number of IP pools exceeded
42500 (85% of limit)
N The number of IP pools exceeded
37500 (75% of limit)
netflows <hostname>:<name> OK OK
NOTOK | The number of Netflows exceeded
37500 (75% of limit)
DEGRADED | The number of Netflows exceeded xxx
(x% of limit)
EE\ The number of Netflows exceeded yyy
(y% of limit)
physical ports <hostname>:<name> OK OK
NOTOK | The number of physical ports exceeded
50400 (95% of limit)
DEGRADED | The number of physical ports exceeded
40800 (85% of limit)
EEN The number of physical ports exceeded
36000 (75% of limit)
policy <hostname>:<name> OK OK
NOTOK | The number of policies exceeded
23750 (95% of limit)
DEGRADED | The number of policies exceeded
21250 (85% of limit)
HEE\ The number of policies exceeded
18750 (75% of limit)
security group <hostname>:<name> OK OK
NOTOK | The number of security groups
exceeded 3800 (95% of limit)
DEGRADED | The number of security groups
exceeded 3400 (85% of limit)
EE The number of security groups
exceeded 3000 (75% of limit)
sites <hostname>:<name> OK OK
NOTOK | The number of sites exceeded 475

(95% of limit)

Cisco DNA Center ') 1) — R 235 BIEE A K .



B ~orEars

SRTLEEDER |

HITRA |25 AR VR N Ayt—o
1>
DEGRADED | The number of sites exceeded 425
(85% of limit)
EEN The number of sites exceeded 375
(75% of limit)
transient_clients <hostname>:<name> OK OK
NOTOK The number of transient clients
exceeded 71250 (95% of limit)
DEGRADED | The number of transient clients
exceeded 63750 (85% of limit)
EE The number of transient clients
exceeded 56250 (75% of limit)
VAT Upgrade <hostname>:<name> OK Successfully finished downloading
YT package <package-name> with version
7Ty <package-version>
L—F NOTOK | Catalog package download failed for
<package-name>
Ny 7 Backup <hostname>:<name> OK Successfully completed backup
Ty NOTOK | Failed to backup
Restore Restore <hostname>:<name> OK Successfully restored
NOTOK | Failed to restore configuration
KA
ISE ISE_ERS <Cisco-ISE-hostname> Success ISE AAA trust establishment
succeeded for ISE server
<ISE-server-details>
Failed ISE AAA trust establishment failed for
ISE server <ISE-server-details>
FASY  #E
IPAM IPAM <IPAM-hostname> Ok IPAM connection to Cisco DNA
Center established. [IPAM
<IPAM-IP-address>.
Critical IPAM connection to Cisco DNA
Center offline. [IPAM
<IPAM-IP-address>.
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HITERA |25 AVARE VR 1KEE Aytw—

%

ISE ISE_AAA <Cisco-ISE-hostname> TS ISE AAA trust establishment
succeeded for ISE server. ISE
<ISE-IP-address>

-y A4 ISE AAA trust establishment failed for
ISE server. ISE <ISE-IP-address>

CMX CMX <CMX-hostname> saviceAvalible | CMX connection to Cisco DNA Center

offline. CMX <CMX-IP-address>.
savieNtAvatE | CMX connection to Cisco DNA Center
offline. CMX <CMX-IP-address>.

ITSM ITSM <ITSM-hostname> T ITSM connection to Cisco DNA Center
offline. ITSM <ITSM-IP-address>.

Ay AVS ITSM connection to Cisco DNA
Center offline. ITSM
<ITSM-IP-address>.

DATLEEEHRT—ILES
%5 2 % Cisco DNA Center 7 77 A 7 > AIZiE, RONR—2 3 o Nb 0 97,

44 AT T TITAT R

A a Bl % 5 DN2-HW-APL

44 a7 FuE—ar T FIAT AR 2Bl BE S DN2-HW-APL-U

$ 56 2T T STAT A AR E DN2-HW-APL-L

5627 FuE—ary T TIAT A A FEE DN2-HW-APL-L-U

N2 aATTFIAT A A B RE DN2-HW-APL-XL

cl2 a7 FuE—ary T FIAT A AN FKE DN2-HW-APL-XL-U

VAT IANVAIZEY DT T IAT VANEH — S, ROBIRENTWD R Y
N —7 aVR—2 2 bEFED LEWMEZBZ D 7-NT@MmNERENEd, EkansiEm
FOMBENEN T, HESHIZLEVVED S —t T =2k o THRA D £,

e LEVMED T5% iR 5 L.
e LEVMED 85% ZilZ 5 &,

ik (P3) WAINERSNET,
iy (P2) WHINERSNET,

s LEVMED 95% il D L. 7 VT 4 (P1) WHNERSNET,

)

GE)

S, LEERIRFSLET,

TRTCOT I ITAT A (ZAFIZEFRZ2<) 1220V T 1,000,000 D@ F N ER v 7 IR
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R2Z:RBVRTFAV TISATURIZEITAREDE

SRTLEEDER |

Yy kD= avik—x2 b

UMaOFF7TS5AF7UR

56 377 T3AT R

M2a7775347>R

[Total devices]

X v hU—7 NOART A
AL TAX VAT INA ZADE
A, ZOEAE ARV K
INCTDHMERH Y £7°,

5000

8000

18,000

HHEF AL A (L—& . A 2000 4000 5000
AvF, AE v 7 BIOY

¥l Aarba—7)

TAYLATNA A (T 2+ |4000 6000 13,000
ARA v PBLOE )

ARy Y OmEAE— 48,000 192,000 480,000
PR L oW A o 2 —7 = | 120,000 480,000 1,500,000
A A

Total clients 25,000 40,000 100,000
F v NIO—INOEBRT T4

TUNBIWERS 4T

rOERHRIE. ZOEEBEL

BWEIIZTHHENRDD F

R

B 747~ ([FKE) 25,000 40,000 100,000
TIAYLRARZ T4 T b ([F]25,000 40,000 100,000
153

—W R AT b 75,000 120,000 250,000
PA b 1500 3000 6000
#13 NetFlow 30,000 48,000 120,000
IP 7 —/L 50,000 75,000 100,000
R —=< U w7 2% X[25,000 25,000 25,000
X2 VT 4 I—7 4000 4000 4000
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£3:3/—FUFREFTISATURIZE T BHEDOH

xy kD=9 R—2x2k 5 377 T4 TR Ma77T54T7 VR
[Total devices] 8000 24000

Ty NU—T NOHFBRT A AL T A
YURAT AN ZADEFHEN, ZOffix
AWK T DRERDHY £7,

HBT A A (=K AL v T A |4000 10,000
o7, BIOUAFY LRz ba—

7)

TA Y VLATNRA A (T 7 ARA | 6000 18,000
rBEXOEY—)

ARy ™Y OYERR— k 192,000 768,000
MR LOWEA o —T = A 480,000 2,000,000
Total clients 60,000 300,000

v NU—INOERI TAT v v B
FOMER 7 S 4T FOSEEIL. =
DIEEBZ 72V DT E2HENRHY

EScan

G 74T b (R 60,000 300,000
TAX LA TA4T7 v ([l 60,000 300,000
—Wpe 7 S 4 T b 180,000 750,000
P 1 R 3000 6000
#1{7 NetFlow 48,000 250,000
IP 7—/L 75,000 100,000
R v—< b7 AP AR 25,000 25,000
X2 UTF 4 IA—F 4000 4000

)

GE) VAT AIEFMIZ. 30044 aT T T T AT A TR S 415 Cisco DNA Center 7 7 A Z T
Y AR—FShTWERA,

Cisco DNA Center ') 1) — R 235 BIEE A K .
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RAT L kARO

SRTLEEDER |

DR

[System Health] ~— D bR v IZiE, 1> NV — 7 T8 417z Cisco DNA Center 7 77 A
T A LI AT I (Cisco Connected Mobile Experiences (Cisco CMX) <2 Cisco Identity Services
Engine (CiscoISE) 72&) N7 77 4 v 7B TR RINET, ZOXN—=IU b, Xy hU—
7 LORER S D a v R—3 0 MOEREPLE R v R—3 e TIEeFETEET, 2
DR=VIIT T TAT L ALNBY AT LT — 2 WY AT, ETLUED My 7 TH
HT DX A7 ZETTHHERDHY FT,

* Cisco IMC #£ft DffeNr. (8 X—)

« VAT LAY MNBAIORE (11 =)
ZDOR—=TEFRT HITIE, Cisco DNA Center GUI T [Menu] 74 2> (=) 227 U7 L,

[System] > [System Health] DNRIZEIR L EF, hARYOTF—ZL30 BB TR—U 7 X
NET, LT —22%ET5E, Z2OT7 4B MR VICHEBIPIZKRSIVET,

WORIZIEE LTI,

» Cisco DNA Center (X IPv6 V7R — T B L 51270 F Lz, IPv6 AT/ TWNWB Y
FARERRTHE, PR IL, FOIVTAIDOZ L E—T T4 ZMBIP T KL A
BT 2ROERbFTRINET,

e[Pre] 74— /LR :16 Y hDT LT 4 v T R

*[GID] 74 —/VF :32Ey hdJ a— L ID

[Subnet] 7 4 —/L K : 16 B OV T v ME
IIGABRDELE—T T4 AP T RLADED L, 7V TAEZD MR T A D
TANAFFIEA S ET,

s IPV6 XD 7 T A XX, RRIL Y IPV6 RGOS AT M D, e L TCT — ¥ & s
TEHZLENTEET,

HHGEENTWAT T4 T LV AETIIANEB L 2T M, BEOHIENRRE SN TV HIEHE
DA VA =V EINTWDIHEIIFIZ, PFArYTROZ ENRFETEINET,

AEAAEDS 90 H DANICHIBBEIIIZ 72 D KO WCRE SN TV A S, bl e D8 ER
FoRENET,

AERAE 2330 H INICHIIROINIC 2 5 K O ICRESN TV D HBEIE, hARrYIice T —
MBERENTHE~OEEDNRE I NET,

3

¢ VAT AANNVAIN= R T 2T AT IAT A F 2y 7 EEMICEITL, B
TWABT T T4 T LV AETNIINT > AT DS/ MBI 23 72 L TW e WA IR E IS,
%@’k%fbiﬁr 72T, B SN TV R T A 7L TSM4 FRIL—F v v

VaEXRALRY VRERESN TGS, VAT ANLVRT MR YA TH LT,
FDOZEERLET,

. Cisco DNA Center ') 1) — X 235 BIEEE A F
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FISATUREABLRTLOMED F5TLva—F125 [

s EBERE CT A VY AX U AN BREFITHEEL TWAHEE. VAT ANLVARE, ALV
YA VDRV A NOBITOT T4 T AT B A—Fo = TIFEREZRAE L £
T, DENE, AA YA ROTFI5AT AL TR, ~"— Ry = TIERS/IRES N
TWFE L7,

T ISGATIORENRURATLOBED NS IV a—T424
VAT AEFHEO MR POEETIL, EENLERRY NU—T alR—3x MDD
A BIRBBICOWTT A T A oy, BERAMEIZO WO 7 A a2 TRENET, =
VIR—% MZBETABEDO T TNV a—T 4 T ERBBT AT, 2R — 2 FD IR
BYTA AN I NERDEET, Ry 7T o7 U0 RUBHE, ROFBEENRE RSN
ij‘o
cfERZMHENTZAREZ R T A A LAX T,

e CiscoDNA Center 7 77 A T2 ACA VA R—LENTUWSD CiscoIMC 7 7 — LT =7 D

N—=Tay (TTIATVADRy T T v 7740 RUDFE)

o RO f H 2,

cMEOBAEDREEIZ BT T 0 (ERE) .

« [HEICBEET S RAAS LV, T RAL L BERIPT KL AR Ier—ra .,
BEGE ST AT MZED B B B E Y — X—23 3 L1 E & B 3A<° Cisco DNA Center 7
TIALT VARRERS DN R 2T ariR—3x R3O EHBEE. TNHDAERY
AT LNETNET T IA TV ADOR Yy TT v 77 4 Rz &, [MoreDetails] U > 7 233K 7R
XNFET, Vo2 a2 70w I35 RT7A4 KA, UNRPE, YT A —R_"—FmFar

A= FDURRMRERREINET, TNODOFKHEADO > 227 Y v 7 LTz MY ZERT
HZET, BEOHEHOIFEREMERTEET,

NE R T LDEGIZEAT ABBED FS I a—TFa4 Y
Cisco DNA Center NHAEINT T AT L EBETERWEGAIE., ROTFIEEZEITLTEDOV AT
Lk ping L, BIECTERVWEHBAE NIV a—TFT 47 LET,
188 BRI

ZOFRIEEFET I HEIZ, WOBEEZFITLET,

o WtERR N>y r— % A A h—/L LEF, [Cisco DNA Center Administrator Guide] @
[Download and Install Packages and Updates] 2 L T 72 &0,

o BEHERRERE~ D B X AR Z Eon — V2B L. ZOFEL ETT L a—P—2F
D —/LEEN Y TETF, [Create a User Role] 7 4 #'— R TZD/NT A —Z|ZT 7 AT
51Z1X, [Define the Access] ~<~—? [System] 17 % BB L 7, #FEMIC>WTiL, [Cisco
DNA Center Administrator Guide] @ [Configure Role-Based Access Control] % &L T 72
Sy,

Cisco DNA Center ') 1) — R 235 BIEE A K .
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SRTLEEDER |
B szv-—rosm

AT w71 [System Health] 7 « > K DA L4y h 5. [Tools] > [Network Ping] % 134R L T [Ping Device] 7 1 > K7
X £,

7 4 > R7Zi%. Cisco DNA Center WEEEFL L TWATRTOT A AN—ERRENTT,

AT T2 BIFEATREYE A T — % A3 [Reachable] TH DT /A ADA T v a K& %27 Y 7 L, [Troubleshoot] U
%7 Vw7 LET,

[Reasoner Inputs] 78 > 77 > 70 ¢ > RUNRE ET,
AT w73 [Target IP Address] 7 1 —/V RiZ, BETERWINBL AT ADIP 7T RLAEZ AN LET,
AT 74 [Run Machine Reasoning] %7 V v 7 L £,

Cisco DNA Center CHMBL AT L& ping T5H &, XA T TRy 7 ANRKRINET,
AT w5 [View Details] #7 U v 7 LT, ping BEKH L= E D hEMEELET,

AT v T6 ping MR L7=8E 1%, [View Relevant Activities] Y > 27 %227 U v 7 L T [Activity Details] A 7 A KA L ~3A
VEBE, [ViewDetails] 74 2> %227 U w7 LET,

[Device Command Output] 8> 77 v 77 4 RUNRBE | MRV AT AZERETERWERKE LTEZLD
NWONEN—ERRINET,

BREEY—ILDEA

FiEEY —/Li%. Cisco DNA Center 7 7T A 7 2 A — R = 7 8B L OEE: S-ANE Y 25 L
DWiFZET AN LET, BiEY—t, Xy MU —Z[CEKQEEL L 2 DRI B L5
NHLIMEEHELET, M7 A TlX, RO LI BREHOF = v 7 BT ET,

« ciscoconnectdna.com ~DIEFHERE AT LABLONN Yy A —VOFHE2A 70— R4 5
7-9) ,

« WIRREI L D FERA £ DA 4,

T TFIAT U AN—RT =T LRy 7y R —E 2AOBIEDIREE,

e AT NVEFEED LEVMEEBZ -y NU—7 a3 iR—x b,
WEEYy — 7 7 B 2451213, ROFINEEZEITLET,

1. A=a—TA42ay (=) #7Y v LT, [System]> [System Health] 227 U » 7 LT,
[System Health] ~— % Bl & £ 97,

2. [Tools] kv w7 &7 A ==a— 5, [Validation Tool] Z 3R L £ 97,
REEY —ILR— D D E

[Validation Tool] ~~— ¥ DN IX, LARNZZE T LIZMGEERIZBE T 25 ®A S 20 E 2 0t k-
TH2 Y £4, Cisco DNA CenterfFHMN 2 WA, N—IIIRO L 512220 £4,
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= Cisco DNA Center System . System Health . Validation Tool @

> Validation Tool

7
No Validation Runs Available
Use the "New Validation Run" button below to schedule a new Validation Run
Cisco DNA Center (ZHRFEAEIZ AT 21FHmA D o556, N— VIR D X 51280 £,
= Cisco DNA Center System - System Health - Validation Tool ®
em Health > Validation Tool

Validation Runs (7) As of: Jun 25, 2021 2:17 PM @
@ Q searcnt

o@u 0 Selected

0 Name Description Selected Set(s) Status Start Time ~ Duration Actions

w7 upgrade Success Jun 25, 2021 1:57 PM 104 ms view status (8)

(m] 6 upgrade Success Jun 25, 2021 1:30 PM 104 ms View Statu

] 5 upgrade Failed Jun 25, 2021 12:42 PM 115ms View Status
® 0 4 upgrade Success Jun 25, 2021 5:00 AM 135 ms View Status

0O w3 upgrade Failed Jun 25, 2021 3:51 AM 274 ms

O w2 upgrade Failed Jun 25, 2021 3:43 AM 1 second(s)

[} vl upgrade Partial Success Jun 25, 2021 2:57 AM 5 second(s)

1-7 (1]

W DFEIZ, [Validation Tool] — TV &A&RK T 5 2 R —F 2 b & MREEAERIZEE T 2 15 WA F]
MTTREZ 26 ORkReZ R L E T,

5lEH
L#%

Bl

1

[SearchTable] 7 4 —/L K : ZDO_X—U|ZU A M STV D RRGELEEZ 7 4 L2 1 v
T DI OB TINEANTILET,

[Add] R Z > : 7 U » 2 LT [New Validation Run] A7 A KA A &BIE, L
WD 7= DIZWBE R E A AT LE T, s OV T, MREELIEOBLE (24
N=Y) EZRLTIIEEN,

Cisco DNA Center ') 1) — R 235 BIEE A K .



SRTLEEDER |
B srnzoms

5lEH |EHEA
LR
3 [Validation Runs] 7—7 /L : IRHZ5E T LIZRGELEE N U X hsivEd, 07—

TN, BRT L 4RI, EARTRRRRAEYE v R, SET AT — X A EOERN
FRENFET, WOMITHEE LT ZEN,

« T 740 P T ABIIBHIRRFZINEICE A B, BOT OB RN Y X b S
nEJ,

 BIEEITR OT R TOMBITH LTk, BT e tFHranE 4,

4 [Delete] RN ¥ > BEELERDF = v VAR 7 A T N LTREETZORE & 7
Uo7 32%E, MENHIFRZET, KIZ[Warning] # A 7 1 77Ky 7 A T[OK] &
7V w7 LT, HIRZMEELET,

GE) EATHOMBIIHIRTE £ A,

5 [View Status] U > 7 : FFE DB OFEMZ R LE T, FEMIC OV TR, MRabLet
DFFMOFTR 25 3—V) BB LTIEEN,

6 [Refresh| RZ > 1 7 U w73 5E, ZON—VICERINTWDIHFRN/AETINE
D

REEALIE D AR
MREALEE 2 B4R 51213, L FOFIEEZFATL £,

\}

CE)  —EIZEITTE DMEEIE 1 D72 T, MABLEN T TITETH OHEIT, BT 320 % TH-o
T, WO EZBRGT D0 ENRH Y £7,

AT 71 [Validation Runs] 7 — 7 VI3 FoR S5 0 E 9 MG U T, [Validation Tool] 7 « > K7 TIROWT L%
FITLET,

o T T INPRER I WEGEETX, DRTOMGELE D HIFR STV D0, REELBEN E7Z5E T LTV
WZ L AEBRLET, [New ValidationRun] #7 UV v 7 L¥ 4,

* [Validation Runs] 7 — 7 A RERENTZH, [Add| 227V v 7 LET,
[New Validation Run] 2 7 A KA A U D[AE £77,

2Ty T2 [Name] 7 4 —/b Fio, BEFABEO4L % AN LET,
AT HLENT—ET, BEFOLEZHEHLTLEIN, FEXFIIMMHATE A,
ATwv T3 (EE) [Description] 7 1 —/V KiZ, T 5T 2 MRAELERICEET 2232 AN L E T,

. Cisco DNA Center ') 1) — X 235 BIEEE A F
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mwirnzomozxs i

AT R 250 LFETANTEET,

AT w74 [Validation Set(s) Selection] =V 7 C, EITT ottty hOF = v IRy 7 A% A LET,
BREL v P2 KL LT, BT F =y 7 2R R TEET,

ATv TS5 [Run] %27 VU7 LET,

WRREALEL D G D F R

[Validation Run Details] 2 7 4 RA A Ut SR LIZABHIZAToN T =y 7 5ET A
T—2 A, HH, BLOZOMOREEERAER R TEET,

System Health > Validation Tool . . .
Validation Run Details x
Validation Runs (28)
Neme: TEST_5185
Q h Tabl Description: DESCRIPTION_5185
Status: Partial Success
] [=
©Add @ Delete 1 Selected Result & Exp D Copy
8 teme Description A\ UPGRADE VALIDATION SET
Status Al © Success Warning © ficd @ inProgress
B TEST.5185 DESCRIPTION_5185
Q  Search Table A4
O TesT_a768 DESCRIPTION_3768
Validation Status Duration Message
D TEST_1478 DESCRIPTION_1478
Validating maglev parent parenCatalogSener
catalog server settings @ Success 12ms
TEST_1422 DESCRIPTION_1422 htty 443 fi d
O _ I [VERSION 1.0.90] ttps://www.wrong.com:443 configure
O TEsT_sa2s DESCRIPTION_8325 Val
= i I t
alidating maglev paren ParentCatalogServerRepository NOT
catalog server repository Warning 9ms confgured
O  TEST_s5288 DESCRIPTION_5288 settings [VERSION 1.0.90]

I TIIROBELFEITTEET,

« FORTDIERE 7 4V H ) 7 5IZ1E, [Search Table] 7 4 — /b RIZHME LT 2 AL
i‘a—o

ZDONRA U DOANRF% json 7 7 AL LTH T a— KT AHI21E, [Export] 227 U > 7 LE
‘j‘o

O ONEFEE A —FT B2, [Copy] 27 V7 LET,

MEEE » b OB

Wikt > MiZ. CiscoDNA Center #7 v 77 L— R4 57 NCEHTHAMLERH Y £, ik
Tty NEFETESTOMLENDLIGEIT. ROFIEZIFATLET,

ATV TN A=a—TA4ar (=) #7V v 7 LT, [System]> [Settings] > [System Configuration] > [System Health]
DNEIZER L F T,
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SRTLEENER |
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Settings / System Configuration

System Health

Cisco IMC Configuration Validation Catalog

Update Cisco DNA Center with most recent Validation Catalog

@ Download Latest 1 Import

v Validation Set Versions

Assurance Health Version 2.0.0
Assurance Health Validation 1.0.1
Version

Infrastructure Version 1.0.0
ISE Health and Cisco DNA 1.0.0
Center Role Version

Scale Version 1.0.0
Upgrade Version 7.0.0

AT w 72 [Validation Catalog] # 7% 7 U v 7 LE7,
AT 73 [DownloadLatest| %7 U » 7 LC, HAREREHTOMGEL v hou—hrav—2Xyru—RKLET,
ATy T4 FEFE v % Cisco DNA Center {2 A > A— ~ LE T,

a) [Import] 72 U > 2 L. [Import Validation Set] ¥4 7 a7/ KR 7 A% ZET,

X
Import Validation Set

O,

Choose a file or drag and drop to upload.

Accepted files: .tar.gz
Accepted sizes: up to TOMB

Cancel

b) KOWTNNEIFATLET,
*[Chooseafile] V> 7% 27 U7 LT, A VR—=brF5 tar 77 A NVIIEENLET,
WY 72 tar 77 ANET AT My TNDBRAE RSN R T v ST Ry S LET,

. Cisco DNA Center ') 1) — X 235 BIEEE A F
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System Analyzer Y — )L D fEF .

¢) [MYAR—btUmport)] 227V v 7 LET,

System Analyzer v —)L D {&

NI TNY a—TFT 0 TP RAE L72E 11X, System Analyzer Y — V2 {FH L CTr
T77ANERHBTEES, VAT ALALNLOB T 7 7 A VIHA T, CiscoSD-Access &V 7
N 2T A A—=VEH (SWIM) I[ZEfFDOR T 7 7 A VARG TE 9, [System Analyzer] > —
ST 7B A4 5IC1E, ROFIAZFEITLET,

1. A==2—7A4z23r (=) #7Y v 7 LT, [System] > [System Health]DJIFIZE&IR L £ 9,
[System Health] &7 .t > K723 BH & £97,
2. [Tools] ke v 7*X 7 U A Kdvb, [System Analyzer] 28R L £ 97,

ZOY—NVEMEHATHENI, RORITEE LTI EEN,

FHEFE LT —DHN, VAT ADHOFETERGEL, ERoue s 7y BT 0 —
KL, BT LEETEHBRTE E9, X TO—F—%, FTR L7237 D [System Analysis
Details] A7 A KA A U EZWTERRTEET,

* System Analyzer » —/L " Ci, Cisco DNA Center ® GlusterFS 7 7 A /L3 A7 A2 5GB @
T A AT KEPMLETT,

* CiscoDNA Center (%, 5GB £7213iBE3 A DOV AT AT FEITONTIVNSWE %
BHREFELET,

s WD A b L—UHIRIZIET D L. Cisco DNA Center 13 W E474 1 A 1 [HIHIBR L F
T, T2, FLWETHRBBINDEICE, HTWEITHHIRS L ET,

e ST AIERII N T TNV a—T 4 U TICDRESLDTZD, VAT DO FEITOT —
BIINRNw I T v TINEREA,

« HA WA 72 5 TV DB TIL, FITOMEITHIZV AT ANV A —ERARZ T LT
e, VAT ANIVARHONERE L-BICETEHERTALERD Y FT,

c T A PRZ U I ANYBFEHZ/2o TWDEMTIX, FIT77 —FIET 4 FRAZ U BT R
TLADYA RV TV r—bENFERHA, VATEADT I T 4T A FERX RS
A M, MEOETBEARELET,

[System Analyzer] R—C % FEX— T 5

[System Analyzer] ~<— DPN%FIE, Cisco DNA Center {2 LARTIZSE T L7 ALBIC B 2 WM &
HINEIMTESTRRY 3, FRALRVES, X—VIFKRO LT T,

Cisco DNA Center ') 1) — R 235 BIEE A K .



SRTLEEDER |
. [System Analyzer] R—C %+ ES— T 3

= Cisco DNA Center System - System Health - System Analyzer ® @

System Health > System Analyzer

No System Analysis Sets Available

Use the " New System Analyzer Run" button below to schedule a new System Analysis

New System Analyzer Run

Cisco DNA Center (ZALERIZBAT 2N HH5H. X—VIFKRO L H51220 £97,

System Health > System Analyzer

System Analyzer Runs (3) As of: Nov 1, 2021 3:33 PM @
@ Q SearchTable v

© Add 0 Selected

O Name Description Type Status Start Time ~ Duration Actions

O sar3 System data System [} Nov 1, 2021 3:21:00 PM TS = Details (8)
® secs

O sar2 SWIM data SWIM o Nov 1, 2021 3:20:39 PM 7 mins 7 secs = Details

0O s Cisco SD-Access data SDA [ Nov 1, 2021 3:20:15 PM :e?;"s 34 = Details

1-3 < @ >

ROFKIZ, [System Analyzer] ~— T &M T 5 a o AR—x 0 h & WEICEIT D EROSFIHA AT
RGO OMELZ R LE T,

SIEH LR | 5REA

1 [SearchTable] 7 4 —/L K : ZDO_X—INZU A NS TWDHMEEZ T 4 NV H ) T
TRIDDRBLTINEANTILET,

2 [Add] K& > : 7 U w7 LT [New System Analyzer Run] A 7 A KA XA > %
& WO T-DITMBERREZ AT LET, sHMIZ OV TIE, System Analyzer 4L
HoOBth 29 ~—) ZZRL TSN,

. Cisco DNA Center ') 1) — X 235 BIEEE A F
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System Analyzer 132 (D BitE .

SIEH LR | A

3 [System Analyzer Runs] 7 — 7 /L : BUEMEITH E72IXLANCE T L2 EZ Y X |k
LEd, MBZ L2, £4Ai. BE T 5 CiscoDNA Center = AR —F >k, LD
TE TSI TRl e EDIE RPN T — T VIR RSN E T,

ROFUITHEBE LTSSV,

« 77 b hTIE, AERIIBRAERFZIEIC IR DAL, BT OB RO Y Ak
SNFET,

 BIFEEAT R OFT R TOMFRICK LTiE, BIfITPe tFHrEanE,

4 [Delete] RZ > : lUBEDF = v 7R v 7 A% A A LIZIREE T, [Delete] 27 U v
7 LCHIBRL £7

=3 EATH ORLBIHIFRTE £ A,

5 [Details] V > 7 @ FpE DWLBROFEMEZ R L ET, MOV TIEL, System
Analyzer LB OGO R (30 ~—) ZZML T E I,

6 [Refresh| R&Z > : 7 ) w4+ 5 e, ZOR=VICERENTODIERNERR SN
7,

System Analyzer {0 T2 0D B3R
System Analyzer JLEE % BHAAT 2 121X, RO FIAZFEITLET,

AT 71 [System Analyzer Runs] 7 — 7 VIRFIR STV DH 0 E 9 )G LT, [System Analyzer] ~=<— Y TR OWT
NI AT LET,

« T ANRERRENRNGEIL, UETOLBNHIBRSN TWD 0, LR ELEZTLTWRNWI L4
/RLFET, [New System Analyzer Run] #7 U » 7 L £,

* [System Analyzer Runs] 7 — 7 /L3 FRr &b, [Add] % 7 V v 7 LET,
[New System Analyzer Run] A7 A RA <A R E £,
AT w2 [Name] 7 1 —/b RiZ, WHOLHTIZ AT LET,
ANTHARNE—ET, BETFORZHEHL T EI W, FERIFIIEHTE EREA,

ATw 73 (LE) [Description] 7 4 —/L RIZ, T bEEAT HABRICBT 228 E A LET,
TR R 250 CFETANITEET,

ATy 74 (EE) [Notes] 7 4 —/L RNIiZ, WMHEIIRET 2:8M1EH (k250 LF) # AN LET,

AT w75 [Selecta System Analyzertorun] =V 7 T, B2 7 7 A L& FfFT % Cisco DNA Center = > 7R—F > hDF
VARG ET Y T LET,
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. System Analyzer SLE D EHI D R R

ATv 76 [Run]27 V27 LET,

System Analyzer LVERE D FER D FoR

[System Analysis Details] A7 A KA > XA vinh, B L7En 777 ANVOEH T 7 A VA
ARLBHHE 9% CiscoDNA Center = iR —¢ > b7 & IR L7234 TICBET 2 BINE W A2 £/~ T
TET, FTHICHENBE LT 7 7 7 A VB RETE £,

System Health > System Analyzer

System Analysis Details X
System Analyzer Runs (3)
Name: sar3
Q_ Search Table Description: System data
Notes:
° Type: System
Add 0 Selected
b Overall Status: @ success
Start Time: Mon Nov 01 2021 15:21:00 GMT-0700 (Pacific Daylight Time)
O Name Description Duration: 11 mins 57 secs
File Size: 50.25 MB
O sar3 System data
Event Details: 2 Download
@] sar2 SWIM data All @ Ssuccess Warning © Error @ nProgress
Search Table Y
O sarl Cisco SD-A Q v
Event Status Duration Message
~ sar3 log collection ° 5 mins 11 secs Log Collection Task Executed Successfully
(] 0 secs Collected logs for default
o 0 secs Collected logs for dms
(] 2 mins 3 secs Collected logs for fusion

I TIEROBIELFEITTE ET,

* [Search Table] 7 o —/V RIZ, RARESNDIERE T 4 NZ ) 7T D DDREITFINE AN
HLET,

s [Download]| %7 V v 7 LT, BfFL7zn V77 A V% targz 7 7 A /L& LTH Y a— R
L\ij—o

HEIE D FAIT D [System Analysis Details] A7 4 FA XA > %BA<IZ1%, [Actions] 5D [Details]
Vo277 LET,

DART L RO VR

RODFIZ, [System Health] ~— D A7 A FAR R PICFEKR 415 Cisco DNA Center 777 A
T UABIOER SN AN AT AZOWTO S ESERBEAEZ R LET, BHITHETS
YEIT 4 (ERE) ISC T A—TLENTNET,

s ETT 4 (EKE) 1 (=F—) : BEH{LIiiz RAID 22> b — T 08k L 7= E 7

COBEBRRTT—% R LET,
VST 4 (EKRE) 2 () : CiscolSEV— — L DEEEZ M. TX 20 E O
R LET,

. Cisco DNA Center ') 1) — X 235 BIEEE A F
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cTETT 4 (ERE) 3 (B

WEHELTWD Z 2R LET,

\}

FEINCL-CF T |

RN R 2T arR—R e FREEEBY

G¥)

T TFIAT VADTRTON— R =7 a L R—3%2 R

CEEL TV DEHAIE, FarR—3 2 FOEBIO@MIEER S
NEREA, P VIZ, [Cisco DNA Center Ok] &\ 9 BEIMNFE IR S

hi‘a—o

% 4:Cisco DNA Center 7 754 7 > ADEH

AVR—FY |VEST« (EXE) 108BH |[YEST« (EXE) 2088 |YEST4 (EXE) 30DEA
~
CPU Processor CPU1 (SerialNumber - Processor CPU1 (SerialNumber - | Processor CPU1 (SerialNumber -
XXXXXX) State is Disabled XxxxxX) Health is NotOk and State is | xxxxxX) Health is Ok and State is
Enabled Enabled
F AR Driver - PD1 State is Disabled Driver - PD1 Health is Critical and | Driver - PD1 Health is Ok and State
State is Enabled is Enabled
MemoryV1 Memory Summary — Memory Summary
(TOTALSYSTEMMEMORYGIB - (TOTALSYSTEMMEMORYGIB
256) Health is NotOk - 256) Health is Ok
MemoryV2 Storage DIMM1 (SerialNumber - — Storage DIMM1 (SerialNumber -
XXXXX) Status is NotOperable XXXXX) Status is Operable
NIC NIC Adapter Card MLOM State is NIC Adapter Card MLOM State is | NIC Adapter Card MLOM State is
Disabled Enabled and port0 is Down Enabled and port0 is Up
FEIJREY = — |PowerSupply PSUI (SerialNumber - | — PowerSupply PSU1 (SerialNumber
7 XXXX) State is Disabled - XXxX) State is Enabled
RAID Cisco 12G SAS Modular Raid Cisco 12G SAS Modular Raid Cisco 12G SAS Modular Raid
Controller (SerialNumber - xxxxX) State | Controller (SerialNumber - xxxxx) | Controller (SerialNumber - XXXXX)
is Disabled Health is NotOK and State is Health is OK and State is Enabled
Enabled

REBEHREINTVSNE SR T LOREH

aViR—FR2 b

YEST« (EXE) 10EH

YEST4 (EXE) 20EH

YES T4 (EXE) 3DEH

Cisco Connected

Mobile

Experiences
(CMX) P—

IN—

There is a critical issue with the
integrated CMX server.

CMX server is integrated and
servicing.

Cisco DNA Center ') ') —
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. Disk Utilization Event Notifications

SRTLEEDER |

aAviKR—x b

TEZT4 (EXE) 10EH

EST+ (EXE) 20&H

YEST4 (EXE) 3DEH

IP7 RLAEH
(IPAM) H—

IN—

There is a critical issue with the
connected third-party IPAM provider

* A third-party IPAM provider
is connected.

* There is no third-party [IPAM
provider connected.

* The third-party IPAM
provider is currently
synchronizing.

Cisco ISE : #MB
RESTful +—¢t&
A (ERS)

ISE PAN ERS connection: ISE ERS
API call unauthorized

ISE PAN ERS connection: ERS
reachability with ISE - Success

CiscoISE : 1238
P

ISE AAA Trust Establishment: Trust
Establishment Error

ISE AAA Trust Establishment:
Successfully established trust and
discovered PSNs from PAN

ITH—b R&EH
(ITSM) H—

IN—

Servicenow connection health status
is NOT up and running

Servicenow connection health
status is up and running

Disk Utilization Event Notifications
VAT ANV AE, VAT AND ) — RIE DT 4 A FHEEEHR L, b0 ) — ROfE

RRPA Y b U — 7 BRI

HEHZDAREMEDOH D L-VVICET D L@mERE LET,

RN 15% B2 DHE, VAT ANV ATEEBHNEERELET, £, HHEDN 85% &
DL, VAT ANV ATEKRREMEEE LET, ZNOLOBEMERTERBIOCY TR 54

73BT,

['Cisco DNA CenterPlatform User Guide] ¢ ['Work with Event Notifications |

FE Y

JIZHH SN TV D FIRAZFITL TS EESV, ZOFIREETT 5 & &, 47 [System
Performance: Filesystem Utilization] £ X h A IR L THT A7 T4 7 LTS,

T4 ATERAROERICEAL T, ROBIZEELTLIEEN,

Ny I T T A NEEITLEILCiscoDNACenter 27 v 77 L— K95 L, VAT A
ANVARZ LS TCT 4 AT HRAROEREPEHBE I, 1R S ICERBNIE SN ET,

3/ —FRDHAT 7 A AL MTlE, 32ODF T AKX ) — R THERINTNDETRTD/R—
T4 varPNERENET, Ash @M. HES L= 0 g VIZEA T,

* TAFAZ Y AN PEIN IR TODREATIE, VAT ANVRAET 7T 4T A L &
AL UNRAYA ORI T/ — N LT 4 A7 FAREZER L ES,

HEINBETHIaY
WDFEIZ, VAT LADEFHEOT=X) TR S BAT 2 —K2REE ., T b ofE
PEETHIOOHEINHINEEZ R LET,

. Cisco DNA Center ') 1) — X 235 BIEEE A F
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| vRFLEEOHERK

gmsnz7ooay |
aAvik—xo MY TavikR—x2 b |fERE
Cisco ISE

ShEF RESTful %— B %
(ERS) : FlEnpEME:

WRINDTHI 3V
B A LT RRFEAET D (Cisco

ISE ERS API DR L &V ME %

WA ENFRREEZBR
) .

* Cisco DNA Center & Cisco ISE D& D
TaX ==X UREE
MR LET,

* Cisco DNA Center 7> & Cisco ISE (23]
ETEXAHINEIDEHERLET,

Cisco ISE & O#ifc & files. T X 72
Uy,

T TAT VA —INIPEEINTND
WEIPEMERLET,

« Cisco DNA Center & Cisco ISE D[ D

XY —R—D T FRIESE
R LET,

* Cisco DNA Center 7> % Cisco ISE |ZF

ETEXDOINE IR LET,
ERS : "M

ERS API = — /L ~DEE N2,

o 4 A F—)LEI TV 5 CiscoISE D
N—= g U EERLET,

* CiscoISE CERS 3 BEZNZ 72> T 5

MNEIDEMERLE T, FEMICON
T, [Cisco Identity Services Engine
Administration Guide] @ [Enable

External RESTful Services APIs] %%
LT &N,
ERS : 3%

Cisco ISE ERS APl == — /L3 FF 7] &
7z,

AAA BED T 7 A EH L Cisco ISE @

oA U NERNREI L THDENE 9 Ehk
AHLET,

ERS : &iE Cisco ISE DFEIENE T X4 TV

%

Cisco DNA Center GUI T{E#H % FHe~r L
F9, P OWVWTIE,

['Cisco Identity
Services Engine Administration Guidel @
ERS : RO EIE— | REZRD
r)7e =7 —

[Enable PKI in Cisco ISE] #Z&M L T<
&,

DU T —RAT B,

Cisco DNA Center ') 1) — R 235 BIEE A K .
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https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-and-configuration-guides-list.html

SRTLEEDER |
B #zsnzrooa

aAVR—xU MY TavR—FRU+ |BE HRINDBZTIaY
1. CiscoDNA Center THIERE SN TV
D AAA RTEEHIBRLET,

2. WY AAMARREZFANLET, §F
AW TIL,  [Cisco Digital Network
Architecture Center Second Generation
Appliance Installation Guidel @

lntegrate Cisco ISE with Cisco DNA
Center] Z#ZM L TLEEWY,

3. EHEZHM LET, SRV T
IZ. T[Cisco Identity Services Engine
Administration Guide] @ [Enable PKI
inCisco ISE] #ZM L T ZEW,

{48 : BlEvTHEM: HTTPS 5t & WAL TX 7200, AAA FRED T 7 A L fEH L Cisco ISE D
oA UNERBFEICTHHINE ) 0%
BLET,

CiscoISEFFHEF = — D7 v 7 * Cisco DNA Center & Cisco ISE D8] ™D
72— NHIZEE 7z Cisco DNA TaX =R a X UHREE
Center = R7RA > b URL (2 &5z R L £,

TERU,
* Cisco DNA Center 7> & Cisco ISE (2%

ETELMEI DR LET,

159 - CiscoISEREFAET = — U WML |  « MEIZIL U T, Cisco ISE NEF/L— b
b5, CAF =—rZmARLET, FEHIC
DU TIE,  [Cisco Identity Services

Engine Administration Guide] @ [ISE
CA Chain Regeneration] %2/ 1L T<

=1 AN

R
it

o NEB CA FFHHET = — 1 2° Cisco ISE
MOHBIREN TN L 2R L
\i—a—(}

CiscoISEiFHEF = — DT v 7
7 — RAIZEEE S 417z Cisco DNA
Center = RARA o F URL 3 &K 11
INTW3,
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| vRFLEEOHERK

#snzs7ovar i

aAVR—R2 b

HJavER—x2 bk

)]

HESND TV Y

«URL #ifZEI L, =2 RAA > hD
/aaa/Cisco ISE/certificate 7 4 L' 7 ~ U
WZT7 7B ATEDME D INERERL
£7,

* Cisco ISE T [Use CSRF Check for
Enhanced Security] 47" 2 VI3 E )
W7o TWAMNE I D afEd LE
T AEABIZ DOV TIE,  [Cisco Identity
Services Engine Administration Guide ]
@ [Enable External RESTful Services
APIs| ZZHL T EE 0,

(L S

CiscoISE /XA 7 — RO HAR A1

T2,

« Cisco ISE &I /R 2 U — R & FARK
L¥E7, FEfICoWTIE, [Cisco
Identity Services Engine Administrator
Guide] @ [Administrative Access to
Cisco ISE] #ZM L T EEW,

e CiscoISEGUI IR /A > TxAHZ L
FRER L ET,

B . Ry ETIT—
MRy 7p e 7 —

RIEFLD

BT — T .

1. Cisco DNA Center CHIIERRE S IL TV
% AAA REEHIBRLE T,

2. WU AAARREZ AN LET, 3
HZ Wik, [Cisco Digital Network
Architecture Center Second Generation
Appliance Installation Guide] @

lNntegrate Cisco ISE with Cisco DNA
Center] &ML TL7EEW,

3. BHEHAMMNLET, FHMIZONT
L. [Cisco Identity Services Engine
Administration Guide @ [Enable PKI
in Cisco ISE] &ML T 7ZE W,
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DNI1-HW-APL DAL, RO FIE%E
FITLET,

1. A A=ma—nb,
[Compute] > [BIOS] > [Configure
BIOS] Z RN L 77,

2. [Advanced] # 7 %7 Vw7 LE
‘é—o

3. [LOM and PClIe Slots Configuration]
L E T,

4. L7 mLOM 2 AEhZ LT, &K
A NEREEELET,

3. FOMTTOPIDIZONWT, &
DHDHaAR—F L ET,

. Cisco DNA Center ') 1) — X 235 BIEEE A F



| vRFLEEOHERK

#i—tshTus ResTAPl I

)]

HESND TV Y

Cisco DNA Center <IP_address> X
HBRIATOEZARF Y v
RV —ELLTTA My 7 %FR
ETDHZLIITEETA, HEXIA
HRY = T7A PANV=THD
VER S £,

1.

2.

Cisco IMC (2886t L £97,

AA v A=a—D b, [Storage] >
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Method | API /S X A B
GET |diagnostics/system/health Pt STV 53X T D Cisco DNA Center 7 77 A 7

VALY AT AOFFTOIEFERE A RV F R
RENFET,

diagnostics/system/health?summary=true

TEIT 4 (ERE) BEbEWVEFOEFRMEA X
FRFRENET,

diagnostics/system/health?domain=DNAC-Appliance

B SN TWAT 794 TV ADTXTON— R =
TARY hRERRENET,

diagnostics/system/health?domain=Integrations&subdomain-AAA
Trust Establishment

T RTOMEL L AAA FHEOMESL A X2 M INEIR
ShEd,

diagnostics/system/health?limit=5

D5 SDOEFEREEA X hREREINET,

diagnostics/system/performance

Bt SNTT T T4 T v ADIRT f—~  AERPE
MEa, WA 15 pHOPRTRSNET,

diagnostics/system/performance?range=now-1h

M 1 R O EEERGM A (KPD) A KU v 7R
FREINET,

diagnostics/system/performance?range=now-1d

WE1HBOKPI A MY v RFRRINET,

diagnostics/system/performance?range=now-1w

WE1THEMBOKPI A MY v 7 BRERINET,

diagnostics/system/performance?function=max

FBE LMo KME, BIEEARRINET, 7
7 v MEEAE T,

diagnostics/system/nodes/performance?range=now-1d

BEIAMOBERESNTEZET I T ADKPL A b
Uy 7 REREINET,

diagnostics/system/performance?kpi=cpu,memory

F7 v hOHE (154Y) © CPUBLOAEY i
RBRFRENET,

diagnostics/system/nodes/performance/history?kpi=cpu

T 7 v MIMORESINZKPIDEREA ) v 7 RN
FREINFET, HEOKPIZIEETAEAIT. Ho~
TR F9,

diagnostics/systemv/nodes/performance/history ?kpi=cpu&range=now-1d

WE1IHIMOIBESNT-KPIDBREA R v 7 R
SnET,

/system/health/summary/

BHOERNI TAXA X "REREINET, 7T A
AR ML, TR_RTCON— R =T 2 R—x
hEMTY TV AT LDA R EPREENET,

/system/health/externalsubsystems/subdomain

BEINTEY T RAL VOERFTIOA Xy MRERIN
¥4, BERY T R AL fEIZ. IPAM, ISE. CMX,
BIOITSM T1,
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Method | API /X X A B
/system/health/hardware EHOEKRNAN— R T AR "RFERINFET,
/system/health/hardware/hardware_component BEIN N N—RUzTaryR—3%r NOEFTOA X

VEBRFRRENET, AN~ KU =T a R —R
v FOfEIZIZ. CPU. RAID. MEMORY, POWER,
NIC, BXO'DISK 8% 0 £,

/diagnostics/system/health/externalsubsystems/ISE TOAPIIC L o TS AT, B shTnd
CiscoISE Y — "—DHBIEDIRREIZ L > TR 5,
ZOHAODOBNZDNTIE, T IVAPIET) (39—
V) BRLTIIEIN,

/diagnostics/system/health/externalsubsystems/IPAM ZTOAPLIZ X > THE XN A T, BTV 3
Cisco Prime Network Registrar [P 7 R L A~ R — ¥

(IPAM) OIUEDRIEIZ L > THERR Y 9, ZoOH
NOFZHSNTIE, 7V APLIHT) (39 <—7)
ZZRLTIZE N,

H > FILAPIE S

IRDFIT, /diagnostics/system/health/externalsubsystems/ISE % 72 |&

/diagnostics/system/health/externalsubsystems/IPAM APl % 51T L7 & ZIZERR S5 H 1 Ofl %
i—\‘ L/ 32 ﬁ‘o

/diagnostics/system/health/externalsubsystems/ISE @ H 7145

<+ 1) 7 : Cisco ISE ¥—/3—73 Cisco DNA Center & #A SN TWVER A,
Output:

{

"DNAC-Cluster": {

"Status": "Warning",
"TooltipInfo": "No data available"
}

}
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/diagnostics/system/health/externalsubsystems/ISE 0 i 71451

< F 1) A : Cisco ISE ¥—/3—73 Cisco DNA Center IZ#HEAEINTED | EFICHEEL TWET,
Output:

{
"DNAC-Cluster": {

"Status": "Ok",

"Group": "ISE",

"Label": {

"hostname": "ISE-60-38.example.com",

ip": "172.28.80.37"

}I

"Family": "ExternalSystems",

"Id": 1,

"TooltipInfo": [

{

" id": "-429109689",

"tenantId": "TNTO",

"severity": 3,

"timestamp": "1591072373412",
"source": "ISE ERS Client",
"actualState": "",

"description": "ISE PAN ERS connection : ERS reachability with ISE - Success",
"group": "ISE",

"family": "External Subsystem",
"drUsability": "No",

"state": "SUCCESS",
"eventInstancelIdentity": {
"subDomain": "ISE",

"domain": "Connectivity",
"namespace": "SystemRawEvent",

"id": "SYSTEM-EXTERNAL-ISE-PAN-ERS",
"type": "SYSTEM",

"tags": "ISE ERS",

"event instance id": {

"component": "primary",

"hostname": "ISE-60-38.example.com",

ip": "172.28.80.37"
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/diagnostics/system/health/externalsubsystems/ISE 0 i 71451
OF A ERAT — X A% RO Cisco ISE A X2 FAREALFE LT,
Output:

{
"DNAC-Cluster": {

"Status": "Warning",

"Group": "ISE",

"Label": {

"hostname": "pi-system-200.example.com",

ip": "10.197.73.213"

}I

"Family": "ExternalSystems",

"Id": 1,

"TooltipInfo": [

{

" id": "-440073227",

"tenantId": "TNTO",

"severity": 2,

"timestamp": "1591072804646",
"source": "AAA Trust Establishment",
"actualState": "",

"description": "ISE AAA Trust Establishment : Trust Establishment - Error-IP/FQDN not reachable",
"group": "ISE",

"family": "External Subsystem",
"drUsability": "No",

"state": "FAILED",
"eventInstancelIdentity": {
"subDomain": "ISE",

"domain": "Integrations",

"namespace": "SystemRawEvent",

"id": "SYSTEM-EXTERNAL-ISE-AAA-TRUST",
"type": "SYSTEM",

"tags": "ISE AAA",

"event instance id": {

"hostname": "pi-system-200.example.com",
"component": "primary",

ip": "10.197.73.213"
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SF ) A B S U7z Cisco ISE H—/N—"TH44 RESTful +— A (ERS) M- TWET,
Output:

{
"DNAC-Cluster": {

"Status": "Warning",

"Group": "ISE",

"Label": {
"hostname": "csg-nscg-0861.example.com",
"ip": "10.63.107.41"

}I

"Family": "ExternalSystems",

"Id": 1,

"TooltipInfo": [
{
" id": "-915009445",
"tenantId": "TNTO",
"severity": 2,
"timestamp": "1591357663101",
"source": "ISE ERS Client",
"actualState": "",
"description": "ISE PAN ERS connection : Timeout elapsed",
"group": "ISE",
"family": "External Subsystem",
"state": "FAILED",
"eventInstanceIdentity": {
"subDomain": "ISE",
"domain": "Connectivity",
"namespace": "SystemRawEvent",
"id": "SYSTEM-EXTERNAL-ISE-PAN-ERS",
"type": "SYSTEM",
"tags": "ISE ERS",
"event instance id": {
"hostname": "csg-nscg-0861.example.com",
"component": "primary",
"ip": "10.63.107.41"
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/diagnostics/system/health/externalsubsystems/ISE 0 i 71451

SF 1) A& BEgE S 7z Cisco ISE H—/3—"T ERS WHERNZ 2> TV ET,
Output:

{
"DNAC-Cluster": {
"Status": "Ok",
"Group": "ISE",
"Label": {
"hostname": "csg-nscg-0861.example.com",
"ip": "10.30.148.52"
}I
"Family": "ExternalSystems",
"Id": 1,
"TooltipInfo": [
{
" id": "-915009445",
"tenantId": "TNTO",
"severity": 3,
"timestamp": "1591359643926",
"source": "ISE ERS Client",
"actualState": "",
"description": "ISE PAN ERS connection : ERS reachability with ISE - Success",
"group": "ISE",
"family": "External Subsystem",
"state": "SUCCESS",
"eventInstancelIdentity": {
"subDomain": "ISE",
"domain": "Connectivity",
"namespace": "SystemRawEvent",
"id": "SYSTEM-EXTERNAL-ISE-PAN-ERS",
"type": "SYSTEM",
"tags": "ISE ERS",
"event instance id": {
"hostname": "csg-nscg-0861.example.com",
"component": "primary",

ip": "10.30.148.52"

/diagnostics/system/health/externalsubsystems/IPAM O H 7145

L3 1) ZF : Cisco Prime Network Registrar IPAM 7% Cisco DNA Center (28t SV TWEH A,
Output:

{

"DNAC-Cluster": ({

"Status": "Warning",
"TooltipInfo": "No data available"
}

}
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/diagnostics/system/health/externalsubsystems/IPAM O t 71451
23 1) Z : IPAM 73 Cisco DNA Center [ZHft 41 CH Y . IEFIZHEL TWET,
Output:

{
"DNAC-Cluster": {

"Status": "Ok",

"Group": "IPAM Integration",
"Label": {

"hostname": "",

"ip": "192.168.101.72"

}I

"Family": "ExternalSystems",
"Id": 1,

"TooltipInfo": [

{

" id": "1328761079",

"tenantId": "TNTO",

"severity": 3,

"timestamp": "1591072639889",
"source": "INFOBLOX: https://192.168.101.72",
"actualState": "",
"description": "A third-party IPAM provider is connected.",
"group": "IPAM",

"family": "External Subsystem",
"drUsability": "No",

"state": "OK",
"eventInstancelIdentity": {
"subDomain": "IPAM Integration",
"domain": "Integrations",
"namespace": "SystemRawEvent",
"id": "SYSTEM-EXTERNAL-IPAM",
"type": "SYSTEM",

"tags": "IPAM",

"event instance id": {
"hostname": "",

"ip": "192.168.101.72"
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/diagnostics/system/health/externalsubsystems/IPAM O t 71451

< F1)F : IPAM 7 Cisco DNA Center (2 SN TR, =T —0NBELE LT,
Output:

{
"DNAC-Cluster": {

"Status": "Error",
"Group": "IPAM Integration",
"Label": {

"hostname": "",

"ip": "192.168.101.72"
}I
"Family": "ExternalSystems",
"Id": 1,
"TooltipInfo": [

{
" id": "1328761079",

"tenantId": "TNTO",
"severity": 1,
"timestamp": "1591363687041",
"source": "INFOBLOX: https://192.168.101.72",
"actualState": "",
"description": "There is a critical issue with the connected third-party IPAM provider.",
"group": "IPAM",
"family": "External Subsystem",
"state": "CRITICAL",
"eventInstancelIdentity": {
"subDomain": "IPAM Integration",
"domain": "Integrations",
"namespace": "SystemRawEvent",
"id": "SYSTEM-EXTERNAL-IPAM",
"type": "SYSTEM",
"tags": "IPAM",
"event instance id": {
"hostname": "",
"ip": "192.168.101.72"
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Fxzv 7 ENEFA,

Ta X NFEEAEOKRIECIZY AR — P XL TWEHR A, Cisco DNA Center (X7 2 %72 L
T CRL BLOCSP r— "— |28 LE T,
¢ FFAAEDO OCSP BLXWNCRL = MV IIA T 3 »CTF,

« LDAP L, iFHEMEHAO 7o haL s LT R—FENTWERA, CDP E721%
AMH%%IDMHRL%E@&wT<téw

* Cisco DNA Center 7>5 CDP B3 LN OCSP ¢ _XCDO URLICEHETZANMERH D F
7, BIEARREZ URL EE T, MEDOKRN R L, HHT s AR = AR T RE
CoAREMR®H D £,

T—2DERI

Cisco DNA Center Tl, ATy FRA L FE ULV LAY RRA V FOF—Z ZELLT
EET, A—F—IDRT A ZADRA MRE ARTY FRA U FETA YL AT FR
A FOEANEEECTEHEREAT T TN TEET,

[Discovery] Z FATT DI, BELAEBHII/->TND I L Z2HiE LE 9, [Discovery] & 1T
LIctklio T — 5%Eﬁ%btﬁu\/XTACAOT<5%LP?—5HE%%éMi¢ﬁ\
BEFEOT — 2 IIEA L ENEE A,

AT TN A=a—T A2 (=) #7V v 27 LT, [System]> [Settings] > [Trust & Privacy] > [Anonymize Data] ®
JIELZ SR L £,

AT w72 [Anonymize Data] 7 > K7 C, [Enable Anonymization] &= v 7 7R v 7 A% A4 NI LET,

ATv T3 [Save]l #27 Y v 7 LET,
EAE AT D T ARKRHZ, MAC T RL A, IP 7 KL R EOEL DS OEH LONEE
TER< RV ET,

. Cisco DNA Center ') 1) — X 235 BIEEE A F



| vRFLEEOHERK

miy—neryv—y—rozE I

=¥ = N ° > N =JL =
seal —/\NER) — H—/\DEE
Cisco DNA Center |£ AAA Y— % 2 — W EEICfE A L, Cisco ISE & = — 83

WIEE T 7 & A
HOWFIHERALEST, ZOFNEE > T Cisco ISE &1 AAA —R_EZRELET,

18 HHEIIZ

e CiscoISE ZfHH L TR U > — & AAA BRRED N 7 2 FE4T74 5854, Cisco DNA Center 33 &
N Cisco ISE A SN TWNWDHZ & MR L E T,

o OB (CiscoISE LIAL) TAAAMEREZBEHA L TV A 5A. LFICEELTLEIN,

* AAA H—/X—"T Cisco DNA Center =&k L £7, ZiIZlX, AAA ¥ — —& Cisco
DNA Center DIHMEEZ TET D ENEGENETT,

o AAA Y—/3—"C Cisco DNA Center D4 % EF L E7,

» CiscoDNA Center ¥ /LT R A 7 T A X DR EDLEIL. AAA Y — R—D~< /LT KA
N7 ZAZZ, TRTOMBIOKRARNIPT RUALEAEIP 7 KL AZERELE T,

* Cisco ISE X ET HHNZ, LLFOREMHB L T LI,

*CiscoISEZ %y hT—ZIZEH LTS Z &, AR —KZTW5 Cisco ISE 73—
¥ a YOFEMNIZOWTIL,  [Cisco DNA Center Compatibility Matrix] Z&f LT 72
SV, Cisco ISE DA > A h—/L{Z-2 T, Cisco Identity Services Engine £ > A ~—
NBEOT v 7T L= A F[HEFE] 22 RLTIES0,

« AKX R7 1 ISE ERRENH 541X, Cisco DNA Center % Cisco ISE / — K &

AL, £D /) — R ETpxGrid — B A L AMEERESTful —E 2 (ERS) ZA2hicd
LHHERH £,

GE)  pxGrid 2.0 Tl Cisco ISE DJEBI TH K 4 DD pxGrid / — R & H]

TXF97. Cisco DNA Center 2.2.1.x LLFid U U — 2T 2 5% #8
Z2% pxGrid / — R&ZHAR—FLTWEEA,

o 43 Cisco ISE BN & 2854 -

+CiscoDNA Center # 77 A ~ VR o —EBH /) — K (PAN) &E#4& L., PAN BT
ERS Z# /N T HLERH Y 97,

\}

GE)

PAN R CERS #fiH+ A2 L #HE L4, 7=72L

AN
7w 7 OEAIL. PSN ETERS ZH#hCTE£9,
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B 2ay— s erys—v—rome

o SRR BEREE N O W0 D Cisco ISE / — K 1T pxGrid ¥— B A & H2bd
HMENHY £, PAN ETpxGrid —E 22 GMbT 52 L 2R TE £
N, MWATEDHY FH A, SBEEREREIZH 2EE D Cisco ISE / — K ET
pxGrid Z T ET,

* TrustSec % 721% SD-Access D =1 7 Y & PAC & 4LH 5 X 51T Cisco ISE Ti%
E3 5 PSN (X, [Work Centers] > [Trustsec] > [Trustsec Servers] > [Trustsec AAA
Servers] THIERT HMENRH Y £3, FEMITOWTIL,  [Cisco Identity Services
Engine Administrator Guide] ZZM L T 72& 0,

o IN— b 443, 5222, 8910. 9060 T Cisco DNA Center & Cisco ISE D@15 #H T
Z‘gﬁ)% D i‘g—o

* pxGrid 2320 &AL TV % Cisco ISE 7R A M T, Cisco ISE eth0 o > X —7 = A A D
IP 7 KL A _E® Cisco DNA Center 7> HEFETE AMLENDH Y F7°,
-CiscolSE J—FKiF, 77I9A4A T VANICRKRHETZ 77V 7 T2 =LA Fv h
WCHIEETE £,

e CiscoISEEH /) — RFEFAEDOY 7V =27 NAERIIV 7V =7 MUEL (SAN) DWW
FHDMZ Cisco ISE D IP 7 R LA £ 721X FQDN NG ENTWALERH Y £,

* Cisco DNA Center > A7 AFEHED SAN 7 ¢ —/L FIZ, CiscoDNA Center 7 77 A 7
YADIPT RL AL FQDN Ofli 53U A RSN TWAMLENRH Y £,

GE) CiscoISE2.4 /X F 13, 2.6 XvF 7, BLW2.7 /3y F 3 TiX
pxGrid FEFAZEZ Cisco ISE DT 7 #+ /v b D H &4 uﬁﬂﬂi%@ﬁﬁ
L TCWDEE, FEAEN CiscoISEIZ L > THESIND Z E0nh
VET, 2L, ZOERAFEOH VA= g (T SSLH— L
L CHETE S 417z Netscape Cert Type LR H A 72 TH, T
74T v NIEENLER ORI LET,

Z O Cisco ISE 3.0 LIETIIRA L £H A, Sz DN T
I&. CiscoCloudAPIC U UV —R / — M [HEFE| ZZH L T IEE0Y,

AT TN A=a—TA42a> (=) #71V v27 LT, [System]> [Settings] > [External Services] > [Authentication and
Policy Servers],

ATv 72 [Add] Ky 7 X)X b, [AAA] £/ [ISE] Z3R L £,

ATYT3 TI74~ AAA P —N—2FRET HI2E, ROEREATLET,

s [Server IP Address] : AAA — 3D IP 7 N1 X,

* [Shared Secret] : 7 /31 AFFEDOF —, WHWEORE I, HK 100 LFTT,

AT Y T4 CiscoISE —_—%RET DL, ROFEMEHREZ A LET,
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* [Server IP Address] : Cisco ISE #—/3—®D P 7 K L %,
* [Shared Secret] : 7 /NA AFRAED F—,
* [Username] : Cisco ISE (Z HTTPS #2HH Tr 7/ A > T 5= OIEMHT 52— —4,
* [Password] : Cisco ISE HTTPS = —#'—4 D /XA T — K,
GE) =P L NRRAT =PRI, Ry NIV EHEIET D ISEEHET WV FThHDHL
ERHY £,
« [FQDN] : Cisco ISE ¥—/S— D55 2fEffi K A A 4 (FQDN)

GE) « Cisco ISE ([Administration] > [Deployment] > [Deployment Nodes] > [List]) TiE# S 4
TWHFQDNA# 2 — LT, ZO7 4 — /L NIZEHEMVFIT 5 Z L 2R8I LET,

« AJJL7- FQDN %, Cisco ISEGEIETERK STV 5 FQDN, @4 (CN) F7-i
Subject Alternative Name (SAN) & —E T HMLERH Y £,

FQDN {X, ROFEXT, FAMBIRRAAL LA D 2 DD/3— N THEE S TWET,

hostname.domainname.com
7= & 21X, Cisco ISE #—,3—D FQDN /& ise.cisco.com T® 2 A[REMENH V F 9,
« [Virtual IP Address (es) ]: CiscoISE R U > —H—E A/ —F (PSN) BNEHBIHBEBIN WA —FK
NI T OREARIP T RL A, BipZm— N7 oY OWRITEMD PSN 7 7 = A0 H D5 E13. i
K6 >DOEMMIPT KL AZ AT TEET,
AT w75 [Advanced Settings] #7 U v 7 LT, REZMEKR L F7,
* [Connect to pxGrid] : pxGrid #ft & AT DT, ZOF v IRy 7 A% A LET,

Cisco DNA Center > A7 AGEFE % pxGrid 7 74 7 FaEE L LT 2546 (pxGrid 7 74 7
> k& LT Cisco DNA Center 2 A7 A% FRFET 5 7291 Cisco ISE [Z25{8) . [Use Cisco DNA Center

Certificate for pxGrid] = v 7 R v 7 A% A N2 LET, BIERE CHEHAIN TR TOIEHELZF L
CATHERTAIUENRSLZHEIE, ZOFTva v EHATEET, 2o+ 7T v a v EE8hIcT 5L,

Cisco DNA Center [X, A7 A0MEHT % pxGrid 7 74 7 > FREEZ AT 5728 D ER % Cisco
ISE 25 LET,

ZIOF T arEAINITAEAIE. ROZ EEMERLTLEEN,

» Cisco DNA Center EFA NS, Cisco ISE THEHH D CA LR UFRFER (CA) 12Xk o TAK L TWY
52 & () TRWES, pxGrid FEREIZ R L £

* [Certificate Extended Key Use (EKU) |17 4 —/V RiZ [7 747> F&GEl BDEENTNDH I L,

* [Protocol] : [TACACS] & [RADIUS] (F 74/ 1) , WFOT7a ha)LaERTEET,

EB Z Z T Cisco ISE —/3—? TACAS # AN L2 WIGEIE, v T —27 T /51 AFEGEH
12 AAA r——%RET D & |2, [Design] > [Network Settings] > [Network] C Cisco ISE
H— —% TACAS —_"— L L TRETE EHA,
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« [Authentication Port] : AAA ¥— N—~DFEFEA v —V DOV L—IZfEHENDER—b, T74/L D
UDP AR— R 1812 T,

* [Accounting Port] : AAA P — N—~DEERA X OV L—ZHHINDLR— b, T 7%/ D UDP
A— NI 1813 TT,

s [Port] : 7 7 4 /L k@ TACACS /R— ~E 49 TT,

* [Retries] : #EREDOFRITOIH 1L XA HHIIZ, Cisco DNA Center 78 AAA W — "\ ~D$Efi & kA 7=, 7
7 v b OFATIEERIZ 3 BT,

s [Timeout] : #e DFRATANH 1L Z DRI, TN AD AAA B N DS A T A X A ATk
W, T 74NV NDEA LT T MI4FTT,

G¥) VLG R A ASIT 5 & CiscoISE 1L 2 DD 7 = — X% T Cisco DNA Center & #iA S E
T, MANETTHETIUIED DN £, 72— L OHAAT—H AL, [Authentication
and Policy Servers] 7 ¢ > K7 & [System 360] 7 « & RUIZR/RSNET,

Cisco ISE r— "—F k7 = — X :
« [Authentication and Policy Servers] 7 « > K7« T#E{7H
* [System 360] 7 4 > K [T A~ Ui HAlHE)
pxGrid V7 A7 U 7y g U EERT = — X
* [Authentication and Policy Servers] 7 4 > R« [7 757 17
* [System 360] 7 1 > R 7T A4~ UMEHAEE] XL TpxGrid i H AT HE)

FIE EA7= Cisco ISE r—_"—D AT —Z ZR/82 T — ROEHE|Z LV [FAILED] & FR & T
VDB, [Retry] &2 U v 7 L, /SAT— K& EH LT Cisco ISE #eft & AR L £,

ATvT6 [Add| 227V v 7 LET,
AT T B Z VS —"—%BMT5I120%, AROFIEEZEEY KL ET,

Cisco Al Network Analytics D% E

ZOFNET, Cisco Al Analytics FEREAZ AN LT, Ry NI —ZF A LA _ MY W
A4 Mg, "R T =06y NU—2 A4 X h®DF —4H % Cisco Al Cloud |27 AR —
FLET,

1R BRI

» Cisco DNA Center 1 Cisco DNA Advantage Y 7 bV =7 T4 B A HREH L TNB Z &
EHERLTLTEI W, AlRy bT—=U 9% 77V r—3 3 &, Cisco DNA Advantage ~/
TR =T IA B RACEHEENTOET,
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» AINetwork Analytics 7 7" U 77— a3 VO HiN—Va VA VA = LI TNDHI L%
MRLTLLEIV, 77V 5= a v OEHFOX T a—Ref A =L (118—2)
BT ZEN,

e Xy hU—Z FZITXHTTP 7 X0, IRDYZ T KIKA M~DT 7 k377 K HTTPS
(TCP443) 77 v AZHATALIICREESN TWVWAZ L MR LET,

+ [api.usel.prd.kairos.ciscolabs.com] ([ B Hiduk)

» [api.eucl.prd.kairos.ciscolabs.com] (EU H 4% Hitfik)

AT TN A=a—=TA42ar (=) 27 1V v 27 LT, [System]> [Settings] DNEIZER L F 9,
AT w72 [External Services] £ CAZ u—/L L, [Cisco Al Analytics] Z &R L £,
Al 2y D=0 0H V4 RUDBHE £

Al Network Analytics

Using Al and Machine Learning, Al Network Analytics drives intelligence in the network, empowering administrators
to accurately and effectively improve performance and issue resolution. Al Network Analytics eliminates noise and
false positives significantly by learning, modeling and adapting to your specific network environment.

Recover from a config file

ATV T3 WONWTNIEFETLET,
« T T TAT U AZLLRID /N — 5 D Cisco Al Network Analytics 731 A b —/L ZILTW DAL,
WOFNEZFETLET,

1. [Recover fromaconfigfile] #27 UV v 7 LET,
[Restore] Al r v NU—2 340 4 > RUNRHEET,

2. FBRENEZ VTN 74 X2l —ay I ANERT I T RNy 450, 774
IWUAT EANS T 7 ANVERIRLET,

3. [Restore] #7 Vv 7 LET,
Cisco Al Network Analytics DIEICIZIFE I 0D 5503 H Y . E D%, [Success] XA T 2 TRy 7
ANERINET,
« Cisco Al Network AnalyticsZ #]60 THERL T 256, IROFIEZFEITLET,
1. [Configure] #7 U > 7 LE£7,

2. [Where should we securely store your data?] {63k T, 7 — ¥ Z{R{F3 25728 L £, [Europe
(Germany)] & 721 [US East (North Virginia)] Z3#R TX £,
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B /s 7 ramzoEs

[Testing cloud connectivity...] # 7 C/RINTWND LI, VAT AL T U RO T A N Z Bk
LET, 777 RO T A MM5E T35 &, [Testing cloud connectivity...] 7 =7 A3 [Cloud connection
verified] IZE DD F7,

[R~(Next)] 227 U 7 LET,
[Terms and Conditions] 7 4 > KU RFE RSN ET,

[Accept Cisco Universal Cloud Agreement] = v 7 78 v 7 A% 4 N2 U CRMISGEEIZFEE L TH 6,
[Enablel 27 U v 7 LET,

Cisco Al Network Analytics NN 72 5 £ TIZE B D055 G013 H Y . £ D%, [Success] ¥ 1 7 1
TRy I RAINFRENET,

Success

You have successfully onboarded Al Network Analytics! You are about to
download the configuration file that enables Al Network Analytics. This
contains the key used for your data in the cloud. Please treat this
confidentially and keep this in a secure location. Access to this configuration
should be controlled.

ATY T4 [Success] XA T /Ry AT[Okayl 227V v 7 LET,
Al Ry D=0 38 7 ¢ v RUBRERS I, [Enable Al Network Analytics] b 7 /LR ¥ U NEREINET,

ATvTH

(HELE) Al 2y T —9 9% 7 ¢ > KT, [Download Configuration] 7 7 A V&7 U v 7 LE7,

95472 FEBREDER

Alm— = NI, X50927 747 2 FEAEEZHER L TAIYZ 77U R~ORBEEZ FEITLET,
SEAENE, AL 9T R~DOTF v bOF U R—F 4 o TRHIZ AL 7 T 7 K CAIZ X - THERRE
FOEBL S, 3EMAZTT (2021 48 AT 1 FI124M) » AOHIRNGINnImc, 777
NEEN KON WL 7 T4 7 > NEAZEZEHTHLERH D 9, AEAEO BB
ADZAAPEAINTHNET, ZOAD=RATIE, FHRICAEZEZTFEICRY 7T v
THXLERH D 9, LU CiscoDNA Center ZE T E 2 IIBITT HHEAIE. Ny 7T v 7N
MECT,

FHe, TXTOAIDHT T4 Ry (TR, e—h~vy 7 Xy hT—7 ik, L
RBLEOA VA b)) ([CEMNFERSI, HTLWAL Ry N =7 Gk E SNy 7 7 v 79
HEDITHERENET,
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T 4 £— )L Cisco Al Network Analytics

Cisco Al Network Analytics D7 — Z IUEE % TEZNIZ 3 5 1Z1F, KD X 5 1 Al Network Analytics
RN T 20ENH Y £,

RT9T1 A=a—TA4ar (=) 27V v27 LT, [System] > [Settings] DNEIZEIR L 7,
AT 72 [External Services] & CAZ v—/ L L, [Cisco Al Analytics] Z &R L £7°,
S F = v s ~—r (l)) 13, ZOMEPEDE>TVAZLERLET, Fxv Ry 2 AN
FT7O%E (X)) | ERITEICZR > TWES,
AT w 73 [Al Network Analytics] fEJ8 C. [Enable Al Network Analytics] h 7 /ViRZ %7 ) v 7 LTAZIZLET
(L8 ,
ATv 74 [Update] 7Y v 7 LET,
AT w75 Cisco Al Network Analytics 7 7 7 R22bH % > hU—27 57— X ZHIBR$ 5121, Cisco Technical Response Center
(TAC) (@M L THR— IV 7 =R MEA—T L LET,

AT w76 LFIORENME > TRE SN TWDHEEIE, [Download configuration file] #7 V v 7 LE T,

IR T Ly ON—XDE#H

Bt T L > DXy 213, iR = 2 (MRE) 2t x = U7 ¢ OREERE L, RA
RO BBV T 2 ET 57 OIEAT 5, B —2r7n—T3, ZhoDFLbyy
Ny 71 KV ZL OFEBREZE LR bfkErc s E 4, WG 1Ly oX—2
E. b0 F Ly YNy s (UV—r7u—) OURI M) TT, &HOT Ly o~y 7%,
BEMHERR T Ly U — 2035 H BB TR &40 5 K 9 Cisco DNA CenterZ iX &9 570>, FEIT
FHTHIETARTTEET,

RTYT1 A=a—TA4ar (=) 27V v27 LT, [System] > [Settings] DNEAIZEIR L 7,
AT w72 [External Services] £ C FIZAZ m—/L L, [Machine Reasoning Knowledge Base] %8R L £ 7,
[Machine Reasoning Knowledge Base] 7 « & R 7 ZlE, IROEWMNBF R I N ET,

* [INSTALLED] : A > A F— /L EITW AR T Ly O R_R— ARy r—T D=V a b VA F—
IHPERRESNET,
BEAERR T Ly OR—RIZH LT v 7T — b3 B DA X, [Machine Reasoning Knowledge Base] ™7 >
R 7 1Z [AVAILABLE UPDATE] 7&K /R 4L, 7 v 77— R @ [Version] & [Details] 23R SV E T,
* [AUTO UPDATE] : ##Hin7 L » ¥ ~X— 273 Cisco DNA Center CHENIZ/EH HH SN E 7,

 [CISCO CX CLOUD SERVICE FOR NETWORK BUG IDENTIFIER AND SECURITY ADVISORY] : H#Eh
Wik & 31T T& 5 CX Cloud & Cisco DNA Center & LE T, ZDOHMAIT LY, Cisco DNA Center®
X2V T 4 T RRATF Y Y — NS EET AN ZADOMTHMN 2T AN BiIzmb S E Lz,
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ATw 73 (HELE) [AUTO UPDATE] = v 7 R v 7 A% AN LT, Mdia T Ly O _X—A 2 BEIICE T L &
j‘o
[Next Attempt] fEIRIZ . RIEIOEH O B AT ERFADBRRSINET,
HEHEHTIX, Cisco DNA Center 287 7 U ROMMHEGR = ¥ N IEFICHERH SNV TV DG EICORETT
% iTO
ATv T4 FEMHAERR T L > PX— A % Cisco DNA Center CTFE/ TEH T 5121, ROWTNNEEITLET,
* [AVAILABLE UPDATES] ® FiZ& % [Update] #27 U v 7 LE 7, [Success] R 77 v 7T 1 KRR
FREIN, THOAT —HZANRRINET,
cBIHERR L Yy N2 m— I~ Y T FE)TH U m— R LT Cisco DNA Center (2 7R —
LET, ROFIEEZFEITLET,
1. [Downloadl %2 U > 27 LE7,
[Opening mre_workflow_signed] % A 7 12 7' 7R v 7 AMBRINET,

2. Zouru—RLEZ7AVERRLSH, v—IA<T OHBOEANIREFEL T, [OK] 227 U v 7
LET,

3. [Import] 27 Vv 7 LT, ¥Uru—RNLIEEEHGRwmRTL Yy P_X—2%2u—0/L~ 76 Cisco
DNA Center |24 »AR—FLET,

ATy S5 [CISCO CX CLOUD SERVICE FOR NETWORK BUG IDENTIFIER AND SECURITY ADVISORY] F = v 7 7R v
I AEF AL T, Xy hT—=I X7 IDBLPEF2YT 07 R/ H Y L O Cisco CX Cloud D %
Bz LET,

AT w76 [Security Advisories Settings] =V 7 C, [RECURRING SCAN] hZ VR HZ %27 U v 7 LT, wilEOEL
IRAX v N E TN L E T,

AT F 7 [CISCOCXCLOUD] hZWWiRh& %2 U v 2 LT, CiscoCX Cloud #H2hFE 713 MM LET,

.Sy Ly RV S

SRADYLTUIYILDERE

Cisco DNA Center @ Cisco D7 LT ¥ ¥ )V EFRETEET, CiscoDZ LT ¥y /Lid, VA
IOFEETZITN— b F—& LTHIBRMEOHEITICT 78 AT 572D, A3 Web A
coa 7 A4 AT H—F—4 LA T— R TT,

)

GE)  WOFINEZMHEH L T, CiscoDNA Center HIZRE SN CiscoDV LF oo ¥y Uid, Y7 h=
TARA—TUREFH T ST L Ay ra— RT5-0HINET, CiscoDZ LTy
WTFET, B2 UTF 4 DEHIZ, ZOFaER s TR LENET,
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SUPER-ADMIN-ROLE #E[R & Ff > — WV DHN Z OFNEE EITT B Z &N TEE9, FHEMiz-o
W, 22— g =1L OfE (121 X—) 2B LT EEN,

1|

ATV TN A=a—TA4ar (=) #7U » 7 LT, [System]>[Settings] > [Cisco Accounts] > [Cisco.com Credentials]
DNEER L £,

ATYv T2 vAIZ—HPF—AEBIOIRT—RE AN LT IZEN,

ATv73 [Save] &7 Vv 7 LET,
cisco.com D7 A UNERMN Y 7 FU 2T E—ERIZH L TRESNET,

SRADILTUOIURILDO )T

Cisco DNA Center (25t L CEAER T SN TV 5 cisco.com D1 7 A FHREZHIBRT A I121%. &
DFRIAZEFITLET,

)

GE) VTR T D= RRTNRA ATy a = JICEET 55 27 2 RHITT 5
BE. cisco.com DT 7 A ERNERTE I N TV RWE | X A7 OBIGARNC v 7 A EHE A
NTDHEITKROLNET, ATLiw 71 5% R1F L T Cisco DNA Center /& T
HT2121%, ERENTFXATa TRy 7 AT [SaveforLater] Fry IRy I RAeF T
LET, TNLUSNDOEEIL. ZNODX AT ZRZTTH-NCn 7 A UNEHE AT D0
ERHY FT,

COFIEEETTHE, = Ra—P—F (v 28K (EULA) OERMEYEENE
T, EULA OEGREFASIT D HIECHOWTL, T4 B A8HEOZH (66 2—)
ZHERMLTLIEE N,

4RO HREIIC

SUPER-ADMIN-ROLE ¥R Z# EHf > — P —DHN Z OFIEE FATTH LN TXFET, M1
ONTE, ==Y v—LOE (121 X—) 2L T I,

ATV TN A=a—T A2 (=) #7V » 7 LT, [System]>[Settings] > [Cisco Accounts] > [Cisco.com Credentials]

DNEIER L £,

ATY T2 [Clarl 227V v7 LET,
ATy T3 FRENZFA TRy 7 AT, [Continue] 7 U v 7 L THEMEELIHETE L £,
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B

X JE

S 7y S e
FDETE
£ — RlX. Cisco DNA Center & #9551y hU—T NDA~— MFHIGT 731 A & Cisco

Smart Software Manager (SSM) OO 2 & L £9, RAp28kE— RERET D121,
SUPER-ADMIN 7 7 & ZHERR S BT,

ATV TN A=a—TA4ar (=) #7U v 7 LT, [System]>[Settings]> [Cisco Accounts] > [SSM Connection Mode]
DN EIN L 7,

ROBEHEE— P TE £,

- B
« > FL IR CSSM
«cA¥—+JOFXY

AT F2 CiscoSSM 7 7 U R~DEBHEi # AT HI2IL, [Direct] &R L F7,

ATV T3 MHEOEX2 VT 4 2mDLULENRD HE51E, [On-PremCSSM] ZRINL T, ATV IAAT a3
TlE, CiscoSSM 7 77 RTTIA B AZEHIT B, A ¥ —F v b CHBEER T 51V IZ Cisco
SSM eV 7 > NMZT 7 BATEET,

a)

b)

¢)
d)

2

[On-Prem CSSM] Z AN T DRI, U774 B3Ry hU—27 %A MIEBRSNUTHEBL TN D Z &
R LTL7E &0,

%7 74 MM FQDN T E I TWDHA. 7 74 bk FQDN @ Call Home & EM IP 7 KL A0
DVIZTyvashEd,

[On-Prem CSSM Host], [Smart Account Name]. [Client ID], 33 & O¥ [Client Secret] DA AT L7,
A=K T H T MR ANR—ART v X —AaT A LT a0,

24T MDD ETTAT U M= by MEBAST 2 5EIC OV T, [Cisco Smart Software
Manager On-Prem User Guidel]] &M L T 72 &0y,

[Test Connection] % 27 U »» 2 LT Cisco SSM it & #ak L £ 97,

[Save] &2 U v 27 LTH, 5 [Confirm] 27 VU v 7 LET,

AW L7 SSM THABRERDNLIEIRT /A AN %555 1%. [Need to Re-Register Devices] %A 7 1 77K v
JANFRENET, 4707 Ry 7 AT[OK] %227 ) v 7 LET,

[Tools] > [License Manager] > [Devices] D 7 - > K7 T, FEXRET 57 /S A% L, [Finish
Connection Mode Changes] %7 V v 7 L%,

[Resync Devices] # A 7 7Ry 7 AT, WOFNEEFEITLET,

* [Smart Account] # ASJ L E T,
» [Virtual Account] # AJJ L £,

s[Now] 27 U v 7 LTI ICHREMZBIMET 57, [Later] 27 U w7 L CHREE ORI H IR 4
A a—)L LFET,

*[Resync] &7 U w7 LET,
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ATy T4

F557vrFL1nzi |

[Recent Tasks] ¥ « + K7 IZIE, 731 ZADOFHEMAT —F ANKRINET,

[Smart Proxy] Z 384 L, Cisco DNA Center #41 L T Cisco SSM 7 7 U RIZ A~ — MRS T /31 A& B ek L
F9, ZDOEFE—FRTIE, T3 A% Cisco SSM 7 7 U NICE#ESER T 52 0ETH Y ¥ A, Cisco DNA
Center (X, 7T /3A ANHLOFERZHH %I LT CiscoSSM 7 77 Riz7ax v LET,

CallHome BREZ T NNA ATV a=r 745 E X8, 774 F2FQDN TREINTWAEA.
IP7 RLADRDODVIZYT T FOFQDN BN T v a2 EnET,

TSH5T7URTLADEEE

ATy T

ATy T2
ATvT3

ATy T4
ATy TH
ATvT6

ATy 17

Cisco DNA Center %, Cisco Plugand Play (PnP) Connect ® 2> hm—Z & LT, UXA L7k
P —E AT Cisco A~v— hT7 B2 MIBEHFTEET, ZIZE Y., CiscoPnP Connect 7 7
7 RiR— & )L/ 5 Cisco DNA Center D PnP (2, T34 AA U _R M) ZREATHZENTEE
j‘o

188 BRI

SUPER-ADMIN-ROLE F 7213y A7 L E MR Z F7-> CUSTOM-ROLE D —HF—DH 3 2

DFNEZFATTH LM TEET,

Aw—=hFT T T, FFEOHROETEZT T — AR a—F—ZH D Y TOHENET,
e Av— Ty MEHE LI, TRXRTON=F Y AT AT MIT 7 EATEE
R

e a—P—T, B Y TOENTENRN—F YT HT L MIORT 7 A TEXET,

A=ma—TAar (=) 227U vZ7 LT, [System] > [Settings] > [Cisco Accounts] > [PnP Connect] DJIEIZ
IR L F9,

PP i 7' 0 7 7 A VDT — T NVIRFERINET,

[Register] #7 U » 7 LT, N"—=F ¥ LT hU L ML ET,

[N—=F % /LT 17 b DOBEE (Register Virtual Account) ] 7 4 > KU T, SRELTZAY— T T bR
[A~— b T hDEIR (Select Smart Account) ] Kz wv 7 X 7 U A MIEREIIET, [Select Virtual
Account] FR Y XA T YR NNET T FEEIRTEET,

VB2 [IP] £721X [FQDN] A F v a v RZ v %27 0 v 7 LT,

ay he—J0OIP 7 KLU AE7ZIZFQDN (GEaEffi KA A 4) # AN LET,

Ta Ty ANGEANNLET, HELEREEZHEA LT, RLEANA—F ¥ LTIV hOT a7 7 4L
DERR S IE T,

[Use as Default Controller Profile] = v 7 R > 7 2% A 12 LT, Z® Cisco DNA Center = > hr—7 %
Cisco PnP Connect 7 7 RAR—Z )WZT 74/ har ba—F & LTEEERLET,
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ATY T8 Bk (Register) 1227V v 7 LET,

PnP 4 X2 MEHDIER

ARy NBREVERTDHZET, TT7TT K7L A (PnP) A X b2 Cisco DNA Center C
RETDHEZNGEAEZZTRY F3, YR—FSNTWELIF ¥ RLEREL, A2 MBAHZ

YERRT B HIEIZ OV T,
Notifications] » ¥’

D PP A X2 kDA R MAHNZVER L TLFEN,

v 7 2ZRLTIEEN,

SRTLEEDER |

['Cisco DNA Center Platform User Guide] @ ['Work with Event

Event Name

ARV KID

A

T A ADBIMT
LA LE L=,

NETWORK-TASK FAILURE-3-008

T AL, R
A AR — P TBMmE
FHA, HoFloid—fhA
VR= MZE o TT A A
ZEMTD L, =T =DV
ALET,

T A ADBIMT
ML E Lz,

NETWORK-TASK COMPLETE-4-007

H—f 23— VA — b
(C R TT A ZAPIEF I
BMEHE L,

T AFET—
KBTS

NETWORK-ERROR 1-002

TNA A XTI Z—IRREIC R
nET,

FNRA AT T e
Ja= R EeET

T

NETWORK-INFO_4-003

FRAAFXTAESazZy
TURREIC /20 £,

FOSA AN F
R—T 1 v 7 IRAE

NETWORK-TASK PROGRESS-2-006

TS, AW NS 3L A
R—=T 4V 7IRETAL >

TARAY v 7 LE 7 LTWET,

7,

T3 ANFER % | NETWORK-INFO_2-001 T NA AFREERDIREEIC
o TWET, Y, Tuera=ro

A TE TWVET,

A~w— b T H T
~ DORMNZ B L
F L7,

NETWORK-TASK FAILURE-1-005

—HOT A ATA~— b
TH v bORBIZEL
F L7,

A<w— KT T
N DIFRENZEH) L
F L7

NETWORK-TASK COMPLETE-4-004

—ERDTINA AT, A<w—
A ARG I #2)]
LFE L.

. Cisco DNA Center ') 1) — X 235 BIEEE A F
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ARX— K T7HOY FDOEKTE

VAARY = T AT bOuT A AFRIE, A —h TA B RA T AT MCERT S H
TSN ET, 748 A=V Y —iE, RSG5 & T B 2EHODIC, Z
DAR—=bET AT FOFMRT A AR LET,

1R BHIIZ
SUPER-ADMIN-ROLE #R & HfG L TR X £7,

ATYFT1  [System]A==2—T A2 (=) #27 U2 LT, >[Settings] > [Cisco Accounts] > [Smart Account],
RATwT2 [AdAZ %7V 7 LET, A= T AU ORI A EREATTHIIICKRDOLNET,
Q) AV—hTHUV FOZ—P—LBILORXRT—RKE2ANLET,
b) [Savel %27 Vv 7 LET,
A~w— K T U MRRESNET,
AT T3 BRLEA~Y— T AU MOLAHTIZEFE T 5IT1E, [Change] 27 V v 7 LE T, CiscoSSM 727 7 KT
A=K FABAT AU b~DERRIHEHINDA~Y— ST AU FEERT L LI B E
‘g‘o
a) RKev7 & v U R M5 [Smart Account] Z 3R L F 97,
b) [Save] %27 U v 7 LET,
ATy 74 [Viewallvirtualaccounts] 7 U v 7 L, ZDA~— 7 H Ty MIBEEMT LA THDTRTON—F ¥
NT ATy hERRLET,
GE) VA TAY Y MIEBDOA— T AT NeN—Fx LT Uy MEeFAR—MLTWE
7T

ATvT5 (AT ar) A=— I BV AKIET S R N—F ¥ LT 7 MZHBRET 555, [Auto
register smart license enabled devices] F = v 7 AR v 7 2 & A N LE T, A~— T AU MIBEEMTH
NTWDINR=F ¥ LT AU ROV A RNBRERSNET,

ATYT6 WERNA=F AT AT FEBRBRLET, Av— b TA B AT A ZAD3A v B UIZENES
NHT-NT, BIRLIEAN—F v LT H oy MZHBIBICEESLET,

AT Tl TARVAEZRGLIZAY— T Uy ba—V— L ZNICBEET LBRET — % ZHIRT 585613,
[Delete historical information] 22 V > 7 L¥ 9,

[Delete Historical Data] A7 A KA A NZiE, FA B AZRG LICA~— T v ha—HF—NR
FoRSNLET, F72, Cisco DNA Center ([CHIEF/EL TOWRWBFOAS— 7 WV FbRRSNE
TR, ENODORET— 235 &R EAHTEET,

ATw 78  [Smart Accountlist] =V 7 T, HIfRTA2A~— T T FORICHDF = v 7Ry 7 Ak F A LE
7

ATy 79 [HIF (Delete) 1227 V27 LET,

ATV T ROWRY 1 KT, [Delete] 7 U 7 LET,
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SRTLEEDER |
B x=—r51t02

AT w711 [Delete the associated license historical information] &= v 7 R v 7 A& AN LT, BET LT 2D
JEFEE M A HIBR L £,

AX—hrS514tR

VAT Av—h TRV UTE, VA R—= 73 VAEEBIOMBEARTY 7 by =
7 a LV EENORBEIC—E L THEABLOEH T XM T B AETVLTT, Fi,
NIRRT Y, 2a—YP—NT 7B AT 5602 TEEd, Av—rIA4 U 2 &M
THE RO ENAREIZZRY 7,

HEELTITAR—3Y Av— I U RIL, HERCTHERATESZY 7 Ny 2T
TAR L ADT—)VEMNLLET, WST 7T 4= 3 % — (PAK) [ZIARETT,
« EEDH#FE : My Cisco Entitlements (MCE) (%, fELLTWHR—X L TTXTOT R =il
e —ERADREER/ L —%RM L F T,
cTAEVADEREME VT MY =TI N R =TI = Rr vy ST RWeD, W
PGS U TTIA B A MBI L OBETEET,
Aw—hI7A4 B RABFEHAT HIZ1E,. F 7 Cisco Software Central TA~— FT7 7 b ZRIE
THHMENRSH Y F3 (software.cisco.com) .
VAT A/ ADFENIZ OV TIL, cisco.com/go/licensingguide &M L TL 7230,

1R BHHEIIZ

e A — b IA VU REBADITHITIE, CiscoZ LT ooy VEREL ([YRaos b
T UV IVDORE (56 X—) | ZHM) . Cisco SSM T Cisco DNA Center 7 - & > A
HAZT v 7o — RT3 0ER’H Y 9,

e A¥— h 7 A & AL, [System] > [Settings] > [Cisco Accounts] > [SSM Connection Mode]
25 [On-Prem CSSM] DA 13 AR— S EH A,

ATYT1 A=a—T A2y (=) 227V 27 LT, [System]> [Settings] > [Cisco Accounts] > [Smart Licensing] D&
WZEBIRL £,

7 7 4/ h TlL, [Smart User] & [Smart Domain] OFEfINF RSN ET,
ATY T2 BET HNN—F ¥ /LT H U k% [Search Virtual Account] K12 7" H 7 J A Ry B8N L F97,
RATw T3 Bk (Register) 127 Vv 7 LET,

ATy T4 BENIEFIZSE T Lz 5, [View Available Licenses] Y > 7 %7 1V » 7 LT, Cisco DNA Center D1 ] A HE
RIA L AEHERLET,

. Cisco DNA Center ') 1) — X 235 BIEEE A F
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TN X DA FHIE#TE

F A ZAO A & 1%, Cisco DNA Center (21T BN D30T /3 A A JBHERE O [RIHIRAE &
WIET D2 AT L LD F a2 TY, ZOHMIE, Cisco DNA Center 737 /34 A Z & #l
DOIKEIRF Y NT = REDEANEIRTHZETT, T4 ANV EFATLIZD, 4~
RUBNVIZT NN REBIMLIZY , T 2% A MZEIDVY TS5, Xy hU—7F
NA AMZEERMZ HNET,

TNA AT v a SNHREEFKRT HITIE, [Provision] > [Inventory] (28 L, [Focus]
Ka w7 J R R)yG [Provision] % 3EH L E 7, [Provision Status] #1/® [See Details] % 2
Vw27 LET,

)

(GE)  CiscoDNA CenterlZ L W T34 ANRREEITIFEHFHIND L, N T oTF 7y a0 RNERn 7

¥y TF xS, BEOBIFLBED F T TN 2T 4 L S TE T,

TROT AL ARENT A ZOAHEEDO —E & L THEMITR Y £,
s TINA RIEH
* [SNMP Credentials]
* [INETCONF Credentials]

AR FYADTINA ZADIEM

Cisco TrustSec (CTS) Z L5 ¥ /b

\}

(GE)  [Global] % 73 Cisco ISE T AAA & L TREINTVHHAIC
DI, Cisco TrustSec (CTS) 7 LF oIy LB A v Y H|Z
Ty vaInET, TNLUSNOEEIL, CTS 28 Cisco ISE T AAA
ELTREIILTWVDEAIE TH A b~DE|Y BT T A
AT v ZNET,

s TNARADY A F~ADEIY KT
« 3y br—JREHE
*SNMP 7 v 7" — E 3
* Syslog t—/ &%
* NetFlow $—/ViE#
* Wireless Service Assurance (WSA)

« IPDT OB ML
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SRTLEEDER |

T SA ADQAHEWEILT 7 v N TERITT, T3 A A[HEEE FIZ L2 BRniEE
. FEICEDCLET, FEICOWTIE, TS A0 AHIEEORE (65 2—) 5]
LTLEENY,

TS ADAHEEDN T OB T 4 A BN ) FITRECT S ZADY A h~DFID 4 THE
W2, B 7 LT v LSOBEBEDS Cisco DNA Center THHESND Z L iEdH VD /A, 7272
L., 7V A MUBRELHEETIHREL. T ADT vy a =7k, F721% [Provision] >
[Inventory] > [Actions] > [Update Telemetry Settings] 77 ¥ a Y WNETEINDH E XIS v a
ShET, A FTOXRY T =7 REDIERFFICT A 2D AMHIFITEDR /2> T b
L BEEMTONET NS AL, FRDE L TERESNE T,

RO LD RRBUT LY . T ZADAHIEIEIZ L > TTF A 2Ry P =7 REPEH SN
DMEDIIIRED £,

« TINA R$EH : SNMP & NETCONF 7 LF o o ¥ AN F 1255 /34 ZNTHEE L WA 13,
ZORENEH T o 2 CEA SN ET,

A URY RYRHDTINA R (Device in Inventory) : fIHA X2 b UIEENEF KT
T5L. IPDT BT NA A TRESNET,

DRIV U —2Tid, RO IPDT <> RRFEINTWE LT,

ip device tracking
ip device tracking probe delay 60
ip device tracking probe use-svi

A F=T2A AT LT, ROFIREZFEITLET,

interface $physicallnterface
ip device tracking maximum 65535

BEOU Y —Z2TIE, HILIBMHBEENTET AL R LT IPDT 2 <> RBH/E SN
*9,

device-tracking tracking
device-tracking policy IPDT_ POLICY
tracking enable

AEB—Tx2A AT EIZ, ROFIAEFEITLET,

interface $physicallnterface
device-tracking attach-policy IPDT POLICY

A=Y A FRDTNA R : T AREFITEM, A VB — b, Flidmbsns
& . Cisco DNA Center |37 7 # /1 b TF /A A % [Managed] $R#8/Z L T [Global] %1 2
ElYCEd, FO—s\L YA FHD SNMP H—/3_ Syslog ¥—/3, 35 X U NetFlow =
LI AREDRERBEHDHBETH, T A EO NGO E %AW Cisco DNA Center L
FHA,

B A FZBEIESNI=T/3/4 X (DeviceMovedtoSite) : /31 A% [Z 11—/ (Global) ]
P4 RrB, SNMP H—/3 Syslog $—/3 NetFlow = L 7 ¥ 5} E N E R A DH LU
A MZBEISH 25 L, Cisco DNA Center TILT /XA AD ZILE DFRENH LY A hHIC
ERINTEREICATEINET,
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s B A EMSHIBRESNTIZT /31 X (Device Removed from Site) : 7 /31 A& A B
Br9" 2355, Cisco DNA Center TiX7 /31 A SNMP #—/3_ Syslog #—~3, NetFlow =
L7 ZREDHIFRS L EE A

« BB &t 5T /34 A Cisco DNA Center : /31 A% Cisco DNA Center 7 HHIFR L.
[Configuration Clean-up] &= > 7 AR v 7 ANA NZF 5 & SNMP #—,3_ Syslog #h—/3,
B L NetFlow = L 7 ZFEILT NA ZAPBHIBRSLET,

c BlDY A MZFBEILT-T/314 X (Device Moved from Site to Site) : 7= & 21XV A ~ A

5% A FBIZTFNA ZAEZBENEE S L. Cisco DNA Center TILT /34 A D SNMP #—/X
Syslog #—/3, NetFlow 2 L' 7 ZFEN, A FBICHID U TOHNTREICEESILZ B
7,

cHA FFLARYDEEOER : 71 AO AHEMEORIENIC & 5 R E T A E
. T ADFHEMR AN > TORVBATH, TS ADTREY 2 =7
i, F72ETLA RN)BREDEHT 72 a L OFEFHICR Y FT—27F -, RCHEHA S
£

T A ADHIFE R REPE N F N 72 > TV DA, CiscoDNA Center?)s -—H — 342k L 72 SNMP
BRAEREN L TCT A AR CTEX T, 7351 AEFMEZYEE T X254, CiscoDNA Center
DN—HP =M U7z SNMP E#IE#HEZ T34 AT v v 2 LET, SNMPV3 OfH, 2—
P —1T [Default] 7 /v —7F O FITMER S E T,

\)

(GE)  Cisco AireOS T34 ADHE, 2 —VFRED SNMPv3 /N2 7 L— X211 12 ~ 31 LFEREEN
TWAHARERH Y F7,

TN A DA HI{EEDERTE

TN AL, Cisco DNA Center T7 /3 A& EHT 572 0DICME /R Ry U — I 3%
EDRMEZIELET,

\}

GE) T4, 2O AHlfEME %2 ®5h12 9% & [Device Controllability] < — VIZFRE# ST\ b e 7 A
TERETIIEEEIL. T 4 AT ANV RFETITFATRRCT A RTHESNE A,

TN ZADAHIFIEZT 7 v N THER T, 734 A Al 2 FE TEMIT DI,
WROFNEEFEATLET,

ATYT1 A=a—T A2 (=) #27 U 27 LT, [System]>[Settings] > [Device Settings] > [Device Controllability],
AT 72 [Enable Device Controllability] = 7 R v 7 A% 472 LET,
ATv T3 [Savel 227V v 7 LET,

Cisco DNA Center ') 1) — R 235 BIEE A K .
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B 5 tozxzpzoss

A4t ARMEDRZH

V7 b T EATa— RT5 ], FRIET A Ao Y a = VT AR, =R
a—H—F 4w 28K (EULA) ICRIETAMLERH Y £3,

N

GE)  cisco.com® 1 2 AR A EIERE L TRV, JICEDRTIC, [Device EULA Acceptance]
V4 RUTRET DL IICRDBNET,

ATY TN A=a—T 42> (=) #27 VU v LT, [System]>[Settings] > [Device Settings] > [Device EULA Acceptance]
DNAIZEIR L E T,

AT 72 [Cisco End User License Agreement] V) > 7 %27 U v 7 L, EULA Z@HiAE7,

AT w73 [Ihave read and accept the Device EULA] = v 7 R v 7 2% A4 N2 LET,

ATy T4 [Savel 227V v 7 LET,

O O = =L =
SNMP 7 O0/\F 1« DETE
SNMP OFRITE XA LT U MDOEEZRET D ENTEET,

48 HHEIIZ

SUPER-ADMIN-ROLE #[R & Ff > — WV DHN Z OFNEEZ EITT D Z N TEEI, Mo
WTiE, =—%F m— o (121 X—) 2R TEI0,

ATV TN A=a—T A2y (=) 227V 27 LT, [System] > [Settings] > [Device Settings] > [SNMP] DJIEIZE4R L
£
RATVT2 ROT7 4 — N RERELET,
- BRITEH (Retries) : FFASNDT A AR ORKRFITEE, ARMEIZ1~3 TS, 7741
MZ 3 TT,

e [Timeout] : %A A7 7 MI72 5 £ TIZT /A A & O DL 2 58 H BT, Cisco DNA Center 23%F
B o5k, ARh7EIX, SHBET1I ~300 T, T 74/ MISHTT,

ATY T3 [IR7E (Save) 127 VU v 27 LET,
ATvT4 (A7 ay) T74/0ORTITETITIE, [Reset] #27 U w7 LTHhB [Savel 227 Y v 7 LET,
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ICMP ping O 1 ~— 7 JL1{E

Internet Control Message Protocol (ICMP) ping 23H 2572 5 TV VT, FlexConnect &— R CH|
RREIRT 7B ARA v B H HYHE . Cisco DNA Center X ICMP Z i LTS5yl LicEns
DT 7B ARA L M ping ZFEIT L, BZEATREMLZBIL L £7,

WOFNETIX, ICMP ping & AT D HFIECHOW T L E T,

ATY TN A=a—TAav (=) #7V v 27 LT, [System]> [Settings] > [Device Settings] > [ICMP Ping] DJIf|Z 3
RLET,
AT 72 [Enable ICMP ping for unreachable access Points in FlexConnect mode] = > 7 AR v 7 A% A4 N2 LET,

ATvF3 [Save] &7 Vv 7 LET,

A A —DBEY—/\DERTE

AA=VEMEY— =13, Y7 MU =T A A—VORELRBEICELHLET, Y7 V=T A
A=V EBUET D LI ITRRI DDA A —DVEUE Y ——ZRETEET, £, #HLL
BMSNTZA A=VREY— =212 EDOT 8 a2 b 2R ETE £T,

ARTFY TN A=a—T A2 (=) 27V v 27 LT, [System]> [Settings] > [Device Settings] > [Image Distribution
Servers],
AT 72 [Image Distribution Servers] 77 f > K7 C, [Servers] %7 U v 27 L £,

[Image Distribution Servers] 7 — 7 /UIZIX, A A —VEFH——DKA N, =—%—4_ SFTP, SCP, ¥
KO BT 2R R RSN E T,

ATY T3 [Add] 27V v 7 LTH LA A—=VEES—1"ZBINLE7,
[Add a New Image Distribution Server]slide-in pane 737~ &AL FE 77,
ATV T8 A A—=VEE— IO T, ROHERZHELET,
 [Host] : A A—VBUEH—N—DFEA M ELITIPT RLAZATLET,
* [Root Location] : 7 7 A VEREH OIEFEL— T 4 L7 R,

GE) Cisco AireOS VA YL Az hu—7 OfE, RESNI/NAN 16 XTFEEBL2DHE, 1
A=V ORREITRB L ET,

* [Username] : A A —VEUZV—_—~Da /4 A EIND 22— —ZEATILET, 2—V—4
2, = R—DEEL— T 4 L7 R VKT D FEAEY /X ABRFERND L E T,

e [Password] : 4 A —VEMEY —_—~Du 7 A NMEFAENDE /AT — R,
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RS T

[R=FEB]: A A—VEREV—N—DPETSNTWDIR—FETEZ AN LET,

ATv TS5 [Save]l #27 U v/ LET,

ATV T6 —EHOIA YL Rary ha—FDIHA—=Ya DY 7 by =T Tk, SFTPOREE N E L THWIEE S
(SHA1 R—RDiFF72 L) L AR— IR Tz, CiscoDNACenter TV 7 b7 =27 A4 A—TD
BHSOUAVYLVAT Va7 TV AOREEITIICIE, VA YL A2y ha—F 160 SFTP #fticxt LT
SFTP A#at— RAZHNTT HMENH Y £9°, Cisco DNA Center O SFTP H—/3—TlL, 55V IS 5D
PR— bERKIO M E T HFUICENCTEZENTEET, HORSE2HFIT5120E, UTFEFETL

i ‘ﬂ—o

a) SFTPH—_—0DIP7 FLADKICH S [i] 7 A 2 NZH— Y L&, [Clickhere] 27 U v 7 L%
@—O

b) [Compatibility Mode] slide-in pane C [Compatibility Mode] 7= »» 7 7R v 7 2 Z& 4 2 L CTHIR] (1 43~ 90
H) Z A LET,

c) [SavelzZ Vw7 LET,

ATy TT1 (EE) REEWET DL, ST DA A—VEES——OFIZH S [Edit] T2 %27 Y v 7 L,
VB W A T > C [Savel 227 U v 7 LET,

AT T8 (EE) A A—VEEV——%HIRT DI, A A—VEEY——DRRICH D [Delete] 714 2 %7
Uy 2 L, [Delete] #7 YV >»27 LET,

PnP 7 /34 REFRI DAL
KOFICH, 7734 A THAZABIT 5 IO THI L ET,

AT TN A=a—T A2 (=) 271V v 27 LT, [System]> [Settings] > [Device Settings] DIEIZEEIR L £,
AT w72 [Device Settings] K12 7% 7 A k5 [PnP Device Authorization] % 341 L £ 97,

GE) T 74 N TIE, T AFEBIICFFATSNET,

AT w73 [Device Authorization] = v 7 R v 7 A% A NI L TT A ATH A ZHNILET,
ATy T4 [Save] 7 Vv 7 LET,

—_ o ) .
TINARTOVT FDOER
Cisco DNA Center ClE 2 —W—4 LR T —RKOBRAZ LT 0T N ERCEET, W AHX

A7 T ML TCT AL AT DERENET DL LI, Fy NT—TNOT /A R
FRERTCTEET,
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HRA2LTOVT FOER

RTFYFT1 A=a—T A2 (=) #27U v 27 LT, [System]> [Settings] > [Device Settings] > [Device Prompts] DJIA
IR L £,

[Device Prompts] 7 > F U 23BA & £97,

AT 72 [Create Custom Prompt] %2 V v 27 L £,
[Create Custom Prompt] A 7 A KA A U E £,

ATFY T3 2= —ZOURZ LT a7 N EERT HICIE. ROTFIEEZEITLET,
1. [Prompt Type] K2~ 7 & 7 U A R, [username] & 4R L £7,
2. [Prompt Text] 7 4 —/b FIZ, IEFHFEI (Regex) TTFAFZANLET,
3. [SavelzZ7 Vv 27 LET,

ATV T8 NRAT—=ROHAZ LT 0T NAFRRT 5120k, ROFIEEZFETLET,
1. [Prompt Type] K= > 7 XU A hdvb| [password] ZI8IR L F 7,
2. [Prompt Text] 7 4 —/L N2, IEHEBL (Regex) TTFAMEATILET,
3. [Savel®Z7 Vw7 LET,
G [Device Prompts] 7 « > RUIZAAZ LT a7 "RERINET, 2—F—HLXAT—FD
HAL LT T N 8 DETIERTE LT,
RTYTES WAZ LT T N b BRNEF TR v 77 R Rry 7 LET,
GE) Cisco DNA Center i%, #AZ L7 v 7 MNOWAFZMRFL, 7o 7 Mear~XY0HEs L
TTNRAAZELET, kOB A Z LT a7 SOBRENEL 2D £9,

ATFYvT6 WMETA w7 ) vy LT, BRAEZ LT a7 MefRELET,
ATw Tl WARZ LT T FEHIRT AT, BT A 2270 v 7 LET,

Gx) =P —ZDOTa LT N RXRAT—ROTa T ML, —EOERFHRNMLETT, RIULE
723U O ERFRAERT D L. T4 A THRAEOBENAELET,

TIN RERDINY I Ty TEREDHER

Cisco DNA Center IX, T /35 ZADEITHERDEH N0 7T v TFHFEITLET, Nv I T v
TORRFE, TR AT EIRIETE AN 7 FOARFHEEERTE £,
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GE) T3V THE, oAy 77 v A3mEBER OF#% 11304 (UTCZA LY —2) |2
AT a—)LENET,

AT TN A=a—TA4ar (=) 271V v27 LT, [System]> [Settings] > [Configuration Archive] % E&4R L £,
AT 72 [Configuration Archive] 7 4 > R C, [Internal] ¥ 7% 27 UV v 27 LE7,

AT 73 [Number of config drift per device] K2 v 7H D VA RNE7 Y v 7 L, T/, AT LIRFT DR NY 7
O A RN L £,

TNRARAZELIZT~50D#R NY 7 hERFETEET, REINDIHER Y 7 FOEFHIZIE. T8 20D
TRCO TN EERP G ENFET,

GE) T 74N NTHE, T3 AT EITRAFINAHRK R Y 7 hO¥iE 15 T,

ATFYTd RNyl T v TOREEBRIRLET,

BRI T7T v 7OHRRL, *y bU—27 2R S/ Cisco DNA Center 77 7 A X DX A LY —|C
HEoSxF9,

ATv 75 [Save] 7 Vv 7 LET,
Ry T v FNE, AP a— IV LTBIIT 7T 4 ET 4B X —TERTEET,

Wi

ATY 6 [External]| ¥ 7% 27V v 7 LT, T/ A& T — A 75 5720 DOIRY— SN—% Ak LE T, FEHIC
DNWTIE, 7= A 7T 31 ZERA OISR — =Dk (70 2—) 22 LTSN,

T—hA TT/ 4 AERRBADOHNE Y —/\—DRERL

FNRAADFEITAL T 4 X alb—2au2T7 —hA T T H2ODHE SFTP — " —Z 4k T
xET,

ATV TN A=a—T A2 (=) #7U v 7 LT, [System]> [Settings] > [Configuration Archive] Z 3R L £,
AT w 72 [Configuration Archive] 7 4 > K7 C, [External] ¥ 7% 7 U v 7 LE 7,
RTwF3 [Add] %7 U v 27 LC, [External Repository] Z BN L F 7,

GE) BINTE A SFTP r— =X 1 27217 T9,

AT 74 [Add New External Repository] A7 A KA XA T, ROEMEATI LET,
a) [Host] : KA FDIPT KL AZ AN LET,
b) [Root Location] : /b— s 7 + W H DGFTE ATTLE T,
¢) [Server Protocol] : SFTP H— "—Da—H—4 NRAT— K K- EFEBFEANLET,
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d) [Backup Format] %Z3%®R L £,
*[RAW] : EfTa 74 X2 b—va URNTRXTARINET, TXTOMEREL ST A X— |

e

REX, NI T v T =X T AIREINET, RATU—=FEANLT, Xl T v7F 77
ANEay 7 LET,

GE) 7 7 A NVDIRAT — KL Cisco DNA Center IZfRFSNFEH A, SFTP y—N—FLD 7 7
AT 7B AT DI, NATV—RERZTRBMLERHY £1,

[Sanitized (Masked)] : T2 7 4 Fa b—T a VOBERIE L 77 A4 X— FREDFEMN~ R 7
SINFET,

INAT— R, RAW N 7 7 v B E BN L2580 A I ET,

e) NI T IV A INERTVa—L LET,
Ny 2Ty TORN, B4, 24 L= BLXONY I T v 7O IR LERE A LET,

ATw 75 [Save] 7 Vv 7 LET,
AT 76 SFTP — —OFtl & fwET D121, [Action] FIDOMRERZ &7V v 7 LET,
AT v T T SFTP V— —ZHIRT 5120, [Action] FID FIZHHHIBRARZ 227 ) v 7 LET,

D20 F70EAF—

Cisco DNA Center {Z Cloud Device Provisioning Application /N> 77— % A4 VA h—/L L7z h, 7
TURT I EAX—ERETEET, VAT ATIE, BHDI 7T K77 2AF—NYKR—Fh
ENTVWET, HF—F, TDOI T U RT 7 EAXF—%MA L TRIBSNIZAWS A 7 7 X
NI FXxDAL AT FERIT) Y =22 T RTEREBOZ FT FTr 77 A1 L LT
EHENET, 77U KT 78 AF—2BINT 5L, AWS VPC A >~k VIEED HEIRYIZ
M) H—ENET, DI T RT I EAF—DVPC A Xy MU IEETHRHSh7ZY vV —
AIWAWS A 7T AT 7 F ¥y THESH, CSRELV YA YL Aar bu—F D777
R7rbya =7 TCRRLUTEATEET,

1R BRI

» Amazon Web Services (AWS) = Y — BT 78 A% — 1D EEBEHAZBIGLET,

e AWS~—47 v h T LA ATCSREIZTIVAV L Aoy hu—TF ®IFICEEE L, X—F v
R)—=Ta DA A= ID ZHERLET,

e AWS TO HA 7 =— /LA — N—HFZ CSR THFEAT AT —T2HELET, DY —
VaryOCSREIuE Y a =T AT, ZOF—XT O4FHi% Cisco DNA Center ™D
YA IMDHEIRLET,

Cisco DNA Center ') 1) — R 235 BIEE A K .
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*« AWS TO HA 7 =— /LA —/"—FFIZ CSR TIHEATHIAM B —/L 24 E L E7T, CSR %

TubVa = VT AL, 20O IAM 2 —/L% Cisco DNA Center D U A h 7538 L E
j—o

« Cisco DNA Center & AWS D[] HTTPS REST API # /" L7-@8EICfEHTA2 a3
ELET, 7aFT0RE 863—) ZRLTLEE N,

* eNFV 77U @ Cloud Connect §3ER§BEIL. Cloud Device Provisioning Application /X v 47—
CENBERT S ZE THEMNIRY £, 2Oy —E 77 40 hTid Cisco DNA
Center DFEHEA L A F—/LIZEHEENTNER A, HE BT —N=nE Ry =V kXD
Y= RLTA A= TO0ENRHY £F, FEMICOVWTIE, 77V r—v a0l
BoOF T =R REAL A= (118 ~—) ZBRLTIZIV,

ATV TN A=a—TAar (=) #7V v 27 LT, [System]> [Settings] > [Cloud Access Keys] DIIEIZERN L %3,

ATYFT2 [Add] 27V v 7 LET,

AT 73 [Access Key Name] # A7) L. [Cloud Platform] %2 K2 7 & 7 U XA hmBH@EIR L £4, AWS 22V —)L
M5 EUE L 72 [Access Key ID] & [Secret Key] 2 A L&,

AT w74 [Saveand Discover] 7 U v 7 LE7,

RDZRY

VT RT IR AF—HBINTHE, AWSVPC A X MY INERNEHEIMIC RY H—&
NET, 77U K77y 87 r—ALEDRYNIITEZ D00 £, A4 0 b VIR,
T4V OB CEITT DL AT Y a— L ENTWET,

« 7T RA Ry N VIR IERFIZSE T3 % & [Provision] 2 2= @ [Cloud] # 712,
IWEL7Z AWSVPC A >Ry b D 2 —RNFRENET,

B EE®ELE

BAMMEE (IV) Tk, FERT AL RT—2IIxT 5, 734 ARFOFREMZ R~ TPH L
RWVERETEDREAREELET GEUT2556) o ZORMIE, AT XS
HAREREHEORHRHZ KIEICERET 5 2 & T, REOEELR/NRIIMALZLITHY F
j—O

\}

GE)  Z®DUU—RATIL, IV TCiscoDNA Center |27 v 7B — RSNV T RU =T A A=V D
AMRGET = v 7 23T L ET, BAWMGIET = v 7 25473 5720112, IV —E R,
Known Good Value (KGV) 77 A /V%ET v 7 a— RTH0LERH D £,
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KGV 274 ILDT7 v 7B—F

X2 VT 4 DBEMERIT DI, BEEEP AR Y 7 2T 2 TLTNWHHD L
LTV ARIATNA RAERGET 2 MERNH Y 3, BE, AT, A ZE, BIERV A3 Y
TR 2T EFTLTHDNE I DEHRIT HI2ODOSHARA v RH Y FH A, IV T,
INEESNT A A—VBENET — 222 23V 7 v =7 DKGV LT H1-0DY 2T Lk
HHLET,

VA, 0% OO KGV BNEEND KGV 7 —H 7 7 A VAR EB LURIT LT
79, ZTOKGV 77 A /MIEHED JSONTEATH Y, VAL TEL S, o7 7 A
NEEBITH—DKGV 7 7 A MR RV E L, Y A2D Web A B AFTTEET,
KGV 7 7 A /VIiE, ROGETIZI S TWET,

https://tools.cisco.com/cscrdr/security/center/files/trust/Cisco KnownGoodValues.tar

KGV 7 7 A MZIVIZA VA R—F &, Ry NI =7 F 34 2058545 L2 E MO RIE %
FETAEOIEH S ET,

\}

GE) TS AESGEORERIT IV ISR S, IVNTR2IHEH SN ET, IV & cisco.com DfH

DEFRIINEDH D T A, KGV 7 7 A VRSN REICZ T Xy v TRk L, IV IZ
FCT&xFE9,

7 —

458 HHEIIZ

SUPER-ADMIN-ROLE #[R & Ff > — WV DHN Z OFNEEZ EITT D Z N TEE9, iz
WL, =2—Y a—LoE (121 —) 22 L T 7EE0,

Wi

ATY TN A=a—TA4a3r (=) #7U > 7 LT, [System]>[Settings]>[External Services] > [Integrity Verification]
DNEIZER L £,

RTY T2 BEDKGV 7 7 A MEREHER L £,
s [File Name] : KGV tar 7 7 A /L D4 i,

* [Imported By] : KGV 7 7 A /L% A > 7R— k L7= Cisco DNA Center =—%—, HEHWIZF T m— KX
NA5%4A . X [System] T9,

« [Imported Time] : KGV 7 7 A /L34 LR — bk S 7=KiZ),

s [Imported Mode] : B — AV EZITVE— FDA U AFR— FE— K,
* [Records] : PN T- L 23— K,

« [File Hash] : KGV 7 7 A )LD T 7 A )by T =,

* [Published] : KGV 7 7 A L DFITH,

ATy T3 KGV 77 A A v R— b5, ROWTH»rOFIEE EITLET,
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*KGV 7 7 A V& a—H/WZA »R— b9 5I21E. [Import New from Local] #7 U v 7 L ¥7,
* KGV 7 7 A /L% cisco.com 2> 54 > AR— b3 5IZ1%, [Import Latest from Ciscol 7 U v 7 LE T,

GE) [Import Latest from Cisco] 7' > a2 » TlL, 774 7 U+ —/VRETNEH D ¥ A, 727210,
T7 AT AR TTICEESINTWADEETL, https://tools.cisco.com ~DEHGED A % Bl < &
b ET,

AT 74 [Import Latest from Cisco] & 7 U v 7 L7858 1%, cisco.com ~DHEEGENTTHOIL, HHTD KGV 7 7 A /L H
FAYIZ Cisco DNA Center (21 AR — hIvE T,

() https://tools.cisco.com ~D ¥ F = 7 72#5#i (%, CiscoDNA Center & Z D7 X (FlEltE v 7 v
THRCERE SN2 E) [CBMMES R EZ M L TiThinE 7,

AT 75 [Import New from Local] &7 V v 7 L7=8A1%, [Import KGV] 7« > RUNF/RENFE T,
ATV T6 WOFIEONWTINEFIATL TR —HMIA VR —FLET,
e 01—V KGV 7 7 A V% [Import KGV] 7 4 —/V RIZ KT v 77 R ey 7 LET,
* [Click here to select a KGV file from your computer] 27 U » 7 LT, ZEHOa L Ea—% EOT 414
B KGV 7 7 A VAR L ET,
« [Latest KGV file] Y > 7 %27 U w7 L, IFIOKGV 77 A NVEX 7 a—RLThb, ZO7 7 AL
Z [Import KGV] 7 4 —/V RIZ KT v 77 RRry 7 LET,
ATw 77T [Import] 27 U v 7 LET,
KGV 7 7 A /U3 Cisco DNA Center |21 >R — F &L E 7,

ATFYT8 A UR—=FNRNET LIS, UL THIEDKGY 77 A MEREZBIEL., 77 A NVDEHFINTZZ & MR L
F7,

IV (X, Cisco DNA Center 23&B S 41 T225 7 HZIZEHEFT D KGV 7 7 A /L% cisco.com 726 ¥ AT AZ HE)
icF e —RLET, HEIF U e —REI7THIZ LIS ESNET, KGVZ 7 A vEa—H Ly AT
LIFEHTH 7 m— KL T, CiscoDNA Center (241 R — 952 b TEFET, 2&20E, &MEHIZ
FLWKGV 7 7 A VBEHAFEEICRD, BE X rr— RN 7HIZE (HEH) IiTbhd5HEE. F
FHCTH - R TEET,

KD KGV HENWF U v m— FEFRPARR SN ET,
« [Frequency] : HEI & U v m— RO,
« [Last Attempt] : KGV A7 ¥ 2 — T BIRHEIZ b U H— S iz R,
s [Status] : KGV A7 ¥ 2 —F OFEDBITOAT —H A,

s [Message] : AT —H AR vE—,

RDEZRY

FHIDOKGY 7 7 A WA 2 R— b L7 b, [Design] > [Image Repository] &38R LT, o >
R— P ENTA A=V OBEMEF T LET,
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GE) TTIZA VR — FENTA A=V RBGEREA T — X A (B E 7 I13E) ThH5EEIL.
KGV 7 7 A V& A >R — K L7c#hR% [Image Repository] 7 4 » KU CHER CTE £, BT,
FkDA A=V A VI R—FTH, HLL T v 77— RLEKGVZRHFEDOTZOICERLET GX
YT L)

IP7 LAY R—D Y DERTE

Cisco DNA Center Z4 5 IP 7 R A<3%—T % (IPAM) CBET DL HIICHRETEET,
Cisco DNA Center i LT, IP 7 FL 27— )LOERL. T8, F7-13HIBR%21T9 &, Cisco
DNA Center 3% DEHR % /M IPAM IZEZE L 7,

1R B
NPT RLVAR =y Ny T o7&, BEEELTWAZ AR LET,

ATY TN A=a—TA1ar (=) #71V v 27 LT, [System]>[Settings] > [External Services] > [IP Address Manager]
DIEICEIR L E9,

AT w T2 [Server Name] 7 1 —/L KIZ, IPAM % ——D 41 A LET,

AT w F3 [Server URL] 7 4 —/L KiZ, IPAM —X—®D URL £721XIP 7 L A& A L £,
FEAEN Z OV — =2 L TREEISN TV RN EE2RTEET M av b Ay =Y RERINET,
FHREESL IPAM 20 O EEEA VAR — R T 5121E, RO FIEEZFATLE T,

a) BhET A a w2 LET,
[Certificate Warning] % 4 7 2 7R v 7 ANFRSINET,

b) FEAZFEORITE. YU TAES. BLXOAHIREZHZE L E7,

o) HHRN/ELWESIE, F=v 7Ry 7 A% 7Y v 27 LTCiscoDNA Center (IC KD IP T RLA~DT 7
BRAEZFTAIL, BEHTERWIEHELZ N7 A M — /BN LET,

d) [FF7 (Allowed) 1%227 U > 27 LT,

AT 74 [Username] 35 X OF [Password] 7 4 —/L RIZ, IPAM 1 7' A E#HE A LET,
AT w5 [Provider] 27X TR b T anNg B —E@IRLET,

G¥) [BlueCat] & 7' w3 A & & L CEIRL72EIE. B D2 —H—IZ, BlueCat7 L AvR—T %
DAPI T 7 EARHFEAENTWAZLEZMRALET, | AFITEHO2—F—DAPI T 7 &
AL RET D ITEICET 23MIZ OV TIL, BlueCat D~==7 /LEZ SR L T Z &,

Cisco DNA Center %58 15 HALPRAZ % (FIPS) & — RN ® BlueCat & #5445 1213. BlueCat 9.3.0
FEALET,
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ATv 76 [View] Ry 72T YA ING, 774/ EDIPAM Xy NV —7 Ea—Z@RLET, FHE2—N0
O E SN TNDEGE, [default] DAHN Ry 77X 7 J X MIERREINET, Ry NI =27 Ea2—N0
IPAM THER &, IPT7 RLAF—LparsFh e L TERENET,

ATy TT1 [RT%E (Save) 127V v 7 LET,

RDBERY

REBENIEFISBEM S N2 2 & /i3 512iE, [System] > [Settings] > [Trust & Privacy] >
[Trustpool] IZ&E) L %9,

)

G¥) F A BT =T GEHEIIY— FN—=7  OFEETE 5EHEFE L LTEREINET,

[System] > [System 360[IC BB L, ZMEBIP 7 KL A~ R — YV ¥ iR ENERIZTE T L2 & &

BLET,
Webex #i & DX TE

Cisco DNA Center IZ7 7 A 7 2 bk 360 O Webex 2tz v g UEMARIL L £,

ATy T A ::r—T/l’ 2> (=) #7V v LT, [System] > [Settings] > [External Services] > [Webex Integration]
DNEIZEIR L E T,

AT 72 [Authenticate to Webex] &7 U v 7 L %79,
AT w73 [CiscoWebex] Ky 77 w74 RUT, EFA—/LT RLRAEZASL, [Signln] %27 VU v 27 LET,
ATy T84 NAT—FREASL, [Signln] 227V v 7 LET,

Webex f@FEN EFICE T LET,

AT 75 [Default Email Domain for Webex Meetings Sign-In] C, Webex = ——D&E 7 A —/L KA A > % AJj L, [Save]
27V v LET,

Webex R A A UFHMEEICEH SN, FAS VEFHT A TN TO—F—DE@EE2 T L2 2kl
ML= TxE1,

ATvT6 ({EE) [Authentication Token] T, [Delete] 27 U v 27 LT Webex iBaE & HIFR L £,

AppX MS-Teams #fi & DK

TIT 47T B L. CiscoDNACentew)T?“U/f»—:/a‘/3605f\y~\/1n°£»—k‘<‘:7?47"/
k360 % v iR — RIZEREHE A M) v 7 IERBARRINET,
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AppX MS-Teams #fi & D& .

188 BRI
BHE MR 2 {5 & 7= Microsoft Teams 70 ¥ o b BB T,

ATV TN A=a—TA14ar (=) #271V v27 LT, [System]>[Settings] > [External Services] > [Cisco DNA - Cloud]
DNEIZEIR L F T,

AT w72 [Region] ka7 Z U2 R BEOMIRZ SR L £,

RAFYT3 aTAarzs )y s L, AATTHIE LT, [AppX MS-Teams] & 21T £3,

ATv T4 [Activatel 27 U v 7 LET,
[CiscoDNA -Cloud] ¥ 1 & RDIZU XA L7 FENET,

AT w75 [CiscoDNA-Cloud] 7 1 > KT, ROFNEEZFEITLET,

a) [Activate application on your product] 7 4 > K7 C, RE7r—Y > 7% 27V v 27 LT, ROTFIA%EFEST
LET,

* [Sign in to your account] 7 > K7 T, Microsoft HELE D2 —H —4 L /X2 U — K& AJ) L, [Sign
In)]z7Yy 7 LET,

o [AGFE (Accept) 127 Vw7 LET,
b) [Activate application on your product] 7 4 > RV T, 777 4 7L 28 A2 8RN L, [Next] 227V v 7
LET,
LWL 28+ 51212, 2B6DY 7% 27 ) v 7 LT, WOFIEEZEITLET,
« [Host name/IP] 7 4 —/L RiZ, ®WEDOIP 7 FLAZ AN LET,
* [Name] 7 « —/V FiZ, ®EOA4RTZ AT LET,
«[Type] 7 4 —/v FiZ, ®EhD & A T2 AT LET,
e B8k (Register) 1|27 Vv 27 LET,
c) Cisco DNA - Cloud 7% Cisco DNA Center & HEIJIZ[FEIII L £9, D%, [Choose the Scope for your Cisco
DNA Center] 7 4 > RDUIZU XA V7 hEET, Next] #7 V7 LET,
d) [Summary] V 4> RUT, REXMRLET, LT DT, [Edit] Z#7 Vv 7 LET, ZnLSDY
A, [Activate] 227 U v 7 LET,

e) [#&T (Bxit) 1227V vr LET,
[Applications] 7 ¢ > R ICHE N R R SIILET,

GE) WM EIET 7T 4 7T B0, AppX MS-Teams 7 7'V &r—3 a U LEERHRT 556
I%. Cisco DNA - Cloud % f# ] L 72 AppX MS-Teams A DRk (78 <—3) &ML TL
7230,
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B ciscoDNA - Cloud %5 L 7= AppX MS-Teams # & D15

Cisco DNA - Cloud % {#F L 7= AppX MS-Teams #i & D1& R

ATv T

ATvT2
ATvT3
ATv74
ATvTH

ATvT6
ATy 71

ATvT8
ATvT9

ATy 710

ATvIN

WO FNAZEH LT, Cisco DNA - Cloud #—E 2 &M L7=F /34 A2 TOD MS-Teams Ho D A
T —BRAET VT 471, T 7T 4 T4k, FRiiF v LET,

1R B HEIIZ
BPEMEIR & 15 S 72 Microsoft Teams 7 4 7 > s BSMLBEE T,

cisco.com & 7 A A& # Z{# H L T [Cisco DNA - Cloud]https:/dna.cisco.com/{Z & 71 > L F 77,
cisco.com B 7 A MERB RV EIT, AFKT 52 LN TEET,

Ama—=TA4ary (5) 270y 7 LT, TFVr—ay,
[Region] K2 v 7" X7 U X ~hovt HRYOHUR 28R L £,
TAaYE7 Y v L, ARICHRE LT, [AppX MS-Teams] % 21T £ 97,
[AppX MS-Teams] % A /L'"C, [Activate Product] %27 V v 27 LE9, FEMIZ OV TIL, AppX MS-Teams #i
BOME (76 ~—) ML TIEEW,
BENT 7T 4 TSR 6, [Exit) 27 Y v 7 LET,
[Applications] 7 4 & RUIZU XA L7 hSnET, FANVNOEADTF =y 7 ~—21F, 77V r— 3
UINERE IR o TS ERLET,
[AppX MS-Team] % A V% 27 U w27 LT, [App360] UV 1 > RUIZFEMAR R L ET,
(A7 ay) [App360] vV 1 > RumsbLE 2T 77 4 73 5121, IROTFIEZFATL £,
a) [Product Activations] 7—7 /L C, [Add] =7 UV v 7 LET,
b) 77747k T OB ABEIRL, Next] 27 U v 7 LET,

G —EICEEORGARINT 5 Z LI TEEHAL

¢) [Summary] V¢4 RU T, RELHRLET, EEIT DT, [Edit) 227 Vv 27 LET, £SO
AL, [Activate] 227 U v 7 LET,
(AFvay) WaEIET 77 0 7T 51203 WOFIEEZFEITLET,
a) [AppX MS-Teams] ¥ A /v %27 Vv 7 LET,
b) [ProductActivations] 7—7 /LT, T 77 4 LT HHEOICH LT = v IV Ry 7 A AT LE
TO
¢) [More Action] K2 v 7 &7 A Kb, [Deactivate] 2 34R L £,
d) HERT > KU T, [Deactivate] 7 U v 7 LET,
(A7 a ) AppXMS-Teams 7 7V 7r—3 = v 5 b B OBl & fRER T 5 1213, RO FIEZ FIT L &
R
a) [AppX MS-Teams] ¥ A /L% 27 U > 27 LT, [App360] 7 1 > RUICiEMEZRRLET,
b) EHDORA=2— =T, [Viewalldetails] 27 V v 7 LE 7,
[Details] slide-in pane 23/~ XL E 77,
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ThousandEyes D# & DAL .

¢) [Disconnectnow] #72 U v 7 LET,

ThousandEyes D#f & D&

#1355 ThousandEyes API =— 7 = > | & #1595 K 9 IZ Cisco DNA Center 2% L T, F2aE b —
2 > %l L ThousandEyes DffE A& AN TE £9, HAH. Cisco DNA Center (X7 7'V
=gy ~VA Ky 2R — RIZ ThousandByes =— = > b DT A T — X 28k L £
—éqo

48 HHEIIZ

Cisco Catalyst 9300 38 L TN 9400 >V — A AL v F A YR— 577V r—a b RAT 4~
7% L C ThousandEyes =T— = & BB L= Z L 2 MR L 97,

ARTY TN A=a—TA4av (=) #71V v 27 LT, [System]> [Settings] > [External Services] > [ThousandEyes
Integration] DNFIZER L E 7,

AT w 72 [Insert new token here] 7 4 —/L FiZ, #FEh—27 &2 AN LE T,

GE) OAuth X7 7 — h—7 %535 121E, [ThousandEyes] ~— I #E) L £ 7,
https://app.thousandeyes.com/

ATY T3 [Savel 27V v 7 LET,

— » » N Eflal_._l

TNV TR DETE
P—E2AOMEDO N T TNy a—T 4 U TS THT-DIZ, Cisco DNA Center —E 2D 1
TNV EEETEET,

BTN E ST, B 77 ANTXR Y Ty INDHT—XEPENVET, £ L~ULT
REENTT, 2FD, FLoULZiE, BESNIZ VALV EO LV TERSNET =213 H
UL, T R_RTCEENET, L2, B2 LoUL% [Infol IZRXET 5 & [Warn] 35 & U [Error]
nrbXy I FrEInNET, LVELOT—FEXF YTy LT, MEDO NI TNV 2—T ¢
VIS E I u S LV ERET D L EBEID LET, R v LUl AR
THZET, I0EL DT —F%F ¥ 7T ¥ L, MBARRSITEZILIRCA I R—r7 7 1L
TR TED L O £,

P —ERADT 7 4V hOr 7 LoYVITIEERE ([Info]) NEFEFNTWET, HHREZMENS
ouZ LYk, IFEXFe S LU ([Debug] F721% [Trace]) (CEH LT, X ViEiZeE
HEXY T Ty TEET,
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B = voovoms

ATy I

ATvT2

ATvT3

ATvT4

EE PFRESNDAREMENH D MO Z A 712X - Tid. [Debug] VAL ETINESN-0 7 TF
I AEHIRTHMLENHY £,

GE) v Z 77 ANMER SIS L CiscoDNA Center I8 A s D — ol RGN RFESNE T, 20D
F23% . Cisco DNA Center 3. GUI Tr 7 #R£& L“Ci%ﬂt“(é“i‘? 0 77 7 A L OEEERE
A XT2GB TT, BT 77 ANN2GB 556, W\l 77 A /WEH LW 7 A
NTEEEINET,

48O SRS

SUPER-ADMIN-ROLE#[R &> — P DOLN Z OFINEL ETTH N TE E9, FMico
WTIE, 22—V g—LoffE (121 =) 28R L T EEN,

Ama—TAar (=) #7 Y v 7 LT, [System]>[Settings] > [System Configuration] > [Debugging Logs]
DNEIZEIR L £ 7,

[Debugging Logs] 7 « &~ R IZlX, IRD T 4 —/L RIRFRENET,
» Services
» Logger Name
* Logging Level

» Timeout

[Services] K2 v XU XA R HH—ERAZRIRL, ZOr 7 LV EFHEILET,

[Services] K v & 7 A ML, BLE Cisco DNA Center (Z5% € 31, EIT L TWVE P —EANF RS
nEJ,

[Logger Name] &= AJj L £,

ZHUE, m XTI LAY = A=V R NNT LY T MU =T a s R—x M 5720l
BIMEN T EmERKETT, ZOMRBEFEHT L. FoEELTKEIN, ZoEEERAT L.
TV =AY R— NDIeOICLERERDRONDARELRH D £, 7 Ay E—I1F, ZZTHRES
niaB— (Robr—2) IZXHLToOAEZIAENET, T 740 N TIE, v H—AIZIELcom.cisco Thi F
DL =T REENTWET, BNy r—U A3 0 ~FY0fEE LTANTEET, FRmIcH
IRSIVTWRWERD . 77 40 MEIRHIBRL7Z2WTLESW, *ZHT5L, 7 XTONRy T —Uhe
JI\CFgR S NE T,

[Logging Level] Ky 7 X7 U X RT, h—EROFH LR T LV ZRIRL £,
Cisco DNA Center TIZk DB 7 L~ULRHR— S I TWET GEMIZLLT, BIE)

o [Trace] : L —A A v E—V
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wv ro—soaRgERozE

«[Debug] : TRy T A yE—
e [Info] : EH 7 NEE/RIEERA v —
* [Warn] : EEREEA v —

s [Error] : =7 —{RAEA v E—

AT w75 [Timeout] 7 4 —/L KT, a7 L LOWRZEINL E7,

07 LoV A 150 BEALTRRE LET (~EHIIR) , #IM 2 BRI ET 256, N7 70y a—
T4 VITENRETTLH-NT, T 74 hoa L~z vy hTALERHY £,

ATy T6 BRNEFEZMZRL, [Applyl 27V v 7 LET
GERIRNEZ v AT DI  [Cancel] 27 Y v 7 LET)

2y 7= OBERERRDERE

[System] > [Settings] > [Network Resync Interval] DJEIZEIRT D &, 7/ a— L L~yL T3
TOTNRAADOKR—Y TR ETEH X £7, £7-. [Devicelnventory] Z R 25 L, T
ARV TREEDT NA ZADKR— I TR %2 B CTE £9, [Network Resync Interval] % fif

HALTR=Y TR EFRET S &, EDOfHN [DeviceInventory] AR — U > ZMRIE LV HESL
SNET,

1R BRI

W

« SUPER-ADMIN-ROLE#[RZFf > —H DLW Z DOFINEEZ EITTHZ ENTE £, 24
WZOWTHE, 22— v—LOE (121 2—2) 22 LTI,

c AN N Y IEFAL AP D EEHRLET, FAL ABBRVEAL, T 2R
HEREZ M L TRIB L £,

ATY TN A=a—T A2y (=) #7VU 7 LT, [System]>[Settings] > [Device Settings] > [Network Resync Interval]
DNEIZ IR L 57,

AT w72 [Resync Interval] 7 « —/L RIZ, #H LWEEEE (5) 2#ALET,

AT9T3 (A7 ay) §XTOT AL Ax U CHE SN FOR—) TR E 4 — =T 4 R 555813,
[Override for all devices] = v 7 R > 7 A& A AL ET,
ATv T4 [Savel 227V v/ LET,
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SRTLEEDER |

BEEOTDRT

ATy

ATy T2

ATvT3

ATy T4

Befr o 71X, Cisco DNA Center CEITSIN TWA S EIERT SV r—v a VBT EHR%E
BELET, S5, BAEe 7%, 7731 A PublicKey Infrastructure  (PKI) @A DWW T D
WMOLEBGELET, ZhooEEn 7OfdRIZ, 77V r—va U E721E7 31 A PKIGEFIC
B4 28 (H25E) O T IN Y a—T 4 o T e XETHEDICHATE £,
Bfim 703, BELIEVAT ALY N, BELESH, B Lica—F—%i#kd 2> A7
LATHHYET, EAn T EMEHTL L, EEHOROR 7 7 7 A M AT MO EZE RN
FLERSIVET,

Azma—TAar (=) #7U» 27 LT, [Activities] > [Audit Logs] DNEIZIER L £ 9,

[AuditLogs] V 4 ¥ RUDHEET, 2OV 4 FUT, Xy hV—JNOBIEOR Y > —IZfT 517
HERTEET, ZNHDOARY > —iE. CiscoDNA Center IZA A =L XN TWBT Y r— g
WZEoTHRy NI T AL R THEHA S NET,

BALTA LV ATALZZ Yy LT, Uy FURERT D7 —F O Z RO LB 0 faE L E

—a—o
1.

[Time Range] fE3k C. [Last2 Weeks], [Last 7 Days]. [Last24 Hours], 721 [Last 3 Hours] @ FRFREI#
IR E 7,

AR LFFHERET D121, [BFF (Bydate) 127V w7 L, BB THERZIEELE T,
[Applyl 7 U v 7 LET,

Mt o FiEAR 7 2RR T 513, BAr Z7OBICHLRME7 ) v 7 LET,

FEEAR 71X, W OO FEER Z7OBICRLZENTEET, K227V vy 7358, —EHDBEM
DFEEED 7 2R RTEET,

B m 713, Cisco DNA Center IZ X » CEITEINZZ AV ICBET 5T —H&2F ¥ 7F v L
T, B o 71X, Cisco DNA Center I L > CEITENZF AT DY T H AT T,

(&) DRSS ANFRENTEER 7DV X P TRHREDEER 7 A vy —Va 7Y v 7 LET,

FRONAL L TARYMID (EventID) >[4 XY RID%EY Y v FR—FIZ3E— (CopyEventID to
Clipboard) 1% 27V v 7 LEd, 2=/ ID % APIL CHEHT 5 &, A X2 M IDIZES AR Y
AyE—VERHTEET,

a7 OFMORA KR Y —0 [EiB (Description) 1. [2—H— (User) 1. [1 2 —7 x4
X (Interface) ]. [5E% (Destination) ] 3F /RSN E T,

Ao 72, 3 v— FE# 4 & T POST, DELETE, PUT2 XD/ — A0 NEEDFE
e, THRAL RT3 a SNFEREREOY 7 2T REEOFENF RIS ET, Cisco
DevNet @ API OFEMIZ-DOWTIX, [ CISCO DNA Center PlatformIntent APIs] Z&M L < 72
S,
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Syslog H—/N\—~ADEZOST DI Y AR—k .

ATy TH ({ER) [Filter] 27 U » 27 LT, [UserID]. [LogID], %72 [Description] TR 7 %7 4 VX 7 L&
j—c
ATwT6 [Subscribe] &2 U v/ LTHEAR T ARV MEBEKLET,

syslog r—="—D U 2 M RERINET,
ATy TT  BET D syslog V—"—DF = v IRy 7 ZA%A L, [Save]l 27 Y v 7 LET,

G¥) Bt o 7 A Ry N OB EMRRT DI2IE, syslog b —_"—DF = v 7Ry 7 A4 7T LT
[Save] 27 U v 7 LET,

ATYv T8 SN A T, [Search] 7 4 — /L REMFEALT, 27 XA v E—YNORKEDT FA MERBLET,

AT T A=a—T A2y (=) #71V 27 LT, [Activities] > [Scheduled Tasks] T, OS D FEH LT /34 ADA
Wa7p EOTE, ETH, BETBIORBOEIRY 27 2R LET,

ATYFTN A=a—T A2y (=) #27 U »Z7 LT, [Activities] > [Work Items] ¥ 7 C, #47H, 52T, BILO%
WOVEEHB AR L ET,

Syslog b —/\—~DEEO T DI Y AFKR—F

X T ICETAH#HERE . LVEZECHERn 24 o JOldiz, BEEn %
CiscoDNA Center 61 v 8T —27ND U E— b Syslog h—/"—{Zx= 7 AR— b5 & &5
SHEEREL £,

syslog r—/"—ZEHEET 5 Z & T, EEA 1 7 % Cisco DNA Center 7> H D syslog —
Nl AR—=FTEET,

1R BRI
[System] > [Settings] > [External Services] > [Destinations] > [Syslog] fEJ# C syslog ¥ —/N\— %%
ETLHNERH Y E7,

RTYT1 A=a—T A2 (=) #27U v LT, [Activities] > [Audit Logs] DIAIZZIR L £ 7,
AT w72 [Subscribel 227V v 7 LET,

RATY T3 BT D syslog —/"—%INL, [Save] 27V v 7 LET,

ATy 74 (LR BEEMERT D121, syslog V— N—OiRINEEER L, [Save] 27 UV v 7 LET,

2R EERIBEHDODRT

Cisco DNA Center TEITH DX A7 LEEEB, 58T LIcX A7 {E¥ETEB, BXORK L
XA LEEEBICHETAEREFR R TEXET,
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SRTLEEDER |
B =aruo7s5 01

BATE, 2= —FE VAT ANAT V2 — VEE LTEERIETHY | 0 IRI 5 ATREME
NV ET,

EEHANH D56, ZHUd, AP a— L ER VIR NS T LTI 5 70nEl
DUETHRHDH EaFRLET, EEHADNET DL, METH4 A7 BMERENET,

ATV TN A=a—TA4ar (=) 27U v 7 LT, [Activities] > [Tasks]DJIEIZER L £,
FA DA > D [SUMMARY] SHIIZ X, KD U A MBERINET,
* [Status] : [Upcoming]. [In Progress], [Success], #3JOF[Failed] ¥ A7,
* [Last Updated] : i 7% [3 Hours], [24 Hours], F721% [7 Days] IZHH i S7=& A7,
* [Categories] : DO AT TVIZEKESW= X AT, —FEIZEBONT T ZRIRTEET,

* [Recurring] : EHH A7,

AT T2 #A7 V%27 27 LT, [Starts], [Status]. [Lastupdated], B3I ONGHDO X A7 HITHO X AT |
SETLIeZ AT KRG LT 2 A7 123 280015 # 2 7~ 7 slide-in pane % B & £ 77,

ATw 73 K LT=# A7 D slide-in pane ¢, [Download Error Report] V> 7 %27 U v 7 LT, TNETNDH A7 DT
T—UAR—brEFyrm—RLET,
tar 7 7 A VDMERR S, m— I~ R FESNET,
G¥) PAR—= N —RZAERT DB, B2 FOMOFEMIIMZ T, F¥vrm—RNL7cmF—LAR—
MR TEET,

ATy T84 EITTHOEEEA, 527 LEEEE, BIOKRMUEEEA 2R 7T 5121E, V1 v Ko B O [Work
Items] # 7% 27 Vv 27 LET,

=S BEDT7 I T4 71k
Cisco DNA Center 7 7 A Z Tl itk (HA) 27 77 4 712§ 512iE, WOTFINEEFEITL
7

ATY TN A=a—T A2 (=) #27 Vv 7 LT, [System]>[Settings] > [System Configuration] > [High Availability]
DNEIZEIR L F 5,
AT w72 [Activate High Availability] 227 V v 7 L £,

HA OFEHIIZ DWW Tik,  [Cisco DNA Center High Availability Guidel]] # &M L T 7230y,
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| vRFLEEOHERK

grzozz [

AL =S AN S5 e
%ﬁ aX ﬂio)ﬁQIE
T 7 AT T —)72ED/—)Li3, Cisco DNA Center & Cisco DNA Center 77 > b 74— &
BETIVENS DV — RR—F7 87 7Y r— 3 VORICFEET 28546 1%. [Integration
Settings] Z#%ET DM ENH VY £9°, CiscoDNA Center D IP 7 R L AN, A H—F v Fosk
Wy N2 28T 2RO P T RLAICNETENICY Yy B 7SN 55ICE, 20 X)
IREFDFEAELET,

| o

EE CiscoDNA Center D3Ny 7 7 v 73 L OME L%, [Integration Settings] ~<— 27 7 &AL, (&
FH U T) ROTFNEZE#H L T [Callback URL Host Name] = 7213 [IP Address] % % #1925 4%
ERHY ET,

1R BHHIIZ
CiscoDNA Center 77 v h 7 4 —Ah A VA =L LTEXFET,

ATFYTN A=a—TA4ar (=) #2271V v 7 LT, [System]>[ER7E]> [Integration Settings] DNEIZER L £ 9,
AT T2 —RR—F 87 7Y r—3 3 7 CiscoDNA Center 77 v N 7 #— L LiBET D & &I DM
»3% % [Callback URL Host Name] % 721X [IP Address] # A1 L £ 9,

GE) [Callback URL Host Name] & 7= 1% [IP Address] %, Cisco DNA Center (ZNERHIIZ~ v B> 7 &
TWDAMEBAIT AR A AKX IP T FLATY, 3/ —F 7728y N7 v 7DVIPT R
AEBELET,

ATY7T3 [Applyl 27 U v 7 LET,

W . > =1, =
AJA 2 AytE—VNDEERTE
CiscoDNA Center {212 7' A > L= TR TCOL—P—IZEREINDIA v -V EHRTETEET,

18 HHEIIZ

SUPER-ADMIN-ROLE F 72133 2 7 AEHHERR 2 £F-> CUSTOM-ROLE O — % —D A3 =
DFIEEFEITTHZ N TEET,

ATy FT1 A ::L~74’ 2y (=) 227U 7 LT, [System] > [Settings] > [System Configuration] > [Login Message]
DNEIZ RN L E5,

AT T2 [Login Message] 7 ¥ A hAR v 7 AZA v E—VH AN LET,

ATv T3 [R%E (Save) 127V v 7 LET,
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W Jorome

Z M A vE—TE, Cisco DNA Center 11 7' A > ~2—® [Log In] R > D FIZFHRENET,
HBTIDA v E—VEAIRT 2561, ROFIEELFEITLET,

1. [Login Message Settings] ~<— VIZE Y £,

2. [Clear] %27 U w27 L, [Savel] #7 U > 27 LET,

O N =L
JOXTNERTE
Cisco DNA Center EHFLL TWA Ry hU =T F A XL DBOP & LTERESNLTWS Y
0P —RN—RNHLPEIE. XY —R— DT VA ERETHLENH Y £,

\}

((¥)  Cisco DNA Center /X, Windows New Technology LAN Manager (NTLM) F8iEZfEFH3 57 v
VY —N—F PR —FLTWNEREA,

48 HHEIIZ

SUPER-ADMIN-ROLE#E[RZ Fi o —VP DHN Z OFIELXZ E(TT 52 N TxE£4, FEHico
WTHE, 22— g—LofE (121 =) 2B LT ZE,

Wi

ATV TN A=a—TAa2r (=) #27 Y v LT, [System]>[Settings] > [System Configuration] DJIEIZER L £ 4,
AT w72 [System Configuration] K v 74 7 U 2 ki [Proxy] > [Outgoing Proxy] Z &R L £,
RT9T3 Xy $—N"—OURLT KL AZ AN LET,
ATy T4 Taox P —nR—0DOKR—- b EFEANLET,
GE) « HTTP O, A— M&ESILEHE 80 TT,

o R— NFEHOHEFHIX 0 ~ 65535 T,

AT TS (AT vay) i —R"—0GEENELE T 584, [Updatel #27 Y v 27 LT, ¥ —n—
W7 78 AT 5D —YF—4 AT — K2 A LET,

AT w76 [Validate Settings] = v 7 7R v 7 A% A2 L, #FKFIZ Cisco DNA Center T2 1 % A ALRE O F% E A3 R
FESND L HICLET,

ATy T BRNEZMHERL, [Save] 27 U v 27 LET,

BIRNAEEZ X v BT 5I121F, [Reset] 27 U w7 LET, BEFO T 0 X Ui ELHIFRT 2121, [Delete]
Vv LET,

T X EFE LIE, [Proxy] V4 v RUICREZ R R TEET,
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w2y 7s1z87 2#25E I

¥ T4 ICBT HHEEIR

CiscoDNACenter 1%, TN EHAEK LT =X —BIOWEHNROFRA MNEXry hU—7F 4 ZHD
ZEOEF2 ) T A RELRRIELET, XU T o HREIT. RIS L T, ELSERET
HMENRHY T, WOEX2 U7 ¢ IZBETHHELEFIRITHED Z &AM HERELET,

s Cisco DNA Center |, 7T A4 X— "Ry =N, BXOA & —F v MpEDIE
B TX2VW Ry hU— 27125 LT CiscoDNA Center Z BV TWRNWT 7 A T 7 4 — /LD
BIZEAL TL7ZE,

EBHARY NU—J 2 Z—T T4 X3y NT—7 PMEBNZEH D55 1X, CiscoDNA Center
DEHA L H—T 2 A AL D H—TFTA XA LV H—T o AT NENEHE L Y N U —
Pl =TT AR Ry N7 LTSV, 22X Y, Cisco DNA Center
OEFHIZHEHINIY—E AL, Xy NT—I TS AL OBEBIOEHRICHEHIND
=R DM THIEIZR Y NT—2 GHEP TONET,

3 ) —RKJ T AH¥y T v 7T Cisco DNA Center BT H2HEAIT. 7T AKX A L H—
T oA ANGEES TRy T —JIZEHRINTWND I EE2MHBR LT EEN,

Ny FOTF U ABTELRY BRI, ¥XF=2 VT 4y FE2BLEERT v 77 L —
R C Cisco DNA Center %7 > 7'/ L— R LT I2& W, #FMlc oW TiE,  [Cisco DNA
CenterUpgrade Guidel]] &ML T 72Xy,

« HTTPS 7' 1 % % — _— %3 % Cisco DNA Center IC L > TT7 7 AZND U E— |k
URL #illfR L C< 72 &V, CiscoDNA CenteriL, 1 ¥ —F% v MEBETTZ7E®ALT, Y
TR =TT T T—h, TARVA, THRAAY T "Ny T2F 7 ra—KLiZ0, &
O~y TEH|, 2—HF—T7 4 — KNy IR LT ICHESN TN E
T TNODORMTA 2 —Fy MRz Ritd 5 2 LITWAEME T, 7272 L, HTTPS
Ta kU —N—% 0 L TR ARt L E T,

BEFNDIP T FLABRLOFHOALZFF L, RMEHDOR— h~DXy MU — 7 a7
Byl THIEILED, T AT U4 —%EMH L7 CiscoDNA Center ~D A J13 LUV
TEHEZ X —T 74 X 2y U= TR EHIR L T 7ZE0,

* CiscoDNA Center ® H CLE4 T — N—fEELZ . NEHGEIER (CA) 12X > TEL SNTFE
BAZICES L T EEN,

MHLTWDH Ry N — 7 BRETRRERGA L, SFTP At — N2 LES, 20
ET—RFRTIL, VY= Xy bNU—7 T ZANREHEWRFEAA — b &l LT Cisco DNA
Center |t TX 9,

T TGP R—ZADT T IAT UV ABRETV AV —FE2EHILET, 20U 4 HF— NI,
H O B4 GEHENME L T ET,

e x/NTLS X"— g %7 w77 L— RL%E4, Cisco DNA Center TiZ. TLSvI.l B LW
TLSVI2 3T 7 /L N THENZ > TWET, AL TWD Ry NU—JBRECHRERYE
At BDTLS N—Va v & 12 ICRET DI EAMLELF4, Fco VW TiE, &b
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SRTLEEDER |
B a01ss—oa 08 Re-SHADEMIE (RETHLY

TLS /N— 5 DT L RC4-SHA OF M (ZETHRY)  (88X—) ZHMILTL
722N,

R/INTLS /N—2 3 U NDZEE & RCA-SHA DEZE (BETHLY)

X)) T4 ICBAT HHELEEIE : Cisco DNA Center D525 H ® TLS Bt lc >\ Tik, /N TLS
NR=Ta & TLSVI2IZT v 77 L— RT5 2 L& LE7,

SEBFR > N T — 2 N D ) — A7 K REST API 3Rk (/ — A3 K REST APl ~X\— A2 D
TV =gy, 77U BXOHTTPS Z24# H L T CiscoDNA Center (Z#55: L T\ D K v
KD —2 534 A2 L) 1X. Transport Layer Security (TLS) 7’1 b2 /L&2H L CTHRESNE
TO

7 7 4/ h Cl, Cisco DNA Center /% TLSv1.1 & TLSv1.2 ¥ 74— F L'E9 A, SSL/TLS £t
® RCABF IV AR—hLERHA, RCAKSIZIIBEAOTERH L2, Ry hT—T T34
ATHR=FENTWBEEAIT, H/NTLS N—Va v & TLSVI2 T v 77 L—R+5 2 &
EHELEL 9,

Cisco DNA Center fllfl FO X v U —27 T34 ANPEFOH/NTLS /3—2 3 > (TLSvIL.1) F
721552 AR — h TE R WA, CiscoDNA Center (2 (/N TLS X—V g VX T T L—
KL, RC4-SHA 2T HREA T v a VIHESNTCWET, =720, BEXx=2V7 ¢k
DB H>5 ., Cisco DNA Center TLS D/~ g &2 X 7 7 L— K L7z Y RC4-SHA K 5% H
L0 LWz L 2HERE L9,

Cisco DNA Center C TLS D3— g V&8 H | F7213 RC4-SHA 2 AL T HI12i%. ®Ied 5
TFIA T ACu AL, CLIZ A LET,

A\

GE) CLIz~r R, VI—ARZTEIZERINDAREMERH Y £9, RO CLIOFITIX, 7XTH
Cisco DNA Center U U — A H SN WAREH O H D o~ RECEHEH L TWET,

18 H B HIIC
ZOFNEEFITT D7D, maglev SSH 7 7 & AMERMN ML E T,

N

GE)  ZoBx=V T o #REIX. CiscoDNA Center (ZAR— b 443 Z WAL 3, ZOFINEDOFEITITL
V. CiscoDNACenter f > 7 T A T 7 F v ~DIR—bD ST 7 4 v 7 NEWMENI /25 2
EMHY EF, Lo T, TLSOREITHEITITDRVWESICL, A7 =7 RHE T A
VT AMRBHICORIT O MERH Y FT,

ATFYT1 SSHZ AT bR LT, REVAV—FTHRELZIPT FL AT CiscoDNA Center 7 77 A 7 o A
a4 LET,
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ATy T2
ATvT3

ATvT4

ATy TH

ATvT6

BITLS A— a3 OEEL ReSHA DAL (Z2ThL) [

SSHZ A4 7 FCANTAIPT FLAF, Xy hU—7 TETZHICRELEZIPT RLATY, 20D
IP7 RLVRARIE, T I9AT AR R Yy NT—T I8 LET,

FEREINFEAIT. SSHT 7B 2AHIca—F—4 20— 2 A LET,
WDa~y REANHLT, 77 AZTEERNI/>TND TLS N—V a3 » ZiER L E T,
)iz, BlERLET,

Input

$ magctl service tls_version --tls-min-version show
Output

TLS minimum version is 1.1

JITAEZDTLS N—V a VEEBTAHEARIL. koa<wr ReAJ1LET, 72 & 21X, Cisco DNA Center
HE TFOR Y NU—27 F R, ZANRPELEDTLS N —V g AR — h TERWIEAIE, BHAEDTLS X— =
VELDRION—=a VICEBRTHIMLENELDZ ENDHY T,

wOFNL, TLS X—T 3 1105 1.0 ICEETEHEZRLTWET,

Input

$ magctl service tls_version --tls-min-version 1.0
Output

Enabling TLSv1.0 is recommended only for legacy devices
Do you want to continue? [y/N]: y

WARNING: Enabling TLSv1.0 for api-gateway
deployment.extensions/kong patched

WOBNE, TLS A=V a v L1 225 1.2 1ZEHE (RC4-SHA ZH NI L TWRWEA DA FRE) § 2 k%
RLTHET,
Input
$ magctl service tls version --tls-min-version 1.2
Output
Enabling TLSv1.2 will disable TLSv1l.l and below
Do you want to continue? [y/N]: y
WARNING: Enabling TLSv1.2 for api-gateway
deployment.extensions/kong patched
GH) RC4-SHA B 5 SN 72 o TV DA, TLS N—V a v 12 ZfIN—Va v & LTRET D
ZEIEFPR—- IR TWERA,

Cisco DNA Center & Catalyst 9000 7 /NA ADA R Y —I 77 L A b U (TCP 25103 78— &)
HADTLS X—V g VA EETAEE1T, ko< FEASNLFET, =& x21F. Cisco DNA Center FH T
DF Y NI =T TN ANRPEFEDTLS N—V 3 &P R— h TEE5A1F. BEDTLS N— 3 > % LI
D= g NIEETLHMENELHZENHY ET,

WOFNE, TLS X—2 a3 U 11 S 12 ICEET L HEZRLTWET,

Input

$ magctl service tls _version --tls-min-version 1.2 -a assurance-backend collector-iosxe-db
Output

Enabling TLSv1.2 will disable TLSvl.l and below

Do you want to continue? [y/N]: y

WARNING: Enabling TLSv1.2 for api-gateway

deployment.apps/collector-iosxe-db patched

275 AR TRCA-SHA ZHNMCTHIZF. IkODa~r REANLET (B2 7 ThROWED, LERES
i LT &)
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B oscamzozs

ATy T17

ATvT8

ATvT9

TLS N— 9 V12 08 /A—V 3 o ThHEE. RCASHA S 2 ANCTHZ LT R— SR TWE
A,

WOHENL, TLS N—Ta 12 BEMI > TN E a2 R L TVET,

Input

$ magctl service ciphers --ciphers-rc4=enable kong
Output

Enabling RC4-SHA cipher will have security risk

Do you want to continue? [y/N]: y

WARNING: Enabling RC4-SHA Cipher for kong
deployment.extensions/kong patched

Tar 7 P TROav L Fe AN LT, TLS BEL U RCA-SHA NRESNTND Z & Zfifgad L E 7
Iz, BleRmLET,
Input
$ magctl service display kong
Output
containers:
- env:
- name: TLS V1
value: "1.1"
- name: RC4_CIPHERS
value: "true"
GE) RC4 B L ONTLS Dip/h3— 3 U RFRE S LTV A 41, magetl service display kong =~ >
RDenv: IZY A MSIET, ZHDLDENHE SN TORWEGEEIEL, env: ICERINER A,
LIRTIZA T L7z RC4-SHA W5 2 BN $212iE, 7 7 AZ TROa~vr Re A LET,
Input
$ magctl service ciphers --ciphers-rcd4=disable kong
Output

WARNING: Disabling RC4-SHA Cipher for kong
deployment.extensions/kong patched

CiscoDNA Center 7 7T A T Ambua 77 v h LET,

JOXEEBHEDETE

Ty NI —ITHERIZL > Tid, x4 — b U = A1&, Cisco DNA Center & EHT 5 U E—
FRry hT—27 (SEZERRY N =T RA ZA%ET) OMICFET HAREMERH 0 F
T 800443 Ao EDO— 2R — MEIDMZ D — b =A Tax @B LET, 20k
¥ . Cisco DNA Center AIZHREENTZFR Y NU—TF XA ANLDSSLE Y g if, Fux
V=MD A THRTTHZ IRV ET, LEBR-ST, 206DV E— MRy hU—ZHIZ
HDBFY NT—T TR AL, X7 — FU = A EH TOH Cisco DNA Center & {5 T
£9, Fv hT—2F/3A A CiscoDNA Center £721%, (FFETEHHAIR) X F—k
VA ERETEETEXDEREMNLT HI-D, Ty VT =T T30 AL, B#T 25 CAL—
FRERAE T, EIIRFE ORI TIEY— =B OFEAEL L > T, @ e ey =7
ENTZPKI N T A NANT 2RATEHENRD D £,
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ATvT1
ATy T2
ATvFT3

ATvT4

ATy TH
ATvT6

Joxvinzonz |

PP/ — R LS TT AN ADF VAR —FHIZFDO LI R a U0 BE I N TWDE
Bl By R T — 27 F A ZANEEANT Cisco DNA Center ZEHHB L ORIETEX 5 L o512,
%3 L Cisco DNA Center Y — /S —ZFEHELZ[F—I29 2 Z & #HERE L 9,

7’ ¥ — 7 = A M CiscoDNA Center & EFLHED Y £ — by MU —7 ORIZEFEET D
Fy hU—7 bR YT, ROFEEZEITL X7 — b U = A ZEAE% Cisco DNA
Center {21 >R — kL ET,

1R BHEIIZ
* SUPER-ADMIN-ROLE #E[R & Ff o2 —V D LN Z DOFNEEZFEIT79 5 2 ENTEET, M
WZoOWTHE, 22— g— L OME (121 2—) 2B LTI EEN,

« CiscoDNA Center & DV —E R ZEZET AT X F— b =24 DIPT KLVAZEHAT
HVENH Y F£7,

e uX T — "o A THREMHIN TV AIFAE Y 7 A L EZ > TWALENRHD F
T, FEAET 7 A LONFIL, ROWTANTHEREN TWDLERDH Y £9°,
*PEM £/ DER XD T a7 — 7 oA OFEHE, BILOHCES SITZFEH

Ho

«PEM £/ DERERX DT v 7F— U= A OFEHE, BIXOEREERD CA I
Ko THITEINTAEAE,

*PEM F72IXDEREX DO 7o %y F— v oA OFFAEL ZOF = — 1,

TNRAALTaX U — by oA THEAINDFEFZEIL. ROFNEIZHE - T, CiscoDNA Center
WA VR—=FTDHERHY F7,

Ama—TA4=ar (=) 227V w27 LT, [System]>[Settings]> [System Configuration] DJIEIZER L £,
[System Configuration] Kz > 7 # 7 U 2 k735, [Proxy] > [Incoming Proxy] 3R L %4,

[Proxy Certificate] 7 t » K7 T, (FAETHHEIL) BHMEOTaXx o7 — by oA GEAEOT — ¥ 2 FE R
L\i‘a_(]

GE) [Expiration Date and Time] (X, 7'V = v UIEHER; (GMT) ECTHERINE T, FEFEADHIRD
2 % HAHZ, Cisco DNA Center @ GUI (23 A7 ABHINE RS NET,

TaX s — by = AGERELBINT 2123, B CEBAGENE £ 7213 CA FEW]FE % [Drag and Drop Here] 8
BIC KTy 7T RRry 7 LET,

GE) PEM £ 721X DER 7 7 A /b (AHF—KESLIEED 7 7 A V) 7200, ZOmEBEEH L
C Cisco DNA Center (21 > HR— hT&xF7, IHI1Z, ZOFEIZITMEBEIF—IIMLETIERL,
Cisco DNA Center |27 v 7' — RH S EHA,

[R%E (Save) 1227V v 7 LET,
[Proxy Certificate] 7 4 > KU ZHH L, HHhHIn=7ax V= oA dEHEOT — X 2F R L ET,
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[Proxy Certificate] 7 « > R 7 IZHR A SV ERIZ, BT LWGEEA . BITE. B L ORERKEZ KT %
LOIERTHMERDH Y 77,

AT 1 TaxF— U oA GEHEOKEEE AT 5I2IX, [Enablel R¥ > %27V v LET,

[Enablel R¥ > %27 Vw7 §5HE, aXiF— R oA NPLOERMFICa ha—F 0841 KA —FEh
7aXy S — 2 AFEAELZELET, [Enabled] R¥ %227 U v 7 LaWEE, v ha—J7 3MH
DHEHCEBLTHEE I Vv AR— FENTZ CAGFHELZ 7o X A — = A IR L ET,

TuXTF— b = A GEHEOHENMEH SN TWHEEA, [Enable] R ¥ 37 L—FRENET,

SSLA U A—tJhJaxiIBAED 7y JA— K

CiscoDNA Center & V7 N =77 v 7T —brDX 7 u— KT THD Cisco Cloud & DI
RIESNTZ7 v F P —"—TSSLESBHMIR > T D5E, EXRRIERNLHEITS
TREAEZEH L T e U RSN TS Z 2R LT EEN, T4 X— MiEAE
AL TV HEIE. ROFIEZFEITLET,

)

GE) X2 U T4 &bt A0, L—F L ~DT 7 A|Z Cisco DNA Center THEZNIZ 72~ T
WET, FIRFFE LTI, 23 B e R DA R —T A VT VRT AET ALY
AT HNIT 7 EATE 202D, EHEOU X7 P ENET, 7L, Zok7varo
o< REMAT 5I121E, Cisco TACIZHERE LT, — F ¥ =W T 7 B A9 5 %3
N FET, HIRME o T (107 %—=Y) 2L TLEEN,

ATy T Tax i h—"—0iE (pem ) % Cisco DNA Center #—/3—® /home/maglev T 4 L7 kU IZ
$£%L§Ej‘o

AT T2 maglev—H%—& LT CiscoDNA Center #—/N—|Z SSH THEf L, kD=~ K& AT LET, <proxy.pem>
X, 7% P — 31— TLS/SSL iENEH 7 7 1 /L TT,

$ sudo /usr/local/bin/update cacerts.sh -v -a /home/maglev/<proxy.pem>

Toavwy NI, ROXSBHEAEELET,

Reading CA cert from file /tmp/sdn.pem

Adding certificate import 1E:94:6D:2C:81:22:BB:B2:2E:24:BD:72:57:AE:35:AD:EC:5E:71:44.crt
Updating /etc/ca-certificates.conf

Updating certificates in /etc/ssl/certs..

1 added, 0 removed; done.

Running hooks in /etc/ca-certificates/update.d.

done.

Deleting tempfiles /tmp/file0PpQxV /temp/filePtmQ8U /tmp/filercR3cV

ATv T3 a<vr FHAIT, lMadded) DITEFEL., BIMESNZHENET e TRWZ 2R LET, F=—NDIE
BEICKSE, oI 1 £RX 1 2B 2880800 £,
ATFY T4 kOa<w REASLT, docker BL O & 1 7 — R—ZEildE) UF 1,
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sudo systemctl restart docker
magctl service restart -d catalogserver

AT w5 Cisco DNA Center GUL 725 7 T 7 Rk 2 MR L £,

AEAES L UBEBEXF—DYR—

Cisco DNA Center IZ. & v 3> (HTTPS) OFIEIZfEA SN 5 PKIZEHHEEFERE L VR —
FLTWET, ZIH6DE YT a0 TiE, CALFEEINS —RICED b EHIN-Z—V =
» h&EMH L £ 9, CiscoDNA Center |, PKIGZEIEEFIEAEZ M L C, WESCA /D X.509
FEHEZ A UAR— M LUTRFL, BELE T, A AR — b II72FEFEIT Cisco DNA Center D
TAT T 4T 4 FEAFEIZZ2 Y . Cisco DNA Center [TFRFED 7= DI Z DOFFHAELZ 7 S A4 7 |
WHRLET, 2947 M, /=AU RAPIT AU r—g by NT—27 534
AT,

Cisco DNA Center GUI Z#{# i L CTIRD 7 7 A /L% (PEM £721X PKCS 7 7 A VIEXT) 1~
R—bhTExET,

+ X.509 FEBA

 f% X — (Private key)

)

GE)

B % —1Z DWW TIk, CiscoDNA Center CRSAF—DA ViR— b &Y R—FLTWET, 22—
P—BHOXF—EFH AT A THEF—ZREL TIEIV, BEX—DEFEY 27 AH A X3
B/NTH 2048 B MLEETT,

Cisco DNA Center 2.3.4.x LART D4, DSA. DH. ECDH. B X ONECDSA F—# A 71XV R—
FENTWRWED, £ R — K LARWTL 7ZEV, Cisco DNA Center 2.3.4.x VAR CliX. ZFBH
HF = — BT S U — 7 FERE A & T ECDH 36 L OVECDSA OFERIT AR — h3h
A,

Cisco DNA Center 2.3.5 LI TlE, 3 X COF—F A TRV HR—FEINnE7,

A VAR — NTDENT, P CA THAT I AL A 2078 X509 FEE & Bl & — &2 S35 B0
HYFET, EAEFTATIMES—IZHIELTWARLERSHD T, A F—hT5&,
X.509 GEAE L R —1C DS B 2 U T A EEN BENNICT 77 ¢ 7{bSvE T, Cisco
DNA Center [ZAEHHEEL . BRI DT NS AEET 7V r—va fom L4, /—AR
U RAPIT S r—va b Rxy NU—IFTNAL ATE, Zhvbou A AF#gaEfH LT
Cisco DNA Center & OfSFEBMRZ L TX £ 7,
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B aser-—oyr—+

\)

6= HOZZIFHAELZHEH LD, CiscoDNA Center 114 >V R— L7052 & FHEINEY
ho PNEECAMHAERNR X509 FEHEL A VA R— 52 2B LET, &b, 777
Ty RT AL IEFICEESE 51T, BEBAGEHFE (57 4L kT Cisco DNA Center
WA VA BR—=ILENTWD) &, WECAILL > TEA SINT-AFAEICE B Z2LERH Y
7,

Cisco DNA Center (Z—JEIZ 1 DDA i — FEH X509 iEFAER L OME X —72 1 2R — b
LET, 20HDGFHEB L OB X —%2 A VU R— 5L, &HIDO (BEED) A L R— b
LIFAEL L OB —EN EEX SN ET,

SAEF T —2 DY R—k

Cisco DNA Center Ci, GUI #/ L CiEBE L B X —% A > 7R"— N T& £ 7, Cisco DNA
Center {21 AR — h INHFFAE (B4 INGEAE) [CORNHEREF =—IEGEND
TAGREREN S 255813, TN OO TALGEHE L 26 O TAL CA D/V— FREIER —FEIZ,
AVER—=FSNDHE—DT7 7 A VIZIEBNSNDILERHY £9, ZbOFHEEZEBNT 5
Gt BEDOEBEDOTF =— 2 LRICIAFTEMTA2LERH Y £,

WOFEAZEX, B—O PEM 7 7 A WIZ—FEIZHE D HT 2 0 ERH Y £3, GEEOY 7 V=
7 N4 ERITHAEPTANT, IELWIEAENA VR — &, ELWERESHFF SN TS Z &
ERERLTLSESN, Flo, Fo—UIEFENL TR TOMHENR—FIZAE FT 6TV 5D
T EERMERL TSN,

* [Signed Cisco DNA Center certificate] : {4 7 ¢ —/L RIZ CN=<FQDN of Cisco DNA Center>
PEENTWT, BTl EITHEIO CN 2 Ff > T 5,

N

GE)  WEBRREER (CA) IZL2BAAY OFEEZ A VA F—LT 58
A1E. Cisco DNA Center ~D7 7 & AT 59T DNS4
(Cisco DNA Center ® FQDN % 5¢p) HFEHED alt_names & 7
YarTHRESRTVD Z L2 LTI EE, FMicoWT
IZ. [Cisco DNA Center Security Best Practices Guidel] @™ [Generate

a Certificate Request Using Open SSL] #Z M L T 7231,

» [Issuing (subordinate) CA certificate that issues the Cisco DNA Center certificate] : {44 7 4 —/L
F1Z Cisco DNA Center OFEMFEZ 1T 2 (F) CA D CNREHENRTWT, FEITLR
JL—KRCADCNTHD,

» [Next issuing (root/subordinate CA) certificate that issues the subordinate CA certificate] : 7}4

74—V FDL— b CAT, BIT LML 74—V FERIUETHD, TNHRFCIET
ROWGERIE, TORDFEITTZBMLTOE T,

. Cisco DNA Center ') 1) — X 235 BIEEE A F
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Cisco DNA Center H—/\—iEBAZ DEH .

Cisco DNA Center —/\—EFRAEZE D E

ATy T

ATy T2

ATvT3

ATvT4
ATv TS5
ATvT6

Cisco DNA Center (%, X.509 FERHE & L% 2 — D Cisco DNA Center ~D A > 7R— h & A b L —
CEYVR—PFLET, AR ETHE, GEAELE X —%MHH L T, CiscoDNA Center,
J=ANG U RAPLT 7V r—vay, BIORY NU—7 TR, AOBIZZAETEETE
DEBE AT 2 LM TEET,

GUI @ [Certificates] 7 4 ~ U &M H L T, GEAFELFEX—% 1V AR—FTEET,

1R BRI

B CA 72 BFEAT ST A %72 X509 GEMAE 2 BUG T 2 083 H Y 97, GEFIIIA T 28
FEHXF IR LTV D RERH Y £,

Ama—TAar (=) 27U v 7 LT, [System]> [Settings] > [Trust & Privacy] > [System Certificates]
DNEIZEIN L £,
[System] % 7 C, BIfEDOREHET — X 8 LE T,

DT 4V RUERINCFE R LT SICHEOGFAEL L TERIND DI, Cisco DNA Center D H .
BRAAEOT — 2 TT, HOBLAIAAEOGBIRIL., BUEEICRESNTWET,

GE) AWIRO AL, 7V = DIEHER (GMT) ECTERRINET, iEHEFLRD 2 )2 H
AIZ, Cisco DNA Center @ GUI IZ Y AT AN FR R INET,
[System] # ZIZITIRD T 4 —) RIFERSNET,
* [Current Certificate Name] : BLEDFE]E D4 i,
o [Issuer] : REAFEIZEA L, GEAFELZRIT LI T 1 7 4 D4,
* [Authority] : H &4 F 7213 CA D44,
* [Expires] : sEBIE DA ZHHIR,

[System Certificate] ™7/ 4 > K7 T, [Replace Certificate] 7 U » 7 L7,

Cisco DNA Center 2.3.2 LAFEClE, #1% T CSR # 4K T 554512, [Generate New CSR] U > 7 RFER S
F9, FNLADOYAIE, [Download existing CSR] U > 7 WFRRSNET, MEFO CSR #X 7 a— K
LT e Z—ITKE L, REEFEZ AR TE £7, BfFD CSR ZfH L2 A 13, [Delete existing

CSR] %7 YV w27 L, IR® [Confirmation] 7 4 > K7 C [Accept] 7 U v 7 LEF, [Generate New CSR]

Vo mFERINET,

[Generate New CSR] V > 7 %27 U v 7 LT,
[Certificate Signing Request Generator] 7 « > K7 C, %H7 4 —/L RiZtE®REA LET,
18l CSR O4R% (Generate New CSR) %27 VU w27 L£7,

ARSI LW CSRIZEEINICHY v on— RSN E T,
[Certificate Signing] 7 « > K IZiX, CSR DT a /X7 4 NFERIN, RO ENTEXET,
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eCSR 7u 5427 —rFFAMTab’™—LET,
e Base64 # = t°— LT MS CA TR0 fTiF £,
eBase6d Z X 7 u— KL%,

ATvF1 EE) T4V AZ U ANV ICHE CFEEAEH T 25615, [Use system certificate for Disaster Recovery
aswelll] Fo v 7 ARy 7 A% A AT LET,

AT w78 Cisco DNA Center (ZA > R— M HFEHED 7 7 A WVIEX X A4 T HEINL £,
o[PEM] : 7T AN — TNV AN A=V T 7 ANV,
* [PKCS] : ABHF—H 5 biEHET 7 A LIEA,

GE) [Generate New CSR] 4 7' a v A 3R L CREIEZ ER L7256, [PKCS] 7 7 A V& A
A ES 135 [k /I

RATY 79 GEERITIEO DL pTb CAEHEDERR T = — > (= =B L UCA) DRI TWVD Z L 2R L
F9, AARGEIX, ROFIELFETL, FTo— MR L GERAETET,
a) p7b/ > K% DEREXTH 7 v— KL, dnac-chainp7b & L TERIFL T,
b) dnac-chain.p7b FEBAE % Cisco DNA Center 7 7 A X | ZSSHE ML Cav—LE7,
) Woa<wr ReEANLET,

openssl pkcs7 -in dnac-chain.p7b -inform DER -out dnac-chain.pem -print certs

d) TRTOEAZERHINCEHE S 4L, F8ITE L Cisco DNA Center st ENEZ ENTNDH Z & 2R L
EF, PEM & LT v 7 r— FARHTLET, FEMERAL—X7 7 A b 5 5A1E, KOFIiE
FAITLTC, fHx D77 A VEL D n— KL THALTET,

ATV 0 GEHERITION O —RT 7 A )V THEHFE & ZOFITIC CA F = — U BIRIES NI HE X, ROFIEE
FATLET,
a) PEM (base64) 7 7 A NZEUUEET 57>, openssl 2 LT DER % PEM (2432 L £ 7,
b) FEBE L EDOIITIC CA ZERE L, FEBED G T CA IZHiV T/L—  CA F T#% dnac-chain.pem
77 A MM LET,

cat certificate.pem subCA.pem rootCA.pem > dnac-chain.pem
¢) PEME LTCT7 v 7 u—FRakiiTLET,
ATy TN [PEM] 7 7 A VDA, RDOZ AT HFEITLET,

* [Drag and Drop] fEIIZ 7 7 A V& KT v 77 KKkav LT, [PEM] 77 A V& A KR —hLE
ba‘o

G¥) PEM 7 7 A /ViZix, B#h7e PEM IR DHEE - (pem) NHZETYT, itHEOR KT 7
A VYA XX 10 MB T4,

Ty 7= RICEAT DL VAT AFEAESREES L E T,

* [Drag and Drop] fEIk(Z 7 7 A V& R » 77 R Rr w7 LT, [PrivateKey] A ' AR— F LET,

. Cisco DNA Center ') 1) — X 235 BIEEE A F



| vRFLEEOHERK
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(6= R F—I21E, ARheE F—BNDILE T (key) BUHATY, WEF—OKRKT 7 A

YA XL 10 MB T,
Ty Zu— RIET 5 L, BES—RNBEESNE T,

* B9 % — @ [Encrypted] fEIk 5, B 5{bA 7> a U EBBIRLET,

o BE B L E BRI U286, [Password] 7 « — /b RICRVE X — D/ RAU— K2 AN LET,

ATwF12 [PKCS] 7 7 A VDGFHE, WDOHX AT HFITLET,

s [Drag and Drop] #8377 A V&2 KT v 77 KRRy LT, [PKCS] 77 A V&AL AR —bMLE
T,

G¥) PKCS 7 7 A MITiE, Axh72 PKCS TERDOYLE T (pfx £7213 pl12) BHTY, FEHE

DIEKRT 7 A NHA XL 10 MB TT,
Ty Zu—RICET DL VAT AGEEDSBREES N E T,
¢ [Password] 7 4 —/L R CREBFEH O/ A7 L—X %2 AT LE T,

GE) PKCS ODEEIE. A v FA— M LEEAEL AR T L —X %20 EBE LET,

o [fb3# % — (Private Key) |1 7 4 —/V FIZOWTIE, BEXF—OR LA 7 v a U EBIRL E7,

* [Private Key] 7 4 —/V R C, WE(LAZEIRL7-HEIX, [Password] 7 4 — /L RIZRE X — D /R AT —
FEATJTLET,

ATvF 13 [Sawel 7V v7 LET,

GE) Cisco DNA Center ¥—/N—® SSLEFHAENE X HNb &, HEIWIZe 7 7o hEnbdiz
O, BEa A UTHMLERHY T,

AT w14 [Certificates] 7 4 > RTVIZRY | EH S NIZGEAET — ¥ 2t LET,

[System] & 7 (/RSN DIGHRPBEHT S 4L, B LWGEHEL . BITE. BLORERERA KBRS ET,

54&B SCEP J 0 —H—D{EHA

Cisco DNA Center TiX, R NU—27 T A A~OFEHEOEGELE 7 0 Y g =2 71T Simple
Certificate Enrollment Protocol (SCEP) 2MEAH SivEd, MHE D SCEP 7' u—7 L FEAE Y —F

AEMEHLIEY, S0 SCEP 7 rn— &= FEH L) TxFE9, FESCEP 7 r—h&E v |
Ty 7T HIE, UTFTOFREEZFEITLET,

N

GE)  SCEP DAz W T,
AN

[Simple Certificate Enrollment Protocol Overview] Z &L TL 72X

Cisco DNA Center ') 1) — R 235 BIEE A K .
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B rsrossmz~ouyzEz

ATY TN A=a—TAar (=) #71V v27 LT, [System]> [Settings] > [Trust & Privacy] > [PKI Certificates] ®
JNELZ IR L £,

AT 72 [PKI Certificates] 7 1 > K7 C, [Use external SCEP broker] 47> a > RZ %7V v 7 LET,
ATV T3 EERELZT v 7 n— R 512E, ROWTILOAT v a U EHERLET,

« 77 A NEHERT D

NIy IT U RRry LT vy r—RT2%

GE) pem, .crt, cer REDT 7 ANZATDOHRMBEHTEET, 77 ANV A XTI I0MBEHEZ 5
LIFTEER A,

ATv T4 [Upload] 27 U v 2o LET,
ATwTF5 T 74/ hTiL, [Manages Device Trustpoint] XG0 72> CTWET, DF VY, T34 AT
sdn-network-infra-iwan k7 2 hARA > FRFRE AL E T, Cisco DNA Centerdk D FllHAZ EIT L T 720,
a) T /3A A SCEP fXH CREMEZ TR T 586k URL # A LET,
b) (EE) FEHETHEASNAEEDOY 7V 27 b7 40—V R (E, #ull, IV, Mk kA7 &)
AN LET, E4 (CN) 13, TAAADT Ty 7+ —L1ID LT ZAD T Y TE G &
L T Cisco DNA Center |~ L > CHBIFICRESNVE T,
c) [Revocation Check] 7 4 —/V R C, Fav X VA&7 Uy L, #UIRKNTF =y 7473
VEBRIRLET,
d) (EE) [AutoRenew] F= v 7 Ry 7 A& A2 LT, HEIEEOESGE AT LET,
[Manages Device Trustpoint] 23272 > TWDHE, T ARAMB LRI YL ADT 2T T A
7 L A R U % Cisco DNA Center [Zi5(5 T2 L 51T 5729, 7 /31 AIZFH) T sdn-network-infra-iwan k 7
ARMKRA U MEREL, GEAEZ A VAR— T 20ERHV ET, [T XGEHERN T A FRA 2 bD
WIE] ZZRLTIIEIN,

ATvT6 [RTE (Save) 127V v LET,
S CAGERAEN T v 7r—RanE 7,

Ty 7ua— FENTAMNTREAELS B X2 5855513, [Replace Certificate] 7 V v 7 L, S /e3EMl%E AT)
LET,

MR PKIEEBAZE~ DYV E X
BT AT v 7o — F UK, Wl FICE Y 2 5 WA, KOFIEEETLET,

ATY TN A=a—TAa> (=) #7V v2 LT, [System]> [Settings] > [Trust & Privacy] > [PKI Certificates] ®
NEIZZEIR L £

AT w 72 [PKI Certificates] 7 « > K7 T, [Use Cisco DNA Center] 47> a v R¥ %7 ) v 7 LET,
AT w73 [Switching back to Internal PKI Certificate] 77— ~C, [Apply]l 7 U v 7 LE7,
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Cisco DNA Center PKI SEBED T2 2 — 1 [}

[Settings have been updated] A v E—INRRINET, FHEMIZONTIE, PKIGEHEO 2 —/LZ/L— K
MO TLICAR ] 2ZRLTIIZEN,

Cisco DNA Center PKI SEBRZ D T X~ —

Cisco DNA Center TiX, T /31 A Z3RFET 5720 D AAA Y —/3—F 721X Cisco ISE V—/3—72
EONMRE T 4T 4 OFREIINE I T A AGEAEEZ X T o — RTEET,

ATY TN A=a—TA4ar (=) #7V v 27 LT, [System]> [Settings] > [Trust & Privacy] > [PKI Certificates] ®
JEIZ IR L £,

AT 72 [Download CA Certificate] %7 UV v 7 LT, 734 ACA % T/ AKR—hr L, G TESH CAL L THMNIE=
YT AT 4B ET,

AEEAZE D EHE

T/\{ REBAENDEE

BHEXRT NA AT NA R ETRAER L O%EBI1T 5 72912 Cisco DNA Center (2 & - THIT I 1
fuﬂE%%%i’%T% J: U'_é;iif % jzj—o

ARTY TN A=a—T 42> (=) #71V v 27 LT, [System]> [Settings] > [Trust & Privacy] > [Device Certificate] ®
JIELZ BRI L £ 7

[Device Certificate] 7 1 > R 7IZI%, HIT SNIZGEHED AT —Z AREBID AT — 2 A2 TIZRRINE
—éqo

* [Expired] 27— 2% 7 : ANHIRBOINTZGEAEFED Y A FE2RRLET,
« [Expiring] AT —H A 7« HHHRN TSV TWSHEAED Y A hEFIETERLET,

c[Al] 2T —=Z 227 ARG E, HIRUINOREAE, B LOHRINEEOGEHEDO Y 2 & xR
~LET,

* [Revoked] A7 —H# A4 7 : MY ESNT-GEAEEZ R R LET,

AT 72 [Device Name] & [Issue To] DfEIZEESWTC, GEHEEZ 7 4 V& ) v 7 TEET,
ATV T3 GHRFENELZRD ETHAIL. KOFIEEZFETLET,
a) [Al] AT —FRAEZT %7 Y7 LET,
b) [Actions] #I T, Y {HIFEHFICKIST D [Revoke] 7 A 2 %227 U v 7 LET,
¢ MU 4 FUT, [OK]EZ7 U7 LET,

ATy T4 GEHEOEMEZ T AKR— T D581, [Export] 227 U v 7 LET,
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B 7 xamzosnmmons

SERAEOFEMN CSVER T AR — &£,

TN REEEAE D E R EAM DERE

Cisco DNA Center Ti%. Cisco DNA Center D7 7 A ~— k (N#F) CA TEHBIOEHRL T
WHRy NI =0 T3 ADOFEHEDO AN A ZEE TX £9, Cisco DNA Center TDRE#
DA DT 7 4 /v M1 365 H T3, Cisco DNA Center GUI % i F§ L CREBAE DA 201
BEEWETH L, ZHLIEEIZ Cisco DNA Center (Z%) L CREEAZ ERTH Ry NU—27 T /314 X
WZZE DA DI OMERE D ¥ THIET,

\}

GE) TR RFHEBO T A 7 X A4 MMEZE CAFFHED T A 72 A MLV KELFTHZ LT TEF
Hh, IHIT, CAGEHEDRD OAMIBARE INT-T A ADFEHEOAE MM L v E
WIEA . TN, REFFAEOALHE OB CA FEAEDOR Y OFHE L F Iz £3,

ATY TN A=a—TA4a> (=) 7 V v 27 LT, [System]> [Settings] > [Trust & Privacy] > [Device Certificate] ®
NEIZER L E 7,

RT9 T2 THAA A ELBUEDOT NA AGEHEOH MM A MR L T,

AT v 73 [Device Certificate] 7 1 > K7 T, [Modify] 7 V v 7 LE7,

AT 74 [Device Certificate Lifetime] % 7 12 7R v 7 A2, HLWMEEZASDLET () .
ATw 75 [Save] 7 Vv 7 LET,

PKISERAZD O —)LZIIL— DS TLLIZEE

5734 A PKI CA | Cisco DNA Center D77 A X— s CA THVH, —NR"—=L 75347 D
IO ORESE, L AREITHEH SN LFFHESCTF—2EH L ET, 31 APKICA Do —/L %
— K CADS FALCAICEERT A2, WOTFNEEZFEITLET,

[PKI Certificate Management] 7 4 > KU @D GUI ZfEH LT, 77 A4 X—k (H#5) Cisco DNA
Center CA D2 —/L % )L— k CA 7D FAL CAICERETEEY, 20— L2 EHT 5T,
ROFNEEFETLET,

» Cisco DNA Center 73 /7. CA O&EN 2 R7-3 L HI12T 2854, 3 TIIL—FCA (72& %
IZ Microsoft CA) 23% ¥ . Cisco DNA Center & M. CA & L CREDTWNWE LD L RSN
S

o AL CA DZERITFEE ZILTWRWRY | Cisco DNA Center ZNiF/L— h CA & L TO%
H 2 fitfe L E 97

» Cisco DNA Center HDFEHEZEL TR T 7 A VEEKRK L RO FIADOFIRIZHE D) . FHh
THEL— N CAICEAIEDIMNERDH Y £,
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ATy T
ATy T2
ATvT3

RTv74
ATy TH
ATvT6

pri RO O—LEL— koo T E [

\}

(G¥)  Cisco DNA Center [T, Z OHRIF XL — b CA & LTHEITL
"f‘JL j’ij—o

FEEEL RPN — N CAIC L > TEL SINTE, GUIZEHALTZIDEL T 71
JV% Cisco DNA Center |21 >R — F LETHERH Y £ (RO PIADOFERIZHED) ,

A V' IR— +#. Cisco DNA Center X F\Z. CA & L CHHEZHH L L. TN CA OEETEHEHE
AT _TREELET,

WHEEL— B CA 235 FAL CA ~DHI D B Z BN T /34 2 DOHIE RGN T 0T 72> T\ D
BE (T7408) | HLOT A, AGEAETESHOICES SN ET,

GULIZERREI N TV D I CAGEHEAZDIIMIL, GEAENGFRADONTZ DT, VR
T LA B o> THE SN bDOTIEH Y T8 A, LER->TAH, iEHEZAZIHIM 1
HETA A M=V L TREDR URHEIC GUI TR &, FEHEO AWML 1 4ERH & #
RENFET,

TAL CAGFBHE L LT PEM £ 721X DER JERO A2 TE £,

TAL CA 1T LD CA LIEEE L 7202, B L~V OREEDR H 25613, T DR
HBELTIEEY, Z07d, FECAPDLR Yy NT—7 T34 22 LT, iEEDK
BT DEEBEM SN ZEbd 0 EH A, A CAITIXZ DEFERND RN, X
TOFy 8T —27F /34 AL FAL CA % Cisco Discovery Protocol (CDP) #%fFic& LTO
HEH L ET,

186 BRI
JL— b CAGFHED a v©°— N NET1,

A=ma—TAar (=) 27U w27 LT, [System] > [Settings] > [PKI Certificate] DJEIZEIR L £,
[CA Management] ¥ 7% 7 U >~ 7 LET,
GUI CTEEfF DOV — b 7213 ML CA FEEOR EF R A MR L ET,

* [Root CA Certificate] : BIfED/L— k CAGEIE (UM EIING) #FRLET,

* [Root CA Certificate Lifetime] : BI/ED/L— b CA FFAEDORFOAMME TR L £ (B .
* [Current CA Mode] : BIfED CAE— REF/RLET Ob— F CA £/2I1X FZ CA) .

* [Sub CA mode] : /L— ks CA 5 FAL CAICER TX F9,

[CA Management] % 7 C, [SubCAMode] F=v /Ry 7 A&t 1z LET,
qu%7vyybi¢
TRINDEENE LR L LT,

Wil ZR L ET,
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ATy T17

ATvT8

ATvT9

ATv 710

ATvIN

ATvT12

ATy 713
ATy 714

ATvT15

e JL— R CAMD T CAICEET A e A LTI RT I ENTEERA,

e JL— h CAT— RTEEEINZ, ERITEEHAENITEINTZR Y FT—7 TN, AR L ZHE
REDZMERHDET, Fy hT—I TN A& 5 T)— bk CAET— FTEELEBAIT, L—
N CAND FALCAIWCERT LIS, OB LETLHILERHY £7°,

s TLCADERET B EANKT LI, *y NI—I T NNA REF LT NI TEEEA,

[OK] %7 VU w7 LTHATLET,

[PKI Certificate Management] ™7 « > K 7{Z, [Import External Root CA Certificate] 7 4 —/L RI3E/ R I E
‘a‘o

[Import External Root CA Certificate] 7 4 —/V RiZ/b— bk CAFEEEZ K7 v/ 7 F Fuy 7L,
[Upload] 227 V » 7 LE T,

JL— b CA FEFAE ) Cisco DNA Center (27 v 7' 11— K&, sEAEBABEROABIHER S NET,

Ty a—RTavARETT 5 &, [Certificate Uploaded Successfully] &5 X v —URERIINE
j—o

Next] Zz27 U v 27 LET,

Cisco DNA Center CAEIAEZ L ERNVAER SN TEREINET,

Cisco DNA Center TR SN 7-3FAEB A TR A GUI THER L, ROT 7 3 OWTNNEFITLE
ﬁ‘o

*[Download] V> 7 %2V v 7 LT, iEAEBLER 7 7 A DO —R)ab—x Xy ra—RNLE
R

FDH%, ZOHHEBLER 7 7 ANV EBFA—IVIZHRAM LT, —FCAICKEETHIZ N TE
£,

* [Copy to the Clipboard] U > 7 Z 27 U v 7 LT, REHAEBHER T 7 A VONKFZ a2 —LE T,
FDH%., ZOHHEZBLERONKEETF A —IVIZEED T 20, BFA—NVICHRMNTZ 7 A0 E L
THI LT, V= F CAICEETAHAZENTEET,

AFAEBAER Y 7 A VAL — b CAICEELET,
=K CAMD FALCA 7 7 A NVHIRISNET, TD7 7 A /L% Cisco DNA Center |21 > 7R— F LET
VERH Y FT,

Jb— K CAMS FALCA 7 7 A )V %&5%A5 L7-#. Cisco DNA Center ® GUI(ZFFE 7 27 & A L. [PKI Certificate
Management] 7V 1 >~ R VIR £7,

[CA Management] ¥ 7% 7V v 7 LET,

[Change CAmode] R¥ > D [Yes] &7 U w7 LET,

[Yes] 227 Vw27 95&, GUIZGEHEBAERNFRSINET,

Next] #27 U v 27 LET,
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[PKI Certificate Management] 7 ¢ > K {Z, [Import Sub CA Certificate] 7 « —/L BT REINFE T,

AT w716 [Import Sub CA Certificate] 7 4 —/L RFIZ L CAFEEZ K7 v 7 7> K K w7 LT, [Apply]l &7
Uy 7 LET,

7 CA FEBAES Cisco DNA Center |27 v 7' r— K& E 7,
7 v a— RKNE T35 E, GUI O [CA Management] ¥ 7\Z, FALCA E— RNFRINET,
AT w11 [CAManagement] ¥ 7 D7 —/L REfERLET,
« [Sub CA Certificate] : BIfED F{Z CA GFHEZF R L £,
« [External Root CA Certificate] : /b — b CA GEEZF /R L £,
* [Sub CA Certificate Lifetime] : Tz CA GEHIEDO R 2R <L ET (HED) .

» [Current CA Mode] : SubCA E— R&F/RLET,

A—I)LA—/\—T{HICASEBRZEND JRNE S 3 =2y
Cisco DNA Center Clid, BEfFD FAL CA OFZAM A 70% LLE#GE L TW a5, 2—%—
B —A— =T CA & LT FiEAELZEAT L LN TEXET,
1R BRI

s TLCA B —/LA—NR—TFub Vg =7 %HeT 51213, PKIGFAEDHERZ F7 CA
FT— FIZEF LT SLERDHY £9, PKIGEHEO 0 —/LZ/L— x5 FALIZEE (100
N=) EBERLTLEEN,

« BUED TAL CA FEHEHOABIARAS 70 % LLEREE L TV D Z L ARETT, ZOREEIS
72% & Cisco DNA Center @ [CA Management] % 7 @ FIZ [Renew] 78 ¥ U B FRR S IVE
‘j‘o

o B — /LA —/"—TFfL CA DELFFE PKIGEAED 2 ©— RN 0ETT,

ATY 1 A=a—7TAar (=) #27 Vv 27 LT, [System] > [Settings] > [Trust & Privacy] > [PKI Certificate] ®
JNEIZERIR L £ 7,
AT 72 [CAManagement] ¥ 7% 7V v 7 LET,
ATY T3 CAGEHEOREEHARRLET,
* [Subordinate CA Certificate] : BIED FL CAFEHHEEZ R R L ET,
« [External Root CA Certificate] : /L — bk CA GFIAEZF R L £7,
* [Subordinate CA Certificate Lifetime] : BIfED FAL CA GEFAEDO AWM (B 2FRLET,

* [Current CA Mode] : SubCA £— F&# R LET,
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ATvT4

ATy TH

ATvT6

ATy 17

ATvT8
ATvT9

ATv 710

[Renew] %27 Y v 7 LET,

Cisco DNA Center [TEFfED FALCA 2 LT, @—/L 4 —/ N—TFf7 CA DIFHEB LB R A AR L, £
R~RLET,

AR ST REBAESE A ER A GUI THER L, IRODT 7 v a OV InnaeFTLET,

«[Download] V> 27 %27V w7 LT, iEAHEBELER T 7 A vOn—nat—%a Xy rn—RNLE
R

FO%., ZOFHEEZBLBER T 7 A NEBEF A=V LT, L—FCAICKEETIZENTE
F9,

* [Copy to the Clipboard] U 7 %27 U » 7 LT, iEEBLERT 7 A VONFEZa—LE T,

FD%, ZOHHEZELFRONKEETF A —/VIZEED [T 500, B A=V T7 7408 L
TR LT, —FCAICREET A LN TXET,

AEEBEAER T 7 AV EL— R CAIZEELET,

WIZV—F CADBr— LA —_R—TFLCA 77 A /NEiIRELTL b&, %% Cisco DNA Center |21 >
R—=FLETHLENDD £7°,

TN CA B — /LA — 3 —DOFEEZE L FRIX, RootCA E— K235 SubCA E— RIZHI D B X BRI A »
A= bF LI T CAIZEA LTz — b CA LRAILL— R CAICK - TEAINDLERDY 7,

Jb— K CA B R —)LA—"—"TFN. CA 7 7 A V&35 L7, [PKI Certificate Management] 7 « > K7
WY £,

[CA Management] ¥ 7% 7 U v 7 LET,

AERAEE 4 ER N F R EN TS GUI T [Next] #7 U v 7 LET,

[PKI Certificate Management] 7 ¢ > K {Z, [Import Sub CA Certificate] 7 4 —/L RBFRINFE T,
T —/b A —/3— CA FEBE % [Import Sub CA Certificate] 7 4 —/V RIC KT v 77 RRa vy 7L,
[Applyl &7 U v 7 LE7,

0 — /LA —3—"F{L CA FEFAZEMN Cisco DNA Center (7 v 7 — REILET,

Ty 7a— KRR TT5E GUI AT S, [CA Management] % 7 @ [Renew] R % > BNIEZYZ 72 1) &
TO

TN RFERE RS R MRS U FOFE

Cisco DNA Center C [Manages Device Trustpoint] 23 X272 > TV DG, 73 ARARE &
RIAYVAT a7 T2 AT AR % Cisco DNA Center |ZiEET 2L 012725720, 7
INA A2 F-#) T sdn-network-infra-iwan bk 7 2 bR A > FERE L, GEAEZ A VAR — T 54
b0 £7,

SCEP %41 L THMEB CA 22 BB ERT 21213, RO FERREDLE T,
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ATFYT1 kOoa<r FEAHLET,

crypto pki trustpoint sdn-network-infra-iwan

enrollment url http://<SCEP_enrollment URL to external CA>

fgdn <device FQDN>

subject-name CN=<device platform ID> <device serial number> sdn-network-infra-iwan

revocation-check <crl, crl none, or none> # to perform revocation check with CRL, CRL fallback
to no check, or no check

rsakeypair sdn-network-infra-iwan

fingerprint <CA_ fingerprint> # to verify that the CA at the url connection matches the fingerprint
given

ATvT2 (LE. = LHER) GEREL BBIAICER L, FEIEOFRIR 2 E6EE L £,
auto-enroll 80 regenerate

ATv7T3 (EE) BEURLICEERRERA V¥ — 7 = A AZHELET, TNLSNDOLE hitp ¥ — B ZADXE T
AV B =T 2 A ANT T+ FNTREINET,

source interface <interface>

AEBAZ D EH

Cisco DNA Center X, Kubernetes |Z & > TARR S 7ZEBERC, Kong 38 L NEKIEH~ R —
XV —EANEAT LI ER L ZHOEAEELFEH LET, IO OFEHEXIFRA
T, FEAEZ T FAZ A VA =T 5 T ICHME I, BIRUIIICERE S DRI
Cisco DNA Center {2 &> T 1 FHEIMICEH SN E T,

« WIRRGIIIC 22 D AMCREA H 2 5 Z L 4R L £

A5 100 HEORNZHAREIAIC 22 LI E SN TWDIEAEOAZEHF TE £,
ZOFIETIH, ZLEICHIREINIC 2 BFEAZBIZOW T EIT S EH A

ZOARTZ YT RTIE, — FX—7 4 GERER (CA) BAFTEFEAETIIZRL, BEE4
FEREOARZEH L E T, % hn—74mA%%H%£%i®ﬁm\X7Ufbm
Kubernetes & EEIER~ X — T ¥ I o THH SN D2WNEGEAZE L FH L E 7,

c HOBAHAEOELS, 7ot ATiHL— N CABREFEINAWED, afAESF A
AR 2T HLETHY FHA,

« VT AL L) AEEIX. B—/ — F& 3/ — K Cisco DNA Center 5% & D i J7 1238 v E
7,

ATV K7 TAZ ) —RKNREFTHY, BEABEL TV ARNWZ L 2ERLET,

RAT9T2 20/ — FTBEFERAINTOWDIEHEOY 2 M2 b OFMIREZFRTHI01E, RO~ FEA
jjl/ijﬁo

sudo maglev-config certs info

ATYT3 WOavy FEANLT, TITHIRINICZRD X OICRESNTODAEHELTH L EJ,
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sudo maglev-config certs refresh

ATFY T4 DI FGAE ) — R LT EROFIEEZBEYVIELET,
ATYTS 2—TFT 4 VT 4 DO~NTHRRT DB, ROXIICATILET,

$ sudo maglev-config certs --help
Usage: maglev-config certs [OPTIONS] COMMAND [ARGS]...

Options:

--help Show this message and exit.

Commands :
info
refresh

kSR MT—ILDERE

Cisco DNA Center (21, FHRiA v A F—LENTWVWEHIY AR F T A R —L R0 KL (VA
IMEFET DHEL— RN KAL) BEENTUWET, Cisco DNA Center [X, S AIaMBLDH
ENTRTARNT =N RADA A=A ML=V AR—MLTWET, FT7A b
=N KL, CiscoDNA Center B L ONZFDT 7Y 7 — g 0 L OEHEBZREZTHST 57~

Dl

\}

I, PR —=hENDTvRAa Xy NT—=F 7 TR R Lo TEHENET,

6=

YA FTART =N N RVE PR FERTWD Y AT N, ZADHZT 8N Fv
LCHEHATE S, iosp7b EFEHEIND 7 7 AV TT, TDiospTb 7 7 A NMIIE, v A3xETe
HNERBRER O — REEBENRE N TWET, IO Cisco trustpool /N> FLiE, A2 75
7 K (CiscoInfoSec) THEHTE £, U 7L https:// www.cisco.com/security/pki/ (Zd ¥ F 9,

ZORTART—=ANR UL, FACCAZBHLTTIXTOXRY MU —27 T 341 ZDFEHE
¥ L OV Cisco DNA Center DFEBEZHFH T 5, R THEFMRFEZRIELET, FT A MT—
JL23 RV CiscoDNA Center (2 L > TEH 4L, BHOFGEHER LT e X — = o
AEE (FET25:6) ZMGEL. 2NN G87: CA BAM ZGEHEN B LET, =6
IZ, PnP U —72 70 —@OBMERHI R Y N T —27 PnP X T NA AT v 77— KT 519
2, E£72. FD%D HTTPS ~X— A D44t T Cisco DNA Center #EfE C& 5 L9212, T A b
TN RVEERTEET,

GUI @ [Trustpool] 7 4 > RO ZMHEHA LT, ¥ A3 hTA S =L N RLZA R—hLE
ﬁ‘o

RTFY TN A=a—T A2 (=) #71U v 7 LT, [System]> [Settings] > [Trust & Privacy] > [Trustpool] D&%

RLUET,

AT w72 [Trustpool] 7 1 > K7 C, [Update] R¥ > %27 U7 LTCRITARNT =NV RLVOFHA 7 m— KB X
OA A2 b= B L E T,
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[Update] R % > 1%, iosp7b 7 7 A VD FH A= a UHIMERFRE T, A v X —X% v T 7B ANARER &
ECDHT 7T 4TI ET,

Cisco DNA Center (ZH LW M T A =N RANRE T a— REBELOAS VA =1 &5 &, Cisco
DNA Center (X3 A DT NRA ZADK 70— REHYR—hF5L9, 2O T AT =0 RV
AR LT,

ATV T3 HLOVGEAEY 7 A L&A VR — M558, [Import] 27 U v 7 LTa—H VT AT AN BN
HT 7 ANVZBRINL, [Import Certificate] 7 « &~ R T [Import] 27 U v 7 LE T,

RATw T4 [Export] 27 U v 7 LT, sEHHEDFEMEZ CSVER T AR— K LET,

HIRMFES T ILIZDNT

X2 T 4 2T AD, L— o ~DT 7R TN > TWET, Shell 2+
VRADT 7B ABKIREND Z LT, 2P FZEBL LA —T 4 VT VAT AL
T ANVATIIT 7 BATE L 2570, BHEOY 27 3£,

X274 FOEHANS, Shell 2~ RA~DOT 7 BARHIBRBINTWET, 777 L. root
shell (IZ—FERICT 7 2 A LI2WE 1L, Cisco TAC IZRBRWE DR &,

VENS LT, ROPES NI A bDavys REHTEET,

$ 2
Help:

cat concatenate and print files in restricted mode

clear clear the terminal screen

date display the current time in the given FORMAT, or set the system
date

debug enable console debug logs

df file system information

dmesg print or control the kernel ring buffer.

du summarize disk usage of the set of FILEs, recursively for
directories.

free quick summary of memory usage

history enable shell commands history

htop interactive process viewer.

ip print routing, network devices, interfaces and tunnels.

last show a listing of last logged in users.

1s restricted file system view chrooted to maglev Home

lscpu print information about the CPU architecture.

magctl tool to manage a Maglev deployment

maglev maglev admin commands

maglev-config tool to configure a Maglev deployment

manufacture check tool to perform manufacturing checks

netstat print networking information.

nslookup query Internet name servers interactively.

ntpg standard NTP query program.

ping send ICMP ECHO REQUEST to network hosts.

ps check status of active processes in the system

rca root cause analysis collection utilities

reboot Reboot the machine

rm delete files in restricted mode

route print the IP routing table.

runonce Execute runonce scripts

scp restricted secure copy

sftp secure file transfer
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shutdown Shutdown the machine

ssh OpenSSH SSH client.

tail Print the last 10 lines of each FILE to standard output
top display sorted list of system processes

traceroute print the route packets trace to network host.

uname print system information.

uptime tell how long the system has been running.

vi text editor

w show who is logged on and what they are doing.

HEmEARARRT LA R DUREIZDNT

Cisco DNA Center TIZ7 74 /L F CTT L A MU T—2BIESINE TN, —EOT — X I[WEL
A7 N7 U NTEET, TXNET, REEEORREEE L, EH EoRBEICHHLL T,
KO EAIAME & FEEGE (ROD #FEBTLHZLAHBME LTWET, Y AaBUET S
T —X OFEFAIL, Cisco.comID, A7 A, BEEOMHAREL, Ky NT—2 FNNAL R A Ry
U, BEOY 7 MU =THHEKTT, IEESNDT—Z2OFELWY A MZOWTIE,  [Cisco
DNA Center D7 —4% 2 — k] #ZRLTLZE, —HOT—ZWEEL AT N7V T 512
X, Y RAaDT v FEYFE R X O Cisco Technical Assistance Center (TAC) (ZEBWE bt
<TEEW,

Ama—TAar (=) #7 U »Z7 LT, [System]> [Settings] > [Terms and Conditions] >
[Telemetry Collection] DNEIZEIR L F 9, [Telemetry Collection] 7 « > RUMND, T4 A
BH), TIAN—RY) — TITANR—FT =2 — F R TEET,

vManage 7 0/37 1 DRE

Cisco DNA Center [, #t# vManage i i % i H L T Cisco vEdge BB & 74— N L £ 7, vEdge
hRaYE7aeya =7 F5hE0C, [Settings] 7 « > K7 C vManage DFffll & (-7 C& &
D

ARTY TN A=a—T A2 (=) #7V v 27 LT, [System]> [Settings] > [External Services] > [vManage] DI i3
RLET,
AT w72 vManage 7R XT 4 HRELET,
* [Host Name/IP Address] : vManage @ IP 7 RN L &,
* [Username] : vManage |22 27 4 3 2 72T S 2 4 Hi,
« [Password] : vManage (27 7' A T 57 DI INLH /AT — R,
« [Port Number] : vManage (27 7' A > 572 DI SNV HR— K,

+ [vBond Host Name/IP Address] : vBond @ IP 7 K L A, vManage # i L CNFV 2 EH T 2551043
‘(“'ﬁ‘o

* [Organization Name] : fHf#k D4 i, vManage Z{iH L T NFV Z & #3555 8 TT,
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| vRFLEEOHER
7hvvronysryr |

AT w73 vManage qiEfHE%A 7 » 71— R95I121%, [Select a file from your computer] %27 U » 7 L £,
ATv T4 [Savel 7V v 7 LET,

Thooroayo7o bk

TAV vy TR —ERELTC, a—V—i2kdun s r0f7, TAHU b
oy 77y MM, v A o OFRITREAEFERTE £,

AT TN A=a—TAar (=) #71V v 27 LT, [System]> [Settings] > [Trust & Privacy] > [Account Lockout] ®
JNEIZEIR L £,

AT w72 [Enforce Account Lockout] h 7 /VARZ %7 ) v 7 LT, F=v/~v—0BNERINTREICLET,
AT 73 [Enforce Account Lockout] DIRD/XT A —Z DfEa NS LET,

* Maximum Login Retries
* Lockout Effective Periods (minutes)

* Reset Login Retries after (minutes)
G¥) (nfo]l IZH—Y NEEHEDLED L, BRI A—=FOFEMPERINET,
ATv T4 Ky 7% U A KM»D [Idle Session Timeout] DfE & 3N L £,

ATy TS5 [RT%E (Save) 127V v 7 LET,

tyvrarETA RVREOEFIZTDE, By v ar ¥ A LT T O 53T [Session Timeout] %4 7
BRI ANEKRINET, By a a2 T 5%A 1. [Staysignedin]) 22 U v 7 LE 9, [Signout]
BV rT5HE, Ty a Vv EKTTEET,

INAT— FOEMEARTIN
INAT— RADHIRARY o —2RELT, UTEEHTEET,
« NAU — FOAZNIIRO @ En IR,
« NAYU — RRBIREINIC 2 HANC 2 — Y — @A FR R I D A
o BT IR

ARTY TN A=a—TAar (=) 271 v 27 LT, [System]> [Settings] > [Trust & Privacy] > [Password Expiry] @
JELZ SR L £,
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AT w72 [Enforce Password Expiry] N7 VAR HZ %7 U v 7 LT, Fxyv/~v—0 PRERINTIREIZLET,
AT w73 KD [Enforce Password Expiry] /37 A —X Ofiz AL E T,

« RAT— ROMRDESE (H)

« MR (H)
G¥) [Info]l IZH— Y NVEfGbEd E, KT A —FOFFMNRERINET,

ATy T8 [Savel 227 U v 7 LT, NAT— FARBIRZREZRIFELET,

IP 7 & R Hl{E

P77 2AGEEERTLE, ZRANEZIEIRY hT—7DIPT KL A ZHSWT CiscoDNA
Center ~D7 7 & A ZH#|HITXF£ 9, Cisco DNA Center TlL, IP 7 7 B RAH|HICIRDOA T 3
UHRBHY ET,

« T RTDIP 7 KL AT Cisco DNA Center ~D7 7 £ A% FFrI LET, 774/ b T,
T _XTOIP 7 R L A7 Cisco DNA Center |27 7 EATE £,

IR L7ZIP 7 R L ADHRIT Cisco DNA Center ~D7T 7 ¥ A% LE7,

IP 75 & XGHIEOER

IP7 7 & 2HEZRER L, BIRL7ZIP 7 F L ADIIZ Cisco DNA Center ~D 7T 7 & A ZFF0]
T 5120, ROFNEEZEITLET,

1. IP 77 vAHEOAME (110 <—)
2. P77 EBAVARMADIPT RLZDEBEM (111 ~2—)

3. (EE) IP77EBAYARAMDMLDOIPT FLADOHIEE (112 2—)

IP7 U XAHEEHDEIE

1R B
SUPER-ADMIN-ROLE #R & HfG L TR E £7,

ATV TN A=a—TA4ar (=) #71V v2 LT, [System]> [Settings] > [Trust & Privacy] > [IP Access Control]
DNEIZEIR L F T,
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| vRFLEEOHERK
P7ouzYR b~0IP7ELROEN [

ATV T2 [VARSNTWDIP T RLUADRIZHEGZFFA] 325 (Allow only listed IP addresses to connect) ] 473 =
VIRBE L EI ) v LET,

ATY 73 [AddIPList] 27 V v 7 L ¥,

ATw T8 [AddIP] AT A KA XA > @ [IP Address] 7 « —/V RiZ, IPvd 7 RL A& A I LET,

G¥) IP7 RLAZIPT 7 EAY X MBI LZARWE, CiscoDNA Center (27 7 B ATE 72K 725 7]
REMERH D F9,
AT w5 [SubnetMask] 7 4 —/L KIZH T Xy b ~A7 AN LET,
TRy bR OEREFAIX 0 ~ 32 TT,
ATv7T6 [Save] 7 Vv 7 LET,

P79X)RXAMADIPT FLADIENN
IP77®BAYANMIIPT RLAZBINT 121X, ROFIEZFEITLET,

188 BRI

IP7 7B AGFIREN /2> TNDZ EEHER LTI, Gz VT, IP 77 EA
HI oA (110 =) ZZR LT EEW,

ATY TN A=a—TAa> (=) 7 V v 27 LT, [System]> [Settings] > [Trust & Privacy] > [IP Access Control] ®
JNEIZEIRN L £

ATv T2 [Add) 227 Y v 7 LET,
ATw T3 [AddIP] AT A A 2 D [IP Address] 7 4 —/L RIZ, RA FEFIEXY FU—2DIPvAT KL 2%
ATLET,

AT w74 [SubnetMask] 7 4 —/L KIZH T Xy b ~A7 AN LET,
TRy N AT OAEHFIL 0 ~ 32 TT,
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Settings / Trust & Privacy Add IP X
IP Access Control
IP Address*
Cisco DNA Center is accessible from all IP addresses by default. 209.165.210.0
Enter an IPV4 address
O Allow all IP addresses to connect Subnet Mask*
© Allow only listed IP addresses to connect 27
Vi nge: 0-32
IP Address Subnet Mask
209.165.200.230 32
Record:
C Save

ATv TS5 [Save] #27 U v 7 LET,

P70€AVRXNSDIP 7 FLADEIR

IP77%8AY A RNSIPT KL RA%EHIERL T Cisco DNA Center ~D 7T 7 & A &4 51T
T, LTOFRIEEZFEITLET,

1R BRI

P77t z2ay ha—LEZHEBLT, IPTRLAZIPT AT X MBMLEZ & 20
BLET, FBICOVWTIE. IPT 7RG OAERME (1102—) BXOIPT 78X Y X |
~ADIPT RLZDEM (111 2—) ZHRLTLFEN,

ATY TN A=a—TA4av (=) #71V v 2 LT, [System]> [Settings] > [Trust & Privacy] > [IP Access Control]
DNEIZEIR L F T,

AT v T2 [Action] FI T, ®IG5T2DIP T KL AD [Action] TA 2227 U v 7 LET,

ATv T3 [Delete] #7 U7 LET,

IP 77t RAFIEIDERE

IP 77 & A &2 L. +XTDIP 7 N1 Z|Z Cisco DNA Center ~D7 7 & X % A4
HIZiE, ROFNEEFITLET,
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P75 wzsmomEmnt [

1R BHIIZ
SUPER-ADMIN-ROLE #E & HUfG L TR E £7,

ATV Tl A=a—T A2y (=) 227V 27 LT, [System]> [Settings] > [Trust & Privacy] > [IP Access Control]
DIFIZEIR L E T,
AT w72 [Allow all IP addresses to connect] 47> a V' RZ &7 U v 7 LET,

Cisco DNA Center ') ') — X 235 BIBE A K .



SRTLEEDER |
B r7oexsmommt

. Cisco DNA Center ') 1) — X 235 BIEEE A F



.3

i

11l

T7IVr— 3 0NEE

TV r—a VERE (115 8—Y)

DYV AT ANR—=V g DA —REAL VA M= (116 2—)
cLIRTID Y AT ANR—=V g DA ya—ReEL VA b= (117 2—=2)
TNV —a L OEFEOA T a— R A A M—)L (118 X—)
TV =T arDT A YA R— (119 X—)

7IYr— 3 U5

Cisco DNA Center (3% D% < OfER, a7 A V7T AT 7 F ¥ Lidplic Sy r—ofbEhn
o7 7Y r—var bt LTHRWET, 207, 2—F— IR0 T, BT
Vor—varhA ARV LTHETL, ALV 2WT TV r—va &7 A A R—
NTEET,

[Software Management] 7 f > R VICRRINDLT SV T —va "o r—UoEZA 71X,

Cisco DNA Center ®/N—3 3 % J O Cisco DNA Center 7 £ A L~ULZ K-> CTHERD F

T, RHARERT 7V r—a bRy =T RT, BEA VA =L IR TN L0 E 9D
IR SRR INET,

—HRDT TV fr— a2 NIFEARN T T = a3 DT, 1EIET T D Cisco DNA Center
DOBATREIZR D £5, Ny r— OB DWW TIL, [Currently Installed Applications] U >
Iy L, TOLFHIO L=V NV EEEET,

% CiscoDNA Center 7 7V r— g oo r—21%, —EANRNV RNV, AFTF—HT 74
N, BEOAZ V7 RSN TOET,

Cisco DNA Center ') 1) — R 235 BIEE A K .
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B svoszx7ii—vavosyrn—reqvzb—n

| o

BE 77U —va UEHFEIEIZ TR T, CiscoDNA Center GUL 225 FEITLE T, ZNHDOFIED

%<, v mia A UHCLEERLTIEITT D22 b TEETA, ZoHETBED L
FHA, FRZ, CLIZER L TRy =Y 28 ANETT v 77 b— R 555, maglev

package status =~ > ROFERIZ, X TD /Ny — TR NOT_DEPLOYED, DEPLOYED, F
721X DEPLOYMENT _ERROR & /RS LTWHIGE A BRE | deploy %721 upgrade =~ > K73
ATTENTWIRNT L A fERT 20BN DY £, TOMOREITT T, *HETD27 277+
BT A REITFRTHDLZEERLTOET, £, AT VLAEARLT v 77 L— RiZhHR— b

ENTWEHRA,

BREOATLN—30NDF O 0—RKRESA VR B—

JL

ATy I

ATvT2

ATv73
ATv74
ATvTH
ATv7T6

ATy 17

[Software Management] 7 1 > R 7 (Z1d, H#T? Cisco DNA Center 73— = > 3O R AIHET
HOPWRENET, BHAA—YarzFyrua—RLTA A M—=AT512%, kKOFIEE

FITLET,
IR BRI
SUPER-ADMIN-ROLE #[R & KD — W —DhN ZDOFIEZFEITTH 2 LR TEET, FEMIC
ONTE, T2—% m—r oz (121 =) | ZB3RLTIEIN,

Ama—=TAar (=) #7Y v 7 LT, [System] > [Software Management] DJIFIZEIR L &7,

BE Z DI AT, Cisco DNA Center (& L » Tt T = v 7 BEIT SN E T, HERICHERH 55
4. [Software Management] 77 « > K72, BIfEFIHA[RE/R L AT A7 v 77— MIFR SN E

A,
VAT LT v T T = BRARETH DL LN T 4 RUITREN TV S5A X, [Downloadnow] 2 27 U
7 LET,
Cisco DNA Center DHR(F = v 7 5 Tt . [Download]) #2 V v 7 LE T,
Nolr—DF T a— R5ETH, [Installnow] 27V v 27 LET,
Cisco DNA Center DF [T = v 758 T4, [Install]l 27 V v 7 LET,

CiscoDNACenter |3 A > T F LV AEF—RIZRY , AT AT v I T — "NRETINAT-DFEHTEXET AL
T 7T —RN5ET LT=5, Cisco DNA Center ICFHE 2 714 > LE T,

Ama—TAar (=) %7V v 7 LT, [System] > [Software Management]% ~ U v~ L"C. [Software
Management] 7 1 > 7 Z B ER & £,

DAY RUDERICHLA v E—VIE, VAT LARRFTHLI LR L TVET,
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| 77us5—vavoen

PHIOYRFLA—Cavngyvn—keq4 vz b= |

LAEIDVATLIN—3 0D 90— KRESA VR b—

L

ATy T
ATy T2
ATvT3

ATv74

ATy TH
ATv 76
ATy 17

ATvT8

g/ N— g LSO FTBE 72 CiscoDNA Center N—Y g &2 FZ a0 — KL TA VA h—
LT DAL, WOFIREFEITLET,

18D HHIIZ

SUPER-ADMIN-ROLE #[R & Ff > — YV —DHN Z D FIEEZFEITTH 2 LA TE £4, FEMIC
SNWTCiE, Ta—F o—Lo3E (121 =) | 22 LTI,

A=ma—T A2y (=) 227U v 7 LT, [System] > [Software Management] DJIEIZEIR L %9,
[Looking for other releases?] 77 4 —/V RC, [Clickhere] Y 7 %27 U v 7 LET,

Cisco DNA Center DX V>0 — RT3 3=V a DT VA RE %7 v 7 L, [Select] 27 Vw7 LE
—§—O

G¥) BUFEA VA F— /L ENTWDHN—T 3 U ZfERT 5 I121E, [Installed version] 7 1 —/L RZ ML
TLIEEW,

Cisco DNA Center OFF[F = v 7 55 T, [Download] #7 U » 7 L £,

T ANETEIND E, XU ra— ROSKRREITRWAEH S ET, [Moredetails] Y > 7 %27 U v
J LT, VAT AZF U a— FSNTWLlxDT 7Y r—a v OETRINER RIS HAT A FA
A UEREET,

Hoa— RKNSE T4 5 &, [Software Management] ¥ « > K7 28 EH XL, LLAGTO Cisco DNA Center /3 —
VarkALUANNLVTELIENRINET,

[Available installations] V > 7 27 U v 7 L¥7,

AVAR—NTDHER=Ta DT VFRE L H 7 ) w7 L, [Select] 27 U w7 LET,

Cisco DNA Center OFF[F = v 758 T, [Install] 27 V v 7 LE T,

TaEANFEITIND L, A A M= OREKRBRETIRUA T S E T, [Moredetails] V 7 %227 1 v
7 LT, VAT AZA VA=AV ENTWAEADOT 7Y r—ya yOETRINERRTHATA RA v
A UEREET,

ALVAN=NADETRIZTO T ENERRINTZH, [Refresh]) 22 U » 27 L T [Software Management] ™7 «
YRUEEFHLET,
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P N N > N > N
TIUr—2 3 vDBEHFDODFAO A—FREA VR =L
CiscoDNA Center fHl & DT 'V r—2 g 03a7 A7 T AT 7 F vy MHMNL L THRbILE
T, BRI, 77—y a v offlloNy r—T % A A h—/L L, CiscoDNA Center
ETEITTEET,
T IV r—a DR r—%, A VA =)L RBEICHFRINDMNBEENRH Y £, FD
72, Xy NU—=I DA T F ATy r—D% A A R —=L L TLIEEN,

1R BRI

SUPER-ADMIN-ROLE#[RZ Fi o2 —V DAN Z DOFIEEZ EITT D2 N TEx£4, FEMico
WL, 2—Y o— 1oz (121 X—) 2R LT EE N,

1|

ATY TN A=a—TA4a> (=) #71V v 27 LT, [System]> [Software Management] DJIEIZE4R L £ 5,

BE Z DOFFIT, Cisco DNA Center (2 & » THEGMET = v 7 BWIATSINE T, HERICHENH 55
A [Software Management] ¥ « > K72, BEFHAEER VAT AT v 77— MIFrRENE
A,

RATYT2 77V r—va VEEPRAFRRRSEIE. V4 FUOTHICERRSNET, ROVWThraFETLE
B

1. FIHARERT R TOVARAT AT v 7T — oA VA =L T 5HI2IE, [SelectAlll V> 7 %27V v 7L
ij‘o

2. WxDOT7 7V r—alBfHe A A M= AT HIL, FZSTEHTF v IRy 7 A d I LET,

GE) [Moredetails] V > 27 %27 U > 73258, N8 TLH57 SV r—rarD7 7 A0 A XLl
MAZFL LI AT A A A USBE ET,

ATv T3 [Installl 27 U v 27 LET,
AT w74 Cisco DNA Center |2 X AKFREROTF = v 7 M52 T Lz 5, [Continue] %27 V v 7 LET,

WHTOET 7V r—ya OEITIRAN—=0Y 4 RUICERSNET, TXTOEFNA A b—
S B &, [Software Management] ¥ o > RUBEFH SN FET,

AT 75 [Currently Installed Applications] Y > 7 %7 U w7 L, #RLIZT 7V r—rva VREFHEINTNDH L%
R LE7,

N T—ODAOQUA—RETYTIL—FDANY B
NRolr—V DAy a— REFIIT v 7T L — A X "RBAET LN BN EZZETEE
T, TNODOBAEZRTERL L OEET5121E.  [Cisco DNA Center Platform User Guidel @
'Work with Event Notifications] F & v 7 TSN TWA RIRZFEITL T ESW, ZOFIA

. Cisco DNA Center ') 1) — X 235 BIEEE A F
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| 77us5—vavoen
7Iur—varorv1vat—i |}

Z55 T L7256 SYSTEM-SOFTWARE-UPGRADE A X FEZRINL, 7T X 7T 4T L TCWAEZ
LEMRELET,

WOLGEIZBEBNAER S, EHREEINET,
N —=UDT T V= ROF T a— FIRIRLUE Lz, ZHUT@%., Cisco DNA
Center 7 7T A T 2 ANTMBEIRT A ATRENRND), B LRy —V%2 A ao—
FLEYELTWAZDIZRELET,

RO —=DT ST L—FRDA A= VZRRLE LT (KRN r—ICBEEM T B
TWAY—EANBEL T L TnDdEEZLNET) |

R —=VDT T T —FRDF T a— REIIA VA M= RIHLE LT,
A\

GE)  @ENE, AN 2 OBEZ5E T D72 0IAT o 72T R L 72
BRI DHEESNET,

T7IU5r—232 D704 ARA =)L

CiscoDNA Center il &4 OT7 7V r—> g 03a7 A 7T A RNT 7 F vt L CilbhvE
4, BAKRAYIZIX. Cisco DNA Center o7 U 7 —a v Oflx DR ir—C% T oA VA
=T BHZEBTEET,

ToAVARN=IVTELDIIVAT LINBTRWNT TV r—2a O r—OR T,

4r & HREIIC

SUPER-ADMIN-ROLE E[R & Ff > — WV DHN Z OFINEEZ FEITT D Z ENTEEJ, FHEMiz->
WL, 2—% m—LoffE (121 2—) 2R LT ZE0,

RTFYT1 A=a—T A2 (=) 27V v7 LT, [System] > [Software Management] DJIEIZER L £,

AT w 72 [Currently Installed Applications] Y > 7 %2 U w27 LC, CiscoDNACenter 777 A 7 2 AIZA VA h—/L &
NTWLTRTCOT IV r—va e KR LET,

RATY T3 HIERT 53y r—Y T, [Uninstalll Y 27 %27V v 7 LET,

GE) FIRHZBEDO Ry r—C%2 T oA A =T H5Z I3 TEER A,

ATY 74 [Uninstal] 27 Vv 7 LT, 77V r—varazllBdsZ Lol LEd,
Cisco DNA Center (7 7’V 7r—> a URNHIBRESNTZRIZA v —V 2 FRLET,
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1—HDEE

11l

e a2—H— T T 7 A IONT (121 =)

o 2— m— ) LORE (121 ~<—)

« Nz —F—DfERL (122 <—2)

a—HP—ofRE (123 2—)

o 2—HF—DHIFR (123 X—)

e 2—HP—RXRT—=FDUtEv (123 =)

s HE D= —R2AT — ROEF (124 2—)
 BWHEZRWSIRAT— RO Uy b (125 %—)

e X — )L R—A T A aryha—LOFRE (125 2—)
0—)L_R—Z2 7T 7®AR ar ba—)UiEioFEr (132 2—)
o SNHRRREDRR E (133 ~—2)

o ZHEFRFRE (135 ~—2))

o SR —HF—DFR (140 =X—7)

A—H— JAaJ7AI)LIZDNT

22— -7 7y A NVT, 22—V —0urs A, NRAUV—FK, BXUOe—/L (HER) ZEEL
i‘ﬂ‘o

=P —DONE T 7 s AN ENRT O T 7 A NVDKGFERETEET, Nif2—V—7 1o
7 7 A JLE Cisco DNA Center ([ZFLE S 41, A2 —V—7 1 7 7 A )VIFHMNT AAA —3—(Z
BEINET,

Cisco DNA Center % > A h—/L34 2% & SUPER-ADMIN-ROLE #fR % 275 7 /)L h D —
=77 A VPERSNVET,

A—H A—J)LDHBE

SATTE BHIEEARET 5RO —F B — AR FIE ) YT HRET,
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1—FoER |
B ns2—v—onm

« EI8E (SUPER-ADMIN-ROLE) : Z®u—/L&F>2—%|L, CiscoDNA Center D §
TOMEE~D T VT 7 AN A[RETY, EHI#E X, SUPER-ADMIN-ROLE 2 & S £ &%
rua—LERotmoa—Y a7y A L EERTE £,

e Ry FI—HEEE (NETWORK-ADMIN-ROLE) : = — L& E>=2—4 %, Cisco
DNA Center D3 X TD R > b T —7 BHEE~D 7 LT 7 ARARETT, 772l Ny
IT T EBIIRE ., VAT ABEOKRE~DT 7 2 AMEILH D A,

- + I+ —/% (OBSERVER-ROLE) : =M1 —/L % Fo=—H %, Cisco DNA Center D
BE~DOFTRERT 7 B ARARETT, A7 VP — N m— L& Fo2—H (L, CiscoDNA Center
RENPEIT DT A AZBRE LTI HIET 2HRBICITT 7 B X TE W A,

NE L —F—DERK
a—HPF—%ER L, ZOa—PF—lZn—LEZEO Y THIENTXET,
15 H B HIIC

SUPER-ADMIN-ROLE #[R & Ff o> — WV DHN Z OFNEEZ EITT D Z N TEE9, Mo
WL, 2—% o— 1oz (121 X—) 2R LT a0,

1|

ATV TN A=a—TA(ar (=) 27 V v 27 LT, [System]>[Users & Roles] > [User Management] D JIEIZ5#&R L £
j—o

ATv T2 [Add) 227 Y v 7 LET,

AT T3 HLna—F—olE £, BT A—LT FLA, BIOa2—VF -2 AN LET,

B A—/LT R AL, fEHED Apache EmailValidator 7 7 A DB 272 L TWHMERH Y 7,

A5 v 74 [RoleList] T, SUPER-ADMIN-ROLE, NETWORK-ADMIN-ROLE, = 7={Z OBSERVER-ROLE D\ 417>
DOu—LEBEIRLET,
ATY TS RRAUV—FEANL, B LET, AV — FOEMH .
o ffk 8 SCF
cRDAT AV DB EL3ODHT AVIET H T
s INFEOTET
s KILFOET
%75 (Number)
o REERSCF

ATvT6 [Save] #27 U v/ LET,
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a—v—omE |

A—H—NiRE
—EDO—YP =T aRT 4 IRETEEITDN, 22—V —LAITFET=TETA,

1R HHEIIZ

SUPER-ADMIN-ROLE #[R & Ff > —V DOHN Z OFINEEZ E/TT D Z N TEE9, FMico
Wi, 22— g —LoffE (121 2—2) 2B LT EEN,

ATY TN A=a—T (42> (=) 7V v 27 LT, [System]>[Users & Roles] > [User Management] DJIEIZ 3R L &
D

AT9 T2 HET L2V —DRICH AT a Ry w27 ) v LET,

ATy T3 [Edit) 227 V27 LET,

RT9 T4 VEIEU T, MAETITE T A—NAT RLAERELET,

AT w75 [RoleList] T, %E|Z)H U TH L e—/L ([SUPER-ADMIN-ROLE], [NETWORK-ADMIN-ROLE], %7-(%
[OBSERVER-ROLE]) # R L £,

ATv7T6 [Save] &7 Vv 7 LET,

a1 —H—OHIR

B8O DRI

SUPER-ADMIN-ROLE #E[R & Ff > — YV DOHN Z OFINEEZ E/TT D Z N TEE9, FEMico
Wi, 22— g —LofiE (121 2—) 2B LT EEN,

AT TN A=a—T 42> (=) 7 V v 27 LT, [System]>[Users & Roles] > [User Management] D JIEIZ 3R L &
D

ATv 72 Bt 22—V —DRIchHr 4T ar Ry a7 ) v 7 LET,

ATy T3 [HIEE (Delete) 1227V v 27 LET,

RTv T8 FERo7 a7 M T, [Continue] 7 Vw7 LET,

A—H—NXAT—FDOYtwv k

BMOa2—F—DZAT— FE2 Yty hTEXET,
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B szo1-—5—rixo—rozE

X2 VT EOBEAENSE, NRAT—RNE, EOax—F—Z L TH (FHEEHREZF > —
P LTH) RSt A,
1RO SRS

SUPER-ADMIN-ROLE#E[RZ Fi o —VP DOHN Z OFIELZ E(TTHZ N Tx £, FEMico
WTHE, 22— g—LofE (121 =) 2B LT ZEN,

ATV TN A=a—TA(ar (=) 271V v 27 LT, [System]>[Users & Roles] > [User Management] DJIEIZ5#&R L £
—é’_‘O

AT T2 RRAUV—FK&2V 2y NI Ha—Y—DRICH LA T v a v RE &7 ) v 7 LET,

AT w73 [ResetPassword] 7 V v 7 LE7,

ATV T4 NRAT—REANL, HERLET, HLWWISRT — RO

o el 8 30
cRDATAY DB LB 3ODHT AVIIET H LT :
s INFOBEF
s KXFOHF
* %75 (Number)
o Repk ST

AT9 75 [Save] &7 Vv 7 LET,

BED1I—H—/IN\AJ—KDZEHE

1R HHEIIZ

SUPER-ADMIN-ROLE #[R & Ff > — YV DOHN Z OFNEEZ EITT D Z N TEE9, iz
WTik, Ta2—V o— o] Z2ZRL T ZEN,

W

AT TN A=a—TAar (=) 7 V v27 LT, [System]>[Users & Roles] > [Change Password] DJIEIZZ VU~ 7
LET,

ATV T2 WHRT 4= RITEREATILET,

ATwF3 [HH (Update) 1227V v LET,
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gEEERz Lcoi—+F— 27— kozE [

EREERGZLTOA—YF—NRRT—FDERE

ROFMTIE, EHEHERL L TRRAY— REEET L HEICOWTHH LET,

ATV A=a—TAar%27 Y v7 L, [admin] (27— Y V%EHHET, [My Profile and Settings] > [My Account]
DONEIZEIRN L £ 7,

ATw T2 [XAT— R&HEH (Update Password) |27 Vv 7 LET,
AT T3 BEORZRT—FR, HLWWIZATU—REZ AN L, AT — REHRATILET,
ATy T4 [EH (Update) 1227 Y v 7 LET,

BOVHEGTWOWNARDT—FD) Ly b

WAV = Reehlcyaid, CLIZEH L TAATY—FRE2 Uty P TEET,

ATFYT1 VAT LA TEDOZ—YF—=IMERENTWVEMNE I DEHERT DL, Roa<wr RE A LET,

magctl user display <username>

Zoawy RN NRT—=FREVEy NTH7OIFEHTE T MMaeRLET, B, ko kS
12720 £,

User admin present in tenant TNTO (where TNTO is the tenant-name)
ATy T2 RRU—=FE Uy vTBI0F, kOa<vr Ty v a5 A LET,
magctl user password update <username> <tenant-name>
BLVWASRRAT—=RE2 ANTLHLIITROLNET,
ATV T3 HLWART—FE AN LET,
HERDT=DIZH LVWRAT — REFBANTH L IRDLENET,

ATy Td FHLWAART—REZANLET, XRATV—=FRU Yy &, HLWWSZAT— R&H L T Cisco DNA
Center (212 7' A T&E £7,

O—J)LR—XA 7H+ERX a2 rO0—)LOETE

CiscoDNA Center |3, B— /L _X—X 77X a2 hua—/,L (RBAC) ¥V HR—FLTWVWET,
Zhiz X Y. SUPER-ADMIN-ROLE #E[RZH>=—H —I%. HED Cisco DNA Center #EHE~D
22— =T I A EZITHIRT DI AL b — L EERZETEET,

HARZ LD —ILEERL, EELF-a—Na—F—%EV Y THITIE. ROFIEEFITLE
j—o
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B o ix—=z7stxavro—rowE

1R BHEIIZ
SUPER-ADMIN-ROLE ¥R & Ff D2 —FDHMN Z D FIEEZEITTH Z N TE F9,

ATFYT1 HAX LT —LEERZLET,

ATy T2

a)

b)

2)

h)

Ama—TA2ay (=) 227U v 7 LT, [System]>[Users & Roles] > [Role Based Access Control] ®
JNEIZ IR L £,

[CreateaNew Role] 7 U v 27 LET,

[CreateaRole] 7 o > RUNRFE/RENFET, TN RBAC DRWDA T L—arThiHEA. HiL
0—/LEERR L72RIC, 22—V —Z2FH L e — B8 Y CrkricskwbnEd,

ZAT OWET 4> RURBAWES, [Letsdoit] 27 U7 LT, V=7 70—l HEBE L7,
[Create a New Role] 7 « > RUDBAE £77,

a— 4B ATIL, Next) 227 U7 LET,

[Define the Access] 7V 4 > RUMBE, A7 a0l A MRERENET, 574/ h T, Cisco
DNA Center O J X TOMEREICK L TAH T P — g — L R3FRES N TV ET,

HROKERIZHIGT D > 7 A 2% 27 Y vy 7 LT, Bl o TWaiiEEZ R T LET,
ZNZENOREDOHER L~V & M BEZ)5 U C [Deny], [Read], £ 7213 [Write] (IZFRE L £,

HEREDMEIR L ~UL % [Deny] ICRRET D L, 20— L &2E D Y ToNa——137% %+ D
GUI TERTE 7220 ET,

[Next] #7 U » 7 LE7,

[Summary] ¥ « > KU 23BH & £ 97,

[Summary] 7 4 & R T, ELXHERLET, BRI DI, [Bdit) 227V v 7 LET,
[Done, Role-Name] 7 f > R U 3B & £,

ERR LT A X o — Nl a—H—%E) B CTHITE, [AddUsers]| 227V v 7 LET,

[User Management] > [Internal Users] VA RUNBHEET, 2OV 4 FUTIR, WA Lu—Lz2lfF
Da—P—F L FFH2—F—IZEV B TLH N TEET,

cHFEOZ—Y—|IH A 2 —)LEZEY YT HIZIE, ROFIEEZEITLET,

1. [InternalUsers] 7 4 » R T, AW AZ L —LZE 0B THA—F—DRICH LA T a v RE
7V v Z L, IRIC[Edit) 227 Y v 7 LET,

[Update Internal User] A7 A KA A R E ET,
2. [RoleList] Ku w7 Z 7 U A KNnDL, BAZ Aa—LEERIRL, [Save] 7V v 7 LET,

s WAL D=V EFR = —IE D ST BT, ROFIEE EITLET

1. [Add] &7 U >y7 LET,
[Create Internal User] A 7 A KA XA VN £,
2. RRSINDT 44—V RIZRA L= —HE2 AT LET,
3. [RoleList] KRy 7 X7 A Mnb, Fila—F—ICEVYTHI A L — )L ERIRLET,
4. FHLWRRTU—REZ AL, MEROTZOIZHEATILET,
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5 [Savel 27 VU v 7 LET,

RATY T3 BHFEO2—Y—0ua s A4 U FICEBENEDOL—Y—DT 7 & AHEREFTH L7GE, T LWHERZREE
BENCT HIT1E, =—H =2 CiscoDNA Center 7612 77 7 F LT, 87 A LETHLERDH D 9,

Cisco DNA Center .—H'— O —)LiE[R

%% 6: Cisco DNA Center 1—+H— O— JLIER

Hae BL)]
FToaTI A Fy MU= DH b} LMEZERII AL T B Lz —E R LUL 2Ry

TEEY,

FT=H— TR NI T
Va—T 4T

MEDO T TN a—T g 7 EBE, TuT7 0747 hxy NV—IE=4Y
YT BEIRAI Ry VU= nbBbNH A A MTED Ry U —
JDEFHEOT=2Y) 7 L EHETNET,

Zou— L TIIRO Z ENRARETT,
« MEOfRR, 7 v —X | HH,
s R = 2 (MRE) OV —727 71 —D%F[T,
s LY REA P A NDOIHT,
e NARL—RA Y —F T aR— R, REFHREOMED T 7V
Va—T 4T,

» RIEF & ¥ Cisco Advanced Wireless Intrusion Prevention System (aWIPS) DU —

770 —DFELTF, TNHDOU—r 7u—|ZiE, APFFAIU A b, N F—FFA]
UA B, aWIPS 7’02 7 7 A L DOIERL, aWIPS 7’17 7 A )L DEI D YT K3
BENET,

F=H—U 7 OFE (Monitoring
Settings)

EORE L EHEITVET, Xy NT—0 VI3 A4T b, BEXOT 7Y r—
TaDEFHEO LEVEEZEH L E T,

{F : [Monitoring and Troubleshooting] {Z%f 7~ 5 FiAH Y 7 27 & A FF 7] 23 FAK RV 22
‘G—g—o

NFGTNY a—T 4T V—)

Y =T R POMEREERETNET, 7 74T MO T TNV a—=T 4
TOEDOF LT RO 4L oI -y vy 7PFvy TPy
cyy7Fxv) AT a—LLET,

7% : [Monitoring and Troubleshooting] |Z x5 #t A H Y 7 7 2 A FF Al IS e (KPR B
T,

*y bI—=U 5

Py NT— IS EO L R—R NEERLE T,
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A—HDEHE |

B

I YTV APL DT JERAEENILET, 7 a— VLR, RIEER,
aWIPS 7¢ & O EIIEE,

I FFAl% [Deny] ICERET D &, MERE T2 aT 7 U A RBICHEL £,

*y bT—5 B

Ty U= BEORE., Y7 b T2T A A=Y UR MY OFEF, A1 b
Py NI =T TR, ZAQOEBRIEAT 22y NU—7 707 7 AL &R EDRERK
PITVWET,

Ry b U — 7 BROE

o T — LT N 2 T A ANFER, RAE— =R Y —HP—3— FFH
2 ORNIFAMNS—), VT RT I EAF—_ Stealthwatch, Umbrella, T —
HEXREDR Yy N — VR EZEF L E T,

TN AL RN EFEDI VT VT ZAR— N LET,

G¥) ZDOHX AT EFET T HIZIEL, [Network Settings] (213 5 @t A HL D
HERR DS LB T,

AA=VYRYKY

V7RO 2TAA=VHERL, WHBIOMAERY NV—0 2T 4T 4 DT v
T VL= REEHEREEL FT,

Fv NU— Pk

i

A, BT o7, 7T, BIORZU TORy NU—7 W& P 708
FRC R SWTERBIOMER LEY, 20— &Foo2—4—|%, [System]>
[Settings] T CMX Hr— =% BT 5Z &b TEET,

Sy hNU—27 a7y AL

N—TF 4T AL vFo T BIORIAVYLADR Yy NU—rTa 77 A )VE
B LET, A b~ a7 r A 02BN Y CTES, ZOor— I, T L —
T4 X, X T, TETAVREZT 4 X, BIOEIET v 7 L— bR EEN
\i—g—o

7 : SSID Z1ERT 5 21%. [Network Settings] (2% 92 E & IALMER N LT T,

Iy N — I RE

AAA, NTP, DHCP, DNS. Syslog, SNMP, T L A U 72 ¥ A haiRodtim
Dxy NT—7FE, O —/LERo>a—%—(X, [System]>[Settings] T SFTP
P— =B E Ry b T — 7 BREHIFROZE N ARE T,

W UATY L AT 077 AV EENRT HI2IL, [Network Profiles] |2k} 3 5 # XA
FHHEBR DS BT,

RABR Y NT—7

ARy FU—27 (VN) ZEFLET, b7 71 v 7 O5HEL VN HEE OHHE
DHIT, WXy NI — 27 28EOHmEBxy hU—212k8 7 A MELET,

v kD=9 TJRnECa=vy

Py NT—=T TR, ADOHRE, T 7T VL—F, 7urda=r7, BLOERH
EATWET,

QL TITAT R

IV TFIAT A TR EYa = T REELET,
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HERE £ A

EoX Ry hIT—=THNON—RT7=27EBLOY 7 7 =7 ®[EndofLife], [EndofSales].
F 7213 [End of Support] (2B $ 5 ABIFEHROFEMICOWNWT, Xy hT—7 &R
¥y LET,

A A= DEH SERRT v T T V=R IFATHA T NDH%HT, T—NT oA A—VREIC—EKL

RNTNRAADY T "N 2T A A=V %T v 7 7L —RKLET,

PR VANE 3

Ty b =2 EOT A ZAORH, BN, @ HIBR, B EOT S REME L
ET 0T o OFEITNET,

I T, AT 5121, [Network Provision] > [PnP] 1254 5 & X A B HE[R
7‘7);'\ ‘gf—g—o

[Inventory Management] > [Device
Configuration]

[Inventory Management] > [Discovery]

TAAANY Xy =T RADOFH LT A 2t LE,

[Inventory Management] > [Network
Device]

Py NI =T TNRA R AR NI T RS ZEBML, T35 A%
FRL, TRARALNVDT Vv a o 2FETLET,

[Inventory Management] > [Port
Management]

R—FEH  TRARATR—=F T 7 a w28 LET,

[Inventory Management] > [Topology]

FRBEY Ry NT—=I TN ALY e RN LET, 7/ A —1D
B, TNA 202 T[T, RROADAZ <A X, BEOIAZ L MR LA
T U MOREFEEITOET,

{E @ [SD-AccessFabric] 7t » KU A FRT H1TiE, 472 < & & [Network Provision] >
[Inventory Management] > [Topology]iZ %9 2 &t 7 7 & ZAFF A 28 h BT,

FA A

VT RNT =T EERSTR Y NIV EBEODTA B AMERARRE LTI T A
BT ABHREY — T C@H L Ed, Z0u—LiE, ciscocomBILRA~— T
VNOMERR L EE L ET,

Fy FT—27F L AR

FRAANEDT TV r—arT LA Y OWNEZAEDEZITESIC L £,
Y Y THNEYA MIBREMT SN TWAET LA R USREERER L ET, Wireless
Service Assurance ° 2 > b 1 — FFFIAE R P OREEAE R L E T,

H: Ry b= T LA MY 2NN 5L, [Provision] (2% 5
EXIALFERRNMLETT,

PnP

HLWT A, A2 BEIRNCA AR — R LT A MBIV YT, 1 NEHDO=
FX A NBEEBICESWCERELET,
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-1 HL:L

FubrYa=rs YA MEFOREE R Y NTU—JIZXH L THREINTZRY U—2MHLTT A
2ETueTa = LET, 20ou—ME, Ty 7 Vv s, T — s
VRV — TV = aryoRfitE, 77U K A ME VPN, ry hU—
7177V r—3 a7 LA MY Stealthwatch, [EIHABHME & EITRE. BLO
Umbrella 7o BV a = 7V REENET,

REBLOaWIPS DA A o F v aR— KT, REE CiADR EOFREDT 7
varEBYELITEICTEET,

TNA R Ty a =79 5121, [Network Design] & [Network Provisioning]
Wkt T B EXIABMER DM E T,

Yy bI—9 H—ER ARy NI =08t & 7 7 B AOREBR Ty FU— 7 OIBIERE AR
ELET,

TIVr—=vary RAT 47 | Ry NI T AL ATFETINLAMLENTca T F_R=2DT7 7 ) r— 3
CEER, FE, BLUOE=4—LET,

Bonjour RY —=_R—=2ADV—EAMHEEHNNCT D202, v BT —27 2K T Wide
Area Bonjour ' —E A ZHEZ L ET,

Stealthwatch Wb ENTZ T 7 4 v 7IZEFNZBELBRHE LT TE L9127 5720
12, %y FU— 7 BEHENE Cisco Stealthwatch |7 —Z #%ETH L IR ELE
T
Stealthwatch # 7 2 Y g = 74 21201%, RO R—3 2 M HEZ AL
FEBR DS LB T,

* [Network Design] > [Network Settings]
* [Network Provision] > [Provision]
* [Network Services] > [Stealthwatch]

* [Network Design] > [Advanced Settings]

Umbrella YA N—tF=2 T OB T DERAGROBEK E LT, *y b —7 335
“C Cisco Umbrella ZfFEHT 5 LS ICRELET,

Umbrella # 7B EY a =2 7§ 5121, RO R—3 2 MR D EZ AL
[R2SMETT,

* [Network Design] > [Network Settings]
* [Network Provision] > [Provision]
* [Network Provision] > [Scheduler]

* [Network Services] > [Umbrella]

F 7=, [Advanced Network Settings] |Z5%}3 % Ft A H 0 HER & M B TT,
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HaE

A A

TS5y b ITA—L

T RRAMRERA TV RN—AD T — 7 Ta—, F—H M wE, BLXOY—
RR—=F 4 BT TV r— g VOB TE D427 77 v 71— 24,

API

Cisco DNA Center {Z RESTAPI 2l L CT7 7 v A& £9,

VA V%

AEREMED ] EDT=HIZ, ITSM & OFEAHICHRRRE SN RV EREB L)
7T 4 7L FET,

Ak

Py N =T RV AT LADELNSH DA RN MIBERTDHZET, TNHDA N
U RNTOWTOBHEIZIEY TIAZ A LATZITRY . BEABLBTXET,
B A — /LI LW Syslog 7 7 DFREIT
ETxET,

. [System] > [Settings] > [Destinations] Tix

LiR— |k

HIEREINELR—T 4 T L—h2EHALT, XYy hNT—2 0B
AHAEIZHOWTDOLR— M EAERTE £,

RIEFTNA AR LN aWIPS D LAR— b &AEK LET,
v =7 7 v 7%, [System] > [Settings] > [Destinations] T & CTx £,

t¥al)T4

Fy NI =T ~DEFaTRT7 72 E2EHB L OWIHE L E9,

TN —TF_R—Z R —

VAaDEXR 2T A ITN—TZ TSN T Ry NI DB T AT — 3
VET IR AKIEEEAT AN — T R— AR —FER L FET, TDOu—/L
ik, = RARA V OB EENE9,

P R—ZD7T 7 & A

IP7 RLRIZHEASNWTC Ry NU—I DR T AT —Ya T 5P R—2AD
T U AHIEY A R EERLL £,

TX2 YT 4 T RS

Py RN =I5 A%y L TCEX2 VT 4T KA TV ERBELET, v Rxan
AL TWAEX2 0T 47 KA F Y TRy NT—Z([ZEEBTAA[RENLRH 5
TEM 2 MR L ORI T& £,

DART L QmMmA&ma®%ﬁ£@ Iy NT— I, VT N =T T ST L—F
P rEELUET,

P HE R Y& VT o OYEIIEE R IR E L CRIED BBV T 2 2T 5 72010, HEhR
e Ly O XOAEEHERELET,

VAT LEH VAT ADATHREESEROBREZEHRLET, 2V —o— L2 FHL, SN

Rk E L E T,

ZOR—IE, VAIDT LT vy b, BAEVERGE, T3 ADEULA, HA,
MERE, TAFTAZIV AN TRy ITay FLAN)avrrsvary VA
7 L@ EULA, IPAM, vManage %—/3—_ Cisco Al Analytics, /3> 77 v 7 &8
o, BROT =277y b7 —LREENRET,
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B o <x—=zx75€x a0 ro—ngstors

HaE

B

A—T4 VT«

IR ENTWDE T TNy a—T 4 7 Y=o —E R Y, EREMEICE
SOBEHRNE LD LN THET,

=

Ul F72I1ZAPIA X —T =2 AU TH v hU—27F /314 AL Cisco DNA Center
WCINZ BN EEOFEMra 7,

£ R P BEa—T

RTINS a—F 4L T DEDDF Y NT—IFRL ABERNT T T v b AR
v hOFER,

Ry b v — 2 Hebite

F N — 7 SBFOHEMEOMBRIZIESL Ry hU— 7 OREIZ O\ T O HE)
fLENTHRBEW N T TINY a—F 0 V7 RBABLET,

Y E— hF A ADYE— B

VA 3B R — hF— A2 Cisco DNA Center IZ L » CTEHINTWA Ry hT—7
FTNRAREZYVE— AT TNV a—T 47 TEDIICLET, Zor—/L
AT B &, Cisco Technical Assistance Center (TAC) DT> P =71, +7

TN a—T 4 T DI-DITRBERED Cisco DNA Center Dt v 87 v 712V £—
FNCHEECE E T,

Ay a—7 oy s Ry =R EMEENTZATV2a—FFFH LT, R —DE
Bl, Yubela=s Xy NT—I DT v T TV — R EDRRAIRT VT 4
BT 4 DEITF. ATV a—, BXOEHMNMTZET,
REFH CIAODEZAZ Y 2a—LTAHZ L TEET,

Rk YA By NT—=TTFTRAA ITAT v, TTVr—var, R —,

FRE. ¥V, A==a—IHHMR Y, CiscoDNACenter DXFXFER AT V27 &
MZLET,

O—J)LR—XA 7H+ER Oy FO—L#EETDOERT

Fa—P—o—/LIE L WL —YP—DH i RIHHE2FRrTcEEd, FUALFT LT,
BIRL7-e— 2o —HP—D) 2 NE2FRTHIELTEXET,

ATY TN A=a—TA4ar (=) 7 VY v 27 LT, [System]> [Users & Roles] > [Role Based Access Control] DJIEIZ

BEIRL £,

FIFINLFDOTRCO—P—a— /L hAX Lo — A RNFRINET,

ATV T2 Ha—P—u—IHET2ETE7 Vv TDHL, ZOn— N EfFor—F—DY XA MRIRENET,
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MnN=FA= A =
N EBEREED EXTE
%JK:L%'H‘ @nLnEk utFT %J‘qu_*‘/\%é‘”{%ﬁﬁ L/Tl/\é%{:[\ Cisco DNA Center T%HBHL‘I?
EHINCT HDMERDH Y £T,
1a s BRI

* SUPER-ADMIN-ROLE #[R & Ff o2 —VF DOLN Z OFEE F(TTHZ ENTEET, M
ICONWTIE, 2—%F a— Loz (121 X—) 2R LT EEN,

LI LB 1 DDORRFEY—NN—ERET DHLENDH Y ijﬂ

\)

GE)  21xBATDO Y U —R Tk, MTREER AT/ > T 55586, Cisco DNA Center (% AAA H—
NIZHETERVD, AAA P — =P AR — P -2 2R T 5L, m—hra—H—
74—y 7 LTOE LTz, BIIEDO Y U —ZATlE, AAA B — —ZEETEX VA
AAA P —N—PRIAR 22— —4 8 L7=85A12 Cisco DNA Center 73 17— /b —H—|Z
TH =Ny 7T HTLEFHY A,

INEREREE T & — X T BN 72> TV A A, Mo — 3 — & o —h VEPLE I Cisco
DNA Center (22 7' 1A > Tx$£9,

]

IEEREE 7 + — NS 7 BT IZ13. CiscoDNA Center A > A% o A2 SSHEERE L. &
DCLI a~<w> REATTLET,

magctl rbac external auth fallback enable

ATY TN A=a—TA1ar (=) 27V v27 LT, [System]> [Users & Roles] > [External Authentication] ?JIF(Z i
RLET,

AT 72 Cisco DNA Center CHMIREFEZ A0 HIZ1X, [Enable External User] = v 7 R v 7 A% AN LET,
ATYTFT3 (LR AAABMARELET,

TACACS FBFFCTliE. D AAA BB HR—FINTWET,

Cisco DNA Center TACACS

Empty cisco-av-pair
cisco-av-pair cisco-av-pair
Cisco-AVPair Cisco-AVPair

RADIUS BFETIX, RO AAA BNV R — KN TWHET,

Cisco DNA Center RADIUS

Empty cisco-av-pair
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Cisco DNA Center RADIUS

Cisco-AVPair cisco-av-pair

a) HAIORTHHAINTVD X DT, [AAA Attribute] 7 4 —/L RIZ, 2—A 7 —R|Z# L7z @EE AL
i‘j‘o
b) [®Hr (Update) 1227 U7 LET,

ATV T4 (LR AAAY—N—ZRELET,

INHOREZ, BUEDOT TA~ VU AAAY— =L b Z U AAAY— =2} LTZ0 | B2 5 AAA

P R—ZEE LIV TIHEBCORMTVET, A=a—T A2 (=) 27U 7 LT, [System] >

[Settings] > [External Services] > [Authentication and Policy Servers] ®JIHIZ#R L T [Authentication and

Policy Servers] 7 .t > R ZBA& 77,

a) [Primary AAA Server IP Address] K2 7% 7 U 2 T, FRELE SALTZWT D AAA —3—D
IP7 RLAZRIRL ET,

b) [Secondary AAA ServerIP Address] K&z v 7’'Z 7 A N T, FHIRE SINTZWDT IO AAA P—3—
DIPT7 L AZRIRL ET,

c) (EE) CiscoISE V—"—%HHL TWAEAIE, HESUTREEZEFHTEET,
Cisco ISE R U > —DFEMIZ- DUV TiX,  [Cisco Identity Services Engine Administrator Guide] @ [Configure
and Manage Policies] Z#ZM L T 720,

% 7:Cisco ISEF—/\—DERE

& L
Shared Secret FAL ADRIF—, EHEWEOE ST, Fk 100 LFTT,

AAA T RV Az B4 DA, AWELIRET DLERH Y £7,

Username Cisco ISECLI \Z 1 7' A L B 7= 4 5 4R,
Password Cisco ISE CLI = — W —4 D/ AT — K,
FQDN Cisco ISE —/ N\— D522 Effi K A A >4 (FQDN) , FQDN /%, KOEX

T, RA MBIV RAL LD 2OD/3— N THREINTWET,
hostname.domainname.com

7= & 2% Cisco ISE ¥—/3— FQDN (%, ise.cisco.com T®H B A[FEIEDR H D

7,

Subscriber Name —BDT XA MXFH (acme 72 ) . ZiUIT Cisco DNA Center 7> 5 Cisco
ISE ~D#E 41T, Cisco ISE IZH LW pxGrid 7 7 A 7> b ERET H728
R ENE T,

Virtual IP Address CiscoISERY o —#—t 2/ — K (PSN) BAE#HICHEBESNLTWSLIr— R

NI UYORMIP T KU A, Bipbo— RART7 0 YOE%ICHEED PSN
T —LRHLLGETE. RRK6ODOEMIP T RLAZANTEET,
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d)  (EE) FEMREE2HEHT 521, [View Advanced Settings] 27 U v 7 LT, LB U THREL E
% 8: AAA Y —\—EEMBRTE
£ HI Bl
Protocol TACACS ¥ 7213 RADIUS,
Authentication Port AAA — NR—~DHIEA v E— DY L—IZHEHENBR— k.,
« RADIUS O#:4. 77 44 ML UDP F— k 1812 T3,
* TACACS O4A. A—hI49 THYH, BETEEHA,
Accounting Port AAA —R—~DEERA X FD) L—IEHENER—F, ZhbHD
AR FOERIT, EX2 VT 4 LFEROBUTHERASNET,
« RADIUS O34, 5 7 # /L h® UDP R— ~ & 1813 T,
« TACACS DA, R—ME49 THY, BEETEEHA,
Retries Cisco DNA Center 7% Cisco ISE & D&t & 7847 T & 5 [A1%%,
Timeout Cisco DNA Center 73 Cisco ISE 2> 6 DJNE A FHET DR OE S, ¥4 L7
v O EKAEIL 60 BV T,

e) [H# (Update) 127V v 27 LET,

— B Faoal

THEFEEREE (QFA) 1, 22—V —R L RNRATU— RN CTRNFFEE2 RIS 22T, 2—
P —FFEOE X2V T« Z58{LT D b0 TT, Bl +FEL. —&ic, EEOMNG2—F—7
TIDREEFL (A~hRT7 7% — 7%7&&)\m®m74/ﬁ%&%mﬁmiﬁé%®%ﬁ
HALET,

Cisco DNA Center D " BEFRFHIEDOEIETIX, b—2 7 T4 7~ Y72 PIN S AS &z
BIHENETh—7 v a— a4 . =2 P —n"— (b= a— &G . BLO
:’—*"}j‘ ®77?X%£@Téwun ']j‘*‘/\?‘gf'fﬁﬁﬁ—(%ijqo wuuftkff@ i RADIUSjEfC&i
TACACS+ 7’1 h a /LMl & vE T,

ORI g rTIE, IRONBIZOWTIHALET,
o THHEINSE A GG 2 7 00 | T T LB B D B,
M ‘/[Z‘gfcﬁ&hﬁgo

o THIHEFRGEA#H L 72 Cisco DNA Center O 12 7' A > FIE,
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Cisco DNA Center T2 “HEFIEEZ R T T DITIEL, IROBIHREF 2T L TV D MR
HHFET,

 ZFE & F1L72 Cisco DNA Center == — 4% —® RBAC 1 — Vil A &= T 5 BIEET 21K 3
Z N TEDLFEEY—N—, Z DI TIL, Cisco Identity Services Engine (Cisco ISE) 2.3
NyF 1AL TWET,

« WEEY— =L AT D D8R h—7 U — 33—, ZOfITIX, RSA Authentication Manager
72 ML TWET,

VT NI 2T NV VEAERTEIFAT N EDON—0 v H— R T Y r—
varv, ZOFITIEL, RSASecurlD V7 "7 =T h—27 U EMFEHALTWET,

——%Eiawmﬁayj'_€7:7n'_

PITFIz, ZBEERERENKESN TUVWA CiscoDNACenter 7 77 A 7V Al a—H—nna 7 A
L7z X0EEOMELRLET,

1. RSASecwrID h—2 > 27547 hTlid, 2—¥F—FPINZASHLTh—7 > a— KzH
HLET,

2. CiscoDNA Center 2 7 A L _X—VTliL, 22—V —Z L h—F v a— K2 A LET,

3. Cisco DNA Center T, Cisco ISE ~D 11 71 R DE(EIZ. RADIUS F 7213 TACACS+
7a kaLiFERL £,

4. Cisco ISE RSA Authentication Manager H—/X—|ZZRK 245 L £,

5. RSA Authentication Manager C h—7 > 22— REZMRFEL, = — VP —NIEFICRIES N2 &
% Cisco ISE (2@ L £ 77,

6. Cisco ISETFGEEI N2 — VP —LREFADRAI T 7 7 A VERAEL,
role=NETWORK-ADMIN-ROLE J&HAE~7 2R L £,

7. Cisco DNA Center 2—H% —D o —L_X—Z 77+ A 2 ha—,L (RBAC) 1 — |z
TN TVAKEB L UONR—~0T7 7 AR5 LET,

ZERDADHRE

Cisco DNA Center 7 77 A 7 AT _BEFIEEZHET DHIZE, WOFMEEZEITLET,

AT w71 RSA Authentication Manager % Cisco ISE & A L E 7,

a) RSA Authentication Manager T, 2 2D —%#—_ §725% cdnac_admin (FHE 2 —H—m—/LH)
¢ cdnac_observer (47 ¥ —m—/LH) Z{EHLET,
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b)
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d)

e)
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FEAMIZ OUWNTIE, RSA Self-Service Console Help @ [Add a User to the Internal Database] @ Mt v 7 2%
BLTLLZEN, 2O Ry ZIZT 7 8ATHITE, ROFNEEZFITLET,

1. RSA Self-Service Console Help # B & £,

2. [Searchhelp] 7 + —/L' FC, [Add a User To the Internal Database| & AJJL T, [Search
help) 227 Vv 7 LET,

BLVGEREL—Y = v R &2ER L £,

FEMILZ DU TIE, RSA Self-Service Console Help @ [Add an Authentication Agent| @ k& v 7 &M LT
STEEW,

HE~v 32— Y= —T ) bRET 7 A /v (sdconfrec) ZARKL F9,

1. RSAEFx=VUTF =2V —)L T, [Access]>[Authentication Agents] > [Generate Configuration File]
DNEZEIR L E T,

[Configure Agent Timeout And Retries] % 7 3B & £ 97,

2. [Maximum Retries] & [Maximum Time Between Each Retry] 7 1 —/L RIZOW ik, 7 7+ /v ME%
EHLET,

3. [Generate Configuration File] #7 U v 7 L £,
[Download Configuration File] % 7 25B8 & £ 37,
4. [Download Now] UV > 27 %27 U w27 LET,

5. EICIERDERINT D, [SavetoDisk]| 27 U v 27 LT, zip 7 7 A /VDORBR—T)L 3 —%R(F
L/i‘j‘o

6. ZFANEMREL, ZDONX— g D sdeonfrec 7 A NEFHA LT, =— 2 MIBMEAL A
=L ENTNHENR—=Va & EEXLET,

FIH 1a TIERK L7 cdnac_admin == —#—& cdnac_observer = —#—® PIN Z /LR L £,

FEAMIZ DU TIE, RSA Self-Service Console Help @ [Create My On-Demand Authentication PIN| @ k&
I EZIRLTLLTEEN,

Cisco ISE % BH#A9 5 12i%. [Administration] > [Identity Management] > [External Identity Sources] >
[RSA SecurID] DJEIZEIR LT, [Add] Z &R L £,

[RSA SecurlD Identity Sources] ~<—""C, [Browse] #7 U v 27 L, ¥ U u— R L7 sdconfrec 7 7 A /L
ZEILT, Open] 27 Vw7 LET,

[Reauthenticate on Change PIN] = v 7 7R > 7 A% 4 2 LT, [Submit] 7 U v 7 LET,

2ODFA TR T 7 A NVEAERLET, 1203 Admin 2 —HF—m— ] $ 95 1 DF AT —~a—H—
72—/ VH T,

a)

b)

Cisco ISE T, [Policy] > [Policy Elements] > [Results] > [Authorization] > [Authorization Profiles] Z 3R
L/\i‘a_(]
WFDT 0T 7 A MTONT, KOGEREANLET,

«[Name] 7 4 —/V K : a7 7 A W EAS LET,
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* [Access Type] 7 4 —/L K : [ACCESS ACCEPT] Zi®{R L £,
» [Advanced Attributes Settings] fEIK : T IO K v 7 & 72U A k5 [Cisco:cisco-av-pair] Z HER L
£

Admin 2 —HF—0 —VORFET 1 7 7 A VEERT 2561E. 2FEHO ey 4T U R b
[Role=NETWORK-ADMIN-ROLE] % 4R L £,

F TP Na— P m— VORI T B 7 7 A LV EERT DHAE, 2FHO Fry FH YY) 2k
725 [Role=OBSERVER-ROLE] % i&R L £ 9,

AT w73 CiscoDNA Center 7 77 A 7 > ADFBFER U > — % AERL L E T,
['Cisco Identity Services Engine Administrator Guide] @ [Configure Authentication Policies| ® k& v 7 &

LTL7ZENY,
AT T4 200FARY U—EEKLET, 1 20X Admin 2—V—m—LH, 95 1 2F A7V —Ra—P—n—
NATT,
['Cisco Identity Services Engine Administrator Guidel] @ [Configure Authorization Policies| @ k& v 7 % &
LTL7EEY,

AT 75 RSA Authentication Manager t ¥ = V7 f 2V —/LC, Y7 b =T h—27 VRO —F—2HE Y Y
THONTWLZ &l LET,

FEAIIZ DU TIE, RSA Self-Service Console Help @ [View a Token] @ & w7 &ML T 72X,

GE) b= U EEID B TOHNEN S S50, [Assign a Software Token to a User] @ k£ > 7 Tt
HENTWDLFIEEZFATLET,

RADIUS Z{# L - —ERZADEE

RADIUS HIZEE S 47z Cisco ISE ¥r— "\—% 92 “HEFIEEZ BN T DL, ROTF
A S4T L ET,

AT w F1 CiscoISE & Cisco DNA Center % ) Xt %9,
['Cisco DNA Center Installation Guide] @ [Integrate Cisco ISE with Cisco DNA Center] % 2 L T<L 72 &0y,

AT v T2 FBFEIC Cisco ISE H— "—% 19 % X 5 Cisco DNA Center Za% /€ L £,
[PVEFRREDRRE] 25 L T IEE0,
BE Cisco ISE & Cisco DNA Center DOffi FIZ[E UG MEZIEE L TWAHZ L AR LE T,
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TAcACS+ %M L-—Exmioant [

TACACS+ A L - —ERFTEEDHEIE

TACACS+ WX E S 417z Cisco ISE B — _—2FH T2 " HERFBIEE BT HI2iE. ROF
JIEZ FAT L ET,

AT w71 CiscoISE T, [Administration] > [Network Resources] > [Network Devices] DJIEIZER T 2% & | [Network
Devices] 7 1 FUNBE £,

R T 72 [TACACS Authentication Settings] 7 U » 7 L C, TONKFEZF R L ET, LIINIZIEM L7z Cisco DNA Center
TNA AR U CHEMENT TICRESNTND I L 2R LET,

AT w73 [Work Centers] > [Device Administration] > [Policy Elements] Z R 9% & . [TACACS Profiles] 7 1 > K
DHEET,

AT 74 cdnac_admin 33 L ¥ cdnac_observer =— ' —11—/ L TACACS+ 7’12 7 7 A VEAER L £7,
a) [Ad] %7V w7 LET,
b) ROHXAT EFREITLET,

T T FANKE AT LET,
« [Raw View] # 7% 7 U v 7 L71=%. [Profile Attributes] 7% A bR v 7 RZIRDTF A & AL

£7
s cdnac_admin = —H— 12— /L D5 1E, Cisco-AVPair=ROLE=NETWORK-ADMIN-ROLE & A
JILES,
s cdnac_observer = —H— —/L D5 1X, Cisco-AVPair=ROLE=OBSERVER-ROLE & AJj L
£

c) [RTF (Save) 17 V> Z7 LET,
AT 75 CiscoISE & Cisco DNA Center % H##) Xt %9,
['Cisco DNA Center Installation Guide] @ [Integrate Cisco ISE with Cisco DNA Center] # &ML T 72 &0,

AT v T 6 FRFEIC Cisco ISE H— N—% 19 % X 5 Cisco DNA Center 7% /& L £,
AHREREDRTE ] 2R LT EEW,
BE Cisco ISE & Cisco DNA Center D j 51Z[F] UGB EfRE L TVWD 2 L E2MERB L E7,

ZERPIEFFRLEOTA Y

THIFEERAE A L T Cisco DNA Center (212 7' A 9 5121, IROFIEEZEITLET,

AT w71 CiscoDNA Center D 7' A L ~_X—U T, milha—Y—LE2 AN LET,
RATw T2 RSASecurlD h—2 > 7 547 hel&, DAATEE LZPINEZ AN L THEVET h—2 V2 AR L ET,
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AT T3 ZDO =2 %at— LT, CiscoDNA Center D12 7 A L ~— D [Password] 7 4 — /L RIZAE O £11F £ 5,
ATy 74 [Loghhl 7YV w7 LET,

N1 —F—DRT

RADIUS/TACACS Z i L THIO T /A o LA ——D Y XA FE2ERTEET, FR
SINBERIIL, =2—V—HLuo—AnEENET,

ATY TN A=a—TAar (=) 271V v27 LT, [System] > [Users & Roles] > [External Authentication] MJIAZ i
RLET,

ATF9T2 U4 FUDTFHETAZ v—/L L%d, [External Users] SIS — P —D Y 2 hRFREINET,
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e TA BV A=V v OE (141 X—)

«Cisco A~v—hF 7HT7 2 hEDOHE (145 2—)

T ASRZ—V YDy N T v (146 X—)

o A B ARG & GRHIRO AL (147 ~—2)

« TA U AEHEOREBEHORT (148 X—)

c TA BV AFEMOERR (149 <X—2)

e TA B ALYULOEE (150 =—)

c TA B ABEROT T AKR—F (151 =)

s A — NI A B AIINT NA ADOHEPREE (152 X—)

« Av— FIA L AIET AL ZADTFA P rE (152 L2—)

¢ TNRAANDRFETA B ATRERITIN—~ R FTA B ATHIOEH (1533—)
« TA R ENTZ SLR £721X PLR 2% v kL (155 X—Y)
cHKBA—REA AR, BEXF2VT A TA B RAEZENCT D (156 X—)
cEEX2VT 4 TA B AOEML (157 =*—)

*CSSM ~D Y V=2 MEHBOFEMDOT v Fr— K (157 X—)

« TNAADAN—T"y hOEE (158 X—)

e N—F X LT I MDD T A ADEEE (159 ~—)

e A — KT A VU AKIGT A ANKT DR X 7 OEE (159 _X—)

e TA B ARY —DEFE (160 ~X—)

FA I RAILR— v DEE

Cisco DNA Center 7 A £ A v X — U v #EEIZ, A~—h T HU N T4V RAEETe, &
Z2aflEOTRTOIA B ZADOAHYLEFBICENLHET, Ama—T A2y (5) &7
Y w27 LT, [Tools] > [License Manager] DJIEIZIEIR L £9°, [License Manager] ¥ 1 > K7 |Z
X, ROBEHRO X TREGENTNET,

* [Overview] :

« [Switch] : TRTD AL v F DT A & ZADMAIER L HERPFRENET,
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* [Router] : T XTDN—F DT A &2 ZOMEAFH L HEAENERSNET,

s [Wireless] : TXTOIA VL RAay ha—F LT 7 ERARAL L MIHONT, 148
Z DA # EERAERBFRINET,

+ [ISE] : Cisco Identity Services Engine (ISE) (2L > TEHINTWET AL ADT A&
ADHENIER EAEAERPR RS NET,

* [Licenses] : [License Summary] (21X, TXTD L AT NA R IO DHTXTOXATD
Z A & A TSV, Cisco Smart Software Management (CSSM) MHEA LT A L &
OfE, MIRUINEED T A B A0, 20T T4 7V AERKDOGFEMPER RS NET,

* [Devices] : [Devices] 7 —7 MZiE, TFA B AXA T T4 AOFEMR, 714 &
AE— R, AT BT b, BEY A ., 3LV Cisco DNA Center |2 X 5 EFBEX G D& T
N ADBERAT —HZ ANFRENET,

* [Reporting] : [Smart License Readiness] (Z1%, 7 /34 R & & 5T /WICHHT HENZEITT
5 FIENZF /R S4VE T, [Smart License Compliance] 7 — K& 9% &, [Smart License
Update] V—7 7o —%BithCT&x £,

* [SyncStatus] : A~v—r 7 A AKRY — (SLP) IZB8T 527 T4 7 ADOERITIL,

Cisco DNA Center 7*5 CSSM IZIEE END T A B AEARR L R — FOT A4 2B IO
BALTA LT T INERINET, AT —HRIHESNWNTTNRNA RET A NE Y T

L. V77344 T AR — & CSV £ PDF AT/ AR —FTEET,

TAB L ZAEERTHIE, BT HERINTWDLT =7 VD EfiichDar bu—u
EHEMTEET, ROEXTIEH, F2 br—/LIZOWTHALET,

\)

=)

TRTCDZTTIT_RTOay ha—LEZFERTELbITTIEHY A,

R FAEREEOIY FA—L

gl

B

Filter

[Filter]) Z#27 U v 7 LC1 22U EDO7 4 VAZ{EEFRE L., [Apply] 7V v/ LE
T, BEOT AN EZEFEATHZENTEET, 74V FZHIBRT 5I21T, ks
TEHTANEEORECH DX T A% 70 w7 LET,

Change Cisco DNA License

1O EDT A& A%&EIR L, [Actions] > [Change Cisco DNA License] M JIE 255
R LT, IR L7= CiscoDNA Center 7 1 & > A D Ll % Essential & 7= % Advantage
WCERLEY, 2oz hr—/L % LT Cisco DNA Center 7 A & > A & KR
THIEHTEET, FMICOVTIE, T4 B ALNLOER (150 ~—)
EHZRLTLIEEN,

Change Virtual Account

1 DLl EDT A& 2 %58 L, [Actions] > [Change Virtual Account] DJIEIZ5ER
LT, 48 AOEBIEASNDA—F ¥y LT A7 MERELET,
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B

[Manage Smart License] > [Register]

A= RTARAVDENI IS TNDT A A% 1 DL LB L, [Actions] >
[Manage Smart License] > [Register] DIEIZEIR L T, A~— T4 B RADBHE)
IR TCNDT A Atk L ET,

[Manage Smart License] >
[Deregister]

A =R ITA R ABENI IR > TNDT A 2% 1 DL, EEIR L, [Actions] >
[Manage Smart License] > [Deregister] DIFIZIER L T, A~v— 74 B ADEH
NI o TNDT A AZBRERIRER L £,

[Manage License Reservation] >
[Enable License Reservation]

FEZ A2 AFH) (SLR) E£72IFKATA B ATHK (PLR) Z#HT 57 31
Az L. [Actions] >[Manage License Reservation] > [Enable License Reservation]
DIEIZEIR L ET,

[Manage License Reservation] >
[Update License Reservation]

T3 ADN SLR BERFEHORIET o 2 LENH Y £7,

TAYXYVATNRA ZAEREFAS v FICHEHENTWASSIRE, VAL Rar b
2—5 Ryubr—UTHEHFTXFET,

SLR Z W7 57 /3A A% L, [Actions] > [Manage License Reservation] >
[Update License Reservation] DNEIZERN L F 97,

[Manage License Reservation] >
[Cancel/Return License Reservation]

TNA A% 3L, [Actions] > [Manage License Reservation] > [Cancel/Return
License Reservation] OJEIZEIR LT, 731 A5 H 4172 SLR £721X PLR %
HBOET 2 REAILET,

[Manage License Reservation] >
[Factory License Reservation]

T NA A& EP L, [Actions] > [Manage License Reservation] > [Factory License
Reservation] OJIEIZER LT, THFHATRFIZT NA AL VA F—LEIN TN D
SLR AN L£7,

Recent Tasks

[Recent Tasks] &7 U w27 L C, &ilLFAT I 7z 50 19~ T® Cisco DNA Center
BATEFRRLETS, Py 702 LTI A 2T vZ )7L, A
T — & A3 [Success], [Failure], F721% [In Progress] D% A7 DI a T LET,

License Usage

[License Usage] #7 U v 7§25 &, T XRTDEATDITA L AIZONT, T4
U AHERRRINET,

Refresh [Refresh] 222 V v 7§25 L, BUEOT =2 ZMALTY s FuRYrn—FSh
3

Export [Export] #7 U v 795 &, FRENTWELETA B ZADY ZRNCSV 77 A /L
LLT I AR—=PENET, FFHICOVTE, T4 BV RFHROT 7 AKR— |
(151 =) 2B LT EEN,

Find [Find] 7 4 —/\ FICHSEMEZ AT L. WFRAOFICZOMERE TR TV S,

VARNDTA v AT NTRELET ., RELTIIOMLEOHA T, VAL
RH—RELTTRAZY AT (%) &EALET,

Show Entries

T—=TNDER—=VIZFKRTDHZ N OREEERIN L ET,
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TAVL AT =T NNE, BT RACEREINDEWRFERENET, T XTHINLY— b
RIS L TCWET, Fl~o X —% 7 ) w7 35L fITRRIEICY—FENET, F~o X —%
Lo —EI v THE ATHRIAIC Y — & ET,

\}

GE) I RTOZTTIRTOIPMEM SN DT TIEH Y FEA, E—HOINX, 774+ FD
FIE 2 —f%E CHRRICRD 7, ERROINEZRRTDHITE, WET A 227 ) v L,
[Edit Table Columns] T, 7 — 7 WIZFEKRT D28 L FET,

£ 10: 5140 ADFERIKRIER

ho L EBA

Device Type: Device Series TN AR U — X D4ET (B« Catalyst 3850 > J — X A —HF v b AH
NTN AL v F) o FHERIZONTIE, 7A4 B AFEORR (149 X—) 2H
HBLTLEEN,

Device Type: Total Devices CiscoDNA Center IZ X > CT7 77 4 JIZEH IN WS, ZO®ETV ) —XDF
A 2 DR

Purchased Licenses OB ) = XDT A ZADREANF - Cisco DNA Center 7 A7 U 7o a v T
A 2D,

Purchased Licenses: Network/Legacy | = @8> ) — XDF /XA ZDOEAFE LY NT—27 (FHI1ZVH>—) KAT
A ' ADREK,

Used Licenses oG ) —XDT NA R S 47z Cisco DNA Center 7 A7 U 7Fia v
T A T ADIE,

Used Licenses: Network/Legacy OB —ZXADT A ADR Y NT—T KANT A B ADKRE,

Feature Licenses (applicable only for | &% = U 7 ¢ | AVC 72 & DESEHSED 70 IZHEA L T2 7 A & 2 2D,
Routers)

RI1:TRTOS A 12 AER

Hh3 L £ EA

Device Name TR ADLRT, FHMCOVTIE, T4 B ARMOFR (149 4—2) 25 R
LTL7ZENY,

Device Family AA v FRNT 72 L, Cisco DNA Center CEFSNTNDETF AL ZADHT I,

IP Address FNRAZADIPT KL A,

Device Series BRENTVDT AL ABBL TS A2l V= XDEXA4FR (B : Cisco
Catalyst3850 'V — X A —H% Ry f AL Y ATV AL vF) |

Cisco DNA License Cisco DNA Center © 7 A & 2 A L~
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B

Cisco DNA License Expiry

Cisco DNA Center 7 A & > A OH AR,

License Mode

Cisco DNA Center D7 A £ AF— K,

Network License

Xy NI —27 T4 % ADOFEH,

Virtual Account

FNRAADGA B AEER LTSS RAAN—F % LT 7 DL,

Site

TN, ANFRE I TV D Cisco DNA Center A b,

Registration Status

TNA ZADBRERAT —H A,

Authorization Status

TN ZADFBREAT —H A

Reservation Status

TNA ZADFRIAT —H A,

Last Updated Time T=TNVANDOZ DT b PEEI TR SR,

MAC Address FTABSATNAL AD MAC 7 KL A,

Term Cisco DNA Center V7 A7 U 7> ay T4 BV ANHFLTH 5 E7HIM,
Days to Expiry Cisco DNA Center 7 A & > AN WIREINIZ /2 5 F TOEK Y O BEL,

Software Version

THA ATHEFETENTWD Ry NT—7 XL —TF (T VAT AD/R—
var,

Cisco A ¥ —

fThoUEEDIRE

CiscoDNA Center 1L, fiZ{bIN=FHMEOH 288 Y 7 b7, #MEEEDOT SR F 4
U ADEEA, B, BIOEHZEMT D CiscorA~— T HU U b, AT DU AT
P —bEREZYFE—F L TWVWET, BHOI AT A~v—F THT L MEBINTEF9,

BEDIAa ZA~v— 1T " EBBEE. 1 OOT AT "I F 740 e LTHES
N, FTA B 2732 —V % TRAIHEB L O T A B 28 E (BEk. A BV A L-ULDZEFELR
E) IERLET,

TI7HNRNDY AT A—KNTH 7 NEEFE L%, CSSM LT —X# 2% L, [License
Manager Overview] 35 JX OY [All License] 7 1 & R VIR RT L E TITE D000 £77

FIHNKT AT MR TRTOY AT A~v—K ThUy FEHIBRTE £,

Cisco A~v—h TH > M2+ TITHREA LTWABHEEA . Cisco DNA Center Z i L TRD = &
BTEET,

« TA U ADHEHEE HOHIREZ BT 5
s AN AEFTIZ, HLWITA B AZBHABLOAEDCT S
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SAtEUVARAIR—VYDEY TS

» Essentials 7> & Advantage (& 5\WIZ D) IZKHET A ADTA VA L-UL% BT, #r
TICEFESNIEMET AL ZAD L~V TTFARL 2% Y T— 5

KRR T A A ERE L CHEMNT 2

I b O#EAEIX, Cisco DNA Center Z L2 2 & 72 < BHEIIZEITTE £7°,

FSAEIRIR—OvDEY T VT

ATy T
ATy T2

ATvT3
ATvT4
ATvTH
ATvT6
ATvT1
ATvT8

Cisco DNA Center 7 A T A~ — ¥ YV — V&2 HTHHIIZ, Cisco A~— T 72 h~
DT IV EAERBRETHLENLY £7,

1R BHEIIZ
ZOFNEEESITT HITiE. SUPER-ADMIN-ROLE #RE & . 1Y)77 RBACHEIHHNH D Z L %
MR LET,
e Aw—hF T HT L FD Cisco—HP —ID LA T — REZNELET,

« A — "NTh U NEED DA - Cisco DNA Center TEATHA~Y— T H T M
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JNIELZ IR L £,

ATY T3 [Cancel]| 27V v 7 LTCTA BV AZRALET,

[All Licenses] ~<— <’ [Reservation Status] D T2, BH SAIZHEH DT A ADAT —FZ ZANFRINE
D
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AKRBROI—KZARXAM=)LL, BEXFAYTAS5M4 Y
RARaEBNZT S

AT T1
ATvT2
ATvT3
ATv74

ATy TH

ATy 7T6
ATy T1

ATvT8
ATvT9

ATv 710
ATy N

ATy T12
ATv 713
2ATv 714

VAATIL, T 74/ ET250Mbps DA /L—""w hEREL L TWET, T4 ZADAL—T
N % 250 Mbps HIZHLTITIEL, A anbA@R a— FERGET o 0ERH D £3, LEIZS
CT, B—nU—r 7a—F3ilov —r 70 —TERa— R A b—L L, &%
X=2U7 4 (HSEC) 74 BV AEHFMTEET,

1R BHHIIZ
T NA AT CiscolOSXE UV UV —RA 1732 IBENRFEITINTWD Z L 2R LET,

A=ma—TAar (=) #7U»Z LT, [Tools] > [License Manager] DJIEIZE#R L £ 5,
[Reporting] # 7% 7 U » 7 LET,

[Smart License Compliance] 7 — K& 27 U v 7 LE7,

[Smart License Update] 7 4 > K7 T, [LetsDolt] #27 U v 7 LET,

LSBT 4 Ry &R AR v 7T 25121, [Don'tshowthistomeagain] 7= v 7 R v 7 A% A N2 LET,

[Select Smart Account] 7 4 > KU T, Ku v Z U X R)5 [Smart Account] & [Virtual Account] % i
RLUEF,

[Next] 27 U v 7 LET,

[Choose Sites and Devices] 7 «f & R T, KB — R&EA VA =1L T 573 A% 3R L, [Next] &7
Vw7 LET,

[Policy Settings] 7« > KU T, CSSM A Y v —ZfER L, [Next] 7 Vv 7 LET,

[Choose Device Features] 77 4 & K7 C, IROFNAEZ LT L E T,

a) TNAAEBRINL E7,

b) [AuthCodes] K> 77U X Kb, [Install] 28R L ET,

¢) [HSEC] Ky &7 U A H 6, [Enable] 38R L7,

d) Next]|ZzZ7Uv7 LET,

[Review Device Features]”V 1~ K7 C, [Next]Z 27 U v 7 L%,

[Installing Device Features] ¥/ ¢ > K7 C, &Gl =2 — K& HSEC A VA h—/V AT — X 2% i L, [Next]
7 Vv LET,

[Sync Data with Cisco] 7 ¢ > R T [Next] 7 U v 7 LE T,

[Summary] 7 « > R 7|2, A&GR=2— K& HSEC A VA h— )L AT —H ANFRINET,

[Finish) 7 V v 7 LET,
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ATvT1
ATvT2
ATvT3
ATv74

ATy TH

ATy 7T6
ATy F1

ATvT8
ATvT9

ATv 710
ATy 71

AT 712
ATv713
ATy 714

HSEC 7 A4 B A RMNBEIZHE LRNLE DI, T/ AOHSEC 74 B AWM T 52
EnTEET,

Azma—TAar (=) #7U»Z LT, [Tools] > [License Manager] DJEIZER L £ 5,
[Reporting] # 7% 7 U » 7 LET,

[Smart License Compliance] #— K& 27 U v 7 L% T,

[Smart License Update] 7 4 > K7 T, [LetsDolt] 27 U v 7 LE T,

LSBT 4 Ry &R AR v 7T 25121, [Don'tshowthistomeagain] 7= v 7 R v 7 A% A N2 LET,

[Select Smart Account] 7 4 > 7T, Ry 7 X 72U X )5 [Smart Account] & [Virtual Account] % i3
RLFET,

[Next] 27 U v 7 LET,

[Choose Sites and Devices] 7« & R T, @EX =2 U7 4 T4 B RAEWMNTHT A ZAZRIRL,
[Next] 27 U > 7 L&,

[Policy Settings] 7 4 > KU T, [Next] 7 Vv 27 LE7T,

[Choose Device Features] 77 4 & K7 C, IROFNAEZZITLET,

a) TNA AEBRINL ET,

b) [HSEC] Rmr vy ¥ U R k)b, [Disable] Zi&IR L £ 97,

c) MNext|Zz7 VU7 LET,

[Review Device Features]”V 4 > R T, [Next]% 7 U v 7 LET,

[Installing Device Features] 7 - > K7 C, HSEC HEMLEANED AT — &2 A %M@ L, [Next]| 227 U v 7 L
ES AN

[Sync Data with Cisco] 7 « > R T [Next] #7 UV v 7 L£7,

[Summary] 7 ¢ & K 7|2 HSEC ERULEAED XA T —Z ZAnFRINE T,

[Finish] #27 U v 7 L£7,

CSSM DY) Y —RAFEREQFHFMOT7 v T O—F

ATy T
ATy T2
ATy T3

U Y —2EHROFEMA CSSMICRIEIZT v 7 r—RNL72), 7y 7 r—RA X hE2RT
Va— VT HIENRTEET,

Ama—TAar (=) #7U»Z LT, [Tools] > [License Manager] DJEIZER L £ 5,
[Reporting] # 7% 7 U » 7 LET,
[Smart License Compliance] 7 — K% 27 U v 7 LE7,
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AT 74 [Smart License Update] 7 1 > KT, [LetsDolt] 227 U v 7 LE7,
S%IDOT 4 Ry &EAX 7 $ 521X, [Don'tshow thistomeagain] 7= v 7 R v 7 A& A NI LET,

AT w75 [Select Smart Account] 7 4 > R T, K w7 &7 U A KH 5 [Smart Account] & [Virtual Account] % i3
WLET,

ATv 76 [Next]Z#Z7VUvZ7 LET,

AT w9 F1 [Choose Sites and Devices] 7 > K7 C, U YV —ZHHBOFEME TGS 5T /N1 A% 3N L, [Next] &
7V w7 LET,

ATy 78 U Y= HROFEMENEICT v 7 e— F9 5121, [Modify Policy] 7 4 > K7 C[Next] 27 U v 7
LET, EMILVAR— FOBEZEFET DT, KOFIEZFATLES,
a) [Policy Settings] T. [Reporting Interval] 7 4 —/L RIZxfI&d 5 [Modify] 27 U v 7 LE T,
b) [Change Reporting Interval] 7 ¢ > R T, &z AJJLE7,

LR— MR (H%) 1Z. Cisco DNA Center 7>& CSSM ~D U ¥V — 2 {HHRDOFEHMO T 227
Tu—ROHELZRLET, 7oy 7 u— ROBEEITHEST I ENTEETN, R/hbdh— MEER
TIZHEOTZ S TEER AL

o) R (Save) 1227 U7 LET,
AT 79  [SyncDatawith Cisco] 7 4~ R T [Next] 27 U v 7 LET,

[Summary] 7 « > R7IZlE, ZDOVU—27 7a—CETESNIBIEDO AT —Z ANERENET,
AT 710 [Finish] 227V v 27 LT,

CSSM & OF — X% ORI T 5 &, Cisco DNA Center N EBINE % T /34 AIZEE L E T,

RDBERY

T A AFEHRI L AR — KRB L 72T A AD#IE, B [Smart License Compliance] 77—
RiZ [Retry] 7Y a & & HICEK/RS I ET, [Smart License Compliance] #— K& 7 U v 7
L. ERROFIEEZSLYVEL T, KBLZT /S A5 CSSMIZT A & o AR VA — &
EELET,

—® W O
TNARADAIL—TY FDER
A= TA B ASIEN—F DANV—T" > NEEETEET,
ARTY TN A=a—T A2 (=) 271V v 27 LT, [Tools] > [License Manager] ®NEIZER L £ 9,

ATw T2 [Reporting)| ¥ 7 %27V v 7 LET,

[Reporting] 7 « > RIZ, TXTCDOAY—FTFTA BV AMET NRAALEDT A RAERTT —T VN
FRINFET,
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ATvT6
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ERESTDHTNA A BRINLET,

[More Actions] 22 U > 27 L., [Change Throughput] Z &R L ¥ 9,

[Choose Throughput] 7 4 > K CA/L—""» MEZREIN L, [Next] 27 U v 27 LET,
[Apply Throughput] 7 f > K7 T [Next] 7 U v 7 L £,

[Recent Tasks] V> 7 %27 U w7 LT, [Recent Tasks] 7 o > R U & i@ L £,
[Recent Task] 7 « > K7 C [Change Throughput] # A7 D AT — X R &R TE £7,

IN—F¥YIL7HO2 FEIDT A 2 ADERIE

AT T1
ATy T2
ATv73
ATy T4
ATvTH

N—F XY LT HT Ly NETITA B AEEETXET,

Ama—TAar (=) #7U»Z7 LT, [Tools] > [License Manager] > [Licenses] DJEIZZEIN L E T,
AT 57 A2 A% IR L, [Transfer Licenses] #7 U v 7 LE 7,

[Transfer Licenses] 7 & R T, N"—F ¥y LT v hEERLET,

HER L7247 A & > A D [Transfer License Count] % AJj L. [Transfer] %7 U v 7 L7,

[Recent Tasks] V> 7 %27 U w7 L. [Recent Tasks] 7V 4 > R U & & L £,

[Recent Task] 7 ¢ > K7 C [License Transfer] # A7 DAT —H AR TEXET,

AX— FSA ARG TINA R T RABBEL2TDE

5

&
ATy T2

ATv73
ATy T4

ATy Th

22— TA B AKIGT A AT KRADORAKSE V2Bl T, @22 2ADT L
ANV T —H O ERFZTEHENTEET, BEY 72 EHBIOHIRT A Z LT
i—a—o

Azma—T A2y (=) #27U»Z7 LT, [Tools] > [License Manager] DJIEIZE4R L £ 5,

[Reporting] # 7% 7 U w7 LET,

[Reporting] 7 4 > K2, TXRTCDOAS—FTA BV ARIGT NRAALEEDT A RERTT—T /LN
FRENET,

RS T hBINT 2T A RN L ET,

[More Actions] & 27 U w7 L. [Manage Free Form Fields] # 3&4R L C, BK ¥ 7 800, EHr. F73HIBR
LET,

RS 7 & BINEZIXHEH+ 5I21E. [Free Form Fields] 7 ot & KU CIROFIEAFEITL £9,
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a) BEZITEANILET,
b) [&R#%F (Save) 127 Vv 7 LET,

ATwT6 RS 7 ZHIFRT 5121, [Free Form Fields] 7 4 > K7 CIROFIEE EITL £,
a) HIBRTHABEEY 7 OHIBRT A2 %27 v 7 LET,
b) [&#%F (Save) 1227 Vv 7 LET,
¢) [Waming] 7 « > K7 T [Continue] 72 V v 7 LE T,

AT w77 [Recent Tasks] V> 7 %27V 27 LT, [Recent Tasks] 7 1 > KU ZRE L ET,
[Recent Task] 7 ¢ > K7 C [Manage Customer Tags] # A7 D AT —H A E MR TE ET,

FSAEARR)O—DERH

Fy NU =7 F XA AN CSSM ITHBEDfE R A ST 2 LA — MR E AT TEX £9,

ATY TN A=a—TA4ar (=) #71V v27 LT, [Tools] > [License Manager] ®NEIZIER L F 7,
AT v T2 [Reporting] ¥ 7% 27V v LET,
AT 73 [Smart License] 7—7 /L'"C, [Modify Policy] #7 V v 7 L7,

[Modify Policy] 7 ¢ & R7IZ, AU T —FKE L CSSM R Y > —DeEflin R <IN ET,
AT w74 [Policy Settings] T, [Modify] #27 U v 27 LE7,
AT 75 [Change Reporting Interval] 7 « > R T, LiR— MNEEOMEZ AT LET,
ATYT7T6 [Save] 7 Vv LET,
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Ny I T T AR L—=VEME (167 2—Y)

o NFS H— 3— D &R : Ubuntu (167 ~<—)

e NFS #—/3— D& Ef] : CentOS (168 ~<—3)

*NFS Z#F AT D7 7 A4 T U4 —ILb—)LOKE (169 <—)
Ny Ty T Y= R"—OFE (170 ~—)

LT STF =L RNy T S (172 3—=)

T —EDNRN I T T AT a— (173 _—)
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INY DTy TEBTIZDINT

Ny 7T v 7TBIOETEEZHEA LT, BOT 7747 AERXTHODNNy 7T v 7
TrANEERTEET (Ry P = BRICKLERLS) .

NHYTF7TyT
HEH LT — % Do, FTITEEMET — X & T3 a7 530 A F—XDW 52/ Ny 77 v T
3

HEI{LF — & 13, CiscoDNA Center 7 — & X— R ZLF o ¥, Z7A4NLI AT A, BX
R7 7 A NVTHERINTWET, BEb Sy 7 7 v 735 EeNv I T v 7 TT,

T aTl TGV AT—HT, %2 NI — 0T a7 T AT —Z TSN TWET, 7
AT TUAT—=EDERNDN I T SR ENN I T v T T, FORIIE NN 7T v
‘(“‘j‘o

| &

BE Nl T T TrANIEELRNTIES Y, BESLE, Ny I T v 7T 7 A L% Cisco
DNA Center [Z{EIE TERWEERH Y 7,
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Cisco DNA Center |3 7 7 v 77 7 A VEAEHK LT, VE— I —""—{ZHRANLET, &
R T o 70E. T4V 27 ML ELTCUUIDD AL C—FICEMmEInEd, VE— P —
NR—=DEEDFEANZ DN, Ny 7T v 7 —_"—D%f: (1633—) 2R LTLIEE
v,

—FEIZ1 DDy I T v T ORFATTEET, —BICEHBEONNy 7T v 7 %I 7T HZ LT
xFH A,
Ny 7T v 7DOFTHT, 77 AN —ERACT v T u—RENET7 7 A VEHIRT D Z &%

TEP, T ANMIMATEZEEIINRy 7T v v AL TxFy 7F ¥y SN0 201 H
D ET,

WO R EHEREL F4,
e F— AR LT A NVDBIEDNR— g R T 51O A Ny 77 P ETT
Do

REWCERZMATRITIANY 7 T v T2FATTD (TAAATHLORY —affl £
FERLIZGERE)

N I Ty FIIHBROVIRNEEAT A T T ARRICORFETT D,
WORFE A OWRANHENLD Ny 7T » T AV a—NTEET,

Restore
Cisco DNA Center #fiH L CY E— b — =X I T v 77 A NV EEILTEET,

Ry I T v T T77ANVEEITLT DL, CiscoDNA Center IZ L - CEHEFDT —H _XR—RA LT 7 A
ADBHIBRES, RNy 7T T TF—H_R=R LT 7 AV TEESHBEZONET, HxeETL T
%8, Cisco DNA Center |3 H T £H¥ A,

CiscoDNA Center D& B /83— a DNy 77 v 7T aVER L. Cisco DNA Center DB D/ 3— 5
ANEDNR I T T BT HZEIETEERAL, NI T v, RNu o7 v 7 rbh
72T TIA T UABIOYT 7Y r—a R U CiscoDNACenter Y 7 7 =7 /38— 3
TV r—vary, BEOT TV r—rai "= arzZF 7L TWET T T4 T 2V AZDH
It & £, Cisco DNA Center DEIfEDT 7V r— 3 v &=V 3 U EFRRT DHITIE,
[System] > [Software Updates] % #&4R L £,

Ny 7T w71, BOIP T R A% Cisco DNA Center 7 7T A 7 2 AZE LT H 2 L
TEXEJ, ZOWRPMIE. CiscoDNACenter DIP T RLUABEEINTWT, W 2T L0 D
BT HUERS LA LAREERNH Y 4,

| B

EE CiscoDNACenter D3> 7 7 v 78 L UOME L%, [Integration Settings] ~X— 27 7 & A L

(&%

T |Z)& UC) [Callback URL Host Name] & 7213 [IP Address] # B8 2 4LENH Y 9, FEMIC

ONTIEL, MEBRTEORE] 2R L TLEEN,
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Ny I T TERTETA X FBRRAET LB EZZETEET, INLOEMERTE
BIXOV TR 7479 2%12i%. [Cisco DNA CenterPlatform User Guidel @ ['Work with Event
Notifications] hE > ZIZHH SN TWDFIEZFATLTLEI VN, ZOFIEEZFET LIb,
[SYSTEM-BACKUP] A <> k & [SYSTEM-RESTORE] A Xy h& IR L, T 27 547 LT
WHZ L aERLET,

HENEL, RORITRTA XY FOWT N FAET DTN AR T OWEE S ET,
B}1E ARk

Ry I T T |NATLEDONR I T v T 77 A NVEERT D 7o 205G SN,

VAT LD T T T T 7 AINVNIEFIER S N,

VAT LDy I T T T ANV TE R oTle, TDOA X MIEE, WROBHTRAELE
D

c MR T 4 ANV E—FA ML —JICHD FH AL
¢« VAT ADNFS Y —NR—DAT—H AZTHTEEHTAL, ZNE, Nv 77T v TEIEDZHOE

AT =7 TY,
o VAT ADNFS b= R—TNRy 7T w77 7 A VEAERTIZ, BEREOMBECEIENBELEL
775

ot Ny 7T w77 ANEEILT D7 0t ARG S,

Ry DT 777 A INOE I LT,

Ry I T T T 7 ANDEICITER LTZ, ZOA Xy M@, ROBEATRELET,
RNy I T T T AIBHHE L THET,

o VAT LADNFS —"—T Ry I 7 v 777 A NEERTIC, PEHEOMBECELENEAELEL
7=,

INYD Ty TH—N\—DEH

Ny 7Ty TH—=N—F RONTNDDFNL—T 4 TV AT LEFTL TN DUNERD
nET,

« RedHat Enterprise (F 721X CentOS) 7 LAk

« Ubuntu 16.04 (F 7213 Mint 72 &) LIk
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BEMET—2 N\ I 7y T —N—EH
HBLT—5 DSy 7 T 5T %Y H— MBI, A= BROBI T LT 5 BE S
B ET,

*SSH (AR—hk 22) /U E— FEW (rsync) ZfEMH LT %, Cisco DNA Center (X, /3N 7
Ty TEATRED FTP (R— b 21) OHZ YR —F L THERA,

sLinuxrsync +—7 4 U T 4 & A VA b—/L LT D,

+ (RedHat7/CentOS 7 \ZiFHH S AvEHA) CUTF-8 27— WA VA h—L 3N TW5H
b £, CUTF-823 A Y A M= SNTWEHMNE I D EEd T 5I12id, RO X I
AN LET,

# localectl 1list-locales | grep -i c.utf

C.utfs8

en SC.utfs8

Ny I T Ta—YP =PRI T T DA VAN NVT N E AL TNDN, 22—
Y= N—TF Dt B [EZABKER N DD, 72E 2L, Ny 7T v T a—P—3 Ry
T T TCR=PF—=DINV—=TN [RF 7| OFF/IT, Ny I T v 7T 417 hUIC
VB MERZ IR OY T AR LET,

1R I T T AL UL (R T o7 a—F—NFE LTV,

$ 1s -1 [/srv/
drwxr-xr-x 4 backup root 4096 Apr 10 15:57 acme

2 IRy I T T a—P—D TN —FIZNERFERPHRES N T WD,

$ 1s -1 /srv/
drwxrwxr-x. 7 root staff 4096 Jul 24 2017 acme

e
il
™

*SFTP 7V AT L AN LTV D, IROITIXT a3 X S TWT, SSHD 7
EENTVWDARERH Y £,
Subsystem sftp /usr/libexec/openssh/sftp-server
AR DITZT A A MZTDMERH D7 7 A /WL, @HIL /etc/ssh/sshd _config
WZH0 ET,

)

GE) NFS##7 4L 27 VU % CiscoDNA Center DNy 77 v FH—n_"—F L7 U L LTHEH
TAHZ LI TCEERA, DA —RENAENFS Uy MIBIEOEN 2 57280, R — Tk
INFEH A

FIoaATIVRNY I Ty TOY—N—EH
TaTl TUVADT—ENy I T v T Y iR— T DHI20%, P— N =0 ROEMH: %729 Linux
NR—ZDNFS V= _"—THHLERH Y 9,

*NFSv4 BLOINFSV3 2% R —FLTCWD (ZDOVR— FEHRTDHITIE, b——05
nfsstat-s # A7 LE7) .
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*NFS =7 AFR—F T 4 L7 N VKT DHARY [EEIABMEREH B
¢ Cisco DNA Center & NES — _R—B DR v U — 7 BN LEL TW5,
» Cisco DNA Center & NFS H— X—f D% v b U — 7 HEN+433 0,

« CUTF-8 B 7 — /A VA M—/LEZN TS, CUTF-8 A VA Fh— /LI TNHMNE D
MEfERT DI, ROX AN LET,
# localectl 1list-locales | grep -i c.utf

C.utfs
en SC.utfs8

GE)

NES ##5 + L 7 b U % Cisco DNA Center DX 7 7 v P —_—F L7 F) & L THEA
THZLIITEET A, WA —RENZNFS 72 MIBLEDORENE X 5720, FAR—k

ShEH A,

#E#D Cisco DNA Center Z BT 2= DEH

F b U — 72D CiscoDNA Center 7 7 A Z NG ENTWAEAIL, MUY I T v 7
r—varxAMbeE 7 aT T A DOy T v FIMERT LI LIFTE ER A, BHEO
Cisco DNA Center % BB T 556, XA NST 77 4 A(F4 Cisco DNA Center 7 T AKX D/
IT T T4V N UREEEGEET S 2 LT, RORERNL, Ny T v T T4 LT MUK
EEDET D HEE R L TVET,

1) J)—R =R TEH
Cisco DNA Center 77 7 A % 1. clusterl
2. cluster2

HBEMbE 7o a7 70 ADONy |[BRLTZT 4 V7 FUIX /data/ T, WFDH A T DRy
IT T HRARNTEHENY T |\ IT v TFHRA ST LR ARL—ANHY 1,
Ty T —R—

T4 VY MY OFAELHR | Z0vs v s  OMEED S TABLT —4 /3y 7T v 7O
P =T AL TS,

FTALT N)DOFAMHEEHER | Z0® 7y arORPECHD [T aT7 I ARNy I T v F
DY == 22 LTI IZEN,

NFS =7 AR — Fa%iE Jetc/exports 7 7 A L DN

/data/assurance/clusterl
*(rw,sync,no_subtree_ check,all squash)
/data/assurance/cluster?2
*(rw,sync,no_subtree_ check,all squash)
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#7 L L\ Cisco DNA Center /\— K9 T 72#1T7 9 DIEEDEH

Cisco DNA Center 7 7 A Z ZH LWWN— R =77 v 77 L— KT 584, £ I0RMFE
(RMA) 7at®20—¥é LTHED Y 7 AXN— R =27 2T 55513, BEED Y
IT s TBEHNSEITL LB T, Ny 2T v 7 OEDICHOTF 4 L7 N EEEEHLET,

)

CE)  BEFED3 /) —RIFRZNL 1 DEF 250 ) — NeZld 2546, Ny o7 v 7T 4107
MU AR L ET HMETH D FHE A,

NV Ty TH—NN—DT4L ) LATIF
Ny 0T v THEBETHEDIC, X T v T —R_R—CIkOFT 4 L7 NV L AT N&ff
HIsZ2 2880 LFET,

B —@ Cisco DNA Center 7 5 X 4% B
Ny T v (AEbET v 2T T U R)
e clusterl : /data/automation/clusterl
e clusterl : /data/assurance/clusterl
s HEMEDHDNR 7T 7

cluster]l : /data/automation/clusterl

#8#1 D Cisco DNA Center 7 5 X 2 B
BRI T v (AL T Va2 T T R)
* clusterl : /data/automation/clusterl
* clusterl : /data/assurance/clusterl
* cluster2 : /data/automation/cluster2
« cluster2 : /data/assurance/cluster2
cHEEDOHRD NNy 7T T
« clusterl : /data/automation/clusterl

e cluster2 : /data/automation/cluster2
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Cisco DNA Center [Z. ZMENFS TNRA R T3 aT TV AT —=EDNNy 7T v 7 at—%f
FL, AMB Y E— MA# (sync) OF—75y NOBGFTICAEMELT —X Dy 77 v 7ae—%
RELET, Ny 277 v FI0iE, RERRENMEZ D AN—F 2012+ M8 A F L—2 % F
DU THMERDHY FT, WOA ML —VZHERLET,

TISATUR NFSR FL—L (M4BEET [rsyne A L—2 (HRD 7
E5) L)

DN2-HW-APL 1.7TB 50 GB

DN2-HW-APL-L 3TB 100 GB

DN2-HW-APL-XL 8.4TB 300 GB

e EIE
e FELORIZ, BT T IAT LV ADT IV RARAL L N Ry NT—27 F 3, ZADF K E Y
R—=rT5, ZVEKOT 7T 47 o AR ARTREE LTOET,

« —BODT—HDHRMBNFS IR 7 T v 7XINET, LEN-T, B—/—F L3 /—F
O HA#ER T BRI YA XD 7T v FIMERR S £,

*NFSARL—UX, TVvaT TV ADT—E RNy 77 v FMEHTE oME— D52 A
7T,

*NFS/NXw 77 v 71X, BRWIOFEENNy 77 v 7RIy SnEdT, EROEXRTIL, 7=
TIUVADT—E Ny I T T ERANIFIT LIRSSy I T v 7RAERESNS 48
ELTWET, ZO®%IFEA, Oy 77 v FBNERIILET,

srsync A b L—k, BEHLT —F RN 7 T v FMEATE AME— D52 A4 7T,
ersync/Xy 77 v ORI, 1HIEONRNYy 77 v X TRELLNET, Ny 77 v 7 a2k
423 B85 8NT 28481, LEZA N —UREXBINT A AL CEHLES, 72L&

ZIE, DN2-HW-APL7 75 A4 7 ANH Y, 1 B1EER SN BEMET —H /Ny 7 T v
TOA—% 5§ ORGFETHEE . LESRRA ML —YOEEE 5x50GB=250GB T,

NFS H-—/\—®D X EH| : Ubuntu
T aT TR T—H_—RX (NDP) OXv 77 v 7% )E— NMETHITIE, NFSHEFT

HHZENMETT, NFSH—N"—%2RETLHIMLEND HLAIE, ROTFIE (Ubuntu 7 14 A
M Ea—vay) 2l LTHEALTSEEN,

AT 71 sudoapt-getupdate =~ > K% 34T L, NFSH—/3—0 Advanced Packaging Tool (APT) (27 7 &AL CTH
FLET,
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B nrso——omEs - centos

ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

ATy 17

eI, o LHica~vr REANLET,

$ sudo apt-get update

sudo apt-get install =~ > K% AJj L. NFS ® Advanced Packaging Tool %1 A h—/L L £,
T2, WoEsica~vr e AT LET,

$ sudo apt-get install -y nfs-kernel-server

sudo mkdir -p 2~ R&Z AJJ L, NFS #—_—DR A MELZ=T 4 L7 MU ZER L ET,

reziE, ok oicavwr REANLET,

s sudo mkdir -p /var/nfsshare/

sudo chown nobody:nogroup =~ > K% A7J L. nobody 3 & T nogroup 7 /V—7 DA M ZAHE L £,
ez, ROLHica~vwr Re AT LET,

$ sudo chown nobody:nogroup /var/nfsshare

sudo vi /etc/exports =~ > K& AJJ L., /etc/exports DRRBIZIROITZIBIML 7,

s sudo vi /etc/exports
/var/nfsshare *(rw,all squash,sync,no_subtree_check)

sudoexportfs-a =~ > K&Z AL, NFSHh—"_—D7 7 A )V AT LE T/ AKR— K LET,
X, RO X icavr REANLET,

$ sudo exportfs -a

sudo systemctl start nfs-server =~ > K% AJj L, NFS % — —ZFii#E) L £7,

X, koL Hicavr REAALET,

$ sudo systemctl start nfs-server

NFS H—/\— D& EH : Cent0S

ATy T

ATy T2

W OFNEIL, CentOS TD NFS P —_R—DiREB 2~ L TWET,

sudo yum check-update =~ > K% AJJ LT, NFS #—/3—® Yellowdog Updater Modified (YUM) (27 7
TALEHLET,

ziE, ROLHIca~vr REANLET,

$ sudo yum check-update

sudo apt-get install =~ > K% AJj L. NFS ® Advanced Packaging Tool %1 A h—/L L %7,
ez, WOLIICavr REAILET,
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$ sudo yum install -y nfs-utils

ATY T3 NFS h—_—Z2Ec L CEE L x9,

$ sudo systemctl enable nfs-server
$ sudo systemctl start nfs-server

AT w74 sudomkdir-p 2~> RK&ZAJJL, NFSh—""—DF A MELE=T 4 L7 MU Z{ERR L 9,
TcexiE, Mooz a~r Re A LET,
$ sudo mkdir -p <your NFS directory>

R w75 sudo chown nfsnobody =~ > K= A LT, V=T OFEHEEER LET,
TexiX, MoXHIca~r REALET,

$ sudo chown nfsnobody:nfsnobody /var/nfsshare

AT 76 sudo viletclexports 2~ K& AJjL. fetc/exports DARBIZIKDITHBINL E7,

s sudo vi /etc/exports
/var/nfsshare *(rw,all squash,sync,no_subtree_check)

RATw 1 sudoexportfs-a =~ RZ AL, NFSH—"N"—D7 7 A VAT L&k AR—FLET,
EZE ROEHIcavr READLET,
$ sudo exportfs -a

AT 78 sudo systemctl start nfs-server =~ > K& AJJ L, NFS % — "—ZFHiL# L £,
rEAFE ROESICavr Fe AN LET,

$ sudo systemctl start nfs-server

NFS ZEfn[94 B 074 704+ —ILIL—ILDETE

77 /v b T, Debian/Ubuntu 7 4 A h U E2—3 9 TF 7 A4 7 7 4 —/LINEGIC,
RedHat/CentOS 7 4 A b U B a—a U TCIXAMIR>TWET, 77 AT 74 —/LR
Debian/Ubuntu 7 4 A N U B2 —3 3 U THNIR S TWNENE I DEER L, A>T
WHBEIE, 77 AT U == EBILET,

T7A4T794—JLIL—ILDEETE : Debian/Ubuntu

Debian/Ubuntu Cix, RO FNEZFEITLET,

RATYT1 WOaA~vy RE A LT, 7747 U+ —ABNHEIDED ) Z MR L ET,

$ sudo ufw status
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B - 79r—ri—1oEE  RedHatCentos

ATy T2

ATvT3

TrAT U= ANEHOEE . HANZIFIRO LI ICERRENET,

Status: inactive

T AT T F—IVINEINC o> TOWBEEIX, kO X2 IcHhEnE+,

Status: active

T7AT T —NADBHNNII > TOWDLEEIE, BT 7 AT 74— b— LV Z{ERTE 5 X 912, mountd
Tt AOER— FERELE T, mountd DEHIAR— N EERET DI, IROITEZEH LT -—port 32767
% Jetc/default/nfs-kernel-server (2B L £ 97,

RPCMOUNTDOPTS="--manage-gids --port 32767"

WDa~y REATILT, NFS [ T57 747 U4 —b—/L&BIMLET,

sudo ufw allow portmapper
sudo ufw allow nfs
sudo ufw allow mountd

T77AT794—I)LIL—ILDEXE : RedHat/Cent0S

&

ATy T2

ATy T3

RedHat/CentOS DAL, RO TFNEEZFEITL 7,

mountd A" — k Z Y —E & L nfs.conf IZIEIM L 9,

GE) RedHat/CentOS X—ADT 4 A b E2—3 3 »CliE, Debian X—ADT 4 A MU Ea— g
VBT R DR — % mountd IZfEH L FEJ, RedHat/CentOS 5 4 A U B =2— 3
1%, Jetc/service 7 7 A /L@ mountd |ZAN— 20048 ZfHEH L £ 97,

R DOITINTFAE L7 WAL, Jete/nfs.conf (23BN L F 97,
[mountd]

manage-gids = 1
port = 20048

WKDa<wy REANLT, NFSOYV—ERBILOVN 77 A T U +—LEFEEEI LT,

sudo systemctl restart nfs-server rpcbind nfs-mountd

WDa<y ReEANLT, NFSEZHR[TB7 7 AT U4 —/VLb— L ZBIMLET,

sudo firewall-cmd --permanent --add-service={nfs,rpc-bind,mountd}
sudo firewall-cmd --reload

INYDG Ty TH—IN—DETE

HENLOT —Z ORrm Ny 77 v T A4, Cisco DNA Center HE)/ N> 7 7w FHh— 3 —
PRETHAMLERHY 4, HELE T2aT7 70 A OMFOT—F &2y 7T v 758
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Ny I Ty TH—N—DHE .

A%, CiscoDNA Center B#)/ N> 7 7 v 7Y —/R— L NFS /N 7 T v P — =% RET H M
ERH Y F9,

ZOFIETIE, MGOY—"—2RETHHEERLET,

1R BRI
WOBEHENFTZ SN TWNDZ 2R LET,

« SUPER-ADMIN-ROLE #[RB & Ff o2 —V D LN Z OFNEEZFEIT79 52 ENTEET, M
IZOoONWTIE, =2—HF g—/LOE (121 X—) BB LTI,

]

e T —HDNy T AT EFEDY— =L, NI T v T P— =DM (163
N—) THHASN TWAELHEZHZTHLERLD 7,

ATY TN A=a—TAar (=) 271V v27 LT, [System]>[Backup & Restore] >[Configure] DJIEIZEIN L £,
RTwT2 BEML Ay 7T v TV —N—%RET DX, ROFIEEZFATLET,
a) WOBREEXERLET,

Z4—ILF £BH

SSH IP Address SSH VA HEZ2 U E— hH— =D P 7 KL A,

SSH /R— k SSH A F[REZR U E— R ——DHR— 7 FL A,

Y= KR Ry I T 9T T 7 A NPEESND Y — = DT 4 L ~DIA
Username LS NIy 7 Ty T ERH#T B DI 52— 4,
[Password] BB SNy 7T v T2 R#ET DO T 5320 — |,

Encryption Passphrase NI T o7 OeXa )T 4 ORBEEZToT WV ari—xr ek
FTHIOIMEHATHIATL—X, ZnoDtEXxa )T ICEELZITR
TV UR—FR ML, GERAEE LT Uy AREENE T,
ZDRATZ L —X[FIMAT, NI T v T T77ANEETTDHEZITAT
ZRODONET, ZORZTL—IXRRTNE. Nv T v T T 7 A M
wrrInEthi,

b) [Apply] #7 VU v 7 LET,
ATYT3I NSy I T v I —R—2RETHIZIE, [NFS] #7227 Vw7 L, ROFIEEFEITLET,
a) RORELERLET,

TJ4—ILF Bl
AR R SSH NHFER Y F— " —NR—D P 7 FLZAF-ITHR A MM,
P = R R Ny DT P77 ANPREEEND == LD T F L E~DIRA,
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B src7—s52r 09797

b) [Apply] =27 V27 LET,

STCTF—RENYIT YT

ATy I

ATvT2

ATvT3
ATv74
ATvT5

WKDOT—HYy NOWTNNENY 7T v 7T )IERTEET,
« HELT — X DA
cHENMELT — X & T a7 T A DF—H

Ny T v T EFTTDHHEIEL, FELREY T— b — 33— EDOEFTIC Cisco DNA Center 73
F—HArar—LTCx=J AR—hrLET,

\)

GE)  F—HI1TSSHisync L CT/Ny 7 7 » 7 &£, Cisco DNA Center |%, Nv 7 7T v 7HE

1THFD FTP (R— bk 21) OfFERHEZHAR—FLTWERA,

IR HEIIZ
WOBENERFE - SN TWAZ L 2R LET,

* SUPER-ADMIN-ROLE#EfR &2 FF o2 —F DLNZ DO FINEEFEITT L2 LN TEE T, Ml
WZHOWTHE, 22— v—LOE (121 =) 2B LTI EEN,

N I T T Y= N3Ny 7T S —R—DE (163X—) T INTNEE
Pz LT\ 5,

« N 7T 7 —s3—3 Cisco DNA Center TaxiE SV TV 5, bl OWTIX, Ny 7
Ty T == E (170 X—) ZZRL TS0,

Ama—TAar (=) #27Uv 27 LT, [System] > [Backup & Restore] > [Backups] DNIEIZIER L £ 9,

G¥) EENRNY 7Ty T Y= N—%RE L TWRWEE, HifTT DH0IC. Cisco DNA Center 7373 7
Ty =N — DR EE TR L ET, [ConfigureSettings]| %27 U v 27 LET, N 77T v 7 H—
N=DFRE (170 =) ZBRLTIZS W,

[Add] %227 Vv 7 LET,
[Create Backup] A1 ' NERINET,
[Backup Name] 7 4 —/V R C, N7 7 v 7 O—ED4RIEZATTLET,

Ny 7T w7 a3 ICEITT BITIE, [Createnow] #7 Y v 7 LET,
Ny 77y 7TOHEHMEERLET,
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cHEMLB IR T v aT F R TFT—2% Ny 7T v 73 5IZ1%, [Cisco DNA Center (All data)] 27 U
7 Ljﬁj—o
s BELT —Z DB %N 7T v 7351201, [Cisco DNA Center (without Assurance data)] 27 U ~ 7 L
EJ a8
ATvT6 [{EK (Create) 1227V v 7 LE T,
GE) BEDONRy 7T v T AT =2 ALLRIONy 7T v T OEREIL, [Activity] ¥ 7 TR T &
R
HITHON Y 7T v TV a TRRNGEIZOR, FTLWWSNy 2T v T HERTEET,
ERIZET LIy 77 v 7Y a7, [Backup] ¥ 7 CHERTE £,
Ny 7T w77 a AHE, Cisco DNA Center ([Z L W /Ny 7 7 w75 —HRX—=ZAB LT 7 A VBMERK S
NWET, No 7 v T 77 A%, VE— M —AN—DREINTEHGNRFINEST, Ny T v 777
AMIE—DEy MIRLT, —EOARTTHINSNDERONYy 77 v T 77 A NVEERTEET, Ny
T T T ANTETTHE, [Backup done! | @ ZZ(E LET,

G¥) Ny P T o T TaBARRKRLTYH, 7774 TV AERIFEDT —HRX—=A~DFEIIH Y
FH A, CiscoDNA Center |23y 7 7 v 7ORIMOFRZRT =T — A v —UNERRINE
To No 7 v TORBOE S —RORIERIL, 74 AZHEBEORE T, Ny /T v 77 n
TARKE L2581, VE— M —AN=l+DRT 4 AV FER LN E D EfR L, 3l
DNy 7T T EFEITLET,

— R\ O >
T—3DINV DTV ITRAroa—)L
AR 7N I T v T Ay a—)b L, EITTAEE LA ERET DA ENTEET,

IR HEIIZ
WOBENERFE - SN TWAZ L 2R LET,

* SUPER-ADMIN-ROLE#EfR &2 FF D2 —F DLNZ DO FINEEFEITT L2 LN TEE T, Ml
WZOWTIE, 2—% m—L O (121 X—) 2L T7EE0,

e N I T Y= N3Ny T S —R—DEE (163X—) T INTNEE
Pz LT 5,

« N 7T 7 —s3—)3 Cisco DNA Center TaX & SV TV 5, b OWTIX, Ny 7
Ty T AN—=DRGE (170 X—2) #BHLTIZE,

RTYT1 A=a—TAar (=) #71U v 7 LT, [System]>[Backup & Restore] > [Schedule] DJIFIZEIR L £ 5,
AT T2 [Add) 227 Y v 7 LET,
AT w73 [BackupName] 7 4 —/L KT, Nv 77T v 7 O—EDL4RI AT LET,
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B orroorer—szan

ATvT4

ATy TH

ATvT6

[Schedule weekly] %2 U v 7 L £,

Ny T TR a—)T 5 M EREZAZER L £7,

Ny 7Ty T OMBAEERLET,
cHIMLB LN T aT F R T —E &Ny 7T v 73 5HITIE, [Cisco DNA Center (All data)] &2 U
7 LET,

s HELT — X DI %N 7T 73251201, [Cisco DNA Center (without Assurance data)] 2 27 V » 7 L
7,

[Schedule] #7 U v 7 L ¥ 7,

GE) ATV a—VERE SNy 7T v 7Y a 7L, [Schedule] # 7 TR TE £, Ny o T v
DB EINT B, [Activity] # 7 TRy 7T v T AT — 2 AR TE £7,

HATHONR Y 77 v 7 a TRNRWGEIZDR, LWy 77 v T EERTE £7,
EFICET LIy 77 v 7Y a7, [Backup] ¥ 7 CHERCTE £,

Ny 7T w7 T at A, CiscoDNA Center (Z LD Ny 7T v 7T —H_XR—=ABIL T 7 A VER S
NET, NI T w7774 0%, VE— M—AN—DEEINEETRESNET, Ny I T v 777
AWVITH—DFE Yy MZELT, —BEOAFTCMBI SNAEEDONNy 7T v T T7 7 A VEERTEES, Ny
IT w7 TaANRETT HE, [Backup done!| i@HZEZIELET,

(6=3)) Ny I T o7 TavAREKKMLTH, T I7A TV AERIEZEDT — X _RX—=Z2~DEEIIH Y
FH A, CiscoDNA Center |23y 7 7 v TORMOFENZRT =T — A ve—UNRNERINE
To Ny 7T v T ORMOE S —RRFERIZ, 74 A7 HEBOARRE T, Ny 7T v 77 n
BEANKBMLTEGEIE, VE— "M==l 0T 4 AV EBEDHDLNE D D EMR L, Bl
DRy T v T ER®ITLET,

INYD T T T—R%ET

T B ENRNy I T T T 7 ANNBETT HEE. Cisco DNA Center [ZEEFDT —F _X—2 &
TrANVEHIRL, R I T v T DT —FRXR=RA LT 7 A NVIEEHZzET, BxihdT—
21X, NI T o TONFIZL > TR £,

s HE{LT — & /X 7 7+ 7 : Cisco DNA Center |52 22 BELT —Z 2L LE7,

cHENMLE T3 a7 T AT —HDNNy 7T v 7 : Cisco DNA Center 1. IR L7- HfJHF
BOFERRHAET —2 L T a7 I3 AT =22 LET,
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RyyryInsr—aztx |

\)

Cisco DNA Center DIEIL7 B EATIX, T—FX—RL T 7 A NDHELLET, Hx7 vk
AT, Ry hT—7 DIRRERR, ED NNy 7 7 v 7UBICMAZ bR AT IZE TS E S
oo THICHE, LRy hT—=2RY =0 RT— R GEAE, b7 A M T—L 0 R
. FREEEHFEINZINEOLONEGENET,

=)

* Cisco DNA Center D& 53— a &Ny 7 7 v 7L, ZiL% Cisco DNA Center DBl D
N=D g AT DI EIETEETA, NI T v I Ny T v 7FMibiier
FGAT U ABIORT 7Y r— 9 LR LU CiscoDNACenter Y 7 bV =7 R_X—T a2 T
TV lrr—vary, BLXOT TV r—ya o R_"—=Va a2 FTLTCWABT I3, T A ILD
HETTEET, BUEOT SV r— a3 b=V g U &2FRT 5HI21E, [System] >
[Software Updates] Z &R L 9,

« 85D 7 7 A X )3AE U Cisco Al Network Analytics D% EX LA L, FFFZT 77 4 7 Th
L5ty BID Cisco DNA Center 7 7 AX D Al % v U= 5 REE Gy I T v 7
EEITTHE, T ADORELERY —E ZDOHMAIAET L REMENH Y F7,

L7eoT, ALy NT—7 00 OREFHE—D I T AL TT 7T 4 7T H0E)RH
WET, HETI7TATRITAZMH AL Ry NT—=I 5 N r—V% 7 A VA h—
L BHIZIE, [System] > [Software Updates] > [Installed Apps] > [Al Network Analytics] >
[Uninstall] DIEIZER L £,

1R BHIIZ
WOEMHEN - SN TWAZ 2R LET,

» SUPER-ADMIN-ROLE#[RZ Ff o2 —HF DANZ O FINAEZFITTHZ LN T ET, FHH
WZHOWTHE, 22— g— L OME (121 2—) 2B LTI EEN,

T A EEILTDIERD NI T v TRBHD L,

F—X BT 5845 . CiscoDNA Center |3 A T F L AF— RICAY, B o 2A0nKb
HFETHEATE WA, CiscoDNA Center ZHARAIIZTE D L XIIT—XE2ETLTLEE
/AN

(Cisco ISE F 721 Cisco DNA Center | T) w7 7 v Mo ETL LSS, Z—7_—2
DT 7R arbe— R v—F—=HTAHMICABINEE AL, R —BITHEELF
#i)C34T L T, CiscoISE & Cisco DNA Center N[EHI SN TS Z & 2 MERTHAMLENDH D £
7,

ATY TN A=a—TAar (=) #71V v 27 LT, [System]> [Backup & Restore] DJIEIZER L £,
[Backup and Restore] 7 ¢ > K iZ1%, [Backups]. [Schedule]. 3 X O [Activity] # 7 NFERINFE T,
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B orroorer—szan

UE— M —N—=CT TRy 7T v IREFIFER SN TWDGE, £DNy 7T v 7 [Backups] ¥ 7
ICRRSNET,

AT w72 [Backup Name] ¥ C, LT B v 77 v 7 E2HELET,
AT 73 [Actions] ¥ T, [Restore] Z =R L £,

Cisco DNA Center DE LT BB AT, F—F_X—2AL 77 A NEE L LET, L et ATiEH, X b
T — 7 DIRRER, IBEDONy 77 v FURICMA b T-ERITE LS NEFA, ZHUTE, (RS V28T
LWRy hU—ZRY —R0, FllEIIEFRINTE AR — R, i EI3EFSNZEHES T 2
N =X RVIREGEENET,

"o, No T T T ANMIBHEDT —F X—ZAZHIBR L TEEHZ ET,

B 7 a& A Cisco DNA Center (LA > T F > AF— KT/ Y £9, Cisco DNA Center 25 X > T F > &
T—REKTTAETHF>ThH, WIZEATLLIZIN,

ATY T8 [Backups]| ¥ 7% 7 U v 7§25 &, EFRELOBENFRINET,
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M=

E AV

.7

FAPRE Y NN OEE

o M (177 =)

s AItESRME (183 ~X—Y)

BV A FDOA A R—/L (189 ~<—)

c TAPRZ Y BANY OFE (191 ~—2)

e TFAFRAXYINY VAT ADT v T L—FK (209 2—)
« 7z —/)LA—"—  E (209 X—)

e T UFRAZY A NY AT AO—HHEL (213 RX—)

« VAT LSOHESM (216 X—)

T AP AZY DN VAT ADOEEFEE (218 2—)

o T A WA Y D NY AR NOE@H (219 RX—)

e TFAYPRBYINRY AT LD NT TN a—F 47 (221 _—3)

i

TAPFRAZYINYE, Ry NT—=T DX Z A NIHT HRERE L TEMOTLREME L A
YEEIELET, 77 RAXICEENRETD L, Xy NV -V FBEIEE LR R SN T A
(kYA b)) 1B TZ & THLL £9, Cisco DNA Center TDT 4 AKX Y B3 DA
. AL A b, VANV A b BROEHEY A FO3 o203 R—3> M THAEIE
To AL YA REVINYYA NI, WICT 7T 4 TERIEIAL L OWTRO&E %
HNET, 777470 A N TRy NT—IBNEBEIN, 7774794 NCTHHFESNZT —
IRBILNYF—Y R —ERADORFOAE—NBAX A,V N THERFSNET, 77747
PA MR HF T35 L CiscoDNA Center THEIIZ 7 = — /LA — =03l S 4L, AFZ N
AV A NEFHLWT 7T 4 T A NMCTHTDDOMERET AT PNIITINET,

KOy 7T, BHBEETT AP AZ V"V 2ty b7 v 7 LU THAT 2 5IEI2ON T
AL ET,

RIZ. Cisco DNA Center TDT 4 A X 1 30 OB AZHOWCHfRET S ECTEERHELE R
L\i‘é—o
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FaHREUNNYOEE |

AAVHA N T A FRZ Y AN AT AEHRETHEXICHETH1IOHOYA b,
FIFNERTIE, Xy NV &S L5777 47 A FELTEMELE T, AT A
THA FNERETDHECOWTE, T4 FAX T IRTDOERE (191%—) 25 L
TLIEENY,

ro T4 FTIE, VAT ADAZ ALY A4 N LTHERELE T,

YA N T P RAZ VAN AT LERETDHEXICHETDHIDHOYA b,
DOFA M, R~ U ETOT—R"—ZH Y, T —Fv R —Y R —E XD
WIEBEE LERFA, 2O A MNMZE, BET 2747784 NIT 4 FRZ Y B RY 2R
I HFATT DO E R +—F L&EDETHRENRDHY T, WITNHLDOYA M
BEENEAE LSS, BV A MZkoTAT Y v b T L— RN EREESHET, Z0
R, 2 A RO Y AT L TH A FHPEICEE TERWEAICRAET L AREMERH Y
FT, TOLE, MDY A SNENENT VT 47 7AIEL, 77T 47 A R
2212729 £, CiscoDNACenter Tk, 7277 4 7% A EBEIZ1 DT85 X 51T,
Bl A N L CT VT 4 7 A RN RAZ UL A NEFHELE T, BEHY A FO
FZOWTE, SR (183 X—) R L T &N,

CBER T AP AX Y INY VAT A A S EIBINT A2, OIS AA A hOVIP

REDEREEMHL L TUAT DR GET DILERZH Y 3, VAN P A NFEIFERY
A FNEBRGET DHEEIL. AA A FOBGERZERI D b—7 VLT AMNERH Y
T4, FEHICOWTIE, TV RAFZ Y IANTORE (191—) B L T EZE,

T IVTATHRE VA NET 7T 47 A e LTHELT D0t A, N THYR—V

R —bE2ADKR— DAL EDX AT NEENET,

cTITFATIA D HBIERY PU—Z EEBRLTVDEYA b, ZO¥A FDF—F [ Cisco

DNA Center |2 &L > TAZ A YA MG ER I E T,

CABUNARIE A FPEARZ AN YA ML LTHLT DTt A, 77T 47H%A b

DT =2 DEROBERAL A HF A F DXy b U =2 2 EHT 5P — & 2O L7z
EDFZRIPEENET,

« AL UNARFTE T pEES TV A IR ARZ A YA IR D T DRIHR SR A T

4 & . CiscoDNA Center IZ X > TZOWRBEICBITENET, 2OV A FET AT LADAL
VNA YA b ELUTHESLT DITIE, [Action] i3 T [Rejoin] #27 UV v 7 LET,

B URAYA R T IT 4 THA FDF— B LV~ F— Y FH— B R DR D =
BT A9 A by TITATHA MBI I LT B L, 7oA —S—R S, A
B URSAPA MET 2T 4 T YA N OREDT &N E T,

N

GE)

VAT DDAL AL A D EBAEFRAR L TOD Z L 2R Ay
T URFRENET, TIT 4 TFA IPLTRTOT 4 F A
50 AR B AT BB B RER B Y £,
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xnmE

o 7 = —/ LA —/3—: Cisco DNA Center TIL 2 FEHD 7 = — VA —_—0RHPR— I £
R
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2= T TE=H—TEET,

s FHY: FENTY = — A —N—ZHE L CHEDRAZ L NA VA FEH LT 7T 4
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R&H Y F£9, Cisco DNA Center DiEH A7 Y 2 —/VENT=T
NA RFINFIT SN TV DA L RERIC, 72— A —
N=lZL 5T R H—=ENTT A ARPANRTET T 5 £ T,
LTI T 4TSN TAXTT A A% T oLV
=TT HILIFTEERA,

3Bl . T = VA= N—DBRIZHIDOT T A T A NIRRT 4P ALY NY VAT NS

BV B SHLE T, Cisco DNA Center D — B AR —IHE (L S, KAEIP 7 RL& (VIP)
DT RNRNZAZXPMEILLET, ZORET, AF ALY A FEHLWT 7T 4 7% A b
L L TCHESL T B 72D DLHL /2 Z 2 7 73 Cisco DNA Center THEITEINE T,

o —BFEIL : VAT LEERT DA FEUIVEEL TT— & LY —E RAOER AT 57
WIZ, —BFICT A P RAZ VDN Y VAT A EEIELET, FECOWTIE, TP RH
UANRY 2T LO—E R 213 2—) 2B LTI,

BB 1 72— N F— R DFAERICA S S T T £ IE—RHEIIREED Y A &
TAPFAZY NY AT BZH LNVAK A YA hE L TEMT 5, [Disaster
Recovery] > [Monitoring] % 7 @ [Action] fEJ& T [Rejoin] R ¥ %27 U v 7 LET, £,
BUE—HHEILL TV AT A P AZ U AN Y VAT AEFEBTIHEGLZORY V&7
Vy 7 LET,

cDROT VT 4T : VAT LDT VT 4 THA N AR AL A FBARRET D — P —
WRENVRL DEME, ZOIETIE, 7 7 AXWNBREE2REL. VA FBT APV ARAZ Y AU D
ARSI L WD Z L 2R L, 2 o0W A METT— X288 L FE9,
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FHIK T [Deregister] hZ > %27 V> 7 LET, BNZAN LTV A FREEZEHT DI,
ZOBEEFITT HMENDH Y 77,

AT BRI L 727 7 v a 2 FEFATT 511X, [Action] #HIK T [Retry] R % v % 7
Uy Z LET,

T—RLTYr— 3 DBE

T=H VTV r—vary TavRE, TAFAZVIRY VAT LEOAAL YA FEY BN
VYA FOMTTF—Z &R LET, oML, BT IVERNHLT—FDE, £y b

U — 7 OARNIRHE, BEOAA YA FE U B NY YA NORICFEET SRR 22 &
WL OOERIC L - THRZ2 Y £9, Cisco DNA Center DEBITT 4 PR HZ Y XY NT 7

T4 TR TCWBEAE, T—2 V) r—va i, BET 7747 R% A4+ (X hU—
JEEFLTCND) TOEEST 7 r—ya v OfAICEER2 52 F8 A,

|
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Ty bEELET,

WD FVFOENBFELT E2NNISCT, T—HOREV TV r—arEidEl s 7Y
F—a UBRETENET,
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s Jx—)A—N\—%  BET VT 4TV A FTHRENEETDIE, TA4FAX Y AN
VAT AN T 2=V —=R_—% N H—LET, ZOTF VAT, BEENEAELZTA
ATV AT DZHESMLTZHBIS, AL YA eV IR H A NETT—XDOmER LT
Vo—arBmRELET,

cEEORER  CHNITEFEORNTY AT AIEA SN T U FTT, HEOEMT
oy BHEDT 7T 4 7Y A FTRAELEEEIL, BEDORZ LA P4 b Lk Fi
SNET,

—
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Disaster Recovery Topology

Show Detail Information

Main Site [
® e

Active

= = =

@ Event Timeline

Hide Timeline
End

° > & Re-Join - 10.30.199.51

° > & Manual failover - 10.30.199.97

Fe¥zaunsyoennres—vay |

System - Disaster Recovery Qa ® ¢ L

Status: Up and Running @

Recovery Site

10.30.199.97 The disaster recovery system is up and running. It will perform replication
Standby as needed.

Witness Site
10.30.199.158
Up

=2

Lagana ®

Site Role: @ primary Secondary

Last Upda

SlEH LR

B

1 [Monitoring] # 7 : IROBHEZFETTDHEIC7 YV v 7 LET,
c VAT LEMRT OV A PO MR U ERRFLET,
« S RTF ADBIED AT — X R EHERLET,
T APRZ YN ZRAT HTFATLET,
CHBIEETIZET L TWAX AT DY A MERRLET,
2 [Show Detail Information] J >~ : 7 U v~ LC, [Disaster Recovery System] slide-in pane % BH & £ 3, 7%
AZONWTIR, TA VP RAZ Y ANRNY AT LDAT =2 ADER (182°—) #ZRLTIZIV,
3

[Topology] : A R EZEDA L N—=DBIED AT —F A% /T VAT LOFRE MR R VEIIWE R o

URETRENET,

RN R Y LB R R YORG T, HEOR Y 7 A, BIEY AT ADT 7T 4 THA b EL
THHEL TV 29 1 haRLET,

o A FORBEIZONWTIEL, VAT LABIUT A FOIREE (204 X—) 2L TLIEIN,

kb AN T, HOROBII2 DOV A &S D IPSec b  FABEIEL TWDHZ L 2L,
REDOBUT D FABBUEZL T LT0D Z 2R LET,
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4 [Event Timeline] : A7 ADT A FAL Y HNY ZAZIZONT, BUBEITHO L R LET L4 A
IRTRTCEREINET, GFlICONTIE, A XV MEALTADE=H—V 7 202 X—Y) %
ZHLTLLZE0,

5 [Configure] # 7 : 7 4 W AKX VU NY VAT LDV A NE O # ML T D 1o OICMBERREE AT
DAY v 7 LET, i OWTE, T4 P A2 U BANY OE (191 ~—2) 2ZRL T2

éb\o

6 [Logical] # 7" & [Physical] # 7 : e % 7% 27V v 7 LT, VAT LD MR LY MARr %
IR =& 3 I

7 [Status] B : > AT LADBUED AT —H A% R LET, VAT LAOREIZONTIX, VAT LBV

A4 FOIRRE (204 X—) ZSBRLTLIE SN,

8 [Legend] : FARBYDOT A arDENEZRLET, ABlEFR T 212X, [Disaster Recovery] 7 & K7
DETEICHD %27V vy7 LET,

9 [Interactive Help] AN % > : 7 U » 792 & | slide-inpane 230 &, Cisco DNA Center DFFED X A 7 %58 T
FTOIODMME EDOTA XL AEIRY T4 =27 ZAN—=~D ) 7 PEIRSNET,

10 [Action] f8I : HIIERIME CE DT AV AZ VB NRNY X AT NFRENE T, BIRTEDEXA71E, A
ROBEMNTZET LTNBME I DR AT ADAT—H AL TR ET,

TAYRZYVAN)RTLORT—F ADKRT

MR TR, TAFRZIINRY AT LAOBIED AT —F ZAREBEC T RSN ET,
[Disaster Recovery System] slide-in pane CTl., ZDEHME2 R THRTEET, 201 %
B < IZIX, ROWTNNEFEITLET,

* [Show Detail Information] Y > 7 #7 U v 7 L'£7, &KIZ, slide-in pane TAT — & R & fifE
WL A FERELET,

rRaY T, A bOZ =TT 4 AFAIP T RLAEIEFED ) — KT A4 2
W= NVEeibEEdT, BN A TRy I AT, U DA FBICHD Y v
JR7 Yy LET,

Main Site
10.30.199.5  MAIN SITE
Active Role Primary
Status Active
Enterprise VIP 10.30.199.51

Main Site Details...

slide-in pane 23(H & | BH# T 2 %1 MERARRINET,
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Disaster Recovery System X
Status Up and Running
- Main Site
Role Primary
Status Active
Enterprise VIP 10.30.199.51

IPSEC STATUS

Tunnel Main-Recovery = Up

Tunnel Main-Witness = Up

NODE

Status O up O up O up
Enterprise IP 10.30.197.89 10.30.197.90 10.30.197.99
Cluster IP 29.30.197.89 29.30.197.90 29.30.197.99

—l E x
B3k
EBRERECT VR X U BN ZGNCT DRI, ROFHRSEHEZHEZ L TWD 2 L 2R
LTL7EE,
'

EE CiscoDNACenter # ZDNR—2a NI T v 77 Lb—RI 5881, 7Ty 77— FRgICT 4
AN H N NHEINAERET D L DT, WS ODDOFIEEZETTHHLERH Y £9, FEMICo
WTIE, 7y 77 L — K&/ CiscoDNACenter 7 77 A T2V ATHDT 4 AKX Y BN D
WE (187 ~—=2) | 2ZRLTIEEN,

—AREVE AR S
« Cisco DNA Center |3, KD 2 O>DF 4 FRAEZ Y IRV BEXHR—FLTWET,

141+l vy b7y T : 1 DH®D CiscoDNA Center 7 77 A4 7 2 AXAA YA FEL
THEREL . 2 2HDT 7 I7A T AFX Y AR YA FELTHREEL, 3DHDOV AT
L (R~ v BICHEE) TERY A FE L THEEELET, ROT S IA4 TR L
N=VaryPRZoty 8Ty TP R —FLTHET,

* DN1-HW-APL/DN2-HW-APL (44 27 775 A 7 A) : CiscoDNA Center2.2.2.X
LARE

« DN2-HW-APL-L (56 =77 75 A 7 A) : Cisco DNA Center 2.2.1.x LA}
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« DN2-HW-APL-XL (112 277 7 A 7> A) : Cisco DNA Center 2.2.1.x VA%

343+l Yy F 7Y T : 1 DHD3 /— K Cisco DNA Center 7 7 A X (FA A A k&
LTHEEL, 2 2BHD3 / — R IZRAZFIIY AN YA FELTHIEL, 32BDY
AT 5h (R~ BICEED I3EREY A FE L THIEELEST, ROTTIA4T A
ENR=Va NIty N7 v T EVR—FLTVET,

* DNI1-HW-APL/DN2-HW-APL (44 227 775 A 7 A) : CiscoDNA Center2.2.2.x
LLRE
*« DN2-HW-APL-L (56 277 7 A 7 A) : Cisco DNA Center 2.1.2.x VAR%

¢ DN2-HW-APL-XL (112 =277 754 7 A) : Cisco DNA Center 2.1.2.x VL%

s CiscoDNA Center 7 /"7 A TV AT HA—TTFTA XAKR— DA L Z—T A AZVIP &
BELTRBEET, T4 AZ U ANY TIEIH A VABFEICZ X —T T4 XXy T —
JEMEMAT -0, ZORENLEIZ/Y £3,  [Cisco DNA Center Second-Generation
Appliance Installation Guide] T, %D FE > 7 BB L T 72 &0,

c LU —T T A AR — N DFEEMITOWTIX,  [nterface Cable Connections] @ b £
I EBRLTLIFEEN,

s TUH—T T A AR — NOFEEDFEAMIZ OV TIX,  [Configure the Primary Node Using
the Maglev Wizard| & 7213 [Configure the Primary Node Using the Advanced Install
Configuration Wizard] @ b E v 7 &ML T ZE 0,

T YUY AR IR ZRT ERFITTEDLLHIC, Xy V=7 EFHE2—P—%FE|Y 4T
TREFET, ZOHEEIE., ZOREL~LVOZ—F—LNT 7 ATEEEA,

cIROWY A Fa#sdT 2V 7281GB U 27T, RITEBIEN 350 S UMUTTHLZ &
EHER L TR E £,

c AL A R EY IR A R
« AA VA b LB A b
« UBSY AR LR A b

+ [Cisco DNA CenterSecurity Best Practices Guidel] @ [Disaster Recovery Ports] b & > 7 272
WENTVWDETRTOR— bEFHWTEEET,

AL REY) AN A FORHREY

e AA YA RV TN YA FOWGRECED ) — R TR SN TWDRNERD D F
4, Cisco DNA Center CiE. ZOEHZWHI-Z2WNT 4 P RAX Y BN AT LEBRGEL
TCT 7T 47T 52 &IETEERE A,

e AA YA RNEUINRY YA FOWHFIZTONWT, [6 U 27 2 Fi> Cisco DNA Center 7
TIAT LV ATHERTIVLERHYET, 2FV, 120V A bES6aTHE2MRT ST
AT UATHER L, b9 —FHOVA "2 1R2aT7 T4 T ATHERTLIZLITTEE
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Hhoe WORIZ, TAPFRAZ VDNV EZYR— T LT TIAT U ALENENDY AT
" EERLET,

HiR— k&N % CiscoDNACenter 7 754 7 | VR IE R ES
R

EIMHRBLIOE 204 a7 7754 « DN1-HW-APL

[ « DN1-HW-APL-U
« DN2-HW-APL
« DN2-HW-APL-U
Eofs6e a T T FIAT A « DN2-HW-APL-L
« DN2-HW-APL-L-U
o112 a7 TS IAT R « DN2-HW-APL-XL

* DN2-HW-APL-XL-U

F7m. ALY A REUBINRY P4 RNECN— 3 D Cisco DNA Center 7 FE/T L T\
B EERHERLTLIIEEN,

AP A FE VAN YA FOmG T, maHE (HA) ZRELTHAMNILTEE
Ty TNAREINTWARNE ZAHDOY A FOBRERITRB L E7, FEMIC OV T,
587D [Cisco DNA Center High Availability Guidel] ZZM L T 72 &0,

| &

EE Zhix. 3/ —FEey 7 ovTicor@mAsnEd,

c 1ODYP— =T 4GEAFLER L, AP A FE VIR YA FOFGITA A b—
NLTREEET, IOUNA R b—bShTWRWnE | YA FOREITRIEL £7,

\)

GE)  Cisco DNA Center %, &7 0t APIZZ OFFHEZERY A b
WCEEIWICaE—LET,

s ALY A PO H =TT A AVIPIZIE, U B/NY A D CiscoDNA Center 7 T A X
MO EIFERFETT,

s UBNYY A "N H—T T A XAVIPIZIEL, AA YA b® CiscoDNA Center 7 7 A ¥
MO EIERFETT,

ALY ANV ANYIA NTHEHTL2TXTOIP T R R EEREM N A A 4
(FQDN) N ZOREHEICEEN TS Z E 2R L T IEEW, £7o, FEED [keyUsage]
237 A —#|Z [nonRepudiation] & [DigitalSignature] 23MEE SN TW5 Z & 2R LET,
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— R X—F ¢ FEHEZ AR T 5 FEIC DWW TiE,  [Cisco DNA CenterSecurity Best Practices
Guide] @ [Generate a Certificate Request Using Open SSL] Z & L TL 72X,

AA YA eV ANY YA S OBEFIFROEIERE (FIPS) E— FREVBFE L THLHZ &

R LET, FIPSE—FR GOV A P THEIZR>TWT, b9 DY A hTHES)

(272> TV DG, BRET T —NRETT 4 PR Z Y ANY AT AOBGENP KL E

7, FIPS E— ROFEMIZ DU TIL, [IP addressing mode used for the services] [ i HH %

ZH LT 7Z & ( [Cisco DNA Center Second-Generation Appliance Installation Guide] @
[Configure the Primary Node Using the Maglev Wizard] FE v 7 iZH D £7) |

R—=H == U= 7r hai (BGP) ML T AT LOEMIPT LA /b—k
BT RRZAZXFTD5E1F. A YA LY IR YA FOERAN——F TURT
LDTL L =TT ZFIEIP T NV AZRET OLER DY 4, ANTLOILERDD
RIEF, ROBID X S22 £,

REE BGP (iBGP) MEXTEI

router bgp 64555

bgp router-id 10.30.197.57

neighbor 172.25.119.175 remote-as 64555

neighbor 172.25.119.175 update-source 10.30.197.57
neighbor 172.25.119.175 next-hop-self

51 H D3
¢ 64555 [X, RAN— L —FZDu—H LB LN E— AS FETT,

©10.30.197.57 [TX A N—)L—ZDIP 7 RL AT,

©172.25.119.175 %, VAT ADZ U EZ—T T4 XFEIP 7 KL AT,

5\ &8 BGP (eBGP) (MEXEHI

router bgp 62121

bgp router-id 10.30.197.57

neighbor 172.25.119.175 remote-as 64555

neighbor 172.25.119.175 update-source 10.30.197.57
neighbor 172.25.119.175 next-hop-self

neighbor 172.25.119.175 ebgp-multihop 255

5 D

62121 X, RANN—L—H D —N)L AS FETI,

e 64555 X, RANN—L—HFDVJE— F ASFEFETTI,

©10.30.197.57 IR A NN—=)L—HDIP T KL A T1,

©172.25.119.175 1. VAT LADTZ L Z—TF T4 ZRMEIP 7 KL A TT,
BGP/L— R 7 RANZ A XA NI T 585G (RIOHBEZSM) | X7 +r—~v 2 R%
A X2 7-812 CiscoDNA Center ~D/)L— "2 T 4 VA Y T+ 5Z L aHERL £4,
TANEY) T EITHITIE. ROBRTEEANLET,

neighbor system's-Enterprise-virtual-IP-address route-map DENY ALL out
1

ip prefix-list DENY ALL seq 5 deny 0.0.0.0/0 le 32
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route-map DENY ALL permit 10
match ip address prefix-list DENY ALL

BERY A FORTREY

BV A P ERA M OAE~Y U RIKTH 21 GHz =27 & 2 DDA CPU, 4GB
? RAM, BLV10GB D/ — R R F A 7l A #5872 VMware ESXi /A /3—/31
N=Va V60 UEEFITLTNDZ LR L TRBEET,

N7V w77 TY RTOEHRY A ORIV R— S TWEEA,

BV A PEAAL YA FBEIRY DAY YA FLIFHIOSGAICHEL, T O DO
YA PO EENETHL LA LTREET,

YA DT VB AAEE/RNTP b —R"—%2FRELTBEET, ZONTP h—1n"—%
AA YA REV AR YA FNTHEHIILD NTP — =L EHITALERNH Y £7,

7v TS L— K&t CiscoDNACenter 7 7S A 7 UATHDT 4 HR
21)HINY) DERTE

VAT A EH/N— 3 D CiscoDNA Center (27 v 77 L— R LB TTF 4 PR &Y Y
ZIEFICRET 2120, RIS C RO FIEEZ FITLET,

SFUF
TOVFIATIE, T7I7AT AL VA =L ZINT=5H D Cisco DNA Center /X— g
21X KX VRIONR—=T g 0T, 22T, 21X~V a iZ7y 77— RLET,
Ty I T L—FRBICT A FAZ T BN RNELLIHETS L5910, ROFIEEZEITLET,

ATV TN TTT7A4T AT, BUED Cisco DNA Center D/3— 3 U HIgiNN—Y a2 2T v 77 L—RKLET
( [Cisco DNA Center Upgrade Guidel &) |
RT9T2 T8R0T w7 LET BIT—FE2Nv T v7 (1123—=V) #5M])
ROFIATT T TAT VAL~ v DT —ZPERIEESINDG D, NI T v T 77 AN E—
=N —ZHbDZ L MR L ET,
ATV T3 TTT7A47 2 ATEH/N— 3 O Cisco DNA Center £ A —% A A h—L LEF ( [Cisco DNA
CenterSecond-Generation Appliance Installation Guide] ¢ [Reimage the Appliance] % &) |
ARTFYTE RNy T T Ty ANNOT =25 LET Ny 27 v TnbT7 =210 (1745—2) 23H) ,
RTYTE TAPARAF Y IN) VAT AOFTEIERET,
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ZOVT VAT, T4 7T 2 RATHERPNZA A h—)L Z 7= Cisco DNA Center D/3— 7 3
VIFLETID 21X TLER, BHFONA—2 a3 T v 77— RTA30ERH Y £, kOF
JIEZ 54T LET,

2T 1 YA A A2 F—L (189 _—) |
ATFv T2 FTAVPRZY NN ORE (191 =)

T4 YRR 1)H/\1)FEBAZEDEN

Cisco DNA Center /X, X.509 FERAE: & fii%E 2 — D Cisco DNA Center ~DA i R— h & A h L —
VEVR—PMLET, TV AX VARV EREIL, 7T AXNBEIEHINET,

P CA 20 BFAT ST A 2078 X509 REFIE A2 ST 2 LB S £3, FEFFIIAT 5
B — Tk LTV D BE RS 0 EF,

)

G¥) * Cisco DNA Center TR T 2D LR CAEHEEZ T 4 P AZ VB ANY 27 L THAT 55
fAlE. TOFEE ATy FTEET, FEAELZRET D551, [Use system certificate for
Disaster Recovery as well] 7= v 7 7R v 7 2% F 12 L E T (Cisco DNA Center H—/3N—ZE
HEOEFH (95 3—) 25MH)

o T AW AKX Y 3N GEHEOEAEDOFEMIZOUVTIEL,  [Security Best Practices Guide] %%
BLTIES W,

ATV TN A=a—T A2y (=) #27Y v 7 LT, [System]>[Settings] > [Trust & Privacy] > [Certificates] > [Disaster

Recovery] DJRIZER L £ 7,

AT 72 [Add Certificate] K C, Cisco DNA Center (21 > R— T DFEHED 7 7 A VB X A T E2RIRL £,

*[PEM] : 7T AN — TN AN A=) T 7 A VB
* [PKCS] : ABAF —HF 5{bAEHE T 7 A LI

ATy 73 [PEM] &R LA, D 22 2 JATLET,

a) FEMEBRINTWAHEIZPEM 7 7 A V&2 RT7 v 7T Ry 7 LT, iEEL A AR — ML E
D

GE) PEM 7 7 A /WiZiX. B2 PEMIEROIEE T (pem) NMNETY, iEHEOR KT 7 AL
#4 XX 10 MB T,

Ty 7u—RICENTL L VAT AREAEPBRES N E T,
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ATvT4

ATy TH

g4 roq oz b— [

b) [PrivateKey] fHIL T, MRS IN TV OEBICHE X —%2 N7 v 77 RRry 7L TA VR —RL
\iﬁqo

GE) PR X —121E, BB X —IBXOILET (key) BMEATT, MEXF—DHRKKT7 7 A /V
B A XX 10 MB T,

Ty 7a— RICRIT L &, BB —PRAESILE T,
) WHIRATvarARELEIY v LT, MEX—ZKETH2NEINERBELET,
d) WEX—Z5{LT 5% 6. [Password] 7 4 —/L RICHE X —D/XAT— K& AL ET,
[PKCS] Z IR L7z er. IRDZ A7 2 FATLET,

a) ARSI ATVWDHEIKICPKCS 77 A V& RT7 v 77 R Ray X LT, iEHEEZ A VA —FLE
o

G¥) PKCS 7 7 A Wi, H%#h72 PKCS TEROYLIET (pfx 7213 pl2) NMETY, iEHED
BRKT7 7 A% A XX 10 MB T,

Ty 7= RICET D E. VAT AFEHESRIES N E T,
b) [Password] 4 /f — ) ]\“a:\ §f|:fﬁ%@/\°7\ ]7_ F‘%]\jj l/gij— (PKCS 0)%}{4:) o

) WUIRATvar AR E7 )y LT, MEX—ZEET 0 EI0ERELET,
d)y BEX—ZK5bd 5855, [Password] 7 4 — /b RIZREX—D /AT —REZ AN LET,

[Save] 7 U v 7 L£7,

Cisco DNA Center %—/3—® SSLiFAZENE B2 65 L, BENICe 7T hEhbdizo, BEn
AT HVERHY F£9,

BEHYS DA R =)L

ATv T

TAPAZY I NY AT LOERY A e UTHRET 2RE~ Y 2RET HITIE, ROF
N2 ZE4T L £9

Bt A R CHEAT LT % Cisco DNA Center D/3N— 3 ZEA D OVF Xy r— V& Z 7 rm— RLE
—é—o
a) https:/software.cisco.com/download/home/286316341/type % B & £ 7,

GH) ZOURLIZT 7 £ AF 512, Cisco.com DT AV MBRETT, 7H 7w SO
FEZOWTIEH, ROR—=VZBI LT ZEV,  https://www.cisco.com/c/en/us/about/help/
registration-benefits-help.html

b) [Select a Software Type] #EI T, CiscoDNA Center DY 7 b7 =7 V27 %7 U v 7 LET,

[Software Download] ~— U HHF S 41, CiscoDNA Center DfgHr V UV — A THEHAEER Y 7 h =T O
UAMRFERINET,

Cisco DNA Center ') 1) — R 235 BIEE A K .
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©)

RONWTNINZEITLET,

« B2 OVF Xy r— (*ova) BT TICRKRINTWDLEAEIX, £ D [Download] 71 =2 % 7
Uo7 LET,

* [Search] 7 4 —/V RIZBHE T H =V a U FEHFEAN L, TES—Ta A U TEDY I %7
Uo7 LT, 4T 5/ 3—23 OOVF Ry — 2t a3 5 [Download) 7 A 2> %27 U v 7 L
\i‘a—c

ATw T2 ZO/Rylr—T % VMware vSphere 6.0 £7213 6.5 #FETLCWbdr— vy ijlat—LET,
AT w73 vSphere 7 7 A 7> ~C, [File] > [Deploy OVF Template] % 3&R L %9,

AT v 74 [Deploy OVF Template] 7 « ¥ — K&52 T L ¥ 7,

v 4 Y— KD [Source] [ T, WDOFNEZFEITLET,

a)

b)
©)

d)

e)

2)

1.
2.
3.
4.

[/ (Browse) 1227 U v 7 LET,
YA R OVF Ny —2 (ova) £ TEEILET,
[Open] &7 U v 7 L&,

[Deploy fromafileorURL] 7 4 —/L R C, Ny 77—V DONRANRRINTND Z & ZfER L, [Next]
7V 7 LET,

7 4 ¥ — K@ [OVF Template Details] [ 230 & £ 9,

Next>%z27 U v 7 LET,
¥ 4 % — R [Name and Location] [ C, KDFNEZFEITL T,

* [Name] 7 1 —/V RIZ, N —VIZx L THET DARIEATI LET,
« [Inventory Location] 7  —/L K C, Ny r—VAFET L7 VX E2BRLET,
*Next>%7 U v 7 LE9d,

v 4 Y — R D [Host/Cluster] [#j [ 23BH & £97,

B LT SV — NEFTTHRANENEIZ TAZ %7 V27 L, Next>| 227V v 7 LET,
7 ¢ ¥ — K@ [Storage] & 23BH & F 5,

B~ 77 ANERETDHIA N =Y RIA T2 27V w7 L, [Next>] &7 Vw7 LET,

7 4 % — K [Disk Format] [ 23 BH & £ 9,

[Thick Provision] &7 > a > R&Z %27 Vw27 L, [Next| 227V v 7 LET,
¥ 4 ¥ — KD [Network Mapping] Bi[fi C, IROFNAZFETL T D [Next] 27 Vv 7 LET,

1.

2.

[Destination Networks] #IlZ Y A RS TWHIPT RL A&7 U v 7 LET,

RRENT ey Xy YA T, BALET 7 L— b CEHT Ry N —7 ZEINL %
RS

¥ 1 #— D [Ready to Complete] B A&, AT L7 T R TORENERRINET,

. Cisco DNA Center ') 1) — X 235 BIEEE A F



| Fav¥r2URNYOERE
Feyzaunnyoz ]

h) [Power on after deployment] 7= > 7 7R v 7 A% A2 L, [Finish] %27 YV v 7 LET,
i) [Deployment Completed Successfully] %4 7 &2 7R v 7 ARBWZ5, [Close] 7 U v 27 LET,

RAT9TS BRI A NOFRy NT—IREZATILET,
a) WOWTNNEIFIATLC, FFR LI~ oay Yy — L azlEEd,

*vSphere 7 7 A4 T hD VA SBAKE~ %47 U > 27 L, [Open Console] &R L £ 7,
* vSphere 7 7 A 7> kD A == —"T [Open Console] 74 2> %27 U v 7 LET,

[Witness User Configuration] 7 « > KU 3B & £97,

b) EEEE = —V— (maglev) D/XAT— REAS L THERAICH S —EA L, NZ#LTRICHERE
R
) WOHEEAITL, NEZHL TRICEARAET,

cIPT7 RLX
AR O IP T RLACEEMS I 5TV DRy b~ A7
T IFNIT= T ADIPT FLA
c (FFay) BEDNS h——DIP 7 FL %
d) NTP YP—R=DT NV RAFIFHRA M % 1 SLLEAT L (BEROEEIEZT o~ TKE%) | S &4
TREXFELET, BEHY A FOREPFHIBINET,
1 DL EDONTP 7 RUAETITHR A MABMETT,

e) BV A MIERELZIP T RLAIZSSHAR— R 222 #flLCua /AL, RENET LI &%
B LE9,

GE) Tﬁ“( BEti A RO VM T maglev 2 —H—HICRESNTNRT— FE2EETL0ERNH D
AL, BEHED Linux passwd = —7 4 U7 4 ZfEH L E T, ZNEITORNCT 4 FRAZ Y AN
) /XTA%*H?FJJ:?%)ME XHY EHA, Fo, NAT—KREERLTH, T4 AKX

F N BEICRERE EORBITH U FH A,

T4 HRXA1) AN DERTE

TAPFRZYHNY VAT LEFERT L X5 ICRET 2ITF, ROFIRTHAT L2 27 25
TLET,

Cisco DNA Center ') 1) — R 235 BIEE A K .
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A\

GE) VRTFALAEZETHEES., W ODF T arnb £,

e AR—F— =1+ Furba) (BGP) — KT RRZ AP T EMHTAREIP 7
RLUAZRETEET,

ARARIP 7 RLRAZRE LWL IICERT L TEET, 2047 a U EERL
256, T AOFHIEEEZ BN LT, 72— A — N—FERITT A N OARIP
T RUVAZFHRETEDLOCTILENRDHY £, §EMIZOWNTIE, 7734 2D AT
PE (63 X—) ZZML T EEW,

158 HHIIZ

T a7 T AT —H (Elasticsearch) CRBEDO N 7T v AV 2 —WE, 72—V 4 —
NI LTV r— b SNER e TATAZYIDNRNY AT LEDAAL YA FEY DY
A NINFAET DT T AX DGARE, VAT AEERT HEICIROFNEEZEITLET,

o YA BT LATABID NFS T34 ZERER L E7,
cRUNY I T T ATV 2=V ERELET,

ARTY TN A=a—T (a3 (=) #27 U » 27 LT, [System]>[Disaster Recovery] DJIA|Z 4R L C [Disaster Recovery]
NR=UrHEET,

= Cisco DNA Center System - Disaster Recovery Q ® ¢ O

Monitoring ~ Configure

Disaster Recovery Topology

Show Detail Information

Status: Unconfigured

Unregistered

=2 =2 =2

Unregistered

7 7 # /L h Tl. [Monitoring] % 7 23N XL TV E T,

ATYT2 ALY A FEBRERLET,
a)  [Configure] # 7% 27 U v 27 LET,

. Cisco DNA Center ') 1) — X 235 BIEEE A F
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[Main Site] 7> a VAR Z ANET TITBR SN TV DRERH D £7,

= Cisco DNA Center System - Disaster Recovery ® @

Monitoring  Configure

Set up this cluster to be the @ Main Site (O Recovery Site

Status: Unconfigured
Convert the cluster VIPs to the disaster recovery VIPs >

N Please complete registration for all three sites in the order of Main,
0w’ CHEED O
e
lain Site.

Then configure/activate the disaster recovery

Reverting to the original state after cluster VIPs are promoted is a lengthy process involving manual steps. Make sure that the replacement VIP addresses
are unique and are in the same enterprise and management subnets as the original VIPs respectively.

Tun the cluster enterprise VIP, 10.30.199.51, to the disaster recovery enterprise VIP

New main site enterprise VIP*

 Turn the cluster management VIP, 192.192.199.78, to the disaster recovery management VIP

New main site management VIP*

b)  [Convert the cluster VIPs to the disaster recovery VIPs] fHIlk T, IROWTINNDA T v a VRZ V&7
Vw7 LET,

e VTR EAL YA L LTE&TEL‘ TDYTAZITEERE I TWDT N, R IP 7 R

VADER & HEBNARET DI, [Yes] 227 Y v 7 LET, 2L, 7 7 AXICHERES
MTW6ﬁMETbVX%ﬁ%éﬁ TNoET AP RZY) D) VAT DT a— U8
IP7 RLAELTEIDYTHZ LIZEoTHEALET, ZHOT A AREREINLTND Y T
AL TT A PFRAZY AN ZHPNCTLHEEE. 20T arZ2&RTL2 L2680 LE
T, 2O T arEEBRLEWEGS, FILWT A FAZ U B ANUERBIP T LA LEET S
2 NEDTF AL ZAEHRETHLENHY T, ZOF 7 a E2RIRTHEBAIE. K
DFIEZFEITLET,

1. [New main site enterprise VIP] 74**/1/ }\ AN =TT A ARy R — 7@%}TL
VMRARIP 7 KL A Z AL ET, J:U\ AT D7 RUARNESHRZ bNLET,
DT R L ANETZAE éhfb\itb\a%-ﬂ)?’ FLATHY, LIETOREIP 7 R A L HL
7 Xy ML L aiER LET,

2. (AL = ) [Turnthe cluster management VIP, <IP-address>, to the disaster recovery management

VIP| F = v 7Ry 7 At Nz LET,

3. (7Y =) [New mainsite management VIP] 74—V RIZ, A4 bPOEH XY NU—7 D
FLWARIP T RLAZ AT LET, iw\ﬂ%¢57FVXW%§@16ﬂifo
:@7FVXﬂitﬁWéhfw&M*M@7PVXT%D\u%®ﬁﬁm?vakﬁ
CHT7xy MZHDHZ EZMERLET,

A IP 7 R L ADEEREZ T S ARERE T, VT AL B AL YA FELTRET DI
X, NolZ27 Vw7 LET, FLEEDOT AL RTHER I LTV, F23DEOT 1 A

Cisco DNA Center ') 1) — R 235 BIEE A K .
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c)

d)

2)

ICORBEFRGEINTVDH LY TFAXIE, ZOFT a2 B8O LEd, 2047y ay
ERIRT 25815, A7 v 720 IR E T,

[Action] f8Jk T, [Promote] 7 V v 7 L ¥,

[Disaster Recovery VIP Promotion] % 7 1 7' 3B & £,

[Continue] #7 V v 7 LET,

Cisco DNA Center I%, AJJL7ZRARIP 7 R L A ZMGEEL £,

[Details] SEIRICFRAFEA T — X ANFRENE T,

AN LET RLZOWTNDLREGS THIHE (7T FLANEHRT LT FLALRERICY T Xy
MIFFELZWAEEMENH D £9) | BBEREIEZITWV., AT v 7 2 2V IELET,

c ANILTeT RUAREFIHRFESND &, T AT RAZ Y DNY AT AHICRESNDHTRT
DORARTP 7 R L A7 [Details] IR RSN E T, IROAT v SR ET,

R DOIEH A [Site VIP/IPs] fEBIC AT L ET,

*[MainSite VIP] : 7277 4 7% A NDI FAH ) — R =TT ARy NU—T7 OO
ZT 4w I HEMT ARABIP 7 R LA, Cisco DNA Center TlX, 2D 7 4 — /L RIZL AT LD
THEICESWWTATTENET,

* [Recovery Site VIP] : U I XU S A "NDI TFTAK ) =Rz Z—T 734X 3y NU—7 ORIO
NI T4V EERT DA =TT XHEIP T R A,

* [Witness Site IP] : Bt Y- A OB~ L 2 X —T T4 X Xy NT—=T DD ST 7 4 v
JEEBRTDHIPT RLA,

) AFTLEET RUANEBRAERERETHLZ L2 MR LET, BETEXRWES, VAT
LDV A P OBGRITIRIL 7,

GE) FINE2f B L2 O OIEE DR T, [Reset] #7 U w7 LT, ANLIEETRTOREE
JIUTTEET, D%, AA VA NEBRET LRI, FIE2M 280 KL TIE LW
EEANTTTHMERH Y 7,

[Route advertisement] fHI T, ROWTNNDA S v a L RF 7 Vw7 LET,

* [Border Gateway Protocol (BGP)] : Z DA 7' a id, 1FEAEDT AP AX Y INY VAT AT

HLRREINTEBY, 774V M TEIRENTWET, BGP/L— R T RAZ A XA MZLD, &~
AT DDBIET 7T 4 TV A MIHEICT 7B ATHZ LR TEET, ZhIE7 =— A —
N—DFAERITEHEIZR D £,

+ [Disaster recovery VIPs without route advertisement] : /L — 23 BGP L T7 KX A4 &S/

WO AT AOHARIP 7 RV AZRET H5G1E, ZOFTva v E&RLET, 2047 e
NI AL A RE VIR A NOBEN, VAT LAOT a—r)URBIP 7 R LU ANRGFIE
TLH TRy MIT 7 ®ATELT —F B 2 =T L TWET,

. Cisco DNA Center ') 1) — X 235 BIEEE A F
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» [No disaster recovery VIPs] : 2D A7 a U &BEIRT B E, A MIERESINTZEMEIP 7 KL X
B, ZOYA MIBT LT A ATHIWICHESNE T, 72— A A —"=0DRETLEN
2. ZHHOMAEIP 7 KL ART NS A THERESNES, FIE 2k IR ET,

hy RIOFETHROIDO2 SOF T arRErONTngE 7 ) v 7 LA, [Enterprise VIP for
Disaster Recovery] 7 4 —/L RIZfEz AN LET,

Zo7a—T 4 IEBIP T RLAEZRELTEBLL E, XY NT—I DT 77 7% A h&LTH

FEEEL TV DA MIHBIICE D BEx CGERASNE T, 207 LRI, T4 FRZ Y Y

VAT LT A —TTA R Fy NT—TORO T 7 4w 7 HEEHLET,

GE) * [Border Gateway Protocol (BGP)]| A 7'> a v AR¥ %27 U w7 L, FEREIP T N1
A ZFE LIRWIGAIEL, FIA 2 ITERE T,

* [Disaster recovery VIPs without route advertisement] 22 V > 7 L, HBEMIP 7 N1
A Z iR E LW aIE, FIE 2k ([T £,

i) ({£&) [Management VIP for Disaster Recovery] 7 4 —/V RIZfEZ A L E7,

IDT7a—T 4 ITRIEIP T RLAEZRELTEBL ¢, Xy NV —0 DT 77 47V A & LTH
FEHELTWD YA MIBEIICEI D BEx CTERHEINE T, ZOT RLVARIZ, T4 FAX Y AN
VATAEEHERY N OB N T4 v 7 BEBRLET,

) [Border Gateway Protocol (BGP)] 47 a v RZ %7 U v 7 LIzHAEIE, V— "7 RNRXZ A XX
N BT DI DI EREFREAD LET,

* [Border Gateway Protocol Type] itk T, BGP v 7 23H AIZSMH ([Exterior BGP (eBGP)]) & v =
VARSI D0, NEE ([Interior BGP (iBGP)]) t v a v &+ 50 &EELET,

» [Main Site Router Settings for Enterprise Network] B33 J O} [Recovery Site Router Settings for Enterprise
Network] fEIKIZ, T 4 FAX U A NRY VAT DAL WA NV BNRY YA MIEESNT
WARZ =TT R IP T RLADT RAH A XD 7=HIZ Cisco DNA Center 2MEFI4 25 Y
F—PMV—ZDPPT RLAZANLEY, £, »—FDIVE—FBLUPR—UILASESDH
AN LET,

WO RITHER LT EEN,
CBMDOY T— F—Z ZRETIHHEEIE. [AMd] ) TA=2rw22 ) LET, 4 D
LICHRR2BON—ZEHRETEET,
cAS B EAANTTHEABIL. 1 — 4,294,967,295 DFFHND 32 By FOZFERLETH S Z
EEfERLET,

« [iBGP] A7+ 5 v %8I % &, Cisco DNA Center [X 2 —H /L AS FH % UE— h AS KE
ELTCANLEEICHEBIMICEELET,

s AT FIECTEHIAIP 7 KL A 23 E L7-%A 1%L, [Main Site Router Settings for Management
Network] fE i 35 & UY [Recovery Site Router Settings for Management Network ] fE ik $ 2/~ S U E
3, Cisco DNA Center CZDRAAIP 7 KL ADT RAZ A RIEHEND U E— hb—H
BT 2 AR A A LET,

Cisco DNA Center ') 1) — R 235 BIEE A K .
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k)  [Action] fHI®K T, [Register] #7 U v 7 LE7,
[Disaster Recovery Registration] %A 7 &1 7 /3B & £9,
)  [Continue] %7 YV w7 LET,
VAN YA FPBIOERY A FE2A A YA MIBEKT DT DITHE R b= U PERSINET,

AT w73 [Details] fHK T, [Copy Token] 27V v 7 LE7,

= Cisco DNA Center System - Disaster Recovery Q ® ¢ 4
Monitoring  Configure
Disaster Recovery Topology Physical

Show Detail Information

Status: Registering

Main Site [ Recovery Site
10.30.199.51 S0.50.18807 The system is in the middle of registration process. Note that the
Initialized Unregistered registration must be done in the order of Main, Recovery, and Witness.
=? =? =? [em =4 =4
Details

The second step of the three-step registration ery
Site. Copy and enter the token below to the R
493cb65907d74e22a9bdd40270e382£3

T
Witness. Site
1030190158
Unregistered
=]
®

ATV T8 VN A MR LET,

G¥) FE 4d OFTOIEFE ORI T, [Reset] #27 Vw7 LT, ANLTETRTOREEI VT TExFE
T, U AARNY YA MEBET LRI, FIE4 20V IRL TELWREEZANTLHLERNS Y £
ﬁ‘o

a) [Details] fJ8k C [Recovery Site] V > 7 2427V v 7 LET, HILWT T UHFX T TX—UNHE ET,
b) MESULT, @Uea—F—4HE AV —=FREAN LTI AN S A Mue A LET,

[Disaster Recovery] ~— 3712, [Recovery Site] 47> a AR ¥ 33 CIZEIR S 721K HE T [Configure]
2T HRHEET,
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= Cisco DNA Center System - Disaster Recovery QO ¢ o

Monitoring  Configure

Set up this cluster to be the (O Main Site @ Recovery Site

Status: Unconfigured
Main Site VIP*

10.30.199.51
Please complete registration for all three sites in the order of Main,
Recovery, and Witness. Then configure/activate the disaster recovery
y St system from the Main Site.
Registrati T
Username*
Pas:

¢) KOFEHREANLETS,

«[MainSite VIP] : 7277 4 7HA hDI TAL )= RET LB =T T4 XXy NT—7 ORED N7
T4y EEETHEMEIP T N X,

s [Recovery Site VIP] : U WU A NDI FTAZ ) — Rz X —F 74 X Xy NU—27 OREO K
T4 EEETHIAEIP 7 KL A, Cisco DNA Center TlX, 2D 7 4 —/L NI AT LD
WIZHASWT AT ENET,

s FE2 CHARR LB N—2
T I T4 TYA ROy MU= EHE LY —1T0 L TRES NI —F—4 L AT — |,
d) [Action] fElE T, [Register] #7 UV v 27 LET,
[Disaster Recovery Registration] %1 7 & 7 3B & £ 97,
e) [Continue] 27 V v 7 LET,
AA YA N Y BANY YA NOERRBHELESND &, PARR Y TAT—=Z AREFRINET,

ATy TS BV A PERELET,
a) AA A NOTITUFZTIIRY £,

Cisco DNA Center ') 1) — R 235 BIEE A K .
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= Cisco DNA Center

Monitoring ~ Configure

Disaster Recovery Topology

Show Detail Information

Main Site (7
10.30.199.51
Recovery Site Connected

o=? o=? o=?

Witness Site
10.30.199.158
Unregistered

=3

System - Disaster Recovery

=

Recovery Site &
10.30.199.97
Main Site Connected

=

TAHFREZY AN DRE

a e o o

Status: Registering

The system is in the middile of registration process. Note that the
registration must be done in the order of Main, Recovery, and Witness.

Details

The third and final step of registration is to register the Witness Site. Use
the following command to login to witness:
ssh -p 2222 magleve10.30.199.158

then register via CLI:
witness register -w 10.30.199.158 -m 10.30.199.51 -t
493cb65907d74e22a9bdd40270e382£3 ~u <main_admin_user>

Or opt for copy the token only:

493cb65907d74e22a9bdd40270e382£3

Copy Toker

O]

b) [Details] i1 C. [Copy Witness Login Cmmd] %27 V v 7 L %7,
c) BV A F~DSSH a2y Y— L EHE, at—Llkavr REv i1 LET,
d) ZRINEHEIL 7740 hO2—%— (maglev) O/RAT—REATLET,
e) [Details] fEIHIZ R Y . [Copy Witness Register Cmmd] 227 U v 7 LE 7,
f) SSH=2>Y—)LC, at—Lkavy N0 fHiFET,
g) <main admin user> & X NI —VEFHF W —Da—YP—LICEBR L Ta~vr REFITLET,
h)y FREINZH AL, Ry NI EHEL—YP—DAT—RE AN LET,
AT9T6 AP A B UANYHA b, BEOEGRY A PR EFICBRERENTNDZ L AR LET,

Q) AA VYA NDOTTUFXTIZREY . [Monitoring] 27 V v 7 LTT 4 A% Y H/30 O [Monitoring]
BT hFRLET,

. Cisco DNA Center ') 1) — X 235 BIEEE A F
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= Cisco DNA Center System - Disaster Recovery Qa e ¢ n

Monitoring ~ Configure

Disaster Recovery Topology

Show Detail Information

Status: Registered

Main Site 7

Recovery Site
10.30.199.51

10.30.199.97 All three sites are registered. Ready to configure/activate the disaster
Registered Registered recovery system.
Witness Site
10.30.199.158
Registered
o)
A\

Event Timeline

Hide Timeline

b) [Logical Topology] #HI& T, 3 DDH A FRKRIFL, AT —HF AN [Registered] Th D Z & ZfifEib L £
‘d‘o

c) [Event Timeline] 7k T, &V A FOBENA X FE LTI R MEN, EXATPEFIZET LD
LR LET,

Event Timeline

Hide Timeline

End Last Update: 7/13/2021, 1:01:51 PM UTC-7
o v & Witness site registration - 10.30.199.158 7/13/2021, 12:59:30 PM UTC-7
Status Message Successfully registered 10.30.199.158 as witness site.
q v & Recovery site registration - 10.30.199.97 7/13/2021, 12:49:37 PM UTC-7
Status Message Successfully registered 10.30.199.97 as recovery site.
o

v & Main site registration - 10.30.199.51 7/13/2021, 12:40:33 PM UTC-7

Status Message Successfully registered 10.30.199.51 as main site.

AT w771 [Actions] HIK T [Activate] 27 VU v 7 L £7,
VAN A MBEGET DT XTOT = PHEEINDZ E2RmT XA T a7 R ET,

ATV T8 TAVARAF BN VAT ADHEEELAA T A OT—2DV BNV A h~OBERE BT 511X,
[Continue] 7 U v 7 LE T,

G¥) T 7T 47k T R, BT £ TICHERD M AEERH Y £, ERkREzE=4—732
Wi, AXVINDEALTA BRI LUET,

Cisco DNA Center ') 1) — R 235 BIEE A K .
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AT w79 CiscoDNA Center TR Z AT NET LI, YATARNEMELTWAZ L 2R LET,
1. FReYE2FRL, FRNENDOY A FORAT—EZANRKD L HIZETFRESNTWELZ LR LET,

Main Site (7 Recovery Site [
10.30.199.51 10.30.199.97
Active Standby

10.30.199.59

10.30.199.67

Witness Site
10.30.199.158
Up

10.30.199.158

2. AV IDOXA LT A TR L, [Activate Disaster Recovery System] # A 7 NIERIZE T LI-Z & &
R LET,

Event Timeline

Hide Timeline

End Last Update: 7/13/2021, 1:13:46 PM UTC-7

9 v & Activate Disaster Recovery System - 10.30.199.51 7/13/2021, 1:13:39 PM UTC-7

Start Time 7/13/2021, 1:03:17 PM UTC-7

Status Message Successfully setup disaster recovery

End Time 7/13/2021, 1:13:39 PM UTC-7
View Details
9 > & Witness site registration - 10.30.199.158 7/13/2021, 12:59:30 PM UTC-7
9 > & Recovery site registration - 10.30.199.97 7/13/2021, 12:49:37 PM UTC-7
o > & Main site registration - 10.30.199.51 7/13/2021, 12:40:33 PM UTC-7

3. AA YA Frbping ZFEATLT, VA MIBETELZ LR LET,

. Cisco DNA Center ') 1) — X 235 BIEEE A F
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mrogay( roEs [

RAEDERY A FOEH

ATy I

ATy T2
ATy T3
RTv74

ATy TH

ATvT6

BUEDBEARY A N 2T v 7 7 L— NEIRERT 2 LB b HE AT, ROFIHE %7 L E
ﬁAO

BAEOEMRY A Mou /4 LET,
a) ARV A RO SSH =2 Y —)L &R & ssh-p 2222 maglev@witness-site's-1P-address =~ > K% 34T L %
D
b) T 74N RO2—H— (maglev) OD/XATU— K& AN LET,
GE) WOFINEICHETETIC, BHYA FOIP T RLAEZAFLTCEBXET, BHYA N2 T v 7
L—RL7#%, U7 FLRAZFRETLHILENRSH D ET, RELRWEGES, B A NI
EFBOIZIIHERELEEA,

witness reset =~ > K& FEIT L £7,
WIEDERY A PO~y o 2HIBREL £,

B A hooA A b= (189 _—2) OFMMIZHE-> T, HLWEHEY A b~ oA X b —

NLET,

FLWERY A Mer A4 LET,

a) EARYA RO SSH = Y —)L &R & | ssh -p 2222 maglev@witness-site's-1P-address =~ > K4 4T L %
D

b) T 74N hO2—W— (maglev) OD/XAT—RKEZAHLET,

witness reconnect -w witness-site's-1P-address -m system's-virtual-1P-address -u admin-username =~ K% 3£
ITLET,

RO EIZHEBE L TL &N,

s AL YA NOBIEDT 4 FAX Y HNY AT —4 2 ZBRRL, R A b2EERT D & X,
AA YA MDD H—T T4 XVIP 2 LET,

«c ZDAx Yy FOFETRIZEHRT A FREEL TS Z L 2RI DI2E, ROFINRELFETLET,

1. T4 ¥RZUHNY hARBr Y5, [Show Detail Information] V > 7 %2 U » 7 LT, [Disaster
Recovery System] A7 A RA XA U ZBREET,

2. [Witness Site] ¥ 27 23 T, YA b EREWEHD IPSec V) > 7 DAT—Z A (up] THDHZ
EEMERLET,

s Zavy RCHEMARERTXTOLT v a3 »&RRT HI2IE, witness reconnect--help 2~ > R &5
TLET,
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VAT LDEFAERR

TAPRZY N AT DNT 7T 4 TAhENTte, FEDYA MIHOWTAT) LIZRED
BHBREIZRD ZENHY £, ZORUPEELELGEIE. ROFIEZETLET,

)

AT w71 [Action] fHIK T,

GE)

VAT LEBEIRRT D L. VAT LANDOTRTOYA MIETLBIEOREN 7 VT Sk
‘j—o

[Pause] #7 U v 7 LTV AT LDERZ —FHE L L9,

FECOWTIE, Y AT A0 —RHEIE 213 =) ML TSN,

AT v T2 [Action] fHIEK T,

[Deregister] #7 U v 7 LE7,

Cisco DNA Center CTLARNZ Y AT LADH A MIOWTHRE LTZHNERN T X CHIBRENFE T,

ATv73 ﬁ@]iﬁ REZANLTHA PRk L, Y AT LAEH/ET 774 7T 2123, T4 FR2Z VBV O

RE (191 _X—v

V) THBHINTWAEH R ZFEITLET,

AR EIALALSAVDE=ZR—1) Y

AR IDIALTA NG, BUEEITTSNTNDT 4 FAZ Y "1 & 27 OERRRILZ B
BRL. TNODZ AT NFET L2 SR TEET, XA L T4 U 2FRTHITIE, ROF
2 9247 L £ 97,

1.

2.

Azma—TAar (=) #7Y v 7 LT, [System] > [Disaster Recovery] DJIE|Z R L T
[Disaster Recovery] ~— U & B & £,

7 7 4/ k Tld, [Monitoring] ¥ 7 R ER I TV ET,
NR=POFHETAZa— LV LET,

VAT DIKTDHATHDOR AT LT LI A AT, DX AT GETHEDO S A DAK
FNHASL) MBNEFRICEIETE R ZILE T, Cisco DNA Center TlX, TNFILDX AT ITD
WT, VAT A (=) Fda—P— (2) o bLLIcko T ENZBRENET,

Event Timeline

Hide Timeline

End

Last Update: 7/13/2021, 3:11:00 PM UTC-7

> & Re-Join - 10.30.199.51 7/13/2021, 3:02:11 PM UTC-7

> & Manual failover - 10.30.199.97 7/13/2021, 2:53:02 PM UTC-7
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72 ziE. VAT LAO—HREREZEOETICOVWTE=F—TB L LET, ZOBRE. Hx
T ADEKEZ AT BB ENT- L& LT Lz & X1T. CiscoDNA Center TA X2 DX A LT
AUNEHEINETET, BEOX AT IZBITHUEOMEAFRTHIZE, P27 Uy LE
—é‘o

Event Timeline

Hide Timeline

End Last Update: 7/13/2021, 3:12:07 PM UTC-7

o v & Re-Join - 10.30.199.51 7/13/2021, 3:02:11 PM UTC-7

Start Time 7/13/2021, 2:54:00 PM UTC-7
Status Message  Successfully setup disaster recovery
End Time 7/13/2021, 3:02:11 PM UTC-7

View Details

9 > & Manual failover - 10.30.199.97 7/13/2021, 2:53:02 PM UTC-7

K A 7\Z%F LC [ViewDetails] V & 7 WRREINTWDLEEX, TV 7% 7 Vv 7358,
FETLEEETAZYTHZ R0 R BRFRENET,

Event Timeline

Hide Timeline

End Last Update: 7/13/2021, 3:12:07 PM UTC-7

o v & Re-Join - 10.30.199.51 7/13/2021, 3:02:11 PM UTC-7

Start Time 7/13/2021, 2:54:00 PM UTC-7

Status Message Successfully setup disaster recovery

End Time 7/13/2021, 3:02:11 PM UTC-7
Hide Details
(] > Configure active - 10.30.199.51 7/13/2021, 2:58:10 PM UTC-7
[ > Configure standby - 10.30.199.97 7/13/2021, 3:02:04 PM UTC-7
° > & Manual failover - 10.30.199.97 7/13/2021, 2:53:02 PM UTC-7

ZAERRRIC, 1227 ) v LTREDY 7 X 27 OMEERE £ R TEET,
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Event Timeline

Hide Timeline

End Last Update: 7/13/2021, 3:12:07 PM UTC-7

(J v & Re-Join - 10.30.199.51 7/13/2021, 3:02:11 PM UTC-7

Start Time 7/13/2021, 2:54:00 PM UTC-7

Status Message Successfully setup disaster recovery

End Time 7/13/2021, 3:02:11 PM UTC-7
Hide Details
o v Configure active - 10.30.199.51 7/13/2021, 2:58:10 PM UTC-7
Start Time 7/13/2021, 2:54:08 PM UTC-7
Status Message Successfully configured active system
End Time 7/13/2021, 2:58:10 PM UTC-7
Hide Details
o > Configure standby to active services - 10.30.199.51
7/13/2021, 2:58:04 PM UTC-7
o > Add other cluster metadata - 10.30.199.51 7/13/2021, 2:57:18 PM UTC-7
o > File system migration - 10.30.199.51 7/13/2021, 2:55:29 PM UTC-7
o > Save cluster metadata - 10.30.199.51 7/13/2021, 2:55:18 PM UTC-7
o > Validate active cluster - 10.30.199.51 7/13/2021, 2:54:09 PM UTC-7

AR NEADLTA L DE=Z Y T HICRETDARENED B D I & ORI ITIEIZOWT
. TAPFRZ VBN VAT ED RN T TN a—F 47 (21—) #BRLTLEX
Vo,

VATLEXUVY A FOIREE

T4 P ALY J3) GUI O [Status] SEIKIZIE, AT LAOBEDRENFREINET, ROE
T, VAT A MR IR REINDE 2 DA FOIRREZ T L £,

R12: 79T 1 THA FOKE

1KEE Hol:l
Unregistered FIIEASINTZY A P TT, TAFRZ U AN DOFERITEEH Y A,
Initializing P A M, BT AFUCT A FREZ VIR 5282y N T v 7T 580

2. DY A FBMELT LT = 2 RETHHEHEZ L TWET,

Initialized TA MI BT B APCT 4 P RZ VAN 7525 %y b T v 735720
(DY A MTRET D7 —F ZIEFIHER L E LT,
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Bl

Failed to Initialize

Bik7 v AT AP RAZ VDN I TG A2y T v 7T B0l A
MANELTEHT =X EERETHHEHE L TWDEEIZ, A P T2T—NREL
F L7,

Connecting Recovery

AAHA NI VANV HA MTER LT, AL, FeDtFaTEELE Y
N7y 7 LI E et SN e T — 2 2 G L TV,

Connecting Witness

AA YA NI, BT A MTEF LT, AAf YA beobvXaTHEELEEY b
T o T HEOICHBELRILENTT =X RS L THET,

Recovery Site Connected

AAL YA MEI VIR YA DeDER 2T BEZEFITHELLE L,

Failed to Connect Recovery

YNV A R EDOLRERTF v RIVEESL L TNBEEIL, ALY A N T T—
NRALE LT,

Failed to Connect Witness

AR A N EDLERIRT ¥ FNVEHESL L TNDE X, AL VA P T T —MN3
ELFELE

Registered

TIT4THA I, D200V A DX TBELZIERICHSYLE L,

Deregistering

VAT BDINBBUEDT 4 P ALY AN YRR IR L £,

Deregister Failed

VAT IEMNLEEDOT A VAL U I NYEREHIBRL TWA LI T —NEAEL
F L7,

Validating F AP REZY) AN R ARG T DRI, VAT LAOREEAZFBZEL TWET,
Validated T AP AZY BNV EREBRET DRI, VAT LAOWREZ EFICHRIELE LT,

Validation Failed

F PR ZY N R ARG T AEIOY AT AORELZEETICT T —03 584 L
F L7,

Configuring Active

OV A NET I T 4TV A FE LTHENLT D200 T —7 7 —%2FTLTWE
‘d‘o

Failed to Configure

ZOYVA NCTAFRAZ Y IR EFEHNITDHI—7 70 —0FITHIZT T —n3
ALFELE,

Syncing Config Data

TAPFRZY AN VAT Ly VT v 7T 50O A F)h b BT —
X 2RI L TV ET,

Config Data Synced

TAPTAX VAN AT L E2® Y N T v 7T 572DV A b ERT —
HEEFIZERBILE L,

Active Sync Failed

WRETOT 7T 4 7Y A X, TAFRZ VAN VAT Lty VT v 7T 57
DIHDOY A RO BERT =2 ZFH L TN EEIC=T = ELE L,
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Bl

Waiting Standby Configuration

ZOYVA NET T 4T A b LTHNT D100 —7 7a—NIERIZET L
FLF, ALY AL N DOU—T T —NE T T 5D TWVET,

Active

A ME TI2T7 47 A FELTRY PY—Z ZIERITERLTOET,

Failed to Configure

YA MI TATRZVINRNV I TGREIOT I T 47 A b LTHEEZEMNTT
50— 70 —D—fEFITTEEFATLE,

Isolating YA NI MO 25D A b EOERNEDNIZD, £t (FB 7 =— A —
N=D—HhL LT) AZ U AAUEFRTETNDTD, BEERHET 27— 7r—
EFATLTNET,

Isolated A NI D2 SDOY A b E OB KbLYD, £E (FEY =— A —

N=D—FL LT) AF U NAEHFNRTETCNWDLTD, BFZREET IV —2 7a—
IEFIWCFETLE L,

Failed to Isolate

YA M, D2 o0V A R EORERADbNZT-O, F2k (FET7 2 — 4 —
Ne=D—HL L) AFUNAUEENRTE WD, BFZREET IV —7 7 a—
EETTICZT—RNRALFE LT,

Configuring Active

(VAT A PYH—FIEFE T == A— =D L LT) LAIOAZ 3o
YA 2T 7T 47 A RELTHERLTWNET,

Failed during Failover

(2= F—NR—F T2 OOV AT ADEBENLD Y HIANYO—EL LT) =
DYA "ETIT 4T A e LTHENT DY —7 7a—0DFETHICe T —n34
LEL,

Pausing Active

(B PR E £ 7GR 2R LI 2. 572 0ll) 7277 4 7% A R TT 4R &Y
AN AN HT—7 7 —2FE T L TWET,

Active Paused

TITATYHANTTAFRZ Y DAY EEZ DL E LT,

Failed to Pause Active

TI2T 4T A NTT 4 FRAZ Y DN EEEZBHIZ L TD L X T—0N A
LE L7,

Active Stand Alone o2 5DV A b EDEEGE K STZLIIOT 77 4 7Y A b, TTOT 4P A
2 BNYRERZHIFRT 22 EI2ED, ML AT AE LTS DT —0 7
n—%3TLTWET,

Down TITF 4T A NI, D2 SO A + & OBEEE R NE L=,

R13: BN H A FDIREE

DN

Bl

Unregistered

FRUBANSINTZY A P T, TAFRZ VAN OERITELEDH D A,
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TN 5i8

Initializing YA ME BRI O APICT A FREZY AN I TR hy N T v T B0
IC, MO A PARUBEL 57— 2 & %{ET B A LTVET,

Initialized YA ME, BRI OEAPCT A FRAZ VAR I T RS by VT v T T B0

(DY A MTEET D7 —F ZIEFIHER L E LT,

Failed to Initialize

BT v ARICT A VALY INRN) T2 8 evy T v 7T 572DIoV A
MANELTEHT X EERETIHEHE L TWVWDEEIZ, A P T2T—NREL
F L7,

Connecting Main

UBNRUY A M, ALY A MIEBEHRLT, AP A e TiEELYEY
N7 7T 5O E R EINT T — 2 ZBE L TWET,

Connecting Witness

U ASY A NI BERYA MIEHRL T, A A b eoEFaTwEELZE Y
N7y T DO EROIb SN T —Z Z G L TWET,

Main Site Connected

YANYHA MI, AL YA FeDEX2THBELZEFICHLLE L,

Failed to Connect Main

AA YA NEDERRTF % FNEESTL LTS EEIZ, VIR Y A4 N TT—
NRALE LT,

Failed to Connect Witness

ARV A N EDEERRT v XNVEHEL L TNWAD EXIZ, VAN YA P TZ2T—H0
RAELE L,

Registered

AR NRAYA M, D200V A DX TEEEZIEFICHSY LE L,

Deregistering

VAT ADBHEDT 4 F A5 Y J ) fiRE IR L ET,

Deregister Failed

VAT ENLBEDOT AP AX Y N EHIFRL TS E X T —NRAEL
* L7,

Validating F AP ALY ANV HEREBIET DA, VAT LOIRREZRFEL TV ET,
Validated T AP ALY AR HEREBMGT DENC, VAT LAOIRREEZ IEFICHIEL £ L7,

Validation Failed

TAPFRAZ Y G NUREREBRIGT DRIO Y AT LAOREERIEFIC= T —A%EL
F L7

Configuring Standby

OV A RNERABZUNRAY A e LT T D100 —7 70 —%2FTLTWE
T

Failed to Configure

ZOYVA NCTAVFAZ Y IR EFEHNITDHI—7 70 —0FTHIZT T —n3
ALFELE,

Syncing Config Data

FTAPFRAZ YNV AT LYy 8T v 7T 5D OT A FndLHERT —
HuEFEH L TET,
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KEE BT
Config Data Synced FUPFRBZN AN VAT DYy 8T v FT 50O Y A b MnEERT —

Z 2 IEHIZFEE L E L,

Standby Sync Failed REPORAZ L NAYA NS, TAFRAZ VIR AT Ly NT v 79572
DOV A RSB MERT —ZHFM L TNDEEXICZT—BRELE LI,

Waiting Active Configuration TDOVA RERZUNRAY A R L THENTTATODOT —7 7a—RNEFRIZET L
FLime 727479 A MDD 70 —RNRETTIHDE/HFLTHET,

Standby YA NI, TAFRZYBRY T FTRABDAZ L NA B A R LTIERICHER I
‘/Cl/\i‘aAo

Failed to Configure YA NI TAFARAZYBNRY T TRAEDAL NP A e LTCHEEEDCT
HU—r Ta—D—EEFEFTCEEFALTLE,

Isolating o 2 >OH A k&R b=, V4 NI ERET 27 —2 77—
BFEITLTCOET,

Isolated o2 SOF A k& OGN b=, V14 NIAGE RS2 —2 77—
ZIEFICEITLE LT,

Failed to Isolate o 2 5D A FEDEEEN LD, VA N HEERET 27— 7a—
BIEATTIC T — %A LE LT,

Configuring Standby (FET7 ==V A—="—=D—FE LTC) URIDT 77 4 7TH A b & RAHZ A Y
PA FE L THRRLTWET,

Standby Ready IO T 77 4 TV ATF ME, (Fx2—AFd—"—0DfRE LT) AZ LA TR
TAhE L THERTAIEFENATETCNET,

Pausing Standby CEFERVEE 7133 FEI 72 E IR I 2 A T2 DIT) AX UL A R CTF 4 FRAZY
BN ERER BN T AT — 7 7 a— 52 E T L TWET,

Standby Paused ABUNA YA R CTF 4 PR Y BN BER BN LE LTz,

Failed to Pause Standby AR NA YA NTTF 4 FRZ Y DNV EEZERHIC L TND L X T — 03 %AE
LEL,

Standby Stand Alone D2 >DOY A~ DHHEE K ST-LFIOAZ o NL A o, TRTOT 4 HF 2R

SV TN HERERIRT 58Ik, MY LTV AT A E LTHYLT DY —2 7
B—ZFITLTVET,

Down YA MiE, D2 ODY A b EDOEEFAERWE LT,
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N EBA

Unregistered FHUCHA SNV A R T, T4 P2 ) IR OERITELEDH Y FHA,
Registered ZOYA FRERIA FELTHRES, BRETF = v 7 RIEFIZET LE L,
Up BEtHY A P OBRENEFICET LE LR,

Down PA NI, D2 ODY A b EDOEERHEIRWE L,

TAHRBYVAN)ORTLDT v TTL—F

ZOVFIVATIE, TTI7A4T 2 ATEANIA > A b—/L Z 17z Cisco DNA Center D /83— 5
ATLIRTO 2.1.x TLZR, FON—2a 2T v T 7 b—RTH0ERHY 7, £/,

INOEDTTIAT UV ATIET A P AZ Y ANYBEHTHY, BfEATRETY, TS L —
NEZ5ETTHI10F, ROFIEELFETLET,

ATFYT1 VAT LAO—BEL 213 2—) |

RTFY T2 ALY A REVIRYYA NDOT T T AT 2 A&FH D Cisco DNA Center 2.1.2x N—V 3 LNIT v 77
L— KL% ( [Cisco DNA Center Upgrade Guide] #Z%M) |

ATv T3 BEOEMY A FOE#H (201 ~—) |

ATV T8 VAT A~OESN (216 X—) |

G¥) Cisco DNA Center D/3—3 3 > % 234 LIRS 235107 v 77 L— R L7=#%., BSINEREN
BONCBIG SN L 2T — 2 BTN T ET, TOD, ZOBEOSE TITIZRER S0
DE9d, ZOBITICLY ., F1ET 5 Cisco DNA Center 7 — X OEIZIG U T, 58 T £ TICHL £
XD DG ER DV 3, ZOT—FBITIE. Ty 77 Lb— RRICORMTOND Z &
ICEBRLTLEEIW, T—2BIT1X, ZOROBSINBIECITFELEEA,

Jz—I)LA—/\—: &

T 2= V= R—=NEFTENDE, TAVPFRF IR AT LDAE R, P A " BFRE
TOT T 47V A bOZEEZGEHHE, LT 7T 4 7V A FiT7 D F£9, Cisco DNA
Center Cld, RO 2FEFHD 7 = — NV F—_"—Z PR — K L TWVWET,

e VAT LRI H— i N—RU =T ODREGRR Yy NU—27 OEIR EORMEIC L > T A
TEDT I T 4TV A NBAT T4 02705 EFEITSNET, Cisco DNA Center TlE, 7
IT4TYA NP E =TT ARy NU—T DMMOEFE (BIORAZ A% 4 &
BE A R) L TMEE CERDP ST EZRFHET H L. AL VA RREDORE
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- F4¥R2YANYORE |
FHT LA —/—DBh

ZHXRTDDICKERI AT 2T T T DD, TWT D2 L xy MU —7BifELik
BETEET

cFH): Xy NV EHETHILIZ—YV =B RAT DT VT 4 TV A FERZ L INAH

A4 FOBRIEDOEEZ AN Z D K 912 CiscoDNA Center IZ45779 5 Z & TEITESNE T,
EEIX, A }‘@77 FGAT LV AZA A =L EZN T 5 CiscoDNA Center ¥ 7 h 7 =
7 OHEFHILY A B OEW A T AOETRNATVE T,

WTNDOFRIED 7 = — VA —"—DFETH, BIOT 7T 4 THA MR F T4 TR D &
T4 WA Y BN AT AT HBENIC [Standby Ready | IRREICEAT L £ 9, ZDOH A FEHL
WARS U NA A~ & LTHESLT AIZIE, [Monitoring] # 77 ™ [Action] 81 T [Rejoin] % 27 U v
y L/iﬁ‘o

FET T —ILA—/\—DFB

TFEICTT = — LA — =% BAtAT D88 1%. CiscoDNA Center TF 4 AKX U BN AT A
DAA A RV AR YA MIBFEEID Y TON TSI r—LE ANKELZET, FEI7 =—
WA ==X, BUEDOT 77 4 7% A4 NTRIENPEEL TWDZ ENHIL, AFX XA A
N LWT 7T 47 A N LT T 77 4 7IHRET DHEIENTT, Fih7-—1
A= R—Z BT DIk, ROFIEEFEITLET,

\}

GE)  FET7 =— A== BV A FOBT 22 LIITEE A, IR BUET 7 T+
TP A RO DOHRFATTEET,

ATV TN A=a—TA4=23v (=) 227U v 7 LT, [System]>[Disaster Recovery] DJIE|Z 3K L < [Disaster Recovery]
N=UERHEET,

7 7 4L hTliL, [Monitoring] % 7 WER Z 4L, 7 4 FRAZ YU ANV AT LD MARRYNRERINET,
ROBITIE, :wau FBIEDT 7T 4 THA MZr 74 LTWET,
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Main Site [ Recovery Site
10.30.199.51 10.30.199.97
Active Standby
Witness Site
10.30.199.158
Up

AT w72 [Action] 81 C. [Manual Failover] %27 U v 7 L%,

AHBNAF A bDOE— /L% [Active] IZHIV R % 5 Z & &7~ [Disaster Recovery Manual Failover] %1 7 &
TRRRSNET,

AT 73 [Continuel] %7 U v 7 L Cil#AET,

NR=VOLH T, 72— N A —N"=TmEARHBENTZZ L 2R T Ay E—URERRINET, I
ETCTIT 47V A FELTHIEEL T2 T A MME, VAT A0 58]0 B X 1L T [Standby Ready] IRREIZ 72

D ET,
Main Site Recovery Site (7
10.30.199.51 10.30.199.97
Standby Ready Active

Witness Site
10.30.199.158
Up

ZOWRT, A YA R VAN YA FOERAFERSH, 7— 2 OERIIITON <R £, /
DT 7T 4 7Y A MIMERHL5E1E. ZOMICER S OREZ R L £,
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FHT - A —/\—DOBh

BIOT 7T 4 T A "eF 4 FRAZY AN ZATF MIHEBINTAET, ROT z—LF—"— (X
TAED T 2= AN 2L LD T == VA= N—D[E ) ZRETHZEIEETEETA,

ATV TE ALY A NV BRYSA NEFERL, T AP AZX VDN VAT LEFRELET,
1L UAARUYA MZr A LET,
2. [Action] 7K C, [Rejoin] #7 UV v 7 LET,

AL NA YA NOT—=Z R HEEEND L E2RTIAT R I PRERRENET,

AT w75 [Continue]l 27 V v 7 L CRICHER, T—X DEREFHELE7,

CiscoDNA Center TR #H T2V —7 7 ua—NgE 73U, FE 7 =— A —N—[F%E T TT, BET 7T«
T A FELUTHERELTWEZAL YA ERAZ ALY A MR FT,

Main Site — Recovery Site (7

10.30.199.51 10.30.199.97
Standby Active
Witness Site
10.30.199.158
Up
=2

RTYT6 TAVAX D INY AT ARBEREICR T2 L 2B LET,
1. [Monitoring] % 7 O EIZFE/R 7= AT — & A7) [Up and Running] (272> CTW\W5 Z & 2R L £ 97,

2. ARV IDHA LT AT, [Rejoin] X A7 BNIEFICHET LizZ & 2R LET,

. Cisco DNA Center ') 1) — X 235 BIEEE A F



| Fav¥r2URNYOERE
Feoz2unny o x7ao—iEL [

Event Timeline
Hide Timeline

Last Update: 7/13/2021, 1:52:15 PM UTC-7

End
(J v & Re-Join - 10.30.199.97 7/13/2021, 1:51:02 PM UTC-7
Start Time 7/13/2021, 1:41:08 PM UTC-7
Status Message Successfully setup disaster recovery
End Time 7/13/2021, 1:51:02 PM UTC-7
Hide Details
(] v Configure active - 10.30.199.97 7/13/2021, 1:45:17 PM UTC-7
Start Time 7/13/2021, 1:41:14 PM UTC-7
Status Message Successfully configured active system
End Time 7/13/2021, 1:45:17 PM UTC-7
View Details
o v Configure standby - 10.30.199.51 7/13/2021, 1:50:55 PM UTC-7
Start Time 7/13/2021, 1:41:16 PM UTC-7
Status Message Successfully configured standby system
End Time 7/13/2021, 1:50:55 PM UTC-7
View Details

— > - ~ — —
TAYRZYAN) AT LO—FEL
AA A NV ANYYA Me—RHEILT DI LT, T4 FRZ Y BANY U RT LRFEER
WAEIE UET, A MNHOERNRR S, KV A FRAZ U RT ey T A8 L LTHRE
X010 £, BHICOEZ > TUVAT A& EILT 25/, VAT L& —FFEIE LT,
TITATHARNOEAZ NP A bADT —F OFERE — RN T 20ERH Y £
To Flo, TAPFRZ VBN VAT LAk —FRFIEL T, ROWTINEFATLET,

c VTG AEDT T L— KRBy I — DA VA N— IR EOEBA 27 B55T LE
7,

VAT AERIEIT AV AX Y ANV FEHEAEE B F T,

AA 2, UVANY | FREFERYA NI TR TAUT U AZFITLET,

IRy N U — 7 FIEE TR EICH A E T

RTLDO—BEL
VAT AAVKR—=RY NDA LTI U AEFEMT DRI ETT AT AX Y DN) VAT N —
R I 5121, ROTFNEZFEITLET,
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B o x7r0-mEE

ATV TN A=a—T A2 (=) 271V v 27 LT, [System]>[Disaster Recovery] DJIEIZi&4R L T [Disaster Recovery]
NR=UEHEET,

7 7 4V N T, [Monitoring] # 7 NEIRS I, T4 PRAZ Y ANY VAT LD MR URERENET,
AT w72 [Action] fEHE T, [Pause] 7 U v 7 LET,
ATY T3 FRENTHAT a7 T, [Continue]l 7 U v 7 L TRICHERE T,
RO THEIZ, VAT AE—FHEIET A 7o ARG ENT-Z L2 TT A v E—URERINET,
VAT Kk —RHEIET A 79I, Cisco DNA Center T7 — 4 L —EAOERMB I I E T, Tz,

DAANY YA MUOEIEL TOeh—EXRHERSHET, ZOTRrEAOFETRE, bR IIZBNT,
AA YA NEY IR YA FDORT—H X7 [Pausing] ITFREINE T,

Main Site &/ Recovery Site [
10.30.199.51 10.30.199.97
Pausing Standby ® Pausing Active ®
Witness Site
10.30.199.158
Paused

Cisco DNA Center CHLER X AT INE TT5HE, AR PIZEREINTZAAL A B, VAP A B,
BLOEHEY A hORAT—FZ AREH ST [Paused] IZFEESNET,

. Cisco DNA Center ') 1) — X 235 BIEEE A F
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Main Site Recovery Site [/
10.30.199.97

10.30.199.51
Active Paused

Standby Paused
10.30.199.59 10.30.199.66 10.30.199.67

10.30.197.89 10.30.197.90 10.30.197.99

Witness Site
10.30.199.158
Paused

10.30.199.158

ATYTE TAVFRZ VAN VAT AN—RHFIELTND Z L 2R LET,

1. [Monitoring] % 7 D47 BIZFR/RENT= AT —H AN [Paused] 1272 > CD Z & A MERLET,

AR DX A LT A T, [Pause Disaster Recovery System] % A7 INIEFIZ5E T Lz Z & 2R L £
T

2.

Event Timeline

Hide Timeline
End Last Update: 7/13/2021, 2:14:54 PM UTC-7
, v & Pause Disaster Recovery System - 10.30.199.97 7/13/2021, 2:13:46 PM UTC-7
Start Time 7/13/2021, 2:00:24 PM UTC-7
Status Message Successfully prepared clusters for pause Disaster Recovery System.
End Time 7/13/2021, 2:13:46 PM UTC-7
Hide Details
9 v Active cluster standalone - 10.30.199.97 7/13/2021, 2:01:33 PM UTC-7
Start Time 7/13/2021, 2:00:31 PM UTC-7
Status Message Successfully prepared active cluster for pause Disaster Recovery System.
End Time 7/13/2021, 2:01:33 PM UTC-7
View Details
o v Standby cluster standalone - 10.30.199.51 7/13/2021, 2:13:38 PM UTC-7
Start Time 7/13/2021, 2:00:27 PM UTC-7

Status Message  Successfully prepared standby cluster for pause Disaster Recovery System.

End Time 7/13/2021, 2:13:38 PM UTC-7
View Details

Cisco DNA Center ') 1) — R 235 BIEE A K
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BUE—BHE L L TWAT 4 R Z Y BN 2T A FHRET 51013, ROFIEEEITLE

D

ATV TN A=a—TA23r (=) 227U v 7 LT, [System]>[Disaster Recovery] DJIE{Z 3R L T [Disaster Recovery]

N=VERE ET,

7 7 4V K TiX, [Monitoring] # 7 N8R4, T4 FAZ U BNV AT LD AR VRRRFINET,

Main Site
10.30.199.51
Standby Paused

Witness Site
10.30.199.158
Paused

=2

AT w72 [Action] i8I T, [Rejoin] 7 VY v LET,

Recovery Site [/
10.30.199.97
Active Paused

AZUNAYA FDOFTXRTOT = ZPHESND LR TEAAT R I RFRRINET,

AT w73 [Continue]l 7 U v 7 LT#ALET,

N=VOHETHIZ, AL YA b VBNV YA b BLOEHEY A b2 i+ 27 0 A0S
Tl ERTAyE—UREREINET, 20T RAOETHIX, PR IiZB T, AT A hE

U A3 A hDAT—H AN [Configuring] I\ZFRE SN ET,

. Cisco DNA Center ') 1) — X 235 BIEEE A F
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Main Site &
10.30.199.51
Configuring Standby @

o=? o=?

0.30.197.90 0.30.197.99

i

10.30.197.89

v27n~nBEsm ||

Recovery Site (7
10.30.199.97

Configuring Active ®

Witness Site
10.30.199.158
Up

=2

0.30.1

99.158

Cisco DNA Center TR X AT INET T 5 &,
BLOEHY A "OAT—Z ZANEHFINET,

Main Site =
10.30.199.51
Standby
0.30.197.89 0.30.197.90 0.30.197.99 0.30.199.59

FRBEIZFKRENTZAA A B

A RY A

Recovery Site (7
10.30.199.97
Active

Witness Site
10.30.199.158
Up

=2

10.30.199.158

AT 74 [Monitoring] % 7 DA EMBIZF /R S 72 AT — 4 A8 [Up and Running] (272> CTWAH Z L &R LT, 7«

PRZY BNY AT BB R > 72 2 L 2R L £ T,

Cisco DNA Center ') 1) — R 235 BIEE A K .
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B 7 svxsunryozsrosassn

TAYREZ)HN) SR T LDEREEIA

TRV ryTIE, TAFRZYBIANY VAT AREETABOEEEFEEICOWTHI LE
—gqo

NI Ty TEIWETODRETEIR
c R IT T VAT KOT VT AT YA ML DOHRAY YV a— L TEET,

R I T T T 7 ANDETIE, T AT RZ U N BNEINI > TOBIREETIEFEITT
XFERHA, FTUVATLE—FELETAIMNENHY £7, B VT, VAT 20—
FEfE ik (213 X—) 2R LTS,

NI T T T ANDETE, VAT hE—MHEILTDRNCT 7T 4 T oA BT
DHEITLTLIEES, Nyl T v T T 7 A NEBT L%, AT LOYA MTERM
THLENHY F9, kY, T4 HFRZ VNI REREIN, 77747 A bO
F =B DAL NP A b~OBERNEEENE T, FEHCOV TR, VAT A~DEHS
m 216 ~—) ML TIIEIN,

Ny I T v T T 7 ANDETIE, VAT ANOMD ) — K L[ L/3— 3 > D CiscoDNA
Center N A VA M=V SN TNWDHT TAH ) — RTORFTTEET,

s TV F—NR=NRAETLHE, BEORY 7T v EETOREBLIOCAR TV a—b
X, LT 7T 4 79 A MRS EYA, BEBRTILERSHD 7,

« BBRICE A9 28561, Cisco DNA Center ~D#15 TLS ##5D TLS N—V a2 V%7 v 7
JL—R$52 ¢ 75’3”0@3 W LET, [Cisco DNA CenterSecurity Best Practices Guidel ¢

[Change the Minimum TLS Version and Enable RC4-SHA (Not Secure)] h & 7 Z &R LT
KISV, AP A "ETTIZT v 77 L—RLTWAEAIE, VIR A RET v
T —RTHZEEBEO LET BEENICE, TAFRAZ VDN AT AET Y
T4 T DR, FIET 2= A= N3 RAELTR)

FUPFZRZY IR AT EDNRy 7T v FEEITLOZEMIONTIE, RNy 27 v BT
(161 =—) ZZHML T LI,

J—FFERERYVSRAZORBICET 5ZEEIR

FAPFRZY INY AT AOEREZEISTIZ, KOWTHNEFITTHZ LT TEXERAL
e+l By T v T/ —RD 1 D%2BEEWHR 5,
I3+ By NT v T TL OOV A FOFTRTHO /) — REEZXHZ D,

ZORINH DAL, VAT AOBREMERE (202-3—) TEHHASNTWARIEEZET LT,
VAT AEHEEB LT EIN,

. Cisco DNA Center ') 1) — X 235 BIEEE A F
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sumcErszEsE

BRERICEHTSEEEIR

YRV HA MZHLT T ITAT L AHFET D27 —Z1E. ROV TV A THIRSLET,

T AYPAZ YN VAT LEZYPD Ty N T v T L, VAT LET 7T 47675 &
%O

s UM NV A NRBIET VT 4 T A FTHLHEARIZ, VAT 2% —WEIE L, B4
L T, U ANUY A FELTHBRET S &,

WEDOT 4 FRZ Y INY VAT LT 5 L &E, EOYA WBRBIET 7T 4 7Y A
FTCHLMWEMR L, TNET AT LDAAL P A FELTRERLTIZSY, E2iE, UA
WYY A NOTFT—% (BUET 7T 4 7T705G6) ONXv 7T v 7 HER L, VAT LAOFHERD
A Z DT =2 &V AT LDAAL YA MIELTHIEHTEET,

HA ICR8T 2B REIR

TAPRZY N AT AOEREESTIZ, AP A P VDN YA FEH——F
I TAZMNOHA Y T ALITEMT HZ LT TEEE A, BRERYGEIT. ROTFIEZFETLE
h@‘o

1. VAT AOAEMER (202 X—) |
2. WHFOYVA M2 HAZ TAXITERHLET,

3. FREL. FAPRLUASYEFT 7T A TELET (FaFRH Y HRY ORE (191
/\o‘—f)) %%ﬁg) o

YA MEFICHT 2FESE

FTHN N T, FAPFAS Y HRY CAT MR B LT, Ho MCHE DI L
EIEERBL, KOVWFRNOT 7 >3 v 2F4T LET,

T ITF AT A IRE T LT ARE, To—F—R—T v 2AREREINET,

« AZUNA P A NEITEHEY A FOWT NN T T T D E VAT ANIEOTA b
Zy b LTC~—7 L., [Action] fHIg) D X A7 ZBlA T HH4REZ N L 7,

TR T DRNCH A7 R L LD &35 &, BT TEXRWEBAZ/RT A vt — U8 [Details]
Mk IC TR R I N ET,

TAFRZ)AN)A R DR
T AP ALY N AR NPRET D T-ONTHEIZ 5157 5 X 9 12 Cisco DNA Center % 7% &

T&ET, INLDBHMEREBLOY TR T4 7925 H5EICOWTIL,  [Cisco DNA Center
Platform User Guide] @ [Work with Event Notifications] #ZMR L T 7Z&\, ZOFIEEZET

Cisco DNA Center ') 1) — R 235 BIEE A K .
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L7z %, [Platform]>[Developer Toolkit] > [Events] 7—= /L C [SYSTEM-DISASTER-RECOVERY]

AN R EEIRL,

PTRAITIFATLTNWDZ AR LET,

Y727 5 4 T4, Cisco DNA Center |3, 3 AT ADIFAZOF IR TN 7272 DT IPsec
Ty valrBNE T L TWA I EERTEMAEXGFELET, ZOMAEZERTHITIE, KO

FlEZEFITLET,
1. VAT AO—EHEIR

213 =—3) .

2. AA YA LI ANYHA FOWMSGT, BUED Y AT LAEAELZBEBESHRAET, A=a—
TAary (=) #7VYvZ LT, [System] > [Settings] > [Trust & Privacy] > [System
Certificate] DJIEIZIER L £77,

3. VAT A~OFEBN

YR— R ERBARY R

(216 =2—) |

ORI, TAYTAZYBINY AR &R LET, Cisco DNA Center Tl, A X hA%EA4

T5 L@ e AR LET,
DRTLDANILA | AR b BN
AT—2 X
OK FUAPFREZY HNY AT ANEEF TY, |Activate DR (Disaster
Recovery Setup Successful)
OK AA YA NEZIZY AR Y YA R~ = — |Failover Successful
WA= NR=PNIEFIZET LE L,
OK AA YA FNOBENIEFIZSETLE L, Successfully Registered
Main Site
OK U AN YA FOBGEDIEFIZ5E T UE L7, |Successfully Registered
Recovery Site
OK B A FOBRENEFIZE T LE L, Successfully Registered
Witness Site
OK FUAPFREZY HNY AT ANIEFIC—EE |DR Pause Success
LUELE,
OK AR XA A FDPEEL TUWET, Standby Site Up
OK B S SEIEL TUVET, Witness Site Up
OK F AT RAZY XY AT ANIEFICE G | Unregister Success
PrEfE LTz,
Degraded AA YA FEAIZY BN YA R ~D T = — |Failover Failed
N —R—IN KL E LT,

. Cisco DNA Center ') 1) — X 235 BIEEE A F
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DRATLDANLR (AR b WA

Degraded AL A A NNBSES 7 LT DH T2, |Standby Cluster Down
HE) Y = — LA —"— (3T £ A,

Degraded BEEY A FNBEX 7 L CWAT-%, HE) |Witness Cluster Down
7z A=A T E T A

Degraded F AP REZY INY AT LA —E L TX |pause Failure
A,

Degraded BGP /L — 7 RANH A XA RN B L £ L |BGP Failure
7o

Degraded AT LOY A MEZ BT D IPsec b /L | IPsec Up
RENER T,

Degraded AT LDV A M AT D [Psec b R /L | IPsec Down
MBUEL T L CTONET,

NotOk F AP RAEZY IR AT LAOBREIZHKI L |Activate DR Failure
FE L7

NotOk BIAE [Standby Ready| {REEIZH DA RiX. 7 « |Activate DR Failure
PRLZY I RY AT KTHBINTE £ A,

NotOk F AT RAZY IRNY AT DOBGRRERIZ S |Unregistration Failed
L% L7

NotOk AA YA NOBEITHRRLE LT, Main Registration Failed

NotOk UBNRNY YA NOBRGIZRIELUE LT, Recovery Registration

Failed
NotOk BEEY A N OBERICRELE LT, Witness Registration
Failed

TAYRIVAN)ATLD NS TNV a—T427
RORIZ, TAPFRZYANY AT DWTHRAET D REMDN O DM & £ O k2R L E
D

A\

GE)  FuYFRZVINVEENRRETIZZA LT 7 N LEBAIE, [Retry]l 22 U v 7 L CHEEL
FHEFITLET, MENREE ST, TOMIRIKROFICEH SN TV ZRWEETX, Cisco
TAC IZBWEbEL &0,

Cisco DNA Center ') 1) — R 235 BIEE A K .
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SODR10007 Token does not match. U XYY A FOBGERRICIREEEI N F—7 V38,
AA YA FOBERRFIZAER ST h—2 & —E
LEFA, AA %A D [Disaster Recovery] >
[Configuration] % 7" C, [Copy Token] %27 U v 7 L
TELWh—=27v%abt—LET,
SODR10048 packages (package names) are mandatory |/ AT AZEEETHENC, VA RSN TWBHNy r—
and not installed on the main site. A LA F—)L Lij—o
SODR10056 JUT UV VINESNTH D, U P A NBIOEERY A FOBEERC, A A
VYA PDELWI LTy BN L LR
B L £,
SODR10062 () site is trying to () with invalid | U ZNNU P4 MBI OREHY A N OBEERRICERAE X
IP address. Expected is (); actual is j/bfi){/( \/.H-/]) ]\@IPT ]\\\1/7\753\\ )(/r :/‘H'/l) I\@
0 BRI IR S NI [P T RLR LR Y £,
SODR10067 Unable to connect to (recovery or AAYA IR BE L TCWAZ AR LET,
witness site).
SODR10072 All the nodes are not up for (main or|H A FD3IED /) — RTXTCHRBEEHL TWAENLE D
recovery site). ﬁ)%ﬁﬁgfg\ Li@—o
SODR10076 High availability should be enabled on| KM FNEZFAT L C. ErHME (HA) 269 LE
(main or recovery) site cluster. j—o
1. HAZANZTDRERHLIA MIr s AL
£7.
2. Ama—T7A4ar () &7 )y 7 LT,
[System] > [Settings] > [System Configuration] >
[High Availability] (O JIEIZ24R L %3,
3. [Activate High Availability] #27 Y 27 L£7,
SODR10100 (Main or recovery) site has no third |(Cisco DNA Center CHEMFH L TWAT 74/ D
parcy certificate. AR A — | —7 ¢ GER T I = o E T, 3
AIZDOUWTIX,  [Cisco DNA Center —/3—ZEH
DEH (95 ~—v) | ZBRLTIZENY,
SODR10113 Save cluster metadata failed. W7 U XY FNEOFEITIZ OV TIE, Cisco TAC
WZBMWEDLELTZE N,

. Cisco DNA Center ') 1) — X 235 BIEEE A F
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SODR10118 Appliance mismatch between main () and| XA YA N U XYY A NTELATTI5A4T
recovery (). VABMERENTWET, T4 PFRZY BN EIE

WIZBERT DI2E, WO A M THELU 56 £k
123777747 AEERT2UERH Y £,

SODR10121 Failed to advertise BGP. Reason: (). |ZEMIIZOWTCIE., [BGP/L— FT7 RAXZ A XA |k
BT ORMED N T TN a—T 4 T (231 N—
V) 1 ZBRLTIEEN,

SODR10122 Failed to stop BGP advertisement. ZEHIZHOWTIE, BGP/L— T R A XA |k
Reason: (). BT AMED VT TNy a—T 4 7 (231 _—

V) 1 EZRLTIEIN,

SODR10123 Failed to establish secure connection| Z MORHREICX T AMEFFKILH Y 5 A, Cisco TAC
between main () and (0. CHRE LT, PR b AT S,

SODR10124 Cannot ping VIP: (main, recovery, or |IRODOFENEZFEITLET,
witness site's VIP or IP address). . .

HEELILT RLANIELWZ E &R LET,
¢ 7 RUABMDT RUANLEIFERRETH 50
EoOnEd LET,
SODR10129 Unable to reach main site. () AA YA MIERESINT-Z X —T7 T 4 Z{KIEHIP
T RUANR, UBANRY YA N EERY A b BE
TWHETHLMNE I PR L ET,

SODR10132 Unable to check IP addresses are on AT LB EZVELE T,
the same interface. BEZLCVELET,
()

SODR10133 The disaster recovery enterprise VIP |5 4P A X Y HhNNY AT LDOY A FMEOBEEIL.
() and the IP addresses () are not I:/ﬁ‘——705/1)1*/ }‘7“‘70C{Z§ﬁbi70 )(/I’
configured or reachable via the same YA REY HNRY A ]\@i.‘/ﬁ’—705/fx1,}ifﬁ
prrerrace, Theor e omeNYOrSRUClR Y RLA, BLUERYA FOPT KLAR, =

? ‘ VH—T G RA B —T e AR LTCEETE
HEINCTHHLENRDHY 9,
ZOTT—F, 1 DFEIFEHOI A MIRESN
72IPT RUAAARIP 7 RL AR, WfEIc= & —
TIARA G =T 2 RLSDA o F =T = A X
FEAHLTCWLZ AR LET,

Cisco DNA Center ') 1) — R 235 BIEE A K .
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SODR10134 The disaster recovery management VIP 5‘54 PREZ Y Y AT LOEFRIEIPT KL A
(VIP address) and the IPs (IP 53:\ %ﬁ/l’ \/57_7:]:4' Xfﬁhﬁféﬂ\gﬁ)% @ i
addresses) are configured/reachable +. ZOTT—|% %ﬁﬁ S22 OIFFEIP T KL &
via same interface. It should be 75§§£f€éﬂfl/\f£l/\/f \/57%73:/‘,;(_({&‘*5‘“)7 S
configured/reachable via management N e - .
interface. Check the gateway or static I/Xﬁ)ﬁﬁﬁxménfb\é e %‘_’KL/SETO
routes' configuration. %fi/l) VHE—T A XT%&EéMTb‘é%fﬁ%ﬁﬁ P

T RL AL 32 i — b &B L £9,

SODR10136 Certificates required to establish [System Certificate] ~—3 ([System] > [Settings] >

IPsec session not found. [Trust & Privacy] > [System Certificates] ?DJIEIZE4R)
MHY— FAA—=TF 4 GEHEZB/ET v 70— FL T,
Bz RIT LET, BEENERER L22WGEIE,
Cisco TAC ([ZBRWEDELSZE N,

SODR10138 Self-signed certificate is not —
allowed. Upload a third-party
certificate and retry.

SODR10139 Disaster recovery requires first AAHYAFREY IR A MNZIA VA=V EN
non-wildcard DNS name to be same in TWBY— RX—F ¢ FERE|C, 5:“4» P2 EZ Y B
main and recovery. {} in {} site U VX?‘AH%@C*ETEéﬂf:/%'J@DNS@753‘?)D i'ﬁ‘o
certificate is not same as {} in {} . s — ISP s ,o
site certificate. %1%2\03/27‘5@ DNS%%:‘FHE#@‘H— e

TAREEZAR L, ZOMEHEZW GOV A HZ
Ty7ue—RLET,
=3 DNS4 2 U AL R — RMER ST
N MR LET,
SODR10140 Disaster recovery requires at least ALY A REYINRYY A NIV A R—LEN

one non-wildcard DNS name. No DNS name

found in certificate.

TWBH— =T 4 GEHET, T4 FRAZ Y AN
U AT LD DNS ABEESNTWEHR A, Cisco
DNA Center ClX, ZO4HIZHEH LT, AT 20D
YA M AT S IPsec b RNV EHRELET,
BENWO AT LD DNS L EBET DV — K/3—
T4 FEHEEZAER L, ZOMHAELT T OY A M
Ty r—RLET,

Gx) DNSZIZTA N KA — R EH ST
N L EMERLET,
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X NI =7 DR—=F 4 a =27 E 138044
WXk, AT LATHEMRT L3 20% A M 3TH
Bafor STV R EA1E, Cisco DNA Center T A
rD AT — % A% [Isolated| \ZFXE L £ 97, )7V
J130 BNADFELFIZOWTIL, Cisco TAC (ZH W
HHELTEIN,

External postgres services does not

exists to check service endpoints.

ROFIAEFEITLET,
1. =5—0BRAELELYA M s A LET,
2. WOa<r REFTLET,
» Kubectl get sep -A
* kubectl get svc -A | grep external
3. RO ST, external-postgres ZHHE L F
R

4. {F1ET DA%, kubectl delete sep
external-postgres -n fusion =~ R&FE{TL %

TO
5. URNZKI L7 #BEz imaliT L £,

Success with errors.

Tz — N A—R—ORER ETET AL Y AN
VAT LDO—BHELRICZDRA v —INERE
N5%5E1E, 1 L EOV— v 2 Tl 7 —n
FAELZICH DD O THRIENIEFIZE T L2 &
R LTCWET, LIci#EA, [Rejoin] 7 U v 73
HTET, VAT LEHREHTEEST, Zhbox
7=, TOBEIEIZ Lo TR SN E T,

Failed.

ZOAyE—VIE, 1 DU EOY—ERATEKRT
T BRELTTZDIZT 4 VAL D B NY BUERK
L7 Z LR LTWET, ZoEEEZ T TV
Va—=T AT DD, AR NFALTA
EFRRL, BHEST LTI RIVA T T 58
ERBEHLET, ZOXAvE—UREIRENTD,
[Retry]z 7 U v 7 L CHEZ BT L £ 7,

Cannot ping VIP: (VIP address).

VAT AIREENTWBZ U H—TF A AVIPT
RUANRBEFRETH D Z & 2R LET,

VIP drop-down list is empty.

VATLADVIPT RLARLE 7T RAEZNY 7 BIEL
CEREESNTWVWAHZ L 2R LET,

Cisco DNA Center ') 1) — R 235 BIEE A K .
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Cannot perform (disaster recovery
operation) due to ongoing workflow:
BACKUP. Please try again at a later

time.

AT a—VENTNY I Ty T OETHICT 4
AZYANRNVEENR N T—SNE LT, Ny I T v
TOFETRICEMELHFAIT LTI EE N,

The GUI indicates that the standby
site is still down after it has come

back online.

ABNRAY A IR F T LTI, £V A b
% Cisco DNA Center D FIDORITTT 4 PR Z U &
/\) VAT AMBSEECEX oA 2EE®

AT HBEBIICBG S NN ERBV T, D
iE'/m\ ZOY A FHBBEIREICRKE > TH, GUI Tl
AL T0WDHEDE LTERINET, AZ N
AV A SWALTF U AET—FRDEETHHIZD
VAT LEHEETLZE L TEEYA,

ALY A D EETLT DITIE. ROFIHZE
L/iﬁ—o

1. SSHZ A4 7 FT, RAFZU ALY A FMzua s
A4 LET,

2. maglev maintenance disable =~ > R & 347 L C,
YA AT F o AT— RO EBESEET,

3. Cisco DNA Center I2 7 71 > L £,

4, A=a—TA4ar (=) 270y 7 LT,
[System] > [Disaster Recovery] DJEIZER L &
D

F 7 )L KT
b\\i‘a_(]

5. TAVARZYDNY AT N FEEHTH20
2. [Action] i) C[Rejoin] 27 UV v 27 LET,

IZ. [Monitoring] % 7 238N X 41T

Multiple services exists for MongoDB

to check node-port label.

T3y 7 FHIZ, MongoDB / — R7iR— FhRH—E R L
LTABRENET, ZOR—F2HEEL THERRIC
TAHITIE, ROa<wr REFETLET,

« kubectl get svc --all-namespaces | grep mongodb

» magctl service unexpose mongodb <port-number>

Multiple services exist for Postgres

to check node-port label.

T3y ZHIZ, Postgres / — RAR— kR H—E R &
LTABRENET, ZoR— R E2RE L THERRIC
THIE, kOa~vr REFETLET,

« kubectl get svc --all-namespaces | grep postgres

» magctl service unexpose postgres <port-number>
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| Favr2UDNYOERE
294 rEs+u+ i

294 FEFEVF UL

2H A FEEIL, TAVARAZV DN VATAZHDE 3OO0 A DI b7 & 2906
KRl T o LTt 720304 B N—T 1 v a AbSn72 G E1C%8 A L £7, Cisco DNA
Center NI FXFREBEELF IV AICEDOLIITHIGT 20, BIXOETTIHILERSH DH2—
=T 7 a AZONTE, WORESELTLIEI,
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By rmEorur

FaHREUNNYOEE |

EL Ut

DATFLBLUVA—H—DREE

TFUFL: VAT AD2ODY A FRX T
LET,

1. VAT LT A TA OV A b x
SrEEL £,

BE Z OEER KRB LT84 T
by ZOYA NERZ L RT
nrY A R L GERAT DY
Ak, FIE3 TERA I TW
HEAIDE AT 7T L%
R

2. ZOVA Mel A LET,

3. A4 b EARZ R A FELTH
TESH 2 8A1%, [Standalone] 27 U v 7
L. BRENDEATRTRY 7 AT
[Continue] #7 V v 7 LET,

YA b RAZ o FT7rnoYA R LTH)
ESETLSRWERE. 5. ForL
Z2o0% A FERLET, ROWT
Nz FATLET,

YA NRAT T DEETH
HHEIE. T VA IOVAT L
DDA B LT 20,

C ABUNRNAY A N TTA L DF
FOHAIT. VTV A 4D AT A
La—F—DOxfnE R LTS
W,

T ITATHA NRATTA L DFE
FTHLILGAIE, VT UAS5DOUA
ThLa—P—DIREESR L TL
7ZE0,

YA IR AX L RTa = RNIZbE, &
AT MIZEDT A FOEMEIP T R A% B#)
BN LE T, 72, *y NU—J OHY
nbEYa = T ESTEOI, ARIPT FL
AN—~&T RNZAXLET,
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| F+o282UARYDRE

291 g+ |

EESF UL

DRATFLBLUVA—H—DEE

CHEVA2: T T 4T A b, AF ALY
A4~ BROEHESA EBRF T L, 2R
BRCA > T4 TR Y £,

1.

VATAE, TIT AT A NEAK
NA YA el ET,

VAT NIT VT 4 T A M ERETL,
A K34 A i [Standby Ready] IR HE
IZAD £,

AT A2 OD VAT AEENG[EE
L=z EmmmsinEd,
HERIZHOWTIE, ARV AL L TA
VDEFE=H VT BEERLTLLES
VY,

F AP RZY BN OFE (191 ~2—
) .

VFUAI T T AT A b, AZ ALY
A4 b, BLOERY A RO LET, T
TT AT A NEARZ N YA NI T
A VTR E30, BEHY A NIAT T
DEETT,

VAT NI, TIZT AT A NEARK
NAY A bEBELET,

VAT NIT VT4 7Y A MEETL,
A K34 A i [Standby Ready] IR HE
WA ET,

AT AN 2 OO AT AEENS[EE
Lz enmmanEd,
Rl OV TIE, AR M ALTA
VOEFE=H =Y T EBRLTLES
AN
WDOWT N EFEITLET,
« EEMHY A N LT A RS T 15,
FAPFRZY IR ORE (191 3—
D) AN ET,

o« VAT LADO—HEIE (213%—)
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By rmEorur

TA4HFRE2YHN\) DORE

EL Ut

DATFLBLUVA—H—DREE

PHEVAE4 T T4 THA b, AF ALY
A4 b, BEOERY A "X LET, 7
TT 4T A REERYA MIA T AU
RO FETN, AZ NV A MNIFTTA
DFEFETT,

1.

VAT MIT VT 4 TV A R ESEELT
MHETTLET,

AT A2 OD VAT AEENS[EE
L7zZ EmmmsnEd,

eI OWVWTIE, ARV MEALTA
VDEF=A VT BEERLTLES
A%

RGO T 727 4 7% A IBRA T A 12
BV . [Standby Ready] HREEIZ 72 > 7214
TAPRAZY BN ORE (1913—)
IZIEVWE T,

AR NP A ND ) — Ra T 5
TWARH D EHM LA, Vb ik
DFNEEFETLET,

1. BEEfH A Mlowa 2o > LT witness
reset 2~ REFETLET,

2. TUT 47 A Mou s AL,
[Standalone] 7 U v 27 L TG,
[Continue] #7 V v 7 LE T,

3. ABEUNRAY A ND ) — REZHLE
ﬁ—o

4, BEHIY A RBLDRNCER S T2
DX HF LA~ 2T 5
LaE, By A oA A =L
(189 ~X—) THH N TW5DFIH
EEITLET, ENLSNOEEF. K
DAT v SR F T,

5. T4 ) ORE (191 2—
)
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| Fav¥r2URNYOERE
BGPL— b7 KA A XA FBIT 2B F5TLva—F >0 [

BEELFUAL DRATLBELVA—Y—-DIEE

CFUAS T T 4T HA R, RAZUNAY L VAT AEIAZ N, YA N ESEEL
A b, BEOEHRY A IRFx D LEST, A FLWT T 4 7% A4 MELTHYLLE
B UNA A N EERY A NI T A T R
RO, 77274794 MIF 774 DFF
<7,

2. VAT AM2ODVAT AEENSEIE
Lz enmmanEd,

I OWTIE, A X NE A LT A
VDEF=A VT BEERLTLES
A%

3. LWIDT 7T 47 A MRATA T
BV . [Standby Ready] HREEIZ 72 > 7214
T4 PFAZY AN OFRE (191 3—2)
RV E T,

AL R A ND ) — R Db
BN D LW LA, [N Iick
DFINAZFEITLET,

1. BV A Mzwv 7oA > LT witness
reset 2~ REFEITLET,

2. TUT 47 A Mu s AL,
[Standalone] 7 U v 27 LTnb,
[Continue] #7 V v 7 LE T,

3. ABZUANRAY A D) — REZHLE
TO

4, BEUIHY A RBLDIRNCEH STz
DX HF LA~ 2T 5
BaE, BEYA FOA A =L
(189 ~—) TSN TW 5 TR
EFEITLET, ENUANOELER. K
DAT v TR ET,

5. T4 PFAZYAANYORGE (1913—
2)

BGP/IL— F 7 ENRA XAV MZBETABRED STV a—Ta >
b

BGP/L— K 7 KR A XA b 257 —%%E LIEGAIT. WOTFNEEZFETLURREZ N7 7
Vv 2—bhLET,
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FaHREUNNYOEE |

B oscr— 7 rRs AL BT AED FS TNV —F 10

AT w1 CiscoDNA Center 7 7 AZ 15, BGP vy a v DAT—Z AEWKIELET,

ATy T2

a)

b)

d)

AR " HA LT AT, [Starting BGP advertisement] # A 7 BN IEHIZ5E T LI E ) D EfER L9
([Activate Disaster Recovery System] > [View Details] > [Configure active] > [View Details] DJIEIZEIR)

227 PRBUTESEIE, REFEATLTHOFIE b IR £,

1. =7 —AvE—VIRENTONDRAN—L—Z BB L TN D0 E D Ml d 5,

2. A N—L—% L Cisco DNA Center D38 57 E D E MR T D, BN WIGEIL, Bt

EETLLTOLOLHLWT A FRZ UGN Y AT LET 7T 4 72T 50, —REIEXIN-BEFED
VAT AEHEERLET,

Cisco DNA Center GUI T, T 4V AZ U IR VAT LD b AR UEFRR L, A = L—F N
BUET V7 4 7 InE 20 afER LET,
A LTWDEHEAE, —F OBLEMNE, Cisco DNA Center 7 7 A X 53 BGP A /N— & L TRE S
NTODENEIMDEMRELET, REINTWRWEESE, 77 A% EFA =L LTHREL, #L
WT A PFRZ YN AT LET 7T 4 78T 50, —FHEILSNTBEFEDO VAT LA FEB L T
HRITLET,
bgpd 3 X N bgpmanager D1 77 7 A N EFRTHITIE, DA~y FEFEITLET,

« sudo vim /var/log/quagga/bgpd.log

» magctl service logs -rf bgpmanager | Igl

N7 7y ANEFRRTLHEEE, 2T A —URRVNERLET, A vE—URR0WEAIE
BGP vy a UNEL{HEELTWDSZ E2RLET,

WD~ F%&3F{T LT, Cisco DNA Center & ZDFHA NR—)L—ZBOBGP By a v DAT—H X
Z 8 L E T : echo admin-password| sudo VTYSH_PAGER=more -S -i vtysh -c ‘'show ip bgp summary'
a<y RHIT, FANR=L—ZDIP 7 RLRAEMRBELET, FUITORRBIZ, L—F OBEFRRIEN
0EVARSNTWDLZEZMRLET, ZO%HE, BGPEY Y a BT 77 47 ThHY, #HUNIHE
BBLTWDZEa/RLET,

TT =Ry E—VIORINTWNDIRAN—L—Z b BGP By a v DAT— X A BREL £,

a)
b)

c)
d)

show ip bgp summary =~ > RZ34T L £ 7,

o< RHJIT, Cisco DNA Center 7 7 AX DIRAEIP 7 RL AR RBE L ET, R UITOERREIZ, 77
AZ DEHRREN [0] LV A PSR TV L Z MR LET, ZO%HEG, BGP Ry a v RNT7 77 «
TTHY, WMUNHEREL WD Z L ERLET,

show ip route =~ K& EITLET,

a<w L FOMNEFRTL, TAVFARZ YIRS AT DT E—TF 4 ZHBIP T KL ANT I
HARXEINTNDENE ) EERLET,

e zE VAT LD EZ—T T4 AP 7 KL A 10.30.50.101 THHE LET, 2NN
WICFRRENDIEFDIP T FLATHIEEIE., TR A XENTNWDEZ L 2R LET,
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



