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x%w75%~er~7w@#~tx%77)7~ya/z&y&% P— b REHIEZ T —% A ([Up]. [Down].
F 721X [InProgress]) . 2L~ R —Y R —EZXNE I NZEDSNTT 4 VHUWBET HITIE, 74 NVET
AarE7 Yy LET,

DRATFLANILADE=A—1) Y

[System Health] ~—3"C|%, Cisco DNA Center 77/ 7 A 7 ADPHH a > R—F > F O EF M
E=F—L, BETLHARMEN O OMBEZEH TEET, ZOREL AT L CTEBRBERE
THEATLHECHONTE, DD My 7 22 L T &N,

Cisco IMC #Z#x D FEAL

[System Health] ~— 2223 5121, Cisco Integrated Management Controller (Cisco IMC)
L DR ENLT DN DY £77, @ﬁfﬁf X0, TTIAT U ADN— R =T DIEH
PERFWMANE SN ET, ZNE2TI0E. ROFIREZFETLET,

Y

GE) T T4 7 AD Cisco IMC Bif5ia% € & A1 T& % D%, SUPER-ADMIN-ROLE #E[R % £
A—PF—DHRTT,

AT TN A=a—TA4ay (=) 271V v L TER L EJ[System] > [Settings] > [System Configuration] > [System
Health] OJIEIZEIR L 9,

9T AEDET T T7AT 2 ADIP T KL AN [Cisco DNA Center Address] FI1ZF R SN E 7,
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cisco IMC #4507 [}

Settings / System Configuration

System Health

Cisco IMC Configuration Validation Catalog

Define your Cisco Integrated Management Controller (Cisco IMC) and provide required
credentials. These settings are used to communicate with Cisco IMC and allow it to
monitor the health of the Cisco DNA Center hardware.

Cisco DNA Center Address Cisco IMC Address
192.168.131.11 NA
192.168.131.110 NA
192.168.131.108 NA

AT v T2 CiscolIMC ~D 1 7 A ANERFRERELET,
Q) TTIATVADIPT KLV A&7 ) v 7 LET,
[Edit Cisco DNA Center Server Configuration] A 7 A KA XA U RBHE £77,

Edit Cisco DNA Center Server
Configuration

Cisco IMC address must correspond with the Cisco DNA
Center IP address it is managing. The two systems must be
able to communicate over the network.

Cisco DNA Center Address
192.168.131.11

Cisco IMC Address*

Cisco IMC Username*

Cisco IMC Password*

b) KOIEHEATIL, [Savel 227V v 7 LET,
e TS TAT AD Cisco IMC R — MK L TRESNTZIP T FL A,
e CiscoIMC 2 7/ A T B DICMhBEBRra—Y —4 L RAT— K,
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. Cisco IMC %7 D Hllf&

) MEWIEUT, ZITAXDMDT 774 T L AZONTZOFIEEMEY KL FT,

Cisco IMC %€ D HllB&

DT 7T AT v A% L CLARINZERE S 7= Cisco IMC Bk B - HIR+ 5 121X, DF
EZ 4T L ¥,

)

CE) hboREXHIBRTE SDIE. SUPER-ADMIN-ROLE {E[R# > —HF —D L T7,

AT TN A=a—TA4ay (=) 27V v 7 L TEIRL £ J[System] > [Settings] > [System Configuration] > [System
Health] DJIEIZER L £,

ATY T2 REEHIRT DT 774 T 2 AZOWT, [Actions] ¥ TxfIind 5 [Delete] 74 =2 (M) 27V w7 L%
j—O

AT T3 R4 R, [OK] %227V v 7 LET,

'l

T LA R MBEROZEER

VAT DA N REENZ BT D

Cisco IMC & DO 0NHENL S5 & Cisco DNA Center (3 Cisco IMC 725 A X MMEH % I
L. ZTOERERMIEO VAT LA R FELTRFELET, V=LVl E-T, Ih
HORMELA R MILF S, VAT LNV A RO DICEREND VAT DA X Md@s
BB S E9, [Cisco DNA Center Platform User Guidell @ ['Work with Event Notifications |
THHEINTWI RIEEZZE T T2 L8, nbommz, FAMEREROWTUNT
HRZETEET, ZOFIEEZETTDHLEIE, WOAXRV FEBRRLTHTR7 747 1LTL
7ZE0,

REEOFNIRDO A X b
« SYSTEM-CERTIFICATE

* SYSTEM-NODE-CERTIFICATE

B SNTEAMER S AT DDA X b
+ SYSTEM-EXTERNAL-CMX
+ SYSTEM-EXTERNAL-IPAM
+ SYSTEM-EXTERNAL-ISE-AAA-TRUST
« SYSTEM-EXTERNAL-ISE-PAN-ERS
* SYSTEM-EXTERNAL-ISE-PXGRID

. CiscoDNA Center ') 1) — X 234 BIEE LA F
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A RN MBAFHR

* SYSTEM-EXTERNAL-ITSM

1~y raatas

e T AP AZY INY VAT ADA XY b SYSTEM-DISASTER-RECOVERY

o IR AT LDA R
+ SYSTEM-CIMC
+ SYSTEM-CONFIGURATION
+ SYSTEM-HARDWARE
+ SYSTEM-MANAGED-SERVICES

GE) =X —V R —vRAOHE. 7u—7[kE (Cisco DNA Center 73
A R R BT =X ANBHIFRT D OB IER]) 1360
BTT, v F =V R —EARX T LTHORT 77 4 7l o
A, P EANELEINTLZ L E VAT AOIEFEGUNIZIK

ML 2I2iE, Z OREMN N £97,

* SYSTEM-SCALE-LIMITS

R DFKIZ, Cisco DNA Center 28 A7 AIEFMERMA v —T AT 5 &SI sh b =

BpfElme R LET,

YITRA |55 AVREUR REE Ayt—T
1>
RALY : DRT LA
CPU CPU <node-hostname>:CPU-1 OK Cisco DNA Center CPU-1 is working
as expected on <node-hostname>
NotOk Cisco DNA Center CPU-1 has failed
on <node-hostname>
= ¢ +— |Cisco DNA Center CPU-1 is disabled
7L on <node-hostname>
AEY AEY <node-hostname>:DIMM_A1 Ok Cisco DNA Center RAM DIMM_Al
is working as expected on
<node-hostname>
NotOk Cisco DNA Center RAM DIMM_Al
has failed on <node-hostname>
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SRTLEEDER |

HITRA |25 AR VR N Ayt—o
1>
= ¢ A2 |Disk <node-hostname>:Disk1 Ok Cisco DNA Center Disk 2 is working
as expected on <node-hostname>
NotOk Cisco DNA Center Disk 2 has failed
on <node-hostname>
RAID = > | RAIDController <node-hostname>:Controller-1 Ok Cisco DNA Center RAID VD-2 is
ro—3 working as expected on
<node-hostname>
NotOk Cisco DNA Center RAID VD-2 has
degraded on <node-hostname>
5 ¢+— |Cisco DNA Center RAID VD-2 is
T offline on <node-hostname>
* v bk NIC <node-hostname>:nic-1 Ok Cisco DNA Center network interfaces
J— 4 are working as expected
VP NotOk Cisco DNA Center: <x> network
TxAR interfaces are missing for
<node-hostname>: nic-1
PSU FAN |PSU <node-hostname>:psu-1 Ok Cisco DNA Center power supply
(PSU-1) is powered on and thermal
condition is normal for
<node-hostname>
NotOk Cisco DNA Center power supply

(PSU-2) is powered off and thermal
condition is critical for
<node-hostname>
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1~y raatas

$TEA
4y

29

AR VA

Ayt—o

T 4 PR
& FgoN

DisasterRecovery

<disaster-recovery-hostname>

* Disaster recovery cluster is up

* Disaster recovery failover
succeeded to <site-name>

Degraded

* Disaster recovery failover
triggered from <site-name> to
site-name

* Disaster recovery failed while
failing over to <site-name>

* Disaster recovery standby cluster
on <site-name> is down; cannot
failover

* Disaster recovery witness is
down; cannot failover

* Disaster recovery replication
halted; recovery point objective
will be impacted

* Disaster recovery pause failed

* Disaster recovery route
advertisement failed

* Disaster recovery IPSec
communication failed

NotOk

* Disaster recovery configuration
failed

* Disaster recovery failed to rejoin
the standby system

AN
7 F— A
P—r 2

ManagedServices

<hostname>:<name>

OK

Managed Service <service-name> is
Running

NOTOK

Managed Service <service-name> is
Interrupted
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SRTLEEDER |

HITERA |25 AVAREURA 1KEE Aytw—
A4
A 4r— L | wired concurrent clients | <hostname>:<name> OK OK
il B NOTOK The number of concurrent wired clients
exceeded 26250 (105% of limit)
DEGRADED | The number of concurrent wired clients
exceeded 21250 (85% of limit)
EEN The number of concurrent wired clients
exceeded 18750 (75% of limit)
wireless_concurrent clients | <hostname>:<name> OK OK
NOTOK The number of concurrent wireless
clients exceeded 18750 (75% of limit)
DEGRADED | The number of concurrent wireless
clients exceeded 21250 (85% of limit)
EE The number of concurrent wireless
clients exceeded 18750 (75% of limit)
wired_devices <hostname>:<name> OK OK
NOTOK The number of wired devices exceeded
1050 (105% of limit)
DEGRADED | The number of wired devices exceeded
850 (85% of limit)
EE The number of wired Devices exceeded
750 (75% of limit)
wireless_devices <hostname>:<name> OK OK
NOTOK The number of wireless devices
exceeded 3800 (105% of limit)
DEGRADED | The number of wireless devices
exceeded 3400 (85% of limit)
EE\ The number of wireless devices
exceeded 3000 (75% of limit)
interfaces <hostname>:<name> OK OK
NOTOK The number of interfaces exceeded
1140000000 (95% of limit)
DEGRADED | The number of interfaces exceeded
1020000000 (85% of limit)
HEEN The number of interfaces exceeded
900000000 (75% of limit)
ippools <hostname>:<name> OK OK
NOTOK
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1~y raatas

GITRA |8y £YREVR R Ayt—T
A
The number of IP pools exceeded
47500 (95% of limit)
DEGRADED | The number of IP pools exceeded
42500 (85% of limit)
N The number of IP pools exceeded
37500 (75% of limit)
netflows <hostname>:<name> OK OK
NOTOK | The number of Netflows exceeded
37500 (75% of limit)
DEGRADED | The number of Netflows exceeded xxx
(x% of limit)
EE\ The number of Netflows exceeded yyy
(y% of limit)
physical ports <hostname>:<name> OK OK
NOTOK | The number of physical ports exceeded
50400 (95% of limit)
DEGRADED | The number of physical ports exceeded
40800 (85% of limit)
EEN The number of physical ports exceeded
36000 (75% of limit)
policy <hostname>:<name> OK OK
NOTOK | The number of policies exceeded
23750 (95% of limit)
DEGRADED | The number of policies exceeded
21250 (85% of limit)
HEE\ The number of policies exceeded
18750 (75% of limit)
security group <hostname>:<name> OK OK
NOTOK | The number of security groups
exceeded 3800 (95% of limit)
DEGRADED | The number of security groups
exceeded 3400 (85% of limit)
EE The number of security groups
exceeded 3000 (75% of limit)
sites <hostname>:<name> OK OK
NOTOK | The number of sites exceeded 475

(95% of limit)
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SRTLEEDER |

HITRA |25 AR VR N Ayt—o
1>
DEGRADED | The number of sites exceeded 425
(85% of limit)
EEN The number of sites exceeded 375
(75% of limit)
transient_clients <hostname>:<name> OK OK
NOTOK The number of transient clients
exceeded 71250 (95% of limit)
DEGRADED | The number of transient clients
exceeded 63750 (85% of limit)
EE The number of transient clients
exceeded 56250 (75% of limit)
VAT Upgrade <hostname>:<name> OK Successfully finished downloading
YT package <package-name> with version
7Ty <package-version>
L—F NOTOK | Catalog package download failed for
<package-name>
Ny 7 Backup <hostname>:<name> OK Successfully completed backup
Ty NOTOK | Failed to backup
Restore Restore <hostname>:<name> OK Successfully restored
NOTOK | Failed to restore configuration
KA
ISE ISE_ERS <Cisco-ISE-hostname> Success ISE AAA trust establishment
succeeded for ISE server
<ISE-server-details>
Failed ISE AAA trust establishment failed for
ISE server <ISE-server-details>
FASY  #E
IPAM IPAM <IPAM-hostname> Ok IPAM connection to Cisco DNA
Center established. [IPAM
<IPAM-IP-address>.
Critical IPAM connection to Cisco DNA
Center offline. [IPAM
<IPAM-IP-address>.
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227 LE8H2r—1ES [

HITERA |25 AVARE VR 1KEE Aytw—

%

ISE ISE_AAA <Cisco-ISE-hostname> TS ISE AAA trust establishment
succeeded for ISE server. ISE
<ISE-IP-address>

-y A4 ISE AAA trust establishment failed for
ISE server. ISE <ISE-IP-address>

CMX CMX <CMX-hostname> saviceAvalible | CMX connection to Cisco DNA Center

offline. CMX <CMX-IP-address>.
savieNtAvatE | CMX connection to Cisco DNA Center
offline. CMX <CMX-IP-address>.

ITSM ITSM <ITSM-hostname> T ITSM connection to Cisco DNA Center
offline. ITSM <ITSM-IP-address>.

Ay AVS ITSM connection to Cisco DNA
Center offline. ITSM
<ITSM-IP-address>.

DATLEEEHRT—ILES
%5 2 % Cisco DNA Center 7 77 A 7 > AIZiE, RONR—2 3 o Nb 0 97,

44 AT T TITAT R

A a Bl % 5 DN2-HW-APL

44 a7 FuE—ar T FIAT AR 2Bl BE S DN2-HW-APL-U

$ 56 2T T STAT A AR E DN2-HW-APL-L

5627 FuE—ary T TIAT A A FEE DN2-HW-APL-L-U

N2 aATTFIAT A A B RE DN2-HW-APL-XL

cl2 a7 FuE—ary T FIAT A AN FKE DN2-HW-APL-XL-U

VAT IANVAIZEY DT T IAT VANEH — S, ROBIRENTWD R Y
N —7 aVR—2 2 bEFED LEWMEZBZ D 7-NT@MmNERENEd, EkansiEm
FOMBENEN T, HESHIZLEVVED S —t T =2k o THRA D £,

e LEVMED T5% iR 5 L.
e LEVMED 85% ZilZ 5 &,

ik (P3) WAINERSNET,
iy (P2) WHINERSNET,

s LEVMED 95% il D L. 7 VT 4 (P1) WHNERSNET,

)

GE)

S, LEERIRFSLET,

TRTCOT I ITAT A (ZAFIZEFRZ2<) 1220V T 1,000,000 D@ F N ER v 7 IR
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R2Z:AZVF7OV TITSATURIZE T BREDH

SRTLEEDER |

Yy kD= avik—x2 b

UMaOFF7TS5AF7UR

56 377 T3AT R

M2a7775347>R

[Total devices]

X v hU—7 NOART A
AL TAX VAT INA ZADE
A, ZOEAE ARV K
INCTDHMERH Y £7°,

5000

8000

18,000

HHEF AL A (L—& . A 2000 4000 5000
A vF, AZy 7 BIOY

Af¥LAar br—3F)

T A YL AF AL R (T2 | 4000 6000 13,000
ARA v MBI )

ARy Y OmEAE— 48,000 192,000 480,000
SRS T OWEA L & — 7 = | 120,000 480,000 1,500,000
A A

Total clients 25,000 40,000 100,000
Xy NT—INOFMZ 74

Ty NBIOERY AT

NOERHEIL, ZoEEBA

T2 £¥ A,

BS54 T (R 25,000 40,000 100,000
TAXY VAT ZA4T7 b ([A|25,000 40,000 100,000
IR§)

—BE 7 AT b 75,000 120,000 250,000
PA R 1500 3000 6000
715 NetFlow 30,000 48,000 120,000
IP 7 —/L 50,000 75,000 100,000
R —= U v ZHA A 25,000 25,000 25,000
X2 VT IA—" 4000 4000 4000
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£3:3/—FUFREFTISATURIZE T BHEDOH

xy kD=9 R—2x2k 5 377 T4 TR Ma77T54T7 VR
[Total devices] 8000 24000

Ty NU—T NOHFBRT A AL T A
YURAT AN ZADEFHEN, ZOffix
AWK T DRERDHY £7,

HBT A A (=K AL v T A |4000 10,000
o7, BIOUAFY LRz ba—

7)

TA Y VLATNRA A (T 7 ARA | 6000 18,000
rBEXOEY—)

ARy ™Y OYERR— k 192,000 768,000
MR LOWEA o —T = A 480,000 2,000,000
Total clients 60,000 300,000

v NU—INOERI TAT v v B
FOMER 7 S 4T FOSEEIL. =
DIEEBZ 72V DT E2HENRHY

EScan

G 74T b (R 60,000 300,000
TAX LA TA4T7 v ([l 60,000 300,000
—Wpe 7 S 4 T b 180,000 750,000
P 1 R 3000 6000
#1{7 NetFlow 48,000 250,000
IP 7—/L 75,000 100,000
R v—< b7 AP AR 25,000 25,000
X2 UTF 4 IA—F 4000 4000

)

GE) VAT AIEFMIZ. 30044 aT T T T AT A TR S 415 Cisco DNA Center 7 7 A Z T
Y AR—FShTWERA,
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RAT L kARO

SRTLEEDER |

DR

[System Health] ~— D bR v IZiE, 1> NV — 7 T8 417z Cisco DNA Center 7 77 A
T A LI AT I (Cisco Connected Mobile Experiences (Cisco CMX) <2 Cisco Identity Services
Engine (CiscoISE) 72&) N7 77 4 v 7B TR RINET, ZOXN—=IU b, Xy hU—
7 LORER S D a v R—3 0 MOEREPLE R v R—3 e TIEeFETEET, 2
DR=VIIT T TAT L ALNBY AT LT — 2 WY AT, ETLUED My 7 TH
HT DX A7 ZETTHHERDHY FT,

* Cisco IMC #£ft DffeNr. (8 X—)

« VAT LAY NBAIORE (10 X—)
ZDOR—=TEFRT HITIE, Cisco DNA Center GUI T [Menu] 74 2> (=) 227 U7 L,

[System] > [System Health] DNRIZEIR L EF, hARYOTF—ZL30 BB TR—U 7 X
NET, LT —22%ET5E, Z2OT7 4B MR VICHEBIPIZKRSIVET,

WORIZIEE LTI,

» Cisco DNA Center (X IPv6 V7R — T B L 51270 F Lz, IPv6 AT/ TWNWB Y
FARERRTHE, PR IL, FOIVTAIDOZ L E—T T4 ZMBIP T KL A
BT 2ROERbFTRINET,

e[Pre] 74— /LR :16 Y hDT LT 4 v T R

*[GID] 74 —/VF :32Ey hdJ a— L ID

[Subnet] 7 4 —/L K : 16 B OV T v ME
IIGABRDELE—T T4 AP T RLADED L, 7V TAEZD MR T A D
TANAFFIEA S ET,

s IPV6 XD 7 T A XX, RRIL Y IPV6 RGOS AT M D, e L TCT — ¥ & s
TEHZLENTEET,

HHGEENTWAT T4 T LV AETIIANEB L 2T M, BEOHIENRRE SN TV HIEHE
DA VA =V EINTWDIHEIIFIZ, PFArYTROZ ENRFETEINET,

AEAAEDS 90 H DANICHIBBEIIIZ 72 D KO WCRE SN TV A S, bl e D8 ER
FoRENET,

AERAE 2330 H INICHIIROINIC 2 5 K O ICRESN TV D HBEIE, hARrYIice T —
MBERENTHE~OEEDNRE I NET,

3

¢ VAT AANNVAIN= R T 2T AT IAT A F 2y 7 EEMICEITL, B
TWABT T T4 T LV AETNIINT > AT DS/ MBI 23 72 L TW e WA IR E IS,
%@’k%fbiﬁr 72T, B SN TV R T A 7L TSM4 FRIL—F v v

VaEXRALRY VRERESN TGS, VAT ANLVRT MR YA TH LT,
FDOZEERLET,
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FISATUREABLRTLOMED F5TLva—F125 [

s EBERE CT A VY AX U AN BREFITHEEL TWAHEE. VAT ANLVARE, ALV
YA VDRV A NOBITOT T4 T AT B A—Fo = TIFEREZRAE L £
T, DENE, AA YA ROTFI5AT AL TR, ~"— Ry = TIERS/IRES N
TWFE L7,

T ISGATIORENRURATLOBED NS IV a—T424
VAT AEFHEO MR POEETIL, EENLERRY NU—T alR—3x MDD
A BIRBBICOWTT A T A oy, BERAMEIZO WO 7 A a2 TRENET, =
VIR—% MZBETABEDO T TNV a—T 4 T ERBBT AT, 2R — 2 FD IR
BYTA AN I NERDEET, Ry 7T o7 U0 RUBHE, ROFBEENRE RSN
ij‘o
cfERZMHENTZAREZ R T A A LAX T,

e CiscoDNA Center 7 77 A T2 ACA VA R—LENTUWSD CiscoIMC 7 7 — LT =7 D

N—=Tay (TTIATVADRy T T v 7740 RUDFE)

o RO f H 2,

cMEOBAEDREEIZ BT T 0 (ERE) .

« [HEICBEET S RAAS LV, T RAL L BERIPT KL AR Ier—ra .,
BEGE ST AT MZED B B B E Y — X—23 3 L1 E & B 3A<° Cisco DNA Center 7
TIALT VARRERS DN R 2T ariR—3x R3O EHBEE. TNHDAERY
AT LNETNET T IA TV ADOR Yy TT v 77 4 Rz &, [MoreDetails] U > 7 233K 7R
XNFET, Vo2 a2 70w I35 RT7A4 KA, UNRPE, YT A —R_"—FmFar

A= FDURRMRERREINET, TNODOFKHEADO > 227 Y v 7 LTz MY ZERT
HZET, BEOHEHOIFEREMERTEET,

NE R T LDEGIZEAT ABBED FS I a—TFa4 Y
Cisco DNA Center NHAEINT T AT L EBETERWEGAIE., ROTFIEEZEITLTEDOV AT
Lk ping L, BIECTERVWEHBAE NIV a—TFT 47 LET,
188 BRI

ZOFRIEEFET I HEIZ, WOBEEZFITLET,

o WtERR N>y r— % A A h—/L LEF, [Cisco DNA Center Administrator Guide] @
[Download and Install Packages and Updates] 2 L T 72 &0,

o BEHERRERE~ D B X AR Z Eon — V2B L. ZOFEL ETT L a—P—2F
D —/LEEN Y TETF, [Create a User Role] 7 4 #'— R TZD/NT A —Z|ZT 7 AT
51Z1X, [Define the Access] ~<~—? [System] 17 % BB L 7, #FEMIC>WTiL, [Cisco
DNA Center Administrator Guide] @ [Configure Role-Based Access Control] % &L T 72
Sy,
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SRTLEEDER |
B szv-—rosm

AT w71 [System Health] 7 « > K DA L4y h 5. [Tools] > [Network Ping] % 134R L T [Ping Device] 7 1 > K7
X £,

7 4 > R7Zi%. Cisco DNA Center WEEEFL L TWATRTOT A AN—ERRENTT,

AT T2 BIFEATREYE A T — % A3 [Reachable] TH DT /A ADA T v a K& %27 Y 7 L, [Troubleshoot] U
%7 Vw7 LET,

[Reasoner Inputs] 78 > 77 > 70 ¢ > RUNRE ET,
AT w73 [Target IP Address] 7 1 —/V RiZ, BETERWINBL AT ADIP 7T RLAEZ AN LET,
AT 74 [Run Machine Reasoning] %7 V v 7 L £,

Cisco DNA Center CHMBL AT L& ping T5H &, XA T TRy 7 ANRKRINET,
AT w5 [View Details] #7 U v 7 LT, ping BEKH L= E D hEMEELET,

AT v T6 ping MR L7=8E 1%, [View Relevant Activities] Y > 27 %227 U v 7 L T [Activity Details] A 7 A KA L ~3A
VEBE, [ViewDetails] 74 2> %227 U w7 LET,

[Device Command Output] 8> 77 v 77 4 RUNRBE | MRV AT AZERETERWERKE LTEZLD
NWONEN—ERRINET,

BREEY—ILDEA

FiEEY —/Li%. Cisco DNA Center 7 7T A 7 2 A — R = 7 8B L OEE: S-ANE Y 25 L
DWiFZET AN LET, BiEY—t, Xy MU —Z[CEKQEEL L 2 DRI B L5
NHLIMEEHELET, M7 A TlX, RO LI BREHOF = v 7 BT ET,

« ciscoconnectdna.com ~DIEFHERE AT LABLONN Yy A —VOFHE2A 70— R4 5
7-9) ,

« WIRREI L D FERA £ DA 4,

T TFIAT U AN—RT =T LRy 7y R —E 2AOBIEDIREE,

e AT NVEFEED LEVMEEBZ -y NU—7 a3 iR—x b,
WEEYy — 7 7 B 2451213, ROFINEEZEITLET,

1. A=a—T7A4ay (=) 7Y v 7 LTERIRL £ 9 [System] > [System Health] %2 U » 7
L . [System Health] ~— % Bl & £,

2. [Tools] kv w7 &7 A ==a— 5, [Validation Tool] Z 3R L £ 97,
REEY —ILR— D D E

[Validation Tool] ~~— ¥ DN IX, LARNZZE T LIZMGEERIZBE T 25 ®A S 20 E 2 0t k-
TH2 Y £4, Cisco DNA CenterfFHMN 2 WA, N—IIIRO L 512220 £4,
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giv—n~<—soBy |

= Cisco DNA Center System . System Health . Validation Tool @

> Validation Tool

7
No Validation Runs Available
Use the "New Validation Run" button below to schedule a new Validation Run
Cisco DNA Center (ZHRFEAEIZ AT 21FHmA D o556, N— VIR D X 51280 £,
= Cisco DNA Center System - System Health - Validation Tool ®
em Health > Validation Tool

Validation Runs (7) As of: Jun 25, 2021 2:17 PM @
@ Q searcnt

o@u 0 Selected

0 Name Description Selected Set(s) Status Start Time ~ Duration Actions

w7 upgrade Success Jun 25, 2021 1:57 PM 104 ms view status (8)

(m] 6 upgrade Success Jun 25, 2021 1:30 PM 104 ms View Statu

] 5 upgrade Failed Jun 25, 2021 12:42 PM 115ms View Status
® 0 4 upgrade Success Jun 25, 2021 5:00 AM 135 ms View Status

0O w3 upgrade Failed Jun 25, 2021 3:51 AM 274 ms

O w2 upgrade Failed Jun 25, 2021 3:43 AM 1 second(s)

[} vl upgrade Partial Success Jun 25, 2021 2:57 AM 5 second(s)

1-7 (1]

W DFEIZ, [Validation Tool] — TV &A&RK T 5 2 R —F 2 b & MREEAERIZEE T 2 15 WA F]
MTTREZ 26 ORkReZ R L E T,

5lEH
L#%

Bl

1

[SearchTable] 7 4 —/L K : ZDO_X—U|ZU A M STV D RRGELEEZ 7 4 L2 1 v
T DI OB TINEANTILET,

[Add] R Z > : 7 U » 2 LT [New Validation Run] A7 A KA A &BIE, L
WD 7= DIZWBE R E A AT LE T, s OV T, MREELIEOBLE (24
N=Y) EZRLTIIEEN,
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SRTLEEDER |
B srnzoms

5lEH |EHEA
LR
3 [Validation Runs] 7—7 /L : IRHZ5E T LIZRGELEE N U X hsivEd, 07—

TN, BRT L 4RI, EARTRRRRAEYE v R, SET AT — X A EOERN
FRENFET, WOMITHEE LT ZEN,

« T 740 P T ABIIBHIRRFZINEICE A B, BOT OB RN Y X b S
nEJ,

 BIEEITR OT R TOMBITH LTk, BT e tFHranE 4,

4 [Delete] RN ¥ > BEELERDF = v VAR 7 A T N LTREETZORE & 7
Uo7 32%E, MENHIFRZET, KIZ[Warning] # A 7 1 77Ky 7 A T[OK] &
7V w7 LT, HIRZMEELET,

GE) EATHOMBIIHIRTE £ A,

5 [View Status] U > 7 : FFE DB OFEMZ R LE T, FEMIC OV TR, MRabLet
DFFMOFTR 25 3—V) BB LTIEEN,

6 [Refresh| RZ > 1 7 U w73 5E, ZON—VICERINTWDIHFRN/AETINE
D

REEALIE D AR
MREALEE 2 B4R 51213, L FOFIEEZFATL £,

\}

CE)  —EIZEITTE DMEEIE 1 D72 T, MABLEN T TITETH OHEIT, BT 320 % TH-o
T, WO EZBRGT D0 ENRH Y £7,

AT 71 [Validation Runs] 7 — 7 VI3 FoR S5 0 E 9 MG U T, [Validation Tool] 7 « > K7 TIROWT L%
FITLET,

o T T INPRER I WEGEETX, DRTOMGELE D HIFR STV D0, REELBEN E7Z5E T LTV
WZ L AEBRLET, [New ValidationRun] #7 UV v 7 L¥ 4,

* [Validation Runs] 7 — 7 A RERENTZH, [Add| 227V v 7 LET,
[New Validation Run] 2 7 A KA A U D[AE £77,

2Ty T2 [Name] 7 4 —/b Fio, BEFABEO4L % AN LET,
AT HLENT—ET, BEFOLEZHEHLTLEIN, FEXFIIMMHATE A,
ATwv T3 (EE) [Description] 7 1 —/V KiZ, T 5T 2 MRAELERICEET 2232 AN L E T,

. CiscoDNA Center ') 1) — X 234 BIEE LA F



| vRFLEEOHERK
mwirnzomozxs i

AT R 250 LFETANTEET,

AT w74 [Validation Set(s) Selection] =V 7 C, EITT ottty hOF = v IRy 7 A% A LET,
BREL v P2 KL LT, BT F =y 7 2R R TEET,

ATv TS5 [Run] %27 VU7 LET,

WRREALEL D G D F R

[Validation Run Details] 2 7 4 RA A Ut SR LIZABHIZAToN T =y 7 5ET A
T—2 A, HH, BLOZOMOREEERAER R TEET,

System Health > Validation Tool . . .
Validation Run Details x
Validation Runs (28)
Neme: TEST_5185
Q h Tabl Description: DESCRIPTION_5185
Status: Partial Success
] [=
©Add @ Delete 1 Selected Result Qi Export Q) Copy
8 teme Description A\ UPGRADE VALIDATION SET
Status Al © Success Warning © ficd @ inProgress
B TEST.5185 DESCRIPTION_5185
Q  Search Table A4
O TesT_a768 DESCRIPTION_3768
Validation Status Duration Message
D TEST_1478 DESCRIPTION_1478
Validating maglev parent parenCatalogSener
catalog server settings @ Success 12ms
TEST_1422 DESCRIPTION_1422 htty 443 fi d
O _ I [VERSION 1.0.90] ttps://www.wrong.com:443 configure
O TEsT_sa2s DESCRIPTION_8325 Val
= i I t
alidating maglev paren ParentCatalogServerRepository NOT
catalog server repository Warning 9ms confgured
O  TEST_s5288 DESCRIPTION_5288 settings [VERSION 1.0.90]

ZZTCIEHROBIELFATTEET,
« FoRTBIERE T 4 V2 U 7520, [Search Table] 7 4 — /v RIZHSR CF42 A L
i‘a—o

ZDONRA U DOANRF% json 7 7 AL LTH T a— KT AHI21E, [Export] 227 U > 7 LE
‘j‘o

O ONEFEE A —FT B2, [Copy] 27 V7 LET,

MEEE » b OB

Wikt > MiZ. CiscoDNA Center #7 v 77 L— R4 57 NCEHTHAMLERH Y £, ik
Tty NEFETESTOMLENDLIGEIT. ROFIEZIFATLET,

RTYT1 A=a—TA4ar (=) 227V v s LTERRL F9[System] > [Settings] > [System Configuration] > [System
Health] DIEIZER L E 97,
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B szt roEs

Settings / System Configuration

System Health

Cisco IMC Configuration Validation Catalog

Update Cisco DNA Center with most recent Validation Catalog

@ Download Latest 1 Import

v Validation Set Versions

Assurance Health Version 2.0.0
Assurance Health Validation 1.0.1
Version

Infrastructure Version 1.0.0
ISE Health and Cisco DNA 1.0.0
Center Role Version

Scale Version 1.0.0
Upgrade Version 7.0.0

AT w 72 [Validation Catalog] # 7% 7 U v 7 LE7,
AT 73 [DownloadLatest| %7 U » 7 LC, HAREREHTOMGEL v hou—hrav—2Xyru—RKLET,
ATy T4 FEFE v % Cisco DNA Center {2 A > A— ~ LE T,

a) [Import] 72 U > 2 L. [Import Validation Set] ¥4 7 a7/ KR 7 A% ZET,

X
Import Validation Set

O,

Choose a file or drag and drop to upload.

Accepted files: .tar.gz
Accepted sizes: up to TOMB

Cancel

b) KOWTNNEIFATLET,
*[Chooseafile] V> 7% 27 U7 LT, A VR—=brF5 tar 77 A NVIIEENLET,
WY 72 tar 77 ANET AT My TNDBRAE RSN R T v ST Ry S LET,
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System Analyzer Y — )L D fEF .

¢) [MYAR—btUmport)] 227V v 7 LET,

System Analyzer v —)L D {&

NI TNY a—TFT 0 TP RAE L72E 11X, System Analyzer Y — V2 {FH L CTr
T77ANERHBTEES, VAT ALALNLOB T 7 7 A VIHA T, CiscoSD-Access &V 7
N 2T A A—=VEH (SWIM) I[ZEfFDOR T 7 7 A VARG TE 9, [System Analyzer] > —
ST 7B A4 5IC1E, ROFIAZFEITLET,

1. A=a—TA4ar (=) 27V v 7 L GERL £ 9 [System] > [System Health]DJIEIZ 34K
L/i‘j—o

[System Health] &7 .t > KU 23BH & £97,

2. [Tools] Ka v 7*X 7 U A K)vi, [System Analyzer] Z i8R L £ 9,

ZOY =LV EMEATHENS, ROEICEE LT EEN,

cBHEL W —DIHRN, VAT LGHOETERIGL, RO T AN EX T E—
KL, 8T L7SAT#HIBRCE £9, T TO—HF—(F, IR L7=5E1TD [System Analysis
Details] A7 A KA XA U EZRWTERRTEET,

* System Analyzer * —/L"Cld, Cisco DNA Center @ GlusterFS 7 7 A /L 27 A2 5GB @
T4 AT BRENVLHITT,

* CiscoDNA Center (%, 5GB £7213BE3I A DOV AT AT FEITONTIVNSWE %
BELET,

s WD A b L—UHIRIZIET D L. Cisco DNA Center 13 W E474 1 A 1 [HIFHIBR L F
T, T2, FHLWETHRBBINDE1ICE, HTWEITHHIBRSILET,

e ST AERIZ ST TN 2 —T 4 VT NCDBENL DT, VAT D FEITOT —
BiINRNw I T v TINEREA,

« HA BENT 7> TO D BETI, FITOETHIZV AT ANV A —EARE T LT
e, VAT ANIVANRBHONEE LI-BICETEERTAOLERD D T,

o T 4P REY IR PEINZ I > THDREBETIE, FITT7—FIET 4 FAZ Y INY R
TLADYA FRIRIZL TV r— b ENFERAL, YVATLDT 7T 47T A MEARZ AL
TA MX, MBOEITEEZREELET,

[System Analyzer] R—C % FEX— T 5

[System Analyzer] ~~— D% L, Cisco DNA Center (ZLARTIZSE T L7ZALBRIZ BT 2 1H#HA &
DMEIMTE - TRRY ., FFRPLVES, X—PIIROLHITRY T,
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. [System Analyzer] R—C %+ ES— T 3

= Cisco DNA Center System - System Health - System Analyzer ® @

System Health > System Analyzer

No System Analysis Sets Available

Use the " New System Analyzer Run" button below to schedule a new System Analysis

New System Analyzer Run

Cisco DNA Center (ZALERIZBAT 2N HH5H. X—VIFKRO L H51220 £97,

System Health > System Analyzer

System Analyzer Runs (3) As of: Nov 1, 2021 3:33 PM @
@ Q SearchTable v

© Add 0 Selected

O Name Description Type Status Start Time ~ Duration Actions

O sar3 System data System [} Nov 1, 2021 3:21:00 PM TS = Details (8)
® secs

O sar2 SWIM data SWIM o Nov 1, 2021 3:20:39 PM 7 mins 7 secs = Details

0O s Cisco SD-Access data SDA [ Nov 1, 2021 3:20:15 PM :e?;"s 34 = Details

1-3 < @ >

ROFKIZ, [System Analyzer] ~— T &M T 5 a o AR—x 0 h & WEICEIT D EROSFIHA AT
RGO OMELZ R LE T,

SIEH LR | 5REA

1 [SearchTable] 7 4 —/L K : ZDO_X—INZU A NS TWDHMEEZ T 4 NV H ) T
TRIDDRBLTINEANTILET,

2 [Add] K& > : 7 U w7 LT [New System Analyzer Run] A 7 A KA XA > %
& WO T-DITMBERREZ AT LET, sHMIZ OV TIE, System Analyzer 4L
HoOBth 29 ~—) ZZRL TSN,
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System Analyzer 132 (D BitE .

SIEH LR | A

3 [System Analyzer Runs] 7 — 7 /L : BUEMEITH E72IXLANCE T L2 EZ Y X |k
LEd, MBZ L2, £4Ai. BE T 5 CiscoDNA Center = AR —F >k, LD
TE TSI TRl e EDIE RPN T — T VIR RSN E T,

ROFUITHEBE LTSSV,

« 77 b hTIE, AERIIBRAERFZIEIC IR DAL, BT OB RO Y Ak
SNFET,

 BIFEEAT R OFT R TOMFRICK LTiE, BIfITPe tFHrEanE,

4 [Delete] RZ > : lUBEDF = v 7R v 7 A% A A LIZIREE T, [Delete] 27 U v
7 LCHIBRL £7

=3 EATH ORLBIHIFRTE £ A,

5 [Details] V > 7 @ FpE DWLBROFEMEZ R L ET, MOV TIEL, System
Analyzer LB OGO R (30 ~—) ZZML T E I,

6 [Refresh| R&Z > : 7 ) w4+ 5 e, ZOR=VICERENTODIERNERR SN
7,

System Analyzer {0 T2 0D B3R
System Analyzer JLEE % BHAAT 2 121X, RO FIAZFEITLET,

AT 71 [System Analyzer Runs] 7 — 7 VIRFIR STV DH 0 E 9 )G LT, [System Analyzer] ~=<— Y TR OWT
NI AT LET,

« T ANRERRENRNGEIL, UETOLBNHIBRSN TWD 0, LR ELEZTLTWRNWI L4
/RLFET, [New System Analyzer Run] #7 U » 7 L £,

* [System Analyzer Runs] 7 — 7 /L3 FRr &b, [Add] % 7 V v 7 LET,
[New System Analyzer Run] A7 A RA <A R E £,
AT w2 [Name] 7 1 —/b RiZ, WHOLHTIZ AT LET,
ANTHARNE—ET, BETFORZHEHL T EI W, FERIFIIEHTE EREA,

ATw 73 (LE) [Description] 7 4 —/L RIZ, T bEEAT HABRICBT 228 E A LET,
TR R 250 CFETANITEET,

ATy 74 (EE) [Notes] 7 4 —/L RNIiZ, WMHEIIRET 2:8M1EH (k250 LF) # AN LET,

AT w75 [Selecta System Analyzertorun] =V 7 T, B2 7 7 A L& FfFT % Cisco DNA Center = > 7R—F > hDF
VARG ET Y T LET,
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. System Analyzer SLE D EHI D R R

ATv 76 [Run]27 V27 LET,

System Analyzer LVERE D FER D FoR

[System Analysis Details] A7 A KA > XA vinh, B L7En 777 ANVOEH T 7 A VA
ARLBHHE 9% CiscoDNA Center = iR —¢ > b7 & IR L7234 TICBET 2 BINE W A2 £/~ T
TET, FTHICHENBE LT 7 7 7 A VB RETE £,

System Health > System Analyzer

System Analysis Details X
System Analyzer Runs (3)
Name: sar3
Q_ Search Table Description: System data
Notes:
° Type: System
Add 0 Selected
b Overall Status: @ success
Start Time: Mon Nov 01 2021 15:21:00 GMT-0700 (Pacific Daylight Time)
O Name Description Duration: 11 mins 57 secs
File Size: 50.25 MB
O sar3 System data
Event Details: 2 Download
@] sar2 SWIM data All @ Ssuccess Warning © Error @ nProgress
Search Table Y
O sarl Cisco SD-A Q v
Event Status Duration Message
~ sar3 log collection ° 5 mins 11 secs Log Collection Task Executed Successfully
(] 0 secs Collected logs for default
o 0 secs Collected logs for dms
(] 2 mins 3 secs Collected logs for fusion

I TIEROBIELFEITTE ET,

* [Search Table] 7 o —/V RIZ, RARESNDIERE T 4 NZ ) 7T D DDREITFINE AN
HLET,

s [Download]| %7 V v 7 LT, BfFL7zn V77 A V% targz 7 7 A /L& LTH Y a— R
L\ij—o

HEIE D FAIT D [System Analysis Details] A7 4 FA XA > %BA<IZ1%, [Actions] 5D [Details]
Vo277 LET,

DART L RO VR

RODFIZ, [System Health] ~— D A7 A FAR R PICFEKR 415 Cisco DNA Center 777 A
T UABIOER SN AN AT AZOWTO S ESERBEAEZ R LET, BHITHETS
YEIT 4 (ERE) ISC T A—TLENTNET,

s ETT 4 (EKE) 1 (=F—) : BEH{LIiiz RAID 22> b — T 08k L 7= E 7

COBEBRRTT—% R LET,
VST 4 (EKRE) 2 () : CiscolSEV— — L DEEEZ M. TX 20 E O
R LET,
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cTETT 4 (ERE) 3 (B

WEHELTWD Z 2R LET,

\}

FEINCL-CF T |

RN R 2T arR—R e FREEEBY

G¥)

T TFIAT VADTRTON— R =7 a L R—3%2 R

CEEL TV DEHAIE, FarR—3 2 FOEBIO@MIEER S
NEREA, P VIZ, [Cisco DNA Center Ok] &\ 9 BEIMNFE IR S

hi‘a—o

% 4:Cisco DNA Center 7 754 7 > ADEH

AVR—FY |VEST« (EXE) 108BH |[YEST« (EXE) 2088 |YEST4 (EXE) 30DEA
~
CPU Processor CPU1 (SerialNumber - Processor CPU1 (SerialNumber - | Processor CPU1 (SerialNumber -
XXXXXX) State is Disabled XxxxxX) Health is NotOk and State is | xxxxxX) Health is Ok and State is
Enabled Enabled
F AR Driver - PD1 State is Disabled Driver - PD1 Health is Critical and | Driver - PD1 Health is Ok and State
State is Enabled is Enabled
MemoryV1 Memory Summary — Memory Summary
(TOTALSYSTEMMEMORYGIB - (TOTALSYSTEMMEMORYGIB
256) Health is NotOk - 256) Health is Ok
MemoryV2 Storage DIMM1 (SerialNumber - — Storage DIMM1 (SerialNumber -
XXXXX) Status is NotOperable XXXXX) Status is Operable
NIC NIC Adapter Card MLOM State is NIC Adapter Card MLOM State is | NIC Adapter Card MLOM State is
Disabled Enabled and port0 is Down Enabled and port0 is Up
FEIJREY = — |PowerSupply PSUI (SerialNumber - | — PowerSupply PSU1 (SerialNumber
7 XXXX) State is Disabled - XXxX) State is Enabled
RAID Cisco 12G SAS Modular Raid Cisco 12G SAS Modular Raid Cisco 12G SAS Modular Raid
Controller (SerialNumber - xxxxX) State | Controller (SerialNumber - xxxxx) | Controller (SerialNumber - XXXXX)
is Disabled Health is NotOK and State is Health is OK and State is Enabled
Enabled

REBEHREINTVSNE SR T LOREH

aViR—FR2 b

YEST« (EXE) 10EH

YEST4 (EXE) 20EH

YES T4 (EXE) 3DEH

Cisco Connected

Mobile

Experiences
(CMX) P—

IN—

There is a critical issue with the
integrated CMX server.

CMX server is integrated and
servicing.

Cisco DNA Center ') ') —
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. Disk Utilization Event Notifications

SRTLEEDER |

aAviKR—x b

TEZT4 (EXE) 10EH

EST+ (EXE) 20&H

YEST4 (EXE) 3DEH

IP7 RLAEH
(IPAM) H—

IN—

There is a critical issue with the
connected third-party IPAM provider

* A third-party IPAM provider
is connected.

* There is no third-party [IPAM
provider connected.

* The third-party IPAM
provider is currently
synchronizing.

Cisco ISE : #MB
RESTful +—¢t&
A (ERS)

ISE PAN ERS connection: ISE ERS
API call unauthorized

ISE PAN ERS connection: ERS
reachability with ISE - Success

CiscoISE : 1238
P

ISE AAA Trust Establishment: Trust
Establishment Error

ISE AAA Trust Establishment:
Successfully established trust and
discovered PSNs from PAN

ITH—b R&EH
(ITSM) H—

IN—

Servicenow connection health status
is NOT up and running

Servicenow connection health
status is up and running

Disk Utilization Event Notifications
VAT ANV AE, VAT AND ) — RIE DT 4 A FHEEEHR L, b0 ) — ROfE

RRPA Y b U — 7 BRI

HEHZDAREMEDOH D L-VVICET D L@mERE LET,

RN 15% B2 DHE, VAT ANV ATEEBHNEERELET, £, HHEDN 85% &
DL, VAT ANV ATEKRREMEEE LET, ZNOLOBEMERTERBIOCY TR 54

73BT,

['Cisco DNA CenterPlatform User Guide] ¢ ['Work with Event Notifications |

FE Y

JIZHH SN TV D FIRAZFITL TS EESV, ZOFIREETT 5 & &, 47 [System
Performance: Filesystem Utilization] £ X h A IR L THT A7 T4 7 LTS,

T4 ATERAROERICEAL T, ROBIZEELTLIEEN,

Ny I T T A NEEITLEILCiscoDNACenter 27 v 77 L— K95 L, VAT A
ANVARZ LS TCT 4 AT HRAROEREPEHBE I, 1R S ICERBNIE SN ET,

3/ —FRDHAT 7 A AL MTlE, 32ODF T AKX ) — R THERINTNDETRTD/R—
T4 varPNERENET, Ash @M. HES L= 0 g VIZEA T,

* TAFAZ Y AN PEIN IR TODREATIE, VAT ANVRAET 7T 4T A L &
AL UNRAYA ORI T/ — N LT 4 A7 FAREZER L ES,

HEINBETHIaY
WDFEIZ, VAT LADEFHEOT=X) TR S BAT 2 —K2REE ., T b ofE
PEETHIOOHEINHINEEZ R LET,

. CiscoDNA Center ') 1) — X 234 BIEE LA F
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| vRFLEEOHERK

gmsnz7ooay |
aAvik—xo MY TavikR—x2 b |fERE
Cisco ISE

ShEF RESTful %— B %
(ERS) : FlEnpEME:

WRINDTHI 3V
B A LT RRFEAET D (Cisco

ISE ERS API DR L &V ME %

WA ENFRREEZBR
) .

* Cisco DNA Center & Cisco ISE D& D
TaX ==X UREE
MR LET,

* Cisco DNA Center 7> & Cisco ISE (23]
ETEXAHINEIDEHERLET,

Cisco ISE & O#ifc & files. T X 72
Uy,

T TAT VA —INIPEEINTND
WEIPEMERLET,

« Cisco DNA Center & Cisco ISE D[ D

XY —R—D T FRIESE
R LET,

* Cisco DNA Center 7> % Cisco ISE |ZF

ETEXDOINE IR LET,
ERS : "M

ERS API = — /L ~DEE N2,

o 4 A F—)LEI TV 5 CiscoISE D
N—= g U EERLET,

* CiscoISE CERS 3 BEZNZ 72> T 5

MNEIDEMERLE T, FEMICON
T, [Cisco Identity Services Engine
Administration Guide] @ [Enable

External RESTful Services APIs] %%
LT &N,
ERS : 3%

Cisco ISE ERS APl == — /L3 FF 7] &
7z,

AAA BED T 7 A EH L Cisco ISE @

oA U NERNREI L THDENE 9 Ehk
AHLET,

ERS : &iE Cisco ISE DFEIENE T X4 TV

%

Cisco DNA Center GUI T{E#H % FHe~r L
F9, P OWVWTIE,

['Cisco Identity
Services Engine Administration Guidel @
ERS : RO EIE— | REZRD
r)7e =7 —

[Enable PKI in Cisco ISE] #Z&M L T<
&,

DU T —RAT B,
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https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-and-configuration-guides-list.html

SRTLEEDER |
B #zsnzrooa

aAVR—xU MY TavR—FRU+ |BE HRINDBZTIaY
1. CiscoDNA Center THIERE SN TV
D AAA RTEEHIBRLET,

2. WY AAMARREZFANLET, §F
AW TIL,  [Cisco Digital Network
Architecture Center Second Generation
Appliance Installation Guidel @

lntegrate Cisco ISE with Cisco DNA
Center] Z#ZM L TLEEWY,

3. EHEZHM LET, SRV T
IZ. T[Cisco Identity Services Engine
Administration Guide] @ [Enable PKI
inCisco ISE] #ZM L T ZEW,

{48 : BlEvTHEM: HTTPS 5t & WAL TX 7200, AAA FRED T 7 A L fEH L Cisco ISE D
oA UNERBFEICTHHINE ) 0%
BLET,

CiscoISEFFHEF = — D7 v 7 * Cisco DNA Center & Cisco ISE D8] ™D
72— NHIZEE 7z Cisco DNA TaX =R a X UHREE
Center = R7RA > b URL (2 &5z R L £,

TERU,
* Cisco DNA Center 7> & Cisco ISE (2%

ETELMEI DR LET,

159 - CiscoISEREFAET = — U WML |  « MEIZIL U T, Cisco ISE NEF/L— b
b5, CAF =—rZmARLET, FEHIC
DU TIE,  [Cisco Identity Services

Engine Administration Guide] @ [ISE
CA Chain Regeneration] %2/ 1L T<

=1 AN

R
it

o NEB CA FFHHET = — 1 2° Cisco ISE
MOHBIREN TN L 2R L
\i—a—(}

CiscoISEiFHEF = — DT v 7
7 — RAIZEEE S 417z Cisco DNA
Center = RARA o F URL 3 &K 11
INTW3,
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| vRFLEEOHERK

#snzs7ovar i

aAVR—R2 b

HJavER—x2 bk

)]

HESND TV Y

«URL #ifZEI L, =2 RAA > hD
/aaa/Cisco ISE/certificate 7 4 L' 7 ~ U
WZT7 7B ATEDME D INERERL
£7,

* Cisco ISE T [Use CSRF Check for
Enhanced Security] 47" 2 VI3 E )
W7o TWAMNE I D afEd LE
T AEABIZ DOV TIE,  [Cisco Identity
Services Engine Administration Guide ]
@ [Enable External RESTful Services
APIs| ZZHL T EE 0,

(L S

CiscoISE /XA 7 — RO HAR A1

T2,

« Cisco ISE &I /R 2 U — R & FARK
L¥E7, FEfICoWTIE, [Cisco
Identity Services Engine Administrator
Guide] @ [Administrative Access to
Cisco ISE] #ZM L T EEW,

e CiscoISEGUI IR /A > TxAHZ L
FRER L ET,

B . Ry ETIT—
MRy 7p e 7 —

RIEFLD

BT — T .

1. Cisco DNA Center CHIIERRE S IL TV
% AAA REEHIBRLE T,

2. WU AAARREZ AN LET, 3
HZ Wik, [Cisco Digital Network
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Appliance Installation Guide] @
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Cisco IMC (2886t L £97,

AA v A=a—D b, [Storage] >
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[Virtual Drive] # 7% 7 U v 7 L¥E
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IR T A 7 %R L, [Bdit) =47
Vo r7 LET, EZRAARY —N0
FA4 FALV—THRWEEZ, KA R
TATHTHLET, EXIALRY
13T A4 NAL—THHVLENH
nET,

aVvR—Rx2 b | TarvR—xx2 bk
System AV EE )
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VAT N ARL—¥

V=R

HBELE~T VT4 L7 FUIC
ZEX NN,

CHIEDT 4 LT U MNSRERT —
X ZHIBR L CRiiEs 2 figh L E 7,

ST ARY AP A AR
7 MY ERELET,

HR— kb EHTLVS RESTAPI

VAT LAV ATIE, ROFIZRT RESTAPI S A — RSN TWET, ZHHDAPILOWT
Nk FAT4 DT, APL O/ A2k URL 2B L £3,
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Method | API /S X A B
GET |diagnostics/system/health Pt STV 53X T D Cisco DNA Center 7 77 A 7

VALY AT AOFFTOIEFERE A RV F R
RENFET,

diagnostics/system/health?summary=true

TEIT 4 (ERE) BEbEWVEFOEFRMEA X
FRFRENET,

diagnostics/system/health?domain=DNAC-Appliance

B SN TWAT 794 TV ADTXTON— R =
TARY hRERRENET,

diagnostics/system/health?domain=Integrations&subdomain-AAA
Trust Establishment

T RTOMEL L AAA FHEOMESL A X2 M INEIR
ShEd,

diagnostics/system/health?limit=5

D5 SDOEFEREEA X hREREINET,

diagnostics/system/performance

Bt SNTT T T4 T v ADIRT f—~  AERPE
MEa, WA 15 pHOPRTRSNET,

diagnostics/system/performance?range=now-1h

M 1 R O EEERGM A (KPD) A KU v 7R
FREINET,

diagnostics/system/performance?range=now-1d

WE1HBOKPI A MY v RFRRINET,

diagnostics/system/performance?range=now-1w

WE1THEMBOKPI A MY v 7 BRERINET,

diagnostics/system/performance?function=max

FBE LMo KME, BIEEARRINET, 7
7 v MEEAE T,

diagnostics/system/nodes/performance?range=now-1d

BEIAMOBERESNTEZET I T ADKPL A b
Uy 7 REREINET,

diagnostics/system/performance?kpi=cpu,memory

F7 v hOHE (154Y) © CPUBLOAEY i
RBRFRENET,

diagnostics/system/nodes/performance/history?kpi=cpu

T 7 v MIMORESINZKPIDEREA ) v 7 RN
FREINFET, HEOKPIZIEETAEAIT. Ho~
TR F9,

diagnostics/systemv/nodes/performance/history ?kpi=cpu&range=now-1d

WE1IHIMOIBESNT-KPIDBREA R v 7 R
SnET,

/system/health/summary/

BHOERNI TAXA X "REREINET, 7T A
AR ML, TR_RTCON— R =T 2 R—x
hEMTY TV AT LDA R EPREENET,

/system/health/externalsubsystems/subdomain

BEINTEY T RAL VOERFTIOA Xy MRERIN
¥4, BERY T R AL fEIZ. IPAM, ISE. CMX,
BIOITSM T1,
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Method | API /X X A B
/system/health/hardware EHOEKRNAN— R T AR "RFERINFET,
/system/health/hardware/hardware_component BEIN N N—RUzTaryR—3%r NOEFTOA X

VEBRFRRENET, AN~ KU =T a R —R
v FOfEIZIZ. CPU. RAID. MEMORY, POWER,
NIC, BXO'DISK 8% 0 £,

/diagnostics/system/health/externalsubsystems/ISE TOAPIIC L o TS AT, B shTnd
CiscoISE Y — "—DHBIEDIRREIZ L > TR 5,
ZOHAODOBNZDNTIE, T IVAPIET) (39—
V) BRLTIIEIN,

/diagnostics/system/health/externalsubsystems/IPAM ZTOAPLIZ X > THE XN A T, BTV 3
Cisco Prime Network Registrar [P 7 R L A~ R — ¥

(IPAM) OIUEDRIEIZ L > THERR Y 9, ZoOH
NOFZHSNTIE, 7V APLIHT) (39 <—7)
ZZRLTIZE N,

H > FILAPIE S

IRDFIT, /diagnostics/system/health/externalsubsystems/ISE % 72 |&

/diagnostics/system/health/externalsubsystems/IPAM APl % 51T L7 & ZIZERR S5 H 1 Ofl %
i—\‘ L/ 32 ﬁ‘o

/diagnostics/system/health/externalsubsystems/ISE @ H 7145

<+ 1) 7 : Cisco ISE ¥—/3—73 Cisco DNA Center & #A SN TWVER A,
Output:

{

"DNAC-Cluster": {

"Status": "Warning",
"TooltipInfo": "No data available"
}

}
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gross |

/diagnostics/system/health/externalsubsystems/ISE 0 i 71451

< F 1) A : Cisco ISE ¥—/3—73 Cisco DNA Center IZ#HEAEINTED | EFICHEEL TWET,
Output:

{
"DNAC-Cluster": {

"Status": "Ok",

"Group": "ISE",

"Label": {

"hostname": "ISE-60-38.example.com",

ip": "172.28.80.37"

}I

"Family": "ExternalSystems",

"Id": 1,

"TooltipInfo": [

{

" id": "-429109689",

"tenantId": "TNTO",

"severity": 3,

"timestamp": "1591072373412",
"source": "ISE ERS Client",
"actualState": "",

"description": "ISE PAN ERS connection : ERS reachability with ISE - Success",
"group": "ISE",

"family": "External Subsystem",
"drUsability": "No",

"state": "SUCCESS",
"eventInstancelIdentity": {
"subDomain": "ISE",

"domain": "Connectivity",
"namespace": "SystemRawEvent",

"id": "SYSTEM-EXTERNAL-ISE-PAN-ERS",
"type": "SYSTEM",

"tags": "ISE ERS",

"event instance id": {

"component": "primary",

"hostname": "ISE-60-38.example.com",

ip": "172.28.80.37"

e e e e
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/diagnostics/system/health/externalsubsystems/ISE 0 i 71451
OF A ERAT — X A% RO Cisco ISE A X2 FAREALFE LT,
Output:

{
"DNAC-Cluster": {

"Status": "Warning",

"Group": "ISE",

"Label": {

"hostname": "pi-system-200.example.com",

ip": "10.197.73.213"

}I

"Family": "ExternalSystems",

"Id": 1,

"TooltipInfo": [

{

" id": "-440073227",

"tenantId": "TNTO",

"severity": 2,

"timestamp": "1591072804646",
"source": "AAA Trust Establishment",
"actualState": "",

"description": "ISE AAA Trust Establishment : Trust Establishment - Error-IP/FQDN not reachable",
"group": "ISE",

"family": "External Subsystem",
"drUsability": "No",

"state": "FAILED",
"eventInstancelIdentity": {
"subDomain": "ISE",

"domain": "Integrations",

"namespace": "SystemRawEvent",

"id": "SYSTEM-EXTERNAL-ISE-AAA-TRUST",
"type": "SYSTEM",

"tags": "ISE AAA",

"event instance id": {

"hostname": "pi-system-200.example.com",
"component": "primary",

ip": "10.197.73.213"
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SF ) A B S U7z Cisco ISE H—/N—"TH44 RESTful +— A (ERS) M- TWET,
Output:

{
"DNAC-Cluster": {

"Status": "Warning",

"Group": "ISE",

"Label": {
"hostname": "csg-nscg-0861.example.com",
"ip": "10.63.107.41"

}I

"Family": "ExternalSystems",

"Id": 1,

"TooltipInfo": [
{
" id": "-915009445",
"tenantId": "TNTO",
"severity": 2,
"timestamp": "1591357663101",
"source": "ISE ERS Client",
"actualState": "",
"description": "ISE PAN ERS connection : Timeout elapsed",
"group": "ISE",
"family": "External Subsystem",
"state": "FAILED",
"eventInstanceIdentity": {
"subDomain": "ISE",
"domain": "Connectivity",
"namespace": "SystemRawEvent",
"id": "SYSTEM-EXTERNAL-ISE-PAN-ERS",
"type": "SYSTEM",
"tags": "ISE ERS",
"event instance id": {
"hostname": "csg-nscg-0861.example.com",
"component": "primary",
"ip": "10.63.107.41"
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/diagnostics/system/health/externalsubsystems/ISE 0 i 71451

SF 1) A& BEgE S 7z Cisco ISE H—/3—"T ERS WHERNZ 2> TV ET,
Output:

{
"DNAC-Cluster": {
"Status": "Ok",
"Group": "ISE",
"Label": {
"hostname": "csg-nscg-0861.example.com",
"ip": "10.30.148.52"
}I
"Family": "ExternalSystems",
"Id": 1,
"TooltipInfo": [
{
" id": "-915009445",
"tenantId": "TNTO",
"severity": 3,
"timestamp": "1591359643926",
"source": "ISE ERS Client",
"actualState": "",
"description": "ISE PAN ERS connection : ERS reachability with ISE - Success",
"group": "ISE",
"family": "External Subsystem",
"state": "SUCCESS",
"eventInstancelIdentity": {
"subDomain": "ISE",
"domain": "Connectivity",
"namespace": "SystemRawEvent",
"id": "SYSTEM-EXTERNAL-ISE-PAN-ERS",
"type": "SYSTEM",
"tags": "ISE ERS",
"event instance id": {
"hostname": "csg-nscg-0861.example.com",
"component": "primary",

ip": "10.30.148.52"

/diagnostics/system/health/externalsubsystems/IPAM O H 7145

L3 1) ZF : Cisco Prime Network Registrar IPAM 7% Cisco DNA Center (28t SV TWEH A,
Output:

{

"DNAC-Cluster": ({

"Status": "Warning",
"TooltipInfo": "No data available"
}

}
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/diagnostics/system/health/externalsubsystems/IPAM O t 71451
23 1) Z : IPAM 73 Cisco DNA Center [ZHft 41 CH Y . IEFIZHEL TWET,
Output:

{
"DNAC-Cluster": {

"Status": "Ok",

"Group": "IPAM Integration",
"Label": {

"hostname": "",

"ip": "192.168.101.72"

}I

"Family": "ExternalSystems",
"Id": 1,

"TooltipInfo": [

{

" id": "1328761079",

"tenantId": "TNTO",

"severity": 3,

"timestamp": "1591072639889",
"source": "INFOBLOX: https://192.168.101.72",
"actualState": "",
"description": "A third-party IPAM provider is connected.",
"group": "IPAM",

"family": "External Subsystem",
"drUsability": "No",

"state": "OK",
"eventInstancelIdentity": {
"subDomain": "IPAM Integration",
"domain": "Integrations",
"namespace": "SystemRawEvent",
"id": "SYSTEM-EXTERNAL-IPAM",
"type": "SYSTEM",

"tags": "IPAM",

"event instance id": {
"hostname": "",

"ip": "192.168.101.72"
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/diagnostics/system/health/externalsubsystems/IPAM O t 71451

< F1)F : IPAM 7 Cisco DNA Center (2 SN TR, =T —0NBELE LT,
Output:

{
"DNAC-Cluster": {

"Status": "Error",
"Group": "IPAM Integration",
"Label": {

"hostname": "",

"ip": "192.168.101.72"
}I
"Family": "ExternalSystems",
"Id": 1,
"TooltipInfo": [

{
" id": "1328761079",

"tenantId": "TNTO",
"severity": 1,
"timestamp": "1591363687041",
"source": "INFOBLOX: https://192.168.101.72",
"actualState": "",
"description": "There is a critical issue with the connected third-party IPAM provider.",
"group": "IPAM",
"family": "External Subsystem",
"state": "CRITICAL",
"eventInstancelIdentity": {
"subDomain": "IPAM Integration",
"domain": "Integrations",
"namespace": "SystemRawEvent",
"id": "SYSTEM-EXTERNAL-IPAM",
"type": "SYSTEM",
"tags": "IPAM",
"event instance id": {
"hostname": "",
"ip": "192.168.101.72"
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. L72-> T, CiscolSE 77 A ~ U PAN / — KT EAP RiFEAEOMHEHZHhcd 5
ZeEBEIDLET,

Cisco DNA Center iX. CRLEATAA > b (CDP) £ X U Online Certificate Status Protocol

(OCSP) 12X DFEFHELRNT = v 7 2R —FLTWET, HAFIZ, CiscoDNA Center
LA — |k 9060 T Cisco ISE EHREEZ 515 L. £ ® Cisco ISE FHFEHZEN D CDP 35 &
YOCSPURL IZESWTZEOARNMEEMFEL £9, CDP (CRLDY A F&&Te) & OCSP
DWW ST NFEE SN TWDEA . Cisco DNA Center |5 OCSP Z il L CIEAZED LY AT —
B A %GR L, OCSPURLIZT 7 EATX /WA IZCDPIZ 7 +— LNy 7 LET, CDP

\ZH5D CRL 238 DA, Cisco DNA Center |3 ] CRL ICRE T Z2WEA X, RO
CRL WHEE L £, 7272 L. JDK PKIOracle DX 72XV, F_CTHCRL T UL
Fxzv 7 ENEFA,

7a X AFEEFHEOKRIETIEY A — F SN TV EH A, CiscoDNA Center 1T 7 2% 72 L
T CRL BLUOCSP — "— |28k LE T,

¢ FFAAEDO OCSP BLXWNCRL = MV IIA T 3 »CTF,

« LDAP L, iFHEMEHAO 7o haL s LT R—FENTWERA, CDP E721%
AIA WE LDAP URL & 872V TL 72 &0,

* Cisco DNA Center 7>5 CDP B3 LN OCSP ¢ _XCDO URLICEHETZANMERH D F
7, BIEARREZ URL EE T, MEDOKRN R L, HHT s AR = AR T RE
CoAREMR®H D £,

T—2DERI

Cisco DNA Center Tl, ATy FRA L FE ULV LAY RRA V FOF—Z ZELLT
EET, A—F—IDRT A ZADRA MRE ARTY FRA U FETA YL AT FR
A FOEANEEECTEHEREAT T TN TEET,

[Discovery] Z FATT DI, BELAEBHII/->TND I L Z2HiE LE 9, [Discovery] & 1T
LIctklio T — 5%3[:%{[ﬁbf_]ﬁu\ VAT HMIASTL DHF LT — X IFEA LS IVET N,
BEFEOT — 2 IIEA L ENEE A,

AT TN A=a—TA4ar (=) 27V v 27 L TER L £ J[System] > [Settings] > [Trust & Privacy] > [Anonymize
Data] DJEIZEIR L £7,
[Anonymize Data] 7 1 > RURFERINET,

AT 72 [Enable Anonymization] = v 7 R v 7 A& A4 (2 LET,

ATY T3 [IR7E (Save) 1227 U v/ LET,
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AL T D&, TAAL ZABBIFIC, MACT RL A, IPT RL A EOELLUNDIER L FEE
TR RV ET,

BEFH—/NERY O— H—/\DERTE

Cisco DNA Center IX AAA V— 3% o —HZREEICfHEH L. Cisco ISE 2 2 —HV3REE L 7 7 & A
BOWHFIHEHALE9, ZOFINAZE - T Cisco ISE Z 5 Tr AAA —"Z%ELET,

1R BHHIIZ

* CiscoISE Z#fEH L TR Y v — & AAABRED W H % 32177 5454, Cisco DNA Center 35 &
W Cisco ISE A SN TND I L& LET,

o DS (Cisco ISE LIAL) TAAAMEREZBEA L TV A A, LFICEE L TLEEW,

o AAA H—/3—"C Cisco DNA Center Z%&&k L £9, ZiuZiL., AAA —,3— & Cisco
DNA Center DI AMEZERT DI ENEENET,

o AAA H—/3—T Cisco DNA Center D@4 7= E#% LET,

* CiscoDNA Center ¥ /L F 7R A k7 T A X DFREDLHETE. AAA Y — =D~ /LT 7K A
rr 222, TXTOMMBIORARIPT RLAERBIP 7 FLAZERLET,

* Cisco ISE ZXET HRIIC, LTFORAEMRL T ZIW,

*CiscoISEZ# Ry FU—Z 2R L TWDH Z &, #R— STV 5 Cisco ISE 73—
¥ a YOFEMIZ oW TIL,  [Cisco DNA Center Compatibility Matrix] ZZ&M LT 72
SV, Cisco ISE DA A F—/LZ-D T, Cisco Identity Services Engine £ > A k—
NBXOT v 77 L—RHA R [GE] 22 L T EEN,

« A% K7 1 ISE BB & 5 8541%. Cisco DNA Center % Cisco ISE / — K &
AL, D/ — K ETpxGrid — B A LAAEERESTful h— 2 (ERS) A2
HRENRH Y £,

GE)  pxGrid 2.0 Tl Cisco ISE DB THK 4 2D pxGrid / — R &M
T& F92. Cisco DNA Center 2.2.1.x LLRTD U U — AL 2 D% iR
2% pxGrid / — RZHFR— ML TWHERA,

« 0% Cisco ISE JEBIN & 254 -

* CiscoDNA Center & 77 A4 < U R > —&FH /) —F (PAN) &#HA& L. PAN ET
ERS # BT HHLERH Y 77,
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\}

GE) PANBHTERS 2T A2 &A2H#ELES, 7272L, Ny 7
7 T OEAIT. PSN _ETERS ZHMCTXFT,

« YHOURBABRELN OV D Cisco ISE / — R _E T pxGrid % — E 2 & H 404
HMENRH Y £, PAN ETpxGrid & —E A2 4T 52 LB TE £
B MHATIEDHY A, HBOUEFEREEICH 21EH D CiscoISE / — F ET
pxGrid Z AN TEET,

« TrustSec F 7213 SD-Access D = 2T %Y & PAC ZWLF4 2 X 9|2 Cisco ISE T%
JEJ % PSN %, [Work Centers] > [Trustsec] > [Trustsec Servers] > [Trustsec AAA

Servers] THEHRT HMENH Y £, FEMIZ OV TIEL,  [Cisco Identity Services
Engine Administrator Guide] #ZM L T 72 &0y,

o IN— I 443, 5222, 8910. 9060 T Cisco DNA Center & Cisco ISE D#{E 2 AT 5
VBN H D F9,

« pxGrid WAL STV Cisco ISE 75 A M i, CiscoISEeth0 f > % —7 = A ZAD
IP 7 KL A _E® Cisco DNA Center 7> HEETX AMLERH Y F97,

*CiscoISE /— K%, 77 I9A T ANICRETTZ 7 7Y v T —Lb A X b
U— 7 ZBIETEET,

* CiscolSEEHE / — FIEFAEDYV 7V =7 A F23 7 V=7 M4 (SAN) on
AT CiscoISEDIP 7 KL A £ 721X FQDN NEENTWALENH D £97,

* Cisco DNA Center > A7 LFEFHZED SAN 7 ¢ —/L FIZ, CiscoDNA Center 7 77 A 7
YADIPT RLUAE FQDN O3 U A R ENTWOLRLENRH Y 3,

GE) CiscoISE2.4 /Xy F 13, 2.6 Ny F 7, BLW2.7 %y F 3 T,
pxGrid FEFZEZ Cisco ISE DT 7 4 /v b D H BB 44 fE W & % i
LTWAHEE, FEHED CiscoISEIZ L > THEGEENDZ E03dh
VET, UL, ZTOMERAEFEOH VA= g 0T, SSLH— &
L CTHRE S 417= Netscape Cert Type JLiE2 N b 5 72 DT, AU,
I AT v NEAENMER DRI L E T,

Z DORARAIL Cisco ISE 3.0 LR TITFRA L £ A, SOV T
X, CiscoCloudAPIC Y U —A/— b [FFE]| 2R L T 7EE0,

AT TN A=a—T A4y (=) &#27Y v 7 L TERR L £ J[System] > [Settings] > [External Services] > [Authentication
and Policy Servers],
ATv T2 [Add] Fu vy T X7 ) X Rk, [AAA] £7213 [ISE] 28R L £,
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ATYT3 TI7A4~Y AAA B —"—ZRET DL, KOF#REANLET,
s [Server IP Address] : AAA " — "D IP 7 KL X,

* [Shared Secret] : 7 /3A AFRFED ¥ —, HLHMWE DR 1L, K 100 3LFTT,

AT 74 CiscoISE h—"—ZHET DI, WOFMEREATLET,
s [Server IP Address] : Cisco ISE %—/X—®D IP 7 KL X,
* [Shared Secret] : 7 /NA AFRAED F—,
* [Username] : Cisco ISE (Z HTTPS #2HH Cr /' 4 > 5 7= DI T 52— —4,
« [Password] : Cisco ISE HTTPS L — ' —4 D/RA T — |,
GE) =P L RAT—RE, Ry NV EHEIRT D ISEBEHET AV M TH DL
ERb0 ET,
« [FQDN] : Cisco ISE ¥—/X—D5g2f&ffi K A A >4 (FQDN) ,

GE) » Cisco ISE ([Administration] > [Deployment] > [Deployment Nodes] > [List]) TEF% I il
TWHFQDN Zat'— LT, ZD7 4 —/b FIZEHZIED AT 5 2 L 2BEI0 LET,

« AJJL72 FQDN &, CiscoISE iElETEFR STV 5 FQDN, @4 (CN) F7-i
Subject Alternative Name (SAN) & —ET 20 ERH Y 7,

FQDN (X, RO T, KA MBI RAL 4D 2050 /3— K THEAINTWET,
hosthame.domainname.com

72 & ZI1X. Cisco ISE #—/3— FQDN (I ise.cisco.com T 5 A[REMENH VD 97,

« [Virtual IP Address (es) ]: CiscoISE R Y v —H—t 2/ —F (PSN) ANEHICEHBEBINL WS —FK

NI Y OEMEIP 7 KL A, Bipdn— AT VO RICEED PSN 7 7 — A3 H 5 5A1E. &
K6 DOIRABIP T FLAZASITEE9,

AT w75 [Advanced Settings] #7 U v 7 LC, REZMHRL ET,

« [Connect to pxGrid] : pxGrid Bt # HNCT DL, ZOFT = v 7Ry 7 A% LET,

Cisco DNA Center > A7 AGEHE % pxGrid 7 7 A 7 > FaEE L L CTHEHAT 2856 (pxGrid 7 74 7
> k& LT Cisco DNA Center > A7 L& FGET 5 72 9IT Cisco ISE (Z1%{5) | [Use Cisco DNA Center
Certificate for pxGrid] = v 7 R v 7 Az AN L ET, SERECHEMA SN T X COERAEEZF L
CATHART DUNERD AL, ZOFTva v 2 EATEEY, 04T v a2\ d sl
Cisco DNA Center X, A7 A0MEM T2 pxGrid 7 74 7 > FREMEZ AT 5 729D ER % Cisco
ISE ([ZIXfE L £7

DX T a BT EHRAIE. RO EEHERLTLLIEEN,

* Cisco DNA Center ;ilEF#E723, Cisco ISE T D CA &R URBGER (CA) ([ZX > TAEKR ST
HZE () TRWES, pxGrid 58FET AR LET) |
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+ [Certificate Extended Key Use (EKU) ] 7 4 —/V RIZ 17 T4 T v FiliE] BNEENTWDHZ &,

* [Protocol] : [TACACS] & [RADIUS] (F7 4/ k) , WO a b2z Rl T& £7,

pe=| Z Z T Cisco ISE ¥"—"—D TACAS Z AN L WBAIT, Ry h T —27 F 31 ZRZFEH
IZ AAA T —R_—ZRET D & X2, [Design] > [Network Settings] > [Network] C Cisco ISE
P —3—% TACAS V—_—L L TRETE A,

« [Authentication Port] : AAA B — R—~DFBFEA v —T DY L—IZEHESNDIKR—b, T 741D
UDP 7R — R T 1812 T,

* [Accounting Port] : AAA H—/R—~DEELA X OV L— SN DHR— bk, 74/ kD UDP
A— NI 1813 TY,

* [Port] : 7 4/ k@ TACACS K— ~E 49 T9,

« [Retries] : BEEDORAATAH IE S LD RIIC, Cisco DNA Center 7% AAA H— S ~D 5t & kA 7= [k, 7
7 F v b OFATERLL 3 BT,

« [Timeout] : BEREDOFRITRHIESNAHINT, T35 A0 AAA ——DIEE RS 52 A4 27 7 h
WM, T 74NV NDEA LT T MI4FTT,

GE) VB2 ERE AT D &, CiscoISE (%2 DD 7 = — X% T Cisco DNA Center & #ia SN E
T, MADRZETTHETINIELD >N £T, 72— RT L OKE AT —H A1, [Authentication
and Policy Servers] 7 ¢ > K7 & [System 360] 7 «( > RV IZF/RSNET,

Cisco ISE #r—/"—Hfk 7 = — X
* [Authentication and Policy Servers] 7 ¢ > R/« [HEf7H1 )
* [System 360] 7+ > K7 : [T A4 ~ U i fHATEE)
pxGrid Y7 A7 ) 7F*oa UBERT = — X
* [Authentication and Policy Servers] 7 4 > Ko . [7 2757 17
* [System 360] 7 1 > R 74~ UMiHAEE] XL TpxGrid i H AT HE)

BE S A7 Cisco ISE H— 38— D AT — & ZAR/NA T — ROZEF|Z L Y [FAILED] & £7R ST
WHEAIE, [Retryl #27 U w7 L, /SAT— RZREH LT Cisco ISE ##it 7 R L £ 97,

ATvT6 [Add| 227 Y v 7 LET,
AT TT BH o F Y= =BT 5120, RO FIEZMEY ELE4,

Configure Cisco Al Network Analytics

Use this procedure to enable the Cisco AI Analytics features to export network event data from network
devices and inventory, site hierarchy, and topology data to the Cisco Al Cloud.
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» Make sure that you have the Cisco DNA Advantage software license for Cisco DNA Center. The Al
I kT —% 5347 application is part of the Cisco DNA Advantage software license.

» Make sure that the latest version of the Al Network Analytics application is installed. See Download
and Install Application Updates (113 ~<—37) .

* Make sure that your network or HTTP proxy is configured to allow outbound HTTPS (TCP 443)
access to the following cloud hosts:

+ api.usel.prd.kairos.ciscolabs.com (US East Region)

« api.eucl.prd.kairos.ciscolabs.com (EU Central Region)

RTYT1 A=a—TA4ar (=) 27V v 7 LTERRL F 3 System > Settings.

AT w72 Scroll down to External Services and choose Cisco Al Analytics.
The Al v k7 —% 534 window opens.

Al Network Analytics

Using Al and Machine Learning, Al Network Analytics drives intelligence in the network, empowering administrators
to accurately and effectively improve performance and issue resolution. Al Network Analytics eliminates noise and
false positives significantly by learning, modeling and adapting to your specific network environment.

Recover from a config file

AT w73 Do one of the following:
* If you have an earlier version of Cisco Al Network Analytics installed in your appliance, do the following:
1. Click Recover from a config file.
The Restore Al &~ b 7 —Z 4347 window opens.
2. Drag-and-drop the configuration files in the area provided or choose the files from your file system.
3. Click Restore.

Cisco Al Network Analytics might take a few minutes to restore, and then the Success dialog box opens.

* For the first-time configuration of Cisco Al Network Analytics, do the following:
1. Click Configure.

2. Inthe Where should we securely store your data? area, choose the location to store your data. Options are:
Europe (Germany) or US East (North Virginia).

The system starts testing cloud connectivity as indicated by the Testing cloud connectivity... tab. After cloud
connectivity testing completes, the Testing cloud connectivity... tab changes to Cloud connection verified.
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3. Click Next.
The terms and conditions window opens.

4. Click the Accept Cisco Universal Cloud Agreement check box to agree to the terms and conditions, and
then click Enable.

Cisco Al Network Analytics might take a few minutes to enable, and then the Success dialog box opens.

Success

You have successfully onboarded Al Network Analytics! You are about to
download the configuration file that enables Al Network Analytics. This
contains the key used for your data in the cloud. Please treat this
confidentially and keep this in a secure location. Access to this configuration
should be controlled.

AT 74 Inthe Success dialog box, click Okay.
The Al 2~y k7 —% 5347 window opens, and the Enable Al Network Analytics toggle button displays &)

AT 75 (Recommended) In the Al v k7 —% 4347 window, click Download Configuration file.

95472 FEBREDEH

Al=—T = NI, X5097 747 2 MEAELZEHLTAIZ 77 R~OFRFEZFEITLET,
FERAEIL, Al 90 R~DTF v bDOF U R—T 4V TRFIZ AL 7 77 K CA X - TIERE
FOEBL S, 3EMAZTYT (2021 48 AIC 1 4FI128EM) . AOHIRNGINIHHC, 7T 7
RN RDONIRNL N7 T4 T FEAEZEHTHOLERS Y £7, FEEO BB EH
AHZZEAPEASNTHET, ZOAD=RATIE., BHBICGEAELTFH TNV I T v
TAHMLENRHY £9°, #H LU CiscoDNA Center ZE T E 721387 T HEE1E. Nv 77 v 70
METT,

EHE, T_XTOAIDHTY 4 Ry (BT, b—h~voy 7 xy bU—=7 i, bLv
RFBEOA o HA B ICBRPRRSI, FTLWAL R Y MU — 7 ik a2 Ny 7 7 v 79
LI RSNET,

—

T 4 £— 7L Cisco Al Network Analytics

Cisco Al Network Analytics D7 — Z IV & 2T 5121, KD KL 9 I Al Network Analytics 1
RN T H20ENHY £,
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ATV TN A=a—TAay (=) 271V v LTEIRL £ [System] > [Settings] DIEIZEIR L £,
AT 72 [External Services] £ CAZ r—/ L L. [Cisco Al Analytics] Z &R L £,
sEDF = v s ~—r ) 13, Z2OMENEDCR>TWDZLERLET, Fxv s Ry s AN
F7OE (X)) | BERITENIR > THWET,
AT 73 [AI Network Analytics] #EJ C, [Enable Al Network Analytics] N 7V ARZ > %27 U w7 LTAHZIZLET
(LS .
ATwv 74 [Updatel 27V v 7 LET,
AT T8 Cisco Al Network Analytics 7 7 7 Kb Fy bV —27 7 —X % HIFR$ 5121%, Cisco Technical Response Center
(TAC) [ZHHELTCYHR— Y 72X bt =7 LET,
AT 6 (AT =ay) LRIORENEE-> THE I TV DAL, [Download configuration file] #7 U v 7 L%
D

WWERT Ly ORX—ADE#H

BEtHERR 7~ L > 278 713, %m& @Y (MRE) W E¥= U7 OREAREL, BA
FIRO BBV G2 BT 2720 AT 5, BN —27 78 —CF, ZhbDFrLb oy

Ny 7%, L0 EL DIERESZE LN ORI SE T, BildEmT Ly o—2

X, ThonFryvRyy (U—r7va—) OUVRI M) TT, FOF Loy 7127
7B AT HIZOIL, WHEGR T Ly U= X2 H BBV T 5 X 5 12 Cisco DNA Center % 7%
ETHZEHTENL, FEIEHLZFETTLHI L TEET,

ARTFYTN A=a—TA4ar (=) 27U v 27 L TEIR L F9[System] > [Settings] DIEIZEIR L 9,
AT w72 [External Services] £ C FIZAZ m—/L L, [Machine Reasoning Knowledge Base] % &R L £ 7,
[Machine Reasoning Knowledge Base] 7 1 > K 7 (Z1E, ROIFRNFRINET,

¢ [INSTALLED] : A > A h—/L STV OHHEGR T L v OR—A Ry Fr—T D=V a3 b VA R —
NVHNERRINET,

HHER T Ly ORX—2DFH LT v 7T — b B 585513, [Machine Reasoning Knowledge Base] 7 1 &
K 7|2 [AVAILABLE UPDATE] fElf73#R &4, 7 v 75— b @ [Version] & [Details] 7377 & ET,
« [AUTO UPDATE] : ¥t ffeam) L~ 27— A28 Cisco DNA Center CH BN fE H EHF SN E T,

* [CISCO CX CLOUD SERVICE FOR NETWORK BUG IDENTIFIER AND SECURITY ADVISORY] : HEf
R A 52T T& % CX Cloud & Cisco DNA Center Z#t & LE T, TDOHAEIZEL Y. Cisco DNA Center D
TX2UT 4 T RARATY V=BT, 205k SN Egstm A ERER it S F 4,

ATwF3  (#LE) [AUTOUPDATE] F = v 7R v 7 A% A AT LT, MR L v O _—ZA 2 HEIMICER L £

7
[Next Attempt] fEIIZ . RIEIO EHO A ERFANRRINET,
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HE)H X, Cisco DNA Center 737 7 7 K ORBHERR = ¥ N IEF IZHEH SN TV DA IZOAREITT
=FET,

ATy T4 MR T L Y P X— X % Cisco DNA Center CFEITEHTAHICIT . ROWTNILEZFETLET,

* [AVAILABLE UPDATES] @ FiZ& % [Update] #27 U v 7 LE 9, [Success] R 77 v 7T 1 RUR
FRENN, BHOAT —HZANFRRINET,
cBIHERR Ly U= 2B m— L~ U T FE)TH U m— R LT Cisco DNA Center |2 7R — b
LET, ROFIELETLETS,
1. [Download] %7V v 27 LET,
[Opening mre_workflow_signed] % 4 7 2 77K v 7 AMFRINET,

2. Zuru—RLZ7ANVERLSH, a—OA< OHEBOEFNIREFEL T, [OK] 227 U v o
LET,

3. [Import] 27 Vv 7 LT, ¥Uru—RNLIEEHmT Ly P_X—2%2m—0 /L~ 76 Cisco
DNA Center {21 > R— M LET,

AT v 75 [CISCOCX CLOUD SERVICE FOR NETWORK BUG IDENTIFIER AND SECURITY ADVISORY] F = v 7 R v
JA2ABF AL T, Xy hT— IR IDEBLREXR2Y T 07 RAAL YU LD Cisco CX Cloud D%
M LET,

AT 76 [Security Advisories Settings] = U 7 ¢, [RECURRING SCAN] k7 VARZ %7 U v 7 LT, HHEOEHN
IRAX Y U EANELITEDCLE T,

AT w77 [CISCOCXCLOUD] 7 Wik& %27 U v LT, CiscoCX Cloud ZH N E -3z LET,

DARATAI Y

DRADI L TN ILDRE

Cisco DNA Center @ Cisco D7 L' F 3 ¥ VAR ETEX £, Cisco D7 I/T//ﬂﬁl/i A
IR ETIT = b F—L LTHIRAS ZOBATICT 78 AT B2, A2 Web ¥
cowva s A NEHT - =4 ERAT— RTT,

\}

GE)  WRoOFIEZEHA L T, CiscoDNA Center HIZRTE SN/~ CiscoD 7 LT ¥ uit, Y7 b=
74% UREH TR T L ey a— RTHOIEHENET, CiscoDZ LTy
LIEE, X2 T 0000, Z2o7ekv Rk T {LENET,
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SUPER-ADMIN-ROLE #E[R & Ff > — WV DHN Z OFNEE EITT B Z &N TEE9, FHEMiz-o
WCiZ. About User Roles (117 X—3) ZZBR L T &,

1|

RT9T1 A=a—TA4ar (=) 227V v s L TRR L FE I [System] > [Settings] > [Cisco Accounts] > [Cisco.com
Credentials] DNAIZIER L £ 7,

AT9 T2 vAa2—HF—-LBLUONRAT—REAN LTI EEN,

ATv73 [Save] &7 Vv 7 LET,
cisco.com D7 A UNERMN Y 7 FU 2T E—ERIZH L TRESNET,

SRADILTUOIURILDO )T

Cisco DNA Center (25t L CEAER T SN TV 5 cisco.com D1 7 A FHREZHIBRT A I121%. &
DFRIAZEFITLET,

N

GE) VT RUTDEY A= ROT AL ADT Y a = ZICHET 52 27 2 ETT5
BE. cisco.com DT 7 A ERNERTE I N TV RWE | X A7 OBIGARNC v 7 A EHE A
NTDHEITKROLNET, ATLiw 71 5% R1F L T Cisco DNA Center /& T
M3 51, %Téﬂtﬁ’%TYﬂﬁ‘l‘/ﬁxf[SaveforLater]?":: v IRy Ak F T
LET, TNLUSNDOEEIL. ZNODX AT ZRZTTH-NCn 7 A UNEHE AT D0
ERHY FT,

ZOFNEEETTHE, = Fa—W—F 4 22K (EULA) OEGESID EILE

T, EULA OEGREFASIT D HIECHOWTE, T4 B A8HEOZIH (65 2—)
EERLTLLIEIN,

4RO HREIIC

SUPER-ADMIN-ROLE ¥R Z# EHf > — P —DHN Z OFIEE FATTH LN TXFET, M1
DOUNTIX. About User Roles (117 X—3) 2L T 72 &0,

RT9T1 A=a—TA4ar (=) 227V v L TERR L FE 9 [System] > [Settings] > [Cisco Accounts] > [Cisco.com

Credentials] DIEIZEIR L E 97,

ATY T2 [Clarl 227V v7 LET,
ATy T3 FRENZFA TRy 7 AT, [Continue] 7 U v 7 L THEMEELIHETE L £,
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EHRE— FORE

BEfiE— Rid. Cisco DNA Center &#IEET B2y NT—J NDO A ~— M7 /34 A & Cisco
Smart Software Manager (SSM) OO 2 & L £9, RAp28kE— RERET D121,
SUPER-ADMIN 7 7 & AHER S HEE T,

RT9T1 A=a—TAar (=) %7V vz L TERL E 3 [System] > [Settings] > [Cisco Accounts] > [SSM Connection
Mode] DNIFIZIEIR L £ 7,
ROBHE— REFHATE T,
- B
AT L IR CSSM

«cA¥—+JOFXY

AT F2 CiscoSSM 7 7 U R~DEBHEi # AT HI2IL, [Direct] &R L F7,
ATV T3 MHEOEX2 VT 4 2mDLULENRD HE51E, [On-PremCSSM] ZRINL T, ATV IAAT a3
TlE, CiscoSSM 7 77 RTTIA B AZEHIT B, A ¥ —F v b CHBEER T 51V IZ Cisco
SSM eV 7 > NMZT 7 BATEET,
a) [On-Prem CSSM] ZHZNZT DRI, VT 74 R Fy U= %4 MBS TEH L WL &
FHER L T 72 &,
%7 74 MM FQDN T E I TWDHA. 7 74 bk FQDN @ Call Home & EM IP 7 KL A0
DIZT Yy vaInET,

b) [On-Prem CSSM Host], [Smart Account Name]. [Client ID], 33 J O¥[Client Secret] DA A L £,
A= RT T MY AR=ART =2 a7 R LN T IEE0,

I T MNIDETTAT U b —7 Ly NERIGT 2 HIEICOWTIE,  [Cisco Smart Software Manager
On-Prem User Guide] # &ML T 72 &0,

c) [Test Connection] %72 V 2 LT Cisco SSM it & #ak L £ 97,

d) [Save]Z7Z VU v 27 LTH5 [Confirm] 7 U v 7 LET,

e) AH L72 SSM THEEENNLE /2T N4 A3 H 5855 1E. [Need to Re-Register Devices] 1 7 1 7 7R
TANKREINET, X470 Ry 7 AT[OK]| %7V v7 LET,

f) [Tools] > [License Manager] > [Devices]®> 7 1 > K T, FEXET 5T /31 2A%Z3R L, [Finish
Connection Mode Changes] #7 V v 7 L%,

g) [Resync Devices] ¥ A 7 R 7Ry 7 AT, WOFIEEIATLET,

* [Smart Account] # A L E 7,
* [Virtual Account] # AJJ L E7,

sNow] #7 U v 7 LT ICHRIIAZBIET D0, [Later] 2727 U > 7 L CHREE ORI FH R %
A a—)L LFET,

*[Resync] &7 U w7 LET,
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ATy T4

F557vrFL1nzi |

[Recent Tasks] ¥ « + K7 IZIE, 731 ZADOFHEMAT —F ANKRINET,

[Smart Proxy] Z 384 L, Cisco DNA Center #41 L T Cisco SSM 7 7 U RIZ A~ — MRS T /31 A& B ek L
F9, ZDOEFE—FRTIE, T3 A% Cisco SSM 7 7 U NICE#ESER T 52 0ETH Y ¥ A, Cisco DNA
Center (X, 7T /3A ANHLOFERZHH %I LT CiscoSSM 7 77 Riz7ax v LET,

CallHome BREZ T NNA ATV a=r 745 E X8, 774 F2FQDN TREINTWAEA.
IP7 RLADRDODVIZYT T FOFQDN BN T v a2 EnET,

TSH5T7URTLADEEE

ATy T

ATy T2
ATvT3

ATy T4
ATy TH
ATvT6

ATy 17

Cisco DNA Center %, Cisco Plugand Play (PnP) Connect ® 2> hm—Z & LT, UXA L7k
P —E AT Cisco A~v— hT7 B2 MIBEHFTEET, ZIZE Y., CiscoPnP Connect 7 7
7 RiR— & )L/ 5 Cisco DNA Center D PnP (2, T34 AA U _R M) ZREATHZENTEE
j‘o

188 BRI

SUPER-ADMIN-ROLE F 7213y A7 L E MR Z F7-> CUSTOM-ROLE D —HF—DH 3 2

DFNEZFATTH LM TEET,

Aw—=hFT T T, FFEOHROETEZT T — AR a—F—ZH D Y TOHENET,
e Av— Ty MEHE LI, TRXRTON=F Y AT AT MIT 7 EATEE
R

e a—P—T, B Y TOENTENRN—F YT HT L MIORT 7 A TEXET,

Ama—T A2y (=) #27U v 7 L TR L F 9 [System] > [Settings] > [Cisco Accounts] > [PnP Connect]
DNEIZEIR L F 5,

PP i 7' 0 7 7 A VDT — T NVIRFERINET,

[Register] #7 U » 7 LT, N"—=F ¥ LT hU L ML ET,

[N—=F % /LT 17 b DOBEE (Register Virtual Account) ] 7 4 > KU T, SRELTZAY— T T bR

[A~— b T hDEIR (Select Smart Account) ] Kz wv 7 X 7 U A MIEREIIET, [Select Virtual
Account] R v 7H 7 A MNET AT @R TEE9,

VB2 [IP] £721X [FQDN] A F v a v RZ v %27 0 v 7 LT,

ay he—J0OIP 7 KLU AE7ZIZFQDN (GEaEffi KA A 4) # AN LET,

Ta Ty ANGEANNLET, HELEREEZHEA LT, RLEANA—F ¥ LTIV hOT a7 7 4L
DERR S IE T,

[Use as Default Controller Profile] = v 7 R > 7 2% A 12 LT, Z® Cisco DNA Center = > hr—7 %
Cisco PnP Connect 7 7 RAR—Z )WZT 74/ har ba—F & LTEEERLET,
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ATY T8 Bk (Register) 1227V v 7 LET,

PnP 4 X2 MEHDIER

SRTLEEDER |

ARy NBREVERTDHZET, TT7TT K7L A (PnP) A X b2 Cisco DNA Center C
RETDHEZNGEAEZZTRY F3, YR—FSNTWELIF ¥ RLEREL, A2 MBAHZ
YERK 9 A121Z. [Cisco DNA Center Platform User Guide] ¢ ['Work with Event Notifications] =

By 7 2R T T7EE0,
KD PnP A X2 h~DA Xy MEANEER LTS,

Event Name AR KMID

i

34 23BN [NETWORK-TASK_FAILURE-3-008
KR LE LT,

TN AE, B—FEiE—
A vR— FTBImE i
FHA, H—F T —HA
VIR— Mk oTTF AR
ZIBNT 5 &, =T —H%
AELFET,

=54 ZDiENM- [NETWORK-TASK_COMPLETE-4-007
KB LFE L7,

H—F A R—1
LS TT /A ANIEFIZ
BINENE L,

2,34 %= 5 — | NETWORK-ERROR_1-002
7N MG I

FTNA AT T S —IREEI 7
D £,

54 2137 1 £ | NETWORK-INFO_4-003
Va =V IRET
ﬁ‘o

FALAFTAEY 3z
GURREIZ 20 4,

F A 237> |NETWORK-TASK PROGRESS-2-006
R—F 1 v 7KK

T, AN NS 3L B v
R—=T 4V TIREETAZ v

TAX v LE 7 LTCWET,

TO

T8, ARGERK % | NETWORK-INFO_2-001 TR AIRERDIREEIZ
FoTWET, Ry, Frra=rTD

N TETWVET,

Z~— k7 57 | NETWORK-TASK FAILURE-1-005
DRI RET L
* L7,

—HBDT S AT A= — b
7Y hORIIZKI L
F L7,

Z~— ~7 57 |NETWORK-TASK COMPLETE-4-004
s DRMNZ R L
L7,

—ERDT A AT, A~v—
NV AN IEE: 525
LE L7,
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z2v—tr7a9s roizE ]

ARX— K T7HOY FDOEKTE

VAARY = T AT bOuT A AFRIE, A —h TA B RA T AT MCERT S H
TSN ET, 748 A=V Y —iE, RSG5 & T B 2EHODIC, Z
DAR—=bET AT FOFMRT A AR LET,

1R BHIIZ
SUPER-ADMIN-ROLE #R & HfG L TR X £7,

ATYT1  [System|A==2—T A 2 (=) 227U 7 L TER L E I >[Settings] > [Cisco Accounts] > [Smart Account],
RATwT2 [AdAZ %7V 7 LET, A= T AU ORI A EREATTHIIICKRDOLNET,
) AV—h TV FOZ—F—ZBLORT—RE AN LET,
b) [Savel %27 Vv 7 LET, Av— R T AUV FRREINET,
ATv T3 BRLEA~Y— T AU MOLARTIZEFE T 5HIT1E, [Change] 27 V v 7 LE T, CiscoSSMZ 7 KT
AR—=bF TAR AT AT bADEGIHEHSNDAS— T AT Fe@BIRT 2 X ) Ie S E
TO
a) RKev7 & v U R R)5 [Smart Account] Z R L F 97,
b) [Savel %7 Vv 27 LET,
ATwv T4 [Viewallvirtualaccounts] 27 V v 7 L, D A~— 7T H vy MIEEM TN TS TR TONR—F ¢
WNT ATy hERRLET,
GE) VAATHY Y MIBEDAT— KT I NeN—F ¥y LT Hh v haehR—FLTWE
7T

RATFvT5 (AT var) Av—bhTABUVAMET NA ZEN=F ¥ LT H v MCHBSET 254, [Auto
register smart license enabled devices]| = v 7 AR v 7 2% AN LE T, A~— T AU MIBEETTH
NTCWDHONR—=F Y LT AT FDY A SBERREINET,

ATYT6 MERN=F AT I FEBRULET, A — T A B AJIET A AL X2 P UIZENS
NDHTNT, R LI AA—F ¥ LT Aoy MCHBIICEE SN E T,

RT9T1 TFARVAEZRGLIEA~Y— R NTH U ha—F—L ZRICBEET 5 BET — % ZHIBRT 55814,
[Delete historical information] 22 U > 7 L¥ 9,

[Delete Historical Data] 27 A KA XA NZiE, FA BV AZRGLICA~Y— T U ha—HF =)
FTRINET, F7z. Cisco DNA Center [IZBEFEL TWRWEEFDOA~Y— T I DU M ERRSNE
TR, ENODRET =235l &R EAHTEET,

ATw 78 [Smart Accountlist] =V 7T, HIFRTH2AY— T ATV FNOMICH LT = v I Ry 7 A Al LE
D

ATvT9  [Delete] 27V v 7 LET,

ATYFTN0 KROWMZEY 4> KU T, [Delete] 27 Vv 7 LET,
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B x=—r51t02

AT TN (A7 =3 ) [Delete the associated license historical information] = v 7 R v 7 A% A4 2 LC, BH§
574t ADBIREEREZHIRL £7,

AX—hrS514tR

VAT Av—h TRV UTE, VA R—= 73 VAEEBIOMBEARTY 7 by =
7 a LV EENORBEIC—E L THEABLOEH T XM T B AETVLTT, Fi,
NIRRT Y, 2a—YP—NT 7B AT 5602 TEEd, Av—rIA4 U 2 &M
THE RO ENAREIZZRY 7,

HEELTITAR—3Y Av— I U RIL, HERCTHERATESZY 7 Ny 2T
TAR L ADT—)VEMNLLET, WST 7T 4= 3 % — (PAK) [ZIARETT,
« EEDH#FE : My Cisco Entitlements (MCE) (%, fELLTWHR—X L TTXTOT R =il
e —ERADREER/ L —%RM L F T,
cTAEVADEREME VT MY =TI N R =TI = Rr vy ST RWeD, W
PGS U TTIA B A MBI L OBETEET,
Aw—hI7A4 B RABFEHAT HIZ1E,. F 7 Cisco Software Central TA~— FT7 7 b ZRIE
THHMENRSH Y F3 (software.cisco.com) .
VAT A/ ADFENIZ OV TIL, cisco.com/go/licensingguide &M L TL 7230,

1R BHHEIIZ

e A — b IA VU REBADITHITIE, CiscoZ LT ooy VEREL ([YRaos b
T UV IVDORE (56 X—) | ZHM) . Cisco SSM T Cisco DNA Center 7 - & > A
HAZT v 7o — RT3 0ER’H Y 9,

e A¥— h 7 A & AL, [System] > [Settings] > [Cisco Accounts] > [SSM Connection Mode]
25 [On-Prem CSSM] DA 13 AR— S EH A,

ATY TN A=a—TA4ar (=) 27V v L GERIR L & §[System] > [Settings] > [Cisco Accounts] > [Smart Licensing]
DNEIZEIR L F 5,

7 7 4/ h TlL, [Smart User] & [Smart Domain] OFEfINF RSN ET,
ATY T2 BET HNN—F ¥ /LT H U k% [Search Virtual Account] K12 7" H 7 J A Ry B8N L F97,
RATw T3 Bk (Register) 127 Vv 7 LET,

ATy T4 BENIEFIZSE T Lz 5, [View Available Licenses] Y > 7 %7 1V » 7 LT, Cisco DNA Center D1 ] A HE
RIA L AEHERLET,
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Device Controllability [J]

Device Controllability

Device controllability is a system-level process on Cisco DNA Center that enforces state synchronization
for some device-layer features. Its purpose is to aid in the deployment of network settings that Cisco DNA
Center needs to manage devices. Changes are made on network devices when running discovery, when
adding a device to inventory, or when assigning a device to a site.

To view the configuration that is pushed to the device, go to Provision > Inventory and from the Focus
drop-down list, choose Provision. In the Provision Status column, click See Details.

\)

GE)

which you can use to track changes and troubleshoot issues.

When Cisco DNA Center configures or updates devices, the transactions are captured in the audit logs,

The following device settings are enabled as part of device controllability:
* Device Discovery
* SNMP Credentials

* NETCONF Credentials

» Adding Devices to Inventory
Cisco TrustSec (CTS) Credentials

\)

(G¥)  Cisco TrustSec (CTS) Credentials are pushed during inventory only if the
Global site is configured with Cisco ISE as AAA. Otherwise, CTS is
pushed to devices during "Assign to Site" when the site is configured with
Cisco ISE as AAA.

« Assigning Devices to a Site

* Controller Certificates

* SNMP Trap Server Definitions

* Syslog Server Definitions

* NetFlow Server Definitions

» Wireless Service Assurance (WSA)

* IPDT Enablement

Device controllability is enabled by default. If you do not want device controllability enabled, disable it
manually. For more information, see Configure Device Controllability (65 ~X—17) .

When device controllability is disabled, Cisco DNA Center does not configure any of the preceding
credentials or features on devices while running discovery or when the devices are assigned to a site.
However, the telemetry settings and related configuration are pushed when the device is provisioned or
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when the Update Telemetry Settings action is performed from Provision > Inventory > Actions. At the
time of the network settings creation on the site, if device controllability is enabled, the associated devices
are configured accordingly.

The following circumstances dictate whether or not device controllability configures network settings on
devices:

« Device Discovery: If SNMP and NETCONF credentials are not already present on a device, these
settings are configured during the discovery process.

» Device in Inventory: After a successful initial inventory collection, IPDT is configured on the devices.

In earlier releases, the following IPDT commands were configured:

ip device tracking
ip device tracking probe delay 60
ip device tracking probe use-svi

For each interface:

interface S$physicallnterface
ip device tracking maximum 65535

In the current release, the following IPDT commands are configured for any newly discovered device:

device-tracking tracking
device-tracking policy IPDT POLICY
tracking enable

For each interface:

interface $physicalInterface
device-tracking attach-policy IPDT POLICY

Device in Global Site: When you successfully add, import, or discover a device, Cisco DNA Center
places the device in the Managed state and assigns it to the Global site by default. Even if you have
defined SNMP server, Syslog server, and NetFlow collector settings for the Global site, Cisco DNA
Center does not change these settings on the device.

Device Moved to Site: If you move a device from the Global site to a new site that has SNMP server,
Syslog server, and NetFlow collector settings configured, Cisco DNA Center changes these settings
on the device to the settings configured for the new site.

Device Removed from Site: If you remove a device from a site, Cisco DNA Center does not remove
the SNMP server, Syslog server, and NetFlow collector settings from the device.

Device Deleted from Cisco DNA Center: If you delete a device from Cisco DNA Center and check
the Configuration Clean-up check box, the SNMP server, Syslog server, and NetFlow collector
settings are removed from the device.

Device Moved from Site to Site: If you move a device—for example, from Site A to Site B—Cisco
DNA Center replaces the SNMP server, Syslog server, and NetFlow collector settings on the device
with the settings assigned to Site B.

+ Update Site Telemetry Changes: The changes made to any settings that are under the scope of
device controllability are applied to the network devices during device provisioning or when the
Update Telemetry Settings action is performed, even if device controllability is not enabled.

When device controllability is enabled, if Cisco DNA Center can't connect to the device through the
user-provided SNMP credentials and collect device information, Cisco DNA Center pushes the

user-provided SNMP credentials to the device. For SNMPv3, the user is created under the default group.
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\)

GE) For Cisco AireOS devices, the user-provided SNMPv3 passphrase must contain from 12 to 31 characters.

Configure Device Controllability

Device controllability aids deployment of the required network settings that Cisco DNA Center needs to
manage devices.

\)

GE) If you disable device controllability, none of the credentials or features described in the Device
Controllability page will be configured on the devices during discovery or at runtime.

Device controllability is enabled by default. To manually disable device controllability, do the following:

ATY TN A=a—TA4ar (=) #27V v 7 L GRIR L 9 System > Settings > Device Settings > Device Controllability.
AT 72 Uncheck the Enable Device Controllability check box.
AT w73 Click Save.

A4t ARMEDRH

V7N 2T EFA U a— RTEH], FREFT A AT oY a = I ARENC, =R
a—H—F 4 2K (EULA) ICRIETAMLERH Y £3,

\}

GE)  ciscocom D1 7 A NERAE FRE L TOARWEAIE, SEICH#ETerllZ, [Device EULA Acceptance]
T4V RUTRETDLIITKRDLNET,

AT TN A=a—T A2y (=) 271V v L TER L EJ[System] > [Settings] > [Device Settings] > [Device EULA
Acceptance] DJEIZEIR L £,

AT 72 [Cisco End User License Agreement] V) > 7 %27 U v 7 L, EULA @i,
AT w 73 [Ihave read and accept the Device EULA] F= v 7 R 7 A% A2 LET,
ATv T4 [Savel 27 Y v 7 LET,

SNMP J'O/\T 1 DEXTE

SNMP OFRITEZA LT U FOHEERETHIENTEET,
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1R BHHEIIZ

SUPER-ADMIN-ROLE #E[R & Ff > — WV DHN Z OFNEEZ EITT 2 Z ENTEEJ, Mz
WCiZ. About User Roles (117 X—30) ZZBR L T &,

1|

RT9T1 A=a—TA4ar (=) 27V v 7 L TERRL F9[System] > [Settings] > [Device Settings] > [SNMP] D JI&
IR L £,
ATYT2 WOT7 4=/ RERELET,
« BRYTEIE (Retries) : FFASND 7T A A4S ORKAITEE, ARRMEIT1~3 T, 7741
MME3 T9,

s [Timeout] : Z A A7 7 MI72 5 ETIZT /SA A & O DRENL 23 A HFEIZ, Cisco DNA Center 237§
W3 2%, Aah7efEix, SHMRBECT1 ~300Td, T 74 MNMISHTT,

ATv T3 [RT%E (Save) 127V v LET,
ATv T4 (FTvay) T7xNNOEREICETITIE, [Reset] 7 Vw7 LTo5 [Save] 7 UV v 7 LET,

ICMP ping ® 1 r— 27 )Lt

Internet Control Message Protocol (ICMP) ping 23 A %72 > TU T, FlexConnect & — K CH|iE
REEZRT 7B AKRA > " Wd D54, Cisco DNA Center | ICMP #fH LTS5 2k iczh b
DT 7B ARA L M ping ZFEIT L, BlZEAletE 2t LE S,

ROFNATIL, ICMP ping ZHENTT D TEICHONTHHLET,

RT9T1 A=a—TA4ar (=) 227V v 7 LTRRL F3[System] > [Settings] > [Device Settings] > [ICMP Ping]
DONEZ IR L £ 7,

AT 72 [Enable ICMP ping for unreachable access Points in FlexConnect mode] = v 7 /R v 7 A% A+ N2 L £ 7,
ATv T3 [Save] Z27 U v/ LET,

Configure an Image Distribution Server

An image distribution server helps in the storage and distribution of software images. You can configure
up to three external image distribution servers to distribute software images. You can also set up one or
more protocols for the newly added image distribution servers.

AT TN A=a—TA4ay (=) 2271V v L TER L £ 7 System > Settings > Device Settings > Image Distribution
Servers.
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ATy T2

ATvT3

ATv74

ATy TH
ATvT6

ATy 17

ATy T8

pop 731 Ao aEME [l

In the Image Distribution Servers window, click Servers.

The table displays details about the host, username, SFTP, SCP, and connectivity of image distribution servers.

Click Add to add a new image distribution server.

The Add a New Image Distribution Server slide-in pane is displayed.

Configure the following image distribution server settings:

» Host: Enter the hostname or IP address of the image distribution server.
* Root Location: Enter the working root directory for file transfers.

G¥) For Cisco AireOS 7 A -¥ " A =1 . h 12— T s, image distribution fails if the configured path is longer
than 16 characters.

* Username: Enter a username to log in to the image distribution server. The username must have read/write privileges
in the working root directory of the server.

« Password: Enter a password to log in to the image distribution server.

* Port Number: Enter the port number on which the image distribution server is running.

Click Save.

Because some legacy wireless controller software versions support only weak ciphers (such as SHA1-based ciphers)
for SFTP, Cisco DNA Center should enable SFTP compatibility mode for SFTP connections from wireless controllers
for software image management and wireless assurance. You can temporarily enable support for weak ciphers on the
Cisco DNA Center SFTP server for up to 90 days. To allow weak ciphers:

a) Hover over the i icon next to the IP address of the SFTP server and click Click here.

b) Inthe Compatibility Mode slide-in pane, check the Compatibility Mode check box and enter a duration (from 1
minute to 90 days).

¢) Click Save.

({EE) To edit the settings, click the Edit icon next to the corresponding image distribution server, make the required
changes, and click Save.

(f:E) To delete an image distribution server, click the Delete icon next to the corresponding image distribution
server and click Delete.

PnP 7 /314 RFRI DA ML

ATy I

ATy T2

WOTFNETIX, T3, ATHFA[ZHINZT D HIEICONTHHALET,

Azma—TAary (=) &7V v 7 L TER L E 3 [System] > [Settings] > [Device Settings] DJIAIZEE4R L %
ﬁ-o
[Device Settings] K2 7% 7> U 2 k)26 [PnP Device Authorization] % 38R L £,

GE) T 7V TR, T ATHBICHFTSET,
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AT 73 [Device Authorization] = v 7 7R v 7 A% A NI L TT A ATHEAZH NI LET,
ATv T4 [Savel 227V v 7 LET,

TINARTAYT DB

Cisco DNA Center ClIt—Y—Z L NAU—RKODAZX LT a7 MefER CEEd, DAX
L7 hEFERALTCT A, AT AEREZNET DL, 2y NI HOT A A
ERERTEET,

ARZALTOVT FDERK

ATV TN A=a—=TAar (5) &2V v 7 LTERL E 7 [System] > [Settings] > [Device Settings] > [Device Prompts]
DIFIZER L E T,

[Device Prompts] 7/ 1 > R U™ FR SN ET,

AT w 7F2 [Create Custom Prompt] #7 U v 27 LE7,
[Create Custom Prompt] A7 A FA A U IRFRINET,

ATV T3 2=V KOOI AZ LT a7 NElERT 521X, WOFIEEZFEITLET,
1. [Prompt Type] Kz 7 &7 U & h)3b . [username] Z 338 4R L £,
2. [Prompt Text] 7 4 —/V NIiZ, [EHEIH (Regex) TTFAFEANLET,
3. [Savel 2V v 2o LET,

RTYTE NRAT—=ROHAZ LT 0T NefERT 5121, ROFINEEZFETLET,
1. [Prompt Type] K1 v 7' & 72 A hnD | [password] 28R L &7,
2. [Prompt Text] 7 4 —/L N2, [EFEH (Regex) TTF A FEANLET,
3. [Save] =27V w7 LET,
GE) [Device Prompts] 7 « > RV A AZ LT a7 "REREINET, 2—HF—Z L XAT—FD
NAB LT a7 N 8 DOETIERTEET,
ARTYTS DAZLT a7 Ne B RIEFCRIZ v 7Ty Ry 7 LET,
GE) Cisco DNA Center |&, W AZ L7 0T MONAFZEHMERF L, 7ro 7 heary<XE0Ees L
TTNAAPELET, MO AZ LT a7 NOBEENREL 2 £,

ATFYT6 WMETA w27 )7 LT, WARAEZ LT P NefELET,
AT TT1 WAX LT 7 NEHIBRT DX, HIRT A a2 ) v 7 LET,
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71 2Dy 5 7y TR0 [

Gx) =P —ZDOTa LT N NRXRAT—ROT a7 ML, —EOERFHENMLETT, RILE
723U O ERFRAENRT D L. T4 A THRAEOBENEELET,

—\® ™ - » OEn,'_l_l -

TINA RBERD/INY DT v TERFEDERK
Cisco DNA Center (%, T /3 ADEITHER DO TN 2NN 7T v T HEITLET, Nv I T v
TORKEE, TAAARATEIRGFETE DM N 7 hoAFH I ERIRTE 7,

)

GE) TNV TIE, ROy 7T v A3BEBEROF# 11K3045 (UTCHA LY —2) 1Z
xb—?\/\‘ﬂ-‘_‘/l/éﬂij—o

RTYT1 A=a—TA4ary (=) 27V v LTRIRL £ [System] > [Settings] > [Configuration Archive] % %R
L/iﬁ—o

AT w 72 [Configuration Archive] 7 4 > K7 T, [Internal] ¥ 7% 7 U v 7 L7,

AT w73 [Number of config drift per device] K v 77X 7 V2 &7 U w7 L, TAA AT LIRGET DMK KN 7
FOF A RN 7,

TNRAAT LT ~S50 DR R Y 7 FERGFTEET, REINDIHBRRY 7 hOEFITIZ, T3 AD
TRCOTIUAEHERNEENET,

GE) T 74N BETIE, T3 AT EIRGFINDHK RY 7 hO¥kix 15 TF,

ATV T8 Ny 7y TOARERIRLET,

BIRLI-ANY 7T v 7OHBEL, *y bU—27 2R &7z Cisco DNA Center 27 7 A X DX A LV —\Z
HoxF9,

ATv 75 [Save] #7 Vv 7 LET,
Ny T o 7d, ATV a— VLT 77 4T 48 Z—TCRRTEET,

ATwT6 [External]¥ 7% 27V v 7 LT, T/ AMERRLE T — A 7T D12 OINE— =% M L E T, M
DNWTUL, T AR E T — DA 7 28— — DRk (69 ~—2) 2L TIZIW,

TINA RIBRZET —H4 T 5508 —/\—DERL

FRAZADEITA L T 4 X2l —a & T —0A T T 52D SFTP — — %2t T
xFE7,
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AT A=a—TA4ar (=) 271V v 7 L TER L EJ [System] > [Settings] > [Configuration Archive] % 3R
LET,

AT 72 [Configuration Archive] 7 « > R C, [External] ¥ 7% 7 U v 7 L%,

AT 73 [Add] #7 VY v 7 LT, [External Repository] Z B/ L %7,

Gx) BINTXx % SFTP %— 3— % 1 727 TT,

AT w74 [Add New External Repository] A7 A KA >4 T, IROFEMEATILET,

a) [Host]: RARDIP T KL AZ AN LET,

b) [Root Location] : /b— k7 + VZ DT E AT LET,

¢) [Server Protocol] : SFTP h—/"—D a2 —H—4 NAT— K K— " EZEZAHLET,

d) [Backup Format] %33R L £,

*[RAW] : EfTar 7 4 Falb—va RN _XCTARSNET, X TOBREBEREELE T T4 X—h

REF, NI T v T TF=2 T AIERSNET, "NAV—=FZANWLT, Ny I T v 7T 77
ANEry 7 LET,

Gx) 7 7 A )LD /AT — K% Cisco DNA Center (2R EE N EH A, SFTP YV —R— D7 7
AT 78 2T HI21F, XA T—REZRIXTBLILERHY 97,

[Sanitized (Masked)] : 34T 7 4 F 2L — a VOBBRESL 7T 4 X— FREDFHMN~ A7
SnET,

INAYU—=RiE, RAW RNy 7 7w 7R ARIR L7258 0@l S ET,

e) NI T v THAINEAra— L 1LET,
Ny 27y TORA, KEl, ALY —r BEOANY I 7 v 7OV ELIERE AT LET,

ATy 75 [Save] &7 Vv 7 LET,
RTwT6 SFTP — — DMz RET H121E, [Action] FIDOFRERZ %27 ) v LET,
AT w71 SFTP — "—ZHIRT 5 I21E, [Action]) F|D FIZHDHHIRA X v %27 ) v 7 LET,

D270 €AF—

Cisco DNA Center {Z Cloud Device Provisioning Application /N> 77— % A A h—/L L7256, 7
TURT IV EAF—2RETEET, VATLATIE, #EDOI7 T7U RT 7 EBAX =NV HR— b
ENTVWET, X, 207 7T RT 7 EAF—%2 AL TRIBENTZAWS £ 7 7 X
N2 FXOAL AT NERIRY V=R 2T XTERENO7 7T RF a7 74 1E LT
EHSNES, 77V K77 8AX—%2BMT 5L, AWS VPC A > b U A HEIRYIC
M A—&EnEd, 07TV KT 7EAXF—0D VPC A 2 b YIRE TR ShZY V—
ANAWS £ T T AT 7 F ¥ THESN, CSREBEIR VS YL Aaryie—F VI v
R7rEeya=7TRRLUTEATEET,
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188 BRI
» Amazon Web Services (AWS) 2V — /b7 72 A% — 1D Lt MERLZIE L ET,
cAWS~¥—7 v N T LA ATCSREITTIA VL A2y br—F BICHREGEL, ¥—F >
M) =Yg DA A=V ID 2R LET,
* AWS TO HA 7 = — /LA — S—IFIZ CSR THEAT X —_TE2RELET, DU —

TaryOCSREIuEYa =TT AT, ZOF—XT O4Hi% Cisco DNA Center D
UARDLERLET,

« AWS TO HA 7 =— /LA —/"—FFIZ CSR TIHEATH IAM B — V24 E L E7T, CSR %
TubVa = VT AL, 20O IAM 2 —/L% Cisco DNA Center D U A h 7 5H3&IR L E
j—o

« Cisco DNA Center & AWS D[] HTTPS REST API # /" L7-@8EICfEHTA2 7 u X a3
ELET, 7aFT0RE 83 —) 2L TLEE N,

+ eNFV 77U @ Cloud Connect $E3EREBEIL. Cloud Device Provisioning Application /X v 47—
CENBERT L ZE THEMNIRY £, 2Dy =Tk 77 40 hTid Cisco DNA
Center DFEHEA L X b —MIZHEENTWERA, BERTH—R—nE Xy Fr—T AT
va—RLTA VA=V TAHEMLERLY £, ZFEMIZOVTIE. Download and Install
Application Updates (113 ~<—3°) BB LTI ZEW,

AT TN A=a—TAay (=) 27V v 7 LTERL EJ[System] > [Settings] > [Cloud Access Keys] DJIEIZiER
LET,

ATw T2 [Add] %27V v 7 LET,

AT w73 [Access Key Name] # A/ L. [Cloud Platform] 2 K2 v 77X 7 U 2 hinB@ER L EF, AWS 22V —)L
B HUS L7z [Access Key ID] & [Secret Key] # A LET,

AT w74 [Saveand Discover] 7 U v 7 LE7,

RDEZRY

e IVIT U RT IR AF—HBINTHE, AWSVPC A > _v MY INENEHEIMIC R H—&
NE+F, 7797 K77y 74— A EDORMNITIIE G0 £9, A X2 N UIEEIT,
F 74NV OB TEITT AL IICAT Y 2— L ENTWET,

« 7T RA Ry N UNUENIERIZSE T 3% & [Provision] 2 ¥ = > @ [Cloud] # 7'IZ,
WAL AWSVPC A Ry R DB a—RNERENET,

BARIT

BEMMEE (IV) Tk, FERTAA RT—=Z2IIxT 5, 734 AREFOFREMZ "4 TH L
RWVERETEREAZBEELET GEUT056) o ZORMIE, A3 T8 XS
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B xworroryin—¢

DAIER R E ORI 2 KIGICEMET 5 2 & T, REOREZR/NRIZIMZA L Z LIZHY F
ﬁ—o

\}

GE) ZDOVY U—ATIX, IV TCiscoDNA Center IZ7 v 7’ a— REINZY T h =T A A—TV D
BMRGFET = v 7 #FITLET, BEMRIET = v 7 2373572012, IV —E R,
Known Good Value (KGV) 77 A V&2 T v 7 a—RTAHALERHD F£9,

KGV 274/ ILDT7y7A—F

T2 T 4 OBEMEERELT H720I0, BENOBDRY 7 b 2T 52FTL TS H0DL
LCYRAIATNA AZMGEET 20BN H Y £9, BUE, VA7, A, HEIERYRaY
7%?:7%%ﬁbfwé#&9b%M%?ét@@ﬂ%f4/F#%Diﬁh IV CiZ.
INEESNTA A—VBENET — 223 23V 7 v =7 DKGV LT L7200 AT L%
HHALEY,

YAk, 0% OO KGV BEEND KGV T—X 7 7 A )V EERB L ORIT LT
F£79, ZTOKGV 77 A /MIEHED JSONFEXTH Y, VAL TEL S, o7 7 A
NEEBIZHE—DKGV 7 7 A /IR RV E L, Y AadD Web A "B AFTEET,
KGV 7 7 A /WL, IROGFTIZHE#H S TWET,

https://tools.cisco.com/cscrdr/security/center/files/trust/Cisco KnownGood Values.tar

KGV 7 7 A MIIVIZA VR—FEN, Xy NT—=7F 4, 2L EE L -BAEMEORIE % #H
SETATDIEHENET,

)

GCE) FAAREBEEMEORIEMIZIVICRES, IVRNTRAIERAINET, IV & cisco.com DfH
DEFIIVNESH D A, KGV 7 7 A NV EREINRBEICZ T Xy v 7iRiE L, IVICE—
FoEET,

1R BRI

SUPER-ADMIN-ROLE #E[R & Ff o2 — WV DHN Z OFNEEZ EI T2 Z N TE E9, Mz
UWCiZ. About User Roles (117 X—73) ZZB L TLEE W,

]

ATV TN A=a—T A2y (=) 27U v 7 L TRIRL £ 7 [System] > [Settings] > [External Services] > [Integrity
Verification] DJEIZER L £,

AT9 T2 BHEDOKGY 7 7 A MEREMHR L ET,
* [File Name] : KGV tar 7 7 A /L D4 fil,

s [Imported By] : KGV 7 7 A /L% A > 7R— k L7z Cisco DNA Center = —#'—, HEMIZFX 7 m— KX
Nn5%E . fEIX [System] T9,

* [Imported Time] : KGV 7 7 A /L3 A AR —  SHUTHFZ,
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ATvT3

ATvT4

ATy TH
ATvT6

ATy 717

ATvT8

kev 77107y 7n—F ||

s [Imported Mode] : @ — A /VEZITVE— FDA U FR— FE— K,
* [Records] : MLPEI /- L a— K,
« [File Hash] : KGV 7 7 A L D7 7 A Loy S o,

« [Published] : KGV 7 7 A L DFFTH,

KGV 7 7 A VA ViR— b T 2I121E, ROWTNOLOFIREZFEITLET,
*KGV 77 A W&k a—ilA »AR— b3 25I2iE, [Import New from Local] #27 V v 7 LE T,
« KGV 7 7 A /L% cisco.com 7> A > 7"— 9 5121, [Import Latest from Cisco] %7 U v 27 LET,

GE) [Import Latest from Cisco] 47" 2 ' Clix, 77 A4 7 U+ — AR TEIISLELY FHA, 72751,
T7AT U AR T TICHE STV DAL, https:/tools.cisco.com ~DHERE D A % B < &4
ERHY £7,

[Import Latest from Cisco] & 7 U v 7 L7=83A 13, cisco.com ~DEEH NI TOIL, &H D KGV 7 7 A VN H
#f*J1Z Cisco DNA Center (21 >R — b ZINFET,

GE) https://tools.cisco.com ~D & F = 7 72 ##ilL, CiscoDNA Center & ZD 7w ¥ (fIEE Y 8T v
TR E SNIHE) (BN ENTiEHELEN LTItk 4,

[Import New from Local] #7 U v 7 L7354 1%, [Import KGV] 7 1 > RUNRERINET,
ROFIEDONFT NN ZFATL T —I A VR —FLET,
e B —H/VKGV 77 A /N% [Import KGV] 7 4 —/V RIZ KT v 77 RRay 7 LET,
« [Click here to select a KGV file from your computer] % 27 V v 7 LC, ZHHOar Ea—% LO7 44
b KGV 7 7 A Va2 L £,
o [LatestKGV file] V> 7 %27 Vw7 L, &FHDOKGV 77 A Va7 ra—RLThb, TO7 7 AL
% [Import KGV] 7 4 —/L FIC K5 v 77 v K w7 L&,
[Import] 7 U v 7 L£7,
KGV 7 7 A /L7 Cisco DNA Center |24 > 7"— F L E T,
A VUHR—=RIBET L7zb, UL CHIED KGV 7 7 A MEBRERIEL, 7 7 A VDBREFINZZ L 2R L
£7

IV I%, Cisco DNA Center 23R &AL T22 5 7 HZIZHRHT D KGV 7 7 A /L% cisco.com 25 ¥ AT LT HE)
Mcxyra—RLEd, HEIF v oun—RNE7TH 2Lk SnEd, KGV 77 A LvEa—H LT AT
LMZFETH 7 m— KL T, CiscoDNA Center (A R — T HZEHTEET, e E, &RERIZ
HLWKGY 7 7 A VDPMERAREIC2 Y . BEIF D u—RFRT7THIE (HER) XiTbidHaid. F
BCH Y e— RTEET,

KD KGV BHENWX U v m— RIFRBERSNET,
* [Frequency] : HEIZ 7 1w — RO,

s [Last Attempt] : KGV A7 ¥ 2 — T &I N U H— iz ke,
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B rreizez—vrons

* [Status] : KGV A7 ¥ 2 —F O DBITO AT — 2 A,

s [Message] : AT —H AR vE—,

RDBERY

FHDKGV 7 7 A V%A R— | L7=b, [Design] > [Image Repository] %R LT, A >
R— b ENTA A=V DA EF R LET,

N

GE) FTTIZA VA= FENToA A=V PRRGEEREARAT —F A (W EI2IIEE) ThoOILAITE.
KGV 7 7 A V& A »R— bk LT=%h 3% [ImageRepository] 7 4 > KU CTHER TE 9, I 51T,
FFRDOA A=V A v HR—FTh, HLLT v 7 r— RRLEKGVERIEDTZDIZSIR L ET %
BT LH5E) .

P7 RLAIARA—OVYDHRTE

Cisco DNA Center Z4MIP 7 RL 23— % (IPAM) LHET AL HIICHRETXET,

Cisco DNA Center i LT, IP 7 RL 27— )L OVERR. T, £7138I8%41T 9 & . Cisco
DNA Center [ 3% D1E# % M IPAM IT5ZE L 77,

1R BRI
cHNRIP 7 RL A F—Y v BN TIZRE I L, BEL T ARMERH D 7,

AT TN A=a—TA4ay (=) 27V v LTER L FJ[System] > [Settings] > [External Services] > [IP Address
Manager] DJEIZEIR L £,
AT w F2 [Server Name] 7 o —/L KIiZ, IPAM % — _—D4Hi%E AT LET,
AT w73 [Server URL] 7 4 —/b KiZ, IPAM % —/X—®D URL £72(XIP 7 L A& AT LET,
AEAEN Z OV — A= LTEESN TN L 2R T3ET M 2L b A v —UNERENET,
EHEREE A IPAM 2 LA VAR — M 2120%, ROFIEEZFATLET,
Q) BEFAaLEIY vs LET,
[Certificate Warning] % 4 7 0 778 v 7 AREK RS INET,
b) FEAEOREITHE, LU TNAEGS. BLXOAIWIRELHER L E£7,
c) HHMMPELWEAIE, F=v 7Ry A% 27 Y 27 LTCiscoDNA Center IZEL B IP 7 KL A~DT 7
BAZFFA L, BETERWVIEAELZ 7 X N —LITBINLE7,
d) [FFAl (Allowed) 1227V v 27 LET,

AT v 74 [Username] 35 X O [Password] 7 4 —/L RiZ, IPAM 1 7' A U 1E#HAE AT LET,
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AT w75 [Provider] @ v 7 XY A RN T 0NA X —%TERLE7,

G¥) [BlueCat] & 7' m /3o X & L CRBRLIZGEIT. BODO2—H—{Z, BlueCat” RL A~ H— %
) API T RBANBHTFAIN TSI E2MERLET, | NELIFEEOZ—F—D API T 7 &
RIET D HFEICET LM ONTIL, BlueCat D~==2 7 /LE SR L T E &V,

Cisco DNA Center ZH {5 HRALFAZEHE (FIPS) E— R BlueCat & #4815 121%. BlueCat 9.3.0
FEALET,

ATYT6 [View] Fuy7HZ o U ARG, T74NVEDIPAM Xy hU—27 B a—& 38R L Ed, HHL 22—
OBREINTWDEE, [default] DAHN K v 7 X7 A MIFERSNET, Xy FU—7 Ea—NR
IPAM TR &, IP 7 RL AT —LdarTr e LTSN ET,
ATy TT1 [RT%E (Save) 127V w7 LET,

RDBERY

REFAENIEFICIBIN &SN 2 & 2 MR8 9 5121, [System] > [Settings] > [Trust & Privacy] >
[Trustpool] IZ# &) L £,

)

G¥) FZ7ART—= T, GEAFE Y — =7 DTS 2EHE L LTERENET,

[System] > [System 360)ICBEEI L, AMEBIP 7 RL A~ 32—V v iRENIEFICTET L2 2 & &0
IJAL4 Li—é‘

Webex i & DR E

Cisco DNA Center IZ7 7 A 7 > k 360 O Webex 2t v g UEMARILL £,

RTYTN A=a—TA4ay (=) 227U v 7 L TRIRL E 7 [System] > [Settings] > [External Services] > [Webex
Integration] DJIEIZER L E 5,

AT w 72 [Authenticate to Webex] 27 U v 7 L ¥ 7,
AT v T3 [CiscoWebex] Ky 77 v 74 RUT, ELA—NT KLAEZANL, [Signln] 227 U v 7 LET,
ATy T8 R2RU—FKEASL, [Signln] 227V 27 LET,
Webex BAENIEHICTE T LET,
AT 75 [Default Email Domain for Webex Meetings Sign-In] G, Webex = ——D&E 1 A —/L KA A & AJj L, [Save]
7V w7 LET,

Webex XA A UTHMEEEICER SN, FAS VEFRTAIT X TO—F—DEEE T L7120 E2FEIC
ML= Tx £,
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. MS Teams #t 5 DERL

ATvTF6 (47T 3) [Authentication Token] T, [Delete] 227 U 7 L T Webex iZiEZ HIBR L F 9,

MS Teams #fi & D& RL

BT B &, CiscoDNA Center Tk, 77V 7r— 3360 F v arR—RKETZITA4T b
360 Xy v AR — RICHEERE A MU v 7 E@RB RIS E T,

ATV TN A=a—TA4ar (=) 27V v L TEIRL E9 [System] > [Settings] > [External Services] DJIEIZEIR
L/iﬁ—o

AT w72 [MS Teams Integration] 27 V v 7 L£7,
AT v T3 B8k (Register) |27V w7 LET,

AT v T8 [Microsoft] @ 7' A > 7 ¢ > K7 T, Microsoft HEEH D2 —W—4 L XAT— K& AL, [Signln] %27 U »
7 LET,

AT Y5 [Accept] 7 U v 27 LT, Microsoft Teams DA Z AN LET,
ATvT6 (FFay) [Delete] 27 Vw7 LT, Microsoft Teams & HIFR L £,

ThousandEyes D #i & DIERL

#4E8 ThousandEyes API —— 3 = o | & 159 % KL 9 (T Cisco DNA Center Z 4% L T, F8GE F—
7 > % i LT ThousandEyes D& AN TX £7, #HA k. Cisco DNA Center (X7 7V
r—3a v ~VA Ky v a i — RIZ ThousandByes =— = D7 A M7 — X Zgfl L
D

48 HREIIC

Cisco Catalyst 9300 35 L8 9400 & — XA A v F a2 Y R— 577V r—a RAT 4~
7' %4 L C ThousandEyes T— = M2 BB L7 Z L 2MEB L £,

AT TN A=a—T A2y (=) &#27Y v 7 L TERL £ J[System] >[Settings] > [External Services] > [ThousandEyes
Integration] DJIEIZEIR L E 5,

AT 72 [Insert new token here] 7 4 —/V RiZ, BiEb—27 % AL £,

GE) OAuth X7 Z— h—7 %51 TEL B 121E. [ThousandEyes] ~X—IZHBE L £,
https://app.thousandeyes.com/

ATv 73 [Save] &7 Vv LET,
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Fnvrnsonz [

Fy H 0T DRE

Y —EADOMED N T TNy a—T 4TI TH7=HIZ, Cisco DNA Center —E A D11
TNV EERTEXET,

7L E ST, B 77 ANTExR Y T TF v INDT—XEMEVET, £l LUt
BHEMTT, 20, HFL-ULE BESNTZ LA EDO LV TERSNTZT — 203D
niE, I_CTEENFET, i xiE, vl LULE [Info] ITERET S &, [Warn] 3 K OV [Error]
by I FrEInNET, LVELOT—FEXFYx Ty LT, BEO NI TNV 2—T 4
YT O E NI S LV ERET L L BB LET, X vl LoV E R
TH5ZLT, 0T 2EFXr 7T v L, BARERGHEZIZRCAYVR—FT7 7 AL
TR TED L IICRY £,

P —ERADT 7 4V hOr 7 Lo-YUITIEERIE ([Info]) NEFENTWET, HHREZMENS
Ou gLk SEIFEu /LU ([Debug] F720% [Trace]) (CEE LT, XV FEfMN
WEX Y 7Ty TEET,

A\

IE

7B AZMRT D BENH Y £T,

B S5 ATREMED B D IFHRD & A 712 L - TiX, [Debug] L~V L ECTINESLIzr 7 CTT

)

G¥)

0777 ANDMERR SN D & CiscoDNA Center 78 2 N O— oI B T Ici E SN ET, Z D
Fr72 5, Cisco DNA Center |, GUI TR ZZBE L CTERRTEET, v/ 7 7 A4 VOEHIEHN
P A XX2GB T, B 77 ANN2GB B2 55A, fi\wa s 7y A VFH LT 7 A
NTEEXINET,

188 BRI

1|

SUPER-ADMIN-ROLE #E[R & Ff > — WV DHN Z OFINEEZ EITT B Z ENTEEJ, Mo
WCiX. About User Roles (117 X—3) ZZB L T &,

RATFYT1 A=a—T A2y (=) &7V v 7 LTER L %7 [System]>[Settings] > [System Configuration] > [Debugging
Logs] DIEIZEIR L £,

[Debugging Logs] 7 « R 7IZIL, IRD T 4 —/V RBFRENFET,

* Services

» Logger Name

* Logging Level

» Timeout

ATw T2 [Services] ka7 X TR MpLY—ERAZRIRL, O 7 L-ULEFEILET,

Cisco DNA Center ') 1) — R 234 BIEEHA K .



SRTLEEDER |
B < ro—vosrRsmRonE

[Services] Ku v 7 # 7 U A ~MZiE, BIE Cisco DNA Center [Z5%E I, FEITL TV AP —EANRERX
ET,

AT w73 [Logger Name] # A S LE T,

UL, B X T L= LT = Ay =V AR NNT LY T MU T aryiR—3xr Ml 57201
BMESNT-mERBETT, ZOBREZEAT BT, +oEELTLESY, ZO#ELZRHATL &,
T = I NP R — FOTOILERERDRONDAREERS Y £3, r A yE—UiF, ZZTHES
nNiaB— (Rolr—2) IZHLToAEZIAENET, T 740 8 TIE, B H—4AIZILcom.cisco ThhaE
LN =T NEENTHWET, BINMORy r =413~ REIDEE LTANTEET, RN
IRENTWARNWIRY . 77 40 MERHIBR LW T ZEW, *ZEAT5 L, TXToORyr—vne
JICRsR SN E T,

AT v T4 [LoggingLevel] ka2 v 77X A KNT, h—ER2DHFH LB T L ULERIRLET,
Cisco DNA Center TIERD 7 7 LAUL3 AR — b SILTWET GEMIZLL T, BIE)
e [Trace] : FL—RA A v E&—
* [Debug] : TN T A vE—Y
s [Info] : EFZENEEIRERA vE—
o [Warn] : ZHEREA v —

e [Error] : =7 —{RAEA v E—

AT wF5 [Timeout] 7 4 —/L KT, a7 L-YULOHIMZRINL EJ,
17 LoD A 15 0 BAL CTRE L E T (~ERIRR) . WM& EHIRICHRET 256, P I 7y a—
T UTEENRETTHENC, 7740 0ol L Ex Uty NTH0ERH Y £7,
RATvT6 BRNEZHZRL, [Applyl &7 Vv LET
GRIRNEZ X v L3512l [Cancel] 227 Y v 7 LET)

2y FI—U OBRRRDERE

[System] > [Settings] > [Network Resync Interval] DIEIZIERT 5 & 7w — L LL T
TOTNAADOKR—=Y TRIBEZEH TEET, £7-. [Device Inventory] Z BT 5 &, TN
A AL YL THEEDT A ZADR—1Y v Z k% F i T& £7, [Network Resync Interval] % fii
HALTR=Y U 7RIREERET S &, EDOEN [DeviceInventory] R — U > ZMRIE LV HESL
SNET,

188 BRI

* SUPER-ADMIN-ROLE ¥R &2 FF D2 —HF DLNZ DO FNEEFEITTH 2 LN TE E 3,
22T iZ. About User Roles (117 X—73) ZFH L T &,

=11
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AR RV ICT AL AR DD D EEHRLET, T ABBRVEEIE, T4 A B Y
HeREZ T L TR L £,

ATY TN A=a—T A2y (=) 27V v 7 LRI L £ §[System] > [Settings] > [Device Settings] > [Network Resync
Interval] DIEIZEIR L £,

AT w72 [Resync Interval] 7 « —/L RIZ, #H LWEEFE (5) 2#ALET,

ATV T3 (FTvar) 3_XTCOTAAL RCK U THRESNEFOR—Y TR E 4 — =T A4 R 5854513,
[Override for all devices] = > 7 R v 7 A=A N LET,

ATY T4 [Save] 27 Vv LET,

BEEOJTDERR

BEfr o 71X, Cisco DNA Center CEATSIN TWA I EIERT SV r—v a VBT E#H%E
BAELET, ST, BEv 7. 731 A PublicKey Infrastructure (PKI) BEIZ DV T DI
WO LET, Zho0EAEr Z7OERIT. 77V r—va U E37 31 APKIGEHEIC
BT 508 (b5 E) DI TNy a—T 4 v 72X T DO TE 7,

Bt Z1E, RA LY AT AV b RALLSH, Wi Lia—F—2RET 52 A7
LATHB Y ET, BAR 7 2HIIT 5 L. BEMOROE Y 77 £ MY AT LORELTR
RSN ET

RT9T1 A=a—TA42r () 270 vr L TRRL E3[Activities] > [Audit Logs] DIEIZEIR L 9,

[Bif&in 7 (AuditLogs) 174> KU T, Fv hU—ZHNOBAEDOR) > —ZHT 0 /2R TEE
T, ZNBHORY > —E, CiscoDNA Center IZA v A =L ENTWAT TV r— g /0l k> TRy
N —27Ff 2B I NET,

AT9T2 FALTALATAL %IV v 7 LT, Vg FUILEFRT L7 —Z ORHFEHZ KO LBV IEE L E

j—o
1. [Time Range] fEJk C. [Last2 Weeks], [Last 7 Days]. [Last24 Hours], 3 72(% [Last 3 Hours] @ FRFREIHS
B ET,

2. WAZLEEERRET D121, [HfF Bydate) 127 U > 27 L, BAGHKREEK THREZIEELET,
3. [ApplylZ27 U2 LET,

ATYT3 xETDHTEAER 2R RTHIE, BEEr 7 OMICHLRAE7 ) v 7 LET,
FEAE 7L, W< OPDOTEEr Z7OBIZRDZENTEET, REEZ2Z ) v 73258, —EDIBN

DFERD V2T R TEET,
Gx) B 7%, Cisco DNA Center I L o> CEITIN X AT T AT —H X v 7 F v LE

T, FEAE o 71X, Cisco DNA Center I X > CTEITENZF AT DY T H AT T,
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. Syslog H—/\—~DEEOST DIV XK—

ATvT4

ATy TH

ATvT6

ATy FT17

ATvT8
ATvT9

ATv 710

(FEE) EROSRA AR RENTZEE 7O 2 N THREDEEn 7 X v —V%27 ) v 7 LET,

FRONAL L TARYMID (EventID) >[4 XV MID%EY Yy FR—FIZaE— (CopyEventID to

Clipboard) 1 %7 U v 27 LEd, a7 ID % API THEHTLHE, A XU NIDIZESSEARAa S

A=V ERETEET,

A v 7 OFMORA NZER Y —0 [5B8 (Description) 1. [2—H— (User) ], [1 2 —7 x4

A (Interface) ]. [5E% (Destination) ] 3F RSN E T,

GE) A0 72, A u— RE#R%Z G T POST. DELETE, PUT 2 & D /) — AT REEDFE
e, TRA RS v a SNEREREDOY T AT REMEOFENE R SvE T, Cisco
DevNet @ API ®ZEMIIZ 2 Tix, [ CISCO DNA Center PlatformIntent APIs] Z#Z&M 1L TL 72
S,

({ER) [Filter] 7 U >~ 27 LT, [UserID], [LogID], %7z [Description]| TR 7 %7 4 /LX) 7 L&
TO
[Subscribe] %7 V v 7 LCE#&E R 7/ A X M E2EERLE T,

syslog —="—D U X M RERINET,
Bikd % syslog h—"—DF = v 7Ry 7 A%A L, [Savel &7 Vv 7 LET,

GE) e o 7 A Ry N DOBERE RS DL, syslog b —N—DF = v VR vy 7 A% F 7L T
[Save] #27 U v 7 LET,

Filod~A T, [Search] 7 4 —/V RZEHA LT, /A v —VNOKEDT A MERRLET,
Ama—TA4ar (Z) #2710 v 27 LTRIR L E I [Activities] > [Scheduled Tasks] T. 0S O FEH LT /3
A ADZMIR EOTIE, ETH, BTHBIORBOERSY 27 2R LET,

Ama—=TAay (=) 227V v 7 LGER L EJ[Activities] > [Work Items] # 7 ¢, #4741, 58T,
BIOKBOIERER 2R LET,

Syslog —/\—~DEEOSTDITH AR—

X VTAICETOHEREE LV XeETHERn 7 T=4 ) 7 Onic, Bhn /%
Cisco DNA Center "5 R T —27ND U E— b Syslog hr—/"—|Z=J AKR— T5HZ L &K
SHEEL E97,

syslog th— "— 2 HEGT 5 2 & T, A& 1 7 % Cisco DNA Center 7> H D syslog —
N—|ZTJ AR— N TEET,
18 eH B HEIIC

[System] > [Settings] > [External Services] > [Destinations] > [Syslog] #EJ# C syslog t—/N— %%
ETHMENDD £77,

RTY TN A=a—TA4ar (=) 22710 v 7 L TRIRL E 7 [Activities] > [Audit Logs] DIEIZEIN L £ 7,
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| vRFLEEOHERK
szvxx% |}

AT 72 [Subscribel 27 Vv 27 LET,
RTY T3 kT D syslog —/N—%FINL, [Save] 27V v 7 LET,
ATy T4 (LE) BEEMERT 51203, syslog b—"— ORI ZfiEFR L, [Save] 7 U v 27 LET,

R R ERKR

Cisco DNA Center TEITHT DX AT BT LI2Z A7 BLXOKRMLEZZ A7 ICETHERE
ERTEET,

ATV A=a—TAar (=) 27U v L TRIR L EJ[Activities] > [Tasks]DJEIZTEIR L £,
FAU D<A > D [SUMMARY] SHIKIZ X, KD U A MBERINET,
* [Status] : [Upcoming]. [In Progress]. [Success]. 3 X TX[Failed] # 27,
+ [Last Updated] : i# 7 [3 Hours]. [24 Hours], F 7213 [7 Days] IZEH INT=& A7,
* [Categories] : DN T TVIZHKAW X Ry, —BICEEO T T ZBRINTE ET,

* [Recurring] : T & 27,

ARTFY T2 #RA7 V%7V v LT, [Starts], [Status]. [Lastupdated], B LOEH%DHX 27 H#ITHO X A7 |
SET LIEZ AT KU 227123 580§ # % 759 slide-in pane % B & £7,

ATw 73 K LT=¥ A O slide-in pane ¢, [Download Error Report] V> 7 %27 U v 7 LT, TNETNDX A7 DT
F—LAR—brEXrm—RFLET,

tar 7 7 A ADMERR S, B— B~ VITRESNE T,

GE) YIR— M —2AEERT DB, GO 5L OMOFEMIIMA T, Fvrm—RLiexnT—LR—
PR TEET,

SRR 7 o T4 71t
Cisco DNA Center 7 7 A Z T rl it (HA) 27 77 4 712751213, WOFNEEEITLE
7,

AT TN A=a—T A2y (=) 27V v 27 L TER L £ J[System] > [Settings] > [System Configuration] > [High
Availability] DNEIZIERIR L £ 9,

AT w72 [Activate High Availability] 27 V v 7 L %7,
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HA OFEHIIZOW T,  [Cisco DNA Center High Availability Guidel] &ML T 72& 0y,

T7AT =72 ED/—)L)3, Cisco DNA Center & Cisco DNA Center 77 > b 74— 254 &
HWETOIULEND L — RN—TF7 8T 7Y r— 2 COMITFET 55513, [Integration
Settings] Z#FXET D HE N H YD 9, CiscoDNA Center DIP 7 KL A, A U H—F v 4
Ay NU—ZIZ8 T DD IP 7 L A IZHNEBIIC~ v B 7T ENAEEITE, 2D L)
REFIDFEAELET,

| &

EE CiscoDNACenter /N 7 7 v 7B X OME#%. [Integration Settings] ~— 7 7 AL, (%
IS U C) ROFNEZ{EF LT [Callback URL Host Name] = 7213 [IP Address] & 5 #14 5 &%
b £7,

1R BHEIIZ
CiscoDNA Center 77 v h 7 4 —Ah A VA F—/L L TEEFET,

ATYT1 A=ma—TAay (=) 227V v 7 L CGER L £9 [System] > [ERTE] > [Integration Settings] DJEIZER L
£7,

ATF9 T2 =K RX—F 487 7Y r—3 9 7 CiscoDNA Center 77 v h 7 4+ — L LiBET D & & I0HRT D MH
733 5 [Callback URL Host Name] F 7= 1% [IP Address] & AJJ L E 7,

G¥) [Callback URL Host Name] & 72| [IP Address] (%, Cisco DNA Center [ZINERIIIC~ v B> 7 S
TWDHNRIANT R A PAETIXIP T RVATY, 3/ =K T7AF 8y F 7 v 7DOVIPT KL
AHEHELET,

AT T3 [Applyl 27 VU v 27 LET,

» -~ N =JL =
QA A vtE—DDERTE
CiscoDNA Center i2 12 7 A » L= TR TCOL—YP—IZEREINDIA v -V EHRETEET,

1R BRI

SUPER-ADMIN-ROLE £ 72133 A7 MEHEMER % 7> CUSTOM-ROLE Dt —H — D)5 =
DFMREFEITT LI LN TEET,
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| vRFLEEOHERK
PAREIOE Y .

AT TN A=a—TA4ay (=) 271V v LTER L EJ[System] > [Settings] > [System Configuration] > [Login
Message] DJEIZEIR L %9,

AT 9 T2 [Login Message] 7 ¥ A hR w7 AZRA vE—YDTFAMEATILET,
ATY T3 [R7E (Save) 1227 U v 27 LET,

Z DA v E—E, Cisco DNA Center 1 7 A > _—2 D [Log In] K& > D FIZFKRENET,
HBTIDOAyE—VEAIRT 2561E. ROFIEEZFEITLET,

1. [Login Message Settings] ~*— 2V 9,

2. [Clear] %27 VU > 7 L, [Save] #7 U v 7 LE7,

O N =JL ==
:7|E]jF“>’OD:ﬁZﬂE
Cisco DNA Center EHFLL TWAH Ry hU—=ZF A XL DBOP & LTHRESNLTWS Y
BT —N—RNHAHIEAIT. eI —N— DT IV RAEBRETHVLERLY T,

N\

((¥)  Cisco DNA Center /X, Windows New Technology LAN Manager (NTLM) F8iEZfEFH 357 2%
VP —R—FP R — L TEEA,

48 HHEIIZ

SUPER-ADMIN-ROLE#E[R & > —HV DANZ DOFINEEZEITTHZ ENTEXET, FEMCo
WCIE. About User Roles (117 X—) ML TL 72 &V,

AT TN A=a—TA4ay (=) 27V v LTER L FJ[System] > [Settings] > [System Configuration] D JIE 253
RLET,

AT w 72 [System Configuration] K& > 74 7 U 2 ki [Proxy] > [Outgoing Proxy] & &R L £,
ATYvT3 7ax —N"—OURLT FLAEZASTLET,
ATy T4 Tuoxi—R"—DR—  EFEANLET,

GE) « HTTP O%;4, A— M&E L@ 80 TT,

o N— FE B OHEFHIL 0 ~ 65535 T,

ATvIS (AFvay) Taxobh—N"—0GEEELE LT 585E . [Update] %7 U v 7 LT, FrFdobh—n_—
T 7 BRAT DD —F =4 L /AT — ]\%)\ﬁbiﬁ"o
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B cs2v7 @y ammss

ATvT6

ATy 71 %
BIRNEZ XY BT 2100, [Reset] 7V v 7 LET, BEEOT v ELEHIFRT 5I121E, [Delete]

[Validate Settings] = v 7 R v 7 A% 4 12 1 FFEIZ Cisco DNA Center T 1 & UAERKIF O R E D3R
DJtE é j/l/ é J: 9 l/ i To

RANEZfERE L, [Save]l &7 U v 7 LET,

7 Vv LET,
T X EE LI, [Proxy] V4 v RUICREZR R TEET,

X2 )T/ ICET AHRESE

CiscoDNACenter 1L, “IWAK LT =X —B I OEHEYNRDOEKRA MRy NU—T T34 ZAHD
EHOTX2 )T A MEZIRIELET, BF VT BRI, BHRRICEM L C. ELLSEET
AHUVENRHY FT, kOEX 2T IZET HHESREE IZ /f 5T L EMIHELEL £,

* Cisco DNA Center |, 774 X— "Ry =N, BXOA v & —F v M EDfE
T TXRW Ry h U —27 2% LT Cisco DNA Center Z BV TWARWT 7 A4 7 07 4 — /LD
BIZEA L TL7ZE,

EHA Y NT—J L BT T A X Ry NU—T BNMEARNZH DA 1. CiscoDNA Center
DEBA L E—T 2 A R BT TN R B =T 2 A AT NTNEHEL Y N T —
P —T TR Ry NI =271 L TL &V, ZHUT XY Cisco DNA Center
OEBIHEHEINEZ—ERE, 2y NI TS R LOBEERBLIOEHICHEHAIND
P—ER L DM THEIIR Y NU—7 GEENMTOIVET,

3 /) —RZ7FRAX¥E v T v 7T Cisco DNA Center Z BEIT AL, 7T AX A L F—
Tx A APRGEES TRy N —J IR SN TND Z LR L TLIEIN,

e Ny FOT T ABTELRY BRI, EX 2 VT ANy TFEEOEERT v 71—
RC Cisco DNA Center 27 v 77 L'— F LT IZEW, FEAIIZ OV TIE,  [Cisco DNA
CenterUpgrade Guidel] &M L T 7230y,

« HTTPS 7' 1 % v — " —%f# 3 % Cisco DNA Center {IC L > TT7 7 AZIND U E— |k
URL Z#lfE LT 72 &V, CiscoDNA Centerid, f > ¥ —F v MEHTT Z7EA LT, YV
TR =TT T T b TARBVA TARLAAYT Ny =T B R —RLTZY
o~y TEHR, 2=V —T 4 — KNI PEEMt L0 T585 \-sﬂﬁzéhflﬂi
T TNODORMTA 2 —Fy MERiziRitd 2 2 LITWAEME TS, 7272 L, HTTPS
X —R—% ) L TR et L,

BEFNDIP T FLABRLOFHOALZFF L, REHDOR— h~DXy MU — 7 Hifsih 7
Byl THIEICED, T AT U4 —%EHH L7 CiscoDNA Center ~D A J738 KLU
TEHEZ X —T 74 X Ry UG AR L T 7ZE0,

+ CiscoDNA Center ® H B 24 % — N—ZEBHEL  NEEREER (CA) ITX» TEL SNF-dF
HFICE S ;A TIES VY,
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| YZFLBEOER
BITLS A— a3 OEEL ReSHA DAL (Z2ThL) [

AL TWDE Ry N — 2 BRETHEEZRGA L, SFTP AMiE— RZHEHICLEST, 20
EF—RTlE, VY= Ry bT—7 TRAL ARHEOEFEAA — h & LT Cisco DNA
Center [ZHft TE £ 97,

s T T IYFR—ADT T ITAT UV ABRET AV — REBHLEST, 20U 0¥ — RIZiL,
H O BAGEHENME L QO ET,

e I/NTLS X—Ta &7 w77 L—RKLFJ, Cisco DNA Center T, TLSvl.l1 8L
TLSVI2 BT 7 4/ FTHC 2> THWET, EHLTWDH Xy NU— 7 BRE CAlRE/e s
Bl ADTLS A=V a v & 12 ETH I L2 HER LI, FHic >V TiE, &b
TLS N"— 3 DR & RC4-SHA OfF ML (242 ThVW) (85 —) &ML TL
720,

BR/INTLS /A—2 3 U NZEE & RCA-SHA DEE (BETHLY)

tXal) T4 IR B HESREEIE : Cisco DNA Center D215 O TLS #4522\ Tk, /N TLS
N=Tar & TLSVI2 LT v 77 b= RT 5 L2t L £,

S Y FTU—27 250 ) — A K REST API 23k (/ — A /317 K REST API _X— A (D
TV =gy, 77 UY BIXOHTTPS Z24# H L T CiscoDNA Center (2855t L T\ D % v
hT—2 F 34 A72 Y) X, Transport Layer Security (TLS) 'v h /L& L CiR#ESNE
@—O

77 4/ h TlE. Cisco DNA Center |Z TLSv1.1 & TLSv1.2 ¥R — k L £ 25, SSL/TLS it
® RC4 B FIV AR — b LEH A, RCABSFIZIIBEHOT AN H D720, Fv NI —7 T34
ATHR—=F SN TWDLEEIE, B/NTLS N—V a3 &2 TLSVI2 17 v 77 L— 452 &
EHELEL 9,

Cisco DNA Center il FD % v b U —27 T34 ZANRBEFEOR/NTLS 23— 3 > (TLSv1.l) £
72135 2R — b TE R WA, CiscoDNA Center (2 (/N TLS X—V a Va2 X T T L —
K L. RC4-SHA ZHNCT AR EA T a vV PHESNLTWET, 2720, B2V 74 F
DHEAMN D, Cisco DNA Center TLS D/X—T g v & X 77 L— K L7 RC4-SHA K 5% H
L7720 LAanz &2 L £,

Cisco DNA Center C TLS O/N— 5 AW F7213 RC4-SHA ZH LT BI121F, T2
TIIATARICa A L, CLLZFERLET,

)

GE) CLIza~r RiE, VI—ARZTEIZERINDAREMERH D £9°, RO CLIOFITIX, +XTDH
Cisco DNA Center U U —AIZH#H I N WAREMHOH D a~ 2 REXAEHEH L TWET,

1a s BRI
ZOFNEEFEITT H72DIZ1E, maglev SSH 7 7 & AMERR DS M B CTF,
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B a01ss—oa 08 Re-SHADEMIE (RETHLY

\)

GE)  Zokvx=UT o#EBEIX. Cisco DNA Center (ZAR— b 443 Z A L £4, ZOFIEOEITICL
. CiscoDNACenter f > 7T ANT I F ¥ ~DR—TDNT T 4 v 7 DEE BN/
ERBHY FET, LI -> T, TLSOREFHEIITORVWEHIC L, A7 — 7K E 7213 A
T AT OBRLT O HENH Y £,

ATYT1 SSHZ AT bEEHLT, REVAV—FTHELZIPT KL ATCiscoDNA Center 7 77 A 7 o A
a4 LET,

SSHZ 947 FCANTAHIPT FLAF, Xy bU—7 TETZHICRELEZIPT KLATY, 2D
IP7 RVRIE, 77 I9A TV AZNLR Yy NT—T I8 LET,

ATFw T2 BRINEEEIL, SSHT V7 ERARICZ—F—£ L X2 —RKEANLET,
AT T3 kOa~vwr REANLT, 77 AZTHEENIR>TWD TLS X—V a U 2R L £,
)iz, BlErRLET,

Input

$ magctl service tls version --tls-min-version show
Output

TLS minimum version is 1.1

RTY T8 JTAZDTLS X—Va VEERTLHEAIT, kOa~r FE AN LET, 72& 21X, Cisco DNA Center
B TORY NT—IFNYL ZANREEDTLS N—V g U E Y R— N TERWESIE. BIEEDOTLS N—Y 3
VELRION—=Y g VNIZERTDHNENECDZ ENDHY T,

WOFNL, TLS XR—2 a3 1105 10 ICEET L HEZRLTWET,

Input

$ magctl service tls version --tls-min-version 1.0
Output

Enabling TLSv1.0 is recommended only for legacy devices
Do you want to continue? [y/N]: y

WARNING: Enabling TLSv1.0 for api-gateway
deployment.extensions/kong patched

WOFENE, TLS X— 3 1.1 025 1212 E (RC4A-SHA AN L TWARWREDORTATEE) 5 Fiks
AL TUVWET,

Input

$ magctl service tls version --tls-min-version 1.2
Output

Enabling TLSv1.2 will disable TLSvl.1l and below

Do you want to continue? [y/N]: y

WARNING: Enabling TLSv1.2 for api-gateway
deployment.extensions/kong patched

G¥) RC4-SHA B NHNC e > TWAEE, TLS A= a3 v 12 25/ —V g 0 & LTRET S
ZEEFY A= FENLTWERE A,

ARTFWTE 75 AKX TRCASHA #ENZT AT, D a~<wy FEANLET (X a7 TV, MEEREA
72 L TL &)
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ATvT6

ATvIT1

ATy T8

Joxvinzonz |

TLS N— 9 V12 08 /—V 3 o ThHEE. RCASHA S 2 ANCTHZ LT R— SR TWE
A,

WOHENL, TLS N—T 3 v 12 BEMI > TN E a2 R L TVET,

Input

$ magctl service ciphers --ciphers-rcé4=enable kong
Output

Enabling RC4-SHA cipher will have security risk

Do you want to continue? [y/N]: y

WARNING: Enabling RC4-SHA Cipher for kong
deployment.extensions/kong patched

a7 R TROa<w RE AL T, TLS BELWRC4-SHA DBNREINTWNWDH I LR LET,
wiz, BlERLET,

Input
$ magctl service display kong
Output
containers:
- env:
- name: TLS V1
value: "1.1"
- name: RC4_CIPHERS
value: "true"
GE) RC4 B L ONTLS Dip/h3— 3 U RFRE S AL TV 541, magetl service display kong =~ >

RO env:i iIZU A FEINFET, TNHDOMEPFHREINTWZRWEEIL, env: ICERINERF A,

PIFTIZ AT L7z RC4-SHA B 5 2 29 510id, 7 T AX TRDa~< > RE AT LET,

Input

$ magctl service ciphers --ciphers-rcd4=disable kong
Output

WARNING: Disabling RC4-SHA Cipher for kong
deployment.extensions/kong patched

CiscoDNA Center 7 7T A T Ambua 77 v h LET,

JOXJEEBHEDETE

Ty NI —THERIZEL > Tid, x4 — b U= A1d, Cisco DNA Center & EHT 5 U E—
FRry hT—27 (SEZERRY NT—I T RA ZA%ET) OMICFET DAREMENRH D F
T 800443 Ao EDO— 2R — MEIDMZ D — by = A Tax @R LET, 20k
¥ . Cisco DNA Center IR EENTZFR Y NU—TF XA ANLDOSSLE Y g if, 7ux
V=MD A THRTTHZ IRV ET, LEB-ST, 206DV E— Ry hU—ZHIZ
HDBFY NT—=T TN AL, X7 — U= A EH TOH Cisco DNA Center & {5 T
£9, Fv hT—2F/3A A CiscoDNA Center £721%, (FFETEHHAR) T F—k
VxA LRETEETEXDEREMNLT HID, Ty VT =T T30 AL, B#T 25 CAL—
FRERAE T, E7ITRFE ORI TIEY— =B OFEAEL > T, @I m ey =7
ENTZPKI N T A NANT 2RATEHENRD D £,
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B oscamzozs

PP/ — R LS TT A ZADF VAR —FHIZFDO LI R 7 a U0 BEINTWD S
Bl By NI — 27 F A ZAREANT Cisco DNA Center ZEHHB L ORIETEX 5 L o512,
%3 L Cisco DNA Center Y — /S —ZEHEL[F—I29 2 Z & #HERE L 9,

7 ¥ — 7 = A M CiscoDNA Center & EFLHED Y £ — b Xy MU —7 ORICEFEET D
Fy hU—7 bR YT, ROFEEZFEITL X7 — b U = A ZEAE% Cisco DNA
Center (21 >R — bk LET,

1R BHEIIZ
* SUPER-ADMIN-ROLE #E[R & Ff o2 —V D LN Z DOFNEEZFEIT9 52 ENTEET, M
22U TiE. About User Roles (117 X—3) ZZB L T &,

« CiscoDNA Center & DV —E R ZEZET AT X F— b =2 ADIPT RVAZEHAT
HVENH Y F£7,

e a2 A THEMHIN TV AIFAE Y 7 A L EZ > TWVWALENRH D F
T, FEAET 7 A LONFIL, ROWTANTHERENTWDELERDH Y £7°,
*PEM £/ DER XD 7 a7 — 7 oA OFEHE, BILOHCES SITZHEH

Ho

«PEM £/ DERERX DT v 7F— U= A OFEHE, BIXOEREERD CA I
Ko THITEINTAEAE,

*PEM ¥721XDER EX DT %y F— v oA OFFAELZOF = — 1,

TNRAALETaX U — by o THEAINDFEHZEIL. ROFNEIZHE - T, CiscoDNA Center
WA VR—=FTDXENRHY F7,

AT TN A=a—TA4ay (=) 27V v LTER L FJ[System] > [Settings] > [System Configuration] D JIE 232
RLET,

AT w 72 [System Configuration] K2~ 77U X kv, [Proxy] > [Incoming Proxy] Z 38R L £,

RT3 [Proxy Certificate] 7 > K7 T, (fFET 25T BEOTrX 7 — b U = A EHEDT — & 2 FoR
LET,

GE) [Expiration Date and Time] 1Z, 7'V = UiEHER; (GMT) fE CRRINE T, FEAEAZIHIRO
2 % ARIZ, Cisco DNA Center @ GUIL 23 AT ABHINFRINET,

ATV T4 Tax = U oA EAELBNT 51213, B B4 AT £ 721% CA FEB#E % [Drag and Drop Here] fH
WIZRT v 77y Ry 7 LET,

G¥) PEM £ 721X DER 7 7 A /b (ABAF —K S LERED 7 7 A VIBEX) 720008, ZofEkzH L
C Cisco DNA Center {21 > HR— hT&xF7, IHI1Z, ZOFEIZITWMEF—IILETIERL,
Cisco DNA Center (27 v 7' — R SLEHA,

ATy 75 [RE (Save) 127V v7 LET,
AT w T 6 [Proxy Certificate] 7 4 > RUAHH L, HHHahzrmnxoF— by oA GEHEDOT -2 2 FRLET,
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[Proxy Certificate] 7 « > R 72K AR SALTERIZ, BT LWGEEA . BITE. B LORERKEZ KT %
LOIERTHMERDH D 77,

AT 1 TaxF— U oA GEHEOKEEE AT 5I2IE, [Enablel R¥ > %227V v 7 LET,

[Enablel R¥ > %7 Vw7 §5E, aXiF— R oA NPLOERMFICa ha—F 081 KA —FEh
X — U oA FEHEEZIKLE T, [Enabled| RZ %227 U v 7 LaWEA, 2> ha—J A
DHECEBLTFHEE /I VAR — FENTZ CAGFHELZ 7o X A — = ITRLET,

TuXTF— b = A GEHEOHENMEHA SN TWHEEA, [Enable] R ¥ 37 L—FRENET,

SSLA U A—tJhJaxiIBAED 7y JA— K

CiscoDNA Center & V7 "Ny =77 v 7T — DX u— KT THD Cisco Cloud & DI
RIESNTZ7 v F o —"—TSSLESBHMIR > T D56, EXRRIERNLHEITS
TREAEZMEH L T e OB RSN TS Z 2R LT EEVN, T4 X— hiEAE
AL TV HEEIE. ROFIEEZFEITLET,

)

GE) X2 U T4 &bt A0, L—F L ~DT 7 AZ Cisco DNA Center THEZNIZ 72~ T
WET, FIRFFE VT, 23 B e R DA R —T A VT VRT AET 7 ALY
AT NZT 7 RATE 20, EBHEOY A7 RS nET, 2L, Zok7v a0
g~y REFRATHICE, b=z VBT 7B AT 208N’ H D £, HIFRA &
T UIZOWNT (104 X—2) LT 7ZE,

ATy T Tax i h—"—0iE (pem ) % Cisco DNA Center #—/3—® /home/maglev T 4 L7 kU IZ
$£%L§Ej‘o

AT T2 maglev—H%—& LT CiscoDNA Center —/N—|Z SSH THEf L, kD=~ K& AT LET, <proxy.pem>
1T, 7% P — 3= TLS/SSL iENEH 7 7 1 /L TT,

$ sudo /usr/local/bin/update cacerts.sh -v -a /home/maglev/<proxy.pem>

Toavwy NI, kROXSBHAEELET,

Reading CA cert from file /tmp/sdn.pem

Adding certificate import 1E:94:6D:2C:81:22:BB:B2:2E:24:BD:72:57:AE:35:AD:EC:5E:71:44.crt
Updating /etc/ca-certificates.conf

Updating certificates in /etc/ssl/certs..

1 added, 0 removed; done.

Running hooks in /etc/ca-certificates/update.d.

done.

Deleting tempfiles /tmp/file0PpQxV /temp/filePtmQ8U /tmp/filercR3cV

ATv T3 a<vr FHAIT, lMadded) DITEEL, BMESNZHEN T TRV 2R LET, F=—NDIE
BEICHKSE, oI £ 1 2B 288080 £4,
ATFY T4 kOa<w FEASLT, docker BL O & 1 7 — R—ZEidE) UF 1,
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sudo systemctl restart docker
magctl service restart -d catalogserver

AT w5 Cisco DNA Center GUL 75 7 T 7 Rk 2 MR L £ 7,

— S TN [e]

SEAES L UOMEFXF—DHYHR— bk
Cisco DNA Center IZ. & v 3 (HTTPS) OFIEIZfEA SN 5 PKIZEHHEEFSEE L VR —
FLTWET, ZIo6DE YT a0 TiE, CALFEEINS —RICED b EEHIN-Z—V
» h&MH L £ 9, CiscoDNA Center %, PKIGEIEEFIEAEZ M L C, WNESCA 7D X.509
FEEZ A UAR— ML TRFL, BEELE T, A AR — b II72FEFEIT Cisco DNA Center D
TAT T 4T 4 FEAFEIZZ2 Y . Cisco DNA Center [TFRED 7= DI Z DOFFHELZ 7 S A4 7 |
R LET, 2947 ME, J—ART U RAPIT AV r—a vty NU—7F 84
AT,
Cisco DNA Center GUI 2 H L CIRD 7 7 A V% (PEM 721X PKCS 7 7 A VA T) A v
A—hTEET,

+ X.509 FEBA

 f% X — (Private key)

)

GE)  FMEX—IZ25WWTIL, Cisco DNA Center TRSA F—0D A VAR —+EHR—FLTWET,
DSA. DH., ECDH., B XWECDSA F—4% A I3V HR— I TWen=d, £ A" — kL7
NWTL &N, £, MEBOXF—EFB AT A CTHEX—42RiETIVLERD Y £, E
F—DFV 2T AP A XIH/NTH 2048 B PLETY,

A A= T DHHIT, WHE CA THAIT SN A W72 X509 FEAE & & — 2 TG4 5 MER
HYFET, FEHEEIFATOIMES—ICHE L TOWDAHLERHY £9, A FR—F 5L,
X.509 FERHE & —I2 KOS X 2 U T o BEED B ERIIC T 7 7 ¢ b S E T, Cisco
DNA Center IFFEAE A, BRTEHT XA AEHEIT V) r—ya s L Ed, /—AN
U RAPIT 7V r—va b xy NU—I T RAL ATIEL, Zhbon A U FHREFEHALT
Cisco DNA Center & OfSHEBIR A L TX £97,

\}

GE) HBHOBLEWHELZMHLZY . CiscoDNA Center |24 > R—h L7209 25 Z L3RI
ho NEECADBAERN X509 GEHEEZ A VA R— 52 La2BEIOLET, 5T, PnP
A IEFICEMESE 51213, ACBAREHE (57 4 /L kT CiscoDNA Center (21 > A h—/L
SINTVD) &, NI CAICL > TEASINIEAETES B ZMLERH Y £7°,

Cisco DNA Center |Z—JEIZ 1 DDA AR — hFH X509 iEAEL L OMEX—7 2R —k
LET, 20B0HAEBLVOMEX—2 A v R— 5L, BUIO (BEED) A FR—
AEFAEB L ORE S —OEN FEXEINET,
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Cisco DNA Center T, GUI Z41 L Cit#E LB ¥ —% A > 7R— F TX £7, Cisco DNA
Center {21 AR — N SNDHAEAE (B4 SNTFEE) [ZORDBLHEAETF = —IZEGEND
TAGEAEN S 25 E51X, TNO O TAGEEHE L 26 O TALCA D/V— FEEHER—HEIC,
AVR—=FINDHE DT 7 A VZIEMSNHLERDHY £9, ZNOOFEHFELENT 5%
Elit, BEOEBEOT =— 2 LRICIEFTEMT2LERNH Y F7,

WOFEAEIX, H—0 PEM 7 7 A VI —HEICAE D T 20 ERH Y 3, GEHEOT 7 V=
7 NG ERITIRERNT, ELWIEAEZENRA R — F &, ELWEFESH#HEESh Wb Z L
ERERL TSN, Flo, Fo— G END TR TOMRAENR IV FTF 5T 5
T EERLTLIEEN,

+ [Signed Cisco DNA Center certificate] : {1:44 7 ¢ —/L F|Z CN=<FQDN of Cisco DNA Center>
PEENLTOT, FATERFITHE D CN Z2Ff > T2,

N

GE)  WHERBAER (CA) ICL2BANY OFEAEZA VA b= T 58
41, CiscoDNA Center ~D 7 7 & Z|ZEH$ 59X TD DNS 4
(Cisco DNA Center @ FQDN % & 1¢) MFEFAE O alt_names &7
YarTHRESNTND Z EZMER L TS, FEllicONT
1Z. [Cisco DNA Center Security Best Practices Guidel] @ [Generate

a Certificate Request Using Open SSL| Z &M L T 72 &0,

* [Issuing (subordinate) CA certificate that issues the Cisco DNA Center certificate] : {4 7 4 —/b
RIZ Cisco DNA Center DFEIFEZFAITT S (FAL) CA D CN B3FENTWT, FITIEN
JL—KCADCNThHD,

* [Next issuing (root/subordinate CA) certificate that issues the subordinate CA certificate] : 144
74—V R3— K CAT, T4 74—V RERUETH D, LILHNFE CET
RVGEIER. TOWRDFITIRABMLTWEET,

Cisco DNA Center —/\—iFRAE D E

Cisco DNA Center |%. X.509 FEBAE & Fb4E % — D Cisco DNA Center ~D A > 7R— k& A F L —
CEYR—RLET, AR —bETHE, GEHELEX— %A LT, CiscoDNA Center,
J=ANG U RAPLT 7 r—vary, BIORY NU—7 T4 ZAOBICZETEETE
LEEAERT DN TEET,

GUI @ [Certificates] 7 ~ NV ZEH LT, GEAFELMEF—%2 AV R—FTEET,

48 HHEIIZ

WES CA 22 BFAT ST A %78 X509 iEEZ G T 2 MENH Y ¥, EHFIIFA T 28
Ex—ITHE L TV DRERSH Y 77,
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SRTLEEDER |

. Cisco DNA Center 4 —/\—SIEAZ D EZ

ATy T

ATy T2

ATvT3

RTvT4
ATvTH
ATvT6

ATy 17

ATvT8

Ama—TAar (=) #7V v 7 L T#ER L EJ[System] > [Settings] > [Trust & Privacy] > [System
Certificates] DJIEIZEIN L E -,
[System] % 7 C, BAEDOFEHET — ¥ 2R LET,

DT 4V RUERINCFER LT E ZICHEDGEHEL L TERIND DI, Cisco DNA Center D H .
BASFAEDT — % TT, HOBLMEHEOARWIRIL, BELICGHRESNTWET,

G¥) BHWIBRO BREIX, 7V = VIEHERE (GMT) ECERSNET, iEFERRHIRO 2 7 H
AT, Cisco DNA Center ® GUI IZ 3 AT AN E RS ILET,
[System] ¥ 71K D7 4 —/V RINFRSNET,
* [Current Certificate Name] : BI{EDFERE D4 i,
s [Issuer] : sEEICES L, GEEZFRIT LI T 14 7 1 D4,
* [Authority] : H &4 £ 7213 CA D44,
* [Expires] : sEBAE DA ZHHIR,

[System Certificate] ™/ 1 * K7 T, [Replace Certificate] 7 U » 7 L £,

Cisco DNA Center 2.3. 2 J//L[SEF“C 1L, A1 T CSR Z 4T 535812, [Generate New CSR] U > 7 N FRR S
F9, FNUA DAL, [Download existing CSR] U > 7 WFRRSNET, MFDO CSR #X 7 a— R
LT A 5"‘_@1‘5‘?% L. sEIEEZARCTEET, BEFD CSR M L7eWA1E, [Delete existing
CSR] %7 U w7 L, ® [Confirmation] 7 4 > K7 T [Accept] %7 U v 7 L'£7, [Generate New CSR]
Uo7 hFRINET,

[Generate New CSR] UV > 7 &7 U v 7 LET,
[Certificate Signing Request Generator] 7 « > K7 C, %H7 4 —/L RiZtE®REA LET,
[## CSR DAL (Generate New CSR) 1227 U v 7 LET,

AR SNTZH LV CSRIZEBMICKY v n— RShET,
[Certificate Signing] 7 - > R 721X, CSR DT 137 f NFEIREN, RO Z LN TEET,
cCSR7uNRT 4 %TL—rTFARTabL—LET,
* Base64 2 &°— LT MS CA (285 Y FHiF £,
*Base6d X 7 — RLET,

(EE) T4 P AZ U ARV IZ[FE CakEZEH T 23555 1%. [Use system certificate for Disaster Recovery
aswelll] Fo= v 7 ARy 7 A% AT LET,

Cisco DNA Center |24 >R — hT2EHEDO 7 7 A VB X A T E2EIR L ET,
«[PEM] : I A N — TN Ak A—)L 77 A LB,

* [PKCS] : AR ¥ —M 5 bR 7 1 VI
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Cisco DNA Center H—/\—iEBAZ DEH .

G¥) [Generate New CSR] 47" v 2 U 28R U CREHEZ ER L7256, [PKCS] 7 7 A L& A
TN 2D £,

ATYFT9  FEHERITIENDS pTb CiEHED TR T = —> (= =B L OCA) BNEfisnTWnDd Z L 2fR L
F7, ARG EX, ROFIEEZFEITL, T=— MR L THALTET,
a) p7b/ > KL% DERJERXTH 7> m— KL, dnac-chainp7b & L TIRIFL T,
b) dnac-chain.p7b FEBHE % Cisco DNA Center 7 7 A X (Z SSH Z/r L Cat—L %7,
) Woa<wr ReATLET,

openssl pkcs7 -in dnac-chain.p7b -inform DER -out dnac-chain.pem -print certs

d) TXTOGEHENH I I, FITH & Cisco DNA Center it I ENEENTNDH Z L MR L
9, PEM & LTT v 7 m— FEFATLET, EHAHBL—X7 74 M BAE, KOTFIEZ
FATLT, HaxD7 7 A A EF Y a— KLU TRARLTET,

ATvT10 GEAERITIENDA—XT 7 A )V TRERF & ZDORITIC CA F = — U B s 561%, ROFIEE
FATLET,
a) PEM (base64) 7 7 A L% NET %2>, openssl 2 LT DER % PEM (ZZ5#: L £ 77,
b) FEE L ZDOFATIC CA Zdhi L, REREDD FZ CA (ZHtV T/l— kb CA % T#% dnac-chain.pem
T AMIHAOLET,

cat certificate.pem subCA.pem rootCA.pem > dnac-chain.pem
¢) PEM & LCT7 v 7 r—R&Ek T LET,
ATV TN [PEM] 7 7 A VDBFH, IROX AT #FITLET,

s [Drag and Drop] fEIRIC 7 7 A V& T v 77 KRkay 7 LT, [PEM] 77 A /Vv%E A v HR—FLE
R

GE) PEM 7 7 A VIZIX, BH#h7: PEM IENOIEET (pem) NMETT, itAEOR KT 7
A A XX 10 MB T,

To7a—RICEIT L E, VAT AGEHENBIESNE T,

* [Drag and Drop] fHI&IZ 7 7 A V& KT v 77 K ka7 LC, [PrivateKey] &1 > R— LT,

G¥) A X —21d, AR X — T ROJEET (key) 2ZMETY, MEXF—ORKT 7 A
LY A XL 10 MB T3,

Ty a— RICEIT 5L, MEXF—PREESILET,
o FIb#5 % — @ [Encrypted] IR O, KBk A 7> a D EARIRLET,
o B AL ZRIN L7855, [Password] 7 4 — /L RIZRE X —D /XA —REZ AN LET,

ATwF12 [PKCS] 7 7 A VDEE, WDOHF AT HFEITLET,

* [Drag and Drop] fHI&IC 7 7 A V& KT v 7T RRkry 7 LT, [PKCS] 77 A VA VR— L&
j‘o

Cisco DNA Center ') 1) — R 234 BIEEHA K .



SRTLEEDER |
B ssscer Jo—n—omsm

G¥) PKCS 7 7 A MiZid. A#h72 PKCS B DILREF (pfx £721% pl2) BMETT, FEHE
DIEKRT 7 A NVY A X1T 10 MB T,

Ty 7u—RICETL L VAT AREAENRRES L E T,

s [Password] 7 4 —/L R CREBIFEM O/ SR 7 L—X%2 AT LE T,
G¥) PKCS DAL, A v AR — b LIREEL SR T L =X &8 e LET,

o [Bb3 % — (Private Key) |17 4 —/V FIZOWTIE, BEX—OR5{bA 7 > a U EBINLE7,

* [Private Key] 7 1 —/L R C, KoL Z BN L7255 1L, [Password] 7 4 — /L RIZRE X —D /XA T —
NEATLET,

ATY 13 [Save] 27V 7 LET,

GE) Cisco DNA Center —/N—® SSLAFHAENEEH 2 5N b &, BEMICe 77U hEhb i
O, BEa A T8 ERNHY FT,

AT w14 [Certificates] 7 4 > RVIZRY | WH SNIZiEAET — ¥ 2l LET,
[System] # 7IZRKR SALDIHEHRAEH S 4L, H LWVGEESA, BITH, BLUOGGERA KBSV ET,

5}&8 SCEP J O — A — D {#E A

Cisco DNA Center Tl&, v b T —27 T34 ZA~OFEAEDORGER L 70 vy 3 =2 7|2 Simple
Certificate Enrollment Protocol (SCEP) 2MEM &ivE 3, MME D SCEP 71— LGEHEY —
AEMALIZD, SNBOSCEP 7o —h A L7 TEEJ, IMFSCEP 7 r—H & & v k
Ty 7T HIE, UTOFIELFEITLET,

\)

(GF)  SCEP OFEMMIZ SV TiL,  [Simple Certificate Enrollment Protocol Overview| #Z ML T 72X
U,

ATV TN A=ma—T A2y (=) 227V v 7 LTEIR L £ 9[System] >[Settings] > [Trust & Privacy] > [PKI Certificates]
DNEIZEIR L £ 7,
AT w72 [PKI Certificates] 7 « > K7 T, [Use external SCEP broker] 47> a VR HZ %7 U w7 LT,
RATY T3 NEGEAEEZT v 7 a— KT 512E, ROWThot 7y a v EERLET,
« 77 A INERINT D
c NI w77 Ry LTTy7r—RT5%

GE) pem, .crt, cer REDT 7 ANEATOHREHTEET, 77 ANV AXTI0MBEHEZ 5 Z
LIXTEERA,

ATy 74 [Upload| 27 VU v 7 LET,

. CiscoDNA Center ') 1) — X 234 BIEE LA F


https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/116167-technote-scep-00.html

| vRFLEEOHERK
wis Pl iEE~0u U Ex

ATwF5 T 74/ hTiL, [Manages Device Trustpoint] 230272 > CTWET, 2F VY, T34 AT
sdn-network-infra-iwan k7 2 AR A > R E ZALE T, Cisco DNA Centerik D FllHAZ LT L T 2S00,
a) 7 /3 AM SCEP #% i CREE A4 2R 9~ 2 58k URL & A ) L £,

b) (EE) FEAZECHEHINATEEOY 7Y =7 N7 o —v N ([H, Hug, . fHRk. AL R &)
AN LET, @4 (CN) X, TS ZADT Ty F T+ —51ID LT A 2D T Y T NE G %N
L T Cisco DNA Center |Z & > CHEIICHRE SN E T,

c) [Revocation Check] 7 4 —/V R C, Ry 77Xy URX &7y 7 L, @ORKIT =y 7472
VEBRLET,

d) (EE) [AutoRenew] F= v 7Ry 7 A% A4 2L T, HEIBRFOEEEZATILET,

[Manages Device Trustpoint] 2372 > TWDIGE . T AL ARAMBLOTVA YL ADT a7 7 A

TUVANIZEETDHLIICT DD, 734 RIZFH) T sdn-network-infra-iwan 7 A hAR A > R Z 5% E

L. fiEAEEZA VR — b T 208N H Y £7, Cisco DNA Center [7 /34 AGEE KT A hARA > F O

E) ESRLTIIES0,

ATwT6 [{EfF (Save) |27V v 27 LET,
S CAFERAEN T v 7 — Ranxd,

7w a— RENTANTRE E %2 B X i x 535515, [Replace Certificate] 27 V > 7 L, #EifHlE2 AT)
L/i‘j‘o

RER PKI EEBAE~ DY Y & X
SMAREIE R T 7 — R U fe, WHEEEREICE) D X 2B A1E, ROFIEZIATLET,

ATV TN A=a—TAar (=) 27V v 7 L TEIR L £ 9[System] >[Settings] > [Trust & Privacy] > [PKI Certificates]
DNEIZEIR L F 5,

AT w 72 [PKI Certificates] 7 « > K7 T, [Use Cisco DNA Center] 7> a v RZ %7 ) v 7 LET,
AT 73 [Switching back to Internal PKI Certificate] 77— ~C, [Apply] 7 V v 7 L £,

[Settings have been updated] A v E—INFRINET, FEMIZONTIE, PKIGEHEO 2 —/LZL— K
NG TRLUCER ) 22 L TIIEESN, .

Cisco DNA Center PKI sEBAZ D T H X /K— k

Cisco DNA Center TlX., T3 R &2 AT 572D, AAA ( T FU VA LIRE) —r_—
F 721X Cisco ISE == DAL T 4T 4 BRET DHT-OICHERT NA AFEAER
Hoyonm—RTEET,

RATYT1 A=a—T A2y (=) &7V v 7 LTER L £ [System] > [Settings] > [Trust & Privacy] > [PKI Certificates]
DIFIZEIR L E T,
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AT w72 [Download CA Certificate] %7 V v 7 L C, 7Nf ACA% T/ AKR—hFL, GHEHTZ% CAL LTI~
YT 4T BN ET,

SERAENEE

T/N\{ RSBAEDEE

BHEX BT NA AT A R B ZHIER L O 8I19 % 72912 Cisco DNA Center (2 & - THITE 1L
FFREFHEZFRB I OEH TS T,

ATV A=a—T A2 (=) #7 Vv 7 L TRR L E 7 [System] > [Settings] > [Trust & Privacy] > [Device
Certificate] DNIEIZER L £,

[Device Certificate] 7 ¢ > K7 IZ1X, FITSNTGEAZED AT —F ZAPMERID AT —F A X TICRRIIVE
R

s [Expired] A7 —H A X 7 : HHYRBOINTGEHEDO Y A N E2FRRLET,
« [Expiring] A7 —% A X7 : FEHHARDIT SN TV DHFEHAEDO Y 2 M2 FIECTERLET,

c[All] AT —Z 227 Ah7eaeE . BRI OFEHE, B X OHREINMEDOFEAEFED U 2 2%
RLET,

* [Revoked] A7 —H# A X7 : MY HINT-FEAEEZFR T LET,

AT w72 [Device Name] & [Issue To] DFEIZEESN T, GEHEEZ 7 4 L2 ) 7T E T,
ATv T3 AR ELZRVIETEHAIL. ROFIEEZFEITLET,
a) [All] AT —H2AXT %70 w7 LET,
b) [Actions] #I T, Y {HIREHEICKET D [Revoke] 7 A 25227 U v 7 LET,
c) RV FUT, [OK]Z27 Y v7 LET,
ATy T4 GEAEOHMEZ T AR — T 255A1F, [Export] 227V v 7 LET,
REREOFEAMA CSV BT 7 AR — S E T,

TNA REEAE DB AR DT

Cisco DNA Center Tl%, Cisco DNA Center O 7 7 A X— | (N#}) CA TEHI LML T
WDy T =0 T3 ZDOFEHEDO AN A ZEE TE £9, Cisco DNA Center TDFEFE
DAE M OT 7 4 v MilX 365 HTJ, Cisco DNA Center GUI % it i L CRERI £ A 2h i
FEFESH E, TILIEEIZ CiscoDNA Center (2% L CREBAZEZERT LKy hU—F7 T34 X
W2 DOFNIEOMEREI D B THNET,
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\)

GE)  TARARFHHEOTA 77X A MEZ CAFTFHED T A 7 XA MEL Y KELFTHZ LIFTEE
A, IO, CAFEAEDOER Y OFMMMNRERESINTZT A ZAOGEHEOCH M L 0 E
WG, T3 ZFEIAEOF B OfEIX CAGFAEZEDOE Y OFMEF LR CIZ2 D £97,

RTYT1 A=a—TA4ar (=) 27V v 7 L TRR L FE3[System] > [Settings] > [Trust & Privacy] > [Device
Certificate] DJIEIZIER L £ 7,

RT9 T2 THAA AGHELBIEOT A AGEHEOF DM A MR L 7,

AT w73 [Device Certificate] 7 4 > K7 T, [Modify] 7 U v 27 LE7,

AT 74 [Device Certificate Lifetime] % 7 12 7R v 7 A2, HLWVMEEZ AN LET (B .
ATw 75 [Save] 7 UV v 7 LET,

PKISEEAZD O —)LZIL— DS TLLIZEE

7734 A PKI CA % Cisco DNA Center D77 A X— K CA THY, ==L I 54T D
RO OMESL LB I SN AFHERCET—Z2EH L £, 31 APKICA Du—/L%
Jb—F CA S FALCAICEET AT, WOFNEEZFEITLET,

[PKI Certificate Management] 7 4 > KU O GUI i LT, 774 ~X— I (N#) Cisco DNA
Center CA D —/L%&/L— F CAD FALCAICARCTEXET, Z0oun— V2 EFI 58T
WOFNEE FITLET,

» Cisco DNA Center 78 . CA D&EN#R7-T L H512T 2854, T+ CTlab—hCA (e x
I& Microsoft CA) 23% ¥ . Cisco DNA Center % . CA & L CRDODTWEHLDE R EN
i‘j‘o

o TAL CA DBEICHRTEENTWARWER Y | Cisco DNA Center [ZPNH#E/L— - CA & L THO&%
B ke L E 9,

« Cisco DNA Center ﬁﬁ@?ﬂiﬁﬂi%ﬁ FORT7 7 ANEAERL ROTFIEOFLRIZHES) . FEh
THENL— N CAIZELSEDIVLERDHY £,

\}

(G¥)  Cisco DNA Center |, Z OHARIFIXNEL— b CA & LTHEITL
£,

« AEREBLL TR L — N CAIC K> TEL SNk, GUIZER L CTZ0EL 7 74
JV% Cisco DNA Center (2 AR — F LETHUERH Y £ (ROFIAOFEIRIZHED) ,

A R — 4%, Cisco DNA Center |Z F{iZ CA & L CHEZHH L. TN CA DEEAEHEfE
TR L ET,
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B raamgoo—LzL— oo TFHICEE

ATy T

ATy T2
ATvT3

ATy T4
ATy TH
ATvT6

ATy 17

s WEB/L— | CA 725 FAL CA ~DYI Y FZFNTT A 2D FREMER AT > T D
e (T74/0R)  BILOT A AGER T HBRICEF S ET,

e GULIZER STV D TAL CAGEEA IR, FEAEOHRAR LN DT, A
T ML il > TR éﬂt%@fi%@iﬁh L7=M->TAR, GEAEZ A2 1
HETA A b=V L THREDR U GUI TR &, FEFEO AL 1 4R & F
IRENET,

o T CAZFHAE L LT PEM £/-IXDER EROAZFHTE £7,

o L CAIZEALD CA LiEHEL 22072 B L~V DREHER & 25 A1, T ORI
HEELTLIEZE, 20D, TLCANLFR Yy NI =7 T3 223 LT, GEHEDK
AT AWM EMEINDGZ b H Y FHA, T CAIZIZZDEFERB 2 NTED, T
TOFRy T —27F /314 R L L CA % Cisco Discovery Protocol (CDP) i%4{§t& LTD
HMEH L ET,

1R BRI
JL— b CAGFRAEO a v — 2 WETY,

Ama—TAary (=) &7V v 7 L T#ER L E 3 [System] > [Settings] > [PKI Certificate] DJIEIZ 4R L
EJ a8

[CA Management] ¥ 7% 7 U v 7 LE7,

GUI TEEfFD/V— N E 7213 FAL CA GEEOR EFHRE MR L E 7.

* [Root CA Certificate] : ZI/ED/L— b CA GEHE UMBEZIINE) 2F R LET,

* [Root CA Certificate Lifetime] : HAED/L—  CA GEHEDRFT OB 2 E R L ET (HE) .
* [Current CA Mode] : BITED CAE— RERRLET OUb— F CA £72IX (L CA) .

* [Sub CA mode] : /L' — K CA 5 FAL CAICER TX E7,

[CA Management] % 7 C, [SubCAMode] = v 7Ry 7 A&EA N LET,
Next] 27 U v 27 LET,
RRINDEENEZHERLET,

wichlzRLES,
« =R CADD FALCAICEE T 27 nE AT IR T 2 LN TEEHA,

o JL— F CA E— FTEEIN, FRITERERRITEINT- Ry NT—7 T/\/f’7<75>7‘£b\ & w ik
RIDHMERHDET, 2y PT—T T, ZA%E7 - T/b— b CAET— RTEELIZHEIE, L—
MCADSL FALCAIZEFETAHENI, WOHELETALERH Y 7,

s FALCADERET B ARNKT LT, *y NIT—I T R_RA REeF 0 T4 0 TEERA,

[OK] %27 V> 7 LTRHATLET,

. CiscoDNA Center ') 1) — X 234 BIEE LA F



| vRFLEEOHERK

ATvT8

ATvT9

ATy 710

ATvIN

ATvT12

ATy 713

ATy 714

ATvT15

ATv 716

ATV I

pri RO O—LEL— koo T E [

[PKI Certificate Management] ™7 ¢ > K 7 |{Z, [Import External Root CA Certificate] 7 4 —/L RINFERI N FE
R

[Import External Root CA Certificate] 7 4 —/V FiZ/V— K CAFEEEZ KT 7 72 F Ruvy 7 LT,
[Upload] #7 V v 7 L£7,

JL— k CA FEBHZE? Cisco DNA Center (27 v 7' a— K& i1, aEAEBSAEROAMIZEH SN ET,

Ty 7ua—R7atANETT 5L, [Certificate Uploaded Successfully] &9 A v —UNFRINE
D

Next] 227 U v 7 LET,
Cisco DNA Center CREFAEZ A ERPAER IN TRRINET,

Cisco DNA Center T SN -AFAEZ L EREZ GUI THER L., ROT 7 a Oz ETLE
7,

*[Download] V7 %27V v 7 LT, iEAEZBAHERT 7 A rOr—R)abt—& Xy ra—RLE
ﬁ—o

TDWH%, ZOHFHEBLIR 7 7y A NVEBF AR LT, »—FCAICEETAHZ LR TE
iﬂ—o

* [Copy to the Clipboard] U > 7 & 27 U » 7 LT, iEAEBLER T 7 A VONEZaE—LET,
D%, ZOFEHEBZBLERONFEE T A — /MY 1T 50, BFA— VI T7 740 E L
TR LT, —F CAICERETAZ N TEET,

AEAEBA TR 7 AV ENL— b CAIZEHELET,

JL— R CAMBTHAMCA 77 ANADIRENFT, ZDT 7 A /L% Cisco DNA Center (21 > — k LiE9
VBN H D F9,

J— R CADD FALCA 7 7 A V&5 L7, CiscoDNA Center ® GUIIZFFEET 7 2 A L, [PKICertificate
Management] 7 « > K7 IZR Y 77,

[CA Management] ¥ 7% 7 U v 7 LET,
[Change CA mode] RZ > D [Yes] 27 V v 7 LET,

[Yes] 7 U w74 5L, GUUCGEHEZEL ERAEREINE T,
Next] 27 U v 27 LET,
[PKI Certificate Management] 7 ¢ > K {Z, [Import Sub CA Certificate] 7 « —/L BT R INFE T,

[Import Sub CA Certificate] 7 1 —/L RIZ ML CAGEHEELZ KT v 7 72 K Fa vy 7 LT, [Apply] &7
Uy 7 LET,

AL CA FEBHE M Cisco DNA Center (27 v 71— KN E7,
7 v 7a— RKNET T 5 &, GUI O [CA Management] & 7\Z, F{L CAE— RNFRINET,

[CA Management] % 7 D7  —/b R&fER L E T,
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« [Sub CA Certificate] : BIfED TAL CA FEAEAZF R L £7,
* [External Root CA Certificate] : /L — F CA FEEEZ R RLE T,
* [Sub CA Certificate Lifetime] : Tz CA REFIEOFA BB 22om LET (HE) .

* [Current CA Mode] : SubCA E— R&F R LET,

A—J)LA—/N\—T{ CASIBAZEND JOE 3=y

ATv T

ATy T2
ATvT3

ATy T4

ATy TH

Cisco DNA Center Tik, BEAFD L CA DA A 70% LA ERGE L TWh b 8451c, —%—
B — A — =T CA & LT FEAELZEAT L ENTEET,
1R BHHEIIZ

s FTLCA B —/LA—NR—TFub Vg =7 %Gt 5121, PKIGFAEDOWHERZ TA7 CA
F— RIZEF L TBLSENHY 3, PKIGEHZEDO 2 — /L& L— E)0 5 FTALICEE (97
N=) EERLTLEEN,

« BUED THL CA FEHEHOABIARAS 70 % LLERGE LT\ D Z L ABETT, ZORREIC
72% & Cisco DNA Center @ [CA Management] % 7 @ FIZ [Renew] 78 ¥ U PR R S HLE
j_o

o 0 — /LA — R—"TF{L CA DELfHE PKIGEHZED 2 ¥ — RN NIE T,

Ama—TAar () 27V v 7 L TERLEJ[System] > [Settings] > [Trust & Privacy] > [PKI
Certificate] DJIEIZEIR L 7,
[CA Management] ¥ 7% 27 U v 7 LET,
CA FEREDBEH Mz MR L £,
* [Subordinate CA Certificate] : 3R1ED AL CA FEAEAZF R L F T,
» [External Root CA Certificate] : /L— F CAGEFAELAZ X RL E T,
« [Subordinate CA Certificate Lifetime] : 14ED FAZ CA FEFHEOAHIHE (HE) ZFRLET,

+ [Current CA Mode] : SubCA £— F&F R LE,

[Renew] %27 VU v 27 LET,

Cisco DNA Center [ZEFFD FTALCA i LT, @—/L 4 — N—TFfr CA DI EB LB R AR L, £
RLET,

AR ST REBAESE A ER % GUI THER L, IROT 7 v aOWnInnaeFTLET,

- [Download] V> 7 %7 U v 7 LT, FIWBELTRT 7 A LOR—Hlat—kF o ran—RLE
7,
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ATvT6

ATy 17

ATy T8
ATvT9

ATv 710

74 2EHE F52 r e v rozE [

FO%, ZOMAEBZBLAER 7 7 ANEEBE ANV LT, b —FCAICEETHILENTE
F9,

* [Copy to the Clipboard] U > 7 %27 U » 7 LT, fEAEBLERTZ 7 A VONEEZaE—LET,

D%, ZOFEHEBLERONFEE A — /MO 1T 50, BFA— VIR 7740 E L

TR LT, »—FCAICEETHZ LN TEET,
AEEBEAER T 7 A V&L — N CAICEE LET,

WIZV— K CADRa—v 4 —"—FN.CA 77 A L& ELTL 5 &, £ % Cisco DNA Center {21 >
A—FLETHERH Y 7,

TAL CA B — LA — —DFFHEZLZ FR T, RootCA F— F35 SubCA F— RIZH] Y Bz 7B A v
AR—FLETHALCAICEL LT-/L—FCA LREIUL— R CAICL > TELINAZLERH Y £,

— bk CAba— /LA —/"—TF{L CA 7 7 A NV&EZIE L7z, [PKI Certificate Management] &/ > N7
R £,

[CA Management] ¥ 7% 7V v 7 LET,

AEAEE 4 BOR N F R EN TS GUI C[Next] #7 U v 7 LET,

[PKI Certificate Management] 7 ¢ > K {Z, [Import Sub CA Certificate] 7 4 —/L RBTRRINFE T,
T —/b A —/3— CA FE]E % [Import Sub CA Certificate] 7 4 —/V RICRT7 v 77 RRa vy 7L,
[Applyl 7 U v 7 LT,

0 — /LA —3—"F{L CA FEFAZEMN Cisco DNA Center (7 v 7B — RENLE T,

Tyl ua— B TT 5L, GUI AT I, [CAManagement] % 7 @ [Renew] &R ¥ > DN ENIZ 72 ) &+
—a—o

FTINA RFEHE RS R RS > FORE

ATy I

Cisco DNA Center C [Manages Device Trustpoint] 23 X272 > TV DG, 731 ARARE &L
RIALYVADT 2T 7 AT LA KU % CiscoDNA Center IZIEET DL 9125720, 7
NA AZFB) T sdn-network-infra-iwan b 7 A hARA > FERE L., GEHEZ A VAR — T D4
ERHY F7,

SCEP %4 L CHMER CA 7> BB T B I2iE. ROFERENMLETT,

WwDa<wr ReEATTLET,

crypto pki trustpoint sdn-network-infra-iwan

enrollment url http://<SCEP_enrollment URL to external CA>

fgdn <device FQDN>

subject-name CN=<device platform ID> <device serial number> sdn-network-infra-iwan

revocation-check <crl, crl none, or none> # to perform revocation check with CRL, CRL fallback
to no check, or no check

rsakeypair sdn-network-infra-iwan

fingerprint <CA fingerprint> # to verify that the CA at the url connection matches the fingerprint
given
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ATv72 (RE. 7272 LHELD) GENEZ BERICHER L, GEREO A RYIRA [FhEE L £,

auto-enroll 80 regenerate

ATvT3 (LE) BEKURLICEEARERA V¥ — 7 = A AEELET, TNLUANDOEE hitp ¥ — B ADEE T
AE—=T 2 A ANT T H/V N TREISNET,

source interface <interface>

EAZE DER

Cisco DNA Center /%, Kubernetes (2 & - TAL S 7FEAES, Kong 3 L OVERKIE R~ 1 —
Vkﬁ—fxﬁﬁﬁﬁéﬁﬁgﬁf\%ﬁ@ﬁ%%%ﬁ%biﬁo:ﬂ%@ﬁ%iilﬁmﬁ
NTT, GEAEIT T TAZZA A =T 5 LT ICHt I, BRI E S DRI
Cisco DNA Center (Z L » T 1 FEBEBIMICEFH SN ET,

« HIIRUIAIZ 22 D RICEEAEZ E 5425 Z L 2 fE L £,

« 55100 B ORNCHAREIAZ 22 LI E SN TV DREAEO L EZBH TEET,
ZOFIETIE, TALUBICHROIINIC 2 2FEHEBIC OV T L FE TS ER A,

s ZDORAZ VT TR, = R R—TF 4 @RGER (CA) BAFMIIEHETII RS, BHEE4
FFREORZFH L ET, — K3—F (1 /CA BASTEFFHEOEES, 227V 7 M
Kubernetes & B IEH~ R — v I Lo THEAENANEHGFAELZEHRLEJ,

c HEBAAAEOR S, BH 70t A Tidb— b CAREF SRRV, EAEEZ T
A AT v aTD0ETHY FHA,

o VT AKX L) HFEIZ. B—/ — & 3 7 — K Cisco DNA Center 5% & D 7123 H S v E
‘a‘o

ATYTN X7 FAZ ) —FREETHY, BENEEL T RN LR LET,

ATV T2 FO)—RFTHREFHENTWAIEHED Y X N ZN 5 O0EMBEAZFRT AICIT. kRO~ REA
FLET,

sudo maglev-config certs info

ATYT3 WOaxy Fe AN LT, T<ITHIREIIICARD KO ICRESN TV OEHELEH L ET,
sudo maglev-config certs refresh

ATV T8 MDr T AL ) — R LT LEROFIEL#EY KL ET,

ATYTE =T 4 VT A D~V TEHRRTDHITE, ROXIICANLET,

$ sudo maglev-config certs --help
Usage: maglev-config certs [OPTIONS] COMMAND [ARGS]...

Options:
--help Show this message and exit.

Commands :

. CiscoDNA Center ') 1) — X 234 BIEE LA F



| vRFLEEOHERK
r52 rT—noiz ||

info
refresh

FSRAMT—ILDETE
Cisco DNA Center |Z1%, FHHiA VA P —LENTWHVAT FTA KRS =)L XU R (VA
aAPMEFET HHEL— R R RL) BREENTWVWET, Cisco DNA Center IX, Y AanbD®E
SN R T AR =N RADA VR —FEA ML=V B R—FLTWES, FTA R
7=V RJVIX, Cisco DNA Center B X N2 DT 7Y ir—3 g v & OEHEBRE LT 57
WIZ, PR—=FENDZV AT Ry bT—=F T TRA AL > THERENET,

\)

GE) v RAa hTANT— A AN RUE, PR —RFENTWELVRIAT N, ADIRET /N KL
LCHERATE S, iosp7b EFEHEND 7 7 AV TT, TDiospTb 7 7 A NI, v A3%EETe
BHNRFGER O — FRERAENEG TN TWET, D Cisco trustpool /X2 RK/LE, A2 75
7 K (CiscoInfoSec) T TE £, U 7 L https://www.cisco.com/security/pki/ (Z & V) F 7,

ZORTART =R UL, RCCAZBHLTTXTORY MU —2 T 31 ZADFEHH
¥ L OV Cisco DNA Center DFEEZHFH T 5, R THEFMRAFEEZRIELEST, FTAMT—
JL/N2 KU CiscoDNA Center IZ K > THEA &, BHEOEHRERB LT e — b= A
REAE (FET258) ZMEEL. ENDARNR CA BAM EFEHZENZHBLET, &6
{2, PnP U —27 7 a0 —ODOBERHIZ R v BT —7 PaP R T NA AT v 77— R T& 5 k)
2, F72. ZDO%O HTTPS ~_— A D#EKE T Cisco DNA Center Z5fE CZ 5 K91z, T Ak
TR RV EFHTEET,

GUI @ [Trustpool] 7 4 > RUZEEHL T, v A2 T AN — )L XU KA VAR—FLE
—g‘o

AT TN A=a—TA4ay (=) 27V v LTERL FJ[System] > [Settings] > [Trust & Privacy] > [Trustpool]
DNEIZEIR L F T,

AT w T2 [Trustpool] 7 1 > KT, [Update] R¥ > %27 V7 LThTARTS =RV RLOFHL 7 a— KRB X
OA A2 b=z B L E T,
[Update] iR Z 21, iosp7b 7 7 A VD HEHN— a UIMEAATRET, A X —F v b T 7B ANAlRER &
ECDHRT 7T 4TI ET,
Cisco DNA Center [ZH LW T A T — X RARK T o — REBLIOA VA =L &5 L, Cisco
DNACenter (I3 A ADTNA ZADF T ra— RaehR—F 5589, ZOFTA M= FLafEH
AIREIC L E 7

ATYT3I HLWIEHEY 7 A VEA VR— T 25481, [Import] 227 Y v 7 LTa—h ¥ AT AL ARNRREH
ET7 7 A NVEZZEINL, [Import Certificate] 7 4~ K7 T [Import] 27 U v 7 LE T,

ATy T4 [Export] 27 U v 7 LT, GEHEDFHMEZ CSVEATT 7 2R — K LET,
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HIR{TZ=L T ILIZDUNT

SRTLEEDER |

X2 UTFT 4 Ziibd 5725, CiscoDNACenter D= DY U —ZANGH)L— oz /L~DT 7
AN 7o TWET, HIRM & =V TlE, 22— — 3L 24X —T TR
TERET 7 ANVAT ATV BATE W=D, EHEOY X7 BB INET,
FIfRfIE v =it EX 2V T 0 EOBEBENSHENZ > TWET, 7272 L, — b =1z
—EIC T 7 B AT HEA1T. Cisco TAC 12 L TRIWS LY AMLERH Y 4,

MBS LT, MOPESNIZY A bDa~vy REEATEET,

s 2
Help:
cat
clear
date
date
debug
df
dmesg
du
directories.
free
history
htop
ip
last
1s
lscpu
magctl
maglev
maglev-config
manufacture check
netstat
nslookup
ntpqg
ping
ps
rca
reboot
rm
route
runonce
scp
sftp
shutdown
ssh
tail
top
traceroute
uname
uptime
vi
w

concatenate and print files in restricted mode
clear the terminal screen
display the current time in the given FORMAT, or set the system

enable console debug logs

file system information

print or control the kernel ring buffer.

summarize disk usage of the set of FILEs, recursively for

quick summary of memory usage

enable shell commands history

interactive process viewer.

print routing, network devices, interfaces and tunnels.
show a listing of last logged in users.
restricted file system view chrooted to maglev Home
print information about the CPU architecture.
tool to manage a Maglev deployment

maglev admin commands

tool to configure a Maglev deployment

tool to perform manufacturing checks

print networking information.

query Internet name servers interactively.
standard NTP query program.

send ICMP ECHO REQUEST to network hosts.

check status of active processes in the system
root cause analysis collection utilities
Reboot the machine

delete files in restricted mode

print the IP routing table.

Execute runonce scripts

restricted secure copy

secure file transfer

Shutdown the machine

OpenSSH SSH client.

Print the last 10 lines of each FILE to standard output
display sorted list of system processes

print the route packets trace to network host.
print system information.

tell how long the system has been running.
text editor

show who is logged on and what they are doing.
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BRERRRETLA FYDIREIZDNT

vManage 7'

Cisco DNA Center TIE7 74 /L R CT LA R T —2PIUESNE TN, —HBOT —XINEL
AT U RNTCEET, TFUNEIT, RO AZ SR L, EH EoRBEICxHL L T,
KO ENTAME & EEREEE (RO #EBTHZEEZHMELTWET, YAaBIET S
T — X OFEFAIL, Cisco.comID, ¥ A7 A, BEREOHEHKRIL, Xy T —27 TRA A A R
MU BEOY 7 MU= THRHERTT, ESNDLIT—FOFELWVY X MOV T, [Cisco
DNA Center O7 —4% > — k| B LT ZE, —HOT—XWEEFT N TV 8T 512
WX, Y AaOT v MY E R IO Cisco Technical Assistance Center (TAC) (ZEHWEbhH
<TIZEW,

Ama—TAary (=) #7Uv 7 L TERIRL E 9 [System] > [Settings] > [Terms and
Conditions] > [Telemetry Collection] ®NEIZE&R L F 9, [Telemetry Collection] 7 o« > K736 |
TABAZK, TTANR =R — TIANRN—T —H T — MR TEET,

o = Zn
O/NT 14 DEXFE
Cisco DNA Center |%, #if vManage s E & fH L T X 20 vEdge B Z R — M LET,

vEdge hA R Y Z 7oy a =73 50T, [Settings] ~~— " T vManage Diffll & fR177F T& £
—é‘o

ARTYTN A=a—T A2y (=) 27U v 7 LTER L E 9 [System] > [Settings] > [External Services] > [vManage]
DIFIZEIR L E T,
AT v T2 vManage 78T 4 HRELET,

« [Host Name/IP Address] : vManage @ IP 7 K L %,
* [Username] : vManage (272 7' A > 572 DI S V5 44 R,

« [Password] : vManage (27 7' 4 > 57 DI IS /AT — R,
« [Port Number] : vManage (212 7 A 5 7= I H 4L 58—k,

* [vBond Host Name/IP Address] : vBond @ IP 7 R LA, vManage Z i ] L CTNFV ZEE T 555 10 E

¥,

» [Organization Name] : fHf% D4 A, vManage Z i H L C NFV 2 EF BT 555 20N ETT,

AT w73 vManage iFHE %A 7 » 71— R4 5121%, [Select a file from your computer] 27 U v 7 L7,
ATY T4 [Save] 7 Vv LET,
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SRTLEEDER |
| R

ThorhekoOyo7ok

THU by TR —%2RELTC, 22—V =1k ual/A 087, 7THhU b
ouy 77Ty M., v /A OFRITEEEEE T ET,

ATV TN A=a—T A2y (=) 2271 v 7 L TRIRL EJ[System] > [Settings] > [Trust & Privacy] > [Account
Lockout] DJEIZEIRN L FE T,

AT 72 [Enforce Account Lockout] h Z/VARZ %27 ) v 7 LT, Fxv 7/ ~v—0RNFRINREIZLET,

AT 73 [Enforce Account Lockout] DR DT A —Z DfExE NS L £,

* Maximum Login Retries
* Lockout Effective Periods (minutes)

* Reset Login Retries after (minutes)
G¥) [nfo]l I —Y VEfHbitd L, KERXTA—ZOFMPERRINET,

ATy T4 Koy 7 XU AR5 [Idle Session Timeout] DFE 2 R L £ 5,
ATy TS5 [{RT%E (Save) 127V v LET,

tyarETA RAVREOEFIZTDE, By v ar ¥ A LT T hO 53R [Session Timeout] % A 7
07 Ry ARRRINET, By v a a2t 554613, [Staysignedin] %27 Y » 7 LE9, [Signout]
7V r3HE ICICEyva rERKTTEET,

INA T — FDFEMHARTIN

NAT— RAEMWIRARY > —%2RE LT, NRAYU— FOAMWIM, AT — RBHIREIIZZ2
HANCA—F =@ SN D B, BLOMTHMEZEH TS £,

AT TN A=a—TA4ay (=) 27V v L TEIRL EJ[System] > [Settings] > [Trust & Privacy] > [Password
Expiry] ONEIZER L E 9,

AT 72 [Enforce Password Expiry] N7 VR HZ %7 U v/ LT, FxyZ~—0RERINTZIREIZLET,

AT 73 KD [Enforce Password Expiry] /X7 A —X DfEE AL £7,

e RXAU— FHAR (H)
« RZT— ROHIROEE (H)

< T HIE (R)

GE) [Info] IC~¥ T AN =Y NEEL & BT A—FDFHMPERINET,
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ATY T4 [Save] 7V v/ LT, NAU— REYHRZRCEHRTELET,

IP 7 -z 2%l {E

P77 2AGEFEHTDE, RANERIZRY NT—7DIPT R L A2 T CiscoDNA
Center ~D 7T 7 & A% HIfHI Tx %4, Cisco DNA Center T, IP 7 7 ¥ ZAHlHICIK DA T 3
VBV ET,

« FRTDIP 7 KL AT Cisco DNA Center ~D7 7 ¥ A&FFAI LET, 7 74/ b Tl
FTRTOIP 7 KL A Cisco DNA Center (27 7 £ A TE £7,

<IN L= IP 7 R L ADHKRIT Cisco DNA Center ~DT 7 ¥ A% LE9,

IP 75 & R&IEDOER

IP7 7 & 2HEZRER L, BIRL7ZIP 7 F L ADIIZ Cisco DNA Center ~D 7T 7 & A ZFFa]
T30k, ROFEEZFEITLET,

1. IP 77 2 RHHEOAEZN (107 =) |
2. P77 EBAVARADIP T RLADEM (108 2—) |

3. (B IPT7EBAUYRANDLLEDIP T RLADOHIE (109 =—3)

IP7 0 AHEDEIE

IR HEIIZ
SUPER-ADMIN-ROLE #EZ# TG L TR E £7,

RT9T1 A=a—TA4ar (=) 227V v 7 L TRR L FE9[System] > [Settings] > [Trust & Privacy] > [IP Access
Control] DJEIZER L £,

ATV T2 [VARISNTWDIP T RLRADRIZHR A FF [T % (Allow only listed IP addresses to connect) ] 473 =
VIRE U ET Y v LET,

ATv 73 [AddIPList] 27 V v 7 L¥9,

ATy T4 [AddIP] AT A RA XA 2D [IP Address] 7 4 —/L NIZ, IPv4 7 KL A& A LET,

GE) IP7T RLVAZIPT 7B AY R RMIZBIMMLZARVWE, CiscoDNA Center |27 7 B AT R 7250
REMENH Y £97,

AT v F5 [SubnetMask] 7 4 —/L KIZH T Xy b ~A 7 AN LET,
PT Ry b AT OFRHPHIL 0~ 32 TT,
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AT9 76 [Save] 7 Vv 7 LET,

P79A)ARMADIPT7 KLADIEM
IP727®AYANMIIPT RLAZBMNTAI1I20E,. ROFEEZFEITLET,

IR& HEIIZ
IP 7 7B RAHHEPRENC/R > TNAZ L EHERE LTI,

ATYT1 A=ma—TA4ay (=) 27V 7 U TEIRL £ 9 [System] > [Settings] > [Trust & Privacy] > [IP Access
Control] DJAIZIER L £ 7,

ATy T2 [Add| %27V v 7 LET,
ATV T3 [AAAIP] AT A KA A D [IP Address] 7 4 —/LV FIZ, A MEITRy NU—T7DIPvd T KL A%
ABLET,

AT v 74 [SubnetMask] 7 4 —/L RICH T Xy b ~A 7 A LET,
YTy b~ R 7 OFHHFIHIL 0 ~ 32 TY,

Setings | Tust & Py Add IP .
IP Access Control
IP Address*
Cisco DNA Center is accessible from all IP addresses by default. 200.165.210.0
Enter an IPV4 address
O Allow all IP addresses to connect Subnet Mask*
© Allow only listed IP addresses to connect 27
Valid range: 0-32
IP Address Subnet Mask
209.165.200.230 32
1 Record:

AT9 75 [Save] 7 Vv 7 LET,
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P7OERYR MDD IPT KL RDHEIRK .

P7O0XJREMLDIPT7 FLXADEIR
KDt arTiE IPT2ZERAYZ RS IPT R Z2ZHIER LT Cisco DNA Center ~D 7
7Y A BN T D HECOWTHHALET,
1R HEIIZ

IP77®Aa ba—LE LT, IPT RLVRAEZIPT 7R XA MIBMLEZ & %25
BLET,

AT TN A=a—TA4ar (=) 27V v L TER L EJ[System] > [Settings] > [Trust & Privacy] > [IP Access
Control] DJEIZEER L £,

AT w72 [Action] ¥ T, ®IETBHIP T KLAD [Action]| 7 2> %27V v 7 LET,

AT9 73 [Delete]l 227 U7 LET,

IP 7 7 XA HIEHOEE

WDt s a Tk, IPT 7B AHI#Z B LT, T _XTHOIPT KL AIZ Cisco DNA Center
DT 7/ AT HIECHOW T L ET,

1R BHHIIZ

SUPER-ADMIN-ROLE #E & HfG L TR E £7,

ARTYTN A=a—TA4ar (=) 27U v 7 L TER L E9[System] > [Settings] > [Trust & Privacy] > [IP Access
Control] DJAIZIER L £ 7,
AT w72 [Allow all IP addresses to connect] 47> a V' RZ &7 U v 7 LET,
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11l

T7IVr— 3 0NEE

T TV = a VER (111 =)

DV AT BN—=VarDFyra—REL A R—L (1125—)
RIDY AT hNR—=VarOFyra—REL A R—/L (113 X—)
 Download and Install Application Updates (113 ~X—3°)

T TN = arDT A A = (115 =)

7IYr— 3 U5

Cisco DNA Center (3% D% < OfER, a7 A V7T AT 7 F ¥ Lidplic Sy r—ofbEhn
o7 7Y r—var bt LTHRWET, 207, 2—F— IR0 T, BT
Vor—varhA ARV LTHETL, ALV 2WT TV r—va &7 A A R—
NTEET,

[Software Management] 7 f > R VICRRINDLT SV T —va "o r—UoEZA 71X,

Cisco DNA Center ®/N—3 3 % J O Cisco DNA Center 7 £ A L~ULZ K-> CTHERD F

T, RHARERT 7V r—a bRy =T RT, BEA VA =L IR TN L0 E 9D
IR SRR INET,

—HRDT TV fr— a2 NIFEARN T T = a3 DT, 1EIET T D Cisco DNA Center
DOBATREIZR D £5, Ny r— OB DWW TIL, [Currently Installed Applications] U >
Iy L, TOLFHIO L=V NV EEEET,

% CiscoDNA Center 7 7V r— g oo r—21%, —EANRNV RNV, AFTF—HT 74
N, BEOAZ V7 RSN TOET,
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B svoszx7ii—vavosyrn—reqvzb—n

| o

BE 77U —va UEHFEIEIZ TR T, CiscoDNA Center GUL 225 FEITLE T, ZNHDOFIED

%<, v mia A UHCLEERLTIEITT D22 b TEETA, ZoHETBED L
FHA, FRZ, CLIZER L TRy =Y 28 ANETT v 77 b— R 555, maglev

package status =~ > ROFERIZ, X TD /Ny — TR NOT_DEPLOYED, DEPLOYED, F
721X DEPLOYMENT _ERROR & /RS LTWHIGE A BRE | deploy %721 upgrade =~ > K73
ATTENTWIRNT L A fERT 20BN DY £, TOMOREITT T, *HETD27 277+
BT A REITFRTHDLZEERLTOET, £, AT VLAEARLT v 77 L— RiZhHR— b

ENTWEHRA,

BREOATLN—30NDF O 0—RKRESA VR B—

JL

ATy I

ATvT2

ATv73
ATv74
ATvTH
ATv7T6

ATy 17

[Software Management] 7 1 > R 7 (Z1d, H#T? Cisco DNA Center 73— = > 3O R AIHET
HOPWRENET, BHAA—YarzFyrua—RLTA A M—=AT512%, kKOFIEE
FITLET,

48 SRS

SUPER-ADMIN-ROLE #E[R & Ff > — W —DHN Z D FIEEZFEITTHZ LN TEET,
DWW TIX. TAboutUserRoles (117 %—20) | R LT &,

F3 i

o

Ama—TAay (=) 227U v 7 L TER L F 3 [System] > [Software Management] DJIEIZEIR L %9,

BEE Z DOFFRT, Cisco DNA Center (2 & » THMET = v 7 BNIATSINE T, HERICRIEN H 55
4. [Software Management] 77 « > K72, BIfEFIHA[RE/R L AT A7 v 77— MIFR SN E
A,

VAT LT I T IR TH D Z LR T 4 v RUIRSN TV 555513, [Downloadnow] 2 27 U

7 LET,

Cisco DNA Center DHR(F = v 7 5 Tt . [Download]) #2 V v 7 LE T,

Nolr—DF T a— R5ETH, [Installnow] 27V v 27 LET,

Cisco DNA Center DF [T = v 758 T4, [Install]l 27 V v 7 LET,

CiscoDNACenter |3 A > T F LV AEF—RIZRY , AT AT v I T — "NRETINAT-DFEHTEXET AL
T 7T —RN5ET LT=5, Cisco DNA Center ICFHE 2 714 > LE T,

Azma—TAary (=) #71Y v 7 L TERLEJ[System] > [Software Management]% 2~ U v 7 L C,
[Software Management] 7 ¢ * R Z F R X £,

DAY RUDERICHLA v E—VIE, VAT LARRFTHLI LR L TVET,
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ATy T
ATy T2
ATvT3

ATv74

ATy TH
ATv 76
ATy 17

ATvT8

g/ N— g LSO FTBE 72 CiscoDNA Center N—Y g &2 FZ a0 — KL TA VA h—
LT DAL, WOFIREFEITLET,

18D HHIIZ

SUPER-ADMIN-ROLE #[R & Ff > — YV —DHN Z D FIEEZFEITTH 2 LA TE £4, FEMIC
2D TIE. T[About User Roles (117 X—2°) | 2L T 7E&W,

Ama—TAary (=) #2710 v 7 L TER L E 3 [System] > [Software Management] DJIEIZEIR L £ 9,
[Looking for other releases?] 77 4 —/V RC, [Clickhere] Y 7 %27 U v 7 LET,
Cisco DNA Center DX V>0 — RT3 3=V a DT VA RE %7 v 7 L, [Select] 27 Vw7 LE
—é’_‘O
G¥) BUEA VA = ENTNDHNA—Y g &R T 21213, [Installed version] 7 f —/L RS L
TLIEE,
Cisco DNA Center OFF[F = v 7 55 T, [Download] #7 U » 7 L £,

T ANETEIND E, XU ra— ROSKRREITRWAEH S ET, [Moredetails] Y > 7 %27 U v
J LT, VAT AZZ U ya— RINTHWLExOT 7Y r—va VOBITRIRERTT DA77 A4 KA v
A UEREET,

Hoa— RKNSE T4 5 &, [Software Management] ¥ « > K7 28 EH XL, LLAGTO Cisco DNA Center /3 —
VarkALUANNLVTELIENRINET,

[Available installations] V > 7 27 U v 7 L¥7,

AVAR—NTDHER=Ta DT VFRE L H 7 ) w7 L, [Select] 27 U w7 LET,

Cisco DNA Center DFf[T = v 758 T4, [Install] 27 U v 27 LET,

TREANFTIND L, A A M=V ORENZRETIRA R S E T, [Moredetails] Y > 7 &7 Y
JLT, VAT AEZA VA=A ENTWAlEA DT 7Y r—a yOMITIRAERRTLHATA RA v
A EHEET,

ALVAN=NADETRIZTO T ENERRINTZH, [Refresh]) 22 U » 27 L T [Software Management] ™7 «
YRUEEFHLET,

Download and Install Application Updates

Cisco DNA Center treats individual applications as separate from the core infrastructure. Specifically,
individual packages for applications can be installed to run on Cisco DNA Center.
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ATvT3
ATvT4

ATy TH

Packages for applications may take time to install and deploy. Therefore, install the packages during a
maintenance period for your network.

B8 HHIIZ

SUPER-ADMIN-ROLE #[R & Ff > — YV DOHN Z OFINELEZ E/TT D Z N TEE9, iz
WWCIE. About User Roles (117 X—) ML T 72 &,

Wi

Ama—T A2y (=) %7 Uv 7 L TR L EJ System > Software Management.

gE At this point, Cisco DNA Center performs a connectivity check. If there is a connectivity issue, the Software
Management window won’t display the application updates that are currently available.

If any application updates are available, they are displayed at the bottom of the window. Do one of the following:
1. To install all the available application updates, click the Select All link.

2. To install individual application updates, check the appropriate check boxes.

GE) To open a slide-in pane that indicates the file size of the update and provides a brief description of the
corresponding application, click its More details link.

Click Install.
After Cisco DNA Center completes a dependency check, click Continue.

The window displays a progress bar for each application that's being updated. The Software Management window
updates after all the updates have been installed.

Click the Currently Installed Applications link and confirm that the applications you selected have been updated.

NYT—oME O O—FRETYTITL—FDARY MMEX

Rolr—=YOFa—RELET v 77— KA X "R RETH-NNCEMEZETEE
T, TNHLOBMERELBLOY T AT T 479 5I21%, [Cisco DNA Center Platform User
Guide] @ ['Work with Event Notifications] Pt v 7 ZEITLTL &, ZOFIEEZET L-
5 SYSTEM-SOFTWARE-UPGRADE A X F Z#IR L, 727 T4 T LTWDHZ L@ L
£7,

WOGE BN ER S, BHREEINET,
R —=VDT v T T L —RDF T a— RKRMLUE Lz, ZiudidE, Cisco DNA
Center 7 77 A 7V AZMERT 4 A7 BN 20, R L7z Ny r—V 2 Xy a—
FLEYELTWAEDIZRALET,
N —DT T T — DA A= VIZRILE LT Oy r—ZBEM T B
TWAHY—EARBIEL T L TNDEdEEZLNET) |

R —=TVDT T TV —ROF T a— REREFA VA M= ABEILE LT,
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GE)  BENE. DRI Z OBEEZ T T 570147 2T R L 7=
BARICOREEINET,

o
TI2V)T—o 3 D742 R M=)
CiscoDNA Center il x 7 7V r—2 2 4327 A 7T AN 7 F ¥y BN L CTHbivE

9, BKHJIZIZ. Cisco DNA Center 2267 SV r—ya VO x Do lr—%T A VA
=422 N TEET,

TUVAVARN=ILTELDIIVAT AMMIMBATHRWNT T r—2a O r—V DR T,

1R BHHIIZ

SUPER-ADMIN-ROLE #E[R & Ff o2 — WV DHN Z OFNEE EITT B Z E N TEE9, Mz
W CiZ. About User Roles (117 X—73) ZZBR L T &,

AT TN A=a—TA4ay (=) 27V v LTEIRL FJ[System] > [Software Management] DJIEIZZIN L £,

AT 72 [Currently Installed Applications] ¥ > % 27 U » 7 LC, CiscoDNACenter 7 77 A 7 L AZA VA h—/L &
NTWLT_XTOT T r—varzRKRLET,

RT9 T3 HlBRT 53y —C, [Uninstall] Y 7 %27V w7 LET,

G¥) RO R r—C% T oA A M= AT B EITTEERA,

ATy 74 [Uninstall] 27 Vw27 LC, 77V r—varzlllrd2 2 L amRLET,
Cisco DNA Center (£7 7’V 7r—v a U RNHIBRSNTZRICA v —V 2 FRLET,
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e a—H— Fa T 7 A IONT (117 =—)

» About User Roles (117 ~=X—2)

« Wi —HF—DfERk (118 =—2)

o —HW—DfFE (119 <—)

o 2—HF—DHIFR (119 X—)

e a—HP—R2T—FDY v (119 <—)

s HE D= — 2T — ROEFE (120 <2—)
FOHER2WASZ2T— DYy b (121 =)

e — L R—A TR 2 ha—LOFRE (121 =)
e X —/LRXR—RA T 7 A ary ha—/LHEE0FRR (128 X—)
o SNHREREDORR E (129 ~—2)

o ZHEFFRE (131 ~—2)

o SR —HF—DFR (136 =X—)

> O —
A—HY— 707 7A4)LIZCDWT
2—HF—=Tu 77y A NT, 2—H—0Our s NAT—FK BLOe— (HER) ZEHRL
S

=P —DONE T 7 s AN ENRT O T 7 A NVDKGFERETEET, Nif2—V—7 1o
7 7 A JLE Cisco DNA Center ([ZFLE S 41, A2 —V—7 1 7 7 A )VIFHMNT AAA —3—(Z
BEINET,

Cisco DNA Center % > A h—/L34 2% & SUPER-ADMIN-ROLE #fR % 275 7 /)L h D —
=77 A VPERSNVET,

About User Roles

Users are assigned user roles that specify the functions that they are permitted to perform:
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» Administrator (SUPER-ADMIN-ROLE): Users with this role have full access to all of the Cisco
DNA Center functions. They can create other user profiles with various roles, including those with
the SUPER-ADMIN-ROLE.

* Network Administrator (NETWORK-ADMIN-ROLE): Users with this role have full access to
all of the network-related Cisco DNA Center functions. However, they do not have access to
system-related functions, such as backup and restore.

* Observer (OBSERVER-ROLE): Users with this role have view-only access to the Cisco DNA
Center functions. Users with an observer role cannot access any functions that configure or control
Cisco DNA Center or the devices it manages.

NEL—F—DIERL

=P —F{ER L, 22— —Zu—NEENYTHIENTEET,

4R HHEIIZ

SUPER-ADMIN-ROLE #[R & Ff > — WV DHN Z OFNEEZ EITT D Z N TEE9, Mo
WCIE. About User Roles (117 X—) ML TL 72 &,

AT TN A=a—TA4ay (=) 27V v 7 LTER L FJ[System] > [Users & Roles] > [User Management] DJIEIZ
IR L F9,

ATv T2 [Add] 27V v 7 LET,

RT9T3 L=V -k, 4, BTA—LT LA, BLO2—VF—ZE AN LET,

THAA—/LT KL AL, #EAED Apache EmailValidator 7 7 A DB Z4ili72 L CWAMLENH D £97,

AT w74 [RoleList] T, SUPER-ADMIN-ROLE, NETWORK-ADMIN-ROLE, ¥ 7-(% OBSERVER-ROLE D\ 317>

D —)LEEIR L FET,
ATy TE RRU—FKEANL, B LET, RAT— FOZEH:
« IK 8 LT
s RDHT Y Hhpal 30D TIAVIZET B LF

« %% (Number)
o RERRSCT

ATvT6 [Save] &#27 VU v 7 LET,
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A—H—NiRE
—EDO—YP =T aRT 4 IRETEEITDN, 22—V —LAITFET=TETA,

1R HHEIIZ

SUPER-ADMIN-ROLE #[R & Ff > —V DOHN Z OFINEEZ E/TT D Z N TEE9, FMico
WCIE. About User Roles (117 X—) ML TL 72 &V,

AT TN A=a—TA4ay (=) 27V v 7 LTER L F7[System] > [Users & Roles] > [User Management] DJIEIZ
IR L F9,

ATFv T2 WET L a—V—flchHrFTvarREZ w27 v LET,
ATy T3 [Edit) 227 V27 LET,
ATy T4 LEZISEU T, MBMAEITBEFA—NT FLAZREL T,

AT w75 [RoleList] T, %E|Z)H U TH L e—/L ([SUPER-ADMIN-ROLE], [NETWORK-ADMIN-ROLE], %7-(%
[OBSERVER-ROLE]) # R L £,

ATv7T6 [Save] &7 Vv 7 LET,

a1 —H—OHIR

B8O DRI

SUPER-ADMIN-ROLE #E[R & Ff > — YV DOHN Z OFINEEZ E/TT D Z N TEE9, FEMico
WCIE, About User Roles (117 X—) ML T 7Z &,

AT TN A=a—TA4ay (=) 271V v L TER L F9[System] > [Users & Roles] > [User Management] D JIE(Z
BN L F9,

ATv T2 HIRT 22—V —Dfichbr A7 varii a2y s LET,
ATy T3 [HIEx (Delete) 122V v27 LET,
RTv T8 FERo7 a7 M T, [Continue] 7 Vw7 LET,

A—H—NXAT—FDOYtwv k

BMOa2—F—DZAT— FE2 Yty hTEXET,
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X2 VT EOBEAENSE, NRAT—RNE, EOax—F—Z L TH (FHEEHREZF > —
Pl LTEAY) | BRSNERA,
1RO SRS

SUPER-ADMIN-ROLE #[R & Ff > — WV DHN Z OFNEEZ EITT D Z N TEE9, iz
WCIE. About User Roles (117 X—) ML TL 72 &V,

AT TN A=a—TA4ay (=) 27V v LTER L FJ[System] > [Users & Roles] > [User Management] D JIE (2
IR L F9,

AT T2 RRAUV—FK&2V 2y NI Ha—Y—DRICH LA T v a v RE &7 ) v 7 LET,
AT w73 [ResetPassword] 7 V v 7 LE7,
ATV T4 NRAT—REANL, HERLET, HLWWISRT — RO

o el 8 30

cRDATAY DB LB 3ODHT AVIIET H LT :
s INFOBEF
s KXFOHF
* %75 (Number)

« FEERSCT

AT9 75 [Save] &7 Vv 7 LET,

BED1I—H—/IN\AJ—KDZEHE

1R HHEIIZ

SUPER-ADMIN-ROLE #[R & Ff > — YV DOHN Z OFNEEZ EITT D Z N TEE9, iz
WTiZ., [About User Roles] ZZH L TL &V,

W

AT TN A=a—TA4ar (=) 27V v 7 LTER L FJ[System] > [Users & Roles] > [Change Password] DJIEIZ
79y 7 LET,

ATV T2 WHRT 4= RITEREATILET,

ATwF3 [HH (Update) 1227V v LET,
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EREERGZLTOA—YF—NRRT—FDERE

ROFMTIE, EHEHERL L TRRAY— REEET L HEICOWTHH LET,

ATV A=a—TAar%27 Y v7 L, [admin] (27— Y V%EHHET, [My Profile and Settings] > [My Account]
DONEIZEIRN L £ 7,

ATw T2 [XAT— R&HEH (Update Password) |27 Vv 7 LET,
AT T3 BEORZRT—FR, HLWWIZATU—REZ AN L, AT — REHRATILET,
ATy T4 [EH (Update) 1227 Y v 7 LET,

BOVHEGTWOWNARDT—FD) Ly b

WAV = Reehlcyaid, CLIZEH L TAATY—FRE2 Uty P TEET,

ATFYT1 VAT LA TEDOZ—YF—=IMERENTWVEMNE I DEHERT DL, Roa<wr RE A LET,

magctl user display <username>

Zoawy RN NRT—=FREVEy NTH7OIFEHTE T MMaeRLET, B, ko kS
12720 £,

User admin present in tenant TNTO (where TNTO is the tenant-name)
ATy T2 RRU—=FE Uy vTBI0F, kOa<vr Ty v a5 A LET,
magctl user password update <username> <tenant-name>
BLVWASRRAT—=RE2 ANTLHLIITROLNET,
ATV T3 HLWART—FE AN LET,
HERDT=DIZH LVWRAT — REFBANTH L IRDLENET,

ATy Td FHLWAART—REZANLET, XRATV—=FRU Yy &, HLWWSZAT— R&H L T Cisco DNA
Center (212 7' A T&E £7,

O—J)LR—XA 7H+ERX a2 rO0—)LOETE

CiscoDNA Center |3, B— /L _X—X 77X a2 hua—/,L (RBAC) ¥V HR—FLTWVWET,
Zhiz X Y. SUPER-ADMIN-ROLE #E[RZH>=—H —I%. HED Cisco DNA Center #EHE~D
22— =T I A EZITHIRT DI AL b — L EERZETEET,

HARZ LD —ILEERL, EELF-a—Na—F—%EV Y THITIE. ROFIEEFITLE
j—o
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1R BHEIIZ
SUPER-ADMIN-ROLE ¥R & Ff D2 —FDHMN Z D FIEEZEITTH Z N TE F9,

ATFYT1 HAX LT —LEERZLET,

ATy T2

a)

b)

2)

h)

Ama—TAay (=) #7127 L TR L FE 3 [System] > [Users & Roles] > [Role Based Access
Control] DJEIZER L E 5,

[CreateaNew Role] 7 U v 27 LET,

[CreateaRole] 7 o > RUNRFE/RENFET, TN RBAC DRWDA T L—arThiHEA. HiL
0—/LEERR L72RIC, 22—V —Z2FH L e — B8 Y CrkricskwbnEd,

AT OMEY v RUBEHWED, [Letsdoit]) #27 V v 27 LT, V—7 7o —|ZEHEBB LT,
[Create a New Role] 7 « > RUMNERINET,

a— 4 E AL, Next) 227 U w7 LET,

[Define the Access] 7 4 > RUIZA T a DU XA MMFEREINET, T 74/ FTlE, Cisco DNA
Center DT X COMEEICKT L TAH T — "o — LN/ EINTWET,

HEIOBREIZKHNT D > 7T A 2% 27 U v 7 LT, BEfMfITFOoNTWAEEEZR T LET,
ZNENDOEBEDHERR L ~)L & M B Z)5 UC [Deny]. [Read], 7213 [Write] 1Z5%E L £,

HEREDMEIR L ~UL % [Deny] ICFRET D L. O —AZ2%E|0 YT o2 —— 335 5 HhE
GUI CRRTE 22D £,

[Next] 27 U > 27 LET,

[Summary] 7 4 & RUNRFRRINET,

[Summary] 7 4 > FU T, RELZHRLET, EHETHIZE, [Bdit) 227V v 7 LET,
[Done, Role-Name] ¥V 4 > RUNERINET,

B L7z A2 b — a2 —H—%2EH 0 B THIZIX, [AddUsers] 27 UV v 7 LET,

[User Management] > [Internal Users]] ‘7 A RUNRFREINET, 2OV FUTIE, AAZLa—)b
B O —F —F I3l —F =IO YTH N TEET,

EFEDODA—F —|Zh AZ La— LEZE N Y THITIT, ROFNEEZETLET,

1. [InternalUsers] 7 4 > KU T, HAZ L — L EZE Y)Y THZ—YF—DRICH LA T v a v RE
Z7 Vv Z L, IRIC[Edit) 227 Y v 7 LET,

[Update Internal User] A7 A KA XA URERRINET,
2. [RoleList] Ku vy 7 Z 7 UARNnDL, BAZ Aa—/LERIRL, [Save] #7 U v 7 LET,

c WAL v —VEFRA—F—IZED Y TDHITE, ROFIEZETLET,

1. [Add] %7V v LET,
[Create Internal User] A 7 A RA A UIRRRINET,
2. REIND T4 —NVRIZRAE2—F—HEZATILET,
3. [RoleList] kry 7 X7 A b, Fila—F—ICE0VYTHI AR L — L ERIRLET,
4. HLWRRT—REAN L, HEROTZDIZHEATILET,
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5 [Savel 27 VU v 7 LET,

ATY T3 BHEOa—Y—na s 4 ohil, BHENRZOL—Y—0T 7 B AMEREZEEL LI-5GE, B LWHERRE
AT HITIE, = —3—72 CiscoDNA Center 26277 7 M LT, a4 LETHLENDY 9,

Cisco DNA Center .—H'— O —)LiE[R

%% 6: Cisco DNA Center 1—+H— O— JLIER

Hae BL)]
FToaTI A Fy MU= DH b} LMEZERII AL T B Lz —E R LUL 2Ry

TEEY,

FT=H— TR NI T
Va—T 4T

MEDO T TN a—T g 7 EBE, TuT7 0747 hxy NV—IE=4Y
YT BEIRAI Ry VU= nbBbNH A A MTED Ry U —
JDEFHEOT=2Y) 7 L EHETNET,

Zou— L TIIRO Z ENRARETT,
« MEOfRR, 7 v —X | HH,
s R = 2 (MRE) OV —727 71 —D%F[T,
s LY REA P A NDOIHT,
e NARL—RA Y —F T aR— R, REFHREOMED T 7V
Va—T 4T,

» RIEF & ¥ Cisco Advanced Wireless Intrusion Prevention System (aWIPS) DU —

770 —DFELTF, TNHDOU—r 7u—|ZiE, APFFAIU A b, N F—FFA]
UA B, aWIPS 7’02 7 7 A L DOIERL, aWIPS 7’17 7 A )L DEI D YT K3
BENET,

F=H—U 7 OFE (Monitoring
Settings)

EORE L EHEITVET, Xy NT—0 VI3 A4T b, BEXOT 7Y r—
TaDEFHEO LEVEEZEH L E T,

{F : [Monitoring and Troubleshooting] {Z%f 7~ 5 FiAH Y 7 27 & A FF 7] 23 FAK RV 22
‘G—g—o

NFGTNY a—T 4T V—)

Y =T R POMEREERETNET, 7 74T MO T TNV a—=T 4
TOEDOF LT RO 4L oI -y vy 7PFvy TPy
cyy7Fxv) AT a—LLET,

7% : [Monitoring and Troubleshooting] |Z x5 #t A H Y 7 7 2 A FF Al IS e (KPR B
T,

*y bI—=U 5

Py NT— IS EO L R—R NEERLE T,
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I YTV APL DT JERAEENILET, 7 a— VLR, RIEER,
aWIPS 7¢ & O EIIEE,

I FFAl% [Deny] ICERET D &, MERE T2 aT 7 U A RBICHEL £,

*y bT—5 B

Ty U= BEORE., Y7 b T2T A A=Y UR MY OFEF, A1 b
Py NI =T TR, ZAQOEBRIEAT 22y NU—7 707 7 AL &R EDRERK
PITVWET,

Ry b U — 7 BROE

o T — LT N 2 T A ANFER, RAE— =R Y —HP—3— FFH
2 ORNIFAMNS—), VT RT I EAF—_ Stealthwatch, Umbrella, T —
HEXREDR Yy N — VR EZEF L E T,

TN AL RN EFEDI VT VT ZAR— N LET,

G¥) ZDOHX AT EFET T HIZIEL, [Network Settings] (213 5 @t A HL D
HERR DS LB T,

AA=VYRYKY

V7RO 2TAA=VHERL, WHBIOMAERY NV—0 2T 4T 4 DT v
T VL= REEHEREEL FT,

Fv NU— Pk

i

A, BT o7, 7T, BIORZU TORy NU—7 W& P 708
FRC R SWTERBIOMER LEY, 20— &Foo2—4—|%, [System]>
[Settings] T CMX Hr— =% BT 5Z &b TEET,

Sy hNU—27 a7y AL

N—TF 4T AL vFo T BIORIAVYLADR Yy NU—rTa 77 A )VE
B LET, A b~ a7 r A 02BN Y CTES, ZOor— I, T L —
T4 X, X T, TETAVREZT 4 X, BIOEIET v 7 L— bR EEN
\i—g—o

7 : SSID Z1ERT 5 21%. [Network Settings] (2% 92 E & IALMER N LT T,

Iy N — I RE

AAA, NTP, DHCP, DNS. Syslog, SNMP, T L A U 72 ¥ A haiRodtim
Dxy NT—7FE, O —/LERo>a—%—(X, [System]>[Settings] T SFTP
P— =B E Ry b T — 7 BREHIFROZE N ARE T,

W UATY L AT 077 AV EENRT HI2IL, [Network Profiles] |2k} 3 5 # XA
FHHEBR DS BT,

RABR Y NT—7

ARy FU—27 (VN) ZEFLET, b7 71 v 7 O5HEL VN HEE OHHE
DHIT, WXy NI — 27 28EOHmEBxy hU—212k8 7 A MELET,

v kD=9 TJRnECa=vy

Py NT—=T TR, ADOHRE, T 7T VL—F, 7urda=r7, BLOERH
EATWET,

QL TITAT R

IV TFIAT A TR EYa = T REELET,
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HERE £ A

EoX Ry hIT—=THNON—RT7=27EBLOY 7 7 =7 ®[EndofLife], [EndofSales].
F 7213 [End of Support] (2B $ 5 ABIFEHROFEMICOWNWT, Xy hT—7 &R
¥y LET,

A A= DEH SERRT v T T V=R IFATHA T NDH%HT, T—NT oA A—VREIC—EKL

RNTNRAADY T "N 2T A A=V %T v 7 7L —RKLET,

PR VANE 3

Ty b =2 EOT A ZAORH, BN, @ HIBR, B EOT S REME L
ET 0T o OFEITNET,

I T, AT 5121, [Network Provision] > [PnP] 1254 5 & X A B HE[R
7‘7);'\ ‘gf—g—o

[Inventory Management] > [Device
Configuration]

[Inventory Management] > [Discovery]

TAAANY Xy =T RADOFH LT A 2t LE,

[Inventory Management] > [Network
Device]

Py NI =T TNRA R AR NI T RS ZEBML, T35 A%
FRL, TRARALNVDT Vv a o 2FETLET,

[Inventory Management] > [Port
Management]

R—FEH  TRARATR—=F T 7 a w28 LET,

[Inventory Management] > [Topology]

FRBEY Ry NT—=I TN ALY e RN LET, 7/ A —1D
B, TNA 202 T[T, RROADAZ <A X, BEOIAZ L MR LA
T U MOREFEEITOET,

{E @ [SD-AccessFabric] 7t » KU A FRT H1TiE, 472 < & & [Network Provision] >
[Inventory Management] > [Topology]iZ %9 2 &t 7 7 & ZAFF A 28 h BT,

FA A

VT RNT =T EERSTR Y NIV EBEODTA B AMERARRE LTI T A
BT ABHREY — T C@H L Ed, Z0u—LiE, ciscocomBILRA~— T
VNOMERR L EE L ET,

Fy FT—27F L AR

FRAANEDT TV r—arT LA Y OWNEZAEDEZITESIC L £,
Y Y THNEYA MIBREMT SN TWAET LA R USREERER L ET, Wireless
Service Assurance ° 2 > b 1 — FFFIAE R P OREEAE R L E T,

H: Ry b= T LA MY 2NN 5L, [Provision] (2% 5
EXIALFERRNMLETT,

PnP

HLWT A, A2 BEIRNCA AR — R LT A MBIV YT, 1 NEHDO=
FX A NBEEBICESWCERELET,
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FubrYa=rs YA MEFOREE R Y NTU—JIZXH L THREINTZRY U—2MHLTT A
2ETueTa = LET, 20ou—ME, Ty 7 Vv s, T — s
VRV — TV = aryoRfitE, 77U K A ME VPN, ry hU—
7177V r—3 a7 LA MY Stealthwatch, [EIHABHME & EITRE. BLO
Umbrella 7o BV a = 7V REENET,

REBLOaWIPS DA A o F v aR— KT, REE CiADR EOFREDT 7
varEBYELITEICTEET,

TNA R Ty a =79 5121, [Network Design] & [Network Provisioning]
Wkt T B EXIABMER DM E T,

Yy bI—9 H—ER ARy NI =08t & 7 7 B AOREBR Ty FU— 7 OIBIERE AR
ELET,

TIVr—=vary RAT 47 | Ry NI T AL ATFETINLAMLENTca T F_R=2DT7 7 ) r— 3
CEER, FE, BLUOE=4—LET,

Bonjour RY —=_R—=2ADV—EAMHEEHNNCT D202, v BT —27 2K T Wide
Area Bonjour ' —E A ZHEZ L ET,

Stealthwatch Wb ENTZ T 7 4 v 7IZEFNZBELBRHE LT TE L9127 5720
12, %y FU— 7 BEHENE Cisco Stealthwatch |7 —Z #%ETH L IR ELE
T
Stealthwatch # 7 2 Y g = 74 21201%, RO R—3 2 M HEZ AL
FEBR DS LB T,

* [Network Design] > [Network Settings]
* [Network Provision] > [Provision]
* [Network Services] > [Stealthwatch]

* [Network Design] > [Advanced Settings]

Umbrella YA N—tF=2 T OB T DERAGROBEK E LT, *y b —7 335
“C Cisco Umbrella ZfFEHT 5 LS ICRELET,

Umbrella # 7B EY a =2 7§ 5121, RO R—3 2 MR D EZ AL
[R2SMETT,

* [Network Design] > [Network Settings]
* [Network Provision] > [Provision]
* [Network Provision] > [Scheduler]

* [Network Services] > [Umbrella]

F 7=, [Advanced Network Settings] |Z5%}3 % Ft A H 0 HER & M B TT,
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HaE

A A

TS5y b ITA—L

T RRAMRERA TV RN—AD T — 7 Ta—, F—H M wE, BLXOY—
RR—=F 4 BT TV r— g VOB TE D427 77 v 71— 24,

API

Cisco DNA Center {Z RESTAPI 2l L CT7 7 v A& £9,

VA V%

AEREMED ] EDT=HIZ, ITSM & OFEAHICHRRRE SN RV EREB L)
7T 4 7L FET,

Ak

Py N =T RV AT LADELNSH DA RN MIBERTDHZET, TNHDA N
U RNTOWTOBHEIZIEY TIAZ A LATZITRY . BEABLBTXET,
B A — /LI LW Syslog 7 7 DFREIT
ETxET,

. [System] > [Settings] > [Destinations] Tix

LiR— |k

HIEREINELR—T 4 T L—h2EHALT, XYy hNT—2 0B
AHAEIZHOWTDOLR— M EAERTE £,

RIEFTNA AR LN aWIPS D LAR— b &AEK LET,
v =7 7 v 7%, [System] > [Settings] > [Destinations] T & CTx £,

t¥al)T4

Fy NI =T ~DEFaTRT7 72 E2EHB L OWIHE L E9,

TN —TF_R—Z R —

VAaDEXR 2T A ITN—TZ TSN T Ry NI DB T AT — 3
VET IR AKIEEEAT AN — T R— AR —FER L FET, TDOu—/L
ik, = RARA V OB EENE9,

P R—ZD7T 7 & A

IP7 RLRIZHEASNWTC Ry NU—I DR T AT —Ya T 5P R—2AD
T U AHIEY A R EERLL £,

TX2 YT 4 T RS

Py RN =I5 A%y L TCEX2 VT 4T KA TV ERBELET, v Rxan
AL TWAEX2 0T 47 KA F Y TRy NT—Z([ZEEBTAA[RENLRH 5
TEM 2 MR L ORI T& £,

DART L QmMmA&ma®%ﬁ£@ Iy NT— I, VT N =T T ST L—F
P rEELUET,

P HE R Y& VT o OYEIIEE R IR E L CRIED BBV T 2 2T 5 72010, HEhR
e Ly O XOAEEHERELET,

VAT LEH VAT ADATHREESEROBREZEHRLET, 2V —o— L2 FHL, SN

Rk E L E T,

ZOR—IE, VAIDT LT vy b, BAEVERGE, T3 ADEULA, HA,
MERE, TAFTAZIV AN TRy ITay FLAN)avrrsvary VA
7 L@ EULA, IPAM, vManage %—/3—_ Cisco Al Analytics, /3> 77 v 7 &8
o, BROT =277y b7 —LREENRET,
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HaE

B

A—T4 VT«

IR ENTWDE T TNy a—T 4 7 Y=o —E R Y, EREMEICE
SOBEHRNE LD LN THET,

=

Ul F72I1ZAPIA X —T =2 AU TH v hU—27F /314 AL Cisco DNA Center
WCINZ BN EEOFEMra 7,

£ R P BEa—T

RTINS a—F 4L T DEDDF Y NT—IFRL ABERNT T T v b AR
v hOFER,

Ry b v — 2 Hebite

F N — 7 SBFOHEMEOMBRIZIESL Ry hU— 7 OREIZ O\ T O HE)
fLENTHRBEW N T TINY a—F 0 V7 RBABLET,

Y E— hF A ADYE— B

VA 3B R — hF— A2 Cisco DNA Center IZ L » CTEHINTWA Ry hT—7
FTNRAREZYVE— AT TNV a—T 47 TEDIICLET, Zor—/L
AT B &, Cisco Technical Assistance Center (TAC) DT> P =71, +7

TN a—T 4 T DI-DITRBERED Cisco DNA Center Dt v 87 v 712V £—
FNCHEECE E T,

Ay a—7 oy s Ry =R EMEENTZATV2a—FFFH LT, R —DE
Bl, Yubela=s Xy NT—I DT v T TV — R EDRRAIRT VT 4
BT 4 DEITF. ATV a—, BXOEHMNMTZET,
REFH CIAODEZAZ Y 2a—LTAHZ L TEET,

Rk YA By NT—=TTFTRAA ITAT v, TTVr—var, R —,

FRE. ¥V, A==a—IHHMR Y, CiscoDNACenter DXFXFER AT V27 &
MZLET,

O—J)LR—XA 7H+ER Oy FO—L#EETDOERT

Fa—P—o—/LIE L WL —YP—DH i RIHHE2FRrTcEEd, FUALFT LT,
BIRL7-e— 2o —HP—D) 2 NE2FRTHIELTEXET,

AT TN A=a—TA4ay (=) 27V v 7 L TEIR L EJ[System] > [Users & Roles] > [Role Based Access Control]

DNEIZER L £,

FIFINLFDOTRCO—P—a— /L hAX Lo — A RNFRINET,

ATV T2 Ha—P—u—IHET2ETE7 Vv TDHL, ZOn— N EfFor—F—DY XA MRIRENET,
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MnN=FA= A =
N EBEREED EXTE
%JK:L%'H‘ @nLnEk utFT %J‘qu_*‘/\%é‘”{%ﬁﬁ L/Tl/\é%{:[\ Cisco DNA Center T%HBHL‘I?
EHINCT HDMERDH Y £T,
1a s BRI

* SUPER-ADMIN-ROLE ¥R &2 FF o2 —F D LN Z DO FINEEFEITTH 2 LN TE EI, il
22T L, About User Roles (117 ~<—) ZHMBL T F &,

LI LB 1 DDORRFEY—NN—ERET DHLENDH Y ijﬂ

\)

GE)  21xBATDO Y U —R Tk, MTREER AT/ > T 55586, Cisco DNA Center (% AAA H—
NIZHETERVD, AAA P — =P AR — P -2 2R T 5L, m—hra—H—
74—y 7 LTOE LTz, BIIEDO Y U —ZATlE, AAA B — —ZEETEX VA
AAA P —N—PRIAR 22— —4 8 L7=85A12 Cisco DNA Center 73 17— /b —H—|Z
TH =Ny 7T HTLEFHY A,

INEREREE T & — X T BN 72> TV A A, Mo — 3 — & o —h VEPLE I Cisco
DNA Center (22 7' 1A > Tx$£9,

]

IEEREE 7 + — NS 7 BT IZ13. CiscoDNA Center A > A% o A2 SSHEERE L. &
DCLI a~<w> REATTLET,

magctl rbac external auth fallback enable

AT TN A=a—TA4ay (=) 271V v LTEIRL EJ[System] > [Users & Roles] > [External Authentication]
DIEIZEIR L £,

AT 72 Cisco DNA Center CHMIREFEZ A0 HIZ1X, [Enable External User] = v 7 R v 7 A% AN LET,
ATYTFT3 (LR AAABMARELET,

TACACS FBFFCTliE. D AAA BB HR—FINTWET,

Cisco DNA Center TACACS

Empty cisco-av-pair
cisco-av-pair cisco-av-pair
Cisco-AVPair Cisco-AVPair

RADIUS BFETIX, RO AAA BNV R — KN TWHET,

Cisco DNA Center RADIUS

Empty cisco-av-pair
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Cisco DNA Center RADIUS

Cisco-AVPair cisco-av-pair

a) HAIORTHHAINTVD X DT, [AAA Attribute] 7 4 —/L RIZ, 2—A 7 —R|Z# L7z @EE AL
ij‘o

b) [E#r (Update) 1%#7 VU v 7 LET,

ATy T4 (LE) AAA VP —N—%FELET,

INDHORET, BUEOTTA~ ) AAAY — =L LY AAAY— N —% M L7 0 Bz D AAA

= N—ZERLLYV TIHIHERICOMTVET, Ama—T 123y (5) 270y 7 LTERRLET

[System] > [Settings] > [External Services] > [Authentication and Policy Servers] ®DJIFIZ2&R L T [Authentication

and Policy Servers] 7« » R Z B & £,

a) [Primary AAA Server IP Address] K2 7% 7 U 2 T, FRELE SALTZWT D AAA —3—D
IP7 RLAZRIRL ET,

b) [Secondary AAA ServerIP Address] K&z v 7’'Z 7 A N T, FHIRE SINTZWDT IO AAA P—3—
DIPT RLUAZBRLET,

¢) (EE) CiscoISE —"—ZfEH L T D 5HA1E, LEIN U TREZEHTE 77,
CiscoISE AR U v —DFEMIZ DU Tik,  [Cisco Identity Services Engine Administrator Guide] @ [Configure
and Manage Policies] Z#ZM L T 720,

% 7: Cisco ISEy—/\—DE&TE

& L
Shared Secret FAL ADRIF—, EHEWEOE ST, Fk 100 LFTT,

AAA T RV Az B4 DA, AWELIRET DLERH Y £7,

Username Cisco ISECLI \Z 1 7' A L B 7= 4 5 4R,
Password Cisco ISE CLI = — W —4 D/ AT — K,
FQDN Cisco ISE —/ N\— D522 Effi K A A >4 (FQDN) , FQDN /%, KOEX

T, RA MBIV RAL LD 2OD/3— N THREINTWET,
hostname.domainname.com

7= & 2% Cisco ISE ¥—/3— FQDN (%, ise.cisco.com T®H B A[FEIEDR H D

7,

Subscriber Name —BDT XA MXFH (acme 72 ) . ZiUIT Cisco DNA Center 7> 5 Cisco
ISE ~D#E 41T, Cisco ISE IZH LW pxGrid 7 7 A 7> b ERET H728
R ENE T,

Virtual IP Address CiscoISERY o —#—t 2/ — K (PSN) BAE#HICHEBESNLTWSLIr— R

NI UYORMIP T KU A, Bipbo— RART7 0 YOE%ICHEED PSN
T —LRHLLGETE. RRK6ODOEMIP T RLAZANTEET,
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d)  (EE) FEMREE2HEHT 521, [View Advanced Settings] 27 U v 7 LT, LB U THREL E
% 8: AAA Y —\—EEMBRTE
£ HI Bl
Protocol TACACS ¥ 7213 RADIUS,
Authentication Port AAA — NR—~DHIEA v E— DY L—IZHEHENBR— k.,
« RADIUS O#:4. 77 44 ML UDP F— k 1812 T3,
* TACACS O4A. A—hI49 THYH, BETEEHA,
Accounting Port AAA —R—~DEERA X FD) L—IEHENER—F, ZhbHD
AR FOERIT, EX2 VT 4 LFEROBUTHERASNET,
« RADIUS O34, 5 7 # /L h® UDP R— ~ & 1813 T,
« TACACS DA, R—ME49 THY, BEETEEHA,
Retries Cisco DNA Center 7% Cisco ISE & D&t & 7847 T & 5 [A1%%,
Timeout Cisco DNA Center 73 Cisco ISE 2> 6 DJNE A FHET DR OE S, ¥4 L7
v O EKAEIL 60 BV T,

e) [H# (Update) 127V v 27 LET,

— B Faoal

THEFEEREE (QFA) 1, 22—V —R L RNRATU— RN CTRNFFEE2 RIS 22T, 2—
P —FFEOE X2V T« Z58{LT D b0 TT, Bl +FEL. —&ic, EEOMNG2—F—7
TIDREEFL (A~hRT7 7% — 7%7&&)\m®m74/ﬁ%&%mﬁmiﬁé%®%ﬁ
HALET,

Cisco DNA Center D " BEFRFHIEDOEIETIX, b—2 7 T4 7~ Y72 PIN S AS &z
BIHENETh—7 v a— a4 . =2 P —n"— (b= a— &G . BLO
:’—*"}j‘ ®77?X%£@Téwun ']j‘*‘/\?‘gf'fﬁﬁﬁ—(%ijqo wuuftkff@ i RADIUSjEfC&i
TACACS+ 7’1 h a /LMl & vE T,

ORI g rTIE, IRONBIZOWTIHALET,
o THHEINSE A GG 2 7 00 | T T LB B D B,
M ‘/[Z‘gfcﬁ&hﬁgo

o THIHEFRGEA#H L 72 Cisco DNA Center O 12 7' A > FIE,

Cisco DNA Center ') 1) — R 234 BIEEHA K .



1—FoER |
B —=szaomiess

—ERDIORTREN

Cisco DNA Center T2 “HEFIEEZ R T T DITIEL, IROBIHREF 2T L TV D MR
HHFET,

 ZFE & F1L72 Cisco DNA Center == — 4% —® RBAC 1 — Vil A &= T 5 BIEET 21K 3
Z N TEDLFEEY—N—, Z DI TIL, Cisco Identity Services Engine (Cisco ISE) 2.3
NyF 1AL TWET,

« WEEY— =L AT D D8R h—7 U — 33—, ZOfITIX, RSA Authentication Manager
72 ML TWET,

VT NI 2T NV VEAERTEIFAT N EDON—0 v H— R T Y r—
varv, ZOFITIEL, RSASecurlD V7 "7 =T h—27 U EMFEHALTWET,

——%Eiawmﬁayj'_€7:7n'_

PITFIz, ZBEERERENKESN TUVWA CiscoDNACenter 7 77 A 7V Al a—H—nna 7 A
L7z X0EEOMELRLET,

1. RSASecwrID h—2 > 27547 hTlid, 2—¥F—FPINZASHLTh—7 > a— KzH
HLET,

2. CiscoDNA Center 2 7 A L _X—VTliL, 22—V —Z L h—F v a— K2 A LET,

3. Cisco DNA Center T, Cisco ISE ~D 11 71 R DE(EIZ. RADIUS F 7213 TACACS+
7a kaLiFERL £,

4. Cisco ISE RSA Authentication Manager H—/X—|ZZRK 245 L £,

5. RSA Authentication Manager C h—7 > 22— REZMRFEL, = — VP —NIEFICRIES N2 &
% Cisco ISE (2@ L £ 77,

6. Cisco ISETFGEEI N2 — VP —LREFADRAI T 7 7 A VERAEL,
role=NETWORK-ADMIN-ROLE J&HAE~7 2R L £,

7. Cisco DNA Center 2—H% —D o —L_X—Z 77+ A 2 ha—,L (RBAC) 1 — |z
TN TVAKEB L UONR—~0T7 7 AR5 LET,

ZERDADHRE

Cisco DNA Center 7 77 A 7 AT _BEFIEEZHET DHIZE, WOFMEEZEITLET,

AT w71 RSA Authentication Manager % Cisco ISE & A L E 7,

a) RSA Authentication Manager T, 2 2D —%#—_ §725% cdnac_admin (FHE 2 —H—m—/LH)
¢ cdnac_observer (47 ¥ —m—/LH) Z{EHLET,
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ATy T2

b)

d)

e)

f)

2

—zzmiaozz

FEAMIZ OUWNTIE, RSA Self-Service Console Help @ [Add a User to the Internal Database] @ Mt v 7 2%
BLTLLZEN, 2O Ry ZIZT 7 8ATHITE, ROFNEEZFITLET,

1. RSA Self-Service Console Help % B & £,

2. [Searchhelp] 7 + —/L' KC, [Add a User To the Internal Database| & AJJL T, [Search
help] 7 U v 27 LET,

FLORIE—Y = > F&EfER L £,

FEHBIZ DUV TIE, RSA Self-Service Console Help @ [Add an Authentication Agent] @ ¥~ 7 &M L
TLIEENY,

I~ R =Yy — 2 RRTET 7 A4V (sdeconfrec) Z#/AERKL £,

1. RSAEFx=VU7 42—/ T, [Access]>[Authentication Agents] > [Generate Configuration File]
DNEIZ IR L 57,

[Configure Agent Timeout And Retries] % 7 235 & £ 97,

2. [Maximum Retries] & [Maximum Time Between Each Retry] 7 ¢ —/L R{ZOWCiX, T 7 4 /v ME%
HHLET,

3. [Generate Configuration File] #27 U v 7 L £,
[Download Configuration File] % 7 3B & £ 37,
4. [Download Now] UV > 7 %27 U w27 LET,

5. MHEICIETRNRRINTZD, [SavetoDisk] 27 YV v 7 LT, zip 7 7 A /LD —T1 )L 3 B —ZLRff
LET,

6. 7 ANEHRL, ZONX—= g D sdeonfrec 7 7y AN EFAL T, =—T 2 MIBMEA A
=L ENTWHER—T g % FEXLET,

FJE 1a T L7 cdnac_admin = —#—& cdnac_observer = —#—® PIN Z /L L £,

FEAIZ DU Tk, RSA Self-Service Console Help @ [ Create My On-Demand Authentication PIN] @ K E
7 HSHRLTLITEEN,

Cisco ISE # Bi#69 % 121X, [Administration] > [Identity Management] > [External Identity Sources] >
[RSA SecurID] DJIEIZIEIR LT, [Add] ZiEIR L F,

[RSA SecurID Identity Sources] ~<—3""C, [Browse] %7 U v 27 L, ¥ 7> ua— R L7 sdconfrec 7 7 A /\
ZERLT, Open] &7 Vw7 LET,

[Reauthenticate on Change PIN] = v 7 /R v 7 A% 42 LC, [Submit] 227 V v 7 LE7,

20D TR T 7 A NVEAERLET, 1 20X Admin 2 —HF—r— Ll b9 1 DL A7 F—a—H—
o — V9,

a)

b)

Cisco ISE C. [Policy] > [Policy Elements] > [Results] > [Authorization] > [Authorization Profiles] % &
LET,
WO T a7 7 AT ONT, ROFEHREATILET,

«[Name] 7 4 —/V K : 7 a7 7 A VOLRTEZATLET,
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* [Access Type] 7 4 —/L K : [ACCESS ACCEPT] Zi®{R L £,
» [Advanced Attributes Settings] fEIK : T IO K v 7 & 72U A k5 [Cisco:cisco-av-pair] Z HER L
£

Admin 2 —HF—0 —VORFET 1 7 7 A VEERT 2561E. 2FEHO ey 4T U R b
[Role=NETWORK-ADMIN-ROLE] % 4R L £,

FT PR =P n— L ORIET 1T 7 A N EERT 2B, 2FHO Py 7 ¥y ) A R
> [Role=OBSERVER-ROLE] % &R L £,

AT T3 CiscoDNA Center 777 A 7 ZADGRFER Y > —ZAER L £,

[Cisco Identity Services Engine Administrator Guide] @ [Configure Authentication Policies| @ k& v 7 & &
LTL7ZE0,

ATV T 200FFARY U—ZEKLET, 1 21 Admin 2—F—m—LA, $ 9 1 DiF A7 P—Ra—HP—n—
VHTT,

[Cisco Identity Services Engine Administrator Guidel] @ [Configure Authorization Policies| ® k& v 7 % &
LTLIEENY,

AT 75 RSA Authentication Manager E ¥ = V7 1 2>V —)LC, Y7 " xT b—7 VRl O2—F—12E| VY4
THNTWALZ & AR LET,

FEHIIZ DUV TIE, RSA Self-Service Console Help @ [View a Token] @ F By 7 ZHM L T 2 &0,

GE) =27 U &ED B TEHELEND DAL, [Assign a Software Token to a User] @ k> 7 Tilt
HENTWDFIEZFEITLET,

RADIUS %2t L ==ERFZADHEIL

RADIUS HIZ#%E S 7z Cisco ISE r— N—% i {92 “HEFIEEZ BN T DL, kOTF
G2 5847 LET,

AT 71 CiscoISE & Cisco DNA Center % ##) Xt %9,
['Cisco DNA Center Installation Guide] @ [Integrate Cisco ISE with Cisco DNA Center] #ZM L T 7Z2& 0,
AT 72 FFEIZ Cisco ISE H—"—% {195 KL 5 Cisco DNA Center % 7% & L £ 7,
SMEBFRREDRRE] 2L T EI 0,
BE Cisco ISE & Cisco DNA Center O lj FIZ[A CHAREAFFEL TWDH I AR LET,
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TACACS+ A L - —ERFTEEDHEIE

TACACS+ WX E S 417z Cisco ISE B — _—2FH T2 " HERFBIEE BT HI2iE. ROF
JIEZ FAT L ET,

AT w71 CiscoISE T, [Administration] > [Network Resources] > [Network Devices] DJIEIZER T 2% & | [Network
Devices] 7 1 FUNBE £,

AT 72 [TACACS Authentication Settings] 27 U v 7 L CZDNEA 2 L. LLRIIZEN L 7= Cisco DNA Center 7 /3
AR L TCHERENT TICEESNTWND I L 2R LET,

AT w73 [Work Centers] > [Device Administration] > [Policy Elements] Z R 9% & . [TACACS Profiles] 7 1 > K
DHEET,

AT 74 cdnac_admin 33 L ¥ cdnac_observer =— ' —11—/ L TACACS+ 7’12 7 7 A VEAER L £7,
a) [Ad] %7V w7 LET,
b) ROHXAT EFREITLET,

T T FANKE AT LET,
« [Raw View] # 7% 7 U v 7 L71=%. [Profile Attributes] 7% A bR v 7 RZIRDTF A & AL

£7
s cdnac_admin = —H— 12— /L D5 1E, Cisco-AVPair=ROLE=NETWORK-ADMIN-ROLE & A
JILES,
s cdnac_observer = —H— —/L D5 1X, Cisco-AVPair=ROLE=OBSERVER-ROLE & AJj L
£

) [&R#E (Save) 127V v LET,
AT 75 CiscoISE & Cisco DNA Center % H##) Xt %9,
['Cisco DNA Center Installation Guide] @ [Integrate Cisco ISE with Cisco DNA Center] # &ML T 7Z2&0,
AT w76 FRFEIZ Cisco ISE H—"—%AfH]9 % K 5 Cisco DNA Center % i% & L £ 7,
IAEREBREDRE ] Z#Z ML T &,
BE Cisco ISE & Cisco DNA Center Ol 5 IZ[A CHLFRELFEEL TNDHZ L 2R LET,

—gimunm %1%% L/T: (. 7\\’( N

T HFEIBEE A L T Cisco DNA Center IZ272 7' A 3 5121%,. ROFIEEXZFET L ET,

AT w71 CiscoDNA Center D& 7' A L ~_— T, Wla—Y—L4E2 AN LET,
ATw 72 RSASecurD h—27 > 7 T4 T hEBE, URIRRELZPINZ AN L THEWEC h—27 &AL ET,
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1—FoER |
B ss51-—v—oxx

AT T3 ZDO =2 %at— LT, CiscoDNA Center D12 7 A L ~— D [Password] 7 4 — /L RIZAE O £11F £ 5,
ATy 74 [Loghhl 7YV w7 LET,

HNER L —H—D R

RADIUS/TACACS Z /M L CTHID T 7 A » LI —Y—D Y A hEZRRTEET, R &
NAHERITIT, 2—VF—Z Lo —NANRNEENET,

AT TN A=a—TA4ay (=) 27V v LTER L EJ[System] > [Users & Roles] > [External Authentication]
DNEIZ IR L E 5,

ATF9T2 U4 FUDTFHETAZ v—/L L%d, [External Users] SIS — P —D Y 2 hRFREINET,
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FJAEADEE

ZOET, WONETHELINLTWET,

s T A=V OME (137 X—)

«Cisco A~v— bk 7H 7 hEDOHKE (141 =—)

cITA B ATR—Uy DYy N T v (142 R—)

o T4 U ARG & ARHIRO AL (143 ~—2)

« AU AEHEOBREMHEMOERT (144 ~—2)

« TA U ATEMOER (145 X—2)

e TABLALULOETE (146 X—)

s TA B AFROT 7 AR—F (147 =)

c A — KT A VU AIGT A AO HEVEGE (148 ~<X—)

e AT — K TABUAIET A ADT A BaiE (148 ~—)

¢ TNRAANDRFETA B ATRERITI N—~ R b TA B ATFRIOEH (1493—)
« TA AT ENT- SLR £721E PLR 2% v k0 (151 X—Y)

KB A—REA AR, BEXF2VT A TA B RAZEHCT D (152 %—)
cEmEXa VT 4 T4 ROEE (153 =X—)

«CSSM ~D Y V=2 fFEHBOFEMDOT v Fr— K (154 X—)

¢ TNRAADAN—T" NDZEH (155 <—)

e N—F X LT I MDD T A ADERE (155 X—)

« A — F T A B AIET A AR DR L T OB (156 2—)

e TABLARY —DEFT (156 ~<—)

FA I RAILR— v DE

Cisco DNA Center 7 A B A w3 — ¥ ifEIZ. A~— " THhHU s IS4V RAZE e, &
AR OTRTOTA B AORHFULEERIIENLBET, A=ma—T Ay (=) 27
U w7 L CEIR L FE 9 [Tools] > [License Manager] DNEIZEI L FE 7, [License Manager] 7 o >
RoIZid, ROEHROZ TREERLTHET,

* [Overview] :
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¢ [Switch] : TRXTDRAL v F DT A& ZADIAIGHREBEHAERPERSNET,
* [Router] : TXRTONL—F DT A& AOMEANEHR EERAFHRPFREINET,

s [Wireless] : TXTOIA VLR ha—F LT 7 EARAL L MIONWT, A48
ZDEANHEHR EEPFRPFRSINET,

* [ISE] : Cisco Identity Services Engine (ISE) |IZX > TEEH SN TWAHT A ADT A&
Y ADHENIGHR EEAERPZIRSNET,

* [Licenses] : [License Summary] (21X, TXTD L AT TINA RO T XTOXA T D
Z A 7 AIZDW T, Cisco Smart Software Management (CSSM) M HiEA LT A4 B A
DI, WIREINFELED Z A v 2D, a T T4 T AEXDOFMPERINET,

« [Devices] : [Devices] 7 —7 MZiE, FA B AXA T TA B ZAOEMMIR, 714
AE— R, AT D7 b, B#EY A b, B IO CiscoDNA Center |2 L 5 FBHMRDOET
INA ADEIAT —F ANRFERINET,

* [Reporting] : [Smart License Readiness] (Z1L, 7 /31 A& 5T T /WVICHEHTT HENIEITT
5 FIENF /R SV E T, [Smart License Compliance] 7 — R &9 % & [Smart License
Update] V—7 7 e —%Blthc&x 7,

* [SyncStatus] : A~v—r 7 A AKRY — (SLP) (T Ha> 7 T4 7 U ADERITIL,
Cisco DNA Center 7> 5 CSSMIZEE &N D T A B AERARR LV AR— DT AL ZAB IO
BALTA LT TIMERENET, AT —HRAZESNTT NN, AT VE ) T
L, avy 7747 ALAR— & CSV £721E PDF EA T/ AR — hTEET,

* [Notifications] : CSSM £, #ifet— N, T3 X7 7V r— a2 COmMFEIEH, AR
WLR— R DT v 7 a— R EO@BANERINET,

FA VL ABERT DI, FXTI—EFREINTWDLT—T7 LD EFICHDa s ha—v
EHEHATEET, ROEXRTEH, £ ba— U OoWTHALET,

)

GE) FTRTCOXTTIR_RCOay vha— )L EHTEA2bITTIEH THA,
®I:SAEVREEDO Y bO—)L
gl EBA
Filter

[Filter] # 7 U v 7 LT 1O EO7 4 V2% IEE L, [Applyl 22 U v 7 L¥E
T, BEOT7 AN EEBEAT L ENTEET, 742 Z2HIBT DI, s
TATZ A NBEORICHAXTAar 27 ) v 7 LET,

Change Cisco DNA License

12U EDT A A% L., [Actions] > [Change Cisco DNA License] DJIEIZ 52
PR T, 3R L7z CiscoDNA Center 7 A & A D L)L % Essential & 7213 Advantage
WWEBRLET, 2oz br—/ % LT Cisco DNA Center 7 A & > R & Hl| &
THIELHTEET, FBMICONTIE, FA BV AL-ULOERE (146 ~—)
LT TEEN,
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1

B

Change Virtual Account

1 DU EDT A A% L, [Actions] > [Change Virtual Account] DJIRIZER
LT, 4B AOEBIHEHINOINN—F ¥ LT U FEEELET,

[Manage Smart License] > [Register]

A =R ITA R AVBENI RS> TNDT A 2% 1 DL, EER L, [Actions] >
[Manage Smart License] > [Register] DNHIZEIRN L T, ZA~v—F T A B ZABHFZ)
IR TNDT A AZHERLET,

[Manage Smart License] >
[Deregister]

A= R TA VU APHERDIR > TNDT A A% 1 DL E#EIR L, [Actions] >
[Manage Smart License] > [Deregister] DJIHIZEIR L T, A~v— T4 BV ADEH
720 TN T A R EBEMR L E T

[Manage License Reservation] >
[Enable License Reservation]

BEZA B ATHK (SLR) E£7213KAT A ATK (PLR) Z#EHT 27 34
A %L, [Actions] > [Manage License Reservation] > [Enable License Reservation]
DNEIZEIR L £,

[Manage License Reservation] >
[Update License Reservation]

T NA AN SLR BERFHDIRRETH D LERNH D F9°,

TAYXYVATNA ZAEREFAAS v FICEHAENTWASSIRE, VA PLRAar b
BT Sy —UTHHTEET,

SLR Z®#H7T 57 /3 A% R L, [Actions] > [Manage License Reservation] >
[Update License Reservation] MIEIZER L F 9,

[Manage License Reservation] >
[Cancel/Return License Reservation]

T NA A& ER L, [Actions] > [Manage License Reservation] > [Cancel/Return
License Reservation] DNEIZEIN L T, 731 AT M 4172 SLR £721X PLR %
BOET ) BEATLET,

[Manage License Reservation] >
[Factory License Reservation]

T3 A% 3L, [Actions] > [Manage License Reservation] > [Factory License
Reservation] OJEIZIEIR LT, LHHHRHZT A AL VA =L ENTND
SLR Z NI L £ T,

Recent Tasks

[Recent Tasks] & 7 U w27 LT, FiTFAT I 7z 50 49T ®D Cisco DNA Center
BRI HRRLEST, Ny Xy EHLTI AN T4 vZ )7L, A
7 — % A3 [Success], [Failure], % 721X [InProgress] D ¥ A7 DX % Fr LET,

License Usage

[License Usage]l 7 UV v /5 &, TXTOEXATDITA B AZONT, T4
TURABEHENRRINET,

Refresh [Refresh] #7 U w7325 L, BIEOT—X2HL Ty FuRo—RKsh
£,

Export [Export] #7 Vw7 §5HE&, BRINTWNELTAELADY A RN CSV 77 AV
ELTCZ7 AR—FENET, FEHICOVWTIE, A4 BV AFEROT 7 AR — b
(147 =X—=2) ZZRLTLIEI0,

Find [Find] 7 4 —/b FIZBRBEMFEEZ AT L, WTNPOFNZZEDAFEREEN TN D,

VANADTA | AETRXRTHRELET, RELFINOEEOLFTT, VAL
RH—RELTTAXURY (*) ERALET,
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1 SBA
Show Entries T—TNDEX—=VIZERTDHZ L b ORBEERNLE9,

TAR AT =TI, BT AL RCRKRENDIERNFRESNET, TTOINTY — b
RIS LTWET, Sy X —%227 ) v o458 ATRFIEICY — FSNET, Flny ¥ —%
bo—EZ )y F e ATHRIRICY — hERET,

A\

GE) T RTCOFZTTTRTCOIBMERENL DT TIEHY T, 2. —HOINIFT 74V FD
FIFRRE TIIFHEERICR > TWET, T 740 FOFREF, o~y X —DHERIIH 5 [More]
TAay (1) 200w 75 ETHAS~A RATEET,

£ 10: 5140 ADFERIKRIER

hI L EBA

Device Type: Device Series TNA APV — X D4ET (B« Catalyst 3850 > J — X A —HF v b AH >
ATV AL vF) o GEFRIZONTIE, 74 BV AGEOER (145 X—2) &%
HBLTLEEN,

Device Type: Total Devices CiscoDNA Center IZ X > CT7 77 4 ZJIZEH INTWS, ZO®ET ) —XDF
INA A DI,

Purchased Licenses ORI —XDT IS, ADENFE I CiscoDNA Center &7 A7 ) Fog 0 7
A ADBEL

Purchased Licenses: Network/Legacy | = OHIF, o ) — XDFNA ZAOBEAE LSy NT—27 (F71FX L H—) KAT
A & A DK,

Used Licenses ZOG ) —XDT NA R S 47z Cisco DNA Center 7 A7 U Fia v
T A B ADBEL

Used Licenses: Network/Legacy ZORLT Y —XDFNRA ZAD TRy NT— T KNG A & ADKE,

Feature Licenses (applicable only for |- = U5 ¢ AVC 732 EDUFEMFEDT-DIZEA LT T A & 2D,
Routers)

RI1:TRTOS A 2 AER

ho L Hl:L

Device Name FONA ZADLET, FEHIZOWTIL, T4 B U AFEMOFE TR (145 2—2) 25
LTL7EENY,

Device Family AA wFRNT 72 E, Cisco DNA Center TEZEINTWELTANAL ZADOHT Y,

IP Address TNNAZADIPT KL A,
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Cisco RY—hk 7HD Y FEDKE .

h3 L4

B

Device Series

FRENTVDET AL AR/ L TCND A ) — XD EXLF (] : Cisco
Catalyst 3850 'V — A A —H% Ry F AL Y ATV AL vF) |

Cisco DNA License

Cisco DNA Center D7 A £ A L~L,

Cisco DNA License Expiry

Cisco DNA Center 7 A & > A OH AR,

License Mode

Cisco DNA Center D7 A £ AF— K,

Network License

Xy NT—27 5 4% 2D,

Virtual Account

TNRAADTA B AZEBR L TWAL YA NRN—F ¥ )LT H 7 bDL4HI,

Site

TN, ANFRE I TV 5D Cisco DNA Center A b,

Registration Status

TNA ZADBEEAT —H A,

Authorization Status

T ADRIEAT =4 A,

Reservation Status

TNA ZADTHIAT — 2 A,

Last Updated Time T=TNVANDOZ DT b PRI S TR,

MAC Address FABLATINA ZAD MAC T KL A,

Term Cisco DNA Center ¥ 7 A7 U 7> ay T4 B ANFTH 5 E7HM,
Days to Expiry Cisco DNA Center 7 A & > AR WIRREINIZ /2 5 F TOEK Y O BHEL,

Software Version

THA ATHEFTENTWDRY NT—F XL —TF (VT VAT AD/R—
val,

Cisco AYX— K~ 7hHO U FEDHE

CiscoDNA Center |%, iSO H L HE Y 7 by =7 fHEEEOT A 2 T A
o RO, B, BIOEHARMT S Cisco A~— T hH T b, T DU Ra
HP—bEZXEZYR—F L TWET, DO 23 A~—F THT L NEBEIMTXET,

RO A A= NThHT U SNRBAGE. 1 ODOT BT "B T 74V e LTHRES
N, A4 22—V TAHUELB L O T A © o 2 EE &k, T4 B A L-ULDEER
E) ITEHEHLET,

TN DY A A=K THU L NEERE L%, CSSM b7 —# ZHf5 L, [License
Manager Overview] 35 JX OY [All License] 7 o & R VIR R T 2 E TIZE D000 £77

FIFN T H T F2BRTRTHOYRAa Av— s ThHh Uy NI TE £,
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Cisco A~—h~ T AU M a2+ TITHEA L TWABHEE . Cisco DNA Center Z L TRD Z &
NTEET,

s T4 ADOMH AR L AR E BT S
c AN ARTIZ, HLWIA B 2AZHWHABIOEIZTS

« Essentials 7> 5 Advantage (& 5 EZ D) I[ZHETNAL ZADTA L A L_ULVE BT, #
TPICEESNISHES A B AD LV TTF AL 2% ) T — 15

KRR TA AR BE L CHERTS

Zi b O#EAEIX, Cisco DNA Center Z L2 2 & 72 < BHEIIZEITTE £7°,

FAELAIR—OYDEY T YT

Cisco DNA Center 7 A T A~ — % YV — )L &2 HTHHIIT, Cisco A~— T 72 h~
DT I ERERET DULENDHY 7,

1R BHHIIZ
@%W%%ﬁ#é IZ. SUPER-ADMIN-ROLE R & . #t)72 RBACHiHNH D = & %
IJALJ L/i‘é—
e A — KT HTULY FD Ciscoz—H—1ID LR T— RZINE L £9,

e A — M7 MR DH A Cisco DNA Center CfEf+ A A~— T U b
BIRL, TOTH T FO2—F—ID L XAT— REEL T,

¢« A — MT U MEAENIT HITIE, Cisco DNA Center 77 tools.cisco.com (ZEFETE 5
VBENRH Y F5,

* Cisco DNA Center DT /NA ZZT7 A B AZHWAT HITIEL. T8 ABA X2 b ILTHF
EL, T A A FRED Y THNLTWDLERH Y £9, F72. tools.cisco.com (T
BETEZDHMENRDHY T,

e T RTCDT 7 AT U —/LFEIT7 a2 T, [Cisco DNA Center i% & H A R IZ50H# X
NTWVLETRTOMEHTESAR— b, FQDN, BEXOURLAFHFAI SN TND Z L AL
iﬁ‘o

AT w1  CiscoDNA Center > 27 LAEHED L —YPF -4 LAV —REERA LT 1 LT,

AT T2 RFA=a—TA4ay (=) %7V v 7 L TEIRL F 9 [System] > [Settings] > [Cisco.com Credentials] D JIEIZ
BINLET,

AT wF3  [Cisco.com Credentials] (2, cisco.com 7 H TV hDa—H =4 L RAT— & AHLET,

ATY T8 FA=a—TA4ay (=) %27V v 7 LT8R L F 9 [System] > [Settings] > [Smart Account] DJIEIZIER L
7,

ATw 75 [Smart Account] C[Add] %27 UV v/ L, A—hT ATy hOZ—HF -4 ENRRAT—REASLET,
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ATvT6
ATy 17
ATvT8

ATvT9

ATv 710

ATvIN

ATvT12

s4evromRkn s annroTat [

[fR®7%F (Save) ]#7 Vv 27 LET,
A= RNT Uy "B EHILEE, [Add| 227 ) v 7 LGEMOT oy e AT LET,
A= KT HTy EBERBLEGEE, 774NV NOT AT b 1 OBRRLET, 7BV AV ER—
Tyld, THIEBIORTA B ABECT 7 AN DT AT FEBALET, T HLFD AT — b
TAYT Y NEEETHITIE, WOFIRZFATLET,
a) WIRL7TCAY— T BT FOR{IZH D [Change]l 27 VU v 7 LET,
b) TIVTATRAY—K T IO NEEREL, 774NV MNIRETHAY— T HU Y FEERLE
e
¢) [Applyl =7 Vw27 LET,
FIFNVEDT HU Yy haER L%, CSSMHT —4 ZHf% L, [License Manager Overview] 7 «
> R & [All License] ¥ « o R 7R d 5 F TITED 00 £97,
A~—hET U MfmET DL, [Actions] FZH D =8V —F—%27 Y v L, [Bdit] Z&#RL F
R
T 7 xS D A= T H T N EHIRT HI2IE, [Actions] FNZHD =E ) —F—% 7 Vw7 L,
[Delete] =R L £,
BARETZIE DA =T AT MM ENRAT—=REEH L TAS— T AT MIT 78 RXT 51T
X, [A~v— b T7HD> FDVY 7 (Link Your Smart Account) B F CIROWTINZEIN L E9,
* [Use Cisco.com user ID] : Cisco.com & A~— 7 A7 hOa 7 A AAE5HNE CHE,

* [Use different credentials] : Cisco.com & A~—hT7 A7 hOv s A AERNPERDLGEIT, A~v—
N7 AV hor T A AEFREAT LET,

[View all virtual accounts] #27 U v 7 L, T X TCOFEMA~—F TA B ATV MaRRLET,

RDBERY

Cisco DNA Center %, Cisco Plug and Play Connect D2 hmr—5 L LT, VXA L7 f %—F
AT Cisco A~v—h THDU L MIBEHKLET, ZHUITXD ., Cisco Plug and Play Connect 27 7
7 RAR—% L5 Cisco DNA Center DR > NU—2 FZ3 77 RTLAZ, T8 A X
YRUERFET L ENTEET, FFMITOWTIL,  [CiscoDNA Center User Guide]] @ [Register
or Edit a Virtual Account] &ML TLZSW,

A4t ADERRR EFNEARDATRIE

Cisco DNA Center Clx. BEABTLDS AL ADT S5 7 4 ANANFER, EHAPOS A 2K
(TR AZE DL THNTWDEE)  BLOZEOHMEZR R TEET,

ATV TN A=a—TA4ary (=) 227U v 7 LTRIRL EJ[Tools] > [License Manager] OJIEIZER L 7,
ATV T2 T4V ADHERRNZHRTDHT AL, ADT IV DX A TEFRLET, ZA 7% [Switches]. [Routers],

[Wireless]. [ISE]. [Licenses]. % 72I% [Reporting] DV T 42T,

Cisco DNA Center ') 1) — R 234 BIEEHA K .


https://www.cisco.com/c/en/us/support/cloud-systems-management/dna-center/products-user-guide-list.html

SAtE 20EE |
B 5t oremEoREERORT

7 4 ¥ K7D EEO [License Usage] 177 712id, MAEHD T A ADBBMEBIR LTI=T A AT
Y CHEFEHT O A B AP FRRINET, £, 77 7IZIEFEFAFHHN TO Essentials 7 4 £ A &
Advantage 7 A £ ADEIE L RINE T,

77 7 @ F® [License Usage] 7— 7 /VIZIL, HENTWATIA BV AEREHD T A & AD/NEHN,
W77 I VAT V7 77Xy METY A & ET,

ATy T3 FEORL T 7 2 U OFFM/R LLE A R R T 5 121E, [DeviceSeries] ¥ THMOES, 7 7 2V O&4HiZ 7 U v
7 LET,

Cisco DNA Center |2, BIR L7857 7 2 VICET MR REINET,

ATV T8 TARAYEDOT T 7 ¢ INFEREMERRT HIZIE, [License Timeline] €7 > a & TAZa— &7
LET, LT 7 IVDEALTA T T 7%, ZORLT7 7 IVICKH L TRELTEAY— T ATV
FDT A ABHIREINIZR D ETOE Y 2T VERTY,

At RAEREDERERORTR

Cisco DNA Center Ti%, CSSM THEAB I OWHE SNTZTXTO T A & AEEOERER
. BR, R, BLXOHRKR TR RTEET, CSSM L, &K 1 FEHOBEFE SR A REL £
j‘o

188 S

Cisco DNA Center % Cisco Smart Software Management (CSSM) DFED A~— K T hH v I
BT HLERH Y F9, FEMIZONTIE, CiscoAv— kT H 72 b EDOKEE (1413—2)
BTN,

AT TN A=a—TAay (=) 27V v 27 LTEIRL £ [Tools] > [License Manager] > [Licenses] DJIEIZE IR L
\iﬁqo

* [License Summary] =V 7iZ{%, CSSM M 5HEA L7z CiscoDNA Center 7 A7 ) g v S 4R
DRENF R INET,

* [Smart Account] =V 72X, A~— 7 AU MIBETLFEMAERINET,

* [ESSENTIALS]. [ADVANTAGE], 3 X O'[PREMIER] =V 7 TiX, [Total Licenses]. [About to Expire].
F L O [Out of Compliance] @ Cisco DNA Center 7 227 U 7y ay T4 A0 E L ET,

s [License] 7 « ~ R OT —7 /L&, [Focus] K2 v X7 U A RNLDRDE 2 —|ZHSNT, M
ENTZTNNAALZDTA VU AE T 4 VHME L E7,

e NR—F Y LT H T FEa— L FICESNWTARA—F Y LTI b7 4 VXL ET,
s T A 2 —

e TNA AV — A 2 —
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cFRL AL T 2

e TA B AZA T E 2—

ATYT2 BRLIETA B ADBREERE R TRT DL, ZOT AL ADITICHDTA R AV I &7 ) w7 L
=7,

FTAV U ADFEMDAT A A = URERSIL, BIRLTZT NS ADRERIRTA B ADFHME T4
YU RADBRERFREINET,

GE) TA B AZHETLFHMDOAT A FA XA DFA FAD, BIRUIET NS ADZA FLL
—ELET,

RTYT3 TABVADFEMDO AT A KA A T, [Frequency] K1 > 7 &7 U A NG EIEIE @ OB 2 %1
LET,
il F RTBE 72 S ITR D & B8 0 T,
« [Daily] : HHID HICHBIFDTA LY AF—FDAF v F gy NaefRLET,
«[Weekly] : AEH DT A ¥ AT —F DA F v T vay haFrLET,
« [Monthly] : ZOHAD 1 HIZBIFAT7A B AT —HDAF v T ay baERLET,
BEPE DZEPUZIE U T, [Purchased]. [InUse]. 36 X UM [Balance] D7 A £ AZHEASNW T A B AT =2 %
IRT T T TINERINET,

[License History] 7 — 7 /L i, HEOZPRUIN U T, [Date]. [Purchased]. [InUse], ¥ & O [Balance] {235
WTT A B REREEREZ 7 VB L ET,

G¥) CSSM FLIRTDT — & b Z OIE R a2t 2720, 74 v 2AOREERITFEIC1 BRIOT —
A 9, Cisco DNA Center IX. CSSM 76 7 A o ZDBEREERZ 5 A EHAICEE L E4,

— ~ E A —

T4 AFHDORT
Cisco DNA Center T7 A £ AFEMIZ MK L TERAT DL, SEIERFENRHV T, -
& Z21E. [License Manager] 7 -t > Ko @ [Switches], [Routers]. [Wireless], [ISE]. 721 [Devices]
B TIRRINTZTA £ ADHAPRRSLHE D 7 Z7 727 ) v 7 CEES, K77 710 %
77 IV DTA B RZOWTOENSNIZERETT Ry 77 v ITRERINET,
1 ODOF A ZZHET BB G EENR T A B AOFEMZ BUST 55 b v 7Rk,
[License Manager] @ [Devices] 7 — 7 V&2 2 & TT, ZAUT DWW TITKDOFIA T L
i —a_o

AT TN A=a—TAay (=) 271V v 7 L TEIRL EJ[Tools] > [License Manager] > [Devices] DJIEIZEN L F
ﬁ—o
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ATy T2

ATvT3

[License Manager] 7 « » R 7 IZIL, B SN TXTOT AL AL ZNbDTA B AD—EE2RTT—
TNANRRINET, T =7 NVOERITIL, T, AOREHLT A & AOFMMIRZR L AR TN
A ABLOTA B ADEROLNEGENETT,

W2 T A B AFMOT NS, A ROT AL, T—I Va2 A7 a— L LET, LERTNNA A&/
T HNRNGEAE. ROBIEZITVET,

e[Filter] : ¥ 227 Vw7 LT, 4 TD574—NVRZT 4 NEEMEEATILET (72& 21E. [Device
Name] 7 1 —/V RIZT A AL DOREKETNT—HE2ANT)) o 74 NVEEEEEHRDO 7 1 —v RIZAT)
THZENTEET, [Applyl 22 U w27 3DHE, T—TMITT 4 NV EFHIC—ET HEREFTT
DITOBDERRIIVET,

FrEDOY A MIBT BT A AEFRTDHGEIT. EMOSRL U TEOY A PETBEILTI U v 7
LET, 7A4NVHUBINTEYTIHT A, AREREINET, VA MEEEZ TV A b~—T—N0
R—=T O EBICEREINET,

[Find] : [Find] 7 4 —/V &2 U v 27 L, T—7ADFOWTNNT, METLHTFA M2 AN LE
7, Enter 249 L T —T7 LI [Find] 7 4 —/V RKOANNZ—ET 5T F A NG EN DRI DITIC
27 a—LLET,

e [Customize] : ' 27 Vw27 L, 7—7/WIERRTHINERINLET, 72L& 1L, [Device Model] % i
RARER, F 7213 [Daysto Expiry] Z84R L £ 77, [Apply]l 22 V v 735 L. T—T /TR L5 D FH
DRRSNET,

MBI T IS AR Do e b ZDT /3 ADITO [Device Name] DV > 7 %7 U v 7 LET,

Cisco DNA Center T [License Details] 7 1 & RUNERRZ4L, BIRLTZT A ZADFTRXTO T A &2 ZFEM
e TA B ABRBEPRIIVET, [Actions]IZIX, TS RAFETNIEDTA B ATERITTELHT 7 v
VIRFERINET,

SET LB % 22U w7 L. [License Details] 7 f > KU AU %9,

SAtEALRNILDESR

THRARATA B ADKREL NV E, Ty T T —RERFF VT L= RTH5Z LR TEE
9, ZHE. CiscoDNA Center (V7 A7 VT ar) AV ATITHIZ ENTEET, 1%
BEL~ULOERNE L, FEARM 72 Essentials L ~L2)vELFERY 7% Advantage L /LD F 17T
T (Fy hU—27 T A AL, Cisco Catalyst 9000 7 /34 A7 7 I U ORLY, T O Zffi
AHETF, CiscoDNA Center 7 A Z 2 AL ULWNEF TR B L. S NT—2 54 & A4EH
MHFERD S HIZAF I D Z LITHER L TLEEW)

TINAADTA B ALYV EIEE T H 72N, Cisco DNA Center X, A~— 7 hH T %
ERALT. NECHEMICIA B 22 Y e— LT LET,

TABAVNVOELEZEAT DIZET AN, A Y 7 — RPRMEIZ/ 5729, License Manager
NHA—P—IZ, TA B AVNIVOEREPFET LIZRIZT A 22 ) 7 — 5008 500
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ATvT1

ATy T2

ATvT3

RTv74

ATy TH

sqtevzmanrs2k—+ [

WERNHY ET, FTA BV ADEFRFICY 77— FLARAVEIICHBIRTE £, TOHEAIX
BTV T — b 2RV a— LT EHRENHY £T, U7 —FLARTIUZ, T4 BV ALULD
EHEITEASNETA,

Ama—TA a2y (=) 27U v 7 L TGEIRL E9[Tools] > [License Manager] > [Devices] DJEIZ N L F
ﬁ—o

[LicenseManager] 7V « > KD IZiZ, MHHSNIZTRTCOT A RE ZNHEDOTA B AD—EERTT —
TNNRRRSNET,

[Find] Z#fEHT 570, 77— NEAI70— L LT, FA VALV EERT LT NA ZAERRLET,
TS ADOBRCTRIENRAE LD, BEEOT AL ZAEZBIRLIZ0 T8, 714 B2 AZEMOFETR
(145 =) Dby M-S TT—TNVEEELEL, LERT AL ALTERRLET,
FTAVVALNNVERBETHETNAL ZAORIZHDT = v 7Ry 7 R&F 22 L, [Actions]>[Change Cisco
DNA License] DNEIZER L F 9,

Cisco DNA Center [, AW 3257 A L AKX A 7|25 L1 [Change License Level] 7 1 & R U &2 FR L
£

INSEDT A AIMET2T A ' ALY ([Essentials] & 7213 [Advantage]) #7 U v 27 LET, T34
ANHTA L AEHIRT 5121, [Remove] 27 U v 7 LET,

[Next] #7 U > 7 LE7, Cisco DNA Center 28, ZHZ 3 IZHEMHT 252, % CEMZT 20 ZR L E
T, Flo, FOTA BV ADAT —FZRAZTHTHE, T RAEFEET 5008 5 0 Z8IRT 2 LB M
HYET,

AT T 2121E, ROBEEITWET,
c BETHHEMMN TE TWARWEEIL, [Backl| 27 Vv 7 LTTABUVAL-UVOEBEIREELET 5D,
X270 vr L, U4V RUEZBAL AT Xy BV LET,

T IWCEFET LU N TE TWDHEAIEL. Now]E 27 U v 27 L, WIZ[Confim]|Z27 Vv 7 LET, &
EREAINDE, ZOTA B AERATAET AL AN T —MEhET,

B TEEZBENT25E81E. [Later] 27 Y v 7 LT, ATV a—WEHBDIZ A7 DA ZATI L, &
BrEHAT2HREHRELET, T ADRREINTWAETA DX A LY = DAY 2—)V|T
1> TEELELIT O AL, [SiteSettings]|Z#7 U v 7 LET, AT T a—/LD/NT7 A —FDIEENRKD -
725, [Confirm] #27 U v 27 LET,

FAERFHRODIT Y AHKR—+

Z A & AEFER % Cisco DNA Center 7> 5 R IZ =7 AR — k L. PDF F 7213 Microsoft Excel
T7ANMINRN I T T TEET, TNHEDTABVL AN I T 7 774 /OBRIE,
WOTHT T4 T VR— b D=— X2 X ET 52 LT,
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AT TN A=a—TA4ay (=) 271V v 27 LTER L EJ[Tools] > [License Manager] DJAIZER L £ 7,

ATvT2 [Llcenses] %27 Vw7 LET, CiscoDNA Center |2, BIEZHV B TONTNETRTOTAS B ADY X |
DERRINET,

ATw T3 [Export] #7 U2 LEF, Cisco DNA Center |2, [Export Licenses] 7 4 > RUNERINET,
RT9T8 =7 AKR—=NEDT7 7 A VR ERIRL F9,
AT TSs (AT vay) 27 AR—=RNIEGHDLN, FHIEZI AR— DO T T4 B AHFROEKE XA 7D
DTy /Ry I R NI LET, UBOTI AR — DT 740 b & L TGRRNEEZRGFT S
EBliE. FTHICHD DT v IRy 7 AEF T LET,

ATYT6 [Export| #7 U w7 LT, TZAR—NLIETA BV AT 7 ANDGFTE T 7 AN ERELET,
ATy FTT [OK]Z27 Vv 7 L Cog AR—FhE%ETLET,

AX— b, SA U RAF TN, AQEBEEZEH

A<w—hZ7 AR (SL) AN T A 20 BERGEAMET D Z RN TEEd, BEIX
SkE AT D &, CiscoDNA Center |ZIBI S 315 SLINH 72T /34 A%, @R L= A—F v
NT oy MZEHEPEESINET,

AT w71 Cisco DNA Center > AT LAEBED2—F —LZ L XA —REZERHL a1 LET,

RT9T2 A=a—TA4ar (=) &7V v 7 LTERL LI [System] > [Settings] > [Cisco Accounts] > [Smart Account]
DNEIZEIR L FE T,

AT w73 [License] 7 V v 7 LET,

AT 74 [Auto register smart license enabled device] = v 7 R v 7 A& 4 2 LE T,
ATy TS BT T NEBRLET,

ATv 76 [Applyl 227 U v 7 LET,

AYX— b, I3A4 AT TINARADTA EAEKTE

H 868k % A 023 D Rl Cisco DNA Center (21BN &N 72T 34 AL, BEVEEINEE A,
BEESINTWRWAY— R T A B A% T 23 A%, [All License] X— ¥ CHERTE £7,

AT TN A=a—TA4ay (=) 271V v 7 LTERL LT [Tools] > [License Manager] > [License] DJIAIZE4R L
£

. CiscoDNA Center ') 1) — X 234 BIEE LA F



| s1tv2nEE
FIA ZNDEES A £V RAFHEREA—v 2 k1202 Fu0ER [

[License Manager] 7 « > R 7 (Z1E, BEIEER I TORWSLAHGT A 208 E | i EShizT A R &
EDITARAD—ENRRIENTET =T NADNF—A =V, HEREEZRET DY 7 L L bl
KRINET,

F7-. [Registration Status] Z|Z{EH LT, RBEEKOT NA AT 4 VEZ ) TFTHIEHLTEET,

RATY T2 BT D SLAIGT /34 A% EIR L, [Actions] > [Manage Smart License] > [Register] OJEIZE N L E 7,
ATY T3 AT v &R LT [Continue] 27 YV v 7 LET,
RATYT8 TR AEBET DI, ROWTINEFEITLET,

T IT S A B BT DA, [Now] 23R L, [Confirm] Z27 V v 7 LET,
c B TT A AEBET DAL, [Later] ZBIRL, HREZIEELET, ATV a— DRI A—=FD
BEMED-7Z5, [Confirm] 7 Y v 27 LET,

TNNARANDEHEETA LV AFREIFNA—T RS
1 AFHDER

A=K TFTA B ATIEH, A— TS ADA o AH 2 AT J - T Cisco Smart Software
Management (CSSM) & EHIIICHEM L T, FAM BV ART—F RDEHLEa L7747
ADWEMTOND LT HMERDY £7, —HOBREKIL, A F—Fy 8T 7EAN
IR ENT-mEIRES N Ry NI RNIZH DT A AEFEHLCET, 20X H7nH
ATDFy NT—7 TlE, T34 AFEMICCSSM LRI L CTa v 7T 4 7 v AEK & For
THIENTEERA, ZOLIRBEMKOEREEZ R — T 570, FFETA B ATH
(SLR) BLOWS—~3%r FT7A4 2 FK (PLR) MNEA X FE L7z, Cisco DNA Center ©
BEMZ, T4 B A=V ¥ TAPIR—2ADTU—7 7ua—%fHH LT CSSM 7> b4
FA v AE PR TEET, CiscoDNA Center TliX, AT —3 0 JBE T CSSM & — 5
UE, T84 235 SLR E— REFIZPLR £— R TU 2 3|0 2 4683H 0 8 A,
CSSM ~DHEEERPA T — 2 ZINFELTTE R WAL, CSSM THIH T & 2 F#)SLR/PLR V —
7 7ua—RMERTEET,

SLRIZX » TBEHIX. fhA v AX R /) —FRayl 48 A 774/ (SLRAR2—
R) 2LV AR—ILTEET, ZOTA VL AT A NMIEH-T, HUDO EEED) T4
A (FERRfT -2 7)) DAEMEESIET,

PLRIZ L » THEBEREIL. AT _NTOIA v AFAERETANMET HERRBa—FE2 A R
f—nTEFET,

SLR & PLR D52, A<~— KT H r7‘/ DL~V TOFEFIARNMLETT, VR— FB%
T AL, licensing@cisco.com (2 ZHHE < 72 X0,

F 34 A & Cisco DNA Center D i 575 CSSM IZ#55: STV 5412 SLR £ 7213 PLR 2 H%)

2T B HFEICDNTIE, T34 A & CiscoDNA Center 75 CSSM I Z#55: STV 534 @ SLR/PLR
DOHEME (150 =) LTI Z S0,
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SAtE 20EE |
Bl 7/5 = & Cisco DNA Center 5 CSSM IZ$£4  h T L\ 5154 D SLR/PLR DA BHIE

7 /3A A & Cisco DNA Center 73 CSSM ZH&E S 4L TV W55 12 SLR 721X PLR # A5
D IFEIZHOWTIX, 5731 A & Cisco DNA Center 73 CSSM | %f %éhfu\f;u\i;;—/m\o) SLR/PLR
OFEE (150 =) #BRLTLIEEW,

/34 R & Cisco DNA Center /¥ CSSM 3t SN T ULV A15E D SLR/PLR
0)7{5‘1 ik

ATV TN A=a—T A2y (=) 271U v 7 LTHERIRL £ [Tools] > [Licenses] > [Licenses] DJEIZEIR L £,
AT w72 SLR £/-I1XPLR Zi@E 3 %7 /34 A %8R L C, [Actions]>[Manage License Reservation] > [Enable License
Reservation] DJEIZZ U v 7 LET,

AT w 73 [Specific License Reservation (SLR)] & 7= (% [Permanent License Reservation (PLR)] %2 3% L, [Continue] % 7
Uo7 LTEIR LT AN, ADER = — FE2RFLET,

ATV T8 BRI T A ZAOFERa— RBERS NS, [Continue]l 27 VU v 7 LET,

RT9TE T4V RAETRTDH =T ¥ AT HU L hEEIRL, [Continue]l %7 U v 7 L TRIRLIZT /A ADER
a— REAERLET,

ATY 6 AKRa— FBERINTZL, ROWTNNEFATLET,
«SLR T <ICHHT 25 E1E. 735 A& L T, [Continue] %7 V v 27 LET,
« % CTSLR ZHMAT 5541, [Apply Later] 227 U v 7 L £,

ATwF7T [Confirm] %7 YV v 7 LT, SLR/IPLR Z3&IR L7=F A A ZH L £,

[All Licenses] ~X— " @ [Reservation Status] ® N2, HH INTZHHTDOT NA ADAT —H A% FKRTEDH L
TRV FE LT,

F 7314 R & CiscoDNACenterH’\CSSMZEft S L T ULV LSS DO SLR/PLR
DEIIE

CSSM ([Tt S TWRWT /31 2D SLR/PLR Z BN T BHI121%, ROFIEZ EITL £,

ATY TN A=a—TA4ar (=) #7 Vv 7 L GRRL E 9 [Tools] > [Licenses] > [Licenses] DJEIZEIN L E 5,

ATw7F2 SLR £721XPLR ZiEH T 257 /31 A %8R L T, [Actions] > [Manage License Reservation] > [Enable
License Reservation] ®JIAIZ 2 U v 7 LET,

AT w73 [Specific License Reservation (SLR)] % 7= 1% [Permanent License Reservation (PLR)] Z 3R L. [Continue] % 7
Vo7 LTBIRLET AN ADERa— RERSLET,

Telnet # > L CT /3 AZHf L, ExRa— RE2RE 52 b T Ed,
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ATvT4

ATy TH
ATvT6

ATvT1
ATvT8
ATvT9
ATv 710

cssmasorRa— koL |

BHR L7273 ADFER a— RBERSNTZS, [Export] 227 U w7 LET, ZHUITL Y. requestcodes.csv
TrANBNE T ra—=RENET, TOT7AMIE, IPT KL A, TARAL A0V TLERE, BLOY
FoRa— RAREENRTVET,

EEOHBICT 7 A VERIFELET,

CSSM BT A ZADEGR 2 — REFFFL, CSV 77 A VNTEHFLET, TCSSM 226 Dk = —
ROAR] Z#ZRLTIZEVY,

[Upload CSV] UV > 7 %27 VU w27 LET,

[Select a file from your computer] V > 27 %27 U » 7 LT, fR{FLIZCSV 7 7 A L ZIEIR L E7,
[Continue] #7 V v 7 LE 9,

TA B AZTRTHNN=F X VLT 7 MEBIRL, [Continue]l %27 V> 7 LET, ERLIZT A R
|2 SLR £ 721X PLR 2V JH S E T,

[All Licenses] ~~—® [Reservation Status] D T2, BEFEINTZRHFTDOT N, ADAT —H AR RTED
Lol ELE,

CSSM A 5 DAFE— KD AERK

ATy T
ATy T2

ATvT3

ATvT4
ATvTH
ATvT6
ATvT1

1R BRI
CSSM a7 A 512k, A~—hTHULFDI LT oY VRMNETT,

CSSMizue 714 v LET,
[Inventory] > [Licenses] > [License Reservation] Z &R L ¥ 9", [Smart License Reservation] ¥ - ' — R723FK7R
SNET,

[Licenses] # 77 @ [License Reservation] R % &, B DAY — KT B> N TRIET A 2 2K (SLR)
EAMNC LB EICORERENET,

[Step 1: Enter Request Code] % 77" C, [Reservation Request Code] 7 4 —/V FIZER = — K& AJJ LT, [Next]
27 )y 7 LET,

[Step 2: Select Licenses] # 7 C. [Reserve a specific license] = v 7 R v 7 A& A4 NI LET,

[Quantity to Reserve] 7 4 —/V RIiZ, PRTDHT7A B A0 EATIL, [Next| 227 Vv 7 LET,

[Step 3: Review and Confirm] % 77 C [Generate Authorization Code] %7 VU v 7 L £7,

[Step 4: Authorize Code] % 7 TG =2 — FZ UG L £ 7,

TINA RICEAEINE=SIRELIZPLRZX Yot

FRAL ZZHEAENTWS SLR ¥721XPLR 2 F v BV EHITRT Z N TE £,
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ARTY TN A=a—T A2y (=) 27V v 27 L TEIRL LT [Tools] > [Licenses] > [Licenses] DIEIZEIR L F 9,

ATw T2 T4 2%27 1Y v 27 L, [Actions] > [Manage License Reservation] > [Cancel/Return License Reservation] @
NEI SR L £

ATw 73 [Cancel| 7V v/ LTTA BV AZBALET,

[All Licenses] ~<— " ® [Reservation Status] O T2, SN FTOT NA ADAT —H ANERINE
@—O

AKEA—FE2A XA M=ILL, BEX2YTaT74 Y
AR=E/MZT 5

VAT, T 74/ N T250Mbps D ANL—T "y MERMEL THET, TN ZADANL—T
k% 250 Mbps LA BEIZHERTI2IE, S R anbARa— RERGT 52 0ERH Y £, LE(IT
JIGELT, =0T —7 7a—F - 3EjoY —2 7a—CEARa—RKef A =1L, &k
X274 (HSEC) 74 BV AZHHITEET,

1Reb BRI
FNA AT CiscolOS-XE V7 b =27 VU —RZ 1732 IENFITENTND Z L 2R LE
K

ATY Tl A=a—TAar (=) &7V vZ7 L GER L %9 [Tools] > [License Manager] DJIEIZEIR L £,
ATw T2 [Reporting] ¥ 7 &7 Vv s LET,
AT w73  [Smart License Compliance] #— K& 727 U v 7 L %7,
AT w74 [Smart License Update] 7/ 4 > K7 C, [LetsDolt] 227V v 7 LE 7,
S%IDOT 4 KU &R ARy 7 F 521X, [Don'tshow thistomeagain] 7= v 7 R v 7 A% A NI LET,

RATw 5 [Select Smart Account] 7 > K7 T, Ka v 7 &7 U A Kb [Smart Account] & [Virtual Account] % i3
RLUET,

ATYT6 [Next]#Z7 Vw7 LET,

AT w71 [Choose Sites and Devices] 7 f > KU T, KB a— K& A VA =1L T 5T /34 ZZER L, [Next] &7
Uy s LET,

AT w78 [Policy Settings] 7 4 > KT, CSSM AV > —%fB L, [Next| 227 U v 7 LT,

AT w79 [Choose Device Features] 7/ 4 > K7 C, RO FNEZFITL F T,
a) TANA AEEINLET,
b) [Auth Codes] K1 v 7 X7 ) A k M5, [Install] Z 2R L E 7,
¢) [HSEC] kmy 7 XU A | . [Enable] Zi&RN L £,
d) [Next]ZZ Vw7 LET,
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ATv710
ATy I N

ATvT12
ATv 713
ATy 14

stxaur 51trzomnt [

[Review Device Features]”V 4 > K7 C, [Next]Z 27 UV v 7 LET,

[Installing Device Features] 7 « & K7 C, 7K@ =2 — K& HSEC A/ > A h— VAT — X XA &8 L, [Next]
z7 Uy 7 LET,

[Sync Data with Cisco] 7 4 > KU C[Next] %7 U v 7 LE7,

[Summary] 7 4 > K12, KZ=I— R & HSEC A ¥ A h—/L AT — X ZANFRENET,

[5¢ 7 (Finish) 1%#7 U > 27 L&,

BEXaUT AT RADEML

ATy
ATvT2
ATv73
ATvT4

ATy TH

ATvT6
ATy T17

ATvT8
ATvT9

ATv710
ATy I N

ATy F12
ATy 713
ATy 714

HSEC 7 A4 B A Z ARNEIZIEE LWL 91, /8% ADOHSEC 7 A & AZEHT 5 2
LN TEET,

Azma—TAary (=) 27U v7 L TEIRLEJ[Tools] > [License Manager] DJIEIZER L £ 4,
[Reporting] # 7% 7 U » 7 LET,

[Smart License Compliance] 7 — K% 27 U v 7 L%£7,

[Smart License Update] 7 4 > R 7T, [LetsDolt] %7 VU v 7 LE7,

EH%ZDYU 4 RUEAX v 795214, [Don'tshowthistomeagain] = v 7 Ry 7 A4 2L ET,

[Select Smart Account] 7 « > R T, K w7 Z7 U A k)6 [Smart Account] & [Virtual Account] % 13
WLET,

Next] 227 Vv 7 LET,

[Choose Sites and Devices] 7 1 > RV T, @EXx =27 4 7B AL T HT7 /340 AR L,
Next] #7 U v 7 LET,

[Policy Settings] 7 4 > KU T, [Next] 7 Vv 27 LET,

[Choose Device Features] 7 4 > K7 C, IROFIAZEITLET,

a) TAA AL ET,

b) [HSEC] Fu v 7% % U 2 kb, [Disable] &R L E T,

c) MNext]Zz7Uv7 LET,

[Review Device Features]V 4 > K7 C, [Next]Z 7 U v 7 LET,

[Installing Device Features] 7 -t > K7 C, HSEC #ENMEEAEO AT —Z 248 L, [Next] 27 U v 7 L
Er RN

[Sync Data with Cisco] 7 4 > KU C[Next] 7 U v 7 LE T,

[Summary]” ¢ > R 7T HSEC ML EDO AT —Z ZANRFRENE T,

(56T (Finish) 1227V vy 27 LET,
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B cssv~ovv—zgRzoRE07 v TO—F

CSSM DY) Y —REREQFMOT7 vy TO—F

U — 2 HAROFEMEZ CSSM ICHIEEIC T v Fr— KLY, Ty an— KA X haE A7
Va— NV A ENTEET,

ATV Tl A=a—TA4ay (=) #27V v 7 LTGRIRL E9[Tools] > [License Manager] ONEIZERIN L £ 7,
RATw 72 [Reporting and Compliance] ¥ 7% 7 U v 7 LE 7,
AT w73  [Smart License Compliance] 7— K% 7V v 7 L ¥ 7,
ATw 74 [SmartLicense Update] 7 f > K7 T, [LetsDolt] #7 U v 7 L&,
EH%IDT 4 RO AX v 74521, [Don'tshowthistomeagain] = v 7 R 7 A& AN LET,
ATw 5 [Select Smart Account] V o > KU T, Ky 7 Z v U & LK) 5 [Smart Account] & [Virtual Account] % i3
RLUEF,
ATYT6 [Next] =27V v LET,

AT wF71 [Choose Sites and Devices] 7 « > K7 T, U YV —REHAROFEMEZTIGT 5T 34 A %R L, [Next] &
707 LET,

ATy T8 UY—REHAROFEMAENEIZT v 7 a— K9 5121, [Modify Policy] 7 4 > K7 T [Next] #7 U v 7
LET, EHILVAR— NOBHELZEETHIT1E, KOFIEEZFATLET,
a) [Policy Settings] C. [Reporting Interval] 7 « —/L NIZxfIt9 % [Modify] 27 V v~ 7 LET,
b) [Change Reporting Interval] 7 4 & R T, fEZ A LET,

LaR— MBS (H%0 &, Cisco DNA Center 2>5 CSSM ~D YV — A R OFEM O E /I 72T
Ta— ROBEZRLET, 7y 7 r— ROBEIECT ZENTEETN, bR — MEER
WL T Z L TEERA,

c) [fR%E (Save) 127V v 7 LET,
ATw 79  [SyncDatawith Ciscol 7 4 > K7 T [Next] 27 UV v 7 LET,

[Summary] 7 « > RUIZIE, 2DV~ 7a—CETEINDIBIEO AT —Z ANEREINET,
AT 710 [Finish) 27V v 27 LET,

CSSM & DT — % ORI KT % &, Cisco DNA Center 2 ERRIGE % T A AZERFE LET,

RDEZRY

T A o ARG L AR — BRI L 72T A ZADEIE, B [Smart License Compliance] 77—
RiZ [Retry] 7Y a3 & & HICERIHLET, [Smart License Compliance] #— K& 7 VU v 7
L. ERROFIEZSCVE LT, KR LZT SA 205 CSSMIZT A B AEARR L AR — F &
EELET,
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TINARADRIL—TY FDEE

2= TV ARG —HDANL—T NEEFECTXET,

ATV TN A=a—T A2y (=) 227U v 7 LTRIRL £ J[Tools] > [License Manager] OJIEIZIER L F 7,
AT w72 [Reporting]| ¥ 7% 27 U v 7 LET,

[Reporting] 7 4 > RVIZ, TRTDOAY—FTA BV AMNIET NAALEZDT A ABRTT —T /LR
KRINET,

ATV T3 BHRTLHTNNA RAERRLET,

AT 74 [More Actions] 7 Y =~ 7 L. [Change Throughput] % Z&4R L £,

AT 75 [Choose Throughput] 7 4 > K7 CTAL—7"> MEAZER L, [Next] 227 U v 7 LE7,

AT 76 [Apply Throughput] 7 t > R CT[Next] %7 U v 7 LET,

AT 9 F7T [RecentTasks] V> 7 %7V v 7 LT, [Recent Tasks] 7 1 > KU & EZE L £,
[Recent Task] 7 4 > K7 C [Change Throughput] # A7 D A7 —Z A% @R TE £79,

IN—F¥YIL7HO2 FEBIDT A 22 ADERIE

N—F Y LT HT Ly NETITA B A B TXET,

RT9T1 A=a—TA4ar (=) 227V v 7 LTERRL F9[Tools] > [License Manager] DJIEIZERR L F 9,

[License Manager] 7V « > R IZlX, MHEINTZT R TOTNNA AL BT AL ADTA B AD—EHIR
TT—TNNFERINET,

ATV T2 55T HT7 A A%®IN L, [Transfer Licenses] 27 V v 7 LE7,

AT w73 [Transfer Licenses] 7 > KU T, N—=F ¥ LT hov hE@IRLET,

ATw T4 BRL=% T A & XD [Transfer License Count] 2 AJj L. [Transfer] %7 UV v 7 L¥4,

AT w75 [Recent Tasks] V> 7 %7V 27 LC, [Recent Tasks] 7 1 > KU & E L £,

[Recent Task] 7 > K7 T [License Transfer] # A7 D AT — X A T £ 7,
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B = tsqtvrmmsiq Ry smEL Y oBE

AR—=bSA VARG T/NA RIZHT IBEEZITDE
H

2v— K TA B ARIET A RNZRERAODOBEE BNl T, WA 2AZ L ADT
AR TF—ZOMNERFTHIENTEET, BEEXY 7 E2FHBLIOHIRTHIZEHTE
\iﬁqo

ATV TN A=a—T A2y (=) 27U v 7 LTRIRL £ J[Tools] > [License Manager] OJIEIZER L £ 9,
AT w72 [Reporting]| ¥ 7 &7 U v 7 LET,
[Reporting] 77 > R, TRTCDAY— I TA BV ARMIET A AL ZDTA U AERTT—T LN
FRENET,
RT9T3 WEX T EBINT DT NA ABRLET,

AT 74 [More Actions] 27 Y =7 L. [Manage Free Form Fields] Z#&4R L C, K ¥ 7 2800, FH. F7-03HI6R
LET,

ATY TS RSV EZBINEIIFEHT 51X, [Free Form Fields] 7« > K7 CIROFIEE EIT L £,
a) BRZITEANNLET,
b) [R%TF (Save) 1227V v 7 LET,

ATwT6 BEHY 7 EHIFRT 5121, [Free Form Fields] 7« > KU CIROFIEE EIT L ET,
a) HIBRT 2BEZ VOHIRT A 2270 v 7 LET,
b) [R%EF (Save) 1227V v 7 LET,
¢) [Waming] 7 « > K7 T [Continue] 72 V v 7 LET,

AT w77 [Recent Tasks] V> 7 %2 Y 27 LT, [Recent Tasks] 7 1 > KU ZfE L £,
[Recent Task] 7 ¢ > K7 C [Manage Customer Tags] # A7 D AT —H A E MR TE £7,

FAEVAR)O—DERE

Ty FU =7 T, A CSSM ITHRED R IR 2 W32 VAR — MR e ZAE TE £ 7,

AT TN A=a—TAay (=) 271V v LTEIRL EJ[Tools] > [License Manager] DJAIZER L F 7,
AT w72 [Reporting]| ¥ 7 &7 U w7 LET,
AT w73 [Smart License] 7—7 /L C, [Modify Policy] #7 V v 7 L7,

[Modify Policy] 7 « > K712, AU —&E L CSSM A Y v —DFEMNERINET,

AT 74 [Policy Settings] T, [Modify] #7 U v 27 L&,
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| s1tv2nEE
setevakys—ozE |

AT 75 [Change Reporting Interval] 7 4 > R T, LAR— NEFEOMHEZ AT LET,
ATvT7T6 [Save] &7 Vv 7 LET,
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, 6

i

N7y TEER

e Ny 7T T EEITITONT (159 X—)

e RNy I T T —=_—DEM (161 RX—)

Ny I T T AR L—=VEME (165 2—Y)

o NFS H— 3— D &R : Ubuntu (165 ~<—)

« NFS #—/3— D& ] : CentOS (166 ~<—3)

*NFS Z#FR[T D7 7 A4 T U4 —ILb—)LOFE (167 <—)
e Ny Ty T Y= R"—OFE (168 ~—)

LT STF =L RNy T v (170 =)

T =KDy I T T AT a— (171 =)

Ny I T T T—2 & (172 3—)

INY DTy TEBTIZDINT

Ny 7T v 7TBIOETEEZHEA LT, BOT 7747 AERXTHODNNy 7T v 7
TrANEERTEET (Ry P = BRICKLERLS) .

NHYTF7TyT
HEH LT — % Do, FTITEEMET — X & T3 a7 530 A F—XDW 52/ Ny 77 v T
3

HEI{LF — & 13, CiscoDNA Center 7 — & X— R ZLF o ¥, Z7A4NLI AT A, BX
R7 7 A NVTHERINTWET, BEb Sy 7 7 v 735 EeNv I T v 7 TT,

T aTl TGV AT—HT, %2 NI — 0T a7 T AT —Z TSN TWET, 7
AT TUAT—=EDERNDN I T SR ENN I T v T T, FORIIE NN 7T v
‘(“‘j‘o

| &

BE Nl T T TrANIEELRNTIES Y, BESLE, Ny I T v 7T 7 A L% Cisco
DNA Center [Z{EIE TERWEERH Y 7,
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Rys7vren |

. NP7y TE/RITONT

Cisco DNA Center |3 7 7 v 77 7 A VEAEHK LT, VE— I —""—{ZHRANLET, &
R T o 70E. T4V 27 ML ELTCUUIDD AL C—FICEMmEInEd, VE— P —
NR—=DEEDFEANZ DN, Ny 7T v 7 —_"—D%: (161 3—) 2R L TLIEE
v,

—FEIZ1 DDy I T v T ORFATTEET, —BICEHBEONNy 7T v 7 %I 7T HZ LT
xFH A,
Ny 7T v 7DOFTHT, 77 AN —ERACT v T u—RENET7 7 A VEHIRT D Z &%

TEP, T ANMIMATEZEEIINRy 7T v v AL TxFy 7F ¥y SN0 201 H
D ET,

WO R EHEREL F4,
e F— AR LT A NVDBIEDNR— g R T 51O A Ny 77 P ETT
Do

REWCERZMATRITIANY 7 T v T2FATTD (TAAATHLORY —affl £
FERLIZGERE)

N I Ty FIIHBROVIRNEEAT A T T ARRICORFETT D,
WORFE A OWRANHENLD Ny 7T » T AV a—NTEET,

Restore
Cisco DNA Center #fiH L CY E— b — =X I T v 77 A NV EEILTEET,

Ry I T v T T77ANVEEITLT DL, CiscoDNA Center IZ L - CEHEFDT —H _XR—RA LT 7 A
ADBHIBRES, RNy 7T T TF—H_R=R LT 7 AV TEESHBEZONET, HxeETL T
%8, Cisco DNA Center |3 H T £H¥ A,

CiscoDNA Center D& B /83— a DNy 77 v 7T aVER L. Cisco DNA Center DB D/ 3— 5
ANEDNR I T T BT HZEIETEERAL, NI T v, RNu o7 v 7 rbh
72T TIA T UABIOYT 7Y r—a R U CiscoDNACenter Y 7 7 =7 /38— 3
TV r—vary, BEOT TV r—rai "= arzZF 7L TWET T T4 T 2V AZDH
It & £, Cisco DNA Center DEIfEDT 7V r— 3 v &=V 3 U EFRRT DHITIE,
[System] > [Software Updates] % #&4R L £,

Ny 7T w71, BOIP T R A% Cisco DNA Center 7 7T A 7 2 AZE LT H 2 L
TEXEJ, ZOWRPMIE. CiscoDNACenter DIP T RLUABEEINTWT, W 2T L0 D
BT HUERS LA LAREERNH Y 4,

| B

EE CiscoDNACenter D3> 7 7 v 78 L UOME L%, [Integration Settings] ~X— 27 7 & A L

(&%

T |Z)& UC) [Callback URL Host Name] & 7213 [IP Address] # B8 2 4LENH Y 9, FEMIC

ONTIEL, MEBRTEORE] 2R L TLEEN,
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| "vo7yTesEn
nysryFearns~yraa |

NPTy TEBRDAANY FEA

Ny 7Ty TERIFE AR NBBRETAHEZRGBEMEZETCEET, TNOLOBHEHRT
BXOYVT 2751479 5121%, [Cisco DNA Center Platform User Guide] @ ['Work with Event
Notifications] hE w7 #F(TLTLEE, ZOFEEAET L5, [SYSTEM-BACKUP] A
A~ k& [SYSTEM-RESTORE] A XV b &ZEIRL, T AT TATLTCNDH I L EMERLE

R

HENE, RORITRTA X FOWT NN FAET DI AR JORE S ET,
B}1E By

Ny T T N VAT LDy I T v 77 A NVEEKRT D7 ARG INT-,

VAT DN I T T T 7 A IVBIERITER S iz,

VAT LD I T T T 7 AINVEERTE o lz, ZiUdi@s., WOBABATREAELET,
s MBI T 4 ANV E—FA ML —UIZH Y FHA,

¢« VAT ADNFS Y —N—D AT —H A TS TEEFHA, ZHiE, N7 7 v 7TEIEDZDDHE

HiF = v 7 T,
o VAT ADNFS b= R—=T R I T w77 7 A VEAERTIC, BEROMBECEIENRELEL
775

Bt Ny DT T T 7 ANEETT L7 0 ARG ST,

Ry I T T T 7 A NLDEITCITRE LT,

NPT o7 7 ANDOE TR LT, ZHiT@EE. OB TEAELET,
R I T T T 7 AILBEERL TOET,

¢ VAT LADNFS V—R_R—TNRy I T w777 A VELERRTIC, BEHRORBESCEBIEN B ELEL
7=,

™ O ™
INYD Ty TH—N—DEH
Ny T o T ==, RONTNDDOARX—T 4 T VAT BAEFRT L TN DHERD
nE9,
* RedHat Enterprise (% 721% CentOS) 7 LA L

« Ubuntu 16.04 (F 721X Mint 72 &) U E
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Rys7vren |
B 7o —n-—omn

BEMET—2/1\v o7 v TOH—N—EH
BEMLT =2 DNy 77 v T oY R— T 5120F, V= "—BROEMEZ T2 LTV DN
bV ET,
*SSH (AR—hk 22) /U E— FEW (rsync) ZfEMH LT %, Cisco DNA Center (X, /3N 7
Ty TEATRED FTP (R— b 21) OHZ YR —F L THERA,
sLinuxrsync +—7 4 U T 4 & A VA b—/L LT D,
*CUTF-8 u/r—LzA Y A b= $H0ENHY £9, CUTF-8 A A h—1 &R T
HME D MEMERT DIZIE, ROLDIICATILETS,

# localectl 1list-locales | grep -i c.utf
C.utfs8
en SC.utfs8

RNy I T Fa—W—NNRy I T OV ANV ETHNVEEZHAELTNAD, 21—
W= N—T DAY [EEIABMERR S 5, T2 201X, Ny 7T v Fa—PF—n [y
IT T TCa—HP—DITN—TN [ RE 7| OFAHIZ, Nv I T 7T 47 MJIZ
VB RMERZ IR OY T AR LET,

1R IT o TFT 4 L7 FUIE Ry T o7 2a—F—RNFHELTN5S,

$ 1s -1 [/srv/
drwxr-xr-x 4 backup root 4096 Apr 10 15:57 acme

2 TR I TS| a—P—D TN —FITHERMHERENREI N TS,

$ 1s -1 /srv/
drwxrwxr-x. 7 root staff 4096 Jul 24 2017 acme

Iz

e
il

*SFTP %7V AT L AN LTV D, IROITIXT a3 A S TWT, SSHD
EENTVWDARENRH Y 7,
Subsystem sftp /usr/libexec/openssh/sftp-server
AR DITZT A A MITDMERSH D7 7 A /WL, @HIL /etc/ssh/sshd config
WZHY ET,

)

GE)  NFS##:5 4L 27 VU % CiscoDNA Center DNy 7T v FH—n_"—F L7 U L LTHEH
TAHZ LTI TCEERA, DA —RFRENAENFS U2 MIBIEOENEZ 57280, R —k
INFEH A

FIoaATIVRNY YTy TOY—N—EH
TaT TUVADT—ENy I T v TV iR— T 5HI20%, = N—0ROEMH: %729 Linux
NR—ZDNFS V= _"—THHLERNH Y 9,

*NFSv4 BLUINFSv3 AR —hFLTWE (ZOHKR— MEHEET DT, ——D
nfsstat-s # AJJLE7) .
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| "vo7yTesEn

Ry 7y 79—rn—ngt [

*NFS =7 AFR—F T 4 L7 N VKT DHARY [EEIABMEREH B
¢ Cisco DNA Center & NES — _R—B DR v U — 7 BN LEL TW5,
» Cisco DNA Center & NFS H— X—f D% v b U — 7 HEN+433 0,

« CUTF-8 B 7 — /A VA M—/LEZN TS, CUTF-8 A VA Fh— /LI TNHMNE D
MEfERT DI, ROX AN LET,
# localectl 1list-locales | grep -i c.utf

C.utfs
en SC.utfs8

GE)

NES ##5 + L 7 b U % Cisco DNA Center DX 7 7 v P —_—F L7 F) & L THEA
THZLIITEET A, WA —RENZNFS 72 MIBLEDORENE X 5720, FAR—k

ShEH A,

#E#D Cisco DNA Center Z BT 2= DEH

F b U — 72D CiscoDNA Center 7 7 A Z NG ENTWAEAIL, MUY I T v 7
r—varxAMbeE 7 aT T A DOy T v FIMERT LI LIFTE ER A, BHEO
Cisco DNA Center % BB T 556, XA NST 77 4 A(F4 Cisco DNA Center 7 T AKX D/
IT T T4V N UREEEGEET S 2 LT, RORERNL, Ny T v T T4 LT MUK
EEDET D HEE R L TVET,

1) J)—R =R TEH
Cisco DNA Center 77 7 A % 1. clusterl
2. cluster2

HBEMbE 7o a7 70 ADONy |[BRLTZT 4 V7 FUIX /data/ T, WFDH A T DRy
IT T HRARNTEHENY T |\ IT v TFHRA ST LR ARL—ANHY 1,
Ty T —R—

T4 VY MY OFAELHR | Z0vs v s  OMEED S TABLT —4 /3y 7T v 7O
P =T AL TS,

FTALT N)DOFAMHEEHER | Z0® 7y arORPECHD [T aT7 I ARNy I T v F
DY == 22 LTI IZEN,

NFS =7 AR — Fa%iE Jetc/exports 7 7 A L DN

/data/assurance/clusterl
*(rw,sync,no_subtree_ check,all squash)
/data/assurance/cluster?2
*(rw,sync,no_subtree_ check,all squash)
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Rys7vren |
B o779 n—oFiLoruLa7yr

#7 L L\ Cisco DNA Center /\— K9 T 72#1T7 9 DIEEDEH

Cisco DNA Center 7 7 A Z ZH LWWN— R =77 v 77 L— KT 584, £ I0RMFE
(RMA) 7at®20—¥é LTHED Y 7 AXN— R =27 2T 55513, BEED Y
IT s TBEHNSEITL LB T, Ny 2T v 7 OEDICHOTF 4 L7 N EEEEHLET,

)

CE)  BEFED3 /) —RIFRZNL 1 DEF 250 ) — NeZld 2546, Ny o7 v 7T 4107
MU AR L ET HMETH D FHE A,

NV Ty TH—NN—DT4L ) LATIF
Ny 0T v THEBETHEDIC, X T v T —R_R—CIkOFT 4 L7 NV L AT N&ff
HIsZ2 2880 LFET,

B —@ Cisco DNA Center 7 5 X 4% B
Ny T v (AEbET v 2T T U R)
e clusterl : /data/automation/clusterl
e clusterl : /data/assurance/clusterl
s HEMEDHDNR 7T 7

cluster]l : /data/automation/clusterl

#8#1 D Cisco DNA Center 7 5 X 2 B
BRI T v (AL T Va2 T T R)
* clusterl : /data/automation/clusterl
* clusterl : /data/assurance/clusterl
* cluster2 : /data/automation/cluster2
« cluster2 : /data/assurance/cluster2
cHEEDOHRD NNy 7T T
« clusterl : /data/automation/clusterl

e cluster2 : /data/automation/cluster2
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| "vo7yTesEn
nys7y7zrL—szk ]

NV T T RAML—UEH

Cisco DNA Center [Z. ZMENFS TNRA R T3 aT TV AT —=EDNNy 7T v 7 at—%f
FL, AMB Y E— MA# (sync) OF—75y NOBGFTICAEMELT —X Dy 77 v 7ae—%
RELET, Ny 277 v FI0iE, RERRENMEZ D AN—F 2012+ M8 A F L—2 % F
DU THMERDHY FT, WOA ML —VZHERLET,

TISATUR NFSR FL—L (M4BEET [rsyne A L—2 (HRD 7
E5) L)

DN2-HW-APL 1.7TB 50 GB

DN2-HW-APL-L 3TB 100 GB

DN2-HW-APL-XL 8.4TB 300 GB

e EIE
e FELORIZ, BT T IAT LV ADT IV RARAL L N Ry NT—27 F 3, ZADF K E Y
R—=rT5, ZVEKOT 7T 47 o AR ARTREE LTOET,

« —BODT—HDHRMBNFS IR 7 T v 7XINET, LEN-T, B—/—F L3 /—F
O HA#ER T BRI YA XD 7T v FIMERR S £,

*NFSARL—UX, TVvaT TV ADT—E RNy 77 v FMEHTE oME— D52 A
7T,

*NFS/NXw 77 v 71X, BRWIOFEENNy 77 v 7RIy SnEdT, EROEXRTIL, 7=
TIUVADT—E Ny I T T ERANIFIT LIRSSy I T v 7RAERESNS 48
ELTWET, ZO®%IFEA, Oy 77 v FBNERIILET,

srsync A b L—k, BEHLT —F RN 7 T v FMEATE AME— D52 A4 7T,
ersync/Xy 77 v ORI, 1HIEONRNYy 77 v X TRELLNET, Ny 77 v 7 a2k
423 B85 8NT 28481, LEZA N —UREXBINT A AL CEHLES, 72L&

ZIE, DN2-HW-APL7 75 A4 7 ANH Y, 1 B1EER SN BEMET —H /Ny 7 T v
TOA—% 5§ ORGFETHEE . LESRRA ML —YOEEE 5x50GB=250GB T,

NFS H-—/\—®D X EH| : Ubuntu
T aT TR T—H_—RX (NDP) OXv 77 v 7% )E— NMETHITIE, NFSHEFT

HHZENMETT, NFSH—N"—%2RETLHIMLEND HLAIE, ROTFIE (Ubuntu 7 14 A
M Ea—vay) 2l LTHEALTSEEN,

AT 71 sudoapt-getupdate =~ > K% 34T L, NFSH—/3—0 Advanced Packaging Tool (APT) (27 7 &AL CTH
FLET,
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Ny o7y TEER

B nrso——omEs - centos

ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

ATy 17

eI, o LHica~vr REANLET,

$ sudo apt-get update

sudo apt-get install =~ > K% AJj L. NFS ® Advanced Packaging Tool %1 A h—/L L £,
T2, WoEsica~vr e AT LET,

$ sudo apt-get install -y nfs-kernel-server

sudo mkdir -p 2~ R&Z AJJ L, NFS #—_—DR A MELZ=T 4 L7 MU ZER L ET,

reziE, ok oicavwr REANLET,

s sudo mkdir -p /var/nfsshare/

sudo chown nobody:nogroup =~ > K% A7J L. nobody 3 & T nogroup 7 /V—7 DA M ZAHE L £,
ez, ROLHica~vwr Re AT LET,

$ sudo chown nobody:nogroup /var/nfsshare

sudo vi /etc/exports =~ > K& AJJ L., /etc/exports DRRBIZIROITZIBIML 7,

s sudo vi /etc/exports
/var/nfsshare *(rw,all squash,sync,no_subtree_check)

sudoexportfs-a =~ > K&Z AL, NFSHh—"_—D7 7 A )V AT LE T/ AKR— K LET,
X, RO X icavr REANLET,

$ sudo exportfs -a

sudo systemctl start nfs-server =~ > K% AJj L, NFS % — —ZFii#E) L £7,

X, koL Hicavr REAALET,

$ sudo systemctl start nfs-server

NFS H—/\— D& EH : Cent0S

ATy T

ATy T2

W OFNEIL, CentOS TD NFS P —_R—DiREB 2~ L TWET,

sudo yum check-update =~ > K% AJJ LT, NFS #—/3—® Yellowdog Updater Modified (YUM) (27 7
TALEHLET,

ziE, ROLHIca~vr REANLET,

$ sudo yum check-update

sudo apt-get install =~ > K% AJj L. NFS ® Advanced Packaging Tool %1 A h—/L L %7,
ez, WOLIICavr REAILET,
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NFS 2T 577 1 7o+ —Li—LoiE [

$ sudo yum install -y nfs-utils

ATY T3 NFS h—_—Z2Ec L CEE L x9,

$ sudo systemctl enable nfs-server
$ sudo systemctl start nfs-server

AT w74 sudomkdir-p 2~> RK&ZAJJL, NFSh—""—DF A MELE=T 4 L7 MU Z{ERR L 9,
TcexiE, Mooz a~r Re A LET,
$ sudo mkdir -p <your NFS directory>

R w75 sudo chown nfsnobody =~ > K= A LT, V=T OFEHEEER LET,
TexiX, MoXHIca~r REALET,

$ sudo chown nfsnobody:nfsnobody /var/nfsshare

AT 76 sudo viletclexports 2~ K& AJjL. fetc/exports DARBIZIKDITHBINL E7,

s sudo vi /etc/exports
/var/nfsshare *(rw,all squash,sync,no_subtree_check)

RATw 1 sudoexportfs-a =~ RZ AL, NFSH—"N"—D7 7 A VAT L&k AR—FLET,
EZE ROEHIcavr READLET,
$ sudo exportfs -a

AT 78 sudo systemctl start nfs-server =~ > K& AJJ L, NFS % — "—ZFHiL# L £,
rEAFE ROESICavr Fe AN LET,

$ sudo systemctl start nfs-server

NFS ZEfn[94 B 074 704+ —ILIL—ILDETE

77 /v b T, Debian/Ubuntu 7 4 A h U E2—3 9 TF 7 A4 7 7 4 —/LINEGIC,
RedHat/CentOS 7 4 A b U B a—a U TCIXAMIR>TWET, 77 AT 74 —/LR
Debian/Ubuntu 7 4 A N U B2 —3 3 U THNIR S TWNENE I DEER L, A>T
WHBEIE, 77 AT U == EBILET,

T7A4T794—JLIL—ILDEETE : Debian/Ubuntu

Debian/Ubuntu Cix, RO FNEZFEITLET,

RATYT1 WOaA~vy RE A LT, 7747 U+ —ABNHEIDED ) Z MR L ET,

$ sudo ufw status
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B - 79r—ri—1oEE  RedHatCentos

ATy T2

ATvT3

TrAT U= ANEHOEE . HANZIFIRO LI ICERRENET,

Status: inactive

T AT T F—IVINEINC o> TOWBEEIX, kO X2 IcHhEnE+,

Status: active

T7AT T —NADBHNNII > TOWDLEEIE, BT 7 AT 74— b— LV Z{ERTE 5 X 912, mountd
Tt AOER— FERELE T, mountd DEHIAR— N EERET DI, IROITEZEH LT -—port 32767
% Jetc/default/nfs-kernel-server (2B L £ 97,

RPCMOUNTDOPTS="--manage-gids --port 32767"

WDa~y REATILT, NFS [ T57 747 U4 —b—/L&BIMLET,

sudo ufw allow portmapper
sudo ufw allow nfs
sudo ufw allow mountd

T77AT794—I)LIL—ILDEXE : RedHat/Cent0S

&

ATy T2

ATy T3

RedHat/CentOS DAL, RO TFNEEZFEITL 7,

mountd A" — k Z Y —E & L nfs.conf IZIEIM L 9,

GE) RedHat/CentOS X—ADT 4 A b E2—3 3 »CliE, Debian X—ADT 4 A MU Ea— g
VBT R DR — % mountd IZfEH L FEJ, RedHat/CentOS 5 4 A U B =2— 3
1%, Jetc/service 7 7 A /L@ mountd |ZAN— 20048 ZfHEH L £ 97,

R DOITINTFAE L7 WAL, Jete/nfs.conf (23BN L F 97,
[mountd]

manage-gids = 1
port = 20048

WKDa<wy REANLT, NFSOYV—ERBILOVN 77 A T U +—LEFEEEI LT,

sudo systemctl restart nfs-server rpcbind nfs-mountd

WDa<y ReEANLT, NFSEZHR[TB7 7 AT U4 —/VLb— L ZBIMLET,

sudo firewall-cmd --permanent --add-service={nfs,rpc-bind,mountd}
sudo firewall-cmd --reload

INYDG Ty TH—IN—DETE

HENLOT —Z ORrm Ny 77 v T A4, Cisco DNA Center HE)/ N> 7 7w FHh— 3 —
PRETHAMLERHY 4, HELE T2aT7 70 A OMFOT—F &2y 7T v 758
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Ny I Ty TH—N—DHE .

A%, CiscoDNA Center B#)/ N> 7 7 v 7Y —/R— L NFS /N 7 T v P — =% RET H M
ERH Y F9,

ZOFIETIE, MGOY—"—2RETHHEERLET,

1R BRI
WOBEHENFTZ SN TWNDZ 2R LET,

* SUPER-ADMIN-ROLE #£[R &2 FF D2 —HF DAV Z D FNEEFEITTH 2 LN TEE I,
22UV TiZ. About User Roles (117 X—73) ZZH L T &,

]

cF =B DNy I Ty AUNEHT BT EDY— Rk, Sy 7T v TP SA—DEE (161
N—Y) TSN TS B A T T RER B T,

AT TN A=a—TAay (=) 271 v LTERL FJ[System] > [Backup & Restore] > [Configure] DJIEIZ 5%
RLET,

RTwT2 BELASY 7T v TV —N—%RET DX, ROFIEEZFATLET,
a) WOBREXERRLET,

J4—ILE BrLL]

SSH IP Address SSH 2R A[fEZ2 U £ — R — =D IP 7 F L2,

SSH R— SSH Mg U B — b ——DK— R 7 KL%,

Y—N— R Ry DT 9T T 7ANPMEESND Y — "= LD T IV F~DIRZ,
Username WSS NIy 2 T T RHlT B 12T 52— —4,
[Password] WAL S NI N 7T v TERET DD T 52T — |,

Encryption Passphrase NI T o TOeXxa )T 4 ORBEEZToT WV ari—xr kb
TAHEDIHHTANNZATL—X, ZnbDtXa )T ¢ |[THELZITR
TV R—FR ML, GEREE 7 LT Uy AREENE T,
THUIASIDERENANEDNSNAT L —AT, NI T v TF T A%
BT DEZNWCANTINERSHY £9°, ZO/AT7 L—ARRTF U,
Ny P T T 77 AMFEILINERTA,

b) [Apply] 27 V7 LET,
ATYT3I NSRRI T v I —R—2RETHIZI, [NFS] #7227 Vw7 L, ROFIEEFEITLET,
Q) MOBREEEFRLET,

J4—I)LFK Bl

RA R SSH M AfE/R U — hF—"—D P 7 RL A E 72 1dHR A MM,
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B <7551 v0797

J4—I)LFK EEA

P N SR RNy DT 97T 7 A NBMEAEENDP— A DT L F DI,

b) [Apply]#7 VU v/ LET,

K — » O
SISCT—FENYITYD
WOT =2y hOWTINENNY 7T v 7 T5LIITRRTEET,
« HEMET — % D 2,

s HEYLT —F & T3 aT T ADF—H,

Ry P T v FheFETTHEEIT. BELEY T— F— 23— EOEFTIZ Cisco DNA Center 73
FT—Ahrabt— L TCxZJ AR— f‘LiTo

A\

GE) 7 —#ILSSH/tsync ZfEH L TNy 77 v 7 Z#E T, Cisco DNA Center IX, Ny 77T v 7%
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THREL., 2 2BDOT7 794 T AFX VAN YA FELTHEEL, 32HDV AT
L (= BICHEEE) 3R A e LTHRELE T, ROT 7 I7A4 T AL
N—=g N2y N7 v 7Y R —KLTWET,

* DN1-HW-APL/DN2-HW-APL (44 =27 775 A 7 A) : CiscoDNA Center2.2.2.x
LARE

*« DN2-HW-APL-L (56 =77 75 A 7 > A) : Cisco DNA Center 2.2.1.x LA

« DN2-HW-APL-XL (112 277 7 A 7 A) : Cisco DNA Center 2.2.1.x LA

343+l ty b7y T : 1 DH®D3 /— K Cisco DNA Center 7 7 A ZZAA VA k&
LTHEEEL, 22HD3 /= RZ FAXIIV ARV H A hELTHEEL, 3 2HD Y
A7 5 (R~ v BICEED) I3EREY A M L THEEELES, ROTTFIA4T A
ENR—=Ta NIy T vy T EVER—FLTWVET,

* DN1-HW-APL/DN2-HW-APL (44 27 775 A 7> A) : CiscoDNA Center2.2.2.x
CAR%

« DN2-HW-APL-L (56 =77 75 A 7 &) : Cisco DNA Center 2.1.2.x L%

* DN2-HW-APL-XL (112 =77 77 A 7 A) : Cisco DNA Center 2.1.2.x A%

» CiscoDNA Center 7 7/ A TV AT X —TFTA AR—F DA X —T A AZVIP &
RELTBEET, T4V AX VAR TEHYA FNNBEICZ VX —T T4 ARy hT—

I EEHT LD, ZOREDPMLEIZ/Y 9,  [Cisco DNA Center Second-Generation

Appliance Installation Guidel] T, KD FNE v 7 ZZR L T 7E S0,

s LU H—T T A XR— FOFEMIZOWTIL,  [Interface Cable Connections| @ k & v
JEBRL TSN,

s TUH—T T A AR — NOFEEDFEMIOVTIL,  [Configure the Primary Node Using
the Maglev Wizard| %7213 [Configure the Primary Node Using the Advanced Install
Configuration Wizard] @ FE >y 7 ZZM L TS 7230,

T YUY RZ Y IR X R EFITTEDLLHIT, Xy V=7 EFHE—P—%2FEIY 4T
TRXET, 2O, COEL~LDa—F—LNnT 7 EATEERT A,
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c DT A Nt A7 1GB Y 7 T, RTTEIEN 350 S VML T THB L
FERE L TRBEET,

c AL YA REY BN YA R
« AL A b LB A
c UBARY A b LR A

c 1 DD — =T 4 FEAELAER L, AL A FE VDNV HA FOWFGITA VA h—
NLTEEET, IORA VA b= IRTWRWNE | A FOBRERITRIML E7,

\)

(GX)  Cisco DNA Center (%, B 0t AHIZZ OFEAELEHE YA
WCHEBIWIZaE—LET,

AAYAREVIN)YA FTHEAT LT XTOIP T R R LEREH N A A 4

(FQDN) 2 Z OFEHFICEENTND Z L 2R L T ES VY, £, FEHFED [keyUsage]
/%7 A — 4 |Z [nonRepudiation] & [DigitalSignature] B8 E INTWD Z & MR L F 7,
P R8T ¢ GEREZ AT 5 HIEIZOWTIE,  [Cisco DNA CenterSecurity Best Practices
Guide] @ [Generate a Certificate Request Using Open SSL] Z &M L T 7231,

+ [Cisco DNA CenterSecurity Best Practices Guidel] ¢ [Disaster Recovery Ports| bk £+ 7 (2570
WENTVDETRTOR— FEFHNTBEET,

A YA EY AN T A FORIRSEH

e AA YA PEUINRUY A MW HFRFEUED ) — FTHERENTWALERH Y £
F, Cisco DNA Center Cid, ZDEMZTEIZSBRWT 4 P RAX Y B NY VAT ABBEHEL
TT 7T 47T HZLIETEERA,

c AA LY ALY INTY A FNOWHFIZHONWT, 7 UED =7 2> Cisco DNA Center 7
TIAT VATHERT HALERDY £, 2F0, 120%A h&256 a7 H2HMMT 7Z
ATV ATHRL, b9 =DV A "2 112277 S I7A4A TV ATHERTLHZ LiFTaE
T, WDOEIZ, TATARAZ I IR BV R— b TDETTITAT U AEZNENDI A
MR EERLET,

HR— k& 5 CiscoDNACenter 7 7547 | VR IR RES
VR
H1RBIOE 2 w44 27775 4| + DNI-HW-APL
(e « DN1-HW-APL-U
« DN2-HW-APL
« DN2-HW-APL-U
H2MN 56 aTTIIAT A « DN2-HW-APL-L
« DN2-HW-APL-L-U
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HR— k&N 5 CiscoDNACenter 7 754 7 | VRAIHRES
R
B2 12 2T T T4 T A * DN2-HW-APL-XL

* DN2-HW-APL-XL-U

Fm. AL YA RNV I NRNUHA FOFE U= 5 @ Cisco DNA Center 2 47T L TV
B EERHERLTLIEZN,

AP A VAN YA FOESGT, maHE (HA) ZRELTHMNILTEE
Ty TNAREINTWARNE ZAHDY A FOBRERITRB L E7, FEMIC OV T,
587D [Cisco DNA Center High Availability Guidel] ZZM L T 72 &0,

| &

BE ZhiFE 3/ —FEy MYy FlCoRrdElEnE T,

s AA YA LY BT P A P OHEFERILEELE (FIPS) T— FREARLTHL I &
EMEEBLET, FIPSE— FBR—HDOY A FTHMHT/R>THT, b5 —LO¥ A kTHEY
W7o TWAEE, RAE= 7 —NRETT 4 ALY D RY 27 KOG KL F
7, FIPS E— ROFEMIZ DU TiX, [IP addressing mode used for the services] i B %
ML TL 7Z &V ( [Cisco DNA Center Second-Generation Appliance Installation Guide] @

[Configure the Primary Node Using the Maglev Wizard] B v 7 iZH D £97) |

N—=H—F—brUxA 7 bz (BGP) ZMEHL T AT LORAEIP 7 L A/L— |
7 RARZAZTHHAE, AP A REU BN B A FOFFA N—L—F T AT
LD BE =T FZAXFREIP T RV AZRET DMERHY T, ANTLHLERDD
BEX, OGO X H I/ £9,

REB BGP (iBGP) MEXEI

router bgp 64555

bgp router-id 10.30.197.57

neighbor 172.25.119.175 remote-as 64555

neighbor 172.25.119.175 update-source 10.30.197.57
neighbor 172.25.119.175 next-hop-self

3 ¥ D FHH
¢ 64555 X, XA N—)—ZDOa—hLBLRYE—F ASFE S TI,

©10.30.197.57 1R A N—)L—HDIP 7 KL AT,

©172.25.119.175 1%, VAT LDZ L Z—T T4 ZRMIP 7 RLATY,

5428 BGP (eBGP) MDE%EHI

router bgp 62121

bgp router-id 10.30.197.57

neighbor 172.25.119.175 remote-as 64555

neighbor 172.25.119.175 update-source 10.30.197.57
neighbor 172.25.119.175 next-hop-self

neighbor 172.25.119.175 ebgp-multihop 255
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TAYREY DN DRE
79 7% L— K&t Cisco DNA Center 7 754 7 V2 TOF 1 2 2 Uhiy oz [

51D
e 62121 [T, FAN—)L—HF D —H)L AS FETT,
64555 X, RAN—/L—HDVE— K ASFEFTT,
*10.30.197.57 [ IR A N—)L—HDIP 7 RL AT,
©172.25.119.175 (. Y AT LD H—F T4 ZFBIP T FL AT,
*BGP/L— b7 RS A XA N HNZT D56 (HIOHEBZEZMR) | ~"T7r—~vr 2%

A bk &85 72912 CiscoDNA Center ~D /)L — b7 4 NVZ VT35 LAHERELF9,
TANEY T EITHITIE, ROBREEADLET,

neighbor system's-Enterprise-virtual-IP-address route-map DENY ALL out
1

ip prefix-list DENY ALL seq 5 deny 0.0.0.0/0 le 32
1

route-map DENY ALL permit 10
match ip address prefix-list DENY ALL

BERY A ORHREN

YA FERA NTHEMB~ T UN, HIKTH 2.1GHz =27 & 2 DO{RfE CPU, 4 GB
»D RAM, BXO10GB O/n— K KT A 75 &2 ##k L 72 VMware ESXi /N 78— 31 4
N g v 60 UBEFITLTCVWAZI LZHRLTHBXET,

N7V w777y RTCOEEY A FORITYAR— SN THEEA,

RV A FERAAL YA FBIOU AT S A R EIRIOGEICHEL, £ 6 DOmG D
A FMOEEETHL 2 L EAMHRL TR ET,

YA DT VAR NTP b —R"—%2FRELTBEET, ZDONTP h—1n—%
AAYABREY NS A FPTHEHAIND NTP V==L RMTHILERH Y 97,

7v TS L— K&t CiscoDNACenter 7 7SA 7 UATHDT 4 HR
S21)HhN) DETE

AT LA EHTO Cisco DNA Center 2.34. (127 v 77 L — R LTI TT A PR EZ Y IR &2 1F
HIZRTET DI, RIS CROFINEEZEITLE9,

o)A 1
TOVFIATIE, T I7AT 2V ATA VA M=) ZINT=5AH)D Cisco DNA Center /X—3 5

21X L VETONR—=23 0T, 22T, 213036234 ~DT7 v 77 L—REETLET,
Ty FT— RBIZTF 4 P22 IANYNRE LT AL 512, ROFIEEZFETLET,

ATV TN T7I7A4 7 AT, BUED CiscoDNA Center D/3— 5 NS RHT D 234127 v 77 L— K L%ET ( [Cisco
DNA CenterUpgrade Guide] % %)
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F4HRBYANYOEE |
. IZDER

ARTVT2 T=25Ny Ty T LET (BT =22y T7 7 (170 X—2) 23H) .
ROFINETT FI7AT o AL FEE~ L DT = PERITHEIND D, Ny I T v T T 7 AR E—
=N —IZHdDZ L MR LET,

RTwF3 77T 47T AT Cisco DNA Center 2.3.4 D 1SO A A—V % A > A h—/L L E7 ( [Cisco DNA
CenterSecond-Generation Appliance Installation Guide] @ [Reimage the Appliance] % &f&) |

RATVTE RO T T Ty ANNET —ZE2E L LET Nyl T v I hb 7 —2%H0 (1712°3—) 23H) .

RTYTE TAPARF Y IN) VAT AOFTEIERET,

YF T2

CZOVFIVFTIH, TTI7A4T 2 RTRMNTA A F—)L E 7= CiscoDNA Center D/3— =
VI 21XBAEI LN, ThE 234127 v 77— RLET, RkOFEEZETLET,

2T T1 BEHY A A A F—L (187 =—)
ATY T2 FTAVAZY N ORE (190 2—)

F4HRA1) AN EEEREDEM

Cisco DNA Center (%, X.509 FEHHE & il 2+ — D Cisco DNA Center ~D A ' 7R— k& A b L —
CEYR—PLET, T4 RX YV DANVEERERZ, 77 AXNBEIHERAINET,

R CA 7> B FE4T S 2 A 5078 X.509 FEMIE 2 B3 2 35036 0 37, FEIIFHIATA 3 5 RS
B —IZHIE LTV D RERH D F,

)

6= * Cisco DNA Center TEHI T 2D LRI CREHEEZ T 4 FRAZ U I ANY 27 L THEMT 545
HlE. SOFEEAFy S TEET, FEAEZRET D551, [Use system certificate for
Disaster Recovery as well] &= v 7 7R v 7 A% F4 1Z L £ (Cisco DNA Center —/3N—3E
HEOTH 91 X—) 25H)

o T A WAHK Y D NYFEHEOELOFEMIZOWTIL,  [Security Best Practices Guide] %%
L colrzaw,

AT TN A=a—T A2y (=) #27V v 7 L GEIRL % 9[System] > [Settings] > [Trust & Privacy] > [Certificates] >
[Disaster Recovery] DJIEIZEIR L £9,

AT 72 [Add Certificate] 161 T, Cisco DNA Center (21 >R — b T HFEHED 7 7 A WIERX X A4 T2 RIR L £7,
«[PEM] : 7T A R — TN AR A—)L 77 A VB
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ATvT3

ATvT4

ATy TH

gav1 ros oz -1 ||

* [PKCS] : ABAF—ME o bR 7 A LB

[PEM] Z3EIR L7256, IRDF A7 ZFATLET,
a) MWAHERSINTVWDHEBICPEM 7 7 A V& RT v /7 K Ray 7 LT, iEAEEZ AV R—FLE
ﬁ—o

G¥) PEM 7 7 A ViZiX. ARV PEMIEAXOIRE T (pem) BHETYT, fEHAEOR KT 71V
P A XX 10 MB T,

7y 7ua— RIS T S E, VAT AEHENREESNVE T,
b) [PrivateKey] SEI T, HMAHFE RSN TV DEBICMEX—42 K7 v 77 RRkry 7 LTA AR —FL
i‘j‘o

GE) AR —1213, A efiE X — A DILET (key) BMEATT, MEXF—DHRK7 7 AV
B A XX 10 MB T,

Ty 7a— RIIEIT 5 &, BB —ABEESNET,
c) WU ATvar AR E7 )y LT, MEX—ZEEIT0EI0ERELET,
d)y BEX—ZK 5 bT 585, [Password] 7 4 — /b RIZREX—D /AT —REZ A LET,
[PKCS] ZiEIR L7256, RDF AT ZFITLET,

a) MAFTRINTWDOFHEBICPKCS 77 A VA RT v 77 FRuy 7 LT, iEHELZ AV AR—FLE
R

G¥) PKCS 7 7 A /VIZix, Axh7e PKCS TR DILBE T (pfx £721% pl2) AT, FEHHED
B’R7 7 AP A XL 10 MB T,

Ty 7= RIS E VAT AFEAESRRES VE T,
b) [Password] 7 4 —/L FiZ, fEHED AU —RZ A LE§ (PKCS DEM) |

¢) WUIRAT L arREL %Y v LT, MEX—ZWHSLT N EIDERRELET,
d) WEX—ZIESLT 556, [Password] 7 4 —/V RICE X —D/RATU— RE2 AL ET,

[Save] #7 U v 27 LE,

Cisco DNA Center —/N—® SSLEFFAENEEHBZ bNbd &, HEWICu 77U hEhbdzd, HEr S
AT HULENRDY 97,

BERYS DA R =)L

FUATRAZY HNY AT LAOERY A F & L THRET AR~ V2R ET BI2E, kOF
6% 54T L E 9,
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B =sv1r0oroxr—n

ATv T

BEtH A N CHEAT LT % Cisco DNA Center D/3N— 3 Z[EA D OVE Sy r—Va Ly ra—RLE
TO
a) https:/software.cisco.com/download/home/286316341/type % B & &£ 7,

GH) ZDURLIZT 7B AT 5121, Cisco.com DT H 7> NBRKETT, THvU Ly NOVERT

FEZOWTIE, ROR—=TVZBI LT 7ZEV,  https://www.cisco.com/c/en/us/about/help/
registration-benefits-help.html

b) [Select a Software Type] #HIK T, Cisco DNA Center DY 7 b7 =7 V27 %27 U w7 LET,

[Software Download] ~3— 23 B X 41, Cisco DNA Center DV U — A CEHARER Y 7 b =T D
UZ MR ERINET,
) WOWTNNEFIATLET,
« LBE/2 OVF Ry r— (*ova) DT TICE RSN TWDEAIL. £ D [Download] 71 =2 % 7
Uy LET,
* [Search] 7 4 —/V RIZERE T H =V a U Fra AL, TETS—2a AU TEDY I %7
Vo7 LT, 4T 56 3—2a OOVF Ry —IZxtsd % [Download) 7 A 2% 27 U w27 L
£7

ATY T2 ZoRy/lr—T% VMware vSphere 6.0 £7-13 6.5 #FEfTL Wb — D~y jlab—LET,
AT w73 vSphere 7 7 A 7 kT, [File] > [Deploy OVF Template] 3R L £,
AT 74 [Deploy OVF Template] 7 4 ¥'— F&5% T LET,

a) U A ¥— RO [Source] Hiffi T, WDOFNAAEFATLET,
1. [ZM (Browse) |27 U > 7 LET,
2. BV A RO OVF /Ny r— (ova) ETBEILET,
3. [Open] %2V v LET,

4, [DeployfromafileorURL] 7 4 —/V R C, Ny 7 —VDRANFRIN TS Z & 2R L. [Next]
27Uy LET,

7 4 ' — R ® [OVF Template Details] i i 23 BH & £ 37,
b) Next>%72 Vw7 LET,
c) U ¥ — K® [Name and Location] [H[fi T, KO FNEAZFEITL T,
« [Name] 7 4 —/V RIZ, Nor—VIZx L CRET D4REANTLET,
* [Inventory Location] 7 f —/L R C, Ny —UZRET L7 + VX ZERLET,

*Next>%227 1V w7 LFET,

7 4 Y% — KN [Host/Cluster] Hj[& 23 BH & ¥,
d) BRLET TV — b aEITTHRANEREF I TAXZ 7V w7 L, [Next>] 227 U7 LET,

CiscoDNA Center ') 1) — X 234 BIEE LA F



https://software.cisco.com/download/home/286316341/type
https://www.cisco.com/c/en/us/about/help/registration-benefits-help.html
https://www.cisco.com/c/en/us/about/help/registration-benefits-help.html

| Fav¥r2URNYOERE
gav1 ros oz -1 ||

v 4 B — R [Storage] Wi B & £,
e) R~ V77 ANERETDHIAN L=V RIATH 77 L, [Next>| %227 U7 LET,
v 4 Y — R ® [Disk Format] [ 25 B & £ 9,

f) [Thick Provision] 7> a v AR&Z %7 Vv 7 L, [Next] %7 U v 7 LET,
g) U4 ¥ — R® [Network Mapping] [H i C, IO FINAZEITLTHD [Next] 227 U v 7 LET,

1. [Destination Networks] #IZY A R ENTWAHIP T KL RAZ 7Y v 7 LET,

2. VRSNl ReyXHX o VA RNT, BRALET 7 L— M CHEHT ARy NU—7 2R L E
—g‘o

7 4 #— R® [Ready to Complete] BEIAHE, AN LT RTORENERINET,

h) [Power on after deployment] F = > 7 7N 7 A% A 2L, [Finishl %7 U v 27 LET,
i) [Deployment Completed Successfully] %4 7 2 7' 7R v 7 AWK /RS NT=5, [Close] 7 U v 27 LET,

ATv TS BEHYA bORy NT—TREEANTILET,
a) ROWTNNEFEITLTC, fFR LT~ roar Y — L aZ[E £,
evSphere 7 7 A4 T > DV A NDBAHE~T %427 U 7 L, [Open Console] Z3i#R L 7,
s vSphere 7 7 A 7 ND A ==2—"T[Open Console] 7 2> %27 Vw7 LET,

[Witness User Configuration] 7 > RN RRIILET,

b) FEE = —V— (maglev) O/ XZAT—R&EAN L THERAICH ) AL, N2 L CRICERE
j—o
) WOEEZEAIL, NEZWH L TRICEAE T,

«IP7 RLA
AR~ DIP T FLRAICEEMIT O TWDH Ry bv A7
T I7ANNT—RTUADIPT KL XA
s (FFav) BEDNS h——DIP T FL %
d) NTPH—/3=D7 FUAEIFAHA Mz 1 DB EAN L EEROLEED ~TKXYS) | S &4
LTRELZHELET, BT A FORENRMIILET,
1 DLLEDONTP 7 KU A E IR A NABRMLETT,

e) BV A MIEELZIPT FLAIZSSHA— R 22 2L CrZ AL, REVET LI &%
B L ET,
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TAHYREY) AN DERFE

74%x&)wﬂj/27A%ﬁ%¢éio IRETDHITIE. WOTFINECHIATLIH A &3
L/\gzjqo

\}

GE) VAT AEZRETAEL. W O0DA T arRZhH T,

e AR—F—HF—F oA Fabai (BGP) W— KT RAZA D V2 FEHTAEEIP T
RUAZBECTCEFET,

ﬁﬁWTFVX% RELBRWEDICEIRT 22 TEET, Z0F T a 2@ RL
7% EE. T AOFHFEMNEZ AN LT, 7 = — A — =R ERIY A N ORAIP
7K I/X EHRETEDRICTILENDY £, FHMIZ OV TIE, Device Controllability
(63 ~—2) ZZMLTIIZEN,

48 HHEIIZ

T a7 T AT —H (Elasticsearch) E RO N 7T v T A 2 —WE, 72—V 4 —
NIV TV r—bhSNEHA, TAVFTAZVADRY AT EADAAL A LY Y
A FBFIET D7 T AZDOEEIE, VAT LEHERTDENCROFNEEFEITLET,

o Jf b T LITMERBID NFS T34 22 HERR L £97,
WU I T T AT 2a—)VERELFET,

ARTY TN A=a—TA4ay (=) 271V v 7 L TER L £ J[System] > [Disaster Recovery] DJIEIZ 3R L C [Disaster
Recovery] X— T & BIE £97,
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TAYRE2) DY DOFK

= Cisco DNA Center System - Disaster Recovery Q ® ¢ 0

Monitoring  Configure

Disaster Recovery Topology

Logical Physical
Show Detail Information

Status: Unconfigured

Main Site (7 Recovery Ste

Please complete registration for all three sites in the order of Main,
Unregistered Recovery, and Witness. Then configure/activate the disaster recovery
system from the Main Site.

Unregistered

=? o=?

Witness Site

Unregistered

=3

[Cecrocomorers ]
7 7 4V K ClX, [Monitoring] % 7 &N S L TWVET,
ATV T2 ALY A FEBELET,
a)  [Configure] # 7% 27 U v 27 LET,
[Main Site] 47> a VAR Z NI TIGBIRENTWAMENDH D £77,

= Cisco DNA Center System - Disaster Recovery @ @

Monitoring  Configure

Set up this cluster to be the @ Main Site (O Recovery Site

Status: Unconfigured
Convert the cluster VIPs to the disaster recovery VIPs >

O ve O No Please complete registration for all three sites in the order of Main,
es ecommende:

Recovery, and Witness. Then configure/activate the disaster recovery
system from the Main Site.

Reverting to the original state after cluster VIPs are promoted is a lengthy process involving manual steps. Make sure that the replacement VIP addresses
are unique and are in the same enterprise and management subnets as the original VIPs respectively.

Turn the cluster enterprise VIP, 10.30.199.51, to the disaster recovery enterprise VIP

New main site enterprise VIP*

Turn the cluster management VIP, 192.192.199.78, to the disaster recovery management VIP

New main site management VIP*

b)  [Convert the cluster VIPs to the disaster recovery VIPs] fEIl C, IROWTNWINDA T v a v RZ &7

Vw7 LET,

c JTARBAALA YA PELTREREL, 2OV TAFZIZEFRHIN TWAT A RTRKIEBIP 7 K
VADEF 2 BN ET DIT1E, [Yes] 227 Vv 7 LET, ZHUL, 7 7 AXICHRERE S
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B = szxzunnvoms

d)

e)

MTWADRBIP T RLAZRESE, TENOET A FRAZYIANY AT LD 7 a— U RAR

IP7 RLAELTEHIDETHZLIZESTHERALET, ZRHOT A ARE RSN TWD Y T

AL TT A PAZ Y BN EFEICT 2HEIE, ZOFTva 28T 26580 LE

T, ZOFTva v ERRLEVWEGS, HILWT A FRAX U B ANURIBIP T RLAL#ETS

O INEDT AL REHBEETHMLERHY £, ZOF T a VEERTLEAIT, &K

DFINEZFITLET,

1. [New main site enterprise VIP] 7 4 —/L RIZ, %A hDZ L Z—T 5734 XXy NT—7 DOF L
VMARIP 7 FLAZ AN LET, ZTHICED, ATL57 FLANEEZBRAONET, Z
DT RLAREEEAENTHRN—EDT RLATHY, LIFTOFRBEIP 7 FLA LR
TRy MZHDHZ MR LET,

2. (#7323 ) [Turn the cluster management VIP, <IP-address>, to the disaster recovery management

VIP] F=v 7Ry I ANz LET,

3. (A7 =z ) [New mainsite management VIP] 7 « —/L N2, ¥ FOEERY NT—T D
FULWERABIP T RLRAEZ AN LET, ZHUTED, FET5T7 RLAREER|I OGNET,
ZOT RUARELEER SN TORNW—EDT FLATHY, LUFTOEMAIP 7 FL X &[H
CH 73y MZhDZ L ZERLET,

AP 7 RV ADER T A ApZE T, VTAX AL YA MELTRET DI
X, NolZ27 U w7 LET, ELEEDOT A RTHEERE SN TR, F23b DT A 2
WO SN TWDIH LW FAZIIL, 20X Tva 2B LEd, oFFav
ZBBRT D563, AT v 7 2f IR E T,

[Action] B C, [Promote] %7 U v 7 LE7,

[Disaster Recovery VIP Promotion] %4 7 1 7 3B & £,

[Continue] #7 V v 7 LE T,

Cisco DNA Center 1T, AJJL7ZARABIP 7 R L A& MFEL £,

[Details] fEIRIZMRFEA T — X ANFRSINET,
c ANLTZT RLZAOWT NN THL5E (7 RUAREBRT 27 RLALFRLC TRy
MIHFIEL7Z2WAREEDR H D £37) | MEREEZITV, AT v 7 2 Z#VIRLET,
c ANLTEET RUAREFIKRIESND &, TAFAZ Y INY VAT ARIZHESINDHT T
DA TP 7 K L A7 [Details] fEIIC TR SNE T, IROAT v SR ET,

WO % [Site VIP/IPs] fEBIC A L £,

s [MainSite VIP] : 7277 4 7% A "DV FAHX ) — R Z—T T4 X3y NU—T7 OO
T 7497 BEETHIRIEIP 7 FL A, Cisco DNA Center Tik, ZD 7 4 —/L RIZT AT LD
THFEICESWWTATTENE T,

s [Recovery Site VIP] : U B NRXUH A DI TFTAK ) — Rz Z—TF T34 X 3y NU—7 OREO
NG T4 D EERT L —T T4 XUEIP 7 KL A,
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g)

h)

)
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* [Witness Site IP] : Bifil¥ 1 bR~ v b =TT A X Ry NT =TI OO T 7 4>
I EEHTHIPT RLUA,

EE AN LIT RUADRBEREIEMRECH D Z L AR L ET, BETERVWES, VAT
LY A OBEITREL £,

GE) FIA 20 35 L ON2) ORI OAEEDORES T, [Reset] #7 U 7 LT, ANMLTETRTORES
IYTCEET, ZOH, AL YA FEBET AN, FHE2A E# YR TELVGE
EEANTHIHNERH 7,

[Route advertisement] fEIk T, WROWT DA T a v REZ %27V w7 LET,

« [Border Gateway Protocol (BGP)] : Z DA 7' a E, IFEAEDT AP AX Y HNY VAT AT

HIESNTEBY, T 73V TEIRENTWET, BGP/L—FT7 RRZ A XA MTED, ¥
AT NDBAET 7T 4 T2V A MCHEFEIZT 78 ATHZENTEET, 27 =—Ad—
IN—DFRAEBICEEICR Y £97,

» [Disaster recovery VIPs without route advertisement] : /L' — 23 BGP i L CT7 KAXZ A4 XE 7

WY AT LAOEIEIP 7 RVAZRET 25H61E, 047 va v #@RLES, 2047 v
NI AA YA RV ANV YA FOWGR, VAT LOTu—rIV AP 7 B L AR FE
TOHT7 Xy MIT 7 BATE LT = A 7=l L TWET,

* [No disaster recovery VIPs] : ZDA 7> a U &2BRIRT H &, A MIRESNIZRMEIP 7 FLA
B, ZOVA MIBT DT A ATHBCREINE T, 7o — A — =N ETHZWN
2, TNHOEMEIP 7 RLUANRT NA A THFKEINET, FIA 2k (ZEARET,

AIDOFIETHRIID 2 DDA T a RE L OWT a7 U v 7 Lic8A 1L, [Enterprise VIP for
Disaster Recovery] 7 4 —/v FIZEZ AT LET,

o7 —=T 4 U EBIPT FLRAZRELTHES L, Xy NI—=20 D7 7747 %A FE LTE
FEEEL TV DY A MCHBIICY D X CGEASNE T, 207 RLRIE, T4 FRAZ Y BN
VAT AREZ U AT TARX Ry NT—IDOMDNT 7 47 #EBRLET,
GE) * [Border Gateway Protocol (BGP)] A7 > a v A& &7 Vv s L, EEHMEIP 7 KL
ABEFRELRWIGEIE, FIR2j IR ET,

* [Disaster recovery VIPs without route advertisement] 227 U v 7 L, FIEEIP 7 N1
Az iR E LW EIE, FIE 2k (£,

({£&) [Management VIP for Disaster Recovery] 7 4 —/V RIZfEZ A L ET,

ZDT7a—T 4 VTP T RLRAERELTEBL ¢, Xy NIV —0 DT 7747 A FELTH
EEEL TWAH A MCHEICUI W BEx GEASNET, ZOT7 RLRIE, TATAZX Y NY
VAT LEEBRY NI DOMDO NI T4 v I EEBRLET,

[Border Gateway Protocol (BGP)] 47> a v ARZ %27 U v 7 LEHEIE, V— T RNRXZ A XA
N BT DI OB R FRE A LET,
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» [Border Gateway Protocol Type] fE3k C. BGP ¥ 7 23 FH AIZHMER ([Exterior BGP (eBGP)]) v 3
VARSI B0y, NEE ([Interior BGP (iBGP)]) t v a v &+ A0 EELET,

* [Main Site Router Settings for Enterprise Network] fE 8 F5 2 U} [Recovery Site Router Settings for Enterprise
Network] fEIKIZ, T4 AL VA NRY VAT DAL P A RV BNRY YA MIHEESNT
WL B =TT ZFABIP T RV ADT RNZ A XD T=IZ Cisco DNA Center 23MEH % U
F—PMV—=ZDIPT RLAZANLES, £, —FDVE—FBLUPr—U/ILASESDH
ATTLET,

WOFITIEZE LTS IZE W,

cBMOUT— =2 ZRETHHEIT, [Add] ) TAarzr 0y 7 LEd, 4 D
LITRR2EDNLN—ZEZHRETXET,

s ASE B EATTIHHEAEIL. 1 — 4,294,967,295 ODFPHAND 32 By FOFERLETHDZ
LEmRLET,

«[iBGP] 47> 3 » &&R T 5 &, Cisco DNA Center (T — /L AS FE=Z% U E—F AS &5
ELTCANLIMEICHEICEELET,

s AT FNECTEHIAIP 7 KL A Z3E L7-%4A 1%, [Main Site Router Settings for Management
Network] #1333 J. Of [Recovery Site Router Settings for Management Network] fE3 & Fr S
4, Cisco DNA Center CZDRARIP 7 KL ADT RAZ A R END Y ET— hL—X4
R 2t ma A LET,

k)  [Action] fHI®K T, [Register] #7 U v 7 L7,
[Disaster Recovery Registration] # A 7 1 7 23 & £ 97,
)  [Continue] %7V w7 LET,
UBANRT YA FBROERS A FE AL YA MBS D72 OIZMER h—7 U ERRSIVET,

AT 73 [Details] #83k T, [Copy Token] #7 U v 27 LET,
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= Cisco DNA Center System - Disaster Recovery Qa o ¢ 0

Monitoring  Configure

Disaster Recovery Topology

Show Detail Information

Status: Registering

Main Site (7 Recovery Site
10.30.199.51 10.30.199.97 The system Is in the middle of registration process. Note that the
Initialized Unregistered registration must be done in the order of Main, Recovery, and Witness.
=? =4 =4 =4
30.197 R2
Details

The second step of the three-step registration is to register the Recovery
Site. Copy and enter the token below to the Recovery Site:

493cb65907d74e22a9bdd40270e382£3

Copy Token

Witness Site
10.30.199.158
Unregistered

0)
===
ATy T4 VANV A FEBELET,

GE) FIE 4d DRTOEE DR T, [Reset] #7 U7 LT, ANJLETRTOREEZ VT TEFE
T, U B ARNY YA FEBETHHNIC, FIE4 280 KL TELWEREEZANTLHILERH D F
7

a) [Details] #H# C [Recovery Site] Y > 7 #4727 Vw7 LET, HILWIT FZ U X T TX—UNRHEET,
b) MEISLT, @il —P =4 RRATU—=FEANLTI IR YA hMoua A LET,

[Disaster Recovery] ~— 3712, [Recovery Site] 47> g LR & A3 9 TIZER X 3172 4K A8 T [Configure]
2T REET,

= Cisco DNA Center

System - Disaster Recovery Q ® ¢ o
Monitoring  Configure
Set up this cluster to be the O Main Site @ Recovery Site
Status: Unconfigured
Main Site VIP*
10.30.199.51
Please complete registration for all three sites in the order of Main,
Enter enterprise VIP of main sit Recovery, and Witness. Then configure/activate the disaster recovery
Recovery Site VIP system from the Main Site.
10.30.199.97

Registration Token*

Username*

Password*

Reset
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c) KOEHREASILET,

Fa¥raYHNyoxE |

s [MainSiteVIP] : 7277 4 7YV A " DI FAX ) —RE2 2 H—TF3A4A X Ry NT—T OO +T

T 4w 7 EERT AP T KL A,

s [Recovery Site VIP] : U I NNV YA NDI TFTAK ) — Rz Z—TF7 4 X Xy NT—7 DO K
T4 BEET LA IP 7 KL A, Cisco DNA Center TlX, ZD 7 4 —/L NI AT LD

HICESNTATENET,
« FE2 THEKLIBRE F—7 >,

T ITATYA FDOFRy P = EHE P —IIH L TRESNCA—F—H L NRAT =],

d) [Action] i} C, [Register] #7 U v 27 LET,
[Disaster Recovery Registration] %1 7 7 7 3B & £ 97,

e) [Continue] #7 VU v 7 L&,

AA YA RV AN YA FOBERAHELSND L

RFY T BRI A L ET,
Q) ALLHFA DT TUFHTITRED £,

= Cisco DNA Center System - Disaster Recovery

Monitoring  Configure

Disaster Recovery Topology

Show Detail Information

Main Site 7
10.30.199.51
Recovery Site Connected

=2 =2 =2 =2

Witness Site
10.30.199.158
Unregistered

[z

FRBE Y TAT—ZANREHINET,

Status: Registering

The system is in the middle of registration process. Note that the
registration must be done in the order of Main, Recovery, and Witness.
Details

The third and final step of registration is to register the Witness Site. Use
the following command to login to witness:
ssh -p 2222 maglev@10.30.199.158

then register via CLI:
witness register -w 10.30.199.158 -m 10.30.199.51 -t
493cb65907d74e22295dd40270e382£3 ~u <main_admin_user>

Or opt for copy the token only:

493cb65907d74e22a9bdd40270e382£3

b) [Details] #Eik C. [Copy Witness Login Cmmd] %7 V v 7 LE7T,

¢) EAYA F~DSSHa Y —L&#H&, abt—Lita~vr FEE0fHidTe 74 LET,

d) ZERINEGEIEL, 7740 hO2—%— (maglev) O/RXAT—REATLET,

e) [Details] fEIKIZE Y . [Copy Witness Register Cmmd] %27 U v 7 L £,

f) SSH=Y—/LT, abt—Lla~<y RZ0 £,

g) <main admin user> &% v N =V EHEFE L —Da—P—LICEHBRL Ca~vr FEFITLET,
h)y ZRINHEEF, Fy NV EHFE LY —DRXAT—RKE AN LET,
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RATYT6 AAYA b,

UARYHA b, BLEOERY A PREFICBREGFINLTWDZ 2R LET,
a) AAYA NOTTUWHTIZREY, [Monitoring] #27 U v 7 LTT 4 ¥ AX YU B3 O [Monitoring]

ST aFRLET,

= Cisco DNA Center System - Disaster Recovery Qa o s L

Monitoring  Configure

Disaster Recovery Topology

Show Detail Information

Status: Registered

Main Site ' Recovery Site -
10.30.199.51 10.30.199.97 All three sites are registered. Ready to configure/activate the disaster
Registered

Registered recovery system
== =2 = =2 =2 ==

Witness Site
10.30.199.158
Registered

=?

Event Timeline

Hide Timeline

b) [Logical Topology] fHIk C. 3 2DH A FNFIREIN, AT —HF A [Registered] TH D Z & 2R L £
D

[Event Timeline] fEIK T, &V A FOBGFENA X FELTY A RSN, FXATRIEFIZHET LD
LERERLET,

Event Timeline

Hide Timeline

¢)

End Last Update: 7/13/2021, 1:01:51 PM UTC-7
o v & Witness site registration - 10.30.199.158 7/13/2021, 12:59:30 PM UTC-7
Status Message Successfully registered 10.30.199.158 as witness site.
o v & Recovery site registration - 10.30.199.97 7/13/2021, 12:49:37 PM UTC-7
Status Message Successfully registered 10.30.199.97 as recovery site.
o

v & Main site registration - 10.30.199.51 7/13/2021, 12:40:33 PM UTC-7
Status Message Successfully registered 10.30.199.51 as main site.

AT T 1 [Actions] fEI T [Activate] 7 U v 7 L £,

UANY YA MIBHEFET 2T R TOT = I PNHEESND I L amd XA T RnFRsnETd,

ATYT8 TAFARZ VAR VAT LDOFREE AL T A SDOT—=FDY NY YA b ~OEBEBILET D121,
[Continue] 7 U v 7 LE7,
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GE) T T4 7T et R, BT E TICRER D560 £, EERAE=4—72
WZIE, AR FDIALTA v 2FRLET,

AT w79 CiscoDNA Center THLE/RH AT N5ET Lizh, VAT ADREEL TWDZ & EERLET,
1. FPRuPER2FRL, THENDOYA FOAT—FANRKD L HIICERENTWNWDLZ L 2R LET,

Main Site @ Recovery Site =/
10.30.199.51 10.30.199.97
Active Standby
0.30.197.90 10.30.199.59  10.30.199.66  10.30.199.67

Witness Site
10.30.199.158
Up

2. AXVINDEA LT A HFKRL, [Activate Disaster Recovery System] ¥ A 7 N IEHIZFE T L7 Z & %
e L £

Event Timeline

Hide Timeline

End Last Update: 7/13/2021, 1:13:46 PM UTC-7

9 v & Activate Disaster Recovery System - 10.30.199.51 7/13/2021, 1:13:39 PM UTC-7

Start Time 7/13/2021, 1:03:17 PM UTC-7

Status Message Successfully setup disaster recovery

End Time 7/13/2021, 1:13:39 PM UTC-7
View Details
o > & Witness site registration - 10.30.199.158 7/13/2021, 12:59:30 PM UTC-7
o > & Recovery site registration - 10.30.199.97 7/13/2021, 12:49:37 PM UTC-7
Q > & Main site registration - 10.30.199.51 7/13/2021, 12:40:33 PM UTC-7

3. AAHA FDping ZFATLT, VA MIEETELHZ LB LET,
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RAEDERY A FOEH

BUEDBEARY A N 2T v 7 7 L— NEIRERT 2 LB b HE AT, ROFIHE %7 L E
ﬁAO

ATy TN BEOERY A Mou 7 A4 LET,

a) BEEARY A FDSSH 2 Y — /L& B & ssh-p 2222 maglev@witness-site's-IP-address =~ > K& 34T L %
D
b) T 74/ hDO2—H— (maglev) D/NAT— K& AN LET,

GE) WOFINAZHET /T, BERYA FOIPT RLAZAELTRBEET, BHYA ~2T7 77
L—FL7®&, ALY FLRAZRETDLEND D £9, RELLRWEE, BEEY A MIBF;
EBVICIIHEREL E A,

AT w72 witnessreset =T~ K& EITLET,

RT9 T3 BEOERY A OB~ o EHIBRL £,

ATy T8 YA FOA A =L (187 =) OIS T, HLWEEY A Fofifivr iz A v X b—
NMLET,

ATYTE HLWERY A Mer 74 LET,
a) EARYA RO SSH = Y —)L &R & | ssh -p 2222 maglev@witness-site's-1P-address =~ > K4 4T L %

T

b) T 74N hO2—W— (maglev) OD/XAT—RKEZAHLET,

AT w76 witness reconnect -w witness-site's-1P-address -m system's-virtual-1P-address -u admin-username =~ > K% 3
ITLET,

ZOawy RCHEHRERT X TOA T v a U ERRT HITIL, witnessreconnect--help 2~ > R&FTL
ij‘o

G¥) AA YA NOBIEDT 4 P RAEZ Y HNY AT —F AR, BHRY A N 2SR5 &
X, A A O EZ—TF 54 XVIP HEHLET,

AT LD EEEERR

TAYPTAZ Y INY VAT EBT 7T 4 TSNk, FFEDH A MIOWTAN LR ED
BN MBIZRDZ NV £, ZORWPBELZSEEEX, ROFIEZFETLET, Z0
FEZFEITTDE, VAT LANOTRTOYA MIOWTOBEDEREN Y VT IhdI &l
HEELTLIEEN,

\'l

AT w1 [Action] fHIK T, [Pause] 27 VU v 7 LTy AT LADEHZ —FHEIE L 9,
FEHCOWTIE, TV AT 20—WElE (211 =) | 2B LT EEN,
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AT 72 [Action] i8Ik T, [Deregister] #7 U v 7 LE7,
Cisco DNA Center CLLRTIZ Y AT ADH A MIOWTERE LTENENT X CHIBRESNET,

ATy T3 WURBTEEZANLTHA FE2FEREL, SATLAEZHET 77 4 bt 51213, TAFRZ VAT D
i (190 ~—) THHEENTWBEZ AT ZETLET,

AR RNIALSAVDE=ZS—1) Y

AR IDEALTA D, BIEFATINTWDT 4 FRZ Y R0 & 27 OMERRRN A8
BRL., TNODZ AT NTET LI SITHERTEET, AL T4 U 2FRTHITIE, ROF
JIEE A 3247 L £ 97

1. A=a—TA42ay (=) #27U v 7 LRI L E 3 [System] > [Disaster Recovery] DJIEIZ
I LT [Disaster Recovery] X— U & & 7,

7 7 4 /v hCl, [Monitoring] % 7 2BIR S L TWET,
2. N—=VOFHETAI =L LET,
VAT DIKT DTS AT LT LI A AT, DX AT GETHEO S A WAK

FNHASL) MBNEFRIZEIE TR R ZLE T, Cisco DNA Center TlX, TNZFILDX AT ITD
WT, VAT L (=) £2ida—P— (2) OB THRBENEZPDRENET,

Event Timeline

Hide Timeline

End Last Update: 7/13/2021, 3:11:00 PM UTC-7

° > & Re-Join - 10.30.199.51 7/13/2021, 3:02:11 PM UTC-7

(] > & Manual failover - 10.30.199.97 7/13/2021, 2:53:02 PM UTC-7

7l 2iE, VAT AO—FHEIRZOETIZOWTE=F—F5L LET, Z0HE, B a
T RADKZ AT BB ENZEELET L =D, CiscoDNACenter“C‘/]’“\‘“/ fDEA LT
AVREHENET, FHEDOXATIZBITHUEOWMELFR T DI, P27 Vv 7 LE
j‘o
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Event Timeline

Hide Timeline

End
° v & Re-Join - 10.30.199.51
Start Time 7/13/2021, 2:54:00 PM UTC-7
Status Message Successfully setup disaster recovery
End Time 7/13/2021, 3:02:11 PM UTC-7
o > £ Manual failover - 10.30.199.97

t_vra1L651400E=5—127 ||

Last Update: 7/13/2021, 3:12:07 PM UTC-7

7/13/2021, 3:02:11 PM UTC-7

View Details

7/13/2021, 2:53:02 PM UTC-7

K A2 7ZxF L C [ViewDetails] U > 7 NFERSINTWAEGEIT, TV 727 Vv 73564,

SETULEEET A 722700 2 "RFERENET,

Event Timeline

Hide Timeline

End
° v & Re-Join - 10.30.199.51
Start Time 7/13/2021, 2:54:00 PM UTC-7
Status Message Successfully setup disaster recovery
End Time 7/13/2021, 3:02:11 PM UTC-7
° > Configure active - 10.30.199.51
o > Configure standby - 10.30.199.97
° > & Manual failover - 10.30.199.97

Last Update: 7/13/2021, 3:12:07 PM UTC-7

7/13/2021, 3:02:11 PM UTC-7

Hide Details

7/13/2021, 2:58:10 PM UTC-7

7/13/2021, 3:02:04 PM UTC-7

7/13/2021, 2:53:02 PM UTC-7

ZA7EFERRIC, Pl &7V v 7 LTREDY 72 27 OMBE#RZ IR TE £,
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Event Timeline

Hide Timeline

End Last Update: 7/13/2021, 3:12:07 PM UTC-7

(J v & Re-Join - 10.30.199.51 7/13/2021, 3:02:11 PM UTC-7

Start Time 7/13/2021, 2:54:00 PM UTC-7

Status Message Successfully setup disaster recovery

End Time 7/13/2021, 3:02:11 PM UTC-7
Hide Details
o v Configure active - 10.30.199.51 7/13/2021, 2:58:10 PM UTC-7
Start Time 7/13/2021, 2:54:08 PM UTC-7
Status Message Successfully configured active system
End Time 7/13/2021, 2:58:10 PM UTC-7
Hide Details
o > Configure standby to active services - 10.30.199.51
7/13/2021, 2:58:04 PM UTC-7
o > Add other cluster metadata - 10.30.199.51 7/13/2021, 2:57:18 PM UTC-7
o > File system migration - 10.30.199.51 7/13/2021, 2:55:29 PM UTC-7
o > Save cluster metadata - 10.30.199.51 7/13/2021, 2:55:18 PM UTC-7
o > Validate active cluster - 10.30.199.51 7/13/2021, 2:54:09 PM UTC-7

AR NEADLTA L DE=Z Y T HICRETDARENED B D I & ORI ITIEIZOWT
. TAPFRZ VBN VAT EAD RN T TNy a—F 407 (2198—) 2B LTLEX
Vo,

VATLEXUVY A FOIREE

T4 P ALY J3) GUI O [Status] SEIKIZIE, AT LAOBEDRENFREINET, ROE
T, PRI IZEREND AT L0l ~x2 DV A bOYREEZZA L £1,

R12: 79T 1 THA FOKE

1KEE Hol:l
Unregistered FIIEASINTZY A P TT, TAFRZ U AN DOFERITEEH Y A,
Initializing P A M, BT AFUCT A FREZ VIR 5282y N T v 7T 580

2. DY A FBMELT LT = 2 RETHHEHEZ L TWET,

Initialized TA MI BT B APCT 4 P RZ VAN 7525 %y b T v 735720
(DY A MTRET D7 —F ZIEFIHER L E LT,
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Bl

Failed to Initialize

Bik7 v AT AP RAZ VDN I TG A2y T v 7T B0l A
MANELTEHT =X EERETHHEHE L TWDEEIZ, A P T2T—NREL
F L7,

Connecting Recovery

AAHA NI VANV HA MTER LT, AL, FeDtFaTEELE Y
N7y 7 LI E et SN e T — 2 2 G L TV,

Connecting Witness

AA YA NI, BT A MTEF LT, AAf YA beobvXaTHEELEEY b
T o T HEOICHBELRILENTT =X RS L THET,

Recovery Site Connected

AAL YA MEI VIR YA DeDER 2T BEZEFITHELLE L,

Failed to Connect Recovery

YNV A R EDOLRERTF v RIVEESL L TNBEEIL, ALY A N T T—
NRALE LT,

Failed to Connect Witness

AR A N EDLERIRT ¥ FNVEHESL L TNDE X, AL VA P T T —MN3
ELFELE

Registered

TIT4THA I, D200V A DX TBELZIERICHSYLE L,

Deregistering

VAT BDINBBUEDT 4 P ALY AN YRR IR L £,

Deregister Failed

VAT IEMNLEEDOT A VAL U I NYEREHIBRL TWA LI T —NEAEL
F L7,

Validating F AP REZY) AN R ARG T DRI, VAT LAOREEAZFBZEL TWET,
Validated T AP AZY BNV EREBRET DRI, VAT LAOWREZ EFICHRIELE LT,

Validation Failed

F AP ARZY AN RS Z BT AR AT AR HRAF I T — N34 L
F L7,

Configuring Active

OV A NET I T 4TV A FE LTHENLT D200 T —7 7 —%2FTLTWE
‘d‘o

Failed to Configure

ZOYVA NCTAFRAZ Y IR EFEHNITDHI—7 70 —0FITHIZT T —n3
ALFELE,

Syncing Config Data

TAPFRZY AN VAT Ly VT v 7T 50O A F)h b BT —
X 2RI L TV ET,

Config Data Synced

TAPTAX VAN AT L E2® Y N T v 7T 572DV A b ERT —
HEEFIZERBILE L,

Active Sync Failed

WRETOT 7T 4 7Y A X, TAFRZ VAN VAT Lty VT v 7T 57
DIHDOY A RO BERT =2 ZFH L TN EEIC=T = ELE L,

Cisco DNA Center ') 1) — R 234 BIEEHA K .



B 257055091 otk

FaHREUNNYOEE |

Bl

Waiting Standby Configuration

ZOYVA NET T 4T A b LTHNT D100 —7 7a—NIERIZET L
FLF, ALY AL N DOU—T T —NE T T 5D TWVET,

Active

A ME TI2T7 47 A FELTRY PY—Z ZIERITERLTOET,

Failed to Configure

YA MI TATRZVINRNV I TGREIOT I T 47 A b LTHEEZEMNTT
50— 70 —D—fEFITTEEFATLE,

Isolating YA NI MO 25D A b EOERNEDNIZD, £t (FB 7 =— A —
N=D—HhL LT) AZ U AAUEFRTETNDTD, BEERHET 27— 7r—
EFATLTNET,

Isolated A NI D2 SDOY A b E OB KbLYD, £E (FEY =— A —

N=D—FL LT) AF U NAEHFNRTETCNWDLTD, BFZREET IV —2 7a—
IEFIWCFETLE L,

Failed to Isolate

YA M, D2 o0V A R EORERADbNZT-O, F2k (FET7 2 — 4 —
Ne=D—HL L) AFUNAUEENRTE WD, BFZREET IV —7 7 a—
EETTICZT—RNRALFE LT,

Configuring Active

(VAT A PYH—FIEFE T == A— =D L LT) LAIOAZ 3o
YA 2T 7T 47 A RELTHERLTWNET,

Failed during Failover

(2= F—NR—F T2 OOV AT ADEBENLD Y HIANYO—EL LT) =
DYA "ETIT 4T A e LTHENT DY —7 7a—0DFETHICe T —n34
LEL,

Pausing Active

(B PR E £ 7GR 2R LI 2. 572 0ll) 7277 4 7% A R TT 4R &Y
AN AN HT—7 7 —2FE T L TWET,

Active Paused

TITATYHANTTAFRZ Y DAY EEZ DL E LT,

Failed to Pause Active

TI2T 4T A NTT 4 FRAZ Y DN EEEZBHIZ L TD L X T—0N A
LE L7,

Active Stand Alone o2 5DV A b EDEEGE K STZLIIOT 77 4 7Y A b, TTOT 4P A
2 BNYRERZHIFRT 22 EI2ED, ML AT AE LTS DT —0 7
n—%3TLTWET,

Down TITF 4T A NI, D2 SO A + & OBEEE R NE L=,

R13: BN H A FDIREE

DN

Bl

Unregistered

FRUBANSINTZY A P T, TAFRZ VAN OERITELEDH D A,
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varassvya ok [

TN 5i8

Initializing YA ME BRI O APICT A FREZY AN I TR hy N T v T B0
IC, MO A PARUBEL 57— 2 & %{ET B A LTVET,

Initialized YA ME, BRI OEAPCT A FRAZ VAR I T RS by VT v T T B0

(DY A MTEET D7 —F ZIEFIHER L E LT,

Failed to Initialize

BT v ARICT A VALY INRN) T2 8 evy T v 7T 572DIoV A
MANELTEHT X EERETIHEHE L TWVWDEEIZ, A P T2T—NREL
F L7,

Connecting Main

UBNRUY A M, ALY A MIEBEHRLT, AP A e TiEELYEY
N7 7T 5O E R EINT T — 2 ZBE L TWET,

Connecting Witness

U ASY A NI BERYA MIEHRL T, A A b eoEFaTwEELZE Y
N7y T DO EROIb SN T —Z Z G L TWET,

Main Site Connected

YANYHA MI, AL YA FeDEX2THBELZEFICHLLE L,

Failed to Connect Main

AA YA NEDERRTF % FNEESTL LTS EEIZ, VIR Y A4 N TT—
NRALE LT,

Failed to Connect Witness

ARV A N EDEERRT v XNVEHEL L TNWAD EXIZ, VAN YA P TZ2T—H0
RAELE L,

Registered

AR NRAYA M, D200V A DX TEEEZIEFICHSY LE L,

Deregistering

VAT ADBHEDT 4 F A5 Y J ) fiRE IR L ET,

Deregister Failed

VAT ENLBEDOT AP AX Y N EHIFRL TS E X T —NRAEL
* L7,

Validating F AP ALY ANV HEREBIET DA, VAT LOIRREZRFEL TV ET,
Validated T AP ALY AR HEREBMGT DENC, VAT LAOIRREEZ IEFICHIEL £ L7,

Validation Failed

FUPRZ Y IANY R ABIET AR AT LAOWEEREETIC T T — 033 4E L
F L

Configuring Standby

OV A RNERABZUNRAY A e LT T D100 —7 70 —%2FTLTWE
T

Failed to Configure

ZOYVA NCTAVFAZ Y IR EFEHNITDHI—7 70 —0FTHIZT T —n3
ALFELE,

Syncing Config Data

FTAPFRAZ YNV AT LYy 8T v 7T 5D OT A FndLHERT —
HuEFEH L TET,
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B x7i85091 rone

KEE BT
Config Data Synced FUPFRBZN AN VAT DYy 8T v FT 50O Y A b MnEERT —

Z 2 IEHIZFEE L E L,

Standby Sync Failed REPORAZ L NAYA NS, TAFRAZ VIR AT Ly NT v 79572
DOV A RSB MERT —ZHFM L TNDEEXICZT—BRELE LI,

Waiting Active Configuration TDOVA RERZUNRAY A R L THENTTATODOT —7 7a—RNEFRIZET L
FLime 727479 A MDD 70 —RNRETTIHDE/HFLTHET,

Standby YA NI, TAFRZYBRY T FTRABDAZ L NA B A R LTIERICHER I
‘/Cl/\i‘aAo

Failed to Configure YA NI TAFARAZYBNRY T TRAEDAL NP A e LTCHEEEDCT
HU—r Ta—D—EEFEFTCEEFALTLE,

Isolating o 2 >OH A k&R b=, V4 NI ERET 27 —2 77—
BFEITLTCOET,

Isolated o2 SOF A k& OGN b=, V14 NIAGE RS2 —2 77—
ZIEFICEITLE LT,

Failed to Isolate o 2 5D A FEDEEEN LD, VA N HEERET 27— 7a—
BIEATTIC T — %A LE LT,

Configuring Standby (FET7 ==V A—="—=D—FE LTC) URIDT 77 4 7TH A b & RAHZ A Y
PA FE L THRRLTWET,

Standby Ready IO T 77 4 TV ATF ME, (Fx2—AFd—"—0DfRE LT) AZ LA TR
TAhE L THERTAIEFENATETCNET,

Pausing Standby CEFERVEE 7133 FEI 72 E IR I 2 A T2 DIT) AX UL A R CTF 4 FRAZY
BN ERER BN T AT — 7 7 a— 52 E T L TWET,

Standby Paused ABUNA YA R CTF 4 PR Y BN BER BN LE LTz,

Failed to Pause Standby AR NA YA NTTF 4 FRZ Y DNV EEZERHIC L TND L X T — 03 %AE
LEL,

Standby Stand Alone D2 >DOY A~ DHHEE K ST-LFIOAZ o NL A o, TRTOT 4 HF 2R

SV TN HERERIRT 58Ik, MY LTV AT A E LTHYLT DY —2 7
B—ZFITLTVET,

Down YA MiE, D2 ODY A b EDOEEFAERWE LT,
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& 14:BERY A FOIKE

Feyr8UnNyv2FL07vTIL—F |

IR

B

Unregistered

HHUEASNIZY A P T, T4 FAZ VAN OIEFERITELZH Y A,

Registered ZOYA FBERYA L LTHRESIL, BREF = v 7 RN IEFICET LE L,
Up Bl A b ORRENERICET LE L.
Down FA ME D2 5O0% A FEOERERNE LT,

TAHRBYVAN)ORTLDT v TTL—F

ZDVF VAT, T4 7T 2 ATHERMNTA 2 A h—)L X 7= Cisco DNA Center D/3— =
XA BBEITLEDN, ZhE2341ICT7 v 77 L—FLET, £, 2T FI73A4 T
ATET A FARAZ Y ARNUPEHTHY, BIERRETT, 777 L—REZETTHIIE, K
DFNEZEFEITLET,

ATV 1 VAT LAO—BEEE (211 =) |

RTFVT2 ALY A REVINRYUYA DT FITAT U AZNR—V 22234127 v 77 L—RFL%F, [CiscoDNA
Center Upgrade Guide] ¢ [Upgrade to Cisco DNA Center 2.3.4x] OFEEZZHL T X0,

ATy T3 BHEOERY A FOEH (199 <—)

ATV T VAT LA~DOHESBM (213 2X—) |

Jz—I)LA—/\—: &

T2 VA= NN ETEIND L TAFAZ T INY VAT LDAZ 8, YA MRZIE
TOT VT 4 7THA bOBEEGIEHE, LT 77 4 7% A RMI7 Y 3, Cisco DNA
Center Tl&, RO 2FEED 7 = —NF—"—%HFHR— K LTWET,

VAT APV =i N= R =T OREERR Yy N =7 OFILR EOREIZ L > TU A

TLEDT I T 4 THA NBETTA 12705 L FEITSHET, Cisco DNA Center Ti, 7
IT 4 THA PO DOZEZ—T T4 ARy NT—7 (BIXOARAZ A% 4 | EEA
HAR) ETOMEETERPSTEIEERHTDE, AZ U ANAH A MRZDOEE 5]
XZUTDTDICMEIR I AT HE T T H20, FWT25 2 L7 %y T — 7 @hfEE ks
TEET,

cFH Ry NI ERETHLA—F =NV AT LDT VT 4 THA P ERZSAY

A4 N OBAEOKE Z ANIE 2 D X 512 CiscoDNA Center |25 Z & TEITSNE T,
BEE. VA vYOTTFA4T A A A =L EFL T D CiscoDNA Center ) 7 h U =
T DEBETRLYT A FOEM A T T ADFEITRNATVET,
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5 F4HRBYANYOEE |
FHT - A —/\—DOBh

WTNNOFEIHD 7 = — VA —N—DFETH, BIOT 7T 4 7Y A "B A U TAUVICRED &
T 4P AR Y DY AT AT HEIIC [Standby Ready| IRBEICEAT L £, DOV A MEHL
WA K XA YA F & LTHENLT 51Z1E, [Monitoring] % 77 [Action] fiE}5k C [Rejoin] & 27 VU v
7 LET,

FHIx—ILA—/\—DFA

FHETT = — VA — =% BhT 55 1%. Cisco DNA Center TT 4 VA X U B XY U AT A
DAL YA REVBINY YA MIBEED Y TONTW D r— L2 AL £T, it
BAEDT 77 4 7 A hCTHRIBENREAEL TODZENHBAL, AZ A AP A bEHLNT 7
TATHA N LTI R T 7T 4 TIHET H2HEICERNTT, FEj 7 = — A — N —% b
THIZE. ROFIEEZFEITLETS,

\)

GH  FET7=— A== BV A MO T 22 LITTEE A, IR BUET 7 T+
TP A IO DHBFATTEET,

AT TN A=a—TA4ar (=) 271V v L TEIR L £ J[System] > [Disaster Recovery] DJIEIZ 3R L C [Disaster
Recovery] X— T & B & £97,

7 4 /L b Tl [Monitoring] # 7 BEHR S 4L, T4 AL UYL RF LD bER ORFRSNET,
WOBITIE, =P —ZBMEDT 7 F 4 7HA MeuZ A v LTVET,

Main Site [ Recovery Site
10.30.199.51 10.30.199.97
Active Standby
Witness Site
10.30.199.158
Up

AT w72 [Action] 181 C. [Manual Failover] 27 U v 7 L%,

ABNA A bOr— /L% [Active] IZHIV R %2 5 Z & &7 [Disaster Recovery Manual Failover] % 1 7 &
TRRRINET,
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g7 z—nt—r—obk [

AT w73 [Continue] #7 U v 7 LT#ALET,

ATvT4

ATy TH

N=VDETHIZ, 72— VA== a v ZARIRENT I L E2RT Ay E—URFRENET, Th

ETT VT 47 A ME LU THEEL T2t A MME, VAT 202680 B S 41T [Standby Ready] IRFEIZ 72
D i‘é—c

Main Site Recovery Site [/

10.30.199.51 10.30.199.97
Standby Ready Active

o=? o=? =? =? =? im g

Witness Site
10.30.199.158
Up

=2

ZORERT, A YA R VAN YA FOFERAfFERSh, 7—20ERIIITON <R £, i
DT 7T 4 7 WA MRS 55613, ZORICEn b ORMBEE MR L ET,

BT 7T 4T A MeT 4P RZY BN AT AIHEBMTAET, ROT xz—/LF—"— (TR
FECED T 2N F— N 2P0 LB T 2 — N F—N—Dffi ) ZRETHI LI TXERTA,

ALY A NEY ANV A NEFER L, T A TAX VDN VAT LEFHHZEELET,
1. UARYHA NMoasZ A4 LET,

2. [Action] fHIK T, [Rejoin] 7 UV v 7 LET,

AR NNAY A NOT—EPHEESNDZ EERT A TR RERINET,

[Continue] 7 VU w7 L CIRICHEA, 7 — X2 OEMAZHFH L 7,

CiscoDNA Center CR#E T2V —7 7o —nNE T 3UE, FEI7 2 — A — N~ 3T T, BET VT4
A b b UTHRE LT AL A MR VAL A D £
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B =87t

Recovery Site (7'
10.30.199.97
Active

Main Site &/
10.30.199.51
Standby

10.30.197.89 10.30.197.90 10.30.197.99 10.30.199.59 10.30.199.66 10.30.199.67

Witness Site
10.30.199.158
Up

10.30.199.158

ATYT6 T AV ARZYANY VAT APBREICH - 72 2 & 2t LT,
1. [Monitoring] % 7 O4 EIZFRK/R S 72 A7 — & A [Up and Running] (272> T\ 5 2 & ZHERE8 L E 7,
2. AXVIDEA LT AT, [Rejoin] ¥ AT BNIEFIZET LI-Z L 2R LET,

Event Timeline
Hide Timeline

Last Update: 7/13/2021, 1:52:15 PM UTC-7

End
? v & Re-Join - 10.30.199.97 7/13/2021, 1:51:02 PM UTC-7
Start Time 7/13/2021, 1:41:08 PM UTC-7
Status Message Successfully setup disaster recovery
End Time 7/13/2021, 1:51:02 PM UTC-7
Hide Details
? v Configure active - 10.30.199.97 7/13/2021, 1:45:17 PM UTC-7
Start Time 7/13/2021, 1:41:14 PM UTC-7
Status Message Successfully configured active system
End Time 7/13/2021, 1:45:17 PM UTC-7
View Details
(] v Configure standby - 10.30.199.51 7/13/2021, 1:50:55 PM UTC-7
Start Time 7/13/2021, 1:41:16 PM UTC-7

Status Message Successfully configured standby system

End Time 7/13/2021, 1:50:55 PM UTC-7
View Details
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T4 PFXR)AN) DR T LO—FEIE
AL YA REVHNYSA P —BHEILT D2 LT, T AP ALY BN VAT ABELI
WEIELET, A NEOBEERBIMERSIL, A NBRAX Y RTry 7 72K L U THEE
HE 9120 ET, RHFICOIE> Ty AT AZEILTAEAIT. VAT L% —HHEIEL T,
TIT 4TV A RINLAZ NP A hA~OT —F OERZ — N T HLERH Y £
T Flo, TATARAZVINRY VAT LE—FHEIEL T, ROWTRNEFEITLET,

PG RABEDT v T T L— KRBT —DA VA N— AR EDERE AT 55 TT 5
VAT AELIET AV ARAFZ Y ANV IEFHESE XX S
e ALY, UINRY FHREERYA N TAXTAU T U ARFETTD

« FHE R Ry B U =7 I EIIEEICH A D

AT LO—BELL
VAT AAVKR—=R Y DA T U AEE T AR ECT AT RAZ Y ANR) VAT A —
REICAZ IR D121, ROTFIEEAZFEITLE T,

RTFYTN A=a—TA4ar (=) 27V v L TEIR L F9[System] > [Disaster Recovery] DJIEIZE4R L T [Disaster
Recovery] X— T %X £9,

7 7 4/ N TIL, [Monitoring] % 7 3&EIREA, 7T 4 FRAZ Y DNV T RAT LD MFRRUNERINET,
AT w72 [Action] fEIK T, [Pause] %7 U v 7 LE7,
ATY T3 FRENTZHF AT /T, [Continue]l #7 VY v 7 L CRICHELE T,

NR—=Y DO FHEIZ, VAT LE—HHEILT 57 ANBENT-Z L 2R T A v —URFRENET,
VAT K —HHEIET B 71T, Cisco DNA Center T7 —# L — b 2OEBNEM LI NET, Tz,
VAN A MUDOIEIEL T —EARHASNET, 207t A0ETHIE, bArUicisnT,
AL B A REUBNRY YA FDART—H A [Pausing] ITRESNET,
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Main Site =
10.30.199.51
Pausing Standby ®

10.30.197.90

10.30.197.99

Cisco DNA Center T HE/R X AT INET T 5 &,

Fa¥raYHNyoxE |

Recovery Site [
10.30.199.97

Pausing Active ®

10.30.199.66

10.30.199.59

10.30.199.67

Witness Site
10.30.199.158
Paused

FRBUICERENT AL YA L VAN HA b

BIOERYA PORT—X ZANEH I T [Paused] IZFREINFE T,

Main Site &
10.30.199.51
Standby Paused
10.30.197.89 10.30.197.90 10.30.197.99

Recovery Site (7
10.30.199.97
Active Paused

Witness Site
10.30.199.158
Paused

RTYTE TAFAZYDNY VAT AR—BHEIELTND Z L 2R LET,
1. [Monitoring] % 7 DA EIZEK/ RS2 AT — X A [Paused] (IZ72 > TWDH Z 2R LET,

2. AV DHA LT AT, [Pause Disaster Recovery System] ¥ A7 NIEFIZFE T L7 Z & AR L E

B
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Event Timeline

Hide Timeline

vari~oasm |

Last Update: 7/13/2021, 2:14:54 PM UTC-7

7/13/2021, 2:13:46 PM UTC-7

Status Message Successfully prepared clusters for pause Disaster Recovery System.

End
g v & Pause Disaster Recovery System - 10.30.199.97
Start Time 7/13/2021, 2:00:24 PM UTC-7
End Time 7/13/2021, 2:13:46 PM UTC-7
° v Active cluster standalone - 10.30.199.97
Start Time

Status Message

End Time

[ \ Standby cluster standalone - 10.30.199.51

Start Time

Status Message

End Time

AT LADOHESM

7/13/2021, 2:00:31 PM UTC-7

7/13/2021, 2:01:33 PM UTC-7

7/13/2021, 2:00:27 PM UTC-7

7/13/2021, 2:13:38 PM UTC-7

Hide Details

7/13/2021, 2:01:33 PM UTC-7

Successfully prepared active cluster for pause Disaster Recovery System.

View Details

7/13/2021, 2:13:38 PM UTC-7

Successfully prepared standby cluster for pause Disaster Recovery System.

View Details

BAE—BELE L TWAT 4 FRZ Y INRY O RT AEBREIT 51213, ROFIEAFEITLE

—g—o

AT TN A=a—TA4ay (=) 271V v7 L TEIR L EJ[System] > [Disaster Recovery] DJIEIZ 3R L C [Disaster

Recovery] X— T & B E £9,

7 74 /V FTlE, [Monitoring] # 7 NEIRS I, T4 PRAZ Y BNY VAT LD MR URERENET,
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B x72~0msm

Main Site — Recovery Site [/
10.30.199.51 10.30.199.97
Standby Paused Active Paused

Witness Site
10.30.199.158
Paused

AT w72 [Action] T8I T, [Rejoin] 27 VY v LET,
AR UL YA FOTRTCOT—ANHESNDL Z LRI A4 T ol RnERENET,
AT 73 [Continuel] %7 U v 7 L C#AET,

R—=VDOETHIZ, AL A M, UIRNUYA N BLOERY A M2FERT 722 ARG I
I ERTAvE—UREREINET, 2O RAOFEITHIE., FAREIIZBWNT, AL VYA b
U383 A hDAT—H AN [Configuring] (ZFRE SN ET,

Main Site Recovery Site [
10.30.199.51 10.30.199.97
Configuring Standby ® Configuring Active ®

Witness Site
10.30.199.158
Up

Cisco DNA Center CULER X AT N TT5HE, AR PIZEREINTZAAL A B, VAP A B,
BIOEHY A FOAT—F ARNEHENET,
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Main Site Recovery Site (7'
10.30.199.51 10.30.199.97
Standby Active
Witness Site
10.30.199.158
Up

AT w74 [Monitoring] % 7 D4 ERBIZF /R &z A7 — & A3 [Up and Running] (272> CWAH Z & 2R LT, T «
PRL Y ANY AT AP -T2 Z L 2R L E T,

FTAHPREYANY SR T LDEESIE

ORI arTiE, TATRFZ Y IR VAT AEEHTABOFEEFREICOWTHHAL X
7,

N T TEIVETORTEIR

TAPFAZYAN) VAT DENy 77 v TBIOELT BT, WOFTEELTZS
AN

s RN IT 9T VAT EDT 7T 4 THA MPHDBAY Va—LTEET,

s RNV I T YT T 7 A NDETE, T AP ALY DAY BEHCT 5 TOBIRETIIFEITT
XFEHA, ETVRTLEZ—HEILTAIMLERNL Y £9, ZFEMCONTIEZ, [ 2FL40
—HFEl Q211 —=) | ZEBRLTLEEN,

NI T T T AINDETTIEL, VAT LE—RHEILTORNCT 77 4 715729 A T
DHFEITLTLIEEN, Rl T o7 T 7 ANEE T LR, VAT L0V A MNTHESM
THLENHY T, 2Kk, ToFAZ VAR BEBESN, 7774794 bD
T =B DAY N YA bA~OERINBE SN E T, FFIC OV T, [V AT A~DH
2 13 X—=) | EBZRLTIIEEN,

Ny I T T T 7 ANDETIE, VAT ANOMD ) — KL L/3— 3 D CiscoDNA
Center NA VA M=V SN TNWDHT TAH ) — RTORFTTEET,
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FaHREUNNYOEE |
B —rxrroszsoxmETs585E

o Tx— VA —N—=RBRETEHL, BEOARNY I T v T EETOBREBL PRS2 —b
X FHLWT 7T 4 79 A MR ENEYA, BEBRTILERSHD 7,

« B A 235G 1%, Cisco DNA Center ~D#15 TLS #t D TLS N—Y a v &7 v 7
72l N R é”j‘o@ L ET, [Cisco DNA CenterSecurity Best Practices Guide] @
[Change the Minimum TLS Version and Enable RC4-SHA (Not Secure)] b &> 7 Z# &R LT

CEE

FAPFAZ Y DNR) AT LDy 7T v T EBITOFEMIONTIE, Ny 7T v 7 T
(159 =) ZHRLTLIEI,

J—RFEEEFIVSRZORMBICEAT H5EEEE
FUAFRZY HNRY VAT AORREZESTIC, ROWTIEEITTH LT TEERA,
s+l By N7 v T//— RO 1 D% BEEHZ D,
3341 By T v TLODOYA FOTXTD /) — FEBEEHR D,

ZOMERH LT, AT LOBERE (1992—2) THHENTWAFIELZT LT,
VAT AEFHEB LTSN,

BRERICET 5EESEIE
YANRYPA NMZHDT T I7AT LV AIFET DT =X, ROVFT VA THIBRESNET,
T AYPAZ YN VAT LEZYPD Ty N T v T L, VAT LET 7T 47675 &
=,
s U RV A SINBAET 7T 4 7Y A P THHERIZ, VAT Lhx—REIE L, &%
fEEEL T, U ANUY A FELTHBRET S &,

BEfF DT 4 FAZ Y BN VAT LEFHERT D L &%, EOVA NBBIET 77 4 77294
M CHDLIDEMRL, TNEVATLDAAL A FELTEELTLLSEIN, 203, U h
WYY A NOTF—8 (BUET 77 4 T756) Oy 7T w72 ER L, v AT LOFHERD
ANCZDT—H YV AT ADAAL YA MIETTHZ b TEET,

HA ICEA9 & EEIE

T AP RZY N VAT AOEREESTIZ, AL P APV INRYY A FEE—~—F
P IAENLHA Y T AXIEHBTHZ LI TEERA, LERGAEIZ, ROFIEZFTITLF

B
1. VAT LG (199 ~—2) |

2. WMHEDOYA NEHA 7 5 AZITEBRLFT,
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| F+o282UARYDRE
g4 rEEcEtszEsE

3. WREL, TAFRZ VANV E/T 7T 47 LET (T4 P RZ U BN OFFE (190
~=2) W)

YA MEFICHT 2EESE

T 74N RTIE, T4 FRZY ANY AT METHRIFEL TrD, A MIEERRAEL
T2 EEREHL. OWTLOT 7y arEIITLET,

T ITATHA NME LT HE, TN —N"—T e ARRBINET,
« AL NP A FETERI A FOWT NN F T T LHE VAT LMIEOY A
AL LTv—2 L, [Action] fHIIND ¥ A7 ZBlAT HHRE &2 HERIC L £ T,

TR T DRNCH A7 ZBR L LD &35 &, BT TEXRVWEBAZ/RT A vt — U8 [Details]
FIRICR RSN ET,

TAHRZ)AN) AR FOEA

TAYPRZY B ANY AR FBRFEAT H 72 NTIEA (5T D K 9 1 Cisco DNA Center % % i
TEET, TNHOWHAERERB IO TR T4 755 HEIZONTIEL,  [CiscoDNA Center
Platform User Guidel @ ['Work with Event Notifications] ZZMR L T 723, ZOFIEEZET
L 7= 5. [Platform]>[Developer Toolkit]>[Events] 7 — 7 /L C [SYSTEM-DISASTER-RECOVERY]
ARV REHEIRL, Y TR TATLTNWDL I EEHERLET,

Y727 5 A 7. Cisco DNA Center |%, A7 ADIEBAED ARSI 7~ DT IPsec
By a BT LTSI EERTHAEEELET, ZOMAELZEHTLHIC i RO
FlEZEITLET,

1. VAT LO—KpEIE 211 2—) |

2. AAHARNEIIANYYA FOWET, BUEDT AT LAFEHELEEHZ 3, A=a—
TAay (=) 227V v 7 L TEIR L E 3 [System] > [Settings] > [Trust & Privacy] > [System
Certificate] OJIEIZEEIR L £,

3. VAT LA~OFESBM (213 =)

YR— P ERBARY b

WDFEIZ, TAYTAZY DR 4R MERLET, Cisco DNA Center Tl, A X FA3FEA

T5LmEmMmE AR L ET,

DRTLDANILR | ARk WA

AT—RR

OK F 4P REZY HARY AT ADEMESR T, Activate DR (Disaster
Recovery Setup Successful)
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B sx—rznzrror

TA4HFRE2YHN\) DORE

DATLDANLR | ARk WA
OK AA YA NEAIZY I YA h~0DT7 = — |Failover Successful
WA= R=NEHIZET LE LT,
OK AA YA FNOBEENIEFIZSET UE L7z, |Successfully Registered
Main Site
OK U BN YA NOBEENIEFICTE T UE L7z, |Successfully Registered
Recovery Site
OK BEAR A N OOBGEEDNIERICE T LE Lo, Successfully Registered
Witness Site
OK F AP R HNRNY AT ANIEF|IZ—MHE |DR Pause Success
LELE,
OK AR NA P A NEEL TDET, Standby Site Up
OK BEAR Y ROSENEL CUVvE, Witness Site Up
OK F 4P REZY BN AT ADNIEF TR | Unregister Success
BrREAVE LTz,
Degraded AA YA NEARIZY RN YA h~0DT7 =— |Failover Failed
N ==K L E LT,
Degraded AR NA YA NBAEX 7 L TCWWAT-8, |Standby Cluster Down
HENZ = — A — "= I TE £ A,
Degraded B A FINBREX 7 L CWA 7=, HE) |Witness Cluster Down
72— VA=A I TE AL
Degraded F AP R HNRNY AT L —HFE R TX |pause Failure
A,
Degraded BGP L— 7 FA% A KA+ FAVERCLE L | 568 Failure
7o
Degraded VAT KO A N E RS D IPsec kL | IPsec Up
BEEH T
Degraded VAT LADY A N EEGET D IPsec kL R/l | IPsec Down
MEBHEX T LT0ET,
NotOk F AP RAZY HNRY AT AOBREIZHKH L |Activate DR Failure
E L,
NotOk Bi7E [Standby Ready | IRAEIZ & B A M, T « |Activate DR Failure

PRLZY I RY AT KITHBINTE £ A,
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DRATLDANLR (AR b WA
NotOk FUPFREZY INY AT WOBGRRRIZ S |Unregistration Failed
BLE L7

NotOk A A YA FOBGIZRKLE LT, Main Registration Failed

NotOk UBNRY YA FOBREEIZERELE L, Recovery Registration
Failed

NotOk LAY A P OBEICHRR L E L, Witness Registration
Failed

TAHFRARAYANY)RFLDNS TV a—TF 428
WDOEIZ, TATAZ Y AN VAT A TRAETAAREMERNHAMEE T O EZ R L E
IR

\}

GE) T AP ALY D NYEERKRETZ XX A LT 7 b LTEHEAIE, [Retryl]Z2 27 U v 7 L THEER
FEFITLUET, MENHHEINT., TOMIKRPRROFRIZTEEH SN T RWIEETE, Cisco
TAC IZBWEbEL ZE,

R15:TAHYREYANY PR T LOERE

I5—a—~K Ayt—T Y)ya—3ay

SODR10007 Token does not match. UBNRY YA NOBEERRICIRE SN h—7 U,
AA YA NOBERHZER SN h—7 v e —F
LEHA, AA VA FO [Disaster Recovery] >
[Configuration] % 7 C, [Copy Token] %7 U > 7 L
TELWh—27vZar—LET,

SODR10048 Packages (package names) are mandatory |/ AT AZHBEETHENC, VA RSN TWABNRy r—
and not installed on the main site. ‘\/75_’/]) VA l\‘—/l/bi@—o
SODR10056 JLT L AT B YN RBE B A R ORI, A1
VYA RDELWI LT Uy VB AN LD
e LES,
SODR10062 () site is trying to () with invalid | U B /NU ¥4 FBILOEHY A4 N OB X

IP address. Expected is (); actual is ﬂfl)‘/r\/"j‘/l) FOIPT }:1/;(753‘\ )(/I»\/.]j_/]» N7
0 BEFICIRIE S NIZ P 7 RL R & BARY £,

SODR10067 Unable to connect to (recovery or AA YA SBBEL TCWAEZ L AR LET,

witness site).
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SODR10072 All the nodes are not up for (main or|H% A FMD3ED /) — RITRTHBEBHL TWENED
recovery site). MEMER L ET,
SODR10076 High availability should be enabled on |/ RDOFNEZFELIT L T, mal A (HA) ZE%hicLE
(main or recovery) site cluster. —g—o
1. HAZHANCT 2MERHLHA bcu s AL
=7,
2. A=a—TAar (=) 27V v7 LTERL
% J[System] > [Settings] > [System
Configuration] > [High Availability] ®JIEIZ &R L
i‘j‘o
3. [Activate High Availability] 27 V v 7 L7,
SODR10100 (Main or recovery) site has no third |Cisco DNA Center CIRIEFEH L TWAF 74+ /L hD
party certificate. AL A — |7 ¢ AR I S o T, 3
AZDUWTIL,  TCisco DNA Center H—/N—GiEH 3
DEF (91 ~—¥) | ZBRLTIIZE,
SODR10113 Save cluster metadata failed. WEI7e ) A8 FNEOFEITIZHOWTIE, Cisco TAC
WIZBRWEDLELTZEI 0,
SODR10118 Appliance mismatch between main () and| XA P A N UB XYY A NTELNAT S I5A47T
recovery (). AP SN TWES, TAFRZ VAN ZIE
WACHGT 21203, WA OV A FTHRLU 56 7203
1237 7T T7A4T AR LRERH Y £,
SODR10121 Failed to advertise BGP. Reason: (). |ZEHHIZDOWTIL., [BGP/L— 7 RARXX A XA |
BT ORED T TV a—T 4 7 (228 N
V) 1 AZRLTIESN,
SODR10122 Failed to stop BGP advertisement. FEHIZHOWTIE, BGPL— T KRR A XA K
Reason: (). BT OO T TN a—T 4 T (228 —
V) 1 BBRLTIIZEN,
SODR10123 Failed to establish secure connection| Z MORREICXT AR ILH Y T A, Cisco TAC
between main () and () (). ICHE LT, AR — R EZIT T &N,
SODR10124 Cannot ping VIP: (main, recovery, or |ROFIEZFEITLET,

witness site's VIP or IP address).

HELET RLARELWT 2R LET,

« 7 RLABMOT RUANLEERRETH 50>
EDMEMERLET,
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SODR10129 Unable to reach main site. () AA YA MIRESINT-Z X —T7 T 4 ZKIEIP
T RUVAD, VANRTYA b EEHES A b5 H)E
ARETH LN E I D EER LET,

SODR10132 Unable to check IP addresses are on [T L7-EEZVELE T,
the same interface. BEZSVELET,
()

SODR10133 The disaster recovery enterprise VIP |5 4P AKX Y Hh NN AT LDV A FMMEDOBEEIL.
() and the IP addresses () are not :E‘//?**7°:7A/]' X*/ ]\ 7*‘7&:{&@[/&'@—0 )(/l’
configured or reachable via the same YA R EY HNRY A ]‘\0)31/5**70:74/])Zf}i*a\
interface. Clheck tlhe gateway or static P7 F\]/X\ :Fsct()\%ﬁﬁ‘% }\@ij, F\]/Xéi\ -
routes configuration. - N .

VHE—T TR H =T o AN L CRETE
LECTHRENRDHY £T,

ZOTT I, 1 DERIFEHOY A MTRESH
7ZIP 7 RUAMARIP 7 KL AR, @BEICT ¥ —
TIARA L BZ =T A RAUNDA o F—T = A A
EEHLTWAZ EERLET,

SODR10134 The disaster recovery management VIP |5 4P ZAZ U H R L 25 AOEMHFEIPT RL-A
(VIP address) and the IPs (IP {j:‘ fi‘é—‘:@/( ‘/g._jl/( X“C%&ﬁ?ﬂ‘é%\%#&’) 4] i
addresses) are configured/reachable +. ZoOTT—|% %ﬂy 5%5@{&*&1]’7 KLz
via same interface. It should be ﬁ§§ﬁﬁéﬂ(‘b‘f£b‘/{ y&_ji/rx,c{}i‘*gIPT K
configured/reachable via management N s - .
interface. Check the gateway or static VXﬁ‘ﬁEﬁxEéﬂTb\é Ze& j{fﬂ'\‘bi'@‘o
routes' configuration. ,@E.é':ﬁ/]) VH—T A ngﬁbfﬁéﬂfb\f)%ﬁfﬁﬁﬂ P

7 R L AIZ 32§ — R EBIM L ET,

SODR10136 Certificates required to establish [System Certificate] = ([System] > [Settings] >

IPsec session not found. [Trust & Privacy] > [System Certificates] JIE(Z38&R)
MY — P N—=TF (FEAFELHET v 7 r— LT,
Bk FRAAT UE S, RIBENRR L 22WSE1E,
Cisco TAC IZBRIWVEHE L 7ZE 0,

SODR10138 Self-signed certificate is not —
allowed. Upload a third-party
certificate and retry.

SODR10139 Disaster recovery requires first AA YA FREYVIRYY A NZIA VA R—LEN
non-wildcard DNS name to be same in “Cb‘%)"j’*‘ ]\“/\0%7*«4§EEDEJ%W_\ 5‘«“/( —]j-;(g U F N
main and recovery. {} in {} site 1 ‘:/X?-ZA);H@:*E‘H}ZEéﬂfC}DJIJ@DNS%75‘3?)@ i_g;_o
certificate is not same as {} in {} . R — ISP R SR
site certificate. %{%%\@/ZT.&O) DNS%%?HET;—%—HR ks

T A REAFAER L, ZOEHFEEZT GOV A MM

Ty 7r—RLET,

(6= DNSA 2V AL R — RMER ST
RN L EHERLET,
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found in certificate.

SODR10140 Disaster recovery requires at least

one non-wildcard DNS name. No DNS name

AA YA BEYANRY YA NMIA A P—LEN
TWBY— =7 4 GEHET, T4 FAZ Y AN
U AT ADDNS A4 MMEESNTWERA, Cisco
DNA Center TlX, ZODLRIZHEHA LT, VAT 2D
#4Fﬁ%§ﬁ¢émwcb/zw%ﬁﬁbifo

BFEWD T AT LD DNS 4 48T T 5P — K/3—
T A EAAER L., ZOMRAELEZT T OH A
Ty ur—RLET,

G¥) DNSZIZT A R — FAMEH ST
fcﬁl/\ (E%Eﬁﬂ Li—a—o

T NI =7 OR—=F ¥ a =2 7 EERO5M
Rk, AT ATHHT 23 2O% A b3 TH
Bt STV R WAL, Cisco DNA Center TH A
ND AT — % A% [Isolated| \ZFRE L £ 9, Y7V
F 8 FNADSFEITIZ OV T, Cisco TAC (ZERTW
Bt EEN,

— External postgres services does not
exists to check service endpoints.

ROFNEZFETLET,
1. =F7—WRAELELYA Mr A LET,
2. kOa~vy REFITLET,
» Kubectl get sep -A
« kubectl get svc -A | grep external
3. FERDOH )T, external-postgres ZFE L F
¥

4. F1ET DA%, kubectl delete sep
external-postgres -n fusion =~ > F& 3T L F
7

5. LIAMCRM L7z Bz iafiT L £ 7,

— Success with errors.

Tz — VA —N—DMGHETIEXT A P ARAFZ U AN

UL AT AO—FHEIEZIZZ DA v E—UNFRES

NHEEIL. 1 DU OV —E XA TE T T — 0

FBELTICHEPDPOOTHRIENERFICE T LD &

oL TCTWET, iR, [Rejoin] 27 U v 7§

HTET, VAT LEREHTEEST, Zhbox
—IE. TOEEIC XL > TR SN ET,
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Failed.

DA yE—UiE, 12U OV —ERXTEKRRT
T—RELTTDICT 4 T AZ Y N FERK
MLI-ZEERLTCNET, ZOREEL T 7L
Va—T AT THREDIT, ARSI LT A
AFERLAL, B#ETLIZT IR T HI L
EBEIOLET, ZORXvE—URERINTEH,
[Retry]Z 27 U w7 U CTHAEEZHIITLET,

Cannot ping VIP: (VIP address) .

VAT AIREENTWAZ U A —T T AVIPT
RLUANRBERRETH D Z & 2R L ET,

VIP drop-down list is empty.

SATFLADVIPT RLARAL 7S AEZNY 7 RIEL
CHREENTWDHZ L 2R LET,

Cannot perform (disaster recovery
operation) due to ongoing workflow:
BACKUP. Please try again at a later

time.

AT a—VEINTNy 7T v TOEITHICT 4
AZYANVEER NV T—SNE LT, NI T v
TOETHRICEEEZBRITL T ZE N,

The GUI indicates that the standby
site is still down after it has come

back online.

AR UNAY A IR E T LI &EIT, DOV A b
% Cisco DNA Center D] DFBATTTT 4 A X U T
/\) VAT ENLRBECE o e, 2REO

AT HBEBIICBG S NN ERB Y T, D
Fé\%@#4bm%@ﬁm ZRE-TH, GUI TiE
AL TNDbDE LTERRSNET, ZAF N
AP A SWALTF U AET—FRDEETHHZD
VAT LEHREETAHZ L TEERA,

AL UL YA NEETT DL, RO TFIEE E47
L/ij‘o

1. SSHZ 747> T, AX A% A Mn
A4 LET,

2. maglev maintenance disable =~ > K& 547 L C,
YA b2 AT F U AE— FOLEIRSEET,

3. Cisco DNA Center lc 2 7' A > LE1,

4. A=a—TA4ar (=) 27Uy 7 LTERL
% 97[System] > [Disaster Recovery] O JIEIZ 541 L
i j—O

74 KT
b\i‘g—O

5. TAVARZYINY VAT AEBERT LD
2. [Action] i) T [Rejoin] 27 UV v 7 LET,

. [Monitoring] % 7 23 &R 41T
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to check node-port label.

— Multiple services exists for MongoDB

73w 7 2, MongoDB / — RAR— k23— R &
LTABENET, ZOFR— FERE L THERIC
TAHIZIE, kOa~vy REFITLET,

« kubectl get svc --all-namespaces | grep mongodb

 magctl service unexpose mongodb <port-number>

to check node-port label.

— Multiple services exist for Postgres

T3y 7 HIZ, Postgres / — RKAR— kR —E R &
LCABShET, ZOR— FEFEL THERRIC
THIE, kOa~vr REFETLET,

« kubectl get svc --all-namespaces | grep postgres

 magctl service unexpose postgres <port-number>

294 FEFVF VA

2YA FEEIL, TAVARAZV BN VAT AZHD3O0Y A D) b7 L 2006
Frlc 2o o Lina . F2030 A B R—F 0 v a M ENTEHEEITIA L F9, Cisco DNA
Center NS FEIFEREEL TV AICEDLIITHIET D, BLOEITTEILENH D 2—
=77 v a Nl onTiE, MOKRESRLTIZI N,
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EESF UL DRATFLBLV AT —DREE
TFUFL VAT LAD2O0Y A IRE T VAT AE, FEFCTA DA N E
LET, IEEL 9,

BE ZOEENR R LT=GET

by ZOYA NERZ L RT
nrY A R L GERAT D
Ak, FIE3 TERA I TW
HERAIDE AT 5T L%
R

2. ZOVA Mel A LET,

3. A4 b ERZ U RFT YA FELTH
TESH 2 8A1%, [Standalone] 27 U v 7
L. BRENDEATRTRY AT
[Continue] #7 V v 7 LET,

YA b2 RAZ o FT7noYA R LTH)
ESETLSRWERIE. 3. ForL
Z2o0% A FERLET, ROWT
Nz FATLET,

YA NRAT T DEETH
HHAIE. T VA IOVAT L
2D E BB LT S,

CABUNRNAY A N TTA L DFE
FOHAIT. VTV A 4D AT A
La—F—DOxfnE SR LTS
v,

T ITATHA NRATTA L DE
FTHLILGAIE, VT UAS5DUA
ThLa—P—DIREESZR L TL
7ZE0,

YA IR AZ L RTaT—RNZbE, &
AT MIEDT A FOEMEIP T KL A% B#)
BN LE T, 72, Xy NU—T OHY
nbEYa = T EBSTEOI, AEIPT FL
AN—~&T RNZAXLET,
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EESF UL

DATFLBLUVA—H—DREE

CHEVA2: T T 4T A b, AF ALY
A~ BROEHESA ERF T L, 2R
BRCA > T4 TR Y £,

1.

VATEE, TIT AT A NEAK
NA YA Bl ET,

VAT NIT VT 4 T A M ERETL,
A K34 A NI [Standby Ready] K HE
IZAD £,

AT A2 OD VAT AEENG[EE
L=z EmmmanEd,
HERIZHOWTIE, ARV AL LTA
VDEFE=H VT BEERLTLLES
U,

F AP RZY BN OFE (190 ~2—
) .

VFUAI T T AT A N, AZ ALY
A4 b, BLOERY A R F T LET, T
TT AT A NEARZ L NA YA NI T
A VIR ET0, BEHY A NIAT T
DEETT,

VAT NI, TIVT AT A NEARK
NAY A bEBELET,

VAT NIT VT4 7Y A MEETL,
A K34 A i [Standby Ready] IR HE
WA ET,

AT AN 2 ODY AT AEENS[EE
Lz enmmanEd,
Rl OV, AR M ALTA
VOEFE=HA—Y T EBRLTLLES
AN
WDOWT N EFEITLET,
« YA RA T A TR 21,
FAPFRZY BN ORE (190 2—
D) AN ET,

o« VAT LADO—HEIE (211 %—)
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BEELFUAL DRATLBELVA—Y—-DIEE

SFVXA T IT 4 THA B, AZUNRAY| L VAT AET 7T 47 A FEyEELT
A4 b, BEOERY A "B F T LET, 7 MHEITLLET,

TT 4T A REEHRYA MIA T AU
RO ETH, AZ AL MIATTA >
DFEFETT,

2. VAT ALN2ODY AT LAEENGEIE
L=z EmmmsinEd,

eI OWVWTIE, ARV MEALTA
VDEF=H VT BEERLTLLES
A%

3. LWIDOT 7T 47 A MRATA T
BV . [Standby Ready] HREEIZ 72 > 7214
TAPRAZY BN OFRE (1902—)
IZIEVWVE T,

AR NP A ND ) — Ra T 5k
TWHRH D EHM L= mATE. Vb ik
DFNEEFETLET,

1. BEEfH A Mlowa 2o > LT witness
reset 2~ REFETLET,

2. TUT 47 A MTu s AL,
[Standalone] 7 U v 27 L TnbG,
[Continue] #7 V v 7 LE T,

3. AREUNRAY A ND ) —REZHLE
ﬁ—o

4, BEUIY A RBLDRNCER STV 2D
DX HF LA~ 2T 5
BaE, BHRY A oA A =L
(187 =X—) THH N TWDFIE
EEITLET, TNLSNOEEF. K
DAT v SR F T,

5. T4 NRY)ORE (1902—
)
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B oscr— 7 rRs AL BT AED FS TNV —F 10

BEELFUAL DRATLBELVA—Y—-DIEE

FUAS T T 4T HA R, RAZUNALY L VAT ABEIAZ N, YA N ESEEL
A b, BEOEHRY A IRFx D LEST, A FLWT T 474 ME LT LE
B UNA A N EERY A NI T A T R
RO, 77274794 MIF 774 DFF
<7,

2. VAT AM2ODVAT AEENSEIE
Lz enmmanEd,

eIz OV TIR, A XU N A LTA
VDEFE=A VT BEERLTLLES
A%

3. LWIDT 7T 47 A MRATA T
BV . [Standby Ready] HREEIZ 72~ 7214
T4 PFAZY 3 ANY OFRE (190=2—)
WZREVE T,

AL R A ND ) — R Db
BN D LW LA, [N Iick
DFINEZFITLET,

1. BV A Mzwv 7oA > LT witness
reset 2~ REaFETLET,

2. TUT 47 A MTu s AL,
[Standalone] 7 U v 7 LTnb,
[Continue] #7 V v 7 LE T,

3. ABEUANRAY A D) —REZHLE
TO

4, BERLY A RBLDIRNCEH STz
DX HF LA~ 2T 5
BaE, BEYA FOA A —b
(187 ~~—) TSN TV 5 FIR
EFEITLET, ENUANOELER. K
DAT > FITHERHRET,

5. T4 FAZYANYORE (1903—
)

BGP/IL— F 7 ENRA XAV MZBETABRED STV a—Ta4 >
b

BGP/L— K 7 RNRNZ A XA N T —%ZF LI2EGEIE. WOFIEEZFETLTURRE 77
Ny a—T 4T LET,
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BGPL— b7 KA A XA FBIT 2B F5TLva—F >0 [

AT w1 CiscoDNA Center 7 7 AZ 15, BGP vy a v DAT—Z AEWKIELET,

ATy T2

a)

b)

d)

AR " HA LT AT, [Starting BGP advertisement] # A 7 BN IEFIZ5E T LI E ) D EfER L9
([Activate Disaster Recovery System] > [View Details] > [Configure active] > [View Details] DJIEIZEIR)

227 PNRBUTESEIE, REFEATLTHOFIE b IR E S,

1. =7 —AvE—VIRENTODRA N L—ZBB# L TN D0 E D Ml d 5,

2. A N—L—% L Cisco DNA Center D13 8> 57 E D MR T D, BN R WIGE L, Bt

EETLLTOLOLHLWT A FRZYGNY AT LET 7T 4 72T 50, —REIEXIN-BEFED
VAT AEHEERLET,

Cisco DNA Center GUI T, T A4V AZ U IR VAT LD b AR PEFRR L, A = L—F N
BUET V7 4 7InE 20 afER LET,
A LTWDEHEAE, —F OBLENE, Cisco DNA Center 77 7 A X 53 BGP A /N— & L TRE S
NTODENEIMDEMRELET, REINTWRWEESE, 77 AXEFANRN—L LTHREL, #L
WT A PFRZ YN AT LET 7T 4 78T 50, —FHEILSNTBEFEDO L AT L2 FER) L T
HRITLET,
bgpd 3 X O bgpmanager D1 77 7 A N EFRTHITIE, DA~y REFEITLET,

« sudo vim /var/log/quagga/bgpd.log

» magctl service logs -rf bgpmanager | Igl

N7 7y ANEFRRTDHEET, 2T A —URRVNERLET, A vE—URRWEAIE
BGP vy a UNEEL{HELTWDSZ E2RLET,

WD~ F%&3F{T LT, Cisco DNA Center & ZDFHA NR—)L—ZBDOBGP By g v DAT—H X
Z 8 L E T : echo admin-password| sudo VTYSH_PAGER=more -S -i vtysh -c ‘'show ip bgp summary'
a<y KT, FANR—=L—ZDIP T RLRAEMRBELET, FUITORRBIZ, V—F OBERRRREN
0EVARSNTWVWDLZEZMHRLET, ZO%HE, BGPEY Y a BT 77 47 THY | #HUNTHE
BBLTWDZEa/RLET,

TT =Ry E—VIORINTWNDIRAN—L—Z b BGP By a vV DAT—F A BREL £,

a)
b)

c)
d)

show ip bgp summary =~ > KZ34T L £ 7,

o~ RHJIT, Cisco DNA Center 7 7 A% DIRARIP 7 RL AR RBE L ET, R UITORREIZ, 77
AZ DHEHGRREN [0] LV A PSR TWL I EEMRLET, ZO%HEG, BGP Yy a v RNT7 77 «
TTHY, WMUNHREL WD Z L ERLET,

show ip route =~> K& EITLET,

a<w L FOMNEFTL, TAFRZ YIRS AT DT E—TF 4 ZHBIP T KL ANT I
HARXEINTNDENE D EERLET,

e zE VAT LD EZ—T T4 ZFAEIP 7 KL A 10.30.50.101 THHE LET, 2NN
WICFRRENDIEFDIP T FLATHIEEIE. TR A RXENTNWDEZ L 2R LET,
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



