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TEDLEVCTHMERHY T, VAT LAREZWKT DL, ZOETHHINTWDF
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\)

(GE)  Cisco DNA Center DR E (711%/‘&**/\**0)5&%%@%}) DEF|Z SV TIE, Cisco DNA

Center GUI CTIATT Z2MENHV £9, IPT R . B L— K, DNS#—/3—_ maglev +—
P RRT— ROEFIZDOWTIE, CLI 2D sudo maglev-config update 2~ RZfEH LT
FITTELERDH Y 7,

A—HF—70 774 ILDEEE & TIER
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[System 360] % 7'1Z1%, Cisco DNA Center (2R 5 —H CTHOMAIEMNFRENET,

AT TN A=a—TA4ar (=) 271V v27 LT, [System] > [System 360] DJEIZER L £ 7,
RTw T2 [System360] ¥ v 2 R— RT, FRINDHDRDOT—X A M) v 7 iR LET,
[Cluster]

* [Hosts] : Cisco DNA Center 5 A MIBT 2 F#HREZRRLET, BARINDHERICIE, FARDOIPT R
VAL FARTEITSN TS —ERET L5877 — 2 RNEENE T, AR MTIEITEINT
WD —E R T DEEMR T — X 2 FonT 51T, [View Services] V> 7 &7 U v 7 LET,

GE) RARNPT FLADHITIZ, BT =y URFEET, fEDONy DiE, AR FBRIEET
bHZEERLET, READONy VL, FARMREFTRWI 2R LET,
BT SR, ROTEFRNFREINET,
« [Node Status] : / — KD~V ART —Z ANERENET,
S = RV ABRER TRWERIE, AT —F A=Y vEabEd s, P I T a—T 1
7 DI OBEIMERPFRSIET,

s [Services Status] : f—EADNVART —HZ ANFRINET, 1 ODTHLH—EARL T LT
%L AT —H A% [Unhealthy] (2720 E£97,

e [Name] : +—E X4,
s [Appstack] : 7V rr—ra VAKX v U4,

T — g ARy 7. BRES SN —ERAOEATT, ZToRETO—E R, B
RPVEZDEBHEDA LV AX L AZBML, BRNED EHFDOA VAR AT 5, K
FENC A —F TN T 7V r—3 9 7,

* [Health] : Y —ERADAT—H X,
s [Version] : h—EADNN—T 5

*[Tools] : #—EZADA M) v bu /%K RLET, Grafana TH—ERAE=F—V LI TF—F %
FRT DX, Metries] V7% 27 VU v 7 LET, Grafanald, A—7 Y —AD X MY v 7554
BLOAHUELA A — FTF, P—ERE=F—V I TF—F %P5 LT, MEEZ T 7L
Va—T 47T DI ENTEET, Grafana DFEMMIZ- OV TIX, https:/grafana.com/ Z S L T
<&, [Logs] V> 7 %27 Yy r3%E, Kibana TH—E 21 7 RHR R EET, Kibana (%,
F—=T = 2ADGHB IO T Ty N7+ — AT, h—EAR T Zf@M~5Z LT, W
ENTFTTNYa—T 4TI ENRTEET, Kibana OFFMIC DN TIE,
https://www.elastic.co/products/kibana & &M L T 72 &0,

* [High Availability] : HA BWHEZCTT 77 4 7 THLMNE D PRFERSINET,

SR LEEDWH,
|
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BE Cisco DNA Center T HA 2MEBET A 72 DI1Z1X 3 DL EDHR A B3 MLETT,

s [Cluster Tools] : IRDY —WZT 7 EZATEET,
* [ServiceExplorer] : 7 7'V r—a VAZ v 7 BIOEEMIT ORI —ERIZT 7 8ALET,

¢ [Monitoring] : A =72 Y =2 A b U v 7 53473 LOA LA A — R T % Grafana ZfEH L T,
Cisco DNA Center 2 > R —F > NOEBDO K v 2R — RIZT7 27 ALET, [Monitoring] > —/V
A LT, AF Y B IO CPUMMR £ D EE R CiscoDNA Center A bV v 7 Z a4 LUV
Hr L E 9, Grafana OFEHIZ OV CiX, https://grafana.com/ S L T 72 S0,

GEx) < /LT A b Cisco DNA Center B85 Tld, #HED KR A MZ X 5 Grafana 77— ¥ O BB
BTREINET,

* [Log Explorer] : Kibana % L C CiscoDNA Center D7 7 7 4 © T 4 0 J L AT 20 7T 7
A LE7, Kibana (¥ Elasticsearch & 1#H#19 2 L 9 ICF&EF SNz A—7 2 Y — A D55 L O]
b % EITT577 v b7+ —ALT9, [LogExplorer] Y — V&M LT, T 277 47 o
nJBXONV AT A0 SRR LET, Kibana OEMAICH DT EF—Ta v 0 RUT,
[Dashboard] #7 V v 7 L ¥9, &IZ. [SystemOverview] 7 V v 7 LTI X THOV AT LT %
Fr L ¥, Kibana OFERIIZ DUV TiE, https:/www.elastic.co/products/kibana Z 2 L T < 72 &0y,

GE) 77 # )L h Tl&. Cisco DNA Center D _XTHO X 2 7 NANI > TET,
* [Workflow] : k21, K, BREFDOART—F AD~—F 7 %5 ¢e Cisco DNA Center 1 & 7 7 A
NI F X ZRATDFEMIR T T T 4 INVERERET D, V= T7n—E a7 74T 7k

A L%, [Workflow] ™ — /L%l L T, Cisco DNA Center #Z A 7 (25} B FEDLAT 245 L
£,

VAT LERE

* [Software Updates] : 77U 7 —3 3 VEIZV AT LAOFHFD AT — X ANF/RENE T, [View] V
VORIV ITHE BHOFEMPRRINET,

G¥) FHNCIX, TOMICH T — Ny Ut E E9, FREONNy DI, BT E I E RN
HT7varyNEFICET LIEZEERLET, HADONy ViX, EHARERESNS D
ZEERLET,

* [Backups] : ffiD/Nw 7T TDAT =R ANERINET, [View| V7% 27 Vv r35&,
TONY I Ty TOFHMBERRINET,

B, WOARTF D a—NRN I T v T DAT—HAELFRINET (FREFAFVa—1E TN
BN T T o TWIRNZ LR LET)

GX) Ny 7T oL, FORRICT T =Ry UBfr&E £4, OOy i, N 7T v 70
EFIZRET LI EEXALAF LT EEHITRLET, BOONR Y DN, RO T T
TNEFEARAT 2=V INTHWARNWZ EERLET,

« [Application Health] : BEMLIB L O 7o a7 7 0 A OEEERERINE T,
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GE) TN =g COREEMIZIE., FORICH T — Ry UNFFEET, ROy VT, IE
WRT TV = arThHIEERLET, ROONRy L, TV r—va URIER
THRWIEERLET, NTTNVa—T 47T 510, [View| Vo7 %227 v 7 LE
ﬁ—o

SEEREIN-ORT LA
Cisco DNA Center (2 & » THA S TWDIER v 8T =27 = ERICHT DIEFRP RSN ET,
* [Identity Services Engine (ISE) 1: 77 A4~ VB XD # VU CiscoISE h—"—D P 7 KL R & R
T —H A% E&te Cisco ISE X ET — ¥ ##£ /R LET, CiscolSE E#AT 5 K 9 I Cisco DNA Center %
ET DHITIL, [Configure] V7 %227V v 7 LET,
« [IP Address Manager IPAM)] : IP 7 KL A~ R —V ¥ DRET — X LA AT — X A% FRLET, IP
7 RV AR =T % ZRET HITIX, [Configure] V> 7 %7V v 7 LET,
* [vManage] : vManage DX ET — # 3R R SALVE T, vManage Zax £ 9 5 I21%, [Configure] U > 7 & 7
Vw27 LET,
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VATL360 TOY—ERXDIERR
[System 360] % 7'1%, Cisco DNA Center CEITSNTWAT SV r—va v AZ vy 7 Lh—E
2T HFEME A RIE L E T, ZOBREEAL T, HEOCT 7Y r— 3 R —E A
BT A0 N7 TNy a—T 4 v TSI THZ EMTEET, e, 7vaT7o v
ANCRTERH D GAE, NDP T 7V r—va VAX vy 7 LZDaryR—3x2 b h—E2DE
==Y Tl R RITEET,

ATFTYT1 A=a—T A2y (=) 27V v 7 LT, [System] > [System 360] DJIEIZER L £,
AT w T2 [System 360] ¥ 7 @ [Cluster Tools] {5k T, [Service Explorer] 27 V v 7 L %7,
=R FAZEFEEF— AR LT T U 4 ROy ) oG TRRIhET,

« )= RIZH—=YNVERDbEDL L, J— I TAZDOEFEAT =2 ANFRENET, IEFHZ2IRRED
) —RIFABFOET~Y—T7 ENET, BREPRHDL /) — N7 TAZIREATY—7 INET,
o —ERT—TMZIE, /— FICEEMIT 6N TN DT RTO—EARERRINET, v R*—T R
P—b2FT T M) J LI ~v—27 TRENET,
T —NVTYNET A arm I )y 7T hHE P—ERT—TNDOHh—ERET SV r—a R
2y 4, P—EREFHEAT—42 X ([Up]. [Down], F72iF[InProgress]) . E2ix~Rr— NH—
EAMNEIMIHESNT T 4 V2N TEET,

s [Global Search] 7 f —/V RIZH—E AL Z AN L TH—ERAEZRBTEET, - R4%27 VU v F
e, BEMTONTWDS ) — RTH—EAREREINET,
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ATV T3 F—ER%E7 V7 LT, h—ER360 La—%EdhLET, ROFEMBERINET,
* [Name] : —bE 24,
«[Appstack] : T 7V r—va v AKX v I 4,
s [Version] : h—EADNR—T g
s [Health] : V' —EAD AT —HF &,
e [Metrics] : V> 27 %27V v 745 L Grafana DYV —EAE=X U 7T = NERENET,
*[Logs]: V> 27 %27 U > 74 5& Kibana DV —E AR 7 NFRINET,

* [Required Healthy Instances] : IE# 721 A X L ADENF RSN, 31—V R —ERATHLINE D
PR REINET,

* [Instances] : A LV AZ U A% Y v 7D LEEMBRREINET,

ATY T8 T—TMIV A RSN TWDY—ERAZRFET HITIL, [Search] 7 4 —/L RIZH—E AL E AN LET,

x%w75%~er~7w@#~tx%77)7~ya/z&y&% P— b REHIEZ T —% A ([Up]. [Down].
F 721X [InProgress]) . 2L~ R —Y R —EZXNE I NZEDSNTT 4 VHUWBET HITIE, 74 NVET
AarE7 Yy LET,

DRATFLANILADE=A—1) Y

[System Health] ~—3"C|%, Cisco DNA Center 77/ 7 A 7 ADPHH a > R—F > F O EF M
E=F—L, BETLHARMEN O OMBEZEH TEET, ZOREL AT L CTEBRBERE
THEATLHECHONTE, DD My 7 22 L T &N,

Cisco IMC #Z#x D FEAL

[System Health] ~— & H%hZ 9 5121%. Cisco Integrated Management Controller (Cisco IMC)
E DR AN T HAUERHV ET, ZHICKY, TTITA4T7 U AD/N— R0 =7 OIEFEN
WAL SNET, ZhEITOITE, KOFIEEZFEITLET,

Y

GE) T T4 7 AD Cisco IMC Bif5ia% € & A1 T& % D%, SUPER-ADMIN-ROLE #E[R % £
A—PF—DHRTT,

ATv 1 X:n~74’3‘/ (=) #2727 LT, [System] > [Settings] > [System Configuration] > [System Health]
DNEZEIR L E T,

9T AEDET T T7AT 2 ADIP T KL AN [Cisco DNA Center Address] FI1ZF R SN E 7,
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Cisco IMC 5% 7& O il R .

AT 9w F2 CiscoIMC ~Du 7' A ANIWBEREREZFRELET,
a) 77 I7ATVADIPT KL AR 7 U7 LET,

[Edit Cisco DNA Center Server Configuration] 27 A RA A U 3BE £77,
b) ROEWRE AL, [Save] 7 U v 7 LET,
T T TAT L AD Cisco IMC A— MIF L THESNIZIP T FLA,

«CiscoIMC ic 2 7' A T 5D NBERa——4 L2 T — K,

) MEIILUT, ZIAXDMDT FI7A4T L AZONWTZOFIEE#VIELET,

Cisco IMC &€ D HIfR

BEDT 7747 2 A% L TLARTICER E & 7= Cisco IMC B & # HIRd 2121%, RDOF
IE% ST L ¥,

)

GE) INHDORELXHIFRTE 2DlX, SUPER-ADMIN-ROLE #£[R % > —H —DHTd,

ATV A=a—TA4ar (=) 27 U v 7 LT, [System] > [Settings] > [System Configuration] > [System Health
Notifications] DJAIZEIR L £,

AT T2 BEEHIRT DT 7T74 T 2 A2 T, [Actions] 5|0 [Delete] 7A 22> (1) 227U v 7 LET,

ART9T3 W7 a 7 M T, [0k %27V vy 7 LET,

'l

T LA RN MBEROZER

Cisco IMC & O#HGENMENL & 4125 &, Cisco DNA Center (I Cisco IMC 75 A X2 ME#RZULE
L. TOHERERLILDO S AT AR FELTREFELET, ZILLDORMLID A X M
N— NI DAL o THELES L, AT LV A MR P %Téﬂé/XTA4m/bL
MBI N EJ, [CiscoDNA Center Platform User Guidel] ¢ ['Work with Event Notifications
TSN TWAFIRESETTHI EICLY, Znbo@mz, FATREARERONTNT
ZETHZEHLTEET, ZOFIEEZFETTHLEEIE, KOAXRMEFRL T T AT T A
TLTLIEE,

AEREOFHIRD A <2 b
* SYSTEM-CERTIFICATE

* SYSTEM-NODE-CERTIFICATE

« RS NI AMBL AT DDA R |
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* SYSTEM-EXTERNAL-CMX

* SYSTEM-EXTERNAL-IPAM

* SYSTEM-EXTERNAL-ISE-AAA-TRUST
* SYSTEM-EXTERNAL-ISE-PAN-ERS

* SYSTEM-EXTERNAL-ISE-PXGRID

* SYSTEM-EXTERNAL-ITSM

T UYPRZY B NRY VAT LDA X b 1 SYSTEM-DISASTER-RECOVERY
o —fRIR AT DDA RV B

+ SYSTEM-CIMC

+ SYSTEM-CONFIGURATION

« SYSTEM-HARDWARE

« SYSTEM-MANAGED-SERVICES

G¥) ~x—YF¥—vROGA, o —T7[kE (Cisco DNA Center 3
HA R R BT =2 R_R=ZNBHIBRT 2 DIZ 05D 1360
DCT, YF—Y R —EARKE T L THORT 7T 4 727>
A, P—EANETLTESNEZ L2 AT ADEFEMEGUHICK
Mg 2121, Z ORI £,

* SYSTEM-SCALE-LIMITS

A4 R FERIEHR

W DFIZ, Cisco DNA Center 23 AT AIEFMEEH A v —U AR T D & RSN E
FERERAERLET,

HITRA | BT AVAZ VR /N2 Ayt—T

12

FASY  DRT L

CPU CPU <node-hostname>:CPU-1 OK Cisco DNA Center CPU-1 is working

as expected on <node-hostname>

NotOk Cisco DNA Center CPU-1 has failed
on <node-hostname>

= ¢+ — |Cisco DNA Center CPU-1 is disabled
7L on <node-hostname>
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%

A A <node-hostname>:DIMM_A1 Ok Cisco DNA Center RAM DIMM_Al1
is working as expected on
<node-hostname>

NotOk Cisco DNA Center RAM DIMM_Al
has failed on <node-hostname>

> ¢ 227 |Disk <node-hostname>:Disk 1 Ok Cisco DNA Center Disk 2 is working
as expected on <node-hostname>

NotOk Cisco DNA Center Disk 2 has failed
on <node-hostname>

RAID = . | RAIDController <node-hostname>:Controller-1 Ok Cisco DNA Center RAID VD-2 is

f—S working as expected on
<node-hostname>

NotOk Cisco DNA Center RAID VD-2 has
degraded on <node-hostname>

=+ ¢+ — |Cisco DNA Center RAID VD-2 is

T offline on <node-hostname>

VAN NIC <node-hostname> :nic-1 Ok Cisco DNA Center network interfaces

J— A are working as expected

A= NotOk Cisco DNA Center: <x> network

Tz A A interfaces are missing for
<node-hostname>: nic-1

PSU _FAN |PSU <node-hostname> :psu-1 Ok Cisco DNA Center power supply
(PSU-1) is powered on and thermal
condition is normal for
<node-hostname>

NotOk Cisco DNA Center power supply

(PSU-2) is powered off and thermal
condition is critical for
<node-hostname>
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DisasterRecovery

<disaster-recovery-hostname>

* Disaster recovery cluster is up

* Disaster recovery failover
succeeded to <site-name>

Degraded

* Disaster recovery failover
triggered from <site-name> to
site-name

* Disaster recovery failed while
failing over to <site-name>

* Disaster recovery standby cluster
on <site-name> is down; cannot
failover

* Disaster recovery witness is
down; cannot failover

* Disaster recovery replication
halted; recovery point objective
will be impacted

* Disaster recovery pause failed

* Disaster recovery route
advertisement failed

* Disaster recovery IPSec
communication failed

NotOk

* Disaster recovery configuration
failed

* Disaster recovery failed to rejoin
the standby system

AN
7 F— A
P—r 2

ManagedServices

<hostname>:<name>

OK

Managed Service <service-name> is
Running

NOTOK

Managed Service <service-name> is
Interrupted
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A4
A 4r— L | wired concurrent clients | <hostname>:<name> OK OK
il B NOTOK The number of concurrent wired clients
exceeded 26250 (105% of limit)
DEGRADED | The number of concurrent wired clients
exceeded 21250 (85% of limit)
EEN The number of concurrent wired clients
exceeded 18750 (75% of limit)
wireless_concurrent clients | <hostname>:<name> OK OK
NOTOK The number of concurrent wireless
clients exceeded 18750 (75% of limit)
DEGRADED | The number of concurrent wireless
clients exceeded 21250 (85% of limit)
TEE The number of concurrent wireless
clients exceeded 18750 (75% of limit)
wired_devices <hostname>:<name> OK OK
NOTOK The number of wired devices exceeded
1050 (105% of limit)
DEGRADED | The number of wired devices exceeded
850 (85% of limit)
R The number of wired Devices exceeded
750 (75% of limit)
wireless_devices <hostname>:<name> OK OK
NOTOK The number of wireless devices
exceeded 3800 (105% of limit)
DEGRADED | The number of wireless devices
exceeded 3400 (85% of limit)
EE\ The number of wireless devices
exceeded 3000 (75% of limit)
interfaces <hostname>:<name> OK OK
NOTOK The number of interfaces exceeded
1140000000 (95% of limit)
DEGRADED | The number of interfaces exceeded
1020000000 (85% of limit)
HEEN The number of interfaces exceeded
900000000 (75% of limit)
ippools <hostname>:<name> OK OK
NOTOK
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A
The number of IP pools exceeded
47500 (95% of limit)
DEGRADED | The number of IP pools exceeded
42500 (85% of limit)
R\ The number of IP pools exceeded
37500 (75% of limit)
netflows <hostname>:<name> OK OK
NOTOK | The number of Netflows exceeded
37500 (75% of limit)
DEGRADED | The number of Netflows exceeded xxx
(x% of limit)
EE\ The number of Netflows exceeded yyy
(y% of limit)
physical ports <hostname>:<name> OK OK
NOTOK | The number of physical ports exceeded
50400 (95% of limit)
DEGRADED | The number of physical ports exceeded
40800 (85% of limit)
HEEN The number of physical ports exceeded
36000 (75% of limit)
policy <hostname>:<name> OK OK
NOTOK | The number of policies exceeded
23750 (95% of limit)
DEGRADED | The number of policies exceeded
21250 (85% of limit)
HEE\ The number of policies exceeded
18750 (75% of limit)
security group <hostname>:<name> OK OK
NOTOK | The number of security groups
exceeded 3800 (95% of limit)
DEGRADED | The number of security groups
exceeded 3400 (85% of limit)
EE The number of security groups
exceeded 3000 (75% of limit)
sites <hostname>:<name> OK OK
NOTOK | The number of sites exceeded 475

(95% of limit)
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HITRA |25 AR VA N Ayt—o
1>
DEGRADED | The number of sites exceeded 425
(85% of limit)
R\ The number of sites exceeded 375
(75% of limit)
transient clients <hostname>:<name> OK OK
NOTOK The number of transient clients
exceeded 71250 (95% of limit)
DEGRADED | The number of transient clients
exceeded 63750 (85% of limit)
EE\ The number of transient clients
exceeded 56250 (75% of limit)
VAT Upgrade <hostname>:<name> OK Successfully finished downloading
YT package <package-name> with version
T Iy <package-version>
L—F NOTOK | Catalog package download failed for
< package-name>
Ny 7 Backup <hostname>:<name> OK Successfully completed backup
Ty NOTOK | Failed to backup
Restore Restore <hostname>:<name> OK Successfully restored
NOTOK | Failed to restore configuration
RAA Y
ISE ISE_ERS <Cisco-|SE-hostname> Success ISE AAA trust establishment
succeeded for ISE server
<|SE-server-details>
Failed ISE AAA trust establishment failed for
ISE server <|SE-server-details>
FAALY  #E
IPAM IPAM <|PAM-hostname> Ok IPAM connection to Cisco DNA
Center established. IPAM
<IPAM-IP-address>.
Critical IPAM connection to Cisco DNA
Center offline. IPAM
<IPAM-IP-address>.
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A4
ISE ISE_ AAA < Cisco-1 SE-hostname> T T ISE AAA trust establishment
succeeded for ISE server. ISE
<|SE-IP-address>
-y A4 ISE AAA trust establishment failed for
ISE server. ISE <ISE-IP-address>
CMX CMX <CMX-hostname> saviceAvalible | CMX connection to Cisco DNA Center
offline. CMX < CMX-IP-address>.
saviNtAvaltE | CMX connection to Cisco DNA Center
offline. CMX <CMX-IP-address>.
ITSM ITSM <ITSM-hostname> T ITSM connection to Cisco DNA Center
offline. ITSM <ITSM-IP-address>.
Ay A4 ITSM connection to Cisco DNA

Center offline. ITSM
<ITSM-IP-address>.

DATLEEEHRT—ILES
%5 2 % Cisco DNA Center 7 77 A 7 > AIZiE, RONR—2 3 o Nb 0 9,

B O ATLBEEOHEMK

44 AT T TITAT R

A a Bl % 5 DN2-HW-APL

44 a7 FuE—ar T TFIAT AR 2B BE S DN2-HW-APL-U

$ 56 2T T STAT A AR E DN2-HW-APL-L

5627 FuE—ary T IIAT A A EE DN2-HW-APL-L-U

N2 aATTFIAT A A B RE DN2-HW-APL-XL

cl2 a7 FuF—ary T FIAT A AN &R DN2-HW-APL-XL-U

VAT IAANNVAIZEY DT T IAT VANEZH — S, ROBIRENTWD R Y
N —7 aR—2 2 bFED LEWVMEEZBZ D 7-N@MmNERENEd, Ekansi@m
FOMENEN T, HESHIZLEVVED S —t T =2k o THRA D £,

e LEVMHED T5% Bz H L.
e LEVMED 85% ZiZ 5 &

ik (P3) WAINERSNET,
iy (P2) WHINERSNET,

s LEVMED 95% ZilEA D L. 7 VT 4 (P1) WHIDERSNET,

)

GE)

TRTCOT I ITAT A (ZA IR <) 122V T 1,000,000 D@ FN N ER v 7 IR FF
S, 1 EMRGEESNET,




| vRFLEEOHERK

FTINCL-BLETN |

FYRI—=YAVKR—RV N MBATTITZATUR 56377 TSAT R Ma777347R
BT g4 2 (L—&_ 2 1,000 2,000 5,000
AvF, AZv 7 BLOY

AL A2z ha—)

TA YL AFNAL A (7 27+ 4,000 6,000 18,000
ARA PBLUEY—)

SRy N R — R | 48,000 192,000 480,000
AL T O o 2 — 7 = | 1,200,000 1,200,000 1,200,000
A A

HHE7S5A4T7 v (R 25,000 40,000 40,000
TAXY VAT ZA4 Tk ([A|25,000 40,000 60,000
IRF)

—WR T TA T v b 75,000 120,000 250,000
F A R 500 1,000 2,000
715 NetFlow 27,500 60,000 120,000
IP /—)L 50,000 100,000 100,000
R —= U v 7 ZH A A 25,000 25,000 25,000

AT LR RAVORT

[System Health] 7 ¢ & K7D hARm i, F v bV — 7 [ZHHE 47z Cisco DNA Center 7 7
TAT U AEHERL AT I (Cisco Connected Mobile Experiences (Cisco CMX) = Cisco Identity
ServicesEngine 72 &) %7 77 4 v VA TERTEZET (CiscolSE) , ZDX—V D, Ry
=27 FOMERH D 2 R—3 0 NREEVDMLER I VAR =3 TR ETEE
To ZOR=VIETTIAT VRSBV AT LOT —F WY AL, FTUURO by
7 Tt 22 A7 Z5ET T H0ENHY £,

« Cisco IMC #£5i DT (6 ~X—2)
« VAT LAY MBHOBRE (T —)
ZDOR—TEFIRT HITIEL, Cisco DNA Center GUI T [Menu] 74 2> (=) 227 U7 L,

[System] > [System Health] DNEIZIEIR L E 7, AR TOTF—ZL30 BB TR—U 7 &
NET, LT —22%ET25E, 2074 MAn ICHBMICKBRILET,

ROFITEBE LTI ZE 0N,

vzx7ogEnss Il



SRTLEEDER |
B 775 7 zenmor7L0mMED ST -T2

» Cisco DNA Center (X IPv6 V7R — T B L 51270 F Lz, IPv6 AT/ ->TWNWB Y
FARERRTHE, PR IE, FOIVTAIDOT L E—T T4 ZBIP T KL A
BT 2ROER TR RRINET,

e[Pre] 74—V R :16 By hDF LT 4 v A

«[GID] 7 4 —/V F :32 By hDZ m—s3L ID

[Subnet] 7 4 —/L K : 16 B OV T x v ME
JGARDTU R —TFA RFEIP T RLADKEVIL, 7 FAZDO MR T AL aro
FTNARFICER S ET,

s IPV6 XU D 7 T A XX, 1LY IPv6 KHEDIMNT T AT DD I, $e L CT — ¥ & B
THZENTEET,

RSN TWABT T4 T U AETNINE S AT 22, ARHABRSAERE STV AHEERE
WA LVAR—LENTWAESTFIC, FEBYTROZ ERETFEINET,

AEBAEAY 90 B ANICHIBEINIC 725 X D ICRRES N TV DA, hARn VISR
FRENET,

SEBAEAN 30 H INICHIRRGIIIC 72 A L9 IR E SN TWAEAIE., MR dlces—
MNERINTHE~OEENE S NET,

3

C VAT AANNVAFIAN— R =T AT I TR F oy 7 EEMICEITL, BRI
TWBT T T, T 2 AETIINE Y AT LR/ IMERREM: 2572 L TR WIEEIT I,
FOZEHERLET, 22, RSN TWAIREBRI A TICEHL TS FRIL—F v
VaEXRALRY VRERESN TGS, VAT ANVRT MR YA TH LT,
FOZEERLET,

s EBRBERECT 4 P AX U BN BIEFITHIEL TWDEE, VAT ANLVRE, ALY
YA FEVBRYY A FOWIFDOT FT7A4T 2 AT HA— R T = TIEFRARMEL £
T, LUENE, AA YA DT FI7A4 T AZEHLTOR, ~N— K7 = TIEFRN RS
TWE L7,

TFITGATIORENER AT LOBED S IV a—T429
VAT AEEEO AR POBEE TR, BEMNLERXy hU—J arR—3x " RH DY
B BRI OW T A T A 2y, BERREEICOWTE® T/ a Ly TRENNET, =
VIR— Y MCHETAMBEDO NN a—T 4 RGBT AL, 2V R—R 2 D R
DT A AN —INEEDEET, Ry T o 7F v RUREE . ROFHRNETRIN
ij—o
HEPIRHEINTHEE R T YA DAX T,
e CiscoDNA Center 7 77 A T 2 AZA VA F—=LENTUWAB CiscoIMC 7 7 — AT =T D
N=2gy (TTIATVADKRYTT 7T 400 RUDEE) |

« [IRE O fifi L 20 A2

B O ATLBEEOHEMK
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SEBL R T LOESEICET 2RE0 FS5TLva—F oy [

cMEOBEOREE-IIETT ¢ (EXRE)
cBEICEET D RAL LV, BT RAL Y, BEORIPT RLAFEiInr— a3,

B SIVTANR Y AT AZREN & 5 BhE Y — X —723 3 DL k& 5855 X° Cisco DNA Center 7
TIAT ALME RS HN— Ry =T a L R—3 2 R3O EH LA, £ DI
AT NEINIT T IAT VAORy TT v 70 4 RUZ< &, [MoreDetails] U o 7 23R
ENFET, Vo227V I TDHERATA KA UL UDBRE, YT —"—Fidar
K= FDOYAMRERENET, TRAODOHEHEAD >l 227 Vv 7 LTy b ZERT
52 LT, FFEOHEHOEREMR TEET,

N RTLOEGICET ABED CS TN oa—Ta 07T

ATy T

ATy T2

ATv73
ATv74

ATy TH
ATvT6

Cisco DNA Center NHAEANT TV AT b EBE TERWEAIE, ROTFIEEZEITLTEDOV AT
Lk ping L, BIECERVWEHBE T TV a—TFT 47 LET,

1R BRI

ZOFRIEEFE T I HEIZ, WOBEEZFEITLET,

o WtdtEER Ny r— % A A =L LET, [Cisco DNA Center Administrator Guide] @
[Download and Install Packages and Updates] 2 L T 72 X0,

o BT BE~ D E X ADMERE B >u — L2 ERR L., ZOFIEE2FE(TTH2—HF—|2F
D —%EE Y Y TEJ, [Create aUser Role] 7 o« V' — R TZD/IRT A —X|ZT 7 AT
5121%, [Define the Access] “— 3 ® [System] 1T & BB L £7, Mo\ TiL, [Cisco
DNA Center Administrator Guide] @ [Configure Role-Based Access Control] % ZME 1L T 72
Sy,

[System Health] 7 1 > R @4 EER45372 5, [Tools] > [Network Ping] % i#4R L T [Ping Device] 7 «f & K7
ZhE £,

7 4> R7Zi%. Cisco DNA Center WE/AEFEI L TWATRTOT N, AN—EERENET,

B [ FEM: A 7 — # A3 [Reachable] TH DT A ADA T a L R& %27 U2 L, [Troubleshoot] V >
J&E7 Vv LET,

[Reasoner Inputs] "> 77 v 7w ¢ > RN & £,

[Target IP Address] 7 4 —/L RIZ, Bl TERUVINBV AT LADIP T RLAZ AT LET,
[Run Machine Reasoning] %7 U v 7 L &7,

Cisco DNA Center TN AT L& ping T &, XA TR TRy 7 ZARFRINET,
[View Details] & 7 UV v 27 LT, ping WA L7z E I NEMHRLET,

ping SRR L7 35A13. [View Relevant Activities] U 7 % 7 U 27 LT [Activity Details] A 7 A KA A
Y EPIE, [View Details] 74 2> %227V v 7 LET,

vzx7ogEnss Il
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SRTLEEDER |
B szv-—rosm

[Device Command Output] " 77 v 77 ¢ RUNREHE | SMBU AT AMZBETER2VWEKRE LTELXDL
NAONENR—ERRINET,

BRIEY—ILDER
FRFEEY — /LT, CiscoDNA Center 7 7T A T 2 A n— R = 7 LG ST 27 A O
FETAML, *v NT—JICERREELY 52 DRNCHUT H2MLERNS HHEEZ/HE L F
T BEE7 2B AT, ROX I REHDOT = v 7 P ThIVET,

« ciscoconnectdna.com ~DIEFHERE (VAT LABI O A —VOEFE2 Ao a— K15
7=%) .

« WIBRY) L OFERAE O A 1,

T TITAT U AN=RU 2T &Ry 7 R —E ZADHAEDIREE,

c AT —LFEEDLEVEEABZT Ry NU—7 a3 R—x b,
WEEY — T 78 AT 51213, ROFEEZFEITLET,

1 A==a—TA4=zr (=) 27U v LT, [System] >[System Health] 2~ U » 7 L T\
[System Health] ~— B & £,

2. [Tools] Kv w7 &7 X ==a—7> 5, [Validation Tool] Z 3R L £,

BRIV —ILR—DDH%E
[Validation Tool] ~=— Y OWNEFIL, LARNZTE T LI-MRAELELICBET 2 EMA H D50 E I ic k-
TH7p Y F£9°, Cisco DNA CenterfF N 72 W E . X— koD L 57y £,

= Cisco DNA Cente System . System Health . Validation Tool

No Validation Runs Available

Use the "New Validation Run" button below to schedule a new Validation Run

New Validation Run

Cisco DNA Center (ZFRRAFLERIZBET HERN H H5E. X—TIFKRO L H 12720 £9,

B O ATLBEEOHEMK
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giv—n~<—soBy |

= Cisco DNA Center System - System Health - Validation Tool @ G

fealth > Validation To

ol

Validation Runs (7) As of: Jun 25, 2021 2:17 PM @

@ Q search Tabi

® ®
© Add
0 Name Description Selected Set(s) Status Start Time ~ Duration Actions
O w upgrade Success Jun 25, 2021 1:57 PM 104 ms w St @
(] 6 upgrade Success Jun 25, 2021 1:30 PM 104 ms
(m} 5 upgrade Failed Jun 25, 2021 12:42 PM 115ms
@ O upgrade Success Jun 25, 2021 5:00 AM 135 ms
(] 3 upgrade Failed Jun 25, 2021 3:51 AM 274 ms
(] upgrade Failed Jun 25, 2021 3:43 AM 1 secon d(s)
O upgrade Partial Success Jun 25, 2021 2:57 AM 5 second(s)
o

WDFIZ, [Validation Tool] X— U ZHEpk T2 2> R —F% 2 b & MEELEIZEE T 5 1H W23 F]

HATBEZR 6 ORRE A R L £ 7,

5| EH | &REA

L#R

1 [SearchTable] 7 4 —/V K : ZDON—UIZY A STV O MGEEAEEE 7 4 L2 )
T D7D DRBILTFINEATILET,

2 [Add] "% > : 7 U v 7 LT [New Validation Run] A7 A KA A U ZB&, HL
VLEROD 7o OIZL BB E A AT L E T, FERIC DWW T, MREELER DB (20
N—=) EZRLTIEEN,

3 [Validation Runs] 7— 7 /L : LARZSE T L7EMGEALEE R Y A hsivEd, 207 —
T, BT E o4, EHATRERMRGEEE v b SET AT — & X EOMEF#A
FERINET, ROFITEE LT EEN,

« 774V DT, ABTBRAGIREZIRIC R DAL, BB OSBRI A b &
ET,
» BUEE(TH O~ TOMIITH LTI, B e & RRSNET,

4 [Delete] R ¥ > BGEAERDF = v IV Ry 7 A% AN LTREETCZORSF %0
Vo 73 56&, MENHIFRINET, WKIZ[Warning] ¥4 7 1 7R » 7 A T[OK] %
7 Vw7 LT, HIRRZfEELET,

GE) HETHOMETHIFRTE /A,

5 [View Status] U 7 : FrE OB OFEM A KRR L E T, FEMICOWTIEL, FRakLst
DFFOFER (20 =) 22 LT ZX0,

6 [Refresh| RZ > 1 7V w7 F 5L, ZON—JICERENTOAIERNEFT SN E
R

vzx7ogEnss Il
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RELALIE D Bt
MAEAEE 2 PR 21213, LT OFIRZFATLET,

\}

GE)  —FEIZETTE LML DT T, MEELEN T TITEITTOLEIE, BT 25ETHo
T, WO EZBRGT HLERH Y £7,

AT w71 [Validation Runs] 7 — 7 VN ER SN D0 E D M2t U T, [Validation Tool] 7 « & K7 TIROWT %
FATLET,

o T NABERRINRWIGEIL, DETORGELE D HIBR SV TW D0, BEELBENE 725 T LTV
WZ L AEEBRLET, [New ValidationRun] #7 UV v 7 LET,

* [Validation Runs] 7 — 7 VA RERENTZH, [Add| 227V v 27 LET,
[New Validation Run] A F A KA XA VB E F97,
AT w72 [Name] 7 4 —/b RIT, BEELEEOLAFTZ AT LET,
AT HARNE—ET, BEFOLZHEH L TIEI WV, FEECFIIMEHTE EEA,
ATv T3 (EE) [Description] 7 4 —/L RiZ, ZHh 5B 2 MGEAFRICEET 2@ EARFHE AN LET,
ABEROR 250 CFE TANTEET,
AT 74 [Validation Set(s) Selection] = U 7 T, FEITT DMty NOF = v IRy 7 A% 4 I LET,
Rkt v FERRILL T, ETT5F =y 7 2R R TEET,
ATY 75 [Run] %27V v7 LET,

WRAEALEL D FEM D 2R

[Validation Run Details] 2 7 A A A 36 BIR LB TIATONZTF =y 7, T
JDSETAT—H2 A, Hifl, BLOEOMOBEFHREZERRTEET,

em Health > Vaiidation Tool - .
Validation Run Details s
Validation Runs (28)
Name: TEST_5185
s Description: DESCRIPTION_5185
R Status: Partial Success
TE e
@ add i) Delete 1 Selected Result - 0 Copy
B nome Deseription v &\ UPGRADE VALIDATION SET
SSSSSS B o s Warning © railed ® o

TEST_5185 DESCRIPTION_5185

Q  Search Table Y%
O  TesT_s76s DESCRIPTION_3768

Validation Status Duration Message
O  TEsT_1478 DESCRIPTION_1478

Validating maglev parent parentGatalogSener

It 12

O TEST_1422 DESCRIPTION_ 1422 f\j;;i;::z’;;“”gs @ success ms https://www.wrong.com:443 configured
(] TEST_8325 DESCRIPTION_8325 .

Validating maglev parent ParentCatalogServerRepository NOT

catalog server repository Warning 9ms configured
O  TEST_5288 DESCRIPTION_5288 settings [VERSION 1.0.90]

B O ATLBEEOHEMK |
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witty roEg ]

I TIIROBIELETTE £,
* [SearchTable] 7 ¢ —/L NIZ, RSN DEWME T 4 V2V 7T 5720 DRRFELTH %2 N
HILET,
s[Export] 27 Vw7 LT, ZOXAL L ONEZE json7 7 A /L& LTHYrrm—RLET,

s [Copyl 7 U7 LT, ZDO_A VONFEat—LET,

WEEt v FOEH
FiFEt » FiZ. CiscoDNA Center 7 v 727 L— R+ AN CEHTAHLENLY 4. HEE
o NEFEICEHTINENDIGAIE. WOTFIEEZEITLET,

AT TN A=a—TA4ar (=) 271V w27 LT, [System] > [Settings] > [System Configuration] > [System Health]
DIEICEIR L F T,

=Q  Search Settings Settings / System Configuration
Authentication Tokens Syste m H ea |th
lleliy A ieall ey CIMC Configuration Validation Catalog
vManage

Update Cisco DNA Center with most recent Validation Catalog
IP Address Manager

DNA Spaces/CMX Servers @ Download Latest |, Import

Machine Reasoning Engine
v Validation Set Versions

System Configuration \2
Upgrade Validation Set Version 1.0.90

Debugging Logs

I System Health

AT w 72 [Validation Catalog] ¥ 7% 27 UV v 7 LE7,
ATy 73 [DownloadLatest| 2 U v 7 LT, HARERKHOMFAEL Yy hon—hlav—&2 Xy u—RFLET,
AT w78 WFEE » b % Cisco DNA Center |24 > AR— F LE 7,

a) [Import] #7 V v 2 L. [Import Validation Set] Z A 7 1 7R v 7 A&&£7,

| vzx7ogEnss Il
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. System Analyzer *V — )L D&

Import Validation Set

@

Choose a file or drag and drop to upload.

Cancel

b) KOWTNNEFATLET,
*[Chooseafile] V27 %27 Uy 27 LT, £ VAR —FT5 tar 7 7 A VBB LT,
cHWY)7R tar Ty ANET AT by TIPBIRHRRINICHEIKIC R T v ST U R ey S LET,

¢) [MvAR—k (mport)] 27V w27 LET,

System Analyzer *V— )LD {E

NI TN a—T ¢4 BB RIEN A LTc %A 1X, System Analyzer Y — /L Z{HH L CTr
TIT 7 ANERETEET, VAT AL~ vDr s 77’/1'/1/ \ZHNZ T, CiscoSD-Access &~ 7
MY =7 A4 A—VEH (SWIM) IZEADOB Y 7 7 A VERGTEZ £9, [System Analyzer] > —
JZT 7B AT 5120%, ROFIEEFETLET,
1l A=a—TAar%27Yv7 L, [System]>[System Health|DJIEIZ3IR L T [System Health]
V4 RUEHEET,

2. [Tools] Ka v 7*Z 7 A =a—/5, [System Analyzer] Z 3R L £,

OV VEEHATHENI, RORITEE LTI EEN,

cHHEFE P —DHN, VAT LR OFETERIB L, RO Ty ANV EX T o m—
KL, SET LEESTERHIBRCEX £9, T XTO2—H—L, 3R L7237 [System Analysis
Details] A7 A KA XA U EHWTERTEET,

« System Analyzer ¥ —/LCi, Cisco DNA Center @ GlusterFS 7 7 A /L3 X7 AIZ 5GB @
T4 A REDLETT,

* Cisco DNA Center 1%, 5GB £7213i8 53 7 HO DOV AT LG EITOWT v W%
BIELET,

B O ATLBEEOHEMK
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[System Analyzerl R—C %+ E4S— T 3 .

c WNPTNAD A R L —HIFRIZET D L. Cisco DNA Center |7 WVE 72 1 H 1 [FIHIBELE
T, Flo. HLWEITRBBEINDEIC. HWETLHIBRESNET,

A ST ANERII N T TN Y 2 —TF 4 DRSO T D VAT AT EITOT —
HIINw 77 v T INEREA,

s HA XN/ > TV B R TIX, EITOEITHICV AT A~V A —EARK T LTz
BB, VAT ANV ANEHEOEE) L RICETEAERTALERNDH Y 9,

e T AT RAF YN INEN o CHDEETIE, EI7T5—ZET 4P AX U BN R
TEADYA FPRIRIZLV TV r— b ENFETA, VATEADT I T 4TV A MEAX LA
A M, MEOETEEAREELET,

[System Analyzer] R—C % FEX— T 5

[System Analyzer] ~~— D% L, Cisco DNA Center (ZLARTIZSE T L7ZALBIZ BT 2 1 #®A &
HINEIINTE - TR 3, HERPRLNGE, X—VIFROX TR T,
= Cisco DNA Center System - System Health - System Analyzer ® @

System Health > System Analyzer

No System Analysis Sets Available

Use the " New System Analyzer Run" button below to schedule a new System Analysis

New System Analyzer Run

Cisco DNA Center (ZALERIZBAT D EHNHH5H. X—TFKRO L 512720 £9,

System Health > System Analyzer

System Analyzer Runs (3) As of: Nov 1, 2021 3:33 PM ‘ @
(1) Q Search Table Y

o@m 0 Selected

O Name Description Type Status Start Time ~ Duration Actions

O sar3 System data System (] Nov 1, 2021 3:21:00 PM 11 mins 57 = Details ()
® secs

O sar2 SWIM data SWIM (] Nov 1, 2021 3:20:39 PM 7 mins 7 secs = Details

O sar Cisco SD-Access data SDA (] Nov 1, 2021 3:20:15 PM ;’2;”5 34 = Details

1-3 < @ >

RDOFEIZ, [System Analyzer] ~— VT 0 3 o AR—x 0 b & WBEITET D B8RO A
RERGEOEEZ RLET,

| vzx7ogEnss Il
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. System Analyzer JLIE (D B4

SIEH LR | 5ieA

1 [SearchTable] 7 4 —/L K : ZDOX—=UIZU A RSN TWHRE AT 4 VB2 ) T
T RHIZDDRB LTI EANTILET,

2 [Add] R¥ > : 7 U w7 LT [New System Analyzer Run] A7 A KA XA > %
X, WBEOT=OIZERREE NS LET, FEMIZ- OV TIL, System Analyzer L
HoOBE 24 —2) 2ZRLTIEIN,

3 [System Analyzer Runs] 7 — 7 /L : BUEHEITH E 7 IXLRNCSE T LW %2 U X K
LEd, MBLZ L2, 481, B# T 5 CiscoDNA Center 2 > AR —F > b, LB D
SETITIo o 72 EDIEHRNB T — T VIR RS NVET,

ROFITEE LTI ES 0,

« 77V TR, ERITBHAARFZINEIZ AT R S 31, Boft OLBE eI Y A R
ShET,

BT R OT R TOMBICK LTk, BT P et FHranEd,

4 [Delete] RZ > : MLEEDF = v 7R v 7 A% A A2 LI2IREE T, [Delete] 27 V
7 LCHIBRL £7

() EATH ORBIHIFRTE £ A,

5 [Details] U > 7 : FFE DB OFEMZ R LE T, FEMIZ OV TIX, System
Analyzer LB OGO R R (25 X—) ZZML T E I,

6 [Refresh| R > : 7 ) w4 5L, ZOR=VICERENTODIERNERHR SN
EJc AN

System Analyzer JLEE 0D Bfith
System Analyzer 2L A AR 5 1TI%, IROFIEAZEITL £

AT 71 [System Analyzer Runs] 7 — 7 VIR F/R STV D0 E 9 TG LT, [System Analyzer] ~<— TR DOWNT
NWinZEFETLET,

« T ANRERRINBWVIGET, UETOLEAHIFRS A TND ), WP ELZETLTWRNI &%
s~ L %9, [New System AnalyzerRun] %27 V v 7 L ¥7,

* [System Analyzer Runs] 7 — 7 /L3 FRn e b, [Add] %7 U v 7 LET,
[New System Analyzer Run] 27 A KA A U3 E E T,

RTw T2 [Name] 7 4 —/V N2, WEROLFTEZ AT LET,
ANTHARNE—ET, BEFOLZHEHL T EI W, BRI FIIFEHTE EEA,

AT w73 [Description] 7 1 —/L FiZ, ZHbBHAET 50T 2 EARHAZ AN LET,

B O ATLBEEOHEMK
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System Analyzer SLIE DD R T .

AR K 250 LFE TANTE ET,

ATv T4 (X7 a ) [Notes] 7 4 —/b RiZ, WERIZHEET 2:80MEHR (k250 XF) #ALET,

AT 75 [Select a System Analyzer torun] = U 7 C, B2 7 7 A )L ZHf3+9 % Cisco DNA Center 2 > /R—FR > kD
CHARE L ET Y T LET,

ATv 76 [Run]Z7 V27 LET,

System Analyzer ILEE D FER D Fr

[System Analysis Details] A 7 A KA XA Vinh, G LTEwn 77 7 A NVOEH T 7 A VA
AR % Cisco DNA Center = AR — R ¥ M & IR L72EATICBT 2 B A £ =T
XFET, FTHICHENBE LT 7 7 A VB REETE £,

System Health > System Analyzer . .
System Analysis Details X
System Analyzer Runs (3)
Name: sar3
Q  Search Table Description: System data
Notes:
Type: System
Add 0 Selected
° Fiseie Overall Status: @ success
Start Time: Mon Nov 01 2021 15:21:00 GMT-0700 (Pacific Daylight Time)
O Name Description| o o 11 mins 57 secs
File Size: 50.25 MB
O sar3 System datal
Event Details: 4 Download
0O sar2 SWIM data @ Ssuccess Warning @ Emor @ In Progress
Search Table
O sarl Cisco SD-A Q - v
Event Status Duration Message
 sar3 log collection (] 5 mins 11 secs Log Collection Task Executed Successfully
Q 0 secs Collected logs for default
o 0 secs Collected logs for dms
(] 2 mins 3 secs Collected logs for fusion

I TCIEIROBIELEITTEET,

* [Search Table] 7 4 —/V RIZ, RARESNDIERE T 4 NZ ) 2 7T D1 DDRETELTFINE AN
HLET,

* [Download] %27 VU v 27 LT, BfGL7=n 7 77 A V% targz 7 7 AV ELTH T R—FR
LET,

DRAT L RO SEA
DT, [System Health] X— D 27 A hAR B VIZEKR I 415 Cisco DNA Center 7 77 A
T UAB IO SN AT MMIOWTOISESERBHEL R LET, BEIISHSET S
YETT 4 (EXRE) IIJRUTIA—AbEnTWET,
cETT 4 (EKRE) | (=7—) :EHL Iz RAID =2 b — T 0lfE L= &R
FOBREKRTTI—ERLET,

| vzx7ogEnss Il
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cETT 4 (EKE) 2 (L)

ZRLET,

BT T 4 (ERE) 3 (k)

WEELTWD Z 2R LET,

A\

SRTLEEDER |

: Cisco ISE ¥r—/"— & OFHE A N T X 7o E O RiE

RN R 2T arR—Ry FREEEEBY

GE)

TIIGAT LV ADTRTON— Ry =7 3 R—x 2 hpRiER

SEMEL TV A/, KarR—x%r AR O@EEITFRR S
nEHA, 8012, [Cisco DNA Center Ok] & V5 HEINEKR S

nE7,

% 1:Cisco DNA Center 7 754 7 > ADEHI

AVR—FRY |[YEZT4 (BEXE) 108 YEST4 (EXE) 208HM |(YEZT« (EXE) 30EM
~
CPU Processor CPU1 (SerialNumber - Processor CPU1 (SerialNumber - | Processor CPU1 (SerialNumber -
XXXXXX) State is Disabled x0xxX) Health is NotOk and State is | xx00<x) Health is Ok and State is
Enabled Enabled
F AR Driver - PD1 State is Disabled Driver - PD1 Health is Critical and | Driver - PD1 Health is Ok and State
State is Enabled is Enabled
MemoryV1 Memory Summary — Memory Summary
(TOTALSYSTEMMEMORYGIB - (TOTALSYSTEMMEMORYGIB
256) Health is NotOk - 256) Health is Ok
MemoryV?2 Storage DIMM1 (SerialNumber - — Storage DIMM1 (SerialNumber -
XXXxX) Status is NotOperable XXXXX) Status is Operable
NIC NIC Adapter Card MLOM State is NIC Adapter Card MLOM State is | NIC Adapter Card MLOM State is
Disabled Enabled and port0 is Down Enabled and port0 is Up
EIJREY = — |PowerSupply PSUI (SerialNumber - | — PowerSupply PSU1 (SerialNumber
iy XxXxX) State is Disabled - XxXxx) State is Enabled
RAID Cisco 12G SAS Modular Raid Cisco 12G SAS Modular Raid Cisco 12G SAS Modular Raid
Controller (SerialNumber - 0xx) State | Controller (SerialNumber - xxxxx) | Controller (SerialNumber - XXXXX)
is Disabled Health is NotOK and State is Health is OK and State is Enabled
Enabled
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Disk Utilization Event Notifications .

aVKR—FR2 b+

VEST4a (EXE) 10EHA

VEST4 (EXE) 20EH

VES T« (EXE) 3DEA

Cisco Connected

Mobile

Experiences
(CMX) H#—

IN—

There is a critical issue with the
integrated CMX server.

CMX server is integrated and
servicing.

IP7 KL R&EH
(IPAM) H—

IN\—

There is a critical issue with the
connected third-party [IPAM provider

* A third-party IPAM provider
is connected.

* There is no third-party IPAM
provider connected.

¢ The third-party IPAM
provider is currently
synchronizing.

Cisco ISE : #M
RESTful —t&
Z (ERS)

ISE PAN ERS connection: ISE ERS
API call unauthorized

ISE PAN ERS connection: ERS
reachability with ISE - Success

Cisco ISE : 15#H
P

ISE AAA Trust Establishment: Trust
Establishment Error

ISE AAA Trust Establishment:
Successfully established trust and
discovered PSNs from PAN

ITH—tE REHE
(ITSM) H—

IN\—

Servicenow connection health status
is NOT up and running

Servicenow connection health
status is up and running

Disk Utilization Event Notifications

VAT ANV AE, VAT AND ) — RIE DT 4 AV HEHREEEL, b0 — ROff
AR Ry b U — 7 BB X DO H 5 L~VICET 5 LlMmE R E LET,
MR T5% A D L, Y AT LAV ATE @M XE LET, £, MR 85% &
2D E VAT ANVATEKRBZBMERELET, TUOOBEMERELIOY T A7 T4

ZAr AT =N

[Cisco DNA Center Platform User Guidel] @ [Work with Event Notifications |

hE

IVHEFTLTLKESIY, ZOFIEELETT5 & ZiX, %7 [System Performance: Filesystem
Utilization] 4/ X N2 IR L THT AT T4 T LTSI,

T A AT EHROBERIZBE LT, ROAIZERE LT EE,
RNy I T T T ANEBEITTETZILCiscoDNACenter &7 v 77 L— KI5 L, VAT A
ANVAIZE S TT 4 AV HHBOBERNER S, 1M EICEFNIESNET,

3/ —FROHAT 702 A AL FTlE, 32007 FAZ ) — RTHBEINTWETRTH/N—
TavarPERISNET, ARShsEmE, BETA =T 4 v a VICEATT,
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https://www.cisco.com/c/en/us/support/cloud-systems-management/dna-center/products-user-guide-list.html

EIN L) T
B #zsnz7ooa0

c T AV RZ Y AANYPFERT/R> TODRITIE, Y AT ANVRZT 7T 47 A R
R B NLPA ROFF T ) — R EeT 4 27 WA B L £,
HEINDTI Ay

WKDOFEIZ, VAT LADEFHEOE=2—Y T LS FAETH—RIAZ2MEE . Z 50/
BEBEETH-OOMIEIN L EEZ R LET,
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gmsnz7ooay |
aAvik—xo MY TavikR—x2 b |fERE
Cisco ISE

ShEF RESTful %— B %
(ERS) : FlEnpEME:

WRINDTHI 3V
B A LT RRFEAET D (Cisco

ISE ERS API DR L &V ME %

WA ENFRREEZBR
) .

* Cisco DNA Center & Cisco ISE D& D
TaX ==X UREE
MR LET,

* Cisco DNA Center 7> & Cisco ISE (23]
ETEXAHINEIDEHERLET,

Cisco ISE & O#ifc & files. T X 72
Uy,

T TAT VA —INIPEEINTND
WEIPEMERLET,

« Cisco DNA Center & Cisco ISE D[ D

XY —R—D T FRIESE
R LET,

* Cisco DNA Center 7> % Cisco ISE |ZF

ETEXDOINE IR LET,
ERS : "M

ERS API = — /L ~D SN2,

o 4 A F—)LEI TV 5 CiscoISE D
N—= g U EERLET,

* CiscoISE CERS 3 BEZNZ 72> T 5

MNEIDEMERLE T, FEMICON
T, [Cisco ldentity Services Engine
Administration Guide] @ [Enable

External RESTful Services APIs] %%
LT &N,
ERS : 3%

Cisco ISE ERS APl == — /L3 FF 7] &
7z,

AAA BED T 7 A EH L Cisco ISE @

oA U NERNREI L THDENE 9 Ehk
AHLET,

ERS : &iE Cisco ISE DFEIENE T X4 TV

%

Cisco DNA Center GUI T{E#H % FHe~r L
F9, P OWVWTIE,

[ Cisco Identity

Services Engine Administration Guidel] @
ERS : RO EIE— | REZRD
k)72 = 2 —

[Enable PKI in Cisco ISE] #Z&M L T<
&,

DU T —RAT B,
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https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-and-configuration-guides-list.html

. HEENDTI 3V

SRTLEEDER |

aVR—

2k

HJavR—

bk

)]

HRESNDTIVaY

1. Cisco DNA Center THRIERRE LTV
D AAARTEEHIFRLE T,

2. WY AAMARREZFHALET, §F
Az oW CiL,  [CiscoDigital Network
Architecture Center Second Generation
Appliance Installation Guidel] ™

lntegrate Cisco ISE with Cisco DNA
Center] Z#ZM L TLEEWY,

3. BHEZEMSELEST, SHMcHoNT
%, [Cisco Identity Services Engine
Administration Guide] @ [Enable PKI
inCisco ISE] #ZM L T3y,

{5« Bzl

REME

HTTPS #5#:

ESTTE 7200,

AAARTED T 7 A R & Cisco ISE @
07 A4 NERNFE T THINE DDA
I]‘LA L/jz—g—

TERW,

CiscoISEFFHEF = — D7 v 7
7 — NHIZEEE S 7= Cisco DNA
Center = R7RA > b URL (2 &5z

* Cisco DNA Center & Cisco ISE D8] ™D
FuX i —NR—DFuFTRTEE
%;D L i ‘j_o

* Cisco DNA Center 7> & Cisco ISE (2%
ETEXAOMEI TR LET,

HD,

CiscoISEFEFAET = — o N %hT

o WBE|Z) UC., Cisco ISE N /L— k
CAF =—rZmARLET, FEHIC
2D TIE,  [Cisco Identity Services
Engine Administration Guide] @ [ISE
CA Chain Regeneration] %2/ 1L T<
I,

o N CA FEBHE T = — M Cisco ISE
MHHIBESNTWARNWZ L 2R L
\i—aqo

INTVD,

CiscoISEFFEF = — D7 v 7
72— NHIZEEE &4 7- Cisco DNA
Center = R7aNA o b URL 23241k
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https://www.cisco.com/c/en/us/support/cloud-systems-management/dna-center/products-installation-guides-list.html
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https://www.cisco.com/c/en/us/support/cloud-systems-management/dna-center/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-and-configuration-guides-list.html

| vRFLEEOHERK

#snzs7ovar i

aAVR—R2 b

HJavER—x2 bk

)]

HESND TV Y

«URL #ifZEI L, =2 RAA > hD
/aaa/Cisco ISE/certificate 7 4 L' 7 ~ U
2T 7B ATEDME D INERER
£7,

* Cisco ISE T [Use CSRF Check for
Enhanced Security] 47" 2 VI3 E )
IR TNDENE I NEERLE
T AEABIZ DOV TIE,  [Ciscoldentity
Services Engine Administration Guide]
@ [Enable External RESTful Services
APIs| ZZHL T EE 0,

(L S

CiscoISE /XA 7 — RO HAR A1

T2,

« Cisco ISE &I /R 2 U — R & FARK
LE7, #EMIcHoWTiX, [Cisco
| dentity Services Engine Administrator
Guide] @ [Administrative Access to
CiscoISE| ZZM L T 7E3Wy,

e CiscoISEGUI IR /A > TxAHZ L
FRER L ET,

B . Ry ETIT—
MRy 7p e 7 —

RIEFLD

BT — T .

1. CiscoDNA Center THIIERRE S LTV
% AAA REEHIBRLE T,

2. HUIRAAAREZH/BANLET, &F
Az oW TIX,  [CiscoDigital Network
Architecture Center Second Generation
Appliance Ingtallation Guide] @

lNntegrate Cisco ISE with Cisco DNA
Center] &ML TL7EEW,

3 BHEHAMBMNLET, FHMIZONT
L. [Cisco Identity Services Engine
Administration Guide] @ [Enable PKI
in Cisco ISE] &ML T 7ZE W,
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https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-and-configuration-guides-list.html
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aAVR—R2 b

HJavER—x2 bk
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HRESNDTIVaY

FBIREY =2 —)L

AEY FVa2—)L

CPU

Fy hT—sH—F

RAID = hr—7

Cisco Connected | %32 n] 24 PR L DR AL TE 72 [ YT DT — =R F T L TR
Mobile AN EOMEMEERLET,
Experiences
(CMX) ¥ — |G P—R—=jza A o TER, Cisco DNA Center TIE LW 12 7' A 1R
IN— MBEINTWDZ L EMERLET,
IP7 RL A&
L (IPAM)
P —
IT —E 2%
# (ITSM)
P —
N—=RT=T |T AT BELIEZNA—FRyzT7arvi—>x |MEOH D R—R N LET,
v NCHER D 5,
757

Ty RT—F T

A B =T A AW,

1. CiscoIMC T8 L £,

2. PID 7 UCSC-C220-M4,
UCSC-C220-M4S., F7-1%
DNI1-HW-APL O5E&1%, IROFIEE
EITLET,

1

3. FOMTTOPIDIZONWT, HE
DHDHaAR—F L ET,

AA VA= a—5,
[Compute] > [BIOS] > [Configure
BIOS] Z R L £,

[Advanced] ¥ 7% 7 U v 7 L&
‘é—o

[LOM and PCle Slots Configuration]
L E T,

#5072 mLOM ZH#h LT, A&
A N ZEEEE L £,
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#i—tshTus ResTAPl I

)]

HESND TV Y

Cisco DNA Center <IP_address> X
HBRIATOEZARF Y v
RV —ELLTTA My 7 %FR
ETDHZLIITEETA, HEXIA
HRY = T7A PANV=THD
VER S £,

1.

2.

Cisco IMC (2886t L £97,

AA A =2 —D0b, [Storage] >
[Raid Controller] Z&#R L £9,

[Virtual Drive] # 7% 7 U v 7 L¥E
‘a‘o

IR T A 7 %R L, [Bdit) =47
Vo r7 LET, EZRAARY —N0
FA4 FALV—THRWEEZ, KA R
TATHTHLET, EXIALRY
13T A4 NAL—THHVLENH
nET,

aVvR—Rx2 b | TarvR—xx2 bk
System AV EE )
configuration

VAT N ARL—¥

V=R

HBELE~T VT4 L7 FUIC
ZEX NN,

CHIEDT 4 LT U MNSRERT —
X ZHIBR L CRiiEs 2 figh L E 7,

ST ARY AP A AR
7 MY ERELET,

HR— kb EHTLVS RESTAPI

VAT LAV ATIE, ROFIZRT RESTAPI S A — RSN TWET, ZHHDAPILOWT
Nk FAT4 DT, APL O/ A2k URL 2B L £3,
https://CDNAC-server-IP-address/api/v1/API-path
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B s+ rxhcuzResTAR

SRTLEEDER |

Method | API /S X A B
GET |diagnostics/system/health Pt STV 53X T D Cisco DNA Center 7 77 A 7

VALY AT AOFFTOIEFERE A RV F R
RENFET,

diagnostics/system/health?summary=true

TEIT 4 (ERE) BEbEWVEFOEFRMEA X
FRFRENET,

diagnostics/system/health?domain=DNAC-Appliance

B SN TWAT 794 TV ADTXTON— R =
TARY hRERRENET,

diagnostics/system/health?domain=Integrations&subdomain-AAA
Trust Establishment

T RTOMEL L AAA FHEOMESL A X2 M INEIR
ShEd,

diagnostics/system/health?limit=5

D5 SDOEFEREEA X hREREINET,

diagnostics/system/performance

Bt SNTT T T4 T v ADIRT f—~  AERPE
MEa, WA 15 pHOPRTRSNET,

diagnostics/system/performance?range=now-1h

M 1 R O EEERGM A (KPD) A KU v 7R
FREINET,

diagnostics/system/performance?range=now-1d

WE1HBOKPI A MY v RFRRINET,

diagnostics/system/performance?range=now-1w

WE1THEMBOKPI A MY v 7 BRERINET,

diagnostics/system/performance?function=max

FBE LMo KME, BIEEARRINET, 7
7 v MEEAE T,

diagnostics/system/nodes/performance?range=now-1d

BEIAMOBERESNTEZET I T ADKPL A b
Uy 7 REREINET,

diagnostics/system/performance?kpi=cpu,memory

F7 v hOHE (154Y) © CPUBLOAEY i
RBRFRENET,

diagnostics/system/nodes/performance/history?kpi=cpu

T 7 v MIMORESINZKPIDEREA ) v 7 RN
FREINFET, HEOKPIZIEETAEAIT. Ho~
TR F9,

diagnostics/systemv/nodes/performance/history ?kpi=cpu&range=now-1d

WE1IHIMOIBESNT-KPIDBREA R v 7 R
SnET,

/system/health/summary/

BHOERNI TAXA X "REREINET, 7T A
AR ML, TR_RTCON— R =T 2 R—x
hEMTY TV AT LDA R EPREENET,

/system/health/externalsubsystems/subdomain

BEINTEY T RAL VOERFTIOA Xy MRERIN
¥4, BERY T R AL fEIZ. IPAM, ISE. CMX,
BIOITSM T1,
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Method | API /X X A B
/system/health/hardware EHOEKRNAN— R T AR "RFERINFET,
/system/health/hardware/hardware_component BEIN N N—RUzTaryR—3%r NOEFTOA X

VEBRFRRENET, AN~ KU =T a R —R
v FOfEIZIZ. CPU. RAID. MEMORY, POWER,
NIC, BXO'DISK 8% 0 £,

/diagnostics/system/health/externalsubsystems/ISE TOAPIIC L o TS AT, B shTnd
CiscoISE Y — "—DHBIEDIRREIZ L > TR 5,
ZOHADOBNZONTIE, T IVAPIIET) (35—
V) BRLTIIEIN,

/diagnostics/system/health/externalsubsystems/IPAM ZTOAPLIZ X > THE XN A T, BTV 3
Cisco Prime Network Registrar [P 7 R L A~ R — ¥

(IPAM) OIUEDRIEIZ L > THERR Y 9, ZoOH
NOFNZHSNTIE, 7V APLIHT) (35 <—7)
ZZRLTIZE N,

H > FILAPIE S

IRDFIT, /diagnostics/system/health/externalsubsystems/ISE % 72 |&

/diagnostics/system/health/externalsubsystems/IPAM APl % 51T L7 & ZIZERR S5 H 1 Ofl %
i—\‘ L/ 32 ﬁ‘o

/diagnostics/system/health/externalsubsystems/ISE @ H 7145

<+ 1) 7 : Cisco ISE ¥—/3—73 Cisco DNA Center & #A SN TWVER A,
Output:

{

"DNAC-Cluster": {

"Status": "Warning",
"TooltipInfo": "No data available"
}

}
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gross |

/diagnostics/system/health/externalsubsystems/ISE 0 i 71451

< F 1) A : Cisco ISE ¥—/3—73 Cisco DNA Center IZ#HEAEINTED | EFICHEEL TWET,
Output:

{
"DNAC-Cluster": {

"Status": "Ok",

"Group": "ISE",

"Label": {

"hostname": "ISE-60-38.example.com",

ip": "172.28.80.37"

}I

"Family": "ExternalSystems",

"Id": 1,

"TooltipInfo": [

{

" id": "-429109689",

"tenantId": "TNTO",

"severity": 3,

"timestamp": "1591072373412",
"source": "ISE ERS Client",
"actualState": "",

"description": "ISE PAN ERS connection : ERS reachability with ISE - Success",
"group": "ISE",

"family": "External Subsystem",
"drUsability": "No",

"state": "SUCCESS",
"eventInstancelIdentity": {
"subDomain": "ISE",

"domain": "Connectivity",
"namespace": "SystemRawEvent",

"id": "SYSTEM-EXTERNAL-ISE-PAN-ERS",
"type": "SYSTEM",

"tags": "ISE ERS",

"event instance id": {

"component": "primary",

"hostname": "ISE-60-38.example.com",

ip": "172.28.80.37"

e e e e
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/diagnostics/system/health/externalsubsystems/ISE 0 i 71451
OF A ERAT — X A% RO Cisco ISE A X2 FAREALFE LT,

Output:

{

"DNAC-Cluster": {

"Status": "Warning",

"Group": "ISE",

"Label": {

"hostname": "pi-system-200.example.com",

ip": "10.197.73.213"

}I

"Family": "ExternalSystems",

"Id": 1,

"TooltipInfo": [

{

" id": "-440073227",

"tenantId": "TNTO",

"severity": 2,

"timestamp": "1591072804646",
"source": "AAA Trust Establishment",
"actualState": "",

"description": "ISE AAA Trust Establishment : Trust Establishment - Error-IP/FQDN not reachable",
"group": "ISE",

"family": "External Subsystem",
"drUsability": "No",

"state": "FAILED",
"eventInstancelIdentity": {
"subDomain": "ISE",

"domain": "Integrations",

"namespace": "SystemRawEvent",

"id": "SYSTEM-EXTERNAL-ISE-AAA-TRUST",
"type": "SYSTEM",

"tags": "ISE AAA",

"event instance id": {

"hostname": "pi-system-200.example.com",
"component": "primary",

ip": "10.197.73.213"

e e e e
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/diagnostics/system/health/externalsubsystems/ISE 0 i 71451

OF ) F B X7z Cisco ISE H—/3—THEE RESTHul —E A (ERS) NIz /2 > TWET,

Output:
{

"DNAC-Cluster": {

"Status": "Warning",
"Group": "ISE",
"Label": {
"hostname": "csg-nscg-0861.example.com",
"ip": "10.63.107.41"
}I
"Family": "ExternalSystems",
"Id": 1,
"TooltipInfo": [
{
" id": "-915009445",
"tenantId": "TNTO",
"severity": 2,
"timestamp": "1591357663101",
"source": "ISE ERS Client",
"actualState": "",
"description": "ISE PAN ERS connection
"group": "ISE",
"family": "External Subsystem",
"state": "FAILED",
"eventInstanceIdentity": {
"subDomain": "ISE",
"domain": "Connectivity",
"namespace": "SystemRawEvent",
"id": "SYSTEM-EXTERNAL-ISE-PAN-ERS",
"type": "SYSTEM",
"tags": "ISE ERS",
"event instance id": {

Timeout elapsed",

"hostname": "csg-nscg-0861.example.com",

"component": "primary",

ip": "10.63.107.41"
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/diagnostics/system/health/externalsubsystems/ISE 0 i 71451

SF 1) A& BEgE S 7z Cisco ISE H—/3—"T ERS WHERNZ 2> TV ET,
Output:

{
"DNAC-Cluster": {
"Status": "Ok",
"Group": "ISE",
"Label": {
"hostname": "csg-nscg-0861.example.com",
"ip": "10.30.148.52"
}I
"Family": "ExternalSystems",
"Id": 1,
"TooltipInfo": [
{
" id": "-915009445",
"tenantId": "TNTO",
"severity": 3,
"timestamp": "1591359643926",
"source": "ISE ERS Client",
"actualState": "",
"description": "ISE PAN ERS connection : ERS reachability with ISE - Success",
"group": "ISE",
"family": "External Subsystem",
"state": "SUCCESS",
"eventInstancelIdentity": {
"subDomain": "ISE",
"domain": "Connectivity",
"namespace": "SystemRawEvent",
"id": "SYSTEM-EXTERNAL-ISE-PAN-ERS",
"type": "SYSTEM",
"tags": "ISE ERS",
"event instance id": {
"hostname": "csg-nscg-0861.example.com",
"component": "primary",

ip": "10.30.148.52"

/diagnostics/system/health/externalsubsystems/IPAM O H 7145

L3 1) ZF : Cisco Prime Network Registrar IPAM 7% Cisco DNA Center (28t SV TWEH A,
Output:

{

"DNAC-Cluster": ({

"Status": "Warning",
"TooltipInfo": "No data available"
}

}
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/diagnostics/system/health/externalsubsystems/IPAM O t 71451
23 1) Z : IPAM 73 Cisco DNA Center [ZHft 41 CH Y . IEFIZHEL TWET,

Output:

{

"DNAC-Cluster": {

"Status": "Ok",

"Group": "IPAM Integration",
"Label": {

"hostname": "",

"ip": "192.168.101.72"

}I

"Family": "ExternalSystems",
"Id": 1,

"TooltipInfo": [

{

" id": "1328761079",

"tenantId": "TNTO",

"severity": 3,

"timestamp": "1591072639889",
"source": "INFOBLOX: https://192.168.101.72",
"actualState": "",
"description": "A third-party IPAM provider is connected.",
"group": "IPAM",

"family": "External Subsystem",
"drUsability": "No",

"state": "OK",
"eventInstancelIdentity": {
"subDomain": "IPAM Integration",
"domain": "Integrations",
"namespace": "SystemRawEvent",
"id": "SYSTEM-EXTERNAL-IPAM",
"type": "SYSTEM",

"tags": "IPAM",

"event instance id": {
"hostname": "",

ip": "192.168.101.72"

e e e e
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Cisco DNA Center & Cisco ISE D#%4 [

/diagnostics/system/health/externalsubsystems/IPAM O t 71451

$F1) 4 : IPAM 7° Cisco DNA Center (25t SN TR, =T —0"FKELE LT,
Output:

{
"DNAC-Cluster": {

"Status": "Error",
"Group": "IPAM Integration",
"Label": {

"hostname": "",

"ip": "192.168.101.72"
}I
"Family": "ExternalSystems",
"Id": 1,
"TooltipInfo": [

{
" id": "1328761079",
"tenantId": "TNTO",
"severity": 1,
"timestamp": "1591363687041",
"source": "INFOBLOX: https://192.168.101.72",
"actualState": "",
"description": "There is a critical issue with the connected third-party IPAM provider.",
"group": "IPAM",
"family": "External Subsystem",
"state": "CRITICAL",
"eventInstancelIdentity": {
"subDomain": "IPAM Integration",
"domain": "Integrations",
"namespace": "SystemRawEvent",
"id": "SYSTEM-EXTERNAL-IPAM",
"type": "SYSTEM",
"tags": "IPAM",
"event instance id": {
"hostname": "",
"ip": "192.168.101.72"
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B cisco DNA Center & Cisco ISE D#ES

% E L. Cisco DNA Center C Cisco ISE DEREZIT 9 XE N H Y F£9°, Cisco DNA Center &
JAVNZ CiscoISE DA > A b — )b L FREDFEMIZ DUV TlE, Cisco DNA Center %X & 1 K&
ZILTLEE0,

3. Fv hU—27 TOa2—H —F8FEIZ Cisco ISE Z il L TV 54, Cisco ISE ##AT 57
DICT Va7 FUAZRELET, ZOMBITEY, ARZ 747 2 FOFEM (2—¥—
LRI N_N—FT 4 VTV ATARE) BT aT TR THRRATEL LT 7,
FEAMIZ DU T, Cisco DNA Assurance =-— 41 K @ [Cisco DNA Center @ Cisco ISE 7%
ENWZDWNWT) 2L TIEEN,

Cisco ISE 23 1IE /128 6k X 41, Cisco DNA Center CIE#EMEDSHESL X415 & Cisco DNA Center (3

Cisco ISE & 1E#H A A L EJ, CiscoISE > T AAA V—"— L L THEkE N1 T

F Y 2T 57z CiscoDNA Center 7 /34 ADA X kI 77— XX Cisco ISE IR S L E T,

X 51T, Cisco DNA Center [Z351F 5 #4115 @ Cisco DNA Center 7/ A A K4 59X CTOEH
(THRAA LT vy 72E) b CiscoISEXZEHIZ L - THEHFLET,

Cisco ISE Zfi » T AAA Vr— 33— & LT A MIEE#EA T 51T 5 Cisco DNA Center 7 73
ZMMFEE EB Y Cisco ISE IZEEE I LW 54 . Cisco DNA Center 13— EHIMIFE L721%. H
FECHRITLE T, ZDO%EORITIL, Cisco ISE ~DHH]D Cisco DNA Center 7 /3 A A
Tyvain, Fv hU—27 ORI, CiscoISE DX 7 A L, £T213F O B EETIE ARE
e T — MR TRI LZGEIZIThIVE T, Cisco DNA Center IE. T /314 ADBMFE 721
Cisco ISE ~DTF — X OWH #F{ikiT4 5 Z & T, Cisco ISE & D&y 72— E M O fife N7 % 7 A
F9, 7272 L. CiscoISE ~DT A AET2IT A AT — X DIEED, Cisco ISE HIKIZ X D
FEEPRECANIRGES 7 — & L CTRRL7Z%6E,. BT fThbhvEt A,

Cisco ISE |22\ T RADIUS O IHFRE #2558 LT %, Cisco ISE 23 Cisco DNA Center % ¥ #79
E)IS‘fr \ZFDOEF I S E+H A, Cisco DNA Center D44 F4% % Cisco ISE & —1 5 X 5

WCHEHTT 5121, HrLW SR T — R T AAA — N—% i L £ 7, Cisco DNA Center /357 L
VNREBAE % Cisco ISE 225 # > u— R L, Cisco DNA Center % 5 H1 L £79°,

Cisco ISE 1ZBETE DT /3 A A& % Cisco DNA Center & 45 L £H A, Cisco DNA Center 73 Cisco

ISE NDT /3 A 2B 2 H Mz 783 51213, £ D7 731 ZI|Z Cisco DNA Center & [F] U441 HiT

%_"H T2HMENH Y F9, Cisco DNA Center & Cisco ISE iE, T35 AD KA M EHK %@L
T, ZOMAERIZEAOT A ZE#HHI L ET,

)

(GEX)  CiscoDNA Center f > X b T34 A% CiscoISEIZfmEL., BHRA2FEH T 570k R34
~C Cisco DNA Center 5 1 7|25 ¥ 7' F v Z#1E T, Cisco DNA Center & Cisco ISE ] 7 —
7 7a—IZRE»NH DA 1%, Cisco DNA Center GUI T 1 /DI MR MER L E 7,

Cisco DNA Center (%, 7T A ~ U EIHEISE / — FEHAHINTWWEJ, Cisco DNA Center />
5 CiscoISEIZT 7B AT HLE1E. 20/ — e LET,

Cisco DNA Center I3 1543 Z &£ 12 CiscoISE ZdR— 1Y 7 LF£ 7, CiscolSE — "—nZ 7L
7=-4%34 . Cisco DNA Center (Z Cisco ISE H— 3—23 0k (BFEAREGE) TRANINET,

Cisco ISE ﬁ“‘ﬂwé’ﬁ?ﬂﬁﬁ‘éﬁ%@ Cisco DNA Center %48 — ‘/7‘% ISz L., =0
#%30FD, 143, 247, 40 Vo BAIT, lRA—V RO 157012725 £ TEH LTV
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% F£9, Cisco DNA Center 1% 15 DRIETOR—Y > 7 % 3 Afi##H: LE7, Cisco DNA Center
TR EIE L WE . R—VU v 7 %EIE L, CiscolSE ¥ —_"—DRA 7T —F 2% [T
72V (Untrusted) JIWICHEH LE T, Z DA, Cisco DNA Center & Cisco ISE Y— N—[HD{F3#
B & TN T A MERH D 7,

R DIBINGEA: & HESEEETE 2 M58 L . Cisco DNA Center & Cisco ISE DA A MR L TL 2 &
/AN

» Cisco DNA Center & Cisco ISE D& %y r— N"—FHTIE R —FINTWEE
Ao 7TBF TP —N—Z R L TREINTWD CiscoISE Ry bV —27(Zdh DG4,
ZOT XY —_—EfEH L7220 X 512 CiscoDNA Center # 3% L £ 77, iET HI2IE
Tax Y —N—DIP T RLAZNARZALET,

Cisco DNA Center & Cisco ISE O#iA 1%, BIFE, Cisco DNA Center (KR IP 7 KL A (VIP)
FEHETIEY R —FENTWWERA, Cisco DNA Center IZT > X —7 T A4 X CA FEITDFEH
FEEH LT D581, 7Y =2 FoRI4 (SAN) #EHEINIZEH % Cisco DNA Center O
TRTDOA L HZ—T=2AADIP T KL AN Cisco DNA Center iEFAEIZCEENTWDH I &
Z e LE 9, CiscoDNA Center 233 /— K7 FAX DA, 3 /—RKOEA VX —T =
A ZADIP 7 KL AM, Cisco DNA Center iEFHE® SAN HERIZE FNLTWAMLERH D F
7

Cisco ISE TOEHE L)L DT 7 & AMENME TS,

Cisco ISE DFHA =1.— 4 — DS 2 U — ROAMMIRE Bahic LEF. £iid, BRI
DENZ, NAT—=RFE2ENTICHEH LET, FFMICOW T, [Cisco Firepower Threat
Defense Virtual for MicrosoftAzure Quick Start Guidel] ZZ&HR L T 7Z &0,

Cisco ISE FIFFZE N A X 7=3A 1. CiscoDNA Center & EH 4 2 ML EMNH Y £9°, FHr
T AITIE. AAA — 33— (Clsco ISE) ZfREL, "AT—REHANDLTRELET,
ZHIUZ LY Cisco DNA Center 1387 LVWVEEGEBEDFEHET = — % Cisco ISE I H &
71— KL, Cisco DNA Center 5 ¥ L £, CiscolSE Z HA E— R TEH L, EBFH
FEAENT T4~V £ o XV ER ) — RTER IN7A 1L, Cisco DNA Center
ERHTOLLENRDH Y ET,

Cisco DNA Center |%. pxGrid #&H THeft 72 L 512, BH OFEME, 3 KO Cisco ISE D
FEEA R E LE T, pxGrid (253 25 OFEHEEZHEH L <. B0 pxGrid 7 714 7~ k

(Firepower 72 &) 1ZHE T 5 Z L b TEET, T b DHEHEN . CiscoDNA Center 38 L T
Cisco ISE @ pxGrid £t & T35 Z L 13H Y A,

*RADIUSD Y —7 Ly h/RATU— RIFERTEET, ¥ —7 by MXRATU— RiE, [Sysem]>
[Settings] > [External Services] > [Authentication and Policy Servers] T Cisco ISE % AAA
P N—=L LTRET DRI E L TWET, =2 by MAT— RELEETLI12T
[Design] > [Network Settings] > [Network] OJIEIZE4R L, [Change Shared Secret] V > 7 % 7
Uy 27 LET, TIUTLDY, CiscolSE iF, CiscoDNA Center |IZ L » TEHINTWD R v
NT =7 FNA R H L&, LW —2 by hRRAT = RE2MHT 589127220
EJUaN

438 CiscoISE 7 7 A X Tl 4/ — RIZPAN (BH) . MnT (BEfis o7y a—T7 4
7)) _PSN (R —H—ER) R EOEBEOMIEDL 2 FEITLET, PAN / — R TIZ
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EHEEAEOLZMHEA L, PSN / — RTIX EAP BFREHEO R T 5 Z L3 TE %
T, 7272 L, ZOWERRIZ XY pxGrid @ Cisco DNA Center & CISCO ISE OFEEDGT HivE
. L72-> T, CiscolSE 77 A ~ U PAN / — KT EAP RiFEAEOMHEHZHhcd 5
ZeEBEIDLET,

* Cisco DNA Center 1%, CRL Bl > kb (CDP) I XU Online Certificate Status Protocol
(OCSP) 12X DFEFHELRNT = v 7 2R —FLTWET, HAFIZ, CiscoDNA Center
LA — |k 9060 T Cisco ISE EHREEZ 515 L. £ ® Cisco ISE FHFEHZEN D CDP 35 &
YOCSPURL IZESWTZEOARNMEEMFEL £9, CDP (CRLDY A F&&Te) & OCSP
DWW ST NFEE SN TWDEA . Cisco DNA Center |5 OCSP Z il L CIEAZED LY AT —
B A %GR L, OCSPURLIZT 7 EATX /WA IZCDPIZ 7 +— LNy 7 LET, CDP
\ZH5D CRL 238 DA, Cisco DNA Center |3 ] CRL ICRE T Z2WEA X, RO
CRL WHEE L £, 7272 L. JDK PKIOracle DX 72XV, F_CTHCRL T UL
Fxzv 7 ENEFA,

Ta X NFEEAEOKRIECIZY AR — P XL TWEHR A, Cisco DNA Center (X7 2 %72 L
T CRL BLOCSP r— "— |28 LE T,
¢ FFAAEDO OCSP BLXWNCRL = MV IIA T 3 »CTF,

« LDAP L, iFHEMEHAO 7o haL s LT R—FENTWERA, CDP E721%
AIA WE LDAP URL & 872V TL 72 &0,

* Cisco DNA Center 7>5 CDP B3 LN OCSP ¢ _XCDO URLICEHETZANMERH D F
7, BIEARREZ URL EE T, MEDOKRN R L, HHT s AR = AR T RE
CoAREMR®H D £,

T—2DERI

Cisco DNA Center Tl, ATy FRA L FE ULV LAY RRA V FOF—Z ZELLT
EET, A—F—IDRT A ZADRA MRE ARTY FRA U FETA YL AT FR
A FOEANEEECTEHEREAT T TN TEET,

[Discovery] Z FATT DI, BELAEBHII/->TND I L Z2HiE LE 9, [Discovery] & 1T
LIctklio T — 5%3[:%{[ﬁbf_]ﬁu\ VAT HMIASTL DHF LT — X IFEA LS IVET N,
BEFEOT — 2 IIEA L ENEE A,

ATV Tl A=a—T A2y (=) #27 U v 27 LT, [System] > [Settings] > [Trust & Privacy] > [Anonymize Data] 7
JIELZ SR L £,
[Anonymize Data] 7« & RUNFRINET,

AT 72 [Enable Anonymization] = v 7 R v 7 A& A4 (2 LET,
ATv 73 [R7TE (Save) 1227V v LET,
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AL T D&, TAAL ZABBIFIC, MACT RL A, IPT RL A EOELLUNDIER L FEE
TR RV ET,

BEFH—/NERY O— H—/\DERTE

Cisco DNA Center IX AAA V— 3% o —HZREEICfHEH L. Cisco ISE 2 2 —HV3REE L 7 7 & A
BOWHFIHEHALE9, ZOFINAZE - T Cisco ISE Z 5 Tr AAA —"Z%ELET,

1R BHHIIZ

* CiscoISE Z#fEH L TR Y v — & AAABRED W H % 32177 5454, Cisco DNA Center 35 &
W Cisco ISE A SN TND I L& LET,

o DS (Cisco ISE LIAL) TAAAMEREZBEA L TV A A, LFICEE L TLEEW,

o AAA H—/3—"C Cisco DNA Center Z%&&k L £9, ZiuZiL., AAA —,3— & Cisco
DNA Center DI AMEZERT DI ENEENET,

o AAA H—/3—T Cisco DNA Center D@4 7= E#% LET,

* CiscoDNA Center ¥ /L F 7R A k7 T A X DFREDLHETE. AAA Y — =D~ /LT 7K A
rr 222, TXTOMMBIORARIPT RLAERBIP 7 FLAZERLET,

* Cisco ISE ZXET HRIIC, LTFORAEMRL T ZIW,

*CiscoISEZ# Ry FU—Z 2R L TWDH Z &, #R— STV 5 Cisco ISE 73—
¥ a YOFEMIZ oW TIL,  [Cisco DNA Center Compatibility Matrix] ZZ&M LT 72
SV, Cisco ISE DA A F—/LZ-D T, Cisco Identity Services Engine £ > A k—
NBXOT v 77 L—RHA R [GE] 22 L T EEN,

« A% K7 1 ISE BB & 5 8541%. Cisco DNA Center % Cisco ISE / — K &
AL, D/ — K ETpxGrid — B A LAAEERESTful h— 2 (ERS) A2
HRENRH Y £,

GE)  pxGrid 2.0 Tl Cisco ISE DB THK 4 2D pxGrid / — R &M
T& F92. Cisco DNA Center 2.2.1.x LLRTD U U — AL 2 D% iR
2% pxGrid / — RZHFR— ML TWHERA,

« 0% Cisco ISE JEBIN & 254 -

* CiscoDNA Center & 77 A4 < U R > —&FH /) —F (PAN) &#HA& L. PAN ET
ERS # BT HHLERH Y 77,

SR LEEDWH,
|
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\}

GE) PANBHTERS 2T A2 &A2H#ELES, 7272L, Ny 7
7 T OEAIT. PSN _ETERS ZHMCTXFT,

« YHOURBABRELN OV D Cisco ISE / — R _E T pxGrid % — E 2 & H 404
HMENRH Y £, PAN ETpxGrid & —E A2 4T 52 LB TE £
B, RHTIED Y EH A, SHERFREEICH & D CiscoISE / — R ET
pxGrid Z AN TEET,

* TrustSec F 721% SD-Access D 2> 7 7 & PAC & MLEE$ % X 9 (T Cisco ISE Tk
JEJ % PSN %, [Work Centers] > [Trustsec] > [Trustsec Servers] > [Trustsec AAA
Servers) THEHRT OMENH Y £, FEMIZ OV TIEL,  [Cisco Identity Services
Engine Administrator Guide] #ZM L T 72 &0y,

o IN— I 443, 5222, 8910. 9060 T Cisco DNA Center & Cisco ISE D#{E 2 AT 5
VBN H D F9,

« pxGrid WAL STV Cisco ISE 75 A M i, CiscoISEeth0 f > % —7 = A ZAD
IP 7 KL A _E® Cisco DNA Center 7> HEETX AMLERH Y F97,

*CiscoISE /— K%, 77 I9A T ANICRETTZ 7 7Y v T —Lb A X b
U— 7 ZBIETEET,

* CiscolSEEHE / — FIEFAEDYV 7V =7 A F23 7 V=7 M4 (SAN) on
AT CiscoISEDIP 7 KL A £ 721X FQDN NEENTWALENH D £97,

* Cisco DNA Center > A7 LFEFHZED SAN 7 ¢ —/L FIZ, CiscoDNA Center 7 77 A 7
YADIPT RLUAE FQDN O3 U A R ENTWOLRLENRH Y 3,

GE) CiscoISE2.4 /Xy F 13, 2.6 Ny F 7, BLW2.7 %y F 3 T,
pxGrid FEFZEZ Cisco ISE DT 7 4 /v b D H BB 44 fE W & % i
LTWAHEE, FEHED CiscoISEIZ L > THEGEENDZ E03dh
VET, UL, ZTOMERAEFEOH VA= g 0T, SSLH— &
L CTHRE S 417= Netscape Cert Type JLiE2 N b 5 72 DT, AU,
I AT v NEAENMER DRI L E T,

Z DORARAIL Cisco ISE 3.0 LR TITFRA L £ A, SOV T
X, CiscoCloudAPIC Y U —A/— b [FFE]| 2R L T 7EE0,

ATFTYT1 A=a—T A2y (=) 227V v 7 LT, [System] > [Settings] > [External Services] > [Authentication and
Policy Serverg],
RATw 72 [Add] Fey 7 XU ARG, [AAA] £721X [ISE] &R L E 5,
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ATYT3 TI7A4~Y AAA B —"—ZRET DL, KOF#REANLET,
s [Server IP Address] : AAA " — "D IP 7 KL X,

* [Shared Secret] : 7 /3A AFRFED ¥ —, HLHMWE DR 1L, K 100 3LFTT,

AT 74 CiscoISE h—"—ZHET DI, WOFMEREATLET,
s [Server IP Address] : Cisco ISE %—/X—®D IP 7 KL X,
* [Shared Secret] : 7 /NA AFRAED F—,
* [Username] : Cisco ISE (Z HTTPS #2HH Cr /' 4 > 5 7= DI T 52— —4,
« [Password] : Cisco ISE HTTPS L — ' —4 D/RA T — |,
GE) =P L RAT—RE, Ry NV EHEIRT D ISEBEHET AV M TH DL
ERb0 ET,
« [FQDN] : Cisco ISE ¥—/X—D5g2f&ffi K A A >4 (FQDN) ,

GE) » Cisco ISE ([Administration] > [Deployment] > [Deployment Nodes] > [List]) TEFE i
TWHFQDN Zat'— LT, ZD7 4 —/b FIZEHZIED AT 5 2 L 2BEI0 LET,

« AJJL72 FQDN &, CiscoISE iElETEFR STV 5 FQDN, @4 (CN) F7-i
Subject Alternative Name (SAN) & —ET 20 ERH Y 7,

FQDN (X, RO T, KA MBI RAL 4D 2050 /3— K THEAINTWET,
hosthame.domainname.com

72 & ZI1X. Cisco ISE #—/3— FQDN (I ise.cisco.com T 5 A[REMENH VD 97,

« [Virtual IP Address (es) ]: CiscoISE RV > —H#—t 2/ —F (PSN) NEHZICAKE SN TS —FR

NI Y OEMEIP 7 KL A, Bipdn— AT VO RICEED PSN 7 7 — A3 H 5 5A1E. &
K6 DOIRABIP T FLAZASITEE9,

AT w75 [Advanced Settings] #7 U v 7 LC, REZMHRL ET,

« [Connect to pxGrid] : pxGrid Bt # HNCT DL, ZOFT = v 7Ry 7 A% LET,

Cisco DNA Center > A7 AGEHE % pxGrid 7 7 A 7 > FaEE L L CTHEHAT 2856 (pxGrid 7 74 7
> k& LT Cisco DNA Center > A7 L& FGET 5 72 9IT Cisco ISE (Z1%{5) | [Use Cisco DNA Center
Certificate for pxGrid] = v 7 R v 7 Az AN L ET, SERECHEMA SN T X COERAEEZF L
CATHART DUNERD AL, ZOFTva v 2 EATEEY, 04T v a2\ d sl
Cisco DNA Center X, A7 A0MEM T2 pxGrid 7 74 7 > FREMEZ AT 5 729D ER % Cisco
ISE ([ZIXfE L £7

DX T a BT EHRAIE. RO EEHERLTLLIEEN,

* Cisco DNA Center ;ilEF#E723, Cisco ISE T D CA &R URBGER (CA) ([ZX > TAEKR ST
HZE () TRWES, pxGrid 58FET AR LET) |
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+ [Certificate Extended Key Use (EKU) ] 7 4 —/V RIZ 17 T4 T v FiliE] BNEENTWDHZ &,

s [Protocol] : [TACACS] & [RADIUS] (F 74/ 1) , Wi 7 v haLz@Rcx 7,

pe=| Z Z T Cisco ISE H—/3—?D TACAS ZHINZ LRWEAIT, %y b U — 27 F 31 ZFHEH
\Z AAA Y — _R—% 3T 5 & &2, [Design] > [Network Settings] > [Network] C Cisco ISE
P —3—% TACAS V—_—L L TRETE A,

« [Authentication Port] : AAA B — R—~DFBFEA v —T DY L—IZEHESNDIKR—b, T 741D
UDP 7R — R T 1812 T,

* [Accounting Port] : AAA H—/S—~DEHE/R A X DY L—IZfEHENDHR—+, T 74/ hDUDP
A— NI 1813 TY,

* [Port] : 7 4/ k@ TACACS K— ~E 49 T9,

* [Retries] : BEGEDRITN P IE SN B HIIZ, Cisco DNA Center 78 AAA Y — " ~D#ERE 2R A= 018, T
7 v b ORATIEERIE 3 \ITY,

* [Timeout] : FEHEDORITNHFIESNDHNT, T34 AW AAA B —N—DIEEEFHET DX A LT T b
WM, T 74NV NDEA LT T MI4FTT,

GE) WEIRERE AT D L, CiscoISE 1L 2 DD 7 = — X %% T Cisco DNA Center & #iA S
T, MADTTTDHDETINIELS PN FET, 72—ATLOHA AT —4 AL, [Authentication
and Policy Servers] 7 ¢ > K7 & [System 360] 7 «( > RV IZF/RSNET,

Cisco ISE #r—/"—Hfk 7 = — X
* [Authentication and Policy Servers] 7 ¢ > R/« [HEf7H1 )
* [System 360] 7+ > K7 : [T A4 ~ U i fHATEE)
pxGrid Y7 A7 ) 7F*oa UBERT = — X
* [Authentication and Policy Servers] 7 4 > Ko . [7 2757 17
* [System 360] 7 1 > R 74~ UMiHAEE] XL TpxGrid i H AT HE)

BE S A7 Cisco ISE H— 38— D AT — & ZAR/NA T — ROZEF|Z L Y [FAILED] & £7R ST
WAHHEAIE, [Retryl] 227 U v 7 L, /SAT— RZEH LT Cisco ISE 5t & R L £,

ATvT6 [Add| 227 Y v 7 LET,
AT TT BH o F Y= =BT 5120, RO FIEZMEY ELE4,
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Cisco Al Network Analytics Dz E

ZOFNETIX, Cisco Al Analytics BEEEZANZ LT, Ry RU—T T RAL ANED Ry R —
JARY N DT —Z AN YA FEEE, BIO AR a Y07 —% % Cisco Al Cloud
27 AR—FLET,

458 HHEIIZ

» Cisco DNA Center 1 Cisco DNA Advantage Y 7 bV =7 A B A& HREHF L TNB I &
EHERLTLSEEW, AlRy bI—0 594 77U r— 2 i, Cisco DNA Advantage
TR 2T IRV ACEERTOVET,

» AINetwork Analytics 7 7° U 77— a VDI HIN—Ta VA VA =L EINTWVWHI L&
HRB LTSV, TF U r—va Doy rn— e A b—LEBRLTL
7230,

e Ry hU—Z FITHTTP 70X, ROV T 7 KIRA M~DT U k37 K HTTPS
(TCP443) 77 B AZHA[THLIICHESNTWNAZ L 2R LET,

+ [api.usel.prd.kairos.ciscolabs.com] ([ B Hitak)

» [api.eucl.prd.kairos.ciscolabs.com] (EU H4-Hiiik)

AT TN A=a—TA4ay (=) 271V v27 LT, [System] > [Settings| DNEIZER L £ 9,
AT 72 [External Services] £ CA~Z 1—/L L. [Cisco Al Analytics] Z &R L £,
[Al 2y bT—=0 53 V1 v RUBFIRESNET,

Al Network Analytics

Using Al and Machine Learning, Al Network Analytics drives intelligence in the network, empowering administrators
to accurately and effectively improve performance and issue resolution. Al Network Analytics eliminates noise and
false positives significantly by learning, modeling and adapting to your specific network environment.

Recover from a config file

ATV T3 RONTNNEFEITLET,
T ITAT L ARIZLLRIID/N— 5 @ Cisco Al Network Analytics 231 > A h—/LZI LTV ALETE,
WOFNAZETLET,

1. [Recover from a config file] #7 V v 7 LE7,
[Restore Al * Y T =2 541 U 4 RUBRRRINET,
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SRTLEENER |

. Cisco Al Network Analytics D% E

2.

FrREINTEZVTICar74Xal—yvary 77 ANVERTI I T R Ry 7450 774
WY AT BN T 7 ANVERRL E7,

[Restore] &7 U v 7 LE T,

Cisco Al Network Analytics DIETCIZIFE 3 D5 E R H 0 . Z D%, [Success| ¥ A 7 IRy 7
ANERINET,

* Cisco Al Network Analytics Z ] CRET %A 1L, RO FIEEZFATLE T,

1

2.

[Configure] 7 U v 7 L£7,

[Where should we securely store your data?] fEil C, 7 — & Z #7925 23R L £ 7, [Europe
(Germany)] % 7213 [US East (North Virginia)] Z#RTX £,

[Testing cloud connectivity...] # 7 C/RIFNLTND L DI, VAT AIXT T U RO T A b %[k
LET, 777 REEROT A M5 T35 &, [Testing cloud connectivity...] 2 7' %3 [Cloud connection
verified] (20 F77,

Next] Z#27 U v 27 LET,
[terms and conditions] 7 « ~ R U BT RINET,

[Accept Cisco Universal Cloud Agreement] = » 7 AR v 7 A% 4 A2 L TERSEICRE L TH 6,
[Enablel 27 U v 7 LET,

Cisco Al Network Analytics 23272 5 E TIZE D DDA R H Y . D, [Success] ¥ A 7 1
TRy 7 ANFRENET,

@

Success

You have successfully onboarded Al Network Analytics! You are about to
download the configuration file that enables Al Network Analytics. This
contains the key used for your data in the cloud. Please treat this
confidentially and keep this in a secure location. Access to this configuration
should be controlled.

AT Y T8 [Success] XA TRy AT[Okayl =7 Vw7 LET,
Al 2y b T—=9 98 7 1 > RUMRE/REZH, [Enable Al Network Analytics] b 7 /LR % o B0 3 FR S E

ATy TH

To
(HE

i.’%

) Al 2 FT—S9 9% U ¢ > KT, [Download Configuration] 7 7 A V%27 U v 7 LET,
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s547> rinEnEs ]

DS54 7F7 2 MEBAEDEH

—

ATy I

ATy T2

ATvT3

ATvT4
ATy TH

ATvT6

Al=—Tx v ME, X50927 747 2~ FEHEZEH L TALY 70 R~OFGEZFATLE T,
FEEX. ALV 70 RAOTF 2 bOA U AR—T 4 VI RHIZ AL Z 77 K CAIZ XK » TERE
FOBL S, 3EMAZTT (2021 48 AT 1 FICEHE) . BOMIEAUINAFNZ., 75
REFED RO WKL T TA T FEEEZEHT 5 0ENSH D £3, FEHEO BB EH
AN AAPEANSNTHNET, ZOAD=RALTIE, EHRIGEHEEZTFEH TRy 7T v
TAHALENSH Y F£9, #H LV CiscoDNA Center Z1E L £7-13BAT T 28581F. Ny 7 T v 7'M
MHETT,

B, TXTOAIGH Y 4 Ry (BT, e—bhvy 7 Ry NU—7 G, FLv
REBLOAS A ) ICHEIBRR S, FTLWAL Ry 8T — T ik A Ny 77 v 73
LHEOIHEREINET,

T « 2— 7 JL Cisco Al Network Analytics

Cisco Al Network Analytics D7 — Z INEE & BEZHIZ T 521X, KD L 9 1T Al Network Analytics 1
REZ M T HMENH Y £7,

Ama—T A2y (=) #7Uv 27 LT, [System] > [Settings] DIEIZEIN L E 5,

[External Services] £ TA 2 1 —/L L. [Cisco Al Analytics] Z 3R L 7,

wHEDT =y s ~v—s () 13, ZOBENETICR-TVEZLETRLET, Fxv IRy AN

FT7O%E (X)) | EREITEICZ > TWES,

[AI Network Analytics] fE3% C, [Enable AI Network Analytics] N 7 /VRZ > %27V v 7 LTAZIZLET
(LES) .

[Updatel 7 U v 7 LET,

Cisco Al Network Analytics 7 7 7 Rinb v NV —27 7 —% % HIER7 5121%, Cisco Technical Response Center
(TAC) ITHEHELTYR—PI 72X b A —7 v LET,
(A7 a ) LRiOENHEE > THUE S LTV 584 1X. [Download configuration file] #2 V v 7 L&

D

WWIER T Ly ON—XDEH

BEHERR T L > P8y 71, B = Y (MRE) 2 tX= U7 0 ORBEEZHEL, BA
JRIK O BB 2k #ET DI T 5, By —2 7a—C4, ZhbnFL oy
Ry Z71E, KV EL OEREZIE LD bR SvET, MR 1L >y o—2x
., Iy YRy s (V—r7u—) OURY NI TT, BFHOFT Ly Iy 71ZT
7R AT HIZOIZ, R Ly U= 2 H BB 5 X 5 12 Cisco DNA Center % 7%
ETHIEHTENE, FEIEHEZETTHELTEET,

vzx7ogEnss Il
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ATy T

Azma—=TAar (=) 27V v 7 LT, [System] > [Settings] DNEIZEIR L 97,

AT w72 [External Services] £ C FIZAZ m—/L L, [Machine Reasoning Knowledge Base] % &R L £ 7,

ATy T3

ATy T4

ATy TH

ATvT6

ATy T17

[Machine Reasoning Knowledge Base] 7 « > K7 IZi%, IROBFERPFRINE T,

¢ [INSTALLED] : A > A h—/L STV AR T L v O R—A Ry =T D=V g b f VA F—
NVHBRERRINET,

HWdEam T Ly ORX—2DFH LWT v 77— F B 5554 1%, [Machine Reasoning Knowledge Base] 7 - >
R 7|2 [AVAILABLE UPDATE] fE3k 3/~ S 41, 7 v 77 — R ® [Version] & [Details] 238 SiVE T,

 [AUTO UPDATE] : #MffEifT L v 27— &M% Cisco DNA Center CTHEIICfHH EHINE T,

* [CISCO CX CLOUD SERVICE FOR NETWORK BUG IDENTIFIER AND SECURITY ADVISORY] : H &)
Rk A 5217 T& % CX Cloud & Cisco DNA Center Z#t & L E T, ZDOHAEIZ LY. Cisco DNA Center D
X2 VT 4 T RANALF Y V=BT 3, A0k SN - gt A EERtE S E 4,

(#5%) [AUTO UPDATE] F = v 7Ry 7 A% 4 T LT, #BHHT L v V=22 HEICEFR L £
£
[Next Attempt] fEIEk(Z, RIEIDOFEHT D HAF & RZINRRSNVET,

HEEHX,. Cisco DNA Center 287 7 7 FOHEH T o ¥ VI EFICER SN TV AL EICOHRIFITT
EF7,
Hmk iR T L > 2 X— R % Cisco DNA Center TTEI THEHTHI121E . KOWTNEFITLET,
« [AVAILABLE UPDATES] ® FlZ# % [Update] &7 U v 7 LE7. [Success] B v 7T v 7 4 v K
FREN, EHOAT —H ARFRINET,
AR T L Y U R— R r— e VI FETH U v — R LT Cisco DNA Center |21 > 7" — b
LET, ROFNEEFITLET,
1. [Download] #7 YV v 7 LE7,
[Opening mre_workflow signed] %4 7 2 77K v 7 ANERINET,

2. Xy u—RLE77ALVERLS, o=~ OHBOBEFIEIEL T, [OK] 227 Y v
LET,

3. [Import] #27 YV > LT, Furu— KL R LYy P —2 &2 o —h /<MD Cisco
DNA Center |21 > AA— FLET,

[CISCO CX CLOUD SERVICE FOR NETWORK BUG IDENTIFIER AND SECURITY ADVISORY] F = v 7 7R v
JAEFANTLT, Xy U= AR IDEBINEX=2 VT 47 K23AH Y LD Cisco CX Cloud D %
BN LET,

[Security Advisories Settings] = U 7 ¢, [RECURRING SCAN] 7 /ViR& %27 V) v 7 LT, RO EHIN
IRAX ¥ U EANEITENCLET,

[CISCO CX CLOUD] hZ )Wk & %7 ) v 7 LT, CiscoCX Cloud A% £ /=13 LE,
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DRAT7HhO Uk

> =, i
DAADI LTV ILDERTE
Cisco DNA Center D Cisco D7 LT U ¥ LV ERETEXE T, CiscoD 7 LTy uE, A

IDOFEEINT = R =& LTHIRM E DG T 7B AT 572D, & A=3D Web B A
row 7 A NHEAT D= =4 L RAT— T,

)

GE)  WoOFIEZ{FHHA L T, CiscoDNA Center HIZEE SN~ CiscoD 7 LT oy U, VY7 =
TARA—TUREFH T ST LAy ra— RT5-0CHINET, CiscoDZ LTy
WITEZ, EXF 2 T4 D702, 207t R Lo TR {ILINET,

1R BHHIIZ

SUPER-ADMIN-ROLE #E[R & Ff o2 — WV DHN Z OFINEEZ EITT B Z ENTEEJ, FHEMiz-o
WTIE, 22— o—/LOMEEZ SR L T 7EE0,

1|

ATV TN A=a—T A2 (=) #7U v LT, [System] >[Settings] > [Cisco Accounts] > [Cisco.com Credentials]
DN EIN L E£7,

ATy T2 vAaa2—PF—-ABIORT -2 AN LTLIEEN,

ATv7T3 [Savel &7 Vv 7 LET,
cisco.com D7 A UNERMN Y 7 F U 2T E—ERIZH L TRESNET,

SRADILTUOVXRILDO )T

Cisco DNA Center {25 U TEAERE E TV 5 cisco.com D12 7 A NERZHIBRT 5121, &
DFRIAZEFITLET,

| vzx7ogEnss Il
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SRTLEEDER |
B ss=—rozx

\)

=3 VTR T DEY O — ROT N, ADT RV a = JICHET 4 A7 2 FTT 5
BE. cisco.com D1 7 A UERPFHE STV WL X A7 OBIGRTIZ T 7 A AFHE A
NTHETKRDLNET, AN LTcv 7 A E#%ZPR(F L T Cisco DNA Center 4= & T
HT 21213, RSN H AT a7y 7 AT [Save for Later] = v 7 R v 7 A% 4 1Z
LET, ZNLUANDOGEIL. TNODF AT ZFTTHINIn A AEHREAT D0
ERHY ET,

c ZOFIEAETTHE, = Ra—H—F 4 28K (EULA) OARPERVEEINE
4. BEULA OEBEBBANTEZFIECONWTIL, 914 B ZAEBEOZHE (62 2—)
ML TLZE N,

4R8O HHEIIZ

SUPER-ADMIN-ROLE #[R & Ff o2 — YV —DHN Z D FIEEZFEITTHZ LA TE 4, FEMIC
SN, 22— g — LOMEEZSR L T EE,

AT TN A=a—TA4ar (=) 271V v27 LT, [System] >[Settings] > [Cisco Accounts] > [Cisco.com Credentials]
DNEIZ IR L F5,

AT9 72 [Clear] 7 Vv 7 LET,

ATY T3 BRENIZHATa Ry 7 AT, [Continue] %7 V v 7 L THEIELMELET,

HERt— FORE

BH5eE— RIL. Cisco DNA Center &#EET 5%y N U —T7 ND A~ — bxfIiT 7341 A & Cisco
Smart Software Manager (SSM) DR]OE A BB L £7°, RARLBHE— FERET DT,
SUPER-ADMIN 7 7 & A RN L FE T,

ATFY TN A=a—TA4ar (=) 27U v LT, [System]>[Settings] >[Cisco Accounts] >[SSM Connection M ode]
DIFIZER L E T,

KOBefEE— REBATE £T,
- B
A2 TLITRCSM
«AX¥—+rTEFXFY

AT w T2 CiscoSSM 7 7 U R~OEHHEG 2 AN T HI2IE, [Direct] 2R L £,
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AT9T3 MEOEX2 VT 4 ZEDLNEND LA TE, [On-PremCSSM] ZRINL £, AT LIAAT v a v
TlX, CiscoSSM 7 77U RTIA U AZEHT LRI, A ¥ —F vy M CEBERE T 518 V2 Cisco
SSM#REDY 7 v MIT 7/ BATEET,

a)

b)

d)
e)

2

[On-Prem CSSM] Z BN T HHIZ, VT T A "3y hU—27 %4 MBS TEE L T\WH Z &
EHERL T ZEN,

+7 74 N FQDN TRESNTWDHHA, 7 74 b FQDN @ Call Home s ES P 7 KL 2D
DicTyvad&hEd,

[On-Prem CSSM Host], [Smart Account Name], [Client ID], *5 & U [Client Secret] DFERZ AT L E T,
A= T AT FNAICAN—ART A —2a T R LRNTIEEN,

IJIAT L NIDETTAT U b —7 Ly NERIGT 2 HEICOWTIE,  [Cisco Smart Software Manager
On-Prem User Guide] #Z ML T 72& 0,

[Test Connection] % 2~ U 2 LT Cisco SSM %t & #aE L ¥ 97,

[Save] 7 U v 7 LTHH [Confim] &7 U v 7 LET,

ZEF L7= SSM THAGRN VLI T NA A0S 5855 1%, [Need to Re-Register Devices] %1 7 1 77K v
JAMFRENET, X470l Ry 7 AT[OK] %7V vr LET,

[Tools] > [License Manager] > [Devices| D 7 ¢ > K7 T, HERERT 27 /31 A% L, [Finish
Connection Mode Changes] #7 U v 7 LE£7,

[Resync Devices] # A 7 7R v 7 AT, WOFNEEFEITLET,

* [Smart Account] = AJJ L E 7,
» [Virtual Account] & AJJ L ¥,

s[Now] #7 U w7 LTI ICHRMAZRLET DD, [Later] 2727 U v 7 U THRE ORI BRI %
A a4 —)b LET,

*[Resync] 27 U v 7 LET,

[Recent Tasks] ¥ « K7 IZIE, T3 ZADOFHEMAT —F ANKRINET,

AT w74 [Smart Proxy] # 3R L. Cisco DNA Center # /I L C Cisco SSM 7 7 7 RIZA~— FxfIGT /31 A& %k L
F9, ZTDOF—RTIL., T3 A% Cisco SSM 7 7 7 NICEEE T D463 Y ¥ A, Cisco DNA
Center |%, T /31 AMBDOERZHHE %/ LT CiscoSSM 7 77 Ric7adxv LET,

CallHome iREZT A AT Va=r 745 L X2, 774 MW FQDN TREINTWBAEHA.
IP7 RLADORDOVIZHT T A4 FOFQDN N7 v = EET,

TS559F7Y

KT LA DERE

Cisco DNA Center %, Cisco Plugand Play (PnP) Connect ® 2> hmu—Z & LT, UXA L7k
P —EZAHIT Cisco A~v— F T H 7> MIBGFERTEET, ZHNIZE D, CiscoPnP Connect 7 7
7 RAR—2% 1736 Cisco DNA Center D PnP (2, 7 /31 AA Ry M) ZEMIT 22 &N TEE
ﬁ—o

vzx7ogEnss Il
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B re <o rEROAER

ATy

ATy T2
ATvT3

ATy T4
ATy TH
ATvT6

ATy 717

ATvT8

1R BHHEIIZ

SUPER-ADMIN-ROLE F 72133 2 7 A EHHERR 2 £ CUSTOM-ROLE D —H —DH3 =

DFNEZFEITTHZENTEET,

Aw—h"TH T NT, BEOKEEOFEITEZH AT o0 — RN a—F—ZE 0 4 ToHhET,
s Aw— T H U MNEHEL—T L, TRTOR—F Y LT AT MIT 7 BATEE
T

ca—H =T, VY TOENIN—TF Y AT I NCDHT JEATEET,

Ama—TAary (=) #7U» 27 LT, [System] > [Settings] > [Cisco Accounts] > [PnP Connect] DJIAIZ
EIRLET,

PP i 7 u 7 7 A VDT — T IINFREINFET,

[Register] #7 UV v 7 LT, N"—=F ¥ LT AT N8B LET,

[N—=F % /T 7 b OXEk (Register Virtual Account) |V 4 > RU T, ELIZA— T bR
[A~—FT BT FDOEIR (Select Smart Account) | K2y FZ 07 U X MIF/RSHLET, [Select Virtual
Account] K v 7X 7 JA NNLT DY M ERIRTEE7,

VB2 [IP] £721X [FQDN) A7 v a v R Z %27 ) v 7 LET,
A kr—70OIP7 RUAEIXFQDN (SE2Ehi KA A v 4) ZANLET,

TRT7rANGEANLET, BELEREEZMEM LT, BRLIENA—F ¥ AT IV FOT 0T 7 AV
DER S IVE T,

[Use as Default Controller Profile] = v 7 7R v 7 A% 42 LT, Z® Cisco DNA Center 2> ka2 —7 %
Cisco PnP Connect 7 7 RIR—H WZT 74/ har ha—7 L LTRERLET,

[B&k (Register) | &2 27V v 7 LET,

PnP 4 X2 MBI DIER

ARy NBHEERTHZ LT, 7777 K7L A (PnP) A X2 F23 Cisco DNA Center T
FRAETHEEWNCEAEZTRY £7, YAR—FSNTWLEF ¥ RLEREL, 4 X MNEHE
{ER% 9 % 1Z1%. [Cisco DNA Center Platform User Guide] @ [Work with Event Notifications] +
Vw7 ESRLTLIEIN,

KD PP A X kDA R MAHNEVER L TLEEN,

Event Name ARVKID Bz
S50 2Nz [NETWORK-TASK_FAILURE-3-008 FoNA AT T
KLU E LTz, oA oR—FTianEn

FH A, H—FE
VR MC Lo TF R %
ZBNTHE, =T =M%
ELET,

B O ATLBEEOHEMK


https://www.cisco.com/c/en/us/support/cloud-systems-management/dna-center/products-user-guide-list.html

| vRFLEEOHERK

AYX— K72 FD

ATy T
ATy T2

z2v—tr7a9s roizE ]

Event Name

ARV KID

B

F A ADIBIMZ
ML E Lz,

NETWORK-TASK COMPLETE-4-007

H—F A R—1
WL o TT /3, ANIEFRIT
BMEE L,

F RFET—
RiETT,

NETWORK-ERROR _1-002

TN AFX TS —IRREIC /R
nET,

FNRA AT
Ya = IREET
—a‘o

NETWORK-INFO_4-003

FRAAFZTAES 3y
GURREIZ 20 9,

FONA AN
R—F 4 IIkHE

NETWORK-TASK PROGRESS-2-006

FONA AN N5 UL A
R—=F 4 VTIRRETAHZ v

IN2IGE IS
F L7

TAX v LE 7 LTWET,

j—o

TN, ARGEK % | NETWORK-INFO_2-001 TN AFIREEROIEEIZ

o TWET, Y, e va=r o
N TETCWET,

Z~— k7 % % [NETWORK-TASK FAILURE-1-005 — DTN AT A7 — b

Ty FORBNTERKL
F L7

A— KT
s DRMNZ R L
F L7,

NETWORK-TASK COMPLETE-4-004

— DTN, AT, Av—
rT7H 2 kORI RSN
LE L,

=JL =

ax e

VAARAY = T AT bORT A AEFRIT, A= TRV RA T AT MR S H
TSN ET, 748 A=V Y —iE, RSG5 & T B 2EHODIC, Z

DA<= T AT FOFEMRT A & AMEHREMEH L ET,

1R BHHIIZ

SUPER-ADMIN-ROLE #R & HfG L TR E £7,

[System] A == —7 A 2> (=) 27 U w7 LT, >[Settings] > [Cisco Accounts] > [Smart Account],
[Add] RZ v %7 ) v 7 LET, A~v~— b T v bonl A4 EREANTTHEkRobNET,
a) AY—hT AU D= —HBLUONAY—=REANLET,

b) [Savel 27 Vw7 LET, A=K T AU FRRESNET,

vzx7ogEnss Il
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B ~~—r51e2x2

ATvT3

ATvT4

ATy TH

ATvT6

ATy 17

ATvT8

ATvT9
ATv 710
ATy

BRLICAY— T U NOARTEEER T 511X, [Change]l] 2 U v 7 LEF, CiscoSSM 7 77 KT
A=k FARAT AT b~OERHIEHNIND A= T A7 FE@RIRT D X ) IesinE
TO

a) Rey 77X U A R»E [Smart Account] %8R L &7,

b) [Savel %7V v 7 LET,

[Viewall virtualaccounts] &2 7 V) » 7 L, DA~ — 7 H U2 MIEEMNMT N TNDTXTONRN—F ¥
NT I MaeRrLET,

GE) VARATATY MIEEDOAR— R T T hEN=F LTy b EYR—FLTNE
S

(AT vay) Aw— T4V AKIGT NA A X—F ¥ LT 7 MZHEBIRGET 5545, [Auto
register smart license enabled devices]| = v 7 AR v 7 A& A N LE T, A~— M7 A v v MIBEEFITH
NTWONR—=F LT FDY A RPFRRENET,

WBIRN—=F VT AT FEBERLET, A — b T A B ARIET A ADBA X2 hYIZBINS
NLTNT, BIRLIEA=F v L7 AT MCEBRICRER S ET,

TABLAEZRHF LIZA~Y— T U v ha—P—L ZnICBET BT — % ZHIRT 55613,
[Delete historical information] %27 U v 7 L ¥ 7,

[Delete Historical Data] A7 A KA XA NZIE, TA BV AZRGLICA~Y— T U ha—HF =)
FKRINET, F72. Cisco DNA Center [IZHBEFEL TWRWEEFDOA~Y— R T DU R ERRSNE
T, FNOORBERET — 235 & FHTE £,

[Smart Account list] =V 7 C, HIFRT DAY= KT H T FORICH DT = v IRy I A Al LE
R
[HIBE (Delete) 1227 V27 LET,
WROMERY 4> R T, [Delete] %7 Vv 27 LET,

(A7 a3 ) [Delete the associated license historical information] = v 7 R v 7 A& A4 (2 LC, BHHET
574 ADBIEERAEHIRL X3,

ARX—hFr24 €A

VA Av—h TV, VA R—= 73 VAEEBIOMBEARTY 7 by
T HEEDEEPORHIC B L TUEABLOWEETX AR T A B AETVTY, Fi,
ZHERETT, 2= —RT 7 EATEH L0 TEET, Av—F I/ B R %
THE RO ENATREICZR D £97,

BEAETFHITAR—3 : Av— I B AT, HEBESKCHATEA Y 7 =T
FTAB L ADT —NVEWHSLLES, WET 7T 4 _X— g % — (PAK) I IARETT,

EEDH#E : My Cisco Entitlements (MCE) 1%, T WAR—=F L TFXTHOI 2 afl
phE P —EADTERRE 2 — 2R LT,
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| vRFLEEOHERK
71 zoanm ]

CTAEVADEREN VT MU =TI N N7 — Fry 7 SRTWRNED, W
BIUGCTIA B Az fHICEHB LA TE £,

E

e

Aw— b T A RBMERHT A2, F 9 Cisco Software Central TA~— 7 W7 &
THMLENSH Y £9 (software.cisco.com) .

VAT AR ADFEMIZOWTIL, cisco.com/go/licensingguide B L T 72 &0,

1R BRI
e AV — M TFA BV AEANNCT HITIE, Cisco 7 LTy vEREL ([ 2z b
TUUXIIVORE (53X—) | &) | Cisco SSM T Cisco DNA Center 7 1 & A
HZT v 7 — T 0ERH D £,
e Av— K~ T AL AIX, [System] > [Settings] > [Cisco Accounts] > [SSM Connection M ode]
725 [On-Prem CSSM] DA IR — I EH A,

AT TN A=a—TAar (=) 271V v27 LT, [System] > [Settings] > [Cisco Accounts] > [Smart Licensing] DI
IR L E T,

7 7 /L kT, [Smart User] & [Smart Domain] DFEIAA R RSN E T,

AT 9 T2 BETLH/N—F v LT B k% [Search Virtual Account] K2 7 X7 U 2 R BRI L £97,

ATv T3 Bk (Register) 1227V v 7 LET,

ATy T4 BENIEFIZ5E T L2 5, [View Available Licenses] V > 27 %7 ) » 7 LT, Cisco DNA Center D1 J AJHE
RIA B ALRHERLET,

T INA A DA HIETE

F A Z O AHIEIPE & 1%, Cisco DNA Center (21T B W< DD T /34 R JEBHEFED FIHAIRAE A
WET DYV AT AL~ 7w 2T, ZOHMIL, Cisco DNA Center 787 /3 A A & & B4
HOIZMER Ry NT— IV REDEANEXETHIETT, TAAINVERETLED, AV
R NVWEZTNA RAZBMLTZD, T, AP A MBIV ST TDHE, Xy NU—2F
INA RIEERMZBNET,

TNA AT v 2 SNDHREEF/RT DX, [Provison> [Inventory] (28 L, [Focus] K
2 XYY A )G [Provision] 38R L £ 97, [Provision Status] 71/ [See Details] # 27 U v
y L/iﬁéo

)

(GE)  CiscoDNA CenterlZ LV T34 ANRNREEIIFEHFHIND L, N T UoTF 7y a U BNERn 7
¥y 7Frsh, BEOBHEMBED T TNV a—T 4 VIEATEET,

TROT AL ARENT A ZAOAHEED —E & L THEMITR Y £,

| vzx7ogEnss Il
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« TN R
* [SNMP Credentials]

* [INETCONF Credentials]

e AR MYADTINA ZADENM

Cisco TrustSec (CTS) Z LT v /L

N

(GE)  [Global] ¥ k73 Cisco ISE T AAA & L CRHEINTWDHHAIC
DI, Cisco TrustSec (CTS) 7 LT v ¥ /LA X b iz
TyvaIhET, ERUADOEEIL. CTS 28 Cisco ISE T AAA
ELTREINTWDIHAEIL YA b~DEID H T FizT A
ATy vad8nET,

c TNARADY A FADEIY HT
« 32 bu—FEEE
*SNMP k7 v 7% — E S
* Syslog —/\iE %
* NetFlow #—/NE#
* Wireless Service Assurance (WSA)

« IPDT DAL

TS ZAO AT 7 40 B TEZTT, 78 A0 Z A Lo R
I, FEITEDCLES, FEMICOWTIE, 730 2O HHEEORE (61 ~—) 2ZH
LTLZENY,

TN ZADAHIEIWEN B DA T 4 AN FATRFRT SA ZADH A b ~DFE| Y 24 THf
2. PR 7 LF oo v LB BEY Cisco DNA Center THREINAZ LITIH Y FHA,
WD X SRR T, T, ZADOFHIEEIZ L > TTF S RCxy MU= RENEH S
DNE D IVIRED 77,

e TINA RHEHE : SNMP & NETCONF 7 L7 > o ¥ AN F 12T 34 ANTHEE L WA .
ZORENRH T e AIZEH S ET,
ARV R)ADOTINA R (Devicein Inventory) : #1HA X b VIENIEFITK T
45L&, IPDT BT /31 ATREINET,
DTV YV —Z2TiZ, RO IPDT 2= RAREINTWE LT,

ip device tracking
ip device tracking probe delay 60
ip device tracking probe use-svi

A F=T2AA AT LT, ROFIHZFETLET,
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74 zoasmtrose [

interface $physicallnterface
ip device tracking maximum 65535

BWAEDOV Y —2ATIE, FTLLBEENTZT S, R L TR IPDT 2~< > RARE SN
\i‘g—(}

device-tracking tracking
device-tracking policy IPDT POLICY
tracking enable

AVHE =T A AT LI, WOFEEFITLET,

interface $physicallnterface
device-tracking attach-policy IPDT POLICY

A=A RO TINA R T8 AREFITEM, A VA — b, Floidmtishs
& . Cisco DNA Center (37 7 # /L b TF /XA A % [Managed] IRFEIZ L T [Global] %1 kiZ
BB CTES, FO—s\L o FHD SNMP H—23, Syslog —/3, 3 L NetFlow =
L7 AREDERFHOBHE TS, T3 A LD Zivb OF%E % 2 H Cisco DNA Center L
FH A,

YA MIBHEINI=T/INA X . 734 A% [Global] A k735, SNMP —3 Syslog
P— 3 NetFlow 2 L 7 ¥R ENEFRBFHDOH LW A MIBEISE 5 &, Cisco DNA
Center TIIT XA ADZNHDHENH LA NHICERSNTREICEHEINET,

YA COSHEIBRENT=T/INA R : T 2%V A L HIRT B34 . Cisco DNA Center
TIXT /34 AD SNMP H—/3_ Syslog h—/3, NetFlow = L 7 ¥ EDHIFR SN EH A,

HIBR =N BT /31 XCisco DNA Center : 5 /3 A % Cisco DNA Center 2> 5 HIBR L.
[Configuration Clean-up] &= > 7 AR v 7 ANA 12T % & SNMP #—,3_ Syslog #—/3,
B L NetFlow = L 7 ZFREILT A ZAPBHIBRSLET,

AMDYA MIBEILIZTNNA R 2 23T A FADPDY A FBIZT A AZBEISH
% &, Cisco DNA Center TILT /34 A SNMP H—/3_ Syslog #—/3, NetFlow = L 7 ¥
REN, A FBICHEID Y TONIHEICESHRZ DNLET,

YA LbTLAN)DEBRDOES : 7 A AOAHIEVEOFEFANIC & DR EICHT HEE
X, TR ATV a=r 7 FRETLAM)REDEHT 7 2 a » DIITHIC
Xy NU—7 TN, ZZHEH SVET,

TN XD EIHI{EEDERTE

T3 AD AL, Cisco DNA Center T7 /3 A& B 572 0DICMHER Ry MU — 2%
TEDRER &2 >’ L £7,

)

G¥)

T A A D A HIENE & BEgh2 95 & [Device Controllability] ~<— VIZFE# ST\ b e 7 A

FEME T ITHEREIL, T 4 AN B E IR FITRRIC T AN RICHRESNEE A

TNA ZAOQAHIEWE LT 7 4V S THETY, 7735 AO Al 2 T8 T/ 512,
WOFNEE FEITLET,
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B 5 tozxzpzoss

ATY TN A=a—TA4a2r (=) #7 Y v 7 LT, [System]>[Settings] > [Device Settings] > [Device Controllability],
AT 72 [Enable Device Controllability] =~ 7 R 7 A% 4712 LE T,
ATv 73 [Save] &7 Vv LET,

T4t REBHEDZEH

VTN 2T EE = R AR, £RET A A E T oY a = ST AR, TR
a—HPF—F 428K (EULA) ICRIETALERHY F1,

)

GE)  ciscocom DB 7 A AERE FERE L TW WA, JIc#ETeailc, [Device EULA Acceptance]
T4 RUTHRET DL IITROONET,

AT TN A=a—TA42a> (=) #7 Vv 7 LT, [System]>[Settings] > [Device Settings] > [Device EUL A Acceptance]
DNEIZEIR L E T,

AT w 72 [Cisco End User License Agreement] Y > 27 %7 ) v 7 L, EULA Z itk £,

AT 73 [Ihave read and accept the Device EULA] F = v 7 Ry 7 A& 4 12 LT,

ATY T4 [Savel 7 V7 LET,

SNMP 7' A/\T 1 DHKTE

SNMP ODEFITE XA LT U NOEERETHIENTEET,

48 HHEIIZ

SUPER-ADMIN-ROLE #[R & Ff > — WV DHN Z OFNEEZ EITT B Z N TEE9, Mo
WTIE, 2= B —LOEEZSR L T 7EI0,

W

AT TN A=a—TA4ar (=) 271V v27 LT, [System] > [Settings] > [Device Settings] > [SNMP] DJIEIZ 3R L
E3 N
RT9T2 RO7 4 — NV REFRELET,

BHEITEE (Retries) : FFASND T A A ORNFAITEEL, ARMEIT1~3 T, 7741
&3 TY,

* [Timeout] : XA LT 7 MMI72D £ TIZT /31 A & DBEGEDOMEST &7k HFRIZ. Cisco DNA Center 23
M 28%, AR EX, sHHEET1I~3008M Ty, T 74 MEISHTT,
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ATv73
ATy T4

1cMP ping o« +—F it [

[fR7F (Save) |27 U v 7 LET,
(FA7vay) T7FNMFOREIZETITIE, [Reset] 27 Y v 7 LTHoH [Save]l 27 U v 7 LET,

ICMP ping O 1 ~— 7 JL1{E

ATy T

ATy T2
ATy T3

Internet Control Message Protocol (ICMP) ping 23 HZhiZ 72> TW T, FlexConnect & — K CZIE
REEIRT v ARA v "% 54, Cisco DNA Center [Z ICMP 2 LTS5y Liczns
DT 7B ARA L M ping ZFEITL., BETREMAZ L L E7,

WO TFNETIX, ICMP ping % AT 5 FIEIZO W TP L E T,

Ama—TAar (=) 27U v7 LT, [System] > [Settings] > [Device Settings] > [ICM P Ping] DJIE|Z35
WL ET,
[Enable ICMP ping for unreachable access Points in FlexConnect mode] &= > 7 /R v 7 A& F T L E T,

[Save] 227 U w7 LET,

A A—VBREY—/\DHKRTE

ATy I
ATy T2
ATvT3

ATv74

ATy TH

AA=VEMEY— =1, Y7 MU =T A A—VORELREICELLET, Y7 U =T A
A=V EBUET D LI ITHRRIDDINEA A —VEUE N —"—ZRETEET, £, #HL
BiINENn/cA A—VRES— =21 2L EDO7 e Fa e ETEET,

Ama—TAay (=) #7 Y v 7 LT, [System] > [Settings] > [Device Settings] DJIEIZE R L F 77,
[Device Settings] K2 v 7 # 7> J X k)26, [Image Distribution Servers] Z i8R L & 7,
[Image Distribution Servers] 7 «t > K7 T, [Servers] #27 U v 7 LE T,

[Image Distribution Servers] 7— 7 /WZIE, A A —VEUEY— N—DH A h, =—WF—4 SFTP, SCP, ¥
KO CB T DR S LT,

[Add] 7 UV v 7 LTH LWA A—TBET— 2B L E7,
[Add a New Image Distribution Server] slide-in pane 23 F /R SV E T,
A A—=TVEUEY— 2O T, ROEHEZZRELET,
e [Host] : £ A—VBUEH—_—DHEA N EITIPT RLAZ AL LET,

* [Root Location] : 7 7 A /WHZEIZ/L— R T 4 L7 MU 2T 28451%, [Useroot directory for file transfers]
Frxy IRy 7 ZA%d A LET, TRUSNDOYETE. [Userootdirectory for file transfers] F = > 7 7R v
J A A 7L TV— hOYFTEASI LET,
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G¥) Cisco Aire0OS = > hu—F DEE . BREINTF AN 16 LFEEBZDHE. A A—CORME
TR £,

* [SFTP and SCP] s 2 BB L £ 97,

e [Username] : f A —VFE——~Dnr /A JfEHIN 2= S EZ AN LET, 2—HF—4
Wi, == EEL— bT 4 L7 R UICKT D5 /A BMERN LI TT,

e [Password] : 4 A —VEUE —N—~Du 7 A NNEHSNDH/RAT — R,
[R—=FEF] AA—TVEEY—A=RIATINTNDIR—NEEEZ AN LET,

ATvT6 [Save]l 227V v 7 LET,
AFyT] —HOUAFYL AL ha—FDRAAA—=V 30DV 7 =T T, SFTPOREESHHE L TIHWEEE R
(SHA1 R—ADKEF72 &) LV FR—FEINTWiWzd, CiscoDNACenter T/ 7 b7 =7 A A—TD
BHSOUVAVVAT Va7 TV AOREEZITIICIE, VA YL A3y ha—F 160 SFTP ##icxt LT
SFTP At — REANZT 243N H Y £9°, Cisco DNA Center @ SFTP Y—/3—TiL, BV Z XD
PR— N2 K90 HREE CT—HICAENCT A Z N TEET, VS22 HI1I21E, LTFE2FEITL

£

a) SFTPH— =D IP T RLVADRRIZH D [i| T A 2N — Y VvEEbE, [Clickhere]l] 7 U v 27 LE
ﬁ‘o

b) [Compatibility Mode] slide-in pane C [Compatibility Mode] F = » 7 7R v 7 A& A4 42 LCTHAIM (145~ 90
H) ZALET,

c) [Save] &7 Uwv 7 LET,

AT T8 (FAFvay) REEZWET DI, [Action] F THIGT DA A —VEUEV—3—D [Edit] 7 A 2> %7
Vw7 L, [Edit] V4~ RUTHERETE{T->T[Save]l 7 U v 7 LET,

ATYFT9 (LR A A—VEUEH— " —ZHIBRT HI2I1E, [Action] FITxET DA A —VEIEH——DHICH D
[Delete] 7 2> %27 Vw7 L., [Delete] 27 Vv 7 LET,

PnP 7 /31 RFRI DAL

ROFINETIE, T A ZATHAZ AT 2 HIEZOWTHALET,

ATY TN A=a—TA1ar (=) 271V v27 LT, [System] > [Settings] > [Device Settings] DIEIZEIN L £,
AT w72 [Device Settings] K12 v 7% 7> U A k5 [PnP Device Authorization] % 3#&R L 5,

GE) T 7V TR, T ATABICIFR S ET,

AT w73 [Device Authorization] = v 7 R v 7 A% A4 NI L TT A ATH A ZH ML ET,
ATY 74 [Save] &7 Vv LET,
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FINARATAVT FDOERK

Cisco DNA Center TlE 2 —W—£ L XA T —ROHAF LT T Ml T&EE9, W AHX
L7 hEFERALTCT A, AETAERENET DL, 2y NI HOT A A
PR TEET,

ARZALTOUT FDERK

AT TN A=a—TA4ar (=) 271V v27 LT, [System] > [Settings] > [Device Settings] > [Device Prompts] DJIA
WEIRL £,

[Device Prompts] 7 4 > RUBRFREINE T,

AT 72 [Create Custom Prompt] 7 V v 7 LE7,
[Create Custom Prompt] A J A KA XA U INFRSINET,

AT9 T3 a—V—LZDOH AL LT a7 NEERT DI, ROFIEEZFEITLET,
1. [Prompt Type] K2 v 7 &7 U A k)35, [username] %33 4R L £,
2. [Prompt Text] 7 4 —/b FiZ, IEFFEHL (Regex) TTFAMZANLET,
3. [Save] #7 Vv 7 L%,

ATV T4 RRAT—ROHAL LT a7 MaERT 51, ROTFINEEZFATLET,
1. [Prompt Type] K2 7 &7 U R k)6, [password] 2R L £9,
2. [Prompt Text] 7 4 —/b FIZ, IEFFEH (Regex) TTFAFZANLET,
3. [Save] #7 Vv 7 L%,

(®) [Device Prompts] 7 « > R H A Z LT 07 MRFRENET, 2—F—H LAV —FD
NAZ LT 0T R 8 OETIERTE £75,

ARTFYTS WAX LT 0T Ve bBRIBFCRTZ v 7T RRkay 7 LET,

G¥) Cisco DNA Center [, #AZ L7 a7 "ONEFEHEEFL, Yo7 hMear~XKYI0EE L
TTFNRARZELET, OB AZ LT a7 NOBEREENEL R £7°,

ATFYT6 WMETA w7 )y 7 LT, BRAEZLTa P NefELET,
ART9 Tl WAZLTa T NIRRT D12, HIBRT A ava2 7Y v 7 LET,
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B = xm0 v o7y TREOMA

GE) =W —ZOTa T NEeNRRT—=ROTr T ML, —BEOEREIPLETT, ALE
71 i*EfJ@IEi‘%i%ﬁ%ﬁzﬁkj_é (1: T/\/rXTnL thE@FIﬂEEZ] %’E$ Lij—

TINA RERD/IN YD Ty TEREDER

Cisco DNA Center 1%, T /35 ZADEITHERDEH N0 7T v THFEITLET, Nv I T v
TORRFE, TS AT EIRIETE AWM RN 7 ORI EZERTE £,

)

GE)  FI73 VT, BEoNy 77y AIIBEAERDOF#% 11KE304% (UTCH A LY —)
A a— )L ENET,

(B

ATV TN A=a—TA4ay (=) 227V v27 LT, [System]>[Settings] > [Configuration Archive] %R L 7,
AT 72 [Configuration Archive] 7 4 > K7 . [Internal] # 7% 27 V v 27 LE£7,

AT 73 [Number of config drift per device] K2 v 7F U A 27 Y w7 L, T/, AT LIRFT D/ NY 7
F O ARINL 7,

TNAARAZEZT~50 DR KU 7 MERGFTEET, RESNDIHEK Y 7 FOAFIZE, 73 2D
TRTOT A EHENEENE T,

GE) TI7HNV TR, TS RAZLIRFENDHEL N 7 FO%id 15 TT,

AT T RNy T T OREFEBIRLET,

BIRL7=ANy 7 7T vy 7OHRBHT, Ry hU— 7 2B &7 Cisco DNA Center 7 7 A X DX A LY — T
HEoSxF,

ATw 75 [Save] 7 Vv 7 LET,
Ry I T oI AP a—NVILEBIIT 7T 4T 48 X—TERTEET,

AT9 76 [External| ¥ 7% 7 ) v 7 LT, T/ AERET — DA 7T 5720 DN — "—Z 4Rk LE3, FEHIC
DWTIEL, T, AR AT — A 7T 2588 — " — DR (66 X—) 2L T I,

TINA RIBRZET —H4 T 5508 —/\—DERL

FRAZADEITaA L T 4 FXal—a b mT —0A T T 52D SFTP — — &2t T
=FET,
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ATy T
ATy T2
ATvT3

ATvT4

ATy TH
ATvT6
ATy T17

559 k7oez%— |}

Ama—TAay (=) #7027 LT, [System]>[Settings] > [Configuration Archive] % 3R L £,
[Configuration Archive] 7 « > K C, [External] ¥ 7% 7 U v 7 LET,
[Add] &7 U v 7 LT, [External Repository] Z B L %7,

G¥) BINTCE 3 SFTP —"—% 1 2751 T7,

[Add New External Repository] A 7 A RA <A T, ROFEMEANLET,

a) [Host]: "RARDIPT KL AZ AN LET,

b) [Root Location] : /b— k7 )V HZ DT &2 A1 L £,

¢) [Server Protocol] : SFTP #—N—Dax—H—4 NRT—FK K- EFEZANLET,

d) [Backup Format] % &R L £ 7,

*[RAW] : FEITar 7 4 Xalb—va VNI RTARSNET, T XTCOBEREL 7714 X— |

REX, NI T v T T =2 T RAIERINET, "AU—FEZANLT, Nv I 7 v T 77
ANZEay 7 LET,

GE) 7 7 A )LD sRA YT — K Cisco DNA Center (ZfRTFSNEH A, SFTP Y ——LD7 7
AT 78 AT 5121%, ATV —FRZ2E2 TCBLERHY £7°,

« [Sanitized Masked)] : EITT L 7 4 Fa b —2 a VOBBEHRTE S 7T A X— FREDFEMN~ R 7
SNET,
NAT— RiE, RAW Ny 7 7 v TR EBRIR LI GAICOREH S ET,
e) NI T TV AINERFa—NV1LET,
Ny 27y 7TORA, BEl, ALY =2 BEOANY I 7 v 7OV R LIERE AT LET,
[Save] 27 U v 7 LEF.

SFTP $— /S — Dt 2 T 5 121%, [Action] FIDFRER X L %7 U v 7 LET,
SFTP H— "—ZHIBRT 5121, [Action] FID FIZH HHIBRAZ %227 U v 7 LET,

D270 €AF—

Cisco DNA Center {Z Cloud Device Provisioning Application /X 77— % A A h—/L LTz 5, 7
FURT IV BAF—BRGFTEET, VAT LT, BBV T7T RT 7B AF—NHHR— |k
INTWET, EF—F, TOIV T RT I/ AF—2FEHL THREINZAWS A 7T A
N7 FvDar AT NERIZY Y —RA2TXTEERIOZ 77 RFa 774 1E LT
FHEShET, 77U K7 7 8AX%—%2BMT 5 &, AWS VPC A X U IEED BE)AYIC
M) H—ENET, TDOIZTTRT 7 EAXF—D VPC A X2 MVIETHREEINZY YV —
AWNAWS £ > T T ANT I F ¥ THESN, CSREBELIR IS YL Rarte—F OrIv
K7 rbeya=7TCRRLUTEHTEET,
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TEAREE

1R BHEIIZ
« Amazon Web Services (AWS) =V — /L DH 7T 7B A% — 1D & EEZTE L ET,
cAWS~—4 v F TP UA ATCSREZIZI VAV L Ray b —F WFICEERL, ¥—F v
RN =3 0D A= ID 2R L ET,
¢ AWS TO HA 7 = — /LA — "—HFZ CSR THATAF—XT 28 ELET, TDVU —
TaryOCSREIuEYa =TT AT, ZOF—XT DO4Hi% Cisco DNA Center D
UARDLERLET,
« AWS TO HA 7 =— /LA —/X—FFIZ CSR TIHEATH IAM B — V24 E L F7T, CSR %
TubVa = VT AL, 20O IAM 2 —/L% Cisco DNA Center D U A h ) 5H3&IR L E
j—o

« Cisco DNA Center & AWS D[] ® HTTPS REST API # /" L7-@8EICfEHTA2 a3
ELET, 7aFTORE 80 2—) 2L TLEE N,

+ eNFV 77U @ Cloud Connect $E3EREBEIL. Cloud Device Provisioning Application /X v 47—
VERBIRERRT L Z E THMNIRY £, 2Oy =T, 7 7 4/ kTl CiscoDNA
Center DIEHEA U A M —/LZEENTWERFA, WEB T —N—InE R X0 =V %Xy
Y= RLTA V2 b=t BRERH Y £F, HMICOVTIE, 77U r—va v DR
Hox rm—Ref A R—=LEZRLTIIZEN,

ATY TN A=a—TA4ar (=) 27V v27 LT, [System] > [Settings] > [Cloud Access Keys] DJIEIZEIN L E 9,

ATv T2 [Add) 227 Y v 7 LET,

AT w73 [Access Key Name] # A/ L., [Cloud Platform] % K2 v 77X 7 U 2 hinB@ER L ET, AWS 22V —)L
M EUE L 72 [Access Key ID] & [Secret Key] # A LE 7,

AT w74 [Saveand Discover] 7 U v 7 LE7,

RDZRY

VT RT IR AF—HBEINTHE, AWSVPC A X MY INENHEIMIC RY H—&
NET, 77U K77y 87 +—ALEDRMNIITEG D0 £, A4 0 b VIR,
T4V OB CEITT DL AT Y a— 1IN TWET,

« 7T KA _U NVIENEFICFET 35 & [Provision] £ 2 = @ [Cloud] % 712,
IWEE L7 AWSVPC A >Ry b DB 2 —REREINET,

A\ =
BEE®ELE
BOMMEE (IV) Tk, FERTAA RT—=2IIxT 5, 73 AREFOFREMZ R~ FH L
RWERETEDREARELET GEUT2556) o ZORMIE, A3 T8 XS
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| vRF7LBEOHAM
kev 77107y 7n—F ||

HAREREE ORI Z KIBICERE T2 2 & T, BREOEELR/NRIIMALZ LICHY £
ﬁ—o

\}

GE) ZDOVY U—ATIX, IV TCiscoDNA Center IZ7 v 7 a— REINEZY T h =T A A—TV D
BMRFET = v 7 #FTLET, BEMRIET = v 7 2373572012, IV —E R,
Known Good Value (KGV) 77 A V&2 T v 7 a—RTAHALERHD F£9,

KGV 27/ ILDT7 vy 7A—F

T2 T 4 OBEMEERET H720IC, BEN OB/ 7 2T 52FTL TS H0DL
LCYRIATNA RERGEET DMERNH Y 3, BIIE, AT/ AZiE, BIERV A=Y
7%?:7%%ﬁbfwé#&9b%M%?ét@@ﬂ%f4/F#%Diﬁh IV Ci.
INEESNTA A—VBENET — 22 23V 7 v =7 DKGV LT L1200 AT L%
HALET,

YA, 0% OO KGV BREEND KGV T—X 7 7 A )V EERB L ORIT LT
F9, ZTOKGV 77 A /MIEHED JSONTEXTH Y, VAL TEL S, o7 7 A
NEEBIZHE—DKGV 7 7 A /IR RV E L, Y AaD Web A "B AFTEET,
KGV 7 7 A /W&, IROGFTIZHE#H S THET,

https://tools.cisco.com/cscrdr/security/center/files/trust/Cisco KnownGood Values.tar

KGV 7 7 A MIIVIZA VR—FEN, Xy NT—7F 4 2L EE LT-BAEMEOBIE % #H
SETATDIEHENET,

)

GCE) TS REBELEMEORIEMIZIVICRESN, IVRNTRAIERAINET, IV & cisco.com DfH
DEFIIVNEDH D A, KGV 7 7 A NV EREINERBEICZ T Xy v 7iRiE L, IVICE—
FoEET,

1R BRI

SUPER-ADMIN-ROLE #E[R & Ff o2 — WV DHN Z OFNEEZ EI T2 Z N TEE9, iz
WTIE, 22— m— LOWEEZBL TSI,

]

AT TN A=a—TA4ar (=) #7127 LT, [System] >[Settings] > [External Services] >[I ntegrity Verification]
DIFIZEIR L E T,
ATw T2 BAEOKGV 7 7 A )WVIEREHER L ET,

* [File Name] : KGV tar 7 7 A /L D4 i,

s [Imported By] : KGV 7 7 A /L% A > 7"— k L7z Cisco DNA Center = —#'—, HEIZF 7 m— KX
N5%E . fEIX [System] T9,

* [Imported Time] : KGV 7 7 A /L3 A AR — b SHUTHFZ,
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B xworroryin—¢

s [Imported Mode] : @ — A /VEZITVE— FDA R — FE— K,
* [Records] : LPES 7L a— K,
« [File Hash] : KGV 7 7 A LD 7 7 A Loy S a,

« [Published] : KGV 7 7 A L DH4T H.

RATYT3 KGV 77 A NaA A= T 5I2E, ROWTNIDFIEEZFEITLET,
*KGV 77 A V& a—ilA AR — b9 5I2iE, [Import New from Local] #27 V v 7 LE T,
« KGV 7 7 A /L% cisco.com 7> A > 7"— F 95121, [Import Latest from Cisco] %7 U v 27 LE T,

GE) [Import Latest from Cisco] 47" a ' Clit, 77 A4 7 U+ —LVETEIILELY FHA, 72721,
T7AT U AT TICHE STV DAL, https:/tools.cisco.com ~DHEERE D A % B < &4
ERHY £7,

AT 74 [Import Latest from Cisco] &7 U v 7 L7z#40%, cisco.com ~DHEERE NI 7O, HKHD KGV 7 7 A /L H
#f*J1Z Cisco DNA Center (21 >R — F ZINFET,

GE) https://tools.cisco.com ~D & F = 7 72 ##ilL, CiscoDNA Center & ZD 7w ¥ (fIEE Y T v
TRHCRE SN E) ([SEMENTiEHELEN LTItk ¥,

AT w75 [Import New from Local] %7 U v 7 L7=#4 1%, [Import KGV] 7 4 > RUNFRINFET,
ATV 6 ROTFIRONTNNEETLTCa—h I R —hLET,
e B —H/IVKGV 77 A /N%& [Import KGV] 7 4 —/V RIZ KT v 77 RRay 7 LET,
« [Click here to select a KGV file from your computer] #27 V v 7 LC, ZHHOar Ea—% LOT7 44
b KGV 7 7 A Va2 L £,
o [LatestKGV file] V> 7 %27 Vw7 L, &FHDOKGV 77 A Va7 ra— KL Thb, TO77A)L
% [Import KGV] 7 4 —/L FIC K5 v 77 v K w7 L&,
AT9 7T [Import] #27 U 7 LET,
KGV 7 7 A /L3 Cisco DNA Center {21 > — F SNLET,
RTYT8 A UFR—FIBET LIeH, UL CHIEDKGV 7 7 A WEREMGEL ., 7 7 A VBEH SN2 Z & iR L
£7

IV I%, Cisco DNA Center 23R &4 T22 5 7 HZIZHRHT D KGV 7 7 A /L% cisco.com 25 ¥ AT AT HE)
Mz ra—RLEd, HEIF v va—RNETH 2Lk SnE T, KGV 77 A LvEa—H LT AT
LMZFETH 7 m— KL T, CiscoDNA Center |21 R —FTHZEHLTEET, e xE, &RERIZ
HLWKGY 7 7 A VDPMERFREICZ2 Y . BEIF U u— RN T7THIE (HER) XiTbhdHaid. F
BCH Y e— RTEET,

KD KGV BHENWX ¥ v m— RIFRBERSNET,
* [Frequency] : HEIZ 7 1w — RO,

s [Last Attempt] : KGV A7 ¥ 2 — T N fZIZ N U H— iz ke,
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* [Status] : KGV A7 ¥ 2 — T O DBRITO AT — 2 A,

s [Message] : AT —H AR vE—,

RDBERY

KOO KGV 7 7 A % 4 A= h L6 [Design] > [Image Repository] &L T, 1 >
R &N A A=V OBEME TR LET,

N

GE) T TICA A — FENTA A=V DPRIEREAT — X A (B E I3 THoOIGEI.
KGV 7 7 A V& A »R— bk LT-%h 3% [ImageRepository] 7 > R CTHER TE 9, I 51T,
FikDA A=V A U R— K Th, HLLT v 71— RKLEKGVZRFEDOT-OICER L ET %
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DNETEIR L E T,
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AT w73 [Server URL] 7 1 —/L RIZ, IPAM #—/X—@ URL £721ZIP 7 RLAZ AL E7,
AEAEN Z OV — A= LTEESN T RN L 2R T3ET M 2L b A v —UNERENET,
EHEREE A IPAM 2 LA VAR — M 2120%, ROFIEEZFATLET,
a) BETAMarEs7 Vv LET,
[Certificate Warning] % 4 7 0 778 v 7 AREK RSN ET,
b) FEAEORITHE, LU TNAEGS BLXOAIWIRELHER L E7,
c) BN ELWEAIE, F=v 7Ry A% 27 Y 27 LTCiscoDNA Center IZEL B IP T KL A~NDT 7
TAEZFA L, BETERVIEAELZ N7 X M LIZBINLET,
d) [FFAl (Allowed) 1Z227 U v Z7 LET,

AT v 74 [Username] 35 X O [Password] 7 4 —/L RiZ, IPAM 1 7' A U 1E#HAE AT LET,
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AT w75 [Provider] @ v 7 XD A RN T 0N, L —%ZTRLET,

G¥) [BlueCat] & 7' m /31 # & L CEBRLIZGEIT. BOO2—H—{Z, BlueCat7 RL A3 — %
) API TIRANBHTFAIN TSI E2MRLET, | NELIFEEOZ—F—D API T 7 &
RIET D HFEICET LM OV TIL, BlueCat D~==2 7 /LEZ SR L T E &,
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PEALET,

ATYT6 [View] Fuy7H o U ARG, T74VEDIPAM Xy hU—27 Ea—% 38R L E, HHAL 22—
OBREINTVDEE, [default] DAHN K v 7 X7 A MIFERSNET, Xy hU—7 Ea—N0
IPAM TR S, IP 7 RL AT —LDarTr e LTSN ET,
ATy TT1 [R%E (Save) 127V v 7 LET,

RDBERY

REFAENIEFIBIN SN Z & 2R3 5I21E, [System] > [Settings] > [Trust & Privacy] >
[Trustpool] (28 L £,

)

GE) FZART= T, GEAFE Y — R S—=7 O TE 2EAE L LTERENET,

[system] [System 360[IZBEE L, AMEBIP 7 RL A~ X — V¥R ENIEFICE T L2 2 & & h
IJAL4 Li—é‘

Webex i & DR E

Cisco DNA Center iZ7 T A 7 > k 360 O Webex Dt v > a U EMARIEL £,

AT TN A=a—TAar (=) 271V v 7 LT, [System] > [Settings] > [External Services] > [Webex I ntegration]
DNEIZEIR L FE T,

AT w 72 [Authenticate to Webex] 27 U v 7 L ¥ 7,

AT v T3 [CiscoWebex] Ky 77 v 7D 4> RUT, ELA—NT KLAEZANL, [Signln] 227 U v 7 LET,

ATy T4 R2RU—FKEASHL, [Signln]Z27 V27 LET,

WebeX Aicy thEi)‘IEl% T Li—a_

AT 75 [Default Email Domain for Webex Meetings Sign-In] C, Webex = ——D&E 1 A —/L KA A & AJj L, [Save]
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TNV AT DETE
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SUPER-ADMIN-ROLE#[R &> — P DOLN Z OFINEL ETTH N TE E9, FMico
W, 22— a— L OMEEZSZH L T ZEN,
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[Debugging Logs] 7 « &~ R IZlX, IRD T 4 —/L RIRFRENET,
* Services
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» Timeout

[Services] K2 v XU XA R HH—ERAZRIRL, ZOr 7 LV EFHEILET,
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* [Warn] : EEREEA v —
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GE) Ao 72, 3 v— FE# 4 & T POST, DELETE, PUT2 XD/ — A0 NEEDFE
e, THRAL RT3 a SNFEREREOY 7 2T REEOFENF RIS ET, Cisco
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j—c
ATwT6 [Subscribe] &2 U v/ LTHEAR T ARV MEBEKLET,

syslog r—="—D U 2 M RERINET,
ATy TT  BET D syslog V—"—DF = v IRy 7 ZA%A L, [Save]l 27 Y v 7 LET,

G¥) Bt o 7 A Ry N OB EMRRT DI2IE, syslog b —_"—DF = v 7Ry 7 A4 7T LT
[Save] 27 U v 7 LET,

ATYv T8 SN A T, [Search] 7 4 — /L REMFEALT, 27 XA v E—YNORKEDT FA MERBLET,
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CiscoDNA Center 61 v 8T —27ND U E— b Syslog h—/"—{Zx= 7 AR— b5 & &5
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ETHUNENHY £77,
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RATY T3 BT D syslog —/"—%INL, [Save] 27V v 7 LET,
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FEAOA > D [SUMMARY] fEHIRIZIE, ROV A MBREREINET,
« [Status] : [Upcoming], [In Progress]. [Success], 33X U\ [Failed] # 27 % —~EHE R L £,
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SRTLEEDER |
B a01ss—oa 08 Re-SHADEMIE (RETHLY

TLS /N— 5 DT L RC4-SHA OF M (ZETHRY)  (82%—=) &ML TL
722N,

R/INTLS /N—2 3 U NDZEE & RCA-SHA DEZE (BETHLY)

X)) T4 ICBAT HHELEEIE : Cisco DNA Center D525 H ® TLS Bt lc >\ Tik, /N TLS
NR=Ta & TLSVI2IZT v 77 L— RT5 2 L& LE7,

Ay NT =T B0 ) — A7 K REST API B3k (/ —A/317 2 K REST API X— A2 (D
TV =gy, 77U BXOHTTPS Z24# H L T CiscoDNA Center (Z#55: L T\ D K v
KD —2 534 A2 L) 1X. Transport Layer Security (TLS) 7’1 b2 /L&2H L CTHRESNE
—§—O

7 7 4/ h Cl, Cisco DNA Center /% TLSv1.1 & TLSv1.2 ¥ 74— F L'E9 A, SSL/TLS £t
® RCABF IV AR—hLERHA, RCAKSIZIIBEAOTERH L2, Ry hT—T T34
ATHR=FENTWBEEAIT, H/NTLS N—Va v & TLSVI2 T v 77 L—R+5 2 &
EHELEL 9,

Cisco DNA Center fllfl FO X v U —27 T34 ANPEFOH/NTLS /3—2 3 > (TLSvIL.1) F
721552 AR — h TE R WA, CiscoDNA Center (2 (/N TLS X—V g VX T T L—
R L. RC4-SHA BN T HREL 7V aryBDHEENTWET, 2720, E¥%=2V 74 1
DB H>5 ., Cisco DNA Center TLS D/~ g &2 X 7 7 L— K L7z Y RC4-SHA K 5% H
L7z 4 252 xR IEEA,

Cisco DNA Center C TLS D/ 3—0 5 > DZEFH R RC4-SHA OFIUE N MLERIGEIL, 7774
TrAICu AL, CLI Z AL TITWEd,

\)

GE) CLIz~r R, VI—ARZTEIZERINDAREMERH Y £9, RO CLIOFITIX, 7XTH
Cisco DNA Center U U — A H SN WAREH O H D o~ RECEHEH L TWET,

18 H B HIIC
ZOFNEEFITT D7D, maglev SSH 7 7 & AMERMN ML E T,

BEE —obvx=2U T (HEBEIX. Cisco DNA Center (R — F 443 Z A L £, ZOFIEOFEITICL
V. CiscoDNA Center f > 7T A KT 7 F v ~DR— D T 7 ¢ v 7 NEFEN /25 2
ERBHYET, LR -> T, TLSOREITHEITORNEIICL, A7 =7 R E 7213 A
T AR FRIZORIT O BN H Y FT,

ATYT1 SSHZ AT bafEHLT, FEVAV—FTHEELZIPT KL ATCiscoDNA Center 7 77 A 7 2 A
a7 A4 LET,

B O ATLBEEOHEMK |
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ATy T2
ATvT3

ATy T4

ATy TH

ATvT6

BITLS A— a3 OEEL ReSHA DAL (Z2ThL) [

SSHZ A4 7 FCANTAIPT FLAF, Xy hU—7 TETZHICRELEZIPT RLATY, 20D
IP7 RLVRARIE, T I9AT AR R Yy NT—T I8 LET,

FEREINFEAIT. SSHT 7B 2AHIca—F—4 20— 2 A LET,
WDa~y REANHLT, 77 AZTEERNI/>TND TLS N—V a3 » ZiER L E T,
451

Input

$ magctl service tls_version --tls-min-version show
Output

TLS minimum version is 1.1

JITAZDTLS N—Va EERTLHGAIL. ROa~vr ReE A LET, 72 & 2L, Cisco DNA Center
FIHEI T DRy hT—27 T ZANRPFAFEDTLS NN— 3 A R— F TERVWEAIE, BIEOTLS N—Y 3
VE TN a VCERTHMENELLZERHY T,

Bl TLSN—2 321105 LOANDER

Input

$ magctl service tls version --tls-min-version 1.0
Output

Enabling TLSv1.0 is recommended only for legacy devices
Do you want to continue? [y/N]: y

WARNING: Enabling TLSv1.0 for api-gateway
deployment.extensions/kong patched

Bl : TLSN—=23 2 1155 12~ADEE (RC4ASHA ZHZIC L TLELMEE DA AEE)

Input

$ magctl service tls_version --tls-min-version 1.2
Output

Enabling TLSv1.2 will disable TLSvl.l and below

Do you want to continue? [y/N]: y

WARNING: Enabling TLSv1.2 for api-gateway
deployment.extensions/kong patched

GE) RC4-SHA K5 B3GR o TWAEE, TLS N—Va U 12 2 F/IN—Va v LTHRET S
ZEEV A= FENTWERA,

75 AR TRCA-SHA ZHIMNCTHICIE, RO~y READNLET (BX=2T7 THRWVWED, LWELRES
LT EEn)

TLS N—T 3 v 12 08 g/h3—V a o THHEA. RCASHA B S 2 AN T A Z EE T R—F ST E
A,

Bl : TLSIN— 3 2 12 BAERIZHE > TULVLY

Input

$ magctl service ciphers --ciphers-rc4=enable kong
Output

Enabling RC4-SHA cipher will have security risk

Do you want to continue? [y/N]: y

WARNING: Enabling RC4-SHA Cipher for kong
deployment.extensions/kong patched

T R TCROaw L FEANLT, TLSEBLORC4-SHA BRRTESNTNWDLZ L 2R LET,
151

Input
$ magctl service display kong

vzx7ogEnss Il
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Output

SRTLEEDER |

containers:
- env:
- name: TLS V1

value: "1.1"

- name: RC4_CIPHERS

value: "true"

RC4 B XN TLS Ofg/hN—2 3 URERE S LTV D84 1%, magetl servicedisplay kong =~ > RO env:
WCURARENET, ZROHOEPRESILTWVZRWIGAIL, env: ICERSNERA,

RTw T LRNZAENC LIz RC4-SHA B 52 T 2581018, 7 7 A X Ckoa~vr RE A LET,

Input

$ magctl service ciphers --ciphers-rcd4=disable kong
Output
WARNING: Disabling RC4-SHA Cipher for kong

deployment.extensions/kong patched

AT w8 CiscoDNA Center 7 7T A T Anbua 7w b LET,

JOXJEEBHEDETE

Fv NI —IHERIZE > T, 7% 7 — b U =A%, CiscoDNA Center & EFH 325 U £—
Fry hT—27 (SEZERRY NT—I TR ZA%ETe) OMICFET DAREMERH 0 F
Fo 80443 7 E DI/ — MIDMZ DY — vy oA Tr¥ k@b LET, 20k
W, CiscoDNA Center HIZFRE SN2y NT—I T NRA AMLDOSSLE vy a ik, 7ax
V=M A THRTTHZLIIRVET, LERoT, ZhHbDYE— Ry hU—Z7NIC
LIy NT—=TTNA AL, xS — b U A fRH TOH Cisco DNA Center & {5 T X
F9, Frv NU—27F/3( A CiscoDNA Center £ 721X, (FFETHHAIL) Yud 7 — L
VA LBETREBECXLIEREMNT LD, *y NT—T T34 A%, BE#ET 5 CAL—
FEERE T, E3REORR TIE Y — N EH OFEAEZ > T, @Ecreya=7
ENTZPKI hT A MARTERETHLERD Y 7,

PoP R/ — ERIC LS TT A ZADA R —= FHIZZDO L S 27 aF VR EE SN TN DY
BlE. F*y MU =7 T3, ANZEAIT CiscoDNA Center ZEfHB L OFRIECEx 5 L olc, 7nm
* & Cisco DNA Center $— N—GEHEL[F—IZT 52 L A HLEL £,

7'm ¥ — U = A 78 CiscoDNA Center & EIXIG DV T — h x>y b —7 OMITHIET D
Xy bU—=7 bR YT, ROFIEZFATLTT mF 2 7— b U = A GEHFE A Cisco DNA
Center |24 > R— M LET,

1R & BHEIIZ

* SUPER-ADMIN-ROLE#EfR &2 FF D2 —F DLNZ DO FINEEFEITT L2 LN TEE T, Ml
ICHOWTiE, 22—V g —LOEEZSH L T EE N,

» CiscoDNA Center & F DV —E A |ZEZETDH 02X — b o =2ADIPT RVAZFEHT
HUENRH Y F9,

B O ATLBEEOHEMK
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ATy T
ATy T2
ATy T3

ATy T4

ATy TH
ATvT6

ATy 17

VAT LEEDEK

Jonxvanzonz [

e XV = I A THEMFHENTWAIEHE T 7 A L EFH > TWAMENDH Y £
T, FEAET 7 A LONFIL, ROWVWTANTHERENTWALENDH Y £9°,
*PEM £ 72X DER JEXDO T B X v 7 — F U = A OFFHE, BIXOHCES SNTZFEH
*PEM £72IIDER ERXD 7% ¥ — b U = A OFEAE, BLOHZRBEMD CA I
Ko TRITEINTZAEAE,

«PEM F72IXDER EX DT %y F— v oA OFFAEL ZOF = — 1,

TNARET XU — b oA THEHINDFEAEL., ROFIEICHE > T, CiscoDNA Center
WA VR— b T HLERHY F9,

Ama—TA4ay (=) 27U »Z7 LT, [Sysem]>[Settings] >[System Configuration] DJIEIZEIN L F 9,
[System Configuration] K2 v 7*# 7 U A k235 [Proxy] > [Incoming Proxy] Z &R L 7,

[Proxy Certificate] 7 1 > K7 T, (FFET 25T BEOTmX o7 — MU oA GEAED T — % 2 £KR
L\i—a—o

GE) [Expiration Date and Time] (%, 7'V = v VIE#ER: (GMT) fECERINET, iEHAEFZHAR D
2 % ARIZ, Cisco DNA Center ® GUI IZ 3 AT AEFINERINET,

TaXx T — by e A GEHELZBINT 5121, B OEAGENEE 721X CA GiEW]E % [Drag and Drop Here] 5
WIZRZ v 77y Ry 7 LET,

G¥) PEM £721X DER 7 7 A /b (BRBAF—MESAUIEED 7 7 A VB 7200205, Z oz EH L
T Cisco DNA Center {21 AR — FTEET, 6T, ZOFNEIZITEF— i%\gf“!‘ifoﬁ <.
Cisco DNA Center {27 v 7' m— R SLEHA,

(R%F (Save) 127 U w7 LET,

[Proxy Certificate] 7 4 > RUZHEH L, EFsnz7ax 7 — Ny oA iEAEOT ¥ 2R R LET,

[Proxy Certificate] 7 ¢ o R VKR S IFHIT, BT LWGEEA . BITH . B L OGEHE L K4 5
EOITEETHILERNH YD 7,

TuxTF— b A GAFHEOKREZ AN T HITIE, [Enable] RE¥ &2 Y v 7 LET,

[Enable] hZ > %27 Vw7 35L, 7ax =Moo A POOERFFZa ha—F3 (4 VAR—F3h
7aXy S — s = A FEAELZKLET, [Enabled] R¥ %227 U v 7 LaWEE, v ha—F 3MH
DHEBLAEAEF A VAR — SN CAFFAEEZ Voo X — h U =2 (IR L F T,

Tuax v — b oA GEHEOKRENEH STV A YA, [Enable] A& N30 L —FRENET,

vzx7ogEnss Il
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B ssios—+wrrTnxamgoryTn—+r

SSLA U A—tTJhJOxiIBAED 7y JA— K

CiscoDNACenter & V7 " U =T T v 7T — DX U a— Kt T D Cisco Cloud & DT
RE SN2 B F P —"—TSSLESZNAIT /> TWELLEE, EXRERERENLRITSN
TFAEAEAZFERH L T e UM B SN TVDA I 2R LT EEY, T4 X— FNEHE
ZERM LTV HEIE. ROFIEZFETLET,

)

GE) EXa2UTFs%5bd A0, L— T xz/L~DT 7 & &F Cisco DNA Center TIEZLNIZ 732> T
WET, FIRFE TV TIE, 23R DN —T 4 VT VRTAET AN
AT LT 7 RHATE WD, EAEOU A7 N ENET, 2720, Zokr7varo
gy REMHTAHICIE, b= b = WS T 7 B AT AR D £, HIRA &
v DO (100 2—) 2L T &N,

ATy Tax o h—"—0iE (pem ) % Cisco DNA Center #—/3—® /home/maglev T 4 L7 MU IZ
Rk L £,

AT 72 maglev—+—& LT CiscoDNA Center —/3—|Z SSH C#fic L, kD~ K& ASLEF, <proxy.pem>
X, 7 ¥ —/3—0 TLS/SSL 7t &H 7 7 A L TT,

$ sudo /usr/local/bin/update cacerts.sh -v -a /home/maglev/<proxy.pem>

Toavwy RNE, kROXSBHEAEERLET,

Reading CA cert from file /tmp/sdn.pem

Adding certificate import 1E:94:6D:2C:81:22:BB:B2:2E:24:BD:72:57:AE:35:AD:EC:5E:71:44.crt
Updating /etc/ca-certificates.conf

Updating certificates in /etc/ssl/certs..

1 added, 0 removed; done.

Running hooks in /etc/ca-certificates/update.d.

done.

Deleting tempfiles /tmp/file0PpQxV /temp/filePtmQ8U /tmp/filercR3cV

ATFw T3 a<wr FHAT, lMladded) OITEEL, BMENEZENEr TRWI L 2R LET, Fx—rNOFF
AEICESX, 20T £ 1 2B2 58680860 £7,
ATy T4 kOa<wy FEAHLT, docker BEIONH X u 7 — "—A2HEH) LET,

sudo systemctl restart docker
magctl service restart -d catalogserver

AT w5 Cisco DNA Center GUI 7257 T 7 R 2 MR L £,

AERAES S UBMEX—DYR—

Cisco DNA Center (X, &> =2 (HTTPS) DORRIEIZMEH 45 PKIAE H2 FRERE 4 T AR —
FLTWET, 2Dty arTiE, CAEMING RIGEO LN EHEIN-Z—V =
v h&EMHH L E9, CiscoDNA Center |3, PKIFERHEZBEAEAMFH LT, WNHECA 5 X.509
AEA#EZ A AR — P LTRAEL, BEELE T, A AR — b SA72FEPE L Cisco DNA Center O

B A7 LAREOHR
I
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imEr—ovi—t |

TAT T 4T 4 FEBAEIC/2 Y . Cisco DNA Center |TERIED 7= DIC Z DFFAELX> 7 S 47 b
IR LET, 29A4 T MI, J—ANRT U RAPIT AU r—a v b iy NU—7F 34
Xf‘é—o

Cisco DNA Center GUL Z{## I L CTIRD 7 7 A /L% (PEM £7-I1X PKCS 7 7 A VIEXT) 1
R—hTxET,

« X.509 ZFAAE

« fb% % — (Private key)

\}

GE) R —IZOW T, Cisco DNA Center T RSA ¥—DA ViR — b &V HR— KL TWET,
DSA., DH, ECDH, 3L WRECDSA ¥ —# A 73 AR — I Tz, £ R —FL7%
WTL &, £, MADOF S 27 A CHEX— 2 R#ETHLERH Y £, W
XF—DFY 2T AV A XFEH/NTH 2048 B FMLEITT,

A R— M DHENS, PIECA THRAT S NI A D70 X509 FEAFE & A & — 2 PS5 L2
HVFET, EHBEITETOMEF IS LTV AMBERH D ET, A AR—FTD L,
X.509 FEAAE L M X —IC S X 2 U T BN HENICT 7 7 ¢ 7S E T, Cisco
DNA Center [Z3FHEL . BERTHTFNAA RFFIZT AV r— g TR LET, 2 —2N
DY RAPIT 7V = a Xy NU—=IFRALATIE, Zibou 7 A AFHREFEHA LT
Cisco DNA Center & OfEHER AN TE 77,

\)

GE) HOBLAGTEHELZMEHAL/ZY ., CiscoDNA Center 121 ' AR— L7205 L3RI EE
loo P CA O X509 sEEA A Y AR— b T 52 L 288D LET, IHIT, PoP i
A IEFICEESE 221X, BCBARENE (57 4L kT Cisco DNA Center (2 > A h—/L
INTND) ., NI CAICL > TEAINZIEAETEES WX DMERH D £7°,

Cisco DNA Center (Z—EIZ 1 DDA il — FEH X509 FERAER L OWE X —721F 2R — b
LET, 2 0HDEAZELBIOMESF—%2 A R —rT5L, MO BEFED) A R — MK
FAEAEL L OMESF—OEN EEXINET,

AMAEFz—2DOYR— b

Cisco DNA Center Tl&, GUI 41 L Cit#E LB X —% A > 7R— R TX £ 9, Cisco DNA
Center {24 A — F SNDHAEAE (B4 SNTREVE) [ZORDBLHEAETF = —IZEEND
TALGEAEN S 25 E51X, TN O TAGEEHHE L 26 O TALCA D/V— FEEER 1T,
AVR=FINDH—DT7 7 A VTIEMSNHLERDHY £9, ZNOOFEHFELENT 55
BlE, BEDODFEBEOF =— LR CIEFTEMTH2HLERH Y £,

WOFEAZEIX, H—D PEM 7 7 A WIZ—FEIZHE D (T 2 R H Y £3, FEHFEOY 7V =
7 NG EFITIRERR T, ELWGEHENRA VAR — RS, ELWIEFRHRF SN THnDZ &

EHERLTLEE N, £/2, Fa—VICEENI TR TOHEN —HKIZE Y FIF 5T 5
TLEAMRLTLIEE N,

vzx7ogEnss Il
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* [Signed Cisco DNA Center certificate] : {4 7 ¢ —/L RIZ CN=<FQDN of Cisco DNA Center>
MEFENTNT, BITIUBFITHRD CN Z2Ff > T 5,

\)

GE)  WERREER (CA) IZLDBAANY OFEAELZA A F—LT 58
A1, Cisco DNA Center ~D 7 7 £ A9 53X TDDNS4
(Cisco DNA Center ® FQDN % 5¢p) H3FEED alt_names & 7
arTHRESN TS Z L 2R L TS ESW, FFlE SN T
. [Cisco DNA Center Security Best Practices Guidel] @™ [Generate
a Certificate Request Using Open SSL] #ZH L T 7231,

* [Issuing (subordinate) CA certificate that issues the Cisco DNA Center certificate] : {44 7 4 —/L

R1Z Cisco DNA Center DREHEZFITT 5 (FA7) CA O CN BEEILTWT, FITIEN
JL—h~ CADCN Thb,

+ [Next issuing (root/subordinate CA) certificate that issues the subordinate CA certificate] : -4
74—V RB— R CAT, BT T 4=V FERUETH D, TNHNFELET
RONGEIE, TOROEITITZEML THE £T,

Cisco DNA Center 4 —/\—ESFBAZ D E#H

Cisco DNA Center (%, X.509 FERHE & % 25— D Cisco DNA Center ~D A 7 R— h & A h L —
VEYVR—NLET, AR ETHE, GEHELAE X —%MFH L C, CiscoDNA Center,

J)=ANG U RAPL T U r—vay, BIORY N —7 T, ZADBIZZETEFTE

DRBAMERT A ENTEET,

GUI O [Certificates] 7 4 &~ R 2 LT, GERF LMEX—%2 1 VAR—FTE £,

4r & HREIIC
WER CA 2D FEAT SV A %72 X509 Gt EZ G T 2 MERH Y T3, FEHFIIFA T 58
Fx—IHR LTV D RERSH D 37,

ATV Tl A=a—TA4ar (=) #2717 LT, [System]>[Settings] > [Trust & Privacy] > [System Certificates]
DONEZEIR L E T,
RATw T2 [System] ¥ 7 T, BUEDFEHAET — ¥ 2B L £,

ZOU Y R ERONIF R LIz & SICHADOERE L L TRREND DL, Cisco DNA Center O H
BLAFAEOT — 4 TT, HOEBLIHAZOAEIRIL, BELIHKESNTWET,

GE) HREARO BT, 7Y = UERER (GMT) ECERRENET, EHEFLHIRD 2 4 H
B2, Cisco DNA Center ® GUI IZS AT ABHINE RSN ET,

[System] # ZIZIFRD T 4 —/)L RINFRENET,
* [Current Certificate Name] : Bi1E D FEAE D4 i,

B AT LBEOHER
88
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ATvT3

ATvT4
ATy T5
ATvT6

ATy FT17

ATvT8

ATvT9

Cisco DNA Center H—/\—iEBAZ DEH .

o [Ussuer] : fEAEICES L, GEAEZFIT LI T 14 7 1 D4,
s [Authority] : HC.E&4 F£721% CA D4R,
« [Expires] : aEFIEDO A IR,

[System Certificate] 7 4 > K7 C, [Replace Certificate] %27 U v 7 LE7,

Cisco DNA Center 2.3.2 LAFETlE, #1T CSR 24K T 235 A 12, [Generate New CSR] UV > 7 InFRR S 4L
F9, TSN DOEEIE, [Download existing CSR] U > 7 NFE/RrENE T, BEFEDOCSR 24 v m— |k
LTTa A Z—THE L, GEAFELZARTE LT, BEFED CSR 24 L2255 1E. [Delete existing
CSR] %7 YV > 7 L, ¥K® [Confirmation] 7 4 > K C [Accept] 7 U v 7 LEF, [Generate New CSR]
U BRRRINET,

[Generate New CSR] Y > 7 %7 U v 7 LET,

[Certificate Signing Request Generator] 7 « > K7 T, M7 4 —/L RICADLET,

[Generate New CSR] #7 U v 7 L £,

B SNTH LW CSRIFBEINICY Y o n— RS E T,

[Certificate Signing] 7 4 > K7 IZI%X, CSR D7 /T 4 NEREN, RO ENTEET,
*CSR7ENRT 4 %TL—VTFXFARNTaL—LET,
* Base64 % 2 °— LT MS CA 2/ Y fHiT £ 7,
*Base64 # X 7 u—RKLET,

EE) T4 P22V Y I CREAEA 3 55613, [Use system certificate for Disaster Recovery
aswelll] Fo v 7 ARy 7 A% A AT LET,

Cisco DNA Center |24 > AN — M DFEHED 7 7 A WIERZ A T2 @R L £,
«[PEM] : 7T A R— TNV AR A—)L 7 7 A LB,
* [PKCS] : AR —HF SALIRHEY 7 1 LTE

GE) [Generate New CSR] 47" v 2 U 28R U CREHEZ ZR L7256, [PKCS] 7 7 A L& A
RS 3 b

AEAEFRIT L6 p7b CREEDERR T = —r (= "—B X UCA) BRI TVWDH Z 2R L

F9, AARGEX, ROFIELFETL, F=— MR L GEANETET,

a) p7b/ > KL% DER B TH 7> v— KL, dnac-chainp7b & L TERIFL T,

b) dnac-chain.p7b FEBAE % Cisco DNA Center 7 7 A X | ZSSH /L Cav—LE7,

) kpa<wr REANLET,
openssl pkcs7 -in dnac-chain.p7b -inform DER -out dnac-chain.pem -print certs

d) TRTOIEHENSH NG S 4L, FITH & Cisco DNA Center sEIENRFENTNDH Z L 2R L
F9, PEM & LCT v 7 r— RaFfT LET, sEAERL—XT7 7 A VIZhL5E1E. ROFIEE
FATLT, a7 7 ANET T m— FLUTHALETET,

vzx7ogEnss Il
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AT9T10 GEAERITIENDA—XT 7 AV TRERFE & ZORITIC CA F = — U B s 561%, ROFIEE
FATLET,
a) PEM (base64) 7 7 A L EUNEET 57>, openssl Zffif L C DER % PEM [Z&H#: L %7,
b) FERAE & EDIITIC CA ZERE L, GEBED S N CA IZHEVT/L—  CA £ T#% dnac-chain.pem
Ty AMIHAOLET,

cat certificate.pem subCA.pem rootCA.pem > dnac-chain.pem
c) PEM & LCT7 v 7 r—R&kftLET,
ATy TN [PEM] 7 7 A VDOBFHE, IROX AT #FITLET,

* [Drag and Drop] fHIkiZ 7 7 A V& KT v 7T K Ruvy 7 LT, [PEM] 77 A /V%& A R —hLE
R

G¥) PEM 7 7 A JVIZIX, A%h72 PEM IR OILIEF (pem) NH4ZETY, iEHEORKT 7
AP A XE 10 MB T,

Ty 7= RICET D E VAT AGEHESRIES NV E T,

¢ [Drag and Drop| fEIiIC 7 7 A V%2 RT v 77 R Fa w7 LT, [PrivateKey] A AR — F LET,

G¥) A —21d, AR X —TROJEET (key) DZMETY, MEX—ORKT 7 A
LA XL 10 MB T3,

Ty 7= RICEIT 5 L EF—PREES N E T,
« FA%E 20— D [Encrypted] i8Ik~ &, B 5fbA 7> a U ABIR L E5,
o B AL ZRIN L7854, [Password] 7 4 — /L RIZHE X —D /AT —RKEZ AN LET,

ATwF12 [PKCS] 7 7 A VDEHE, WDOHX AT HFEITLET,

* [Drag and Drop] fHIIC 7 7 A V& KT v 7T RRka vy LT, [PKCS] 77 A V& A VR— R LZE
ba‘o

GE) PKCS 7 7 A MZiX, A7 PKCS B OYLik+ (pfx £721% pl12) BMETY, GEHE
DK T 7 A V%A XX 10 MB T,

Ty 7u—=RICEAT LS E VAT AFEAESREES L E T,

* [Password] 7 4 —/L R CREBFEH O SA 7 L—X% A1 LE T,
GE) PKCS DH&Eid, A v AR—bF LIiEHEL AZ 7 =X 28 LET,

* [Private Key] 7 « —/b RIZOWTIL, BEF—OWE 547> a V2 BRLET,

s [Private Key] 7 « —/L R C, BF5{LZIBIR L7855 1%, [Password] 7 4 — /L NI —D /XA T —
REATTLET,

ATwF13 [Savel 7 VU v 7 LET,

B O ATLBEEOHEMK
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Gx) Cisco DNA Center —/N—® SSLEFHAENE 2 b b &, HEIWIZe 77U hEnbdiz
O, BFEa A UTHMLERHY T,

AT w14 [Certificates] 7 4 > RTVIZRY | TH S NIZGEHET — ¥ 28 LET,
[System] # 7 IZEK/RSIVDERPTEH 4L, H LWVEEEL . 8178, BLOSGERNKB S E T,

5V&B SCEP J 0 —H—D{EHA

Cisco DNA Center Cl, v b T —27 T /A A~OFEAEORGE L 70 Y 3 =2 7|2 Simple
Certificate Enrollment Protocol (SCEP) 23MEH ZivEd, MHA D SCEP 7' 1 —F LFEE—E
AEFEHLTZD, SMBD SCEP 7 rn—h i H L7 T&£d, /M SCEP 7 rn—h & & v |
Ty 7T LR, LTOFIEEZFATLET,

)

() SCEP OFEMHZ oW TiX,  [Simple Certificate Enrollment Protocol Overview] Z &1L T<L 72 &
Uy,

RTFYT1 A=a—TA4ar (=) #2271V v 7 LT, [System] > [Settings] > [Trust & Privacy] > [PK| Certificates] ®
JEIZIZEIR L £
AT w 72 [PKI Certificates] 7 4 > K7 T, [Use external SCEP broker] 47> a v RHZ &7V v 7 LET,
ATY T3 WHFEAEELT v 7 r— RT512F, ROWTIrOFT v a v EERLET,
« 77 AINVEENT D
c RZ7 977 RKRay7LTT7y7r— K75

GE) pem, .crt, .cet REDT 7 ANZATDIHEHTEET, 77 AP A XTI0MB LR 5D Z
LITXTEERA,

ATv 74 [Upload] #7 VU v/ LET,
ATw 75 T 74 /L hTiX, [Manages Device Trustpoint] A ZhZ /> TWET, DF VD, T34 AT
sdn-network-infra-iwan k7 A2 FARA > SR E AV E T, Cisco DNA Centerfk D FllHAZ FEITL T 72X 0,
a) 7 /34 A SCEP % H CrREEZ ERIT 586k URL # A ) LE T,
b) (EE) fEAECHEHEINAIEEOT 7Y =y N7 40—V R (H, Hug, M, fHRk. AL &)
EANLET, @4 (CN) 1L, TS ADT Ty N7 —51ID LT A ZAD T Y T VEKSHEH
L T Cisco DNA Center (2 & > CHERICEE SN E T,

¢) [Revocation Check] 7 4 —/V R C, Kuvy 77X VA&7 U v L, @UIRKNTF =y 7473
VEERLET,

d) (EE) [AutoRenew] F=v 7Ry 7 A% AL T, HEIBREOEEEZANLET,

[Manages Device Trustpoint] 23 EZNIZ 72 > TWDHE . T A ARAHRBIRVA VYL ADT 27 T A
TULARNIZEETDHLICT H0, 7734 AZTF#H)T sdn-network-infra-iwan 7 A R A > N &3 E

vzx7ogEnss Il


https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/116167-technote-scep-00.html

SRTLEEDER |
B rsrossmz~ouyzEz

L. iEAEEZ A VR — h T 20 E N H Y £9, Cisco DNA Center [T /34 AFEHE KT A hARA > F Ok
Bl SR L TSN,

ATvT6 [RTF (Save) 127U v LET,
SIS CAREIERNT v 7 m— FENET,

7 w7 a— RSN ANTREE A E X i 2 595515, [Replace Certificate] 27 U v 7 L, MERFEMAZ AT
LET,

RER PKIEEBZE~ DYV E X
SNIGEEZ T v 7 m— R Uit WERREBIENC ) 852 2 B A1E, RO FIEEFATLE T,

RFYTN A=a—TAar () 227U v 2 LT, [System] > [Settings] > [Trust & Privacy] > [PK| Certificates] ®
B3R L3,

AT w F2 [PKI Certificates] 7 « > K7 T, [Use Cisco DNA Center] &7~ a v RZ %70 v 7 LET,
AT 73 [Switching back to Internal PKI Certificate] 77— ~C, [Apply] &7 V v 7 L£7,

[Settings have been updated] A v E— I NFRSNE T, FMIZOVWTIL, TPKIGEHFEO 2 —/LZ2/L— |
MO TFNACAER] 2B LTIEEN, .

Cisco DNA Center PKI SEBAZ D T H X FKR— +

Cisco DNA Center TlE, T34 A& WIAFTH7-0D, AAA ( [ FY FILA] ERE) —_—
F 721 Cisco ISE vr— "= B = T 4 7 4 ZRKET DI DITNE IR T N A AGEHEA
Xyrua— RCTXET,

AT TN A=a—TA4ar (=) 27V v27 LT, [System] > [Settings] > [Trust & Privacy] > [PKI Certificates] ™
JNEIZEIR L E 97,

AT 72 [Download CA Certificate] %27 U v 7 LT, 734 ACAZ T/ AKR— KL, [FTESH CAL L THMNE=
YT AT AIBML £,

iIRRENEE
TN REBAEDER

SRR T N ANT N, R B RIER L OGERIT 5 72 D12 Cisco DNA Center |2 & - THIT X
A EE RRB LU TE £,

B O ATLBEEOHEMK
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AT TN A=a—TA4ay (=) 271V v LT, [System] > [Settings] > [Trust & Privacy] > [Device Certificate] ®
JIELZ BRI L £ 7

[Device Certificate] 7 1 > R 7IZI%, 1T SNIZGEHEFED AT —Z AREBIDO AT —Z A2 TICRRINE
—éﬂo

s [Expired] A7 —% A% 7 : HEHWMWIRBEINTAEHED Y A hE2F R LET,
s [Expiring] A7 —% AKX T : GHHRP TSN TWHIEAED Y XA N EHIETERLET,

c[Al] A7 —=Z 227 AReEEAE, HIRUINOREAE, B XOHRINEEOIEHED Y 2 & x
~LET,

* [Revoked] A7 —H# A4 7 : MY ESNT-GEAEEZR R LET,

RATw T2 GEAELRET LIHEIE. MK T 4 — /N RICHREBESLFIE A LET,
HIR LI AT —H A HZ T D [Issue To] DEIZ—E T 2EHENFREINET,
RTv T3 AR EZRVIETEHAIL. ROTFIEEZFITLET,
a) [AN] AT —HAETHT Vw7 LET,

b) [Actions] #I T, Y {HIREHFICKINT D [Revoke] 7 A 2 %27 U v 7 LET,
o) WRV4 YT [OK]ZZ Y v7 LET,

ATy T4 GEHEOMEZ T AR— T D551, [Exportl 227 U v 7 LET,
FERAE OIS CSV ER T/ AR —hENE T,

TN REEEAE D EH N EAF DERE

Cisco DNA Center Ci%, Cisco DNA Center D7 7 A ~— k (NHF) CA TEHBIOEHRL T
WHRy NT =7 TR ADOFEHEO AN A ZEE TX £9, Cisco DNA Center TDREH]#E
DO DT 7 /v MEIE 365 H T3, Cisco DNA Center GUI Z 1 [ L CFEBAED A 20 1M
BEEWTH L ZHLIEEIZ Cisco DNA Center (Z%) L CREEAZ BRTH Ry NU—27 T 31 X
WZZE DA DI OMERE D ¥ THIET,

\}

GE) TNA AFEAEZED T A 7 X A MMli% CAFEIAED T A 72 A MLV KEL<THZ LidTxF
Hh, IHIT, CAFEHEDERY OASHIBARE INTZT A ADFEHEOAEHIM L v E
WIS TS ZEEAEOE BRI OME L CA SFAEDE Y OFWI &R Uo7 4,

AT TN A=a—TA4ar (=) 271V v 27 LT, [System] > [Settings] > [Trust & Privacy] > [Device Certificate] ®
NEIZER L E 7,
ATV T2 TS AGERELBIEDOT A AGEHEOF M 2 MR L ET,

SR LEEDWH,
|



SRTLEEDER |
B raamgoo—LzL— oo TFHICEE

AT w73 [Device Certificate] 7 « > K7 T, [Modify] 7 U >~ 27 L%,
AT 74 [Device Certificate Lifetime] % 7 12 7R v 7 A2, HLWVMEEZADLET (B .
ATv TS5 [Savel 27 Vv 7 LET,

PKISEBAZD O —)LZIL— DS TLLIZEE

7 73A A PKI CA % Cisco DNA Center D77 A _X— K CA THY, ==L 7534 T FD
B OBEGOMES. LRI SN AFHERCT—ZEH L £, 531 APKICA Du—/L %
Jb— K CAMS FALCAIZERETHIZE, WOTFIEEZETLET,

Cisco DNA Center D77 A ~X— K CA Z/L— s CAD FALCAICEFETLH L XX, ko &
B LTLIE&E W,

» Cisco DNA Center 78 . CA D&EN#R7-FT L H512T 28568, T+ CTla—hCA (e x
IZ Microsoft CA) 7233 ¥ . Cisco DNA Center % F{\Z. CA & L TEDTWEHD LRI
i‘j—o

o AL CA DBEICHTEENTUWRWER Y | Cisco DNA Center [ZPNH/L— - CA & L TDO&%
E A LE T,

« Cisco DNA Center ﬁﬁ@gﬂiﬁﬁi%% R T7 A NEAEKL ROFIEOTRIZHES) . FH)
THEHNL— N CAIZELSEDIVLERDHY £,

\)

() Cisco DNA Center Id, Z ORI — K CA & LTIFITL
7f‘}L j‘iﬁ‘o

REFA BB RPN — h CAIC K> TEL SNk, GUIZER L TZ0OEL 7 741
JV% Cisco DNA Center {2 A — F LETHERH Y £ (ROFIROFERIZHED) ,

A ' AR— 4. Cisco DNA Center |Z TN CA & L THHEZHHIL L. TH CA DEEIFHERE
TR L £,

WE/L— b CA 2°5 FAL CA ~DEI Y B Z BT 734 A DOHIFE AR N AN 72> T\ D
SR (T 7N R) LTSS ZGEHEIEEBICEST SN E T,

GULIZR RSN TWD T CAGEEADIIMIL, GEAENOFRARONTZH DT, VR
T AR o> THAEIN DO TEH Y i’@f/\/o L7e->TAHH, GEIEZAZHM 1
FTA A M=V L TRED T AIZGUI THRS &, GEEOAIHIMIZZO L X TH 1
EEFRREINET,

TAL CA FFAE L LT PEM %7213 DER B A HfEHTE £,

TAL CA VL AL CA LEHE LW, B~V OREHEN & 525513, T ORI
HELTLEIN, 207D, TMACALLRY hT—7F /34 22k LT, GEHEDK
SNCEAT 2 ERNEMEINDZ LB /A, T CAIZIZZDFERNRNZD, T
TOFRy T —27F /314 AL FNL CA % Cisco Discovery Protocol (CDP) i4{§t& LT?D
AERLET,

B O ATLBEEOHEMK
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ATy T
ATy T2
ATvT3

ATvT4
ATy T5
ATvT6

ATy 17

ATvT8

ATvT9

ATv 710

pri RO O—LEL— koo T E [

[PKI Certificate Management] 7 ¢ > K7 ® GUI Zf# ] L T, Cisco DNA Center ® 77 A ~— |
(M) CADm—L%&Lb— K CAD FALCAICERTEET,

bad HAIIC
J— bk CAGERIED 2 =R UETT,

Ama—TAar (=) #7Uv 7 LT, [System] > [Settings] > [PK| Certificate] DJIEIZEIR L £,
[CA Management] ¥ 7% 7 U v 7 LET,
GUI CEEfF DV — N £ 721X AL CA GEAEOR EE# &t LEJ,

* [Root CA Certificate] : BIfED/L— k CAGEIE (UMHBEITING) #FRLET,

* [Root CA Certificate Lifetime] : HLIED/L—  CA GEEORFTOAIHHE 2F R LET (HE) .
* [Current CA Mode] : BIfED CAE— REF/RLET OUb— F CA £/2IX L CA) .

+ [Sub CA mode] : /— F CA 2>5 FAL CAICEE T £,

[CA Management] % 7 C, [Sub CAMode] F=v /Ry 7 A&EA 2 LET,
[Next] Z#27 U » 7 LET,
RRINDEENEEHERLET,

=R CAMD FALCAICEET 27 B AT RICET I ENTEEEA,

¢ Jb— bk CA E— RTEE SN, ERIEGEAENRRITSNZR Y NT—7 T/\/f5<ﬁ>fa?b\ g
wu‘fézgﬁ\&)@i?‘ Z/]\U 774/\/1)2% OT/I/*‘}‘CA:E?‘}‘VC;\Zﬁl/ﬁ_ 1:| \ JL—
N CA DG AL CAICERT HRNC, MVIELEZTLHAHLERH D 7,

s TALCADEET B EANKT L, *y NI—ITNA REF LT NI TEERA,

[OK] %7 VU v 7 LTHATLET,

[PKI Certificate Management] 7 ¢ > K7 {Z, [Import External Root CA Certificate] 7 4 —/L KINFE /R SV E
‘a‘o

[Import External Root CA Certificate] 7 4 —/V RiZ/b— bk CAFEEEZ F7 v/ 7 F Fuy 7L,
[Upload] 227 V » 7 LET,

JL— b CA FEFAZE ) Cisco DNA Center (27 v 7' 11— K&, fEAEBLABEROABRIHER I NET,

TyvZua—R7TaAR5E T35 &, [Certificate Uploaded Successfully] &5 X v —URNERIIE
j—o

Next] 27 U v 27 LET,
Cisco DNA Center CREMEZBX BERPAERINTRAINET,

Cisco DNA Center TR SN2 3FAEBA TR A GUI THER L., ROT 7 3 OWTNNEFITLE
ﬁ‘o

vzx7ogEnss Il
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B o —FreangoTnesazy

ATy TN

ATvT12

ATy 713

ATy 714

ATvT15

ATv 716

ATV I

*[Download] V7 %27V v 7 LT, iEAEZBALERTZ 7 A O —R ) abt—%2 Xy ra—RLE

D

Z D%, ZORRAFEBLERT 7 ANV EEFA—NMIEMA LT, b= CAICEETDLILATE

£
* [Copy to the Clipboard] U > 7 %27 U » 7 LT, fEAEBLERTZ 7 A VONEZ 2 E—LET,

Z D%, ZORAFEBLBERONEZET A — /MO AT 50, BEFA—VITHRAZ 74108 L

THEF LT, = FCAICEETAZ N TEFE T,

SERAEZEAER T 7 A V& — b CAICEELET,

JL— R CAMLS ML CA 77 ANADIRENFET, ZDT7 7 A /L% Cisco DNA Center IZA > R—  LET

VENH Y £,

— K CADD FALCA 7 7 A V&S5 L7, CiscoDNA Center ® GUIIZFFET 7 2 A L, [PKICertificate

Management] 7 « > K7 2R Y 77,
[CA Management] ¥ 7% 7 U v 7 LET,
[Change CAmode] RZ > D [Yes] 227 U v 7 LET,

[Yes] 7 U w274 5L, GUUSGEHZEEL ERANEREINE T,
Next] 27 Vv 27 LET,
[PKI Certificate Management] 7 ¢ > K {Z, [Import Sub CA Certificate] 7 « —/L RBEFRREINFE T,

[Import Sub CA Certificate] 7 1 —/L RIZ L CAGEHELZ KT v 7 7> K Fa vy 7 LT, [Apply] &7
Uy 7 LET,

AL CA FEFAEDS Cisco DNA Center |27 v 7' a— RILE T,
7 v 7a— RKN%ETT 5L, GUI O [CA Management] & 7\Z, F{L CAE— RNFRINET,
[CA Management] ¥ 7 D7 4 —)L R&EMR L £,

« [Sub CA Certificate] : BIED F{iZ CA FFHEZF R L £,

» [External Root CA Certificate] : /L — F CAGEIEEZFR R L 7,

* [Sub CA Certificate Lifetime] : Tz CA GEHIEDOF I 2R - L ET (HE) .

* [Current CA Mode] : SubCA £— K& F /R L £,

A—)LA—N—THCAFEHENTRE 3=V

Cisco DNA Center CTl&, BEfFD FAL CA OF AR A 70% LU E#GE L TW a5, 2—%—

Nu—)LA—/S=TFALCA &L LT EEAEZEN T2 2 LN TEET,

B O ATLBEEOHEMK
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ATvT1

ATy T2
ATvT3

ATvT4

ATy TH

ATvT6

n—LA—n—ThicAsEBEDTnE =25 |

1R BHHIIZ

e TALCA v —)V A —R— TFubva =7 %tEd 512k, PKIGEHEDOHER % AL CA
T— FIZAE L TREBLMERHY £, PKIGEHEOD o — /L& /Lb— kb FALIZZAE (94
N—=) BB LTLIEEN,

« BUED AL CA FEEOABIARAY 70 % LLEREE L TV Z L ARETT, Z ORI
72% & Cisco DNA Center ® [CA Management] % 7 @ FIZ [Renew] 7N # U N FRR S HUE
‘a‘o

o 0 — /LA — =L CA DELfHE PKIGEREZED 2 ¥ — NN T,

Ama—TAary (=) 7 U v 7 LT, [System] >[Settings] > [Trust & Privacy] > [PKI Certificate] ™
JNEIZZRIR L £ 7,
[CA Management] ¥ 7% 7 U v 7 LET,
CA REITEOBER M2 Ml L £
* [Subordinate CA Certificate] : BLfED FL CA GEAZEZ R R L £ 7,
« [External Root CA Certificate] : /L — bk CA GFIAEZF R L £7,
* [Subordinate CA Certificate Lifetime] : BIfED FAL CA EFAEDO AWM (B 2FRLET,

« [Current CA Mode] : SubCA =— F&F R L £,

[Renew] =7 U v 7 LET,

Cisco DNA Center I[ZEEFD FALCA A LT, B—/ L4 — N—Ffif CA DIFAEBS 43R A2 AR L. #
i_\‘bi‘d‘o

AR ENT-REAESE 4 R A GUI THER L, ROT 7 v aroninmnzeEZITLET,

«[Download] V7 %27V v 7 LT, iEAEBALERTZ 7 A DO —R)ab—& Xy ra—RLE
—g—o

TDWH%, ZOHFHEBLIER 7 7 A NVEEBEF AR LT, »—FCAILEETHZ LR TE
jETO

* [Copy to the Clipboard] U > 7 %27 U » 7 LT, iEAEBLER T 7 A VONEEZ 2 E—LET,
D%, ZOFEHEBZBLBERONFEE T A — /MY 1T 50, BFA— VI T7 740 & L
TR LT, —F CAICERTAZ N TEET,

AEAEBA TR 7 AV ENL— b CAIZEHELET,

WIZV— bk CADBa— /LA — N—T{LCA 77 A V&K ELTL B &, 1% Cisco DNA Center {21 >
A—FLETHLEIH Y 7,

TAL CA B — LA — —DIFHEZELZ FH5R T, RootCA FE— RK>5 SubCA F— RIZHI Y Bz 2B Ic A ~
AR—=FLETLCAICEL LT-L—FCA LREIUL— R CAICKL > TELESNDILERH Y £,

vzx7ogEnss Il
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B 7 xamaErsz ke roR

ATvT1 = CANDLR—LA——Th CA 77 A /NV&%I5 LIzt [PKI Certificate Management] 77 > K
WZRY 97,

AT 78 [CAManagement] ¥ 7% 7 Vv 7 LET,

AT97T9 GEHEBAERNFRINTND GUIT[Next] 227 Y v 7 LET,
[PKI Certificate Management] ™7 ¢ > K 7 {Z, [Import Sub CA Certificate] 7 4 —/V RNERINET,

ATY 0 FALr—/LA— 3— CA GFHZE % [Import Sub CA Certificate] 7 4 —/V KIZC KT v 7T Rk v 7L,
[Applyl] #7 U » 7 LET,

o — LA —3—F{r CA FEBHEN Cisco DNA Center (IZ7 v 72— RENE 4,

Ty a— KRR TT5E, GUI AT S41, [CA Management] % 7 @ [Renew] 78 & » BEEIZ 720 F
75

FINA RFERE RS R MRS ¥ FOBRE

Cisco DNA Center "C [Manages Device Trustpoint] 23 20272 > TV DA, 731 ARAFHREB KL
CIAYVADT 2T 72 A7 LA KV % CiscoDNA Center IZEE5T D L 12T 2720, 7
3A AN FH) T sdn-network-infra-iwan k7 2 bR A > FE2REL, GEHEZ A VAR — M54
ERHY ET,

SCEP %41 L THMEL CA 72 B8 T B I121E, IROFERENHLETT,

ATFYT1 koa<wr REAHLET,

crypto pki trustpoint sdn-network-infra-iwan
enrollment url http://<SCEP_enrollment URL to external CA>
fgdn <device FQDN>
subject-name CN=<device platform ID> <device serial number> sdn-network-infra-iwan
revocation-check <crl, crl none, or none> # to perform revocation check with CRL, CRL fallback
to no check, or no check
rsakeypair sdn-network-infra-iwan

fingerprint <CA_ fingerprint> # to verify that the CA at the url connection matches the fingerprint
given

ATvT2 (LE. T LHES) GENEL BBIAICER L, FEEO A RWIR 2 Bk L £,
auto-enroll 80 regenerate

ATvF3 ((TE) BELURLICEIFEREERA VX — 7 =2 A A%4RELET, LS OHA, http ¥ — B ADEE T
AVE—=T oA ANT 7+ FTHEINET,

source interface <interface>

AEEAZ D EH

Cisco DNA Center |d., Kubernetes (Z & > THAL S 72FERAESC, Kong 8 L OVEMKITEH~ 1 —
VXV —EAMEATHIEHER S ZHOEAEAGH LET, IO OFEHE ERA

B O ATLBEEOHEMK



| vRFLEEOHERK
k32 rF—roiz [

T, FEAREIL I T AF A A =T B LIS, BARTNICERE SN DRI
Cisco DNA Center (2 X > C 1 fFHEIMICEF SN ET,

HIREIAIC 72 HRNCAEEZ HH4 5 Z L 2 HER L £,

A 735100 H I OBNCHABREIIC 2D KO IR ESN TWAIEHEO L EZ T H T £,
ZOFNETIEH, FNLBEICHREINIC 2 D REAEICOW T b EIT SN E T A,

ZOAY YT NTHE, = R8—F 4 FRGER (CA) BAMZHEAETIIRL., BUB4
FERAEOALAEZEH L ET, — KX—F (/CA BAMEFEHEZEOLES., A7 V7 ME
Kubernetes & EHIHER~ L —V v IZ Lo THEHAINDONEGERZ2FH L E T,

s HEBAEWEDEA, FH7 ot AT — b CABNET INRNWZ0, FEHEE T
AT a2 T H0ETHY A,

« T AKX L) AEEIX. BE—/ — F& 3 J — K Cisco DNA Center 3% € D i 7125w S v E
7,

Z7_"y7°1 BT TAE ) — ]‘7531’5%'@&)@ MEA L TWRWTD & 2R Lijﬂ

ATV FT2 20/ —RTBUEFH SN TWDIEHED Y 2 FEZNOLOFMMIRE R RT LI, kROa~r KEA
HILET,

sudo maglev-config certs info

ATYT3 Woaxy FeAJLT, T <ITHIREIAICARD KO ICRESN TV LEHELTH L £,

sudo maglev-config certs refresh

AT T4 Mo r 7 A% ) — Rz LT EROFEEZHV KL 9,
ATYTS =T 4 VT 4 D~V T HFRT DI, ROXHITAHLET,

$ sudo maglev-config certs --help
Usage: maglev-config certs [OPTIONS] COMMAND [ARGS]...

Options:
--help Show this message and exit.

Commands :
info
refresh

FSR MT—ILDERE
Cisco DNA Center (Z(, FAllA v A =L EZNTWHT A FTART—L R KL (VR
SIPMERET DAL — RS RV) BREENTWET, Cisco DNA Center I, AN BHDHE
HENTZRTART =N RADA R —FEA R L=V (B R—FLTWET, FTA R
7 — LR RJUIL, Cisco DNA Center B X ONZF DT 7V r—3 g v & OEHEBUR Z ML+ 57
WIZ, PR—FENDBV AT Ry hT—F T FARAL AL > THEASNET,

| vzx7ogEnss Il
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B smesscro—sunmmnt

ATy

ATy T2

ATvT3

RTvT4

\)

6=

YA NFGART = RN RUE, PR—= R ENTNWD L AT N, ADHBET /3 RL
LTHEHTE S, iosp7b EFHEND 7 7 AL TT, ZDiospTb 7 7 A MIiX, v AazEie
AN R DN — FEEENE L TWET, 2D Cisco trustpool /S R/LE, A= 75
7 K (CiscoInfoSec) THEMHTEE 3, U 7 i https://www.cisco.com/security/pki/ {Z& V) £ 7,

ZORTART—=ANR UL, FACCAZBHLTTIXTORY MU —2 T 341 ZDFEHE
¥ L OV Cisco DNA Center DFEEZFH T 5, R THEFMRFEZRIELET, FT A MT—
VN2 R CiscoDNA Center IZ X » THEA S, BHEOEHER LT ex v — b= A
AEE ((FET258) ZMEEL. TR AERN: CA BAMTEFEAENZHLET, =56

IZ, PnP U —72 70— ORI R Y N T —7 PnP ¥ T NA AT v 77— RKT&x 519

12, F2, FDH%O HTTPS ~— A D% C Cisco DNA Center Z{5#HTCXx 5 L 512, N T A b
T =R RVEHEHTEET,

GUI @ [Trustpool] 7 4 > RO ZMHEH LT, ¥ A3 hTA S =L N RLZA vR—hLE
ﬁ‘o

Azma—TA4ar (=) #7Y v 7 LT, [System] > [Settings] > [Trust & Privacy] > [Trustpool] DJIHIZ i3
WL ET,

[Trustpool] 7 & KT, [Update] "R ¥ > %27 Vw27 LTKRIANS =AU RAOFHF T m— REBX
O A M= zBBLET,

[Update] 8 % > 1%, ios.p7b 7 7 A VD EH/N—T a U OMERFRET, A VX —F v b T 7B AN A[RE/R &
XNZDRT I T 4TI £T,

Cisco DNA Center [ZH LW ST A =N RANRE o a— REBELXOAS VA =1 &5 &, Cisco
DNA Center (X3 A DT NRA ZADF 7o — REYR—hF5L9, 2O T AN =0 RLZHH
AREIZ LET,

HLUWGEHE T 7 A VE A R— T 25E80, [Import] 227 U w7 L CHR—I/VY AT A ALNRGFEH
FHT 7 A NVEZBRINL, [Import Certificate] 7 « &~ R T [Import] 2 U v 7 LE T,
[Export] &2 U » 7 LT, fEAFEOFEMZ CSV BT 7 AR —F LT,

HIR{TE L = ILD—FRI7ZERE

XU T 4 25k 572D, Cisco DNA Center [IflfRAF & v =&YK —F LT, HIR
fr&E =2V Tl 22— 3EH LA —T VTV AT AL T 7 ANV AT HIT
TATERWED, BHEOY 27 R\ ENET,

BT Z S = LT, kOa<wy R R—FENTWET,

$ 2
Help:
cat concatenate and print files in restricted mode
clear clear the terminal screen
date display the current time in the given FORMAT, or set the system

B O ATLBEEOHEMK
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date

debug
df
dmesg
du

directories.

free
history
htop

ip

last

1s

lscpu
magctl
maglev
maglev-config
manufacture_ check
netstat
nslookup
ntpqg
ping

Ps

rca
reboot
rm

route
runonce
scp

sftp
shutdown
ssh

tail

top
traceroute
uname
uptime
vi

w

#Ri =z ro—mnnaEnt [

enable console debug logs

file system information

print or control the kernel ring buffer.
summarize disk usage of the set of FILEs, recursively for
quick summary of memory usage

enable shell commands history

interactive process viewer.

print routing, network devices, interfaces and tunnels.
show a listing of last logged in users.

restricted file system view chrooted to maglev Home
print information about the CPU architecture.

tool to manage a Maglev deployment

maglev admin commands

tool to configure a Maglev deployment

tool to perform manufacturing checks

print networking information.

query Internet name servers interactively.

standard NTP query program.

send ICMP ECHO REQUEST to network hosts.

check status of active processes in the system

root cause analysis collection utilities

Reboot the machine

delete files in restricted mode

print the IP routing table.

Execute runonce scripts

restricted secure copy

secure file transfer

Shutdown the machine

OpenSSH SSH client.

Print the last 10 lines of each FILE to standard output
display sorted list of system processes

print the route packets trace to network host.

print system information.

tell how long the system has been running.

text editor

show who is logged on and what they are doing.

Fy RNU—=J TCLIR—ADAZ VT NEFFI N T TN a—T 407 a<w s REHEHALT
WAEATE. BITED CiscoDNA Center U U — A CHIFRF X o = LB AL RAT AL T 5 VN
HYFEF, T 74/ b TiE. CiscoDNA Center2.3.3 THIBRT & & = VBN HNZ 72> CTOET,
HIRRA & > = V2N T D56 1E, RO FIRZFATLET,

AT 1 ROCLIa~<wr REAN LT, Y= ¥ A TEMERLET,

ATy T2

$ magctl ssh

shell display

Zoawy NI, Y= MORLT, ROETOWTNNEELET,

$ magctl ssh
Active shell

$ magctl ssh
Active shell

shell display
for current user:

shell display

bash

for current user: magshell

_shell =¥ NiE, magshell ZH L TWDHLGAICOLEREL £,

iz~ KT magshell 2 H LT\ D 2 & BHER S v, HlRRAT & v = V2N T 285681, &
DCLLa~vy RERXZT—FREZAHLET,

vzx7ogEnss Il
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$ _shell -c 'sudo magctl ssh shell bash'

Password:

Warning! Activity within this shell can jeopardize the functioning of the system!
[sudo] password for maglev:

Successfully enabled bash for user, will be effective from next login.

ATy T3 EHEEZANCT DI, CLITya vy EETLTHADL, CLIEy Y a  iCHEa /A LET,
ATvTa (F7vay) flRAE = VEFEENCT DI, RO CLIa~y RERAT—RKE AN LET,

$ sudo magctl ssh shell magshell
[sudo] password for maglev:
Successfully enabled magshell for user, will be effective from next login.

ATFY TS EEREANCTHIZIE, CLIEy a2 TLTHAL, CLIEyYa  llEa /A LET,

HEFEAKRETLA R OIEIZDNT

Cisco DNA Center TIE7 74 /V R CTT LA N T —ZPIUESNE TN, —HBOT —XIWEEL
AT U NTCEET, TFUNEIT, RO EZ SR L, EH EoRBEICxHL L T,
KO ENTAME & EE R (RO #KBTHIEEZHMELTWET, YAaBIET S
T — X OFEFEIL, Cisco.comID, A7 A, BEREOFHEAIRIL, X FU—2 TNNA A A Ry
U, BEOY 7 Fy = THIHERKR T, IEENLT—X DLW A MIDW L, [Ciso
DNACenter ®7 —4% v — k] #ZHLTLEI, —HOT—ZWEEFT M TV T 512
X, Y AaD7T H vy MHYE R XU Cisco Technical Assistance Center (TAC) (ZBRIW it
<TIZEW,

Ama—TAary (=) 27U vZ LT, [System]>[Settings] > [Termsand Conditions] >
[Telemetry Collection] DJIEIZEIR L F 9, [Telemetry Collection] 7 4 > RUMNbH, T AU A
R, TIAN—=HRY o= TIANY—=FT—=F o — bR TEET,

vManage 7’ 0/\F 1 DFRTE

Cisco DNA Center /%, #if vManage X EZfH L T XA 20 vEdge B Z R — M LET,
vEdge N R U E T B EY 3 =7 HRHIIC, [Settings] ~S— T vManage Diffl & {7 T &
bé‘o

RTYT1 A=a—TA4ar (=) 27V v 2 LT, [System] > [Settings] > [External Services] > [vManage] DI IZ %
WLET,
AT v T2 vManage 73T 4 BRELET,
* [Host Name/IP Address] : vManage @ IP 7 R L A,
* [Username] : vManage (272 7' A >3 572 DI S V5 4R,

* [Password] : vManage (272 7' A T 572 DIEH I NS /AT — R,

B O ATLBEEOHEMK


https://www.cisco.com/c/en/us/products/cloud-systems-management/dna-center/datasheet-listing.html
https://www.cisco.com/c/en/us/products/cloud-systems-management/dna-center/datasheet-listing.html
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s [Port Number] : vManage {212 71 > T 57 OIFEH S 5K — K,

« [vBond Host Name/IP Address] : vBond ® IP 7 K LA, vManage Zffi ] L T NFV ZE #3555 1T
T

* [Organization Name] : kD4 fll, vManage Z{#H L T NFV 2 & BT 5551208 TT,

AT w73 vManage it E% 7 » 7 10— R95I121%, [Select a file from your computer] #27 U » 7 L £,
ATv T4 [Savel 227V v/ LET,

ThorboBAy 77k

TAT vy 7T R RY)—EFRELT, 2= —lZLdu /A 0T, 7D B
oy 77y MM, v A o OFRITREBAERTE £,

AT TN A=a—TA4ar (=) 271V w27 LT, [System] > [Settings] > [Trust & Privacy] > [Account L ockout] @
JIEIZ GBI £ 7,

AT w72 [Enforce Account Lockout] h 7 /VARZ %27 ) w7 LT, T/ ~v—0BNFERINIREIZLET,

AT 73 [Enforce Account Lockout] DR DT A —Z DfExE NS L £,

* Maximum Login Retries
* Lockout Effective Periods (minutes)

* Reset Login Retries after (minutes)
G¥) (Infol ICH—Y NEEHEDLED L, BRTA—=ZOFEMPERINET,

ATy T4 Kay 7 &7 U & Kb [Idle Session Timeout] D & 3K L £ 37,
ATy TS5 [RT%E (Save) 127V v 7 LET,

tyarETA RVREOEFIZTDHE, By v ar ¥ A LT T O 53R [Session Timeout] 4 4 7
0Ny I ANEKRINET, By arakfTT 5% A1, [Staysignedin) 227 U v 7 LE 7, [Signout]
Vv r35HE, Iy va BT TEET,

NRAT— FOBEHEARTIN

IRAT— REBHIERY O —%2BEL T, NAU— FOEFHM., AU — RBHEEIIIC
HENC—F—lT@mEIns Ak, BXOWTHEzEHTcxET,

SR LEEDWH,
|
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AT TN A=a—TA4ar (=) 271V v27 LT, [System] > [Settings] > [Trust & Privacy] > [Password Expiry] @
JIEIZ IR £ 7,

AT 72 [Enforce Password Expiry] N7 VARZ %7 Vw7 LT, Fxv/~v—0BRERINTREIZLET,
AT w73 RO [Enforce Password Expiry] /37 A —X% Ofiz A1 LET,

. /QZ ]7% ]\\‘/ﬁ;ﬂl-sﬁ (EI)
« NRATU— ROHIRDOEL (H)

< TR (H)
G¥) (Info]l (¥ T A — Y N %&{EL & HFNTA—ZOFEMBEREINET,

ATy T4 [Save] &7V v/ LT, RAU— REYHRREEHRTFELET,

IP 7t X H{H

P77 2AGIEHZMERT DL, RANERIIRY NI =27 DIPT R L AITHASUWT Cisco DNA
Center ~D7T 7 & A ZHI#I T& £3, Cisco DNA Center Tix, IP 7 7 ¥ AHIEN KR DOA T 3
VB ET,

e T _RTDIP 7 K1 Z|Z Cisco DNA Center ~D7T 7B RAEZHF LET, F 74/ TlL.
FT_TOHOIP T KL A Cisco DNA Center |27 7 Z A T& F9,

JBIRL7ZIP 7 KL AD AT Cisco DNA Center ~D7T 7 & A& A LE,

IP 7 U AHIEDFERK

IP7 7 AEEEER L., BN LEIP 7 R L ADIZ Cisco DNA Center ~D 7T 7 & A % ZFa]
T 5, WOFINEEZFITLET,

1. IP 77 BREIHOEEME (104 _X—)
2. P77 EBAVARARADIP T RLADEM (105 2—) |

3. B IPT727EAUARRNNMLOIPT RLADOHIER (106 =2—) |

IP7 9 ZAFIHDAEE

1R B
SUPER-ADMIN-ROLE #[RA# G L Tl & £7,

B O ATLBEEOHEMK
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AT TN A=a—TA4ar (=) #71V v27 LT, [System] > [Settings] > [Trust & Privacy] > [IP Access Control]
DNEIZ IR L 5,

RT9T2 [VARSNTWDHIPT RLADOIRIZEH #7795 (Allow only listed IP addresses to connect) ] 47"+ =3
VIREEI ) v LET,

ATv T3 [AddIPList) Z27 U v 7 LE7,
AT w74 [AddIP] AT A KA A 2D [IP Address] 7 4 —/L RiZ, IPvd 7 KL 2Z A L£7,
(GE) IP7T RLAZIPTZ7EAY R RMIBMLZAVWE, CiscoDNA Center |27 7 B ATE R 725w
BEMENH Y F9,
AT w75 [SubnetMask] 7 4 —/L RIZH TRy b ~AZ Z AN LET,
TRy b AT OFREPAIZ 0 ~ 32 TT,
ATY 76 [Save] 7 Vv 7 LET,

P79A)AMADIPT7 KLADIEM
IP727®AYANMIIPT RLAZBMNTHI2E. ROFEEZFEITLET,

IR HEIIC
IP 7 7B RAHHENRENC > TNAZ L EHERE LT,

AT TN A=a—TA2ar (=) 271V v 27 LT, [System] > [Settings] > [Trust & Privacy] > [IP Access Control] ®
JELZ SR L £,

AT T2 [Add) 27 Y v 7 LET,

AT W T3 [AddIP] AT A KA A @D [IP Address] 7 4 —/L RiZ, A FEIEX Yy NU—2DIPvA T KL A%
ABLET,

AT v 74 [SubnetMask] 7 4 —/L RICH T Xy b ~A 7 AHLET,
PT xRy b~ A7 OABHEPIL 0 ~ 32 TH,

SR LEEDWH,
|



SRTLEEDER |
B rroezxuzxtnzoryrLzobin

Sotinges) Tt ihacy Add IP ~
IP Access Control

1P Address*

Cisco DNA Center is accessible from all IP addresses by default. 209.165.210.0

Subnet Mask*

27

O Allow all IP addresses to connect

© Allow only listed IP addresses to connect

IP Address Subnet Mask

209.165.200.230 32

ATv TS5 [Save] #27 U v 7 LET,

P70€AVRXNSDIP 7 FLADEIR

WDEvrarTE IPT 7R R RMLIPT R AZHIER L T Cisco DNA Center ~D 7
7 A BTN T D ITFECOW T LET,

1R BHHEIIZ
P77 2ay ba—LEZAZL T, IPT RLAZIPT 7RV X MIBMLEZZ L 26
BLET,

AT TN A=a—TA4av (=) #2271V v27 LT, [System] > [Settings] > [Trust & Privacy] > [IP Access Control]
DNEIZEIR L F 5,

AT w72 [Action] ¥ T, ®dBHIP T KL AD [Action]| 7 A 2% 27V v 27 LET,

ATv T3 [Delete] 27 U7 LET,

IP 77t IO ERE

WD 7> a T, IPT 7B AHIEIZEESICL T, T XTHIPT KL ZIZ CiscoDNA Center
DT 7' AT D FHEZOW T L ET,
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1R BHIIZ
SUPER-ADMIN-ROLE #E & HUfG L TR E £7,

AT TN A=a—TA4av (=) #71V v27 LT, [System] > [Settings] > [Trust & Privacy] > [IP Access Control]
DNEIZEIR L F T,
AT w72 [Allow all IP addresses to connect] 47> a V' RZ &7 U v 7 LET,

I vzx7ogEnss Il



SRTLEEDER |
B r7oexsmommt

B O ATLBEEOHEMK



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



