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F 721X [InProgress]) . 2L~ R —Y R —EZXNE I NZEDSNTT 4 VHUWBET HITIE, 74 NVET
AarE7 Yy LET,

DRATFLANILADE=A—1) Y

[System Health] ~—3"C|%, Cisco DNA Center 77/ 7 A 7 ADPHH a > R—F > F O EF M
E=F—L, BETLHARMEN O OMBEZEH TEET, ZOREL AT L CTEBRBERE
THEATLHECHONTE, DD My 7 22 L T &N,

Cisco IMC #Z#x D FEAL

[System Health] ~— & H%hZ 9 5121%. Cisco Integrated Management Controller (Cisco IMC)
E DR AN T HAUERHV ET, ZHICKY, TTITA4T7 U AD/N— R0 =7 OIEFEN
WAL SNET, ZhEITOITE, KOFIEEZFEITLET,

Y

GE) T T4 7 AD Cisco IMC Bif5ia% € & A1 T& % D%, SUPER-ADMIN-ROLE #E[R % £
A—PF—DHRTT,

ATy 1 A= :L~74’ 2 (=) #27V w7 LT, [System] > [Settings] > [System Configuration] > [System Health]
DNEZEIR L E T,

9T AEDET T T7AT 2 ADIP T KL AN [Cisco DNA Center Address] FI1ZF R SN E 7,

. CiscoDNA Center ') 1) — X 233 BEE A F
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Cisco IMC 5% 7& O il R .

AT 9w F2 CiscoIMC ~Du 7' A ANIWBEREREZFRELET,
a) 77 I7ATVADIPT KL AR 7 U7 LET,

[Edit Cisco DNA Center Server Configuration] 27 A RA A U 3BE £77,
b) ROEWRE AL, [Save] 7 U v 7 LET,
T T TAT L AD Cisco IMC A— MIF L THESNIZIP T FLA,

«CiscoIMC ic 2 7' A T 5D NBERa——4 L2 T — K,

) MEIILUT, ZIAXDMDT FI7A4T L AZONWTZOFIEE#VIELET,

Cisco IMC &€ D HIfR

BEDT 7747 2 A% L TLARTICER E & 7= Cisco IMC B & # HIRd 2121%, RDOF
IE% ST L ¥,

)

GE) INHDORELXHIFRTE 2DlX, SUPER-ADMIN-ROLE #£[R % > —H —DHTd,

ATV TN A=a—TAar (=) #7U v 7 LT, [System]> [Settings] > [System Configuration] > [System Health
Notifications] DJIAIZEIR L £,

AT T2 BEEHIRT DT 7T74 T 2 A2 T, [Actions] 5|0 [Delete] 7A 22> (1) 227U v 7 LET,

ART9T3 W7 a 7 M T, [0k %27V vy 7 LET,

'l

T LA RN MBEROZER

Cisco IMC & O#HGENMENL & 4125 &, Cisco DNA Center (I Cisco IMC 75 A X2 ME#RZULE
L. TOHERERLILDO S AT AR FELTREFELET, ZILLDORMLID A X M
N— NI DAL o THELES L, AT LV A MR P %Téﬂé/XTA4m/bL
MBI N EJ, [CiscoDNA Center Platform User Guidel] ¢ ['Work with Event Notifications
TSN TWAFIRESETTHI EICLY, Znbo@mz, FATREARERONTNT
ZETHZEHLTEET, ZOFIEEZFETTHLEEIE, KOAXRMEFRL T T AT T A
TLTLIEE,

AEREOFHIRD A <2 b
* SYSTEM-CERTIFICATE

* SYSTEM-NODE-CERTIFICATE

« RS NI AMBL AT DDA R |

Cisco DNA Center ') 1) —RX 233 BEEHA K .
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SRTLEEDER |
B ~orEars

* SYSTEM-EXTERNAL-CMX

* SYSTEM-EXTERNAL-IPAM

* SYSTEM-EXTERNAL-ISE-AAA-TRUST
* SYSTEM-EXTERNAL-ISE-PAN-ERS

* SYSTEM-EXTERNAL-ISE-PXGRID

* SYSTEM-EXTERNAL-ITSM

T UYPRZY B NRY VAT LDA X b 1 SYSTEM-DISASTER-RECOVERY
o —fRIR AT DDA RV B

+ SYSTEM-CIMC

+ SYSTEM-CONFIGURATION

« SYSTEM-HARDWARE

« SYSTEM-MANAGED-SERVICES

G¥) ~x—YF¥—vROGA, o —T7[kE (Cisco DNA Center 3
HA R R BT =2 R_R=ZNBHIBRT 2 DIZ 05D 1360
DCT, YF—Y R —EARKE T L THORT 7T 4 727>
A, P—EANETLTESNEZ L2 AT ADEFEMEGUHICK
Mg 2121, Z ORI £,

* SYSTEM-SCALE-LIMITS

A4 R FERIEHR

W DFIZ, Cisco DNA Center 23 AT AIEFMEEH A v —U AR T D & RSN E
FERERAERLET,

HITRA | BT AVAZ VR /N2 Ayt—T
12
FASY  DRT L
CPU CPU <node-hostname>:CPU-1 OK Cisco DNA Center CPU-1 is working

as expected on <node-hostname>

NotOk Cisco DNA Center CPU-1 has failed
on <node-hostname>

= ¢+ — |Cisco DNA Center CPU-1 is disabled
7 on <node-hostname>

. CiscoDNA Center ') 1) — X 233 BEE A F
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BITEA |45
4y

AR VA

Ayt—o

AEY AEY

<node-hostname>:DIMM_A1

Cisco DNA Center RAM DIMM_A1
is working as expected on
<node-hostname>

NotOk

Cisco DNA Center RAM DIMM_Al
has failed on <node-hostname>

542 |Disk

<node-hostname>:Disk 1

Ok

Cisco DNA Center Disk 2 is working
as expected on <node-hostname>

NotOk

Cisco DNA Center Disk 2 has failed
on <node-hostname>

RAID = > | RAIDController
hr—7

<node-hostname>:Controller-1

Ok

Cisco DNA Center RAID VD-2 is
working as expected on
<node-hostname>

NotOk

Cisco DNA Center RAID VD-2 has
degraded on <node-hostname>

T A
7 v

Cisco DNA Center RAID VD-2 is
offline on <node-hostname>

ok |NIC
U—7 A
UH—

A (3

<node-hostname>:nic-1

Ok

Cisco DNA Center network interfaces
are working as expected

NotOk

Cisco DNA Center: <x> network
interfaces are missing for
<node-hostname>: nic-1

PSU FAN |PSU

<node-hostname=>:psu-1

Ok

Cisco DNA Center power supply
(PSU-1) is powered on and thermal
condition is normal for
<node-hostname>

NotOk

Cisco DNA Center power supply
(PSU-2) is powered off and thermal
condition is critical for
<node-hostname>
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$TEA
4y

29

AR VR

Ayt—o

T 4 PR
& FgoN

DisasterRecovery

<disaster-recovery-hostname>

* Disaster recovery cluster is up

* Disaster recovery failover
succeeded to <site-name>

Degraded

* Disaster recovery failover
triggered from <site-name> to
site-name

* Disaster recovery failed while
failing over to <site-name>

* Disaster recovery standby cluster
on <site-name> is down; cannot
failover

* Disaster recovery witness is
down; cannot failover

* Disaster recovery replication
halted; recovery point objective
will be impacted

* Disaster recovery pause failed

* Disaster recovery route
advertisement failed

* Disaster recovery IPSec
communication failed

NotOk

* Disaster recovery configuration
failed

* Disaster recovery failed to rejoin
the standby system

AN
7 F— A
P—r 2

ManagedServices

<hostname>:<name>

OK

Managed Service <service-name> is
Running

NOTOK

Managed Service <service-name> is
Interrupted

. CiscoDNA Center ') 1) — X 233 BEE A F
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HITERA |25 AVARE VR 1KEE Aytw—
A4
A 4r— L | wired concurrent clients | <hostname>:<name> OK OK
il B NOTOK The number of concurrent wired clients
exceeded 26250 (105% of limit)
DEGRADED | The number of concurrent wired clients
exceeded 21250 (85% of limit)
EEN The number of concurrent wired clients
exceeded 18750 (75% of limit)
wireless_concurrent clients | <hostname>:<name> OK OK
NOTOK The number of concurrent wireless
clients exceeded 18750 (75% of limit)
DEGRADED | The number of concurrent wireless
clients exceeded 21250 (85% of limit)
TEE The number of concurrent wireless
clients exceeded 18750 (75% of limit)
wired_devices <hostname>:<name> OK OK
NOTOK The number of wired devices exceeded
1050 (105% of limit)
DEGRADED | The number of wired devices exceeded
850 (85% of limit)
R The number of wired Devices exceeded
750 (75% of limit)
wireless_devices <hostname>:<name> OK OK
NOTOK The number of wireless devices
exceeded 3800 (105% of limit)
DEGRADED | The number of wireless devices
exceeded 3400 (85% of limit)
EE\ The number of wireless devices
exceeded 3000 (75% of limit)
interfaces <hostname>:<name> OK OK
NOTOK The number of interfaces exceeded
1140000000 (95% of limit)
DEGRADED | The number of interfaces exceeded
1020000000 (85% of limit)
HEEN The number of interfaces exceeded
900000000 (75% of limit)
ippools <hostname>:<name> OK OK
NOTOK
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GITRA |8y £YREVR R Ayt—T
A
The number of IP pools exceeded
47500 (95% of limit)
DEGRADED | The number of IP pools exceeded
42500 (85% of limit)
R\ The number of IP pools exceeded
37500 (75% of limit)
netflows <hostname>:<name> OK OK
NOTOK | The number of Netflows exceeded
37500 (75% of limit)
DEGRADED | The number of Netflows exceeded xxx
(x% of limit)
EE\ The number of Netflows exceeded yyy
(y% of limit)
physical ports <hostname>:<name> OK OK
NOTOK | The number of physical ports exceeded
50400 (95% of limit)
DEGRADED | The number of physical ports exceeded
40800 (85% of limit)
HEEN The number of physical ports exceeded
36000 (75% of limit)
policy <hostname>:<name> OK OK
NOTOK | The number of policies exceeded
23750 (95% of limit)
DEGRADED | The number of policies exceeded
21250 (85% of limit)
HEE\ The number of policies exceeded
18750 (75% of limit)
security group <hostname>:<name> OK OK
NOTOK | The number of security groups
exceeded 3800 (95% of limit)
DEGRADED | The number of security groups
exceeded 3400 (85% of limit)
EE The number of security groups
exceeded 3000 (75% of limit)
sites <hostname>:<name> OK OK
NOTOK | The number of sites exceeded 475

(95% of limit)

. CiscoDNA Center ') 1) — X 233 BEE A F
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HITRA (25 ARBVRA N Ayt—o
1>
DEGRADED | The number of sites exceeded 425
(85% of limit)
R\ The number of sites exceeded 375
(75% of limit)
transient clients <hostname>:<name> OK OK

NOTOK The number of transient clients
exceeded 71250 (95% of limit)

DEGRADED | The number of transient clients
exceeded 63750 (85% of limit)

R\ The number of transient clients
exceeded 56250 (75% of limit)

VAT Upgrade <hostname>:<name> OK Successfully finished downloading

YT package <package-name> with version

7Ty <package-version>

L—F NOTOK | Catalog package download failed for
<package-name>

Ny 7 Backup <hostname>:<name> OK Successfully completed backup

Ty NOTOK | Failed to backup

Restore Restore <hostname>:<name> OK Successfully restored

NOTOK | Failed to restore configuration

FAA L B

ISE ISE_ERS <Cisco-ISE-hostname> Success ISE AAA trust establishment
succeeded for ISE server
<ISE-server-details>

Failed ISE AAA trust establishment failed for
ISE server <ISE-server-details>
KAAY  #hE
IPAM IPAM <|PAM-hostname> Ok IPAM connection to Cisco DNA

Center established. [IPAM
<|PAM-IP-address>.

Critical IPAM connection to Cisco DNA
Center offline. IPAM
<IPAM-IP-address>.
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HITERA |25 AVAREURA 1KEE Aytw—
A4
ISE ISE_ AAA <Cisco-ISE-hostname> T T ISE AAA trust establishment
succeeded for ISE server. ISE
<ISE-IP-address>
-y A4 ISE AAA trust establishment failed for
ISE server. ISE <ISE-IP-address>
CMX CMX <CMX-hostname> saviceAvalible | CMX connection to Cisco DNA Center
offline. CMX <CMX-IP-address>.
saviNtAvaltE | CMX connection to Cisco DNA Center
offline. CMX <CMX-IP-address>.
ITSM ITSM <ITSM-hostname> T ITSM connection to Cisco DNA Center
offline. ITSM <ITSM-IP-address>.
Ay A4 ITSM connection to Cisco DNA

Center offline. ITSM
<ITSM-IP-address>.

DATLEEEHRT—ILES
%5 2 % Cisco DNA Center 7 77 A 7 > AIZiE, RONR—2 3 o Nb 0 9,

44 AT T TITAT R

A a Bl % 5 DN2-HW-APL

44 a7 FuE—ar T TFIAT AR 2B BE S DN2-HW-APL-U

$ 56 2T T STAT A AR E DN2-HW-APL-L

5627 FuE—ary T IIAT A A EE DN2-HW-APL-L-U

N2 aATTFIAT A A B RE DN2-HW-APL-XL

cl2 a7 FuF—ary T FIAT A AN &R DN2-HW-APL-XL-U

VAT IAANNVAIZEY DT T IAT VANEZH — S, ROBIRENTWD R Y
N —7 aR—2 2 bFED LEWVMEEZBZ D 7-N@MmNERENEd, Ekansi@m
FOMENEN T, HESHIZLEVVED S —t T =2k o THRA D £,

e LEVMHED T5% Bz H L.
e LEVMED 85% ZiZ 5 &
c LEVMED 95% 2825 E. 7 UT 4k (P1) @AM EREINET,

)

ik (P3) WAINERSNET,
iy (P2) WHINERSNET,

GE)

TRTCOT I ITAT A (ZA IR <) 122V T 1,000,000 D@ FN N ER v 7 IR FF
S, 1 EMRGEESNET,

. CiscoDNA Center ') 1) — X 233 BEE A F
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FTINCL-BLETN |

Y bI—=HavR—%2 b

BaAF7T7TSATUR

56377 TSAT R

M2a7773472R&

HRT AR (b—F A
A vF, AF v BIOY
AL Aay ha—F)

1,000

2,000

5,000

T4 ¥ L AT AL Z (T 7+ | 4,000 6,000 18,000
ARA V FBLOE )

SRy R Y OWEE— | 48,000 192,000 480,000
L L OoWE A o 2 —7 = | 1,200,000 1,200,000 1,200,000
q A

HR#r 747 b (FKg) 25,000 40,000 40,000
IAYL AT TAT L R (725,000 40,000 60,000
IKF)

R AT vk 75,000 120,000 250,000
P4 b 500 1,000 2,000
#15 NetFlow 27,500 60,000 120,000
IP F—/L 50,000 100,000 100,000
RY—=< b U w7 Z2H4 X[25,000 25,000 25,000

AT LR RAVORT

[System Health] 7 ¢ & K7D hARm i, F v bV — 7 [ZHHE 47z Cisco DNA Center 7 7
TAT U AEHERL AT I (Cisco Connected Mobile Experiences (Cisco CMX) = Cisco Identity
ServicesEngine 72 &) %7 77 4 v VA TERTEZET (CiscolSE) , ZDX—V D, Ry
=27 FOMERH D 2 R—3 0 NREEVDMLER I VAR =3 TR ETEE
To ZOR=VIETTIAT VRSBV AT LOT —F WY AL, FTUURO by
7 Tt 22 A7 Z5ET T H0ENHY £,

« Cisco IMC g Dfife~r. (8 ~2—3)

o VAT KA R NEMOBEE (9 X—)

Z D= HFIRT BHIZIE, Cisco DNA Center GUI T [Menu] 71 2> (=) 27 Vw7 L,
[System] > [System Health] DNEIZEIR L EF, AR OTF—Z L300 BB TRV 7 &
NET, LW —2%2%ET56E, 207 =B MR VICHEBIICKSVET,

ROFITEBE LTI ZE 0N,
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SRTLEEDER |
B 775 7 zenmor7L0mMED ST -T2

» Cisco DNA Center (X IPv6 V7R — T B L 51270 F Lz, IPv6 AT/ ->TWNWB Y
TARERTFTHE, bR lIlt, TOIVTAZO A —T T4 ZAEIP 7 KL A
BT 2ROER TR RRINET,

e[Pre] 74—V R :16 By hDF LT 4 v A

«[GID] 7 4 —/V F :32 By hDZ m—s3L ID

[Subnet] 7 4 —/L K : 16 B OV T x v ME
JGARDTU R —TFA RFEIP T RLADKEVIL, 7 FAZDO MR T AL aro
FTNARFICER S ET,

S IPV6 XEIGD 7 T A XX, R Y IPV6 RGOS AT MDA, $e L TT — ¥ & s
THZENTEET,

HHEEINTWAT I TV AETIINT L 2T AT, BNHIERRE STV SR E
DA VA= ENTWEEEITFHI, bR Y TROZ EDRFETINET,

AEAAEZDS 90 H UAPNICHIBBYIIIZ 72 D KO WCERE SN TWA S, bl m I8 ER
FoRENFET,

FERAE 30 H LPICHARREIAIC 2 D KO ICRRESN TV A AL, bFRevice T —
NFRRINTRE~OEENBE SN ET,

3

C VAT AANNVAFIAN— R =T AT I TR F oy 7 EEMICEITL, BRI
TWBT T T, T 2 AETIINE Y AT LR/ IMERREM: 2572 L TR WIEEIT I,
FOZLHERLET, HEXIE. BRI TWAIRERI A 7TIZBLTSA4 FRIL—F v v
VaEXALRY V—RREINTORWEGEE, VAT LANVAEI IR D2 FEH LT,
FDOZEERLET,

s EBRBERECT 4 P AX U BN BIEFITHIEL TWDEE, VAT ANLVRE, ALY
YA FEVBRYY A FOWIFDOT FT7A4T 2 AT HA— R T = TIEFRARMEL £

4. LUENE. AA YA NDOTF5A4 T ACEHLTOI, ~N— R = TIERNERE S

TWE L7,

TFITGATIORENER AT LOBED S IV a—T429
VAT AEEEO AR POBEE TR, BEMNLERXy hU—J arR—3x " RH DY
B BRI OW T A T A 2y, BERREEICOWTE® T/ a Ly TRENNET, =
VIR— Y MCHETAMBEDO NN a—T 4 RGBT AL, 2V R—R 2 D R
DT A AN —INEEDEET, Ry T o 7F v RUREE . ROFHRNETRIN
ij—o
HEPIRHEINTHEE R T YA DAX T,
e CiscoDNA Center 7 77 A T 2 AZA VA F—=LENTUWAB CiscoIMC 7 7 — AT =T D
N=2gy (TTIATVADKRYTT 7T 400 RUDEE) |

« [IRE O fifi L 20 A2

. CiscoDNA Center ') 1) — X 233 BEE A F
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SEBL R T LOESEICET 2RE0 FS5TLva—F oy [

cMEOBEOREE-IIETT ¢ (EXRE)
cBEICEET D RAL LV, BT RAL Y, BEORIPT RLAFEiInr— a3,

B SIVTANR Y AT AZREN & 5 BhE Y — X —723 3 DL k& 5855 X° Cisco DNA Center 7
TIAT ALME RS HN— Ry =T a L R—3 2 R3O EH LA, £ DI
AT NEINIT T IAT VAORy TT v 70 4 RUZ< &, [MoreDetails] U o 7 23R
ENFET, Vo227V I TDHERATA KA UL UDBRE, YT —"—Fidar
K= FDOYAMRERENET, TRAODOHEHEAD >l 227 Vv 7 LTy b ZERT
52 LT, FFEOHEHOEREMR TEET,

N RTLOEGICET ABED CS TN oa—Ta 07T

Cisco DNA Center NHAEANT TV AT b EBE TERWEAIE, ROTFIEEZEITLTEDOV AT
Lk ping L, BIECERVWEHBE T TV a—TFT 47 LET,

1R BHHEIIZ
ZOFRIEEFE T I HEIZ, WOBEEZFEITLET,

o WtdtEER Ny r— % A A =L LET, [Cisco DNA Center Administrator Guide] @
[Download and Install Packages and Updates] 2 L T 72 X0,

o BT BE~ D E X ADMERE B >u — L2 ERR L., ZOFIEE2FE(TTH2—HF—|2F
D —%EE Y Y TEJ, [Create aUser Role] 7 o« V' — R TZD/IRT A —X|ZT 7 AT
5121%, [Define the Access] “— 3 ® [System] 1T & BB L £7, Mo\ TiL, [Cisco
DNA Center Administrator Guide] @ [Configure Role-Based Access Control] % ZME 1L T 72
Sy,

AT w71 [System Health] 7 > R DA EER5y 56, [Tools] > [Network Ping] % i#4R L T [Ping Device] 7 1 > K7

ZhE T

7 4> R7Zi%. Cisco DNA Center WE/AEFEI L TWATRTOT N, AN—EERENET,

AT v T2 BIEAGENE AT — X A)3 [Reachable] TH DT XA ADA S v aiRZ %7 Y v 7 L, [Troubleshoot] U >
IEI7 Vv LET,

[Reasoner Inputs] 8> 77 > 70 ¢ RUNBE £7,

AT w3 [Target IP Address] 7 4 —/L RIZ, BEECTEXRVAMNEL AT LADIP T KL AEZ AT LET,
AT 74 [Run Machine Reasoning] %7 V v 7 L%,

Cisco DNA Center TN AT L& ping T &, XA TR TRy 7 ZARFRINET,

AT w5 [View Details] #7 U v 27 LC, ping B L7=E D MEfad LET,
AT w76 ping PRI L7-EA 1L, [View Relevant Activities] U > 7 %27 U » 7 L C [Activity Details] A 7 A KA > 3o
Y EPIE, [View Details] 74 2> %227V v 7 LET,
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SRTLEEDER |
B szv-—rosm

[Device Command Output] " 77 v 77 ¢ RUNREHE | SMBU AT AMZBETER2VWEKRE LTELXDL
NAONENR—ERRINET,

BRIEY—ILDER
FRFEEY — /LT, CiscoDNA Center 7 7T A T 2 A n— R = 7 LG ST 27 A O
FETAML, *v NT—JICERREELY 52 DRNCHUT H2MLERNS HHEEZ/HE L F
T BEE7 2B AT, ROX I REHDOT = v 7 P ThIVET,

« ciscoconnectdna.com ~DIEFHERE (VAT LABI O A —VOEFE2 Ao a— K15
7=%) .

« WIBRY) L OFERAE O A 1,

T TITAT U AN=RU 2T &Ry 7 R —E ZADHAEDIREE,

c AT —LFEEDLEVEEABZT Ry NU—7 a3 R—x b,
WEEY — T 78 AT 51213, ROFEEZFEITLET,

1. A=a—T7A42ar (=) #7Y v L, [System]> [System Health] 227 U v~ LT,
[System Health] ~— B & £,

2. [Tools] kv w7 &7 A ==a—s 5, [Validation Tool] Z 3R L £ 97,

BRIV —ILR—DDH%E
[Validation Tool] ~=— Y OWNEFIL, LARNZTE T LI-MRAELELICBET 2 EMA H D50 E I ic k-
TH7p Y F£9°, Cisco DNA CenterfF N 72 W E . X— koD L 57y £,

= Cisco DNA Cente System . System Health . Validation Tool

No Validation Runs Available

Use the "New Validation Run" button below to schedule a new Validation Run

New Validation Run

Cisco DNA Center (ZFRRAFLERIZBET HERN H H5E. X—TIFKRO L H 12720 £9,
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giv—n~<—soBy |

= Cisco DNA Center System - System Health - Validation Tool @ G

fealth > Validation To

ol

Validation Runs (7) As of: Jun 25, 2021 2:17 PM @

@ Q search Tabi

® ®
© Add
0 Name Description Selected Set(s) Status Start Time ~ Duration Actions
O w upgrade Success Jun 25, 2021 1:57 PM 104 ms w St @
(] 6 upgrade Success Jun 25, 2021 1:30 PM 104 ms
(m} 5 upgrade Failed Jun 25, 2021 12:42 PM 115ms
@ O upgrade Success Jun 25, 2021 5:00 AM 135 ms
(] 3 upgrade Failed Jun 25, 2021 3:51 AM 274 ms
(] upgrade Failed Jun 25, 2021 3:43 AM 1 secon d(s)
O upgrade Partial Success Jun 25, 2021 2:57 AM 5 second(s)
o

WDFIZ, [Validation Tool] X— U ZHEpk T2 2> R —F% 2 b & MEELEIZEE T 5 1H W23 F]

HATBEZR 6 ORRE A R L £ 7,

5| EH | &REA

L#R

1 [SearchTable] 7 4 —/V K : ZDON—UIZY A STV O MGEEAEEE 7 4 L2 )
T D7D DRBILTFINEATILET,

2 [Add] "% > : 7 U v 7 LT [New Validation Run] A7 A KA A U ZB&, HL
VLEROD 7o OIZLEEIRBRE A AT L E T, SRR DWW T, MREELER OB (22
N—=) EZRLTIEEN,

3 [Validation Runs] 7— 7 /L : LARZSE T L7EMGEALEE R Y A hsivEd, 207 —
T, BT E o4, EHATRERMRGEEE v b SET AT — & X EOMEF#A
FERINET, ROFITEE LT EEN,

« 774V DT, ABTBRAGIREZIRIC R DAL, BB OSBRI A b &
ET,
» BUEE(TH O~ TOMIITH LTI, B e & RRSNET,

4 [Delete] R ¥ > BGEAERDF = v IV Ry 7 A% AN LTREETCZORSF %0
Vo 73 56&, MENHIFRINET, WKIZ[Warning] ¥4 7 1 7R » 7 A T[OK] %
7 Vw7 LT, HIRRZfEELET,

GE) HETHOMETHIFRTE /A,

5 [View Status] U 7 : FrE OB OFEM A KRR L E T, FEMICOWTIEL, FRakLst
DFFOFR (22 8—=V) Z2RLTLIZX0,

6 [Refresh| RZ > 1 7V w7 F 5L, ZON—JICERENTOAIERNEFT SN E
R
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RELALIE D Bt
MAEAEE 2 PR 21213, LT OFIRZFATLET,

\}

GE)  —FEIZETTE LML DT T, MEELEN T TITEITTOLEIE, BT 25ETHo
T, WO EZBRGT HLERH Y £7,

AT w71 [Validation Runs] 7 — 7 VN ER SN D0 E D M2t U T, [Validation Tool] 7 « & K7 TIROWT %
FATLET,

o T NABERRINRWIGEIL, DETORGELE D HIBR SV TW D0, BEELBENE 725 T LTV
WZ L AEEBRLET, [New ValidationRun] #7 UV v 7 LET,

* [Validation Runs] 7 — 7 VA RERENTZH, [Add| 227V v 27 LET,
[New Validation Run] A F A KA XA VB E F97,
AT w72 [Name] 7 4 —/b RIT, BEELEEOLAFTZ AT LET,
AT HARNE—ET, BEFOLZHEH L TIEI WV, FEECFIIMEHTE EEA,
ATv T3 (EE) [Description] 7 4 —/L RiZ, ZHh 5B 2 MGEAFRICEET 2@ EARFHE AN LET,
ABEROR 250 CFE TANTEET,
AT 74 [Validation Set(s) Selection] = U 7 T, FEITT DMty NOF = v IRy 7 A% 4 I LET,
Rkt v FERRILL T, ETT5F =y 7 2R R TEET,
ATY 75 [Run] %27V v7 LET,

WRAEALEL D FEM D 2R

[Validation Run Details] 2 7 A A A 36 BIR LB TIATONZTF =y 7, T
JDSETAT—H2 A, Hifl, BLOEOMOBEFHREZERRTEET,

em Health > Vaiidation Tool - .
Validation Run Details s
Validation Runs (28)
Name: TEST_5185
s Description: DESCRIPTION_5185
R Status: Partial Success
TE e
@ add i) Delete 1 Selected Result - 0 Copy
B nome Deseription v &\ UPGRADE VALIDATION SET
SSSSSS B o s Warning © railed ® o

TEST_5185 DESCRIPTION_5185

Q  Search Table Y%
O  TesT_s76s DESCRIPTION_3768

Validation Status Duration Message
O  TEsT_1478 DESCRIPTION_1478

Validating maglev parent parentGatalogSener

It 12

O TEST_1422 DESCRIPTION_ 1422 f\j;;i;::z’;;“”gs @ success ms https://www.wrong.com:443 configured
(] TEST_8325 DESCRIPTION_8325 .

Validating maglev parent ParentCatalogServerRepository NOT

catalog server repository Warning 9ms configured
O  TEST_5288 DESCRIPTION_5288 settings [VERSION 1.0.90]
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witty roEg ]

I TIIROBIELETTE £,
* [SearchTable] 7 ¢ —/L NIZ, RSN DEWME T 4 V2V 7T 5720 DRRFELTH %2 N
HILET,
s[Export] 27 Vw7 LT, ZOXAL L ONEZE json7 7 A /L& LTHYrrm—RLET,

s [Copyl 7 U7 LT, ZDO_A VONFEat—LET,

WEEt v FOEH
FiFEt » FiZ. CiscoDNA Center 7 v 727 L— R+ AN CEHTAHLENLY 4. HEE
o NEFEICEHTINENDIGAIE. WOTFIEEZEITLET,

ATY TN A=a—TAar (=) #7V v 27 LT, [System]> [Settings] > [System Configuration] > [System Health]
DNEIZEIR L £,

=Q  Search Settings Settings / System Configuration

Authentication Tokens System Hea |th

lleliy A ieall ey CIMC Configuration Validation Catalog

vManage
Update Cisco DNA Center with most recent Validation Catalog

IP Address Manager
DNA Spaces/CMX Servers @ Download Latest |, Import

Machine Reasoning Engine
v Validation Set Versions

System Configuration \2
Upgrade Validation Set Version 1.0.90

Debugging Logs
I System Health
AT w 72 [Validation Catalog] ¥ 7% 27 UV v 7 LE7,
AT w73 [DownloadLatest] &7 U v 7 LC, HAREREHOMGEE v hor—hrat—&24 v rn—RKLET,

AT w78 WFEE » b % Cisco DNA Center |24 > AR— F LE 7,
a) [Import] #7 V v 2 L. [Import Validation Set] Z A 7 1 7R v 7 A&&£7,
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. System Analyzer *V — )L D&

Import Validation Set

@

Choose a file or drag and drop to upload.

Cancel

b) KOWTNNEFATLET,
*[Chooseafile] V27 %27 Uy 27 LT, £ VAR —FT5 tar 7 7 A VBB LT,
cHWY)7R tar Ty ANET AT by TIPBIRHRRINICHEIKIC R T v ST U R ey S LET,

¢) [MvHR—*k (Import)] 27V v 27 LET,

System Analyzer *V— )LD {E

NI TN a—T ¢4 BB RIEN A LTc %A 1X, System Analyzer Y — /L Z{HH L CTr
TIT 7 ANERETEET, VAT AL~ vDr s 77’/1'/1/ \ZHNZ T, CiscoSD-Access &~ 7
MY =7 A4 A—VEH (SWIM) IZEADOB Y 7 7 A VERGTEZ £9, [System Analyzer] > —
JZT 7B AT 5120%, ROFIEEFETLET,
1. A=a—TAar%27 U v7 L, [System]>[System Health]DJIEIZ584R L C [System Health]
V4 RUEHEET,

2. [Tools] Ka w7 X 7 A =a—/ 5, [System Analyzer] Z 3R L £,

OV VEEHATHENI, RORITEE LTI EEN,

cHHEFE P —DHN, VAT LR OFETERIB L, RO Ty ANV EX T o m—
KL, SET LEESTERHIBRCEX £9, T XTO2—H—L, 3R L7237 [System Analysis
Details] A7 A KA XA U EHWTERTEET,

« System Analyzer ¥ —/LCi, Cisco DNA Center @ GlusterFS 7 7 A /L3 X7 AIZ 5GB @
T4 A REDLETT,

* Cisco DNA Center 1%, 5GB £7213i8 53 7 HO DOV AT LG EITOWT v W%
BIELET,
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[System Analyzerl R—C %+ E4S— T 3 .

c WNPTNAD A R L —HIFRIZET D L. Cisco DNA Center |7 WVE 72 1 H 1 [FIHIBELE
T, Flo. HLWEITRBBEINDEIC. HWETLHIBRESNET,

A ST ANERII N T TN Y 2 —TF 4 DRSO T D VAT AT EITOT —
HIINw 77 v T INEREA,

s HA XN/ > TV B R TIX, EITOEITHICV AT A~V A —EARK T LTz
BB, VAT ANV ANEHEOEE) L RICETEAERTALERNDH Y 9,

e T AT RAF YN INEN o CHDEETIE, EI7T5—ZET 4P AX U BN R
TEADYA FPRIRIZLV TV r— b ENFETA, VATEADT I T 4TV A MEAX LA
A M, MEOETEEAREELET,

[System Analyzer] R—C % FEX— T 5

[System Analyzer] ~~— D% L, Cisco DNA Center (ZLARTIZSE T L7ZALBIZ BT 2 1 #®A &
HINEIINTE - TR 3, HERPRLNGE, X—VIFROX TR T,
= Cisco DNA Center System - System Health - System Analyzer ® @

System Health > System Analyzer

No System Analysis Sets Available

Use the " New System Analyzer Run" button below to schedule a new System Analysis

New System Analyzer Run

Cisco DNA Center (ZALERIZBAT D EHNHH5H. X—TFKRO L 512720 £9,

System Health > System Analyzer

System Analyzer Runs (3) As of: Nov 1, 2021 3:33 PM ‘ @
(1) Q Search Table Y

o@m 0 Selected

O Name Description Type Status Start Time ~ Duration Actions

O sar3 System data System (] Nov 1, 2021 3:21:00 PM 11 mins 57 = Details ()
® secs

O sar2 SWIM data SWIM (] Nov 1, 2021 3:20:39 PM 7 mins 7 secs = Details

O sar Cisco SD-Access data SDA (] Nov 1, 2021 3:20:15 PM ;’2;”5 34 = Details

1-3 < @ >

RDOFEIZ, [System Analyzer] ~— VT 0 3 o AR—x 0 b & WBEITET D B8RO A
RERGEOEEZ RLET,
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. System Analyzer JLIE (D B4

SIEH LR | 5ieA

1 [SearchTable] 7 4 —/L K : ZDOX—=UIZU A RSN TWHRE AT 4 VB2 ) T
T RHIZDDRB LTI EANTILET,

2 [Add] R¥ > : 7 U w7 LT [New System Analyzer Run] A7 A KA XA > %
X, WBEOT=OIZERREE NS LET, FEMIZ- OV TIL, System Analyzer L
HoOBE (26 2—) ZZRLTIEIN,

3 [System Analyzer Runs] 7 — 7 /L : BUEHEITH E 7 IXLRNCSE T LW %2 U X K
LEd, MBLZ L2, 481, B# T 5 CiscoDNA Center 2 > AR —F > b, LB D
SETITIo o 72 EDIEHRNB T — T VIR RS NVET,

ROFITEE LTI ES 0,

« 77V TR, ERITBHAARFZINEIZ AT R S 31, Boft OLBE eI Y A R
ShET,

BT R OT R TOMBICK LTk, BT P et FHranEd,

4 [Delete] RZ > : MLEEDF = v 7R v 7 A% A A2 LI2IREE T, [Delete] 27 V
7 LCHIBRL £7

() EATH ORBIHIFRTE £ A,

5 [Details] U > 7 : FFE DB OFEMZ R LE T, FEMIZ OV TIX, System
Analyzer LB OGO R R (27 X—2) ZZML T E I,

6 [Refresh| R > : 7 ) w4 5L, ZOR=VICERENTODIERNERHR SN
EJc AN

System Analyzer JLEE 0D Bfith
System Analyzer 2L A AR 5 1TI%, IROFIEAZEITL £

AT 71 [System Analyzer Runs] 7 — 7 VIR F/R STV D0 E 9 TG LT, [System Analyzer] ~<— TR DOWNT
NWinZEFETLET,

« T ANRERRINBWVIGET, UETOLEAHIFRS A TND ), WP ELZETLTWRNI &%
s~ L %9, [New System AnalyzerRun] %27 V v 7 L ¥7,

* [System Analyzer Runs] 7 — 7 /L3 FRn e b, [Add] %7 U v 7 LET,
[New System Analyzer Run] 27 A KA A U3 E E T,

RTw T2 [Name] 7 4 —/V N2, WEROLFTEZ AT LET,
ANTHARNE—ET, BEFOLZHEHL T EI W, BRI FIIFEHTE EEA,

AT w73 [Description] 7 1 —/L FiZ, ZHbBHAET 50T 2 EARHAZ AN LET,
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System Analyzer SLIE DD R T .

AR K 250 LFE TANTE ET,

ATv T4 (X7 a ) [Notes] 7 4 —/b RiZ, WERIZHEET 2:80MEHR (k250 XF) #ALET,

AT w F5 [Selecta System Analyzertorun] =V 7 C, 177 7 7 A L& H4F9 25 Cisco DNA Center =2 > R—F > kD7
VARE L E Y v LET,
ATv 76 [Run]Z7 V27 LET,

System Analyzer ILEE D FER D Fr

[System Analysis Details] A 7 A KA XA Vinh, G LTEwn 77 7 A NVOEH T 7 A VA
AR % Cisco DNA Center = AR — R ¥ M & IR L72EATICBT 2 B A £ =T
XFET, FTHICHENBE LT 7 7 A VB REETE £,

System Health > System Analyzer

System Analysis Details X
System Analyzer Runs (3)
Name: sar3
Q  Search Table Description: System data
Notes:
Type: System
Add 0 Selected
© Fiseie Overall Status: @ success
Start Time: Mon Nov 01 2021 15:21:00 GMT-0700 (Pacific Daylight Time)
(] Name Description| o o 11 mins 57 secs
File Size: 50.25 MB
O sar3 System datal
Event Details: 2 Download
O sar2 SWIM data Al @ success Warning © Error @® In Progress
Search Table
O sarl Cisco SD-A Q - v
Event Status Duration Message
+ sar3 log collection (] 5 mins 11 secs Log Collection Task Executed Successfully
Q 0 secs Collected logs for default
o 0 secs Collected logs for dms
(] 2 mins 3 secs Collected logs for fusion

I TCIEIROBIELEITTEET,

* [Search Table] 7 4 —/V RIZ, RARESNDIERE T 4 NZ ) 2 7T D1 DDRETELTFINE AN
HLET,

« [Download] #7 V v 7 LC, BfGL7cu /77 A V% targz 7 7 A VL LTH 7 m— R
L\i—g—‘o

DRT L bR DR

DT, [System Health] X— D 27 A hAR B VIZEKR I 415 Cisco DNA Center 7 77 A
TUARBL O S NI ANE Y AT AZONWTO I ESER@ME R LET, @EITET 5
YETT 4 (ERKE) [IEC T/ =TS THET,

s ETT 4 (EKRE) 1 (=F—) : BH{bIiiz RAID 22 b — T 0k L 72 EF 7
FOERRTT—%mLET,
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cETT 4 (EKE) 2 (L)

ZRLET,

BT T 4 (ERE) 3 (k)

WEELTWD Z 2R LET,

A\

SRTLEEDER |

: Cisco ISE ¥r—/"— & OFHE A N T X 7o E O RiE

RN R 2T arR—Ry FREEEEBY

GE)

TIIGAT LV ADTRTON— Ry =7 3 R—x 2 hpRiER

SEMEL TV A/, KarR—x%r AR O@EEITFRR S
nEHA, 8012, [Cisco DNA Center Ok] & V5 HEINEKR S

nE7,

5 2: Cisco DNA Center 7 754 7 > ADEHI

AVR—FRY |[YEZT4 (BEXE) 108 YEST4 (EXE) 208HM |(YEZT« (EXE) 30EM
~
CPU Processor CPU1 (SerialNumber - Processor CPU1 (SerialNumber - | Processor CPU1 (SerialNumber -
XXXXXX) State is Disabled XxxxxX) Health is NotOk and State is | xxxxxX) Health is Ok and State is
Enabled Enabled
F AR Driver - PD1 State is Disabled Driver - PD1 Health is Critical and | Driver - PD1 Health is Ok and State
State is Enabled is Enabled
MemoryV1 Memory Summary — Memory Summary
(TOTALSYSTEMMEMORYGIB - (TOTALSYSTEMMEMORYGIB
256) Health is NotOk - 256) Health is Ok
MemoryV?2 Storage DIMM1 (SerialNumber - — Storage DIMM1 (SerialNumber -
XXXXX) Status is NotOperable XXXXX) Status is Operable
NIC NIC Adapter Card MLOM State is NIC Adapter Card MLOM State is | NIC Adapter Card MLOM State is
Disabled Enabled and port0 is Down Enabled and port0 is Up
EIJREY = — |PowerSupply PSUI (SerialNumber - | — PowerSupply PSU1 (SerialNumber
iy XXXX) State is Disabled - Xxxx) State is Enabled
RAID Cisco 12G SAS Modular Raid Cisco 12G SAS Modular Raid Cisco 12G SAS Modular Raid
Controller (SerialNumber - xxxxX) State | Controller (SerialNumber - xxxxx) | Controller (SerialNumber - XXXXX)
is Disabled Health is NotOK and State is Health is OK and State is Enabled
Enabled
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RIERMENTOSNEL R T LOBH

Disk Utilization Event Notifications .

aVKR—FR2 b+

VEST4a (EXE) 10EHA

VEST4 (EXE) 20EH

VES T« (EXE) 3DEA

Cisco Connected

Mobile

Experiences
(CMX) H#—

IN—

There is a critical issue with the
integrated CMX server.

CMX server is integrated and
servicing.

IP7 KL R&EH
(IPAM) H—

IN\—

There is a critical issue with the
connected third-party [IPAM provider

* A third-party IPAM provider
is connected.

* There is no third-party IPAM
provider connected.

¢ The third-party IPAM
provider is currently
synchronizing.

Cisco ISE : #M
RESTful —t&
Z (ERS)

ISE PAN ERS connection: ISE ERS
API call unauthorized

ISE PAN ERS connection: ERS
reachability with ISE - Success

Cisco ISE : 15#H
P

ISE AAA Trust Establishment: Trust
Establishment Error

ISE AAA Trust Establishment:
Successfully established trust and
discovered PSNs from PAN

ITH—tE REHE
(ITSM) H—

IN\—

Servicenow connection health status
is NOT up and running

Servicenow connection health
status is up and running

Disk Utilization Event Notifications

VAT ANV AE, VAT AND ) — RIE DT 4 AV HEHREEEL, b0 — ROff
AR Ry b U — 7 BB X DO H 5 L~VICET 5 LlMmE R E LET,
MR T5% A D L, Y AT LAV ATE @M XE LET, £, MR 85% &
2D E VAT ANVATEKRBZBMERELET, TUOOBEMERELIOY T A7 T4

ZAr AT =N

[Cisco DNA Center Platform User Guidel] @ [Work with Event Notifications |

hE

IVHEFTLTLKESIY, ZOFIEELETT5 & ZiX, %7 [System Performance: Filesystem
Utilization] 4/ X N2 IR L THT AT T4 T LTSI,

T A AT EHROBERIZBE LT, ROAIZERE LT EE,
RNy I T T T ANEBEITTETZILCiscoDNACenter &7 v 77 L— KI5 L, VAT A
ANVAIZE S TT 4 AV HHBOBERNER S, 1M EICEFNIESNET,

3/ —FROHAT 702 A AL FTlE, 32007 FAZ ) — RTHBEINTWETRTH/N—
TavarPERISNET, ARShsEmE, BETA =T 4 v a VICEATT,
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https://www.cisco.com/c/en/us/support/cloud-systems-management/dna-center/products-user-guide-list.html

SRTLEEDER |
B #zsnzrooa

c T AV RZ Y AANYPFERT/R> TODRITIE, Y AT ANVRZT 7T 47 A R
R B NLPA ROFF T ) — R EeT 4 27 WA B L £,
HEINDT Iy

WKDOFEIZ, VAT LADEFHEOE=2—Y T LS FAETH—RIAZ2MEE . Z 50/
BEBEETH-OOMIEIN L EEZ R LET,
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gmsnz7ooay |
aAvik—xo MY TavikR—x2 b |fERE
Cisco ISE

ShEF RESTful %— B %
(ERS) : FlEnpEME:

WRINDTHI 3V
B A LT RRFEAET D (Cisco

ISE ERS API DR L &V ME %

WA ENFRREEZBR
) .

* Cisco DNA Center & Cisco ISE D& D
TaX ==X UREE
MR LET,

* Cisco DNA Center 7> & Cisco ISE (23]
ETEXAHINEIDEHERLET,

Cisco ISE & O#ifc & files. T X 72
Uy,

T TAT VA —INIPEEINTND
WEIPEMERLET,

« Cisco DNA Center & Cisco ISE D[ D

XY —R—D T FRIESE
R LET,

* Cisco DNA Center 7> % Cisco ISE |ZF

ETEXDOINE IR LET,
ERS : "M

ERS API = — /L ~DEE N2,

o 4 A F—)LEI TV 5 CiscoISE D
N—= g U EERLET,

* CiscoISE CERS 3 BEZNZ 72> T 5

MNEIDEMERLE T, FEMICON
T, [Cisco Identity Services Engine
Administration Guide] @ [Enable

External RESTful Services APIs] %%
LT &N,
ERS : 3%

Cisco ISE ERS APl == — /L3 FF 7] &
7z,

AAA BED T 7 A EH L Cisco ISE @

oA U NERNREI L THDENE 9 Ehk
AHLET,

ERS : &iE Cisco ISE DFEIENE T X4 TV

%

Cisco DNA Center GUI T{E#H % FHe~r L
F9, P OWVWTIE,

['Cisco Identity
Services Engine Administration Guidel @
ERS : RO EIE— | REZRD
r)7e =7 —

[Enable PKI in Cisco ISE] #Z&M L T<
&,

DU T —RAT B,
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SRTLEEDER |
B #zsnzrooa

aAVR—xU MY TavR—FRU+ |BE HRINDBZTIaY
1. CiscoDNA Center THIERE SN TV
D AAA RTEEHIBRLET,

2. WY AAMARREZFANLET, §F
AW TIL,  [Cisco Digital Network
Architecture Center Second Generation
Appliance Installation Guidel @

lntegrate Cisco ISE with Cisco DNA
Center] Z#ZM L TLEEWY,

3. EHEZHM LET, SRV T
IZ. T[Cisco Identity Services Engine
Administration Guide] @ [Enable PKI
inCisco ISE] #ZM L T ZEW,

{48 : BlEvTHEM: HTTPS 5t & WAL TX 7200, AAA FRED T 7 A L fEH L Cisco ISE D
oA UNERBFEICTHHINE ) 0%
BLET,

CiscoISEFFHEF = — D7 v 7 * Cisco DNA Center & Cisco ISE D8] ™D
72— NHIZEE 7z Cisco DNA TaX =R a X UHREE
Center = R7RA > b URL (2 &5z R L £,

TERU,
* Cisco DNA Center 7> & Cisco ISE (2%

ETELMEI DR LET,

159 - CiscoISEREFAET = — U WML |  « MEIZIL U T, Cisco ISE NEF/L— b
b5, CAF =—rZmARLET, FEHIC
DU TIE,  [Cisco Identity Services

Engine Administration Guide] @ [ISE
CA Chain Regeneration] %2/ 1L T<

=1 AN

R
it

o NEB CA FFHHET = — 1 2° Cisco ISE
MOHBIREN TN L 2R L
\i—a—(}

CiscoISEiFHEF = — DT v 7
7 — RAIZEEE S 417z Cisco DNA
Center = RARA o F URL 3 &K 11
INTW3,
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#snzs7ovar i

aAVR—R2 b

HJavER—x2 bk

)]

HESND TV Y

«URL #ifZEI L, =2 RAA > hD
/aaa/Cisco ISE/certificate 7 4 L' 7 ~ U
WZT7 7B ATEDME D INERERL
£7,

* Cisco ISE T [Use CSRF Check for
Enhanced Security] 47" 2 VI3 E )
W7o TWAMNE I D afEd LE
T AEABIZ DOV TIE,  [Cisco Identity
Services Engine Administration Guide ]
@ [Enable External RESTful Services
APIs| ZZHL T EE 0,

(L S

CiscoISE /XA 7 — RO HAR A1

T2,

« Cisco ISE &I /R 2 U — R & FARK
L¥E7, FEfICoWTIE, [Cisco
Identity Services Engine Administrator
Guide] @ [Administrative Access to
Cisco ISE] #ZM L T EEW,

e CiscoISEGUI IR /A > TxAHZ L
FRER L ET,

B . Ry ETIT—
MRy 7p e 7 —

RIEFLD

BT — T .

1. Cisco DNA Center CHIIERRE S IL TV
% AAA REEHIBRLE T,

2. WU AAARREZ AN LET, 3
HZ Wik, [Cisco Digital Network
Architecture Center Second Generation
Appliance Installation Guide] @

lNntegrate Cisco ISE with Cisco DNA
Center] &ML TL7EEW,

3. BHEHAMMNLET, FHMIZONT
L. [Cisco Identity Services Engine
Administration Guide @ [Enable PKI
in Cisco ISE] &ML T 7ZE W,

Cisco DNA Center ') 1) —RX 233 BEEHA K .


https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/dna-center/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/dna-center/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/dna-center/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-and-configuration-guides-list.html

B #zsnzrooa

SRTLEEDER |

aAVR—R2 b

HJavER—x2 bk

)]

HRESNDTIVaY

EBFEY 2—)L

AEY FVa2—)L

CPU

Fy hT—sH—F

RAID = hr—7

Cisco Connected | %32 n] 24 PR L DR AL TE 72 [ YT DT — =R F T L TR
Mobile AN EOMEMEERLET,
Experiences
(CMX) ¥ — |G P—R—=jza A o TER, Cisco DNA Center TIE LW 12 7' A 1R
IN— MBEINTWDZ L EMERLET,
IP7 RL A&
L (IPAM)
P —
IT —E 2%
# (ITSM)
P —
N—=RT=T |T AT BELIEZNA—FRyzT7arvi—>x |MEOH D R—R N LET,
v NCHER D 5,
757

Ty hT—F% 7

A B =T A AW,

1. CiscoIMC IZ#5E L £,

2. PID %3 UCSC-C220-M4.,
UCSC-C220-M4S. F£7-1%
DNI1-HW-APL DAL, RO FIE%E
FITLET,

1. A A=ma—nb,
[Compute] > [BIOS] > [Configure
BIOS] Z RN L 77,

2. [Advanced] # 7 %7 Vw7 LE
‘é—o

3. [LOM and PClIe Slots Configuration]
L E T,

4. L7 mLOM 2 AEhZ LT, &K
A NEREEELET,

3. FOMTTOPIDIZONWT, &
DHDHaAR—F L ET,
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#i—tshTus ResTAPl I

)]

HESND TV Y

Cisco DNA Center <IP_address> X
HBRIATOEZARF Y v
RV —ELLTTA My 7 %FR
ETDHZLIITEETA, HEXIA
HRY = T7A PANV=THD
VER S £,

1.

2.

Cisco IMC (2886t L £97,

AA v A=a—D b, [Storage] >
[Raid Controller] Z &R L £9°,

[Virtual Drive] # 7% 7 U v 7 L¥E
‘a‘o

IR T A 7 %R L, [Bdit) =47
Vo r7 LET, EZRAARY —N0
FA4 FALV—THRWEEZ, KA R
TATHTHLET, EXIALRY
13T A4 NAL—THHVLENH
nET,

aVvR—Rx2 b | TarvR—xx2 bk
System AV EE )
configuration

VAT N ARL—¥

V=R

HBELE~T VT4 L7 FUIC
ZEX NN,

CHIEDT 4 LT U MNSRERT —
X ZHIBR L CRiiEs 2 figh L E 7,

ST ARY AP A AR
7 MY ERELET,

HR— kb EHTLVS RESTAPI

VAT LAV ATIE, ROFIZRT RESTAPI S A — RSN TWET, ZHHDAPILOWT
Nk FAT4 DT, APL O/ A2k URL 2B L £3,
https://CDNAC-server-IP-address/api/v1/API-path
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SRTLEEDER |

Method | API /S X A B
GET |diagnostics/system/health Pt STV 53X T D Cisco DNA Center 7 77 A 7

VALY AT AOFFTOIEFERE A RV F R
RENFET,

diagnostics/system/health?summary=true

TEIT 4 (ERE) BEbEWVEFOEFRMEA X
FRFRENET,

diagnostics/system/health?domain=DNAC-Appliance

B SN TWAT 794 TV ADTXTON— R =
TARY hRERRENET,

diagnostics/system/health?domain=Integrations&subdomain-AAA
Trust Establishment

T RTOMEL L AAA FHEOMESL A X2 M INEIR
ShEd,

diagnostics/system/health?limit=5

D5 SDOEFEREEA X hREREINET,

diagnostics/system/performance

Bt SNTT T T4 T v ADIRT f—~  AERPE
MEa, WA 15 pHOPRTRSNET,

diagnostics/system/performance?range=now-1h

M 1 R O EEERGM A (KPD) A KU v 7R
FREINET,

diagnostics/system/performance?range=now-1d

WE1HBOKPI A MY v RFRRINET,

diagnostics/system/performance?range=now-1w

WE1THEMBOKPI A MY v 7 BRERINET,

diagnostics/system/performance?function=max

FBE LMo KME, BIEEARRINET, 7
7 v MEEAE T,

diagnostics/system/nodes/performance?range=now-1d

BEIAMOBERESNTEZET I T ADKPL A b
Uy 7 REREINET,

diagnostics/system/performance?kpi=cpu,memory

F7 v hOHE (154Y) © CPUBLOAEY i
RBRFRENET,

diagnostics/system/nodes/performance/history?kpi=cpu

T 7 v MIMORESINZKPIDEREA ) v 7 RN
FREINFET, HEOKPIZIEETAEAIT. Ho~
TR F9,

diagnostics/systemv/nodes/performance/history ?kpi=cpu&range=now-1d

WE1IHIMOIBESNT-KPIDBREA R v 7 R
SnET,

/system/health/summary/

BHOERNI TAXA X "REREINET, 7T A
AR ML, TR_RTCON— R =T 2 R—x
hEMTY TV AT LDA R EPREENET,

/system/health/externalsubsystems/subdomain

BEINTEY T RAL VOERFTIOA Xy MRERIN
¥4, BERY T R AL fEIZ. IPAM, ISE. CMX,
BIOITSM T1,
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Method | API /X X A B
/system/health/hardware EHOEKRNAN— R T AR "RFERINFET,
/system/health/hardware/hardware_component BEIN N N—RUzTaryR—3%r NOEFTOA X

VEBRFRRENET, AN~ KU =T a R —R
v FOfEIZIZ. CPU. RAID. MEMORY, POWER,
NIC, BXO'DISK 8% 0 £,

/diagnostics/system/health/externalsubsystems/ISE TOAPIIC L o TS AT, B shTnd
CiscoISE Y — "—DHBIEDIRREIZ L > TR 5,
ZOWADENZONTIEL, 7V APLHHT) (37 ~—
V) BRLTIIEIN,

/diagnostics/system/health/externalsubsystems/IPAM ZTOAPLIZ X > THE XN A T, BTV 3
Cisco Prime Network Registrar [P 7 R L A~ R — ¥

(IPAM) OIUEDRIEIZ L > THERR Y 9, ZoOH
NOFZHSNTIE, 7V APLIHT) (37 <—7)
ZZRLTIZE N,

H > FILAPIE S

IRDFIT, /diagnostics/system/health/externalsubsystems/ISE % 72 |&

/diagnostics/system/health/externalsubsystems/IPAM APl % 51T L7 & ZIZERR S5 H 1 Ofl %
i—\‘ L/ 32 ﬁ‘o

/diagnostics/system/health/externalsubsystems/ISE @ H 7145

<+ 1) 7 : Cisco ISE ¥—/3—73 Cisco DNA Center & #A SN TWVER A,
Output:

{

"DNAC-Cluster": {

"Status": "Warning",
"TooltipInfo": "No data available"
}

}
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AT L

gross |

/diagnostics/system/health/externalsubsystems/ISE 0 i 71451

< F 1) A : Cisco ISE ¥—/3—73 Cisco DNA Center IZ#HEAEINTED | EFICHEEL TWET,
Output:

{
"DNAC-Cluster": {

"Status": "Ok",

"Group": "ISE",

"Label": {

"hostname": "ISE-60-38.example.com",

ip": "172.28.80.37"

}I

"Family": "ExternalSystems",

"Id": 1,

"TooltipInfo": [

{

" id": "-429109689",

"tenantId": "TNTO",

"severity": 3,

"timestamp": "1591072373412",
"source": "ISE ERS Client",
"actualState": "",

"description": "ISE PAN ERS connection : ERS reachability with ISE - Success",
"group": "ISE",

"family": "External Subsystem",
"drUsability": "No",

"state": "SUCCESS",
"eventInstancelIdentity": {
"subDomain": "ISE",

"domain": "Connectivity",
"namespace": "SystemRawEvent",

"id": "SYSTEM-EXTERNAL-ISE-PAN-ERS",
"type": "SYSTEM",

"tags": "ISE ERS",

"event instance id": {

"component": "primary",

"hostname": "ISE-60-38.example.com",

ip": "172.28.80.37"

e e e e
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/diagnostics/system/health/externalsubsystems/ISE 0 i 71451
OF A ERAT — X A% RO Cisco ISE A X2 FAREALFE LT,
Output:

{
"DNAC-Cluster": {

"Status": "Warning",

"Group": "ISE",

"Label": {

"hostname": "pi-system-200.example.com",

ip": "10.197.73.213"

}I

"Family": "ExternalSystems",

"Id": 1,

"TooltipInfo": [

{

" id": "-440073227",

"tenantId": "TNTO",

"severity": 2,

"timestamp": "1591072804646",
"source": "AAA Trust Establishment",
"actualState": "",

"description": "ISE AAA Trust Establishment : Trust Establishment - Error-IP/FQDN not reachable",
"group": "ISE",

"family": "External Subsystem",
"drUsability": "No",

"state": "FAILED",
"eventInstancelIdentity": {
"subDomain": "ISE",

"domain": "Integrations",

"namespace": "SystemRawEvent",

"id": "SYSTEM-EXTERNAL-ISE-AAA-TRUST",
"type": "SYSTEM",

"tags": "ISE AAA",

"event instance id": {

"hostname": "pi-system-200.example.com",
"component": "primary",

ip": "10.197.73.213"

e e e e
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a.

i
Xa

it

o |

/diagnostics/system/health/externalsubsystems/ISE 0 i 71451

SF ) A B S U7z Cisco ISE H—/N—"TH44 RESTful +— A (ERS) M- TWET,
Output:

{
"DNAC-Cluster": {

"Status": "Warning",

"Group": "ISE",

"Label": {
"hostname": "csg-nscg-0861.example.com",
"ip": "10.63.107.41"

}I

"Family": "ExternalSystems",

"Id": 1,

"TooltipInfo": [
{
" id": "-915009445",
"tenantId": "TNTO",
"severity": 2,
"timestamp": "1591357663101",
"source": "ISE ERS Client",
"actualState": "",
"description": "ISE PAN ERS connection : Timeout elapsed",
"group": "ISE",
"family": "External Subsystem",
"state": "FAILED",
"eventInstanceIdentity": {
"subDomain": "ISE",
"domain": "Connectivity",
"namespace": "SystemRawEvent",
"id": "SYSTEM-EXTERNAL-ISE-PAN-ERS",
"type": "SYSTEM",
"tags": "ISE ERS",
"event instance id": {
"hostname": "csg-nscg-0861.example.com",
"component": "primary",
"ip": "10.63.107.41"
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/diagnostics/system/health/externalsubsystems/ISE 0 i 71451

SF 1) A& BEgE S 7z Cisco ISE H—/3—"T ERS WHERNZ 2> TV ET,
Output:

{
"DNAC-Cluster": {
"Status": "Ok",
"Group": "ISE",
"Label": {
"hostname": "csg-nscg-0861.example.com",
"ip": "10.30.148.52"
}I
"Family": "ExternalSystems",
"Id": 1,
"TooltipInfo": [
{
" id": "-915009445",
"tenantId": "TNTO",
"severity": 3,
"timestamp": "1591359643926",
"source": "ISE ERS Client",
"actualState": "",
"description": "ISE PAN ERS connection : ERS reachability with ISE - Success",
"group": "ISE",
"family": "External Subsystem",
"state": "SUCCESS",
"eventInstancelIdentity": {
"subDomain": "ISE",
"domain": "Connectivity",
"namespace": "SystemRawEvent",
"id": "SYSTEM-EXTERNAL-ISE-PAN-ERS",
"type": "SYSTEM",
"tags": "ISE ERS",
"event instance id": {
"hostname": "csg-nscg-0861.example.com",
"component": "primary",

ip": "10.30.148.52"

/diagnostics/system/health/externalsubsystems/IPAM O H 7145

L3 1) ZF : Cisco Prime Network Registrar IPAM 7% Cisco DNA Center (28t SV TWEH A,
Output:

{

"DNAC-Cluster": ({

"Status": "Warning",
"TooltipInfo": "No data available"
}

}
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/diagnostics/system/health/externalsubsystems/IPAM O t 71451
23 1) Z : IPAM 73 Cisco DNA Center [ZHft 41 CH Y . IEFIZHEL TWET,
Output:

{
"DNAC-Cluster": {

"Status": "Ok",

"Group": "IPAM Integration",
"Label": {

"hostname": "",

"ip": "192.168.101.72"

}I

"Family": "ExternalSystems",
"Id": 1,

"TooltipInfo": [

{

" id": "1328761079",

"tenantId": "TNTO",

"severity": 3,

"timestamp": "1591072639889",
"source": "INFOBLOX: https://192.168.101.72",
"actualState": "",
"description": "A third-party IPAM provider is connected.",
"group": "IPAM",

"family": "External Subsystem",
"drUsability": "No",

"state": "OK",
"eventInstancelIdentity": {
"subDomain": "IPAM Integration",
"domain": "Integrations",
"namespace": "SystemRawEvent",
"id": "SYSTEM-EXTERNAL-IPAM",
"type": "SYSTEM",

"tags": "IPAM",

"event instance id": {
"hostname": "",

"ip": "192.168.101.72"

e e e e
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/diagnostics/system/health/externalsubsystems/IPAM O t 71451

< F1)F : IPAM 7 Cisco DNA Center (2 SN TR, =T —0NBELE LT,
Output:

{
"DNAC-Cluster": {

"Status": "Error",
"Group": "IPAM Integration",
"Label": {

"hostname": "",

"ip": "192.168.101.72"
}I
"Family": "ExternalSystems",
"Id": 1,
"TooltipInfo": [

{
" id": "1328761079",

"tenantId": "TNTO",
"severity": 1,
"timestamp": "1591363687041",
"source": "INFOBLOX: https://192.168.101.72",
"actualState": "",
"description": "There is a critical issue with the connected third-party IPAM provider.",
"group": "IPAM",
"family": "External Subsystem",
"state": "CRITICAL",
"eventInstancelIdentity": {
"subDomain": "IPAM Integration",
"domain": "Integrations",
"namespace": "SystemRawEvent",
"id": "SYSTEM-EXTERNAL-IPAM",
"type": "SYSTEM",
"tags": "IPAM",
"event instance id": {
"hostname": "",
"ip": "192.168.101.72"

Cisco DNA Center & Cisco ISE D#i &

Cisco ISE 1Z1%. Cisco DNA Center (ZBH L TR D 3 DD AFIH D £,

1. CiscoISE (Fx—H— FNRA R, 7 T4 T biiEHD AAA (T HFY 7V A &%)
PN L LTHERATEET, 778R ar ba—L R —%H L TORNEA,
F 7213 Cisco ISE %7 /3A AFRAEHA D AAA — 3— L& LT L T 7aWAIE, Cisco
ISE DA VA b=/ B LUOREIIRETT,

2. 7oA arra—)LRY T —|LCiscolSEZFHALTCT 7 AHHAEBH LEST, 77
TR arhe— R —EERE X O 2EIZ. Cisco DNA Center & Cisco ISE %
HBAELET, 2ot RATIE, BEOY—E 2% HUWT CiscolSE A4 > A h—/L LT
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SRTLEEDER |
B cisco DNA Center & Cisco ISE D#ES

% E L. Cisco DNA Center C Cisco ISE DEREZIT 9 XE N H Y F£9°, Cisco DNA Center &
JAVNZ CiscoISE DA > A b — )b L FREDFEMIZ DUV TlE, Cisco DNA Center %X & 1 K&
ZILTLEE0,

3. Fv hU—27 TO2—H—F8FEIZ Cisco ISE Z il L T 54, Cisco ISE ##AT 57
DICT Va7 FUAZRELET, ZOMBITEY, ARZ 747 2 FOFEM (2—¥—
LRI N_N—FT 4 VTV ATARE) BT aT TR THRRATEL LT 7,
FEAMIZ DU T, Cisco DNA Assurance =-— 41 K @ [Cisco DNA Center @ Cisco ISE 7%
ENWZDWNWT) 2L TIEEN,

Cisco ISE 23 1IE /128 6k X 41, Cisco DNA Center CIE#EMEDSHESL X415 & Cisco DNA Center (3

Cisco ISE & 1E#H A A L EJ, CiscoISE > T AAA V—"— L L THEkE N1 T

F Y 2T 57z CiscoDNA Center 7 /34 ADA X kI 77— XX Cisco ISE IR S L E T,

X 51T, Cisco DNA Center [Z351F 5 #4115 @ Cisco DNA Center 7/ A A K4 59X CTOEH
(THRAA LT vy 72E) b CiscoISEXZEHIZ L - THEHFLET,

Cisco ISE Zfi » T AAA Vr— 33— & LT A MIEE#EA T 51T 5 Cisco DNA Center 7 73
ZMMFEE EB Y Cisco ISE IZEEE I LW 54 . Cisco DNA Center 13— EHIMIFE L721%. H
FECHRITLE T, ZDO%EORITIL, Cisco ISE ~DHH]D Cisco DNA Center 7 /3 A A
Tyvain, Fv hU—27 ORI, CiscoISE DX 7 A L, £T213F O B EETIE ARE
e T — MR TRI LZGEIZIThIVE T, Cisco DNA Center IE. T /314 ADBMFE 721
Cisco ISE ~DTF — X OWH #F{ikiT4 5 Z & T, Cisco ISE & D&y 72— E M O fife N7 % 7 A
F9, 7272 L. CiscoISE ~DT A AET2IT A AT — X DIEED, Cisco ISE HIKIZ X D
FEEPRECANIRGES 7 — & L CTRRL7Z%6E,. BT fThbhvEt A,

Cisco ISE |22\ T RADIUS O IHFRE #2558 LT %, Cisco ISE 23 Cisco DNA Center % ¥ #79
E)IS‘fr \ZFDOEF I S E+H A, Cisco DNA Center D44 F4% % Cisco ISE & —1 5 X 5

WCHEHTT 5121, HrLW SR T — R T AAA — N—% i L £ 7, Cisco DNA Center /357 L
VNREBAE % Cisco ISE 225 # > u— R L, Cisco DNA Center % 5 H1 L £79°,

Cisco ISE 1ZBETE DT /3 A A& % Cisco DNA Center & 45 L £H A, Cisco DNA Center 73 Cisco

ISE NDT /3 A 2B 2 H Mz 783 51213, £ D7 731 ZI|Z Cisco DNA Center & [F] U441 HiT

%_"H T2HMENH Y F9, Cisco DNA Center & Cisco ISE iE, T35 AD KA M EHK %@L
T, ZOMAERIZEAOT A ZE#HHI L ET,

)

(GEX)  CiscoDNA Center f > X b T34 A% CiscoISEIZfmEL., BHRA2FEH T 570k R34
~C Cisco DNA Center 5 1 7|25 ¥ 7' F v Z#1E T, Cisco DNA Center & Cisco ISE ] 7 —
7 7a—IZRE»NH DA 1%, Cisco DNA Center GUI T 1 /DI MR MER L E 7,

Cisco DNA Center (%, 7T A ~ U EIHEISE / — FEHAHINTWWEJ, Cisco DNA Center />
5 CiscoISEIZT 7B AT HLE1E. 20/ — e LET,

Cisco DNA Center I3 1543 Z &£ 12 CiscoISE ZdR— 1Y 7 LF£ 7, CiscolSE — "—nZ 7L
7=-4%34 . Cisco DNA Center (Z Cisco ISE H— 3—23 0k (BFEAREGE) TRANINET,

Cisco ISE ﬁ“‘ﬂwé’ﬁ?ﬂﬁﬁ‘éﬁ%@ Cisco DNA Center %48 — ‘/7‘% ISz L., =0
#%30FD, 143, 247, 40 Vo BAIT, lRA—V RO 157012725 £ TEH LTV
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Cisco DNA Center & Cisco ISE D#%4 [

% F£9, Cisco DNA Center 1% 15 DRIETOR—Y > 7 % 3 Afi##H: LE7, Cisco DNA Center
TR EIE L WE . R—VU v 7 %EIE L, CiscolSE ¥ —_"—DRA 7T —F 2% [T
72V (Untrusted) JIWICHEH LE T, Z DA, Cisco DNA Center & Cisco ISE Y— N—[HD{F3#
B & TN T A MERH D 7,

R DIBINGEA: & HESEEETE 2 M58 L . Cisco DNA Center & Cisco ISE DA A MR L TL 2 &
/AN

» Cisco DNA Center & Cisco ISE D& %y r— N"—FHTIE R —FINTWEE
Ao 7TBF TP —N—Z R L TREINTWD CiscoISE Ry bV —27(Zdh DG4,
ZOT XY —_—EfEH L7220 X 512 CiscoDNA Center # 3% L £ 77, iET HI2IE
Tax Y —N—DIP T RLAZNARZALET,

Cisco DNA Center & Cisco ISE O#iA 1%, BIFE, Cisco DNA Center (KR IP 7 KL A (VIP)
FEHETIEY R —FENTWWERA, Cisco DNA Center IZT > X —7 T A4 X CA FEITDFEH
FEEH LT D581, 7Y =2 FoRI4 (SAN) #EHEINIZEH % Cisco DNA Center O
TRTDOA L HZ—T=2AADIP T KL AN Cisco DNA Center iEFAEIZCEENTWDH I &
Z e LE 9, CiscoDNA Center 233 /— K7 FAX DA, 3 /—RKOEA VX —T =
A ZADIP 7 KL AM, Cisco DNA Center iEFHE® SAN HERIZE FNLTWAMLERH D F
7

Cisco ISE TOEHE L)L DT 7 & AMENME TS,

Cisco ISE DFHA =1.— 4 — DS 2 U — ROAMMIRE Bahic LEF. £iid, BRI
DENZ, NAT—=RFE2ENTICHEH LET, FFMICOW T, [Cisco Firepower Threat
Defense Virtual for MicrosoftAzure Quick Start Guidel] ZZ&HR L T 7Z &0,

Cisco ISE FIFFZE N A X 7=3A 1. CiscoDNA Center & EH 4 2 ML EMNH Y £9°, FHr
T AITIE. AAA — 33— (Clsco ISE) ZfREL, "AT—REHANDLTRELET,
ZHIUZ LY Cisco DNA Center 1387 LVWVEEGEBEDFEHET = — % Cisco ISE I H &
71— KL, Cisco DNA Center 5 ¥ L £, CiscolSE Z HA E— R TEH L, EBFH
FEAENT T4~V £ o XV ER ) — RTER IN7A 1L, Cisco DNA Center
ERHTOLLENRDH Y ET,

Cisco DNA Center |%. pxGrid #&H THeft 72 L 512, BH OFEME, 3 KO Cisco ISE D
FEEA R E LE T, pxGrid (253 25 OFEHEEZHEH L <. B0 pxGrid 7 714 7~ k

(Firepower 72 &) 1ZHE T 5 Z L b TEET, T b DHEHEN . CiscoDNA Center 38 L T
Cisco ISE @ pxGrid £t & T35 Z L 13H Y A,

*RADIUSD Y —7 Ly h/SATU— RIFERTEET, ¥—7 by hSATU— Ri&, [System]>
[Settings] > [External Services] > [Authentication and Policy Servers] T Cisco ISE % AAA
P N—=L LTRET DRI E L TWET, =2 by MAT— RELEETLI12T
[Design] > [Network Settings] > [Network] DNEIZE&4R L, [Change Shared Secret] V > 7 % 7
Uy 27 LET, TIUTLDY, CiscolSE iF, CiscoDNA Center |IZ L » TEHINTWD R v
NT =7 FNA R H L&, LW —2 by hRRAT = RE2MHT 589127220
EJUaN

438 CiscoISE 7 7 A X Tl 4/ — RIZPAN (BH) . MnT (BEfis o7y a—T7 4
7)) _PSN (R —H—ER) R EOEBEOMIEDL 2 FEITLET, PAN / — R TIZ
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SRTLEEDER |
B =—soEst

EHEEAEOLZMHEA L, PSN / — RTIX EAP BFREHEO R T 5 Z L3 TE %
T, 7272 L, ZOWERRIZ XY pxGrid @ Cisco DNA Center & CISCO ISE OFEEDGT HivE
. L72-> T, CiscolSE 77 A ~ U PAN / — KT EAP RiFEAEOMHEHZHhcd 5
ZeEBEIDLET,

* Cisco DNA Center 1%, CRL Bl > kb (CDP) I XU Online Certificate Status Protocol
(OCSP) 12X DFEFHELRNT = v 7 2R —FLTWET, HAFIZ, CiscoDNA Center
LA — |k 9060 T Cisco ISE EHREEZ 515 L. £ ® Cisco ISE FHFEHZEN D CDP 35 &
YOCSPURL IZESWTZEOARNMEEMFEL £9, CDP (CRLDY A F&&Te) & OCSP
DWW ST NFEE SN TWDEA . Cisco DNA Center |5 OCSP Z il L CIEAZED LY AT —
B A %GR L, OCSPURLIZT 7 EATX /WA IZCDPIZ 7 +— LNy 7 LET, CDP
\ZH5D CRL 238 DA, Cisco DNA Center |3 ] CRL ICRE T Z2WEA X, RO
CRL WHEE L £, 7272 L. JDK PKIOracle DX 72XV, F_CTHCRL T UL
Fxzv 7 ENEFA,

Ta X NFEEAEOKRIECIZY AR — P XL TWEHR A, Cisco DNA Center (X7 2 %72 L
T CRL BLOCSP r— "— |28 LE T,
¢ FFAAEDO OCSP BLXWNCRL = MV IIA T 3 »CTF,

« LDAP L, iFHEMEHAO 7o haL s LT R—FENTWERA, CDP E721%
AIA WE LDAP URL & 872V TL 72 &0,

* Cisco DNA Center 7>5 CDP B3 LN OCSP ¢ _XCDO URLICEHETZANMERH D F
7, BIEARREZ URL EE T, MEDOKRN R L, HHT s AR = AR T RE
CoAREMR®H D £,

T—2DERI

Cisco DNA Center Tl, ATy FRA L FE ULV LAY RRA V FOF—Z ZELLT
EET, A—F—IDRT A ZADRA MRE ARTY FRA U FETA YL AT FR
A FOEANEEECTEHEREAT T TN TEET,

[Discovery] Z FATT DI, BELAEBHII/->TND I L Z2HiE LE 9, [Discovery] & 1T
LIctklio T — 5%3[:%{[ﬁbf_]ﬁu\ VAT HMIASTL DHF LT — X IFEA LS IVET N,
BEFEOT — 2 IIEA L ENEE A,

AT TN A=a—T A2 (=) #7V v 27 LT, [System]> [Settings] > [Trust & Privacy] > [Anonymize Data] ®
JIELZ SR L £,
[Anonymize Data] 7 1 > RURFERINET,

AT 72 [Enable Anonymization] = v 7 R v 7 A& A4 (2 LET,
ATY T3 [IR7E (Save) 1227 U v/ LET,
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AL T D&, TAAL ZABBIFIC, MACT RL A, IPT RL A EOELLUNDIER L FEE
TR RV ET,

BEFH—/NERY O— H—/\DERTE

Cisco DNA Center IX AAA V— 3% o —HZREEICfHEH L. Cisco ISE 2 2 —HV3REE L 7 7 & A
BOWHFIHEHALE9, ZOFINAZE - T Cisco ISE Z 5 Tr AAA —"Z%ELET,

1R BHHIIZ

* CiscoISE Z#fEH L TR Y v — & AAABRED W H % 32177 5454, Cisco DNA Center 35 &
W Cisco ISE A SN TND I L& LET,

o DS (Cisco ISE LIAL) TAAAMEREZBEA L TV A A, LFICEE L TLEEW,

o AAA H—/3—"C Cisco DNA Center Z%&&k L £9, ZiuZiL., AAA —,3— & Cisco
DNA Center DI AMEZERT DI ENEENET,

o AAA H—/3—T Cisco DNA Center D@4 7= E#% LET,

* CiscoDNA Center ¥ /L F 7R A k7 T A X DFREDLHETE. AAA Y — =D~ /LT 7K A
rr 222, TXTOMMBIORARIPT RLAERBIP 7 FLAZERLET,

* Cisco ISE ZXET HRIIC, LTFORAEMRL T ZIW,

*CiscoISEZ# Ry FU—Z 2R L TWDH Z &, #R— STV 5 Cisco ISE 73—
¥ a YOFEMIZ oW TIL,  [Cisco DNA Center Compatibility Matrix] ZZ&M LT 72
SV, Cisco ISE DA A F—/LZ-D T, Cisco Identity Services Engine £ > A k—
NBXOT v 77 L—RHA R [GE] 22 L T EEN,

« A% K7 1 ISE BB & 5 8541%. Cisco DNA Center % Cisco ISE / — K &
AL, D/ — K ETpxGrid — B A LAAEERESTful h— 2 (ERS) A2
HRENRH Y £,

GE)  pxGrid 2.0 Tl Cisco ISE DB THK 4 2D pxGrid / — R &M
T& F92. Cisco DNA Center 2.2.1.x LLRTD U U — AL 2 D% iR
2% pxGrid / — RZHFR— ML TWHERA,

« 0% Cisco ISE JEBIN & 254 -

* CiscoDNA Center & 77 A4 < U R > —&FH /) —F (PAN) &#HA& L. PAN ET
ERS # BT HHLERH Y 77,

Cisco DNA Center ') 1) —RX 233 BEEHA K .
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\}

GE) PANBHTERS 2T A2 &A2H#ELES, 7272L, Ny 7
7 T OEAIT. PSN _ETERS ZHMCTXFT,

« YHOURBABRELN OV D Cisco ISE / — R _E T pxGrid % — E 2 & H 404
HMENRH Y £, PAN ETpxGrid & —E A2 4T 52 LB TE £
B MHATIEDHY A, HBOUEFEREEICH 21EH D CiscoISE / — F ET
pxGrid Z AN TEET,

« TrustSec F 7213 SD-Access D = 2T %Y & PAC ZWLF4 2 X 9|2 Cisco ISE T%
JEJ % PSN %, [Work Centers] > [Trustsec] > [Trustsec Servers] > [Trustsec AAA

Servers] THEHRT HMENH Y £, FEMIZ OV TIEL,  [Cisco Identity Services
Engine Administrator Guide] #ZM L T 72 &0y,

o IN— I 443, 5222, 8910. 9060 T Cisco DNA Center & Cisco ISE D#{E 2 AT 5
VBN H D F9,

« pxGrid WAL STV Cisco ISE 75 A M i, CiscoISEeth0 f > % —7 = A ZAD
IP 7 KL A _E® Cisco DNA Center 7> HEETX AMLERH Y F97,

*CiscoISE /— K%, 77 I9A T ANICRETTZ 7 7Y v T —Lb A X b
U— 7 ZBIETEET,

* CiscolSEEHE / — FIEFAEDYV 7V =7 A F23 7 V=7 M4 (SAN) on
AT CiscoISEDIP 7 KL A £ 721X FQDN NEENTWALENH D £97,

* Cisco DNA Center > A7 LFEFHZED SAN 7 ¢ —/L FIZ, CiscoDNA Center 7 77 A 7
YADIPT RLUAE FQDN O3 U A R ENTWOLRLENRH Y 3,

GE) CiscoISE2.4 /Xy F 13, 2.6 Ny F 7, BLW2.7 %y F 3 T,
pxGrid FEFZEZ Cisco ISE DT 7 4 /v b D H BB 44 fE W & % i
LTWAHEE, FEHED CiscoISEIZ L > THEGEENDZ E03dh
VET, UL, ZTOMERAEFEOH VA= g 0T, SSLH— &
L CTHRE S 417= Netscape Cert Type JLiE2 N b 5 72 DT, AU,
I AT v NEAENMER DRI L E T,

Z DORARAIL Cisco ISE 3.0 LR TITFRA L £ A, SOV T
X, CiscoCloudAPIC Y U —A/— b [FFE]| 2R L T 7EE0,

ATY TN A=a—T A2 (=) #71V v27 LT, [System]> [Settings] > [External Services] > [Authentication and
Policy Servers],
ATv T2 [Add] Fu vy T X7 ) X Rk, [AAA] £7213 [ISE] 28R L £,

. CiscoDNA Center ') 1) — X 233 BEE A F
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ATYT3 TI7A4~Y AAA B —"—ZRET DL, KOF#REANLET,
s [Server IP Address] : AAA " — "D IP 7 KL X,

* [Shared Secret] : 7 /3A AFRFED ¥ —, HLHMWE DR 1L, K 100 3LFTT,

AT 74 CiscoISE h—"—ZHET DI, WOFMEREATLET,
s [Server IP Address] : Cisco ISE %—/X—®D IP 7 KL X,
* [Shared Secret] : 7 /NA AFRAED F—,
* [Username] : Cisco ISE (Z HTTPS #2HH Cr /' 4 > 5 7= DI T 52— —4,
« [Password] : Cisco ISE HTTPS L — ' —4 D/RA T — |,
GE) =P L RAT—RE, Ry NV EHEIRT D ISEBEHET AV M TH DL
ERb0 ET,
« [FQDN] : Cisco ISE ¥—/X—D5g2f&ffi K A A >4 (FQDN) ,

GE) » Cisco ISE ([Administration] > [Deployment] > [Deployment Nodes] > [List]) TEF% I il
TWHFQDN Zat'— LT, ZD7 4 —/b FIZEHZIED AT 5 2 L 2BEI0 LET,

« AJJL72 FQDN &, CiscoISE iElETEFR STV 5 FQDN, @4 (CN) F7-i
Subject Alternative Name (SAN) & —ET 20 ERH Y 7,

FQDN (X, RO T, KA MBI RAL 4D 2050 /3— K THEAINTWET,
hosthame.domainname.com

72 & ZI1X. Cisco ISE #—/3— FQDN (I ise.cisco.com T 5 A[REMENH VD 97,

« [Virtual IP Address (es) ]: CiscoISE R Y v —H—t 2/ —F (PSN) ANEHICEHBEBINL WS —FK

NI Y OEMEIP 7 KL A, Bipdn— AT VO RICEED PSN 7 7 — A3 H 5 5A1E. &
K6 DOIRABIP T FLAZASITEE9,

AT w75 [Advanced Settings] #7 U v 7 LC, REZMHRL ET,

« [Connect to pxGrid] : pxGrid Bt # HNCT DL, ZOFT = v 7Ry 7 A% LET,

Cisco DNA Center > A7 AGEHE % pxGrid 7 7 A 7 > FaEE L L CTHEHAT 2856 (pxGrid 7 74 7
> k& LT Cisco DNA Center > A7 L& FGET 5 72 9IT Cisco ISE (Z1%{5) | [Use Cisco DNA Center
Certificate for pxGrid] = v 7 R v 7 Az AN L ET, SERECHEMA SN T X COERAEEZF L
CATHART DUNERD AL, ZOFTva v 2 EATEEY, 04T v a2\ d sl
Cisco DNA Center X, A7 A0MEM T2 pxGrid 7 74 7 > FREMEZ AT 5 729D ER % Cisco
ISE ([ZIXfE L £7

DX T a BT EHRAIE. RO EEHERLTLLIEEN,

* Cisco DNA Center ;ilEF#E723, Cisco ISE T D CA &R URBGER (CA) ([ZX > TAEKR ST
HZE () TRWES, pxGrid 58FET AR LET) |

Cisco DNA Center ') 1) —RX 233 BEEHA K .
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+ [Certificate Extended Key Use (EKU) ] 7 4 —/V RIZ 17 T4 T v FiliE] BNEENTWDHZ &,

s [Protocol] : [TACACS] & [RADIUS] (F 74/ 1) , Wi 7 v haLz@Rcx 7,

peg=| Z Z T Cisco ISE H—/3—?D TACAS ZHINZ LRWEAIT, %y b U — 27 F 31 ZFHEH
IZ AAA T —R_—ZRET D & X2, [Design] > [Network Settings] > [Network] C Cisco ISE
P —3—% TACAS V—_—L L TRETE A,

« [Authentication Port] : AAA B — R—~DFBFEA v —T DY L—IZEHESNDIKR—b, T 741D
UDP 7R — R T 1812 T,

* [Accounting Port] : AAA H—/S—~DEHE/R A X DY L—IZfEHENDHR—+, T 74/ hDUDP
A— NI 1813 TY,

* [Port] : 7 4/ k@ TACACS K— ~E 49 T9,

* [Retries] : BEGEDRITN P IE SN B HIIZ, Cisco DNA Center 78 AAA Y — " ~D#ERE 2R A= 018, T
7 v b ORATIEERIE 3 \ITY,

* [Timeout] : FEHEDORITNHFIESNDHNT, T34 AW AAA B —N—DIEEEFHET DX A LT T b
WM, T 74NV NDEA LT T MI4FTT,

GE) WEIRERE AT D L, CiscoISE 1L 2 DD 7 = — X %% T Cisco DNA Center & #iA S
T, MADTTTDHDETINIELS PN FET, 72—ATLOHA AT —4 AL, [Authentication
and Policy Servers] 7 ¢ > K7 & [System 360] 7 «( > RV IZF/RSNET,

Cisco ISE #r—/"—Hfk 7 = — X
* [Authentication and Policy Servers] 7 ¢ > R/« [HEf7H1 )
* [System 360] 7+ > K7 : [T A4 ~ U i fHATEE)
pxGrid Y7 A7 ) 7F*oa UBERT = — X
* [Authentication and Policy Servers] 7 4 > Ko . [7 2757 17
* [System 360] 7 1 > R 74~ UMiHAEE] XL TpxGrid i H AT HE)

BE S A7 Cisco ISE H— 38— D AT — & ZAR/NA T — ROZEF|Z L Y [FAILED] & £7R ST
WAHHEAIE, [Retryl] 227 U v 7 L, /SAT— RZEH LT Cisco ISE 5t & R L £,

ATvT6 [Add| 227 Y v 7 LET,
AT TT BH o F Y= =BT 5120, RO FIEZMEY ELE4,

. CiscoDNA Center ') 1) — X 233 BEE A F
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Cisco Al Network Analytics D% E

ZOFNETIX, Cisco Al Analytics BEEEZANZ LT, Ry RU—T T RAL ANED Ry R —
JARY N DT —Z AN YA FEEE, BIO AR a Y07 —% % Cisco Al Cloud
27 AR—FLET,

458 HHEIIZ

» Cisco DNA Center 1 Cisco DNA Advantage Y 7 bV =7 A B A& HREHF L TNB I &
EHERLTLLEE W, AlRy b= 94 77U r— 2 i, Cisco DNA Advantage
TR 2T IRV ACEERTOVET,

» AINetwork Analytics 7 7° U 77— a VDI HIN—Ta VA VA =L EINTWVWHI L&
MR L CLZEN, TV r—avOEFioFya—ReEf A b—L (1143—2)
AL TLLEEN,

e Ry hU—Z FITHTTP 70X, ROV T 7 KIRA M~DT U k37 K HTTPS
(TCP443) 77 B AZHA[THLIICHESNTWNAZ L 2R LET,

+ [api.usel.prd.kairos.ciscolabs.com] ([ B Hitak)

» [api.eucl.prd.kairos.ciscolabs.com] (EU H4-Hiiik)

ATV TN A=a—TA4ar (=) #2710 v 7 LT, [System] > [Settings] DIAIZZIN L £ 7,
AT 72 [External Services] £ CA~Z 1—/L L. [Cisco Al Analytics] Z &R L £,
Al 2y D=9 034 U 1 v FURFIREINET,

Al Network Analytics

Using Al and Machine Learning, Al Network Analytics drives intelligence in the network, empowering administrators
to accurately and effectively improve performance and issue resolution. Al Network Analytics eliminates noise and
false positives significantly by learning, modeling and adapting to your specific network environment.

Recover from a config file

ATV T3 RONTNNEFEITLET,
T ITAT L ARIZLLRIID/N— 5 @ Cisco Al Network Analytics 231 > A h—/LZI LTV ALETE,
WOFNAZETLET,

1. [Recover fromaconfigfile] #7 UV v 7 LE T,
[Restore Al * Y T =2 541 U 4 RUBRRRINET,

Cisco DNA Center ') 1) —RX 233 BEEHA K .
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. Cisco Al Network Analytics D% E

2.

FrREINTEZVTICar74Xal—yvary 77 ANVERTI I T R Ry 7450 774
WY AT BN T 7 ANVERRL E7,

[Restore] &7 U v 7 LE T,

Cisco Al Network Analytics DIETCIZIFE 3 D5 E R H 0 . Z D%, [Success| ¥ A 7 IRy 7
ANERINET,

* Cisco Al Network Analytics Z ] CRET %A 1L, RO FIEEZFATLE T,

1.

2.

[Configure] 7 U v 7 L£7,

[Where should we securely store your data?] fEil C, 7 — & Z #7925 23R L £ 7, [Europe
(Germany)] % 7213 [US East (North Virginia)] Z#RTX £,

[Testing cloud connectivity...] # 7 C/RIFNLTND L DI, VAT AIXT T U RO T A b %[k
LET, 777 REEROT A M5 T35 &, [Testing cloud connectivity...] 2 7' %3 [Cloud connection
verified] (20 F77,

Next] Z#27 U v 27 LET,
[terms and conditions] 7 « ~ R U BT RINET,

[Accept Cisco Universal Cloud Agreement] = » 7 AR v 7 A% A A2 L TERISGEICRE L TH 6,
[Enablel 27 U v 7 LET,

Cisco Al Network Analytics 23272 5 E TIZE D DDA R H Y . D, [Success] ¥ A 7 1
TRy 7 ANFRENET,

@

Success

You have successfully onboarded Al Network Analytics! You are about to
download the configuration file that enables Al Network Analytics. This
contains the key used for your data in the cloud. Please treat this
confidentially and keep this in a secure location. Access to this configuration
should be controlled.

AT Y T8 [Success] XA TRy AT[Okayl =7 Vw7 LET,
Al 3y ET—9 598 7 1> RUMRE/REZH, [Enable Al Network Analytics] b 7 /LR % o B0 3R S E

ATy TH

To
(HE

i.’%

) Al 2y FT—9 %% 7 ¢ KU T, [Download Configuration] 7 7 f V%27 U v 7 LET,

. CiscoDNA Center ') 1) — X 233 BEE A F
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DS54 7F7 2 MEBAEDEH

—

ATy I

ATy T2

ATvT3

ATvT4
ATy TH

ATvT6

Al=—Tx v ME, X50927 747 2~ FEHEZEH L TALY 70 R~OFGEZFATLE T,
FEEX. ALV 70 RAOTF 2 bOA U AR—T 4 VI RHIZ AL Z 77 K CAIZ XK » TERE
FOBL S, 3EMAZTT (2021 48 AT 1 FICEHE) . BOMIEAUINAFNZ., 75
REFED RO WKL T TA T FEEEZEHT 5 0ENSH D £3, FEHEO BB EH
AN AAPEANSNTHNET, ZOAD=RALTIE, EHRIGEHEEZTFEH TRy 7T v
TAHALENSH Y F£9, #H LV CiscoDNA Center Z1E L £7-13BAT T 28581F. Ny 7 T v 7'M
MHETT,

B, TXTOAIGH Y 4 Ry (BT, e—bhvy 7 Ry NU—7 G, FLv
REBLOAS A ) ICHEIBRR S, FTLWAL Ry 8T — T ik A Ny 77 v 73
LHEOIHEREINET,

T « 2— 7 JL Cisco Al Network Analytics

Cisco Al Network Analytics D7 — Z INEE & BEZHIZ T 521X, KD L 9 1T Al Network Analytics 1
REZ M T HMENH Y £7,

Azma—TAar (=) #7 Y v 7 LT, [System] > [Settings]DNEIZEIN L E 9,

[External Services] £ TA 2 1 —/L L. [Cisco Al Analytics] Z 3R L 7,

wHEDT =y s ~v—s () 13, ZOBENETICR-TVEZLETRLET, Fxv IRy AN
FT7O%E (X)) | EREITEICZ > TWES,

[AI Network Analytics] fE3% C, [Enable AI Network Analytics] N 7 /VRZ > %27V v 7 LTAZIZLET
(LES) .

[Updatel 7 U v 7 LET,

Cisco Al Network Analytics 7 7 7 Rinb v NV —27 7 —% % HIER7 5121%, Cisco Technical Response Center
(TAC) ITHEHELTYR—PI 72X b A —7 v LET,

(A7 a ) LRiOENHEE > THUE S LTV 584 1X. [Download configuration file] #2 V v 7 L&
D

WWIER T Ly ON—XDEH

BEHERR T L > P8y 71, B = Y (MRE) 2 tX= U7 0 ORBEEZHEL, BA
JRIK O BB 2k #ET DI T 5, By —2 7a—C4, ZhbnFL oy
Ry Z71E, KV EL OEREZIE LD bR SvET, MR 1L >y o—2x
., Iy YRy s (V—r7u—) OURY NI TT, BFHOFT Ly Iy 71ZT
7R AT HIZOIZ, R Ly U= 2 H BB 5 X 5 12 Cisco DNA Center % 7%
ETHIEHTENE, FEIEHEZETTHELTEET,

Cisco DNA Center ') 1) —RX 233 BEEHA K .



SRTLEEDER |

B w#nenrooorn—zoEH

ATy T

Ama—T A2y (=) #2717 LT, [System] > [Settings]DJEIZER L £ 5,

AT w72 [External Services] £ C FIZAZ m—/L L, [Machine Reasoning Knowledge Base] % &R L £ 7,

ATy T3

ATy T4

ATy TH

ATvT6

ATy T17

[Machine Reasoning Knowledge Base] 7 « > K7 IZi%, IROBFERPFRINE T,

¢ [INSTALLED] : A > A h—/L STV AR T L v O R—A Ry =T D=V g b f VA F—
NVHBRERRINET,

HWdEam T Ly ORX—2DFH LWT v 77— F B 5554 1%, [Machine Reasoning Knowledge Base] 7 - >
R 7|2 [AVAILABLE UPDATE] fE3k 3/~ S 41, 7 v 77 — R ® [Version] & [Details] 238 SiVE T,

 [AUTO UPDATE] : #MffEifT L v 27— &M% Cisco DNA Center CTHEIICfHH EHINE T,

* [CISCO CX CLOUD SERVICE FOR NETWORK BUG IDENTIFIER AND SECURITY ADVISORY] : H &)
Rk A 5217 T& % CX Cloud & Cisco DNA Center Z#t & L E T, ZDOHAEIZ LY. Cisco DNA Center D
X2 VT 4 T RANALF Y V=BT 3, A0k SN - gt A EERtE S E 4,

(#5%) [AUTO UPDATE] F = v 7Ry 7 A% 4 T LT, #BHHT L v V=22 HEICEFR L £
£
[Next Attempt] fEIEk(Z, RIEIDOFEHT D HAF & RZINRRSNVET,

HEEHX,. Cisco DNA Center 287 7 7 FOHEH T o ¥ VI EFICER SN TV AL EICOHRIFITT
EF7,
Hmk iR T L > 2 X— R % Cisco DNA Center TTEI THEHTHI121E . KOWTNEFITLET,
« [AVAILABLE UPDATES] ® FlZ# % [Update] &7 U v 7 LE7. [Success] B v 7T v 7 4 v K
FREN, EHOAT —H ARFRINET,
AR T L Y U R— R r— e VI FETH U v — R LT Cisco DNA Center |21 > 7" — b
LET, ROFNEEFITLET,
1. [Download] %7 V v 7 LET,
[Opening mre_workflow signed] %4 7 2 77K v 7 ANERINET,

2. Furma—RLET77ANVERLS ), =L~ OHBOBFIRIEL T, [OK] 227V v 7
LET,

3, [Import] #27 YV 27 LT, Furu— KL RV Yy o= &2 o —h /< M5 Cisco
DNA Center |21 > AA— FLET,

[CISCO CX CLOUD SERVICE FOR NETWORK BUG IDENTIFIER AND SECURITY ADVISORY] F = v 7 7R v
JAEFANTLT, Xy U= AR IDEBINEX=2 VT 47 K23AH Y LD Cisco CX Cloud D %
BN LET,

[Security Advisories Settings] = U 7 ¢, [RECURRING SCAN] 7 /ViR& %27 V) v 7 LT, RO EHIN
IRAX ¥ U EANEITENCLET,

[CISCO CX CLOUD] hZ )Wk & %7 ) v 7 LT, CiscoCX Cloud A% £ /=13 LE,

. CiscoDNA Center ') 1) — X 233 BEE A F
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DRAT7HhO Uk

> =, i
DAADI LTV ILDERTE
Cisco DNA Center D Cisco D7 LT U ¥ LV ERETEXE T, CiscoD 7 LTy uE, A

IDOFEEINT = R =& LTHIRM E DG T 7B AT 572D, & A=3D Web B A
row 7 A NHEAT D= =4 L RAT— T,

)

GE)  WoOFIEZ{FHHA L T, CiscoDNA Center HIZEE SN~ CiscoD 7 LT oy U, VY7 =
TARA—TUREFH T ST LAy ra— RT5-0CHINET, CiscoDZ LTy
WITEZ, EXF 2 T4 D702, 207t R Lo TR {ILINET,

1R BHHIIZ

SUPER-ADMIN-ROLE #E[R & Ff o2 — WV DHN Z OFINEEZ EITT B Z ENTEEJ, FHEMiz-o
W, 22— g =1 OfE (117 2—) 2B LT EEN,

1|

ATV TN A=a—T A2 (=) #71U v 7 LT, [System]>[Settings] > [Cisco Accounts] > [Cisco.com Credentials]
DN EIN L E£7,

ATy T2 vAaa2—PF—-ABIORT -2 AN LTLIEEN,

ATy 73 [Save] &7 Vv 7 LET,
cisco.com D7 A UNERMN Y 7 F U 2T E—ERIZH L TRESNET,

SRADILTUOVXRILDO )T

Cisco DNA Center {25 U TEAERE E TV 5 cisco.com D12 7 A NERZHIBRT 5121, &
DFRIAZEFITLET,
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B ss=—rozx

\)

=3 VTR T DEY O — ROT N, ADT RV a = JICHET 4 A7 2 FTT 5
BE. cisco.com D1 7 A UERPFHE STV WL X A7 OBIGRTIZ T 7 A AFHE A
NTHETKRDLNET, AN LTcv 7 A E#%ZPR(F L T Cisco DNA Center 4= & T
HT 21213, RSN H AT a7y 7 AT [Save for Later] = v 7 R v 7 A% 4 1Z
LET, ZNLUANDOGEIL. TNODF AT ZFTTHINIn A AEHREAT D0
ERHY ET,

c ZOFIEAETTHE, = Ra—H—F 4 28K (EULA) OARPERVEEINE
4. BEULA OEBEBBANTEZFIEICONWTIL, 914 B ZAEBEOZHE (64 ~2—)
ML TLZE N,

4R8O HHEIIZ

SUPER-ADMIN-ROLE #[R & Ff o2 — YV —DHN Z D FIEEZFEITTHZ LA TE 4, FEMIC
DONTIE, 2—F m— L OE (117 =) Z2ZRL TN,

ATY TN A=a—T A2 (=) #71VY v 27 LT, [System]>[Settings] > [Cisco Accounts] > [Cisco.com Credentials]
DNEIZ IR L F5,

AT9 72 [Clear] 7 Vv 7 LET,

ATY T3 BRENIZHATa Ry 7 AT, [Continue] %7 V v 7 L THEIELMELET,

HERt— FORE

BH5eE— RIL. Cisco DNA Center &#EET 5%y N U —T7 ND A~ — bxfIiT 7341 A & Cisco
Smart Software Manager (SSM) DR]OE A BB L £7°, RARLBHE— FERET DT,
SUPER-ADMIN 7 7 & A RN L FE T,

AT TN A=a—T A2 (=) 271V v 27 LT, [System]>][Settings] > [Cisco Accounts] >[SSM Connection Mode]
DNEIZ IR U E T,

KOBefEE— REBATE £T,
- B
«Z+>TL TR CSSM
«AX¥—+rTEFXFY

AT w T2 CiscoSSM 7 7 U R~OEHHEG 2 AN T HI2IE, [Direct] 2R L £,

. CiscoDNA Center ') 1) — X 233 BEE A F
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AT9T3 MEOEX2 VT 4 ZEDLNEND LA TE, [On-PremCSSM] ZRINL £, AT LIAAT v a v
TlX, CiscoSSM 7 77U RTIA U AZEHT LRI, A ¥ —F vy M CEBERE T 518 V2 Cisco
SSM#REDY 7 v MIT 7/ BATEET,

a)

b)

d)
e)

2

[On-Prem CSSM] Z BN T HHIZ, VT T A "3y hU—27 %4 MBS TEE L T\WH Z &
EHERL T ZEN,

+7 74 N FQDN TRESNTWDHHA, 7 74 b FQDN @ Call Home s ES P 7 KL 2D
DicTyvad&hEd,

[On-Prem CSSM Host], [Smart Account Name], [Client ID], %5 & U [Client Secret] DFERZ AT L E T,
A= T AT FNAICAN—ART A —2a T R LRNTIEEN,

IJIAT L NIDETTAT U b —7 Ly NERIGT 2 HEICOWTIE,  [Cisco Smart Software Manager
On-Prem User Guide] #Z ML T 72& 0,

[Test Connection] % 2~ U 2 LT Cisco SSM %t & #aE L ¥ 97,

[Save] 7 U v 7 LTHH [Confim] &7 U v 7 LET,

ZEF L7= SSM THAGRN VLI T NA A0S 5855 1%, [Need to Re-Register Devices] %1 7 1 77K v
JAMFRENET, X470l Ry 7 AT[OK] %7V vr LET,

[Tools] > [License Manager] > [Devices]®> 7 1 > K7 C, HEXET 5T /31 A%ZEIR L, [Finish
Connection Mode Changes] #7 U v 7 LE£7,

[Resync Devices] # A 7 7R v 7 AT, WOFNEEFEITLET,
* [Smart Account] = AJJ L E 7,
» [Virtual Account] & AJJ L ¥,

s[Now] #7 U w7 LTI ICHRMAZRLET DD, [Later] 2727 U v 7 U THRE ORI BRI %
A a4 —)b LET,

*[Resync] 27 U v 7 LET,

[Recent Tasks] ¥ « K7 IZIE, T3 ZADOFHEMAT —F ANKRINET,

AT w74 [Smart Proxy] # 3R L. Cisco DNA Center # /I L C Cisco SSM 7 7 7 RIZA~— FxfIGT /31 A& %k L
F9, ZTDOF—RTIL., T3 A% Cisco SSM 7 7 7 NICEEE T D463 Y ¥ A, Cisco DNA
Center |%, T /31 AMBDOERZHHE %/ LT CiscoSSM 7 77 Ric7adxv LET,

CallHome iREZT A AT Va=r 745 L X2, 774 MW FQDN TREINTWBAEHA.
IP7 RLADORDOVIZHT T A4 FOFQDN N7 v = EET,

TS559F7Y

KT LA DERE

Cisco DNA Center %, Cisco Plugand Play (PnP) Connect ® 2> hmu—Z & LT, UXA L7k
P —EZAHIT Cisco A~v— F T H 7> MIBGFERTEET, ZHNIZE D, CiscoPnP Connect 7 7
7 RAR—2% 1736 Cisco DNA Center D PnP (2, 7 /31 AA Ry M) ZEMIT 22 &N TEE
ﬁ—o
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SRTLEEDER |

B e~ rEmOER

ATy

ATy T2
ATvT3

ATy T4
ATy TH
ATvT6

ATy 717

ATvT8

1R BHHEIIZ

SUPER-ADMIN-ROLE F 72133 2 7 A EHHERR 2 £ CUSTOM-ROLE D —H —DH3 =

DFNEZFEITTHZENTEET,

Aw—h"TH T NT, BEOKEEOFEITEZH AT o0 — RN a—F—ZE 0 4 ToHhET,
s Aw— T H U MNEHEL—T L, TRTOR—F Y LT AT MIT 7 BATEE
T

e —HP— L, BV Y TENINAN—F Y LTI MIOBRT IV BATEET,

Ama—TAar (=) #27U»Z7 LT, [System] > [Settings] > [Cisco Accounts] > [PnP Connect] DJIAIZ
EIRLET,

PP i 7 u 7 7 A VDT — T IINFREINFET,

[Register] #7 UV v 7 LT, N"—=F ¥ LT AT N8B LET,

[N—=F % /T 7 b OXEk (Register Virtual Account) |V 4 > RU T, ELIZA— T bR
[A~—FT BT FDOEIR (Select Smart Account) | K2y FZ 07 U X MIF/RSHLET, [Select Virtual
Account] K v 7X 7 JA NNLT DY M ERIRTEE7,

VB2 [IP] £721X [FQDN) A7 v a v R Z %27 ) v 7 LET,
A kr—70OIP7 RUAEIXFQDN (SE2Ehi KA A v 4) ZANLET,

TRT7rANGEANLET, BELEREEZMEM LT, BRLIENA—F ¥ AT IV FOT 0T 7 AV
DER S IVE T,

[Use as Default Controller Profile] = v 7 7R v 7 A% 42 LT, Z® Cisco DNA Center 2> ka2 —7 %
Cisco PnP Connect 7 7 RIR—H WZT 74/ har ha—7 L LTRERLET,

[B&k (Register) | &2 27V v 7 LET,

PnP 4 X2 MBI DIER

ARy NBHEERTHZ LT, 7777 K7L A (PnP) A X2 F23 Cisco DNA Center T
FRAETHEEWNCEAEZTRY £7, YAR—FSNTWLEF ¥ RLEREL, 4 X MNEHE
{ER% 9 % 1Z1%. [Cisco DNA Center Platform User Guide] @ [Work with Event Notifications] +
Vw7 ESRLTLIEIN,

KD PP A X kDA R MAHNEVER L TLEEN,

Event Name ARVKID Bz
S50 2Nz [NETWORK-TASK_FAILURE-3-008 FoNA AT T
KLU E LTz, oA oR—FTianEn

F¥ A, H—FiT—FEA
VIR— MZ ko TTFARA X
BT D&, =T =35
ELET,

. CiscoDNA Center ') 1) — X 233 BEE A F
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| vRFLEEOHERK

AYX— K72 FD

ATy T
ATy T2

z2v—tr7a9s roizE ]

Event Name

ARV KID

B

F A ADIBIMZ
ML E Lz,

NETWORK-TASK COMPLETE-4-007

H—F A R—1
WL o TT /3, ANIEFRIT
BMEE L,

TN AT T —
KRET,

NETWORK-ERROR _1-002

TN AFX TS —IRREIC /R
nET,

FNRA AT
Ya = IREET
—a‘o

NETWORK-INFO_4-003

FRAAFZTAES 3y
GURREIZ 20 9,

FONA AN
R—F 4 IIkHE

NETWORK-TASK PROGRESS-2-006

FONA AN N5 UL A
R—=F 4 VTIRRETAHZ v

IN2IGE IS
F L7

TAX v LE 7 LTWET,

j—o

TN, ARGEK % | NETWORK-INFO_2-001 TN AFIREEROIEEIZ

o TWET, Y, e va=r o
N TETCWET,

Z~— k7 % % [NETWORK-TASK FAILURE-1-005 — DTN AT A7 — b

Ty FORBNTERKL
F L7

A— KT
s DRMNZ R L
F L7

NETWORK-TASK COMPLETE-4-004

— DTN, AT, Av—
rT7H 2 kORI RSN
LE L,

=JL =

ax e

VAARAY = T AT bORT A AEFRIT, A= TRV RA T AT MR S H
TSN ET, 748 A=V Y —iE, RSG5 & T B 2EHODIC, Z

DA<= T AT FOFEMRT A & AMEHREMEH L ET,

1R BHHIIZ

SUPER-ADMIN-ROLE #R & HfG L TR E £7,

[System] A == —7 A 2> (=) 27 U w7 LT, >[Settings] > [Cisco Accounts] > [Smart Account],
[Add] RZ v %7 ) v 7 LET, A~v~— b T v bonl A4 EREANTTHEkRobNET,
a) AY—hT AU D= —HBLUONAY—=REANLET,

b) [Save] %27 Vw7 LET, A=K T AU FRRESNET,
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B ~~—r51e2x2

ATvT3

ATvT4

ATy TH

ATvT6

ATy 17

ATvT8

ATvT9
ATv 710
ATy

BINLZA~— R T AU FOLAHTZEEET HIT1L, [Change] %7 Y v 7 LET, CiscoSSM 7 77 KT
A=K FAR AT I FADEFRIEHESNAIAY— T I FE@IRT LIRS E
TO

a) Kev7 & v U & KR5S [Smart Account] Z R L F 97,

b) [Savel 7 U v 27 LET,

[Viewallvirtualaccounts] 7 V v 7 L, O A<— T Uy MIBEEMA T LN TWETRTONR—F %
WNT I NeRrLET,

GE) VARATATY MIEEDOAR— R T T hEN=F LTy b EYR—FLTNE
S

(AT vay) Aw— T4V AKIGT NA A X—F ¥ LT 7 MZHEBIRGET 5545, [Auto
register smart license enabled devices]| = v 7 AR v 7 A& A N LE T, A~— M7 A v v MIBEEFITH
NTWONR—=F LT FDY A RPFRRENET,

WBIRN—=F VT AT FEBERLET, A — b T A B ARIET A ADBA X2 hYIZBINS
NLTNT, BIRLIEA=F v L7 AT MCEBRICRER S ET,

TABLAEZRHF LIZA~Y— T U v ha—P—L ZnICBET BT — % ZHIRT 55613,
[Delete historical information] %27 U v 7 L ¥ 7,

[Delete Historical Data] A7 A KA XA NZIE, TA BV AZRGLICA~Y— T U ha—HF =)
FKRINET, F72. Cisco DNA Center [IZHBEFEL TWRWEEFDOA~Y— R T DU R ERRSNE
T, FNOORBERET — 235 & FHTE £,

[Smart Account list] =V 7 C, HIFRT DAY= KT H T FORICH DT = v IRy I A Al LE
R
[HIBE (Delete) 1227 V27 LET,
WROMERY 4> R T, [Delete] %7 Vv 27 LET,

(A7 a3 ) [Delete the associated license historical information] = v 7 R v 7 A& A4 (2 LC, BHHET
574 ADBIEERAEHIRL X3,

ARX—hFr24 €A

VA Av—h TV, VA R—= 73 VAEEBIOMBEARTY 7 by
T HEEDEEPORHIC B L TUEABLOWEETX AR T A B AETVTY, Fi,
ZHERETT, 2= —RT 7 EATEH L0 TEET, Av—F I/ B R %
THE RO ENATREICZR D £97,

BEAETFHITAR—3 : Av— I B AT, HEBESKCHATEA Y 7 =T
FTAB L ADT —NVEWHSLLES, WET 7T 4 _X— g % — (PAK) I IARETT,

EEDH#E : My Cisco Entitlements (MCE) 1%, T WAR—=F L TFXTHOI 2 afl
phE P —EADTERRE 2 — 2R LT,

. CiscoDNA Center ') 1) — X 233 BEE A F
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71 zoanm ]

CTAEVADEREN VT MU =TI N N7 — Fry 7 SRTWRNED, W
BIUGCTIA B Az fHICEHB LA TE £,

E

e

Aw— b T A RBMERHT A2, F 9 Cisco Software Central TA~— 7 W7 &
THMLENSH Y £9 (software.cisco.com) .

VAT AR ADFEMIZOWTIL, cisco.com/go/licensingguide B L T 72 &0,

1R BRI
e AV — M TFA BV AEANNCT HITIE, Cisco 7 LTy vEREL ([ 2z b
TUUXIIVORE (553—) | ZHM) | Cisco SSM T Cisco DNA Center 7 A & A
HZT v 7 — T 0ERH D £,
e Av— K~ T AL AIL, [System] > [Settings] > [Cisco Accounts] > [SSM Connection Mode]
25 [On-Prem CSSM] D513 AR — I EH A,

ATY TN A=a—TAar (=) 271 v 27 LT, [System]> [Settings] > [Cisco Accounts] > [Smart Licensing] ?JI&
IR L E T,

7 7 /L kT, [Smart User] & [Smart Domain] DFEIAA R RSN E T,

AT 9 T2 BETLH/N—F v LT B k% [Search Virtual Account] K2 7 X7 U 2 R BRI L £97,

ATv T3 Bk (Register) 1227V v 7 LET,

ATy T4 BENIEFIZ5E T L2 5, [View Available Licenses] V > 27 %7 ) » 7 LT, Cisco DNA Center D1 J AJHE
RIA B ALRHERLET,

T INA A DA HIETE

F A Z O AHIEIPE & 1%, Cisco DNA Center (21T B W< DD T /34 R JEBHEFED FIHAIRAE A
WET DYV AT AL~ 7w 2T, ZOHMIL, Cisco DNA Center 787 /3 A A & & B4
HOIZMER Ry NT— IV REDEANEXETHIETT, TAAINVERETLED, AV
R NVWEZTNA RAZBMLTZD, T, AP A MBIV ST TDHE, Xy NU—2F
INA RIEERMZBNET,

TNA R T v v 2 SNHFREEFRRT HI121E, [Provision> [Inventory] [ZF &) L, [Focus] K
2 XYY A )G [Provision] 38R L £ 97, [Provision Status] 71/ [See Details] # 27 U v
y L/iﬁéo

)

(GE)  CiscoDNA CenterlZ LV T34 ANRNREEIIFEHFHIND L, N T UoTF 7y a U BNERn 7
XY T F ¥ I, BEOBMERED N T TNy a—T 4V TIERTEET,

TROT AL ARENT A ZAOAHEED —E & L THEMITR Y £,
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SRTLEEDER |
B 7« o

« TN R
* [SNMP Credentials]

* [INETCONF Credentials]

e AR MYADTINA ZADENM

Cisco TrustSec (CTS) Z LT v /L

N

(GE)  [Global] ¥ k73 Cisco ISE T AAA & L CRHEINTWDHHAIC
DI, Cisco TrustSec (CTS) 7 LT v ¥ /LA X b iz
TyvaIhET, ERUADOEEIL. CTS 28 Cisco ISE T AAA
ELTREINTWDIHAEIL YA b~DEID H T FizT A
ATy vad8nET,

c TNARADY A FADEIY HT
« 32 bu—FEEE
*SNMP k7 v 7% — E S
* Syslog —/\iE %
* NetFlow #—/NE#
* Wireless Service Assurance (WSA)

« IPDT DAL

TS ZAO AT 7 40 B TEZTT, 78 A0 Z A Lo R
I, FEITEDCLES, FEMICOWTIE, 730 2O AHEVEORE (63 ~—) 2ZH
LTLZENY,

TN ZADAHIEIWEN B DA T 4 AN FATRFRT SA ZADH A b ~DFE| Y 24 THf
2. PR 7 LF oo v LB BEY Cisco DNA Center THREINAZ LITIH Y FHA,
WD X SRR T, T, ZADOFHIEEIZ L > TTF S RCxy MU= RENEH S
DNE D IVIRED 77,

e TINA RHEHE : SNMP & NETCONF 7 L7 > o ¥ AN F 12T 34 ANTHEE L WA .
ZORRENBRH T e AR S E T,
ARV R)ADOTINA R (Device in Inventory) : #1H4 X b U IEEN IEFITKRT
45L&, IPDT BT /31 ATREINET,
DTV YV —Z2TiZ, RO IPDT 2= RAREINTWE LT,

ip device tracking
ip device tracking probe delay 60
ip device tracking probe use-svi

A F=T2AA AT LT, ROFIHZFETLET,

. CiscoDNA Center ') 1) — X 233 BEE A F
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74 zoasmtrose [

interface $physicallnterface
ip device tracking maximum 65535

BWAEDOV Y —2ATIE, FTLLBEENTZT S, R L TR IPDT 2~< > RARE SN
\i‘g—(}

device-tracking tracking
device-tracking policy IPDT POLICY
tracking enable

AVHE =T A AT LI, WOFEEFITLET,

interface $physicallnterface
device-tracking attach-policy IPDT POLICY

A=A RO TINA R T8 AREFITEM, A VA — b, Floidmtishs
& . Cisco DNA Center (37 7 # /L b TF /XA A % [Managed] IRFEIZ L T [Global] %1 kiZ
BB CTES, FO—s\L o FHD SNMP H—23, Syslog —/3, 3 L NetFlow =
L7 AREDERFHOBHE TS, T3 A LD Zivb OF%E % 2 H Cisco DNA Center L
FH A,

YA MIBHEINI=T/INA X . 734 A% [Global] A k735, SNMP —3 Syslog
P— 3 NetFlow 2 L 7 ¥R ENEFRBFHDOH LW A MIBEISE 5 &, Cisco DNA
Center TIIT XA ADZNHDHENH LA NHICERSNTREICEHEINET,

YA COSHEIBRENT=T/INA R : T 2%V A L HIRT B34 . Cisco DNA Center
TIXT /34 AD SNMP H—/3_ Syslog h—/3, NetFlow = L 7 ¥ EDHIFR SN EH A,

HIBR &N BT /731 XCisco DNA Center : 5 /3 A % Cisco DNA Center 2> 5 HIIBR L .
[Configuration Clean-up] = > 7 /R v 7 ANBNA N2 B &, SNMP ¥ —,3 Syslog Hh—/3,
BELO NetFlow =2 L 7 X EILT A ADGHIBREET,

AMDYA MIBEILIZTNNA R 2 23T A FADPDY A FBIZT A AZBEISH
% &, Cisco DNA Center TILT /34 A SNMP H—/3_ Syslog #—/3, NetFlow = L 7 ¥
REN, A FBICHEID Y TONIHEICESHRZ DNLET,

YA LbTLAN)DEBRDOES : 7 A AOAHIEVEOFEFANIC & DR EICHT HEE
X, TR ATV a=r 7 FRETLAM)REDEHT 7 2 a » DIITHIC
Xy NU—7 TN, ZZHEH SVET,

TN XD EIHI{EEDERTE

T3 AD AL, Cisco DNA Center T7 /3 A& B 572 0DICMHER Ry MU — 2%
TEDRER &2 >’ L £7,

)

G¥)

T SA AD Al A 25 & [Device Controllability] ~— VIZii#i SN Cnb e 71 v

TERE2ITHRRIT, 7 4 A ANV R EITFETRHIC T A ATRESNEEA,

TNA ZAOQAHIEWE LT 7 4V S THETY, 7735 AO Al 2 T8 T/ 512,
WOFNEE FEITLET,
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B 5 tozxzpzoss

ATY TN A=a—T A2y (=) #27 Y v 27 LT, [System]>[Settings] > [Device Settings] > [Device Controllability],
AT 72 [Enable Device Controllability] =~ 7 R 7 A% 4712 LE T,
ATv 73 [Save] &7 Vv LET,

T4t REBHEDZEH

VTN 2T EE = R AR, £RET A A E T oY a = ST AR, TR
a—HPF—F 428K (EULA) ICRIETALERHY F1,

)

GE)  ciscocom DB 7 A AERE FERE L TW WA, JIc#ETeailc, [Device EULA Acceptance]
T4 RUTRETDHEIICKROLENET,

ATV TN A=a—TA4ar (=) 227V v LT, [System]>[Settings] > [Device Settings] > [Device EULA Acceptance]
DNEIZEIR L F T,

AT w 72 [Cisco End User License Agreement] Y > 27 %7 ) v 7 L, EULA Z itk £,
AT 73 [Ihave read and accept the Device EULA] F = v 7 Ry 7 A& 4 12 LT,
ATY T4 [Savel 7 V7 LET,

SNMP 7' A/\T 1 DHKTE

SNMP ODEFITE XA LT U NOEERETHIENTEET,

48 HHEIIZ

SUPER-ADMIN-ROLE #[R & Ff > — WV DHN Z OFNEEZ EITT B Z N TEE9, Mo
WTiE, 2—Y a—LOE (117 X—) 2L T 7EE0,

W

ATYT1 A=a—T A2y (=) 227V 27 LT, [System] > [Settings] > [Device Settings] > [SNMP] DJIEIZ 541 L
i—a—o
RT9T2 RO7 4 — NV REFRELET,
BEITES (Retries) : FFAIND T A RGO RKFITEE, A272MEIZ1~3 T, 7741
ME3 TT,

* [Timeout] : XA LT 7 MMI72D £ TIZT /31 A & DBEGEDOMEST &7k HFRIZ. Cisco DNA Center 23
M 28%, AR EX, sHHEET1I~3008M Ty, T 74 MEISHTT,

. CiscoDNA Center ') 1) — X 233 BEE A F
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1cMP ping o« +—F it [

ATY T3 [IR7E (Save) 127 VU v 27 LET,
ATy T4 (A7 ay) T74/N0FORTITETITIE, [Reset] #27 U w7 LTHhb [Savel 227 Y v 7 LET,

ICMP ping ® 1 ~r— 7 )Lt

Internet Control Message Protocol (ICMP) ping 23 HZhiZ 72> TW T, FlexConnect & — K CZIE
REEIRT v ARA v "% 54, Cisco DNA Center [Z ICMP 2 LTS5y Liczns
DT 7B ARA L M ping ZFEITL., BETREMAZ L L E7,

WO FNETIX, ICMP ping & AN T 5 HFIECHOW T L E T,

ATY TN A=a—TAar (=) #71V v 27 LT, [System]> [Settings] > [Device Settings] > [ICMP Ping] DJIfZ 3
WL ET,
AT 72 [Enable ICMP ping for unreachable access Points in FlexConnect mode] = v 7 R v 7 A% A4 12 L £,

ATv T3 [Savel 227V v 7 LET,

A A—VBREY—/\DHKRTE

AA=VEMEY— =1, Y7 MU =T A A—VORELREICELLET, Y7 U =T A
A=V EBUET D LI ITHRRIDDINEA A —VEUE N —"—ZRETEET, £, #HL
BiINENn/cA A—VRES— =21 2L EDO7 e Fa e ETEET,

AT TN A=a—TAar (=) 27 V v 27 LT, [System]> [Settings] > [Device Settings] DIEIZEEIR L £,
AT 72 [Device Settings] Kz 7% 7 U A K5, [Image Distribution Servers] 28R L %9,
AT 73 [Image Distribution Servers] 7 1 > K T, [Servers] %7 U v 7 LE7,
[Image Distribution Servers] 7— 7 /WZIE, A A —VEUEY— N—DH A h, =—WF—4 SFTP, SCP, ¥
KO CB T DR S LT,
ATV T4 [Add] 27 ) v 7 LTH LA A= VRE—"ZBMLET,
[Add a New Image Distribution Server] slide-in pane 23 F /R SV E T,
ATYTE A A=VERES—NZHONT, KOBEAEZHRELET,
s [Host] : £ A—VEUFET—N—DHRA NEIZXIPT FRLAEZ AN LET,

* [Root Location] : 7 7 A /WHZEIZ/L— R T 4 L7 MU 2T 28451%, [Useroot directory for file transfers]
Frxy IRy 7 ZA%d A LET, TRUSNDOYETE. [Userootdirectory for file transfers] F = > 7 7R v
J A A 7L TV— hOYFTEASI LET,
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RS T

G¥) Cisco Aire0OS = > hu—F DEE . BREINTF AN 16 LFEEBZDHE. A A—CORME
TR £,

* [SFTP and SCP] s 2 BB L £ 97,

* [Username] : 4 A —VREY—"—~DOn 7 A SN2 —F—H 2 AN LES, 22— -4
WZiE, ==L — T 4 L7 R UICKT 25 H MY [ EABHERD LI TT,

s [Password] : 4 A —VEME ——~Du T A NEHINDRAT — R,

[R=FEF] A A=VEREI—A—=DNETINTNDIR— FESFEZ AN LET,

ATvT6 [Save]l 227V v 7 LET,
AFyT] —HOUAFYL AL ha—FDRAAA—=V 30DV 7 =T T, SFTPOREESHHE L TIHWEEE R
(SHA1 R—ADKEF72 &) LV FR—FEINTWiWzd, CiscoDNACenter T/ 7 b7 =7 A A—TD
BHSOUVAVVAT Va7 TV AOREEZITIICIE, VA YL A3y ha—F 160 SFTP ##icxt LT
SFTP At — REANZT 243N H Y £9°, Cisco DNA Center @ SFTP Y—/3—TiL, BV Z XD
PR— N2 K90 HREE CT—HICAENCT A Z N TEET, VS22 HI1I21E, LTFE2FEITL

£

a) SFTPH— =D IP T RLVADRRIZH D [i| T A 2N — Y VvEEbE, [Clickhere]l] 7 U v 27 LE
ﬁ‘o

b) [Compatibility Mode] slide-in pane C [Compatibility Mode] F = » 7 7R v 7 A& A4 42 LCTHAIM (145~ 90
H) ZALET,

c) [Save] &7 Uwv 7 LET,

AT T8 (FAFvay) REEZWET DI, [Action] F THIGT DA A —VEUEV—3—D [Edit] 7 A 2> %7
Vw7 L, [Edit] V4~ RUTHERETE{T->T[Save]l 7 U v 7 LET,

ATYFT9 (LR A A—VEUEH— " —ZHIBRT HI2I1E, [Action] FITxET DA A —VEIEH——DHICH D
[Delete] 7 2> %27 Vw7 L., [Delete] 27 Vv 7 LET,

PnP 7 /31 RFRI DAL

ROFINETIE, T A ZATHAZ AT 2 HIEZOWTHALET,

ATY TN A=a—TAar (=) 271V v27 LT, [System]> [Settings] > [Device Settings] DNEIZ N L F 9,
AT w72 [Device Settings] K12 v 7% 7> U A k5 [PnP Device Authorization] % 3#&R L 5,

GE) T 7V TR, T ATABICIFR S ET,

AT w73 [Device Authorization] = v 7 R v 7 A% A4 NI L TT A ATH A ZH ML ET,
ATY 74 [Save] &7 Vv LET,
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Frqzzov7rows i

FINARATAVT FDOERK

Cisco DNA Center TlE 2 —W—£ L XA T —ROHAF LT T Ml T&EE9, W AHX
L7 hEFERALTCT A, AETAERENET DL, 2y NI HOT A A
PR TEET,

ARZALTOUT FDERK

AT TN A=a—T A2 (=) 271V v27 LT, [System]> [Settings] > [Device Settings] > [Device Prompts]DJIA
WEIRL £,

[Device Prompts] 7 1 > R U™ FR SN ET,

AT 72 [Create Custom Prompt] 7 V v 7 LE7,
[Create Custom Prompt] A J A KA XA U INFRSINET,

AT9 T3 a—V—LZDOH AL LT a7 NEERT DI, ROFIEEZFEITLET,
1. [Prompt Type] K2 > 7 &7 U A k)35, [username] %33 4R L £,
2. [Prompt Text] 7 4 —/b FIZ, IEFFEHL (Regex) TTFAMZANLET,
3. [Save] #7 V v 7 L%,

RTFY T8 RAT—=ROBAZ LT a7 MR 512, RO FIEEZFETLET,
1. [Prompt Type] K11 v 7 &7 U R k>, [password] IR L £9,
2. [Prompt Text] 7 4 —/L NIiZ, EFEI (Regex) TTF A FE AN LET,
3. [Save] #7 Vv 7 L%,

(®) [Device Prompts] 7 « > R H A Z LT 07 MRFRENET, 2—F—H LAV —FD
NAZ LT 0T R 8 OETIERTE £75,

ARTFYTS WAX LT 0T Ve bBRIBFCRTZ v 7T RRkay 7 LET,

G¥) Cisco DNA Center [, #AZ L7 a7 "ONEFEHEEFL, Yo7 hMear~XKYI0EE L
TTFNRARZELET, OB AZ LT a7 NOBEREENEL R £7°,

ATFYT6 WMETA w7 )y 7 LT, BRAEZLTa P NefELET,
ART9 Tl WAZLTa T NIRRT D12, HIBRT A ava2 7Y v 7 LET,
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B = xm0 v o7y TREOMA

GE) =W —ZOTa T NEeNRRT—=ROTr T ML, —BEOEREIPLETT, ALE
71 i*EfJ@IEi‘%i%ﬁ%ﬁzﬁkj_é (1: T/\/rXTnL thE@FIﬂEEZ] %’E$ Lij—

TINA RERD/IN YD Ty TEREDER

Cisco DNA Center 1%, T /35 ZADEITHERDEH N0 7T v THFEITLET, Nv I T v
TORRFE, TS AT EIRIETE AWM RN 7 ORI EZERTE £,

)

GE)  FI73 VT, BEoNy 77y AIIBEAERDOF#% 11KE304% (UTCH A LY —)
A a— )L ENET,

(B

ATY TN A=a—TA4av (=) #271V v27 LT, [System]> [Settings] > [Configuration Archive] %R L £ 7,
AT 72 [Configuration Archive] 7 4 > K7 . [Internal] # 7% 27 V v 27 LE£7,

AT 73 [Number of config drift per device] K2 v 7F U A 27 Y w7 L, T/, AT LIRFT D/ NY 7
F O ARINL 7,

TNAARAZEZT~50 DR KU 7 MERGFTEET, RESNDIHEK Y 7 FOAFIZE, 73 2D
TRTOT A EHENEENE T,

GE) TI7HNV TR, TS RAZLIRFENDHEL N 7 FO%id 15 TT,

AT T RNy T T OREFEBIRLET,

BIRL7=ANy 7 7T vy 7OHRBHT, Ry hU— 7 2B &7 Cisco DNA Center 7 7 A X DX A LY — T
HEoSxF,

ATw 75 [Save] 7 Vv 7 LET,
Ry I T oI AP a—NVILEBIIT 7T 4T 48 X—TERTEET,

AT9 76 [External| ¥ 7% 7 ) v 7 LT, T/ AERET — DA 7T 5720 DN — "—Z 4Rk LE3, FEHIC
DWTIEL, TN, AR AT — A 7T 258 — " — DR (68 X—) ZZHL T I,

TINA RIBRZET —H4 T 5508 —/\—DERL

FRAZADEITaA L T 4 FXal—a b mT —0A T T 52D SFTP — — &2t T
=FET,
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ATy T
ATy T2
ATvT3

ATvT4

ATy TH
ATvT6
ATy T17

559 k7oez%— |}

A=ma—TAayr (=) 27U v 27 LT, [System]> [Settings] > [Configuration Archive] Z 3K L £,
[Configuration Archive] 7 « > K C, [External] ¥ 7% 7 U v 7 LET,
[Add] &7 U v 7 LT, [External Repository] Z B L %7,

G¥) BINTCE 3 SFTP —"—% 1 2751 T7,

[Add New External Repository] A 7 A RA <A T, ROFEMEANLET,

a) [Host]: "RARDIPT KL AZ AN LET,

b) [Root Location] : /b— k7 )V HZ DT &2 A1 L £,

¢) [Server Protocol] : SFTP #—N—Dax—H—4 NRT—FK K- EFEZANLET,

d) [Backup Format] % &R L £ 7,

*[RAW] : FEITar 7 4 Xalb—va VNI RTARSNET, T XTCOBEREL 7714 X— |

REX, NI T v T T =2 T RAIERINET, "AU—FEZANLT, Nv I 7 v T 77
ANZEay 7 LET,

GE) 7 7 A )LD sRA YT — K Cisco DNA Center (ZfRTFSNEH A, SFTP Y ——LD7 7
AT 78 AT 5121%, ATV —FRZ2E2 TCBLERHY £7°,

« [Sanitized Masked)] : EITT L 7 4 Fa b —2 a VOBBEHRTE S 7T A X— FREDFEMN~ R 7
SNET,
NAT— RiE, RAW Ny 7 7 v TR EBRIR LI GAICOREH S ET,
e) NI T TV AINERFa—NV1LET,
Ny 27y 7TORA, BEl, ALY =2 BEOANY I 7 v 7OV R LIERE AT LET,
[Save] 27 U v 7 LEF.

SFTP $— /S — Dt 2 T 5 121%, [Action] FIDFRER X L %7 U v 7 LET,
SFTP H— "—ZHIBRT 5121, [Action] FID FIZH HHIBRAZ %227 U v 7 LET,

D270 €AF—

Cisco DNA Center {Z Cloud Device Provisioning Application /X 77— % A A h—/L LTz 5, 7
FURT IV BAF—BRGFTEET, VAT LT, BBV T7T RT 7B AF—NHHR— |k
INTWET, EF—F, TOIV T RT I/ AF—2FEHL THREINZAWS A 7T A
N7 FvDar AT NERIZY Y —RA2TXTEERIOZ 77 RFa 774 1E LT
FHEShET, 77U K7 7 8AX%—%2BMT 5 &, AWS VPC A X U IEED BE)AYIC
M) H—ENET, TDOIZTTRT 7 EAXF—D VPC A X2 MVIETHREEINZY YV —
AWNAWS £ > T T ANT I F ¥ THESN, CSREBELIR IS YL Rarte—F OrIv
K7 rbeya=7TCRRLUTEHTEET,
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TEAREE

1R BHEIIZ
« Amazon Web Services (AWS) =V — /L DH 7T 7B A% — 1D & EEZTE L ET,
cAWS~—4 v F TP UA ATCSREZIZI VAV L Ray b —F WFICEERL, ¥—F v
RN =3 0D A= ID 2R L ET,
¢ AWS TO HA 7 = — /LA — "—HFZ CSR THATAF—XT 28 ELET, TDVU —
TaryOCSREIuEYa =TT AT, ZOF—XT DO4Hi% Cisco DNA Center D
UARDLERLET,
« AWS TO HA 7 =— /LA —/X—FFIZ CSR TIHEATH IAM B — V24 E L F7T, CSR %
TubVa = VT AL, 20O IAM 2 —/L% Cisco DNA Center D U A h ) 5H3&IR L E
j—o

« Cisco DNA Center & AWS D[] ® HTTPS REST API # /" L7-@8EICfEHTA2 a3
ELET, X oE 823—) 2R LTLIEEN,

+ eNFV 77U @ Cloud Connect $E3EREBEIL. Cloud Device Provisioning Application /X v 47—
VERBIRERRT L Z E THMNIRY £, 2Oy =T, 7 7 4/ kTl CiscoDNA
Center DIEHEA U A M —/LZEENTWERFA, WEB T —N—InE R X0 =V %Xy
Y= RLTA V2 b=t BRERH Y £F, HMICOVTIE, 77U r—va v DR
Oy =R REAL A= (114 ~—2) ZBRLTIZIN,

ATFY TN A=a—T A2 (=) 27V v 27 LT, [System]> [Settings] > [Cloud Access Keys] DIIEIZEIR L %3,

ATv 72 [Add] %27V v LET,

AT w73 [Access Key Name] # A/ L., [Cloud Platform] % K2 v 77X 7 U 2 hinB@ER L ET, AWS 22V —)L
M EUE L 72 [Access Key ID] & [Secret Key] # A LE 7,

AT w74 [Saveand Discover] 7 U v 7 LE7,

RDZRY

VT RT IR AF—HBEINTHE, AWSVPC A X MY INENHEIMIC RY H—&
NET, 77U K77y 87 +—ALEDRMNIITEG D0 £, A4 0 b VIR,
T4V OB CEITT DL AT Y a— 1IN TWET,

« 7T KA _U NVIENEFICFET 35 & [Provision] £ 2 = @ [Cloud] % 712,
IWEE L7 AWSVPC A >Ry b DB 2 —REREINET,

A\ =
BEE®ELE
BOMMEE (IV) Tk, FERTAA RT—=2IIxT 5, 73 AREFOFREMZ R~ FH L
RWERETEDREARELET GEUT2556) o ZORMIE, A3 T8 XS
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kev 77107y 7n—F ||

HAREREE ORI Z KIBICERE T2 2 & T, BREOEELR/NRIIMALZ LICHY £
ﬁ—o

\}

GE) ZDOVY U—ATIX, IV TCiscoDNA Center IZ7 v 7 a— REINEZY T h =T A A—TV D
BMRFET = v 7 #FTLET, BEMRIET = v 7 2373572012, IV —E R,
Known Good Value (KGV) 77 A V&2 T v 7 a—RTAHALERHD F£9,

KGV 27/ ILDT7 vy 7A—F

T2 T 4 OBEMEERET H720IC, BEN OB/ 7 2T 52FTL TS H0DL
LCYRIATNA RERGEET DMERNH Y 3, BIIE, AT/ AZiE, BIERV A=Y
7%?:7%%ﬁbfwé#&9b%M%?ét@@ﬂ%f4/F#%Diﬁh IV Ci.
INEESNTA A—VBENET — 22 23V 7 v =7 DKGV LT L1200 AT L%
HALET,

YA, 0% OO KGV BREEND KGV T—X 7 7 A )V EERB L ORIT LT
F9, ZTOKGV 77 A /MIEHED JSONTEXTH Y, VAL TEL S, o7 7 A
NEEBIZHE—DKGV 7 7 A /IR RV E L, Y AaD Web A "B AFTEET,
KGV 7 7 A /W&, IROGFTIZHE#H S THET,

https://tools.cisco.com/cscrdr/security/center/files/trust/Cisco KnownGood Values.tar

KGV 7 7 A MIIVIZA VR—FEN, Xy NT—7F 4 2L EE LT-BAEMEOBIE % #H
SETATDIEHENET,

)

GCE) TS REBELEMEORIEMIZIVICRESN, IVRNTRAIERAINET, IV & cisco.com DfH
DEFIIVNEDH D A, KGV 7 7 A NV EREINERBEICZ T Xy v 7iRiE L, IVICE—
FoEET,

1R BRI

SUPER-ADMIN-ROLE #E[R & Ff o2 — WV DHN Z OFNEEZ EI T2 Z N TEE9, iz
W, 22— g — L (117 2—) 2B LT EEN,

]

ATY TN A=a—TA4ar (=) #7 U > 7 LT, [System]>[Settings] > [External Services] > [Integrity Verification]
DIFIZEIR L E T,

AT9 T2 BHEDOKGY 7 7 A MEREMR L ET,
« [File Name] : KGV tar 7 7 A /L D4 fil,

s [Imported By] : KGV 7 7 A /L% A > 7"— k L7z Cisco DNA Center = —#'—, HEIZF 7 m— KX
N5%E . fEIX [System] T9,

* [Imported Time] : KGV 7 7 A /L3 A AR — b SHUTHFZ,
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SRTLEEDER |

B xworroryin—¢

ATvT3

ATvT4

ATy TH
ATvT6

ATy 717

ATvT8

s [Imported Mode] : @ — A /VEZITVE— FDA R — FE— K,
* [Records] : LPES 7L a— K,
« [File Hash] : KGV 7 7 A LD 7 7 A Loy S a,

« [Published] : KGV 7 7 A L DH4T H.

KGV 77 A&k A VAR — T HIZE, ROWTNUOOFIEEZEITLET,

*KGV 77 A V& a—ilA AR — b9 5I2iE, [Import New from Local] #27 V v 7 LE T,
« KGV 7 7 A /L% cisco.com 7> A > 7"— F 95121, [Import Latest from Cisco] %7 U v 27 LE T,
GE) [Import Latest from Cisco] 47" a ' Clit, 77 A4 7 U+ —LVETEIILELY FHA, 72721,
T7AT U AT TICHE STV DAL, https:/tools.cisco.com ~DHEERE D A % B < &4
ERHY £7,

[Import Latest from Cisco] & 7 U v 7 L7=83A 13, cisco.com ~DEEH NI TOIL, &H D KGV 7 7 A VN H
#f*J1Z Cisco DNA Center (21 >R — F ZINFET,

GE) https://tools.cisco.com ~D & F = 7 72 ##ilL, CiscoDNA Center & ZD 7w ¥ (fIEE Y T v
TRHCRE SN E) ([SEMENTiEHELEN LTItk ¥,

[Import New from Local] #7 U v 7 L7354 1%, [Import KGV] 7 4 > RUNRERINET,
ROFIEDONFT NN ZFATL T —I AV R—FLET,
e B —H/IVKGV 77 A /N%& [Import KGV] 7 4 —/V RIZ KT v 77 RRay 7 LET,
« [Click here to select a KGV file from your computer] #27 V v 7 LC, ZHHOar Ea—% LOT7 44
b KGV 7 7 A Va2 L £,
o [LatestKGV file] V> 7 %27 Vw7 L, &FHDOKGV 77 A Va7 ra— KL Thb, TO77A)L
% [Import KGV] 7 4 —/L FIC K5 v 77 v K w7 L&,
[Import] 7 U v 7 L£7,
KGV 7 7 A /L7 Cisco DNA Center |24 > 7" — K L E T,
A VUR—=FIBET L7zb, Ul CHIED KGV 7 7 A MEBRERIEL, 7 7 A VDR EHFINZZ L 2R L
£7

IV %, Cisco DNA Center NEBI SN T 5H 7 BRITHKHT DO KGV 7 7 A /L% cisco.com N5 v AT AZHE)
Bl rn—RLEd, HEIF v o—RIZ7HZ & ICiksnEd, KGV 77 A Va2 —H )L AT
LZFFHTH 7o — LT, CiscoDNA Center 1214 > R— 52 L6 TEFET, 728 20E. &R
BILWKGV 7 7 A ABMERFREICZRY . A o —RKRT7HIE (HER) [T b561%. F
A — RTEFET,
WO KGV HEZ v m— RFRPFRINET,

* [Frequency] : HEIZ 7 1w — RO,

s [Last Attempt] : KGV A7 ¥ 2 — T N fZIZ N U H— iz ke,
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* [Status] : KGV A7 ¥ 2 — T O DBRITO AT — 2 A,

s [Message] : AT —H AR vE—,

RDBERY

KOO KGV 7 7 A % 4 A= h L6 [Design] > [Image Repository] £ LT, 1 >
R &N A A=V OBEME TR LET,

N

GE) T TIZA VA= FENTA A=V PRRGEEREARAT —F A (WEEZIIEE) ThoOI%LAITE.
KGV 7 7 A V& A »R— bk LT-%h 3% [ImageRepository] 7 > R CTHER TE 9, I 51T,
FFRDOA A=V A v HR—=FTh, HLLT v 7 r— RRLEKGVERIEDT=DIZSRLET %
BT LH5E) .

P7 RKLAIARA—OVYDHRTE

Cisco DNA Center #4M5IP 7 RL A~ — % (IPAM) LBETHLHIICRETEET,
Cisco DNA Center # i LT, IP 7 RL 27— )L OVERR. T, £7138I8%1T 9 & . Cisco
DNA Center | %% Ot & S IPAM 253 L £,

1R BRI
cHNERIP 7 RL A F—Y v BT TIZERE I L, BEL TV ARERH D 7,

AT TN A=a—T A2 (=) 271V v 27 LT, [System]>[Settings]>[External Services] > [IP Address Manager]
DNEIZ IR L 7,
AT w F2 [Server Name] 7 o —/L KIZ, IPAM % — _—D4Hi%E AT LET,
AT w73 [Server URL] 7 1 —/L RIZ, IPAM #—/X—@ URL £721ZIP 7 RLAZ AL E7,
FEHER Z OV ——Cx L TREESN TV RN 2R T&ET f arv b Xy —UNERaNET,
EHEREE A IPAM 2 LA VAR — M 2120%, ROFIEEZFATLET,
a) BETYAMarE7 Vv LET,
[Certificate Warning] % 4 7 0 778 v 7 AREK RSN ET,
b) FEAEORITHE, LU TNAEGS BLXOAIWIRELHER L E7,
c) BN ELWEAIE, F=v 7Ry A% 27 Y 27 LTCiscoDNA Center IZEL B IP T KL A~NDT 7
TRAEFAL, BETERVIEAELZ M7 A N7 —LITBIMLET,
d) [FFAl (Allowed) 1Z227 U v Z7 LET,

AT v 74 [Username] 35 X O [Password] 7 4 —/L RiZ, IPAM 1 7' A U 1E#HAE AT LET,
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AT w75 [Provider] @ v 7 XD A RN T 0N, L —%ZTRLET,

G¥) [BlueCat] & 7' m /31 # & L CEBRLIZGEIT. BOO2—H—{Z, BlueCat7 RL A3 — %
) API TIRANBHTFAIN TSI E2MRLET, | NELIFEEOZ—F—D API T 7 &
FRIET D HFEICET AN TIL, BlueCat D~==2 7 /LEZ SR L T Z &0,

Cisco DNA Center ZH I {5 HRALFAEHE (FIPS) E— R BlueCat & #4815 121%. BlueCat 9.3.0
PEALET,

ATYT6 [View] Fuy7H o U ARG, T74VEDIPAM Xy hU—27 Ea—% 38R L E, HHAL 22—
OBREINTVDEE, [default] DAHN K v 7 X7 A MIFERSNET, Xy hU—7 Ea—N0
IPAM TR S, IP 7 RL AT —LDarTr e LTSN ET,
ATy TT1 [RT%E (Save) 127V v 7 LET,

RDBERY

REFAENIEFICBIN &SN 2 & MR8 3 5121, [System] > [Settings] > [Trust & Privacy] >
[Trustpool] IZ# &) L £,

)

GE) FZART= T, GEAFE Y — R S—=7 O TE 2EAE L LTERENET,

[System] > [System 360)ICBEEI L, AMEBIP 7 RL A~ 32— v iRENIERICTET L2 2 & & H
IJAL4 Li—é‘

Webex i & DR E

Cisco DNA Center iZ7 T A 7 > k 360 O Webex Dt v > a U EMARIEL £,

ARTY TN A=a—T A2 (=) #71V v 27 LT, [System]> [Settings] > [External Services] > [Webex Integration]
DIFIZEIR L ET,

AT w 72 [Authenticate to Webex] 27 U v 7 L ¥ 7,
AT v T3 [CiscoWebex] Ky 77 v 7D 4> RUT, ELA—NT KLAEZANL, [Signln] 227 U v 7 LET,
ATy T4 R2RU—FKEASHL, [Signln]Z27 V27 LET,
Webex BAENIEHIZTE T LET,
AT 75 [Default Email Domain for Webex Meetings Sign-In] C, Webex = ——D&E 1 A —/L KA A & AJj L, [Save]
7V w7 LET,

Webex XA A UFHMEEEIZER SN, FAS VEFRTAIT XA TO—F—DEEE2 T L7120 EFEIC
ML= Tx £,
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ThousandEyes D# & DAL .

ATvT6 (47T 3) [Authentication Token] T, [Delete] 227 U 7 L T Webex iZiEZ HIER L F9°,

ThousandEyes D& D&KL

&1 ThousandEyes APl =— 3 = > k & 1#{59 % K 9 T Cisco DNA Center A% L T, FGE h—
7 v %A L T ThousandEyes D & AN TE £7, A1, Cisco DNA Center (X7 7Y
r—a Y ~VA Xy v 2R — RIZ ThousandEyes T— = > DT A b T —X Z#Eflk L &
D

1R BHHIIZ

Cisco Catalyst 9300 35 L0 9400 &V — XA A v FH Y R— 577V r—a RAT 4~
7' %41 L ThousandEyes T— = > h A BB U722 L 2B L £,

ATV TN A=a—TA4ar (=) #71V v 7 LT, [System] > [Settings] > [External Services] > [ThousandEyes
Integration] DJIEIZER L £,
AT w 72 [Insert new token here] 7 4 —/L FiZ, §&FEh—27 v &2 AN LE T,

G¥) OAuth X7 77— h—27 %5 F 5 121E, [ThousandEyes] ~— I E) L £ 7,
https://app.thousandeyes.com/

ATvF3 [Save] &7 Vv 7 LET,

—™ N N N Er'.-l-'-l

TNV AT DETE
Y —EADOMED N T TNy a—T 4TI TH7=HIZ, Cisco DNA Center —E A D11
TRV EERTXET,

B LI E ST, B 77 A NTR Yy Ty INDT—FXEREWVET, &7 LUt
BREOTT, 2F D, FLoULE, BESNTZ VARV EDO LV TERSNTET =213 H
niE, I _CEENFET, 2L xiE, v LULE [Infol ITERET S L. [Warn] 3 K OV [Error]
b X Yy T FrInNET, IVELOT—FEXFy FF Y LT, MEDONTF TNV 2—T 4
VARSI OE I a S LNV ERET L I L EBEIO LET, HEXIE v LU
THLET, IV DT 42X 7 F v L, RAFRKGHIEIZRCA I FR— K7 711
THERTEZDLEOITR ET,

P —ERADOT 7 4V hOa 7 Lo-YUITIEERIEM ([Info]) NEFENTWET, FHHREMENDS
Ou T LYk SESEu Z LUL ([Debug] £ 7203 [Trace]) ([CAFE LT, LV EEHIZR
HEXY STy TEET,
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B = voovoms

ATy I

ATvT2

ATvT3

ATvT4

EE PFRESNDAREMENH D MO Z A 712X - Tid. [Debug] VAL ETINESN-0 7 TF
I AEHIRTHMLENHY £,

GE) v Z 77 ANMER SIS L CiscoDNA Center I8 A s D — ol RGN RFESNE T, 20D
F23% . Cisco DNA Center 3. GUI Tr 7 #R£& L“Ci%ﬂt“(é“i‘? 0 77 7 A L OEEERE
A XT2GB TT, BT 77 ANN2GB 556, W\l 77 A /WEH LW 7 A
NTEEEINET,

48O SRS

SUPER-ADMIN-ROLE#[R &> — P DOLN Z OFINEL ETTH N TE E9, FMico
WTIE, 22—V g—LofffE (117 2—Y) 28R L T EEN,

Ama—TAar (=) #7 Y v 7 LT, [System]>[Settings] > [System Configuration] > [Debugging Logs]
DNEIZEIR L £ 7,

[Debugging Logs] 7 « &~ R IZlX, IRD T 4 —/L RIRFRENET,
» Services
» Logger Name
* Logging Level

» Timeout

[Services] K2 v XU XA R HH—ERAZRIRL, ZOr 7 LV EFHEILET,

[Services] K v & 7 A ML, BLE Cisco DNA Center (Z5% € 31, EIT L TWVE P —EANF RS
nEJ,

[Logger Name] &= AJj L £,

ZHUE, m XTI LAY = A=V R NNT LY T MU =T a s R—x M 5720l
BIMEN T EmERKETT, ZOMRBEFEHT L. FoEELTKEIN, ZoEEERAT L.
TV =AY R— NDIeOICLERERDRONDARELRH D £, 7 Ay E—I1F, ZZTHRES
niaB— (Robr—2) IZXHLToOAEZIAENET, T 740 N TIE, v H—AIZIELcom.cisco Thi F
DL =T REENTWET, BNy r—U A3 0 ~FY0fEE LTANTEET, FRmIcH
IRSIVTWRWERD . 77 40 MEIRHIBRL7Z2WTLESW, *ZHT5L, 7 XTONRy T —Uhe
JI\CFgR S NE T,

[Logging Level] Ky 7 X7 U X RT, h—EROFH LR T LV ZRIRL £,
Cisco DNA Center TIZk DB 7 L~ULRHR— S I TWET GEMIZLLT, BIE)

o [Trace] : L —A A v E—V
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wv ro—soaRgERozE

«[Debug] : TRy T A yE—
e [Info] : EH 7 NEE/RIEERA v —
* [Warn] : EEREEA v —

s [Error] : =7 —{RAEA v E—

AT w75 [Timeout] 7 4 —/L KT, a7 L LOWRZEINL E7,

07 LoV A 150 BEALTRRE LET (~EHIIR) , #IM 2 BRI ET 256, N7 70y a—
T4 VITENRETTLH-NT, T 74 hoa L~z vy hTALERHY £,

ATy T6 BRNEFEZMZRL, [Applyl 27V v 7 LET
GERIRNEZ v AT DI  [Cancel] 27 Y v 7 LET)

2y 7= OBERERRDERE

[System] > [Settings] > [Network Resync Interval] DJEIZEIRT D &, 7/ a— L L~yL T3
TOTNRAADOKR—Y TR ETEH X £7, £7-. [Devicelnventory] Z R 25 L, T
ARV TREEDT NA ZADKR— I TR %2 B CTE £9, [Network Resync Interval] % fif

HALTR=Y TR EFRET S &, EDOfHN [DeviceInventory] AR — U > ZMRIE LV HESL
SNET,

1R BRI

W

« SUPER-ADMIN-ROLE #[RB & Fi > 2 —V D LN Z OFNEE FEIT9 52 N TEF4, M
IZOoOWTIE, 22—% z— L OfE (117 2—) 2B LT FFEN,

c AN N Y IEFAL AP D EEHRLET, FAL ABBRVEAL, T 2R
HEREZ M L TRIB L £,

ATY TN A=a—T A2y (=) #7VU 7 LT, [System]>[Settings] > [Device Settings] > [Network Resync Interval]
DNEIZ IR L 57,

AT w72 [Resync Interval] 7 « —/L RIZ, #H LWEEEE (5) 2#ALET,

AT9T3 (A7 ay) §XTOT AL Ax U CHE SN FOR—) TR E 4 — =T 4 R 555813,
[Override for all devices] = v 7 R > 7 A& A AL ET,
ATv T4 [Savel 227V v/ LET,
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B ==0s0xx

BEEOTDRT

ATy

ATy T2

ATvT3

ATy T4

Befr o 71X, Cisco DNA Center CEITSIN TWA S EIERT SV r—v a VBT EHR%E
BELET, S5, BAEe 7%, 7731 A PublicKey Infrastructure  (PKI) @A DWW T D
WMOLEBGELET, ZhooEEn 7OfdRIZ, 77V r—va U E721E7 31 A PKIGEFIC
B4 28 (H25E) O T IN Y a—T 4 o T e XETHEDICHATE £,

im0, BELLI AT LA XU b, BAELLYGH. LI — =258k T 5327
LATHHYVET, BEEn /2RI L. BERONOR T 7 7 A MTU AT AOREL LD
RSN ET,

Azma—TA4ay (=) #27Y v 7 LT, [Activities] > [Audit Logs] DIEIZEIR L F 9,

[#&r 7 (AuditLogs) ]V 4> RUT, Xy NT—FJNOBEDORY > —ICT 0 /a2 F R T
T, TNHDORY > —iF. CiscoDNA Center IZA > A F— L ENTWAT IV r— a il Txy
N — 7 TR 2 ZEA S ET,

BALTA LV ATALZZ Yy LT, Uy FURERT D7 —F O Z RO LB 0 faE L E
R

» [Time Range] 78 T, [Last 2 Weeks], [Last 7 Days]. [Last 24 Hours], 37z [Last 3 Hours] D I5fH%i
IR E T,

o WA LG EIRET HI2iX, [BfF (Bydate) 1227 Vv 27 L, BlItAHRFEKR THEEZIEE L E T,
s[Apply] 227 Vv 7 LET,

Mt o FiEAR 7 2RR T 513, BAr Z7OBICHLRME7 ) v 7 LET,

FEEAR 71X, W OO FEER Z7OBICRLZENTEET, K227V vy 7358, —EHDBEM
DFEEED 7 2R RTEET,

GE) B m 713, Cisco DNA Center IZ X » CEITEINZZ AV ICBET 5T —H&2F ¥ 7F v L
T, B o 71X, Cisco DNA Center I L > CEITENZF AT DY T H AT T,

(EE) EONRA ANZFRENTEER 7OV A NTRREDOEE /A v —V% 7Y v 7 LET,
FRONAL L TARYMID (EventID) >[4 XY RID%EY Y v FR—FIZ3E— (CopyEventID to
Clipboard) 1% 27V v 7 LEd, 2=/ ID % APIL CHEHT 5 &, A X2 M IDIZES AR Y
Ay —UERGTEET,

a7 OFMORA KR Y —0 [EiB (Description) 1. [2—H— (User) 1. [1 2 —7 x4
X (Interface) ]. [5E% (Destination) ] 3F /RSN E T,

GE) Ao 72, 3 v— FE# 4 & T POST, DELETE, PUT2 XD/ — A0 NEEDFE
e, THRAL RT3 a SNFEREREOY 7 2T REEOFENF RIS ET, Cisco
DevNet @ API OFEMIZ-DOWTIX, [ CISCO DNA Center PlatformIntent APIs] Z&M L < 72
S,
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| vRFLEEOHERK
Syslog H—/N\—~ADEZOST DI Y AR—k .

ATy TH ({ER) [Filter] 27 U » 27 LT, [UserID]. [LogID], %72 [Description] TR 7 %7 4 VX 7 L&
j—c
ATwT6 [Subscribe] &2 U v/ LTHEAR T ARV MEBEKLET,

syslog r—="—D U 2 M RERINET,
ATy TT  BET D syslog V—"—DF = v IRy 7 ZA%A L, [Save]l 27 Y v 7 LET,

G¥) Bt o 7 A Ry N OB EMRRT DI2IE, syslog b —_"—DF = v 7Ry 7 A4 7T LT
[Save] 27 U v 7 LET,

ATYv T8 SN A T, [Search] 7 4 — /L REMFEALT, 27 XA v E—YNORKEDT FA MERBLET,

AT T A=a—T A2y (=) #71V 27 LT, [Activities] > [Scheduled Tasks] T, OS D FEH LT /34 ADA
Wa7p EOTE, ETH, BETBIORBOEIRY 27 2R LET,

ATYFTN A=a—T A2y (=) #27 U »Z7 LT, [Activities] > [Work Items] ¥ 7 C, #47H, 52T, BILO%
OFZER B 2 L £ 7

Syslog b —/\—~DEEO T DI Y AFKR—F

X T ICETAH#HERE . LVEZECHERn 24 o JOldiz, BEEn %
CiscoDNA Center 61 v 8T —27ND U E— b Syslog h—/"—{Zx= 7 AR— b5 & &5
SHEEREL £,

syslog r—/"—ZEHEET 5 Z & T, EEA 1 7 % Cisco DNA Center 7> H D syslog —
Nl AR—=FTEET,

1R BRI
[System] > [Settings] > [External Services] > [Destinations] > [Syslog] fEJ# C syslog ¥ —/N\— %%
ETLHNERH Y E7,

RTYT1 A=a—T A2 (=) #27U v LT, [Activities] > [Audit Logs] DIAIZZIR L £ 7,
AT w72 [Subscribel 227V v 7 LET,

RATY T3 BT D syslog —/"—%INL, [Save] 27V v 7 LET,

ATy T4 AT HI2IE. syslog — N—DOEIREZfRER L. [Save] 7 U v 7 LET,

B R ERR

K A7 \ZIX, Cisco DNA Center THEITHD X AV FT LIEX A7, BIORLIEZX A71Z
B2 EWmnEREINET,
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B =aruo7s5 01

ATV TN A=a—T A2y (=) #71 v 7 LT, [Activities] > [Tasks]DJEIZEIR L £,
LD ~<A D [SUMMARY] fEIIZIZ, RO Y A FBRFRENET,
« [Status] : [Upcoming], [In Progress]. [Success], 33X U\ [Failed] # 27 % —~EHE R L £,
* [Last Updated] : i# 2 [3 Hours], [24 Hours], F 7213 [7 Days] IZEH INT= X AT 2—EFRK R LET,
* [Categories] : DN T TV IZHEASNWTH A Z—EFRRLET, —EITEEOI T T 2 RINTE
ES
* [Recurring] : EHI /e X A7 e —ERRLET,

ART9 T2 XA V%7 »27 LT, [Starts], [Status], [Lastupdated], BLOEH%DH 27 #EITHOX AT |
SETLIEZ A KL 2 A7 BT 2 BIERETRT AT A RA oA U EHEET,

AT9 T3 K LIH AT DATA KA 24 C, [DownloadErrorReport] U > 7 %27 U v 7 LT, THETNDH A
JDTT—LUR—haeXyran—RFLET,

tar 7 7 A VIMERRE ., B —H b = R EESNE T,

GE) YR— M —AEERT ABIC, EHDHZENTELZFOMOIEMICINZ T, F7re—RL
I~ —Lh— Rt TEET,

S RA%D 79 T4 71k
Cisco DNA Center 7 7 A X TR AME (HA) 27 77 4 72921213, WOFNEESFITLE
s

ATY TN A=a—TA42a2r (=) #7 Vv 7 LT, [System]>[Settings] > [System Configuration] > [High Availability]
DNEIZEIR L F 5,
AT 72 [Activate High Availability] 2727 U v 7 L £,

HA OFEHIZ WX, [Cisco DNA Center High Availability Guidel] # &M L T 72 &0,

AVENL S N S
MERTEDERTE
T AT U F—)LIp ED /L —)L53 . Cisco DNA Center & Cisco DNA Center 77 v 7 4 — A &

BETOIVENRS DT — RRX—FT 87 7Y r— a3 ORI IET 5286 1%, [Integration
Settings] Z X ET HME N EH Y £7°, CiscoDNA Center D IP 7 RL AN, A Z—F v R4k
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| vRFLEEOHERK
nsqvrvt—snzz |

-

Ry N —Z 28T AMOIP T RL AN v B 7 ENAEEICE,. 20 k)
IREBBAFEALE T,

| o

BE CiscoDNACenter /N> 7 7w 73 L UME L%, [Integration Settings] ~— 27 7 AL, (&
FH U T) ROFNEZEHH LT [Callback URL Host Name] = 7213 [IP Address] % % #1925 4%
ERHD ET,

188 BRI
CiscoDNA Center 7’7 v F 7 4 —L A VA b—L L TEXFET,

AT TN A=a—TA14ar (=) 27V v 27 LT, [System]>[E%ZE] > [Integration Settings] DJAIZEIR L £,
AT9 T2 = KRX—=F 4877V lr—3 9 7 CiscoDNA Center 77~ b 7 4+ — A LiBET D & IR T D M0H
»3% % [Callback URL Host Name] % 721X [IP Address] # AJ1 L £ 7,

GE) [Callback URL Host Name] % 7= (% [IP Address] %, Cisco DNA Center {ZINEIHIIZ~ v B 7 40
TWDHEANT AR A M ETZIZIP T RLATY, 3/ — K2 F72%%8y vT7 v 7DVIPT R
AR ELET,

ATY T3 [Applyl 227 Vv 7 LET,

> ~ A =JL =
O0A o AYE—VDETE
CiscoDNA Center (IZ 2 7' A V' L= R_RTCOZ—P —CERENIA v E—VERETEET,

5RO BRI

SUPER-ADMIN-ROLE F 72133 2 7 A EHHERR 2 > CUSTOM-ROLE O —%—D A3 =
DOFNEEZFETTHZENTEET,

ARTY TN A=a—TA42ar (=) #71V v 27 LT, [System]> [Settings] > [System Configuration] > [Login Message]
DNEIZER L ET,
AT w72 [Login Message] 7F A hAR v 7 RZA v =V DT FA M2 AN LET,
ATY T3 [RTE (Save) 1227 VU v 7 LET,
Z DA vE—IE, Cisco DNA Center 7 27 A > ~2— D [Log In] RE D FICFERENET,
BTIDORA =V EHIRT 25613, ROFIEZETLET,
1. [Login Message Settings] ~*— 2R YD £,
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W Jorome

2. [Clear] %27 VU > Z7 L, [Save] #7 U v 7 LE7,

O N =JL ==
:7EJAF:/ODEZ;E
CiscoDNA Center L FELL TWVWAB Ry U =T TN ZEDEOMNE L THRESNLTNHDE Y
O% L —R—NH LI, 7O YR ~DT I RAEHRETIHILENH Y 9,

)

() Cisco DNA Center /£, Windows New Technology LAN Manager (NTLM) #BiEZ&fEH 327 1%
Y= N—Z P R— b L TWERA,

1R BRI

SUPER-ADMIN-ROLE ##[R & Ff o> — WV DHN Z OFNEEZ EITT D 2 e N TEE9, Mo
WTiE, 2—Y a—LOfE (117 X—) 2R LT 7EE0,

1|

ATFY TN A=a—T A2y (=) #27Y v 27 LT, [System]>[Settings] > [System Configuration] DJIEIZER L £ 4,
AT 72 [System Configuration] K2 v 7 Z 72U 2 k)25, [Proxy] > [Outgoing Proxy] z 3R L %9,
ATYT3 Tax H—N"—@OURLT FLAEZASILET,
ATy T4 Tax i —nR—0DKR—- b EFEANLET,
GE) « HTTP O& . AN— hEZI3EH 80 TI,

o N— FEZOHEFHIL 0 ~ 65535 T,

RT9Ts (AT vay) Taxih—N"—NEEEENLE LT LA, [Update]l 27 UV v 7 LT, Fr¥d—r—
T 7B ATHDD2—Y = L2 T—REANLET,

AT 76 [Validate Settings] = v 7 7R v 7 A% 412 L, #AKFIZ Cisco DNA Center T2 1 & U AERRE O FR E 23
RESND KO LET,

ATy T BRNEZMZRL, [Save] 27V v 7 LET,

ERNEEF Y BT 5I120E, [Reset] 227V v 7 LET, BEHFEO T 0 XU ELEHIRT 5121, [Delete]
Vv LET,

TuXERE LT, [Proxy] V4V RUVICREZR R TEET,
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| vRFLEEOHERK
w2y 7s1z87 2#25E I

¥ T4 ICBT HHEEIR

CiscoDNACenter 1%, TN EHAEK LT =X —BIOWEHNROFRA MNEXry hU—7F 4 ZHD
ZEOEF2 ) T A RELRRIELET, XU T o HREIT. RIS L T, ELSERET
HMENRHY T, WOEX2 U7 ¢ IZBETHHELEFIRITHED Z &AM HERELET,

s Cisco DNA Center |, 7T A4 X— "Ry =N, BXOA & —F v MpEDIE
B TX2VW Ry hU— 27125 LT CiscoDNA Center Z BV TWRNWT 7 A T 7 4 — /LD
BIZEAL TL7ZE,

EBHARY NU—J 2 Z—T T4 X3y NT—7 PMEBNZEH D55 1X, CiscoDNA Center
DEHA L H—T 2 A AL D H—TFTA XA LV H—T o AT NENEHE L Y N U —
Pl =TT AR Ry N7 LTSV, 22X Y, Cisco DNA Center
OEFHIZHEHINIY—E AL, Xy NT—I TS AL OBEBIOEHRICHEHIND
=R DM THIEIZR Y NT—2 GHEP TONET,

3 ) —RKJ T AH¥y T v 7T Cisco DNA Center BT H2HEAIT. 7T AKX A L H—
T oA ANGEES TRy T —JIZEHRINTWND I EE2MHBR LT EEN,

Ny FOTF U ABTELRY BRI, ¥XF=2 VT 4y FE2BLEERT v 77 L —
R C Cisco DNA Center %7 > 7'/ L— R LT I2& W, #FMlc oW TiE,  [Cisco DNA
CenterUpgrade Guidel]] &ML T 72Xy,

« HTTPS 7' 1 % % — _— %3 % Cisco DNA Center IC L > TT7 7 AZND U E— |k
URL #illfR L C< 72 &V, CiscoDNA CenteriL, 1 ¥ —F% v MEBETTZ7E®ALT, Y
TR =TT T T—h, TARVA, THRAAY T "Ny T2F 7 ra—KLiZ0, &
O~y TEH|, 2—HF—T7 4 — KNy IR LT ICHESN TN E
T TNODORMTA 2 —Fy MRz Ritd 5 2 LITWAEME T, 7272 L, HTTPS
Ta kU —N—% 0 L TR ARt L E T,

BEFNDIP T FLABRLOFHOALZFF L, RMEHDOR— h~DXy MU — 7 a7
Byl THIEILED, T AT U4 —%EMH L7 CiscoDNA Center ~D A J13 LUV
TEHEZ X —T 74 X 2y U= TR EHIR L T 7ZE0,

* CiscoDNA Center ® H CLE4 T — N—fEELZ . NEHGEIER (CA) 12X > TEL SNTFE
BAZICES L T EEN,

MHLTWDH Ry N — 7 BRETRRERGA L, SFTP At — N2 LES, 20
ET—RFRTIL, VY= Xy bNU—7 T ZANREHEWRFEAA — b &l LT Cisco DNA
Center |t TX 9,

T TGP R—ZADT T IAT UV ABRETV AV —FE2EHILET, 20U 4 HF— NI,
H O B4 GEHENME L T ET,

e x/NTLS X"— g %7 w77 L— RL%E4, Cisco DNA Center TiZ. TLSvI.l B LW
TLSVI2 3T 7 /L N THENZ > TWET, AL TWD Ry NU—JBRECHRERYE
At BDTLS N—Va v & 12 ICRET DI EAMLELF4, Fco VW TiE, &b
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SRTLEEDER |
B a01ss—oa 08 Re-SHADEMIE (RETHLY

TLS /N— 5 DT L RC4-SHA OF M (ZETHRY)  (84—) HMLTL
722N,

R/INTLS /N—2 3 U NDZEE & RCA-SHA DEZE (BETHLY)

X)) T4 ICBAT HHELEEIE : Cisco DNA Center D525 H ® TLS Bt lc >\ Tik, /N TLS
NR=Ta & TLSVI2IZT v 77 L— RT5 2 L& LE7,

SEBFR > N T — 2 N D ) — A7 K REST API 3Rk (/ — A3 K REST APl ~X\— A2 D
TV =gy, 77U BXOHTTPS Z24# H L T CiscoDNA Center (Z#55: L T\ D K v
KD —2 534 A2 L) 1X. Transport Layer Security (TLS) 7’1 b2 /L&2H L CTHRESNE
—§—O

7 7 4/ h Cl, Cisco DNA Center /% TLSv1.1 & TLSv1.2 ¥ 74— F L'E9 A, SSL/TLS £t
® RCABF IV AR—hLERHA, RCAKSIZIIBEAOTERH L2, Ry hT—T T34
ATHR=FENTWBEEAIT, H/NTLS N—Va v & TLSVI2 T v 77 L—R+5 2 &
EHELEL 9,

Cisco DNA Center fllfl FO X v U —27 T34 ANPEFOH/NTLS /3—2 3 > (TLSvIL.1) F
721552 AR — h TE R WA, CiscoDNA Center (2 (/N TLS X—V g VX T T L—
R L. RC4-SHA BN T HREL 7V aryBDHEENTWET, 2720, E¥%=2V 74 1
DB H>5 ., Cisco DNA Center TLS D/~ g &2 X 7 7 L— K L7z Y RC4-SHA K 5% H
L7z 4 252 xR IEEA,

Cisco DNA Center C TLS D/ 3—0 5 > DZEFH R RC4-SHA OFIUE N MLERIGEIL, 7774
TrAICu AL, CLI Z AL TITWEd,

A\

GE) CLIz~r R, VI—ARZTEIZERINDAREMERH Y £9, RO CLIOFITIX, 7XTH
Cisco DNA Center U U — A H SN WAREH O H D o~ RECEHEH L TWET,

18 H B HIIC
ZOFNEEFITT D7D, maglev SSH 7 7 & AMERMN ML E T,

BEE —obvx=2U T (HEBEIX. Cisco DNA Center (R — F 443 Z A L £, ZOFIEOFEITICL
V. CiscoDNA Center f > 7T A KT 7 F v ~DR— D T 7 ¢ v 7 NEFEN /25 2
ERBHYET, LR -> T, TLSOREITHEITORNEIICL, A7 =7 R E 7213 A
T AR FRIZORIT O BN H Y FT,

ATYT1 SSHZ AT bafEHLT, FEVAV—FTHEELZIPT KL ATCiscoDNA Center 7 77 A 7 2 A
a7 A4 LET,
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ATy T2
ATvT3

ATy T4

ATy TH

ATvT6

BITLS A— a3 OEEL ReSHA DAL (Z2ThL) [

SSHZ A4 7 FCANTAIPT FLAF, Xy hU—7 TETZHICRELEZIPT RLATY, 20D
IP7 RLVRARIE, T I9AT AR R Yy NT—T I8 LET,

FEREINFEAIT. SSHT 7B 2AHIca—F—4 20— 2 A LET,
WDa~y REANHLT, 77 AZTEERNI/>TND TLS N—V a3 » ZiER L E T,
451

Input

$ magctl service tls_version --tls-min-version show
Output

TLS minimum version is 1.1

JITAZDTLS N—Va EERTLHGAIL. ROa~vr ReE A LET, 72 & 2L, Cisco DNA Center
FIHEI T DRy hT—27 T ZANRPFAFEDTLS NN— 3 A R— F TERVWEAIE, BIEOTLS N—Y 3
VE TN a VCERTHMENELLZERHY T,

Bl TLSN—2 321105 10~ADER

Input

$ magctl service tls version --tls-min-version 1.0
Output

Enabling TLSv1.0 is recommended only for legacy devices
Do you want to continue? [y/N]: y

WARNING: Enabling TLSv1.0 for api-gateway
deployment.extensions/kong patched

Bl : TLSN—=23 21155 12 ~ADEE (RC4-SHA ZHZIZ L TLELMEE DA AEE)

Input

$ magctl service tls_version --tls-min-version 1.2
Output

Enabling TLSv1.2 will disable TLSvl.l and below

Do you want to continue? [y/N]: y

WARNING: Enabling TLSv1.2 for api-gateway
deployment.extensions/kong patched

GE) RC4-SHA K5 B3GR o TWAEE, TLS N—Va U 12 2 F/IN—Va v LTHRET S
ZEEV A= FENTWERA,

75 AR TRCA-SHA ZHIMNCTHICIE, RO~y READNLET (BX=2T7 THRWVWED, LWELRES
LT EEn)

TLS N—T 3 v 12 08 g/h3—V a o THHEA. RCASHA B S 2 AN T A Z EE T R—F ST E
A,

Bl : TLS IN—< 3 2 1.2 BAERIZHE > TLVLY

Input

$ magctl service ciphers --ciphers-rc4=enable kong
Output

Enabling RC4-SHA cipher will have security risk

Do you want to continue? [y/N]: y

WARNING: Enabling RC4-SHA Cipher for kong
deployment.extensions/kong patched

T R TCROaw L FEANLT, TLSEBLORC4-SHA BRRTESNTNWDLZ L 2R LET,
151

Input
$ magctl service display kong
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Output

SRTLEEDER |

containers:
- env:
- name: TLS V1

value: "1.1"

- name: RC4_CIPHERS

value: "true"

RC4 B XN TLS Ofg/hN—2 3 URERE S LTV D84 1%, magcetl service display kong ==~ > F® env:
WCURARENET, ZROHOEPRESILTWVZRWIGAIL, env: ICERSNERA,

RTw T LRNZAENC LIz RC4-SHA B 52 T 2581018, 7 7 A X Ckoa~vr RE A LET,

Input

$ magctl service ciphers --ciphers-rcd4=disable kong
Output
WARNING: Disabling RC4-SHA Cipher for kong

deployment.extensions/kong patched

AT w8 CiscoDNA Center 7 7T A T Anbua 7w b LET,

JOXJEEBHEDETE

Fv NI —IHERIZE > T, 7% 7 — b U =A%, CiscoDNA Center & EFH 325 U £—
Fry hT—27 (SEZERRY NT—I TR ZA%ETe) OMICFET DAREMERH 0 F
Fo 80443 7 E DI/ — MIDMZ DY — vy oA Tr¥ k@b LET, 20k
W, CiscoDNA Center HIZFRE SN2y NT—I T NRA AMLDOSSLE vy a ik, 7ax
V=M A THRTTHZLIIRVET, LERoT, ZhHbDYE— Ry hU—Z7NIC
LIy NT—=TTNA AL, xS — b U A fRH TOH Cisco DNA Center & {5 T X
F9, Frv NU—27F/3( A CiscoDNA Center £ 721X, (FFETHHAIL) Yud 7 — L
VA LBETREBECXLIEREMNT LD, *y NT—T T34 A%, BE#ET 5 CAL—
FEERE T, E3REORR TIE Y — N EH OFEAEZ > T, @Ecreya=7
ENTZPKI hT A MARTERETHLERD Y 7,

PoP R/ — ERIC LS TT A ZADA R —= FHIZZDO L S 27 aF VR EE SN TN DY
BlE. F*y MU =7 T3, ANZEAIT CiscoDNA Center ZEfHB L OFRIECEx 5 L olc, 7nm
* & Cisco DNA Center $— N—GEHEL[F—IZT 52 L A HLEL £,

7'm ¥ — U = A 78 CiscoDNA Center & EIXIG DV T — h x>y b —7 OMITHIET D
Xy bU—=7 bR YT, ROFIEZFATLTT mF 2 7— b U = A GEHFE A Cisco DNA
Center |24 > R— M LET,

1R & BHEIIZ

* SUPER-ADMIN-ROLE#EfR &2 FF D2 —F DLNZ DO FINEEFEITTH 2 LR TEET, Ml
WZOWNWTHE, =2—%F v— Lo (117 X—) 2R LTEE0,

» CiscoDNA Center & F DV —E A |ZEZETDH 02X — b o =2ADIPT RVAZFEHT
HUENRH Y F9,
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ATy T
ATy T2
ATy T3

ATy T4

ATy TH
ATvT6

ATy 17

VAT LEEDEK

Jonxvanzonz [

e XV = I A THEMFHENTWAIEHE T 7 A L EFH > TWAMENDH Y £
T, FEAET 7 A LONFIL, ROWVWTANTHERENTWALENDH Y £9°,
*PEM £ 72X DER JEXDO T B X v 7 — F U = A OFFHE, BIXOHCES SNTZFEH
*PEM £72IIDER ERXD 7% ¥ — b U = A OFEAE, BLOHZRBEMD CA I
Ko TRITEINTZAEAE,

«PEM F72IXDER EX DT %y F— v oA OFFAEL ZOF = — 1,

TNARET XU — b oA THEHINDFEAEL., ROFIEICHE > T, CiscoDNA Center
WA VR— b T HLERHY F9,

A=a—T A2y (=) #27U vZ LT, [System]>[Settings] > [System Configuration] DJIEIZE&IR L %9,
[System Configuration] K2 v 7' # 72 U A k35 [Proxy] > [Incoming Proxy] Z & L &7,

[Proxy Certificate] 7 1 > K7 T, (FFET 25T BEOTmX o7 — MU oA GEAED T — % 2 £KR
L\i—a—o

GE) [Expiration Date and Time] (%, 7'V = v VIE#ER: (GMT) fECERINET, iEHAEFZHAR D
2 % ARIZ, Cisco DNA Center ® GUI IZ 3 AT AEFINERINET,

TaXx T — by e A GEHELZBINT 5121, B OEAGENEE 721X CA GiEW]E % [Drag and Drop Here] 5
WIZRZ v 77y Ry 7 LET,

G¥) PEM £721X DER 7 7 A /b (BRBAF—MESAUIEED 7 7 A VB 7200205, Z oz EH L
T Cisco DNA Center {21 AR — FTEET, 6T, ZOFNEIZITEF— i%\gf“!‘ifoﬁ <.
Cisco DNA Center {27 v 7' m— R SLEHA,

[R%E (Save) 127V v 27 LET,

[Proxy Certificate] 7 4 > RUZHEH L, EFsnz7ax 7 — Ny oA iEAEOT ¥ 2R R LET,
[Proxy Certificate] 7 « > K7 IZHR R S ERIZ, BT LWREIEA . BITE. B L OREIKE 2 KT 5
EOITEETHILERNH YD 7,

TuxTF— b A GAFHEOKREZ AN T HITIE, [Enable] RE¥ &2 Y v 7 LET,

[Enable] RZ %7 Vw7 F5EL, TuaXi 7 — Ny oA NbLOERKIZa br—F 03 A R— 3
7aXy S — s = A FEAELZKLET, [Enabled] R¥ %227 U v 7 LaWEE, v ha—F 3MH
DHEBLAEAEF A VAR — SN CAFFAEEZ Voo X — h U =2 (IR L F T,

Tuax v — b oA GEHEOKRENEH STV A YA, [Enable] A& N30 L —FRENET,
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SRTLEEDER |

B ssios—+wrrTnxamgoryTn—+r

SSLA U A—tTJhJOxiIBAED 7y JA— K

CiscoDNACenter & V7 " U =T T v 7T — DX U a— Kt T D Cisco Cloud & DT
RE SN2 B F P —"—TSSLESZNAIT /> TWELLEE, EXRERERENLRITSN
TFAEAEAZFERH L T e UM B SN TVDA I 2R LT EEY, T4 X— FNEHE
ZERM LTV HEIE. ROFIEZFETLET,

)

GE)

X2 UF 4 2T BED, L— F Iz ~DT 7 & AL Cisco DNA Center THEZNIZ 72> T
WET, FIRFE TV TIE, 23R DN —T 4 VT VRTAET AN
AT LT 7 RHATE WD, EAEOU A7 N ENET, 2720, Zokr7varo
gy REMHTAHICIE, b= b = WS T 7 B AT AR D £, HIRA &
L DO—B R (102 X—) ZBRL T &N,

ATy Tax o h—"—0iE (pem ) % Cisco DNA Center #—/3—® /home/maglev T 4 L7 MU IZ
R LET,
maglev = —% — & L T Cisco DNA Center %—/3—|Z SSH THific L. RO~ K& AL ET, <proxy.pem>
X, 7e¥ o — =0 TLS/SSL it EH 7 7 A /L TT,

ATvT2

ATvT3

ATy T4

$ sudo /usr/local/bin/update cacerts.sh -v -a /home/maglev/<proxy.pem>

Toavwy RNE, kROXSBHEAEERLET,

Reading CA cert from file /tmp/sdn.pem

Adding certificate import 1E:94:6D:2C:81:22:BB:B2:2E:24:BD:72:57:AE:35:AD:EC:5E:71:44.crt
Updating /etc/ca-certificates.conf

Updating certificates in /etc/ssl/certs..

1 added,

0 removed; done.

Running hooks in /etc/ca-certificates/update.d.

done.

Deleting tempfiles /tmp/file0PpQxV /temp/filePtmQ8U /tmp/filercR3cV

o< K JIT,
A

ESCER

[1added)] DITEEEL., BMINTZENER TRWI LEHRLET, F=— 2 NOFE
ZOET I FRR 1 E2BIAGAENHY £,

WDa< REAH LT, docker BL O Z o JY— "—ZFHiL#h L £,

sudo systemctl restart docker
magctl service restart -d catalogserver

AT w5 Cisco DNA Center GUI 7257 T 7 R 2 MR L £,

AERAES S UBMEX—DYR—

CiscoDNA Center IZ. v =3 (HTTPS) DOFFEIZfEHA I 5 PKIGEH EE FUERE 2 R —

FLTWET, INHDEY T a Tk, CALEMEEIND —RICROONEHINE=—V e
v MEEHA L E 9, CiscoDNA Center (%, PKIGEIAEEIMEREZMH T L C. NEECA 225 X.509
SEAELZ A VA R— ML THREFEL, BELET, A & — b IN7ZFEAEIL Cisco DNA Center D

. CiscoDNA Center ') 1) — X 233 BEE A F
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| vRFLEEOHERK
imEr—ovi—t |

TAT T 4T 4 FEBAEIC/2 Y . Cisco DNA Center |TERIED 7= DIC Z DFFAELX> 7 S 47 b
IR LET, 29A4 T MI, J—ANRT U RAPIT AU r—a v b iy NU—7F 34
Xf‘é—o

Cisco DNA Center GUL Z{## I L CTIRD 7 7 A /L% (PEM £7-I1X PKCS 7 7 A VIEXT) 1
R—hTxET,

« X.509 ZFAAE

« fb% % — (Private key)

\}

GE) R —IZOW T, Cisco DNA Center T RSA ¥—DA ViR — b &V HR— KL TWET,
DSA., DH, ECDH, 3L WRECDSA ¥ —# A 73 AR — I Tz, £ R —FL7%
WTL &, £, MADOF S 27 A CHEX— 2 R#ETHLERH Y £, W
XF—DFY 2T AV A XFEH/NTH 2048 B FMLEITT,

A R— M DHENS, PIECA THRAT S NI A D70 X509 FEAFE & A & — 2 PS5 L2
HVFET, EHBEITETOMEF IS LTV AMBERH D ET, A AR—FTD L,
X.509 FEAAE L M X —IC S X 2 U T BN HENICT 7 7 ¢ 7S E T, Cisco
DNA Center [Z3FHEL . BERTHTFNAA RFFIZT AV r— g TR LET, 2 —2N
DY RAPIT 7V = a Xy NU—=IFRALATIE, Zibou 7 A AFHREFEHA LT
Cisco DNA Center & OfEHER AN TE 77,

\)

GE) HOBLAGTEHELZMEHAL/ZY ., CiscoDNA Center 121 ' AR— L7205 L3RI EE
loo P CA O X509 sEEA A Y AR— b T 52 L 288D LET, IHIT, PoP i
A IEFICEESE 221X, BCBARENE (57 4L kT Cisco DNA Center (2 > A h—/L
INTND) ., NI CAICL > TEAINZIEAETEES WX DMERH D £7°,

Cisco DNA Center (Z—EIZ 1 DDA il — FEH X509 FERAER L OWE X —721F 2R — b
LET, 2 0HDEAZELBIOMESF—%2 A R —rT5L, MO BEFED) A R — MK
FAEAEL L OMESF—OEN EEXINET,

AMAEFz—2DOYR— b

Cisco DNA Center Tl&, GUI 41 L Cit#E LB X —% A > 7R— R TX £ 9, Cisco DNA
Center {24 A — F SNDHAEAE (B4 SNTREVE) [ZORDBLHEAETF = —IZEEND
TALGEAEN S 25 E51X, TN O TAGEEHHE L 26 O TALCA D/V— FEEER 1T,
AVR=FINDH—DT7 7 A VTIEMSNHLERDHY £9, ZNOOFEHFELENT 55
BlE, BEDODFEBEOF =— LR CIEFTEMTH2HLERH Y £,

WOFEAZEIX, H—D PEM 7 7 A WIZ—FEIZHE D (T 2 R H Y £3, FEHFEOY 7V =
7 NG EFITIRERR T, ELWGEHENRA VAR — RS, ELWIEFRHRF SN THnDZ &

EHERLTLEE N, £/2, Fa—VICEENI TR TOHEN —HKIZE Y FIF 5T 5
TLEAMRLTLIEE N,

Cisco DNA Center ') 1) —RX 233 BEEHA K .
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. Cisco DNA Center 4 —/\—SIEAZ D EZ

* [Signed Cisco DNA Center certificate] : {4 7 ¢ —/L RIZ CN=<FQDN of Cisco DNA Center>
MEFENTNT, BITIUBFITHRD CN Z2Ff > T 5,

\)

GE)  WERREER (CA) IZLDBAANY OFEAELZA A F—LT 58
A1, Cisco DNA Center ~D 7 7 £ A9 53X TDDNS4
(Cisco DNA Center ® FQDN % 5¢p) H3EEED alt_names & 7
arTHRESN TS Z L 2R L TS ESW, FFlE SN T
. [Cisco DNA Center Security Best Practices Guidel] @™ [Generate
a Certificate Request Using Open SSL] #ZH L T 7231,

* [Issuing (subordinate) CA certificate that issues the Cisco DNA Center certificate] : {44 7 4 —/L

R1Z Cisco DNA Center DREHEZFITT 5 (FA7) CA O CN BEEILTWT, FITIEN
JL—h~ CADCN Thb,

+ [Next issuing (root/subordinate CA) certificate that issues the subordinate CA certificate] : -4
74—V RB— R CAT, BT T 4=V FERUETH D, TNHNFELET
RONGEIE, TOROEITITZEML THE £T,

Cisco DNA Center 4 —/\—ESFBAZ D E#H

Cisco DNA Center (%, X.509 FERHE & % 25— D Cisco DNA Center ~D A 7 R— h & A h L —
VEYVR—NLET, AR ETHE, GEHELAE X —%MFH L C, CiscoDNA Center,

J)=ANG U RAPL T U r—vay, BIORY N —7 T, ZADBIZZETEFTE

DRBAMERT A ENTEET,

GUI O [Certificates] 7 4 &~ R 2 LT, GERF LMEX—%2 1 VAR—FTE £,

4r & HREIIC
WER CA 2D FEAT SV A %72 X509 Gt EZ G T 2 MERH Y T3, FEHFIIFA T 58
Fx—IHR LTV D RERSH D 37,

ATV Tl A=a—TAar (=) #2717 LT, [System]>[Settings] > [Trust & Privacy] > [System Certificates]
DONEZEIR L E T,
RATw T2 [System] ¥ 7 T, BUEDFEHAET — ¥ 2B L £,

ZOU Y R ERONIF R LIz & SICHADOERE L L TRREND DL, Cisco DNA Center O H
BLAFAEOT — 4 TT, HOEBLIHAZOAEIRIL, BELIHKESNTWET,

GE) HREARO BT, 7Y = UERER (GMT) ECERRENET, EHEFLHIRD 2 4 H
B2, Cisco DNA Center ® GUI IZS AT ABHINE RSN ET,

[System] # ZIZIFRD T 4 —/)L RINFRENET,

* [Current Certificate Name] : Bi1E D FEAE D4 i,

. CiscoDNA Center ') 1) — X 233 BEE A F
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| vRFLEEOHERK

ATvT3

ATvT4
ATy T5
ATvT6

ATy FT17

ATvT8

ATvT9

Cisco DNA Center H—/\—iEBAZ DEH .

o [Ussuer] : fEAEICES L, GEAEZFIT LI T 14 7 1 D4,
s [Authority] : HC.E&4 F£721% CA D4R,
« [Expires] : aEFIEDO A IR,

[System Certificate] 7 4 > K7 C, [Replace Certificate] %27 U v 7 LE7,

Cisco DNA Center 2.3.2 LAFETlE, #1T CSR 24K T 235 A 12, [Generate New CSR] UV > 7 InFRR S 4L
F9, TSN DOEEIE, [Download existing CSR] U > 7 NFE/RrENE T, BEFEDOCSR 24 v m— |k
LTTa A Z—THE L, GEAFELZARTE LT, BEFED CSR 24 L2255 1E. [Delete existing
CSR] %7 YV > 7 L, ¥K® [Confirmation] 7 4 > K C [Accept] 7 U v 7 LEF, [Generate New CSR]
U BRRRINET,

[Generate New CSR] Y > 7 %7 U v 7 LET,

[Certificate Signing Request Generator] 7 « > K7 T, M7 4 —/L RICADLET,

[Generate New CSR] #7 U v 7 L £,

B SNTH LW CSRIFBEINICY Y o n— RS E T,

[Certificate Signing] 7 4 > K7 IZI%X, CSR D7 /T 4 NEREN, RO ENTEET,
*CSR7ENRT 4 %TL—VTFXFARNTaL—LET,
* Base64 % 2 °— LT MS CA 2/ Y fHiT £ 7,
*Base64 # X 7 u—RKLET,

EE) T4 P22V Y I CREAEA 3 55613, [Use system certificate for Disaster Recovery
aswelll] Fo v 7 ARy 7 A% A AT LET,

Cisco DNA Center |24 > AN — M DFEHED 7 7 A WIERZ A T2 @R L £,
«[PEM] : 7T A R— TNV AR A—)L 7 7 A LB,
* [PKCS] : AR —HF SALIRHEY 7 1 LTE

GE) [Generate New CSR] 47" v 2 U 28R U CREHEZ ZR L7256, [PKCS] 7 7 A L& A
RS 3 b

AEAEFRIT L6 p7b CREEDERR T = —r (= "—B X UCA) BRI TVWDH Z 2R L

F9, AARGEX, ROFIELFETL, F=— MR L GEANETET,

a) p7b/ > KL% DER B TH 7> v— KL, dnac-chainp7b & L TERIFL T,

b) dnac-chain.p7b FEBAE % Cisco DNA Center 7 7 A X | ZSSH /L Cav—LE7,

) kpa<wr REANLET,
openssl pkcs7 -in dnac-chain.p7b -inform DER -out dnac-chain.pem -print certs

d) TRTOIEHENSH NG S 4L, FITH & Cisco DNA Center sEIENRFENTNDH Z L 2R L
F9, PEM & LCT v 7 r— RaFfT LET, sEAERL—XT7 7 A VIZhL5E1E. ROFIEE
FATLT, a7 7 ANET T m— FLUTHALETET,

Cisco DNA Center ') 1) —RX 233 BEEHA K .
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. Cisco DNA Center 4 —/\—SIEAZ D EZ

AT9T10 GEAERITIENDA—XT 7 AV TRERFE & ZORITIC CA F = — U B s 561%, ROFIEE
FATLET,
a) PEM (base64) 7 7 A L EUNEET 57>, openssl Zffif L C DER % PEM [Z&H#: L %7,
b) FEE L ZOFITIC CA ZEifs L, GEIED S FAL CA 12§V T/L— Rk CA % T#% dnac-chain.pem
77 AMIEALET,

cat certificate.pem subCA.pem rootCA.pem > dnac-chain.pem
c) PEM & LCT7 v 7 r—R&kftLET,
ATy TN [PEM] 7 7 A VDOBFHE, IROX AT #FITLET,

* [Drag and Drop] fHIkIC 7 7 A V& KT v 77 KRRy 7 LT, [PEM] 77 A VE A R—KLE
D

G¥) PEM 7 7 A JVIZIX, A%h72 PEM IR OILIEF (pem) NH4ZETY, iEHEORKT 7
AP A XE 10 MB T,

Ty 7= RICET D E VAT AGEHESRIES NV E T,

¢ [Drag and Drop| fEIiIC 7 7 A V%2 RT v 77 R Fa w7 LT, [PrivateKey] A AR — F LET,

G¥) A —21d, AR X —TROJEET (key) DZMETY, MEX—ORKT 7 A
LA XL 10 MB T3,

Ty 7= RICEIT 5 L EF—PREES N E T,
« FA%E 20— D [Encrypted] i8Ik~ &, B 5fbA 7> a U ABIR L E5,
o B AL ZRIN L7854, [Password] 7 4 — /L RIZHE X —D /AT —RKEZ AN LET,

ATwF12 [PKCS] 7 7 A VDEHE, WDOHX AT HFEITLET,

* [Drag and Drop] SEIIZ 7 7 A V% KT v 77 KRka vy 7 LT, [PKCS] 77 A V&AL AR—KLE
ba‘o

GE) PKCS 7 7 A MZiX, A7 PKCS B OYLik+ (pfx £721% pl12) BMETY, GEHE
DK T 7 A V%A XX 10 MB T,

Ty 7u—=RICEAT LS E VAT AFEAESREES L E T,

* [Password] 7 4 —/L R CREBFEH O SA 7 L—X% A1 LE T,
GE) PKCS DH&Eid, A v AR—bF LIiEHEL AZ 7 =X 28 LET,

* [Private Key] 7 « —/b RIZOWTIL, BEF—OWE 547> a V2 BRLET,

* [Private Key] 7 4 —/L R C, W5 b ZBIR L725E1E. [Password] 7 4 —/L RICBE F— D /AT —
R ATJTLET,

ATwF13 [Savel 27V w7 LET,

. CiscoDNA Center ') 1) — X 233 BEE A F
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Gx) Cisco DNA Center —/N—® SSLEFHAENE 2 b b &, HEIWIZe 77U hEnbdiz
O, BFEa A UTHMLERHY T,

AT w14 [Certificates] 7 4 > RTVIZRY | TH S NIZGEHET — ¥ 28 LET,
[System] # 7 IZEK/RSIVDERPTEH 4L, H LWVEEEL . 8178, BLOSGERNKB S E T,

5V&B SCEP J 0 —H—D{EHA

Cisco DNA Center Cl, v b T —27 T /A A~OFEAEORGE L 70 Y 3 =2 7|2 Simple
Certificate Enrollment Protocol (SCEP) 23MEH ZivEd, MHA D SCEP 7' 1 —F LFEE—E
AEFEHLTZD, SMBD SCEP 7 rn—h i H L7 T&£d, /M SCEP 7 rn—h & & v |
Ty 7T LR, LTOFIEEZFATLET,

)

() SCEP OFEMHZ oW TiX,  [Simple Certificate Enrollment Protocol Overview] Z &1L T<L 72 &
Uy,

ARTFYT1 A=a—TA4ar (=) #7U » 7 LT, [System]> [Settings] > [Trust & Privacy] > [PKI Certificates] ®
JEIZIZEIR L £
AT w 72 [PKI Certificates] 7 4 > K7 T, [Use external SCEP broker] 47> a v RHZ &7V v 7 LET,
ATY T3 WHFEAEELT v 7 r— RT512F, ROWTIrOFT v a v EERLET,
« 77 AINVEENT D
c RZ7 977 RKRay7LTT7y7r— K75

GE) pem, .crt, .cet REDT 7 ANZATDIHEHTEET, 77 AP A XTI0MB LR 5D Z
LITXTEERA,

ATv 74 [Upload] #7 VU v/ LET,
ATw 75 T 74 /L hTiX, [Manages Device Trustpoint] A ZhZ /> TWET, DF VD, T34 AT
sdn-network-infra-iwan k7 A2 FARA > SR E AV E T, Cisco DNA Centerfk D FllHAZ FEITL T 72X 0,
a) 7 /34 A SCEP % H CrREEZ ERIT 586k URL # A ) LE T,
b) (EE) fEAECHEHEINAIEEOT 7Y =y N7 40—V R (H, Hug, M, fHRk. AL &)
EANLET, @4 (CN) 1L, TS ADT Ty N7 —51ID LT A ZAD T Y T VEKSHEH
L T Cisco DNA Center (2 & > CHERICEE SN E T,

¢) [Revocation Check] 7 4 —/V R C, Kuvy 77X VA&7 U v L, @UIRKNTF =y 7473
VEERLET,

d) (EE) [AutoRenew] F=v 7Ry 7 A% AL T, HEIBREOEEEZANLET,

[Manages Device Trustpoint] 23 EZNIZ 72 > TWDHE . T A ARAHRBIRVA VYL ADT 27 T A
TULARNIZEETDHLICT H0, 7734 AZTF#H)T sdn-network-infra-iwan 7 A R A > N &3 E
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SRTLEEDER |
B rsrossmz~ouyzEz

L. iEAEEZ A VR — h T 20 E N H Y £9, Cisco DNA Center [T /34 AFEHE KT A hARA > F Ok
Bl SR L TSN,

ATy T6 [fRT%E (Save) 127V v LET,
SR CAGERAENT v 7 — R E 7,

7 w7 a— RSN ANTREE A E X i 2 595515, [Replace Certificate] 27 U v 7 L, MERFEMAZ AT
LET,

RER PKIEEBZE~ DYV E X
SNIGEEZ T v 7 m— R Uit WERREBIENC ) 852 2 B A1E, RO FIEEFATLE T,

ATYTIN A=a—TAfar (=) &7V v 27 LT, [System] > [Settings] > [Trust & Privacy] > [PKI Certificates] ©
B3R L3,

AT w F2 [PKI Certificates] 7 « > K7 T, [Use Cisco DNA Center] &7~ a v RZ %70 v 7 LET,
AT 73 [Switching back to Internal PKI Certificate] 77— ~C, [Apply] &7 V v 7 L£7,

[Settings have been updated] A v E— I NFRSNE T, FMIZOVWTIL, TPKIGEHFEO 2 —/LZ2/L— |
MO TFNACAER] 2B LTIEEN, .

Cisco DNA Center PKI SEBAZ D T H X FKR— +

Cisco DNA Center TlE, T34 A& WIAFTH7-0D, AAA ( [ FY FILA] ERE) —_—
F 721 Cisco ISE vr— "= B = T 4 7 4 ZRKET DI DITNE IR T N A AGEHEA
Xyrua— RCTXET,

ARTY TN A=a—TA4ar (=) #7V v 27 LT, [System]> [Settings] > [Trust & Privacy] > [PKI Certificates] ™
JNEIZEIR L E 97,

AT 72 [Download CA Certificate] %27 U v 7 LT, 734 ACAZ T/ AKR— KL, [FTESH CAL L THMNE=
YT AT AIBML £,

iIRRENEE
TN REBAEDER

SRR T N ANT N, R B RIER L OGERIT 5 72 D12 Cisco DNA Center |2 & - THIT X
A EE RRB LU TE £,

. CiscoDNA Center ') 1) — X 233 BEE A F
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74 zanzoasumozz: ]

ARTY TN A=a—TA4a> (=) 7V v 27 LT, [System]> [Settings] > [Trust & Privacy] > [Device Certificate] ®
JIELZ BRI L £ 7

[Device Certificate] 7 1 > R 7IZI%, 1T SNIZGEHEFED AT —Z AREBIDO AT —Z A2 TICRRINE
—éﬂo

s [Expired] A7 —% A% 7 : HEHWMWIRBEINTAEHED Y A hE2F R LET,
s [Expiring] A7 —% AKX T : GHHRP TSN TWHIEAED Y XA N EHIETERLET,

c[Al] A7 —=Z 227 AReEEAE, HIRUINOREAE, B XOHRINEEOIEHED Y 2 & x
~LET,

* [Revoked] A7 —H# A4 7 : MY ESNT-GEAEEZR R LET,

RATw T2 GEAELRET LIHEIE. MK T 4 — /N RICHREBESLFIE A LET,
HIR LI AT —H A HZ T D [Issue To] DEIZ—E T 2EHENFREINET,
RTv T3 AR EZRVIETEHAIL. ROTFIEEZFITLET,
a) [AN] AT —HAETHT Vw7 LET,

b) [Actions] #I T, HY {HIREHFICKINT D [Revoke] 7 A 2 %27 U v 7 LET,
o) WRV4 YT [OK]ZZ Y v7 LET,

ATy T4 GEHEOMEZ T AR— T D551, [Exportl 227 U v 7 LET,
FERAE OIS CSV ER T/ AR —hENE T,

TN REEEAE D EH N EAF DERE

Cisco DNA Center Ci%, Cisco DNA Center D7 7 A ~— k (NHF) CA TEHBIOEHRL T
WHRy T =27 TN, ZDFENED A MM ZZHE T&E £ 7§, Cisco DNA Center TDFEM] #
DO DT 7 /v MEIE 365 H T3, Cisco DNA Center GUI Z 1 [ L CFEBAED A 20 1M
BEEWTH L ZHLIEEIZ Cisco DNA Center (Z%) L CREEAZ BRTH Ry NU—27 T 31 X
WZE DAY OMENREI D B THNET,

\}

GE) TNA AFEAEZED T A 7 X A MMli% CAFEIAED T A 72 A MLV KEL<THZ LidTxF
Hh, IHIT, CAFEHEDERY OASHIBARE INTZT A ADFEHEOAEHIM L v E
WIS TS ZEEAEOE BRI OME L CA SFAEDE Y OFWI &R Uo7 4,

ARTY TN A=a—T A2 (=) #7V v 27 LT, [System]> [Settings] > [Trust & Privacy] > [Device Certificate] ®
NEIZER L E 7,

RTY T2 TNAAGENE L BHEDT A AGEREOF MM A MEE L £ 7

Cisco DNA Center ') 1) —RX 233 BEEHA K .
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B raamgoo—LzL— oo TFHICEE

AT w73 [Device Certificate] 7 « > K7 T, [Modify] 7 U >~ 27 L%,
AT 74 [Device Certificate Lifetime] % 7 12 7R v 7 A2, HLWVMEEZADLET (B .
ATv TS5 [Savel 27 Vv 7 LET,

PKISEBAZD O —)LZIL— DS TLLIZEE

7 73A A PKI CA % Cisco DNA Center D77 A _X— K CA THY, ==L 7534 T FD
B OBEGOMES. LRI SN AFHERCT—ZEH L £, 531 APKICA Du—/L %
Jb— K CAMS FALCAIZERETHIZE, WOTFIEEZETLET,

Cisco DNA Center D77 A ~X— K CA Z/L— s CAD FALCAICEFETLH L XX, ko &
B LTLIE&E W,

» Cisco DNA Center 78 . CA D&EN#R7-FT L H512T 28568, T+ CTla—hCA (e x
IZ Microsoft CA) 7233 ¥ . Cisco DNA Center % F{\Z. CA & L TEDTWEHD LRI
i‘j—o

o AL CA DBEICHTEENTUWRWER Y | Cisco DNA Center [ZPNH/L— - CA & L TDO&%
E A LE T,

« Cisco DNA Center ﬁﬁ@gﬂiﬁﬁi%% R T7 A NEAEKL ROFIEOTRIZHES) . FH)
THEHNL— N CAIZELSEDIVLERDHY £,

\)

() Cisco DNA Center Id, Z ORI — K CA & LTIFITL
7f‘}L j‘iﬁ‘o

REFA BB RPN — h CAIC K> TEL SNk, GUIZER L TZ0OEL 7 741
JV% Cisco DNA Center {2 A — F LETHERH Y £ (ROFIROFERIZHED) ,

A ' AR— 4. Cisco DNA Center |Z TN CA & L THHEZHHIL L. TH CA DEEIFHERE
TR L £,

WE/L— b CA 2°5 FAL CA ~DEI Y B Z BT 734 A DOHIFE AR N AN 72> T\ D
SR (T 7N R) LTSS ZGEHEIEEBICEST SN E T,

GULIZR RSN TWD T CAGEEADIIMIL, GEAENOFRARONTZH DT, VR
T AR o> THAEIN DO TEH Y i’@f/\/o L7e->TAHH, GEIEZAZHM 1
FTA A M=V L TRED T AIZGUI THRS &, GEEOAIHIMIZZO L X TH 1
EEFRREINET,

TAL CA FFAE L LT PEM %7213 DER B A HfEHTE £,

TAL CA VL AL CA LEHE LW, B~V OREHEN & 525513, T ORI
HELTLEIN, 207D, TMACALLRY hT—7F /34 22k LT, GEHEDK
SNCEAT 2 ERNEMEINDZ LB /A, T CAIZIZZDFERNRNZD, T
TOFRy T —27F /314 AL FNL CA % Cisco Discovery Protocol (CDP) i4{§t& LT?D
AERLET,
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ATy T
ATy T2
ATvT3

ATvT4
ATy T5
ATvT6

ATy 17

ATvT8

ATvT9

ATv 710

pri RO O—LEL— koo T E [

[PKI Certificate Management] 7 ¢ > K7 ® GUI Zf# ] L T, Cisco DNA Center ® 77 A ~— |
(M) CADm—L%&Lb— K CAD FALCAICERTEET,

bad HAIIC
J— bk CAGERIED 2 =R UETT,

A=ma—TAar (=) #2727 LT, [System] > [Settings] > [PKI Certificate] DJEIZEN L £,
[CA Management] ¥ 7% 7 U v 7 LET,
GUI CEEfF DV — N £ 721X AL CA GEAEOR EE# &t LEJ,

* [Root CA Certificate] : BIfED/L— k CAGEIE (UMHBEITING) #FRLET,

* [Root CA Certificate Lifetime] : HLIED/L—  CA GEEORFTOAIHHE 2F R LET (HE) .
* [Current CA Mode] : BIfED CAE— REF/RLET OUb— F CA £/2IX L CA) .

+ [Sub CA mode] : /— F CA 2>5 FAL CAICEE T £,

[CA Management] % 7 C, [Sub CAMode] F=v /Ry 7 A&EA 2 LET,
[Next] Z#27 U » 7 LET,
RRINDEENEEHERLET,

=R CAMD FALCAICEET 27 B AT RICET I ENTEEEA,

¢ Jb— bk CA E— RTEE SN, ERIEGEAENRRITSNZR Y NT—7 T/\/f5<ﬁ>fa?b\ g
wu‘fézgﬁ\&)@i?‘ Z/]\U 774/\/1)2% OT/I/*‘}‘CA:E?‘}‘VC;\Zﬁl/ﬁ_ 1:| \ JL—
N CA DG AL CAICERT HRNC, MVIELEZTLHAHLERH D 7,

s TALCADEET B EANKT L, *y NI—ITNA REF LT NI TEERA,

[OK] %7 VU v 7 LTHATLET,

[PKI Certificate Management] 7 ¢ > K7 {Z, [Import External Root CA Certificate] 7 4 —/L KINFE /R SV E
‘a‘o

[Import External Root CA Certificate] 7 4 —/V RiZ/b— bk CAFEEEZ F7 v/ 7 F Fuy 7L,
[Upload] 227 V » 7 LET,

JL— b CA FEFAZE ) Cisco DNA Center (27 v 7' 11— K&, fEAEBLABEROABRIHER I NET,

TyvZua—R7TaAR5E T35 &, [Certificate Uploaded Successfully] &5 X v —URNERIIE
j—o

Next] 27 U v 27 LET,
Cisco DNA Center CREMEZBX BERPAERINTRAINET,

Cisco DNA Center TR SN2 3FAEBA TR A GUI THER L., ROT 7 3 OWTNNEFITLE
ﬁ‘o
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B o —FreangoTnesazy

ATy TN

ATvT12

ATy 713

ATy 714

ATvT15

ATv 716

ATV I

*[Download] V7 %27V v 7 LT, iEAEZBALERTZ 7 A O —R ) abt—%2 Xy ra—RLE

D

Z D%, ZORRAFEBLERT 7 ANV EEFA—NMIEMA LT, b= CAICEETDLILATE

£
* [Copy to the Clipboard] U > 7 %27 U » 7 LT, fEAEBLERTZ 7 A VONEZ 2 E—LET,

Z D%, ZORAFEBLBERONEZET A — /MO AT 50, BEFA—VITHRAZ 74108 L

THEF LT, = FCAICEETAZ N TEFE T,

SERAEZEAER T 7 A V& — b CAICEELET,

JL— R CAMLS ML CA 77 ANADIRENFET, ZDT7 7 A /L% Cisco DNA Center IZA > R—  LET

VENH Y £,

— K CADD FALCA 7 7 A V&S5 L7, CiscoDNA Center ® GUIIZFFET 7 2 A L, [PKICertificate

Management] 7 « > K7 2R Y 77,
[CA Management] ¥ 7% 7 U v 7 LET,
[Change CAmode] RZ > D [Yes] 227 U v 7 LET,

[Yes] 7 U w274 5L, GUUSGEHZEEL ERANEREINE T,
Next] 27 Vv 27 LET,
[PKI Certificate Management] 7 ¢ > K {Z, [Import Sub CA Certificate] 7 « —/L RBEFRREINFE T,

[Import Sub CA Certificate] 7 1 —/L RIZ L CAGEHELZ KT v 7 7> K Fa vy 7 LT, [Apply] &7
Uy 7 LET,

AL CA FEFAEDS Cisco DNA Center |27 v 7' a— RILE T,
7 v 7a— RKN%ETT 5L, GUI O [CA Management] & 7\Z, F{L CAE— RNFRINET,
[CA Management] % 7 D7 4 —/)L K& R LET,

« [Sub CA Certificate] : BIED F{iZ CA FFHEZF R L £,

» [External Root CA Certificate] : /L — F CAGEIEEZFR R L 7,

* [Sub CA Certificate Lifetime] : Tz CA GEHIEDOF I 2R - L ET (HE) .

* [Current CA Mode] : SubCA £— K& F /R L £,

A—)LA—N—THCAFEHENTRE 3=V

Cisco DNA Center CTl&, BEfFD FAL CA OF AR A 70% LU E#GE L TW a5, 2—%—

Nu—)LA—/S=TFALCA &L LT EEAEZEN T2 2 LN TEET,
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ATvT1

ATy T2
ATvT3

ATvT4

ATy TH

ATvT6

n—LA—n—ThicAsEBEDTnE =25 |

1R BHHIIZ

e TALCA v —)V A —R— TFubva =7 %tEd 512k, PKIGEHEDOHER % AL CA
T RNIEELTBLISLERSHY £7, PKIFEAZEO T — L& /L— "5 FALIZERE (96
N—=) BB LTLIEEN,

« BUED AL CA FEEOABIARAY 70 % LLEREE L TV Z L ARETT, Z ORI
72% & Cisco DNA Center ® [CA Management] % 7 @ FIZ [Renew] 7N # U N FRR S HUE
‘a‘o

o 0 — /LA — =L CA DELfHE PKIGEREZED 2 ¥ — NN T,

A=ma—=TA=ar (=) 227V vz LT, [System] > [Settings] > [Trust & Privacy] > [PKI Certificate] ?
JIELZBR L £ T,
[CA Management] ¥ 7% 7 U v 7 LET,
CA REITEOBER M2 Ml L £
* [Subordinate CA Certificate] : BLfED FL CA GEAZEZ R R L £ 7,
« [External Root CA Certificate] : /L — bk CA GFIAEZF R L £7,
* [Subordinate CA Certificate Lifetime] : BIfED FAL CA EFAEDO AWM (B 2FRLET,

« [Current CA Mode] : SubCA =— F&F R L £,

[Renew] =7 U v 7 LET,

Cisco DNA Center I[ZEEFD FALCA A LT, B—/ L4 — N—Ffif CA DIFAEBS 43R A2 AR L. #
i_\‘bi‘d‘o

AR ENT-REAESE 4 R A GUI THER L, ROT 7 v aroninmnzeEZITLET,

«[Download] V7 %27V v 7 LT, iEAEBALERTZ 7 A DO —R)ab—& Xy ra—RLE
—g—o

TDWH%, ZOHFHEBLIER 7 7 A NVEEBEF AR LT, »—FCAILEETHZ LR TE
jETO

* [Copy to the Clipboard] U > 7 %27 U » 7 LT, iEAEBLER T 7 A VONEEZ 2 E—LET,
D%, ZOFEHEBZBLBERONFEE T A — /MY 1T 50, BFA— VI T7 740 & L
TR LT, —F CAICERTAZ N TEET,

AEAEBA TR 7 AV ENL— b CAIZEHELET,

WIZV— bk CADBa— /LA — N—T{LCA 77 A V&K ELTL B &, 1% Cisco DNA Center {21 >
A—FLETHLEIH Y 7,

TAL CA B — LA — —DIFHEZELZ FH5R T, RootCA FE— RK>5 SubCA F— RIZHI Y Bz 2B Ic A ~
AR—=FLETLCAICEL LT-L—FCA LREIUL— R CAICKL > TELESNDILERH Y £,
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B 7 xamaErsz ke roR

ATvT1 = CANDLR—LA——Th CA 77 A /NV&%I5 LIzt [PKI Certificate Management] 77 > K
WZRY 97,

AT 78 [CAManagement] ¥ 7% 7 Vv 7 LET,

AT97T9 GEHEBAERNFRINTND GUIT[Next] 227 Y v 7 LET,
[PKI Certificate Management] ™7 ¢ > K 7 {Z, [Import Sub CA Certificate] 7 4 —/V RNERINET,

ATY 0 FALr—/LA— 3— CA GFHZE % [Import Sub CA Certificate] 7 4 —/V KIZC KT v 7T Rk v 7L,
[Applyl] #7 U » 7 LET,

o — LA —3—F{r CA FEBHEN Cisco DNA Center (IZ7 v 72— RENE 4,

Ty a— KRR TT5E, GUI AT S41, [CA Management] % 7 @ [Renew] 78 & » BEEIZ 720 F
75

FINA RFERE RS R MRS ¥ FOBRE

Cisco DNA Center "C [Manages Device Trustpoint] 23 20272 > TV DA, 731 ARAFHREB KL
CIAYVADT 2T 72 A7 LA KV % CiscoDNA Center IZEE5T D L 12T 2720, 7
3A AN FH) T sdn-network-infra-iwan k7 2 bR A > FE2REL, GEHEZ A VAR — M54
ERHY ET,

SCEP %41 L THMEL CA 72 B8 T B I121E, IROFERENHLETT,

ATFYT1 koa<wr REAHLET,

crypto pki trustpoint sdn-network-infra-iwan
enrollment url http://<SCEP_enrollment URL to external CA>
fgdn <device FQDN>
subject-name CN=<device platform ID> <device serial number> sdn-network-infra-iwan
revocation-check <crl, crl none, or none> # to perform revocation check with CRL, CRL fallback
to no check, or no check
rsakeypair sdn-network-infra-iwan

fingerprint <CA_ fingerprint> # to verify that the CA at the url connection matches the fingerprint
given

ATvT2 (LE. T LHES) GENEL BBIAICER L, FEEO A RWIR 2 Bk L £,
auto-enroll 80 regenerate

ATvF3 ((TE) BELURLICEIFEREERA VX — 7 =2 A A%4RELET, LS OHA, http ¥ — B ADEE T
AVE—=T oA ANT 7+ FTHEINET,

source interface <interface>

AEEAZ D EH

Cisco DNA Center |d., Kubernetes (Z & > THAL S 72FERAESC, Kong 8 L OVEMKITEH~ 1 —
VXV —EAMEATHIEHER S ZHOEAEAGH LET, IO OFEHE ERA
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T, FEAREIL I T AF A A =T B LIS, BARTNICERE SN DRI
Cisco DNA Center (2 X > C 1 fFHEIMICEF SN ET,

HIREIAIC 72 HRNCAEEZ HH4 5 Z L 2 HER L £,

A 735100 H I OBNCHABREIIC 2D KO IR ESN TWAIEHEO L EZ T H T £,
ZOFNETIEH, FNLBEICHREINIC 2 D REAEICOW T b EIT SN E T A,

ZOAY YT NTHE, = R8—F 4 FRGER (CA) BAMZHEAETIIRL., BUB4
FERAEOALAEZEH L ET, — KX—F (/CA BAMEFEHEZEOLES., A7 V7 ME
Kubernetes & EHIHER~ L —V v IZ Lo THEHAINDONEGERZ2FH L E T,

s HEBAEWEDEA, FH7 ot AT — b CABNET INRNWZ0, FEHEE T
AT a2 T H0ETHY A,

« T AKX L) AEEIX. BE—/ — F& 3 J — K Cisco DNA Center 3% € D i 7125w S v E
7,

Z7_"y7°1 BT TAE ) — ]‘7531’5%'@&)@ MEA L TWRWTD & 2R Lijﬂ

ATV FT2 20/ —RTBUEFH SN TWDIEHED Y 2 FEZNOLOFMMIRE R RT LI, kROa~r KEA
HILET,

sudo maglev-config certs info

ATYT3 Woaxy FeAJLT, T <ITHIREIAICARD KO ICRESN TV LEHELTH L £,

sudo maglev-config certs refresh

AT T4 Mo r 7 A% ) — Rz LT EROFEEZHV KL 9,
ATYTS =T 4 VT 4 D~V T HFRT DI, ROXHITAHLET,

$ sudo maglev-config certs --help
Usage: maglev-config certs [OPTIONS] COMMAND [ARGS]...

Options:
--help Show this message and exit.

Commands :
info
refresh

FSR MT—ILDERE
Cisco DNA Center (Z(, FAllA v A =L EZNTWHT A FTART—L R KL (VR
SIPMERET DAL — RS RV) BREENTWET, Cisco DNA Center I, AN BHDHE
HENTZRTART =N RADA R —FEA R L=V (B R—FLTWET, FTA R
7 — LR RJUIL, Cisco DNA Center B X ONZF DT 7V r—3 g v & OEHEBUR Z ML+ 57
WIZ, PR—FENDBV AT Ry hT—F T FARAL AL > THEASNET,
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B smesscro—sunmmnt

ATy

ATy T2

ATvT3

RTvT4

\)

6=

YA NFGART = RN RUE, PR—= R ENTNWD L AT N, ADHBET /3 RL
LTHEHTE S, iosp7b EFHEND 7 7 AL TT, ZDiospTb 7 7 A MIiX, v AazEie
AN R DN — FEEENE L TWET, 2D Cisco trustpool /S R/LE, A= 75
7 K (CiscoInfoSec) THEMHTEE 3, U 7 i https://www.cisco.com/security/pki/ {Z& V) £ 7,

ZORTART—=ANR UL, FACCAZBHLTTIXTORY MU —2 T 341 ZDFEHE
¥ L OV Cisco DNA Center DFEEZFH T 5, R THEFMRFEZRIELET, FT A MT—
VN2 R CiscoDNA Center IZ X » THEA S, BHEOEHER LT ex v — b= A
AEE ((FET258) ZMEEL. TR AERN: CA BAMTEFEAENZHLET, =56

IZ, PnP U —72 70— ORI R Y N T —7 PnP ¥ T NA AT v 77— RKT&x 519

12, F2, FDH%O HTTPS ~— A D% C Cisco DNA Center Z{5#HTCXx 5 L 512, N T A b
T =R RVEHEHTEET,

GUI @ [Trustpool] 7 4 > RO ZMHEH LT, ¥ A3 hTA S =L N RLZA vR—hLE
ﬁ‘o

Azma—TA4ar (=) #7Y v 7 LT, [System] > [Settings] > [Trust & Privacy] > [Trustpool] DJIH(Z i3
RUET,

[Trustpool] 7 & KT, [Update] "R ¥ > %27 Vw27 LTKRIANS =AU RAOFHF T m— REBX
A YA b= &R L ET,

[Update] 8 % > 1%, ios.p7b 7 7 A VD EH/N—T a U OMERFRET, A VX —F v b T 7B AN A[RE/R &
XNZDRT I T 4TI £T,

Cisco DNA Center [ZH LW ST A =N RANRE o a— REBELXOAS VA =1 &5 &, Cisco
DNA Center (X3 A DT NRA ZADF 7o — REYR—hF5L9, 2O T AN =0 RLZHH
AREIZ LET,

HLUWGEHE T 7 A VE A R— T 25E80, [Import] 227 U w7 L CHR—I/VY AT A ALNRGFEH
FHT 7 A NVEZBRINL, [Import Certificate] 7 « &~ R T [Import] 2 U v 7 LE T,
[Export] &2 U » 7 LT, fEAFEOFEMZ CSV BT 7 AR —F LT,

HIR{TE L = ILD—FRI7ZERE

XU T 4 25k 572D, Cisco DNA Center [IflfRAF & v =&YK —F LT, HIR
fr&E =2V Tl 22— 3EH LA —T VTV AT AL T 7 ANV AT HIT
TATERWED, BHEOY 27 R\ ENET,

BT Z S = LT, kOa<wy R R—FENTWET,

$ 2
Help:
cat concatenate and print files in restricted mode
clear clear the terminal screen
date display the current time in the given FORMAT, or set the system
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date

debug
df
dmesg
du

directories.

free
history
htop

ip

last

1s

lscpu
magctl
maglev
maglev-config
manufacture_ check
netstat
nslookup
ntpqg
ping

Ps

rca
reboot
rm

route
runonce
scp

sftp
shutdown
ssh

tail

top
traceroute
uname
uptime
vi

w

#Ri =z ro—mnnaEnt [

enable console debug logs

file system information

print or control the kernel ring buffer.
summarize disk usage of the set of FILEs, recursively for
quick summary of memory usage

enable shell commands history

interactive process viewer.

print routing, network devices, interfaces and tunnels.
show a listing of last logged in users.

restricted file system view chrooted to maglev Home
print information about the CPU architecture.

tool to manage a Maglev deployment

maglev admin commands

tool to configure a Maglev deployment

tool to perform manufacturing checks

print networking information.

query Internet name servers interactively.

standard NTP query program.

send ICMP ECHO REQUEST to network hosts.

check status of active processes in the system

root cause analysis collection utilities

Reboot the machine

delete files in restricted mode

print the IP routing table.

Execute runonce scripts

restricted secure copy

secure file transfer

Shutdown the machine

OpenSSH SSH client.

Print the last 10 lines of each FILE to standard output
display sorted list of system processes

print the route packets trace to network host.

print system information.

tell how long the system has been running.

text editor

show who is logged on and what they are doing.

Fy RNU—=J TCLIR—ADAZ VT NEFFI N T TN a—T 407 a<w s REHEHALT
WAEATE. BITED CiscoDNA Center U U — A CHIFRF X o = LB AL RAT AL T 5 VN
HYFEF, T 74/ b TiE. CiscoDNA Center2.3.3 THIBRT & & = VBN HNZ 72> CTOET,
HIRRA & > = V2N T D56 1E, RO FIRZFATLET,

AT 1 ROCLIa~<wr REAN LT, Y= ¥ A TEMERLET,

ATy T2

$ magctl ssh

shell display

Zoawy NI, Y= MORLT, ROETOWTNNEELET,

$ magctl ssh
Active shell

$ magctl ssh
Active shell

shell display
for current user:

shell display

bash

for current user: magshell

_shell =¥ NiE, magshell ZH L TWDHLGAICOLEREL £,

iz~ KT magshell 2 H LT\ D 2 & BHER S v, HlRRAT & v = V2N T 285681, &
DCLLa~vy RERXZT—FREZAHLET,
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$ _shell -c 'sudo magctl ssh shell bash'

Password:

Warning! Activity within this shell can jeopardize the functioning of the system!
[sudo] password for maglev:

Successfully enabled bash for user, will be effective from next login.

ATy T3 EHEEZANCT DI, CLITya vy EETLTHADL, CLIEy Y a  iCHEa /A LET,
ATvTa (F7vay) flRAE = VEFEENCT DI, RO CLIa~y RERAT—RKE AN LET,

$ sudo magctl ssh shell magshell
[sudo] password for maglev:
Successfully enabled magshell for user, will be effective from next login.

ATFY TS EEREANCTHIZIE, CLIEy a2 TLTHAL, CLIEyYa  llEa /A LET,

HEFEAKRETLA R OIEIZDNT

Cisco DNA Center TIE7 74 /V R CTT LA N T —ZPIUESNE TN, —HBOT —XIWEEL
AT U NTCEET, TFUNEIT, RO EZ SR L, EH EoRBEICxHL L T,
KO ENTAME & EE R (RO #KBTHIEEZHMELTWET, YAaBIET S
T — X OFEFEIL, Cisco.comID, A7 A, BEREOFHEAIRIL, X FU—2 TNNA A A Ry
U, BEOY 7 Fy = THIHER TT, WESNLT—XDOFELWY X M2\ T, [Cisco
DNA Center O7 —% > — k] #ZRLTLZ30, —HOT—ZWEE AT N7V T 512
X, Y AaD7T H vy MHYE R XU Cisco Technical Assistance Center (TAC) (ZBRIW it
<TIZEW,

Azma—TAar (=) #71Y v 7 LT, [System]> [Settings] > [Terms and Conditions] >
[Telemetry Collection] DNEIZIER L F 77, [Telemetry Collection] 7 4 & KU 226, T A & A
R, TIAN—=HRY o= TIANY—=FT—=F o — bR TEET,

vManage 7 0/8F 1« DERE

Cisco DNA Center /%, #if vManage X EZfH L T XA 20 vEdge B Z R — M LET,
vEdge N R U E T B EY 3 =7 HRHIIC, [Settings] ~S— T vManage Diffl & {7 T &
bé‘o

RTYT1 A=a—TA4ar (=) 27V v 2 LT, [System] > [Settings] > [External Services] > [vManage] DI 2%
WLUET,
AT v T2 vManage 73T 4 BRELET,
* [Host Name/IP Address] : vManage @ IP 7 R L A,
* [Username] : vManage (272 7' A >3 572 DI S V5 4R,

* [Password] : vManage (272 7' A T 572 DIEH I NS /AT — R,
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s [Port Number] : vManage {212 71 > T 57 OIFEH S 5K — K,

« [vBond Host Name/IP Address] : vBond ® IP 7 K LA, vManage Zffi ] L T NFV ZE #3555 1T
T

* [Organization Name] : kD4 fll, vManage Z{#H L T NFV 2 & BT 5551208 TT,

AT w73 vManage it E% 7 » 7 10— R95I121%, [Select a file from your computer] #27 U » 7 L £,
ATv T4 [Savel 227V v/ LET,

ThorboBAy 77k

TAT vy 7T R RY)—EFRELT, 2= —lZLdu /A 0T, 7D B
oy 77y MM, v A o OFRITREBAERTE £,

ATY TN A=a—TA4a> (=) #71V v 27 LT, [System]> [Settings] > [Trust & Privacy] > [Account Lockout] ®
NEIZE R L E 7,

AT w72 [Enforce Account Lockout] h 7 /VARZ %27 ) w7 LT, T/ ~v—0BNFERINIREIZLET,
AT w73 [Enforce Account Lockout] DR DT A —H Dz AT L £,

* Maximum Login Retries
* Lockout Effective Periods (minutes)

* Reset Login Retries after (minutes)
G¥) (Infol ICH—Y NEEHEDLED L, BRTA—=ZOFEMPERINET,

ATy T4 Kay 7 &7 U & Kb [Idle Session Timeout] D & 3K L £ 37,
ATy TS5 [RT%E (Save) 127V v 7 LET,

tyarETA RVREOEFIZTDHE, By v ar ¥ A LT T O 53R [Session Timeout] 4 4 7
0Ny I ANEKRINET, By arakfTT 5% A1, [Staysignedin) 227 U v 7 LE 7, [Signout]
Vv r35HE, Iy va BT TEET,

NRAT— FOBEHEARTIN

IRAT— REBHIERY O —%2BEL T, NAU— FOEFHM., AU — RBHEEIIIC
HENC—F—lT@mEIns Ak, BXOWTHEzEHTcxET,
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ATV TN A=a—TA4ar (=) 271V v 27 LT, [System]> [Settings] > [Trust & Privacy] > [Password Expiry] @
JIEIZ IR £ 7,

AT 72 [Enforce Password Expiry] N7 VARZ %7 Vw7 LT, Fxv/~v—0BRERINTREIZLET,
AT w73 RO [Enforce Password Expiry] /37 A —X% Ofiz A1 LET,

. /QZ ]7% ]\\‘/ﬁ;ﬂl-sﬁ (EI)
« NRATU— ROHIRDOEL (H)

< TR (H)
G¥) (Info]l (¥ T A — Y N %&{EL & HFNTA—ZOFEMBEREINET,

ATy T4 [Save] &7V v/ LT, RAU— REYHRREEHRTFELET,

IP 7t X H{H

P77 2AGIEHZMERT DL, RANERIIRY NI =27 DIPT R L AITHASUWT Cisco DNA
Center ~D7T 7 & A ZHI#I T& £3, Cisco DNA Center Tix, IP 7 7 ¥ AHIEN KR DOA T 3
VB ET,

e T _RTDIP 7 K1 Z|Z Cisco DNA Center ~D7T 7B RAEZHF LET, F 74/ TlL.
FT_TOHOIP T KL A Cisco DNA Center |27 7 Z A T& F9,

JBIRL7ZIP 7 KL AD AT Cisco DNA Center ~D7T 7 & A& A LE,

IP 7 U AHIEDFERK

IP7 7 AEEEER L., BN LEIP 7 R L ADIZ Cisco DNA Center ~D 7T 7 & A % ZFa]
T 5, WOFINEEZFITLET,

1. IP 77 B REIHOAEEME (106 =X—) |
2. P77 EBAVARADIP T RLADEM (107 _—) |

3. (B IPTZ7EAUARARNNMLOIPT RLADOHIER (108 =2—) |

IP7 9 ZAFIHDAEE

1R B
SUPER-ADMIN-ROLE #[RA# G L Tl & £7,
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ATY TN A=a—TAar (=) 71V v27 LT, [System]> [Settings] > [Trust & Privacy] > [IP Access Control]
DNEIZ IR L 5,

RT9T2 [VARSNTWDHIPT RLADOIRIZEH #7795 (Allow only listed IP addresses to connect) ] 47"+ =3
VIREEI ) v LET,

ATv T3 [AddIPList) Z27 U v 7 LE7,
AT w74 [AddIP] AT A KA A 2D [IP Address] 7 4 —/L RiZ, IPvd 7 KL 2Z A L£7,
(GE) IP7T RLAZIPTZ7EAY R RMIBMLZAVWE, CiscoDNA Center |27 7 B ATE R 725w
BEMENH Y F9,
AT w75 [SubnetMask] 7 4 —/L RIZH TRy b ~AZ Z AN LET,
TRy b AT OFREPAIZ 0 ~ 32 TT,
ATY 76 [Save] 7 Vv 7 LET,

P79A)AMADIPT7 KLADIEM
IP727®AYANMIIPT RLAZBMNTHI2E. ROFEEZFEITLET,

IR HEIIC
IP 7 7B RAHHENRENC > TNAZ L EHERE LT,

ARTY TN A=a—T A2 (=) #71V v 27 LT, [System]> [Settings] > [Trust & Privacy] > [IP Access Control] ®
JELZ SR L £,

AT T2 [Add) 27 Y v 7 LET,

AT W T3 [AddIP] AT A KA A @D [IP Address] 7 4 —/L RiZ, A FEIEX Yy NU—2DIPvA T KL A%
ABLET,

AT v 74 [SubnetMask] 7 4 —/L RICH T Xy b ~A 7 AHLET,
PT xRy b~ A7 OABHEPIL 0 ~ 32 TH,
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Settings / Trust & Privacy Add IP X
IP Access Control
P Address*
Cisco DNA Center is accessible from all IP addresses by default. 209.165.210.0
Enter an IPV4 address
O Allow all IP addresses to connect Subnet Mask*
© Allow only listed IP addresses to connect 27
Vi nge: 0-32
IP Address Subnet Mask
209.165.200.230 32
Ri rds
; N

ATv TS5 [Save] #27 U v 7 LET,

P70€AVRXNSDIP 7 FLADEIR

WDEvrarTE IPT 7R R RMLIPT R AZHIER L T Cisco DNA Center ~D 7
7 A BTN T D ITFECOW T LET,

1R BHHEIIZ
P77 2ay ba—LEZAZL T, IPT RLAZIPT 7RV X MIBMLEZZ L 26
BLET,

ATY TN A=a—TAa> (=) #71V v2 LT, [System]> [Settings] > [Trust & Privacy] > [IP Access Control]
DNEIZEIR L F 5,

AT w72 [Action] ¥ T, ®dBHIP T KL AD [Action]| 7 A 2% 27V v 27 LET,

ATv T3 [Delete] 27 U7 LET,

IP 77t IO ERE

WD 7> a T, IPT 7B AHIEIZEESICL T, T XTHIPT KL ZIZ CiscoDNA Center
DT 7' AT D FHEZOW T L ET,
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1R BHIIZ
SUPER-ADMIN-ROLE #E & HUfG L TR E £7,

ATV Tl A=a—T A2y (=) 227V 27 LT, [System]> [Settings] > [Trust & Privacy] > [IP Access Control]
DIFIZEIR L E T,
AT w72 [Allow all IP addresses to connect] 47> a V' RZ &7 U v 7 LET,

Cisco DNA Center ') ') — X 233 BIEEH A K .



SRTLEEDER |
B r7oexsmommt

. CiscoDNA Center ') 1) — X 233 BEE A F



.3

i

11l

T7IVr— 3 0NEE

TV —a VERE (111 =)

DYV AT ANR—=V g DA a—REAL A M= (112%—=2)
cLIRTID Y AT ANR—=V g DA ya—ReEf A M= (1132—2)
T Y= arOEFOE T e — R LA = (114 =—)
TV = arDT A YA R— (115 3—)

7IYr— 3 U5
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LTLEEN,
2ODFFAIRY —EAER L ET, 1 Dl Admin =—HF—a—LH, 9 1 2F A7 —Ra—F—n—
NVATY,

[Cisco Identity Services Engine Administrator Guide] @ [Configure Authorization Policies] @ s & 7 &5
LTLEEN,
RSA Authentication Manager ¥ = V7 4 2> Y —)LC, Y7 b =7 b—2 VPRl O2—HF—|ZE ) Y
THONTWVWAZ LA LET,
FEMIZ DU TIE, RSA Self-Service Console Help @ [View a Token| @ k& v 7 S L T 72 &0,
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https://www.cisco.com/c/en/us/td/docs/security/ise/2-3/admin_guide/b_ise_admin_guide_23.html
https://www.cisco.com/c/en/us/td/docs/security/ise/2-3/admin_guide/b_ise_admin_guide_23.html
https://community.securid.com/t5/securid-authentication-manager/tkb-p/authentication-manager-documentation/doc-set/rsa_authentication_manager_help

| 2—vogm
RADIUS %M L-—ExmEnant |

G¥) =2 L %EN0 Y THMEND DAL, [Assign a Software Token to a User] @ b B 7 Till
HINTWDFIEEZFATLET,

RADIUS A L - —ZERFAEDEML

RADIUS HIZFE S 47z Cisco ISE r— N—% i 792 “HEFIEEZ BN T DL, kOTF
G2 5847 LEd,

AT w71 CiscoISE & Cisco DNA Center %38 E) Xt F 7,
['Cisco DNA Center Installation Guide] @ [Integrate Cisco ISE with Cisco DNA Center] #ZM L T 7Z2& 0,

AT w T2 FBFEIC Cisco ISE H— X—% 19 % X 5 Cisco DNA Center Za% /€ L £,
AHREREDRTE ] 2L TLIEEW,

BE Cisco ISE & Cisco DNA Center DOffi FIZ[E UG MEZIEE L TWAHZ L 2R LE T,

TACACS+ (A L - —EFRFADEMIE

TACACS+ M EXE S 417z Cisco ISE Hr— _—2FH T2 " ERBREE BT HI12iE. ROTF
lE %5247 LEd,

AT w71 CiscoISE T, [Administration] > [Network Resources] > [Network Devices] DJIEIZ 3N 5 & | [Network
Devices] 7 1~ UM E £ 7,

AT 72 [TACACS Authentication Settings] 27 U v 7 L CZDNEA A L. LLRIIZEN L 7= Cisco DNA Center 7 /3
A RK U THAMENL T TICRESNTWND Z 2R LET,
AT w73 [Work Centers] > [Device Administration] > [Policy Elements] Z &9 % & . [TACACS Profiles] 7 1 > K
DHEE T,
AT 74 cdnac_admin 33 L ¥ cdnac_observer =— ' —11—/ LD TACACS+ 7’12 7 7 A VEAER L £7,
a) [Ad] %7 Y w7 LET,
b) ROHXAT EFEITLET,
cTuT A NBEANTLET,

« [Raw View] # 7% 7 U v 7 L7=%. [Profile Attributes] 7% A bR v 7 RZIRDTF A & AL
EJ RN

s cdnac_admin = —%— 12— /L DEIX, Cisco-AVPair=ROLE=NETWORK-ADMIN-ROLE & A
JILES,

s cdnac_observer = —H—n — /L DA X, Cisco-AVPair=ROLE=OBSERVER-ROLE & AJj L
EJcaN
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1—FoER |
B —===zemirnsq e

c) [R% (Save) 127V v 7 LET,
AT w75 CiscoISE & Cisco DNA Center %8 E) Xt F 7,
['Cisco DNA Center Installation Guide] @ [Integrate Cisco ISE with Cisco DNA Center] #ZM L T 7Z2& 0,
AT 76 FBFEIC Cisco ISE H— 3 —Z 419 % & 5 Cisco DNA Center i L £7,
SMBFRREDRRE] 2L T EI 0,
BE Cisco ISE & Cisco DNA Center O fi FIZ[F CHAREAFFEL TWDH I A MR LET,

—%%munﬁ%1§ﬁq L/T: H 7\\’( >

T BEFEFREE A ] L C Cisco DNA Center 122 7' A T 5121%, ROFNEZFE(TLET,

AT 71 Cisco DNA Center D11 /' L~ =T Gii)ler—F—£ & ASLET,

AT9 72 RSASecurlD F—27 7 T A7 baBiE, LIERE LIZPINZ A L THWET b —27 V&2 E L £ T,
AT T3 ZDO =27 %&at’— LT, CiscoDNA Center D12 7 A L ~X— D [Password] 7 4 —/L FIZAE Y 11 £ 9,
ATY T4 [Loglnl| 227V v 7 LET,

HNELI—HF—DRT

RADIUS/TACACS Z/r L CTHIO TR 7oA » LI ——D I A 2 FRRTEET, FRE
NABRITIT, =2—F =L o—ABEaENET,

ATV TN A=a—TA4ar (=) #71U » 7 LT, [System]> [Users & Roles] > [External Authentication] ™ JIE|Z %
RLET,

ATYT2 T4V RUDTFEHETAZ r—/ L% T, [External Users] fEIICAH 2 —F —D VU X FREREINET,
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FJAEADEE

ZOET, WONETHELINLTWET,

s T A=V OME (137 X—)

«Cisco A~v— bk 7H 7 hEDOHKE (141 =—)

cITA B ATR—Uy DYy N T v (142 R—)

o T4 U ARG & ARHIRO AL (143 ~—2)

« AU AEHEOBREMHEMOERT (144 ~—2)

« TA U ATEMOER (145 X—2)

e TABLALULOETE (146 X—)

s TA B AFROT 7 AR—F (147 =)

c A — KT A VU AIGT A AO HEVEGE (148 ~<X—)

e AT — K TABUAIET A ADT A BaiE (148 ~—)

¢ TNRAANDRFETA B ATRERITI N—~ R b TA B ATFRIOEH (1493—)
« TA AT ENT- SLR £721E PLR 2% v k0 (151 X—Y)

KB A—REA AR, BEXF2VT A TA B RAZEHCT D (152 %—)
cEmEXa VT 4 T4 ROEE (153 =X—)

«CSSM ~D Y Y —2fFEHBOFEMDOT v Fr— K (153 X—)

¢ TNHRAADAN—T"> NDIEH (154 ~—)

e N—F X LT I MDD T A ADERE (155 X—)

e A — F I A B AT NA AKX T ARG Z 7 OEE (155 2—3)

e TABLARY —DEFT (156 ~<—)

FA I RAILR— v DE

Cisco DNA Center 7 4 B A w3 —U ¥ B, A~— T HU U b TA BV REET, &
AR OTRTOTA B AORHFULEERIIENLBET, A=ma—T Ay (=) 27
Y > 7 LT, [Tools] > [License Manager] DNIEIZEIR L F§, [License Manager] 7 1 > N7 T
IE. ROEROZ THNEENTOET,

* [Overview] :

Cisco DNA Center ') 1) —RX 233 BEEHA K .
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¢ [Switch] : TRXTDRAL v F DT A& ZADIAIGHREBEHAERPERSNET,
* [Router] : TXRTONL—F DT A& AOMEANEHR EERAFHRPFREINET,

s [Wireless] : TXTOIA VLR ha—F LT 7 EARAL L MIONWT, A48
ZDEANHEHR EEPFRPFRSINET,

* [ISE] : Cisco Identity Services Engine (ISE) |IZX > TEEH SN TWAHT A ADT A&
Y ADHENIGHR EEAERPZIRSNET,

* [Licenses] : [License Summary] (21X, TXTD L AT TINA RO T XTOXA T D
Z A 7 AIZDW T, Cisco Smart Software Management (CSSM) M HiEA LT A4 B A
DI, WIREINFELED Z A v 2D, a T T4 T AEXDOFMPERINET,

« [Devices] : [Devices] 7 —7 MZiE, FA B AXA T TA B ZAOEMMIR, 714
AE— R, AT D7 b, B#EY A b, B IO CiscoDNA Center |2 L 5 FBHMRDOET
INA ADEIAT —F ANRFERINET,

* [Reporting] : [Smart License Readiness] (Z1L, 7 /31 A& 5T T /WVICHEHTT HENIEITT
5 FIENF /R SV E T, [Smart License Compliance] 7 — R &9 % & [Smart License
Update] V—7 7 e —%Blthc&x 7,

* [SyncStatus] : A~v—r 7 A AKRY — (SLP) (T Ha> 7 T4 7 U ADERITIL,
Cisco DNA Center 7> 5 CSSMIZEE &N D T A B AERARR LV AR— DT AL ZAB IO
BALTA LT TIMERENET, AT —HRAZESNTT NN, AT VE ) T
L, avy 7747 ALAR— & CSV £721E PDF EA T/ AR — hTEET,

* [Notifications] : CSSM £, #ifet— N, T3 X7 7V r— a2 COmMFEIEH, AR
WLR— R DT v 7 a— R EO@BANERINET,

FA VL ABERT DI, FXTI—EFREINTWDLT—T7 LD EFICHDa s ha—v
EHEHATEET, ROEXRTEH, £ ba— U OoWTHALET,

)

GE) FTRTCOXTTIR_RCOay vha— )L EHTEA2bITTIEH THA,
®7: M4 REEDa O—)L
gl EBA
Filter

[Filter] # 7 U v 7 LT 1O EO7 4 V2% IEE L, [Applyl 22 U v 7 L¥E
T, BEOT7 AN EEBEAT L ENTEET, 742 Z2HIBT DI, s
TATZ A NBEORICHAXTAar 27 ) v 7 LET,

Change Cisco DNA License

12U EDT A A% L., [Actions] > [Change Cisco DNA License] DJIEIZ 52
PR T, 3R L7z CiscoDNA Center 7 A & A D L)L % Essential & 7213 Advantage
WWEBRLET, 2oz br—/ % LT Cisco DNA Center 7 A & > R & Hl| &
THIELHTEET, FBMICONTIE, FA BV AL-ULOERE (146 ~—)
LT TEEN,

. CiscoDNA Center ') 1) — X 233 BEE A F



| s1tv2nEE

sqevzzi—vrofz |

1

B

Change Virtual Account

1 DU EDT A A% L, [Actions] > [Change Virtual Account] DJIRIZER
LT, 4B AOEBIHEHINOINN—F ¥ LT U FEEELET,

[Manage Smart License] > [Register]

A =R ITA R AVBENI RS> TNDT A 2% 1 DL, EER L, [Actions] >
[Manage Smart License] > [Register] DNHIZEIRN L T, ZA~v—F T A B ZABHFZ)
IR TNDT A AZHERLET,

[Manage Smart License] >
[Deregister]

A= R TA VU APHERDIR > TNDT A A% 1 DL E#EIR L, [Actions] >
[Manage Smart License] > [Deregister] DJIHIZEIR L T, A~v— T4 BV ADEH
720 TN T A R EBEMR L E T

[Manage License Reservation] >
[Enable License Reservation]

BEZA B ATHK (SLR) E£7213KAT A ATK (PLR) Z#EHT 27 34
A %L, [Actions] > [Manage License Reservation] > [Enable License Reservation]
DNEIZEIR L £,

[Manage License Reservation] >
[Update License Reservation]

T NA AN SLR BERFHDIRRETH D LERNH D F9°,

TAYXYVATNA ZAEREFAAS v FICEHAENTWASSIRE, VA PLRAar b
BT Sy —UTHHTEET,

SLR Z®#H7T 57 /3 A% R L, [Actions] > [Manage License Reservation] >
[Update License Reservation] MIEIZER L F 9,

[Manage License Reservation] >
[Cancel/Return License Reservation]

T NA A& ER L, [Actions] > [Manage License Reservation] > [Cancel/Return
License Reservation] DNEIZEIN L T, 731 AT M 4172 SLR £721X PLR %
BOET ) BEATLET,

[Manage License Reservation] >
[Factory License Reservation]

T3 A% 3L, [Actions] > [Manage License Reservation] > [Factory License
Reservation] OJEIZIEIR LT, LHHHRHZT A AL VA =L ENTND
SLR Z NI L £ T,

Recent Tasks

[Recent Tasks] & 7 U w27 LT, FiTFAT I 7z 50 49T ®D Cisco DNA Center
BRI HRRLEST, Ny Xy EHLTI AN T4 vZ )7L, A
7 — % A3 [Success], [Failure], % 721X [InProgress] D ¥ A7 DX % Fr LET,

License Usage

[License Usage]l 7 UV v /5 &, TXTOEXATDITA B AZONT, T4
TURABEHENRRINET,

Refresh [Refresh] #7 U w7325 L, BIEOT—X2HL Ty FuRo—RKsh
£,

Export [Export] #7 Vw7 §5HE&, BRINTWNELTAELADY A RN CSV 77 AV
ELTCZ7 AR—FENET, FEHICOVWTIE, A4 BV AFEROT 7 AR — b
(147 =X—=2) ZZRLTLIEI0,

Find [Find] 7 4 —/b FIZBRBEMFEEZ AT L, WTNPOFNZZEDAFEREEN TN D,

VANADTA | AETRXRTHRELET, RELFINOEEOLFTT, VAL
RH—RELTTAXURY (*) ERALET,
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Show Entries

T =T NDERXR—=ICFERT DT M) OREERINLE7,

TAR AT =TI, BT AL RCRKRENDIERNFRESNET, TTOINTY — b
RIS LTWET, Sy X —%227 ) v o458 ATRFIEICY — FSNET, Flny ¥ —%
bo—EZ )y F e ATHRIRICY — hERET,

\)

6=

TRTCOZ T TTRTCOVMERAEND DT TIEHY £¥A, £2. —HOINIT 7 40 FD
FIFRRE TIIHEF R > TWET, T 740 FOREE, Fl~y X —DLETH % [More]
TAay (F

) 7 U I THIELTHAS~A XTEET,

£ 8: 514 ADFERAKRIER

Hh7 L

B8

Device Type: Device Series

FRA ADRELT ) — D4R (B : Catalyst 3850 & U — A A —H v b AH v
AT AL v F) o FHERIZONTIE, 74 B AFEOERR (145 X—) 2&
L T<7zan,

Device Type: Total Devices

Cisco DNA Center IC X > TT7 7T 4 TIZEHEINTWS, 208 Y —XDF
INA ADKEL,

Purchased Licenses

O —ADT A ADREANF - Cisco DNA Center 7 A7 U g Z
A B 2D,

Purchased Licenses: Network/Legacy

ZORELT ) = ZADT AL ZADWAFE SRy U —2 (I T —) KAT
A 2D,

Used Licenses

O = XDFT A AT ST Cisco DNA Center 7 A7 U g v
FA T ADKE,

Used Licenses: Network/Legacy

OB —=ZXDF R ZAD TRy T — 7 KINT A & 2D,

Feature Licenses (applicable only for
Routers)

X2V T 4, AVC 72 EORBFEMEDT-OIZEA LT T 1 & 2DH,

RITRTOS AU RIER

h3 L4 e
Device Name TN, ZADA4RET, FEIZOWTIL, T4 B AFEMORR (145 X—) 2]
LTSS,

Device Family

AA wFRLNT 72 Cisco DNA Center CEZINTWAT A, ZADHT Y,

IP Address

FNRAADIPT KL A,

. CiscoDNA Center ') 1) — X 233 BEE A F
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B

Device Series

FRENTVDET AL AR/ L TCND A ) — XD EXLF (] : Cisco
Catalyst 3850 'V — A A —H% Ry F AL Y ATV AL vF) |

Cisco DNA License

Cisco DNA Center D7 A £ A L~L,

Cisco DNA License Expiry

Cisco DNA Center 7 A & > A OH AR,

License Mode

Cisco DNA Center D7 A £ AF— K,

Network License

Xy NT—27 5 4% 2D,

Virtual Account

TNRAADTA B AZEBR L TWAL YA NRN—F ¥ )LT H 7 bDL4HI,

Site

TN, ANFRE I TV 5D Cisco DNA Center A b,

Registration Status

TNA ZADBEEAT —H A,

Authorization Status

T ADRIEAT =4 A,

Reservation Status

TNA ZADTHIAT — 2 A,

Last Updated Time T=TNVANDOZ DT b PRI S TR,

MAC Address FABLATINA ZAD MAC T KL A,

Term Cisco DNA Center ¥ 7 A7 U 7> ay T4 B ANFTH 5 E7HM,
Days to Expiry Cisco DNA Center 7 A & > AR WIRREINIZ /2 5 F TOEK Y O BHEL,

Software Version

THA ATHEFTENTWDRY NT—F XL —TF (VT VAT AD/R—
val,

Cisco AYX— K~ 7hHO U FEDHE

CiscoDNA Center |%, iSO H L HE Y 7 by =7 fHEEEOT A 2 T A
o RO, B, BIOEHARMT S Cisco A~— T hH T b, T DU Ra
HP—bEZXEZYR—F L TWET, DO 23 A~—F THT L NEBEIMTXET,

RO A A= NThHT U SNRBAGE. 1 ODOT BT "B T 74V e LTHRES
N, A4 22—V TAHUELB L O T A © o 2 EE &k, T4 B A L-ULDEER
E) ITEHEHLET,

TN DY A A=K THU L NEERE L%, CSSM b7 —# ZHf5 L, [License
Manager Overview] 35 JX OY [All License] 7 o & R VIR R T 2 E TIZE D000 £77

FIFN T H T F2BRTRTHOYRAa Av— s ThHh Uy NI TE £,
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Cisco A~—h~ T AU M a2+ TITHEA L TWABHEE . Cisco DNA Center Z L TRD Z &
NTEET,

s T4 ADOMH AR L AR E BT S
c AN ARTIZ, HLWIA B 2AZHWHABIOEIZTS

« Essentials 7> 5 Advantage (& 5 EZ D) I[ZHETNAL ZADTA L A L_ULVE BT, #
TPICEESNISHES A B AD LV TTF AL 2% ) T — 15

KRR TA AR BE L CHERTS

Zi b O#EAEIX, Cisco DNA Center Z L2 2 & 72 < BHEIIZEITTE £7°,

FAELAIR—OYDEY T YT

Cisco DNA Center 7 A T A~ — % YV — )L &2 HTHHIIT, Cisco A~— T 72 h~
DT I ERERET DULENDHY 7,

1R BHHIIZ
@%W%%ﬁ#é IZ. SUPER-ADMIN-ROLE R & . #t)72 RBACHiHNH D = & %
IJALJ L/i‘é—
e A — KT HTULY FD Ciscoz—H—1ID LR T— RZINE L £9,

e A — M7 MR DH A Cisco DNA Center CfEf+ A A~— T U b
BIRL, TOTH T FO2—F—ID L XAT— REEL T,

¢« A — MT U MEAENIT HITIE, Cisco DNA Center 77 tools.cisco.com (ZEFETE 5
VBENRH Y F5,

* Cisco DNA Center DT /NA ZZT7 A B AZHWAT HITIEL. T8 ABA X2 b ILTHF
EL, T A A FRED Y THNLTWDLERH Y £9, F72. tools.cisco.com (T
BETEZDHMENRDHY T,

e T RTDT 7 AT U —/LFEITF 25T, [Cisco DNA Center iR & H A K] 1Z50#k &
NTWBETXTOMEAREEZ2 A — b, FQDN, BIXOURL FHFAI SN TWNWDHZ EE2MERL
£7,

AT w1 Cisco DNA Center ¥ A7 AEHEDOZ—F —Z L X2U—REFRA LT A LET,

ATFYTFT2 RA=a—TAar (=) #27 VU vZ LT, [System]>[Settings] > [Cisco.com Credentials] DJIEIZ&R L £
ﬁ‘o

AT w T3 [Cisco.com Credentials] (2. cisco.com 7 H 7 hDa—H—4 L RAT—R&E AN LET,
ATy T8 A=a—T A2y (=) #71V 27 LT, [System] > [Settings] > [Smart Account] DJIEIZFEIR L £ 7,
ATw 75  [Smart Account] T[Add] %7 Vw7 L, Av—h T AU hOZ—W =4 LR T—FEATLET,

. CiscoDNA Center ') 1) — X 233 BEE A F
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ATvT6
ATy 17
ATvT8

ATvT9

ATv 710

ATvIN

ATvT12

s4evromRkn s annroTat [

[Savel 27 U v 7 LET,

A= RNT Uy "B EHILEE, [Add| 227 ) v 7 LGEMOT oy e AT LET,

A=K T AU "DEBHLGEE. 774NV DT AT M1 OBRLET, T4 BV AV R—

Tyld, THIEBIORTA B ABECT 7 AN DT AT FEBALET, T HLFD AT — b

TAYT Y NEEETHITIE, WOFIRZFATLET,

a) WIRL7TCAY— T BT FOR{IZH D [Change]l 27 VU v 7 LET,

b) TIVTATRAY—K T IO NEEREL, 774NV MNIRETHAY— T HU Y FEERLE
e

c) [ApplylZZ7 U2 LET,
FIFNVEDT HU Yy haER L%, CSSMHT —4 ZHf% L, [License Manager Overview] 7 «
> K & [All License] 7 v R UICHERT 5 L TIHI DY T,

A~—hET U MfmET DL, [Actions] FZH D =8V —F—%27 Y v L, [Bdit] Z&#RL F

R

F 7NV MUHND A~ — T H T S EHIRT DI, [Actions] FNCH D =m ) —F—%2 270 v 7 L,

[Delete] =R L £,

BARETZIE DA =T AT MM ENRAT—=REEH L TAS— T AT MIT 78 RXT 51T

I&. [Link Your Smart Account] fit. F CIRDWF A BN L £7,

s [Use Cisco.com user ID] : Cisco.com & A~— KT v hOw 7 A AAEHRNE UHE,

* [Use different credentials] : Cisco.com & A~—hT7 A7 hOv s A AERNPERDLGEIT, A~v—
N7 AV hor T A AEFREAT LET,

[View all virtual accounts] #27 U v 7 L, T X TCOFEMA~—F TA B ATV MaRRLET,

RDBERY

Cisco DNA Center %, Cisco Plug and Play Connect D2 hmr—5 L LT, VXA L7 f %—F
AT Cisco A~v—h THDU L MIBEHKLET, ZHUITXD ., Cisco Plug and Play Connect 27 7
7 RAR—% L5 Cisco DNA Center DR > NU—2 FZ3 77 RTLAZ, T8 A X
YRUERFET L ENTEET, FFMITOWTIL,  [CiscoDNA Center User Guide]] @ [Register
or Edit a Virtual Account] &ML TLZSW,

A4t ADERRR EFNEARDATRIE

ATy T

Cisco DNA Center Clx. BEABTLDS AL ADT S5 7 4 ANANFER, EHAPOS A 2K
(TR AZE DL THNTWDEE)  BLOZEOHMEZR R TEET,

A=ma—TAay (=) 227U v 7 LT, [Tools] > [License Manager] DJIEIZEIR L £,

ATV T2 T4V ADHERRNZHRTDHT AL, ADT IV DX A TEFRLET, ZA 7% [Switches]. [Routers],

[Wireless]. [ISE]. [Licenses]. % 72I% [Reporting] DV T 42T,
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7 4 ¥ K7D EEO [License Usage] 177 712id, MAEHD T A ADBBMEBIR LTI=T A AT
Y CHEFEHT O A B AP FRRINET, £, 77 7IZIEFEFAFHHN TO Essentials 7 4 £ A &
Advantage 7 A £ ADEIE L RINE T,

77 7 @ F® [License Usage] 7— 7 /VIZIL, HENTWATIA BV AEREHD T A & AD/NEHN,
W77 I VAT V7 77Xy METY A & ET,

ATy T3 FEORL T 7 2 U OFFM/R LLE A R R T 5 121E, [DeviceSeries] ¥ THMOES, 7 7 2V O&4HiZ 7 U v
7 LET,

Cisco DNA Center |2, BIR L7857 7 2 VICET MR REINET,

ATV T8 TARAYEDOT T 7 ¢ INFEREMERRT HIZIE, [License Timeline] €7 > a & TAZa— &7
LET, LT 7 IVDEALTA T T 7%, ZORLT7 7 IVICKH L TRELTEAY— T ATV
FDT A ABHIREINIZR D ETOE Y 2T VERTY,

At RAEREDERERORTR

Cisco DNA Center Ti%, CSSM THEAB I OWHE SNTZTXTO T A & AEEOERER
. BR, R, BLXOHRKR TR RTEET, CSSM L, &K 1 FEHOBEFE SR A REL £
j‘o

188 S

Cisco DNA Center % Cisco Smart Software Management (CSSM) DFED A~— K T hH v I
BT HLERH Y F9, FEMIZONTIE, CiscoAv— kT H 72 b EDOKEE (1413—2)
BTN,

ATY TN A=a—T A2 (=) #71V w2 LT, [Tools] > [License Manager] > [Licenses] DIAIZER L F 7,

» [License Summary] =V 71Z{%, CSSM M 5SHEAN L7z CiscoDNA Center 7 A7 ) g v S 4R
DI R R INET,

* [Smart Account] =V 7IZiX, A~— 7 AUy MIBET LA ERINET,

« [ESSENTIALS]. [ADVANTAGE], 3 X OF[PREMIER] =V 7 TiX, [Total Licenses]. [About to Expire].
F L O [Out of Compliance] @ Cisco DNA Center 7 227 UV 7y a >y T4 A0 E L ET,

s [License] 7 « ~ R OT —7 /L&, [Focus] K2 v 7F*HZ 7 U A RNLDRDE 2 —|ZHKSNT, B
ENTZTNNAALZDTA VLU A% T 4 VHME L ET,

e NR—F Y )LTHT L b a—  UTICESNTR—=F Y LT hH T b7 ¢ VAL F4,
s T4 AE 2 —
T NAAYVY — A 22—

TS AL T 2

. CiscoDNA Center ') 1) — X 233 BEE A F



| s1tv2nEE

ATy T2 &

ATvT3

sqsevzmozs [l

e TAB U AZATE 2—

RULTETA B ZADBEEREZR T DI, ZOT A ADITICHDTA A %27V v L
=7,

TA R ADFEMD AT A FA XA URFIRSN, BIRUET NS ADEERRT A ADFEME 7 A
U ADBENRFEREINET,

GE) TABRZEATDHMDAT A RA XA DEA MR, BIRLTET S, ZADZ A FL L

TABYADFEMD AT A RA 234 T, [Frequency] K2 v 7% 7 U 2 koD JBIEIEROSEFE % %8R
LET,
FEFRIRE R B 1 TR D L B 0 T,
* [Daily] : &HDOHIZBITHTFIA B AT —=FDRAF v T ay NeRRLET,
« [Weekly] : HBEE DT A BV AT —H DA F v T ay heaRRLET,
« [Monthly] : ZOHD 1 HIZBIF 5 T7A BV AT —HDA T vay heRRLET,
B DEIUTES U C, [Purchased], [InUse], 3 X O [Balance] D7 A £ AZEKESNW T BV AT —H %
IRT T T T INFRENET,
[License History] 7 — 7 /L i, HEOFRIIIL U T, [Date], [Purchased], [InUse], ¥ & O [Balance] {235
WTT A v REENE®RE 7 V2B L £,
GH) CSSMIFLARTI DT — X 03B ZOWERA RIS 2720, 74 B AOBIEEHRITHEIC 1 ARTOT —
%9, Cisco DNA Center [X. CSSM 225 7 A > A DEIEIE# % 5 B EMAICEE L7,

4t AFHDORTR

ATy

Cisco DNA Center TT7 A B AFEMZMIR L CERARTHIZIE, SESERFERLYET,
& 21, [License Manager] 7 « > R 7 ® [Switches], [Routers], [Wireless]. [ISE]. ¥ 72/ [Devices]
X7 %Téﬂf_74"k/7\0)ﬁfﬁrﬁi{ﬂ’?ﬂiﬁfﬁ@7 T7% 7V TCEET, KT T, &
L7 7IVDTA B ACONWTOERNSINIERERTR Y 77 v T RFERENET,

1 DOF A ZET DR GOAFEHRTA B ADFEME RS T 5K b V> P ik
[License Manager] ® [Devices] 7 —7 /L &2 fl4 25 Z & T, ZAIZOWTIIROFIAT E% L
iﬁ‘o

Ama—TAar (=) 27 U v 7 LT, [Tools] > [License Manager] > [Devices] DJIEIZERIN L £,
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B s toxrnozs

ATy T2

ATvT3

[License Manager] 7 « » R 7 IZIL, B SN TXTOT AL AL ZNbDTA B AD—EE2RTT—
TNANRRINET, T =7 NVOERITIL, T, AOREHLT A & AOFMMIRZR L AR TN
A ABLOTA B ADEROLNEGENETT,

W2 T A B AFMOT NS, A ROT AL, T—I Va2 A7 a— L LET, LERTNNA A&/
T HNRNGEAE. ROBIEZITVET,

e[Filter] : ¥ 227 Vw7 LT, 4 TD574—NVRZT 4 NEEMEEATILET (72& 21E. [Device
Name] 7 1 —/V RIZT A AL DOREKETNT—HE2ANT)) o 74 NVEEEEEHRDO 7 1 —v RIZAT)
THZENTEET, [Applyl 22 U w27 3DHE, T—TMITT 4 NV EFHIC—ET HEREFTT
DITOBDERRIIVET,

FrEDOY A MIBT BT A AEFRTDHGEIT. EMOSRL U TEOY A PETBEILTI U v 7
LET, 7A4NVHUBINTEYTIHT A, AREREINET, VA MEEEZ TV A b~—T—N0
R—=T O EBICEREINET,

[Find] : [Find] 7 4 —/V &2 U v 27 L, T—7ADFOWTNNT, METLHTFA M2 AN LE
7, Enter 249 L T —T7 LI [Find] 7 4 —/V RKOANNZ—ET 5T F A NG EN DRI DITIC
27 a—LLET,

e [Customize] : ' 27 Vw27 L, 7—7/WIERRTHINERINLET, 72L& 1L, [Device Model] % i
RARER, F 7213 [Daysto Expiry] Z84R L £ 77, [Apply]l 22 V v 735 L. T—T /TR L5 D FH
DRRSNET,

MBI T IS AR Do e b ZDT /3 ADITO [Device Name] DV > 7 %7 U v 7 LET,

Cisco DNA Center T [License Details] 7 1 & RUNERRZ4L, BIRLTZT A ZADFTRXTO T A &2 ZFEM
e TA B ABRBEPRIIVET, [Actions]IZIX, TS RAFETNIEDTA B ATERITTELHT 7 v
VIRFERINET,

SET LB % 22U w7 L. [License Details] 7 f > KU AU %9,

SAtEALRNILDESR

THRARATA B ADKREL NV E, Ty T T —RERFF VT L= RTH5Z LR TEE
9, ZHE. CiscoDNA Center (V7 A7 VT ar) AV ATITHIZ ENTEET, 1%
BEL~ULOERNE L, FEARM 72 Essentials L ~L2)vELFERY 7% Advantage L /LD F 17T
T (Fy hU—27 T A AL, Cisco Catalyst 9000 7 /34 A7 7 I U ORLY, T O Zffi
AHETF, CiscoDNA Center 7 A Z 2 AL ULWNEF TR B L. S NT—2 54 & A4EH
MHFERD S HIZAF I D Z LITHER L TLEEW)

TINAADTA B ALYV EIEE T H 72N, Cisco DNA Center X, A~— 7 hH T %
ERALT. NECHEMICIA B 22 Y e— LT LET,

TABAVNVOELEZEAT DIZET AN, A Y 7 — RPRMEIZ/ 5729, License Manager
NHA—P—IZ, TA B AVNIVOEREPFET LIZRIZT A 22 ) 7 — 5008 500
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ATvT1

ATy T2

ATvT3

ATv74

ATy TH

ssevamozs 2k—t+ [

WERNHY ET, FTA BV ADEFRFICY 77— FLARAVEIICHBIRTE £, TOHEAIX
BTV T =2 ATa— VT HMERHY ET, V=LA, 48 AL~rd
ERITHEH S EE A,

A=a—TAar (=) #27 U v 7 LT, [Tools] > [License Manager] > [Devices] DJIEIZER L £,

[License Manager] 7 4 > K7 I21%, MHENTZT_XRTOT AL 2L ZNHDTA B AD— EERTT—
TANRRSNET,

[Find] ZfEHT 50, 77— NEAI7— L LT, F4A BV ALV EERT LT NA ZAERKELET,

TN, AR CRIBENFEE L2, BHOT A ZAZBIRLTZD T5581EL. 74 B AFRMOERR
(145 ~—=2) Db v M- TT—T NV EH L, BERT AL AT 2FR LET,

FGAB AL NN EERETEHETNA ZAOMICHDHTF = v 7R 7 A& A 12 L., [Actions]>[Change Cisco

DNA License] DNEIZEIN L E 7,

Cisco DNA Center [, ZH 3257 A &L AKX A 7|25 L1 [Change License Level] 7 1 > R &2 FR L
£7

INSEDT A AIMET2T A ' ALY ([Essentials] & 7213 [Advantage]) #7 U v 27 LET, T34
AMET A AEHIRT B2, [Remove] 27 U v 7 LET,

[Next] #7 U > 7 L£7, Cisco DNA Center 28, ZHZ 3 IZHMHT 52, B CHEHZT 202 L E
T, Flo, TOTA B ADAT —FZRAEZTHTHE, T AEFEET L5008 5 & 8IRT 2 LB
b ET,

AT T DIE. ROBEEITWET,
BT DHUEMMNTE TORWESIL, [Back]| 27 Vv 7 LTIA B AL~ULOEREZE LTI 50,
XE27 Vw7 L, V4V RUEALCEF Xy 2L LET,

T NIEFT AU N TE TWDEAIEL. Now]Z 27 U v 27 L, WIZ[Confim]|Z27 Vv 7 LET, &
EREHAINDE, ZOTA L AEHERATET AL AN) T—rENET,

B TEEZEMT2%5E1%. [Later] 27 Y v 27 LT, ATV a—WEHLDIZ A7 DARTEZATI L, &
HEEHTL2AREZHEELET, 7T ARKEBEBINTNDLIYA O LY = DART Y 22—
P> TEHLELIT AL, [SiteSettings]| =7 U v 7 LET, AT T a—/LD/NT7 A —FDIEENKID >
725, [Confirm]| &7 Vw7 LET,

A RFHRDIT Y AR— bk

Z A & AFER % Cisco DNA Center 7> 5 R IZ =7 AR — k L. PDF F 7213 Microsoft Excel
Tr7ANINY I T T TEET, INLDITA BV A RNy I T v 77 AVOEIE,
OTHT T4 T LR— b D=— 2T ET 52 LT,
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SAtE 20EE |

B x=—rsqevzsmsiqroanan

ATy T
ATy T2

ATvT3
ATy T4
ATy TH

ATv7T6
ATy 17

AN—

ATy T
ATvT2

ATvT3
ATv74
ATvTH
ATv 76

AN—

ATy T

A=ma—T A2y (=) #27U»Z7 LT, [Tools] > [License Manager] DJIEIZER L £,

[Licenses] #7 U v~ 27 L ¥ ¥, Cisco DNA Center |2, BEH IV ETOLNTWNETXTOITA B ADY A K
DERRSNET,

[Export] %27 U w2~ L %9, Cisco DNA Center (2, [Export Licenses] 7 1 > RUNRERINET,

T AR—=FEDT 7 AN E @R £7,

(A7vay) ZIAR=NMIEDDLD, FFTI AR— EPLBRAT D74 B AEROFKE LA T D

BIZhH2F =y IRy 7 A%F AT LET, UBOTI AR— DT 740 & LTRRNA L RFT D
HBlE. THICHLTF =y 7Ry 7 AEF I LET,

[Export] #27 Vw7 LT, T AR—=FLIETA B AT 7 ANVDEIE 7 7 AN ERELET,
[OK] %27 Vw7 LTI AR— I EET LET,

FSA AR T /N, AD B ENEER

A<w—hZ7 AR (SL) AN T A 20 BERGEAMET D Z RN TEEd, BEIX
SkE AT D &, CiscoDNA Center |ZIBI S 315 SLINH 72T /34 A%, @R L= A—F v
NT oy MZEHEPEESINET,

Cisco DNA Center ¥ A7 AEHE D2 —F =4 L XAV —REFHL oA LET,
Ama—TAar (=) #7U»Z7 LT, [System]> [Settings] > [Cisco Accounts] > [Smart Account] DJIEIZ
FIRL £,

[License] &7 U » 7 L7,

[Auto register smart license enabled device] = v 7R v 7 A% A I LET,

BAIET o v MR LET,

[Applyl 7 U v 7 LET,

FSA ARG TINA ADTA EOERE

H 868k % A 023 D Rl Cisco DNA Center (21BN &N 72T 34 AL, BEVEEINEE A,
B SN TWRNWARAT— T A B ARST 731 A%, [All License] ~*— ¥ CTHER TE £7°,

Ama—TA=ary (=) 227U v 7 LT, [Tools] >[License Manager] > [License] PJEIZER L £ 7,

[License Manager] 7 ¢ &~ R 71Zi%, BEIEER I AL TWRWSLIHGET N1 Z0# & | &SN T (1 2 &
ZDOITA B AD—ERERINTZT =T NONF—R vbe—UR, BEIBRGRERET LY 7 LB
KRINET,
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FIA ZNDEES A £V RAFHEREA—v 2 k1202 Fu0ER [

F7-. [Registration Status] Z|ZfEH LT, REEEOT NA ZAET 4 NVEZ ) TTHIEHTEET,

AT T2 eI 5 SL kLT /A A% 3R L, [Actions] > [Manage Smart License] > [Register] DJIEIZEER L £ 7,
AT9 T3 ARET I M &L T [Continue] 7 V v 7 LET,
RTYT8 THRAAERET HITIE, ROWTRNERETLET,

T ICT S ABBEET DB, [Now] 28R L, [Confirm] #2 V v 7 LET,
« BTT A AEBERT D851, [Later] IR L, ARFZIEELET, ATZ T a— VDT XA—=HFD
BENKDH-T=5, [Confiim] #7 YV v 27 LET,

TINARANDFEETA LV AFHNERLIFINA—TRU S
12V AFHDER

A= I ATIE, AY— TS ADA 2 AH AT L - T Cisco Smart Software
Management (CSSM) & EHHICEIHIL T, FA B ART—F 2AOEHbEa T4 7
ADWEPITOND LT DRENRDH Y £3, —HOBERIL. A X —Ry FT 7 EAN
RSN mEIRES N Ry NV—TRNIZHDLT A AZFEHLTWET, ZOLH7e¥
ATDRy NI =7 TlE, 74 ZLEHICCSSM LEFEIL Tar 7T 47 v AER & E£R
THZENTEERA, TOXIRBEMROBRELYR— N 5720, FETZA B ATH

(SLR) B U= b7 AU A FHK (PLR) EAIFLE L7z, Cisco DNA Center ©
BEIT, 948 AR =V Y TAPIR—2AD T —27 7 u—%fif] L T CSSM 7> b4

FA v ABTHRTEET, CiscoDNA Center Tid, A7 —3 V' EHE T CSSM I — &84
FUE, 734 A5 SLR E— REIXPLR £ — R TV A IERT H2LETIH Y THA,
CSSM ~DHERERC AT — 2 > T INFAT T E I alE, CSSM TR T& % FE)SLR/PLR U —
7 7u—nMEHTEET,

SLRIC X » TBEMIL., WA v AF R/ —Fay 7 48 A 77 A/ (SLRIKR T —
R) ZA VA M—ILTEET, ZOTA VAT 7 A NMIZE - T, lBIO FFED) T7A4 &
A (MERRFT 52 7)) A nE T,

PLRIZC L > THBEFEIT. AT RTOITA B AFLEREEMET HER I — NE A X
f—nTExFEF,

SLR & PLR D5, A=—F T H 72 O L~V TORFIKRBSLETT, FHR— R L%
oA 1L, licensing@cisco.com (2 Z g < 721,

F 34 A & Cisco DNA Center D 575 CSSM IZ#H55t SN TV A A2 SLR F 7213 PLR 2 H%)
12T 5 FEICOWTIE, T34 A & CiscoDNA Center 75 CSSM I Z#55: ST A 345 0 SLR/PLR
DOHEME (150 =) LTI Z W,

T34 A & Cisco DNA Center 78 CSSM (2456t ST WR WA IZ SLR £ 721X PLR ZH 2004
B IFEIZHOWTIX, T 7351 A & CiscoDNA Center 78 CSSM | @ %émﬂ\f;w%g\m SLR/PLR
OHEME (150 X—) LT ZE,
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Bl 7/ X & cisco DNA Center 5% CSSM (=28 S L T L\ 5354 D SLR/PLR DAL

T /34 X & Cisco DNA Center ° CSSM [Z it S T LV 515E D SLR/PLR
0)75 ikt

AT TN A=a—T A2 (=) #71V v27 LT, [Tools]>[Licenses] > [Licenses] DIEIZEIR L £,

ATw 72 SLR £7/2I1EPLR ZiE 3 %7 /34 A %3 LT, [Actions]>[Manage License Reservation] > [Enable License
Reservation] DJIEIZZ U v 27 LE T,

AT 73 [Specific License Reservation (SLR)] & 7213 [Permanent License Reservation (PLR)] % 3R L, [Continue] % 7
Vo7 LTEIRLTET AN, ZADQERa— REESFLET,

ATy T4 BRLUET AL ZA0HERa— RBAER S NS, [Continue] 27 VU v 7 LET,

AFYTE FA B AETRTHA—F v LT AT FERIR L, [Continue] &2 U v 2 L CRIR LT /51 DK
a— NEARLET,

AT9T6 EKRBa— N ERSNES, kOWThrEEITLET,
«SLR # T <ICHEHT 2% E1E,. 735 A&RINL T, [Continuel %7 V v 7 LET,
« $% T SLR #3284 1%, [Apply Later] #7277 U v 7 LE7,

AT w71 [Confirm] Z# 27 VU w2 LT, SLR/PLR Z3&IR L7=F A ZZ5@H L £,

[All Licenses] ~— 3 @ [Reservation Status] O T2, HH SN FT DT A ADAT —H A% RRTEDLH L
2720 E L,

T34 X & CiscoDNACenter/ACSSM(Z i E#t = L T ULV L VS S D SLR/PLR
0)’5 k|

CSSM 1T ST WRUWNTF 234 2D SLR/PLR AN T 5121, ROFIEEXZFITLET,

AT Tl A=a—TAar (=) #27 VU »Z7 LT, [Tools]> [Licenses] > [Licenses] DIEIZER L F 9,

ATwF2 SLR £72IXPLR 2T 57 /31 A% 3R LT, [Actions] > [Manage License Reservation] > [Enable
License Reservation] DJIEIZ 7 U v 7 LE 7,

AT w T3 [Specific License Reservation (SLR)] & 7= (% [Permanent License Reservation (PLR)] % 3% L, [Continue] % 7
U LTEIRLET AN, ZADE R — FEBRELET,

Telnet Z /T L CT /34 AT L, ER=a— RS+ 52 &b TEET,

ATy T4 BRULETASA AOERa— RPERSINZD, [Export] 227 U v 7 LET, ZHIZLY., requestcodes.csv
TrANNE T — RINET, ZOT77AMZE, IPT RLA, TS ZADV Y TAEFR, BILW
FRa—FREENTVET,

ATV TS ALROELINI T 7 A VERFLET,
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ATvT6

ATy 71
ATvT8
ATv79
ATy 710

cssmasorRa— koL |

CSSM INBETNA ZADKRa— REBEL., CSVIZ 7 A LNTEHLET, [CSSM 226 DKZR =
ROER] 25 L TN,

[UploadCSV] VY > 7 %27 U v 7 LET,

[Select a file from your computer] Y > 27 %27 UV v 7 LT, fR{FLTZCSV 7 7 A NV EBRINL £,
[Continue] #7 V v 7 LET,

TAB L AETRITHNN—=F ¥ LT 7 h&EIR L, [Continue]lZ 7 Vv 7 LET, BIRLIT /A A
(2 SLR F7-1% PLR 28 H & E 7,

[All Licenses] ~— " [Reservation Status] D FIZ, HH SNIZHH DT A ADAT —Z A% RRTED
Kol ELL,

CSSM 75\ b o)ﬁntb\: - PODHEE?:

ATy T
ATy T2

ATvT3

ATy 7Ta
ATvT5
ATv 76
ATvT1

1R B
CSSM a7 A T 512iF, A~— K T H T hDOZ LT oy v LRKLE T,

CSSMize 74 LET,
[Inventory] > [Licenses] > [License Reservation] % & L £, [Smart License Reservation] 7 ' — K3 FK/R
SNET,

[Licenses] % 7 @ [Llcense Reservation] R ¥ »1E, BHDA<— " T N THEZA 2 AT (SLR)
B LIS ORFIRENET,

[Step 1: Enter Request Code] & 77" C. [Reservation Request Code] 7 « —/b RiZZER =2 — K& AJJ LT, [Next]
7V LET,

[Step 2: Select Licenses] # 7 C., [Reserve a specific license] &= v 7 7R v 7 A& 4 N2 LET,
[Quantity to Reserve] 7 4 —/L RIZ, PRTDHT7A B ADHE AL, [Next] 227V v 7 LET,
[Step 3: Review and Confirm] % 77 C [Generate Authorization Code] 27 U v 7 L £,

[Step 4: Authorize Code] % 7 CKGR =2 — R ZHUSG L £ 77,

TNA RBEASN-SIREIFPRRZX ¥ o)L

ATy I
ATy T2

FTORA ZIZEMAEN TS SLR F721XPLR #F% v VB F TS Z &N TE E1,

Azma—=TAar (=) #71V vZ LT, [Tools]>[Licenses] > [Licenses] DJEIZER L F 7,
T34 A% 27 Y 27 L., [Actions] > [Manage License Reservation] > [Cancel/Return License Reservation] ™

NEIZEIR L £

Cisco DNA Center ') 1) —RX 233 BEEHA K .



SAtE 20EE |
B s2o— ks oz -l BEF21UTSALURERMICTS

ATwF3 [Cancel| 7V w7 LTTA BV AZEALET,

[All Licenses] ~— 3 ® [Reservation Status] @ T2, BH ST DT A AD AT —H ANRKRINE
j‘o

AKEOA—FE2A XA M=ILL, BEX2YTa4T74 Y
AR=EBMZT 5

VAT, T 7 AN FT250Mbps D ANL—T"y FEREEL TWET, T30 ADAL—T
% 250 Mbps LA EIZHERL TR, v A anbkila— R BiSG T2 LB R H VY £4, HLEIZ
JIGELT, B—0U—7 7a—FHEROY —2 7o —CERa— KA A =1L, &k
¥=2U7 4 (HSEC) 74 BV AZHHITEET,

1R BRI
FNA AT CiscolOS-XE V7 b =7 VU —RZ 1732 ENFITENTND Z L 2R LE
K

AT Tl A=a—TAar (=) #27V »Z7 LT, [Tools] > [License Manager] DJIEIZER L £,
ATwF2 [Reporting] ¥ 7 &7V v s LET,
AT w73  [Smart License Compliance] #— K% 727 U v 7 L %7,
AT w74 [SmartLicense Update] 7/ 4 > K7 C, [LetsDolt] 227V v 7 LE 7,
LHBIDY 4 RUEAF v 7§ 5I21%, [Don'tshow thistomeagain] F = v 7 Ry 7 A& AN LET,

RATwF5  [Select Smart Account] 7 ' K7 T, Ka w7 &7 U A Kb [Smart Account] & [Virtual Account] % i3
RLUET,

ATYT6 [Next]#Z7 Vw7 LET,

AT w71 [Choose Sites and Devices] 7 4 > K7 T, KB — K& A VA M= 1LT 5T /34( ZZRIR L, [Next] &7
Uy 7 LET,

AT w78 [Policy Settings] 7 4 > KT, CSSM AV > —%fiB L, [Next) 227 U v 7 LET,

AT w79  [Choose Device Features] 7 4 > K7 C, RO FNEZFEITL F T,
a) TAA AEEIRLET,
b) [Auth Codes] K1 v 7' X ) 2 k M5, [Install] 238K L £,
¢) [HSEC] kmy 7 XU A | . [Enable] Zi&RN L £,
d) [Next|ZZ7 Vw27 LET,

AT w710 [Review Device Features]”V 4 > K7 T, [Next]ZZ V v 7 L¥ 7,

AT v 71N [Installing Device Features] 7 « > R C, K782 — K& HSEC A ' A h— )L AT — % Z%&fEi L. [Next]
27 Vw7 LET,

AT w712 [Sync Data with Cisco] 7 + > K7 T [Next] #7 U v 7 LET,
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stxaur 51trzomnt [

ATY 713 [Summary] 7« > RDIZ, KB — K& HSEC A VA R — VAT — X ARFIRINET,
ATwF 14 [Finish| 227V v 7 LET,

BEFaTASM L ADEMIE

HSEC 7 A4 B A RMNBEIZHE LRNVE DL, T/ AOHSEC 74 B A WHIT 52
ENTEET,

AT Tl A=a—7Aa2r (=) #27V»Z7 LT, [Tools] > [License Manager] DJEIZER L £ 7,

ATwF2 [Reporting] ¥ 7% 7V w7 LET,

AT w73  [Smart License Compliance] 7— K% 27V v 7 L ¥ 7,

AT w74 [Smart License Update] 7 4 > R T, [LetsDolt] 227 U v 7 L%,
LHBZDT 4 R EAF v 79 521L, [Don'tshow thistomeagain] = v 7 Ry 7 A4 12 LET,

AT v F5  [Select Smart Account] 7 4 > K7 T, Ru v 7% 7 A K5 [Smart Account] & [Virtual Account] % 53
RLUETF,

ATYT6 [Next] =27 Vw7 LET,

AT w71 [Choose Sites and Devices] 7 4 > KU T, @tExa T 4 748 AEMNT DT 34 AZTRIRL
Next] 27 U v 27 LET,

AT T8 [Policy Settings] 7 4 > KT, [Next] 7 U v 7 LET,

AT w79  [Choose Device Features] 7 4 > K7 T, RO FNEEZFEITL £,
a) TNA AERINL E7,
b) [HSEC] K& w72 U 2 hink . [Disable] %8R L £,
) [Next]ZZ7 Vw27 LET,

AT w710 [Review Device Features]” 4 > K7 T, [Next]Z 27V v 7 L¥7,

AT w71 [Installing Device Features] 7 ¢ > K7 G, HSEC #ELEMEDO AT — X A %R L, [Next] 227 U 27 L
ES N

AT w712 [Sync Data with Cisco] 7 4 > K7 T [Next] #7 U v 7 L ¥,

AT w713 [Summary]” 1 > K72 HSEC #ELLEMED AT — 2 ANERENFET,

AT 714 [Finish) 227V v 27 LE7,

CSSM DY) Y —RAEREQFHFMOT7 v TO—F

U Y —2EHROFEMA CSSMICRIEIZT v 7 r—RNL72), 7y 7 r—RA X &2 RT
Va— VT HIEIRTEET,
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ATY Tl A=a—7TAa2r (=) #27 VU »Z7 LT, [Tools] > [License Manager] DJEIZER L £ 7,
RATw 72 [Reporting and Compliance] % 7% 7 U v 7 LE 7,
AT w73  [Smart License Compliance] 7— K% 7V v 7 L ¥ 7,
AT w74 [SmartLicense Update] 7 4 > R T, [LetsDolt] 27 U v 7 L%,
LHBIDT 4 R EAF v 79 521L, [Don'tshowthistomeagain] = v 7 Ry 7 A4 12LET,
AT w75 [Select Smart Account] 7 4 > K7 T, Ru v 7% 7 A K5 [Smart Account] & [Virtual Account] % 5%
RLUETF,
ATYT6 [Next] =27 Vw7 LET,
AT 7T [Choose Sites and Devices] 7 4 > KT, U YV —AFHBOFEMEBIGT DT /34 A %8R L, [Next] &
7V v 7 LET,
AT9 78 UV Y—AFHROFEMEREICT v 7 a— K352, [Modify Policy] 7 > K7 C[Next] 27 VU v 7
LET, EMILAR—-FOBHEZEET DT, WOFIEEZFITLET,
a) [Policy Settings] C. [Reporting Interval] 7 « —/L RIZxfIH9 % [Modify] #27 V v~ 7 LET,
b) [Change Reporting Interval] 7 1 > K7 T, fEZ AT LE T,
LAR— MRS (H%0) 1%, Cisco DNA Center 225 CSSM ~?D U Y — A fiff iR OFEM O E W72 T
T — ROBELZRLET, 7Ty e — FOBETBOT I ENTEETN, R/ UAR— MAER
WO Z &I TEERA,

c) [fR%TE (Save) 127V w7 LET,
ATw 79  [SyncDatawith Ciscol 7 4 > K7 CT[Next] 27 VU v 7 LE T,

[Summary] 7 « > RUIZIE, 2OV —27 70 —THEITENIBIEO AT — X ANEREINET,
ATFw 710 [Finish) 227V v 27 LET,

CSSM & OF — 4% ORI T 5 &, Cisco DNA Center N ERRINE % T /34 AIZEE LE T,

RDBARY

TA o AFERRI L AR — BRI L 72T N ZADEIE, B [Smart License Compliance] 77—
RiZ [Retry] 7Y = & & HIZERSHLET, [Smart License Compliance] #— K& 7 VU v 7
L, LROFIHEZLVE LT, KRELET A A5 CSSMIZT A & AEAMRIL LR — &
EELET,

TFTINAADRAIL—TY FDEE

A= b TA R AREN—F DAN—T y bEEETEET,

ATY TN A=a—TA4ar (=) 271V v 27 LT, [Tools] > [License Manager] ®NEIZiEIR L F 7,

. CiscoDNA Center ') 1) — X 233 BEE A F



| s1t>roEm
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ATw T2 [Reporting)| ¥ 7 %27V v LET,
[Reporting] 7 4 > K2, TRXRTCDOAS—FTFTA BV ARNIGT NRAALEDT A RAERT T —T LN
FREINET,

ATV T3 BRTLHTNA AERRLET,

AT T4 [More Actions] %7 Y 7 L. [Change Throughput] %% L £ 7,

AT 75 [Choose Throughput] 7 4 > K7 CAL—7» MEZEIR L, [Next] 227V v 27 LET,

AT 76 [Apply Throughput] 7 ¢ > R CT[Next] %7 U v 7 LE T,

AT w77 [Recent Tasks] V> 7 %27 Y 27 LT, [Recent Tasks] 7 1 > KU ZRE L E T,
[Recent Task] 7 ¢ > K7 C [Change Throughput] % A7 D AT —H A& MR TE £7°,

IN—F X ILT7HO2 FEID S A £ ADERE

N=F XY VT AT FMETIA B AR TEET,

ATYT1 A=a—T A2y (=) 227V 7 LT, [Tools] >[License Manager] ®JEIZE IR L F 9,

[License Manager] 7 o > R7IZIE, MHSNTZT X TOT AL XL BTN ZADTA B AD—EHER
TT =T NABRERINET,

RATY T2 BT HT7 A48 AN, [Transfer Licenses] %7 U v 7 LE7,

AT w73 [Transfer Licenses] 7 4 > KU T, N—F ¥ L7 HoU v FEBRLET,

AT v T8 BIRUT-% T A & AD [Transfer License Count] 2 AJj L, [Transfer] #7 Y v 7 LE7,
AT w75 [Recent Tasks] Y > 7 %7 Y v 7 LT, [Recent Tasks] 7/ (> Ko &fLsih L £,

[Recent Task] 7 ¢ > K77 T [License Transfer] # A7 DAT —Z A LR TE £7,

AX— bAoA FIGTINA RIZHTHBEEIITDE
IH

Aw— K TA B AKNET SA R KADORK S 7B L T, A AX L ADT L
ARV T =X OB ETEHZT L ENTEET, BEXY 72 EHBIOHIRTAZ L TE
F7,

ARTY TN A=a—TA4ar (=) 271V v27 LT, [Tools] > [License Manager] ®NEIZER L £ 9,
ATw T2 [Reporting]| ¥ 7 %27V v 7 LET,
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[Reporting] 7 > RIZ, T RTDAY— L TA B ARIET A AL ZDTA U AERTT—T LN
FKRINET,
ATV T3 RS TEENT LT A A%ERLET,

AT 74 [More Actions] %7 Y =7 L. [Manage Free Form Fields] Z#84R L C, K ¥ 7 2800, FH, T7-03HI6R
LET,

ATY TS RS T EBINEIIFEHT 520X, [Free Form Fields] 7 4 > K7 TIROFIEE EIT L £,
a) BRZ T EANNLET,
b) [&R#F (Save) 1227V v 27 LET,

ATvT6 BEY V7 EHIFRT 512X, [Free Form Fields] 7« > K7 CIROFIEE EIT L ET,
a) HIBRT 2BEZ VOHIRT A 2% 70 7 LET,
b) &% (Save) |27 Vv 7 LET,
¢) [Waming] 7 « > K7 T [Continue] 7 V v 7 LET,

AT w77 [Recent Tasks] V> 7 %27 Y 27 LT, [Recent Tasks] 7 1 > KU ZfE L E T,
[Recent Task] 7 ¢ > K7 C [Manage Customer Tags] # A7 D AT —H A E MR TE ET,

FJAEARR)O—DER

Fy b T =27 T8 A3 CSSM ITHERED AR 2 AT 5 LA — MRz A TE £7,

ATY TN A=a—TA4ar (=) 227 1V v 27 LT, [Tools] > [License Manager] ®NEIZiE#IR L F 7,
AT w72 [Reporting]| ¥ 7 &7 Vw7 LET,
AT w73 [Smart License] 7—7 /L C, [Modify Policy] #27 V v 7 L¥7,

[Modify Policy] 7 ¢ & R7IZ, AU —FKE L CSSM R Y > —DiEfln R <IN ET,
AT w74 [Policy Settings] T, [Modify] #27 U 27 LE7,
AT 75 [Change Reporting Interval] 7 « > R T, LiR— MNEFEOMHEZ AT LE9,
ATY 76 [Save] &7 Vv LET,
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i

N7y TEER

e Ny T T EETITONT (157 X—)

e RNy I T TP —=R—DEM (159 —)

Ny I T T ARL—=VEME (163 2—Y)

* NFS #—/3— D% EH] - Ubuntu (163 ~<—3)

* NFS #— 3— D% ER] : CentOS (164 ~=—3)

*NFS Z#FR[T D7 7 A4 T U4 —ILb—)LOFE (165 2—)
Ny Ty T Y= R"—OFE (166 ~—)

ST STF =L ERNy T v (168 _—)

T —EDNRNy T T AT a— (169 =—)

Ny I T T T—2 & (170 X—)

INY DTy TEBTIZDINT

Ny 7T v 7TBIOETEEZHEA LT, BOT 7747 AERXTHODNNy 7T v 7
TrANEERTEET (Ry P = BRICKLERLS) .

NHYTF7TyT
HEH LT — % Do, FTITEEMET — X & T3 a7 530 A F—XDW 52/ Ny 77 v T
3

HEI{LF — & 13, CiscoDNA Center 7 — & X— R ZLF o ¥, Z7A4NLI AT A, BX
R7 7 A NVTHERINTWET, BEb Sy 7 7 v 735 EeNv I T v 7 TT,

T aTl TGV AT—HT, %2 NI — 0T a7 T AT —Z TSN TWET, 7
AT TUAT—=EDERNDN I T SR ENN I T v T T, FORIIE NN 7T v
‘(“‘j‘o

| &

BE Nl T T TrANIEELRNTIES Y, BESLE, Ny I T v 7T 7 A L% Cisco
DNA Center [Z{EIE TERWEERH Y 7,
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. NP7y TE/RITONT

Cisco DNA Center |3 7 7 v 77 7 A VEAEHK LT, VE— I —""—{ZHRANLET, &
R T o 70E. T4V 27 ML ELTCUUIDD AL C—FICEMmEInEd, VE— P —
NR=DEEDFEANZ DN, Ny 7T v 7 —=_"—D%f: (1593—) 2R L TLIEE
v,

—FEIZ1 DDy I T v T ORFATTEET, —BICEHBEONNy 7T v 7 %I 7T HZ LT
xFH A,
Ny 7T v 7DOFTHT, 77 AN —ERACT v T u—RENET7 7 A VEHIRT D Z &%

TEP, T ANMIMATEZEEIINRy 7T v v AL TxFy 7F ¥y SN0 201 H
D ET,

WO R EHEREL F4,
e F— AR LT A NVDBIEDNR— g R T 51O A Ny 77 P ETT
Do

REWCERZMATRITIANY 7 T v T2FATTD (TAAATHLORY —affl £
FERLIZGERE)

N I Ty FIIHBROVIRNEEAT A T T ARRICORFETT D,
WORFE A OWRANHENLD Ny 7T » T AV a—NTEET,

Restore
Cisco DNA Center #fiH L CY E— b — =X I T v 77 A NV EEILTEET,

Ry I T v T T77ANVEEITLT DL, CiscoDNA Center IZ L - CEHEFDT —H _XR—RA LT 7 A
ADBHIBRES, RNy 7T T TF—H_R=R LT 7 AV TEESHBEZONET, HxeETL T
%8, Cisco DNA Center |3 H T £H¥ A,

CiscoDNA Center D& B /83— a DNy 77 v 7T aVER L. Cisco DNA Center DB D/ 3— 5
ANEDNR I T T BT HZEIETEERAL, NI T v, RNu o7 v 7 rbh
72T TIA T UABIOYT 7Y r—a R U CiscoDNACenter Y 7 7 =7 /38— 3
TV r—vary, BEOT TV r—rai "= arzZF 7L TWET T T4 T 2V AZDH
It & £, Cisco DNA Center DEIfEDT 7V r— 3 v &=V 3 U EFRRT DHITIE,
[System] > [Software Updates] % #&4R L £,

Ny 7T w71, BOIP T R A% Cisco DNA Center 7 7T A 7 2 AZE LT H 2 L
TEXEJ, ZOWRPMIE. CiscoDNACenter DIP T RLUABEEINTWT, W 2T L0 D
BT HUERS LA LAREERNH Y 4,

| B

EE CiscoDNACenter D3> 7 7 v 78 L UOME L%, [Integration Settings] ~X— 27 7 & A L

(&%

T |Z)& UC) [Callback URL Host Name] & 7213 [IP Address] # B8 2 4LENH Y 9, FEMIC

ONTIEL, MEBRTEORE] 2R L TLEEN,
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| "vo7yTesEn
nysryFearns~yraa |

NPTy TEBRDAANY FEA

Ny 7Ty TERIFE AR NBBRETAHEZRGBEMEZETCEET, TNOLOBHEHRT
BXOYVT 2751479 5121%, [Cisco DNA Center Platform User Guide] @ ['Work with Event
Notifications] hE w7 #F(TLTLEE, ZOFEEAET L5, [SYSTEM-BACKUP] A
A~ k& [SYSTEM-RESTORE] A XV b &ZEIRL, T AT TATLTCNDH I L EMERLE

R

HENE, RORITRTA X FOWT NN FAET DI AR JORE S ET,
B}1E By

Ny T T N VAT LDy I T v 77 A NVEEKRT D7 ARG INT-,

VAT DN I T T T 7 A IVBIERITER S iz,

VAT LD I T T T 7 AINVEERTE o lz, ZiUdi@s., WOBABATREAELET,
s MBI T 4 ANV E—FA ML —UIZH Y FHA,

¢« VAT ADNFS Y —N—D AT —H A TS TEEFHA, ZHiE, N7 7 v 7TEIEDZDDHE

HiF = v 7 T,
o VAT ADNFS b= R—=T R I T w77 7 A VEAERTIC, BEROMBECEIENRELEL
775

Bt Ny DT T T 7 ANEETT L7 0 ARG ST,

Ry I T T T 7 A NLDEITCITRE LT,

NPT o7 7 ANDOE TR LT, ZHiT@EE. OB TEAELET,
R I T T T 7 AILBEERL TOET,

¢ VAT LADNFS V—R_R—TNRy I T w777 A VELERRTIC, BEHRORBESCEBIEN B ELEL
7=,

™ O ™
INYD Ty TH—N—DEH
Ny T o T ==, RONTNDDOARX—T 4 T VAT BAEFRT L TN DHERD
nE9,
* RedHat Enterprise (% 721% CentOS) 7 LA L

« Ubuntu 16.04 (F 721X Mint 72 &) U E
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Rys7vren |
B 7o —n-—omn

BEMET—2 N\ I 7y T —N—EH
HEMET =2 DNy 77 v 7o H— b T BI0E, =S — SR OB 27 LT 2 243578
bYET,

*SSH (AR—hk22) /U E— FEH (rsync) ZfEMH L T %, Cisco DNA Center (X, /X 7
Ty TEATRED FTP (R— b 21) OHZ YR —F L THERA,

sLinuxrsync +—7 4 U T 4 & A VA b—/L LT D,

+ (RedHat7/CentOS 7 \ZiFHH S AvEHA) CUTF-8 27— WA VA h—L 3N TW5H
b £, CUTF-823 A Y A M= SNTWEHMNE I D EEd T 5I12id, RO X I
AN LET,

# localectl 1list-locales | grep -i c.utf

C.utfs8

en SC.utfs8

Ny I T Ta—YP =PRI T T DA VAN NVT N E AL TNDN, 22—
W= N—T DA [FEEZABMERD DD, T2 21X, Ny 7T v Ta—HF—=2 [Ny
T T TCR=PF—=DINV—=TN [RF 7| OFF/IT, Ny I T v 7T 417 hUIC
VB MERZ IR OY T AR LET,

B NI T TF 4Ly MU (RN I T o7 a—PF—R3Fa LT 5,
$ 1s -1 [/srv/

drwxr-xr-x 4 backup root 4096 Apr 10 15:57 acme

B2 Ny T T 2= =D TN —TIEIERPHE SN TN D,

$ 1s -1 /srv/
drwxrwxr-x. 7 root staff 4096 Jul 24 2017 acme

eSFIPH 7L AT LAEFINZILTWS, SFTPY T L AT LD E, A VA =1 ENT
WA Ubuntu DU U —R K-> TEARY FF, H&HD Ubuntu U U —RATIX, IROITHT
A MEN, SSHD REIZCEENTWAMLENH Y 7,

Subsystem sftp /usr/lib/openssh/sftp-server

ARROATZT »a Xy MITOMERSH DT 7 A /WL, 18X /etc/ssh/sshd_config
ZH0ET,

)

GE)  NFS##i7 4L 27 VU % CiscoDNA Center DNy 77 v F H—n_"—F L7 U L LTHEH
TAHAZLIITEERA, VATZ—RFRENFENFS U2 MIBEDOEN# 2 57~ AR—
SNEE A,

FIoaATIVRNY I Ty TOY—N—EH

T aT T ADT =Ly I T v TP R— 15205, V=" —BNROBEM: %7~ 7 Linux
NR—=AD NFS $—_R—THLIVLENH VY F7,
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Ry 7y 79—rn—ngt [

*NFSv4 BELOINFSV3 2V R —hFLTWD (ZDOVR— MEHRTHITIE, b——05
nfsstat-s = AJLET) .

eNFS =7 AR—T+F 4 L7 N VICHT HFHIY /EEXALIMERNDH 5,
» Cisco DNA Center & NFS —/_—[DO R v N U —T RN EZE L TN D,
» Cisco DNA Center & NFS %r—/_X—[ DR v b U — 7 AR+,

« CUTF-8 B 7 —/Li3Af VA h—=/LEIL TV D, CUTF-8 31 VA b —/LENTNDHNE D
MR 21IE, ROLIICADNLET,
# localectl 1list-locales | grep -i c.utf

C.utfs8
en SC.utfs8

CE) NFS##7 ¢ 1L 2 bV % Cisco DNA Center DN 77 F H—n_—F L7 hU L LTHH
TAHZ LI TCEERA, DA —RFRENAENFS Uy MIBIEOENEZ 57280, R — Tk
INEH AL

3D Cisco DNA Center Z BRI 2 1-0DDEH

T b U — 7 IZHEED CiscoDNA Center 7 7 A XA NEGEENTWAEEIX, FIU Ay 27 v 71
r—varEHMbE TV aT I AORy I T v AT L EIETE A, BHEO
Cisco DNA Center % JEBIT 535H. XA N7 F 7 7 ( A1Z4 Cisco DNA Center 7 7 A X D3
IT v TT 4 v NUEEEDBET DI LT, ROBRERNL, Nv I T v T T 4 LT MUK
WEEEET D HikE R LTV ET,

Jy—2 B
Cisco DNA Center 7 7 A ¥ 1. clusterl
2. cluster2

HEMEE T3 2T I 2Dy (FIRLET 4 L7 RV /data/ T, BHDEA T DRy
IT v TRBANT NI | IT T aRARTHFRNRAR=ARDY £,
Ty T Y=

T4V P OFAHELHER | Zotsvaroirtch s THBLT —4 1y 77 v 70
P =Bk BT 2SN,

FoL 7 N OFAHEEHERE |20 723 ORiRRchHD (T aT T3 AN I T v
DO —R_—F ] 2R LT TEEN,

NFS =7 AR — M&RE Jetc/exports 7 7 A VDNE :

e

/data/assurance/clusterl
*(rw,sync,no_subtree check,all squash)
/data/assurance/cluster?2
*(rw,sync,no_subtree check,all squash)
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B o779 n—oFiLoruLa7yr

#7 L L\ Cisco DNA Center /\— K9 T 72#1T7 9 DIEEDEH

Cisco DNA Center 7 7 A Z ZH LWWN— R =77 v 77 L— KT 584, £ I0RMFE
(RMA) 7at®20—¥é LTHED Y 7 AXN— R =27 2T 55513, BEED Y
IT s TBEHNSEITL LB T, Ny 2T v 7 OEDICHOTF 4 L7 N EEEEHLET,

)

CE)  BEFED3 /) —RIFRZNL 1 DEF 250 ) — NeZld 2546, Ny o7 v 7T 4107
MU AR L ET HMETH D FHE A,

NV Ty TH—NN—DT4L ) LATIF
Ny 0T v THEBETHEDIC, X T v T —R_R—CIkOFT 4 L7 NV L AT N&ff
HIsZ2 2880 LFET,

B —@ Cisco DNA Center 7 5 X 4% B
Ny T v (AEbET v 2T T U R)
e clusterl : /data/automation/clusterl
e clusterl : /data/assurance/clusterl
s HEMEDHDNR 7T 7

cluster]l : /data/automation/clusterl

#8#1 D Cisco DNA Center 7 5 X 2 B
BRI T v (AL T Va2 T T R)
* clusterl : /data/automation/clusterl
* clusterl : /data/assurance/clusterl
* cluster2 : /data/automation/cluster2
« cluster2 : /data/assurance/cluster2
cHEEDOHRD NNy 7T T
« clusterl : /data/automation/clusterl

e cluster2 : /data/automation/cluster2
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nys7y7zrL—szk ]

NV T T RAML—UEH

Cisco DNA Center [Z. ZMENFS TNRA R T3 aT TV AT —=EDNNy 7T v 7 at—%f
FL, AMB Y E— MA# (sync) OF—75y NOBGFTICAEMELT —X Dy 77 v 7ae—%
RELET, Ny 277 v FI0iE, RERRENMEZ D AN—F 2012+ M8 A F L—2 % F
DU THMERDHY FT, WOA ML —VZHERLET,

TISATUR NFSR FL—L (M4BEET [rsyne A L—2 (HRD 7
E5) L)

DN2-HW-APL 1.7TB 50 GB

DN2-HW-APL-L 3TB 100 GB

DN2-HW-APL-XL 8.4TB 300 GB

e EIE
e FELORIZ, BT T IAT LV ADT IV RARAL L N Ry NT—27 F 3, ZADF K E Y
R—=rT5, ZVEKOT 7T 47 o AR ARTREE LTOET,

« —BODT—HDHRMBNFS IR 7 T v 7XINET, LEN-T, B—/—F L3 /—F
O HA#ER T BRI YA XD 7T v FIMERR S £,

*NFSARL—UX, TVvaT TV ADT—E RNy 77 v FMEHTE oME— D52 A
7T,

*NFS/NXw 77 v 71X, BRWIOFEENNy 77 v 7RIy SnEdT, EROEXRTIL, 7=
TIUVADT—E Ny I T T ERANIFIT LIRSSy I T v 7RAERESNS 48
ELTWET, ZO®%IFEA, Oy 77 v FBNERIILET,

srsync A b L—k, BEHLT —F RN 7 T v FMEATE AME— D52 A4 7T,
ersync/Xy 77 v ORI, 1HIEONRNYy 77 v X TRELLNET, Ny 77 v 7 a2k
423 B85 8NT 28481, LEZA N —UREXBINT A AL CEHLES, 72L&

ZIE, DN2-HW-APL7 75 A4 7 ANH Y, 1 B1EER SN BEMET —H /Ny 7 T v
TOA—% 5§ ORGFETHEE . LESRRA ML —YOEEE 5x50GB=250GB T,

NFS H-—/\—®D X EH| : Ubuntu
T aT TR T—H_—RX (NDP) OXv 77 v 7% )E— NMETHITIE, NFSHEFT

HHZENMETT, NFSH—N"—%2RETLHIMLEND HLAIE, ROTFIE (Ubuntu 7 14 A
M Ea—vay) 2l LTHEALTSEEN,

AT 71 sudoapt-getupdate =~ > K% 34T L, NFSH—/3—0 Advanced Packaging Tool (APT) (27 7 &AL CTH
FLET,
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B nrso——omEs - centos

ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

ATy 17

eI, o LHica~vr REANLET,

$ sudo apt-get update

sudo apt-get install =~ > K% AJj L. NFS ® Advanced Packaging Tool %1 A h—/L L £,
T2, WoEsica~vr e AT LET,

$ sudo apt-get install -y nfs-kernel-server

sudo mkdir -p 2~ R&Z AJJ L, NFS #—_—DR A MELZ=T 4 L7 MU ZER L ET,

reziE, ok oicavwr REANLET,

s sudo mkdir -p /var/nfsshare/

sudo chown nobody:nogroup =~ > K% A7J L. nobody 3 & T nogroup 7 /V—7 DA M ZAHE L £,
ez, ROLHica~vwr Re AT LET,

$ sudo chown nobody:nogroup /var/nfsshare

sudo vi /etc/exports =~ > K& AJJ L., /etc/exports DRRBIZIROITZIBIML 7,

s sudo vi /etc/exports
/var/nfsshare *(rw,all squash,sync,no_subtree_check)

sudoexportfs-a =~ > K&Z AL, NFSHh—"_—D7 7 A )V AT LE T/ AKR— K LET,
X, RO X icavr REANLET,

$ sudo exportfs -a

sudo systemctl start nfs-server =~ > K% AJj L, NFS % — —ZFii#E) L £7,

X, koL Hicavr REAALET,

$ sudo systemctl start nfs-server

NFS H—/\— D& EH : Cent0S

ATy T

ATy T2

W OFNEIL, CentOS TD NFS P —_R—DiREB 2~ L TWET,

sudo yum check-update =~ > K% AJJ LT, NFS #—/3—® Yellowdog Updater Modified (YUM) (27 7
TALEHLET,

ziE, ROLHIca~vr REANLET,

$ sudo yum check-update

sudo apt-get install =~ > K% AJj L. NFS ® Advanced Packaging Tool %1 A h—/L L %7,
ez, WOLIICavr REAILET,
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$ sudo yum install -y nfs-utils

ATY T3 NFS h—_—Z2Ec L CEE L x9,

$ sudo systemctl enable nfs-server
$ sudo systemctl start nfs-server

AT w74 sudomkdir-p 2~> RK&ZAJJL, NFSh—""—DF A MELE=T 4 L7 MU Z{ERR L 9,
TcexiE, Mooz a~r Re A LET,
$ sudo mkdir -p <your NFS directory>

R w75 sudo chown nfsnobody =~ > K= A LT, V=T OFEHEEER LET,
TexiX, MoXHIca~r REALET,

$ sudo chown nfsnobody:nfsnobody /var/nfsshare

AT 76 sudo viletclexports 2~ K& AJjL. fetc/exports DARBIZIKDITHBINL E7,

s sudo vi /etc/exports
/var/nfsshare *(rw,all squash,sync,no_subtree_check)

RATw 1 sudoexportfs-a =~ RZ AL, NFSH—"N"—D7 7 A VAT L&k AR—FLET,
EZE ROEHIcavr READLET,
$ sudo exportfs -a

AT 78 sudo systemctl start nfs-server =~ > K& AJJ L, NFS % — "—ZFHiL# L £,
rEAFE ROESICavr Fe AN LET,

$ sudo systemctl start nfs-server

NFS ZEfn[94 B 074 704+ —ILIL—ILDETE

77 /v b T, Debian/Ubuntu 7 4 A h U E2—3 9 TF 7 A4 7 7 4 —/LINEGIC,
RedHat/CentOS 7 4 A b U B a—a U TCIXAMIR>TWET, 77 AT 74 —/LR
Debian/Ubuntu 7 4 A N U B2 —3 3 U THNIR S TWNENE I DEER L, A>T
WHBEIE, 77 AT U == EBILET,

T7A4T794—JLIL—ILDEETE : Debian/Ubuntu

Debian/Ubuntu Cix, RO FNEZFEITLET,

RATYT1 WOaA~vy RE A LT, 7747 U+ —ABNHEIDED ) Z MR L ET,

$ sudo ufw status
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B - 79r—ri—1oEE  RedHatCentos

ATy T2

ATvT3

TrAT U= ANEHOEE . HANZIFIRO LI ICERRENET,

Status: inactive

T AT T F—IVINEINC o> TOWBEEIX, kO X2 IcHhEnE+,

Status: active

T7AT T —NADBHNNII > TOWDLEEIE, BT 7 AT 74— b— LV Z{ERTE 5 X 912, mountd
Tt AOER— FERELE T, mountd DEHIAR— N EERET DI, IROITEZEH LT -—port 32767
% Jetc/default/nfs-kernel-server (2B L £ 97,

RPCMOUNTDOPTS="--manage-gids --port 32767"

WDa~y REATILT, NFS [ T57 747 U4 —b—/L&BIMLET,

sudo ufw allow portmapper
sudo ufw allow nfs
sudo ufw allow mountd

T77AT794—I)LIL—ILDEXE : RedHat/Cent0S

&

ATy T2

ATy T3

RedHat/CentOS DAL, RO TFNEEZFEITL 7,

mountd A" — k Z Y —E & L nfs.conf IZIEIM L 9,

GE) RedHat/CentOS X—ADT 4 A b E2—3 3 »CliE, Debian X—ADT 4 A MU Ea— g
VBT R DR — % mountd IZfEH L FEJ, RedHat/CentOS 5 4 A U B =2— 3
1%, Jetc/service 7 7 A /L@ mountd |ZAN— 20048 ZfHEH L £ 97,

R DOITINTFAE L7 WAL, Jete/nfs.conf (23BN L F 97,
[mountd]

manage-gids = 1
port = 20048

WKDa<wy REANLT, NFSOYV—ERBILOVN 77 A T U +—LEFEEEI LT,

sudo systemctl restart nfs-server rpcbind nfs-mountd

WDa<y ReEANLT, NFSEZHR[TB7 7 AT U4 —/VLb— L ZBIMLET,

sudo firewall-cmd --permanent --add-service={nfs,rpc-bind,mountd}
sudo firewall-cmd --reload

INYDG Ty TH—IN—DETE

HENLOT —Z ORrm Ny 77 v T A4, Cisco DNA Center HE)/ N> 7 7w FHh— 3 —
PRETHAMLERHY 4, HELE T2aT7 70 A OMFOT—F &2y 7T v 758
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Ny I Ty TH—N—DHE .

A%, CiscoDNA Center B#)/ N> 7 7 v 7Y —/R— L NFS /N 7 T v P — =% RET H M

ERHY E£T,

ZOFIETIE, MGOY—"—2RETHHEERLET,

1R BRI

ROBENTHEZ SN TND T R LET,

* SUPER-ADMIN-ROLE #£[R &2 FF D2 —HF DAV Z D FNEEFEITTH 2 LN TEE I,
IZoOWTIE, 22—Y o— L OfE (117 2—) 28R L TN,

]

e T —H DNy T IR TEFEDOY — =L, NI T v TP —_"—DFEH (159
N—) THHASN TWAELHEZHZTHLERLD 7,

ATY TN A=a—TAar (=) 271V v27 LT, [System]>[Backup & Restore] >[Configure] DJIEIZEIN L £,

AFv T2 HEL AR 7T v FHh——%

a) WOBREEXERLET,

RET DI, WOFIEZFEITLET,

T4—ILF

Bl

SSH IP Address

SSH A FREZR Y B — h—R—D P 7 R L A,

SSH R— k SSH A A[fE/R U E— hH—"—DF— 7 KL A&,

RAASRARS NPT T T 7ANPRESND == LD T VL ~DIRZ,
Username LS NIy 7 Ty T ERH#T B DI 52— 4,
[Password] W EAL S NIy 7 Ty T ERHET DI ICHEAT 582D —

Encryption Passphrase

Ny T TOEX=2 )T 4 DEEESZITRT WV a L R—R FaEFEiL
THEDIHEHTLH IR TL—X, ZNbDEFa ) T 4 [T BLEZITR0
TV R—R ML, GEAEE 7 LT Uy AREENRE T,
CHUIANBE R SNAMFDNRATL—RT, Rl T v T 77 ANk
BT HELEEIWCANTLORNENHY E£T, ZONRRT L—XRRITIUR,
Ny I T T T 7 A TETINERA,

b) [Apply] #7 VU v 7 LET,

ATY T3 NFS RN 77 v TP —R—%ETHIZIL, INFS| ¥ 75227 U7 L, ROFNEEZFITLET,

a) ROREEXEERELIET,

TJ4—ILF Bl
AR R SSH NHFER Y F— " —NR—D P 7 FLZAF-ITHR A MM,
P = R R Ny DT P77 ANPREEEND == LD T F L E~DIRA,
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b) [Apply] =27 V27 LET,

STCTF—RENYIT YT

ATy I

ATvT2

ATvT3
ATv74
ATvT5

WKDOT—HYy NOWTNNENY 7T v 7T )IERTEET,
« BEYLT — X D Hr,
cHEWMELT —F & T3 aT T RADTF—H,

Ny T v T EFTTDHHEIEL, FELREY T— b — 33— EDOEFTIC Cisco DNA Center 73
F—HArar—LTCx=J AR—hrLET,

\)

GE)  F—HI1TSSHisync L CT/Ny 7 7 » 7 &£, Cisco DNA Center |%, Nv 7 7T v 7HE

1THFD FTP (R— bk 21) OfFERHEZHAR—FLTWERA,

IR HEIIZ
WOBENERFE - SN TWAZ L 2R LET,

* SUPER-ADMIN-ROLE#EfR &2 FF o2 —F DLNZ DO FINEEFEITT L2 LN TEE T, Ml
WZHOWTHE, 22— v—LOE (117 2—) 2B LTI 7EEN,

N I T Y= N3Ny Ty S —R—DEf (159X—) TSN TNEE
Pz LT\ 5,

« N 7T 7 —s3—3 Cisco DNA Center TaxiE SV TV 5, bl OWTIX, Ny 7
Ty TP —=R=DRE (166 ~—) ZZMRLTIEIN,

Ama—TAar (=) #27Uv 27 LT, [System] > [Backup & Restore] > [Backups] DNIEIZIER L £ 9,

G¥) EENRNY 7Ty T Y= N—%RE L TWRWEE, HifTT DH0IC. Cisco DNA Center 7373 7
Ty =N — DR EE TR L ET, [ConfigureSettings]| %27 U v 27 LET, N 77T v 7 H—
N=DFE (166 X—) ZZML TSN,

[Add] %227 Vv 7 LET,
[Create Backup] A1 ' NERINET,
[Backup Name] 7 4 —/V R C, N7 7 v 7 O—ED4RIEZATTLET,

Ny 7T w7 a3 ICEITT BITIE, [Createnow] #7 Y v 7 LET,
Ny 77y 7TOHEHMEERLET,
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cHEMLB IR T v aT F R TFT—2% Ny 7T v 73 5IZ1%, [Cisco DNA Center (All data)] 27 U
7 Ljﬁj—o
s BELT —Z DB %N 7T v 7351201, [Cisco DNA Center (without Assurance data)] 27 U ~ 7 L
EJ a8
ATvT6 [{EK (Create) 1227V v 7 LE T,
GE) BEDONRy 7T v T AT =2 ALLRIONy 7T v T OEREIL, [Activity] ¥ 7 TR T &
R
HITHON Y 7T v TV a TRRNGEIZOR, FTLWWSNy 2T v T HERTEET,
ERIZET LIy 77 v 7Y a7, [Backup] ¥ 7 CHERTE £,
Ny 7T w77 a AHE, Cisco DNA Center ([Z L W /Ny 7 7 w75 —HRX—=ZAB LT 7 A VBMERK S
NWET, No 7 v T 77 A%, VE— M —AN—DREINTEHGNRFINEST, Ny T v 777
AMIE—DEy MIRLT, —EOARTTHINSNDERONYy 77 v T 77 A NVEERTEET, Ny
T T T ANTETTHE, [Backup done! | @ ZZ(E LET,

G¥) Ny P T o T TaBARRKRLTYH, 7774 TV AERIFEDT —HRX—=A~DFEIIH Y
FH A, CiscoDNA Center |23y 7 7 v 7ORIMOFRZRT =T — A v —UNERRINE
To No 7 v TORBOE S —RORIERIL, 74 AZHEBEORE T, Ny /T v 77 n
TARKE L2581, VE— M —AN=l+DRT 4 AV FER LN E D EfR L, 3l
DNy 7T T EFEITLET,

— R\ O >
T—3DINV DTV ITRAroa—)L
AR 7N I T v T Ay a—)b L, EITTAEE LA ERET DA ENTEET,

IR HEIIZ
WOBENERFE - SN TWAZ L 2R LET,

* SUPER-ADMIN-ROLE#EfR &2 FF D2 —F DLNZ DO FINEEFEITT L2 LN TEE T, Ml
WZOWTIE, 22— o —L O (117 X—) 2L TEE0,

e N I T Y= N3Ny Ty S —R—DEf (159X—) TSN TNEE
Pz LT 5,

« N 7T 7 —s3—)3 Cisco DNA Center TaX & SV TV 5, b OWTIX, Ny 7
Ty T AN—=DRGE (166 X—) #BHLTIZEY,

RTYT1 A=a—TAar (=) #71U v 7 LT, [System]>[Backup & Restore] > [Schedule] DJIFIZEIR L £ 5,
AT T2 [Add) 227 Y v 7 LET,
AT w73 [BackupName] 7 4 —/L KT, Nv 77T v 7 O—EDL4RI AT LET,
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AT v 74 [Schedule weekly] #7 VU v LE7,
RTFYTS NI T v ThEATVa—NT 5 AR LRI L 7,
ATYT6 Ny T v TOFMAEERLET,
cHEMEB IR 72T 7R T —=2% Ny 77T v 73 %IZ1%, [Cisco DNA Center (All data)] 27 U
7 LET,

s HELT — X DB %N 7 T v 7325120, [Cisco DNA Center (without Assurance data)] 227 U »~ 7 L
\i ‘a_O

AT w771 [Schedule] 227 U v 7 L%,
GE) AV a—VRESNTZNy 7T v 7Y a 7%, [Schedule] # 7 THER T&E £4, Nv o7 v
MBABEENT= 6| [Activity] # 7 TR I T v S AT —Z A% R TE ET,
HEITHONR Y 7T v 7V a TN WERICOR, LWy 7T v 7 EERTEET,
EFIZET LNy 7T v 7Y a7, [Backup] ¥ 7 CHER TE 97,

Ny 7T w77 akAHiL, CiscoDNA Center IZ LV NNy 7T v 7T —H X=X LT 7 A VHBERR S
NET, Nv 77T AME, VE— M AS—DREINTGINURFEINE T, NI T v T Ty
AMIHE—DE Y MZRL T, —BOAHTTHISNDERDO Ny 7T v T 7 7 A NVEFRTEET, Ny
IT7 w7 TuavANETTSHE, [Backup done! | ilHIEZIELET,

GE) Ry DT T TavARKIRLCH, TTIAT LV AERIZEOT —FRXR—A~OEETIH Y
F A, CiscoDNA Center IZ/3v 7 7 v 7 ORMOFIREZRT T — A vbE—TUNERINE
To NI T v TORBORES —BHAZRERIX, 74 AVFBEORETT, Xy 77 v 77n
TEANKIM L2 1E, VE— M —N—C+0RT A AV EBNHDHINE D EfER L, Bl
DRy 7T v T ERITLET,

NV T ThLT—3%ET

T—=BENy I T T T 7 ANNBEITLT HER. Cisco DNA Center (IREFDT —HF ~N—2 &
TrANLEHIRL, NI T v TOF—FR—AL Ty A VIBEEHZFET, HELINnNsdr—
HiF, NI Ty TORRIZE - TELRY £,

« HEMbLT — % X> 77 v 7 : Cisco DNA Center X522 BE LT —# 2#1E0 L £,

cHEMbLE T a7 T AT —HD/NNy 7T v 7 : Cisco DNA Center I%. &R L 7= HfFHF
EOESRAEET -2 T3 a7 530 A F—F 5B LET,

S¥E  CiscoDNA Center DIE L7 BB A TIL, T—FRXR—RLT77 A NDOHRETLLET, HEix ot
AT, Fy U= DIREER, IBEONRy 77 v 7RIz bR I E TENnEY
Mo ZHUZIE, HILWR Y U= KU —02T— K GEHE, N7 AN T =N R
. FREREFESNEZINODOLONEENE T,
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* Cisco DNA Center D& B /3N— a3 & /Ny 77 v 7L, Zi% Cisco DNA Center D 5D
N=Ta NBILT DI EIETEEE A, NI T v L, Ny o T v 7T MibhizT 7
FAT UV ABLOT Y r— a3 LA C CiscoDNACenter Y 7 b7 =7 /N—T g T
TV hr—vary, BXOT TV r—yva "=V a v 2F 7LD T I T4 TV AILD
HETTEET, BUEOT SV r— a3 b=V g U &2FRT 5HI21E, [System] >
[Software Updates] Z &R L 9,

« D7 T A% 3[E U Cisco Al Network Analytics DFREXILH L, FFRFIZT 77 4 7 TH
L5ty BID Cisco DNA Center 7 7 AX D Al % v U — 7 i REE G v I T v
EEITTDHE. T—HOREERLYT—EZAOFMNATHEREENH Y £,

L7eoT, ALy NT—7 00 OREFHE—DI T AL TT 7T 4 7T H0ENRH
WET, T I7TATRITAEZMH AL Ry NT—=I 3 N r—V% 7 A VA h—
L BHIZIE, [System] > [Software Updates] > [Installed Apps] > [Al Network Analytics] >
[Uninstall] DIEIZER L £,

1R BHEIIZ
WOEMHEN - SN TWAZ 2R LET,

» SUPER-ADMIN-ROLE#E[RZ Ff o2 —HF D AN Z O FINAEZFATTHZ LN TE ET, FHH
WZHOWTHE, 22— g— L OME (117 2—) 2B LTI EEN,

s T EEITLTDILE R DN I T v T RbD L,

F—X BT 5845 . CiscoDNA Center |3 A T F L AF— RICAY, B 2A0nKb
HFETHEATE WA, CiscoDNA Center ZHARAIIZTE D L XIIT—XE2ETLTLEE
/AN

(Cisco ISE F 721 Cisco DNA Center | T) v 7 7 v 7MoETL LSS, 70— _—2
DT 7R aryba—)LR) r—TF—XIHBNCEPESNEEA, RN —BITEEEZ T
#)CH4T L T, CiscoISE & Cisco DNA Center N[EHI SN TS Z & 2 MERTHAMLENDH D £
7,

ATY TN A=a—T A2 (=) #71V v 27 LT, [System]> [Backup & Restore] DJIEIZER L £,
[Backup and Restore] 7 ¢ > K iZ1%, [Backups]. [Schedule]. 3 X O [Activity] ¥ 7 NERINFE T,

UE— M —N"—CT TRy 7T v IREFIER SN TWDIGE, £D3y 77T v 7 X [Backups] ¥ 7
WCFERENET,

AT T2 [Backup Name] 5T, LT 2377 v 7 HRELET,
AT w73 [Actions] 51T, [Restore] Z &R L 9,

Cisco DNA Center DL 7B E® AT, T—F_X—RA T 7 A NEHEHLLET, B oA TlE, *v kb
T — 7 OARRER, It DNy 7 T v T LRI Z b EFIIE TSN ETA, i, ERS-H
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LWry hU—=27 R =R, FBlELITERSNIAAT— R, FRELIEHINERAES T X
N =R RABREENET,

B, NI T T T ANIBEDT —F X=X HIBR L TESHEZ LT,

B at 2H . Cisco DNA Center [ A T F v AE— NIZ72 W £9°, Cisco DNA Center 73 X L7 F o &
T—REKTTILETHES>TOL, WICEATLIIZE N,

ATY 74 [Backups] ¥ 7 &7V v/ §5H L, EFRRETOBENERINET,

. CiscoDNA Center ') 1) — X 233 BEE A F



M=

E AV

.7

FAPRE Y NN OEE

o EE (173 =)

c HIERSME (179 =—2)

YA FDOA A R—/L (185 °—2)

e T AP AKX Y HNY OFKE (188 ~X—)

e TFAFRAXYINY VAT ADT v T T L— K (205 2—)
« 7z —/)LF—"—  E (205 X—)

e T U4FRZY I NY AT AO—RHEL (209 =X—3)

« VAT LASOHESM (211 =)

T AP AZY AN VAT ADOEEFFEE (213 2—)

o T 4 WA Y D NY AR hOE@H (215 =)

e TFAYPRBYINRY AT LD RNT TN a—F 47 (217 =—)

i

TFTAPFAZ VANV IE, Xy NI DX T H A KT HHRERE L GENMOITLEME L A
YEBUELET, 7 TAXIIEENRETDE, Fy NI —VEFBEEEZR RSN TAH
(FERESEH A F) 1B 2 L T L £3, CiscoDNA Center®D7 4 Y2 % U B8 DI,
AA YA R, VIR YA b, BIOERYA FO3o0ar R R—x> hCHEREINET,
AL P A NEVIRYYA NI, BT 7T 4 T EFAZ A ONT I OFE 2 H
FT, 72747V A NTRYy NI REBIN, 777474 FCEHINZT—HE
JO X =Y R —ERDOKEHFDO A —INAL N, A NTHEREEINET, 7774 79 A
M3 Z 74 2% L. CiscoDNA Center CHENAIZ 7 = — /LA — R—NEIBEE N, AF A
ARNEF LT 7T 4T A MITDEODMERF AT NEITINET,

FERMEREETT 4 P AZ D AAN) 2RELTHAT 2 HIEICHOWTE, ZORED My 7 2R
LT ZE,

RIZ, Cisco DNA Center DT 4 WA X Y AU OFEIEZOWTHMES 2 ECEHELRHFEEZ RL
£,
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¢ AA YA N T AT AFZ Y IR VAT AEZRETHEZICRETHIODADY A b,
TIFINVETIE, Xy NIV EEBTEHT VT4 A MELTEMELET, VAT A
THA M ERETDHIHEIOWTE, T4 FAX VAN OFRE (188—) R L
TLIEENY,

ro T4 FTIE, VAT ADAZ ALY A4 N LTHERELE T,

B A b T AT RZ VDN AT AEFRET HEZITHETHIDHOHA ~, Z
DOFA M, R~ U ETOT—R"—ZH Y, T —Fv R —Y R —E XD
WIS LERA, ZO%A NM2E, BUET 77 4 7Y A MZT 4 FAZ Y BRY Z R
JEFATT D DI E R +—TF LEFI VG THRENH Y 3, UL, A1 b
TREENBELIESGAEDOAT Y v b7 L= REERECE 9, ZORMIE, 2 AN
DY AT LTHA MPHAIZHEE TERWIGAICRET HRRENRH D £9, ZOHA.

WHOHA NBENENT 7T 4T AHE L, T T 47 A MR22I272 0 7,

Cisco DNA Center TlX, 777 4 7% A EBEIZ 1 DL FIZRD Lo, BERYA N&E
LT 2747 A MeRZUNRALY A MEFELET, BERYA FOELHIZONT

I, ARG (179 X—2) 2B L TSN,

Bk T AT ALY BN AT AIHA FEIBINT HIE, &N AA YA RO VIP
R EDIEMERME L TV AT DI T A0 ENH Y £5, U AN A bFEITERY
A NEBRGET AT, A A A OBERFICAERIND b—7 LR TAMNERH Y
F9, FEMICOWTIEL, T FRZ U IANY OFRFE (18X—) ZHZML T LI,

cTITATHRE VA VET VT ATYA DL LTS 57 mE A, 4T B~ H—
R —bE2ADKR— DAL EDX AT NEENET,

cTITFATIA D HBIERY PU—Z EEBRLTVDEYA b, ZO¥A FDF—F [ Cisco
DNA Center |2 X > TAH /31 44 MIHkMICER SN E T,

¢ AL UNARERE VA NEAZ A YA N LTHSLT D70t RX, 777 47 %A b
DT —H DEBOBESCAL A A4 FDOFRy NT—7 ZEBT 5 — 207
EOXRAITBEENET,

o AL UL R T  pBEES TV A R AR X A YA NI DO ORGSR E T
9-L . Cisco DNA Center |Z L > CTZDIRREICRBATENE T, 2OV A N2 AT LDAH
VNA YA b ELUTHESLT DITIE, [Action] i3 T [Rejoin] #27 UV v 7 LET,

CABUNNAYFA N T I T A TYA FPOT—Z B R—Y R —E2ADRHO 7 B —
ERFFT OV A by TIZTATHA MBRF T DE 72— A= "—RRBEIh, X
B UNAYA NZT 7T 4 7 A FOREIDG P NET,

N

GE) VAT LADRFZUNAAYA PEBAERRLTVDI EERTA Y

T OBRFENET, TITATHA DB TRTOT 4 P2
B HSY B A BT BN B Y ET,
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o 7 = —/ LA —/3—: Cisco DNA Center TIL 2 FEHD 7 = — VA —_—0RHPR— I £
R
VAT ANI A= T IT A4 THA IBE T LT RO TZRER T, AZ N
AYAMEFHLNT 2T 4 7% A & LTHNLT D720 DNER Z A 7 )3 Cisco DNA
Center CHENIZFEITEINE T, TNHDHATE, ANV MNFIALTA L DE=
2= T TE=H—TEET,

s FHY: FENTY = — A —N—ZHE L CHEDRAZ L NA VA FEH LT 7T 4
THA RELTHRETEET, MOV TIE, FE 7 =— LA ——0DBtE (206
N=) EZRML T I,

| B

BE o T )LA—N—IXT 2T T UARF RIS, L
TI2T 47 A NCHROT—4%%vy bBRLEINET, 7
a7 T AT —EDEBIIRIOT 7T 4 T A R BBAT
INFEHA,

.

7 = —)L A —s3—%% . Cisco DNA Center 1 > kU #—F
ANET A AQERRFEMZ Y F—LFE3, Zhicix, &
BB DT NA ZAOENTS U T, o d BB 0556
R&H Y F£9, Cisco DNA Center DiEH A7 Y 2 —/VENT=T
NA RFINFIT SN TV DA L RERIC, 72— A —
N=lZL 5T R H—=ENTT A ARPANRTET T 5 £ T,
LTI T 4TSN TAXTT A A% T oLV
=TT HILIFTEERA,

3Bl . T = VA= N—DBRIZHIDOT T A T A NIRRT 4P ALY NY VAT NS

BV B SHLE T, Cisco DNA Center D — B AR —IHE (L S, KAEIP 7 RL& (VIP)
DT RNRNZAZXPMEILLET, ZORET, AF ALY A FEHLWT 7T 4 7% A b
L L TCHESL T B 72D DLHL /2 Z 2 7 73 Cisco DNA Center THEITEINE T,

o —BFEIL : VAT LEERT DA FEUIVEEL TT— & LY —E RAOER AT 57
WIZ, —BFICT A P RAZ VDN Y VAT A EEIELET, FECOWTIE, TP RH
UANRY 27 LO—E R (209 2—) 2B T,

BB 1 72— N F— R DFAERICA S S T T £ IE—RHEIIREED Y A &
TAPFAZY NY AT BZH LNVAK A YA hE L TEMT 5, [Disaster
Recovery] > [Monitoring] % 7 @ [Action] fEJ& T [Rejoin] R ¥ %27 U v 7 LET, £,
BUE—HHEILL TV AT A P AZ U AN Y VAT AEFEBTIHEGLZORY V&7
Vy 7 LET,

cDROT VT 4T : VAT LDT VT 4 THA N AR AL A FBARRET D — P —
WRENVRL DEME, ZOIETIE, 7 7 AXWNBREE2REL. VA FBT APV ARAZ Y AU D
ARSI L WD Z L 2R L, 2 o0W A METT— X288 L FE9,
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o BEMEER © T A P ALV ANY AT ARIIERE L2320 % A M A HIBRT 5121%. [Action]
FHIK T [Deregister] hZ > %27 V> 7 LET, BNZAN LTV A FREEZEHT DI,
ZOBEEFITT HMENDH Y 77,

s BT BNCRIA LT 7 v a VA FEIATT 121X, [Action] S T [Retry] R ¥ > & 7
Uy LET,

T—RLTYr— 3 DBE

T=H VTV r—vary TavRE, TAFAZVIRY VAT LEOAAL YA FEY BN
UYA hOBTT—4%RMLET, ZOHEIX, V7V r— T 50BRHLT —F D,
Fv MU= O HEIE, BIOAAL A eV A ARY A NEICTEAET D FHERER 72
. WL OMDOERIZE > THEA Y 9, Cisco DNA Center DJEBI CTT 4 VR Z U B XU MNT
T 4TI TWDEE, T—2 VvV r—vaix, BfET 77477504 b (Fv b
U— 7 ZEHLTND) TOBESLT 7 r—ra VoI EZ 52 8 A,

WDOTFVADENRFZELTHEINIS LT, T—HDREL TV r—a CEEFHES LT
r—a URFETENET,

BTV T4 TR T AV AZ VBNV RT LOYIERRE T 7 T 4 TEDH T, U
ANY YA NMZT—=20H0EE, ZOTFT VAT, AL YA RV AARYHA K
DM TT =2 DFERR VTV r—a UPMThIVET,

c DT —IWA—N—R BET 7T 4 7Y A FTHEEREET DL, T4 AZ Y NY
VAT ANT =A== YT —LET, ZOT TV A TR, BEREELLYA
RIS AT DZHBIMLTRIS, AL A bE YR YA MTT—2D7ERR LT
Uor—va B EAELET,

CEEOBRMER UL, @BF. VAT ACEA SN TV AT, AFoEMNRIC, B
TEDT 7T 4 7THA MTRAELUIERIT, BUED AL A ¥ A b LRI RIE S %
R

TAHRZ)AN)JDOGUIDFES—2 3

W DFIZ, CiscoDNA Center DT 4 VA X U XY O GUI T2 2 R—x2 b &2 D%
BEZRLET,
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Disaster Recovery Topology

Show Detail Information

Main Site [
® e

Active

= = =

@ Event Timeline

Hide Timeline
End

° > & Re-Join - 10.30.199.51

° > & Manual failover - 10.30.199.97

System - Disaster Recovery

Witness Site
10.30.199.158
Up
Last Upda

Recovery Site
10.30.199.97
Standby

=*

Legend

Site Role:

Event Initiated by

Fe¥zaunsyoennres—vay |

Qe ¢ L

e @
Status: Up and Running @

The disaster recovery system is up and running. It will perform replication

as needed.
Primary Secondary

°ou Unknown © down

© Active © Faied

© Aci © Faica

aup & Down

© Success SuccesswithEors @ Failed ® InProgress @
& user = system _

0)

Manual Failover '

SlEH L |5
#

[Monitoring] # 7' : IRDEEE FEITTH5AI1C27 Y v 7 LET,
« VAT LEHKT OV A PO MR U ERRLET,
« VAT LDBIEDAT — B A 5B LET,
T AP RZY I NY ZRAT HFTLET,
CHEETICETLTWDH AT DY A MERRLET,

H ADEIR

KA g X ET,

[Show Detail Information] Y 2 : 7 ) » 2 L, [Disaster Recovery System] A 7 -
FHMICONWTIE, TAFRZ VAN AT ADAT—
(178 X—v) ZZHLTIIZS WV,
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SlEH L (ERBA
R
3 [Topology] : ¥ b &ZED AL N—=DBUED AT —Z A%~ ¥ AT LOFREE 7R

YRR R OB R RSN ET

WEL N Y LB N R R POFE T, HEOR Y7 AL, BUEY AT LDT
UF 4 TPA B LTHREL TOB YA B ERLET,

FREE R AR e T, HFOORIL2 2OV A R EEHIT D IPSec b v RN ENE
LTWHIEERL, REOBIT N RANBIEL T LTINS EERLE
T

YA FOIRBEIZOWVWTIE, AT ABLXOY A FOYREE (200°—) &R
LTL7E&EW,

[EventTimeline] : & AT LDF 4 AKX U B NY B A7 (ZHONWT, BEETHRO X
A7 LSET LA A NERTERENET, FEHHICOVWTIE, AR FEA LT
ADEFE=L =V 7 (198 =) ZZRLTITEEN,

[Configure] # 7 : 7 4 AKX U I NU AT LDV A NE OB Z ML T HT20DIC
VEIREEZ AT 5B ) v 7 LET, FFlCOWTIE, T4 P AZ U AR
VORE (18 X—) ML TSN,

[Logical] # 7 & [Physical] # 7 : )72 7% 27 Vv 27 LT, AT LAOfmER bR
oYU EYE NRe ARG L F9,

[Status] fHIEK : & AT LADOBUED AT —Z 2 %R LET, VAT LDIREEIZHONT
I, VAT ABIOY A FOREE (200 X—2) 2B L T EIW,

[Legend] : hABRYOT A aOEWERLET, NFIZFRRT HITIE, [Disaster
Recovery] X—Y DA FMiCHD © 227V v 7 LET,

[InteractiveHelp) " > 1 7 U w735 AT 4 FA ~A UHBAE, CiscoDNA
Center DFFEDZ A7 %58 T D120 DWH LDOTTA X A% RS T4 — 7 Ab—
~DY T PRRINET,

10

[Action] fEI : BAEBRIA CEX BT A W AX U AN X R MNFRENFE T, EIRT
EDH AL, VA FORENTTLTNDENE I MRV AT LDAT —H AT
KoTERY EF,

TAYRE)AN) DRATLDRAT—E ADRTE
FRB T, TAPFRZY INY VAT AOBRIED AT —FZ ABRHRANCR RS NET,
[Disaster Recovery System] A7 A KA XA Tk, ZOFEHREZREXACTHIRTEET, 2D
A EFLIZE ROWT AN EFITLET,
» [Show Detail Information] V > 7 %27 U v 7 LE9d, WIZT, ATA KA LA, LV TAT—H
AR T DA MR LE T,
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e MRBE YT, YA DU H—T T A XRMEIP T RLRAETZIIHED ) — KOT A a2
W= NVEEbEET, BIWERy 7T v 7 4 RUT, Ua RUOs FBIZH S
Vo o%71) v 7 LET,

Main Site
10.30.199.5  MAIN SITE
Active Role Primary
Status Active
¢ Enterprise VIP 10.30.199.51
Main Site Details...

ATA RA A P& BEY A hOFIRBFRSNET,

Disaster Recovery System X
Status Up and Running
+ Main Site
Role Primary
Status Active
Enterprise VIP 10.30.199.51

IPSEC STATUS

Tunnel Main-Recovery @ Up

Tunnel Main-Witness = Up

NODE

Status O up 9 up O up
Enterprise IP 10.30.197.89 10.30.197.90 10.30.197.99
Cluster IP 29.30.197.89 29.30.197.90 29.30.197.99

BRI

EBRBBEFETT P AZ Y DAY 2HT DN, ROFERRAAFENTZ LTV D 2 & 2R
LTL7Zany,
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EE CiscoDNACenter233(Z7 v 77 L—RT2EHF. Ty 7 7L —RBIZT AP RAZ Y AR
DHEUNTHERET D L 912, WL OO FIEZFATT HLENH D £3, FHEIIC OV TIL,

(7>
77— R&I7- CiscoDNA Center 7 7T A TV ATDT 4 FARAZ Y B AU OE (183 2—
V) 1 EBRLTLIEIN,

—RBYZ AR

e Cisco DNA Center %, KD 2 O>DF 4 FREZ Y IANYBEEYFR—FLTWET,
c1+1l+1 Yy 7 v T : 1 DH®D CiscoDNA Center 7 77 A T LV AZAA YA &L
THREL., 2 2BDOT7 794 T AFX VAN YA FELTHEEL, 32HDV AT
L (= BICHEEE) 3R A e LTHRELE T, ROT 7 I7A4 T AL
N—=g N2y N7 v 7Y R —KLTWET,

* DN1-HW-APL/DN2-HW-APL (44 =27 775 A 7 A) : CiscoDNA Center2.2.2.x
LARE

*« DN2-HW-APL-L (56 =77 75 A 7 > A) : Cisco DNA Center 2.2.1.x LA

« DN2-HW-APL-XL (112 277 7 A 7 A) : Cisco DNA Center 2.2.1.x LA

343+l ty b7y T : 1 DH®D3 /— K Cisco DNA Center 7 7 A ZZAA VA k&
LTHEEEL, 22HD3 /= RZ FAXIIV ARV H A hELTHEEL, 3 2HD Y
A7 5 (R~ v BICEED) I3EREY A M L THEEELES, ROTTFIA4T A
ENR—=Ta NIy T vy T EVER—FLTWVET,

* DN1-HW-APL/DN2-HW-APL (44 27 775 A 7> A) : CiscoDNA Center2.2.2.x
CAR%

« DN2-HW-APL-L (56 =77 75 A 7 &) : Cisco DNA Center 2.1.2.x L%

* DN2-HW-APL-XL (112 =77 77 A 7 A) : Cisco DNA Center 2.1.2.x A%

» CiscoDNA Center 7 7/ A TV AT X —TFTA AR—F DA X —T A AZVIP &
RELTBEET, T4V AX VAR TEHYA FNNBEICZ VX —T T4 ARy hT—

I EEHT LD, ZOREDPMLEIZ/Y 9,  [Cisco DNA Center Second-Generation

Appliance Installation Guidel] T, KD FNE v 7 ZZR L T 7E S0,

s LU H—T T A XR— FOFEMIZOWTIL,  [Interface Cable Connections| @ k & v
JEBRL TSN,

s TUH—T T A AR — NOFEEDFEMIOVTIL,  [Configure the Primary Node Using
the Maglev Wizard| %7213 [Configure the Primary Node Using the Advanced Install
Configuration Wizard] @ FE >y 7 ZZM L TS 7230,

T YUY RZ Y IR X R EFITTEDLLHIT, Xy V=7 EFHE—P—%2FEIY 4T
TRXET, 2O, COEL~LDa—F—LNnT 7 EATEERT A,
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c DT A Nt A7 1GB Y 7 T, RTTEIEN 350 S VML T THB L
FERE L TRBEET,

c AL YA REY BN YA R
« AL A b LB A
c UBARY A b LR A

c 1 DD — =T 4 FEAELAER L, AL A FE VDNV HA FOWFGITA VA h—
NLTEEET, IORA VA b= IRTWRWNE | A FOBRERITRIML E7,

\)

(GX)  Cisco DNA Center (%, B 0t AHIZZ OFEAELEHE YA
WCHEBIWIZaE—LET,

AAYAREVIN)YA FTHEAT LT XTOIP T R R LEREH N A A 4

(FQDN) 2 Z OFEHFICEENTND Z L 2R L T ES VY, £, FEHFED [keyUsage]
/%7 A — 4 |Z [nonRepudiation] & [DigitalSignature] B8 E INTWD Z & MR L F 7,
P R8T ¢ GEREZ AT 5 HIEIZOWTIE,  [Cisco DNA CenterSecurity Best Practices
Guide] @ [Generate a Certificate Request Using Open SSL] Z &M L T 7231,

+ [Cisco DNA CenterSecurity Best Practices Guidel] ¢ [Disaster Recovery Ports| bk £+ 7 (2570
WENTVDETRTOR— FEFHNTBEET,

A YA EY AN T A FORIRSEH

e AA YA PEUINRUY A MW HFRFEUED ) — FTHERENTWALERH Y £
F, Cisco DNA Center Cid, ZDEMZTEIZSBRWT 4 P RAX Y B NY VAT ABBEHEL
TT 7T 47T HZLIETEERA,

c AA LY ALY INTY A FNOWHFIZHONWT, 7 UED =7 2> Cisco DNA Center 7
TIAT VATHERT HALERDY £, 2F0, 120%A h&256 a7 H2HMMT 7Z
ATV ATHRL, b9 =DV A "2 112277 S I7A4A TV ATHERTLHZ LiFTaE
T, WDOEIZ, TATARAZ I IR BV R— b TDETTITAT U AEZNENDI A
MR EERLET,

HR— k& 5 CiscoDNACenter 7 7547 | VR IR RES
VR
H1RBIOE 2 w44 27775 4| + DNI-HW-APL
(e « DN1-HW-APL-U
« DN2-HW-APL
« DN2-HW-APL-U
H2MN 56 aTTIIAT A « DN2-HW-APL-L
« DN2-HW-APL-L-U
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HR— k&N 5 CiscoDNACenter 7 754 7 | VRAIHRES
R
B2 12 2T T T4 T A * DN2-HW-APL-XL

* DN2-HW-APL-XL-U

Fm. AL YA RNV I NRNUHA FOFE U= 5 @ Cisco DNA Center 2 47T L TV
B EERHERLTLIEZN,

AP A VAN YA FOESGT, maHE (HA) ZRELTHMNILTEE
Ty TNAREINTWARNE ZAHDY A FOBRERITRB L E7, FEMIC OV T,
587D [Cisco DNA Center High Availability Guidel] ZZM L T 72 &0,

| &

BE ZhiFE 3/ —FEy MYy FlCoRrdElEnE T,

s AA YA LY BT P A P OHEFERILEELE (FIPS) T— FREARLTHL I &
EMEEBLET, FIPSE— FBR—HDOY A FTHMHT/R>THT, b5 —LO¥ A kTHEY
W7o TWAEE, RAE= 7 —NRETT 4 ALY D RY 27 KOG KL F
7, FIPS E— ROFEMIZ DU TiX, [IP addressing mode used for the services] i B %
ML TL 7Z &V ( [Cisco DNA Center Second-Generation Appliance Installation Guide] @

[Configure the Primary Node Using the Maglev Wizard] B v 7 iZH D £97) |

N—=H—F—brUxA 7 bz (BGP) ZMEHL T AT LORAEIP 7 L A/L— |
7 RARZAZTHHAE, AP A REU BN B A FOFFA N—L—F T AT
LD BE =T FZAXFREIP T RV AZRET DMERHY T, ANTLHLERDD
BEX, OGO X H I/ £9,

REB BGP (iBGP) MEXEI

router bgp 64555

bgp router-id 10.30.197.57

neighbor 172.25.119.175 remote-as 64555

neighbor 172.25.119.175 update-source 10.30.197.57
neighbor 172.25.119.175 next-hop-self

3 ¥ D FHH
¢ 64555 X, XA N—)—ZDOa—hLBLRYE—F ASFE S TI,

©10.30.197.57 1R A N—)L—HDIP 7 KL AT,

©172.25.119.175 1%, VAT LDZ L Z—T T4 ZRMIP 7 RLATY,

5428 BGP (eBGP) MDE%EHI

router bgp 62121

bgp router-id 10.30.197.57

neighbor 172.25.119.175 remote-as 64555

neighbor 172.25.119.175 update-source 10.30.197.57
neighbor 172.25.119.175 next-hop-self

neighbor 172.25.119.175 ebgp-multihop 255
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TAYREY DN DRE
79 7% L— K&t Cisco DNA Center 7 754 7 V2 TOF 1 2 2 Uhiy oz [

51D
e 62121 [T, FAN—)L—HF D —H)L AS FETT,
64555 X, RAN—/L—HDVE— K ASFEFTT,
*10.30.197.57 [ IR A N—)L—HDIP 7 RL AT,
©172.25.119.175 (. Y AT LD H—F T4 ZFBIP T FL AT,
*BGP/L— b7 RS A XA N HNZT D56 (HIOHEBZEZMR) | ~"T7r—~vr 2%

A bk &85 72912 CiscoDNA Center ~D /)L — b7 4 NVZ VT35 LAHERELF9,
TANEY T EITHITIE, ROBREEADLET,

neighbor system's-Enterprise-virtual-IP-address route-map DENY ALL out
1

ip prefix-list DENY ALL seq 5 deny 0.0.0.0/0 le 32
1

route-map DENY ALL permit 10
match ip address prefix-list DENY ALL

BERY A ORHREN

YA FERA NTHEMB~ T UN, HIKTH 2.1GHz =27 & 2 DO{RfE CPU, 4 GB
»D RAM, BXO10GB O/n— K KT A 75 &2 ##k L 72 VMware ESXi /N 78— 31 4
N g v 60 UBEFITLTCVWAZI LZHRLTHBXET,

N7V w777y RTCOEEY A FORITYAR— SN THEEA,

RV A FERAAL YA FBIOU AT S A R EIRIOGEICHEL, £ 6 DOmG D
A FMOEEETHL 2 L EAMHRL TR ET,

YA DT VAR NTP b —R"—%2FRELTBEET, ZDONTP h—1n—%
AAYABREY NS A FPTHEHAIND NTP V==L RMTHILERH Y 97,

7v TS L— K&t CiscoDNACenter 7 7SA 7 UATHDT 4 HR
S21)HhN) DETE

AT LA EHTO Cisco DNA Center 2.33. 127 v 77 L — R LTI TTF A PR EZ Y IR &2 TF
HIZRTET DI, RIS CROFINEEZEITLE9,

R
TOVFIVATIX, TTI9AT L ARIIA VA M=V ENT-FH]D Cisco DNA Center /X —3 5 o
321x LVRIONR—=2g 0T, 22T, 21x05H 233 ~D7T7 v 77 L— RE{TWET,
Ty T —RBICT A FRZ Y BN RELLLERET S 91, ROFIEEZEFTLET,

ATV T1 T4 T2 AT, BAED CiscoDNA Center D/3N— 5 U INSEFT D 233127 v 77 L—RL%7 ( [Cisco
DNA CenterUpgrade Guide] % %)
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FaHREUNNYOEE |
. IZDER

ATVT2 725Ny Ty T LET (BT 221"y 0T v7 (168 5—V) 25H) .
ROFNATT T TAT LV ALIB~ T v DT = RERIHEIND 2D, NI T v T T7 AR E—
hf—N—lZHDZ LB L ET,

RTwF3 77T 47T AT Cisco DNA Center 2.3.3 D ISO A A—V % A A h—/L L EF ( [Cisco DNA
CenterSecond-Generation Appliance Installation Guide] @ [Reimage the Appliance] % ZH) .

ARTYTE Ny T T Ty ANNOT =25 LET Ny 27 vy TnbT—2%Er (1705—2) 23H) |

RT9TS TAFAZYBANY VAT AOFRECHERE T,

FUA2
ZOUFIATIE, T4 7T 2 ATEHPNZA A F—/)L Z 172 Cisco DNA Center D/3— 3
AX2AX PEITLZEZRN, ZhE 23317 v 77 L —RLET, ROFEEZFETLET,

2T 1 YA A A2 —L (185 2—)
AT T2 T4V RZY N ORE (188 2—)

T4 RXF 1)\ EEBHEMDIEN
Cisco DNA Center /X, X.509 FERAE: & fii%5 2 — D Cisco DNA Center ~DA 3 R— k& A hL—
VEYVR—PMLET, TATFAX VIRV EREIL, 7T AXNBEIEHAINET,
B CA B IRITINT=H RN 72 X509 sEAEAZIETAMLENH Y £3, FEAEIIFTAE T
BX—IZHIE L TWARENRH Y 9,

)

G¥) * Cisco DNA Center T2 D LA CRENAEE T 4 FAZ Y BN AT LTHEMT 55
BlE. TOFEERF Yy FTEET, FEAELZRET D551, [Use system certificate for
Disaster Recovery as well] &= v 7 AR > 7 2% 41 LE 7 (Cisco DNA Center ¥ —/3—Gik
HEOEH (90 X—) 25H)

o T 4 AKX Y BN GEHEOEOFEMIZ OV TIE,  [Security Best Practices Guidel] %%
LT 7EEn,

ATY TN A=a—TA42a2r (=) #27 Vv 7 LT, [System]>[Settings] > [Trust & Privacy] > [Certificates] > [Disaster
Recovery] DJRIZEN L £ 7,
AT 72 [Add Certificate] H} C, Cisco DNA Center (A > R— M T DFEHED 7 7 A VIE X 4 T H2RIRL £,

¢ [PEM] : 7T A N — TN AR A—L T 7 A LTER

* [PKCS] : ABRF —ME S bR 7 A LB
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ATvT3

ATvT4

ATy TH

gav1 ros oz -1 ||

[PEM] IR L7256, ROX A7 ZFITLET,
a) WA TINTVWBEMIZPEM 77 A V& KT v 77 RRey 7 LT, iEAEEZ A A —FLE
ﬁ—o

G¥) PEM 7 7 A WiZix. BRIV PEMIEAXOIRE T (pem) BMETY, fEHAEOR KT 71V
P A XX 10 MB T,

7y Fua—RICEST S E, VAT AEHENREESNVE T,
b) [PrivateKey] S T, HAHFE RSN TV DOEBRICMEX—4 K7 v 77 RRry 7 LTA A= L
ij‘o

GE) AR —1213, A iE X —XDILET (key) BMEATT, MEXF—DOHRKT7 7 AV
P A XX 10 MB T,

Ty 7a— RICEIT 5 &, BB ARSI NET,
c) WEIRATarRELE2IY v LT, MEX—ZKEETHNEIDERBELET,
d)y BEX—ZK 5t 585, [Password] 7 1 — /L RIZREX—D/NAT—REZ A LET,
[PKCS] Z @R L= E, IRDOZ A7 ZFITLET,

a) PRI TWDEIRIZPKCS 77 A NVE RT v 7T Ry 7 LT, iEAEE A VAR —FLE
B

GE) PKCS 7 7 A /VIZiX, A%h7e PKCS TR DOILE T (pfx £721% pl2) BT, EHED
®R7 7 AP A XT 10 MB T,

Ty 7 u—RICRST 5L VAT AGERENBGES N E T,
b) [Password] 7 4 —/L FiZ, fEHED AU — &2 A LE§ (PKCS DEME) |

o WA TarRArEs Y v LT, MEX—ZE b T 50 E D hEfELET,
d) WX —Z2EE 5T 2856, [Password] 7 4 —/b RICRME X —D/XATU — K2 A LET,

[Save] 7 U v 27 LET,

Cisco DNA Center %—/N—® SSLEFIAENEE B Z bNbd &, HEWICu 77U hEhbdizd, HEn S
AT HULENRDY 97,

BERYS DA R =)L

ATvT1

FUATRAZY HNY AT AOERY A F & L THRET AR~ V2R ET IR, kOF
6% 54T L E 9,

EEMRH A N T3F4T LT % Cisco DNA Center D/8N—2 g VNZEABD OVEF Ry r—T %k Ao — R LUE
ﬁ—o
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B =sv1r0oroxr—n

a)

b)

c)

https://software.cisco.com/download/home/286316341/type % B & £ 97,

GE) ZOURLIZT 7 EATAIZIE, Ciscocom DT H DY MBKETT, T h vy SNOERS
EIZOWTIX, ROR—UZZML TS E SV, hitps://www.cisco.com/c/en/us/about/help/
registration-benefits-help.html

[Select a Software Type] #Eli T, CiscoDNA Center DY 7 v 7 =T V7 %7 Y v 7 LET,

[Software Download] ~<— U M B HF S 41, CiscoDNA Center DV V— A CEHAREER Y 7 h T =T O
YA RNNRERRINET,
RONT NN EFATLET,
« LBE72 OVF Xy 77— (*ova) DT TICER RSN TWDEAEIL. £ [Download] 71 22 % 7
Uv 27 LET,
e [Search] 7 4 — /L RIZB#E T H =V a U FEHZEATIL, TS =2 a XL TEDY I &7
Uo7 LT, 4T 561 3—2a  OOVF Ry — 2t s3 % [Download) 7 A 2> %27 U v 7 L
\i—a—(}

ATw T2 ZD/Rylr—T% VMware vSphere 6.0 £7213 6.5 #FETLCWbdr—h L~y ilat—LET,
AT 73 vSphere 7 7 A 7> ~C, [File] > [Deploy OVF Template] % 3&R L %9,
AT 74 [Deploy OVF Template] 7 4 ¥— R&5% T LET,

a)

b)

d)

v 4 ¥ — KD [Source] B T, ROFINAEZFATLET,

1. [BR (Browse) 127V v 7 LET,

2. BV A FOOVF Ry r— (ova) ETBEHLET,
3. [Open] %27V w7 LET,

4. [Deploy fromafileorURL] 7 4 —/L R C, /N7 —YD/NANFRINTND Z & AR L, [Next
S\&7 Uy 7 LET,

7 4 % — K [OVF Template Details] [ 23 B & £ 9,
Next>% 27 U > 27 LET,
¥ 4 % — K ® [Name and Location] H[fi C, ROFIAEFETLET,
* [Name] 7 4 —/L N2, Ao =V L TRET H4A1E AT LET,
* [Inventory Location] 7 4 —/L RC, Ny r—U%FET H 7 4 VX 2R IRLET,
*Next>%7 U > 7 LET,

v 4 Y— R D [Host/Cluster] [Hj [ 23BH & £97,

B LIET U — NEFTTHRANENEIZ TAZ %7 V27 L, Next>| %227V v 7 LET,
7 4 ' — KD [Storage] Hi A3 & £37,

B~ 77 ANERETDHIA N =Y RTIA4 T2 27 ) w7 L, [Next>] %227V w7 LET,
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v 4 Y— R ® [Disk Format] [ 25 B & £ 9,

f) [Thick Provision] 7> a > AR¥ %27 Vv 7 L, [Next>] %227 U7 LET,
g) U A ¥— FD [Network Mapping] Hiffi T, IROFINEZETLTHE [Next>] 227 U v 27 LET,

1. [Destination Networks] #iICY A RSN TWAHIP T KL A&7 U v 7 LET,

2. FrEhlebkuny 7o VA MC, EBLET T L= MCHERATLI Ry N —7 28R E
b@‘o

¥ 1 #— KD [Ready to Complete] B A E . AT LT R TORENPERRSINET,

h) [Power on after deployment] = > 7 /R v 7 A% A2 L, [Finish| %7 Vv 27 LET,
i) [Deployment Completed Successfully] 4 7 & 7R v 7 ARFRINTZH, [Close] 27 U w7 LET,

AT9TS BRI A ORy hNU—IREEZANTILET,
a) WOWTNLEFEITLT, fER LB~ v oaryy— L azlE £,

svSphere 7 7 AT FD VR SInbAAE~T %27 U w7 L. [Open Console] %R L F£ 5,
« vSphere 7 74 7 > kD A ==—"TC[Open Console] 74 2> %27 U v 7 LE7,

[Witness User Configuration] 7 4 & R U BEREINET,

b) EFHFZ—H— (maglev) OD/XAT—RKEANLTHRAICH Y ~EASL, N &ML CRICHERE
—é—O
) WROFBEEASIL, NZHLTRICERE T,

cIPT7 LR
A~ D IP T FLAICEEMIT O TSRy v A7
T IT7ANVIT—RT A DIPT RL XA
« (FFvay) EIEDNS H——DIP 7 KL %
d) mw%~ﬂ—®7vaitifxk%%louhlﬁb(@ﬁ@%ﬁ@ﬁyvfzﬂé)\s%ﬁ
TREXFELET, BHIA FOREDHEINET,
1 DLLEDNTP 7 RURE IR A NABNMETT,

e) BV A MIERELZIP T FUAIZSSHAR—F 22 #fHLCr AL, &REVNET LI &%
el LE7,

G¥) ?’ T, BEHA A N VM T maglev = —F—HICRESNT/NRT— FE2EBTLULERH S
Al EHED Linux passwd 2—7 4 U7 4 ZEH L ET, ZHEITHRNCT 4 FRAZ Y AN
) /XT-L\%:*H#FE?%)Z\E EH0 EHA, T2, NATV—FEZERLTH, T4V AKX
T8 BAEICHERE LOREITH D FH A,
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B = rxsunivome

TAHYREY) AN DERFE

74%x&)wﬂj/27A%ﬁ%¢éio IRETDHITIE. WOTFINECHIATLIH A &3
L/\gzjqo

)

GE) VAT AEZRETAEL. W O0DA T arRZhH T,

e AR—F—HF—F oA Fabai (BGP) W— KT RAZA D V2 FEHTAEEIP T
RUAZBECTCEFET,

ﬁﬁm7%vx% RELRWVWEIICEIRT B TEET, ZOF T a rEERL
AT, T AOFHIEEE AN LT, 7 oA — =R AR A S ORIEIP
Tbvx%ﬁ RETEDHLIICTHHENRDY 7, FHMICOWNTIE, 731 2D A]Hilf#E
PE (61 X—) ZZML T EEN,

48 HHEIIZ

T a7 T AT —H (Elasticsearch) E RO N 7T v T A 2 —WE, 72—V 4 —
NIV TV r—bhSNEHA, TAVFTAZVADRY AT EADAAL A LY Y
A FBFIET D7 T AZDOEEIE, VAT LEHERTDENCROFNEEFEITLET,

o Jf b T LITMERBID NFS T34 22 HERR L £97,
WU I T T AT 2a—)VERELFET,

ATY TN A=a—T A2 (=) #27 U »Z7 LT, [System]>[Disaster Recovery] DJI|Z R L C [Disaster Recovery]
NR=UrHEET,
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= Cisco DNA Center System - Disaster Recovery Q ® ¢ 0

Monitoring  Configure

Disaster Recovery Topology

Logical Physical
Show Detail Information

Status: Unconfigured

Main Site (7 Recovery Ste

Please complete registration for all three sites in the order of Main,
Unregistered Recovery, and Witness. Then configure/activate the disaster recovery
system from the Main Site.

Unregistered

=? o=?

Witness Site

Unregistered

=3

[Cecrocomorers ]
7 7 4V K ClX, [Monitoring] % 7 &N S L TWVET,
ATV T2 ALY A FEBELET,
a)  [Configure] # 7% 27 U v 27 LET,
[Main Site] 47> a VAR Z NI TIGBIRENTWAMENDH D £77,

= Cisco DNA Center System - Disaster Recovery @ @

Monitoring  Configure

Set up this cluster to be the @ Main Site (O Recovery Site

Status: Unconfigured
Convert the cluster VIPs to the disaster recovery VIPs >

O ve O No Please complete registration for all three sites in the order of Main,
es ecommende:

Recovery, and Witness. Then configure/activate the disaster recovery
system from the Main Site.

Reverting to the original state after cluster VIPs are promoted is a lengthy process involving manual steps. Make sure that the replacement VIP addresses
are unique and are in the same enterprise and management subnets as the original VIPs respectively.

Turn the cluster enterprise VIP, 10.30.199.51, to the disaster recovery enterprise VIP

New main site enterprise VIP*

Turn the cluster management VIP, 192.192.199.78, to the disaster recovery management VIP

New main site management VIP*

b)  [Convert the cluster VIPs to the disaster recovery VIPs] fEIl C, IROWTNWINDA T v a v RZ &7

Vw7 LET,

c JTARBAALA YA PELTREREL, 2OV TAFZIZEFRHIN TWAT A RTRKIEBIP 7 K
VADEF 2 BN ET DIT1E, [Yes] 227 Vv 7 LET, ZHUL, 7 7 AXICHRERE S

Cisco DNA Center ') 1) —RX 233 BEEHA K .
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d)

e)

MTWADRBIP T RLAZRESE, TENOET A FRAZYIANY AT LD 7 a— U RAR

IP7 RLAELTEHIDETHZLIZESTHERALET, ZRHOT A ARE RSN TWD Y T

AL TT A PAZ Y BN EFEICT 2HEIE, ZOFTva 28T 26580 LE

T, ZOFTva v ERRLEVWEGS, HILWT A FRAX U B ANURIBIP T RLAL#ETS

O INEDT AL REHBEETHMLERHY £, ZOF T a VEERTLEAIT, &K

DFINEZFITLET,

1. [New main site enterprise VIP] 7 4 —/L RIZ, %A hDZ L Z—T 5734 XXy NT—7 DOF L
VMARIP 7 FLAZ AN LET, ZTHICED, ATL57 FLANEEZBRAONET, Z
DT RLAREEEAENTHRN—EDT RLATHY, LIFTOFRBEIP 7 FLA LR
TRy MZHDHZ MR LET,

2. (#7323 ) [Turn the cluster management VIP, <IP-address>, to the disaster recovery management

VIP] F=v 7Ry I ANz LET,

3. (A7 =z ) [New mainsite management VIP] 7 « —/L N2, ¥ FOEERY NT—T D
FULWERABIP T RLRAEZ AN LET, ZHUTED, FET5T7 RLAREER|I OGNET,
ZOT RUARELEER SN TORNW—EDT FLATHY, LUFTOEMAIP 7 FL X &[H
CH 73y MZhDZ L ZERLET,

AP 7 RV ADER T A ApZE T, VTAX AL YA MELTRET DI
X, NolZ27 U w7 LET, ELEEDOT A RTHEERE SN TR, F23b DT A 2
WO SN TWDIH LW FAZIIL, 20X Tva 2B LEd, oFFav
ZBBRT D563, AT v 7 2f IR E T,

[Action] B C, [Promote] %7 U v 7 LE7,

[Disaster Recovery VIP Promotion] %4 7 1 7 3B & £,

[Continue] #7 V v 7 LE T,

Cisco DNA Center 1T, AJJL7ZARABIP 7 R L A& MFEL £,

[Details] fEIRIZMRFEA T — X ANFRSINET,
c ANLTZT RLZAOWT NN THL5E (7 RUAREBRT 27 RLALFRLC TRy
MIHFIEL7Z2WAREEDR H D £37) | MEREEZITV, AT v 7 2 Z#VIRLET,
c ANLTEET RUAREFIKRIESND &, TAFAZ Y INY VAT ARIZHESINDHT T
DA TP 7 K L A7 [Details] fEIIC TR SNE T, IROAT v SR ET,

WO % [Site VIP/IPs] fEBIC A L £,

s [MainSite VIP] : 7277 4 7% A "DV FAHX ) — R Z—T T4 X3y NU—T7 OO
T 7497 BEETHIRIEIP 7 FL A, Cisco DNA Center Tik, ZD 7 4 —/L RIZT AT LD
THFEICESWWTATTENE T,

s [Recovery Site VIP] : U B NRXUH A DI TFTAK ) — Rz Z—TF T34 X 3y NU—7 OREO
NG T4 D EERT L —T T4 XUEIP 7 KL A,

. CiscoDNA Center ') 1) — X 233 BEE A F
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g)

h)

)

Feyzaunnyoz ]

* [Witness Site IP] : Bifil¥ 1 bR~ v b =TT A X Ry NT =TI OO T 7 4>
I EEHTHIPT RLUA,

EE AN LIT RUADRBEREIEMRECH D Z L AR L ET, BETERVWES, VAT
LY A OBEITREL £,

GE) FIA 20 35 L ON2) ORI OAEEDORES T, [Reset] #7 U 7 LT, ANMLTETRTORES
IYTCEET, ZOH, AL YA FEBET AN, FHE2A E# YR TELVGE
EEANTHIHNERH 7,

[Route advertisement] fEIk T, WROWT DA T a v REZ %27V w7 LET,

« [Border Gateway Protocol (BGP)] : Z DA 7' a E, IFEAEDT AP AX Y HNY VAT AT

HIESNTEBY, T 73V TEIRENTWET, BGP/L—FT7 RRZ A XA MTED, ¥
AT NDBAET 7T 4 T2V A MCHEFEIZT 78 ATHZENTEET, 27 =—Ad—
IN—DFRAEBICEEICR Y £97,

» [Disaster recovery VIPs without route advertisement] : /L' — 23 BGP i L CT7 KAXZ A4 XE 7

WY AT LAOEIEIP 7 RVAZRET 25H61E, 047 va v #@RLES, 2047 v
NI AA YA RV ANV YA FOWGR, VAT LOTu—rIV AP 7 B L AR FE
TOHT7 Xy MIT 7 BATE LT = A 7=l L TWET,

* [No disaster recovery VIPs] : ZDA 7> a U &2BRIRT H &, A MIRESNIZRMEIP 7 FLA
B, ZOVA MIBT DT A ATHBCREINE T, 7o — A — =N ETHZWN
2, TNHOEMEIP 7 RLUANRT NA A THFKEINET, FIA 2k (ZEARET,

AIDOFIETHRIID 2 DDA T a RE L OWT a7 U v 7 Lic8A 1L, [Enterprise VIP for
Disaster Recovery] 7 4 —/v FIZEZ AT LET,

o7 —=T 4 U EBIPT FLRAZRELTHES L, Xy NI—=20 D7 7747 %A FE LTE
FEEEL TV DY A MCHBIICY D X CGEASNE T, 207 RLRIE, T4 FRAZ Y BN
VAT AREZ U AT TARX Ry NT—IDOMDNT 7 47 #EBRLET,
GE) * [Border Gateway Protocol (BGP)] A7 > a v A& &7 Vv s L, EEHMEIP 7 KL
ABEFRELRWIGEIE, FIR2j IR ET,

* [Disaster recovery VIPs without route advertisement] 227 U v 7 L, FIEEIP 7 N1
Az iR E LW EIE, FIE 2k (£,

({£&) [Management VIP for Disaster Recovery] 7 4 —/V RIZfEZ A L ET,

ZDT7a—T 4 VTP T RLRAERELTEBL ¢, Xy NIV —0 DT 7747 A FELTH
EEEL TWAH A MCHEICUI W BEx GEASNET, ZOT7 RLRIE, TATAZX Y NY
VAT LEEBRY NI DOMDO NI T4 v I EEBRLET,

[Border Gateway Protocol (BGP)] 47> a v ARZ %27 U v 7 LEHEIE, V— T RNRXZ A XA
N BT DI OB R FRE A LET,

Cisco DNA Center ') 1) —RX 233 BEEHA K .
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» [Border Gateway Protocol Type] fE3k C. BGP ¥ 7 23 FH AIZHMER ([Exterior BGP (eBGP)]) v 3
VARSI B0y, NEE ([Interior BGP (iBGP)]) t v a v &+ A0 EELET,

* [Main Site Router Settings for Enterprise Network] fE 8 F5 2 U} [Recovery Site Router Settings for Enterprise
Network] fEIKIZ, T4 AL VA NRY VAT DAL P A RV BNRY YA MIHEESNT
WL B =TT ZFABIP T RV ADT RNZ A XD T=IZ Cisco DNA Center 23MEH % U
F—PMV—=ZDIPT RLAZANLES, £, —FDVE—FBLUPr—U/ILASESDH
ATTLET,

WOFITIEZE LTS IZE W,

cBMOUT— =2 ZRETHHEIT, [Add] ) TAarzr 0y 7 LEd, 4 D
LITRR2EDNLN—ZEZHRETXET,

s ASE B EATTIHHEAEIL. 1 — 4,294,967,295 ODFPHAND 32 By FOFERLETHDZ
LEmRLET,

«[iBGP] 47> 3 » &&R T 5 &, Cisco DNA Center (T — /L AS FE=Z% U E—F AS &5
ELTCANLIMEICHEICEELET,

s AT FNECTEHIAIP 7 KL A Z3E L7-%4A 1%, [Main Site Router Settings for Management
Network] #1333 J. Of [Recovery Site Router Settings for Management Network] fE3 & Fr S
4, Cisco DNA Center CZDRARIP 7 KL ADT RAZ A R END Y ET— hL—X4
R 2t ma A LET,

k)  [Action] fHI®K T, [Register] #7 U v 7 L7,
[Disaster Recovery Registration] # A 7 1 7 23 & £ 97,
)  [Continue] %7V w7 LET,
UBANRT YA FBROERS A FE AL YA MBS D72 OIZMER h—7 U ERRSIVET,

AT 73 [Details] #83k T, [Copy Token] #7 U v 27 LET,

. CiscoDNA Center ') 1) — X 233 BEE A F
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= Cisco DNA Center System - Disaster Recovery Qa o ¢ 0

Monitoring  Configure

Disaster Recovery Topology

Show Detail Information

Status: Registering

Main Site (7 Recovery Site
10.30.199.51 10.30.199.97 The system Is in the middle of registration process. Note that the
Initialized Unregistered registration must be done in the order of Main, Recovery, and Witness.
=? =4 =4 =4
30.197 R2
Details

The second step of the three-step registration is to register the Recovery
Site. Copy and enter the token below to the Recovery Site:

493cb65907d74e22a9bdd40270e382£3

Copy Token

Witness Site
10.30.199.158
Unregistered

0)
===
ATy T4 VANV A FEBELET,

GE) FIE 4d DRTOEE DR T, [Reset] #7 U7 LT, ANJLETRTOREEZ VT TEFE
T, U B ARNY YA FEBETHHNIC, FIE4 280 KL TELWEREEZANTLHILERH D F
7

a) [Details] #H# C [Recovery Site] Y > 7 #4727 Vw7 LET, HILWIT FZ U X T TX—UNRHEET,
b) MEISLT, @il —P =4 RRATU—=FEANLTI IR YA hMoua A LET,

[Disaster Recovery] ~— 3712, [Recovery Site] 47> g LR & A3 9 TIZER X 3172 4K A8 T [Configure]
2T REET,

= Cisco DNA Center

System - Disaster Recovery Q ® ¢ o
Monitoring  Configure
Set up this cluster to be the O Main Site @ Recovery Site
Status: Unconfigured
Main Site VIP*
10.30.199.51
Please complete registration for all three sites in the order of Main,
Enter enterprise VIP of main sit Recovery, and Witness. Then configure/activate the disaster recovery
Recovery Site VIP system from the Main Site.
10.30.199.97

Registration Token*

Username*

Password*

Reset

Cisco DNA Center ') 1) —RX 233 BEEHA K .
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c) KOEHREASILET,

Fa¥raYHNyoxE |

s [MainSiteVIP] : 7277 4 7YV A " DI FAX ) —RE2 2 H—TF3A4A X Ry NT—T OO +T

T 4w 7 EERT AP T KL A,

s [Recovery Site VIP] : U I NNV YA NDI TFTAK ) — Rz Z—TF7 4 X Xy NT—7 DO K
T4 BEET LA IP 7 KL A, Cisco DNA Center TlX, ZD 7 4 —/L NI AT LD

HICESNTATENET,
« FE2 THEKLIBRE F—7 >,

T ITATYA FDOFRy P = EHE P —IIH L TRESNCA—F—H L NRAT =],

d) [Action] i} C, [Register] #7 U v 27 LET,
[Disaster Recovery Registration] %1 7 7 7 3B & £ 97,

e) [Continue] #7 VU v 7 L&,

AA YA RV AN YA FOBERAHELSND L

RFY T BRI A L ET,
Q) ALLHFA DT TUFHTITRED £,

= Cisco DNA Center System - Disaster Recovery

Monitoring  Configure

Disaster Recovery Topology

Show Detail Information

Main Site 7
10.30.199.51
Recovery Site Connected

=2 =2 =2 =2

Witness Site
10.30.199.158
Unregistered

[z

FRBE Y TAT—ZANREHINET,

Status: Registering

The system is in the middle of registration process. Note that the
registration must be done in the order of Main, Recovery, and Witness.
Details

The third and final step of registration is to register the Witness Site. Use
the following command to login to witness:
ssh -p 2222 maglev@10.30.199.158

then register via CLI:
witness register -w 10.30.199.158 -m 10.30.199.51 -t
493cb65907d74e22295dd40270e382£3 ~u <main_admin_user>

Or opt for copy the token only:

493cb65907d74e22a9bdd40270e382£3

b) [Details] #Eik C. [Copy Witness Login Cmmd] %7 V v 7 LE7T,

¢) EAYA F~DSSHa Y —L&#H&, abt—Lita~vr FEE0fHidTe 74 LET,

d) ZERINEGEIEL, 7740 hO2—%— (maglev) O/RXAT—REATLET,

e) [Details] fEIKIZE Y . [Copy Witness Register Cmmd] %27 U v 7 L £,

f) SSH=Y—/LT, abt—Lla~<y RZ0 £,

g) <main admin user> &% v N =V EHEFE L —Da—P—LICEHBRL Ca~vr FEFITLET,
h)y ZRINHEEF, Fy NV EHFE LY —DRXAT—RKE AN LET,

. CiscoDNA Center ') 1) — X 233 BEE A F
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RATYT6 AAYA b,

UARYHA b, BLEOERY A PREFICBREGFINLTWDZ 2R LET,
a) AAYA NOTTUWHTIZREY, [Monitoring] #27 U v 7 LTT 4 ¥ AX YU B3 O [Monitoring]

ST aFRLET,

= Cisco DNA Center System - Disaster Recovery Qa o s L

Monitoring  Configure

Disaster Recovery Topology

Show Detail Information

Status: Registered

Main Site ' Recovery Site -
10.30.199.51 10.30.199.97 All three sites are registered. Ready to configure/activate the disaster
Registered

Registered recovery system
== =2 = =2 =2 ==

Witness Site
10.30.199.158
Registered

=?

Event Timeline

Hide Timeline

b) [Logical Topology] fHIk C. 3 2DH A FNFIREIN, AT —HF A [Registered] TH D Z & 2R L £
D

[Event Timeline] fEIK T, &V A FOBGFENA X FELTY A RSN, FXATRIEFIZHET LD
LERERLET,

Event Timeline

Hide Timeline

¢)

End Last Update: 7/13/2021, 1:01:51 PM UTC-7
o v & Witness site registration - 10.30.199.158 7/13/2021, 12:59:30 PM UTC-7
Status Message Successfully registered 10.30.199.158 as witness site.
o v & Recovery site registration - 10.30.199.97 7/13/2021, 12:49:37 PM UTC-7
Status Message Successfully registered 10.30.199.97 as recovery site.
o

v & Main site registration - 10.30.199.51 7/13/2021, 12:40:33 PM UTC-7
Status Message Successfully registered 10.30.199.51 as main site.

AT T 1 [Actions] fEI T [Activate] 7 U v 7 L £,

UANY YA MIBHEFET 2T R TOT = I PNHEESND I L amd XA T RnFRsnETd,

ATYT8 TAFARZ VAR VAT LDOFREE AL T A SDOT—=FDY NY YA b ~OEBEBILET D121,
[Continue] 7 U v 7 LE7,

Cisco DNA Center ') 1) —RX 233 BEEHA K .
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GE) T T4 7T et R, BT E TICRER D560 £, EERAE=4—72
WZIE, AR FDIALTA v 2FRLET,

AT w79 CiscoDNA Center THLE/RH AT N5ET Lizh, VAT ADREEL TWDZ & EERLET,
1. FPRuPER2FRL, THENDOYA FOAT—FANRKD L HIICERENTWNWDLZ L 2R LET,

Main Site @ Recovery Site =/
10.30.199.51 10.30.199.97
Active Standby
0.30.197.90 10.30.199.59  10.30.199.66  10.30.199.67

Witness Site
10.30.199.158
Up

2. AXVINDEA LT A HFKRL, [Activate Disaster Recovery System] ¥ A 7 N IEHIZFE T L7 Z & %
e L £

Event Timeline

Hide Timeline

End Last Update: 7/13/2021, 1:13:46 PM UTC-7

9 v & Activate Disaster Recovery System - 10.30.199.51 7/13/2021, 1:13:39 PM UTC-7

Start Time 7/13/2021, 1:03:17 PM UTC-7

Status Message Successfully setup disaster recovery

End Time 7/13/2021, 1:13:39 PM UTC-7
View Details
o > & Witness site registration - 10.30.199.158 7/13/2021, 12:59:30 PM UTC-7
o > & Recovery site registration - 10.30.199.97 7/13/2021, 12:49:37 PM UTC-7
Q > & Main site registration - 10.30.199.51 7/13/2021, 12:40:33 PM UTC-7

3. AAHA FDping ZFATLT, VA MIEETELHZ LB LET,

. CiscoDNA Center ') 1) — X 233 BEE A F
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mrogay( roEs [

RAEDERY A FOEH

ATy I

ATy T2
ATy T3
RTv74

ATy TH

ATvT6

BUEDBEARY A N 2T v 7 7 L— NEIRERT 2 LB b HE AT, ROFIHE %7 L E
ﬁAO

BAEOEMRY A Mou /4 LET,
a) ARV A RO SSH =2 Y —)L &R & ssh-p 2222 maglev@witness-site's-1P-address =~ > K% 34T L %
D
b) T 74N RO2—H— (maglev) OD/XATU— K& AN LET,
GE) WOFINEICHETETIC, BHYA FOIP T RLAEZAFLTCEBXET, BHYA N2 T v 7
L—RL7#%, U7 FLRAZFRETLHILENRSH D ET, RELRWEGES, B A NI
EFBOIZIIHERELEEA,

witness reset =~ > K& FEIT L £7,
WIEDERY A PO~y o 2HIBREL £,

B A hoA A b= (185 _—2) OMMIZHE-> T, HLWEHEY A Fofifi~ oA X b—

NMLET,

FLOVERY A Mee A4 LET,

a) EARYA RO SSH = Y —)L &R & | ssh -p 2222 maglev@witness-site's-1P-address =~ > K4 4T L %
D

b) T 74N hO2—W— (maglev) OD/XAT—RKEZAHLET,

witness reconnect -w witness-site's-1P-address -m system's-virtual-1P-address -u admin-username =~ K% 3£
ITLET,

RO EIZHEBE L TL &N,

s AL YA NOBIEDT 4 FAX Y HNY AT —4 2 ZBRRL, R A b2EERT D & X,
AA YA MDD H—T T4 XVIP 2 LET,

«c ZDAx Yy FOFETRIZEHRT A FREEL TS Z L 2RI DI2E, ROFINRELFETLET,

1. T4 ¥RZUHNY hARBr Y5, [Show Detail Information] V > 7 %2 U » 7 LT, [Disaster
Recovery System] A7 A RA XA U ZBREET,

2. [Witness Site] ¥ 27 23 T, YA b EREWEHD IPSec V) > 7 DAT—Z A (up] THDHZ
EEMERLET,

s Zavy RCHEMARERTXTOLT v a3 »&RRT HI2IE, witness reconnect--help 2~ > R &5
TLET,

Cisco DNA Center ') 1) —RX 233 BEEHA K .
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AT LDE kR
FTAVARZYINY VAT ENBNT 7T 4 T Eizte, FFEDYA MZOWTAN LIZHED
EEHRMNEILRDZERHD FT, ZOWRENEAE LSS, ROFIEEZFEITLET, 20
FIEEZFEITTHLE, VAT LAHNDTRTOYA b wa@ﬁf@ RENTZ VT ENDHZ LI
HEELTLLIEE N,

AT w1 [Action] fEIK T, [Pause] 27 VU v 7 LTy AT LADEHZ —FHEIE L 97,
SR OWTIE, TV AT AO—BEE (209 %—) | AL T EEN,

AT 72 [Action] fEH T, [Deregister] 7 V v 27 L%,
Cisco DNA Center CLARIIZ Y AT L DH A MIOWTEHRE LIZHNENT X CHIBREINET,

x%szﬁﬂﬁ REEANTILTYH A PEeEREL, VATAEHET 770 7T 51203, T4 FAX ) AN D
BT (188 X—) THHAINTWAEHX AT ZFEITLET,

ARVEKNZIALTGAODE=Z2—1)2Y
AR NDEADLTA S, BIEEITENTVWDT 4 FAZ Y H N X 27 OEINE B
R, TNOEDHRAITNRET LTI E SR TEET, YA L T4 R RTHIZIE, ROF
A 34T L £,

1. A==—7A42» (=) #2727 LT, [System] > [Disaster Recovery] DJIAIZER L T
[Disaster Recovery] ~~— U % B & £7,

7 7 4 /v hClX, [Monitoring] % 7 2RI S L TWET,
2. XR=VOTFHETAIZB—LLET,

VAT DIRITHEITHDOL AT LT LA AT, BDZ AT GETHDOH A LAK
FIZHAL) MBIERICHEIE TR R I E T, Cisco DNA Center Tlk, TNZEFNDX AT ITD
WT, VAT A (=) £3a—P— (2) bbbk THBENEZIDRENET,

Event Timeline

Hide Timeline

End Last Update: 7/13/2021, 3:11:00 PM UTC-7
L > & Re-Join - 10.30.199.51 7/13/2021, 3:02:11 PM UTC-7
L > & Manual failover - 10.30.199.97 7/13/2021, 2:53:02 PM UTC-7

Pz VAT AO—RHEZOBEILICOVWTE=X—TB L LET, Z0HEA. HL 7/ n
T ADEKEZ A NRBENT- L& L5 T Lz & X2, Cisco DNA Center TA X2 FDX A LT

. CiscoDNA Center ') 1) — X 233 BEE A F
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AVBIFHEINET, FEDF A7 IR DWNHOME LR RTHIE, P27 vy 7 LE
j—o

Event Timeline

Hide Timeline

End Last Update: 7/13/2021, 3:12:07 PM UTC-7

9 v & Re-Join - 10.30.199.51 7/13/2021, 3:02:11 PM UTC-7
Start Time 7/13/2021, 2:54:00 PM UTC-7
Status Message Successfully setup disaster recovery
End Time 7/13/2021, 3:02:11 PM UTC-7

View Details

(] > & Manual failover - 10.30.199.97 7/13/2021, 2:53:02 PM UTC-7

B AR LC [ViewDetails] U > 7 WERENTWDLEEIEL, TV 227 Vv o358,
SETLEEETAIV T XA 70 A MRFEREINET,
Event Timeline

Hide Timeline
End Last Update: 7/13/2021, 3:12:07 PM UTC-7
9 v & Re-Join - 10.30.199.51 7/13/2021, 3:02:11 PM UTC-7

Start Time 7/13/2021, 2:54:00 PM UTC-7

Status Message Successfully setup disaster recovery

End Time 7/13/2021, 3:02:11 PM UTC-7
Hide Details
9 > Configure active - 10.30.199.51 7/13/2021, 2:58:10 PM UTC-7
o > Configure standby - 10.30.199.97 7/13/2021, 3:02:04 PM UTC-7
J > & Manual failover - 10.30.199.97 7/13/2021, 2:53:02 PM UTC-7

HZAZERRRIC, Pl &7V v 7 LTREDY 74 A7 OBEEREF R TE LT,

Cisco DNA Center ') 1) —RX 233 BEEHA K .
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Event Timeline

Hide Timeline

End Last Update: 7/13/2021, 3:12:07 PM UTC-7

(J v & Re-Join - 10.30.199.51 7/13/2021, 3:02:11 PM UTC-7

Start Time 7/13/2021, 2:54:00 PM UTC-7

Status Message Successfully setup disaster recovery

End Time 7/13/2021, 3:02:11 PM UTC-7
Hide Details
o v Configure active - 10.30.199.51 7/13/2021, 2:58:10 PM UTC-7
Start Time 7/13/2021, 2:54:08 PM UTC-7
Status Message Successfully configured active system
End Time 7/13/2021, 2:58:10 PM UTC-7
Hide Details
o > Configure standby to active services - 10.30.199.51
7/13/2021, 2:58:04 PM UTC-7
o > Add other cluster metadata - 10.30.199.51 7/13/2021, 2:57:18 PM UTC-7
o > File system migration - 10.30.199.51 7/13/2021, 2:55:29 PM UTC-7
o > Save cluster metadata - 10.30.199.51 7/13/2021, 2:55:18 PM UTC-7
o > Validate active cluster - 10.30.199.51 7/13/2021, 2:54:09 PM UTC-7

AR NEADLTA L DE=Z Y T HICRETDARENED B D I & ORI ITIEIZOWT
. TAPFRZ VBN VATEAD RN T TN a—F 407 Q174—) #BHBLTLEX
Vo,

VATLEXUVY A FOIREE

T4 P ALY J3) GUI O [Status] SEIKIZIE, AT LAOBEDRENFREINET, ROE
T, PRI IZEREND AT L0l ~x2 DV A bOYREEZZA L £1,

R10:79T1THA FOKE

1KEE Hol:l
Unregistered FIIEASINTZY A P TT, TAFRZ U AN DOFERITEEH Y A,
Initializing P A M, BT AFUCT A FREZ VIR 5282y N T v 7T 580

2. DY A FBMELT LT = 2 RETHHEHEZ L TWET,

Initialized TA MI BT B APCT 4 P RZ VAN 7525 %y b T v 735720
(DY A MTRET D7 —F ZIEFIHER L E LT,

. CiscoDNA Center ') 1) — X 233 BEE A F
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varassvya ok [

Bl

Failed to Initialize

Bik7 v AT AP RAZ VDN I TG A2y T v 7T B0l A
MANELTEHT =X EERETHHEHE L TWDEEIZ, A P T2T—NREL
F L7,

Connecting Recovery

AAHA NI VANV HA MTER LT, AL, FeDtFaTEELE Y
N7y 7 LI E et SN e T — 2 2 G L TV,

Connecting Witness

AA YA NI, BT A MTEF LT, AAf YA beobvXaTHEELEEY b
T o T HEOICHBELRILENTT =X RS L THET,

Recovery Site Connected

AAL YA MEI VIR YA DeDER 2T BEZEFITHELLE L,

Failed to Connect Recovery

YNV A R EDOLRERTF v RIVEESL L TNBEEIL, ALY A N T T—
NRALE LT,

Failed to Connect Witness

AR A N EDLERIRT ¥ FNVEHESL L TNDE X, AL VA P T T —MN3
ELFELE

Registered

TIT4THA I, D200V A DX TBELZIERICHSYLE L,

Deregistering

VAT BDINBBUEDT 4 P ALY AN YRR IR L £,

Deregister Failed

VAT IEMNLEEDOT A VAL U I NYEREHIBRL TWA LI T —NEAEL
F L7,

Validating F AP REZY) AN R ARG T DRI, VAT LAOREEAZFBZEL TWET,
Validated T AP AZY BNV EREBRET DRI, VAT LAOWREZ EFICHRIELE LT,

Validation Failed

F AP ARZY AN RS Z BT AR AT AR HRAF I T — N34 L
F L7,

Configuring Active

OV A NET I T 4TV A FE LTHENLT D200 T —7 7 —%2FTLTWE
‘d‘o

Failed to Configure

ZOYVA NCTAFRAZ Y IR EFEHNITDHI—7 70 —0FITHIZT T —n3
ALFELE,

Syncing Config Data

TAPFRZY AN VAT Ly VT v 7T 50O A F)h b BT —
X 2RI L TV ET,

Config Data Synced

TAPTAX VAN AT L E2® Y N T v 7T 572DV A b ERT —
HEEFIZERBILE L,

Active Sync Failed

WRETOT 7T 4 7Y A X, TAFRZ VAN VAT Lty VT v 7T 57
DIHDOY A RO BERT =2 ZFH L TN EEIC=T = ELE L,

Cisco DNA Center ') 1) —RX 233 BEEHA K .
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Bl

Waiting Standby Configuration

ZOYVA NET T 4T A b LTHNT D100 —7 7a—NIERIZET L
FLF, ALY AL N DOU—T T —NE T T 5D TWVET,

Active

A ME TI2T7 47 A FELTRY PY—Z ZIERITERLTOET,

Failed to Configure

YA MI TATRZVINRNV I TGREIOT I T 47 A b LTHEEZEMNTT
50— 70 —D—fEFITTEEFATLE,

Isolating YA NI MO 25D A b EOERNEDNIZD, £t (FB 7 =— A —
N=D—HhL LT) AZ U AAUEFRTETNDTD, BEERHET 27— 7r—
EFATLTNET,

Isolated A NI D2 SDOY A b E OB KbLYD, £E (FEY =— A —

N=D—FL LT) AF U NAEHFNRTETCNWDLTD, BFZREET IV —2 7a—
IEFIWCFETLE L,

Failed to Isolate

YA M, D2 o0V A R EORERADbNZT-O, F2k (FET7 2 — 4 —
Ne=D—HL L) AFUNAUEENRTE WD, BFZREET IV —7 7 a—
EETTICZT—RNRALFE LT,

Configuring Active

(VAT A PYH—FIEFE T == A— =D L LT) LAIOAZ 3o
YA 2T 7T 47 A RELTHERLTWNET,

Failed during Failover

(2= F—NR—F T2 OOV AT ADEBENLD Y HIANYO—EL LT) =
DYA "ETIT 4T A e LTHENT DY —7 7a—0DFETHICe T —n34
LEL,

Pausing Active

(B PR E £ 7GR 2R LI 2. 572 0ll) 7277 4 7% A R TT 4R &Y
AN AN HT—7 7 —2FE T L TWET,

Active Paused

TITATYHANTTAFRZ Y DAY EEZ DL E LT,

Failed to Pause Active

TI2T 4T A NTT 4 FRAZ Y DN EEEZBHIZ L TD L X T—0N A
LE L7,

Active Stand Alone o2 5DV A b EDEEGE K STZLIIOT 77 4 7Y A b, TTOT 4P A
2 BNYRERZHIFRT 22 EI2ED, ML AT AE LTS DT —0 7
n—%3TLTWET,

Down TITF 4T A NI, D2 SO A + & OBEEE R NE L=,

RUM:RBNLH A FDIREE

DN

Bl

Unregistered

FRUBANSINTZY A P T, TAFRZ VAN OERITELEDH D A,

. CiscoDNA Center ') 1) — X 233 BEE A F
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TN 5i8

Initializing YA ME BRI O APICT A FREZY AN I TR hy N T v T B0
IC, MO A PARUBEL 57— 2 & %{ET B A LTVET,

Initialized YA ME, BRI OEAPCT A FRAZ VAR I T RS by VT v T T B0

(DY A MTEET D7 —F ZIEFIHER L E LT,

Failed to Initialize

BT v ARICT A VALY INRN) T2 8 evy T v 7T 572DIoV A
MANELTEHT X EERETIHEHE L TWVWDEEIZ, A P T2T—NREL
F L7,

Connecting Main

UBNRUY A M, ALY A MIEBEHRLT, AP A e TiEELYEY
N7 7T 5O E R EINT T — 2 ZBE L TWET,

Connecting Witness

U ASY A NI BERYA MIEHRL T, A A b eoEFaTwEELZE Y
N7y T DO EROIb SN T —Z Z G L TWET,

Main Site Connected

YANYHA MI, AL YA FeDEX2THBELZEFICHLLE L,

Failed to Connect Main

AA YA NEDERRTF % FNEESTL LTS EEIZ, VIR Y A4 N TT—
NRALE LT,

Failed to Connect Witness

ARV A N EDEERRT v XNVEHEL L TNWAD EXIZ, VAN YA P TZ2T—H0
RAELE L,

Registered

AR NRAYA M, D200V A DX TEEEZIEFICHSY LE L,

Deregistering

VAT ADBHEDT 4 F A5 Y J ) fiRE IR L ET,

Deregister Failed

VAT ENLBEDOT AP AX Y N EHIFRL TS E X T —NRAEL
* L7,

Validating F AP ALY ANV HEREBIET DA, VAT LOIRREZRFEL TV ET,
Validated T AP ALY AR HEREBMGT DENC, VAT LAOIRREEZ IEFICHIEL £ L7,

Validation Failed

FUPRZ Y IANY R ABIET AR AT LAOWEEREETIC T T — 033 4E L
F L

Configuring Standby

OV A RNERABZUNRAY A e LT T D100 —7 70 —%2FTLTWE
T

Failed to Configure

ZOYVA NCTAVFAZ Y IR EFEHNITDHI—7 70 —0FTHIZT T —n3
ALFELE,

Syncing Config Data

FTAPFRAZ YNV AT LYy 8T v 7T 5D OT A FndLHERT —
HuEFEH L TET,
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KEE BT
Config Data Synced FUPFRBZN AN VAT DYy 8T v FT 50O Y A b MnEERT —

Z 2 IEHIZFEE L E L,

Standby Sync Failed REPORAZ L NAYA NS, TAFRAZ VIR AT Ly NT v 79572
DOV A RSB MERT —ZHFM L TNDEEXICZT—BRELE LI,

Waiting Active Configuration TDOVA RERZUNRAY A R L THENTTATODOT —7 7a—RNEFRIZET L
FLime 727479 A MDD 70 —RNRETTIHDE/HFLTHET,

Standby YA NI, TAFRZYBRY T FTRABDAZ L NA B A R LTIERICHER I
‘/Cl/\i‘aAo

Failed to Configure YA NI TAFARAZYBNRY T TRAEDAL NP A e LTCHEEEDCT
HU—r Ta—D—EEFEFTCEEFALTLE,

Isolating o 2 >OH A k&R b=, V4 NI ERET 27 —2 77—
BFEITLTCOET,

Isolated o2 SOF A k& OGN b=, V14 NIAGE RS2 —2 77—
ZIEFICEITLE LT,

Failed to Isolate o 2 5D A FEDEEEN LD, VA N HEERET 27— 7a—
BIEATTIC T — %A LE LT,

Configuring Standby (FET7 ==V A—="—=D—FE LTC) URIDT 77 4 7TH A b & RAHZ A Y
PA FE L THRRLTWET,

Standby Ready IO T 77 4 TV ATF ME, (Fx2—AFd—"—0DfRE LT) AZ LA TR
TAhE L THERTAIEFENATETCNET,

Pausing Standby CEFERVEE 7133 FEI 72 E IR I 2 A T2 DIT) AX UL A R CTF 4 FRAZY
BN ERER BN T AT — 7 7 a— 52 E T L TWET,

Standby Paused ABUNA YA R CTF 4 PR Y BN BER BN LE LTz,

Failed to Pause Standby AR NA YA NTTF 4 FRZ Y DNV EEZERHIC L TND L X T — 03 %AE
LEL,

Standby Stand Alone D2 >DOY A~ DHHEE K ST-LFIOAZ o NL A o, TRTOT 4 HF 2R

SV TN HERERIRT 58Ik, MY LTV AT A E LTHYLT DY —2 7
B—ZFITLTVET,

Down YA MiE, D2 ODY A b EDOEEFAERWE LT,
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®12:BERY A FOIKE

IR Bl

Unregistered HHUEASNIZY A P T, T4 FAZ VAN OIEFERITELZH Y A,
Registered ZOVA FPRERY A FELTRESN, BREF = v 7 BNIERICE T LE L,
Up BV A FORENIEFICTET LE LI,

Down FA ME D2 O5DYA b EDERAEKRNE LT,

FTAHRBEYANY O RTFLOT v TSI L—FK

ATy I
ATy T2

ATv73
ATv74

ZDVF VAT, T4 7T 2 ATHERMNTA 2 A h—)L X 7= Cisco DNA Center D/3— =
XA BREITLEN, ZhE233I1IC7 v 77 L—FLET, £, b7 FI9A4 7
ATCET A FRAZ IV IRNUPEHTHY, SERGETT, 7y 77 L—RE%ETTDITE, K
DFNEZEFEITLET,

VAT AO—KEIE (209 X—)

AALYA NEVANYYA NOT T FTAT LV RAEN—=V 5233127 v 77 b—RLET, [CiscoDNA
Center Upgrade Guide] @ [Upgrade to Cisco DNA Center 2.3.3.x] DEEZZMML T 7ZE W,
BUEDERY A Fo@E#HE (197 ~—2) |

VAT HASOBEZM 211 RX—=Y)

Jz—I)LA—/\—: &

Tz —VF—=NR=NEfTEIND L, TATARAXYDNR) VAT LADAK XAV A "RFNE
TOT 7T 47V A bOZREZGZHHE, LT 7T 4 7V A FiTZA Y F9, Cisco DNA
Center Cld, RO 2FEFHD 7 = — VA —_"—Z PR — K L TWET,

e VAT LRI H— i N—=RU =T OREERRy NU—27 OEIR EORMEIZ L > T A
TEADT I T AT A NBAT T4 02705 EFEITEIET, Cisco DNA Center Tlk, 7
7'74’7‘5‘/1’ EREO DT Z—T T A X Fy hU—7 (BXOARAZ ALY A FLER

N ETHMEBETERNoTZ L& BT L. AZ ALY A NRZEOKEZF]
%xfét B AT T T 5720, FlirT 22 &< xy MU — 7 @EfEL ik
TEET,

cFl) Xy NV EHETHLA—Y =N RATLADT 7T 4 T A FERZ AL H
A FDOBIEDLE 2 AN Z D X 91T CiscoDNA Center [ZHR"$ 5 Z & TEITSNE T,
WEE, YA ]\0)777 FGAT VAL A A=/ EZF TS CiscoDNA Center Y 7 b7 =
T DEBHILY A FOEM A T F o ADFITRNATVET,

Cisco DNA Center ') 1) —RX 233 BEEHA K .
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5 F4HRBYANYOEE |
FHT - A —/\—DOBh

WTNNOFEIHD 7 = — VA —N—DFETH, BIOT 7T 4 7Y A "B A U TAUVICRED &
T 4P AR Y DY AT AT HEIIC [Standby Ready| IRBEICEAT L £, DOV A MEHL
WA K XA YA F & LTHENLT 51Z1E, [Monitoring] % 77 [Action] fiE}5k C [Rejoin] & 27 VU v
7 LET,

FHIx—ILA—/\—DFA

FHETT = — VA — =% BhT 55 1%. Cisco DNA Center TT 4 VA X U B XY U AT A
DAL YA REVBINY YA MIBEED Y TONTW D r— L2 AL £T, it
BAEDT 77 4 7 A hCTHRIBENREAEL TODZENHBAL, AZ A AP A bEHLNT 7
TATHA N LTI R T 7T 4 TIHET H2HEICERNTT, FEj 7 = — A — N —% b
THIZE. ROFIEEZFEITLETS,

\)

GH  FET7=— A== BV A MO T 22 LITTEE A, IR BUET 7 T+
TP A IO DHBFATTEET,

ARTY TN A=a—T A2 (=) #27 U » 27 LT, [System]>[Disaster Recovery] DJI|Z 4R L C [Disaster Recovery]
NR=UEHEE T,

7 4 /L b Tl [Monitoring] # 7 BEHR S 4L, T4 AL UYL RF LD bER ORFRSNET,
WOBITIE, =P —ZBMEDT 7 F 4 7HA MeuZ A v LTVET,

Main Site [ Recovery Site
10.30.199.51 10.30.199.97
Active Standby
Witness Site
10.30.199.158
Up

AT w72 [Action] 181 C. [Manual Failover] 27 U v 7 L%,

ABNA A bOr— /L% [Active] IZHIV R %2 5 Z & &7 [Disaster Recovery Manual Failover] % 1 7 &
TRRRINET,

. CiscoDNA Center ') 1) — X 233 BEE A F
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g7 z—nt—r—obk [

AT w73 [Continue] #7 U v 7 LT#ALET,

ATvT4

ATy TH

N=VDETHIZ, 72— VA== a v ZARIRENT I L E2RT Ay E—URFRENET, Th

ETT VT 47 A ME LU THEEL T2t A MME, VAT 202680 B S 41T [Standby Ready] IRFEIZ 72
D i‘é—c

Main Site Recovery Site [/

10.30.199.51 10.30.199.97
Standby Ready Active

o=? o=? =? =? =? im g

Witness Site
10.30.199.158
Up

=2

ZORERT, A YA R VAN YA FOFERAfFERSh, 7—20ERIIITON <R £, i
DT 7T 4 7 WA MRS 55613, ZORICEn b ORMBEE MR L ET,

BT 7T 4T A MeT 4P RZY BN AT AIHEBMTAET, ROT xz—/LF—"— (TR
FECED T 2N F— N 2P0 LB T 2 — N F—N—Dffi ) ZRETHI LI TXERTA,

ALY A NEY ANV A NEFER L, T A TAX VDN VAT LEFHHZEELET,
1. UARYHA NMoasZ A4 LET,

2. [Action] fHIK T, [Rejoin] 7 UV v 7 LET,

AR NNAY A NOT—EPHEESNDZ EERT A TR RERINET,

[Continue] 7 VU w7 L CIRICHEA, 7 — X2 OEMAZHFH L 7,

CiscoDNA Center CR#E T2V —7 7o —nNE T 3UE, FEI7 2 — A — N~ 3T T, BET VT4
A b b UTHRE LT AL A MR VAL A D £

Cisco DNA Center ') 1) —RX 233 BEEHA K .



Fa¥RaUNANYORE |
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Recovery Site (7'
10.30.199.97
Active

Main Site &/
10.30.199.51
Standby

10.30.197.89 10.30.197.90 10.30.197.99 10.30.199.59 10.30.199.66 10.30.199.67

Witness Site
10.30.199.158
Up

10.30.199.158

ATYT6 T AV ARZYANY VAT APBREICH - 72 2 & 2t LT,
1. [Monitoring] % 7 O4 EIZFRK/R S 72 A7 — & A [Up and Running] (272> T\ 5 2 & ZHERE8 L E 7,
2. AXVIDEA LT AT, [Rejoin] ¥ AT BNIEFIZET LI-Z L 2R LET,

Event Timeline
Hide Timeline

Last Update: 7/13/2021, 1:52:15 PM UTC-7

End
? v & Re-Join - 10.30.199.97 7/13/2021, 1:51:02 PM UTC-7
Start Time 7/13/2021, 1:41:08 PM UTC-7
Status Message Successfully setup disaster recovery
End Time 7/13/2021, 1:51:02 PM UTC-7
Hide Details
? v Configure active - 10.30.199.97 7/13/2021, 1:45:17 PM UTC-7
Start Time 7/13/2021, 1:41:14 PM UTC-7
Status Message Successfully configured active system
End Time 7/13/2021, 1:45:17 PM UTC-7
View Details
(] v Configure standby - 10.30.199.51 7/13/2021, 1:50:55 PM UTC-7
Start Time 7/13/2021, 1:41:16 PM UTC-7

Status Message Successfully configured standby system

End Time 7/13/2021, 1:50:55 PM UTC-7
View Details

. CiscoDNA Center ') 1) — X 233 BEE A F



| F+o282UARYDRE

Feoz2unny o x7ao—iEL [

TAYTRAR) AN ORXT LO—F=ELE

AL YA REVHNYSA P —BHEILT D2 LT, T AP ALY BN VAT ABELI
I LET, YA PREOBEAMR S, S A MRAZY KT ay s 5 A8 b LT
HE 9120 ET, RHFICOIE> Ty AT AZEILTAEAIT. VAT L% —HHEIEL T,
TIT 4TV A RINLAZ NP A hA~OT —F OERZ — N T HLERH Y £
T Flo, TATARAZVINRY VAT LE—FHEIEL T, ROWTRNEFEITLET,

PG RABEDT v T T L— KRBT —DA VA N— AR EDERE AT 55 TT 5
VAT AELIET AV ARAFZ Y ANV IEFHESE XX S
e ALY, UINRY FHREERYA N TAXTAU T U ARFETTD

« FHE R Ry B U =7 I EIIEEICH A D

AT LD—EHEL

&

ATy T2
ATvT3

VAT AAVKR—=R Y DA T U AEE T AR ECT AT RAZ Y ANR) VAT A —
REICAZ IR D121, ROTFIEEAZFEITLE T,

A=ma—TA4ar (=) 227 Y v LT, [System]>[Disaster Recovery] DJIEIZi&IR L T [Disaster Recovery]
N=UERHTET,

7 7 4/ N TIL, [Monitoring] % 7 3&EIREA, 7T 4 FRAZ Y DNV T RAT LD MFRRUNERINET,
[Action] fiEI C. [Pause] &7 U v 7 LEJ,
FIRENT=H AT 7T, [Continue] 7 V v 7 LTRIZERE T,

NR—=Y DO FHEIZ, VAT LE—HHEILT 57 ANBENT-Z L 2R T A v —URFRENET,
VAT K —HHEIET B 71T, Cisco DNA Center T7 —# L — b 2OEBNEM LI NET, Tz,
VAN A MUDOIEIEL T —EARHASNET, 207t A0ETHIE, bArUicisnT,
AL B A REUBNRY YA FDART—H A [Pausing] ITRESNET,

Cisco DNA Center ') 1) —RX 233 BEEHA K .



B o x7r0-mEE

Main Site =
10.30.199.51
Pausing Standby ®

10.30.197.90

10.30.197.99

Cisco DNA Center T HE/R X AT INET T 5 &,

Fa¥raYHNyoxE |

Recovery Site [
10.30.199.97

Pausing Active ®

10.30.199.66

10.30.199.59

10.30.199.67

Witness Site
10.30.199.158
Paused

FRBUICERENT AL YA L VAN HA b

BIOERYA PORT—X ZANEH I T [Paused] IZFREINFE T,

Main Site &
10.30.199.51
Standby Paused
10.30.197.89 10.30.197.90 10.30.197.99

Recovery Site (7
10.30.199.97
Active Paused

Witness Site
10.30.199.158
Paused

RTYTE TAFAZYDNY VAT AR—BHEIELTND Z L 2R LET,
1. [Monitoring] % 7 DA EIZEK/ RS2 AT — X A [Paused] (IZ72 > TWDH Z 2R LET,

2. AV DHA LT AT, [Pause Disaster Recovery System] ¥ A7 NIEFIZFE T L7 Z & AR L E

B

. CiscoDNA Center ') 1) — X 233 BEE A F
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Event Timeline

Hide Timeline

vari~oasm |

Last Update: 7/13/2021, 2:14:54 PM UTC-7

7/13/2021, 2:13:46 PM UTC-7

Status Message Successfully prepared clusters for pause Disaster Recovery System.

End
g v & Pause Disaster Recovery System - 10.30.199.97
Start Time 7/13/2021, 2:00:24 PM UTC-7
End Time 7/13/2021, 2:13:46 PM UTC-7
° v Active cluster standalone - 10.30.199.97
Start Time

Status Message

End Time

[ \ Standby cluster standalone - 10.30.199.51

Start Time

Status Message

End Time

AT LADOHESM

7/13/2021, 2:00:31 PM UTC-7

7/13/2021, 2:01:33 PM UTC-7

7/13/2021, 2:00:27 PM UTC-7

7/13/2021, 2:13:38 PM UTC-7

Hide Details

7/13/2021, 2:01:33 PM UTC-7

Successfully prepared active cluster for pause Disaster Recovery System.

View Details

7/13/2021, 2:13:38 PM UTC-7

Successfully prepared standby cluster for pause Disaster Recovery System.

View Details

BAE—BELE L TWAT 4 FRZ Y INRY O RT AEBREIT 51213, ROFIEAFEITLE

—g—o

ATV TN A=a—T A2 (=) 271V v 27 LT, [System]>[Disaster Recovery] DJIEIZi&R L T [Disaster Recovery]

N=UVEREET,

7 74 /V FTlE, [Monitoring] # 7 NEIRS I, T4 PRAZ Y BNY VAT LD MR URERENET,
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Main Site — Recovery Site [/
10.30.199.51 10.30.199.97
Standby Paused Active Paused

Witness Site
10.30.199.158
Paused

AT w72 [Action] T8I T, [Rejoin] 27 VY v LET,
AR UL YA FOTRTCOT—ANHESNDL Z LRI A4 T ol RnERENET,
AT 73 [Continuel] %7 U v 7 L C#AET,

R—=VDOETHIZ, AL A M, UIRNUYA N BLOERY A M2FERT 722 ARG I
I ERTAvE—UREREINET, 2O RAOFEITHIE., FAREIIZBWNT, AL VYA b
U383 A hDAT—H AN [Configuring] (ZFRE SN ET,

Main Site Recovery Site [
10.30.199.51 10.30.199.97
Configuring Standby ® Configuring Active ®

Witness Site
10.30.199.158
Up

Cisco DNA Center CULER X AT N TT5HE, AR PIZEREINTZAAL A B, VAP A B,
BIOEHY A FOAT—F ARNEHENET,

. CiscoDNA Center ') 1) — X 233 BEE A F
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Main Site Recovery Site (7'
10.30.199.51 10.30.199.97
Standby Active
Witness Site
10.30.199.158
Up

AT w74 [Monitoring] % 7 D4 ERBIZF /R &z A7 — & A3 [Up and Running] (272> CWAH Z & 2R LT, T «
PRL Y ANY AT AP -T2 Z L 2R L E T,

FTAHPREYANY SR T LDEESIE

ORI arTiE, TATRFZ Y IR VAT AEEHTABOFEEFREICOWTHHAL X
7,

N T TEIVETORTEIR

TAPFAZYAN) VAT DENy 77 v TBIOELT BT, WOFTEELTZS
AN

s RN IT 9T VAT EDT 7T 4 THA MPHDBAY Va—LTEET,

s RNV I T YT T 7 A NDETE, T AP ALY DAY BEHCT 5 TOBIRETIIFEITT
XFEHA, ETVRTLEZ—HEILTAIMLERNL Y £9, ZFEMCONTIEZ, [ 2FL40
—HEl (209 =) | AL T EEN,

NI T T T AINDETTIEL, VAT LE—RHEILTORNCT 77 4 715729 A T
DHFEITLTLIEEN, Rl T o7 T 7 ANEE T LR, VAT L0V A MNTHESM
THLENHY T, 2Kk, ToFAZ VAR BEBESN, 7774794 bD
T =B DAY N YA bA~OERINBE SN E T, FFIC OV T, [V AT A~DH
2 QI _—=) | EBRLTIIEEN,

Ny I T T T 7 ANDETIE, VAT ANOMD ) — KL L/3— 3 D CiscoDNA
Center NA VA M=V SN TNWDHT TAH ) — RTORFTTEET,

Cisco DNA Center ') 1) —RX 233 BEEHA K .
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B —rxrroszsoxmETs585E

o Tx— VA —N—=RBRETEHL, BEOARNY I T v T EETOBREBL PRS2 —b
X FHLWT 7T 4 79 A MR ENEYA, BEBRTILERSHD 7,

« B A 235G 1%, Cisco DNA Center ~D#15 TLS #t D TLS N—Y a v &7 v 7
72l N R é”j‘o@ L ET, [Cisco DNA CenterSecurity Best Practices Guide] @
[Change the Minimum TLS Version and Enable RC4-SHA (Not Secure)] b &> 7 Z# &R LT

CEE

FAPFAZ Y DNR) AT LDy 7T v T EBITOFEMIONTIE, Ny 7T v 7 T
(157 =) 2R LTLIEI,

J—RFEEEFIVSRZORMBICEAT H5EEEE
FUAFRZY HNRY VAT AORREZESTIC, ROWTIEEITTH LT TEERA,
s+l By N7 v T//— RO 1 D% BEEHZ D,
3341 By T v TLODOYA FOTXTD /) — FEBEEHR D,

ZOMBERH LT, VAT OB (1982—) THHEN TWAFIELZT LT,
VAT AEFHEB LTSN,

BRERICET 5EESEIE
YANRYPA NMZHDT T I7AT LV AIFET DT =X, ROVFT VA THIBRESNET,
T AYPAZ YN VAT LEZYPD Ty N T v T L, VAT LET 7T 47675 &
=,
s U RV A SINBAET 7T 4 7Y A P THHERIZ, VAT Lhx—REIE L, &%
fEEEL T, U ANUY A FELTHBRET S &,

BEfF DT 4 FAZ Y BN VAT LEFHERT D L &%, EOVA NBBIET 77 4 77294
M CHDLIDEMRL, TNEVATLDAAL A FELTEELTLLSEIN, 203, U h
WYY A NOTF—8 (BUET 77 4 T756) Oy 7T w72 ER L, v AT LOFHERD
ANCZDT—H YV AT ADAAL YA MIETTHZ b TEET,

HA ICEA9 & EEIE

T AP RZY N VAT AOEREESTIZ, AL P APV INRYY A FEE—~—F
P IAENLHA Y T AXIEHBTHZ LI TEERA, LERGAEIZ, ROFIEZFTITLF

B
1. VAT LOREMEER (198 ~—) |

2. WMHEDOYA NEHA 7 5 AZITEBRLFT,

. CiscoDNA Center ') 1) — X 233 BEE A F
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| F+o282UARYDRE
g4 rEEcEtszEsE

3. WEREKL, TAFARZ VNV EH/T 7T 4 7L LET (TP AZ U U OFE (188
~=2) W)

YA MEFICHT 2EESE

T 74N RTIE, T4 FRZY ANY AT METHRIFEL TrD, A MIEERRAEL
T2 EEREHL. OWTLOT 7y arEIITLET,

T ITATHA NME LT HE, TN —N"—T e ARRBINET,
« AL NP A FETERI A FOWT NN F T T LHE VAT LMIEOY A
AL LTv—2 L, [Action] fHIIND ¥ A7 ZBlAT HHRE &2 HERIC L £ T,

TR T DRNCH A7 ZBR L LD &35 &, BT TEXRVWEBAZ/RT A vt — U8 [Details]
FIRICR RSN ET,

TAHRZ)AN) AR FOEA

TAYPRZY B ANY AR FBRFEAT H 72 NTIEA (5T D K 9 1 Cisco DNA Center % % i
TEET, TNHOWHAERERB IO TR T4 755 HEIZONTIEL,  [CiscoDNA Center
Platform User Guidel @ ['Work with Event Notifications] ZZMR L T 723, ZOFIEEZET
L 7= 5. [Platform]>[Developer Toolkit]>[Events] 7 — 7 /L C [SYSTEM-DISASTER-RECOVERY]
ARV REHEIRL, Y TR TATLTNWDL I EEHERLET,

Y727 5 A 7. Cisco DNA Center |%, A7 ADIEBAED ARSI 7~ DT IPsec
By a BT LTSI EERTHAEEELET, ZOMAELZEHTLHIC i RO
FlEZEITLET,

1. VAT LO—RpEIE (209 X—) |

2. AA YA RV AANYYA FOWS T, BUED T AT LiEHEFELZEE M E T, A=a—
TA =y (=) #27 Y v LT, [System] > [Settings] > [Trust & Privacy] > [System
Certificate] OJIEIZEEIR L £,

3. VAT LA~OFEZRM Q211 =)

YR— P ERBARY b

WDFEIZ, TAYTAZY DR 4R MERLET, Cisco DNA Center Tl, A X FA3FEA

T5LmEmMmE AR L ET,

DRTLDANILR | ARk WA

AT—RR

OK F 4P REZY HARY AT ADEMESR T, Activate DR (Disaster
Recovery Setup Successful)

Cisco DNA Center ') 1) —RX 233 BEEHA K .
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B sx—rznzrror

TA4HFRE2YHN\) DORE

DATLDANLR | ARk WA
OK AA YA NEAIZY I YA h~0DT7 = — |Failover Successful
WA= R=NEHIZET LE LT,
OK AA YA FNOBEENIEFIZSET UE L7z, |Successfully Registered
Main Site
OK U BN YA NOBEENIEFICTE T UE L7z, |Successfully Registered
Recovery Site
OK BEAR A N OOBGEEDNIERICE T LE Lo, Successfully Registered
Witness Site
OK F AP R HNRNY AT ANIEF|IZ—MHE |DR Pause Success
LELE,
OK AR NA P A NEEL TDET, Standby Site Up
OK BEAR Y ROSENEL CUVvE, Witness Site Up
OK F 4P REZY BN AT ADNIEF TR | Unregister Success
BrREAVE LTz,
Degraded AA YA NEARIZY RN YA h~0DT7 =— |Failover Failed
N ==K L E LT,
Degraded AR NA YA NBAEX 7 L TCWWAT-8, |Standby Cluster Down
HENZ = — A — "= I TE £ A,
Degraded B A FINBREX 7 L CWA 7=, HE) |Witness Cluster Down
72— VA=A I TE AL
Degraded F AP R HNRNY AT L —HFE R TX |pause Failure
A,
Degraded BGP L— 7 FA% A KA+ FAVERCLE L | 568 Failure
7o
Degraded VAT KO A N E RS D IPsec kL | IPsec Up
BEEH T
Degraded VAT LADY A N EEGET D IPsec kL R/l | IPsec Down
MEBHEX T LT0ET,
NotOk F AP RAZY HNRY AT AOBREIZHKH L |Activate DR Failure
E L,
NotOk Bi7E [Standby Ready | IRAEIZ & B A M, T « |Activate DR Failure

PRLZY I RY AT KITHBINTE £ A,

. CiscoDNA Center ') 1) — X 233 BEE A F
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DRATLDANLR (AR b WA
NotOk FUPFREZY INY AT WOBGRRRIZ S |Unregistration Failed
BLE L7

NotOk A A YA FOBGIZRKLE LT, Main Registration Failed

NotOk UBNRY YA FOBREEIZERELE L, Recovery Registration
Failed

NotOk LAY A P OBEICHRR L E L, Witness Registration
Failed

TAHFRARAYANY)RFLDNS TV a—TF 428
WDOEIZ, TATAZ Y AN VAT A TRAETAAREMERNHAMEE T O EZ R L E
IR

\}

GE) T AP ALY D NYEERKRETZ XX A LT 7 b LTEHEAIE, [Retryl]Z2 27 U v 7 L THEER
FEFITLUET, MENHHEINT., TOMIKRPRROFRIZTEEH SN T RWIEETE, Cisco
TAC IZBWEbEL ZE,

R1B:TAHYRE2YANY PR T LOEE

I5—a—~K Ayt—T Y)ya—3ay

SODR10007 Token does not match. UBNRY YA NOBEERRICIRE SN h—7 U,
AA YA NOBERHZER SN h—7 v e —F
LEHA, AA VA FO [Disaster Recovery] >
[Configuration] % 7 C, [Copy Token] %7 U > 7 L
TELWh—27vZar—LET,

SODR10048 Packages (package names) are mandatory |/ AT AZHBEETHENC, VA RSN TWABNRy r—
and not installed on the main site. ‘\/75_’/]) VA l\‘—/l/bi@—o
SODR10056 JLT L AT B YN RBE B A R ORI, A1
VYA RDELWI LT Uy VB AN LD
e LES,
SODR10062 () site is trying to () with invalid | U B /NU ¥4 FBILOEHY A4 N OB X

IP address. Expected is (); actual is ﬂfl)‘/r\/"j‘/l) FOIPT }:1/;(753‘\ )(/I»\/.]j_/]» N7
0 BEFICIRIE S NIZ P 7 RL R & BARY £,

SODR10067 Unable to connect to (recovery or AA YA SBBEL TCWAEZ L AR LET,

witness site).

Cisco DNA Center ') 1) —RX 233 BEEHA K .
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I5—a—F Ayt—9 VY'Yya—ayv
SODR10072 All the nodes are not up for (main or|H% A FMD3ED /) — RITRTHBEBHL TWENED
recovery site). MEMER L ET,
SODR10076 High availability should be enabled on |/ RDOFNEZFELIT L T, mal A (HA) ZE%hicLE
(main or recovery) site cluster. —g—o
1. HAZHANCT 2MERHLHA bcu s AL
i‘é‘o
2. A=a—TA4ar (5) 227V y7 LT,
[System] > [Settings] > [System Configuration] >
[High Availability] ®IEIZEIR L £7,
3. [Activate High Availability] %27 V v 7 L7,
SODR10100 (Main or recovery) site has no third |Cisco DNA Center CIRIEFEH L TWATF 7+ /L hD
party certificate. AR 54— 7 ¢ AT B X T,
A D>V TIX,  TCisco DNA Center —/N—ZEH]E:
DEF (90 ~—¥) | ZZRLTIIZE,
SODR10113 Save cluster metadata failed. WU XY FNEOFELTIZOW T, Cisco TAC
WZRMWEDbEIIZE N,
SODR10118 Appliance mismatch between main () and| XA P A N UBRXUY A NTELRAZT TS I54A47T
recovery (). VAPMEHENTWET, T4 FRZY AN EIE
WIS 211X, WAFDOY A R TRHRU 56 £721%
123777747 v AT H0ERHY £,
SODR10121 Failed to advertise BGP. Reason: (). %iﬁ:fﬂl:’)b\fli\ [BGP/L— " 7 RXZ A4 XA |k
CBAT LMD N T TN a—T T (226 N—
V) ] ZZRLTIESN,
SODR10122 Failed to stop BGP advertisement. ZEHIZHOWTIE, BGP/L— T R A XA |k
Reason: (). VBT AMED T TNy a—T 47 (226 X—
V) 1 BBRLTIZEN,
SODR10123 Failed to establish secure connection| Z MORREICXT AR ILH Y T A, Cisco TAC
betueen main () and (0. G LT, = F 2R T RS,
SODR10124 Cannot ping VIP: (main, recovery, or |IRODOFIEZFEITLET,

witness site's VIP or IP address).

HEELET FLABRELWT 2R LE T,

e T RLABMOT RUAMLLEERFETH A D
EIMEMERLET,

. CiscoDNA Center ') 1) — X 233 BEE A F
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SODR10129 Unable to reach main site. () AA YA MIRESINT-Z X —T7 T 4 ZKIEIP
T RUVAD, VANRTYA b EEHES A b5 H)E
ARETH LN E I D EER LET,

SODR10132 Unable to check IP addresses are on [T L7-EEZVELE T,
the same interface. BEZSVELET,
()

SODR10133 The disaster recovery enterprise VIP |5 4P AKX Y Hh NN AT LDV A FMMEDOBEEIL.
() and the IP addresses () are not :E‘//?**7°:7A/]' X*/ ]\ 7*‘7&:{&@[/&'@—0 )(/l’
configured or reachable via the same YA R EY HNRY A ]‘\0)31/5**70:74/])Zf}i*a\
interface. Clheck tlhe gateway or static P7 F\]/X\ :Fsct()\%ﬁﬁ‘% }\@ij, F\]/Xéi\ -
routes configuration. - N .

VHE—T TR H =T o AN L CRETE
LECTHRENRDHY £T,

ZOTT I, 1 DERIFEHOY A MTRESH
7ZIP 7 RUAMARIP 7 KL AR, @BEICT ¥ —
TIARA L BZ =T A RAUNDA o F—T = A A
EEHLTWAZ EERLET,

SODR10134 The disaster recovery management VIP |5 4P ZAZ U H R L 25 AOEMHFEIPT RL-A
(VIP address) and the IPs (IP {j:‘ fi‘é—‘:@/( ‘/g._jl/( X“C%&ﬁ?ﬂ‘é%\%#&’) 4] i
addresses) are configured/reachable +. ZoOTT—|% %ﬂy 5%5@{&*&1]’7 KLz
via same interface. It should be ﬁ§§ﬁﬁéﬂ(‘b‘f£b‘/{ y&_ji/rx,c{}i‘*gIPT K
configured/reachable via management N s - .
interface. Check the gateway or static VXﬁ‘ﬁEﬁxEéﬂTb\é Ze& j{fﬂ'\‘bi'@‘o
routes' configuration. ,@E.é':ﬁ/]) VH—T A ngﬁbfﬁéﬂfb\f)%ﬁfﬁﬁﬂ P

7 R L AIZ 32§ — R EBIM L ET,

SODR10136 Certificates required to establish [System Certificate] = ([System] > [Settings] >

IPsec session not found. [Trust & Privacy] > [System Certificates] JIE(Z38&R)
MY — P N—=TF (FEAFELHET v 7 r— LT,
Bk FRAAT UE S, RIBENRR L 22WSE1E,
Cisco TAC IZBRIWVEHE L 7ZE 0,

SODR10138 Self-signed certificate is not —
allowed. Upload a third-party
certificate and retry.

SODR10139 Disaster recovery requires first AA YA FREYVIRYY A NZIA VA R—LEN
non-wildcard DNS name to be same in “Cb‘%)"j’*‘ ]\“/\0%7*«4§EEDEJ%W_\ 5‘«“/( —]j-;(g U F N
main and recovery. {} in {} site 1 ‘:/X?-ZA);H@:*E‘H}ZEéﬂfC}DJIJ@DNS%75‘3?)@ i_g;_o
certificate is not same as {} in {} . R — ISP R SR
site certificate. %{%%\@/ZT.&O) DNS%%?HET;—%—HR ks

T A REAFAER L, ZOEHFEEZT GOV A MM

Ty 7r—RLET,

(6= DNSA 2V AL R — RMER ST
RN L EHERLET,
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found in certificate.

SODR10140 Disaster recovery requires at least

one non-wildcard DNS name. No DNS name

AA YA BEYANRY YA NMIA A P—LEN
TWBY— =7 4 GEHET, T4 FAZ Y AN
U AT ADDNS A4 MMEESNTWERA, Cisco
DNA Center TlX, ZODLRIZHEHA LT, VAT 2D
#4Fﬁ%§ﬁ¢émwcb/zw%ﬁﬁbifo

BFEWD T AT LD DNS 4 48T T 5P — K/3—
T A EAAER L., ZOMRAELEZT T OH A
Ty ur—RLET,

G¥) DNSZIZT A R — FAMEH ST
fcﬁl/\ (E%Eﬁﬂ Li—a—o

T NI =7 OR—=F ¥ a =2 7 EERO5M
Rk, AT ATHHT 23 2O% A b3 TH
Bt STV R WAL, Cisco DNA Center TH A
ND AT — % A% [Isolated| \ZFRE L £ 9, Y7V
F 8 FNADSFEITIZ OV T, Cisco TAC (ZERTW
Bt EEN,

— External postgres services does not
exists to check service endpoints.

ROFNEZFETLET,
1. =F7—WRAELELYA Mr A LET,
2. kOa~vy REFITLET,
» Kubectl get sep -A
« kubectl get svc -A | grep external
3. FERDOH )T, external-postgres ZFE L F
¥

4. F1ET DA%, kubectl delete sep
external-postgres -n fusion =~ > F& 3T L F
7

5. LIAMCRM L7z Bz iafiT L £ 7,

— Success with errors.

Tz — VA —N—DMGHETIEXT A P ARAFZ U AN

UL AT AO—FHEIEZIZZ DA v E—UNFRES

NHEEIL. 1 DU OV —E XA TE T T — 0

FBELTICHEPDPOOTHRIENERFICE T LD &

oL TCTWET, iR, [Rejoin] 27 U v 7§

HTET, VAT LEREHTEEST, Zhbox
—IE. TOEEIC XL > TR SN ET,

. CiscoDNA Center ') 1) — X 233 BEE A F
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Failed.

DA yE—UiE, 12U OV —ERXTEKRRT
T—RELTTDICT 4 T AZ Y N FERK
MLI-ZEERLTCNET, ZOREEL T 7L
Va—T AT THREDIT, ARSI LT A
AFERLAL, B#ETLIZT IR T HI L
EBEIOLET, ZORXvE—URERINTEH,
[Retry]Z 27 U w7 U CTHAEEZHIITLET,

Cannot ping VIP: (VIP address) .

VAT AIREENTWAZ U A —T T AVIPT
RLUANRBERRETH D Z & 2R L ET,

VIP drop-down list is empty.

SATFLADVIPT RLARAL 7S AEZNY 7 RIEL
CHREENTWDHZ L 2R LET,

Cannot perform (disaster recovery
operation) due to ongoing workflow:
BACKUP. Please try again at a later

time.

AT a—VEINTNy 7T v TOEITHICT 4
AZYANVEER NV T—SNE LT, NI T v
TOETHRICEEEZBRITL T ZE N,

The GUI indicates that the standby
site is still down after it has come

back online.

AR UNAY A IR E T LI &EIT, DOV A b
% Cisco DNA Center D] DFBATTTT 4 A X U T
/\) VAT ENLRBECE o e, 2REO

AT HBEBIICBG S NN ERB Y T, D
Fé\%@#4bm%@ﬁm ZRE-TH, GUI TiE
AL TNDbDE LTERRSNET, ZAF N
AP A SWALTF U AET—FRDEETHHZD
VAT LEHREETAHZ L TEERA,

AL UL YA NEETT DL, RO TFIEE E47
L/ij‘o

1. SSHZ 747> T, AX A% A Mn
A4 LET,

2. maglev maintenance disable =~ > K& 547 L C,
YA b2 AT F U AE— FOLEIRSEET,

3. Cisco DNA Center lc 2 7' A > LE1,

4, A=a—TA4arv (5) 227Uy 7 LT,
[System] > [Disaster Recovery] DJIEIZE IR L F
j—o

74 KT
b\i‘g—O

5. TAVARZYINY VAT AEBERT LD
2. [Action] i) T [Rejoin] 27 UV v 7 LET,

. [Monitoring] % 7 23 &R 41T
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to check node-port label.

— Multiple services exists for MongoDB

73w 7 2, MongoDB / — RAR— k23— R &
LTABENET, ZOFR— FERE L THERIC
TAHIZIE, kOa~vy REFITLET,

« kubectl get svc --all-namespaces | grep mongodb

 magctl service unexpose mongodb <port-number>

to check node-port label.

— Multiple services exist for Postgres

T3y 7 HIZ, Postgres / — RKAR— kR —E R &
LCABShET, ZOR— FEFEL THERRIC
THIE, kOa~vr REFETLET,

« kubectl get svc --all-namespaces | grep postgres

 magctl service unexpose postgres <port-number>

294 FEFVF VA

2YA FEEIL, TAVARAZV BN VAT AZHD3O0Y A D) b7 L 2006
Frlc 2o o Lina . F2030 A B R—F 0 v a M ENTEHEEITIA L F9, Cisco DNA
Center NS FEIFEREEL TV AICEDLIITHIET D, BLOEITTEILENH D 2—
=77 v a Nl onTiE, MOKRESRLTIZI N,

. CiscoDNA Center ') 1) — X 233 BEE A F
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EESF UL DRATFLBLV AT —DREE
TFUFL VAT LAD2O0Y A IRE T VAT AE, FEFCTA DA N E
LET, IEEL 9,

BE ZOEENR R LT=GET

by ZOYA NERZ L RT
nrY A R L GERAT D
Ak, FIE3 TERA I TW
HERAIDE AT 5T L%
R

2. ZOVA Mel A LET,

3. A4 b ERZ U RFT YA FELTH
TESH 2 8A1%, [Standalone] 27 U v 7
L. BRENDEATRTRY AT
[Continue] #7 V v 7 LET,

YA b2 RAZ o FT7noYA R LTH)
ESETLSRWERIE. 3. ForL
Z2o0% A FERLET, ROWT
Nz FATLET,

YA NRAT T DEETH
HHAIE. T VA IOVAT L
2D E BB LT S,

CABUNRNAY A N TTA L DFE
FOHAIT. VTV A 4D AT A
La—F—DOxfnE SR LTS
v,

T ITATHA NRATTA L DE
FTHLILGAIE, VT UAS5DUA
ThLa—P—DIREESZR L TL
7ZE0,

YA IR AZ L RTaT—RNZbE, &
AT MIEDT A FOEMEIP T KL A% B#)
BN LE T, 72, Xy NU—T OHY
nbEYa = T EBSTEOI, AEIPT FL
AN—~&T RNZAXLET,
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EESF UL

DATFLBLUVA—H—DREE

CHEVA2: T T 4T A b, AF ALY
A~ BROEHESA ERF T L, 2R
BRCA > T4 TR Y £,

1.

VATEE, TIT AT A NEAK
NA YA Bl ET,

VAT NIT VT 4 T A M ERETL,
A K34 A NI [Standby Ready] K HE
IZAD £,

AT A2 OD VAT AEENG[EE
L=z EmmmanEd,
HERIZHOWTIE, ARV AL LTA
VDEFE=H VT BEERLTLLES
U,

F AP RZY BN OFRE (188 ~2—
) .

VFUAI T T AT A N, AZ ALY
A4 b, BLOERY A R F T LET, T
TT AT A NEARZ L NA YA NI T
A VIR ET0, BEHY A NIAT T
DEETT,

VAT NI, TIVT AT A NEARK
NAY A bEBELET,

VAT NIT VT4 7Y A MEETL,
A K34 A i [Standby Ready] IR HE
WA ET,

AT AN 2 ODY AT AEENS[EE
Lz enmmanEd,
Rl OV, AR M ALTA
VOEFE=HA—Y T EBRLTLLES
AN
WDOWT N EFEITLET,
« YA RA T A TR 21,
FAPFRZY R ORE (1883—
D) AN ET,

o« VAT LADO—HEIE (209%—)

. CiscoDNA Center ') 1) — X 233 BEE A F
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BEELFUAL DRATLBELVA—Y—-DIEE

SFVXA T IT 4 THA B, AZUNRAY| L VAT AET 7T 47 A FEyEELT
A4 b, BEOERY A "B F T LET, 7 MHEITLLET,

TT 4T A REEHRYA MIA T AU
RO ETH, AZ AL MIATTA >
DFEFETT,

2. VAT ALN2ODY AT LAEENGEIE
L=z EmmmsinEd,

eI OWVWTIE, ARV MEALTA
VDEF=H VT BEERLTLLES
A%

3. LWIDOT 7T 47 A MRATA T
BV . [Standby Ready] HREEIZ 72 > 7214
TAPRAZY N ORE (1883—)
IZIEVWVE T,

AR NP A ND ) — Ra T 5k
TWHRH D EHM L= mATE. Vb ik
DFNEEFETLET,

1. BEEfH A Mlowa 2o > LT witness
reset 2~ REFETLET,

2. TUT 47 A MTu s AL,
[Standalone] 7 U v 27 L TnbG,
[Continue] #7 V v 7 LE T,

3. AREUNRAY A ND ) —REZHLE
ﬁ—o

4, BEUIY A RBLDRNCER STV 2D
DX HF LA~ 2T 5
BaE, BHRY A oA A =L
(185 X—) THH N TW5DFIH
EEITLET, TNLSNOEEF. K
DAT v SR F T,

5. T4V NRY) ORTE (188 2—
)
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B oscr— 7 rRs AL BT AED FS TNV —F 10

BEELFUAL DRATLBELVA—Y—-DIEE

FUAS T T 4T HA R, RAZUNALY L VAT ABEIAZ N, YA N ESEEL
A b, BEOEHRY A IRFx D LEST, A FLWT T 474 ME LT LE
B UNA A N EERY A NI T A T R
RO, 77274794 MIF 774 DFF
<7,

2. VAT AM2ODVAT AEENSEIE
Lz enmmanEd,

eIz OV TIR, A XU N A LTA
VDEFE=A VT BEERLTLLES
A%

3. LWIDT 7T 47 A MRATA T
BV . [Standby Ready] HREEIZ 72~ 7214
T4 PFAZY I ANY OFRE (1883—)
WZREVE T,

AL R A ND ) — R Db
BN D LW LA, [N Iick
DFINEZFITLET,

1. BV A Mzwv 7oA > LT witness
reset 2~ REaFETLET,

2. TUT 47 A MTu s AL,
[Standalone] 7 U v 7 LTnb,
[Continue] #7 V v 7 LE T,

3. ABEUANRAY A D) —REZHLE
TO

4, BERLY A RBLDIRNCEH STz
DX HF LA~ 2T 5
BaE, BEYA FOA A —b
(185 ~—) TN TW 5 TR
EFEITLET, ENUANOELER. K
DAT > FITHERHRET,

5. T4 FAZYGNYOFRGE (1883—
)

BGP/IL— F 7 ENRA XAV MZBETABRED STV a—Ta4 >
b

BGP/L— K 7 RNRNZ A XA N T —%ZF LI2EGEIE. WOFIEEZFETLTURRE 77
Ny a—T 4T LET,

. CiscoDNA Center ') 1) — X 233 BEE A F
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BGPL— b7 KA A XA FBIT 2B F5TLva—F >0 [

AT w1 CiscoDNA Center 7 7 AZ 15, BGP vy a v DAT—Z AEWKIELET,

ATy T2

a)

b)

d)

AR " HA LT AT, [Starting BGP advertisement] # A 7 BN IEFIZ5E T LI E ) D EfER L9
([Activate Disaster Recovery System] > [View Details] > [Configure active] > [View Details] DJIEIZEIR)
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