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HWEFREE T A — VX 7 BT IZ1%. CiscoDNA Center A > A% o A2 SSHERE L. I
DOCLla~<w> FE AN LET,

magctl rbac external auth fallback enable

Cisco DNA Center GUI C [Menu] 7 A 22> (=) %7 VU v 7 U TEIR L £ 9 [System] > [Users & Roles] >
[External Authentication] DJIEIZEIN L E 5,

Cisco DNA Center CHMAFRREZ A ZNZT HI2IL, [Enable External User] &= v 7 7R v 7 A4 N2 LET,
(EE) AAABMZHRELET,

TACACS FBFFECTliE. D AAA BB HR—FINTWVWET,

Cisco DNA Center TACACS

Empty cisco-av-pair
cisco-av-pair cisco-av-pair
Cisco-AVPair Cisco-AVPair

RADIUS #BFETIX, RO AAA BNV R — KN TWHET,

Cisco DNA Center RADIUS
Empty cisco-av-pair
Cisco-AVPair cisco-av-pair

a) HAIOXRTHAIN TS L DT, [AAA Attribute] 7 4 —/L RIZ, 2—A 7 —R|Z# L7z @EE AL
ij‘o
b) [E#r (Update) 122 U > 7 LET,

(fEE) AAA VP —NR—%ZFELET,

INHORET, BEOTTA~ ) AAAY — =L Z U AAA D ——% L7 0, BieD AAA
P N—%E Lt@?‘éfﬁ/\ \ZDAHITWET, Cisco DNA Center GUI C[Menu] 71 2> (=) 27 VU v
7 L CBIR L % 7 [System] > [Settings] > [External Services] > [Authentication and Policy Servers] DJIHIZ 38R
L T [Authentication and Policy Servers] 7 « > R 2Bl & £,

a) [Primary AAA Server IP Address] N2> 7% 7 U 2 T, FHFRELE SALTZWVT D AAA —/3—D
IP7 RLAZBRLET,
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B sszaons:

b)

<)

d)

[Secondary AAA Server IP Address] K2 v 7*Z 72 U A KT, FHFTRESINIZWT N AAA H—/3—
DIPT RLAZEIRLET,
(fEE) Cisco ISE h—"—ZH L TWAHE5AIE. LEIDL U THREZEH TEET,

CiscoISE 7R U 2 —DFEAMIZ DUV Tk, [Cisco Identity Services Engine Administrator Guide] @ [Configure
and Manage Policies] ZZH L T 7Z2&0),

% 2: Cisco ISE—/\—DERE

e ZRBH

Shared Secret FNA ADRFEF—, HTAMWBOE S 1%, &K 100 XFTT,

Username Cisco ISE CLI\Z & 7' A >3 B 7= DI 9 5 4 Fil,

Password Cisco ISE CLI L —H# =4 D/ AT — K,

FQDN Cisco ISE —"—D7ERER N A A 4 (FQDN) , FQDN /&, kD
T, A MBIRRAAL LD 25D — N THERENTHET,
hostname.domainname.com
7= & 2% Cisco ISE #—/3—D FQDN (%, ise.cisco.com THh 5 AJ[HEMEDH D
ESc

Subscriber Name —BEDT XA FLTFH| (acme 72 E) . Z AT Cisco DNA Center 75 Cisco
ISE ~DfEAHIZ, Cisco ISE ([ZH LW pxGrid 7 74 7 > M ERET HT-0
R ENE T,

Virtual IP Address CiscoISERY > —H—b 2/ —FK (PSN) NEZICHEESN TSI r—F
NS UHDORFEIP 7T RL A, Brieho— RART oY DIEHIZEED PSN
T —ANHAHEEST. BRKOODFEMEIP T KL AZ AN TE T,

(EE) FHMEREZ EH 9 HI2I%, [View Advanced Settings] 27 U v 7 LC, LEIZSL THELZE
HLET,

= 3:AAA Y —/\—FHAERE

E2:) R AR
Protocol TACACS % 7213 RADIUS,
Authentication Port AAA P —N— DA v E—VD U LTSN AR — |k,

« RADIUS OH4. 57 4/V MMI UDP &A— bk 1812 T,

« TACACS D&, AN— ME49 THY, ZHETEEH A,
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&HI A
Accounting Port AAA B —N—~DEERA X b DY L—IZEHESNDIR— b, 25D

AR FOFEHRITL, BX2V T EFEROBTHEHAINET,
« RADIUS ¥4 . 77 4L F® UDP &R— k& 1813 T,

« TACACS O, N— ME49 THY , ZHEHTEEHA.

Retries Cisco DNA Center 7’ Cisco ISE & OEEGE 23817 CT& 5 [ml%%,
Timeout Cisco DNA Center 73 Cisco ISE 226 DA Z T 2 M OR X, ¥ A4 AT

7 kDR KREE 60 BT,

e) [®#r (Update) 127 U7 LET,

—ERRGL

TEEHEREE (QFA) 1L, 22— YL NRNAT— NIIMZ T+ FEZFERTL T, 2—
P—FEEOEX =2 VT 0 2k 50O TY, il F-FEL. — &, BEEOMNHR2—W—77
URFHFEL (AR T FVRX—T 4 7728) | won A U HEEBRICE D O %
ﬁH L/\gzjqo
Cisco DNA Center O " BEHERFFOEIETIZ, h—2 7 T4 7+ @R PINMB AT SN
BIHENETC =T v a—FREAK) . b= Y=~ (b—F o a—FERKIE) . BLO
22— —D7T 7 ABERT LA — =2 TE 9, FREEAEIZIZ, RADIUS £7-1%
TACACS+ 7'a ha A pMEH SN E 4,
ZOkv T va T, RONFITOWTHBHLET,

o CHEZBEE A EET DD T VNEND D B,

o B2 TE,

o THEEEINSEAfdH] L 7= Cisco DNA Center O 12 7' A > FIE,

— == =
CERPDADAIREN
Cisco DNA Center T 192 “BEIHRAFEA X ET DITIL, ROFHREM 2 w72 LTV D LB
HYET,
« 78FE & A1L72 Cisco DNA Center = —#— RBAC 1 — Vi Al ZA&ET D BT &2 i3
TN TEDLRFEY——, ZOHITIE, Cisco Identity Services Engine (Cisco ISE) 2.3
Ny F 1 EEHLTHET,
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o R — N— L AT H “HHR h—7 P — 3—, ZOHfITIX, RSA Authentication Manager
72 EBBEHLTWET,

VT NY 2T b= EERTAIFGA T O D N—0 2 I— R T Y r—
ayv, ZOHTIE, RSASecurlD V7 F U =7 h—2T U EFEH L TWET,

—gimunﬁo) 7_7 JA—

PATFIC, THEBFIENHRE SN TS CiscoDNACenter 7 77 A 7 2 Al —H—nna 74
L7z & EOEEOMELZ R L £,

1. RSASecwrID h—2 227547 hTlid, 2—P—FPINEZ AN LT h—7 2 a—FKEH
BLET,

2. CiscoDNA Center 2@ 7' A ' R—TTlX, 22—V —Z L b= a— K2 AN LET,

3. Cisco DNA Center ClX, CiscoISE ~Dnr 7' A L ERD%E(E|IZ, RADIUS F721% TACACS+
7o hanrEFRALET,

4. Cisco ISE RSA Authentication Manager H—/N—|ZBR &2 55 L £,

5. RSA Authentication Manager C h—72 > 2 — REfGEL, = —F—NEFICRIESNTZZ &
% Cisco ISE (2@ L £7,

6. CiscoISE [T GEESN T2 —F — LR EHFLORN a7 7 A LERAE L,
role=NETWORK-ADMIN-ROLE B84 fE~X7 Zik L £,

7. Cisco DNA Center T—HF—PDa— /L _X—X 772 2 fr—/L (RBAC) v —/L|ZEHHE
O TWABREB L=~ 7 7 v 225 L ET,

“ERTEIDHRTE

Cisco DNA Center 7 7' A4 7 AT BB ERET HI2IE, WOFNEEZFEITLET,

AT 71 RSA Authentication Manager % Cisco ISE L #& L £,

a) RSA AuthenticationManager T, 22D —%#—_ §725% cdnac_admin (FHHE 22— —m—/LH])
¢ cdnac_observer (A7 ¥ — S — /L) Z{ERLET,

FEAMIZ DU TIE, RSA Self-Service Console Help @ [Add a User to the Internal Database] @ & v 7 &%
BLTLLZEN, ZO Ry ZIZT 7 8ATHITE, ROFNEEZFITLET,

1. RSA Self-Service Console Help % & £,
2. [Searchhelp] 7  —/L' K C, [Add a User To the Internal Database| & AJJL T, [Search
help] #7 U v 27 LET,

b) HLWGE—Y = M EERLET,
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—zzmiaozz

FEAMIZ OUNTIE, RSA Self-Service Console Help @ [Add an Authentication Agent] @ N 7 5L
TLEEN,

¢) WFEv R —VryT—Vxr MRET 7 A /V (sdconfrec) Z/ERKL E7,
1 RSAEFx=VUT7 4¢3 Y—)LT, [Access| > [Authentication Agents] > [Generate Configuration Fil€]
DNEIZEIR L E T,
[Configure Agent Timeout And Retries] % 7 25Bi & £ 97,
2. [Maximum Retries] & [Maximum Time Between Each Retry] 7 4 —/L RIZ DWW TiX, 7 74/ ME%
BEHLET,
3. [Generate Configuration File] 27 U v 7 L £,
[Download Configuration File] % 7 3B & £ 37,
4. [DownloadNow] V> 7 %27 U w7 LET,
5 MEEICIERBEFERINT D, [SavetoDisk]| #7 U 27 LT, zip 7 7 A /DR —H)L 3 —%LR(F
L\‘i‘g—(}
6. 77 ANEMEL, ZONRX—Tg D sdeonfrec 7y ANEFEHL T, =—V =2 MIBEAL VA
=S TWNHE A=V g & EEXLET,
d) FllE 1a TIERL L 72 cdnac_admin =—%— L cdnac_observer = —%#—® PIN Z Lk L £7,
FEHBIZ DUV T, RSA Self-Service Console Help @ [Create My On-Demand Authentication PIN| @ k £
7 EBRL TN,
e) CiscoISE #BH#A 7 521X, [Administration] > [Identity Management] > [External |dentity Sources] >
[RSA SecurID] DNEIZEIR LT, [Add] 2N L £,
f) [RSA SecurlD Identity Sources] ~<—3"C, [Browse] %7 U v 7 L, ¥ 1 — K L7zsdconfrec 7 7 A /\
ZEIRLT, Open] 27 Vw7 LET,
g) [Reauthenticate on Change PIN] = v 7 7R v 7 A% A 2 LT, [Submit] %7 U v 7 LET,
2ODFA TR T 7 A NVEERLET, 1 Dl Admin 2—F—r—1L M, $5 1 2F A7 —a—§—
o —/LHTY,
a) Cisco ISE C. [Policy] > [Policy Elements] > [Results] > [Authorization] > [Authorization Profiles] % iR

b)

L/i—a—o
W HFDOT a7 7 A MZONT, ROITEHREATILET,

«[Name] 7 4 —/V K : 7 a7 7 A VOLRHTEZATTLET,
* [Access Type] 7 1 —/L K : [ACCESS_ACCEPT] Z iR L £,

* [Advanced Attributes Settings] fEIIk : fx#]D K2 v 7 X 7 U Z K )26 [Cisco:cisco-av-pair] & 3R L
ESC RN

Admin 2 —H = — L OBFET 0 7 7 A VEAEKT 25813, 2BAO Rr vy FHX T Y2 Ehb
[Role=NETWORK-ADMIN-ROLE] %R L £,
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F TP Ra— P u =L ORI T 0 T 7 A NEERT DHAIE, 2FHO Rey FF 7 U 2 b
75 [Role=OBSERVER-ROLE] % &R L £ 9,

AT T3 CiscoDNA Center 7 77 A 7 ZADGRFER Y > —ZAER L £,
['Cisco Identity Services Engine Administrator Guide] @ [Configure Authentication Policies| ® k& v 7 Z &

LTL7ZE0,
ATV T8 200K —ZEK LET, 1 20X Admin =2—HF—va—LH, £ 5 1 2L A7 —n"a—P—p—
VT,
[Cisco Identity Services Engine Administrator Guidel] @ [Configure Authorization Policies| ® k& v 7 %%
LTLIEENY,

AT 75 RSA Authentication Manager E ¥ = V7 4 2>V —)LC, Y7 " xT b—7 VRGO 2—F —12E 0 Y4
THNTWALZ 2R LET,

FEHIIZ DUV TIE, RSA Self-Service Console Help @ [View a Token] @ FE v 7 ZHM L T 72 &0,

GE) =27 U EED B TEHELEND DAL, [Assign a Software Token to a User] @ kB> 7 Tkt
HENTWDLFIEZFEITLET,

RADIUS %2t L == ERFZADHERIL

RADIUS HIZF%E &7z Cisco ISE r— N—% i {92 “HEFIELZ AN T DL, kOTF
G2 54T LEd,

AT 71 CiscoISE & Cisco DNA Center % ##) Xt %9,
['Cisco DNA Center Installation Guide] @ [Integrate Cisco ISE with Cisco DNA Center] #ZM L T 7Z2& 0,

AT v T2 FBFEIC Cisco ISE Y — "—% 9% X 5 Cisco DNA Center Z 7% & L £,
[AVERFRREDRRE] 25 L L&,
BE Cisco ISE & Cisco DNA Center D lij FIC[F UIEFRMBEZIEE L CWDH Z L 2R L E T,

TACACS+ j&{ﬁﬁq Lf::gimb\nl—to);ﬁ )]“:

TACACS+ WX E S 417z Cisco ISE Hr— _— 22 “ERBEEE BT HI12iE. ROF
JIEZ 54T LET,

AT w71 CiscoISE T, [Administration] > [Network Resources] > [Network Devices| DJIEIZER T 25 & [Network
Devices] V 1 » FUNBAE £,
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ATvT2 [TACACS Authentication Settings] # 7 U v 7 L CEDORNREFR L, LAENZIBN L7z Cisco DNA Center 7 /N
AR L CHEMENR T TICEESINTWDEZ 2R LET,

ATv7T3 [Work Centers] > [Device Administration] > [Policy Elements] % i®{ 3% &, [TACACS Profiles] 7 1 > K7
D EE T,

AT 74 cdnac_admin 3 L O cdnac_observer =— ' —11—/L® TACACS+ 7’12 7 7 A W EAER L £7,
a) [Add] &7V v 27 LET,
b) ROX AT Z#FLTLET,

s Tu Ty ANLEANTILET,

s [Raw View] ¥ 7% 7 U v 7 U721, [Profile Attributes] 7F A N R v 7 RZIRDOTFA ME AT L
iﬁ‘o

s cdnac_admin = —H%— 1 —/LOE1E, Cisco-AVPair=ROLE=NETWORK-ADMIN-ROLE & A
HLFET,

s cdnac_observer L—H — 1 — /L D41, Cisco-AVPair=ROLE=OBSERVER-ROLE & AJJ L
i j—o

o) [R’R#TE (Save) |27V v LET,
AT 75 CiscoISE & Cisco DNA Center % H##) Xt %9,
['Cisco DNA Center Installation Guide] @ [Integrate Cisco ISE with Cisco DNA Center] #ZM L T 7Z2& 0,
AT 76 FRFEIZ Cisco ISE H—3—% {195 K 5 Cisco DNA Center % 7% & L £ 7,
SMTRRAEDRRE ] 2B L T TEE W,
BE Cisco ISE & Cisco DNA Center O lj FIZ[F CHAREAFFEL TWDH I A MR LET,

—%%munﬁ%1§ﬁq L/T: H 7\"( >

TEEFEBEEAfE ] LT Cisco DNA Center (22 7 A 9 5121%. IROFNEEFEITLET,

AT w F1 CiscoDNA Center D11 7' A =T, @l —V—42 AN LET,

AT9 72 RSASecurlD F—27 7 T A7 baBiE, LIEEE LIZPINZ AN L THEWVE T b —27 U &R L £ 7,
AT T3 ZDO =2 %at’— LT, CiscoDNA Center D12 7 A L ~X— D [Password] 7 4 —/L FIZAE Y £F1F £ 4,
ATY T4 [Logln) %7 Vw7 LET,
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HNE 1L —H—DRT

RADIUS/TACACS Z /M L CTHID T 7 A o LA —Y—D Y A hEZRRTEET, R &
NAHFERICIT, 2=V Lo —NARNEENET,

AT w71 Cisco DNA Center GUI T [Menu] 7 A = (=) 227V v 2 UTERL E9[System] > [Users & Roles] >
[External Authentication] DJIEIZER L £,

ATYT2 U4 FUD T ETAZ v—/L LEd, [External Users] SIS — P —D Y 2 " RFREINE T,
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



