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Ny T TR IMETTORFEEHE 31 X—)
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TAFAZ Y INRNVIE, Xy NT—T DT XA LNIRTHE#ERE L CEBIMOTTEMEL A
Y Z#M4% Cisco DNA Center D 7] FME (HA) IZHESWTHE SN E T, HATIE, 77 %
X ) — RICEENBAE L&, EHZERINTZZ T AKX 7 — NI EZ2 % 2 L Txtil
LET, TAFRZ VAN TR, 7 IFAXZEENEELLE X, *y VT — 7 EHIEE
RSN T AL (Fkfet A b)) BT & T L £,

Cisco DNA Center®D7 4 VAKX U B NY OFRIEIL, AA VA~ VAN HA b, BIOE
A FDO3O O AR =Ry TR SWVET, AL A e U A NI, #FIZT
TT 4 TERFAZ AN DONTIDORENZHNEST, 77T 47 A P TRy NT—T N
BHIN, 7774794 P CHEH SN T X BIRRX—Y RP—ERDRHFO 2 —NR
AL NA YA NTHERFESINET, 7277 4 7% A MR X U325 L, Cisco DNA Center TH
BT = — A= =R E I, AZ RSP A NEH LT VT 4 T A MCT 5729
DMLEIRS AT NFEITSNET,

FEBBERETT A P RAZ VDAY Z30E LTS 27 VW TR, ZOED MYy 7 25
BRLTIZEw,
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Cisco DNA Center DT 4 A Z U XY OEIEZHOWTHFET 5 FCEELRMAZLZRL

i‘j‘o
AL YA T AP RFV DN VAT LEHRET DL ZIIRETD1OHDOYA |,

TI7HNETIE Ry NT—2 2ERTLT7 77 47 A FELTEMELES, AT A
THA FERETLHECONTIEL, T4 PAZ VDAV ORE (11 =) 2ZH|L
TLZENY,

VAN YA B TAFRZYV AN VAT LERETDHLEETRET D2 OHDYA

o T7HNETIE, VAT LADRZ ALY A b LTHELET,

MY AN T AT RAX IR VAT AERET D EEICHETHIHOYA ~, =

DOV A NI, R~ o EIROY—NIZH D | T—HRv R — Y R —EXDEREIC
FRES LERA, ZOVA ML BET 72T 4 7RV A MCT AP RZ VBN Y XA
BEEITTDEDICHER Y —T 22BN 0L THREENRHY £, Zhicky, 4 +T
BEENEAE LG EDOAT Y v T L— R ZBERBECE E9, ZORWIE, 2 A0
VAT ATHA SOMHAEIZHEE TER2WGEICRET LRV £3, Z2OHE. W
FOVA NBRENENT 7T 4 7W2eAboE L, 72T 47 A4 MR 221270 £7,
Cisco DNA Center TlX, 777 4 7% A "BFIZ 1 D72FIZR 5 X512, BERYA F&fE
HALCT 7747 %A FERAZ ALY A FEFRELET, BERYA FOBEMAIZONT
i, BIRSRM 5 —) 2ZRLTIESN,

Bok : T AV ALY HNY VAT LY A MEBINT DI, &N AA A D VIP
REDERERM L T AT DB T DIVLERNH Y FF, UINY YA NEIFERY
A FEBGT AL, A A VA POBERFICAERIND b—7 U LIRIETAMNERH Y
F9, FECOWTIE, TATAZ Y INTORE (11 3—) 2R L TIEEN,

T ITATRE YA VT 2T 47 A e LTHLT D7 rEA, FETLvR—Y

Ry —ERDFR— FNORABBREDY AT BEENET,

TIT4TVA b BERY NU—J2E L TCNBY A h, ZOY A bDOFT—H I Cisco
DNA Center {Z K> TAZ 34 H A Mm@ S £,

ABZUINARE : A VEARZ ALY A R L THENT DT av A, 77T 4 7% A b
DF =5 DBEWOBER AL VA A F DXy N U —7 EET 55— E 2OWHL7R
EDX AT NEENET,

AR UNAYERTET  DBESNT=H A RN AZ XA A M DT DRIRGE & T
4 & . CiscoDNA Center IZ X » TZ OWRBEBICBITENE T, 2OV A "2 AT LDAR
VA WA b E LUTHENLT HIZIE, [Action] I T [Rejoin] #7 U v 7 LET,

AZ AP A N T I T4 THA POT—FBIOYR—Y R —EADEH O E—
ERFFT VA b, TO2TATHA MRE T DL, To— A —"=2Fash, R
B NAYA NZT 7T 4 7THA FOREIDRGI P IET,
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CE) Tx—F—R—BIAT7T 2T T UAREEHEN, LT
T AT A NTHHEOT =2y "B INET, 72T 7
VAT =X DEFREIHIOT 7T 4 T A MO BITEINERE A,

o 7 x—)LA—,N—: Cisco DNA Center TIL 2 D 7 = — /LA — =P HR— I FE
7T
CVATANI A= T I T4 THA IBE T LTl ERDDo TR T, AX N
AV A NEFHLWT 77 47 A NE LTHELT D720 DONE2H A7 )3 Cisco DNA
Center CHEIMIZFATEINET, TNOLDX AT, A XU NIALTA L DE=H
Vo 7 TCE=FTEET,

c FH  FEITT 2 — A — =% L CTHEORZ VAP A FEFHLWT 77 4
TH A FELTHRETEET, MOV TIE, FE7 =2 — A —"—DBh (22
NR=) LT EEN,

B T = VA N—DBRIZHIOT VT 4 T A BT AP AZ Y AN AT AN
IV EES L E T, Cisco DNA Center DH— B 23 —Wps 1k S, RARIP 7 KL (VIP)
DT RREAZXPEIELET, EOWRET, RF NP A FE2HLWT 7T 474 b
& LU CHESL T B 72D DLEL 2 Z A2 7 73 Cisco DNA Center THEITEINE T,

o SR VAT AERERT AV A FEYIVEEL CTF— X LY — b 2DEAEIET ST
WIZ, BT 4 P RZ Y INRY U RT A EEIELE T, SECOVWTIE, TP RA
VR AT AO—EE (26 2—) 22 LTLEEN,

B 72— VA — R DIERIC AL N, WEiE T 7T RHEIRRRED Y A %
T AP RZY BNY AT DIH LWAK A A hELTEIT 5121%. [Disaster
Recovery] > [Monitoring] % 77 ® [Action] #81k T [Rejoin] " ¥ &7 UV v o7 LET, £/,
BAE—FHELE L TWET A P RZ Y AN V2T AEAHEINTIHALZDORL 27
Uo7 LET,

*DRDT VT 4T VAT LDT VT 4 THA b ERZ R YA NEIERTD2—H
WHEVRIOEE, ZOBRMETIX, 7 7AXNBEEZREL, VA EBT 4 FRAZY AN O
AR 2T L CVWD I el L, 2 20 A METT—42EM L £,

o BEEER - T AP RAZ Y AN VAT ARICEE L2320 A R EHIBRT HI21E, [Action]
I T [Deregister] "% %227 U w27 LET, BICAS L2V A MREEZEET HITIE,
ZOEEEFEITTHMNERDH Y FT,

s BT BRI LT 7 > a A FEIATT 121X, [Action] FHIK T [Retry] R ¥ & 7
Uy 7 LET,
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K DFIT, CiscoDNA Center DT 4 A X U B ANY O GUI ZHERTHa L R—32 b &ED
AEZR~RLET,

= Cisco DNA Center System - Disaster Recovery Q ® @
(1)Monitoring (4)Configure

(2)Logical Topology

(5) status: Up and Running

Witness Site very Site 9.

|||||||||||| 7118112101 121 needed

AAAAAA [ Standby

=9 =9 =9 =9 =9 =9 =9
)
9
(&)
w\3“,Event Timeline
2 W
=2
SlEH L |Ei8A

#
1 [Monitoring] # 7 : IROBENEEZFATT 25 EIC 7Y v 7 LET,
c VAT LEWRT DA FOMARrTYERRLET,

«c VAT ADBHEDAT —H AR LET,

T AP RAZY AN HZRAT #FRITLET,
HIEEFTIZET LTWAH AT DY A NeFRLET,

2 [Logical Topology] : A h & Z DAL NOBUED AT —H A% RT VAT LD h KR
BYBREREINET, FA FOREBIZONVTE, VAT ABLOYA FOREE (
18 ~—2) ZZMLTIIZEN,

3 [EventTimeline] : & A7 LDT 4 WA XY I /NY ZA7IZHONT, BIEETHO X
AT EGET LIeZ AT PN RTERSINET, M HONTIE, A A LT
ArDE=LV 7 (16°—Y) ZZRLTIESN,

4 [Configure] # 7 : 7 4 W AZ U B NY AT LDOH A NEOBEGZ ML T 57201
VERBREEANTDHEICI Y v 7 LET, I ONTIE, T4 FAX T BN
VORE (11°—2) LTI,

5 [Status] fEI : AT LADOBED AT —H A& R LET, VAT LADREIZOWNT
I, VAT ABLOH A FOREE (18 X—) 2B L TIEEN,
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6 [Legend] : hABRYOT A arOEMERrLET, NFlZRRT HITIE, [Disaster
Recovery] X—Y DL FIZHD ~ 227 Vv 7 LET,

7 [Action] fEIEk : BIFERHIACE BT 4 FAZ U AN XA PNFERENET, BIRT
EXDLHATIE, VA FPOREVDZET LTODEINE )MV AT LADAT—H AT
LoTERD FT,

HITR S

EBBERE TT A P 2AZ V) DAY ZHINT DN, ROFHESRIF 22 LT\ D Z & &g
LTLESNY,

BE £ CiscoDNA Center 2.12x U U —RIZT v 77 L— RT38A81F. 777 1L— RigIZ
T AP ALY TN BIEENHEEET D L 912, WL OO FIEEFEITTLHILENHY £, §f
oW TIE, [Ty 7 7L —KEOT AP AX Y RN OFRE (8X—) | 2L T
<TZEV,

— AR TR SR

T A PFAZY ANV, BFHTED ) — R THERINZI OOV AT LAEH Y Y TTEX
F9, 1 OHIFAA VA FELTHEET D3 HBD/ — K72 AKX 2O0HIZY AU H
A RELTHRET Z23B0D /) — K7 T7A% 3OHITEMRY A FE L THIET DV AT A
(A~ v BITHEL) L7220 £9,

CiscoDNA Center 7 /"7 A TV AT X —TF T A4 AKR— DA X —T =4 AT VIP %
HELTBEET, T4 FAZ U ANY TIIHA FABEICZ X —T T4 X Ry T —
JEMEHT 720, ZORENPLEIZ/RY 7, [Cisco DNA Center Second-Generation
Appliance Installation Guide] T, KD FE v 7 Z#ZH L T &0,

e LUK —T T A RIR— b DFEMIZ OV T, [Interface Cable Connections] @ k& v
7 EBRLTLIEEND,

s LU H—T T A4 AR — FOFREDFEAIT OV TIX,  [Configure the Primary Node Using
the Maglev Wizard| & 721 [Configure the Primary Node Using the Browser-Based Wizard |
DRy 7 ZBRLTIIEIN,

T AP RZY IR ZRAT EEITTEDLL T, Xy N — 7 EHE2—FEEID Y TT
BEET, ZOHKREIZIE., ZOFELLOZ—F LT 7 EBATEEEA,

cIRDOWY A Na#st T2V 7281GB U 27 T, RITEBIED 200 S UMUTTHALZ &
R L TR X E7,

ALY A BEV IR TA b
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c AL VA N EEERTA b
c U HNYAA LB A b

« = =T (FEREZER L, AL P A BEYDARYHA FOREHITA A =L
TBEEET, IS A F—AENTHRNE, BA FOBRERITEBRL £7,

A\

(GE)  Cisco DNA Center (%, B~ 0¥ APIZZ OFFAELZEHRY A b
WCHEBWICaE—LET,

FNOEDHA FTHEHATHTXTOIPT RL R LERERM R AA 4% (FQDN) 723ZE#
WCEENTWDL Z 2R LTSS, Y= F—=F 4 GEAEL AL T 5 FHEICHONT
I%. [Cisco DNA CenterSecurity Best Practices Guide] @ [Generate a Certificate Request Using
Open SSL] Z#ZM L T2 a0y,

A YA EYHNYYA FORTHRES

e ALY A FEYINRYY A FOBHFITHONWT, RUED =7 ZF> 3 50 Cisco DNA
Centetr 7 77 A 7V ATHERTAVLERNHYET, DFED, 1 O2OY A bE3DOD56a7T
EoWMRT TIA T UATHRE L, b9 DOV A &350 1123777 I7A4T AT
MR Z LI TEERHA, ROKRIZ, TAFRZY IRV EYR— R TEHT7 7747
AEENENDO VA aBERS 2R LUET,

%52 48D CiscoDNA Center 7 77 A T2 |56 AT T 734 T A+ L Aaflil&k e
A, Cisco UCS C220 M5 /N7 4 — 27 5 | DN2-HW-APL-L

27 % (SFF) % —3 % 7-1% Cisco UCS C480 - — — - -
M5 S v — S DTN E R 2 & L E T 5627 aE—ar T IIAT AR Y
2 = %5 DN2-HW-APL-L-U

112 a7 777347 A A& E
DN2-HW-APL-XL

1oy yax—ar 77954 T A
DN2-HW-APL-XL-U

AL B A NEY AN HA FOW LT, @A HME (HA) ZRELTHEDICLTHBEE
To THDBREINTORNE DDV A FOBEITRBLET, FEHIC OV T,
BH D [Cisco DNA Center High Availability Guide] %#ZM L T 72 &0,

R—=H—F—brUxA 7 bz BGP) ML T AT LORAIP 7 L A/L— |
BT RNZAZXTHEHEE, A P A B eV ANRY P A FOFRANR—V—F T AT
LD B =TT ZFAEIP T NV RAZRET DMLENHY ET, AT LUERDD
REL, WOBID X 12720 £,

AR BGP (iBGP) D& EH|

router bgp 64555
bgp router-id 10.30.197.57
neighbor 172.25.119.175 remote-as 64555
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neighbor 172.25.119.175 update-source 10.30.197.57
neighbor 172.25.119.175 next-hop-self

B ¥ D7
¢ 64555 |X, RAN—L—FZDu—HLBLRNY E— AS FETT,
©10.30.197.57 IR A NXN—L—ZDIP T KL AT,

©172.25.119.175 1%, VAT ADIZ U EZ—T T4 AP T KL A TY,

5\ &8 BGP (eBGP) (MEXEHI

router bgp 62121

bgp router-id 10.30.197.57

neighbor 172.25.119.175 remote-as 64555

neighbor 172.25.119.175 update-source 10.30.197.57
neighbor 172.25.119.175 next-hop-self

neighbor 172.25.119.175 ebgp-multihop 255

S DA
e 62121 X, RANN—L—H D —N)L AS FETI,
64555 X, XA N—/L—HDVE—F ASFEHFTT,
©10.30.197.57 [ZRXA N—/L—HFDIP T RLATT,

©172.25.119.175 1%, VAT LDTZ L Z—TF T4 ZRMEIP 7 RL A TT,

*BGP/L— T RNRH A XX NN T 556 GIOHEEZR) | X7+ —~v A%
A B &8 272912 CiscoDNA Center ~D/L— " &7 4 )V Z Y T35 L AR L £,
TANEZ Y T EITHINE, ROBREEATILET,

neighbor system's-Enterprise-virtual-IP-address route-map DENYALL out
1

ip prefix-list deny-all seq 5 deny 0.0.0.0/0 le 32
1

route-map DENYALL permit 10
match ip address prefix-list deny-all

BERY A bOmRRES

BT A FERA M T O~ U, KIKTH 2.1 GHz =27 & 2 >OffE CPU, 4 GB
D RAM, B I ON10GB O/— K R T A 7HEE A 5 L 72 VMware ESXi /A 73— 31
N=Ta 60 UBEFITLTND L 2R LTI ET,

YA FEAAL YA FBIOY AT YA R EIRIOGETICHEL, £ 6 DOMG D
A FMOEEETHL 2 L EAMHRL TR ET,

YA DT VAR NTP b —R"E2RELTEBEET, ZONTP V=% A1
VYA REV AN YA FTHEHAZINLAS NTP b — N RMTAHIXLERH Y 97,
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TYTITL—FREDTAHRE2) N DETE

AT N EHTD CiscoDNA Center2.1.2x N— g N7 v P L— R LB T4 P2 XY
B EIEFICERET HI12IE, RIS C RO FIREZETLET,

SFUA

ATy T

ZOTFIVATIE, 7T AT 2 RTEINCA A h—/L Zi7z Cisco DNA Center D/3—3 3
E13Xx TLED, D 212x 3=V a7 v 77 L —RTH0ERNHYET, T4
A4 1) F13U 14 Cisco DNA Center 1.3.x 67 v 7 L — REIN=T T I7A4 T ATIHIELL
RERE L7272, ROFINEZ FIT L CZ ORIEZ RS 2 L8N H D £77,

TTFTAT AT, BIED Cisco DNA Center D/3—2 g UINBEEFT D 212x 3= 5 T v 77 L — R
L %9 ( [Cisco DNA CenterUpgrade Guide] % %) ,

ATV T2 T—HE=Ny T v T LET BT T e \v 7 v T %50
ROFNATT I TAT L ALIE~ T v DT = RERIEEIND 2D, NI T v T T7 AR E—
M—RNZHDHZ 2R LET,
ATV T3 TTT7A4T v ATEH D Cisco DNA Center 2.1.2.x D I1SO A A—V % A A h—/ L EF ( [Cisco DNA
CenterSecond-Generation Appliance Installation Guide] @ [Reimage the Appliance] % &[&) |
RTYTE NI T T T ANNLT —HE@WILLET (NI T v 7T =252 Hiasl) |
ARTYTS TAPFRZYDNY VAT AOFREICHERLF T,
VA2
ZOVFIUFTIE, TTIA7 2 ATERPNIA A F—/L & fL7z Cisco DNA Center D/3—3 =
X2 IX LRI TLER, D 212x X—=Va N7 v 77— T 0ERHY £3, £
oo TNHDT TIAT LV ATIET A FRZ Y ANV RENTHY . BIERTRETT, IROFIH
ERITLET,
ATV VAT LO—HHEIL (26 2—Y)
RTYT2 ALY A REVINRIY A NDOT T ITAT UV AERFD212x N—=V a7 v 77 L—RKLET,
['Cisco DNA Center Upgrade Guide] @ [Upgrade to Cisco DNA Center 2.1.2.x] DFEAZSMML T ZX ),
AT T3 BEOEEY A Fo@E#R (153—)
ATV T4 VAT LA~DHEBM (28 2—) |
oA 3

TOVFIVATIE, TI7A47 2 ATHEYNZA A F—/)L E 7= Cisco DNA Center D/3— 3
VIE21X BRI TCLEN, D 212x A=V a3 N7 v 7L — RTALERHY 5, &
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FUF2EEFERY, ZhoDTFIAT UV ATIET 4 P RZ Y AN BNRESNTVEE

o RDOFINEZFEITLET,

ATy T BEHRY A FoRE (92—)
ATV T2 TAVRZY AN ORE (11 =)

BERYA FDERE

TAPAZ Y I ANY AT LOERY A & UTHRET 2RME~ Y U 2RET HI1I2IE, ROF
% AT L £,

ATy 1 EHY A FTHEITL TS Cisco DNA Center D/3— 3 UIZEAF D OVF Ry r—VaFurm—KLE
D
a) https:/software.cisco.com/download/home/286316341/type % [ % £ 7,
ZOURLIZT 7 AT %IZIE, Ciscocom DT B DY NBMKETT, Th Uy NOVERGE
WZOWTIE, IROR—=TUESBI LT ZEV,  https://www.cisco.com/c/en/us/about/help/
registration-benefits-help.html

G

b) [Select a Software Type] fHIk T, CiscoDNACenter DY 7 h 7 =7 U7 %7 U v 7 LET,
[Software Download] ~<— U M B HF S 41, CiscoDNA Center DV V — A CEHAEER Y 7 v =T O
UAMPRERRINET,
) WOWTNNEIATLET,
« B2 OVF /Xy 7 — (*ova) DT TICERRINTWDEGAIL. £ D [Download] 71 22> % 7
Uy LET,

e [Search] 7 4 —/V RICEE T 5=V a U FEHSEZANL, TETS—v a0 TCEDY I %
Uo7 LT, M8 T2513—23 DOOVF/ Ny r— kT 5 [Download] 7 A 2% 7 U w7 L

i—g_o

AT T2 ZoRy/lr—T% VMware vSphere 6.0 £7-13 6.5 #FEf 7L Wb u—h )~y ila—LET,
AT w73 vSphere 7 7 A 7> ~C, [File] > [Deploy OVF Template] % 3&R L %9,

AT v 74 [Deploy OVF Template] 7 « ' — F&Z5 T LE7,
a) U4 ¥— Ko [Source] M T, ROFNEEFEITLET,

1. M (Browse) 127 U v 27 L%,
2. BV A RO OVF Ny — (ova) $TBEILET,

3. [Open)%7 Vw7 LET,
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4. [Deploy fromafileorURL] 7 4 —/L KT, N7 —UDO/RANKRINTND Z & 2R L, [Next
>1&7 Uy 7 LET,

7 4 #— K [OVF Template Details] [ fi23B & £ 9,
b) Next>%27 VU v/ LET,
¢) 4 ¥— Ko [Name and Location] & ¢, KO FIAZFET L ET,
e [Name] 7 1 —/L RIZ, Ny 7= L CRET D4 RTE AT LET,
* [Inventory Location] 7 4 —/L KT, Ny r—IZRET L7 #1072 LE7,
*Next>%7 U > 7 LET,

7 4 % — K@ [Host/Cluster] [ 23BH & £ 37,

d) BRELET VT L—baEITTAHRANEREF I TIAZEZ 7Y w7 L, [Next>] %227 U v 7 LET,
7 ¢ ¥ — K [Storage] [ 23BH & £ 9,

e) R~ V77 ANERETHIANL—VRIATH Iy L, [Next>] %27 U7 LET,
v 4 Y — R ® [Disk Format] [ 25 B & £ 9,

f) [Thick Provision] 7> a > AR¥ %27 Vw7 L, Next>] %227 U7 LET,
g) U o« ¥ — KD [Network Mapping] i T, IROFNEEZIATLTHE [Next>] 227 U v 7 LET,

1. [Destination Networks] #iICY A R EINTWAHIP T KL RAZ 7 U v 7 LET,

2. RSN Rkry XU UARNT, BALET T L— M TCHEMATI Ry N7 ZRIRL E
‘d‘o

¥ 1 #— KD [Ready to Complete] B A&, AT L72T R TORENERRSINET,

h) [Power on after deployment] F = > 7 7N > 7 A% A 2L, [Finish] %7 U v 27 LET,
i) [Deployment Completed Successfully] %4 7 12 7' 7R v 7 ANKRSNT=5, [Close] 7 U v 27 LET,

ATy TS YA FORy NUV—IBREEZATLET,
a) ROWTNEFREITLT, fER LB~ > oary Y — v azE £,
evSphere 7 7 A4 7> hD Y A MInBAAE~T %457 ) v 7 L, [Open Console] 3R L £,
s vSphere 7 7 A 7 N A ==2—"T[Open Console] 7 2> %27 Vv 7 LET,

[Witness User Configuration] 7 4 > R MNE RSN ET,

b) EEF—Y (maglev) O/XATU—R& AN L THERAICH 9 —EAT L, N2 L TRICER LT,
) WOBEZAIIL, NEZFL TRICESAET,

sIPT7 FL A
A= DIP T RUAIZEEMSTONTWVWDE Ry A7

e T I FINVKTF—F T2 A DIPT KL A
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e (TP 3V) EBREDNS Y —DIP T KL A

d) MTﬁHNQTPVXitiTXF%%louiﬂﬁb(@ﬁ®%ﬁﬁﬁy765@é)\8%ﬁb
RELZEELET, B boRENRBINET,

1 OLLEDONTP 7 FUAEFITAR A MR ETT,

e) BV A MIERELIZIP T RLAIZSSHAR— R 22 2L Cr /AL, RENET LI L%
R LET,

ikt % P NAVIOE ¥ =

TAVFAZ Y NY) VAT AEERATDHELIICRET DITNE. ROFIETHHAT I X 27 25
TLET,

N

GE) VAT AEZETAHEES., W ODE T ardhH ET,

s R —H— =+ Tz Fu ba) (BGP) NV— b T RRX AT HERT MBI T
RUAZRETEET,

ﬁmWTFVX%&ﬁL&Wiﬁ_Eﬁfé:k%T%iTol@ﬁfyﬂV%@mb
738, T ZAOREMEE BN LT, 7 2 — A — =A% Y A b OREIP
7 va%ﬁ RETZXDLOICTHHLENDHY 7,

AT 71 Cisco DNA Center GUI C [Menu] 7 A 2> (=) %7 Y v 7 LT [System] > [Disaster Recovery] DJIEIZ i8R
L C [Disaster Recovery] ~— Y & & £9°,

77 /L hTl. [Monitoring] % 7 238N XL TV E T,
ATYT2 AP A MEBERLET,

(B  FIE2AOFIOMEEORAT, [Reset] 22V v 7 LT, AHLEFRTOREEZ VT T,
AL A NEBETHANC, FIE2 2 0E L TELOREEANTELERS D £,

a) [Configure] ¥ 7% 27 U v/ LET,
[Main Site] 47> a VAR Z T T TIZEBIRESNTWARLERNH Y 7,
b) [Setting up this cluster] FEIKIZ K DIFH A AT L ET,

* [MainSite VIP] : 777 4 7% A "DV FAK ) —REZLZ—T T34 XXy NT—T DD 7
T4 EERTHRMBIPT RLVA, AL P A MO X =TT XRMIPT RV A% K v
THTUY R RPLERLET,
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s [Recovery Site VIP] : U INU YA DY FAHK ) — R XA —TFF7 4 X Fxy NI —7 DO K
TI74 I EERT LI =TT A XFAEIP T KL X,

* [Witness Site IP] : Bt 14 O~ Vb2 X —T T4 XXy NU—TORIDO NT 7 4 w7
EBTLIPT FL A,

BEE AN LT RUARBERENRETH DL 2HERLE T, BETERZVWEEAE. VAT LD
YA b OBERITEI L £,

¢) [Additional Protocols] FEIEIZ IR DI H A A I L E T,

» [Routing Protocol] : BGP Z i L TV AT ADIRAEIP 7 RV A/L—h&ET RAX AL AT 50 EH
NERELET,

* [Border Gateway Protocol Type] : [Border Gateway Protocol (BGP) | A 7> a>AhF &7 Vw7 L
72%E. BGP BT HAIZSMNE (SMHBBGP (eBGP) ) & v i a v AWML 570y PEL (N BGP
(iBGP) ) v a vz d 2mafEELE7,

* [Enterprise VIP for Disaster Recovery] : ZO 70 —7 4 V' 7RABIP 7 FLAZREL T &, Xy
NO—2 DT 7T 47 A e LTHREBEL TSV A MCBEICEI W B2 TEHSVET,
ZOT RLARE, TAVRZ VAN VAT RET U Z—T T XXy NU—=J DO RNF 7 14>

7 EEBRLET,
(GE)  [Border Gateway Protocol (BGP)] 47" v a VAR LIHAEIE. 207 4 — /L RiZfEE A
N HHERHY £,

» [Main Site Router Settings] : [Border Gateway Protocol (BGP)] A4 7'v a1 » ZER L7=GEIE. A1~
A DY E—FL—FDIPT KL AL, ZOu—hLBIORYE—FOBEEVAT LA (AS) &
S AN LET, BMOYET—b—Z22ET 55613, [Add] ) TA =227 v/ LE
j—O

GE)  [iBGP] A7 3 &&ERT 5L, CiscoDNA Center [T —H /L ASEE% U E— h ASFE
FLLTAN LA EICEEICHRE LT,

» [Recovery Site Router Settings] : [Border Gateway Protocol (BGP)]| A7 a » RN L7-5HE1%. U b
NYHFA FDYVE—FV—FDIPT RLAE ZOR—ANVEBIR)E—FDASESEZATL
. B0V =M —F2RETDHAIE, [Add] ) TA=a2r27 0 v 7 LET,

G¥)  [BGP] A7z &@&RT %5 &, CiscoDNA Center |2 —H/VASFEEHZ U E— K ASH
L L TAN LI HEIICERE LET,

+ (A7 a3 ) [Management VIP for Disaster Recovery] : ZAUI 7 a—7 4 J{RAEIP 7 KL AT

b, RELTBTIERY NI—2 D7 77 4 7% A M LTEAEBEL TW DA MZEB
WD R CEASNET, ZOT FLVRIX, T4 RAZ Y IRV AT HEEHR Y NT—7
DOHEIDO T 7 47 ZEHRLET,

GE)  EHHEHEBAIP 7 FLUAZFEE L, [Border Gateway Protocol (BGP)] 473 = v &R L 75
Bk, WYY E— M—ZEREADNT OLERHY £T (=X —7 T4 AR 1P
7 RLVADLEE LA
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d) [Action] fEHI T, [Register] &#7 U v 7 L7,
[Disaster Recovery Registration] % A 7 1 7 23 & 97,
e) [Continue] #7 VU v/ L&ET,
AN A FBIOERYTA P2 A A YA NIRRT D7D EER b—7 URAER SN ET,
[Supplement] fE3k T, [Copy Token] 27 U v 7 LE7,
YA A FEBERLET,
G¥)  FNE4d DRTOEE O E T, [Reset]%:ﬁ Vo7 LT, ANLTETRCOBREEZ7 VT TEET,
UANYHA N EBEGET LA, FIE4ZH KL TELWREEZANTLILERDH D £7°,

a) [Supplement] fE}# C [Recovery Site] UV > 7 %427 U w27 LET, HLWT T UHF LT TX—URHEE
D
b) MBS UT, @YRa—PZERRT—REANLTCY BNV YA Ml A LET,

[Disaster Recovery] ~2—3 12, [Recovery Site] 47" 2 LR & L3 CITEIR S U7 R BE C [Configure]
27N EET,

GE)  FE2CRELFEZ VX —TFAAVIPIZT T IFNLIERETXARWESIE, =¥ —7F
AAXVIPZY BNV YA FOFFVIP ICEESHEZ CURLZFEH L, £ URL 2B & £,
c) WRODIEHREATILET,

«[MainSite VIP] : 777 4 THA "D TAZ ) —RET LU Z—T T4 XXy NT—27 DHD -7
T4 BEET LB T R LA,

s [Recovery Site VIP] : U XU YA NDI FAH ) — R A —TF T4 X %y NT—7 DO K
T 4w 7 EEHTAEBIPT KLV A, UANYY A MO H—T 74 ZBEIPT KLU A% R
0y AT A RPLENLET,

s FlE2 THARLZBE N—72
T IT ATV A DXy N — 7 EHEL—PIIH L THRESNTZ2—T4H L RAT— R,

d) [Action] fEIkC, [Register] #7 U v/ L &7,
[Disaster Recovery Registration] %1 7 12 7 23f & £ 97,
e) [Continue] #7 VU v 7 LET,
AL YA N Y BANY YA NOERRBHELESND E, PARBR Y TAT—ZAREHFINET,

BEf A M 2BER L ET,

a) AAUYA NOTITUFLXTIIRY £,

b) [Supplement] FEIK T, [Copy Witness Login Cmmd] %27 U v 7 L7,

¢) YA F~DSSH a2 Y —L&HE, av—Lizavr R20fgTe s f o LET,
d) ZERESh=GAEIE. 777r/1/ F D —4 (maglev) D/XAU—R&ZASHLET,

e) [Supplement] fEIKIZERE Y . [Copy Witness Register Cmmd] =27 U »~ 7 L ¥ 7,
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f) SSH=Y—/ILT, abt—Llavy RZ0 T £,
g) <main admin user> 6/7\\ v b U%ﬁ%fi%‘l%‘ﬁ‘@l%‘ﬁ‘%ﬂ:%@ LT~y }‘%%’ﬁibi?’*o
h)y ZRENELAIEX, *y N ERE2—FORRT— K2 AN LET,
RT9T6 AL P AN, VANYHA b, BEOEGEY A DB EFICBRERERESNTND I L 2R LET,
a) AA VA NDOTTUHHTIZREY, [Monitoring] #7 U v 7 LTT 4 ¥ AX YU B3 O [Monitoring]

2T R LET,

b) [Logical Topology] #EI&k C. 3 DDH A FRFIRIIL, AT —HF AN [Registered] ThHDH Z & iR L
—é‘o

c) [Event Timeline] fEIk T, &V A OGN A X FE LTI R MEN, EXATPEFIZET LD
LEMRLET,

Event Timeline

Hide Timeline

End Last Update: 8/6/2020, 12:36:31 PM UTC-7
o L Witness site registration - 17.118.112.101 8/5/2020, 11:47:14 PM UTC-7
tatus Message Successfully registered 17.118.112.101 as witness site.
Q S Recovery site registration - 17.119.112.168 8/5/2020, 11:43:50 PM UTC-7
tatus M 9 Successfully registered 17.119.112.168 as recovery site.
o Q Main site registration - 17.119.112.68 8/5/2020, 11:36:15 PM UTC-7
Status Messag Successfully registered 17.119.112.68 as main site.
Start

AT w771 [Actions] fHIK T [Activate] 27 VU v 7 L £7,
VAN A MIBEGET DT RXTOT —FPHEHEIND Z EERT XA Tl RNERREINET,

RTYT8 TAFALZIYBNY VAT ADOREEAA YA MOT =2 DY BNV YA h~OERZ LGS 5121,
[Continue] Z#7 U v 7 LE T,

GE) TIT 4 b7 A%, BT ETIERNDLLLSENH Y £9, RN EZT=29 51203,
AR INDEADLTA L EFRRLET,
AT w79 Cisco DNA Center THERZ AT NET LIb, YATANEELTWSZ L 2R LET,
1. MREYEERL, TNETNROYA FOAT—ZANRKRD L HIZERENTNWDLZ EEERLET,
« AL YA b [Active]

« U U YA I : [Standby]
« UY1K 2 [Up]

2. AXRVINDEA LT A EERL, [Activate DR] Z A7 N IEHIZE T L2 L R LET,
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Event Timeline

Hide Timeline

End Last Update: 8/6/2020, 12:37:49 PM UTC-7

° 2 Activate DR - 17.119.112.68 8/6/2020, 12:42:59 AM UTC-7
Successfully setup disaster recovery
8/5/2020, 11:48:29 PM UTC-7
8/6/2020, 12:42:59 AM UTC-7

View Details
Q 2 Witness site registration - 17.118.112.101 > 8/5/2020, 11:47:14 PM UTC-7
Q 2 Recovery site registration - 17.119.112.168 > 8/5/2020, 11:43:50 PM UTC-7
(] 2 Main site registration - 17.119.112.68 > 8/5/2020, 11:36:15 PM UTC-7

Start

3. AA YA b ping ZE(TLT, A MIEETELHZ LR LET,

RAEDERYT A FOEH

ATy I

ATy T2
ATvT3
ATvT4
ATvT5

ATvT6

BHEDERY A &7 v 77 b— FERITEBRT DLERHDH5E1F, ROFIREZFETLE
—é‘o

BIEDEMY A Meu /A4 LET,

a) ARV A D SSH =2 Y — /L& B & | ssh-p 2222 maglev@witness-site's-IP-address ==~ > K& 34T L %
T

b) 774N hOZ—H (maglev) OD/NAT— K& AT LET,

witness reset =~ K& FE(TLE 7,

BAEDORERY A OB~ U ZHIBRL £,

Bifi A FOBGE (9 ~—2) OB T, HLOWEEY A bofl~s 2 v A =L LET,

BLOWERY A Mor /A v LET,

a) BEEARY A hDSSH 2> Y — /L &Pl & . ssh-p 2222 maglev@witness-site's-IP-address =~ > K& 94T L %
D
b) T 74N hO2—Y (maglev) OD/NAT— K& AN LET,

witness reconnect =~ > F&2FEITL £,
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VAT LDEFAERR

TAPFAZYBNY VAT ENT 7T 4 7S nizt%, FFEDOYA MIOWTAN LIZEED
FHBMBEIC R EBHVET, ZORUPEAELZSGEIR, ROFIEEZFEITLET, 20
FEZEITT DL, VAT LHNOTRTOVA b wa@ﬁf@ RENTZ VT ENbHZ LI
HEELTLEIN,

AT w71 [Action] fEIK T, [Pause DR] %7 U v 7 LT AT AOEMZ—ReEIE L E T,
FRZOWTIE, [V RATAO—FEL (26 %—) | ZBRLTIES0,

AT 72 [Action] fEH T, [Deregister] 7 V v 27 L%,
Cisco DNA Center CLLRNZ Y AT ADH A MIDOWTHE LIZHNAERT X THIBREILE T,

x%szﬁﬂﬁ REEANTILTYH A PEeEREL, VATAEHET 770 7T 51203, T4 FAX ) AN D
WRE (11 =) THHIN TWAX AT ZEITLET,

ARVKEZALSAVDEZZ) VYT

AR NDEADLTA S, BIEEITENTVWDT 4 FAZ Y H N X 27 OEINE B
R, TNOEDHRAITNRET LTI E SR TEET, YA L T4 R RTHIZIE, ROF
A 34T L £,

1. CiscoDNA Center GUI C[Menu] 71 = (=) %47 Y v 2 LT [System]> [Disaster Recovery]
DEIZER L T [Disaster Recovery] ~*— Y & B & 97,

77 /L hTl. [Monitoring] % 7 238N XL TV FE T,
2. XN—=VDOFHETAIB—LLET,

VAT DIKIT AT OL AT LS5ET LA AT, DA AT GETHOH A LAH
TNZES L) MOHIERIZEIETERENE T, Cisco DNA Center TliX, FILENDEZ A 72D
WT, VAT A (=) £da—% (&) obbicko TSN RENET,

Event Timeline

Hide Timeline

End Last Update: 8/6/2020, 12:39:04 PM UTC-7

° L2 Re-Join - 17.119.112.168 ) 8/6/2020, 11:33:08 AM UTC-7
° £ Manual failover - 17.119.112.168 ) 8/6/2020, 10:41:16 AM UTC-7
(] £ Re-Join - 17.119.112.168 ) 8/6/2020, 10:14:44 AM UTC-7

Q £ Manual failover - 17.119.112.68 > 8/6/2020, 1:12:00 AM UTC-7
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7l ziE. VAT AO—IHEIRBOBEITLICOWVWTE=XT AL LET, 0SS, Hrxrntk
ADEKH AT BB ENT-E& 58T Lz & 1T, CiscoDNA Center TA X2 hDX A LT A
UINEHEINFET, HEDOHATIZBIFANBEOMELF T HITE. P27 Vv 7 LET,

Event Timeline

Hide Timeline

End Last Update: 8/6/2020, 12:42:01 PM UTC-7
(] & Re-Join - 17.119.112.168 8/6/2020, 11:33:08 AM UTC-7
Status Message Successfully setup disaster recovery
Start Time 8/6/2020, 10:44:57 AM UTC-7
End Time 8/6/2020, 11:33:08 AM UTC-7
View Details
(J

2 Manual failover - 17.119.112.168 >

8/6/2020, 10:41:16 AM UTC-7

B AR LC [ViewDetails] U > 7 WERENTWDEEEIEL, TV 227 Vv s 358,
SETLIEEETI YT XA 70U A MPRERINET,

Event Timeline

Hide Timeline

End Last Update: 8/6/2020, 12:42:39 PM UTC-7
o 2 Re-Join - 17.119.112.168 8/6/2020, 11:33:08 AM UTC-7
Status Message Successfully setup disaster recovery
Start Time 8/6/2020, 10:44:57 AM UTC-7
End Tim 8/6/2020, 11:33:08 AM UTC-7
Hide Details
0 Configure active - 17.119.112.68 > 8/6/2020, 10:50:12 AM UTC-7
° Configure standby - 17.119.112.168 > 8/6/2020, 11:33:05 AM UTC-7
o

£ Manual failover - 17.119.112.168 >

8/6/2020, 10:41:16 AM UTC-7

ZA7 LRI, [P &2 ) v 7 LTHEDY T X A7 OMEFREFRTEET,
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Event Timeline

Hide Timeline

End Last Update: 8/6/2020, 12:43:53 PM UTC-7

o 2 Re-Join - 17.119.112.168 8/6/2020, 11:33:08 AM UTC-7
) Successfully setup disaster recovery
Star e 8/6/2020, 10:44:57 AM UTC-7
End Time 8/6/2020, 11:33:08 AM UTC-7

Hide Details
9 Configure active - 17.119.112.68 8/6/2020, 10:50:12 AM UTC-7
Successfully configured active system
8/6/2020, 10:45:06 AM UTC-7
End Time 8/6/2020, 10:50:12 AM UTC-7
Hide Details
o Starting bgp advertisement. - 17.119.112.68 > 8/6/2020, 10:50:06 AM UTC-7
’ Configuring Global DR VIPs. - 17.119.112.68 > 8/6/2020, 10:49:52 AM UTC-7
° Configure standby to active services - 17.119.112.68 > 8/6/2020, 10:49:52 AM UTC-7
° Add other cluster metadata - 17.119.112.68 > 8/6/2020, 10:48:25 AM UTC-7
° Save cluster metadata - 17.119.112.68 > 8/6/2020, 10:48:34 AM UTC-7

VRATLEEUHA FDIREE

WOEIZ, [Status] FIKICRRIND AT LAORIEL AR VIZRRESNDH A FOREIZ
DNT, EFNENDIREBOERERLET,

R1:FTAHFREYANY S RTFLOKE

KEE Bl
RIERK HHICEASNTZV AT LT, T4V RFZYINVITELETRESNTWEY A,

Registered TIT4THA R AZNAYA b BROERY A FBRES I, BEIZET
LT _XRTCORRET = v 7 PIEFIZGTE T LE LT, 320 A OB THAIZHETE
iﬁ—o

S
kg
it

ZOWREEIZ, OWT DRI AE TR L TWET,

s [Action] 3 C [Activate DR %27 U v 7 LE LTz, 777 4 7% A hE AKX N
AP A FORS TERO U —7 7n—ilthshEd, ZhbDV—2r7n—
DOWT PRI LT25E . 2O A M [Registered] IRABIZRE Y £77,

VAT LDT VT AT A NERZNA YA D ERET DI OITFANCFAT
THHATPIERFIZET LE L,
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Bl

ZOWREEIL, ROWT DRI Z R L TVWET,

T AV RZY BANYNREFHT, VAT AN H—=DT =— )L F—/— %
WMTEET,

T AT AKX U INIRRESNTVET, 72720, BV A FRRESINLTHD
BRUOMEIEL TWATED, VAT A NI =07 =2 — VA —_R—%hCc& £
A,

C AR UNA VAT ANMEATET, T—XOEMUMTOIL TOERA,
e VAT AN A —FETFEHOT 2 — A — N NIERICET LE L,

Up (with no Failover)

VAT AE, ROWT DDA Z DIRREIZ 720 97,
T I T 4TV A FBILOAZ A VA b EERY A RO T\ 5,
T I T 4TV A FBLOEMRY A b &ERAX AV A FOBFNR KDL T 5,

Down

TI2TATYA RBELLIEZ EPRIEEN, TAVFRZ VAN AT LTI =—
WA= N=NBIHGENE LR, 72— A —"—ZRRLE LT, YATLANZ
DIRFED AL, MBEZER L T FE Y = — VA — =% L7,

Failover in progress

TIT 47V A MBMEERELEZZ N BHEN, TAVAZYBNRY VAT ATT 2—
VA== ") T—ZnFE LT,

Deregistering

BEEFRPEATTH T, ZOTavARNTETTDE, T XTOREGFHRE BEET 5
Ay NV—=IREN) Y FENET,

Deregistered

AAFA R VANYYA b BIOEEYA FRT 4 P RZ Y ANY 2T 4
MOBERER S LTV E T,

Pausing Disaster Recovery
System

AVTFFUAREDT I F 4 EF 4 DI=DIE, FAF ALY HRY AT Dk
FIELTOVET,

Disaster Recovery System Paused

T AP RZYHNR) VAT AR —RHEIESNFE LT, BEFAAL YA FE U AN
VYA FR2ODAF L RT a7 AZ L LTHELTHWET, 1 FEOT—
2 OERUIITON TWERA, VAT AZHES L TF—% 0BERME2HT 5I121T,
[Rejoin] 227 U v 7 LET,

Pausing Disaster Recovery Failed

TAYFRZYANY VAT LO—RHFIEPICE T =AU E LT,

User intervention required

AAYA NEYINRUY A NOWITRAT T A 02700, BEBISNE L, 72
L. T4 RZ Y BN AT MIUH S REDO E IR TnET, VA
T A —FHEIE L THOEEEI L, RENER LN E > eER L ET,
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& 2: Active Site States

F4HRBYANYOEE |

IKAE Bl
RIERK FHICEASNEZEY A R T, TAFRZ VIR DIFERIZTEZH Y FH A,
Registered ZOVA MRTITATHA FELTHRESNE LIZ, BiETF = v 7 8L ERW

W58 T LTWVWET,

Configuring Active

YA ST IT 4T A M LTHRETDHEDOOU—I 7 a—%FfTHTT,

FTOT47

YA BT I T 4T A PEFRIFAZ ALY A FOWNTIUNE L TRETDHED
DU—7 7a—RNE#FICET LE L,

Failed to Configure

YA T 77 47H A FELTRETDIEODDOY =7 T7n—%5% T TEEE A,

FTOT47

ZOYA MR T 7T 4T HA FE L TEFICRESNLE LT,

Isolating

ZOVA NEeT 4 FREZY DN RT LS SRET A A FETR T, 2
FHE T 2N A= R—%BE LT, TNFETT 7T 0 7 A b &L THEE wa
YA MR F U TAVCRERDE NI T—SNFET,

f@Et (lsolated)

ZOYA FIRTAFRAZ Y IANY AT LNLIEFICBESIVE LT,

Isolate Failed

COYA FETFAFRZ Y IANY AT ANLSEETE AL

Down

HEI NV AE=F THEET AT L0MFIE L TWD Z LR SNz, REINT
WL L EVEDRIZ S AT A b EFEOEEw SRt sh EEATLE,

Pausing Active

AT FTURREDT I T A ET 4 DT, 77T 4 7% A b —ElkL T
ESE S

Active Paused

TIT 4T A MR—RHEILESNE LT, BIEIET 7T 4 7Y A M ARZ A4
A RB2ODAF L KTy 7 TAXLE L THIEL, A NEOT—% OBERIIAT
PR TWERA, VAT LAEFHEE L TF—2OEE A2 FHBET 5121, [Rejoin] & 7
Vo7 LET,

Pausing Active Failed

TIT AT A FPO—RHEILFICT T =2 AELE LT,

RI:RBUNLH A FOIREE

REE L]
REERL FRUCHASNIZY A FTT, T4 RZ VAN DIFERITZELDH Y THA,
Registered ZOHA PIBAZ N YA FELTRESN, BRETF = v 7 BIERIZETLEL

776

Configuring Standby

YA REARL NP A FELTRET HDODT—27 7 u—%FTHTT,
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Bl

Standby

YA RERAZ L NRAY A FELTRETAEDDT—I 70 —NIEFIZET LEL
7o

Failed to Configure

A RERZNAY A FELTRETDODT—7 7u—%5E T TEEH A,

Ny J

OV A MNRAZUNAY A FELTERFICERESINE L,

Activating passive

AT AN —F I FRHOT 2 — AV F— RN EfTP CHDH AR LET, 2
NICkV, 2204 H A FRFHLWT 7T 4 T A MIEHBRENET,

Failover success

CATFANIH—FFHITFRO T 2 — A F—R—RNEFIZET L., T4 HFRZ Y BN
VU RT NE B A RE/IRRE T,

Failover failed

VAT AN T—FIETFERO T = — VA== PNIEFICE T LEFATL,

Standby ready BT 7T 4 79 A FELTHEELTWEY A FEHLWAZ UL B LT
ET AN CTEE LT,
Down HEh~ L AT = CEMS AT ADMEIL L TWA Z E BRI, BESNTH

HEFHR L & WEDORIZ Y AT AL IEREO EFF RS RSN EEATLE,

Pausing Standby

AT T UAREDT 7T 4 BT 4 DT, AZ A ALY A Fa—FElk L TiE
TO

Standby Paused

AL N YA NN SNE LTe, BUERT 77 4 7% A b AZ A A
RR2ODRZ L RT Ry T2 LTHIEL, A FHOT — &% OBERIIITHI
TWERHA, VAT LEHFEH L TT — ¥ OEMEHFRT 2121, [Rejoin] 227 U v
7 LET,

Pausing Standby Failed

AL NP A NO—FRHEILPIZZ T =R ELE LT,

x4 ERY A DK

VN2 5 BA

RIERL FHUEAINTZY A R T, T4 FRAZ VAR OERITELHY A,
Registered ZOVA RRERSA PELTHEES, BEETF = v 7 BRIEFIZFET LE L,

Up B A POBRENIEFICE T LE L,

Down HEI L AE =X CERY A FOMEIE LTV 2 ERERS NN, BESATND

RFfH] L S VMEORNCEEHY A F b EFMEOFHER/REShETATLL,

Up and Replicating

T AYPAZY HNY AT AFBEEHT T, HERHEITR T,

Up (Manual failover)

BT A BRI ND 7 3 —T LR L TT 4 T AX Y IR AT ANBE LT
WET, BE, VAT AN H—D T = — LA —R_—|IHBTEX A,
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Failover in progress T = VA NPT T, T e A SRR T LT2 D BT LAY LR o
P A MZREN S DHEAITRIE L TH S [Rejoin] 27 UV v 7 LET,

Failover in progress (User FERTHRB SN T = — VA== EITH T, BUEIXERY A MIBETE £
initiated) 2o

Up (No failover) FAF ALY ANY VAT BAOREET 77 4 BT LE L, 7L, BiRY
A MIEFETE RV, BIEILY = — A — =% TE A,

Down (User intervention T =)A= N—=PRIEFIZE T LERATLE, BV AT ABETE A, v

required) AT b —RHEIE LT O FRB L, FIENMRR LT E ) 1 E TR L ET,

Jz—I)LA—/\—: &

Tz —VF—=NR=NEfTIND L, TATAXYDNRNY) VAT LADAK ALV A "nFNE
TOT T 47V A bOZEEZFZHHE, LT 7T 4 7V A FiTZ D F9, Cisco DNA
Center Cld, RO 2FEFED 7 = — VA —N_"—ZHHR— K L TWWET,

e VAT LRI H— i N—=RU =T OREEGRRy NU—27 OEIRR EORMEIZ L > T A
TEDT I T 4TV A SNBAT T4 02705 EFITSNET, Cisco DNA Center TlE, 7
TTATHAMDPEYVDOZ U H—TTA ARy NU—7 (BXOAZ A1 b EER
PA N ETHRBETERN ST EEZRB#MTDE, AZ AL A NRZOEEIZT]
XZTDIDIIMBERI AT BFZTTDH2D, HliT5Z L Xy MU — 7 8ifEE ks
TEET,

cFH) Xy NV EHETHIA—TNATLIDT VT 4T A M AZ AP A

ks DEAEDEE 2 A Z D X 912 CiscoDNA Center [ZH577 45 2 & THEITENET, @
Wi, YA NOT T T4 T AIZA A R —/LEFL TS CiscoDNA Center ¥ 7 b7 = 7
DEHRICT A FOEH A T F 2 ADFEITHNATVET,

WTFIPORIAD 7 = — VA —"—DFETR, FIOT 7T 47V A SRF T NTRD &
F 4P ALY AR AT AT HBEYIC [Standby Ready | IRFEICAT L £4, OV A FEHL
WA A YA R & L THENLT 512X, [Monitoring] % 7 @ [Action] 835k C [Rejoin] & 7 VU v
7 LET,

FET z—ILA—N\—DFRA

FE)CTT = — LA —"—%BAthT D85 1%. CiscoDNA Center T7 4 A X U BN 2T A
DAL P A REY NS A MIHEAEFH VY TONA T DI r—LE ANEXET, UL,
BWIEDT 7T 4 7V A FTHERBELTWDZERNHBAL, AZ ALY A MEHLWT 2
TATHA N LTI RT VT 4 TIHEET LR TY, FEI 7 = — A — —% [tk
THIIE, ROFIREZFATLET,
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\}

(B FETZ - A —_—F, BEHEYTA IO T L iIdTEERA, R, BET T 4
ThYA SISO EITTEET,

AT 71 Cisco DNA Center GUI C [Menu] 7 A 2> (=) %7 Y v 7 LT [System] > [Disaster Recovery] DJIEIZ i8R
L C [Disaster Recovery] ~— Y & & £9°,

7 7 4/ N T, [Monitoring] # 7 NEIRS I, T4 PRAZ Y DAY VAT LD MR URERENET,
WOFITIE, 2—WFFBIEOT 7T 4 TV A hMeu 74 LTHET,

Logical Topology

Main Site

Witness Site Recovery Site
17.119.112.68 17.118.112.101 17.119.112.168
Active Up Standby
> > (>
- -« «
<> <> <>
+9 @
* &)

AT w72 [Action] fEIK T, [Manual Failover] #7 U v 7 L&,

AL A YA RO a— L% [Active] IZH) VD 2 5 Z & %777 [Disaster Recovery Manual Failover] # 4 7 &
TRRARINET,

RATw 73 [Continue]l 7 V v 7 LCH#ERET,
NR=UDOLETFHEIZ, 72— A —N_"=T v ANRRBINTZZ LR T Ay E—URERINET, I

ECTTIT 47V A MELTHEEEL CW=H A MME, VAT A0 58]0 B ST [Standby Ready] IRHEIZ 72
nET,
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Logical Topology

Main Site Witness Site Recovery Site
17.119.112.68 17.118.112.101 17.119.112.168
Standby Ready Up Active
2 Z . v
d
«> «> <>
<> <> <>
> &
A A

ZORET, A YA R VAN YA FOERAFERS, 7— 2 0ERITITON <R £, /i
DT 7T 4 7HA MCRBER D 55813, ZORICEn b ORMBEE MR L ET,

BOT 7T 4 THA "eF 4 FRZ Y ANY 2T MMIHEBINTAET, ROT z2—F—_— (R
T ELA T 2= —R—a—PIZ LB T 2 — A —R"—DWJ7) ZRREBETAHAZLIITEETA,

AA YA NV INRYY A FEFEHL, T4 FRZY DN AT AEFHRELET,
1L VAR YA Mour A LET,
2. [Action] fEJkC, [Rejoin] #7 UV v 7 LET,

AL NA YA NOT—=ZRHEEEND L ERTIAT R I PRERRENET,

[Continue] 27 VU w7 L CIRICHEA, 7 — X OERAEZHH L £ 7,

CiscoDNA Center CR#H 32U —27 7o —058 T3 UL, TV = — VA —R_—[3%E T TT, HET 7T«
T A FELUTHERELTWEAL YA FRAZ ALY A MR F9,
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Logical Topology

Main Site
17.119.112.68

Standby

=9 =9

=9

17.119.112.65 17.119.112.66  17.119.112.67

Network Switch

17.119.112.1

Witness Site
17.118.112.101
Up

=9

17.118.112.101

Network Switch

[}

Routed Network

FHI z—ILA—/—DFA

Recovery Site
17.119.112.168

Active

=9 =9 =9

17.119.112.165 17.119.112.166 17.119.112.167

Network Switch

17.119.112.254

ATYTE6 TAVFRZVANY VAT APBBREICR 722 L 2R LET,

1. [Monitoring] ¥ 7 DA EIZE RSNz AT —# A7 [Up and Running] IZ72 > TWVWB Z & 2 L7,

2. ARV IDHA LT AT, [Rejoin] A7 BWIEFICHET LimZ E&2MERLET,

Event Timeline

Hide Timeline

End

(] 2 Re-Join - 17.119.112.168

Status Message
Start Time
End Time

Successfully setup disaster recovery
8/6/2020, 1:14:04 PM UTC-7
8/6/2020, 3:27:11 PM UTC-7

Configure active - 17.119.112.168

Status Message Successfully configured active system

Start Time

8/6/2020, 1:14:09 PM UTC-7

End Time 8/6/2020, 1:21:34 PM UTC-7

Configure standby - 17.119.112.68

Status Message Successfully configured standby system

Start Time

8/6/2020, 1:14:056 PM UTC-7

End Time 8/6/2020, 3:27:10 PM UTC-7

Last Update: 8/6/2020, 3:28:55 PM UTC-7

8/6/2020, 3:27:11 PM UTC-7

Hide Details

8/6/2020, 1:21:34 PM UTC-7

View Details

8/6/2020, 3:27:10 PM UTC-7

View Details
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TAHYRZ) DN ORTLO—FFLE

AL YA REVHNYSA Mo —BHEIET D2 LT, TP ALY BN VAT ABPELI
WEIELET, A NEOBEERBIMERSIL, A NBRAX Y RTry 7 T2 L U THEE
HE0ET, BEHMICh-> T AT AR EILT AT, VAT L2 —E LT,
TIT ATV A IMNBAL L INA P A R DT — 5’@%23‘%%:*53?3’] WIS T D HERH Y F
T, F2. BNy —DA VA NI EOERS AT EFEITTHIMNERD L LA, v
AT KN —WEIELET, T4 AZ Y INY VAT AE—FHEILT 5 Z & T, Cisco DNA
Center Z 7 HEIIR Ry NT—7 OHWNHRELTZV ., VAT LORTEEHIRT D Z &72<
TAPFRZY DN W LT TEET,

AT LO—FEL

VAT AAVKR—=RY NDA LT U RAEEMT DRI ST AT AFX Y BN VAT N —
FERAZIE T 21213, ROFIEZFIT L ET,

AT 71 Cisco DNA Center GUI T [Menu] 71 22> (=) 47 U v 7 LT [System] > [Disaster Recovery] DIJIFIZ 3R

ATy T2
ATvT3

L T [Disaster Recovery] ~<— U Z B & £,
7 7 4V k TiX, [Monitoring] % 7 B3RS AL, T A P ARAZ U B ANY VAT LD AR URERINET,

[Action] fEJ%& T, [Pause DR] %727 U v 7 LET,

FIRENT=H AT a7 T, [Continue] 7V v 7 LTRIZERE T,

NR—UOETBIC, AT LA E—BEIET A e ARG EINT-Z L2 RTA v E—IURNERINET,
VAT K —HHEIET B 71T, Cisco DNA Center T7 —# &V —E2DEBNEMS I NES, £z,
U A MUDAZIE L T —EARHEAINET, ZO7mEA0FETHIL, AR IIZBWT,
AA YA NEV DR YA NOAT—H A [Pausing] IZF%E S NE T,
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Logical Topology

Main Site
17.119.112.68
Pausing Standby

=9 =9

17.119.112.65 17.119.112.66

>
<«
Network Switch

\
“>

17.119.112.1

Cisco DNA Center T2 X AT INET T 5 &,

17.119.112.67

Witness Site
17.118.112.101

Paused

17.118.112.101

>
<>

Network Switch

[}

Routed Network

ZCIN SN |

Recovery Site
17.119.112.168

Pausing Active

=9 =9 =9

17.119.112.165 17.119.112.166 17.119.112.167

P
PR 4
Network Switch

17.119.112.254

FRBICERINTEAAL YA b VAN Y A B

BLOERY A FORAT—H ZARHEH ST [Paused] IZFEE S NET,

Logical Topology

Main Site
17.119.112.68
Standby Paused

=9 =9

17.119.112.65 17.119.112.66

P
(_-)
Network Switch

(—I—)

17.119.112.1

17.119.112.67

Witness Site
17.118.112.101

Paused

17.118.112.101

P
<_-)
Network Switch

(e}

Routed Network

Recovery Site
17.119.112.168

Active Paused

=9 =9 =9

17.119.112.165 17.119.112.166 17.119.112.167

>
(_->
Network Switch

17.119.112.254

ATYTE FAPFRZ VAN AT AN —BFEIE LTS Z L 2R LET,
1. [Monitoring] % 7 O A7 EMRIZFIR X417z AT — & A3 [Disaster Recovery System Paused] (272> T 5 =

LR LET,

2. AXUIDEA LT AT, [Pause DR] ¥ A7 WNIERIZ5E T L2 Z & 2R LET,
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Event Timeline

Hide Timeline

End Last Update: 8/6/2020, 3:42:47 PM UTC-7

o Q Pause DR - 17.119.112.168

8/6/2020, 3:41:04 PM UTC-7
Successfully prepared clusters for pause DR.

8/6/2020, 3:30:15 PM UTC-7
8/6/2020, 3:41:04 PM UTC-7

Hide Details

° Active cluster standalone - 17.119.112.168 8/6/2020, 3:33:14 PM UTC-7

Successfully prepared active cluster for pause DR.
Tinr 8/6/2020, 3:30:17 PM UTC-7
8/6/2020, 3:33:14 PM UTC-7

View Details

° Standby cluster standalone - 17.119.112.68 8/6/2020, 3:40:59 PM UTC-7

us | Successfully prepared standby cluster for pause DR.
Tirr 8/6/2020, 3:30:21 PM UTC-7
8/6/2020, 3:40:59 PM UTC-7

View Details

B AL DY) —R 212X ~DT v THL—FK

Cisco DNA Center 2.12.x L O RO~ g VEEITLTCWAET T IA TV ATT 4P RAZ Y H
NY BHRELTSEIL. WROTFNEEFAT L THHTD Cisco DNA Center 2.1.2.x /N— 5 2T »
T VL= KL, BRY A PR ELSIET D Z L 2MERTHILENH Y 7,

AT 71 Cisco DNA Center GUI C [Menu] 7 = (=) #27 U > 2 LT [System] > [Disaster Recovery] DJIEIZiHR
L < [Disaster Recovery] ~— Y % & £9°,

AT v 72 [Action] fEI T, [Pause DR] %#7Z7 VU v 7 L%,

ATFYT3 ALY A RNEVINRNUS A DT FFA T 2 A& EEHTD Cisco DNA Center 2.1.2.x N— g T v 77

L— KL %7, [CiscoDNA Center Upgrade Guide] ® [Upgrade to Cisco DNA Center 2.1.2.x] (2% % i #]
DIy 7 E2ZRLTITEEN,

ATV T4 BEHY A FOOVF RNy —Va A VA b=V LET BUEOELY A FOEH (15 2—) 22H]) .
AT w75 Cisco DNA Center @ GUI T [Disaster Recovery] ~<— UIZFE Y | [Action] FEIK D [Rejoin] 27 V v 7 LE T,

AT LADESM

BE—RHEIL L TWDT 4 P RAZ Y BN AT AZHBEBTHI21E, ROFIEELFETLE
—3‘0

B 75250 rn\)nxE
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AT w71 Cisco DNA Center GUI T [Menu] 71 =2 (=) %7 VU > 7 LT [System] > [Disaster Recovery] DJIEIZ R
L T [Disaster Recovery] ~— Y & B & £7,

7 7 4V hTliL, [Monitoring] % 7 NER Z 4L, 7 4 FRAZ YU I ANY AT LD MARRYRERRINET,
Logical Topology

Main Site Witness Site

Recovery Site
17.119.112.68 17.118.112.101 17.119.112.168
Standby Paused Paused Active Paused

p
<> > <>
pra <> pra

AT w72 [Action] fEIK T, [Rejoin] #27 U > 7 LET,
AB NP A FOTRTCOT—EBHEESNDZEERTHA TR I RRRINET,
AT v T3 [Continue] %7 VU v LCHELET,
NR=UOLE T, ALY A, VANV FA b BROEREY A S EREERT 57 2 ARG S

FolERTAE—UNEREINET, 20Tt 20FETHIL, MR IIZBWWT, AL VA e
U XY YA FDAT—H AW [Configuring] IZ7%E SN E T,
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B x72~0msm

Logical Topology

Main Site Witness Site Recovery Site
17.119.112.68 17.118.112.101 17.119.112.168
Configuring Standby Up Configuring Active

17.119.112.65 17.119.112.66 17.119.112.67 17.118.112.101 17.119.112.165 17.119.112.166 17.119.112.167

> > >
<> <> <>

Network Switch Network Switch Network Switch

A
“>

17.119.112.1 17.119.112.254

o

Routed Network

Cisco DNA Center THWERH AT MMETTHE, PR IICRRENTEAAL YA, VIR P A b,
BIXOEHEY A FOAT—FZ ANEHENET,

Logical Topology

Main Site Witness Site Recovery Site
17.119.112.68 17.118.112.101 17.119.112.168
Standby Up Active
17.119.112.65 17.119.112.66  17.119.112.67 17.118.112.101 17.119.112.165 17.119.112.166 17.119.112.167
P P P
<> <> <>
Network Switch Network Switch Network Switch

V. V.
“> <«

17.119.112.1 17.119.112.254

[}

Routed Network

AT 74 [Monitoring] % 7 DA _EMBIZF/R S 72 AT —H A28 [Up and Running] 1272 > T\ 5 2 L 2R LT, 7 «
PAZY BN AT ARBREREICR -T2 Z L 2R LET,
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Rys7yIssvarngism [

NPTy TELXRETDEFTEIE

—

T 1

HRH

TAYRZY AN VAT LAy 7T v 7BIOEIET 2BE, ROFIEZELTLEZE
Wy,

Ny I T E, VAT IEDT VT 4 T A RIEDHRAr Y 2—)LTEET,

NI T T T ANDETE, T A F ALY ANY B> TODRIETIIETT
XFHA, FT VAT LAEZ—RHEILTAHLERNDHY T3, FMICOVTIE, AT 4D
—IpEIlE (26 X—) | ESRLTLLEIW,

RN IT T T AIVDETTIE, VAT Lk —HHEILTL80CT 7T 4 7579 A T
DHFATLTL SN, Ny T v F T 7 A NEEIL LT, VAT LOH A MTESN
TOHMERHY T, ZHUCE, TAFRZYVARNUBRERSN, 77747 A O
T—=HDAL AP A SA~OERPFMG S ET, FEHICONTIX, VAT LA~
M (28 ~—) | AL TLIIZIN,

R I T T T ANDETIE., VAT LANDOMD ) — R ER L3—2 3 O Cisco DNA
Center ’A VA R—/LEINTWNWBITTAHK ) — R TORETTEET,

FTAPFRAZ YN VAT DNy 7T v 7 EETOFEMIONWTIE, Ny 7T v 7 e ETE
ZMLTLEE,

JAN) AR D@

T AP ALY N AR NPRETDHI-ONTHEIZ 5T D L 9 12 Cisco DNA Center % 7% &
TEET, ZNHLOEHMEREB LN TR T4 752 HHEICHONTIEL, [CiscoDNA Center
Platform User Guide] @ [Work with Events] ZZM L T 723V, ZOFIEEZZET Liz5H,
[Platform] > [Developer Toolkit] > [Events] 7 — =~ /L C [SYSTEM-DISASTER-RECOVERY] 1 X
VERERIRL, %Y TR ITATLTWDHZ L EMRLET,

Y7 27 5 A 7. Cisco DNA Center [, I AT LADIEBAED G NHAENEIIL7- 7= DT IPsec
Ty a R E T L TWAZ LA RTEMEEFLET, ZOHELZTEHT5I21F, KO
FlEEZFITLET,

1. VAT LO—FHE (26 X—)

2. AAVYARNEVANYYA MO T, BIIEOT AT LAFEEZE Z#ix 7, Cisco

DNA Center GUI C [Menu] 74 22> (=) %27 U » 2 LC [System] > [Settings] > [Trust &
Privacy] > [System Certificate] DJIEIZEIR L £,

3. VAT L~OHEZM (28 X—V)

FezaunnyoxE ]
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B sx—rznzrror

YR—FERBA R b

FaHREUNNYOEE |

WDERIZ, TAYPAXY BNY AR bR LET, CiscoDNA Center Tl, A X2 h23FEA
THLEBMEARNRLFET,

SRATLDANILR |4 Rk BN
OK FAYFRZY I AT ADREEF TJ, |Activate DR (Disaster
Recovery Setup Sucessful)

OK AA YA FEFIZY BN YA R~ 7 =— |Failover Successful
A= N=PNIEFIZET LE LT,

Degraded AA VYA FEFRIZY BN YA R ~D T = — |Failover Failed
W= N—=N L E LT,

Degraded AR NA YA NBAEX T LT AT-%, |Standby Cluster Down
HE) 7 = — LA —_"— 3T A,

Degraded BEAR A SNERAEX 7 L CWA -8, HE) |Witness Cluster Down
Tz VA=A I TE A

Degraded F AP AR HNRNY AT A —WEE TX |pause Failure
FH A,

Degraded BGP /L— 7 R A4 XA R8BI L £ L |BGP Failure
7o

Degraded VAT LDV A M AT D [Psec kRl | IPsec Up
REWER T,

Degraded AT LDV A M & 4ERET D IPsec kL | IPsec Down
PHUEX 7 LTWET,

NotOk TAPFRZYANY AT LOFEIZKPL |Activate DR Failure
F L7

NotOk HI1E [Standby Ready | IKFEIZ & B A ML, T « |Activate DR Failure
PRALZY BN AT KMIHESINTEER A,

FAHRAYANYORTFLD NS TN a—TFa 09

ORI, TAPFRZYANY VAT HWTRAET D RN D DM E £ O GEZ R L E

B
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KETAHFRA) AN R T LDEE

I 5— a— K (Error Code)

Ayt—o

Jyl)a—3>

SODR10007

Token does not match.

U380 B A N ORERIFIT 12
eI h =2 U, AL
YA b OBERRFT AR ST
h—=7 o —HLETA, A
A %A k@ [Disaster
Recovery] > [Configuration] #
7 C. [Copy Token] %7 U -
JLTIELWh—2 &=
E—LET,

SODR10048

Packages (package names) are
mandatory and not installed

on the main site.

VAT KAEBET DR, Y
ARENTNWERN r—T%
A VA =L LET,

SODR10056

TLVT X VBB TH D,

VAN YA R KO
A NOBERREIZ, A A P A
FOIELWI LF oy L %
AN LT L xR LET,

SODR10062

() site is trying to () with
invalid IP address. Expected

is (); actual is ().

U B ANY YA ML O
A b DOBGEREZIR L S e A
A YA FMDIPT R AN,
AA WA N DBGRIR T HR AL
ENFZIPT RLREEALY F
7

SODR10067

Unable to connect to

(recovery or witness site).

AL A ML TWD
T EMERLET,

SODR10072

All the nodes are not up for

(main or recovery site).

YA D3I ED ) — RFART
DB L TWDNE D i
WLET,

Fayzaurny0zE I}
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IT5— a— F (Error Code)

Ayt—

Jyl)a—3y

SODR10076

High availability should be
enabled on (main or recovery)

site cluster.

WOFNEEEITL T, @Al
" (HA) ZHEMLET,

1. HAZBINZTHXERH
HYA Meue s/ A4 LE
j—o

2. Cisco DNA Center GUI T
Menu] 71 2> (=) %
7 U w27 LT [System] >
[Settings] > [System
Configuration] > [High
Availability] DJIEIZEIR L
£75

3. [Activate High Availability]
=27V v 7 LET,

SODR10100

(Main or recovery) site has

no third party certificate.

Cisco DNA Center CTIL{ES H
LCWAT 7 4/ hDOREHE
Zeth— RoX—T7 ¢ GEREICE
S FF, FEMICONT

IX. [Cisco DNA Center ¥—
ANEEEOER] 2R LT
<TEE,

SODR10118

Appliance mismatch between

main () and recovery ().

AA YA NEYDRY B A
NCERRDTFT7A4 T AN
RSN TCWET, TP R
U g B EEICRGRT D
WZiX, WAEDOYA K TR 56
X1 aTTIIAT
AT H2HERH Y F
R

SODR10121

Failed to advertise BGP.

Reason: ().

FEAC oW TIE, [BGP L—
N7 RARZ A XA MY
HEEDO N T TN 2 —T 4
Y7 (40— | SR
LTL7EEN,

SODR10122

Failed to stop BGP

advertisement. Reason: ().

PRz oW TIL, BGP L—
K7 RoXZ A XA M9
HMEDO N T TN a—T 4
V740 —) | SR
LTL7EENY,

B 75250 rn\)nxE
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IT5— a— F (Error Code)

Ayt—o

Y )a—3ay

SODR10123 Failed to establish secure :@F.;ﬁﬁ':ﬁ&:ij"@‘éﬁiﬂ%%ﬂi&)
connection between main () D EHA, PR— MNZHOWNWT
and 00 1. Cisco TAC IZH A b
ELTEEN,
SODR10124 Cannot ping VIP: (main, WOFIELZZEITLET,
recovery, or witness site's o R .
VIP or IP address). ° ?H[EbeT FLARIEL
W L EHMERLET,
T RUABMUOT RL-A
MOHEEARETH D7 E
I MEHER L ET,
SODR10129 Unable to reach main site. AA YA NMIERESNT-T
0 V=T TAREIRIPT R
A, VARNT YA B LR
YA FMOEEAETH 50
EI MR LET,
SODR10132 Unable to check IP addresses 8T L7-#f/EAZ LY E L F
are on the same interface. f# jfo
EERLVELET. O
SODR10133 The disaster recovery F AP REZY BN AT A

enterprise VIP () and the IP

addresses () are not
configured or reachable via
the same interface. Check the
gateway or static routes

configuration.

DY A FEOBEIZ, =

B —TFZA XXy NT—7IC
KELET, AL A &
UBNRYH A hDOZH—T
FARXEAEIPT FL A, BX&
OEARY A FDOIP T KL A

X, = F =TT XA

X —T A A%J L CEET
XLHIOICTHMENRDHY F
R

ZoxTT—E, 1 oFE-IFE
BOVA MIREINIZIPT
RUAMARIP 7 R LA, i@
Bl ¥ —TFA XA
B —T A ALUNDA B —
TzA AEFHLTWSLZ &
s LET,

FezaunnyoxE ]
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I 35— 3—F (ErrorCode) |*vt—o PAVER D

SODR10134 The disaster recovery FAYPAEZY HARNY AT A
management VIP (VIP address) @%fi{}ifglpy ]\\‘[/x&i\ ,"—‘E,l'i‘»
and the IPs (IP addresses) HALHE—T oA XT%&ET

re configured/reachable via N N -
Zame interface. It should be 5‘/%%75)%@ ij‘o ==
configured/reachable via 7 =3 %fﬁﬁ 7RI 0){}/%‘*5‘
management interface. Check 13V F[/Xﬁg%&ﬁzéh(l‘\foc
the gateway or static routes' WA U HE—T A XVC{&:*E\ IP
configuration. 7 RUANBIERTE ST
52 EEIRLET,
BHA LS —T A ATRE
SNTWVDLEHRMAIPT N L
AN /32 EH L — R AL
=7,

SODR10136 Certificates required to [System Certificate] e
establish IPsec session not ([System] > [Settings] > [Trust
found. & Privacy] > [System

Certificate] DJEIZER) 5
Y= FR—T 4 iEHEZ B
Ty 7u—RLT, Bz i
AATLE 9, RIS L7
WAL, Cisco TAC (2351
WEDELTZEN,

SODR10138 Self-signed certificate is —
not allowed. Upload a
third-party certificate and
retry.

SODR10139 Disaster recovery requires AA YA FEY RN YA
first non-wildcard DNS name MNZA v A f\_‘/l/éj/bfb\é
to be same in main and H— F‘/\O‘—?/I’EE%%&:\
S SV VTR
{} in {} site certificate. Hﬂ:#gﬁgéﬂfi%”@DNs%iﬁ

HYESF, BENOVAT A
D DNS A 245 ET 29— R
N—=T 4EAEEZER L,
DREAFEZT T DY A MZ
Ty 7Fr—RLET,

GE¥) DNSAILTUAINLER
H— KR ST
WIRWT L AR L
£
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IT5— a— F (Error Code)

Ayt—o

Y )a—3ay

SODR10140

Disaster recovery requires
at least one non-wildcard DNS
name. No DNS name found in

certificate.

ALY A RV B A
MZA VA =S TWND
e RX—T7 1 FEHE T,
TAYPAZY NY VAT L
DDNSABFRE SN TVEY
A, Cisco DNA Center Tl
ZOARIEMEH LT, AT
LDV A N AT % IPsec
Mo VERELET, Bff
WD AT LD DNS 4 &R E
T 5% — R —T7 ¢ A EE
AR L. ZOREHEEE GO
YA MIT vy Tu— KL%
7T

(GE)  DNSAIZUA LK
H— K ENT
WARWT & R L

=7,

F v NT—=2 ONR—F 43
= T ETTMOEMIC &
D, VAT LATHEHTH3I D
DY A P T _RTHRERFE ST
W WAL, Cisco DNA
Center TH A FDODAXT—H X
% [Isolated] IZFEXE L £ 9, 1
G172V B3 FNEDFEATIZ D
VW, Cisco TAC (2RI
HhELTEIN,

FezaunnyoxE ]
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IT5— a— F (Error Code)

Ayt—

J)a—3y

External postgres services
does not exists to check

service endpoints.

WOTFNEEFAT L ET,
1. =T9—M0"FELEYA b
a7 A4 v LET,

2. Woavwr REFEITLE
‘é—o

» Kubectl get sep -A

* kubectl get svc -A |
grep external

3. MROHIIT,
external-postgres %fﬁ%;ﬁ

LE7,

4. {FETHEEIE. kubectl
delete sep external -postgres

-n fusion =~ K& 3EfT
=

5. BARNC SR L 7=l 2
BATLET,

Cannot ping VIP: (VIP

address) .

VX?AuﬁﬁémTwéi
Y B =T T4 ANVIPT R
PAENE AR T%é:&%%%
LET,

VIP drop-down list is empty.

CATLADVIPT KLA LT
FAARNY I NIELLHRE
INTWVWAZ LEHERLE
—g—o

Cannot perform (disaster
recovery operation) due to
ongoing workflow: BACKUP.
Please try again at a later

time.

A a— L XN Ny 7
T T OFETHICT 4 FRF
U BN EEN Y H—Ei
FlLiz, NI T v TDET
BICEEEZHRITL TS
VY,
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IT5— a— F (Error Code)

Ayt—o

Jyl)a—3y

The GUI indicates that the
standby site is still down
after it has come back

online.

ABNAFA NBHET L
=& =iz, #OYA b % Cisco
DNA Center D] DFRITT

TAYPAZY NY VAT L
NOIBECX o T A,

2 [B1H OFATH B B BHAE
INZNWZERHYET, Z
DEE. DY A R
RBIZR->TH, GUI TiE¥ v
LTS HDOE LTHERE
NEF, AXANALYA IR
ATFFURAE—ROEET
DI, VAT AEHET
THZEHLTEEYA,

ALY A N ERETTD
(i3, ROFNAZFEATL £
‘a—o

1. SSHZ A7 hT, %
BURLHA Mor s A
Y LET,

2. maglev maintenance
disable =~ > R&FITL
T, A A TT
AE— R)PBEIRSEE
D

3. CiscoDNA Center {2 = 7' A
Y LET,

4, GUI T [Menu] 7 A =
(=) 27V v 7L,
[System] > [Disaster
Recovery] DJIEIZER L
7

77 4V N TIE,
[Monitoring] & 7 2388 4R
NTWET,

5. TA4YPRZYDNY TR
T L BEHT LD
\Z. [Action] fEI C
[Rejoin] #7 U v 7 L&
R

Fayzaurny0zE I}
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— Multiple services exists for ?/\‘yﬁ\ﬂﬂ?_\ MongoDB/v—*
MongoDB to check node-port FAR— D —ERL L TH
label. BEnEd, ZoOR— K&
ELTIHERRICT HITE, K
DaAxy REFITLET,

« kubectl get svc

--all-namespaces | grep
mongodb

» magctl service unexpose
mongodb <port-number>

— Multiple services exist for |[F/Nvw 7 2, Postgres ./ — N
Postgres to check node-port 7j~\°_ }\75\;‘3-._1:\‘% & Lfﬁﬁ'ﬁ
rapet. SNET, ZOFE— b EKEE
L CIERRIZT DITIE, RO
avy REFTLET,

* kubectl get svc

--all-namespaces | grep
postgres

» magctl service unexpose
postgres <port-number>

BGPIL— F 7 ENRAA XAV MZBETHABED ST a—Ta >
b

BGP/L—F 7T RRZ A XA N 2T —%2Z G LA 1E. ROFIELZFETLTURERE 77
Ny a—T 47 LET,

AT v T 1 CiscoDNA Center 7 7 AZ 15, BGP By a v DAT—X AEWIELET,
a) A2 MN¥ALTA T, [Starting BGP advertisement] % A 7 NIEFIZE T LW E ) D EMHBLET
([Activate DR] > [View Details] > [Configure active] DIEIZEEIR) |

AT PR LUTEGA IR, REFEITLTOLRIE b 2R E T,
1. TT7—RA ot —VIORENTWVDBRA NRN—=L—ZNBE L TWDENE D DEHERT D,

2. A /N—)L—% L Cisco DNA Center DEEHe 3 D0 E 9 A HERT 5, e WiIEEIL. #k
EETLTHOHLWT A P AX VIR VAT KET 7T 4 72T 50, —HEESH-BFED
VAT AEFEELET,
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b)

<)

d)

e)

BGPL— b7 KA A XA FBIT 2B F5TLva—F >0 [

Cisco DNA Center GUI T, T A VP RAZ U DN VAT LADGR M MR 2R R L, A NN—)L—FMN
HET 7T 4T NE I DEfERLET,

27 L TWABREIR. —F OBLEH D, Cisco DNA Center 7 T A Z 7 BGP XA /N— & L THRIES
NNTNDEMNEIMDEHERLET, RESNTWARWEAIZ, VIAXERXANRN—LLTHREL, HL
WT 4 PFRAFZY IR AT KT 7T 47250, —EIESNTZBFO Y AT A& FEHE) LT
FRITLE9,

WD~ R&EST L T, Cisco DNA Center & ZD XA N—)L—HBDOBGP Y 3 LV DAT—F X
ERERLET,

etcdctl get /maglev/config/network_advertisement/bgp/addressl_address? | jq
S DR
« addressl |% Cisco DNA Center 7 7 A % OARALIP 7 KL AT,
e address2 |%. A N—L—ZDIPT RL AT,
[Established] 7% [state] 7 4 —/V FIZU A RSN TWLHAIE, By a BT 7747 THY, IELL
BEEL TWD Z & ERLET,
bgpd ¥ L TF bgpmanager D2 77 7 A NV EFRT HITIE, RDOa~ 2 REETLET,
» sudo vim /var/log/quagga/bgpd.log
» magctl service logs -rf bgpmanager | Igl
R 77 ANERTTHEEIT, TT—AvE—URWVNERLET, A vE—URRWEAIR
BGP v a UNIELSHERELTWDS Z 2R LET,

WD~ RZ&94T LT, Cisco DNA Center & Z DR A /N—/L—Z D BGP v a v DAT—H A
Z R L £ 7 : echo admin-password| sudo VTYSH_PAGER=more -S -i vtysh -c "show ip bgp summary"

avy RHAT, RAN=N—ZDIP 7 RLAEZMBELET, RUCITORBIC, V—F OEEFRREN
VARSI TWAHZ LR LET, ZOHAE. BGPEYy v a VBT 77 47 ThHY, #UITHE
BBLTWAZ aERLET,

TT—=RA o —VIORENTWVABRA NRNR—=L—Fnbh BGP Yy a v DAT—X AZRIELE7,

a)
b)

d)

show ip bgp summary =< > K&3FE{T L %7,

o< R 77T, CiscoDNA Center 7 7 A X DIRFBIP 7 RV AZBE L ET, RICITOERREIZ, 7T
AL DEHEIREN [0 LU A RSN TWHZ xR LET, ZO%E. BGP Yy a VBT 77 ¢
TThHY, HUITEEEL WD EERLET,

show ip route =~ > K& EITLET,

av Yy ROMANERRL, TAFRZYANY VAT ADOTLZ—T T ZARIP 7 KL ART RN
A REINTWNDENE I D EMRLET,

e ziE, VAT LD EZ—T T4 ZRIEIP 7 R AH 10.30.50.101 THDHELET, ZHnHD
ICRRENDEPDIP T FLATHLELGEIE, 7 R A XINTWDEZ 2R LET,
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