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* Cisco DNA Assurance 1.3.3.0 1

Cisco DNA Assurance 1.3.3.0

Cisco DNA Assurance 1.3.3.0

1: Cisco DNA Assurance

[Assurance] > [Manage] > [Health Score Settings]

KPI KPI

119

* AAA

[Assurance] > [Manage] > [ ssue Settings]

Cisco DNA Assurance 1330




. Cisco DNA Assurance 1330

[Overall Summary]

« [Test Results]

[Heatmap View]

[Card View]

[Dashboards] > [Wireless Sensor s

188

[Heatmap View] [Card View]

[Assurance] >

360

360

AP

194

[Test Templates]

[Assurance] > [Manage] > [Sensorg] >

206

. Cisco DNA Assurance
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Cisco DNA Assurance 1330 .

[Assurance] >[Manage] > [Sensor | > [L egacy
Tests

201

199

[Manage] > [Intelligent Capture Settings] > [Client]
[Manage] > [Intelligent Capture Settings] > [Client Schedule Capture]

227
234
AP [Configure AP Enablement] AP
AP AP
235
RF
240
Cisco StackWise Virtual Cisco Catalyst 9500 Cisco StackWise Virtual
SVL
110 Cisco
StackWise Virtual 125
syslog Cisco ISE syslog

Monitor and Troubleshoot the Health of a Client Device 145
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ISSU 275
/ / AP
277
309
Samsung Samsung [Detail Information] > [Device Info]
Samsung
Monitor and Troubleshoot the Health of a Client Device 145
Al Al
Cisco Al Network Analytics 89 Cisco Al Network
Analytics 92
1330
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» About Cisco DNA Assurance 5
7

9
13

About Cisco DNA Assurance

KPI
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| cisco DNA Assurance

. API
. SDK
. RESTful API
Cisco DNA Center IP
Cisco DNA Center
IP Cisco DNA Center
Cisco DNA Center Cisco Digital
Network Architecture Center [ ]
Cisco DNA Center
Cisco DNA Center

1 Web server-ip  Cisco

DNA Center IP

https://server-ip

https://192.0.2.1
Cisco DNA Center
Cisco DNA Center

2 Cisco DNA Center Cisco

DNA Center

ID NETWORK-ADMIN-ROLE
8

3 [Sign Out]

Cisco DNA Assurance 1330 .
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Cisco DNA Assurance |

ID NETWORK-ADMIN-ROLE
[Get Started]

Cisco DNA Center

Cisco DNA Center

Cisco DNA Center

Cisco DNA Center
CiscoDNA
Center

[Get Started] [Get Started]

* SYSLOG SNMP IP
* Netflow IP

. IP CDP

. CLI

* SNMP v2c read

1 7 Cisco DNA Center

[Get Started]

2 [Get Started] [Get Started] [Exit]

3 [Save & Next]
[Back]

. Cisco DNA Assurance 1330



| cisco DNA Assurance

4 [Discovery Type] [Starting IP Address] [CLI Credentials]
[Device Controllability] [Disable]
166
5 [ Begin Discovery ] Cisco DNA Center

Cisco DNA Center
[Summary] [Network Snapshot] [Network Configuration]

[Tools]
[Summary]
* [Health]
[View Details] [Overall Health]
* [Critical Issues] P1 P2 [View Details]
[Open Issues]
* [P1]
* [P2]
* [Trendsand Insights]
[(View Details] [Network Insights]
[ Network Snapshot ]
o[ Sites ] DNS NTP
[Add Sites] [Add Site]
o[ Network Devices ]
[Find New Devices] [New
Discovery]
o[ Application policies ]
[Add New
Policy] [Application Policies]

Cisco DNA Assurance 1330 .



Cisco DNA Assurance |

o[ Network Profiles ]
[Manage Profiles] [Network Profiles]
o[ Images ]
[Import Images/SMUs] [Image
Repository]

* [Licensed Devices] Cisco DNA Center
[Manage Licenses]
[License Management]

[Network Configuration]

o[ Design ]

o[ Policy ]
Cisco DNA Center

* [Provision]

* [Platform] API
IT
[ Tools ] [ Tools ]

. Cisco DNA Assurance 1330



| Cisco DNA Assurance

1: Cisco DNA Center

Cisco DNA Center DESIGN

Welcome, admin
Assurance Summary

Health @

Healthy as of Jul 3, 2019 4:11 pm

92.22.100.

Network Wireless Wired Clients

Devices Clients

View Details

Network Snapshot

Sites

As of Jul 3, 2019 4:12 PM

3

DNS Servers - 0
NTP Servers : 0

Add Sites

[Get Started]

POLICY

PROVISION ASSURANCE PLATFORM

Critical Issues

Last 24 Hours

lg 4

View Details

Network Devices

As of Jul 3, 2019 4:12 PM

194

Unclaimed : 4
Unprovisioned : 154

Unreachable : 0

Find New Devices

D a B & o

Take a Tour u_‘ Learn More

Trends and Insights

Last 7 Days
Throughput Coverage Capacity

View Details

Network Profiles

As of Jul 3, 2019 4:12 PM

10

Manage Profiles

Cisco DNA Center

In a few simple steps, discover your devices to begin your Cisco DNA Center journey!

Cisco DNA Center

Ask your Network Administrator to add Network Devices to gather Assurance data.

Cisco DNA Assurance

1.33.0




Cisco DNA Assurance

Welcome, admin GetStatted  Take a Tou

Network Snapshot

Network Devices Network Profiles

As of December 19, 2018 4:31 PM s of Dec 10, 2018 831 PM

@ saosie O O

DNA Licensed Devices o

As of Dec 19, 2018 4:31 pm

@ o magesisuus O

[ Discovery ]

o [Software Updates] [Go to Software Updates]

[Search] Cisco DNA Center

[Tools]

[Settings]

. Cisco DNA Assurance 1330




| cisco DNA Assurance

* [About]
Cisco DNA Center

[Release Notes]

[Packages]

[Serial number] Cisco DNA Center
« [API Reference] CiscoDevNet  Cisco DNA Center API
« [Developer Resources] Cisco DevNet
* [Help]

« [Contact Support] Cisco Technical Assistance Center TAC

« [Make a Wish] Cisco DNA Center

[Notifications]

Cisco DNA Center 13

)

admin [Userg] >[User Management]

Cisco DNA Center
Cisco DNA Center

Cisco DNA Assurance 1330 .




Cisco DNA Assurance

[ Inventory ]
19

Cisco DNA Center

. Cisco DNA Assurance 1330


https://www.cisco.com/c/en/us/support/cloud-systems-management/dna-center/products-user-guide-list.html

Cisco Al Network Analytics

» About Cisco Al Network Analytics 15
* Cisco Al 17
« Cisco Al Network Analytics 18

About Cisco Al Network Analytics

Cisco Al Network Analytics Cisco DNA Center

Cisco Al Network Analytics

2: Cisco Al Network Analytics

Machine Learning

Worldwide Cisco Al
data platform Network

De-identified data Analytlcs

Cisco DNA Center

Machine Reasoning

Cisco Al Network Analytics

Cisco DNA Assurance 1.3.3.0




Cisco Al Network Analytics |

. About Cisco Al Network Analytics

Cisco Al Network Analytics AireOS

Cisco Al Network Analytics ML

Cisco
Al Network Analytics Cisco DNA Assurance Cisco DNA Center

Cisco Al Network Analytics

3: Cisco Al Network Analytics

ISSUES INSIGHT

Al-Driven Baselining *
Define Normal for a Given Network *

Al-Driven Anomaly Detection
Surface and Root Cause Complex Issues

BASELINE

||

Cisco
Al Network

| 7
Analytics

JI |

Al-Driven Proactive Insights i

Find Global Patterns and Systemic Issues

-
e o . Infrastructure
Physical | Virtual | Programmable | App Hosting

356239

Cisco Al Network Analytics

. Cisco DNA Center
Cisco Al Network Analytics
Cisco Al Network Analytics

Cisco DNA Center

e Al
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| cisco Al Network Analytics

Cisco Al .

Cisco Al Network Analytics
Cisco Al Network Analytics

* Al

Cisco Al Network Analytics Al

L]

DHCP DHCP AAA AAA

* Al

* Al AP
AP

* Al KPI

* Al KPI

MRE Al

MRE

Cisco Al

Cisco Al Network Analytics

Cisco DNA Assurance 1330 .




Cisco Al Network Analytics |

. Cisco Al Network Analytics

Cisco Al Network Analytics

. Cisco Al Network Analytics

Cisco Al Network Analytics

. Cisco Al Network Analytics

Cisco Al Network Analytics

Cisco Al Network Analytics Cisco DNA Center  Cisco DNA Advantage

Cisco Al Network Analytics
Cisco DNA Center Cisco Al Network Analytics
HTTPS
Cisco DNA Center

Cisco Al Network Analytics

https://www.cisco.com/c/en/us/about/trust-center/data-privacy.html
Network Analytics Privacy Data Sheet

. Cisco DNA Assurance 1330
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HTTPS

Cisco Al
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Cisco
DNA Center

Cisco Digital Network Architecture Center

. 19

« Discover Devices 22

. 46

. 71

. 77

« Cisco DNA Center Cisco ISE 77

. Syslog SNMP Netflow 82
* Cisco Al Network Analytics 89

. 93

. 95

Cisco DNA Center

\)

Cisco DNA Center NAT
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Cisco DNA Center

Cisco DNA Center

Install Cisco DNA Center

Discover devices
(IP address range, CDP,
or LLDP)

!

Design your network hierarchy
(site, area, building, and floor)

(If sites are already created,
skip this step and run Discovery)

1.33.0

v

Make sure devices appear
in the Inventory

(Wait for all devices to get
into the Managed state)

v

Add devices to sites

v

(Optional)
Configure Assurance for
Cisco ISE integration

v

Configure syslog, SNMP, and
MetFlow collector using Telemetry

v

(Recommended)
Install and configure Cisco
Al Network Analytics for Al-driven
issues and insights

v

(Recommended)
Update the Machine
Reasoning Knowledge Base

v

Device ready for Assurance

356269
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Cisco DNA Center

1  Cisco DNA Center
Cisco DNA Center

2
Discover Your Network Using an IP Address Range 31 CDP
25 LLDP 37
Cisco IP IP
360 AP 360
47 48
48
Discovery
3
72
4
77

5 AP

AP 49
6 Cisco Identity Services Engine

Cisco ISE

Cisco ISE  Cisco DNA Center 78

7 Syslog SNMP NetFlow
Syslog SNMP Netflow 82

8 Al Cisco Al Network Analytics

Cisco Al Network Analytics 89

Cisco DNA Assurance 1330 .


https://www.cisco.com/c/en/us/support/cloud-systems-management/dna-center/products-installation-guides-list.html

. Discover Devices

10

Discover Devices

93

« Cisco Discovery Protocol CDP

. IP

« Link Layer Discovery Protocol LLDP

* [CDP Level]
CDP

* [Subnet Filters]

* [Preferred Management IP] CDP LLDP
Cisco DNA Center

[LLDP Level] CDP

IP

LLDP

4096

LLDP

16

IP

Cisco DNA Center

. Cisco DNA Assurance

Cisco SD-Access

Cisco DNA Assurance

1.33.0



Cisco DNA Center

Cisco DNA Center
Cisco DNA Center
[Design] > [Networ k Settings] > [Device Credentials]
[Discovery]

Hot Standby Router Protocol HSRP Virtual Router Redundancy Protocol VRRP

IP HSRP
VRRP IP
Cisco DNA Center

» Cisco DNA Center

» Cisco DNA Center 100
200
» Cisco DNA Center 1 SNMP
SNMPv2C
» Cisco DNA Center SSH
2 1 Cisco DNA Center
. SSH Cisco DNA Center
EXEC 15
. CLI
24
. L

Cisco DNA Assurance 1330 .
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Cisco DNA Center

Cisco DNA Center IP
IP IP
Loopback0
1P IP
IP Cisco DNA Center IP
Cisco DNA Center
IP IP Cisco DNA
Center IP
. 1 Cisco DNA Center
IP
. Cisco DNA Center
IP
. Cisco DNA Center IP
IP
. Cisco DNA Center IP
[ Inventory | IP
Cisco DNA Center Cisco Catalyst 3000 Catalyst 6000
« CLI EXEC 15
Cisco DNA Center CLI
Cisco DNA Center
transport input  transport
output
o VTY
AAA TACACS Cisco
DNA Center CLI TACACS
TACACS

. Cisco DNA Assurance 1330



| Cisco DNA Center

CDP
* Cisco IP IP
360 AP 360
Cisco Discovery Protocol CDP IP LLDP
CDP
Discover Your Network Using an IP Address Range 31
LLDP 37
S
. SNMP RO
SNMP RO
SNMP RO
 CLI
. CDP
. 23
. IP IP

(A host is an end-user device, such as a laptop computer or mobile device.)

1 Cisco DNA Center [ Discovery ]
2 [ Discovery Name ]
3 [IP / IP Address/Range ]

a) [ Discovery Type ] [CDP]

b) [IP IP Address ] IP Cisco DNA Center

c) [ Subnet Filter ]

IP
IP XXX X Classless Inter-Domain Routing CIDR XXXXIY
XXXX 1P y
0 32

Cisco DNA Assurance 1330




Cisco DNA Center

B o«

d)
c d
e) [CDP CDP Level ]
1 16 16 CDP 3 CDP
3

f) [Preferred Management IP]

* [None] IP
* [Use Loopback IP] P
[ IP Use Loopback IP ]
Cisco DNA Center IP 24
IP
IP IP
CDP IP Cisco DNA Center
4 [ Credentials ]
[Save]
[Save as global settings] [Save]
a)
b) [ Add Credentials ]
c) CLI
2:CLI
/ CLI
Username CLI
Passwor d CLI

. Cisco DNA Assurance 1330



Cisco DNA Center

coP B

[ CLI
Enable Password ]

d) [SNMP v2c]

3: SNMPv2c
Read « [Name/Description] SNMPv2c
« [Read Community] SNMP
Write « [Name/Description] SNMPv2c
* [Write Community] SNMP
e) [SNMP v3]
4:SNMPV3
/ SNMPv3
Username SNMPV3
SNMP

 [noAuthNoPriv]
* [AuthNoPriv]

 [AuthPriv]

Cisco DNA Assurance 1330 .




B o«

Cisco DNA Center

[Auth Type€] [AuthPriv] [AuthNoPriv]
* [SHA] HMAC-SHA
e [MD5] HMAC-MD5
[Auth Passwor d] SNMPvV3 SNMPv3
8
12

Cisco DNA Center

Privacy Type [AuthPriv]

« [DES] CBC DES-56 DES 56-bit

* AES128 CBC AES

* [None]
Privacy Password |DES AES128

SNMPv3
8
12

Cisco DNA Center

f) [SNMP

. Cisco DNA Assurance

SNMP PROPERTIES ]

1.33.0




9)

Cisco DNA Center

coP B
5. SNMP Properties
Cisco DNA Center SNMP
[HTTP S ]
6:HTTPS
HTTPS
[ Read ] [ Write ]

Read 5 HTTPS

« [Name/Description] HTTPS

e [Username] HTTPS

e [Password] HTTPS

e [Port] HTTPS TCP/UDP

443 HTTPS
7 128

. a z

. A Z

. 0 9

. H_*? -

<> CiscolOS XE
?
Cisco DNA Assurance 13.3.0




B o«

Cisco DNA Center

Write

5 HTTPS
« [Name/Description] HTTPS

e [Username] HTTPS

e [Password] HTTPS

« [Port] HTTPS TCP/UDP
443 HTTPS

<> CiscolOS XE

h) NETCONF [NETCONF]

[

Port ]

Cisco Catalyst 9800 NETCONF

a)

b)
6 [Start]

. Cisco DNA Assurance

830 NETCONF
[Advanced] Telnet
NETCONF

[ Advanced ]

[SSH] [Telnet]

[Discover]

[Now] [Start]

1.33.0




| Cisco DNA Center

Discover Your Network Using an IP Address Range .

. [Later]
[Edit]
[Cancel]
[ Discoveries ]
[ Discovery Details ]
[ Discovery Devices ]
IP

Discover Your Network Using an IP Address Range

IP CDP LLDP
CDP 25
37
23
1 Cisco DNA Center [ Discovery ]
2 [ Discovery Name ]
3 [IP / IP Address/Ranges ]
a) | Discovery Type ] [ Range ]
b) [From] [To] Cisco DNA Center
IP IP i
IP IP
Cisco P
AP 360
c) b IP
d) [Preferred Management IP]
* [None] IP
* [Use Loopback IP] IP

Cisco DNA Assurance

1.33.0

[Start]

LLDP

360




. Discover Your Network Using an IP Address Range

Cisco DNA Center

[ IP Use Loopback IP ]
Cisco DNA Center IP 24
IP
4 [ Credentials ]
[ Save ]
[ Save as global settings ]
[ Save ]
a)
b) Add Credentials ]
c) CLI
7:CLI
/ CLI
Username CLI
Passwor d CLI
[ CLI
Enable Password ]

d) [SNMP v2c]

. Cisco DNA Assurance 1330




Cisco DNA Center

Discover Your Network Using an IP Address Range .

8: SNMPv2c
Read « [Name/Description] SNMPv2c
« [Read Community] SNMP
Write « [Name/Description] SNMPv2c
* [Write Community] SNMP
[SNMP v3]
9: SNMPv3
/ SNMPv3
Username SNMPv3
SNMP
 [noAuthNoPriv]
* [AuthNoPriv]
* [AuthPriv]
[Auth Type] [AuthPriv] [AuthNoPriv]
¢ [SHA] HMAC-SHA
« [MD5] HMAC-MD5
Cisco DNA Assurance 13.3.0




Cisco DNA Center
. Discover Your Network Using an IP Address Range

[Auth Password] | SNMPv3 SNMPv3

12

Cisco DNA Center

Privacy Type [AuthPriv]

- [DES] CBC DES-56 DES 56-bit

* AES128 CBC AES

* [None]
Privacy Password |DES AES128

SNMPv3
8
12

Cisco DNA Center

f) [SNMP SNMP PROPERTIES ]

10 : SNMP Properties

Cisco DNA Center SNMP

. Cisco DNA Assurance 1330



Cisco DNA Center
Discover Your Network Using an IP Address Range .

g) [HTTP S ]
11:HTTPS
HTTPS
[ Read ] [ Write ]
Read 5 HTTPS
« [Name/Description] HTTPS

e [Username] HTTPS

e [Password] HTTPS

e [Port] HTTPS TCP/UDP
443 HTTPS
7 128 1
. a z
. A Z
. 0 9
° # _ * 7 —_
<> CiscolOS XE
?

Cisco DNA Assurance 1330 .




Cisco DNA Center
. Discover Your Network Using an IP Address Range

Write 5 HTTPS
« [Name/Description] HTTPS
e [Username] HTTPS

e [Password] HTTPS

e [Port] HTTPS TCP/UDP
443 HTTPS
7 128 1
. a z
. A Z
. 0 9
. H*? -
<> CiscolOS XE
?
h) NETCONF [NETCONF]
[ Port ]
Cisco Catalyst 9800 NETCONF
830 NETCONF
5 [ Advanced ]
a)
[SSH] [Telnet]
b)
6 [Start] [Discover]
. [Now] [Start]
. [Later] [Start]

. Cisco DNA Assurance 1330



| Cisco DNA Center

LLDP B

[Edit]
[Cancel]
[ Discoveries ]
[ Discovery Details ]
[ Discovery Devices ]
IP
Link Layer Discovery Protocol LLDP CDP IP

LLDP
CDP 25
Discover Your Network Using an IP Address Range 31

\}

. SNMP RO
SNMP RO
SNMP RO
« CLI
. LLDP
. 23
. 1P 1P

(A host is an end-user device, such as a laptop computer or mobile device.)

1 Cisco DNA Center [ Discovery ]
2 [ Discovery Name ]
3 [IP / IP Address/Range ]
a) [ Discovery Type ] [LLDP]
b) [IP IP Address ] IP Cisco DNA Center

Cisco DNA Assurance 1330 .



Cisco DNA Center |

B wor

c) [ Subnet Filter ]
IP
IP XXXX Classless Inter-Domain Routing CIDR XX XXy
XXXX 1P y
0 32
d)
c d
e) [LLDP LLDP Level ]
1 16 16 LLDP 3 LLDP
3

f) [Preferred Management IP]

* [None] IP
* [Use Loopback IP] IP
Cisco
DNA Center IP 24
IP
IP IP
LLDP IP Cisco DNA Center
4 [ Credentials ]
[ Save as global
settings ]
a)
b) [ Add Credentials ]
c) CLI
12:cL
/ CLI
Username CLI

. Cisco DNA Assurance 1330



Cisco DNA Center

LLDP B

Password CLlI

[ CLI
Enable Password ]

d) [SNMP v2c]

13: SNMPv2c
Read « [Name/Description] SNMPv2c
¢ [Read Community] SNMP
Write « [Name/Description] SNMPv2c
* [Write Community] SNMP
e) [SNMP v3]
14 : SNMPV3
/ SNMPv3
Username SNMPv3

Cisco DNA Assurance 1330 .




B wor

Cisco DNA Center

SNMP

¢ [noAuthNoPriv]
* [AuthNoPriv]

* [AuthPriv]

[Auth Type€] [AuthPriv] [AuthNoPriv]
* [SHA] HMAC-SHA
* [MD5] HMAC-MD5
[Auth Password] SNMPvV3 SNMPv3
8
12

Cisco DNA Center

. Cisco DNA Assurance

Privacy Type [AuthPriv]
« [DES] CBC DES-56 DES 56-bit
* AES128 CBC AES
* [None]
1330




f)

9)

Cisco DNA Center

LLDP
Privacy Password |DES AES128
SNMPv3
8
12
Cisco DNA Center
[SNMP SNMPPROPERTIES ]
15 : SNMP Properties
Cisco DNA Center SNMP
[HTTP S ]
16 : HTTPS
HTTPS
[ Read ] [ Write ]
Cisco DNA Assurance 1.3.3.0




Cisco DNA Center

B wor

Read 5 HTTPS
« [Name/Description] HTTPS
e [Username] HTTPS

e [Password] HTTPS

e [Port] HTTPS TCP/UDP
443 HTTPS
7 128 1
. a z
. A Z
. 0 9
. HO*? -
<> CiscolOS XE
?

. Cisco DNA Assurance 1330



Cisco DNA Center

LLDP B

Write 5 HTTPS
« [Name/Description] HTTPS
e [Username] HTTPS

e [Password] HTTPS

« [Port] HTTPS TCP/UDP
443 HTTPS

<> CiscolOS XE

5 [ Advanced ]

a)
[SSH] [Telnet]
b)

6 [Start] [Discover]

* [Now] [Start]
. [Later] [Start]

[Edit]
[Cancel]

[ Discoveries ]

Cisco DNA Assurance 1330 .




Cisco DNA Center

. [ Manage Discovery Jobs ]

[ Discovery Details ]
[ Discovery Devices ]

Manage Discovery Jobs ]

1 Cisco DNA Center [ Discovery ]
2

a) | Discoveries ]

b) [Stop]
3

a) | Discoveries ]

b) [Re-discover]

1
1 Cisco DNA Center [ Discovery |
2 [ Discovery |
3 [Clone & Edit]
Cisco DNA Center Copy of Discovery_Job
4
5

. Cisco DNA Assurance 1330



1
1 Cisco DNA Center
2 [ Discovery |
3 [ Delete ]
4 [OK]
1
1 Cisco DNA Center
2 [ Discovery |
IP
3
* [Discovery Details]
CDP

Cisco DNA Center

* [Credentials]

* [History]

NETCONF
[Filter]

LLDP

Discovery |

Discovery |
[ Search |

IP

NETCONF

ICMP CLI HTTPS NETCOMF

Cisco DNA Assurance 1330 .




Cisco DNA Center

[ Design ]
22
[ Design ]
1
2
3
About Network Hierarchy
ID
ID
1
[ Areas ] [ Sites ]
o[ Buildings ]
o[ Floors ]

. Cisco DNA Assurance 1330



Cisco DNA Center

a7
« Cisco Prime Infrastructure
52
. Jpg .gif .png .dxf .dwg
. Cisco DNA Center
Cisco DNA Center
[Design]
1
1
1 Cisco DNA Center [Design] > [Network Profiles]
2 [ Network Hierarchy ] [+ +Add Site ]
3 [ Global ]

4 [Add]

Cisco DNA Assurance 1330 .




Cisco DNA Center |

52
1 Cisco DNA Center [ Design ]>[ Network Hierarchy ]
2 [ Network Hierarchy ] [+ Add Site ]
[
Add Building ]
3 52
4
5[ Address ]
[ Longitude ] [ Latitude ]
6 [Add]
7
1 Cisco DNA Center [Design] > [Network Hierarchy]
2 [ Global ]
3 [ AddFloor ]
4 21 -
1

. Cisco DNA Assurance 1330



| Cisco DNA Center

5[ RF Type RF Model ]

[ IndoorHigh Ceiling ] [

OpenSpace ] [
Cubes And Walled Offices ]

Drywall Office Only ]

AP B

RF
Outdoor

RF
6 Cisco DNA Center
Jjpg .gif .png dxf .dwg
[ Overlay Visibility ] [ON]
[ Floor 1>[ View Option ]>[ Overlays ]
5:
70 Add ]

AP

Cisco DNA Center Cisco DNA Center

RF

Cisco DNA Assurance

RF

RF

1.33.0 .




B~
AP
AP 22
Cisco DNA Center Cisco DNA Center 802.11ax AP

« Cisco Catalyst 9100

« Cisco Catalyst 9115

« Cisco Catalyst 9117

« Cisco Catalyst 9120
1 Cisco DNA Center [Design] > [Network Hierarchy]
2
3 [ Edit ]
4 [ AccessPoints ] [ Floor Elements ]
5 [AP Add Aps ]

[ Add Selected ]
[ Add ]
AP MAC
[ Add ]
AP
6 AP [AP Add APs ]
7 AP
8 [ Access Points ] [ Floor Elements ]
Position ] AP
* AP AP
[ AP Selected AP Details ] X
y
[ AP Selected AP Details ]
*[3 Position by 3 points ] 3
AP
1 [3 Position by 3 points ]

1.33.0

. Cisco DNA Assurance

Cisco DNA Center |

[ Add ]
AP
[ Filter ]
1
[
y AP
X



Cisco DNA Center

AP B

[ Set Distance ]

3 2 3 [ Save ]

*[2 Position by 2 Walls ] 2
AP 2 AP
AP

1 [2 Position by 2 Walls ]

[ Set
Distance ]

3. 2 [ Save ]
AP

« [AP AP Name ] AP

. [AP AP Model ] AP
« [MAC MAC Address ] MAC

* [X]

* [Y]

* [AP AP Height ]

o[ Protocol ] [802.11a/n/ac] [802.11b/g/n]
AP [802.11a/b/g/n]

o[ Antenna ]

AP AP

o[ Antennalmage ] AP

o[ Antenna Orientation ] [ Azimuth 1 [ Elevation ]
o[ Azimuth ]

X 0 360 Cisco
DNA Center 0 360 90

Cisco DNA Assurance 1330




Cisco DNA Center |

9 [ Save ]
AP
Cisco Connected Mobile experience CMX Cisco DNA Center
Cisco CMX 214
10 [ Access Points ] [ Floor Elements ] [ Delete ]
[AP Delete APs ]

11 [ Delete Selected ]

. [ Select All ] [

Delete Selected ]
. [ Delete ]
. AP MAC
[ Delete ]
AP
CsVv
Cisco Prime Infrastructure
Csv Prime
Infrastructure
53
D
Cisco DNA Center Cisco
AP Cisco DNA Center

1 Cisco DNA Center [Design] > [Network Hierarchy] [mport] > [Import Sites]

. Cisco DNA Assurance 1330



Cisco DNA Center

2 CSV CSVv [
Import ] Cisco Prime Infrastructure Csv
Ccsv [ Download Template ]
Csv
3 Cisco Prime Infrastructure tar.gz [Import] > [Map Import]
4 [ Import Site Hierarchy Archive ]
[ click to
select |
5 [Save |
[ Import Preview ]
Cisco Prime Infrastructure Cisco
DNA Center
1 Cisco Prime Infrastructure [ Map ]>] Wireless
Maps ]>] SiteMaps (New) ]
2 [ Export ] [ Map Archive ]
3 [ Select Sites ]
. Map Information
. Calibration Information
[ Calibration
Information for selected maps ] [ All
Calibration Information ] [
Calibration Information for selected maps ]
[ All Calibration

Information ]

. [ Sites ]
[ Select All ]

4 Generate Map Archive
Exporting data is in progress

Cisco DNA Assurance 1330 .




. Search the Network Hierarchy

tar
5 [Done]

Search the Network Hierarchy

1 Cisco DNA Center

2

3

4 [

Cisco DNA Center

A oW N e

1] Design 1>

. Cisco DNA Assurance

Cisco DNA Center

[ Find Hierarchy ]

[Design] > [Network Hierarchy]

[ Edit Site ]
Update ]

[Design] > [Network Hierarchy]

[ Delete Site ]

Network Hierarchy ]

[ Edit Building ]

1.33.0



Cisco DNA Center

4 [ Edit Building ] [ Update ]
1 Cisco DNA Center [Design] > [Network Hierarchy]
2
3 [ Delete Building ]
4
AP
AP
1 Cisco DNA Center [Design] > [Network Hierarchy]
2 [ Search
Hierarchy ]

3 [ Edit Floor ] [ Update ]

[ Floor View ]

. [ Find ] AP
. PDF

Cisco DNA Assurance 1330 .




* Sensor

* Rails

« AP

. Cisco DNA Assurance

AP

1.33.0

[

Edit ]

Access Points

AP

AP

AP

Cisco DNA Center

AP



| Cisco DNA Center

AP B
. AP
AP
AP
AP
Cisco DNA Center Cisco DNA Center RF
RF
RF
AP
AP 22
Cisco DNA Center Cisco DNA Center 802.11ax AP
« Cisco Catalyst 9100
« Cisco Catalyst 9115
« Cisco Catalyst 9117
« Cisco Catalyst 9120
1 Cisco DNA Center [Design] > [Network Hierarchy]
2
3 [ Edit ]
4 [ Access Points ] [ Floor Elements ] [ Add ]
5 [AP Add Aps ] AP
[ Add Selected ]
[ Add ]
[ Filter ]
AP MAC
[ Add ] 1
AP
6 AP [AP Add APs ]
7 AP

Cisco DNA Assurance 1330 .




Cisco DNA Center |

Access Points ] [ Floor Elements ] [
Position ] AP
* AP AP
[ AP Selected AP Details ] X y AP
X
y
[ AP Selected AP Details ]
*[3 Position by 3 points ] 3
AP
1 [3 Position by 3 points ]
2.
[ Set Distance ]
3 2 3 [ Save ]
*[2 Position by 2 Walls ] 2
AP 2 AP
AP
1 |2 Position by 2 Walls ]
2.
[ Set
Distance ]
3 2 [ Save ]
AP
* [AP AP Name ] AP
* [AP AP Model ] AP
* [MAC MAC Address ] MAC
* [X]
* [Y]
* [AP AP Height ]
o[ Protocol ] [802.11a/n/ac] [802.11b/g/n]
AP [802.11a/b/g/n]
o[ Antenna ]

. Cisco DNA Assurance 1330



| Cisco DNA Center

AP B

AP AP
o[ Antennalmage ] AP
o[ Antenna Orientation ] [ Azimuth 1 [ Elevation ]
o[ Azimuth ]
X 0 360 Cisco
DNA Center 0 360 90
9 [ Save ]
AP
Cisco Connected Mobile experience CMX Cisco DNA Center
Cisco CMX 214
10 [ Access Points ] [ Floor Elements ] [ Delete ]
[AP Delete APs ]
11 [ Delete Selected ]
. [ Select All ] [
Delete Selected ]
. [ Delete ]
. AP MAC
[ Delete ]
AP
AP
AP AP Rx
360
o[ Info ] AP

* [Associated] AP

e [Name] AP

Cisco DNA Assurance 1330 .




Cisco DNA Center |

* [MAC Address] AP  MAC

* [Model] AP

e [Admin/Mode] AP

* [Type]

* [OP/Admin] AP
* [Channel] AP

* [Antenna]

* [Azimuth]
* [Rx Rx Neighbors ] AP
Rx AP
AP
« [Device 360] AP

360 Cisco DNA Assurance
Monitor and Troubleshoot the Health of a Device

N

360
)
Cisco AP 1800S Cisco AP 1800S
Cisco DNA Assurance Provision the Wireless Cisco Aironet
1800s Active Sensor
AP 1800S AP 1800S PnP
1 Cisco DNA Center [Design] > [Network Hierarchy]
2
3 [ Edit ]
4 [ Sensors ] [ Floor Elements ] [ Add ]

. Cisco DNA Assurance 1330
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Cisco DNA Center

5  [Add Sensors]

[Add]
[Filter]
MAC
[ Add ]
1
6 [ Add Sensors ]
7 [ Sensors ] [ Floor Elements ]
[ Position ]
8 [ Save ]
9 [ Sensors ] [ Floor Elements ]
[ Delete ]
[Delete Sensors]
10 [Delete Selected]
. [ SelectAll ] [ Delete
Selected ]
. [ Delete ]
* [Quick Filter] MAC
[ Delete ]
1
1  Cisco DNA Center [Design] > [Network Hierarchy]
2
3 [ Edit ]
4 [ Overlays ] [ Coverage Areas ] [ Add ]
[ Coverage creation ]

Cisco DNA Assurance 1330




Cisco DNA Center |

5 [ Type ] [
Coverage Area ]
1 [ AddCoverage ]
3
2.
3.
4
6 [ Type ] [ Perimeter ]
1. [OK]
2.
7 [ Overlays ] [ Coverage
Areas | [ Edit ]
8 [ Save ]
9 [ Overlays ] [ Coverage
Areas ] [ Delete ]
10
11 [ Save ]
RF
1 Cisco DNA Center [Design] > [Network Hierarchy]
2
3 [ Edit ]

. Cisco DNA Assurance 1330
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© oo N o

11
12

13
14

15
16

[

[

Cisco DNA Center

[ Overlays ]

Obstacle Creation ]

Heavy Door ] [

Add Obstacle ]

Obstacles ]
Light Wall ] [
[ Glass ]
RF
[
Save ]
[
[
[
Delete ]
(Save)]

Obstacle Creation ]

Obstacles ]

Save ]
Obstacles ]

[

Light Door

[

Cisco DNA Assurance

[ Add ]
Obstacle Type ]
[ Thick Wall ] [
1 [ Cubicle ]
Done ]
Overlays ] [ Edit ]
Overlays ] [
1330




1 Cisco DNA Center

Cisco DNA Center

[Design] > [Network Hierarchy]

2

30 Overlays ] [ Location Regions ] [
Add ]

4 [ L ocation Region Creation ] [
Inclusion Type ]

5 Add Location Region ]

6 1

7

8 7

9 [ (Save)]

1 Cisco DNA Center [Design] > [Network Hierarchy]

2

3 [ Edit ]

4 Overlays ] [ Location Regions ] [

Add ]

5 L ocation Region Creation ] [ Exclusion
Type ]

6 [ Location Region ]

7 1

8

. Cisco DNA Assurance

1.33.0



Cisco DNA Center

10 5 9
11 [ Save ]

10 Overlays ] [ Location Regions ] [
Edit ]

2 [ Save |

10 Overlays ] [ Location Regions ] [
Delete ]

2 [ Delete ]
[ (Save)]

w

Cisco DNA Center [Design] > [Network Hierarchy]

[ Edit ]
[ Rails ] [ Overlays | [ Add ]
[ Add Rail ]

g BB oW NN

Cisco DNA Assurance 1330 .




10
11

12
13

B w O

o N o o

10

11
12

(Save)]

(Save)]

[

Overlays ]

Save
Overlays ]

Cisco DNA Center

[Save

[

(Save)]

[

Overlays ]

Overlays ]

Save
Overlays ]

. Cisco DNA Assurance

]

]
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[

[

Rails ]

Rails ]

[Design] > [Network Hierarchy]

Edit ]
Markers |

Add Marker ]

Markers ]

Markers ]

[

[

[

[

[

Cisco DNA Center

Edit ]

Delete ]

Add ]

Edit ]

Delete ]



Cisco DNA Center

[ View Options ]
[ AccessPoints ] Sensor ] [
Overlay Objects ] [ Map Properties ] [
Global Map Properties ]
[
Access Point ]
[ On /[ Off ]
[ Access Points ]
o[ Display Label ] AP
| None ]
o[ Name ] AP
* [AP MAC AP MAC Address ] AP
o[ IP  Controller IP ]
IP

o[ MAC Radio MAC Address ] MAC
* [IP Address)
o[ Channel ] Cisco Radio [ Unavailable ]
o[ Coverage Holes ]

[ Unavailable ] monitor-only

[MonitorOnly]
o[ TX Power ] Cisco Radio 1

[ Unavailable ]

1000 AP
1 5 1230 1 1240 1100
1 8

Cisco DNA Assurance

1.33.0 .




* None

AP
AP

. Cisco DNA Assurance

Cisco DNA Center

Channel and Tx Power ]
Unavailable ]

Utilization ]
[Unavailable] monitor-only
[Monitor Only]
Tx Utilization ] TX
Rx Utilization ] Rx
Ch Utilization ]
Clients ]

Dual-Band Radios ] Cisco Aironet 2800 3800
XOR

Health Score ] AP

Heatmap Type ]

RF
RSSI AP
[ Heatmap Type ]
[ None ] [ Coverage ]
Coverage ]
% Heatmap Opacity (%) ] 0 100
dBm RSSI Cut off (dBm) ] RSSI
RSSI Cutoff -60 dBm  -90 dBm

% Map Opacity (%) ]

AP
RX

1.33.0



| Cisco DNA Center
View Options for Sensors .

View Options for Sensors

[ Sensors | [
Sensors |

* [Display Label]

* None
* [Name]

* [Sensor MAC Address] MAC

[ on [ Off ]

» Coverage Areas

* Markers
[ Map Properties ]
o[ Auto Refresh ]
[ Auto Refresh ]
[ None ] [1 Imin ] [2 2mins ] [5 5
mins ] [15 15 mins ]
[ Global Map Properties ]
o[ Unitof Measure ]
[ Feet ] [ Meters ]

Cisco DNA Assurance 1330 .




Cisco DNA Center

[ Filters ] [ Access Point ]
24GHz 5GHz 24 GHz 5GHz
. [ Add Rule ]
. [
Go ]
o[ Apply Filtersto List ]
[
Show Selected on Maps ]
AP
[ Filters ] [ Sensor ]
24GHz 5GHz 24 GHz 5GHz
. [ Add Rule ]
. MAC
. [
Go ]
o[ Apply Filtersto List ]

[Show Selected on Maps]

. Cisco DNA Assurance 1330



Cisco DNA Center

SISF

IP MAC
IP MAC
LLDP
IPDT

 LLDP Media Endpoint Discovery

71

Interval]

23
Cisco DNA Center

24

Inventory ]

NETCONF

20

SISF

SNMP

IPDT

500

[Settings] > [System Settings] > [Settings] > [Network Resync

Cisco DNA Assurance

1.33.0




Cisco DNA Center |

1 Cisco DNA Center [ Provision ]

2

3 [ Actions ] [ Inventory ]>[ Edit
Device ]
[ Edit Device ]

4 [Resync Interval]

[ Custom ] [ Global ] [ Disable ]
5[ Custom ] [ ]
25 1,440 24
6 [ Update ]
[ Inventory ]
Cisco DNA Center [ Provision ]

[Inventory]

. Cisco DNA Assurance 1330



Cisco DNA Center

17 : Inventory

Device
Name

* [Details] IP

« [Configuration] show running-config

(AP)

* [Interface] [Interface Name] [MAC Address]
[Status]

e [Stack] MAC
[Stack]

[Stack] [Switch Port] > [Neighbor Port]

[Stack] SVL [SVL Local] > [SVL Remote]
[Dad Interface Name]

¢ [Run Commands] CLI

« [View 360] 360 360

30

IP Address IP

Cisco DNA Assurance 1330 .




Cisco DNA Center

« [Supported] Cisco DNA Center
Cisco DNA
Center

« [Unsupported] Cisco DNA Center
Cisco
Cisco DNA Center
Cisco DNA Center

« [Third Party] /

Cisco TAC

Reachability
« [Connecting] Cisco DNA Center

« [Reachable] Cisco DNA Center CLI
Cisco

Cisco DNA Center CLI
Cisco

* [Authentication Failed] Cisco DNA Center

« [Unreachable] Cisco DNA Center

MAC MAC

[Image Version] Cisco I0S

. Cisco DNA Assurance 1330



Cisco DNA Center

Platform
Serial
Number
Uptime
Cisco DNA Center
Cisco DNA Center
* [Core]
* [Distribution]
« [Border Router]
[Assign] [Choose a Site]
[Save] About
Network Hierarchy 46
Cisco DNA Center
[Device Series] Cisco Catalyst 4500
[ Settings ]
Cisco DNA Center
Cisco DNA Assurance 13.3.0



https://www.cisco.com/c/en/us/support/cloud-systems-management/dna-center/products-maintenance-guides-list.html

Cisco DNA Center

Last Sync Status
« [Managed]

« [Partial Collection Failure]

[Information] i

* [Unreachable]

* [Wrong Credentials]

* [In Progress]

Cisco DNA Center
ROLE_ADMIN
[RBAC Scope] [ALL]
1 Cisco DNA Center [ Provision ]
2
3 [Actiong] [Inventory] > [Delete Device]
4 [OK]

. Cisco DNA Assurance 1330



| Cisco DNA Center

1 Cisco DNA Center
[Inventory]

3 [Actions]
[Assign Device to Site]

4 [Assign Device To Site]

[Choose a floor]
5 [Choose a floor]

Cisco DNA Center  Syslog SNMP
Syslog 2

[ Provision ]

[Provision] > [Assign Deviceto Site]

A

6 [ (Save)]
7 [Apply to All]
8 [Assign]
Cisco DNA Center Cisco ISE
Cisco ISE Cisco DNA Center
Cisco ISE
Cisco DNA Center 1.3 Cisco ISE NCP
1 GUI  Cisco ISE
Cisco ISE
1. NCP > [System Settings] > [Settings] > [Authentication and Policy Servers] Cisco ISE
2. CiscolSE NCP NDP
pxGrid
3. NDP NCP pxGrid
4. NCP pxGrid NDP

Cisco DNA Assurance 1330




. CiscoISE  Cisco DNA Center

5. ISE NDP

Cisco ISE  Cisco DNA Center

Cisco ISE  Cisco DNA Center

« Cisco ISE pxGrid

*CiscoISE CLI GUI

» Cisco DNA Center

\}

pxGrid

1.3

Cisco DNA Center |

pxGrid

Cisco DNA Center  Cisco ISE

CA
« Cisco DNA Center pxGrid

« Cisco ISE truststore.jks

CA

EKU

1 Cisco DNA Center
[ Collectors ]

2 [COLLECTOR-ISE]
[COLLECTOR-ISE]
[COLLECTOR-ISE]

3 [Current Configurations] [Click to configure]
[Authentication and Policy Servers]

4 Cisco ISE

ISE

Servers] Cisco ISE

1.33.0

. Cisco DNA Assurance

[Authentication and Policy Servers]

> [System Settings] > [Data Platform] > [Collector s

79

Cisco ISE
[Authentication and Policy
Cisco DNA Center



Cisco DNA Center

a) [System Settings] > [Settings]

b) [Anonymize Data]
[Anonymize Data]

c) [Enable Anonymization]

. MAC IP
» Cisco DNA Center 1.2.10 Cisco
DNA Center 1.3
[Discovery] [Discovery]
Cisco DNA Center AAA Cisco ISE
Cisco ISE AAA
« Cisco ISE AAA Cisco DNA Center
Cisco ISE
. Cisco ISE AAA
* AAA Cisco DNA Center AAA Cisco DNA
Center
* AAA Cisco DNA Center
 Cisco DNA Center AAA
IP IP
* Cisco ISE
1. Cisco ISE 2.3 Cisco ISE
Cisco ISE
2. Cisco ISE SSH
3. Cisco DNA Center Cisco ISE pxGrid
ERS
Cisco DNA Assurance 1.3.3.0




Cisco DNA Center |

N

Cisco ISE 2.4 pxGrid 2.0 pxGrid 1.0
pxGrid 2.0 Cisco ISE 4 pxGrid
Cisco DNA Center 2
pxGrid

4, Cisco ISE GUI  Cisco ISE

5. Cisco DNA Center  Cisco ISE
Cisco ISE Cisco DNA Center IP

6. Cisco DNA Center  Cisco ISE
Cisco DNA Center  Cisco ISE

7. Cisco DNA Center  Cisco ISE ping IP
8. Cisco ISE SAN Cisco ISE
IP FQDN
9. SAN
IP
10. CiscoISE  pxGrid Cisco DNA Center
pxGrid
1 Cisco DNA Center > [System Settings] > [Settings] > [Authentication and Policy Servers]
2 [Add]
3 AAA
* [Server IP Address] AAA IP
* [Shared Secret] 128
4 AAA Cisco ISE [Cisco ISE Server] [Off]
Cisco ISE [Cisco ISE Server] [On]
* [Cisco ISE] Cisco ISE [Cisco ISE]
Cisco ISE

« [Username] Cisco ISE CLI

. Cisco DNA Assurance 1330



Cisco DNA Center

e [Password] CLI
* [FODN] Cisco ISE FQDN
* Cisco ISE  [Administration] > [Deployment] > [Deployment Nodes] > [List]
FQDN
. FQDN Cisco ISE FQDN CN
Subject Alternative Name SAN
FQDN 2
hostname.domainname.com
Cisco ISE FQDN ise.cisco.com
« [Subscriber Name] Cisco ISE pxGrid pxGrid
acme Cisco DNA Center Cisco ISE
*[SSH Key] SSH Base64 Diffie-Hellman Cisco
ISE SSH Cisco ISE CLI show crypto
authorized keys show crypto host_keys
* [Virtual IP Address(es)] Cisco ISE PSN
IP PSN 6

IP

Cisco ISE  Cisco DNA Center 2

[Authentication And Policy Servers] [System 360]
Cisco ISE

« [Authentication and Policy Servers]

* [System 360]

pxGrid
« [Authentication and Policy Servers]

« [System 360] PXGRID

ISE [FAILED]
[Retry] ISE

5 [View Advanced Settings]
* [Protocol] [TACACS] [RADIUS] [RADIUS]

Cisco DNA Assurance 1330 .




Cisco DNA Center |
Syslog SNMP Netflow

Cisco ISE [TACAS] Cisco ISE

* [Authentication Port] AAA

UDP 1812
« [AccountingPort] AAA
UDP 1813
o [Port] TACAS 49
* [Retries] Cisco DNA Center AAA
3
* [Timeout] AAA
4

6 [Add]
7 2 6

Syslog SNMP Netflow

1
47
2 Syslog SNMP Netflow IP
a) Cisco DNA Center [Design] > [Network Settings] > [Network]
b) [SYSLOG Server] Syslog IP

[Cisco DNA Center as syslog server]

Syslog [Device 360] Syslog

c) [SNMP SNMP Server ] SNMP IP

[Cisco DNA Center as snmp server]

d) [Time Zone]

. Cisco DNA Assurance 1330



Cisco DNA Center

Syslog  SNMP Netflow B
e) [Message of the day (MOTD)] MOTD
MOTD 40 80
#
MOTD [MOTD]
Cisco DNA Center
77
TQ
a) [Design] > [Network Settings] > [Network] [Network Telemetry]
b) [ Site View ]
c)
d) [Actions]
 [Maximal Visibility] Syslog 6
* [Optimal Visibility] Syslog 6
NetFlow [Design] > [Network Settings] > [Network] [Add
Servers]
[ Add Servers ]
a) [NetFlow Collector] NetFlow Collector [Network]
b) [NetFlow NetFlow Collector Server ] NetFlow IP
c) [ (Save)]
Syslog SNMP NetFlow

crypto pki trustpoint DNAC-CA
enrollment mode ra

enrollment terminal

usage ssl-client

revocation-check crl none

1

1
crypto pki certificate chain DNAC-CA
certificate ca 009156FDDCC160F24A

Cisco DNA Assurance 1330 .




Cisco DNA Center |
Syslog SNMP Netflow

308202F7 308201DF A0030201 02020900 9156FDDC C160F24A 300D0609 2A864886
F70D0101 0B050030 12311030 OE060355 04030C07 6B756265 2D636130 1E170D31
38303530 33303035 3932335A 170D3231 30313237 30303539 32335A30 12311030
OE060355 04030C07 6B756265 2D636130 82012230 0D06092A 864886F7 0D010101
05000382 010F0030 82010A02 82010100 D04771BO 47DF3C65 26AF54CB 32D606B0O
CB9C6023 8CD6FDDD 5E26A340 715F506D AEF2BF13 37D9BA1C C79577A9 1800424F
5FE5C49C 5694E6E2 A53EFE15 8AC8A186 161A8D88 D44F2F66 BD9D3142 743D20BA
31DF43A5 E46ES5EOB EEACE9BF 68280E1A 80622500 9D031B15 9FD45E18 121C2726
69B7D768 8EDAC319 7CDBF68C 137A5676 8EE7D5C5 71B34592 CAD1A4B8 590DC27A
A8172A76 104COE50 1EOF1DOC 2E649C5B 734E5COF 0453E248 36937F5E 486191C3
65667BC9 9393B864 C0674594 9194EFAE C2B4845E 1ACCEB3F 82FE0C48 1548136C
53015248 OFF8DEA5 3F4281BB 79A3183A 22E76AAF 20D91016 94CC9339 BF2F9C4A
3D345E2F 8DDCOEA3 453D5FEB 670C9F6B 02030100 01A35030 4E301D06 03551DOE
04160414 63528371 86225027 1A79B16E D2645368 929A96CO 301F0603 551D2304
18301680 14635283 71862250 271A79B1 6ED26453 68929A96 C0300C06 03551D13
04053003 0101FF30 0D0O6092A 864886F7 0D01010B 05000382 01010094 5751DB9B
6C460EBO 892A32F2 450AAEFB 5C7D41AA 8E7CCD3D ECE78771 F3AD1CA2 76444620
90CAB088 BEO7A2ED A2D13325 019568BB F1FE9EAC 123A6A7F C81277D5 74556B3B
4BBD6691 785EB7CD 581A95F0 8306101D 54AE51D0 02DB7F32 C210A14E 449A1F57
02815C71 EBA53C33 1828B08D 4CCE3707 1FE4B867 5A88E1A2 9ESE106A 87F43E69
37234473 FOOE1773 733CAF76 E5807A00 158F6501 E1B45537 17E3F2BE BBC520D0
C54EEO06C B18A30F1 AC4D1A2E 809DFFBO B282E318 18C95393 23A13FA8 45DBC79D
01A90F87 C9262FDB DDF258AD 86E70B64 1426B072 3F31BAD8 14F4CAC5 FC039912
E288A1CF 5F2EC94C EDOB820B 3AF84E3F 32C501F3 5E71A656 BEABE3
quit

interface GigabitEthernetl/0/2

ip device tracking maximum 10

1

interface GigabitEthernetl/0/3

ip device tracking maximum 10

flow exporter 10.4.48.218
destination 10.4.48.218

L

snmp-server community cisco RO
snmp-server community ciscol23 RW
1

logging host 7.7.7.7
1

snmp-server community ciscol RO

snmp-server enable traps snmp authentication linkdown linkup coldstart warmstart

snmp-server enable traps flowmon

snmp-server enable traps transceiver all

snmp-server enable traps call-home message-send-fail server-fail

snmp-server enable traps rf

snmp-server enable traps memory

snmp-server enable traps wireless bsnMobileStation bsnAccessPoint bsnRogue bsn80211Security bsnAutoRF

bsnGeneral S1 mobility mfp RRM AP rogue client
snmp-server enable traps cpu threshold
snmp-server enable traps tty
snmp-server enable traps eigrp
snmp-server enable traps ospf state-change
snmp-server enable traps ospf errors
snmp-server enable traps ospf retransmit
snmp-server enable traps ospf Isa
snmp-server enable traps ospf cisco-specific state-change nssa-trans-change
snmp-server enable traps ospf cisco-specific state-change shamlink interface
snmp-server enable traps ospf cisco-specific state-change shamlink neighbor
snmp-server enable traps ospf cisco-specific errors
snmp-server enable traps ospf cisco-specific retransmit
snmp-server enable traps ospf cisco-specific Isa
snmp-server enable traps auth-framework sec-violation
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snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server

Cisco DNA Center

enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable

traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps

Syslog SNMP Netflow

flash insertion removal

power-ethernet group 1

power-ethernet police

energywise

vitp

vlancreate

vlandelete

license

envmon fan shutdown supply temperature status
stackwise

port-security

fru-ctrl

entity

trustsec-sxp conn-srcaddr-err msg-parse-err conn-config-err binding-err

conn-up conn-down binding-expn-fail oper-nodeid-change binding-conflict

snmp-server enable traps trustsec-server radius-server provision-secret

snmp-server enable traps trustsec authz-file-error cache-file-error keystore-file-error
keystore-sync-fail random-number-fail src-entropy-fail

snmp-server enable traps trustsec-interface unauthorized sap-fail authc-fail supplicant-fail authz-fail

snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server

snmp-server
1

enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
host 8.

traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
traps
8.8.8

trustsec-policy peer-policy-updated authz-sgacl-fail
bgp cbgp2

cef resource-failure peer-state-change peer-fib-state-change inconsistency
config-copy

config

config-ctid

event-manager

hsrp

ipmulticast

isis

local-auth

msdp

ospfv3 state-change

ospfv3 errors

pim neighbor-change rp-mapping-change invalid-pim-message
vstack

bridge newroot topologychange

stpx inconsistency root-inconsistency loop-inconsistency
syslog

ipsla

ike policy add

ike policy delete

ike tunnel start

ike tunnel stop

ipsec cryptomap add

ipsec cryptomap delete

ipsec cryptomap attach

ipsec cryptomap detach

ipsec tunnel start

ipsec tunnel stop

ipsec too-many-sas

errdisable

mac-notification change move threshold
vlan-membership

bulkstat collection transfer

vrfmib vrf-up vrf-down vnet-trunk-up vnet-trunk-down
public

ip http client source-interface GigabitEthernetl/0/1
1

ip ssh source-interface GigabitEthernetl/0/1

Sydog SNMP

crypto pki trustpoint DNAC-CA
enrollment mode ra

NetFlow
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Syslog SNMP Netflow

enrolIment terminal
usage ssl-client
revocation-check crl none
1
crypto pki certificate chain DNAC-CA
certificate ca 00D97DCBDFA3EB517E
308202F7 308201DF A0030201 02020900 D97DCBDF A3EB517E 300D0609 2A864886
F70D0101 OB050030 12311030 OE060355 04030C07 6B756265 2D636130 1E170D31
38303531 35303531 3131375A 170D3231 30323038 30353131 31375A30 12311030
OE060355 04030C07 6B756265 2D636130 82012230 OD0O6092A 864886F7 0D010101
05000382 010F0030 82010A02 82010100 A68A3FCD 5423262C CD10E16B A0517BCF
17E085F5 705B26E1 7B1251F2 353CB489 A049FB68 OOE65F21 C15E14B5 DS5EFF90C
8B78CBC1 9F749819 466E5924 0B1780F2 4B31CDA3 1EOEEDS5D FFF4D29F FE935413
DAD2DB46 9778ACD8 44FC1AD8 9042BE47 11ED9E29 97D9B4C9 E51C3767 98AE61BO
38254DAB F4417F8B AE80695E 5236D36C 47052F02 E2E234A6 564D71D4 44F09D98
C1B5BF3B CDED2108 DA04C6B0 7E9A8EES 036F4913 575C1567 97EEC40A AAS53E91A
7TE4AE2419 D990E031 4E40F561 F766A4E2 B76B4281 E95AB7BA 01F6A42C 1EF040BD
97358EBC 9A9BC46F C127DE3E FA1841F9 41B45392 4E546AE3 396D1D25 4B2DD897
6D5CD7AF 6E342548 2CF1BA48 DAA51C21 02030100 01A35030 4E301D06 03551DOE
04160414 A811B663 0573E872 B4913BEF 698A2405 9A92D2F5 301F0603 551D2304
18301680 14A811B6 630573E8 72B4913B EF698A24 059A92D2 F5300C06 03551D13
04053003 0101FF30 0OD0O6092A 864886F7 0D01010B 05000382 0101007B 67E62397
B47E806D 57E5F75B 18F567A5 1373EO5E FB381F07 OF306852 A3DF1048 AB3DOF2C
2CE40F77 8251F171 1B82E671 OBAODCO5 4694DA48 D13BCAFC 1482BOAl1 6ECD607F
EBO3C9B9 A6BB99C3 649E1957 DD48EOE5 60FDEF22 E468997B 77BB91AB 4CC4B319
1A21C571 804AEC36 BEC14C8F 78D1C133 E65B5D18 F4E310B6 3353EF73 511189CF
CF47C243 8D40A0B3 738BB94E E6434F74 D20D3E99 DOE96858 B25DCOC7 08CAF030
AE7A68C6 F9BC351C 97FEDFOE 76525B07 60E13693 583BACOB 7AFB3DA4 8EF24861
FAC8B688 OFB24D79 3E16B380 38A39B82 AD8D566B 16883040 A5415C5D 82E6C1BF
AEDEBE91 12F4208B 88C9FC28 3A12B3EE 7EDFBA7B 588C355C D94B29
quit
1
flow exporter 10.4.48.218
destination 10.4.48.218
1
snmp-server community cisco RO
snmp-server community ciscol23 RW
1
logging host 7.7.7.7
snmp-server enable traps snmp authentication linkdown linkup coldstart warmstart
snmp-server enable traps vrrp
snmp-server enable traps pfr
snmp-server enable traps flowmon
snmp-server enable traps dsl
snmp-server enable traps entity-perf throughput-notif
snmp-server enable traps ds3
snmp-server enable traps call-home message-send-fail server-fail
snmp-server enable traps tty
snmp-server enable traps eigrp
snmp-server enable traps casa
snmp-server enable traps ospf state-change
snmp-server enable traps ospf errors
snmp-server enable traps ospf retransmit
snmp-server enable traps ospf Isa
snmp-server enable traps ospf cisco-specific state-change nssa-trans-change
snmp-server enable traps ospf cisco-specific state-change shamlink interface
snmp-server enable traps ospf cisco-specific state-change shamlink neighbor
snmp-server enable traps ospf cisco-specific errors
snmp-server enable traps ospf cisco-specific retransmit
snmp-server enable traps ospf cisco-specific Isa
snmp-server enable traps license
snmp-server enable traps smart-license
snmp-server enable traps cef resource-failure peer-state-change peer-fib-state-change inconsistency
snmp-server enable traps memory bufferpeak
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snmp-server enable traps config-copy

snmp-server enable traps config

snmp-server enable traps config-ctid

snmp-server enable traps dsp card-status

snmp-server enable traps dsp oper-state

snmp-server enable traps dsp video-usage

snmp-server enable traps dsp video-out-of-resource

snmp-server enable traps fru-ctrl

snmp-server enable traps entity

snmp-server enable traps event-manager

snmp-server enable traps frame-relay multilink bundle-mismatch
snmp-server enable traps frame-relay

snmp-server enable traps frame-relay subif

snmp-server enable traps hsrp

snmp-server enable traps ip local pool

snmp-server enable traps pppoe

snmp-server enable traps cpu threshold

snmp-server enable traps syslog

snmp-server enable traps I2tun session

snmp-server enable traps 12tun pseudowire status

snmp-server enable traps atm subif

snmp-server enable traps pki

snmp-server enable traps ethernet evc status create delete
snmp-server enable traps ether-oam

snmp-server enable traps ethernet cfm cc mep-up mep-down cross-connect loop config
snmp-server enable traps ethernet cfm crosscheck mep-missing mep-unknown service-up
snmp-server enable traps entity-state

snmp-server enable traps entity-qfp mem-res-thresh throughput-notif
snmp-server enable traps adslline

snmp-server enable traps vdsl2line

snmp-server enable traps flash insertion removal lowspace
snmp-server enable traps srp

snmp-server enable traps entity-diag boot-up-fail hm-test-recover hm-thresh-reached scheduled-test-fail
snmp-server enable traps isdn call-information

snmp-server enable traps isdn layer2

snmp-server enable traps isdn chan-not-avail

snmp-server enable traps isdn ietf

snmp-server enable traps cnpd

snmp-server enable traps bfd

snmp-server enable traps otn

snmp-server enable traps ipsla

snmp-server enable traps sonet

snmp-server enable traps dlsw

snmp-server enable traps resource-policy

snmp-server enable traps stpx inconsistency root-inconsistency loop-inconsistency
snmp-server enable traps c3g

snmp-server enable traps LTE

snmp-server enable traps vtp

snmp-server enable traps vlancreate

snmp-server enable traps vlandelete

snmp-server enable traps firewall serverstatus

snmp-server enable traps trustsec-sxp conn-srcaddr-err msg-parse-err conn-config-err binding-err
conn-up conn-down binding-expn-fail oper-nodeid-change binding-conflict
snmp-server enable traps lisp

snmp-server enable traps aaa_server

snmp-server enable traps dhcp

snmp-server enable traps auth-framework sec-violation

snmp-server enable traps pw vc

snmp-server enable traps mpls rfc ldp

snmp-server enable traps mpls ldp

snmp-server enable traps mpls rfc traffic-eng

snmp-server enable traps mpls traffic-eng

snmp-server enable traps mpls fast-reroute protected

snmp-server enable traps rsvp
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snmp-server enable traps ipmulticast

snmp-server enable traps msdp

snmp-server enable traps pim neighbor-change rp-mapping-change invalid-pim-message

snmp-server enable traps mvpn

snmp-server enable traps pimstdmib neighbor-loss invalid-register invalid-join-prune rp-mapping-change

interface-election
snmp-server enable traps isis
snmp-server enable traps bgp cbhgp2
snmp-server enable traps ospfv3 state-change
snmp-server enable traps ospfv3 errors
snmp-server enable traps nhrp nhs
snmp-server enable traps nhrp nhc
snmp-server enable traps nhrp nhp
snmp-server enable traps nhrp quota-exceeded
snmp-server enable traps ike policy add
snmp-server enable traps ike policy delete
snmp-server enable traps ike tunnel start
snmp-server enable traps ike tunnel stop
snmp-server enable traps ipsec cryptomap add
snmp-server enable traps ipsec cryptomap delete
snmp-server enable traps ipsec cryptomap attach
snmp-server enable traps ipsec cryptomap detach
snmp-server enable traps ipsec tunnel start
snmp-server enable traps ipsec tunnel stop
snmp-server enable traps ipsec too-many-sas
snmp-server enable traps gdoi gm-start-registration
snmp-server enable traps gdoi gm-registration-complete
snmp-server enable traps gdoi gm-re-register
snmp-server enable traps gdoi gm-rekey-rcvd
snmp-server enable traps gdoi gm-rekey-fail
snmp-server enable traps gdoi ks-rekey-pushed
snmp-server enable traps gdoi gm-incomplete-cfg
snmp-server enable traps gdoi ks-no-rsa-keys
snmp-server enable traps gdoi ks-new-registration
snmp-server enable traps gdoi ks-reg-complete
snmp-server enable traps gdoi ks-role-change
snmp-server enable traps gdoi ks-gm-deleted
snmp-server enable traps gdoi ks-peer-reachable
snmp-server enable traps gdoi ks-peer-unreachable
snmp-server enable traps bulkstat collection transfer
snmp-server enable traps alarms informational
snmp-server enable traps ethernet cfm alarm
snmp-server enable traps rf
snmp-server enable traps transceiver all
snmp-server enable traps mpls vpn
snmp-server enable traps mpls rfc vpn
snmp-server enable traps vrfmib vrf-up vrf-down vnet-trunk-up vnet-trunk-down
snmp-server host 8.8.8.8 public

ip http client source-interface GigabitEthernet0/0/1
L
ip ssh source-interface GigabitEthernet0/0/1

Syslog SNMP NetFlow

config snmp community create cisco

config snmp community create ciscol23

config snmp community mode enable cisco

config snmp community ipaddr 0.0.0.0 0.0.0.0 cisco
config snmp community mode enable ciscol23

config snmp community accessmode rw ciscol23

config snmp community ipaddr 0.0.0.0 0.0.0.0 ciscol23
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config network assurance server idtoken 1 6b5af7c9808a0blb7824fc9a801b5478
de751722396b0fe0b221b3be71f3a94ef2fe0716 16 88664b59c40elf1f2fFcl14097897ed620000000
config network assurance server url https://10.4.48.132

config network assurance on-change enable

config flow create exporter 10.4.48.218 10.4.48.218 port 6007
config logging level critical

config logging syslog level 2

config logging syslog facility syslog

config logging syslog host 7.7.7.7

config snmp trapreceiver create 8.8.8.8 8.8.8.8

config snmp trapreceiver ipsec profile none 8.8.8.8

config snmp trapreceiver mode enable 8.8.8.8

config trapflags client enhanced-802.11-deauthenticate enable
config trapflags client enhanced-802.11-associate enable
config trapflags client max-warning-threshold enable

config trapflags client 802.11-authfail disable

config trapflags client 802.11-associate disable

config trapflags client 802.11-disassociate disable

config trapflags client authentication disable

config trapflags client webauthuserlogout enable

config trapflags client 802.11-deauthenticate disable

config trapflags client neighborclientsignal disable

config trapflags client webauthuserlogin enable

config trapflags client 802.11-assocfail disable

config trapflags client excluded enable

config trapflags client enhanced-802.11-stats enable

config trapflags client enhanced-authentication enable

config trapflags client nac-alert enable

config trapflags client enhanced-802.11-disassociate-stats disable

Cisco Al Network Analytics

Cisco Al Network Analytics Cisco DNA Center

« Cisco DNA Center Cisco DNA Advantage

Al Cisco DNA Advantage
< Al
Cisco Digital Network Architecture Center
. HTTP HTTPS

TCP 443

* [api.usel.prd.kairos.ciscolabs.com]
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https://www.cisco.com/c/en/us/support/cloud-systems-management/dna-center/products-maintenance-guides-list.html

Cisco DNA Center
. Cisco Al Network Analytics

» [api.eucl.prd.kairos.ciscolabs.com] EU

1 Cisco DNA Center > [System Settings] > [Settings] > Al

[Al SIP MWI notification mechanism ]

6 : [Al Network Analytics]

Al Network Analytics

Using Al and Machine Learning, Al Network Analytics drives intelligence in the network, empowering administrators
to accurately and effectively improve performance and issue resolution. Al Network Analytics eliminates noise and
false positives significantly by learning, modeling and adapting to your specific network environment.

Recover from a config file
. Cisco Al Network Analytics

1. [Recover from a config file]

[Restore Al ]

3. [Restore]

Cisco Al Network Analytics [Success]
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Cisco Al Network Analytics B

7 [Success]

Success &

You have successfully onboarded Al

Network Analytics!

« Cisco Al Network Analytics
1. [Configure]

2. [Where should we securely store your data?] [Europe
(Germany)] [US East (North Virginia)]
[Testing cloud connectivity...]
[Testing cloud connectivity...] [Cloud connection
verified]
3 (Next)]
[terms and conditions]
4. [Accept Cisco Universal Cloud Agreement]
[Enable]
Cisco Al Network Analytics [Success]
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Cisco DNA Center

. Cisco Al Network Analytics

8: [Success]

Success

You have successfully onboarded Al Network Analytics! You are about to
download the configuration file that enables Al Network Analytics. This
contains the key used for your data in the cloud. Please treat this
confidentially and keep this in a secure location. Access to this configuration
should be controlled.

3 [Success] [Okay]
Al [Cloud Connection]

4 Al [Download Configuration]

Cisco Al Network Analytics 92

Cisco Al Network Analytics

Cisco Al Network Analytics Cisco Al Network Analytics
Al
Cisco Al Network Analytics

1 Cisco DNA Center I+ > [System Settings] > [Settings] > Al
[Al SIP MWI notification mechanism ]
2 [Cloud Connection] x
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9: [Al Network Analytics]

Al Network Analytics

Using Al and Machine Learning, Al Network Analytics drives intelligence in the network, empowering administrators
to accurately and effectively improve performance and issue resolution. Al Network Analytics eliminates noise and
false positives significantly by learning, modeling and adapting to your specific network environment.

Cloud Connection

X

Cloud Data Storage
Europe (Germany)

Download configuration file

3 [Update]
4 Cisco Al Network Analytics Cisco Technical Response Center
TAC
5 [Download configuration file]
MRE
Cisco DNA Center
1 Cisco DNA Center [System Settings] > [Settings] >

[M achine Reasoning]
[Machine Reasoning]
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10 : [Machine Reasoning]

Machine Reasoning

o Successfully Connected. X

Dynamic updates to the Machine Reasoning Knowledge Base can immediately apply new Cisco expertise to identify security issues and improve automated analysis.
Click here to download the latest available knowledge base.

KNOWLEDGE BASE INFORMATION ( Import from local or Import Latest from Cisco )

Version 7.31.75.210268

Last Published At Aug 5, 2019 10:30 PM

AUTO UPDATE

Frequency Every Day
Next Attempt Aug 9, 2019 5:00 PM
2 Cisco DNA Center [Auto Update]

[Frequency] [Next Attempt]
Cisco DNA Center

o Successfully Connected.

. Cisco DNA Center

Dynamic updates to the Machine Reasoning knowledge base can immediately apply new Cisco
expertise to identify security issues

and improve automated analysis.

Click here to download the latest available knowledge base.

[Opening mre_workflow_signed]

2. [OK]

3. Cisco DNA Center
[Import from local]

. Cisco DNA Center [Import
Latest from Cisco] [Success]
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Cisco DNA Center GUI

\}

REST API
1
» Google Chrome
1 : [Settings]
2. [Advanced]
3. [Languages] > [Language] [Add languages] >
[Add languages]
4. [Chinese] [Japanese] [Korean] [Add]
* Mozilla Firefox
1 - [Options]
2. [Language and Appearance] > [Language] > [Search for more languages]
[Firefox Language Settings]
3. [Selectalanguage to add] [Chinese] [Japanese] [Korean]
4. [OK]

2 Cisco DNA Center
GUI
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11:

SIir
CISCO

Cisco DNA Center
Zy hT—4 D%, @8k, R

IJ~HH"
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1 Cisco DNA Center

Cisco DNA Assurance 1.3.3.0 .




[ Overall Health ]

12 : [Overall Health]

Cisco DNA Center DESIGN POLICY
Dashboards v Manage v

Overall Health

Location: Global

Network Devices

LATEST 58% teatny @ TOTAL: 12

PROVISION

ASSURANCE PLATFORM

Wired Clients

LatesT = — % Heany ) CONNECTED: 0

Wireless Clients

Last 24 hours ~/ Actions

v = > 4 —
75 > - e =
Router Core Distribution Access Wireless Access 60
Controller Point LATEST % ooty @ ACTIVE:S
Ao 0%
View Network Health View Client Healt
Top 10 Issue Types
Priority « Issue Type Device Role Category Issue Count Site Count (Area) Device Count Last Occurred Time
ACCESS POINT Availability 5 0 1 Aug 1,2019 1:09 pm
P3 ACCESS POINT Utilization 22 1 1 Aug 1, 2019 2:55 pm

2 [Overall Health]

[Overall Health]

[Last 24 hours]

[Last 3 hours] [Last 24 hours]

[Last 24 hours]

[last 7 days]

Actions

[Edit Dashboards]

251

256

3 [Location]

. Cisco DNA Assurance
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[Location]
<> Show [Location] [Location]
Hide
= [Hierarchical Site View]
[Building View]
n [Overall Health Map]
1 10
10 0
[Overall Health Summary
[Overall Health Summary]
[ Network Score
Network Devices ]
126
Device Category Health Score [Router] [Core]
[Distribution] [Access] [Controller] [Access Point])
[Fabric Domain] [Fabric Edge] [Fabric
Border] [Fabric Control Plane]
[View Network Health] [Network Health]
101
[Wired Clients]  [Wireless
Clients] [Wired] [Wireless ]
151
[View Client Health] [Client Health]
133

Cisco DNA Assurance 1330 .




[Top 10 Issue Type]

[Top 10 Issues]

10
P1
. [Status]
1. [Status]
2.
3. [Confirm]

[View All Issues]

[Resolve]

[Ignore]

[Open Issues]

260

. Cisco DNA Assurance

1.33.0




101

120

119

» Enable SNMP Collector Metrics for Fabric Devices 123

KPI

101
110

126

Cisco DNA Assurance
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1 Cisco DNA Center
[Overall Health]

2 [Dashboards] > [Health] > [Network Health]
[Network Health]

13 [Network Health]

Cisco DNA Center DESIGN POLICY PROVISION ASSURANCE PLATFORM O a m 5 o ®
——
Dashboards v Manage v
Network Health ©) 24 Hours: Jul 30, 9:05 am — Jul 31, 9:10 am All Domains v Actions
_ . 9:05a 9:10a
| L
& AMAN A A A MY W AA A A
=4 I 7777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777
2p ap P 5 3 2 4 3 [0}

Location: Global = % N => Show

LATEST  TREND

Network Devices

6 4 % @

Healthy Network Devices Core (0)

TOTAL DEVICES 1 Distribution (0)

Monitored n Acce!

ey Wireless Controller (5) [
Unhealthy 4
T i Access Points (6) I I i|GH INTERFERENCE | +4 more
20 40 60 B8O

3 [Network Health]
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[Network Health]

1 [3 Hours] [24 Hours]

[7 days ]

2. [ Start Date ] [ EndDate ]

3. [Apply]

[All Domains]

[Fabric Domains]

[All Domains]

[Fabric Domains] [Hierarchical Site View]  [Building View]

[All Domains]
121
121
Cisco Digital

Network Architecture Center

Actions [Edit Dashboards]
256

251
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[Network Health]

40%
1. @
2. #
3. [Network Health Threshold]
4. | (Save)]
[Network Device Summary]  [Health Score]
4 [Location]
[Location]
<> Show [Location] [Location]

[Hierarchical Site View]  [Building View]

. Cisco DNA Assurance

[Apply]
[Network Health]
[Fabric Domains] [Hierarchical Site View]  [Building View]
[All Domains]
1330




[Location]

. [Network Topology]
IP
360
[ 360 View Details 360 ]
n Network Health Map
1 10
10 0
[Network Devices Health Summary]
Cisco DNA Assurance 13.3.0




[Network Device Health Summary]

[Network Device Health
Summary]
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[Network Device Health Summary]
2
* [Latest] 2
126
5
KPI
CPU
[Access] [Core]
[Distribution] [Router] [Wireless Controller] [Access Point]
[
FabricEdge ] [
FabricBorder ] [
Fabric Control Plane ] [
Fabric Wireless ]
. [Trend]
& 1 3
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[Network Device Health Summary]

4 7
o 8 10
[ View Details ] |[View Details]
6 [Top APs Up/Down] [Top N APs by Client Count] [Top N APs with High Interference]
[Total APs Up/Down]
AP AP AP
15 24

[View Details]

[Top N APs by Client Count]

AP
15 24
[View Details]

[Top N APs with High Interference]

AP 2.4 GHz 5 GHz
15 24
[View Details]

7 [Network Devices]
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[Networks Devices]

[DEVICE]

 [Unmonitored]

[TYPE] [All] [Access] [Core] [Distribution] [Router] [WLC] [AP]

[OVERALL HEALTH]

* Poor 1 3
* Fair 4 7
» Good 8 10

[Network Devices]

KPI

[Overall Health Score]
KPI
KPI

KPI CPU

[Reachability]
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[Networks Devices]
[Device 360] [ Device ]

360
[Device 360]

1 Export Csv [Export]
1. -
2.
3. [Apply]

1  Cisco DNA Center
[Overall Health]

2 [Dashboards] > [Health] > [Network Health]

[ Network Health ]
3
o[ Network Devices ] [ Device ]
o[ Search ] IP MAC
[Client 360] 360
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14: 360 Device 360 ]

Cisco DNA Center DESIGN poLIcY PROVISION ASSURANCE PLATFORM e

Network Healt

Device 360 24 Hours: Jul 30, 9:22 am — Jul 31, 8:22 am

ntelligent Capture  View Details

110® AP eventview-row13-rack17

©
I |
. o
Issues Physical Neighbor Topology Path Trace Device Connectivity RF
v Issues (1)
Y Physical Neighbor Topology
a) [3 hours] [24 hours] [7 days]
b)
c) [Apply]
[Intelligent Capture]
RF
240
AP [Intelligent
Capture] AP AP [Network
Health]

CPU

* [Switch]

127
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Cisco StackWise Virtual

(SVL) DAD Cisco StackWise
Virtual 125
* [Router] CPU
128
*[AP] AP CPU
AP 129

* [Wireless Controller] WLC

MBufs WQE
130
1 10 10
0
® 1 3
4 7
@ 8 10
0
! IP
HA IP MAC
[Device 360]
Cisco StackWise Virtual [Stack Status: Stackwise Virtual]  [Stackwise Virtual
Domain] 2
8
[View Details]

9

* [Health] 5

KPI KPI
1
1
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1
[Issues] [Connectivity]
* [Events]
5 5
10
1. [Status] [Resolve]
2. [Resolved Issues]
1. [Status] [Ignore]
2.
3. [Confirm]
4. [Ignored Issues]
259
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[View Devices List]

* [Onboarding] [Search]
AP 360 2 GHz 5 GHz 2
AP
AP
=
Cisco StackWise Virtual &=
Cisco StackWise Virtual
* [For APs]
RF
Radio Resource Management
« [For switches and routers]
syslog /
syslog
syslog
Syslog 118
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Run New Path Trace ]

IP
Switched STP ECMP Routed TraceRoute

157

161
167
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KPI
* [Device Info] CPU

* [Connectivity]
AP

* [Traffic] Mbps
Tx

Rx TX

* [Client Count]

* [Link Error]

AP

* [RF]
AP

* [Interface]

[Link Speed]

Cisco DNA Assurance

[All] [Access] [Auto] [Routed] [Trunk] [SVL]

[Interface Availability] [Utilization]

Rx

AP

[DAD]
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Syslog

[Error] 5
* [Fabric] KPI
* [StackWise Virtual] Cisco StackWise Virtual ID MAC
Cisco StackWise Virtual

Syslog
[Device 360] [Event Viewer]
syslog
2
OSPF-5-0SPF-5-ADJCHG SW_MATM-4-MACFLAP_NOTIF
I FDAMP 5-UPDOWN MAC_LIMIT-4-PORT_EXCEED
BGP-5-ADJCHANGE MAC_LIMIT-4-VLAN_EXCEED
DUAL-5-NBRCHANGE IGMP-6-1GMP_GROUP_LIMIT
BGP-5-ADJCHANGE-bfd SPANTREE-5-ROOTCHANGE
CLNS-5-ADJCHANGE UDLD-4-UDLD_PORT_DISABLED
LDP-5-NBRCHG-TDP PM-4-ERR_DISABLE
LDP-5-NBRCHG-LDP CDP-4-DUPLEX_MISMATCH
CDP-4-NATIVE_VLAN_MISMATCH L INK-5-CHANGED
LISP-4-LOCAL_EID_RLOC_INCONSISTENCY | PORT-5-1F_DOWN
LISP-4-LOCAL_EID _NO_ROUTE PORT-5-1F_UP
LISP-4-CEF_DISABLED
LISP-4-LOCAL_EID _MAP_REGISTER FAILURE
LISP-4-MAP_CACHE WARNING THRESHOLD REACHED
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SYS-5-CONFIG_I

SYS-5-RELOAD

SYS-5-RESTART

OIR-6-1INSCARD

OIR-6-REMCARD

OIR-SP-6-INSCARD

OIR-SP-6-REMCARD
PLATFORM_STACKPOWER-6-CABLE_EVENT
PLATFORM_STACKPOWER-6-LINK_EVENT
PLATFORM_STACKPOWER-4-TOO_MANY_ERRORS
PLATFORM_STACKPOWER-4-VERSI10ON_MISMATCH
PLATFORM_STACKPOWER-4-UNDER_BUDGET
PLATFORM_STACKPOWER-4-INSUFFICIENT_PWR
PLATFORM_STACKPOWER-4-REDUNDANCY_LOSS
I LPOWER-5-POWER_GRANTED

I LPOWER-5-LINKDOWN_DISCONNECT
ILPOWER-5-1EEE_DISCONNECT
ILPOWER-5-INVALID_IEEE_CLASS

I LPOWER-4-LOG_OVERDRAWN
ILPOWER-5-CLR_OVERDRAWN

KPI
KPI

1 Cisco DNA Center
[ Overall Health ]

2 [Manage] > [Health Score Settings]
[Health Score]
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KPI

4 [KPI Name] KPI
KPI
5 KPI
a) KPI
b) KPI [Included in Device health Score]
KPI
1 KPI
KPI KPI
NA
C) [View Default Setting] [ Use default]
- HE
1
1
/
Cisco DNA Center
1330
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w N

~N o o1 &

Cisco DNA Center

Cisco DNA Center

LAN

Cisco Integrated Services Engine

ISE

Cisco DNA Center [ Provision ]
[ Fabric ]
[ Add Fabric Domain or Transit ]
[ Add Transit ]
1

[ Add ]

S

1
1
6
)
2
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Provision ] [ Devices ]

[topology]
[See more details]
[Re-check]

[Inventory] > [Resync] >

\)

1 Cisco DNA Center [Provision] > [Devices]
2
3
4 [ device details ]
/
* [Border]
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Enable SNMP Collector Metrics for Fabric Devices .

* [Select One Guest Virtual Network]
[ Enable ]
[ Policy ]
[ Control Plane ]
[ Border Node ] [ Edge Node ]
[Control Plane]  [Border
Node]
5[ Save |
[ See more details ]

Enable SNMP Collector Metrics for Fabric Devices

SNMP

1 Cisco DNA Center [System Settings] > [Data Platform]
>

2 [ Collectors ]

3 [COLLECTOR-SNMP]
[COLLECTOR-SNMP]
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. Enable SNMP Collector Metrics for Fabric Devices

4 [+Add ]
[SNMP Configuration SNMP
5 QOS

15: SNMP

SNMP Configuration

Configuration for SNMP collector
Configuration

List of metrics to be enabled*

-] CPU

S

Memory

<

[~] Interface

[] Environment Temperature
[] Interface Availability

[] Device Availability
[JQos

[/] RTTMON

7 LisP

[#] CLISP

Polling Interval

-0

10.00

Collector Information

Satellite ID

satellite0

site0

Configuration Name*

SNMP_Config|

]

Keep the name unique for this configuration

Save Configuration

6 [ Configuration Name ]
7 [Save Configuration]

. Cisco DNA Assurance 1330
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Cisco StackWise Virtual .

Cisco StackWise Virtual

Cisco StackWise Virtual 2 40-G
10-G 1

StackWise Virtual

Stackwise Virtual Cisco Catalyst
10S-XE
Cisco Catalyst 9500 16.11+
StackWise Virtual
Cisco StackWise Virtual
« Cisco StackWise Virtual 2
IP

1 76

2. StackWise Virtual 2 1

3. Discover Your Network Using an IP Address Range 31

CDP 25 LLDP
37
S
StackWise Virtual 1
1
1 IP
« Cisco StackWise Virtual 2 IP
DAD
1. 2 IP
2. Discover Your Network Using an IP Address Range 31
CDP 25 LLDP
37
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KPI

KPI

KPI
8 10
90% =90 8 10 +100
10
90 % =90 10
+100
KPI
KPI
KPI
=MIN
System Health
CPU
Wireless
Mbuf
* AP CPU
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System Health

Router CPU
CPU
. WQE
* AP
RF
KPI
CPU Utilization « CPU 95 10
« CPU 95 1
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Memory Utilization . 95 10
. 95 1
Rx
Tx
AP
8 1
10
/
AP
8
1 10
- 10
1
1
10
1
SNMP
Enable SNMP Collector Metrics for Fabric Devices
123
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AP

AP

CPU Utilization « CPU 95 10
* CPU 95 1
Memory Utilization . 95 10
. 95 1
WAN * WAN
* WAN 10
Link Errors
AP
8 1
10
AP
CPU Utilization « CPU 90 10
* CPU 90 1
Memory Utilization . 90 10
. 90
. 70 10
. 70 0
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2.4 GHz
. 50 10
. 50 0
5GHz
. 20 10
. 20 0
RF
2.4 GHz
*RF -81 dBm 10
*RF -81 dBm 0
5 GHz
*RF -83 dBm 10
*RF -83 dBm 0
2.4 GHz
. 60 10
. 60 0
5GHz
. 75 10
. 75 0
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Memory Utilization . 90 10
. 90 1
. 20 10
. 20 1
. 20
M Bufs 10
. 20
1
WQE * WQE WQE
10
* WQE WQE
10
1
Link Errors . 1 10
. 1
1
10
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. 133
. 133

* Monitor and Troubleshoot the Health of a Client Device 145
. KPI 151

Cisco DNA Center

Cisco DNA Center

ML
[Client Onboarding Time]
[Client Count Per SSID]
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19

1 Cisco DNA Center

[Overall Health]
2 [Dashboards] > [Health] > [Client Health]

[ Client Health ]

16:

Cisco DNA Center DESIGN POLICY PROVISION ASSURANCE PLATFORM o

Dashboards ~ Manage v~

C||e I"It Health 24 Hours: Aug 01, 9:45 am — Aug 02, 9:49 am Filter (0) Actions

Location: Global

LATEST  TREND
Wireless Clients Wired Clients
6 O;’P o oL 5 7 6 %0 TOTAL: 21
Active: 5 | Inactive: 0 | New:0 @ Connected: 21 | NoData: 0 | New:0 @

A 5 Not Onb _«I DHCP23.81 I
wity 40

A o 5 Onb 21
- S coreinn B0 o 16 Onboarded a8ba comativiy 7.5 %

3 [Client Health]
1 [3Hours] [24Hours] [7days ]
2. [ Start Date ] [ End Date ]
3. [Apply]
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N Filter [SS|D] [Band] SSID
[ Apply ]
SSID 1 2 SSID
1SSID 2SSID
Actions [Edit Dashboards]
256
251
40%
1. O
2. #
3. [Client Health Threshold]
4. | (Save)]
[Client Summary] [Health Score]
4 [Location]
[Location]
< Show [Location] [Location]
> Hide
Cisco DNA Assurance 13.3.0
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[Location]
= [Hierarchical Site View]  [Building View]
[Apply] [Client Health]
n [Client Health Map]
1~10
10 0
5 [Client Health]
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[Client Health Summary]

[Client Health Summary] 2
* [Latest]

o [Wireless Clients] ~ [Wired Clients Health Summary Score]

151

* [Total Devices]]

* [Charts] 5

* [Trend]

AAA DHCP

[ View Details ] | [View Details]

6 KPI KPI
KPI
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[Client Onboarding Times]

[Client Onboarding Times]

. Cisco DNA Assurance

10
Web DNS
2

* [Latest]

5
 [Trend] [Client Count] [Baseline] [Baseline]

[Filter] SSID
AAA DHCP
1330




[Client Onboarding Times]
[ View Details ] | [View Details]
. [Overall] [Association] [Authentication] [DHCP]
. 2
* L atest
 [Trend] [Baseline]
[Trend] > [Baseline]
[Association] [AAA] [DHCP]
[Client Count] [Time baseline] [Failure Baseline]
[Failure Baseline]
. [Top Locations]  [Top Access Points]
[Top Host Device Types] [Top SSIDs] [Top Bands] [Top Host Operating
Systems]
[Connectivity RSSI]
[Connectivity RSSI]
RSSI RSSI -72dBm
RSSI

Cisco DNA Assurance 1330 .




[Connectivity RSSI]
[ View Details ] | [View Details]
. [Top Locations] [Top Access Points]
[Top Host Device Types] [Top SSIDs] [Top Bands] [Top Host Operating
Systems]
[Connectivity SNR]
[Connectivity SNR]
SNR SNR 10 dBm
SNR
[ View Details ] | [View Details]
. [Top Locations] [Top Access Points]
[Top Host Device Types] [Top SSIDs] [Top Bands] [Top Host Operating
Systems]
[Client Roaming Times]
[Client Roaming Times]
3000
[ View Details ] | [View Details]
. [Top Access Points] [Top SSIDs] [Top
Host Device Types] [Top Bands] [Top Locations] [Top Host Operating
Systems]
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[Client Count per SSID]

[Client Count per SSID] SSID
2
* [Latest]
SSID
 [Trend] [Client Count] [Baseline] [Baseline]
SSID
SSID [Filter]
SSID
[ View Details ] | [View Details]
2
o Latest

 [Trend] [Baseline]

. [Top Locations] [Top Access Points]
[Top Host Device Types] [Top Bands] [Top Host Operating Systems]

[Connectivity Physical Link]

[Connectivity Physical Link]
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[Connectivity Physical Link]

[ View Details ]

[View Details]

. [Top Locations] [Top Switches] [Top
Host Device Types] [Top Host Operating Systems]
[Client Count per Band]
[Client Count per Band] 2.4 GHz 5 GHz
[ View Details | | [View Details]
. [Top Locations] [Top Access Points]
[Top Host Device Types] [Top SSIDs] [Top Host Operating Systems]
[Client Data Rate]
[Client Data Rate]
[Client Protocol] [802.11 n/ac/ax] [802.11
a/b/g]
[ View Details ] | [View Details]
. [Top Locations] [Top Access Points]
[Top Host Device Types] [Top SSIDs] [Top Bands] [Top Host Operating
Systems]
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7 [Client Devices]

[Client Devices]

[TYPE] [Wired]
[Wireless]

[HEALTH]

* Inactive 0

* Poor 1 3

* Fair 4 7

* Good 8 10

* No Data

[DATA]
* Onboarding Time >= 10s 10
* Association >=5s 5

e DHCP>=5s DHCP 5

* Authentication >= 5s 5

*RSSI<=-72dBm RSSI -72dBm

*[SNR<=9dB] SNR 9dB
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[Client Devices]

[Client Device]

* [Identifier] ID

* [IPv4 Address] IPv4

[IPv6 Address]
IPv6

* [Health]

. Last Seen

* AP Name]

* [Switch]
* [Port]
« [Location]

* [Link Speed]

. [Link Speed]

[Client Device]

MAC

MAC
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Monitor and Troubleshoot the Health of a Client Device .

[Client Devices]
[Client 360] MAC
360
[Client360]
1. ¢
2.
3. [Apply]
I Export CcSv

Monitor and Troubleshoot the Health of a Client Device

1 Cisco DNA Center
[Overall Health]

2 [Dashboards] > [Health] > [Client Health]
[Client Health]

3
« [Client Devices] MAC
* [Search] ID CiscolISE
IP MAC
[Client 360] 360

Cisco DNA Assurance 1330 .




. Monitor and Troubleshoot the Health of a Client Device

17:f 360 Client360 ]
Cisco DNA Center DESIGN PoLICY PROVISION ASSURANCE PLATFORM (5]
——
Client Health
C“e nt 360 924 Hours: Jul 18, 3:02 pm — Jul 19, 3:04 pm Intelligent Capture
9 raspherry89
Device: Linux-Waorkstation 05 dheped-6.11.5:Linux-4.14 50-v7+:armv71:BCM2835 MAC: B8:27:EB:E6:71:0E Pvd VLAN ID: O

Status: Connected

seen: Jul 19, 2019 3:02:00 pm Connected Network Device: lcap-row11-rack16 SSID: Scalability Last

3:02p

s L T T L L D R T I L e "= F B b = b = BFF bk KW x F & Bk o2k o

7119

ation: San Jose/SJC04/Lab252

1 U 1 U 2 1 A ¥/ V¥ Y e V(7

P " kK =k x o

Issues Onboarding Event Viewer Path Trace Application Experience Detail Information

~ lssues (1)

Onboarding

Instance Count: 1

a) [3 hours] [24 hours]
b)

) [Apply]
5 [Intelligent Capture]

221

AP

AP
AP [Network Health]

153
MAC IP

. Cisco DNA Assurance 13.3.0

Jul 18, 2019 3:59 pm

Resolved Issues Ignored Issues

[7 days]

[Intelligent Capture]

RSSI SNR




Monitor and Troubleshoot the Health of a Client Device .

1 10 10

0

L] 1 3
4 7
® 8 10
0
[Client 360]
. (0K MAC IPv4
IPv6 VLAN ID
SSID

. MAC IPv4 IPv6 VLAN ID
* [Health] 5

KPI KPI

[Speed] KPI
1
1 [Issues] [Onboarding]

[Event Viewer] [Connectivity]

1

* [Events]
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. Monitor and Troubleshoot the Health of a Client Device

« [Onboarding]

[Search]

1. [Status] [Resolve]
2. [Resolved Issues]
1. [Status] [Ignore]
2.
3. [Confirm]
4. [Ignored Issues]
259
AAA  DHCP
> >
> SSID > >

[View Devices List]

. Cisco DNA Assurance

1.33.0




Monitor and Troubleshoot the Health of a Client Device .

[For Wireless Clients]

. Reauthentication

« [Broadcast Rekey]

« DHCP
o[ Delete ]

L]

* ASSOC

* AUTH

* EAP

* DISASSOC
* DEAUTH

e 11r

* OKC

* EAP

[Event Viewer]
AP

. ISE syslog

150

[Event Viewer]
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[ Run New Path Trace ]
IP
Switched STP ECMP Routed TraceRoute
157
161
167

[Device Info] [RF] [Connectivity]

Samsung [Device Info]

Apple [i0S iOS Analytics ]

[Client 360]

ISE

Client AUTH FAILURE
Client AUTH SUCCESS

syslog

ALLDEADSERVER
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KPI B

PM-4-ERR_DISABLE

I LPOWER-5-POWER_GRANTED
ILPOWER-5-1EEE_DISCONNECT
ILPOWER-5-INVALID_IEEE_CLASS
I LPOWER-4-LOG_OVERDRAWN

I LPOWER-3-SHUT_OVERDRAWN

DOT1X-5-FAIL
MAB-5-FAIL
KPI
8 10
5
90 % =90 8 10
+100
1 10
0
IP
10
RSSI SNRKPI
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. 0
IP
1 4
1
2 6
2 6
10
0 4 10 RSSI SNR
RSSI
SNR
RSSI
RSSI RSSI
RSSI  -72dBm RSSI 4
RSSI  -72dBm RSSI 10
1.3.3.0
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SNR
SNR SNR
SNR 9 SNR 4
SNR 9 SNR 10
10
0
IP
10
RSSI SNRKPI
1
RSSI SNR 4
RSSI  SNR 7
RSSI  SNR 10
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. 155

. 155
. 157
2
2 3
Cisco DNA Center
TCP UDP
Cisco DNA Center
Cisco DNA Center
2 3
IP

Switched STP ECMP Routed TraceRoute

. Virtual Routing Forwarding VRF VN 2
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. Locator/ID Separation Protocol LISP
« Cisco ASA
Cisco ASA CDP Cisco ASA
. VSS MLACP
PortChannel vPC
. SVi ECMP
* NAT

« Cisco Performance Routing PfR DMVPN

* VLAN ACL VACL

. NPR
* Hot Standby Router Protocol HSRP VLAN HSRP
HSRP VLAN

J ACL

. PAgP LACP

. Cisco
DNA Center

. Cisco ASR 1000 Cisco
10S XE 16.3.1
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. Cisco Catalyst 3850 Cisco 10S
XE 16.2.x 16.3.1

* |Pv6

« Cisco Mobility Express ME

* SDA oTT
. IE SD-Access
. SNMP
. Cisco DNA Center
. ACL

[ 360 Client
360 ] [ 360 Device 360 ]

155

Discover Your Network Using an IP Address Range 31
CDP 25 LLDP
37

. CDP
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10 360 Client 360 ] [ 360 Device 360 ] [ Path
Trace ] [ Run New Path Trace ]
[Set up Path Trace]

2 IP IP

Action

[ Source ] [ Source ] IP

. P

o[ Source ]
IP

Interface (optional) ]

[ Port
(optional) ]

[Destination]

o[ Destination ]
IP

Interface (optional) ] [ Destination | P

[ Port
(optional) ]

30 Options ]

Action

[Protocol] [tep] [udp]

Refresh Every 30sec 30
[On]
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Action
ACL ACL ACL
[On]
[ Include
Stats ]
* [Device] CPU
* [Interface]
* [QoS] collector-voice-egress collector-broadcast-video-egress
collector-real-time-interactive-egress QoS
4 [ Start ]
IP
5
a) CPU
[ACL ACLTrace ] [ On ACL ACL
5 IP IP
ACL 100%
ACL
ACL
ACL
ACL ACL
b)
c) 2 3
VLAN [More Details]
d) Switched STP ECMP Routed

Trace Route

Cisco DNA Assurance
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Monitor Application Health

. 161

. 162

. 163

« Cisco Catalyst 9000 165

. 166

. 167

. 168
. 170

 Monitor the Health of an Application 175

. KPI 178

Cisco AX

AX WwLC

NBAR Cisco Digital Network
Architecture Center [ ] Business-Relevance Groups

AX
162
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https://www.cisco.com/c/en/us/support/cloud-systems-management/dna-center/products-user-guide-list.html
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\}

Monitor Application Health |

Cisco DNA Center

WLC

ID [Device Role] [Inventory]
Cisco DNA Center
1 lan
Cisco DNA Center  [Template Editor]
2.
lan
3. IP
4.
166
S

. lan IP

. lan

. Cisco AireOS WLC

SSID lan
S
. NetFlow IP Flow Information Export
IPFIX Cisco DNA Center
. WSA
Cisco DNA Center
1330
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| Monitor Application Health

Cisco Catalyst 9200
S
lan
Cisco Catalyst 9200

I0S-XE I0S-XE
Cisco Catalyst 9200-24P 16.10.1 16.10.1
Cisco Catalyst 9200-24T 16.10.1 16.10.1
Cisco Catalyst 9200-48P 16.10.1 16.10.1
Cisco Catalyst 9200-48T 16.10.1 16.10.1
Cisco Catalyst 9200L-24P-4G 16.10.1 16.9.1
Cisco Catalyst 9200L-24P-4X 16.10.1 16.9.1
Cisco Catalyst 9200L-24T-4G  |16.10.1 16.9.1
Cisco Catalyst 9200L-24T-4X |16.10.1 16.9.1
Cisco Catalyst 9200L-48P-4G 16.10.1 16.9.1
Cisco Catalyst 9200L-48P-4X  |16.10.1 16.9.1
Cisco Catalyst 9200L-48T-4G 16.10.1 16.9.1
Cisco Catalyst 9200L-48T-4X |16.10.1 16.9.1

Cisco Catalyst 9300

S
lan
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Monitor Application Health |

Cisco Catalyst 9300

10S-XE 10S-XE
Cisco Catalyst 9300 Stack 16.6.3 16.6.3
Cisco Catalyst 9300-24P 16.6.3 16.6.2
Cisco Catalyst 9300-24T 16.6.3 16.6.2
Cisco Catalyst 9300-24U 16.6.3 16.6.2
Cisco Catalyst 9300-24UX 16.6.3 16.6.2
Cisco Catalyst 9300-48P 16.6.3 16.6.2
Cisco Catalyst 9300-48T 16.6.3 16.6.2
Cisco Catalyst 9300-48U 16.6.3 16.6.2
Cisco Catalyst 9300-48UN 16.6.3 16.6.2
Cisco Catalyst 9300-48UXM 16.6.3 16.6.2

Cisco Catalyst 9400

S
lan
Cisco Catalyst 9400

I0S-XE I0S-XE
Cisco Catalyst 9400 SuplE 16.6.3 16.6.2
Cisco Catalyst 9400-SUP-1 16.6.3 16.6.2
Cisco Catalyst 9400-SUP-1XL |16.6.3 16.6.2
Cisco Catalyst 9407R 16.6.3 16.6.2
Cisco Catalyst 9410R 16.6.3 16.6.2

S
lan IP
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| Monitor Application Health

Cisco Catalyst 9000 .
Cisco
I0S-XE
Cisco 1000 10S XE Denali 16.3
ISR1K
Cisco 4000 10S XE Denali 16.3
ISR4AK
Cisco CSR 1000v 10S XE Denali 16.3
CSR 1000v
Cisco 1000 10S XE Denali 16.3
ASR1K
Cisco AireOS WLCs
A\
Cisco AireOS WLCs SSID
lan
Cisco AireOS WLCs
I0S-XE
Cisco AireOS WLCs 8.8 MR2 - 8.8.114.130
AireOS 8.9.x
Cisco Catalyst 9000 165
Cisco Catalyst 9000
Catalyst 9000
. Cisco Catalyst 9000 10S-XE
163
Cisco DNA Assurance 1.3.3.0




Monitor Application Health |

* switchport mode access

. ETA

* |Pv4

. Gig0/0 NetFlow

« Cisco DNA Advantage

Cisco DNA Center

lan
1 Cisco DNA Center [Tools]  [Network Telemetry]
[ Telemetry ]
2 [ Site View ]
3 [ Site View ]
* [Device Name]
* [Address] IP

* [Type]

. Cisco DNA Assurance 1330



| Monitor Application Health

* [Family]
* [Version]
« [Profile]
* [Details]
4 [ Device Name ]
5 [Actions]
[Maximal Visibility]
Cisco DNA Center
Cisco DNA Center
Cisco DNA Assurance
[Health] [Issues]
Discover Your Network Using an IP Address Range 31
CDP 25 LLDP
37
162
1 [Client 360] [Application Experience]
2 [Application Experience]
a)
[Business Relevant] [Business Irrelevant]
[Default]

Cisco DNA Assurance 1330 .



Monitor Application Health |

[Client 360]
[3Hours] [24Hours] [7 Days] [24 24
Hours ]

b)
* [Name]

* [Health]

« [Usage Bytes]

« [Average Throughput]
Mbps

 [DSCP] [Observed] [Expected] DSCP
* [Packet Loss]
* [Network Latency]

* [Jitter]

[Throughput] [Packet Loss] [Jitter]
[Network Latency] [Client Network Latency] [Server Network Latency] [Application Server Latency]

Cisco Catalyst 9K Cisco AireOS WLC

Cisco Catalyst
9K Cisco AireOS WLC

Discover Your Network Using an IP Address Range 31

. Cisco DNA Assurance 1330



| Monitor Application Health

CDP 25 LLDP
37

162

1 [Device 360] [Application Experience]
2 [Application Experience]

a)
[Business Relevant] [Business Irrelevant]
[Default]

[Client 360]
[3Hours] [24Hours] [7 Days] [24 24
Hours ]

b) VRF
[AlIl VRFs] [All Interfaces]

[All VRFs] [AIl Interfaces]

* [Name]

* [Health]

« [Usage Bytes]

« [Average Throughput]
Mbps

« [DSCP] [Observed] [Expected] DSCP
* [Packet Loss]
* [Network Latency]

* [Jitter]

d)
[Throughput] [Packet Loss] [Jitter]
[Network Latency] [Client Network Latency] [Server Network Latency] [Application Server Latency]

Cisco DNA Assurance 1330




Monitor Application Health |

Cisco Catalyst 9K Cisco AireOS WLC

Discover Your Network Using an IP Address Range 31
CDP 25 LLDP
37

162

1 Cisco DNA Center
[Overall Health]

2 [Dashboard] > [Health] > [Application Health]
[Application Health]

3 [Application Health]

[Application Health]

1 [3 Hours] [24 Hours]
[7 days ]

2. [ Start Date ] [ EndDate ]

3. [Apply]

. Cisco DNA Assurance 1330



| Monitor Application Health

[Application Health]

Actions v [Edit Dashboards]

256
251

4 [Location]

[Location]
< Show [Location]
o [Location]
= [Site List View]
[Apply]

[Application Health Summary]

Cisco DNA Assurance 1330




Monitor Application Health |

[Application Health Summary]

[BusinessRelevant Application
Health]

KPI

178

[Application Usage]

[View Details]

« [All Applications] [Business Relevant] [Business Irrelevant]

[Default]
10

10

[Application]

6 [Application]

. Cisco DNA Assurance

1.33.0



| Monitor Application Health

[Application]

[TYPE]
[Business Relevant] [Business Irrelevant] [Default]
[HEALTH]
* [Poor] 1 3
* [Fair] 1 3
* [Good] 8 10

. [All]

* [Unknown]

Cisco DNA Assurance 1330 .




Monitor Application Health |

[Application]

[Applications]
[Application]

* [Name]
Network-Based Application Recognition NBAR
NBAR
HTTP SSL
[Default]
360
Monitor the Health of an Application 175
* [Health]
« [Business Relevance] [Business Relevant] [Business
Irrelevant] [Default]

« [Usage Bytes]

* [Average Throughput]
Mbps

* [Packet Loss (%)]

* [Network Latency]
Transmission Control Protocol TCP

* [Jitter]
Real-time Transport Protocol RTP

. Cisco DNA Assurance 1330



| Monitor Application Health
Monitor the Health of an Application .

[Application]

2.

3. [Apply]

Export Ccsv [Export]

Monitor the Health of an Application

1 Cisco DNA Center
[Overall Health]

2 [Dashboard] > [Health] > [Application Health]
[ Application Health ]

3 [Application]
[Application 360] 360

Cisco DNA Assurance 1330 .




Monitor Application Health |
. Monitor the Health of an Application

[Application 360 Health]
1 [3 Hours] [24 Hours]
[7 days ]
2. [ Start Date ] [ EndDate ]
3. [Apply]
[Location]
[Business Relevance] Network-Based Application Recognition NBAR
[Traffic Class]
[ Category ]
5 [lssuce]
a)
b)
1. [Status] [Resolve]
2. [Resolved Issues]
1. [Status] [Ignore]
2.
3. [Confirm]

. Cisco DNA Assurance 1330



| Monitor Application Health
Monitor the Health of an Application .

259
6 [Application Experience ]
[Source L ocation]
MAC IP
Health
Cisco Catalyst 9K Cisco AireOS
WLC
Usage
DSCP « [Observed] DSCP
* [Expected] NBAR DSCP
[Packet Loss (%)]
Cisco Catalyst 9K Cisco AireOS
WLC
Cisco Catalyst 9K Cisco AireOS
WLC
Cisco Catalyst 9K Cisco AireOS
WLC

Cisco DNA Assurance 1330




a)

b)

[Apply]

90%
+100

KPI

CSVv

Monitor Application Health |

M Ex port

KPI

KPI

1 10 10

= (Latency_Weight * Latency \VoS_Score + Jitter_Weight *

Jitter_VoS_Score + PacketLoss_Weight * PacketLoss_\MoS_Score) + (Latency_Weight + Jitter_Weight
+ PacketLoss_Weight)

1. KPI

. Cisco DNA Assurance
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| Monitor Application Health

2. DSCP
3. KPI Cisco Validated Design CVD
KPI VoS
4. KPI
RFC4594
5.

Cisco DNA Assurance 1330 .




Monitor Application Health |
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181

. 182
. 188
. 197
. 200
AP WLAN
Cisco Aironet 1800s PnP
Cisco Aironet 1800s
8.5.115.0
35xx  55xx
85xx
Cisco Aironet 1800s 8.8.263.0
Cisco DNA Assurance 1.3.3.0




Cisco Aironet 1800s

Cisco Aironet 1800s Cisco DNA Center

Cisco Aironet 1800s
Cisco Aironet 1800s

Cisco Cisco DNA Center
Aironet 1800s
1.3.3.0 1.3.3.X
1.3.1.2 1.3.1.2
8.8.263.0 1.3.0.3 1.2.x

Provision the Wireless Cisco Aironet 1800s Active Sensor

1 Cisco Aironet AP 1800S
Cisco SSID
1.3.1.2 Cisco Aironet 1800s
CiscoProvisioningSSID
SSID 198
Cisco SSID
183
Cisco Catalyst Cisco Catalyst
SSID 183
2
198

3 Cisco Aironet 1800s

184

. Cisco DNA Assurance 1330



ssiD B

4
Cisco DNA Center
SSID

1 Cisco

[ Network Summary ]
2 [Advanced]

[ Summary |
3 [ Management |
4 [ Cloud Services ]>] Sensor |

[ Backhaul Configuration ]
5 [SSID] TFTP
6 [Auth-type] [Open]
7 [Provisioning] [Enable]
8 [DHCP Interface] [management]
9 [Apply]

[CiscoSensorProvisioning] WLAN
EAP-TLS DHCP 43
DNS Cisco DNA Center  IP
Cisco Catalyst SSID

1 Cisco Catalyst WebUI
2 [Configuration] > [Cloud Services] >

[Cloud Services]
3 [Network Assurance]

a) [Network Assurance Configuration] [Service Status] [Enabled]

b) [Provisioning] [Provisioning] [Enabled]

Cisco DNA Assurance 1330 .



https://www.cisco.com/c/en/us/support/cloud-systems-management/dna-center/products-user-guide-list.html

4 [VLAN Interface] VLAN
5 [Apply]
[CiscoSensorProvisioning] WLAN

Error in Configuring
CLI Line 2 Please associate the wlan and policy profile CiscoSensorProvisioning to the desired AP.

6 [CiscoSensorProvisioning]
a) [Configuration] > [Policy] >

[Policy Profile]

b) [CiscoSensorProvisioning] [Policy Tag Name]
7 WLAN [CiscoSensorProvisioning] AP
a) [Configuration] > [Tags] >
[Manage Tags]
b) [Policy] [Add]
c) [Name]
d) [Add]
e) [WLAN Profile] [CiscoSensorProvisioning]
f) [Policy Profile] [CiscoSensorProvisioning]

g) |IHiII|

h) [Save & Apply to Device]

AP AP
Cisco DNA Center CLI
[Onboarding Configuration (Day-0)]
[Onboarding Configuration] CLI

. Cisco DNA Assurance 1330



CLI

¢ SSH v2

« HTTP

SCP

HTTPS

CLI SNMP

* SNMP NETCONF Cisco TrustSec CTS

* IPDT

* SNMP
« Syslog
* NetFlow

CLI

43

Plug and Play ]
[ Claim ]

Cisco Digital Network Architecture Center

[ ]

About Network Hierarchy 46

SNMP

Cisco DNA Center
private/enp9s0 DHCP
Cisco DNA Center
enp9s0 IP
DHCP ASCII

Cisco DNA Assurance 1330 .


https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/tech_notes/pnp-troubleshooting.html#_Toc6240375
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/tech_notes/pnp-troubleshooting.html#_Toc6240375

5A1D;B2;K4;1172.16.x.x;J80 NTP DHCP 42
DHCP 43 172.16.x.x  enp9s0
Cisco DNA Center IP

1 Cisco DNA Center [Provision] > [Devices] > [Plug and Play] > >
2

[ Filter ] [ Find ]
3 1
4 [ Actions ]>] Claim ]

[ Claim Devices ]
5
6 2

AP ME Mobility Express

7 [ Selecta Site ]

[Apply Site to All]
[Assignthis
Site to Other Devices] [Assign]

8 (Next)]
Configuration

9 3
[Apply]
10
a) [Cancel]
b) [ Device Name ]
) [RF RFProfile ]
RF 1

d) For a Mobility Express device, enter values in the following fields Management | P, Subnet Mask, and
Gateway.

. Cisco DNA Assurance 1330



11

12

13

14

15

€)

f)

9)

—

[ Sensor Settings |

[ Save ] [ Cancel ]

[ Actions ] [ Apply ... to Other Devices |

(Next)]
Summary ]
[ Day-0 Config
Day-0 Config Preview Status ]

[ Configuration ] [ Design ]
LAN
Claim ]
Yes ]
[Inventory]
[Actions] > [Provision] > [Provision Device]
[Summary] [Deploy] [Summary]
[Design]
[Inventory]
RADIUS TACACSC Cisco
DNA Center AAA ISE ( )

Cisco DNA Assurance 1330 .




201
206

1 Cisco DNA Center
[Overall Health]

2 [Dashboards] > [Wireless Sensor]
[Sensor Dashboard]

Cisco DNA Assurance 1330




18 : Sensor Dashboard

Cisco DNA Center DESIGN POLICY PROVISION ASSURANCE PLATFORM o
——
Dashboards v Manage v
Sensor Dashboard 24 Hours: Oct 24, 11:00 am — Oct 25, 11:00 am 4k All Sites 7 Filter (0)

11:00a 11:00a ‘L‘

12p 2 ap p 8p 10p 10125 2a 43 6a sa 10a

Overall Summary

Total Sensors: 4

Running: 2
Idle
Unreachable: 0

nectivity

Test Results  oct 25,2019 10:30 AM to Oct 25, 2019 11:00 AM

LATEST  TREND
Find the most problematic:  Sites ~ by All Tests v

3 [Sensor Dashboard Timeline]

1 [3 Hours] [24 Hours] [7
days ]

2. [ Start Date ] [ End Date ]

3. [Apply]

Cisco DNA Assurance 1330 .




)

. Cisco DNA Assurance

% Filter SSID
% Filter
[SSID] SSID
[Band][ [2.4 GHZz]
[5 GHZz]
[Apply]
% Filter
[Clear Filters]
[Time Range]
. [3 Hours] 15
. [24 Hours] 30
. [7 Days] 4
1330




[Overall Summary

[Overall Health Summary]

[Total Sensors]

* [Idle]

* [Running]

* [Unreachable]

360

[Name]

194

Cisco DNA Assurance

1.33.0




[Overall Health Summary]

2. [Edit Threshold]

3. [Apply]

RF
App.
Email
. AP
RF
KPI SNR
AP SSID
#
. L]
1. #

. Cisco DNA Assurance

1.33.0




5 [Test Results]

[Test Results]

« [Largest Health Drop by Location, Buildings, Floors]

* [Most Common Test Failure]

Top 5]

most problematic]

[Latest] [Trend]
* [Latest]
* [Trend] 24
mo [Heatmap View] [Card View]
[Heatmap View]  [Card [Heatmap View]
View]
& 5
Heatmap View
« [Worst Location, Buildings, Floors] [Sensors]

[Sensors]

[Show Data for Impact

[Find the

Cisco DNA Assurance 1330




[Test Results]

[Find the most problematic]

1 Cisco DNA Center
[Overall Health]

2 [Dashboards] > [Wireless Sensor]

[Sensor Dashboard]

3 [Sensors Dashboard]

* [Overall Summary]

[Sensor Status]

* [Overall Summary]

* [Test Results]

360

. Cisco DNA Assurance

1.33.0

360

[Running]

AP

[Idle] [Unreachable]




19: 360

Cisco DNA Center DESIGN POLICY PROVISION ASSURANCE PLATFORM { 4]

Sensor Dashboard

Sensor Wired_Sensor

24 Hours: Oct 24, 11:00 am — Oct 25, 11:00 am Filter (0)

f:76:80  Backhual VLAN: WIRED

T T
8p 10p 1025 2a 4a 6a sa

Test Results Sensor Performance Trend Neighbor APs

~ Test Results

LATEST TREND

Test Type: Onboarding v
Oct 24 Oct 25
11a 1p p 5p o £ 11p 12a 2a a 6a 8a 108
Global

AP3702e.48c4

AP1832i.82:20

[Time Range]

a) [3 hours] [24 hours] [7 days]

c) [Apply]

a) [View Logs]
[Event Logs]
b) [Event Logs]

[Request Support Bundle]

¢) [Download Support Bundle])

Cisco DNA Assurance 1330 .




[Time Range]

7 AP
AP
. [Test Type]
. AP
« [Latest] [Trend]
« [Latest]
* [Trend] 24
. [Test Type]
. Add Custom Location
AP
AP RSSI
AP [Band]
30 AP
1330

. Cisco DNA Assurance




SSH
LED

1 Cisco DNA Center
[Overall Health]

2 [Manage] > [Sensors] > [Sensor List]
[Sensor List]

* [Total]
* [Running]
* [Idle]

« [Unreachable] Cisco DNA Center

b)
Apply

6 SSH

a)
b) [Actions] [Edit SSH]

[Edit SSH]

c) [EDIT SSH] [SSH] SSH
d) [Username] [Password] SSH

Cisco DNA Assurance 1330 .




o I

7 LED

a)
b) [Actions] [Edit LED]

[Edit SSH]
¢) [Edit LED] [LED] LED

.

a)
b) [Actions] [Edit Sensor Name(s)]

[Edit Sensor Name(s)]

¢) [Edit Sensor Name(s)] [Name]

o I

Cisco DNA Center SSID

199

1 Cisco DNA Center
[Overall Health]
2 [Manage] >[Sensors] >[Backhaul Settings]
[Backhaul Settings]
3 SSID
a) @ Add Backhaul
[Create Sensor Backhaul SSID Assignment]
b) [Create Sensor Backhaul SSID Assignment]
* [Settings Name] SSID

. Cisco DNA Assurance 1330



* [Wireless Network Name (SSID)] SSID SSID
« [Level of Security] SSID
WPA2 Extensible Authentication Protocol EAP;

[EAP method]

EAP-TLS
[Certificate]
e Add New Certificate Bundle
WPA2 WP2A PSK
[Password] PSK
Open
c) | Save |
a)
b) [Actions] [Edit]
a)
b) [Actions] [Delete]
Cisco DNA Center 1.3.3.0
Cisco DNA Center 1.3.1.0 Cisco DNA Center
1.3.3.0

Cisco DNA Assurance 1330




. Cisco DNA Assurance

1.33.0

Cisco DNA Center 1.3.1.0 Cisco DNA Center 1.3.3.0
MAC 2
MAC + 0x11 MAC
. +0x10 SSID
. + 0x11 SSID
+ 0x10
SSID MAC
1 1
. SSID
2 1




1.3.1.0

201

1.3.1.0

206

1.3.1.0

Cisco Aironet 1800s

PnP [ Inventory ]
Provision the Wireless Cisco Aironet 1800s Active Sensor 182

1 Cisco DNA Center
[Overall Health]

2 [Manage] > [Sensors] > [Legacy Tests]
[Legacy Tests]

3 & Add Test
[Add Test]

Cisco DNA Assurance 1330 .




20 : [Add Test]

Cisco DNA Center DESIGN

Dashboards v Manage ~

Add Test

o Schedule Tests 7 Select Tests

4 [Schedule Tests]

PROVISION

3 Select Sensors

Test Name

PLATFORM

Interval

[Test Name]

. Cisco DNA Assurance

1.33.0




[Location]

1
2. SSID
3.
Web SSID
3 SSID  Web
. Web
. Web
* Web
8.7 Cisco Aironet 1800s
WPA2 Enterprise SSID
EAP-FAST PEAP MSCHAPv2
EAP-TLS
EAP-TLS
[Certificate]
€ Add New Certificate Bundle
[Interval]
* [Daily]
1
* [Once] 1
Next

5
6 [Select Tests]
a)

[Network Tests]

[Select Tests]

Cisco DNA Assurance 1330 .




[Test Type]
AAA
DHCP
. Cisco Aironet 1800s
8.8.260.0
DNS IP
Internet Control Message Protocol ICMP
RADIUS Dotlx
Dotlx Protected Extensible Authentication Protocol
PEAP Password Authentication Protocol PAP Microsoft
MS-CHAP
b) [Performance Tests]
[Test Type]
NDT
NTD IP NDT
IP
IPSLA AP uUDP UDP
IPSLA SSID
[Service Level] [Platinum] [Gold]
[Silver] [Bronze]
IPSLA
8.8 Cisco Aironet 1800s
c) [Application Tests]

1.33.0

. Cisco DNA Assurance




[Test Type]
« [POP3] Post Office Protocol3 POP3 TCP 110
« [IMAP] Internet Message Access Protocol IMAP TCP
143
« [Outlook Web Server] Outlook Web OWS
Web URL
5MB
; T
8 [Select Tests]
. AP RSSI
1. [Threshold] [RSSI Threshold]
2. [Number of Target APs] AP
3. [Apply]
. AP
1
2. [Target AP #] [v] AP
3. [Target AP] AP
AP 5
. AP 30

[Test Suites]

Cisco DNA Assurance 1330 .




2
1. SSID AP
2.
Cisco Aironet 1800s
PnP [ Inventory ]
Provision the Wireless Cisco Aironet 1800s Active Sensor 182

1  Cisco DNA Center
[Overall Health]

2 [Manage] > [Sensors| > [Test Templates]
[Test Templates

. Cisco DNA Assurance 1330



(o]

[Set up Sensor Test]

« [Test Template Name]

* [Ssid Selection]

[Enter SSID Credentials]

* [Open]
* [ISE Guest Portal]

* WPA2

* WPA2

ISE

SSID
Web

@ Add Sensor Test

SSID
SSID
SSID
[Apply]
SSID
SSID EAP
Cisco DNA Assurance 1330
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