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Provide a name for each Layer 2 Virtual Network and define its attributes.
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A7y 2 HEHR—F—/)—RTLAY2NVRETERELET, 777 Vw0 T7HOTF— = A
ZEHALTLAY 2N LT 7 BATE S VLAN 2602 LET,

© 2026 Cisco Systems, Inc., and/or its affiliates. All rights reserved. 69/102 _—



X 23.

LAY 2R R—F—)—FTOLA¥ 2V RETT7DET

= ‘il Catalyst Center Provision |/ SD-Access

Fabric Sites [ (1) Bengaluru

(1) Bengaluru

Fabric Infrastructure

ITES-S01-L2BR-01.itesfabric.com

View Site Hierarchy ~ Site Actions

Layer 3 Virtual Networks Layer 2 Virtual Netw

Layer 3 Handeff  Layer 2 Handoff

LAYER 2 VIRTUAL NETWORKS WITH A GATEWAY OUTSIDE OF THE FABRIG

Layer 2 Virtual Network VLANS

Handed off VLANS 164

LAYER 2 VIRTUAL NETWORKS WITH AN ANYCAST GATEWAY

Q

Layer 3 Virtual Network = Handed-off VLANs
ANCGHOR_WN o
ohmo_ o
EMP_VN o
GUEST_VN ]
\ \ 0T o
\ \ cns mae iamn

Cancel

AT T3 T7ATUA—/NTZy Y —2 REEEAENCLET, PR EOROIEHZHRTET HHLE
NV E9,

WA v 2 —7 x4 X (ODC DV FA T "=t =A L LT, WA L X =T = A ADHT A
51‘—‘7:‘:/])%%*5%) o

- AN =T oA A

- I TFAT U IR —

- BIEATREMEA BT L2 0DN—T 4
- A h# VPN

AT v 7 4. ODC 2 —H— L ¥ —F—Dli7Ioxf Ul 2R sRGE & AR 2T 5 X 912 Cisco ISE %
HELET,

AT o5 FFa[URA N (T74VEOHEE IP) BEMNI/R > TWDEAIT, ROLT T a O iunei®
RLUFET, T2, BRELBLOEREOEX 2V T 4 X TICELWERY =< M) v 7 ANRFESINTND Z

& Z R

Liﬁ—o

- CiscoISE L LA ¥ 2 R—F— /) — DR TSXP vy a &L, k7 RLADtEx =2
TA X T eBRFLET,

BT Ry IS SGT ~D~ v B A FEITRELET,

X?yf 6. nunl]:f)‘IEl% Tﬁ—é& :E/] :L'_'ﬁ- iﬂu éﬂf_j—j\fmj V= A 77'EXT%%)J: 5
2720 E£7

BRI T 5 L, ODC &7 74T DXy hU—ZBO@BE7 e —XX 24 O X 51270 £,

© 2026 Cisco Systems, Inc., and/or its affiliates. All rights reserved. 70/102 _—



X 24. AT =+ U= LHET AT U —NEER LY A R ODC TOBE T v—

s E3 &
OBEQ DETO

Client Network Client Network

DATA CENTER / SERVICE BLOCK

CATALYST CENTER ABIFDNS,'DIII:P

K IT
CJ @ wc e

ISE Cluster N+1

Site-To-Site ODC

(Gateway Outside Fabric + Shared Firewall)

. VXLAN Encapsulated Traffic

. Native Traffic Forwarding

. Site-To-Site (525) VPN Traffic

@ 1afic flow to and from ODC-01 users
i Traffic flow to and from 0DC-02 users

| ]

E: @Eo7e—zR AL REZ2RL TZEn,

777V I OER 7 7 AT 04— NS~ o2 BERA LI FA4T b -9
4 K fE ODC
B REH:

o Cisco SD-Access #{# ] LT ODC #fitsr L7,

o VIAT UMD =R U AL LTHET AL T 7 AT VA VEZREL, BEEBILNa T I74T A
HICT X CToWlEE2 e 75iék L £,

e« VWPNZIAT MEfEHLT, 2947 bRy MU =7\ ZZRIHHR LET,
o #%M7 %5 ODCHDY AT AT 5 ODC —H—D7 7 A&HIRL ET,
e« ODCHP 77 AT U+ —NVEHEALET,
BATEE
o Catalyst Center Zf#i/fl L T Cisco SD-Access X v hV—27 &2 7ntva=7L%7,
o 77T Vv INHDOT— U =A% G LAY 2N ZEALET,
e« ODC 2—H—DT7 v hyTBIOT AV FyFIZVPN I T4 T e VA R—L LT, HEEZITWVET,
e w7/u (WN) Fili~A7num (SGT) B AT —vaaEHHLT, ODC 2—H—L& X7 L%t L 7,

© 2026 Cisco Systems, Inc., and/or its affiliates. All rights reserved. 71/102 _—



o IFATUF—NERELT, HH ODC »bolEaEE L £7,
FIE 3,
A7 v 1. W2 VLANID ZEHLTLA ¥ 2N ZREL, VA MIHIVYETET,
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Create Layer 2 Virtual Networks

Configuration Attributes

Provide a name for each Layer 2 Virtual Network and define its attributes.
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Configuration Attributes

Provide a name for each Layer 2 Virtual Network and define its attributes.
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VLAN Name VLAN ID Traffic Type
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= duhe Catalyst Center Create Layer 3 Virtual Networks

Fabric Sites and Fabric Zones (Optional)

A Layer 3 Virtual Network can be assigned to multiple Fabric Sites and Fabric Zones. They can also be assigned to parent Fabric

o a Fabric Zone within the Site. A Layer 3 Virtual Network can also be created without assigning it to a
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cisco o

Fabric Sites and Fabric Zones (Optional)

A Layer 3 Virtual Network can be assigned to multiple Fabric Sites and Fabric Zones. They can also be assigned to parent Fabric
Sites without being assigned to a Fabric Zone within the Site. A Layer 3 Virtual Network can also be created without assigning it to a
Fabric Site or Fabric Zone.
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Fabric Sites and Fabric Zones (Optional)

A Layer 3 Virtual Network can be assigned to multiple Fabric Sites and Fabric Zones. They can also be assigned to parent Fabric Sites
without being assigned to a Fabric Zone within the Site. A Layer 3 Virtual Network can also be created without assigning it to a Fabric Site
or Fabric Zone.
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luili.  Catalyst Center Create Layer 3 Virtual Networks

Fabric Sites and Fabric Zones (Optional)

A Layer 3 Virtual Network can be assigned to multiple Fabric Sites and Fabric Zones. They can also be assigned to parent Fabric Sites
without being assigned to a Fabric Zone within the Site. A Layer 3 Virtual Network can also be created without assigning it to a Fabric Site
or Fabric Zone.
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S501_C25_L3SVN ' /Karnataka/(1) Bengaluru > Mo Fabric Zones Created
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Client Network Client Network

DATA CENTER / SERVICE BLOCK

CATALYST CENTER AD/DNS/DHCP.

‘ : Client-To-Site ODC
(Anycast Gateway + Shared Firewall)

‘ VXLAN Encapsulated Traffic

. Native Traffic Forwarding

. Traffic flow to and from ODC-01 users
Traffic flow to and from ODC-02 users
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o Cisco SD-Access #{#/ L T ODC % fifixr. L ¥,
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= b Catalyst Center Edit Fabric Zones

Summary

Review the Fabric Site and Fabric Zone settings before deploying

- Fabric Zones Edit

Enable Fabric Zones? Yes

Site-India/Tamil Nadu/(2) Chennai/Chen@19

25 w7 2. W7 VLAN #BF2 AL TLAv 2VN Z2/E LET, iz, 777V v oA heT777
Vo7 — Oz o VN ZE 0 24 TE4,

X 44. LA ¥ 2VN DRE
= ‘lwli Catalyst Center Create Layer 2 Virtual Networks

Fabric Sites and Fabric Zones

A Layer 2 Virtual Network must be assigned a Fabric Site and can optionally be assigned to one or more Fabric Zones within the Site.

FABRIC SITES
Fabric Sites
Fabric Zones
.../Tamil Nadu/(2) Chennai W %  .«.l(2) Chennal/Chen@19

Select Fabric Zones
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Fabric Infrastructure Layer 3 Virtual Networks

Ports (136)

1 port{s) selected from 1 device(s) Configure
Device Name

ITES-502-EDGE-07.hesfabric.com
ITES-502-EDGE-07.tesfabric.com

ITES-502-EDGE-07.itesfabric.com

Layer 2 Virtual Networks

View Site Hierarchy  Site Actions

Anycast Gateways Authentication Tempiate Port Assignment

* More Actions

Interface Name Description Data VLAN

GigabitEthernet3/1/1

GigabitEthernet3/1/2

GigabitEthernet3/1/3

Configure Port Assignments

Show Ports

() Access Point
© Trunking Device

() User Devices and Endpaints

Deseription

“**CONNECTED TO FIREWALL***
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DATA CENTER / SERVICE BLOCK

CATALYST CENTER AD/DNS/! DHCV

@c@

ISE Cluster

SD-Access Campus Site-To-Site ODC (Restricted)
(Dedicated Firewall Connected To The Edge Node)

. Native Traffic Forwarding

@ site-To-Site (S25) VPN Traffic
‘ Traffic flow to and from ODC users
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Edit Fabric Zones

Summary

Review the Fabric Site and Fabric Zone settings before deploying

- Fabric Zones Edit

Enable Fabric Zones? Yes

Site-India/Tamil Nadu/(2) Chennai/Chen@19
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= . Catalyst Center

Create Layer 2 Virtual Networks

—_— Cisco

Fabric Sites and Fabric Zones

A Layer 2 Virtual Network must be assigned a Fabric Site and can optionally be assigned to one or more Fabric Zones within the Site.

FABRIC SITES

Fabric Sites
Fabric Zones
.../Tamil Nadu/(2) Chennai W %  .«.l(2) Chennal/Chen@19
Select Fabric Zones
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Ports (136)

1 port{s) selected from 1 device(s) Configure

Device Name
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Layer 2 Virtual Networks

View Site Hierarchy  Site Actions

Anycast Gateways Authentication Tempiate Port Assignment

* More Actions

Interface Name Description Data VLAN

GigabitEthernet3/1/1
GigabitEthernet3/1/2
GigabitEthernet3/1/3
GigabitEthernet3/1/4

TenGigabitEthernet1/1/3
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Configure Port Assignments

Show Ports

() Access Point
© Trunking Device

() User Devices and Endpaints

Deseription

“**CONNECTED TO FIREWALL***
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‘ Native Traffic Forwarding
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https://www.cisco.com/c/en/us/support/cloud-systems-management/dna-center/products-release-notes-list.html
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https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/dna-center/215334-software-defined-access-sda-provisioni.html
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