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Cisco ISE

A7 v 7 1. [Administration] > [Deployment] > [Deployment Node] ¢, [Enable SXP Service] & [Enable
pxGrid Cloud] ##R L £,

el Identity Services Engil

)| Bookmarks Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks

8% Dashboard

~ Policy Service

Context Visibility

 Enable Session Services (7)
‘\ Operations
Include Node in Node Group

Polic -
‘ ¥ None v ()

£ Administration

Enable Profiling Service (1)
nli Work Centers

D Enable Threat Centric NAC Service (1)

?) Interactive Features ~ Enable SXP Service (7)

Use Interface GigabitEthernet 0 ~

(] Enable Device Admin Service (1)

(] Enable Passive Identity Service (1)

- . pxGrid

& Enable pxGrid Cloud ()

AT v 7 2. kD ACI A BFET DB EITHIBR L £,

dentity Services Engine Work Centers / TrustSec

) Overview Components TrustSec Policy Policy Sets SXP Integrations Troubleshoot Reports Settings
[
Aci "
' Overview ACI Connections “™
I ACI Connections
¥ Cisco ISE learns endpoint group (EPG) and endpoint security group (ESG) context data from connected ACI
) controllers, and then saves the required data as security group tags (SGT) in its database.
[ Meraki ’ After you set up an ACI controller connection, you can:
« Create inbound & outbou 3T domain rules to define and manage the data shared between Cisco ISE and
Cisco ACI
2
n

Please delete the phase 1 ACI integration before going through this flow.

Go ACI Settings
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AT w7 3. [Work Centers] > [Workload Connections] T. [Add Connection] %7 UV v 7 L7,

entity Services Engine

Work Centers / TrustSec

J!  Bookmarks

8% Dashboard

I Context Visibility
% Operations

1) Policy

4. Administration

Ali Waork Centers

) Interactive Help

Overview Components TrustSec Policy Policy Sets SXP Integrations Troubleshoot Reports Settings
Workload Connectars v
o Workload Connections

Workload Connections

assif Manage inbound SGT

Create workload cl rules to assign SGTs to IP and receive
Attributes Dictionary domain rules to define the SXP domains that must receive the mappings. Manage Outbound SGT domain rules to
define the data shared from Cisco ISE to Cisco ACI

Workload Classification

Meraki > ) ACI workload connection can be added but available system resources only allows up to 2 other types of cannection.

No Workload Connected

Add Connection

A7 o7 4. [Welcome] 7 « > K7 ® [Add Connection] C. [Let'sdoit] 27 VU v 27 LE7,

I Identity Services Engine

J| Bookmarks

BT Dashboard

Context Visibility
‘\ Operations

' Policy

& Administration

m  Work Centers

?) Interactive Help

Work Centers / TrustSec

o Welcome

@ Workload Platform Configuration «. Summary

Welcome

Use this wizard to set up a connection with a
workload platform, and choose the attributes
that you want to import into Cisco ISE

After the completion of this workflow, you \ ¢ G
can create workload classification rules, i

create ingress filters, and more, in Cisco ISE

TrustSec pages. =

[> Exit Wizard
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AT oS5, U—rn—KFIy 73 —A5L LT[Cisco ACI] ZHEN L E9,

Work Centers / TrustSec

el Identity Services Engine

J! Bookmarks
8%  Dashboard
12l Context Visibility
% Operations
' Policy
&. Administration

Al Work Centers

@ Welcome

0 Workload Platform

Configuration

Summary

Select Workload Platform

alvaln
cisco ACl

ACl

Connect with Cisco ACI to share
SGTs and IP-SGT bindings with a
Cisco ACI fabric and/or receive

(-]

Choose a workload platform to configure the connection with.

@ AWS

Create a connection with your AWS
account to import your application
workloads into Cisco ISE.

A Azure

Create a connection with your Azure
account to import your application
workloads into Cisco ISE.

Endpoint Group (EPG), Endpoint
Security Group (ESG), and endpoint
configuration information from a
Cisco AClI fabric.

G VCenter

Create a connection with your
VMware VCenter account to import
your application workloads into Cisco
ISE.

?) Interactive Help

O @)
D

Create a connection with your GCP
account to import your application
workloads into Cisco ISE.

[ Exit Wizard

ez
AT v 7 6. ACI e LET,

Identity Services Engine

J| Bookmarks

T
Workload Create ACI Naming Selact catood,
@ Welcome 3 . 5 | EPG/ 6 | Numbering 7 | Summary
B® Dashboard Platform Connection Convention ESGs Range

Il Context Visibility

% Operations Create ACI Connection

Enter the FQDN or IP address for an ACI controller and its access credentials. Upon connecting to this controller,
Cisco ISE automatically fetches the FQDNs and IP addresses of other controllers connected to the same Cisco
APIC site.

' Policy

&. Administration FQDN or IP Address*

] [ 172.23.203.36 ]

ACI Connection Name*

[ DC3_ACI

Al Work Centers

Non-editable after creation
ACI Password*

] [ ........ snow]
Login Domain

[ No Domain / ]

View Details

ACI Username*

[ admin

?)  Interactive Help

Validate ACI certificate @

[> Exit Wizard

o ACIFEHZEORIENMLE2EE 11X, [Validate ACI certificate] = v 7 R v 7 2 &4 42 LE9, ACIFEAE
% ISE OFEHEBEH A FTIZBMNT A2 0ERH Y £,
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Al

S

o HEENERINT 5 & [Connected] 2T —# 2 F R &N E T, [Continuel %7 U v 27 L7,

Bookmarks

Dashboard

Context Visibility

Operations.

Policy

Administration

Work Centers

Interactive Help

vea' ldentity Services Engine

Work Centers / TrustSec

o
Connected

LEARNED FQDN OR IP ADDRESSES @

172.23.203.36 @ In Service

["] Don't show this to me again

A7 v 7 7. SGT Om4HAIZEIR L3, &ML, Connection Name, Tenant, VRF, Application
Profile. ¥ X 1" Endpoint Group Type ([ZEESWTWAEEENH Y £,

Work Centers /

Al

Bookmarks

Dashboard

Context Visibility

Operations

Policy

Administration

Work Centers

Interactive Help

< Select Set SGT
Workload Create ACI Naming K
Welcome » . 5 EPG/ 6
Platform Connection Convention
ESGs Range

Naming Convention

To set a naming convention for the SGTs created from the EPGs and ESGs ingested from the connected ACI
controllers using two types of naming conventions, follow these steps:

1. Use ACI attribute values: Select EPG/ESG attributes whose values must be combined to form the name of the
newly created SGTs.

2. Append prefix or suffix: Enter a prefix or suffix that will be added to the existing name the EPG or ESG.
Ensure that the combined name does not exceed the maximum character limit of 64. Note that if the Cisco Catalyst

Center is below version 2.3.7.6, the character limit will be 32.

Naming Convention
@ Use ACI attribute values O Append prefix or suffix
Name Attributes

D Connection Name Tenant D VRF D Application Profile Endpoint Group Type

EPG/ESG SGT

P [EPG/ESG]_[Tenant]_[Endpoint Group Type]

Attribute Values

@ Use default attribute values O Use custom values

[> Exit Wizard
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A7 w7 8. EPG & ESG &N L £,

"
n

=

‘e Identity Services Engine

Bookmarks

Dashboard

Context Visibility

Operations

Policy

Administration

Work Centers

Interactive Help

Work Centers / TrustSec
i Select Set SGT
@ Welcome @ sty @ ireale A.CI @ Eammg . ° EPG/ 6  Numbering Summary
ESGs Range
Select EPG/ESGs
Choose the EPGs and ESGs to be fetched into Cisco ISE and converted to SGTs. You cannot choose the select
all option if the number of listed EPG/ESGs is greater than the numbering range configured. Note that a number
from the configured range is allotted only to newly created SGTs. If an SGT name populated from this
connection already exists in the Cisco ISE database, the SGT isn't assigned a new number.
Q  VRrF1 ®n
2 Selected
8 EPG/ESG name ~ Generated SGT Name Tenant VRF Application Profile Endpoint Group Type
DC3-APP DC3_APP_TENANT_1_EPG TENANT-1 VRF1 DC3_VRF1_APP_PROF EPG
O DC3-T2-APP DC3_T2_APP_TENANT_2_EPG TENANT-2 VRF1-T2 D3 EPG
- - - VRF1_APP_PROF_T2
(] DC3-T2-WEB DC3_T2_WEB_TENANT_2_EPG TENANT-2 VRF1-T2 ol EPG
S = R VRF1_APP_PROF_T2
DC3-WEB DC3_WEB_TENANT_1_EPG TENANT-1 VRF1 DC3_VRF1_APP_PROF EPG
26 Record(s) Show Records: 10 v 1-10 Q2 3

[> Exit Wizard

FEHE Y, ACI#55t0> 5 EPG/ESG B LI T B IP XA U F 4 v 7T H BN Tx 9, EGP/ESG 23 EIR X
NTWRWES. BT ERE I —RHEIRIRRE D £ FI1272 0 £,

AT 79,

o

nl

Bookmarks

Dashboard

Context Visibility

Operations

Policy

Administration

Work Centers

Interactive Help

(A7 a>) [SGT Numbering Ranges] Z I L £79,

Work Centers /
Select Set SGT
Workload Create ACI Naming =
@ Welcome Plattorin @ o & @ o N @ EPG/ o Numbering 7
ESGs Range

Set SGT Numbering Range

Enable this option to manually configure a numbering range for the new SGTs that will be created from the EPGs
and ESGs ingested from the ACI connector. When setting a numbering range, account for existing and
anticipated EPGs and ESGs.

@D set SGT Numbering Range for EPG/ESGs (Optional)

Range19-49 , 90-99 , 756-2499 , 2509-3099 , 3300-3999 , 4043-4043 , 4225-4227 , 4251-4309 ,
4351-5000 , 5007-5999 , 16000-65534

SGT Numbering Range
[ 3300-3399 1
Specify ranges from 2-65535, eg. 2-1000

2 new SGTs must be created for the chosen EPGs and ESGs. The current SGT numbering range allows
for 100 new SGTs.

OCCUPIED RANGES

Others0-18 , 50-89 , 100-255 , 256-755 , 2500-2508 , 4000-4042 , 4044-4224 , 4228-4250 , 4310-4350 ,
5001-5006 , 6000-15999 , 65535-65535

DC1_ACI 3100-3199

DC2_ACI 3200-3299

Summary

B Exit Wizard

© 2025 Cisco and/or its affiliates. All rights reserved.
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E: TFT7# T BRSWZTNTO SGT I FIREZ: SGT # 7B ABEIICEI D B TohbhE T, Z0F
Tva i, ACI T —F L H—nbEE Lz EPG/ESG IZFFED SGT #HIV YT T, HBEHPATEND Zilkpl+
OIS ET, 72& 21E, 3100 FED SGT 1L DC1, 3200 FH D SGT 1L DC2 & 720 £7,

A7 w7 10. [Summary]l 7 1 > R %8 L., [Create] #27 U v 7 L CHfi e LET,

ek Identity Services Engine Work Centers / TrustSec

J! Bookmarks

Summary

-~ Dashboard Review the Cisco ISE - ACI Connector configurations defined through this workflow. Click Edit for the section in
which you want to change any configurations.

12 Context Visibility
v Create ACI Connection  Edit

9 Operations

ACI Connection Name DC3_ACI
(] Policy FQDN/IP Address 172.23.203.36 Login Domain
ACI Username admin ACI Password e

3 Administration Learned FQDN or IP Addresses 172.23.203.36

m  Work Centers v Naming Convention  Edit

Naming Convention NAME
2 Interactive Help Name Attributes Tenant,Endpoint Group Type
EPG/ESG saT
] @ » 1_[Tenant]_[Endpoint Group Type]
Attribute Values DEFAULT
v Select EPG/ESGs  Edit
Q  search Table
! name - SGT Name Tenant VRF Application Profile Endpoint Group Type
DC3-APP DC3_APP_TENANT_1_EPG TENANT-1 VRF1 DC3_VRF1_APP_PROF EPG
DC3-WEB DC3_WEB_TENANT_1_EPG TENANT-1 VRF1 DC3_VRF1_APP_PROF EPG
2 Record(s) Show Records: 10 v 1-2 [1]

v Set SGT Numbering Range  Edit

SGT Numbering Range 3300-3399

[ Exit Wizard m
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AF7 w7 11. AClI TO ISE HiH %R L9, ACI ##i)% APIC @ [Integrations] > [ISE Integrations] T
ENTWDHZ EA2MRLET,

dics  APIC = @ QPO OO

System Tenants Fabric Virtual Networking Admin Operations Integrations

ISE Integrations | Integration Groups

n This object was created by the ISE orchestrator. It is recommended to only modify this object using the ISE orchestrator. ‘

ISE Integrations

B pcaac

Inter Domain Policy O
Summary Connection Details Endpoints Configuration History

(o) A%

Properties

rvers: [P Address Domain Name
172.23.203.85 ISE-PSN1.cdp.com
172.23.203.86 ISE-PSN2.cdp.com

Topics:  Topic Name Role
Publisher
Sul De

AUNRNTURSGT KAALUA—ETT IR RSGT FAAL VAV —IVDER
AUNRY Y RSGT RAAL U —)b

AN RSGT RAA VIb—Uid, BEENEE SCGT N T 4 VT EREED SGT RAA i~ v T
LHledIEHISNET, AT RSGT RAA VL= ANRERINTWRWEGES, N T 4 7137
T4 SGT RAAL VTEEENET, T7 4/ 5 SGT FAA VIZHBWIZENCARY . EHCTHZ LT
T&EH A,
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i |dentity Services Engine Work Centers / TrustSec A EvaluationMode88Days O, @ @ 0 ‘ Q

P! Bookmarks Overview Components TrustSec Policy Policy Sets SXP Integrations Troubleshoot Reports Settings

B Dashboard

SXP Devices
i BETA
ot bomans Inbound & Outbound SGT Domain Rules
| Context Visibility
Inbound & Outbound SGT Create inbound and outbound SGT domain rules to define and manage the data shared between Cisco ISE and Cisco
Domain Rules ACI.

% Operations

SGT Bindings
{0 Policy E HE

4. Administration
Inbound SGT Domain Rules Outbound SGT Domain Rules

Work Centers

n
Q. Search table v
2) Interactive|Features The default rule will be applied to bindings that do not match any customized rule. X
+ Add Inbound Rule As of: Jun 6, 2024 8:10PM £
Inbound Rule Name + Status Destinations SGT Bindings Actions
Default-inbound-rule ° default 0
1 Record(s) Show Records: 10+ 1-1 < @

T2 hRT U RSGT RAA L L—/b
77 kX7 R SGT RAA > /b—/LiZ,. Cisco ISE 75 Cisco ACI ICHF SN AT —Z 2 EHR L ET,

T 7 R RSGT RAAL LV IIL—LEEHZT DI :

A7 27 1. [Work Centers] > [Inbound & Outbound SGT Domain Rules] > [Outbound SGT Domain Rules]
DIEIZEIR L, [+ Add Outbound Rule] #27 VU v 7 L¥7,

BEEIL, T MR T RSGT RAA = &ER LT, ACI 55 ~D IP A VF 4 o T %
HEST LD EERL £,

T 7V M TiE, ACHIZISE D 2T F A a8 LEYA, ACI 855 & 95 SGT 2 E
FTEEDIZISEDT U MR KL=V ERTELET, ZHiE. ACl NISENH L THA A
?%ﬁ_éﬁ’_&)ﬂl%\gw@ﬁ_o

AT w7 2. [Outbound Rule Name] iZ A /7 L £,
AT w7 3. [Destinations] 7 1 —/L R T, ACI ##i2EIR L £,
AT oS4 ZON—)VEEHT S [L3 Outs] Zi&IR L £7,
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Add Outbound Rule

Rule Settings

Outbound Rule Name* Status
| to_pc3 ‘ @® Enabled () Disabled

Destination Configuration
Destinations *

DC3_ACI X @y |

L3 Outs *

Destinations

Ses A | L3-OUT-VRF1 (TENANT-)x @ ¢

Rule Configuration O

[ SGT Domain ‘ ‘ Equals \ J default @V U

SGT Name / ‘ ‘ Equals ‘ Contractors X  Developers X ® lA
1
Employees X
SGT Name | | Equals | | peiscaervreipciAciy.. x @ 4 | o}
{ Add AND/OR Statement {- Add Condition
| Add AND/OR Statement t Add Condition

[Rule Settings] T, &kD 2 >O&MEERLET,
o T 7K SGT KAA VB D SGT,
o IHEEL. BHRE. WEB. £7-12 DC1_SCALE_VRF1_DC1 (DC1 ACI Zi@ U CT¥%) [2—T % SGT
£1%. Z® DC3 ACI ##tlfnfE S £,

HR L72 SGT Z & 12, ISE iR E% ACIHIC 7 v = LT, IR L7z L30ut IZ EEPG Z1ERk L E£3, S&Mna
#INHE, ar "I MREZERT AL T g UAMERFREIC/AR Y £4, ISE 1%, ACI ® EEPG /L — /L
TEZRIN WL TR, X —LFHEOa L N T 7 e LET,

[Rule Configuration] 7 > a > O F T, FEFILERIN L 7= SGT (25 5 [Consumed Contract] &
[Provided Contract] Z &R Cx £4, | L7z SGT 1, ER L7 L30ut ® FIZ EEPG & LT ACl IZFR &
NnNFEJ, 2727 MIEEPG IZEAINE T,
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Contract Configuration

SGT Name

Contractors

Developers

Employees

DC1_SCALE1_VRF1_DC1_ACI_VRF1

4 Record(s)

A7 o765, [Save]l #27 VU v 7 LT,

i Identity Services Engine

J!  Bookmarks Overview
25 Dashboard SXP Devices
SGT Domains

Izl Context Visibility

Inbound & Outbound SGT

\ Operations Domain Rules

SGT Bindings
' Policy

4. Administration

Al Work Centers

?) Interactive Help

Components

Connection/ Tenant/ L3out

DC3_ACI/ TENANT-1/ L3~
OUT-VRF1

DC3_ACI/ TENANT-1/ L3~
OUT-VRF1

DC3_ACI/ TENANT-1/ L3-
OUT-VRF1

DC3_ACI/ TENANT-1/ L3~
OUT-VRF1

Consumed Contract (D Provided Contract ~ (O

Work Centers / TrustSec

TrustSec Policy

Cisco ACI.

Inbound SGT Domain Rules

Q  search table

Outbound Rule Name ~

to_DC1_VRF1

to_DC1_VRF2

to_DC2

to_DC3

4 Record(s)

‘ TENANT-1 CONTRACT X ® ¥ ‘ \ v \
‘ TENANT-1 CONTRACT X ey | | $ |
‘ TENANT-1 CONTRACT X ® ¥ ‘ ‘ v ‘
I r) v
‘ Q  Search ‘
() common CONTRACT 2
() common CONTRACT INTERFACE ¥
() TENANT-1 CONTRACT ¥
37 N > SO fe
HLWT U AT F— &R ELET,
Policy Sets SXP Integrations Troubleshoot Reports Settings
Inbound & Outbound SGT Domain Rules
Create inbound and outbound SGT domain rules to define and manage the data shared between Cisco ISE and
-F
Outbound SGT Domain Rules
-+ Add Outbound Rule <
Status Destinations Actions
© DC1_ACI
o DC1_ACI
L] DC2_ACI
(] DC3_ACI
Show Records: 10 v 1-4 (1]
21/46 ~X—v
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ISE 7> 5 vCenter DA

U—na— Raxy ZiE, ACI ~OEFOIEMRIZINZ T, AWS, Azure, GCP, ¥ J O vCenter ® ERH~DH%
EbIERRRCE £9, AWS, Azure, BXOGCP DO U —/ n— Fax 7 X OERTEFETWET,

U—yu—Raxy ZZ2HH LT vCenter 28t L, V—2 2 — R&%E 451205 :

A7 w7 1. [Work Centers] > [Integrations] > [Workload Connections] > [+ Add Connection] DJIEIZER L
e

2T w7 2. [Welcomel 7 4> KUT, [Let’ sdoit] 227V w7 LET,
2T w7 3. [Workload Platform] T [VCenter] 3% L £,

@ Welcome ° Workload Platform «. Configuration «. Summary

Select Workload Platform

Choose a workload platform to configure the connection with.

o (&) (@) (-]
il AN 1
cisco ACI e AWS A Azure I VCenter
Aci

Connect with Cisco ACI to share SGTs and IP-SGT Create a connection with your AWS account to Create a connection with your Azure account to Create a connection with your VMware VCenter
bindings with a Cisco ACI fabric andfor receive import your application workloads into Cisco ISE. import your application workloads into Cisco ISE. account to import your application workloads into
Cisco ISE

Endpoint Group (EPG), Endpoint Security Group
(ESG), and endpoint configuration information from
a Cisco ACI fabric.

> GCP

Create a connection with your GCP account to
import your application workloads into Cisco ISE.

ATy 7 4 U—7m—RERO/NT A—=ZIZATLET,
@ Welcome @ Workload Platform o Create Workload Connection 4 | Manage Attributes 5 | Summary

Create Workload Connection

Workload Connector Services are running

Workload Connection Name*
[ vCenter_DMZ

Non-editable after creation

Description

Sync Interval* FQDN or IP address*

(2 | [ Minures | (10140250 ]
Hint

User* Password*

(ot ) (o =)

Validate vCenter certificate. ®

A7 v 7 5. [Validate vCenter certificate] % 5{R L 7=3541%. vCenter AEBED ISE OfEHEH T HREEA b
TIZT v 7a—RENTWDH I EEHERLET,
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A7 v7 6. SGTHOY—27n— Rt 5BEARR L ET,

©) wetcome (©) Workioad Platform (©) create workioad Connection @ Manage attributes 5 Summary

Manage Attributes

All the attributes learned from the workload connection is listed here. For optimum use of search lists and memory, include in the Cisco ISE dictionary only those attributes that you want to use to create classification policies, inbound and outbound SGT domain rules,
and in authorization policies. At least one attribute must be added to dictionary to proceed to next step. If you have an existing connection with the same platform, any attributes already added to the Cisco ISE dictionary are automatically enabled in this list as well.

You can also edit the attribute name to be displayed in the Cisco ISE dictionary.

Include All in Dictionary

Q  search Table

Included in Dictionary ‘Workload Attribute Attribute Name in Dictionary References
vmid Vwmd -
uuid uuid -
quest. guest. s
@ VM-Name VM-Name o
host host -
@ Power Power o
os 1
network “network .

AT o7 7. [Summaryl 7 > R DOEREZHEZE L TH 5, [Create] 227 Y v 7 LET,
@ Welcome @ Workioad Platform @ Create Workload Connection @ Manage Attributes o Summary

Summary

Review the Cisco ISE - Workload Connector configurations defined through this workfiow. Click Edit for the section in which you want to change any configurations.
Select Workload Platform  Edit
Workiosd Piatform  V-CENTER
Create Workioad Platform  Edit
nection Name vCenter_OMZ Description
Sync Intervat 2 Minutes Host 101402
User root Password
Vasidate vCenter cortificate Enabled
Manage Attributes  Edit
Included in Dictionary Workioad Attribute Attribute Name in Dictionary References
vmid vimid 2
uuid wid =
guest.guestFuliName guest.guestFullName -
@ VM-Name VM-Name .

[+ Exit Wizard

© 2025 Cisco and/or its affiliates. All rights reserved.
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U—Ju— Kp8EL—iv

vCenter #fki23MfeNr L7= &, [Work Centers] > [Workload Connectors] > [Workload Classification] > [+ Add
Classification Rule] 725, V—27 o — ROENL—LVEZ{ER LT, V—27o— ROSDEHFELZTERELET,

ey Identity Services Engi

)|  Bookmarks Overview Components TrustSec Policy Policy Sets SXP Integrations Troubleshoot Reports Settings
—
B%  Dashboard
Workload Connectors ~ ogs .
Workload Classification
Izl Context Visibility Overview
Workioad Connections a8 Classification rules allow you to assign primary and secondary SGTs
% Operations to workloads. The primary SGT is marked as “Security Group” in Extemal Workdoad Extemal Workload
Attributes Dictionary pxGrid session topic and is used to publish IP-to-SGT mappings via from ACI connections from non-ACI connections
' Policy I Workload Classification SXP. Secondary SGTs are published on the pxGrid session topic as (]
an ordered array named “Secondary Security Groups”. Primary SGT

4. Administration Meraki

Al Work Centers

2 Interactive Help

X 1.

RULE SETTINGS

Rule Name*

\ IP-150.1.1.0 |

AUTHORIZATION CONFIGURATION
Primary SGT *

from first matched rule

> If multiple classification rules are matched and multiple primary
SGTs are assigned, only the first assigned SGT is considered as the
primary SGT and the remaining SGTs are taken as secondary SGTs.
The order of secondary SGTs depend on the order of classification
rule execution. When a second primary SGT is assigned, it will be
added to the end of “Secondary Security Groups” and any secondary
SGTs in the same rule will then be added. Manage Inbound SGT

Primary SGTs
from subsequent rules

Set Secondary SGTs (Optional)
Order of as:

ent maintained

Secondary SGTs
All Matched Rules

o | SGT binding

PR Set Primary SGT

Set Secondary SGTs (Optional)
or

r of assignment maintained

P . . - o
domain Rules to define the SGT domains for these IP mappings. StoredinISE o
@ For a workload from an ACI connection, the primary SGT is always the one derived from its EPG/ESG.
Q  search table =
- Add Classification Rule < Asof: Jan 9, 2025 4:14 PM

IP 7 FLRIZESL S L—LOHF]

Classification Rule Details

Status

® Enabled () Disabled

Secondary SGTs (Optional)

SGT106 ® | | serio7x ®v
RULE CONFIGURATION ®
‘ Siurce y ‘ l Equals ‘ ‘ veentert ®J ‘ u
Value*
i | 1P Address | | PEquas | | 150.1.1.0/24 | 8

{ Add AND/OR Statement

|- Add Condition

© 2025 Cisco and/or its affiliates. All rights reserved.
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X 2. ARV—T 4T VAT A ZA S (os-type) IZHSL EENAL—VDF
Classification Rule Details
RULE SETTINGS

Rule Name* Status

[ Windows-0S ] @ Enabled O Disabled

AUTHORIZATION CONFIGURATION
Primary SGT * Secondary SGTs (Optional)
{ SGT116 @V ] [ SGT126 x @V ]

RULE CONFIGURATION ®

[Source ] [Equals ] [ veenter1 ® ¥ ] o]
Label
AND
[Vcemer - os-type ] [ Equals ] [ Microsoft Windows 10 (64-bit) ] &
Enter text to search
+ Add AND/OR Statement + Add Condition

Lo

774~ SGT X pxGrid Z >~ 2> ¥ v 7 T Security Group & L C~—7 ffiF &4, SXP #/- LT IP
MH SGT ~D~ vy B 7 HNRT A7 INET, W4V SGT IL, Secondary Security
Groups & W) ARETONEFATEEAE LT pxGrid By a v hE Y ZIZE&ENTHET,
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27 v 1. BBSEMET [Preview Rule] 7 4 v R 2 H L £,

Add Classification Rule / Preview Rule

Preview Rule

SGT Bindings (7144/25310)

Q  Windows-0S

IP Address “

10.1.0.161

150.1.10.1

150.1.10.10

150.1.10.100

150.1.10.101

150.110.102

150.1.10.103

150.1.10.104

150.110.105

150.1.10.106

150.1.10.107

150.1.10.108

7144 Record(s)

© 2025 Cisco and/or its affiliates. All rights reserved.

Primary SGT

SGT116

SGT116

SGT116

SGT116

SGT116

SGT116

SGT116

SGT116

SGT116

SGT116

SGT116

SGT116

Secondary SGTs (in order)

SGT126

SGT126

SGT126

SGT126

SGT126

SGT126

SGT126

SGT126

SGT126

SGT126

SGT126

SGT126

Matching Rules (D Source

Windows-0S

Windows-0S

Windows-0S

Windows-0S

Windows-0S

Windows-0S

Windows-0S

Windows-0S

Windows-0S

Windows-0S

Windows-0S

Windows-0S

Processed 25310 out of 25310 records

Vcenter

Vcenter

Vcenter

Vcenter

Vcenter

Vcenter

Vcenter

Vcenter

Vcenter

Vcenter

Vcenter

Vcenter

Show Records: 25 v/

Learned From
172.23.2031
172.23.2031
172.23.2031
172.23.203.1
172.23.203.1
172.23.2031
172.23.2031
172.23.2031
172.23.203.1
172.23.203.1
172.23.2031

172.23.203.1

1-25 0 >

®

Learned By

Session

Session

Session

Session

Session

Session

Session

Session

Session

Session

Session

Session

n}

®
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AT w72 [Save] 7 Vw7 LT, WEAL—NVEERFELET,

Identity Services Engine Work Centers / TrustSec

Ji  Bookmarks Overview Components TrustSec Policy Policy Sets SXP Integrations Troubleshoot Reports Settings

B%  Dashboard

Workload Connaétors - are taken as secondary SGTs. The order of secondary gt All Matched Rules iy
SGTs depend on the order of classification rule execution.
! Context Visibility Overview When a second primary SGT is assigned, it will be added SGT binding

to the end of “Secondary Security Groups” and any b e

\ Obarations Workdad Corineations &) secondary SGTs in the same rule will then be added.

& Attributes Dictionary Manage Inbound SGT domain Rules to define the SGT

domains for these IP mappings.

{ Policy l Workioad Classification

4. Administration Meraki > @ For a workload from an ACI connection, the primary SGT is always the one derived from its EPG/ESG.

Al Work Centers

Q  search table

2 Interactive Help

—_—
considered as the primary SGT and the remaining SGTs Gl "““"“’“"'“ Secondary SGTs
Nevamasioisil Glisis it i H

-+ Add Classification Rule < Asof:Jan 9, 2025 4:14 PM
# Rule Name Status Primary SGT Secondary SGTs SGT Bindings Actions

0 1P-150.1.4.0 (] SGT106 SGT107 103

1 IP-150.1.3.0 (] SGT106 SGT107 103

2 1P-150.1.2.0 o SGT106 SGT107 103

3 IP-150.1.1.0 (] SGT106 SGT107 103

4 Windows-0S © SGT116 SGT126 7144

5 Default-classifi... [} Unknown 0

6 Record(s) 1-6

vCenter V—7 o — RN SGT IZw v B 7 si=#%, ACl Y —7  SD-Access h—%—/— F, SD-WAN
T v ¥/ — R, Cisco Firepower 7 /3 272 PO I EIEREHRA VR T, ZhHDU—7m— RIZHRY
v—hEHTEET,

ISE & Cisco Catalyst Center O#t&
DY Y a— a7 ARTIL, [Catalyst Center and Cisco ISE Integration] TSI TW5 X 9T,
ISE 73 Cisco Catalyst Center & #iA S £,

Catalyst Center (X, AU O —FBAR A M LTHEINE T, TrustSec &~ U v — D% EIL, Catalyst
Center " HATWET, ISENOEX 2V T 4 ZN—7 T/ EAEK, BIORY —FFAH0 HEHTT,

Q admin Vv

= dul Catalyst Center ) 5% @9 © |
Overview | Configurations
AT Policy Settings

Analytics Settings

Administration Mode View migration log  Last migration: Jan 9, 2025 4:29 PM

Manage Group-Based Access Control in
© Catalyst Center, policy Ul in Cisco Identity Services Engine will be read-only

For emergent c: st Center not responding, you can override the read-only mode

that you can y in Cisco Identity Services Engine. Be cautious

Re-sync policy data

O Cisco Identity Services Engine, Group-Based Access Control Ul in Catalyst Center will be inactive
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https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/catalyst-center/2-3-7/admin_guide/b_cisco_catalyst_center_admin_guide_237/b_cisco_dna_center_admin_guide_2_3_7_chapter_010.html#id_54524

Cisco SD-WAN Manager & O ISE #i&

Cisco ISE & ® SGT #A& D 7= ® Cisco Catalyst SD-WAN 7 A T T 4 T 4 X—ADT 7 AT 74 —/LK
v —4EaElE, Cisco SD-WAN VU U —2% 20.10.1 3 L O Cisco I0S XE Catalyst SD-WAN U U —2% 17.10.1a
DT R— SN TWVET,

Cisco SD-WAN Manager & ® ISE #4113, [Administration] > [Integration Management] > [Identity
Services Engine] ®DJIEIZE4R L T, Cisco SD-WAN Manager Ul 75 B84 L £9°, FIEIZOWTIL,
lConfigure PxGrid in Cisco ISE for Connectivity to Cisco SD-WAN Controller] &L T 7Z &0,

View/Edit ISE Server

ISE Server IP Address

Username*

L/ admin ‘

Password*

512

ISE Server CA
ISE-CA.cer
PXGrid Server CA
ISE-pxgrid.cer
Feature Subscription*
Select the feature you would like to retrieve the metadata information from ISE

ups

Security Group Tag (SGT)
y F 9

Concel m

SD-WAN = s 17— T ISE pxGrid O#A 2R L £,

sdwan-controller# show idmgr pxgrid-status
idmgr pxgrid-status default

State Connection and subscriptions successful
Current event EVT-None
Previous event SXP websocket create eveent

Session base URL
Session pubsub base URL
Session topic
UserGroups topic

Session Websocket status ws—disconnected

SXP base URL https://ISE-MNT1.cdp.com:8910/pxgrid/ise/sxp
SXP pubsub base URL wss://ISE-PSN1.cdp.com:8910/pxgrid/ise/pubsub
SXP topic /topic/com.cisco.ise.sxp.binding

SXP Websocket status ws—connected

Last notification sent Connection successful

Timestamp of recent session

MANHMZ/2 -7 5, SD-WAN EHIE 1% Cisco Catalyst SD-WAN 74 T > T 4 T A _X—ADT 7 AT
A —NARY —ERETEET, SGT I, RY I —FKED=HIZ SD-WAN Manager (IH vManage) (Zi%
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https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-17/security-book-xe/m-firewall-17.html#Configure_pxGrid_in_ISE_for_Connectivity_to_Cisco_vSmart

EEnET, IP-SGT v v > 7 A SD-WAN = F2—F (JH vSmart) IZEESNnET, H/EINT= SGT
RAAL AR RI— U HDSNT, ISE1X, ACI 2% E L2 IP-SGT A T 47 % SGT KA A
£ b —E A HE D SD-WAN VPN IZ3X(E L E T,

FMC & @ ISE #4&

pxGrid 2.0 ZfiH L7- ISE & ® FMC #&1%., VUV —2 6.7 UIETHR— SN TWET, HAIEL. FMC U
MO I NET,

FMC & @ ISE #tE & ET HI1TiT -

A7 w7 1. [Integration] > [Identity Sources] > [Identity Services Engine] T, FMC & ® ISE fi& % 7%E L
e

Flréwall M,?hagemeht C‘en'fer Overview Analysis Policies Devices Objects Integration
Cloud Services Realms Identity Sources High Availability eStreamer Host Input Client Smart Software Manager On-Prem
Service Type:
None @ |dentity Services Engine
Primary Host Name/IP Address* Secondary Host Name/IP Address
172.23.203.85 172.23.203.86
px@Grid Client Certificate* MNT Server CA* pxGrid Server CA*
pxGrid_FMC + ISE_rootCA + ISE_rootCA T

ISE Network Filter

Subscribe To
Session Directory Topic
SXP Topic

‘ Test ‘
AT v 72 [Test] 27 U w27 LT, ISE ~® pxGrid ##5 3ilh4 25 Z & 2R L £,

Status X

o ISE connection status:

Primary host: Success
Secondary host: Success

~ Additional Logs

Primary host:

[INFO]: PXGrid v2 is enabled

[INFOJ: pxgrid 2.0: account activate succeeded
[INFO]: Successful connection to ISE-
MNT2.cdp.com:8910

ISE % FMC & #iAd 2720 0FEMZ2FIEIZ>WTiE,  Configure and Troubleshoot ISE 3.2 with FMC 7.2.4
Integration] ZHHL T Z 30,
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https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-32/220856-configure-and-troubleshoot-ise-3-2-with.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-32/220856-configure-and-troubleshoot-ise-3-2-with.html

ISEix, ACl 777U v JNDBEIREINTZEPG & ESGIZYV TR T4 7L, ZNDBIE NI 74 v 7#AD-
WIZ FMC 12X E S NE T,

RY —HEARA b

ACI YV —TRY > —i#EH

ISE 1% dot1x E 721X MAC FRFE3A A2 (MAB) #/F LT, ¥ RA%y NIY—J IC8EFiT 52— —%7-
ZTF XA ADIP-SGT XA VT4 7 H%FEH LET, Z0arTFAMI, ACl Y —7ToORY > —umArA
T ATEDIZ, T IRT L RSGT RAAL U A—LE N LTACI F—F o 2 —IEEENnNET,

AU —HiltEom AT AL, ACIVRF R Y > —DRE T [Ingress] (77 #/v ) F72i1% [Egress] DV 3 s
_E&E’C% 7,
VRF - VRF1 O

Summary Palicy Route Control Operational Stats Health Faults History

@ i o5

Properties

Routing Domain ID: 0
Segment: 2785280

™\
sy consertonans e, (IR s )

Palicy Contral Enforc

Ve
nt Direction: ‘.\ Egress

BD Enforcement Status: []

~
Preferred Group: Enabled /"

BGP Timer
BGP Context Per Address Family: -+
~ BGP Address Family Type BGP Address Family Context
ve b
BGP Route Target Profiles: -+
Address Family Route Targets

ZOFNEHITIE., /KB SGT = —H—723 TCP R— k 22, 80, 443 ® ACl F— %t % —D%I125H % Web
Y= N—ZT IV BATEDL LT Ha T hEERHLET, Web — X—[XIWEBEPG IZB L 7,
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FIE 1, ary 77 bEEAT LI

A7 w7 1. [Outbound Rule Details] ® [Contract Configuration] =2 + a2 > ¢, [Employees] SGT ®
[Consumed Contract] ke v 7% U A T, [ALLOW_WEB_SSH] = + 77 F&BIRL T,

Z DA, [ALLOW_WEB_SSH] @ [Consumed Contract] 3 [Employees] SGT (23 & £ 3,

Outbound Rule Details

[ SGT Name J [ Equals ] Contractors X Developers X ®Jv
Employees X Production_Servers X w
Production_Users X BYOD X
[SGT Name ] [Equals J [ DC2_SCALE1_VRF1_DC2_ACI_V.. x ® ¢ ] @
[SGT Name \ ] [Equals ] SGT5001 X SGT5002 X ®J &
W
SGT5005 x
+- Add AND/OR Statement + Add Condition
-+~ Add AND/OR Statement -+~ Add Condition
Contract Configuration
SGT Name Connection/ Tenant/ L3out Consumed Contract (@ Provided Contract ~ (D
Contractors DC1_ACI/ prod/ L3-OUT-VRF1 [ prod CONTRACT - Allow_All_Prodx ® ¥ ] [ N ]
Developers DC1_ACI/ prod/ L3-OUT-VRF1 l prod CONTRACT - Allow_All_Prodx ® ¢ ] [ N ]
d CONTRACT - x® ¥
Employees DC1_ACI/ prod/ L3-OUT-VRF1 ‘ 24 ’ [ ¢ ]

ALLOW_WEB_SSH

A7y F 2. HEINLI T MRMIET S EEPG IZEM 415 Z & & ACI THEE L £ 77,

bE ZOBITIXR, TR B E =T ARF Y U NATNA RT 7B AT HHMERRW-%, [Consumed
Contract] X ED AN SGT IZHEA INET, 7HiE L, T—F B H—T A ANRX X L RAT A AT 7 EBAT
HZUENHDGAIE, BESNTZaY 77 bERETILENRH Y 7,

Ak APIC o @ @O @ O

9 External EPG - Employees:ISE_Employees 0

General Contracts inherited Contracts Subject Labels EPG Labels

O i %

Name ~ Tenant Tenant Alias Contract Type Provided / QoS Class State Label Subject Label
Consumed

3 Contract Type: Contract

ALLOW_WEB_SSH prod Contract nsumed Unspecified Formed
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|
AT v 7 3. Web — "= E4 %5 WEBEPG ([CHEH S, ST DEESNTar M I 7 bRbbl ek

MR LET,
‘dics’ APIC o @ @ CO @O

Name ~ Tenant Tenant Alias Contract Type Provided / QoS Class State Label Subject Label

SD-Access Hh—&— /) — KTORY —@H

SD-Access ¥ ¥ > /YA 5 SD-Access R —H— /) — R ED ACI T—H o X —~DT 7 ST R 7 ()b
2V 7Z0E, SXP Y —E A THEMI 2> TWBISERY & —HP—E &2/ —F (PSN) & SD-Access h—
H— ) — KD SXP #fe 5ETT, ACI M HEE ST IP-SGT XA T 4 7%, ISEIZ L »TFH &
. SD-Access R—# — /) — FIlfafEanEd, ZoarFTX A MILbV, SD-Access h—#— /7 — R,
F ¥ o NAND ACI T —F B =20 N7 74y 7T 4 NF ) T TEET,

= ISE 1% SXP Z# 41 L T SD-Access R —& — / — K5 IP-SGT N1 U F 4 7 %585 B BER RN

W, SD-Access R—H— /) — RIZSXP DV A —L LTREINET, KDV, ISE L. Dotlx ML CTxv
VXA P-SGT X1 T 7 & . RADIUS #4) L T SD-Access =/ — Kb 0 MAB #RG5E2 58 L £,
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ISE PSN & SD-Access " —% — / — R SXP &kt 2 (ERL T 5121 -

2T w7 1. ISE . [ISE SXP] > [SXP Devices] > [Add] T. SD-Access R—&— /) — K% SXP /31 X &
LTRELET,

= ‘lut Identity Services Engine Work Centers / TrustSec

P’ Bookmarks Overview Components TrustSec Policy Policy Sets SXP Integrations Troubleshoot Reports Settings

8% Dashboard SXP Devices

SXP Devices > SXP Connection

! Context Visibility SaTDoméins; » Upload from a CSV file

Inbound & Outbound SGT
Domain Rules
%, Operations
SGT Bindings ~ Add Single Device
{ Policy
Input fields marked with an asterisk (*) are required.

4. Administration
Name

S5-FB1-VN1
Work Centers

IP Address®
Interactive Help 51.51.51.1

Peer Role*

LISTENER v

Connected PSNs*
ISE-PSN1 =

SGT Domains*
default =

Status*
Enabled v

Password Type*
CusTOM v

AT w7 2. SD-Access h—H—/ — RIZ SXPREZWwWHL £,

X 3. SD-Access R—¥— / — RIZEH & 5 SXP REDHI

!Create a new loopback interface in VRF to be used as the source of the SXP connection
to ISE-PSN1 and ISE-PSNZ2, which are enabled with SXP service

interface Loopback 51
vrf forwarding VN1
ip address 51.51.51.1 255.255.255.255

!Define SXP connection to ISE-PSN1 per VRF

cts sxp enable

cts sxp default password 7 060506324F41

cts sxp connection peer 111.30.0.85 source 51.51.51.1 password default mode local
listener hold-time 0 0 vrf VN1

!Define SXP connection to ISE-PSN2 per VRF
cts sxp connection peer 111.30.0.86 source 51.51.51.1 password default mode local
listener hold-time 0 0 vrf VN1

!Enable cts enforcement on SVIs towards fusion router
cts role-based enforcement
cts role-based enforcement vlan-list 2003,2005
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A7 w7 3. Catalyst Center RV v —%5%E LT, ¥EENS ACI TH¥ L7 SGT Th 5 WEB_prod_EPG
~DETT7 4y 7 HERTH LI LET,

il Catalyst Center Policy / Group-Based Access Control

Overview Policies Security Groups Access Contracts

° Migration is complete. Catalyst Center will be the policy administration point, and screens of Security Groups, Access Contracts and Policies in Cisco Identity Services Engine will be
Group-Based Access Control Configurations

Policies (‘\) [ J Enter full screen

¥ Filter Deploy v 3 Refresh

m Permit m Deny Custom Default

o

Employees > Deny IP > WEB_prod_EPG
WEB_prod_EPG > Default Policy > Employees

Destination

3
&

Source

Coe— .

2T w7 4. SD-Access R—HF— /) —RTDO NI 7 4 v 7 @AEMHERLET,

X 4. SD-Access R—F— /) — RTD 57 4 v 7 B@RABTEDH

S5-FBl#show cts role-based permissions

IPv4 Role-based permissions default:
Permit IP-00

IPv4 Role-based permissions from group 4:Employees to group 3103:WEB prod EPG:
Deny IP-00

RBACL Monitor All for Dynamic Policies : FALSE

RBACL Monitor All for Configured Policies : FALSE

S5-FBl#show cts role-based counters
Role-based IPv4 counters

From To SW-Denied HW-Denied SW-Permitt HW-Permitt SW-Monitor HW-Monitor
B B 0 0 987 353681 0 0

4 3103 0 5 0 0 0 0

S5-FB1#

S5-FBl#show cts role-based sgt-map vrf VN1 all | i 111.1.1.101
111.1.1.101 3103 SXP

SD-WAN = TORY > —wEH

SD-WAN = P TO T 7 4 v Z7HAZAINTTHITIE, A X0 KSGT RAAL U=V E2FRE LT, FF
ED SD-WAN VPN HZ1Za 7% A M &2EELET, SGT KA A 41 SD-WAN VPN F 5 & —&% L F
T, T2 zIE SESGT RAAL Y 1) oA "7 Kb—iL, SD-WANVPN (1] I2SGT =2 FTF%F A 1
FIRELET,
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AN RSGT RAA UIL—LERET HITIT :

Add Inbound Rule

Rule Settings

Inbound Rule Name* Status
[ DC1_ACI_to_1 ] @® Enabled () Disabled

Destination Configuration
Destinations *

(o o)

Rule Configuration @

{Snurce ] {Equals ] [ DC1_ACI @4 ] @
AND vV
{EPG ] [Equals ] [ DB ® 4 ] o
- Add AND/OR Statement -+ Add Condition

o

2797 1. SD-WAN = D VPN 1 THRA T 4 VI RZEIND T L 2R LET,

S3-CEl#show cts role-based sgt-map vrf 1 summary
-IPv4-

IP-SGT Active Bindings Summary

Total number of OMP bindings = 500
Total number of active bindings = 500
-IPv6—

IP-SGT Active Bindings Summary

Total number of OMP bindings = 500
Total number of active bindings = 500

S3-CEl#show cts role-based sgt-map vrf 1 all | inc 111.11.0.31
111.11.0.31 3101 OMP

A7 v 7 2. SD-WAN =2 b —F TR LTI, T 4 2R L ET,

sdwan-controller# show idmgr omp ip-sgt-bindings | inc 111.11.0.31
111.11.0.31/32 1 3101 omp-updated
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SD-WAN = v U CORY U —EHA

SD-WAN X% = V7 4 R Y —2AElT 2121 :

A7 w7 1. [Configuration] > [Security] > [Add Unified Security Policy] DNEIZEK L F 9,

aisco.  ‘Catalyst SD-WAN

a
Monitor
ilf Custom Options
o
P
Q Search =
]
Analytics
Add Security Policy Add Unified Security Policy
o3s
Workflows

Total Rows: _ {é}
A7 v 7 2. [Add NG Firewall Policy] #27 V v 27 L. [Create New] Z# &R L £ 7,
Security > Add Unified Security Policy
@ NG Firewall ® DnNS Security o Policy Summary
Create 5-tuple and Application behavior and add the VPN zones

[ Add NG Firewall Policy ]

Create New
Copy from Existing

Import Existing
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2ATFv 73 HEENZEXF2Y T 4 RY —I2-o0T [Name] & [Description] (Z A/ L. [Add Rule] %~
Vo LET,

Add Unified Security Policy

Name*

[ Unified-Security-Policy J Description* [ Unified-Security-Policy ]

Q Search ]

Add Rule/Rule Set Rule

Add Rule
Total Rows: 0 {9’:}
Add Rule with Rule Sets
Oraer——wamnm L Rule Sets Action Log Advanced Inspection Profile ~ Source Destination

Protocol Application List

No data available

AT T b T7AT T ==l TC [Name] IZ A1 LE 3, [Action] T [Inspect] Zi#R L., [+
Destination] #7 U v 7 L¥7,

Edit Firewall Rule

Order Name [ Inspect S3 Traffic to DC1-DB ] Type
Action Log O Advanced Inspection [Select an Advanced Inspection Profile ]

Profile

Source / Destination

-+ Source -+ Destination 4 Protocol ~+ Application List
An An Any An

AT w7 5. [Type] T [Identity] #34R L £, [Identity List] T [New Identity List] 27 U v 7 L9,

Edit Firewall Rule

{)rder Name [ Inspect S3 Traffic to DC1-DB ] Type
Action Log Advanced Inspection

Profile
Source [ Destination
+ Source Object Group
Select an object group
Any
Type Identity List

Identity - Select an identity list ] ®
Search

New Identity List
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A7 v 7 6. [Identity List Name] & [Description] (Z AJj L. [Security Group Tag] #i%&R L T [Save] % 7

Vw7 LET,
Identity List .
Identity List Name
[ DC1-DB ]
Description
[ DC1-DB ]

Select Security Group Tag (SGT)

DB_prod_EPG - 3101 x

& )

DB_prod_EPG - 3101

AT LT HLWTAT T 47 4 VA NeERT 5 L. [Destination] =7 v = > @ [Identity List] TR
TEXBLH12R0FEST, AT 7T 6 THERLEETAT VT 474U A MEEINL, [Save]l &7

Vw27 LET,
Destination
Object Group
Type Identity List

Identity v [ DC1-DB x '] @
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AT 8. U4r RUDTFEICH 5 [Save Unified Security Policy] 27V v 7 L%,

Edit Unified Security Policy

Name*

[ Unified-Security-Policy ] Description* [Unifled—Secumy—Pohcy ]

[ Q Search

Add Rule/Rule Set Rule

Default Action

©  Order Name Rule Sets Action Log

TotalRows: 0 §0%

Advanced Inspection Profile Source Destination Protocol Application List

© 1 Inspect $3 Trafficto N/A B Inspect N/A

Any DC1-DB Any Any

AT7Tv79. #HEEXa2 )T 4R =B ERR S5, [Add Zone Pair] 2 Y v 7 LET,

Security > Add Unified Security Policy

@ NG Firewall @® DNS Security o Policy Summary

Q Search

™
it

Add NG Firewall Policy ~~  (Add a NG Firewall configuration)

Total Rows: 1 5 {0}

Name Type Description Reference Count Zone Pairs Updated By Last Updated

Unified-Security-Policy 0 Add Zone Pair admin 07 Mar 2025 12:27: 24 PM P +2s

Unified-Security-Policy zoneBasedFW

27 w7 10. [Apply Zone-Pairs] T. [Source Zone] & [Destination Zone] (ZE8# % ¥—E X VPN % E4R
LET, ZoOfITIiE, VPN1 PEBRSNTWET, [Savel 7 U v 27 LET,

Apply Zone-Pair(s) :

Target Zone-Pair

Source Zone VPNT x —*  Destination Zone VPNT x ®

m Cancel
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ATF T 1. U4 RUDTEIZH D [Nextl 7 V v 7 LTHATLE T, [DNS Securityl £7 > a > (FoR
ENTVERA) T, U4 FUDOTEICH S [Next] ZHEZ UV v 7 LTHRfTLET,

Security > Add Unified Security Policy

@ NG Firewall @ DNS Security @ Policy Summary

Q Search =

Add NG Firewall Policy v (Add a NG Firewall configuration)

Total Rows: 1 — {iﬁ
Name Type Description Reference Count Zone Pairs Updated By Last Updated
Unified-Security-Policy zoneBasedFW Unified-Security-Policy 0 1/ admin 07 Mar 2025 12:27:24 PM P sss

2T w7 12. [Policy Summary] . [Security Policy Name] & [Security Policy Description] (Z A Jj L T#h»
o, [Save Policyl] #27 UV v 7 L7,

Security > Add Security Policy

© NG Firewall @ DNS Security @ Policy Summary

Provide a name and description for your security master policy and configure additional security settings. Click Save Policy to save the security master policy configuration.

Security Policy Name [ Test-Security-Policy ]
Security Policy [ Test-Security-Policy ]
Description

A7 w7 13. [Configuration] > [Templates] T, 7 /31 A A STV DLEEFOT N, AT 7 L — |k %38
R L %4, [Additional Templates] =~ > a2 > ¢, [Security Policy] #2 V v 27 L. LARNZ/ER
L 7= [Test-Security-Policy] &\ 5 [Security Policy] # 8K L £ 9,

Wl Catalyst SD-WAN

Q
Monitor

Q [ Additional Templates

Configuration

Maintenance

AppQoE [ Choose... -}
nl
Analyti
R Global Template * [ Factory_Default_Global_CISC... -] 6]
o3 .
Cisco Banner [ Choose... v]
Workflows
Cisco SNMP Choose... -}
x [
Tools
ThousandEyes Agent [ Choose... -}
Reports TrustSec [ Choose... -J
4 CLI Add-On Template [ configure-register -J
Policy [ Choose... -}
o
Administration Probes [ Choose... ,J
2 Tenant [ Choose... -}
Explore
Security Policy [ Test-Security-Policy -J
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Firewall Threat Defense (FTD) RV > —&EH

FMC 23 ISE t#E Eib &, SGT BLOEEH T 5 IP-SGT N1 v RERETEA L9 FEd, 77&XR
RV > ——ZiL, [Dynamic Attributes] % 7 CiE{RIEME L st Bt & L CRIRT X 2 ATEEZ SGT 8

KRENET,

Editing Rule - Inside-to-Outside

Dynamic Attributes

Name

| Inside-to-Outside Enabled Move

Action Time Range

| © Allow : B | None ¥
Zones Networks VLAN Tags A Users Applications Ports URLs

Available Attributes Selected Source Attributes (3)
Q_ Search by name or value ‘ Security Group Tags

| Security Group Tag v \ Contractors
e Developers
APP_prod_EPG Employees
Auditors
BYOD
Contractors

DC1_SCALE1_VRF1_prod_EPG

Add a Location IP Address

Inspection Logging Comments

Selected Destination Attributes (1)
Security Group Tags
DB_prod_EPG

o = =
[ 1]

[ Add |

Developers

Nevalanment Saeruers

K< Viewing 1-100 of 10522 >l

| Cancel | Save

T AT U —LRY —%,

¥ 2D SGT GHAXEA. BI¥A. BLUNER) 6. ACI L FEL

72 SGT T % DB_prod_EPG ~D + 7 7 ¢ v 7 ZFF [ L £7,

Firewall Management Center

b c Overview  Analysis Policies Devices Objects  Integration Deploy Q 00 #+ @ adminvy hu
[ | Control / Policy Editor
& Test-FTD1 —PO||Cy Try New Ul Layout _®| Analyze Hit Counts Cancel
Enter Description
Inheritance Settings | Policy Assignments (1)
Rules Security Intelligence HTTP Responses Logging Advanced Prefilter Policy: Custom-Prefilter SSL Policy: None Identity Policy: None
Filter by Device ‘ Y Search Rules X | ) show Rule Conflicts @ + Add Category + Add Rule
Source Destination
Sou... Dest Sou... Dest VLAN Sou... Dest . .
# Banng Zon... Zon... Net... Net... Tags Users App... Ports Ports URLs Dy",ﬂmm Dyn‘amlc Action RO ADEW s
Attribut... Attributes
~ Mandatory - Test-FTD1-Policy (1-1)
Contractors i
1 Inside-to-Out  INSIDE OUTSID Developers DB_prod_EPG @ Allow E 0w
Employees

~ Default - Test-FTD1-Policy (-)

\ere are no rule his i Add Rule or Add Category

SGT TS 77 v A L— LR ) > —DiHI%, packet-tracer =~ F&fifH L <, F£721% [Analysis] >
[Connection Events] > [Table View of Connection Events] 7 + > KU CHEERT& £,

X 5.

packet-tracer 2=~ K& H LI-BRIEDOH]

> packet-tracer input FB1-VN1-INSIDEl tcp 25.1.10.5 1024 111.11.0.31 443

-——Truncated---

Phase: 13
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Type: SNORT

Subtype: firewall
Result: ALLOW

Elapsed time: 202428 ns
Config:

Network 0, Inspection 0, Detection 0, Rule ID 268435456

Additional Information:

Starting rule matching, zone 1 -> 2, geo 0 -> O,
sxp, dst sgt: 3101, dst sgt type: sxp, user 9999997,

Matched rule ids 268435456 - Allow

vlan O,

src sgt:
no url or host,

4,

src sgt type:

no xff

[Connection Events] 7 — 7 V2 L 7= #REE DB

Firewall Management Center

QOverview Analysis Policies Devices Objects
Event
—
Connection Events tuieh sotion
No Search Constraints (Edit Search)
Connections with Application Details Table View of Connection Events
Jump to...
Ingress Egress .
Action X Initiator IP X  ResponderIP X  Security X  Security X ?““’“ Port JICMP ?f;;g“é‘“: Port
Zone Zone e oae
v Allow 25.1.10.5 111.11.0.31  INSIDE OUTSIDE 8 (Echo Request) / icmp 0 (No Code) / icmp
v Allow 25.1.10.5 111.11.0.31 INSIDE OUTSIDE 8 (Echo Request) / icmp 0 (No Code) [ icmp
v Allow 25.1.10.5 111.11.0.31  INSIDE OUTSIDE 1024 [ tcp 443 (https) / tep
v Allow 25.1.105 111.11.0.31  INSIDE OUTSIDE 1024 / tcp 443 (https) [ tcp
A Allow 25.1.10.5 111.11.0.31 INSIDE QUTSIDE 1024 / tcp 443 (https) / tcp
- Allow 25.1.10.5 111.11.0.31 INSIDE QUTSIDE 1024 [ tcp 443 (https) / tcp
v Allow 25.1.10.5 111.11.0.31 INSIDE OUTSIDE 8 (Echo Request) / icmp 0 (No Code) [ icmp
v Allow 25.1.10.5 111.11.0.31 INSIDE OUTSIDE 8 (Echo Request) / icmp 0 (No Code) / icmp
v Allow 25.1.10.5 111.11.0.31 INSIDE QUTSIDE 1024 [ tcp 443 (https) / tcp
v Allow 25.1.10.5 111.11.0.31  INSIDE OUTSIDE 1024 / tcp 443 (https) / tcp
Page 1 of 1 Displaying rows 1-10 of 10 rows
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Integration

DNS
Query

Intrusion
Events

x

};(:)Icis:s Control ,,
Test-FTD1-Policy
Test-FTD1-Policy
Test-FTD1-Policy
Test-FTD1-Policy
Test-FTD1-Policy
Test-FTD1-Policy
Test-FTD1-Policy
Test-FTD1-Policy
Test-FTD1-Policy

Test-FTD1-Policy

Bookmark This Page | Reporting | Dash

Access Control
Rule

Inside-to-Outside
Inside-to-Outside
Inside-to-Outside
Inside-to-Outside
Inside-to-Outside
Inside-to-Outside
Inside-to-Outside
Inside-to-Outside
Inside-to-Outside

Inside-to-Outside

s
Employees
Employees
Employees
Employees
Employees
Employees
Employees
Employees
Employees

Employees

Destination

SGT *

DB_prod_EPG
DB_prod_EPG
DB_prod_EPG
DB_prod_EPG
DB_prod_EPG
DB_prod_EPG
DB_prod_EPG
DB_prod_EPG
DB_prod_EPG

DB_prod_EPG
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UJ—Jnun—RKULAR—F

J—Z7m—RKLAR— kI, CiscoACl 2z bu—F L4 7L I A vCenter 2 b —IMBZELTZT—2
B NIZBT BIEHARAE L, IP-SGT A L F 4 L VR ED L ST ENH M E R LET, LF— M,
RALNGFHETDIP &, ZNONREDXIITHEEIN TV DI EHRTH0ICE L ET, kBT
AR—FTHZEHTEET,

X 7. ACI LiR— kD]

Work Centers / TrustSec

= il Identity Services Engine

J!  Bookmarks Overview Components TrustSec Policy Policy Sets SXP Integrations Troubleshoot Reports Settings
.
Dashboard Export Summary
Multi ACI Report Add 1o Ny Reports Export To
! Context Visibility My Reports R
To 2025-01-22 00:18:22.0
9 Operations Reports
0 Poscy Trustsec Reports
4. Administration
Application Profile EPG / ESG SGT Name SGT Binding Inbound SGT Domain Rules SGT Domains
Al Work Centers
acp
RE1_APP_PROFILE o 0B_prod_EPG 111126 Default Fiter0G1_AGI_to.
ACI
Interactive Help RBACL Drop Summary
RF1_APP_PROFILE ‘ 08_prod_£9G c
RF1_AS PROFILE DB_p: EPG d
RF1_APP_PROFILE . 0B_proa_ep nane  FiterDC1_A o
Ri APP_PRC E C DB PG C1
RE1_APP_PROFILE 0 08._prod_ Detouit Fiter,0C
R P 'ROFILE D DB _p: PG 0 o
Scheduled Reports
1 APP_PROFILE o 08._prod_ep naroz i

FoGTITNY a—FT 4T

ZITE. RTINS a—T 4 T ORI FINEICHOWTEA L E T,

XY UNANLT =AU A=~ DilEE N T TN a—T 4 T T BT

AT w7 1.

Xy U NAZ—P—LF NS RIZELWSGT AE VB THNTWAZ L 2R LET,

S5-FEl#show authentication sessions interface gigabitEthernet 1/0/1 details

Interface:
ITF-ID:

MAC Address:
IPv6 Address:

IPv4 Address:
User—-Name:
Device-type:
Device-name:

VREF':

Status:

Domain:

Oper host mode:
Oper control dir:
Session timeout:
Acct update timeout:
Common Session ID:
Acct Session ID:

GigabitEthernetl1/0/1
0x1B62F583
0050.56a4.d8c0
fe80::4f:5b8c:c44:58ed
2001:db8:51:1::403
2001:db8:51:1::402
35.1.1.252
employee-user
VMWare-Device

VMWARE, INC.

VN1

Authorized

DATA

multi-auth

both

N/A

172800s (local), Remaining:

0100011900026AA971A16340
0x0001967b

85286s
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Handle:
Current Policy:

Local Policies:
Server Policies:

Vlan Group:
SGT Value:

0x0b00057c
PMAP DefaultWiredDotlxClosedAuth 1X MAB

Vlian: 1023

4

AT v S 2. ISEOF ¥ L /RAKRANET =& B ¥ — 2 RARA Y M IP-SGT A ¥ RWFHETHZ L%

s L7,

Identity Services Engine

Work Centers / TrustSec

P! Bookmarks Overview Components
(]
Deshpes SXP Devices
SGT Domains

Context Visibility
Inbound & Outbound SGT
- Domain Rules
'\ Operations
I SGT Bindings

/' Policy
4. Administration

Work Centers

?) Interactive Help

bl
cisco

Identity Services Engine

SXP

TrustSec Policy Policy Sets Integrations Troubleshoot Reports Settings

SGT Bindings o

This page displays all the configured SGT bindings, giving you an easy view of assigned primary SGTs, the source
of the learned data, and any workload classifications applied. You can review classification details and the
specifics of defined inbound & outbound SGT domain rules by clicking the corresponding column values.
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This page displays all the configured SGT bindings, giving you an easy view of assigned primary SGTs, the source
of the learned data, and any workload classifications applied. You can review classification details and the
specifics of defined inbound & outbound SGT domain rules by clicking the corresponding column values.
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