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BTSN EETTN, BRYIOT— bV =A137 77V v 7 OIBITRESNET,

INEFRET DI, MERFR Yy hT—27 £721% SSID % Catalyst Center 2/ L CEBIL £9, 52, bk
FTAHVYNDOEDIZ, 777V 7P A FOR—F—TL A Y 2NV RET7ERELET, 77 AT Ur—/LFE
X LAY 2 ¥l A v ME, 2O RAETZOZEICREESNET, 7747 U4+ —/Mlid, Xy hU—
JERIUCY 7Ry FNOIP T RUARE DS TonET, IPT FLAZEIDYH TS DHCP ——{(, 77
TV I DT=—F XY A= T xA IPTER, 7747 U= LDLAY2K&IEIP L LTS — U=
AP ZIEETLHLENRDHD £,

INHDEEIZLY, 77 AT UF—NADIPIZVNANDOZFA T R LTHRELES, A ZANRNIPT FL
ARG L CEEZRGET L&, BUIOR Y7 (777U v Z7BO LAY 2 AR A  ~) LA 2 LISP
LTRSS, SRy N —2 LOBERRIILET, ZOREICEY, KFEORY NT—2 7577V y
T DR TEER VLAY 2 VT 7 40 v VRENFREIZRD £,

© 2025 Cisco and/or its affiliates. All rights reserved. 75/85 ~N—



26 L[ 27 1%, A—F—/)—FTDOLAFT2VNDOREL LAY 2 RETZ7ERLTWHVET,

1

X 26. Catalyst Center Ul 2 L7z LA ¥ 2VN & E

Catalyst Center

Configuration Attributes

Provide a name for each Layer 2 Virtual Network and define its attributes.

LAYER 2 VIRTUAL NETWORK e

/LAN Name VLAN 1D Traffic Type

GATEWAY-QUTSIDE-FABRIC 999 O Data

Fabric-Enabled Wireless

CEB & Advanced Attributes

Review “

€] Exit an changes

X 27 BRHDOLAY2R—F—/)—FTOLAY 2V T T7DEFT

Catalyst Center

1) Bengaiuru

h) Bengaluru  View Site Hierarchy  Site Actions ITES-S01-L2BR-01.itesfabric.com

< Back
Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virty
A This action can cause Layer 2 loops if the same Layer 2 Virtual Network handoff off on multiple interfaces. Please make sure that measures have been x
taken to prevent the loops before proceeding.
(&
VLANs
7 ***FOR FW-DIST-SW***
(e, «
B
= (QQ Search Table
| D
VLAN Name = Enable Layer-2 Handoff External VLAN (D

< B

GATEWAY-OUTSIDE-FABRIC

S01_C2S_L2DVN-VLAN401

S01_C2S_L2DVN-VLAN402

“I"N.

Cance clear |
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KEZEZXY NJ—2 @t Wide Area Bonjour

TR, FHEBRUOE—INT T Ry TRENANT N, A THEEEHEL TR — 58951272, Z oM
%ﬁo&?%?yb@ﬁﬁﬁ%’EMLfmiﬁo:@ﬁﬁivw%%kxby ZDENNZSR2RY . F v kb
T =7 T =T NOW A XZEGHENTTOVET, TNEEHRTLHEDITE, V—RE LI — =T 31 2% |
TBHZLET, LT Hx A MREZHETLILERNLY £,

THITIELLTFD 2 SO ER FIEREST L E T,

« TUFT—HRALE RP) L ACLAMMLTA MY =A% 7 A2 YTy a VEHIRL, LYY =220
MW LFFRy R bRy MU= BT D,

« Cisco Catalyst Center Wide Area Bonjour (WAB) ZFIH LT, FT7 7 4 v 7 ZHlHE L OWLEST 5,
54Ty MIFEBxy NU—7 TEMET A2, v ALFXF ¥ AN 57 4 v 71E VXLAN A —— L 1 N5
»“ENEJ, Wide Area Bonjour Z BT 5121L. ZDHEEE L. mMDNS 7 547 > b EDBEEZESH TS
F—e AR — b7 =1 (SDG) O&EE|IZEET H2 0N H Y £3°, Cisco SD-Access (X7 77 U v 7 _—
ADFRy T —7 KT Bonjour —E 2% ¥R — K LTV, Catalyst 9000 'V —X XA v F =R L T
WHRZFIZAY v bE 726 LET, VRF RO W|de Area Bonjour i, VA4V 2 77 v7 47 L TRe
Mo A MEZI mDNS h—E 2D EAZFREIZ L, /N7 +—~v R LML M LS ET,

KRFANCBIDFEERLZ—AT—R X, 777V v I 2y VAL v TFREEOGINICOIE28MBLIRTA LA
=PI T AP RERYETH LT, ZHICLY ., BESHEBE L. WEAICT Y X DI IV
< TH, VE—FTHRMTEE9,

x| 28. Cisco SD-Access BB LI NTIA VYL ARy hT—7 &

Cisco DNA Center

“ Wide Area Bonjour Application Wireless
@ @ Controller Access

Controller

D Agent Agent

‘o opm g ©

B — i & . L

| m oo =d ¢

] Fabric-Edge Fabric-Edge Fabric Mode
_____________ E

ST Lo ] ’
Unicast Bonjour Service Unicast Bonjour Service Routing Unicast Bonjour Service

Catalyst Center < Cisco Wide Area Bonjour O&%E
o Wide Area Bonjour 77U 7 —3 a3 >

Cisco Wide Area Bonjour i%, Catalyst Center O 7 /L v DT 7V r— a3 o TliEb 0 FHA, ZOT 7
Vor—yasid, YAaohZa lYh—_"—mnbHZyru—RKLTA A M= LET, Cisco Wide Area
Bonjour 7 7V r— 3 U EIEFEIZA A h—/L LTz 5, Catalyst Center "—ALAX—UMH A =a—T A 2
vEI7 Vv L, [Tools] &2 Vw7 LCT 7 EATEET,
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o FEIFFITT LTS L— FR—RDOBE

Catalyst Center @ Cisco Wide Area Bonjour 7 7'V 7r—< 3 %, +—E 27— v = A (SDG) =—
Vxl NAA v FERLT AT T AL RIREEZ T v a LERFA, SDE=—V v M —E A Y
7IX, FET, F721X Catalyst Center 7 > 7' L— h=F 4 X 2 L TER SN =T > 7 L— h 2@ U T
RIET DENH Y F9,

o Ju— )Y —ERT 4 )LH

BAIDAT » 71X, IP F v hU—27 2KROEfETE % Cisco Catalyst SDG =— = > b A A v F /] CTH—t
G Z BRI LEE 3% Z & % Cisco Wide Area Bonjour 7 7 U 77— a VIZHF 5 7 a—s3 0
P—ERTUNZEFETH L TT,

o P—ERT 4 VZDIERK

Cisco Wide Area Bonjour application 77"V 77— a3 »inb EEHENY—E R 7 4 VX2 &2BINT 59—
ARAAL EBRIRL, TFO U RET Y 30T — R A TE2RINUET, FEFIL, (FREICZO
BE A . Ak, EITEMETE £,

U

o Y—ASDG T=—TV =zl NDOERE

Cisco Wide Area Bonjour 7 7'V r—y g vinh, h—bER2%&2 7+ 29% SDG =—Y = k& VLAN %
WIRLE3, FEHEIL, IPv4 £7203IPV6 v U —27 O —E 22 G E 3BT 2 N TEET,

e 7TV SDGZ—Y = hORE

Cisco Wide Area Bonjour 7 7'V r—> a vinh, —b R (FV %) /=) %#%{53% SDG =—V =
v b& VLAN &R LE5, FEAEIX, IPvd 7215 IPv6 X hU—27 OV —E R 2B E 2138 T 5
TLENRTEET,
29 /5 30 (%, Catalyst Center @ Cisco Wide Area Bonjour ¥ v+ 2R — K, SDG =—Y < b, BLO
YP—bE RS AL AE R L TOET,

o
0 @
0
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X 30. Catalyst Center ® SDG =— 3 = o F DFEM

= cdul catalyst Center ols

DG Agent ~ ManagementP % Sourceinterface ¢ Domain Service Filter Role(s) Available Servicest  Reachability & State Last Sync + Resync Status

= 31. Catalyst Center DY —E R A R & ZADEEHM

= bl Catalyst Center

=

Cisco Catalyst 9800 vV —X U A ¥ L A a2 ha—F T/ a—N)L UL YL A 2 LFF¥ AL ET—REFEHT
HUVEBRHYET, VAT UAYLR arybr—FBIOAPIE, 774V T, YA YL A Xy NT—7 L7
FANT I F X EFAMRY NI—T AT TARNTITF¥TLAY2FEREFLAYIDOIATFY AT L—A
ZHRIE L FE W A

P —ERT YN EDAT—ZANFEODORE, RV —BNT 75747 THH a2 LET, 2—HF—DF v 7 by
723 VLAN-B 75 U E— h Tt 5 L. VLAN-A THIHARE/R 7 U VXY —EREZRH L CT 78 ATE T,
KEXy bU—271Z8i} 5 BYOD

Cisco ISE 1%, KZ[MTIZ BYOD #SREZ R L, FASHME N BH DBAT A A2 LZRTF ¥ L IRA Ry
NO—Z B TEDL2ICLET, 2=V —F, XA T4 7V TV A boTaeva=r, @374
AR—=BNEBUTCT R, A A R—T 4 T TEET, REOFHEIX, VoA NVT LA 70— MEEh
TV, T T T VR U2 LRIT NA ADHRINE Y NT—=J T 7B ATELLHICTDHZEN
TEET, TOVAT AL, 22— — TA R TFVr—varzafifbl, X2V 70K —%
THAINTZT NN, AR EHRTEDHILIICLET,

7L SSID BYOD T, o—W—MRLa K WLAN 128K+ 5 &, SRAARNFT U R—FT 4 7 ENE
T, BEERG%. T3 AIFE T WLAN ETReRxy NU—2 7 7 v 2 X B L £,

KFBREZIZE1T % Cisco ISEBYOD BRED EE Lo R —% > MILLTO®EY T,
o VIATL N TurEYa=v T RY—

FRAABA TEI T —F— TN —F 2SN, SFHET 7L — 1k, SSID 4., 7uax I RER SRS
*BYOD 7m 7 7y A NV EERLET,

o PEEBIOHGRR Y v—
TR —=T 4 THO2— =R = VKR BEEHTE, BLIOYERR Y NU—J R o—%RELET,
o TURNKRAV N FUAR=T 4T

TNA AEBYOD R—F V&N L CAYR—T 4 77 avA&MtA L, TV NVAERELZAERL, £ b
T—r7a 77 A NVEHRELET, Windows 734 204 Cisco ISE 1% Network Setup Assistant
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(NSA) (7 VAhr b Tneva=rr vaP—KELEEND) 2IFEH LT, A R—F 4 72K
fLLET, BHEIL. FLOFRL—T 4 VAT AL O R 2T 572912, NSA ZE BRI E T
THULERHD 7,

o RAF¥AKRY I —

ARAF ¥i%, CiscoISE D —E R TT, KRAF ¥ EFEHTLHELE, Xy NI =27 ~OERZFFA T HA1l2, =
VRRA LN T ITAT AR (RAF ¥ EBMEEND) #F = v/ T&EF, Cisco ISE AnyConnect 74~
AF ¥ =V MR EDFRAF Y= —V x> ME, =2 RRA LV N THEITSNET, 77478 Py
VazmyZ =R E, = RFRA Y IREYRRAF Yy =V 2 bEZETELEIICLEST, =R
RA L IR T34 T AZKE L, ERICAVyR—F 47 &8NndL, R—FIia—PF—Z 71T 7%
AP EENT-Z L AWM LET, CiscolSE B RARA > h% BYOD /354 2 & LTEELTWAHM,
2P —IT7 T U EHN OB EICBE cEx T, K321L, 7747 h e va=r s U—y
Tu—&RLTWET,
X 32 {%X. Windows 10 7 v 7 F v 7 TH BYOD A R —F 4 77 a2 &R LTWET,

X 32. BYOD &> AR—F 4 v U—r 77—

lllllllll
CIsCO

BYOD Portal

BYOD Welcome
Welcome to the BYOD portal

Access to this network requires your device to be configured for
enhanced security. Click Start to provide device information before
components are installed on your device.

Please accept the policy: You are responsible for maintaining the
confidentiality of the password and all activities that occur under
your username and password. Cisco Systems offers the Service
for activities such as the active use of e-mail, instant messaging,
browsing the World Wide Web and accessing corporate intranets.
High volume data transfers, especially sustained high volume
data transfers, are not permitted. Hosting a web server or any
other server by use of our Service is prohibited. Trying to access
someone else's account, sending unsolicited bulk e-mail,
collection of other people’s personal data without their knowledge
and interference with other network users are all prohibited.
Cisco Systems reserves the right to suspend the Service if Cisco
Systems reasonably believes that your use of the Service is
unreasonably excessive or you are using the Service for criminal
or illegal activities. You do not have the right to resell this Service
to a third party. Cisco Systems reserves the right to revise,
amend or modify these Terms & Conditions, our other policies
and agreements, and aspects of the Service itself. Notice of any
revision, amendment, or modification will be posted on Cisco
System's website and will be effective as to existing users 30
days after posting

The following system was detected
Windows
Was your device detected incorrectly?
Select your Device

Windows

“ v
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v @ identity Services Engin. X @ 90.1.1.124 X | @ Identity Services Engin. X @@ Install x  + o

« C  © Notsecure hitpsy/hca-ise32-1.trustsec.com:8443/portal/ByodRegister.action?from=BYOD_REGISTRATION ) & @

aleer]n
CIsco

BYQOD Portal

Install

Security Waming

You are about to install a certficate from a certification
AL, authority (CA) claiming to represent:

xca

Windows cannot validate that the certificate is actually from ditional information if
“xca”. You should confirm its origin by contacting “xca”. The
following number will assist you in this process:

Thumbprint (shat): 9B00278C S2BEFBGF 2969FF6C F15A52CC
923FC1BD

Warning:
If you install this root certificate, Windows will automatically
trust any certificate issued by this CA. Installing a certificate
with an unconfirmed thumbprint is a security risk. If you dlick
“Yes” you acknowledge this risk.

Do you want to install this certificate?

73 logo are
No U.S. and certain other countries,

afren]n
Cisco

BYOD Portal

Cisco Network Setup Assistant

Install

Network Setup Assistant

from the taskbar, choose 'BYOD-Dot1x' network, and click

J Device configured. Click on the wireless connection icon
Connect. Specify additional information if prompted.

2018 Cisco Systems, Inc. Cisco, Cisoo Systems and Cisco Systems logo are
registered trademarks of Cisco Systems, Inc and/or its affiliates in the U.S. and certain other countries.

331X BYOD 7731 2D ISE §RFEZ R L TWET,
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X 33.

BYOD 7 /31 2

= Cisco ISE Operations - RADIUS A Evaluatic
Live Logs Live Sessions
Never ~
& ©ResetRepeat Counts LTy Export To ™
Time Status Details  Repea.. Identity Endpoint ID Endpoint... Authenti.. Authoriz.. Authoriz...
X ~ Identity Endpoint 1D Endpoint Pr
Jul 16, 2024 10:21:53.80... L) Fy INVALID Default >> Default
Jul 16, 2024 10:21:50.24... ) Y CTS client
Jul 16, 2024 10:21:49.41... (-] a CTS client
Jul 16, 2024 10:21:48.77... ) 2 INVALID Default »> Default
Jul 16, 2024 10:21:45.40... [-] o HCTSREQUESTH
Jul 16, 2024 10:21:44.41... ) a H#CTSREQUEST#
Jul 16, 2024 10:21:38.70... () 2 0 dotixuser ACIBLAQTBET Windows1 Default »> Default »> PermitAcc.
Jul 16, 2024 10:21:38.70... 2 dotxuser ACBLAQ:TBET Windows 1 DRI Default >> Full_access X3
Jul 16, 2024 10:21:35.24... ) a CTS client
Jul 16, 2024 10:21:23.73... ) 2 INVALID Default »> Default
Jul 16, 2024 10:21:23.58... 2 ciscocts Default »> Default »> DNAC_WI
Jul 16, 2024 10:21:20.24... [-] a CTS client
Jub 16, 2024 10:21:18.70... o o INVALID Default >>. Default
Cisco ISE
Threats Vulnerabilities
Details Result
Source Timestamp 2024-07-16 10:23:18.027 User-Name dot1xuser
Received Timestamp 2024-07-16 10:23:18.027 Class CACS:2932A8C000000089BB116707:HCA-ISE32-1/510495793/963
Poll -1 -1 P-Key-
Slicy/Server RE-iSes i:meKey 19:79:a0:f4:cd:b5:ac:47:27:5d:75:ae:99:54:0a:0e:ba:9b:af:d8: 17:eb:ff:c7:d5:48:/0:1b:06:67:
Event 5200 Authentication succeeded
MS-MPPE-
Failure R e
ailure Reason Send-Key
Resolution MS-MPPE- -
Root cause Recv-Key
Username dot1xuser LicenseTypes Advantage license consumed.
User Type User i
yp o Other Attributes
Endpoint Id 4C:82:A9:78:E7:8F
ndpoin ConfigVersionld 15
I ion | 4c-82-29-78-e7-8f
Calling'Station’(d £:82:89:78:97-8 DestinationPort 1812
Endpoint Profile Windows10-Workstation 5
Protocol Radius
IPv4 Address
Y NAS-Port 50015
1PV6 A
Ve Addrase Framed-MTU 1005
Authentication Identity Store Internal Users
\dentity Group RegisteredDevices State ISE32-1/510495793/963;
Audit Session Id 2932A8C000000089BB116707 undefined-186 00:0f:ac:04
Authentication Method dot1x undefined-187 00:0f:ac:04
Authentication Protocol PEAP (EAP-MSCHAPv2) undefined-188 00:0f:ac:03

Service Type

Network Device

© 2025 Cisco and/or

Framed

9840-hca.sda.com

its affiliates. All rights reserved.

Latest 100 recordsw  Last 24 hours

NetworkDeviceProfileld

IsThirdPartyDeviceFlow false

Filter ~~ &

IP Address

IP Address

172.14.16.11

b0699505-3150-4215-a80e-6753d45bf56¢

Network

v Network [

WLC-LF.rt

eWLGN3.s

eWLGN2.s

WLC-LF.trt

HCA-VSS

HCA-VSS

9840-hca.

eWLCN3.s

WLC-LFan

9840-hca.

eWLCN3.s

WLC-LFar

Manage

37CPMSessionID=2932A8C000000089BB116707;35SessionlD=HCA-
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N—RIOITF7EVIRNIITOLEK

KEERENT 707 7 4V, RGGEHRSNENA—FRu2T7 Y7 2T 20T A SR TWES, &
R—=FENTWNWBEN—=FRT =T DOEERY A MIOWTIL, [Cisco Software-Defined Access A #iltE~ b

Uy 7 A B TIIZEN,

N—FRYT7ERRZIY 7 b7 arR—F b FHR—FEINTWVWBY T bT =T N—TVa

Catalyst Center 7 7 A4 7 /A 2.3.7.7
(L5435 : DN2-HW-APL-XL)

Identity Services Engine (ISE) 33 7vF 4

= N = A ey 17.9.5. 17.12.4
Catalyst 9500 ~'J —X A A v F

777 Vv R—F— J—F: 17.9.5. 17.12.4
Catalyst 9200, 9300, 9400 ~' U —X A A v T

U4 ¥lLAarbtu—7 17.9.5. 17.12.4
Catalyst 9800-40 I3 L U* 9800-CL

Cisco SD-Access {7k / — K

15.2(7)E10
CATALYST 9200

IE-4000
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2.3.7.9

33 /8yF 4
17.9.6a, 17.12.5,
17.15.3

17.9.6a, 17.12.5,
17.15.3

17.12.5,17.9.6

17.15.3

15.2(8)E5
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https://www.cisco.com/c/dam/en/us/td/docs/Website/enterprise/catalyst_center_compatibility_matrix/index-sda.html
https://www.cisco.com/c/dam/en/us/td/docs/Website/enterprise/catalyst_center_compatibility_matrix/index-sda.html
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777V v A b
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T RRA v b

SSID

SDG

Bonjour h—E A A VAKX R
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BREESnTWET,
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https://www.cisco.com/c/ja_jp/products/collateral/cloud-systems-management/dna-center/nb-06-dna-center-data-sheet-cte-en.html
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o Implement Disaster Recovery
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o Cisco Catalyst Center Security Best Practices Guide

o Software Defined Access (SD-Access) Provisioning Best Practice Guide
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https://www.cisco.com/c/en/us/td/docs/solutions/CVD/Campus/cisco-sda-design-guide.html
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https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/catalyst-center/2-3-7/admin_guide/b_cisco_catalyst_center_admin_guide_237/b_cisco_dna_center_admin_guide_2_3_7_chapter_0111.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/dna-center/products-release-notes-list.html
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/hardening_guide/b_cisco_catalyst_center_security_best_practices_guide.html
https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/dna-center/215334-software-defined-access-sda-provisioni.html
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