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9200-L 2,000 YR— xR
9200 4 4,000 25
9300/L 256 6,000 50
9300 256 6,000 200
9400 256 6,000 200
9500/H 256 6,000 200
#=o. 777Uy R—&—/—F® Cisco SD-Access X7 — L
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FRAR773Y REry b7-2 777Uy KAV MY
(132 £7=1% 1128)

9300/L 256 16,000
9400 256 70,000
9500 256 70,000
9500-H 256 150,000
9600 256 150,000
ASR1K, 4K, ISR (8 GB RAM) 128 1,000,000
ASR1K, 4K, ISR (16 GB RAM) 128 4,000,000

= 10. 74X LZX a3y A= ETILD Cisco SD-Access 27 —ILE
Catalyst 9800-L 250 5,000
Catalyst 9800-40 2,000 32,000
Catalyst 9800-80 6,000 64,000
Catalyst 9800-CL (4 CPU/8 GB RAM) 1,000 10,000
Catalyst 9800-CL (6 CPU/16 GB RAM) 3,000 32,000
Catalyst 9800-CL (10 CPU/32 GB RAM) 6,000 64,000
Catalyst 9000 D¥HAAATA ¥ L XA +O—7 50 1,000

(9300L)

Catalyst 9000 O AAATA YL X3 bO—7F 200 4,000

(9300, 9400. 9500. 9500H)

x11. Catalyst Center Cisco SD-Access ¥ X T LD R —Jb
DN-SW-APL DN3-HW-APL DN3-HW-APL-L DN2-HW-APL-XL
(1&;:5775 47 (C220M5 44 O 7) (C220M656 17) | (C480M511237)
YR

DN3-HW-APL DN3-HW-APL-L DN3-HW-APL-XL
(C220 M6 32 3 7°) (C220 M6 56 3 7) (C480 M6 80 O 7°)

FNAR (R4 vF, L— 2000 2000 4000 8000
5?5 WLC) (777VUvy
7

/2 et I/\X77'lZXTJ‘3/f >~ 3000 3000 4000 10000
(Z77Uv)

ERFTZ FRA > b 25,000 25,000 40,000 100,000

—BFTY FRA > b 75,000 75,000 120,000 250,000

(14 ARLLE)
TYREAL FOHE

iR G- G- = =
TAYL R o= o= T= =
777Uy oAk 500 500 1000 2000
LARFIRE S IV — T8 4000 4000 4000 4000
JO—/LIP 7= 100 100 100 200
YA rHZYDL AV 3VN 64 64 128 256
YA hHIYDLAY 2VN 200 @ 200 @ 600 @ 1000 ®
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DN-SW-APL DN3-HW-APL DN3-HW-APL-L DN2-HW-APL-XL
(1&;:5775 47 (C220M544 0 7) (C220 M6 56 O 7) (Ca80M5112 a7°)
vz

DN3-HW-APL DN3-HW-APL-L DN3-HW-APL-XL
(C220M6 32 3 7) (C220 M6 56 3 7) (C480 M6 80 3 7)

YA hHEYDIP T—IL 100 @ 100 @ 300 @ 1000 @
YA bHizVD77T7Y vy 500 500 600 1200
FINA R

E

OIPF=EL AV 2RERRY FT7T—2DEFE. 777Uy o84 FH7Y 200 AT THE2HELNHY £7,
@IPF=LEL AV 2Ry FT—2DEFE. 777Uy oY A FH7Y 300 AT THEIHNELNHY £,
@IP 7= AV 2/REBRy FT7T—JDEFE. 777Uy o8 A bHTY 1000 AT THEIBENDY £7,

xF12. 3 / — F DN3-HW-APL-XL 7 5 R Z D R —Jb

BT YFR—FSha275—0
FNARX (R wF, =&, TAYLZR 10,000

avhba—3)

TAVLR 772X KAV b 25,000

FEEFTZY FRA b 300,000

—BFIY RRA >k (14 BRELLLE) 750,000
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Cisco SD-Access &~y b7 — 2 D%E

Z D+t 73> TlE, Catalyst Center % £ L T Cisco SD-Access v b7 — 2 %Kit d 5 70X EFBEIZD
WTERBAL £,

Cisco SD-Access v b 7T —0 DFREF7ALRIERDEHY TH,
« Cisco ISE # Catalyst Center & L ET (XA 70T AV T—2 3 VICRE) |
e YA MBEEZREL X,
« Cisco SD-Access +v M7 — 7 DEBRICHERFy b7 -0 —ERZHRELET,
e P7—ZEZRELET,
o WLAN EFADOT7A VL AREZBRLET (777U T TAVLR 2y b7 —=7I1C0F) ,

Catalyst Center #1 > X b =L 3270+ X & FJEIZDWLWTIE, Catalyst Center DA Y X b —=ILHA FESBLT
{FEE W,

CiscOISE # A4 Y A b —ILT 57O REFIEIZDNTIE, CiscolISE DA Y A b —IL A4 RESBLTLIEI N,

Cisco ISE & Catalyst Center D&

Cisco ISE & Catalyst Center #fi&8 952 T, 22D 77y b 74—LET, TRAZARTIN—=TREDIER%
HETEFEYd, INE M7 AV T—23> YV a—2a >y TEREATTY, X727 4XAYT—2ay
VVYa1i—2aryTlEA7ya vy,

Cisco ISE % Catalyst Center & fiad 27D FIBICIZ, ROHLDOHEENFET,
o LB LURY =t —/N—& L T Cisco ISE % Catalyst Center ICEXEL £,

« Catalyst Center 7% Cisco ISE ~® pxGrid i & Fal L £ 9,
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THE L ORY > —H—/"—¥& L TD Cisco ISE DETE

ATy 7 1. EEBICHDA=Za—TA42>% 21 v LT [System] > [Settings] IR L. EHD/HRILT
[External Services] > [Authentication and Policy Servers] # &R L £,

= b Catalyst Center

System / Settings f Q & \

Q. maglev

Q_ Search
PnP Device Authorization
Device Prompts
Configuration Archive
External Services

Umbrella

Authentication and Policy Serv...

Integrity Verification

SD-Access Compatibility Matrix

IP Address Manager
Cloud Access Login

Cisco Al Analytics
Stealthwatch

Talos IP Reputation
Destinations

Cisco Spaces/CMX Servers
Catalyst Dashboard
Machine Reasoning Engine
Cloud Authentication
Cisco Catalyst - Cloud
Webex Integration
ThousandEyes Integration

System Configuration

Certificates

Trusted Certificates

Manage the PKI Trusted Certificates bundle to enable authentication of Cisco networking
devices to Cisco Catalyst Center and its applications, such as Network Plug and Play.

Certificate Authority

Control how Cisco Catalyst Center manages and shares the Certificate Authority information

Cisco Accounts

PnP Connect

Add the device inventory from the Cisco Plug and Play Connect cloud portal ta Plug and Play in
Catalyst Center.

Smart Account

Set up a Smart Licensing account for entitiement and license management.

SSM Connection Mode

Connection mode provides options for the Catalyst Center to access Cisco Smart Software
Manager (SSM) cloud

Device Settings

PnP AP Location
Configure AP Location during PnP flow

System Certificates

View information about Cisco Catalyst Center's currently active SSL certificate or information
about how to replace it

Device Certificates

View certificates that were issued by Cisco Catalyst Center for managed devices to authenticate
and identify the devices.

Cisco.com Credentials

Set up a Cisco.com ID to connect to Cisco and enable access to software and services

Smart Licensing

Smart Licensing is a cloud-based, software license management solution that allows you to
manage and track the status of your license and software usage

Image Distribution Servers

Configure Image Distribution Servers which will help in storage and software distribution

Debugging Logs

Pnsinn Poambeallnkilib, Rias.

AFyv 72 [Add]Z7 Uy oL, FAYy X A=a—h5 [ISE] Z&#RLET,
A5 v 7 3. [Add ISE server] X4 VIZIEHREADL X T,

% 13 (C. [Add ISE server] 4 NN 7 4 —)L FDOHEERL ET,

#* 13. [Add AAA with ISE server] R4 > D7 4 —JL K

Server IP Address TFX bk
74 =LK

CiscOISE—1N—DIP 7KL R (BHEDIP 7KL X
ABTEINTVWBEHESIZ. ZDOIP 7 KL XA Cisco
ISE))EF#EH‘/Xﬁ‘/?(t:%n_—\éﬁ’tfh\éztﬁ'ﬁﬁﬁb
7).

CiscOo ISE  —N\N— ¢ BET 270y b T—0 TN
{2 TERENET, IOSXE T/31 RERERNTIE
PAC ¥— ¢ 1M iEh 3,

Shared Secret TFR b

74 —JLF

Username THFX b CiscOISE DA v R F—ILEICER LT 7 4L b D
74 =R Fy N0 BBET AT Y PO —-ZTT,
Password FF R b CiscOISE DA > X F—ILBEICER L=T 7 # /)L b D

74— F

FEZ K
74—k
FFZ b 1 20R0—RKAZ>HDOERICT DU LED PSN D

74— R ZENTEET, ZOHFA. [Virtual IP] 7 1« —IL K
A— RS> HOIP#BINTEET,

2y hT—BBETHI Y FDIRZXT—KTT,

FQDN CiscO ISE ' —R—D LB N X 14 VZ T,

Virtual IP Address
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[Advanced Settings] > [Protocol] [Multiple AT ZRIE7OFILERELET, ROBREA
Choice]\‘7j' 7 HYET,
YAYRIY RADIUS]: F7 4L FEETE. RADIUS 70 k3L
HERALET,
[TACACS] : TACACS A FaLzFERLET,
[Advanced Settings] > [Authentication Port] 7% X k [RADIUS] %##IR L 7=354. T 74/ bR— FICIE
74— K 1812 #fEAL £9,
[Advanced Settings] > [Accounting Port] FFR K [RADIUS] %2R L 7=354. T 7 4L bR— M ITIE
74 —=JLF 1813 % {FAHL £,
[Advanced Settings] > [Port] FFZ b ZD 74— FIE. [TACACS] "&ERENTWBHE
74— R ICOIRFREINET, T 74/ FKR—MIE 49 TF,
Retries = KW FCcoORABAITOERMKTT, T7AILME3
<9,
Timeout (seconds) &5 HITH R /( L7 b HETOMEHTS, 774 b
j: 4 */J\

DERFABLIVCEAHA FTIE. R 14 DIFBRBIPANDSATWET,

= 14. [Add AAA with ISE server] =4 > D7 4 —JL F

Server IP Address 10.195.221.144
Shared Secret i

Cisco ISE Server On

Username Admin
Password Fkx

FQDN FANIU-ISE-V3.cisco.cpm
Subscriber Name Admin

SSH Key L (&=

Virtual IP Address mL (=
[Advanced Settings] > [Protocol] RADIUS
[Advanced Settings] > [Authentication Port] 1812
[Advanced Settings] > [Accounting Port] 1813

Retries 3

Timeout (seconds) 4

Cisco ISE # B9 2 HIIC. ROFIRFHZ WL TWB I L z2ERL £,

« Cisco ISE & Catalyst Center (CHE#4DH 5 /N—> 3 > HH 5 ( [Cisco Catalyst Center Compatibility
Matrix| #Z8) ,

« Cisco ISE GUI /¥ 27— K7 Cisco ISE CLI /XX 7 — F & —E9 % (Z OHl|fRIF Catalyst Center 2.3.7.6 L%
DOYY—ZXTIFBIBRINTWET) ,

« Cisco ISE BRI > X & > XK L T pxGrid BN EHICH > TW 5,

« Cisco ISE Tl¥. ERS #' [Read/Write Enabled] (C7: > T3,
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RFv7 4. [Add] #2 U v~ LT, Catalyst Center NI Cisco ISE Y —/N—%{ER L £,

AT v 7 5. 1 TZ % Cisco ISE O

22. D TIEFFETZ 3 Cisco ISE

il Catalyst Center

AAELPRTENTWEY A F iz

System /

SEAREDL Y A FN—(CRRENT=5. [Accept] 27 Uy o LET,

Q  maglev

Q Search

Certificates v
Trusted Certificates
System Certificates
Certificate Authority
Device Certificates
Cisco Accounts v
PnP Connect
Cisco.com Credentials
Smart Account
Smart Licensing
SSM Connection Mode
Device Settings v
PnP AP Location
Image Distribution Servers
Device Controllability
Network Resync Interval
SNMP
ICMP Ping
Device EULA Acceptance
PnP Device Authorization
Device Prompts
Configuration Archive
External Services v
Umbrella
Authentication and Policy Serv.
Integrity Verification
SD-Access Compatibility Matrix

IP Address Manager

Setlings / Exte

Authentication and Policy Servers

Use this form to specify the servers that authenticate Catalyst Center users. Cisco Identity
Services Engine (ISE) servers can also supply policy and user information

®Add ~ 1 Export

IP Address Protocol ~
4.44.4 RADIUS
10.195.221.144 RADIUS
1.1.1.2 RADIUS
1.1 RADIUS
45.6.3.2 RADIUS

Type

ISE

ISE server Integration X

This is the first time Cisco DNA Center has seen this certificate from Cisco
@ SE, and it is not yet trusted. Do you want to accept this certificate and
establish trust?

Integration of 10.195.221.144 is waiting for user input

v Initiating connection...

less than a minute ago

This is the first time Cisco DNA Center een this certificate from Cisco ISE
and it is not yet trusted. Do you want to accept this certificate and establish
trust?

View certificate

Establishing trust..
Reading, validating, and storing trusted certificates

@ Discovering nodes
Discovering Cisco ISE primary and secondary admin nedes and pxGrid nodes

@ Connecting to pxGrid...

Loading and validating pxGrid certificates, subscribing to pxGrid topics

J

HEDHRT L7=5. [Authentication and Policy Servers] &4 > 27 -— FIZEY £9, # L L Cisco ISE —/N—oD
[Status] 7 [Active] TEREINFE T, REZEZEF/-IIBET H2HLENHIHEIF. TNEZBIRLTC[Editl 27V v

7LET,
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23. BITZD ISE Y —N—DiRE

= vl Catalyst Center System / Settings w C > R maglev
Q Search Settings / External Services EdH |SE server b4
Authentication and Policy Servers
Certificates ~
Trusted Certificates Use this form to specify the servers that authenticate Catalyst Center users. Cisco Identity Server IP Address
e frieates Services Engine (ISE) servers can also supply policy and user information. 10.195.221.144

System Certificates

Certificate Authority ®Add v 1 Export
Device Gertificates
IP Address
Cisco Accounts v
PnP Connect dana

Cisco.com Credentials
10.195.221.144
Smart Account

Smart Licensing

1.1.1.2
SSM Connection Mode
Device Settings v 1111
PnP AP Location
45.6.3.2

Image Distribution Servers
Device Gontrallability
Network Resync Interval
SNMP
ICMP Ping
Device EULA Acceptance
PP Device Authorization
Device Prompts
Configuration Archive

External Services v
Umbrella

I Authentication and Policy Serv.

Integrity Verification
SD-Access Compatibility Matrix

IP Address Manager

Catalyst Center 7' Cisco ISE LB SN T WD Z & % HE

Protocol +

RADIUS

RADIUS

RADIUS

RADIUS

RADIUS

Type

ISE

AAA

Shared Secret

Username*

admin

Password*

FQDN
FANIU-ISE-V3.cisco.com

Subscriber Name

Virtual IP Address(es)

.3 Advanced Settings (@)

@ Connect to pxGrid

(O Enable Multiple Catalyst Center operation

Protocol @

Authentication Port

Cancel

29 %214, Catalyst Center N CRDOFIEAETL T,

AT976. ELEBICHDAZa—TA42>%2 1) v LT[System] > [System 360] DIEIZEEIR L.
[Externally Connected Systems] > [Identity Services Engine (ISE)] 7> 3> FTcX7O—J)LL

7,

[Primary] & [pxGrid] @A A" [Available] & RSN TWARELH Y £,
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Q maglev

System 360 System Health Service Explorer
B Hign Avaliapiity Gluster 100Is
of Jul 29, 2024 5:21 PM As of Jul 29, 2024 5:20 PM
® 10.195.144.108
View 137 Servi ® Enabling High Availability View Guide Monigting
requires installing a minimum of Log &
3 Cisco Catalyst Center hosts. Explorer
System Management
Backups
Software Management 260 0 25, 2 Gl (0 Application Health
As of Jul 29, 2024 5:21 PM As of Jul 29, 2024 5:21 PM
@ Last successful backup took View
® Connected to Cisco’s software server. Rlacelonp I RD2 it ® Automation
® A release is being Vi ® There are no backups scheduled Schedule O eSS
downloaded
® 3 applications are available View
for installation
Externally Connected Systems
Identity Services Engine (ISE) IP Address Manager (IPAM)
As of Jul 29, 2024 5:21 PM As of Jul 29, 2024 5:20 PM
Primary 10.195.221.144 & Available Q‘Upda!e ® No IPAM server Configure
pxGrid  10.195.221.144 & Available © CALLEICEL
L x T

AT 97 7. CiscolISE T, ELBICHZA=2—T423>%7 Y v LT [Administration] > [pxGrid
Services] DJEIZ:#IR L. [Client Management] X 7% 7 1) v o L £39, Cisco Catalyst t v
2 a >y TO pxGrid v > 3 Y AER S 11, [Status] A [Enabled] & FREINTW5B Z & % HERR
LEd,

ion / pxGrid Services

] Y Client i i Settings
L] "
I Clients
! poter Clients
Groups
‘\ ) Clients must register and receive account approval to use pxGrid services in Cisco ISE. Clients use the pxGrid Client
Certficates Library through the pxGrid SDK to register as clients. Cisce ISE supports both auto and manual registrations.
( pxGrid Cloud Connection

PXGrid Cloud Poliey

L pxGrid Clients
n
Rows/Page 1 ~ 12 N 1 Total Rows
3
2 Trash Vv Filter
O Name Description Client Groups Status
[]  pxorid_client_1659305283 Cisco DNA Center ise-bridge service + Enabled
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FIE 2, Catalyst Center K1) > —7 1 > K7 TOHE

Catalyst Center % GBAC OEEE & L TEAT 5I214. Catalyst Center IR > —F7— 4% ISE h BT 40
EnHY ET,

ATy 7. EEBICHDA=Za—TA423>%21) v LT, [Policy] > [Group-Based Access Control] ®J[E
IEIRL £9,

ATy 7 2. NF =75 [Start migration] 7 U v 7 LET, BITIE. BTRITY2—LTB52&H, TCICH
WBETBHIELTEET, T—RRAT—ILICE>TIEEBR1EBREMDZZEAHY £,

= ‘dice’ Catalyst Center Policy /

Group-Based Aci H O @ © | Q maglev

Overview Policies Security Groups Access Contracts

In order to begin using Catalyst Center as the administration point for Group-Based Access Control, Catalyst Center must migrate policy data from the Cisco Identity Services Engine (ISE):
« Any policy features in Cisco ISE that are currently not supported in Catalyst Center will not be migrated, you will have a chance to review the migration rule after click on * Start migration"
. « Any policy information in Catalyst Center not already exist in Cisco ISE will be copied to Cisco ISE to ensure the 2 sources are

e in sync
1. Start migration v
After policy data migration has completed, if you prefer to manage Group-Based Access Control in Cisco Identity Services Engine| ion under " Group-Based Access Control Configuration”

Once the data migration is initiated, you cannot use Group-Based Access Control in Catalyst Center until the operation is complet

QL search by group name, IP Address, or MAC address | Upcom m@ n p‘acmu@ Fai g;@ & Configuration Reports

View traffic for ...

10 17

SECURITY GROUPS ISE PROFILES

Policy Issues

0 0 0 0

P1 P2 P3 P4

24 hrs ~ Mar 16, 2024 10:00 PM - Mar 17, 2024 10:00 PM

Most Active Policies Least Active Policies

All Packets All Packets v
Source Destination Packet Gount Source Destination Packet Gount
1 Default Policy ) ) Default Policy 20,355,227 1 ( Default Policy ) { Default Policy ) 20,355,227
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= il Catalyst Center Policy / Group-Based Access Control

Q maglev ~

Qverview Policies Security Groups Access Contracts

° Migration is complete. Catalyst Center will be the policy administration point, and screens of Security Groups, Access Contracts and Policies in Cisco Identity Services Engine will be read-only. You can review the policy migration log, and/or X
change the administration mode in Group-Based Access Control Configurations

Q| search by group name, IP Address, or MAC address A Upcom me N :mms@ Fmd@ % Configuration [ Reports

© View traffic for ...

10 17
SECURITY GROUPS ISE PROFILES
Policy Issues 24hrs v Mar 16, 2024 10:00 PM - Mar 17, 2024 10:00 PM
0 0 0
P1 2 P3 P4
Most Active Policies Least Active Policies
All Packets v All Packets +
Source Destination Source Destination Packet Count
1 ( Default Policy ) ? Default Policy 1 Default Policy > ( Default Policy ) 20,355,227

i
Catalyst Center TIREY R — F SN TWLR U Cisco ISE DR Y > —#gElIBITINFEBA, Xy N T—7EET
IE. [Start migration] Z 27 U v 7 L7#=%IZ. BTN —IILZHERTEET,

Cisco ISE [ % 7275 7E L %2 \» Catalyst Center DR Y & —15#HIZT X T Cisco ISE ICaAE—3 N, 2 DDV — AN
RICEEINET,

Ty 7L — Rt BLHBATICHEE L £9, Catalyst Center & Cisco ISE ##ERICREISE 51213, BIT2BET
IWMENHY FT,

¥"|E 30 %}E:E_ PQEE

Catalyst Center (Z13. BEET—FA2EETHH 7> ar»HY ET,

Cisco ISE # BN A > b & L TESL L. Cisco ISE & Catalyst Center DETEERA ~ &Y E X 25514,
ROFEEEITLET,

ATy 7. EERBICHDEAZa—TA422>%21) v LT [Policy] > [Group-Based Access Control] DJ[E(C
IR L. [Overview] 2 7%V v 7 LET,
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R 7w 7 2. [Configuration] %7 VU v o L%,

Overview Policies Security Groups Access Contracts

O\ Search by group name, IP Address, or MAC address

iew traffic for ...

10 17
SECURITY GROUPS ISE PROFILES

Policy Issues

0 2 0 0
P1 P2 P3 P4

Most Active Policies Least Active Policies
All Packets All Packets ~~
Source Destination Packet Gount Source
> ( Default Policy } 164,996 1 ( Default Policy )

( Default Policy )

ATy 73 BERAVbOLWINAIDF T a v ERIRLET,

(1
UDLDNH(}O \nP'uqrcss@ Failed Reports

24 hrs ~ Jun 5, 2024 9:00 PM - Jun 6, 2024 9:00 PM

Destination Packet Gount

( Default Policy ) 164,996

Overview | Configurations

(el S Policy Settings

Analytics Settings
Administration Mode

Manage Group-Based Access Control in
(O Catalyst Center, policy Ul in Cisco Identity Services Engine will be read-only

For emergent cases, such as Catalyst Center not responding, you can override the read-only mode in Cisco Ident

c. A full re-

Cisco Identity Services Engine. Be cautious that this will casue both sides out of sy

directly

make policy cha

© Cisco Identity Services Engine, Group-Based Access Control Ul in Catalyst Center will be inactive

© 2025 Cisco and/or its affiliates. All rights reserved.
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View migration log  Last migration: Jun 5, 2024 10:13 PM
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YA FEREDORE

FA PEEOREC I, BEAORY b7—094 e ZNLOBBEROEENIEENET, 3y FT7—0F A b
. TUT. Y. BEOTOTTHERSNET, FYA FEEYA MO OBEOBREBBNICHAT B0, %
ﬂbwﬁfﬁ%iE%TT L. CASORKEE, FHAPRTH—1—5 4 REh2aslrs Y £,

K151, CORFBLVEAHA ROV A FEBERLZT, EHDEY (Cisco-buidling-24) . (7A71 &
7072 »HHrE—DTY T (Mipitas) 7Oty a=—rvra3nxd,

& 15. FEBLUEBAH A F@*ﬂ =
Milpitas Area Global
Building 24 Building Milpitas f£7AT : 510 McCarthy Boulevard, Milpitas, California, 95035
CDFRFABLIVEANA FOY A FREEOREFIEICIE, ROBDMVEENET,
o TUTDIERK,

e« TYUTHNOEYDIERK,
« BEMINOTZATOERE 7Ty TOAvE—F (7 3Y) ,

FIE 1, Y 7 DER

ATy 71 EEBICHDA=a—TA142a>%2 1) v LT, [Design] > [Network Hierarchy] ®JIE (2337 L
x4,

ATy 72 Fyv bT7—UBBX Y 1R — KT, [Add Site] > [Add Area] DIEIZEIR L 9,

24. [Add Areal ¥4 7R
Add Area X

Area contains other areas and/or buildings.
Buildings contain floors and floor plans.

Area Name*
Milpitas|
Parent
US | Global/ v
Or
Import Sites
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-
FIE 2, T T7ADEYDIEMN

ZYnieiig, [AddSite] Foy &7 U R b £ EROFES = 3> ~1 > D [Global] > [Milpitas] 7 5
TOWET,

Cisco-buidling-24 1

Milpitas | Global

510 Mccarthy Boulevard, Milpitas, Califc

!
37.419978 -121.919684

A7y 7 1. 74 —J)LF® [Building Name] ICAH L £3, ZDfITIE. [Cisco-building-24] & AL
9,

27 v 7 2. Cisco-building-24 ©i54, 7 1« —/L F® [Address] ICAALET,
25w 7 3. [Parent] > [Milpitas] Z&R L £ 7,

ATy 74 ATy T 1 ERTYy T 2%BVIRLT, 2EBOEYOHEEMNLXT, ZOHTIE,
[Cisco-Building-23] * AL Z7,

FIE 3, BYAO 7 AT DIERK

AP DIBFRETANYLZAANL Y (E—bwv DY) . ATy 7THhoRRCEET, ZATIF7A4 VYL R70O
Eraz-vIIcsBantd,

7a7o0EmMmiE. [AddSite] Fay 7&Z 7> )X bh, EROFES —2 3 >4 > D [Global] > [Cisco-building-
24] & U [Global] > [Cisco-Building-23] 5 f7WLZ F 3,
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25. [Add Floor] #4704

Add Floor X
Floor Name*
Eg : Floor 1
Parent

Global Unit System™ @

© Feet O Meters

Type (RF Model)* Floor Number*
Cubes And Walled Offices W 3

Floor Type* Thickness (ft)*
Medium Floor (15dB/ft) W 2

Floor Image

Drag floor plan here
or

Upload file

(Supparted formats DXF, DWG , JPG, GIF, PNG, PDF

© widtn (ft) * () Length (f1) Heignt (ff) *
100 ( 10

27w 7°1. 74 —J)LF®D [Floor Name] (Z [Parent] (il : Cisco-building-24) OEFNDO 7O 7%AALFT,
AFv72. (F7vav) ZATEGO~Yy TE=T vy SA-FLET,
ATy T3 ATy TV ERTYy T 2%BYRLT, 2EBo 77 %8MLET,

v b7—7BRICBELRFY F7—7 0 —ERDEE
Catalyst Center Tld, HBDOFx v b7 =27 UV —XBLUVERENFKETT 7V 75— 3 > ® [Network Settings] % 7
ICRGFEINET,

AT TS - 3 TRETELRHBRY M7 — VR EICIE, REL. R, LT AT a7 (AAA) H—
/X—_ DHCP #—/3Y—_ DNS #—/3—_ Syslog #—/3—_ SNMP #—/X—_ NetFlow I L 2 %, NTP #—/\—_

RALY =, RHDAyE—= TLAMNIRBREDRHY T, ZhnoDHEED L DAL, Catalyst Center
Assurance DERICERAINE T,

7 7 4Lk TlE. [Network Settings] X 7% 27U v 73 2&, FLWKRENITA—NI2y FT—7%EE LTEY
HTohxd, TholdfEBELARICERIN. Y4 b BY. BLU0707ICL > THREASI N E T, [Network
Settings] Tli. BEEBROD T 7 4 L k DFIRFA > b4 [Global] TF,

B er b : BEOYA FOBEDRY T —I0REHLIV) Y —REEETEET,
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AAA. DHCP, DNS. NTP DT

ATy 7. EEBICHDEA=Za—T1423%2 1) v LT [Design] > [Network Settings] DJIEIZEIR L.
EfloreEsy—> a4 T [Globall 7))y o LET,

ATy 72 [AAA] 7> a>%BO1F T, [Add AAAservers] F = 7Ry 7 R&EFVIZLET,

26. [Network Settings] 71 > K

= b Catalyst Center Design / Network Settings

Servers Device Credentials P Address Pools Wireless Telemetry Security and Trust

Q) Find Hierarch

- AAA

DHCP

() Add DHCP servers

~ Image Distribution

o)

CDOHARTE, FYy bT—=0TFTNARETZTAT > FOWEAT, RADIUS 7O F QL% FEHAT S AAA HF—1N—¢&
L T Cisco ISE R L £ 9,

ATy 73 R16ICRIMVEREREADLET,

% 16. AAA H—N—D7 1 =L F
Network Checked
Client/Endpoint Checked
[Network] > [Servers] ISE
[Network] > [Protocol] RADIUS
[Network] > [Network] 10.195.221.144
[Network] > [IP Address (Primary)] 110.2.2.1
[Network] > [Shared Secret] ek
[Client/Endpoint] > [Servers] ISE
[Client/Endpoint] > [Protocol] RADIUS
[Client/Endpoint] > [Network] 10.195.221.144
[Client/Endpoint] > [IP Address (Primary)] 110.2.2.1
[Client/Endpoint] > [Shared Secret] CERR T
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XF7v7 4. [DHCPServer| €73 v %BD3I T, HBRFEREAHLXT,

Catalyst Center | IPV4 & IPV6 D5 D DHCP —/N—%H:R— L TH Y., EHD DHCP % —/1—
FBIMTEET,

74—ILF fi&
DHCP server 110.10.2.1, 2000::1
110.10.3.1, 2003::1

ZX57v7 5. [DNSServer] t7>av%R217 T, SEBELHEREZAHLET,

x17. DNS Server
Domain Name cagelab.local
Primary 110.2.2.4

X797 6. [NTPServers] 7+ a>%#RB213T. nEBRIEREADLET,

?ﬁfﬁj] tﬂ%fﬁ%%%f:bt:@?&@ NTP "j'-—/\-—%ié‘._jj[]’cg i‘g’—o Z‘\ y }\ '7—779@5—?2']@3}3(& D:\:\\\/ﬁ\\
HEEC, SSH R E DL ¥ 2 T ARERICRAIXTY,

#* 18. NTP 4—R—D7 4 —JL K
7Z4—ILF fi&
IP Address 110.2.2.3

A7y 7 7. [TimeZone]l] to>a>% RDOITT, ERBEBREZAHLET,

#x 19. RA LS —vDT7 4—ILF

Time Zone GMT
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ATy 78 TRTOEIYavIZANLIS, [Save]l #7 Vv 7 L Txy h 7= —EX~NDEE %RTF
LEY,

= lwb Catalyst Center

Add DHCP servers

tre ire:
110.10.2.1 o 2000:1

i i
110.10.3.1 £ 2003:1

- DNS

@ Set a domain name
B Add DNS servers

cagelab.local

110.2.2.4

NTP

Add NTP servers

110.2.2.3

FE 2, 7L X kU, SNMP. Syslog ®&%7E

Catalyst Center (£ SNMP & £ U Syslog ' —/N—& L TERETZE. HE8 SNMP 5 £ U Syslog % —/N—$HH#7R— b
INTWET, Catalyst Center #* SNMP £ £ Uf Syslog #f—/N—& L THRESINTWEEHEE, SNMP FZ v 7
Syslog | Catalyst Center 7> 2 77X 77U 5= a vICL>THEBEIN, 7VaT7 7R KXyyaRk—FT
LR—bhINFET,

[Wired Endpoint Data Collection] 7'~ a v id. v b 7—20HWDOERIY FRA Y DT LY R 5T, BE
ZBHLET, TVFRRAVIDORELEN I 74971 ATy 7474 MACTRLREIPTRL
) ZHHLTRET 27-0IFERASNET, IhiE, 777V vy o8 A MIRATT, FEX. PZ/ERO—IL%E
BOTRTOT RS R TyyadnEzd,

[Wireless Controller, Access Point and Wireless Clients Health] + 7> a » &, 74 v¥L X3y ba—7DX +
U=V ITFLARYUEEMILT, 74¥L XAy bA—=F AP, TAVLRI ATV FOEBHEREL
£9,

ATy 7. EEBIIHDA=Za—TA423>% 21 v LT, [Design] > [Network Settings] DJEIZEIR L 7,
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ATv7 2. [Telemetry] 27 %27 ) v 7L %Y,

X 27. Catalyst Center % SNMP $ X U Syslog Yr—/8s—& L T{ER L 76l

= lub Catalyst Center

Telemetry

SNMP Traps

Use Catalyst Center as SNMP trap server

8 Enable Wireless Telemetry

IP 7—VDRTE

Catalyst Center IPAM (IP 7 FL XEIE) V—ILZFEAL T IP7FLRT—LEERELOFHNLET, SD 77
C2ZY R T=0DIPT7RLRT—NIE, BRI FAT Vb, TAVYLRIFA4T7 > R AP, iR/ — KA EDT
VERBRAVPMIIPTRLRAZE) B TEH-0ICERBINET, S HIC, Catalyst Center Tld, LAN B&MLPHR—
X—BEELAYINYEFT, TLFFLXYZFRPDEREREICIP 7—LAEFERBLET,

IP7RLRAT=ILE A —NRNILLRNILTEERSIN, 777 Vv o737 ardB#Ich-TwWbdT U7, &Y. £
FlE 7 a7 LRILTFHYINE T,
Catalyst Center |, 7 A —/NILLRILTD IPvA BELVIPv6 7—ILDEMZ Y R—FLTWETA, B4 LN
TFHT 2EE1E. IPvA 7212 IPVA B L IPV6 T 2T AR Yy 7 S—ILDOIEHHE—F L TWET, 4 IPve
T—LFYR—brEINTWEEA,

E TaTIVAZy 77 —ILiZ, LAN BEFfb. AP, BL IR/ — RDF ViR—TFT 4 v I TlRYR—FENT
WA,

Dt arOF|ETIL, Cisco-building-24 @ LAN B&it, 7 747>+, AP, #5R/ —F, LAV 3/~
FA7, BLOVILFF v X MBICIP 77— LE2ENMBLUOFHLET,
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FlE1, SO—NILLRILTOIP 7—ILDEMN

ATy 71 EEBICHBDAZa—TAa3v% 27y LT, [Design] > [Network Settings] DIEIZEIRL £9,
AT w7 2. [IPAddress Pools] 2 7% 27 Uy o7 LT, EfloFETS—> a7 4> KT [Globall 2 Y v

LET,
ATv7 3. [AddIPPooll =27 Uy o7 LET,

ATy T4 BRODAZTA KA _4AT[IPVA]Z 7Yy o7 L, ERT7 14— RIEHREAHDL T, [Save] &

70Uy LET,
AFw75. [AddIPPooll #7Uvy o L%T,

ATFv 7T 6. GEDOATA KA _4AT[IPvB]Z 7Y v oL, hERT 14— RIEHREAHL T, [Save] &

70y LET,

Cisco-Clients-V4 4.1.0.0/16 4.1.0.1
Cisco-Clients-V6 2060: :/48 2060::1
Cisco-Services 110.4.0.0/16 110.4.0.1

Device Credentials IP Address Pools Wireless Telemetry Security and Trust

I . suonet Type [ED Pua  IPvE

IP Address Poaols (10)

» Detroit
¥ Florida ) Selected Add IP Pool More Actions 5

b ] Mome = Type 1Pv4 Subnet 1Pva Used
pit
Cis uidling-24 [m] ASR-CLIENT-VE [l generic
# C g
1 ASR-HOST (il generic 6.1.0.0/16 51%
Cisco 0 ASR-RLAN-VE @ generic
"
8] R-va [ a 2.3.0.0/16 1
lients-V6 g
U ] 110.4.0.0/16 1
[m] ] 1.0.0/16 1
[0 ECA-v4 @ g 10 6 1
(] ECA-ve H 9
(.} Multicast-vé [ gene

Add IP Pool

Paal Name
Cisco-Clients-V4

o 13
Generic v

O IPva
1Py Subnet e
41.00 H
3020::/64 116 (255.255.0.0)
4.1.01
164
|
Hop Server .
148 |
H
3030::/64
40::/6:

iE : DHCP #—/N\—& DNS #—N\—gF 7> a v Th V).
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777Uy oA NAIP 7—ILDOFH

777 v Y%Ak Cisco-building-24 (X, XRDETEFHIP 7 FLA7—LaERBLET,

TIEREA b Building-24-AP 110.4.120.0/24 110.4.120.1  110.10.2.1 110.2.2.4
Wik / — K Building-24-EN 110.4.60.0/24 110.4.60.1 110.10.2.1 110.2.2.4
2547 7—J -1 Building-24-Emp 4.1.64.0/18 4.1.64.1 110.10.2.1 110.2.2.4
2 547> k7—J -2 Building-24-Guest  4.1.0.0/18 4.1.0.1 110.10.2.1 110.2.2.4
LAN o BEft Building-24-Lan 110.4.0.0/24 110.4.0.1 110.10.2.1 110.2.2.4
L3 /N> KA Building-24-L3 110.4.100.0/24 110.4.100.1

TILFF v Z b Building-24-RP 110.4.224.0/24 110.4.224.1

E: EHKODHCP EDNS % 1 DDT7—LICHETZEET, LAVINYFATBLPTALFFY R T IP
7 RELZDEIY HTIE, Catalyst Center (& > T{ThHhNE T, DHCP & DNS FEH Y £ A,

ATy 7. EEBICHDA=Za—T142a»%2 1) v LT, [Design] > [Network Settings] DJEIZEIRL 7,
AFw7 2. [IPAddress Pools] 7% 2 VU v o L*xd,

A7y 73 EfloFEsr— 3> 74> KT, [Milpitas] > [Cisco-building-24] ##IRL £9,

A5 v 7 4. [Reserve IPPooll #2U v 7 LET,

ATy 7 5. AAID [Reserve IPPool] RZ7 A4 FA > _A >, RDFEREFEALT74—ILFICAALET,

LAN © B8t 7 — LA EBT 5155 (d. [Type] 74 —L KT [LAN] ZBIRL £9, ZDMOTTD
7= DAL, [Type]l 7 4 —/L KT [Generic] #3IR L £,

© 2025 Cisco and/or its affiliates. All rights reserved. 74/292 R—¥



= lwb Catalyst Center

Device Credentials IP Address Pools Reserve IP Pool

— suwnetrvoe [ Pve  ousl-stack Building-24-Lan

IP Address Pools (1) —
LAN

Name = Type 1Pvd Subnet 1Pvd Used 1Pv6 Subnet

- Building-24-AP Generic 110.4.120.0/24 1% Pud

i ; 2 110.4.0.0/16 (Cisco-Services)

Prefix length | Number of IP Addresse:
© Prefix length umber of IP Addresse

/24 (255.255.255.0)

110.4.0.0

110.4.01

RAF9 T 6. T—TNIZURXPEINTVWERITRTOT—ILEFHLET,

= bl Catalyst Center Design |/ Network Settings

IP Address Pools Wireless Telemetry Security and Trust

IP Address Pools (7) Take a T
Name = Type 1Pv4 Subnet 1Pvd Used 1Pv6 Subnet 1PVt Used Inherited from Actions
0 d 120.0/24
ding-24-EN 1
0 ding-24-Emg 4 1
ding-24 4.1.0.018
O ding-24 1 4

74¥L X SSID Di&E

SSID %> WLAN (E. ERECERAIERTA VL ARy F7T—204 70— F3v R M 2-0ICEHINE
T, YA FEBOZ/O—NILLRLTERL, YA FPLRLTHEAL TEBRTIAIREAHY £, A4 FLRILT,
HAINT SSID DT X — R ERES L UVARTETET,

Catalyst Center (I, T>X—77 A4 X SSID &4 X k SSID DRk A Y R—FLTWET,

SSID OYERICIE. BRIICMATTAVYLRZYy b T—0DEAT (BFE., T—4X, £HIEFAA) . 74V LAY
F. X2 0T4247, BLUVEHF v a v 0EEIEEINET,
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TAYLR7AT77A40IE, TAVYLR2Yy b T—oR 777V o777y ohEERL, 78774 LY
Bl Y TONEEEROYA e —2arva2F&HELET, IPT7RLAT—LABEDTAYL ZAKEIR., BED
TH—NILLRILVTEEFEINET,

74 L X SSID OFFMICOWLTIE, [Cisco Catalyst Center User Guide] @ [Configure Global Wireless
Settings] Ot 7> a3 vZSBLTLIEI,

T8 —774XSSID DERE

IVR—TT7ARXTAYLXSSID ZERT 27 AV L AT —070—I21F, ROFENEENET,
1. SSID &ZD/RT A—RELERL £9,
2. TAVLRTOT7 7 ANLEERLETS,
ZDEAH A FTlE, Building-24-enterprise & \\) ZFID SSID ZFEAL TE—DIT X —77 4 X WLAN %%
ELET,
Catalyst Center N CIZ VX —7Z7A4A X TAVLR 2y VT —0%8RET 5ICIE. ROFIEEZEITLET,

ATy 7. EERBICHEA=Za—TA4a»%2 v 2 LT [Design] > [Network Settings] DJIEIZ:EIR L.
[Wireless] 27 %27 Uy o L TRy > aR—RFAHEET,

A7 v 7 2. [SSID]. [Add]. [Enterprise] DIEIZZ Vv 7 LF T,
[Create an Enterprise Wireless Network] 7—7 70 —DRAIID R T v THERRENE T,

duly Catalyst Center Wireless SSID X QS O O | Q me

Basic Settings

Fill the information like name, wireless options, state and network to complete the basic setup of SSID

(O sensor
|
Wireless Network Name (SSID)* WLAN Profile Name* Palicy Profile Name
Building-24-enterprise Building-24-enterpris_profile Building-24-enterpris_profile
Radio Policy
& 2.4GHz @ 5GHz @ scHz
802.11b/g Policy
802.11bg v (O Band Select © () 6 GHz Client Steering

Quality of Service(QoS) @

Egress Ingress
VolIP (Platinum) @A v VolIP (Platinum) Up @ v @

SSID STATE
.:] Admin Status .:] Broadcast SSID

ATFv7 3. AAAY—NR—TIVR—TF34XSSD DEF2aVTA4REZEZELET,
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= ulv Catalyst Center Wireless SSID P Q & \ Q  maglev

Security Settings

Configure the security level and authentication, authorization, & accounting for SSID

SSID Name: Building-24-enterprise (Enterprise)

Level of Security
© Enterprise (O Personal (O Open Secured () Open

O WPA2 ) @ WPA3

entials are validated with 802.1x Radius server to authenticate clients to the wireless network
WPA3 feature is supported for Wireless Controller version 8.10 & above, For Catalyst 9800 Controllers version 16.12 & above

Authentication, Authorization, and Accounting Configuration
\\ AAA Configured (3)

@ AAA Override O Fast Lane @

o)

(0 MAC Filtering O Deny RCM Clients @

(O Enable Posture &

e o)

27w 7" 4. [Advanced Settings]. [Model Config] 7V > T—> 3> (#7¥3>) . [Associate SSID to
Profile] |2 & F ¥,

1. [Add Profile] #2 U v 7 LTHFLWZO7 7 AL (Building-24) %#{Ef L. [Fabric]# 7> 3>~ & LT
[Yes] =2 Uw o LET,
2. SSID (ZE8E TS % [Associate Profile] #27 U v 27 L9,

Catalyst Center Wireless SSID

Associate SSID to Profile

Select a Profile on the left or Add Profile and click 'Associate Profile' to associate the SSID to Profile

SSID Name: Building-24-enterprise (Enterprise)

: Q, Associate Profile Cancel

Q Search
Profile Name
ASR Building-24
Common WLAN Prafile Name Palicy Profile Name
con Building-24-enterpris_profile ( Building-24-enterpris_profile ®
Fabric
@Vss QO No
€ Exit Back

R e b ¢ SSID #/EpLT 2 HETIC. [Network Profiles] 7 « > K7 ([Design] > [Network Profiles]) 7% #t
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LW A7 7AILEERL, A4 MIEIYE TR ENATEET,

AFw 75 7T—770—%FFTLXT, SSID X aR— KIZHFH L L SSID Building-24-enterprise H' &R
INET,

FIE 2, 7 2 & SSID DE&RE

TRE7A4¥L X SSID DE&stE, T &2—7 74X 74 L ZXSSID OFFHIMTWET, THEWNL, 7T—2 7
O—n4 X b Web 2iED+t 7 > 3 > T, Catalyst Center (. 7 &8 Web Z25E & 128 Web R & V7 R— kL TW
9,

HLER Web FREEIE, FEES N/ URL ZFERL YA ba—H—%2U&A L7 FLET, FR Web 25 TIE Identity
Services Engine D7 X I R—Z L —4 v X %&EAL T, CiscoISE THA FINTWEF v 7T 4 7HR—ZILIC
TAMLI-Y—-ZVXAL I FLET,

TARTA¥YLRXSSID DfERT7 —7 70—x, XD IEEOTOLRATT,

1. SSID & ZD/85 A —2%=EHL T,

2. TAXYLRTB 77 ANEERLET,

3. R—=ZILZEERLET,
ZDEAHA FTlE, Building-24-Guest & L\ D ZFIOE—DT X~ 74VYL X 2y b7—72 (SSID) A7RAE
TazZvriaInEd,

Cisco Catalyst Center N T X b 7TA VLR 2y b7 =0 %FBET HIC1E. ROFIEZETLET,

ATy 7. EEBICHDA=Za—T423>% 21 v LT [Design] > [Network Settings] DJIEIZER L.
[Wireless] X 7% 27 Uy 7 LTXRy>akh—FAHZTET,

AT v 7 2. [SSID]. [Add]. [Guest] ®IEICZ Uy o7 LFT,

AT av LN TR 74V LR RY M7= DERT7T— 07 70 —DBRUID ATy THhTRREN
9,
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= idule Catalyst Center Wireless SSID % ) maglev

Basic Settings

Fill the information like name, wireless options, state and network to complete the basic setup of SSID

Wireless Network Name (SSID)* WLAN Profile Name* Policy Profile Name
Building-24-Gues| & Building-24-Guest_profile Building-24-Guest_profil ©
Radio Policy
® 5GHz ® 6GHz ©
802.11bg ™ (O Band Select © (0 6 GHz Client Steering
Quality of Service(QoS) ©
Egress Ingress
VolP (Platinum) & v VolP (Platinum) Up @ v QO

SSID STATE

.j Admin Status .j Broadcast SSID

ATy 7 3. AAA T —N—B X UVRIY —/—D 7 1 —/L K ([Central Web Authentication]. [Self-Registered].
[Original URL]) %f#ERAL T, “ A+ SSID Dt F2UTF A ZEARELET,

Catalyst Center Wireless SSID e | R maglev

Security Settings

Configure the security level and authentication, authorization, & accounting for SSID

SSID Name: Building-24-Guest (Guest)

Level of Security

L2 SECURITY

© Enterprise () Personal () Open Secured () Open
Owea2 O @ WPA3

cure

edentials are validated w 2.1x Radius server to authenticate clients to the wireless network.
WPA3 feature is supported for Wireless Controller version 8.10 & above, For Catalyst 9800 Controllers version 16.12 & above

L3 SECURITY

© Web Policy () Open

s are redirected to a Web Portal for authentication

Authentication Server

Where will your guests redirect after successful
ntication ?

What kind of portal are you creating today ? autl

Central Web Authentication ~ D Self Registered 2% Original URL v

Authentication, Authorization, and Accounting Configuration

B aas Aeefian et

o) .
A5 v 7 4. [Advanced Settings]. [Model Config] 7/ > T—3> 3> (F#7>=3>) . [Associate SSID to
Profile] I2EH £ ¥,
1. [Building-24] (FIOFIETERER) ZEIR L, [Fabric] # > a>T[Yes] =2 Vv o LET,
2. SSID (CBE#E{t T % [Associate Profile] #27 U v o L9,

£ Exit
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= dule Catalyst Center Wireless SSID ¢ Q. maglev

Associate SSID to Profile

Select a Profile on the left or Add Profile and click 'Associate Profile' to associate the SSID to Profile

SSID Name: Building-24-Guest (Guest)

‘;LQ Associate Profile Cancel

Q_ Search
Profile Name

ASR
I Building-24 WLAN Profile Name Palic:
G Building-24-Guest_profile (@ Building-24-Guest_profile ®
ommon
ECA Fabric
@Vss QO No
€] Exit Back

AT w7 5. CiscoOISE RICHT L W R MR—ZILZEBMLET,
1. [Create Portall K& %270y oL %9,
2. [Portal Builder] 7 « > K7 <. [Portal Name] | [Building-24-Guest] & AL 79,
3. [LoginPagelzZ7 Vv LT, 7—2780—%&TLET,

= dulv Catalyst Center Wireless SS| %t QO | Q maglev

= csco

Portal Settings

Configure the portal to complete the setup of SSID for ISE. Please note that portal creation is optional

SSID Name: Building-24-Guest (Guest)

No Se

Use the create portal button to create a
new portal

Create Portal
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Portal

Building-24-Guest Login Page v

Page Content
g HIGH-TECH
CORPORATION

Access Code

Header Text
Sign In
Welcome to the Guest Portal. Sign on with the
username and password provided to you
USERNAME:
PASSCODE
By signing up you agree to the terms and conditions
> Color

TR MR=ZILTT X b SSID = 1ERk%. Catalyst Center I, 7 X b SSID 7R 7 7 A LDFEFEICHK - T, BER
REE. HFR]. BELOT A MR=—ZILDHKRE# CiscolISE 17 v>a L FT,

28. [Cisco ISE] > [Work Centers] > [Portals & Components] TiRE #9345

Work Centers / Guest Access

Identity Services Engine

P! Bookmarks Overview Identities Identity Groups Ext Id Sources Administration Network Devices Portals & Comp Manage A More

[}
Dashboard I Guest Portals

Guest Portals
! Context Visibility Guest Types
Sponsor Groups Choose one of the three pre-defined portal types, which you can edit, customize, and authorize for guest access.
A Operations Sponsor Portals
' Policy Create

4. Administration

ASR-GUEST Building-24-Guest Common-Guest

Work Centers

Wireless Setup Self-Registration Guest Wireless Setup Self-Registration Guest Wireless Setup Self-Registration Guest

Portal

@ Used in 1 rules in the Authorization

7' Interactive Help policy

Portal Portal

@ Used in 1 rules in the Authorization
policy

@ Usedin 1 rules in the Authorization
policy

Hotspot Guest Portal (default)

Guests do not require username and
password credentials to access the
network, but you can optionally require
an access code

Authorization setup required

Self-Registered Guest Portal
(default)

Guests may create their own accounts
and be assigned a username and
password, or use their social login to
access the network

@ Used in 1 rules in the Authorization
policy

Sponsored Guest Portal
(default)

Sponsors create guest accounts, and

guests access the network using their
assigned username and password

Authorization setup required

To create an authorization profile

YA b~DXy bT—0787 74 LDEIY KT

Go to Work Centers > Guest Access > Policy Elements > Results > Authorization Profiles

(@ To authorize a portal for use, you must create an Authorization profile for it and then reference that profile in a rule in the Authorization policy

SSID kL7, AT —Y a v EHRZERT 242y N T7—0 707740 H A MIEIVETES,
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ATy 7. EERBICHEA=_a—TA2a>%7 v LT, [Design] > [Network Profiles] DJEIZEEIR L £,

A7y 7 2. Building-24 * L TUR FSINTWEZTAZ7M4NVE RIOFIBETERE»,) #REDIFT,
[Assign Sitel] 27U v o LT,

= ‘dule Catalyst Center Design / Network Profiles

Network Profiles
@ Add Profile
Network Profiles (9)

Q  Search Table

Profile Name = Type Sites Action

ASR Wireless 3 Edit | Delete
ASR-ROUTER Routing 3 Edit | Delete
Building-24 Wireless Edit | Delete
Common Wireless 3 Edit | Delete
Common-switch Switching 3 Edit | Delete
ECA Wireless 3 Edit | Delete
FE-OVERLAPPING Switching 3 Edit | Delete
FIAB Switching 3 Edit | Delete
Fremont Switching 1 Edit | Delete

9 Record(s) Show Records: 10 ~ 1 -8 <@ >

AFv73. RF74 K44 7T, [Buiding-24] F v 7Ry 7 R%&F>IZLT[Savel 22 U v o LET,

= dul Catalyst Center Design / Network Profiles £ Q ¢ D 0D ) maglev
Network Profiles Add Sites to Profile: Building-24
Q Choose a site
Search Help
Network Profiles (9)
~ (0 9 Global
( Search Table > O Australia
> (O 4@ Detroit
Profile Name ~ Type > (O 4 Florida
ASR Wireless v @) e
> (O 4% Fremont
ASR-ROUTER Routing ~ O db Milpitas
v @ E Cisco-buidling-24
Building-24 Wireless e o
@ = Floor-1
Common Wireless @ = Floor-2
> O @ Cisco-building-23
Common-switch Switching S @IS Sl
O San Jose
ECA Wireless > O Sunnyvale
O db Test
FE-OVERLAPPING Switching
FIAB Switching
Fremont Switching
9 Record(s)

777V 94 77TV Y-V DRE

777Uy oA b, avba—LSL—v R—4&—/—F, Tvy>Y/—F, 7A4¥LXarra—7, Cisco
ISEPSN Oy b7 =0T NA XODEEFEDLy bEFOMILLIZT7 77V v 7HEETY, BRI LNLVOTTRMEE X
/—JLiZ. DHCP. AAA. DNS, /1 > & —> v hhEDO—HILY Y —XEEL T EICLY, YA T EICEET 3
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ZENTEES, 777Uy YA MNEL E—0oYBHO -3y, gRo0sr—ray, FE05—3 >0
YTy bDIREAN—TEZZELTEET,

7770y =rTlE BESNEZT7 7TV v o TyY /= FDOEEN-EY MICVYN £72F IP 77— L% HIRT
TET, COMRIE. E—DT7 77Uy IYA M7 7T Vv oIy Y/ - FeRRRICERAL, LY/hEnogs—
vav, FREV-VICEOVWT, 2y NV VBB IAREHNELTIEERICRULDET., ThoDYy—V
. BEROBYE I IBYRNOERDO 7 AT THLHBENHY £,

E
777Uy o —vid REOERFEICEOVWT, 2y TV BEBENFHTENCTILELHY £,

77V o= R T TV oA NOFYA LTHY, TFrT7 Vv oA NROBYLNILE-IFTAET L
NI TERETZEET, 777V IS —=VDEBYLRILTEMIIHE->TWBEEE, TOBYRDTXTH70OTHE
L7777 Uy o/ —vD—8ICHEY £9,

777Uy /=>4, Day-0 £7-|& Day-N OZBTEMICTE £9, Day-0 EBRDHZAE., T 74/ FTlE 77
TVw oV —=VICVUN X2 IP 7= Lidh ) FEA, BEEMICIE. BEBNT—LEIPT—LZ2T7 77Uy

V= IZEBMLET, Day-NBRDHE, 777Uy oy —=>d7 770y o794 MIxyEYTEINTLWE TR
TOVN &ET—NaMELET, 777V v IV —VTRERVN £/21EIP 7= L ZzHIBRL X9,

77Uy o —=ld, 77Ny TAYLRERICIEFERTEE A, 777U v SSIDICYyEYITEINT:
IP 77—, $RTCDT7 77y 7Ty TERETINELNDHY T,

YA LTDT777) Y7 DAL

ATy 7T 1. EEBICHDZX=_a—T7A42a>»% 2 v LT, [Provision] > [Fabric Sites] DIEIZEIRL £7,
Y2 —tai—F. T7HILMDT VT AT T4 RITY,

[Fabric Site] &, RD& S LS I ERBZAALOIERTE X,

X 29. (*%F)? 1) [Overview] > [Create Fabric Site]
Fabric Sites  Virtual Network Transit Take a Tour E
2 1 13 30

Fabric Sites  Fabric Zones Devices in Fabric Roles Total Devices

Overview

Fabric Sites
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30. (357 2) [Table Preview] > [Create Fabric Site]

I Catalyst Center

= ‘asco

Provisioning Tasks

H Mar 19, 2024 9, 2024 38 F
@ Tasks Deployed @ Tasks In-Prog @

Table Previ

Fabrlc Devices Fabric Zones Fabric Roles Connected Transits Compllance Health Score
Cisco-building-2 0 1 1 ® Non-Compliant (3)  50%
4 2 © Non-Compliant (3]

Manage All (2}

31. (3%Fr 3) [Workflow Library] > [Create Fabric Site]

= v Catalyst Center

= asco

Provisioning Tasks

Mar 18, 2024 11:12 AM - Mar 19, 2024 2:12 PM
® Tasks Deployed @ Tasks In-Propre ®Erors
le Preview

Fabric Sites (2 of 2)

(%) Create Fabric Site

Fabric Site ~ Fabric Devices Fabric Zones Fabric Roles Coanected Transits Compliance Health Seore
Iding 0 4 1 @ Non-Compliant (3)
Iding 1 @ Non-Compliant (9) 100

Create Fabric Site E Configure Multicast

« Catalyst Center TtbD 7 7 71U v 7% A4 FHA T TIZRESINTWSBIHEEIL, [Fabric Sites] 7 1 >~ K7 h 5.
[SUMMARY] D Fo#F%a 27Uy 7 LET (ZOFITIE2 207 77Uy 73 A4 FHRESNTWDET0,

[21z2Uv o LET) .
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X 32. (BFr 4a)

= .l =
= ‘Uica Catalyst Center

Fabric Sites Virtual Networks

- E
SUMMARY

1 13 30

Fabric Sites  Fabric Zones Devices in Fabric Roles Total Devices

Overview

Fabric Sites

o 3

n Create Fabric Site

e« URAL U FENFT 4> KT, [Create FabricSite] #27 U v 27 L ¥,

X 33. (G5Fr 4b)

= il Catalyst Center

Mare Actions

Fabric Site =

Fabric Devices Fabric Zones Fabric Roles Connected Transits Compliance

Health Score
] Cisco-building-23 3

@ Non-Compliant (3)
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AFvy72. 7—770—lft->T. [Cisco-building-24] T7 7 7V v v #HRELET,

= iyl Catalyst Center

Fabric Site Location

A PLRLVLODBIHET L — AR ETT, T4 FLRLVLDBIET I L— bDOEREE. TvY/—F (FiaB %
) MR/ —FDITRTDOT 7w AR—MITyvradnhfd, ¥HE— k&N T3 Catalyst Center Z2:ET ~
L= MIERNEENET,

o [Closed Authentication] : % F7—7 7 7t X (ZId5Ee% 802.1X RN HETT

« [Open Authentication] : 802.1x FREEDEIIC—KHIG T 7 L AHFFRIE &S (f] : PXE. DHCP)
e [Low Impact] : MAB 23

e [None]: vy b7 =070 RICEIEEIEH Y FEA

[Closed Authentication]. [Open Authentication]. # & Uf [Low Impact] D/X7 XA =X IEETZFES, IPXAL ¥
F7O—RFv X bPY 7Y Ay bR=2DYER/ — F (SBEN) 7 & D45E D Cisco SD-Access AL

[Closed Authentication] D/XT7 X — X% EEB T I2HEBEABHY £T, A4 FLRLVDFBIAET VL —bENRTA—%
&, Day-N BRI THTERETZ£Y (Cisco SD-Access * v b7 —7 @ Day-NBR%#SELTEEW)
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wluil. Catalyst Center

Authentication Template

ct a Template for the Fabric Site. The Templat pply a p

O Closed Authentication ) Edit

Closed

O 802.1x MAC Authentication Bypass (MAB)

© Unlimited O Single

Uncheck if Supplicant Based

T 7Yy oS —vlE 777Uy IYA M EERTAOERLT -V 7R —TCERFETHIEH. B CABICETT
32¢bTEFEYT (FE2 THB) .

= il
= asco

Catalyst Center

Fabric Zones

Setup Fabric Zones Setup Fabric Zones
Later Now
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777V omEHIILTE, TRARICEEIR v adshEFtA, XX %i%(ET % &, Cisco-buidling-24
PEXRB 777Uy o754 MY ET,

= il Catalyst Center

Provision |/ SD-Access | Fabric Sites #f QA 8 @ 4L a .
Fabric Sites Virtual Networks Transits [ H

T 7V o) —DERE

T 7Ny o=l 777y oA ME—EICKRET DD, VTV I TNANARDBEIIA DD LT R
THRETHIeHbTEET, Y1 FEEBTIL. Cisco-buidling-24 *7 7 7V v /A4 FE LTCHRESNET,
777Uy o/ —=>lE. Floor-1 ¥ Floor-2 7 KO TFRIL NILTEICTE 2N TEET,

ATy 7T 1. ELBICHDEA=Za—TA3v%2 ) v LT, [Provision] > [Fabric Sites] ®IEIZEIR L £ 7,
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AT9 7 2. T7HNED[SUMMARY]Ea—7 4> R [B]l22 YUy o L7777 Uy Y4+ FT—=7
W E2—-IZBHHLET, . BLEOT—TNE2—TAa% Uy LET,

Catalyst Center

Fabric Sites

=

SUMMARY

1 13 30

Fabric Sites  Fabric Zones Devices in Fabric Roles Tatal Devices

Overview

Fabric Sites

D 3 Hours: Mar 19, 2024 1:46 PM - Mar 19, 2024 2:46 PM | & Refresh

@ Tasks Depioyes @ Tasks In-Progress @ Errars

A7y 7 3. 7—7J)LE 21— [Cisco-building-24] #7 1) v 7 L. [More Actions] > [Edit Fabric Zones] D&
ICEIRL £,

= sl Catalyst Center

Fabric Sites Virtual Networ

More Actions .

Edit Fabric Zones Fabric Devices oric Zon bric Roles Connected Transits Compliance Health Score
@  Cisco-buiding-24 Delete Fabric Site 0 0 0 0 Not Applicable

0 il o N pliant (3]

C Iding-9 1 s ® No pliant (9
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ATy 7 4. F+ 7 3> 7T, [Cisco-building-24] > [Site Actions] > [Edit Fabric Zone] ®JEIZEIR L £9,

Catalyst Center

Cisca-buidiing-24

Cisco-buidling-24 View Site Hierarchy  Site Actions ~ @

Fabric Infrastructure Layer 3 Virtual Networks Lay figure Multicast Wireless SSIDs Authentication Template Port Assignment = E
Delete Fabric Site
SUMMARY ) To create a fabric, as e Node to the fabric site. If the fabric needs external connectivity, assign at least 1 Border Node to the fabric site. Select device(s) to assign the roles

Edit Fabric Zone

PORT ATTRIBUTES Devices (0) Show Task Statu (1, Export

O Teos Device Name P Address Fabric Role Border Nade Priority Fabric Zone Reachability Fabric Provisioning Status Compliance Status Fabric Readiness Status

Mo devices available

Cancel

AT w7 5. [Fabric Zone] 7 4 >~ K7, [Floor-1] #%E L £7,

I Q magev v

I Catalyst Center

= ‘asco

Fabric Zones

Select one or more areas, buildings, or floors to enable as a Fabric Zone.

A Fabric Zone begins at t ected level of hierarchy. Al lew ected l¢ re included as part of the Fabric Zone

a

co-buidling-24

& Floor-1

b Faview “
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AFw76. 7—ov7A0—%%7L. T—7ILE21—-ICEY FT,
R T w7 7. [Cisco-building-24] T. [Fabric Zones] > [1] &R L CilEsRRL £,

Cisco-buidling-24

Associated Fabric Zones

...IGisce-buidling-24/Floor-1

FSvoy FOERTE
FovPy by b 7—21F, 220D 7770y oA bEBEICERLEZY, 777Uy oA R EAERY
7= (AvEZ—Fy b, T—REr2—%E) 28K LET, FI 0Py b2y M T—0DZATITIERODED
HYEd,
e P Ty b
BEDOIP Y F7—0%FERALT, ARy T —JIZEHKTEIN 2 2ULOT7 77U v o9 A FRERL
9,
e SD-Access FT Ty b

VXLAN 7 7Lt TLISP 2R LT, 777U v o794 b%&ERLEI, SD-Access F 7> v k%&fEH
T3¢, TVRY—IV R RYS—TL—VIESGT /N —74 7% FRL THFINET,
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Cisco SD-Access F 72w k DIERK

bS5y baryrta—-n7r—v /—F

Fovyybhavbn—L L=y /=Fid, 7770y 7 RAXAL Y DTRTOERKIL— FEBIFL, 25D
W= b7 77 )y 794 MCEEMITET, 120U FODIVRRA VDO D T T4y %GOV A bDT
VRIRA YV MIKETIRLENDDIHEIE. EOVA FDR—F—/—RICZORTI T4 v I75XETEIIN LTV
Yy bk arvia—i L=y /=FIIERINET, by b aviiao—-iL L= /—=FoA—LlE &

Ty YA MIBEEMITONTWE L7 4 v REFE L, avbo—L FL—> v oF U yaERL
T Cisco SD-Access F 7>y FENLTINODY A MIMNTI 74 v I %ZEIETHIETT, mA4D2DMT
Py bharvita—LTL—v /=R YR—FrENET,

FSvy b arvibrao—n 7FL—r ORISR

oYy harvibo—L L=y /=Kl by DU TICYENICERTAIHEL, MBO 777Uy
T A FNERICTI2LELHY FEADN., BB MROP FFax v b LIELIEZORETREINET, 20
HA FOBRERRFRE TlE, Catalyst 9500 XA v FA L Z >y b arbao—iL FJL—> /—FELTERIN
x4,

PV y b/ —=FliE, Iy bTUTEFERLTCORT VLR TELETH, T =X/ v MRE/S X DY
mEZvYy bRy e LTHRRELERA, KDVYIC, T7—4/87y MIBB LA TH, R %ZBE9 % DNS
HY—N—CERICHERELEY,

FNAZRZDA bA—LTL—>v/—FELTERTZICIE. TNAREZBEBLIO A s 2V T 30ENH
DET, [TAZ20BEBLONTOoEY a7 28BLTLEIN,

ATy 7T 1. EEBICHDZX=—a—TA4a>% 2 v LT, [Provision] > [Transits] ®IEIZ®EIRL., HLD
F—JNEa—TA4av% 7Yy LT [Transits] X 7% 2 U v 2 L. [Create Transits] 7 U v
JLTC7—o70—%RBLET,

= e Catalyst Center Provision / SD-Access / Transits

Fabric Sites Virtual Networks Transits g8 =

As of: Apr 18, 2024 1:51 PM 3

Q) Search Table b 4

Transit = Transit Type Peer BGP ASN Transit Control Plane Nodes Fabric Sites Multicast Qver SD-Access Transit Transit Health Created From
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27w 7 2. [Transit Name] 7 1+ —/L FIZ [SDA] & AA L. [Transit Type] > [SD-Access (LISP Pub/Sub)]
HBEIRL T, [Next] #27 Uy o LET,

= b Catalyst Center

Transit Name and Type

SD-Access (LISP Pub/Sub)

SD-Access (LISP Pub/Sub)

[ et ]
Efi ke~ b
1. Cisco SD-Access F 5>y hEN LR AT A T<ILFFv X M, HEIZH LT, Day-NERTETH
ICTBZENTEET,
2.Cisco SD-Access D+ 7>y XA TE, 777V v IoHA M RATERUTHHILELDY £9,
3. Cisco SD-Access b 7> v b %{HEH L 7= LISP Pub/Sub ¥ £ OF LISP/BGP % 1 ~ O#EfId Y R— I E
A,
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27w 7 3. Catalyst 9500 T/NA AN T AEY a = 7ENTVWEY A FEERL, ZhEbPFY
b= 7=y /—FELTEIRLT, [Next] 22Uy 7 LET,

ases’  Catalyst Center

Transit Control Plane Nodes
Select one or more Transit Control Plane Nodes for each SD-Acce Transit

SDA
Transit Typ SD-Access (LISP Pub/Sub)  Transit Control Pla

Control-center @ -~ transit-9500-SJ €

ATy 7 4. [Summary] 74 >~ FUDIBHREER L TH S [Next] 22y L, 7—770—%%FTLTER
vaERLET,

s Catalyst Center

Summary

Transit Name and Type Edit

Transit Name = Transit Type Transit Detalls

SDA SD-Access (LISP Pub/Sub)

Transit Control Plane Nodes Ed
SDA SD-Access (LISP Pub/Sub)
Tear

Control-center transit-8500-5J
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P rZ>2y bDER

PR—XDFZ7>Yy Mg, YE—FBGP BEYRT L (AS) #kLEd, BE. UE—FBGPAS IEET TN
A RTCHEEEINET, HEH—FERDIL—FEHIETF 74+ FL—FiZ. BGP 70 FALAEFERLTETFNA X
DHOR=—Z—=TNARIZT KNRZAXINET, O—hHIBGPAS IF, BORT vy T/AEYa=v 4577
TV R—Z—D—ELLTHEINET,

ATy 7. EEBICHDEA=Za—T142a»% 2 v 2 LT, [Provision] > [Transits] DIEICERIR L. A LD
FT—JNEa—TA4av% 7Yy LT [Transits] X 7% 2 U v 2 L. [Create Transits] 7 U v
JLT7—v70—%BBLET,

= ';'I'S'QI;' Catalyst Center Provision |/ SD-Access / Transits ke Q &N O] O maglev
Fabric Sites Virtual Networks Transits a2 =
f 2024 1:51 PM
Q) Search Table h 4
@ Create Transit More Actions v
Transit ~ Transit Type Peer BGP ASN Transit Control Plane Nodes Fabric Sites Multicast Over SD-Access Transit Transit Health Created From

AT v 7 2. [Transit Name] (CAF L. [Transit Type] > [IP-Based] DJEIZEIRL., ASES% (K774 R
+T) EEELT[Next] 22U v LET,

= il Catalyst Center Create Transits

Transit Name and Type

Name, Transit Type and associated configuration attributes

TRANSITS e

C-internet

IP-Based v 20
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27w 7 3. [Summary] 74 > RO DIEHREFEZ L TH S [Next] 27Uy oL, 7—770—%%FTLTER
JxRERALET,

= iyl Catalyst Center

Summary

Transit Name and Type  Edit

C-internet P-Based

VN OE%E

LAY 3VUNEL AV 2VUNIZ, Z7A—NILLRUDWLEELTZ7 77Uy 7894 MIEBMT 20, 777U v oY
1 b OEERETCEET,

L 4+ 3VN ® DEFAULT_VN & INFRA_VN |, Catalyst Center IC & > TIERR S E 9, INFRA_VN [£, 7 A—N
WIL=T AT T=7NIIXyErTINn, AP fik/ — FICERINE T,

LAY 3VNZ{ERRT 5. LAY 2VN BERRESNET, LAV 3HEALWEE, Catalyst Center 7—7 7
A—%EAL ¥R LAY 2VN 2ERTE T,

Dt arTlE, LAY 3VN D VN_Guest & VN_EMP HERE 11, INFRA_VN & & % (C Cisco-building-24
BN E 9, VLAN 4000 5T OFfid7 L A v 2 VN 7R b HMERR S 1. Cisco-buidling-24 (BN 7,

LAY 3VN DFRE. BLRLAVYIYNDT 77Uy oA T 7T Yy o) —2~DEN

ATy 7. EEBICHEZAZ_1—T4A42a>%2 v LT, [Provision] > [Virtual Networks] DJEIZ&EIR L £ 7,

RFv7 2. MISTRENTWS K S I, [Create Layer 3 Virtual Networks] #27 U v 7 L9, £7/ld. FTLD
FIEHETTEET,

o« T—T7AEaA—ICUXAL Y FTBIZIE, [SUMMARY] O TDESH 7Dy 7 LET,
e HEICHABT—TIN Ea—TAaAy RE&vHE# 7Yy o LET,
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aluil. Catalyst Center

cisco
Fabric Sites  Virtual Networks ~ Transits Take a Tour E
UMMARY
30 22 2
Tayer 3 Virtual  Layer 2 Virtual  Anycast Extranet
Networks Networks Gateways Policies
Overview
Introduction  Layer 3 Virtual Networks  Layer 2 Virtual Networks ~ Anycast Gateways  Extranet Policies

Networks are fundamental to SD-Access raffic forwarding and segmentation. All wired
Site send and receive data withi tual Network. Layer 3 Virtual Networks con
Layer 2 Virtual Networks withaut Anycast Gateways due to the inherent scale and stability advantages of routing over switching

?) Create Layer 3 Virtual Networks ) Create Layer 2 Vinual Networks  (3) Create Anycast Gatewsys  (5) Create Extranet Policy

Table Preview

Layer 3 Virtual Networks ~ Layer 2 Virtual Networks ~ Anycast Gateways  Extranet Policies

Layer 3 Virtual Networks (10 of 11)

Create Layer 3 Virtual Networks 22024 128 PM ¥

Layer 3 Virual Network ~ Layer 3 WNID Hesin Score Anycost Gatewsys Associated Fabric Sites Assaciated Fabric Zones Multicast-Enabled Fabric Sites

DEFAULT_VN 4098 == 0 0 0 ==

4100 -- 0 0 0 --

34. T—7NEa—

vt Catalyst Center

Fabric Sites  Virtual Networks  Transits & H

Fabric Site: &b Globat

mLaverZ Anycast Gateways ~ Extranet Policies

1 Export {3

0 se uucl Greate Layer 3 Virtual Networks | More Actions 2,204 1:36 PM 73
O Layer 3 Vinual Newwork = Layer 3 VNID Heain score Anycan Gateways Associated Fabric Sites Associated Fabric Zones Multicast-Enabled Fabric Sites
(0  DEFAULT.VN 4098 - 0 0 0 -

O  GUEST 4100 0 0 0

O GuUESTP 4108 - 0 0 0 -

O INFRAVN 4087 6 2 1

o w 4099 50% 12 2 1

0 wNzP 10 - 0 1 0 -

O WwNas 4102 -- 0 0 -

(m] VN4_S 4103 - o o o -

O ws 4104 66% 4 1 1 -

(W) VN_TEST 407 - [ 0 1] ==
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A7 v 7 3. VN_Guest & VN_EMP Z{Ep L. [Next] 227 U v o L £,

\ Catalyst Center Create Layer 3 Virtual Networks  Q o @ £ magv

cisco

Layer 3 Virtual Networks

Provide a name for each Layer 3 Virtual Network
Optionally, associate a Layer 3 Virtual Netwark with a vMange Service VPN

ayer 3 Virtual Network Name

VN_Guest

VN_EMP

A v 7 4. [Fabric Site and Fabric Zone (Optional)] 7 1 > K 7 T, Cisco-building-24 & Floor-1 %3&/0
L. [Next]#27VUv oL T7—270—%%7TLEY,

" Catalyst Center Create Layer 3 Virtual Networks T Qo @ O Q maglev

Fabric Sites and Fabric Zones (Optional)

A Layer 3 Virtual Network can be assigned to multiple Fabric Sites and Fabric Zones. They can also be assigned to parent Fabric Sites without being assigned to a Fabric Zone within the Site. A Layer 3 Virtual Network

can also be created without assigning it to a Fabric Site or Fabric Zone.

Layer 3 Vinual Network
VN_EMP

Bkt er b UNZERLTH, BEETANARICTyyadnEztA,
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A7y 7 5. INFRA_ZVN %7 771 v 7% A k Cisco-building-24 ¥ 7 7 7'V v 7/ —> Floor-1 |Z:8/F %
IZ1Z. [Global]l] #% U v 7 L T [Cisco-building-24] (Y)W B X £ 9,

Catalyst Center

Fabric Sites Virtual Networks Transits Select Fabric Site

Layer 2 Anycast Gateways Extranet Policies

), Search Hierarchy

Globa
0 selected Create Layer 3 Virtual Networks  More Actions

- I buldiing-24
[ Layer 3 Vinual Newwork ~ Layer 3 VNID Heaith Score (1) Anyeast Gaieways Associated Fabric Sites Assaciated Fabric Zones -
()  DEFAULT.VN 4088 - o o [}

O  GUEST 4100 - o 0 0

) GuEsT_P 4108 - o o [}

O INFRAVN 4097 - 6 2

[ 4089 50% 12 2

O wNze a0 -- o 1 °

O whas 4102 o o ]

0 wNas 4103 - o o 0

(] VNS 4104 66% [ 1

O wN_Ewe 4109 -- o 1

A7 v 7°6. [Add Existing layer 3 Virtual Networks] > [INFRA_VN] DJEIZEIRL, 77— 70 —%28TL£T,

‘  Catalyst Center

Fabrc Stes - Virtual Networks - Transits Assign one or more Layer 3 Virtual Networks to the Fabric Site.
Fabric Site:

INFRA_VN X

1 Selected =Q

B vinusl Nework -

0 selectod (O (&) Create Layer 3 Virtual Networks Add Existing Layer 3 Virtual Networks |More Actions
. )  DEFAULT_VN
) Layer 3 Vinusl Network + Layer 3 vHID Healin Score Anycast Gatews
O  GuesT
N_EMP 4109 - o
O  GuEsTP
O VN_Guest 4108 - o
@ INFRA_WN
0 w
O e

@ fecorme) Gance! m

© 2025 Cisco and/or its affiliates. All rights reserved. 99/292 R—



RTFyv7 7. 777Uy —>Floor-1 (LYY EZ T, [INFRALVN] F v IRy 7 R%eFICLET,

Catalyst Center

Fabric Sites  Virtual Networks ~ Transits Add Virtual Network

Fabric Site: £h Cisco-buldling-24/Fioor-1FZ

1 Selected =qQ

@  virtal Network ~

0 selacted Add Layer 3 Virtual Networks | Mare Actions
B  INFRAVN

O Layer 3 Vinual Network ~ Layer 3 VNID Heamn score Anycast Gateways Associsted Fabric Zones
0 vN_Ewp 4108 -- o o
O VN_Guest 4108 -- 0 0

Catalyst Center

Fabric Sites Virtual Networks Transits B8 E

Fabric Site: o-buidling-24

EEBE) ooz AnveastGatewsys  extranet poicies

1 Export &}

As of: Aps 2, 2024 2:23 PM

0 seiected Greate Layer 3 Virtual Networks Add Existing Layer 3 Virtual Networks  More Actions
[ Layer 3 Virtual Netwark ~ Loyer 3 VNID Heaitn Score Anycast Gateways Associated Fabric Zanes Malticast-Enabled Fabric Sites
O INFRAVN 4097 -- 0 1 -

(m] VN_EMP 4109 = o 1 ==

O VN_Guest 4108 a 1

Show Records: 10 % 1-3 (]
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LAY 2VN DEE. BEPLAYVY2VNDT7 77Uy oA NET 7T Uy o) —~DBMN

LAVYIUWNCIZ—F v RSV ARERT D, T 74 bTLAY 2VN HIE S EF, Catalyst Center
E. EICT—b T2 ADT 77 ) vV ONBBICH BIGEICHERINDL AV 2HERAVN LY R—FLTULET,

e YTXY DT = b UM TTAT I A I ELBLAY 2R -K—ICERRENILAVY I TANAR
T B2ENTEERT, TVE—T7AXWANND LT 74y LAV 2FR—&—%@BLET,

? Firewall/L3 Device

ﬁ

GW10.1.1.1 =

GW 20.1.1.1
BN|CP

L3 Border ‘*’

L2 Border

--llllllll““

-
o®

‘0
L

L 4
&
£
%- ||
Host 1 Host 2
IP: 10.1.1.2/24 VLAN 10 IP: 20.1.1.2/24 VLAN 20

« = b7z AET7 7TV IDOAZBIZHY FTH. LAVYITNARTR 777V v 7Ty IICEEINET,

Enterprise WAN

(BNICP)
L3 Border ‘*’ ‘*’ L3 Border

L3 Device
GW 10.1.11

l%a ;
A,

Host 1 2 . Host 2
IP: 10.1.1.2/24 VLAN 10 . vendorNetwork ) 1p. 10 1.1.3/24 VLAN 10
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LAY 2EFERVN ZERT 5IC1E. UTOFIBEZEITLE T,

ATy 7. EEBICHDAZa—TA422>%2 1) v LT, [Provision] > [Virtual Networks] DJEIZ:#IR L £
9. 774N FTIE, [Summary]l E2—hASFBLET, LAV 3VNDOEREREKIC, 77+
b4 Rt bA4¥ 2R8ExRy b 7—2%1ER ([Create Layer 2 Virtual Networks]) 3
GV O HY £9,

Overview

Introduction Layer 3 Virt

oHN

h o
| Tat
Layer 2 Virtual Networks
Layer 2 Virtual Networks (10 of 37)
Associate GVLANID  Associated Fabric Stes Assoclated Fabric Zones Associates d Layer 3 Virtual Network Assoclated Anycast Gatewsy ~ VLANType  Fabric-Enabled Wireless  Layer 2 Fioading Critical VLAN  Gateway ou
INFRA_VN 110.4.120.1 Data

o F7-lE. EIT/RT &£ S IC [Create Layer 2 Virtual Networks] =7 U v 79 275, [SUMMARY] O FICH &
S/ Uy I L TT—7NhEa—ICUXAL 7 bT 2D, BLEODTAAVREY DT -7 E1—ICEE
LEY,

= ‘lul Catalyst Center

SUMMARY
13 37 29 2
Layer 3 Vinudd  Layer 2 Vinual | Anycast Extranet
Networks Networks Gateways Palicies
Overview
ntroduction Layer 3 Virtual Netwaorks Layer 2 Virtual Networks Anycast Gatewa' Extranet Policies

Q IS-‘ of dpoints u teway outside of the SD-Acce

n Greate Layer 2 Virtual Networks

Layer 3 Virtual Network: Layer 2 Virtual Networks| Anycast Gateways Extranet Policie
Layer 2 Virtual Networks (10 of 37)

eate Layer 2 Virtual Networks
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AFv7 2. 7—7)E1—7T, [Create Layer 2 Virtual Networks] # 7 U v 7 L. B R 7 4 —ILFICAAL

£9,
VLAN Name Guest
VLAN ID 4,000
Traffic Type Data

AFY7 3. TAVLRISA T b aFviR—F 429 %I|21%. [Fabric-Enabled Wireless] 7 = v 7R v
g2HLF L ET,

“ltle Cartalyst Cen Craate Layer 2 Virtual Natwarke
= ‘dice Catalyst Center C ayer 2 Virtual Network

Configuration Attributes

Guest 4000 © Data
Fabric-Enabled Wireless
: '

ATy 74 7747 DEET BHEIL. [Advanced Attributes] X A 77 0 2T [Wireless Bridge VM]
Frxyv IRy I REFICLET,
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Z2T7 v 7" 5. Cisco-building-24 £X 1"/ —> Floor-1 ICE|Y ¥ T, ERVEERTII-HDT—r 70—%
TTLET,

yst Center

Fabric Sites and Fabric Zones

A Layer 2 Virtual Network must be assigned a Fabric Site and can optionally be assigned to one or more Fabric Zones within the Site

FABRIC SITES

./Milpitas/Cisca-buidling - 24 v N

AT v 7 6. VN7 [Layer 2] TOAERINTWS Z LA HERLET,

It Catalyst Center

= asee

Fabric Site: &)

s Extranet Policies

(1, Export
v

0 selected Create Layer 2 Virtual Networks  More Actions

Layer 2 Vinual Network ~ Layer 2 VHID Assacisted VLAN 1D Associated Layer 3 Virtual Netwark Assaciated Anycast Gateway VLAN Type Fabric-Enabled Wireless Layer 2 Flooding Ceitical VLAN Gateway Dutside the Fabric Security Group

0 4_120_0-INFRA_VN a1ss 021 INFRA_VN 110.4.120.1 Data

0 60_0-INFRA_VN 8189 022 INFRA_VN 110.4.60.1 Data

0 4_1_0_0-VN_Guest 8194 028 VN_Guest 410 Data

0 4.1 VN_EMP 8193 027 VN_EMP 41641 Data
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I=_—F XY RAM5F—= b7 M4DERKR. LV 777V 084 777V oY —=0~D
BN

I=-—F v AN —FY A DERKIE. IP 7 KL X7 —L%A UN ICEBEMITA 702X T, IP7RLXF—IL
B T7ANMT =Tz TYRRAY POEANBIPY—CRERELES, COT 74 ET—FVx
1F, T=Z—F ¥ A=+ 724 TF, T=Z—F v AT —F 7z 11%. Cisco SD-Access Z{HE L TWLA WK
DXy b T—=0 DT 7 =R Ry TRAYFREEA > Z—T 24 ZZETWET,

I=Z—F v RN —FT A DEMIZ. FA=NIVLRLEFFIIVA FPBELOY =V L RILTEITTEET,

Dty avTlE. APODI=Z—F v X b =74, INFRA_VN DR/ — K, BLUVHAXZXL VN D
VN_Guest & VN_EMP D T=—* v X k% — k7 = £ /' Cisco-building-24 1 + &/ —> Floor-1 [ZEEB S 1
x4,

FIE 1, INFRALVN TOIT=—F v X b7 —F7 A DB

27y 71 EEBICHDZAZa—TA422>%21) v LT, [Provision] > [Virtual Networks] DJIEIZ:#EIR L £
T T7HNITIE, YT 47 74> R4 [Summary] £ 2—T79,

T=—% v 27— b7 xAE [Overview] 7 > = & [Table Preview] £ 7 > =2 ¥ Ao FC& %
To T—7NEa—DoERTHIELTEET,

35. [Overview] 2% < 3 > & [Table Preview] €4 ¥ 3 ~
= vl Catalyst Center
Virtual Networks  Transits Take a Tour

SUMMARY

13 30 22 2

Layer 3 Virt Layer 2 Virtuall  Anycast Extranet

Network: M k Gats Paolicies

introduction L N L N E
\ F
f L:
DL

Layer 3 Virtual Networks ayer 2 Virtual Networks  |Anycast Gateways|
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ATy 72 BEEOTAAVREVE Iy I LTT—7NAhE2a—LAT77MIUYEZTH S, [Create
Anycast Gateways] #27 U v 27 L9,

Catalyst Center

Fabric Sites  Virtual Networks  Transit 3 E
Fabric Site: &b Glob

Layer 3 Layer 2 [[EUNCENECHENEN Exiranet Policies

1 Export

0 se ] More Actions
Anycast Gateways - Assoclated VLAN Name Assoclated VLAM D Assoclated Layer 3 Virtual Network  Assoclated Fabric Sites Associated Fabric Zones Fabric Enabled Wireless  Layer 2 Floading Critical VAN 1P-Directed Broadcast TCP M55 Adjustment
110.5.120.1 110_5_120_0-INFRALVN 1021 INFRA_VN IMilpitas/Cisco-building-23 0
| O 0.5.60 110_5_60_0-INFRA_VN 1022 INFRA_VN IMilpitas/Cisco-building-23 0
231211 2_3_121_0-INFRA_VN 1022 INFRA_VN /San Jose/Cisca-building-9 0
O 231211 2_3_121_0-INFRA_VN 1022 INFRA_VN Gisco-building-9/Floor-1 0
2.3.60.1 2_3_60_0-INFRA_VN 1021 INFRA_VN San Jose/Cisco-building-9 )
2.3.60.1 2_3_60_0-INFRA_VN 1021 INFRA_VN -- ICisco-building-9/Floor-1 0
| 5.1.0.1 1_0_0-¥N1 1026 VN1 IMilpitas/Cisco-building-23 250
; §5.1.1921 CRITICAL_VLAN 1025 VN1 Milpi co-building-23 0
| 5.1.193.1 1024 VN1 IMilpitas/Cisco-building-23 0
5.1.64.1 h o .
O 303001 1_64_0-VN1 1023 VN1 IMilpitas/Cisco-building-23 250

Show Records: 10 0

A7 v 7" 3. [Create Anycast Gateways] 7 —7 7 0 —%B3%A L. [INFRA_VN] Z3&4R L £ 7,

e e fevie
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AFy 74 ATy 72 TERLEZIP 7 KL R7—IL%EBIL. Cisco Building-24 (Z [Fabric APs].
[Pool Type] |C [Extended Nodes] #:3&IR L £F (ExRA VA H&ERLET) ,

Catalyst Center

Configuration Attributes

ual Network can be assigned one or m

INFRA_VN
Eh --/Milpi...o-buidling-24

Lh .../Milpi...o-building-23 .
~ Building-24-AP [110.4.120.0/24] & —

Eh --/San J...co-building-9

© Fabric APs Extenc

18 Auto generate VLAN name

Building-24-EN [110.4.60.0/24]

(D) Extended Nodes

Auto generate VLAN name
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E -
1. 7°—ll/9'f7° VLAN&Z, T=—F v X b7 — b7 A DERERISEETE A, TCPMSS OFE, 47
Y ER—ZDYR/ — FFVHR—=T 171, Day-NERTCHTBMBLVEETEET,

2.2.3.7.6 U —XEYENZ AP 5L EN 7—IL 2" Catalyst Center (ZEBIIS N7=H4E, 2.3.7.6 ICTF7y /I L—F
L7k, TNoHd 2 DD S — LT [Enforcement] 77> a3 v 2 FERATEEXT, COF T arva24 710952 &I1C
L7-#%%&. [no cts role-based enforcement VLAN AP-VLAN/EN-VLAN] £, 7 77V v o7 T v > KU ¥—iak
/=R BTUAY MR/ —FREDTRTDOT 77y I TOELXATNARII Ty >ashEzd, TOFT
TavEFATICLTCRERZERT L, Z0A TV arviERRENELA, 2OA T avid, 2.3.7.6 LIEDY
D—RTEMENT AP BELVEN 7—LIZIFFRRINEL A, 2.3.7.6 U —XLIE, Catalyst Center |7 7 # /L
FTAP BLUEN 7—IILO@EAZEEMICL TWET,

[cts role-based enforcement] &, ¥4 70w/ Ay T—ave, 74TV N7 7497 0EBITERIN
9, INFRALVN @ AP & EN [ZB%. KU —0@ERABEELET. [denyIP] #7777 Uy o794 DT 74
L ERY > — T%éﬁm\_mﬁiiiﬁﬁﬂﬁiéﬁgﬁﬁviio:@ﬁfvayu\lﬂmymjﬁ?7¢»
PRUS—ELTERESNTWE 777U vy VRBICERIBET,

= iyl Catalyst Center Edit Anycast Gateways Y Q o @ L0@E | Q mage v

Configuration Attributes

Each Layer 3 Virtual Network can be assigned one or more Anycast Gateways. An
Anycast Gateway has an associated VLAN and Layer 2 Virtual Network. Each of
these has multiple configuration parameters and attributes.

Q Search
(O TCP MSS Adjustment (O
& .../Milpi...o-building-23
| INFRA_VN o
VLAN Name VLAN ID Pool Type
Fabric AP

[ TCP MSS Adjustment (O

VLAN Name VLAN ID Pool Type Group-Based Palicy

Extended Nodes ® Enforcement (1

® Supplicant-Based Extended Node Onboarding()
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A5y 75 777Yv oY= Floor-1 IZE&/ML E£d,

Create Anycast Gatew

il Catalyst Center

Fabric Zones (Optional)

Anycast Gateways will be provisioned for the previously selected Virtual Netwarks
within the Fabric Site. If Fabric Zones have been configured, Anycast Gateways can
optionally be provisioned to one or more Fabric Zones within the Site

Layer 3 Virtual Network Details

Q) search Layer 3 Virtual Network: INFRA_VN

LAYER 3 VIRTUAL NETWORKS

Anycast Gateways
L} .../Milpi...o-buidling-24 / v

INFRA VN IF Poal Fabric Zones
| B ° 110.4.120.0/24 5> 1Selected
L} -../San J...co-building-9 Select Fabric Zones
INFRA_VN
I e IF Poal Fabric Zones
L} .../Milpi...o-building-23 00/ . 1Selected

Select Fabric Zones

INFRA_VN

A7y 7 6. [Summary] 7 1 >~ RUTHREBREER L., 2XA75ERLET,

Catalyst Center

Review the Anycast Gateway configuration settings. To make changes before continuing, select the ar able Edit buttor
twal Edi
INFRA_VN
figuration jtes  Edi
Fabric Site = Layer 3 Virtual Network 1P Address Pool 1P-Directed Broadcast Intra-Subnet Routing TCP MSS Adjustment VLAN Name VLAN 1D Trattic Type INFRA_VN Pool Type
i ] P pop " 110_4_120_0 e
Milpitas/Cisco-buidling-24 NFRA_VN 4.120.0/24 Myt Fabric Al
Milpit. dling-24 NERA_VA 110.4.60.0/24 110_4_6¢ .
Milpitas/Cisco-buidling-2 NFRA_VN 4.60.0/24 INFRAVN de
ric Zone al)  E
Fabric Site Layer 3 Virtus! Network 1P Adaress Pool Fabric Zone
Milpitas/Cisco-buidling-24 INFRA_VN 110.4.120.0/24 Milpitas/Cisco-buidling-24/Floor-1
Milpitas/Cisco-buidling-24 INFRA_VN 110.4.60.0/24 Milpitas/Cisco-buidling-24/Floor-1
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A5 v 7 7. [Cisco-buidling-24] (Y] &z . [Anycast Gateways] ¥ 7' & [Layer2] 2 7% 27U v 7 LT,
HLLAERSNTZ2 2D T =—F v AT —b T4 L LAV 2VUNZHBERLET,

Center

Sites Virtual Networks Transit &2 H

Layer 3 Layer 2 [EEUNUSIYCRGWEUER Exiranet Policies

(1, Export {3

0 select Create Anycast Gateways More Actions -
Anycast Gateways + Assaciated VLAN Name Associated VLAN 10 Assoclated Layer 3 Virtual Network Fabric Enabled Wirsless Layer 2 Flooding Critical WLAN 1P-Diractea Broadcast TCP MSS Adjustment Security Group
10.4.120. 10_4_120_0-INFRA_VN 1021 INFRA_VN

10.4.60.1 10_4_60_0-INFRA_VN INFRA_VN 0

Show Records: 10 [

Fabric Site:

Layer 3 [JIIPN Anycast Gateways Extranet Policies

0 selected ( Create Layer 2 Virtual Netwarks  More Actions 5]
(0 Layer 2 Vinual Nework = Laver 2 VNID Associated VLAN 1D Assoclated Layer 3 Virtual Netwark Associated Anycast Gateway VLAN Type Fabric-Enabled Wirsless Layer 2 Floading Critical WLAN Gateway Outside the Fabric Security Group.

C 110_4_120_0-INFRA_VN 8188 021 INFRA_VN 10.4.120.1 a

0 110_4_60_0-INFRA_VN B189 1022 INFRA_VN 110.4.60.
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DRAXLVN CZZ—F v R T —F7 A DENM

BIOFIETIE, 7A—NILLRLTODIZ—F v A M= 72 ADERICOWTEHRBELE Lz, ZOFIETIL,
PAPMLARLTOIZ—F VR ET— b7 2 A DIERICDOWTERBAL £9,

A7 v 7 1. Cisco-building-24 @ [Anycast Gateway] ¥ 7% 7 1) v 7 L. [Create Anycast Gateways] % 7
Dy o LT, 7—770—%BKBLET,

= Ul Catalyst Center

Fabric Sites  Virtual Networks  Transits s H

Fabric Site: £h Cisco-buidling-24

Layer 3 Layer 2 QENVGEHECEICNENEN Extranet Policies

0 selected % Crea s | More Actions
=] Anycast Gateways ~ Associated VLAN Name Assaciated VLAN 1D Associated Layer 3 Virual Network Fabric Enabled Wireless Layer 2 Flaading Critical VLAN IP-Dicected Broatcast TGP WSS Adjustment Securkty Grou
(] 110.4.120.1 110_4_120_0-INFRA_VN 1021 INFRA_VN o

O 1104801 110_4_80_0-INFRA_VN 1022 INFRA_VN

Create Anycast ¢
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A7y 7 3. IPT7RFLRT—%& UNICEFNICENML X9, ZRIO~A > TVYNZYIVERET,

=l

il Catalyst Center

Q maglev

Configuration Attributes

Layer 3 Virtual Network:  VN_EMP

& - /Milpi...o-buidling-24

ANYCAST GA
VN_EMP []

Auto generate VLAN name

@ Fabric-Enabled Wireless (@ Layer 2 Flooding

Catalyst Center

), maglev

Configuration Attributes

Each Layer 3 Virtual Network can be assigned one or more Anycast Gateways. An
Anycast Gateway has an associated VLAN and Layer 2 Virtual Network. Each of
these has multiple configuration parameters and attributes

Layer 3 Virtual Network Details
Q) Search Layer 3 Virtual Network WN_Guest

LAYER 3 VIRTUAL NETWORKS
ﬁh .../Milpi...o-buidling-24
ANYCAST GATEWAY
VN_EMP ]

N e
IP Address Pool
| VN_Guest [ ] Address Foo

Building-24-Guest [4.1.0.0/18] @ v 8 IP-Directed Broadcast ()

(O TCP MSS Adjustment (D
VLAN

VLAN Name
4_1_0_0-VN_Guest

Traffic Type

VLAN ID OData Ovoice ~ SCOUVEOUPS v 5 grical vian @

@ Auto generate VLAN name
LAYER 2 VIRTUAL NETWORK

@ Fabric-Enabled Wireless (O Multiple IP-to-MAC Addresses (Wireless Bridged-Network Virtual Machine) (O

€1 Exit A changes savea

&K 20. P 7—ILDEMH
LI

LIESESE]
IPXALY 70—

K==L TIL—RTZy b7 Hx—
Ly & Cisco Nexus 7000 > 1) — X X

Wake on LAN ¥ 2w 784y b (H—nN—3 777
Uy 7ONEICHY ES) &, 777Uy I7ADR
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I ER BN HIRBIR

NETE D—REORA 272407y LET, Ay FEERTLZ 777Uy o84k
EMTHE. LAY 275954 oiktenamy oo PENETA
BRI £
WoL o>+ F:

1. X{ETT (WoL 4 =>xT—%) H'. Cisco SD-
Access 77 7 Uy IDNEBIZH DD, LAV 3/
FA7%N LT7;7U/7 EfiENTWE Ry b
T—oRIZHY . BEH. ARCVNARDIP XA LY
7 B—FFv¥ X FHREICE > TL S Cisco SD-
Access 7%y FRIZHY £,

2. 72 2 E. FETT (WoL 1 =T —%) &35k
(RY—TREEDFZX F) OmMAPRLY 7%y b &
SURLCVNIZHZBE MAEDL 777Uy Iy
JICERINTWET, ZOMEEIHBETIESH Y £
AD, LAY 2759 T 4T IEMAETT,

Y72y FAL—TFT1>S7 LAY IHERVNEYE (BWTHEHE) ©L2UN &

FaTNAZy I T—IL (IPv6 7 54
ZOBM (LAY 275y TavIikE) LD T h) TEYR—FENEHEA,
777Uy 74V LRIEEMIKRY £3, Ty b
mXlE, BEIP 7 RLRIZEOWTY 7Ry FRE 777Uy oTyd/—Rid, 17.9.2
T7AvIEL—TAITELIICRBINTY UEERITLTVWAIHELDY £7,

9, IPIMAC BT = v 7 IZNNA /R ENFET,

Z DHREIX. VOWLAN (Voice over WLAN) 7 &
=R /71_L£1¢75‘1RL\) 7Y 4 — 3 d Cisco
SD-Access 7 4 ¥ L X Flex OTT EE TRt & £
4, L_O)ﬁ‘;*%ﬁbb"ﬁ}jjkﬁofb\é%m\ (AL F7
BR2777Vy Ty ED) 5 AP HHRID
AP [C FIeXO'l_I' TAYLRI AT 20—V
79 B3EIEIL 200 = U MLIANTY,

COWEEIFL ANV 2T Ty T4 I EENIIT D
&, n_@#,%ﬁb%fl—x_t/Z:IODV’f’VI/XT/\“/fxo)
HEFRAT DI ENHEINES, T4V LXERD
9ZATYEVLAN LAY 2 7T yT 4T
BDHZEIL. ZOBEEAFERLAVWTLIEE W,

TCP MSS % Cisco SD-Access VXLAN O H 7Ei{bicL Y. T #HL
Ay MIZB0 N R DF —/N—~y RASEIIE M.
7704y MEyTeERLSRY T, ~‘/“ﬂv\/a“fMTU
mwo%Ex6)cﬁmr§nm@ﬁ®
TCP v 3 viC J\jJMTU’EE% L. 7 ‘U“/

Ih T ERBEICL £T,

ﬁmmmsmwwmm] I& 500 ~ 1440 DEFHEA
TEEANTEET, [TCP MSS AdJustment] DB
[E. IPv4 & IPv6 Ol AD TCP vy > a vITHEBE
nx7,

[TCP MSS Adjustment] OfEld, §XTHT=—F v
A T=bTzA RAYFREBAVEX—T7 4R
(svI) IcERENET,

E: O RBLCIPT=nz BAL777YUv oA FROEBOHDAZLVN TRETEET, i, EES— L
MENET, EET—/LIL Catalyst Center ICL2BH 7 A VL RAEBRTEYR—bSINEFLA, FT7740v 7D
hir= BT 27200, BEES— L EERTIRISEEIVETT,

= 21. VLAN B4
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VLAN %/VLAN ID B CERIZIEFHTEBMEINET,

NoT7av o &4 TR ELIIERE

t¥aUTq TN=" BRYICE Y 1T b?f’lt SGT f&, Cisco ISE WY 7%y FRDIZA T MZERD
EAEY L T/HIBAIC, CiscolSE I »TLEEXTENFT,

27 )7 4 1)L VLAN ALY —N—% v 0 — X#M£7u7;4w1ﬁ%13awﬁu 9747 bD

BREICERAINET, VLAN OZEIZEED /-, EETEEHA, FHICOWT
&, [Z2UFT4HLVLAN DT =Z—F v X b5 — 724 D] 2#8BLTLE
LA

51'
1. EF VLAN 2EHLTT—X VLAN S b 27 4 v 72 nES 8, AKRELARFECOSERBEsRALIES L
NTEET,

2. Cisco Discovery Protocol (CDP) (%, Cisco SD-Access BRI CHEMICH>TWET, CDP 2HKR—+3 3 IP
Phone Tl¥, CDP 2 T&A VLAN Rz FE T £ 7,

=22, L4+ 2VN B
L
F7U Y IHRHIETAY LR U/774VVXﬁﬁE?5%§EEﬁLi¢OC@Eﬁﬁﬁ%ﬁ@ofm

5 OB, IPTF—NET777Uy o SSIDICYyEYSTEET,

LAY 275y T 47 779 TAVYILTWEBUM FZ2 74y 0 (A—YFy bk 7A—FF+¥ X b,
%&1 #&xhzx07»+$vzh)% BIRL X9, TNiZiE. LAN o BEiML
A BRETED, FLEFHTHRETEDZT VX —LATILTFF v X FDEKE
#H%T¢IAN®§@%bﬁ%éﬂfwaw% DFEFHRFEICOVTIE, FE2S
BLTLESIW,

B/ D IP-to-MAC 7 F L X TV PRy bT—REYORBICEREINE T, FEHESRICDONTIL,

’| W7 Ao zER LTSN,

p= LAY 2779 T 47Ty —LADEREICLAN OB A ER L4 Wi5E L. Catalyst Center CLI 7
»7L—bEFERLTERALET,

COERFABLIVEBEBANA RTIlR, T 7L —FIZOWTIEEY EIFTWEE A, [Cisco Catalyst Center User
Guide] @ [Create Templates to Automate Device configuration Changes| 7> 3 v %A 2B L T 7Za Ly,

RP FRAR (BREEREY 7 7Yy 0R—8—/—F) TOF>TL— FBEH :

e ip_address: 777U v o Ty HE/—F ZOMOFEART7 77V v /R—X—REEZFD, O
TV 7T NA 2D S EERIEER loopback60000IP 7 FL X, RLIP 7 KL X%EFEDEL
Loopback60000 # K7 7 7 U v I/ R—&X—/— K THRETEHIHLELHY, RPT7RFLRELTERAIN
9,

« Peer-loopback0 : K777V v 7HR—%—/— KD loopback0 IP 7 F L X

« layer3_interface : 7> X —L A LAY 3 (X —T x4 ALK
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interface Loopback6@@@@
ip address $ip-Address 255.255.255.255
ip router 1isis
ip pim sparse-mode

ip multicast-routing

ip pim rp-address $ip-Address
ip pim register-source Loopback6@@@@

ip msdp peer %$peer-loopback® connect-source Loopback®
ip msdp originator-id Loopback®

interface $layer3_interface
ip pim sparse-mode

7770y oxyY AR/ —F FERP 77TV Y IR—KZ—TREDIERP TNNARTOT > 7L — MEREH
o rp-address : LR R—% —7 /34 XD loopback60000 IP 77 K L X
« layer3_interface : 7> X —L A L3 A X —7 214 A&k
ip multicast routing

ip pim rp-address $rp-address
ip pim register-source Loopback®

interface $layer3_interface
ip pim sparse-mode

AFyv7 a4 777Uy —Floor-1 8L, 7—278—%%T L7,

Catalyst Center Crea ateways ®x O @ @ \ Q  maglev

Fabric Zones (Optional) i

Anycast Gateways will be provisioned for the previously selected Virtual Networks
within the Fabric Site. If Fabric Zones have been configured, Anycast Gateways can [
optionally be provisioned to one or more Fabric Zones within the Site 1

Layer 3 Virtual Network Details

Q) Search Layer 3 Virtual Network:  VN_EMP

LAYER 3 VIRTUAL NETWORKS
o o Anycast Gateways
&} -../Milpi...o-buidling-24

I UN_EMP ° 1P Pool
4.1.64.0/1

VN_Guest

&) Exit Review Back ‘ m
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YA FPLRLVLTORET 7 L— b 2ERLARE
Catalyst Center . F v 7 — 2/ TCORIFDOEE SO XA EHENT B0, BREESNLRIET L —
%ﬁf—FLTUiTO777UV7177H\TV7&—F@%R&:§QW=§ELi¢O

%mi%éﬂ(L\éuqu7/7 l/_‘ |"‘

[Closed Authentication] : 802.1X + MAB (IBNS 2.0 7>~ 7L — ) ., R:iFg19 DHCP/ARP i35 V) £ A,

[Open Authentication] : 802.1X + MAB, Dot1x F2iEDEIIC—RFHA T 7/ Z XD FRI SN T,

[Low Impact] : LDAP + MAB

o [None] : FBEEIEH Y FH A, TRTDR— MIFICKESNET,

YA MLRIWLDFREET >~ 7L — & Day-N ER TEE TEZE, [Closed Authentication]. [Open Authentication].
H &V [Low Impact] DEREE/ 8T X — X AfRETE T,

ZofFITIE. T7HIbDRT X —LZ{ERFFD [Closed Authentication] I, 7 7 7' v 7% 4 I Cisco-building-
24 777y /=" Floor-1 IC L TRESNET, WoL ¥¥ v 787y F%ZFAT 5IZ1L, [Wake on LAN]
REEZENCTIHENHY £7,

ATy 7 1. XZa2—743avKREKZ>Hh 5 [Provision] > [Fabric sites] ##IR L T, 7—7/Ea—7TA4 3%

2 Vw7 L. [Cisco-building-24] %27 Y v Z L T [Authentication Template] X 7% 27 U v 7 L
9,

ATy 7 2. HEIZEL T, [Closed Authentication] #3&IR L. [Edit] %7 Vv 7 LTI A= 5ZEBLFT,

vl Catalyst Center Provision / SD-Access f QA O ® L | A magev ~

il
cisco
Fabric Sites / Gisco-buidling-24

Cisco-buidling-24 View Site Hierarchy  Site Actions v

Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virtual Networks Anycast Gateways Wireless SSIDs Authentication Template Port Assignment

Select Authentication Template (D

The settings are applied to all Edge Nodes and Extended Nodes access ports unless they are overridden by a static port assignment.

(] Closed Authentication Edit
Open Authentication Edit
Low Impact Edit
None
BPDU GUARD

@ Enable BPDU Guard

R2Fw7 3. BPDUH—FHEEIZ. T 74N FTHAMIA->TWEST, FNEABESIE. Fzv IRy I X547
LEY,
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ATy 74 A —TREDKRR P EFREINTWSI5AEIE. Wakeon LAN #5503 5 &, WoL vy 7

Ry b AR Y = IRREED KRR B ZIEE
TWEd,

Catalyst Cente

cisco

TZ2XJ, T7HNETIE, 2OF T a3 IFEHICHE -

| Cisco-buidling-24

Cisco-buidling-24

View Site Hierarchy  Site Actions v

Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virtual Networks Anycast Gateways Wireless SSIDs

Select Authentication Template

The settings are applied to all Edge Nodes and Extended Nodes access ports unless they are overridden by a static port assigni

(-] Closed Authentication

O Open Authentication
O Low Impact
O None

4 Recora(s)

BPDU GUARD

port with BPDU Gua

s they will be p

Endpaints or supplica

ogue authen

© 2025 Cisco and/or its affiliates. All rights reserved.

Closed Authentication (Cisco-buidling-24)

The options below can be modified in the Authentication Template for this Fabric Site. These changes will only affect this Site
and not impact any global-level Authentication Templates

Deployment Mode

Closed

Method

© 802.1x () MAC Authentication Bypass (MAB)

802.1x Timeout

21 Seconds

Number of Hosts

© Unlimited

O Single
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Cisco SD-Access & b7 — 7 O ER

ZIDEIarTE, TRAZADBEIS 7 77Uy 7 OBEMICES F TCORERER7—27 70— AA K4
VICESREYHTET,

I NT—=OTFNRAZAPBHEHENTA Ry PYIBMEND E, AEY 3=V T P 5= aviEgTN(4 R
YA MCZEIY LT, [Design] V4 Y RV TERINREEZ/AE a7 LET,

Cisco SD-Access 77U —>aviz, 777Uy 7894 MZF/NA X%ZEML. Cisco SD-Access #—/X—L A
ERETDHIOIEREINET,

F7arcdh HEINTLEY, LAN DB ZFERL T v X — LA EZRELXT,
Cisco SD-Access #v F7— 7 ZRBHAT 2 70X IRDEHY T,

e 2 B® Catalyst 9300 7 /31 X Di&H I & U Cisco-building-24 414 b~ 7BOEY 3 =>4

e R—X—BLUtarta—LTL—>/—FK&LTOD Catalyst 9300 D& E

¢« TUVER/—FD22DLAY (FH/ —Fe&xTyY/—F) 24> R—FF 5 LAN O BE1k

e 777UV I ITYYDERE

o« HARAATA VYL ROy bA—FDEHIL

e LAVINYFRFT LAV 2/ FF 7 SD-Access F 7Yy FDORE

o VILFFYRIDERE

o R—HX—DEERT 77U v IHEE

e VN7 >Hh—

o Critical VLAN

e Catalyst9800 71/ VL Xa¥ +tA—7Z

Loopback0 1 > % —7 = A X%, Catalyst Center Cisco SD-Access ® BEtL TIIMATT, 7/N1 Xld, BEA
VE—=T7 14 Rgi00 BEDEBDRATDAVER—T7 1A RATRHELTEETEEY, 7272L. 7/14 X% Cisco
SD-Access *y 7= TOEY 3= > 79 BT, loopback0 A ETH 1), Catalyst Center (2 & - T LISP
Z7AbFaLTRLOC &ELTHRESINET, HE—DHINIE, XXV FT7EY 74VYL X2 bA—5TY, 777
Uy 74X L ROy ,O—ZIFLISP 2E1TL FH A,

COBAHAA RTIH, BE, ARy MUDRIE, $L07AEY 3 =712 Loopback0 1 &% —7 = 4 AHMEMH
SNET,
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TNAZRDBREHE LUV 7RAEY a = s
D+t a v TlE, Cisco-building-24 D7 N\A RERHE LV 7AEY a2V /T E3FBEICOVWTHBAL F
To INHLOEFIEICOWTIE, LUIEOLI > a > THEBLET,

FIE 1, Catalyst 9300 7 /31 Z D& H

Ty b T =0 RHRDT A Z%ERHET B 7-8I2, Catalyst Center . TN oD T/NA ZAD IP ZEATEESE. LU
NOEDTNAZDCLI 7L T Vv aEF>TWARHENRH Y £9, SNMP H L O Netconf Yang D A 7' 1 > 15K

l¥. Catalyst Center TEFE L. VA FEY B TOBRERICT Y2 TEET, BHEIND & TNARDA Ry

FUICEMEN, OV A=A 7O a3 v 2B CREEXZERECEDLHICHRY T,

2 D@ Catalyst 9300 X A v FAMRHIN, 777U v I/ R—&—& L THEL X7,

TFINA R
Common-A LoopbackO : 110.4.0.62
Common-B LoopbackO : 110.4.0.63

ATY 1. AZa2—TA4 3 KREZ>H 5 [Tools] > [Discovery] DIEIZEIR L. A LD [Add Discovery] % 7
Uy LET,

il Catalyst Center
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ATy 72 7= 70—l WVWET, BRERBFEREADLTCH S, [Next] 27U v LET,

= iy Catalyst Center

Discover Devices

nam b T i ed tc K el
§ W || o
DI y-Bord
VERY TYPE
P © IP Address Range
P ADDRESS RANGE
110.4.0.62 110.4.0.83

PREFERRED MANAGEMENT IP ADDRESS

e @ Use Loopback (If Applicable)

A7y 73, AT EHREAAL, [Next] 22V v o LET,

CLI B&LU'SNMP 0O 7' 1 »IEHIZHBETT, Netconf |Z, Catalyst 9800 > 1) — X7 & D 10S-XE R —
ADTAYLZAAY bA—=ZICIEHBTHY, 7> a3rTITH, 7yaT7 7 A%FERAT 3 10S XE
R—RDBRT NA RTHBINET,

CLI B A ERIT. THNAXDEBREE—HT I2HELNHY £,

FNRARICEEENTWAEWEE, ¥4 FEY B TTOREFIZ SNMP 35 & U Netconf 0O 7' 1 VIER
NSy adnET,
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= lub- Catalyst Center

Provide Credentials

) Global credentials are provided only for ease of use when entering credentials. At the device level, only the device-specific credentials are saved. The device-to-global-credentials association isn't saved.

! onfir at C edential and one SNMP credential are required. You can have a maximum of five global credentials and one task-specific
al pe. € ally
cu (1)
. 1d 1
SNMP
SNM EXISTING GLOBAL CLI CREDENTIALS
SNMPv2c Write @ device
NMF

@ Add CLI Credentials

NETCONF (1)
Advanced Settings
HTTP(S) Read |

2Ty 74 YA bDEYYTEKRE L Y, [Site Name] % Cisco-building-24 [Z:%FE L. [Next] 27 U v
7L ERBLET,

I

= il Catalyst Center s & Q , ® 0 QO magiev v

Schedule Job

O Now
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AT v 7 5. BHTTH. [Inventory] 7 4 > K7 T, HADT/NA XAEMI A, [Manageability] 2 7 —% X
»' [Managed] I/ > T\ Z & AMERL X7,

‘thuth:  Catalyst Center Provision / Inventory

DEVIGE WORK ITEMS Devices (2) Fe

RAFwT 6. TANARO—IILEZFZRBLOLTELET,

TNAZRA—=IE, 777Uy o294 bELCMRAYY —ILD Catalyst Center FRAY <y FI2T/NA 2R %=EE
TREHICERAINET, N7 TV T —>avELNY—ILTOTNA RUEI, RO IEBOIT,
TAAMYE2—=>ay FO/ERDLAT Y MEERLTRRINET,

TNA ZDHIEMEDERTE ([Network Setting] > [Telemetry] > [Wired Endpoint Data Collection] TE%) H. 77
CRAA—=ILWEFEOTNARIZT v 2 EET, Catalyst 9300 XA v FITlE, T 74D [T/ T/RA4 X
A—LAHYET, T4 bOEYHTUTLZREPIC, T XOFEEDEREZIISLE T, BRIL—KXICEET
D& INLDEREIFHIBRENET,
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27w 7 7. [Inventory] 7 1 > K7 TTF /A X %R L. [Actions] > [Inventory] > [Edit Device] DJBEIZ 2 U v
7 LET,

= fulle Catalyst Center

U Cisco-buidling-24 0 Routers  Swiches  Wireless Controders  Access Paints  Sansors § E %

ocus: Sele Export
DEVICE WORK ITEMS Devices (2) elect tou xpor
O Unreachable Q  Click here to apply ba
d Tag (3 Add Device Actions ~
-] Tags Device Name ~  Inventory > Manageability Site Image Version Last Updated Serial Number Platform Device
. Edit Device
iled Pr
O g
0 minutes ago
pliant COMMON_A scanned @ Managed IMilpitas/Cisco-buidling-24 17.13.1 N FOC222120EU C9300-48U BORDE
N s &g R
mon_8 scanned @ Managed IMilpitas/Cisco-buidling-24  17.13.1 FCW2221LOVN  C9300-48U  BORDE
e
1 Imag
- he
@ M
-

257 8. [Device Role] £ 7T, MADT/NA XD A—J)L% [Border Router] ICZFE L £,

i Cisco-buidling-24 0 Edit Device

DEVIGE WoRK ITEMS Devicas (2) eder Manager e o Device Role
I Q nced fil i
ACCESS
Tag (D Add Device Actio
— agged 8 T Device Name « P Address Vendos Reachabllity
ACCESS
[} COMMON_A 1104062  Cisco ® Reachable
7
- BORDER ROUTER
( Comman_8 1104063 Cisco ® Reachable
BORDER AOUTER
b
) Under
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FE 2, H 4 kD Catalyst 9300 T NA 2D ALY 3 =5

YA MITNARETOEY 3 =73 % &, [Network Design] 7« > K7 CTEFZRIN/-RTE (AAA. DNS,
NTP, TL X FULRE) AT v ad8nEzT, TNARIE, 7AES 3= v FBICOA T 77 )y oa—ILa2E )Y
THIENTEET,

ATy 7. MADTNAZADF v 7Ry 7 R%&F 2L TH B, [Actions] > [Provision] > [Provision Device]
EFEIRL, 77— 70—%2%T7 LT,

Catalyst Center

i Cisco-buidling-24 0 Routers  Swiiches  Wireless Controlers  Access Paints  Sensors &0 H %

cus: Select e a tou 1, Export
DEVICE WORK ITEMS Devices (2) F el Take a tour Expe
O) Unreachabl Q. Click here to apply basic or advanced filters or view recently applied filters
Un; Selected Tag (3 Add Device Actions ~
Untagged .
tEoe & s Device Name = Inventory > Reschability EoX Status Mansgeability Site image Version Last Updated Serlal Number Piatiorm Device
oftware Imag
10 minutes ago
8 < COMMON_A i Awm-icoanned @ Managed .IMilpitas/Cisco-buidling-24  17.13.1 y . FOC2221Z0EU  C9300-48U  BORDE
Provision > b orlos )
n Device to Si
Telemetry » 18 minutes ago
® ¢ Common_B Provision Device senned @ Menaged [Milpitas/Cisco-buidiing-2¢  17.13.1 FOW2221L0VN  C9300-48U  BORDE

= & Latest Syac Datails

TOEY s o%,. T/3N4 XD Cisco ISE (21BN & 1. Cisco ISE »* 5 Cisco TrustSec [§8HA X 7> O—RK&h
9,

AT9 7 2. TNARDDHERERT HI21E, show cts environment-data $ & N show cts pacs AV K&
ALEY,

36. Common_A »*5>DHH

Common_A#show cts environment-data
CTS Environment Data

Current state = COMPLETE
Last status = Successful
Service Info Table:
Local Device SGT:
SGT tag = 2-81:TrustSec_Devices
Server List Info:
Installed list: CTSServerList1-@082, 1 server(s):
Server: 110.2.1.1, port 1812, A-ID ABG6BE34E13524B0EBC7782BED84235D3
Status = ALIVE
auto-test = FALSE, keywrap-enable = FALSE, idle-time = 6@ mins, deadtime = 20 secs
Security Group Name Table:
@-81: Unknown
2-81:TrustSec_Devices
3-82:Network_Services
4-@5:Employees
5-28:Contractors
6-11:Guests
7-80:Production_Users
8-87:Developers

Common_A#show cts pacs
AID: ABGBE34E13524B0EBC7782BEDB4235D3
PAC-Info:

PAC-type = Cisco Trustsec

AID: ABG6BE34E13524BOEBC77@2BED84235D3

I-ID: 9975296b57c64b32aeabBeed83faaele

A=ID-Info: Identity Services Engine

Credential Lifetime: 22:0@:48 UTC Fri Oct 18 2024
PAC-Opague: 800200CB2003000100040010AB6BE34E1352480EBCT7702BEDB4235D3000600ACE0030100FACEBB1ESC1285B189BB83F3538089CE00R00013669B041900093A80495D558499D655@F992
B77331FEBATC23EECCEB9462FDE4195@FEBS7D3AFB3F564CDB747EGFSD434C9471C05A479EB4F569CF23D16FB90ER32A42520F7CDB3642837EBGBBCO2DE32BABF3DFO@DC317FA9BEDA3BCETSA
Refresh timer is set for 11w545
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37. Cisco ISE ® Common_A, [E# (Administration) ]>[% v F7—% U —2X (Network Resources) ] >
[y F7—2 7,34 X (Network Devices) ]

= lul Identity Services Engine Administration / Network Resources Qa 6 ® 8] R

x
) Click here to do visibility setup Do not show this again.

I Network Devices

, Default Device Network Devices
‘\ Device Security Settings Selected 0 Tobal 1 g {9"?
+ Add o Import ¢ty Export @ Delete + Quick Filter v §7
|
O Name ~ IP/Mask Profile Name Location Type Description
2

Common_A X

O Common_A 110.4.0.6... & Cisco (3) All Locations All Device Types

R—&—HLarbtn—L7L—>/— K& LT Catalyst 9300 DHXE

777w oy b= T BICIE, ATy Y/ —Feav bR LT L=/ —FARETT, 2
nic&y, T REA vk ;t7i‘—/\—l//f”& LTIy bEPMIN=XRLTHEICBETEEY (RU P —ITiKF
LET) o R—Z—/—FRIZ&Y, 777UV IRIBOZY RRA Y b7 77Uy 7AELDIBERA~DBIEH. 4k
HHSREBADE 7 A—& & HICHABEICARY X7,

Ty oY A MIRIMICEBMENDET AN XZE, I hA—LTL—rO—LHABETYT, XAZ»RK7av
ZI/I~|:|—)I/7I/—//—I\,\7(_T X—BL0aryro—L7L—r/—FEEIEFiaBIchY£d, 3>k
A—J 7L—> 7/ ZABME N5 &, Catalyst Center (. 777U v 7% A k% LISP/BGP % 7= LISP
Pub/Sub (#32) & LCRET 270D F T avazRBHLES, 777Uy IH A bTlE, ®K6 D203 F

A—IL7L—>/—FpYR—bINET,

A==/ —F%7A0av 795848 GUIICIZELRZBEMLF 7Y a AV 2aRREINET,
o« LAY BANAYERFT, LAV 2NV RAT, FLEZOMAZERTEET (75 v b7+ —LICIKE) o
e P>y bk, SD-Access FT Py b, FRRZFOMAICERTEET (F5y b7+ —LIZEKE)

o AR =2y bADER NBR—K—=) [ 777Uy I8 A FOATICHDZMBDIEA > Z—F v k DFAT~
DS (RER—%—) [ ¥-EZxoms (RAR—4—) ZRHETEET,
NEBH— 2 —
AR —=%v ;. WAN, MAN &2 KOG — MIEREINET, ChiE. B—ALPA 07770y oA —
N=LABZAMIY =+ =+ T 24T, ABLR—K =L, IRTCDODT7 77Uy % 7%y h% eBGP <
D=lb—b&LT777 Uy oY A bOAEBICT Y ZiR—F L £, CiscoSD-Access 7> v MIEKINT
R—KZ—TlE, BICHER—Z —HExERT 2HELH Y £,

AEBR— & —

FT—XZ+t>%— (DNS #EH L7 DHCP R X oHEFEY - R) K&, BERRNOBEMDOIL— MIEHFEINET, 2D
R—=Z—lF, IRTOT777 YUy o837y bE2eBGP Y~ —IL—br&LT777 Uy oA bDOASBIZT I X
R—FL, INHDeBGP TEELL— 2777V vy oY A bOAERLrOY A bO—HiLoa>y bOo—iLT
L—>/—=FIZAVR=—FLTEHELET,
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ANR—& —
NEBEANOIAEDHR—L—E LTHREL, 2y FT7T—0D 1y bOTANAXEFERLTYA Ao ZHEIC
ERINET, BAOL—F ERBPRIL— FOmAICEREERINET,

Dt a>TlE, 2 D0 Catalyst 9300 XA v F% 7 77 ) v 7% 4 k Cisco-building-24 (3B L. ~—

L—A—)Léaryra—LT7L—ra—IIEz3A45—3 v EH£9, LISPPub/Sub AZEEaNTWET, IP b5
v w b & CiscoSD-Access Ty MZDoWTlE, T2y boZRTE| THREEBLTWET,

P 777Uy YA MITNAREEBIMT 5I21E, LoopbackO 1 > X —7 = 4 AHMETT, BHIIC

loopback0 7 KL 2 %% FEJ 5H. LAN oB8bA2ERLTEEL £,

ATy 71, A=Za1—7433>RZ>H 5 [Provision] > [Fabric Sites] DIEISEIR L, T—7ILEa—74 3>
7 Y w7 LTI[Cisco-building-24] =27 Vv o7 L9,

= ‘iulle Catalyst Center

Provision | SD-Access [ Fabric Sites T Q & @ Q maglev ~
!

ATy 7 2. TRAZD 12527 Uy 2 LET (777U vy 7A—LDBEVWTNRARFITL—FRRSNET) o
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AFw7 3. HOYA RKAN—7T, avbA—NLTb—Y/—FetHR—-&E—/—FEEMLET,
(%, [LISP Pub/Sub] > [Add] DJEIZZ U v 7 LT,

Provision |/ SD-Access

e AVbA—MALTL—V/—FDEE

st Center

COMMON_A

Configure Control Plane

LISP Pub/Sub o LISP/BGP

o R—=&—/—FnDiFEIL. [Enable Layer-3 Handoff] 7 = v 7Ry 7 R&F I L £,
H—HILASESIE, R—L—T N4 XD BGPAS HESTY, BRIRET DI LN TEETH, FBRIRELBWE
&14. Catalyst Center BEEEZT/NARIZTAEY a = LT,

i 23. WEH—F— AR —X— RAFR—Z—DF T 3>

ITRTORERY F7—2%FT |AEBL—FZSAVER—FLEL
7 # )L TERE

RERR — & — - PENEEPOE DA
AR —& — v v
WHHR— & — v -
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2T v 7 4. Catalyst 9300 ZAER—K—& L THEL £9, [Default to all virtual networks] & O
[Do not import external routes] F v 7Ry 7 REaFICLTHhB[AAD] 22 Uy 7 LET,

= il Catalyst Center

Cisco-buidling-24 COMMON_A

Fabric Infrastructure Layer 3 Virtual Networks

Layer 3 Handoff

Enable Layer-3 Handoff

30

Default to all virtual networks

Do not import external routes

AFw75. 7—270—%%TLTCETE%S Common-A (7O 3= L. Common-B CHELFIER
BYURLET,

P Common-A (Z3 TIZLISPPub/Sub @ a¥ hO—IL S L—>/ —RELTEEINTWBE 8,
Common-B # 2 FEHD O tA—ILTFL—>v/—KRELTERET S &, LISPBGP & LISP Pub/Sub %3&IRd % 4
T avIIEMICRY £9,
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7OV as v o%, PRAPE LI —DOmEADTNARE, 777Uy A=A BN|CP &£ L TR IHITENTE
BIIRRINET,

Gisco-buiding-24
Cisco-buidling-24

Site Hierarchy ~ Site Actions
Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virtual Networks Anycast Gateways Wireless SSIDs Authen tication Template Port Assignment H H

LAN DEBLICE 2FERA v FET7 7TV I Ty POFVHR—FT4 Y

LAN OBBMLTIERA 2 BEDY— FTFNA ZPMERIN, = FTNRNA XN 0BT 2 *y bT7—0BEBANT
BRED2DLAYET [V+x—2T7 7 h] TE, PP 7AECATCRHEENIEZFLOTANSA ROERZESLTE X
¥, LAN OBEMbIE, BEERINI- A N—TOAFHBEEIN, % T Cisco SD-Access 777 U v 7 DF—/N—L
AICBLET Vv E—LADOEREYR— b2 2BHMELTUVET,

LAN O BEMb 2 BA T 2121k, > — K7 /34 R & LAN 7=V E T, Catalyst Center |&, LAN 7'—/LH 7
Ty MCEETZZ2RENHY £7,

IB7E. LAN OBEMLIZISIS 7’A 3L DAEHR—FLTEY, L—FT Ty b T7+—LIE>—FTFRARELT
YR—brEINTWELA, LAN DEFLDOFEMIC DU TIE, [Cisco Catalyst Center SD-Access LAN Automation
Deployment Guide] # &8 L TL &Ly,

ZhEs¥ 3 TlE, Common-A & Common-B %> — FFNA X ELTERL, 2BBOTF NS XHRFHR—F
ENEd, BE1IZ. PEXRAMyFELTERENET, BE21F. 777 Vv oy e L TEREINET,
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https://www.cisco.com/c/ja_jp/td/docs/cloud-systems-management/network-automation-and-management/dna-center/tech_notes/b_dnac_sda_lan_automation_deployment.html
https://www.cisco.com/c/ja_jp/td/docs/cloud-systems-management/network-automation-and-management/dna-center/tech_notes/b_dnac_sda_lan_automation_deployment.html

FTINA ZEBHT 75D LAN O BEL

27y 7°1. LAN OBEML#BIAT 2I1ClE. EERBBICH B A =Za—TA2aAv% 2 ) v L. [Provision] >
[LAN Automation] DJEIZEIR L 3,

N Provision / Network Devices / LAN Automation * Q o ® 0 Q maglev
i Catalyst Center

Secondary Seed Device Discovered Devices She Discovered Devices Provisioned Devices Errors

AT w7 2. [Start LAN Automation] 27 Vv 27 L9,

Catalyst Center Provision / Network Devices / LAN Automation

Def fi Dis N
Netwaork Net : See
Hierarchy Settings Credentia Dev
Se ons
LAN Automated Devices
. Searct
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A5 v 7 3. [Hierarchy] =4 >~ 5 [Cisco-building-24] #&IRL £3, BER 74— L NEREAAL.
[Seed Devices] 74 > K7 T [Next] 227Uy o7 LE9,

Primary Common-A
Interfaces GigabitEthernet1/0/10
Discovery Depth 2
Secondary Common-B

aluile Catalyst Center

= csco

Seed Devices

Select the Primary and Second

@ Primary @ Secondary (Optional)

Common_A

2
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Seed Devices

(2 Search Hierarchy Commen_B w

0 Exit

ATy 74 wy avEME BEARELtLya vz ERLET,

= 24. COERTHERENE Yy a vEMR

Principal IP Address Pool Building-24-Lan

IS-IS Domain Password Cisco123
(7> 3v)

Session Timeout 60 7

Enable Multicast v

© 2025 Cisco and/or its affiliates. All rights reserved.

ERBN

LAY 33U =TRy P, FAT47 <
LFXF¥ R TorE—LA

IS-IS

60 % IC LAN 0 BEML A BEfEIE L9, IBESNLTL
HWEEIR., FHTELETILENHY £, BELT

2y hT =0 TOHDOHERTT, TEL TLWAEWEEIZL,
SURWEALTY N (BK1BME) 2FEHALET

Y—=FTFNRNAREXAT 4 7INLFHF¥ X RP & LTH
FL. BRESNIETNARETLFFY AN T 70y 7
DY TRIZANELTEHRELET
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Discovered Devices Site

Detr
Flor
Ford
Fren

Building-24-Lan o erlapping IP Pool

(B Enable Multicast

HOSTNAME MAPPING

DEVICE MATCHING

© Relaxed ©

file or drag and drop ta upload,

|

ATy 7 5. [Review] 74 v R T, BHRAELWZ & %#MEZL, [Start] 227 Vv o L X T,

A7 v 7 6. [LAN Automation] ¥ > 2 7R— KT, [Session] A 7 — X X% B89 5. [See Session Details]
oy o LET,

Il Catalyst Center

= ‘asco

Mar 21, 2024, 10:26:30 PM @
ered: 3 Prov ed 0 Tor 0

/Cisca-buidling-24
Start LAN Automation mry Seed Devies Common_A
Common_B

In Progress

D R
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Z2T7 v 7 7. [Discovered] &R L., T /N4 ADETIRRZHERL T

= vl Catalyst Center

Mar 21, 2024 10:26:30 PM
) Stop LAN Automatior atus: In Progress  Discovered De e . MilpitasiCisco-buidiing-24 P ced Device: Common_A ecandary Seed Device: Common_8 Discovery Depth: 2 View Session Log
h (110.4,0.62) (110.4.0.63)
ViewBy:  Seed Devices: 2 Provisioned Error:
Devices (3)
search Devices
Auto Refresh- 30 s
Device Name 1P Adaress ~ Piattorm Serial Numper swws @
% Switch 110.4.0.68 C9300-24P FOC2402X1BQ -
0 @ Switch 110.4.0.67 09300-24P FOC2402U1F9 -
0 & Swilch-110-4-0-3 110.40.3 WS-C3850-24XS-S Fow

i ZDREFID Catalyst 3850 X1 v FIIEEB 1 XA v F (FE/—FE& L THER) THY, BE2 XM vF
(2x Catalyst 9300) (£, BEE 1 XA v FHA RNy b TEERXT— XX ICH-7-%. LAN O EEL TRES 1
£9,

TRTDTFNAZDBNA Ry b TRESNWTEEINLZS, LANOBEIMELAELELTY 22 L A4V 3 U 7I(C
TiTELT, Fold, vy a v XA LT 7 MOERAYINI-EEIC, AV R—FT 47T AVRIZTNA AN
Wi5EIZ. LAN O BEMLABEICIELE L £9,

BB eEYF: ST oA X=—IHAL A= YRS MY Y- [HIFEINTWBIHES, PnP 7O XAC, &
HENTZTNRNARET—ILT o AX=JIZTy T oL —Fanxd,

3EDT/NA RFNTH Catalyst Center ICH VY R—T 14 > 7 INET,

= e Catalyst Center

I15c0

[ Cisco-buidling-24 m Routers  Switches  Wireless Controllers  Access Points  Sensors G E e

Devices (5) Focus: Select Take a tour & Export &

DEVICE WORK ITEMS

Q  Click here to apply

cently applied filters

0Selected Tag (3 Add Device Actions v (@ 1:20 PM
O Tags Device Name = IP Address Vendor ( Compli 0] Site Image Version 1
[ Failed Provision
[ Nan Compliant o g Common_A 110.4.0.62 Cisco © Reachable © Managed @ Compliant IMilpitas/Cisco-buidling-24 17.14.20240322:035943
[ Outdated Software Image
() No Gald O < Common_B 110.4.0.63 Cisco Reachable @ Managed @ Compliant .../Milpitas/Cisco-buidling-24 17.14.20240322:035943
o Golden Image
[(Jra m Pr k:
o < Switch-110-4-0-3 110.4.0.3 Cisco Reachable @ Managed @ Compliant IMilpitas/Cisco-buidling-24 16.12.10a
o o Switch-110-4-0-8 110.4.0.8 Cisco © Reachable © Managed @ Compliant .../Milpitas/Cisco-buidling-24 17.14.20240322:035943
0O e Switch-110-4-0-9 110.4.0.9 Cisco @ Reachable @ Managed @ Compliant [Milpitas/Cisco-buidling-24 17.14.20240322:035943
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777y o TyVELTDT 77y IADBEENETANA RO 7AEY 3=

LAN OBEEMLICE > TH Y R=RINTARARIE, 777y o0—IL0BYYTEFERLT7 77 Y v 708
0% 3 80IC. [Provision/Inventory] 7 4 > KA S 7AEY s = I 20BAHY £,

ATy 71 EEBICHDEA=a—T423>% 2 Y v LT [Provision] > [Inventory] % 3R L. [Actions] >
[Provision] > [Provision Device] #:3&R L £9,

duills Catalyst Center Q maglev

i Cisco-buidling-24 PV Routers  Switches  Wireless Controllers  Access Paints  Sensars g2 E = Q
DEVICE WORK ITEMS Devices (5) Focus: Select - Take a tour 1 Export &
() Unreachable Q Click here to apply basic or advanced filters or view recently applied filters
(J Unassigned 7 Selscted Tag (3) Add Device Actions ~ (@ As of: Mar 28, 2024 1:20 PM
) Untagged . o (O e (D) - |
a Tags Device Name = Inventary > ndor @ [0} G @ Site Image Version
(O Failed Provisio
\J Falled Pr n Software Image 5
() Non Compliant O ) Common_A - o “ Managed @ Compliant .../Milpitas/Cisco-buidling-24 17.14.20240322:035943
- Provision >
Assign Device 1o Site
(] Outdated Software Im
) Telemetry >
) Ne Golden | g < Common_B Provision Device Managed @ Compliant /Milpitas/Cisco-buidling-24 17.14.20240322:035943
No Golden Image
ce Replacement >
) Failed Image Pract
ks O O Switch-110-4  Compliance 2 Managed @ Compliant ...IMilpitas/Cisco-buidling-24 16.12.10a
(O Under Maintenance
More >
) Security Advisories ge LED Flash Status
e < Switch-110-4-u-o0 IR wl Managed © Compliant /Milpitas/Cisco-buidling-24 17.14.20240322:035943
@ o Switch-110-4-0-9 110.4.0.9 Cisco @ Reachable @ Managed @ Compliant ../Milpitas/Cisco-buidling-24 17.14.20240322:035943

R—X—FT /A X ERBRIC. LAN O BE{t T /34 X E Cisco ISE IZEMME N, Cisco TrustSec 18 AKX 7> A— K
SNEFI,

X 38. T4 2D H A

Switch-118—4-8-9#show cts envi
CTS Environment Data

Current state = COMPLETE
Last status = Successful
Service Info Table:
Local Device SGT:
SGT tag = 2-@1:TrustSec_Devices
Server List Inf:
Installed list: CTSServerList1-0002, 1 server(s):
Server: 118.2.1.1, port 1812, A-ID ABGBE34E135248BEBC7702BEDB4235D3
Status = ALIVE
auto-test = FALSE, keywrap-enable = FALSE, idle-time = 6@ mins, deadtime = 2@ secs
Security Group Name Table:
nknown
rustSec_Devices
iNetwork_Services

Switch-110—4-0-9#show cts
Switch=-110-4-8-9#show cts pac
Switch-110—4-0-9#show cts pacs
AID: ABGBE34E135248@EBCT702BEDE4235D3
PAC-Info:
PAC-type = Cisco Trustsec
AID: ABGBE34E13524B0EBCT782BEDB4235D3
I-ID: FOC24082U1F9
A=ID-Info: Identity Services Engine
Credential Lifetime: 22:@@:47 UTC Fri Oct 18 2024
PAC-Opaque: 00@200B80003000108040010ABGBE34E1352480EBCTT02BEDE4235D30006809C00030100F7B5926B4869952CFA281FC52B12400E000000136696041900093A80495D558499D6558F9927B2FD795675@C6ER
4EF4E4373581881DC13691FBBCCTDCBEC1ESE7@238D95DBICBA4AF5B4D342669431BA9349FES1CTDAIDIEAACAA3CA5BE30CI96319B577B4DI3I6ECCDCD
Refresh timer is set for 1lw5d
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39.

alialn
c1sco

F /84 2B Cisco ISE IZEIME N3

Identity Services Engine Administration / Network Resources

Network Devices

Network Devices

Default Device

Device Security Settings
Selected 0 Total 1 (3

&

+ Add oy Import ¢ty Export s B Delete Quick Filter ~ N7
O Name ~  IP/Mask Profile Name Location Type Description

Switch-110-4-0-9 X
O Switch-110-4-0-9 110.4.0.9/... % Cisco () All Locations All Device Types

ATy 72 EERBICHDZAZa—T4A422>%2 1) v LT [Provision] > [Fabric Sites] DIEIZ#EIRL. HLD
T—7IEa—=T7A4av% 7Y v L T[Cisco-building-24] Z&IRL. TXAR&EHI Vv oL
T [Edge Node] #EshiC L. [Add] %227 Uy 7 LET,

T
cisco

Catalyst Center

es / C o-24
. \@ Reachable ! mir evice F
Cisco-buidling-24 Site ) Switch-110-4-0-8 (110.4.0.8) ; :
Fabric Infrastructure  Layer 3 Virtual Networks  Layer 2 Virtual Networks  Anycast (
Ru ew :
endpokrits:to;the: ibeic;:aseipn st laast:1;Edge Nodle elther ba:the: fabrio uite' ol Details  Fabric  Advisories  Configuration VLANs  Power  Fan SFP Modules ned Fields  Field Notices  Potential Field Notice More
Fabric
@ o Cm)
Capability
@ o m
c Add
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vic Sites | Clsco-baidling-24
Cisco-buidling-24 View Site Hierarchy  Site Actions

Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virtual Networks Anycast Gateways Wireless SSIDs Authentication Template Part Assignment n =

Te Export
oS
//V\\ ~—.
/ ™
()
®w ®
v\a—.,.‘,_i

2797 3. [Deployl 527 Uv o LET,

HHAABRTA YL RO bA—F %A L7 Cisco SD-Access 71 ¥ L ADEKE
HAABRTAVYLZRAY FO—FF, A—F—O—LBL0arito—L7L—rOo—iL, TyIO—, F7IF
FiaB % > Catalyst 9000 7 /X4 X TEMICTE XY, 7A VL XY 7%y —2 & Netconf-yang B ETY,

Catalyst Center (ZId, HHAAATA VLA AV PO—F%BETHEEIL, TAVLRAY TRy —2% A ViR—
. AVAM—=IL, BLOTIT471T 24T a by 9,

HAAAT AL XAy bA—F %, Common-A & Common-B OF/NA X&ZBFNZL, N+1 ET7T & LTEEL
9,

7347 EBNKRAS—Yay [€HVFVEERKAT—Y a3

Common-A Cisco-building-24/Floor-1 Cisco-building-24/Floor-2
Common-B Cisco-building-24/Floor-2 Cisco-building-24/Floor-1
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FIE 1, Catalyst 9000 T» EWC D E 1L

ATy 7T 1. EEBICHEZA=_2—T422>% 2 Y v LT [Provision] > [Fabric Sites] ®IEIZ®IRL., HLD

T—7IEa—=T7A4av% 7Y v LT, [Cisco-building-24] &R L. 7/34 X [Common-A]
#H2YUw o LT, [Embedded Wireless Controller] #&%hiZ L £,

el Catalyst Center Provision / SD-Ac

Fal / GCisco-buidling-24
Cisco-buidling-24 View Site Hierarchy  Site Actions @ &) Common_A (110.4.0.62)
Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virtual Networl @ Reachable Uptime: 17 days 22 hrs 35 mins Device Role: BORDER ROUTER
4 Run Commands 4 View 360 Last updated: 2 hours 18 minutes ago @) £ Refresh
Details Advisories Configuration VLANs Power Fans SFP Modules User Defined Fields More v
Remove From Fabric
Fabric

Border Node Configure Details
Control Plane Node Details

Capability

@ Embedded Wireless LAN Controller 4 E

Multicast Rendezvous Point Disabled @

Reboot Cancel

AT v 7 2. [Primary] > [Floor-1] ®JEIZZ VU~ 7 L. [Secondary] > [Floor-2] ®JEICZ Vv 7 L£T,

wlelle - Catalyst Center Provision / SD-Access

Fabric Sites / Cisco-buidling-24

Cisco-buidling-24  View Site Hierarchy  Site Action] COMMON_A

Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virtual

0Manage$cope 2 Advanced 3 Summary

Primary Secondary

() Search Hierarchy
Search Help
~ (O 0 Global

i Australia

Detroit
# Florida
8 Ford

Fremont

8 Milpitas
~ (J & Cisco-buidling-24
@ = Floor-1
O = Floor-2
> O @ Cisco-building-23

San Jose

5 Sunnyvale

B Tans
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duill Catalyst Center & 0O maglev

| Cisco-puidling-24

Cisco-buidling-24  View Site Hierarchy St Actions Common_A

Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virtual

aManaqucope 2 Advanced 3 Summary

Primary Secondary

Q) Search Hierarchy

~ (O @ Global
> O Australia
> (O 4 Detroit
> O Florida
> O Ford
> (D dd Fremont
~ (O Milpitas
~ (J @ Cisco-buidling-24
O = Floor-1
® = Floor-2
> # Cisco-building-23
> b San Jose

v

(O 5 Sunnyvale

M Taet

Gancel “

27w 7 3. [Rolling AP Upgrade] Z B3I L £F (X 7> a VA HE) |

Al Catalyst Center P Q maglev

Cisco-buidling-24

Fabric Sites |

Cisco-buidling-24 View Site Hierarchy  Site Actiong Common_A

@ Manage Scope e Advanced 3 Summary

Template is not available for the site of the selected device.

Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virtual

Rolling AP Upgrade

25 v

AFy 74 77— 70—%5%7T L. [Common-B] TREIL Z & %% V&L 3 ([Primary] > [Floor-2].
[Secondary] > [Floor-1]) &

© 2025 Cisco and/or its affiliates. All rights reserved. 139/292 ~—



27y 7 5. [Deployl #2) v L, BREEXTSvy>aLET,

= il Catalyst Center ) QO | Q magiev v

= asco

Fabric Sites / Cisco-buidling-24

Cisco-buidling-24 View Site Hierarchy ~ Site Actions v @

Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virtual Networks Anycast Gateways Wireless SSIDs Authentication Template Port Assignment u =
Take a Tour (T Export
Collapse All  Custom Focus Apr 22, 2024 1:50 PM

oS

The Internet

)
Common_B Common_A
& &
>
«*
Switch...4-0-3

&

<> <>
<> <>

Switch...4-0-8 Switch...4-0-9

Cancel Deploy

I o ls|o]e

Btk er b TAVLISY TRy T —IH( XA F—ILENTLAWEA, Catalyst Center (21, 74 ¥ L
AY TRy r =% A VA=W LTCTITA7ICT D7 =0 70—BAEINTVWET, floEKRESEL T
Ty,

ATv76. [OK]Z2 v o L THEEERITLES,

a

Warning

9800-SW image is necessary for turning
on the capability.

Note: After the 9800-SW image has been
distributed and activated on the switch
during this workflow, please resync the

device before completing this Embedded

Wireless LAN Controller workflow.

Do you want to proceed with importing the
9800-SW image manually?
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ATy 7 7. AVE2—RELIEHTTPIFTP Y= N=h o T A VL RNy r =% A4 ViR— b LET,

wluili - Catalyst Center Provision / SD-Access

= asco

Fabric Sites [ Cisco-buidling-24

Cisco-buidling-24 View Site Hierarchy  Site Actiond OWIitch-110-4-0-8
Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virtual

aDawnload\mage ?  Manage Scope 3  Advanced A Summary

Select an image from computer
Choose File | Mo file chosen
OR

Supported URLs are HTTP and FTP.

Cancel

BgREA v R—br32E RL7—270—7T, CatalystCenter (CL>TTA VLAY TRy 5= BN VR b—
LELOTI7Ta7EN, 7747 VELTEH XY OEBENEOTr—>a Vv 5REL T, TS RIZEREER T
AEYaz v /T35 Y ET,

FE 2, SSID ~D IP 7 FL A7 —IILOEEER IF

TAVLRZy b7 —=VICEEHFTDZEZIZTAVLZARIAMDPELWY 72y MIBEMITONE LS, 777
Dy 2 H A PDESSIDICIP7RLRAT—LEEYLTEIRELAHY £9,
ATy 7T 1. EEBICHDZA=2—T4a>%2 Y v LT [Provision] > [Fabric Sites] ®IEIZ®EIRL., HLD

F—7NEa—=FTA 2% 1) v LT][Cisco-building-24] %##4R L. [Wireless SSID] ¥ 7 %
gy LT, IP7—)7% SSID I[CE8EFIF T [Deploy] #7 Vv o LET,
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AFyv7 2. 7—070—-%K{TL X, [Security Group] A4 7> 3 > T,

Il Catalyst Center Provision / SD-Access H QO @& @ 6 Q maglev

alin
cisco

Fabric Sites / Cisco-buidling-24

Cisco-buidling-24 View Site Hierarchy ~ Site Actions

Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virtual Networks Anycast Gateways Wireless SSIDs Authentication Template Port Assignment

(O Enable Wireless Multicast &

[
SSID Name Type Security Traffic Type Address Pool Security Group
Choose Pool
Building-24-enterprise Enterprise WPA3 Enterprise Voice + Data 4_1_64_0-VN_EMP @ v Assign SGT v
Choose Pool
Building-24-Guest Guest WPA3 Enterprise Voice + Data 4_1_0_0-VN_Guest & v Assign SGT v
2 Record(s) Show Records: 25 v 1 -2 <@ >

Efike b

1.SSID &£ IP 7= L OBEBEMIFICIE, 777 Vv I TAVLANEMIAR>TWEIP 7 RLRS—ILDOIHEFERT
£,

22120 IP7FLRT—NL%aERLT, £7:5% SSID ICEE[MITH I EATEET,

3.CiscOISE (. 7 7A TV b DA VR—FT AV IHICIPTRLAS— A2 EEETEET,

AFw7 3. 3<% K show fabric wlan summary Z{#H L T. WLAN »' Common_A ¢ Common_B T
BLTWAZExRIELET,

Common_A#show fabric wlan summary
Mumber of Fabric wlam : 2

WLAN Profile Mame Status

17 Building-24—-enterpris_profile Building-24-enterprise
18 Building-24-Guest_profile Building-24-Guest

Common_B#show fabric wlan summary
Mumber of Fabric wlam : 2

WLAN Profile Mame Status

17 Building-24—enterpris_profile Building-24-enterprise
18 Building-24-Guest_profile Building-24-Guest
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Py FEERALAEEEY—ERLLMVZ—Fy P Y —EZXANDT 7 XDIRH
T—XRE>Z—ODHCP & DNS, F7/ldM v 2 —Fv b —ERBEDHBFY —ERIZEE. Cisco SD-Access
777V VONERICFEELEFT, LAVIANAYRFZIZLBIP IV Yy bE 777Uy ROy RikA >
EAZENSICTIEATEDLLSIZ, INOLOHEY—ERL—r 2T KRZAXTEN, ETTRAZADST T+
IWhIL—=bET RNRNZAXTHE=HIFERINET,
T7HNLML—=bEFERLIEEBY —EXANDT I/ LRIE, ETTNANAROEICARY FFA Y AV EZ—T 24X
(CLD) TEFTENBZTLFRTY7DT—270—TT,

a. 77 NNA REKR—Z—/ — FREIC VRF-Lite B # FR L £ 7

b. E7T7/NA XETVRF 25 GRT ~, BLUVZOHEARICKNARDIL— ) -0 EZRITLET,

C.ET7TNARER—K—/—F@®D GRT ZfEHAL T, £ VRFOBGP 7 VU v /%L L £,
27y 7alATy 7 blE ETTNARLEICFHTRET IHLENHYEST, RTv T cld, LAV I NV FEHF
77— 70—%fEMAL T Catalyst Center N L TEITTEF T, ROFIEHIZ, 777 Vv I R—K— T34
Z Common_A £ £ U Common_B T® VN_EMP & VN_Guest DL AV 3 /1> FF70EBMAZRLTWET,

IP 2>y b C-INTERNET |3, [FIE2:IP bT7 >y FDER] THREINTWVWET,

ATy 7T 1. F—X—FFICBHL T, BUICEBINZIORDBEHEAZFEAL, LAVYINVYEFT7ELT

BiMLEY,
LU
R—Z—¢UE—FBGP 77T /NA XD AVE—=T 2 ARENTIVIR—bELTRAYF TSIy b 74—
AR =T x42R LTHRELET,
% VN @ VLAN ET7TNAREBIET BT, V=R T Ty b 74—LED

VLAN #H 7 b ZERL T, RAYvF 7Ty b7 r—LEIEY
T4y R2—7 x4 XIZVLAN & SVI Z/ER L £9,

P7RLRET7ZFEDIP 7—L ET7TNRAREBETH1=2DIC. RAAVvFT Ty b 74—LED
SVI 723N —&2T7Z79y b 74—LEDYTA > Z2—T7 24 RIZIP
TRLZEHZRELET,

i E£:  Catalyst Center (Cld, R—X—EUE—FBGP E7TN\NA A THBIETH7-DICR—Z—DIP 7KL X
EENMLT B, ROLSBATarhrblET,

1. Catalyst Center Tld. ERIEERSINZIP 7—ILHSIP 7 RFLX (/30U 7%y b)) #EYHTETS,

2. HRARARENTZIP T RLAETTIE, eBGP ETICIP 7 FL R ZEYHTHIENTEET,

Catalyst Center #EB L TIP 7 FL AT 2B YL TEHh, hAXIAZXEINZIP T RFLAECTA2EHRTEE
T, BLTNNA R THEAZBEAGOESHE, Y R—MISINFEEA,

ATFv7'2. 777V vy 2% 41 b Cisco-building-24 T. [Fabric Infrastructure] X 7% 27U v 27 L, R—&%—
[Common-A]lZz=Z7 Uy o7 LET,
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AT97 3. 74 KA >~_4>7T, [Border Node] > [Configure] #2 ) v 7 L %7,

= il Catalyst Center /| S s % ; 3 Q maglev v

cisco

=) Common_A(110.4.0.62)

Fabric Infrastructure  Layer 3 Virtual Network Layer 2 Virtual Network
Embedded Wireless, in order to configure the changes done in Wireless settings in Network Run Command:

Fabric  Advisorie Configuration VLAN Power  Fa SFP Module User Defined Fields  Field Notices Potential Field Notice More

[ ]
t

Capability

®0

A7 v 7" 4. [Layer 3 Handoff] X 7% 2 1) v 7 L. [Add Transits] > [IP:C-INTERNET] 22 U v 27 L ¥9,

I Catalyst Center

= asee

Fable Sies | Cisco-buiding-24
Cisco-buidling-24  View Site Hierarchy  Site Actions Common_A
Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virtual Networks An
Layer 3 Handoff Layer 2 Handoff
For Embedded Wireless, in order to configure the changes done in Wireless seftings ir] =
Advanced

@ 20d Transits
IP:ASR-DC
IP:ASR-INTERNET

IP:C-INTERNET
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AT w7 5. [Add External Interface] 27 Vv 7 L, F—X—&ET7TNA ABTERINTWVWE S & —
7xAREHEALET,

Common_A

Layer 3 Handoff

@ Acd Transit

C-INTERNET
Add External Interface

ATy 7 6. PT7FLRZEYETES, BIMNICEEFBTHEY Y TETLET,
o ¥ RT L7 Catalyst Center Z/0LCIP 7 FL RZEMICEIY B TH I EATESL LD ICT BICIE, [Select

IP Pool] 2R L TIP 7—LzBMNL 7,
IP 7 FL X7 =)L Building-24-L3 i3, [FE2: 777Uy A HIP 7—ILDOFH] TERINT
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X 41. IP 7 — LD RSEST T

Layer 3 Handoff Layer 2 Handoff

Local Autonomous Number

30 ('?J
®
W)
{C:)} Advanced

Select IP Pool Ay

Building-24-L3 {110.4.100.0/24)
o Building-24-L3 (110.4.100.0/24)
Building-24-Lan (1104 w-ures;

Building-24-RP (110.4.224.0/24)

Select Pool

e P7 RLREFHTEY HTHIZIE. #IRL7 VN (VN_LEMP & VN_Guest) T. EfiiSN7-YE A > X —
74X, VLAN, BEUPAREZTARENTZIPT7RLAETAEELET,

External Interface Gig 1/0/36

VN_EMP VLAN 101, B—A/L 1P :101.1.1.1/30. 77 IP:101.1.1.2/30
VN_Guest VLAN 103, B—#/L 1P :101.1.1.17/30. 77 IP:101.1.1.18/30
Interface Description To-Fusion-VRF-LITE
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alyst Center

Far| Cisco-buidling-24 i
Cisco-buidling-24 View .(;U'YI'YIUH A
ack

Site Actions

Fabric Infrastructure Layer 3 Virtual Networks yer 2 Virtual Networks A

GigabitEthernet1/0/36
) For Embedded Wireless, in arder to configure the changes done in Wireless settings i

To Fusion-VRF-LITE

Action:

Virtus! Network Enable Layer-3 Hanoff vian Local P Adoress/Mask
INFRA_VN |

101.1.1.1/30

VN_EMP [ B 101

101.1.1.17/30

VN_Guest D 103

Eiifher b BIOFIBETLAY I NV FFT72BIRL-HEIE. VLAN BROAMBETT,

A7y 77. 7—770—%5%7 L. Common_A ICOEYa=>JLET,
A5 v 7 8. CommonB CHERLFIEZ#EYELET,

>atalyst Center

O mogler

Far Cisco-buigling-24

Cisco-buidling-24 View Site Hierarchy  Site Actions .(:U,':"mw B

Fabric Infrastructure Layer 3 Virtual Networks wer 2 Virtual Networks A

— GigabitEthernet1/0/47
For Embedded Wireless, in order to configure the changes done in Wireless settings i e e AS Numbe

To-Fusion-VRF-LITE

INFRA_VN W

VN_EMP .3

VN_Guest | B

© 2025 Cisco and/or its affiliates. All rights reserved.

Vintusl Netwark = Enable Layer-3 Handaft VLAN Local IP Address/Mask

147/292 ~—2



ps

1. LISP Pub/Sub AEBHR—X —DMEEET B (CI1E. ABR—KF—DI—FT 4 VI T =T NIZT 7L MIL— s DBBRET
To INTOVRFICT 74— b2 HB %R LET, DNS Y —N—%EMAT 2 DHCP H 1 > X —% v
MEBTERTE, INIIFRPAAEREERAINET,

2. AERR—KX—TlE, E7TNRNAZAHBEELABGP IL—FALISP (24 Vi Rk— &, A ba—L7L—I(C
BEREINET, DHCP ¥ DNS B EDHBEHY —EAAT — Lo X—%ZN L TERINTWBIEE., ZNOoDIP 7
RLREETTNARIZESTT ENRAXENDIELRHY £7,

A5 v7°9. VNVN_EMP ® Common_A & Common_B %#&:F L £ 7,
alN—TAVITT=TLDT 74— ERIEL T,
Common_A#show ip route wvrf VN_EMP

Routing Table: VN_EMP

Gateway of last resort is 101.1.1.2 to network €.02.0.0

B 0.0.0.0/0 [20/0] via 101.1.1.2, 1wdd = default route , advertised from peer
4.08.0.8/8 is variably subnetted, 7 subnets, 2 masks

B 1.64.8/18 [200/0], 1wdd, Nulle

4,
C 4.1.64.1/32 is directly connected, Loopbackl@2?

Common_B#show ip route wrf VN_EMP

Gateway of last resort is 181.1.1.6 to network 8.0.8.8

B 9.0.0.0/0 [28/0] via 101.1.1.6, 5w3d > default route , advertised from peer
4.8.8.8/8 is variably subnetted, 7 subnets, 2 masks
B 4.1.64.8/18 [2e@/8], 5w3d, Nulle

b.VNVN_EMP O LISP T —ZRXR—XTTF 74/ h)L— FZRIFL £7,
[Layer 3 Virtual Networks] 2 7 /5 [VN_LEMP] DL A1 ¥ 3 4 Y Z&Z > X ID#B2F %9,

Fabric Sites | Cisco-buidling-24
Cisco-buidling-24  view Site Hierarchy ~ Site Actions ~ ()

Fabric Infrastructure  Layer 3 Viral Networks  Layer 2 Virtwal Networks ~ Anycast Gateways ~ Wireless SSIDs  Authentication Template  Port Assignment
) Export &

Q Y

0 selected (D () Create Layer 3 Virtual Networks (3 Add Existing Layer 3 Virtual Networks  More Actions Asof:Jun 11,2024 11:40 AM (5

D Layer 3 Virtual Network + Layer 3 VNID Health Score () Anycast Gateways Associated Fabric Zones Multicast-Enabled Fabric Sites
O Anchor.VN & 4100 100% 4 1

O INFRAVN 4097 -- 2 1

O | vn_eme 4109 100% 1 1 1
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A7v7°10. CLI #X={TL £,

Common_A#show lisp instance-id 4189 ipvd4 database
LISP ETR IPv4 Mapping Database for LISP @ EID-table vrf VN_EMP (IID 41@9), LSBs: @x3
Entries total 8, no-route @, inactive @, do-not-register @

0.0.0.0/8, locator-set DEFAULT_ETR_LOCATOR, default-ETR
Uptime: 1lwdd, Last—change: 1wdd
Domain-ID: local
Metric: @
Service-Insertion: N/A
Locator PrifWgt Source State
116.4.8.62 la/1@ cfg-intf site-self, reachable

Common_B#show lisp instance-id 4109 ipv4 database

LISP ETR IPv4 Mapping Database for LISP @ EID-table vrf VN_EMP (IID 41@9), LSBs: @x3
Entries total 8, no-route @, inactive @, do-not-register @

0.0.0.0/8, locator-set DEFAULT_ETR_LOCATOR, default-ETR
Uptime: 5S5w3d, Last—change: 1wdd
Domain=ID: local
Metric: @
Service=Insertion: N/A
Locator PrifWgt Source State
116.4.8.63 le/1@ cfg-intf site-self, reachable

AFy7 1. 777Uy oLy /—KTVNVN_EMP ##&3F L £9,

Switch-118-4-@-9#show lisp instance-id 4109 ipv4 map-cache
LISP IPv4 Mapping Cache for LISP @ EID-table vrf VN_EMP (IID 4189), 3 entries

9.8.0.8/8, uptime: 5w3d, expires: @8:88:49, wvia map-reply, unknown-eid-forward
action: send-map-request + Encapsulating to proxy ETR

PETR Uptime State Pri/Wgt Encap-IID Metric

118.4.8.62 Iwdd 3] 1a/1@ - 2

118.4.8.63 5w3d 3] 1a/1@ - 2

D PRV E—AOLAT 3N FATEERT BNER— 4 —0Bea, #EY—E R BEP ENLTE
FTFENARICE>TT RNEZAXINET,

X 42. DHCPIP (47 % } 110.10.2.0/24  110.10.2.1) OAER—KX —TORIE HHDHERTTB7=HIC
Common_B #*REPHR—4— ¢ L TERESINT)

Common_B#show lisp instance-id 4189 ipv4 database 110.108.2.8/24
LISP ETR IPv4 Mapping Database for LISP @ EID-table vrf WN_EMP (IID 41089), LSBs: @x1
Entries total 1, ne-route @, inactive @, do-not-register @

110.18.2.8/24, route-import, inherited from default locator-set rloc_23c67995-7b91-4114-987a-67T49b3481laea, auto-discover-rlocs
Uptime: @@:07:44, Last-change: 00:87:44
Domain-ID: local, tag: 733777
Service=Insertion: N/A
Locator Pri/Wgt Source State
110.4.8.63 18/1@ cfg-intf site-self, reachable
Map-server Uptime ACK Domain=ID
110.4.8.62 @0:87:44 Yes 3283456652
118.4.8.63 @0:87:44 Yes 3283456652
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X 43. VATV M BAVYR—FT 4o 7%2HTLEED7 77V vy oy STOREE

Switch=-118-4-8-9%show lisp instance-id 4189 ipv4 map-cache 118.108.2.8/24
LISP IPv4 Mapping Cache for LISP @ EID-table vrf VN_EMP (IID 41@9), 1 entries

118.10.2.8/24, uptime: 90:00:14, expires: 23:59:45, via map-reply, complete

Sources: map-=reply
State: complete, last modified: ©0:88:14, map-source: 118.4.8.63
Active, Packets out: 1(576 bytes), counters are mot accurate (~ 88:00:83 ago)
Locator Uptime State PrifWgt Encap-IID
118.4.0.63 @0:80:14 wup 18/1@ -

Last up-down state change: @@:88:14, state change count: 1

Last route reachability change: @@:88:14, state change count: 1

Last priority / weight chamge: never/never

RLOC-probing loc-status algorithm:

Last RLOC-probe sent: 8@:00:14 (rtt 1ms)

F&V2A7F17%Embtﬁ¥®v4V2*vF7—7«®777UV777tZ®
RE 17~

LAV 2 R—K—nv FF7I12&Y, ALY 72y baERLT7 77Uy o8 A bERDOR Y 7 —72 VLAN
v IOA VN EBRATEEY, 2 20MO@EEIL. 777V vy I EFET 77 Yy VMO VLAN Bz g4 5 Z D/
FAZIc&), R=—&—/—F2{FICIRMtE £ F, Catalyst Center (&, VLAN &z, XA v FREA VX —7 =
A (SVD) . CTSHEA., BLVZIDOHR—L—/—FTRKDORX Y FT =7 ICERINIZIF TV IR—F (TRTD
VLAN %#258]) L& HICLISPaY ba—LFL—r0ZFELEHLL ET,

LAY 2NV RFTTYHR—bINDZZATIERODELY T,

« V77U IANADT — b T zA R—R— RSN T 7AT 74— ILELIFLAY 3 TNARIZFETE
EINET

« 777UV IRDT — b Tz i LAV2NY RATR—Z—IZHEENET, LMV 3VN TERENST
S—Fv A= bz ATT

LAY 2HR—K =NV FFT7TNARE, FRICLT, hoge ansr—>arIdhnWleazs#on L £d,
DIy FT—7DOVLAN OBERMLAWEBEZEIT 572612, VLAN FZ>F> 770 baiL (VIP) OT /N4 R
EF IV RRTLY P E-FTEETHARLELNDY £9, €KDY 7 =213, Catalyst Center TFHINTL
Ph, YARAV 7 bz T TCORNBERO-HICFHNINTULAS, 1. 1002 ~ 1005, 2045 ~ 2047, BL VY
3000 ~ 3500 # < EED VLAN 2 T2 £ 9,

IOt avIitft-T, FARANY T -0 70—F7 I LANBHEMLAFEA L THLWT NS REFVR—F 4
> 7 L. [Inventory] 7 1 > K7 TF7 /31 X% Cisco-building-24 %1 ~ 7Ot a=>7LET,

T—br 02 A7 77V JRICHIBEDL AV 2NV RATEFERLIZLAY 2 R—K—DT

oEya=>rs

ZOFIETIE, HLWKR=—F—FT/314 X Common-L2 ICXEFIEREATDLAY 2/ RF7%BNT DA E%R
w~LET,
ATy 7. EEBBICHDZAZa—TA422>%2 1) v LT [Provision] > [Fabric Sites] DIEIZ#EIRL. HLD

T—7IEa—=T7A4av% 7Y v L T[Cisco-building-24] 7 ¥ X bU Yo &H Yy LTH
o, [Fabric Infrastructure] 2 7% 27 U v o7 LET,

© 2025 Cisco and/or its affiliates. All rights reserved. 150/292 ~—



AFv7 2. 54 K4 >~A>7T[Common-L2] %2 v L. [Border Node] #HE%hiZL 3,

Ciseo ng-24

Cisco-buidling-24  View Site Hierarchy ~ Site Actions

=) Common-L2(110.4.0.18)

ver 2 Virtual Networks Anycast Gatf Reachable Jptime: 23 mins  Device Role: BORDER ROUTER

Fabric Infrastructure

(1) For Embedded Wireless, in order to configure the changes done in Wireless settings in Netwark

Details Fabric Advisorias Configuratios VLANs Power

T
a

©00

AFv73. X774 KA1 7T, [Layer 2 Handoffl 4 7% 7 ) v 7 LT,

buidling-24

Cisco-buidling-24 Common-L2

Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virtual Networks An

Layer 3 Handofi Layer 2 Handoff

) For Embedded Wireless, in order to configure the changes done in Wireless settings i

Layer 3 Virtusl Metwork =

VN_EMP

VN_Guest

Handed-off VLANS

0

BEDRY 7 XRBEHOEREE. 77— b7z A7 77 )y oNIHDBGE
TY, REDKRY 7 RBHDEREE. T— b7 zAD 777 Vv IRICH

52 ETY,
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A7y 7 4. VNEN_LEMP TLAY 2NV RFT7HZEL. FRIVEERT -0 T—770—%%F7L£7,
Interface 1/0/7 DHE RFEDODLAYV 22y NT—7 I EE

External VLAN 3000 EFDLANY2FYy bT—2 DT 7+ VLAN

Cisco-bulding-24
Cisco-buidling-24 w Site Hierarchy  Site Actions Common-L2
Back

Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virtual Networks An)

Virtual Network: VN_EMP

(1) For Embedded Wireless, in order to configure the changes done in Wireless settings i

e TO-Traditional-Layer2
FortyGigabitEthernet1/0/7 @ v

VLAN Name = IP Address Paot Enable Layer-2 Handaff Extornal VLAN (0

£_1_64_0-VN_EMP Building-24-Emp D 3000

Show Records: 25 1 -1 [
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T—=hr 0z ADT7 77V INCHIBEDL ANV 2NV RATEFERLIELAY2R—K—DT

oEya=r7o

T—=b0z AR 777V IoNCHDIGE. 777V 7F—NR—L A %ZRTZICI1E. LAYV 2EHAVNHPLE
TY, I avTlE, LAV 2ERELrYy F7—7 Guest #3REL £ L 7=,

Catalyst Center

Virtual Networks  Transits 2 H

1, Expart
v
0 sel 1 Virtual Networks  More Ac
Layer 2 Netn Layer 2 VNID x AN D A o Virtual N Associsted Anyeast Gateway LaN T E Wrel et 2 F Griieal VLAN Gateway O Fabr Security G
I o 0-INFRA_VN 8 10, INFRA_VN 110.4.120.1 D.
0 n 0-INFRA_VN 10, NFRA_VN 110.4.60 D.
0 4 N 8 1028 N 10 D
I D a1kao-vn_eme 1027 N_EMP 16 D
i I 0 e ; >
L]

ATy 7. EERBICHDEAZa—TA422>%2 1) v LT [Provision] > [Fabric Sites] DIEIZ#EIRL. HLD
T—7NEa—=T7A4a>% 7Y v L TI[Cisco-building-24] 7 ¥ X bU > I%E T YU v LTH
5. [Fabric Infrastructure] X 7% 27 ) v o L £9,

27 v 7 2. [Common-L2] > [Layer 2 Handoff] > [VLANs] DJEIZ:&EIR L 3,

Cisco-buidiing-24.

Cisco-buidling-24 Comman-L2

Fabric Infrastructure Layer 3 Virt

Layer 2 Handoff

(1) For Embedded Wireless, in order to configure the changes done in Wireless settings

Layer 3 Virtual Network = Handed-off VLANS

1

0
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ATy 7 3. [Guest] T. 41 42 —7 x4 RX%ENL. [Enable Layer-2 Handoff] #27 U v 27 L £9, 2&B
VLAN 1R BB ICIRHEINE T,

Provision / SD-Access

Fabric Sites / Cisco-buidling-24

Cisco-buidling-24 View Site Hierarchy  Site Actions Common-L2

< Back
Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virtual N
) ) VLANSs
~~ For Embedded Wireless, in order to configure the changes done in Wirf
\LJ after the workflow steps are done
nterface Description e e

nieriace Gateway-outside
FortyGigabitEthernet1/0/8 & v

Q Search Table

VLAN Name = Enable Layer-2 Handoff External 1vean ©

Guest .j 4000

1 Record(s) Show Records: 25 1 [1]

RFy 74 T—070-%FTT L, RRVERALET,
E: S b AT TV INIH B, CatalystCenter I35 — 7t A DEREEXEFHL THA,

Cisco SD-Access F 7y F2ERALT7 77Uy 7BEEZRET 2EHD
777“b77#4fﬁﬁiw

Cisco SD-Access b 7>y MIEHO 777Uy o794 b2ERL. SGT KU Y—hHERAINZ77 7Yy 7@
EORXEXTREICLEFT, ALR—FL— (£7IEAMNR—%—) T CiscoSD-Access 7>V v hERELET,
WNER—F = LAY 2HR—&F—TlIVR—raInFztEA,

777Uy oY% A b% CiscoSD-Access F TPy MIEEET A E, TOHA DT RTDH VN IE. FL Cisco
SD-Access 7>y MIERINTWBMD 7 77Uy 79 A ML T NET, BCVNRODY Z 47
P, IRXTCOY A FTBETEET, SGT DEAZFERAL T, oY A FAOLDOAREBERNZ 74 v 7% 70Oy Y
LEd,

Cisco SD-Access 7> > v hiZix, ML Cisco SD-Access k7> Py MIERKINTWABMBOY A ~IA >
R—y TR RBETEDZLSICTEATVavAEINTWET, Thid, —FO7 77Uy 794 RIC
A—Al Ay EX—%y b TI7EIADBWEBER, B—AHL A X—2 v b TI7EIANRET Y L TWBIBAICEIL
HFET,

BID+t 7 a3 Tlk, CiscoSD-Access 7>y F SDAZIY bA—LTL—>/—FTERLELT, 2D
FlETIE, Zd Cisco SD-Access 7> v % Cisco-building-24 ® Common_A & Common_B [Z:E/IL
£9,
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ATy 7T 1. EEBICHDZA=_2—T4a>% 2 Y v LT [Provision] > [Fabric Sites] ®IEIZ®IRL., HLD
T—7NEa—=FTA 3% 7 1) v LT][Cisco-building-24] 7F¥ X tYU o % oYUy 7 LTH
. [Fabric Infrastructure] X 7% 27 U v o LEd,

AF7v 7 2. [Common_A] %7 ) w7 L. [Border Node] Df&I1CH 5 X T 4 K4 > ~_4 > T [Configure] % 7
Dy o LET,

#lutl - Catalyst Center Provision / SD-Access % Q ¢ | Q maglev

= asco

Fabric Sites / Cisco-buidling-24

Cisco-buidling-24 View Site Hierarchy ~ Site Actions v/ @ Common_A (110.4.0.62)
Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virtual Networks % Reachable Uptime: 24 days 6 hrs 20 mins Device Role: BORDER ROUTER
) For Embedded Wireless, in order to configure the changes done in Wireless sef 5, Run Commands % View 360 Last updated: 3 hours 47 minutes ago () £ Refresh

L) after the workflow steps are done.

Details Fabric Advisories Configuration VLANSs Power Fans SFP Modules User Defined Fields Field Notices More

Remove From Fabric
Fabric

Border Node Contigure Detais
Control Plane Node Detais

Capability

@ Embedded Wireless LAN Controller  Configura .j
Multicast Rendezvous Point Disabled

Cancel

A5 v 7 3. [Add Transits] > [SDA:SDA] DIEICZ ) v 7 LT,

il Catalyst Center Provision / SD-Acces % Q | R maglev

Faric Sites / Cisco-buidling-2d

Cisco-buidling-24  viewSite Hierarchy  Site Actions ] COMMON_A

Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virtual N

Local Autonomous Number

~, For Embedded Wireless, in order to configure the changes done in Win
\LJ " after the workflow steps are done

J0b Advanced
e}

@ Add Transits

IP:ASR-DC

IP:ASR-INTERNET

SDA:SDA 0 @ dd
=Q Find
Interface ~ Number of VN(s)
GigabitEthernet1/0/36 2 w

Showing 1 of

Gancel m

© 2025 Cisco and/or its affiliates. All rights reserved. 155/292 ~—<



& 44. Cisco SD-Access F 7 ¥ v FAEIMEh, THICRTINDS

i Catalyst Center Provision / SD-Access

Fabric Sites / Cisco-buidling-24

C\'scofbuidling—24 View Site Hierarchy  Site Actions Common_A

Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virtual Nef

) For Embedded Wireless, in order to configure the changes done in Wir
\L after the workflow steps are done.

8% Advanced
9

@ Add Transits

~ C-INTERNET {j

External Interface () @ Add
=Q Find
Interface « Number of VN(s)
GigabitEthernet1/0/36 2 m}

Showing 1 of

v SDA jj &
Transit Control Plane Node transit-9500-SJ

@This site provides internet access to other sites through SD-Access.

Cancel Add

AT w7 4. [This site provide Internet access to other sites through SD-Access] F = v 7Ry 7 X% F > IC
L. [Add] =27 Uy o LZET,

75, 7—770-%%T L. RRI7EERLET,
7°6. Common_B TRILAT v 7% YRL, XXV EERLET,

E Cisco SD-Access 7 vy MIERINTWEIIRTOR—F—IC, BOYTA MTA v X—%v b T 7+
2AERBBETIELCEREDNHDZ E2HERLET,

2RFy77. bIvPy b arvira—L FL—>TRILET,
1. Common_A. Common_B, 5LV rZ7 Yy k arvhko—IiL JL—VEOLSP Yy a >y 57—
RREHERLET,

transit-9588-5J#show lisp session

Sessions for VRF default, total: 18, established: 5
Peer State Up/Down In/0ut Users

110.4.08.62:37533 Up 1w5d 122/695 1@
110.4.08.63:44171 Up Swid 147/1049 10
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2. Common_A ¢ Common_B [&. fthdH A biCA v Z—% v MERAZIEHTZ/HIC. FT Py b
aAvbA—L L= EDF T EDEA R RILIL—% (ETR) & LTEHFEINET,

transit-950@-5J#show lisp remote-locator-set default-etrs

LISP remote-locator-set default-etr-locator-set-ipv4 Information

Pri/Wgt/Metric Inst Domain-ID/MH-ID ETR 5I/1ID
le/18 /@ 4188 3283456652/37516 Default PB/-
le/18 /@ 4189 3283456652/37516 Default PB/-
le/18 /@ 4108 3283456652/37516 Default PB/-
18718 /@ 4189 3283456652/37516 Default PB/-

i :  [This site provides internet access to other sites through SD-Access] EEED A AR — X —THEIZHR Y |
R—KX—/—FiEbovybavia—L JL—roZoavw >y FOTFICURMENET,

3.95ATF VMY TRy bR ISy b avbO—L FL—VICBRINTWBEIEAERL, 7o
TIVARZRy ZIHABEMIRE > TWBIGEEIE, I¥ > FTipvd Z ipvb ICEZ]R £9,

transit-9588-51#show lisp instance-id 4189 ipvd server

LISP Site Registrationm Information

* = Some locators are down or unreachable

# = Some registrations are sourced by reliable transport

Site Name Last Up Who Last Inst EID Prefix
Register Registered ID

site uci never ne - 4109 A.A.0.0/0
80:19:1@ 110.4.8.62:29755 4189 4.1.64.0/18
Uy 19: 1w 1194, 0.0L0L972D 4lue d¥l. L. L9530
80:19:1@ 110.4.8.63:25632 4189 101.1.1.4/3@
80:19:18 118.4.8.63:25632 4109 110.4.224.1/32
20:19:1@ 119.4.8.62:29755 4109 110.4.224.2/32
20:19:1@ 110.4.8.63:25632 4189 110.4.224.3/32
20:19:1@ 110.4.8.62:29755 4189 110.4.224.4/32
80:19:1@ 110.4.8.62:29755 4189 110.4.224.6/32
80:19:18@ 110.4.8.62:29755 4109 110.4.224.8/32

ATFw78 O—hilf4rZ—%v h%F/-F. CiscoSD-Access 72y MIEHRINTWLWBRIOY A
(FiaB ¥ 1 +) THIEL X7,

9300B-stack-Bl#show lisp instance-id 4189 ipv4 map-cache
LISP IPv4 Mapping Cache for LISP @ EID-table default (IID 41@9), 7 entries

9.0.0.0/9, uptime: @@:22:31, expires: never, via pub-=sub, unknown-eid-forward, remote-to-site
PETR Uptime State Pri/Wgt Encap-IID Metric
118.4.8.62 @@:22:31 up la/1@ - 1@
118.4.8.63 @0:22:31 up la/1@ - 1@
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FATATILVFXRY R PDERE

Dt arTlE. 777Uy 74 A | Cisco-building-24 TD VN_LEMP O 41 74 7<ILFF v X F D%
E. 7TAVLRAOTLF*F v R b0FE, LU Cisco SD-Access M7 2y bENLIZRA T4 7L FF v
APOBREICEREHTET,

FATATINLFF Y XMIIE PIMSSM 7 v X — L ABRENDETT, INiE, BIDE2 > 3> TLAN OBEL
ICE>TITWE L7z, LANOBEMLZFERLAWGE, 777Uy Ih—K— i/ —F 777y oLy
BREDTRTOT7 77V Yy VT NART, INLOXREEXZFHTITHOLENH Y £9, Catalyst Center CLI 7> 7
L—bzERALTREZERL Y,

CDHRFABLIVEAHA RTIE, T 7L —MIOWTIHEY EIFTWEH A, [Cisco Catalyst Center User
Guide| ® [Create Templates to Automate Device configuration Changes] €7 > a > %#ZB L TL &L,

T 7 L— bDEREL :
« layer3_interface : X TCOT7 VX —L AL AVI AV R—T 42X

ip multicast routing
ip pim ssm default

interface $layer3_interface

ip pim sparse-mode

77Uy YA MPRDIAT 4 TILFF v R PDRE

AFy 7 1. ELBICHEA=Za—T74A422»%2 1) v LT [Provision] > [Fabric Sites] ®IEIZEIRL. HLD
T—7IEa—=T7A4a»% 7Y v L T[Cisco-building-24] 7 ¥ X bU Yo% Y v LTH
5. [Fabric Infrastructure] 2 7% 27U v 7 LE9,

R 7w 7" 2. [Site Actions] > [Configure Multicast] ®JEICZ U v 7 L £,
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= "m;',',‘ Catalyst Center Provision |/ SD-Access maglev

Fabric Sites / Cisco-buidling-24

Cisco-buidling-24 View Site Hierarchy ~ Site Actions ~

Fabric Infrastructure  Layer 3 Virtual Networks  Lay  opfigure Multicast sways  Wireless SSIDs  Authentication Template ~ Port Assignment u

Delete Fabric Site
=~ For Embedded Wireless, in order to configure the chang¢

Settings page, please open the Device configuration page and click 'Configure' to complete steps of the workflow. Deploy the Fabric configuration X
V" after the workflow steps are done. Edit Fabric Zone

Show Task Status

Take a Tour Ty Export

Collaps: Custom Focus

|
o

o

@a/ \rx QD (@

27 v 7" 3. [Native Multicast] #3ZR L. [Nextl 22 ) v o7 LET,

= dus Catalyst Center Configure Multicast

Q  maglev

Replication Mode

Headend Replication is performed by the multicast first-hop router (FHR) by replicating the multicast packet as
unicast to all last-hop routers (LHR) with interested subscribers. The primary advantage of Headend Replication is
that it does not require multicast in the global routing table (underlay)

Native Multicast does not require the ingress Fabric Node to do multicast-te-unicast replication. Rather, all network
devices in the multicast tree, including intermediate nodes (nodes not operating in a Fabric Role) are used to do the
replication. To support Native Multicast, the FHRs, LHRs, and all network infrastructure between them must be
enabled for multicast. Native Multicast uses PIM-SSM in the global routing table (underlay) for the multicast
transport

Select the replication mode that will be deployed in the

Native Multicast () Headend Replication

A7y 7 4. [VN_EMP] %3&IR L. [Next] #27 Uv o LET,
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ulvile Catalyst Center Configure Multicast f Q O @ 2 ) maglev

Virtual Networks

Select the Virtual Networks where multicast will be enabled.
Q) Search Virtual Networks
Add All 1 Unselected Remove All 1 Selected

VN_Guest X VN_EMP

€] Exit il cha

2Fv7 5 EEEADIPFPRLRT—L%EEML, [Next] 22U v LET,

= dulle Catalyst Center Configure Multicast QL L Q maglev v

Multicast pool mapping

When multicast is enabled in the Fabric Site, every device operating with the Border Node or Edge Node functionality is provisioned with an IP address per Virtual Network that is used for
multicast signaling

Select a unique IP Address Pool per Virtual Network
VN_EMP
IP Address Pool* ~

Q

Building-24-L3 (110.4.100.0)
Building-24-RP (110.4.224.0)

Building-24-RP (110.4.224.0)

€J Exit Al change

Review l Back

BiiRev b ILFXF v X IPEHDO VN TEDHIZHE->TWEES. EVNICIE—ZEDIP 7 RELR =N
WMETT,

A7 v 7 6. [Any Source Multicast (ASM) | E—F%2#IRL FF, ASME—FIZRP #XEL X7,
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Catalyst Center Configure Multicast

Q. maglev

Multicast Mode

sed to build a path backwards from the
This root of this tree
the tree lead to the interested subscribers

t receiver to the multicas
is the multicas

the branches of
for a given multicas

am

With PIM Any-Source Multicast (PIM-ASM), the root of the tree is the Rendezvous Point.
h PIM Source-Specific Multicast (PIM-SSM), the root of the
urce itself. To learn more, click here

ulticast tree is the

Select the multicast mode that will be deployed in the Fabric Site.

(SSM)

(O source Specific Mult

@ Any Source Multicast (ASM)

£] Exit

o -

ATFw T 7. RPRYyEVITERYEVYITENZRP IIL—F (7 ay) #8BFL. ERIVEERT D0

@7_77D_%%7Li—3—0

Catalyst Center

9 maglev

Multicast Group to Rendezvous Point
Mapping

For each Virtual Network, select whether the Rendezvous Points (RP) are
Fabric Devices or External Devices to the Fabric

Group-to-RP mapping can optionally be defined for each RP.

IPv4 RPs
Q search Table

I VN_EMP ] Rendezvous Point Device Location ()

& Group-to-RP Mapping e
(O External () O]

Group-To-RP Mapping

Select RP Device IPv4 ASM Group
Common_A @ v 224.10.0.0/16 )
Select RP Device 1P ASM Group
Common_B @ v 224.20.0.0/16 5
1Pu4 ASM Group
224.30.0.0/16 5

£JEXit Al changes saved

i
1.RPAY 777Uy IRIZHDFE. "—K—TNNARXFLIEZT YT NNAATRP#eExrBEccEEd, R—
R—=FNAREZ Yy PTFNA ZADEAEDLEIIYR—FEhhTWEHFA, R—X—FT /NS XTRP AEMIZHE>TUW
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%A, MCASM 7L —7I2& 27 a7 RP DEREAYR—FENTVET, RPHAT Y I T/NA ITHIMIC
BoTWBIHAE, YR—FENTWERPIZ127FTY, RRAZ777U v 7ARICHDHZBAE. & VN IZH L TEM
TE%RPIF12/23TY, F—&—/—Fld. £UZE <D CPU, RAM, BLUASIC UV —REfFAT/NA TV
F7Z2Yv bT74—LTHZRD, TyP/—FTREELHR—X—/—FTRPZRETDHILzeHBHLET,

22RPA 777Uy oNIHBHE. BhDASM IIL—T< v v 7afERL TEHONGRP ZBMNTE XY,

3. [Group-To-RP Mapping] &4 7> 3> Td, 77> a > %4 71235 RPIFTRTOTILFFr X LT IIL—
TiIvyverrsanid,

ZOH, BREDPITARTDT7 77V ITRARI Ty adnixd, bROPEa2—TlE. RPELTERESNATWL
% Common_A & Common_BICRP 777U v sAO—iA~Y—otirEanxd,

Fabric Sites | Cisco-buidling-24

Cisco-buidling-24 View Site Hierarchy  Site Actions \/

Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virtual Networks Anycast Gateways Wireless SSIDs Authentication Template Port Assignment n

¢~ For Embedded Wireless, in order to configure the changes done in Wireless settings in Network Settings page, please open the Device configuration page and click ‘Configure' to complete steps of the workflow. Deploy the Fabric configuration
\LJ" after the workflow steps are done.

Take a Tour 1 Export

Collapse A Custom Focus Apr 29, 2024 12:10 AM

S~—

e
T
& & QD (&
aQ
) ) e

Cancel

A7 v 7' 8. Common_A ¥7-l& Common_B% 7 )v oL, RLFF¥Ab ZVFTT— KAV FDR—K—
HEBER T — R ADBNI > TWBR I EAHERLET,
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Fabric Sites | Cisco-buidling-24

Cisco-buidling-24 View Site Hierarchy  Site Actions v ( &) Common_A (110.4.0.62)
Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virtual Networks ) Reachable Uptime: 24 days 9 hrs 12 mins Device Role: BORDER ROUTER
) For Embedded Wireless, in order to configure the changes done in Wireless sef 3 Run Commands 7 View 360 Last updated: 2 minutes ago () £ Refresh
\LJ after the workflow steps are done.
Details Fabric Advisories Configuration VLANSs Power Fans SFP Modules User Defined Fields Field Notices More v

Remove From Fabric

Fabric

Border Node Configure Details
Control Plane Node Detais

Capability

@ Embedded Wireless LAN Gontroller  Gonfiours D
Multicast Rendezvous Point Enabled O

Cancel

Z2F 7 9. Cisco SD-Access 714 YL ADTILFF v X bEFMICZL £, [Wireless SSIDs] % 7 IBE) L
T [Enable Wireless Multicast] #27 U v 2o L, 74VYLXaYy bA—=7T/A—NIL TILFF ¥
Z b E— F & Internet Group Management Protocol (IGMP) XX —E> 7% 7 0—/NJLIZES)
ICLEd,
E;;;Hﬁbzﬁ\k\]:giél View Site Hierarchy ~ Site Actions v @

Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virtual Networks Anycast Gateways Wireless SSIDs Authentication Template Port Assignment

® Enable Wireless Multicast

SSID Name Type Security Traffic Type Address Pool Security Group

Choose Pool

Building-24-enterprise Enterprise WPA3 Enterprise Voice + Data 4_1_64_0-VN_EMP v Assign SGT v

Choose Pool

FlE 2, FAT 47 RILFF v R F—/N—SD-Access TPy FDEML

AT 4T <IFF v XML, LISP Pub/Sub #{EHB L 7=~/ FH A k CiscoSD-Access Fr T v b b RAYT
YR—bENTWET, AICLINTRAT A T7YLFFv X EAEICH > TWT, Cisco SD-Access b7 Py

MIERINTWE 777Uy oA bORILFF YR ERZEFRIE. RUEETHOILFFYAMN NI 74y 0%
ZETEEXT,

RPIZ. 777 Uvos, HBRPAIETINRTOZ7 77Uy IH A4 FOAPBTEHRETETET,

ATy 7. ELBICHDEA=Za—TA42a>% 2 v LT [Provision] > [Transits] DJEIZEIR L., HEDT—
TNEa—=7A4av%& )y LET,

27w 7°2. UZXL®D[SDA] ## >~ IZ L. [More Actions] > [Edit Transit] DIEICZ U v 7 L 3,
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= ‘dul Catalyst Center Provision / SD-Access / Transits £ Q ¢ O | Q maglev

Fabric Sites Virtual Networks Transits gl B

Asof: Apr 29,2024 1221 AM &3 &

Q Search Table v
@ Create Transit More Actions ~
Transit ~ Edit Transit Type Peer BGP ASN Transit Control Plane Nodes Fabric Sites Multicast Over SD-Access Transit Transit Health Created From

=] ASR-DC Delete Transits 65530 - 1 - . N/A

(] ASR-INTERNET P 500 - 1 -- . N/A

(] C-INTERNET P 20 - 1 -- . N/A

SD-Access

@ sm (LISP Pub/Sub) il ! C - -

4 Record(s) Show Recerds: 10 v 1-4 < @ >

A7 v 7 3. [Transit Name and Type] O#&E(1CH % [Edit] #27 Vv 27 L. [Next] 227U v o7 LET,

Catalyst Center

Summary

Transit Name and Type

Transit Name = Transit Type Transit Detalls

SDA SD-Access (LISP Pub/Sub)

Transit Control Plane Nodes  Edit

27w 7" 4. [Native Multicast Over SD-Access Transit] 7 v 7Ry 7 2% F 2L THh . [Next] 27 U v
L TCRRVERET A7 —070—%%TLET,
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* Catalyst Center Edit Transits

Transit Name and Type

rovide the Transit Name, Transit Type and associated configuration attribute

TRANSITS

() Native Multicast Over SD-Access Transit

ATy 75, ELEBICHBAZ2a—TAa>% 21 v LT |[Provision] > [Fabric Sites] DIEIZZEIRL., HED
FT—7IEa—=T7A4av% 7Yy L T[Cisco-building-24] 7* X +U Yo H YUy LTH

©. [Fabric Infrastructure] X 7% U v 7 LEY,

ATy 7 6. A74 KA >~_4>T[Common_A]l %7 w7 LTHh%. [Border Node] D H % [Configure]

7w LES,
Fabric Sites | Gisco-buidling-24
Cisco-buidling-24 View Site Hi () Common_A (110.4.0.62)

Fabric Infrastructure Layer 3 Virtual Network: 9 Reachable Uptime: 145 days 2 hrs 54 mins Device Role: BORDER ROUTER

+~, For Embedded Wireless, in order to configure
~~/ configuration after the workflow steps are don:

Details Fabric Summary Advisories Field Notices Potential Field Notices

| Remove From Fabric

Fabric

Border Node
Control Plane Node Details

Capability

@ Embedded Wireless LAN Controller  Configure .:]
Multicast Rendezvous Point Enabled

© 2025 Cisco and/or its affiliates. All rights reserved.

4 Run commands

Wireless Info

Z View 360

VLAN

Last updated: 17 hours 6 minutes ago @ £ Refresh

Discovery Protocols

sTP

Cancel

VTP More
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AFw7 7. [Advancedl #27 U v 7 LT,

Catalyst Center

Fab

Cisco-buidling-24 View Site Hierarchy  Site Actions

[ Cisco-buidling-24
Common_A

Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virtual N

Layer 3 Handoff Layer 2 Handoff
(= For Embedded Wireless, in order to configure the changes done in Wit]  m——
"L after the workflow steps are done

Local Autonomous Number

e Add Transits

~ SDA ) &
Transit Control Plane Node transit-9500-8J

~ C-INTERNET [y

Gancel m

A7 v 7" 8. [Enable Multicast Over SD-Access Transit] & 7> a v &4 > (ICLTH B, [Applyl 22 U v 7 L
T7—770—%%T L, 2X7zRBHEALXT,

Catalyst Center 2 maglev

cisco

F
Cisco-buidling-24 View Site Hierarchy  Site Actions

Cisco-buidling-24
Common_A
¢ Back

Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virtual N

)+ Modify Border Priority ()
/~ For Embedded Wireless, in order to configure the changes done in Wil Border Priority
AL after the workflow steps are done. )

<

(J v Modify Border Node Affinity-1D

Affinity-ID Prime Affinity-1D Decider

AS Path Prepending ()

Number Of Prepends

O
<

<

TCP MSS Adjustment

Enable Multicast Over SD-Access Transit

Back Apply

AFwv79. Common B R—4—TCRILCATy 7#YELET,

© 2025 Cisco and/or its affiliates. All rights reserved. 166/292 ~—



777V 9 R—F—TOEEL7Z77 Yy 7t&eEDER

& 45. 777V v R —F—DEELEEFT T a v

Provision / SD-Access

Fabric Sites | Cisco-buidiing-24
Cisco-buidling-24  view Site Hierarchy ~ Site Actions Common_A
Back

Fabric Infrastructure Layer 3 Virual

Modify Border Priority
For Embedded Wireless, In order o configure the changes done In Wireless setting: Border Priority
Modify Border Node Affinity-ID
AS Path Prepending
iumbar Of Prepend!

TCP MSS Adjustment

B Enable Multicast Over SD-Access Transit

R—4 —DEFEIE

CatalystCenter IClZ. 777 Vv o Zy b7 =0 b5 74y 02T ER—K—/— KA RIRT 2HEEHNDH V)
9,

BERIERMEIZ 1 ~ 9 DEITERETEET, 1 PEBEL. 9P TRERBELAYET, R—K—DOHEINNSWIEE
FENFEFT, BRIEFEZEZELEWVEE. T 740 T, R—&—ICIZELIERE 10 HEI) B TonET, F—
X—DEBEIBAINZREINTWAEWL, FALFHR—4KX—BTRLCEE., b7 74 v 73— &—/— KB TABRDEE
nE7,

R—X—DEBELIERLIL LISP :RETHY . 777Uy I BTN, Z%Y|BETIC Day-NEFTEECTCEFET,
R—H—ICERESIN-ERIBUEIXZ. FOR—Z =NV FFT7EINDZITRTCOEELy b7 —27 BRI NE
3, CiscoSD-Access F 7>y hTT7F T U v YA FHDEEERINTWESE, FT7 74 v 75N Ry
T—UIEET B0, RHBEBHRIBALOBEVWAERR—Z —AEIREINE T,

ZOFA T avii, IBEOL AV I R—KX—DIXRCTERATEET,

7714=741D

T74=ZT714 1Dk, A—=hA v Z—2y FHFIBTERVIGEEIC, Cisco SD-Access 7> ¥y FEANL TEH)E
AJRERRHBIEVWIE—F T 74 FETR ({1 VR —% v b —ERE{FRI-T 74/ ML= ) ZFIRT D7-0121F
BEnEzd, SIMLTWEIRTO7 77Uy 744 MiE, Cisco SD-Access F 7>y FARESINTWER—
X—=TT7 74274 IDEXRETHILEN DY ET, 774/ FTlE, ZOBEIFEDICHR->TVET,
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774 =74 ID (2l Prime (X) {&E& Decider (Y) EBAEENTWET, 0~ 2147483647 O Prime & Decider
DEEZBRETETET, SMLTLWEIZR—K =IOV A FDODR—F—DT774=74 IDEEZZELIHE. XD
SO T 74 =T 4ERSFEL X T,

o HEIEYZ Prime & : abs (X-X') #BXIHI7%: Prime [BA/NE WEE, BEIBMAS LAY £9,

o AXIHI% Decider & : abs (Y-Y') 2 DDFR—K—/ — KD Prime EAR LUIHES. A—X—/ — FDOESLIBA
HRETEZRATL—H—& LT Decider BAEREINE T,

T774=7 4D, Day-NERTEETESLSPRETHY., A X—Fy Y —ERZHBEETHINTD

ICEATEEY, 774 =274 IDARESNTWDIHE, BEIRLZRET 27cHICHh—X —DEBEEIRLIAE
fEINET, ABSINT 74 2T 4 BHRLHZE. F— X —DEEIEUZERL TH—4—/ — FOEFEIBLIA R
ELET,

ZDFATYa i, ABR—K—FIIRANAR—K—TOAERATEET,

SD-Access F 7Yy FERENLAETILTF YA PO—RNARI - —RTld, WEBABIERF - (FEHICE
WCT 74274 IDARESNET, BEOVA b SA v Z—% v MNMIT 72X TEET, BEHICEDICT 714
—F4IDT AV E—3Y S5 T74v 70— R E—R—K—AFIRTEZLHICEETEET,

AS-Path 77U RV F

AS-Path 7' =¥ F#EFffIZ, "—KX—/—FLEDBGPHRETHY. ADWMZT74 v oDT7 77 )y IR—K—%&
NI B57-DI2eBGP ET7 T /NA RZT FNREZAXEINET, T 74 ETIE. ZOF T avIdENICH->T0E
¥, HEIL Day-NERATEEIN, LAVINYFATT—770—-%BLTERESN/ZTRTD eBGP &7 (7
FNRZAZXETBHEDICERETEET,

ZOFTaviE, TIRTCODEXATDOL AV I R—FX—CFERTEET,
TCP MSS %

Cisco SD-Access Tlt. TV FHRA YV M TF—XDEXIC7 77U v 2 VXLAN A 7 ILLAMEREINE T, 2DH
TEILIZE Y TTD/RTy MIZS50 N, hDF —N—~w FAEBIMNEN, 777X MeTERLABYET, Pv
YR MTU ICW G TERWERTIZ, TCP MSS AZKEEAFERAL . TCPty > a > TAAMIU ZEAL Y,

TCP MSS FAZRMEEL, 777V vy IZ—F ¥ A= b2 A4 FBLAYVYINVYRFATAVER—T 24 AT
HETEET, F— X —THEMITEE, TRTDOLAVIAVR—T A RIZZOEIAEBEEINET,

COFTavid, 3BEDL AV 3HR—X—FXNTTHEAABET. Day-NERFICEETEET,

VNO7P»h—
BIOMSRB 7> a vy THBALIZESIC. WNTVyhH—U Izl TiEEn,

e ZBVN ODHEANERE DMZ DT R T 749 08E, BEDVNDAABLIOEHT7 77V v oH A b %
?EIIE [/i_a—o

« BB T 7T )y YA FTRILY 72y b IIP 7 RLRAEEARBSLUOEHHOL £,

530010k A
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]
1. Rh—&X—/—Fé&arybra—L7L—>/—FKRld, 7rvh—YA bMIoEE/iFansr—> 3>y c2£d,

2VN . 120777y P A MIODARTH—CEFT,

3.7 h—HA bETrA—U YA FEDY—LLR TAVYLR OB—IVFIFHR— I NTULEHA,

4. Catalyst 9800 74 YL Xar to—ZF, K16 DI tA—IL FL—r /=K R7EHR-—FLTVWET
M. TUoh—HPArZERELTERVLSICLTLIEZ N,

5, BEDVNDT7»H— VN NDEEEYR—FINTVWELEA, INTVH—=UVIEEIZ. V=7 14—ILF
VN ERTY,

Dt sarTlE. 777 Yy Y%A | Cisco-building-24 (ZBEfIT SN/ IP 7 FL AT —IILEFERLTT >
$1— VN Z{ER L. Cisco-Building-9 & W5 ZEIDFID 7 77 ) v o4 A b TERTZ2AEZHBALET,

FE1, 7> 71— VN OERK

ATy 7. EEBICHDEA=Za—T1423»% 2 v LT [Provision] > [Virtual Networks] MDJIE(Z583R L .
T—7)Ea2—ICEELTH 5 [Create Layer 3 Virtual Networks] =27 U v 7 L £9,

Il Catalyst Center

Virusi Neworks  Trnsis ;

Fabric Site: &b Global

ZAFv7 2. # LU VNAnchor_ VN Z{Ep L THh 5. [Next] #2U v o LET,
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Catalyst Center

Create Layer 3 Virtual Networks

Layer 3 Virtual Networks

Provide a name for each Layer 3 Virtual Network.
Optionally, associate a Layer 3 Virtual Networ

with a vMange Service VPN

Anchor_WN

feview “

2T v 7 3. Cisco-building-24 =7 > h—H% A MIEEMITTHh S [Next] Z7 Vv o7 L, 7T—070—%5%
TLTRR7EEERALET,

= ub Catalyst Center

Create Layer 3 Virtual Networks

Fabric Sites and Fabric Zones (Optional)

ultiple Fabric Sites and Fabric Zones. They can also be assigned ta parent Fabric Sites without being assigned to a Fabric Zone within the Site. A Layer 3 Virtual Network
ric Site or Fabric Zone.

Fabric Sites
}  ~/MIDItas/Cisco-buldiing-24
Sesect Fabric Sites

Anchor_ VN G F 2811, 777Uy o7y —raBEBEMAITALWTIEE 0D,

A5 v 7 4. [Virtual Networks] 7 4 >~ F7IZEY. IrLWVN[Anchor_VN] F = v 7Ry 7 2% F 2L TH
5. [More Actions] > [Anchor to a Fabric Site] ®JEICZ YU v 7 L TR 7 %2EEL £7,
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= b Catalyst Center

cisco

Fabric Sites  Virtwal Networks  Transits - E

Fabric Site: £ Global

Layerl Anycast Gateways ~ Extranet Policies

1, Export {8
1 selected () (3) Create Layer 3 Vitual Networks  More Actions s of: Apr 29, 2024
@ Loyer 3 Virual Nework - I Anchor to a Fabric Site Anyeast Gateways Rssaclated Fabric Sites Associated Fabrie Zones Multicast-Enabled Fobric Sites
(-] Anchor_WN [] 1 [
Edit Fabric Site and Fabric Zone Assaciations

(] DEFAULT_VN o [ [

INFRA_VN 0 3 2
O VN1 4099 - 12 2 1 3

VNz_P a1 - o 1 o
) VN3S 4102 - o [ [

VN4_S 4103 -- o 0 o
8 VNS 4104 66% 4 1 1
O VN_EMP 4109 100% 2 1 1 2
O N_Guest 4108 100% 1 1 1

ecords Show Records: 10~ 1-10 [1]

ATy 7 5. ZRINTETTHE, Anchor VN I LWTF Y h—TA IV HARRINET, 74TV %27 U Yy
gL, 7A=Y A MERERRLET,

Catalyst Center

Fabric Sites Virtual Networks Transits 88 E

Fabric Site: &1 Global

[Loer s [T R——————

Ty Export {5}
0 selected () (3) Create Layer 3 Virtual Netwarks  Mare Actians As of: Apr 29, 2024 3:17 PM
Layer 3 Virtual Network = Layer 3 ¥NID Health Score Anycast Gateways Assoclated Fabric Sites Associated Fabric Zanes Muiticast-Enabled Fabric Sites
Anchor_VN 4100 - 0 1 0
Anchored e: Global/Milpitas/Cisco-buidling-2 . , .
INFRA_VN 4097 -- 10 3 2
O ww 4088 12 z 1
VNZ_P 4101 - 0 1 0
0 wNis 4102 - 0 o 0
VNa_S 4103 -- 0 o 0
O VNS 4104 66% 4 1 1
O vN_EMP 4108 100% z 1 1
O VN_Guest 4108 100% 1 1 1
10 Recora(s) Show Records: 10 % 1-10 [}

AT976. TZ—F v AT — b7 A%ERL, 7>H—VNDIP F—ILZEML T,
VNAT7YA—VNELTEEEND E, BBEMITONALZTRTDOIP =L 7 yh—8n, 7>y A—U oY A b
HoEIRLTERTEEY,

T —Fv AT bV ADFERDE T3> %S R L, Anchor VN [CH LWIZ—F v X b7 —h 7z A %1F
B L £,
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e EERBICHBAZa—T A% ) v LT [Design] > [Network Settings] DJIEIZEIR L. [IP Address
Pools] # 7% 2 1) v~ L THh . Building-24-Anchor D IP 77— L= FHLET ([FE2: 777U v 7
YA MHIP 7—ILOFH] 258) ,

= bl S s
= Uity Catalyst Center Design / Network Settings
Servers  Device Credentials  IP Address Pools  Wireless  Telemetry  Security and Trust
Find Hierarchy Catalyst Center suppons IPva and IPv6 dual-stack IP address pools. E i
Search Help
~ swonettvoe [ Pvs  ousl-stac
Globa
Australia
IP Address Pools (9) Take a Tour
Detroit
% Florida 0 Selected Reserve IP Pool More Actions As of: Apr 29, 2024 5119 PM [
Ford _
O Name - Type 1Pua Subnet Pye Usea 1Pv6 Subnet 1PVE Usea Innerited from Actions
Fremont
Milpitas
Cisco-buidiing-24 ()  Buiding-24-AR Generic 110.4.120.0/24 100%
Floar-1
[ Buliding-24-Anchor Generic 41128018 100% O
Floor-2

# Cisco-building-23

(] Building-24-Critical Generic 4.1.182.0/24 100%
e 0  Bullding-24-EN Generic 110.4.50.0/24 100%
Test

[m] Bullding-24-Emp Generlc 4.1.64.0/18 100% C

[m] Bullding-24-Guest Generic 410018 100% O

O  Bullding-24-L3 Generic 110.4.100.0/24 1% (

() Bulding-24-Lan LAN 110.4.0.0/24 8% ©

[0 Bulding-24-RP Generic 110.4.224.0/24 100% @

o« IZ—F ¥ AMT—bFT A %{ER L. Cisco-building-24 @ Anchor_VN |Z:B0L 9,

! Catalyst Center

= alm Q v
= ‘e 2 maglev

Fabric Sites  Virtual Networks  Transits & H

Fabric Site: £l Cisco-buidiing-24

1 Export &3
0 selectad () (3) Create Anycast Gateways  More Actions As of: Apr 23, 2024 521 PM
Anycast Gateways = ‘Assoclated VLAN Name Assoclated VLAN ID Assoclated Layer 3 Viriual Network Fabric Enabled Wireless Layer 2 Flooding Critical VLAN IP-Directed Broadeast TCP MSS Adjustment Security Group.
11041201 110_4_120_0-INFRA_VN 1021 INFRA_VN - - - - o
O 104501 110_a_60_0-INFRA_VN 1022 INFRA_VN - - - - o
4101 410 0-VN Guesl 1028 N Guest -- o
ol 411284 4_1_128_0-Anchor_VN 1030 Anchor_VN - -- - o
811921 CRITICAL_VLAN 1029 Anchor_yN - -- o
41641 4_1_64_0-UN_EMP 1027 UN_EMP o
& Recordis) Show Records: 10 % 1 o

Toh—Y A ~DT>H—VN T Hh—T—ILDEN

7770y o794 MIBELET, 20T Blo7 77Uy 244k Cisco-Building-9 #Ef L T/ O+t
%A L £9, Cisco-Building-9 (Clx, 2 >oOo—A) avbto—L FL—>r /—F (IP:23.3.11 LV
23.3.12) . BT v/ —F, $LP120DREZ K7 C9800 74 vVLXaryra—>hrHY £,
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ATy 7T 1. EEBICHDZA=_a—T4a>% 2 v LT [Provision] > [Fabric Sites] ®IEIZ®IRL., HLD
T—7NEa—=FA3v%27 1) v L., [Cisco- Building-9] 7 ¥ X ~U > o %& 7y o LTH
5. [Layer 3 Virtual Networks] X 7% 27 U v o L9,

A7 v 7 2. [Add Existing Layer 3 Virtual Networks] #27 U v 2 L. X714 K4 > ~_A > T [Anchor_VN] % #
VIZLT[AAd] 22V oL, 7T—o70—%2%T7 L TXRI7%=ERALET,

bl Catalyst Center Provision / SD-Access

cisco

Fabric Sites | Cisco-builaing-2

Cisco-building-9 View Site Hierarchy  Site Actions Assign one or more Layer 3 Virtual Networks to the Fabric Site.
Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virtual Networks Anycast Gateways Wireless SSIDs Authentica e

Assign one or mare Layer 3 Virnual Networks to the Fabric Site

Anchar_VN X

Selacted =Q
0 selected () (2) Create Layer 3 Virtual Networks | (5 Add Existing Layer 3 Virtual Networks [|More Actions
B Vil Network +
Layer 3 Virtusl Network = Layer 3 WNID Health Score Anycast Gateway]
@ Anchor.vN
INFRA_VN 4097 -- 2
[ DEFAULT_VN
5wl 4093 - 4
O wNZ_P
VNS 4104 B6% 2
( VN3_S
O NS
( VN_EMP

RRAIHTETT 5HE, Anchor_ VN H', 7> Hh—1t% 4 k& LT Cisco-building-24 #5457 h—TA4av &
EhicEmanEd,

!+ Catalyst Center Provision | SD-Access
Fabric Sites | Cisco-bullding-3
Cisco-building-9  view site Hierarchy ~ site Actions
Fabric Infrastructure  Layer 3 Vimual Networks  Layer 2 Virtual Networks  Anycast Gateways  Wireless SSIDs  Authentication Template  Port Assignment
1 Export &}
1 selected () (&) Create Layer 3 Viriual Networks  (3) Add Existing Layer 3 Viriual Networks  More Actions A5 of: Apr 29, 2024 5:30 PM
B Laver 3 vinual Newwork = Layer 3 vNID Haalth Score Anyeast Gatewsys Associated Fatric Zones Muticast-Ensbied Fabric Sites
B  Anchor VN 4100 - (] 0
Anchored at Fabric Site: Global/Milpitas/Cisco-buidiing-24 [ - )
O ww 2099 4 1 1
VNS 4104 66% 2
4 Rac Show Records: 10 v 1-4 )
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AFy 73 IP7RLRT—IL%EEBINL XY, [Anycast Gateways] X 7' I[CHB&) L TH 5. [Create Anycast
Gateways] =7 U v 7 L %9,

Catalyst Center

ng-9

. o
Cisco-building-9  view Sie Hierarchy ~ site Actions

Fabric Infrastructure

Layer 3 Virtual Networks

Layer 2 Virtual Networks  Anycast Gateways

0 selected|

Anycast G ‘Associsled WLAN Name Associated VLAN ID

231211 2.3_121_0-INFRA_VN 1022 INFRA_VN
2.3.60.1 2_3_60_0-INFRA_VN 1021 INFRA_VN

0 6101 6_1_0_0-VN1 1027 VN1

= 3080:1 10

~ 6104 oo

O 0801 6_1_0_0-VN5 1029 VNS

O e GRITICAL_VLAN 1052 NI
6.1.193.1 6.1_193_0-VN1 1057 NI
8.1.84.1 6_1_64_0-VN1 1025 VN1
3020::1 -1
6.1.64.1

6.1_64_0-UNS 1028 NS

3020::1 - lopea

8 Record(s)

AT v 7 4. [Anchor_VN] #3ER L £ 7,

Catalyst Center

Assoclated Layer 3 Viusl Netwark

Wireless $SIDs  Authentication Template  Port Assignment

Fabric Enabled Wirsless Layer 2 Fisoding Critical VLAN 1P-Directed Broadcast TCP MSS Adjustment

-- - 1300

Show Records:

Create Anycast Gateways

1 Export {3

34 PM

29, 2024

Security Group

Developers

BYOD

Employees

Developers

av 1-8

Layer 3 Virtual Networks

Select the Layer 3 Virtual Networks that will be configured with Anycast
Layer 2 Virtual Networks will be automatically created and associated

aways.
the Layer

il Networks.
) Search
Add Al 3 Unselected Remove Al
INFRA_VN Anchor_WN
NI
VNS
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[Anchor_VN] ICEBNITE B DIE T h—T—ILDHRTT,

Create Anycast Gateways

Configuration Attributes

Each Layer 3 Virtual Network can be assigned one or more Anycast Gateways. An

VLAN and Layer 2 Virtual Network. Each of

1P Address Pool

Review

AT v 7 5. BEEM%FD Building-24-Anchor 7 — L2 EBINL, 7—/70—%%T7TL%7T,

A7 v 7°6. Cisco-Building-9 7 77Uy Ty /—RT, BIIN/T4DODLSP Ly a3 sHER
9, B0 2 2lF Cisco-Building-9 0 —A/L O bO—JL FL—> THEIISN, &RYD 2D
l& Cisco-building-24 7> h— a>» tO— FL—> THEIEINET,

TB2-FE2#show Lisp session

Sessions for VRF default, total: 4, established: 4

Peer State Up/Down In/0ut Users
2.3.3.11:4342 Up 3d1@h 1343/5508 42
2.3.3.12:4342 Up 3d1@h 13477553 42

110.4.0.62:4342 Up eo:ee:25 bb/5 5
119.4.8.63:4342 Up 00:00:82 66/5 5

Bffifitey b MAINEYA FOT YD IC, FA—NUL =T 4T T—TLOT Yy h—HA Mdhday
bO—7L—>v/—RER—Z—/— KD loopbackQ 1 > X—7 24 X7 FL ZA~NDORERHNARIL— A H B &

EHERLET, TVvA—YAMIHBaArA—LTL—>v/—F&R—&Z—/—KFIZIE. loopback0 f >4 —7 =
ARXATRLRA Ty I~AORERNDIL—FEHY F9,

ATy 7 7. WEEINIHAbDSSIDICT > A—T7—ILEBEAEMITET,
Tyh—T—LE, WEENT-HA L VOERI ATV METAVLRIZAT Y FOMAICERTEEZT,
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ATy 78 TANLRIIZATY DT h—7—IEERT SI21E. 7~ h—7—I/LD [Configuration
Attributes] @ [Fabric-Enabled Wireless] ¥ = v 7Ry 7 X% FICL T,

Configuration Attributes

Each Layer 3 Virtual Network can be assigned one or more Anycast Gateways. An
Anycast Gateway has an associated VLAN and Layer 2 Virtual Network. Each of
these has multiple configuration parameters and attributes.

Layer 3 Virtual Network Details

Q_ search Layer 3 Virtual Network: Anchor_VN

LAYER 3 VIRTUAL NETWORKS

&h --/San J...co-building-9

ANYCAST GATEWAY
| Anchor_VN
(O IP-Directed Broadcast (O TCP MSS Adjustment
VLAN
VLAN Name VLAN ID Traffic Type
1_128_0-Anchor. 1062 ~ Security Groups v
4_1_128_0-Anchor_V 2 ODnata O Voice ity p:
LAYER 2 VIRTUAL NETWORK
Fabric-Enabled Wireless () Layer 2 Flooding (O Multiple IP-to-MAC Addresses (Wireless Bridged-Network Virtual Machine)

ATY7 9. AX=Za21—T743ViRKK>H % [Provision] > [Fabric Sites] DIEICEIRL THAEDT—7 I E 21 —7
A a>%2 1) v L, [Cisco-Building-9] 7 X rU > 2o %27 Y v LT [Wireless SSIDs] % 7
Uy LT, 7»h—7—)% SSID ASR-Guest |[CEEMITTEX RV ERBLET,

Fabric Sites / Cisco-building-8
Cisco-building-9 View Site Hierarchy  Site Actions

Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virtual Networks Anycast Gateways Wireless SSIDs Authentication Template Port Assignment
(1) In case of AlreOS and Catalyst 9800 contrallers, If there Is a change In SSID configuration under Network settings, please re-provision the device. X

(O Enable Wireless Multicast &

N
SSID Name Type Security Traffic Type Address Pool Security Group
Choose Pool Assign SGT
ASR-ENTERPRISE Enterprise 'WPAZ Enterprise Voice + Data 6.1_64_0-VN1 v Developers @ v
ASR-GUEST Guest Open Data GChoase Pool ~ Assign SGT v
Q

GRITICAL_VLAN
ECA Enterprise WPAZ Enterprise Voice + Data Assign SGT v

4008

4_1_128_0-Anchor_VN

ASR-PSK Enterprise WPA2+WPA3 Personal Voice + Data 4005 Assign SGT v

6_1_193_0-VN1

6_1_64_0-VN1
4 Record(s) Show Records: 25 v 1-4 [1]

AT v 7 10. show wireless fabric summary 2~ R%{EMH L T. Cisco-Building-9 ®7 (¥ L x>
A—Z%KRIELES, REVYFETAY 74¥LZX avbO—FiF Roarybo—L7L—>
J—FEFERLET,

o default-control-plane A — A/ 3> fA—JL 7L —>T&h ). Fabric-Enabled Wireless E{»'H
BICR>TWARIRTOA—AILET AV b (LAY 2LELA4Y73) ICL-oTHERSINET,
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> Milpitas_Cisco-bu_e087e (&, 7> /1—H 4 | Cisco-building-24 ®2> tO—IL 7L —>/—FT
T, TVvh—T—Lt oA bLEEMITONET,

katar-faniu-ewle#show wireless fabric summary

Fabric Status : Enabled

Control-plane:
IP-address Status

default-control-plane Eeiis 2fbe7f
default-control-plane .3.3. 2fbe?f
Milpitas_Clsco-bu_edd/e 4.8, b ct99d4420ccbddad
Milpitas_Cisco-bu_e@87e .4.08. cT90d4428ccb45ad

Fabric WNID Mapping:
L3-VNID IP Address Subnet Control plane name

default—control-plane

Fabric VNID Mapping:
Control plane name

default-control-plane
default-control-plane
default-control-plane
default-control-plane
default-control-plane
default-control-plane
default-control-plane
default-control-plane
dafault—rantral-nlans

Milpitas_Cisco-bu_e@87e

4008

6_1_@_8-VN5

6_1_64_@-VN1

_1_64_0-VN5S

_1_193_@-WN1

RITICAL_VLAN
_3_6@_0-INFRA_VN

I 171 _A-TNFRA VN
_1_128_@-Anchor_VN 16201

savVessseSS S

-

[
6,
C
2
?
4

257 v 7 11. ASR-Guest & L\ 5 ZEID WLAN DX T — X X% EFd 5 121E. show fabric wlan summary
avr hrzEALEYS,

katar-faniu-ewlc#show fabric wlan summ
Mumber of Fabric wlanm : 2

WLAN Profile Mame Status

17  ASR-ENTERP_Global_F_eec@5e51 ASR-ENTERPRISE
20  ASR-GUEST profile ASR-GUEST

JYUFA4HALVVLANDIZ=—F v X M5 — b7 4 DIERK

T7ANETIE, 2y F7=0 TOER 7/84 X (NAD) HEEFHD RADIUS ¥ —N\—IZEETE R WEA,

NAD ICEfEN TV BHLWEX FERIATETS, 2y FT—I~ DT /L RGRHENE A, 7V T4 HILER
SE. AAA KBURY > — F7-IFEIC 7‘)7-477JL/VLAN EHMIND T U RAIHERRAE/N 1 /X 2 #EBE 1L, RADIUS
P—N—PEATERL (X7 LTWDE) BEICKHED VLAN L TOXy b7 —0T7 02X aHALET,

NAD (&, R— MIERENTWE IV FRA Y EREEL LD ET2HE. BRI, RESNTULS RADIUS ¥ —
N=DRT—R2R%&Fzv 7 LEd, MARERLGY ——=512HNIE, NAD (FFRR FZFEETEET, 7272l

FREFHD RADIUS  —/N— DI RTHAFERRAIRETY U T 4 /1)L VLAN D EMIC A > TLWSI5EIE. NAD IF
IVRRAVIADRY VT =0T 72 R%ZFHA LT, R— b aFEERT — b DRI T —XTHBZ 7 U T 1 HILFE
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SERT—HMICLET, RADIUS Y —N—ABEEAAIREICH 7o ZIS, JUTAALTERT - DI ZA4T 2
Ay b7 =71 L TCHBRAT 208D HY £7,

BE#RIC, 7 VT 4 HILFE VLAN R — b id, RADIUS ¥ —NN—AEEREICHR > T-HE. REFADEE VLAN
BB NI 74905 AND T EICL>THEREL £ 9,

Cisco SD-Access Tlt. 7 U7 4 #/L7—2%& VLAN (Z VLAN % CRITICAL_VLAN %#{EBL T, 7T« ﬁ/b%ﬁ'—?
VLAN (Z VLAN ID 2046 @ VIOCE_VLAN AL ¥4, BEET L2 LIETEEFHA, 777U v oH A RIC
12007 )T74hHILT—XVLAN & 1207 )T 4 WILEEVLAN DA% EDHD T ENTEET, 7')7477»4
A VLAN 2046 (X, 774N TITRTOT7 77V v 7Ty PICEBHASINEEEVLAN THH Y 9, L7z > T.
JUT 4 HhILVEEVLAN ZEHRBICEERT 20EIEIHY FHA, ZNE. RCVLANAEES L7 U T4 ALE
A VLAN B — FOWEAIERBINEZ=HTT, ZHIZL Y. RADIUS H—/N—AEAETAEEH & 5 M ICEEHR A <.
BREAEN XY T —JICT7 7R TESL LS ICHY £9,

PEENFE (RSN, Zv 7 by 7HIPEEIC Tf%;béﬂfh\éﬁw)l/h?}'\/f/F’C%%ClscoSD Access
dotlx ¥/LF F XA >4 —X T, Radius U —X—" X7 L TWaiga, IPEEIZZ Y T4 HILEE VLAN %47
LTHIRMET7 7w REZHFAEIN, v 7 by 737U T4 HLT—XVLAN 2N L THIRGHE 772 X %A L
X9,

27 v 7 1. [Network Setting] 7 1 > K 7 T, Cisco-building-24 FBIC 2 DDHFHLWIP 7 FL R /=L & FH
LE,

46. BEELT—ZVLAN BIUSEVLANDI=—F ¥ R SF—bIxa4D, 7277 Vv o84 F
Cisco-building-24 TERkEh 3

= ‘iily Catalyst Center Design / Network Settings

Server Device Credentials IP Address Pools W Telemetry Secur

vvvvvvv

Sunnyv
Tast _ Bullding-24-Critical Generic 4.1.192.0/24 1%

Bullding-24-Emp Generic 4.1.84.018 100%

Bullding-24-Lan LAN 110.4.0.0/24 8%

ATy 7 2. XZa—743AvKRKZ>hHh i, [Provision] > [Virtual Networks] DJEISEIRL., B EDTF—T L
Ea—7Aav&7 vy Li@"

A7 v 7 3. [Anycast Gateways] ¥ 7% 7 U v 7 L C. [Create Anycast Gateways] %7 ) v 7 L T
[Anchor_VN] %#:3#R L £9,
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X5 w7 4. [Critical VLAN] F = v 7Ry 7 R&F LT, 2207 —IL&ZEMLET,
2T 14HIVVLAN (BFEEFE 774 v2F) . VLANZE VLANID [3Hh XX <A X TEFH A,

Create Anycast Gateways

Catalyst Center

Configuration Attributes

Each Layer 3 Virtual Network can be assigned one or mare Anycast Gateways. An

t Gateway has an associated VLAN and Layer 2 Virtual Network. Each of

these has multiple configuration parameters and attributes

Layer 3 Virtual Network Details

Search Layer 3 Viral Network:  Anchor_VN

IMilpl...o-buldling-24

&

| Anchor N i, o

! () Intra-Subnet Routing TGP MSS Adjustment

i .../San J...co-building-9
(O Ip-Directea Broadcast

‘Anchor_WN

LAN

VLAN Name Traffc Type

- y Security Groups v
VLAN 10 Data @) Voice ’ & Critical VLAN
LAYER 2 VIRTUAL NETWORK
] Fabric-Enabled Wireless Layer 2 Flooding Multiple IP-10-MAC Addresses (Wireless Bridged-Network Virual Maching)
et savea Review Back BN

JYFLANVLAN (F—%+574v27B) o VLANRBIZHREZYA X TEEHA, VLANID |IRET
%9,

Catalyst Center

Create Anycast Gateways

Configuration Attributes

Each Layer 3 Virtual Network can be assigned ane or mare Any
Anycast Gateway has an associated VLAN and Layer 2 Virtual Network. Each of

these has multiple configuration parameters and attributes

ANYCAST GATE

&h --/Milpl...o-buidling -24
1P Aggress Poal

i ted Broadcast Intra-Subnet Routing ) TCP MSS

| Anchor WN L] Bullding-24-Critical [4.1.192.0/24] -
&y --/San J...co-bullding-9
Anchor_VN
VLAN
VLAN Name VAN Trc Type
2400 Oosa (O voice ~ S°CUly Groups ¥ @ ritical VLAN

8 Auto generate VLAN name

LAYER 2 VIRTUAL NETWORK

() Multiple IP-1o-MAC Addrasses (Wireless Bridged-Network Virtual Machine)

(0 Layer 2 Flooding

([0 Fabric-Enabled W

Review Back
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ATy 75 [Next]Zz2 v L TC7—o70—%%T L. A7 zEHELET,

4.1.64.1 4_1_B4_0-VN_EMP 1027 VN_EMP -- -- 0

(FFvay) C9800 74¥LXRaAybrA—5Sn7AEY a=vs
Zo7atXiE, 777Uy o IET AL XAy bA—5& LT CI9800 T/NA RAEBIMT A EICESEAYETT
WET,

FIOE > aryTmBALEZLIIC. RZ FT7aY 0O CI9800 71 v L X2 ha—7Z Ik, Catalyst Center |
SBDRT=NWNEETSaT T VAT R—bOETENTWET, Cisco SD-Access DERTZ 77V v o7 A
YLXaAybA—FFHIFOTT 74 VL ROy brE—F & LTEMNTEXT,

C9800 74 VLRIV A —Z2EBEITEZ1-HDO—BHRRTy Iz RDEBY TF,

1. SSDTCTVAVYLR 2y b7—2 7O774L%ERKLET (74 L ZXSSIDD&EFE] #88) .
2. C9800 T NNARx#EMHBH LTI ALY 3= LET,
3. CO9800 T NARET77 TV (777 Uy otis74¥LXxarybo—3) ([ZEBMLET,

ZotvarOFIETIE Floor-1 Z &MY 57-%HIZ, C9800 74 v L X3 b A—7 % Cisco-Building-9

T 77Uy YA MITAEY 3 Z v ST AAEICOWTCEHBLET, 207 77Uy YA MZIL. Floor-2 &
BE274VLRAabO—=FDFTIZHY ET, SSID #F2>%y b T—2o 707 7ALE, T TIZBMENTWL
¥9,

© 2025 Cisco and/or its affiliates. All rights reserved. 180/292 ~—



C9800 7 /3 A X D& H

27Ty 71 EEBICHDEAZa—T7A42>%21) v LT[Tools] > [Discovery] %3&R L. A LD [Add

il
cisco

Discovery] #7 U v 27 L%,

Tools / Discovery / Dashboard
Catalyst Center

ff] Design

Policy Topology
Provision Command Runner
Type Status 1P Address/Range
License Manager
Template Hub IP Address/Range @ Completed 110.6.1.1-110.6.1.1
Workflows
Model Config Editor
IP Address/Range © Completed 110.210.243.26-110.210.243.26
Wide Area Bonjour
Platform
IP Address/Range ® Completed 110.4.0.62-110.4.0.63
Security Advisories
Activitie:
Field Notices IP Address/Range & Completed 110.4.0.62-110.4.0.63
Reports
Network Reasoner
System IP Address/Range © Completed 2.3.3.3-2.3.3.4
System
Network Bug Identifier
Explore IP Address/Range © Completed 110.210.243.25-110.210.243.25
IP Address/Range ® Completed 110.9.2.1-110.9.2.1

RATyv7 2 IPEREANLET,

Discover Devices

Bk e b

Take a tour

99+ (87 65

| 2 magev v

v

1 Export  Asof: Jun 10, 2024 12:02PM 3

Reachable Devices

Actions

Begin by naming this discovery job. Then select your preferred type of discovery. The discovered devices can be assigned to a site later in this workflow. Access Points associated with

discovered wireless controllers will be automatically added to Inventory.

Discovery Job Name*
9800 &

DISCOVERY TYPE
(O coP @ P Address Range () LLDP () GIDR

This workflow is used to discover Cisco Network Devices. Third party devices can be manually added in the inventory page.

IP ADDRESS RANGE

Starting P Address* Ending IP Address* o
110.9.2.1 110.9.2.1

PREFERRED MANAGEMENT IP ADDRESS ©

© None (O Use Loopback (If Applicable)

L ZSEATEZE A,
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A5 v 7 3. [CLI]. [SNMP]. ¥ &' [Netconf] ICHBADMELRIFERE AL, REEZ X7 5B LET,

Provide Credentials

O Global credentials are provided only for ease of use when entering credentials. At the device level, only the device-specific credentials are saved. The devi. global isn't saved.

Next, confirm the credentials that Catalyst Center uses for the devices it discovers. At least one CLI credential and one SNMP credential are required. You can have a maximum of five global credentials
and one task-specific credential for each type. Optionally, you can update SNMP properties and protocols used for CLI.

CLi (1)
If your network contains 10S XE-based wireless controllers, please enter the port that should be used for discovery and the enabling of wireless services on these controllers.Select from
SNMP v existing ports or add new ones. You can add either a job specific port or a global port.
S (] () We recommend using port number 830. Do not use standard ports like 22, 80, 8080.
SNMPv2c Write (0)
EXISTING GLOBAL NETCONF PORT
SNMPv3 (1)
830
I NETCONF (1) e
Advanced Settings v © Add NETCONF Port
HTTP(S) Read (0)
HTTP(S) Write (0)

Protocol Order

SNMP Polling Properties

RHARINT % &, [Discovery] 7«4~ KA BE £,

All Discoveries

As of: Jun 10, 2024 12:08 PM £
@ 9800 Date - Jun 10,2024 12:08 PM (1)

@ Completed  Type: Range  Retry Count: 3 Protocol Order: SSH  Total Time: O minutes 8 seconds View all details Re-discover

DEVIGE SUMMARY

1 1 0 0

Discovered  Successful  Failed Discarded

(%) Export
1P Address ~ Device Name Status 1cMP SNMP =] HTTP(s) NETGONF

110.9.2.1 eWLC-faniu-9840 L] L] (] (] S} (]

ATv7 4. [Inventory] 74> FUTHRIELES, ELBICHEA=Za—TA4A2>%%2 Y v 2 LT [Provision] >
[Inventory] ®IBEICZ VU v 7 L. T/84 XH' [Managed] A 7 —X X ->TWB T E5RERLET,

Catalyst Center Provision / Inventory

O Global All Routers  Switches  ([UARITISITTRCPRIIINNN  Access Points  Sensors Bl E @ Q
i ' 5
FILTERED BY Devices (2) Focus: Inventory v Take a tour 1 Export {5
Unassigned x Q v

0 Selected Tag (P Add Device Actions v © As of: Jun 10, 2024 1214 PM
DEVICE WORK ITEMS

O Tags Device Name = IP Address Vendor Reachability () EoX Status Manageability Compliance  (7) Site Image Version Last Updated
(O Unreachable -
® Unassigned o < eccwcO13.nis.fordcom @  110.210.243.25  Cisco ® Reachable © scan Failed © Managed @ Non-Compliant  Assign  17.3.4c 13 hours 30

(] Untagged
O Q eWLC-faniu-9840 110.9.2.1 Cisco @ Reachable A Not Scanned © Managed @ Compliant Assign 17.14.1 5 minutes ago
(0 Failed Provision

(O Non Compliant

() Outdated Software Image

ke b
1. 740V 2%5BATZE TANARELIYVRERICEDITEZ AN TEET, ERDFITIE, EEBD [Wireless
Controllers] #27 U v 7 L. Efld~A > T [Device Work ltems] > [Unassigned] ®JEIZZ YU v 7 L £9,

2. Unassigned (&, 7 /N4 AN E7ZY A MBI HTONTLWARWI EZEBRLET, BHINEZT /A XL, &H
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T—77A—RIZTTICHA MBIV EToNTWEY, £LED [Global] #7 Uy 7 LTH A MY EZXT,

YA h~DC9800 DEY HTETOEY 3=

AT 71 TRARDF v 7Ry 7 A% 4 |2 L. [Actions] > [Provision] > [Assign Device to Site] ®JIE
ICEIRL E T,

) Global Al Routers  Switches »/ Wireless Controllers JEENITECE N IICRNETHNY S 50 E ® Q

FILTERED BY Devices (2) Focus: Inventory Take a tour & Export 5%
Unassigned x Q Y
1Selected Tag (D) Add Device .7 Edit Device (3 Delete Device Actions ~ O As of: Jun 10, 2024 1:33 PM (7
DEVICE WORK ITEMS
@  Teos Device Name ~ IP Address Inventory > O eoxswews O Manageabiity (O Compliance  (3) site Image Version Last Updated
(O Unreachable -
v " Software Image > 14 nours 48 1
nassigne: - S - "
L] 9 (@] Q eccwc013.nis.ford.com (2 110.210.243.25 naged @ Non-Compliant Assign 17.3.4¢
Provision 5 Sync Details
(J Untagged Assign Device to Site
Telemetry > 1 hour 14 min
(0 Failed Provision = = Provision Device Compliant
@ o eWLC-faniu-9840 110.9.2.1 naged L] p Assign  17.14.1 .
Device Replacement >
(O Non Compliant [€ Configure WLC HA
Switch Refresh >
() Outdated Software Image Configure WLC Mobility
() No Golden Image Compliance >
Manage LED Flash Status
(0 Failed Image Prechecks More >

Factory Reset
(D Under Maintenance

1) Security Advisories
ATFw7 2. [Chooseasite] 7V v 7 LET,

Catalyst Center on / Inventory

Assign Device to Site

‘ A To provision subscriptions on devices that have not been discovered with

‘ A Some devices may have design or provision conflicts. Please go to Provis|

Serial Number Devices -
- TTM224801M9 eWLC-faniu-9840 F|Wﬂ Choose a site
\/ Global
FILTERED BY Devices (2) Focus: Inventof
Unassigned x Q

1 Selected Tag (%) Add Devic
DEVICE WORK ITEMS

[} Tags Device Nam
(J) Unreachable

Unassigned

L 9 O o eccwc013
() Untagged
() Failed Provision ] Q eWLC-fanil
() Nen Compliant <

(0 Outdated Software Image
() Ne Golden Image

(0 Falled Image Prechecks
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AF7v 7 3. ¥4 b [Cisco-Building-9] ##iR L. [Save]l] #7 Vv 7 L T7—270—%%FT7 L. EAV%E
RLET,

‘ A\ o provision subscriptions on devices that have not been discovered with

Assign Device to Site - eWLC-faniu-9840 x
‘ A Some devices may have design or provision conflicts. Please go to Provis|
O Global Q Search Hierarchy
Search Help
FILTERED BY Devices (2)  Focus: Invento o © Global
Austral
Unassigned x Q > e le
> Detroit
1Selected Tag () Add Devic
- > du Florida
DEVICE WORK ITEMS
e Tags Device Nam > d¢b Ford

(O Unreachable

> Fremont

Unassigned
e o o < ecowc0 13, PhsuiMipitas
(O Untagged v San Jose
& Gisco-building-9

(O Failed Provision e o | I > isco-building

> b Sunnyvale
(O Non Gompliant <

Test
(0 Outdated Software Image

(O No Golden Image
D Failed Image Prechecks
(O Under Maintenance

(O security Advisories

cancel m

AFyv7 4. YA L0 LB THEIE, FIOT7 ILZITBERAINET A, HAT% [Global] 55 [Cisco-Building-9]
ICZE L. [Unassigned] F = v /Ry 7 R%EFT7IZLTT/NA Z%HEZ L. [Actions] >
[Provision] > [Provision Device] DIBEIZZER L £ 9,

3 Cisco-building-9 All Routers  Switches v [OEEERCEIII)  Access Points  Sensors B0 H % | 0

DEVIGE WORK ITEMS Devices (2)  Focus: Inventory Take a tour & Export
(O Unreachable Q Y
(O Unassigned 1Selected Tag (9 Add Device 7 Edit Device {5 Delete Device Actions ~ O As of: Jun 10, 2024 1:52 PM
O untagged
a Tags Device Name ~ IP Address Vendor Inventory > oaus O Manageability (@ Compliance (1) Site Image Version Las
(O Falled Provision Software Image N .
Afe
) Non Compliant @ o eWLC-faniu-9840 110.9.2.1 Gisco - - 5 © Compliant _../San Jose/Gisco-building-9  17.14.1
Provision Syne
Assign Device to Site
() Outdated Software Image o
Katar-faniu-ewlc i felemerry ’ Provision Device @ Non-Compliant I i 2he
) Mo Golden Image @] AAA, eWLG 110.9.3.1 Gisco lon-Complian ..{Cisco-building-9/Floor-2 17.14.1 e
Device Replacement >
(O Failed image Prechecks Configure WLG HA
< Switch Refresh >
) Under Maintenance Configure WLG Mobility
Compliance >
() Security Advisories Manage LED Flash Status
More >

Factory Reset
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25 v 7 5. Floor-1 E WO EZEIDAP D754 < BEBNREFREZEIRL X,

Network Devices | Provision Devices

@ Assign Site 9 Configuration @ Feature Templates @ Advanced Configuration @ Summary

I eWLC-fanl

-9840 Serial Number Devices WLC Role Managed AP Iocation(s) ©
TTM224801M9 eWLC-faniu-9840

O Active Main WLC © Managing 1 Primary location(s)

O Anchor Select Secondary Managed AP Locations

() AP Authorization List

Rolling AP Upgrade

(O Enable 10

A7 v 7°6. [Advance SSID configurations] ##iR L CTHEZEL T (F 7> 3 v) ,

Network Devices | Provision Devices

Devices —

Advanced SSID Configuration - Feature Templates &

Select devices to fill Feature Template parameters

Q Search
Design Name = WLAN Profile Name WLAN ID SSID Description
© eWLG-faniu-9840 (1) e

I @ Advanced SSID Configuration Default Advanced SSID Design ASR-ENTERP_Global_F_eec05e51 19 ASR-ENTERPRISE - Edit View
Default Advanced SSID Design ASR-PSK_profile 20 ASR-PSK - Edit View
Default Advanced SSID Design ECA_119a9a20c0_profile 18 ECA - Edit View
Default Advanced SSID Design ASR-GUEST_profile 17 ASR-GUEST - Edit View

Showing 4 of 4
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RAT7v7 7. [Next] #2 Y v 2 L T [Advanced Configuration] (# 7> 3 >) (BT 2L, CLITV 7L —
MEBEEMITONTWDET YT L= DN ESIERRLET,

X 47. Tr7L— HEEFIFONTULBIRLY A FORIOT7(4 YL ROy FO—F0F]

Metwork Devices | Provision Devices

@ Assign Site @ Configuration @ Featurs Templates o Advanced Configuration \ 2/ Summary

. ] Provision these templates even if they have been deployed before
Devices
S t di fill
P ae @ Copy running config to startup config
), Search Export Template Parameters & Import Template Parameters ©
ip-mac-binding-variable
sow [ 0 swcces @ Faieo (R —

p-mac-binding-variable (1) ASR-PSK_profile

katar-faniu-ewl

ATy 7T 1. EEBICHDZAX=_a2—T7A42a»% 2 v % LT [Provision] > [Fabric Site] ®IEICEIRL. HLD
T—7NbEa—=T7A4a>% 7Y v LT, [Cisco-Building-9] 7 ¥ X U oI Uy I LET,

ATFy7 2. 74 LRary bA—F%E D5 7T, [Wireless LAN Controller] #&zhiZ L. [Add] %2 U v o L
TRV EERLET,

Fabric Sites | Cisco-building-§

Cisco-building-9 View Site Hierarchy ~ Site Actions ) eWLC-faniu-9840 (110.9.2.1)
Fabric Infrastructure  Layer 3 Virtual Networks  Layer 2 Virtual Networks Reachable  Uptime: 38 days 1 hr 57 mins  Device Role: ACCESS
Run Commands 7 View 360 st updated: 25 minutes ago Refresh
Detalls Fabric Advisories Configuration Power SFP Modules User Defined Fields Fleld Notices Patential Field Notices More
Fabric

@ Wireless LAN D
Controller

cance! m

EfMker b 777Uy arvibn—i FL—r 7O INICHESEHEFLE2ICE. 777Uy s
J—Rosa—nNLI—F 4T F=TNICTAVYLRAY FA—5ADEEDIL— FHFEETINEAH Y £
T, 7TA4AVLRIAYFA—=FDIPT7RLAANDIL—FE, R—F—TCT7VEZ—LARIBT—b+b7z470 a3
(IGP) IcBEHINDHh, &/ — FTHNICKEINZIHELNHY £, 74¥LX3T>¥ bA—FIE, Cisco SD-
Access A RLOC T, LISPRLOC EiERIEEMEF = v 7/ Tld, 74 VLRIV PA—FADEFEDIL— AT >
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=LA THETT, 7T4VYL XAy bO—FF, T7#4)LFL—MEATIEIETEEE A,

FIE 4, 777Uy 74 L X SSID DEE

ATy T 1. EEBICHEZAX=_a2—T7A42a»% 2 v LT [Provision] > [Fabric Site] ®IEIZEIRL. HLD
T—7lEa—=T7A4av% 7Yy LT, [Cisco-Building-9] 7 X rU o % 7Y v T L.
[Wireless SSID] 2 7% 27U w27 LT IPPFLRT = ERORIRT & 5 ICBEMITE T,
CIsco-bUITING-9  wewste ey st ctons

Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virtual Networks ~ Anycast Gateways ~ Wireless SSIDs  Authentication Template Port Assignment

O In case of AlreOS and Catalyst 9800 controllers, If there is a change in SSID configuration under Network settings, please re-provision the device. X

(O Enable Wireless Multicast O

Al
S5ID Name Type Security Traffic Type Address Pool Security Group
Choose Pool Assign SGT
ASR-ENTERPRISE Enterprise WPAZ Enterprise Voice + Data 6.1.64_0-VN1 Qv Davelopers v
Choose Pool Assign SGT
ASR-GUEST Guest Open Data 4_1_128_0-Anchor_VN & v Guest @ v
ECA Enterprise WPAZ Enterprise Voice + Data Choose Pool v Assign SGT v
Ghoose Pool
ASR-PSK Enterprise WPA2+WPA3 Personal Voice + Data 6_1_64_0-VN5 & A Assign SGT v
4 Record(s) 4005 Show Records: 25 V1 -4 (1]
6_1_193_0-VN1
6_1_64_0-VN1
Reset Deploy
4004

E 777Uy SSIDIE, LAVIIP 7—LEELAY 227 AY FABEEMITONIZRICEELET,

A5 v 7 2. [Enable Wireless Multicast] ¥ = v 7Ry 7 R%&FIZL T, 74¥LRaryra—7Tosa—nN
I RILFF v X b E— KB L Internet Group Management Protocol (IGMP) X X—E > /'%
BDZLET (BA FLALDF—N—L A TILFF v X NEREHNDETT) .
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A5 v 7 3. [Enable Wireless Multicast] ¥ = v 7Ry 7 X %&FIZL£T,

@

Information

For optimal perfermance ensure wired
multicast is also enabled
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Cisco SD-Access &~V b7 — 7 DEH

Dty avTlE. TVRKRAY MOF Y R—T 4T 777Uy oA NOEB, BENREL-77 7YY
T NA ZDRME, LU Catalyst Center Z{E8 L 724X 9 2 Day-N ERADOFIBICDOWTEHAL i?'o

AP DF v iH—F

AP X, 777Uy DRHKIET—A TS, INMLIE777 VY7 AV 73RN 0FvD—ETETH, T FRA
YhOESICT Yy Y/ = FILEREINET, ZDH. N T T4 v I RZ—=VIE—EBTT, AP E, F—/—L A
v b7 —=0%FERLTDHCP 7 FLZA%ZZEL, 7Y E—LAxy F7—0%FRLT7A4YL ROy A—-F
ICEEMITET, 74 VLXaAry ba—ZICEEMITOND E, A—N—LA XY FT=0%&NLTTAVL ROV
FO—7(2& > T Catalyst Center ICEFINET, ZOMT 74y 7 70— ZW ST 7B, 7O0—/N)L JL—
T4 T—=7) (GRT) IZHB AP Y7 Fxy bDAA—N—L A 2y b T—7ICEEMITONETS,

[FIE1:INFRALVN TOZT=Z—F v AT —bT A DEM] Tld. APODIZ—F ¥ AT —Fr Tz ADRES
ﬂfh\ij—o

it Catalyst Center Provision [ SD-Access

Fabric Sites / Gisco-buidling-24
Cisco-buidling-24 View Site Hierarchy  Site Actions
Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virtual Networks Anycast Gateways Wireless SSIDs Authentication Template Port Assignment
- s o] 5]
Q) Search Anycast Gateways ivd
0 selected () (® Create Anycast Gateways More Actions v/ As of Apr 22,2024 1111 PM -
B Anycast Gateways ~ IP Address Pool INFRA_VN Pool Type Associated VLAN Name Associated VLAN ID Associated Layer 3 Virtual Network Fabric Enabled Wireless Layer 2 Flooding Critical VLAN IP-Directed Broadcast
B 110.4.120.1 110.4.120.0/24 Fabric APs 110_4_120_0-INFRA_VN 1021 INFRA_VN
(@] 110.4.60.1 110.4.60.0/24 Extended Nodes 110_4_60_0-INFRA_VN 1022 INFRA_VN
O 4101 4.1.0.0/18 - 4_1_0_0-VN_Guest 1028 VN_Guest
O 4.1.64.1 4.1.64.0/18 - 4_1_64_0-VN_EMP 1027 VN_EMP
4 Record(s) Show Records: 10 v 1-4 < o >

i£: CatalystCenter & AP DfEl, 74 ¥ L RXaAvraO—Z& AP OEDRERREMAREZRL £,

AP R— FDEY ¥ T

ZDFIETIE, AP%CBaHmMm924 CHVR—=T 4L, BBARARTAVYL RO FA—F N+1 ET
Common-A £ £ U Common-B (Z&/0L £,

Catalyst Center IC& V). AP OB&F ViR—F 4 v /A RIBEICA Y £, FRELT > 7L — b »' [No Authentication]
ICERTEINTWBIES, Autoconf [£T /34 X% Cisco AP & L THBIT57-0IZFEAI N, EaniTy JR—
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MIELLCEEESNET, IOREET7L—F (A—=XFBEEL L) A7 O—NILIERINTWSIGBEIL, ©
FATHRAPAYR—FT AV ITHRBRETHWEY, Tyl / —FDXRA v TFR— M EEEZLBETINELNHY £7,

ATy 7. EEBICHDAZa—T4A42>%2 ) v LT [Provision] > [Fabric Site] ®JBIZ#IRL. HLD
FT—7IEa—=T7A4av% Y v L T[Cisco-building-24] 7X* X rU Yo EH T U v L.
[Port Assignment] X 7% 27U v 7 LET,

AFy72. 777Uy ITyY Switch-110-4-8 £ 4 ¥ X —7 x4 RZ DK — | [GigabitEthernet1/0/3] ®
Frv IRy I RZRDFTHITLET, X 74 A > ~A T [Access Point] &
[Authentication Template] @ % 1 7" [None] #:#IR L. [Update] =27 Vv 7 L £7,

Ports (39)
Deviee Name Tntertace Name Deseription
Switch-110-4-0-8
Switch-110-4-0-8 FortyGigabitEthernet1/1/1

Switch-110-4-0-8

Switch-110-4-0-8 GigabitEthernet1/0/1
Switch-110-4-0-8 GigabitEthernet1 /0/

@  Swich-110-4-0-8 GigabitEthernet1/0/3
Swiitch-110-4-0 GigabitEthernet1 /0/4
Switch-110-4-0-8 Gigal

Switch-110-4-0-8 GigabitEthernet1/0/6

teeh  Catalyst Center

sidling-24

Cisco-buidling-24

Fabric Infrastructure Layer 3 Virtual Networks

Ports (39)

1 port(s) selected from 1 device(s) Configure + More Actions

h 0-4-0-8 GigabitEthernet1/0/1
Switch-110-4-0-8 GigabitEthernet1/0/2
@  Swich-110-4-0-8 GigabitEthernet1/0/3
gabitEth t1
0 GigabitEthernet]
bitEthernet1 /0/6
n 4 A GiaahitF t1/1

RFy 73 (FFay) EHICR— %
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Data VLAN

Wireless SSIDs Authentication Template

Data VLAN

RELET,

Buth Connected Device Type Status. MAC Address Security
DOWN 6:9d:15:34
DOWN 6:9d
D 24:16:09:15:34
losed Authent DOWN 6:0d:15:34
= Closed Authentication - up 24:16:9d:15:34:03
= Closed Authentication DOWN 24:16:9d:15:34:04

= 6:9d:
= DOWN 9d:15:34
= DOWH ad

Configure Port Assignments

Show Ports

©) Access Point

MNone
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27y 7 4. [DeployAll %2 Uy o L, KR—FhI

' Catalyst Center

—=n
—aX

TE7valET,

Cisea-buidling-24

Cisco-buidling-24

Fabric Infrastructure

Ports (39)

ch Table

0 port(s) selected from

Davice Name

Layer 3 Virtual Networks Layer 2

0 device(s)

Switch-110-4-0-8

Switch-110-4-0-8

Switch-110-4-0-8

witch-110-4-0-8

Switch-110-4-0-8

FIE 2,

ATy 7 1.

Switch-110-4-0-8

Catalyst Center PnP 7’0+t X2k % AP

View Site Hierarchy

Site Actions

Virtual Networks Anycast Gateways Wireless SSIDs

Mﬁla e

Description

ortyGigabitEthernet1/1/2

GigabitEthernet1/0/1

GigabitEthernet1/0/

GigabitEthernet1/0/3 »

GigabitEthernat1/0/

GigabitEthernet1/

GigabitEthernet1/0/

GiaahitE thernat! /0/7

Data VLAN

Authentication Template

_0-INFRA_VI

Port Assignment

Voice VLAN

Authentication Template

= Closed Authentication

= Closed Authentication

= Closed Authentication

= Closed Authenticatio

None

= Closed Authantication

CGonnected Davice Type

Access Point

MAG Address Security Gr

CatalystCenterIP 7 7 7 U v A~ & —7 124 X IP %3 DHCP #—/Y—T AP DHCP X 10—
FDA 7 3> 43 % ACSI B 5A1D; B2;K4;1120.1.1.1;J80 THE L £, 120.1.1.1 (&, #IT

~9 &L DI Catalyst Center D IP 7 F L X T,

General | Advanced

[ |

Scope Options

Data:

Diata entry

Available Options
[ 040 NIS Domain Name
[ 041 NIS Servers
[ 042 NTP Servers

=] 043 Vendor Specific Info Embedded 44
£

Description | ~
Name of Ne
Addresses ¢
Addresses ¢

>

Binary: ASCII:

oooo
oooa
oo1o
oo1ls

35 41 31 44 3B 42 32 3B
4B 34 3B 49 31 32 30 2E EK4:I120.
31 2E 31 ZE 31 3B 44 38

30

SA1D:B2;

1.1.1:78
0

oK || Cancel Apply
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]
ATv72. AP T/1NA 2% GIN/O/3ICERLET, X=Za2—T4 3V RE>Hh i, [Provision] >
[Plug and Play] ®IEIZEIRL 9,

Provision / Network Devices { Plug and Play * Q o ® O @l oo

Last Contact State Gnboarding Progress 1P Address MAC Address Source Site Created

L L U 2.3.60.16 Network

@ Prov d 2332110 4:9F:43:0E:AC:20 Netwark Glat

L5 Net

OF c 110.4.0.66 Netwark

oF nec 110.4.0.66 Netwark

oF 110.4.0.67 Network

P4G-E or nec 110.5.60.17 - Network - Apr 10, 2024 5:25:
Apt 2 00 M Unclaimed D dy to b " 4 F Net Ag 4

Z2Fv7 3. [Unclaimed] A7 —2XATTUHLSHELWLWAP 2BDF £,
ATy T4 FHLWAPDF v IRy 7 A% F 2L, [Actions] > [Claim] DIEICEIRL £3,

Catalyst Center P / D { Plug and Play

evice status Al (e [ © o °

Devices (1)  Focus: Default
P de
ed Actions Add Devices . \ £ Refrest
e ¢ - ame Serial Number product ID Last Gontact State Onboarding Progress P Agdress MAG Address Source site Created
- 4DBF.212C FDW2142B13U AIR-AP28021-B-K9 Apr 23, 2024 1:01:37 PM Unclaimed Device is ready to be claimed. 110.4.120.8 38:0E:4D:BF:21:2C Network = Apr 23, 2024 12:59:42 PM
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1
A7y 7 5. Claim7—770—Tli, ROXE=FEHALET,
[Assign Site] : [Cisco-building-24] & [Floor-2] #ER L £ 9

[Assign Configuration] > [Radio Frequency Profile] : [Typical] &R L ¢

[Provision Templates] : 7'+ 3 ~

= lulv Catalyst Center

Assign Site

Devices (1)

Device Name Serial Number Product ID site (Recommended]

AP3BOE 4DBF.212C

i Catalyst Center

Assign 2 Provision
Configuration 3 Templat 4
quratio amplat

Configuration for device name: AP380E.4DBF.212C

) . . e FDW2142B13U

Assign Configuration broduct I AIR-AP28021-B-K9
Global/Milpitas/Cisco-buidling - 24/Floor-2

There are total of 1 devices missing required configuration. Show devices. APIBOE.4DBE.2120

A\ 77 Location will not be configured as the assigned site during the claim proce:

change I fing, go to System
RADIO FREQUENCY PROFILE
Devices (1) atde
TYPICAL
AP AUTHENTICATION TYPE:
Device Name Serial Number Product ID Assigned Site A
1 AP3B0E.4DBF.212C FOW21428130  AIR-AP28021-B-K9 GlobaliMilpit

AFv7 6. [Savel#27YUv 2 L. [Claim] VAt X257 L *T,
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AT97 7. EEBICHEAZa—TA4a>%2 Y v L. [Provision] > [Inventory] DJIEIZEIR L THERL 7,

= dule Catalyst Center

3 minutes ago
© Managed © Non-Compliant Milpitas/Cisco-buidling-24 17.14.1prd21 FCw2221L0v1

L]
<
) ° oM [ 1 F 1
Ma
° ©0 alerts = ? ° ; F B
° 9 oM (] p F U

ATy 78 HAARTAYL XY FA—7 T show ap summary 2% F%{EMA L T Common-B % iR
9,

Common_B#show ap summ
Number of APs: 1

CC = Country Code
RD = Regulatory Demain

AP Name Slots AP Model Ethernet MAC  Radio MAC

AP3BRE. 4DBF.212C AIR-AP28021-B-K9 3B@e.4dbf.212c @@5d.7315.d3ee US -B 110.4.120.8 Registered default lecation

OTT EETD AP OF v ik— K

Catalyst Center ([C&£ 2 AP *+ > R—F 4 >~ 71X CUWN OTT EBSCTHR—FrEINTHBY, ZhE777VU v AP
FUR—T 4T ERLTY, TNICIEF, AP 7—L, ERSNZ7 77V vy 7Ty TOR—-FEIYHT (A b
L NV DEFREEA 7 W5 E 1 Autoconf) . BL U PRP At AAMETY, 7272 L. FlexConnect OTT Tld, K—
FEIWETCZFETHRET HMELNDHY £7,

AP |59 27 77 ) w7 Ty PR— blE, FlexConnect VLAN b2 7 4 v 7 %R 5L 51234 T 14 7 VLAN
AERLTCEZVIR—PELTERETDHRELHY T,

REZERYT 511X, CatalystCenterCLI 7> 7L — b 2EHT 2L 28O L ET, CORFBLITEAHA
FTld, 7> 7L —MIoWTIFERY EIFTWEH A, [Cisco Catalyst Center User Guide| @ [Create

Templates to Automate Device configuration Changes] 7+ a > &R L TL7ZE Ly,

Ty 7= bOFREH :
e ap interface ! AP (CEEREN/cA X —T 24 R
e native VIAN: 7A ¥ L X3 Y bA—F~D AP 5 (ICEH SN 5 VLAN

e allowed VLAN range : 01— 71/l Flex EHICER 15 VLAN
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https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/catalyst-center/2-3-7/user_guide/b_cisco_catalyst_center_user_guide_237/b_cisco_dna_center_ug_2_3_7_chapter_01000.html
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/catalyst-center/2-3-7/user_guide/b_cisco_catalyst_center_user_guide_237/b_cisco_dna_center_ug_2_3_7_chapter_01000.html

interface $ap_interface
no switchport mode access

no marco auto processing

switchport mode trunk

switchport trunk native vlan $native_vlan
switchport trunk allowed vlan $allowed_vlan_range

W3R/ — K &R Y Y—iIR/ — FOF > F— K
AP EEERIC, TR/ — FIE7 77 v o Ty P HEIBRIOHGR/ — FICERENET, R/ —FD IP 7—ILid,
INFRA_VN [ TY,

e/ — R, RO/ — KT,

o MR/ —F

o RUI—HR/ —F

o« H7UHY FR—ZDIEIR/ — F (SBEN)
KUY =R/ —Flid. WNRDOtEF 2 ) F 4R —2YR— b T 2K/ — KT, KU P—HKk/ — K74
Z1Zl, CiscolOS XE U J —R 17.1.1s L% 31T L T % Cisco Catalyst Industrial Ethernet (IE) 3400. IE
3400H. IE9300 Heavy Duty U —X XA v F. B LU Cisco Catalyst 9000 >V —X XA v FAH Y FF, v X
AFVEILELT4 T U —=X XA v F, Cisco Catalyst 3560-CX X 1 v F. ¥ L Cisco Industrial
Ethernet 4000, 4010, 5000 >V —X XA v Fld, RU =R,/ —RFELTRET DI LI TEEFEA,
Catalyst Center (£, ¥R/ — N FE/IERY Y —R/ —REZDT v TR MY —LTNARDKR— b F v 2L %H
BMICRELES, SBENEZDT v A MY —LTNARIE, B—0YBY v /2 FRLTEREINET,
SBEN (£, IEEE 802.1x (Dot1x) % 7' v FREZEZITEY . TEAIREL & ARDEIZD H Cisco SD-Access
Iy bT—=0IlF Y R=RFEINERY =R/ —RFTNARTE, Y7V AV bR=RDIR/ — R TR, R%&EF
VR—=FTBICE, 777V Ty DF T4 =R R b a0 O—XRRIAET VL — P TERET HLE
nHYET,
SBEN # VY R—FT 4 V%Y R—b T 277y b7+ —LIZRODEEY TT,
777Uy s Ty E7IIFiaB
Cisco Catalyst 9000 > — X : Cisco I0S XE 17.7.1 LIETEIfEY 5 C9300. C9400. C9500. ¥ &£ U C9500H
AA Y TFo
SBEN

Cisco Catalyst 9000 > ) — X : Cisco IOS XE 17.7.1 LUBETEET 5 C9200. C9300. C9400, C9500. H LV}
C9500H X 1 v F,

TNA R, R —FFANR=DITA LV RETNRNARBEDTA LV R TH Y R—FEINET,
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o A /N—7HEssentials 71 VXA TEMEL TWBIHE, TNARDTA > RCEFREL, ZOT /A RUFE
DR/ —FELTHYR—FENFET,

e %A /N—7" Advantage 7 1 > X TEIMEL TWWT, T/34 Z(Z Essentials 71 > XN B 25E, TDTN
A ZIEEDYR/ — R LTH Y R—FREhET,

o A /N—7% Advantage 7 1 > X TEIEL TWT, 7/34 X(Z Advantage 7 1 > AW H BHE. TDT N

ARFRY =R/ —FE L THVYR—FEINET,

FTNAREBDOXAN=DBHY, EXAN—DITAEVALRNUADERDIGE, TRARDT A1 ZIZH

R, ZOTNA RIBEDFR/ — P& LTH VY R— RS,

ot aroFEiE, 777 Yy 7Y% A b Cisco-building-24 THOXR Y > —HLsk/ — K& SBEN O F > iR —

TA4VTEHALTVES,

E D PnP T/ REBEEIC L V. Catalyst Center TT /N1 RFREAEDEMICHRY FF, BICT D& sk —F
OFVR—T 477 AER, £721X LAN Bt 7—2 70 —0 PnP 7 /34 X/ [Plug and Play] 7 1 > K 7 T
RINDIBENDHY X7,

EEBICHEA=Za—TA4a>%2 v LT |[System] > [Settings] %3&IR L. Z£BD~<=A > T [PnP Device
Authorization] #7 U v 7 LT, Ot BMEITEMICLET,

= 'l Catalyst Center

PnP Device Authorization

FIE 1, MR/ — R 77— ILDETE

Wk — 7=k, [FIE1:INFRAVN TOT=—F v X7 —F T ADEN] THREINTLET,
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= iyl Catalyst Center

Cisco-buiding-24
Cisco-buidling-24 View Site Hierarchy ~ Site Actions

Fabric Infrastructure  Layer 3 Virtual Networks ayer 2 Virtual Networks  Anycast Gateways  Wireless SSIDs Authentication Template Port Assignment
0 1 More A
[ Anycast Gateways = P Address Pool INFRA_VN Pool Type Associated VLAN Name Associated VLAN 10 Associated Layer 3 Virual Network Fabric Enabled Wirsless Layer 2 Flooding Critical VLAN 1P-Direcied Broadcast TCP MSS Adjustment Securty Group
110.4.120. 10.4.120.0/24 Fabric APs 110_4_120_0-INFRA_VN 1021 INFRA_VN
o] 1oaso 10.4.60.0/24 Extended Nodes 110_4_60_0-INFRA_VN 22 INFRA_VN ]
[m] 101 410 1.0_0-VN t 0
1.64.1 4.1.64 1_64_0-VN_EM EN

RY Y=ok / — FOFHR—F

Cisco-buidling-24 (£, V1 FL LD I A—XFBEET7 > 7L — b AFERALET, LR/ — FEITRY >~k
J—=FREFVR—=FT BT AR —FT3R1ICR— b FrRILEFHTERELET, YA FLRNILORET V7
L — k #' [No Authentication] IZEX7E & 1 CL\ %354, Catalyst Center (77— b F ¥ XL ZBERICEKEL T,
ZDOFIEFITIE, PnP TN REARIEMICHE > TWET,

ATy 7 1. ELBICHDEA=Za—TA42a>%2 1) v LT [Provision] > [Fiber Sites] ®IEIZ:EIR L. HLED

T—7NEa—=T7A4a>% 7Y v L., [Port Assignment] ¥ 7% 7 ) v Z L T [More Actions] >
[Create Port-Channel] %3#R L £,

= il Catalyst Center

cisco

Fab Y I Network ssSSIDs  Authentication Template  Port Assignment
Ports (78)
h Ta v
v
0 portls) selectad from 0 device(s) N
Device Name Intertace Name Data VLAN Voice VLAN Authentication Template Connected Device Type Status MAC Address Security G

Switch-110-4-0-8

D Switch-110-4-0-9

AFw7T 2. ZofloT7rF7 Yy oI yYE LT [Switch-110-4-0-9] &R L £7,

A5 v 7 3. [Create a Port Channel] 7 « >~ K 7 T, [Connected Device Type] > [Extended Node] % 3R L .
[Protocol] > [Port Aggregation Protocol] %#3EIR L T, [Next] #27 U v o L %9,
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Create a Port Channel

Determine number of port channels

IMilpitas{Cisco-buidling-24 sbric Devices: 1

! TO PEN
Extended Node

& This mode does n

© Pont Aggregation Protocol (PAgP Desirable)

ATy 74 TNARETOEY a2 5IC1E R/ —RICERTH2HR—F2ERL, [Next] 27U v o
LC7—770—%%TL%T,

Create a Port Channe!

Port Channe ]

Daw
] 24:16:9:27:7¢:81 Up
16:9d 82 0
24:16:9d:27:7¢:83 Down
et1/0/4 24:16:9d:27:7c:84 Dawn
16:9d:2 0
24:16:0d:27:7¢:86 Down
24:16:90:27:7c:87 Down
3 24:16:9d: Down
24:16:9d:27:7¢:89 Down
24:16:9:27:7c:Bi Dawn

24:16:9d:27:7¢:8b

AT w7 5. CatalystCenterlP 7 77w £ > &—=7 x4 XIP %%§9 DHCP #—/X—T AP DHCP X 10—
T DA T 3 43 % ACSII {E 5A1D; B2;K4;1120.1.1.1;J80 T:XE L £9, 120.1.1.1 (&,
Catalyst Center 7 KL X (AP 7— /L LR LHRE) TT,

RTFY76. TNAREZT7 77Uy 7Ty PICERL, TV R—TAVINRTTHETRHEES, AP F >~
R—T A4V EIEERY, ERTOLROEHIEHY £ A, Catalyst Center (&, T/3N1 X% H
FMICERLT7 77Uy oA MMIA Y R—FLZET,

2797 7. [PlugandPlay] V4 > FUABLERLET, £EBICHAAZ2—TAaAv%2 0 )y LT
[Provision] > [Plug and Play] ®JEIZ:&#IR L. [Unclaimed] Z27 U v 7 L £9,
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= il Catalyst Center ! Netwo s / Plug and Play

Network Plug and Play Overview

Device § ] °
Devices (1) Defaulf to-refr
rch P
ctio id % Refrest
Device Name Serial Number Proguct I Last Gontact State Gnboarding Progress (1 1P Address MAC Address Source Site Cresten
1 i Switch FOC2527L9RG CO300X- 24HX Apr 23, 2024 10:23:48 PM Planned Device Claimed 110.4.60.5 Network Apr 23, 2024 10:17:23 PM
b o

AT978. 777Uy YA T4V RIUDLERLES, EEBICHEZIA 2 —TAavE YUY L
T [Provision] > [Fabric Sites] DJEIZEIRL., HEOT—TIE2—=TAa>% 27Uy 7 L.
[Cisco-building-24] 7¥ X U > 2% - 1) v - L T [Site Actions] > [Show Task Status] DJIE|Z
EIRLF9,

= il Catalyst Center

tes 1 Cisco-buidling-24
Cisco-buidling-24 View Site Hierarchy  Site Actions ~
Fabric Infrastructure Layer 3 Virtual Networks Lay snfigure Multica: Iways Wireless SSIDs Authentication Template Port Assignment “ s

) For Embedded Wireless, in order o configure the change

Show Task Status

<
—
s %
|

RT9 79 FVUR—TFT 4 VT OETIRNEERT 5 I21F, [Task Monitor] 2 7 A KA >~ A >, [Filter] >
[Extended Node] ®JEICZ U v 7 LT,
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duthe  Catalyst Center ) D O | Q mge v

o-bi 2

Cisco-buidling-24 View Site Hierarc Site Actior Task M
Fabric Infrastructure Layer Laye work o
For Nireless, in order to configure anges done in Wireless settings if
litch-110-4-0-9 at Cisco-buidling-24 DEPLOYED
SHOW ALL Extended Node
te Global/Milpitas/Cisco-buidling-24/Floor-2 with RF Profile TYPICAL DEPLOYED
Provisioned Unified AP(s) in Site Global/Milpitas/Cisco-buidling-24/Floor-2 with RF Profile TYPICAL OEPLOYED

« Taskid: 01 L 4 f
tart Time: Ap

DEPLOYED

Modifying Port Assignment for device(s) at Cisco-buidling-24

* Task g 062 4-202 o f1

Cisco-buidling-24 View Site Hierarchy  Site Actions Task Monitor
Fabric Infrastructure  Layer 3 Virtual Networks  Layer 2 Virtual Networks A
£ Refroch
Extended Node X
For Embedded Wireless, in order to configure the changes done in Wireless settings ir
Extended Node Task Status RUNNING
+ End Time:
Cancel

FVR—T AV IDRTT D&, T/34 ZF [Fabric Infrastructure] 2 7 ICFETEHERIN, 777 Vv 70— ILH
EX &E~x—7ffiFEanEzd,
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= Ul Catalyst Center

Cisco-buiding-24
Cisco-buidling-24

Fabric Infrastructure ayer 3 Virtual Networks Layer 2 Virtual Network Anycast Gateways Wireless SSIC Authentication Template Port Assignment u =
For Embedded Wireless, in order to configure the changes done in Wireless settings in Network Settings page, please open the Device configuration page and click "Configure’ to compiete steps of the workflow. Deploy the Fabric configuration after the workflow steps are done x
Expor
wiowe) O3
i
-
>34

&
&

R

ZF 710, BBIELCIOFIELRYEL T, S5IRY Y —IR/ — FEF 2 F— K LET. EROM
B/ — FEABICE Y K- FCEET,

SBEN OF v HR—F
SBEN O # > iR— KiZlZ, SBEN 7—/L & Cisco ISE »hETT,

FIE 1, SBEN 77— /L D%FE

INFRA_VN IZ. 1 2D AP 77— L& 1 DDME/ —F7—ILDshuxHR—FFLET, SBEN A4 R — Fd 3214,
Wk / —RK7—IL% SBEN 7 —IILFx v /X T 4 TENZTILELNH Y £T,
2Fy 71 777Uy oHYA by R balTF—% 2=y b (BPDU) H—FZEHILET,

[Authentication Template] X 7% 2 ) v & L. [Enable BPDU Guard] + 7> a > %370 74 7
IZLTHh o, [Deploy]l =2 Uy o LET,
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il
cisco

Catalyst Center

Clseo-budiing-24

Cisco-buidling-24 View Site Hierarchy  Site Actions

Select Authentication Template

p= WER/ — R 7 —UA 777y o=V THERENTWAEAIE, V—VICNLTRCFIEZRYERL ET,

AT v 7 2. [Anycast Gateways] X 7% 27 v o LEd, k77— /L% REIR L, [More Actions] >
[Edit Anycast Gateways] DJEICZ U v 7 L E 9,

Catalyst Center Provision /| SD-Access Q maglev v

alils
= ‘asco

sco-buidling-24

Cisco-buidling-24

Layer 3 Virtual Network Layer 2 Virtual Network Anycast Gateways  Wireless SSID Authentication Template  Port Assignmer
1 1 More A
a 1P AGaress Pool  Egit Anycast Gateways ated VLAN Name Assoclated VLANID  Associated Layer 3 Virtual Network Fabric Enabled Wireless Layer 2 Flooding Critical VLAN  [P-Directed Brosdcast TCP MSS Agjustment Securty Group
s 10.4.120.0/24 f Asse 1_120_0-INFRA_VN 1021
(] 110.4.60.1 110.4.60.0/24 1_60_0-INFRA_VN 1022 INFRA_VN
N
M
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A7 v 7 3. [Supplicant-Based Extended Node Onboarding] ¥ = v 7Ry 7 A% F > ICLTh b, T—07
A—z5%ETLEd,

il RS
asco Catalyst Center

Configuration Attributes

£} - /Milpi._o-buidling-24

I INFRA_VN -]

intual Network:  INFRA_VN

8 Supplicant-Based Extended Node Onboarding

Cisco ISE TOHRY ¥ —DKTFE

CiscOISE#5/%EL T, V7 b7 VU —X31LUBTEET A EAHERLET,

A7 v 7 1. Catalyst Center "> CASIEAZ%# X 7> 0 — KL ¥9, [System] > [Settings] >
[Certificate Authority] > [Download] ®IEIZZ U v 7 L E T,

“dueh Catalyst Center

Certificate Authority
O Use Cisco Catalyst Center exter EP braker

CA Management

CcA

sdn-network-infra-ca

sdn-network-infra-ca

Jul 31, 2022 5:42 AM

Jul 31, 2037 5:42 AM

ollability Enable SubCA Mode

AFv7 2. CAEIAAE% CiscoISE IC1 v R—br L £J, CiscoISE Dr—LT 4 >~ KT,
[Administration] > [System] > [Certificates] > [Trusted Certificates] > [Import] DIEICZ U v 2 L
9,

© 2025 Cisco and/or its affiliates. All rights reserved. 203/292 *—¥



ATy 7 3. AYR—k7 4> KT, [Trust for client authentication and Syslog] 7 = v 7 7Ry 7 R&# > |C
LEY,

Identity Services Engine Administration / System

J!  Bookmarks

L Dashboard
Certificate Management Edit Certificate

IOy System Certificates

Issuer

% operations Admin Gertificate Node Restart

Trusted Cerificates
* Friendly Name  Hulk-SBEN
LE 0GsP Giant rotia g

4. Administration Ceriiflcste Signing Raquesta Status (B Enabled

Certificate Periodic Check Se.

Al Work Centers Description

Coxtifisin Authocty Subject CN=sdn-network-infra-ca =2
Interactive Help Issuer CN=sdn-network-infra-ca
Valid From Sun, 31 Jul 2022 12:42:37 UTC
Valid To (Expiration) Fri, 31 Jul 2037 12:42:37 UTC
Serial Number 1B 17 E4 DS CA CD 9A 2F
Signature Algorithm SHAS12withRSA

Key Length 2048

Usage

Trusted For: (

nd Sysiog

ased admin authantication

Certificate Status Validation

ATy 7 4. RY—%FEL X, [Policy] > [Policy Elements] > [Results] > [Authorization] >
[Authorization Profiles] DNEIZZ U v 7 L. & 25 ITIRENTWBZNFND radius BHEEFER L
T3 207A77AILVERELET,

/ Policy Elements

J! Bookmarks Dictionaries Conditions Results
L) Dashboard
Authentication o §
| Context Visibility Standard Authorization Profiles
Auhorization
3 p & Restore > Policy Export Page

Operations For Policy Export go to Administration > System
X o Authorization Profilas.

Selected 0 Total 30 &
U Ppoiioy Downioadable ACLs )
- Add
L trmnme [— C Name Profile Description
A1, Work Centers O 4 Cisco ()
Pasture
[} 4 Cisco ()
Cliont Provisioning
Interactive Help () Common-site-anchor # Cisco (1)

[ ONAC_WIRELESS_AAA_POLICY 2 Cisco ()
O ecawwio £ Cisco () 5.1_0_0-VN1
O nse_onboars 4 Ciseo (1) Onboard the device with Native Supplicant Provisioning
[ Non_Cisco_IP_Phones 2 Cisco () Default Profile used for Non Clsco Phanes.
) seen-oHce 2 Cisco (7
[  SBEN_FULL_AGCESS_AUTHZ 4 Cisco (7)
[ SBEN_LIMITED_ACCESS_AUTHZ 4 Cisco ()
0O siw 2 Cisco () IPVA-YN1-SJ
O uow 2 Cisco () Default profile used for UDN
O  w-posture-redirect 4 Cisco (1) Iv - extended node test
O DenyAccess Default Profile with access type as Access-Reject

Default Profile with access Type as Access-Accept
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5 25. A7 FAILDEE

TIOERZAT 741LZID cisco-av-pair = interface-template-name

SBEN-DHCP ACCESS_ACCEPT SBEN_DHCP_ACL.in

SBEN_LIMITED_ACCESS_AUTHZ ACCESS_ACCEPT SBEN_MAB_ACL.in SWITCH_SBEN_MAB_TEMPLATE
SBEN_FULL_ACCESS_AUTHZ ACCESS_ACCEPT SWITCH_SBEN_FULL_ACCESS_TEMPLATE

RTFYT5. TNRARTAT AU T R —%F&LET, [Policy] > [Profiling] > [Profiling Policies] ®
Bz Uy o LES,

a. [Policy / Profiling] 7 « > K 7 . [Cisco-Device] : [Cisco-Switch] R > —®D %7 L L [DHCP-v-i-
vendor-class] &% 800 L % 3, [Associated COA type] > [Global Settings] DJEIZEIR L £ 7,

= il Identity Services Engine Policy / Profiling

M Bookmarks * Name Clsco-Switch Description  Generic polcy for al Gisco Switches
5 Asus-Davice
= bt [ Atie-Device Policy Enabled
! Context Visibility [ Audio-Code-Device * Minimum Certainty Factor 20 (valid Range 1 1o 65535 }

% operst [% Automated-Logic-Devict
perations * Exception Action NONE v
4 Avaya-Device

1 Policy

[ Axis-Device * Network Scan (NMAP) Action NONE v
4 Administration 1% Belkin-Device Create an Identity Group for the policy () Yes, create matching Identity Group
No, use existing Identity Group hierarchy
Al Work Centers 4 BlackBerry o ] y Group ¥
Parent Policy Gisco-Device
4 Brother-Device
|4l Canon-Device * Asscciated CoA Type Global Settings v
! Interactive Help
4 CareFusion-Alaris-Pump System Type Administrator Modified
4 Cisco-Device
Rules
[ Cisco-Access-Paint
|4 Cisco-DMP —
it Condition Cisco-IOS-NMAPOSCReck v Then Ceraimy Factor increases  ~ 10 S
[# Cisco-IP-Camera .
Il Conditian  DHCP_yv-I-vendor-ciass CONTAING_...  Then Cenainty Factor Increases 20 &
|4 Cisca-1P-Phone
N Comdition Condition Nama Expression OR
[ Clseo-Meraki-Devict
it Canditian
4 Cisco-Router
“ it Candition & DHCP:v-I-ven... CONTAIN 9200
|4 Cisco-switch
i Conditian
[4 Cisco-Tandberg-Devic
vl i
W Condition DHGP:v-I-ven.. CONTAIN 9300
[4 Cisco-Telepresence
|4 Cisco-WLG
= DHCPuv-I-ven... CONTAIN 8500
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b. [Cisco-Switch] D T2, Y7V AhY b FNL RDFHLWFRY &—%1ERK L. [CdpCachePlatform]
L OV [V-1-Vendor-Class] &4 % #AL £ 9,

FHRY —o [Minimum Certainty Factor] DEAFRER Y > —DEL Y HH W EZRER L TLZE Ly,

Identity Services En

PU Bookmarks (i) Forwarding endpoints attribute data will improve your endpoint profiling. Click here 10 learn mare and enable. x
B2 Dashboard Profiling CATEC_EN
= Profiler Policy
! Context Visibility
% Operations * Name CATIK_EN Description

|4 Belkin-Device
{ Policy |4 BlackBerry Policy Enabled

[ Brother-Device * Minimum Cert

4. Administration 30 (valid Range 1 to 65535 )

14 Canon-Device
Al Work Centers * Exception Action NONE v
|4 CareFusion-Alaris-Pump

[ Cisco-Device * Netwark Scan (NMAP) Action NONE v
Interactive Help [4 Clsco-Access-Point Greate an Identity Group for the policy @ Yes, create matching Identity Group
Clsco-DMP O No, use existing identity Group hierarchy

& Cisco-IP-Camera * Parent Policy Cisco-Switch v

% Cisco-IP-Phone

o * Associated CoA Type Global Settings v

[& Cisco-Meraki-Devics

System Type Administrator Created

|4 Cisco-Router

|4 Cisco-Switch Rules

[& CATOK_EN
|4 Glsco-Tandberg-Devie 1 Gonaion  GDP_cdpGacnePiatorm CONTAING ..  Then Certainty Factor Increases a0 @
[ Cisco-TelePresence I Condiion  DHCP_v-i-vendor-class_CONTAING_..  Then Certainty Factor Increases 30 @

[4 Cisco-WLC
[ Linksys-Device

|4 Compex-Device

4 Grestron-Device

[l Gyber-Power-System-Di

ATv7°6. 7 O—/NILRAIEE (CoA) XA T%#HRELET, CiscolISE Dik—L7 4> KT,
[Work Centers] > [Profiler Settings] ®JEIZZ 1) v 2 L. [CoA Type] T [Reauth] =R L £7,

Services Engine ‘Work Centers / Profiler

J|  Bookmarks Overview Ext Id Sources Network Devices Endpoint Classification Node Config Feeds Manual Scans Policy Elements Profiling Policies Policy Sets Troubleshoot More

¥
Dashboard Profiler Settings

Profiling

Context Visibility

Cisco Al Analyties X
% oparstions ~ Profiler Settings

1) Policy CoA Type* Reauth v

8. Administration Overlapping Classification Priority Admin First v

Work Centers Current custom SNMP community strings Prre Show

Change custom SNMP community strings

Interactive Help Confirm changed custom SNMP community strings

(] EndPoint Attribute Filter
Ancmalous Behaviour Detection

(] Anomalous Behaviour Enforcement

P catnm Attrihute for Profilinn Fnfaramant
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A7y 7 7. BERY > —%FRTEL T, [Policy] > [Policy Sets] > [Default] > [Authentication Policy] DJIE(IC
BIRLET,

a. [If User not found] 7 « — /L KDIFAE., T 7 4/ kD MAB 7K > —A [CONTINUE] (CERESNTWLD
CLEHERLET,

.5 Identity Services Engine Policy / Policy Sets
)| Bookmarks Policy Sets— Default Reset Policyset Hitcounts
2% Dashboard
Status  Palicy Set Name Description Gondhtions Allowed Pratocols | Server Sequence  Hits
! Context Visibility
A operations
©  Delaun Detaut policy set s

1 Policy
4. Administration

Authentication Policy(3)

Work Centers

Status  Rule Name Gondtions use His  Actions
Interactive Help
Options
1 At tai
[ wired_mas
was oo weas &
[ Wireless_MAB if User not found

If Process fail

b. [Policy Sets] 7V« > Ko T, B 7 U A bTNARDBIAERY) > —%FBEL. KU —Z2LETCIERL
725REL 7' 07 7 4 )L (SBEN-DHCP. SBEN_LIMITED_ACCESS_AUTHZ. SBEN_FULL_
ACCESS_AUTHZ) ICEEEffIF £,

s Identity Services Engine Policy / Policy Sets

Results
)| Bookmarks

. Status  Rule Name Conditions Profiles. Security Groups His  Actions
Dashboard

! Context Visibility o

S Radius-Called-Station-ID ENDS_WITH :ASR-GUEST
% operations

Radius-Calling-Station-ID EQUALS. 40-b-Ba-30-87-68
©  MAB(vm an printer) or rom o 5
k  Radius Calling-Station-ID EQUALS 00-ba-c1-67-B3-1C

1 Policy

4. Administration

[E) wied.as
Al Work Centers © s AND a &
S IdentityGroup Name EQUALS Endpoint Idantiy Grougs RLAN_rishchan

El  wired_so2.1x
3 Interactive Help

[] SBEN_FULL_ACCESS AND | Netwark_Acces

L CERTIFICATE Subjec

EndPoints EQUALS Ci 1 (CATIK_EN
(] SBEN_LIMITED_ACCESS AanD | Wired_MAB BEN_LIMI A 30426 {C,;_‘r’

[E]  Network_Access_Authentication_Passed

EndPoints-EndPointPolicy EQUALS Cisca-Device
[] SBEN_DHCP anp | Wired_MAB BEN. rom 75761 {g}

[F]  Network_aceess_Authentication_Passed

IdentityGroup-Name EQUALS ENpoint igentity Groups:Printer

[] printer-hydra AND MitA ] {\::

[ Wireless_MAB

L RadiusuUser-Name EQUALS 74:70:F0DAEICF
(-] ASR_MAB AND o {é‘;}

[E  wireless_mag

EQUALS RLAN
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BTUH Y bAN—2ORIRS — FOF R F

B—U Y IEGETH Y R—RFESNRY =R/ —FD 1 DIZHLWT NS REERKLET, Z0flTiE, PnP

TNARFRINBHICE > TWET,

A7y 7°1. [PlugandPlay] 7« > FUABLERLET, 7/34 RDXT—4X XA [Pending Authorization] ®
%4 . [Actions] > [Authorize] DIEICZ U v 7 L £,

EF: O RXTY 7 11E PnP T REANBEMICHE > TLWEBEICOABETT,

= il Catalyst Center / Plug and Play

cisco

> Network Plug and Play Overview

Dewice Status Al < Unclaimed (1) © crror o
Devices (1)  Focus: Default Auto-refresh: - 30 &
ed Actions Add Devices ¥ Refresh
" ame Serial Number Product ID Lest Contact state Onboseding Progress 1P Address MAC Agaress (T sauree (1 Site Created
ﬁ 1 dit 23230GNB JAD23230GNB C8200-24P Apr 24, 2024 10:41:22 AM Pending Autharization  Initialized 110.4.60.8 Network - Apr 24, 2024 12:33:33 AM
Autharize
Record o

AFw7T 2. 777Yy YA kH 5 [Show Task Status] #EHR L £7°,

Provision / SD-Access

el Catalyst Center

Fabric Sites / Cisco-buidling-24

Cisco-buidling-24 View Site Hierarchy  Site Actions ~

Fabric Infrastructure Layer 3 Virtual Networks Lay Configure Multicast 2ways Wireless SSIDs Authentication Template Port Assignment

Delete Fabric Site Take a Tour & Export

Edit Fabric Zone

Show Task Status Collapse All Custom Focus Nov 13, 2024 9:44 AM

>

v

FUR=TAVIPET L, TRNAZD 777Uy 7ICBMEINET,
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Cisca-uiding-24
Cisco-buidling-24 te Hierarchy  Site Actions
Fabric Infrastruciurs  Layer 3 Virtual Networks  Layer 2 Virtual Networks  Anycast Gateways  Wireless SSIDs  Authentication Template  Port Assignment - B
xpo
(wiceiwe C
prs
.4.’,
./ h
,/‘ b \,
\
E .u‘-E e — E o}
T = )
@ & | .
|=

iE FrR—T 4 v IRIC, H LWL SBEN 7 /34 X(L3]D SBEN T/81 RICEFINES, IhiE, 749 —
%I_V(E_u?Li‘ﬂi—g_o

G9I73AT7V b DFVHR—-F

AP ¥R/ — FICHIA T, R—FEIUHTTIE, TV RRAV MM IVIR—bETILRR—b2ZRELT S

Y—NR=TFTNA ROYBR— b ZEBEBLPERET DI EHTEET, ROFIF, 2—HY—FTN\AREBLVPT YRR

AV bh FIVFRVITTNARELT, BIRERTNARRZRA 7T L TEBROERDOR— 28R ET B2 HEERL

TWET,

ATy 7T 1. EEBICHDZA=_2—T4 2% Y v LT [Provision] > [Fabric Sites] ®IEIZ®EIRL., HLD
F—=—7NEa—=FTA2v%7 ) v LT|[Cisco-building-24] 7F¥ X bYU>o% U v 7L,

[Port Assignment] X 7% 7 U v 7 L THEBR—bDF vy IRy 7 X%F (2L, [Configure]
#7 Uy LET,
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Catalyst Center

Cisco-buidiing-24

Cisco-buidling-24 View Site Hierarchy  Site Actlons Configure Port Assignments
Show Ports
Fabric Infrastructure  Loyer 3 Virtual Networks  Layer 2 Virtual Networks  Anycast Gateways  Wireless SSIDs  Authentication Template  Port Assignment
Ports (44)
Cannected Device Type
7) Access Point
Supplicant-Based Extended Nade
3 port(s) selected from 1 device(s) ) Configure * More Actions ) Tunking
Device Name Name Description Data VLAN Volce VLAN Q User Devices and Endpoints.
SN-FOC2527L9RG TenGigabitEthern -— . VLAN Name (|

SN-FOC2527L9RG

curity Group

[w] SN-FOG2527L9RG HundredGIge1/1/1 -- -- Securlty graups are oaly 2 on Mo Auth profile

[0  SN-FOC2527L9RG HundredGIge1/1/2 - -
[u] SN-FOC2527L9RG TenGigabitEthernet]/0/2 . . .
0  SN-FOC25270L9RG TenGigabitEthernet1/0/3 - --

®@  SN-FOC2527L9RG TenGigabitEthermet1 /0/4 - =

@  SN-FOC2527L9RG TenGigabitEthernet1/0/5 - -

®@  SN-FOC2527L9RG TenGigabitEthernat1/0/6 = =

(0  SN-FOG2527L9RG TenGigabitEthernet1 /0/7

5 Recora(

Gancel

BLEREREL TH S, [Update] 22 ) v 7 LET,

il Catalyst Center Provision / SD-Access IO maglev

Sites / Clsco-puiding-24

Cisco-buidling-24 View Site Hierarchy  Site Actions Configure Port Assignments
Show Ports.

Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virual Networks Anycast Gatewsys Wireless SSIDs Authentication Tempiate Port Assignment

Ports (44)

connectad Device Type

Access Point

) Supplicant-Based Extended Node

3 portis) selecied from 1 device(s) Configure + More Actions Trunking Device
Device Name Intertace Name Deseription Daa VLAN Voice VLAN © User Devices and Endpoints
VLAN Name (Data)
SN-FOC2527L9RG enGigabitEthernet1 0/ 4_1_64_0-VN_EMP ®
SN-FOC2527L9RG 001 - -
Developers
SN-FOC2527L9RG HundredGIgE1/1/1 - - ocurlty groups n No Auth
VLAN Nan
SN-FOC2527L9RG HundredGIgE1/1/2
SN-FOC2527L9RG TenGigabitEthernet1/0/2
SN-FOC2527L9RG TenGlgabitEthemet 1/
@  SN-FOC2527L9RG TenGigabitEthernet1/0/4 = =
@  SN-FOC2527L9RG TenGlgabitEthernet1/0/5 - -
@  SN-FOC2527L9RG TenGigaitEthernet1/0/6 = =
. SN-FOC2527L9RG TenGigabitEthernet1/0/7 - -
s Recora(s)

ATv7 3. [Deploy All] I, 7REY 3=V IHRELR WOHDEELNHZ I EaRmd Py hTY—71F
Tanxd, REFOEELNHZYEBER—FICH, Py bAY—I TS d,
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il Catalyst Center

i Sites  Cisco-buiding-24
Cisco-buidling-24

Fabric Infrastructure

Ports (44)

0 port{s) selected from 0 device(s) (-

View Site Hierarchy

Layer 3 Virtual Networks

Site Actions

Layer 2 Virtual Netwarks

Deploy All « | Mare Actions

ycast Gatewsys  Wireless SSIDs

ion | SD-Access

Authentication Templata

Port Assignment

A of: Apr 29,

magley

Device Name T Description Data VLAN Voice VLAN Autmentication Tempiate Connectea Device Type Staws MAG Agaress Secunty Gro
SN-FOC2527L9RG HundredGigE1/1/1 Ciosed Authentication DOWN 74:ad:98:30:8c:28
SN-FOC2527L9RG HundredGigE1/1/2 Closed Authentication DOWN 74:ad:98:30:Bc aa
SN-FOC2527L9RG TenGigabitEthernet1/0/2 = Closed Authentication DOWN :ad:98:30:8¢:82
SN-FOC2527L9RG TenGigabitEthernet1/0/3 Closed Authentication DOWN 74:ad:98:30:8c:83
SN-FOC2527L9RG TenGigabitEthernat] /0/4 » User 4_1_64_0-VN_EMP - None User Devices and Endpoinis DOWN 74:2d:98:30:6c:84  Developer:
SN-FOC2527L9RG TenGigabitEthernat1 /0/5 » User 4_1_64_0-VN_EMP - None User Devices and Endpoinis DOWN 74:ad:98:30:6c:85  Developer:
SN-FOC2527L9RG TenGigabitEthernet1/0/6 » User 4_1_64_0-VN_EMP - None User Devices and Endpoints DOWN 74:a0:98:30:8¢:86  Developer
SN-FOC2527L9RG - - Closed Auth - DOWN 74:ad:98:30:8c:87 -

O SN-FOG2527L9RG - Closed Auth COWN 74:a0:98:30:8¢:88

0 SN-FOC2527L9RG = = = Closed Authentication - DOWN 74:ad:98:30:8c:89 -

ecarals)

Show Recards:

v 1-s °

ATy 74 BlEHEEMBOR—bEFIVFVITFNRARELTEHRELTH S, [Update] 22 ) v o LT,

Catalyst Center

Fabric

Cisco-buidling-24

es | Clsco-Duidiing-24

Fabric Infrastructure

Ports (44)

2 pont(s) selec

d from 1 device(s)

w Site Hierarchy

Layer 3 Virtual Networks

Site Actions

Layer 2 Virtual Netwerks

Deploy All = More Actior

Anycast Gateways  Wireless SSIDs

Authentication Template Port Assignment

Configure Port Assignments

Show Ports

Connected Device Type

Access Point
Supplicant-Based

© Trunking Device

User Devices and Endpoints

Device N Intertacs Name Descriptian Dats VLAN Volee VLAN
SN-FOC2527L9RG thernet1/0/11 N B ption
Server

SN-FOC2527L8RG HundredGIgE1/1/1 - -

SN-FOC2527L9RG HundredGIgE1/1/2 - -

SN-FOC2527L9RG TenGigabitEthernet /0/2 - -

SN-FOC2527L9RG TenGigabitEthernet /0/3 - -

SN-FOC2527L9RG TenGigabltEthernet1/0/4 = User 4_1_64_0-VN_EMP e

SN-FOC2527L9RG TenGigabitEthernet /0/5 « User 4_1_64_0-VN_EMP -

SN-FOC2527L9RG TenGlgabltEthernet1 0/ » user 4_1_64_0-VN_EMP --

SN-FOG2527L9RG

SN-FOC2527L9RG

SN-FOG2527L9RG

5 Record

TenGigabitEtharnet1/0/7

TenGigabitEtharnet/0/8

TenGigabitEthernet1/0/9

nded Node

2Tv 7 5. [DeployAlll] #7 Uy LT, TRARICEEERLET,
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:  Catalyst Center Provision [/ SD-Access

s | Cisco-buiding-24

Cisco-buidling-24

View Site Hierarchy  Site Actions

Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virual Netwarks. Anycast Gateways Wireless SSIDs Authentication Template Port Assignment

Ports (44)

0 port(s) selected from 0 device(s) Deploy All + Mare Actions - As of: Apr 29, 2028 718 M
Device Name Interface Name Description Data VLAN Voice VLAN Authentication Template Connected Device Type Status MAG Address Security €

( SN-FOC2527L9RG HundredGigE1/1/1 = Closed Authentication - DOWN 74:0:98:30:8¢:28

O SN-FOC2527L9RG HundredGigE1/1/2 = Closed Authentication - DOWN 74:ad:98:30:8c:2a

( SN-FOG2527L9RG TenGigabitEthernet1/0/2 = Closed Authentication DOWN 74:a0:98:30:8¢:82

C SN-FOC2527L9RG TenGigabitEtheret1 /0/3 - - Closed Authentication - DOWN 74:a0:98:30:8¢:83

0 SN-FOG2527L9RG TenGigabitEthernet1 /0/4 « User 4_1_64_0-VN_EMP - Mone User Devices and Endpaints DOWN 74:00:98:30:8c:84  Develop

( SN-FOC2527L9RG TenGigabltEthernet1 /0/5 user 4_1_84_0-VN_EMP -- Nane User Devices and Endpoints DOWN 74:20:98:30:86:85  Develop

a SN-FOC2527L9RG TenGigabitEthernet1 /0/6 + User 4_1_64_0-VN_EMP - Nane User Devices and Endpaints DOWN 74:ad:98:30:8c:86  Develop

( SN-FOC2527L9RG TenGigabiEthernet1 /0/7 « Server Trunking Device DOWN 74:90:98:30:8¢:87

0 SN-FOC2527L9RG TenGigabitEthernet1 /0/6 = Server Trunking Device DOWN 74:ad:98:30:8¢:88

( SN-FOG2527L9RG TenGigabitEthernet1/0/9 = Closed Authentication DOWN 74:a0:98:30:8¢:89

AT 7T 6. TRARTI AT MEBREERLET,
RAME, TvY/—FFEEIZPEN /= FIZERINET, RIATH Y R—FINTWLWBIHEIL

show access-session interface xx detail A YV F%Tﬁﬁﬁ LF¥d,

Interface:

IIF-ID:

MAC Address:

IPve Address:

IPv4 Address:
User-MName:
Device-type:
Device-name:

VRF:

Status:

Domain:

Oper host mode:
Oper control dir:
Session timeout:
Acct update timeout:
Common Session ID:
Acct Session ID:
Handle:

Current Policy:

Local Policies:

Server Policies:
Vlan Group:
SGT Value:

Method status list:
Method
dotlx

GigabitEthernetl/e/17

@x1475166D

T6b3.c249.010@

Unknown

4.1.64.18@

common

Un-Classified Device

Unknown Device

VN_EMP

Authorized

DATA

multi-auth

both

NSA

1728005 (local), Remaining: 1517@4s
a70ee46ER0005D67D1R4EAZE

axeeeasdla

@x97eeedzb
PMAP_DefaultWiredDot1xClosedAuth_1X_MAB

Vlian: 127
[

State
Authec Success

TAXYLROAY FA=FTTANLRIZA TV 2RI I2HENHY £9, show wireless client
summary ¥ ¥ FZERAL £,
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katar-faniu-ewlc#show wireless client summ
Number of Clients: 1

MAC Address AP Name Type ID State Protocol Method Role
782b.469b.429@ AP7@7D.B9B4.B5A6 1llac Dotlx Local

Number of Excluded Clients: @

F7-. show wireless client mac-address xx detail ¥V ]‘Efﬁﬁﬁ LT, gi%ﬁﬂ%ﬁ%?gbi—g—o

] 48. YUETONEHAB (BRISTED1D)

katar-faniu-ewlc#show wireless client mac-address 782b.469b.4298 detail

Client MAC Address : 782b.469b.4298

Client MAC Type : Universally Administered Address

Client DUID: NA

Client IPv4 Address : 6.1.64.12

Client IPve Addresses : feB@::268a:bbea:b@4c:6bd2
3020::1756:9007: Bed6: beas

Client Username : lily

AP MAC Address : 6cb2.aedc.1948

AP Name: AP7@7D.B9B4.B5A6

AP slot : 1

Client State : Associated

Policy Profile : ASR-ENTERP_Global_F_eec@5e51

Flex Profile : default-flex—profile

Wireless LAN Id: 17

WLAN Profile Mame: ASR-ENTERP_Global_F_eec@SeSl

Wireless LAN Network Mame (SSID): ASR-ENTERPRISE

BSSID : 6cb2.aedc.19%4e

Connected For : 39 seconds

Protocol : BB2.1lac

Channel : 184

Client IIF-ID : @xale@eeel

Association Id : 1

Authentication Algorithm : Open System

Idle state timeout : N/A

Re-Authentication Timeout : B648@ sec (Remaining time: B6362 sec)

777 Yy IBEEDEE

I-—F v RN =Tz AT 77V IR—E—=TOHLWT 77Uy 7EEOBML. Y1 L RILOFRIET
YTL—=bDERE, 777V YA PADIZ—F Y AT =T A DB, K=Y ETORT, 777
Yw 7 SSID DEEF/-ILBINARE, BHEDTZ 77V v 7i#1ElZ, Cisco SD-Access 7—7 7 A—THFAIINTWL
F9, BE. EEAAELAKIELBMEIX. GUI T/ L —RRINET, 7L ROBEFHFTINET A,

o« 777Uy O —I)LDZEE

TNRAZDTZ7 77 )y 7 A—ILEZZEETBICIE. FTIOTAAREZ777) v ohodBRL, HFLuwa—iL
#ERALTBEEBNT2HELHY F7,

o Cisco SD-Access %1 7DZEHE :

777Uy Y%A A LISP Pub/Sub ¥ 7-1% LISP/BGP & L TERESNTWLWBIEA,. LISP/BGP % 7 1%
LISP Pub/Sub ~OZE B FHR— b INTWELTA, 777Uy oA batltTL. 777U v 7 % HBiE
N

o« 777UV ITNRARDBDOY A F~DBE) :
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TNWNAZDY A MITOEY a3 Zv7ENTVWBEHE, IOV A MIEETEZIEIETEEFEA, 777Uy
THAREA VR FMYUDSTNAZEZHIBRL, TNNARXAEZFEMEFALAEEREL T, LW A M7 oE
JazZvoLES,

e W7 H—0D%KFE :
FERFOVN 27> H—F 323 TEEFFA, TIRTCOIZ—F Vv A — bz A%HIBRL, 777Uy
7 =i VN OBERMITE#ERLT, 7vHh—VNELTERELET,
o« 77Uy —vDEHL
T7 7V IS =TT A THRIYIPTNARELIZ—F v A T — b7 2 A PEEMITONTWVDIE
G777V = EENCTHIEETEEEA, V=D oI RTOTy PZEHIBRL, wILFF¥
2D EFEETHHEEIEFEBRL, TZ2—F v XM= F A ZHIBRLTAS, 777Uy o — v EEMHIC
LEJ,
IDEIaryDTARRATIE, TZ—F ¥R — b7 oA EHFRENTZT A FLRIVDOBIEDEE(CDWTERHA
LET,

I-—F%+vRAMNSF—FI7 M DEH

ATy 7T 1. EEBICHEZA=2—T742%2 v 2 LT [Provision] > [Fabric Sites] DIEIZEIRL. LD
T—7IEa—=T7A4av% 7Y v L T[Cisco-building-24] 7* X bU > IH T U v T L,
[Anycast Gateways] X 7% 7 U v 7 LTERDOT—LDOF v IRy 0 R aFIZLET,

27w 7" 2. [More Actions] > [Edit Anycast Gateways] #:#iR L £ 7,

411281 4_1_128_0-Anchor_VN 1030 Anchor_VN -- - - 0

41193 VOICE_VLAN 2046 Anchor_VN

4161
a ! P ) y = =
B oco00:208:0 -1-64_0-VN_EMI 027 VN_EMP .
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INFRA_VN (13 AP 7' —IL EHsR/ — R 77— V) . [TCP MSS Adjustment] O AZERJBETT,

‘tsen’  Catalyst Center

Create Anycast Gateways

Configuration Attributes

> assigned one or more Anycast Gateways. An
VLAN and Layer 2 Virtual Network. Each of
s multiple configuration parameters and attributes

Virtual Network

v has an assol

Layer 3 Virtual Network Details

S8aIch ayer 3 Virtual Network INFRA_VN
LAYER 3 VIRTY
&R -IMilpi._.o-buldling-24
ANY
INFRA_VN (]
VN_EMP [ ]
(0 TCP MSS Adjustment
VL
AN N

£] Exit

Bifitevb: [FIEI: H7UHY FR—XDIKR/ — FDFVR—F] £33
/J—FK7—)L%SBEN 7—ILICEETEZ£Y,

YTEBALEL SIS, ok

HREZ<Z—VN D55, VLAN %, VLANID, 2 YT 4 HILVLAN FEETE £EA,

i Catalyst Center

Create Anycast Gateways

Configuration Attributes

Each Layer 3 Virtual Network

e assigned one or more Anycast Gateways. An
VLAN and Layer 2 Virtual Network. Each of
ramaters and attributes.

Anycast Gateway has an
these has multiple configurat

Layer 3 Virtual Network Details
Search Layer 3 Vir

ual Network:  VN_EMP

T, .../MIpl...o-buldling-24

INFRA_VN ®
| WN_EMP [
|P-Directed Broadcast ] TCP MSS Adjustmant
an
VLA N WA e Tye
Security Groups
© Dats Volca ¥
LAYER 2 VIRTUAL NETWORK

@ Fabric-Enabled Wireless (@ Layer 2 Flooding () Multiple IP-10-MAC Addresses (Wireless Bridged-Network Virtual Machine

feview “
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PA FLRVBEDEE
-U-/f |‘|/’\)|/®ubu l_it/ﬁ:%,c\gi—a_ $ﬁLL\ubuET/7I/—|\;§E N /—J—'—'}\EEUUéT }Eﬁ\fé\b\—g—/\*T@
Catalyst Center BN RT7 /AR — My adsnEd,

AFy 7 1. ELBICHEA=Za—T74A42»%2 1) v LT [Provision] > [Fabric Sites] ®IEIZEIR L. HLD
T—7NEa—=T7A4a>% Y v L T[Cisco-building-24] 7* X bU Yo% T U v T L,
[Authentication Template] X 7% 2 U v 7 L7,

ATyv7 2. HLLEBRET 7L —b%ERL. [Deployl 27U v 27 LET,

Provision | SD-Access

Select Authentication Template

Low Impact

iE:  SBEN 7Y—IAREINTWBEHE, BT 7L — k% [Closed Authentication] /' 53 DEREET > 7 L —
b £7-13 [Enable BPDU Guard] ICZE T2 Z & IETEEFH A, §3TD SBEN / — F%#HIB L. SBEN 7' — /L % £
sicLTh o, BETY7TL—FEBPDUH—FDREEZEEL £,

NF—YR—FDfER
Catalyst Center |&. A ML ~NJL T Day-N DZEEZEAT 27-DD/NNF—HR—bHEMHEL £9, Day-NERIC
id. ROHLDOPEFENFET,

e IPVA T RFLRAT—ILDIPVA BELUIPVE T 2T ILARY 7 T —IADBIT
e DHCH #—/\—&¢ DNSIP 7 KL X DFEH
e HILWIA VY H—FRELIFRR Y 7 X /N—D8M

IPVA 7 RFLRT—IVDF 2T VAR 7T —NADBIT

o7 nERHFL IPvd 7 7 A 7~ k7 —)L Building-24-Emp % Cisco-building-24 7 12 7V X Xy 77—l
BTS2 AEERLTVLET,

A7y 71 EEBICHEA=2—TA43a>»% 2 Y v 2 LT [Design] > [Networking Setting] DJIEIZEIR L .
[IP Address Pools] X 7% 27U v o7 LET,

© 2025 Cisco and/or its affiliates. All rights reserved. 216/292 ~—



27 v 7 2. [Global] "% [Cisco-Buidling-24] (Ct]1 ) &z £ 3, [Building-24-Emp] F = v 7Ry 7 R%&F >
[Z L T. [More Actions] > [Edit] ®IEIZEIRL 5,

Catalyst Center Design |/ Network Settings
Servers Jevice Credentials  IP Address Pools  Wireless  Telemetry  Security and Trust
Search Help
X sunarTyor [EI Pvs ove-stack
Global
Australia
IP Address Pools (10) Take a Tour
Detrait
Florida iSelected  Reserve IPPool  More Actions As of: Apr 25, 2024 11:08 PM
Ford
-] Nama = Eait IPwd Subnet IPvé Used (1) IPv8 Subnet 1Pv6 Used Inherited from Actions
Fremont
Milpitas Release
& Cisco-buldling-24 (J  Buidiing-2a-Gritical-Vocie 4.1.193.0/24 100%
£ Cisco-building-23
San Jose (@] Bullding-24-AP 110.4.120.0/24 00%
Sunnyvale O Bullding-24-Anchor Generic 41.128.0/18 00%
Test
a Bullding-24-Critical Generic 4.1.192.0/24 100%
(@] Bullding-24-EN Generic 110.4.60.0/24 00%
@&  suiding-24-Emp Generic 4.1.64.0/18 100% ©
(J  Buiding-24-Guest Generic 4.1.0.018 100%
(@] Building-24-L3 Generic 110.4.100.0/24 %
(J  Buiding-2a-Lan LAN 110.4.0.0/24 8%
O  Bullding-24-RP Generic 110.4.224.0/24 100%

2797 3. [IPv6] F = v 7Ry 7 2%# (2L T, [Global Pool]. [Prefix Length]. [IPv6 subnet]. &}
[Gateway] 7 1 — /L FIZRERIEHREZ AL, [Save] &7 Vv o LET,

Catalyst Center Design |/ Network Settings 2 O ® maglev
Servers  Device Credentials P Address Pools  Wireless  Telemetry  Security and Trust :
Edit IP Pool
Dual-Stack
Find Hierarchy Catalyst Center supports IPv4 and IPv6 dual-stack IP address pools
Seareh Halp P Address Pool Name®
sunectype [ e Duai-stac Bullding-24-Emp
Globa
Australia
IP Address Pools (10)
Detroit
Florida 1Selecied  Reserve IP Pool  More Actions
1P Address Space
Ford
8  Neme- Type v Subnet
Fremont
Milpitas
uidling-24 O Buldiing-24-Gritical-Vocle  Generlc 4.1.193.0/24 1Pv4 1Pv6
. Glozal Pacl*
0-bullding-23 B 2060::/48 (Cisca-Clients-V6)
O Building-24-AP Generic 110.4.120.0/2:
San Jose
ENaae Bullding-24-Anchor Generic 4.1.128.0118 Prefix length / Number of IP Addresses
Test Pud Supnet © Prefix length Number of IP Addresses
Bullding-24-Gritical Generlc £1.192.0/24 Prefix length”
164
Bullding-24-EN Generic 110.4.60.0/24 | Gateway
41,64
1Pv6 Subnet
24-Emi DHCP Serverls
] Buliding-24-Emp Generic 4.1.64.018 2060:0:0:2061:
10.10.2.1
Example - 20010681234
O Building-24-Guest Generic 4.1.0.018
Gateway
Bullding-24-L3 Generic 110.4.100.0/24 DNS Server(s) 2080:0:0:2081:1
O Buliding-2a-Lan LaN 110.4.0.0/28
DHCP Server(s
O Building-24-RP Generic 110.4.224.0/24
)

4. EEBICH B AZa—T7 422 % 2 Y v 2 LT [Provision] > [Fabric Sites] ®JEIZHEIRL., HLD
T—7NEa—=TFTA3v%7 1) v LT][Cisco-building-24] 7F¥F X bU > % U v L,
[Fabric Infrastructure] X 7% 2 U v o L9,
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X 49. 777V I NF—REROBPRE

Al Catalyst Center Provision | SD-Access

cIsco

Fabric Sites | Cisco-buldling-24

Cisco-buidling-24 View Site Hierarchy  Site Actions

Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virtual Networks Anycast Gateways Wireless SSIDs Authentication Template Part Assignment =

A\ ©One (1) Warning Alert and One (1) Information Alert on this page. Collapse to hide.

Jo One (1) Warning Alert

‘You modified the IP posis used by ihis Fabrie; the Fabric is new out of date. To update, click Reconfigure Fabric. The tme It takes to update the Fabric depends on the number of devices.

For Emberded Wireless, in order to configure the changes done in Wireless settings in Metwork Settings page, please open the Device configuration page and click ‘Configure’ 1o complate steps cf the workflaw. Depioy the Fabric configuration after the warkliow steps are tone

Take & Tour Export

Custom Focus Apr 29, 2024 1117 PM

Cancel

AT v 7 5. /N}—d [Reconfigure Fabric] #2 Jwv Z L. [Deployl#27 VU v LEd,

i
1. [Reconfigure Fabric] N\ F —AFRRENb &, ZOHYA FTOITRTOTZ7 77Uy 7RENA7 Oy 7INET,

2. 777U o) —=vhBHY, IPTRLAT—LULAY—vTERENTWEHBE, YA &YV —vOlAICNF—
NRREINET,

AT v 7 6. [Anycast Gateway] X 7% 7 Uy o LET, T—NETaTILRRy 7T —=ILIZEBRINET,

= b Catalyst Center Provision / SD-Access

Fabric Sites | Cisca-Duiging-24

Cisco-buidling-24 View Site Hierarchy  Site Actions

Fabric Infrastructure  Layer 3 Virual Networks  Layer Z Virtual Networks  Anycast Gateways  Wireless SSIDs  Authentication Template  Port Assignment
Ty Export {g}
0 selected () (3) Create Anycast Gateways  More Actions s of: Apr 29, 2024 11:24 PM
Anyeast Gateways = Assaciated VLAN Name Assoclated VLAN ID Assoclated Layer 3 Virtual Network Fabric Enabled Wireless Layer 2 Flooding Critieal VLAN IP-Directed Broadcast TCP MSS Adjustment Security Group
110.4.120.1 110_4_120_0-INFRA_VN 1021 INFRA_VN -- - - - 0
110.4.60.1 110_4_60_0-INFRA_VN 1022 INFRA_VN 0
2.1.0.1 4_1_0_0-VN_Guest 1028 VN_Guest - o
O anaz8a 4_1_128_0-Anchor_VN 1030 Anchor_VN - - . o
4.1.192.1 CRITICAL_VLAN 2400 Anchor_VN o
O 411931 VOICE_VLAN 2046 Anchor_VN - - . 0
416 4_1_64_0-VN_EMP 1027 VN_EMP - -- o
2060:0:0:2061::1 . - -

Record Show Resords: 10 v 1-7 )
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IP7 FLRZ7—I)VA®D DHCP %713 DNS ¥ —/"—DE#H
IP 7 KL 27 —)Lo DHCP #7:1% DNS #%#¥ % &, RILBRENF—»ERINET,

ATy 7. EERBICHDAZa—TA422>% 2 1) v LT [Design] > [Networking Setting] DJIEIZ38R L .
[IP Address Pools] 2 7% 27 U v o LET,

27 v 7 2. [Global] % [Cisco-Buidling-24] (2t Y &z £ 9, [Building 24-Emp] F = v 7Ry 7 R&H v
(2 L T [More Actions] > [Edit] ®DJEIZ:&3IR L. [DHCP Server(s)] % BE&E{fF. [Save]l 27 U v &
LET,

Design / Network Settings

Servers Device Credentials IP Address Pools Wireless Telemetry Security and Trust .
Y Edit IP Pool
Fing stack IP address pools.
Bullding-24-Emp
IP Address Pools (10)
Detroi it
Ford
-] Name ~ Type 1Pud Subnet P Address Space
o
G
I Buldling - 24-Critical-Vocie Generic 4.1.193.0/24
Building-24-Anchor Genaric 4.1.128.0/18
o Buliding-24-Critical Generic 4.1.192.0/24
st Bullding-24-EN Generic 110.4.60.0/24
Bullding-24-Emp Generic 4.1.64.0118 4.1.64.1
Bullding-24-L3 Generic 110.4.100.0/2
DNS Server(s) “  DNS Server(s]
Building-24-RP Genaric 110.4.224.0/24 8 SLAAC Support

ATFw 7 3. EERBICHDZX=_a—T7A4a%2 Y v LT [Provision] > [Fabric Sites] ®IEIZEEIRL., ELD
T—7NEa—=TFTA3v%7 1) v LT][Cisco-building-24] ¥ X~ > o7& 7 v L.
[Fabric Infrastructure] % 7% 27 U v 7 L9,
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Provision |/ SD-Access

ies | Cisco-buldling-24

Cisco-buidling-24 View Site Hierarchy  Site Actions

Fabric Infrastructure Layer 3 Virual Ne Layer 2 Virtual Networks Anycast Gateways Wireless SSIDs Authentication Template Part Assignment =

lert on this page. Collapse to hide.

. I SR
B .
Take a T Export
~ e e
é/i:(»mm

AT v 7 4. /N —d [Reconfigure Fabric] #2 Jwv Z L. [Deployl#27 VU v LEd,

HLOWSGAYH—FD777 )y oIy I~DEM

TV 0Ty T NARERIEER — FICH LW A A= FEREFHLVWRR Yy I XAV NR—%BINT 5 &,
ZOHLWTIA VA= RELIFZIRAZ Yy A VN=ZIET VAR =b~NDY A FLRILOFRIT > 7L — MMIBERE
NEtA (WA FLRLDEEET > 7L — FDEREHD [None] 2B ITRTDIHBE) , M4A8ITRT LIS, NF—
FEALT. HILWIA VA= RELIEFLLWAR Yy I A NR—DITRTDT 72 AR— MIRBIAT 7L — F %K
ELET,
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51. CatalystCenter |2, BT 7L — b2 EART 0D F—HRRINS

= dule Catalyst Center Provision / SD-Access o O @ ® L@@ | Q admin

Fabric Sites / SAN JOSE

SAN JOSE View Site Hierarchy ~ Site Actions

Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virtual Networks Anycast Gateways Wireless SSIDs A\ Authentication Template Port Assignment
A\ ©One or more stack members or linecards have been added to existing switches. The Site Authentication Template must be configured on these new stack members/linecards. Apply Fix? X

Select Authentication Template (1)

The settings are applied to all Edge Nodes and Extended Nodes access ports unless they are overridden by a static port assignment

o Closed Authentication Edit
Open Authentication Edit
Low Impact Edit
None
ord(s
BPDU GUARD

s STP root bridge or cr

Deploy

E ZDNRF—F, 777V I08EE7 Oy TR EIEHY FHA,

Ty7oL—FEN=0FR2TOBITNF—DER

IS RAZEFLWI U —RIZT v T L— KT % &, CiscoSD-Access v b7 — 27 TEELIEE. BEOEER
ECFHLWHBDEENRET ZHREELH Y T,

Catalyst Center Tld, ZEEZEAT 27-00BITN\NF—HHEBEINTVWET, TEBLIFRIIC. XvTFH VR
T4V TIOTAET A CEREZERATAIL2E#MOLET,

2.3.7.6 LIf&, BITNNF—0@ERBIEIHAETHY ., v b7 —7EEE(Z 180 HEINF—2EHIT I ENTEET,
180 HARBT 2. IRTO7 77Uy 708EN 7Oy 7ENET,

49 |TJRY &£ 51T, [Fabric Sites] 70T —7 I a—hn, WADOEHFHNSH Y. [Fabric Site]. [Outstanding
Updates] & [Update Grace Period] D Z N ZNDIBRHMNBIMINTWSE I LRI NF—DARRINET,
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A Mandatory updates are available for one or more Fabric Sites. To maintain the ability to modify Fabric Site configurations, these updates must be applied within the designated grace period. If a Fabric Site contains Fabric Zones, then the s
update must be applied to both the Fabric Site and all subordinate Fabric Zones. Review candidate Fabric Sites.

Fabric Sites Virtual Networks Transits
Q_ Search Table
(@ Create Fabric Site More Actions
Fabric Site =~ Outstanding Updates Update Grace Period
O Cisco-buidling-24 No -
()] Cisco-building-23 Yes & 89 day(s)
O Cisco-building-9 No .

Fabric Devices.

Fabric Zones

Fabric Roles

Connected Transits

Compliance (@

© Non-Compliant (5)

© Non-Compliant (1)

© Non-Compliant (10)

As of Jul 15,2024 2:31 PM

Health Score Application Checks (2
100% (]
100% []
75% []

2Ty 7. RAEOEHEEAT 5I21E. [Cisco-Building-23]1%27 1) v 7 LTHhH. BERY 1> KT [OK]

=7 Uy 7 LET,

© 2025 Cisco and/or its affiliates. All rights reserved.

Mandatory updates for this Fabric Site are

available. To maintain the ability to modify

Fabric Site configurations, these updates

must be applied within the designated
grace period of 89 day(s).

oH

Warning

222/292 R—¥



AFv7 2. [Expand] %22 v o LET,

Catalyst Center \

Fabric Siies / Cisco-building-23
Cisco-building-23 View Site Hierarchy  Site Actions v @

Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virtual Networks Anycast Gateways Wireless SSIDs Authentication Template Port Assignment i

X

A\ One (1) Warning Alert and One (1) Information Alert on this p|ge. Expand mlsee details

Take a Tour & Export

Collapse Al Custom Focus Jul 15, 2024 2:39 PM

Catalyst Center Q. maglev

Fabric Sites | Clsco-building-23

Cisco-building-23 View Site Hierarchy  Site Actions v @

Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virtual Networks Anycast Gateways Wireless SSIDs Authentication Template Port Assignment

A\ ©One (1) Warning Alert and One (1) Information Alert on this page. Collapse to hide.

X

& One (1) Warning Alert

Mangatory updates for this Fab

Site are available. To maintain the ability to modity Fabric Si 89 day(s). Review the updates.

plied within the designated grac

@ One (1) Information Alert

For Embedded Wireless, in arder to configure the changes done in Wireless settings in Netwol

e configuration page and click ‘Configure’ to complete steps of the workflow. Deploy the Fabric canfiguration af

he workflow steps are done.

Take a Tour " Export

Collapse Al Custom Focus Jul 15, 2024 2:39 PM

ATy T4 ZDT777YUy YA MIEEFRN 1 D2LArRWD, [ApplyAlll 27 ) v o L TEFZEAL
9,

Fabric Configuration Updates

1 Ready Updates

A Ready Updates (1)]  Apply Al

Group-B: d Policy Enf Update For i Based Extended Nodes

The configuration standards for Supplicant-Based Extended Nodes have been revised to explicitly disable Group-
Based Pelicy Enfoercement on the uplink interfaces. This modification will improve the reliability of the enboarding
process for these nodes. Apply changes?
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BEEIPRELE-TNNA RO RMA7—270—)
RMA TlE, V=&, A4y TF, BLPAP ZHBO T -7 70— > TXBETEET, 777U v 7 ERTIL.
RMA 7 —2 70— 3REB<ITRTCOT 7T YUYy ITFNAATHR—FENET,
e 74X LRy bO—FAHAATNIZT/NA X
e XA JAYXYLXR Ay bAO—7
o Vv —R—X Nexus 7700 > —X XA v F
o« AAYFRE Yy (SVLRARvF>7)
e REP UV HRNDTZw b7 #+—LA
Catalyst Center #{FH L T, BEIPRLELT-T XA RXATRORMA DR Ty 7%#EITLET,
ATy 7T 1. BEIRELETNAAREZBEERELTY—2ZFIFTLET,
2Ty T 2. TNAAZROXEAEREEL 9,
ATy 7 3. XHATNAREZY Y TET,
BEANFEELIZT NS REXMAT NN, XZ, FLPID EEMLUES2a—LTHIDELNHY FT, BEIHEELT
TFTRAZRIZT TV 2y b T =0 BV a—ABH D5 KBAT NS RIZHRERLCTYy 7Y 2y b 7—72
EY 2 —IILAWMETT,
T NA ZE. RD 2 ODOFETH Y R—RTcE2F9,
o TR YFARTIE, RHEFAEFA VR MIAVR—FZENLTEERAT NS IHRA R R ZENSH
9,
o« YOXYFARXTIH, PNP 2N L TCRXBAT NNA X EFViR—FLFET,

RMA DX 7 v 71 ORI, BENRELEZTNAREZENRE L TY—7{F1FT 5 &, —F7%A DHCP % —/X—
RTEN. Catalyst Center "EETE2 A N—FTNAZAD 1 DI yvadnixd, HBOXANRN—(CERESNIA >
R—=T7 1A RE, INLDFRAN—ETY Yy bEIvENFT, KEBEAT/NNA X, PP 2#EHALCEOX Yy FF
VIR—=T 4 v HEFETL, TODHCP Y—"—=Hu IP 2B TEET,

DHCP ¥ —/\— D EIFHIFRE . RMA At ZXAE T4 % &, CatalystCenter ICL > TA Y X—T7 =4 AL EH
MIcETINET,

FBEEAFRE L AP £33/ — FIZ RMA A ERIGE. —RKiY7% DHCP Y — = TEIRIHEH Y A, i
A AP CHR/ — Rid. AP =L eHisk/ — R 77— ILIZERESNTWE D ERL DHCP —/ =25 IP 7 FL X
HZITEY) £9, 0%, PP 7OV RICE>THYR=T a4 > 7ENd7=0, YRRy FHYR—T 4 > 7D AJEE
2 xEd,

THATNA ZAPEHICE > TBIMENTHBE, £EA R M VICEREA ViR— FINHBEIE. 2OV 7 b
TITN=Tarvh, BENRELLTNARERALTHD I EEMRL TSI W, PP THYR—Fah, EE
MNRELIETNAZATIA—LT VA A=A ERITEINTWLWBDIHA. Catalyst Center (£ SWIM %A L TREBAT N
AREA=NT U AA=JIZT v L —FLET,
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Dty avTlE, YAy FEFERLZRMAFIBICERZ ST CVWET, 777UV I Ty TNAAD
RMA &, aR g —ravahfzh—&—8L0taryba—L 7FL—> 7/ 2D RMA 14, 53 IZRd FARBEY
TRINTWET, 777U v APDRMA FEIZ, 777V v 2 AP D RMA ERLTY, [Wireless
Automation with Cisco Catalyst Center (CVD)| #14 FASBL TL 7m0y,

RIBRATNARADEAR Y FFAVYER—=—FT 4 7I&B777 )y Ty D RMA

X 53. BEEFREELE777 Yy 2T yY (Switch-110-4-0-9) 3. 7y 7YY I DFER4M v F (Switch-110-4-0-
3) EXIYVUVIDAP BLURY V—R/ — FICiEREhTUWET,

ATy 7. EERBICHDAZa—TA422>% 2 1) v LT [Provision] > [Inventory] DIEISEIR L. HED
JRAMEa2—TA2>v% 27Uy o LET,

A5 v 7 2. [Focus] # [Device Replacement] ICZE L £ 7,

AT v 7 3. [Switch-110-4-0-9] F = v 7R v 7 X% # > |2 L T. [Actions] > [Device Replacement] >
[Mark for Replacement] DJEIZZER L £ 9,
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https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/Cisco-Validated-Solution-Profiles/b_cisco_validated_solution_wireless_automation_deployment.html
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/Cisco-Validated-Solution-Profiles/b_cisco_validated_solution_wireless_automation_deployment.html

/ Inventory

4 m Routers  Switches  Wireless Controllers  Access Points  Sensors Y H i

Devices (10)  Focus: Device Replacement v Take a tour 0 Export &
Q_ Click here to apply basic or advanced filters or view recently applied filters

1 Selected Tag (%) Add Device Actions ~ @

8 Tess Device Name ~ nventory > o Number Replacement Serial Number Replace Status Device Family Platform Reachabilty (D) Site

Switches and Hubs
0 p Semmen 00- Milpitas/Cisco-| -
0 ¢ Common_A . 22212080 NA NA (WL Gapable) C9300-48U © Reachable IMilpitas/Cisco-buidling

elemetry > Switches and Hubs

0O < Common_8 12221L0VN NA NA [wié ’:::G'J‘[_, . €9300-48U © Reachable [Milpitas/Cisco-buidling-:
Device Replacement >

Switches and Hubs

Common-L2 Switch Refresh 5 NA [‘,‘Lé ’ﬁ;;'m. uos C9500-24Q @ Reachable  IMilpitas/Cisco-buidling-

Mark for Replacement e o

-—
&)

- Switches and Hubs
0 SN-FOC2527L9RG NA mitehes and Hubs C9300X-24HX © Unreachable ./Milpitas/Cisco-buidling-:
Mor (WLC Capable)

(@) SN-JAD23230GNE 110.4.60.8 JAD NA Switches and Hubs C€9200-24P @ Reachable ../Milpitas/Cisco-buidling-:
@] ) SN-JAE24222248 110.4,60.6 JAE24222248 NA NA Switches and Hubs C9200L-48PL-4G © Reachable IMilpitas/Cisco-buidling -
(8] </ Switch-110-4-0-3 110.4.0.3 FCW2109F0HS NA NA Switches and Hubs WS-C3850-24XS-S @ Reachable IMilpitas/Cisco-buidling-:

Switch 4 Hubs
o o Switch-110-4-0-8 110.4.0.8 FOC2402X18Q NA NA n:"’\"(' es ““ s €9300-24P @ Reachable IMilpitas/Cisco-buidling=:
VLC Gapable)

Swit d Hubs
@ ¢ Switch-110-4-0-9 110.4.0.9 FOC2402U1F9 NA NA Ixié’ﬁ:;"j‘ﬂ” ° C9300-24P © Unreachable IMilpitas/Cisca-buidling-:

p= N
1.EBENRELLZTNARDR — . AP, £7EET7 77U v 0T NRARDIFE, v b7 —07 DEFIZR
¥ v 7 & 4. [Replace] X 7— & X 7' [Ready For Replacement] (CZhH 1 £,

2. FAN—FRAZBRDT 77V v /Ty P THY, BENHE L1754 AHHEER/ — FTH AP THHR LM
4. Catalyst Center | DHCP ¥ —/N—ZEZBINT 57217 TH L. 2 A /N—=F /314 Z/H 5 PnP VLAN £ Bk L &
9 (PNPVLAN &, #5R/ — R 7= T 0747 THY, R/ —FOFVR—T 4V 7ICERING L EZETE
Lx9),

3. Catalyst Center 2.3.7.9 LIfE, BENKE LT NA RERZENRE L TY—0 T 2ICIE. BEIRELT
T /N4 X% [Unreachable] I3 2 EAH Y £7,

v b7 =2 O%fFlL, [Mark for Replacement] DIR{EATE T L7=&IC M) H—N£xd, DHCP ¥ —/\—3&7E
. FAN=FTNRARIZTyad3nExd, RENVPEFICT TS 5 &, [Replace Status] #° [NA] A* 5 [Ready For
Replacement] IZZhH Y £7,
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Catalyst Center

buidling-24

Routers

Swiches

Wireless Controllers

Access Paints  Sensors

Devices (10)  Focus: Device Replacement + Takeatour (b Export &}
K ITEMS
able Q Cickhere o 1 sdvanced filters o ecently applied filters
ned ) Selected  Tag (@ Add Device  Actions ~ @ 14 15, 202
) Tags Device Name ~ 1P Address Serial Number Replacement Serial Number Replace Status Device Family Platform Reachability (1) Site
rouis
~ Switches and Hubs
) 110.4.0.63 FCW2221L0VN  NA NA €9300-48U Reachable Milpita:
nplia (| D Common_B 6 (WLC Gapable) @ Reachable IMilpitas/
- Switches and Hubs
@] g Gommon-L2 110.4.0.18 FCW2204A3J3 NA NA witches and FUBS — 9500-240 © Reachable IMilpitas/
‘ [WLC Gapable)
en Image
\age Prechecks Switches and Hubs
aae Preen <fa) 7 SN-FOG2527L9RG 110.4.60.5 FOG2527L9RG NA NA witches and HUbS o 200%-24HxX © Reachable IMilpitas/
(WLC Gapable)
laintenance
Adh U / SN-JAD23230GNB 110.4.60.8 JAD23230GNB NA NA Switches and Hubs C9200-24P @ Reachable /Milpitas/
Adviscries
0o @ SN-JAE24222248 110.4.60.6 JAE24222248  NA NA Swiltches and Hubs ~ C8200L-48PL-4G © Reachable ..IMilpitas/
0O ¢ Switch-110-4-0-3 110.4.0.3 FCW2109F0HO NA NA Switches and Hubs WS-C3850-24X5-S @ Reachable IMilpitas/
witches and Hubs
g o Switch-110-4-0-8 110.4.0.8 FOC2402X1BQ  NA NA Switches and Hubs o0 50 © Reachable Milpitas,
(WLC Capable)
u
o o Switch-110-4-0-9 110.4.0.9 FOC2402U1F8  NA © Ready For Replacement  |oWitches and Hubs o000 5 0p © Reachable Milpitas
(WLC Capable)

A7 v 7 4. [Ready For Replacement] #7 V v 2 L £9, DHCP
foZ e HERATAX vV NRREINET,

Center

HENFA/N—110.4.03 127 vy>2&En

A, To provision subscriptions on devices that have not been discovered with NETCONE, redisecol

& Switch-110-4-0-9 (110.4.0.9)

Reachable

i Uptime: d hrs 43 mins
A\ Some devices may have design or pravision cenflicts. Please go to Provision -> Inventory an) ptima; 4 hr d

@ Cisco-buidling

Run Commands

7 View 360

* Refresh

Details

DEVICE WORK ITEMS

s Device

Devices (10)

Replacement +/

O Unreachable Q Click or advanced fiters o
( Tag (3 Add Device Actions v
(O Untagged
) Tess  Device Neme - 1P Adare

(O Failed "
N a AP380E.4DEF.212C 1104,
(O Non Complia
( nage 0 Common_A 1104,
O No Golden Imag
(0 Failed Image Precheek m} Common_B 1oL
O Unde "

] Gommon-L2 i10.4
O Securi

a SN-FOC2527L9RG 110.4.4

m] SN-JAD232306NB 1104

) SN-JAEZ4222248

110.4.4

Replace Status

@ READY FOR REPLACEMENT

ay begin the proc

15, DHCP pool has b

een successtully configured in the neighbour device (110.4.0,

n 1P addre:

.3) . T

ATy T 5. RAN=—FNRAZDPLDA Y —ILHAOZEEILET,

X 54.

Switch-11@
004386: *Aug
004387: *Aug
804388: *Aug
004389: 4
204390
004391: +

004395;
004396
004397
004398:

*Aug

%SEC_LOGIN-5-LOGIN_SUCCESS:
%PARSER-5-CFGLOG_LOGGEDCMD:
%PARSER-5—-CFGLOG_LOGGEDCMD:
%PARSER-5-CFGLOG_LOGGEDCMD:
%PARSER-5-CFGLOG_LOGGEDCMD:

: %PARSER-5-CFGLOG_LOGGEDCMD:
%PARSER-5—-CFGLOG_LOGGEDCMD:
'ARSER-5-CFGLOG_LOGGEDCMD:
%PARSER-5-CFGLOG_LOGGEDCMD:
%PARSER-5-CFGLOG_LOGGEDCMD :
%PARSER-5—-CFGLOG_LOGGEDCMD:
%PARSER-5-CFGLOG_LOGGEDCMD:

: %PARSER-5-CFGLOG_LOGGEDCMD:

Login Success
User:solution
User:solution
User:solution
User:solution
User:solution
User:solution
User:solution
User:solution
User:solution
User:solution
User:solution
User:solution

[user: solution] [Source: 120.1.1.1]

logged
logged
logged
Llogged
logged
Logged
logged
Llogged
logged
Logged
logged
Llogged

Switch-110-4-0-3 DHCP 3 — N—REH 7Ty 23h3

[localport: 22] at 21:59:4@ UTC Thu Aug 15 2024

exec: enable

:ip dhcp excluded-address 110.4.0.1 110.4.0.14

p dhcp excluded-address 110.4.0.16 110.4.0.255
p dhcp pool TenGigabitEthernetl/8/5

inetwork 110.4.8.@ 255.255.255.0

ption 43 ascii 5A1D;B2;K4;1120.1.1.1;180;
efault-router 110.4.0.14

lass ciscopnp

ddress range 110.4.0.1 110.4.0.254

p dhcp class ciscopnp

ption 6@ “ciscopnp

rexit

RATY7 6. KWARA Yy FEPERA v FORUR— MIERLES, IEAT/NA XD PnP F > ih—

TAVvIERBLET,
AT9 7 7. EEBICHDZIAZa—TAaAvET)
[Unclaimed] 24 7% 27U v o LEY,

v 2 L T [Provision] > [Plug and Play] ®JIE(Z54R L .
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o

AT9 78, FHLWTNAZANREKRIN, > R—F 4 7 257 —4% ZIZ [Device is ready to be claimed] & &
RENT=H. [Inventory] 74 Y R VICE->T, RMA %L £9, ELERBICH B AZ2—T 13
v % 2 1) v 2 LT [Provision] > [Inventory] DJEICEIRL, HAEOU X bE2—=TA4av% 7)Yy
2 L T [Focus] % [Device Replacement] ICZE L £,

AT v 7°9. [Switch-110-4-0-9] F = v 7Ky 7 A% # > (2 L. [Actions] > [Device Replacement] >
[Replace Device] DJEIZEIR L 7,

Catalyst Center [ Inventory
buidling-24 ~ Al Routers Switches Wireless Controllers Access Points. Sensors. 82
X ITEMS Devices (10)  Focus: Device Replacement Take a tour 1 Expert 6}
Q  Click here to apply basic or advanced filters or view recently applied filters
red 1 Selected Tag () Add Device Actions ~ @ A5 of: Aug 18
d .
-] Tags Device Name ~ > Number Replacement Serial Number Replace Status Device Family Platiorm Reachability (1) Site

’ Switches and Hubs
1221L0VN NA NA €9300-48U Reachabl Milpitas/
. (WLC Capable) @ Reachable (Milpitas

o ¢ Common_B

Telem N Switches and Hub:
0O < Common-L2 emetry > 1204A3J3  NA NA [Mé \E:pﬂajﬂ\ ®  cos00-24Q © Reachable IMilpitas/
Device Replacement >
Replace Device Switches and Hubs
O < SN-FOC2527LORG g 0o NA (\lmé \C;pﬂa:\d ®  CO300X-24HX © Reachable Milpitas/
Switch Refresh > W E

Compliance

, 0 SN-JAD23230GNB NA Switches and Hubs ~ C9200-24P © Reachable IMilpitas/
ories

@] & SN-JAE24222248 Replacement NA Switches and Hubs C9200L-48PL-4G © Reachable .../Milpitas!

@] ) Switch=110-4-0-3 110.4,0.3 FCW2109FOHS  NA NA Switches and Hubs  WS-03850-24X5-5 @ Reachable IMilpitas/

. ) Switches and Hubs
o o Switch-110-4-0-8 110.4,0.8 FOC2402X1BQ NA NA (WLG Capable) C9300-24P @ Reachable Milpitas,

_ ) Switches and Hubs .
@ Q Switch-110-4-0-9 110.4.0.9 FOC2402U1F9 NA @ Ready For Replacement (WLG Capable) C9300-24P @ Reachable [Milpitas

5100 1-10 o

27Ty 7’10, YOXYFF Y R—FT 47 %FE{T957—270—7, [PlugandPlay] 7% 27 ) v L%
¥, XA T /N4 R, Catalyst Center (CHfid D & RRSNET,

27Ty 71, TNNAZXEFRLTC[Next] 227U v o7 LET,

Catalyst Center Replace Device Q o ® Q maglev v

Choose Replacement Device

You havi cted to replace Switch-110-4-0-9. Now, it is time to cho

Replacing Switch-110-4-0-9

1P Addre 110.4.0.9 Serial Num FOC2402U1F9

Platform €9300-24P Software Ver 17.15.1prd21

Available Replacement Devices (1)

s for your device. Unclaimed devices are ones that are onboarded through Plug and Play and Managed devices are the ones that are onboarded through

ource [ICRUCKIEOM inventory

@ Add Device  Sync with Smart Account @

® Device v

Device Name + 1P Address Manageability Serial Number Platform

© roc2244uoue 110.4.0.15 Unclaimed FOC2244U0U6 €9300-24P

ATFY712. ZRVOWEHEZRLT[Next] 227U v o LET,
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summary below to be sure we have got everything cov now is the time to do it

+ Device Type

Type  Switch

~ Faulty Device

Name Switch-110-4-0-9

Serial N

FOC2402U1F9

~ Replacement Device
Name FOC2244U0U6

Serial

mber  FOC2244U0U8

17.15.1prd21 (cat9k_iosxe.17.15.01prd21.SPA bin)

Cisco DNA Advantage
Configuration  Dated an Jul 29, 2024, 9:54:59 PM

SNMP and Telemetry

SE AAA

Bt Al changes save (= |

ATy 713, BEO/LEa—FYR—bINFT, "EATNARICT v 2T 2R EEFEZ L. [Deploy]
Uy L CEREE Ty alLET,

Jevice Replacement: Switch-110-4-0-9 - FOC2402U1F9 as of M O Refre

tep 3 of 3: Previe

+ Configuration
ound in the Tasks ment Status: @

ew. The defer

ded belos

ne device configuration g

ng or

De P:110.4.0.9 s

: Global/Milpitas/Cisco-bui... (D)

1 Search by device name

License Cisco DNA Advantage
witch-110-4-0-9 (-]

onfiguration Dated on Jul 29, 2024, 9:54:59 PM

catdk_iosxe.17.15.01prd21 SPA bin{17.15.1prd21)
Q, search
Export G
service timestamps debug datetime msec

service timestamps log datetime msec
service password-encryption

1
2

3

4 service sequence
5 hostname Switc
6

7

8

6 vrf definition Anchor_!

address-family ipv
9 exit-address-family
10
11 address-family ipvé
12 exit-address—family
13 wrf definition Mgmt-vr
14
15 address-family ipvé
16 exit-address-family

17

Generation Status Legend Exit and Preview Later Discard
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55. [Replace Status] I [In-progress] L ®RE N3

Catalyst Center maglev
-buidling-24 Routers  Switches  Wireless Controllers  Access Points  Sensors a8 H = 0
us: Devi cement ke 8 1 Export 43}
JRK ITEMS Devices (10)  Focus: Device Replacement Take a tour 1 Expor &
shable Q  Click here ed filters or view recently applied fiiters
gned 0Selected Tag (D Add Device Actions v @ As of: Aug 15, 2024 3:37 PM
jed

Tags Device Name ~ IP Address Serial Number Replacement Serial Number Replace Status Device Family Platform Reachability

. Switches and Hubs
¢ 110.4.0.6 FCW2221LOVN  NA NA £9300-48U Reachable ™
ompliant - Gommeon_& g ¢ ‘ (WLG Capable) ©9300-48 © Reachable
«ed Software Image
y Switches and Hubs
C ¢ Common-L2 110.4.0.18 FCW2208A3J3  NA NA e ©9500-24Q © Reachable IMilpitas/Cisco-bt
Iden Image (WLC Capable)

Switches and Hub
SN-FOC2527L9RG 110.4.60.5 FOC2527L9RG WA NA witehes and HUBS  cos00x-24Hx © Unreachable IMilpitas/Cisco-bi
(WLC Capable)

SN-JAD23230GNB 110.4.60.8 JAD23230GNB NA NA Switches and Hubs ©9200-24P @ Reachable IMilpitas/Cisco-bu

o SN-JAE24222248 110.4.60.6 JAE24222248 NA NA Switches and Hubs G9200L-48PL-4G @ Reachable IMilpitas/GCiseo-bL

e 110.4.0.3 FCW2109FOHS  NA NA Switches and Hubs ~ WS-C3850-24X5-5 @ Reachable IMilpitas/Cisco-bt
Switches and Hubs
Ie; Switch-110-4-0-8 110.4.08 FOC2402X1BQ  NA NA witehes and Hu C9300-24P © Reachable IMilpitas/Cisco-bt

LC Capable)

- Switches and Hubs
o < Switch-110-4-0-9 110.4.0.9 FOC2402U1F9 FOC2244U0U6 @ In-Progress fol‘_é\;;;';m]“ C9300-24P © Unreachable IMilpitas/Cisco-bt
w

ATy 7 14. RMA OEH % ERT 5121, [In-Progress] 227Uy o L. A7A4 KAV RAVTERAID

Catalyst Center Provisi Q  maglev
-buidling-24
Switch-110-4-0-9(110.4.0.9)
IRK ITEMS Devices (10)  Focus: Device Replac Unreachable Uptime: 26 days 1 hr 5 mins  Devic ACCESS
hab Q  Click here ly ic of e
4 Run Comman 7 View 360 Last updated: ag Refresh
gned cted Tag (@ Add Device Actid
Details Replace Status
g Tags Device Name =
Start
Provision
i Common_B
[ / (Prerequisite) Create a DHCP server on the neighbour device 0:00:00:171
M The DHCP server has been successfully configured on the neighboring device 110.4.0.3.
Common-L2 Start Aug 15, 2024 3:37:34 PM
Y z Aug 15, 2024 3:37:35 PM
Image Precheck
SN-FOC2527L9RG
Maintenanc e Claiming(PnP) the replacement device In-Progres 00:02:30:989
rs T Task Dispatched
Aug 15, 2024 3:37:35 PM
- 5 0
SN-JAE24222248
a (] / Removing the faulty device from CSSM
o
g 0
2 Switch-110-4-0-9
(] Syncing device in the ISE server

RFY715. BT NA ZAHPBEENRE LT NAARERMUA X —PHFETLTWARWEGE, Catalyst

Center 3BT NA R ET—IUNT U AA—DIZTy 7L —FLET, BEARELET/AA
ADA A=A A=NFELTT—I[HITENTWER I EHERILET,
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X 56. ATF—RRIZ, EITHDAA—SDT v 7L —FHREENS

Catalyst Center

ntory

Q maglev v

-buidling

} Switch-110-4-0-9(110.4.0.9)

i Focus: evice Repla
RK ITEMS Devices (11) Device Repis Unreachable Uptime: 26 days 1 hr 10 mins  Device Role: ACCESS

Q  Ciick here to apply basic or

3 Run Commands -1 d: 50 minut 3G J Refresh
jned Selected Tag (@ Add Device Actic
Details  Replace Status
Tags Davice Name ~ The readiness check is successful for the replacement device.
o Aug 15, 2024 3:41:35 PM
0 AP380E.4DBF.212C Ena Ti Aug 15, 2024 3:41:42 PM
smpliant
SRS M S adin )
n heck Common_8B
(] / Distributing and activating software image on the replacement device n-Progress 03:06:227
y Image distribution and activation is in progress.
Common-L2 1 Aug 15, 2024 3:41:42 PM
Advisorle
0
g SN-FOC2527L9RG
() Removing the faulty device from CSSM
8 SN-JAD23230GNB i
a [
- End Ti o
0 SN-JAE24222248
Switch () Syncing device in the ISE server

ATy 7 16. RMA W52 T3 % X TFHEJ, [Replace Status] #° [NA] (ICZEH Y T,
2T v 7 17. [Actions] > [Device Replacement] > [Replacement History] DJEIZEIR L F 7,

Catalyst Center

Tokeatour (1 Export &
DEVICE WORK ITEMS Devices (10) ke a t Export
O Unre ’ Q_ Click here to apply basic or j fiter w recently applied fite
C elected Tag (@) Add Device Actions

e 8 T Device Name y srial Number Replacement Serial Number Replace Status. Device Family Platform Reachability site

AP380E.4DBF.212

NA NA Unified AP AIR-AP28021-8-K3 @ Unreachable

©9300-48L © Reachable IMilpitas/Cisco-buidling-2

mon_A . 1C222120€ NA NA

Device Replacement >
Common_B NA

€9300-48U LY

chable IMilpitas/Cisco-buidling-2

© mon-L2 NA ©9500-24Q © Reachable buidling-24
Replacement History
® SN 27L9R NA C9300X-24HX © Unreachable Milpitas
SN-JAD23230GNB JAD23230GN8 NA NA Switches and Hubs  €9200-24P IMilpitas/Cisco-buidling-24

110.4.60.6 JAE24222248 NA NA Switches and Hubs €920

IMilpitas/Cisco-buidling-24

Switch-110-4-0-3 110.4.0.3 FCW2109FOH9 NA NA Switche

WS-C3850-24XS-S @ Reachable IMilpita buidling -2

tch-110-4-0-8 110.4.0.8 FOC2402X1BQ NA NA €9300-24P © Reachable pitas/Cisco-buidling-24

® Switch-110-4-0-9 110.4.0.9 FOC2244U0U6 NA NA © Reachable [Milpitas/Cis:

0-buidling-24
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57. [Replace Status] IZ [Replaced] & RRIN D

lutl  Catalyst Center Provision / Inventory ) ONAS Q maglev v

= ‘asco

) Cisco-buidling-24 o Replacement History

DEVICE WORK ITEMS

8 T Device Name ~ 1P Address Seral Number

Date Replaced Device Name Serlal Number

80E.4DBF.212 110.4.120.8 FOW2142B13U

2

FOC2402X18Q

Switch-110-4-0-9 110.4.09 FOC2244U0U6

RATv718. FA/N=T/NAXT, DHCP H—N\—DFREHNBIRIN/-Z L zHRL X,

804551: xAug 15 23:38:47.814: %PARSER-5-CFGLOG_LOGGEDCMD: solution logged command:no ip dhcp excluded-address 118.4.8.1 110.4.8.14
804552: *Aug 15 23:38:47.862: %PARSER-5-CFGLOG_LOGGEDCMD: solution logged command:no ip dhcp excluded-address 118.4.8.16 118.4.8.255

804554: *Aug 15 23:38:49.106: %PARSER—S—CFGLUG:LUGGEDCHD: solution logged command:no ip dhep pool TenGigabitEthernetl/@/5
B04555: +Aug 15 23:38:49.159: %PARSER-5-CFGLOG_LOGGEDCMD: solution logged command:no ip dhcp class ciscopnp

ATy 719. BENKEELIZTNAAERUR—FZFERLT, IXTOILKR/ —F, IRTDODAP, 774
Ty hRE oERERRBL I,

YtAagyFAR—T4 v/ TCaARTF—YavLizR—4—LU0aYFA—-NL TL—=Y FNRLRD
RMA

avhkp—LTL—=véians—ravLiER—=4—0ORMAIK, 777Uy I Iy T/NAZXDRMA ICETLE
¥, A hbE—L7L—> (Common_B) TBENRELLTV7 77 )y IR—4—d, FERXAM v F (Switch-
110-4-0-3) . Common_A. 5 LT T/ RZEFINTWET,
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{—*—}

Peer Device

ATy 7. EEBICHDA=Za—TA423>% 21 v LT [Provision] > [Inventory] DIEIZRIRL. HEDY
AbhEa—=—TA4avE Uy LET,

A5 v 7 2. [Focus] %# [Device Replacement] ICZE L 7,

27 v 7 3. [Common_B] F=v 7Ky 7 XA%F>IZLThn, [Actions] > [Device Replacement] >
[Mark for Replacement] DJEIZEIR L £5,

[ Cisco-buidling-24 Al Routers Wireless Controllers  Access Paints
DEVICE WORK ITEMS Devices (10) Focus: Device Replacement
() Unreachable Q Click here to apply basic or advanced filters or view recently applied filters
O una ed 1 Selected Tag (3 Add Device Actions ~ @
O Untagged B8 T Device Name. Inventory > umber Replacement Serial Number Replace Status
(O Failed Provision
- . >
. O < Switch-110-4-0-3 09FOHS NA NA
Non Compliant
o Provision >
(O Outdated Software Image o o SWIEh-110-4-0-  Toramatry , o2xea WA WA
() No Golden Image
Device Replacement >
() Failed Image Prechecks o < Switch-110-4-0-9 NA
Switch Refresh
(O under Maintenance i Mark for Replacement
o < Common-L2 Gompliance > NA
() Security Advisories
More >
Replacement History
(m] e Common_A NA
e 0 Common_B 110.4.0.63 FCW2221LOVN  NA NA
] ¢ SN-FOC2527L9RG 110.4.60.5 FOC2527L9RG NA NA
o SN-JAE24222248 110.4.60.6  JAE24222248 NA NA
o ¢ SN-JAE24230099 110.4.60.7 JAE24230099 NA NA

Fv b7 =7 O%EfEIE, DHCP #—/3—

© 2025 Cisco and/or its affiliates. All rights reserved.

=L

axX A&

BTy TUYT ZAN—= FNRAZIZT a2 LET,

Sensors

Device Family

Switches and Hubs

Switches and Hubs
(WLC Capable)

Switches and Hubs
(WLC Capable)

Switches and Hubs
(WLC Capable)

Switches and Hubs
(WLC Capable)

Switches and Hubs
(WLC Capable)

Switches and Hubs
(WLC Capable)

Switches and Hubs

Switches and Hubs

Take a tour 1 Export &%
As of: Sep 6, 2024 2:40 PM {
Platform Reachability

WS-C3850-24XS-S

€9300-24P

€9300-24P

€9500-24Q

€9300-48U

€9300-48U

C9300X%-24HX

C9200L-48PL-4G

¢9200-24P

@ Reachabl

@ Reachabl

® Reachabl

® Reachabl

® Reachabl

@ Unreach:

® Reachal

@ Reachat

@ Reachat
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X 58. DHCP :2E4* 110.4.0.62 Common_A (=7 v < 12 a3 h 35l

A\ Two (2) Warning Alerts on this page. Expand to see details.

) Common_B (110.4.0.63)

. %) Unreachable Uptime: 27 days 12 hrs 45 mins  Device Role: BORDER ROUTER
A\ Some devices may have design or provision conflicts. Please go to Provisior]

_ 4 Run Commands 7 View 360 Last updated: A few seconds ago (@ Refresh
i Cisco-buidling-24
Details  Replace Status

DEVICE WORK ITEMS Devices (12)  Focus: Device F
Ou . &) EHEBOEE © READY FOR REPLACEMENT

nreachable Click here to apply basic or ad

cement and is ready to be replaced. To assign an IP address for the
O unassigned 0 Selected Tag (3) Add Device DHCP pool has been i the
will be removed after successful replacement of the faulty device

ntagged

Q untagged Tags  Device Name
You may begin the pracess of replacement by selecting the device from the Devices table and choose the action
O Failed Provision 10 " Replace Device"
O o "
(O Non Compliant U< Common_&
<
(O Outdated Software Image .
= a < Switch-110-4-0-
(O No Golden Image
(O Failed Image Prechecks < Switch-110-4-0
(O Under Maintenance
¥ Switch-110-4-0-

M Sacurity sarins

ATy 7 4. Common_A 7 /N1 A THERL £,

047919: :14:50. : %PARSER-5-CFGLOG_LOGGEDCMD: solution logged :lexec: enable

047920: :14:50. : %PARSER-5-CFGLOG_LOGGEDCMD: solution logged p dhcp excluded-address 110.4.0.1 110.4.0.10
047921: 114:51. : %PARSER-5-CFGLOG_LOGGEDCMD: solution logged p dhcp excluded-address 110.4.0.12 110.4.0.255
047922: 114:51. : %PARSER-5-CFGLOG_LOGGEDCMD: solution logged p dhcp pool GigabitEthernet1/0/25

047923: 114:51. : %PARSER-5-CFGLOG_LOGGEDCMD: solution logged etwork 110.4.0.0 255.255.255.0

047924: :14:51. : %PARSER-5-CFGLOG_LOGGEDCMD: solution logged ption 43 ascii 5A1D;B2;K4;1120.1.1.1;180;
047925: 114:51. : %PARSER-5-CFGLOG_LOGGEDCMD: solution logged efault-router 110.4.0.10

047926: 114:51. : %PARSER-5-CFGLOG_LOGGEDCMD: solution logged lass ciscopnp

047927: :114:51. : %PARSER-5-CFGLOG_LOGGEDCMD: solution 1logged ddress range 110.4.0.1 110.4.0.254

047928: 114:51. : %PARSER-5-CFGLOG_LOGGEDCMD: solution logged p dhcp class ciscopnp

047929: 114:51. : %PARSER-5-CFGLOG_LOGGEDCMD: solution logged command:option 6@ ~ciscopnp

047930: 114:51. : %PARSER-5-CFGLOG_LOGGEDCMD: solution logged command:exit

ATy 7 5. TWAXA v F% Common_A DEILKR—F, ET7TNAR, BLUOFEAA v FICERLZE
T, ILWRAYFTPAPAVR—FT 4 v IDBBLET,

2Ty 7 6. [PlugandPlay] 74 > R Z2ERLE£T,

ATy 77 EEBBICHDAZa—T4A422>%21) v LT [Provision] > [Plug and Play] ®DJIEIZ&EIR L.
[Unclaimed]l =27 Vv 27 L9,

Catalyst Center O maglev

> Network Plug and Play Overview

Device Status  All (18) © Error (0) © Provisioned
Devices (1) Focus: Default Auto-refresh: - 30 s v @&

Q) Search PP devices v

0 Selected Actions v/ Add Devices
[B] Device Name (1)  Serial Number Product ID Last Contact st (D) Onboarding Progress (1 1P Address MAC Address (1) Source (7 Site Created
0 1 2 Switch FOC2146Z0FY  C9300-48U  Sep 17,2024 2:26:19PM  Unclaimed ) Device is ready to be claimed. 110.4.0.11 NA Network NA Sep 17, 2024 2:

—

RATFv7 8. FHLWTNAZANKREIN, >V R—T 1> A7 —2%& X(Z [Device is ready to be claimed] &
FrIN/fzo, EoTCRMA%XFBLET, EEBICHEIZAZ2—TAA>%2 7y oL T
[Provision] > [Inventory] ®IEIZEIRL, FEEOURME2—T7A14a% 2 Y v LT J[Focus] %
[Device Replacement] ICZE L £,
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AFv7°9. [Common_B]lFxv7hy o X%&EF>IZLTH B, [Actions] > [Device Replacement] >
[Replace Device] DIEICEIRL £,

@ Cisco-buidling-24 Routers  Switches  Wireless Controllers  Access Points  Sensors 52 E
DEVICE WORK ITEMS Devices (12)  Focus: Device Replacement Take a tour o Export {8
Q  Click here to apply basic or advanced fiters or view recently applied filters
Selected Tag (@) Add Device Actions ~ O As of: Sep 17, 2024 2:23 PM
@ Tess  Device Name ventory > Number Replacement Serial Number Replace Staws ~ Device Family Platform Reachability

(O Failed Provision

E e Image >
- ‘ Switches and Hub
®@ o Common_B 1221L0VN  NA @ Ready For Replacement witenes and HUbS — 59300-48U © Unreachab

(O Non Compliant (WLC Capable)

of Image

O ou

) Switch=110-4-0-3

> 1108FOH9 NA NA Switches and Hubs WS-C3850-24XS-S Reachable

[ No Golden Image

Device Replacement > Switches and Hubs

o 10-4-0- Repl +9300-
[ Failed Image Prechecks Q Switch-110-4-0-8 eplace Device NA (WLG Capabied G9300-24P © Reachable
Switch Refresh >
) Under Mz
— ; . . Switches and Hub:
) O Switch-110-4-0-9  Compliance > NA witches and Hubs — g350.24p © Reachable
[ Security Adviso - N Unmark for Replacement (WLC Capable)
More
Replacement ch 3 Huk
o Common-L2 NA Switches and Hubs o000 540 © Reachabl

(wic

pable)

AFy710. ¥tOZyF FviR—F4>v45 7—270—7T, [PlugandPlayl 27 %271 v 7 L, EHETN
AZADFTavihgzrx 7Yy LTho, [Nextl 22y LET,

Choose Replacement Device

ted to replace Common_B. Now, it is time to choose your replacement dey

You have

Replacing Common_B

umbe FCW2221L0VN

110.4.0.63

Platform €9300-48U 17.15.1

Available Replacement Devices (1)

Below is the suitable replaceme ices are ones that are onboarde: es are the ones that are

your device. Unclaimed de through Plug and Play and Managed d

onboarded throl

source [EINCRUCEIEEM Inventory

© Add Device  Sync with Smart Account @

gh Inventory or Discovery

Search Device v
Device Name ~ 1P Address Manageabilty Serial Number Platform
FOC2146Z0FY 110.4.0.11 Unclaimed FOC2146Z0FY C9300-48U

Recardls Show Records: 25. v 1-1 a
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ATy 71, ZA7OMELHERLC[Next] 227Uy 7 LET,

Catalyst Center

Summary

Ve are almo:

here. Review the summary below to be sure we have got everything covered. If you need to update anything, now is the time to do it

< Device Type

Switch

<

Faulty Device

Narme Common_8

Serial Number ~ FCW2221LOVN

v Replacement Device

Name FOG2146Z0FY

Serial Number  FOG2146Z0FY

0S Image 17.15.1 (cat9k_iosxe.17.15.01.SPA bin)
C9800-SW-iosxe-wic.17.15.01.SPA.bin

Cisco DNA Advantage

ation  Dated on Sep 12, 2024, 2:43:25 PM

Discovery SNMP and Telemetry

ATy 712, TWEATNRARIZT v 2T 2REXHERL, [Deployl #27Uy 7 LTEREET Yy 2L ET,

bl Catalyst Center

Device Replacement: Common_B - FCW2221L0VN R

Step 3 of 3: Preview Configuration

Revi device configur fed be by clicking on each device. When you are done reviewing, click De lick Exit and Preview Later to defer the review. The deferred review can be found in the
Tasks menu
Q, Ssearc ame Device IP: 110.4.0.63 Site: Global/Milpitas/Cisco-b.. @
Cisco DNA Advantage
Common_B L]

juration Dated on Sep 12, 2024, 2:43:25 PM

Image C9800-SW-iosxe-wlc.17.15.01.5PA bin(17.15.01.0.126)

Export  Copy

1 service timestamps debug datetime msec
2 service timestamps log datetime
3 service password-encryption

4 service call-home

5 no platform punt-keepalive disable-kernel-core
6 hostname Common_B

7 vrf definition Anchor_WVN

8 rd 1:4100

10 address-family ipvd

11 route-target export 1:4100

12 route-target import 1:4100

13 exit-address-family

14 !

15 address-family ipv

16 e-target export 1:4100
17 e-target import 1:4100
18 exit-address-family

19 vrf definition Mgmt-vrf

20 !

) Generation Status Legend Exit and Preview Later Discard J Deploy.
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[Replace Status] I [In-progress] L ®RE N3
@ Cisco-buidling-24 0 Routers  Switches  Wireless Controllers  Access Points  Sensors 82 H ¥ 0

DEVICE WORK ITEMS Devices (12)  Focus: Device Replacement Takeatour (b Export
(O Unreachable Q Ciick ly basic or advai lied filters
(O Unassigned 0 Selected Tag (@ Add Device Actions v @ A ep 17, 2024 2
O Untagged Tegs  Device Name 1P Address Serial Number Replacement Serial Number Replace Status ~  Device Family Platform Reachabilty G site
) Failed Provisi
O [ 8 110.4.0.63 FCW2221L0VN FOC2146Z0FY @® In-Progress Switches and Hubs 5546 4ay © Unreachabl,
) i o 0 O Sommon_ 3 4 In-Prog Pt 93 nreachable /
<
O Outdate mag 2
( ) Switch-110-4-0-3 110.4.0.3 FCW2109FOH9  NA NA Switches and Hubs ~ WS-C3850-24XS-S @ Reachable /

Switches and Hub:
Switch-110-4-0-8 110.4.0.8 FOC2402X18Q  NA NA witehes and Hubs — 59300-24p © Reachable /
(WLC Capable)

s Switches and Hubs
) Switch=110-4-0-9 110.4.0.9 FOC2244U0U6  NA NA e €9300-24P © Reachable /
- (WLC Capable)

ATv7°13. RMA OES A BRI 2121k, [In-Progress] %27 U v o7 L. A4 RA VY RAVTERAID
Z?_QX%EEE?S\L&@—O

Catalyst Center

A\ Two (2) Warning Alerts on this page. Expand to see details
[} Common_B (110.4.0.63)
Unreachable Uptime: 27 days 13 hrs 7 mins  Device Role: BORDER ROUTER
A\ Some devices may have design or provision cenflicts. Please go to Provisior]
. % Run Commands @ View 360 ast updated: 22 minutes ago © £ Refresh
i Cisco-buidling-24
Details  Replace Status
DEVIGE WORK ITEMS Devices (12) F Device H Start
[0 Unreachable Q  Click here to apply basic or ad]
- () v (Prerequisite) Create a DHCP server on the neighbour device 6:00:00:193
nassigned 0 Selected Tag (© Add Device
S Message The DHCP server has been successfully configured on the neighboring device 110.4.0.62
() untagged Start Time F
[ untagged O Togs Device Name art T Sep 17,2024 2:31:10 PM
. a Time Sep 17,2024 2:31:10 PM
() Failed Pro
o o N
[ Non Compliant - - Common_B
< (=)  Claiming(PnP) the replacement device 00:02:01:609
tdated Software Image — A
9 o < Switoh-110-4 Task Dispatched
Sep 17, 2024 2:31:10 PM
) No Golden Image
d Time 0
(O Failed Ima a Switch-110-4-0-
r Maintenance ©){  Remove DHCP server from the neighbouring device
] Q Switch-110-4-0- .
ecurity Advisories “
0
0 <Q Common-L2 At o
o o Common_A o R g VLAN on the device
| 0
0 g SN-FOC2527L9R]

27Ty 7 14, AT NAZRDEEINREE LT NAREF LA X =% ERTLTUWARWEA, Catalyst
Center IXIBATNA R ET—INTUVAA—JIZT v 7L —RLEd, BEARELLT/A
ZADAA—=—HNTA=NTFELTY—2Z[FITENTVWBRT E5FERLET,
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X 60.

[Replace Status] IC, ETHDA A—=SDT v T/ L—FHRTREINS

’ A\ Two (2) Warning Alerts on this page. Expand to see detail

’ A\ some devices may have design or provision conflicts. Ple:

@ Cisco-buidling-24

DEVICE WORK ITEMS Devices (13)

Tag

Tags

ATy 7' 15. RMA H5E T3 % TFHE T, [Replace Status] #° [NA] ICE Y £7,

s.

ase go to Provisior]

Focus: Device R

(@ Add Device

Device Name

Common_B

Switch-110-4-0

Switch-110-4-0-

Switch

110-4-0

Switch

Common-L2

Common_A

Common_B (110.4.0.63)

Unreachable Uptime: 27 days 14 hrs 20 mins Device Role: BORDER ROUTER

4 Run Commands 7 View 360

Details Replace Status

Start

 Running readiness check for device replacement
The readiness check is successful for the replacement device.
Sep 17, 2024 3:07:59 PM
d Tim Sep 17, 2024 3:08:06 PM

Distributing and activating software image on the replacement device
ag: Image distribution and activation is in progress.
Sep 17, 2024 3:08:06 PM

o T 0

updated

| Refresh

0:00:06:252

00:38:15:754

/ Checking the reachability of the replacement device

[Replacement History] ®IEICZ U v o LET,

@ Global

Sensors

[Actions] >

DEVICE WORK ITEMS Devices (44) Focus: Device Replacement Take a tour L Export &
O Unreacha Q  Click here to apply basic or advanced filters or view recently applied filters
(O unassigned 1 Selected Tag (D Add Device Actions ~ © 2 5 PM
O untagged X
= Tags Device Name tory > Serial Number Replacement Serial Number Replace Status = Device Family Platform Reac
(O Failed Pro = - . . Swiies anu nuus .
o <o Switch-110-4-0-9  Software Image 5 FOC2244U0U6 NA NA LG Capable) €9300-24P oF
0 Non Compliant
U Ner ' Provision >
- . ; Switches and Hubs
O Outdated Software Image 0 0 Common-L2 N ‘ FCW2204A3J3 NA NA (WL Gapsble) €9500-24Q oF
O No Golden Ima
Device Replacement > Switches and Hubs
. a ’ Cemmon_A NA ©9300-48U oF
() Failed Image Prechecks (WLC Capable)
h Refresh >
. - Mark for Replacement
(J Under Maintenance < = Switches and Hubs
G c 5 NA 300- 4 F
- @ Common_B Compliance > (WLC Capable) c o -
Security Advisories
More Switch d Hub
N-FODI5 . Replacement Histary NA switches and HUbS 030 0x-24Hx F
(@] SN-FOC2527L9RG (WLO Capeble) 393 [ ]
0 SN-JAE24222248 110.4.60.6 JAE24222248 NA NA Switches and Hubs ~ C9200L-48PL-4G oF

61.

Al Catalyst Center

@ Global Routers ;
8 Replacement History
DEVIGE WORK ITEMS Devices (44) Device Replacement .
Ty Expart
: Unreachable Q  Click here to apply basic or advanced filters or v
Q v

1Selected Tag (3 Add Device Actions

=] Tags Device Name 1P Address As of: Ser =
(O Failed Provisio \ ) N .
() Failed Provisior 0O« Switch-110-4-0-9 110.4.0.9 Date Replaced Device Name Plattorm Serial Number Replacement Serial Number Replace Stats
(O Non Compliant

Switeh-110-4- C9300- N y
) Outdated Software Image 0o o Common-L2 110.4.0.18 o 09 oap FOC2402U1F9 FOC2244U0U6 Replaced
) No Golden Image 4 4:08 C9300-
- o ¢ Common A I o Common_B Py FCW2221L0VN  FOC2146Z0FY Replaced
Failed Image Prechecks

(O under Maintenance < )

8 < Common_B 110.4.0.63
O Security Advisories

o SN-FOC2527L9RG 110.4.60.5
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A5 v 7 16. Common_A 7/31 X T, DHCP X ENHIBR SN Z & A2 HERL £ 7,

047952: Sep 18 02:17:33.864: %PARSER-5-CFGLOG_LOGGEDCMD: User:solution logged command:no ip dhcp excluded-address 110.4.0.1 110.4.0.10
047953: Sep 18 02:17:33.897: %PARSER-5-CFGLOG_LOGGEDCMD: User:solution logged command:no ip dhcp excluded-address 110.4.0.12 110.4.0.255

047954: Sep 18 02:17:33.921: %PARSER—S—CFGLOG:LOGGEDCMD: User:solution logged command:no ip dhcp pool GigabitEthernet1/0/25
047955: Sep 18 02:17:33.944: %PARSER-5-CFGLOG_LOGGEDCMD: User:solution logged command:no ip dhcp class ciscopnp

ATy 7 17. OB LRERL H HHEIE. BELET,

BEifiker b RMA #1173 38B45:
1. BEARELETNANAZREYHR L, TRA RS Ry MY TREREE LTERINDZIFTTEHELET, 71
KD~ — o7 ELET,

2. AT NA RICBRHFA > TWBBEE, BENRELLT AN RKBOY -/ FFET 28I, Ty 7R
B — AT N, R T NA A 2R LS WTLIEE L,

J.XMATNARTPWPAYR—T AV IHRTETDETIE, IR/ —FHREDK TV R — LT /N R &t
LanwTL7ZE W,

4 BENFREE LT NAZRPLR/ —FTH AP THAWEEIR, ¥OXyF RMA2ETT 570108 ED
16807y 7R MY —=LT/NA X} Catalyst Center ICE > TEEBINTWNWE I EHZERLTLIEIL,

5. FAXYyFRMA 7—270—Tld, BENRELLETNANARICY 7 b7 T8y r—I R H 355818, 55
BT NAZRN [N RIL] E=RTIEAEC AR =] E=RTETINTVWARIEAZEZ LTI,

777V Y4 b DYIBR
ZDEIYavyTR, 77y oA FERYT A0 X ESBALET,
1. 777Uy IHA oI RTOT77TY v ITNAXE2HBLET,
2. 777U oS EEMILET,
3. 777Uv oY A FEBEIBRLET,

FINAL ZDHIEE
Catalyst Center B 57 /N4 XA ZBIRT 2I121E. 777Uy oA o777y o0—ILEZERNCLTA Ry
FUDSTNA ZEBIBRLET,

A 7770y o777 )y sy ERIFHNER, — K KU —#sk/ — K. SBEN DI

N=F1:R=FrEYYETDI ) =Ty THERELRLER — K7 77Uy 7Ty PhED, 77 AO—IL%&2FF
DTFNA X&YKL ET,

ATy 7T 1. EEBICHDZA=2—T4a>»% 2 Y v LT [Provision] > [Fabric Sites] ®IEIZ®EIRL., HLD
FT—=7NEa—=FAa3v%7 1) v L. [Cisco-Building-23] 7 X~ > 2% 7 1) v LT ][Port
Assignment] X 7% Uy 7 LET,

ATv 7 2. hRZ<AXEN7= [Port Assignment] FREHNH 5. TRXTOYER—bDF v 7Ry IR
([Port Channel] #&<) =4+~ ICL T,

27 v 7°3. [More Actions] > [Clear Port Assignment] DJEIZEIR L £ 7,
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ATv7 4. [DeployAlll %2 )y o L. BRE/HKITLET,

AT w7 5. [Port Channel] #'32E &N T W 535E& %, [Port Channell #7271 v 2 L. [More Actions] >
[Delete Port-Channels] ®IEICEIRL T, EREZHITLET,

62. [Clear Port Assignment] D317 (C [Deploy Alll B’BEMIZH 3

Catalyst Center Provision /[ SD-Access

Cisco-bullding-23

Fabric Siies / <
Cisco-building-23  view Site Hierarchy ~ Site Actions

Fabric Infrastructure  Layer 3 Virtual Networks  Layer 2 Virtual Networks  Anycast Gateways  Wireless SSIDs  Authentication Template  Port Assignment

Ports (227)

3 portfs) selected from 1 deviea(s) | -| More Actions ~ As of: Feb 26, 2024 1025PM 3
Interface Name
ents

Data VLAN Vaice VLAN Authentication Template Connected Device Type Staws MAC Ad

Device Name

® Fas3 ForyGigabite 110_5_120_0-INFRA_VN - None User Devices and Endpaints DOWN 00:a6:

FIAB-3 Gigabitthern . . - - = Glosed Authentication - DOWN 00:at6if

FIAB-3 GigabitEthern - -- None Trunking Device DOWN 00:d:
FlAB-3 GigabitEthern e - - = Closed Authentication - DOWN 00:06:
B O fmes GigabitEthern - - = Closed Authentication - DOWN 00:a6:1
O  Fas-3 GigabitEthemet1/0/5 - - = Closed Authentication -- DOWN 00:a6:1
O  FAAB-3 GigabitEthernet] /0/6 -- - = Closed Authentication -- DOWN 00:d6:1
O fas-3 GigabitEthernet1/0/7 - - = Closed Authentication - up 00:d6:f
O Fas-3 GigabitEthernet1/0/8 - - F Closed Authentication -- DOWN 00:d6:1
O  mAas-3 GigabitEthernet1/0/9 - - = Closed Authentication - DOWN 00:dt6:f

@ Fmss GigabitEthernet1/0/10 5_1.0_0-VN1 - None User Devices and Endpoints DOWN 00:a)

3 Record(s) Show Records: 10 v 1-3 [1] I

NWNe=b 2 R=} RYVYUTE Y =Ty 7L 777Uy oA D07 77 )y 70 —LE2ENLET,
2T w7 1. [Fabric Infrastructure] 7 « >~ K7 ICBEBL., X—7 v T4 REI Yy 7 LET,
ATy 7 2. AEID~A > T [Remove from Fabric] #7 J v 7 L. ERICEAE T,

B.777VUw oA 0777y IR—%—/—FK, avrta—L7L—>/—K, 74%

LZXayv ba—7o08E

A5 v 7 1. [Fabric Infrastructure] 7« > F7ICBE#L, X—45 v bTNRARE Iy LET,
AFv7 2. AEID~A > T [Remove from Fabric] 27U v 2 L. EFICERET,

p 777w oA i, AaCEB 1Oy FA—LTL—Y /) —FARETT, 777Uy oY A b
IS, B 7 77Uy A—=ADPERNITR > TWBTNA AN ELEHDHBEIE. I _XTOaArybA—LT L=/ —F
BT A EIITEEF A, BAIIC. A FA—LTL—>O—LDEVWTNNA 2ZEBL £,
Bk e b 1 TAAZIDEERARELSZES, ARV HETE I Y-V T v T LTCT7 77y I HTNAR
HHIBR T 22 R 7I1E[Faill] £ LTRESINFTHA. INOLDOTNANAZRD7 77Uy 70— LIgHIBREINET, 41X
YEFUDLDHEIRAFRIENE T,

AV RY FUHSDTFENAZ DY

ATy 7. EEBICHEAZa—TA433>%2 Y v 2 LT [Provision] > [Inventory] DJEIZEIR L 3,
ATy 72 =T Y ETNRAZRDF 2y IRy VRERDIFTCF v IRy VR &EFIZLET,
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R 7w 7" 3. [Actions] > [Inventory] > [Delete Device] DIEIZEIR L., BlIR7 —7 70 —%%TL 9,

X 63. ARV FYDDDF N4 ZDHIR

Catalyst Center i Inventory

A\ To provision subscriptions on devices that have not been discovered with NETCONF, rediscover the devices with NETCONF, and update the Telemetry Settings with the @ Force Configuration Push option. X

A\ Some devices may have design or provision conflicts. Please go to Provision -> Inventory and switch the focus to " Templates” and check " Template Conflict Status” column. Update CLI Templates X

? Global m Routars  Swiiches  Wirless Conwollers  Accass Points  Sensors & H -

DEVICE WORK ITEMS Devices (39)  Focus: Inventory ~ Take a tour ) Expont
0) Unreachable Q

0 Unassigned Selected Tag () Add Device / Edit Device [j Delete Device Actions ~ As of: Fen 26, 2024 10:55 PM

() Untagged @ T Device Name = IP Address Inventory > R nageabiny  C Compliance Site Image Version

) Failed Provision

= Software Image

Resync Device

el 93008-stack-8J 110.5.0.66 yna Len Managed o Pl <..IMilpl g-23 17131
Pravisian

[0 Non Compliant

Reboot Device
() Outdated Software Image
a < APOOAT.A2F4.AEGZ 110.4.120.9 Telemetry —— Managed NA .../Control-centor/Warehouse-2  17.12.0.112
() Mo Golden Image
Device Replacement

[ Falied Image Prechecks & < APOCDO0.F894,33D8 2.3.121.7 Export Inventory Managed NA [Cisco-bullding-9/Floor-1 17.13.0.107
B Compliance
() Under Maintenance - 5 Schedule Maintenance
IR AP3C57.31C5.7AE4 110.4.120.10 Managed NA [Gontrol-centor/Warenouse-1  17.13.0.107
[ Security Advisorles Exit Maintenance
a <o AP34ED.1BDA. 68F4 110.139.214.15 i ~ weacnal Managed NA [Disney/Fioor-2 17.13.0.107
Manage Maintenance
a o AP34ED.1BDA.6DFO 110.139.214.14 NA © Reachat Managed NA Disney/Fioor-1 17.13.0.107

Manage System Beacon

Wk / — R, RUT =R/ — K. F£7-13 SBEN 2§l 3 25515, A1 >Ry MUABHEIBRLIZE, 7y U v s
TNAZDKR—  EERIZYV—v Ty 7LET, RIHERLET,

64. R/ — R RYS—R/ — FHAM R PUDPSEIREN-BODT Y TIY VI TFNLATD
SREDHIRE

Catalyst Center ion /| SD-Access maglev

Fabric Sites | Cisco-bullging-23

Cisco-building-23 View Site Hierarchy  Site Actions 0

Fabric Infrastructure  Layer 3 Virtual Metworks  Layer 2 Virtual Networks  Anycast Gateways ~ Wireless SSIDs  Authentication Template  Port Assignment

Ports (189)

07 PM

1 port(s) selected from 1 devica(s) * More Actions ~ As of: Feb 26, 20:

Device Name Intertace Name Data VLAN Voice VLAN Authentication Template Connected Device Type Status MAC Adi

. 8300B-stack-8J » §

@ 8300B-stack-BJ Part-channel; 1 Assignments - - - Extended Node = -
93008-stack-BJ - - - -- up ba:as:b)
Create Port-Channel
93008-stack-BJ GigabitEthern - - - -- up ec:1a:8)
Part-charasiz Edit Port-Channel
8300B-stack-BJ GlgabitEthern  pgigrg port-Ghannels - - - - upP 00:7e:9)
5 ort-chanaec?
93008-stack-BJ FortyGigabitEthernet1/1/1 - - - DOWN bé:ad:by
(m)] 9300B-stack-BJ FortyGigabitEthernet1/1/2 - None Trunking Device bé:ag:by
O 93008-stack-8J FortyGigabitEthernet2/1/1 - - = Closed Authentication - DOWN ec:1d:8
O 8300B-stack-BJ FortyGigabitEthernet2/1/2 - - Closed Authentication - DOWN ec:1d:8|
) 93008B-stack-BJ FortyGigabitEthernet3/1/1 - - = Closed Authentication - DOWN 00:7e:9)
93008-stack-BJ FortyGigabitEthernet3/1/2 - - = Glosed Authentication - DOWN oo:7e:9)
M aannR-srark-A i GinamEtnarnartini R o Nna licar Naviras and Eadnninte nowN hava
3 Recordls Show Records: 10 v 1 -3 [1]
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%] 65. SBEN B’ 4 R U D SHIBRENI- DT v 7Y I FNL 2L TOYER— FREDHIR

= luln Catalyst Center Provision / SD-Access O | Q2 magler -
Fabric Sites | Warehouse-2
3
Warehouse-2 View Site Hierarchy ~ Site Actions
I Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virtual Networks Anycast Gateways Authentication Template Port Assignment
H
Ports (53)
v
1 port(s) selected from 1 device(s) O * Mere Actions As of: Feb 26, 2024 6:02PM [
Device Name: Intertace Name Data vLAN Voice VLAN Authentication Tempiate Gonnected Device Type Statws MAC Adar
[ Ciear Port Assignments
Edit Port Assignments
(] SN-JAE24222248 GigabitEthernet1/¢ - -- = Closed Authentication - DOWN Temad:at
P 2
) SN-JAE24222248 GigabitEternet1/t . . - - = Closed Authentication - DOWN Tead:4f;
O SN-JAE24222248 GigabitEthernet1/¢ - - = Closed Authentication - DOWN Tciad:aty
{ .
O] SN-JAE24222248 GigabitEthernet1/( - - = Closed Authentication - DOWN 7ciad:4f;
e aQ SN-JAE24222248 ‘GigabitEthernet1/( - - = Closed Authentication - up Tciad:4f:
\
O SN-JAE24222248 GigabitEthernet1/0/48 - o = Closed Authentication - DOWN 7ciad:4f
O SN-JAE24222248 GigabitEthernet1/1/1 - -- = Closed Authentication -- DOWN 7e:ag:4t]
4
@  Sn-JAE24222248 GigabitEthernet1/1/2 - - Closed Authentication Supplicant-Based Extendsd Nods up 7ciad:at;
3
(] SN-JAE24222248 GigabitEthernet1/1/3 - -- + Closed Authentication - DOWN Temad:at
0 SN-JAE24222248 GigabitEthernet1/1/4 - - = Clesed Authentication - DOWN Tciad:4f
|
»  Switch-110-4-1-70
H
3 2recoms Show Records: 10 v 1-2 'Y I

I=—FvRXM5—=F7 4 DOHIBR

TZ—Fv XM= hTz Ak, 777Uy oUA MIBEESHLEZIS, 777U v o/ — v BLORS NI YA
MCBMTEET, 777Uy I HA MDD IZ—F v RN — T2 A %2EBRTBICE. FT777 v oy —>
ETRTOPEINT-YA PHASIZ—F v I P — YA %2YBRTI2HELDY 7,

IZ—F%Fv XS =+ x4 4.1.0.1 |Z. Control-center 7 > 5 — VN GUEST CHRESN, 777 Uw o/ —v
Floor-1 £ L Ot & 7=H 1 I Cisco-Building-9 (28NS FE T,

FIE1ICR-T, 777 Vv oy—>, #EINT=Y A ., BLO control-center "> T=Z—F v X b — k7
4 4.1.0.1 ZHIBRL £9°,

T777Vy o= hALDI—F v AT —F7 A DOHIR

777Uy I VROIZ—F ¥ AT — bz AlE, 777Uy o)=L RLFEET7T7TY o794 LR
ILTHIBRTEE T,

AHiE1:4.1.01 %/ —> L~ Floor-1 " HHIBRL 9,
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ATy T 1. EEBICHDZAX=_a—T42a>»% 2 v % LT [Provision] > [Fabric Sites] > [Control-center] ®
JIEIZ8R L. [View Site Hierarchy] > [Floor-1] ®JIEIZEIR L £,

Fabric Sites / Control-center

Control-center View Site Hierarchy  Site Actions v @

Fabric Infrastructure L g Networks Anycast Gateways Wireless SSIDs Authentication Template Port Assignment
e C(Search Hierarchy
Search Help Take ¢
I v /Milpitas/Control-center
= Floor-1 FZ b
Collapse All Custom Focus Jan
& Floor-Fleor-t e

A7 v 7 2. [Anycast Gateways] X 7% 7 U v 27 LT[4.1.01]F v 7Ry 7 R%# 2L, [More Actions] >
[Delete Anycast Gateways] DJBEIZEIR L £,

Floor-1% View Site Hierarchy  Site Actions ~ @

Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virtual Networks Anycast Gateways Authentication Template Port Assignment
™ Export 48}
Q Search Anycast Gateways Y
1 selected () (¥ Add Anycast Gateways  More Actions /~ Asof: Jan 9, 2025 4:25 PM
= Anycast Gateways ~ Associated VLA Associated Layer 3 Virtual Network Fabric Enabled Wireless Wireless Flooding Layer 2 Flooding Resource Gue
O 110.4.120.1 110_4_120_0 INFRA_VN -- - -- --
Delete Anycast Gateways
O 110.4.60.1 110_4_60_0- INFRA_VN -- - -- --
® 4100 4_1_0_0-GUEST 1038 GUEST D 7 -- --
O 41641 4_1_64_0-VN_EMP 1027 VN_EMP - --

2060:0:0:2061::1

AFy 73 ZTEAEARALTEX7EZERLET,
5iE2:4.1.01 %914 L ~_ILD Floor-1 1 H5HIKL E 9,

ATy 7. EEBICHDA=Za—T142>% 21 v LT, [Provision] > [Fabric Sites] > [Control-center]
DIEISERL £,
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27w 7 2. [Anycast Gateways] X 7% 27U v 27 LT [4.1.01]F v 7Ry 7 X% F>IZL. [More Actions] >
[Edit Fabric Zone Associations] DJEIZER L £ 9,

Fabric Sites [ Control-center

Control-center View Site Hierarchy  Site Actions ~ ©

Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virtual Networks Anycast Gateways Wireless SSIDs Authentication Template Port Assignment
T Export &}
Q Search Anycast Gateways Y
1 selected (O (@ Create Anycast Gateways  More Actions A As of: Jan 9, 2025 5:26 PM )
2 Anycast Gateways =~ Associated VLAN Edit Anycast Gateways Associated Layer 3 Virtual Network Fabric Enabled Wireless Wireless Flooding Layer 2 Flooding Resource Guz
O 11041201 110_4_120_0-Iy 9t Fabric Zone Assaciations  |yepp yy - - - -
Delete Anycast Gateways
[} 110.4.60.1 110_4_60_0-INF INFRA_VN - - -- --
O 4.1.0.1 4_1_0_0-Anchor 1037 Anchor @ -- -- --
5 4.1.0.1 4_1_0_0-GUEST 1038 GUEST @ @ -- --
O 4.1.200.1 4_1_200_0-VN1 1034 VN1 @ - -- --
O 41681 4_1_64_0-VN_EMP 1027 VN_EMP - @ -

2060:0:0:2061::1

AFv7 3. 7—270—7T., [Select Fabric Zones]| #7VU v 7 L£9,

Fabric Zones (Optional)

Anycast Gateways will be provisioned for the previously selected Virtual Networks
within the Fabric Site. If Fabric Zones have been configured, Anycast Gateways can
optionally be provisioned to one or more Fabric Zones within the Site.

Layer 3 Virtual Network Details

Q_ search Layer 3 Virtual Network: ~ GUEST &

LAYER 3 VIRTUAL NETWORKS
= Anycast Gateways
&h ---/Milpi...ontrol-center

GUEST 1P Pool Fabric Zones
I d) 4.1.0.0118 5> 1Selected

ATy 7 4. J—%&#ERL, [Remove Selected] #7 U v 7 LTh ., [Assignl 27 )v o7 LET,

Assign Fabric Zones
Assign the Anycast Gateway to one or more Fabric Zones.

Anycast Gateways: 4.1.0.0/18

Q_ search

0 Unselected Remove All 1 Selected

> ...[Control-center/Floor-1

Cancel
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ARFv75. 7—r70—%x%TL, 2RV EREAL XY,

FIE 2, MAEASINIY A bDOLDIZ—F v X T — b7z A DHIER

IZ—FvRMT—F7 x4 41.01 D, #ESIN/-Y A I Cisco-Building-9 [ZENENFET,

IZ—Fv AT —F7 x4 41.01 ZHIBRT 2(21F. ROFIEEZEITLET,

ATy 7T 1. EEBICHDZIA=_2—T4a>»% 2 Y v LT [Provision] > [Fabric Sites] ®IEIZ®IRL., HLD
FT—7NEa—=FAa2v%7 1)y LT, [Cisco-Building-9] 7 ¥ X ~U > o %& 7 )y o LET,

A5 v 7 2. [Anycast Gateways] X 7% 2 v 27 LT[4.1.01]F v 7Ry o A%F>IZL. [More Actions] >
[Delete Anycast Gateways] DJBEIZEIR L £,

ATFw7 3 ZTEABARALTEXR7EERLET,

Fabric Sites / Cisco-building-9

Cisco- bul\dmg—g View Site Hierarchy  Site Actions ~ @

Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virtual Networks Anycast Gateways Wireless SSIDs Authentication Template Port Assignment
T Export 4
Q Search Anycast Gateways v
1 selected () (& Create Anycast Gateways  More Actions ~ As of: Jan 9, 2025 6:00 PM
[} Anycast Gateways = Associated VLAN Edit Anycast Gateways Associated Layer 3 Virtual Network Fabric Enabled Wireless Wireless Flooding Layer 2 Flooding Resource
CJ 231211 2_3_121_0-INFF Edit Fabric Zone Associations INFRA_VN
Delete Anycast Gateways
O 2.3.60.1 2_3_60_0-INFR# INFRA_VN
O 4.1.0.1 4_1_0_0-Anchor 1064 Anchor
4.1.0.1 4_1_0_0-GUEST 1065 GUEST
6.1.0.1
O 2060:-1 6_1_0_0-VN1 1027 VN1
6.1.0.1
RYINES 5
O 3060:1 6_1_0_0-VN5 1029 VN5
O 6.1.192.1 CRITICAL_VLAN 1052 VN1
6.1.193.1 6_1_193_0-VN1 1057 VN1
6.1.64.1
R 5
O 3020::1 6_1_64_0-VN1 1025 VN1

777Ny I A OO IZ—F v X T — T A DHIBR

ATy 7. EEBICHDAZa—T4A422%2 1) v LT, [Provision] > [Fabric Sites] > [Control-center]
DIEISERL £,

AT v 7 2. [Anycast Gateways] X 7% 2 v 27 LT[4.1.01]F v 7Ry o A%F>IZL. [More Actions] >
[Delete Anycast Gateways] DJIEIEIR L £,
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A7y 73 ZEABEALTCEZRAIEERALET,

Fabric Sites / Control-center

Control-center View Site Hierarchy  Site Actions v @

Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virtual Networks Anycast Gateways Wireless SSIDs

Q Search Anycast Gateways

1 selected (i) (3 Create Anycast Gateways  More Actions ~

] Anycast Gateways = Associated VLAN Edit Anycast Gateways Assaociated Layer 3 Virtual Network
O 110.4.120.1 110_4_120_0-n  FOit Fabric Zone Associations | yepp vy
Delete Anycast Gateways
O 110.4.60.1 110_4_60_0-INF INFRA_VN
O 4.1.0.1 4_1_0_0-Anchor 1037 Anchor
4.1.0.1 4_1_0_0-GUEST 1038 GUEST
O 4.1.200.1 4_1_200_0-VN1 1034 VN1

4.1.64.1

O 2060:0:0:2061::1 4.1_64_0-VN_EMP 1027 VN_EMP

777Uy —v0EMEL

Authentication Template

Fabric Enabled Wireless

Port Assignment

™ Export :‘?:

v

As of: Jan 9, 2025 B:13PM (3

Layer 2 Flooding Resource Guz

Zr77 Uy o=k, 777Uy oy, R/ — KR, RUY—3E/ — F. £/ SBEN & DT /N A A
V=B B ToNTEDT, V—VIIIZ—F v AT =T 2402 BTOHNTWAEWEEICDOAREICT

EEXR

2Fv 7 1. TNAXREHBRT S, T34 2088 OFE 1a (ZfEWE T,

ATFw T2 TZ—Fv2ArT— 74 %EBLET, [ZZ—Fv 2T =7 oA DB ICREWET,

BEffifter b BUICRT Y720 RICATYy 71 %2752 ¢HTEET,

RTFv7T3 YA PLRLEFFIZY =L RILOWTNATTZ 7 Iy o)~ E2EHICLET,
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BE1 A PLRLTTZ 7Ty o/ — v HERILET,

ATy T 1. EEBICHDZAX=—a—T42a>»% 2 v % LT [Provision] > [Fabric Sites] > [Control-center] ®

lEIZ:83R L. [Site Actions] > [Edit Fabric Zone] ®IEIZ&EIR L 9,

Catalyst Center | SD-Access

Fabric Sites | Control-centor

Control-centor  view site Hierarchy ~ Site Actions

Fabric Infrastructure Layer 3 Virtual Networks Configure Multicast it Gateways Wireless SSIDs Authentication Template Port Assignment
Delete Fabric Site

Three (3) Information Alerts on this page. Expand t
Edit Fabric Zone

Show Task Status Take a Tour Export

ollapse Al Custom Focus Fel

,(__,J
>
=

@
(&
(>

Cancel

Catalyst Center

Q.  maglev ~

Fabric Zones

Fabric Zones are optional. They reside v
Nodes. If Fabric Zanes are used, only
provisioned to the Edge Nodes in eac

in a Fabric Site and can only contain Edge Nodes and Extended
Virtual Networks and Anycast Gateways (IP address pools) are
Zone

f Fabric Zones are not used, all Virtual Networks and Anycast Gateways are prok
in the Fabric Site

ianed to all Edge Nodes

When a design hierarchy slement is moved into a Fabric Zone, all existing Edge Nodes provisioned at or
below the design hierarchy element will be automatically moved into the Fabric Zone. There will be no
impact te user traffic when existing Edge Nodes move into a Fabric Zone. L2VNs, L3VNs and IP pools
configured to the Edge Node will be preserved

Select one or more areas, buildings, or floors to enable as a Fabric Zone.
A Fabric Zone begins at the selected level of hierarchy. All levels below the selected level are included as part of the Fabric Zone.

LE FE Fabric Site

Q) Search Hierarchy
Search Heip
Gontrol-centor

3
Warehouse-1

Warehouse-2

£J Exit Al changes saved Review
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FE2: /=YL RLTT777 Vo /= EEMCLET,
ATy 7. 777Uy o= ICBELET,
AT w7 2. [Site Actions] > [Disable Fabric Zone] ®IEIZEIR L £7,

Provision / SD-Access

Fabric | Warehouse-1
Warehouse-1"  view siie Herarchy ~ Site Actions ~

Fabric Infrastructure  Layer 3 Virtual NetworkS  pjsanie Fabric Zone astGateways  Authentication Template  Port Assignment “ =

Take a T Export
(ncewe)
I

777V o9%4 kil

777Uy oA ME TP TV ITFNAR, TZ—F v A —bTz2A, LA4YVN, 7>H—VN, 777
Dy o )=, YILFFvXIDRWVBEEICOABIBRTEET, VALTFFv XA MPEHICHE->TWDEHERIE, T~
ILFFv X MZHIBRLET,

TILFFv AT —THHIBRT BICIE. ROFIEXEITLET,

2Ty 71 777Uy oY 4 MIEEL. [Site Actions] > [Remove Multicast Configuration] D JIEIZ:83R L
X9,

RATFv7 2. IZ—Fv RSz A %ZHBRLES, [TZ—F v X772 ADHIBR] ICREVET,

RATv7 3. TUA—VNHAPRESNTLRHEIE, MESINIHA b OTrh—INicT=—F v X T —
bz T A—VUNZEIBRL, ROWINHOEETLET,

o« INLDVNTT Y A—ZENLET, 777U v o84 Do VN ZHIBRT 20FEEHY £ A,

o« 777Uy IHA A LBEEHBRLET, INOSDVN TLAVYINYRFTAZREINTWEHEEIZ. LA
YINVEF TR T 7Ty IO R—K—DBHIGRTI2HELRHY £7,
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X 66. VN [GUEST] & U [GUEST_P] TD7 ¥ H—DHlkR

= .l Catalyst Center Provision / SD-Access

s / Control-centor

Control-centor  view site Hierarchy ~ Ste Actions

Fabric Infrastructure  Layer 3 Virtual Networks  Layer 2 Virtual Networks  Anycast Gateways  Wireless SSIDs  Authentication Template  Port Assignment
) Export
2 selected () (@) Create Layer 3 Vinual Neworks () Add Existing Layer 3 Virtual Networks  More Actions As of: Feb 27, 202
©  Laver 3 Vinuai Nework = Layer 3 VNID Health Sc Associated Fabric Zones Mulicast-Enabled Fabric Sites
/ Remove Anchor from Fabric Sit
®@ GUESTY 4100 -- e BT A e O 0
Edit
® GUESTP Y 4105 0
Re
INFRA_VN 4087 -- 0
w1 4089 50% 2 0
O wwep a0 100% 1 0
N WN3_S 102 100% 2 0
VNe_S 4103 100% 1 0
VN_woL 4108 100% 1 0

Show Records: 10 v 1-8 )

= !l Catalyst Center Provision / SD-Access

es / Control-centor

Control-centor  view site Hierarchy ~ Site Actions

Fabric Infrastructure  Layer 3 Virtual Networks  Layer 2 Virtual Networks  Anycast Gateways  Wireless SSIDs  Authentication Template  Port Assignment
1, Export &
2selected () (@) Create Layer 3 Virtual Networks  (3) Add Existing Layer 3 Virtual Networks  More Actions As of: Feb 27, 2024 4
©  Lsyer 3 Vinuai Newiork Layer 3 VNID Heaith Sct Associated Fabric Zones Multicast-Enabled Fabric Sites
7 Remove Anchor from Fabric Site
©@ GUESTS 4100 -- 0
Edit Site and Fabric Zone Associations
® GUESTPE 4105 0
Remove from Fabric Sites
INFRA_VN 4097 -- 0
VN1 4099 50% 2 0
VN2_P ©101 100% 1 0
5 VN3_S 4102 100% 2 0
VN4_S 4103 100% 1 0
VN_WOL 4106 100% 1 0
& Record(s) Show Records: 10 v 1-8 o

ATy 74 777V TNAREEBRLET, [7/4 208K OFIE 1 ICRRWET, FIBICKE- T,
Wak/ — K, KU =R/ —K, SBEN, 777 Uv oIy, TA4X¥LXarybta—7, 77
Ty oR—F—, arvbra—LTL—v/—REEDT 7TV ITNA XEHIBLET,

ATy 75 777Uy o= EENCLET, (77T Uy o= 0EME] ODRT T 3ICRVET,
AFw7T 6. 777Uy YA IZEEIL., [Site Actions] > [Delete Fabric Site] #32iR L T, ERZHITL 7,

© 2025 Cisco and/or its affiliates. All rights reserved. 249/292 R—



p= N YA MIEZPy b ary b= TL—=> TNRAZRDRBHDHEIE. 7770y 794 FEEHIBRT 2H]IC
Bk L T30,

Fovoy b avbo— FL—>r AL R%BIBRT 2I121E, ROFIEZEITLET,

27w 7" 1. [Provision] > [SD-Access] > [Transits] DJBIEE# L £,

ATy T 2. ZETEETYy FERIRLTHBRLET,

= liy Catalyst Center Provision / SD-Access
Faric Sies / Control-centor
Control-centor  view Site Hierarchy ~ Site Actions ~
Fabric Infrastructure Layer 3 Virtual Networks Configuration it Gateways Wireless SSIDs Authentication Template Port Assignment =
Remove Multicast Configuration
Two (2) Information Alerts on this page. Expand to
Delete Fabric Site
Edit Fabric Zone Take a Tour Export
Show Task Status
Custom Focus. Feb 27, 2024 5:38 PM
e
s
>
>
COMMON_A
O
>}
<>
>
Cad)
Cancel
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Cisco SD-Access # v b7 — % & CiscoSD-Access 77 V4 — 3 > DEIR

Z D+t 73Tl Catalyst Center Assurance 7 7'V r—< 3 > %R L 7= Cisco SD-Access *v b 7—2 D
HENBRESEF v I, YATLNILVRY —IIL%{ER L 7= Cisco SD-Access 77U — 3 VOIEEEEDER,
H & Cisco SD-Access B4~ U v VR AEFERLTC7 77Uy I8 A MITRAZXEBMLIZEEDT/NA R
BROBRIEICOVWTHBLET,

Catalyst Center Assurance (. X2 EP R RAZ—XICRHIET 572012, BNc—EBMoH20—EXL~NIL
TOEFENEY ) 2a—2avaRELET, V7774 783y bT—0EBBLVO NI TN a T4V v
F7—0RTO7AT T4 7 OFAMAEICHIGL. 77AT N T7US—ay, BEUOY—ERORE
BRT7+—< Vv AEHERLET,

TaT T VRITE, ROESGAY Yy bDBHY £T,

« XY NT—=0. UFAT N, BLOT TV 3 VEEOMBE~AERNABEREEHLET, TS50
Bld, BROBROEANS LUVSEABBEERANOKYIL->TWDEID, K74 /A4 XEBBHIGBRAS
nEd,

o YATLHAREBLIOHARBLOBWAD FZ TNy a—Ta v 7% BHLET, 72277 AT
EHOBEBEEETEIEE KP) ZBEH T2V R TLANA RFEDOAEEEBHLET, TAEEVH—D
BRICEOWT, MEORFARERZEE L. BADIOICAIERT 7> a v #RELET, T—XOERTIE
B, MBREZFELVICTAILICESNEIMTOES, 72T 7 VATIE, LRALI Y R—bTY
ZTICEAT BAEENMTHONE L LIFLIEHY £,

« XY NT—=UERYNT—=OTFTNRAR, V74T b, 77V —= a3y, BLOY—ERICET 23EMALE
BUHRATERELET, 77X (FVvHR—Ta4 V7)) LEROAADI ZAT >V F TVRRY TV IN
REEESNFE T,

Catalyst Center > 2 7 LAIEFEHY —Lid, 77V = avDEFEE. YRATLRAT—RR, BTy 7oL —
FOEMIKAERIET 5 DICKIIBET,

Catalyst Center |&. EIfF @ Cisco SD-Access 777U v/ —FDON—=F 7z 7ELPV 7 b7 TEMER
Cisco SD-Access BiatE~< b 1) v 7 ZD1EHR & EHRMICLLE L, BRMEOMBEAIRE S NBEIEFLLTNA X
N7 77 )y oA MCBMENBEWESICTRAYZLET,

2ENBREEED T 2T R

[Overall Health Dashboard] (ClZ, *v b7 =0 BLPI TA T b TNA ROBBIKAOME L, FEIFDLER E
10 HOMEOLE 2 —AKRRINET, ZIhH, 2V M T—VDEEWELIEI 74TV FPOEEFREICFY LT
LT, ROFIEHICRT LS. 2 b T—=0 A VT IRNIIFvETTAT YV EPHAEDRELEREICEITS
NTWahz LY FMICHER T XY,

© 2025 Cisco and/or its affiliates. All rights reserved. 251/292 ~—


https://www.cisco.com/c/dam/en/us/td/docs/Website/enterprise/sda_compatibility_matrix/index.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/dna-center/products-device-support-tables-list.html

ATy 7T 1. EEBICHDZX=_a—TA4a>% 2 v LT[Assurance] > [Health] DJIEIZEIR L. [Overall]
XT7H7y I LET,

Overall Network Client Network Services Applications SD-Access Al Analytics v
() Global } 24 Hours Jun 6, 2024 12:10 PM - Jun 7, 2024 12:15 PM &
Actions
Network Devices Wired Clients
—— o 825 o roms ‘ ‘ :
j— % woatny D TOTAL: 40 LATEST /o Heaitny (D TOTAL: 51 Connected: 51 No Data: © New: 0
6/7 11 a3 a2 /4 013
0%
I I I . -
Wireless Clients
AN Phd < < A =
¥ pog pig g i\ = . N .
Router Core Distribution Access Wireless Access wrest 1 OO % Healiny (D TOTAL:S | Active: 1 nactive: 4 New: 0
Controller Point
won [ 0%
. o 2 : bn)
View Network Health View Client Health
L = o
68. LI 10 hDORED R A7
Qverall Network Client Network Services v Applications SD-Access Al Analytics
View AMA Dashboard View DNS Dashboard View DHCP Dashboard
Top 10 Issue Types
Priority « Issue Type ~ Device Role Category Issue Count ~ Site Count (Area) Device Count Last Occurred Time ~
P1 Cisco TrustSec environment data download status ACCESS Connected 1 1 1 Jun 6, 2024 9:52 PM
P1 Fabric LISP PubSub session status is down ACCESS Connected 1 1 1 Jun 6, 40 PM
P1 Fabric BGP session status is down with Peer Device BORDER ROUTER Connected 1 1 1 Jun 6, 2024 9:07 PM
P1 Fabric Border node internet is unavailable ACCESS Connected 1 1 1 Jun 6, 5:54 PM
P1 Fabric LISP PubSub session status is down BORDER ROUTER Connected 2 1 1 Jun 6 5:50 PM
P1 Switch unreachable ACCESS Availability 1 1 1 Jun 6, 2024 2:48 AM
P1 Fabric facing port channel connectivity ACCESS Connectivity 1 1 1 Jun 5, 2024 10:50 PM
P1 Interface Connecting Network Devices is Down ACCESS Connectivity 2 1 1 Jun 5, 2024 10:50 PM
p2 Network Device Interface Connectivity - OSPF Adjacency Failure DISTRIBUTION Connectivity 2 1 2 Jun 6, 2024 5:50 PM
P2 AP(s) discennected from WLC on Switch ACCESS Availability 1 1 1 Jun 5, 2024 10:45 PM

10 Record(s)
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AFy 72 EA40BEE7 )y L TEMERRL, BN T 7 avIcRVWET,

X 69. Cisco TrustSec BIE T — X DAy O—FRT— R ADOME%TRTH

Overall Network Clien|

(P1)Cisco TrustSec environment data download status X

Jun 6, 2024 12:13 PM - Jun 7, 2024 12:13PM |

Area
1 Open Issues 1 1 ACCESS
1 Buildings, 1 Floors

Top 10 Issue Types

Q Search Table v

Priority = Issue Type ~

0 Selected by Export
P1 Cisco TrustS|

O Issue Site
P1 Fabric Bordef

O cisco TrustSec environment data is not complete on Fabric 'EXTENDED-NODE' node 'SN-FGW2146GOCL' in Fabric site 'Global/San Jose/Gisco-building-9' B San Jose/Cisco-building-9/Floo
P1 Fabric Borde
P1 Fabric WLC 1 Record(s) Show Records: 10 Vv 1-1 [1]
P2 Radius serve
P2 Device Rebof
P2 Network De
P3 Poor RF (5
P3 AP Flap
P3 Radio High

10 Record(s)

Overall Network Clien| N B
Sisco Tru nvironment data download status | Issue Instance
P1 Cisco TrustSec environment data is not complete on Fabric 'EXTENDED-NODE' node 'SN-FCW2146G0CL' in Fabric
site 'Global/San Jose/Cisco-building-9'
Status: Open~ | @ Issue Profile: global 3 Edit Issue Settings
Top 10 Issue Types
INSIGHTS
Priority « Issue Type =
Cisco TrustSec environment data is not complete on Fabric 'Extended-node' node 'SN-FCW2146GO0CL" in Fabric site 'Global/San Jose/Cisco-building-9'
P1 Cisco Trust§|
Device 13 SN-FCW2146GOCL
P1 Fabric Bordg Time Jun 7, 2024 2:29 PM
Location Global/San Jose/Cisco-building-9/Floor-1
P1 Fabric Bord¢
Fabric Site Global/San Jose/Cisce-building-9
P1 Fabric WLC
2 i Problem Details .
P s EeWEI Problem Details
Suggested Actions
= Device Rell () The table below illustrates the applicable sessions for this device, along with their respective statuses. You can choose up to three sessions simultaneously. X
P2 Network De
Status All Down Up No Data
P3 Poor RF (5
Search Table
P3 AP Flap Q
3 Radio High Status Destination
e ————————————e
10 Record(s) <
ISE (Primary)
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2y FP7I—VDEERDTaT IR

BeEDFY b T—0TFTNAZDESHEZRIATIE, YRATL, T—27L—>, BLarro—L7L—rvDESHE
ICEOWTHEEINE T, ZY FT—IFNRNA R, =&, RAvF, 7A4¥L XAy +a—5, BLUVAPH
EENEFT, AVTFVRE=RDITAT UV RETNARIE, FYy PT—VOEEMHRIATICEENE T A,
RN AERy FT7—7DOEBSHIE. FIEORISRENTWS LS IC, EFEAT/N( X% Catalyst Center IC& > T
ERINTWERATIEDTNA ZOHRMTE > -BIEGOHETREINE T,

ATy 7. EEBICHDAZ2—TA42>%2 Y v LT [Assurance] > [Health] DJEIZ:EIR L. [Network]
27%7 Uy LET,

Overall Network Client Network Services ~ Applications SD-Access Al Analytics ~
@ Global § 24 Hours Jun 6, 2024 12:10 PM - Jun 7, 2024 12:15 PM & =
12:10p 12:15p
v (]
]
[e]
(0]
2p s P Op 6I7 0 1
@ Telemetry Status
Actions
LATEST  TREND
Network Devices
55 Router (7) |
o ()
0 ey |
Healthy Netwark Devices
Distribution (3) I
TOTAL DEVIGES 40 Access (12) | —
Good Health 22 Wireless Controller (4) | —
Fair Health 6 Access Point (13) [N UTILIZATION FAIR | INTERFERENGE POOR | 1 more
Poor Health 1 o 2 10 o 0 oo
No Health Data 1 Device Distribution (%)
HEALTH ® NoHealthData  Good @ Fair @ Poor
View Details
Overall Network Client Network Services v Applications SD-Access Al Analytics v
View Details
Total APs Up/Down Top N APs by Client Count Top N APs by High Interference
LATEST  TREND LATEST ~ TREND LATEST ~ TREND 2.4 GHz

APT07D.BSBA.BEAE APBB7D.BASC. 168

AP149F.430E.AC20

APBJ-380E.4DF6.705A
13 Devices

APOCDO.F834.33D8

APFADB.E643.E430

AP3BOE 4DBF.212C

®Up (13) «Down (0) No Data (0) AP7O7D.B9B4 B5AS

View Details View Details View Details
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Network Devices (40) (1)

LATEST TREND

N

ovERALL HEALTH [IIATE Poor  Fair  Good No Health | (D

TYPE All Router Core Distribution Access

Wireless Controller

Access Point

) Export {Q}

Q) Search by name, MAC address, or IP address Y
Device Name Manageability Model OS Version = IP Address Overall Health Issue Type Count Location
= AP34ED.1BDA.6DFO © Managed C9115AXI-B 17.13.0.107 110.139.214.14 1 2 Florida/Disney/Floor-1
3 SN-JAD23230GNB ® Managed C9200-24P 17.13.1 110.4.60.8 10 o Milpitas/Cisco-buidling-24
A~ WLC.net.disney.com © Managed C9800-40-K9 17.131 110.139.215.129 10 0 Florida/Disney
i SN-JAE24222248 © Managed C9200L-48PL-4G 17.13.1 110.4.60.6 10 0 Milpitas/Cisco-buidling-24
= AP707D.B9B4.85A6 ® Managed AIR-AP2802I-B-K9 17.14.0.79 231211 1 2 San Jose/Cisco-building-9/Floor-2
= APBJ-380E.4DF6.705A © Managed AIR-AP2802I-B-K9 17.14.0.79 110.5.120.7 1 1 Milpitas/Cisco-building-23/Floer-2
= AP687D.B45C.1E68 ® Managed C91361-B 17.14.0.79 2.3.121.7 6 3 San Jose/Cisco-building-9/Floor-1
= AP149F.430E.AC20 © Managed CW91661-B 17.14.0.79 231216 4 2 San Jose/Cisco-building-9/Floor-2

-

=i o

ATY 72 74NLEEFERLT, EEERT—ZRET=
FNA Xty hD [Search] #ERAL 3,

BED

70.

Network Devices (4) ()

LATEST TREND

overaLL HealTH [T Poor  Fair  Good No Health (1)

TYPE All Router Core Distribution

Q) Search by name, MAC address, or IP address

Device Name Manageability Model

“+ WLC.net.disney.com © Managed C9800-40-K9
A katar-faniu-ewle © Managed C9800-L-F-K9
+ eWLC-faniu-9840 @ Managed C9800-40-K9
4 eccwe013.nls.ford.com © Managed C9800-40-K9,

4 Record(s)

E: Ry bT7—270EEMZXD
NWARFAY FT—2 ~NJLR X0

NN

HIFERINEFLA, HPFORBEDOTAVL XY FE—F%

Access Wireless Controller

e §

—

EAPA

[All] > [Wireless Controllers] DFEFRICERA I N7 1 LR DRFR

Access Point

Tha auarall Fliant Ualath Crara ic hacad an tha mimbar of haalthu dliante diidad b tha tatsl nimbar of dliante hacad an cliant

AREATT

—

DavAN

A R%& 7 4ILRNEBL £,

@

Ty Export

v

OS Version « IP Address Overall Health Issue Type Count Location

17.13.1 110.139.215.129 10 0 Flerida/Disney

17.14.1 110.9.31 10 2 San Jose/Cisco-building-9/Floor-2

17.14.1 110.9.2.1 10 2 San Jose/Cisco-building-9/Floor-1
C9800-40-K9 17.3.4¢c 110.210.243.25 -- 0 -

Show Records: 10 v 1-4 o

X, BAFDOAICEDOWTEEINE T, TN1 RDOBFAHNTBERIBE, ZDT
ICEBINETA, TAARXATAEY 3=V FENTVWAEWES. ZOES

=03

EZNN
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-

257 3. [Device 360] 7 1 >~ K|
@HLET,

Netwerk | Device 360

Switch TB2-FE2 & view evice Details

24 Hours

2:36p
metr
10

JUEAL Y FLEWFAARESY v LT,

Al EEMIERE

Run Commands

2:36p

I

N o

4 . 10p

@ Telemetry Status

/o

C9300-48UXM 23386

35 days, 1 hour, 56 minutes (1) Reachaple (1)

Issues Physical Neighber Topology Event Viewer

Issues (2) Jun 7, 2024 2:36 PM

Connected

P1
LISP session on Fabric 'EDGE' 'TB2-FE2' in fabric site 'Globa
Connected

P1 o §

2 Record(s)

Global / San Jose / Cisco-building-9 / Floor-2

6/7

17.14.0 AGCCESS Global/San Jose/Cisco-building-9

©

View All Details

Path Trace Device Info

Application Experience

Interfaces Fabric Site

|

Jun 6, 2024 2:36 PM - Jun 7, 2024 2:36 PM &

4_1_128_0-Anchor_VN (16 more)

PoE Power Supply

May 31, 2024 11:05 AM - Jun 7, 2024 2:33 PM

May 31, 2024 11:05 AM - Jun 7, 2024 2:32 PM

97347V FOEERDT2aTIFVR

BeDy 747 bOEEERATIE, BRIDF >V R—T 4
SNET, V74TV FDEEREL Yy ah—FiE, 774

>
77

Tl KERNRERT I ARY I RICEDONT
VEDRERY R T —JICEDREERTEDZNICDONT

Show Records: 10 v

Dmnbind lnmenn bmrnd lnmrin

tE

DONIBEZRLET, 7747V P EREINDE, v vaR—RIWE I 747 MERTIARY T ADEE

MR RENET,

DRI SA T POEBUHRATIE, ERRISAT Y A, 75347 bDEAT (BfgELIZ74vL

2) WZEDWET AT Y FoEFETE

ST HBICEDEET,

Actions

Owerall Network Client Network Services Applications SD-Access Al Analytics
@ Global 24 Hours %/ Filter (0} v Jun 6, 2024 12:15 PM - Jun 7, 2024 12:20 PM &
12:15p
matr
100
2]
| Rl A 18]
- i — T — - o)
r 4p L: 1 67 4 2p
@ Telemetry Status

LATEST ~ TREND

Wireless Clients Wired Clients

‘I OO% ToTAL: 1 (1) 82‘~ TOTAL: 51

Healthy Active: 1 | Inactive: 0 | New: 0 Haalthy Connected: 51 | NoData:0 (D] New:0 (D

Health Score 8-10 9ot Onboarded | onos 17.65% |
Clients (1)
1
. 1 Onbaarded Good Connectivty 100 % Connacted
Clients Clients 42 Onboarded Good Cannectivity 82 %
View Details

© 2025 Cisco and/or its affiliates. All rights reserved.
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Client Devices (51) * Tracked Clients  © Excluded clients

LATEST TREND

TYPE | Wireless - overatL HEALTH (IS Poor  Far  Good No Data (D
DATA Onboarding Time >= 10s Authentication >= 5s
1y Export 6%

Q v
0 Selected
O Identifier 1Py Address Device Type Health Trust Score Tracked Usage Switch Port Location Last Seen ~
(O ¥ common 4.1.64.11 Un-Classified Device 10 8 No 499.77 kB Switch-110-4-0-8 Gi1/0/17 Milpitas/Cisco-buidling-24 Jun 7, 12:19 PM
(0 ¥ steven 5.1.0.12 Un-Classified Device 10 8 No 20.91 kB 9300B-stack-BJ Gi3/0/48 Milpitas/Cisco-building-23 Jun 7, 12:19 PM
(O ¥ common 4.1.64.10 Un-Classified Device 10 8 No 499.77 kB Switch-110-4-0-8 Gi1/0/17 Milpitas/Cisco-buidling-24 Jun 7, 12:19 PM
O ¥ common 4.1.64.13 Un-Classified Device 10 8 No 499.77 kB Switch-110-4-0-8 Gi1/0/17 Milpitas/Cisco-buidling-24 Jun 7, 12:19 PM
O ¥ 516412 5.1.64.12 == 10 -- No 24.59kB 9300B-stack-BJ Gi1/0/48 Milpitas/Cisco-building-23 Jun 7, 12:19 PM
O ¥ 6.1.08 6.1.0.8 - 10 6 No 27.72kB TB2-FE2 Tw1/0/2 San Jose/Cisco-building-9/Floor-2 Jun 7, 12:19 PM
(J ¥ RLAN - Un-Classified Device 10 8 No 24.91 kB TB2-FE1 Te1/0/2 San Jose/Cisco-building-9/Floor-1 Jun 7, 12:19 PM
(0 ¥ 00:00:15:1D:36:BA - Un-Classified Device 10 6 No 499.77 kB Switch-110-4-0-8 Gi1/0/17 Milpitas/Cisco-buidling-24 Jun 7, 12:19 PM
O ¥ 6.1.012 6.1.0.12 - 10 6 No 27.72 kB TB2-FE2 Tw1/0/2 San Jose/Cisco-building-9/Floor-2 Jun 7, 12:19 PM

X7 v 7 1. [Network Health] 7 1 > K7 E[@RRIC, 74 LR EHBFBEEEZFERL T 747 b2 RDOTET,
AFv7 2. [Client360] V4> KRIICUKXKAL I TD0F74T7 v ba27 Uy LT, SFMEHRLET,
BDE 69 ¥ 70 (. [Client360] 74 > FUTDI 747> bOFEMAERLTWET,

& 71. 7A4¥YLRIFA4T > Tlily]

Client / Client 360

lily

24 Hours ~ Intelligent Capture | [ webex 360 | [ MsTeams 360
2ae 2:41p
emets
1 —
, AN— o)
nt Ewe O ..
yevis L

i 6p sp op 67 22 6 8 10a 2p

Data: @ Telemetry Status @ Traffic Usage ®

Jun 6, 2024 2:41 PM = Jun 7, 2024 2:41 PM &

10

Device: Intel-Device  OS: Windows ~ MAG: 78:2B:46:9B:42:90  IPv4: 6.1.64.12  IPv6: feB0::268a:bbea:b04c:6ba2  Trust Score: 9 (1) L3 Virtual Network: VN1 L2 Virtual Network: 6_1_64_0-VN1  VNID: 8192  Status: Connected  Capability: 11ac

g CLIENT DETAILS

Last seen: Jun 7, 2024 2:37:00 PM  Connected Network Device: AP707D.B9B4.85A6  SSID: ASR-ENTERPRISE  View All Details

Issues Onboarding Event Viewer Tools Application Experience Device Info Connectivity RF

Summary Jun 6, 2024 2:41 PM - Jun 7, 2024 2:41 PM

« Poor Wi-Fi experience - high Retries 15.52% of data traffic

Onboarding Roaming Connectivity

RFQUALITY 0  TRAFFIC O
@ Successful (5) @ Successiul (1)
i 100% 15.52%  100% 100%
5 SNR Retries Voice Best Effort
s atempts(s)
100% 100% - -
pesl | e vnane o
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72. 182547+ [steven]

Client / Client 360

steven

24 Hours ~

Webex 360

2:44p

617

Data: @ Telemetry Status

Jun 6, 2024 2:44 PM - Jun 7, 2024 2:44 PM £

N0
" L) )~ CLIENT DETAILS
Device: Un-Classified Device  0S: Un-Classified Device ~ MAC: 42:D0:B9:D3:00:09  IPv4: 5.1.0.17  IPv6:--  TrustScore: 8 (1) L3 Virtual Network: VN1 L2 Virtual Network: 5_1_0_0-VN1  VLANID: 1026  Status: Gonnected  Last seen: Jun 7, 2024 2:39:00 PM
Connected Network Device: 9300B-stack-BJ  Port: GigabitEthernet3/0/48 (7 Port Description: --  View All Details
Issues Onboarding Event Viewer Tools Application Experience Device Info Connectivity
Issues (0)

Onboarding  un 7 202

@ [P Assignment @ AAA

0 @Ew=wg
= =

Client 9300B..ck-BJ

Cisco SD-Access D727 7R

SD-Access 7> a7 7V RIE, 777V vy 7A—LTEETETNARXATTLAN) Y TR0 FavarnE
PazZvILT, BEVTALERALDOT a7 7V AT—R%NELES, ZOMEAFERTZICIE. 777Uy s
7 /34 X% NETCONF AICE%E L T, NETCONF T XM 5 £ 5IC L. Catalyst Center 7L X b UZEZBMHIZT S
BENHY £7,

Catalyst Center 7y 7'/ L — R, TNARXTHLWTLA MY 720U T avxz7neEya=vrL
9,
ATy 7. EERBICHDZAZa—TA42>%2 1) v LT [Provision] > [Inventory] DIEIZEIR L £3, FlL

WT LX) HTR0Y T arhdhs5E, [Inventory]l 714 > RO EEBICNF—AFRIN
EJCIN

2Ty 72 [ApplyFix]ZZ7Uv LT ILLWFLANY Y TR 0Ty ava7ya L9, Catalyst
Center . BEFHAMLELTNA R ZHEBHIRIRLF T,

= bl cAvia / - e} s e M\ [99+ 77

= il Catalyst Center Provision / Inventory s @ O & | A maglev

h We have detected 10S-XE device(s) in your network where new telemetry subscriptions for assurance data need to be enabled and some of the existing subscriptions may need to be optimized for performance. Apply Fix I X

T T S S T TIOTTS O VT S TITarT T Ve 0T Dee T T Se OV eT et W N E TC O T T T e TG O, T T T T T e T Ty ST Ty S WO e FOTCE - C oM o T P ST O Tro

A Some devices may have design or provision conflicts. Please go to Provision -> Inventory and switch the focus to "Templates" and check "Template Conflict Status" column. Update CLI Templates X
Q Global 0 Routers  Switches  Wireless Controllers  Access Points  Sensors 8 E ® @
DEVICE WORK ITEMS Devices (40) Focus: Inventory Take a tour 1 Export 5
) Unreachable Q  Click here to apply basic or advanced fiters or view recently applied filters v
(O Unassigned 0 Selected Tag (® Add Device Actions v @ As of: Jun 7, 2024 B:08 PM

7217 7 AT Cisco SD-Access DIEBHEEERT 2121F. ROFIEEETLET,
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ATy 7T 1. EEBICHDZAX=Za—TA42a>% 2 v LT [Assurance] > [Health] DJEIZ:EIR L. [SD-Access]
XT7H7y I LET,

Overall Network Client Network Services v Applications SD-Access Al Analytics
24 Hours Jun B, 2024 8:29 PM - Jun 7, 2024 8:29 PM &
SUMMARY  Health as of Jun 7, 2024 8:18 PM ISSUES
4 13 32 4 -- 5 0 5
Fabric Sites Layer 3 Virtual Networks Fabric Devices Transits Telemetry Status P1 P2 Total
1 Unhealthy 2 Unhealthy 1 Unhealthy
Issues (5) 1, Export
Q  Search Table v
Priority ~ Issue Type = Device Role Category Issue Count + Site Count (Area) Device Count Last Occurred Time ~
P1 Fabric LISP session status on Control Plane node BORDER ROUTER Connected 2 1 2 Jun 7, 2024 8:21 PM
P1 Cisco TrustSec environment data download status ACCESS Connected 1 1 1 Jun 7, 2024 819 PM
P1 Fabric LISP PubSub session status is down ACCESS Connected 1 1 1 Jun 7, 2024 7:40 PM
P1 Fabric BGP session status is down with Peer Device BORDER ROUTER Connected 1 1 1 Jun 7, 2024 7:19 PM
Fabric Sites (4) Layer 3 Virtual Networks (2) Transits (4)
HEALTH Pl Poor Fair Good No Data = ©
'ty Export Ee)
Q, Search Table v

Eahrir Site Health

X 73. [Summary] £y~ alLy b

24 Hours ~/ Jun B, 2024 8:29 PM - Jun 7, 2024 8:29 PM &
SUMMARY  Health as of Jun 7, 2024 8:18 PM ISSUES
4 13 32 4 -- 5 0 65
Fabric Sites Layer 3 Virtual Networks Fabric Devices Transits Telemetry Status P1 P2 Total
1 Unhealthy 2 Unhealthy 1 Unhealthy

TAT L A

SUMMARY o [Fabric Sites]: 7 77U v %4 kDL,

o [Layer 3 Virtual Networks] : L 4 ¥ 3{RE8% v 7 —27 D,

o [Fabric Devices] : 77 7 U v 7 F /N4 2D,

o [Transits] : FZ Yy bRy bT7—=2EET Ry FT—7 D,

o [Telemetry Status] : 77 7 U v P A DT LA MYRT—EZRERRLET,

ISSUES o [P1]: BRE 1 ORMEDH,
o [P2]: BLE 2 DREDH,
o [Total] : P1. P2, & U P3 DREIEDAEHL,
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X 74. [Issues] ¥ v~ a Ly b

Issues (5) 1, Export
Q) Search Table 4

Priority ~ Issue Type = Device Role Category Issue Count ~ Site Count (Area) Device Count Last Occurred Time ~

P1 Fabric LISP session status on Control Plane node BORDER ROUTER Connected 2 1 2 Jun 7, 2024 8:21 PM

P1 Cisco TrustSec environment data download status ACCESS Connected 1 1 1 Jun 7, 2024 &19 PM

P1 Fabric LISP PubSub session status is down ACCESS Connected 1 1 1 Jun 7, 2024 7:40 PM

P1 Fabric BGP session status is down with Peer Device BORDER ROUTER Connected 1 1 1 Jun 7, 2024 7:19 PM

WS 20BN H DHE. L 10 FOMENKRINE T, MEEES TSN, FFEY HATEINLP1 hoiaE

LEEELNILTHEOEZONET,

ATFv7 2. MEEIVYITEHE RTARAYRAVHARE, MEO XA FICET 2E8MOEMITRIN
9,

RATF9 T3 RSARAVvRAVTHEDA VZAEZVZEZ oYy 7 LET, BREBIZSL T, ROBEAEITTE
9,

o MBDA VARV A% EHRY 5I21%, [Status] > [Resolve] DIEICERL £,

o MBEDA VARV AZEHBT BIC1E. ROFIEZETLET,
a. [Status] > [Ignore] DIEIZFEIR L £ 3,

b. R7A X TCHEZERT HRMHBEREL T, BRLET,

o MBEDFMHZMHR TSI, ZOMBZ7 Y v LET,

';',';é',;' Catalyst Center Assurance / Dashboards / Health ke & i) L maglev
Overall Network Client
(P1)Fabric Border node internet is unavailable
24 Hours \pr 29, 2024 10:24 PM - Apr 30, 2024 10:24 PM
SUMMARY  Heaith as of Apr 30, 2024 Area
2 Open lssues 1 1 CORE
3 14 1 Buildings, 0 Floors
Fabric Sites  Layer 3 Virtual Net
2 Unhealthy 4 Unhealthy Q Search Table <
1 Selected Actions A T, Export
Issue site Device Device Type First Oceurnt
Issues (7) L e
Q  Search Table @ inten !9 Zabric Border ‘Common_A' is unavailable on Transit Control Plane 'transit-9500-SJ' 2 Sinovyale/Controlcentanitianait o500, SIRECIscoiCatalysioh00Switch IESNApp2s 202
Prierity = 'ssue YR O Internet service on Fabric Border 'Common_B' is unavailable on Transit Control Plane ‘transit-9500-SJ' &  Sunnyvale/Control-center  transit-9500-8J  Cisco Catalyst 9500 Switch  apr 29, 202
P1 Fabric Bor
2 Record(s) Show Records: 10 v 1-2 < @ >
P1 Fabric Bor
P1 Fabric Bor
3 Record(s)
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maglev

Overall Network Client Fabric Barder node intemet is unavailable  Issue Instance

P1 Internet service on Fabric Border 'Common_A'" is unavailable on Transit Control Plane 'transit-9500-SJ'

24 Hours

SUMMARY  Heath as of Apr 30, 2024 Status: Open~ | @ Issue Profile: global = Edit Issue Settings
3 14
Fabric Sites  Layer 3 Virtual Netf ~'NSIGHTS
2 Unhealthy 4 Unhealthy Internet service on Fabric Border 'Common_A' is unavailable on Transit Control Plane 'transit-9500-SJ' since default route is lost.
Device =2 transit-9500-SJ
Time Apr 30,2024 10:22 PM
Issues (7)
Location Global/Sunnyvale/Control-center
Q Search Table Fabric Site NA
Transit Name SDA
Priority ~ Issue Type
P Fabric Bep I Problem Details )
Problem Details
. Fabric Sl Suggested Actions
(—\ 4 session(s) down. The table below illustrates the applicable sessions for this device, along with their respective statuses. You can choose up to three sessions >
o Faoric B L simultaneously.
3 Record(s) Status Al Down Up No Data

Q Search Table

Staus  Destination VN Name IPType  IP Address
Fabric Sites (3) Layer 3
| o e Common B VNEMP G 110.4.0.63
HEALTH All Poor f Common_A-VN_EMP-ipv6 -
() [<] Common_B Anchor_VN ipvd 110.4.0.63
@ ©° Common_A  VN_EMP ipvé 110.4.0.62
Q. Search Table o o Common_A  Anchor VN ipvd 110.4.0.62
a/z0 " o 00y 9:00, o e Common_A  VN_EMP ipv4 110.4.0.62
i
Fabric Site Name - -
8 Record(s) Show Records: 10 v < @

Global/Milpitas/Cisco-buildi

Global/San Jose/Cisco-buil

X 75. [Fabric Sites] #v<alL v b

Fabric Sites (4) Layer 3 Virtual Networks (2) Transits (4)

HEALTH Al Paor Fair Good No Data = O
1 Export  §8%
Q) Search Table v
Fabric Site Health
Fabric Site Name Number of Fabric Devices Overall Fabric Site Health « Fabric Site Connectivity Fabric Control Plane Fabric Infrastructure
Global/Sunnyvale/Control-center 0 -- -- - -
Global/Milpitas/Cisco-building-23 5 100% @ ] [ ]
Global/Milpitas/Cisco-buidling-24 9 100% () 9 ()
Global/San Jose/Cisco-building-9 17 7 [ ] a ]
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-
777y oYA boFEREREREATRRLETS, T 74 b TIE [Fabric Site] 7 — 7 LICIZRDIERAERTR
SNEJ,

o [Fabric Site Name]: 7 7 7 U v 7% 4 fDEZHE]

o [Number of Fabric Devices] : 7 7 7 U v o954 FRDT7 77 ) v 7 T/34 DK

« [Fabric Site Health] :

o [Overalll: 777Uy o794 bO2AERRIESE, ZEiZ2 Y v 2 LT, [Fabric Site 360] 7 1 >~ K7 I(C
UEALIZbLET, 777Uy 794 FOEBEODERASIBL TLIEEW,

o [Fabric Site Connectivity] : 7 7 7 U v 7% 4 b &EDEROESEHE
o [Fabric Control Plane] : 7 7 7 U v 79 A bpar bo—iL7L—vDIEEHE
o [Fabric Infrastructure] : 7 7 7 U v o4 A b EERTET /N4 ZADEFEE
ROF T avaERLT 7747 POEBUHEZREICT—TLe7 4 L8 T LET,
« Al
[Poor] : EEMRXATHN1~3D7 77wy oHA b

[Fair] : EEMRX A7 A4~T7 D777y 744 b

[Good] : EEMEXATA8~10DT7 77Uy 74 Ak

e [NoData] : T—&DH W7 77Uy %Ak

76. [Layer 3 Virtual Networks] # v~ alL v F

Fabric Sites (3) Layer 3 Virtual Networks (14) Transits (4)

weari [ Poor  Far  Good  NoData

1y Expart
Q Search Table v
Virwal Network Health

VN Name VNID Associated Fabric Sites Number of Clients Overall VN Health « Fabric Centrol Plane VN Services VN Exit
GUEST_P 4105
VN4_S 4103
VN_woL 4106
VN_T_S 4
Test_anchor 4106
Anchor_VN 4100 2 - 0% [} o
VN1 4099 3 - 0% [} o a
VN_EMP 4109 1 - 0% (] o (]
VN_Guest 4108 1 - 100% (] L] (]
VN5 4104 1 -- 66 L ® a
14 Record(s) Show Records: 50 v < @B >
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A VN T—TIUERAERTLETS, T 74U FTIE, VN T—7ILIZIERDIERAFTTRENE T,

e [VN Name] : VN O&®l, £ai%27 Y v 2 LT, VN360 74~ R7iICUXAL 2 rLET, [VN360 %(HH
L7=L AV 3VNDEBHOER] #8B LTI,

« [Associated Fabric Sites] : VN WD BEHEY 1 ~ D%
« [Number of Clients] : VN DT> KRA > kDK
e [Virtual Network Health] :
o [Overall VN Health] : VN O£ {&fy7: IEF M4
o [Fabric Control Plane] : VN @3> tA— L7 L —> DIEEM
o [VN Services] : VN Yy —E X D IEE 4
o [VNExit]: ET7TNAZA~DBGP v ¥ 3 vDIEFHE

E LAY 3{RESRY F7—2IFINFRA_VN 2EBHE3, hREZ~<A X3/ VN & Default VN (EF L TW
BI5E) OAEBEHELET,

X 77. [Transits] v~ alL v b
Fabric Sites (3) Layer 3 Virtual Networks (1)
HEALTH All Poor Fair Good NoData | ©

1y Export
Q, Search Table v
Transit Health
Transit Name Transit Type Associated Fabric Sites Overall Transit Health Transit Control Plane Transit Services
ASR-INTERNET P 1
C-INTERNET P 1
ASR-DC P 1
SDA SD-Access (LISP PubSub) 2 5 [ ] (]
4 Record(s) Show Records: 10 v [1]

ooy bRy bT7—=0BL0ET7RYy b7 =7 0FEMIEHREZTEATERLET, 77400 FTIE TPy
FERYy FT7T—0BL0ET7 2y FT—0D0F—T7NIZIEROBERAFREINE T,

o [TransitName]: 5>y by b7 —2FHIEET7 2y VT —2 D4R, [VN360 #EHL/L AV 3
VN DEBHOER] 25RBLTL/IZE W,

o [Transit Type] : IP % 7-1% SD-Access
« [Associated Fabric Sites] : Bh:E(FIFoNTWLWBH A F D
e [Transit Health] :

o [Overalll]: b7 > Yy by FT7T—=0BLUPET Ry b7 =7 02KRIEFEHE
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o [Transit Control Plane] : FZ > Yy k avbo—L 7L —>DIEEHE

o [Transit Services] : 1 > X —*xv FOAIBEDOIEREHE
Fabric Site 360 Z{FH L7777V v /Y41 FDOIEEHDENR
[Fabric Dashlet] £ 27> a > IRENTWB ES1Z, 777Uy o8 A 20Uy o LTHA bOFERRIESHEER
THRALET,

EEUERALTIAVATIAZEZFERL T, L YHEHEABEESEOEFTER I 7 CREBREHREERLFT,
RALTZAVYHNTh=YVILEEGbOES L, ROBENKRINET,
« [Fabric Site Health] : EEMIE. COY A bDEERZ7 77U v o/ —FDEIETT,

Fry—brRNONANR=YIEINTT7 77V ohTTV %)y LTHA ERAVERE. 2T KPI ¥ 7
7T ERRTEXT,

KPI OB Z7HF3Y GRS BRAEE (Rl |EREN
EEMERIT)

AAA Server Status Fabric Infrastructure % V) 10 /10 o ITyY/—FRER/ —Fhn
B AAA H—NR—DHF—R"—2
T—RRAEERLET

CTS Environment Data Fabric Infrastructure & V) 10 2/10 2 Cisco ISE Ht—/RX— T v

Download PEN. # &£ O* SBEN T® Cisco
TrustSec RIET—X DX 7 >
O—RFZEHRLET, AAA H—
N—=DRTF—ZANKZ T LT
%54, Cisco TrustSec M IEF 4
HLEEBMNICELELES,

FNRAZAL A= (>=17.9)
HnE

Extended Node Fabric Site L 5 BEINTZFR—FFrFILED
Connectivity Connectivity R/ —Fexzwvy/—FED
Uy O RT—RAZERLET

Control plane reachability ~ Fabric Site T L 10 9/10 7 777Uy TAYLR aAY
Connectivity fO—35 /—FKhso—A
avhOg—L FL—>v /=R
~D |IPSLA FERBEER T — &
2EERLET

LISP Session Status Fabric Control Plane & V) 10 2/10 7 R—K—/—FK&xzyP/—F
AsA—A) arbAa—iL T
L—> /—=FK~®LISP 7O k
Lty arEEBERLET,

N
<
S~
o1

N
<

FNAZRA A= (>=17.6.2)
W E

Pub/Sub Session Status for Fabric Infrastructure 4 Y 10 2/10 9 INFRA_VN O R—&—/ — K

INFRA_VN s>O0—Ah) avba—iL FL—
>~ / —K~® Pub/Sub 7'A
by vavEERLET,

TNRAZAL A= (>=17.6.2)
DILE
BGP session from Border  Fabric Site HY) 10 9/10 73 INFRA_VN (22 W T DA, BE
to Control Plane Connectivity DR—KZ—/—Fhoo—Hhi
avrta—L FL—v /—F
~NDBGP Ty avRT—2X&
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KPI % KPIDOY¥Z7H573Y RIZED B EHfiRiR BAXEE (FRE/ |[EREN
EFEHEZO7)

RaBERLET,

FNAZRA A=Y (>=17.10)
HnE

BGP session from Border Fabric Site
to Peer Node for Infra_VN  Connectivity

10

éj\

BEOR—F—/—R&ZDIk

777Uy 7ET7H 5 BGP
Lty a v RT—ZREERL
F9, Eva it
INFRA_VN O A, L
LISP/BGP &. Pub/Sub 7O b
JY A +FEFERL LISP @
MATEHRINET,

FINAZRA A= (>=17.10)
HhE

s 1 Faoric site

Global/Milpitas/Cisco-buidling-24

24 Hours

12:100

l

@ Telemetry Status

May 1, 2024 B:00 AM - 8:05 AM . .
Fabric Site Connectivity L]

Fabric Control Plane

Fabric Site Health:

LISP Session Siatus

* - The KPI s not

» Telemetry Status Good
TOTAL DEVICES 9
Good Health

Fabric Infrastructure

[Fabric Nodes] # v~ alL v b

D-Access | Fabrie Site

Fabric Nodes (2)

LATEST  TREND
TYPE All Control Plane Node Border Node Edge Node Wireless LAN Controller AP Extended Node
raric STEHEALTH [JE Poor  Fair  Good  No Health
Q) Search Table
Name Issue Typs Count 1P Address Fabric Rola
= Common_A 110.4.0.62 BN | CP | WC
s Common_8 110.4.0.63 BN | CP | WC
2 Recordis
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Fabric Site Connectivity

Device Fabric Site Healtn

Fabric Control Plana

Fabric Infrastructura

o Export &}

v
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TAT LA Bl

TYPE # 72 2> ([All]. [Fabric Control Plane]. [Fabric Border]. [Fabric Edge]. [Fabric wireless
controller]. [Fabric AP]. [Extended Node]) #fERL T, 777Uy o/ —F&A47IZ&E DL
TT—7NL%ET74LRNBLET,

FABRIC SITE HEALTH ROGEAAIEERF T a v A FERALT. 777V vy 794 FOREHNAESHEIATICEDONT
T—TINETAILZMBLET,

o All
o [Poor] : EEMZXATH 1 ~3 DF/NA R,
o [Fair] : EEMXRAT7HA~7 DF/NA X,
e [Good] : EEMEZAITH 8~ 10 DT /XA X,
o [No Health] : EEMET — X DR WT /N R,
[Fabric Node] 7— 7L BIRLEZYA bOTRTCOT7 7Ty o/ —FOTNA REREXRFEATERRLET,

E AR EEERITIE. 777U IYAMNERE T T TV I AV T IR T OF 4D
KPI X by Z7EBHMHRAT7ORNY 7227 TY,

[Name]. [Issue Type Count]. # & U* [Fabric Role] F(ZiE. 777U v o4&, MEH. L0
F7Uvyoa—)L (ZyvY, A—%—_ < /7#-/\-&&) NERRENET,

[Device Fabric Site Health] @ [Overall] 7], EEHERXAT7DELICTT A A=V ILEGhE E

¥, 21K [Device Fabric Site Health] 2 374, §XTOKPI X by 7 DEFEMEE /-1~

F=lEbICRTREINET,

$1— /)L % [Fabric Site Connectivity]. [Fabric Control Plane]. ¥ & Of [Fabric Infrastructure] 77
AAVIIEbES L, EBERATARRINET,

VN 360 Z{ERHL7-L 1V 3VN DIEEEHEDER
Bt a v TRLEELEDIICOUNEZ Y vy 7 LT, BED VN OFHLESHERARTLET,

VN OEEMHZ a7, VNI TZ;)IET%L'&T/\/fX@iUA’C@'— VNOATFITYEEKEIE, JHST2HT7H7TUD
KPl a7 08/METT, VN U —XIZlZ, RF—&—HmoET7/—F, wLFFxv X+ (AERP) . T74IL D
I—bEH BLOVYVNIIPO— LT L—VFTCOBGP Yy arAE&Entd,

T7HIETERREINET, EAIORS (ZiE, VNDEFHEDEEXIT7 &, TN ZADEHBEHIEREINET,
BRIONRA VIZIE, Fry— AR RENET,

o [Healthy Fabric Nodes] : &R L 7= 4 1 FDEFEL (BEF%E) / — FOEIE

« [Total Devices] : 7 7 7' U v 7 7 /34 2D &5 & . [Good Health], [Fair Health], [Poor Health], & & O*
[No Health Data] {REED 7 /3 4 X DK,

e [Charts]: TDEDITENIRF Yy T3y bEa— Fv—hMIlE, KPR Y Z7ATITUARTENET,
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KPI %&

Y7Hh73aY HEAOBEHER |[RAXEE (MRE |[EREN
EFEERI7)

Pub/Sub Session Status Fabric Control Plane & V) 10 2/10 o FiaB / — F @ INFRA_VN 3 & UMk
EINTZVN ZRSTRTD VN I
DWT, R—=&—/—Fhb, &
mEnf-o—AL v ba—iL 7
L—> /—F~®Pub/Sub 7’0 +
bty avEERLET,
FNAZRA A= (>=17.6.2)
A3
Internet Availability VN service &Y 10 4/10 4 NEBR—ZF—DFT 7+ bILb— k
EMR L. Z4% Pub/Sub ¥ A k
EALALSP ROy FO—IL
TL—v/—RFRTEHLET,
AEBHR—Z—DFT 7 I kL— b
B L. ZM% Pub/Sub A1 k
EERALZLUSPAD TPy b
TL—v/—RTEHLET,
FNRAZRAL A= (>=17.8) B
INE
Multicast (External RP) VN service L 10 92/10 7 A< ILFF v X~ RP ~DEFE
AREMR T -2 2EERLET,
BGP Session from Border VN exist HY 10 /10 % BEOR-—X—/ — Kz Dk
to Peer Node 777Uy oET7H B BGP 7y
VavART—RRAEERLET,
t v 3 vid. INFRA_VN % k& <
TRTDEREFH VN, LV
Pub/Sub 7O k 3Ly A ~%{EB
L 7= LISP/BGP & LISP mfiA T
BHiENET,
FINAZA A= (>=17.10)
HNE
VN_EMP Jun 6, 2024 11:55 PM - Jun 7, 2024 11:55 PM &
24 Hours ~
. :;“I}"\55g B 11‘55
>
5 617 4 2p (;)
- @ Telemetry Status
VN DETAILS
Virtual Network Health (0
LATEST TREND
1000
Healthy Fabric Nodes KPI Sub-category (Device count)
TOTAL DEVICES 9 Fabric Control Plane (3)
Good Health 3 VN services (3)
Fair Health 0 VN Exit (3)
Poor Health 0 o 20 " 60 80 100
No Health Data (i o Fabric Device Distribution (%)
Not Applicable (D 6
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WINHhDEDLICH—VILEENRD L, ZOEICEEMITONIZT NS ADEFERIT EHARRINET,

Fr—MUEWEBHERDAT (GFRELIEFL VD) ARINTWVWEIEHE, ZOEBVESHERITICEES L7z KPI A
N—DBEITRENET,

NAR=Y v oEnfch7aVz7 )y LT, JVFELLWYHA IV EREET,

= ‘el Catalyst Center

VN_Guest

@ Telemetry Status

]

Moy 2. 2024 6 LA Fabric Control Plane . VM Services @ VI Exi °
Virtual Network Health:

sues (0)

FZvoy FOIEEMHDESR | Transit 360
BIntsaveRLAELESIC, Ty b+ (Cisco SD-Access %4 7)) %2 1) v 2 LT, Cisco SD-Access h
Yy FOFEMBREREBEREERRLET,

EBUXALIAVAT7AXEFEALT, LYFRLKEREBEOERHI TP REBREEZ L £,

BALSAVRTH—Y LEEhES L, ROBEIPERINET,

o [Transit Network Health] : EEH X7 E, ZOYA FOEBLT7 77 )y o/ —F0&EIETT, I hA—
WTL—=>DTFNRNA ZDIEEHIZEENFEHE A, [Fabric Category Health] I&, E#EE 722 KPI X 27 Of&/)
ETY,

o [Transit Site Control Plane] : +Z > v FDLISPtEv > 3> Pub/Subty > a v EDKPI Y7 AT
UN—EBRRSINET, FF7Ty PEBEIRITHEWGEIE, [View Device List] 7 1) v 7 L T, 1EWL
AATDREREBE>TVWETNAR, BLUOBEET 247y >arD) X baRnlLET, NA/8—=U ¥
JINTZTNARDERE I )y 0T BE TNARERIERRINET,

RALTZAYDTIZH D [Telemetry Status] F = v 7Ry FREF LT, BALTAVIIKER=—ZFRRIHE
¥9,
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T74INFTRRINET, 2DDRAUAHYET, EAORAIE, 2y b T7T—VDEBHOBMERIT ET
NAZDEHBHIRTRENE T, HAORA VIZIE, Fvy— bARRENET,
« [Health Fabric Nodes] : #iRL 7=V 1 FDEER (RFHR) / —FOEE,

« [Total Devices] : v k7 —7 T /34 ZD# % & . [Good Health]. [Fair Health]. [Poor Health]. ¥ £ ' [No
Health Data] JKEED 7 /3 A4 X DK,

e [Charts] : ZDERIFEIN/ZRFy > ay b Ea—Fr—rI BESHEOLNZYYy b o bo—iL
70 l/ — %—/j_T [/ i —g_o

ATy 71 WINHhDEDEICA—VILEERD L, ZOEICEEMITONIZTNNA ROEFEER AT EHEN
EREINFET,

ATy 7 2. F¥—FrRD/NA/8—=1 > XN/ [Transit Control Plane] #7 U v 7 L TH A KA V%X,
fFovYy b avbo—L FL—vDROKPIY7AHTIVARRLET,

RIE D 5 ERER %ki&i@ FRBNEEY FRABEN
A7

Pub/Sub Session from Hh) 10 72/10 INFRA_VN DR —&%—/—FKHhsa—hH)L av
Border to Transit Site fo—L 7L—> /—FK~® Pub/Sub 71O k
Control Plane dLtyavEERLET,

FNAZA X = (>=17.6.2) DHE

LISP Session from Border & V) 10 %/10 2 R—=F—/—Fho, EREINZrZ2y b
to Transit Site Control Jvhka—L FL—>v /—FK~®LISP 7’A k
Plane LDy avEERLET,

TNARA A= (>=17.6.2) DIRHE

BGP Session from Border & Y 10 /10 2 BEOARFR—Z—/ —RBL0EREsNTWL

to Transit Control Plane 5rZvYy haryvio—iLJL—v /—F
AHBGP vy avDRT—ZRAEERLF
4, v a3k, LISP/BGP 7O kalH A k
A INFRA_VN A BEfiENFE T,

FNAZA X—= (>=17.10) HHE

ATy 73 Fyv—bRD/NA/8—1 > ENT [Transit Service] 27 ) v 7 LTH A R_A VA&, +F
YOy M —EXRDOROKPIY T AT TV EFRRLET,

EEDIEELS ?ﬁki&%@ (FREIEEY | #REN
A7

Internet Availability HY 10 /10 2 AER—=ZF—DT 7 AL bIL— FEEERR L,
Pub/Sub #4 + AL TLISP AD +F >~
Py b TL—=r/—FIZEFLET,

TFNAZRA X =2 (>=17.8) " E
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SD-Access | Transits

SDA Jun 6, 2024 11:23 PM - Jun 7, 2024 11:25 PM &

24 Hours

11:23p

617 2a ta 6a 8a 28 2p 4 6p 8o 100
® Telemetry Status
TRANSIT DETAILS
Transit/Peer Type: SD-Access (LISP PubSub)  Control Planes: 1 Associated Fabric Sites: 3
Transit Health
LATEST TREND
75
Heaithy Fabric Nodes KPI Sub-category (Device count)
TOTAL DEVICES 6
Transit Site Control Plane (5} PUBSUB TRANSIT DOWN
Good Health 2
Fair Health 1 Transit Services (1)
Poor Health 0 o 20 40 60 80 100
No Health Data (0 2 Fabric Device Distrioution (%)
[

HEALTH @ No Health Data @ Good @ Fair @ Poor

SD-Access | Transits

Transit Site Control Plane (5) X
SDA 24 hours: Jun 6, 2024 11:23 PM - Jun 7, 2024 11:23 PM SDA

24 Hours LATEST TREND

Transit Site Control Plane

11:23p d\ 1 device(s) with fair key perfomance indicators

clam.

LISP Session from Border to Transit Site Control Plane

O 3 devicels) gooa

2a 5 Devices

Pub-Sub Session from Border to Transit Site Control Plane

& 1 device(s) fair

KEY PERFOMANCE INDICATOR @ Poor (0) @ Fair (1) @ Good (2) @ No Health Data (2)

BGP Session from Border to Transit Control Plane

Transit/Peer Type: SD-Access (LISP Pyl )
5 device(s) with no data

Transit Health Select an element on chart to load more detailed data

LATEST TREND

75

Healthy Fabrie Nodes

TOTAL DEVICES
Good Health

Fair Health
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bl Catalyst Center

SET | Q magev

SD-A: | Transits -
Transit Services (1) X
SDA 24 hours: Jun 6, 2024 11:23 PM = Jun 7, 2024 11:23 PM | SDA
24 Hours Transit Services LATEST TREND
11:23p @ 1 device(s) with good key perfomance indicators
Internet Availability
© 1o h Internet Availability Up
67

@ Telemetry Status

KEY PERFOMANCE INDICATOR @ Poor {0) ® Fair (0) ® Good (1) # No Health Data (0]

Transit/Peer Type: SD-Access (LISP Py

Transit Health Select an element on chart to load more detailed data
LATEST  TREND

75:

Healthy Fabric Nodes

AFy 74 FE10EOBBEECTICAZA—LLT, 2O Py b BLUVBEETE 777 Yy o294( b
T 2MEEER~LET,

Issues (2)

pricery ~ ssua Tyos = Devica Rese Category ssue Count + Sita Gount |ara3) Devica Count Last Oceumsa Tima -

Associated Fabric Sites (2)

%] 79. K==t bS5y baryba—n7L—yvoEElE2RRTE2777Vv 2 /—F
Fabric Nodes (4)
TRANSIT AND PEER NETWORK HEALTH m v Gaod No Health
Mame sue Type Count Fabric Role Fabele She Overall = Teansit Site Control Plane T Teansn Services
s @ sDA A a

£ Common_B 3 [enicriwe) Glabal/Milpitas/Cisco-buidling-24 ° MIA

Comman_A 3 m Glabal/M sco-buidling-24 ® MIA
e 1-a °
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F/IN4 X 360 Z{EA LT

—

TN

1 ZADEFEEDER

[Device 360] 7 1 > FUZAFERAL T, BEDT/NA RDEMAET /N4 ZAIEBHIER AR <L £, Catalyst Center
IC&>T7aEYa v IBL0BEINDITRTOT7 77 )y 7T /N( AHERINE T, Catalyst Center (£,
TEIEHRKPIE, SEISEFRT7 77Uy 70— ILICEDWEIERARHEL £,

X 80. 777V oy

Netwsork | Device 360

Switch TB2-FE1 @ view evice petails

24 Hours

8:55p

Run Commands

8:55p

\

617
@ Telemetry Status
o 0
Oi1o
C9300-24U% 2335

35 days, & hours, 16 minutes (D

Global / San Jose / Cisco-building-9 / Floor-1 17.14.1

Reachable (D View All Details

ACGESS

@ Gilobal/San Jose/Cisco-building-3

[©

£

Jun 6, 2024 8:55 PM = Jun 7, 2024 8:55 PM &

4_1_128_0-Anchor _UN (16 more)

Issues Physical Neighbor Topology Event Viewer Path Trace Application Experience Device Info Interfaces Fabric Site PoE Power Supply
Issues (O) Jun 7, 2024 10:10 PM
Network | Device 360
Switch TB2-FE1  view pevice Details
24 Hours Run Commands
8:55p
617
® Telemetry Status
Jun 7, 2024 3:35 PM System Resources Fabric Site Events
Device Health: 8
Memory Utilization 0 60.23% o Hide
o See Full List (0 Events)
CPU Utilization 0 3.13% 0 Reachabl
Data Plane - .
Link Erre 10 -- ©  Hide
Inter e Link Availabilty 8 1 Down 0 Reachahl
nter Downloac
A [-] Hide
@ Telemetry Status Good Link Discards 0 0 Reachabl

Issues (O) Jun 7, 2024 10:10 PM
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81.

Network | Device 360

Switch COmmOn_A 4 View Device Details

24 Hours

8:55p

emetr

aryra—LFL—CEEHBARTAV LRy FO-5%EALE777 Yy S

Run Commands

! 0]
T T T T
L 67 2 4 e ) o o 15 P
@ Telemetry Status
Jun 6, 2024 8:55 PM - Jun 7, 2024 B:55 PM {&
10n°
C9300-48U 110.4.0.62 Global / Milpitas / Cisco-buidiing- 17 BORDER ROUTER Global/Milpitas/Cisco-buidling-24 C-INTERNET
4_1_0_0-Anchor_WN (15 more} Disabled 8 days, 4 hours, 15 minutes @ Reachable @
Issues Physical Neighbor Topology Event Viewer Path Trace Application Experience Device Info Interfaces Fabric Site Virtual Network Transits PoE Power Supply Wireless
lmmiimn [4V
Network | Device 360
Switch Common_A & view device Details
24 Hours ~ Run Commands
8:55p
ometr
10
s o 0]
T T T T T T
C 617 2 4 E 10; P P P
@ Telemetry Status
Jun 7, 2024 8:55 AM System Resources Fabric Site Virtual Network Transits Events
Device Health: 10 §
Memory Utilization 56.67% Fabric Site Connectivity Fabric Control Plane ( | Transit Site Control Plane

CPU Utilization % BGP Session from Border to Gontrol Plane
. - Free Mbuf - - BGP Session from Border to Peer Node for
miniun . ) Free Timer - - Control Plane Reachability
aory K Data Plane Fabric Control Plane
. . Link Errors 10 - LISP Session Status

Inter-device Link Availability == - Fabric Infrastructure

* Telemetry Status Link Discards Pub-Sub Session

for INFRA VN
Good Packet Pools - .

E Pools - -

IODUGD \ 1] UN 7, ZUZ4 9159 P

777Vyv o 74¥Lxarba—-3

82.

Seo Full List (0 Events)
Pub-Sub Session Status LISP Session from Border to Transit Site G

VN Exit ( Pub-Sub Session from Border to Transit Si

BGP Session from Border to Peer Node BGP Session from Border to Transit Gontro
VN Services (

nternet Availability

Remote Internat Availability

To Multicast RP

MNetwork / Device 360

WLC eWLC-faniu-9840 ¢ view device petails

24 Hours

8:55p

matr

Run Commands

Issues (0) wn7, 2024 1007 P
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T T T T T T
06 67 2 1a 10 3 o % P
@ Telemetry Status
Jun 6, 2024 8:55 PM - Jun 7, 2024 B:55 PM £
10n0°
10 > E DETZ
€9800-40-K9 110.9.2.1 Global f San Jose / Cisco-building-9 / Floar- 1 17.14.1 ACCESS @ Global/San Jose/Cisco-building-9 4_1_128_0-Anchor VN (16 more)
Disabled 35 days, 8 hours, 11 minutes Reachable @ View All Details
Issues Physical Neighbor Topology Event Viewer Path Trace Application Experience Device Interfaces Fabric Site
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Network / Device 360

WLC eWLC-faniu-9840 o view device petails

24 Hours

8:55p

Run Commands

T = o
T T T T T T
op 67 2 1a ¢ ) n : 1 . .
& Telemetry Status
Jun 7, 2024 3:30 PM System Resources Fabric Site Events
Device Health: 10
Memory Utilization 0 15.22% Fabric Site Connectivity o Hide
minimum o Full List {0 Events)
Data Plane Control Plane Reachabily 10 Reachable
- Lk Errors . - Fabric Control Plane Hide
m LISP Session Status -
® Telemetry Status Good
Issues (0) Jun 7, 2024 10:07 PM
=N,00 ~ ° ~
X 83. FFvYybarvto-nFL—-v
Network | Device 360
Switch transit-9500-SJ w7 vew desice details
24 Hours Run Commands
8:55p
matr
10
8 @
T T T T T T
o 7 2 | ‘ ] ) b v o o
@ Telemetry Status
Jun 6, 2024 8:55 PM - Jun 7, 2024 B:55 PM &
1010°
10
C9500-40X 110.6.1.1 Global / Sunnyvale  Control-center 17.14.0 CORE @ soA - - 35 days, 8 hours, 1 minute ©
Reachable (D View All Details
Issues Physical Neighbor Topology Event Viewer Path Trace Application Experience Device Info Interfaces Transits Power Supply
Network | Device 360
Switch transit-9500-SJ o view bevice Detsits
24 Hours Run Commands
8:55p
emetr
10
g, o)
T T T T T T
‘ 67 2 a 2 ! v : o
@ Telemetry Status
Jun 7, 2024 3:35 PM System Resources Transits Events
Device Health: 10
Memary Utilization 0 34.56% Transit Services (] Hide
o o . See Full List {0 Events)
GRU Utilization 0 0.5% nternet Availabilty 10 Reachable
. Data Plane
" o ° Link Errors -- --
o Inter-device Link Availability -~ -

Link Discards

® Telemetry Status Good
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84. KUY =R/ —F

Network [ Device 360

Switch SN-FOC2527L9RG © view device Details

24 Hours Run Commands
8:55p

0]
T T T T T T
0 67 2 4 ‘ ‘ P o P
@ Telemetry Status
Jun 6, 2024 8:55 PM - Jun 7, 2024 B:55 PM &
10n®
10 ) DETE
C9300X-24HxX 110.4.60.5 Global { Milpitas  Cisco-buidling-24 17.14.1prd21 ACCESS @ Global/Milpitas/Cisco-buidiing-24 4_1_0_0-Anchor_YN (31 more) =
44 days, 22 hours, 39 minutes stus: Reachable (D View All Details
Issues Physical Neighbor Topology Event Viewer Path Trace Application Experience Device Info Interfaces Fabric Site PoE Power Supply
Issues (O) Jun 7, 2024 10:09 PM
| Device 360
Switch SN-FOC2527L9RG 7 view bevice Details
24 Hours Run Commands
8:55p
metry
10
£, 10}
T T T T T T
c 67 2 4 ‘ ) o : 13
@ Telemetry Status
Jun 7, 2024 5:30 PM System Resources Fabric Site Events
Device Health: 10
Memory Utilization 21.94% Fabric Infrastructure o Hide
R . . See Full List (0 Events)
CPU Utilization o 213% AAA Server Status 0 Reachabl
Data Plane TS Environment Data Download Downloat
h o Link Errors. 0 - Fabric Site Connectivity Hide
Inter-cevice Link Availability - Extended Node Connectivity Reachabl

T Link Discards

@ Telemetry Status Good

X 85. AP EEMERATOHEIC7 77 Y v 7 KPI B

Network / Device 360

AP APOCDOF89433D8 7 View Device Details

24 Hours ~

1 Download Run OTA Capture

12:12a

Jun 7, 2024 12:12 AM = Jun 8, 2024 12:12 AM

©WLC-faniu-9840 C9117AXI-B 17.14.0.79 231219 Local 35 days, 11 hours, 34 minutes Wi-Fi 6 up ©

IEEE4 60.0W ON Not Supported
Issues Tools Physical Neighbor Topology Event Viewer Device RF Ethernet PoE

Issues (0) wuns, 202212012 au
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* 26. FTNRAZDEBEM®RATIZEEND 77 7Y v KPI
ZUTB777Uv s

AAA Server Status

[CTS Environment Data
Download]

Extended Node
Connectivity

Multicast RP

Control plane
reachability

LISP Session Status

LISP Session from Border
to Transit Site Control
Plane

Pub/Sub Session Status

T v < [PEN/SBEN

T v Y /EN/PEN
R—K—
JA¥YLXav

fo—3

Ty PR —%—

R g

R— g —

Pub/Sub Session Status for K —4% —

INFRA_VN
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»HY
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»HY

»HY

10 /10 72

10 22/10 7

10 /10

10 /10 7

10 22/10 2

10 22/10 2

ITyy/—FREER/ —Fhn&
AAA F—N—DY —N—2F— 2%
AHEEBRLET,

Cisco ISE #H—/N—D T v |

PEN. ¥ & UF SBEN T® CTS RiE
T—AOXTA—REERLE
T, AAA H—N—D X T — & ZH
£y v L1356, CTSERBHEL BE
WiIcZg7 > LET,

FNAZA A= (>=217.9) HHE

LEANSFE— FF v L EOEE
J—RETyY/—FREOY YR
F—RREEELET,

NE<ZIILFF v X b RP ~DEER]
BEMER T — R XEERL £,

777Uy 74 LR a2y ba—
7 /—FhoA—Ah)Larba—i
7L—v /— K~ IPSLA ZEA#E
MRTF—22%=ER/LET,

R—KF—/—Fe&Ty>/—Fnn
A—A)lario—iL JL—v
/—R~®LISP 7O ity
TarvazERLEY,

FINAZRAL A= (>=17.6.2) B
HE

R—=—&—/—Fnn, ERInit b
vy b arvia—L FL—v
/—R~@OLSP 7O bty
vavEERLET,

FNARAL A= (5=217.6.2) A

FiaB / — F @ INFRA_VN & & Ui
A ZINT= VN ZBRr<, §XTD VN
DR—K—/—Fh . ERInk
O—AJ) arba—iL FL—v

/ — F~® Pub/Sub A k3L
tyarvEERLETS,

FNAZRAL A= (>=17.6.2) B
INE

INFRA_LVN DR —&—/ — EHh 5
A—A)larbo—iL FL—v
/ — RA~® Pub/Sub 7@ k3L
tyavEERLET,

TFNAZRA A= (>=217.6.2)
WHE
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KPI %&

2493777 Y vy HEDBBRER BAEE (FRE | EREN
o—J EEEZAT)

10 22/10 9

Pub/Sub Session from
Border to Transit Site
Control Plane

Internet Availability

[Remote Internet
Availability]

BGP Session from Border
to Peer Node

BGP session from Border
to Control Plane

R— 5 — »Y

arhto—iL7L—v HY

FZ>vYy b arvb
A—JlL 7JL—
aryhbo—Jib »Y
TL—v

R—&— Hl)
R—K— HY)
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TRTDOVN DR—KX—/ —Kh
b, EffshizbZ Yy b 3V b
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Pub/Sub 7B Oty 3 %8
BLET,

TNAZRA A=Y (>=17.6.2) B
OAT3

NER—K—DTFT 7+ FIL— %
BEEWH L. 1% Pub/Sub %4 +%
FARALZLUSPROIY FO—LT
L—v/—FTBHELET,

NEBR—K—DTFT T+ I bIL— %
EHL. ZN% Pub/Sub 1 +%
FARALLSPRD LSSy b7
L—>/—FTEHLET,

FNAZA A=Y (>=217.8) H'IE

VDE—r777Yy o794 D,
Pub/Sub # 4 k T LISP R® SD-
Access F Ty hERR—X—
ENL TRy ITyTA VR —Fy
FARBETEEINEINEZERL F
I, KPl 41 > & —% v FaJBRMEAT
TIFIELTWBHE, ZDKPI I
ERINEFTA,

TFNAZARX—= (>=217.8) HLE

BEDR—&Z—/—RE&Z0ET 7
7Yy oETHHBGP £y 3

AT—RREERLET, Ty
vix. INFRA_VN 2R < T RTDE
EFH VN, £ LU Pub/Sub 71
J)Y A bR L LISP/BGP &
LISP oA CEeHEINE T,

FTNAZRAX—= (>5=17.10) B
N

INFRA_VN 2D W T DI, HFED
R—KF—/—FKhoo—hiL 3V
fao—i 7L—yv /—FAD
BGP v avyXT—4RA%EER
L£9d,
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BRAEE (FRE/ | EHEBEMN
EEEXa7)

BGP session from Border H—4%— Hh) 10 2/10 9 BEDR—4K—/—R&EZFDI ET7 7

to Peer Node for Infra_VN Ty oETHBBGP £y 3
AT—RREERLET, Lva
~it. INFRALVN O &, LV
LISP/BGP &. Pub/Sub 7’00 k2L
B4 ~EFERL7LISP oA TEB
BEnEd,

243777 v s [HEOBHERER

FNAZRA A= (5=17.10) B
NE

BGP session from Border H—4%— HY) 10 93/10 73 BEOARR—Z—/—FBLNE
to Transit Control Plane EANTWDE RSy k ar b

A—J) SL—> /—FKH»5 BGP
Yy arvDAT—RRAEERLE
¥, v 3 iz, LISP/BGP 7' &
F LY A4 FARD INFRA_VN HYE
BEnxd,

FTNAZRAX—= (>5=17.10) B
nE

EEERATDAETEHED KPI #BAT 5121, ROFIEEETLET,

A7 v 7 1. [Assurance] > [Setting] > [Health Score Settings] ICZ&L £7,

el Assurance /| Settings [/ Health Score Settings * Q (&) 2D 0
asco.  Catalyst Center
nd Events alth score is the lowest score of all included KPIs. To disable a KPI from impacting the overall device health, you can exclude it from the
Sensors
Wi-Fi 6
lient  Wired Client
PoE
Dashboard Library
P| Health Score Included for Health Score Current Se'
POR GOOD
P Session from Border BGP Session from Border @ Yes Default
Control Plane Down to Control Plane Up
POR GOOD
P Session from Border BGP Session from Border @ Yes Default
Control Plane Down to Control Plane Up
Explore
por GOOD
P Session from Border BGP Session from Border @ Yes Default
Peer Node for INFRAVN  to Peer Node for INFRA VN
Up
GOOD
P Session from Border BGP Session from Border @ Yes Default
Peer Node Down to Peer Node Up
POR GOOD
P Session from Border BGP Session from Border @ Yes Default
Transit Control Plane to Transit Control Plane Up

pwn
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AFw7 2. KPl #821FT2 Y v L. [Included in Device health Score] ¥ = v 7Ry 7 X% F7(CL£T,

[X] 86. FNLARRATN—RDE—=Z—HHAY PA—=LTL—VADBGP £y a v LI6

Device Health Application Health

BGP Session from Border to Control Plane
(BGP) %

Health Score

The health score can be customized based on device type. The netwerk device's health score is the lowest score of all included KPIs. To disable a KPI from impacting the overal
Device health indicated by BGP Session from Border to Control Plane:

Note: Health score setting is not applicable for Third Party Devices

KPI HEALTH SCORE

Router ore, Distribution & Access

Q, Search Table

@ Included in Device health Score
KPI Name = KPI Health Score Inclug:

BGP Session from Border to Control Plane (BGP) POOR GOOD Last Modified:
Device health indicated by BGP Session from Border to BGP Session from Border BGP Session from Border ® Ye
Control Plane to Control Plane Down to Control Plane Up
BGP Session from Border to Control Plane (PubSub) POOR GOOD
Device health indicated by BGP Session from Border to BGP Session from Border BGP Session from Border @ Ye
Control Plane. to Control Plane Down to Control Plane Up

) POOR GooD
BGP Session from Border to Peer Node for INFRA VN

. BGP Session from Border BGP Session from Border ®@ Ye:

Device health indicated by BGP Session from Border to )
Peer Node for INEFRA V. g)osve:ande for INFRA VN boupeerNDdeicr INFRA VN

NXFL—X

Iy hT—0BBEIZ, XYy FT—0RD2O0D/ —F (BEINLEETTNNAREBEINTERLT /A
R) FTHRRAML—REETTEET, 2200/ —FlE, BRFRAMELIFTAVLRRAbM, LAV I A2~
7 1A ZADEAEDLE, HEWIEEATERTEEZT,

IR ML —R%EFBT 5 &, Catalyst Center (&, MHSNT2TNA XDy b7 =0 bRAY EN—T 4 > T T —
REMILTNELFEFT, COT—XAZFARALT. 2 20OFRAMELRBLAVYIAVE—T7 24 ABD/SR%EEHE
L. XA PL—=XFRAVIZNRZREFRRLES, 2O MRAODICE, NRROABENRRISRST=T N4 ZAHE TN,
FNAZDIP 7 RLABERREINET, T4 AT L AT, SR> T /4 2D 78 kAL (Switched.,
STP. ECMP. Routed. Trace Route) . ZDMDY —X XA F7HERRSINET,

N ML —=XIZIF, ROFIRBELFKLH Y £9,
« 777U O U0TAT Y NEFRT TV I I0TA4T Y FOBEONRI ML —XE, Y R—bFENTWEFA,
o« TNAXTCDP 7B FaANLEZENZTEINELAHY £,

o BHOREIL—T 4 I BL0E% (VRF) R8>y F7—2 (UN) LIZHB 2200777y 00547
VERBEONRI L —RIE, YER—FENTULER A,

¢« W—BDIL—T Ny 7 AV E—T 2 AZXADPOLDNA ML —XE, VR—FrENTWHWEFT A,
e BETAHBIPTRLRIZ, 777V IOBEEICHADDOOTHR—FINTULWEEA,

o Locator ID/Separation Protocol (LISP) 7 7 7 U v J#EED /R ML —RE, 774 v I7DEfTINTWL
T ITyPRAYFTFrvy > a%2FHTESE I ENBRETT,

e CiscOBILEItx 2T 4T 7547 A (ASA) 12 CDP #HR— bk L TWAWL/=&H, Cisco ASA D/ k
L —XFHR—bFENTWEHFA, CiscOASA T S5 AT7 Vv AEBDNRRAEHINTLHI LT TEEEA,

o XU LE—FDTAVLRIAYFA—FDEBA VX =T A ATIE, NAPL—RFHFR—-—FINTHE
Ao
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o IRERAyF vy RFL (VSS) . ~IUF U v 7ERHHEY D Fa)l (MLACP) . £/ RER—FF v
2 (WPC) M/RZAPL—ZFHR—FENTWEFA,

o« AAYVFIREBA Vv Z—T7 A X (SVI) LOEIR N v ILFNRR IL—F 47 (ECMP) ®/RZ L — X7,
YR—bFEINTVWEEA,

e« NAT £/ 7 747 74— LAEFERATEZTNAZATDO/NRA ML —XFHR—FEINTLEEA,

« Hot Standby Router Protocol (HSRP) VLAN Dk R k HS{EZ D HSRP )L — X I ST W% JE HSRP
VLAN DR X bAD/RR ML —XE, Y R—FINTUWEEA,

o R— FF ¥ X)L D Port Aggregation Protocol (PAgP) £— K&, Y R—FINTWEHEA, LACP E—FD
APV R—FINTVET,

e CiscoSD-Access 777U v o7 TOTT 2ERTBTAVLAIZAT Y FONRA ML —REHR—FENT
WEHA,

o LAVY2RAYTFHLDONRI ML —XRIFHR—FEINTLEEA,

o« YRAOADEHERA—Y %y b (IE) X4 v FIL, Cisco SD-Access VU a1—> 30— E L THRENT:
J—FT9, BE. AL —XFWR/ —FERFL WAL H, MRAODICIER// —FAEETWS
BEE. T7—Xvte—IHARRINFET,

o TNWRAZBIZIPVA T RFLREIPVE 7 RLZADEARERT 2T aT7ILAZy 7 R— S TWEHA,
CORRICHED E BESNTZTFLADPTBATHE I LA RTITI—XAyvtE—YDHERREINET,

[Client 360] % 7z 13 [Device 360] 7 4 ~ RUHDB/NRX ML —XEZEITTEEXT, ROFIL, lily E WS EZBIDT T4
TV oDOREBNAR M —RERLTVWET,

ATy 7 1. XZa—TAaYREZ>H 5 [Assurance] > [Health] DIEICEIR L. [Client] 7% 2 ) v 7 LT,
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Catalyst Center Assurance / Dashboards / Health A £\ (895 & (72 \ Q  maglev

ailiali
cisco

QOverall Network Client Network Services v Applications SD-Access Al Analytics
() Global : 24 Hours ~~ S/ Filter (0) ~ Jun 7, 2024 12:00 AM - Jun 8, 2024 12:05 AM & 20 IS

@ Telemetry Status

Actions

LATEST  TREND

Wireless Clients Wired Clients
50%- ) TOTAL: 5 (1) 8 1 % © TOTAL: 52
Healthy Active: 2 | Inactive: 0 | New:3 Healthy Connected: 52 | NoData: 0 (| New:o (O
Authentication 1.92% =
10 Not Onboarded P17
Fair Comectiuty 50% | o 1
2
o 2 Onboarded .
Clients Connected
Clients 42 Onboarded Good Connectivity 81 %
Good Connectivity 50 %
View Details View Deta
Site Analytics © Data For: Jun 6, 2024 9:30 PM = Jun 7, 2024 8:30 PM ©
Onboarding Attempts @ Onboarding Duration © Connection Speed © Roaming Attempts ©

100. 100. -- 100,
AT 72 07AT My OF v IRy 7 RERDIFTCHITLET,

Client Devices (5) () * Tracked Clients ~ © Excluded clients

LATEST TREND

TYPE reless Wired OVERALL HEALTH All Poor Fair Good Inactive @

DATA Onboarding Time >= 10s Association >= 5s DHCP >= 5s Authentication >= 5s RSSI <= -72 dBm SNR <= 9 dB

Y Export {é}
Q Search by name, MAC address, or IPv4/IPv6 address Y

1 Selected Actions

] Identifier IPv4 Address Device Type Health Trust Score Tracked Usage AP Name Band RSS! Location Last Seen ~ Gapability
O = RLAN 6.1.64.8 Un-Classified - - No - AP7872.5DEE.E822 2.4 GHz - se/Cisco-building-9/Floor-1 Jun 8, 12:04 AM Unclassified
(0 = RLAN 6.1.64.9 Un-Classified... 4 - No - AP7872.5DEE.E822 2.4 GHz - ...se/Cisco-building-9/Floor-1 Jun 8, 12:04 AM Unclassified
O RLAN 6.1.64.11 Un-Classified - - No - AP7872.5DEE.E822 2.4 GHz - se/Cisco-building-9/Floor-1 Jun 8, 12:04 AM Unclassified
(O = RLAN 6.1.64.10 Un-Classified - -- No - AP7872.5DEE.E822 2.4 GHz -- se/Cisco-building-9/Floor-1 Jun 8, 12:04 AM Unclassified
@ = lily 6.1.64.12 Intel-Device 10 9 No 147.45 kB APOCD0.F894.33D8 5 GHz -49 dBm ...se/Cisco-building-9/Floor-1 Jun 8, 12:02 AM 1lac
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ATFw 73 UXALY &N/ [Client360] 74> K7 T [Tools] 7> 3> FTTFICRZ7E—ILL,
[Run New Path Trace] 227 U v 7 L ¥4,

Client | Client 360

Jun7, 2024 Details:
> @ Delete (1) 11:47:04.780 PM Due to Idle Timeout | AP:AP707D.B9B4.85A6 | WLAN:ASR-ENTERPRISE
> @ Onboarding (10) 11:41:39.003 PM - 11:41:39.062 PM AP:APQOCDO0.F894.33D8 | WLAN:ASR-ENTERPRISE o
> @ Delete (1) 10:45:47.994 PM Due to |dle Timeout | AP:APOCD0.F894.33D8 | WLAN:ASR-ENTERPRISE o i
Mac Address 78:2B:46
> @& Onboardina (7) 10:35:38.883 PM - 10:35:38.911 PM AP:AP707D.B9B4.85A6 | WLAN:ASR-ENTERPRISE WA PR —
49 records Show Records: 257\/ 1-25 o 2 3 > Radio
Tools

& Client Data Collection ©

ee Path Trace (O

Application Experience
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AFy7 4. BT 14— KRICAHLZET, [Destination] 7 1 —/L KA IP6.1.0.9 DEIRI 747~ FETH
niE, [Start] #7 U v 7 LET,

Set up Path Trace e
feud Source
P
Mac Address
6.1.64.12 o
WLAN
Radio

VAN IDIVRID Port (optional)

ROLE
R55I1

SNR Destination
P

6.1.0.9 v

Frequency{GHz)

AP Name
AP Base Radio Mac

Port (optional)

Options

Frotocal

TCP v

Live Traffic (O C.

87. R FL—2BFBEINT [Loading Trace] HRREN 3

°>a Path Trace O Run New Path Trace

6.1.64.12 (Port: Not specified) = 6.1.0.9 (Pert: Not specified) [Protacol: TCP]

@ Loading Trace
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88. BTTRE, INH 2209 F4T7Y MEADEFRY TOTFNAR%EF O FFRASHRRINS
oo Path Trace (O “

6.1.64.12 (Port: Not specified) — 6.1.0.9 (Port: Not specified) [Protocol: TCP]
@,
0 Q oro 4
. =)e (z3)e [33)e (33]e - -
6.1.64.12 APOCD...3308 B2 TB2-L_ATaK TB2-FE2 61089

Cisco SD-Access 77U r—a v DIEEHDER

Catalyst Center (£, v 7 — 2 EEEH Cisco SD-Access 7 7V 7r—> a > DIEFEHEAEERT 2DITKRIIDY
AT LREEY — VAR L £, 2DV —ILiE, Cisco SD-Access 77U —> 3 v DTF —EZR—X T — X DK
EEISHTEICESNICTF v LET, Fxv7ld. FBHTETILIEHTEXT,
TERZHERT DICIE. ROFIEERITLET,

ATy 7. EERBICHEZA=a—TA42a>%7 v L, [System] > [System 360] DJIEIZEIR L £7,

il System / System 360 %% o ®
tseh  Catalyst Center
{Jf] Design
':T: Policy Settings
&=, Provision Data Platform
ceira Users & Roles
~  Assurance
. Backup & Restore . . .
w2 Workflows e High Availability Cluster Tools
22 Tool Software Management As of Jun 10, 2024 12:41 PM As of Jun 10, 2024 12:41 PM
SX Tools
Disaster Recovery @® Enabling High Availability requires View Guide Monitoring =
[ ¢ Platform installing a minimum of 3 Cisco Log Explarer o
Catalyst Center hosts.
@) Activities
B Reports
Explore

Backups Application Health

ATy 72 T4V T 74 RTT, [SystemHeaIth]é?7%7U/7Li3‘ )Ry I Ny N el b=
VARATFLLRNILOBEFZIZESELNH I ES AR TREINET,
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] 89. Catalyst Center ICEH DA HFRTINTLSH]

= laln Catalyst Center

= «csco

System / System 360

System 360 System Health Service Explorer

A Internet URL Access
& The following URLs are not reachable

directly: http://validation.identrust.com/crlf PxGrid

hydrantidcao1.crl, http://

commercial.ocsp.identrust.com.

More Details

(&
v/

Frv 7 EFETERITTSICIE. ROFIEZEITLES,

AT w7 1. [Tools] > [Validation Tool] ®IEICZ U v 7 L9,
7 © O maglev v

System / System 360

= il Catalyst Center

= asco

System 360 System Health Service Explorer
Last Updated: 12:44:26 PM Tools ~

Network Ping

Validation Tool

System Analyzer

& Catalyst Center
PxGrid

Management VIP 10-195-144-108.stcd.kube-syste

ISE

285/292 *—¥
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AT w7 2. [Validation Tooll 7« > F7T[Add] %7 U v o L., AF4 KA ~4>7T Cisco SD-Access D
[Application Health Status] ¥ = v 7Ry 7 X%Z=F I L £,

System Health / Validation Tool New Validation Run %
Validation Runs (3)

Triggering a Validation Run can be a combination of multiple validation sets or at
least one validation set.

Q Name*
SDA
@ Adg 0 Selected
@] Name Description Selected Set(s) Status Start Time = Description
Appliance o .
O pa Infrastructure Status © Gritical Jun 3, 2024 11:10 AM Validation Set(s) Selection
+a
> (J Appliance Infrastructure Status
Appliance
O hukpa Inzfras(ruclure Status O critical Jun 3, 2024 10:45 AM > () appliance Scale
-
v (@)Application Health Status
Appliance @
0O rcz Infrastructure Status A warning Mar 22, 2024 10:48 AM SD-Access status
+a

> (D Assurance Health
Assurance Health
3 Record(s)

> (Jcisco ISE Health and Catalyst Center Role

> (JUpgrade Readiness Status

Ganeel “

BEEAH S15E. [SD-Access status] T DEGRADED X vt — A REL 7,

Catalyst

Validation Run Det

Validation Runs (4)

Warning

Name Description

Validation Status Duratior Message
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= dus Catalyst Center System / System 360 % Z L admin v

System Health A -
Y Appliance Details

ATy 73 Ty 7L —RFESLVOEHDERET, [System Health] 7 1 > F 7 %2R L ¥ 3, Cisco SD-
Access 7' DEGRADED X vt —>%##&E L 7-355. Cisco TAC HiR— RIEIKL TS0y,

Cisco SD-Access Hitff<w b v 7 X
Catalyst Center Tlf. Cisco SD-Access O —/L D7 OEY a3 =7l BENRTNARADY 7 b7 T7 A4
A= N= 3 (IZHF 3B Cisco SD-Access Bt~ Yy 7 2DV T 74TV AEHIFLET,

Catalyst Center Provision & —E XA EENT D&, ATV 1 —FH 2 BRI EICETEIND LS ICKRES N, Fa)

BNV 2FERL TV RADNBAFAELRRITIO 7 7AWV EX T VYA—RFTB2XRIP M) A—SNFET,
%rﬁLL\7 AIDHWNEE FTVA—RFRXJ7ERFy TENEFT, V) —XINTWEN=2 a3 i’h 55
2. XU >vyA—RRR % MY H—TEET,

I)#V/7@$%ﬁ®%m\@WVD—P&zﬁiﬁ‘%WLiio%%@774w%§7yu—FL\%Lv
7ANLEUIDPST Yy 70— FTE3READHYEFT, YATICTETEHRWISXEZDEHEEDL, ALFET7 v
D—hﬁ%%?ﬁo

TNAZRDNEBREDIZ WY 7 b7 2T H2ETLTWBIGA, £721E7 /34 XH' Cisco SD-Access THHR—FINT
WA W5E, Catalyst Center (I, RF—4—, I o= L—> Tv> #k/—F (PnP BE A > HR—T «

YO BEPTAVYLRAVPA—FOA—LEFERALTCIOTNRARE 7 77 ) v 7 IEBINT DiER 7Ry 7
LEJ, 2.3.7.5 LUED Y U —X D Catalyst Center TIZEANT 7 # /L F TEMICHR>TWET A, EMICT S

EMTEET,

FHLOWEBES ) Yy IR 77405 Ty70—-—F35h, BAEEMITHICIE. ROFIEER{TLET,
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ATy 7. EERBICHEZA=Za—TA42av%7 v LT, [System] > [Settings] DIEICZ Vv 7 LET,

System 360

Settings

nages and

System /[

Settings

ndle to enable authentication of Cisco networking
ts applications, such as Network Plug and Play.

shares the Certificate Authority information

0 Plug and Play Cennect cloud portal to Plug and Play in

ntitlement and license management.

st Center to access Cisco Smart Software

0o @89 B |

0 maglev

System Certificates
A v information about Cisco Catalyst Center's currently active SSL certificate or information
about how to replace it

Device Certificates
View certificates that were issued by Cisco Catalyst Center for managed devices to authenticate
and identify the devices.

Cisco.com Credentials

Set up a Cisco.com ID to connect to Cisce and enable access to software and services.

Smart Licensing

Smart Licensing is a cloud-based, software license management solution that allows you to
manage and track the status of your license and software usage

AT v 7 2. [External Services] > [SD-Access Compatibility Matrix] #27 VU v 27 LT, 7vT4 774> F

TICBELET,

Catalyst Center

Q  maglev

Settings / External S

Q Search

Image Distribution Servers
Device Controllability

Network Resync Interval

SD-Access Compatibility Matrix

Catalyst Center periodically compares operational SD-Access Fabric Nodes hardware and
software attributes against information in the Cisco SD-Access Compatibility Matrix. T

Any compatibility issues detected will be aggregated and displayed in the SD-Access

SNMP
reviewed from the SD-Access Fabric Sites Page.

ICMP Ping

Device EULA Acceptance

PnP Device Authorization

Compliance state of each Fabric Site. Fabric Site's aggregate Compliance state can be

Imported Mechanism Downloaded from Cisco by Scheduled Task

Device Prompts

Imported Time May 31, 2024 11:14:13 AM

ConfigurationArchive Imported Mode Remote

External Services v File Hash

Umbrella Published May 20, 2024 12:09:46 PM

Authentication and Policy Serv.

SD-ACCESS COMPATIBILITY MATRIX DOWNLOAD

Integrity Verification

SD-Access Compatibility Matrix Frequency Every Day
IP Address Manager Last Attempt Jun 11, 2024 1:54:55 PM
Cloud Access Login Status (©) Skipped

Message

Cisco Al Analytics
Stealthwatch

SD-ACCESS IMAGE COMPATIBILITY CHECKS
Talos IP Reputation

Destinations

Catalyst Center maintains Cisco SD-Access Compatibility Matrix compliance for software

image versions on managed devices during SD-Access role provisioning. Cisco

Cisco Spaces/CMX Servers

Global Manager Integration

SD-A 1 Compatibility Check
Machine Reasoning Engine coess Image Compatipiiity Checks

recommends that SD-Access Image Compatibility Checks are always enabled.

CURRENT SD-ACCESS COMPATIBILITY MATRIX INFORMATION (Import New From Local Or Import Latest From Cisco)

SHA-256: 120066fa61c8301dd96c61847cd1cdbddal 34f2f095d6382adec5dbbdeecd 53

SD-Access Compatibility Matrix download skipped as a file with newer timestamp exists on the system

e HILLWAEBMMES Ny X7 7A40%T v 7A—FF3121E, [Import New From Locall #27 VU v 27 L £9,

o FIEICK Y O0— K3 B5E1L. [Import Latest from Ciscol #27 U v 7 L £9,
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Settings | External Services

SD-Access Compatibility Matrix

O Skipping processing compatibility matrix file as same copy already exists or b
file is older than what is already in the system.

Catalyst Center periodically compares operational SD-Access Fabric Nodes hardware and
software attributes against information in the Cisco SD-Access Compatibility Matrix. 0

Any compatibility issues detected will be aggregated and displayed in the SD-Access
Compliance state of each Fabric Site. Fabric Site's aggregate Compliance state can be
reviewed from the SD-Access Fabric Sites Page.

CURRENT SD-ACCESS COMPATIBILITY MATRIX INFORMATIOM(Import New From Local Prlimport Latest From Cisco)

Imported Mechanism Downloaded from Cisco by Scheduled Task

Imported Time May 31, 2024 11:14:13 AM

Imported Mode Remote

File Hash SHA-256: 120066fa61c8301dd96c61847cd1cdbdda0134f2f095d6382adecbdbbdeecdb3
Published May 30, 2024 12:09:46 PM

SD-ACCESS COMPATIBILITY MATRIX DOWNLOAD

Frequency Every Day

Last Attempt Jun 11, 2024 1:54:55 PM

Status (=) Skipped

Message SD-Access Compatibility Matrix download skipped as a file with newer timestamp exists on the system.

o WAREZEMICTSICIE. V4 FUDO—FTFTEFTRI7A—JLL T, [SD-Access Image Compatibility
Checks] #fEIC L £ 9,
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Seltings / Exiernal Services
Q Search

SD-Access Compatibility Matrix

Image Distribution Servers

Device Controllability (- Skipping processing compatibility matrix file as same copy already exists or x
1) Hle is older than what is already in the system

Network Resync Interval

SNMP Catalyst Center periodically compares operational SD-Access Fabric Nodes hardware and
software attributes against information in the Cisco SD-Access Compatibility Matrix. 0

ICMP Ping

Any compatibility issues detected will be aggregated and displayed in the SD-Access

Compliance state of each Fabric Site. Fabric Site's aggregate Compliance state can be

PnP Device Authorization reviewed from the SD-Access Fabric Sites Page.

Device EULA Acceptance

Device Prompts
CURRENT SD-ACCESS COMPATIBILITY MATRIX INFORMATION (Import New From Local Or Import Latest From Cisco)

Configuration Archive

Imperted Mechanism Downloaded from Cisco by Scheduled Task

External Services ~
Imported Time May 31, 2024 11:14:13 AM
Umbrella
Imported Mode Remote
Authentication and Pelicy Serv..
File Hash SHA-256: 120066fa61c8301dd96c61847cd1cdbddal134f2f095d6382adec5dbbdeecd53
Integrity Verification
Published May 30, 2024 12:09:46 PM
SD-Access Compatibility Matrix
IP Address Manager SD-ACCESS COMPATIBILITY MATRIX DOWNLOAD
Cloud Access Login
Frequency Every Day
Gisco Al Analytics Last Attempt Jun 11, 2024 1:54:55 PM
Stealthwatch Status © Skipped
Talos IP Reputation Message SD-Access Compatibility Matrix download skipped as a file with newer timestamp exists on the system

Destinations
Cisco Spaces/CMX Servers SD-ACCESS IMAGE COMPATIBILITY CHECKS
Global Manager Integration Catalyst Center maintains Cisco SD-Access Compatibility Matrix compliance for software

image versions on managed devices during SD-Access role provisioning. Cisco

i sy EEhe recommends that SD-Access Image Compatibility Checks are always enabled

Cisco Catalyst Cloud

Webex Integration

1%

D-Rccess Image Compatibility Ghecks

Ffii e b ¢ [SD-Access Image Compatibility Checks] IZBEZIDZ I L £,

90. EEEET )y 7 RTHR—FENTOHEVTNI M A=V ZRTLTWSH, ED &S IC eWL Catalyst 9800
aAryba-3%777 Vv I BNTE LD >hERTH
Modifying Fabric at Cisco-building-9 Asof:219:34 P13 Refresn

Step 3 of 3: Preview Configuration

Review the device configuration provided below by clicking on each device. When you are done reviewing, click Deploy. Click Exit and Preview Later to defer the review. The deferred review can be found in the Tasks menu. Status: @ Failed
O\ Search by device name Device IP: 110.9.2.1 Site: Global/San Jose/Cisco-b.. O <~ Back to workflow progress
WLC-faniu-9840 o Configuration to be Deployed E

[ View by Configuration Source - All v/ Q_ search configuration

@ cErrors occurred during config generation. You can still opt to deploy the partial configuration (if any) that was generated successfully. Collapse 1o hide.

NGWL11704: Device eWLG-faniu-9840 cannot have Wireless role due to incompatibility as per the SDA compatibility matrix, the series is Gisco Catalyst 9800 Series Wireless Controllers, the model is G3800-40-K9 and the version is |0S-XE 17.15.01.0.1138.
You can find more at i htm.

‘ O No configuration was generated from current source
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(NE=

8% A - REEICERT 3N —FU 7V 7T
TOBEFBLCEAHA FiE, ROKICU R FENTLEN— Rz T7EY 7 Fy 2 7EERLTHEREATL
£,

*x 27. N=RFKT7xzT7ELNVYT7 b7 T
TV 7 TR Y72b9x7T

DIN—=T 7y

AZyF7AVYIAYLXLAN O FA—7F Cisco Catalyst 9800-40 7/ YL X2>¥» bEO—7 17.15.1

Catalyst 9000 O AAAT A ¥ L X 3> fO—7 Cisco Catalyst 9300 O ARAAT A ¥ L X3 bO—7F  17.15.1

QAT —YavaEntzr7r 70y oR—8—¢& Cisco Catalyst 9300 17.15.1
avbhrE—LTL—V

777Uy o TyY Cisco Catalyst 9300 17.15.1
AU Y=k / — ReH Y h Yy b R—=ZDHL Catalyst 9300 & Catalyst 9200 17.15.1
Rk —F

IVZ—774AXSDN v bO—7 Catalyst Center 2.3.7.x
AAA H—/N— Cisco ISE (Identity Services Engine) 3.3

{+&% B : FHEE
AP 7t XRA > b

Cisco ISE Cisco Identity Services Engine

CDP Cisco Discovery Protocol
CMD Cisco X X T — %X

CTS Cisco TrustSec

CUWN Cisco Unified Wireless Network
DS D8l X T L

EIDTY RRAY FDTAT VYT AT 4

GRT /00— =T 4> T—=TI
HA =7 A%

MSRB Vv /ILFH A F UE—F F—%&—

PSN XU —H—EX/—F

RF SEHRE R

OTT #—N\—H v

pxGrid Platform Exchange Grid

REST API Representational State Transfer 7 7 U —> 3> 7077 Iv 7 AV 2—T7 114X
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RLOC V—T 4>/ AT —X&

SD-Access Cisco Software Defined Access
SGACL t*¥2U7 4 /=7 F7/7x avba—iL JX+b
SGTx a1 UT 4 7IL—TRT

SSID 4 —E Xt v FEFIF

SSO X7 —hF 7L RA vy FH—/N—

SXP SGT Xk#7°'A1 b

SVI XA v FREA 2 —T7 x4 X

VN R+ b7 —7

VNI VXLAN * v b7 — 2 35 F

VRF RIEN—T 4 > 76 L VErik

VXLAN Virtual Extensible Local Area Network
WLAN 74 VL X A=A TUT 2y bT—7%

WLC 74 VYLXLANO> FA—7

ft#&% C : SEEN

Catalyst Center 2.3.7.x Third-Generation Installation Guide

Cisco ISE installation Guide

Cisco Software-Defined Access Compatibility Matrix
Catalyst Center 2.3.7.x Data Sheet

Policy Platform Capability Matrix
Catalyst Center 2.3.7.x User Guide

Catalyst Center SD-Access LAN Automation Deployment Guide
SD-Access Solution Design Guide

KEF FUTRFERA I—Ov/\FH

HUZAINZTRH L E A= FLRATILA L (AZY)

DZEHAZEICH 400 DA T4 REFBLTWE T, A 74 AD(ER. BAEE S, FAX FE (IO Web -k (www.cisco.com/jp/gofoffices) #8121
Cisco LU Cisco OIS, Cisco Systems, Inc. F/zlFFOEELHOAXELE LUFOMOEICH I AEBL /I EFEETT, YAOOFHEO—BE(CDTIE.

www.cisco.com/jp/goftrademarks % Z8< 230\, I TWEAY —RN\—T( OEEE, FhZhOMBEEIIBELE T, /\—hF—] Ficld lpartner) EWSFEAERAINT
WTH, VAR ORI/~ =2y TEFAFETHILEEHTHELOTEHDEEA. (1110R)
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https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/catalyst-center/2-3-7/install_guide/b_cisco_catalyst_center_install_guide_237x_3rdgen.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-guides-list.html
https://www.cisco.com/c/dam/en/us/td/docs/Website/enterprise/sda_compatibility_matrix/index.html
https://www.cisco.com/c/ja_jp/products/collateral/cloud-systems-management/dna-center/nb-06-dna-center-data-sheet-cte-en.html#Appliancescale
https://www.cisco.com/c/dam/en/us/solutions/collateral/enterprise-networks/trustsec/policy-platform-capability-matrix.pdf
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/catalyst-center/2-3-7/user_guide/b_cisco_catalyst_center_user_guide_237/
https://www.cisco.com/c/ja_jp/td/docs/cloud-systems-management/network-automation-and-management/dna-center/tech_notes/b_dnac_sda_lan_automation_deployment.html
https://www.cisco.com/c/en/us/td/docs/solutions/CVD/Campus/cisco-sda-design-guide.html
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