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777V %Ak 500 500 1000 2000
LR ATRE 7 N — T 4000 4000 4000 4000
Ja—)L P 7 —b 100 100 100 200
A hHODL A 3VN 64 64 128 256
YA rHEYVDOLAY 2VN 200 V 200 600 @ 1000 @
A hHoIP7F— 100 W 100 @ 300 @ 1000 @
YA LHIvDO777Y v 500 500 600 1200
JTNA A

OIPF=NE LAY 2HERY NI DERNE, 777V v I A FHT2Y 200 LT THLIMLERDH Y £,
DWPF=NE AT 2HERY FNT—=IDEFHNE, 777V v 7 %A FH2Y 300 LT THLIMNENDH Y £,
OPF=nNeb A Y 2HERY FT—IDEFNE, 777V v 7 HA FdH72Y 1000 LT THLLENRHY £7,

#12. 3 /— F DN3-HW-APL-XL 7 5 A% D & /r—)L
TNARA (AL v F V—HF TAL¥LR 10,000
ayvha—7)

TALY LA TIEA RSB 25,000
BT RFEA 2 b 300,000
—FTy RRA > b (14 HELLE) 750,000
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sns
aXa
Z o0& 7 v a Tk, Catalyst Center % f£ff] L C Cisco SD-Access % v bV —7 ##%it4+ 57 vt 2 L FEIZHS
WTEBI L £,
Cisco SD-Access v bV —7 OFH 7o A Ikd LB T,

 Cisco ISE % Catalyst Center & LET (A7 BT AT —va TnE) |

o A MEEEHELET,

o Cisco SD-Access v NV —7 OEPIMER Ry N =7 —ERAZHELET,

o P NERELET,

o WLAN EFHHIO T A ¥ LV ARELZMHKR LET (777 Vv VA ¥ LR Xy NT—VIZHE) |
Catalyst Center 1 A h—/L 3257 at R & FIRIZOVWTIL, Catalyst Center DA > A b — )L H A REHBL T
<TE&EW,
CiscOISE # 4 V' A b =T 57 m& AL FIHIZOWTIEX, CiscoISE DA A =N T4 RESRLTIIEIN,
Cisco ISE & Catalyst Center D&

Cisco ISE & Catalyst Center #8252 LT, 20D 7T v 7 4 —ABT, TAAL AR N—T72 O # %
HHETEET, ZHUE, ~A 7B AT —vary V) a—varTEMATTN, v /e A0TF—vay
VY a—vary It 7Ty a T,

Cisco ISE % Catalyst Center &G T 272D FIAIZIE, ROLOREENET,
o FRRERB LR Y v —H—s3— L LT Cisco ISE % Catalyst Center |Z5%E L £,
« Catalyst Center 7»% Cisco ISE ~® pxGrid ##t Z #F 7] L £7°,

FRER LR Y 2 —H— 33— & LT Cisco ISE D& E

AT T 1. EEBCGAIA=a—TAar%27 ) v LT [System] > [Settings] =R L, LMD/ KT
[External Services] > [Authentication and Policy Servers] Z3&#R L 9,
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= et Catalyst Center System / Settings fr Q o ® A4 Q maglev v

Certificates

Certificates

n about Cisco Catalyst Center's currently active SSL certificate or information

External Services

Umbrella Certificate Authority Device Certificates

Control how Cisco Catalyst Center manages and shares the Certificate Authority information. View certificates that were issued by Cisc >atalyst Center for managed devices to authenticate
[ Authentication and Policy Serv. I ’

Integrity Verification

Cisco Accounts

PnP Connect Cisco.com Credentials
Add the device inventory from the Cisco Plug and Play Connect cloud portal to Plug and Play ir Set up a Cisco.com ID to connect to Cisco and enable access to software and services
Catalyst Center

Smart Account Smart Licensing

Set up a Smart Licensing account for entitlement and license management

SSM Connection Mode

Connection mode provides options for the Catalyst Center to access Cisco Smart Software
Manager (SSM) cloud

Device Settings

ntegration PnP AP Location Image Distribution Servers

System Configuration v Configure AP Location during PnP flow Configure Image Distribution Servers which will help in storage and software distributior

Debugging Logs

....................... tanils R

AT w7 2. [Add]%:ﬁ)/ﬁb FD/75"7/)‘#1%73>6[ISE]% EIR L FE9,
25 v 7 3. [Add ISE server] <A i @®AE AT LET,
# 1312, [Add ISE server] A > IND 7 ¢ —/)L ROFHHAE R L ET,

# 13. [Add AAA with ISE server] XA > D7 4 —/L K
Server IP Address FXx Ak Cisco ISE #—"—0DIPT7 FLA (BEDOIPT KL 2R
74—V KR RESNTWDAEAIE., ZOIP 7 KL A2 Cisco
ISE BRHA VAZ VRIZRIRINTWDH Z L 2R L
F9) .
Shared Secret FXx A b Cisco ISE y—"—LBET H7-DICRy hT—27F N
74—V R A ATHEASNET, 10S XE 7/\41 % E N T
PAC &—¢& HIEENE T,
Username TXA b Cisco ISE DA > A b —/VERIZIERR L7257 7 4V b D
74—/ K Fy NI EBETHT Y hO2—F—4TY,
Password T ¥ 2 bk Cisco ISE O A > A b —/VHFITHERL LT=T 7 4L F D
74—/ R Fy NT— I EHET HT L FDONRAT— RTY,
FQDN T ¥ A b Cisco ISE Y— "—0D 52 2EHfi KA A V4T,
74—V K
Virtual IP Address TX R K 1 2o0ua— RKRZ UH0E#HIC 1 DL Ed PSN 28>
74—V K ZEBRTEET, %@iﬂ/\ [Virtual IP] 7 ¢ —v RiZ
B—RKARZHDIP ZBMTEET,
[Advanced Settings] > [Protocol] [Multiple Choice] 4 23iE7" 1 b /L& PE LET, ROBEREAR

FTariREy BHYET,
[RADIUS] : &7 #/V bR ETF, RADIUS 71 kL

EHEHALET,
[TACACS] : TACACS 7z bavzfEH L £,
[Advanced Settings] > [Authentication Port] 7% % h [RADIUS] # =R L7=5A. 7 7 4 /v b — MZix

74—/ R 1812 ZfEH L £ 7,
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[Advanced Settings] > [Accounting Port] T X2k [RADIUS] # &R L7=E, 7 7 4/ R — MZiX
74— K 1813 #fEH L £,
[Advanced Settings] > [Port] TxA b ZD7 4 —)L FiL, [TACACS] NiERENTWEEE
74—V KR WCORFIRENET, T 74V FR— ML 49 TT,
Retries &5 KHE CORBFEFAITOEECTT, 774/ ME3TT,
Timeout (seconds) x5 BITRZA LT U MTHETORETT, T 7401
X 4 BT,

ZORFBIUEATA FTIE, £ 14 OFFRPAN S THET,

# 14. [Add AAA with ISE server] XA > D7 4 —/L K

T4 —NVF fiE

Server IP Address 10.195.221.144
Shared Secret i

Cisco ISE Server On

Username Admin
Password e

FQDN FANIU-ISE-V3.cisco.cpm
Subscriber Name Admin

SSH Key 7L (2Z8)
Virtual IP Address L (28)
[Advanced Settings] > [Protocol] RADIUS
[Advanced Settings] > [Authentication Port] 1812
[Advanced Settings] > [Accounting Port] 1813

Retries 3

Timeout (seconds) 4

Cisco ISE #iBINT AR, ROBMHRFEIFEZMIZ L TWD 2 & xR L ET,

« Cisco ISE & Catalyst Center ([Z A#aMED B 53— a 0385 ( [Cisco Catalyst Center Compatibility
Matrix| %ZH)

o Cisco ISE GUI /XA U — K Cisco ISE CLI /XA U — K &L —%9° % (Z OffilFRI% Catalyst Center 2.3.7.6 LI
DY Y —=ATIHABRENATHET) |

o Cisco ISE B A v A% v A% LT pxGrid WA ZhZ /2> T b,
e Cisco ISE Ci%. ERS »’ [Read/Write Enabled] (272> T\ %,
AT v 7 4. [Add] %~ VU >~ LT, Catalyst Center NIC Cisco ISE #— —ZER L £,
AT w75, [FHHTE % Cisco ISE OFEIENY A RA—ICERSNTZ5, [Accept] #7 V v 7 LET,
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D TEFETE B Cisco ISE LHAERRRINTWVWE YA R 3R

Settings / External Services

Q Search ISE server Integration
Authentication and Policy Servers

Certificates v

Use this form to specify the servers that authenticate Catalyst Center users. Cisco Identity This is the first time Cisco DNA Center has seen this certificate from Cisco
Services Engine (ISE) servers can also supply policy and user information @ ISt and it is not yet trusted. Do you want to accept this certificate and
TR e e e establish trust?

Trusted Certificates

Certificate Authority @ Add 't Export
Integration of 10.195.221.144 is waiting for user input
Device Certificates

IP Address Protocol ~ Type
Cisce Accounts v v Initiating connection...
€55 than & minute ag

PnP Connect 4444 RADIUS AAA

Cisco.com Credentials

10.195.221.144 RADIUS ISE

Smart Account
e 11.0.2 RADIUS AAA ——

Accept
SSA ection Mode | Accep

Device Settings Y 1119 RADIUS AAA

PnP AP Location

dating, and stering trusted cariificate
\mage Distribution Servers 45.6.3.2 RADIUS AAA

Device Controllability

Nets

ork Resync Interval

SNMP @ Connecting to pxGrid.

ding and validating pxGrid certificates, subscrit XGrid topics
ICMP Ping
Device EULA Acceptance

PnP D

Autt

Device Prompts
Configuration Archive
External Services v
Umbrella
Authentication and Policy Serv.

Integrity Verification

Clos |

WA T L= 5. [Authentication and Policy Servers] %~ 3 =i — RIZE Y £9°, #H L\ Cisco ISE H—/3—D
[Status] 7% [Active] THERENE T, REEZLFEIIEETHILERHIHEIT. THEERLC[Edit) 227V »
& Lij—o
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Q maglev ~

Certificates

Trusted Certificates

Certificate Authorit

Device Certificates

Cisco Accounts

PnP Connect

Cisco.com Credentials

Licensing
S$SM Connection Mode
Device Settings
PnP AP Location
Image Distribution Servers
Device Controllability
Network Resync Interval

SNMP

Configuration Archive
External Services
Umbrella

I Authentication and Policy Serv

Integrity Verification

Authentication and Policy Servers

s that authenticate Catalyst Center users. Cisco Identity
supply policy and user information.

Use this form to specify the s
Services Engine (ISE) servers ¢

® Add Ty Export
1P Address Protocol =
4.4.4.4 RADIUS
10.195.221.144 RADIUS
1.1.1.2 RADIUS
1.1.1.1 RADIUS
456.3.2 RADIUS

Type

LYY

Edit ISE server

emame*
admin

Virtual IP Address(es)

@ Connect to pxGrid

O Enable Multiple Catalyst Center operation

©)acacs

Cancel

Catalyst Center 7* Cisco ISE &t STV 5 2 & a9 5121, Catalyst Center W TR D FIAZFATL 7,

A7 6. ELBIbHHIA=a—T A% 27 LT [System] > [System 360] DJIEIZERIR L.
[Externally Connected Systems] > [Identity Services Engine (ISE)] &2 v a v FTCAZr—/L L

£75

[Primary] & [pxGrid] Ol )73 [Available] & FRENTWABMLERH Y 7,
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lule Catalyst Center / n e G &) (& L maglev v

c

System 360 System Health Service Explorer

HIgNn Avalaoiity cluster 1001s
28 ¢ Jul 2
@® 10.195.144.108
View 137 Servi ® Enabling High Availability View Guide Moniting
requires installing a minimum of

_ Log
3 Cisco Catalyst Center hosts. Explorer
System Management
Backups
Software Management Jetd Application Health
@ Last successful backup took View
® Connected to Cisco’s software server. AL 0, 2z LR ® Automation
® A release is being View ® There are no backups scheduled Schedule O LT
downloaded
@ 3 applications are available View
for installation
Externally Connected Systems
Identity Services Engine (ISE) IP Address Manager (IPAM)
X ’ 29
Primary 10.195.221.144 ' Available ZUpdate ® No IPAM server Configure
pxGrid  10.195.221.144 0 Available @ configured
- S e — - -

AT v 7. CiscolSE T, EEMBIIHDA=a—T A a2 %7 2 LT [Administration] > [pxGrid Services]
DJEIZER L, [Client Management] % 7% 27V » 7 L9, Cisco Catalyst &> 2 TD
pxGrid & v ¥ 3 U 2MER &+, [Status] 28 [Enabled] & FRENTWD Z & ZHER L £,

= ‘Ui Identity Services Engine Administration / pxGrid Services Q & ® G|
) y Client Di i Settings
| ]
| Clients
Poli H
! o Clients
Groups
X Clients must register and receive account approval to use pxGrid services in Cisco ISE. Clients use the pxGrid Client
Cerficates Library through the pxGrid SDK to register as clients. Cisco ISE supports both auto and manual registrations.
‘ pxGrid Cloud Connection
pxGrid Cloud Policy
2 S
pxGrid Clients
"
Rows/Page 1 v 1 1 Go 1 Total Rows
O Name Description Client Groups Status
D pxgrid_client_1659305283 Cisco DNA Center ise-bridge service « Enabled

Catalyst Center "V > —7 ¢ > KU TD

Catalyst Center 2 GBAC OEHHE & LT3 5IZ1X. Catalyst Center (3K Y > —F—F % ISE ) LBITT H 4%
TERHY FT,

AT T 1. EERCHEIA=a—TAar%27 Y v7 LT, [Policy] > [Group-Based Access Control] DJIA
IZEIR L E 9,
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= ‘Useo Catalyst Center

sNF—inh [Start migration] 7 U v 7 LET, BITIL, B TAZVa—LT520b, <K
B4+ TEET, X ATF—NICXoTUIHRK 1 BN Z ENH Y 9,

,Q maglev

Overview Policies rity Groups

Access Contracts

In order to begin using Cata

yst Center as the administration point for Group-Based Access Control, Catalyst Center must migrate policy dat:

from the Cisco Identity Services Engine (ISE):

« Any policy features in Cisco ISE that are currently not supported in Catalyst Center will not be migrated, you will have a chance to review the migration rule after click on " Start migration”

o Any policy information in Catalyst Center not already exist in Cisco ISE wi

be copied to Gisco ISE to ensure the 2 sources ary

insync

Once the data migration is initiated, you cannot use Group-Based Access Control in Catalyst Center until the operation is completd. Start migration

After policy data migration has completed, if you prefer to manage Group-Based Access Control in Cisco Identity Services Engine,!

‘A Search

D View traffic for ..

10

SECURITY GROUPS

Policy Issues

Most Active Policies
All Packets v

Source

© 2025 Cisco and/or its affiliates. All rights reserved.

P Address, or MAC address

Destination

Packet Count

n under "

B

Least Active Policies

All Packets

Source

U:ccmw:o nF

Destination

i Access Control Configuration” .

10:00 PM

Mar 1

7, 2024 10:00 PM

Packet Count
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= ‘élllsléli;. Catalyst Center Policy / Group-Based Access Control

Q maglev v

Overview Palicies Security Groups Access Contracts

o Migration is complete. Catalyst Center will be the policy administration point, and screens of Security Groups, Access Contracts and Palicies in Cisco Identity Services Engine will be read-only. You can review the policy migration log, andfor X
change the administration mode in Group-Based Access Control Configurations

a : (]
4 Search by group name, IP Address, or MAC address 3 -

*View traffic for ..

10 17
SECURITY GROUPS ISE PROFIL
Policy Issues 4 v M 24 h 1 0
P P2 P3 Pa
Most Active Policies Least Active Policies
All Packets ~ All Packets
Source Destination Packet Count Souree Destination Packet Count

1 (Default Policy ) > Default P

bE
Catalyst Center THIEY R — F &N T2 Cisco ISE DR Y —ffEIIBITENE A, *y NU—ZEHT
X, [Start migration] =27 V > 7 L7242, BITA— L ZiERTE £,

Cisco ISE {ZF 7247(E L 72\ Catalyst Center 7R Y > —{F#HI%L < T Cisco ISE IZa E"— X4, 2 DD YV —AHifE
FiICFEB S E T,

T o7 L— Rk, RUBATICEEI L £9, Catalyst Center & Cisco ISE ZREEIZ[FM S8 5121%. BIT2 HELT
IMBENDHY £7,

FE 3, BHEE— FOLHE

Catalyst Center |Z(%, BHE— RE2ERT LA T a b £7,

Cisco ISE # & HAR A > h & L THES L, Cisco ISE & Catalyst Center O] THHRA > M 2T 0 B2 25813,
WOFNEZETLET,

AT F1. EEBIbDA==a—TA4=a2%27 Y v 27 LT |[Policy] > [Group-Based Access Control] DJIA
(3B L. [Overview] ¥ 7 %27 U v o LET,

A7 > 2. [Configuration] %7V v 7 L7,
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Overview Policies Security Groups Access Contracts

arch by group name, IP Address, or MAC addres A Upcoming

D View traffic for

10 17
JRITY GRO E PR
Policy Issues v 2024
0 ¢ 0 0
p P2 p3 P4
Most Active Policies Least Active Policies
All Packets All Packets +/
Source Destination Packet Count Source Destination Packet Count
of
— s ° N N o5 N ~
ATy 73 EHFRA L NOWTNOOSF T a o EERLET,
erview / Configurations
Policy Settings Policy Settings
Analytics Settings
Administration Mode View migration log ast migratio 5, 2024 1€ PM
Manage Group-Based Access Control i
atalyst Center, policy Ul in Cisco Identity Services Engine w
dent rvice
changes directly in Gisco Ident [ it of A ful

© Cisco Identity Services Engine, Group-Based Access Control Ul in Catalyst Center will be inactive

A FREORE

YA MEEOEREIZIE, BEAORY NI—7 54 FEENOLOBEBROEENEENET, Xy hT—TH A |k
F. DU T B, BLOT T CHEIRSNET, A MIBY A R bEEORME S HEBICET B0, %
NoOREBERIIERE T, 2L, ZnboEMEE, + A4 N TE— =4 RSNDAREMERH Y 7,

#1510, ZOHRFBIOEALTA FOV A FEEZ T LET, BH0OEY (Cisco-buidling-24) . (7u7 1L
7u7y 2) "hLHIE—~0=IU 7T (Milpitas) X7 ot ya=r7InET,
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# 15. RABLIOCEAT A KOV A EE

Milpitas Area Global
Building 24 Building Milpitas fEFT : 510 McCarthy Boulevard, Milpitas, California, 95035
ZOBRFHBLOEATA FOYA FEBOREFIRIE, ROLOBREENET,

o = U T DIERL

o T U TNOBEMDIE,

o« FEMNOT BT OERE 70T~y T DL R— (AT ay) ,

= U 7 OERK

A7y 1. EERBCSHLIA=a—TAa%27 Y v 7 LT, [Design] > [Network Hierarchy] ®JIEIZi&ER L
£7,

AFv 7T 2. FvhNI—IWEEY vy 2R — KT, [Add Site] > [Add Area] DIEIZER L £,
X 24. [Add Area] ¥ 7w
Add Area X

Area contains other areas and/or buildings.
Buildings contain floors and floor plans.

Area Name*
Milpitas|
Parent
US | Global/ v
Cancel ] Add
Or
Import Sites

FIE2, =V T7HNOEYDIER

EYoBEMIL, [AddSite] ey 7F o R b, F2EFERMOFES—2 3 31 o [Global] > [Milpitas] 7> 5
TWET,
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AT v 1.
AT v 2
AT w7 3.
AT v 7 4.

Cisco-buidling-24 )

Milpitas | Global

510 Mccarthy Boulevard, Milpitas, Calift %

titude e
37.419978 -121.919684

///'
\/
\\\
-
/ o
/ Cisco-building-2!
(
\
b
i\
\
N\
N
\
\\
\
oy

v+ 80

7 4 —/v F® [Building Namel iz Ah LE T, ZofHI Tk, [Cisco-building-24, - AJjLET,
Cisco-building-24 »#4. 7 +—/L Ko [Address] I A1 L £,
[Parent] > [Milpitas] % 34 L £,

AT w71 EAT T2 EBVIELT, 2FAOEYOHZEBEMLET, ZofTiE, [Cisco-
Building-23| - A/JL %7,

FIE 3, BEWANDOT T OIER

AP DT E VA Y VL AI AR Ly Y (E—b=v?) 1, 77~y I MOLERRTEET, 70713V A VYL AT 1
Y a = TRICERENE T,

77 OEME, [AddSite] Ku v 7 X w7 U R " EloF v s —2 a1 @ [Global] > [Cisco-building-
24] 1 L O [Global] > [Cisco-building-23] 7> 517V F 7,
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X 25. [Add Floor] A 7 u ¥
Add Floor X

Floar Mame*
Eg: Floor 1

Parent

Cisco-buidling-24

Glabal Unit System* @

O reet ) Meters

Type (RF Model)* Floor Number™®
Cubes And Walled Offices v 3

Floar Type® Thickness (ft)*
Medium Floor (15dB/ft) v 2

Floor Image

Drag floor plan here
or

Upload file

(Supparted formats DXF, DWG , JPG, GIF, PNG, FDF

© width (ft) * () Length {ft) Height [ft) *
100 ( 10

Cancel Add

A7 v 1. 74—/ KD [Floor Name] (2 [Parent] (#4 : Cisco-building-24) OKHIO7 a7 AN LFET,
ATy L2, (FFvay) JuTEBO~y TET vy I a—RLET,
AT7v73. ATy T 1 ERT T2 EBVIRLT, 2HFAOT7u T ZBIMLET,

o N — 7 BRICKERF Y NU—I Y —EXADRE
Catalyst Center Ci%, O R Yy hU—7 U YV —AB L ORENHFET 7V 7r— a @ [Network Settings] % 7
ICRIFESIET,

AT TV =y a VTRETEAER Y NI REICIE, BRE. 7R, BEXOT AU T 0 7 (AAA) B —
/\‘w\ DHCP #—/x—_ DNS #—/3—_ Syslog #—/3—_ SNMP #—,3—_ NetFlow = L 7 %  NTP H#—/3—
AL =2 KHORAyE—T TULANIRERSD T, T DOEREDOUV < DL, Catalyst Center
Assurance DJEBICHEH S ET,

77 4V hCTiL, [Network Settings] # 7% 7 Vv 735, HILLWRENTB— bRy NT—ZREL LTEHY
BTHNET, TNDLIETEAEICEH S, &4~ B, BT e 7ol s TR L E T, [Network
Settings] Tix. BEENOT 7 4L h DFEIRAK A > b [Global] T,

B2 b BEOY A FORKEDR Y NI BREBI RN Y —REEFTEET,

FIE1, AAA, DHCP, DNS, NTP D&xiE

A7y 1. EEBIIHHIA=a—T 12 %2 v 7 LT [Design] > [Network Settings] DJIEIZER L,
D> sy — a2 TlGloball %27 U v 7 LE,

2T o7 2. [AAAl®Z T 3% ROFT, [Add AAAservers] Fx= v 7Ry 7 A%xA I LET,
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X 26. [Network Settings] v r > K7

= l‘('l‘i‘;‘ﬂ" Catalyst Center Design / Network Settings

DHCP

() Add DHCP servers

~ Image Distribution

=

TOHA RTIE, XY NTV—IF XA AL T T4 T 2 FOWFH T, RADIUS 7' b L2425 AAA J—— L
L T Cisco ISE Zfi[f L £,

AT w7 3. RI16ITTRTREREREASLET,

7 16. AAA H—R—D 7 f—L
74— R [
Network Checked
Client/Endpoint Checked
[Network] > [Servers] ISE
[Network] > [Protocol] RADIUS
[Network] > [Network] 10.195.221.144
[Network] > [IP Address (Primary)] 110.2.2.1
[Network] > [Shared Secret] ke
[Client/Endpoint] > [Servers] ISE
[Client/Endpoint] > [Protocol] RADIUS
[Client/Endpoint] > [Network] 10.195.221.144
[Client/Endpoint] > [IP Address (Primary)] 110.2.2.1
[Client/Endpoint] > [Shared Secret] EERL Y

A5 w7 4. [DHCP Server] 7 > a v & RO T, MLERERAATLET,

Catalyst Center (X IPV4 & IPV6 Offi )5 DHCP #—/S—% ¥ 7R— kL TEH | %D DHCP H—/3—
ZEMTEET,

£
DHCP server 110.10.2.1, 2000::1
110.10.3.1, 2003::1
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A7 w7 5. [DNSServer] 7 v a v &R2F T, LEREFEREADLET,
#17. DNS Server

.

Domain Name cagelab.local

Primary 110.2.2.4

2T w7 6. [NTP Servers] 7 g &R0 T, LEREFEREADILET,

H
WIS KRG D T2 O NTP b —_"—%2 BT %9, *v NU—27NORZIRERSIL, aX 7
KEBERS. SSH 72 K D& % o 7 ksl R R T,

#* 18. NTP #—_—D 7 ¢ — /L N
74— R i
IP Address 110.2.2.3

AT w7 7. [TimeZonel v/ a 2RO TC., LERBHRE AN LET,

# 19. AL —0 DT f—)V R

Time Zone GMT

AT oS8 TRTCOEBIva AN LEL, [Save]l]#7 Vv 7 L TRy NI =T H—EA~DEEZ{RT
L\iﬁ—o

= bl @, (G e
= ‘Usco Catalyst Center

Servers Device Credentials IP Address Pools Wireless Telemetry Security and Trust

~ DHCP ¢

one ar more dedicated DHCP servers for managing client device networking configuratio

Add DHCP servers

5t Agdress®
$ Fremont 110.10.2.1 £ 2000:1 ®

110.10.3.1 o 20031 T +

Cisco-buidl
= Flo

DNS ¢

Configure your network's domain name and specify DNS servers for hostname resolution

@ Set a domain name
® Add DNS servers

cagelab.local

rem®
110.2.2.4
> Image Distribution

. NTP @

B Add NTP servers

P Address®
110.2.2.3

FIE2, 7L ARY, SNMP, Syslog D% iE

Catalyst Center |3 SNMP 35 L 08 Syslog #—/3—& L TREETE, 2 SNMP 5 L 18 Syslog #—/3— & - —
SN TWET, Catalyst Center 728 SNMP 35 L O Syslog —"— & L TRESNTWEHEE, SNMP 7 v 7 &
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Syslog IZ Catalyst Center 73 27 VA T 7V r—2 g Ko T EN, TyaT I3 A Xy al— KT
LAR—bhENET,

[Wired Endpoint Data Collection] 7" 3 %, X v U= NOFHRT=L RS b7 LY A, BT, B
BB LET, U RKRA U INOZELIE NI 74w 20, TAT T 47 41EH (MACT7 RLAL IPT KLR)
PHE L CRGETAHAEDIEHEINET, Zud, 777V v 7% A MIMAETT, REIL, TZ7EAR—/LEFD
FTRTDOTNA AT v a2 SNET,

[Wireless Controller, Access Point and Wireless Clients Health] =7 > 3 %, VA FPL A2 ha—FDRX L
V=3I ZF LA RNIEENILT, VAL Raryha—F5 AP, VA VLA IFA T NOEFEZRELET,

AT 71 EEBIHDA=a—T 2% 7Y 27 LT, [Design] > [Network Settings] DJEIZER L £ 7,
AT oS 2. [Telemetry] ¥ 7% 27V v 7 LET,

X 27. Catalyst Center = SNMP 5 X 1} Syslog ¥— 3—& LT L7261

= Design | Network Settings

Servers Device Credenti; IP Address Pools Wireles: Telemetry Security and Trust

Use Catalyst Center as syslog server
xtemal syslog serve

> Application Visibility

H Wired Endpoint Data Collection

@ Enable Wireless Telemetry

IP 7— )VDERE

Catalyst Center IPAM (IP 7 RL 2&H) YV — L ZEHL T, IP7 FLAT—LEERBLOFRHLET, SD 77
T ARy NU—IDIPT RLATF—E, A7 AT, DALY L R4 T ., AP, $EE /) — R o=
Y RARALMIIPT RLRAZEID Y THDIEHINET, 56T, Catalyst Center Tid, LAN BEj{LoA—
X —HEL LAY 3NN RAE T, v LFXY A RNRPOREREICIP F—Z2HLET,

IP7 RLAF— I T a— )L L~"ULTERSIN., 777V v 73T a rNEICoTWbA )7, @&,
FFT7 a7 LUV TR ERE T,

Catalyst Center (%, 72— 3L L~ULTO IPvd BEL OV IPY6 =L DBEMZ YR — K LTWETN, A hL~L
TTHRTAHEEIE. IPVA 7213 IPVA BLNIPYE T o T VAR v 7 F—ADOIthR— L TWES, #like7 IPve
T—E AR — FENTHERA,

© 2025 Cisco and/or its affiliates. All rights reserved. 65/275 ~—



& T aTNVAE 7 7—/E, LAN BBk, AP, BEOYEE ) — ROF R —F 4 7 TiEHR— & T
WEH A,

ot r v a rOFIETIL, Cisco-building-24 ® LAN HEifk, 7747, AP, #KiE/ — R, LA ¥ 3
FAT7, BIOAFHRY¥ XA MIZIP 77— L2 BB L TR LET,

70— Lo TCO P — L DB

AT o1 EEBICHDIA=a—T(ar%27 1) v7 LT, [Design] > [Network Settings] DIEIZEIR L £ 7,

AT w7 2. [IPAddress Pools] # 7% 7V v/ LT, EflOoFEsr—rav 4 RuT[Globall 7 VU v 7
LET,

A7 w7 3. [AddIPPool] 27 U w7 LET,

ATy T b FRMDATA A _ATPVA] 227 V) w7 L, BERT 4 —)L FE#AZ AT LT, [Save] &
7V w7 LET,

A7 v 7 5. [AddIPPool] #7 U » 7 L&,

AT w7 6. HFUDOAT A RA XL TPVEl 27V w7 L, R8T o —) FE#HRZ AT LT, [Save] &
7V w7 LET,

el @ R

Cisco-Clients-V4 4.1.0.0/16 4.1.0.1
Cisco-Clients-V6 2060: :/48 2060::1
Cisco-Services 110.4.0.0/16 110.4.0.1

Servers Device Credentials IP Address Pools Wireless Telemetry Security and Trust

Add IP Poal
Q) Find Hierarchy Catalyst Center supports IPv4 and IPVB dual-stack IP address pac P Pool Name*
carch Help Cisco-Clients-Va
I sonetyee [ P Pve
1
Generic v

IP Address Pools (10)

O Name - Type 1Pt Subnet 1Pus Used O 1PuE Subnet
& emont 4.1.00 '

(0 ASR-CLIENT-V6 [ generic 3020::/64 /16 (255.255.0.0)

(] ASR-HOST W generic 6.1.0.0/16 51% ¢ -
4.1.01
SRS O ASR-RLAN-VE M generic - - 3060::/64
T () ASR-V4 @ generic 2.3.0.0/16
o Cisco-Clients-Vé generic 2060::/48
[m] Cisco-Services [l generic 110.4.0.0/16 1% O
B O  eca-HosT @ generic 5.1.0.0/16 51% O
]
O ECcAVA @ generic 110.5.0.0/16 |
[m] ECA-VE M generic - - 3030::/64
O Mublicast-Vé [ generic 2240::/64
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& DHCP #—/3—& DNS = "—|IA 7T a3 TV, A4 FLVLTRETEET,

FlE2, 777V v 7% A4 NHIP ZX—1DOFH

777U v 7¥%A I Cisco-building-24 |, KDOFEEHIP T RLAT—LEHEHLET,

T EARA R Building-24-AP 110.4.120.0/24 110.4.120.1 110.10.2.1 110.2.2.4
Lok, — F Building-24-EN 110.4.60.0/24 110.4.60.1 110.10.2.1 110.2.2.4
7747 N7 —/L -1 Building-24-Emp 4.1.64.0/18 4.1.64.1 110.10.2.1 110.2.2.4
7 747 v 7 —/ -2 Building-24-Guest 4.1.0.0/18 4.1.0.1 110.10.2.1 110.2.2.4
LAN o H#h{k Building-24-Lan 110.4.0.0/24 110.4.0.1 110.10.2.1 110.2.2.4
L3 N> A7 Building-24-L3 110.4.100.0/24 110.4.100.1

~NVFFy A b Building-24-RP 110.4.224.0/24 110.4.224.1

H: HEODHCP EDNS % 1 DO/ —MZBETEXET, LAY 3NV FE7BLNvLTFFr 2 NTO IP
7 KL ADEY Y{Tix, Catalyst Center (22> TiThivEd, DHCP & DNS (34 EH Y EH A,

ATF o1 EFBHIHIA=a—TA2%27 U v 7 LT, [Design] > [Network Settings] DIEIZEIKN L F9°,
AT w7 2. [IPAddress Pools] # 7% 27 U v 7 LET,

AT o7 3. EMOFesr— a0 0 KT, [Milpitas] > [Cisco-building-24] #34R L £,

AT w7 4. [ReserveIPPooll %7V v/ L%,

2T w7 5. £l [Reserve IP Pool] 2T A KA A T, HEOFHAFHL T 74—V FITANLET,

LAN o B8k 7 — v 2+ 235415, [Type] 7 —/L KT [LAN] Z3&R L 9, ZOfmoF_To
T—ILDEAIE. [Type] 7 4 —/v R T [Generic] 2R L £7,
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Catalyst Center / N ttings I DS T ) BAY Q maglev v

Jevice Credentials Wireless Telemetry Security and Trust
Device Credential IP Address Pools rel eleme ecurity and Reserve IP Pool
ind Hierarchy Catalyst Center suppor Pvd d IPv6 dual-stack |P address pool

P Address Pool Name
Building-24-Lan

earch Help
9 Global Subnet Type m Pvd  Dual
ia

. IP Address Pools (1) Tyee®
Detr LAN
oric More Actions
or > Address Space
C Type 1Pu4 Subnet 1Pva Used () 1Pus Subnet

remont O
filpitas

s Building-24-AP Generic 110.4.120.0/24 1Pyd

110.4.0.0/16 (Cisco-Services)

refix length / Number of IP Addresses
© Prefixlength (O Number of 1P Addresse
U—

/24 (255.255.255.0)

Pue Subret
110.4.0.0

110.4.0.1

Cancel Reserve

ATy 6. T—TNIVARENTNAETRTOF—LE2FHLET,

Il Catalyst Center Design |/ Network Settings

cisco

Servers  Device Credentizls P Address Pools Wireless  Telemetry Security and Trust
Hier " g ddit E =
Helg
il suonetType [ESIN 1Pv4  Dual-Stack
- IP Address Poals (7) Take a Tour 8
etr
4 Florida 0Selected  Reserve IP Pool  More Actions As of: Mar 19, 2024 11:12 AM
b Ford
Name Type IPvd Subnet 1Py Used IPv6 Subnet IPvG Used () Inherited from ) Actions
B Frem
Milp
& Cisco-buidling-24 O  Building-24-AP Generic 110.4.120.0/24 1% G
i Cis Iefin
()  Building-24-EN Generic 110.4.50.0/24 % Q@

o-building-9 () Building-24-Emp Generic 4.1.64.0018 0% @

Building- 24-Guest Generic 4.1.0.018 0% @

. Building-24-L3 Generic 110 1%
O Building-24-Lan LAN 110.4.0.0/24 1% ©
O Building-24-RP Generic 110.4.224.0/24 1% @

74 % LR SSID OFE

SSID #£F> WLAN [Z, BEHEERCHHAAERIVA YL ARy hU—J 27— Ry y 2 T o570 InET,
A MERED T — NV LV TEREL, A LV TR L CTHEHATIVLENRSD £9, A b LU T, flK
ENT=SSID DRT A —F EfRES LUK TE £,

Catalyst Center |Z, = % —75 4 X SSID & # A k SSID Ok Z IR —F L TWET,

SSID DERICIE. ARNCMATYA YL ARy U= DEA T (FF, F—%, £EM5) . VA4 v LRV
R, BX2 VT4 X247, BLOGEHRA T > a Vv OERPEENET,
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TAXYLATOTZ 7 AN, VAVLV ARy NT—=I W™ T 7T VoI 03ET7 77V v Ik ERZL, 7077 AN
B L TCHNAIEBARNOY A e r—raBERLET, IPT RLAT =R EDOTUA YL ARET., BED
Ja— L LULTHRESNET,

U A ¥ LA SSID OFEMIIZ W T,  [Cisco Catalyst Center User Guide] @ [Configure Global Wireless
Settings] Dt 27 ar EZBRLTLLEEND,

FIg1, = F—7F A X SSID OFEE

TUH =T T4 RXT ALYV RASSID ZERTDHIA Y LRAY—7 70— {21, ROEENEGENE T,

1. SSID & ZD/RT X=X EfER LE T,

2. UYL AT 77 A NVEERLET,
ZOE A A RTiL. Building-24-enterprise &\ 9 4770 SSID ZfH L CH—D= % —7 7 4 X WLAN % 3%
ELET,
Catalyst Center N T X —7F 7 X UA Y LA Xy U= ZRETHITIE, ROFIHEZFEITLET,

AT 7 1. EEBIHEZA=a—TAar%27 Vv LT [Design] > [Network Settings] DJIEIZFEN L,
[Wireless] # 7% 7V v 7 LTHF v ah— REH&EET,

A7 w7 2. [SSID]. [Add]. [Enterprise] DIEIZZ UV v 7 LE,
[Create an Enterprise Wireless Network] V—72 7 a0 —DHRHIDO AT v T INERINET,

l

1t Catalyst Center Wireless SSID Yt Q & N O A \ Q  maglev v

Basic Settings

Fill the information like name, wireless options, state and network to complete the basic setup of SSID.

Building-24-enterprise Building-24-enterpris_profile
Radio Policy

2.4GHz 5GHz 6GHz ()

802 b/g Policy

802.11bg ™ (0 Band Select & () 6 GHz Client St

Quality of Service(QoS) ©

Egre Ingre:
VolP (Platinum} @ v VolP (Platinum) Up @~

SSID STATE
.j Admin Status .j Broadcast SSID
ca =

2797 3. AAAYV—R_R—TZ LU F—FF3 4 XSSID ODeFa2U T4 RELXRELET,
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= il Catalyst Center K maglev v

Security Settings

Configure the security level and authentication, authorization, & accounting for SSID

SSID Name: Building-24-enterprise (Enterprise)
Level of Security

© Enterprise () Personal ) Open Secured () Open

ithenticate clients to the

0 & above, For Catalyst

Authentication, Authorization, and Accounting Configuration
A AAA Configured (3)

AAA Override (] Fast Lane ©

() MAG Filtering ) Deny RCM Clients @

() Enable Posture (W

. e |
A7 v 7 4. [Advanced Settings]. [Model Config] 7 Vv =—v a3 (7 a>) . [Associate SSID to
Profile] (24 £,

1. [Add Profile] #27 UV v 7 LT#H LWF 177 A /L (Building-24) %Z{ER L. [Fabricl 47+ a2 & LT
[Yes] #27 U7 LET,
2. SSID (ZB#iff1F % [Associate Profile] 27V v 7 L ¥ 9,

= e Catalyst Center Wireless SSID

= «asco

Associate SSID to Profile

Select a Profile on the left or Add Profile and click 'Associate Profile' to associate the SSID to Profile.

SSID Name: Building-24-enterprise (Enterprise)

Building-24
ASR
Common N ofile Name
Building-24-enterpris_profile
ECA
Fabri
©)ves
Exit Back
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92 e > b ¢ SSID Z1ERKT 5 HIC. [Network Profiles] 7 ¢+ > K7 ([Design] > [Network Profiles]) 7>& 3t
LWwra 7y A LzEERL, 1 hMZ J@él’(é ENRTEET,

ATy S5 U—r7n—%3F{7LET, SSID ¥ v = R— RiZH L\ SSID Building-24-enterprise 733
RSIET,

FIE2, 7~ Ak SSID DFEE

FARTAY LA SSID OFFEFHE, =¥ —7 T4 XU A ¥ LA SSID OFFHIMETWET, EREWE, V—2 7
o —@D7 A~ Web BiED+¥ 7 > a T3, Catalyst Center [, #Mi Web F83E & 0 Web #8GEZ2 VAR — F LTW
Er RN

AN Web GRREIX, FEESN7TZ URL 2 L T/ A ha—HF—%2 U X1 L2 FLET, FHE Web F23E Tl Identity
Services Engine O A kAR — 2 )V — U A% LT, CiscoISE THRA SN TWbHF v 77 4 T HR—HZLiZ
FAha—P—%2Y XA VL7 FLET,

FARTA YL A SSID DERR T —27 7a—E, RO 3 BEEOF a2 T,
1. SSID £ ZD/RT A —HZ{ERR L 7,
2. UAVYL AT u T A NEERLET,
3. B—HNLEEHRLET,
ZDOEAH A RTIL, Building-24-Guest &\ ) LHIOH —~DF A F UL YL A 3y hT—27 (SSID) A7 mb
Vaz=rrEhET,
Cisco Catalyst Center N T/ A s UA VLA Ry hU—V Z3RET HITIL, ROFIRZFATLET,

AT 7 1. EEBIHEZA=a—TAar%27 Vv LT [Design] > [Network Settings] DJIEIZFEIN L,
[Wireless] # 7% 27 V) v 7 LCH v ar— REREET,

A7 w7 2. [SSID]. [Add]. [Guest] DIEIZZ UV v 7 LET,

IOF T a Ntk FRARUAY LR Ry NT—TDERT — 7 7 0 —DHRPID AT v TIRFER SN
30
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= ‘lule Catalyst Center Wireles: 2 5 G @ @ A Q maglev

Basic Settings

Fill the information like name, wireless options, state and network to complete the basic setup of SSID
Wireless Network Name (SS WLAN Profile Name olicy Profile Name
Building- 24 -Guest| & Building-24-Guest_profile )

Radio Policy

2.4GHz © 5GHz 6GHz (D
BO. /g Pol
802.11bg v [ Band Select @ ) 6 GHz Client Steering

Quality of Service(QoS) [0

VolP (Platinum) @ v VolP (Platinum) Up

SSID STATE

D Admin Status .:] Broadcast SSID

AT v 7 3. AAA F——B L OFiAr——n 7 1 —/L K ([Central Web Authentication]. [Self-
Registered]. [Original URL]) #fHA LT, YA FSSID DX T 4 REEHXELET,

wlutlie Catalyst Center f Q & 0 maglev v

1sco

Security Settings

Configure the security level and authentication, authorization, & accounting for SSID

SSID Name: Building-24-Guest (Guest)
Level of Security
L2 SECURITY

© Enterprise () Persor 7) Open Secured () Open

Cwpa2 0 @ WPA3

L3 SECURITY
© Web Policy () Open
Guest users are redirected to a Web Portal for authenticatio
Authentication Server
Where will your guests redirect after successful
Vhat kind of portal are you creating today ? authentication 7

Central Web Authentication o Self Registered v Original URL v

Authentication, Authorization, and Accounting Configuration

L

AT v 7 4. [Advanced Settings]. [Model Config] 7V v @=—3v a3 (47 a.) . [Associate SSID to
Profile] I2#A % 4,

1. [Building-24] (FiDOFNETEFE) ZBINL., [Fabric] 47> a2 TlYes] %27V v 7 LE7,
2. SSID IcBEE AT+ % [Associate Profile] #27 UV v 7 L%,

© 2025 Cisco and/or its affiliates. All rights reserved. 72/275 ~—¥



el Catalyst Center Wireless SSID b, Q o ® O Q maglev v

Associate SSID to Profile

Select a Profile on the left or Add Profile and click 'Associate Profile' to associate the SSID tc

SSID Name: Building-24-Guest (Guest)

), Associate Profile | Cancel

ASR
I Building-24 WLAN Profile Nan
Building-24-Guest_profile
Common
ECA Fabr
b\Ves

Back

A7 w7 5. Cisco ISE WIZH LW A hAR—HZ L& Bl ET,
1. [Create Portal] "% > %27V v 7 LET,
2. [Portal Builder] 7 ¢ > K7 . [Portal Name] (Z Building-24-Guest] & A/ L %7,
3. [LoginPagel #7 Vv 27 LT, V=27 7ua—%&TLET,

— 'lcllls'él" Catalyst Center Wireless SSID

°

Portal Settings

Configure the portal to complete the setup of SSID for ISE. Please note that portal creation is optional

SSID Name: Building-24-Guest (Guest)

Create Portal
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Q maglev v

Catalyst Center

e
cisco

Portal

Building-24-Guest Login Page v

Page Content

Access Code

Header Text
Sign In
Welcome to the Guest Portal. Sign on with the
username and password provided to you
USERNAME
PASSCODE
Color
ot s “

FARNR—=HTH A SSID % 1ER#%. Catalyst Center (X, 7 Ak SSID 7' 7 7 A L DOREIHES T, SR
FREE. A, BLIOF A MR—=HILDOFREL CiscoISE 127 v 2 LET,

X 28. [Cisco ISE] > [Work Centers] > [Portals & Components] T E % R4 5 4l

Work Centers / Guest Access

Identity Services Engine

Administration Network Devices Portals & Ci g More

] Bookmarks Overview Identities Identity Groups Ext Id Sources

8% Dashboard Guest Portals

Guest Types Guest Portals

Sponsor Groups

Context Visibility

Choose one of the three pre-defined portal types, which you can edit, customize, and authorize for guest access.

9, Operations Sponsor Portals

() Policy Create

&. Administration

Work Centers

Interactive Help

ASR-GUEST

Wireless Setup Self-Registration Guest
Portal

@ Used in 1 rules in the Authorization
policy

Building-24-Guest
Wireless Setup Self-Registration Guest

Portal

@ Usedin 1 rules in the Authorization
policy

Common-Guest

Wireless Setup Self-Registration Guest
Portal

@ Used in 1 rules in the Authorization
policy

0]

A h~DXy NU—7

Hotspot Guest Portal (default)

Guests do not require username and
password credentials to access the
network, but you can optionally require
an access code

Authorization setup required

Self-Registered Guest Portal
(default)

Guests may create their own accounts
and be assigned a username and
password, or use their social login to
access the network

@ Used in 1 rules in the Authorization
policy

Sponsored Guest Portal
(default)
Sponsors create guest accounts, and

guests access the network using their
assigned username and password

Authorization setup required

To authorize a portal for use, you must create an Authorization profile for it and then reference that profile in a rule in the Authorization policy

To create an authorization profile

Go to Work Centers > Guest

DE| Y 24T

> Results > Authorization Profiles

SSID #{Ek L7, ulr—2a VEREERT ARy NI =7 a 77 A vEYA NMIEID Y TET,

AT w7 1.
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27 w7 2. Building-24 L TVJ X XN TWAFuT77 A4 N4% (HIOFIETIERES) %R, [Assign
Site] #27 Vv 7 LET,

Il Catalyst Center Design / Network Profiles X Q & C N O maglev ~

= csco

Network Profiles

@ Add Profile

Network Profiles (9)

) Search Table

Profile Name = Type Sites Action

ASR Wireless 3 Edit | Delete
ASR-ROUTER Routing 3 Edit | Delete
Building-24 Wirless Edit | Delee
Common Wireless 3 Edit | Delete
Common-switch Switching 3 Edit | Delete
ECA Wireless 3 Edit | Delete
FE-OVERLAPPING Switching 3 Edit | Delete
FIAB Switching 3 Edit | Delete
Fremont Switching 1 Edit | Delete

Show Records: 10 s o

AT 93, ATA KA AT, [Building-24] F = v 7Ry 7 AZ&4 12 LT [Save]l #27 Y v 7 LE7,

= il Catalyst Center Design / Network Profiles X Q & @ O | maglev
Network Profiles Add Sites to Profile: Building-24
) Che
,.
Network Profiles (9)
O © Global

Q1 Search Table O Australia

() d& Detroit
Profile Name = Type 0 Florida
ASR Wireless St

() é Fremont
ASR-ROUTER Routing () éa Milpitas

B & Cisco-buidling-24
Building-24 Wireless e E
£ Floor-1

Common Wireless @ = Floor-2

> () & Cisco-building-23
Common-switch Switching .

() & San Jose
ECA Wireless () & Sunnyvale

0O Test
FE-OVERLAPPING Switching
FIAB Switching
Fremont Switching

TZ77 VI A e T7T VI —VDFRE

T 7V IHA NI, ariiae—nLTL—r R—F—/—FK vV /—F UASFLAar tr—7 Cisco
ISEPSN D% NT = FTNA ADEFDE Y NEFFOMN L2777V v 7K TT, BR2D LD EMEE A
r—n X, DHCP, AAA, DNS, A v ¥ —x v helou—h L) Y —R&EZ LIckV, 4 FZLICEHFT 5
ZEMTEET, 77 VI H A NI, B0l r—yay, Honsr—rvar, s —yaro
YTy NOIREIN—THIEHTEET,
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777V —=rTiE BRESNET7 77 ) vy Y ) —ROgGENT-E Yy MCVN £7212 IP 77— L &2 HIRT
TET, ZoMEIF. B0 777V v I YA M7 7T vy — RERBBIZEBL, L0/ &hkalr—
vayv, FEEY—IESNWT, Ry NI 2ERT L HEELELETOIRBERIELLET, by —r
X, BEOBMETITEYNOERO 7 0T THLGERH Y £7,

=
Ty 7V =%, FEOBEFHICESWT, xy N7 EHERTEITHEDNCTEILERH D 7,

Tr TV I —=EB 7 7TV v I A FNOFHA R THY, 777V w7 A NNOERYLLEIZT7rT L
NLTRETEET, 777V v 7 = BREHL NNV TEHEI R > TWBES., ZOEMNOTXTO T a7 3FE
L7777V w7 —r DRy £3,

757V vV — %, Day-0 F7-1% Day-N OEMA CTHMCCE £9, Day-0 EADHE, F 744 T, 77
TV 7= VN EFIP 77— idd 0 £ 8 A, BERICIE, BERVN =L EIP T — V2T 77 ) v
V=B LET, Day-NEHDOBEE, 777V vy — 3777V v 7% A vy B 7S8R TS TR
TOVN ETF—NZfELEST, 777V 7 —0TAREZRVN F7203IP =L E2HIBRLE T,

Ty TV s —iF, 77T v UYL ARBBICITEATE A, 777V v SSID Ii~v v BV ENT-
IP 7—Lid, 9XCOT7 77V v 7Ty VTRETHIMLERDHD 7,

FIE1, WA FNTOTFTY T OEMME

ATF o1 EFBIHHIA=a2—TA=2%27 Y v 27 LT, [Provision] > [Fabric Sites] DNEIZEIN L £,
Y~V —bta—id, TNV DTUT AT T4 RUTY,

[Fabric Site] 12, KD X 9 2 3 F X ERGATMNOIERTE 7,

29. (3BFT 1) [Overview] > [Create Fabric Site]
Fabric Sites Virtual Networks Transits Take a Tour =
SUMMARY
2 1 13 30
Fabric Sites  Fabric Zones Devices in Fabric Roles Total Devices
Qverview

Fabric Sites Fabric Zones
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= 30. (3877 2) [Table Preview] > [Create Fabric Site]

= i Catalyst Center Provision /

o) Provisioning Tasks

(@ 3 Hours: Mar 19, 2024 9:38 AM - Mar 19, 2024 12:38 PM & Refresh

@ Tasks Deployed. @ Tasks In-Progress @ Errors

=| Table Preview

Fabric Sites (2 of 2)

Fabric She + Fabric Devices Fabric Zones Fabric Roles Connected Transits Compllance Health Score
Cisco-bullding-23 3 0 4 1 @ Non-Compliant (3)  50%
Cisco-building-9 9 1 4 2 @ Non-Compliant (9) 100%

Manage All (2)

= 31. (3BT 3) [Workflow Library] > [Create Fabric Site]

= balv Gatalyst Center Provision /

T Provisioning Tasks

@ 3 Hours: Mar 19, 2024 11:12 AM - Mar 19, 2024 2:12PM | £ Ref 12 View pending tasks

@ Tasks Deployed @ Tasks In-Progress @ Errors

5] Table Preview

Fabric Sites (2 of 2)

@ Create Fabric Site As Of: Maf 19, 2024 2:12PM 3
Fabric Site Fabric Devices Fabric Zones Fabric Roles Connected Transits Gompliance Health Score

Gisco-building-23 3 0 4 @ Non-Compliant (3)  50%

Cisco-building-9 9 1 4 2 @ Non-Compliant (3)  100%

Manage All (2)

7 Workflow Library (1) fiaw Al Sort by Library «

Create Fabric Site E Gonfigure Multicast
o} SD-Acc c w

Confl cast routing within Cisco SD-Access Layer 3

» Catalyst Center THLD 7 7 7' U v 7 %A R T TIZEESINTWDEEL, [Fabric Sites] 7 v RUunb,
[SUMMARY] O Fo¥74a2 27 ) v 27 LET (ZOFITIE 250777V v 79 A FBERESH TS0,
2122V rLET) ,
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X 32. (5Fr 4a)

= il Catalyst Center vision Q o 0 L
Fabric Sites  Virual Networks  Transits Take & Tour E E
SUMMARY

1 13 30

Fabric Sites  Fabric Zones Devices in Fabric Roles Total Devices

Overview

Fabric Sites Fabric Zone

Vs

Yo

ﬁ ® Creste Fabrc S

o UK ALY NENTZY 4 KU T, [Create Fabric Site] #27 V v 7 LF 7,

X 33. (353Fr 4b)

I Catalyst Center

Fabric Sites Virtual Networks Transits @ B

Iy
) Search Table
Fabric Site Fabrie Devices Fabrie Zones Fabric Roles Connected Transits Compliance Health Score
0 Gisco-building-23 3 0 4 1 @ Non-Compliant (3) 50%
O Cisco-building-9 9 1 4 2 ® Non-Compliant (3) 100%
Show Records: 10 2 o

A7y 2. U—r7u—|lHt~->7T, [Cisco-building-24] T7 77U v 7 #RELE T,
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= b Catalyst Genter

Fabric Site Location

© @ Cisco-buidiing-24
O @ Sunnyvale

YA PL_AVDRFET T L — b BRKBETT, A PV DIET 7L — FOREIL, =y Y/ —F (FiaB %
i) EYER ) — ROTRTOT 7 AR— M vyadnEd, 4R— kT b Catalyst Center 583ET
TL— MIERPEENE T,

 [Closed Authentication] : % v kU —27 7 7 & A 21358272 802.1X FBFEN LB T

« [Open Authentication] : 802.1x FFEDRIIC—H) 2T 7 B AR F AT ENE4 (il : PXE. DHCP)

e [Low Impact] : MAB #iE

o [None] 32w b T— 7 72 AFEREHINELH D FHA
[Closed Authentication], [Open Authentication]. 3 L O [Low Impact] /3T A — X |IEETEXET, IP XA L7
F7Be—=FRKXxx A YT Y B h_"—=2DPLiE 7 — K (SBEN) 72 & D€ D Cisco SD-Access H&HE

[Closed Authentication] /3T A —# 2 EEFTAHLENH Y T, A FL_LVOFFET > T L — e NRXT A —%
1%, Day-N & TH CTEE CT& %9 (Cisco SD-Access v bV —7 ® Day-N#EHAEBML T ZEW)
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Catalyst Center

Authentication Template

Selec:

Th

based network access

© Closed Authentication () Edit

Deployment Mode

Closed

© 802.1x () MAC Authentication Bypass (MAB)

Change lo Yes if IP Direct Broadcast is deployed

Uncheck if Supplicant Based Extended Nodes

uard is enabled by default. If this box is unchecked, BPDU

o o) (R

T 7V =3, 777V v YA FEAERT 2D ERILY =2 7 —TRETH I L b, B THEBNICRET
HZEbTEET (FE2 THYD) .

Q maglev +

Setup Fabric Zones
Later

€] Exit Al changes s
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T 7V v T EAMILTH, TAL RACRET T v aSnNERA, ¥ A7 %2%(ET % L. Cisco-buidling-24
IWERZR T 77V v 7% A NI £T,

I Fabric Sites

FF2, 777V vI = DRIE

Ty T V=%, 777V I P A be—RIHRETDIEL, 777V v 7T, ZAOFEINPDO LT
TRETHZEHLTEET, 1 FEE T, Cisco-buidling-24 77 7 7'V v 7% A b & LTRESHET,
777V w7 —0%, Floor-1<° Floor-2 72 X D L L~V THEMIT B ENTEET,

ATFo 1. ELBIHHIA=a2—TA=2%27 Y v 27 LT, [Provision] > [Fabric Sites] DNEIZEIN L £,

AFw 2. T7FNVEFDO[SUMMARY] E=2—T 4 RuT, 3122w 2 LT777 Uy A~ T—7
I Ea—ZBEBLET, £RT. A LOTF—T b a—TAarux2 2y LET,
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= fule Catalyst Center on [ SD-A ! Fa es * Q o @ L
i l e E .

Fabric Sites Virtual Networks rans

SUMMARY

5] + 1 30

Fabric Sites  Fabric Zones Devices in Fabric Roles Total Devices

- Overview

Fabric Sites Fabric Zones

@ Tasks Deployed @ Tasks In-Progress @ Errors

A7 v 3. T—7)E=—T [Cisco-building-24] #7 VY >~ 27 L. [More Actions] > [Edit Fabric Zones] ®

JIELZ IR L £,

= bl - / Site:
oisen Catalyst Center s
Fabric Sites Virtual Networks ransits 8 H
T) Create Fabric Site  More Actions . 1
Fabric Site ~ Edit Fabric Zones Fabric De Fabric Z Fabric Roles Connected Transits Complisnce Health Score
@  Cisco-buidling-24 Dalste Fabric Sity 0 0 0 Not Applicable
(O Cisco-building-23 4 1 @ Non-Compliant (3) 50%
(W) Cisco-building-9 9 1 4 2 @ Non-Compliant (3) 100%
Show Records: 10 o

AT w7 4., F7 3T, [Cisco-building-24] > [Site Actions] > [Edit Fabric Zone] DJIEIZEIR L £ 9,
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abric Sites | Cisco-buidiing-24

Cisco-buidling-24

View Site Hierarchy ~ Site Actions ~ @

Fabric Infrastructure Layer 3 Virtual Networks LaY  Configure M

Delete Fabric Site

SUMMARY a fabric, as
Edit Fabric Zone
PORT ATTRIBUTES Devices (0) Show Task Status
Q Click here to apply Enable summarizatior
0 Selected  Tag
] Tags Device Name 1P Address

~

AT w7 5.

Catalyst Center

ways Wireless SSIDs Authentication Template Part Assignment

& Node to the fabric site. If the fabric needs external connectivity, assign at least 1 Border Node to the fabric site. Select device(s) ts

Fabric Role Border Node Priority Fabric Zone Reachability

No devices available

[Fabric Zone] 7 «+ > K7 T, [Floor-1] 5% € L £,

Fabric Provisioning Status

ssign the rales

Gompliance Status

1 Export

Fabric Readiness Staws

Cancel

maglev

Fabric Zones

Select one or more areas, buildings, or floors to enable as a Fabric Zone.

ns at the selecte

Cisco-buidiing-24
s Floor-1

( Floor-2

AT w7 6.

U—r7ua—%%T L, 7—7 NV a2—IZRDET,
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AT w7 7. [Cisco-building-24] ¢, [Fabric Zones] > [1] R L THEME2F R LE T,

Cisco-buidling-24

Associated Fabric Zones

../Cisco-buidling-24/Floor-1

UV Y FORE
FI7UoPy bRy FU—=21%, 220U LT 77U v 7% A FEHAEICERLIZY, 777V v A R ESTER Y
FNI—7 (Ao F—Xy b, T—=FEBE—=7E) 28 LET, FTo VY bRy MU= DZ A FIIFTRO H D
WY ET,

e IP Ty b

BEDOIP Ry =7 Z2FHLT, My hU—2 85T 202 U E0T7 77U v 74 FEBRL
F7,

e SD-Access FT7 Vv ko
VXLAN 5 72/ TLISP Z#H LT, 777 Vv 7% A Fafk LFET, SD-Access 7Ty M afEH
THE, 2 RY—2 U R RV — FL— X SGT VNV —T % Vi L CHEEF S £,

Cisco SD-Access k7 v~ b DIERL

rSv¥y harvire—n SLr—y J—F

7Yy harvbo—n7L—r =KX 777V v 7 FAAL L OFTRTOERL— FEIEL, Z0HD

N BT 7Y v 7 A MCEEMTET, 1 00% A FOZY REA Y hDED NT 7 4 v 27 ZHIOH A hDO=
v REA L MCERT A RER D BHAE, EOYA hOR—F— ) —RIZZDO N T T 4 v I EEFETHIE T
Vyhavie—u =y )= RiCERSNET, TV vy b arir—n L=y J—For—E, %
777V IHA MCEEMT ON TV T L7 4 v 7 ZAEFE L, avba—L FL—r o7 F U v T a2
T Cisco SD-Access N7 Yy AN LTINOLDOYA MIFNTF 7 4 v 7 &RETHZ LT, K4 ODLNT
Yy bharvie— FL—r )= KNP R—-FENET,

FFvPy b ayvbr—n 7L—rDREERBHT
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rZoYy harvba— F—r J—KRiE, FIUVy b TICWHEAICERTALEL, EOT7 7T
WA FVEAICTALELH D FHADN, — R MR Y R AL FTCIRULTULIZZEOFETESNET, 20
HA ROBHH 725 E TlE, Catalyst 9500 A A v F N FF7 Vv b arv ba—)L FL—r /J—RKE LTRSS
F7,

ooy b —=FRiE, bTUVy bR T EEALTCOLT 7B ATEETN, T =X/ v MRIE/ A DOYELH]
Iy bRy 7 LTHRELERA, fWbDIC, T2y MZ@alEL7a< T, 1EHRkEBEd 2 DNS

P N— L ERRICHERE L £ 7,

FAL AR AL fr— LT L= ) — RE LTHERT S0, T/ A2 EFHBL 0T n e Y s =0 7T 5 0ER D
DET, TS 20BREBIOToeYa=07 ] #B8BLTLEX0N,

AT T 1. EERBICHAIA=a—TAar%27 Y v LT, [Provision] > [Transits] DJEIZEIR L, H LD
T—=T N a—TAar%wr v L7T[Transits] ¥ 7%~ J v 27 L. [Create Transits] &2 7
Uy 27 LCU—7 7u—%BtE L E7,

Provision / SD-Access /[ Transits

= wo G @ @ /M
Fabric Sites Virtual Networks Transits i =
\s of: Apr 18, 2024 151 PM 3

Peer BGP ASN Transit Gontrol Plane Nodes Fabric Sites Multicast Over SD-Access Transit Transit Health Greated From

AT w7 2. [Transit Name] 7 +—/v FiZ TSDA] & AJjL, [Transit Type] > [SD-Access (LISP Pub/Sub)]
ZEIRLT, [Next] 227 VU v 7 LET,

= bl o S
= b catalyst Center

Transit Name and Type

Provide the Transit Name, Transit Type and associated configuration attributes.
TRANSITS e
sDA

SD-Access (LISP Pub/Sub) () Mative Multicast Over SD-Access Transit @

SD-Access (LISP Pub/Sub)

SD-Access (LISP/BGP
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£5:71: LA AV

1. Cisco SD-Access h 7> Vv hENLIZRAT 4 T~ FF v A M, LEIZSL T, Day-N EH T THLIC
THZENTEET,

2. Cisco SD-Access D N7 Ty NEAT1X, 777 Vw7 H A AT LRLETHLILERDHY £,

3. Cisco SD-Access 7 > ¥ h&{#i L7z LISP Pub/Sub £ X O LISP/BGP A FO#kiii VA — F IhEH A,

AT w7 3. Catalyst 9500 T3 ANT B EVa = 7 E3NTWAEYA FEEIRL, ThE TPy b a
yhao—nFr—r )—RELTERIRLT, [Next] 27V v LET,

Transit Control Plane Nodes

Comeanor o e - ©
I Exit Al changes saved Review ‘ Back
A7 w7 4, [Summary] 7 4 v R OEBRERBELTHE [Next] 227V v L, T—2 7u—%5T LTH
A7 wREHLET,
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= b Catalyst Center

Summary

Review the Transit settings before deploying

~ Transit Name and Type  Edit

SDA SD-Access (LISP Pub/Sub)

~ Transit Control Plane Nodes  Edit
SDA SD-Aceess (LISP Pub/Sub)
-ansit Control Plane Node Site

ontrol-canter transit-9500-SJ

FIE2, IP T2y FOER

IP_X—=2D 7Yy M, Ut—hBGP B X7 A (AS) #&KLET, @%,. UVE—hFBGPAS [IET T
AATHESNET, EV—ELADON— NEIET 740 bb—RME, BGP 7r ha vz AL TCET T /31 &
MOBIR—=F =TI, AT KR A ZENET, e—H/NVBGPAS I, DORT v 7ol ya=r 74577
TV I R—F =D LTHREINET,

AT 71 EEBIHAEZIA=a—TAar%27 Vv LT, [Provision] > [Transits] DJEIZEIR L, H LD
FT—TNEa—T A ar%7 ) v L7 |[Transits] # 7% 27V 27 L. [Create Transits] % 7
Vo7 LCV—2r7u—%BBLET,

AT w7 2. [Transit Name] (Z A/ L. [Transit Type] > [IP-Based] DIEIZEIR L, AS HZE (BT T34 A
) FBELT[Next] 227V v 7 LET,
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' Catalyst Center

Transit Name and Type
Provide the Transit Name, Transit Type and associated configuration attributes

TRANSITS °

rangit Name
C-internet

ransit Type Remote BGP AUTONOMOUS SyStem NumbBer

1P-Based v 20

A7 w7 3. [Summary] V4> RUDEREHER LTS [Next] 227 Vv 7 L, V=27 7u0—%5 7 LTH
A7 R LET,

i
cls:

e ~ fo) "
' Catalyst Center &5 ( Q  maglev

Summary

Review the Transit settings before deploying.
~ Transit Name and Type Edit

Transit Name Transit Type Transi Detals

C-internet IP-Based Remote BGP Autonomous System Number:20
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VN ORE

LAY 3N LAY 2VNIE, 70—V LG RELTCTZ 77 Y v 7 WA MBMT20, 777V v 79
A MO OEERETETET,

L' 1% 3VN ® DEFAULT_VN & INFRA_VN |X. Catalyst Center iZ L > CTER &L E T, INFRA_VN [X, 72—~
W I—T 4 T T=T NI~ BT &, AP CHEEE ) — RIER S nE T,

LAY 3VUNZEKTHE, LAF 2UN BIERSNET, LAY 3 BRELRWEE, Catalyst Center 7 —7 7
a—Z LT LA ¥ 2N Z{ERCE £,

ZDk®r T a TR, LAY 3VN @ VN_Guest & VN_EMP 23 ER% S 41, INFRA_VN & & % 1T Cisco-building-24 (=
BANEET, VLAN 4000 %€ DOffiFE7e LA ¥ 2 VN # R F2MERL & ., Cisco-buidling-24 (2B S L E 4,

LAY 3VNDOHRE. BEOLVAYIVNDOT 7T ) I A e T77T ) w7 —~DiBN

271 EEBIHHIA=a—T 2% 1Y 27 LT, [Provision] > [Virtual Networks] DJIEIZER L £ 7,

2T w7 2. KITREINTWAD X 912, [Create Layer 3 Virtual Networks] 227V v 7 LE9, F72i%. TreDOFIH
HFEITTEET,

o T—TNE - XA LY T AHIZIE, [SUMMARY]| D ToOE S22 Y v 7 LET,
o HEICHAHT—T N Ba—TAary RELEI Y v 7 LET,

= jul Catalyst Center

# Q ov v
Fabric Sites Virtual Networks Transi ts ake a -

SUMMARY
Tover 3 Vinual  Layer 2 Virual  Anyeast Extranet
Networks Networks Gateways Policies
Overview
Introduction  Layer 3 Virtual Networks  Layer 2 Virtual Networks  Anycast Gateways  Extranet Policies

[E) Table Preview

Layer 3 Virtual Networks Layer 2 Virtual Networks Anycast Gateways Extranet Policies

Layer 3 Virtual Networks (10 of 11)

(@) Create Layer 3 Virtual Networks A 2024 1:28 P
Layer 3 Virtual Network = Layer 3 VNID Heali Score (1) Anycast Gateways Associated Fabric Sites A d Fabric Zone Mullicast-Enabled Fabric Sites

DEFAULT_VN 4098 - 0 o 0

GUEST 4100 -- o 0 0
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X 34. F—T N a—

Catalyst Center

Fabric Sites Virtual Networks Transits i E

Fabric Site: £ Global

m Layer 2  Anycast Gateways Extranet Policies

1) Export {3

0'sel e:relu (@ Create Layer 3 Virtual Networks | More Actions ASol:ADr2,2024 1:36PM [
Layer 3 Virtual Network = Layer 3 UNID Heaith Score (1) Anyesst Gateways Associated Fabric Sites Associated Fabric Zones Multicast-Enabled Fabrie Sites
DEFAULT_VN 4098 - [ 0 0 -
GUEST 4100 - o ] o -
GUEST_P 4105 - o o o -
0 INFRA_VN 4097 - 6 2 1 -
O wa 4099 50% 12 2 1 3
wNz_P 410 - 0 1 o --
NS 4102 - 0 o o --
O wNas 4103 - o 0 0 --
O ws 4104 66% 4 1 1 -
VN_TEST 4107 - 0 0 0 -

2577 3. VN_Guest © VN_EMP % {Epk L. [Next] #27 VU v 7 L%,

Catalyst Center Create Layer 3 Virtual Networks

Layer 3 Virtual Networks

Provide a name for each Layer 3 Virtual Network.
Optionally, associate a Layer 3 Virtual Network with 3 vMange

Layer 3 Virtusl Network Name

VN_Guest

Layer 3 Viriual Network Name

VN_EMP
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AT v 4. [Fabric Site and Fabric Zone (Optional)] 7 + > K7 ¢, Cisco-building-24 & Floor-1 ZiBi0L .
[Next] #27V v/ LTV —2 7u—%5T LET,

= dule Catalyst Center Create Layer 3 Virtual Networks * Q O @ Q £ maglev -

Fabric Sites and Fabric Zones (Optional)

A Layer 3 Virtual Network can be assigned to multiple Fabric Sites and Fabric Zones. They can also be assigned to parent Fabric Sites without being assigned to a Fabric Zone within the Site. A Layer 3 Virtual Network
can also be created without assigning it to a Fabric Site or Fabric Zone

Layer 3 Virtual Network

Fabric Sites Fovric Zones .

VN_Guest N - o ]
Select Fabric Sites Select Fabric Zones —

aver 3 Virual Netwiork abre Sites Fabio Zones N

VN_EMP y - g)
Select Fabric Sites " Select Fabric Zones

HEfimZee b UNZERLTH, BEEIFXT A AT vy va SLERA,

A7 27 5. INFRA_VN %27 7 7'V v 7 %1 b Cisco-building-24 * 7 7 7'V v 7 V' — Floor-1 |27
5121%. [Global]l %2 VY » 7 L [Cisco-building-24] (2810 & x F9°,

= e Catalyst Center

Fabric Sites Virtual Networks Transits

[EYSEN Lover 2 Anycast Gateways  Extranet Policies

Select Fabric Site

Choose a fabric site or zone below 1o view the VN summary

() searcn Hisrarchy

Glaval

0 selectad (D (3) Greate Layer 3 Virtual Networks  Mors Actions v

Layer 3 Vimusi oo = Layer3 D Heaith Score Aayeast Gutswas AssociatedFabrc ies Associres Fanric Zones

X Cisco-busing-25

DEFAULT_VN 4098 - 0 0 0

GUEST 4100 - 0 o Q
a GUEST_P 4105 - 0 o Q
0 INFRA_VN 4097 - 6 2 1
) VN1 4099 50% 12 2 1

VNZ_P 410 - 0 1 Q
a VN3_S 4102 - 0 o o
0 VN4_S 4103 - 0 o o
a VNS 4104 66% 4 1 1

VN_EMP 4109 - 0 1 1

13 fecorats) cancel m
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257 w7 6. [Add Existing layer 3 Virtual Networks] > [INFRA_VN] DJEIZEIR L, V—27 7o —%& T LET,

Catalyst Center

Fabric Sites Virtual Networks Transits

Fabric Site: &b Gisco-buldling-24

EEERY o2 nvcastcateways  Exranst poicies

0 selected () (%) Greate Layer 3 Virtual Networks | (3) Add Existing Layer 3 Virtual Networks | More Actions

() Layer 3 virusl Network ~ Layer 3 uNID Health Score (1)
) VN_EMP 4109

O  VYN_Guest 4108

2 Record(s)

Anyeast Gatewe,

Assign one or more Layer 3 Virtual Networks to the Fabric Site.

Assign one or mare Layer 3 Virtual Networks to the Fabric Site

INFRA_VN X

1 Selected

B Vitusl Network =

O  DEFAULT_WN

O  cuest
GUEST_P

@ weraww
v

VNZ_P

A7y F7. 777Uy —rFloor-11Z80Ex T, [INFRALVN] F = v 7Ry 7 A A I LET,

= e Catalyst Center

2 maglev v

= asco
Fabric Sites Virtual Networks Transits

Fabric Site: &) Cisco-buldling-24/Fior- 1 FZ

Layer 2 Anycast Gateways ~Extranet Policies

0 selected (O |@ Add Layer 3 Virual Networks | More Actions

[0 Layer 3 Vinusl Network = Layer 3 VNID Health Scora ()
VN_EMP 4109
VN_Guest 4108

2 Recordls!

Anycast Gateways

Assaclated Fabric Zanes

Add Virtual Netwerk

Selected virtual network(s) will be used in the Fabric Zone.

INFRA_VN X

Selected =Q
B Vit Network +

@  INFRAWN

INFRA_VN. VN_EMP, BLXO'VN_Guest N7 7 7V w7 ¥ A b &7 77V w7/ —ZBMENET,
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= ‘il Catalyst Center

Fabric Sites  Virtual Networks  Transits a2 .
Fabric Site: £ Cisco-bulaling-24
Layer2 Anycast Gateways Extranet Policies
o, Export &

0 selected () (3) Create Layer 3 Virtual Networks Add Existing Layer 3 Virtual Networks  More Actions As of: Apr 2, 2024 2:23 PM

Layer 3 Virtusl Network = Layer 3 UNID Health Score (D) Anycast Gateways Associated Fabric Zones Multicast-Enabled Fabric Sites
[ INFRA_VN 4097 - o 1

VN_EMP 4109 - 0 1

VN_Guest 4108 - o 1
3 Record Show R v o

FIE2, LA TY2VUNODOHEE BLOLAY2YNDOT 7TV I A NeT77 TV v 7 —~DEN

LS ¥ 3N Cx=—F ¥ A NF— T Z2ERTDHE, T74VFTLAY 2VN bIERRSLE T, Catalyst
Center i%, EWXF— U =ANT 77V v I OINBZHILGEIHERIND LAY 2HEHVYN LR —FLTHET,

e YT Ry "OF = U xA1F, V74T U=V, FlEF LAV 2R —F =R INTZLA ¥ 3 T/31 A
T HZENTEFET, =m0 —TTFAAAWAN~D T 7 4 o713, LAY 2R—F—%2mBLET,

? Firewall/L3 Device

L3 Border ‘*’

.
‘-uunnnnnnl'
o’
s
*

*
*

L
&
&
%- ||
Host 1 Host 2
IP: 10.1.1.2/24 VLAN 10 IP: 20.1.1.2/24 VLAN 20
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o F—h U= AT 7TV v I OIBIZHY ETN, VAT ITHAAATIETZ 77V w7 =y VICERSNLET,
Enterprise WAN

L3 Border ‘*’ ‘*’ L3 Border

v,
L3 Device
GW 10.1.1.1
Host 1 ( . Host 2
Vendor Network ) |o.10.1.1.3/24 VLAN 10

IP: 10.1.1.2/24 VLAN 10 °
LA ¥ 2 M UN Z{ERT 21213, UTOFIEZFIATLET,

A7 F1. EEBIHHIA=a—TA 2% 27 LT, [Provision] > [Virtual Networks] DJIEIZER L £ 7,
77 4V b TlE, [Summary] B2 —OBELET, LAY 3VNOEREFRERC, T 740 D o
Y RoiciE, vA¥ 238Xy U —27 2Bk ([Create Layer 2 Virtual Networks]) 3 235 A30 <

OMHY FI,

SUMMARY

13 37 29 2
Layer 3 Virtual Layer 2 Virtual Anycast Extranet
Networks Networks Gateways Policies
Overview
Introduction ayer 3 Virtual Network Layer 2 Virtual ks A t
\ |/ g
ch

tual Netwarks are fundamental to SD-Access traffic forwarding and segmentation. All wired and wireless en
Fabric & Network. Layer 3 Virtu s containing A

{ 2 Virtual ewiays due to the inherent scale ity advantages of routing over
% %) Create Layer 3 Virtual Networks ?) Create Layer 2 Virtual Networks D Create Anycast Gateways  (2) Create Extranet Policy

tworks Layer 2 Virtual Networks Anycast Gateways Extranet Policies

Layer 2 Virtual Networks (10 of 37)

Associated Fabric Zones Associated Layer 3 Virual Network  Associated Anycast Gateway VLANType  Fabric-Enabled Wireless

Cisco-buidling-24/Floor-1  INFRA_VN 110.4.120.1 Data

110_4_120_0-INFRA_LVN 8188

o F7oi. KITRT X HIT [Create Layer 2 Virtual Networks] 27 U v 73 57>, [SUMMARY] O FIZH 5 EE%
IV I LTCT—TNEa—lVZA VLY "D, HEEOTA 2 RE DT =TV Ea— BT LET,
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= olle Catalyst Center Q maglev

cisco
abric Site: Virtual Networks ansit Take s Tour
SUMMARY
13 2
Layer 3 Virtu Extranet
Networks Policies
~ Overview
Introduction Layer 3 Virtual Networks Layer 2 Virtual Networks Extranet Policies

(@ Create Layer 2 Virtual Networks

=] Table Preview

Layer 3 Vittual Networks  |Layer 2 Virtual Networks|  Anycast Gateways  Extranet Policies

Layer 2 Virtual Networks (10 of 37)

%) Create Layer 2 Virtual Networks

AT v T 2. T—TNE2—T, [Create Layer 2 Virtual Networks] 227 U v 7 L, MERT 4 —/L KIZAT]
LET,

VLAN Name Guest
VLAN ID 4,000
Traffic Type Data

AT T3, TATXYVAIZITAT L et rR—F 73 5I12i%. [Fabric-Enabled Wireless] = v 7 &R v
7 AbF N LET,

| Create Layer 2 Virtual Net Q maglev v

asc

l* Catalyst Center

Configuration Attributes

Provide a name for each Layer 2 Virtual Network and define its attributes

P o

oame NID Traffic Type

Guest 4000 0 Data

(@ Fabric-Enabled Wireless

o N ! h fevew “

AT T 4. JT74T 2 NIFET HEEL, [Advanced Attributes] %1 7 1 7 C [Wireless Bridge VM]
Frv IRy I A F AT LET,
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A7 w7 5. Cisco-building-24 35 XU — Floor-1 IZE|V ¥ T, ¥R ERHTALDODOT—T T —%
SETLET,

= bl Catalyst Genter Create Layer 2 Virtual Networks

Fabric Sites and Fabric Zones

A Layer 2 Virtual Network must be assigned a Fabric Site and can optionally be assigned to one or more Fabric Zones within the Site
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Configuration Attributes

Each Layer 3 Virtual Network can be assigned one or more Anycast Gateways. Ar
Anycast Gateway h n associated VLAN and L
these has multiple configuration parameters a

yer 2 Virtual Network. Each of
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Fabric Zones (Optional)

Anycast Gateways will be provisioned for the previously selected Virtual Networks
within the Fabric Site. If Fabric Zones have been configured, Anycast Gateways can
optionally be provisioned to one or more Fabric Zones within the Site
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Create Anycast Ga

Configuration Attributes

Each Layer 3 Virtual Network can be assigned one or more Anycast Gateways. An
Anycast Gateway has an associated VLAN and Layer 2 Virtual Network. Each of
these has multiple configuration parameters and attributes
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C\sco buidling-24 View Site Hierarchy ~ Site Actions

Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virtual Networks Anycast Gateways

Select Authentication Template

Wireless SSIDs

Authentication Template Port Assignment

The settings are applied to all Edge Nodes and Extended Nodes access ports unless they are overridden by a static port assignment.
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© 2025 Cisco and/or its affiliates. All rights reserved.

Q  maglev

Closed Authentication (Cisco-buidling-24)

The options below can be modified in the Authentication Template for this Fabric Site. These changes will only affect this Site
and not impact any global-level Authentication Templates

Closed

21 Seconds
—

© Unlimited
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REH
ok varTiE, T ADKRMNL T 7 7Y v OBELICE DS EF TORRRERY —7 7a—L 74 K74
VNCEREETET,
Xy NT—=I TR AR ENTA X FVIZBINEND &, ey a=r 7 77— g V3T (4 A
YA MZEIY YT, [Design] V4 v RUTERINZHREEZ T nEYa=r 7 LET,
Cisco SD-Access 7 7' U r—a idk, 777U v 7 %A MIT A Z%&BfNL. Cisco SD-Access A —/3— L A
ERETHEOICHEASNET,
AT a TN, RIS THET, LAN OHEEZ#ERL T v — 1A ZFELET,
Cisco SD-Access v NV —7 Z BT 5 7 n R TKD LY TT,

e 2 5 Catalyst 9300 7 /31 2D E L O Cisco-building-24 A b~ 7 rbEya =7

o R—F—BLWay ta—LFL—r/— K& LTo Catalyst 9300 D% i

« TIVERAR/—=RD2ODLAY (Wl /) — ey /) —R) 24 rAR—RFT5 LAN O )k

o 777U v I Ty VDERE

o MMIBAZLT A LAY ha—TFDHEMNL

e LAV INYRRET, LAF¥ 21 A7, SD-Access F 7Yy hORE

o WILTFXy¥ A NDHRE

o W—HF—DEERT 77V v 7ikie

e VN7 U H—

o« 7 U7 71V VLAN

e Catalyst9800 VA YL Xz hr—7

Loopback0 A > % —=7 = A A%, Catalyst Center Cisco SD-Access ® HEYL TIIMIETY, T34 AL, BHA
VHE—=T 2 A A Q00 R EDTRBDEA T DAL H—T 2 A ATHRIHLTEIRTEET, 727ZL, 751 2% Cisco
SD-Access *v 7 —27TFr bV a=7F5IZi%, loopback0 NN ETH Y, Catalyst Center (Z X~ T LISP
71 ha/LTRLOC & LTREINET, ME—DBSME, AX L RT7ry ALY LR arytn—7TY, 777
Uo7 UYL R a2 ha—F X LISP #E{TLETA,

ZDBEATA KT, B, A XU MIORES, BLO7rEY 3 = 71C Loopback0 A > % —7 = A AHMii
EhET,

TNRAZADOKRHEB LI vt ya =7
ZDOk 7 v a Tk, Cisco-building-24 OF7 A A2 BB IO T e Y a =735 FEHIZOWTHAL T,
INHDOHETFIRIZOWTIE, UEO® 7 v a TR LET,

FlE1, Catalyst 9300 731 ADkH

F v b =T NOT A 23 2572912, Catalyst Center [Z. ZiLH DT /34 A~ IP BlEA[RENE, BILONZ
NOEDTNAADCL 7 LT vy Vo TWADMENRSH D £9, SNMP 1L O Netconf Yang D1 7' 1 1

I, Catalyst Center TEH L. VA MV LY TORHEFICT v aTEET, RIHEND L. T30 ARA R
FUIGEMEN, arhe—o03 7o ya = 2Bl CREEAEETE DL 1T F7,

2 S Catalyst 9300 A1 v F S, 777V v 7 AR—F—L L THRELET,
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FNA A
Common-A LoopbackO : 110.4.0.62
Common-B LoopbackO : 110.4.0.63

AT 1. A=a—TAarRH )b [Tools] > [Discovery] DIEIZEIR L, £ Eo [Add Discovery] % 7
Uy LET,

Tools / Discovery / Dashboard Hr e A @ A R maglev v
Catalyst Center
Take a tour 1, Export N
Type Status 1P Address/Renge Reachable Devices Actions

IP Address/Range © Completed 1

IP Address/Range © Completed 110.210.243.26-110.210.243.26

P Address/Range © Completed

1P Address/Range © Completed 210.2 110.210.243.25

k Re
IP Address/Range © Completed 9.2 0.9.2.1
Network Bug Identifier

IP Address/Range © Completed 0.9.2 2.1

IP Address/Range © Completed 0.9.3.1,110.9.2.1-110.9.2

IP Address/Range © Terminated 110.4.60.0-110.4.60.0,110.4.60.2-110.4.60.5,110.4.60.7-110.4.60.255

IP Address/Range © Completed 60.0-110.4.60.0,110.4.6 0.4.60.5,110.4.60.7-110.4.60.255
© Completed 4.60.0-110.4.€ 10.4.60.2-110.4.60.5,110.4.60.8-110.4.60.255

ATy S 2. U—rT7a—IEtWVWET, LEREREZATILTHS, [Next] Z27 Vv 27 LET,
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= dule Catalyst Center

Discover Devices

DISCOVERY TYPE

P © IP Address Range () LLDP (D) CIDR
This workflow is t [»]

1P ADDRESS RANGE

riing IP Addre: ding IP Addre
110.4.0.62 110.4.0.63

PREFERRED MANAGEMENT IP ADDRESS ©

O None @ Use Loopback (If Applicable)

AT 73 vl AU EREATIL, [Next] #27 U v 7 LET,

CLI 53 X O'SNMP D1 7' A AFHIZMZE T, Netconf i, Catalyst 9800 *V — K72 & D I0S-XE ~<—
ADTAX LAy ha—F [ EMHATHY, A7 arTTR, 73aT7 7 A% M7 % 10S XE
R—Z2ADHMT A AHERE S N E T,

CLl =7 A UEHIE. 71 ADRE & —ETHLERH Y £7,

FONA ANTHREENTWRWEES, Y1 FEID LT ToBRETIZ SNMP 3 L O Netconf D 7' L EH
NT w2 ENFET,
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Catalyst Center

Provide Credentials

Q maglev

(i) Global credentials are provided only for ease of use when entering eredentials. At the device level, only the device-specific credentials are saved. The device-to-global-credentials association isn't saved

Next, confirm the cre Genter uses for t

credential for eac Optional n update SNMF
CL(1)
Select from existing credentials or add new
SNMP

Y R T EXISTING GLOBAL CLI CREDENTIALS

SNMPy2c Write (1) 1@ device

SNMPYZ (0]

@ Add CLI Credentials

NETCONF (1)
Advanced Settings

HTTP(S) Read (0

HTTP(S) Write {0)

Protocol Order

SNMP Polling Properties

levices

t di
rties and

SNMP credential are re

>quired. You

an have a m

ximum of

ve

tial

Review

and one task-s

Back

pe

|

ATy S 4. VA FOEVYTEHBELET, [Site Name] % Cisco-building-24 (Z7%7E L. [Next] 227 VU »

7 LTz L £,

Catalyst Center

maglev

Schedule Job

© 2025 Cisco and/or its affiliates. All rights reserved.
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AT w7 5. fRHSET#., [Inventory] 7 ¢ > KT, WO T /A A3BEM S 4L, [Manageability] 27 —# 2
2% [Managed] (272> CTWA Z & AR L £,

bl 3 C
= ‘'Lso Catalyst Center

[ Cisco-buidling-24 w Routers  Switches  Wireless Controllers  Access Points  Sensors 5 E %
DEVICE WORK ITEMS Devices (2) Focus: Select ~ Take a tour ) Export
- abl Q It
igned 0 Selec Tag @ AddD M
j9ed . . eve Name < b Acoress vendor " Manageasiny image Vi umoer  Piatton m
O Failed P
1 minute ago _
- COMMON_A 110.40.62  Cisco @ Reachable & NotScanned @ Managed IMilpitasiCisco-buidling-24  17.13.1 e FOC222120EU  C9300-48U
- _ A few seconds ago
— 0 Common_8 10.4.0.63 Cisco © Reachable A NotScanned @ Managed IMilpitas/Cisco-buidling-24  17.13.1 B FCW2221LOVN  C9300-48U

-

AT 9T 6. TAAL AN —LEFRBIOLERELET,

FRA 2 —UE, 777V v 7P A FPBIO MR Yy —/Ld Catalyst Center bk P~ 10T A A &R E
THEDIHERINET, 60T 7V r—ra v BEXRY — L TOT A A[LEIL, (ERO IEEDO a7,
FAUARNIEa—tay, T78ADLAT Y M@ L TFRINET,

F A ZOHIEME D E ([Network Setting] > [Telemetry] > [Wired Endpoint Data Collection] T&E#) &. 77
A=V EROTNA AT v a2 ZET, Catalyst 9300 A A v FIZIX, T 74N D [T 78R ] T84 R
a—ABHYET, VA FOFV LB TZLAMmMFIT, T340 ZAOHIEMEOR EZ TG L ET, ERLV—XICEET
HE, TNOOREITHIRSNET,

AT w7 7. [Inventory] 7 > KU TT/3A Z%&EIR L., [Actions] > [Inventory] > [Edit Device] DIEIZZ U » 7
LET,
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buidling-24

DEVIGE WORK ITEMS Devices (2)

0O unreach Q  Click
) Unassigned Selected
) Untag
s e
e )
O

A

Last Updated

10 minutes ago

e Details

18 minutes a

e Da

25 w7 8. [Device Role] # 7 C. ilifDF /A 2D —/ L% [Border Router] IZZHE L ¥,

. Catalyst Center

U Cisco-buidling-24

DEVICE WORK ITEMS Devices (2)
O Unreachable Q

(0 Non Comg

(0 Outdated Software Image

() o Goider

() Failed Image Pre

(3 Under Maintenance

(O Security Advisaries

© 2025 Cisco and/or its affiliates. All rights reserved.
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FIE2, VA b~® Catalyst 9300 T/ 31 AD7rE Vg =7

YA MCT A AETubPa=r745L, [Network Design] 7«4 v Ry TEZSh-&E (AAA, DNS, NTP,

TLARIRE) N T vvad3nET, A4 RE, 7R Va=r JR%ICORT 77U w7 a—LEEN Y THD

EMTEFET,

ATl WEOTNNAADF =y IRy 7 A% A2 LT, [Actions] > [Provision] > [Provision Device]
BERL, V—r 7n—%2%T LET,

= v Catalyst Center / entary r QA & @ D maglev v

® Cisco-buidling-24 m Rowers  Swiches  Wireless Controllers  Accosa Points  Sansors 50 E %

DEVIGE WORK ITEMS Devices (2)  Focus: Select Take a tour & Expart 48

oplied filters

3) Add Device Actions ~ @ A3 of: Mar 20, 2024
[ S Device Name = Inventory > Reachabiity () Eox Staws () Manageabilty (D Site image Version Last Updated Serial Number Plattorm Device
Failed P
- oitware Image
e . 10 minutes ago
1 Non Compliant | o COMMON_A e AnM-efognned @ Managed IMilpitas/Cisco-buidling-24  17.12.1 . " FOC2221Z0EU  C9300-48U  BORDE
C Provision 5 Latest Syne Details
Assign Device ta Site
Outdated Software Image
Telemetry > 18 minutes ago
@ < Gommon_B Provision Device sanned @ Managed .IMilpitas/Cisco-buidling-24  17.13.1 I FCW2221LOVN  C9300-48U  BORDE
Dev placemen
Compliance
More
Manage LED Flash Status

Tuvva=rT%, T8 AN Cisco ISE [ZEM &, Cisco ISE 75 Cisco TrustSec [HHNFA 7 un— RN
F7,

AT v 2. TNAANLFERTAHIZIL., show cts environment-data LN show cts pacs AV K & A{#
LET,

X 36. Common_A 75 DA

Common_A#show cts environment-data
CTS Environment Data

Current state = COMPLETE
Last status = Successful
Service Info Table:
Local Device SGT:
SGT tag = 2-@1:TrustSec_Devices
Server List Info:
Installed list: CTSServerlList1-8082, 1 server(s):
Server: 110.2.1.1, port 1812, A-ID AB6BE34E13524BREBCT7702BEDB4235D3
Status = ALIVE
auto—-test = FALSE, keywrap-enable = FALSE, idle-time = 6@ mins, deadtime = 20 secs
Security Group Name Table:
8-81:Unknown
2-91:TrustSec_Devices
3-82:Network_Services
4-@5:Employees
5-2@:Contractors
6-11:Guests
7-00:Production_Users
8-@7:Developers

Common_A#show cts pacs
AID: ABGBE34E1352480EBC7702BEDB4235D3
PAC-Info:

PAC-type = Cisco Trustsec

AID: ABGBE34E1352480EBC7702BED84235D3

I-ID: 9975296b57c64b32aeadBeed8ifaaelie

A=ID-Info: Identity Services Engine

Credential Lifetime: 22:00:4@ UTC Fri Oct 18 2824
PAC-Opague: 800200C80003000100040010AB6BE34E1352480E8C7702BED8423503000600ACPR030100F4CEBB1ESC1285B189BB83F3538089CE00000013669B041900093A80495D558499D6550F992
@77331FEBA7C23EECCBBI462FDE41950FES97D3AFB3F564CD8747E6F50434C9471C05A479EBAF569CF23D16FB90EA32A42520F7CDB3642837EB688CA2DE32BABF3DFOBDC3I17F498EDA3ACETSA
Refresh timer is set for 11w545
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X 37. Cisco ISE ® Common_A, [Z#¥ (Administration) ]1>[k*> F7—2Z U Y —X (Network Resources) ]>
[ > FU—2 F,314 2 (Network Devices) ]

i Identity Services Engine Administration / Network Rescurces

Click here to do visibllity setup Do not show this again

| Network Devices
, Defautt Device Network Devices
Device Security Settings

s
Selected 0 Total 1 3 (&}

-+ Add 4y Import Ty Export v B Delete v Quick Fiter v 57

[0 Name A IP|Mask Profile Name Location Type Description

] - /-

3,

O Common_A 110.4.0.6... & Cisco (D All Locations All Device Types

FIE3, A—F—BBLO®ar he—LFL—r/— K& LTO Catalyst 9300 DR E

777 Vv xy M= BRET IR, il tbmy Y/ —FRearir—AT L —r ) — RPAMETT, Z
AUCEYD, Z REBRA U NEA— =LA ZN LTy b2 M T A—ALTHAICEETEET (K v—I&KfF
LET) . R—F— 7 —RZkV, 777V v 7RO RRA LV " H 777U v 7B O5EE~DBEDN,
HNBNE A~ 7 —& & HITARRIZR Y 77,

777V YA MIRINTBIMSNDT A, 22, ar ba— A7 L—ra— A BRETY, AZ U FTayr
ayhbe—) FL—r J— R, TER—F—BIar ta— L7 —r /) — £ FiaBlcZR Y £9, 2k
n—)L FL—r TR, ANBINEND &, Catalyst Center (X, 777V v 7 %A h% LISP/BGP %7=1% LISP
Pub/Sub (%) L LCRHRETHODATva vzt LET, 777V v 7P A FTIE, K6 OO b
a—/FL—r ) — KR R—rENET,
R—=F—)—FE2 7o va=r74580, GUIITIZE R HEEA 7 Y a W OnFR S E T,
o« LAY IANUERET, LAY 2NV RET, FREFZOMGEEHATEET (7 v M 73— AITKRE)
e IP 52w b, SD-Access N TPy b, FRIXFOWMGICEETEET (T M7+ —LITKE) .
o AU H—F v b~DEEE MR —F—) [ 77TV v IV A FOIRITH DMMDIEA X —F v N DT~
DO (NEAR—Z—) | 230l (WAR—F—) 2Rt cExF7,
MR — F—
A H—=Fv h, WAN, MAN 72 EORBAZ N — MIERSNLE T, ZhuE, ve—bA¥ A s OT7 77V v 74—
N—LAHAFZARN) == DA TT, IR —F =1L, T_XCOT77T7 Vv H% T %y h& eBGP <
V=—hrELTT77 7Y v 7% A bOAEIZT 7 AR— L%, Cisco SD-Access 7y MIEHm ST
A= —TlE, WA —F — 2 AT 20 ERNH Y £,

NEBR— & —

T—#tr%— (DNS ZfH L7 DHCP 72 L3t —EX) 72 & BEANOBEAOL— MBI ET, 20
R—=F—F, T _XCO77 7V v 7% T xy b2 eBGP H~ VU —L—hELTT7 77V w7 A LD A
A—hL, ZNHD eBGP THE LIV — 2T 77 U v 7% A NONENLYA ba—roay ha—Lr
L—r /) —RiZA »R— ML TEEELET,
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PSR — 57—
W EANBOE ST OR—F— & LTHEEL, *y hT—I 0B 1 kY hOT AL ZAEFEHLTHA LD
B SRET, BEMOL— b &RV — kORI S T

ok v a Tk, 250 Catalyst 9300 A A vF %7 77 U v 7 %4 | Cisco-building-24 (Z:B/lL, H—
H—p—jLlaryhbpn—LFlL—ru—)Lrans—3 g S8 %3, LISP Pub/Sub B ESHTWET, IP hF
v ¥w k& CiscoSD-Access F T Yy MZoWTIE, ThI70 Yy FORIE] TmBALTWET,

b T77 7V IV A NMIT A A%BINT 5I12iE. Loopback0 A > % —7 = A ANMETT, Hil
loopback0 7 KL 2 ZRET 50>, LAN O HEMLAFEH L CEREL £,

AT T 1. A=a—TAarRZhb [Provision] > [Fabric Sites] DIEIZEIRL, T—T A Ea—T A 2%
71 v 2 LT [Cisco-building-24] 27 V v 7 L$7,

= el 3 r | SD-Access / Fabric Sites
= b Catalyst Center | SD-Access / Fabric Sites

AT 2. TNRAAD1 D% 7 )7 LET (77 ) w7 a—=LDRNWT AL AT T V—FRENET) o
AT FB. HEDOYA RA—T, aryra—nAFL—r/)—KRER—F—)—FE2EMLET,
o« T bE—LFL—r ) — ROEEIL, [LISP Pub/Sub] > [Add] DJEIZZ Y v 7 L,
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= dule Catalyst Center

Fabric Skas | Gisco-buing-24
Cisco-buidling-24  View Sie Hierarchy  Sito Actions COMMON_A
Fabrie Infrastructure Layer 3 Virtual Networks Layer 2 Virtual Networks

Configure Gontrol Plane

Select route distribution protocol

LISP Pub/Sub o LISP/BGP

LISP/BE

o« R—F— ) — RDHEA1L. [Enable Layer-3 Handoff] = v 7 R v 7 2% A+ 12 LET,
o —7L AS Figlx, R—F—F /34 2D BGP AS 5T, FRIKET DI ENTEETN, FHARXE LRV
A1d. Catalyst Center BNXEE T NA AT Y a =7 LET,

# 23. WERAN — 2 —, SN —F—, WHR—F—D AT 5

TRCOEERY hT—2 % S — R EA L R— b LRV
T ) b CRE

- SEVERSE S48
v

PSR — 5 —
S AR— 5 — v
PSR — 47— v

27 v 7 4. Catalyst 9300 Z MR —4 —& L CT&E L £7, [Default to all virtual networks] 3 & Uf [Do
not import external routes] = v 7 Ry 7 A% AL Tho [Add] #7 U v 7 LET,
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Favric Sites / Gisco-bulaing-24
Cisco-buidling-24 View Site Hierarchy S COMMON_A

Fabric Infrastructure Layer 3 Virtual Network Layer 2 Virtual Networks

Layer 3 Handoff  Layer 2 Handoff

& Enable Layer-3 Handoff
L
30
Default to all virtual networks

Do not import external routes

Advanced

© Ade Transi

AT w5, U—r7n0—%5%T LTHKEELZ Common-A |7ty g =7 L, Common-B C[F U F/E%E
BMOELES,

3 Common-A [Z3 CIZ LISP Pub/Sub = br— 17 L —2 /) —RELTHREEINTWDTZD,
Common-B # 2 FZFHD=a L he—nN7L—2 /) —RELTHETHE, LISPBGP & LISP Pub/Sub %i%&{R4 5 4
Ta SFENT D £,

FuvrVa=mr %, MR Y a—0OMFOT AL AL, 777V v 7 a—/LRBN|CP & LTX AT ENT
FRICEREINET,
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oric Sites / Glsco-buidling-24

Cisco-buidling-24 View Site Hierarchy  Site Actions

Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virtual Networks Anycast Gateways  Wireless SSIDs Authentication Template Port Assignment u =

P

LAN BE{LZBER LT Vv F—V AT NRAL ZADF R — K
LAN ® H 8L Gl A 2 B0 — RFEAL ARBH S, — RFEAL A BBET 2 . 3y hT— 2 BEENT
BKBEOOLAYET [V4—27 v b TE, PP 7 ut 2 TRINENEH LTS ZOERZ BBk T %
3, LAN © HEfbiT. B S-S A N—ToOHBMB S, % T Cisco SD-Access 7 7 7 U v 7 DA —/"—L
A LT v A=A DREBZYR— 522 HME LTVET,

LAN ® BEb 2 Bithd 5 121L, ¥ — KT /31 A& LAN 77— L33 C9, Catalyst Center X, LAN 7' — /L4~
Xy MTEFETZ D2MERH D 5,

HAE, LAN o BEHEIZISIS 72 haldOBhz Y R—rLTRBY, V—H 7T b 74 —ALT—RTXAL 2L LT
PR—FEINTWERTA, LAN ©BHE{LOZEMIZOWTIL, [Cisco Catalyst Center Cisco SD-Access LAN
Automation Deployment Guide| ZZ&M L T 72 &V,

Dk 73 TiE. Common-A & Common-B 23— RF XA 2L LTHHL, 2EDFT A 2084 HR— K
SNET, BRI, PEAS vy FELTERASRET, BE21X, 777 Vv sy LTHERSNET,

FE1, TARAEHRETE72D0 LAN © HEE

27 v 7 1. LAN O BEMbZ G 212F, EEBICHDA=a—T 2% 27 Y v 7 L, [Provision] >
[LAN Automation] DJIEIZEIR L F9°,
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https://www.cisco.com/c/ja_jp/td/docs/cloud-systems-management/network-automation-and-management/dna-center/tech_notes/b_dnac_sda_lan_automation_deployment.html
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e | Network Devices [ LAN Automation # Q & @ i Q. maglev
‘tses.  Catalyst Center
Secondary Seed Device Discovered Devices Site Discoverad Devices Provisioned Devices Errors
Glabal/Milpitas/Cisca- building-23 1
Show Records: 25 ~ 1-1 [ ]

A5 w7 2. [Start LAN Automation] 27V v 7 L %7,

Catalyst Center

@ Start LAN Automation

~ Overview

t help

k operations by freeing network

ations tasks n

a tandard error-free network. LAN
Layer 3 routed access design.

Define Start LAN
Network Automation
Settings
Sessions
AN Automated Devices

25 w7 3. [Hierarchy] ~2A > 75 [Cisco-building-24] ##4R U £, SERT —/L REREZ AL,
[Seed Devices] 7t FU T [Nextl #27 U v 7 LET,

Primary Common-A

Interfaces GigabitEthernet1/0/10
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74— K &

Discovery Depth 2

Secondary

Common-B

Seed Devices

Select the Primary and Secondary Seed Dt

Select the interfaces where factory-default swi
A Secondary Devi

es are col

but stre

nal

f a Secondary Seed Device is used, & point-to-point Layer 3 routed link mus

gly recommended for consister

ected 1o or through each Seed Device

work configuration on both Seeds

be configured between the Seed

Interfaces
v Selected

Select Interfaces

Devices bef arting the LAN Automation session.
© Primary @ secondary (Optional)
Primary Seed Device
Common_A
i o
Q Globa 2
> & Australia
b Detroit
i Florida

£ Exit

Seed Devices

Select the Primary and Secondary Seed Devices.

Select the interfaces
ed

here factory-d

1al, but strongly recommen:

D

A Secondary S

ce is optl

f a Secondary S
Dey

ce

s befor

© Primary @ secondary (Optional)
econdary Seed Device
| Searcn Hierarcny Commen.&
searc

Australia
B Detroit

b Florida

& Cisco-building-23

I i Cisco-building-24
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fault switches are connected to or through each Seed Device

Seed

Ly va e ER LET,
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# 24. ZORMHTERENGE Y a Vg
EAl.

Principal IP Address Pool Building-24-Lan LAY 3VL T =TT IP, XA T 47
I FXY AN TUoF—LA
IS-IS Domain Password (47> = V) Cisco123 IS-IS
Session Timeout 60 4 60 7312 LAN o BHEfbZ BEifE - LEJ, fEE3hTwn

RWGEAE, FEICEIETANERHY T, BELT:
Fw NT—7 TOROHLETY, ZEL TWRWEAT,
FOVEWZA LT N (BK1THME) ZFEHLET

Enable Multicast v — RFRA RERAT 4 T~V FX¥ AFRP & LT
EL. MESNET AL ZAEVFXF XA NNT T 4
DY TRI TANELTRELEY

= LAN Automation

Session Attributes

Select the ere [ 1
The red Device Site
Advanced Session Attributes, and a Hostname Prefix are optional.
Discovered Devices Site e
Building-24-Lan @ v @  Link Overlapping IP ©
h Hie
S-1S Domain Password {Optionaly Session Timeout Minutes)
felp
(0] 60 o]
b Austr _ N
(@) Enable Multicast ©
b Detro
oric (0 Advertise LAN Automation Routes into BGP @
o
men HOSTNAME MAPPING
Milpitas
| s
iscovered Devices Hostname Prefix o}
DEVICE MATCHING
© Relaxed @ Q) Striet @
56 & File v ©

Choose a file or drag and drop to upload.

Accepted files: .csv

1ol Download Sample File

A7 v 7 5. [Review] 7 v FU T, EHRNIELWZ 2R L., [Start] 27 U v 27 LET,

A7 > 7 6. [LAN Automation] # v ¥ =R — K C, [Session] A7 —#% A& B9 % 7>, [See Session Details]
7Yy LET,
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n [/ Network Devices [ LAN Automation

Mar 21, 2024, 10:26:30 PM @
Discovered: 3 Provisioned: 0 Error: 0

Discovered Devices Site:  ../Cisco-buidling-24
®) Start LAN Automation

Stop LAN Automation

> Querview

Sessions

LAN Automated Devices

A7 w7 7. [Discovered] ##IN L, &7 A ADOHEITRINZ MR L ET

= aluili Ci drovisic ! Netwo evices [ AN Automation
= sl Catalyst Center vision / Network Devices / LAN Automation

In Progy e: .Milpitas/Cisco-buidling-24  Primary Seed Device: Common_A Secondary Seed Devica: Common_B  Discovery Depth: 2 View Session Logs
(110.4.0.62) (110.4.0.63)
By eed D Pron
Devices (3)
h Dex
Auto Ref
(] Device Name P Address ~ Platiorm Serial Number Saws @
0 @ Switch 110.4.0.68 C9300-24P FOC2402X18Q -
O @ Swich 110.4.0.67 C9300-24p FOC2402U1F9 -
(] @ Switch-110-4-0-3 110.4.0.3 WS-C3850-24X5-S FCW2109F0HY

= Z DOJER O Catalyst 3850 A A v FIFEE 1 A4 vF (FH/ —RELTHEH) THY., BE2 21 vF
(2x Catalyst 9300) 1%, M@ 1 2 A v FNA X2 b TEHAT —Z A2/ ->72%,. LAN O HE{L CALE S
*9,

TRTOTNRAANA R M) THREENTEREINZL, LAN OBEEZEIELTCY 272 AV 3 U7
B CEFET, $720F. By a XA LT 0 FOHIRNOINTZE &I, AV BR—FT 4770 AT A AN
WAL, LAN o BEMES BEIICfEIE LET,

B N I AT oA AR A=Y RS MY T — 2T ERTWBEEE, PnP 7ot 2z,
BHENTZT AL RFI—NT oA A—VIT v L —RFEnET,

BDOF A ZFTH Catalyst Center (24> R—F 4 > 7 SR ET,
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Catalyst Center

ZrTJCwscofbuwd\mqu/l All Routers  Switches  Wireless Controllers  Access Points  Sensors g E el
DEVICE WORK ITEMS Devices (5)  Focus: Select v/ Take a tour & Export &b
(O Unreachable Q, Click here to apply basic or advanced filters or view recently applied filters V4
(O Unassigned 0 Selected Tag (B Add Device Actions v~ @ s of: Mar 28, 2024 1:20 PM |2
(0 Untagged ‘ . § 5 . ;
- O Tags Deviee Name = IP Address Vendor O] @ @] Site Image Version 1
(O Failed Provision
) Non Gompliant o o Common_A 110.4.0.62 Cisco ® Reachable © Managed © Compliant ...IMilpitas/Cisco-buidling-24 17.14.20240322:035943

O €] Common_B 110.4.0.63 Cisco @ Reachable @ Managed @ Compliant .../Milpitas/Cisco-buidling-24 17.14.20240322:035943
(O Failed Image Prechecks

o ¢ Switch-110-4-0-3 110.4.0.3 Cisco @ Reachable @ Managed © Compliant -../Milpitas/Clsco-buidling-24 16.12.10a
(D Under Maintenance
(D Security Advisories

8] o) Switch-110-4-0-8 110.4.0.8 Cisco @ Reachable @ Managed ® Compliant .../Milpitas/Cisco-buidling-24 17.14.20240322:035943

o o Switch-110-4-0-9 110.4.0.9 Cisco @ Reachable © Managed © Compliant .../Milpitas/Cisco-buidling-24 17.14.20240322:035943

FNNA AD T 1

LAN O HELIC KL > TAHYR—RFENTT A RE, 777V v 70— LOF0ETEHFERALTTZ 77 v 7IC
BT %R0, [Provision/lnventory] 7« > Runb 7o ya =0 745 0ERH Y £9°,

2771 EEBIHHIA==2—TA42%27 1Y 2 LT [Provision] > [Inventory] # R L. [Actions] >
[Provision] > [Provision Device] %#3&R L £,

Catalyst Center maglev

[ Cisco- buidling-24 » Routers Switches  Wireless Contrallers  Access Points Sensers a2 E % 0

DEVICE WORK ITEMS Devices (5)  Focus: Select v Take @ tour T Export {8
D Unreachable Q Click here 1o apply basic or advanced filters or view recently applied filters
[J Unassigned 2 Selected  Tag (D) Add Device Actions ~ (@ As of: Mar 28,
Untagged . ~
0 Untegge Tags Device Name =~ Inventary > mdor o [0} G i D Site Image Version 1
D 0)
Failed Provision
0 Software Image >
[ Non Compliant o < Gommon_A - “ Managed @ Compliant .IMilpitas/Cisco-buidling-24 17.14.20240322:035943
Provisian >

. ign Device to Site
() Outdated Software Image

- Telemetry >
) No Golden o < Cammon_B Provision Device Managed @ Compliant _IMilpitas/Clsco-buidling-24  17.14.20240322:035943
) Golden Image
Device Replacement >
[ Failed Image Prechecks
< el & Switch-110-4 ~ Compliance > Managed @ Compliant .../Milpitas/Cisco-buidling-24 16.12.10a
[ Under Maintenance !
More > . -
() Security Advisaries Manage LED Flash Status
| o Switch-110-4-u-o v i Managed @ Compliant .IMilpitas/Cisco-buidling-24  17.14.20240322:035943
@ o Switch-110-4-0-9 110.4.0.9 Cisco ] (] @ Compliant .../Milpitas/Cisco-buidling-24  17.14.20240322:035943

R—H—F /1 2 LFEREIC, LAN © BE{l7 /31 213 Cisco ISE (2B & 41, Cisco TrustSec [F#A 4 v mn— K
SNET,
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X 38. T34 2D 15

Switch-110—4-0-%#show cts environment-data
CTS Environment Data

Current state = COMPLETE
Last status = Successful
Service Info Table:
Local Device SG
SGT tag = 2-@1:TrustSec_Devices
Server List Info:
Installed list: CTSServerList1-0002, 1 server(s):
Server: 118.2.1.1, port 1812, A-ID ABGBE34E135248@EBCT702BEDE4235D3
Status = ALIVE
auto-test = FALSE, keywrap-enable = FALSE, idle-time = 6@ mins, deadtime = 2@ secs
Security Group Name Table:
8-@1: Unknown
rustSec_Devices
letwork_Services
mployees
ontractors
uests
roduction_Users
evelopers

2-9
3-@
4-@
5-2
6-1
7-@
8-0

Switch-110—-4-0-9#show cts
Switch-110—4-8-9#show cts pac
Switch-110-4-8-9#show cts pacs
AID: ABGBE34E1352480EBCT702BED84235D3
PAC-Info:
PAC-type = Cisco Trustsec
AID: ABGBE34E1352480EBCT702BEDBA235D3
I-ID: FOC24082U1F9
A=ID-Info: Identity Services Engine
Credential Lifetime: 22:@@:47 UTC Fri Oct 18 2024
PAC-Opaque: 00@200B80003000108040010ABGBE34E1352480EBCTT02BEDE4235D30006809C00030100F7B5926B4869952CFA281FC52B12400E000000136696041900093A80495D558499D6558F9927B2FD795675@C6ER
4EF4E4373581881DC13691FBBCCTDCBEC1ESE7@238D95DBICBA4AF5B4D342669431BA9349FES1CTDAIDIEAACAA3CA5BE30CI96319B577B4DI3I6ECCDCD
Refresh timer is set for 1lw5d

)
]
| Network Devices
, Defauit Device Network Devices
- Device Security Settings Selected 0 Towl1 O @
+ Add oy Import T Export - @ Delete ~ Quick Fitter ~+ 7
(|
O Name ~  IP[Mask Profile Name Location Type Description
]
Swlich-110-4-0-9 x
n
O Switch-110-4-0-9 110.4.0.9/... & Cisco (D All Locations All Device Types

A7 o2 EEMICHHA=a—TA=z2%27 1) v 7 LT [Provision] > [Fabric Sites] DJIEIZEIR L, £ E
DT =T N a—TAar%7 1) v LT|[Cisco-building-24] ZER L, TA ZA%E7 U v
7 L7 [Edge Node]l #Hzhic L, [Add] &2 VU v 27 LE7,
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[ tes | Cisco-bulaling-24

4 S = o at
Cisco-buidling-24 View Site Hierarchy ~ Site Actions =2 Switch-110-4-0-8 (110.4.0.8) 2
Fabric Infrastructure  Layer 3 Virtual Network ayer 2 Virtual Networks ~ Anycast
) To connect endpoints to the fabric, assign at least 1 Edge Node either e fabric site or a
LT EOUASE SIRIISES T JASK JRALIesat'Y.Ecige Noda stherto the bric s Details  Fabric  Advisories  Configuration  VLAN: Power
Fabric

X 40.

)+ Catalyst Center

sco

abric Sites | Cisco-buidling-24

Cisco-buidling-24 View Site Hierarchy ~ Site Actions v (@

Part Assignment

Fabric Infrastructure ayer 3 Virtual Networks  Layer 2 Virtual Networks  Anycast Gateways  Wireless SSIDs  Authentication Template

27 v 7 3. [Deployl 27V v 7 LET,

© 2025 Cisco and/or its affiliates. All rights reserved.

SFP Module

Ru

U

Commands

er Defined Field:

(7 View 360

Field Notices

WHDTNARETy Y ) — R LTEMTS L, ERHIZEN m—LTe—2fiFsh?

Cancel

Take a Tour

Custom Focus

Cance!

A maglev v

Export
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HHBIAATA ¥ L Ray ba—F %A L7 Cisco SD-Access VA ¥ L ADRE
MAAARTA YL Ay br—F %, A—F—n—ABL0arte—ATFL—ruo—)L, Ty¥r—/I, FiE
FiaB %> Catalyst 9000 7 /N1 A TCHMITEXET, VA YL ATy — L Netconf-yang 23T,

Catalyst Center (Z(Z, #ZALT A VYL R bR —FZRETLHLEEIT, VAV LAV TNy r—V% A VR —
M AR M= BROT 7T 47T 25T a bbb £,

WHIHIABLT A L Az hr—F L, Common-A & Common-B OF A 2ZHMZ L, N+1 7 L LTREL
i—é—c

T4 <V EHNBER s~ ay | vhUFVEHARu s~V a3y

Common-A Cisco-building-24/Floor-1 Cisco-building-24/Floor-2
Common-B Cisco-building-24/Floor-2 Cisco-building-24/Floor-1

FJE1, Catalyst 9000 T?D EWC DA%k

AT T 1. EERICHAIA=a—TAar%27 Y v LT [Provision] > [Fabric Sites] DJEIZE#IR L, -
DT —TNEa—TAarx7 1) v7 LT, [Cisco-building-24] Zi&{R L., T/31 &
[Common-A]l #4727 Y v 7 L. [Embedded Wireless Controller] ZA%hiZ L £,

"
o

luthe  Catalyst Center Provision /| SD-Access #f Q O @ O | Q mage v

il
= «

Fabric Sites / Cisco-buidling-24

Cisco-buidling-24 View Site Hierarchy ~ Site Actions v (] £ Common_A (110.4.0.62)

Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virtual Networl 2 Reachable Uptime: 17 days 22 hrs 35 mins Device Role: BORDER ROUTER
4 Run Commands [ View 360 Last updated: 2 hours 18 minutes ago () Refresh
Details Fabric Advisories Configuration VLANs Power Fans SFP Modules User Defined Fields More
[ Remove From Fabric
Fabric

Border Node onfigure Deta
Control Plane Node Details

Capability

R —

Multicast Rendezvous Point Disabled @

Reboot Cancel

A7 w7 2. [Primary] > [Floor-1] ®JiEic”7 U v 7 L. [Secondary] > [Floor-2] ®JEiz 27 UV v 7 LET,
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Fabric Sites / Clsca-buialing-24

Cisco-buidling-24

View Site Hierarchy

Fabric Infrastructure Layer 3 Virtual Networks

Catalyst Center

Layer 2 Virtual

Site Actions

Common_A

0 Manage Scope 2z

Secondary

Advanced 3

Primary

1 Hierarchy
earch Helr
+ (O Global
O % Australia
(O 4 Detroit
(0 4 Florida
O Ford
() % Fremont
(O & Milpitas

O @& Cisco-buidling-24
& Floor-1
O = Floor-2
() @ Cisco-building-23
San Jose
( Sunnyvale

Cancel

Q maglev v

Sites | Cisco-buidling-24

Cisco-buidling-24

View Site Hierarchy

Fabric Infrastructure Layer 3 Virtual Networks

Layer 2 Virtual

Site Actiong

AT w7 3.
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Common_A

o Manage Scope 2

Secondary

3 Summary

Primary

() @ Global

] Australia

Detroit
) Florida

* Ford

Fremont

] é&  Milpitas

v [J & Cisco-buidling-24
O Floor-1
@ = Floor-2

() & Cisco-building-23

San Jose

Sunnyvale

Cance

[Rolling AP Upgrade] & A#HC LE9 (47> 2 w203
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* Catalyst Center

Q maglev v

Sites | Cisco-buidling-24

Cisco-buidling-24  View Site Hierarchy  Site Actiond COMMON_A

@ Manage Scope e Advanced 3 Summary

Template is not available for the site of the selected device.

Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virtual

Rolling AP Upgrade

(@)Enable 25 y

ATy T4, T—r77n—%5%7T L, [Common-B] TRILZ &%&#VYiRKLEJ ([Primary] > [Floor-2].
[Secondary] > [Floor-1]) .

A7 w75 [Deployl #7 V7L, FEETv=LET,

I Catalyst Center Provision /

i
cisco

Q maglev v
Fabric Sites / Cisco-buldling-24

Cisco-buidling-24 View Site Hierarchy  Site Actions v

Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virtual Networks Anycast Gateways Wireless SSIDs Authentication Template Port Assignment H

Take a Tour Export

S
f\\
AN
/ ™~
I\'N cpwe Bn|cP|we |
)
-
— -
-
%
=
o &
S o
I~ -

8 B

B2 b AR LAV TRy =0, U A F—LERTWRWES . Catalyst Center (21X, VA YL A%
TRl =D AA VA=V LTT T4 7T EV— 7a—RNHEESNTHWET, FIOEBRESRBLTIEE N,

A7 v76. [OKlZ7 VU v7 LTHEREZRATLET,
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a

Warning

9800-SW image is necessary for turning
on the capability.

Note: After the 9800-SW image has been
distributed and activated on the switch
during this workflow, please resync the

device before completing this Embedded
Wireless LAN Controller workflow.

Do you want to proceed with importing the
9800-SW image manually?

o) (R

ATy F T AL Ea—BERE HTTPFTP H— S/ b U A ¥ L A8y r— D% f vifi— b LET,

Fabric Sites | Cisco-buidling-24
Switch-110-4-0-8

Cisco-buidling-24 View Site Hierarchy ~ Site Action

Layer 3 Virtual Networks Layer 2 Virtual

Fabric Infrastructure
Advanced 4 Summary

o Download Image 2 Manage Scope 3

Select an image from computer

Choose Flle | No file chosen

OR

Supported URLs are HTTP and FTP.

Import

Cancel m

Bz A R—hd5E, ALY —2 70—, CatalystCenter (CL > TCIA VLAY TRy r—INA A b—
NBIOT 7T 4 7bs, 774~V BLOEI X OFHEMEar—2a v EREL T, T AZREE T

nEYa= S TELLIITRY ET,

FlE2, SSID ~DIP 7 KL A7 —/LHHE

TAYXY VAR Yy NI —J 18T DL EIWCTA TP LARARMRELWY 73y MIBEMITOND L H1C, 777
U 7% A D4 SSIDIZIPT RLAT—LZEO Y TAHLENRH Y T4,
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A7 71 EEBIHDA=a2—TA4a%27 1 v LT [Provision] > [Fabric Sites] DJEIZEIR L, £k
DTF—TNEa—TAar%7 1 v7 LT [Cisco-building-24] Z#&4R L. [Wireless SSID] # 7
7V w27 LT, IP~7—/% SSID |ZB8:#f}i) T [Deploy]l #27 U v 27 LET,

A7 v7 2. U= 7u—%3TLE7, [Security Group] 13472 3 T,

il
cisco

' Catalyst Center

Fabric Sites |/ Cisco-buidling-24
Ciscofbuidhng -24 View Site Hierarchy  Site Actions
Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virtual Networks Anycast Gateways Wireless SSIDs Authentication Template Part Assignment
[ Enable Wireless Multicast
A
SSID Name Type Security Traffic Type Address Pool Security Group
Choase Pool
Building-24-enterprise Enterprise WPA3 Enterprise Voice + Data 4.1_64_0-VN_EMP o v >
e Pool
Building-24-Guest Guest WPA3 Enterprise Voice + Data 4-1_0_0-VN_Guest @ v
Record 9
Reset ‘ Deploy

£33 1A AV
1.SSID & IP 77—V OBEMTIZE, 777V v 7 ULV LARENI/R>TWEIPT RLAT =L DHhEEHAT
%ij‘o

221250 IPT7 RLAT—)LaEHA LT, 8725 SSID IZREMITAZ EnTEET,
3.CiscoISE X, 7 I7A T DALY R—FT 4 THIZIPT LA — % LEXTEET,

AT w7 3. <) K show fabric wlan summary Z{#fH L CT. WLAN 7 Common_A ¢ Common_B T#1{#)
LCWbSZEEMIELET,
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Common_A#show fabric wlan summary
Mumber of Fabric wlam : 2

WLAN Profile Mame Status

17 Building-24-enterpris_profile Building-24-enterprise

18 Building-24-Guest_profile Building-24-Guest

Common_B#show fabric wlan summary
Number of Fabric wlan : 2

WLAN Profile Mame Status

17 Building-24—enterpris_profile Building-24-enterprise
18 Building-24-Guest_profile Building-24-Guest

IP Iy bR LEEEY—EREA UV F—Ry M —ER~DT 77 2ADHFEM
T—X#E % —@ODHCP & DNS, F7/idA ¥ —x v MF—bE R oG — v R LiEH . Cisco SD-Access
T 7V T OINBIAFELET, LAY IANAVRATICEDIP RV y ME, 777V v 7RO RRA
ERRENBIZT 7 EBATED X, TRHDOFEY—EAL— R 2T RNNZ A XTDHh, ETTNA ANLT 7 4
JVRN— R ET RS A XFT 5O ET,

FTIFAN M= R LEEE S —EZA~DT 7B AL, T T, ADEZa~vw L RIAL L A v F—T = A A
(CLI) CTEITESNDVNLF AT TDU—T 7a—"T7,

a. 7 TS R LR—F— ) — FIZ VRF-Lite i 2 1ERL L £97,
b. 7534 2 ETVRF °5 GRT ~, BXRFOWHFICNEFmONL—F) —27 Z2FEITLET,
C.ETTNAARLER—=F—/— KD GRT ZHL T, % VRF ® BGP v°7 UV > 7 % HExr L E 7,

ATy FalAT v blE, 7T AL A LICFHTHRETHALENOY ET, AT v cld, VAV 3 A
7U—2 7u—%ff LT Catalyst Center %4 L TEITTEET, WOFIEHNIEL, 777V v 7 R—F— T4
A Common_A 5 L0 Common_B T?» VN_EMP & VN_Guest DL 1 ¥ 3N FAT7DBEMERLTWET,

IP 52y R C-INTERNET /%, (FE2:IP FF o2y FOfEK] TRESNTWET,
AT 7T 1. R—F—FEIBHL T, RONERINTZZOROFEREMEHAL, VLY 3N RKF7ELT

BMLET,
R—F—LUE—hF BGP 7T /A A[ED AVE—T2A A N TV IR —FELTAL T T Ty 74—
A B =T AR LATHRELET,
% VN @ VLAN BT TNARLBET DO, V—FT Ty T+ —LED

VLAN 72k z LT, A v F 7Ty b7+ —LFEEYT
TA B —T = A A2 VLAN & SVI Z1ER L £,

IP7 RLAET ZFFoIP 7—L ETTNRAREWET DO, AAvFTT7y b7 H—5 LD
SVI £/-13V—%7Fy h 74 —AL OV T A B —T A A2 IP
T RLVRAZRELET,
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fE:  Catalyst Center (1%, R—F#—LVUE— L BGP 75T A A THWIETA7-DICAR—F—DIP 7 KL A
ZHE(LT D, WOXOIBRA T arBbH0 £T,

1. Catalyst Center Tlt., FRIEHZEINZIP 7—A0HIPT KL R (/30 7%y k) &#E 0 Y TET,

2. WDAZ<ARENZIP T FLAET TIE, eBGP ETIZIP 7 RLAZEIND B TARZ ENTEE9,

Catalyst Center ZfiFHL T IP 7 RLAET ZEID ¥ TH), WAZ~A RSN IP T RLAET 2 TEET,
[{l U7 A AT T EMAGORIGE, PR — MNIEShEREA,

AF v 2. 777U v 27H%A |k Cisco-building-24 . [Fabric Infrastructure] ¥ 7% 27 U v 7 L, H—
#— [Common-A]l #27 V v 27 LET,

27w 7 3. ATA FA~2f T, [Border Node] > [Configure] #7 U v 7 L ¥4,

ity Catalyst Center

() For Embedded Wireless, in order to configure the changes dene in Wireless settings in Netwark Run Commands | 7 View360  Last upc 5 hours 47 minutes ago Refres

Fabric

Capability

ot Rondonione P i

AT w7 4. [Layer 3 Handoff] # 7% 27 U >~ L. [Add Transits] > [IP:C-INTERNET] 22 U v 7 L7,

= ul Catalyst Center

e Stes. | Cisco-buiding 2
Cisco-buidling-24 ierarchy  Site Actions Common_A

Fabric Infrastructure Layer 3 Virlual Netwark

Layer 3 Handoff Layer 2 Handoff

(7) For Embedded Wireless, in order to configure the changes done in Wireless settings

% Advanced

@ Add Transits
IP:ASR-DC
1PASR-INTERNET

IP:C-INTERNET
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A7 v 7 5. [Add External Interface] 27 U v 7 L, R—F =L BT T 34( AMTEH SN TNDA o Z—
7:11/(%%{%)% L/i‘a—o

Ciseo-bulgling-24

Cisco-buidling-24 View Site Hierarchy  Site Actions Common_A

Fabric Infrastructure Layer 3

Layer 3 Handoff Layer 2 Handoff

(i) For Embedded Wireless, in order to configure the changes done in

@ Ao Transits

~ G-INTERNET i)

A7 w76, IPT7 RNLAZE YL TES, BICEILIEFETHY 4 TEITVET,

o VAT L73 Catalyst Center /T L TIP 7 RLAZEIIZTHID HTHZ ENTEDL L HITT HITIE, [Select
IP Pooll i LT IP —/L &L £,
IP 7 KL 27—/ Building-24-L3 |3, [FlE2: 777U v 7% A MNP 7—LOTH] TEHSNT
WET,
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X 41. IP 7— A DA T

Layer 3 Handoff Layer 2 Handoff

Local Autonomous Number

{(}} Advanced

Select IP Pool A

Q
Building-24-L3 (110.4.100.0/24)
~24- 10.4.100.0/24
Building-24-Lan (110.4 u&.‘:‘f'g‘nro‘? Cmamid it

Building-24-RP (110.4.224.0/24)

Select Pool

e IP7 FLAZFETEIN YK THIZIL, BIRL~ VN (VN_LEMP & VN_Guest) T. # SN o X —
7 xA A, VLAN, BIOIAZ <A AENTZIPT FLAETERELET,

External Interface Gig 1/0/36
VN_EMP VLAN 101, =—#/V IP:101.1.1.1/30, 7 IP: 101.1.1.2/30
VN_Guest VLAN 103, =—#/VIP:101.1.1.17/30, 7 IP:101.1.1.18/30

FFvar74—L K £

Interface Description To-Fusion-VRF-LITE
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-
cise

I Catalyst Center

Clsca-buldling-24

Cisco-buidling-24 View Site Hierarchy  Site Actions v

Fabric Infrastructure  Layer 3 Virtual Networks  Layer 2 Virtual Networks ~ An
(i) For Embedded Wireless, in order to configure the changes done in Wireless settings ir

Common_A
¢ Back

semal
GigabitEthernet1/0/36
Remote AS Number 20
ntertsce Descripto
To Fusiun'VRPLqu

’

Actions

Virtual Network ~ Enable Layer-3 Handof! VLAN (@

INFRA_VN E.

YN_EMP [ W) 101

YN_Guest [ B 103

Local IP Adaress/Mask (O

101.1.1.1/30

1011117430

Peer IP Address/Mask (0

101.1.1.2/30

101.1.1.18/30

B e N BIOFIETLA Y 30 RAT7 28R L7-541%. VLAN (53RO LB T,

AT ST, V—r7u—%57T L, Common_AlZ7utEya=r 7 LEd,
AT v 7 8. Common_B TR UFIEZ MV IELET,

Al
= ‘asco

Catalyst Center

fie Stes | Clsca-bulaling-24

Cisco-buidling-24

te Hierarchy  Site Actions

Fabric Infrastructure al Networks Layer 2 Virtual Networks An

3

Provision | SD

Common_B
¢ Back

External Interface  GigabitEthernet1/0/47

To-Fusion-VRF-LITE

Virtual Network = Enable Layer-3 Handof VLAN G

INFRA_VN ([ |

VN_EMP l:]

VN_Guest D

Local IP Address/Mask (0

Q magev v

Pear 1P Address/Mask C

Cance Save

1. LISP Pub/Sub #MiAR— 2 —MBHERET 51213, MR —F —DN—T 4 T T —TNWITT 7 )V hb— FRAMET
T, TXTCTOVRFIZT 74NV M— b RHDHZ L ZMER LET, DNS y—_—%ffH325 DHCP 1 > ¥ —x v
M CTHECTE . ZHIIARBARBREE R snE T,
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2. NERAR—F —TlX, ET7 T A ANBHEE L2 BGP L— FBR LISP IZA4 v FR—F&h, av hr—A 7L —iZ
BHikSiE T, DHCP R° DNS %2 F oG — b ANT —H o X —%2 L TER SN TWDAEE, T 50 IP T
RLRIIETTNA AL TT RNRXZ A RENDHZLERZH Y £,
27 v 7 9. VNVN_EMP ©® Common_A & Common_B % i3k L £,

aNN—FT 4T T —TNDF T ) h— K EREELE T,

Common_A#show ip route wvrf VN_EMP

Routing Table: VN_EMP

Gateway of last resort is 101.1.1.2 to network @.2.0.0

B+ 0.0.0.8/2 [20/0] via 101.1.1.2, 1wdd = default route , advertised from peer
4,8.9.8/8 is variably subnetted, 7 subnets, 2 masks

B 1.64.8/18 [200/0], 1wdd, Nulle

4,
C 4.1.64.1/32 is directly connected, Loopbackl@2?

Common_B#show ip route vrf VN_EMP

Gateway of last resort is 181.1.1.6 to network 8.0.8.8

0.0.0.0/@ [28/08] via 101.1.1.6, 5w3d > default route , advertised from peer
4.0.8.8/8 is variably subnetted, 7 subnets, 2 masks
B 4.1.64.8/18 [208/8], 5w3d, Nulle

B

b. VINVN_EMP ® LISP 5 —# X—ZXCF 7 /)L "V — b &fIEL £ 7,
[Layer 3 Virtual Networks] # 7 72>5 [VN_EMP] DL A ¥ 3 4 VA X XD & RO F7,

Fabric Sites | Cisco-buidling-24

Cisco-buidling-24  view site Hierarchy ~ Site Actions

Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virtual Networks Anycast Gateways Wireless SSIDs Authentication Template Port Assignment
(1 Export &
v
0 selected () (3 Create Layer 3 Virtual Networks  (¥) Add Existing Layer 3 Virtual Networks  More Actions Asof: Jun 11,2024 11:40 AM
Layer 3 Vinual Network = Layer 3 VNID Health Score Anycast Gateways Associated Fabric Zones Multicast-Enabled Fabric Sites

O Anchor_VN & 4100 100% 4 1

(0 INFRA_VN 4097 - 2 1

O VN_EMP 4109 100% 1 1 1
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A7 v 7 10. CLl #FTLET,

Common_A#show lisp instance-id 4189 ipvd4 database

LISP ETR IPv4 Mapping Database for LISP @ EID-table vrf VN_EMP (IID 41@9), LSBs: @x3
Entries total 8, no-route @, inactive @, do-not-register @

0.0.0.0/8, locator-set DEFAULT_ETR_LOCATOR, default-ETR
Uptime: 1lwdd, Last—change: 1wdd
Domain-ID: local
Metric: @
Service-Insertion: N/A
Locator PrifWgt Source State
116.4.8.62 la/1@ cfg-intf site-self, reachable

Common_B#show lisp instance-id 4109 ipv4 database

LISP ETR IPv4 Mapping Database for LISP @ EID-table vrf VN_EMP (IID 41@9), LSBs: @x3
Entries total 8, no-route @, inactive @, do-not-register @

0.0.0.0/8, locator-set DEFAULT_ETR_LOCATOR, default-ETR
Uptime: 5S5w3d, Last—change: 1wdd
Domain=ID: local
Metric: @
Service=Insertion: N/A
Locator PrifWgt Source State
116.4.8.63 le/1@ cfg-intf site-self, reachable

Z2Fy 1. 777V vy ) —RKRTVNVN_EMP ZHGE L £,

Switch-118-4-@-9#show lisp instance-id 4109 ipv4 map-cache
LISP IPv4 Mapping Cache for LISP @ EID-table vrf VN_EMP (IID 4189), 3 entries

9.8.0.8/8, uptime: 5w3d, expires: @8:88:49, wvia map-reply, unknown-eid-forward
action: send-map-request + Encapsulating to proxy ETR

PETR Uptime State Pri/Wgt Encap-IID Metric

118.4.8.62 Iwdd 3] 1a/1@ - 2

118.4.8.63 5w3d 3] 1a/1@ - 2

b2 TR E—=~DLAY I RETEHFATINEAR—F —DE, HEV—E X I BGP #/r L TY
TTNRA AL STT RRZALREINFET,

42. DHCPIP (7% v ; 110.10.2.0/24 ® 110.10.2.1) ONER—F —TORIE (HIHDHERRT BT2HIZ
Common_B B’NEHR—F— & LTHRESINT)

Common_B#show lisp instance-id 4189 ipv4 database 110.18.2.8/24

LISP ETR IPv4 Mapping Database for LISP @ EID-table wvrf VWN_EMP (IID 4189}, LSBs: @x1
Entries total 1, no-route @, inactive @, do-not-register @

118.18.2.08/24, route-import, inherited from default lecator-set rloc_23c67995-7b91-4114-987a-6T49b3481aea, auto-discover-rlocs
Uptime: @8:87:44, Last—change: @@:087:44

Domain-ID: local, tag: 733777

Service-Insertion: N/A

Locator Pri/Wgt Source State

110.4.08.63 le/1e cfg-intf site-self, reachable
Map-server Uptime ACK Domain-ID

110.4.08.62 00:07:44 Yes 3283456652
118.4.8.63 @0:87:44 Yes 3283456652
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X 43. TIAT VUV IRFVR—FT 4 VT #RBIT L BDT7 77 v 7oy VTORIE

Switch-118-4-8-9#show lisp instance-id 4189 ipv4 map-cache 118.18.2.8/24
LISP IPv4 Mapping Cache for LISP @ EID-table vrf VN_EMP (IID 4189}, 1 entries

118.10.2.8/24, uptime: @0:00:14, expires: 23:59:45, via map-reply, complete
Sources: map—reply
State: complete, last modified: @@:8@:14, map-source: 118.4.8.63
Active, Packets out: 1(576 bytes), counters are not accurate (~ 02:00:203 ago)

Locator Uptime State Pri/wWgt Encap-IID
118.4.0.63 @0:80:14 up 1e/10 -
Last up-down state change: @8:08:14, state change counmt: 1
Last route reachability change: @8:08:14, state change counmt: 1
Last priority / weight change: never/never
RLOC=probing loc=status algorithm:
Last RLOC-probe sent: 00:00:14 (rtt 1ms)

VAY2NY REITEZFERLIEIERDODVA Y 2Ry NI—I~DT7 77V v 77 7 ADORHE
LAY 2AR—F =V FE7I2X0, ALY 732y baFERLTT7 77V v 7% A FEEROR Y FU—2 VLAN
B A NEEATEET, 2 00MOEEILZ. 777V v 27 T 77V v 7O VLAN 2z ift3 5 Z oy
FA7I2ky, R—F— ) — FaEICRMt S Ed, Catalyst Center 1%, VLAN ZE#a, A A » F{RAEA L X —T =
A A (SVI) | CTSHM, BEIRZOR—F—/ —RTUERORy NT—ZIZEHRSNIZ TR —F (§TO
VLAN Z#5]) L& HICLISP oy hu— L7 L—r Rk ER Bk LE T,

LAY 2N RATZTYHR—FENDZ A TITROEFD TT,

e 777V IHNDT = T A R IR SN T 7 AT VA —VERITI LAY 3T, RTFEHTH
EEShET

e 777U IHNDTF—F T xA : LAY 2NV RETR—F—IZHESNET, LAY I3VNTERHEND =
==F% YA M= Uz TT
LAY 2AHR—F = RETT AL, ERICLT, il anr—ra U SERNWI 2 BEID LET,
PERD Ay 8T —27 O VLAN OFEX L7 WERZET 572012, VLAN h 7 oo 77 a ha)n (VIP) OF /34 A
IR AT L N E— RTEMET 20BN H Y £3, 1EkDF* > U —27%, Catalyst Center T 41TV
L0, YAV T MU T TORMBREROZDIZTRIINTWAS, 1, 1002 ~ 1005, 2045 ~ 2047, B LV
3000 ~ 3500 ZBR<AEE D VLAN 2 & %7,

AiDE7 v a A>T, TAARAANY T—r 7u—F 72X LAN BBMEAERA L TH LWT A A2 4 AR—T o
> 7' L. [Inventory] 7 1 > Ko T7F /31 A% Cisco-building-24 1 M7 vbya=r7 L%,

FIE1, 7= U=ADBT777 Vv I7RCHILGEDLAY 2N FETEEMLIZLA Y 2R —F—D7nE

A==/

COFIETIE, FrILWWER—=F—FT 31 2 Common-L2 [ XFZERZ A TDLA Y 20 RAET #BINT 2 HE%
RLET,

AT 71 ELBIbHEZA=a—TAar%27 Y v LT [Provision] > [Fabric Sites] DJEIZEIR L., Ak
DT —TNEa—TA2a2%7 U v7 LT]J[Cisco-building-24] 7% A~V 27 %27 U v 27 LT
/5. [Fabric Infrastructure]l # 7% 27V v 7 LE£9,

AT v S 2. ATA FAH~24( 2 T[Common-L2] %7 VU v~ L. [Border Node] ZH%hZ L £,
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I Catalyst Center /S * Q ¢ @ o Q maglev

lln
cisco

oric Sites | Cisca-buidiing-24

Cisco-buidling-24  View Site Hierarchy ~ Site Actions « O & Common-L2 (110.4.0.18)
Fabric Infrastructure ayer 3 Virtual Networks  Layer 2 Virtual Networks  Anycast Gat Reachable  Uptime: 23 mins  Device Role: BORDER ROUTER
(7) For Embedded Wireless, in order to canfigure the changes done in Wireless settings in Network 4 Run Commands 7 View 360 Last updated: 1 minute age @ 43 Refresh
Detaslls ~ Fabric  Advisories  Configuration  VLANs  Pawer  Fans  SFP Modules  User Defined Fields  Field Notices  Potential Field Notices  More -
Fabric

Wl

Cancel

AT w7 3. AT7A KA AT, [Layer 2 Handoff] ¥ 7 %27V v/ LET,

= Il Catalyst Ce P s ~ O N A O masler ~
= b Catalyst Center s ¥ Qo 6 o @

Fabric Sites / Glsco-buidiing-24

Cisco-buidling-24 View Site Hierarchy ~ Site Actions v @ Common-L2
Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virtual Networks An
Layer 3 Handoff  Layer 2 Handoff
(1) For Embedded Wireless, in arder to configure the changes done in Wireless settings i —

LAYER 2 VIRTUAL NETWORKS WITH A GATEWAY OUTSIDE OF THE FABRIC

Layer 2 Virtual

Handed off VLANs 0

LAYER 2 VIRTUAL NETWORKS WITH AN ANVCAST GATEWAY

0 Search Layer 3 Virtual Networks

Layer 3 Virtual Network ~ Handed-off VLANs
VN_EMP 0

WN_Guest 0

Gancel Add

FREDR 7 AEBEOBRTEIL. = o =2A N T 77V v I HDIGEIC VAT 2N RAE7 28T 52 &
TY, READOR Y 7 AEHOFREIL., = T2 AR T 77V v IRNIIHDIHEEICVA T 20 FAE7&2BELT
HIETY,

A7 w7 4. VYNEN_EMP CTL A V2NV RATEREL, XA ERMHTAZDOOV— 7 —%5E T LET,
Interface 1/0/7 DL WEROLAY 2 3y U — 7 128

External VLAN 3000 ko A¥Y 2%y NU—27 DT 7% A VLAN
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alwl o e [ SD-Access W ; o] 5o
whli Catalyst Center | SD-Access # Q & ® & O maglev

Fabric S
Cisco-buidling-24  View Site Hierarchy it

Cisco-buidiing-24

Common-L2
{ Back

Actions

Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virtual Networks An

Virtual Network: VN_EMP

i) For Embedded Wireless, in order to configure the changes done in Wireless settings if

eriace

TO-Traditional-Layer2
FortyGigabitEthernet1/0/7 @ v

Q_ Search Table

VLAN Name = 1P Adaress Pool Enable Layer-2 Handoft Extemal VLAN ©

4_1_64_0D-VN_EMP Building-24-Emp .3 3000

Record( Show Recordsi 25 v 1 -1 o

FE2, 7 U= ANT77 7Y v IMIBIHGEDLA T 2N RET7EFEHA LIV 2R —D7rE
Va=vy

=R T2 ANRNT 7TV I HIGE., 777V v d—_"—L A ZYET DI, LAY 2 5H VN BHLE
TY, BIOEZ > arTiE, VA4 ¥ 2H ARy hU—7 Guest %X E L E L7,

= lule Catalyst Center r Q © 0 8 B e
Fabric Sites Virtual Networks Transits i) B
Fabric Site: &b Cisco-buidiing-24

Layer 3 [EIOEYEH Anycast Gatewsys  Extranet Policies

o1y Export £

Q) Search Layer 2 Virtual Networks v
1 0 selected () (%) Create Layer 2 Virtual Networks  More Actions A3 of: Apr
|
Layer 2 Vinuai Nstwork = Layer 2 vNID Associsted VLAN D Assoriated Layer 3 Virtual Network Associatad Anycast Gataway VLAN Type Fabric-Enabled Wiraless Layer 2 Flosding Critical vLAN Gateway Outside the Fabric Security Group
O 110_4_120_0-INFRA_VN 8188 1021 NFRA_VN 110.4.120.1 Data
7] 110_4_60_0-INFRA_VN 8189 022 NFRA_VN 110.4.60.1 Data
4_1_0_0-VN_Guest 8194 028 VN_Guest 41.0 Data
{ —
1 4_1_64_0-VN_EMP 8193 1027 VN_EMP 41640 Data
1 | O Guest 8195 4000 - -- Data
i
i s ds: 10 1 [

A7 o1 EEBICHHIA=a—TAf=2%2 1) v 7 LT [Provision] > [Fabric Sites] DJIEIZEIR L, £ E
DTF—TNEa—TA2a2%7 Vv 7 LT]I[Cisco-building-24] 7 ¥ A~V 27 %27 U v 27 LT
/5. [Fabric Infrastructure] ¥ 7% 27 U v 7 L£,

2T w7 2. [Common-L2] > [Layer 2 Handoff] > [VLANS] DJIEIZER L £ 9,
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Q maglev v

wluile Catalyst Center

Fabric Stes / Gisco-buiding 24
Cisco-buidling-24  View Site Hierarchy  Site Actions Common-L2
3 Virtual Networks Layer 2 Virtu

Fabric Infrastructure Layer 3
Layer 3 Handoff Layer 2 Handoff

For Embedded Wireless, in order to configure the changes done in Wireless settings in

Handed-off VLANs
1

Cancel Add

[Guest] T, £ ¥ —7 A A%iBN L. [Enable Layer-2 Handoff] 27 U v 27 L %9, 4

AT w7 3.
VLAN &2 B #micigttan £,

Provision /

‘ot Catalyst Center

il Cisco-buidling-24
Cisco-buidling-24  View Site Hierarchy ~ Site Actions Common-L2
. Back
Fabric Infrastructure  Layer 3 Virtual Networks  Layer 2 Virtual N
VLANs

For Embedded Wireless, in order to configure the changes done in Wir|
Yerface Descriot . e

Gateway-outside

\L/ after the workflow steps are done

nterface
FortyGigabitEthernet1/0/8

Extarnal VLAN O

VLAN Name = Enable Layer-2 Handoff

Guest [

4000

Show Records: 25

ATFo T4 T—rT7ua—%%ET L, FRAITEREMLET,

Pt xAf1xT7 77V v 75T HBHT-8, Catalyst Center 137 — b = A DR EEZBEE L £H A,

=
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Cisco SD-Access N7V y "R LTTZ7 7 7Y v 7 BEERETHEED

777V 7% A N0

Cisco SD-Access F 7> vy MIBEHDO 777V v 794 ek L, SGT RY v—2n#EH N7 77V v /il
FEOREEREICLET, MR —F— (713N R —%—) T Cisco SD-Access F 7V hERELET,
WA —F—L LA ¥ 2R =X =TI Fr—FrZNEFTA,

777 Vv 7% A % Cisco SD-Access b7 ¥y MIETHE. ZDOHA DT TH VN L, [[ L Cisco
SD-Access T ¥y MIBERINTWAMDO 7 77 U v 7 %4 M LT ET, ICVNHNDT Z 4T
MI, TXTCOYA FCTHEETEET, SGTOHEHAZEAL T, OV A "D ARER NTFT T 4 v I 2T r v
L%,

Cisco SD-Access 7 ¥ hiZiZ. AL Cisco SD-Access b7 ¥y MIEHEENTWAMDY A Mo~
A=y NT 7 BAZRMETE L LT HA7varybHEINTWET, Zhid, #0777V v 79 A MZ
=NV A HZ—=Fy s TITRVANRWGEAER, 0— IV A X —Fy s TITRANE T L TCWBAIGAITEKT
HET,

BIOIE X, Cisco SD-Access hZ Vv h SDA #=a ba— L7 L—r /) —RCEHRLELE. ZOFETIH.
Z @ Cisco SD-Access k7> ¥ v k% Cisco-building-24 ©» Common_A & Common_B (2B L 7,

ATy 7 1. EEBIHEIA=a—TAar%2 Vv LT [Provision] > [Fabric Sites] DJIEIZEIR L., Lk
DT —TNEa—TA2a%7 Vv 7 LT]|[Cisco-building-24] 7% A~V 27 %27 U v 27 LT
/5. [Fabric Infrastructure] # 7% 27V v 7 LE9,

25 w7 2. [Common_A] #27 Y w2 L., [Border Node] D4#izd D AT A N4 ~2A T [Configure] & 7
Vw27 LET,

AT v 7 3. [Add Transits] > [SDA:SDA] DJEIzZ VU v 7 LE,

= uth Catalyst Center Provision / SD-Access ¥ Q 4o @ A Q maglev v

= «csco

c Sites | Cisco-buidling-24

Cisco-buidling-24  ViewSite Hierarchy ~ ite Actions COMMON_A

Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virtual Ne

——— umber
—~. For Embedded Wireless, in order to configure the changes done in Wir

L/ after the workflow steps are done

@ ~dd Transits

IP:ASR-DC

IP:ASR-INTERNET

SDA:SDA ! @ Add

Interface < Number of VN(s)

Cancel Add
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. S0 o - —
X 44. Cisco SD-Access F 7 ¥y bASEMEN, THICERREND
= ‘'dicy Catalyst Center rovision / SD-Access
Fabric Sites / Cisco-buidling-24
Cisco-buidling-24 View Site Hierarchy  Site Actions Common_A
Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virtual Ni
¢~ For Embedded Wireless, in order to configure the changes done in Wir 2
"L after the workflow steps are done 1Gr Advanced
@ Add Transits
~ C-INTERNET {j
External Interface ( @ Add
=Q Find
Interface = Number of VN(s)
GigabitEthernet1/0/36 2 ]
~ SDA @ A
Transit Control Plane Node transit-9500-SJ
'ThiS site provides internet access to other sites through SD-Access.

A7 v 7 4. [This site provide Internet access to other sites through SD-Access] = v 7 R v 7 A& 4
WL, [Add] 227 U v 7 LET,

A7y S5 U—rT7u—%5%ET L, FATEERALET,

27 w7 6. Common_B CEIUAT v 7%EVIRKL, A7 ZEHLET,

HE: CiscoSD-Access F 7 VY MIEEHRINTWVWDLTRXTOR—F—IZ, OV A NI F—Fv T 7k
2EBEMT AR URENHD 2 L 2R LE T,

A7y 7T "7V y harha—L FL— TREELET,

1. Common_A. Common_B, LU rJ7 oYy harvhro—L FL—UBOLSPEy g v AT —H% A
iR LET,

transit-9588-5J#show lisp session

Sessions for VRF default, total: 18, established: 5
Peer State Up/Down In/0ut Users

110.4.08.62:37533 Up 1w5d 122/695 1@
110.4.08.63:44171 Up Swid 147/1049 1@

2. Common_A ¢ Common_B (%, oA MIA ¥ —Fy MEREZRHETIZDIZ, FTFovy b av
ra—nv 77— EOF 730 O b RA—42 (ETR) & L TEESINET,
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transit-950@-5J#show lisp remote-locator-set default-etrs

LISP remote-locator-set default-etr-locator-set-ipv4 Information

Pri/Wgt/Metric Inst Domain-ID/MH-ID ETR 5I/1ID
le/18 /@ 4188 3283456652/37516 Default PB/-
le/18 /@ 4189 3283456652/37516 Default PB/-
le/18 /@ 4108 3283456652/37516 Default PB/-
18718 /@ 4189 3283456652/37516 Default PB/-

£ :  [This site provides internet access to other sites through SD-Access] #RED 3R — X —THZINI 2V |
R—F—)—REIrFvYybharta— FL—rD0Zoavwy ROTIZY A MENRET,

B.IV9AT U MNP T Ry MM IT Yy b arbo— L= lBEEINTWDHZ LR L, 72TV
AB T WA > TWAEEIT, 2~ RTipvd % ipvb ICEEH# 2 £,

transit-9500-S)#show lisp instance-id 4189 ipvd server
LISP Site Registration Information

* = Some locators are down or unreachable

# = Some registrations are sourced by reliable transport

Site Name Last Up Who Last Inst EID Prefix
Register Registered ID

site_uci never (ils] —_ 4109 A.A.A.AM
88:19:18 ves# 110.4.8.62:29755 4189 4.1.64.08/18
UUI1Yi 1Y YESHF 11V, 4.9.D2Li£9/33 4109 19l.1.1.9730
0@8:19:1@ vyes# 110.4.0.63:25632 4189 181.1.1.4/30
80:19:18 vyes# 11ﬂ.4.ﬂ.63:25632 4109 110.4.224.1/32
8@:19:18 vyes# 1108.4. 2129755 4109 110.4.224.2/32
00:19:1@0 vyes# 125632 4189 110.4.224.3/32
00:19:1@0 vyes# 129755 4189 110.4.224.4/32
00:19:1@ vyes# 129755 4109 110.4.224.6/32
88:19:18 vyes# 129755 4189 110.4.224.8/32

AT v S8 m—hNA B —Fy FEEFET-7. CiscoSD-Access Ty MIEERSNTWARIOYF A K
(FiaB %1 ~) THIEL 7,

9300B-stack-Bl#show lisp instance—id 4189 ipv4 map-cache
LISP IPv4 Mapping Cache for LISP @ EID-table default (IID 4189), 7 entries

8.0.0.8/8, uptime: @0:22:31, expires: never, via pub-sub, unknown-eid-forward, remote-to-site
PETR Uptime State Pri/Wgt Encap-IID Metric
110.4.8.62 @@:22:31 up la/1@ - 1@
110.4.8.63 @@:22:31 up la/1@ - 1@

AT 4 TNVFHY X FORE

ZokvrvarTiEk, 777V v %A b Cisco-building-24 T?D VN_EMP O XA T 4 7<NLFF¥ A NDOEE.
TAYXYVADOZ LT F ¥ A NOFE, L Cisco SD-Access F 7Ty haENLERAT 4 T~/ TFF¥ X b
DFTEITEREYTET,

IAT 4 TN TF X A MIE, PIMSSM 7 o X — L A RENLETT, X, BioEZ 3> LAN © HEL
Lo TITWE L, LAN OBEHLEZEHHALZWEES, 777U v 7 HR— ﬁ_\¢ﬁ/~F\7779y7iyV
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REDTRTOT7 7TV I TNARAT, ZNUHOREETFETITHLENH Y £9, Catalyst Center CLI 7>~
L— AL CHREEZERLET,

COBRFBIOCEATA FTIE, 77— MZOWTIEHRY EiFCnE®A, [Cisco Catalyst Center User
Guide] @ [Create Templates to Automate Device configuration Changes] 7 v a v &L T 72 &0,

T L— FORER
« layer3_interface : X CHOT7 X —Lb A LA ¥ 3 A X —TxA A

ip multicast routing
ip pim ssm default

interface $layer3_interface

ip pim sparse-mode

FIE1, 777U v 7FA MDA T 17~ hFFx A FORE

27971, EEWcHHA=a—TAa%2 1 v 27 LT [Provision] > [Fabric Sites] DJEICEIR L, £ E
DT —TNEa—TA2%7 Vv 7 LT]J[Cisco-building-24] 7% A NV 27 %27 U v 7 LT
75 [Fabric Infrastructure]l # 7% 27V v 7 LE9,

AT v/ 2. [Site Actions] > [Configure Multicast] DJEIZZ UV v 7 LE T,

= luib. Catalyst Center Provision |/ SD-Access

alnil
= «asco

c Sites | Cisco-buidling-24

Cisco-buidling-24 View Site Hierarchy ~ Site Actions A

Fabric Infrastructure Layer 3 Virtual Networks L3y Configure Multicast sways Wireless SSIDs Authentication Template Port Assignment u =
Delete Fabric Site

. For Embedded Wireless, in order to configure the change Settings page, please open the Device configuration page and click ‘Configure’ to complete steps of the workflow. Deploy the Fabric configuration X

"L/ after the workflow steps are done Edit Fabric Zone

Show Task Status

Take a Tour Export

Collapse A Custom Focus
i
Cancel
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A7 v 7 3. [Native Multicast] Zi&IR L, [Next] #27 VU v 7 L7,

Catalyst Center Configure Multicast (Dl 2 Q maglev v

altile
cisco

Replication Mode

(©) Native Multicast

AT v 4., [VN_EMP] 23R L. [Next] 227 VU v 27 LET,

= el Gatalyst Center Configure Mul & Q O A\ Q maglev v

= csco

Virtual Networks

Select the Virtual Networks where multicast will be enabled

Add All 1 Unselected Remave All 1 Selected
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AT v 5. ERHEHDOIPT VRS —ZBML, [Next] Z#27 U v 7 LET,

= ‘dub Catalyst Center

Configure Multicast

Multicast pool mapping

When multicast is enabled in the Fabric Site, every device operating with the Border Node or Edge

Se Po tual Ne
VN_EMP
Building-24- 4
Building-24-RP (110.4.224.0)
] Exit Review Back

B e b AT XA SBREEDO VN THZ/R> TWAEHEE, £ VNIZIZT—EDIP 7 RLA T —/n
‘/[Z‘%:‘/C\“é—o

AT w7 6. [Any Source Multicast (ASM) ]E— FZEIRLFJ, ASME—KIZRP & ELE7,

= e Catalyst Center

Configure Multicast

Q maglev v

Multicast Mode

Any-Source Multicast (PIM-ASM), the roat of the tree is the Rendezvous Point
ce-Specific Multicast (PIM SSM), the root of the multicast tree is the
e itself. To learn more, click here

€] Exit

Review Back |
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259 S7. RPRvybt L7~y TE&NT-RP VIV —7F (FFay) #HEL, ZFARATEZRBETLEZD
DU—s TEa— kT LET,

= ‘dule Catalyst Center Configure Multicast # Q & ® A4 Q maglev

Multicast Group to Rendezvous Point

Mapping
For each Virtual Networ ect whether the Rendezvous Points (RP) are
Fabric Devices or External Devices to the Fabric
Group-to-RP mapping can optionally be defined for each RP.
IPv4 RPs
Tabl
VN_EMP -] Rendezvous Point Device Location Group-to-RP Mapping e
Group-To-RP Mapping
Select RP Device \Pvd ASM Group
Common_A & v 224.10.0.0/16 &
Select RP Device IPvd ASM Group
Common_B @ v 224.20.0.0/16
IPv4 ASM Group
224.30.0.0/16 8 4
E: ) R Back | Next

*

1.RP R 777U v 7 RNIZH DGR, R—F—FT A ZAFIFT v VT /A A TRPEEZAICTEET, R—
H—FTNA AL Ty VT NA ADHA LRI R— SN TWERAL, R—F—FT /31 ATRP RNEMZ/L> TV
2SS FILASM 2 —FI12 k55271 RP OBRENYR— F SN THET, RP BT v UF 1 2 THC
o TWABEAE, PAR—FINTVDRPIZ 12 TT, RRETZ77 U v 7RNIZHHLEAE. 4 VN IZx L CTEM
T&DHRPIZ 12713 TY, A—F—/—FiF, £V%<DCPU, RAM, BLWASIC VYV —RZE(fHRI=/NA T
R7Z v R 74 —LThdid, TyY ) —RTERSA—F—/—RTRPE2HRETHI L2RBEHLET,

22RP 777V v 74 H DG, Bipd ASM Zv—T < v B0 Z 2 L TEE O RP 2B T& £9°,

3. [Group-To-RP Mapping] 134 7> a2 > T3, A7 v a a4 7295 L, RPIITRTOLTFF¥ X I L—
T~ B ENET,

ZOH, RENTRTOT 77V I TNAAL AT vyvasnEgd, PARrYEa—T, RP L LTHREINLTW
%5 Common_A & Common_BIZRP 77 7V v 7 u—n~—rfHFEnEd,
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Fabric Sites / Glsco-buldiing-24

Cisco-buidling-24 View Site Hierarchy ~ Site Actions v

Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virtual Networks Anycast Gateways Wireless SSIDs Authentication Template Port Assignment “

~ For Embedded Wireless, in order to configure the changes done in Wireless settings in Network Settings page, please open the Device configuration page and click ‘Configure’ to complete steps of the workflow. Deploy the Fabric configuration X
)
‘=’ after the workflow steps are done.

Take a Tour T Export

Collapse Al Custom Focus Apr 29, 2024 12:10 AM
The It
)
E
Cancel

AT w7 8. Common_A £7-1X Common_B%27Uv7 L, LVFXX¥ AN TTT— KA FDR—F—
FEREAR T —H ADRHNN /o TND T EH MR LET,

Fabric Sites / Cisco-buidling-24

Cisco-buidling-24  View Site Hierarchy St Actions ~  ( & Common_A (110.4.0.62)
Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virtual Networks ) Reachable Uptime: 24 days 9 hrs 12 mins Device Role: BORDER ROUTER
) For Embedded Wireless, in order to configure the changes done in Wireless s¢] % Run Commands o4 View 360 Last updated: 2 minutes ago () S Refresh

\=/ after the workflow steps are done
Details Fabric Advisories Configuration VLANs Power Fans SFP Modules User Defined Fields Field Notices More v

| Remove From Fabric

Fabric

Border Node Configurs Detats
Control Plane Node Detats

Capability

@ Embedded Wireless LAN Controller  Cenfioure D

Multicast Rendezvous Point Enabled

Cancel
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A7 v 7 9. Cisco SD-Access VA YL ADV /LT F v A NEHHNZLET, [Wireless SSIDs] ¥ 7128 L
T [Enable Wireless Multicast] #27 Vv 7 L, VA YL Aarte—53 Tl ua—s3L v /)LFFy
Ak — R & Internet Group Management Protocol (IGMP) A X —¥ 7% 7 o —/ N )UIZHR)
IZLET,
E:"I;CO*b‘:IJICC;T:gni;A View Site Hierarchy  Site Actions

Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virtual Networks Anycast Gateways Wireless SSIDs Authentication Template Port Assignment

@ Enable Wireless Multicast ©

SSID Name Type Security Traffic Type Address Pool Security Group

Building-24-enterprise Enterprise WPA3 Enterprise Voice + Data 4_1_64_0-VN_EMP @ v Assign SGT

FIFE2, *AT 47 ~/LFx*v¥ AL A—s3— SD-Access 7 ¥y FDOAFRME

FA T 4 T F Xy A NI, LISP Pub/Sub Z{# [ L7=~/LFH A bk Cisco SD-Access ~7 v k hARa T

PAR—=FENTWET, FIL VN THRA T 4 T~vATFFv X MBRHERHIT/->TWT, Cisco SD-Access F 7 ¥y

MIBFR SN TWE 777 v 7 %A FOALF X A MZEHE, FUEETHOLYALTIXYANNT T4 v I %

ZETEET,

RPIZ., 777 Vw2t H@RP 25T I R_RTCOT7 77U v 7V A FOANEBTHRETEET,

AF o1 EEBIHHIA=a—T A4 2% 271V 2 LT [Provision] > [Transits] ®JAIZEN L., H LD
FT—=TINEa—=TAar&r) v LET,

AT v 2. UALD[SDA] #4212 L. [More Actions] > [Edit Transit] ®JlEIZZ V v 7 LE9,

= il Catalyst Center Provision /| SD-Access / Transits

alvali
= sco

w Q o 0 &
Fabric Sites Virtual Networks Transits a8 =
As of- Apr 29 w8

Q_ Search Table v
(%) Create Transit More Actions ~
Transit « Edit Transit Type Peer BGP ASN Transit Control Plane Nodes Fabric Sites Multicast Over SD-Access Transit Transit Health Created From
O  ASR-DC Delete Transits 5530 -- 1 -- -- N/A
() ASR-INTERNET P 500 1 NIA
) C-INTERNET P 20 -- 1 - -- N/A
P, SD-Access
@ s (LISP Pub/Sub) A ! !
how R [1]
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I
AT w7 3.

[Transit Name and Type] Oz 2 [Edit] 227 UV w7 L., [Next] 27V v 7 LET,

et Catalyst Center

Edit Transits

Summary

Review the Transit settings before deploying.

v Transit Name and Type
Transi it Name = Transit Type

SDA SD-Access (LISP Pub/Sub)

Show Records: 25 1
> Transit Control Plane Nodes  Edit

Exit  A) change

A7 v 7 4. [Native Multicast Over SD-Access Transit] 7= v 7R v 7 A& 4 12 L THb, [Next] &7
Uy LTERAZERATLIV— 70 —%5%ET LET,

nlelle Catalyst Center

Edit Transits

Transit Name and Type

he Transit Name, Transit Type and associated configuration attribut

TRANSITS

(@) Native Multicast Over SD-Access Trans

I Exit Al cnanges souea

AT w75 EEBIHAEZA=a—TAar%2 Vv LT [Provision] > [Fabric Sites] DJEIZEIR L., L

DT —TNEa—TAar%27 1) vZ LT|[Cisco-building-24] 7% A NV v 27 %27V 7 LT
M5, [Fabric Infrastructure] # 7% 27 U v 7 L¥ 9,

© 2025 Cisco and/or its affiliates. All rights reserved.

153/275 ~—v



AT 9T 6. ATA KA T[Common_Al %7 U w7 LTHh 5, [Border Node] DFEIZH 5
[Configure] #27 VY v 7 LET,

ric Sites | Cisco-buidling-24

Cisco-buidling-24 View Site Hie ) Common_A (110.4.0.62)

Fabric Infrastructure Layer 3 Virtual Network achable Uptime: 145 days 2 hrs 54 mins Device Role: BORDER ROUTER
For Embedded Wireless, in order to configure Run commands » View Las 171 350 © Refresh

)
configuration after the workflow steps are don

Details Fabric Summary Advisories Field Notices Potential Field Notices Wireless Info VLAN Discovery Protocols sTP VTP More

Remove From Fabric

Fabric

Border Node
Control Plane No

Capability

Cancel

AT w7 7. [Advanced] 7 UV v 7 LET,

Catalyst Center maglev

Fabric Sites | Clsco-buldling-24
Cisco-buidling-24 View Site Hierarchy  Site Actions  COMMON_A
Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virtual N
Layer 3 Handoff Layer 2 Handoff
= For Embedded Wireless, in order to configure the changes done in Wir]  se—————

L/ after the workflow steps are done

@ Add Transits

- SDA [jj &
Transit Control Plane Node transit-9500-SJ
+ C-INTERNET (jj

Gancel m
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A5 v 7 8. [Enable Multicast Over SD-Access Transit] 27> a > &4 LT 6, [Applyl 27 VU v 7
LU= 7n—%%T L, A7 ZRELET,

del Catalyst Center Q maglev v
abric Sites / Cisco-buidiing-24
Cisco-buidling-24 View Site Hierarchy  Site Actions CBO!ﬂmanA
{ Back
Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virtual N

~ Modify Border Priority
~, For Embedded Wireless, in order to configure the changes done in Wir Border Prio
‘' after the workflow steps are done

~ Modify Border Node Affinity-1D
Affinity-1D Prime Affinity-ID Decider
~ AS Path Prepending

~ TCP MSS Adjustment (

(@)Enable Multicast Over SD-Access Transit

27 w7 9. Common_B R—4%—THEUAT v 7 Z/#0iKLET,
777V oI R—F—TORBER7 77 ) v 7REDMHEH

45, 777V v I R—E—DEERBELT TV g

I Catalyst Center Provision |/ SD-Access O maglev
abric Sites | Cisco-buidling-24
Cisco-buidling-24  view Site Hisrarchy  Site Actions Common_A
Back

Fabric Infrastructure  Layer 3 Virtual Networks  Layer 2 Virtual Networks A

~ Modify Border Priority
) For Embedded Wireless, in order to configure the changes done in Wireless settings | Border Priority

v Modify Border Node Affinity-1D

Affinity-10 Prime Affinity-1D Decider

~ AS Path Prepending
Number Of Prepends

O~ TCP MSS Adjustment

18 Enable Multicast Over SD-Access Transit

fack m
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R— & —DESCIEAL
CatalystCenter |Zi%, 777 Vw7 Xy NU—7 "I 7 4 v 7 2T R —4—/— REBRT HENH Y 17,

BHRIBACEIL 1 ~ 9 DM TRETE XY, 128 bm<. 9NRBES LY £, R—F—DKEI/NSWVIZEEES
NET, BERIBMEZRE LRWGE, 77440 8T, A= —IJIERIAMVAL 10 BF Y Y TohET, A—F—D
BESRNANL SR IE SIVTWRVY 23R — 4 —[ TR U5E, }\774' v 7 IR —4—/ — FHTAM B EhET,

R—H— @ﬁszﬁmmii LISPRETHY, 777V v I b7 A A%HIFRE T2 Day-N EH TEETEE T,

A= =R ESINTEBERNENEIL, TR —F =N RET7INDETXTORER Y hU—ZZ@H SN E T,
Cisco SD-Access N7V N CT7 77V w7 YA MBHAHER SN TWDIEE, N T 740y 720 Ry hU—
JIZEET D201, & bERIEMN ORI R — 2 — RN R S £,

ZoXTvavit, 3SFHOLA VY 3 HR—F—DFT_RTCHHEHATEET,
7T74=74 1D

T74=7 4 IDIE, a—AA U Z—%y EPFIATER0YA12, Cisco SD-Access F 7 v ¥y M &4 L TEIE
ARER A BTV E— T 74/ N ETR (A V¥ —Xy M —E R &R 72T 74V hb— K) ZEIRT D701
AanEd, ML TWETXTO7 77U v 2744 ~E, Cisco SD-Access F 7> ¥y RREEIINTNDHHA—
=TT 74=74 IDEZRETLHLENHY ET, 774/ FTiE, ZOBBRITEDICR>TWET,

77 4=7 4 IDIZIX Prime (X) {&& Decider (Y) fEXGENTWET, 0~ 2147483647 @ Prime & Decider
DEEBZRETEET, BIMLTWAR—=F—=PMOY A NOR—=F =567 7 4 =7 4 IDEZZE LA, RO
X277 =T 4 fliEFELET,

o FHXAY72 Prime i : abs (X-X" ) FHXIHIZ2 Prime fE2S/ ST E | BRI &< 720 7,

o fHXIA72 Decider fi : abs (Y-Y' ) 2 DOAR—%—/— K® Prime 23R UG, A—%—/ — ROMEIIE
NAEARETDZA 7 L—h—& LT Decider [E2MEH S E7,
77 4=7 4 DX, Day-NiEFATEECTXS LISPXETHY, £ X —F v h¥— EX%ME&'T%'?’\T@
VN IZEHTEET, 774 =7 41 IDBEEINTNDIEAE, BRI A2 RET 572 DIZR — X — OB A E
TENET, HREINLET 7 0 =7 A fERFE LA, R—F— @@%@u%ﬁmbff K= ) — R OEESENENL AR
ELET,

ZOF T g 0T, AR —F —FRIINNR—F —TOREHTE £,

SD-Access b7 Yy NEBEEIN LIz AT VA ORI p2— A — A TlL, MERALE SR E 721X REEc 5
WCT 74 =74 IDDBHREINET, HEOVA DA F—Fy NMIT 7 BATEET, HEHZESS T 7«
=74 IDTC, AV F XV NNFT7 497D/ a—RARYE— FR—F—5BIRTAHILHIICHETXET,

AS-Path 7Y X R

AS-Path 7' U~ REIRIZ, A= —/—RFEOBGP RETHN, AT T4y 7 DT 77V v I R—F—%kik
RIT 2722 eBGP BT T /3 AT RREZ A XINET, T 74NV M TE, 2047 Y a AT/ >TOE
T, REILZ Day-NEHATEFEEN, LAY INL FF TV —7 7u—% L TRESNTZTITD eBGP 72T
RANZAXFTHIHICHEETEET,

IOF T a Nt TRTCDAALTDOLA Y 3 R—F—THHTEET,
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TCP MSS #f%#

Cisco SD-Access Tlt., =V RARA » FF—ZDEREICT7 77U v 27 VXLAN I P/ EMER SN Ed, Zoh
TN LY, Dy R B0 NS DA — =~y RPBIMEN, 777 A METE R0 ET, Uy
VR MTU IZx s TE R WEB T, TCP MSS Fi#rEAMHHAL T, TCP vy a > TCASIMIU Z@EH L F1,

TCP MSS Fi#RkREIX, 77 7V v Z=—F Y AN F— b U2 FEF LA VYIANRE TS X —T 2 AT
BETEET, F—F—THEDNTBEELE, TRXTOLAYI A HF—T =2 AZZOMEPEHEINET,

ZOFTvat 3EHOLVA Y 3R—F—F XTTHMATGET, Day-N EAPICAEE T £,

VNDOT vV h—
HIOMSRB 7 v a v THALIZL 12, WNT U= v 7 alat L TL7Z&EW,

o % VN DHNEE : DMZ ~DFT AN T 7 4 v 78 FEDNVINDANBIOE N7 77V v 7% A b &
fRELET,

e DT 7TV v YA FTHRLYT Xy b IPT FLRZEMEZRFL XOHEHIK L ET,

e v b
1.R—=F—/)—Féaryro— 7L —r/)—FKiE Torh—9A Mo ERlFaesr—y a3 T $9,

2VNIZ. 1250777V 7% A MIOLT o H—TEFET,
3.7 YA T o=V TH A FEDY—LL A TAFLRA B—I IV R— PSRN TWERA,

4.Catalyst 9800 VA ¥ L 2= b —FF, HZRK16 D bo—L FL—y J— R X7 &Y R—FLTWET
D, TrA—PA FPERELTERNEIIITLTIEINY,

5. % DOVN DT o H— VN ~DOEFI I R—FENTHOERA, WNT U=V IR EL, FV—r 74— K
VN B C9,

Dk arTiE, 777V v 7Y A b Cisco-building-24 [ZBEEST T SN IP T RL AT —LaEfEHLTT v
71— VN Z{Epk L, Cisco-building-9 &\ 5 4 RIDRIDO T 77V v 7% A N THEHAT 2 HEEZHILET,

FNE1, 7> Hh— VN OERL

AT 71 EEBIHAEZA=a—TAar%27 Vv LT [Provision] > [Virtual Networks] DJIEIZER L |
T—T7 N E 2 —IZAHE L THh 5 [Create Layer 3 Virtual Networks] #27 UV v 7 LE7,
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il Catalyst Center B 5 (@ Q ~

Fabric Sites Virtual Networks Transits E

Fabric Site: £5 Global

Loyer 2 AnycatGotoways _ Exanet Potcs

) Create Layer 3 Virtual Networks | More Actions A3 OF: ADF 29, 2024 246 PM (¥

0 selected
Layer 3 Viruai Network = Layer 3 VNID Health Scare Anycast Gateways Associated Fabric Sites Associatea Fabric Zones Nultieast-Enabied Fobrie Sites
DEFAULT_VN 4098 - 0 ] 0 -
O INFRA_VN 4097 - 10 3 2 -
O wa 4099 50% 12 2 1 3
O wnz_p 2101 - 0 1 0 -
O wNi_s 4102 - 0 0 0 -
VNa_S 4103 -- 0 0 0 -
VNS 4104 66% 4 1 1 -
O VN_EMP 4109 100% 2 1 1 2
@ VN_Guest 4108 100% 1 1 1 -
9 Records) Show Records: 100v 1 -9 ()

A7 v 7 2. FHLWVNAnchor_ VN Z{ER L Th 5, [Next] #27 VU v 7 LT,

Catalyst Center Create Layer 3 Virtual Networks

Layer 3 Virtual Networks

Provide a name for each Layer 3 Virtual Network.
Optionally, associate a Layer 3 Virtual Network with a vMange Service VPN,

Layer 3 Virtual Netwo
Anchor_VN
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A5 w7 3. Cisco-building-24 %7 > 1 —H% A MIEEEMITTHL [Next] 227 Vv 7 L, V=77 a0—%5
TLTHRZ &R LET,

= Uyl Catalyst Center Create Layer 3 Virtual Networks Ay Q & @ 4L 0 maglev v

= asco

Fabric Sites and Fabric Zones (Optional)

A Layer 3 Virtual Network can be assigned to multiple Fabric Sites and Fabric Zones. They can also be assigned to parent Fabric Sites without being assigned to a Fabric Zone within the Site. A Layer 3 Virtual Network
can also be created without assigning it to a Fabric Site or Fabric Zone.

Layer 3 Virtual Network Fabric Sites
Anchor_WN

iGisco-buigiing-2¢

i Sites Select Fabnie Zenes

b Anchor_VN ZENZT BRI, 777V v 7 ) — 2 ZBEMTRNTL &,

27 w7 4. [Virtual Networks] 7 ¢ o~ R 7IZEREY . H LW VN [Anchor_VN] F = v 7Ry 7 A& F 12 LT
5. [More Actions] > [Anchor to a Fabric Site] DJEIZZ UV v 7 LTH A7 ZRELE7,

= luihe Catalyst Center ¥

Fabric Sites  Virtual Networks ~ Transits = H

Fabric Site: &h Global

Layer? Anycast Gateways ~ Extranet Policies

1, Export {

N
1 selected (D (D Create Layer 3 Virtual Networks  More Actions ~ As of: Apr 29,2024 301 PM (3
-] Layer 3 Virtual Network ~ 1 Anchor to a Fabric Site Anycast Gateways Assoclated Fabric Sites. Assoclated Fabric Zones Multicast-Enabled Fabric Sites
Anchor_vN ] 1 o
. ait Fabric Site and Fabric Zone Assoclations
[  DEFAULT_VN 0 0 o
O INFRA_VN 10 3 2
0w 4089 - 12 2 1 3
0 VN2_P 4101 - 0 1 0
0O wNas 4102 - 0 0 o
0O nNas 4103 - 0 0 o
0O s 4104 66% 4 1 1
() VN_EMP 4108 100% 2 1 1 2
[m] VN_Guest 4108 100% 1 1 1
10 Recor(s Show Records: 10 % 1 - 10 ()

ATy 75, FAIPETTHE Anchor VN (IZH LT =T A avBEmEnEd, 713z
Vo7 L, Trh—%A MEREFRRLET,
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= . Catalyst Center

Fabric Sites Virtual Networks Transits [+ -

Fabric Site: & Global

Layer 2 Anycast Gateways Extranet Policies

1, Export
v
0 selected () (7) Create Layer 3 Virtual Networks  More Actians AS of: Apr 29, 2024 317 PM 3
() Laver 3 Virual Networe ~ Layer 3 VNI Heath Seare Anycast Gateways Associated Fabric Sites Associated Fabric Zones Multicas1-Enabled Fanric Sites
() Anchor_VN 4100 - o 1 [
Anchored at Fabric Site: Global/Milpitas/Cisco-buidling-24 o o N
[w] INFRA_VN 4097 - 10 3 2
o v 4099 -- 12 2 1 3
O wNz_p 4101 - o 1 )
[m] VN3_S 4102 - 0 0 0
O wvNas 4103 - 0 0 o
O wns 4104 66% 4 1 1
O vN_EMP 4108 100% 2 1 1 2
O VN_Guest 4108 100% 1 1 1
10 Record( Show Records: 10 ~ 1-10 (]

AT 76, T=—F X AT — b U= EERL, T H—VNODIP F— L %ZBMLET,

VNM®T U A—VN ELTEREEIND &, BEMTONTZTXTOIP A b T o h—8N, 7=V 7% Ak
MHEIRL TEHTEET,

To—F Y AN b A DIEROEZ a5 L, Anchor VN IZH i LW =—F% ¥ X N —ho=A %1E
KLET,

o ELEMIZHDA=a—T A4 2% Y 2 LT [Design] > [Network Settings] ®JIAIZiER L. [IP Address
Pools] # 7% 27 V v 27 LC» 5, Building-24-Anchor ® IP 7— L2 K LEd ([FE2: 777V v 7
A MHIP 77— L DOTHK ] 258R) ,

= b Catalyst Center Design / Network Settings * Q O G ) Q maglev

Servers Device Credentials IP Address Pools Wireless Telemetry Security and Trust

), Find Hierarchy Catalyst Center supports IPv4 and IPv6 cual-stack IP address pools. E =
Search Help

Subnet Type -
lon we [ ve  oval-stack

Australia

IP Address Pools (9) Take a Tour
2 Detroit
i Florids OSelected  Reserve IP Pool More Actians Asof: Apr 29, 2024 519 PM [
Ford ; ) )
Name ~ Tyoe 1Pv4 Subnet 1Pue Used (D) IPVE Subnet 1pv6 Usea () Innerited from Actlons
4 Fremant
i Milpitas
B Clsco-buidling-24 ) Building-24-AP Generic 110.4.120.0/24 100% G
% Floar-1
Bullding-24-Anchor Generic 2.1.128.0/18 100% @
Floar-2 -
Clsco-bulkding=23 O  Building-24-Critical Generic 4.1.192.0/24 100% ©
4 San Jose
YR O Building-24-EN Generic 110.4,60.0/24 100% ©
i Test - ;
O  Building-24-Emp Generic 4.1.64.0/18 100% @
O Bullding-24-Guest Generic 4.1.0.0/18 100% ©
m] Bullding-24-13 Generic 110.4.100.0/24 1% O
) Building-24-Lan LAN 110.4.0.0/24 8%
) Building-24-RP Generic 110.4.224.0/24 100% @

o T=—F ¥y X MF— U x=A %Z{ERL L. Cisco-building-24 © Anchor_VN (238 L £,
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= Uil Catalyst Center

Fabric Sites Virtual Networks Transits ad H

Fabric Site: &) Cisco-buidling-24

Layer 3 Layer 2 WEUNLEECHICIEVER Extranet Policies

) Export {5
W
0 selected () (5) Create Anycast Gateways More Actions AS of: Apr 29, 2024 5:21 PM £
O Anyeast Gateways = Associated VLAN Name Associated VLAN 1D Associated Layer 3 Virtus! Network Fabric Enbled Wireless Layer 2 Flooding Critical VLAN IB-Directed Brosdcast TCP WSS Adjustment Securlty Group
l:l 110.4.120.1 110_4_120_0-INFRA_VN 1021 INFRA_VN - - - - o
D 110.4.60.1 110_4_60_0-INFRA_VN 102z INFRA_VN - - - - ]
4.0 410 0-VN Guest 10 N Gue - 0
o 411281 4_1_128_0-Anchar_VN 1030 Anchor_VN -- - - o
(] 4,1.1921 CRITICAL_VLAN 1029 Anchor_VN - - ]
(] 4.1.64.1 4_1_64_0-VN_EMP 1027 VN_EMP - - o
& Record! Show R o

T =Y A h~DT o H— NN & T v —F— VDB

o777V vy %A MIBEHILET, ZOfITIE, Blo7 77U 27431 | Cisco-Building-9 #ff L T et
A &EHHA L £, Cisco-Building-9 (21X, 2 >or—n/)L 2> be—L FL—r /—FK (IP:233.11 BLW
2.3.3.12) . HHOTZ YY) — R, BIO125OAZ > F71r2 09800 VA YL Aary tu—In3H0 £,

A7 1. EEBchHHA=2—TA2%27 Y v LT [Provision] > [Fabric Sites] DJIEIZI®IN L, 45 E
DT —TNEa—TAar%27 1 v7 L, [Cisco- Building-9] 7% A N > 7 %27 U w7 LTh
5. [Layer 3 Virtual Networks] ¥ 7% 27 U v 7 L$7,

A7 > 7 2. [Add Existing Layer 3 Virtual Networks] #27 V v 27 L., AF A KA XA > T [Anchor_VN] %
A LT[Add] 227 ) v/ L, V=7 7nu—%25%T L THX A7 ZRELET,
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Catalyst Center

sbrc Stes | Cisco-buling-9
Cisco-building-9  view site Hierarchy  Site Actions Assign one or more Layer 3 Virtual Networks to the Fabric Site.
Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virtual Networks Anycast Gateways Wireless SSIDs Authentication Tem
— Assign one or more Layer 3 Virtual Networks to the Fabric Site
- Anchor_VN X
1 Selected
0 selected () (3) Create Layer 3 Virtual Networks | () Add Existing Layer 3 Virtual Networks [More Actions
B Vinval Nework -
o Layer 3 Virtual Network Layer 3 VNID Health Score () Anycast Gateway|
Anchor VN &
O NFRAWN 4097 - 2
a DEFAULT_VN
o v 2099 == 4
O VNZ_P
[m] VNS 4104 66% 2
WNa_s
O VNa_s
O VN_EMP

HATNRETTHE, Anchor_VN 25, 7> —¥% 1 k& LT Cisco-building-24 #5457 1—T A4 a2 &

EhiZBmEhEd,

Catalyst Center

Provision / SD-Access

bric Si 1 Cisco-building-9
Cisco-building-9  view sie Hierarchy ~ site Actions ~
Fabric Infrastructore  Layer 3 Vintual Networks  Layer 2 Virtusl Networks  Anycast Gateways  Wireless SSIDs  Authentication Template  Port Assignment
ot Export {3
v
1 selected () Create Layer 3 Virtual Networks () Add Existing Layer 3 Virtual Networks  More Actions As of: Apr 29, 2024 530 PM 3
B Layer 3 Vietual Network - Layer 3NID Healih Score Anycast Gataways Associsted Fabric Zones Multicast-Enabiad Fabric Sites
4100 - o o -
4097 - 2 1 -
(m] VN1 4089 - 4 1 1
[ R 4104 66% 2 1 -
4 Recorals) Show Records: 10 v 1-4 ]
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27973, IPT7T RLAZ—L%&BIMLEY, [Anycast Gateways] % 7 (2B #) L T/H5, [Create Anycast
Gateways] #7 U v 7 LE7,

Catalyst Center Provision / SD-Access

Fabric S

Gisco-builoing-9

Cisco-building-9 View Site Hieratchy  Site Actions

Fabric Infrastructure  Layer 3 Virtual Networks  Layer 2 Virtual Networks  Anycast Gateways  Wireless SSIDs  Authentication Template Port Assignment

Create Anycast G

ways [More Actions AS Of: ADI 29, 2024 534 PM Y

O Anycas Gateways = Fesoeiated VLAN Name Assoclatea VLAN ID Associatea Layer 3 Vinusl Network Faoric Enabled wireless Layer 2 Fiacing Criteat vLAN 1p-Directea Broadcast TCP MSS Agustment Securny Group

O 231219 2_3_121_0-INFRA_VN 1022 INFRA_VN - - - - 0 -

O 23601 2.3_60_0-INFRA_VN 1021 INFRA_VN - - - . o ;

g 8o 5_1_0_0-vN1 1027 i - . - 1250 Developers
3060:1 10 ° P

. 8.1.0.1

O ok 6_1_0_0-UNS 1029 s 0 BYOD

O 6.1.192.1 GRITIGAL_VLAN 1052 VN1 - - 1250 -

O 611931 5_1_193_0-VN1 1087 w1 - - -~ o -

O &l 5_1_64_0-VN1 1025 N1 - - - o Employees
3020:1 =164 ploy

O &resd 6_1._64_0-VNS 1028 NS - - - 1300 Developers
3020:11

8 Recora(s) Show Records: 10 v 1 -8 o

AT w7 4. [Anchor_VN] ZER L £9,

Catalyst Center Create Anycast Gateways

Layer 3 Virtual Networks

Select the Layer 3 Virtual Networks that will be configured with Anycast Gateways.
Layer 2 Virtual Networks will be automatically created and associated with the Layer
3 Virtual Networks

Q Search
Add A 3 Unselected Remove All Selected
INFRA_VN > Anchor_wN
VN1
VNS

J Exit Al changes soved Review =3

[Anchor_VUN] IZBINITE B2DIET v I —F =)L DR T,
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Create Anycast Gateways

- (0 \P-Directed Broadcast (D Intra-Subnet Routing (0 TCP MSS Adjustment

Building-24-Anchor [4.1.128.0/18]

Building-24-Critical [4.1.182.0/24 Tratfie Type:
Se Groups —
N wame VLAN 10 Data ecurity Group: 0 Gritical VLAN

it All changes saved Review Back

AT w7 5. S EM % FF> Building-24-Anchor 7 — /L ZBIL, V—27 7uo—%5% T L£7,

AT v 7 6. Cisco-building-9 »7 77 ) v/ Ty /) — KT, HLINTZ4ODLISP Yy aZERL
F4., HAID 2 SlE Cisco-building-9 7w — /)L = fha—L FL— L THYEN, RV D 25
I% Cisco-building-24 7> 71— =2 ha—)b FL— 2 THESLENET,

TB2-FE2#show Lisp session

Sessions for VRF default, total: 4, established: 4

Peer State Up/Down In/0ut Users
2.3.3.11:4342 Up 3d1@h 1343/5508 42
2.3.3.12:4342 Up 3d1@h 13477553 42

110.4.0.62:4342 Up eo:ee:25 bb/5 5
119.4.8.63:4342 Up 00:00:82 66/5 5

BB e AR SNEY A PO oDIC, Fu—N —F 4 TF—TADT v h—Y A MehDdar
fa—n7L—r /) —KEAR—%—/— KD loopbackQ 1 > % —7 = A AT RLA~OHRHNL— RHDH T &

MR LES, Toh—%A MZhdar hrm—nFLr—r ) — FeR—F¥—/— N2, loopback0 1 &% —7 =
AAT RVAR Zy V~OHRB2LV— b bHD £7,

ATy T. RSNV A Fo SSID 2T v —7— L& BEMT E T,

T A== iE, A EINTZYA NOFRI FA T R ULV LRI ZA4 T bOBFIERATEET,

AT T8 UAYXYVARITIAT LV OT v hH—T—=VE2FEHT DX, 7 —7—/1d [Configuration
Attributes] @ [Fabric-Enabled Wireless] = v 7 R v 7 A% A4 2 LET,
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Configuration Attributes

Each Layer 3 Virtual Network can be assigned one or more Anycast Gateways. An
Anycast Gateway has an associated VLAN and Layer 2 Virtual Network. Each of
these has multiple configuration parameters and attributes.

Layer 3 Virtual Network Detalls
) Search Layer 3 Virtual Network Anchor_VN
LAYER 3 VIRTUAL NETWORKS

&h .../San J...co-building-9

ANYCAST GATEWAY
| Anchor_VN
(0 IP-Directed Broadcast (0 TCP MSS Adjustment
VLAN
VLAN Name VLAN ID Traffic Type
i 128 0-A 2 106 Security Groups v
shaols i Opata O Voice i s
LAYER 2 VIRTUAL NETWORK
Fabric-Enabled Wireless [ Layer 2 Flooding () Multiple IP-to-MAC Addresses (Wireless Bridged-Network Virtual Machine)

AT T 9. A=a—T A aLRH )5 [Provision] > [Fabric Sites] DJEIZEIR L TH EDT—7 A E 2—7T
A aru7 Y v7 L., [Cisco-Building-9] 7% 2 U > 7 %27 1V v~ 7 LT [Wireless SSIDs] # 7
#7V w7 LT, 7T h—7—/,L% SSID ASR-Guest |ZBHEfHTTH A7 # R L £,

Fabric Sites / Cisco-building-9

Cisco-building-9 View Site Hlerarchy  Site Actions

Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virtual Networks Anycast Gateways Wireless SSIDs Authentication Template Port Assignment

(i) Incase of Aire0S and Catalyst 9600 controllers, If there is a change In SSID configuration under Network settings, please re-provision the device

() Enable Wireless Multicast ()

[l
SSID Name Type Security Traffic Type Address Pool Security Group
Chocse Poal Assign SGT
ASR-ENTERPRISE Enterprise WPAZ Enterprise Voice + Data 6_1_64_0-VN1 @ v Developers @ v
ASR-GUEST Guest Open Data Chigose Pl ~ Assign SGT v
('{u I
CRITICAL_VLAN -
ECA Enterprise WPAZ Enterprise Voice + Data - Assign SG e
4008
4_1_128_0-Anchor_VN
5 1.128_0-Anchor SGT v
ASR-PSK Enterprise WPA2+WPA3 Personal Voice + Data 4005 Assign SG
6_1_193_0-VN1
6_1_64_0-VN1
4 Record(s) Show Records: 25 ~ 1-4 (1]

A7 27 10. show wireless fabric summary 2~ F#&{#H L T, Cisco-Building-9 ®7V 1 ¥ L A= |
B—J%MEELET, AX U RT Ry UL LR arybr—JF RKOar hr—L7L—r
J— &R LET,

o default-control-plane iz — %/ 2 hu—L 7L —2Th Y . Fabric-Enabled Wireless g2 A
Nl TNDHTRTOr—INET AN (LAFV2ELATI) ICLoTHEMERET,

o Milpitas_Cisco-bu_e087e /X, 7 % —# 1 I Cisco-building-24 »=> to—L 7L —> /) — KTT,
Trh—T =Nk s A MHEEMT SR ET,
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katar-faniu-ewle#show wireless fabric summary

Fabric Status : Enabled

Control-plane:

IP-address Status

default-control-plane —=laale 2fbc7f
default-control-plane .3.3. 2fbc7f
Milpitas_Clsco-bu_edd/e 4.8, b ct9vda42eccb4dad
Milpitas_Cisco-bu_e@87e 4.8, cf90d442@8ccb45ad

Fabric WNID Mapping:
Subnet Control plane name

default—control-plane

Controel plane name

default-control-plane
default-control-plane
default-control-plane
default-control-plane
default-control-plane
default-control-plane
default-control-plane
default-control-plane
dafault—rantral-nlans

Milpitas_Cisco-bu_e@87e

6_1_64_@-VN1
6_1_64_@-WN5

_1_193_@-WN1

RITICAL_VLAN
_3_6@_0-INFRA_VN

I 171 _A-TNFRA VN
_1_128_@-Anchor_VN 16201

q - 5
&ﬂ&&&&&&&&

savVesseesss
she s e e
SN e®
LN ®

6,
C
2
?
4

27 v 7 11. ASR-Guest & ) ZFiD WLAN O AT —H 2 ZfEET A2, show fabric wlan summary
av U REFHLET,

katar-faniu-ewlc#show fabric wlan summ
Mumber of Fabric wlanm : 2

WLAN Profile Name Status

17  ASR-ENTERP_Global_F_eec@5e51 ASR-ENTERPRISE
20  ASR-GUEST profile ASR-GUEST

7957 4 W VLAN D=—F % X b — h T =1 DERL
FI7HNVETIE, Xy hT—2 T 7EA T34 A2 (NAD) MiREHFRH#D RADIUS P — —(ZHFETEX WA,
NAD IZEH SV TV DH LWA A MIRFECTE T, Ry NV =7 ~D7 7 v R IR EEAL, 7 VT 4 IR
AE, AAA KR Y — F72IEEIZZ VT 4 IV VLAN & HIEEN D T 7 & ARGERGE A /X AKREIZ. RADIUS
P—=R=RFEHTERN (XL TWVDB) ZBHEICHEED VLAN ETORy NU—I T 7B A ZHFRILET,

NAD (X, R— MIEREENTWDHT Y RRA > b E2FRIFL L D LT 584, &IC. RESN TS RADIUS H—
N—DAT—H A% TF v 7 LET, FIAMTRELZY——=0 1 251X, NAD [THR A FEFRFECTCEET, 72721,
REE A D RADIUS H— =D F X TRMEHRAEET Y U7 1 /L VLAN BEREMN AN 22> TV 5 5A 13, NAD 1
TURBRA L b~DFR Y NI T 7B AZFHFA LT, R"— bEFRFEAT — b#%%&&—xf%éﬁ)74ﬁww
AEAT— MZLET, RADIUS — —HEMHAIGEIZ R oT2e&I2, 2 VT 4 INAFREEAT— DI FA T b
Ry NU—271Zx L CHRBRET D ERH Y £7,

FERIZ, 7 V7 4 1VE 7 VLAN 73— ~ME, RADIUS — N—NEERREIZR S T2 HE . REFADH = VLAN
Z :§§:5§E§ }\ = t:7 /f b4 57 %Ef ;}\»;}]J {f) — é: k— (J: D ‘z:‘igéé He l_/ 335 -ag-o
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Cisco SD-Access Tix. 7 U ¢ /L5 —% VLAN (2 VLAN 4 CRITICAL_VLAN ZfifH LT, 7V F 1 AL EH
VLAN (Z VLAN ID 2046 @ VIOCE_VLAN #fEH L E7, EHTHZLIETEERA, 777U v 7% A MIIE, 1
ODIT VT 4 HNVT—ZVLAN & 125D 7 VT 4 VTR VLAN Oz &b LN TEEd, 7V T 4 WLEs
VLAN 2046 |3, T 74/ FTITRTCOT7 7 7Y v 7 2o VICERENSES VLAN THLH Y £7, LER-T, 7
U 4 IAEH VLAN Z B RIICER T A2 M4BTI H Y A, Z2uE,. FCVLAN REFRBIONZ VT 4 hVEFH
VLAN YR — F Ol FIZHEH IND720TT, Tl LV, RADIUS r— N—EHAFTEEN E 5 cBfR7e <. &i
R R Y NT—JIZT 7 BATED L) 0ET,

IP EFEN FEICE i S, v 7 by 7D IP EREICER SN TWA RO KA > FTh 5 Cisco SD-Access
dotix ¥ /VF KA A v/ —A T, Radius — S—NF 7 LTWAEE, IPEFEITZ VT 1 LSS VLAN 27 LT
B tX 7 72 AT SN, v by AI7 VT 4 AT —Z VLAN 24 L CHIRFE 7 78 A2 FF A LET,

27 w7 1. [Network Setting] 7 4 > K7 . Cisco-building-24 122 2OHLWIP 7 RL AT — L% T
Lij‘o

X 46. HBEART—FVLAN BEOEFEFREVLAN Do=—F ¥ XA b — b= B, 777V v 7 ¥ A b Cisco-building-24

Design / Network Settings
S Dev: denti IP Address Pools ~ Wireless ~ Telemetry  Security and Trust
i Find Hierarchy Catalyst Genter supports IPv4 and IPVE dual-stack IP address pools. E =
search Help
Subnet T, v
vemn T e [ T
Australia
IP Address Pools (10) Take a Tour
Detr
Florida 0 Selected  Reserve IP Pool  More Actions
For
s Type PviSubret  pvaused (O IPvESubnet  ipvsUsed m O Actons

| ) Buldling-24-Critical-Vocie  Generic 4.1.193.0/24 | 1% G

( g 00%
(J  Building-24-Anchor Generic 4.1.128.0/18 100% C
aaaaaaaaa
Test | ] Bullding-2a-Critical Generic 4.1.192.0/24 | 1% G
O Building-24-EN Generic 110.4.60.0/24 100% @
O Building-24-Emp Generic
() Bullding-24-Guest Generic 4.1.0.0/18 100% @
O uliding-24-13 Generic 110.4.100.0/24 1% QO
D Building-24-Lan LAN 110.4.0.0/24 8%
] Building-24-RP Generic 110.4.224.0/24 100% ©

AT oS 2 A=ma—TAaLRHF 5, [Provision] > [Virtual Networks] DJIEIZEIR L, A LT —7 1
Ca—T7A4ar%7 )y 7 LET,

A7 v 7 3. [Anycast Gateways] # 7% 2~ U » 7 LT, [Create Anycast Gateways] 7 U v 7 L C
[Anchor_VN] #3R L 9,

25 w7 4. [Critical VLAN] F = v 7Ry 7 A% A N2 LT, 2507 — /L& BMLET,
o JUFT4HAVLAN (EF 77 4 v 27 ) o VLANZA L VLANID (34 A X~ A XA T&EH A,
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Catalyst Center reate Anycast Gateways

Configuration Attributes

Each Layer 3 Virtual Netwark can be assigned one or more Anycast Gateways. An
Anycast Gateway has an associated VLAN and Layer 2 Virtual Network. Each of
these has multip! nfiguration parameters and attributes.

Layer 3 Virtual Network Details

Q, Search Layer 3 Virtual Network:  Anchor_VN
LAYER 3 VIRTUAL NETWORKS

&b -../Milpl...0-buldling-24

ANYGAST GATEWAY \9)
Anchor_WN (-] -
: P Address Pool

/San J...co-buliding-9

& 24 . 5 v .

Buldiing-24-Critical-Vacle [4.1.19... G () IP-Directed Broadcast () intra-Subnet Routing () TcP MSS Adjustment
Anchor_VN

VLAN

VLAN Kame Traffc Typa

N " ., Security Groups
‘ VLAN 1D (paa  © Voice v Grou ® Critical VLAN
LAYER 2 VIRTUAL NETWORK
() Fabric-Enabled Wirelass (] Layer 2 Flooding () (] Multiple IP-to-MAG Addresses (Wireless Bridged-Network Virtual Machine)

Bt Al changes saved Review e -

o ZUF4HANVLAN (F—Z 57427 M) . VLANZIZH AZ~A X Tx%H A, VLANID (IHHEET
xF7,

= s Catalyst Center Create Anycast Gateways

magley

Configuration Attributes
Each Layer 3 Virtual Netwark can be assigned ene or more Anycast Gateways. An
Anyeast Gateway has an associated VLAN and Layer 2 Virtual Network. Each of
these has multiple configuration parameters and attributes.

Q sesren

LAYER 3 VIRTUAL NETWORKS

ANYCAST GATEWAY : (

&h --/Milpi...o-buidling-24
P Address Poal

Anchor_WN fiding- 24-Griti v -

& ° Bullding-24-Critical [4.1.192.0/24] ¢ () IP-Directed Broadcast [ intra-Subnet Routing ([ TGP MSS Adjustment
./San J...co-bullding-9
Anchor_vN
- VLAN

VLAN Narm VLAN D ratfic Type
CRITIGAL VLAY i Ooaa O voice U Grous ~ @ Gritcal VLAN

@ Auto generate VLAN name

LAYER 2 VIRTUAL NETWORK

() Fabric-Enabled Wireless () Layer 2 Flooding (O Multiple IP-to-MAC Addresses (Wireless Bridged-Network Virtual Machine}

27y 76, [Next] 27V >/ LCU—r70—%5%T L, ¥AZZREHLET,
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* Q o @ & ) maglev
Fabric Sites Virtual Networks Transits B8 .

Fabric Site: & Gisco-bulaling-24
Layer3 Layer 2 Extranet Policies
1, Export {5
W
0 sel reate Anycast Gatewsys  More Actions
(@] Associated VLAN Name Associated VLAN 1D Assoclated Layer 3 Virtual Netwark Fabric Enabled Wirsless Layer 2 Floading Griical VLAN IP-Directed Broadcast TGP MSS Adiustment Securlty Group
O 1041200 110_4_120_0-INFRA_VN 1021 INFRA_VN - - - - o
O 110.4.601 110_4_60_0-INFRA_VN 1022 INFRA_VN - - - - o
0 4ren 4_1_0_0-VN_Guest 1028 VN_Guest - o
O 411281 4_1_12B_0-Anchor_VN 1030 Anchor_WN - - - o
[WEERRETR] CRITICAL_VLAN 2400 Anehor_WN -- - - 0
O 411831 VOICE_VLAN 2046 Anchor_WN - - - o
O 4rean 4_1_64_0-VN_EMP 1027 VN_EMP
7 Racordls) Show Records: 10~ 1-7 (]

(FFav) C9800 VAL RAay hu—gnFuya=r
o7t R, V7Y v IRETVA YL A v —F L LT C9800 TN, AERBEIMT A LIEREYTT
W7,

AIOEZ v aryTRHALEZELOIC, AZ U RT7 a0l C9800 V-1 ¥ 1A= hu—7 (L, Catalyst Center |Z
LR — NI T L aT T AP R— DO TENTWET, Cisco SD-Access DEHTT7 77U v 757 A
YL Rary o —5FHT0TT YA YL A3 ba—F L LTEMTEET,

C9800 VA YL Aoy bu—F R EMTIT-ODO— R AT v FIIRO LB T,

1. SSID TIVA VLA Xy hT—2 TuZyrANVEERLET ( [UA YL A SSID O%IE] 25H) |
2. C9800 T A AL T rEeYa =7 LET,
3. C8B00 T A AT 7T Vv r (777 Vv IxETIA Y LAy ba—7) ([ZEMLET,

ok v arOFNATIE, Floor-1 ZE 3 57-HIZ, C9800 V1 ¥ L XA = kr—7 % Cisco-Building-9
T777 VoIV, MY a = I T HECOWCHALET, 20777 Y v 7% A MMZiL, Floor-2 2%
HTA2U94Y L Aay ba—908 3T TIZHV 9, SSID ZHHoFRy hU—7 7 a7 7 AWE, T TITEMEINTY
i‘é‘o

FIE 1, C9800 7/ 1 2Dkt

27T 1. EEBCHDHA=a—T (2% 2 LT [Tools] > [Discovery] Z#&iR L. £ Lo [Add
Discoveryl #7 U v 7 L¥7,
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Tools [ Discovery / Dashboard T

Takeatour (T Export As ol Jun 10,2024 12:02PM
Type Status 1P Address/Range Reachable Devices Actions
Manager
Template Hub IP Address/Range @ Completed 110.6.1.1-110.6.1.1 1
Model Config Editor . 210943 26
IP Address/Range © Completed 110.210.243.26-110.210.243.26 1
Wide Area Bonjour
IP Address/Range © Completed 110.4.0.62-110.4.0.63 2
Security Advisol
Field Notices IP Address/Range © Completed 110.4.0.62-110.4.0.63 2
Reports
IP Address/Range © Completed 2.3.3.3-2.3.3.4 2
Network Bug Identifier
Explore IP Address/Range © Completed 110.210.243.25-110.210.243.25 1
IP Address/Range © Completed 110.9.2.1-110.8.2.1 1

A7y 72 IPIEHREZANLET,

Discover Devices

Begin by naming this discovery job. Then select your preferred type of discovery. The discovered devices can be assigned to a site later in this workflow. Access Points associated with
discovered wireless controllers will be automatically added to Inventory.

Discovery Job Name™
9800

DISCOVERY TYPE

COP @ IP Address Range () LLDP () CIDR

This workflow is used to dis

Br oo Network Devices. Third party devices can be manually added in the inventary page.

IP ADDRESS RANGE

Starting IF Address™ Ending IP Address* °

110.9.2.1 110.9.2.1

PREFERRED MANAGEMENT IP ADDRESS

© None () Use Loopback (If Applicable)

BN e N UYL R IP 1L C9800 734 A THRETAMENRH Y, DHCP THIV Y ToHNA-IP T R
VAMERTE 8 A,

27 v 7 3. [CLI]. [SNMP]. ¥ X0 [Netconf] ICHEDLERIGERAE AL, X A7 ZBBLET,
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Provide Credentials

(1) Global credentials are provided only for ease of use when entering credentials. At the device level, only the device-specific credentlals are saved. The device-to-global-credentlals association Isn't saved

Next, confirm the credentials that Catalyst Center uses for the devices it discovers. At least one CLI credential and one SNMP credential are required. You can have a maximum of five global credentials
and cone task-speclfic credentlal for each type. Optlonally, you can update SNMP properties and protocols used for CLI

cul (1)

f your network contains 10 based wireless controllers,

ase enter the port that should be used for discovery and the enabling of wireless services on these controllers.Select from

SNMP existing ports or add new ones, You can add either 3 job spe global port

SNMPvZc Read (
> 20 Fac Q) We recommend using port number 830. Do not use standard ports like 22, 80, 8080.

SNMPV2¢ Write (0)
EXISTING GLOBAL NETCONF PORT
SNMPY3 (1)
830

I NETCONF (1) 8

e L © Add NETCONF Port
HTTP(S) Read (0)
HTTP(S) Write (D)

Protocol Order

SNMP Poiling Properties

R4 % & . [Discovery] 7 1 > RO 3B £,

All Discoveries

. As of: Jun 10, 2024 12:08 PM £
@ 980 | bate - Jun 10, 2024 12:08 PN (1) ™

® Completed Type: Range Retry Count: 3 Protocol Order: SSH Total Time: 0 minutes 8 seconds View all detalls Re-discover

DEVICE SUMMARY

1 1 0 0
Di Falled  Discarded
v
Ty Export
1P Address = Device Name Status IcMP SNMP cul HTTP(s) NETCONF
110.9.2.1 eWLC-faniu-9840 ° e ° (] (]

A7 v 4. [Inventory] 7 v RUTHRIELET, £EEBICHDA=a—T A2 %21 27 LT [Provision] >
[Inventory] DIEIZZ V v 7 L, T34 A8 [Managed] A7 —H# A2/ >TWDHZ & aMERLET,

= il Catalyst Center Provision / Inventory

= sco

\/ Global All Routers  Switches + Wireless Controliers TS g e O L] 59 H P | O
i Focus: + &
FILTERED BY Devices (2) Focus: Inventory - Take a tour (1t Export %
Unassigned x Q
0 Selected Tag () Add Device Actions 0] As of: Jun 10, 2024 12:14 PM

DEVIGE WORK ITEMS

N Tags Device Name = 1P Address Vendor Reachabilty (0 EoX Status Manageabilty ) Compliance (1) Site Image Version Last Updated
O Unreachable
& Unassigned O O eccwcOl3nisfordcom @  110.210.243.25  Cisco © Reachable © Scan Failed © Managed © Non-Compliant  Assign  17.3.4c 13 hours 30 m

(0 Untagged

eWLC-fanlu-9840 110.8.2.1 Cisco © Reachable & Not Scanned
() Falled Provision

(J Non Compliant

(0 Outdated Software Image

Bl b
1. 74 VB Z2@ATHE, TAAL ZAZ L VRFEICRESTEZ N TEEd, LiLoflTix, Lo [Wireless
Controllers] 227 U v 7 L. Zffloo~A1 > T [Device Work Items] > [Unassigned] DJiEIZZ VU v 7 LE 7,

2.Unassigned /3, 71 ANELEY A MZEID B TOHATWRNWI EEZERLET, B ShzT 1 2T B
U—7 78— TIZHA MZEIDETOENATWEY, £ LD [Globall 227 Y v 27 LTHA MUV FEZET,
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FIE2, YA F~DC9800 DEVYTLTrEYa=7

AT 1. TNRAADF =y 7Ry 7 A%A 2L, [Actions] > [Provision] > [Assign Device to Site] DA
ICEIR L £ 9,

@ Global All Routers  Switches Access Points  Sensors 52 H > O

FILTERED BY Devices (2) Focus: Inventary Take a tour & Export &
Unassigned x Q
1 Selected Tag (i) Add Device .7 Edit Device ) Delete Device Actions ~ @ As of: Jun 10, 2024 1:33 PM
DEVIGE WORK ITEMS
(-] Tags Device Name ~ IP Address Inventory > Q@ EoX Status (1) Manageability (1) Compliance (1) Site Image Version Last Updated

(J Unreachable

Software Image

Unassigned - - 14 hours 49
e 9 o o eccwc013.nis.ford.com @ 110.210.243.25 - - wnaged © Non-Compliant  Assign  17.3.4c

~ Provision > Sync Details

(J) uUntagged Assign Device to Site

o _ Telemetry > 1 hour 14 min
(O Failed Provision @ el eWLC-faniu-9840 110.9.2.1 Provision Device \naged © Compliant Assign  17.14.1 R

— - Device Replacement

(O Non Gompliant < Configure WLC HA

) Out Switch Refresh

() Outdated Software Image Configure WLC Mability

A No Golden Image Compliance

L_J d Manage LED Flash Status

() Failed Image Prechecks More

Factory Reset

(0 under Maintenance

() Security Advisories

A7 w7 2. [Chooseasite] #7 V v/ L%,

Center Provision / Inventory

‘ A To provision subscriptions on devices that have not been discovered with

Assign Device to Site

‘ A Some devices may have design or provision conflicts. Please go to Provis

Serial Number Devices )
- TTM224801M9 eWLC-faniu-9840 n’ﬂ?ﬁ Choose a site
V/ Global
FILTERED BY Devices (2) Focus: Inventoy
Unassigned x Q

1 Selected Tag (¥ Add Devic
DEVICE WORK ITEMS

Ou ho (-] Tags Device Nam
nreachable

Unassigned
L] 9 O Q eccwc013
(0 Untagged
(O Failed Provision (] o eWLC-fani

on Compliant
Non Gi i <

(J) Outdated Software Image
() No Golden Image

(0 Failed Image Prechecks

AT w7 3. %1 b [Cisco-Building-9] #ZIR L, [Save]l &7 Vv 7 LCU—277u—%%ET L, ¥AITEE
BLE9,
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A\ To provision subscriptions on devices that have not been discavered with

Assign Device to Site - eWLC-faniu-9840

A\ some devices may have design or provision confilcts. Please go to Provls

Y Global Q) Search Hierarchy
Search Help
FILTERED BY Devices (2)  Focus: Invento Globa
Australia
Unassigned x Q A

Detroit
1 Selected Tag () Add Devict
DEVICE WORK ITEMS

- @ s Device Nam > & Fou
() Unreachable
Fremont
8 nassigned o < eccwc013. > Milpitas
[0 untagged oy
[ Failed P I IE Cisco-building-9
alled Provision 8 O |
Sunnyvale
() Non Compliant <

(0 Outdated Software Image
[J No Golden Image

() Falled Image Prechecks
([ Under Maintenance

() Security Advisories

cancel -

AT b A FOEID Y THIL, AIO7 o AVXITEASINETA, BFT% [Global] 7> 5 [Cisco-Building-9] 12
W L. [Unassigned] F= v 7Ry 7 A% 472 L TT /A A% L. [Actions] > [Provision] >
[Provision Device] DJIEIZEIR L £,

[ Cisco-building-9 Al Routers  Switches m Access Points  Sensors a2 E %

DEVICE WORK ITEMS Devices (2)  Focus: Inventory -/ Take a tour M Export {8}
() Unreachable Q
(3 unassigned 1Selected Tag (¥ Add Device .7 Edit Device (j) Delete Device Actions ~ © As of: Jun 10, 2024 1:52 PM
Untagged ~ -
o 49 8 s Device Name = 1P Address Vendor Inventory > aws @ Manageabilty (. Compliance (D) Site Image Version Las
1 Fail §
() Failed Provision Softwara Image . N
- e
t eWLC-fanlu-9840 110.8.2.1 Cisco - - © Compliant .../San Jose/Clsco-bullding-9 17.14.1
() Non Complian
- Provision > LI
. Assign Device 10 Site
() Outdated Software Image
katar-fanlu-ewlc Telemetry > ) 2 he
) No Golden Image [m] AAA, BWLC 110.8.3.1 Clsco Provision Device @ Non-Compliant .../Clsco-bullding-9/Floor-2 1714 e
1 3 5 Sy
Device Replacement >
() Falled Image Prechecks Configure WLC HA
< Switch Refresh >
) Under Maintenance Configure WLG Mobility
Compliance :
[ Security Advisories Manage LED Flash Status

More
Factory Reset

27 w7 5. Floor-1 L WHZHID AP D7 T A < | FERGI 28R LE T,
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Network Devices | Provision Devices

~
@ Assign Site o Configuration | 3 ) Feature Templates

I eWLC-faniu-9840 Serial Number

) Summary

(o

\ 4 ) Advanced Configuration |

Devices WLC Role

eWLC-fanlu-9840
© Active Main WLG (

O Anchor

() AP Authorization List

Rolling AP Upgrade

() Enable

A7 w7 6. [Advance SSID configurations] % #4R L TR L £3

Network Devices | Provision Devices

N
@ Assign Site @ Configuration o Feature Templates \ ) Advanced Configuration

Devices
Select devices to fill Feature Template parameters
Q) Search

© eWLC~faniu-9840 (1)

I 2 Advanced SSID Configuration

Summary

Advanced SSID Configuration - Feature Templates

Design Name =~ WLAN Profile Name:

Default Advanced SSID Design ASR-ENTERP_Global_F_eec05e51
Default Advanced SSID Design ASR-PSK_profile

Default Advanced SSID Design ECA_119a9a20c0_profile

Default Advanced SSID Design ASR-GUEST_profile

Showing 4 of 4

Managed AP location(s) ©

* Managing 1 Primary location(s)

## Select Secondary Managed AP Locations

WLAN ID

(F7>ay) .

ssiD

ASR-ENTERPRISE

ASR-PSK

ECA

ASR-GUEST

Edit

Edit

Edit

Edit

Gancel

View

View

View

View

A7 w7 7. [Next] #7 U 2 LT [Advanced Configuration] (47> =3 ) ([ZB&+5E&, CLIT 7 L—Fh

FREETT N TNDT L= RHLMNE I N ERRLET,
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= 47. T — "REEMTONTOWAREICYA FDOJDOTAL ¥ L Ray bua—F D

Network Devices | Provision Devices

P
@ Assign Site @ Configuration @ Feature Templates o Advanced Configuration (5 ) Summary

" r Provision these templates even If they have been deployed before
Devices

Select devices to fill out provis: rameters
clect agvices to Tl out provisioning parsmete Gopy running config 1o startup config

O, Search Export Template Parameters O Import Template Parameters @
ip-mac-binding - variable

show [ @ swccess @ raiea wian_policy_name*

Ip-mac-binding-variable (1) ASR-PSK_profile e

@ katar-faniu-ewlc

A7 v 78. [Next]Z#Z7VU>Z7 L, [Summary] V 1> RUTHELHB L THX AT ZREALET,

FIE3, 777 Vv rkEVA YL A =L LTOT 77 Y v 7% A kD C9800 7 /31 ZDiEM

ATy 71. EEBIGAIA=a—TAar%27 1) v LT [Provision] > [Fabric Site] DJEIZEIR L., FH LD
T—T N a—=TAar%s7 Vv LT, [Cisco-Building-9] 7% A~V 7 %27V v 7 LET,

ATy 2. VAL Aary b ua—F % /21T, [Wireless LAN Controller] &0z L., [Add]Z 27V v 7 L
THRA7 &=REBLET,

Fabric Sitas | Gisco-bullding-9

Cisco-building-9 View Site Hierarchy  Site Actions [+ eWLC-faniu-9840(110.9.2.1)
Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virtual Networks @ Reachable Uptime: 38 days 1 hr 57 mins Device Role: ACCESS
Run Commands ] View 360 Last updated: 25 minutes ago O Refresh
Details Fabric Advisories Configuration Power SFP Modules User Defined Fields Field Notices Potential Field Notices More
Fabric

@ Wireless LAN .:]
Controller

e S G

Gance m

Bt ey b 7770w s arihe—L FL—r Fu b aVCiEESE AT, K777 v
=R o=\ =T 4 T T—=T NI L Ray ha—TF ~DBEDNL— N BFEETHILERDH Y £
T, VA YL A2 be—FDIPT7 RLA~D/NL— NI, R—F =TT X —LVARNHTF—rU=A71 han

(IGP) IZHEAMIND M, &/ — RTHOICREINDIMLERNHY 7, VAL A2 ha—7F%, Cisco SD-
Access N® RLOC T, LISPRLOC Z|ZEr/[HEMET = v 7 Tld, YA VYL A3 ha—F~DEFED/NL— KN T
F—L A THUETT, VAL Rarte—J& 77440 Mr— METIIEZETET ERA,
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Flg4, 777V v27UAYLASSIDDOHE

RATF o1 EFBIHIA=a—TA=2%27 U v 7 LT [Provision] > [Fabric Site] ®JEIZER L, A LD
T—=TNEa—T A a7V v7 LT, [Cisco-Building-9] 7% A ) 7 %27V v L,
[Wireless SSID] # 7% 7 1V w27 LT, IP 7 FLARAZF—)LZROKIRT L 9 ICBE#EA T £9,

Fabric Sites / Cisco-building-8

Cisco-building-9 View Site Hierarchy  Site Actions ~ (1)

Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virtual Networks Anycast Gateways Wireless SSIDs. Authentication Template Part Assignment

(1) In case of AireDS and Catalyst 3800 controllers, If there is a change in SSID configuration under Netwark settings, please re-provision the device. X

(O Enable Wireless Multicast ()

H
SSID Name Type Security Tratfic Type Address Pool Security Group
Choose Pool Assign SGT
ASR-ENTERPRISE Enterprise WPA2 Enterprise Volce + Data 6_1_64_0-VN1 & v Developers M
Choose Pool Assign SGT
ASR-GUEST Guest open Data 4_1.128_0-Anchor VN @ v Guest A
ECA Enterprise WPA2 Enterprise Volce + Data Chaase Pool ™ Assign SGT N
Choose Pool
ASR-PSK Enterprise WPA2+WPA3 Parsonal Voice + Data 6_1_64_0-VNS @ A Assign SGT N
Q
4 Record(s) 4005 Show Records: 25 ¥ 1 -4 < @
6_1_193_0-VN1
6_1_64_0-VN1
4004

2 777U w7 SSIDIX, LAY 3IPF—FEIILAY 2T A FAEEMTONZBICKE L E9,

AT v 7 2. [Enable Wireless Multicast] =y /7Ry 7 A% 4L T, VA YL A3 ha—7 T/ a—
2NV = )FF ¥ A b E— KB IO Internet Group Management Protocol (IGMP) A2 X—t 7
EEMNCLET (A PO F— =L f v L FF v A FRERLETT)

27 w7 3. [Enable Wireless Multicast] ¥~ v 7Ry 7 2% 412 LE T,

®

Information

For optimal performance ensure wired
multicast is also enabled.
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EH

ok varTlE, mURKRA U NOFUR—=T 4T T T I A NOEE, BEERRELEZT T v
7T RA ADRH, B L O Catalyst Center % i U722 %92 Day-N3&EH O FIAIZ DWW CELH L £97,

AP OA4 R — K

AP X, 777V v I OFERIRr —ATY, INLIRT7 7TV v AT TANT I Ty O—ETTN, = KA
VROXdlmy Y —RIZERINET, 20D, T T4 v I =T —ETT, AP X, A— 13— A
Fv NU—J%FHLTCDHCP 7 RLA&2ZEL, TV X —Lb A%y hU—J&HLTIAS YL Aar be—F
WCREHTET, VA YL Rar he—J @M ons &, A——L A Xy NT—2ZHLTIAS VLRI
k—Z|Z X - T Catalyst Center |8 SNEdT, TORT 7 4 v 7 7 —IZWbTD7=012, ZJa—r3L —
T4 T—7/ (GRT) IZ&HD AP 7 xRy vRA— N~ A Ry U7 IZBE#EMT BN ET,

[FNE 1 INFRAVN TOTZ=—F% Y A7 — T A O] TiE, APOZ=—F ¥ AN — My = DREI
NTWET,

= Geo

Catalyst Center

bric Sites | Cisco-buidling-24

CISCO buld\lﬂg 24 View Site Hierarchy  Site Actions

Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virtual Networks Anycast Gateways Wireless SSIDs Authentication Template Port Assignment

0 selected (D (3 Create Anycast Gateways More Actions
B Anycast Gateways ~ IP Address Pool INFRA_VN Pool Type Associated VLAN Name Assoclated VLAN ID Associated Layer 3 Virtual Network Fabric Enabled Wireless Layer 2 Flooding Critical VLAN IP-Directed Broadcast
[0 1040200 110.4.120.0/24  Fabric APs 110_4_120_0-INFRA_VN 1021 INFRA_VN
] 110.4.60.1 110.4.60.0/24 Extended Nodes 110_4_60_0-INFRA_VN 1022 INFRA_VN
g 4101 41,0018 4_1_0_0-VN_Guest 1028 VN_Guest
O 41641 4.1.64.0/18 4_1_64_0-VN_EMP 1027 VN_EMP
sl Re 1 1 o

b2

AP R— L DEIY 4T

Catalyst Center & AP Ofil, VA YL X2 fr—7 L AP O ORIE]

BeMk FRER L ET,

ZDOFIETIE. AP % Cisco-building-24 (24> R—F 17 L.

Common-A 5 1 Common-B iZ2&1 L £7,

Catalyst Center (2L 0, AP ®O HEA L R—F ¢ > 7N AlBEL
ICERE SN TV DA, Autoconf 135734 X% Cisco AP & L CikBIIT 5729
MIELLEEINET, BIORET > 7 L— bk (Fu—XF@RFERE) N7 a— UL ITn5

TR0 FET,

MAABLTA LRIy hr—F N+1 BT

BEET 7 L — h 2% [No Authentication]

Kﬁ%éﬂ\%ﬁéﬂtiyyﬁ%
BAT. &

XaT 7R AP AU R—TFT A VI RRETHRWVIRY, Ty Y ) —ROAAL v FR— "NREZELELTHLENRH Y 7,
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27971, EEWcHHA=a—TAa%27 1 v 27 LT [Provision] > [Fabric Site] DJEIZEIR L., £ LD
T—TNEa—=TAar%7 1Y) v LT|[Cisco-building-24] 7% A N 7 %7V w7 L,

[Port Assignment] ¥ 7% 27 UV v 7 LET,
777Uy 7y Switch-110-4-8 L A #—7 = A RZ O — | [GigabitEthernet1/0/3] ®

Tz IRy I A RO TAHUIZLET, AT 4 RA XA > T [Access Point] &
[Authentication Template] ™ % - 7 [None] #3&iR L. [Update] %27 U v 7 L £,

AT 2

= tuh Catalyst Center 2 maglev v
1 Gisco-buioing-24

Cisco-buidling-24  View Site Hierarchy ~ Site Actions v ©

Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virtual Networks Anycast Gateway Wireless SSIDs Authentication Template Port Assignment

Parts (38)

Q, ‘Searcn Table
1 portls) selected irom |devite( « Mare Actions P
Device Name Tiartace Name Deseription Data VLAN Vaice VLA Authentication Template Gonnected Devica Type stas MAG Agtress Security

0 Switch-110-4-0-8

O Switch-110-2-0-8 FortyGigabitEthernet1/1/1 = Closed Authentication DOWN 24:16:90:15:34:25

(D] Switch-110-4-0-8 FortyGigabitEthernet1/1/2 = Closed Authentication DOWN 24:16:9d:15:34:26

0 Switch-110-4-0-8 GigabitEthermet1/0/1 = Clased Authentication DOWN 24:16:90:15:34:01

O Switch-110-4-0-8 GigabitEthemet/0/2 = Closed Authenticatior DOWN 24:16:90:15:34:02

®  Swich-110-4-0-8 GigabitEthemet1/0/3 = Closed Authentication up 24:16:9d:15:34:03

0O Switeh-110-4-0-8 GigabitEthernet1/0/4 = Closed Authentication DOWN 24:16:96:15:34:04

O Switch-110-4-0-8 bitEthemet] = Closed Authentication - DOWN 24:16:90:15:34:05

[0 Switeh-110-4-0-8 GigablitEt DOWN 24:16:06:15:34:06

(m} GioahitFtharnat1i0/7 DOWN 24:17:9d:15:34:07

now Records: 1 | o

= e Catalyst Center

Fabric Sites 7 Cisco-buidling-24

Cisco-buidling-24

(0 ~ Swilch-110-4-0-8
O  switch-110-4-0-8
(] Swilch-110-4-0-8
O Swikch-110-4-0-8
O Swilch-110-4-0-8
Switch-110-4-0-8
(0 Swilch-110-4-0-8
O sSwitch-110-4-0-8
(0 Switch-110-4-0-8

(=) Switeh-110-4-0-8

AT 7 3.
AT v 4.

View Site Hierarchy ~ Site Actions ~ @

FortyGigabitEthernet1/1/1

FartyGigabitEthernet1/1/2

GigabitEthernet1/0/1

GigabitEthernet1/0/2

GigabitEthernet1/0/3

GigabitEther
GigabitEthernet1 /0/6

GioabitFtharnat] 10/7

(A7 =)

© 2025 Cisco and/or its affiliates. All rights reserved.

SIHIEAR—FERELET,
[Deploy Alll 227 U v 7 L, R—MIHEEEZT v 2 LET,

Q maglev

Configure Port Assignments

Show Ports

Fabric Infrastructure  Layer 3 Virtual Networks  Layer 2 Virtual Networks  Anycast Gateways  Wireless SSIDs  Authentication Template  Port Assignment
Ports (39)
nected Device Type
) Table (@) Access Point
© Trunking
1 port(s) selected from 1 deviee(s) & Configure « More Action: () User Devices and Endpoin
Device Name Interface Name Deseription Data VLAN Voice VLAN

None

Cancel

v
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wlnili Catalvst Conter
tiseo.  Catalyst Center

# Ciseo-bulaling-24

Cisco-buidling-24 View Site Hierarchy  Site Actions v O

Fabric Infrastructure  Layer 3 Virtual Networks  Layer 2 Virtual Networks  Anycast Gateways  Wireless 5SIDs  Authentication Template  Port Assignment
Ports (39)
Q) Search Table =

0 port(s) selected from 0 devica(s) © o [Mare Actions ~

Device Name nterface Name Description Data vLAN Voice VLAN Authentication Template Connected Device Type status MAC Address Security 61
O Switch-110-4-0-8

O Switch-110-4-0-8 FortyGigabitEthernet/1/1 - - = Closed Authentieation - DOWN 24:16:0d:15:34:25

) Switch-110-4-0-8 FortyGigabitEthernet1/1/2 = Closed Authentication DOWN 24:16:00:15:34:26
O Switch-110-4-0-8 GigabitEthernet1/0/1 - - F Closed Authentication = DOWN 24:16:9d:15:34:01

O Switch-110-4-0-8 GigabitEthernet1/0/2 = Closed Authentication DOWN 24:16:90:15:34:02
O Switch-110-4-0-8 GigabitEthernet1/0/3 = 110_4_120_0-INFRA_VN - None Access Point up 24:16:90:15:34:03
(m] Switch-110-4-0-8 GigabitEthemet1/0/4 = Closed Authentication DOWN 24:16:9d:15:34:04
(m] teh-110-4-0-8 GigabitEthemet1/0/5 -- -- = Closed Authentication - DOWN 24:16:90:15:34:05
() Switch-110-4-0-8 GigabltEthemet1/0/6 = Closed Authenticatian DOWN 24:16:90:15:34:06
[ Switch-110-4-0-8 GigahitFthamat1/0/7 - -~ = Closed Authentication - DOWN 24:16:9d:15:34:07

ST Show Records: 10 2 o

FJ[g 2, Catalyst Center PnP 7zt 2|2 k% AP

AT w7 1. CatalystCenterlP 7 7 7V v/ ¥ —7 x4 AIP %53 DHCP #—/3—T AP DHCP %
a—7 DA 7T 3 43 % ACSII {E 5A1D; B2;K4;1120.1.1.1;J80 CTi%E L £9, 120.1.1.1 1%,
#C/x¢ & 912 Catalyst Center @ IP 7 KL AT,

Scope Options _

General | Advanced

Awailable Options Description | ~
[ 040 NIS Domain Name Name of Ne
[J 041 NIS Servers Addresses o

[J 042 NTP Servers Addresses c
043 Vendor Specific Info w
< m >
Data entry

Data: Binary: ASCII:

0000 35 41 31 44 3B 42 32 3B GSALDCEBZ;
0008 4B 34 3B 49 31 32 30 2ZE K4:I120,
0010 31 2E 31 2E 31 3B 44 38 1.1.1:78
nols 30 0

| ok || caneel || ephy

AF oS 2. AP T A A% GNO/B IR LET, A==2—T A aR¥ M5, [Provision] > [Plug and
Play] OEIZER L £,
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Show Records: 25

rk Devices / Plug and Play b+ Q Q  maglev
Auto-refresh: - 30's el
v
o £3 Refresh
Last Contact state Gnboarding Progress (- 1P Address MAG Adgress (2 Source (D She GCreated
Apr 22, 2024 5:58:15 AM © Provisioned 236016 Network Jul 31, 2022 10:43
> Catalog Aug 03, 2023 10:03:18PM  Prov © Provisioned 2312110 14:0F:43:06:AC:20  Network Global/San Jose/Cisco-bul..or-2  Aug 03, 2023 9:46:
Apr 22, 2024 5:54:53 AM @ Provisioned 2.2.60.2 Network Dec 18,2023 11:12
4XS-§ Mar 22, 2024 3:47:50 PM @ Provisioned 110.4.0.66 Network Mar 22, 2024 3:42:"
Apr 04, 2024 7:03:23 PM ® Provisioned 110.4.0.66 Network Apr 04, 2024 6:59:C
Apr 04, 2024 7:03:55 PM oPp ioned 110.4.0.6 Network Apr 04, 2024 6:59:2
4GP4G-E  Apr 22, 2024 11:29:55 AM @ Provisioned 110.5.60.17 Network Apr 10, 2024 5:25:1
-B-K9 Apr 23, 2024 1:00:34 PM Unclaimed % Device is ready to be claimed. 11041208 380EMDBF21:2C  Network Apr 23, 2024 12:59

[Unclaimed] 27 —Z 247 T U NBH LW AP & RO £,
HLWAP OF = v 7Ry 7 A% A2 L, [Actions] > [Claim] DJEIZEIR L £ 9,

AT o7 3.
AT w7 4.

Catalyst Center

il
cisco

> Network Plug and Play Overview

Device Status

Al 2 Unclaimed (1) [CRIEE @ Provisioned (7)

Devices (1)  Focus: Default Auto-refrash: - 30 &
Qy  Search PP devices v
Selected Actions A Add Devices As ef: Aor 23,2024 102 P £ Refresh

e = cam funa Serial Number Product 1D Last Contaet State Onbaarding Progress (i 1P Aderess MAC Address Sowce (0 Ste Createa

@ 4DBF.212C FDW2142813U  AIR-AP28021-B-K9 Apr 23, 2024 1:01:37 PM Unclaimed @ Device is ready to be claimed 110.4.1208  38:0E:4D:BF:21:2C Network - Apr 23,2024 12:59:42 PM

A5 v 5. ClamV—27 70—k, ROREELFEHLET,
[Assign Site] : [Cisco-building-24] & [Floor-2] #i&R L £
[Assign Configuration] > [Radio Frequency Profile] : [Typical] Z&&R L £

[Provision Templates] : 47> 3 >
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Catalyst Center

0 Assign Site 2

3 y : . <
< 4 Summary Assign Site to AP380E.4DBF.212C
Assign Site Select a site - floor or outdoor area managed by Wireless Controller(s)
Devices (1) ) ch H
n el
), Search Table
Device Name Serial Number Product ID Site (Recommended|
APIBOE.4DBF212C FDW2142B13U  AIR-AP2802I-B-K9 Assign

Cancel

e e Assign =
san e Configuration =

Configuration for device name: AP380E . 4DBF.212C

. . . Serial Number FDW2142B13U
Assign Configuration

roduct | AIR-AP28021-B-K3

igned Site Glabal/Milpitas/Cisco- buidling-24/Floor-2

‘ @) There are total of 1 devices missing required configuration. Show devices. AP3BOE.4DBF.212C

A\ 4P Location will not be configured as the assigned site during the claim process. Ta ch:

this setting, go to System -> Set

RADIC FREQUENCY PROFILE
/o Frequency Frofiie

TYPICAL

Devices (1)

AP AUTHENTICATION TYPE: (

Device Wame Serial Number Product ID Assigned Site

be set for aach site in Design > Natwork Settings &5
= AP380E.4DBF.212C FDW2142B13U AIR-AP2802I-B-K9 Global/Mil

A7 o7 6. [Save]l] 27 Vw7 L, [Claim] et A& T LET,

277 EEBIHHIA=a—TA42a%27 1Y 2 L, [Provision] > [Inventory] DNEIZEIR L THER L F 97,
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= dul Catalyst Center

@ Cisco-buidling-24

S Fe ventory v
DEVICE WORK ITEMS Devices (6) S

(O Unreachabl Q  Click here to apply basic or advanced filte

(1) Unassignec 0 Selected  Tag

(O Untagged O we e

(O Failed Provision
@] NA

(1) Non Com

) Quidated Q Cisco

O No Golden Image

(O Failed Image Precheck (@] ) Common_B 110.4.0.63 Cisco

<

(O Under Mainten:

(O Security Advisorie @] ) Switch-110-4-0-3 110.4.0.3 Cisco
(@] Switch 4-0-8 10.4.0 Cisco
(@] Switch 4-0-9 10.4.0 Cisco

AT 078 MMIPIARLTAFYL AT B2 —T T show ap summary 2~ K& H L T Common-B %

LET,

Common_B#show ap summ
Number of APs: 1

CC = Country Code
RD = Regulatory Domain

Slots AP Model Ethernet MAC Radio MAC cC IP Address

AP380E. 4DBF.212C 2 AIR-AP2BR2I-B-K9 3B@e.4dbf.212c @@5d.7315.d300 US -B  118.4.120

FIE3, OTT ETD AP DA HR— K

Provision / Inventory

Reachablity () EoX Status Manageabil

© Reachable Not Available @ Managed
© Reachable 1 alert © Managed
@ Reachable 1 alert © Managed
@ Reachable 3 alerts © Managed
© Reachable @0 alerts At
@ Reachable @0 alerts © Managed

Serlal Number

FDW2142B13

FOC2221Z0EL

FCW2221L0V!

FCW2109FOH!

default location

Catalyst Center (225 AP 4> R—F 1 > 71X CUWN OTT BB CTHAR— SN TEBY, Znix777V v 7 AP
FoR—T 4T ERIUTYT, ZHITIE, AP F—)b ERisnizT7 77U v 7 =y VTOR— FEID ST (A
L UL DEBEEN oW EEA 1T Autoconf) . BE PP o A RME T, 7277 L. FlexConnect OTT T3, &—

MED L TEFETRETOLENHY £

AP [ZHisi T 57 77 ) v 7w PR — M, FlexConnect VLAN F5 7 ¢ v 7 23 a4 5 L 512% A F 14 7 VLAN
ZEHBLTCAT VI R—F L LTRETHHLENDHY £,

X E & BB 512I%, Catalyst Center CLI 7> 7L — 2352 L2 BEIO LET, ZORFBLIVEATA R

T, 7o 7L — MTOWTITERY FIFTnEdA,
to Automate Device configuration Changes] &7 v a v &#&MH L T 72 &V,

T T L— FOFREH

e ap interface : AP IZEfi STcA VX —T = A A

e native VIAN: VA VL ZAa hr—F~0 AP #ICfi ] Z415 VLAN
e allowed VLAN range : =z — 71 )L Flex %ff}dﬁ:ﬁﬁ:@iﬁﬁ é?}/bé VLAN
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https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/catalyst-center/2-3-7/user_guide/b_cisco_catalyst_center_user_guide_237/b_cisco_dna_center_ug_2_3_7_chapter_01000.html
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interface $ap_interface
no switchport mode access

no marco auto processing

switchport mode trunk

switchport trunk native vlan $native_vlan
switchport trunk allowed vlan $allowed_vlan_range

JRER ) — RERY V—ILiR ) — FOA R —F
AP LIFIFRIC, HEE/ — RIZT7 7 7 ) v 7wy DRI EHIOMEE ) — NICHRE SR E T, IR — Fo 1P 7=,
INFRA_VN [Z 2T,

Lok ) — Rix, koo /) — KT,
o JLIR/—FR
o RNYT—IE /) — K

o U B hR—ZADYLIE / — K (SBEN)
AU —rE/ — RiZ, WNAOEX 2V 7 4 RY o—% R — T 545/, — KTT, RU—fEiE/ — K73
AIZi%, CiscolOS XE U U —2 17.1.1s LI % 59T L C\ % Cisco Catalyst Industrial Ethernet (IE) 3400,
IE 3400H, IE9300 Heavy Duty 'V —X &A1 »F, L Cisco Catalyst 9000 ~'V —X A1 v FRHV 7,
VA TNV ENT 4T ) —X XA vF, Cisco Catalyst 3560-CX A1 . ¥ L Cisco Industrial
Ethernet 4000, 4010, 5000 ~' U —X AA v Fid, RU T —HEE/  — FE L TRETHILIITEEHA,

Catalyst Center (%, $£3E/ — REZIIRY —Ek ) — REZDT v T A RN — AT NA ADHR— N F ¥ RV %
HEIMICERELET, SBEN L ZDT v 7 A MU —ATF A XL, B—0OWEY v 7 ZEH L GRESNET,

SBEN /%, IEEE 802.1x (Dot1x) ¥ 7'V > MREZZITEY | TERFEAE L KGR D%IZ DA Cisco SD-Access
Xy NU—JIZAHVR—=RENDLIRY V—EE ) — RT3, 2T, 7V h o bR_R—RADYER ) — RT3 A%
FUR—=RT BT, 77TVl 2O =T 4 —F R = e a— X REIAET T L — N TRET D
MERH Y F97,

SBEN 4> R—F 4 > T YR = T257T7y b7+ —LTKRD LB TT,
777V vy TETIL FiaB

Cisco Catalyst 9000 U — X : Cisco I0S XE 17.7.1 LA CEIfE$ % C9300, C9400, C9500. 5L U C9500H
AL T,

SBEN

Cisco Catalyst 9000 U — R : Cisco I0S XE 17.7.1 LA CEIfF 9% C9200, C9300. C9400. C9500. H Lt
C9500H A A v F,

FNA AL, E) — FRRANR—DITA B AETAAL ZBERD T A B A > TA U R— FENET,

o XA /X—M Essentials 74 B ATHEHNEL TWBEE. T3 AD T A B AR, FOT N1 XX
YL ) — R LTAHrR— RERET,

e FA/3—73 Advantage 71 £ A TEMEL CW T, T34 AIZ Essentials 74 £ ANH 156, TOT N
A AIEHEDPLIR ) — RE L TAHVR—REnET,

o FA/N—7% Advantage 71 £ ATENEL TV T, 731 X|Z Advantage 7 A B ANRH LG, TOT N
A RFARY =ik, — e LTAH Y AR— RS ET,
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o TS RTEEDORANR=DHY , BERANR—DTA VL AVLUWRRRDBE, T ZADT A 2 R
7. FOTNA AIBEHEDYE ) — R LTHUAR—REnE T,
ZovsvaroOFEE. 777 Y v 7% A b Cisco-building-24 TOKRY > —fiiE / — K& SBEN O A 2 R—
T4 T EFIPLTONET,

E:  PnP 734 RFEFEIC L V. Catalyst Center T7 /3o AFEIENHIINZ /20 £3, AT L, gE/ —FK
DA R—=F 47 7avR, £/ LAN HE{L Y —27 7o —® PnP 531 A [Plug and Play] 7 1 > Ko CT&
RBINDUERDHY ET,

EEBCHDIA=a—T A ar%7 1) v 27 LT |[System] > [Settings] Zi&R L. Z{l]dO>~2A > T [PnP Device
Authorization] 27 U v 7 LT, ZOHEEAEITESICL £,

= iyl Catalyst Center

PnP Device Authorization

Check the Device Authorization checkbox to enable authorization on the device. By default
" ot be authorized

@ Device Authorization

FIE1, W/ — K7 — L DORE
W) — R7— %, TFIE1:INFRA VN TOZ=—F ¥ XA S — s T = AL DB THRESNTHET,

= vl Catalyst Center

Fanrc uaing-2
Cisco-buidling-24  View Site Hierarchy  Site Actions

Fabric Infrastructure  Layer 3 Virtual Networks  Layer 2 Vitusl Networks  Anycast Gatewsys  Wireless SSIDs  Authentication Template  Part Assignmen
o1y Experf {53
arch A s
v
0 sel eways  More Actions
) Anycast Gareways = IP Address Pool INFRA_VH Pool Type lated VLAN Name Associated VLANID  Assoclated Layer 3 Virmual Network w Layer o e o ™ ety G
g 104200 110.4.120.0/24  Fabric APs 110_4_120_0-INFRA_VN 1021 INFRA_VN 0
110.4.60.1 110.4.60.0/24 Extended Nodes 110_4_60_0-INFRA_UN 1022 INFRA_VN 0
g 101 0.0 4_1_0_0-VN_Guest 0 N_Guest 0
4.1.64 4.0/ 4_1_64_0-VN_EMP 2 N_EMP
L]

FIH2, KRY—4E// —FOFHR—F

Cisco -buidling-24 X, A1 L~V DO2Za—XFREFET 7 L— FEFEHLET, JE/ — RELIIRY o—fiE
— &4 A= RTHI2E, AR — T HRICAR— N TF ¥y 1A E2FHTHRELEST, A MLV ORRET 7
L — ;2% [No Authentication] (Z5% & STV 5354, Catalyst Center (38— M F v /L Z HEIFJICHE L £,

ZOFIEFITIZ, PP 731 AR /2> TWET,
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2771, EEBIHAEIA=a—TA=2%7 1Y) 2 LT [Provision] > [Fiber Sites] DIEIZEIR L, & LD
T—TNEa—=TAar%7 1Y v L, [Port Assignment] ¥ 7% 27 U v 27 LT [More Actions] >
[Create Port-Channel] &R L £9°,

uidling-24

Cisco-buidling-24

Fabric Infrastructure irtual Networks Anycast Gateways Wireless 55IDs Authentication Template Port Assignment

Ports (78)

Interface Name Data VLAN Voice VLAN Authentication Template Connectes d Device Type Status MAC Address Seeurity G

ATy L2, ZOPOT7 7Y vyl LT [Switch-110-4-0-9] 2R L £9°,

A7 v 7 3. [Create a Port Channel] 7 r > K7 ¢, [Connected Device Type] > [Extended Node] % ZR L .
[Protocol] > [Port Aggregation Protocol] #Z#R L C., [Next] 27 U v 7 LE7,

= b Catalyst Center Create a Port Channel

Determine number of port channels

ermine the number of port channels you wish to create for the chosen fabric device(s). Then
Site: .../Milpitas(Cisco-buidiing-24  Fabric Devices: 1

witch-110-4-0-9

gonectea bevce o TO PEN
Extended Node

A This mode does not support extended node.
A Tris made does not support extended noc

© Port Aggregation Protocol (PAgP Desirable)

=)

ATy T8 TNAAREZTREY a=r 745203, LR — RICE T 28— F 2@ L, [Next] 227 VU »
JLCU—r7u—%5%T LET,
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@  inerface Name Mac Address Status
(O  FortyGigabitEthemet1/1/1 24:16:90:27:7¢:a8 Down
(O FortyGigabitEthemet1/1/2 24:16:00:27:7¢:a6 Down
GigabitEthernet1/0/1 24:16:94:27:7¢:81 up
O  GigabitEthernet1/0/2 24:16:90:27:7¢:82 Dawn
8] gabitE: 1 24:16:0d:2 D

(@] Dow
@] igabitEt ¢ 24:16:9d:27:7c:8! D:
O igabitEt 1/0/9 24:16:9d:27:7¢:8 D
(m] gabitEthernet1/0/10 24:16:0d:27:7c:8 D
igabitEt 1/0/11 24:16:9d:27:7c:8b Up

o .

A7 w7 5. CatalystCenterlP 777V v/ ¥ —7 x4 AIP %3 DHCP #—/3—T AP DHCP *
a—7 DA 3 43 % ACSII fE 5A1D; B2;K4;1120.1.1.1;J80 T%EL £9, 120.1.1.1 1%,
Catalyst Center 7 L2 (AP 7—/L LA URE) T,

AT 976, THAA AT 7TV v 2y VIHERIL, AR —T A TRETTLETHRLET, AP AV
=T 4 7 L3RR BRI nv 2AOEMTH Y £ A, Catalyst Center [, 731 X% H
BICER LTI 77 Y w7 ¥ A MZAH A= FLET,

27 w7 7. [PlugandPlay] 7 ¢+ RUMNBERLET, AEBICHIA=a—T A a%27 ) v LT
[Provision] > [Plug and Play] ®JIEIZi#IR L, [Unclaimed] 227 VU v 27 LE T,

b Catalyst Genter d { Netw ! Plug and Play

Network Plug and Play Overview

Qo) @
Devices (1) D f
h PP
4 Dev " fresh
Device Name 0} Serial Number Product ID Last Gontact State i Onboarding Progress (1 IP Address MAC Address 0 Source (1 Site Greated
O 1 swien FOC2527LORG  CO300X-24HX Apr 23, 2024 10:23:48 PM Planned 7 Device Claimed 10,4605 - Network - Apr 23, 2024 10:17:23 PM

RTS8 TrT VI AN U4 RUNBEMHLET, EEBICOAIA=2—T (2% Vv 7 LT
[Provision] > [Fabric Sites] DIEIZEIN L, A EOT—T A a—T A ar%27 1) w7 L, [Cisco-
building-24] 7% 2~V > 27 &7 1 v~ LT [Site Actions] > [Show Task Status] DJEIZEIR L £,
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Fabric

2

Cisco-buidling-24 View Site Hierarchy ~ Site Actions A

Fabric Infrastructure  Layer 3 Virtual Networks L&y o nfioure Multicast

Daleta Fabric Site
) For Embedded Wireless, in order to configure the chang

oric Zane

Show Task Status.

aways Wireless SSIDs Authentication Template

Port Assignment

maglev

Settings page, please open the Device configuration page and click ‘Configure' to complete steps of the workflow. Deploy the Fabric configuration after the workflow steps are done.

A

D e G|

<

=|

X

Take a Tour Export

Custom Focus Apr 2024 10:2
{
Q
2
Cancel

AT 979, FUR—T 4T OEITIRM A BT B 121X, [Task Monitor] 27 A KA > X1 T, [Filter] >

[Extended Node] DJIEIZ

Claco-buidiing-24

70w 7 LET,

Cisco-buidling-24 View Site Hierarchy  Site Actions ask Monitor

Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virtual Networks An

(1) For Embedded Wireless, in order ta configure the changes dane in Wi

© 2025 Cisco and/or its affiliates. All rights reserved.

« Task ld: 018f0cab-63eb-778

evice Detalls Pro

Task Id: 0181009al-ee2a-7 4fd-a027-bede1e36f

fitch-110-4-0-9 at Cisco-buidling-24

SHOW ALL “  (@)Extended Node

Ha4s

te Global/Milpitas/Cisco-buidling-24/Floor-2 with RF Profile TYPICAL

Cancel Apply [85e

« Start Time: A
« End Time:

Modifying Port Assignment for device(s) at Cisco-buidling-24

Tce

maglev

27 P 3 Refresh

DEPLOYED

DEPLOYED

DEPLOYED

DEPLOYED

Cance
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= aluil Ci
tieea’  Catalyst Center

Fatwic Sies 1 Giseo-buiding-24
Cisco-buidling-24  View Site Hierarchy ~ Site Actions ask Monitor
Fabric Infrastructure  Layer 3 Virtual Networks  Layer 2 Virtual Networks  An ~ Refresh

VFiter  Extended Node X

For Embedded Wireless, in order to configure the changes dene in Wireless settings i

Extended Node Task Status RUNNING

= Workflow Id:2590e823-2554-4

= Start Time:Tue Apr 23 2024 22

= End Time:

Device Details

Cancel

FUR—F 4 L TWE TS L, T8 A1 [Fabric Infrastructure] % 7 ICHF A TR REN, 777V v 7 a—/Ln
EX Lt ~—7fHiFsinE7d,

“dyihe Catalyst Center

Fabri Gisco-buidiing-24
Cisco-buidling-24 View Site Hierarchy  Site Actions

For Embedded Wireless, in order to configure the changes done in Wireless settings in Network Settings page, please open the Device configuration page and click ‘Configure’ to complete steps of the workflow.

Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virtual Networks Anycast Gateways Wireless SSIDs Authentication Template

Take a Tour Export
(2
/7{\
/'4 = .

CICIID . I
v
#3
S

2§
I
Cancel

A7y 710, REISCTCIOFEEZREYVEL T, SR »—ikR/ — RaedrR—FLET, #EROIE
J— RERBHCAR— R TE £,

SBEN DA R — K

SBEN >R — RiZi%, SBEN 7—/L & Cisco ISE 2343 T,

FIE 1, SBEN 7— /L OEE

INFRA_VN IZ., 1 2D AP F— & 1 SDIE ) — RS —LDHhZE AR — K LES, SBEN 24 R— N4 51213,
YeaE /) — R — L% SBEN 7P — L% ¥ 83 F 4 THINZTAMLERH Y £,
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25w 1. 777V YA RN TTY v Fabha)lF—4 2=y (BPDU) H— R&EMEHCLET,
[Authentication Template] % 7% 2 U »~ 2~ L. [Enable BPDU Guardl A7~ a v 23T 7T 47
LT, [Deploy]l] #27 YV v 7 LET,

= ulwls
= il Catalyst Center

es | Clsca-Duidiing-24

Cisco-buidling-24 Ve

ite Hierarchy  Site A

abric Infrastructure  Layer 3 Virtual Networks  Layer 2 Virtual N Anycast Gateways  Wireless 55IDs  Authentication Template  Port Assignment
Select Authentication Template
he settings are applied to all Edge Nodes and Extended Nodes access ports unless they are overridden by a static port assignment
©  Closed Authentication Edit
Open Authentication Edit
Low Impact Edit

B B RS ART 7Y v s~ THEASR TV AEAR, Y — Ak LT U FIRE 0 E L £,

A7 v 7 2. [Anycast Gateways] ¥ 7 &7 U v 7 LE7, JEET— /L %&5ER L, [More Actions] > [Edit
Anycast Gateways] DJEIZZ Y v 7 LET,

Q

= bl S S oy Q %
tsco.  Catalyst Center SD-Access ¥ )} \ K maglev
Gisco-buidling-24
Cisco-buidling-24  View Site Hierarchy  Site Actions
Fabric Infrastructure ayer 3 Virtual Network ayer 2 Virtual Network Anycast Gateways  Wireless SSID: Authentication Template Port Assignment
Exp
i
1 1 te Anycast Gat More Act
@  Anycast Gateways ~ 1P Agdress Pool Edit Anycast Gateways ated VLAN Name Associated VLAN ID Associated Layer 3 Virtual Network Fabric Enabled Wireless Layer 2 Flooding Critical VLAN 1P-Directed Broadcast TGP MSS Adjustment Security Group
O 11041201 110.4.120.0/24  Edit Fabric Zone Associations |_120_0-INFRA_VN 1021 INFRA_VN
@ 11045601 110.4.60.0/24 B ! 1_60_0-INFRA_VN 1022 INFRA_VN - - - -- 0
0 4101 4.1.0.018 - 4_1_0_0-VN_Guest
0O 41641 4.1.64.0/18 4_1_64_0-UN_EMP 1027 UN_EMP
§ L]

A7 v 7 3. [Supplicant-Based Extended Node Onboarding] = v 7R v 7 A& A4 2 LTnb, V—7 7
n—%5%TLET,
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Catalyst Center

Configuration Attributes

Each Layer 3 Virtual Network can be assigned one or ays. An
An iay has an assc h of
these has multiple configuration parameters and attributes
By default, all factory-default switches capable of operating as an Extended Node will be automatically anboarded to fabric. From the PNP Device Authorization window, you can enable user-controlled, per-factory-default
4 Search '~/ switch admission to Extended Node onboarding

R 3 VIRTUAL NETWORKS
rtual Network Deta

IMil buidlis 24
&h - /Milpi..o-buidling 3 Virtual Network:  INFRA_VN

INFRA_WN [-]

() Supplicant-Based Extended Node Onboarding( "

Cisco ISE TORY v — DR E

CiscOISE ##ZEL T, Y7 h =7 VUV —R31UBRTEETLZ L2 RLET,

A7 w7 1. Catalyst Center 7°5 CAGEHEAR2 ¥ v m— FL£7, [System] > [Settings] > [Certificate
Authority] > [Download] DJEIZZ U v 7 L £,

= il Catalyst Center

Certificates

Certificate

Use Cisco Catalyst Center () Use extemal SCEP broker
Certificate Authority © Use Cisca Catalyst Conter

CA Management

Cisco Accounts

Current CA Mode cA

Issuer sdn-network-infra-ca
Issued To sdn-network-infra-ca
Valid From Jul 31, 2022 5:42 AM

Jul 31, 2037 5:42 AM

Enable SubCA Mode

AT v, 2. CAGEAZE% Cisco ISE 21 R — k LFET, Cisco ISE DFE—217 ¢ > KT, [Administration] >
[System] > [Certificates] > [Trusted Certificates] > [Import] DJEIZZ V v 27 LET,

AT oS 3. AR —FT 4 FUT, [Trust for client authentication and Syslog] = v 7 R v 7 A& 412 L
7,
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Identity Services Engine Administration / System

)1 Bookmarks

52 Dashboard
Certificate Management Edit Certificate

] ontext Visibilif
Context Visivility System Certificates Issuer

% operations Admin Certificate Node Restart

I Trusted Certficates
i * Friendly Name  Hulk-SBEN
0 policy oGsP Gilent Protie Y

Certificate Signing Requests

& Administration Status  [B Enabled

Certifieate Periodic Check Se

Work Centers. Description

Certificate Autharity Subject GN=sdn-network-infra-ca [ issue- |
Interactive Help Issuer CN=sdn-network-infra-ca
Valid From Sun, 31 Jul 2022 12:42:37 UTC
Valid Ta (Expiration) Fri, 31 Jul 2037 12:42:37 UTC
Serial Number 1B 17 E4 D3 CA CD 9A 2F
Signature Algorithm SHAS1ZwithRSA

Key Length 2048

Usage

Trusted For: (7
B Trust tor authentication within ISE

ust for client authentication and Sysiog

[ Trust for certificate based acmin authentication
(] Trust for suthentication of Cisco Services

[ Trust for Native IPSec certifcate based authentication

Certificate Status Validation

A7y 4. R —%FELET, [Policy] > [Policy Elements] > [Results] > [Authorization] > [Authorization
Profiles] ®IEIZZ U v 7 L, 3 25 RSN TWAZENEND radius BHEZFHL T3 2072
T ANEFRELET,

i Identity Services Engine Policy / Policy Elements

)1 Bookmarks Dictionaries Conditions Results

5% Dashboard
Authentication o §
| Contet Visibility Standard Authorization Profiles

% operations For Policy Export go to Administration > System > Backup & Restore > Pelicy Export Page

Authorization Profiles Seiected 0 Toml30 [ {3

0 Poilcy Downloadable ACLs

<]

| Add A

Administratic
F3 ministration ooting O Name Frofile ~  Description

Al Work Centers. — 0O con @ Cisco (@)

[m] Common-she-VN4-5 a Cisco ()
Glient Provisioning

2)  Interactive Help (] ‘Commaon-site-anchor & Clsco (D)
a DNAC_WIRELESS_AAA_POLICY @ Clsco (D)
[m] cavNT_) @ Cisco () 5_1_0_0-VN1
[J  sP_onbosrd a Cisco () Onboard the device with Native Supplicant Provisioning
[  Mon_Cisco_IP_Phones & Cisco () Default Profile used for Non Cisco Phones.
O  ssen-pHce 2 Cisco (3)
[ SBEN_FULLLACCESS_AUTHZ 2 Clseo ()
[ SHEN_UMITED_ACCESS_AUTHZ = Ciseo ()
O s & Cisco (@) IPVA-VN1-5J
O uow a Ciseo () Default profile used for UDN.
O ir-posture-redicect a Cisco () Jy - extended node test
O  Denyaccess Default Profile with access type as Access-Reject
=] permitaccess Defautt Profile with access type as Access-Accept

#* 25. T Ty A IVORE

TIEREALS Z 4% ID cisco-av-pair = interface-template-name

SBEN-DHCP ACCESS_ACCEPT SBEN_DHCP_ACL.in

SBEN_LIMITED_ACCESS_AUTHZ ACCESS_ACCEPT SBEN_MAB_ACL.in SWITCH_SBEN_MAB_TEMPLATE
SBEN_FULL_ACCESS_AUTHZ ACCESS_ACCEPT SWITCH_SBEN_FULL_ACCESS_TEMPLATE
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AF TS TNANAATaTrA V7 R v—%EFRLET, [Policy] > [Profiling] > [Profiling Policies] ®
NEizZ V27 LET,

a. [Policy / Profiling] 7 «+ > K7 ¢, [Cisco-Device] : [Cisco-Switch] & U > —® % L\ [DHCP-v-i-
vendor-class] §&:% B L £4, [Associated COA type] > [Global Settings] DJIEIZER L £,

Identity Services Engine Policy / Profiling

DU Bookmarks [ Avus-Deics * Name Cisco-Switch Description | Generic poicy for al Gisco Switches
B%  Dashboard [ Arle-Dovice Policy Enabled
! Context Visibility |5/ Audio-Cade-Device * Minimum Certainty Factor 20 {Valid Range 1 10 65535 )

X operat [ Automated-Loglc-Device
L * Exception Action NONE ~
| Avaya-Device

| Policy
|4 Axis-Device * Network Scan (NMAP) Action NONE ~
4, Administration [ Belkin-Device Create an Identity Group for the policy () Yes, create matching Identity Group
S, Work Centors L4 Blackery © No, use existing Identity Group hierarchy
Parent Policy Gisco-Device
> [ Brother-Device
& Ganon-Device * Associated CoA Type Global Settings v
Interactive Help
[ CareFusion-Alaris-Pump System Type Administrator Modified
[ Cisco-Device
Rules
|4 Cisco-Access-Point
[4 Cisco-DMP
It Condition  Cisco-10S-NMAPOSCheck v Then  Genainty Factor Increases 10 @
[ Cisco-Ip-Camera N
It Condition  DHCP_v-i-vender-class_CONTAING_. Then Certainty Factor Increases 20 e
>[4 Cisco-1P-Phone
If - Condition Condition Name Expression OR
> [ Cisco-Meraki-Devict
It Condition
4 Cisco-Router
k ¢ condiion B DHCP:v-i-ven... CONTAIN~ 8200
|4 Clsco-Switch
If Condition
4 Cisco-Tandberg-Devic
= N @ DHCPv-i-ven.. ~  CONTAIN- 8300

Gonaition
|- Cisco-TelePresence

>[4 Clsco-WLT DHCP:v-i-ven... CONTAIN 9500

b. [Cisco-Switch] ® Fiz, +F VU B> T AL ZADF LWFRY —%1Ek L, [CdpCachePlatform] ¥
X OV [V-I-Vendor-Class] st %5 L £ 9,

+7AR Y 2 —@ [Minimum Certainty Factor] DERSHAR U > —DE LV HEWZ & 2R L TS E &V,

Identity Services Engine Policy / Profiling
)1 Bookmarks (D) Forwarding endpoints attribute data will improve your endpeint profiling. Click here to learn more and enable x ‘
5" Dashboard profiing Profiler Pollcy List ) GATIK_EN
EY Profiler Policy
1 Context Visibliity

3 Operations |-y Belkin-Device * Name CATOK_EN Description
(' Policy | BiackBerry Policy Enabled

[ Brother-Device * Minimum Certainty Factor 30 (Valid Range 1 to 65535 )

4. Administration
>[4 Canon-Device
Work Centers * Exception Acticn NONE -

A
I4 CareFusion-Alaris-Pump
|4 Cisco-Device * Network Scan (NMAF) Action NONE v
Interactive Help [ Gisco-Access-Point Greate an Identity Group for the policy @ Yes, create matching Identity Group
. [4 Cisco-DMP O Mo, use existing Identity Group hierarchy
|4 Cisco-IP-Camera * Parent Policy Cisco-Switch v
4 Gisco-IP-Phone
k& Ci * Associated CoA Type Global Settings v
[& Cisco-Meraki-Devico
System Type Administrator Created
[4 Cisco-Router
v |4 Cisco-Switch Rules
<) GATOK_EN
[ Gisco-Tandberg-Devie If Condition CDP_cdpCachePlatiorm_CONTAING ... ~ Then Cemainty Factorincreases -~ 30 L)
It Congition  DHCP_v-i-vendor-class_CONTAING._. Tnen Certainty Factor Increases 30 8

[ Cisco-TelePresence
> |4 Cisco-WLC
|4 Linksys-Device
[ Compex-Device
[% Crestron-Device

[& Cyber-Power-System-Di

ATy 6. Fa—s LA (CoA) # A 7 hHRELET, CiscolISE DF—LAY 12 KT, [Work
Centers] > [Profiler Settings] DIz~ U >~ 2 L. [CoA Type] T [Reauth] %K L &7,
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Work Centers / Profiler

' Identity Services Engine

J!  Bookmarks Overview  ExtldSources  Network Devices  Endpoint Classification  Node Config ~ Feeds  ManualScans  Policy Elements  Profiling Policies
'
S I Profiler Settings
Profilin
Cisco A1 Anaiytics §
% operations ~ Profiler Settings
O Policy CoA Type* Reauth v
A, Administration Overlapping Classification Privrity (I Admin First v

Current custom SNMP community strings ~ wewwss Show

‘Work Centers
Change custom SNMP community strings
2 Interactive Help Cenfirm changed custom SNMP community strings:

[ enapoint Attribute Filter (0
[_] Anomalous Benaviour Detection (;
[ anemalaus Benaviour Enfarcement

AT 77,
IR L E,

a. [If User not found] 7 1 —/L RDFAE
TEEMERLET,

I Identity Services Engine

Policy / Policy Sets

Policy Sets Troubleshoot  More -

FEER Y — &% E L E 3, [Policy] > [Policy Sets] > [Default] > [Authentication Policy] ®JIEIZ

774/ O MAB R U 2—7% [CONTINUE] IZ&RE I TW5H

JU Bockmarks Policy Sets— Default

8% Dashboard

Status  Policy Set Name Description Conditions
| Context Visibility
% operations
Default Default policy set

| Policy ®
2o Administration v Authentication Policy(3)
Al Work Centers

) Status Rule Nams CGonditions

Interactive Help o
| wired_mas
[] MAS oR

F wirsiess_mag

b. [Policy Sets] 7 4+ > KU T, 7V D2 FT 3, ZADFFER Y V— %R IE

Reset Policyset Hitcounts

Allowed Protocols | Server Sequence  Hits

2715237
Use Hits  Actions
~ Options
If Auth fail
10812 )

If User not found
CONTINUE

If Process fall

L. RY —&LENIER L

7e#®FE7" w7 7 A4 /L (SBEN-DHCP, SBEN_LIMITED_ACCESS_AUTHZ, SBEN_FULL_

ACCESS_AUTHZ) (2B £,
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Services Engine

Policy / Palicy Sets

P! Bookmarks

8% Dashboard

Context Visibility
A operations

| Policy

&, Administration

Al Work Centers

Interactive Help

FIE 3,

$7Y o bR—ADHR ) — FOA L H—F

Resuits
Status  Rule Name Conditlons Profiles Security Groups Hits  Actions
@ Radius-Called-Station-ID ENDS_WITH :ASR-GUEST ~
& Radius Calling-Station-ID EQUALS. 40-b6-9a-90-97-68
[ ] MAB{vm and printer] OR R ° {Jg}
B Ragius Galling-Station-ID EQUALS. 00-bb-¢1-67-B3-1G
] wiraa_mag
©  ranwaB AND 0 &
7 ldentityGroup Name EQUALS Endpaint Identty Groups:RLAN_fishenan
5 wirea_soz.ix
[ SBEN_FULL_ACCESS AND ] Network_Access_Authentication_Passed EN. 35 {§>
1 CERTIFICATE Sublect - Common Name CONTAINS scin-network-intra-iwan
B EncPoints EndPointPoiicy EQUALS Gisco-Device:Gisco-SWICh:CATSK _EN
©  SBEN_LMITED_AGCESS AND ] wired_MAB L a6
| Network_Access_Authentication_Passed
& EndPoinis EndPointPolicy EQUALS Cisco-Device
©  seen_oHoP anp ] Wired_MAB N 7576: &
| Network_Access_Authentication_Passed
£ 1gentiyGreup-Name EQUALS Endpoint identity Groups:Printer
[ printer-nydra AND o {’o;;
] wiraless_maAB
L RediusUser-Name EQUALS 74:70:F0:1DAE:CF
©  asamas a0 A ) &
] wireiess_MAB
L RadiusUser-Name EQUALS RLAN
- - _ 1w ann av - = 4

BV I CA Yy AR— RENTARY =ik, — KD 1 21T L

PnP 534 RAFFRINAHFIN 72> TVWET,

AT 71,

[Plugand Play] 7 > RO BEEAR L £,

%& . [Actions] > [Authorize] DIEIZZ UV v 7 LET,

Catalyst C

AT w711, PnP T /3A A

TN

HFRINAENZ 72> TV BEARICDHMETT,

A REHERELET, ZOfTIE,

TR AD AT —H AH [Pending Authorization] @

> Network Plug and Play Overview

Device Staus | All (11
Default ~

Devices (1) Foc

Q) Search PP devices

1 Selected Actions ~ 7 Add Devices
f ame (D)

L Claim !

@ Edit 123230GNB

elete

Authorize

@ Unclaimed (1)

Qemar(0) @ P

sioned (10}

Serial Number Prouct 1D

JAD23230GNB  C9200-24P

© 2025 Cisco and/or its affiliates. All rights reserved.

Last Gontact State

Apr 24, 2024 10:41:22 AM Pending Authorization

Gnboarding Progress ()

2 Initialized

1P Adgress

110.4.60.8

Auto-refresh: - 30 s v £

.

410:41 a0 L3 Refresh

VAC Addeess () Sawce () Sie Greated
Network - Apr 24, 2024 12:33:33 AM
Show Records: 25 v 11 'Y
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27w S 2. 777V v 7Y A FhE [Show Task Status] Z B L £9,

I+ Catalyst Center Provision / SD-Access

il
cisco

Fabric Sites / Cisco-buidling-24

Cisco-buidling-24 View Site Hierarchy  Site Actions
Fabric Infrastructure  Layer 3 Virtual Networks  Lay  confiqure Multicast sways  Wireless SSIDs  Authentication Template  Port Assignment n =

Take a Tour T, Export

Show Task Status Collapse Al Custom Focus

>

FUR=F 4 ITPET L, TRAANT 77U o ZIZBMENET,

advic Sites | Cisco-buidling-24
Cisco-buidling-24 View Site Hierarchy  Site Actions v

Fabric Infrastructure Layer Wireless SSIDs Authent

figure’ to complete steps of the workflow. Deploy the Fabric configuration after the workilow steps are done X |

Take a T Export
(njeriwe " T[onler|we)
-
(o
&_*-)_f
PN

SE FUR—F 4 U TERZ, F LW SBEN 34 23R8I0 SBEN 534 2 IR SNET, ik, T4 20—
F = LHTNET,

IIFATV  DOFVHR—F
AP ¥R/ — Rioza T, A—FEID B TTIE, = RRA LV MI M IV I R—FET IV BAR— EXLTELT S
P N—=F R ZADOYER— N2 REBLIORET I b TEET, ROBIL, 22— —FT A 2B LR R
AV b, FTUFRUTTFNALRE LT, BERERT S AL A Tk U TEBOREBOR— S 23R ET 5 HiEERL
TWET,
27w 7 1. EEBIHEIA=a2—TA=a%7Y v LT [Provision] > [Fabric Sites] ®JEIZEIR L., Ak

DT —TNEa—TA2%7 U v7 LTJ[Cisco-building-24] 7 XA~V 27 %27 U v 7 L,

[Port Assignment] ¥ 7% 7 ) v 7 L THBR— DF = v IRy 7 A% 412 L., [Configure]

7 Uy LET,
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‘il Catalyst Center

Fabric

Cisco-buidling-24

! Cisco-buiding-24

Fabric Infrastructure Layer 3 Virtual Networks

Ports (44)

View Site Hierarchy

Site Actions

Layer 2 Virtus| Networks Anycast Gateways Wireless SSIDs

3 portls) selectad from 1 devica(s)

Device Name.

Configure

« More Actlons

SN-FOC2527L9RG

SN-FOC2527L9RG
O SN-FOC2527L9RG
o SN-FOC2527L9RG
o SN-FOC2527L9RG
(0 SN-FOC2527L9RG
@  SN-FOC2527L9RG
@  SN-FOC2527L9RG
. SN-FOC2527L9RG

(@] SN-FOC2527L9RG

5 Record(s)

sl Catalyst Center

Fabric S

| Ciscosbuiding-24

Cisco-buidling-24

Fabric Infrastructure Layer 3 Virtual Networks

Ports (44)

3 port(s) selected from 1 device(s) ¢

Device Name

SN-FOC2527L9RG

SN-FOC2527L9RG
a SN-FOC2527L9RG
(0  SN-FOC2527L9RG
(O  SN-FOC2527L9RG
] SN-FOC2527L9RG
@  SN-FOC2527L9RG
@  SN-FOC2527L9RG
@  SN-FOC2527L9RG

(@] SN-FOC2527L9RG

5 Racord(s)

AT w7 3.

View Site Hierarchy

Gonfigure

Name Description

Il-!:ﬁ\gah‘
IE!\(}J%EVIE]I‘IJFG'V\N vo/m
HURGredGIGET/1/1

HundredGIgE1/1/2

TenGigabitEthernet1/0/2
TenGigabitEthernet1/0/3
TenGigabitEthernst1/0/4
TenGigabitEthernet1/0/5
TenGigabhtEthernet1/0/6

TenGigabitEthernet1/0/7

Site Actions

Layer 2 Vinual Newworks  Anycast Gateways  Wireless SSIDs

* More Actions

Intertace Name Description

TenGigabitEthemet1/0/1

TenGigabitEthernet1/0/11

HundredGIgE1/1/1

HundredGigE1/1/2

TenGigabitEthernet/0/2

TenGigabitEthernet1/0/3

TenGigabitEthernet1/0/4

TenGigabitEthernet1/0/5

TenGigabitEthernet1/0/6

TenGigabitEthernet1/0/7

Authentication Template

Data VLAN

Port Assignment

Voice VLAN

Provision [ SD-Access

Authentication Template

Data VLAK

Port Assignment

Voice VLAN

FEnET, REPOEERDH LWELIR— M, F

© 2025 Cisco and/or its affiliates. All rights reserved.

Configure Port Assignments

Show Ports

Connected Device Type

Access Point
O supplicant-Based Extended Node
Trunking Device

© user Devices and Endpoints

VLAN Name (Data)

Security Group

VLAN Name (Voice)

Security groups are only supparted on No Auth profle

Authentication Template

None

escription

Configure Port Assignments

Show Parts

Connected Device Type

O Access Point

pplicant-Based Extended Node

Trunking Device

© User Devices and Endpoints

N Name (Data
4_1_84_0-YN_EMP

Security Group

Developers

Cancel

maglev v

VLAN Name (Valce)

Descriptios

User

ity groups are only sUPROrted on No Auth profile

concer [TV

[Deploy All] IF, e bV a= I RNRER, WS OPOEENHDHZ LEERT Ry hTv—7ff

v ERw—=I T EnET,
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‘sl Catalyst Center Provision | SD-Access

Fabric Sites / Cisco-buidling-24

Cisco-buidling-24  view Site Hierarchy ~ Site Actions

Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virtual Networks Anycast Gateways Wireless SSIDs Authentication Template Port Assignment

Ports (44)

0 port(s) selected from 0 device(s) O Deploy All » | More Actions Asof: Apr 29, 2026 08 PM (3

Davice Name TR T Deseription Data VLAN Volce VLAN Authentication Tamplata Connactad Davics Type Status MAC Adaress Security Gro

®] SN-FOG2527L8RG HundredGIgE1/1/1 - - Glosed Authentication - DOWN 74:ac:98:30:6c:a9 -
SN-FOG2527L9RG HundredGIgE1/1/2 -- -- Slosed Authentication -- DOWN 74:00:98:30:8c:08 -~
SN-FOC2527L9RG TenGigabitEthernet1/0/2 -- -- = Closed Authentication - DOWN 74:30:98:30:8¢:62 -~
SN-FOC2527LSRG TenGigabitEthernet1/0/3 - = Closed Authentication DOWN 74:ac:98:30:8¢:83

0 SN-FOC2527L9RG nGigabitEthernet! /0/4 « User 4_1_64_0-VN_EMP - None User Devices and Endpoints DOWN 74:ad:98:30:8c:84  Developer:
SN-FOG2527L9RG TenGigabitEthernet1/0/5 User 4_1_64_0-UN_EMP -- None User Devices and Endpoints DOWN 74:ac:98:30:8c:85  Developer
SN-FOC2527L9RG TenGigabitEthernet1/0/6 » User 4_1_84_0-VUN_EMP - None User Devices and Endpoints DOWN 74:ad:98:30:80:86  Developer.

@) SN-FOG2527L9RG nGigabitEthernet! [0/7 . - = Closea Authentication - DOWN 7a:ac:98:30:86:87 -
SN-FOC2527L8RG TenGigabitEthernet1 /0/8 -- -- Closed Authentication - DOWN 74:0¢:98:30:8¢:88 -~
SN-FOC2527LSRG TenGigabitEthernet1/0/9 - - = Closed Authentication - DOWN 74:ac:98:30:80:89 ==

5 Recorals Show Recards: 10 v 1-§ Y

AT v 7 4 BIEREMOR— a2 " FUoFR O TTNRA AL LTRELTHD, [Update] 227V v 7 LET,

Catalyst Center Provision [/ SD-Access

Fabric Sites / Cisco-buidling-24
Cisco-buidling-24  view site Hierarchy ~ Site Actions - Configure Port Assignments
Show Ports
Fabric Infrastructure  Layer 3 Virtusl Networks  Layer 2 Virtusl Networks  Anycast Gateways  Wireless SSIDs  Authentication Template  Port Assignment
Ports (44) .
Connocted Device Type
Q O Access Point
Supplicant-Based Extended Node
2 port{s) selected from 1 device(s) () Configure  Deploy All = More Actions © Trunking Device
Device Name Interface Name Description Data VLAN Voice VLAN O User Davicas and Endpoints
SN-FOG2527L9RG TenGigabitEthernet] 0/ . -
Part-channelt
() SN-FOC2527L9RG HundredGIgE1/1/1 - --
O SN-FOC2527L9RG HundredGIigE1/1/2 - e
O SN-FOC2527L9RG TenGigabitethernat1/0/2 - -
() SN-FOC2527L9RG TenGigabhEthernet1/0/3 - --
() SN-FOG2527L9RG TenGlgabiEthernet1/0/4 + User 4_1_84_0-UN_EMP --
(O  SN-FOC2527L9RG TenGigsbitEthernet1/0/5 » User 4_1_64_0-UN_EMP -
[m] SN-FOC2527L9RG TenGigabltEthernet1/0/6 » User 4_1_64_0-VN_EMP -
[ -] SN-FOC2527L9RG TenGigabitEthernet1/0/7 -
©  SN-FOC2527L9RG TenGigabitEthernet1/0/8 - --
) SN-FOG2527L9RG TenGigabltEthernst1/0/9 -- -
5 Record(s)
N Cancel

27 w7 5. [DeployAl] 227V v 7 LT, T34 AZEFEZREELET,
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Catalyst Center Provision | SD-Access

Fabric Sites / Cisco-buidiing-24

Cisco-buidling-24

View Site Hierarchy ~ Site Actions

Fabric Infrastructure Layer 3 Virual Networks Layer 2 Virtual Networks Anycast Gateways Wireless SSIDs Authentication Template Port Assignment

Ports (44)
Q W

0 portfs) selected from 0 device(s) Deploy All = More Actions ~ Asol: Apr 28, 024 18PN 3

Device Name Intertace Name Description Data VLAN Vaice VLAN Authentication Template Gonnected Device Type Status MAG Address Security ¢
O SN-FOC2527L9RG HundredGigE1/1/1 - = Closed Authentication - DOWN 74:ad:98:30:8c:29
(] SN-FOG2527L9RG HundredGIgE1/1/2 - = Closed Authentication - DOWN 74:ad:98:30:8c:38
@] SN-FOC2527L9RG TenGigabitEthernet1/0/2 - = Closed Authentication == DOWN 74:3d:98:30:8¢:82
(O SN-FOC2527L9RG TenGigabitEthernet1/0/3 - = Closed Authentication - DOWN 74:ad:98:30:80:83
(J  SN-FOC2527L9RG TenGigabitEthernet1/0/4 = User 4_1_84_0-VN_EMP - Nane User Devices and Endpoints DOWN 74:ad:98:30:8c:84  Develop
(J  SN-FOC2527L9RG TenGigabitEthernet1/0/5 « User 4_1_64_0-VN_EMP - None User Devices and Endpoints DOWN 74:ad:98:30:6c:85  Develop
(@] SN-FOC2527L9RG TenGlgabitEthernet1/0/6 « User 4_1_64_0-VN_EMP - None User Devices and Endpoints DOWN 74:ad:98.30:8¢:86 Develop
(J  SN-FOG2527L9RG TenGigabitEthernet1/0/7 » server - - -- Trunking Device DOWN 74:ad:98:30:8¢:87
O SN-FOC2527L9RG TenGigabitEthernet1/0/8 » Server - -- - Trunking Device DOWN 74:ad:98:30:8¢:88
(0 SN-FOC2527LSRG TenGigabitEthernet1/0/9 - = Closed Authentication - DOWN 74:ad:98:30:66:89

ATy T 6. TNAAATIITAT » MEBMER L LT,
BRA NI, =y Y/ —=FELIZPEN / — FIZEH SN ET, EETA Y A — FSNTWL5HAEE. show

access-session interface xx detail I~V ]\%{ﬁﬂq bi'@“o

Interface:

IIF-ID:

MAC Address:

IPve Address:

IPv4 Address:
User-MName:
Device-type:
Device-name:

VRF:

Status:

Domain:

Oper host mode:
Oper control dir:
Session timeout:
Acct update timeout:
Common Session ID:
Acct Session ID:
Handle:

Current Policy:

Local Policies:

Server Policies:
Vlan Group:
SGT Value:

Method status list:
Method
dotlx

GigabitEthernetl/e/17

@x1475166D

T6b3.c249.010@

Unknown

4.1.64.18@

common

Un-Classified Device

Unknown Device

VN_EMP

Authorized

DATA

multi-auth

both

NSA

1728005 (local), Remaining: 1517@4s
a70ee46ER0005D67D1R4EAZE

axeeeasdla

@x97eeedzb
PMAP_DefaultWiredDot1xClosedAuth_1X_MAB

Vlian: 127
[

State
Authec Success

UAXYLRAay ha—TTCUATYLVRITAT VMR T H0EENH Y F9, show wireless client
summary 2 < 2 REFEHLET,

© 2025 Cisco and/or its affiliates. All rights reserved.
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katar-faniu-ewlc#show wireless client summ
Number of Clients: 1

MAC Address AP Name Type ID State Protocol Method Role

782b.469b.4290 APT@7D.BIB4.85A6 1lac Dotlx Local

Number of Excluded Clients: @

if:\ show wireless client mac-address xx detail I~ F%{iﬂq LT, %ﬁ’*ﬂi%ﬁﬁ%ﬂbifh

i 48. Y ETONIHAF (IBERBELTED7D)

katar-faniu-ewlc#show wireless client mac-address 782b.469b.4298 detail

Client MAC Address : 782b.469b.4290

Client MAC Type : Universally Administered Address

Client DUID: NA

Client IPv4 Address : 6.1.64.12

Client IPv6 Addresses : fTeB@::268a:bbea:b@4c:6bd2
3020::1756:9007:8e46: bead

Client Username : lily

AP MAC Address : 6cb2.aedc.194@

AP Name: AP7@7D.B9B4.B5A6

AP slot : 1

Client State : Associated

Policy Profile : ASR-ENTERP_Global_F_eec@5e51
Flex Profile : default-flex-profile
Wireless LAN Id: 17

WLAN Profile Name: ASR-ENTERP_Global_F_eec@5e51
Wireless LAN Network Name (SSID): ASR-ENTERPRISE
BSSID : 6cb2.aedc.194e

Connected For : 39 seconds

Protocol : 8@2.1lac

Channel : 184

Client IIF-ID : @xald@@eeel

Association Id : 1

Authentication Algorithm : Open System

Idle state timeout : N/A

Re-Authentication Timeout : 86400 sec (Remaining time: B6362 sec)

777V v I BEOERE

TR AN N2 LT 7T Y v IR —TOH LN T 7 7Y v TREOEME, P4k LSV ORIT
VFV— b DOEFE, 77T Vv I A h~DZ=—Fx AN — U= A DB, A— FEID Y TOHET, 777
U7 SSID OEEE-ITBMAe L, $ED T 77 U » 7 #1EX, Cisco SD-Access V—7 7 u—TCiFa & T\
T, W, BEANATRERMEE L BIEX, GUI T L—FrEnEd, =& 20E, ROBETXHFTIEEA,

o« 777Uy ua—LDERE

TNRAADT 77V w7 a—VEEBETHUL, T ZOT A 22777V v 7nbHlRL, FrLve—L
A L THEBNT 26ERH Y £3,

e Cisco SD-Access # A 7D

777Uy 7% A F23LISP Pub/Sub %7213 LISP/BGP & L Ci%/E LT 5354, LISP/BGP %7214 LISP
Pub/Sub ~DZEHIZYHR— S TWERA, 777V v 7% A b2l 7770 v 7 ZHEELET,

o« 777V v IFNRAZDRIDOY A N ~DH) :

TNRAARYA MZT eV a=r 73N THWAEGE, BlOoY A NMIEFETLHZ L TaEthi, 777V v
THAREAL R BNIDSLT A AFZHEREL, T AZHBMEZITHREL T, LW A M7 r e
Vaz=mr 7 LET,
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o N7 U —DRIE
FERAFDOVN ZT7 o =952 L3 TEEHA, TRXTCOZ=—F Y AN~ U oA ZHIREL, 777V v
7=t VN OBFEM AR LT, 72— UN & LCRIELET,
o 77T v —rDEHIL
Tr7 TN IS =TI T A TRy TR Ao =—F%y 2 NF— 7 = BEEEMT ST DA,
Ty IV IS =B BN T H I LILTEERA, Vbt R_RToOy PEHIRL, v/ FF v X IR
FETDIHEITHIRL, T=—F% vy AN~ T2 A ZHIBRLTD, 777U v V=& LET,
OB arOTeEATIE, TE—F AN = U =A LR ENTZYA N LUV OFEFEDO R TEIZ-OUNTRLHA
LET,

To—F% Y AN — b T2 DEH

A7y 1. ELEBCHHA=a—T A =a2%7 1Y) v LT [Provision] > [Fabric Sites] DJIEIZER L, 47 E
DT —TNEa—TA2a%7 VU vZ7 LT]I[Cisco-building-24] 7 XA~V 27 %27 U v L,
[Anycast Gateways] ¥ 7% 7 U v 7 L TEEDO S —NVDF =y 7Ry I A4 02 LET,

2T w7 2. [More Actions] > [Edit Anycast Gateways] %R L 9,

= dsty Catalyst Center

Fabric Sites Virtual Networks Transits 82 =

Fabric Site: &h Cisco-buldiing-24

Layer3 Layer 2 [EUNTEYHEURVSE Exiranet Policles

(1 Export &

2 selected () (D) Creste Anycast Gateways More Actions ~ As of: ADr 78, 2028 114BFM (3
@  Anycast Gateways Assoclated VI Egit Anycast Gateways LAN 1D Associated Layer 3 Wizl Netwark Fabric Enabled Wireless Laver 2 Flgoding Critieal VLAN 1P-Directed Broadcast TCP MSS Adiustment Security Group

@ 1041200 110_4_120  Edit Fabric Zone Associaiions INFRA_VN - - - - 0

Delete Anycast Gateways

0 1oaso 110_4_60, INFRA_VN -- -- - - 0

0O 4100 4_1_0_0-VN_Guest 1028 VN_Guest - 0

0O 411281 4_1_128_0-Anchor_VN 1030 Anchor_VN -- - - 0

0 411921 GRITICAL_VLAN 2400 Anchor_VN - -- - 0

[|] 4.1.1931 VOICE_VLAN 2045 Ancher_VN - - - 0

4.1.64.1
B op0:0:0:2000:07 4_1_64_0-VN_EMP 1027 VN_EMP - - 0
Record(s) Show Records: 10 v 1-7 o

INFRA_VN (21X AP 7" — L L8R ) — R — 3% U | [TCP MSS Adjustment] O A28 E AIFE T,
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= ‘i Catalyst Center

Create Anycast Gateways

Configuration Attributes

Each Layer 3 Virtual Netwark can be assigned ane or more Anycast Gateways. An
Anycast Gateway has an associated VLAN and Layer 2 Virtual Network. Each of
these has multiple configuration parameters and attributes.

Layer 3 Virual Network Details

Layer 3 Virtual Netwerk:  INFRA_VN

&b -.IMilpi...o-buidling-24

ANYCAST GATEWAY
INFRA_WN (]

VN_EMP L]

TGP MSS Agjustment

VLAN Name VLAN D

€] Exit

Review Next

iz e v b [FNEI: YTV H L bR=ZRDPE/ — FDA VR —F] B/ arTHALEZX 312, IEE
/) — R7—)L% SBEN 7— /LIZER TE £7,

B A% <— VN O¥4. VLANZ . VLANID, 7 U5 ¢ /L VLAN (3EFE TX FH A,

= il Catalyst Center

Create Anycast Gateways

Configuration Attributes

Each Layer 3 Virtual Network can be assigned one or more Anycast Gateways. An
Anycast Gateway has an associsted VLAN and Layer 2 Virtual Network. Each of
these has multiple configuration parameters and attributes.

Layer 3 Virtual Network Details

D) Search Layer 3 Vinual Network:  VN_EMP

LAYER 3 VIRTUAL NETWORKS

b -..IMilpi___o-buidling-24
ANYCAST GATEWAY
INFRA_VN ’
VN_EMP o
(] IP-Directed Broadcast 0 TCP MSS Adjustment

VLAN

VLAN Name VLAN 1D ratfic Type:

- Security Groups
©ODpata (O voice

LAYER 2 VIRTUAL NETWORK

@ rabric-Enabled Wireless (@ Layer 2 Flooding | (O Murtiple IP-to-MAG Addresses (Wireless Briaged-Network Virual Machin)

& exi

feview “

YA FURAGBIREDER

PA PNV ORGHTEEAE CEE T, HLOVEIET > 7 L— MREIT, A— MY Y TRERRNTXTO
Catalyst Center HHIHET 7/ B AR— M T v a2 SN ET,

AT F1. EERBICHALIA=a—TAar%27 Y v LT [Provision] > [Fabric Sites] DJEIZE#IR L, L
DT —TNEa—TAar%7 1) v7 LT|[Cisco-building-24] 7% A NV 27 %7 Y v 7 L,
[Authentication Template] # 7% 27V v 7 L %7,
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ATFo 72, FHLWREIET T —FE2EIRL, [Deploy] 7V v 7 LET,

= dul Catalyst Center Provision | SD-Access

sone Stes | Giaco-buiing-24
Cisco-buidling-2 View Site Hierarchy ~ Site Actions

Layer 3 Virtual Networks  Layer 2 Virual Networks  Anycast Gateways  Wireless SSIDs  Authentication Template  Port Assignmen

Select Authentication Template (

The settings are spplied to all Edge Nodes and Extended Nodes access ports unless they are overridden by a static port assignment

Enable BPDU Guard

H: SBEN FY— R ESNTWEHEE, BBIEET 7L — k% [Closed Authentication] 7> 5 B DFREET v 71—
;¥ 7213 [Enable BPDU Guard] iZZAFE§ 5 Z L3 T FHA, 7-3CTD SBEN / — FZHIBE L., SBEN 7' —/L % 4
ML T, BIET L — & BPDU H— RFOBRELZEELET,

NF—PR—rOFEA

Catalyst Center |, ¥4 kL ~L T Day-N OEREZEHT 57200 F—HR— h b L £ 7, Day-NEHIZ
. ROLOREENET,

e IPVA T RLZT—1D IPvA BLNIPYG6 T o T IVAZ v 7 T— L ~DAT
e DHCH #—/X— & DNSIP 7 KL ZDH
e FTLWTA U H—RELIIAZ v 7 AL X—DEMN

IPvd 7 RLRATP— VDT 2T IVRAE v 7 = ~DBIT

Zo7utvAHx, IPv4 7 7 A 7 > 7 —/ b Building-24-Emp % Cisco-building-24 ©7 =7 VA ¥ > 7 7—)L
AT D HEE R L TVWET,

27y 71 EEBIHLIA=a—TA4a%2 ) v 2 LT [Design] > [Networking Setting] ®IIRIZIER L |
[IP Address Pools] # 7 &7 U v 7 L¥7,

A7 v 7 2. [Global] 7»% [Cisco-Buidling-24] 1281V ¥ 2 £, [Building-24-Emp] = v 7 K> 7 A% 4
2 LT, [More Actions] > [Edit] DNEIZEIR L £ 4,
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n / Network Setti

Servers  Device Credentials P Address Pools  Wireless Telemetry  Security and Trust
Q| Find Hiera Catalyst Center supports IPv4 and IPV6 dual-stack IP address pools.
Search Help

Subnet Ty -

lote! ubnet Type “ IPva  Dual-Stack

i Australia
IP Address Pools (10)

+ Detroit

# Floriga 1Selected  Reserve IPPool  More Actions ~

s Ford
@ Name- Edit Pt Subnet

Fremont
s Mipitas Ralsasa
% Cisco-buidiing-24. (J  Buidiing-2a-Gritical-Vocle 4.1.193.0/24
Gisco-building-23

(] Building-24-AP 110.4.120.0/24

& San Jose

I Sunnyvale O Building-24-Anchor Generle 4.1.128.0/18

i Test
(J  Bullding-2a-Gritical Generie 4.1.192.0/24
() Bullging-za-EN Generie 110.4.60.0/24

Building-24-Emp Generlc 4.1.64.0018

(J  Building-24-Guest Generic 4.1.0018
()  Buiding-24-L3 Generle 110.4.100.0/24
() Bullding-2a-Lan LAN 110.4.0.0/24
O  Building-24-RP Generic 110.4.224.0/24

IPva Used ) 1PvE Subnet 1Pv6 Uses () Inherited from

100% C - - R
100% ¢ - - -
100% ( - - -
100% - - R
100% ( - - R

100% C - - -

100% ¢ - - -

Take a Tour

Asof: Apr 29, 2028 11

Actions

AT w7 3.

[Gateway] 7 1 —/L Rz B 7pfEHRZ A )L, [Savel #7 V v/ LET,

Il Catalyst Center

n | Network Settings

[IPv6] F= v 7 KR v 7 A% A2 LT, [Global Pool], [Prefix Length]. [IPv6 subnet], LW

Servers Device Credentials IP Address Pools Wireless Telemetry Security and Trust

(O Find Hierarchy Catalyst Center supports IPvé4 and IPv6 dual-stack IP address pools.

Search Help
Subnet Type -Stax
- uonecrvor [ tve  ual-stack
Australia
IP Address Paools (10)
¥ Detroit
Florida Selcted  Resarve IPPool  More Actions
+ Ford
B neme - Type P4 Subnet
5 Fremont
* Milpitas
& Cisco-buldling-24 Buldling-24-Critical-Vocle  Generlc 4.1.193.0/24
Cisco-building-23
- Bullding-24-AP Generic 110.4.120.0/2
@ San Jose
S Bullding-24-Anchor Generic 4.1.128.018
Test
O Bullding-24-Critical Generic 4.1.192.0/24
O  Buiding-24-EN Generic 110.4.60.0/24
a Building-24-Emp Generic 4.1.64.0/18
0 Building-24-Guest Generic 4.1.0.018
Bullding-24-L3 Generic 110.4.100.0/24
) Buliding-24-Lan LAN 110.4.0.0/24
O Building-24-RP Generic 110.4.224.0/24

Edit IP Pool

Dual-Stack

P Ad
Bullding-24-Emp

ress Paol Name®

1P Address Space

1Pv4 1PV

Global Poal®

2060::/48 (Cisco-Clients-V6)

Prefix length / Number of IP Addresses
1Pv4 Subnet

© Frefix length

Prefix leny

168

© Number of IP Addresses

Gateway
PR

1PVG Subner

DHCP Server(s)

Mo10.21 x v

DNS Server(s) >

mple - 2001:dbB::1234

DHGP Server(s)

DNS Server(s)

Cancel

A7 oS4, FEEBICHHA=a—TAf=a2%7 1) v 7 LT [Provision] > [Fabric Sites] DJIEIZEIR L, £ E
DTF—TNEa—TA2a2%7 VU v7 LT]J[Cisco-building-24] 7% A~V 27 %27 U v L,
[Fabric Infrastructure] % 7% 27 U v 7 L$£79,
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X 49. T7 7Y v IR —RROERE

Catalyst Center

Fabric § Cisco-buidiing-24

Cisco-buidling-24 View Site Hierarchy ~ Site Actions -

Fabric Infrastructure  Layer 3 Virtual Networks  Layer 2 Virtual Networks ~ Anycast Gateways  Wireless SSIDs  Authentication Template  Port Assignment =

A\ ©ne (1) Warning Alert and One (1) Information Alert on this page. Collapse to hide.

o Orne (1) Warning Alert

¥ou madified the P paols used by this Fabric; the Fabric is now out of date. To update, click Reconfigure Fabric. The time it takes to update the Fabric depends on the number of de

‘or Embedded Wirsiess, in order 1o configure the changes done

pireless sertings in Network Settings page, please open the Device configuration

click ‘Configure’ to complete steps of the workfiow. Deploy the Fabric configuration after the workfiow ste

Take a Tour Export
Collapse Al Custom Focus Apr 29, 2024 11:17 P
(CEE
GCancel al

A7 w7 5. ) —0@ [Reconfigure Fabric] #27 YV v 27 L. [Deployl] 27 VU v 27 LE7,

ba
1. [Reconfigure Fabric] R F—NFRrENDH L, 2OV A FTOITRTOTZ 77U v 7#ERT 0 v 7 SNET,

2. 7770w 0= BB, IPT RLAT—AN) = THEAESNTWAES, A & — Oz 3 —
NERENET,

A7 v 7 6. [Anycast Gatewayl ¥ 7 %27 U w7 LET, 77— EIT 2T VAKX v 7 T—VIZEBINET,

Catalyst Center

Fabric Sites

o-bulgling-24

Cisco-buidling-24  view site Hierarchy ~ Site Actions

Fabric Infrastructure  Layer 3 Virual Networks  Layer 2 Virual Networks  Anycast Gateways  Wireless SSIDs  Authentication Template  Port Assignment
T, Export 3
Q 7
0 selected (i) (%) Create Anycast Gateways  More Actions ASOF Apr 29,2024 1124 PM 1Y
[ Anycast Gateways = Associated VLAN Name Associated VLAN ID Assaciated Layer 3 Virtual Network Fabric Enabled Wireless Layer 2 Flooding Critical VLAN IP-Directed Broadcast TCP MSS Adjustment Security Group
[m) 110.4.120.1 110_4_120_C-INFRA_VN 1021 INFRA_VN - - - - o
O 1104601 110_4_60_0-INFRA_VN 1022 INFRA_VN - - -- - 0
0 410 4_1_0_0-VN_Guest 1028 VN_Guest - 0
(|} 4.1.128.1 4_1_128_0-Anchor_VN 1030 Anchor_VN - - - 0 -
O arae21 CRITICAL_VLAN 2400 Anchor_WN - - - 0
[m] 4.1.193.1 VOICE_VLAN 2046 Anchor_VN - - - 0
0| &6 4_1_64_0-VN_EMP 1027 VN_EMP - - 0
o 2060:0:0:2061::1 - - -
7 Recorals Shaw Records: 10 v 1-7 [
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IP 7 KL 27—/LN® DHCP ¥ 7% DNS ¥ — S\—DEH
IP 7 KL 27—L0> DHCP %£7-1% DNS Z H#i¥% & . [ UHaE T —nEAsnzd,

277 1. EEBCHDIA=a—TA4ar%2 1) v LT [Design] > [Networking Setting] DJIRIZE&IR L |
[IP Address Pools] # 7% 7 U w7 LE7,

A7 v 7 2. [Global] 7*5 [Cisco-Buidling-24] (281 v %z £, [Building 24-Emp] F = v 7Ry 7 A% 4
1Z L T [More Actions] > [Edit] ®JIEIZ3E4R L. [DHCP Server(s)] %z BdiftiF, [Save]l 227V v~
LT,

= luth Catalyst Center

Design / Network Settings

Servers Device Credentials IP Address Pools Wireless Telemetry Security and Trust

Edit IP Pool
Dual-Stack
() Fina Hierarchy Catalyst Center supports IPvé and IPv6 dual-stack IP address pools.
Search Holg
Subnet Ty e - P Address Pool Name*
o] ve [ e ual-stack
Building-24-Emp
Australia
) IP Address Pools (10)
Detroit
Florida 1Selected  Reserve IP Pool Mot Actions
i Fora
B tme - Type 1Py Subnet |P Address Space
Fremont
@ Pv6
Milpitas
I  Clsco-buldling-24 Buidling-24-Critical-vocle Generic 4.1.193.0/24
Floor-1 IPud IPv6
@ Building-24-AP Gen 110.4.120.0/24]
Floor-2 - N
LGS oIl ) Buliding-24-Anchor Ger 411280018
San Jose
BT Building-24-Criticat Ger 4.1.192.0/24
Test
Bullding-24-EN Gen 110.4.60.0/24
B  Bulding-24-Emp Gen 4.1.64.0/18
Bullding-24-Guest Ger 41.00/18 .
Building-24-L3 Gens 110.4.100.0/24)
DHS S ~  DNS Server(s)
Bullding-24-Lan LaN 110.4.0.0/24
0 Bullding-24-RP Gen 110.4.224.0/24

18 SLAAC Support

Oance “

AT 3. EERICHGAIA=a—TAar%27 Y v LT [Provision] > [Fabric Sites] DlRIZEIRN L, £ Lk
DT —TNEa—TAar%27 1) v7 L7T|[Cisco-building-24] 7% A V27 %7 U w7 L,
[Fabric Infrastructure] # 7% 7 U v 7 L¥7,

A7 v 4. 3 —d [Reconfigure Fabric] 22 Y >~ 7 L. [Deployl 7 U v 27 LEd, &L LT, [¥49
ERRLTLIEEN,

HLNWTA L I—FROT777 ) v 7y P~DEM

T TV Iy DTN, RAENIEE ) — RIZH LW T A U = RERITH LWAT v 7 A R—%BINT 5 &
FOFHLWTA L H—REFLIZAZ T A NR=ZET VB AR— <DV A S LUV DT 7 L — MIH &
NFEEAL (A BV ORFET 7 L— hOFREN [None] Zr< T XTOEHLA) 48 |\ L ol RN —
ZEALT, iLWIA v I—RERITHLWVWREZ v 7 A R—DFTRXRTOT 7B AR— MIERHFET L — a2k
'_‘/:E’L/ij—o
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X 50. Catalyst Center (2, RIET I L — rEEATH DDA —REREND

= il Catalyst Center Provision / SD-Access * Q a ®@ OB@2 | Q amn v

cisco
Fabric Sites | SAN JOSE

SAN JOSE View Site Hierarchy  Site Actions

Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virtual Networks Anycast Gateways Wireless SSIDs A Authentication Template Port Assignment

A\ One or more stack members o linecards have been added to existing switches. The Site Authentication Template must be configured on these new stack members/linecards. Apply Fix?

Select Authentication Template (1)

The settings are applied to all Edge Nodes and Extended Nodes access ports unless they are overridden by a static port assignment

o] Closed Authentication Edit
Open Authentication Edit
Low Impact Edit
None

7 ZONRFT—F, V7V I7OEMEET Ry 7 TAHZ EIXHY EHA,

ToFTL—RENTT FREZ TOBITNF—DFEH
IIABEHFLNWI Y =T v 7 L— K15 L, CiscoSD-Access % FV—7 CTEHEREIE, Bi{fEOLEEL
EL B LWHEOERENRRET LRGN DY 97,

Catalyst Center Ti&, ZHZ WM T 5720 DOBIT AT —=0SHESNLTVEY, TELHRETRMIZ, AT A
VAR T T AT 4 TEAEZEM T2 L aB@IO LET,

2.3.7.6 L, BT AT —O@EHITINEATHY, 2y NT—7&HEI1Z 180 HEINFT—2WHAT A LN TEXE T,
180 AIET AL, I RTOT77 7V w7 OEBER Ty 7 ENET,

B4 49 (Z/rT & 912, [Fabric Sites] # 7O 7 —7 /W E o—hb, MEOEFHNH Y, [Fabric Site], [Outstanding
Updates] & [Update Grace Period] D& EADEHRPBEINI N TND Z & ZRmT AT —NERRINET,
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X 51. Cisco-Building-23 2, 777V v 7 OBER T v Y 7 &5 89 ALINICEBTALER D DUEDEENH D

EE‘E

A Mandatory updates are available for one or more Fabric Sites. To maintain the ability to modify Fabric Site configurations, these updates must be applied within the designated grace period. If a Fabric Site contains Fabric Zones, then the x
update must be applied to both the Fabric Site and all subordinate Fabric Zones. Review candidate Fabric Sites.

Fabric Sites Virtual Networks Transits
@
Q. search Tabl
(@) Create Fabric Site More Actions Asof: Jul 15, 2024 231 PM
Fabric Site ~ Outstanding Updates Update Grace Period Fabric Devices Fabric Zones Fabric Roles Connected Transits Compliance () Health Score Application Checks (O
(0  Cisco-buidling-24 No - 8 1 4 2 @ Non-Compliant (5) 100% o
(0  Cisco-building-23 Yes & 89 day(s) 3 ] 4 1 © Non-Compliant (1) 100% °
O  Cisco-building-9 No - 9 1 4 3 © Non-Compliant (10) 75% o
>

ATy F 1. MAOFEHZEMT 5121, [Cisco-Building-23]1 %227 U v 27 LTHh 5, H#RY 1 > K7 T [OK]
Vw7 LET,

&H

Warning

Mandatory updates for this Fabric Site are

available. To maintain the ability to modify
Fabric Site configurations, these updates
must be applied within the designated
grace period of 89 day(s)

AT w7 2. [Expand] 27 U 7 LET,
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I Catalyst Center / s *# Q & (® oee 0

T
= D maglev v

Fabric Sites / Cisco-building-23

Cisco-building-23 View Site Hierarchy  Site Actions

Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virtual Networks Anycast Gateways Wireless SSIDs Authentication Template Port Assignment n

A\ ©ne (1) Warning Alert and One (1) Information Alert on this p) s

ee details.

Take a Tour Export
Collapse All Custom Focus
T—
= (=
8 o
)

A7 w7 3. [Review the updates] %7V v 7 L %7,

‘el Catalyst Center Provision / SD

Fabric Sites | Cisco-building-23

Cisco-building-23 View Site Hierarchy  Site Actions v @

Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virtual Networks Anycast Gateways Wireless SSIDs Authentication Template Port Assignment n

A\ One (1) Warning Alert and One (1) Information Alert on this page. Collapse to hide

X

A o

te are available. To maintain the ability 1o modify Fab te configurations, these updates must be applied within the designated grace period g 89 day(s). Review the updates

Take a Tour Export

Collapse Al Custom Focus 5,2024 2.3

A7y T 4 ZOT77 7V IPA MUIEHFN 1 DL D, [ApplyAlll 227V v 7 LTEFZ#EH L
£,

X
Fabric Configuration Updates

1 Ready Updates

A Ready Updates (1)] Apply Al

Group-Based Policy Enforcement Update For Supplicant Based Extended Nodes

Extended Nod: oup

modification w e the ak C l boarding

BEERBRELLET AL AOXH RMA Y —7 71—)

RMA TiZ, »—% . 24 vF . BLIRAP #5010 T — 7 7u—|Zit-> TRRTEXFET, 777V v 7 EETIE,
RMA U —27 70— 3kERESTRTOT7 77V v 7T, ATHR—bFENET,

o VAT LRAy hu—FNHIAENTZT /A A
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e VA UAFVL R arva—T
o Uy —_N—Z Nexus 7700 U —R A A v F
o« AA Y F ALy (SVL AKX X 7)
e REPV VIHNDOTT v 7 x—A
Catalyst Center Z{i [ L T, BEENRELTZT A ATRD RMA DAT v 72 FITLET,
AT v 1. BEENRELETF AL 228Hd8 e LT~—2 M LET,
ATy T2 TAAADOZHERBLET,
AT o7 3. KT ASA AEHD Y TET,
FEENEE LT AN, AT AL ZF, FUPID LRUEY 22—V THAIVLENRHY £, BEENREALZ
TNA AT TNV d 2y NI—7 BV a—NVN"bDIGE. ZKBAT AL AZLRLT vy Ry hU—F
EY a— VRV,
RH T NA AX, KD 2 SO FETH Y R— R TEx 4,

o Uy FHATIER, MIELITA R NI A VA= b2 LT T A AL X M ITBINE
£7,

o BrZyFHATIEL, PnP 2/ LT T NA A& A AR—FLET,

RMA D27 v 7 1 ORI, BEENEAE LT A Rt R e LT~— 2701535 L, —KaY72 DHCP H—/3—
FIEN. Catalyst Center NEHT 5 RAN—F A ZAD 1 DT v aSNET, MORA A= ISNT- A v
H—T A AT, TNHEDORANRN—ETU Yy MU EINET, REHT A AT, PP 2L TEe ¥ vF4
VIR—TFT 4 T EFEITL, 2O DHCP H— =5 IP 2R TEE T,

DHCP #— _—DO@EITHIFR S 4, RMA 7't X358 T3 % &, Catalyst Center I K> TA & —7 = A AN HHE)
IR IE S E T,

BEsE 23R A Lz AP £ 7213 PRE 7 — RIZ RMA S0 EE/R G4 —FF172 DHCP Y — N—R BTV EH V 1A, H
H AP CHEE  — RiX, AP 7=V EHEE ) — R —LIZRE SN TWA D LA L DHCP H— 3—/n56 IP 7 R LA
EZURD T, TDO%, PP 70 A Lo THUR—T 4 7 E3NbH120, Eun¥ v T4 R—F 1 > 7R AHE
2720 £,

R T A AR Lo TGRS %6 . £0FA Xy MV ICEBEA VA — FSiizgGaid, 2oy 7 K
T T NR—=Ta B, BEPBELLET AL ALFELUTHSZ AR LTLIEIV, PnP TAHUA— RS, EE
WIE LT NA AT —)VT A A=V NFITEIN TV 54, Catalyst Center |3 SWIM & ffifH L CTa#afH 7 N
AARBET—NT VA A—VIZT v T 7L —RKLET,

okt varTiE, BErZyFEMEHLE RMA FIRICESRZ Y TTCVET, 777V w72y PT84 A0
RMA &, aalrr—raranfch—4F—BLOarba—nL 7FL—r T340 20 RMA 1%, ¥ 53 1RT hARa Y
TREINTWET, 777U 27 AP O RMA FlHIZ, 777U >»27 AP ® RMA LRI L TY, [Wireless
Automation with Cisco Catalyst Center (CVD)] H A FEZZ&HR L TLEE0,
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https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/Cisco-Validated-Solution-Profiles/b_cisco_validated_solution_wireless_automation_deployment.html
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/Cisco-Validated-Solution-Profiles/b_cisco_validated_solution_wireless_automation_deployment.html

RYHAT AL ADV¥ud vy FA o R—=F 4 W2k B777Y) v 7y RMA

X 52. BEENRELET77 7Y v 7y (Switch-110-4-0-9) (X, 77V 7 DOHERAA »F (Switch-110-4-0-3)
LETLY D AP BLIURY —E ) — FIZER I TWE TS,

m
"I“‘I'*!

¥ ¥

S

=
-

@‘l’ ¥

A7 1. EEBIHHIA=a—TA4 2% 1Y 2 LT [Provision] > [Inventory] DJEIZZEIR L., LD
VAR a—TAarvzs )y s LET,

A5 w7 2. [Focus] % [Device Replacement] |22 % L £,

AT w7 3. [Switch-110-4-0-9] F= v 7R 7 A% A4 12 LT, [Actions] > [Device Replacement] >
[Mark for Replacement] DJIEIZEIR L 7,

4 m Routers  Switches  Wireless Controllers  Access Points  Sensors Y

Devices (10)  Focus: Device Replacement Take a tour Oy Export &

Q. Click here to apply basic or advanced

i filters or view recently applied filters

1 Selected Tag (%) Add Device Actions ~ @ g
| nventory S il Number Replacemant Serial Number Replace Status Device Family Piattorm Reschatiity @ Site
Software Image >
. Swit d Hubs
o ¢ Commen_A 22217080 NA NA [Wig"é::;;m“ ©9300-48U © Reachable _/Milpitas/Cisca-buidling-
Provision > 2

. elemetry > Swit d Hubs
0O < Common_8 12221L0VN NA NA [Wicﬁ"é:;"'ﬂ_)“ o C9300-48U © Reachable ./Milpitas/Cisco-buidling-:

Device Replacement >

. Switches and Hub:

' 0 < Common-L2 Switch Refrest 5 NA [:’Lé E;’;m“ o €9500-24Q © Reachable __IMilpitas/Cisco-buidling-:
Mark for Replacement w

<

Compliance p
Switches and Hubs
O < SN-FOC2527L9RG NA [\:’\:é E;’Lmu N C9300X-24HX @ Unreachable -./Milpitas/Cisco-buidling-:

D ) SN-JAD23230GNE 110.4.60.8 JAD NA Switches and Hubs C€9200-24P @ Reachable ../Milpitas/Cisco-buidling-:
o < SN-JAE24222248 110.4.60.6 JAE24222248 NA NA Switches and Hubs C9200L-48PL-4G © Reachable .IMilpitas/Cisco-buidling-:
0O ’., Switch-110-4-0-3 110.4.0.3 FCW2109F0H9 NA NA Switches and Hubs WS-C3850-24XS-S @ Reachable IMilpitas/Cisco-buidling-:

. Switches and H
(m] [} Switch-110-4-0-8 110.4.0.8 FOC2402X1BQ NA NA Switches and _”“5 C9300-24P @ Reachable IMilpitas/Cisco-buidling-:
. (WLC Capable)

: Switches and Hubs
o -110-4-0- 3 y 1
@ Q Switch-110-4-0-9 110.4.0.9 FOC2402U1F9 NA NA {WLG Gapable) C©9300-24P @ Unreachable .../Milpitas/Cisco-buidling-:
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E
1. BEEREAELLET A AR, — R, AP, 7237 7 7V v 7 T AL ZADGE, Ry MU — 7 OEfFIZA
X v 7 X, [Replace] 27 —% &7 [Ready For Replacement] (220 V) F9°,

2. XA N=T A ZABPDT7 7TV v 7y THY, EEPBAELLT A ABRYLIE — R TH AP THRWGE,
Catalyst Center | DHCP $r— N—fREZBINT 5721 TR, R A X—=F 34 25 PnP VLAN HHIBR L E3 (PnP
VLAN iL, JEIE ) — RT—AWRT 7T 4 7 ThHY, YEE/ — ROA v R—T 4 V 7IEHEND L EZEZRELET) o

3. Catalyst Center 2.3.7.9 L%, BEENIE LT NA AZRZWHGE L L TY—27 3T 5120, BEESBAELZ
F 34 A% [Unreachable] I3 2 MERH Y £9°,

F v bU—7 O, [Mark for Replacement] O#AENTE T L7 MY H—ENFE T, DHCP H— N—FLEMN.
IANR=F N AT v va&8NET, RENIEFEIZ5E T 5 &, [Replace Status] 28 [NA] 725 [Ready For
Replacement] (£ 0 £7°,

Catalyst Center re / Inventory

buidling-24 m Routers  Switches  Wireless Controllers  Access Points  Sensors. i H %

K TEMS Devices (10) s: Device Replacement v Take a tour &) Export &
able Q  Click here to apply basic or advanced filters or view recently applied filters

) Selected  Tag (@) Add Device  Actions v @ As of: Aug 15, 2024 2:56 PM

) Tsgs  Davies Name = 1P Address Sarial Number Replacement Serisl Number Replace Status Device Farmily Platform Reachabilty () Site
rovision

Switches and Hubs

0O Common_B 110.4.0.63 FCW2221L0VN NA NA ny C9300-48U @ Reachable .../Milpitas/

npliant - (WLC Capable)
tware Image

Switches and Hubs
m] Common-L2 110.4.0.18 FCW2204A3J3  NA NA witenes and Hub: €8500-24Q © Reachable ...IMilpitas/
-/ (WLC Capabie)

Switches and Hubs
ge Prec <[] SN-FOC2527L9RG 110.4.60.5 FOC2527L9RG NA NA witehies ane HUBS — cogo0x-24HX © Reachable ...{Milpitas/
) (WLC Capabie)

laintenanc
[ J SN-JAD23230GNB 110.4.60.8 JAD23230GNB NA NA Switches and Hubs C9200-24P @ Reachable .{Milpitas/

\dvisori
@] 7 SN-JAE24222248 110.4.60.6 JAE24222248 NA NA Switches and Hubs G9200L-48PL-4G @ Reachable Milpitas/
o o Switch-110-4-0-3 110.4.0.3 FCW2109FOHS  NA NA Switches and Hubs ~ WS-C3850-24XS-S @ Reachable ...Milpitas/

§ Switches and Hub:
o o Switch-110-4-0-8 110.4.0.8 FOC2402X1BQ  NA NA Switches and Hubs 505 54p © Reachable ..IMilpitas|
) (WLC Capable)

| - Switches and Hubs
=] < Switch-110-4-0-9 110.4.0.9 FOC2402U1F9 NA @ Ready For Replacement (WLC Capable) C€9300-24P © Reachable «.{Milpitas

AT w7 4. [Ready For Replacement] #7 U v 7 L %9, DHCP RENFA /31— 110.4.03 (27 v 2 &h
722 EEBAT AR v E—URFIREINET,

sion / Inventory

3 Catalyst Center

il
= aseo

A\ To provision subscriptions on devices that have not been discovered with NETCONF, redisco

=) Switch-110-4-0-9 (110.4.0.9)

A\ Some devices may have design or provision conflicts. Please go to Provision -> Inventory a feachabie Jotime: 4 hrs 43 mins  Device Role: ACCESS
Run Commands View 360 | Last updated: 4 hours 33 minutes ago Refres!
m Cisco-buidling-24
Details  Replace Status
DEVIGE WORK ITEMS Devices (10)  Fe Device Replacemen
. ® READY FOR REPLACEMENT
3 Unreachabl @ Click hes

T

has be d for replacement and is ready to be replaced. To assign an IP address for the replace
1s. DHCP pool has been successfully configured in the neighbour device (110.4.0.3) . This DHCP server u removed
ul replacement of ulty device.

Tags Device Name = 1P Adare}
2 selecting the device from the Dev on to " Replace Device

AP380E.4DBF.212C 10.4

L Dutedetsd Software Imege 0 Common_A 104

(O No Golden Imag

_ ) Common-L2 110.4.4
D SN-FOC2527L9RG 10.4.6
u] SN-JAD23230GNE 110.4
O SN-JAE24222248 110.4.6

AT YT B, XAN=T A ZANEDa Y — VN EHERLET,
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X 53. Switch-110-4-0-3 DHCP #— R—REN v =2&n B

Switch-110-4-0-3#

004386: *xAug 15 21:59:40. : %SEC_LOGIN-5-LOGIN_SUCCESS: Login Success [user: solution] [Source: 126.1.1.1] [localport: 22] at 21:59:48 UTC Thu Aug 15 2824
@04387: =xAug 15 21:59:48. PARSER-5-CFGLOG_LOGGEDC ] i logged command:!exec: enable

004388: *xAug 15 21: . PARSER-5—-CFGLOG_LOGGEDCT i logged command:ip dhcp excluded-address 110.4.0.1 110.4.0.14

004389: xAug 15 21: . PARSER-5-CFGLOG_LOGGEDC i logged command:ip dhcp excluded-address 110.4.0.16 110.4.0.255

004390: xAug 15 21:59:48. sPARSER-5-CFGLOG_LOGGEDC i logged command:ip dhcp pool TenGigabitEthernetl/@/5

@04391: xAug 15 21:59:48. PARSER-5-CFGLOG_LOGGEDQ i logged command:network 110.4.0.8 255.255.255.0

@04392: *Aug 15 21:59:40. PARSER-5-CFGLOG_LOGGEDC i logged command:option 43 ascii 5A1D;B2;K4;I120.1.1.1;]80;
004393: *Aug 15 21:59:40. %PARSER-5-CFGLOG_LOGGEDT i logged command:default-router 110.4.0.14

004394: *Aug 15 21:59:40. PARSER-5-CFGLOG_LOGGEDQCW i logged command:class ciscopnp

004395: xAug 15 21:59:48. PARSER-5-CFGLOG_LOGGEDC i logged command:address range 119.4.0.1 110.4.0.254
@04396: *xAug 15 21:59:48. PARSER-5-CFGLOG_LOGGEDC i logged command:ip dhcp class ciscopnp

@04397: *Aug 15 21:59:40. PARSER-5-CFGLOG_LOGGEDC i logged command:option 6@ “ciscopnp

004398: *Aug 15 21:59:40. : %PARSER-5-CFGLOG_LOGGEDQMD: User:solution logged command:exit

AT w7 6. KWHAA v T EHMAAL v FORICAR— MBS LET, KT SA AR, PnP 4o R—
TA TR LET,

AT ST EERBICHALA=a—TAa%27 Y v LT [Provision] > [Plug and Play] ®JIRIZE&IR L |
[Unclaimed] # 7 %27 VU v 7 LET,

AT 8. HLWT AL ANKRIN, A R—F 4 7 A7 —4 A|Z [Device is ready to be claimed] &
FRaIN b, [Inventory] 7 4 > RUIZRE-T, RMA ZBiG L E9, A EBICHHIA=2—T7
A 2% 1Y v LT [Provision] > [Inventory] DJEIZE IR L, HFEDOY A a2—T A%
7V > 7 LT [Focus] % [Device Replacement] {2 L £,

A7 o7 9. [Switch-110-4-0-9] F = v 7R v 7 A% 412 L., [Actions] > [Device Replacement] >
[Replace Device] DJEIZER L E 7,

Catalyst Center / v y O maglev

buidling-24 0 Routers  Switches  Wireless Controllers  Access Points  Sensors 82 H k-

K ITEMS Devices (10) s: Device Replacement Take a tour 1y Export
Q Ccic to apply basi d filter
red 1 Selected Tag () Add Device Actions ~ @ As of: Aug 15, 2024 2:56 PM
d o
@  Toas  Device Nome + wentery > Number Replacement Serial Number Replace Status Device Family Platiorm Reachabilty (D Site
“ovision s
Sofware dmane ’ Switches and Hubs
- O C Common_B 1221LO0VN NA NA (WLC Capable) C9300-48U © Reachable /Milpitas/
Provisior
1 Software Image T Switches and Hubs
o o Common-L2 elemetry > 1204A3J3  NA NA (WLC Capable) €9500-24Q © Reachable IMilpitas/
en Image
Device Replacement >
Replace Device
1age Prechecks < § - . Switches and Hubs .
N-FOC2527L9RG NA C9300X-24HX Reachabl Milpitas
0O < SN-FOC G Relresh N (WLG Capable) © Reachable IMilpitas/
aintenance
_ Compliance
@) SN-JAD23230GNB 0P NA Switches and Hubs ~ C9200-24P © Reachable IMilpitas/
(m] ¥, SN-JAE24222248 Repiacemant History NA Switches and Hubs C9200L-48PL-4G © Reachable -..Milpitas/
O a Switch-110-4-0-3 110.4.0.3 FCW2109FOH9 NA NA Switches and Hubs WS-C3850-24%5-5 @ Reachable Milpitas/
. Switches and Hubs
O o Switch-110-4-0-8 110.4.0.8 FOC2402X1BQ  NA NA witches and Hubs — 59300-24p © Reachable Milpitas,

(WLG Capable)

- . Switches and Hut
® o Switch-110-4-0-9 110.4.0.9 FOC2402U1F9 NA © Ready For Replacement witehes anc HUbs — 59300-24p © Reachable IMilpitas,
(WLC Capable)

pord(s Shew Reeerds: 100 1 - 10 o

27w 710, ¥advFAoR—F 47 %EfT745U—r7n—=T, [PlugandPlay] # 7% 7Y v 7 L%7,
ZH T 34 1%, Catalyst Center (Z#ift 4% L FRSNET,

27T 1. TAALAALZERLTC[Nextl 27V v 7 LET,
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Catalyst Center

Choose Replacement Device

You have selected to replace Switch-110-4-0-9. Now, it is time to choose your replacement device
Replacing Switch-110-4-0-9

IP Address 110.4.0.9 Serial Number FOC2402U1F9
Platform C9300-24P € 1 17.15.1prd21

Available Replacement Devices (1)

svice. Unclaimed devices are ones that are onk

lacements for your

B

Inventory

Source [INCRUCEIEOM  inventory

© Add De c with Smart Account @

earch Device

Device Name ~ 1P Address Manageability

© Foc2244u0us 110.4.0.15 Unclaimed

arded through Plug and Play and Managed devic

es are the ones that are

Serial Number

FOC2244U0U6

AT T 12. XA OWEEHEE LT [Nextl 27 Vv 7 LET,

Catalyst Center

boarded through

Platform

C9300-24P

Review

re almost there. Review the summary below to be sure we have got &

Device Type

Type  Switch

Faulty Device

Switch-110-4-0-9

Name

FOC2402U1F9

Serial Number

<

Replacement Device
Name FOC2244U0U6
Serial Number  FOC2244U0U6

17.15.1prd21 (cat9k_iosxe.17.15.01prd21.SPA bin}

Cisco DNA Advantage
Dated on Jul 29, 2024, 9:54:59 PM

Configuration
SNMP and Telemetry

Discavery

SE AAA

REDT L E a2a—I3¥R— SN FET,

AT w7 13,
Vo7 LTEREE v =2 LET,

© 2025 Cisco and/or its affiliates. All rights reserved.

ed to update anything, now is the time to do it

| =

|’ Back

BT A 22Ty 2T 5 E %R L. [Deploy]

213/275 ~—¥



Catalyst Center

)evice Replacement: Switch-110-4-0-9 - FOC2402U1F9

| Search by device name

witch-110-4-0-9 o

Generation Status Lege

X 54.

Catalyst Center

ovided below by clicking o
Device IP: 110.4.0.8  Site
icense
Configuration

p 3 of 3: Preview Configuration

1 service
2 service timestamps
3 service password-encrypt
4 service sequence
5 hostname Switc

mestamps debug

6 vrf definition Anchor_WN
7 1

8 address—family ipvd

9 exit-address—family

10 !

11 address-family ipvé
12 exit-address—family

13 vrf definition Mgt
14 1

15 address-family ipvd
16 exit-address-family

17 1

Global/Milpitas/Cisco-bui.

Cisco DNA Advantage

datetime msec

log datetime msec

ion

Dated on Jul 29, 2024, 9:54:59 PM

e catOk_iosxe.17.15.01prd21.5PAbIn(17.15.1prd21)

[Replace Status] IZ [In-progress] & FRENh 3

ck Exit and Preview Later to d

efer the rey

The deferrec

ew can be found in the Tasks menu

Exit and Preview Later

Q, search

Discard

3 Refre
Status: @
Export c

\

-buidling-24

IRK ITEMS

gned

ged

Provision

AT w7 14,

Devices (10)  Fe Devi

Q  Click here

apply basic or adv

Tag (¥ Add Device

0 Selected

Tags  Device Name ~
Q Common_B
Q Common-L2
SN-FOC2527L9RG
SN-JAD23230GNB
< SN-JAE24222248
Q
o < Switch-110-4-0-8
[¥ Switch-110-4-0-9

e Replacement v

Actions v @D

1P Address

110.4.0.63

110.4.0.18

110.4.60.5

110.4.60.8

110.4.60.6

110.4.0.3

110.4.0.8

110.4.0.9

nced filters or view re

0 Routers Switches Wireless Controllers

ently applied fiiters

Serial Number

FCW2221L0VN

FCW2204A3.3

FOC2527L9RG

JAD23230GNB

JAE24222248

FCW2109FO0HS

FOG2402X18Q

FOC2402U1F9

Replacement Serial Number

NA

NA

NA

NA

NA

FOC2244U0UB

Replace Status

NA

NA

NA

NA

NA

@ In-Progress

Access Foints

Sensars

Device Family

Switches and Hubs
(WLC Capable)

Switches and Hubs
(WLC Capable)

Switches and Hubs
(WLC Capable)

Switches and Hubs

Switches and Hubs

Switches and Hubs

Switches and Hubs
(WLG Capable)

Switches and Hubs
(WLC Capable)

Platform Rea
€9300-48U L]
€9500-24Q L]
C9300X-24HX L]
€9200-24P L]
©9200L-48PL-4G o

WS-C3850-24XS-5 @

G9300-24P

©9300-24P

Take a tour

chability

Reachable

Reachable

Unreachable

Reachable

Reachable

Reachable

Reachable

Unreachable

1M

H

Ml

™

ilpitas/Cisco-b.

iipitas/Cisco-bu

pitas/Cisco-bi

pitas/Cisco-bL

iipitas/Cisco-bu

pitas/Cisco-bL

pitas/Cisco-bL

pitas/Cisco-bL

RMA 0P A AR 3 5121%, [In-Progress] #27 U v 27 L, ATA KA LA THAIT D
AT —F AEMRLET,

© 2025 Cisco and/or its affiliates. All rights reserved.
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Catalyst Center

-buidling-24

Devices (10) Device Replac

IRK ITEMS
hable Q Click here 1o apply basic or advances
gned Selected Tog

¥ Add Device Actic

Tags Device Name ~

Common_B

Common-L2

SN-FOC2527L9RG

SN-JAD23230GNB

SN-JAE24222248

Switch-110-4-0-3

Switch-110-4-0-8

Switch-110-4-0-9

AT w7 15.
A ADA A=

X 55.

Catalyst Center

Provision / Inventory Q maglev v

(&) Switch-110-4-0-9(110.4.0.9)

%) Unreachable  Uptime: 26 days 1 hr 5 mins  Device Role: ACCESS
4 Run Commands ] View 360 Last updated: 45 minutes a Refresh
Details Replace Status
Start
[ / (Prerequisite) Create a DHCP server on the neighbour device 0:00:00:171
The DHCP server has been successfully configured on the neighboring device 110.4.0.3
Aug 15, 2024 3:37:34 PM
Aug 15, 2024 3:37:35 PM
e Claiming(PnP) the replacement device 00:02:30:989
atus M Task Dispatched
Aug 15, 2024 3:37:35 PM
0
() / Removing the faulty device from CSSM
o
y 0
(] Syncing device in the ISE server

TR T SA ZAMEFEDRAELTZT AL R LRI UA A=V EFETL TR WEA, Catalyst
Center IZXHAT NA AL T— VT oA A=W T v 71— RLET, BERKELETA
S T— ATl L TY—J T ENTWS Z 2R LET,

AT =B R, BITHTDAA—VDT v 77V — KRR REIND

Provision / Inventory

Q maglev v

-buidling-24

Devices (11)

Focus: Device Replac
RK ITEMS Dey *F

Q Ciickh

@ Add Device Actic

Tags Device Name ~

AP380E.4DBF.212C

Common_A

& Common_B

Common-L2

SN-FOC2527L9RG

SN-JAD23230GNB

SN-JAE24222248

Switch

=) Switch-110-4-0-9 (110.4.0.9)

Unreachable Uptime: 26 days 1 hr 10 mins Device Role: ACCESS
¢ Run Commands 7 View 360 Last updated: 50 minutes ag: Refresh
Details Replace Status

The readiness check is successful for the replacement device
Aug 15, 2024 3:41:35 PM
Aug 15, 2024 3:41:42 PM

e v Distributing and activating software image on the replacement device In-Progress 00:03:06:227
Image distribution and activation is in progress.
Aug 15, 2024 3:41:42 PM
o

(] Removing the faulty device from CSSM
[
o

() Syncing device in the ISE server

A7 w7 16. RMARETT5HETHLET, [Replace Status] 28 [NA] IZED Y £97,

A7 w7 17.

[Actions] > [Device Replacement] > [Replacement History] DJIEIZIEIR L £,

© 2025 Cisco and/or its affiliates. All rights reserved.
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= il Catalyst Center

DEVICE WORK ITEMS Devices (10)

O Unre e Q_ Ciick here to apply b  ac

Catalyst Center

sidling-24

DEVICE WoRK TEMS Devicas (10)
) Unreachable Q
0 un ] elected Tag

Tags

=

8@4551: 23:30:47.014:

23:30:47.062:

*Aug 15
*Aug 15
*Aug 15
fiug 15 2

804552
004554
8@4555:

AT w719,

3 (@ Add Device

Device Name ~

AP380E.4DBF.212

Common-L2

SN-JAD23230GNB

SN-JAE24222248

Switch-110-4-0-9

Actions A

»rial Number Replacement Serial Number

1C2221Z0EY NA

Device Replacement >

110.4.60.8
110.4.60.6
110.4
110.4.0.8

110.4.0.9

%) Add Device  Actions

Device Name ~

4DBF.212C

Common_A

Common_8

SN-FOC2527L9RG

SN-JAD23230GNB

SN-JAE24222248

PARSER-5-CFGLOG_LOGGEDCMD:
PARSER-5-CFGLOG_LOGGEDCMD:
PARSER-5-CFGLOG_LOGGEDCMD:
: %PARSER-5-CFGLOG_LOGGEDCMD:

PN FEAE LT

1P Address

110.4.1208

110.4.0.62

18
110.4.60.5
).4,60
110.4,60.6
110.4.0.9

Replacement History

230GNB NA

JAE24222248 NA
FCW2109FO0H9 NA
FOC2402X18Q NA
FOC2244U0U8 NA

Serial Number

Date Replaced
FOW2142B13U

FOC22

FCW2221LOVN

FCW220

FOC2527L9RG

JAD23230GNB

JAE24222248

FCW2109F0H9

FOC2244U0U6

User:solution
User:solution
User:solution
User:solution

logged
logged
logged
logged

Replace Status.

NA

Replacement History

Device Name

Switch-110-4-0-9

command:no
command:no
command:no
command:no

Device Family

Unified AP

Switches and Hubs

Switches and Hubs

Switches @

Switches

Switches and Hubs
(WLC Capable)

Piattorm

Prattorm

AIR-AP28021-B-K9

©9300-48L

©9500-24Q

€9300X-24HX

Reachabllity

@ Reachable

@ Reachable

€9200-24p © Reachable
€9200L-48PL-4G © Reachable
WS-C3850-24XS-S @ Reachable
9300-24p © Reachable
C9300-24P @ Reachable

Serlal Number

FOC2402U1F9

Replacement Serial Number

FOC2244U0U6

Take a tour

© Unreachable

&y Export 8}

site

IMilpitas/Cisco-buidling-2

Cisco-buidling-24

Cisco-buidling-24

IMilpitas

Cisco-buidiing-24
IMilpitas/Ci

sco-buidling-24

[Milpitas/Cisco-buidling-24

Cisco-buidling-24

sco-buidling-24

[Milpitas/Cisco-buidling-24

Replace Status

ip dhcp excluded-address 118.4.8.1 110.4.0.14

ip dhcp excluded-address 110.4.8.16 110.4.0.255
ip dhcp pool TenGigabitEthernetl/@/5
ip dhcp class ciscopnp

THRAALFELR= 2R LT, $_NTOIR S — R, §XTD AP, 7741
Tr Nl oA R LET,

© 2025 Cisco and/or its affiliates. All rights reserved.
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PugyFtrR—Forrcanyr—yarylimf—F—BI0aryhe—L FL—r FN_NL R0

RMA

aviro—nFr—riaun—aryLER—=F—DORMAIL, 777V v 7o T 84 A2 RMA IZELTWVWE
¥, 2 hr— 7L —r (Common_B) THEENEALZ7 77U v I R—F—x, FRIAAL vF (Switch-

110-4-0-3)

AT w7 1.

AT 2
AT w7 3.

. Common_A, BLIUET T /A AZEEHREINTWET,

A Peer Device

EEBIHDA=a—T A2 %27 U v 7 LT [Provision] > [Inventory] ®JEIZER L., H LD
VAR a—TAarvzs )y LET,

[Focus] # [Device Replacement] (224 % L F 7,

[Common_B]l F=v /ARy 7 A% (2L THh 5, [Actions] > [Device Replacement] > [Mark
for Replacement] DJIEIZEIR L £7,

@ Cisco-buidling- 24

DEVICE WORK ITEMS

(O Unreachable

(O Failed Provision

) Non Gompliant

(0 Outdated Software Image

() No Golden

() Failed Image Prechecks

[ under Maintenance

() Security Advisories

Al Routers  (UGECUUCIIS) Wireless Controllers  Access Points  Sensors i E Id

Devices (10) Focus: Device Replacement Take a tour (N Export  {Gh

Q  Click here to apply basic or advanced filters or view recently applied fiters

1 Selected Tag (¥ Add Device Actions ~ O As of: Sep 6, 2024 2:40 PM {
@ Teos  Device Name Inventory > umber Replacement Serial Number Replace Status Device Family Platform Reachability
Software Image >
0O a Switch=110-4-0-3 09FOHY NA NA Switches and Hubs WS-C3850-24XS-S @ Reachabl
Provision >
) Switches and Hub
o < Switch=110-4-0-8 o000 , 02X1BQ  NA NA ['iz ‘g:;’;ﬂﬂ” ®  C9300-24P © Reachabl
Device Replacement 3 .
. Switches and Hubs
1 Switch-110-4-0-9 NA C9300-24P Reachabl
C < wite T (WLC Capable) @ Reachab
witch Refresh >
< Mark for Replacement
- Gompliance Switches and Hub:
o @ Common-L2 Gompliance > NA witehes and HUBS — cg500-240 ® Reachabl

-~ (WLC Capable)
More 5

Replacement Histor
. v Switches and Hubs
o ¢ Common_A NA l\;\:ié g::;;m“ ©9300-48U © Reachabl

- Switches and Hubs
o 110.4.0.63 FCW2221L0VN NA NA €9300-48U V] hz
@ < Common_B {WLC Capable) © Unreac|

Switches and Hubs
A 22527L9RG 5 527L 9300%- eachak
] & SN-FOC2527L9RE 110.4.60.5 FOC2527L9RG NA NA {WLC Capable) C9300X-24HX ® Reachal

o < SN-JAE24222248 110.4.60.6 JAE24222248 NA NA Switches and Hubs ~ C9200L-48PL-4G @ Reachab

=] g SN-JAE24230099 110.4.60.7 JAE24230099 NA NA Switches and Hubs 9200-24P @ Reachat

F v T —27 O¥iglE, DHCP r— R_R—REEZT v TV 7 FANR—=FTNRA AT v a2 LET,
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X 57. DHCP #E4 110.4.0.62 Common_A iZ 7 v ¥ = 54

A\ Two (2) Warning Alerts on this page. Expand to see details

[} Common_B (110.4.0.63)

- " . x) Unreachable Uptime: 27 days 12 hrs 45 mins Device Role: BORDER ROUTER
A\ Some devices may have design or provision conflicts. Please go to Provisior]
_ . 3 Run Commands 7 View 360 Last updated: A few seconds ago (O £ Refresh
[ Cisco-buidling-24
Details Replace Status

DEVICE WORK ITEMS Devices (12)  Focus: Device

@ READY FOR REPLAGEMENT

O unreachable Q  Click here to apply basic or ac
Thi ment and is ready to be replaced. To assign an IP address for the
O unassigned 0 Selected  Tag () Add Device pool has been
device (110.4.0.62) . This DHCP moved after successful replacement of the faulty device
( ntagged —
U Untagged ) Tags  Device Name
You may begin the process of replacement by selecting the device from the Devices table and choose the action
O Failed Provision 10 " Replace Device"
’ 0 O Common_B
<
ftware Image . .
O < Switch-110-4-0-
Golden Image
& witch-110-4-0-
O Failed Image Prechecks < Switch-110-4-0
(O under Maintenance
C Switch-110-4-0-
M Sacurity i

AT v 7 4. Common_A T /31 A THERLET,

047919: 114:50. : %PARSER-5-CFGLOG_LOGGEDCMD: solution logged tlexec: enable

047920: :14:50. ¢ %PARSER-5-CFGLOG_LOGGEDCMD: solution logged p dhcp excluded-address 110.4.0.1 110.4.0.10
047921: :14:51. : %PARSER-5-CFGLOG_LOGGEDCMD: solution logged p dhcp excluded-address 110.4.08.12 110.4.0.255
047922 114:51. : %PARSER-5-CFGLOG_LOGGEDCMD: solution logged p dhcp pool GigabitEthernetl/@/25

047923: +14:51. : %PARSER-5-CFGLOG_LOGGEDCMD: solution logged etwork 110.4.0.0 255.255.255.0

047924: :14:51. : %PARSER-5-CFGLOG_LOGGEDCMD: solution logged ption 43 ascii 5A1D;B2;K4;I1120.1.1.1;]86;
047925: :14:51. : %PARSER-5-CFGLOG_LOGGEDCMD: :solution logged efault-router 110.4.0.18

047926: :114:51. : %PARSER-5-CFGLOG_LOGGEDCMD : :solution logged lass ciscopnp

047927: :14:51. : %PARSER-5-CFGLOG_LOGGEDCMD: :solution logged ddress range 110.4.0.1 110.4.0.254

047928: :14:51. : %PARSER-5-CFGLOG_LOGGEDCMD: :solution logged p dhcp class ciscopnp

047929: :114:51. : %PARSER-5-CFGLOG_LOGGEDCMD : :solution logged ption 6@ ~ciscopnp

047930: :14:51. : %PARSER-5-CFGLOG_LOGGEDCMD: :solution logged command:exit

AT o5, XA AL vF% Common_A DFEILAR— K, ETF A 2, BLXOFMAAL vFIcHEGELET,
HLWAAL v FTPAP A R—F 4 I HRBHE L E9,

A7 27 6. [PlugandPlay] vV v RUZBEHRLET,

A7 ST EERCHEZA=a2—TAa%27 Y v LT [Provision] > [Plug and Play] DJIEIZEIR L |
[Unclaimed]l #7 U v 7 LE7,

Catalyst Center n / < De ug and Play % Q & 0 maglev v

> Network Plug and Play Overview

Device Status Al (18) @Eror(0) @ Provisioned (17
Devices (1) Focus: Default v Auto-refresh: - 30 s W {8

QU Search Pop devices v

0 S 4 Actions Add Devices
(D] Device Name () Serial Number Product ID Last Contact sae () Onboarding Progress (i 1P Address MAC Address (D) Source (D)  Site Created
0O 1 T Switch FOC2146Z0FY  C9300-48U  Sep 17,2024 2:26:19PM  Unclaimed ) Device is ready to be claimed 110.4.0.11 NA Network NA Sep 17, 2024 2:

AT 978 FHLWTNA ANKRI, A R—F 4 7 A7 —H4 A|Z [Device is ready to be claimed] &
ForEns, BRoCRMA ZBALET, ELMICHIA=a—T A aru7 ) v 7 LT
[Provision] > [Inventory] DIEIZEIR L, HEDOYV A N =2—T A a2 %7 U v 7 LT [Focus] &
[Device Replacement] IZZ5H L £,

A7 w7 9. [Common_B]lF=v /ARy A&EA 212 L THh 5, [Actions] > [Device Replacement] >
[Replace Device] DJEIZER L E,
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@ Cisco-buidling-24

Routers  Switches  Wireless Controllers  Access Paints  Sensors

DEVICE WORK 1TEMS Devices (12)  Focus: Device Replacement

O
[ unassigned

Q  Click here to apply basic or advanced filters c

jew recently applied filters

Actions ~ @

d  Tag @ Add Device

e Tags Device Name ventory > Number Replacement Serial Number Replace Status =
Falled Provi
{J Failed Provi re Image >
) Non Gompliant ®@ o Common_B 1221L0VN NA © Ready For Replacement
- h < Provision >
[0 Outdated Software Image —
0o < Switch-110-4-0-3  Telemetry > 1OSFOHI  NA NA

5olden Image

Device Replacement >

Q Switch-110-4-0-8 Replace Device NA
Switch Refresh >
o Q¢ Switch-110-4-0-9 mpliance > NA
- Unmark for Replacement
Mor >
Replace i Y
Q Common-L2 NA

ATF 9710, PuXdvF A rR—F 47 U—r7u—7, [PlugandPlayl] # 7 %27 U v 7 L,
AADE TS varRE w27 )y 7 LTHhE, [Nextl 22U w7 LET,

Catalyst Center

Device Family

Switches and Hubs
(WLC Capable)

Switches and Hubs

Switches and Hubs
(WLC Capable)

Switches and Hubs
(WLC Capable)

Switches and Hubs
(WLC Capable)

Take a tour

Platferm

©9300-48U

WS-C3850-24XS-S

©9300-24P

©9300-24P

€9500-24Q

1) Export &

024 2:23 PM

Reachability |
© Unreachab
@ Reachable

@ Reachable
@ Reachable

@ Reachabl

St 7S

Choose Replacement Device

You have selected to replace Common_B. Now, it is time to choose your replacement

Replacing Common_B

110.4.0.63 | Numbe FCW2221L0VN

€9300-48U

17.15.1

Available Replacement Devices (1)

sitable replacements for your device. Unclaimed device

i through Inventory or Discove

source [EINCRUCEIEE Inventory

© Add Device

Sync with Smart Account @

Device Name ~ 1P Address Manageability Serial Number

FOC2146Z0FY 110.4.0.11 Unclaimed FOC2146Z0FY

& Exit A es san

ATFo T 1. XA OWEEMHBE LT [Nextl 27 Vv 7 LET,

© 2025 Cisco and/or its affiliates. All rights reserved.

are ones that are onboarded through Plug and Play and Managed devices are t

e ones that are

Platform

C9300-48U

Show Records: 25 v/

Review
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‘dsés Catalyst Center ; Q maglev ~

Summary

We are almo i need to update anything, now is the time to do it

there. Review the summary below to be sure we have got everything

< Device Type

Switch

<

Faulty Device

Narme Common_8

Serial Nu

ber  FCW2221LOVN

v Rep rent Device
Name FOC2146Z0FY
Serial Number FOC2146Z0FY

0S Image 17.15.1 (cat9k_iosxe.17.15.01.SPA bin)
C9800-SW-iosxe-wic.17.15.01.SPA.bin

Cisco DNA Advantage

ation  Dated on Sep 12, 2024, 2:43:25 PM

Discovery SNMP and Telemetry

&) Exit

ATy 12. KWHAT A AT v adTHREEMERL,

bl Catalyst Center

Device Replacement: Common_B - FCW2221L0VN a5 ot 23035 M. £ Refrash

Step 3 of 3: Preview Configuration

n the

ick Exit and Preview Later to defer the review. The deferred r

1 each device. wing, click D

device configur en you are done re

Re
Tasks m

Device IP: 110.4.0.63 Site: Global/Milpitas/Cisco-b.. (@

Q searcht

Cisco DNA Advantage

Common_B L]

juration Dated on Sep 12, 2024, 2:43:25 PM

C9800-SW-iosxe-wlc.17.15.01.5PA bin(17.15.01.0.126)

Export  Copy

service timestamps debug datetime msec
at
service password-encryption

service timestamps log

1
2

3

4 service call-home
5 no platform punt-keepalive disable-kernel-core
6 hostname Common_B
7
]

vrf definition Anchor_VN
rd 1:4100

10 address-family ipvd
11 route-target export 1:4100
12 route-target import 1:4100
13 exit-address-family

14 1
15 address-family ipv

16 route-target ex 1:4100
17 route-target import 1:4100

18 exit-address-family
19 vrf definition Mgmt-
20 !

) Generation Status Legend Exit and Preview Later Discard J Deploy.
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X 58. [Replace Status] iZ [In-progress] ¢ FR&Eh 3
[ Cisco-buidling-24 0 Routers  Switches  Wireless Controllers  Access Points  Sensors 82 H ¥

DEVICE WORK ITEMS Devices (12)  Focus: Device Replacement v/ Takeatour () Export G}

;chable Q Clickhere to

basic or advanced filters or view recently z

) Selected  Tag (@ Add Device Actions v/

Tags  Device Name 1P Address Serial Number Replacement Serial Number Replace Status ~  Device Family Platform Reachability site

- Switches and Hub:
0 < Common_8 110.4.0.63 FCW2221LOVN  FOC2146Z0FY & In-Progress pATIes B00 . cgacoas © Unreachable /
(WLC Capable)

E & Switch-110-4-0-3 110.4.0.3 FCW2109FOH9 NA NA Switches and Hubs WS-C3850-24XS-S © Reachable /
(O No Golden Image
Switches and Hubs

OF orect ¢ Switch-110-4-0- 0 C24 v C9300-24P eachabl
) Failed Image Prechecks Switch-110-4-0-8 110.4.08 FOC2402X18Q  NA NA (WLC Capable) €9300-24P © Reachable /

Under Mai

Switches and Hubs
Switch-110-4-0-9 110.4.0.9 FOC2244U0U6  NA NA sshedadeiiiig €9300-24P © Reachable /
(WLC Capable)

A7 v 7 13. RMA O EH9 512X, [In-Progress] 227 Vv 7 L, 274 KA LV THATDRA
T AR LET,

el Catalyst Center maglev

A\ Two (2) Warning Alerts on this page. Expand to see details

[&) Common_B (110.4.0.63)

Unreachable Uptime: 27 days 13 hrs 7 mins  Device Role: BORDER ROUTER
A\ some devices may have design or provision conflicts. Please go to Provisiof

_ ) 3 Run Commands Last updated: 22 minutes ago ) £} Refresh
i Cisco-buidling-24
Details Replace Status
DEVICE WORK ITEMS Devices (12) =: Devicaly Start
[ Unreachable Q Click here to basic or ad
() v (Prerequisite) Create a DHCP server on the neighbour device 0:00:00:193
Unassigned 0 Selected Tag (@) Add Device
e The DHCP server has been successtully configured on the neighboring device 110.4.0.62
r ed —
Untagged =) Tags Device Name Sep 17,2024 2:31:10 PM
] Time Sep 17, 2024 2:31:10 PM
[ Failed Provision
- (] a Common_B
() Non ant ~
< e * Claiming(PnP) the replacement device 00:02:01:609
[ Outdated Software Ima - . s Message Task Dispatched
0 < Switch-110-4-0- - sk Blspatehe
) tart Tire Sep 17, 2024 2:31:10 PM
) No Golden Image
nd Time 0
(&) ch-110-4-0-
®){ - Remove DHCP server from the neighbouring device
Qo Switch-110-4-0-'
urity Advisories
0
¢ Common-L2 AT 0

on the device

Common_A

[

SN-FOC2527L9R(

AT v 14, AT ANA ABREERBE LT ANA A LR LA A=V %EFETL TR 0EA, Catalyst
Center 3T NA A A= VT A A—=VIZT v 77 L—RKLE T, BENREELEZTA
AADA A=V NI =T LT— 7SN TWE & 2R LET,
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X 59.

[Replace Status] 12, #EITHDA A —VDT v T L — KRFEREND

t A\ Two (2) Warning Alerts on this page. Expand to see details

) Common_B (110.4.0.63)

7 View 360 La:

Unreachable Uptime: 27 days 14 hrs 20 mins Device Role: BORDER ROUTER
A\ Some devices may have design or provision conflicts. Please go to Provisior
. 3 Run Commands
[ Cisco-buidling-24
Details  Replace Status
DEVICE WORK ITEMS Devices (13)  Focus: Device Start
3 Unreschable Q  Click here to apply b
B o v Running readiness check for device replacement
Un 0Selected Tag (@ Add Device
! 2 The readiness check is successtul for the replacement device
ged ot T :
9 O  Tep  DevicsMaine Sep 17, 2024 3:07:59 PM
- T Sep 17, 2024 3:08:06 PM
ailed Provision
0O Common_B >
<
Switch-110-4-0-
e Distributing and activating software image on the replacement device

Switch-110-4-0-

intenance

Switch-110-4-0

Switch

Common-L2

Common_A

Image distribution and activation is in progress.
Sep 17, 2024 3:08:06 PM
d Time 0

35 minutes ago @

} Refresh

0:00:06:252

00:38:15:754

 Checking the reachability of the replacement device

AT w7 15. RMA RETT5HETHHE T, [Replace Status] 7% [NA] (2= Y £, [Actions] >
[Replacement History] DJEIZZ V v 7 L£7,

@ Global

0 Routers  Switches  Wireless Controllers  Access Points  Sensors

DEVICE WORK ITEMS Devices (44) Focus: Device Replacement v
[ unreachat Q,  Click here to apply basic or advanced filters or view recently applied filters
() Unassigned 1 Selected Tag (D Add Device Actions ~ O
0 unta [-] Tags Device Name ntory > Serial Number Replacement Serial Number
(O Failed Provision 0o Switch-110-4-0-8  Software Image > FOC2244U0U8 NA A
(O Nen Compliant
U Nar ' Provision >
0 ted Software | (] & Common-L2 FCW2204A3J3 NA NA
Telemetry >
(O No Golden Ima
I
- 0 Common_A Device Replacement > A
([0 Failed Image Prechecks
h Refresh >
(O Under Maintenance <. . . . Mark for Replacement %
~ ommon, | npliance >
O security Advisories
Mare
(@] SN-FOC2527L9RG Replacement History NA
O SN-JAE24222248 110,4,60.6 JAE24222248 NA NA

X 60.

al
cisco

Catalyst

@ Global

Devices (44) Focus:

DEVICE WORK ITEMS

() Unreachable Q  Click here to apply basic or advanced filters o
) Unassigned 1 Selected Tag (¥ Add Device Actions v
0 unta @ Tags  Device Name
Failed Provisior o o Sieh-110-2-0-8
O Nen Compliant
() Outdated Software Image o <0 Gommon-L2
) No Golden Image
— o @ Common_A
() Failed Image Prechecks
O under Maintenance & )
] () Common_B
O Security Advisories
o o SN-FOC2527L9RG

© 2025 Cisco and/or its affiliates. All rights reserved.

Device Replacement

n It

Replacement History

Replace Status ~

Device Family

(WLC Capable)

Switches and Hubs
(WLC Capable)

Switches and Hubs
(WLC Capable)

Switches and Hubs
(WLC Capable)

Switches and Hubs
(WLC Capable)

Switches and Hubs

Take a tour

1y Export

Platform Reac
C9300-24P OF
C9500-24Q OF
©9300-48U 9F
€9300-48U OF
C9300X-24HX OF
C9200L-48PL-4G 9F

DIRTIZEENFEA LT 31 2D L R— +® [Replace Status] 73 [Replaced] 1272 %

o Export
Q, Search T 7
. ~
1P Address . f =
110.4.0.9 Date Reploced Device Name Platiorm Serial Number Replacement Serial Number Replace Status |
15, Switch-110-4-  C9300- i
110.4.0.18 0-9 24P FOC2402U1F9 FOC2244U0U6 Replaced
e c B Co300- FCW2221LO0VN  FOC2146Z0FY Replaced
110.4.0.62 PM ommon 48U eplace
110.4.0.63
110.4.60.5
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25 v 7 16. Common_A 534 2T, DHCP R ENHIRENT-Z L 2R LET,

047952: Sep 18 ©02:17:33.864: S%PARSER-5-CFGLOG_LOGGEDCMD: User:solution logged command:no ip dhcp excluded-address 110.4.0.1 110.4.0.10
©047953: Sep 18 02:17:33.897: %PARSER-5-CFGLOG_LOGGEDCMD: User:solution Tlogged command:no ip dhcp excluded-address 110.4.0.12 110.4.0.255

047954: Sep 18 02:17:33.921: %PARSER-5-CFGLOG_LOGGEDCMD: User:solution 1logged command:no ip dhcp pool GigabitEthernet1/@/25
047955: Sep 18 ©2:17:33.944: %PARSER-5-CFGLOG_LOGGEDCMD: User:solution 1logged command:no ip dhcp class ciscopnp

AT 17, MOMBEN LN S 55013, B LET,

iR eE Y b1 RMA #E73 584
1. BEERKAELET AL ZAEGWI L, TAL ANA LRy R CREREL LTERINSIETHELET, T34
AR D~— 71T % LET,

2. AT /A AICEIDS A TOD AL, BEEDSRA LILT S AR~ — 27 FHIFET BRI, 7 v 7%
b U= BT ASHIT /S A A B LN T RS,

3. WHATNA ATPIP AL R—=FT 4 VI RETTEHETIE, VR — KR EDF T A M) — AT 31 R &8
LN TL &N,

4. [EEDPRE LT A ARYER  — R TH AP THRWEEIE, Bu¥ v F RMA 2 F T3 570Dicb7zl &b
1E80T7 v T ARY—ALT 314 A Catalyst Center (L > THEHINTWVWD Z EEMERL T TEE,

5. ErZyFRMAU—77u—7TiE, BEBBELLET ARV T M =T TRy r—URNHL561%, 25
MTANAZD IR F=RTERS A2 b—/b] E=RTEITSNTNDLZEE2HRL TSN,

777V 7% A bOUk

oI varTiEH, 77 Yy YA EOIMT S e AL £,
1. 77709294 M0 bT_RTOT 77TV v 7 F AL 25 LET,
2. 777V oSBT LET,
3. 777Uy Y%A MEHIBRLET,

T34 2 DHIBR

Catalyst Center 7257 /A ZAZHIRT DI2IE, 777V v 7 %A Fnb 777V v/ m— V& LT Ry
NUMNBT AL ZEEIRLET,

FIFE1, A 777V IMnoDT77T7 ) vy UFERITNGE — R, AU —3iE  — K. SBEN OHI|R

NR—=PF1: F—=F DY TCOI ) =0T v TMWUBERIGE ) — KT 77 )V v 7o ED, 778 An—%
FoTF A 2 &L E T,

AT 71 EEBIIHDA=a—T A2 %27 27 LT [Provision] > [Fabric Sites] ®IEIZEIN L, A LD
T—TNEa—TAar%7 Vv L, [Cisco-Building-23] 7% A~V 27 %27 U > LT [Port
Assignment] ¥ 7 &7 U v 7 LET,

AT S 2. WAL~ AXIT= [Port Assignment] X ENRH D, TRTOYER— b DF=v IRy 7 A
([Port Channel] <) &4z LET,

AT w7 3. [More Actions] > [Clear Port Assignment] DJIEIZEIR L7,
AT w7 4. [DeployAlll #7 U v L, EBEEZHITLET,

AT v 7 5. [Port Channel] 23 E S TW 541, [Port Channel] 22V » 2 L. [More Actions] >
[Delete Port-Channels] DEIZEIR LT, BEEZ#HITLEI,
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= 61. [Clear Port Assignment] D 317712 [Deploy All] B %hIZ72 3

Provision |/ SD-Access # Q o ® O O magher ~
Fabric Stes | Cisca-bullding-23
Cisco-building-23  view site Hierarchy ~ site Actions
Fabric Infrastructure  Layer 3 Virual Networks  Layer 2 Virtual Networks  Anyeast Gateways  Wireless SSIDs  Authentication Template  Port Assignment
Ports (227)
v
3 port(s) selected from 1 device(s) | -| More Actions ~ As of: Feb 26, 2024 10:25PM 3
Device Name Interface Name I Data VAN Voice VLAN Authentication Template Gonnected Device Type. Statws MAG Adk
. Clear Port Assignments
@ fas3 FomyGigseie ’ 110_5_120_0-INFRA_VN - None User Devices and Endpoints DOWN 00:a6:1
O Aess GgabREmEm e emment e - - = Glosed Autnentication - DowN o006
® Aass Gigabitetnern or = = Nore Trunking Device DOWN 00:6:
O Fas-3 GigabitEthern fenne - - = Closed Authenticatian DOWN 00:a6:1
]
B O rass GigabitEthern - - = Closed Authes DOWN 00:d6:
FIAB-3 GigabitEthernet1/0/5 - - = Close DOWN 00:d6:|
O FIAB-3 GigabitEthernet1/0/6 -- - = Closec DOWN 00:¢6:]
O  fas-3 GigabitEthernet1/0/7 - - = Closed Authentication - up 00:d6:1
O  FAs-3 GigabitEthernet1 /0/8 - - = Closed Authentication -- DOWN 00:a6:1
O  Fas-3 GigabitEthernet1/0/9 - - = Closed Authentication -- DOWN 00:d6:f
@ Fass GigabitEthernet1/0/10 5.1.0_0-VN1 - None User Devices and Endpoints DOWN 00:d
Records) Show Records: 10~ 1-3 (1] I

NR—=bF2: F—PEVECE I V=TT L%, 777V 7% "o 777 0y a— LBz LET,
AT w7 1. [Fabric Infrastructure] 7 4 > RZIZBEIL, #—7 v b A A% 7 w7 LET,
AT w7 2. Fflldo~21 T [Remove from Fabric] 27 VU v 7 L, JEEICHELET,

FIE1, B. 777UV v IV A 60777 ) v IR —HF—/)—F, aryrfao— )7L —r/—F UAf¥YL Rz

v ha—F OHI%R
A7 w7 1. [Fabric Infrastructure] 7 « > RVIZBEI L, ¥—7 > T A A&7V v 7 LET,
2T w7 2. FHflo~A T [Remove from Fabricl 227 VU v 7 L., JEBHEICHELET,

T T 7 U TP A ML, PR Eb TOo0ary e — LT L—r /) —RRULETT, 777U v 7% Ak
W, D7 770 o 7 a— A REMNIR> TNBT NN, ANELEHLHGEIF. T XCoOay be—ATL—2 /) —F
ZHIRTAZ LIETEER A, BUIC, 2 hEr— AT L—a— DRI AL ZEEIBRLET,
BRI E b r TS ABBERAELES, A=V ETE22 V=T v T LTI 77V v I NHT /A A
ZHIBRT DX 27 E [Fail] L LTHESNE TR, b0 T A 207 77U v 7 ua— ks nEd, £
Y MY DO DREIBRBFFAT S IVE T,

FIE2, A2 PINDDOT AL ADHIER

ATy EEBCHDHA=a—TAa%2 U v LT |[Provision] > [Inventory] DJIEIZER L F 7,
AF T2 Z—F Y T RAADF 2w IRy I A RO TTF v IRy 7 A A LET,
A5 > 7 3. [Actions] > [Inventory] > [Delete Device] DIEIZEIR L, HIRY —27 7o —%kifT L £,
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X 62.

Catalyst Center

AR B DBBDTAAL ZOBIER

Provision / Inventory

A\ o provision subscriptions on devices that have not been discovared with NETCONF, rediscover the davices with NETCONF, and update the Telsmetry Settings with the @ Force Configuration Push option.

A\ some devices may have design or provision confikcts. Please go to Provision -> Inventory and switch the focus 1o * Templates™ and check * Template Conflict Status*® column. Update GLI Templates

Global

DEVICE WORK ITEMS
(O Unreachable

(O Unassigned

() Untagged

[ Falled Provision

() Non Compliant

() Outdated Software Image
[ Mo Goiden image

() Falled Image Prechecks
[ Under Maintenance

(0 Security Aavisories

JEBR  — R, RV
FNA ADR— |k

X 63.

sbric Sites |

Cisco-building-

Cisco-building-2

Fabric Infrastructure

Ports (189)

1 port(s) selected from 1 device(s)

Device Name
(0 « 9300B-stack-BJ
93008-stack-BJ
93008-stack-8J
93008-stack-8J
93008-stack-8J

9300B-stack-8J

i 9300B-stack-BJ

9300B-stack-BJ

9300B-stack-8J

9300B-stack-8J

( 9300B-stack-BJ

arark-R 1

3 Recorals|

© 2025 Cisco and/or its

View Site Hierarchy

Layer 3 Virtual Networks

m Routers Switches. Wireless Controllers Access Points Sensors

Devices (39)

Focus: Inventory

Take a tour

Q
1 Selected Tag ) Add Device Edit Device ) Delete Device Actions ~ As of: Feb
8 T Device Name = IP Address Inventory > nageability () Complisnce Site
Edit Device
Software Image
Resync Device
Q 93008-stack-BJ 110.5.0.66 4 Managed ] g-23
Provision
Rebeot Device
o ; P Telemetry ontrol- . .
a < APOOAT.42F4.AE62 110.4.120.9 e Managed NA ../Control-centor/Warehouse-2
B Device Replacement
0 < APOCDO F894.3308 231217 Export Inventory Managed NA [Gisco-building-9/Floor-1
Compliance
- o Schedule Maintenance
1 Q0 AP3CS57.3105.7AE4 110.4.120.10 " Managed NA ../Control-centor/Warehouse- 1
ore
Exit Maintenance
a AP34ED.1BDA.6BF4. 110.139.214.15 ~a w meacnat Managed Na fDisney/Floor-2
Manage Maintenance
Q AP34ED.1BDA.6DFO 110.139.214.14 NA © Reachat Managed NA ...IDisney/Floor-1

Manage System Beacon

YLk — R £7213 SBEN ZHIBRT 25813, A X2 MU HHIER L2,

REZ7 V=T 7 LET, RICHZEZRLET,

Provision / SD-Access

Site Actions 0

Layer 2 Virtual Networks Anycast Gateways  Wireless SSIDs  Authentication Tempiate Port Assignment

« More Actions ~

Intertace Name Data vLAN Volce VLAN
Port-channel; : "ot Asalgnments -
Greate Port-Channel - N
Edit Port-Channe - N
Delete Port-Channels - .
thernet1/1/1 - -
FortyGigabitEthernet1/1/2 - -
FortyGigabitEthernet2/1/1 - -
ForyGigabitEthernetz/1/2 -
FortyGigabitEthernet3/1/1 - -

FortyGigabitEthernet3/1/2 - .

FlinahiEtharnat1 011 s 10 noumn .

affiliates. All rights reserved.

Authentication Template

None

Closed Authentication

Closed Authentication

Closed Authentication

= Closed Authentication

Nona

As of: Feb 26, 20:

Connected Device Type

Extended Node

Trunking Device

Iiear Naviras and Fndnaints

Show Records: 10 v 1

2Epon B

2, 0:55 PM

Image Version

17.13.

17.12.0.112

17.13.0.107

17.13.0.107

17.13.0.107

17.13.0.107

24 11:07 PM

saus  wAGAg

UP bd:a8:b|
v —
v oo7e:9
DOWN bd:a8:b|
UP bd:a8:b|
DOWN ec:1d:8|
DOWN ec:1d:8|
vown oo
oown ooz
ERNR

T TV T

AR — REREIFRY 3R — FBA R B U NBHIBRENEZBRDT v 7Y V7 TR RATODR— b F ¥ RV
BE DHIR

Catalyst Center
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X 64. SEN#J/A/F)m&%%éht%®7/7)/77A4XLT®%ﬁf—F Ewm%

I Catalyst Center Provision /[ SD-Access

Fabric Sies 1
| Warehou 72” View Site Hierarchy ~ Site Actions

| o o s vt tayr 2 newots Aot Gy AuteniotonTonine o Asgumen
3
Ports (53)
1 port(s) selected from 1 device(s) O « More Actions As of: Feb 26, 202 6:02 PM (3
Device Name. Interiace Name Data VLAN Volce VLAN Authentication Template Connected Device Type Status MAC Ada
' Clear Port Assignments =
Edit Port Assignments
() SN-JAE24222248 GigabitEthernet1/( -- - = Closed Authentication - DOWN Tciad:4t;
v a
) SN-JAE24222248 GigabitEthernet1/C . . . -- - = Closed Authentication - DOWN 7cad:af;
() SN-JAE24222248 GigabitEthernet1/( e - - = Closed Authentication - DOWN 7e:aa:at
|
8 SN-JAE24222248 GigabitEthernet1/¢ - - = Ciosed Authentication - DOWN Tezad:at
K= SN-JAE24222248 GigabitEthernet1/t -- -- = Closed Authentication -- up Te:ad:4t
0 SN-JAE24222248 GigabitEthernet1/0/48 - - = Glosed Authentication - DOWN 7e:ad:at
O SN-JAE24222248 GigabitEthernet1/1/1 -- - = Closed Authentication - DOWN Toiad:af;
4
@  SN-JAE24222248 GigabitEthernet1/1/2 -- -- Closed Authentication Supplicant-Based Extended Node up Toiad:at
[
() SN-JAE24222248 GigabitEthernet1/1/3 -- - = Closed Authentication - DOWN 7ciad:t
O SN-JAEZ4222248 GigabitEthernet1/1/4 - - = Closed Authentication -- DOWN 7c:ad:4t
|
> Switeh-110-2-1-70
1
H 2 Record(s) Show Records: 10 1-2 [1] I

To—F ¥y A MF— FU oA OHIBR

i:wkyxh¢~bvl4i T3 7V YA MIBEMT RIS, 77T ) v = BRI ORI LY A
MIBINTEET, 777V v 7% A bbb o—Fy A M — Y =A ZHIRT 2103, EFT777 0 vy —

LT RTOMEENTZYA bbb =—F v 2 M — b7 oA ZHIRT D MBERH Y 7,

T=—% ¥y A M — T A 4.1.0.1 IZ. Control-center ®7 . J7— VN GUEST CREIN, 777V v/ —r
Floor-1 35 X UMk& S 7= 1 b Cisco-Building-9 (2B &L E 7,

FIE1IZHE-T, 777V vy —r K EINZY A b, BELO control-center )" T =—F% v A N7 — hU <
4 4.1.0.1 ZHIBEL £,

%E‘JIIE‘IO 77’7U /7\/*“\/7}315(])3::%—3?,\,,7\ ]\/7‘%}\'71/])0)#”;%

T TV I )= NOE=—Fx A N — U =AlE, 777 VI = b _AFEREIT7 77TV v 7oA R
JLCHIBRCE F7,

51 :4.1.01 % —> L~ ® Floor-1 S HIR L3,

271 EEBIHHIA=a—T A4 2% 1Y 2 LT [Provision] > [Fabric Sites] > [Control-center] ®
JIElZ34R L, [View Site Hierarchy] > [Floor-1] OJEIZEIR L £,
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Fabric Sites / Control-center

Control-center View Site Hierarchy  Site Actions v @

Fabric Infrastructure L = Networks Anycast Gateways Wireless SSIDs Authentication Template Port Assignment
—_— C(Search Hierarchy
Search Help Take ¢
I v /Milpitas/Control-center
= Floor-1 FZ b
Collapse All Custom Focus
& Floor-_Floor-1

AT w7 2. [Anycast Gateways] ¥ 7 %27 U v 27 LT [4.1.01]F =y 7Ry 7 A%&A4 1L, [More Actions] >
[Delete Anycast Gateways] DJIEIZER L £ 9,

Floor-1% View Site Hierarchy  Site Actions ~ @

Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virtual Networks Anycast Gateways Authentication Template Port Assignment
™ Export 48}
Q Search Anycast Gateways Y
1 selected (O (3 Add Anycast Gateways ~ More Actions Asof: Jan 9, 2025 4:25 PM ()
= Anycast Gateways ~ Associated VLA Associated Layer 3 Virtual Network Fabric Enabled Wireless Wireless Flooding Layer 2 Flooding Resource Gue
O 110.4.120.1 110_4_120_0 INFRA_VN -- - -- --
Delete Anycast Gateways
O 110.4.60.1 110_4_60_0- INFRA_VN -- - -- --
® 4100 4_1_0_0-GUEST 1038 GUEST D 7 -- --
O 41641 4_1_64_0-VN_EMP 1027 VN_EMP - --

2060:0:0:2061::1
A7v 3. EREEHL YA ZRERFALET,
FiE2:4.1.01 %A FL~ULD Floor-1 7S HIE L £,

AT T 1. EERICHGAIA=a—TAar%27 Y v LT, [Provision] > [Fabric Sites] > [Control-center]
DINAIZIEIR U E T,

AT w7 2. [Anycast Gateways] ¥ 7% 7 U v 7 LTC[4.1.01]F = 7Ry 7 A% A2 L. [More
Actions] > [Edit Fabric Zone Associations] DJIEIZZEIRN L £9,
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Fabric Sites [ Control-center

Control-center View Site Hierarchy  Site Actions ~ @

Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virtual Networks Anycast Gateways Wireless SSIDs Authentication Template Port Assignment
T Export &}
Q Search Anycast Gateways Y
1 selected (O (D Create Anycast Gateways ~ More Actions As of: Jan 9, 2025 5:26 PM 5
-] Anycast Gateways =~ Associated VLAN Edit Anycast Gateways Associated Layer 3 Virtual Network Fabric Enabled Wireless Wireless Flooding Layer 2 Flooding Resource Guz
O 110.4.120.1 110_4_120_0-Iy 9t Fabric Zone Assaciations  |yepp yy - - - -
Delete Anycast Gateways
[} 110.4.60.1 110_4_60_0-INF INFRA_VN - - -- --
O 4.1.01 4_1_0_0-Anchor 1037 Anchor @ - - -
N 4.1.01 4_1_0_0-GUEST 1038 GUEST @ @ - --
O 4.1.200.1 4_1_200_0-VN1 1034 VN1 @ - - --

4.1.64.1 ~ B - -
o 2060:0:0:2061::1 4_1_64_0-VN_EMP 1027 VN_EMP 2 @

AT v 7 3. U—2 7n—7T, [Select Fabric Zones] 7 U v 7 L ¥,

Fabric Zones (Optional)

Anycast Gateways will be provisioned for the previously selected Virtual Networks
within the Fabric Site. If Fabric Zones have been configured, Anycast Gateways can
optionally be provisioned to one or more Fabric Zones within the Site.

Layer 3 Virtual Network Details

Q_ search Layer 3 Virtual Network: ~ GUEST &

LAYER 3 VIRTUAL NETWORKS
- Anycast Gateways
Gh ---/Milpi...ontrol-center

T 1P Pool Fabric Zones
I GUEST & 4.1.0.0/18 » 1 Selected

AT v 7 4. V—%ER L, [Remove Selected] #27 U v 7 LTh b, [Assign] 27V v 27 LET,

Assign Fabric Zones

Assign the Anycast Gateway to one or more Fabric Zones.

Anycast Gateways: 4.1.0.0/18

Q search

> ...IControl-center/Floor-1

Caneel -

AT oSS U—rT7u—%5%TL, A7 EREBELET,
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FIF2, MESHIVA FHBBOE=—F% 2 57— b =1 OHIER

To=—F ¥ A M= RV A 4.1.0.1 8, RSN 7=Y A k Cisco-Building-9 2B SvE T,
T=—F% ¥ XA M= U A 41.01 ZHIRT 5121, ROFIEEZFATLET,

ATl 1. EEBIIHDA=a2—T A a%27 Y w7 LT [Provision] > [Fabric Sites] DIEIZEIR L., LD
TN a—T A% ) v 7 LT, [Cisco-Building-9] 7% A~V 27 %27V v 7 LET,

AT w7 2. [Anycast Gateways] ¥ 7% 27V v 7 LT [4.1.01] F = v 7Ry 7 A%4 2L, [More Actions] >
[Delete Anycast Gateways] DJIEIZER L £ 3,

ATy 73 BREEN LT A7 2RI L X,

Fabric Sites / Cisco-building-2

Cisco- building-9 View Site Hierarechy  Site Actions -, @

Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virtual Networks Anycast Gateways Wireless SSIDs Authentication Template Port Assignment
T Export 4
() Search Anycast Gateways Y
1 selected () (¥ Create Anycast Gateways  More Actions ~ As of: Jan 9, 2025 6:00 PM
a Anycast Gateways = Associated VLAN Edit Anycast G 4ssociated Layer 3 Virtual Network Fabric Enabled Wireless Wireless Flooding Layer 2 Flooding Resource
Edit Fabric Zone sociations .
2.3.121.1 2_3_121_o-inpp  Eit Fabric Zor octat NFRA_VN
Delete Anycast Gateways
[l 2.3.601 2_3_60_0-INFRs MFRA_VN
[ 4.1.0.1 4_1_0_0-Anchor 1064 Anchor
@ 4100 4_1_0_0-GUEST 1065 GUEST
- 6.1.0.1 X PP 9T VM
O 20801 6.1_0_0-VN 1027 VN
. 6.1.0.1 e
5_1_0_0-WNS 1029 VNE
[ 3060:1 6_1_0_0-VNS 02 NS
[l 6.1.192.1 CRITICAL_VLAN 1052 VN1
[ 6.1.193.1 6_1_193_0-VN1 1057 VN1
6.1.64.1
— . 1
O 2020 6_1_64_0-¥N1 1025 VN

FE3, 777V vIHA IR bEOT=—FF RN — Y= A OYIE

AT 1. ELMICHDA=a—T A2 %71 27 LT, [Provision] > [Fabric Sites] > [Control-center]
DONEIZERIR L £,

27 v 7 2. [Anycast Gateways] ¥ 7% 27 Vv 7 LT[4.1.01] F =y 7Ry 7 A% A2 L., [More Actions] >
[Delete Anycast Gateways] DJIEIZER L £,

ATy 73 BEREZWH LT A7 2R L X3,
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Fabric Sites / Control-center

Control-center

Fabric Infrastructure

Q Search Anycast Gateways

1 selected (i) (@ Create Anycast Gateways

] Anycast Gateways =

View Site Hierarchy

Layer 3 Virtual Networks

Site Actions «» @

Layer 2 Virtual Networks

More Actions

Associated VLAN Edit Anycast Gateways

Edit Fabric Zone Associations

Anycast Gateways

Associated Layer 3 Virtual Network

Wireless SSIDs

Fabric Enabled Wireless

Authentication Template

Wireless Flooding

Port Assignment

) Export %%

v

As of: Jan 9, 2025 B:13PM (3

Layer 2 Flooding Resource Guz

O 110.4.120.1 110_4_120_0-IN INFRA_VN --
Delete Anycast Gateways

O 110.4.60.1 110_4_60_0-INF INFRA_VN -

O 4.1.0.1 4_1_0_0-Anchor 1037 Anchor -

4.1.0.1 4_1_0_0-GUEST 1038 GUEST -

O 4.1.200.1 4_1_200_0-VN1 1034 VN1 - --

4.1.64.1
O 2060:0:0:2061::1 4_1_64_0-VN_EMP 1027 VN_EMP

TZ7 7Y v = DEL
Ty TV s —E, 7y T v s my Y ER S — R, RY —EE S — K, £7213 SBEN 722 EOF A AR
= AZEINETHENTELT, V=il =—F v A M= U oA DEY B TEATOZRWGEIC DA T
xFET,

AT o1 TAAL AEHIRT 5,
AT 2 T=—Fx AN — oA ZHIBRLET,

[F 54 2D OFNE 1a IV ET,
[T=—% % 2 R — U = A OHIR] IZREWVET,

Bz e b BOICAT 7 2, WICAT 1 217H 2 b TEET,

AF T3 YA R FETY — 2 L OWNWTINT T 77U w7 ) — R LET,
FE1 VAP TT 7T w7 = BT ET,

A7l EEBCHDA=a2—T 1 a%27 VY v LT [Provision] > [Fabric Sites] > [Control-center] @
JIEIZ3284R L. [Site Actions] > [Edit Fabric Zone] DJIEIZEIR L £ 4,
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Catalyst Center | SD-Access

Fabric Sites / Control-centor

Control-centor  view site Hierarchy ~ Site Actions

Delete Fabric Site
Three (3) Information Alerts on this page. Expand t <

Edit Fabric Zone

Show Task Status Take a Tour Export

o CustomFocus  Fab 27,2024 111260
>
=
(&
\4-" 2
Cancel

AT F 2. TaTDFcv IRy 7 AERF7ICLT, VYV —rEHEMLET,

Catalyst Center

Fabric Zones

Fabric Zones are optional. They reside within a Fabric Site and can only contain Edge Nodes and Extended
Nodes. If Fabric Zanes are used, only select Virtual Networks and Anycast Gateways (IP address pools) are
provisioned to the Edge Nodes in each Fabric Zone.

If Fabric Zones are not used, all Virtual Networks and Anycast Gateways are provisioned to all Edge Nodes
in the Fabric Site

When a design hierarchy slement is moved into a Fabric Zone, all existing Edge Nodes provisioned at or
below the design hierarchy element will be automatically moved into the Fabric Zone. There will be no
impact te user traffic when existing Edge Nodes move into a Fabric Zone. L2VNs, L3VNs and IP pools
configured to the Edge Node will be preserved

Select one or more areas, buildings, or floors to enable as a Fabric Zone.
A Fabric Zone begins at the selected level of hierarchy. All levels below the selected level are included as part of the Fabric Zone.

LEGEND E Fabric Site

Q) Search Hierarchy
Search Heip
Gontrol-centor

Warehouse:

0 & Warehouse-2

£J Exit Al changes saved Review

FE2: = LN TT T s = BESIC L ET,
ATy T 7Yy —ICBELET,
A7 v 7 2. [Site Actions] > [Disable Fabric Zone] DJEIZEIR L £,
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Provision / SD-Access

Fabeic Stes | Warehouse-
Warehouse-1"  view she Herarchy  Site Actions ~

Fabric Infrastructure  Layer 3 Virtual Networks  pisaple Fabric Zone astGateways  Authentication Template  Port Assignment n

§ Show Task Status
(7) Two (2) Information Alerts on this page. Expand x

777V v 7 %A FOHIBR

Ty TV I A ML, 777V ITRA A, T=2—F X AR —bTxAf, LAVYVN, 7o 0—VN, 777

Vo=, AT FX ARG EICOAHIBRTEET, v TFFHxv A MREN/R> TWDIHEF. T~
NTFF ¥ X NEHIFRLET,

VNV F Xy A NTNV—TEHIRT DI, ROFIRZFATLET,

ATy 7. 777 Vv rYA MIBEIL, [Site Actions] > [Remove Multicast Configuration] DJIEIZER L £,

ATFo T2 To—Fx AN U =2ABHIBRLET, [Z=—F%x AT — b= A OHIBR] IZHEWNET,

RT3, TUA—VNDBRESNTWLHEE, fAShTeY A b7 v —Shicon=—F ¥y X 7 —
Y=g L7 = VN ZHIBRL, ROWTNEETLET,

o« ZNHLDVNTT U I—%WhZLET, 777V v 7% A b UN ZHIBRT 2 LEITH Y £ A,

o 777Uy YA IMLEHZAIRLET, ZNHD VN TLA Y 3NY RETRRESNTWVDLHEIE,
LAY INCRATH2T 77 ) v I R=F—=bHIBRT 20ENH Y £7,
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X 65. VN TGUEST| 33Xt TGUEST_P] TOT7 v I —DHIk

‘tieh:  Catalyst Center Provision / SD-Access

Fabric Stes | Control-centor
Control-centor  view site Hierarchy St Actions

Fabric Infrastructure  Layer 3 Virtual Networks  Layer 2 Virtual Networks  Anycast Gateways  Wireless SSIDs  Authentication Template  Port Assignment
Expor
2 selected Greate Layer 3 Virtual Networks Add Existing Layer 3 Virtual Networks  More Actions
©  Loyer 3 Virual Network ~ Layer 3 VNID Health Sc Associated Fabric Zones Multicast-Enabled Fabric Sites
3 Remove Anchor from Fabric Site
GUEST & 4100 -- 0
Edit e Ass
® GUESTPY 4105 0
e om F

O INFRA_VN 4097 gt o

VN1 4099 50% 2 o

VN2_P 4101 100% 1 0

K VN3_S 4102 100% 2
VNe_S 4103 100% 1 0
VN_woL 4106 100% 1 0
Show Records; 10 v 1- 8 o

x?y74.777j/&7h4x%m Li# (T34 ZAOHIER ] OFIA 1 I(ZHEVET, FIAICHES T, JEIE
J—F., R —¥E/— K, SBEN, 777V v/ xoy AL Ao a—F, T3y 7 UvJ
ﬁ~ﬁ—\nybu~wfv~y/~F@E®77fUy&?ﬂ4x%mﬁbifo

27w S8, 777V = BEMCILET, [T T v )= 0Bk DAT v 3ITHEVET,
ATy 6. 777V v YA MIBEIL, [Site Actions] > [Delete Fabric Site] #7%R L T, BEEAZ#ITLET,

E: HYARNMNIEITUVybharbe— A TL—r TRAARGLEEE,. 777V v 7 %A MEHIBRT DRI
HIBRL T &0,

F7///F:/mew7v—/7ﬂ4x%m%?é X, WMOFNEEFEITLET,

A7 v 7 1. [Provision] > [SD-Access] > [Transits] DJEIZEE) L £,

ATy T 2. S TH Ty FEBIRL CHIBRLE9,
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= Uiy Catalyst Center Provision / SD-Access

Q maglev v

Fabric Sites / Control-centor
Control-centor  view Site Hierarchy ~ Site Actions
Remove Multicast Configuration
Two (2) Information Alerts on this page. Expand to
Delete Fabric Site
Edit Fabric Zone Take a Tour Export
Show Task Status
Colapse Al CustomFocus  Fab 27, 2024 5:38 PM
COMMON_A
¥
>
ot R
J
Cancel
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ER

Z D& 7 3T, Catalyst Center Assurance 7 7'V 7 —3 = % ffiffl L7z Cisco SD-Access % v T —27 ®
HEWREFEET v 7, VAT L~ VAY — LA L7- Cisco SD-Access 7 7' U 77— a > O IEF OB,
B L Cisco SD-Access AMilE~ b v 7 AZBHALTCTZ 77 U v I WA MIT AL REBMLIZEEDT A A
BREOREZ DWW THBA L E T,

Catalyst Center Assurance |%, X 5tT D EVRA=—XICHINT D720, B —BHEOHH—E XL~ L
TOWOFENRY ) a—va vzt LET, VT 774 7Py NV ERBIO NI TNy a—T 47, Ry
NI —2FZfTOTaT v T 0 ThoPRIAIEIZHIGL, 7294 T b, TV r—vay, BIOY—E RO
TR T F— V AERER L E T,

T aT T AL, ROEIBRAY v MRHY ET,

o Xy NI—7 I TAT U, BT TV r—va VEEOME~EHANREREARELEST, ZhboofM
B, BEOEROIEARS L OEERMBEBRN O Lo TWD T, RUA b/ A X LBRBREIEERA S
nEJ,

o« VAT ALHA RFEBLIOTA RRLOBMFTO N T ITNY a—T 4 0 7HBHELES, T2 2T T 2T,
B O BEEERE NS (KP) ZREfHT A AT AN A MtE2DFEEZRMIELET, TANEEEUF—D
FERICHESWTC, MEORAKFRINZHFE L, RO DIZRERT 7 v a VERELET, T— X OB TIX
B, BEEEFERVICTAZLICEHARBEINLTCWET, 7327 70 ATE, LV 3P R— by
=TS THEENMTONA Z L LITLIEH D £,

e XY NU—D Xy NT—ITNA A IT7AT N, 77V r—vary, BXOY—ERICET D872 1E
WA TEERMELET, T78R (A AR—T 1 7) EEROMEDOI 74T b =7 AR = AN
PRAEESNVET,

Catalyst Center > A5 AEH MY — VT, 77V r—2a v OIEFME, VAT LATF—F A, BLOT v 77 L—
R OHERIR I Z FREES D DI B E T,

Catalyst Center (%, @{E$1® Cisco SD-Access 77 7 U v 7 J—RKON—F7=7BLONY 7 b =T EMEE
Cisco SD-Access Affatt~ b U v 7 ZDOEHR & EHRNC I L, EEMEORBENBRE S NG E T LT N1 &
D777V MaBmaninEoizorey 7 LET,

EENRIEE®EDT V2T TR

[Overall Health Dashboard] 121X, *> T —27BIXOT T4 T2 bT /34 ZOBERRNOME L | EENLE b

10 OO 2 —RNERINET, 206, Ry NT—V OEFEELITZ 747 MOEFHIZ R LH

7 LT, WOFIEFNRT LI, XYy NTV—F AV TTANTIF v 7747 MR EOREIEFICEITE

ATV DENE LV FEICHER CE £,

ATFo 1. ELBIHDHIA=a2—TA2%27 Y v 27 LT [Assurance] > [Health] DJEIZEIR L, [Overall]
TV LET,
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Overall Network Client Network Services Applications SD-Access Al Analytics
@ Global 24 Hours ~ Jun 6, 2024 12:10 PM - Jun 7, 2024 12:15 PM @
Actions
Network Devices Wired Clients
Lareer 55% a0 TOTAL: 40 LATEST 82 % Heattny (D TOTAL: 51 Connected: 51 No Data: 0 New: 0
6 1 313 o2 314
0%
2p
Wireless Clients
LS e e e A = ,I OO
X ph - peg i 8
s % Health nactive: 4
Router Core Distribution Access Wireless Access AT /a : TOTAL S Aetives ractve Hew: 9
Controller Point [
. S a0%
120 2
View Network Health Visiw Glant Hasth
)L
X 66. 10 hoRED Z A 7
Overall Network Client Network Services v Applications SD-Access Al Analytics
View AAA Dashboard View DNS Dashboard View DHCP Dashboard
Top 10 Issue Types
Priority ~ Issue Type ~ Device Role Category Issue Count ~ Site Count (Area) Device Count Last Occurred Time ~
P1 Cisco TrustSec environment data download status ACCESS Connected 1 1 1 un 6, 2024 9:52 PM
P1 Fabric LISP PubSub session status is down ACCESS Connected 1 1 1 un 6, 2024 9:40 PM
P1 Fabric BGP session status is down with Peer Device BORDER ROUTER Connected 1 1 1 un 6, 2024 9:07 PM
P1 Fabric Border node internet is unavailable ACCESS Connected 1 1 1 un 6, 2024 5:54 PM
P1 Fabric LISP PubSub session status is down BORDER ROUTER Connected 2 1 1 un 6, 2024 5:50 PM
P1 Switch unreachable ACCESS Availability 1 1 1 un 6, 2024 2:48 AM
P1 Fabric facing port channel connectivity ACCESS Connectivity 1 1 1 ns
P1 Interface Connecting Network Devices is Down ACCESS Connectivity 2 1 1 un 5, 2024 10:50 PM
P2 Network Device Interface Connectivity - OSPF Adjacency Failure DISTRIBUTION Connectivity 2 1 2 un 6, 2024 5:50 PM
P2 AP(s) disconnected from WLC on Switch ACCESS Availability 1 1 1 un 5, 2024 1
10 Record(s)

ATy 72 HxOMEES ) v LCREIERTL,
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X 67. Cisco TrustSec BEF —FDF v a— RRT5T—% ZDORE LRI H]

Overall Network Cliet

(P1)Cisco TrustSec environment data download status

Jun 6, 2024 12:13 PA n7,2024 12:13PM
Area
1 Open Issues 1 1 ACCESS
1 Buildings, 1 Floors
Top 10 Issue Types
Q, Search Table v
Priority = Issue Type =
) Selected 1, Export
P1 Cisco TrustS
O Issue site
P1 Fabric Bordg
O Cisco TrustSec environment data is not complete on Fabric 'EXTENDED-NODE' node 'SN-FCW2146GOCL' in Fabric site 'Global/San Jose/Cisco-building-9' & San Jose/Cisco-building-9/Floo
P1 Fabric Bordg
P1 Fabric WLC 1 Record(s) Show Records: 10 v 1-1 [1]

P Radius serve

Device Rebo

P2 Network Der
P3 Poor RF (5
P3 AP Flap
P3 Radio High
10 Record(s)
Overall Network Clien| - . - I
0 3C environment data dot d sta Issue Instance
P1 Cisco TrustSec environment data is not complete on Fabric 'EXTENDED-NODE' node 'SN-FCW2146GO0CL" in Fabric
site 'Global/San Jose/Cisco-building-9'
Status: Open - B Issue Profile: global 3= Edit Issue Settings
Top 10 Issue Types
INSIGHTS
Priority ~ Issue Type
Cisco TrustSec environment data is not complete on Fabric 'Extended-node' node 'SN-FCW2146GOCL' in Fabric site 'Global/San Jose/Cisco-building-9'
P1 Cisco Trust§ .
Device = SN-FCW2146GOCL
P1 Fabric Bordg Time Jun 7, 2024 2:29 PM
Location Global/San Jose/Cisco-building-9/Floor-1
P1 Fabric Bord
Fabric Site Global/San Jose/Cisco-building-9
P1 Fabric WLC
P2 Problem Details .
Ra"‘“f'“'vl Problem Details
Suggested Actions
P Device Rebo) —~ . . . . .
(O] The table below illustrates the applicable sessions for this device, along with their respective statuses. You can choose up to three sessions simultaneously. X
P2 Network De
Status “ Down Up No Data
P3 Poor RF (5 €
Q. Search Table
P3 AP Flap
p3 Radio High Status Destination
| a o© e
10 Record(s) <
ISE (Primary)

XY FT—JDOEEHDOT 2T TR

fExDFry NT—TFTNRAADIEFHEATIZ, VAT A, T—271L—r BIORar he—L7L—rOERNE
WCHESWTEHE ENE T, 2y FT—IF L RIZF, V—F, A vF, IA¥ L Zarbae—F BLIRAP R
GENET, AVTFUARAE—FRDIITAT U MET AL AL, Xy MU= OEFHEAaTIZEENEEA,

BRI Ry U =27 OIEEMEIT, FIHOKIIRSNTWD X )12, E¥ 72T /3A A%, Catalyst Center |25~ T

EHINTWAEATTLDOF N, ZADRBTE > -EEDETRENET,
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AT w7 1.

EEBICHEIA=a—T A ar% 27 v 7 LT [Assurance] > [Health] DJEIZEIR L. [Network]
XTIV LET,

Overall Network Client Network Services v Applications SD-Access Al Analytics
© Global 24 Hours Jun 6, 2024 12:10 PM - Jun 7, 2024 12:15 PM & =
12:15p

(@ Telemetry Status

LATEST  TREND

Network Devices

55x¢

Healthy Network Davicas

TOTAL DEVICES 40
Good Health 22
Fair Health 6
Poor Health n
No Health Data 1
Overall Network Client Network Services

Total APs Up/Down

LATEST  TREND

13 Devices

@Up (13) eDown (0) No Data (0)

Router (7

Core (

Access (12
Wireless Controller (4)

Access Point (13}

LTH No Heal
Applications SD-Access Al Analytics ~
Top N APs by Client Count
LATEST ~ TREND
APTOTD.BI84 BSAB
View Details View Details

© 2025 Cisco and/or its affiliates. All rights reserved.

|
_____________________________________________________________|

Distribution () |
L
I
.____________________________________________________________|

Actions

UTILIZATION FAIR | INTERFERENCE POOR | 1 more

View Details

View Details

Top N APs by High Interference

LATEST  TREND 2.4 GHz v

APEB7D.BASC. 1668

AP149F 430E AC20

APBJ-380E 4DF6.705A

APUCDO.F894,33D8

APFADB E643 E430

AP3BOE 4DBF.212C

APTO7D.B3B4 854

View Detalls
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Network Devices (40)

LATEST

OVERALL HEALTH m Paor

TYPE

Q
Q

All

TREND

Fair Good No Health

Router Core Distribution Access Wireless Controller Access Point

Search by name, MAC address, or IP address

(ty Export

Device Name Manageability Model 0S Version ~ IP Address Overall Health Issue Type Count Location

= AP34ED.1BDA.6DFO ® Managed C9115AXI-B 17.13.0.107 110.139.214.14 1 2 Florida/Disney/Floor-1

#* SN-JAD23230GNB ® Managed C9200-24P 17.13. 110.4.60.8 10 0 Milpitas/Cisco-buidling-24

-+ WLC.net.disney.com ® Managed C9800-40-K9 17.13.1 110.139.215.129 10 0 Florida/Disney

> SN-JAE24222248 ® Managed C9200L-48PL-4G 17.13.1 110.4.60.6 10 0 Milpitas/Cisco-buidling-24

= AP707D.B9B4.85A6 ® Managed AIR-AP2802I-B-K9 17.14.0.79 2312111 1 2 San Jose/Cisco-building-9/Floor-2

= APBJ-3B0E.4DF6.705A @ Managed AIR-AP2802|-B-K9 17.14.0.79 110.5.120.7 1 1 Milpitas/Cisco-building-23/Floor-2

= AP687D.BASC.1EE8 ® Managed C9136I-B 17.14.0.79 2.3.121.7 3 San Jose/Cisco-building-9/Floor-1
AP149F.430E.AC20 @ Managed Cw91661-B 17.14.0.79 2.3.121.6 4 2 San Jose/Cisco-building-9/Floor-2

o~ F Fliante hacad An dliant

= Tha Auarall £

Crnra ic hacad an tha mimhar rliante Akidad

AT T2 TANEEHEHALT, EEMEAT—ZRAETIET AL AL A T TTNNAL R BT A NVZBLET,

X 68.

LATEST

OVERALL HEALTH

TYPE

Al

B D

F A A¥ v D [Search] ZEH L £,

[All] > [Wireless Controllers] DRERICHEA SNz 7 4 VF OFR

Network Devices (4) ()

TREND

All Good No Health

Access Wireless Controller Access Point

Poor Fair

Router Core Distribution

Q. Search by name, MAC address, or IP address

Device Name

4 Record(s)

=

NAZFF Y hT—27 ~LA R TICEBESNERA, T/ AR 1
WITERSNEEA, RFOREDO T YL A2y ha—F %5

AT o7 3.

 WLC.net disney.com

» katar-faniu-ewlc

» eWLC-faniu-9840

~ eccwc013.nls.ford.com

1) Export

v

Manageability Model 0S Version = IP Address Overall Health Issue Type Count Location
@ Managed C9800-40-K9 17.13.1 110.139.215.129 10 0 Florida/Disney
©® Managed C9800-L-F-K9 17.14.1 110.9.3.1 10 2 San Jose/Cisco-building-9/Floor-2
® Managed C9800-40-K9 17.14.1 110.9.2.1 10 2 San Jose/Cisco-building-9/Floor-1
® Managed C9800-40-K9, C9800-40-K9 17.3.4¢ 110.210.243.25 - 0 -

Show Records: 10 v 1-4 o

F v MU =7 OEFMHA T, WO HESNT

L/i‘d‘o

© 2025 Cisco and/or its affiliates. All rights reserved.

[Device 360] 7 4 > RDIlZU XA L7 FLTEWT A A% 7 U v 7 LT,

HEINET, TA ZAOEFRARARGE, 0T
EYa = S ENTWARWES, TOER

LTS ES W, IEFHEZRaTIZHY A,

AN

A7 I VLS A R
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Net Device 360
Switch TB2-FE2  view bevice Details
24 Hours

2:36p

[

Run Commands

2:36p

I\Q

—

@ Telemetry Status

©9300-48UXM 2336 Global / San Jose / Cisco-building-9

35 days, 1 hour, 56 minutes Reachable

Issues Physical Neighbor Topology

Issues (2) sun7. 202 2:36 pm

Connected
P1

ISP s¢ 1 Fabr )GE B E 1 € r
Connected
P

2 Record(s|

Event Viewer

Floor-2 17.14.1 ACCESS @

View All Detalls

Path Trace Application Experience Device Info

IIATV NOEBRDT 27T /R
filxDrZ7A47 2 NOIEFEHERAATIX, BHOF L HR—T 4 7L KM EiT 7 A = ZESWTEHEA
INET, V74TV MOIEFEWEY v 2R —RiE, 2747 EBRFy N =T ICEOREHERH TE 5020 T
DN EERLET, 7747 IR hds e, ¥y adh—RIZrZ 747 MEiT 7 AXY = ADFE

MRFRSNET,

Global/San Jose/Cisco-building-9

v i

Jun 6, 2024 2:36 PM - Jun 7, 2024 2:36 PM £

1.128_0-Anchor_VN (16 more}

Fabric Site PoE Power Supply

May 31, 2024 11:05 AM - Jun 7, 2024 2:33 PM

May 31, 2024 11:05 AM - Jun 7, 2024 2:32 PM

Show Records: 10 v [1]

BRI 7 SAT v FOIEFWEZRaTIL, ERRIIAT VN, 794 T DR AT (BHREFIZVATLR)
WZEEDSWE I 4T POARFHETH e BfiIcESx F 7,

QOverall Network Client Network Services v Applications SD-Access Al Analytics v
O Global : 24 Hours 7 Filter (0) ~ UG AR TR R s e g -
12:15p 12:20p
1@
jl )
...................................................................................................................................................................................................... Hirs
r 607 : .
@ Telemetry Status
Actions
LATEST  TREND
Wireless Clients Wired Clients
1 OOr ) TOTAL: 1 82 o TOTAL: 51
Healthy Active: 1 Inactive: 0 | New: 0 Haalthy Connected: 51 0 New: 0
i\‘\.:t"lL\._-\.:uJI DHEP 17.65 I
1
Active 1 Onbaarded od Connectiv 100

© 2025 Cisco and/or its affiliates. All rights reserved.
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Client Devices (51) () * Tracked Clients © Excluded clients

LATEST TREND

TYPE  Wireless OVERALL HEALTH m Poor  Fair  Good No Data

DATA Onboarding Time >= 10s Authentication >= 5s
1 Export &

Q v
0 Selected
O Ides IPv4 Address Device Type Health Trust Scare Tracked Usage Switch Port Location Last Seen ~
O ¥ common 4.1.64.11 Un-Classified Device 10 8 No 499.77 kB Switch-110-4-0-8 Gi1/0/17 Milpitas/Cisco-buidling-24 Jun 7, 12:19 PM
(0 ¥ steven 5.1.0.12 Un-Classified Device 10 8 No 20.91 kB 9300B-stack-BJ Gi3/0/48 Milpitas/Cisco-building-23 Jun 7, 12:19 PM
(O ¥ common 4.1.64.10 Un-Classified Device 10 8 No 499.77 kB Switch-110-4-0-8 Gi1/0/17 Milpitas/Cisco-buidling-24 Jun7,12:19 PM
O ¥ common 4.1.64.13 Un-Classified Device 10 8 No 499.77 kB Switch-110-4-0-8 Gi1/0/17 Milpitas/Cisco-buidling-24 Jun 7, 12:19 PM
() ¥ 516412 5.1.64.12 - 10 - No 24.59 kB 9300B-stack-BJ Gil/0/48 Milpitas/Cisco-building-23 Jun 7, 12:19 PM
O ¥ 6108 6.1.08 o 10 6 No 27.72 kB TB2-FE2 Tw1/0/2 San Jose/Cisco-building-9/Floor-2 Jun 7,12:19 PM
(O ¥ RLAN - Un-Classified Device 10 8 No 24.91 kB TB2-FE1 Tel/0/2 San Jose/Cisco-building-9/Floor-1 Jun 7, 12:19 PM
(O ¥ 00:00:15:1D:36:BA - Un-Classified Device 10 6 No 499.77 kB Switch-110-4-0-8 Gil/o/17 Milpitas/Cisco-buidling-24 Jun 7, 12:19 PM
O ¥ 61.012 6.1.0.12 - 10 6 No 27.72 kB TB2-FE2 Tw1/0/2 San Jose/Cisco-building-9/Floor-2 Jun 7, 12:18 PM

277 1. [Network Health] 7 1 > R L[RIERIC, 7 4 V2 ERBIEREZFEH LT 747 b ROTET,
2772 [Client360] V4> RUWZUXA VY " TDHIT7A4T b2 y7 LT, itMzmRLET,
FlDX 69 £1X 70 1%, [Client360] 7 4> RUTDHI T4 T hOFEMERLTHET,

X 69. TAXVRIFA4T b Tlily]

Client / Client 360

lily

24 Hours ~ Imtelligent Capture | [ webex 360 | [ MsTeams 360 |
241p 2:41p
: — ]
™E
N T
0 D) s
L 1
67 da
Data: (@ Telemetry Status @ Traffic Usage @
Jun 6, 2024 2:41 PM - Jun 7, 2024 2:41 PM &
.‘ O ( CLIENT DETAILS
Jevice: Intei-Device  OS: Windows  MAC: 78:2B:46:98:42:90  [Pv4: 6.1.64.12  IPv6: 1eB0:268a:00ea:004c:6042  Trust Score: @ (1) L3 Virtual Network: VN1 L2 Virtual Network: 6_1_64_0-VNT ~ VNID: 8192 Status: Connected  Capabilty: 11ac

Last seen: Jun 7, 2024 2:37:00 PM  Connected Network Device: AP707D.B9B4.85A6  SSID: ASR-ENTERPRISE  View All Details

Issues Onboarding Event Viewer Tools Application Experience Device Info Connectivity RF

summary suns, 202

+ Poor Wi-Fi experience - high Retries 15.52% of data traffic

Onboarding Roaming Connectivity
RF QUALITY ( TRAFFIC (0
@ successful (5) @ successtul (1)
1 100% 15.52%  100% 100%
5 . SNR Retries Voice Best Effort
i " t

100% 100% .
res AR . [
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X 70. B#r 547+ [steven]

Client | Client 360

steven

24 Hours

2:44p

I T2

67
Data: @ Telemetry Status
= Jun 6, 2024 2:44 PM - Jun 7, 2024 2:44 PM
] U CLIENT DETAILS
ice: Un-Classitied Device S: Un-Classified Device ~ MAC: 42:D0:B9:03:00:09  IPv4:5.1,0.17  IPvb: == Trust Score: 8 L3 Virtual Network: VN1 2 Vinual Network: 5_1_0_0-VN1  VLANID: 1026  Status: Connected ast seen: Jun 7, 2024 2:38:00 PM
Connected Network Device: 9300B-stack-BJ  Port: GigabREthernet3/0/48 I Port Description: == View All Detalls
Issues Onboarding Event Viewer Tools Application Experience Device Info Connectivity

Issues (0)

Onboarding 7, 2024 2:44 PM
© P Assignment @ AAA

:0. 0
Cisco SD-Access DT a7 7 VA
SD-Access 7 v a7 T U AL, 777Uy a— VTEET LT XA ATT LA RN 7R 7V Fvavikrae
Vaz=rIJ LT, BEVTAEALDT a7 FVAT—HEELET, ZOWREEZHEHRT X, 777V v 7
7 734 A% NETCONF FIZ5%E LT, NETCONF THifH =415 &L 9z L, Catalyst Center 7 L X U #HhZT 5
VERH Y F9,

Catalyst Center O7 v 77 L— Kk, TXAATHLWT VAN TR VT varveraera=v7LET,

ATy 7 1. EEBIGEZA=a—TAar%27 1 v LT [Provision] > [Inventory] DIEIZER LET, HrLnTr
LARNY BT 22707 arnbb84. [Inventory]l 7 1 > RO SIS F—RNFERENET,

AT v 72, [ApplyFix]Z27 Vw27 LT, HrLWTFLARN) ¥ 727U Fvaru27 = LEd, Catalyst
Center |%, EHNLE/2T A 2% HEIRIZERIRL £,

Catalyst Center Provision / Inventory * Q ¢ @ L@ | Q mage v

= bl
" cisco

ubscriptions may need to be optimized for performance. Apply Fix
e

We have detected I0S-XE devi

O PTOvISTON e o

your network where new telemetry subscriptions for assurance data need to be enabled and some of th

T Ty TOT DT OTSCOVeT ey W NETC UTT, TeuT e e T e TCUTT, g up e e Ten T e T T T C OO aOT PO OpTon

A Some devices may have design or provision conflicts. Please go to Provision -> Inventory and switch the focus to " Templates® and check " Template Conflict Status™ column. Update CLI Templates
V Global R@l) Routers  Switches  Wireless Controllers  Access Points  Sensors os H
Focus: Inventor Take a tour T, Export
DEVICE WORK ITEMS Devices (40)  fo ventory ake a tou Expo
() Unreachable Q  Click here to apply basic or advanced filters or view recently applied fiter
(L) Unassigned Selected Tag (@ Add Device Actions @ As of

7 a7 7 AT Cisco SD-Access D IEF M ZfERT HI21E, WO TFIEEZFEITLET,

ATy 71 EEBIHGAIZIA=a—TAar%27 Vv LT [Assurance] > [Health] DJEIZEIR L, [SD-Access]
2T7%7 Vw7 LET,

© 2025 Cisco and/or its affiliates. All rights reserved. 242/275 _—¥



Owerall Network Client Network Services Applications SD-Access Al Analytics ~
24 Hours

SUMMARY  Health as of Jun 7, 2024 8:18 PM ISSUES
4 13 32 4 -- 5 0
Fabric Sites Layer 3 Virtual Networks Fabric Devices Transits Telemetry Status P1 P2
1 Unhealthy 2 Unhealthy 1 Unhealthy

Issues (5)

Q Search Table

Priority ~ Issue Type ~ Device Role

P1 Fabric LISP session status on Control Plane node BORDER ROUTER

P1 Cisco TrustSec environment data download status ACCESS

P1 Fabric LISP PubSub session status is down ACCESS

P1 Fabric BGP session status is down with Peer Device BORDER ROUTER

Layer 3 Virtual Networks (2) Transits (4)

Fabric Sites (4)

HEALTH All Poor Fair

Q Search Table

X 71.

24 Hours
SUMMARY  Health as of Jun 7, 2024 8:18 PM
4 13
Fabric Sites  Layer 3 Virtual Networks

1 Unhealthy 2 Unhealthy

TAT b
SUMMARY

ISSUES

Good No Data

32

Fabric Devices

WA

6]

[Summary] ¥y =1y b

Transits Telemetry Status
1 Unhealthy

ISSUES

5

P1

0

P2

Total

Category

Connected

Connected

Connected

Connected

Total

o [Fabric Sites] : 77 7'V v 7 %A LD,
o [Layer 3 Virtual Networks] : L' f ¥ 3 4% v b U —727 0¥k,

o [Fabric Devices] : 7 7 7'V v 7 T34 ZADH,

Issue Count = Site Count (Area)

Fahrir Site Health

o [Transits] : h7 > Yy by hU—=Z LT Xy hU—27 D%,

o [Telemetry Status] : 77 7V v 7 %A FOT LA NI AT —HRAERRLET,

o [P1]: BEYEEE 1 ORTEDEL,
o [P2] : AL 2 DRIEDHL,

o [Total] : P1.

© 2025 Cisco and/or its affiliates. All rights reserved.

P2, B LU P3 ORIED AR,

Jun 6, 2024 8:29 PM - Jun 7, 2024 8:29 PM @&
Ty Export
Device Count Last Occurred Time =

Jun 6, 2024 8:29 PM

Jun 7,

7,2024 B:21 PM

7,2024 8:19 PM

2024 7:40 PM

7,2024 7:19 PM

(ty Export 4%

Y

Jun 7, 2024 8129 PM &

243275 X—¥



X 72. [Issues] ¥ v =Ly b

Issues (5) Ty Export
) Search Table 4

Priority = Issue Type ~ Device Role Category Issue Count ~ Site Count (Area) Device Count Last Occurred Time ~

P Fabric LISP session status on Control Plane node BORDER ROUTER Connected 2 1 2 un 7, 2024 8:21 Pk

P1 Cisco TrustSec environment data download status ACCESS Connected 1 1 1 Jun 7, 2024 B:19 PM

P1 Fabric LISP PubSub session status is down ACCESS Connected 1 1 1 un 7, 2024 7:40 PA

P1 Fabric BGP session status is down with Peer Device BORDER ROUTER Connected 1 1 1 un 7, 2024 7:19 PM

ST BN H 556, B 10 o fER R REINE T, MEIZAS TS, FRiEl 4 TEN= P1 hoihE
HEEFE L~ TWOEZL BNET,

ATy 72, MEZ7 ) v 7ToL, AT AU, URRE, BBEOZ A FICET 2 BIMOFEMAFER S
NET,

AT T 3. ATARAL AL THRBEOA AF 2% Y w7 LET, LEICL LT, ROEBMEEZZEITT
EFT,

RIED A v AR v A fRIR$ 5 121%, [Status] > [Resolve] DNIEIZER L £,

RIEDA AL AT 512013, ROFIEEZEITLET,
a. [Status] > [Ignore] DJIEIZEIN L £,

b. 27 A X CHIEZ BT D MBEZREL T, BRALET,

o MEOFEMAZMET 2I12IE, TOMEEZ 2 ) v 7 LET,

= ‘luli Catalyst Center Assurance |/ Dashboards / Health i Q o & 4 Q maglev v
Overall Netwark Client
(P1)Fabric Border node internet is unavailable
24 Hours ~/
SUMMARY  Health as of Apr 30, 2024 Area
2 Openlssues 1 1 CORE
3 14 1 Buildings, 0 Floors
Fabric Sites Layer 3 Virtual Net
2 Unhealthy 4 Unhealthy § -
! ) Search Table v
Selected Actions A 2ty Export
Issues (7) a losue e Site Device Device Type First Occurt
Q) Search Table Inteny  '9more Zabric Border 'Common_A' is unavailable on Transit Control Plane 'transit-9500-SJ' @ Sunnyvale/Control-center transit-9500-SJ Cisco Catalyst 9500 Switch Apr 29, 20
prienty = Iarue Tyng O Intemet service on Fabric Border 'Common_B' is unavailable on Transit Control Plane ‘transit-9500-SJ' 2 Sunnywnle/Control-conter  tmnsit-9500-8)  Cisco Catalyst 9500 Switch  Apr 28, 202
Fabric Bor
2 Record(s Show Records: 10 1-2 (1]
Fabric Bor
Fabric Bor
3 Recorals)
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= lule Catalyst Center | Dashboards / Health Q & | Q maglev v

Overall  Network  Client ssue Instance
ry— P1 Internet service on Fabric Border 'Common_A'" is unavailable on Transit Control Plane 'transit-9500-SJ'
SUMMARY  Health as of Apr 30, 202 Status: Open 8 ssue Profile: global < Edit Issue Settings
3 14
Fabric Sites  Layer 3 Virtual Nety ~ NSIGHTS
2 Unhealthy 4 Unhealthy Internet service on Fabric Border 'Common_A’ is unavailable on Transit Control Plane "transit-9500-SJ' since default route is lost
Device :% transit-9500-SJ £
Apr 30, 2024 10:22 PM
Issues (7)
Location Global/Sunnyvale/Control-center
Q Search Table Fabric Site NA
Transit SDA
Priority ~ Issue Type
" Fabric Bor I Problem Details 7
Problem Details
= Fabric Bor Suggested Actions
~ 4 session(s) down. The table below illustrates the applicable sessions for this device, along with their respective statuses. You can choose up to three sessions X
./ simultaneously.
P1 Fabric Bor
3 Record(s) stows SO oown  Up  NoData
2 Search Table
Status Destination VN Name IP Type IP Address
Fabric Sites (3) Layer 3
e —— O [} Common_B VN_EMP ipvé 110.4.0.63
st Yl poor f | Common_A-VN_EMP-ipv6 h
(@] (-] Common_B Anchor_VN ipva 110.4.0.63
-] Common_A VN_EMP ipvé 110.4.0.62
Q  Search Table O © Common_A Anchor_VN ipv4 110.4.0.62
@] (] Common_A VN_EMP ipva 110.4.0.62
Fabric Site Name — -
8 Record(s) Show Records: 10 [
Global/Milpitas/Cisco-buildir
Global/San Jose/Cisco-build
X 73. [Fabric Sites] ¥ v =1L v b
Fabric Sites (4) Layer 3 Virtual Networks (2) Transits (4)
HEALTH PO rPoor Far Good NoData O
by Export &
Q) Search Table Y
Fabric Site Health
Fabric Site Name Number of Fabric Devices Overall Fabric Site Health « Fabric Site Connectivity Fabric Control Plane Fabric Infrastructure
Global/Sunnyvale/Control-center 0 -
Global/Milpitas/Cisco-building-23 5 100¢ [] [ ] ]
Global/Milpitas/Cisco-buidling-24 9 1008 ] o []
Global/San Jose/Cisco-building-9 17 [ ] a []

777V v YA FOFEMEREREAN TR RLET, 774/ FTiE, [Fabric Site] 7 — 7 /WZIZROIE AR R
SNET,

« [Fabric Site Name] : 77 7'V v 7 %A s D4 i
o [Number of Fabric Devices] : 77 7'V v 7 %A DT 77V v 7 T34 2D
« [Fabric Site Health] :

o [Overalll: 777V v 7 %A FOERENRIEFE, 4Fi%x2 Vv 7 LT, [Fabric Site 360] 7 1 > K7IZ
VEAV7 NLET, 777V v 79 A FOIEFREOENEZSRL T ZEN,
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o [Fabric Site Connectivity]l : 7 7 7'V v 7 %A k& OB O ETE
o [Fabric Control Plane] : 7 7 7' U v 7 %A rd =z ha—L7 L—rOEg %
o [Fabric Infrastructure] : 7 7 7' U v 7 %A MR T DT /31 ADIEFME
KOF T a BERALT, 7747 MNOEFEELEIZT =TV ET A NZ ) T LET,
« Al
[Poor] : EFMEAaTN 1 ~3 D777 U v 7% A b
[Fair] : IEFERaT R A~T D777V v 7% Ak
[Good] : EHMEAaTN8~10D 777V v rH Ak
[NoData] : 7—4# D77 77V v 7% A |

X 74. [Layer 3 Virtual Networks] % v = L v bk

Fabric Sites (3) Layer 3 Virtual Networks (14) Transits (4)

HEALTH m Poor Fair Good No Data

(). Search Table

Virtual Network Health

VN Name VNID Associated Fabric Sites Number of Clients Overall VN Health - Fabric Control Plane VN Services VN Exit

GUEST_P 4105

VN4_S 4103

VN_WOL 4106

VN_T_S 4111

Test_anchor 4106

Anchor_VN 4100 2 -- 0% L o

VN1 4099 3 -- 0% (] o a

VN_EMP 4109 1 -- 0% (] (-] L]

VN_Guest 4108 1 -- 100% (] [ ] L]

VN5 4104 1 -- (] (] a
Show Records: 50 (1]

M VN T — A ERAFRLET, T 74/ FTid, VN T—7 IR DERNF RSN E T,

o [VN Name] : VN O£ 51, 4#iz2 Vv 27 LT, VN360 7 4> RicU #4127 hLET, VN 360 %
L7 A% 3VN ODIEEFMEOER ] 28 LT FE,

« [Associated Fabric Sites] : VN WO BHEH o1 kD%
« [Number of Clients] : VN N KR A > kD¥K
« [Virtual Network Health] :

o [Overall VN Health] : VN D4 {AKfY 7 1 i

o [Fabric Control Plane] : VN ® =1 ko — /L7 L— > D IE &
o [VN Services] : VN ¥— bt 2 D IE M

° [VN EXIt] : I:°77§:/§/f Z~D BGP v 3 ‘/@IET%L”I\i
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T VA¥ 3Ry FU—Z X INFRA_VN ZEH3, hAX~ A XXz VN & Default_VN (flifj L T\
HEE) OREERLET,

X 75. [Transits] ¥ v 2L v b

Fabric Sites (3) Layer 3 Virtual Networks (1) Transits (4)

HEALTH All Poor Fair Good No Data ®

o4 Export &

Q, Search Table

l

Transit Health

Transit Name: Transit Type Assoclated Fabric Sites Overall Transit Health = Transit Control Plane Transit Services
ASR-INTERNET P 1

C-INTERNET P 1

ASR-DC P 1

SDA SD-Access (LISP PubSub) 2 5 (] o

4 Record(s| Show Records: 10 v )

FIUPy MRy FU—IBEOET Xy MU —2 OFFMEREFIEANTERLET, 7740 TE FTYy
FRy NT—=7BIRET Ry bU—T DT — 7 WIFIROTERDE R SNET,

o [TransitName]: FF7 Yy by U= F2RFET Ry b —27 O4FI, [VN360 ZfH L1 A4F¥ 3
VN OIEF DR #ZR LTI 7ZIV,

e [Transit Type] : IP F£7=1% SD-Access
« [Associated Fabric Sites] : BJ#Af 1T STV DA h D%
« [Transit Health] :
o [Overalll: hZ7 Yy bRy hU—Z7BIOET %y b U —7 OEKRRIEEME

o [Transit Control Plane] : 7> Yy b 2 bha—L FL—r OIEFENME

o [Transit Services] : 1 > % —% v~ hO R HMEDE
Fabric Site 360 A L7277 7V v 7 %A NOEEHDOER
[Fabric Dashlet] £ 7 v a A NIRENTWD X, 777 Vv IH A v&2 U w7 LTHA bOFEMR ER MRS
RRLET,
EFEWEIALTA U ATA X EZFEH LT, L0 EMRRREHO EFMEA 2 7 CmE R B LET,
BALTALVNTH—=Y VERbED L, ROBHRNFRINET,

« [Fabric Site Health] : IEF YL, ZOY A bOEFRTZ 77V v 7 /) — ROEIETT,

Fro— b NONANR=V T SNeT7 77 VT2V %7 ) w7 LTHA RS U E2E, Z2hZno KPI %7
AT Y ZFRTEET,

KPI 4 KPI D% 745 Y RARE D B BhfiRg HAEE (RIRE |[FRER
EFHEZRIT)

AAA Server Status Fabric Infrastructure %Y 10 43/10 43 Ty V) — REVERE ) — R0 b
£ AAA P — R —DH— 3 — %
T A AR LET

CTS Environment Data Fabric Infrastructure &%V 10 43/10 43 Cisco ISE r—/_"—Dx v
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KPI 4 KPI DY 752 Y FHRE D B Bhfigr =AEBIE (R |[FEREM
EEHERaT)

Download PEN. ¥ X TUF SBEN T® Cisco
TrustSec BRIET — X DF 7
o— REZEHLE3, AAA I —
IN—DAT —HANRL T LT
4. Cisco TrustSec D IE
H EEEICE R LET,

TN A A=Y (>=17.9)

A
Extended Node Fabric Site 2L 54315 43 WESNIZR—FF v R ED
Connectivity Connectivity PR/ —Rexzy Y/ — RO
VoI AT — A AR LET
Control plane reachability ~ Fabric Site L 10 43/10 47 777 Vv UL XL R
Connectivity rmr—2 J—RKhrbue—0n

ayvha—)L FL—r J—F
~O IPSLA ZiEr[EMEA T — &

ArEAR L ET
LISP Session Status Fabric Control Plane %V 10 43/10 43 A= —/)—FKétxzy /) —F

Mmhra—HhN oy ha—) 7
L—y J—F~®LISP 71 k
altyiarEFEHLET,

FNRY ZA A= (>=17.6.2)

A
Pub/Sub Session Status for Fabric Infrastructure %9 10 43/10 43 INFRA_VN DR—H— ) — K
INFRA_VN bu—h aryhae—)L S L—

v J— R~® Pub/Sub 7’1 k=
N yya U EERLET,

FRNA ZA A=Y (>=17.6.2)

NS
BGP session from Border  Fabric Site HY 10 43/10 43 INFRA_VN ICOWT DI, HiiE
to Control Plane Connectivity DR—F—/)—RKhba—hL

ayvhka—) FL—r J—FK
~DBGP v g AT—X4

AEERLET,
FRA AL A=Y (>=17.10)
AT
BGP session from Border  Fabric Site HY 10 43/10 43 FEDR—F— ) — RKEZDIk
to Peer Node for Infra_VN  Connectivity 777U w7 TS BGP

Ty a VAT X AL L
9, By va i,
INFRA_VN O A&, B
LISP/BGP & . Pub/Sub 7= b
YA ~EMFEH L LISP ©

W5 CIEB S E T,
T A AL A= (>=17.10)
DB
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Q. maglev v

il Catalyst Center

)-Access | Fabric Site

Global/Milpitas/Cisco-buidling-24

24 Hours

2108 T«

— W ]

@ Telemetry Status

May 1, 2028 8:00 AM - B:05 AM

Fabric Site Health: 10c

Fabric Site Connectivity [ ] Fabric Control Plane [ ] Fabrie Infrastructure

Extended Nodo G

s the minimum

* - The KPI Is net Inciuded for Health Seore

 Telemetry Status Good
TOTAL DEVICES 9 Fabric Site Connectivity (8)
Good Heslth 8
Fair Health 0
Poor Health 0 o 2 0 s s0 o 0 a0 0 100
No Health Data 0 F & Dist
Not Applicable
4
X 76. [Fabric Nodes] ¥ v~ =L v k
SD-Access / Fabric Site
Fabric Nodes (2) (1)
LATEST  TREND
TPE Al Border Node  Edge Node  Wireless LAN Controller AP Extended Node
FABRIC SITE HEALTH All Poor Fair Good No Health
o Export 45
Q| Search Table v
Device Fabric Site Health
Name Is3ue Type Count 1P Address Fabric Role Overall = Fabric Site Connectivity Fabric Gontrol Plane Fabrc Infrastructure
=2 Common_A 1 1104062 BN CP | WE o @ ° °
=2 Common_B 1 1104063 BN CP | WC o @ ° °
Show Records: 10 v 1-2 [

2 Record(s)

TYPE #7va v ([Alll. [Fabric Control Plane]. [Fabric Border], [Fabric Edge]. [Fabric wireless
controller], [Fabric AP], [Extended Node]) #fHL T, 777V v o /) — ¥ A FIZE SN
TTF—TNET7 4 VENE L ET,

FABRIC SITE HEALTH WOEHFIRER AT v a VEFEH LT, 777U v 7 A NOBENRIEFEER a7 IZESNT
T—TNET 4NV ELET,
o All
e [Poor] : EfMHERaTN 1~ 3 DF /N1 A,
o [Fair] : IEEMEATI TN 4 ~7 DT NA A,
e [Good] : EFMEA T8 8 ~ 10 DF /A A,
e [No Health] : IEH T — & DT 3 A R,
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TAT A 7B

[Fabric Node] &—7 /L BRIV A FOTRCOT 7TV w7 ) —RFOT A AMEREREXTERLET,
o AERNREEEA TR, 777V A MNERE T TV I AT TARNT I TF D
KPI 2 b v ZIEHMERA a7 O/ 7 227 T4,
[Name]. [Issue Type Count]. ¥ J U [Fabric Role] #1i2i%. 77 7'V v 74, REHK, BLO
777 Vyrsa—) (Y, A—F— vy == L) RERINET,

[Device Fabric Site Health] @ [Overall] 51T, IEEHEA 2T O LI~ YA — YV EHbEE
3, 2KRD [Device Fabric Site Health] A =723, +_XTD KPI A b U v 7 OEFE S—F
F—VL L HIIERINET,

#— L% [Fabric Site Connectivity]. [Fabric Control Plane]. ¥ X O [Fabric Infrastructure]
TA A NIEDLED L, EFHEARAITRERINET,

VN 360 ZfEM L7 LA ¥ 3VN DIEEMHDER
HIDEZ v a TRLIZEDIC, WNE27 U v 7 LT, FED VN OFElZR EFHIEFREZ R L ET,

VN OIEFMHEA 2T 1X, VNIZBIT 2 EFERT AL ADEIETT, VNOBZT IV EFEEIL, SIedT 27073 Y0
KPI 227 O/ METT, VN U —XZiE, R—=F—nbtE7 /— K, ~vFFx¥ 2~ BEERP) . 741D
— &SR BIOVN 2 he— L7 L—2FTOBGP By a v nNEENFET,

TI7 AN FTERINET, EMOSA 21 VN OEFHEOBEZ a7 & T, ZADOGFENRRRINET,
FRDOSA ANZNE, Fr— PRFRENET,

« [Healthy Fabric Nodes] : R L7=% 4 D EF 7 (BiF/r) / — ROEIA,

o [Total Devices] : 7 7 7'V v 7 534 2D EEH4H & . [Good Health]. [Fair Health]. [Poor Health], & X
[No Health Data] IRFEED T /1 2 DHK,

e [Charts] : ZO@FIFENIZAF v T v ay hEa— Fx¥— ML, KPI VT hT7 3 RERINET,

KPI £ YT HTFIY MO e | BGEE (MEl [ EREN
EEMERaT)

Pub/Sub Session Status Fabric Control Plane HD 10 43/10 43 FiaB /— F® INFRA_VN B X O}
A STz UN 2R TR To
VN [ZDWT, R—F— /) — K»n
L. Eshi-o—h) ar b
a—y 7l —r J— RK~D
Pub/Sub 7m haitvy v a &

L ET,
FNRA AL A=Y (>=17.6.2)
DA

Internet Availability VN service HY 10 43/10 43 IR —F —DF 7+ fL— |k

ZEMLL, 1% Pub/Sub ¥ 1 b
AL LISP Nz ha—b
T—r ) — R CEELET,

AR —F—DF 7 /b b b— b
ZEML., % Pub/Sub 1 b
PHEHLZUSP RO RT7 Py b
TL—r ) — R TRELET,

FNRA AL A=Y (>=217.8) N
W
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KPI £

YT HT Y RO BEfiER | BRAEBIE (MRl | ERHEB
EEMERaT)

Multicast (External RP) VN service L 10 43/10 43 SN~ L F X v A b RP ~DE|E
AREME AT — X A B L £9,
BGP Session from Border VN exist HY 10 43/10 43 FEDR—S— /) — L Z o}k
to Peer Node 777 Vv 7T b BGP kv
VA VAT A AR LET,
> g Uid. INFRA_VN %R <
TRTOREFEH» VN, BILOY
Pub/Sub 7o k 2L %A k%{FEH
L7z LISP/BGP & LISP ®ffi 5T
BERENET,
FIRA AL A=Y (>=17.10)
ISR
VN_EMP n 6, 2 1 5 PM n7, 2024 1 5 PM &
11:55p B " rg
@ Telemetry Status
Virtual Network Health (D)
LATEST TREND
1004
Healthy Fabric Nodes KPI Sub-category (Device count)
TOTAL DEVICES 9 Fabric Control Plane (3)
Good Health 3 VN Services (3)
Fair Health 0 VN Exit (3)
Poor Health 0 0 a0 60 100
No Health Data ( 0 Fabric Device Dist (%)
Not Applicable (O 6

WTNPDED LIZ =YV ETERD L, EORIZEEMNT ONTET NS ADEFEA 2T BTSN ET,
F v — MIUEWIEFEMER 27 REZIA L Y) RSN TV L5EE. TORWIEFEEA 2 7(2%5- Lz KPI 23

N—DRHIREINET,

NANRN=Y SN T AV 27 Y w7 LT, &P
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VN_Guest

24 Hours

:Tm

—_—

J

@ Telemetry Status

Fabric Cantrol Plane L] VN Services L] VN Exit (]
Virtual Network Health: 100

TOTAL DEVICES

Fair Health

Poor Healt!

No Health Data

Issues (0)

() Search Table

N Yy POEFEMHOER  Transit 360
RO a v TRLEEIIC, T2 Yy b (Cisco SD-Access # A7) #27 YV w27 LT, Cisco SD-Access k
Yy PO EEEEHRERRLET,

EHMESALTA P ATAF LT, L0 FEMARRREEOIEREAR 27 0B iRz B L E 7,
ZALTAHATHA—=Y NVeabED L. ROFHRPFRSINET,

o [Transit Network Health] : EFEMEX a7, 20OV A NOEER7 77 ) v 7 J—RKOEEGTT, 2> be—
NT L= DT NA ZADEFEMEITE EFNEH A, [Fabric Category Health] i%, i L 725 KPl 2 227 O/
BT,

 [Transit Site Control Plane] : 7Yy RO LISP vy 3 < Pub/Sub vt a2 EDKPI Y7 T 2
UR—ERRINET, FT Yy VEEER a7 MEWEAIL, [View Device List] #27 UV » 7 LT, K\
AaT7DFRNERS>TNDET A A, BIOEETLX 7ty val DV A NERRLET, NA/8—T
I EINTT A ADLRIEI V7T D, TS AMERNFRINET,

HADLTA L DTFIHD [Telemetry Status] F= v 7Ry 7 ZR&2 42 LT, A DTA VNKER—FFRIEET,

TITHNVETERSNET, 2004 BH Y ET, EOAATE, Ry P =27 DEEEEOMER =T &7
NAZADEFEDRERSNET, HRUONA ZIE, Fr— bRERRINET,

o [Health Fabric Nodes] : &R L7291 FDOIERZ (BRI 7 — FOEE,

o [Total Devices] : v b U—27 534 ZD#% L. [Good Health], [Fair Health], [Poor Health]. ¥ X% [No
Health Data] JRHED T /31 2 DEL,

e [Charts] : DS IFENTAFT Yy Fay b Ba—Fvy—hMI, BESHBON T Yy b arba—b
T —rERLET,

A7 7 1. WTINhoOEO Eich— Y vEERD L, TORICEEMT ST A AOEFEEA 27 L850
FrEInET,
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AT v T 2. Fx— " ANDONA =D 7 ET= [Transit Control Plane] 227V v 7 L TH A KA U ZBA&E,
rSvYy haryihe—nL FL—rOROKPI YT 7D 2Fpr LET,

RIRE D B FifFik BREE (WEMEREE | EHER
Z2a7y)

Pub/Sub Session from HY
Border to Transit Site
Control Plane

LISP Session from Border &Y
to Transit Site Control
Plane

BGP Session from Border &Y
to Transit Control Plane

10 43/10 43

10 43/10 43

10 43/10 43

INFRA_VN OR—F— ) — RKhbue—h)L ayv
fe— 71— J— RK~® Pub/Sub 71 b
anty g rEERLET,

FRA AL A=Y (>=17.6.2) NI
A==/ —Rnb, #snizhr7 Yy b
ayvha— FL—r J—RK~®LISP 71z |
Iy g rEEHRLET,

TN AL A= (>=17.6.2) NLE

FrEDA R —F— ) — RB L0 ST
Aroroyybharviro—L L —r J—FK
MHBGP By g DAT—ZAREHRLE
¥, Bv i3 id, LISP/BGP 71 hz/L%A b
N INFRA_VN 23BBF S £,

FNRA AL A= (>=17.10) MBS

2T w7 3. Fr— FHNDONA =1 7 Iz [Transit Service]l 27 1V v 7 LTHA A U EBHE,
FT7o Yy =B RADERD KPI V7 h T3V 2FRLET,

_ RIRE D H BhfiER BOREE (RRE/ERE | EFRE/
Aa7T)
HY

Internet Availability
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Vb — FEERL,
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LTCLISPHND ~Z
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SD-Access / Transits

SDA Jun 6, 2024 11:23 PM - Jun 7, 2024 1125 PM &

24 Hours

11:23p 11:25p

617 ta 3 8 e " : E 0 op

@ Telemetry Status

Transit/Peer Type: SD-Access (LISP PubSub)  Control Planes: 1 Assoclated Fabric Sites: 3

Transit Health

LATEST TREND

75xc

Hasithy Falric Bodes KPI Sub-category (Device count)

TOTAL DEVICES 6

Transit Site Control Plane (5} PUBSUB TRANSIT DOWN
Good Health 3
Fair Health 1 Transit Services (1)
Poor Health 0 0 20 40 60 80 100
No Health Data 2 Fabric Device Distribution (%)
Not Applicable 0

HEALTH @ No Health Data

SD-Access / Transits

Transit Site Control Plane (5) X
SDA 24 hours: Jun 6, 2024 11:23 PM - Jun 7, 2024 11:23 PM SDA
24 Hours Transit Site Control Plane LATEST  TREND
11:23p A 1 gevice(s) with fair key perfomance indicators
3 LISP Session from Border to Transit Site Control Plane
@ 3 device(s) good
LU 5 Devices

@ Telemetry Status Pub-Sub Session from Border to Transit Site Control Plane

& 1 device(s) fair

T DET KEY PERFOMANCE INDICATOR @ Poor (0) @ Fair{1) @ Good {2) ® No Health Data (2)

BGP Session from Border to Transit Control Plane
5 device(s) with no data

Transit/Peer Type: SD-Access (LISP Puj

Transit Health Select an element on chart to load more detailed data

LATEST TREND

Healthy Fabric Nodes
TOTAL DEVICES

Good Health

Fair Health
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asco

Catalyst Center

s Transit Services (1)
SDA 24 hours: Jun 6, 2024 23 PM - Jun 7, 2024 11:23 PM SDA
24 Hours Transit Services LATEST  TREND
1:23p ® 1 device(s) with good key perfomance indicators
Internet Availability
@ 1 devicels) with Internet Availabilit
@ Telemetry Status
KEY 0 NCE INDICATOR @ Poo L] @ Gox al ata
Transit/Peer Type: SD-Access (LISP Puf
Transit Healih Select an element on chart to load more detailed data
LATEST  TREND
75
A7y 74 FAL10HORMEECTICAZr—L LT, 2O 7Yy MBRUEETSE 777 v 7 %A |
(T HMEEFRTILET,
Issues (2) 1, Export
Search Table

tasue Type =

Fabric Border node i

Associated Fabric Sites (2)

ric Nodes
Hesh [ Fosr  Far Good Mo Da
Q Search Table
Fabric Site Heaith -
Global/Miloit o-building-23
Global/Mipitas/Cisca-buiding-24 100

ata

Conpectes Transiy/Peer Netwarks

Deviee Role Category tssue Gount = e Count (ares) Device Count
CORE Connected 2 1 1
Layer 3 Virusl Networks Fabric Deuices
3 5
1 9
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X 77. R—=F—=LrFo Py bharvio—nL P L—VOEERERRTH 777V 2 /) —F

Associated Fabric Sites (2)  [Fabric Nodes (4) ¢

LATEST  TREWD

e [ rensit Gontrol Plane Node  Border Node

rransir ano peer nerwors keace [ED roor  ra Good Mo Health

JExport @
QL Search Table
Deice Transt Heaitn
Name 19508 Type Caunt Fabiic Role Fabrie site Oversil = Transie Sie Conurl Piane Traran Semices
£ tranui-0500-5J 2 @ SOA N a
+ G3008-stack-8J 1 GlobalfMilpitas/Cisco-bulding-23 ° NrA
: Commen B : Global/Milpitas/Cisco-buidling-24 ® NrA
: Commen_A : GlobalfMilpitas/Cisco-buidling-24 ® NrA
Pr—r Show Resords: 10~ -4 )

TRA X 360 BERA LT A AOIEEEMEDOER

[Device 360] 7 1 > RUZEMEH LT, FFEDT A ADFEMIRT A AIEFMHEHRAZ2F /xR LEJ, Catalyst Center
Lo TTrEeYa = TBIOEIINDITRXTOT 77V v 7 T34 AREREET, Catalyst Center 11,
SEIERKPL L, SEZERT7 77V w7 = MIESWEREREEL 5,

= 78. Ty 7V Y

/ Device 360

Switch TB2-FE1 o view pevice petaiis

24 Hours . Run Commands

"
| —

8 Telemetry Status

Jun 6, 2024 8:55 PM - Jun 7, 2024 8:55 PM

7141 ACCESS @ Global/San Jose/Cisco-building-9 4_1_128_0-Anchor_VN (16 more]

€9300-24UX 2335 Global / San Jose / C

35 days, B hours, 16 minutes (@ Reachable (O
Issues Physical Neighbor Topology Event Viewer Path Trace Application Experience Device Info

Interfaces Fabric Site PoE Power Supply

Issues (0) wn7, 2024 10
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Network / Device 360

Switch TB2-FET1  view pevice betaiis

24 Hours Run Commands
8:350 B:550
]' <
g _ 5

617

(@ Telemetry Status

un 7, 2024 3:35 P

Device Health: 8

« Telemetry Status Good

) Pl

Issues (0) w7, 2024 10

| Device 360

Switch COmmOn_A [ View Device Details

24 Hours v

8:55p

]

System Resources

Memary Utilizat

CPU Utilization

Data Plane

60.23%
0 3.13%

Fabric Site

Events

Hide

Reachabl

Hide
Reachabl
Downioat
Hide

Reachabl

Ay br—AF L= EBRBTA Y VR va—F2ERH LT 7 7Y vy 7 R—F—

Run Commands

sst0
1@

67 ;
& Telemetry Status
Jun 6, 2024 8:55 PM - Jun 7, 2024 8:55 PM &
1 0n®
©8300-48U 110.4.0.62 Global / Milpitas | Cisco-buidiing-24 7.4 BORDER ROUTER Global/Mipitas/Cisco-buidling-24 G-INTERNET
4_1_0_0-Anchor_VN (15 more) Disabled 8 days, 4 hours, 15 minutes © Reachable @D  View Al s
Issues Physical Neighbor Topology Event Viewer Path Trace Application Experience Device Info Interfaces Fabric Site Virtual Network Transits PoE Power Supply Wireless
lmmiimn £a0
Device 360
Switch Common_A & view device Details
24 Hours Run Commands
8:55p
617
(@ Telemetry Status
Jun 7, 2024 8:55 AM System Resources Fabric Site Virtual Network Transits Events
Device Health: 10 <
Memory 56.67% abri (
A (0 Events)
2% Plane ub
Free Mbuf = = ode for z (
Free == BGP Session from Bor
Data Plane p

Link Di

® Telemetry Status ards

Good

Packet Pools

IO0UTO {1 uur
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- ______________________________________________________________________________________________________|
X 80.

T777 Vv UA¥LRarybue—7

WLC eWLC—fa NiU-9840 = view Device Details

24 Hours

Run Commands
8:55p
1 1
\
\ 3
- @
o7 s . 4 .
@ Telemetry Status
o) ®

110.9.2,

JUN6, 2024 8:55 PM - Jun 7, 2024 8:55 PM
Global [ San Jose / Cisco-building-8 / Floor-1 17.14.0
35 days, 8 hours, 11 minutes D

ACCESS @ Global/San Jose/Clsco-building-9
Reachable D View All Details

4_1_128_0-Anchor_VN (16 more]
Physical Neighbor Topology

Issues

Event Viewer Path Trace

Application Experience Device Interfaces Fabric Site
Issues (0) w7 z024 10077
Device 360
WLC eWLC-faniu-9840  view device betaiis
24 Hours Run Commands
8:55¢
\f
|
|
- 10)
o ;
® Telemetry Status
7, 2024 3:30 PM System Resources Fabric Site Events
Device Health: 10 -
mory " 15.22% abric Sit (-} Hide |
Data Plane ability e { {0 Events]
Link Errors Fa ontrol Plane Hide

® Telemetry Status Good

Issues (0) w

2024 10:07 PM

AUy haryha—L FL—r
[ Device 360
Switch transit-9500-SJ 7 view pevice Detais

24 Hours

8:5!

Run Commands

T(<]
o .

@ Telemetry Status

CO500-40X

10.6.1.1

Global / Sunnyvale { Contral-center
Reachable (©

Jun 6, 2024 8:55 PM - Jun 7, 2024 B:55 PM &

Q

ORE @ SDA

hours, 1 minute @
Issues Physical Neighbor Topology Event Viewer Path Trace Application Experience Device Info Interfaces Transits Power Supply
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Network | Device 360

Switch transit-9500-SJ  view bevice betils

24 Hours -

8:55p

Run Commands

67
@ Telemetry Status
Jun 7, 2024 3:35 PM System Resources Transits Events
Device Health: 10
34.56% Trans ° Hide
‘ 1 {0 Events)
0.5% ternet Availal Reachable
v n vice Link Availability - -
nk Di - -
® Telemetry Status Good
° N -
5 82. RY —LR ) —
Netwark | Device 360
Switch SN-FOC25270L9RG = view pevice Details
24 Hours Run Commands
8:550 8:55p
Tl
(0]
O]
7 . :
(8 Telemetry Status
Jun 6, 2024 8:55 PM - Jun 7, 2024 8:55 PM &
1016®
C9300X-24HX 110.4 605 Global / Milpitas | Cisco-buidling-24 1714 1prd2 ACCESS @ Global/Milpitas/Cisco-buidling - 24 4_1_0_0-Ancher _WN (31 more)
4a days, 22 hours, 39 minutes (D) Reachable D View Al Details
Issues Physical Neighbar Topology Event Viewer Path Trace Application Experience Device Info Interfaces Fabric Site PoE Power Supply
Issues (0) uun 7 z02¢ 10:08 P
Network / Device 360
Switch SN-FOC2527L3RG 1 view vevice vetaiis
24 Hours Run Commands
8:55p 8:55p
F 1d
J J 0}
/7 3 F P
(@ Telemetry Status
un 7, 2024 5:30 PM System Resources Fabric Site Events
Device Health: 10
Memory U ior 21.94% Fabr ture (-] Hide
e Full List (0 Events)
CPU Uil 0 213% Reachab
Data Plane 3 Dowr Downloac
Link Errors - (] Hids
nter-device Link Availability vity Reachab

Link Discards

» Telemetry Status Good
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X 83.

AP APOCDO0.F894.33D8 : view bevice Details

24 Hours ~

12:12a

AP : EEMRX a7 OHEILT 7 7Y v 7 KPI 720

L Download Run OTA Capture

3

(@ Telemetry Status

eWLG-faniu-9840 CO117AKI-B

Issues (0) s 20241212 am

% 26.

Not Suppored  View Al Details

Issues Tools

Physical Neighbor Topology

231219 Global [ San Jose / Ci

Event Viewer

TNRA ADIEFEHERaTIZEEND 777U v KPI

Device

RF Ethernet

PoE

Jun 7, 2024 12:12 AM - Jun 8, 2024 12:12 AM &

Wi-Fi 6 up

ol
a—L EEER2T)

AAA Server Status

CTS Environment Data
Download

Extended Node
Connectivity

Multicast RP

Control plane reachability

LISP Session Status

LISP Session from Border
to Transit Site Control
Plane

Pub/Sub Session Status

= Z/EN/PEN/SBEN & Y

= v Y/PEN/SBEN Ho
= v Y /EN/PEN L
R—H— 2L

VAL Aarhe—7 L

Ty DfR— S — )
AR 57— )
A )

© 2025 Cisco and/or its affiliates. All rights reserved.

10 %3/10 43

10 43/10 43

10 43/10 %7

10 53/10 53

10 53/10 5

10 43/10 43

TV — R EHER — R b
AAA H— 8= — /S 2T — 4
AEERLET

Cisco ISE —_"—Dx v |

PEN. £ X O'SBEN T CTS B
F—HADE Y a— REERLF
4, AAA —RX—D AT —HF AN
Ao Li-E. CTS EWMED BE)
M EZ v LET,

THA AL A=Y (>=17.9) BNE

BWIEENIZR— FF v FL LOdE
J—Réxzy /=KoY 72
F—H ARERLET,

N~ LT X ¥ A N RP ~DF|ER]
REMEARA T — X A AR L E7,

Ty 7 Vv UL XL A b
02— J—RKhbe—h) a2k
o—)L 7L —r J— R~® IPSLA
BIFERREMEA T — X A B L F9,
R—F—) =Ktz /) —Fhb
g—h) aritue—)L FL—2
J—RK~®DLISP 7u ~hairty
T\/_:J V%%*ﬁbi‘ﬂ—o

FNL AL A=Y (>=17.6.2) B
o3

R—F— ) — Kb, BEishi b
FoYyv harvrte—n FL—r
J—RK~®DLISP 7u hart vy
varvEERLET,

FRA AL A=Y (>=17.6.2) M
A

FiaB / — K™ INFRA_VN 3 X Ok
FRETe VN ZBR< . 3 XTHO VN
DR—F— ) — b, Bz
g—h) arirae—)L FL—2
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ol
a—)L EFEHERaT)

Pub/Sub Session Status for H~—4%— »HY

INFRA_VN

Pub/Sub Session from
Border to Transit Site
Control Plane

Internet Availability

[Remote Internet
Availability]

BGP Session from Border
to Peer Node

BGP session from Border
to Control Plane

R—H— HY

ayha—FLr—r HY

AV M=
o—)L -

ayvhe—L FL—r HY

R g — )
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10 53/10 5

10 43/10 43

10 53/10 5

10 43/10 %3

10 53/10 43

10 43/10 %7

J — RK~® Pub/Sub & =)L
tyva v EERLES,

FNA AL A=Y (>=17.6.2) B
WAL

INFRA_VN DR —H— /) — Kb
g—h) arirue—)L FL—2

J — K~® Pub/Sub & k2L

tyvarEBEHLET,

FNA AL A=Y (>=17.6.2) ¥
P

FT_TD VN DR—F— ) — K
b, ERIhEzrT7Yy k3 b
a—)L FL—r ) — RK~D
Pub/Sub 7o h=a)vt v g a2
HLET,

TNA AL A=Y (>=17.6.2) B
AL S

NER—F —DFT 7 )V h)b— b &
L. 1% Pub/Sub ¥4 k%
FRLZLSP NO=ay ha—LF
L—y ) — R TEELET,

NERAR—F—DFT 7 )V fb— b %
L. 1% Pub/Sub %1 k%
FEALZLSPHRDO T Yy N
L—r /) — R CEELET,

FRAAAL A= (>=17.8) )
W

VE—hr77 7V w7 %A M,
Pub/Sub %1 kT LISP N® SD-
Access b7 ¥y MEEGIAR—F—
ERNL TN I T v TFA L E—Fy
Nt TX B E ) R ER L E
3, KPl A > % —% v hA[ M9
TIEILE L TWAEE, 20 KPIL I
BRI EE A,

FTNRA AL A= (>=17.8) N
HE

BEDOR—F— ) —RKEZDIET7 7
TV TS5 BGP By a v
AT —HAEER LET, By a
1%, INFRA_VN Z < T o#%
EFH VN, L Pub/Sub 71z k
a4 s &EFH L7z LISP/BGP &
LISP Oifi 7 Tl S EJ,

FRA AL A= (>=17.10) 2
A

INFRA_VN [ZDWT DI, FEED

R—F—/—FKmpba—h) 3 b
a—) FlL—yr ) — RK~0 BGP

Yty va L ART—F ARERHLET,

FNA AL A=Y (>=17.10) »
W
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BUTHT77r 7Y v7 | BEDEBfFER BAEE (RIE |[FHBER
a—)L EFEHERaT)
HY

BGP session from Border ~ 7~"—%—
to Peer Node for Infra_VN

BGP session from Border AR —%— HY
to Transit Control Plane

EFMER 27 OFETRED KPl B3 5121%, ROFIEEZFEITLET,
27 w7 1. [Assurance] > [Setting] > [Health Score Settings] (2 &) L £,

I Catalyst Center

alia
cisco

Pi Health Score

3P Session from Border
Control Plane Down

ession from Border
Plane Down

Assurance /[

10 53/10 53

10 %

BGP Session from Border
to Control Plane Up

BGP Session from Border
to Control Plane Up

BGP Session from Border
to Peer Node for INFRA VN
Up

BGP Session from Border
to Peer Node Up

BGP Session from Border
to Tra: Control Plane Up

Settings / Health Score Settings

BEDR—F— ) —REZTDIHT7 7
ZV vy TS BGP By g v
AT—HAEREM LET, By a
1%, INFRA_VN O 4, B I
LISP/BGP & . Pub/Sub 71 k=L
P4 F &M L7- LISP o7 T
BrahEd,

FNA AL A=Y (>=17.10) 2
W
BEDITR—F— ) — N XL O
HENnTWbHF7 oYy b v b
o—/)L 7L—> J— K5 BGP
Ty arDAT—FAEERLE
4, v aid. LISP/BGP 7'
k=LA RN D INFRA_VN 738
%éﬂi‘a—o

FRY 2 A= (>=17.10) 7
A

Included for Health Score Current Se

Yes Default

Yes Default

Default

Default

AT v 7 2. KPl ZR2TZ Y v L. [Included in Device health Score] F = v 7R v 7 A&+ 7IC LT,
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X 84. FRARBZAL TFN—BZDR—F—bay bua—LFL—1r~DBGP &y ¥ a v &EHL-F

Health Application Healtt ~ - ~
Device Healt polication Health BGP Session from Border to Control Plane
(BGP)

Health Score

The health score can be cu:

Device health indicated by BGP Session from Border to Control Plane

KPI HEALTH SCORE

BGP Session from Barder to Contro BGP Session from Border to Contral
Q) Search Table

@ Included in Device health Score
KPI Name = KPI Health Score Includs

BGP Session from Border to Control Plane (BGP)

Device heaith indicated by BGP Session from Border to BGP Session from Border BGP Session from Border
Control Plane. to Control Plane Down to Control Plane Up

BGP Session from Border to Control Plane (PubSub) R 00!
fice health Indicated by BGP Session from Border to BGP Session from Border  BGP Session from Border ) Ye

e hea y W fre
Control Plane. to Control Plane Down to Control Plane Up
BGP Session from Border to Peer Node for INFRA VN

- BGP Session from Border ~ BGP Session from Border

Device health indicated by BGP Session from Border to
Peer Node for INFRA VN,

to Peer Node for INFRA VN to Peer Node for INFRA VN
Down Up

INA KL —X

Xy NU—=JEREIT, Ry NT—=FHND 250D/ — K ($GESNTZHEILT A A LFRE SNkt e T 31 R)
FICRARL—REZETTEET, 2200/ — NI, AMRAARAMELIFZTVAYLARA, LA ¥ 3 A F—T=A
ADMBHEDE, BT L THER T E7,

INA N U—RXEBGT 5 L, Catalyst Center 1%, fHSNTET A ZADFRy NT—F "RRY bNV—T 4 7T —
AEMGERLCIELET, ZOT—XE2HHLT, 2 OOKRANEZEFILATY I A F—T A ARONRAEFHHEL,
NRARNL—ARMRBUNIRRAZFRLET, 2O MKREIZE, WNADFHENRNRZR S T2T A ARG LI, T
AADIP T FLALFERENET, T A AT AL, RAZW-T2FT 34 2D 7 1 k= (Switched, STP,
ECMP. Routed. Trace Route) X°, ZDMD Y —RA X A4 FHLFRINET,

NP L= Z0E, ROFIRFE L HIRIDH D 97,
o 77TV I TGAT U NEIHT TV I I TAT L FOMDAZX P L—R(F, PAR—FSNTHEEA,
o 7N ATCDP 7'vu haZ{NCT HHERHY ET,

o BEODIIEN—T 4 7B LOMEE (VRF) KfExy hU—2 (UN) LEIZHB 250777 V727547
VR ONRA N L =R, AR —=FENTWER AL

o NmBDN—=T Ny LB =T 2 A ANPHONRA S L—A L, PR— PSR THEREA,
s HETHIPT FLRAX, 777V v 7 OFEIHPDLTYR—-FShTHEEA,

« Locator ID/Separation Protocol (LISP) 777 U v ZHEED/NA ML —R X, F T 7 4 v 7 BRFETINTW
T, TP AAL v F TRy v a2 TEXE 2 ENNETT,

o Cisco IR YT 477747 A (ASA) (X CDP ZH AR — kL Tz, Cisco ASA D/3Z k
L—RFV R —=FENTWWEREA, CiscOASA T I A T LV AZBAB/XALZHATHZ LITTEEEA,

o« XITIRLE—FDUAVY LA hu—FDFA X —T =2 ATiE, XA ML —RFPHR—=FEhTWE
A,

o AL v F L7 AT L (VSS) | ~ ATV 78I e k2 (MLACP) | E7213KAER— K F ¥
F (WPC) D/RA ML —RAF Y HR—=FENTWVEHA,

o« AAvFRMBA L E—T 24 A (SVI) LDOZEax s v LF N2 )L—F 47 (ECMP) /XA K L— A%,
PR—FENTHERA,

e NAT 72137 7 AT U —NVEMAT LT /3 ATO/NRA ML —XFHR—FENTHEREA,
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« Hot Standby Router Protocol (HSRP) VLAN D7k A k7 SAFE O HSRP /L— Z [ZHf ST\ % FE HSRP
VLAN DR A h~D/RA R L—RE, R—F SN THEHA,

o 7"— K F ¥ /LD Port Aggregation Protocol (PAgP) €— RiZ, A —Fr&nTWEtAi, LACP E— KD
BT AR— F I TWET,

e CiscoSD-Access 77 7 UV w7 CTOTT 2T A2V VLRI TFA4 T hO/NRRA N L —R IR —FEINT
WEHE A,

e LAV 2AAYFMNEDNRA ML —XFHR—FEINTVERA,

o VAaDFEEMA—YV v b (IE) 2A vFiL, Cisco SD-Access VYV =— g rD—#L L TIESNZ
J—RTY, BUE, AR —R3ER ) — REFEFR L Wiz, hAr P IZiE/ — RBREEhT0n5
BAIX, =29 — XA v b—UNFRENET,

o TNAAMIZIPVAT RLALIPV6 7 RLADMFEMBEHTHT 27 VAX v 73 R— SN THERA,
ZOWRWIIRDE, FRESNTT RLARLRHTH L Z L E2RT T — A v —URERINET,

[Client 360] F 7=i% [Device 360] 7 1 > RUMB/NA ML —RXAEEITTEET, ROHIE, lily EWOL4FTIDY T4
TV B ORISR A N L —RAER L TWVET,

ATy F 1. A=a—T A aREZ L5 [Assurance] > [Health] DJEIZEIR L, [Client] # 7% 27 1) v 7 LE9,

e | Dashboards / Health

®» oB@@ L maglev

Qverall Network Client Network Services - Applications SD-Access Al Analytics

Q Global } 24 Hours Filter (0) 7, 2024 12:00 AM - Jun 8, 2024 12:05 AM @ _
12:00a

&7

68
@ Telemetry Status
Actions
LATEST  TRENI
Wireless Clients Wired Clients
50 ToTaL: 5 8luo  rom 52
Healthy Active: 2 Inactive: 0 New: 3 Healthy Connected: 52 No Data
10 Net Onboardec = 3
Fair Connactivity 50 I 1 |
i S 52
ents Client 42 Onboarded Good Connectivity 81
Good Connectivity 50
Site Analytics ( Data For: Jun 6, 2024 9:30 PM - Jun 7, 2024 9:30 PM O
Onboarding Attempts @ Onboarding Duration © Connection Speed © Roaming Attempts ©
100« 100 -- 100+

AT L2 7I7AT U MN]OF =y 7Ry 7 AEROFTAHATLET,
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Client Devices (5) (i)

LATEST TREND
TYPE Wired overaLL HEaLTH (I Poor  Fair  Good Inactive @
DATA Onboarding Time >= 10s Association >= 5s DHCP >= 5s Authentication >= 5s RSSI <= -72 dBm SNR <= 9 dB
() Search by name, MAC address, or IPv4/IPv6 address
1 Selected Actions
(-] Identifier IPva Address Device Type Health Trust Score Tracked Usage AP Name Band RSSI
() = RLAN 6.1.64.8 Un-Classified... - - No - AP7872.5DEE EB22 2.4 GHz -
(0 ¥ RLAN 6.1.64.9 Un-Classified.. A - No - AP7872.5DEE E822 2.4 GHz -
(O = RLAN 6.1.64.11 Un-Classified.. - - No AP7872.5DEE E822 2.4 GHz o
) = RLAN 6.1.64.10 Un-Classified -- - No - AP7872.5DEE E822 2.4 GHz -
@ F lily 6.1.64.12 Intel-Device 10 9 No 147.45 kB APOCDO0.F894.33D8 5 GHz -49 dBm

VXA LT hEn-
Path Trace] #7 U v 7 L7,

AT w7 3.

* Tracked Clients ~ © Excluded clients

1t Export {8}
v
Location Last Seen ~ Capability
..se/Cisco-building-9/Floor-1 Jun 8, 12:04 AM Unclassified
...se/Cisco-building-9/Floor-1 Jun 8, 12:04 AM Unclassified
se/Cisco-building-9/Floor-1 Jun 8, 12:04 AM Unclassified
se/Cisco-building-9/Floor-1 Jun 8, 12:04 AM Unclassified
se/Cisco-building-9/Floor-1 Jun 8, 12:02 AM 11ac

[Client 360] 7 ¢ > K T [Tools] 7 v a »FTFIZAZ m—/L L. [Run New

/ Client 360

Jun 7, 2024
@ Delete (1) 11:47:04.780 PM
@ Onboarding (10) 11:41:39.003 PM - 11:41:39.062 PM
@ Delete (1) 10:45:47.994 PM

@ Onboardina (7) 10:35:38.883 PM - 10:35:38.911 PM

49 records

Tools

# Client Data Collection

29 Path Trace O

Application Experience

Show Records: 25 v 1-

Due to Idle Timeout | AP:AP707D.B9B4.85A6 | WLAN:ASR-ENTERPRISE
AP:APOCDO0.F894.33D8 | WLAN:ASR-ENTERPRISE
Due to Idle Timeout | AP:APOCDO0.F894.33D8 | WLAN:ASR-ENTERPRISE
AP:AP707D.B9B4.85A6 | WLAN:ASR-ENTERPRISE

25

@z 3 >

Details:

[ Run New Path e
——

A5 v 4. VHT 44—/ FIZASLET, [Destination] 7 1 —/L K23 IP 6.1.0.9 OE# Y7 A4 7~ MNHTH
X, [Start] 227 U v 7 LET,
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Set up Path Trace

IPvd Source
P
Mac Addre
6.1.64.12 v
YLAN
Radio
LAN IL )

Port (optional)

ROLE
RS5SI
SNR Destination
P
Freque GHz)
6.1.0.9 v
AP Nar
AP B Ma

Port (optional)

Options

Protocol

TCP %

Live Traffic [3

85. NRA M U—2BEAS EN T lLoading Trace] NFREN D

P
o path Trace (O Run New Path Trace

6.1.64.12 (Port: Not specified) — 6.1.0.9 (Port: Not specified) [Protocol: TCP]

@ Loading Trace

X 86. KTTBLE, ZhE 22007547 MADERy FOT AL A 2RO R UBRRINS
o Path Trace O '

6.1.64.12 (Port: Not specified) — 6.1.0.9 (Port: Not specified) [Protocol: TCP]

° o e SN
= [« [«> [«>
o (e*) lSJ (=*) Q

616412 APOCD. 3308 TB2-FE THZ-L_ATAK TB2-FE2 6108
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Cisco SD-Access 7 7'V r—3 a VOEEMHOER

Catalyst Center (%, * v b U— 27 &HE M Cisco SD-Access 7 7' U 7 —= a o OIEF M BT 5 DI&EL>Y
AT LREREY — VAR L E 4, T —d, Cisco SD-Access 77U r—3 g DT —Z R— A5 —F DR
BEIS T EICHEBNICTF =y 7 LET, FovZid, FETETTLIZELTEET,

fEREMERT DI, ROFIEEZFITLET,

ATy EEBCHDA=a—TAar%2 ) v L, [System] > [System 360] DJIAEIZEIN L FE 7,

System [ System 360 #r O o @
il Catalyst Center
I'__' | Design
[ T | Palicy 5 Settings
Data
High Availability Cluster Tools
Software Management
Disaster Recovery ® Enabling High Availability requires View Guide Meonitoring
' installing a minimum of 3 Cisco Log Explorer I
Catalyst Canter hosts.
[] Explore
Backups Application Health

AT T2 TUT 4T U4 RUT, [SystemHealth) # 7227V v/ LET, 20U 2 FUITIL,
VAT AUV DEEEIITEERN L0 E D DB RRINET,
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X 87. Catalyst Center (ZEE DL BFREN TV B4

= ‘Uult Catalyst Center System | System 360
System 360 System Health Service Explorer

Internet URL Access

&  The following URLS are not reachable
M directly: http://validation.identrust.com/erl/

PxGrid
hydrantidcaol.crl, http:/f
commercial.ocsp.identrust.com.
More Detalls |

— ISE

-t".

4—"_

+
=)

F v 7 ETETETT DL, WOFIEEFEITLET,
A7 w7 1. [Tools] > [Validation Tool] DJEIZZ UV v 7 LET,

= ‘dulv Catalyst Center System / System 360

2 maglev v

System 360 System Health Service Explorer

Last Updated: 12:44:26 PM  Tools
Network Ping

Validation Tool

System Analyzer
A Catalyst Center

Management VIP 10-195-144-108.stcd.kube-syste. PxGrid

0

ISE

AT v 2. [Validation Tool] V4> RUT[Add] %27 Vw7 L, AT A KA 31 T Cisco SD-Access
@ [Application Health Status] =~ v 7 R v 7 A% 4 2 LET,
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System Hoalth / Validation Tael

New Validation Run
Validation Runs (3)

Triggering a Validation Run can be a combination of multiple validation sets or at

a least one validation set
~A Name™
SDA
@ Add 0 Selected
O Neme Deseription Selected Set(s) Staws Start Time ~ Description
Appliance - ) -
O pd Infrastructure Status Q critical Jun 3, 2024 11:10 AM Validation Set(s) Selection
4
(O Appliance Infrastructure Status
Appliance
h [ N
0 ulkpa n?fraslrucmre status @ critical Jun 3, 2024 10:45 AM > () Appliance Scale
N
. . @ .
Appliance pplication Health Status
O rez Infrastructure Status A warning Mar 22, 2024 10:48 AM SD-Access status
+4

> () Assurance Health

Assurance Health
3 Recora(s)

> [ Clsco ISE Health and Catalyst Center Role

(O Upgrade Readiness Status

e (I
EENH HHE . [SD-Access status] T DEGRADED 2 vt — 2 L4,

atlearles
csco

Catalyst Center

Validation Runs (4)

Vabidation Status Dusratior Message
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il Catalyst Center

System Health

¥

AT o3, Ty 7T L— FEBIXOEHO#IET, [System Health] 7 ¢ > R o 28 L %9, Cisco SD-
Access 7% DEGRADED * vt — %A L7-84 . Cisco TAC ¥l — MIHEE L T Z &V,
Cisco SD-Access A#ift~ hV v 7 &

Catalyst Center T, Cisco SD-Access 1 —/LD 7 bV a = 7 fl, HEHBRT A ADY 7 =T
A A=Y N—T =3 BT % Cisco SD-Access Ak~ N v 7 ZADa T34 T v A aHiks LET,

Catalyst Center Provision —E AN RENTH L, A7V 2—F M 24 K] Z L I2AT3N D L H 1T E S v, FHl
ERINTCY 7 AL T Aamb AFWRREHIOZ 7 AN EX T a— RTLH5F AN N T—SET,
LT 7 ANNRRWGE, FUrn— REZZA7 Ay 7ENET, V) —RAENTNDIEIA—=Va URd 555
Fora—REAT & N H—T&ET,

T Xy v TORBEROGG, XU ra— R A7 IFITRRLET, BFO7 7 A Ve rm— R, HLn
TrANEUNST v 7 a— RT50ERBHY 7, VAIEETE RNV TAXOEAEL, RUTFEHT v

02— RRMETT,

TNA ZAPHEIIEDIRNY T F T =T Z#FT LTV D %A £72137 /3 X775 Cisco SD-Access THAR— ST
W WA, Catalyst Center (X, R—4%—, av ta—L7FL—r oY JEE/—F (PnP HEit v R—F ¢
Y7) L BLOVA LRIy har— ?@n~»%@%bf*®%ﬂ4x%7yﬁ)yamﬁmﬁéwﬁgfnya
LET, 2.3.7.5 LIED Y U —2D Catalyst Center TIZHNT 7 4 /L h THZ /2> TWETH, BT HZ
EMTEET,

HLOWEHME~ N v 7 AT 7 A NET v 7 r— 50, @HEZEHCTLITE, ROFEEZFETLET,

ATy 1. EEBIHDIA=a—TAar%27 ) v LT, [System] > [Settings] DIEIZZ V v 7 LET,
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System / Settings % Q maglev ~

tea Catalyst Center

System Certificates

st Center's currently active SSL certificate or information

and shares the Certificate Authority informal

Cisco.com Credentials

al to Plug and Play ir Set up a Cisco.com ID to connect to Cisco and enable i services

Plug and Play Connect cloud

Smart Licensing

je and track the

the Catalyst Center

AT w7 2. [External Services] > [SD-Access Compatibility Matrix] 227 Vv 7 LT, T 427042 R
TICBEILE T,

ik Catalyst Center (B Fr

Settings

SD-Access Compatibility Matrix

yst Center periodically compares operational SD-Access Fabric Nodes hardware and

are attributes against information in the Cisco SD-Access Compatibility Matrix. |

soft

Any compatibility issues detected will be aggregated and displayed in the SD-Access

SNMP Compliance state of each Fabric Site. Fabric Site's aggregate Compliance state can be

reviewed from the SD-Access Fak tes Page

CURRENT SD-ACCESS COMPATIBILITY MATRIX INFORMATION (Import New From Local Or Import Latest From Cisco

mported Mechanism Downloaded from Cisco by Scheduled Task

evic Prc
Device pt mportad Time May 31, 2024 11:14:13 AM
Configuration Archive mported Mode Remote
External Services e Has SHA-256: 120066fa61c8301dd96c61847¢d1cdBdda013412f09506382adec5dbbdeecds3
Umbrella Sublished May 30, 2024 12:09:46 PM
Authentication and Polic
: SD-ACCESS COMPATIBILITY MATRIX DOWNLOAD
ntegrity Verification
SD-Access Compatibility Matrix ] equency Every Day

Jun 11, 2024 1:54:55 PM

Statu Skipped

SD-Access Compatibility Matrix download skipped as a file with newer timestamp exists on the system

Cisco Al Ana
Ste: h
SD-ACCESS IMAGE COMPATIBILITY CHECKS

alos IP Reputatior
Des on maintains Cisco SD-Access Cot tibility Matrix compliance for sc

' sions on managed devices during SD-Access role provisioning. Cisco
Cisee recommends that SD-Access Image Compatibility Checks are ys enabled
Global Manager Integ: ,

SD-Access Image Compatibility Checks

(m
e IILWHEHME~ NY v 7 X T 7 A NV%ET v 7 u— K9 5121%, [Import New From Locall 27 U v 7 LE7,
o HHICHA T u— K9 584A1%. [Import Latest from Ciscol 27 U v 7 L£7,
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Settings | External Services

SD-Access Compatibility Matrix

Skipping processing compatibility matrix file as same copy already exists or b
file is older than what is already in the system.

Catalyst Center periodically compares operational SD-Access Fabric Nodes hardware and
software attributes against information in the Cisco SD-Access Compatibility Matrix. 0

Any compatibility issues detected will be aggregated and displayed in the SD-Access
Compliance state of each Fabric Site. Fabric Site's aggregate Compliance state can be
reviewed from the SD-Access Fabric Sites Page.

CURRENT SD-ACCESS COMPATIBILITY MATRIX INFORMATION(Import New From Local Prfimport Latest From Cisco)

Imported Mechanism Downloaded from Cisco by Scheduled Task

Imported Time May 31, 2024 11:14:13 AM

Imported Mode Remote

File Hash SHA-256: 120066fa61c8301dd96c61847cd1cdbdda0134f2f095d6382adecbdbbdeecdb3
Published May 30, 2024 12:09:46 PM

SD-ACCESS COMPATIBILITY MATRIX DOWNLOAD

Frequency Every Day

Last Attempt Jun 11, 2024 1:54:55 PM

Status (=) Skipped

Message SD-Access Compatibility Matrix download skipped as a file with newer timestamp exists on the system.

o HWHEZEMITHIZIE, VA FUDO—FFETAZ n—L LT, [SD-Access Image Compatibility
Checks] #5512 L £ 7,

O Sowoll Settings / External Services
o SD-Access Compatibility Matrix

Image Distribution Servers

Device Controllability ~ Skipping processing compatibility matrix file as same copy already exists or X

o U file is older than what is already in the system
Network Resync Interval

SNMP Catalyst Center periodically compares operational SD-Access Fabric Nodes hardware and
software attributes against information in the Cisco SD-Access Compatibility Matrix. €

ICMP Ping

Any compatibility issues detected will be aggregated and displayed in the SD-Access

Compliance state of each Fabric Site. Fabric Site's aggregate Compliance state can be

PP Device Authorization reviewed from the SD-Access Fabric Sites Page

Device EULA Acceptance

Device Prompts
CURRENT SD-ACCESS COMPATIBILITY MATRIX INFORMATION (Import New From Local Or Import Latest From Cisco)

Configuration Archive

Extarnal Services Imported Mechanism D from Cisco by Task
Imported Time May 31, 2024 11:14:13 AM
Umbrella
Imported Mode Remote
Authentication and Policy Serv
File Hash SHA-256: 120066f261c8301dd96c61847cd1cd6dda0134f2{095d6382a4ec5dbbdeecd53
Integrity Verification
Published May 30, 2024 12:09:46 PM
SD-Access Compatibility Matrix
IP Address Manager SD-ACCESS COMPATIBILITY MATRIX DOWNLOAD
Cloud Access Login
Frequency Every Day
Clsco Al Amlytics Last Attempt Jun 11, 2024 1:54:55 PM
Stealthwatch Status © skipped
Talos IP Reputation Message SD-Access Compatibility Matrix download skipped as a file with newer timestamp exists on the system.

Destinations

Cisco Spaces/CMX Servers SD-ACCESS IMAGE COMPATIBILITY CHECKS

Global Manager Integration Catalyst Center maintains Cisco SD-Access Compatibility Matrix compliance for software

Maching Ressoning Engine image versions on managed devices during SD-Access role provisioning. Cisco

i i K
R recommends that SD-Access Image Compatibility Checks are always enabled.

Cisco Catalyst Cloud

Webex Integration

Image C ibility Checks
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7 e > b : [SD-Access Image Compatibility Checks] A% D £ £ LE7,

] 88. Bt~ b)) v 7 ATHR—FENTORWVDT RS RS A=V EEITLTVA D, DX 5IiZ eWL Catalyst
9800 =t —5% 77 7Y v 7 IZEBMTERI>7edERTH
Modifying Fabric at Cisco-building-9

Asof: 2:19:34 PM 3 Refresh
Step 3 of 3: Preview Configuration

Review the device configuration provided below by clicking on each device. When you are done reviewing, click Deploy. Click Exit and Preview Later to defer the review. The deferred review can be found In the Tasks menu. Status: @ Failed

Seaich by dévios naine Device IP: 110.9.2.1  Site: Global/San Jose/Cisco-b. & Back to workflow progress

Q_ Search configuration

eWLC-faniu-9840 (] Configuration to be Deployed

| view by Configuration Source - All

Errors occurred during config generation. You can still opt to deploy the partial configuration (if any) that was generated successfully. Collapse to hide

NCWL11704: Device eWLC-faniu-9840 cannot have Wireless role due to incompatibility as per the SDA compatibility matrix, the serles is Cisco Catalyst 9800 Series Wireless Controllers, the model is C9800-40-K3 and the version s I0S-XE 17.15.01.0.1138
You can find more information at htps://www.cisco.com/c/dam/en/us/td/docs/Website/enterprise/sda_compatibility_matrix/index.html.

(i) No configuration was generated from current source

© 2025 Cisco and/or its affiliates. All rights reserved. 273/275 _—¥



53
18 A : RFEIZERTA NN~ =T ¢ Y7 =T

CORFFBICEATA FiE, WORIZY A RS TWHON—Fo =7 LY 7 by =7 2 LTRSS TOHET,

* 27. N=RyzTBIRN 7 =T
W) 7 B

AL RTryIALFYLVALAN 22 fbu—7

anl—rarInkEr7r 7y IR —Fg—k Cisco Catalyst 9300

ayha—nL7FL—r

Ty 7 Vv Iy Cisco Catalyst 9300

RV —k ) — FEV TV > h_"—ZXDJr5E 7 — K Catalyst 9300 & Catalyst 9200

T —TF7 A XSDN 2 ta—7 Catalyst Center

AAA H— 3 — Cisco ISE (Identity Services Engine)
£18% B : FZE

AP 7 7B ARA b

Cisco ISE Cisco Identity Services Engine
CDP Cisco Discovery Protocol

CMD Cisco # ¥ 7 —%#

CTS Cisco TrustSec

CUWN Cisco Unified Wireless Network
DS /i AT A

EID = RARA Y NDTAT VT 4T 4
GRT /v — NV V=T (T T—T )b
HA & e

MSRB ~ /L5 %A k UE— K R—F—
PSN RV v —H%—ER /) — N

RF 555 4%

OTT 4 — "—H% kv

pxGrid Platform Exchange Grid

REST API Representational State Transfer 7 7'V r—ya v a7 3307 A 2 —T oA A

RLOC V—F v alr—X
SD-Access Cisco Software Defined Access

SGACL X =2VUF 4 JA—7 7%k Aarba—/L Xk
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Cisco Catalyst 9800-40 VA YL A2 fr—F
Catalyst 9000 DFHIHALT A ¥ L A2 hu—7 Cisco Catalyst 9300 D#AAHLT A ¥ L 2 a fr—T

V7 U=
T DIN—
Tav

17.15.1
17.15.1
17.15.1

17.15.1
17.15.1
2.3.7.x
3.3
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SGT tX=2 VT 1 I N—T%2

SSID —t 2t v MigBIF

SSO A7 — 7V AA v FF—s3—

SXP SGT #AZ#a~7' vt | =1

SVI A1 v F A U Z—T = A A

VN {if8r v b U —7

VNI VXLAN > kU — 7 iRl

VRF (A8 —7 7 L OMsk

VXLAN Virtual Extensible Local Area Network

WLAN VA YL A a—A)L =T Xy hU—7

WLC VA ¥ L X LAN = fa—7

ft#k C : EER

Catalyst Center 2.3.7.x Third-Generation Installation Guide
Cisco ISE installation Guide

Cisco Software-Defined Access Compatibility Matrix
Catalyst Center 2.3.7.x Data Sheet

Policy Platform Capability Matrix

Catalyst Center 2.3.7.x User Guide

Catalyst Center SD-Access LAN Automation Deployment Guide
SD-Access Solution Design Guide

SKEFHL FITPRFEFAM I—Ow/\FHt
HIZANZTNY 2/ E AR FHAATIA L (AT )

V2 AFHFEEICH 400 OA 74 ZERBLTWET, A 7+ ADER BEEE. FAX FEFYHD Web H b (www.cisco.com/jp/go/offices) B EEL,

Cisco & & U Cisco O3, Cisco Systems, Inc. #7z[3Z OEESHOKES LV ZOMOEICHIIHEELEAEFHETY. 2 A0EEO—E(CDWTE.
www.cisco.com/jp/go/trademarks =B 22, BEHSIN TV R Y —R/\—TsOFEEL. ZhEFNOEEICRELET. /(—rF—1 Zfid Tpartner] EWSFENERINT
WTH, YARDEMHORIC /N~ — v TR EE IS EEEKRTHEOTESHDFEA. (1T10R)
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https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/catalyst-center/2-3-7/install_guide/b_cisco_catalyst_center_install_guide_237x_3rdgen.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-guides-list.html
https://www.cisco.com/c/dam/en/us/td/docs/Website/enterprise/sda_compatibility_matrix/index.html
https://www.cisco.com/c/ja_jp/products/collateral/cloud-systems-management/dna-center/nb-06-dna-center-data-sheet-cte-en.html#Appliancescale
https://www.cisco.com/c/dam/en/us/solutions/collateral/enterprise-networks/trustsec/policy-platform-capability-matrix.pdf
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/catalyst-center/2-3-7/user_guide/b_cisco_catalyst_center_user_guide_237/
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