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1. X207 40V —rT7r—

#1 Design #2 Switch Provisioning #3 Endpoint Onboarding #4 Policy Analysis

SGT definition wl Profiling rules Switch gets IPDT Sensor installation = Endpoint is securely Policy Analysis

vy
: = ig (si connected to the
Group-based policy Authentication and ;g;:ﬁﬁ::t, i

and contracts Authorization .
Add AAA server for policies Switch gets CTS
and AAA

sites d ,
configuration

(inventory

provisioning)

Day-N templates
are applied for >
port-based auth,

Day-N templates for
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propagation and

enforcement >
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4. Cisco Cyber Vision Center 23 pxGrid %41 L TZ O1E#H % Cisco ISE 2165 L £ 7, Cisco ISE 237 L=
TXANCT A AT 774V T LET,

5. Cisco ISE 3T A AIEHFE SN TND AL v FIZRAIEREZEEF L, H LW SGT BNEIV ¥ THIET,

X 12. Cyber Vision 7>& Cisco ISE TrustSec ~DU—7 7 ua—
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EELET,
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B14. X2V T4 IN—FORY —5HF

Overview Policies Security Groups

Explore Traffic Flows for Security Groups n
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B 15. Al=Y R&RA v N

verview Endpoint Inventory Trust Score Profiling Rules Hierarchy 00:00:BC:2D:21:70
Endpoint Inventory (5)  Focus: All Endpoints - Default View . Ttua: oo L

( i ) Two (2) Information Alerts on this page. Expand to see details

Register Endpoints More Actions Details A Trust re Attributes
[J  MAC Address ~ Is Random MAC Trust Score 1P Address Last S
Attributes @ View Attribute Glossary
> RADIUS
00:00:54:30:AA:45 No ® 6 10.17.13.153  Jul1{ > SNMP
v I0TAsset
00:00:54:30:AA:46 No ® 6 Jul 1§ assetDeviceType Controller, Rockwell Automation,|O Module, Rockwell Automation,Rockwell
Automation
tHw 8
O 00:00:8C:2D:21:70 No e 6 10.17.20.72 Jul 1
00:00:bc:2d:21:70
AA12:FE:1ADAEBIA3 Yes ° 10.2.0.1 Jul 1 10.17.20.72

00:00:bc:2d:21:70

DO:EC:35:59:08:00 No e Jul 1
1756-EN2T/A,1756-EN2T/A (Port1-Link02),1756-L7SP/B LOGIXSAFETY
(Port1-Link01),CLX_P | 1756-L73S/B LOGIXSS73SAFETY (Port1-

>roductld 1756-EN2T/A,1756-L73S/B LOGIXS573SAFETY,1756-L7SP/8

LOGIXSAFETY

ARP,ARP, CIP-10, EthernetIP,EthernetiP
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I IRANDIEBED AL v FNHBE LT, kit 5 [Device 360] 7 4 > R7 B Z N TE £9, Z DIEREIC
LV, BEASRZH > TEHET A ADFRFEDOFHME RS ITHIETE ET,
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K16. 73 a7 FVRADNRRAML—2XR

Path Trace GigabitEthernet1/7

To find the location of an issue, perform a path trace bet Egress iurce device and a destination device
100.0.15.247 (port: not specified) — 100.0.15.248 (por jtput Drop 5049442866 1]

More Details

(0] Y
e >o‘:"/. )OL@ C >o\:: ° >e[ ]

100.0.15.247 SN-FO...local C9300 ocal SN F(:.‘ VosL 100.0.15.248

“v Run New Path Trace ’

[Device 360] ~—VIZIFAT /3 A AT 25EIEHRNF R IN D720, 22— — 13509 2 LEEN B 5 EER
RN 20 E 5 & ¥k ¢x £9, Catalyst Center @ [Device 360] X—T L ZDMDT > 2T T A—
UNT, AN —F I F A LTA U EN L TRER L OBEO B BEEOEE (KP) 273477 7%#~5%

ZENRTEET, INHOKPIZT 7 Txy U —27 OIRREICBET D RFOBLEN Rt SN D720, AL —X
IEEORFRTOR Yy NU—7 OIEfERIREZERECEE3, ZoEHIEL, MEORARRNZRE LD, #b
WENDNRE =V EREE LY T 5 DICIERFICEL D T,

ROME, FEDA L H—T 2 A ATOY 7LD | IEEER 27 B8 BRI T LBl 2R LTV ET,

K17. 7¥aT7 3 AQEERERaT
Switch CPN1-1E3400-2

24 Hours Run Commands
| (]
U :
Re m ssmma S s e e masess m m s SN 8 S8 4 58 a8 ReAs 68 S8 6 SRS EmeAsasasESs SARRSASESS MAMm AEmGsAsANAsANs SEAsssRsEsAsAsEses m an
8i24 8/25
ug 24, 2023 2:20 PM System Resources Data Plane iaEV‘CEIQ Events
Device Health: 1 Memory Utilization 32.26% Link Erro -- Fabric Site . Show
Conactiy ; List (0 Events
PU 2% I l k

Catalyst Center 7 /34 2 360 Tlix, kOEHR LRI ET,

o THAA AT OWMESNIMBEE AN PO, 22— —1F, S ORDIGHOIZDITRED RIS L
THBICT 7B AL THET L Z N TEET,

o MEAAN—IRBINUT, 7 IAT S PEXAN=DRy NI =TI TN ARFRSNET, Vo703
TR Rxr Y v 735 L, BIMFRPRFRSNET,

o CPU. AEV . BEEM. BER EOFMRT A AR,
o ZHI, B, BMERT—H A, VU IHEREDA LV H—T A AER,

o AU H—T A ADFEHE, =7 — BILOWEOT v— k.,
B SCNENAL DB VO FRE A~ D 3L

© 2025 Cisco and/or its affiliates. All rights reserved. 32/41 R_—v



Catalyst Center @ [Issues] % v ¥ =R — RTiX, v U —27 OXPULT 5803 & 5 [ EDMESCNAR BN FEE
SENFET, BRRINIR > THRBENRENTWA 7T 708tk &, H 7 —a— & L CERIEN & RPN
TRENFET, GO, FOESIALN L~V CRAE LRSS 5L R L ET,

ZOF v ai— FTiE, ROKIIRT &I, BERBMAINZERSNMED Y X FatanEd, toX
A T ORENFEAE LB, B2V A o BT 12T A A0, BIOZORMEREAE L
BAFTDOHRRFRSNET,

K18. 7T a7 7 AD [Issues] BL U [Events] ¥ v aR—F

Issues v Events

fT - - T“w

Most Impacted Areas by Issue Priority: Global

T Industrial Zone db Site 2 oo Site 3
3P1 | 8 Open 2P1 | 2 Open 1P3 | 1 Open
- = f
Total Open: 12 1, Export
(Q  Search Table Y

llllll y - I Device Rol Category ¥ G Site Ci Area) Device Count L O d Tim
ACCESS User di d 2
L Availabilit 2 1 1
Rac ACCESS Devic 1 1
P3 ACCE Device 2 1
ACCESS D 1 1
R how R (1]

X 5|2, Catalyst Center Assurance #§REIZ LD, NI TN T a—T 4 VT DIZODY AT AHA Rft&E T 7 r—
FREfInEST, 71 A XY MUY= T L AN 2—HF—LFR— "2 lDOSEIERY—ANLD
& BEAT . BBEORARFERZRFE L ET, BRAFRRNFFESND L, T a7 7 ATRBEZ R
RS B2 DICHER T 7 v a iR —H — iRt S E T,

RORIT, R OTHOMBEEZ FHA T 572912 Catalyst Center B HERT 27 7 a v O—HZ R L TWET,
VBT U T, Catalyst Center 13731 22t LCa~vy REETFLET, ZOTRTOEREFEH LT, +
NL—ZPEEREZH LD ENTEET,
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X 19. RIEDEHE
Excessive time lag between Cisco DNA Center and device "CPN1-IE3400-2"
Open

Description

Suggested Actions (5)

4

@ Chock NTP Status

BELDOHBIAR MZOWTT 77— R TRDDT T aT TV ADHAEA R

TvaT ZARALL s TEEINTZARY MIESNWT, DAX~vA ZAINTMEEERTEET, ROFIE,
Catalyst Center |2 L > TZESNTZEHEHAA v FTO CiscolOS XE 4 X a2 /RLTWET, ZDOXATD
ARy MR L TCTRIBEZER LT, [Issues] # v ¥ aih— RICERRTHZ LN TEET,

B 20. Syslog 1~

+ @ 10SXE:PLATFORM CRITICAL

Syslog Create an Issue 3
je Text 488391: Aug 25 18:28:39.928: R0/0: kernel; EXT4-fs error (device mmcblk1p1) extd_get_inode_loc:4752; inode #514: block 302; comm sleep.sh: unable to read itable block

22 |[E3400-3.cpwe-ra-cisco.local

10.17.10.157

Global/Industrial Zone/RTP Factory/Automation Area/Holdover Area
PLATFORM

10SXE

HBR7 547 FORBEOKRHE

[Client Health] # > > 2R — RiZiE, *y hU—ZIZERHREINTNDLTRTDOY T4 7 > hOEHE 2 —NHRKR
ENFET, ZOF v aR— R, &7 74T FOERIRRE, EFMEAaT BRI DAT—H
R EOERBPEREINET, ARV —F X, Xy aR—RNZ7 4V E#EHALT, =7, K, EFKE
AaT I EOIMEIESNT I TA TV F 2 ~EZ2TERRTIHIELTEET,

Ty 2T T AND [Event] # v v aR— R, AMZ IA 7 MCBEET 2Ry hT—2 AR haE=H —
THEOOE I 1 ODOEERY —NLVTT VI X0 VT 7 B Ry Mo EDA Xy et~ —
SN RIGEHCX, Ry NI—I T 7T 4 €7 4 OAENR Y a—R Rt ET,
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BE DT NA ZADFEMR W O T= 12, AL —& % [Client 360] 7 1 > RZIZT7 7B A L THESERSD Z LN
TEET, ROKIIRT LI, ZOR=VITNET A ZADOEFEARA T & A X MBRIFIICT T 7 4 I NIC
FOREND T, AN —F [ FRF — 2 LEEN R fFECEE T, £, 7747 b 360 (ZB#ET AR
E AR MIBETHEROIZUEL, T RO T 4 —~ V ADOWUEN I E 2 — Rt L E T,

B21. 2547 360 DEFEEZALLTA

5C:88:16:FC:DF:4F

Client Health: 1

74T b 3601F, HFEDT Y RIRA L FDRANR—=ZAA v FIER, Vo7 AT —X A BILOERRRICE
THA YA P AR —Z (R E, ROKIE, BIR LB ToOZy RRA > b0 ) o 7R EZRL
TWET, ZHE, Ty MU= T 0T ¢ T =0 7 RO DICEIL B E9,
K22. 7547 h360 DEEZA LSV

Detail Information aug 25, 2023 2:41 am

Device Info Connectivity

Tx / Rx Rate

. -

8/%5
® Tx Rate ® Rx Rate
AVFIGATUVREREDIZHOX
AT TAT URAERIE, EEHBEMEICB TRy hU— DX T 4 LT AOEBERAE T,

ZHUCTEY | BEEMAR Y PU—TNDAL v F 55, EFURHE, BHIZEM, BIOWHAR Y & —IcEil+ 5 X 51
Li—é‘o
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Catalyst Center D2 7' 4 7 U ABEREIC LV . FEEEHBEMEEPOXR y hU— 27 FHF L, —Jofbis X O BH)
tbane7 7e—F%FHLT, AAMvF AT TANTITFxE2ERKOa L FI7A4T7 A= —, §Hl, B
FOHEATHZENTEEY, ZofiEICEY, —BMoboRNLa T4 T AR —DF N HE
W22, X2 VT 4 BEOY R PNEER I, EEXEHR Y MU —7 ORFEERHER S NVET,

EBI, arFIAT ALY, ERRE=Z Y 7L LAR— FOMEEN RSN D 2D BEEILE
¥HAAL v TFDOALr TIGAT UV ARAT— R AZOWNWTHICKTOBHRE AT TXET, EEARY hU—T D&
Fa U7 g bR EEETA-OIC, BEHEIIROZ L 2EHIZITY 2N TEET,

o VT TAT VAERDIBHE LT,

o FEHWMAEDOT VY T DEEE,

o MEAELETHIDOMYLRT 7 v a v D El,
HEMb &N a L T IAT LV ADF 2w 7 ETBAALNMCLY a7 I7A4 T U AEH T 0w ARG LS.,
FEZED T RN T — O R[HEMEDS KIBICHI S v E 3, O, FEEFA A4~ F O [Compliance Summary]
74 RUAZRLTWET,

X 23. Compliance Summary

You car w fix all configuration compliance issues on this device. You will be able to review before the fix is applied. Fix All Configuration Compliance Issues

. View Preference for Acknowledged Violat
Compliance Summary ew Preference for Acknowledged Violations

Next Compliance check is scheduled on Aug 26, 2023 04:09 PM Run Compliance Check
© Network Settings ( EoX - End of Life @ Startup vs Running Configuratior
re - & . L 0
20 mins | 0
‘I re: @
f L 3: 1
. (]
@ Network Profiles @ Software Image D) @ Critical Security Advisories

2 rehplate: 2 17.10.01 Running Ver 17.111 O

PEEF A A »F @ [Compliance Summary] 7 ¢ > KU TlX, BEHENKROEBO 2 I T VA F = v 7 &FE
iTCEET,
o [Network Settings] : Catalyst Center Ti%, BFBEHENR Y A NOEKKELERL, TOY —NOAAL v F
W7y vad bl ENTEET, filE LT, NTP, AAA, BLU'DNS OB ERHV ET, 2T IA TV AF v
%, 7Y NAT AN FOERETIZZOMOBERNIFEE THAET L ARENEDOH 5ERZFFEL TT 7 7 &L T
*7.
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K24. 2V FS5AT UV ADRY NI —IHE

AL N Acknowledged Violations (0

o [Network Profiles] : EFLEN, Xy "= 777 A NVEZFEHALTA TV MREEZTFEH L, T /31 AT
WHTHZENTEET, EEAAAL vFOEA, OB 7 a Tk, T3 ACEH &= Dayn 7o 7L —
RINB OB 7 7 T b nET, BEEZZIETH7-DIT, Catalyst Center Tid, SREZZEFE L TT /N1 R
ZYEHL S E D BEN L S TV E T,

X25. 2V FIATVADEY NU—7 77 A

...................

CLI Template (2)

CLI Deviations \ L 2eM Realize Tempiat
[N  Acknowledged Violations (0)

Template Action

Cv-
BasicF

e [EoOX-Endoflife]: a7 T34 T AF =7 Tk, BEHEN, YR— MK THRIESNTNET /AL A
DN—RT 2T )T NI 2T Ea— N DAL TITAT VAAT—HF AR TE F9,

« [Softwarelmage] : ZD a7 T4 T U AF = v/ TliE, FEH N, Catalyst Center O I — /L7 > & 7 )it
FoNTAA—T% TALATEITINTNDA A=V EHIRTEET, 2 OOEWVBEFABZRIND 2D,
BFHEII-BUEERTEET,

« [Startup vs. Running Configuration] : O 2> 754 TV AF v 71, TXA ADALE— T v TRIEE
FATROREDRFH L TWDENE D NEi@hl T 57 DICELHET, 2 DOREMOA—EUTIL, EEDOTZDD
77BN oNET, AL v FRYr— RELTY 7 — MRIZFA UREEZRFFT D L5127 5101%, BRZE
ET5Z ENEETT,
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X 26. 27T T 2 ADBREDE

You can now fix all configuration compliance issues on this device. You will be able to review before the fix is applied. Fix All Configuration Compliance Issues

Compliance Summary / Startup vs Running Configuration

v Change History

05
2% eo@ [ ° °
Sa
S3
S0 | @
=
° =
Jul O Jul 09 Jul 16 Jul 23 i Aug 06 Aug 13 Aug 2(
il 02 12:00 1l 09 12:00 Jul 16 12:00 il 23 12:00 ul 30 12:00 Aug 06 12:00 Aug 13 12:00 Aug 20 12:00
@® InSync @ Out of Sync

Startup Config (473 Lines) - Aug 26, 2023 03:11 PM Running Config (473 Lines) - Aug 26, 2023 03:11 PM

33 rep bpduleak 33 rep bpduleak

34 rep ztp 34 rep ztp

35 rep autodisc 35 rep autodisc

36 ptp mode e2etransparent 36 ptp mode boundary delay-req

37 vtp mode transparent 37 vtp mode transparent

38 ip name-server 10.1.3.39 38 ip name-server 10.1.3.39

39 ip domain lookup source-interface Vlan2l 39 ip domain lookup source-interface Vlan2l

C\ The tooltip indicates that the no. of lines added/removed/modified may not match with the contents listed in the diff viewer. This is because the position X

-/ between the modified commands is either displayed as inappropriate lines or is displayed separately that does not represent the modification made.

Sync Device Config, will allow the system to overwrite startup config with running config to make the device configuration compliant

Cancel Sync Device Config

« [Critical Security Advisories]: ZD =2 7T A4 T AF = v 7 TiE, BHEHEN, *v VT —T T4 A|ZHE
KX )T 0 OMEFEN 20 NE D nEfEERTE £,

=

a0, BEREINEZBREEFOIAIVT, ZTNHOEEOFEIT, BIXOEETI =T -0 L
D, BERT VT4 ET 4 2F v 7T F¥T2H2LTY, £/, VAT AAXRU M, ZOFA LAZ T BT,
BLOMEET 2 —P— b3tk S £ 7, Catalyst Center DA X I 0 /A Vik{T. 2y hU—27 1 J—
ASDT 7 EA, BIORELEEE=F —T 52002 EEZRIELET, Zhicky, iExy hT—
TNDORIERT VT A ETARKRBRT VT AT 4 ZRELTRHIET 22 ENRTEET, Zhud, BT —%
B PE A R T D DI EE AR EE A R LET,

Fv T —7 OREDBAE LB, FRICEOMBENRRERHIZE > Tl S EZ SN TRENRH D56, RA
IR ZRET D7 OICER e VPRI RIZ/Ze 0 £3, MBEICES LIRS 2 AR E 72137 7 > a v 5B
TEXBHD, Xy NU—7 BEORMBEOBZWE & RN ELICR Y £9, S 512, Catalyst Center O 1 7 HHE
LV, Zhoou 72 EHMICL Ea—BIOS LT, ¥X2U T B, EH EOME, /-3
M2 R T AR D & 2\, B, FlIANF — U ERRET A ERRSIT0 £, 22—V —4iBh & P
At 57201, ZbOEREr 7% syslog — "—|ZffHIC= 7 AR — N TEET, T2k, x>
N =T NOEBDO T AT LD EOMEE 2 —2HTE £,

WOKIE, =—H— OTadmin2 |2 L 5 —HDO KW Lizn /A VT2 EET 2N Fy NV —7 EHEICHD &
WIHTTFTUFERLTOVET, TNOOMYIKSNDRMDPEBIENRRAETLITEX 2V T 4 REEZRLTWDY
4. Catalyst Center DB 70604 A FZFIALT, EX =27 43K e LT, 20— —DT AT A
DT VR ET Oy )T HREDTaT VT 0 TR EEHE U AERP Ry NV EREICH Y T,
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XK 27. BEXvs
Tesks  Work ltems

@ ByDate »» Sep 15, 2022 12:05 PM - Sep 14, 2023 12:16 PM 3 Syslog Server(s): OT_Syslog1
SUMMARY " 1
v Severity (3) I I

(O critica !
(O waming Y Filter
J Info Time Description Category Severity User
v Today 30 of 30
Sep 14, 2023 12:15 PM (IST) BAD_USER_CREDENTIAL_EVENT: Authentication has failed for user “ OTadmin3". Please provide valid credentials ERROR Error system
Sep 14, 2023 12:15 PM (1ST) BAD_USER_CREDENTIAL_EVENT: Authentication has failed for user “ OTadmin2". Please provide valid credentials ERROR Error system
Sep 14, 2023 12:15 PM (IST) BAD_USER_CREDENTIAL_EVENT: Authentication has failed for user * OTadmin2", Please provide valid credentials ERROR Error system
Sep 14, 2023 12:15 PM (IST) BAD_USER_CREDENTIAL_EVENT: Authentication has failed for user *OTadmin2". Please provide valid credentials ERROR Error system

BOTF VAT, OT HEEE A OT-S1-Z1-IE1 £ W IHARTDORFEDT A R 7 ENTWA L7 7 T
DLy RRA » MRBGEOMEZFFE LIZGAIC, BhEa V20BN T7 4 NZ ) T LTI OREDT A A4
WCHESZYTT, RELFEAZBIICXE, 2o vk R kY, FHEHFIIBEORARKE LT, =2—F—

otadmin2 IZX»CFu b va=r 7 SNEHEE, T, BXOTH 0T 07 (AAA) —"—FEDOET
ERFETE LT, TO%, EHEIIMEICHL L TEET -0 0EEBELZ#H LD LN TEXET,

X 28. E#Eu 7 DEM

Tesks  Workltem] Sep 14, 2023 12:11 PM (IST)  Log 1

© ByDate v Sep 15, 2022 12:06 PM - Sep 14, 2023 12:12PM 3 Descriptior Executing command config t no radius server dnac-radius_50.1.1.21 no radius
server dnac-radius_50.1.1.143 no aaa group server radius dnac-client-radius-

SUMMARY % User otadmin2 Interface Ccul
v Severity (3) I Destination 11.1.200.195 Source NA
O Critical
(O warning Y Filter

O info

Time Description

v Today
Sep 14, 2023 12:11 PM (IST) Updating app consumption: Switch Fabric Provisioning fq &
Executing command config t no radius server dnac-radiy '
Sep 14, 2023 12:11 PM (IST) Executing command config t no radiu ver dnac-radij !

aaa group server radius dnac-client-radius-group ip rad| 12 ©

> Sep 14, 2023 12:10 PM (IST) Received Device Provisioning request for OT-S1-Z1-IE1 _‘"
Sep 14, 2023 12:10 PM (IST) Received request to create scheduled job
> Sep 14, 2023 12:10 PM (IST) A request received to update device 11.1.200.196 to A/ :;
> Sep 14, 2023 12:10 PM (IST) A request received to update device 11.1.200.197 to A4 2¢
p 1
> Sep 14, 2023 12:10 PM (IST) A request received to update device 11.1.200.198 to A/ ‘
> Sep 14, 2023 12:10 PM (IST) A request received to update device 11.1.200.195 to A4 33
> Sep 14, 2023 12:10 PM (IST) A request receiv update device 11.1.200.200 to A4 *°
> Sep 14, 2023 12:10 PM (IST) A request received to update device 11.1.200.3 to AAAY ac

BE

WET7 T OFRNL—Z TR TBEIL TWD D, BEEINTY v aR—RIT 7 EBATERNI ENEL
B FET, FORD NERETRM LT D72 OI@MmN EE /o5& % 72 L £ 7, Catalyst Center Oi@ENZ LV |
BHFE L AL —ZT, BEER Y NU—2 DR T p—<v AFE T IIA IO EE 52 AFREOH DT =
T T ADRBERA X MIT 2 U T AE A DOFHIEREZITRD Z LN TEET, ZHUTkY, BER
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MBI HWEIC KL L, # T o 2 A DxF/NRIZENZ . oW ER 4 FEBLC& £7, Catalyst Center Ol &I %
EHT 2L, EXHAIMbR Yy N =2 m b, o7 07 0 TRhE=2 DT BLORENR T
TNy a—T 4T DAYy RBT=6 8N, BEIZIERy b —7 2EoEFEN: & AEERm ELES, @
AR —=FENTWDET v aT T AF v 3xiL, REST, PagerDuty, Syslog. Webex, 15X OEF A —/L
<7,

WO, Ry NT—2 LA X —T A4 ATOFmWVERED Webex #FH1%Z R L TWET, AR —H [T A vE—
VEZITER - E X, MEAEELETD-OINERT 72 awiTH) T ENTEET,

X 29. Webex i@

dnac-1A-bot Thursday, 4:26 PM
o

Cisco Catalyst Center Notification

Source Catalyst  209.165.201.30

Center IP:

Severity: 3

Category: WARN

Timestamp: 2023-08-24 20:25:27

Issue Name: High input/output utilization on

interface AppGigabitEtherneti/1
(Interface description: --)

Issue Description: High Input/Output utilization Rx 0.0%
Tx 97.71% on interface
AppGigabitEthernet1/1 (Interface
description: --), Device SN-
FOC2436V05G.cpwe-ra-cisco.local

Issue Status: active
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Cisco Catalyst Center User Guide

Cisco Validated Designs for Digital Manufacturing

Cisco Catalyst Center for Industrial Automation Design Guide

Cisco Catalyst Center for Industrial Automation Implementation Guide

Networking and Security in Industrial Automation Environments Design and Implementation Guide

Cisco Catalyst Center User Guide for Non-Fabric REP Provision

REP Zero Touch Provisioning

Industrial Automation Security Design Guide 2.0

Securely Traversing IACS Data across the IDMZ Using Cisco Firepower Threat Defense

Cisco Catalyst Center User Guide for Wireless Mesh Network

Cisco Catalyst 9800 Series Wireless Controller Software Configuration Guide for Ethernet Bridging
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https://www.cisco.com/c/ja_jp/td/docs/cloud-systems-management/network-automation-and-management/catalyst-center/2-3-7/user_guide/b_cisco_catalyst_center_user_guide_237.html
https://www.cisco.com/c/en/us/solutions/design-zone/industries/manufacturing.html
https://www.cisco.com/c/en/us/td/docs/solutions/Verticals/Industrial_Automation/IA_Horizontal/IA_Networking/DNA_Center_IA/DNA_Center_IA.html
https://www.cisco.com/c/en/us/td/docs/solutions/Verticals/Industrial_Automation/IA_Horizontal/IA_Networking/DNA_Center_IA_IG/DNA_Center_IA_IG.html
https://www.cisco.com/c/en/us/td/docs/solutions/Verticals/Industrial_Automation/IA_Horizontal/DG/Industrial-AutomationDG/Industrial-AutomationDG.html
https://www.cisco.com/c/ja_jp/td/docs/cloud-systems-management/network-automation-and-management/catalyst-center/2-3-7/user_guide/b_cisco_catalyst_center_user_guide_237.html
https://www.cisco.com/c/ja_jp/td/docs/switches/lan/cisco_ie3X00/software/17_4/b_redundancy_17-4_iot_switch_cg/m_1610-layer2-rep-cg.html#Cisco_Concept.dita_5fc61ceb-5fdf-44e9-9541-8fa60128a929
https://www.cisco.com/c/en/us/td/docs/Technology/industrial-automation-security-design-guide.html
https://www.cisco.com/c/en/us/td/docs/solutions/Verticals/CPwE/3-5-1/IDMZ/DIG/CPwE_IDMZ_2_CVD.html
https://www.cisco.com/c/ja_jp/td/docs/cloud-systems-management/network-automation-and-management/catalyst-center/2-3-7/user_guide/b_cisco_catalyst_center_user_guide_237/m_configure-network-settings.html#Cisco_Concept.dita_406635a4-3de0-466f-9177-37cd46c3858b
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-2/config-guide/b_wl_17_2_cg/mesh_access_points.html#id_88563
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