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NVICIBINT 2 HERH D 9, ZORHESRFIE. AFLSNZEBT s A 2 22 RGET5H0T, 20
7T REEAUNET a7 7 A VO L 2D b SN B ERSREN AN 0 £,

ﬁh

FIE1, EHRTOLHEFIA

A7 v 7 1. Cisco Meraki % v ¥ = F— FHBEDIER : BEMEIT, INEXY NT—0 A VT TANT I F v 4
WORREIRT T~ 73— L L THERET D Cisco Meraki # v 3 =R — Rk T 7 > N &S
THRLENRSHY 3, ZOMERIE. NEEESIKRDOX v /X Catalyst A v T, 77 F Meraki
TTITAT VA, AR LAAP, BIOBEHET LT RXTORY —LRELZET HODOEH T
L— AU —7 Rt LET,

AT o2 ERXY U—T OERL : Cisco Meraki # v 3 = 78— RN T, REDOF v X2 RBBHH O
T hU— IS ZER LET, [ (Organization) ]> [ (Configure) ]>[%> FU—27 D
YER% (Create Network) ] DIEIZER L, BEOMAHANE S THRTEMIT TRy T —7 % fif
. LE4 ( Corporate-HQ-Campus| <° [Retail-Headquarters] 72 &) . i@blery hU—27 %
£ 7ELT[AAL vF (Switch) ] #3ER L. Catalyst A1 v FEMELZ AN LET, ZOXy
T — kX, TRTOXFY I NA AT TANT I F ¥ T AL, ZOBEETLIRE, RV
—. BXUOE=4) T2 Dimla T E LTHREL £,

AT 9T 3. TNRA AL _ MY DER : Catalyst 9500 =7 A1 »F, Catalyst 9300 5 4 A FJ B2 —3 g
VEBIOT IV RARAL vF MX X2 T4 TTIAT A, MS A4 vF, BLOMRAP =5
DT R_RTCOFRYy NT—T TR, A%, BHAEDOY Y TAHFRSEMHHA L CERL, Cisco Meraki %
ValR— RDA X N VICBRET HXERSH Y £, [#f% (Organization) ]. [(XE€ (Configure) 1.
[1 > X~V (Inventory) DNEICER L, ) 7AEKRSEZANTHH, —HEERHO CSV 7 7 A
NeT v 7a—RLTT NS AZEBMLET, ZOERTBERICLY, T35 AOFTHMHEDFENL
S, 770 REHBRENAENCRY, Ry hT—2E D YT LREEBADIZOIZT A 2D Yk
RENE T,

AT oS A T A& AKREE : @Y7 Cisco Meraki 7 1 > A (Enterprise. Advanced Security, SD-WAN
Plus) 73, BEREINZTRTOT A RAZHHAINTNDZ &, BLOTA U 2AOHR A BENME
gkl —H9 5 2 L AR LET, [##k (Organization) ]. [&E (Configure) 1. [T 1 & 21
# (LicenseInfo) ] TTA B ART =X AZMER L, TXTCOT A RIET I T 4TI H TR
VFvarnddZ Lail L E3, BaC #hE. ThousandEyes & Ofis, =4 —7 74 X &
X2 UT AHREE W o BB T 7 B AT 5%, AR T4 B ARMETT,

AT 975 Xy NI—IFHET 7R G A bE e — L _R—2DT 7 & Al E A LT, )
IREERT v N EEFIER L T, [fﬂ%ﬁ‘k (Organization) ] > [i%/& (Configure) ]> [EHLH
(Administrators) | OJIEIZEIR LT, @UIRMERL~LvOT7 oy MEElRLET, ®REDIT
F—AMITDOTNT 7 AL FFOEHE, EEHYENTOHRLAIM FERT 78 A, BLO7
ToTF XA AR =V —FIIHIE~ R — Uy — T IR L SN T EEEHER 2 EDnH D 7,

ATV T 6. XY NT—TFNAL ZADEY YT . T4 ANRA Ry MV ICEREINZD, @ty hU—7
RERRIZEID M CTES, Fv 3% Catalyst A1 v FITBEDF ¥ /N2 Ry F‘7 J\ZEID M TE
TN, TT T TN RAFENENDJEEF Y hT— 27280 4 CE9, [##k (Organization) ]>
[1 >~ KU (Inventory) ] DIEIZEIR L, T/31 AZRINLT, [*v hT—27(ZBM (Add to
network) | HEEAMEA L CEIV YT et R 2T LET,

AT w77 Catalyst A4 v F DAV R—F 47 : VAaDIEXRRA L R—F 4 ZFIBIZHE > T, Catalyst
9500 # L T* 9300 A A v F &2 T 7 NEHE— R T Cisco Meraki % v ¥ 2R — RIZA LV R—F 4
Y LET, TOTrERIE, AL v TFEUERD I0S-XE FHEMNG 7 T U RERAEEICE#RT
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HZ L, CiscoMeraki 79U R A VT T AT IF X DX T RBEEAHELTHZLE, BLO
PBEDOX Y T =T ERNICT R, ARG THZERNEENET, 77 7 REHA Catalyst 2
AT OEVR—=T 4 I T B FIHIZ O TE, v AadDAKXRF =2 A2 b

[Onboarding Cloud-Managed Catalyst switches to the Meraki Dashboard] #ZM L T 7230,
FUR—FT 4 7T ak R, BYIOT A AR, 777 RV Z ALV 7 FORE, EX =T 7

AEREOMA, 7 T 0 MERBERORGEN S ENE T,
IR ORHRRMNZET LI, BERIIRORME v a iR, 770 MEHBA VT I AT 7 Fx
HRZFALT, ZOYAIREEFEHT 27 7 A MCHE LS RBSN TN DX ¥ 2B LOT 7 F Ry b
V=0 DT —=FT7 7 F ¥ ZHATEL LI £,
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ERFYNADT V=27 14 =)L REF

TEXY U RAOT V=07 40—V REBHTIE, 2772037 4 A M) Ea— 3 VIZEE S L7z Cisco
Catalyst 9500-SVL &, 7 7 & A |Cfl & S 4 7- Catalyst 9300/9200L A1 v F#EH L E T, T oidd
T CiscoMeraki 7 77 R& v afh— RTEEIN, iGN miiEE2EELEST, 207 7 v REHR
7 FTIF XL, By FTurPa=r T EN LYy —A LA Catalyst 73 ADF L R—F 4 7
LD, BELOGBIEEORET TV r—var, A XU NYER REY - XEE0 b I o/hGE
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f/F%ﬁmLt#?7747T ZOVERREDME SAVE T, %m)$A37«7i\t/z Mkt D 72 8
DT T —FT 4 7k @Azt LES, —FH, 77 R@EI. wET7 vV 7 B
EtherChannel VU > 7 %4 L StackWise A% v ¥ o 7 %#F4T L, BHAMFENLLET, ZHTXLD, TXTOMH
BTy U IIVRA v FEENMEE SN E T, Cisco Meraki # »v ¥ =i — i, —fbESnizRY o—EH#, U
TNEALE=Z) 7 BIOHBLSNZa T T4 7 A LR— MEREZRIET 22T, SESFERY
TAT Y NN —THTELItXa V7T BRAEHRFCEET, ZO7—F7 7 Fvid, MO HH
ToOE#ar—2a b EERT LI =T T4 ABWREOF N —2 g VETIRTE, Fr o2&y b
U — 7M., R —ff. BEXO b ENGEO hRoNT L LCRE L £9, —J7. BaC OJFHIIE
BLERELEX 2V T 4 7L =AU =7 23T _XCOEHv r—ya VCiELET,
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Cloud Campus design
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Catalyst 21 vy FDIIU R FVHR—T 47 FTrkR

Cisco Meraki % v = R— R& N LT7 7 v REEHRE— K CEIfEJT 5 Cisco Catalyst 9000 'V — X A A v
FIZIE, EKD I0S-XE BEA A v F %7 T 7 NMEHRREBECEART S, ks A R R—T 177
Y ANKIE T, Zhick, CiscoMeraki 7 7 7 K 47T A NT 7 F v ~DEERPERLIMEL SN, —IC
fEENTEFRELE=F UV THENFENC RV T, AV R—FT 1> 7 U—r 7u—2F, ERERREDT
DAL v F~OF)Ela ) —LT 7R AL v FH HTTPS #&H T Cisco Meraki 7 7 7 N — & A |ZH|E
TELEVETDHDRY NI NRTG A=y v T v 7, BIXOAS v FEua—L CLUEHENGZ TZ TR
R=ADH v 2 R— KHNCBITES D7 T RUXA LI NOT 77 4 TR EENET, Ao R—FT 1~
T AL o FIEII T REY 7 v =T X7 n— KL, TLS Z{#iffl L T Cisco Meraki f > 7 7 A +F
JF DX T RERGREERHL L, T4 R LMHBOEI D Y TERIFL, FOBREEL v aBR— R
THIDV Y THEAORy FU—27 LEMILET, TO%, HBHOT X TOFHBEIT, EEBUZE/ETE 5 Web
R=ADA U HE =T 2 A AEMHLTIT I 72, HEECLI 77 B ASHEMERE T 7 A VOEHZIT ) MEN
270 ET,

F U R—F 4 v 7 OFHREA: & FIEO M

CFEH IR AT v TNRA AT T OF U R—FT 4 7 HA Rk, v AaDAXRF 2 A b [Onboarding
Cloud-Managed Catalyst switches to the Meraki Dashboard] #ZH L T 723V, ZO K& = A > hTid,
AV NBHRDOBE L T T AN SO VT X VT I R EGURAIDAA v F O, EE VLAN O
Ty Ty 7L P T RUREY Y THE (DHCP £7213800) 2ETH Ry NV —JHERORE. A vTF
2B 7: Cisco Meraki 7 7 7 K= KA >+ (meraki.com, *.cisco.com) ([CEFETEX 5L HICTHA v

K —F v NEREORGE, EARIEE 2 v v 2 R — RIZBIT X5 enable cloud-managed =2~ > RiZ k57 7
U REHE—ROT 77 4 7, VU TAESERIIECESEHEH L TEEAL v FE2/ROA U h I
BEAHT 2R TFIE, BLO 7 77 REEGORIZT 5 FReM:0 & d 6 EE . SEEMRGEOME, 721X
TAB L ZAOMERED IS HOF LV R—FT 4 TR S D ST TN a—T 4 T TAF 2 AITDN
THELHBALTWET,

U T =% v N ABREICHEELD Catalyst A1 » F 2 BT 2MMIX. BT 77 0 €7 1 2RI 2E0ICA
VR—=T 4T R¥a A b —REMHEL, aTE, T4 AN Ea—valrE, BLOT 7 ERAEEE~D
KBz 0 — L7 & MRS, ITHYER o Ar 7o —, Ll Fy NU—7 ORHESM. B X OWEE
FlEZHMCEX D LT HILERDLY £,

FrR—F 4 v THRORER LG HEES

Catalyst 21 v F NI TR FrR—F 7 Fukw2%&5%T L, CiscoMeraki # v 2R —RKTxRy hU—
JIZIERIZENESNS &, AL v TFIET7 77— 0= TR 702242 BEIVICEG L, ML~ L TREIN
BHORE L7 7 — LT =2T "= a 7 v 77 L—FLET, kv, TN AL TENOT X
TOAAL v FTO—EENHERENE T, WIEEHFROMNFHC, AL v FIET v T AN —A Xy hT—7 F
3 AT ATREZR VLAN 725 DHCP 2/ L CEIQICEEL IP 7 R L A2 BUS T 5 720, BELE B E OB B
Ry NT—=INFG A= ERETDHAITHH-TH, IO 7 T 7 RBIEE X v o R— ROBRERFIHEIZR Y £
T, TDOT—FANTy TEERIZLE D, AA v F M CiscoMeraki 7 7 RH—E RIZBFEL, RENF T
n—REN, v aPR—RTHEUr T4 T4 AL LTEREINET, ZHICED, AL v F ZmlRiic mas
Hfr L. SE LAY ENREFREZBEAL, BN oY a = /T30 n ¥ v FRBEANAIREIZ/R
DEF, AV A P TOITHARY v 7RLTFH TOREFIAETHY, BKNRF Y NI —2 T—%F7 7 F %
NEEERICFEEIN TV WER 7 = — AP EA O 242 UET, 7 7 v NEE & 1B &E L)
LicZ E2MER LD, 2y PUY—Z I CHHEE VLAN 2% E L E 7,

FIE2, v FU—27IZHEMHEH VLAN Z5%ET 51213, IROFIEEZ FAT

25 v F1[AA vF (Switch) ] > [(%E (Configure) ]>[%A v Fi&E (Switch Settings) ] > [&# VLAN
(Management VLAN) ] DJIEIZER L £,
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ATy T2y NU—7EHPICIEA S VLANID 2465 L £7,

Sy hT—=7 DEIVLAN 2% ETHE, TOFRy NT—=THNOTXTDOAAL v F X, HIED DHCP #| v 24
TIPT7 RLAZHBANCHEL, EBLEEH VLAN 2OFHLWIP 7 RLRAZERLET, ZOEFICL
0., BHEEHN, XYy NT—7 AT TANTIFYOFER, T2V T BXOT 7 BRIEHEIND
FrEDERERN Ry NU—T 87 A MBI SNES, 2Kk, EBNT 7 0 v 7 2L TEILL T
BLZENTEET,
AT S3. (FFvay) FE=HF VT UVARAT A, RE¥Fa X2 FEM, T IPT7T RLRAERRY v—%
PR—=FTH-DIC, BHA L EZ—T oA ZZHBIP 7 L ZBENRLERBEETIL, [AA v F
(Switch) ]. [AA v FOFEHM (Switch Details ) 1. [A A v FDEIR (Select Switch) 1. [EH A
% —7 A A (Management Interface) | TAA v F ZLICHAEHIP 7 FLAZRELET,

A7 oS4 (X7 3 ) DHCP 2 LENT R L ZIREICBATT 2561, [A 1 »F 2 (Switching) ] >
[/V—7 7 &DHCP (Routing & DHCP) ] Zff L T, #5E S 7= #E VLAN NIZEHE IP
Fw NEERCL £,

1. BHEEGMOY 7Ry M, 774V =V =A, BLODNS y—~"—%ERLET,

2. BEHVLANRET[7 > 7V 2 (Uplink) ]exE%fH#hZL., CiscoMeraki 7 7V K A7 F AN
F X G Rry N =27 ZBIFETEZ A VLAN E LTHRELET,

ZOERIP REFAA v F LI IS, —HDOAL v F TIEfiFEbINTEHE D=2 DHCP %
fERAL, BHERA VT TANIITF Y AL vT (aT7BBLOT AN Ea—Ta @) TEEFNT KL X
FBEZFEMNTHIRERENREICR D £7, BT RURIEEIX, EffER RYa A2 Mubk, —B L7 L
UAR— MEREZ BT 2720 PHIFTRE CEL LR WEBLIP 7 RLAENE LT L2 X —F T4 X Ry b
J—JEB AT A SNMP €=V 7 77 v N7 4 —Ah, BLWsyslog h—/— L DS DT DT
ETT,
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Interface editor Interface mode
@® vLan

Switch or switch stack

| DISTRIBUTION ® v |

Name

| Mgmt VLAN |

VLAN

| 99 |

IP toggle

() Both @ IPvdonly () IPvB only

3 Select “Both” in IP Toggle to configure both IPv4 and IPv6

IPv4 V4 uplink
Enabled

Subnet

| 10.7.90.0/24 |

Interface IP

| 107992 |

Default gateway (IPv4)

| 10.7.991 |

Multicast routing

| Disabled v |

DNS server 1
| 173.38.200.100 |

Catalyst 9500 StackWise Virtual Z = 7IZEBT 5

=7 JEEBA TlL, Cisco Catalyst 9500 + U — R Z A » F % StackWise Virtual Link (SVL) i THEA I 4L,
INGEAREDF v o RAR Yy U= IE T I DHHN—T 4 27, VLAN B —E 2 B X OERIAE 2 it
LEATRYEA 7 T A NT 7 F o PMERSAIVE T, KEIBE % v XA BB TiX, 9500-SVL <7 %, 7 1 A
N Ea—vay Juyr, T—FvrZ—#, BLOWAN = v U4 — RO &R & 2 it3 25 5
a7 @l UCHREL 928, /R E TR RO X ¥ 2Tk, 9500-SVL 227 7 A a7 /5 4 AU
Ea—talEeE LTRBBATZHERHY £7, ZIUTHE—DOILEAAL v FXT N Tl T OREIKIEZfEE L.
TUH =T TA R T ADHREEMFF LN D, AV T7TANT I FxOFMES Ea X MEHITE T,

StackWise Virtual &7 / 1 ¥ —|%, WHEHICEEN TS 2 S0 Catalyst 9500 > v —> %, HAEH, 77
TAT-T 7T 4 Tk, BEXOTRREOT = — A — " —HREE T L CH— ORI A A v FIBBEET 5
ZET, VIR A Y MEEERS L, EAEREZHALES, SVLOEETIE, TV rank
Ty —VTT 2 7L 100G SVL ## e & L CIAHRE D> v —VEE ML, > — AL R RT

T4 VHREEREORPZHFIELET, T AN Ea—vav@eT 7 ARBIL, SVL T & H—0imi
ToTA R =5 FNA AL LTHD ~/LF v — EtherChannel (MEC) REZ ML THEEL., v — %
XY o VEEREROE LNV 2V ABIER LT, T T AT -T2 747 T 74 w708 E A

A Ry | e St S K5) | Nl D= BN
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FJ[gE3, Catalyst9500 7 7 7 K&A4 KR —F 4 > 73 5I1201F, ROFNEEZFEITLET,
H: AU AR—FT 47Tl Catalyst 9300 vV —X LR 7Y a=rF U—7 7 — |V Ed,

AT TNV R—=T 4 7 L7 T REENKY L5, Cisco Meraki % v v 2 R— FNT[AA vF 7
(Switching) 1> [AA vF A% >~ 7 (Switch Stacks) 1> [A% v 7 ®iEN (Add a Stack) ] DJIEIZE
WLET,

SVLIERRY 4 W—RKTliE, SVLU v 7 A v Z—T =24 ZDEN Y TRT 2T VT 7T 4 7HH (DAD)
7a hany R EOEBERBEENT A—XDODATINEREINET,

¥E: SVLIBLUVDAD AR— hDO@ERT, BEURITEMAHERT 272D, MHOWEAL v FTEHELL —ETD
L[Z‘g?j\)‘&) U i‘aﬁo

ATy L2 ALy 7 HIZRESIVTW AN O Catalyst 9500 A A v F a4 @RI L £,

AT w7 3.SVL A L S —EEIEN 2 45E L £,

AT VT 85T MBI L —T o AR ELET,
T—77ua—MNgET35L, MFOAL y FRABINCFEY 77— F&2BiG L, SVL RAAL & T2 T4
Ta—LBIORAZ AL a— LB LET, UTAZA LD SVL EFOETRIIL. [AAvTFREZ Y

(Switch Stacks) | N—V  TEMHTE, AX v I AU NR—DAT—X A [AHPREE, BXOY 7 OE#HM

NFERSINET,

BpRIEIC e D & HA SVL X7 1E, A— FoEEARRE, BB 7 = — /A — " —iE, 3 L O Cisco Meraki

v afh— R Ll — n B BUSRE A R A - H—OmEEAA v F 2T 47 4 L LTEREINET,

Configure your StackWise Virtual pair

To successfully provision Catalyst 9500 switches as a StackWise Virtual pair, select switch
ports below to set up SVL and DAD links.

A Please ensure you have physically connected the ports selected below before proceeding

Stack name  Campus-CORE

Members Campus-CORE-sw-1, Campus-CORE-sw-2

SVL links
Select between 2 and 8 ports on each switch to establish the SVL link. Note that any
existing switch port config will be overwritten for ports selected here.

Campus-CORE-sw-1 Campus-CORE-sw-2

[2x 3x @v].\—_\ [zx 3% ® v

DAD link

Select 1 port to establish the DAD link. Note that any existing switch port config will be
overwritten for the port selected here.

Campus-CORE-sw-1 Campus-CORE-sw-2

C Je G )

| acknowledge that by clicking 'Configure' | have physically connected the ports selected for SVL and
DAD links.

Cancel

© 2025 Cisco Systems, Inc., and/or its affiliates. All rights reserved. 21/76 _X—



StackWise Virtual Pair

Switch Stacks Provisioning

Monitor your new StackWise Virtual pair creation
process.

#,* Global Overview
) 0SVLstacks currently being provisioned. 1 have recently gone through provisioning

Number of StackWise Virtual pairs being
provisoned: 1
*

Cisco-EN Solutions ~
© Campus-CORE

" StackWise Virtual pair ready
Configured stacks

Members Campus-CORE- Campus-CORE-

.z. Network
22 sw-1 sw-2
SVL links 2,3
DAD 4
* Network-wide links
© Assurance Provisioning progress
No data
2=  Switching 3/3 StackWise Virtual pair ready
Il Insight

Campus—CORE—sw-1 /% @ onine  Configuration source: Cloud

C9500-24Y4C 10:96:c6:3f:e0:e0 Summary Ports Cloud CLI Device Health L3 Routing Event log Location Tools

+.* Global Overview 2 n

AANEANNE ENENEN BN BN
o Organization HENNENEN Bbennn BB
Cisco-EN Solutions ~ 2 4 & 8 10 12 . 6. 1L} 20 22 24 26 28

No location set

Port key v
.:. Network
- e
Ports
Address 2
% Network-wide - [ Q searct } = Filters 3 results Resetall
Serial number
© Assurance FIC291601DY # Name Type VLAN ;;ELP ! Link ::unf‘;'.ent :ﬂlal
Q5VZ-83WN-5FKB (Cloud ID) rarfic ytes
= Sswitchin
¢ jice . c Auto 1.4 kb/s
Device uptime ampus: negotiate sent, 16.84
Il Insight &m 2 TwentyFiveGigE1/0/2 SVL 1 CORE- 204.8 b MB
Last device boot  Oct 14 15:15:39 (PDT) sw-2 (1o /s
Lastbootreason View in Eventlog Gbps) received
®  Organization
Configuration Campus Auto 819.2 b/s
Up to date | " negotiate  sent 1075
*++ Automation Up o dete (laxt futched 2 minutes ago) 3 TwentyFiveGIgE1/0/3  SVL 1 CORE- 9 '
sw-2 (10 204.8 b/s MB
Firmware Gbps) received
10S XE 17.18.2.1007
@, Find in Menu Upgrade Status Campus- Auto ‘ 409.6 bjs 495
@ Canceled 4 TwentyFiveGigE1/0/4 DAD 1 CORE- negotiate sent, — MB
sw-2 (1 Gbps) received
Upgrade canceled at Oct 11 00:00
(PDT)

9300 3 L1V 9200L X ¥ v 7 T 7 & X @ DR

T RARIE, = Ra—HF—F AR T X IPEHE, VTATYLAAP, BEXOloTA > 7T AT
FXIlZ o ¥ —T T4 AL~V D& k3% Cisco Catalyst 9300 > U — &2 A A v F&MHL TEY ., &
HONFEX v VN ABRBEICMNE IR T =< A, X2 VT 0, BIOEHERELZRIELET, a2 M EE
RIERS, BHA T 4 A, SEE, Ny I AT 4 RAEE R EOREEY 7Tl Cisco Catalyst 9200L >

U —XX, PoE+ ¥AR— b, BEET v 7YV IHE, BILOELRZ Meraki ¥~ ¥ =R — REE &V o 72 EH
RE AR L T,

7 7k R@RETIZ, 27 D 9500-SVL XTI} T~ /L F ¥ — EtherChannel (MEC) M Xn., #F
AENZVLAN 2V v 7 BRTR TR 7 LTLAY 2 OILEM & HRIEOHENZRIEL, LAY 31—
TALTINZIEAFT I 7 b— K T RREA XA b ERGERSADBRROIZDICT A AR Ea—a VB
L aTEOMT OSPF BREREIN, V—T v FSVI (AA vF KA v ¥ —7 = A A) DOFEIL Cisco

Meraki % v 3 2R — R BEHEEIN 572D, VLAN BLOIP 7 RLARED—TE BN ATREIC 2 W £,
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TIRBABAAL v FIL, AL v T OWFHEANAFXNMIHD AN v 7 R— NETHEHADOAY v 7 r—7 V&M LT,
StackWise #7213 StackWise-480 % CHEAIICHE S, AV AR —T 1 77 mk ANBLE S LA,
LUV DU ADER NI ILVTF =V VAT AR LET, B0t v a T LIEEED S 0 N 4
R—=F 4 VI FIEICHE ST, MERAZ v 7 10 HEA DAL v FOBIFRNBFEA S, Cisco Meraki 7 57 K A
VIZIGANT VT RICHE RSN, —BEOVITARSEMEH LT v a Rl — RIZEESET, Cisco
Meraki % v > 2R — Rit, A v FHORAF X770 harossfizn U CmEifR A% v 7 bR
VEHBICKRE L, FEIOREL CLl a2~ FEMLBEEETICRIA Y v VA A T ) V= MOERKR
LTAY vy X THREEZ AN LET,

FIE4, FHLLIEEINEAT v T h,. TRTDALN—ZAA, v FNERINZHE—OEHA e T 4T 4 &

LTERTDHITIE, ROFIEZETLET,

AT o1 [AA »F (Switch) | >[AA v F A% 7 (Switch Stacks) ] DNEIZER L E T,
AT T 2AAF 7 a—)b (RAZ—[A =) ZFEL, A¥ v 7 HEENEZRRLET,

AT oL HABREEHEEANCLET, ZOHA, AX v ZICHEASNTEHREIL. T XTDALNR—ZA v F
WCHBIWICEESNL, v ATy —3 VAT AR B LEBIEMEEESLE T,

Switch Stacks

Configured stacks

: *  Network-wide

m Assurance

I Q Search by name, serial, or mac || avice tyf v | 3results

&=  Switching
Stack name Stack members
= Wireless —
()  MEL-AccEss-2 COK-STACK-9200L-1 COK-STICK-9200L-2
@ Cameras (J  MeL-ACCESS-3 COK-STACK-9300L-1 COK-STACK-8300L-2
' Sensors () MeL-AccESS-1 COK-M-STACK-1 COK-M-STACK-3 COK-M-STACK-2
Wl Insight Rows per page | 30 | 1-30f 3 @

AT 9748, T 7 AR— MR EIL, CiscoMeraki > ¥ afi— ROEFRAAL v FR— REAS VFX—T = A
2HN LT, TXRTDASL v FIC—B LR —%BALFET,
2775 VLAN E] 0V 4 T, POEXTA—H X2 VT 4R — BIOYV—ERGENRTA—=ZRED
Fl—ORELHEH LI EER— FORFREL AN LET,
2 NVTR— MREMEEIZLY, Ry VU= EHEFIL, B—F 38 EOA AL v T RITH -~ E0FR— e

BIR L, E¥(LEINEREL —FECHEATEEd, 2k, BREEFMAKIEIZEMRE I, Fv o8& A
VITANT I F Y BIKTOREDRESN 7272 £,

FIE5, BFBEHDOAAL v TFER—b2FELDTHRTETDHITIE. RKOTFIEEZETLET,

AT F1NE v aRh— T, [AA4 vF (Switch) ] > [AA v FHR— 1+ (Switch Ports) ] DIEIZEIR L £,
ATy T2\ % DAL v FR— FETLIR— DT NV—TNZT 7 BARY —%FHD HTET,

INEORY —IZiE. VLAN Ao R_— v ZREL—)L, BIEV 2 —Y U Y, X U T o #lfEle Lo
ENEGENTWET,

BEOR—RMIFEILT 7 AR >—2EATHE. R— IR o208 ZI2H IR RL, b
DR— MIEEHREENTVWETF AL ZTFR Ry NV — I REEZZIELET,
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Update 12 ports

Settings are applied to all ports selected, including all ports in aggregate groups

Switch | Port COK-M-STACK-3 [ 16
COK-M-STACK-3 /15
COK-M-STACK-3 /1
COK-M-STACK-3 /9
COK-M-STACK-3 /10
COK-M-STACK-3/ 11
COK-M-5TACK-3 [ 12
COK-M-5TACK-3 /13
COK-M=-5TACK-3 [ 14
COK-M=STACK-3 [ 17
COK-M-STACK-3 /18
COK-M-5TACK-3 /19

Interface mode

Switch port Routed port
Name
Port status Enabled Disabled
Link negotiation Auto negotiats k _

Port schedule Unscheduled

Tags

SmartPorts automation

SmartParts profile name

Cancel

Xy NT—=27 T RBAR) —2RETLHEIE, TARAZATICEoTEF 2V T BLOEM Lo=—
A% Z EITER LTI EEN, /J’KLWJ%TL&TO

o WEBU—IRF—T a2 802X RGEA M L, /2% VLAN 28k L £,
o IP &3 : Power over Ethernet (PoE) 311UV QoS ZEAEH L THE VLAN (28D ¥ TE 7,
o UAYLRAP: D SSID #%AR— T 2121L, FTFU7R—FEEHLET,
o FVUEF A E—Xy NT 7 EANKIRESNIZEHTY % VLAN IZEE L E 7,
o IPH AT ¥k POE (PoE++) ZfHH L THIDOEF =Y F ¢ VLAN (ZEIV 4 TE T,
ZOT7 T —FIZLY, FT N AL A SRy b — 7§ E&f%1)74ﬂﬁméhi¢

FlE6, HHRTAAADT 7 EBARY —ZEET DICi%, ROFINEEZFEITLET,

ATy 1[AA »F (Switch) 1> [7 7 AFR YU — (Access Policies) | DIEIZEE L £9,
AU —E, FAIBLOT I T 4 o TIERR T 2 —T7F 4 X Cisco ISE ZEHTH L O ICRETEET,

ATy T2 EFRBLOT —F FAA 212 802.1x, MAB £7213A 7V » RiBGEEZRELET, 7 VT4 W
IV FBE) 7 A S VLAN 36 KO Radius & v v &> V7 OFEMIRA T v a A TE £7,
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Access policies

l Q. Searc 4 policies
Policy name Affected ports Host mode Actions
> 10T Auth Policy " Multi-Host
~ Corporate Auth Policy 9 Multi-Auth
Authentication method  my RADIUS server Host  10.5.0.110:1812 (radius role: Policy type  802.1x
10.5.0.110:1813 (Redius ro
~ Corporate Voice Policy 19 Multi-Demain
Authentication method  my RADIUS server Host  10.5.0.110:1812 (radius rol th) Policy type  Hybrid authentication
10.5.0.110:1813 (radius ro ct)
~ Wired POS Policy 9 Single-Host
Authentication methed  my RADIUS server Host  10.5.0.110:1812 (radius role: Auth) Policy type  MAC authentication bypass
10.5.0.110:1813 (radius role: Acct)

Xy hU—2 VLAN 70 7 7 A )L L 4Hift & VLAN TRy MU —27 EH L ##E{k
Cisco Meraki # v ¥ =R — RiX, 4HifI& VLAN & VLAN Yo7 7 A L&A L, Cisco ISE & DFEAICL Y,
SBENGEX YV RA AL T TARNT I T YT AT YT AT AR—ADEAFT I v I leFxy NT—7 BT R
yTr—va vkt UET, ARiftE VLAN T, HiT&H 5 VLAN #5725 [Corporate-Employees]
[POS-Systems| . [Guest-Wi-Fi] 72 EEVRXREHET H0N D 0T VT VLICESHZ ONET, Zh
IRV, RENABIICCE LI, FEEOZ T —RHIE SN E T, VLAN 717 7 A L Clk, EFEENE U
X NT—=TNDORIRD AL »F T N—T 1Tk L TR D VLAN BREZ EHRTEX DI N—TbA D =X LN A
TR0 ET, 2L, W A DAL v TFiL [Corporate-Employees] % VLAN 10 IZ~ v 7 L, #
M B DAA v FIXR UA4RIE VLAN 40 IZ~ v BV 7 TEET, 707 7 A4 /02iE, @04 Rift & VLAN
~pualr—3 g EAFO VLAN ID OFE| O Y THREENFE T,

802.1X #FEHIZ, Cisco ISE iFr—HF—Dnr 7 A UNERAMIEL, FF7] 7 =—XTVLAN 4 ( [Corporate-
Employees] 72&) % RADIUS JEMEE L TIRL ET, @iEAA v FILZOVLAN A EZEL, F S Tonk
VLAN 727 7 AV ESB LT, 2O —a ACkHET 5 VLANID Z3RELET, & A DAL v FIk

[Corporate-Employees] % VLAN 10 IZ~ v E 7 L, BB O XA v FX[F U VLAN 4 % VLAN 40 (Z
<o LET, ZRICEkD, SRy A AT T AT I F v 2Rk T —2 g VEA O VLAN F
FRIT A= LNZKHE LR D, — b SN2 ISEREIC LD B LAY O —OmHANEB LET, Z0
T—=%T 7 F¥I2k 0, ISEEHEEIIY A FEAD VLANID 238595 2 L7, EVRRICE > TERDD
% VLAN 4 2 L CRRRER U o — % EF TX £7 ( [Corporate-Employees VLAN [ZHEFEE % H| 0 24T
51) . —J. Xy VU= EHEFEIEY, 77, FRET FLAREAF—L, LA V- AT TALT
7 F % OHK, EIITMBEOBRER EICHESHEEET Y TITHE-> T, #8722 VLAN F 52 FiICHHATE 9,
ZNBHIET T Cisco Meraki # v ¥ ah— ROMEA VA —T = A A% L TEBELES N, /NEAREDF v )
AR TC—IfbSNTEREEHRE B LAY U —O#HMN AR D £7,
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FE7, VLAN 7u 7 7 A VEERT DT, ROTFNEZFETLET,

AT w7 1.[*y bU—7 42k (Network-wide) ]>[VLAN 7' 7 77 /L (VLAN Profiles) ] DIEIZEIR L FE 9,

ATV TLT VEAAAL v FHEZNENDT 0T 7 A MITEID B TET,

AT w7 3. ZDORREZ Cisco ISE FRRECEH T 5 12i%, [RADIUS T 7 54 Rift & VLAN Z A%k (Enable
Named VLANS for use with RADIUS) |4~ > a v 28 LET,

VLAN profiles

VLAN profiles  Profile assignment  Seftings

45 Network-wide

® Assurance
Named VLAN Enable Named VLANS for use with RADIUS ()

Switching
v Wireie:? VLAN pool DHCP monitoring Enabled
o) Cameras Block VLAN assignment for ‘ 5 ‘ minutes after DHCP fallure

Cisco ISE DA, VLAN £ %5 RXT7 XA —Z L LTHEA L TERGER Y V—2 ERTH2LENRH Y F97,

A7 w7 4.[Cisco ISE] > [RV +— (Policy) ] > [V —# (Policy Elements) ] > [% (Results) ] > [3&
ZE (Authorization) ]> [FRFF~7 = 7 7 1 /L (Authorization Profiles) 1> [ 2 7 7 A /14 (Profile
name) ] > [Z@# %~ (Common Tasks) ] > [VLAN % (VLAN name) ] DJEISEIR L E9, RO
AA—VHIESIL TEEN,

el |ldentity Services Engine Policy / Policy Elements

)| Bookmarks Dictionaries Conditions Results
SPassive laenuy Iracking |_| [0}
BT Dashboard
Authentication
| Context Visibility
Authorization
~ Common Tasks

[] ACL IPv6 (Filter-ID)

X\ operations Authorization Profiles

| Policy Downloadable ACLs

Security Group (7)

&. Administration
Profiling ) .
VLAN TagiD 1 Edit Tag ID/Name Employees v

Work Centers
Posture

[] Voice Domain Permission
Client Provisioning

?) Interactive Features

> Advanced Attributes Settings

~ Attributes Details

Access Type = ACCESS_ACCEPT
Tunnal-Private-Group-ID = L:Employess
Tunnel-Type = 1:13
Tunnel-Medium-Type = 1:6

AT w7 5. 5| Zfix Cisco Meraki # v v 2/ R— RKTVLAN Va7 7y A VEERL, T7EA AL v TFEZN
ENOTaT7 7 AMIEHIDETES, ROAA=VHEZZRML TS,
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> Network-wide

@ Assurance

Switching

Wireless

=) Cameras

& Sensors

Il Insight

&5 Network-wide
© Assurance
Switching
Wireless
Cameras
s Sensors
Il Insight
Organization
*+4  Automation

o Admin

Q. Find in Menu

45 Network-wide

m Assurance

Switching

Wireless

s Cameras

=" Sensors

VLAN profiles

VLAN profiles Profile assignment

Settings

4 WLAN profiles

+ Add VLAN profile

Profile name Assigned devices Active VLANs
4 Default Profile  Default 35APs 7 Switches all
> FLOOR_1_VLAN_PROFILE 1AP 1 Switch all
> FLOOR_3_VLAN_PROFILE 2 Switches all
> FLOOR_2_VLAN_PROFILE 2APs 3 Switches all
VLAN profiles k
VLAN profiles Profile assignment Settings
Profile name Assigned devices Active VLANs
> Default Profife  Default 35APs 7 Switches alt

h FLOOR_1_VLAN_PROFILE

1AP 1 Switch

all

[}
VLAN name Group name
# VLAN name VLANID Adaptive policy grou
e PORCY.GTOLP. # Group Name VLAN list
1 default 1
1 Access_Points GRP 250
2 VolP_Phones &7
2 VolP_Phones_GRP 87,110
3 Business_App_Servers 89
3 Guest_Wireless_GRP 96,110
- Guest_Wireless o6
4 Business_App_Servers_GRP 89,110
5 loT_devices 87
5 loT_devices_ Vlan_GRP 87,108
6 Access_Points 250
6 Employees_GRP 76
7 Employees 76
VLAN profiles
VLAN profiles  Profile assignment  Settings
47 Devices
Device name Type Assigned profile
COK-9200L-STACK (2 switches) stack Default Profile
COK-9300L-STACK |2 swilches) stack FLOOR_3_VLAN_PROFILE
COK-MVP-STACK (3 switches) stack FLOOR_Z_VLAN_PROFILE

Y RAN—TFT AT T=XT 7 F % T A~
7 7 v NE BRI Catalyst A1 » F [l Cisco Meraki 4 v > 2R — R VY7 v =7 U U —ATlE, F¥ /3%
OB, HHES . BIOEREMRCE DR TZEZRBNL—T 4 7 T—F% T 7 F ¥y DR — I TEBY, /hE

DN EDA T T AN T 7 F v DOo— XRWEREMEO AEICE bR A EATE L L0 £,

MOT —%T 7 F v 2HAT H/NEEBREETIL, Cisco Catalyst 9500 2 A v F 2 L= 5 F A ~a 7[5 4
ARV Ea—vavEeaERT52 LT, B—OEMHEAL v T XTNOWM T OMBEIEIENHES S, 33T
Xy NAVLAN BT 7 A ha7 ECEHERESNET, V7F—AH7 x>y b SVIE, %=V 7 1 Rk,

N7 T 4w 7u—0iwE b, BLOL—T 4 7 HIENCET S
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FF7-1% Cisco Meraki MX 7 75 A 7 o ZDWF NI FHIKICELE T& £4, Catalyst 9500 2 A v FIZ
WAN #fi L O — R FEEO7-DIZ, v—HL MerakiMX &%= U7 777 A 7 A (Meraki SD-WAN
A7%—%T%%>%ﬁmfoBGPE7UV¢%ﬁﬁLi¢O:n6®m%#7*ybm\m%%yyﬁx
MX T L5 —2t 22— MX "7 (JAC < Meraki SD-WAN 7 &— RCTER) MDIiBGP v°7 VY » 7 &4
LCT—=Z B Z =T RANZARENET, ZO—ufbSniz7—F7 7 F xid, X x o A A7 7
ANTIFXEBIRIZT 74NV N F— b xA F—ERL VLAN B —T 1 v 7 %1235 L AIFIZ, Meraki
SD-WAN 777 U w7 ®DiBGP Ay a%r LT alr—yalBOFAFTIvIN—T 4 T ETNVRy
T — 27 OBIFERREMEEZ B L ET,

TI7RBAEDODAAL v FIFL ATV 2E—RCTEMEL, T4 ANV Ea—TaVEEidarEg~D VLAN F7 >
Xty Ra—F—FT NS RAANTOT 7 B AR— MR AR LET, 2k, v—FT 47 40T
Vo2 AN By hU— 7 BERBIZETT D LRI, 77 2 ABORE L EANGRILINET,

Cisco Meraki % v ¥ = R — F&{#H L 7z Catalyst 9500 T?D BGP & E

Catalyst 9500-SVL =27 A1 v F X, MerakiMX ~®» BGP ©7 VY v J v a v &2 LET, ik, CLI
T I EARHERD I0S-XE a2~ T4 VREEMLE LTI, Cisco Meraki # v ¥ 27— KD AA /%‘/7\
AVHE—T 2 A AN L TREBIIHEBLOEFEINE T, ﬁiiﬁi Cisco Meraki % v > = R — R BGP %
EA L H =T 2 AT, T—HE L H—Ta—Var AL vFDIPT KLA, JE—hASFKF, BLOE
X TRETIV Ty /)ﬂ@muuﬁmy/]) VIEREREL T, BGP XA N—FREELXELET, Fvia
A= R A F =T A 23, HEWICRA N—RELZHFEL, Xy N =2 ZEEZ a3y M DRI, AS F
FOR—E, BEAH &z4ﬂ—7kvz\mﬁﬂ7f 2 DRI ED—RHe= T — 2 LET,

BGP /XT A —4 D% &L, Cisco Meraki # v 2R — FKDF ¥ L /RARy F U — 7@24’ T TRER Y

TaryinbitnwET, ASEG, A NAN—F%, BIOW—F T RNRXZ A XA MIREVDMLETT, 2077
U REHRT T —FIcL 0, REV VS v I AT =302 BGP /3T A — X OIA B DIRFEFERED
EEN, ¥R a7 AT TANT I TF YRRV —T 4 U ER RSB TEET,

F o 2D ASN BT 2121E, RO FIEEZFETLET,

AT 1LY L3227 T SVL NEFICER S NS, [AA v TF > 7 (Switching) 1> [BGP v—7 1 >
(BGP routing) ] DJEIZER L £,

A5 F2.BGP L — & Z B L ET,
AT TSI AL v T EBIRLET,
ATFv 4. V—% D ERELET,

BGP Routing
General BGP Filters ASN
o2  Global Overview
BGP Routers ©
4  Organization
Cisco-EN Solutions
Switch name Model ASN @ Active peers Advertised routes
@D cnable Campus-CORE-sw-1 £9500-24Y4C 20000 1 0

. Metwork
&

Rawsperpagp"ﬁo—v] 1-1of1 E]
AT 9B b— NOFEAR, B —H) xy NT—2 T RRZ AL XX~ BGP B 7 7 /L—7 72 & OBNKEE
WRET DI, 1ERENZBGP v—% %7 U v 7 LET,
KHINZ BGP B 7 Z v —7MERR &, RICBGP E 7 8 Z OREKN TEFRE SN E T,
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Redistribute routes

Connected routes

Static routes
s Global Overview Auto-Summary (IPv4)
Organization —
Cisco-EN Solutions Local Networks | + Add network |
Enable Subnet Description
5o Metwork [ o) 20.20.20.0/24 Hosts subnet P

& Metwork-wide BGP Peer Groups + Add Peer Group

Supports either an IPv4 or IPv6 address
o Assurance

# Name Description Neighbors Count
-
== Switching
v o1 Datacenter_Router Datacenter_Router T 0
il Insight
Peer Group Settings
*  Organization
Remote AS mn Update Source  —
7 Automation EBGP multihop — Authentication  Disabled
Weight 32768
Q, FindinMenu
Peers + Add Peer
Active Peer Description
() 37.43.431 Datacenter_Router o0

JV— b7 RRZ AL XX B LU BGP #iE
BGP A A v T v JHkRE

Catalyst 21 »FF Cisco Meraki % v > 28— RD BGP EEETIE, 75— 4o X — AL TTARNT I F ¥~
DXXY U NA Ry NT—F TV T4 T ADN— KT RREA XA NE X o\ RaTIIRLDT—HEY
H—HP—ERA Xy NT—=7DON— " ZERYR—FEnET, BGP 7L 7 4 v 7 AV A ME— T 4 LT
L oT, BGP XA R—IZ7 RARZ A ZEND, £7212 BGP %A N—nbZiF AN b b /b— hAHIE S .
N—T 4 T N—TRRIERN— V=l varPhibEinEd, V7 4w 7 AU A RNTIE, FFAlE72I1
HEESNDRHED IP 7 RUABANERINET, Zhucxtl, »—hr~v o7 TiX, AS/RA, a3a2=74
27 V=R AN I EBELBEINOT7 4 VE2 ) o VEENBEHINET, ZOAD=ALTEY, EYSKR
SNTN—RDOHEBR Y NI =D BT D120, RERH, V— AT r 7, BIXOBEK LR T
T4y I DVEA LT EBR#ESNET, FRFC, F¥Y o "ANLT =X H—~DBGP 7V 7y
Ta yBERT, V=T 4 T RY — OB D EEM e HE A HER SV E T,

FIH9, AS AT 7 EHRVZAMBIOT VT4 97 AV X FEAEKT 2I121E, ROFIEZETLET,

[AA wvF 7 (Switching) ]>[BGP /+—7 >~ (BGP Routing) ]> [BGP 7 .1 /L% (BGP Filters) ] DJEIZ
BRLET,
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BGP Routing

General BGPFilters ~ ASN

* Global Overview

AS-path access-list

s  Organization
Cisco-EN Solutions [ searen | + Add list |
Number Description Rules Active peers
5- Network 1 ’ o 20
Rows perpage | 10 ~ -1of1 [1
+  Network-wide — -
g Assurance
- Prefix-list
== Switching
| Q search | + Add list
Il Insight g
Name Description Prefixes Active peers
*  Organization
Datacenter_Routes 1 o &0

+2 Automation
Rows per page | 10 ~ -1af1 IT

InbDT7 4 NEIL, [AA vF 2 (Switching) ] > [BGP /L—F ¢ >~ (BGP Routing) 1> [—#% (General] >

[BGP /.'—#% (BGP Routers) ] >[BGP v'7 7 /.—~ (BGP Peer Groups) ]> [T 7 /L —7#&E (Peer Group
Settings) ] TBGP 7 /N — 17 X v FSnET,

Fy bT =7 T RREAL XA FORE

By afh—REFERALT, $¥ AKXy NT—I DRy U= T RREA XA MR ETEET,
BGP ZffHH L CTF—4 kv ¥ -t iru—h A7 xy b (EEEFXY hT—27 F Ak Wi-Fi, BExX v
NO—2728) ZRIRTIHZMENRHY 3, BGP &~ b7 v 7 Cld, BE#EER SNy hT—7 HiL—
b, BIOWE SNy bU—2&iHET ERFAXTEET, ZOT770—FI2k), X2V T4 x5y
N — 7 ONBEEHEF LN S, T—F B A —INT VB ATELF v R Y — R ZFRITHIE T £,

FIE10, 7 FAZA XENDHm =NV T Xy FERET DI, WOFIEEZFEITLET,

[AA vTF 7 (Switching) ]>[BGP /—7 « >~ (BGP Routing) 1> [BGP /v'—% (BGP Router) ] ®DJlaiz
BINLET,

AS*
.. MNetwork
&
Router ID*
Custom - 3337
< Network-wide
R VRF
g Assurance
&= Switching Redistribute routes
. Connected routes
il Insight
Static routes
#  Organization Auto-Summary (IPv4)

++  Automation

Local Networks 4 Add network
Q, Find in Menu

Enable Subnet Description

a0 20.20.20.0/24 Campus Subnet & 0

SD-WAN /"7 &— R TR I 72F v > 73 & Meraki MX |2, Catalyst 9500 =5 7" A2 h a7 XA v F & eBGP
FZIXIBGP BTV U BN LT, XA v 7 — MR ERHNIZLET, 9500 SVI & Meraki MX ] T
TR+ 5L, v 32—k (9500 TEFEIN7= SVI) 23, BGP 1T Xk » THE &= Meraki
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MX V—T 4 7T =T MR RSINET, Rk, 7—F % —L— MEI 9500 V—T 4 VT T —T7 VIl
RENET, ZOELEE, ZNHDNL— M, Merak| AutoVPN 4 — RR—L A %4 L7 iBGP @ U C, T—#%t
v % — Meraki MX ([f] U< SD-WAN N7E— RTRER) 226F v /3Z Meraki MX IZL > THEE I, 2D
#%. BGP ¥ 7 U v 7 %41 LT 9500 |Z B 8 HlcA S E T,

Meraki MX BGP FZEEDFEM 72 5R EH A # v ZZHOW T, Meraki DA K% = A | [Border Gateway
Protocol (BGP)] #Z&M L TL 7230,

FIE 11, 9500 =7 ~DF ¥ /XA MXBGP A N—3 v FZ2RET 5121, IROFIEZETLET,

AT v 71 [EF 2V T 1 BLSD-WAN (Security & SD-WAN) | > [ (Configure) ]> [/v—F 4 v
(Routing) ] DIEIZEAR L £ 7,

AT v T2 |BGP AT AEAIZ. MX b—T 4 JRITC [T ¥y F&2FA (Allow transit) | 23R L .
—HB 2 —)— Fh MX )5 9500 IZEfETEA LA LET,

Routing

+.* Global Overview

. Dynamic Protocols
* Organization

BGP

@D enabled

Network BGP VPN AS* (D

Cloud Retail CVP - MX- 84512
HQ g

. iBGP VPN Holdtimer *
*  Network-wide

240 sec J
g Assurance .
eBGP Neighbors
Supports up to ten nelghbors with IPv4 addresses.
) security & SD-WAN
Neighbor IP Remote AS Source interface Multihop Next hop IP Hold timer Receive limit

Il Insight

l O 37.43.432 I [20000 | Main Camp 1 | - [ 240 sec] [ Optiona ]

FIE12, F¥ A MX V=T 4 7T =T NVafEB T 2123, ROFIEZETLET,

ATF o1 [EFx =2V T 0 BL U SD-WAN (Security & SD-WAN) 1> [E=%— (Monitor) ]1>[/V— 77—
JL (Route table) ] DIEIZER L £,

AT v72.9500 27 BGP XA N—L y IMEZE LT v oA L— b ERRLET,
Route table

Routes updated as of Today at 2:55 PM,

o IP VERSION SUBMET/PREFIX MAME VLAN HEXT HOP DESTINATION YPE REPORTED
#.* Global Overview
Al - Search by subnet/prefix | | Search by name Search by VLAN ID Search by natwork 3743422 x Al v Current
Version  Subnet Name WLAN Next hop Jestination
« | Organization
0 @10.3.10.0/24 External — 3743432 37.43.43.2 External BGP
. 0 @ 10.314.0/24 External - 3743432 37.43.43.2 External BGP
.. Network
2" Cloud Retail GVP - MX- . o ®10.316.0/24 External - 37.43.432 37.43.43.2 External BGP
HQ
0 ©37.43.430/30 External — 3743432 37.43.43.2 External BGP
*  Network-wide
. O e1zzooos External - 3743432 37.43.43.2 External BGP

g Assurance

) security & SD-WAN
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Cisco 9500 A A v FCiL, Cisco Meraki % v > =R — KD [HKY —/ | ZHEH LT, BGP #fit. A1 /3—
WHE, V=T FRZA XA b BEORY NV —2 A N—=Vx2 VA AR NDAT—H AEfERTEE
T, TOY—)LTE, a~<w K74 127 7 AL T show ip bgp summary., show ip bgp neighbors., ¥ &
" show ip route bgp R ED A~ REFITTEDLT-D, ZNHOFEMERE ) TV HX A LA THRIETEET,
By alh— KA B =T 24 AMHEHEBGP 2 E=4—LThK7 7V a— MDD TT,

[CLI DFIR] Y=/ Th, ZOFNIRT LD 7% BGP IRBIZE T i maettSh 3,

Campus-CORE-sw-1 & @ onine configuration source: Cloud

s Giobal Overview C9500-24Y4C 10:96:c6:3:e0:e0 Summary Ports Cloud CLI Device Health L3 Routing Event log Location Tools
Organizal tion
Cisco-EN Solutions v
Ping Source interface (stack):  10.3.3155 - P or me or Ping switch
.+, Network ation set .
° Terminal Opens a troubleshooting console to this de! similar n 10S-XE CLI windoy

< * Network-wide

g Show CLI
o Assurance -

- = o or BGP Routing Summal Z
&  Switching IRNTADS! 9 i

FIC291601DY

(Cloud ID)

1l Insight
¢ Organization 22h4m

Lastdeviceboot (Oct 14 15:16:06 (PDT)

Lastboot reason  View in Event log
++ Automation

Confiquration
Out of date (last fetched 1 hour ago)
Q. Find in Menu

108 XE 1718.21007
Q Canceled
Upgrade canceled at Oct 11 00:00

(PDT)
Open source licenses 4,

TNEHENAAATRAFE) T 4
TAARNI Ea—va VEBBLOT 7 BRA@ORGHIEROTUEMEA D= LEEANTH I LT, /IERtLOFE
EOMEDS TR S E T,

Y7 VRV DTLRME

T _TCOHT v 7 U7 T EtherChannel (LACP) ZEZMHAT 22 & T, WIEENLEBH T = — /LA — 33—
e Rt I, BEERERZ N T 7 0 v 7350 O > 7 I BB FHEAR S ET,

THRA ALV DTLRME

?4xk)€: v a v JE® StackWise Virtual X7 & 7 7 & @D StackWise A% v 712k, L2 7R
FEENREE S, T3 AEERRHE SN TOLERLUNICHEE 7 = — LA — =354 L E7,

RV DI EM

TaTNVWR—=LT IR AL yFE MGTDT A A M) Ea—var A, v FOERaMET L0, 74
AN Ea—vay AL v FOA LTI AP EIFREE AT b LB ERRGE S L E T,

EROTLEME

TAARNI Ea— gy AL vFiE, OBREIKICER SN T 27 VEREY 2 — VEMHAT 5729
THOREESLERMAROEENSREINET,

KB —FFA X P —ER T 7 ERAT—F ¥ 15
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INFE ¢ XA a T BT, Meraki SD-WAN Z /4 LT, R¥EDT —HF B A — ALV TTANT I F v ~DF
PRETL YU T ADEWEER BN SNE T, INET —FT 7 F v |2id,. BERANT T KT hRn Y,
F—kt 2 —MXVPN T, BEOF ¥ 732 MXVPN AT RFEEINET,

TR — MX AT, FREKR A R E LUTHEEL ., ISE &S L T—otfb Sz 802 1X FEREE = >~ b
J—27 Tr7®A ar bo—/La2gdd 5 L [EFHC, DHCP, DNS. Active Directory 72 E D a7 30— A
BILOS Ry N EFHOTHVVEL S AT AR EOE PR RIARA R T I r—rarwzhRAMLET,

Fy U NAMXANATNE, B=H XX N AL v F T ETALY VA AT TANT 7 F X 2RI L,
TR =T LRI T o F O~ AutoVPN HEE A L L E T,

SD-WAN 7 —X% 7 7 F ¥ NI 2407V P2 b NI T 4 w7 —TF 4 7 TliL, ISERIEB L OWE T

PV — g HOBEBEREENT 7 4 v 75 AutoVPN L ZEiR L CF—Z B Z— T 9 —H.

SaaS BLUA v ¥ —% v bAYL R b5 7 4 v 7 Hu—ANT L—2 T % M AMT B, Roliza 87 4 —
VU AEMRT DI R L SANT BB TA—T 4 V7 SNET, TAUTONTIE,  Meraki SD-WAN
JEBH 7 v a U THLSHA L TO0ET,

FE13, F¥ L RNAMXN—T 4 T T—TNEMHERT DT, ROFIEEZFEITLET,

AT ULF Y U RARYy NI =T DX v 2R — KT, [EF¥x=2V T 4 FBLOSD-WAN (Security & SD-
WAN) ]>[®=%— (Monitor) ]>[/\— F7—7/ (Route table) ] DIEIZEIR L £7,

2T 2 72.9500 27 eBGP A N— v I mBEZE LI ¥ /A — bk, DCMX 7715 (IBGP 4 L
) ZIELET— o Z—l—hr, BIOAR—T MX 0H%2E LT=/Ne 7 T v F— b iR
LET,

Route table

Routes updated as of Today at 3:51PM.

IP VERSION SUBNET/PREFIX NAME VLAN NEXT HOP DESTINATION TYPE REPORTED

All - 10/ x Search by name Search by VLAN ID Search by network Search by destination All - Current -
Stat  Version Subnet Name VLAN Next hop Destination
. o ®10.3.10.0/24 MGMT subnet for Main Campus 9 103101 10.3101
o ©10.3.10.0/24 External — 37.43.43.2 37.43.43.2
o @10.3.11.0/24 Internal — Cloud Retail CVP - Unified Branch - appliance Cloud Retail CVP - Unified Branch - appliance
. o ©10.3.11.0/24 Cloud Retail CVP - Unified Branch - appliance: Mgmt VLAN 9 Cloud Retail CVP - Unified Branch - appliance Cloud Retail CVP - Unified Branch - appliance
L o ©10.314.0/24 External — 37.43.43.2 37.43.432
L] o ©10.315.0/24 Cloud Retail CVP - Unified Branch - appliance: Corporate VLAN 10 Cloud Retail CVP - Unified Branch - appliance Cloud Retail CVP - Unified Branch - appliance
o ©10.315.0/24 Internal — Cloud Retail CVP - Unified Branch - appliance Cloud Retail CVP - Unified Branch - appliance
. o ®10.3.16.0/24 External — 37.43.43.2 37.43.43.2
L] o ©10.5.0.0/20 Cloud Retail CVP - Datacenter-1 - appliance: DC subnets — Cloud Retail CVP - Datacenter-1 - appliance -
o ©10.5.0.0/20 Internal = Cloud Retail CVP - Datacenter-1- appliance Cloud Retail CVP - Datacenter-1 - appliance

tEUA YL XER

INEREDTA Y VA AT T AT 7 F v, REOWER, REM, SFR, BLOF v " ZRES
KEYR— T2 =TT X7 7208 wmERIELES, ZORMHTIE, &EZREX=U7 ¢, QoS.
BIXO b &N =it e 2K 2 /- Wi-Fi 7 77 / a P —%iEH+5 Z L T, CiscoMeraki 77 v 7 4 —
LDOHFEILEINTZ7 T T REBLEWHIFREZHEFRF LN, EVRACRARRIATYLAT 7Y r—y a3 iZ
BN T v AL =P —KBR AR L 5,

Type

Local VLAN

External BGP

Internal BGP

Meraki VPN: VLAN

External BGP

Meraki VPN: VLAN

Internal BGP

External BGP

Meraki VPN: Static Route

Internal BGP

© 2025 Cisco Systems, Inc., and/or its affiliates. All rights reserved. 33/76 *X—¥



CiscoMeraki v 2R — F~D AP OF > R—F 4 7
BRI A 2B

Meraki MR AP %, 7 7 v REBEHGZMS L, BEEAOT A 22T 2588 IN-ERk o2z k -
C. Cisco Meraki % v 2 R—RIZA Vv R—=F 4 T ENET,

FJIE 14, MerakiMRAP 4 R—7 4 74 5I21E, ROFIEZFETLET,

27 o7 1.[#f% (Organization) ]> [%7& (Configure) ]>[1 X K~V (Inventory) ] <X—IZBEIL £,
A7y L2 RN, FTILCSV O—FET v 7 a— REEHL T, 778ARA L bV Y TAERSZBIMLET,
AT T 3. T A A AR BT £,

AT VT8 TINA ARy KT —7E) BTrEERIRBEEIZ L £,

AT TS AL L, 7 T 0 FEHBREZ AT D720, ¥y vafh—Fe@iL T, % AP O—ED
YUTNFEFGLERI—F (AL ZTVZHIISATWET) 2 AN LET,

MDA Xy R VIZESREND L, AP IZHIE Y Ty THIER SN REDO X v ARy U —F
BEIZEy Y ToHNET,

A7 w7 6. [fifi#% (Organization) ]>[1 <> VU (Inventory) 1 IZBENL T,

AT LT L RARy MU =T IZT AN AEEND B THITIE, ERE N2 AP ZRIRLC, [y b
U — 72BN (Add to network) ] 3R L £,
ZOEYYTIZIY, APNRF XY L RA RS v TF U T AT TARNTIZF ¥, VLAN HE. BILOARILEE
HICEREINTZTIA TV LARY =2V 7 &3, VA YLV ARBEEERT-ELZEMELE ok S BN
RAES N E T,

ML AP THEE®D SSID 27 0 — R&x A M558, AP 28T D A v FR— hOFENRLRY £,

BED SSID DA, AA v FR—FMIF TV I7EF—RETIMERNDHDET, FTUIR—FDRAT 47
VLAN /%, AP & FEIP 7 RL 2% /34 % VLAN T, FF 78— Lo [ZFr &7~ VLAN (Allowed
VLAN) 11%. SSID 23M# 9% VLAN (2% L E 3,

YuZyFroela=r I 0Re, vy bU—Z7F0YTAP X, Xy NV —ZIZERINERIPEASN
e, CiscoMeraki 79 O R AV T7TFANT 7 F ¥ MO HBIICRERZF VY a—RLET, FyiaR—
RAVE—=T oA RTUE, 7T 7 FICHRESNTEZT A, Z2Z2R"T VT NANEAL LDF L R—F 4 T AT —H
AMBREINET,

AT oS8 MG L T 77—V 2T OFEFEZ Y a— KL, 8ERAT—X ATBITLET,

AT 7. [x v FU—7 42K (Network-wide) ] > [E=%— (Monitor) ]>[7 27 A& A (Access
Points) ] TF /A ADAT—H A, T7—LTxT "=V g BLOEROEFE2FR LT,
Yooy F o vam I hEo X —TCEET,
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Access Points | @ Lesizhows - + Add access point
Overview List Health Map Connection log Timeline

"+ Network-wide -

@ Assurance ﬂ Recommendations from Metwork Like Yours reduce latency by up to 40% Run diagnostics

Switching
0 onine (] Q) Alerting ry 15 Onling ] 1 Repeaters o
= Wireless
%) Cameras i i
& Search | = Filters 28 results Download v
s" Sensors '
Status Name MAC address Connectivity (UTC-7) Serial number Configuration status Public IP Local IP Q@
Wl Insight L] Floor-2-AP-4 ed:55:a8:1d:09:2c ———— QIAC-EJMU-S4FC Up to date 126.187.81.82 190.3.3.136
®  Organization e Floor-2-AP-3 e4:55:28:1d:09:¢7  o—— QIAC-MEBU-5YLM  Up to date 126.187.81.82  10.3.3.151
s+ Automation -] Floor-2-AP-2 e4:55:28:14:74:30 ——————— Q3AB-27F5-3EV3 Up to date 126.187.81.82 19.3.3.150
e -] Floor-2-AP-6 e4:55:a8:14:75:19 me———— Q3AB-XYL3-LGAB Up to date 128.187.81.82 18.3.3.14%
. ] min
o Floor-1-AP-1 6B:3azle:Ze:deida  EE—— G3AA-DILI-J499  Upto date 126.167.81.82  10.3.3.147
% FindinMenu ] Floor-1-AP-2 96:18:88:12:ad:de - GIAA-QAYA-BWAV  Up to date 126.187.81.82  10.3.3.145
279710, TXTO AP B#EUNCA L R—T 4 7S TWT, VA Y LA —EREHAOHERFNTETND
ZLEMRLET,
Configuration and status
Name Tags Port status Port profile
GigabitEthernet1/0/5 None Enabled Disabled
Link negotiation PoE Energy Efficient Port schedule
Auto &l Enabled Ethernet Weekend Only Port
negotiate Gbps) Disabled Schedule
STP guard
Type Disabled Native VLAN Allowed VLANs
Trunk 12 11-14
Trusted
RSTP DAl Peer SGT capable Adaptive policy group
Enabled False —_ —_
Port isolation UDLD Storm control
Disabled Alert only Enabled
Port mirroring
Not mirroring traffic
[
A~ Wi-Fi BB
INBAMDTA XYLV A LT TARNT 7 Frid, Fv o " ARESRTHREONEE, RER, Sk, B
FOEBTVTEYVR— T2 04 —T T4 X7 7 A0 EZRIE L, EVRRACRARRZTIAL YLV A T
Uor—a VBN T —v R b a—F— (KB Z R 5 L FFRFIZ, Cisco Meraki 77 v b7 +— L%
WL 70 NEROBFILEHMERF L ET,
BEBIOT R b Wi-Fi DEA
123 SSID %, 802.1X/RADIUS F87E%{# H L C WPA3-Enterprise 23235 L, XD A V7T A NTF 7 F v
H—Jfb &2 DHCP ZfEH L T2 74 7> F &4 VLAN (VLAN 11) (ZEIW 4T, 7L Xy hU—2
VAT RARMEL, CVRANT T4 v 7 BB T LTS = a =D QoS AWM LEY, 7
A KSSIDIX, ¥ 7T 4 T7HR—FNVBEEFEH L, MR AP (2 X > TEERZML XIS DHCP r— B X ZHH L
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Ta—AL7 ) v PF—RKRTEEL, A v Z—Xy "ERT7 7 RX&HEH LTI 74T &7 A VLAN
(VLAN 13) (ZIRBEL . #BEHIRE (75472 hdi=b 5Mbps) AL, 7947 v MidEx 7w v
LET, 2RI, 2Ry NT—2 DB T AT —2ar b)) V=200 F 2 VT 1 WRBEEDREE
SNFET,

Bl a T, REREA R FHOBHFICHETZ Wi-Fi O & &E IOV THAL £,

X2 VT 4 ICBTAEEFEH

TEEIVAVYLAXY NTV—=J LT AN ULV LA Ry NU—21TE, BREMAAZ— 2B LIRS
X2 VT 4T —%T 7 F ¥y BRMETT, 0 SSID 11i#% . WPA2-Enterprise & 721% WPA3-Enterprise %
HALT, MikOT A 2B LN —V— T 778G & R b 2 #26t L £ 3, WPA2-Enterprise (%, AES-
CCMP itz &5 802X FBGREAfH L TRV, I AMMELAVELTHL A —T N, AV HR— 1125
7204 TH)RFIZE S Tu\Ed, WPA3-Enterprise TlZ, 802.1X/EAP FRFEMN S| &t i S E 34,
VIEOR#EEHE 7 L—2LA (PMF) | B 7 130 Xaoiifl, 8L AES-GCMP-256 1 L Of SHA-384 %
FHLEZ192 Y FOEF2 )T 4= ROV R—FMILoTeFa VT 4 2L L TCWET, EAP-TLS 72 &
DFEHESR—2D EAP & <T7 U 745, WPA3-Enterprise IZR T FEM 2L L, 10 7 A IFEHROR
IR DA AL TE £, MRRIE. WPA2 & WPA3 kHitiZ 4 7 v hDiti i &Y R— b4 57201
WPA2/WPA3 IR £ - 13T Z BB T2 2 6N TE 4, Zhicky, SESERBEDT L FRA
v ha——MTHEEBMEEMER LD BERRES T A= g VSETRBICZZR Y £ 7

802.1X FB3E

&% SSID Tlid dotIx SN E T, Zhidk, 22—V —FFTT A ARX Y FT =227 78 AT HHNC
a7 A NERERETOILENDHY . ZOw T A AEWA T RO RADIUS —"—IZd L TF =7 N5 2
EERERLET,

FIE 15, 802X FEREZHXET D I2iE. WOFIAZFEITLET,

AT NE v aR—RT[UALFYL A (Wireless) | > [5%iE (Configure) 1> [7 7 & ZHlf#l (Access
Control) | _—JIcBE L £,

2AF7 7 2[tx=2V 7 1 (Security) 15%E T, [~ RADIUS ¥ — —%fi 4 5% (Enterprise with my
RADIUS server) | Z3iR L 9,

AT 7 3. Z D= ® [RADIUS] £ 7 + = 12 RADIUS H— R—DFEfl A2 BN 57, ML~V TREL
£9, By N7 v 7I2E LT, Meraki 38:iE F 72134458 RADIUS — —%HEHTE £7,

AT L B INFERL DA, CiscoISEH—X—D P 7 FLAE AN L. &F 2 7 WEMICILEE %
T, FEEAR— b GEEITEEHIC UDP 1812, ThH 7T 1 v 7 HIC Umnsw)%?ibiﬁ

OBy Ty IcLY, ARBEINT2——FHIIT A, ZADOLDBEEO Wi-Fi Xy N — 7 IZEINTE £4,
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RADlUS 1 RADIUS server, 1 accounting server - Testing enabled, CoA supported

RADIUS servers

0
o
[z

# Host IP or FQDN Auth port Secret RadSec €@ lest

LI 10.5.0110 1812 essssenssnane Test

Add server

RADIUS accounting servers

# Host IP or FQDN Acct port Secret RadSec @ ctions
(L. 10.5.0110 1813 essscsscesaes
Add server
Accounting interim 6 minutes
interval

24T FDHCP L Xy hU—7 DEIY YT
VLAN %] 4T

Py NI =T DRI AT —varedR ) —0NELLHEIET S X 912725121, VLAN ¥ X 7235 &
INTZED SSID #HRETHMLENRH Y £4, [/ T4 7 FIPBLOVLAN (Client IP and VLAN) ] % 7E T,
ZDSSIDDUAYVLVAIZTAT v baeEDLXy hU—27 VLAN (VLAN 10) (ZE Y ¥ CTEJ,

BEOTUAY LRI TAT 2 FOBAEIL, B DHCP Y — =% fHT5 47> a U2 BIRLE9, 2,
TAXYLVATNA AN AP £V A VYL Ay ha—F Eoa—Hh/)L DHCP —bE A b TitiRl, v
NRAaTEFITIT 2B Z—OHF YR DHCP — =5 IP 7 RLAZIGE T 2EWRLET,

T I RARA L NE TIZHASWTERED VLAN 20 4 CTHEAIE, [VA LR (Wireless) ] > [f%E
(Configure) ]> [7 7 & Zifilf#l (Access Control) ] ® [VLAN # .7 (VLAN tagging) ] &7 v a v &
TAHZEETEET, 20k y FT7 A%, 825 AP TRILSSID #7 10— R¥ vy 2 NTA0ENH LN, B
ROV T Xy MIPBIPT RVRAZRGT 120127 747 Naeind AP 70— 7128 LT WS I ST
HET, VLANID IZHEHRZ FA T e TIA XYL R TAT Y MNETRILTHDED, VAP L AZ—H—[X
T EABAA v TF 2N L THERINEARE L —F—LRICAY NV 7 7 82BN EX 2T 4R Y
V—EZETEET, ZOEIL, RADIUS BHEIC L DX A1y 7 VLANEID Y CEHFAR—ML, =2—%—
FIIIZN—TEAHO VLAN BlEZ AfRElc LET, JHuc kb, BEMa—Y—%2 x> b U — 7 HERMP L X
AR VLAN (210 24 C, BEREOREZEE TR 02E VLAN ICEi T2 Z LR Tca Ed,
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Client IP and VLAN Bridge mode

Meraki AP assigned (NAT mode)
Clients receive IP addresses in an isclated 10.0.0.0/8 network. Clients cannot communicate with each other, but they may
communicate with devices on the wired LAM if the SSID firewall settings permit.

© External DHCP server assigned
Meraki devices operate transparently (do not perform NAT or DHCP). Wireless clients will receive DHCP |leases from a server on
the LAN or use static IPs. Use this for wireless clients requiring seamless roaming, shared printers, and wireless cameras.

Bridged Tunneled

Layer 3 roaming

RADIUS override € Override VLAN tag Ignore VLAN attribute
RADIUS guest VLAN ©

Bonjour forwarding

Bridge mode only Enabled Disabled
VLAN tagging @ [ VLAN ID " ]
# Access point tags VLAN ID
1 floor-1 x 13 ®
Default 1
+ Add VLAN ID

FA S SSID 13 A—T BRI T D20, =PI NAT = RARLTERTEET, 5L, TR T
HENC, ¥¥ T T 4 TR —=FNVERHA L T —EAFHEHICRET 20EN Y £3, ZOHETEX2Y
T4 EREMEEENY S EET, THU VX E DT 0 OEDICERN 2 — P —FHITIE L 308, ¥R b, if
WM&, ERTHEREENT AT N efiolo, a7 AV FIEZFIT LIV T2 0EEH D 8 A,

FARFy FU—=27 IPT7 KL RIZIE, Meraki AP (2L 5E| 04T (NAT £— K) F7/=lr— 75/ MX DHCP

FEATEET,

T77AT7 0+ —ABIREEY =—Y 7

EXY NU—

AtV Y =R FT—=H =TTV r—var, BIXOA ¥ —x v MEGRE~DAM% VLAN (VLAN 11)

TIRARZHATHLANYI 77 AT U3 —NV—)LEEALET, EPRRACRAARBRT IV r—a %

BT AT TV r—a VB NS 7 4w 72— 7 EFH LT, VoIP & EF 425103 m O EL
B ZEX, 29 R L —arY—1ARWeb 75 W20 ZITITHREOBENEN ., —FF4 72 e — RIgi3En
BRNEN 2 E < Z & T, REPVHKO S 2 BEDOBEICRER /X7 +—~v At LES, 77V r—va v
L OHIIEMGES DSCP ~—F U S EREL, FXY U NRA AT TARN T I F Y BT RY—2 0 R
QoS ZHEFFL £77,

FAF Ry hT—7
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7 Z 5 VLAN (VLAN 13) FEDOF A ZADRBINA VB —Fy MIT IV EATEXL X912, BRI 7AT
VA==V ERELET, DFEOY V=X WERy hU—7 0 BLORZOMOD VLAN ~DFTXTHOT 7
vAET oy LT, BEHTERWT A ANLHEOT — 2 2R H# L £,

BTFA DA U E—Fy NEELR, Frn— ROBEAIL5Mbps., 7 v 7 u— FOEAIT 2 Mbps IZHIR L %
T, ZHUCTKY, FFEDT A MR 2 g A LT 5 Z 3 e e £, it\ETJ ETDT 7 AN
HH, VPN iz 7y 7 L, AN —I T —EAOEBEIENZ FTiFET, T YR A=—X
WS T AT O3/ BB 2R LR D, AN Web 25 LY, %%%~w%%:/7btbf
EHLDITRY ET,

RET DL, [VA VLR (Wireless) [>[77 A7 U4 — 1A BIXO@EEY=—v 7 (Firewall & Traffic
Shaping) ] DIEIZEIR L, fR§#T5 SSID Z#IRL T, LAY 3 BLRLA TV TDOT77 AT U+ —LL—)L%
BINL £,

Tr7AT U ==L, BHICH D EBY SSID LV THEHAT 50, £, [BEX=2 VT o BLOSD-
WAN (Security & SD-WAN) ]> [i%¥& (Configure) ]1>[7 7 A 77 +—/ (Firewall) ] DIEIZER L, [LA
¥ 3 (Layer3) 1>[7 7 k37> Fb—/1 (Outbound rules) | T/L— /L &3BM4 52 & T, MXRIHR 7 7 A
T —MIEHATEET,

74T v T & ORI DOHIFR

Z—P—T L OFHRIEHIRZHEL T, FEDL—F—NT A YL Axy NT—7 OFEEZENYD Z ER720
EolcLFEF, ek, T R_RTCOUEENF Y NV ZATFICETEET, 2L 2E, £T 3 2%,

27 om— ROBAITIHRK 100 Mbps, 7 v 7 — FOBA1E 50 Mbps ISR ETE £4, ZHITITEAEDE
AT THHTTN, NI T7 v, REEZ77ANLNLDE T a— R, AN =3I 7RIk TRILETY
THOMDO2—F—DF >y NI —J [ TEBIENRELET 05X £4,

ZNHOHIBRIE, [TA YL A (Wireless) 1. [77 A4 T v r—ABIWEET =—¥E 7 (Firewall & Traffic
Shaping) 1. [7 FTA T b T L OHEEIEHIR (Per-client bandwidth limit) ] DJEIZEIR L TRETE £,
X NU—T 2T HIANEE, XY U RRADIEIERTBFCHDIET VEARA LV bOF v R T 428D
W, HIfREZFETE E£T,
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Traffic shaping rules

Per-client bandwidth 1 Mb
limit ps details [ Enable SpeedBurst @
. Per-SSID bandwidth limit unlimited )
<> Network-wide o details
o Assurance Shape traffic [Shape traffic on this SSID v]
Default Rules [Enable default traffic shaping rules |
o . .
Switching
Traffic Type DSCP tag k
< Wireless SIP (Voice) 46 (EF - Expedited Forwarding, Voice)
s’ Cameras All Advertising, All Software Updates, All Online Backups 10 (AF11 - High Throughput, Latency Insensitive, Low Drop)
WebEx, Skype 34 (AF41 - Multimedia Conferencing, Low Drop)
e Sensors
All Video & Music 18 (AF21 - Low Latency Data, Low Drop)
lil Insight
®  Organization Rule #1
Definition All Gaming | X || All News X | All Video & music X | Add 4+
e4+= Automation This rule will be enforced on
traffic matching any of these
. expressions.
o Admin
Per-client bandwidth [obey ssID per-client limit (+ unlimited / * unlimited) v |
limit
PCP / DSCP tagging € [Do not set PCP tag v| / (Do not change DSCP tag v]

O Find in Menu

PEER D TIA Y VAT TA T MIEESSID IZEEINET, 77472 ML, [y hI—27 2K
(Network-wide) 1>[7 74 7> k (Clients) ] ChR CTx £,
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Meraki SD-WAN & &

INEFR Y NU—T 47T AT 7 F 4 Tl., Meraki SD-WAN OREREZFIF L T, EARF v /& L/
FRELEKROSE LG 77— 2 VORIZ, BFX a7 TRT7 44—V ADE W EZHLLET, 20
SD-WAN 7—%7 7 FxiI, A>TV Vx> hRXAORERIN, 77V r—ya UiBifiiv—7 4007, BLUH
B 7 o — /LA — R EEEZE AL, POS, /v XU MNVEH, f¥aIa=F—Tar, BLO—nlbahi
EVRAY—ERREDI a7 VT 4 ANRINGET 7V r— a v OFEG M 2 RGEL £,

Fx¥ UNRRAPOT—F U F—~DERF

N ¥ XA a T JE Tk, Meraki SD-WAN %/ L C, ¥DT XL X — AV TTARNT I F ¥ ~DF
MEETL VY AOEVER S INE T, N7 —F7 7 F v Tlidk, 77— &% —D MXVPN 7|
XA MXVPN NT | BEOMXVPN ZR—27 L LTOHT T F L9 3 ODMEENEG EN5EE
BINTT v RAR—=7 bRuYaFERELET, T—F 2o —T1E, PREKHRA L ME L THEEL. ISE
EHA LTIt &N 802X RiEL Ry FU—2 T/ Ev A ar ha—/L&xiffkd % L [FFZ, DHCP,
DNS. Active Directory 7¢ & D a7 —E R, BLOA X0 N EFHSCIIANWVLEL S AT Al EO BV X
AVARAIRIeT TV r—ya v irm A MLET,

Xy NAMXATE, =N Ty RAARAL v F U T TAL Y VAAL LT TANT I F v HEH L,
TR E =T LN T T o F DS ~D AutoVPN B AN L £, 7T Fulr— g T,
AutoVPN k> RV ERENLT D L DOICRESNT MX AR—T T 7 T4 T VARG ONT 0 lr—3 3 IR
S, LYV D ADOENIILTFANT AR UMERSINE T, TORFZED, TIVTFAR—ZIL, 7TV
REEE L A % — Xy NERH OREL SN SAZHMEFRF LR G, BET— AR OT —2 22—V
V=R T 7 BATEET, ZTO3IWEDONTT U RAR—=IRFHICELY, T F—TOaT7Hh—E R
O—Jfb EaNTHENEEIND EHLIC, T v AT BLIOOBAR—I 7 —%T 7 F ¥ |2 X HHBA 20T
EWLET TV r—ra o7 p—< o AcEfb Nt s E 9,

20D MX T TFIAT VADW T NTE— RIZRETDE. ~NTHO AutoVPN 7 U U Z L S, b—
T TIERNSBITRAITCHBICARBRENE T, EATIE, = VCRESNIEY 7 Ry FEEH IR A

K= N— R EETNTIT LA XT 52 LT, MR PR CREERBIEEELZFERELES, T—4F
VH—ANTIEF Y U RAY T Ry FEFR L, I AN T [ F T X —F T Ry NEFEB L. WHFDO
TWEEIRN— N T =T N EZNENDAR—7 A MUBEELET, ZONTHL— MREICL Y B X
% b— RO — FERER LT, Y=L LRARNA—T 4 7 RAAL UMERR SN ET, AutoVPN 11,

TFHEER LT, V=T 4 T ERET —F B Z— T X R"ANT | BT T FAR—ZETHE)
BICRZB L9, & MX L, B—AVCREINIT 7Ry MR SN TIZT RARZ AL XL, ~NTIEZ

NHEDONL—EEBMLTNDETRTDAR—Z I LET, 7TV TFDAR—INT Ao H—LFy N
ADFy NI —7 ZEENTEE L. AutoVPN A v 3 =2 20 L CIER N AZHNL L ET, 2O a&Ed/L—
MEARIZE D, FTLWT T U F ORI AR U2RICRy N —7 OEBPRRAE L & X2, BB
RENET,
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AutoVPN % v & 27 —%5 7 F % : Meraki SD-WAN %, Kth&+_XToJE&in - —3 3 2 AutoVPN
Ay atEteMar L, NERy hU— 7 2R TR SL S ILZlE 2 BEINICIERE L OMERF T 5% 2 77
IPsec VPN k> F NV EERR L ET, F v ARt E T —F 2o ¥ —(X, SD-WAN hARa PNONT ELTHYE
L. MXEX2 T4 T 774 T U ARFy NI —7 2y VIZEHENST20, VPN OEKN, N T 740> 7
DEK., BIO—TbENTRY —DOBHANTREICR D £3, JEHnr—2a 3 AR—27 & LTHEREL .
O—HNNVMX T TT7AT 2 ANRKENTIZED VPN bRV EHLLET, 2k, A Wi-Fi BX O
I RTIVr—vary TI7RAROR—AN A =%y b TL—7 T U MEREHMFELENL, 77
VFMWSAMD N T T 4y T a—D X o T RBENARICR Y 1,
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MX VPN Spoke MX VPN Spoke

NTT YV RAR—=I7 hRa Y

AutoVPN EBICix, KD 7 7 4 v 7 BIEHERO@EE T, Hx OJ5H & hRARLEOM THii 5 /h5E
FR— g R ENTE, NTT U RAR—7 vARa AR FEHELET,

BEDX v XA MX T 7F7A47 A%, CiscoMeraki # v > 2 /R— R CHRESNET,

FIE16, VPN 2>t ML —X L L THRET DHITIE,. ROTFIEEZETLET,

A7 971 [EX 2V T 4 BILUSD-WAN (Security & SD-WAN) 1> [V FE VPN (Site-to-site VPN) ] ®
JEIZEIR L £,

AT L 2ANTE—RERNNZTDHE, INOLDOT A RAIEEOT 7 Far— a b0 VPN Bz [H
FRCZiF AND Z ENTEET,

7“*7 VFARNTOMX T TI7A4T LV AIAR—7 B— R TREIN, AbidnT7EmcE LTHRESNET,

DORTEICLY ., BabENiz b XU HEIRICHES. S, VPN 2o b L —H | TBEEN T, —ofb®

iﬂib Ko7 4w ZHEEDNBEIMICHELSNET, 7T F MX L, AutoVPN 24 LT7 I F 7%y h&T

KAREAXF5 T—Fy NER] TE— RTREINET, _:}/wb) TBEXFY UV RABIOT —Z U X —~D

VPN b V%R L £9,

FIE17, MX EBRE— FZRIL, AutoVPN ~& 7 RARZ A XFTDMERH LY TRy MEBRIRT 51T, ROF

NEZ 34T L £ 9

[Ex=VUF 1+ BLO'SD-WAN (Security & SD-WAN) ]>[7 KL v 7B LW VLAN (Addressing &
VLAN) ] DJEIZIEIR L E 5,
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Deployment Settings

Mode © Routed

Im this mode, the WAN appliance will act as a layer 3 gateway between the
subnets configured below. Client traffic to the Internet is translated (MATed)
5o that its source IP becomes the uplink IP of the WAN appliance

Configure DHCP on the DHCP settings page.

Passthrough or VPN Concentrator

This option can be used for two deployment models: in-line passthrough or
one-arm concentrator. In a passthrough deployment, the WAN appliance
acts as a Layer 2 bridge, and does not route or translate client traffic

Im a cne-arm concentrator deployment, the WAN appliance acts as a
termination point for Meraki Auto VPN traffic to and from remote sites.

For more informaticn on how to deploy an WAN appliance in one-arm
concentrator mode, see our documentation

Client tracking € © unigue client identifier * Recommended for your network

Clients are identified by a combined set of addresses. The identifier is
determined by an algorithm which intelligently merges client MAC and IP
addresses seen across your Meraki stack. You should use this method if
yvour network has downstream layer 3 routing devices and they are all
Meraki devices.

If there are non-Meraki layer 3 devices in your network, track by IP address

Routing

LAN setting VLANs Single LAN

Subnets

Add VLAN

ID A& VLAN name Subnet VLAN interface IP Group policy VPN mode

1 Default 192.168.128.0/24 192.168.1281 None Disabled

12 IOT_VLAN 10.7.92.0/24 10.7.921 None Enabled

@]
@]
o n Corporate_VLAN 10.7.91.0/24 10.7.911 None Enabled
@]
o 13 Guest_VLAN 10.7.93.0/24 10.7.931 None Enabled
(@]

14 Corporate_Voice_VLAN 10.7.94.0/24 10.7.941 None Enabled

k2 RV D B EIRESL

Cisco Meraki AutoVPN X, 1 Ff] VPN BRI THERME L SN TW=F8ITD IPsec €. FajH F—id
fi. BLXOEM2 N —T o7 Tabaroty N7y T EAREIZTSHZ LT, Y1 ME VPN BRI Zf@iF(L L
FA, BHEHEILS| EHiE CiscoMeraki % v 3 2R — FEHH L TVPN FARe PERETDILEND Y 97,
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FIR18, "7 7 FAR—7 OBMREZERT DI, KOFIEZFEITLET,

A7 T 1EFy NU—JHNT X2V T 48810 SD-WAN (Security & SD-WAN) ] > [V KE VPN
(Site-to-site VPN) ] DJIEIZEIR LT, VPN o —L&&HELE T,

27y F2.["7 (Hub) | E— REZEIRL TAHDO MX 7774 T 2% VPN AT L LTHREL, #5075
vFuhr—aryhrbDEE VPN EREZIT NGNS L O LET,

e i — g DO MX T 7IA4 T A, VPN ZR—27 L LTRESNET,

AT v 73 [AR—2 (Spoke) | E— FEEIRL, AR—I B N RNVEMLT DT %, AR ANT Y X
M BER L £,

Xy aRm—REMHLTVPN hARRYEZERLIEET, 770 F MX T 77947 AOERE A L TA
A=y NEREMNLT S L. NP BEINICHELSILET, AFR—21X, CiscoMeraki 7 7 7 K A
TIANT I F a2 LTHRESNIANATHAEICHRE L, 770 FMERX—~ T VT VAL TSk S
Nz B RNVOMSIERIM L, EBRSINTN—T 47X VT 4R =W T AT T 4 v 7 Diink%
BRtG L E7, BEE L, IPsec /X7 A —X O F#ERE, FaitA X —OH, £ A FTO M prrxrdyo—
TarOfEE N T TIAY a— T AMERH Y £ A,

DU TYRTH—HFARL—varEN VPN 7r b Va =7tk (kO VPN VU 2— g Tk
ANTRBAOEME S P RIFICER S, SFEENEME IPsec RELZFATTHRDVIC, FyvaR®R—FaML
TVPN 0 — )L ENT OEREFET DT CHBICH AX~ A ATEET, EVFRREETr Sy —2 g VEA
D VPN 7 —F7 7 F ¢ BLELREAIE, hRVEE, 72— A —N"—KR)>— BLXOYVA FITED LT
TAIN—T L T NAZ A XT LN X SR S E T,

FIE 19, AutoVPN T MX O —/LZ R ET HI1E, ROFIEZETLET,

AF v 1[E% = U F 435 L 0 SD-WAN (Security & SD-WAN) 1> [+ 1§ VPN (Site-to-site VPN) ] &
JELZ IR U E 9,

AT o F2[x 2V T 4L SD-WAN (Security & SD-WAN) ]>[7 KL v 7 & VLAN (Addressing
& VLANs) ]>[VPN 27 —% 2 L O— k75 —7 /L (VPN Status and Route Table) ] DJIE|ZEER
LT, A4 b®D AutoVPN ¢ NV—F 4 T T —TN%EFERLET,

ven staws » Cloud Retail CVP - Unified Branch - appliance  for the last week ~ Hesoldersion

Overview VPN participants

020 Global Overview
VPN Registry Connectivity

e
o Organizat
Usage
240 Mb/'s
0 Mbys [ 4
0 Wb il A - b Cioud Retal VP - Unified Bra
_5. Network - Cloud Retail CYP - MX-HO |
" Cloud Retail CVP - v Mow 04 Now 0 Nav 06 MNow 07 Nav 08 Naw 08 Now 10 QY | v Retad GVP - Datacenter
Unified Branch |
Latency 50%  80% HE /
y
. . Bms 4
*  Network-wide ) N . — y
v
© Assurance - [ [\ f\ -
v 08 7
) security & SD-WAN
2 site-to-site peers 2 exported subnets 0 IPsec peers
Switching St ik Usage Latency {avg) Connactimty & + VPN Registry: Partially connected. This WAN appliance is able to
o i CYP = MY-HD 723 TB oms ] connect to at least one VPN registry using outbound UDP ports &

ll Insight e Cloud F

NAT type: None (Public IP). This WAN appliance has a publicly
accessible IP address and is using 128.107.76.10:36191 as a contact

MX b RZNVDARr— T DOHA RTA4 02290 TIk, TMX Sizing Guide and Principles] #& 1L T<L 72
W,

NI4T DA—F 47 LB
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AutoVPN |2, A~—hF T 74w 7 N—T 4T HFEHLT, EORY NTI—T T T4 v I REH2T
VPN h > RV ZH S TAAL AT 4 A (Kt (2o, BEOEDNTF 74 v I/ BNE&T 70 Fuar—ra
YTR—INA =Ry MEREERT 20 ERE LT,
o RHETHERARINTVWERET TV r—ray, FRT—Z X=X BIOY—ERAD 77 1 v 7%, VPN
FU VR THBIMICEE SN E T, ZHUCE Y, T—FOREENRHERF S, B¥ERY U —ICHEFICHER T
xFET,
o TARNWIi-Fi, X7V v I 7T RYy—ER SaaS 7TV r—rarvipl, A ¥—Fy MallFD b
TAvIIE TIUFF T4 ATR=ANA U Z—Fy MR TEET, 2L, ARy hT—
7 (WAN) Zi@iEd 27— BREBSI, 77— a BN 70 R7a g Z—Ziinizd, 77
r—a COFRITHENN ELET,
T 7N F TR, AEREF L TWDIEELRY NI DY AMI—BELEWT T F AT L ADNT T 4 w7
T, A v —Fy MCE#EL—T 4 7 ENET, Zhid, 77 0FF S 2 (RFE—27 MX) IC@ES
NTWnWs7 74/ hb— 1 (0.0.0.0/0) 2JFIKTT,
TITFN, TIZANVITTIRCD NI 7 4 v I PARICERFESND [TV hrxv] £F=RThRy 7 v 7S
NTWAEEAIT, VPN B — V2 BT 20BN HY £9, ZhbD/L—/LTix, VPN Frx1roftb v iz
a—ANA A=y NEREERT O N7 7 0 v 2 XA TERRELET,

FE20, 1 FDIPv4 T 7 H)L hb— b A7 g U EEIRT DL, ROFIEZFZITLET,

[ = U7+ BLUSD-WAN (Security & SD-WAN) 1> [ Kl VPN (Site-to-site VPN) ] DJEIZEIR L
iﬁ‘o

Route table
Routes updated as of Today at 2:46 PM.
IP VERSION SUBNET/PREFIX NAME VLAN MNEXT HOP DESTINATION
All - 0.00.0 x
Stat Wersion Subnet MName VLAN MNext hop Destination Type
o 9 0.0.0.0/0 Default — — WAN uplink Default WAN Route
[ 0 @ 0.0.0.0/0 Default _ REGIONAL DATACENTER-1 - appliance — Meraki VPN: VLAN

FIE21, VA bOuv—TNV A Z =Ry N TL—27 T FEBIOVPN BRIV — L2 ERT DITIE, ROFNEEFE

TLETS

[Ex=VU 7 B LOSD-WAN (Security & SD-WAN) ] > [SD-WAN B L WHEEY =—E 7 (SD-WAN &
Traffic Shaping) ]DJEIZEIR L 9,

7 ERELETEE VPN traffic There are no uplink preferences for VPN traffic configured on this network.
Add a preference

© Assurance

Custom performance Create a new custom performance class...

) security & SD-WAN classes @
Switching )
Local internet breakout

Wireless VPN exclusion rules Office 365 Suite | % || Zoom | X || Webex X || Box X || Add+

0 Cameras
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TV TOBERED—RNRT VU TEFEHLT, Xy VT =7 DAL—RXRBB ZRGELET, A A 82
CREENBAELZY, BEMIUT LHAIE, oA ¥ —3y MERICHEINZE Y B £3, MX 77
TAT VAR, TIAIVBIONRNY I T v FTa— R0 R (5F—7VERIIE T 7 A0 E) 28588
BOWAN T v 7)o 7 2P R—=FLTWDHED, AL DA F—Fy MERICHBENH 2BAETHLE Y X A
R CEET,

SHIZ, BIMONRYy 7T TR A — A AXT 2=y hEEH LT, MX 77747 A& EAIAE—RT
Yy Ty TEET, WHD MX T8, ANT 4 — L AT E— FTEBASN, ZhENi 2 >0 WAN #
it (WAN1 BELOVWAN2) BH 156, 1 oA ¥ —Fy MEROILEMNIZ 4B LD £,

MX VPN HUB " MX VPN HUB

o a3 {E i« ~m—ze—cesl @ @3 J
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Meraki SD-WAN N
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WAN 1 | | WAN 2
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MX VPN Spoke

MX VPN Spoke

Tyl 7BRRY v—

Meraki MX Z /3% &, BHEIL, SEFSERFBEO NI 74 v 7 EE3T7 7V r—va U BMERT 51~
Z—F v Mg (WAN U 7)) Z2BRTEET, ZHERY —_=2D7 v 7' 7 ORI L > TTDIL,
EVRA=— R —H S, 2 A NEFET 5 DICEN L ET,

CiscoMeraki # v > 2R —RTT v 7Y 7 @ERRY —2FRETHI00E. [BEx= VT 4 BLUSD-WAN
(Security & SD-WAN) ] > [##{5 > =—t> 7 (Traffic Shaping) ] DIEIZEIR L F4, Z 2 Tk, RGeS
# (POS) K77 3% Voice over IP (VoIP) #EE7c EOBEBERE S RANT 7 4 v VW, HIZAAL
DEHA v H—Fy MNEFEERAT AL IICTAL—AEZERTXET, KEBET 7 ANLDEEE, Y7 N7
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DEF, Ny 7T v 7RE BEEMINNT 7 4 w713 Ny o7 v TR EITE I o F ) e LTk
FeEET,

IOy RT v AACLY, BEAEDRXAT Y A —3 g TR D EETEEEOEWEEEATE S, B
TRWHXAZII Ny 7T o7 )7 MERSIET, FIFAIBERREIRIEZ X 0 SR L. 7EERAeH 82
BOaANBERL, BEREVRANT 7 4 v 7 NEIEBRIBEMFTFENE LU ET,

/2. (TO0T4T-T 547 Ru—RKRZ UV U TV AT AERETAHZ L TEET, ZuL, M
FDOA L H—Fy MEGRRIBFCHER SN, VPN T 7 4 v 7 R EOF—Z 7 ua—R"oE8Ens 2 L2 EWkL
F9, ZOFETEH, FHAAMERTXCORIIENEMN S, BFEOERTICERSRFERAOEFIZRDZ LT
HYEEA,

FIE22, 77V 7 OFRERELERT DT, ROFMEELFEITLET,

[Ex=VU 7 B LOSD-WAN (Security & SD-WAN) ] > [SD-WAN B L HEEY =—E 7 (SD-WAN &
Traffic Shaping) 1DNEIZERIN L F 9,

SD-WAN & traffic shaping

Uplink configuration

WAN 1 50 Mbps I

WAN 2 50 Mbps details

Cellular unlimited et

Uplink statistics Test Connectivity to Description Default Actions
8888 Google [-]

Add a destination

List update interval € Hourly £  details

Uplink selection
Global preferences
Primary uplink WANT & N

WAN failover and Immediate &
failback behavior @

Load balancing O Enabled
Traffic will be spread across both uplinks in the proportions specified above
Management traffic to the Meraki cloud will use the primary uplink

O Disabled
All Internet traffic will use the primary uplink unless overridden by an uplink preference or if the primary uplink fails

Multi-Uplink AutoWPMN © Enabled
Create VPN tunnels over all of the available uplinks (primary and secondary)
© Disabled
Do not create VPN tunnels over the secondary uplink unless the primary uplink fails.

NRIF—VAR—Z2Da— RS F

MX 77 v b7 —Ai%, BIE, ¥y F— Ny MEK, BILOMEHARERERIER SO WAN T v 7Y 7
DFMFEAE 2 eI L, e 7 P r—3a v NI 3 —< AR T 572010 8T 7 4 v 7 5%
BIZRE LET, 794~V T v 7V 7 TRT7 3 —<  AMETFRBRE SN 5E (B — 7 FEOEZIEDOHE N
R Z R/ MAKZRE) . MX X, FEIONARLT, 77V 75— a b OR7 3 —< 2 AR 518
BT TV 74y 7 ABNCBITIEET, 2OT 7T 4 TR T7 44—~ X B=4 Y U713k
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ANEA S, BEETEZRBEMATHRINT 5720, EVAAFRN L —2 g VRNV AL v —2 7 AR =R
WL 52 5AREMED & % WAN OARFEDOEALITHH IS TE £,

FIE23, NV —2ERTDHITIE. ROFIEEZETLET,

[Ex =V 7+ BLUSD-WAN (Security & SD-WAN) ] > [SD-WAN B L OVEEY =—E 7 (SD-WAN &
Traffic Shaping) 1DNEIZER L F 9,

SD-WAN policies

Internet traffic

Uplink selection policy Traffic filters
Prefer WAN 2. Fail over if poor performance for VolP. 10.7.91.0/24 to All Social web & photo sharing or All Video & music
Prefer WAN 1. Fail over if poor performance for VolP. 10.7.92.0/24 to All Web payments
VPN traffic Uplink selection policy Traffic filters Actions
WebEx

Prefer WAN 1. Fail over if poor perfarmance for VolP.
All Software & anti-virus updates

Add a preference

ThousandEyes #f#f L7~ WAN ODEEMEE=4Y) 7

Cisco Meraki % v v = 7/R— R % Cisco ThousandEyes LA 52 LT, 770 Fo oy PrBATy RY—
T RO WAN OFRIEENRE SN E T, MX T 774 7 AR S 4172 ThousandEyes =— = > M,
AUE =Xy MBI WIAVF I I0 REESERTT 7V r—ra DR 7 3 —v A NADAH L, BIW
ISP DIEFMEZ RN E=2—LET, GlT A NT, EE/ SaaS 7 7'V Fr— a U ~OPR A BEE L £ 7,
—JF. Ry TRy TORAOHHIE, > hT—27 ISP, £7237 7V r—vay 7Janf d— A7
FTANT I F 2RO T RT3 =~ AL IR AE L TV DEHEET D2 & T L0 REREENGE 7o
T T 4 TR A ATREIZ LE T,

FE 24, ThousandEyes ZHikIZHEST HI2iE, RO FIEEZETLET,

[-f > b (Insights) ]> [7E (Configure) |>[7 274777V r—varE=41 2 (Active
Application Monitoring) ] DJIAIZER L &£ 7,

FJ 25, > FT7—27 D WAN OIEFEMEEZHER T DI01E. ROFIEZEIT L £,

[1 > %4 b (Insights) ]>[WAN O IE# 1 (WAN Health) ] DJEIZER L £,
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WAN health testmontn  ~ @
0 offline <] 0 Poor performance ] High usage o 5 online
[Smr.? ] [ 4 stalus @ v] [Nr work tags v] [\3!; v] [u:,-lw; v] Resetall 11 Results
Status @ Network Type Availability Downtime Total usage Average throughput Loss Average latency % Capacity Jitter
° REGIONAL DATACENTER_2 want [ o - - 022%  2.7ms — 28ms
° REGIONAL DATACENTER-1 went [ o — — 021%  26ms 2.6ms
4 852.12GB, 4 2.63 Mbps, N 4 5.01%,
° BRANCH - Melbourne want [ o 007208 1275 Mbne 022%  26ms enae 2.5ms
4 790.75GB, 4 2.44 Mbps, N 4 465%,
° BRANCH - Melbourne wanz [ o S1e3e0E 1 159 Mbne 022%  24ms anae 1.7 ms
4 5.55G8, 4 17.09 Kbps, . 4 0.03%,
° BRANCH - Perth want [ o P 17,56 Kope 021%  30ms onae 3.0ms
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NEIEHET S OFORR

INGEIESE T U F BRI, BaC A V7T A NI/ F v HEALT, HEb O —v a0 TRy hU—7
B LTCHEICEy b T vy A T&EET, Terraform 7o /84 X — L FHETT X bES YAML 70 7 L— k %&A{#
42528, Fity N7y 7R RERBERREICE - TH LWIEE 2 M UNICEERE L 25 2 LN T
xET,

X2V T4 7L —LT =2 Be b7 X FOFANCHEVWET, YA ¥ LA POS 7 /34 221X WPA3-
Enterprise 5l L. H#E POS ¥ A7 AI21% 802.1X 3RAF &4 L £4, Meraki MX 77 Z A 7> &%, PCI
DSS Zff A2 3 72DI12, AMP, IPS/IDS, B X ORI T 7 14 7 U+ —WRE A B e, mERERE D DR
AR L ET,

Tr7AT U A —NRY =X, RRBENTRE T — NT = A ~OER OB H T T DR OLRR Ry T —7
T A N TORFUHEEHERFT 22T, POS N7 74 v 7 2R LET, XA VI b A H—Fv N TV
TARY—IZED, FAMWI-FiBEIOZ I K7V r—vgiin—bA ¥ —3xy MNMEgEFERAT
XFEF, Z1UT kY. WAN OFERAZEREI S L, A~—F VPN BRAL— I L 5 TRT A —~< A0 M EL
*7,

FARWI-Fild, PAX L XX 7T 47 R—FLBLOBHEINT-Fy NT—7 7 A FEMHL CHRES
L, DDV Y —=2A~OT7 7w ARPFIESNET, WHIREHEIZ LY POS v A7 ANEBEEN, 77 A
T ==L TR N2 —F—F A ¥ —3y NEHT 78 RTHIR S, 7 A RT3 A O@E X
Ty EhET,

TV r—Ygy F=K Y7 Y—uE, POS ORT 3 —< A, PEF— M oA 8k, BLOxRy hU—
I ERROEFMHICETEV TNNEA O YA FERELET, BEIT 77— ME. BRICHLTALERH D
PO, X2 U T 4 AU b, £2ET7 3 —~ AOREEZREICEH L ET,

Meraki Location Analytics I%, FAHF#E OB U > b WFEREHE, BRAMHE OB, e — b~y =7 —U R
YA NY v U7 EOBERM o AR L E T, ZHuX, GDPR 38X CCPA [ZHEHL LitiT 7203, ANBEE
B L OBLE 2 R ET D DI b £,

FeHbrE, ZOTTUTFRERT e —FI2LY, BEfbtahey N7 v BB EX 2T 4, A — |
AT 74 v ER, MECHLIECXASHINRLTbINET, T HIET T Cisco Meraki % v ¥ 2R —
Ra LT, —BLER) U —0#H, MEMSORS S, BLOWHERy NT—7 DA E 22—
NH1=bENET,

BaC vV —/\¥% v FDEA

BaC <TiZ. Infrastructure as Code (laC) DJFHIZHEHL CT7 7 Fxy hU—7 OERZEENMELET, T

gty Ny T EELEL, BEHEENZEH LT W et g = SICEE Iz E T, kD, NEEY
RAF VA ADFEFEFE AL ORFBLCAELY — A 2HEH L T, < DJEHinr— 3 o Try U —7 &8l
NO—H LU TERM, B, IETXET,

ZOT7TTe—F T, Ay NI F—2NF, V=T 47, EX2 VT4, VAV LABLOERSA 7T A
N7 FXIZEHTHVRATIORANT T 7T 4 A FLHEAT A NELROWRT 7L — el LT 705
P—bEREEXELET, ZHICLY, —BHEOHHEELINTZRy MU= PERSIVET A, /B 5 &
MHRERTFEESHE T, SEIERBEOIEHOLA T 7 M HE| S E IS TEET,

BaC »— /L% » ML, &EMRER Yy N —J3HHEEREDOT N, AFEMO Y 7 & L THiET S, HHO

Terraform 7 a2 A X —NEGENTWET, fAIALD APl AR L T, EVPR A== EFELINT A

ARTEICHBICERBLET, V=T 47, BX2UT 4, VAV LA, BIOARAS v F U 7T D K
INTEREEET, TSIEHATEALAYAMLT 7 L— b DI7A4 770 8H0 F9,
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INGEEERET, SESERFA T OIER NG, EEIER, A— =X T, 777y T RE) BTG
SINT=T 7L — 2T The<, POS 3y NU—7 538, BE Wi-Fi, 83X IoT 7314 2Dty b7 v 7H
DORERERI 2T L —b B TE 9, ZICL W IERA—7 v nRidfbs i, FrLnvry hU—27 407
FTARNT T F 13 CEBBOWERNENE T, TRTOREILGt VAT M CEIBXOEHINET,

ZOHFETIE, BHEMOT = v 712K o TRE I ADB IS h, BENREA L5E ORIRFOE LA FIREIZ/2 Y |
B A2 Rk ER SN D72, FEMEENRIBICHIE S vE T, DevOps M7 5T — A3 1aC #
REL CIICD A 7T A ZFMHAL T, 7Ab, KR, BELOE VYRR ==X ~Ol 7257 FITTEET,

BaCid, Y7 " =7 = =T Vol F5 054 252 08¥0Ry NV—F 282610, Xy hU—72
AVTITARNT I F B E R AGEIZTD ., 770F A RO AL~ A AL, POS A R
BB EOFHER/ N AT AEDORE LG EHE AEETT,

/NEJER T BaC M3 2 121%, Terraform 232 T4, ZAUIRRIE 7 7 A V& FEFED Meraki 7 /31 A IE
BT 57w 22 BELT 5 Y —LTF, Y RAaTlE, BiEERO Terraform i E, S SERJEHZ A
FOYAML T 7 L—h, BIOWNEHRTOEXF 2 T4 BIRa 7547 0 AL 7- B Z — 0 %
Gie, M2 BaCGit UARY MY AZHAEL TCWEY, Zhud, > A2/ Branch as Code VAR VU THk
RTEET, Terraform OA A b—/b, BERIE, L OEBEOUEMICET 2 LWL, 2O RFa Xy

FO TBEZBER] 72 ailH0 3, YAMLRET > 7 L— FOFFEMIZHOWTIE,  TNetwork as Code:
Overview| #ZML T ZEVY,

BaC YR RUDEY N T v/

[T =) 757 LAl O@AICHE-> T Terraform O A A b—/L LEREERENK T LIS, RO AT v
7'& LT, Meraki BEICME 2T _XCTOT o (X —a— K, EVa—/b, BILXOFFIREEAD YAML & E
FUoFL— gy BaC VARY M) ARG L £4, ¥ %= Network-as-Code (NaC) Meraki VAR~V %
HEFFEFL L CWES, ZoURY MY, Terraform 7oA F—F T2 —)L, 7T 0FRBHET VT L— k.
BLXOHBLENZES Ry N —2 Fabeya = F O L 5/ NBEAOREFNGENTVET,

FIE 26, BaC UV AN U IS 51213, ROFIEEZFATLET,

27w F 1. Terraform NA VA h— L ENTWVWAE—H LI U FEIIERA~ T AT RY MY 2T 51203,
Woa<wy REFEITLET,

bash
git clone https://wwwin-github.cisco.com/netascode/nac-meraki.git

cd nac-meraki

ATy P2 VRIS MY EZEB L5, maintf 7 7 A /L TIE LW Terraform 7o 34 F—RNERINTNH &
FRERLET, VAT MUITIE, UTEZBRLTWAERNREFAD T O, T —EBZNEGEENT
WET,

Terraform Cisco Meraki Network-as-Code E¥=—/l : nac-meraki

Meraki 7 H/3A X — :CiscoDevNet/meraki

ATy 3. maintf 77 A NVEHERL T, 2o 7Fa g X —NELLIEEINTWT, Terraform O > A
F— "= g v E EHMERH D AR LET, VRS FUREIZIR, TS L— b, E
Va—b, BIOREFDT 4 L7 PUBREENLTEY, b a2 /HED/NEREREMICEHET
HAE<A A LET,

AT w7 4. Meraki HUB/5— %t % —% > bU—7 %, BaC 7L —2LU—7 O CFEN CIERR SN E T,
WDa< L Ry v Xy 7 AR LT, ZbDOxRy MU —27 % Terraform dREET 7 A MITA v
R—=FTEHIVLENRHY FT,

terraform import
'module.meraki.meraki_network.network["ORG_NAME/NETWORK_NAME"]'<ORG_ID>,<NETWORK_ID>
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https://github.com/netascode/nac-branch
https://netascode.cisco.com/docs/data_models/meraki/overview/
https://netascode.cisco.com/docs/data_models/meraki/overview/
https://wwwin-github.cisco.com/netascode/nac-meraki.git

Cisco Meraki # v v =R — ROMHED APl F—ZBREAHKE L CRELET, Zick v, Terraform i, B
#{k K 7= Infrastructure-as-Code BEIHB L OVEH Y — 27 7 u—D7-HIZ Meraki #ifk & FFirbB L OUBE T
L2170 F7,

URY PUNEFICERIS N, Ta S F—RSBRES N7z b, FUNEE LOKRBRES O 7 +—< v DR
Z— MR e LT, Bt ST o7 b— FEEM LT, AAEERORAEMIZEDETT 7 F YAML &R E
T 7 ANOERB IO RS~ A X%l 52 ENTEET,

BaC YV — /%y 2R LZESHRr Y NV —27 DR

BIROFTHAIZHE > T BAC YV —/LF v h&F&E L., Terraform #i&E L7 6. Cisco Meraki # v 3 =" — R TH
KRy NI =0 A VT TANT I FXERELT, 77 FRETavAZMBLET, ZORENES
72b, BaC 7o 7L — A LT, ISR A BEIMICERETE £,

BAC 7 7 A WA ClE, /data T 4 L7 hUIZ, Xy NU—7 L ZOBREEERT HTXTO YAML 7 7 A /L
MWEENET, it ZT 7TV — " 2R L TEREEZ AN THZ L TT 7 FRORELERTEET,
F703, MBS U THBE® YAML 7 7 A L E2{ERTE £,

va TDORF2 AL FDOLUKEDEZ > a 033 _XT, YAML REDHIE . ¥ v aih— R TORGT R4 R
L9,

FIE 27, 77 o Fx2RET LI, ROFIEZETLET,

AT LTy NT—=0 T A 207 Z 7 R ID B#fkICERSh, Xy MU =27 28BS E Lzin?

ZOYV U TIVYAML 7 7 A VTR, T, AEBRRICH L TER L, xy NU—F7 2B L., T 2% T
FoFxy NT—2 BN LUET,

arganizations: k

= name: MNext_Gen_Retail
inventory:
serials:

= Q3LA-X6VB-FXWW

- Q5UA-VEGK-VRID

— 05BB-XY4E-MANT

- 05TA-T45N-TQS9

- Q5TA-VD2Q-EQSP

- 02GV-PBYL-JBK3

= Q4GV-9KB2-SPTX

= 05TA-UKHK-ASEY
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networks:
- name:! BRANCH - Melbourne
product_types:
- appliance
- camera
- switch
= wireless
- cellularGateway
= sensor
devices:
- name: BRANCH-Mel-MX
serial: Q3LA-X6VB-FXVV
- name: BRANCH-Mel-MX-spare
serial: Q3LA-6TBL-A3BE
- name: DISTRIBUTION
serial: Q5TA-UKHK-ASEY
- name: MEL@1-STACK-1-2
serial: Q5TA-T45N-TQ59
- name: MEL@1-STACK-1-1
serial: (Q5TA-VD20-EQSP
- name: MELB1-MS158-ACCESS
serial: Q4GV-9KB2-5PTX
- name: MELB1-Floor-1-AP-1
serial: Q5SBB-XY4E-MANT
tags:
- floor-1
- name: MEL@1-Floor-1-CAM-1
serial: (Q2GV-P8YL-JBK3
switch_stacks:
- name:! Mel-Floor-1-STACK-1
devices:
- MEL@1-STACK-1-1
- MEL@1-5TACK-1-2
time_zone: America/Los_Angeles
notes: This is Unfied Branch site Melbourne
tags:
- branch_office
settings:
local_status_page_enabled: true
remote_status_page: true
secure_port: false
local_status_page_authentication:
enabled: true
named_vlans: true
snmp:
access! "users"
users:

AT v F2.POS 731 A, VoIP &ifi, AP 72 EDHFIV Y TEMH LT, 727 BAAL v FR—FERELET,
H: TFTI7FNVETE AA TR TV RCR-oTEHEINDGE., TRXTOAS vy FR—FR T 7E—F

WWRESNET, X2V T 4 LOBEABAICEY, REHDOTRTOR—- 2T 7 EAE— NIIHEL, BT DH
EMEETT,
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- name: MEL@®1-ACCESS5-2
switch:
ports:
- port_ids: "1-1@" #VOIP Phones
name: VoIP Phones
enabled: true
type: access
vlian: 1
voice_vlan: 14
access_policy_name: Corporate Voice Policy
access_policy_type: "Custom access policy"
port_schedule_name: "Weekend Only Port Schedule"
— port_ids: "11-28" #PoS Wired
name: PoS Wired
enabled: true
type: access
vlan: 1
access_policy_name: Wired POS Policy
access_policy_type: "Custom access policy"
port_schedule_name: "Weekend Only Port Schedule"
— port_ids: "21-3@" #Access Points
name: Access Points
enabled: true
type: trunk
vlan: 11
port_schedule_name: "Weekend Only Port Schedule"
- port_ids: "3@-45" # Default all unused ports and disable
name: Defaulted Ports
enabled: false
type: access
vlan: 1
port_schedule_name: "Weekend Only Port Schedule"

ATy 73T v T AR =L MX TS AT, TRCOTY RTFNAL AL a—YF—%F R R—F 4 7T 57
WDOT Ty F A==y hU—7 Z{ERLE T,

BE: MXTTIATUATERENZZ 74T 7%y ME, ZHVB KN DHCP #——& LTEIfET 5 2
b, BEEEROEFE DHCP — S—IZ DHCP k&2 VU L—3 25 2 L b TE £,
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networks:
- name: BRANCH - Melbourne
appliance:
vlans:
— vlan_id: 11

name: "Corporate_ WLAN"
subnet: "1@.7.91.@/24"
appliance_ip: "10.7.91.1"
dhcp_handling: "Run a DHCP server"
dhcp_lease_time: "1 day"
dhcp_boot_options: false
dns_nameservers: "173.38.200.100"
mandatory_dhcp: true
— vlan_id: 12
name: "POS_VLAN"
subnet: "10.7.92.@/24"
appliance_ip: "18.7.92.1"
dhcp_handling: "Run a DHCP server"
# dhcp_lease_time: "1 day"
# dhcp_boot_options: false
# dns_nameservers: "173.38.200.100"
mandatory_dhcp: true
- vlan_id: 13
name: "Guest_VLAN"
subnet: "1@.7.93.8/24"
appliance_ip: "10.7.93.1"
dhcp_handling: "Run a DHCP server"
dhcp_lease_time: "1 day"
dhcp_boot_options: false
dns_nameservers: "173.38.200.100"
mandatory_dhcp: true

FORA RABR Ry NT—TERR, VLAN 7R bV a =0 %80, Xy NIT—0 AV TFTARNT I F ¥R
BaC # /" L CIERICEB E N6, /EJEiRy T —2 T, = Ra—H—0ikE L EREEL BT 5
TITAT v NTNAADF VR —F 4V TREET D YN FE T,

Fv FU—7 O—fKHI2VLAN £ 7 AT — a i, T—H EEFHAOMEZE VLAN, loT, BXOF A bk
TAT—arTHEREINET, sidOBBEFIEICL VY IRy MU —7 ORE#EIZIE, POS v AT A
(VLAN 12 - 10.7.92.0/24) . H¢t3E5 /31 A (VLAN 11 - 10.7.91.0/24) . 7 A (VLAN 13 -
10.7.93.0/24) . BX W IloT A 77 A 727 F+ (VLAN 14 - 10.7.94.0/24) OV 73y FRRES., t
Xa TR BRI S AT T VR RIRE R S A Y MEENTE Ry N~ T—XT7 7 F v & AE
LET, ZhoDExry NU—27 87 X MR IP T RLUAFEE, DHCP +—E A TEMATEH L9
W7D EL7=DT, RIZ, WNREEDOI FAT U "NTNRAANTNA AEAL T 2= =T AT T 474, B
FOEVRABEIZESWTHEG) 2Ry N U —27 U YV —R(CHEE, Gk, BT 7 ®8ATE S L2127 5585
AHN=ZAL, TIEARY) U— BLOYV—EAREDHEANICESEE L7,

INRJEEDEX 2V T 4 7V —LAT—7

Bue b 7R Xy FU—27 T 8RADFE|

INETEEICBIFA e TR N Ry NU—2 TR ADFHITIE., *v MU —27 OBEFICERRL ., T3TD
TNRAR, 2—W— BIOT 7V — a COBRSEGEIICERES K OVEKR IS R L TEEET, #iC

DD X2 VT 42T AREAINET, 2077 —FTlE, POS VAT AL, FAMRy hU—7

BEWIOT 73 ADBHADNNT 7 & AFHEIC Lo TRl S vy — o 7 A v MEEn s 2 & C, T —4 D
%7 L PCI DSS ~OEMNEAFES AL, X 2 U T 4 ZRENRELLL L EORAILROBE B IESNET,
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FRBIUVUA YL R POS O X =7 7ot

POS + A7 AlZ1%. PCIDSS Ml z#Fi L, IEMA D — ROTF —F 25#T 572010, BERT 7 & AHl#E L
X2 VT A RENKLETT, A POS 731 A0, Cisco Meraki % > v =R — RTHMAAL vFHR—h
TI7EAR) O —ERELET, UL, [AA v F (Switch) ] >[AA »F AR — K (Switchports) ] DJEIZ
FRIRL, 802X FHAENHIMNZ > TWVAR—MIRY —%2EIN YT, Ry NT—I T 7 AEZFFTDHHIIC
TNA ZGEAEE T ——a 7o UFRO P Y RADIUS — N —Zxt T HMGEEA Rk LET, A—hT &
D MAC 7 RLABAERIRTHR—beXa VT 0 ZHT L, RIEZ DHCP $—/3—%[5 < DHCP A X —t’
VI HEBREL, POS RTUH v ar NI T 4y ZIEBEIRM EF T EEY = — B R Y —Eu A LT,
7 MR e R T A VARG DL D ENTEET,

ENA JRBFEIRERCN RNV R AR RN 2%y FE2ELTA Y LA POS T3 ADHE, Ny 77
HE DT D58t STz Bb SR O T — Z b5 b &2 2t 3- % WPA3-Enterprise T = U 7 ¢ TRE S
7% H SSID ( TPOS-Secure] 72 &) #=ERLET, FEZEOLL, AL—7y hZM ESHEDTZDHIT,
RADIUS #:iif. #H POS % v F U —2 VLAN ~® VLAN 1V 25T, L5 GHz ~D#Eki 2B+ 530 R
ATT VT HNEET D 802X FAEAMEH LT, [VA ¥ L & (Wireless) ]>[SSID] 725 SSID #5% & L £
T, mEn—3I2 7 (802.11r) ZHINZ L TENA L POS T34 ANEHNEBENTH L EDY—L L AR
N RATEEB L, /ey hL— FEE (12Mbps) 2% E LT KT U7 v a VAR SR E KBRS
A G2 DAREME D B DR T +—~ v A DR IE L E T,

ZORETHMPOS T3, ZA %4 R—F 4 7357260 YAML 7 7 A VOFZRIR LET,

1 meraki:
2 domains:
3 — name: EMEA
6 organizations:
7 — name: BANK_OF_AUSTRALIA
81 — name: Wired POS Policy
82 access_policy_type: MAC authentication bypass
83 dotlx_control_direction: both
84 guest_port_bouncing: false
85 host_mode: Single-Host
86 radius:
87 critical_auth:
88 suspend_port_bounce: false
89 radius_accounting: true
1] radius_accounting_servers:
91 - host: 10.5.0.110@
92 port: 1813
93 secret: SecretkKeyl23
94 radius_coa_support: true
a5 radius_group_attribute: '
9% radius_servers:
97 - host: 10.5.0.110
98 port: 1812
99 secret: SecretkKeyl23
100 radius_testing: true
101 url_redirect_walled_garden: false
102 voice_vlan_clients: false

Z @ YAML % 'terraform apply' % L C Terraform T3E479 5 &, Cisco Meraki %~ ¥ =R — RIZIRDT
AR —DMERE N ET,
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el Meraki

¢;* Global Overview

Access policies

* Organization
BANK_OF_AUSTRALIA -

IQPOS

1 policy

.5e Network Policy name
“*"" BRANCH - Melbourne

~ Wired POS Policy
< * Network-wide

Authentication

& Assurance
method

Il security & SD-WAN

Switching

Wireless

Affected ports

my RADIUS Host
server
10.5.0.110:1813

Host mode

single-Host

10.5.0.110:1812 (radius

Policy
type

View old version

Actions

MAC authentication
bypass

ZORETIAYVLVAPOS TRAREFVR—FT 4 7T B0 YAML 7 7 A VOF 2RI LET,

# POS Devices SSID - Secure onboarding for point-of-sale systems

- name: "MELBOURME - POS Secure"
s5id_number: "3"
auth_mode: B8021x-radius
available_on_all_aps: true
default_vlan_id: 2@
encryption_mode: wpa-eap
ip_assignment_mode: Bridge mode
lan_isolation: true
mandatory_dhcp: true
use_vlan_tagging: true
splash_page: None
enabled: true
visible: false # Hidden SSID for security
wpa_encryption_mode: "WPA3 Transition Mode"
dot1lw:
enabled: true
required: false
radius:
proxy: false
testing: false
server_timeout: 3
server_attempts_limit: 2
coa: true
fallback: false
override: true
accounting: true
accounting_interim_interval: 300
attribute_for_group_policies: Filter-Id

# Allow unsupported clients

Servers:
- host: 10.5.0.119
secret: "lenv radius_secret"
port: 1812

radsec: false
accounting_servers:
- host: 10.5.0.110

port: 1813

secret: "lenv radius_secret"

radsec: false
# No bandwidth limits for POS traffic
per_client_bandwidth_limit_down: & # Unlimited
per_client_bandwidth_limit_up: @ # Unlimited
per_ssid_bandwidth_limit_down: @ # Unlimited
per_ssid_bandwidth_limit_up: @ # Unlimited
# High priority for POS transactions
traffic_shaping_rules:

# Don't reject alder POS devices

© 2025 Cisco Systems, Inc., and/or its affiliates. All rights reserved.

58/76 ~—



rules:
- definitions:
- type: applicationCategory
value: meraki:layer7/category/5 # Payment processing
- type: applicationCategory
value: meraki:layer7/category/17 # Database
per_client_bandwidth_limits:
settings: ignore # No limits for POS traffic
dscp_tag_value: 46 # Expedited Forwarding (highest priority)
# POS operates 24/7 - no scheduling restrictions
schedules:
enabled: false

Z ® YAML % 'terraform apply' Zfff L T Terraform T%E474 2 &, Cisco Meraki %~ ¥ = 78— RIZRD

SSID MER S ET,

Access control

SSID
MELBOURNE - POS Secure -
Basic info
551D (name) MELBOURNE - POS Secur
SSID status Enabled Disabled

Hide S8ID

Security  wraa Transition Mode Enterprise with 1 RADIUS server and 1 accounting server

Open (no encryption)

i'-.'l‘_r' user can associate

Opportunistic Wireless Encryption (OWE)

A Ny User can associate with data encryption

Password

Users must enter a passphrase to associate (1]

MAC-based access control (mo encryption)

RADIUS server is queried at association time

© Enterprise with
my RADIUS server =

User credentials are validated with 802.1X at association time

© 2025 Cisco Systems, Inc., and/or its affiliates. All rights reserved.
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Security

Splash page

RADIUS  1RrADIUS server, 1 accol

cerver - Cod supported

RADIUS servers

# Host IP or FQDN Secre
N1 10.5.0.110 1812 [
Add server 3 max.
RADIUS accounting servers
# Host IP or FQDN Secre
[ 10.5.0.110 1813

Add server 3 max.

Accounting interim 5 minutes
interval

RADIUS testing €
RADIUS CoA support €

RADIUS attribute 1]
specifying group policy
name

Filter-ld =

Advanced RADIUS settings

“alted-station-I0, DAS clients, RADIUS timeout, retry count, faltback, EAP timers)

INAS IO,

Client IP and VLAN  sridge mode

Meraki AP assigned [NAT mode)

Clients receive IP addresses
d es on the wired LAN if the SSID firewall settings permit.

© 2025 Cisco Systems, Inc., and/or its affiliates. All rights reserved.

RadSec @

RadSec @

Test

Test

im an isclated 10.0.0.0/8 network. Clients cannot communicate with each other, but they may communicate with
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["] RADIUS testing €

RADIUS CoA support €@

RADIUS attribute 1]
specifying group policy
name

Filter-Id ~

Advanced RADIUS settings

ients, RADI

eout, retry count, failback, EAP timers) >

Client IP and VLAN Bridge mode

Meraki AP assigned (MAT mode)

Clients receive IP addresses in an isolated 10.0.0.0/8 network. Clients cannot communicate with each other, but they may communicate with
vices on the wired LAN if the SSID firewall settings permit.

O External DHCP server assigned
Meraki devices operate transparently (do not perform NAT or DHCP). Wireless clients will receive DHCF leas
static IPs. Use this for wireless clients requiring seamless roaming, shared printers, and wireless cameras.

s from a server on the LAM or use

Bridged Tunneled

[] Layer 3 roaming

RADIUS override €@

Override VLAN tag Ignore VLAN attribute
RADIUS guest VLAN @
Banjour forwarding Enabled Disabled
Bridge mode only
VLAN tagging © VLAN ID .

# Access point tags VLANID

Default 12
+ Add VLANID

Assign group policies by device type Enabled Dizabled

Looking for Wireless options? Per-33ID band and bitrate settings have moved to the Radio Settings page. Go to Radio Settings

FIREDRE
NUAL YL ATHERHTE £,
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BRPODREL AT UV TANEY T

INFETEE T Meraki MX X% =2 U5 ¢ 775 4 7 A1Z1Z. Cisco Advanced Malware Protection (AMP) .
ZABSEI AT 2 (IPS) | BFABEIT AT 5 (IDS) 72 EOMAIARDE 6 OUR#EREENHAE I TED .,
BB AT ARE R AR — g v A N—Bn bR cx F4,

FE 28, EEH D DR +5121E. ROFNEZFEITLET,

AT T 1LE vy aR—RT, [€F%2U T ¢ EBL0SD-WAN (Security & SD-WAN) 1> [Z@n 6 O
(Threat Protection) ] DJEIZER L £,

279 F2[AMP] A4 N LTI 7 AN E YT AEAL L TAF Y L, % THRIHENDATREMED & 5 &R 4 1l
FLET,

ATy P 3 NT A — vty b a2 PiE— R T[IPS/IDS] 2 AL, =7 27 A hORTLA
FIRNT T4y 7 HBIZ T 0y 7 LET,

FNE29, 22T YT 4 NEZ Y T ERET DL, ROFIELEHLET,

AT o7 1[EFx 2V T 4B LOSD-WAN (Security & SD-WAN) ] >[=> 7Y 7 4% U 7 (Content
Filtering) ]DJRIZEIR L F 7,

ATy L EBRERAT SV r—2a DT 7B AZFA LN, ART a7y #EETA b,
ETY =T T ANER EORER DT A 2T n 7 LET,

AT v 3 HEMALEDY A M2 EDORED Web 1 FEH AZ L URL U A MIBMLTT vy 7 LET,
INLOREF, TNTOIEH r—a Otz L, S8EE 2R —F L, S~ ORI ek
LD HET,

AT T4 NEZ Y T EFEHRLTAMP B EXONIPS/IDS AT 572800 YAML 7 7 A VO f| & IRIZR
LET,

9 - name: BRANCH - Melbourne

10 appliance:

11 security_malware:

12 mode: "enabled"

13 allowed_urls:

14 — url: "https://cisco.com"

15 comment: "Allow Example URL"

16 — url: "https://meraki.com"

17 comment: "Allowed Sites"

18 allowed_files:

19 - sha256: "fa5616cedeedB839f16@8bb57dd6cdebcb8bd79894418c85963e972c71bdfdf:
20 comment: "Trusted Deployment file"

21 security_intrusion:

22 mode: “prevention" # or “prevention or detection"

23 ids_rulesets: "security" # or "security", "performance", "balanced"
24
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10
11
12
13
14
15
16}
17
18
19
20
21
22
23
24

- name: BRANCH - Melbourne
appliance:
content_filtering:
# allowed_url_patterns:
# - "www.cisco.com"
# - ".meraki.com"
blocked_url_patterns:

- "proxy-bypass—sites.com"

blocked_url_categories:

- "meraki:contentFiltering/category/C122"
— "meraki:contentFiltering/category/C84"
— "meraki:contentFiltering/category/To1"
- "meraki:contentFiltering/category/T@2"
- "meraki:contentFiltering/category/T@4"
- "meraki:contentFiltering/category/TO6"
url_category_list_size: fullList

Z @ YAML % 'terraform apply' Zf# M L C Terraform CTET73 5

RSIET,

Threat protection

Advanced Malware Protection (AMP)

Mode @

Allow list URLs €

Allow list files

Enabled ¢

URL
https://cisco.com

https://meraki.com

Add a URL to the Allow list

SHA256

fa5616ced ee0839f160bb57dd6c4e6e68bd7t

Add a file to the Allow list

Intrusion detection and prevention

Mode @

Ruleset €

Allow list rules @

© 2025 Cisco Systems, Inc., and/or its affiliates. All rights reserved.

Prevention &

Security s

There are no IDS rules on the Allow list.
Add an 105 rule to Allow list

Comment
Allow Example URL

Allowed Sites

Comment

Trusted Deployment file

L. Cisco Meraki % > v = iR — RIZIRDME

Actions

Actions
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Category blocking
Block URLs by website and threat category. See the full category list.
® Block

Content categories

& lllegal Downloads X

® DNS-Tunneling X

Threat categories & Malware Sites X

% Spyware and Adware X % Botnets X

% Exploits X

URL filtering
Enter specific URLs to block or allow. You can use Category blocking to block a large number of sites by category rather than entering i

O Block
Blocked URL list

proxy-bypass-sites.com

v Allow

Allowed URL list

MX TD NGFW [HiJDPOS N7 7 4 v 7 2RETH 77 AT A — NV R I—

POS 3 27 LIIBEMEDERE I — RF—Z AT 5720, IRy NI —2 2B kb ERREF 2
U7 4 EOREFE L2 £, PCIDSS ~D# il & 7 — ZFEN L OR#EE LEE L, T—2REN
Feh LT AIRER AR EENT T |, FPHIOERT, BLOBEED D OEHEOIEKICORMN D FHEEN S Y
F9, Meraki MX X =2 VT 4 7774 T LV AZFEEINT-AFENR 7 7 AT U3 —/VR ) —d, MLEARFA
RIZRFHLILEE D LA L, BELOMHE LA ¥ T POS v AF A% RIET 7 2 bIREHEL £,

POS Xy NU—27 ¥/ AT — a0

X2 VT4 7 =T 7T vix, REES Y7 x> b (6 :10.10.10.0/24) ZfEH L T VLAN X [Z29XTD
POS 7 /3A A% FlET HEMH VLAN D 4 ThbhhE v, #EEBxy hT—27 2 K Wi-Fi, loT 734 &,
BLORY I AT f AVAT EANLZEERLA Y 2BLXOL A Y 3O0BEERLET, ZOBIT AT —
alr, MerakiMX 77T A TV ATDAT— KTV T7 AT T —Iv A VAR g Al k> T
SENHEX2 T A BERVHESLSN, VLAN BERZ 2 5T _XToO@EICIE. RN T 74 7 7 4 —/LLb—/L
DEBNMBNZ RV ET, MXTFIA TR %, 7Y r—3 a0k, BABH, BLOEER~LY <
TR R T DA SRR T 7 AT U+ — VR A A T AR A o & U THERE L. FrIT/ Bk v
AT LEB =0y N LTo@mERKEN D POS REAIREL T,
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CiscoMeraki # v ¥ 2R —RKTDT7 74 T U3 —/Lb—)LDEE

FIE30, 77 AT U A—N—VEFRETHIZIE, ROFNEZFEITLET,

AT T VLIEH Ry NU—7 DF v 2h— KT, [BF= U7+ BLUSD-WAN (Security & SD-WAN) ] >
[Z77 47 2= (Firewall) ] DIEIZER L E T,

ART7yF2. 22T, POS h 77 4 v 7 BRETHIODO VLAY 3T 74T 04—/ b= L& Ed KL OEEL
TEET,

27 w7 3.Cisco Meraki % > > 2 R— KT, 7747 U4 —/LL—/LOIBI, BliE, WENHE T, a0
V=TT =R TF =y 7 SRET,

AT LA T 7 AT A== VF ENL TFTOIEICEAESNET, T 74 v 7 I8 —HTDRPDNL—I/LH
EHENAT7-D, L— L OIEFIFIEFICEETT,

AT v 75 b B THE L — V2 RANCEE L, £ ORI K Y R#HMHR L — L2 BE L £,

ATy 6. —H T, BERRIC ?Eféﬂfb\foﬁb‘%@ﬂﬁ'f’\“(@ N T4 ETa Yy T HEKEDONL—V
%Lﬂubij—o N gV e /I %wuéhf_}\77/f /7@%‘75’nt|:‘fén %@{ﬂmuiﬁ:TTb)7m/7é
NTexaVrsx2=F ) R ZICREEINET,

VAXY 3 T7 AT U —NVIA—/VORE

FIE31, LAY 37747 U —NNA—VERET DT, KROFIEEZEITLET,

AT 9T A v aR—RT, [EF2V 7 4 BILOSD-WAN (Security & SD-WAN) ][> [77 A4 T 74—/
(Firewall) 1>[v A4 ¥ 3 7747 7 x—1/b—/L (Layer 3 Firewall Rules) ] DJEIZER L £,
ZITIEBFEOL—LDY R FRFRENE T,

AT S22 [V—LDEM (Addarule) 1227 Vv 27 LT, HILWIZ 7 AT 74—/ o—%AEk LET,
AT T 3 N—IDNT, ROLIICHELET,

o [77var (Action) 1: FT7 7 4 v 7 OFFAIEIITIER 2 RIRL £3

e [Fm b= (Protocol) ]: 7u k=L (TCPXLUDP 72 &) #HEELET

o [T (Source) ]: FEILAXY hU—Z7F=FIPT FLRAEZHRELET

o [5i%: (Destination) ]:%i%exty NU—2 F 71X IP 7 FLAEZRELET

o [F—1 (Port) 1: Bt BH— NEREASLET

o (FTFvar) [m¥r 7 (Logging) |: LEIISLTRF U ZEHEMNMILET

o (AFvay) [R7¥a—VU 7 (Scheduling) |: MBS LT, A LAV a— NV ERELET

RAF 9S4, POS VAT AMIEHET AT RTOL—NLOOX L TREN>TWAI L EHALET, I
X v . PCIDSS LD 7~ DI LB AR ZE R e SRR MR S N E T,

AT v 5. v 7 HBERIIC Cisco Meraki 7 7 7 RIZEE S, TS B OSHHICIRESIND Z & THRES
EROEEZ Y R— M LE T,

WIZ, MXTOPOS N7 747D ATY3T77AT U4 —b—/LDYAML 7 7 A VOl ZRLET,
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appliance
firewal

1

firewalled_services: =

13_fi

rewall_rules:

rules:

#

POS Outbound Traffic Rules (VLAN 92 - POS Network)

comment: "Allow POS to Payment Gateway — Primary Processor"

policy: allow

protocol: tcp

source_port: Any

source_cidr: "18.7.92.08/24"

destination_port: "443,8443"

destination_cidr: "104.18.15.8/24" # Replace with actual payment gateway IPs
comment: "Allow POS to Payment Gateway — Secondary Processor"

policy: allow

protocol: tcp

source_port: Any

source_cidr: "18.7.92.08/24"

destination_port: "443,8443"

destination_cidr: "104.18.14.0/24" # Replace with actual backup gateway IPs
comment: "Allow POS to Card Verification Services"

policy: allow

protocol: tcp

source_port: Any

source_cidr: "18.7.92.08/24"

destination_port: "443"

destination_cidr: "192.0.2.0/24" # Replace with card verification service IPs
comment: "Allow POS to Headguarters Inventory System"

policy: allow

protocol: tcp

source_port: Any

source_cidr: "10.7.92.0/24"

destination_port: "443,1433"

destination_cidr: "172.16.10.8/24" # HQ inventory subnet via VPN

— comment: "Allow POS Software Updates™

policy: allow

protocol: tcp

sgurce_port: Any

source_cidr: "10.7.92.08/24"

destination_port: "443"

destination_cidr: "10.0.100.0/24" # Replace with POS vendor update servers
comment: "Allow POS DNS Resolution”

policy: allow

protocol: udp

sgurce_port: Any

source_cidr: "10.7.92.08/24"

destination_port: "53"

destination_cidr: "10.30.10.18/32" # Corporate DNS server
— comment: "Allow POS NTP Time Sync"

policy: allow

protocol: udp

sgurce_port: Any

source_cidr: "10.7.92.08/24"

destination_port: "123"

destination_cidr: "10.30.10.20/32" # Corporate NTP server
comment: "Deny A1l Other Outbound Traffic from POS™
policy: deny

protocol: any

sgurce_port: Any

source_cidr: "10.7.92.08/24"

destination_port: Any

destination_cidr: Any

Inter-VLAN Traffic Rules (POS Network Isolation)

comment: "Deny POS to Employee Network™

policy: deny

protocol: any

sgurce_port: Any

source_cidr: "10.7.92.08/24"

destination_port: Any

destination_cidr: "10.7.91.0/24" g Employee/Back-office Network

®
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- comment: "Deny POS to IoT Network"
policy: deny
protocol: any
source_port: Any
source_cidr: "18.7.92.8/24"
destination_port: Any
destination_cidr: "108.7.93.8/24" # IoT Devices Network
— comment: "Deny Employee Metwork to POS™
policy: deny
protocol: any
source_port: Any
source_cidr: "10.7.91.0/24"
destination_port: Any
destination_cidr: "108.7.92.08/24"
— comment: "Deny Guest Network to POS™
policy: deny
protocol: any
source_port: Any
source_cidr: "10.7.94.0/24"
destination_port: Any
destination_cidr: "10.7.92.8/24"
- comment: "Deny IoT Network to POS"
policy: deny
protocol: any
source_port: Any
source_cidr: "18.7.93.0/24"
destination_port: Any
destination_cidr: "1@.7.92.08/24"

Z® YAML % 'terraform apply' % i/l L C Terraform T%479 % &, Cisco Meraki # ¥ =78 — RIZ Z Of
MER S IVE T,

Layer 3

Inbound rules Inbound traffic will be restricted to the services and forwarding rules configured below.

Inbound firewall logging

Enable Disable
Outbound rules
# Policy Rule description Protocol Source Src port Destination Dst port Syslog Hits Actions

[ 1 v Allow Allow POS to Payment Gatew 10.7.92.0/24 Any 1041815.0/24 4438443 o
ay - Primary Processor
Allow POS to Payment Gatew

I 2 v Allow o 0 Payment Gatew  rop 10.7.92.0/24 Any 1041814.0/24 4438443 0
ay - Secondary Pracessor

[ 3 v Allow Allow POS to Card Verificatio o 10.7.92.0/24 Any 192.0.2.0/24 443 0
n Services
Allow POS to Headquarters |

I 4 v Allow o o Headquartersin - rep 10.7.92.0/24 Any 1721610.0/24 4431433 0
ventory System

[ 5 v allow Allow POS Software Updates  TCP 10.7.92.0/24 Any 10.0100.0/24 443 o

[ & v Allow Allow PDS DNS Resolution  UDP 10.7.92.0/24 Any 10.30.10.10/32 53 o

[ 7 v Allow Allow POS NTP Time Syne ~ UDP 10.7.92.0/24 Any 10.3010.20/32 123 o
Deny All Other Outbound Traf

| ,

8 @ Deny fic from POS Any 10.7.92.0/24 Any Any Any 669

[ 9 @ Deny E’fk"*' POS to Employee Netw 10.2.92.0/24 Any 10.7.91.0/24 Any o

[ 10 @ Deny Deny POS to Gusst Network  Any 10.78.0/24 Any 10.794.0/24 Any o

[ 1 @ Deny Deny POS to loT Network  Any 10.7.92.0/24 Any 10.793.0/24 Any o
Deny Employes Network ta P

[ 12 @ Deny OZ”V mployee Netwarkto P pny 10.791.0/24 Any 10.792.0/24 Any 0

[ 13 @ Deny Deny Guest Network to POS  Any 10.794.0/24 Any 10.792.0/24 Any o

[ 14 @ Deny Deny IoT Network to POS Ay 10.793.0/24 Any 10.792.0/24 Any o

FAL VI b A v EZ—Xy b T27ERABEIRVPN A L—L

BALVLI N A BZ—%y h T7EZ DIA) X, 2=V A F—F%y h TL—r7 07 e BEEN., BED
TV = a R —E AN, VPN b R CRERMIIN—T 4 7T 5O TIERL, 770501
= a VNHEBEA A=y NIT 7B AT N T 7 4 v 7 ERT S —F T, ZOT7—FT 7
F¥TlE, Fv M= T p—~ A&kt L, WAN FHEIEOHEE ZHIR L, 777 R_X—2D7 7V
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r—rarOa—Y—KEErmEIxEEd, —F T, ZJEHTIEIMeraki MX X2 VT 4 7774 T AT X
Hexa VT 4 BHE T bENTZRY — O E#HER L ET,

AT NN RV T —F%7T 7 F %28V, Office 365, BT 4Rk 7> M 74—, BLNSaaS £V *x
A= NI EDY T RT TV r—vaid, ko7 70 KT =22 X —~OieNV—7 4 > 7 ZFAT
xFEF, —FHT, BEDOFT 7 4 v ZIX VPN bRzl L CARMICEZRICRNGET T, Zhicky, &
Xa 0T 4B T IAT VA EORBEE, N T+ —<  ADKMLEDNT AL DT ERTEET,
Office 365, Salesforce, Google Workspace, 8L a7 KL —vay 7Ty b7+ —LE2EL/T7U R
SaaS 7V r—a Tk, R—ANT L= T U RMLRERAY y ERFONET, T 7 4L N Tl
HUB IZL > CT7 RARZ A XENTEEY TRy hOWTHIZHL —ELARAWTRTOTITUF v T 7 4 v 713,
7T FAR—=7 MX ® 0.0.0.0/0 L— hEFEHLTA X —Fy MIAV—TFT 4 7 ENET, AR—T7 R
HUB MX 7257 7 4 /L bb— M EZET 270 bR vE— RO F U ATIE, m—7/L DIA Zi@id 2 %3
WD T 7 4w OFEEHA LR T D VPN B — L 2 ERT HHLERH Y £4,

77 FTOD MX D VPN ANV — NV EFRET D YAML 7 7 A VOB ERIZRLET,

appliance:
traffic_shaping:
vpn_exclusions:
major_applications:
- "meraki:vpnExclusions/application/1"
- "meraki:vpnExclusions/application/10"
— "meraki:vpnExclusions/application/6"
— "meraki:vpnExclusions/application/11"
- “meraki:vanxclusionsfapplicasionfz“

Z® YAML % 'terraform apply' % L C Terraform T%E479 % &, Cisco Meraki # ¥ =78 — RIZ Z Of
DERR SV E T,

* Network-wide

Local internet breakout

@ Assurance
VPN exclusion rules

) security & SD-WAN

TV r—vary =2 ) TBEORy hU—7TF—F

CiscoMeraki v+ 2R —RKTD T 7 4 v 7 5%

Cisco Meraki % v ¥ =R — RTCliX, fLHABLD T 7 4 v 7 e LT, 7 XTo/hEnr— a > Tt

M7 7V r—ya QR L X T r—v o ADE=H Y VML L £7, Cisco Catalyst 9000 A1 ~ T

1Z. Network-Based Application Recognition (NBAR) #fifH LT, T4 —7F Fr v b A VAT Vg
(DPI) EEMEDHTIZE 2T 1,400 2257 7V r—va v EHEMICREBLOSELET, Zhicky,

Xy U= AL TS T 7Y r—ya U2 EMICHER TE . A4 7 Y ¥ = k72 Quality of Service
(QoS) . XU T i, BIOHIEIEEHROREITHEL D ET,

NBAR ZfiH 45 L, Xy FU—ZI1XPOS v AT LA Ry NV ERR EOBEEREIRAT ) r— 3
VEBENAMATT L, EEHEORWR T T 4 v IRBEEH N T T 4 v VAR TE, ZOTXTHAFEITOT 1
Faroty N7y 7R L TITAET,
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FIR32, FT7 T4 v 7o EERTLICE. ROFIREZFTLET,

277 1[*r v FU—27 2K (Network-wide) ] > [f%7E (Configure) 1>[+T7 7 4 v 75541 (Traffic
Analysis) ] IZBEIL T, ZOiEEL A I LET,
AT T2 Fy NI =T BIEROG T EFRT HI21E, [y U —27 2k (Network-wide) ]> [E=4#—
(Monitor) ]>[+Z 7 « v 7347 (Traffic Analysis) 1 IZBEIL £,

. A . k
Network-wide Traffic analytu:s for switches »  for the last 30 days «

Client counts approximately 585 unique clients
© Assurance 200
150
100
=  Switching s0 -
5 1 Sep 18 Sep 21 Sep 24 Sep 27 Sep 30 octo3 oct 06 oct 08
= Wireless Usage
4 Mbfs
- L 3 Mbfs
Organization 2 Mose
e A
. 0 Mb/:
RERALmatcr Sep 12 Sep 15 Sep 18 Sep 21 Sep 24 Sep 27 Sep 30 act 03 0ct 06 Oct 08
o Admin Application Destination  Protocol  Port  %Usage Usage <~ Sent Received Flows  Active time € #clients
Cisco Merak; - - - 73.5% 103.83GB  63.24GB  40.59 GB 2354516 139 months 126
Control And Provisioning of Wireless Access Points Data Protocol - - - 18.0% 25.47 GB 1580 GE 968 GB 39 34 months 25
S Control And Provisioning_of Wireless Access Points Control Protacol - - - 51% 7.26 GB 41268 314GB 152 39 months 61
@ Find in Menu
networking-gnutella - - - 1.6% 2.28GB 468MB  223GB 8 41months 1
RADIUS - - - 0.5% 700.1 MB 3147MB 3854 MB 107537 52 days 104
Encrypted TCP (SSL 10.41169.38  TCP 40248 0.3% 430.4 MB 1326MB 2978 MB 2 9days 1
Dynamic Host Configuration Protocal - - - 0.2% 359.3 MB 3593MB  None 6810 8.4 months 48
Statistical Peer-To-Peer - - - 0.2% 3313 MB 1489MB  182.4 MB 0 57days 1
Amazon Web Services - - - 0.1% 188.1 MB 15MB 186.5 MB 540 2.1 hours 8
Unknown - - - 01% 154.9 MB 1259MB 290 MB 1685598 54 days 306
Yahoo - - - 0% 1116 MB 342MB 774 MB 884126 11 hours 7
Google Services - - - 0% 109.0 MB 379MB  711MB 924486 22 hours 83

FIE 33, fHx DT/ A R0 i 513, ROFIEEZETLET,

AT v 1[x > U —7 2K (Network-wide) ]>[27 74 7> & (Clients) ] DIEIZER L FET,
AT L2AALBED I 74TV NEBIRL T, ZOT A AOFEMRT 7V r—ya UMEARN AR L ET,

Usage [ Last 2 Hours v ] [ Applications v ] — Usage 6506.27 MB (4 544.95 MB, 161.32 MB}
-:0 Global Overview
o Organization
12:45 3:0( 1315 13:3C 13:45 14:00 Applications ~
g Network
“*" BRANCH - Melbourne v
r:ﬁ Network-wide Destination Protocol Port Usage % Usage - Sent Received Flows Active Time
appinstaliers-packages.services jamfcloud.com TCP 443 42.8% 253.84 MB 1.26 MB 252.58 MB 1 3 minutes
o Assurance
Cisco Meraki - -— 10.4% 61.54 MB 3.44MB 58.1 MB 153 14 minutes
L) QO Windows Live Hotmail and Outlook - - 9.2% 54.84 MB 607 KB 54.25 MB 1 12 minutes
= switching public.onecdn. static.microsoft TCcP 443 7.8% 46,18 MB S40 KB 45.65 MB 28 4 minutes
Other - - 7.4% 43,87 MB 19.05 ME 24.82 MB 4883 29 minutes
Wireless
Amazon Web Services — — 4.9% 29.22 ME 426 KB 28.81 MB 18 @ minutes
s) Cameras
Microsoft Services — — 2.7% 1595 MB 7.2MB 8.75 MB 156 7 minutes
il Insight Sharepaint - - 2.5% 15.00 MB 1.1M8B 13.99 MB a7 8 minutes
®  Organization usnv.cloud.code4Z.com TCP 4287 2.2% 13,16 MB 12,91 MB 257 KB 1 4 minutes
WebEx Meeting — — 1.6% 9.29 MB 3.21MB 6.08 MB 573 21 minutes
1) Security MNow
Microsoft Office Web Applications -— - 1.5% 8.85 MB 3.47 MB 5.39 MB 106 7 minutes

Xy NU—2T75—F
Cisco Meraki # v+ =R — RTiX, FA—/., SMS, £723 v 27 7 v 7 2R L ClEEZEET IR E,
Py N — I BRE BRI AR~ A XA[RERT 77— FERETEET, T /5 AR OMBE, #HIE O & H
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]
RORELEE, X207 44T, VPN RT—F R T r—2 gy X7 3p—<  ADK TR EIC
42577 —baRETEET,

INHDY TIVEA LBIHIZKY | IT F—ATFEEEDEEL ST HENCHEICRR I L TEET, i,
RN OO TE A7 7— MER IR LE9,

WEIRF— LN EFICE > CTEHERBMOLEZET LI IO —_NR—ADT 77— 2R ETHI LT, RE
BT T— IR . TRTCO/NErr—a Ty Ty e L 0 REICiER X F9,

ET DHITIE, WOFIREZFATLET,

AT T 1LE v afh—RT, [y hT—27 2K (Network-wide) ] > [i%E (Configure) 1>[7 77—k
(Alerts) ] lcB®E LE7,

AT9T 22BN DT T — N A T LM IELEIRLET,
Alerts Settings
Default recipients
, Network-wide

o Assurance Network-wide Configuration settings are changed

ﬂ A VPN connection comes up or goes down €

Switching
© Show additional recipients
= Wireless .
Arogue access point is detected
0 Cameras Network usage exceeds 300 GB * in 20 minutes ~
5 Sensors © Show additional recipients
Il Insight ()Mute wireless alerts based on switch port schedules @

® Organization
Wireless A gateway goes offline for 5 = minutes

*+= Automation
© Show additional recipients

o Admin
Arepeater goes offline for 60 ~ minutes

A gateway becomes a repeater @
Q, Find in Menu
Clients have poor signal strength

Clients on Any SSID v | with  Low v | signal quality (SNR) for more than 5 minutes v 4

da alert

A
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BEHED T

Cisco Meraki #' v > 2R — ROMESIIEL, 77 BARALA L hOTF LB U2t A=A F T v
YIEMALT, Wi-Fi f V7 TR NIV F v HAE~— AT VT2 A TTy M 74— NIEBRLET,
MR AP (%, &PHAN D Wi-Fi XS T /3 A 2 ZfRGAIC R L, 73 A2 22 & B3I, BE L WER:
M., Fiifl % —r, BLOBTHEONE XY 7 F ¥ LET, BHEIL, 707 T 7V RNICH AL LY —

(AA=U T, 8, Fzy 770 F—r) ZRELT, BEIRY =0 RANRDOOD)IEEE Y v a w208l
FT, VTNAEA DLy v ai— RICiE, BUEORMERN, ©—27 77 0 v 78I, BLOGMEORBMENER
RENET, —FT, BELAR—NMI, B, B, FHIZAZE0HEAIZRLET, ST T4 T R—F N EHE
THE Wi-Fin 7oA 2N L THEDETFA—ILT FLALEREN vy 7F ¥ S, #kBIarReZiliE 7 —
ZIZE 0otk EnES, APl =27 AR — KLV, CRM 7' Z v 74 —Ah w7747 HEMET A

Fh, EPRAA LTI A YLD — AL AREENAREICR Y | ERRRNGA A 255

TENTEET,

NLESIHT & Meraki OEHE T EOFEMIZ OV TIE,  [Location Analytics] Z#Z& ML T 72 &0y,

FIE 35, #MAkDT —F Z2FKRTHITE. ROFIEEZFITLET,

A7y 1L[Ry FU—2 2Kk (Network-wide) ] > [%iE (Configure) ]>[—#% (General) ]1>[r/r— =3
& A% ¥ (Location and scanning) ] > [43#7 (Analytics) ] DIEICER L E4, [#AH%
(Organization) ]>[r /2 — 2 > /34T (Location Analytics) ] DNEIZEIR L 7,

AT T2 REE A LET,
Location analytics o

Proximity- © csv Daily average capture rate [ 65.3%

< Network-wide
. Visitors Daily average @ @
Passersb 87
g Assurance 1 S— v .
100, Visitors . 164
= Switching
50 Connected . 0
i o
= Wirelags Sep 14 Sep 21 Sep 28 0ct05
) Cameras
Engagement- O CsV Daily average visits [ 164
: ; aily averzge 0 ©
&' Sensors sl
6+ hrs 105
- B
Wl Insight -6 hrs [ 12
*  Organization 20-60 mins . 29
v Sep 14 Sep 21 Sep 28 0ct 05 5-20 mins . 19
*+= Automation
o Admin Loyalty- 0 csv Daily average repeat rate [ 97.0%
isitors Daily a 100
- - - B . Occasional D 3
@ Findin Menu Weekly . 14
paiy [ 142
! Sep 14 Sep 21 Sep 28 Oct 05 First time . 5

© 2025 Cisco Systems, Inc., and/or its affiliates. All rights reserved. 71/76 ~<—


https://documentation.meraki.com/MR/Monitoring_and_Reporting/Location_Analytics

FHCE DR ERRLET SO FREZIEHER

BaC I%. 2 a4+ 2B ATHE2 YAML 7> 7 L— F &R LT, RRAEZEELET, T 7 L—
MZ, VLAN, 77 A 7o 4 —/Lb—/L SSID, X O AutoVPN BfR7e D52/ ry N — 7 REEE S
a—RELTAhTEBEMELET, = P=71% 4 MR IP T RLARBEREDur—2 3 VERD/RT
A=A oG BET7 7 ANEERTLHIETREBAEZIVAFARATEETE, a7 R —i3E8by 8 A,
Terraform (X607 7 L— R EMBE L, FEIRER L CRAIERRER T 7 o F2ERLET, ~—
Vg UERIZEY ., MBOBREAHEE LN, T L — ok, n—A Ny ZifE. BXOAIRAEZ A X
WABEICZR D £9, 77 L — F—2DREMICL Y, HEOJEHME T BN RS, 2Rickser—
VarEBEDOIAF A ALY AR —FSET, CI/CD AL - TEMBNCREDSBIES DT, =T —
DBHIE S HL, MBS U Tl m— bRy 7 S HRBIZR 0 £ 77, ZAUT X0 Bl o TW RS A 2
AW, JEECORBT 77 4 _X—a VICEBINET,

FHREDOR Y TT v TANTRT T v 7 774 T —OHBETIL, T3 AZFNHHLTEOE £/ stn r—
TarTRATEET, HEBIIFr—TAEBRET v B AERT AT, AL 2DV Y TIAEK
TG T BaC 77 L— h) Terraform Z 5 L CHEITSND & T34 AHERIC BEIICER &, #HL<
TERRENT=F v b U —27128I) BT Hi, CiscoMeraki # v 2R— K7 707 KDL T_RTCOREN T v =
SNFET, WEMICER L ThHBESLURNIZ, AA vF, AP, BEXOEX=2 VT4 77 ITA TV ANRKRY —
AU a— RLTCRABICEHETS2 L9120 ET, 2K, 770 FORMMN, FRiAT—V 2 7T
TOX vy aR—ROBERLT, BEOT I 7T R bADTuePa = 7IcEby £9,

GHERIC S DE TEKEE D AX <A A L) T L—haSBLTEH LRy NU—V 2ERT A LIc &
D, FILWT 7 U FEI A HBEICETEXET, 707 — b NIT =X 74 LFIZHY £7,

FIE36, 7L — b EFEALTHLLR Y hT—7 Z BT HI01E, ROFIEEZFEITLET,

AT LA O DOEEKE =7 AR— 8T 52 LN bIaDET,
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https://documentation.meraki.com/MS/Cloud_Management_with_IOS_XE/Onboarding_Cloud-Managed_Catalyst_switches_to_the_Meraki_Dashboard
https://www.cisco.com/c/en/us/td/docs/solutions/CVD/Campus/Unifiedbranch_solution_brief_0813v4.html
https://documentation.meraki.com/?title=SASE_and_SD-WAN%2FMX%2FDesign_and_Configure%2FArchitectures_and_Best_Practices%2FMX_Sizing_Guide_%26_Principles
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