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Contractors Cloud Provider J
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@ web-app
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Allow Employees EEPG access to web-app EPG on http/https
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Catalyst Center DN2-HW-APL Catalyst Center 7 77 A Cisco Catalyst Center Catalyst

arhar—7 TUAZ ) —RITAH 2.3.7.7 Center 2.3.7.9

TATT 47 4 B, ISE-VM-K9 W7 7 T4 T v AB LW Cisco Identity Cisco Identity

RADIUS #—/3— . CiscoSNS 7 77 4 7> A L@ Services Engine 3.4 Services Engine 3.4
Cisco SNS-3600  Gijsco Identity Services Engine < F 1 Ny F T
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Cisco SD WAN SD-WAN Cisco SD-WAN Manager 20.15.1 20.15.1
Manager
C8300 Cisco Edge r—tv 2 /1 —% 17.9.5f, 17.12.4b. 17.9.5f, 17.12.4b,
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Cisco Catalyst 9600 U — X
AA v F
Cisco 7 7 A /— K (€9300-48P Cisco Catalyst 9300 >V —X 17.9.6a, 17.12.4, 17.9.6a, 17.12.5,
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Cisco ACI 2 A v F N9K-C93240YC- Cisco Nexus 9000 ACI E— R 16.1.2 6.1.2
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o DNS /&, ISE pxGrid A8 A M ZfifRT 5 X 9 ICRE SN TNET,

FNE 1, CiscoISE & ACI Z#tAT DT :

A7 v 7 1. [Administration] > [Deployment] > [Deployment Node] . [Enable SXP Service] & [Enable
pxGrid Cloud] Z# 2R L £,
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* Identity Services

Administration / System

Bookmarks Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks

Dashboard

Context Visibility

Operations

Policy

Administration

Work Centers

Interactive Features

~ Policy Service

“ Enable Session Services (7)

Include Node in Node Group

None ~ ()

Enable Profiling Service (1)
D Enable Threat Centric NAC Service (1)

“ Enable SXP Service (7)

Use Interface GigabitEthernet 0 ~

(] Enable Device Admin Service (1)

[[] Enable Passive Identity Service (1)

- . pxGrid (O

B Enable pxGrid Cloud (1)

AT v 7 2. kO ACI A BFET DB EITHIBRL £,

Al

27 w7 3. [Work Centers] > [Workload Connections] T. [Add Connection] 227 UV v 7 L7,

Identity Services Engine

Overview Components

Aacl v
Overview

I ACI Connections

Meraki b

Work Centers / TrustSec

TrustSec Policy Policy Sets SXP Integrations Troubleshoot Reports Settings

ACI Connections *™

Cisco ISE learns endpoint group (EPG) and endpoint security group (ESG) context data fram connected ACI
controllers, and then saves the required data as security group tags (SGT) in its database.

After you set up an ACI controller connection, you can:
= Creata inbound & outbounc T domain rules to define and manage the data shared between Cisco ISE and
Cisco ACI,

Please delete the phase 1 ACI integration before going through this flow.

Go ACI Settings
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Work Centers / TrustSec

P’ Bookmarks Overview Components TrustSec Policy Policy Sets SXP Integrations Troubleshoot Reports Settings

2% Dashboard

4 Context Visibility Overview Workload Connections
Workload Connections
.\ Operations Create workload classifica { to assign SGTs to IP and receive i Manage inbound
Attributes Dictionary domain rules to define the SXP domains that must receive the mappings. Manage Outbound SGT domain rules to
define the data shared from Cisco ISE to Cisco ACI.
1/ Policy Workload Classification
4. Administration Meraki > , ACI workload connection can be added but available system resources only allows up to 2 other types of connection.

Ali Waork Centers

) Interactive Help

No Workload Connected

Add Cannection

A7 o7 4. [Welcome] 7 « > K7 ® [Add Connection] C. [Let'sdoit] #27 VU v 27 LE7,

I Identity Services Engine Work Centers / TrustSec

J| Bookmarks

o Welcome @ Workload Platform .. Configuration .| Summary
8% Dashboard
I Context Visibility Welcome
'\ Operations Use this wizard to set up a connection with a
workload platform, and choose the attributes
' Policy that you want to import into Cisco ISE : -
After the completion of this workflow, you \ g G l-.
& Administration can create workload classification rules, - b
create ingress filters, and more, in Cisco ISE
TrustSec pages. .
m  Work Centers - pag o (,

?) Interactive Help

[> Exit Wizard Let's do it!

AT oS5 U—rn—K 7Ty h7x—hL L T[Cisco ACI] #ER L F7,

Ul

© 2025 Cisco and/or its affiliates. All rights reserved. 13/45 R—2



el Identity Services Engine

J! Bookmarks
8%  Dashboard
12l Context Visibility
% Operations
' Policy
&. Administration

Al Work Centers

@ Welcome

0 Workload Platform

Work Centers / TrustSec

Configuration

Summary

Select Workload Platform

alvaln
cisco ACl

ACl

Connect with Cisco ACI to share
SGTs and IP-SGT bindings with a
Cisco ACI fabric and/or receive

(-]

Choose a workload platform to configure the connection with.

@ AWS

Create a connection with your AWS
account to import your application
workloads into Cisco ISE.

A Azure

Create a connection with your Azure
account to import your application
workloads into Cisco ISE.

Endpoint Group (EPG), Endpoint
Security Group (ESG), and endpoint
configuration information from a
Cisco AClI fabric.

G VCenter

Create a connection with your
VMware VCenter account to import
your application workloads into Cisco
ISE.

?) Interactive Help

O O
D

Create a connection with your GCP
account to import your application
workloads into Cisco ISE.

[ Exit Wizard

AT v 7 6. ACl Hfi ot & LE7,

Identity Services Engine

J| Bookmarks

. Select SetSGT
I
Deshboard ©) weicome Petterm: G Comention (3) PG/ (6) Numbering (7 Summary
REiIGRY ESGs Range

Il Context Visibility
% Operations Create ACI Connection

Enter the FQDN or IP address for an ACI controller and its access credentials. Upon connecting to this controller,
Cisco ISE automatically fetches the FQDNs and IP addresses of other controllers connected to the same Cisco
APIC site.

' Policy

&. Administration FQDN or IP Address*

] [ 172.23.203.36 ]

ACI Connection Name*

[ DC3_ACI

Al Work Centers

Non-editable after creation
ACI Username* ACI Password*

= )

Login Domain
[ No Domain / ]

Show]

?)  Interactive Help

View Details

Validate ACI certificate @

[> Exit Wizard

o ACIFEHZEORIENMLE2EE 11X, [Validate ACI certificate] = v 7 R v 7 2 &4 42 LE9, ACIFEAE
% ISE OFEHEEHEA N TIZBMNT A2 0ERH Y £,

o BERINALINT S L. [Connected] AT — & ANFRENZE T, [Continue] 227 VU v 7 LET,

1

P

1,
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A

A7 o7 7. SGT Oz HHIZEIR L £9, EMEIL. Connection Name, Tenant, VRF, Application

Al

AT w7 8.

vea' ldentity Services Engine

Bookmarks
Dashboard
Context Visibility
Operations
Policy
Administration

Work Centers

Interactive Help

Work Centers / TrustSec

o
Connected

LEARNED FQDN OR IP ADDRESSES @

172.23.203.36 @ In Service

(] Don't show this to me again

Profile. 35 X U Endpoint Group Type (2 SWTCWABAENRH D 9,

dentity Services Engine Work Centers / TrustSec

Bookmarks

Dashboard

Context Visibility

Operations

Policy

Administration

Work Centers

Interactive Help

2 Select Set SGT
Workload Create ACI Naming g
Welcome 2 3 5 EPG/ 6
Platform Connection Convention
ESGs Range

Naming Convention

To set a naming convention for the SGTs created from the EPGs and ESGs ingested from the connected ACI
controllers using two types of naming conventions, follow these steps:

1. Use ACI attribute values: Select EPG/ESG attributes whose values must be combined to form the name of the
newly created SGTs.

2. Append prefix or suffix: Enter a prefix or suffix that will be added to the existing name the EPG or ESG.
Ensure that the combined name does not exceed the maximum character limit of 64. Note that if the Cisco Catalyst

Center is below version 2.3.7.6, the character limit will be 32.

Naming Convention

@ Use ACI attribute values O Append prefix or suffix

Name Attributes

C] Connection Name Tenant D VRF D Application Profile Endpoint Group Type

EPG/ESG SGT

L7 v » [EPG/ ]_[Tenant]_[I Group Type]

Attribute Values

@ Use default attribute values O Use custom values

[> Exit Wizard

EPG & ESG Zi#IR L £,
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el 1dentity Services Engine Work Centers / TrustSec

Select Set SGT

Workload Create ACI Naming <
@ Welcome @ @ : @ " ° EPG/ 6 | Numbering 7 | Summary
e c
J  Bookmarks ESGs Range

8%  Dashboard

14 Context Visibility Select EPG/ESGs

Choose the EPGs and ESGs to be fetched into Cisco ISE and converted to SGTs. You cannot choose the select
all option if the number of listed EPG/ESGs is greater than the numbering range configured. Note that a number
from the configured range is allotted only to newly created SGTs. If an SGT name populated from this

% Operations

| Policy connection already exists in the Cisco ISE database, the SGT isn't assigned a new number.

4. Administration

L]

m  Work Centers Q VRF1 ®n

2 Selected -

2 Interactive Help
8 EPG/ESG name ~ Generated SGT Name Tenant VRF Application Profile Endpoint Group Type
DC3-APP DC3_APP_TENANT_1_EPG TENANT-1 VRF1 DC3_VRF1_APP_PROF EPG
O DC3-T2-APP DC3_T2_APP_TENANT_2_EPG TENANT-2 VRF1-T2 D3 EPG

VRF1_APP_PROF_T2

DC3-
(m] DC3-T2-WEB DC3_T2_WEB_TENANT_2 EPG  TENANT-2 VRF1-T2 EELAPP_PROF:T2 EPG
DC3-WEB DC3_WEB_TENANT_1_EPG TENANT-1 VRF1 DC3_VRFI_APP_PROF  EPG
26 Record(s) Show Records: 10 v 1-10 Q@ 2 3 >

[> Exit Wizard

E: EEAIE. ACHHi0 5 EPG/ESG B L UGS % IP A 7 o 7 23R T& £9, EGP/ESG 2MER &
NTWRWEE, BERUIERRHC—RHEIRREBO E TR0 7,

AT w79, (47 =) [SGT Numbering Ranges] # T#1 L £,

\u Identity Services Engine Work Centers / TrustSec
Select Set SGT
Workload Create ACI Naming 5
J! Bookmarks @ Welcoms Platform @ C i @ C i @ E:gi o :::‘gze""g 7 ) Summary
8% Dpashboard
11 Context Visibility Set SGT Numbering Range

Enable this option to manually configure a numbering range for the new SGTs that will be created from the EPGs
and ESGs ingested from the ACI connector. When setting a numbering range, account for existing and
anticipated EPGs and ESGs.

% Operations
Poli
( BREY @D set SGT Numbering Range for EPG/ESGs (Optional)

Available Range19-49 , 90-99 , 756-2499 , 2509-3099 , 3300-3999 , 4043-4043 , 4225-4227 , 4251-4309 ,
4351-5000 , 5007-5999 , 16000-65534

&. Administration

. Work Centers r
SGT Numbering Range

3300-3399 1 t

Specify ranges from 2-65535, eg. 2-1000

2 Interactive Help

2 new SGTs must be created for the chosen EPGs and ESGs. The current SGT numbering range allows
for 100 new SGTs.

OCCUPIED RANGES

Others0-18 , 50-89 , 100-255 , 256-755 , 2500-2508 , 4000-4042 , 4044-4224 , 4228-4250 , 4310-4350 ,
5001-5006 , 6000-15999 , 65535-65535

DC1_ACI 3100-3199

DC2_ACI 3200-3299

[> Exit Wizard m
F: T4 RTE BRESNTRTO SGT IHEMTIEEZR SGT # VB HBMICEI D B THEd, 204

Faid, ACI F—& B Z—b%E LT~ EPG/ESG 12 ED SGT &IV 4T T, HEEHETEND 23R+
HOICENEBE T, 7-& 21F. 3100 FHE D SGT 1L DC1. 3200 HHD SGT 1L DC2 7220 £,

© 2025 Cisco and/or its affiliates. All rights reserved. 16/45 R—2



27 w7 10.

[Summary] 7 1 > F

dentity Services Engin

v &M L, [Create] #7 U v 7 L Ttz st L £,

Work Centers / TrustSec

J! Bookmarks

8%  Dashboard

Context Visibility
9, Operations

U Policy

4. Administration

Al Work Centers

?) Interactive Help

A7 w711,

Summary

Review the Cisco ISE - ACI Connector configurations defined through this workflow. Click Edit for the section in
which you want to change any configurations.

v Create ACI Connection  Edit
ACI Connection Name DC3_ACI
FQDN/IP Address 172.23.203.36 Login Domain
ACI Username admin ACI Password e
Learned FQDN or IP Addresses 172.23.203.36
~ Naming Convention  Edit
Naming Convention NAME
Name Attributes Tenant,Endpoint Group Type
EPG/ESG saT
L 2 » _[Tenant]_| Group Type]
Attribute Values DEFAULT
v Select EPG/ESGs  Edit
Q  search Table
J] name * SGT Name Tenant VRF Application Profile Endpoint Group Type
DC3-APP DC3_APP_TENANT_1_EPG TENANT-1 VRF1 DC3_VRF1_APP_PROF EPG
DC3-WEB DC3_WEB_TENANT_1_EPG TENANT-1 VRF1 DC3_VRF1_APP_PROF EPG
2 Record(s) Show Records: 10 v 1-2 [1]
v Set SGT Numbering Range  Edit
SGT Numbering Range 3300-3399

(> Exit Wizard

ACI T? ISE ¥t & Z ez L £ 9, ACI 85i5% APIC O [Integrations] > [ISE Integrations] CTHESL
ENTWDZ EAEMRLET,

© 2025 Cisco and/or its affiliates. All rights reserved.
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dice APIC

System Tenants

Virtual Networking

Operations Integrations

ISE Integrations | Inte

o Q@ OO0 O

ISE Integrations
E D! c1

Properties

Name: DC3_AC1
Description:
Adr publish-and-listen
Connecti
Connection Type: px
Username: ac
Servers: [P Address

172.23.203.85

172.23.203.86

Topics:  Topic Name
Jtopic/com.cisco.aci.binding/DC3_AC1

Jtopic/com.cisco.ise.sxp.binding

(1]

Summary  Connection Details ~ Endpoints  Configuration History

(o) A%

Domain Name
ISE-PSN1.cdp.com

ISE-PSN2.cdp.com

Role
Publisher

Subscriber

ARGV RSGT FAAL U NA—NET YU IRT U RSGT RAAL UV A—)VDER
ARy RSGT RAA L )V—)b

AR R SGT FAA v b—id, BEENERE SGT XA T 4 VT HEED SGT FA A i~y 79
LHleOIEHISNET, AT RSGT RAAL VL= ANRERINTWRWEGESE, N T 4 73T
T4 SGT RAAL VZEEENET, T7 405 SGT FAA VZHBWICENCARY . EHCTDHZ LT

TEEHA,

Identity Services Engine

Work Centers / TrustSec

A Evaluation Mod

P! Bookmarks

BE  Dashboard
| Context Visibility
% Operations
(' Policy
4. Administration

Work Centers

2} Interactive Features

Overview

SXP Devices
SGT Domains

Inbound & Outbound SGT
Domain Rules

SGT Bindings

Components

TrustSec Policy Policy Sets SXP

Integrations Troubleshoot

Inbound & Outbound SGT Domain Rules ™

Reports Settings

Create inbound and outbound SGT domain rules to define and manage the data shared between Cisco ISE and Cisco

ACI.

Inbound SGT Domain Rules Outbound SGT Domain Rules

Q Search table

The default rule will be applied to bindings that do not match any customized rule.

+ Add Inbound Rule

Inbound Rule Name ~ status Destinations
Default-inbound-rule ° default
1 Record(s)

79U MY RSGT RAAL L v—)v

© 2025 Cisco and/or its affiliates. All rights reserved.
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SGT Bindings Actions

Show Records: 10 v 1-1 ¢ Q >
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T RN R SGT RAA 2 /b—/LiE,. Cisco ISE 7> Cisco ACI I ENATF—Z 2 EHR L ET,

FIE2, 77 XU KSGT RAA LIL—)LEEFRTHITIL :

A7 w7 1. [Work Centers] > [Inbound & Outbound SGT Domain Rules] > [Outbound SGT Domain Rules]
DIJEIZER L, [+ Add Outbound Rule] #27 VU v 7 L9,

BHEIL. T RN RSGT RAA U —VEERR LT, ACI 55 ~D IP XA VU F 4 v T %
HETLHD0RMEEERLET,

VA wiZ I\’C:t ACIHIZISE b a T A 28 LEH A, ACI 8t & F 95 SGT &k
ETDHD ISE DT T IR L=V ERELET, T, ACIDBISE S a T %A b
%%”2‘?571 BT,

AT w7 2. [Outbound Rule Name] (iZ A1 LFE 9,
2T w7 3. [Destinations] 7 1 —/L R T, ACI ##2 IR L £,
AT 4. ZON—)VEEMAT S [L3 Outs] Zi&IR L £7,

Add Outbound Rule

Rule Settings

Outbound Rule Name* Status
[ to_bc3 | @® enabled () Disabled

Destination Configuration
Destinations *

DC3_ACIX @ |
L3 Outs *

Destinations

RS | L3-OUT-VRF1 (TENANT-NX @ ¢ |

Rule Configuration O

| SGT Domain | | Equals | | defauex @ ]

SGT Name ‘ ‘ Equals ‘ | Contractors x  Developers x ®J a
)
| Employees X
SGT Name ‘ ‘Equa]s | | pci_scaier_wrripciaciv.. x @ V| f
{- Add AND/OR Statement {- Add Condition
 Add AND/OR Statement  Add Condition

[Rule Settings] T. &kD 2 >O&MEEZEHRL £,
o 7K SGT KAA B D SGT,
o HAZEE. BIRHE. WEEB. £721X DC1_SCALE_VRF1_DC1 (DC1 ACI #@ U C5¥H) I[—%9 5 SGT
£0%. Z® DC3 ACI ##tl5iE S i E 4,

IR L7 SGT L 12, ISEITRTEZL ACIIZ7 v =2 LT, IR L7 L30ut |2 EEPG Z1Frk L ¥4, &UNE
BEINDE, a7 MREZBIRT 24T a UMERAFREICZ2 Y £97, ISE 1X. ACI @ EEPG ®/1—/L
TEZRIN WL TR, E—LFHEOa L N T 7 ek LET,

© 2025 Cisco and/or its affiliates. All rights reserved. 19/45 R—2



[Rule Configuration] &7 + 2 > @ F T, FEF TN L7 SGT (2 H 3 5 [Consumed Contract] &
[Provided Contract] 3@ R T £9, &R L7= SGT 1. @R L7= L30ut @ FiZ EEPG & L C ACI IZFE R X
NFEI, 2 b7 27 MIEEPGIZEH SN E T,

Contract Configuration

SGT Name Connection/ Tenant/ L3out

DC3_ACI/ TENANT-1/ L3-

DC3_ACI/ TENANT-1/ L3-

Contractors OUT-VRF1
Developers OUT-VRF1
Employees

DC3_ACI/ TENANT-1/ L3-
OUT-VRF1

DC1_SCALE1_VRF1_DC1_ACI_VRF1

DC3_ACI/ TENANT-1/ L3~ l

Consumed Contract (O

Provided Contract ~ ()

OUT-VRF1

4 Record(s)

A7 o765, [Save]l #27 U v 7 LT,

b Identity Services Engine

J| Bookmarks Overview Components

85 Dashboard SXP Devices

I Context Visibility SeDgmyliy

Inbound & Outbound SGT
: Domain Rules

9, Operations
SGT Bindings

(' Policy

4. Administration

ia

Work Centers

?) Interactive Help

() common CONTRACT INTERFACE ¢

O TENANT-1 CONTRACT

HLWT U AT R— L&

Work Centers / TrustSec

TrustSec Policy Policy Sets

SXP

Integrations

¥

LEY,

Troubleshoot

Inbound & Outbound SGT Domain Rules

Create inbound and outbound SGT domain rules to define and manage the data shared between Cisco ISE and

Cisco ACI.

Inbound SGT Domain Rules

Q  search table

-+ Add Outbound Rule

Outbound Rule Name ~

to_DC1_VRF1

to_DC1_VRF2

to_DC2

to_DC3

4 Record(s)

© 2025 Cisco and/or its affiliates. All rights reserved.

Outbound SGT Domain Rules

Status

Destinations

DC1_ACI

DC1_ACI

DC2_ACI

DC3_ACI

Reports Settings

Show Records: 10 v 1-4

Actions

o

‘ TENANT-1 CONTRACT X ® 4 ‘ \ N \
‘ TENANT-1 CONTRACT X ® ‘ \ v |
‘ TENANT-1 CONTRACT X ® 4 ‘ \ ¥ \
) | v
‘ Q  Search ‘
C] common CONTRACT g
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ISE 7> 5 vCenter DA

U—rna—RaxZ Zi%, ACl ~OEHO/EMRIZINZ T, AWS, Azure. GCP., ¥ XU vCenter ®ERH~D

B BB TE £4, AWS, Azure, BLXUNGCP DEHOY—rn—Rax 7 20

2L

A A&

LTV ET,

FIE1, V—/n—FRaxZ7 X%z LT vCenter IZHEfi L., V—27 o — RZ%ET B2

A7 w7 1. [Work Centers] > [Integrations] > [Workload Connections] > [+ Add Connection] DJIEIZEER L

ij—o

A7 v 7 2. [Welcome] 7 1> RUT, [Let'sdoitl %7 VU v 7 L&,
2T w7 3. [Workload Platform] T [VCenter] 3% L £,

° Workload Platform

© Wetcome

Select Workload Platform

Choose a workload platform to configure the connection with.

Hmim o aws
cisco ACI Ll AWS
Aci

Connect with Cisco ACI to share SGTs and IP-SGT
bindings with a Cisco ACI fabric and/or receive
Endpoint Group (EPG), Endpoint Security Group
(ESG), and endpoint configuration information from
a Cisco ACI fabric.

> GCP

Create a connection with your GCP account to
import your application workloads into Cisco ISE.

ATy 4 T—ra— RERONTA—HIZATILET,

@ Workload Platform

@ Welcome

Create Workload Connection

Workload Connector Services are running

Workload Connection Name*

Create a connection with your AWS account to
import your application workloads into Cisco ISE.

[ vCenter_DMZ

Non-editable after creation

Description
Sync Interval* FQDN or IP address*
(2 ] ( minutes | (10140250 ]

User* Password*

{ root ] {

Validate vCenter certificate. ®

AT w7 5. [Validate vCenter certificate] % i%®iR L /=354 1%, vCenter

o Create Workload Connection

..) Configuration

A Azure

Create a connection with your Azure account to
import your application workloads into Cisco ISE.

TIT v 7a—RENTWDZEE2MERLET,
AT v 7 6. SGTHNOU—/ n— RE458ET 2 BMEA2 8L £9,

© 2025 Cisco and/or its affiliates. All rights reserved.

..) Summary

(-]
- i VCenter

Create a connection with your VMware VCenter
account to import your application workloads into
Cisco ISE

4 | Manage Attributes

5 | Summary

AEWIEDS ISE OfEHHTE DREHEA b

21/45 R—=2



©) wetcome (©) Workioad Platform (©) create workioad Connection @ Manage attributes 5 Summary

Manage Attributes

All the attributes learned from the workload connection is listed here. For optimum use of search lists and memory, include in the Cisco ISE dictionary only those attributes that you want to use to create classification policies, inbound and outbound SGT domain rules,
and in authorization policies. At least one attribute must be added to dictionary to proceed to next step. If you have an existing connection with the same platform, any attributes already added to the Cisco ISE dictionary are automatically enabled in this list as well.
You can also edit the attribute name to be displayed in the Cisco ISE dictionary.

Include All in Dictionary

Q  search Table

Included in Dictionary ‘Workload Attribute Attribute Name in Dictionary References
vmid Vwmd -
uuid uuid -
quest. guest. s
@ VM-Name VM-Name o
host host -
@ Power Power

os 1

network network -

(> Exit Wizard m
AT o7 7. [Summaryl v ¢ > R OEREZMHEZR L TH 5, [Create] 227V v 7 LET,

@ Welcome @ Workioad Platform @ Create Workload Connection @ Manage Attributes o Summary

Summary

Review the Cisco ISE - Workload Connector conf

urations defined through this workfiow. Click Edit for the section in which you want to change any configurations.

Select Workload Platform Edit

Workload Piatform  V-CENTER

Create Workioad Piatform Edit

nection Name vCenter_OMZ Description
Sync Interval 2 Minutes Host 1014.0.2:
User root Password
Vandate vCenter certificate Enabled
Manage Attributes Edit
Included in Dictionary Workioad Attribute Attribute Name In Dictionary
vmid vmid =
uuid wuld 3

guest.guestFuliName quest guestFullName .

@ VM-Name VM-Name

U—7 u— KgEL—v

© 2025 Cisco and/or its affiliates. All rights reserved. 22/45 R—2



vCenter #2513 . L7= 5. [Work Centers] > [Workload Connectors] > [Workload Classification] > [+ Add
Classification Rule] 725, V—27 v — KL — NV EZER LT, V—7a— ROpEFEZERLET,

Identity Services Engine

J|  Bookmarks Overview Components
B%  Dashboard
Workioad Connectors v
1] Overview

Workload Connections a8
'\ Operations

Attributes Dictionary
(' Policy I Workload Classification
4. Administration Meraki >

Work Centers

al

2 Interactive Help

X 1.

Classification Rule Details

RULE SETTINGS

Rule Name* Status

IP-150.1.1.0 | @ Enabled

AUTHORIZATION CONFIGURATION
Primary SGT *

TrustSec Policy

IP7 RLRIZESL BELV—VOH

Work Centers / TrustSec

Policy Sets SXP Integrations Troubleshoot

Reports Settings

Workload Classification

Classification rules allow you to assign primary and secondary SGTs
to workloads. The primary SGT is marked as “Security Group” in
pxGrid session topic and is used to publish IP-to-SGT mappings via
SXP. Secondary SGTs are published on the pxGrid session topic as
an ordered array named “Secondary Security Groups”.

External Workload

from ACI connections

Primary SGT
from first matched rule
If multiple classification rules are matched and multiple primary
SGTs are assigned, only the first assigned SGT is considered as the
primary SGT and the remaining SGTs are taken as secondary SGTs.
The order of secondary SGTs depend on the order of classification
rule execution. When a second primary SGT is assigned, it will be
added to the end of “Secondary Security Groups” and any secondary
SGTs in the same rule will then be added. Manage Inbound SGT

Primary SGTs

Set Secondary SGTs (Optional)
Order of as: ent maintained

All Matched Rules

o SCT binding

from subsequent rules

Secondary SGTs

External Workload

from non-ACI connections
B Set Primary SGT

Set Secondary SGTs (Optional)
signment maintained

domain Rules to define the SGT domains for these IP mappings. Stored in ISE

For a workload from an ACI connection, the primary SGT is always the one derived from its EPG/ESG.

Q  search table

-+ Add Classification Rule <

(O Dpisabled

Secondary SGTs (Optional)

SGT106 @ | | setio7x ®v
RULE CONFIGURATION ®
‘ Source 1 l Equals ‘ ‘ veenter1 ®d ‘ @
Value*
i | 1P Address || 1P Equats | | 150.1.1.0124 | B
- Add AND/OR Statement t- Add Condition

© 2025 Cisco and/or its affiliates. All rights reserved.
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K2 ARV—FT4VT VRATEZALT (os-type) (ZEILHFENL—VDH]
Classification Rule Details

RULE SETTINGS

Rule Name* Status

( Windows-0S ] @ Enabled O Disabled

AUTHORIZATION CONFIGURATION
Primary SGT * Secondary SGTs (Optional)

ISGTMG @v ] [ SGT126 X ®v ]

RULE CONFIGURATION ®

[Source ] [Equals ] [ veenter1 [OR\2 ] o]
Label
AND
s [Vcenter - os-type ] [ Equals ] [ Microsoft Windows 10 (64-bit) ] &
Enter text to search
+ Add AND/OR Statement + Add Condition

Lo

774~ SGT X pxGrid Z >~ 2> ¥ v 7 T Security Group & L C~—7 ffiF &4, SXP #/- LT IP
Mo SGT ~D~ vy B T Z AT LI ENET, BEH XU SGT 1L, Secondary Security Groups
LW LETDIERFATEESIE LT pxGrid E vy a v hE v ZICEENTVET,

FIE1, DEL—NLVORRERRTDHITIE

A7 v 1. BEREAET [Preview Rule] 7 4 v R 2 L £9,

© 2025 Cisco and/or its affiliates. All rights reserved. 24/45 R—2



Add Classification Rule / Preview Rule

Preview Rule

SGT Bindings (7144/25310)

Q  windows-0s

IP Address “

10.1.0.161

150.1.10.1

150.1.10.10

150.1.10.100

150.1.10.101

150.1.10.102

150.1.10.103

150.1.10.104

150.110.105

150.110.106

150.1.10.107

150.1.10.108

7144 Record(s)

Primary SGT

SGT116

SGT116

SGT116

SGT116

SGT116

SGT116

SGT116

SGT116

SGT116

SGT116

SGT116

SGT116

Secondary SGTs (in order)

SGT126

SGT126

SGT126

SGT126

SGT126

SGT126

SGT126

SGT126

SGT126

SGT126

SGT126

SGT126

Matching Rules (@ Source

Windows-0S

Windows-0S

Windows-0S

Windows-0S

Windows-0S

Windows-0S

Windows-0S

Windows-0S

Windows-0S

Windows-0S

Windows-0S

Windows-0S

Processed 25310 out of 25310 records

AT v 72 [Savel 7V v 7 LT, HlEL—LEZEELET,

© 2025 Cisco and/or its affiliates. All rights reserved.

Vcenter

Vcenter

Vcenter

Vcenter

Vcenter

Vcenter

Vcenter

Vcenter

Vcenter

Vcenter

Vcenter

Vcenter

Show Records: 25 v/

Learned From
172.23.203.1
172.23.2031
172.23.2031
172.23.203.1
172.23.203.1
172.23.203.1
172.23.203.1
172.23.2031
172.23.2031
172.23.2031
172.23.203.1

172.23.2031

1-25 0 >

®

Learned By

Session

Session

Session

Session

Session

Session

Session

Session

Session

Session

Session

Session

n}

®
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e |dentity Services Engine Work Centers / TrustSec

Ji  Bookmarks Overview Components TrustSec Policy Policy Sets SXP Integrations Troubleshoot Reports Settings
—_—
considered as the primary SGT and the remaining SGTs s
Dashtipard Workload Connaétors - are taken as secondary SGTs. The order of secondary Ml (e A H
SGTs depend on the order of classification rule execution. H
| Context Visibility Overview When a second primary SGT is assigned, it will be added SGT binding
to the end of “Secondary Security Groups” and any 1 storeainise |
\ Operations Workiosd Connections &) secondary SGTs in the same rule will then be added.
Attributes Dictionary Manage Inbound SGT domain Rules to define the SGT
domains for these IP mappings.
{/ Policy l Workload Classification
2 Administration Meraki > @ For a workload from an ACI connection, the primary SGT is always the one derived from its EPG/ESG.

Al Work Centers

Q  search table

2 Interactive Help

-+ Add Classification Rule < Asof:Jan 9, 2025 4:14 PM

# Rule Name Status Primary SGT Secondary SGTs SGT Bindings Actions
0 1P-150.1.4.0 (] SGT106 SGT107 103
1 IP-150.1.3.0 (] SGT106 SGT107 103
2 1P-150.1.2.0 o SGT106 SGT107 103
3 IP-150.1.1.0 (] SGT106 SGT107 103
4 Windows-0S © SGT116 SGT126 7144
5 Default-classifi... [} Unknown 0

6 Record(s) 1-6

vCenter V—7 o — RN SGT IZw v B 7 si=#%, ACl Y —7  SD-Access h—%—/— F, SD-WAN
T v/ — R, Cisco Firepower 7 3 272 PO I EIEREHRA VR T, ZhHDU—7 1 — RIZHRY
v—hEHTEET,

ISE & Cisco Catalyst Center O#t&

DY Y a— a7 AT, [Catalyst Center and Cisco ISE Integration] TiiHH STV 5 X 9 iz,
ISE 73 Cisco Catalyst Center & #iA S £,

Catalyst Center (X, AU O —FBAR A M LTHEINE T, TrustSec &~ U v — D% EIL, Catalyst
Center " HATWET, ISENOEX =2 U T 4 ZN—7 T/ EAEK, BIORY —F5AH0 HHTT,

el Catalyst Center SH@O | O amn v
Overview | Configurations
AT Policy Settings

Analytics Settings
Administration Mode View migration log  Last migration: Jan 9, 2025 4:29 PM

Manage Group-Based Access Control in
© Catalyst Center, policy Ul in Cisco Identity Services Engine will be read-only
For emergent c:

st Center not responding, you can override the read-only mode vices Engine Security Group settings so

that you can ma ctly in Cisco Identity Services Engine. Be cautious that ides out of sync. A full re-sync might be

necessary after recovery. Re-sync policy data

O Cisco Identity Services Engine, Group-Based Access Control Ul in Catalyst Center will be inactive

© 2025 Cisco and/or its affiliates. All rights reserved. 26/45 R—


https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/catalyst-center/2-3-7/admin_guide/b_cisco_catalyst_center_admin_guide_237/b_cisco_dna_center_admin_guide_2_3_7_chapter_010.html#id_54524

Cisco SD-WAN Manager & O ISE #i&

Cisco ISE & ® SGT #A& D 7= ® Cisco Catalyst SD-WAN 7 A T T 4 T 4 X—ADT 7 AT 74 —/LK
v —4EaElE, Cisco SD-WAN VU U —2% 20.10.1 3 L O Cisco I0S XE Catalyst SD-WAN U U —2% 17.10.1a
DT R— SN TWVET,

Cisco SD-WAN Manager & ® ISE #4113, [Administration] > [Integration Management] > [Identity
Services Engine] ®DJIEIZE4R L T, Cisco SD-WAN Manager Ul 75 B84 L £9°, FIEIZOWTIL,
lConfigure PxGrid in Cisco ISE for Connectivity to Cisco SD-WAN Controller] &L T 7Z &0,

View/Edit ISE Server

ISE Server IP Address

Username*

L/ admin ‘

Password*

512

ISE Server CA
ISE-CA.cer
PXGrid Server CA
ISE-pxgrid.cer
Feature Subscription*
Select the feature you would like to retrieve the metadata information from ISE

ups

Security Group Tag (SGT)
y F 9

Concel m

SD-WAN = s 17— T ISE pxGrid O#A 2R L £,

sdwan-controller# show idmgr pxgrid-status
idmgr pxgrid-status default

State Connection and subscriptions successful
Current event EVT-None
Previous event SXP websocket create eveent

Session base URL
Session pubsub base URL
Session topic
UserGroups topic

Session Websocket status ws—disconnected

SXP base URL https://ISE-MNT1.cdp.com:8910/pxgrid/ise/sxp
SXP pubsub base URL wss://ISE-PSN1.cdp.com:8910/pxgrid/ise/pubsub
SXP topic /topic/com.cisco.ise.sxp.binding

SXP Websocket status ws—connected

Last notification sent Connection successful

Timestamp of recent session

MANHMZ/2 -7 5, SD-WAN EHIE 1% Cisco Catalyst SD-WAN 74 T > T 4 T A _X—ADT 7 AT
A —NARY —ERETEET, SGT I, RY I —FKED=HIZ SD-WAN Manager (IH vManage) (Zi%

© 2025 Cisco and/or its affiliates. All rights reserved. 27/45 R—2



https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-17/security-book-xe/m-firewall-17.html#Configure_pxGrid_in_ISE_for_Connectivity_to_Cisco_vSmart

EEnET, IP-SGT v v > 7 A SD-WAN = F2—F (JH vSmart) IZEESNnET, H/EINT= SGT
RAXA AR K= U HSNT, ISE1X, ACI 2% E L2 IP-SGT A T 47 % SGT KA A
£ b —E A HE D SD-WAN VPN IZ3X(E L E T,

FMC & @ ISE #4&

pxGrid 2.0 ZfiH L7- ISE & ® FMC #&1%., VUV —2 6.7 UIETHR— SN TWET, HAIEL. FMC U
MHBMEINET,

FMC & @ ISE #tE & ET HI1TiT -

A7 w7 1. [Integration] > [Identity Sources] > [Identity Services Engine] T, FMC & @ ISE & Z % E L
e

Flréwall M,?hagemeht C‘en'fer Overview Analysis Policies Devices Objects Integration
Cloud Services Realms Identity Sources High Availability eStreamer Host Input Client Smart Software Manager On-Prem
Service Type:
None @ |dentity Services Engine
Primary Host Name/IP Address* Secondary Host Name/IP Address
172.23.203.85 172.23.203.86
px@Grid Client Certificate* MNT Server CA* pxGrid Server CA*
pxGrid_FMC + ISE_rootCA + ISE_rootCA T

ISE Network Filter

Subscribe To
Session Directory Topic
SXP Topic

‘ Test ‘
AT v 72 [Test] 27 U w27 LT, ISE ~® pxGrid ##5 3ilh4 25 Z & 2R L £,

Status X

o ISE connection status:

Primary host: Success
Secondary host: Success

~ Additional Logs

Primary host:

[INFO]: PXGrid v2 is enabled

[INFOJ: pxgrid 2.0: account activate succeeded
[INFO]: Successful connection to ISE-
MNT2.cdp.com:8910

ISE % FMC & #iAd 2720 0FEMZ2FIEIZ>WTid,  Configure and Troubleshoot ISE 3.2 with FMC 7.2.4
Integration] ZHHL T Z 30,

© 2025 Cisco and/or its affiliates. All rights reserved. 28/45 R—2


https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-32/220856-configure-and-troubleshoot-ise-3-2-with.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-32/220856-configure-and-troubleshoot-ise-3-2-with.html

ISEix, ACl 777U v JNDBEIREINTZEPG & ESGIZYV TR T4 7L, ZNDBIE NI 74 v 7#AD-
WIZ FMC 12X E S NE T,

RY —HEARA b

ACI YV —TRY > —i#EH

ISE IE dot1x F721% MAC #8FE N1 %A (MAB) 2/ LT, v 23y NY—Z 2k T H2—Y—F 7=
WETNRAADNIP-SGT XA VT 47 %FELET, Z0OaTHFAMNI, ACIl V—7TORY —#EHz2H
INZTATEDIZ, T IRT L RSGT RAAL U A—LE N LTACI F—F o 2 —IEEENnNET,

AU —HiltEom AT AL, ACIVRF R Y > —DRE T [Ingress] (77 #/v ) F72i1% [Egress] DV 3 s
_E&E’C% 7,

VRF - VRF1 o
Summary Policy Route Control Operational Stats Health Faults History
@ i o5
Properties
N VRF1
Alias:
Description:
Annotations: o C
Glob: ias:
Routing Domain ID: O
Segment: 2785280
™
Palicy Control Enforcement Preference M )
'd
Palicy Control Enforcement Direction: ‘.\ Egress
BD Enforcement Status: []
™\

BGP Timers:

BGP Context Per Address Family: -+
~ BGP Address Family Type BGP Address Family Context
ve |

L

BGP Route Target Profiles:

Address Family Route Targets

ZOFNEFITIZ, ¥R SGT =2 — ¥ —2 TCP 7R— |k 22, 80, 443 ® AClI F— & & % —Di5#%12H % Web
PN ZT VA TEDLLICTDHa T beEALET, Web H—S—ZWEBEPGIZEBL 7,

FIE1, = +77 FEEHT S

A7 w7 1. [Outbound Rule Details] ® [Contract Configuration] &7 > = > ¢, [Employees] SGT ®
[Consumed Contract] Ku v 7 & v ) 2 T, [ALLOW_WEB_SSH] = T 7 F&BIR L £1,

Z DA [ALLOW_WEB_SSH] @ [Consumed Contract] 73 [Employees] SGT (2 H S £ 9,
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Outbound Rule Details

[ SGT Name ] [ Equals i Contractors X Developers X ®V
) Employees X Production_Servers X ﬁ
Production_Users X BYOD x
[SGT Name ] [Equals ] [ DC2_SCALE1_VRF1_DC2_ACI.V.. x ® ¢ ] (1]
. [ SGT Name ] [ Equals ] SGT5001 X  SGT5002 x ®J =
o w
h SGT5005 X
-+ Add AND/OR Statement + Add Condition
-+ Add AND/OR Statement -+ Add Condition
Contract Configuration
SGT Name Connection/ Tenant/ L3out Consumed Contract (@ Provided Contract ~ (D
Contractors DC1_ACI/ prod/ L3-OUT-VRF1 [ prod CONTRACT - Allow_All_Prod x ® & ] [ ¥ ]
Developers DC1_ACI/ prod/ L3-OUT-VRF1 [ prod CONTRACT - Allow_All_Prod x ® ¥ ] { ¥ ]
d CONTRACT - v
Employees DC1_ACI/ prod/ L3-OUT-VRF1 B A4® [ 3§ ]
ALLOW_WEB_SSH

ATy 72 HESNDLAL T 7 FHRMIET D EEPG IZEH Sd Z &% ACI THERR L £,

¥ ZOBITIE, T—HF B H—TNA ANRF ¥ VRAT R, AT 7B AT HHLEN N8, [Consumed
Contract] X ED AN SGT IZHEH EINET, 2FE L, T—F B H—T A ARF Y U RXATNNA R IT 7 BAT
HUMENDDHGEIL. BEENTZa L T 7 MeRTETIHMLENRDD 9,

‘dih APIC o @ QO OO

[ 7 ot wasceneay 1 rchataton. s ocommended 10 oty moaty i e s et restt

9 External EPG - Employees:ISE_Employees 0

© Heaithy 0 i %=

Name « Tenant Tenant Alias Contract Type Provided / QoS Class State Label Subject Label
Consumed

flEsd L £
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APIC o @ @ CO @O

~ Tenant Tenant Alias Contract Type Provided / QoS Class State Label Subject Label

SD-Access Hh—&— /) — KTORY —@H

SD-Access ¥ ¥ > /YA 5 SD-Access R —H— /) — R ED ACI T—H o X —~DT 7 MU R 7 ()b
2V 70, SXP Y —E A THEMIZ2 > TWBISEARY & —HP—E &2/ —F (PSN) & SD-Access h—
H— ) — KD SXP BB T3, ACI B kE &7 IP-SGT XA T 4 Z0E, ISE 12X » THFHE I,
SD-Access h—%—/ — RiIfaffEaInEd, Zoar 77X A MIKV, SD-Access R—4—/— KiE, &+
YRAMMD ACI T =R BN VT T 4w P ET 4 NE Y T TEET,

= ISE 1% SXP Z# 41 L T SD-Access R —& — / — K5 IP-SGT N1 U F 4 7 %585 B BER RN
W, SD-Access R—H— /) — RIZSXP DV A —L LTCREINET, KDV, ISE L. Dotlx ML T v
L RAP-SGT /A 5 1 7 & RADIUS Z4 L T SD-Access = v/ — K2x6H 0D MAB 3RGE2 538 L4,

1]

EJE 1, ISE PSN & SD-Access ih—&— / — R D SXP #&f5¢ Z 1Rk 9 7

AT w7 1. ISE T, [ISE SXP] > [SXP Devices] > [Add] T, SD-Access h—4%—/ — K% SXP T /34 R &
LTRELET,
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sl
cisco

Work Centers / TrustSec

Identity Services Engine

P’ Bookmarks Overview Components TrustSec Policy Policy Sets SXP Integrations Troubleshoot Reports Settings
85 Dashboard SXP Devices
SXP Devices > SXP Connection
! Context Visibility Sar:Comainy » Upload from a CSV file
Inbound & Outbound SGT
\ Operations Domain Rules
st Bindings ~ Add Single Device
Polic;
{ Y Input fields marked with an asterisk (*) are required
4. Administration —_—
S5-FB1-VN1
Al Work Centers
IP Address*
Interactive Help 51.51.51.1
Peer Role*
LISTENER v
Connected PSNs*
ISE-PSN1 = <
SGT Domains*
default = 5
Status*
Enabled v
Password Type*
CusTOM v
Fv R4 — ) — FIz SXP & &M L £
27 w7 2. SD-Access A—4¥—/— RIZ SXP &RELEMN L ET,

X 3. SD-Access R—&—/— RIZEHA IS5 SXP FEDH

!Create a new loopback interface in VRF to be used as the source of the SXP connection

to ISE-PSN1 and ISE-PSNZ2, which are enabled with SXP service

interface Loopback 51
vrf forwarding VN1
ip address 51.51.51.1 255.255.255.255

!Define SXP connection to ISE-PSNI1 per VRF

cts sxp
cts sxp
cts sxp

enable
default password 7 060506324F41
connection peer 111.30.0.85 source 51.51.51.1 password default mode local

listener hold-time 0 O vrf VN1

!Define SXP connection to ISE-PSN2 per VRF

cts sxp connection peer 111.30.0.86 source 51.51.51.1 password default mode local
listener hold-time 0 0 vrf VN1

!Enable cts enforcement on SVIs towards fusion router
cts role-based enforcement

cts role-based enforcement vlan-1list 2003,2005

AT w7 3. Catalyst Center RV > — %% E LT, /EEE)D AClI TFF L7= SGT Toh 5 WEB_prod_EPG
~DRNTT 4w BEETHEOICLET,

© 2025 Cisco and/or its affiliates. All rights reserved. 32/45 R—2




= dule Catalyst Center Policy / Group-Based Access Control

Overview Policies Security Groups Access Contracts

° Migration is complete. Catalyst Center will be the policy administration point, and screens of Security Groups, Access Contracts and Policies in Cisco Identity Services Engine will be
Group-Based Access Control Configurations

Policies (‘\) [ J Enter full screen

¥ Filter Deploy v 3 Refresh

m Permit m Deny Custom Default

o

Employees > Deny IP > WEB_prod_EPG
WEB_prod_EPG > Default Policy > Employees

Destination

3
&

Source

Coe— .

2T w7 4. SD-Access R—HF— /) —RTDO NI 7 4 v 7 @AEMHERLET,

X 4. SD-Access R—F—/)—FTD LT 74 v 7 BHABEDH

S5-FBl#show cts role-based permissions

IPv4 Role-based permissions default:
Permit IP-00

IPv4 Role-based permissions from group 4:Employees to group 3103:WEB prod EPG:
Deny IP-00

RBACL Monitor All for Dynamic Policies : FALSE

RBACL Monitor All for Configured Policies : FALSE

S5-FBl#show cts role-based counters
Role-based IPv4 counters

From To SW-Denied HW-Denied SW-Permitt HW-Permitt SW-Monitor HW-Monitor
B B 0 0 987 353681 0 0

4 3103 0 5 0 0 0 0

S5-FB1#

S5-FBl#show cts role-based sgt-map vrf VN1 all | i 111.1.1.101
111.1.1.101 3103 SXP

SD-WAN = TORY > —wEH

SD-WAN =Y TCD I 7 4 v 7HRAEZBINCTDHITIE, A 1 NT 2 KRSGT RAA L b—VEFREL T, FED
SD-WAN VPN 5l TF% A M&2%ELET, SGT RAA 41L SD-WAN VPN 5 & —8 L4, 7-& %
1L, 5855 SGT RAA Y 1] A "7 Rb—ik, SD-WANVPN 1) I2SGT =2 FF X FaEELET,

FIE1, 12X FSGT RAA L IIL—LEZRET DT :
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Add Inbound Rule

Rule Settings

Inbound Rule Name* Status
[ DC1_ACI_to_1 ] @® Enabled () Disabled

Destination Configuration
Destinations *

(o o)

Rule Configuration @

=

{Snurce } {Equals ] [ DC1_ACI @4 J w
AND Vv
LEPG ] [Equals ] [ DB ® 4 ] U
- Add AND/OR Statement -+ Add Condition

o

2797 1. SD-WAN =y D VPN 1 TS T 4 VI RZEIND LB LET,

S3-CEl#show cts role-based sgt-map vrf 1 summary
-IPv4-

IP-SGT Active Bindings Summary

Total number of OMP bindings = 500
Total number of active bindings = 500
-IPv6—

IP-SGT Active Bindings Summary

Total number of OMP bindings = 500
Total number of active bindings = 500

S3-CEl#show cts role-based sgt-map vrf 1 all | inc 111.11.0.31
111.11.0.31 3101 OMP

A7 v 7 2. SD-WAN =2 b —F TR LTI, T 4 2R L ET,

sdwan-controller# show idmgr omp ip-sgt-bindings | inc 111.11.0.31
111.11.0.31/32 1 3101 omp-updated

SD-WAN = » U TORY > —HH

FNE1, SD-WAN tFx = U7 4R v —2ElT 51213 :

27 w7 1. [Configuration] > [Security] > [Add Unified Security Policy] DJIEIZEIR L £ 9,
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el Catalyst SD-WAN

Q
Monitor
7l Custom Options
A
e
Q Search -
]
Analytics
Add Security Policy Add Unified Security Policy
o3s . L
Workflows Total Rows: o &

A7 w7 2. [Add NG Firewall Policy] #2 U >~ 7 L, [Create New] Z#{R L 7,

Security > Add Unified Security Policy

@ NG Firewall @ DNS Security

@ Policy Summary

Create 5-tuple and Application behavior and add the VPN zones

[ Add NG Firewall Policy - ]

Create New
Copy from Existing

Import Existing

2773 HMEEN-EXF2 T 4 RY 2 —I1>\T [Name] & [Description] iZ A7) L. [Add Rule] %

7V w7 LET,

Add Unified Security Policy

Name® [ Unified-Security-Policy

J Description* { Unified-Security-Policy

[ Q Search

Add Rule/Rule Set Rule

Add Rule

Add Rule with Rule Sets

Craer TaTe Rule Sets

Action Log Advanced Inspection Profile Source Destination Protocol

Total Rows: 0 ﬁ!\,}

Application List

2AF Tl T7AT 74— —LZHONT [Name] IZA S LET,

No data available

[+ Destination] 27 U v 7 L £,
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Edit Firewall Rule X

Order Name [ Inspect S3 Traffic to DC1-DB ] Type
Action Log (0 Advanced Inspection [Select an Advanced Inspection Profile ]

Profile

Source [ Destination

-+ Source -+ Destination -+ Protocol —+ Application List

A7 o7 5. [Type] T [ldentity] # IR L £ 9, [Identity List] T [New Identity List] %2 U v 7 L £,

Edit Firewall Rule X

Order Name [ Inspect S3 Traffic to DC1-DB ] Type
Action Log () Advanced Inspection

Profile
Source / Destination
+ Source Object Group
[ Select an object group
Any
Type Identity List

Identity v Select an identity list ] ®
I Search

Cancel m
New Identity List

A7 v 7 6. [ldentity List Name] & [Description] {2 AJj L. [Security Group Tag] #i%&{R L C [Save] %
70y LET,
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Identity List

Identity List Name

[ DC1-DB
Description
[ DC1-DB ]

Select Security Group Tag (SGT)

-

DB_prod_EPG - 3101 x

.

[DB

DB_prod_EPG - 3101

AT 1. FHLWTATT 474 VA RNEERT 5 &, [Destination] =7 o = > @ [Identity List] TR
TEXAHEHCRVET, AT 76 THERLTETAT T 474U A REEIRL, [Save] &7

Vw7 LET,
Destination

Object Group

Type Identity List

Identity v [ DC1-DB x

AT 97 8. U4 RUDTFHECH D [Save Unified Security Policy] 27 V v 7 L%,

Edit Unified Security Policy

Name* [ Unified-Security-Palicy

] Description*

[ Unified-Security-Policy

[ Q Search

lit
_J

Add Rule/Rule Set Rule

Default Action

©  order Name Rule Sets

Action

Log

Advanced Inspection Profile

Source

Destination

Protocol

Total Rows: 0 e

Application List

[SH | Inspect S3 Traffic to N/A

a Inspect

N/A

Any

DC1-DB

Any

Any

AT 79 HEtX=2 )T 4R —RERSINZS, [Add Zone Pair]l 227 U v 7 LET,

© 2025 Cisco and/or its affiliates. All rights reserved.
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Security > Add Unified Security Policy

@ NG Firewall @ DNS Security @ Policy Summary
Q Search =
Add NG Firewall Policy (Add a NG Firewall configuration)
Total Rows: 1 - {é}
Name Type Description Reference Count Zone Pairs Updated By Last Updated
Unified-Security-Policy zoneBasedFW

Unified-Security-Policy 0 Add Zone Pair admin

27 w7 10.
LEJ, ZofITiE, VPN1 BDERINTWET, [Save] 27 U v 7 LET,

Apply Zone-Pair(s) :
Target Zone-Pair

Source Zone VPNT x = Destination Zone VPNT x ®

AT o7 11.

07 Mar 2025 12:27:24 PM P +2»

[Apply Zone-Pairs] T. [Source Zone] & [Destination Zone] (ZBFE# 35—t X VPN % &R

74 RUDTEIZSH S [Next] 227 U v 7 L THiATLET, [DNS Security] €27 vz > (Fr

SNTVWEHEA) T, U4 FUDTEHIZHD [Next] 27 Vv 7 LTRHATLET,

Security > Add Unified Security Policy

@ NG Firewall

@ DNS Security ——— @ Policy Summary

Q Search

Add NG Firewall Policy ~  (Add a NG Firewall configuration)

Name Type Description Reference Count Zone Pairs Updated By

Total Rows: 1

Last Updated

Unified-Security-Policy zoneBasedFW Unified-Security-Policy 0

17 admin

07 Mar 2025 12:27:24 PM P =«

AT w712
5. [Save Policy] #27 UV v 7 L¥4,
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[Policy Summary] ¢, [Security Policy Name] & [Security Policy Description] {2 AJ7 L T2»

38/45 R—2



Security > Add Security Policy

@ NG Firewall @ DNS Security @ Policy Summary

Provide a name and description for your security master policy and configure additional security settings. Click Save Policy to save the security master policy configuration.

Security Policy Name [ Test-Security-Policy ]
Security Policy [ Test-Security-Policy ]
Description

A7 v 7 13. [Configuration] > [Templates] T, 7 /31 A IR SN TWDLEBEFOT A AT T L— &
IR L £, [Additional Templates] =7 > a > T, [Security Policy] #7 U >~ 2 L. LAHIIZ
YERL L 7= [Test-Security-Policy] & V> 9 [Security Policy] %41 L £,

el Catalyst SD-WAN

Q
Moniter

QU [ Additional Templates

Configuration

AppQoE Choose... -

Analytics

Global Template * Factory_Default_Global_CISC...

"4

Cisco Banner Choose... -

Workflows

Cisco SNMP Choose... -
¥

Tools

ThousandEyes Agent Choose... -

[ )

[ )

[ )

[ )

. [ )
Reports TrustSec [ Choose... -J
[ )

[ )

[ )

[ ]

[ )

o CLI Add-On Template configure-register -

Maintenance

Policy Choose... -

(-]
Administration Probes

Choose... -

2 Tenant Choose... -

Explore

Security Policy Test-Security-Policy -

Firewall Threat Defense (FTD) RV —&EH

FMC N ISE &Hia &b . SGT BLURE T 5 IP-SGT A FERETE A2 L2120 FES, 778X
AV v ——ZiL, [Dynamic Attributes] % 7 CiE{EIEME L st Bt & L CRIRT X 2 FTHEZ SGT 8
FREINET,
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Editing Rule - Inside-to-Outside o
Name
| Inside-to-Outside Enabled Move
Action Time Range
| © Allow v B | None +

Zones Networks VLAN Tags A Users Applications Ports URLs Dynamic Attributes Inspection Logging Comments
Available Attributes Selected Source Attributes (3) Selected Destination Attributes (1)

Q Search by name or value \ Security Group Tags Security Group Tags
| Security Group Tag v \ Contractors w DB_prod_EPG ]

T Developers w

APP_prod_EPG Employees i

Auditors

BYOD

Contractors

DC1_SCALE1_VRF1_prod_EPG p—

Add a Location IP Address ‘ Add ‘

Developers

Neualonmeant Seniers

K< Viewing 1-100 of 10522 >l

| Cancel m

Tr7AT UA—ILRY —lE, Fx o XAD SGT GEAEH. XA, BIOWER) 76, ACI L5 E L
72 SGT T % DB_prod_EPG ~®D + 7 7 ¢ v 7 Z [ L £7,

Firewall Management Center

B N Overview  Analysis  Policies  Devices  Objects Integraton Deploy Q. @ %t @ adminv b cpcip;
& Test-FTD1 —P0|icy Try New Ul Layout (_IB| Analyze Hit Counts
Enter Description
Inheritance Settings | Policy Assignments (1)
Rules Security Intelligence HTTP Responses Logging Advanced Prefilter Policy: Custom-Prefilter SSL Policy: None Identity Policy: None
Filter by Device ‘ ¥ Search Rules X | ] Show Rule Conflicts @ + Add Category
Sou... Dest Sou... Dest VLAN Sou... Dest Suurce. Dos‘i"".‘iun
u  Name Zon.  Zom.. = Net.  Net. ~Tags  USe®  APP- ponl pong  URLs  Dynamic  Dynamic  Acon B OB OADEW &
~ Mandatory - Test-FTD1-Policy (1-1)
Contractors
1 Inside-to-Out  INSIDE ~ QUTSID Developers DB_prod_EPG @ Allow B osyw
Employees
v Default - Test-FTD1-Policy (-)
There are no rules in this section. Add Rule or Add Category
SGT IZESL T 7 AL— AR —DiEHIL, packet-tracer =< &AL T, F72i% [Analysis] >
[Connection Events] > [Table View of Connection Events] 7 .+ & K7 TR T £7°,
X 5. packet-tracer =~ F#&{EH L7zRIEDH]
> packet-tracer input FB1-VN1-INSIDEl tcp 25.1.10.5 1024 111.11.0.31 443
-——Truncated---
Phase: 13
Type: SNORT
Subtype: firewall
Result: ALLOW
Elapsed time: 202428 ns
Config:
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Network 0, Inspection 0, Detection 0, Rule ID 268435456

Additional Information:

Starting rule matching, zone 1 -> 2, geo 0 -> 0, vlan 0, src sgt: 4, src sgt type:
sxp, dst sgt: 3101, dst sgt type: sxp, user 9999997, no url or host, no xff
Matched rule ids 268435456 - Allow

X 6. [Connection Events] 57— 7 V&R L7zRAEDH]

Firewall Management Center

QOverview Analysis Policies Devices Objects Integration
Event
——
Bookmark This Page | Reporting | Dash
Connection Events tuieh sotion
No Search Constraints (Edit Search)
Connections with Application Details Table View of Connection Events
Jump to...
Ingress Egress . N .
Action X InitiatorIP X ResponderIP X  Security X Security X ?uurcc Port/ICMP fDICCs!\(A‘gaém: Port DNS ::nlru?\un « };:Igcss Control ,, :c::nss Control ,, g;#mc « Is)(é_srtmalmn w
Zone Zone ype ode Query vents olicy ule
v Allow 25.1.10.5 111.11.0.31 INSIDE OUTSIDE 8 (Echo Request) / icmp 0 (No Code) / icmp Test-FTD1-Policy Inside-to-Outside Employees DB_prod_EPG
v Allow 25.1.10.5 111.11.0.31 INSIDE OUTSIDE 8 (Echo Request) / icmp 0 (No Code) [ icmp Test-FTD1-Policy Inside-to-Outside Employees DB_prod_EPG
v Allow 25.1.10.5 111.11.0.31 INSIDE OUTSIDE 1024 / tcp 443 (https) / tcp Test-FTD1-Policy Inside-to-Outside Employees DB_prod_EPG
A Allow 25.1.10.5 111.11.0.31 INSIDE OUTSIDE 1024 [ tcp 443 (https) [ tcp Test-FTD1-Policy Inside-to-Outside Employees DB_prod_EPG
v Allow 25.1.10.5 111.11.0.31 INSIDE OUTSIDE 1024 / tep 443 (https) / tcp Test-FTD1-Policy  Inside-to-Outside Employees DB_prod_EPG
v Allow 25.1.10.5 111.11.0.31 INSIDE QUTSIDE 1024 / tcp 443 (https) / tcp Test-FTD1-Policy Inside-to-Outside Employees DB_prod_EPG
v Allow 25.1.10.5 111.11.0.31 INSIDE OUTSIDE 8 (Echo Request) [ icmp 0 (No Code) / icmp Test-FTD1-Policy Inside-to-Outside Employees DB_prod_EPG
v Allow 25.1.10.5 111.11.0.31 INSIDE OUTSIDE 8 (Echo Request) / icmp 0 (No Code) / icmp Test-FTD1-Policy Inside-to-Outside Employees DB_prod_EPG
A Allow 25.1.10.5 111.11.0.31 INSIDE QOUTSIDE 1024 / tcp 443 (https) / tcp Test-FTD1-Policy Inside-to-Outside Employees DB_prod_EPG
v Allow 25.1.105 111.11.0.31 INSIDE OUTSIDE 1024 / tcp 443 (https) [ tcp Test-FTD1-Policy Inside-to-Outside Employees DB_prod_EPG
Page 1 of 1 Displaying rows 1-10 of 10 rows

U—J/u—RKUAR—Fh

J—Z7ma— RKLAR— kI, CiscoACl = bu—F L4 7L I 2 vCenter 2 b —INBZELZT—7
n— FIZETAEREREE L, IP-SGT S v F A v IR ED LI I ENDINERLET, LR— M,

RAALNCHFETDIP &, TNONED X IITHHEIN TV DN EMHERTHOIEHE T, ity
AR—=hTHZEHLTEET,
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K 7. ACI LR— D

s Identity Services Engine

Work Centers / TrustSec

J' Bookmarks Overview

82  Dashboard Export Summary

! Context Visibility My Reports.
% Operations Reports
O Policy TrustSec Reports

4. Administration

A
Al Work Centers “
Gep
AcI

Interactive Help RBACL Drop Summary

e

Scheduled Reports

FGTITNY a—F 4T

Components

TrustSec Policy Policy Sets SXP Integrations Troubleshoot Reports Settings
Multi ACI Report Add to My Reports  Export To
From 00.0To 2025-01-22 00:18:22.
Repor
Application Profile EPG / ESG SGT Name SGT Binding Inbound SGT Domain Rules SGT Domains
VRF1_APP_PROFILE o8 08_5r0d_E96 nanze Default FiterDG1_ACL_to
VRF1_APP_PROFILE 6._srod._pG i et c1_ac
VRF1_APP_PROFILE o 08_oro0d_E9G 1017 Default Fier0G1_ACL1o
RF1_APP_PROFILE 08 08_orod_PG 10 Oefaut Fier0G1_AGH
RF1_APP_PROFILE o8 08_prod_PG 1110188 T
VRF1_APP_PROFILE o8 08_orod_EPG SRIRRTS Defaut FierOG1_AGL10
VRF1_APP_PROFILE o8 6_orod_E96 110126 et c
RE1_APP_PROFILE o8 06_prod_E7G 10223 Default Fifer0G1_ACLto

TITE, FTITNYa—T 4 T DORER 2 FINEICHOWTEBA L F9,

FIE 1,

XX UNRANLT —H B H—DEEE N T TN a—T 4 T DI

AT v 1.

Xy U NRAZ—P =L F NS ZRZELWSGT NE VB THNTWAZ L 2R LET,

S5-FEl#show authentication sessions interface gigabitEthernet 1/0/1 details

Interface:
IIF-1ID:

MAC Address:
IPv6 Address:

IPv4 Address:
User—-Name:
Device-type:
Device-name:

VREF:

Status:

Domain:

Oper host mode:
Oper control dir:
Session timeout:
Acct update timeout:
Common Session ID:
Acct Session ID:
Handle:

Current Policy:

GigabitEthernetl/0/1
0x1B62F583
0050.56a4.d8c0O
fe80::4f:5b8c:c44:58ed
2001:db8:51:1::403
2001:db8:51:1::402
35.1.1.252

employee-user
VMWare-Device

VMWARE, INC.

VN1

Authorized

DATA

multi-auth

both

N/A

172800s (local), Remaining:
0100011900026AA971A16340
0x0001967b

0x0b00057¢

PMAP DefaultWiredDotlxClosedAuth 1X MAB

85286s

© 2025 Cisco and/or its affiliates. All rights reserved.
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Local Policies:

Server Policies:
Vlan Group:

SGT Value: 4

Vlan:

1023

2792 ISEOXF¥ L NAKRARNETF—F B X — T RBRA Y MZIP-SGT A v RBRGEETAZ &%

e L £

Identity Services Engine

Work Centers / TrustSec

P! Bookmarks Overview Components TrustSec Policy Policy Sets SXP Integrations Troubleshoot Reports Settings
23 Dashboard SXP Devices
<67 Bomalns SGT Bindings o

Context Visibility
Inbound & Outbound SGT
. Domain Rules
Operations

I SGT Bindings
/' Policy
4. Administration
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This page displays all the configured SGT bindings, giving you an easy view of assigned primary SGTs, the source
of the learned data, and any workload classifications applied. You can review classification details and the
specifics of defined inbound & outbound SGT domain rules by clicking the corresponding column values.
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This page displays all the configured SGT bindings, giving you an easy view of assigned primary SGTs, the source
of the learned data, and any workload classifications applied. You can review classification details and the
specifics of defined inbound & outbound SGT domain rules by clicking the corresponding column values.
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