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KBMEREETT 4 Y AZ VANV ZHALTO2EEE, TA T A YDA ORELZREST D7 7 AT U H— L LE
FalT 4R —=2EHLET, RIRENTODOR=FEHE, Xy NIV =T OT =22 2 =K TT 4 ¥R ¥
YR ERETHDICNET 7 AN Catalyst Center (IZ2H D Z L HfER L ET,

= op

3 —RITRAEZOERIT. &/ —RFROEEILTTZ LV I —T T4 AP T RLARHFAENTNWDLZ L 2R LET,

% 3: Catalyst Center T « ¥R 5 1) /1) iR— k

V—R |EER FEER— b |HEREE & EA
R—k
(=% Catalyst Center >~ | TCP 443 Catalyst Center =~ |REST API 7 7 & A
(Any) |Z#—=7 T4 X S =TT A X VIP
IP/VIP
(=¥ Catalyst Center >~ | UDP 500 Catalyst Center =2~ |IPSec k> %L
(Any) |Z# =T T4 X 5 =75 A X VIP
IP/VIP
EEy=¥ Catalyst Center =~ | TCP 873 Catalyst Center = |rsync |Z X 5 GlusterFS 7 —# DL 7V Fr—v 3 v
(Any) | =7 T4 X 2 =77 A ZXVIP
IP/VIP

(=¥ Catalyst Center >~ | UDP 4500 Catalyst Center =2~ |IPSec k> FR/L

(Any) |Z#—7F4 X 4 —7"7 A X VIP
IP/VIP
Eo=" Catalyst Center = >~ | TCP 8300 Catalyst Center =~ | Consul RPC i#{E
(Any) |#—TF74 X 2 —7F5 A4 X VIP
IP/VIP
EE Catalyst Center > | TCP 8301 Catalyst Center =~ | Consul SERF LAN 7" — k
(Any) |#—7 74X B —77 4 X VIP
IP/VIP
(=¥ Catalyst Center >~ | UDP 8301 Catalyst Center = | Consul SERF LAN 7" — h
(Any) |#—7F4 X X —7F 4 X VIP
IP/VIP
(=% Catalyst Center - >~ | TCP 8302 Catalyst Center >~ | Consul SERF WAN 7" — |1
(Any) |#—7F74 X B —77 4 X VIP
IP/VIP

(E=% Catalyst Center = >/ UDP 8302 Catalyst Center =~ | Consul SERF WAN 7" — k !
(Any) |#—T 74X X —7"Z A X VIP
IP/VIP

12



Y—R |EERT sEER— b~ [T A
R—+b
EEy=¥ Catalyst Center =~ | TCP 8443 Catalyst Center = > |HA 7’113 API 7 7 & 2 2
(Any) |#—TF7A4 X 42— A X VIP

IP/VIP
& Catalyst Center >~ | UDP 500 EEAH 1P IPSec > /v
(Any) |#—TF74 X

IP/VIP
fEE | Catalyst Center =2 | TCP 2222 AR 1P By 27 BB FTHENE O 72 80 0 TCP ping
(Any) |#—T T4 X

IP/VIP
Eoy=¢ Catalyst Center = >~ | UDP 4500 B4R TP IPSec k> /b
(Any) |#—TF74A4 X

IP/VIP
(=N Catalyst Center = >~ | TCP 8300 BEAE 1P Consul RPC i#f3
(Any) |#—T T4 X

IP/VIP
(BN Catalyst Center = | TCP 8301 B TP Consul SERF LAN 7" — b
(Any) |#—T T4 X

IP/VIP
fEE  |Catalyst Center =2 | UDP 8301 |z 1P Consul SERF LAN 7K— |
(Any) |#—7 T4 X

IP/VIP
& Catalyst Center >~ | TCP 8302 B TP Consul SERF WAN 7R — !
(Any) |#—7 T4 X

IP/VIP
TE Catalyst Center >~ | UDP 8302 BE L 1P Consul SERF WAN 7K — k!
(Any) |#—TF74A4 X

IP/VIP
& Catalyst Center =~ | TCP 8443 EEAR TP HA 0% APL 7 7 & % 2
(Any) |Z#—7 T4 X

IP/VIP
(BN Catalyst Center — > | TCP 179 FA N—)L— & FAN—)L—HLDBGP Y g
(Any) | ¥ —7"T A X/EH

VIP

FTAYTAZ Y HBNRYVIPET KA A
X4 5HLEIITBGP NHREINTWD
BAE. CoR— M EExET,

=

GE)
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Y—R |EERT sEER— b~ [T A

R—+b

(=¥ Y UDP 53 DNS Server BEAL S AT )y DNS Hh—/3—
(Any)

i LA TP UDP 123 NTP Server EEMH S AT DG NTP H—/N—
(Any)

(=% BEAA TP TCP 443 Catalyst Center =2 |7 o A K U 7N Y X gRRFD APL ~DT 7 & A
(Any) S =774 X VIP

(EE=¥ Y UDP 500 Catalyst Center =~ |IPSec k> R/L

(Any) 5 —7"F 4 X VIP

(EEF=3 Bt IP UDP 4500 Catalyst Center =~ [IPSec I /L

(Any) % =774 X VIP

(=% B 1P TCP 8300 Catalyst Center = >~ | Consul RPC i3

(Any) 5 —7"F 4 X VIP

(=¥ RS 1P TCP 8301 Catalyst Center =3~ | Consul SERF LAN R — K

(Any) B —77 A A VIP

(E=¥ BEAR 1P UDP 8301 Catalyst Center =~ | Consul SERF LAN 7"— h

(Any) B =774 X VIP

TE BEA TP TCP 8302 Catalyst Center =~ | Consul SERF WAN X — k!

(Any) 5 —7"F 4 X VIP

(E=N B TP UDP 8302 Catalyst Center — >~ | Consul SERF WAN 7¥— !

(Any) 4 —77 A X VIP

TE Bl 1P TCP 8443 Catalyst Center =2 |HA 71 API 7 7 & % 2
(Any) 5 —7"F 4 X VIP

1
2

Z OHEAEILA % D Catalyst Center V U — A THER S D FETT,
ZOHEMEL, 5% O Catalyst Center V U — A TEBIMSLET,

DEGAF—3Y FURLEZREBEFA A VBEADA 2V EZ =Y b7V EADRE

o) T4 ICBT HEEEIE  HTTPS 7' 2 > %l U T, Catalyst Center THE L E41% URL & 58 MM I A A >
BT F 2T T/ AEHAT DI LML ET,

SR W TCIE, AT [Cisco Catalyst Center Appliance Installation Guide] @ [Required internet URLSs and fully qualified
domain names| & [Provide secure access to the internet] ZZ R L T 72X\,
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EHA A —T T ADRE

Cisco Integrated Management Controller (IMC) #f#H 7 545513, CatalystCenter 7 77 A 72 ATT 7 hA TN RE
A H—T x4 A (CiscolMC) THU Y hafR#ELET, RAT—RKRY —IZE->T, admnT7 BV FOT 7+
VXA — RE XY RMEIZEE LE9, [Cisco Catalyst Center Appliance Installation Guide] @ [Enable browser
access to Cisco IMC| , 35 & O Cisco Catalyst Center Administrator Guide @ [Configure external authentication] % 28 LT
STEEW,

EREs

A —R—EHE T 7 & AR FiO Maglev CLI 2 — W — D/ 82 U — RA{R#ET 20BN H Y £, FEMICHOW T,
['Cisco Catalyst Center Administrator Guide] @ [Configure the primary node] &M L T 7Z2& 0y,

AVB—DITAR~ADIP 57499 DL— MR

X TICBETAHHERIE . xv T —27 T /31 AN Catalyst Center ~DEFEIP bT 7 ¢ v 71T I~ | R %
BHTZ L EHERLET,

7 7 4 /v hClX, CatalystCenter DA > X —7 = A A~DIP b T 7 4 v 7123 b— MHIRIZEH S EHA, 72720,
Catalyst Center f > ¥ —7 = A A~DRFEDFEILIP L1 TT X TO RN T T4 v I DODERFEIP N7 74 v 7 DL —
MRBRZAT S Z &2 HEE L £97, ZOHlRIZ, WExR Y Y —27 OFRA 5 D DoS/DDoS T4 2 (RaBIT& LD £
D

DOFNEZ FEITT 5 72DI21E, rootshell ~DT 7 & AMERNNE T, L— T =T 7 ZAOREIZOWVW T, Cisco
TAC IZBRWEEL 71 é VW, FEMEIZOWTCIE,  [CiscoCatalyst Center Administrator Guide] @ [ Aboutrestricted shell |
EHRLTLEEN,

ATYF1 SSHYZ FA4 7 bR LT, EV 4P — RTHELZIP 7 KL AT Catalyst Center 777 A 7 AT
o074 LET,

SSHZ A7 FTANTAIP T RLARIZ, Xy hU—I T X TZHICRELZIPT RLATY, 20O
IP7 FLVRIK, T IAT LV AZHNERF Y VT —7 I8 LE7,

ATFY T2 FREINFEEAIT. SSHT 7B AHIC2—F—L4 L X2 T—REAHLET,
ATV T3 BHEDEEITHOLDERNT 7 4 v 7 ZHIRT HI21E, koa~r Fea A LET,

/opt/maglev/bin/throttle ip [options]

Options

-h show this help text

-1 IP to rate limit (default: 0.0.0.0 i.e. ALL traffic)

-c Committed Information Rate in KBps (default: 100 K Bps)

-n Interface number (Mandatory parameter)

-d delete the last config and move the NIC to default configuration

-a Insert the new IP (to be throttled) in the already build filter list
-s show the current filter

[j BEDIPT RLAZANLRWES, AV F—T 24 AREN 2y N U7 ENET, A
- YH =T 2 A ABEBMAT, 8T T4 v 7 DT RTDT T ADAIJRE L — M a—HF —
B o SO CHIR S ET,

il
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#To create a new filter list
./throttle ip -i 192.0.2.105 -n enp0s8 -c 256

#To add a new IP with different bandwidth
./throttle ip -a 192.0.2.106 -n enp0s8 -c 512

#To delete all the IP from the List
./throttle ip -d -n enp0s8

#To show the filters
./throttle ip -s -n enp0s8

AT w4 CatalystCenter 7 77 A T oAb Z T hLET,

Catalyst Center [Z & % HTTPS &t D 1= D 0CSP & & U CRL D A
CwWﬂ®mﬂTi F T4 EAEARAT—FZ A7 1 ha (OCSP) LREEARZY A b (CRL) ZfEH LT, U
— FREFAEN R L TN L 2R L E T,

AT 71 Catalyst Center | OCSP 2 F = v 7 L£7, FEBHE® Authority Information Access (AIA) 7 1 —/L RIZH%h
72 OCSP URI % 721X URL 2852 # STV X, Catalyst Center [Z 650 A T — & A ZWFET 5 72812 % D URI
F721F URL |2 OCSP ZRZ 145 LE T,

AEBAENRRZ LTV D54, Catalyst Center [5G 2K T L, =7 —%2iIRL F7,
SEBAEN L L TR WIS B ICER £,
HEHRN A A LT U NLESGE (27 Xy v Ry NU—TOHRERE) | ROFIRICHERE T,

PEE AN IE72 OCSP £ 721X CRL L AR ZIZEIE#E L7254, Catalyst Center [IHEEA & T L, =7 —
ZIRLET, CiscoWeb X2 UT 477747 A (WSA) 72 EDHREE (MITM) Web 7' 1 &% v
DA A=y FANT N T 7 4 v 7 I STV 5 EATEL. Catalyst Center > 5 ¢ OCSP 3 L (OXCRL
URL ZFFA[ T 5 LD ICRESNTND Z L 2R LET,

AT w72 Catalyst Center (X CRL #F = » 7 L £, FE#EIZ CRL Distribute Points 7 4 —/LV K23HV | D7 4 —)L
RNIZH%72 CRLURI £721Z URL O R U737 &b 1 DREH STV LI, Catalyst Center 1% D
URI 721X URL 2°H CRLEZ X 7> — KL, ¥ m— KL CRL LA L CGEHEZRIEL £,

« FAERHEN K L TV 554, Catalyst Center (3552 T L, =7 —%iRLET,
REENRZ L TWRWEE ., Bt £,

BHGNIA LT U LA (27X y v 73y N7 OBARRY) | St s, Tk
BDF =7 THY ., IZMDITITFEAENELI L TWD Z & 2R T D HIENR2 WD TY,

PSR IE72 OCSP £ 721X CRL L AR X IZHE L7564, Catalyst Center (3#Efc /& T L, =7 —

%Lbif QmﬂWAﬁganMww7u%/b4/&—*/bﬁ7b374/7’ﬁ%éhf
WA AT, Catalyst Center 225 OCSP B3 X WNCRLURL ZFF AT 5 X ICRESINTWD Z & &
BLET,
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E Catalyst Center | HTTP % A ' CRL Z %A — b LET, FEBFETOCSP ZEXKT D0, £
A IZ [CRL Distribution Points] 7 1 —/L KT, Lightweight Directory Access Protocol (LDAP) CRL
X OENZHTTPCRL 2 U 2 F LE3, OCSP %771 HTTP CRL 23 i T X 72U 54 . Catalyst
Center | LDAP/AD AR — F L TWRWzD, K&hF = v 7 2FETLEE A,

CRL BAAAARA v "B TF = v 7 SHBIEFIZOWTIL,  [Internet X.509 Public Key Infrastructure
Certificate and Certificate Revocation List (CRL) Profile] ¢ [CRL Distribution Points] &2 3 =
CEBRLTLLEE N,

— ~ () >
JLTIOVXILENRT—FNDEHE
DSREADINAT— R
Catalyst Center |&, 3 / — N D7 T A2 P R—FLET, DRMEL X2 U T DD, ROT 72 a ozt
TLET,
LU F =T TARX Ry MU= O, 7T AINR Y NU =7 DM, BIOEMERR Yy b T —7~
DRI, ENENTEHDOA o Z—T = A A% FFDO0 T AZLERT D 0ERH Y £77,

VI AFNRy N =7 FREES NI LA Y2 BT AL R THY, OFy bU—7 8T A Mt LTt £
FIN—T 47T L1THY EHEA,

« Catalyst Center D7 7 AKX A L )N—[]T—EHED/NAT— K (CiscoIMC £721X SSHH) AL £,

SSH F1=I* Maglev /XA — K[EITE

SSH /XA T — RIS D2 HLENH Y £9, SSH SAT— REHLFT LM PIIA— S—FHELFICL TS,
Catalyst Center (2% SSH /SN2 U — R [HI{ET 28I H D XA,

SSH 7Aoo bty y 7o kEEE

SSH Ml L7z 7' A L3 4TIZ 6 [ahdfe L CTRIKT 5 & maglev 7 AV R 50wy 7 SvEd, Z OHIMIE,
ELWARRT—=RTOr T A BITHRRRL, a7/ K LThor banvEd, SHM7T 77T 4 BT 1 53720
ELSSHuR A DT hoy by 7 BMERENET, CiscolMC DO Y= 7 A LT 7T 4 7 7R MREE &
NEJ, FHEF, Linx =V TRO <> REFETTHZET, vy 77w MIRBHFIZSSHE 7 A V2 A TE
£7,

sudo pam tally2 --reset

Web Ul /SR — FDEE

Web Ul & —H =N N2AT — REENTHEE, a7 R4 vz V2 AL TRV —RE 8y hT&ET, 2
MIZIESSH F/2id2 >y Y — T 7B ARHE T, Cisco Catalyst Center Administrator Guide @ [Reset a Forgotten
Password] ZZM L T 72&0),

INRAT— FDOIES1E

Catalyst Center D& ATRE/RFRGEE ¥ = —/L (PAM) TlE, 7 74 /L F TIESHA-512 Ny v =27 )03 Y A LEH LT
H—ANa—P =TI NONAT = RERFBIONy a2 LET (UNIXR—RZAD T AT L THEA AR & b TR
H1729515) . Catalyst Center D/SA T — RIEEAL A B = AL TlE, 22—V =R EAHERT 7 v aiib FHA,

AJET—AR—REHE
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AT AL, AR EINTHER (sudo7 7B R) BEOFNL—F 4 UV AT AERE 2 —F—RMERATX ET,
7 7Y r—3 3 1 73X Elasticsearch ([ZPRAF S 4L, FRREZIC Web UL BT 7B ATEET, 7 —FX—R[F7 LTV
Uy Mk o THRESNET, Z LT Uy biEA VA MU T U DTAEREN, T AN AT I A e
ETBT TV = a NI RRICEESNNET, TNUHOREDELIZONT, 22— —0NREFERT 7 v aiddbh
FHA,

BETORILORAS O—FESE

7 A% % — RN TIL, Catalyst Center ® / — RZ27 T AZNIXy NI —27 %N L THAEIZBEELET, 7 7AFAN LT
T4y ZIRBIORE BRI EA S A, ZTAXNFE Y NT—Z %5l T 2 ENEETT,

EREs

FAEANTHE BT — B 5+ A% — A TIX HTTPS 2 fH L £7,

GUI A—¥—E & U Linux 1—H—D/\RT— FEE
X2 VT ¢ 12T 2 HELEEIE | Catalyst Center GUI = —H— /X2 T — K & Linux =—%#—® (maglev) /XA 7T — K&
EMANCEE 52 L 2T L £,

AT w1 Linux =% =D/ AT— REEEFTHITiE, WOTFIAEZEITLET,

a) SSHZ 747 haFEHLT, pﬁ(ﬁ??%‘ﬂ‘ RCHE L7 IP 7 KL AT Catalyst Center 7 7 7 A 7 >
2za 7 A LET, SSHZ FA T N TANTLHIPT FLRIE, Xy NT—7 THX T X RHITHEL
721P 7 KL AT,

b) FRSNFEAIE. SSHT 7B AMIca—F—4 L R2AT— REAN LET,

9) )\77?‘%)3'\7/]\

Input
$ sudo maglev-config update

maglev X EV 4 P — RO X H Z ZHEE 2B & 97,
d) [User Account Settings] 7 « ¥'— REHENFREINDETnext>>] #27 U v 7 LET,

e) Linux 2—H¥—D/2TU—R&EZAHLET,
f) [CONFIGURATION SUCCEEDED!] X vt —YNFERENDEThext>>] 227 U v 7 LET,

E FEHIZ oW TIE,  [Cisco Catalyst Center Appliance Installation Guide] @ [Configure the

o5 Appliance Using the Maglev Wizard] DEZZ M L T 7230,

2Fw T2 GUIZ—H— AT — REEFF 2101, kO TFIEEZEFTL £,

E 2 —HPF—H H 72178 CatalystCenter (Z 12 7' A T D7D AT T HNAT — REETTEET,

‘ EEENR o2 —HF—ThH->Th., :—#—Axv FRAEETE $HA, GHENRL—

E) B RT— REEETHUENDHEAE. 2—F— 2R L, B LV ASA T — K2
Lfa~%~%ﬁ&ﬁm¢5%£ﬁ%wi¢o

a) Catalyst Center GUL IZ w2 7' A ' LET,
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b) AA U A=a—HIRE®EN L E9, [System] > [Users & Roles| > [Change Password] DJIEIZ 7 U > 7
LET,
c) WMERT 44— )L RIZEWMAEAIIL, [Updatel 227V v 27 LET,

AEDEE

T4 IL FDEIBAE

txal) T4 IZBHT DHELEEIE ; Catalyst Center DT 7 4 /b k@ Transport Layer Security AlE B & % WHTFERER O B4 1 &
FEAEICEEHMZ D Z LR L T,

7 7 4/ h TlE, CatalystCenter (3 H B4 REI]EZHH L £ 9, Catalyst Center |2 L 57 /31 ADEBRIZIL, EHLS
WER ST RTiuE, 73 A0 B CBAGEAENEH S E T, EBRRKICIINEEEIER OB X FEE A
THZEEMIHELEL £,

EREs

» Catalyst Center DFEHE A H OB A ED O NE CA OFAF ZFEIE, 72130 — F CA OFEENS ML
CA OFEAEICEE T DT, HrL hT7 A RARA > b CAIZL D Catalyst Center DEFEEXIRT A A7 v B
VazmrrZE&3NET, B EYa = ZITHBIMICEG S ILE T A, CatalystCenter2.3.7 LARETIX, * v U —
JEBENER KRBT DMERHLGERHVET, T AOB TV a = IRETTLHET, 731

A% Catalyst Center ~® 7 L\ TLS/HTTPS #%#¢ Mﬁf%iﬁh SFEY . TNA AL SWIM EfEEFAT LI
D, 7vaT7 7 AT LA NI EERELEZY, PP 2N L CHEEZIEGE LTV T2 0N TEERA,

ZDlH, FEREDT v 77— FIZREAOBRMGANAT ) 2 & 2 HEE L £,

* FQDN O A DOFEHED R OEA . 7 /31 AL Catalyst Center (2L > TR Y a =7 &, 7 TAXKA L
4 (FQDN) #%ffiH L T Catalyst Center |IZEET 5728, DNS 7T —F 77 F XX, F TAXDA L F—T xR
VIP 721 IP 12k L CTT /31 A FQDN 2RI TE D X HICTHHERH D £77,

AEAERS S UBEX—DHYR—

CatalystCenter |%, &> 2> (HTTPS) ORGEICMEH S H5RGEREEEELZ Y AR— ML TWET, ZnbDtEYy v =
VT, CA EFREND —RICED DN EEEN-o—Y = 2 LE3, Catalyst Center 1%, 2L /R % FRIEEAE
ZHEH LT, WE CAD X509 GEEZ A AR — ML TR L, BBELET, A A — b ZN7REBEX Catalyst
Center DT AT 27 47 4 fEHEIZ72 V) | Catalyst Center |G ED T2 OIZZ DFEAEL 7 A4 7 > MR LET, 7
FAT U ME, V=AY RAPLT SV r—va e Xy U= T AT,

Catalyst Center GUI ZfifH L CTIRD 7 7 A V% (PEM F£721X PKCS 7 7 A VB T) A v AR— b T&EET,
* X.509 FIEAAE

« fi%5 2 — (Private key)
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B op

FAHE % —1ZDU T, Catalyst Center |5 RSA 38 L OFEMH#RT o X NV EL TV T Y XA (ECDSA) ¥—0DA KR — K&
PR—FLTVET, 2=V —HHOF—EFHI AT A THEXF—ZREL T EIW, EX—DFET 2T AV A
R3/hTH 2048 By MABE T,

W CAIZ K » THAT SN B 272 X509 GEE L M X — 2 BUS T 20BN SV £3, 77 A V& A AR — T DRI
W2, GEERFHA L TV DOMEXF—IZHIE L TWARERSH D 3, 77 A VEA AR — b 5L, X509 E & FL
BX 2S8R U T A EENBENNICT 77 4 7L SHLE T, Catalyst Center |FiEIEZ | ZRTHT /31 A &F
T 7V =y a R LET, S —ART U RAPI T U =y a b Rxy NI TFRAL ATIE, 2hbH0

v 7 A NE# & L C Catalyst Center & OIEFEBIR & MESL TE F97,

ERE:

H B4 REBE % Catalyst Center (2 >R — F L THEH L72NWTLS 7ZE 0, NHEE CA B AR X509 GEIEZ 1
A= LTLEI, WYRT T 7T v R UABRREMRT 5720, 77 4/V FOHCEBEAGEIEEZNEHCAIZ L -
TEA SINTFEHFICE S L TSN,

Catalyst Center [T —EIZ 1 DDA AR — A X509 FEAFB L OME X —7Z 02 R— s LEd, 2 2HDIRER
SUOBEX—2A A= T5E, DO BEFED) A A — MEAEAEB LB X —OES EEXINET,

SBREFI—2OYER—+
Catalyst Center TliX, GUIZ /" L CGIEBIE L ME X —% A >R — b TEXET, HAICL > UL, FAREAEN, Catalyst
Center |24 VAR — F INDBAMEFEHFIC OV LB TF = —VICEENTWVLZ ERHV ET, 2D LR
B INHO TR CA O FGRERE L V— FEHEFEOW H 4 1 DD 7 7 A MTEMLTA VR — b T HLERH Y F
T TNHOFEAEZ, EBROBEF =— LR UIEFTEML ET,
IO OFEHETX, B—0 PEM 7 7 A VIS —EICHE D T 2 M ERH D 9, GEHEOMA LRIT LA T, IEL
WEEFAZER A R — F &, ELWEFEBSHERF SN TWD I E2MRB LTSN, o, Fo—VIE&ENDHT T
DOREAENR—FEICAE VT BN TVD Z L 2R L TS0,

* [Signed Catalyst Center certificate] : {44 7 1 —/L RIZ 4 =<FQDN of Catalyst Center> 23 £ TV T, F{T00

FATHRA D ILEA (CN) ZHRf> T D,

B o

P RX—F (G EE A A =L T 584 1E, Catalyst Center ~D 7 7 & AT 253 XTD DNS 4
(Catalyst Center ® FQDN % &¢e) AEHED alt namest 7 2 a V THRESNTWVWA I L 2R L T
W, FERBIZ DUV TIX, OpenSSL Z i L72REIEZ RO AR 27 X—Y) ZZRLTIEIN,

* [Issuing (subordinate) CA certificate that issues the Catalyst Center certificate] : 7'~ = 7 ~4 D 7 1 —/L RIZIZ Catalyst
Center DFEHIEZHITT D (L) CADCNMREFENTIY , T, L— b CADCN ZF-> T D,

» [Next issuing (root/subordinate CA) certificate that issues the subordinate CA certificate] : -4 7 4 —/L K23/L— | CA T,
FATIHDMESL 7 4=V FERICETH 5, THUONE CETRWGEIE. TORDFETTEBML TWE ET,
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Catalyst Center —/\—EEBHEZE D E I

Catalyst Center ClX, #Bil/m (CA) 2056 D X.509 GEHI#E & Catalyst Center |2 L > TEMRINTMEX—% A A — KL
THRIFCTEET, INBAEMAH LT, Catalyst Center, /—ANNT U RAPI T 7V r—vary, BXORy hU—7F
NA ZADRNZLRETREFETE DEEZERT 5 2 LN TX EJ, [System Certificates] 7 ¢ » K7 TREHE &L ¥ —%
AVHR—FTEET,

Catalyst Center —/N—FEBE A FH T 512X, ROFIRELFETLET,

1 GEIEEAZER (CSR) ZAERLET,

2. CSRZ CAIZHEL T, BAMEEHAFE LG L X7,

3. BN EFEAEL ZDF = — 1 % Catalyst Center |21 AR — F LET,

ZOFNETIX, CA Dl & LT Microsoft Active Directory siIE#E Y —E X 2 H L 7, Bl CAZEHT 2LE81L. £

AUTIS U TFIEEZFHE L TS EE 0,

RS — Tt T~ 2 A 2072 X.509 REMEH 2 NE CA ORI 24BN H D £,

AT TN A A=ma—bREBIR L 9, [System] > [Settings] > [Certificate] > [System Certificates] DJIE 2R
LET,

[System Certificates] 7 « > R0 Z NI ER R LTz & STBIEOREAE & L TERR SN D DL, Catalyst Center
DACELMHEDT —2 T, BOBAEHEFIIMEMA LD 1 FEZIZHIRTINICR D £5,

ZDOU 4 RUIZIE, CatalystCenter DV — N—FEBEIZ BT D MO R R S, 26 OFEAEZHF
L7207 7 v a iRk EuE 9, [System Certificates] DFIZ1H, FEBHE I L ICROEWNFRINE
j—o

* [Issued To] : REBAEDFITIE,
* [Issued By] : GERFICE A L, GEIEEZFRIT LI T 4 7 1 D4,

e [UsedFor] : GEER 2 ha—F L7 FRAZ U AR O EL L (EEM;) ITEHSND 0 ER
LET,

* [Certificate Serial Number] : sEBE T U 7 AE S OEREKED 5 LTE2 R~ LET,
* [Days Left] : REBIZOA MM O HEL
« [Status] : FEFFAED AT —Z 22 FR L £ 7,
* [Valid From/Valid To] : RIEAE 234G %0 7 R,
E RERAEO A RN e HREL, Bl CRR S E T, REBEADHIRO 2 H /ilc, @t
- VEIZV AT AEMPERRSINET, BT DL, U4y FUOL ERBICH DT
E pavzrsver LT,
* [Action] : FEAEZEH T H DI HAAEERT 7 ay (Fn, abt—, B L) 2R R LET,

AT w72 [+New Certificate Request (CSR)] &7 U v 7 L £,
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CSR IO THRT D & &iX. Z ? [+ New Certificate Request (CSR)] U > 7 BN 72 0 F97,
BEAF D CSR Z ] L7a Wi, BEFOZESRZHIFR L T E &V,
1. KT, HIBRTL2ERZRHOTET,

2. [Action] T, #MtOEMETLH () OLICH—YNEEE, TOEKROD [Delete] 7 U v 27 LET,

3. [DeleteCSR($)] ¥ A TR TRy 7 AT, a2 hua—7DOCSREHIRT S Z & &R 72DIZ, [Controller]
Fry IRy 7 A%eF A LET, £DHK, [Delete] 27 U 7 LET,

[+ New Certificate Request (CSR)] U > 7 AN 72 0 £7,

E WU N— 3 @ Catalyst Center 2] L TV 5354 1%, [Replace Certificate] #7 V v 7 L&
9, CSR Z W] CTHERT D & 1%, [Generate New CSR] U v 7 BNEREINF T, TSN D
4%, [Download existing CSR] V > 7 NFE RS NET, #EMIZ DWW TiE, Cisco Catalyst Center
Administrator Guidez 2 L T 7231y,

GE)

AT v 73 [New Certificate Request (CSR)] AT A KA A T, CSR Z1ER L £,

1. [Used For] T, [Controller] F= v 7Ry 7 A%A LI LT, 2 ba—FZCSREMHTLILHICL
ij‘o

2. WROMET 4 —/LV FITEZ AT LET,
* [Key Algorithm] : ¥ —DERUICHER S5 7103 Y X (ECDSA 721X RSA) .
* [Digest] : CSR DIRF#EB LORGEICHEH SND XA P A RTLTY X4,
s [Key Length] : GEHEDOFXF—0D E v A X,
* [Common Name] : $#—/"—D P 7 KL A, RA b, £721% FQDN,

* [Key Usage] : REBHEDO X —D BHY, EHFATRERMEOFIC OV TiE, [RFC5280] @ T2 v =
4213 EZRLUTIEIN,

« [Extended Key Usage] : fiEBAE O F—DiBINO BHY, A IREZRMEOFBNZ >V TIiX, [RFC5280]
D Ty var42112) ZBZRLTIIESN,
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New Certificate Request (CSR)

Once you click Generate CSR we will create your CSR, and it will be available for view or download. You will then need to
submit it to your provider to generate your certificate. Instructions on that process can be found here.

Used For *

D Controller

Best practice is to use characters from the ASCII printable character set, and be aware that if certain special
characters are keyed into the below textfields, they may not be properly rendered once the system certificate is
uploaded and its information is displayed. The ASCII printable characters are those in column two or greater of
the Standard Code table located here.

O]
Key Algorithm* Digest*
[ ECDSA ™ ] [ ECDSA-256 v ]
Algorithm used to generate the key Digest
Key Length* Common Name*
= 9 )
Key size of CSR Example: cisco.com
Key Usage* Region / State
keyEncipherment v [ ]
digitalSignature Example: California, London, Beijing
Locality

(o I )

Example: Paris, London, Moscow

Extended Key Usage* Email

[ serverAuth clientAuth v ] [ ]

User submitting the CSR request
Organization Organizational Unit

[ | )

Cancel

3. [GeneratenewCSR] %4 v¥o LET,

ATYT8 CSROabt—% 2y rn—RLET,
1. [Issued To] T, CSR ODNAN—V I TFFXFRA &7 v 7 LET,
2. [Certificate Signing Request] A7 A KA > XA > T, [Download CSR] #7 U v 7 L £,
CSR X Base6d 7 7 A /L LCr—HMIH T ra— RINET,
3. [Done]l a7 Vw7 LTCATA KA LA U EALET,

ATy 75 GEHEERAZ CAICEEL, CADORITILCA T =—r &2 F v ra—RLET,

72 & 21X, Microsoft Active Directory REFIE ¥ — B 2 2 ] L CREMIEFZER 2245 5121, ROFIEEL E
TLET,
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ATvT6

ATy T17

24

a > w

FlFEF U rm—RLECSRA a2 —LET,

HLWTZ ¥ ¢ 2 KT [Active Directory Certificate Services] % B & £ 97,
[Welcome] ~<— " C, [Request a certificate] 7 V v 7 LE7,

[Request a Certificate] ~—"C, [advanced certificate request] 7 U v 7 L £ 7,

[Submit a Certificate Request or Renewal Request] ~— 3T, [Saved Request] 7 4 —/L RIZERZ 1LV
. FEAET 7 L— AR LT, [Submit] 227 U v 7 LE T,

BIRLIZFEAET V7L — M7 A4 T v FBGEE b — N —3BFEDO Ml F IR E SN TWD I & & filER
L/i—a—o

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encodi

Saved Request:

o SzBIMBsGA1UdEQQUMBKHBA rD1muHBKn+BKKHBBEB
Base-6d-encoded |, 10QWMBQGCCsGAQUFBWMBBGQ rBgEFBQCDA ] AK

certificate request

(CMC or 6FEYDSB3wiNm10150dRNFxz1cbyHAWD2E12u89W

PKCS #10or | NrG83151Lm9534x1TcH+CFIY

PKCS #7):  |T END CERTIFICATE REQUEST-——- P
A

Certificate Template:

| Catalyst Center 60 day v |

Additional Attributes:

Attributes:

Y

Submit >

[Certificate Issued] ~— " C, GEFEO T 22— RJ7iEZ®IR L, [Download certificate chain] &2 U v 7
LET,

SEAEF = — NI CAMBE T a— RENET,

AEAEFEIT LG pTb TIEHEFEDEER T = —> (P—"—BLTCA) RkEN-Z L 2R L7,
ARG EE, ROFIEEZFATL, Fo—r 2l L THAL TET,

a)
b)

p7b X RV % DER G TH 7 > o — KL, server-cert-chain.p7b & L CRIFL £,
AT Ha3< R

openssl pkcs7 -in server-cert-chain.p7b -inform DER -out server-cert-chain.pem -print certs

Catalyst Center GUI @ [+ System Certificates] 7 -t > K7 T, CSR ® [Action] ® T ® [Import] 7 U >~ 7 L%
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AT 78 [Import Certificate] A 7 A KA LA T, TOFEAEZBL M ERIERF = — 0 2N ER; SN - B4 4 & FEH
#H % Catalyst Center |24 > 7"— F LET,

1. [UsedFor] C., [Controller] F=v 7 KRy 7 A%A LT, a2 ha—J 22O EZEHAT L LD

IZLET,
2. [Type] T, ROKXZMH L TREHED 7 7 A VB A THBRIRL £77,
247 EEA 15
PEM Chain 7T A NRy—if A —/V7 7 AL |[PEM Chain] 7 VU v 7 L £,
e SR ERAT L B — X7 7 A VTR & Z ORI
CAT =— RIS NG AIE, ROFIEEZEITLET,
1. PEM (base64) 7 7 A L &INET D>, OpenSSL % fif
M LTDER 7 7 A L% PEM JERUCAEH#H L £,
2. FEMIE L ZORITICCAZEES L, FEEND TALCA
IZHEVT/— b CA £ T#% dnac-server-cert-chain.pem
77 AMIHILET,
cat certificate.pem subCA.pem rootCA.pem >
server-cert-chain.pem
PKCS AN S LREET 7 A VB |[PKCS] &2 Y v 27 LET,
s E [+ New Certificate Request (CSR)] 7'+ a3 v %
- B U CREEA ZR L7854, [PKCS] 7 7
B s TR Y T

3. ZATNESONWTC Ty ANET v 7a—RRLET,
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7y7OA—FK335774)L

R

PEM 7 7 A /L &
X —

PAERRSE seiEs s

2.

1. PEM 7 7 AV ERMEX—T 7 ANV E KT v T TV RE
oy 7 LET,
E *PEM 7 7 A ML, A%h72 PEM B

DOYLEY (pem. .cer. F£721E .crt) N
VIETY, FEAEORKT 7 A YA
A1 1 MB T,

o MBS —1TIX, AR eiE X —Eo
LR (key) MNMZETYT, WEF—
DERT 7 ALY A XL 1 MB T,

GE)

* [+ New Certificate Request (CSR)] % fif i
L CCSRZAERR LT=he, A AR — b
THRMEX—IIHY THA, EX—
I& Catalyst Center WIZHSAH S IV E T,

FAE % — 2D ClE, [Encrypted] T, Kb d 51 E D
MEEELET,

[Yes] # F87E L7-%A . [Password] 7 4 —/L RIZHLHE & —
DINRAT— RE AT LET,

PKCS 7 7 A )V

1

2.

[Bundle Password] 7 « —/V RIZREHAED /RA T — & A
NLEF,
PKCS 77 A N&E FT v 77 RRry 7 LET,

[j PKCS 7 7 A /VIZiX, A #h7z PKCS XD
- YEET (pfx £720% pl2) BSHETT, GiE
CE) mEof k7 7 A AH A XL 1 MB T,

T ua—RIIESNT 5L, VAT AGEHENBRIES N
*9,

4. [Submit] %2V v 27 LET,

=

)y oanmoTIEE,

Catalyst Center —/S—®D SSLAFENE X Z b L, BEIMICR 7 U hSnET,
FEAEDA VAR — M2 00 nb 2 R 512D, BEvr A T 50, Dl &

5. [Wamning] # A 7 a2 77y 7 AT, [Continue] 7 U v 7 LET,

=

(B ¢ 1 ot AN,
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AT w79 Catalyst Center |(ZFFE 1 7 A > L7 5, [System Certificates] 7 1 > RVIZREYD ., BH I N-FEHAET —F %
B LE7,

FH S REHED LA, [Action] THEOERSEE S () O LICh—Y LV EEZ, [View] 227 U v 27 LT,
Hh7e B 72 EOFEREICBET 2 MA AT A4 R4 oA TRRLET,

OpenSSL #{# A L f=SEBAEE R DA

OpenSSL 1%, FFIHEZE A ER (CSR) L RME X —DOIEMRIC L <A S £, Windows, Linux, Mac 72 &, 1L AL
D7 Z v N7 4 —LHD OpenSSL N—2 a2 U RNdH Y £9, OpenSSL #fFEH L Tar va—4 ETIEELARKL, £
DFEMFE % CatalystCenter (7 v 7 r— FLET, ZOFIELZETTIANT, 7T v M7 4+ —AIZ[HEAH D OpenSSL /S —
VarrkA AR L LTLIESN,

ERS

* Catalyst Center O —/N—ZERFE & % — 2 B 2 BN H 5555 1%, Catalyst Center —/N—ZEBE D BT
Q21 =) ICREHEN TV DL FIHEEITT 22 L 2B LET, CLIN-ADOFIHEZLEHT L2561, 20
FEy 7 THHASNTWD FIHEZFETLET,

o b —MRAVICHEF TV D OpenSSL 2= > ROFRBAIZ DWW TIE, D URL 2L T 72 &0,

https://www.sslshopper.com/article-most-common-openssl-commands.html

RATv 1 maglev cluster network display =~ > K% AJJ L C, Catalyst Center D% ERFIZ Catalyst Center D78 A k4
(FQDN) MEREINTWDH Z L &fR LET (b— MERPSKETT) |

Input

$ maglev cluster network display
Output

cluster network:

cluster dns: 169.254.20.10
cluster hostname: fgdn.cisco.com

cluster_hostname tH7) 7 4 —/L RIRZETHLHBIO G O & B 55813, LTFOBNZ AT XL 912, sudo
maglev-configupdate =~ >~ K% A JJ L C CatalystCenter D75 A ~ 4, (FQDN) ZBME/ZITEFE LET,
ZDawy REETT DI — MERBSLETT,

Input

$ sudo maglev-config update
Output

Maglev config wizard GUI

AJ17 v > 7 b [Cluster's hostname] % 7 ¢ [MAGLEV CLUSTER DETAILS] &\ 5 FIENAF RS D £ T,
Next] Z#27 Vw7 LET, AN E BHO Catalyst Center @ FQDN [ZF%E L £ 9, Catalyst Center 2357
L) FQDN CTHi%E S5 F T [Next] & [Proceed] 7 U v 7 LET,

ATYT2 THXAIZT 4 X EMFEH LT, openssl.cnf EWHIARIOWERR T 7 A VEER L £,

AL T 7 A NVEARRT HDEOIEBFHIZOWTL, EAEOREICEAT 52 FEHH (30 ~—)
EZMLTIIZEN,

s BN OWNWTIE, R T 7 AL 31 %—=V) EERLTIEEN,
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ATvT3

ATv74

ATy TH

ATvT6

ATFvIT1
ATvT8
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WDa<y ReE AN L THESX—Z/ERLET, BilREHRTF—206RDOENZHAIE. F—DEX
% 2048 IZRREE L £,

openssl genrsa -out csr.key 4096

openssl.enf 7 7 A /LD 7 4 —)b ROFEAIAZNGTE T LT b, BIOFNATIER L 7o — 4 L Chik
HEBAEREZERLET,

openssl req -config openssl.cnf -new -key csr.key -out server-cert.csr

AEFAEBEL EROWNE Z MR L. DNS 478 [subjectAltName] 7 4 —/L RICIELS AN EN TS Z L &
BLET,

openssl req -text -noout -verify -in server-cert.csr

SEAEEATRAZaE—L, CA (MSCA 72 &) 1AL T £,

Microsoit Active Directory Certificate Services — ASSURANCE-SOL-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC

Saved Request:

————— BEGIN CERTIFICATE REQUEST-———-
Baze-f4-encoded |MIIFFTCCAVOCAQRWCTELMAKGR] UEBhMCOVVMECZATIMA
certificate request | DRRTYW4gSm9z ZTERMBOGAIUECqwNQ212Y280T31x

(CMC or MBEwmwEg¥JEoZ ThvecHRQkBFglhYmNAY 21 =¥ 28uY2 9]

PKCS #10 or ARCCAGERMITCCGRCAGEAVERTBXAUGIp3 svolliniy

PKCS#?l GPIwNychoubCHpvRSKW/g3zRVrn6YmvZhS3gdals
< >

Certificate Template:
| Web Server Vl

Additional Attributes:

Attributes:

BIRLTCAEAET 7L — "7 T4 7 2 FRGEE Y — N —FBEEOM G IZREINTND Z & iR L
F9 (FE 2 D openssl.enf 7 7 A /L DHNZR L 7= extendedKeyUsage DITE2 S M)
FAT SNTFEE & £ DFITIC CA F = — 0 DIEEITHESR F T,
AEREFATIC) 6 p7b CREHEO TR TF = — 2 (== L UCA) DS NTHEIL. ROFIE
BFEITLET,
a) p7b /N KL% DEREAUTH U m— KL, server-cert-chain.p7b & L TIRIFL £ 7,
b) N RATRESNDFEAFICONT, ROZ L2l LET,
¢ -----BEGIN PKCS7----- ~ v ¥ —ThhE 5,

¢ ——-END PKCS7- 7 v # — Tk 5,



Z 9 ThRWHE, ROFIETANT L3~y RBRKRRT 2 eERH D 97,
o) ANTsHa~<w R

openssl pkcs7 -in server-cert-chain.p7b -inform DER -out server-cert-chain.pem -print certs

ATYy79  GEAFERITILNLNL—XT 7 AV TREHE L ZORITIC CA F=— Ut SN 5E1E, ROFIAZE
FEITLET,
a) PEM (base64) 7 7 A VZUUEET 57>, openssl ZfEH LT DER % PEM (22542 L £ 7,
b) FEHIE L ZDOFITIC CA ZEifE L, GEED S AL CA IV T/L— K CA £ T%
dnac-server-cert-chain.pem 7 7 A /LIZH I L £ T,

cat certificate.pem subCA.pem rootCA.pem > server-cert-chain.pem

AT w10 csrkey I LU server-cert-chain.pem 7 7 -f /L% Catalyst Center |2 > R— h LE 7,
a) AAVA=a—PbIREERLET, [System] > [Settings] > [Certificates] DJEIZER L £,
b) [Import Certificate] =27 U v 7 L E7,

B U= 3 @ Catalyst Center %5 L TV 535A13. [Replace Certificate] & 7 VU » 7

l/\ijqo
(6=3)
¢) [Import Certificate] 7 4 > K7 C, [PEM Chain]| 47> a > RZ %7 ) v 7 L, ROX AT BEFTL
32‘3—0
* [Drag and Drop] fHIIZ 7 7 A V& KT v 77 KRy LT, [PEM] 77 A V& A R — |
Li‘j‘o

[j PEM 7 7 A /VIZIX, F%h72 PEM B OHLHE T (pem, .cer, FE72id .crt) NHMHT
T FEAEORKTZ 7 A VA XX 1TMB T,

Ty a— NIET A L, VAT AFEENRKRIESNE T,

6=

* [Drag and Drop] $8i(C7 7 A V& KT v 77 K R w7 LT, [Private Key] & A v 7R— h LE
4. ([GenerateNewCSR] V v 7 ZfEH L=, A U AR— T 2REF—I13H Y T A,
¥ —(X Catalyst Center WIZPR{F SN ET)

E A —I2iE, AR — T OIE T (key) AT, MEF—ORK
T 7 ANYA XL 1MB TY,

Ty 7 u—RICRDTH L WMEX—PBEES L E T,

=)

o B % — @ [Encrypted] fEI O, W5 bA 72 a U ARIRL £,
o AL 28R L2354, [Password] 7 4 —/V RICRAVEF —D /AU — RZ AN LET,
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Import Certificate x

Add Certificate

igning Request (CSR) to obtain the certificate from a Certificate Authority (CA) and upload the signed certificate with

its certificate authority chain concatenated. Instructions on that process can be found in Update the Cisco Catalyst Center Server Certificate.

@ Controller
@ DR IPSec

Type
o PEM Chain

f o
[ A)
\ )
b T

Choose a file or drag and drop to upload.

d) [Save]zZ7 U7 LET,

AEAEDREICET 5 EBEEIA
Catalyst Center J&BH 1] @ openssl.enf #5 ~7 7 A VA AERN T 2 5G1E, IROZBEFHICHE L TIZI W,

«alt_namest 7 v 3 2, Web 77 7 ¥ & 721% PnP X° Cisco ISE 72 £ H#E) 7' 12 & A T Catalyst Center ~D 7 7 & A
{954 _To DNS 4 (Catalyst Center ® FQDN 2 & 1) NEENTWDILENH Y £,

s alt_ namest 7 = 2, HHMIODNS = kU & LT Catalyst Center ® FQDN (DNS.1 = FODN-of-Catalyst-Center)
MEFENTNDILENRH Y 9, T, Catalyst Center DFRERHIREY 4 F— K (F TAXDEANGAT]
7 4 —/V R) THXJE L7z Catalyst Center 75 A b4 (FQDN) & —EH L TWAMENRH Y 77,

Catalyst Center ® FQDN DX D IZT AL KA — KDNS =2 b U ZiB13 25 Z LIXTE EHAMN, at-names
a D%BEODNS T hY PP BLOZFDOMODNS = k) [ZIXVA LRI —REfHATEEd, 2Lz
L. *.domain.com FHZN2= MU TH,

Catalyst Center Ti&, BIED L Z A, TRTCDOA U H—T =2 AKX LTI ODAKRA M (FQDN) DB PR —
FENTWET,

« RAFREELT — L 5 2048/sha256 &R H - A 1L, default_bits & default_md Z i L £,

« req_distinguished namet 2 g > & at namest 27 > a v DT RTD T 4 —/L ROEZIFE L £, HE—DFIH+
IZ0OU 74—/ R T, ZDO7 4 —/L FIZEMARETT, REEREHTFT -0 6RO BN TWRITHIE, OU 7 1 —
L RITEIE L ET,

* emailAddress 7 ¢ —/L FIZEIEATHE TS, SEREREET — L0 63KO b TW R UTERK L £,

» extendedKeyUsage JLIEFEAE Tld. serverAuth B340 T, clientAuth JE P I13{EE T, Cisco ISE — 3—% B
ms 2B, ZOFEREZMEH L CEEIERE C pxGrid IZHkt T 2 B8 I DHMEETT,
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c AOBAGEAELZ A VR — T 2546 GRESR) | X509 OREAFIKIO [CATRUE] LA G D MLERH Y
keyUsage 555213 keyCertSign N EH ENHMERH VD £7,

c VU AYA N AT UTT 47 (XSS) HEBITK L CTHEa /e it s <) &, GEHEY 4 —L R TIMEH T
FH A,

SUTIER T 7ML
WO openssl.enf KK 7 7 A L Ol A B L, EBIICSHOE CREREE 2TV ET,

i FE
AEHIED [keyUsage] /X7 * — # |2 [digitalSignature] 23 EE SN TND Z L 2R L 1,

IP F7=(% FQDN % {# i L 7= openssl.cnf M4

req_extensions = v3_req

distinguished name = req distinguished name
default bits = 4096

default md = shab512

prompt = no

[req distinguished name]

C = <two-letter-country-code>

= <state-or-province>

<city>

<company-name>

OU = MyDivision

CN = FQDN-of-Catalyst-Center

emailAddress = responsible-user@mycompany.tld

ST
L
o]

[ v3_req ]

basicConstraints = CA:FALSE

keyUsage = digitalSignature, keyEncipherment
extendedKeyUsage=serverAuth,clientAuth
subjectAltName = Qalt names

[alt names]

DNS.1 = FQDN-of-Catalyst-Center
DNS.2 = pnpserver.DomainAssignedByDHCPDuringPnP.tld
DNS.3 = *.domain.com

PKI E25E /S

Catalyst Center & @O HTTPS Bt 2 iz 3 2121%, = _"—CAZMHHLTTAT T 47T 4 ZMER L, #iExTETT5
WD Y E3, Catalyst Center TlX, 7 747 & M EOER AL T 272012, P —3— CAITIA TARF—1
77 ARNZ727F % (PKD) CA (b—F CA £72IT FALCA & LTRE) bEEMALET, PKICA 2T 55514,
Catalyst Center D —/3— CA [ZBJHfTIT HATWD b D LITHID LV AMEFH (B4 CA) ZBIRL T ZE0Y,

RAERDA—ILEIL— DS THRICER

7 /3A A CA 1% Catalyst Center D77 4 X— Kk CA TH VY, ==L 7747 NOBOBEROMSL & REICHEH S
NDEHESF—ZFHLET, A ACADT—/LE)L—F CADD FMLCAICEFETAHI2E. ZOFEEFETL
i‘j‘o

[Certificate Authority] 7 4 ~ RO GUI LT, 7714 ~X— L (AH) Catalyst Center CA @7 —/L% /L — K CA 7>
5TMLCAICERTEET, ZOERZITIBRIE, UTDOXIITRD £,
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s Catalyst Center & N\ CA & L CTHEBE S ¥ 535615, Microsoft CA72 EDNL— N CARH D Z & &R L. EDFEHA
EEMHHTAZ LICRE LTSN,

TAL CA NFERITERTE SILTWZRWR Y | Catalyst Center (XN /L— b CA & L COEENZMEGE L E7,
Z DOFNEDFLRIZHE Y, Catalyst Center DFEEZ A R T 7 AV EARK L, ENREEL— K CAIZE > TFH)

TEALAINTWDLZ AR LET,

B o

Catalyst Center /£, Z O HIIANEIL— F CA & LTETLEEIT £,

REHEEAL BRI — b CAIZ L > TEL SN, GUI ZEH L TZDEAS 7 7 A /L% Catalyst Center (21

YAR—MLETRERDHY £ (ZOFIHOERIHED)
A v AR— F%, Catalyst Center |Z Tz CA & L CTHHZHHL L. L CA OREAFHEREZ T X THREEL £,

cCA D —)LZ/L— b FAICHI Bz 5 L, 0 CAIZEIEES N, B LW FAL CA @O PKI F =— U 25| k)
NET, KU A MICAICE > TARENET, CAPEILEND &, FHEAMN TEX /W=, KN EELR
2720 F9, REFAOIEAELZROICKHESEL Z EBMEMOR Y > —THEINTWEELAIX, CADR— /L%
Jb— "B FALICHI Y B 2 BT, GUI @ [Device Certificates] 7 1 o R BiEAEZ LG SEH Z LN T £

S

FoA ZADOFHIFNE (F7 30 S TER) 1X. FACAD GRS NIZH LWGFAEF = — 0 TF 1 22 H#n
WEHLET, LT VA MUERIT, Z0H LWiEHETF = — > ToOAEIESINE T, Zihux, A—tr T«
=2 OEFETE 5 FALCA & —ELET,

GUI!

CFEIREND FLCAREHEDOAIRMIL, FREAENLEZFHAMONTZ DO THY | AT AL 2 L

THEINEZLOTIES Y $H A, Lf_ﬁlo’C/\H\ FEEA AWM 1ETA A b= L TCRED R CHEERIC
GUI T2 &, GEEOAZWIMIT 1 Ff LRI ET,

L CA

AFRAEE, pem, .crt, .cer. .der DWTNDERTHEIMLENH Y £3,
TALCA X ENLD CA L#EEE L AW=, B L~V DFEAENRH 25813, TORDEELTLLEEIWN, 2D

72, TRECAMB R Yy b T =27 T3, 22K LT, GEAEDOREHT 2 RN BMmINL 2L bdb b A,

L CA

WX Z DEBRB 72N, T_XTDORy hU—27 531 AL AL CA % CRL Distribution Points (CDP) 1%

& LTORMEMLET,

« ST 7T R7 LA (PnP) D AP 7’11 7 7 A /LT EAP-Transport Level Security (EAP-TLS) #RiEz i H I 254
X, FALCA ZHEHTERNI LITHERLTLLEZESW, b— K CADOHEMHEHTEET,

JL— K CA

ATy T
ATvT2

ATy T3
ATvT4
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AEAEO 2 B =R UETY,

AA A= a—HLRETRNLE9, [System] > [Settings] > [Certificate Authority] DJIEIZEIR L £ 7,
[CA Management] C, BEfFD/L— b E72IL AL CAGEIZOREEH (BAEDOIEHED CAE— K, FEH
%%ﬁ%\%ﬁ%\%iwﬁ@%ﬁﬁ)%ﬁ%biﬁo

Jb— Tk CA 7>5 TAZ CA IZZEF 4 5121, [Enable SubCA Mode] 27 VU v 7 L9,

FRINDLDEENE LR L ET,

RITH 2R L ET,



ATy TH
ATvT6

ATy 17

ATvT8

ATy

ATv 710

ATvIN

ATV 712

ATy 713

ATy 714

e JL— R CAMD T CAICEET A e A LTI RT I ENTEERA,

o JL— |k CA B— RTREENT, ERILEFHERRITENTZ R Y MU =7 TN AR L 2HE
BT BIMERSHY T, TN CAIZEETHHENZ, —F CAE— FTEEHEINTWVWDIT A A%
BYiELES,

s TLCADEET B EANKT L, *y NI—I T NNA REF LT NZTEERA,

[OK] %7 VU v 7 LTHATLET,
[Import External Root CA Certificate Chain] 7 4 —/L RIZ/L— F CAGElEFEAZ KT v 77 R e vy 7L T,
[Upload] #7 V v 7 L¥9,

Jb— | CA GEBIES Catalyst Center (27 v 7' — N &, sEBIEEA EROAERKICHEH SN ET,

TyvZa—RFavAR5E T35 &, [Certificate Uploaded Successfully] &5 X v —URNERIINE
ﬁ—o

[Next] 7 U > 27 LET,
Catalyst Center CREBHFZE A ERDAER SN TERRSNET,
Catalyst Center TR S NV I-GEEB A ERZ GUI TR L, IRODT 7 ¥ a OWT I EFATLET,

*[Download] V7 %2V v 7 LT, iEAEBLER 7 7 A DO —R)ab—2Fyra—RNLE
R

ZD%, ZOFEAEBAHERT 7 A NEBET AN LT, —FCAICKETDHZ LN TE
ES35 B
* [Copy to the Clipboard] U > 27 Z 7 U v 7 LT, GEAEBHAER T 7 A VONFZ a2 —LE T,

D%, ZOFEHEZBXAERONELE T A — WMV FT 50 EFA— VTR TZ 7408 L
TIFLT, =P CAILEETHZ ENTEET,

EHEEAER T A VENL— N CAIZEELET,

= CAMNS TFRLCA 7 7 A NDPIRSNES, ZDT 7 A /L% Catalyst Center |21 AR — b LE$ L
WY ET,

Jb— K CA B FALCA 7 7 A )V E%Z(5 LT-t. Catalyst Center ® GUI [ZFE T 7 & A L. [Certificate
Authority] 7 4 > RTIZEREY £,

[CA Management] ¥ 7% 7 Y v 7 LET,
[Change CAmode] R¥ > D [Yes] &7 U w7 LET,

[Yes] #7 U w27 35E, GUUZGEHEEZELERAERINET,

Next] Z#27 U v 27 LET,
[Certificate Authority ] ™7/ ¢ > K7 {Z, [Import SubCA Certificate] 7 4 —/b RN FR I E T,

AL CA FERA#E % [Import SubCA Certificate] 7 4 —/L KIZ KT v 77> K Rr v 7 LT, [Applyl] 227 VU »
7 Lij—o
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THL CA FEBAE DS Catalyst Center IZ7 v 7' — KRS ET,
7 v 7a—RKRETT5E, GUI O [CA Management] ¥ 7(Z, AL CA E— RRFERENET,
AT w715 [CA Management] ¥ 7 D7 4 —/L R&fER L E7,
« [Sub CA Certificate] : FIED F{Z CA FEHEZF R L £,
+ [External Root CA Certificate] : /— » CAGEHEEFE /R L E T,
* [Sub CA Certificate Lifetime] : F{\Z. CA FEFAZEO AL 2R~ L £,

* [Current CA Mode] : SubCA £— R&F R LET,

O—J)LA—/N\—T{HICASERAZED JOE 3=y

Catalyst Center Tl BEfFD FAL CA OA MM 70% LI LR L TWAHEHA, v—/b 34— 3—TFAL CA & LT FALFE
HELRFTEET,

e TMCAR— LA —R—=TF v Pa=r 72t a2, BiEROr—/L% FTiCAT— FIZEE L TR LE
BHYET, EERO R —/ L E/L— F b FALIIZAEE 31 %—) 2L TIEIN,

« BIFED AL CA REBHEOAZHIBR2Y 70 % PL BRI L5 Z EMNMETY, ZOIRREIZ/2 5 & Catalyst Center 1D
[CA Management] % 7 @ T|Z [Renew] RN ¥ ' INFRINE T,

o B — /LA —/R—TL CA DELITZFEHED I —NNETT,

RATY TN AL A=a—0bIRERR L £, [System] > [Settings] > [Certificate] > [Certificate Authority] DJIEIZ53#
WLET,
AT w72 [CAManagement] ¥ 7 T, CAGEHEOREFEREMELET,

» [Subordinate CA Certificate] : BIED FNL CA FEFAEZF R L £,
« [External Root CA Certificate] : /L — F CA fEIAEZFR L £,
» [Subordinate CA Certificate Lifetime] : BIAED AL CA FEFHED AL 2 F R L E 9,

* [Current CA Mode] : SubCA E— F&FE/RL £,

AT9 73 [Renew] 27V v 7 LET,

Catalyst Center [TBEFF D FAL CA ZfE/H LT, m—/L A4 —/ 3— (L CA ODFEAEBAEREZEMR L, TRl
5

ATy T8 ARSNTAEEEAERE GUI THEGEL, IROT 7 v a v OWNTnaEF AT LET,
* [Download] V > 7 %27 U » 7 LT, GEEBEAER T 7y A rOu—hav—42 Xy rua—RKLET,

FO%, ZOMHEBLER T A NEBLA—IIIEST LT, b—FCAICEETHIENTEFE
T,

* [Copy to the Clipboard] U > 7 %27 U » 7 LT, fEHEBLER T 7 A VONKEZa— LTS,



D%, ZOMAEBLBERONEZET A — MMV T 50, EFA— VTN 774 1L LT
WLT, = FCAIWEETHIENTEET,

ATy TS FFAEBELER T 7 4 L& /L— b CAICERELET,

WIZV—h CARBE— LA — R—=TF(CA 7 7 A V&K ELTL % &, £i% Catalyst Center (A > R— h
LETXLENDY 7,

TAHLCA 17 —)L A — " —DFFHEZEAL TR L. RootCA E— R 5 SubCA E— RIZHI Y 2 7-BRICA R —
L7 TR CAICEL L7V —FCA LHIUAL—FRCAILE > TELINALERH Y FF,

ATYT6 JL— K CAMNSLBE—ILA— R—TFN CA 7 7 A V%35 LT-t. [Certificate Authority] 7 4 > K IZR Y £
ED

AT w71 [CAManagement] ¥ 7% 27V v 7 LET,

ATY T8 FEHEBEAERNFRIN TS GUI TNext] 27 Vv 7 LET,
[Certificate Authority ] ¥ « > K {Z., [Import Sub CA Certificate] 7 4 —/L RNFREINFE T,

AT w79 FLe—/LA—s3—CAGFFHE % [Import Sub CA Certificate] 7 4 —/LV FIZ KT v 77> K R v 7L, [Save]
7V 7 LET,
7 — /LA —/N—"F{iL CA FEWIZE) Catalyst Center (27 v 7' — RILET,
Ty ua— KR TT 5L, GUINAERE IS4, [CAManagement] % 7 @ [Renew] 7R % > 3N EZhZ 72 0 57,

FINA REBEQENHRDEE

Catalyst Center Tl&, Catalyst Center D77 A ~— | (NHS) CA TEHBIUOERL TWLH xRy NU—27 734 ZD3FE
HEO R LRI 22 TE 3, Catalyst Center TOFEHFEDAZIMIM DT 7 4 /L MiIZ 365 H T, Catalyst Center
GUI Z#fli H L CRERAEO R A ZF 325 £ ZHLLRRIC Catalyst Center (2% L CREAEAERT 5%y hU—27F
NA AN ZEDOFEZHEOMEMREN D B THRET,

2 op

TNA AFERAED T A 7 X A MMEZ CAFEFAED T A 7 X A MEL Y KELTHZ LITTEEHA, 5T, CAFEHA
EOFRY OFNMBINEE S NT=T A AOFEHEOF M L 0 EWGEE. 7351 ZGEEO A VI OfEIX CA
AEFAEOR Y OFMM LR CIZ2 0 9,

ATV TN A A=a—nHIREZEIR L E4, [System] > [Settings] > [Certificate] > [Device Certificates] D JIEIZEIR
LET,

RAT9 T2 THAALAGRAELBIEOT A AGEAEOH M A MR L E T,

AT 73 [Device Certificates] 7 4 > K7 T, [Modify] #7 V v 27 LE7,

AT v 74 [Device Certificates Lifetime] %A 7 12 7R v 7 A2, HLWEEZADLET (B .
AT9 75 [Save] &7 Vv 7 LET,
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Catalyst Center trustpool M H7R— k

Catalyst Center 33 JX U Cisco 10S 7 /34 AL, trustpool & FEIEIL D F5H7e PKIGEHEAR R 7 2B AR — Kk LE T, trustpool
IZEFHTEX 5 CA ZFFET 5 X509 G E % LRFEF L £ 77, Catalyst Center 383 X ONFK v b T —2 OF 7/3A AT trustpool /¥
Y RVEMEHA LT, MAEOEFEBR, B0 CA L OEHHEBREZEH L £4, Catalyst Center |5 Z ¢ PKI FEH]
FANTEEHRLET, T AHNOGEAENRDLIZD, BRITESNY LESEG, 32 0MmoB TER S 504
ERH DAL, FHE (ROLE_ADMIN) 7 Catalyst Center GUI Zffi » CREEZTHTHZ LB TEET,

EREs

Catalyst Center (. trustpool #§EEZHH LT, GUI T7 v 7'r— R 5iEHET 7 A VIS E 72 trustpool CA B4 i =
FEAETH L2 E 2 BRI L ET,

Catalyst Center |21, i0s.p7b &\ 9 A RTD T A 2 DELFF X trustpool /X KAANRT 74/ FTT VA A R—LENT
WET, ZODtrustpool N RVIE, Y AaDT VP ENVELFGHETEALAINTNDSOT, $FR—FENTWDHRAadD
Fy NI =T FNRA KO RAT 4 7 TEESNET, D trustpool /N2 FLE, Y Aadxry hU—7 T34 A
BREDT 7V r—ya v BLOY—E AL OEHEEMNLT H7-DICEETT, IO Cisco PKI trustpool /3> K/L7 7
A JVIZ https://www.cisco.com/security/pki/ (28 Y £7,

Catalyst Center O PnP ¥§REIZ T 7 E A5 72912, Catalyst Center TEHLE LR T H VR — hXFRO T AT /31 R
IZ Cisco PKI trustpool /3> RV 7 7 A L&A iR— b T DMERH Y £, HR—FINTWD RT3 o 2 THA)
D7 — MEEIZ, Catalyst Center |[ZT7 7 BALTCIDT7 7 A VA R—FLET,

Catalyst Center trustpool D& FIFERE TR D L O IZEMEL £77,
1. PP HEREZ TR — TRy NI NDOVRAT NN, AT — N LET,

FTRTOVRAATNA ARPP #HR— T 20T TIEHY FH A, PR—FENTNDHL AT A ZADY X |
\Z oW i, [Cisco Catalyst Center Compatibility Matrix] ZZ M LT 72X\,

2. PRPOHRYIO 7o —D—F L LT, iR — bXFRO T AT 3A AL, HTTP Z{#i [ L C trustpool /3> K /L % Catalyst
Center NHEHESX 7o m— RKLET,

3. VARATFTNAR|E, PnP b T T 4 v I 70—l CiEMRT NA ABREB IO T e Y a = TG T 5729
|Z Catalyst Center & {5 T& 24RRBITA2 D £,

Catalyst Center & ZIL 5D A AT 34 ADMIZHTTP 72X V7 — U = A BMFET H851E. Catalyst Center (Z
TaxT = 72 A OFEHEELA VAR — T ONERH L Z LICERE LT EE N,

B op

trustpool N DOFEEOHIREIIL, FRIT. £72ITZOMOBER T, trustpool /N KADHF LI WA—T 3 U ~DOH
FDBVENZ 2 D550 0 £7°, trustpool /S RV D FE A ME /2454 1%, Catalyst Center O GUI Z i L THHT L %
9", Catalyst Center /% Cisco Cloud (/A 2 FEED trustpool /N> RN E EINTWD) 17 78 A L TEHD trustpool
N RVEX Ty — RTEET, ¥ u— REIZ, CatalystCenter (%, BLED F 7213V trustpool /32 KL 7 7 A
NaEEFEEELET, RANTT77T7 4 2L LT, CAPOH LWGEREL A AR — M3 SHIIC trustpool /3> R/L & B
I LHZaBEIOLET,
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PnP EERAEDEHDF T v Y

ZOkvr7 g TiE, Bua X v F BT Cisco I0S 8 XU CiscoIOS XE T34 AD PnP T — = b OFFAEZ kiR

DOV THB LET,

CatalystCenter (PnP#—/X—& LTHEITIND) PORBESINDIAHFIIL, V—"=T AT T 47 1 2R T DI
WOEHRY TV =7 MUES (SAN) 74—V EBREENTODLHERD Y £,

IDOF v JiE, PlP a7 A NVOBRETHAINAET—N—DODNSHF-IXIP T FLRIZHEHAINET,

pnp profile SOME NAME
transport https ipv4 IP_ADDRESS port 443

pnp profile SOME NAME
transport https host DNS_NAME port 443

HNL, FEHED SAN 7 4 — /L REZ TR A TRESNTWVWSH PP 70 7 7 A VA SN AE & il d 25 Z &1

FoTHEAINET,
ORI, WHINIHEBEOMEEZ RLET,

PhP 7O77A4ILDERTE

EAEDEH

DHCP A7 a 43 /=134 7 a 1712
X D RAN72 IPvA £72131Pv6 7 R L R & {#i
L7z PnP ¥ — R— Dk,

P — N—FEAED SAN 7 4 — /L NIZA T v a v 43 Fi34 7 v a v
17 CEH SN AR IPvE E721XIPVv6 7 RL ARG EN TV D
TWHAH Y F9,

DHCP A7 v a 43 F/2347 v a2 1712
X 2 DNS 4 ZfEH L7~ PnP -— X— Dk H,

P — N—FEAED SAN 7 4 —/L RIZHED DNS L 3G F 1TV B4
ERHY FT,

DNS IZ £ % PnP ¥ —/S— D,

P — X —FEBE D SAN 7 ¢ —/L RIZ pnpserver.<local-domain> 735 %
NTWDLRERDY £7,

Cisco.com |Z £ % PnP h— —DfH,

ROWVTNDORMEDEH S ET,

IS URIVEALIVay AT ANRETIP T RLARE
AENTWAEEES, — X—3EHED SAN 7 1 —/L RIZHRI
RIPT RLAREGENLTHDILERDH Y F9,

VTR UEA LI gy TaT 7 AIVERE T DNS 4 HME &
NTWABEES ., —_"—ZEBHED SAN 7 1 —/L RIZHEED DNS
MW EFNTWALENSH Y F4°,

Day-2 (FEIEXE) O PnP 717 7 A AERK,

P — R—FEAED SAN 7 4 —/L RKIZPnP 71 7 7 A VIR E A &
NAHIPT RLAEIEIDNS ANEFINLTWALENRHY F9,

IP7 RLARICEENDH > THHERRICHE LR W0, DNSAICESSBHEFIEZHHTLZ & 2H#E L F9,

ATFYT1 PP —vRAu V&AL CRHEs

PEILET, T AND RN TARRA LV FDOA A =L, T

A AL @ HTTPS A HENL SILTWAME ) DEERLET,

37



ATy T2

ATvT3
ATy T4

ATy TH

38

PnP —tE A1 7|2, T /34 A CERTIFICATE INSTALL REQUESTED AT — U5
FILESYSTEM INFO REQUESTED A7 —VIZBAT L. ZHLL BT E 202 EAVR S COET, wIcHl
R LET,

2018-11-28 12:05:40,711 | INFO | gtp226594800-88458 | | com.cisco.enc.pnp.state.zZtdState

|
Device state has changed from CERTIFICATE INSTALL REQUESTED to FILESYSTEM INFO REQUESTED |
sn=SOME SN, address=SOME IP

FOD%k, PnP 7V a = I RROFADE D e T —TRKRLET,

2018-11-28 12:25:56,289 | ERROR | eHealthCheckFirstBucket-2 | | c.c.e.z.impl.ZtdHistoryServiceImpl
|

Failed health check since device is stuck in non-terminal state FILESYSTEM INFO REQUESTED for more
than threshold time:

0 hours, 16 minutes, 0 seconds | sn=SOME SN

TNA ZUDT Ry 7T ROHEH S 2 LT, MEN I — " —ID OWFRIEE L T D285 7%
RELET,

debug crypto pki wval

debug crypto pki api

debug crypto pki call

debug crypto pki tr

debug ssl openssl error

debug ssl openssl msg

debug ssl openssl state

debug ssl openssl ext

show crypto pki certificate
show running
show pnp tech

FRy TR L THS PP DM ARG L £,
Linux V—7 A7 — 3V E72E Mac SR D CLI 2 HikDa~< > RE A LT, —"—FEBHED SAN
74—V REHHELET, SERVER IP % Catalyst Center 7 7 A X 7 RLUAIZEZHZ T I,

echo | openssl s client -showcerts -servername SERVER IP -connect
SERVER IP:443 2>/dev/null | openssl x509 -inform pem -noout -text

H1 7719 X509v3 extensions |2 & % X509v3 Subject AlternativeName Z 8 L £9°, Z D7 1 —/L K% Catalyst
Center (PnP $—/ "—L LTETINTND) OFEMERET 20BN H Y £,

WA OE O L Hic7e v 17,

[username@toolkit ~]$ echo | openssl s client -showcerts -servername SERVER IP -connect
SERVER IP:443 2>/dev/null | openssl x509 -inform pem -noout -text
Certificate:

Data:

Version: 3 (0x2)
Serial Number:
18:92:63:49:41:36:99:43:00:57:43:86:06:10:44:57:32:48:65:00
Signature Algorithm: sha256WithRSAEncryption
Issuer: CN=e328c7fc-3495-4bcl-81la4-66a31d0507f6, C=US, ST=California, L=SanJose,
OU=server-cert, O=Cisco
Validity
Not Before: Aug 24 05:55:29 2017 GMT
Not After : Aug 23 05:55:29 2022 GMT
Subject: CN=SERVER IP, ST=California, C=US, O=Cisco, OU=server-cert
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)



Modulus:
00:a2:21:ba:52:04:9e:50:02:c0:68:2e:03:43:0a:
<snip>
9e:1b:ef:19:96:£9:2b:e3:6a:58:05:03:c5:03:d3:
24 :ab

Exponent: 65537 (0x10001)

X509v3 extensions:
X509v3 Basic Constraints:
CA:FALSE
X509v3 Key Usage:
Digital Signature, Key Encipherment
X509v3 Extended Key Usage:
TLS Web Server Authentication, TLS Web Client Authentication
X509v3 Subject Alternative Name:
IP Address:SERVER IP

ATV T6 HHALTWEIFHED X 4 FITEE T, ROWTNNDZ A7 ZFITLET,

« BAMEFEAELZHH LT 28461%, #8722 SAN 7 ¢ — /L REED, CA DEA L& OF LR
EHEBELBREZ AR L E T, Catalyst Center r—/SN—FEHEOEH (21 X—) WL T ZIV,

- HEZAGEAE OFHELE) 26 LTV 25813, OpenSSL Z ] L 7ZREM EZR DA K (27 ~—
V) mZRLTIIESN,

Catalyst Center & E 7 #&#t9 5 L X T LDFEAE

Catalyst Center 7318153 24N> 27 & (Cisco ISE, IPAM, Stealthwatch ¥ = U 7 ¢ 7341 72 &) OFEAELHET D
BUE, VAT AOFEHERICHTTP ¥ A 7O CRLEAA R A > 23—~ &3, LDAP ORIICHE ST 5 (LDAP
DEATARA » SRR D H55) L E2HRL T3,

CRL Fidfii"R A > b % LDAP ORNIEE L7 &, LDAP # A4 70 CRL =2 h VIZ DWW T DAE S AT 22 L DREFEN
KT HHEEMERH Y T,

SFTP Bt E— FOEL

SSH” 7 A VRiE7 1 k=L (SFTP) At — RZ2MHEMTL5 L, LAY — 3y hU—27 T8 2F, BETERWE
U7 A A — b Al LT Catalyst Center (ZH2ft T& 9, 7 7 4/ T, SFTP AH#E— Fi3H L\ Catalyst Center &
B CHZNC > TS,

« X NI =TIV H =T ANRIRNGAIL. 7 T A X O ERHC SFTP Attt — RE2 BT 5 2 & 24t
ﬁbij‘o

e R NU—JIZV T —F XA ANHAHLE1L. SFTP At — RE2m K3 AAESCTA 2 L a2HR L £4, =
OHIFIT, 7rEramr XA 5% T T 200 ELIET,

Catalyst Center /X—37 3 2 A DO FIEE EIT L £,

# L L Catalyst Center /N\—2 3 > D SFTP Bt E— F
Catalyst Center 2.1.2.0 DAFE 2 AT L TV 55513, IROFIEZFITL T SFTP A#E— A G E 21T EHIC L £,
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ATYFT1 AU A=ma—DIRERERIRL £9, [System] > [Settings] > [Device Settings] >[I mageDistribution Serverg],
RATw T2 [Host] 51T, BIEFT 2V — =% "), T b T7TA2r270)y7 LET,
WY —/N—"T SFTP HHE — FRBUEAIDEN ) ZRT A v E—UNRRINET,

ATFY T3 MBS U T, Avbt—JREHENTWEI 7227 w7 LT, ZOEF—REANEITEDCL
—é‘o

T LY Catalyst Center /A\— 3 D SFIP Bt E—
Catalyst Center 1.3.3.0 LA Z 3T L CWAEETX, IROFIEE FEITL T SFTP At — FE2 A2V E 213 BRI L ET,

AT w71 Catalyst Center (212 7' A > LET,
ATY T2 HR—L_—T, #>[System Settings] > [Settings] > SFTP DJIEIZER L £,

ATy T3 ZOE— FEAMTBITIL, [Compatibility mode] F = 7 R v 7 A& A LET (AT BIIE
:@%Iyﬁﬂ{yﬁx%j‘7c:[/ijﬂ) o
ATvT 4 [Applyl 27V v 7 LET,

T2V R—ADT T AT VAEEV 14— F

Catalyst Center DI HID U J— A TREESNIEZT T IA TV ARET 4 P —RIMZ T, 779 R=2ADT T4 7T
VABREY 4= RbiEEENTWET, 20U 0 P — REEMLE I ITHAET 2 B N TE, LFDO hE Y
7 EBRLTLEESN,

4 — FOEIE

Catalyst Center 7 77 4 7 L AZIFH CBAGEAENMHE L W ET, HEBEERE CH B4 EOMEHNTTEIN
BRWNGEIE, TIUPR—ZADT T ITAT U AREY 4 F— FIZHET 52— A2y vy T UT 52 LA
9, VAV —FREFEHLCT 7747 AOKELEFB LIZERIC, WOFIEEZFZITLET,

2 op

ZOFNEFN— MERZFFOAL—YF —DBPRFEITTE ET,

RTYT1 SSHZ AT b T, REMICASILIEIP 7 KLU A% H LT Catalyst Center 777 A 7 > AlZu 7' A
L/iﬁ‘o

ANEERERINEDL, 22— —Z L XA T—FKE2AHLET,

ATvT2 (EF) TIUFR—ADTTIA47 AT 4 P — R BMLETIIBAIMET 2 DICETT 54
BN D a~y ROMAGIEZRRT HI21E. maglev-config webinstall 2~ > K& AJJLET,
ZOHIMERINET,

Usage: maglev-config webinstall [OPTIONS] COMMAND [ARGS]...

Enable/Disable Maglev web install feature
Options:
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--help Show this message and exit.

Commands :

disable Stops and disables Maglev webinstall service...
enable Enables Maglev webinstall feature service

RATYT3 TITUWR—ADWR Y 4 — REEHIZT HI21E, maglev-config webinstall disable =~ > K& AJj L &
D

BIERIE T T DL, MOA Y E—VRFRINET,

Maglev Web install feature disabled

V41— FOBEHIE

T TP R=ADERT 4 P — R T T 74T 2 ATHEBN 2> T DG, BEAHNZLTNLROX AT %
FITLET,

s =AM (HA) Z2FCT D TED 3 / — R Catalyst Center 7 7 A X2/ — R&BNT 5,

cHAWNBEMNZ /2> TWNWDH3 ) — R TAEZNL ) —RFEHIBRLTH LW — RERBT 5, ZOHAT, o2
DI FTAE ) —RDH7 L H1OTT T IFR—ZADFRET 4V — FKBANNI/I > TNWDHZ EEHERL TS
A

EREs

ZOFNEFNA— MERZ RO —F—DHNFEITTEET,

RTYT1 SSHZ AT b T, BREMICASTLIEIP 7 KLU A%H LT Catalyst Center 777 A 7 > AlZu /A
L/i‘a‘o

ANTEHEPE RS N2, 2—HF—ZH L RATU— K2 A LET,
AT 72 maglev-configwebinstall enable =~ > R&EITL T, V4V — FEHEGNILET,
BERNCTT DL, ROA =V NRERINET,

Maglev Web install feature enabled

LA—FTNARDT7 Y TITL—F
LA Y= %y hU—2 FAL ARBBHAL, RAHOT A XY T b Y= TICT v T T v KT HGERB Y T,

* Cisco SD-Access THR— hENDHY T b7 =T /3= 5 2O TIX,  [Cisco SD-Access Compatibility Matrix] %
ZHLTZSN,

» Catalyst Center D—#XHI72 T /S A AP AR — MEHRIZOWTIE,  [Cisco Catalyst Center Compatibility MatrixJ] %2/ L
TL7ZE,
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