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htop

kubectl

last

Is

Iscpu

magctl
maglev-config
manufacture_check
netstat

nslookup

ntpq
ping
ps
rca

reboot

B
HIRATEE—FTT 7 A M A2EF L THAOLET,
SAREEZ 7 VT LET,

WESNE 74—~y FTBUEOL 2 FRT 50, AT AR5 #
fE_‘L/ij‘o

Ay —=VTF Ry Tl EAEMILET,

g

77 AN AT NER,
=N 7Ry T 7 M EITHEI L £,

TALZ MVIZBTL—EDOT 7 A NVDT 4 A7 E RO % i
HICER LET,

A Y O R ILOBEE,
vxavwy RERZACLET,
Interactive Process Viewer,

N—T 4T XY NT—=TFRA A A F =Tz A, BIOI
FNEHITLET,

HilBRfF & C Kubernetes 7 7 2 % ZHAEL £77,

Bl 74 Llea—YF—D VA NERRFLET,

maglev 75— A1 chroot SRS & 7 7 A LT AT A 2 —,
CPUT —x7 7 Fx BT DM EH I LET,

Maglev D BB 2 EB T 570D — /1,

Maglev DR A X ET D7D DY — /L,

ETF = v 7 B FETT DY —,

Xy M= iEREE I LET,

AV B—=Fy N F— Y= N BT T4 TR LET,
HENTP 7 =) 7' /T A,

ICMP ECHO_REQUEST Z ¢ N U —2Z R A MIEEFE L ET,
VAT LNDT I T 4 TR T O ADAT —H AR LET,
RAFRAGHEE =T 4 VT 1,

~ v EV TR LET,
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av Uk B

rm HIfRAT & E— FCTT7 7 A L ZHIBR L £,

route PrL—T 4 7T —TNEHITLET,

runonce runonce 27 U 7 M EFATLET,

scp R EEF 27 38—,

sftp BRIRT 7 A VR,

shutdown YU EVY Y MU LET,

ssh OpenSSHSSH 7 7 A4 7 > |,

tail BT 7 A NOEED 10172 EREL R LET,

top VAT ATBEADY — FEINTZV A MERRLET,

traceroute Xy NT—=TIRARDNL— Ty b =& LET,

uname VAT MMEHREH I LET,

uptime AT AOBBRER A L E T,

vi TRANTZT 44,

w nrA v L Tnba—P—tZzOa—Y—0REEZRRLET,
360

[System 360] ¥ 7' &, = Z CHRMLEIN DT — X IZBET 5 1F#H,
[System 360] # 7'|ZiX, Catalyst Center |[ZB3 % —H ChMAERNPERINET,

1. A U A=a2—0bREZZERNLE9, [System] > [System 360] DJIE|ZEIN L F 7,
2. [System 360] ¥ v v 2 h— KT, BREINDEKRDOT—HX A M) v 7 2fERLET,
[Cluster]

o [Hosts] : Catalyst Center s 2 MIBIT 2 #MAR R L E T, RINDEHRITIT. AAFDIPT FL
b RARTETENTNDL Y —ERICHET D58MRT — 2 NEENET, FAFMTEITENT
WAHY— BRI DM T — & 2R 5121, [View Services] V> 7 %27 U v 7 LET,

( )

B =

RARIPT RUVADRIZIE, BT — Ny UNfrEET, FEONNy Vi, FAMREETHD Z
CERLET, FEOANY DT, RARMDBER TRV EE2RLET,

|\ J

MU SRR, ROTFERPERSNET,
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o [Node Status] : / — RO~V ART—Z ANRFRENET,
S = RV ANERTRWERIT, AT —ZRCH—=INVERPEDL L, FIT VY a—T 1~
7 DI DBIMERPFRSNET,

o [Services Status] : & —EZADNVART —H ARKREINET, 1OTHLH—EARF T LT
W5a & AT —# A% [Unhealthy] (2720 F97,

o [Name] : —E 24,

o [Appstack] : 7V rr—a VAKX v T4,
TV = a VAR 7, BREAE SN EADESTT, TORKETO—E XX, B
RNBEZ DA VAR U AEBINL, BRNWD &ALV AX U AEHIBRT 5, KEHANZA 7 —
FINIRT TV r—a T,

o [Health] : —E 2D AT —H %,

e [Version] : —EZADNR—T g

o [Tools] : y—EADA NY v 7 bulh2FRLFET, Grafana TH—ERAE=H—J T T —H
R DL, [Metrics] Vo2 &2V v 7 LET, Grafanald, A—7F 2V —ADA N v/
OB LOFHEAAL — T, V—EREF=Z—) I T —Z 252 LT, WMEE T T
Ny a—T 47 TBHIENTEET, Grafana DFEMIZ OV TIE, https://grafana.com/ Z SR L
TLEEEW, [Logs] Vo7 %27 Vw735 L, Kbana TH—bE 20 7 RF RS E T, Kibana
L, A== AOHB L OFEL T 7 v b7+ — AL TT, =R ERFHDH LT,
BEEZ NI TNy a—T 4 7352 ENTEET, Kibana DFEIZ W TIL,
https://www.elastic.co/products/kibana & Z M L T< 72 XV,

e [Actions] : —E X ZFEETLOIMEATE AT v ar, —HONEI—EXABIVT A
T AEA O —E 2Tk, [Actions] &7 a RN TWET,
o [High Availability] : HA SHRVCTT 27 4 7T 20 E D hidFR S E T,

77 AL —=THAZT 77 4 74T 2B OWTIE, Tt 77 4 714k (134=—) |
L TIEEN,

EE

HA TiZ, Catalyst Center TE){ET 2% 3 DLL DA A M RMETT,
3 /— K HA X, Catalyst Center TIHEIT XA TW D ESXi TiZH A — h I TWERH A,

o [Cluster Tools] : kDY —/LIZT 7 B ATEx £,
o [ServiceExplorer] : 77V r— g VAKX v 7 B X OBEEM T O —ERIZT VA LET,

e [Monitoring] : A—7"> Y —A X NI v 7 58 LA LA A — h TH 5 Grafana 2 L T,
Catalyst Center = L 7 R— % FhOBEHD KX v 2R — FiZ7 72 LE4, [Monitoring] > —/L %
ERH LT, ATV BIOCPUMEHRA & T2 CatalystCenter A bV v 7 ZFERB I OOHT L
%9, Grafana DZEMIZ DUV TiE, https://grafana.com/ ZZ M L TL 72 &0,
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( N\

B =

<~ /JLF 7R A b Catalyst Center Bilis Tld, #HE DA A M2 X% Grafana 75— % OEEN TS
£,

. J

o [Log Explorer] : Kibana % {#i /il L C CatalystCenter D7 7 7 4 €7 40 7 L AT 20 7\ZT 7+
A L %7, Kibana |% Elasticsearch & # @925 K 5 IZe&GH SN A—7 V) — 2Dk L O
zF792577 v b 74+ —2L7TY, [LogExplorer] > —/V 2 LT, #7774 €T 41
IRIOVVAT A 7 2R LET, Kbana DLEMIICH ST EF—va vy 0 KU T,
[Dashboard] Z 7 U » 7 L £9°, &IZ. [SystemOverview]%Z 27 U v 27 LTI RTDY AT L T %
For LE9, Kibana DFERIZ DWW TIE, https://www.elastic.co/products/kibana Z &R L T< 72X
AN

( )

B =

7 7 4V K TlE, Catalyst Center DT XTHORF U I NEMI/R> TWVET,

SATLER
o [SoftwareUpdates] : 7 7V 7 — a V£ 72133 AT ADOEHD AT —Z ANRERINET, [View] V
YOV ITAHE BHOFMNPERRRINET,

( 2\

B =

ERNTIE, TOMUTH T — Ny URMNEET, SOy i, B 7T EfcElE 57 7
VaUrmEFICET LEZEERLET, HEAONy IR, ERAFMRRESNSH L LE R LE
ﬁ—O

& J

o [Backups] : DN 7T v T DAT—ZARFRINET, View] Vv %2V v rT5HE, T
TONY 7T v TOFEMBFRRINET,
EBIT, RDAT Y a—NNRNy I T v TDAT—=ZALFRINET (FRIFATFVa—1ENT
WA T o TIRENT L ERLET)

( \

3 *

Ny 7T WL, TOREICH T =Ny URfFEET, HEONNy ViR, Ny 7T v TRIEEIC
TT LIl 2 XA LAT T EEBITRLET, HODON Y DI, RO T T v TINEEA
T a— L ENTWRNWZ EERLET,

|\ J

« [Application Health] : H &h{l.3 X O Assurance DfEEMENF RSN ET,
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( )

B =

TV r—3 g vOREMIZIE, TORICH T — Ry URMFEET, OOy L, EWRT
TV r—arThAHI R LET, RADASNYIF, 7V r— g UBNIEERTRWI L&
ALET, FT TNV a—TFT 07 THI0E, View] Vo2 %227 v 7 LET,

|\ J

NEERR SN R T A
Catalyst Center |Z X > CTEH STV ARy NU—7 h—ERZETHERPFTRINET,

o [Identity Services Engine (ISE)] : 77 A4 <~V B XU H & VU CiscoISE I —/R—DIP T KL &R & AT —
X A &Eie Cisco ISE R ET —# #F R LE£9, CiscolSE & #H9 % X 91 Catalyst Center % 5% &3
521X, [Configure] V> 27 %27 U v LT,

o [IP Address Manager (IPAM)] : IP 7 RL A~ % — ¥ ORET — X LA AT —Z A%FRLET, IP
7 RV AR =Ty 2R ET HI2IE, [Configure] V> 27227V v 7 LET,
3. [SystemHealth] %7 U v 7 L, xv bT—27 |28 ST % Catalyst Center 777 A 7 2 A &AM
VAT LD MR DR E 1,

[SystemHealth] 7 1 > R OFERIICHOWTIE, [P 2T A MR Yodr (1143—2) | 28R LT
<TEEW,

360

[System 360] &% 7 DY — & RAIZFHT 5 [EH,

[System 360] % 7'1%. Catalyst Center TEITINTWBT SV r—r g AX v 7 LY —ERCEHT B3
Mzt L E+, ZoFRZEA LT, BEoT7T XY r— a o0 — A ICET 308D T 7L

Va—T 4 U TITRITHZ ENTEET, 728 2I1E. Assurance [ZRIENH DA%, NDP 77U 7r—
VAVAR I LEDAVR—R Y M EADE=L =) T TR n T ERRTEET,

1. AV A=a—0bREEIRLE7, [System] > [System 360] DJEIZE IR L £,
2. [System 360] 7 .t > K7, [Service Explorer] # 7% 27 U v 7 L%,
=R FAZEEHES—EABHF LT T T T 4 ROy ) —ROE TR RINET,
o /= RIZHh—YNEEDLEDE, VITNAES, ®ID, A ¥ —7 A X EOFEMMBRTEN
ESc N
o =B AT —T LTI, /— RIZEEMIT O TWDETRTOY—EARFREINES, v —
FH—be2iE T M) | EWn)~—27 TRENET,
o O —NLVT Y NETAar i VI THE P—ERT—TNOY—ERET SV r— a3
2K 74 —EREFEEAT—% A ([Up]l. [Down]. F7-i%[InProgress]) . £/-ix~*— K
F—EANEIDIZESNT T 4 L F U TE ET,

e [Global Search] 7 4 — /L RIZH—E A4 EZ AN L TH—ERAEZRBETEET, h—b24%27 ) w70
T5HE, BEEMfTONTHD ) — FTH—EAREREINET,
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3. v—bRE&7 Vs THE, [—EA360] Ea—2EE L ET, FEMICIIROFERIEETET,
o [Metrics] : Vo 2% 27 U w7425 Grafana DY —EREF=F ) I F—EANFRENET,
eflogs]: Vo7 %7V v 73 5L Kbana D —t 20/ RBnERINET,

e [Name] : +—t 24,

e[Appstack] : 7V rr—va L AKX v I 4,
e [Version] : " —t 2D N —T g 1,

e [Health] : —E 2D AT —X% X,

o [Required Healthy Instances] : IE# 721 v A Z L ZADENFREN, ~F—Y RP—EZXTHLHNEH
MR ENET,

e [Instances] : A v AZ L A%V v T LEMNFRENET,

4, 77NV A SN TWEY—E A &P T HI21E, [Search] 7 4 —/L RiIZHh—E A4 &2 A LET,

5. Y—ERT—TNDOY—C RET S r—a ARy 4, —EREFEAT—4 2 ([Up]. [Down].
F 721X [InProgress]) . £IE~ X —Y R —E2ANE I NIESNTT 4 VX UBT HI2F, 74V H
TAaryEZ7 v LET,

ZOHETIE, 74 A7 IREFFAT (RMA) 72 EDO—fkiy7e 7 — ROBAEIZHOW T L £ 7,

RMA

BAFFR] (RMA) FIEC. DIMM, CPU, ¥—SSD 72 F o n— K = 7 B ER & 2583 B 35414, Catalyst
Center D/ L—AT7 /Ny NEADUUVEFRITTBHZ EH2HERLET,

HA

LAY 23y NIV HNOEEY 7 SNTZAAL T T, X2y NIT—I P —EREHEFTI-DD 7 +—

WXy (HA) AAN=ALIRLTRAYT T UARIATIN TN DAL, JVv—AT7 Vv y vy YT U %

FITTHIEEHELET, LA V2R y U= DOILEME3FEBT 521X, [CiscoCatalyst Center Appliance
Installation Guide] @ TNIC Bonding Overview] ZZM L T 72 &0,

N—RU =T HEET HRIIC, CatalystCenter 777 A4 7V AZEIETEET, VY7 by =7 ORMEEZEE
LRI A —2 ) AX— &R TDHZ L TEET, [ CiscoCatalyst Center Appliance Installation Guide]
@ TPower cycle the appliance] &7 v a v ES LTS EEW,
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TP —R—~DT 7 ZADOHREIEHT DR,
BEITOXY

Catalyst Center (2, TN HAENEHT 5y FU— ?7/\4’% EOMOPRY— =L L THRESNT-T 1
ﬁ?/*f—/\—#%éiﬂ/\i TuX iR (CA) #RELTC. CARRNTARNT U A—L L THRy hU—
JTFNRA AT e Va=rrEsn, 7axiEg LT CatalystCenter [CHEfE CE D L D ICT HHENRH D
E3r RN

REJOXD
CatalystCenter |2, o > % —F v b EDOHOFEV—"—L L TREINTZT B X —"—0H H551%.
TaX Y =N DT B RAERET DLENH Y FT,

Yo VT I ZBT S HELEETA - HTTPS 7’ 12 % 2 % 3@ U C, Catalyst Center T4 % & X415 URL & FQDN 72
FIZEXaT 7 78RR T5Z LA HRLET,

FEAZOWTIL, e [ Cisco Catalyst Center Appliance Installation Guidel] ¢ TRequired internet URLs and fully
qualified domain names] & [Provide secure access to the internet] ZZ&M L T 72 &0y,

s N

R =

Catalyst Center /X, Windows New Technology LAN Manager (NTLM) #EFEZfEfH 92 7 0o h——%
A—hFLTWWERA,

1. AV A= 2—0bREEIRL$7, [System] > [Settings] > [System Configuration] DJIEIZEIR L
\iﬁ—o

2. [System Configuration] K= v 7% 7 U X v/ 5, [Proxy] > [Outgoing Proxy] % &R L £ 7,

Tax Y —_"—0OURLT KL 2% AN LET,

4, Tux Y —NR—DR— b ESEANLET,

( N\

R =

o HTTP 4. R— hEF1Li@% 80 T4,
o R— FEEDOHIPHIL 0 ~ 65535 T,

W

g J

5. (A7vay) Faxi Y —N"—0RitEnE LT 555, [Update] 27 U v 27 LT, Fefith—~—
2T 78 AT DD —H—Z[ L NXAT—FREANLET,

6. [Validate Settings] = v 7 7R v 7 A% A4 2 L, i FHFEIC Catalyst Center C 7' v & SRR RF D F% E DSFRALE
SNHEIITLET,

7. EBRNEZWRL, [Save] 27V v 7 LET,

BIRNEEZ Y 2351203, [Resetl 227 U v 7 LET, BEFO T %% EZHIFRT 521X, [Delete]
o7 Uy LET,

TaX U ERE LK, [Proxy] V4 RUICREEZ R R TEET,
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EE

Catalyst Center —E AN T B X — N"—DORETHEHFHINDETITRKRES DINDLTENHD
—g—o

Fv NI —IERICE > T, Yued 7 — b7 =A%, CatalystCenter b EFT LY E— Ry NU—7
OMICAFET D REENRH Y 77, 80°443 2 X O—fRAYRA— MNIDMZ D7 — v = Af T X T %@
WLFET, ZD7=d, CatalystCenter HIZERE SN2y NT—I T R_RA ANLDOSSLE Yy v aid, 7 u
XU 2 TRTTDHZEIZRDVET, LER-T, INHDOX Yy NI T, A X, Taky
7— b~ U = A DA T Catalyst Center L iHE TE £ 7, *v MU —2 7 /31 A3 Catalyst Center 7213,

(FETHHET) TuXxF—hrv=A b, BRETHERECEIEREMIT I, XY FU—7F AN
A A%, B#T % CAL— FREHET, FERFEORN TIEY— "—J A OFEHEL > T, #@Ullc 7=
EYa = TENEZPK P T A NANTEZRAETAHLERH Y F9,

Fv NI —IRERIC L > T, Y ued v 7 — b U =A%, CatalystCenter CEELT LY E— bRy NT—7
(SEZERR Y NT—=TTA R&ET) OBIHIET DR H Y £7, 8044372 KO —X72
R—=MIDMZDO 7 — U= T axT @B LET, D7D, CatalystCenter HIZERE Sz x vy b T —
JTNAANLDSSLEy va ik, 7exi = oA TRTTLHZLICRVET, LIzBn-T, =
NHDOVE—RRy NT—=TRNIZHDLR Y NT—T T34 AT, T ax 57— 7= A f&H TOH Catalyst
Center L H{E TX £4, X hU—2 5,31 273 Catalyst Center £721%. (FETHEHAIL) Tux r—
U oA ERETRERBETE DEREMLT D720, Fy NT—7 T34 2%, Bi#ET 2% CA/LV— hEE
T, EITREDORM TIEY — =B OFEHEA > T, @Oy ya =07 INPKI R 7 A R A
N7 ERETHMENRD Y £,

PP it /[H — B AL > TTF NS ZADF A= FRIZZD X 5 7 a X UNRE STV L HEE, Ry
U — 27 TS AWNEE4|T Catalyst Center Z[E#HIs L OWRAETE 5 L H 12, 7 1 F% & Catalyst Center —
N—iEHEILF—THILEND D FT,

7'a ¥ 47— kv oA ) CatalystCenter & FHER GO ) E— hxy NI —7 OMICFET DXy hU—7 K
ReYTiE, WOFIREZFETL T rX 7 — MU = A FEHFE 4 Catalyst Center (21 ' AR— FLET,

o SUPER-ADMIN-ROLE }E[R % Ff o —F D AN Z O FIEZ FATTH Z LW TE ET, FEMC OV T,
T LI ONT (162—2) ZZML T L&,

o Catalyst Center & Z DV —E RIZEET H 70X T = U xADIPT RLVAEMEHTHMLENH Y £
7

o /X — oA THEFHIN TWDEHET 7 A LV EFF> TWDMERLY £7, GFHET 7
A NVDOHRERIE, KOWNWTNNTHER SN THWDELERSH Y 7,

e PEM £721X DER XD 7' m X 27— by = A OFEME, B XA CEA ST E,

¢ PEM £ 721ZDERIEX DT X 7 — b 7 = A OFEHE, BLOARBEMD CAIZ L > TRITS
7-EFRAE,

e PEM 721X DEREX D7 v X ¥~ U = A OFEAEL ZOTF = — 2,

TNRARET X — Ny oA THEAINDIEHEIL, IROTFIAIZHE S T, Catalyst Center (21 > 7R — b
THVERDH Y £,
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1. A A=a—bkEEIR L £3, [System] > [Settings] > [System Configuration] DJIE|ZE4R L
*7,

2. [System Configuration] K= v~ 7% 7> U X ~»5, [Proxy] > [Incoming Proxy] % & L £,

3. [ProxyCertificate] 7 1 > RV T, (FET DAL BUEO T vax 7 — MU = A GEEOT — X KR
LET,

( N\

B =

[Expiration Date and Time] 1%, BLHFFRI TR SN E T, FAFRAEAZIMIRED 2 » HAflZ, Catalyst Center
D GUINZY AT MR FRRINET,

. J

4. 7u X — Ny oA GEAELBINT 5123, B B4R E £ 7213 CAFEFE % [Drag and Drop Here]
ERIZ KT v 7T R Ray 7 LET,

'a \

B =

PEM £ 72IZDER 7 7 A /b (ABF—WEBALEERED 7 7 A VIE) 72T 25, Z ofEkA i H L T Catalyst
CenteriZA A — hTEET, IHIT, ZOFIRICITE F—ITLETIE7e <, CatalystCenter |27 v
7a— R INERA,

\ J

5. [Save]l %7 U v 7 LET,

6. [ProxyCertificate] 77 4 > RO ZHH L, EHsnz7ax s F— b 7 oA fFHEOT X2 2 F£ R~ LET,
[Proxy Certificate] 7 ¢ > K 7 IZFRm SN2 F8IE. T LWGERAES . BI7H. B L OSERAKE % KT 2
KON EETIHVNENRNHY £7°,

7. XS — Ny o A GEAEOKREEENCT HITIE, [Enable]l R& %27 Y v 7 LET,

[Enable] RZ > %27V w7 F5L, 7o — R oA PLOERFFICaZ ha—F 8 v AFR— &
nN=rax s — U o AFEAELZRLET, [Enabled] "% %227 U v 7 Langs, 2 bua—J0%
MEOHCEBLIFAEE ISV AR—FENT- CAEFAELZ o X A — b oA IR LET,

a7 — U A GEAEFEOBKRENEN SN TV 556, [Enable] RN ¥ 37 L—FIRSNET,

SSL

CatalystCenter & ¥ 7 b7 =77 v /5 — DA 11— K5 Th 5 CiscoCloud & DICERE SNZ7 1 F
U= N—TSSLESNE N2> T DG, EXRFRAER B RIT S NZGEAEA M H L7- SSL A >~
22—t N FuxIGEAELT v e — RLET,

CatalystCenter & V7 N7 =7 7 v /5 —rD X u— Kt Tdh 5 CiscoCloud & DI E Sz 7 1
Y —N—TSSLEZBEN > TV DHGE, EXARGERNORITINEHEZEH L T r %
MR ENTVD Z L 2R LTS EE VW, 7T _X— FEAZFEZHEH L TV 5613, IROFIAE ET
L/i‘a‘o
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Vs

B =

X2 VT 4 2bT 5720, L— k=L ~DT 7 & A% Catalyst Center THEZNIZ 72 > TV ET, HIFR
FE=zNTE, 23R LRI =T 4y VT VAT AET 7 ANV AT AT 7 EATE
W=, EH EOU R BBEESNET, 727 L. 2ok aroa~wy Reid 5121, Cisco
TACIZHEAE LT, — h ¥ = VI —RICT 7 BERXATHRERH Y 7,

1. 7ax o —_"—0FEHZE (pem ) % Catalyst Center —/"—D5 ¢ L7~V (Z#zk L ¥,
2. maglev = —+#—& L C Catalyst Center —/3—IZ SSHEHfE L, kD a~ > RE AT LET,

# /usr/local/bin/update cacerts.sh -v -a example.pem
Zoawy NI ROBIO XS 2R L ET,

Reading CA cert from file example.pem

Adding certificate

import 04:F7:6B:24:92:95:5A:20:3E:05:83:40:FA:19:8D:94:B2:B0:69:60.crt

Sending MKS Event..

(Attempt 1) Command to execute kubectl create -f /tmp/event file.yaml
(Attempt 1) kubectl create -f /tmp/event file.yaml completed successfully

Updating certificates in /etc/ssl/certs...

rehash: warning: skipping ca-certificates.crt,

it does not contain exactly one certificate or CRL

1 added, 0 removed; done.

Running hooks in /etc/ca-certificates/update.d...

done.

Attempting to restart containerd (Attempt 1)...

containerd restarted successfully.

[Attempt 1/10] Restarting Pod/Service that has a host mounted certificate
dependency.

Please wait for the pods to come back up and resume normal working. This might
take a while

Successfully triggered a restart for the containers needing the certificates.
Deleting tempfiles /tmp/tmp.CMu8bA83SC /tmp/tmp.6STo8fQRNB /tmp/tmp.cjBhl4dgw5Sb

3. 2~ FHAT, Tadded] DITEEEL. BMENTZEHNR B TRWI L2HERLET, Fz—0HND

FEAFICESE, 2T 1201 KV 2L R5560H0 £7,

4. Catalyst Center TlF] UCFFFAEZ 7 v 77— KL, #4 R L £ 7,

a) Catalyst Center GUI ic 2 7' 1 > L £,
b) [System] > [Settings] > [Certificates] > [Trusted Certificates] (2 & L. [F LFiEHELZT v 7o —
FLET,

PRI OWTE, (BHCX 2 EORE (423—2) 2R LTIEEN,
c) 77 7 K. Cisco Connected Mobile Experiences (CMX) . 5 J U Cisco Spaces D#zfi & fesl L £7,

WEBREZE DA R IR I H A0S, B8 L CTHIRZ 1 ERBER T 5 2 L IOV TOHE R,
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Catalyst Center |, Kubernetes |Z & > THR S AL7ZFEESC, Kong 8 L OERKIGEHR~ K — ¥ —EA0ME
RT 5iEAER Y, ZHOMAELZFERALE T, INOOMHEX1FEMAEST, 272X EA A F—
NTHETCICBmENET, 2o ONHREHEIX, ARHIRA 81 5 AiIC Catalyst Center (2 L - T 142
BB EFSNLET,

o HWIRREIAUIC 72 D RN PHBREE 2 Hof 42 2 & 2 iR L £,

A5 100 HEORIZHIREINIZZR S X5 ICRESN TV LHNEREAEDOAZFH TEET, ZOF
JETIE, ZHLAERIZHIROIAUIC 2 DREAFIC O W TIMMT S E TS EH A,

¢« ZOAY U NTIL, Hh— RX—TF7 1 [FEGER (CA) BAFMZFEHETII /R, BLBAMNEDO L%
FHLET, V— F3—F ¢ [CAZLFTXFAAEOE S, 227 U 7 M Kubernetes & SR~ 27—
Lo THEHA SN DNEGERAEZ T H L E7,

o HOBAGHEDEA, FH7uk ATIIN—F CAREFEEINRNWZD, FEHELZ T A AT
aTAHNEIH EFEA,

o VT AL L) HFEIX, H—/ — K& 3 /— K Catalyst Center 5% & DOl 512 H & v E 7,

1. 527 7 A% ) —FBREETHY, BEPNBELTHRNI L 2R LE T,

2. £/ — FTBEEM SN TV LFEHED Y 2 M 2N b OAMMIREZRRT 5121E, koa~vr Fi
ADLET,

sudo maglev-config certs info

3. Roa~vr FEANLT, T <IZHIREINICAR D KD ICRESNTWDNEGEERHEZ B L £,
sudo maglev-config certs refresh

4, thor 725 ) — Rz L CEEOFIEEZEY IR L £,
5, 2—FT 4 UT 4 D~NVTHRRTDHITIE, ROXLIICATILET,

$ sudo maglev-config certs --help
Usage: maglev-config certs [OPTIONS] COMMAND [ARGS]...

Options:
--help Show this message and exit.

Commands :
info
refresh

Catalyst Center 7 ¥ % LAEE R L OB F— T 2 1F#® T9,

Catalyst Center (%, &> a > (HTTPS) OFGEICH A SN 2 GEREHMELZ Y R— L TCWET, Zh
50w a T, CALMEEIND fRICRO bNTEHIN-=—Y = b &M L %9, CatalystCenter
1T, RGEREHEEREAZMHHA LT, WEFCA S X509 FEAELZ M R — M LTHRIEL, BELET, /I’ /
A— kN ET-REHIEL Catalyst Center O 7 A 7 7 4 7 ¢ GEBIEIZ72 0 | Catalyst Center IZFEFED 7222
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DIERARE I TA T MARTELET, 7 FA4 T2 ME, J—ARU L FAI T 7Y r—sa v bk b
U — 2 F 8 AT,

Catalyst Center GUI Z ] L TIRD 7 7 A /L% (PEM £ 721X PKCS 7 7 A WMIEXT) A VR — FCTE £,
o X.509 FIFHAE
o LB —

e )

B =

FbEE % —1Z-DU T, Catalyst Center |X RSA 36 L OFEH iifRT o # VB4 T /T U XA (ECDSA) F—0DA
VAR—FEYR—FLTCVWET, 2=V —HEDOXF—EFHI AT A THEX—ZHRELTIZE,
BX—0DFEV 2T A A X 3H/NTH 2048 By MMLEETT,

\. J

WS CAIZ Ko THAITIN A %072 X509 FEE L X — 2 G T 2 MNERHV ET, 77 A VEA
A— M DR, FEAELNIA L TV DREX —IZXHE L TWARERS Y £3, 77 A VEA R — b
T 5 &, XB09FEAE L FMEX 2K S EXa U T A BEENBEINICT 7 7 ¢ 7L E§, Catalyst
Center |FREIEZL, BRTHTNAREEIT SV r—ra VR LET, /—ART U RAPIT 7Y
r—varvbtxy NI—UF A4 ATE, Zhbon A UEH%ZHH LT Catalyst Center & OfE#E IR %
T Cc&E £,

( )

B =

H OB 4L #E % Catalyst Center (21 AR — K LTEH LZ2WNWTL 723, W CA 2> 5 H %7 X.509 FiE
HEEZ A VR—FLTLEED, BUYRTT 7T NIV AEREEHIET 220, T 74V FOHEE
ZFEAEEZNE CAIC L » TE4L SNIGEHEICE S B TS,

g J

Catalyst Center |X—F£IZ 1 DDA 7R — FFEHA X509 iEAEBS L OMEX—7F 2R — ML E9, 2oH
DOFFAERB I UOME X —%2 A VAR — T2 L, YD EBEFED) A R — FEAHAEAER X ORE X —0
B FEEINET,

Catalyst Center & ZFH1EF = — L DOHR— MIET HIEHRTT,

Catalyst Center Ci, GUI 241 L CREAE L B —% A1 > 7"— h CT& £9°, Catalyst Center (21 >R — k &
NWHFEAE (B4 SNTREE) [ZOoRNLHEHETFT = — U ICEEND MLGEAERH 2551, 2 b
DO TFAFEEAE L 2 b O FALCAD L — REHER—HEIZ, A VAR— FSNDHE—DT7 7 A VITBEME LD
VENRHY ET, ZHOOFEHEL BT 2561, BEOFEEDOT =— 2 LA UNEF TEMNT 5 LEEN
HoET,

WOFEAFIL, H—D PEM 7 7 A JWIZ—FEICRE D (T 20BN H Y £F, GEAFEOV 7V 7 N EFAT
TLERNT, ELVGEAZENA U AR—hE, ELWIEFAHERFSN WD Z 2R LT ESN, F
7o, To—VIZEENDLTRTOFEHEN IV FITONTND Z EZMERL T EEN,
« [Signed Catalyst Center certificate] : {4 ~ + —/L K12 CN=<FQDN of Catalyst Center> 3 & F 1L C\ T, 1T
JLINFRITRERE D CN 2 Ff > T\ 5,
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B =

WEFERER (CA) IT K DB A DFEAEL A A h—/LF 53554 1%, Catalyst Center ~D 7 7 & X
WA 53T DNS 4, (Catalyst Center @ FQDN % &¢¢) 2FEBHZED alt_names 7 > 3 > Ts
EENTWVWDZ L AR LTS, FFMIZOWTIE. [ Catalyst Center Security Best Practices Guide.]
@ TGenerate a Certificate Request Using Open SSL| # & L T 72 &\,

|\ J

« [Issuing (subordinate) CA certificate that issues the Catalyst Center certificate] : 7' =27 N4 D7 —/L RIZ
IX Catalyst Center OFEFAE A 317925 (F) CAOCNMNEENTEY, 77X/, L+—FCADCN %
BFfoTWb,

« [Next issuing (root/subordinate CA) certificate that issues the subordinate CA certificate] : {4 7 1+ —/L K23 L—
FCA T, FITILAMEA T 4 = FERUETH D, 2RO CETRVEEIE, ZOROREITILE
BMLTHEET,

Catalyst Center

Catalyst Center |%, X.509 FEAA & & fii%% &% — @ Catalyst Center ~DA V" R— L A R L —V &P R—FLE
TO

Catalyst Center Ti. #FiE/m (CA) 75 X.509 FERAE & Catalyst Center (2 L » TR SN E X —% A
VIR— ML TRRIECEET, b A& LT, CatalystCenter, / — A KAPI 77U r— 3 2,
BLORY N =7 TN AOMICLZETEE TE D REAERT 5 2 &3 T& £, [System Certificates]
U4y RUTEAEEMEX—%2 A1 A — N TEET,

Catalyst Center t— N —ZEEZ BH T 21213, ROFIEZFEITLET,
1. FEEEAER (CSR) #AERK L E7,

2. CSRZ CAIZRE LT, BAMEREHFELZIEL T,

3. BAfT&IEEL ZDF = — 1 % Catalyst Center (21 >R — F LE T,

ZDOFINETIX., CA Df]E LT Microsoft Active Directory FiFFHE Y — b 2 &2 H LE 3, BlD CAZHEHTH
BEx, TS U TRIEZFEL TIEIN,

P % — TG % A2 7 X.509 FEWTE 2 NES CA I LIRS T D M1 D VW £9,

1. AV A=a2—0bREEIR L £7, [System] > [Settings] > [Certificate] > [System Certificates]
DINEC IR L £,

[System Certificates] 7 1 > KU ZHANIE R Lz & S IZBEDOGEHAEL L TERRIND DL, Catalyst
Center © [ B4 GEAEDT — & T9, BHOABAEAERERH D 1HERICHIREINIC2Y 97,

ZDOv 4 KoL, CatalystCenter % — S —ZEBHE(C Fa'?]?%.’)‘%i&?ﬁi‘%?éﬂ ;h%@‘ﬁﬁi%%ﬁ
TB00T 7 v a it SinEd, [System Certificates] DF(Zi%, FEHE IR DIEWM TR S
ﬂij—o

o [Issued To] : FEFAZEDFEIT I,
o [Issued By] : GEFHEIZEA L, GEEERIT Lo T 4 7 14 D4R,
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e[UsedFor] : iElENR Y bu—F LT 4 FRAXZ VANV OEL L (EIEEG) ITEHASND
AR LET,

o [Certificate Serial Number] : FEBHEZ S ) 7T LEK S ORKED b5 XFE2 R LET,
o [Days Left] : FEHEDALHM DY B,

o [Status] : REMAED AT —F 22 FR L ET,

o [Valid From/Valid To] : FIEEAE A %h 72 B,

( )

B =

AEAEOA B AR, SRR CRoR SN ET, AEHEAHIRO 2 A AN, @Mt & —
(CY AT DERMPFRESNE T, ZRT DL, VA FUOHEEBICH @7 A2 %227 ) v
7 Lij‘o

|\ J

o [Action] : FEIEAEH T A7 DI FRER T 7 > a v (FoR, a2 —, B Y) 2RLET,

2. [+ New Certificate Request (CSR)] 227 V v 7 L £,
CSR Z W THR4 % & Z1%., Z @ [+ New Certificate Request (CSR)] V > 7 WA @720 £,
BEA7D CSR ZfEH L e Waid, BEFOZEREZHIFRL T 2S00,
a. KT, HIBpT HEREROITET,
b. [Action] T, MEDEMILE () OLICH—Y I E2EE, TOEKROD [Delete] 27 V v 7 LE7,

c. [DeleteCSR(s)] # A 7 /iR 7 AT, 2 hur—F7MDCSREZHIET 2 Z & &x3 7212, [Controller]
Frv IRy 7 AA N LET, TD%, [Delete] 27V v 7 LET,

[+ New Certificate Request (CSR)] U > 7 ANz 0 £97,

3. [New Certificate Request (CSR)] A7 A KA >4 > T, CSR Z1Ek L £7°,

a. [Used For] . [Controller] = v 7 Ry 7 A%A LT, a2 bha—ZZCSREZHEATIHILHICL
9,

b. ROMET 4 — RIZEEATILET,
o [Key Algorithm] : = —DAERICEH S5 7 /0= U XA (ECDSA £721L RSA)
o [Digest] : CSR DRF#R LORGEICHEA SN D4 A V= A FT /LT X b,
e [Key Length] : GEFHEDO X —D B h A X,
e [Common Name] : V—/X—®D IP 7 KL A, 7RA M., F7213 FQDN,

o [KeyUsage] : GEFHEDO X —D BHY, HTREZRME ORI OV Tk, [RFC5280] @ 7 =
v 4.2.1.3] EBRLTIEEN,

o [ExtendedKey Usage] : RIEEAED X — BN B, i H A7 EDRHIC >V Tid, [RFC5280.
D ' ra4.2112) EERLTLEIN,
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New Certificate Request (CSR)

Once you click Generate CSR we will create your CSR, and it will be available for view or download. You will then need to
submit it to your provider to generate your certificate. Instructions on that process can be found here.

Used For *

D Controller

Best practice is to use characters from the ASCII printable character set, and be aware that if certain special
characters are keyed into the below textfields, they may not be properly rendered once the system certificate is
uploaded and its information is displayed. The ASCII printable characters are those in column two or greater of
the Standard Code table located here.

®
Key Algorithm* Digest*
[ ECDSA v ] [ ECDSA-256 V. ]
Algorithm used to generate the key Digest
Key Length* Common Name*
[2s8 2 ]
Key size of CSR Example: cisco.com
Key Usage* Region / State
keyEncipherment v [ ]
digitalSignature Example: California, London, Beijing
Locality

= Sl )

Example: Paris, London, Moscow

Extended Key Usage* Email

[ serverAuth clientAuth v ] [ ]

User submitting the CSR request
Organization Organizational Unit

[ )| ]

Cancel

c. [Generatenew CSR] #4 ) w o LET,

.CSRO=atv =Xy rn—RLET,

a. [Issued To] T, CSRDNANRX—=V I FTF A &7 U v 7 LET,

b. [Certificate Signing Request] A7 A KA > A ., [Download CSR] %Z 7 V v 7 L %7,
CSR X Base6d 7 7 f /L L LTr—hMcF v ra—RInEd,

c. [Done]l #2 U 27 LTATA KA LA ZACET,

. REFAEEDRZ CAICEFE L, CANLRITICCAT =—r Xy rua— RKLET,

7= & 21X, Microsoft Active Directory sEZE - — A 2 L CREEE R 2 XE T 5121L, RO TFIEZE
FITLET,

a. kBl H v m—RFLEECSREabE—LET,

b. LW Z U ¢ > KT [Active Directory Certificate Services] % B & £,
c. [Welcome] ~—<"C. [Request a certificate] #7 U v 7 L £,

d. [Request a Certificate] ~<—<"C. [advanced certificate request] #27 V v 7 L £ 7,
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e. [Submit a Certificate Request or Renewal Request] ~—<"C. [Saved Request] 7 .t —/L RIZEERK &AL 0 £
. FEAET T L b AR LT, [Submit] 22 U v 2 LET,

BIRLIZGEAET 7= FN 7 T4 7 2 FRRREE = S —3RGED M T ICRE STV D 2 & AR
LETS

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encod:

Saved Request:

SzBIMBsGA1UJEQQUMBKHBA rD1muHBKn-+BKKHBBEB
Base-64-encoded g
cortifoato requoet  A1UdJQQWMBQGCCSGAQUFBWMBBgg rBIEFBQCDAAK

(CMC or 6FEYDSB3wiNm1@150dRNFxz1cbyHAW@D2E12u89W:
PKOS #7): |- END CERTIFICATE REQUEST-———— )
4

Certificate Template:

Catalyst Center 60 day v

Additional Attributes:

Attributes:
A

Submit >

f. [Certificate Issued] ~—C, GEHFEDO = 22— R{ELZ 3R L, [Download certificate chain] 227 U v
7 LET,

FEAEF = — I CAMNBE Y a—RENET,

- REBAERITILD pTb TAEAFED TR T =— (P — =B LU CA) Ntz Z L 2R L%
T AARGEIR, ROFIEEZFETL, F=—r 2R L THALTET,

a) p7b /X FL% DERFEAXCTH v m— R L. server-cert-chain.p7b & L CHR7FL £9°,
b) AZiTha~v R

openssl pkcs7 -in server-cert-chain.p7b -inform DER -out
server-cert-chain.pem -print certs

. Catalyst Center GUI @ [+ System Certificates] 7 .t > K7 ¢, CSR @ [Action] ® F® [Import] 227 U v~ 7 L%
TO

. [Import Certificate] 2 7 1 KA XA T, ZOFEAEBZLI EFRERT = — U NEfs SN BLA M Z5E
B+ % Catalyst Center (21 > 7R— h L £,

a. [Used For] C. [Controller] = v 7Ry 7 Z&F AL T, 2y ha—F | ZOiFAELZFEHT S &
I LET,

b. [Type] T, KOBEMIN L CHERAED 7 7 A MRS A 7 EBIRLET,
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PEM Chain TIAN—FRE A =T 7
A N,

PKCS NS e (i b %
B,

C. XA TESONWT T 7 ANET v a—RLET,

1215

[PEMChain] 22 VU v 27 L$7,
SERAERITIE DL — X7 7 A )L TCIFAE L Z0
FITLCA T = — U NI N =561, ROTF
I8 2 4T L £,

1. PEM (base64) 7 7 A /L ZUEET D7,

OpenSSL #{# f§ L T DER 7 7 A /v % PEM /£
WAL FE T,

2. GEAE L D3 ToC CA ZaEfE L, FERED
5 AL CAIZHEVT/L— h CAETH
dnac-server-cert-chain.pem 7 7 A JLIZH T L
iﬁ—o

cat certificate.pem subCA.pem rootCA.pem >
server-cert-chain.pem

[PKCS] 22 U > 7 LET,

( \

B =

[+ New Certificate Request (CSR)] 47" a > % &
RUCREHEZ R L7284, [PKCS] 7 7 1
NG A TITENT 2D 5,
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7y 7A—FTBHT7AMI)L R
PEM 7 7 A )L & . 24T AB1TME 1.PEM 7 7 A NV EMEBEX—T7 7 ANV E KT T T KK
F— 2y 7 LET,
4 N\
@ e

e PEM 7 7 A )LIZIZ. H%h7e PEM IEX O YEIE 1
(.pem, .cer, E7-if.ct) HMHETT, FEHFED
BR7 7 ALY A T 1MB T,

o FUEE - —IZid, ARNRRLE - — DYtk T
(key) BWMZETT, WEXF—DRKT 71 Y
A4 XX 1MB T,

o [+ New Certificate Request (CSR)] % # /il L T CSR %
ERR LT, A v AR— T 2REF—1Ib 9 %
A, Bk —I3 Catalyst Center PNIZHSHA S AL
kR

g J/

2. X —I2oWTlE, [Encrypted] T, BEE{bd 50089
DEEELET,
[Yes] Zfg7E L7=3834 . [Password] 7 4 —/L RIZHkEs % —
D/INAT—RE AN LET,

PKCS 7 7 A /v 1. [Bundle Password] 7 .t —/L RIZFERAED/SA T — K& A
HLET,
2. PKCS 77 ANERT Y TT U Ry LET,
e A

B =

PKCS 7 7 A MIZiX., B%h72 PKCS XD ILsE+ (.pfx
T3 .p12) BMETT, fEHEORKT 7 A L
A4 XX 1MB T,

b J/
Ty 7ua—NIESNT D E VAT AREHESREES T
£7,

d. [Submit] #7 V v 7 LET,
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( )

Q =

Catalyst Center " —/X—® SSLAEFENEE B2 b5 L, BEMICe 7T v hanEd, GEHE
DA R—NIIK 220D DD, BERTA T 5N, Dl &b 20F->T
<INV,

9. Catalyst Center [ZFfE 1 7' > L7= 5. [System Certificates] ™7 .1 > K72V . FH SN-GEHET —#
ERERLET,

o SNT-FEAEOEA . [Action] THEOEMELE () O Lich—Y L aEx, [View]2 2V v 7 LT,
FHh7z A7 EOGEEICET 21EME AT A KA A4V TERLET,

BHRIR T NA A ZFRRER L OB T 5720 0T 3 A AFEHEOE BT 2 1FH,
BEXGT NA AT A A ZFRBFER L OGRAIT 5 7291 Catalyst Center (2 1. > THAT SN 7-REHEZ FoR
BIOEEHTEET,

RANTT 7T 4 AL LT, T3 A CatalystCenter |Z K » TEH SN2 L o256 (T34 ARKD
NIZGER, BR800 ) | T3 ZAGEHELZI ET1HIBR L E 7,

1. AV A=a2—0bREZEIRL £7, [System] > [Settings] > [Certificate] > [Device Certificates] ©
JIEIZ RN L FE T,

[Device Certificates] 7 ¢+ > KU 21, BITINTZFEARBD R T —Z ZAREBID AT —Z A H TIZFKR
SNET,

o [All] - H272FEAZE, WIREIN OFEE, 3 X ORI L OGEAZEDO Y A 2R R L ET,
o [Expired] : IR OFEAED Y XA v 2R L ET,

o [Expiring] : AR TSN TV DFEHEDO Y A hZFIATHRRLET,

o [Revoked] : KN L7-REIED Y A 2R R L ET,

2. RN eREAEAZ R IR, ROFIEEZEITLET,
a) [AlZz27 Uy s LET,
b) [Action] | T, HX VD E I RERAEIZXILT 5 [Revokel 714 2 %227 U v 7 LET,
c) BT 4 RuT, [OK]lZ2 Vv s LET,

3. MR OFEAEZHIFRT 121X, ROFIEEZFATLET,
a) [Az27 Uy 7 LET,
b) [Action] #| T, HIFRT AFERAEICXINT 2 [Delete] 74 2> %2 27 U v 7 LET,
c) R4 RUT, [OKlZ7 Vv o LET,

4. SEHFEDOFEMAZ CSV AT 7 AR — 25813, [Export] 227 U v 7 L X9,
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TNA AGEAEZEOH I O EICRE T 51 #H, CatalystCenter |2 L - T, =—HWF—[I7 71 <X— K (NF)
Catalyst Center ® CA TEBL, E=X—SNTWVE Xy N =TT A ZAOFEAZEO R 2 LT Tx %
TO

Catalyst Center TiX, Catalyst Center D77 A ~— |k (N#) CA CEHBIMEHLTWARYy NT—27F
INA ZADFFAEOF RN 2258 T & £, Catalyst Center TOFEHEDHZIMIKI OF 7 /1 ML 365 A
CJ, Catalyst Center GUI Z i f L CREMEDALMIMAZT 32 & ZHLIFIC Catalyst Center (Z5xf L CARIE
HEZZRT L3y N =7 T3, 2202 OMRIE v 4 TohET,

4 \

B =

TNA AGEHED T A 7 5 A MEZCAGEHAED 7 A 7 H A MELVREL T DI LT TEERA, &5
(2. CAGERIEDIR D OFMMIMNRE S NT2T A ADFEAEDOH M L 0 HWGE, 731 ZFEH
FEOHEPMFEOMEIL CARERAE DR Y OFMMIR & R LIz £9,

)

AL A a—NHREER L E9, [System] > [Settings] > [Certificate] > [Device Certificates]
JIEIZ RN L F 9,

TN AGEAE L BIEDOT A AGEHEOA M 2 MR L 7,

. [Device Certificates] 7 .t > K7 T, [Modify] Z#27 V v 7 L£9,

. [Device Certificates Lifetime] %' 7 1 7’78 v 7 212, HLWMEZ A LET (B .
. [Save]l 227V v 7 LFET,

oA WN

HAFRCAIZ= T 4T 4 THY, —_—L 7 T4 7 FNORIOBHROFSE LRI & 5 EFHESR
F—ZEHLET,

SRAFRCAIZ= T 4T 4 THY, == 7 T4 7 2 bOBOBE OMS & AR S A FEAES
X —ZEFL L F£9, CatalystCenter i, /34 ACA & L THRET 27T 4 X— bk (N#EB) Catalyst Center CA
Mt L ¥ 9, Z @ Catalyst Center CA [X, /— h CA & L CEIET 2>, FALCAL L CRECTEEY,
fLCALLTHRETHE, HKICETZ LEITEERA,

FORER D B — L% b— b b TALICA B 2 BB 2 1.

7734 A CA X Catalyst Center D7 Z A X— K CATHV, — =17 T 47 sDOMOEER DML & {7
B SN DFEAEST 2B LE T, T A ACADOE—/LE/L— |k CAND FALCAICEET DI
X, ZOFIREZETLET,

[Certificate Authority] 7 .+ > K ® GUI 2 L C. 77 A ~<— bk (NEK) Catalyst Center CA 11—/ L% jL—
NCAMND FALCAIZARTEXET, ZOELEITHFRL, UTOL 720 7,

o Catalyst Center Z iz CA & L THERE S 5855 1%. Microsoft CA7e X dD/v— K CANR®H D Z L ZHER L,
ZOEMEEFHTHZ LICRAIEL T EE N,
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o ML CA MERITERE SN TWRWRY | Catalyst Center (XPNHEE/L— k CA & L CORE|ZfkEE L £9,

o ZDFIADFIRIZHEV Y, Catalyst Center DFEMEZ L ER T 7 A V& AR L, Zinsshil/L— k CA
FoTTHTELIN TS Z LR LET,

( \

B =

Catalyst Center (%, Z O HIIANE/L— F CA & L THEITLET £,

|\ J

FEREE A BRI L — k CAIZ L » TELA SLizik, mﬁ%ﬁmbf:@%%774w%%mwt
Center (24 A — M LETXLERH D T (ZOFIHEOTERIZHED)

A V7R — ~%, Catalyst Center (X Nz CA & L CHEHZ MM L. T{7 CA DBEfFHREL T < CTifit L
T

e CADE— /L% L— EE FALIZHID XD L. vy CAIEBEIE &, # LW AL CA @ PKI F = — %
SlEfknnE S, K2 XA MICAICL > TABENE T, CARFEILEND &, BfEEMEL TE W
D, RKNDEEWIZR 0 9, RMEHOGEAELZ BN ST L Z EPMOR Y > —THESNT
WAHEEIX, CADa—/L & L— b FALIZEI Y B X S R1IZ, GUI @ [Device Certificates] ™7 ¢ > K 7 7)»
LAFAEA RIS D Z N TEET,

FRA ZADOFHIENE (F7 30 b TER) X, FACANBIRESNIZH LWVIEAEF = — 2 TF A
AEBHBPICEFLET, HLOT LA MU, ZOHLWIFHETF = — 0 TOREIFSNE T,
T, AT 4 A —FRIOEETX A FMCA L —FHLET,

GUIIZER/REN S TAL CAFEBHEZEOAZHIEIL, FEAZ S EEHRABRONTZHLDOTHY , VAT LK
ANEFHLCEHEINTZLOTIEIHY A, LER->TEHH, SFHELZGIHM1ETA VA h—L
L CREDRE UK GUI TR &, FEBEOAIIMIL 1 EME FrENET,

o iz CAZFBH®EIL, .pem. .crt, .cer. .der DWTFTNNDERTHLIMLENRH Y 3,

o FTA7ZCAIZ A7 CA LEHE L2, L~ L OFEENH AT, FORDNEEFLTLE
VW, DD, FALCANL Ry T —7 T34 ZZx LT, GEHEOINCET 2 FHN @ S
HZEEHVETA, FAMCAIZIZZDERN 202D, T R_RTCORY hT—7 T34 AL T/ CA %
CRL Distribution Points (CDP) ¥{E7t& L TOREH L £,

« 7T 7T RZ7LA (PnP) @ AP 711 7 7 A JLiZ EAP-Transport Level Security (EAP-TLS) FRGE % {# 4
DA, TALCAZMRHTE RN LIZERBRLTLEE W, —hFCADOHREMFHTEET,

Jb— b CAREME D 2 =3 LT,

AL A a—NHREEIR L ET, [System] > [Settings] > [Certificate Authority] DJIE|ZEER L
ﬁ—o

. [CA Management] C. BEfEFD/L— b £721X FAL CAFEAEORERE M (BEDOEHED CA€®— F, EH
ERATH . AT, kivﬁxﬂﬁﬁfﬁfﬁ) TR LET,

. /L— F CADS AL CAIZAE T 521X, [Enable SubCAMode] #7 U v 27 LE7,

. BRINDOBENK AR LET,
Wil mR L ET,

e L= CAL FLCAIZEHE T L7 rE AT TITRT ZENTEEEA,
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e /L— |k CAE— FTOHREINT, ERITFEAENBITENT R Y NT—7 T/RAL AR & &l
BTLOMERHY ET, T CAICEET LN, L— hCAE— RTEREINTVDT A ZEHL
D LET,

o TLCADHKRET mE AP T LRTNE, Xy NT—ITNA RAEF T NI TEEEA,

5. [OKI 227 Vw7 LTHReATLET,
6. [Import External Root CA Certificate Chain] 7 1 —/L KIZ/V— ks CAGEIEZ K7 v 77 R Re vy 7 LT,
[Upload] #27 UV v 7 L &7,

JL— b CA ZEBHE Y Catalyst Center (27 v 71— R &, FFAEZSLEROAERICHEHR S ET,
TyZu—R7avAn5E T35 &, [Certificate Uploaded Successfully] &9 X v b —URNERILE
ﬁ‘o

7. Next] 227 U w7 LET,
Catalyst Center CTREEZ A ERDER SN TERRAINET,

8. CatalystCenter TR S 7-fEEEA ER A GUI CTHER L, IRDOT 7 ¥ a »OWThnzFATLET,

e [Download] V> 7 %27V v 7 LT, GEHEELER 7 7 A vOr—HLabt—%2 Xy ra—RLE
‘g‘o

O, ZOFEREBLIRT 7 A VEBTA— MR LT, b— b CAICEET 5 2 LA TE %
‘g‘O

e [Copy tothe Clipboard] V 7 %7 U w7 LT, GEAFEBELER 7 7 A VONFEa—LET,
ZO%, ZOMAEBLERONEEZET A=V 50, BT A—VTIRHZ 7402 L
TR LT, —FCAICEHET D LN TEET,

9. AEAEBHERT 7 (L& /L — b CAICERELET,

Jb— 1 CADNS FALCA 7 7 A VNI ENET, T D7 7 A /L% Catalyst Center |21 > 78— ~ LEJ 48
N ET,

1 L— bk CADS FALCA 7 7 A V& 5A5 L7=%. Catalyst Center ® GUI (ZF %7 ~7 & A L. [Certificate
Authority] 7 ¢ > R 7IZEY £9°,

1. [CA Management] ¥ 7% 27 U v 7 L$7,
12 [Change CAmode] R % > D [Yes] Z#27 V v 7 L%,

[Yes] 27 U v 7925 L, GUICFEAZEEAERDERINET,
BB [Next] #27 U v 27 LET,
[Certificate Authority ] ™7 ¢+ > K7 (Z. [Import SubCA Certificate] 7 .t —/L RRFREINFE T,

14 7. CA FEFAE % [Import SubCA Certificate] 7 1 —/LV KIC K7 v 77 Kk v 7L, [Applyl 227 VU
7 Liﬁ—o

A7 CA ZERAE73 Catalyst Center (27 v 7' n— RE £,
T 7a— RR5ETd 5L, GUl O [CAManagement] % 712, TAZCAE— ROAEREINET,
15 [CA Management] % 7' ® 7 4 —/L F& R L %7,
e [Sub CA Certificate] : BLED Az CAFERAELAZF R L T,
o [External Root CA Certificate] : /L — ~ CAZFBAEAZF R L £,
o [Sub CA Certificate Lifetime] : T/Z CA FFFAEZEO AWM ZFE -~ L £ 1,
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o [Current CA Mode] : SubCA £— F&FE/RL £,

CA
BEAE ™AL CA DA NI D 70% 2388 L7 Do — /A — \— CAGEHEDO T n vy a = VT 51
e

Catalyst Center Tl BEfF FNL CA DAZNIRIA 70% LA L#%E L TV D4, v —/LA— X—TF{LCA &
L C e E AR CE ET,

e FMLCAr— /LA —N— T ya= 7 %2RET 51003, RO —1% FLCAE— NIZAE L
TBLMENRDY 7, idibmoa— Lz b— kD FALICETE (35.—) S L T EEV,

o BIED NN CAFFRAZED AR N 70% UL EFGE LT\ A Z ERNMETY, ZDIREEIZ2 5 &, Catalyst
Center @ [CA Management] % 7 ™ T (Z [Renew] iR % U BNERSNET,

o 01— LA —/R—TF{if CA DEL T XFHED 2 & — B3 NEE T,

1. AV A=a2—0bREZEIRL $7, [System] > [Settings] > [Certificate] > [Certificate Authority]
DINEZTEIR U £,
2. [CA Management] % 7 C, CAGEHEDREHEREMRLET,
o [Subordinate CA Certificate] : BifED Nz CAGEIEAZ R R L ET,
o [External Root CA Certificate] : /L — ~ CAGFHEAF£ R L E4,
« [Subordinate CA Certificate Lifetime] : FR/ED T4z CA ZFHEDOFIHIM 2 FR L £,

o [Current CA Mode] : SubCA E— RaFERLE T,

3. [Renew] 27 VU v 7 LET,

Catalyst Center |ZEEfED FA7 CA 2 LT, m—/L A4 — S—TF{if CA DIFEEL ERAER L, FoR
Li‘a‘o

4. ‘RS NIZFEAEEAL KR Z GUI THER L. ROT 7 v a v OWTF Nt ETLET,

e[Download] V> 7 %27V v 7 LT, iEAEBSLABERZ 7y A vOr—H)at—%&Fya— KL%
R

D%, ZOMREBZBHRERT 7 A NV EBA A —/VITHRMA LT, = FCAIZEETHZENTEE
D

e [Copy to the Clipboard] V > 27 %2V v 7 LT, GEHEBLERT7 7 A VONEEZ a2 —LET,

D%, ZOFEAEZBXAHERONELE T A — /MY T 50, EFA— VT TZ 741 E L
THfFLT, =P CAIZEETHZ &N TEET,

5. iEAEBEAERY 7 AL E/L— bk CAICEE LET,

WIZN— K CAPRE— VA —_R—TFLCA 7 7 A V&R ELTL b &, Zi% Catalyst Center (24 > " —
FNUBETHENDH D £7°,
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AL CA B — LA — " —DFEEFEE S FKIX, RootCA E— R 5 SubCA E— RIZEI D R X T2 BRIz A >
R—=HFLIEFALCAIZEA LTV —RCALFEIUL—hCAIZK o TELSNDOVLERH Y £,

6. L— FCAMNDLBE— /LA ——TN(LCA 7 7 A NVEIE LT-%. [Certificate Authority] 7 > R 7IZREY £
TO

7. [CAManagement] ¥ 7% 7 U v 7 LE7,

8. FEEALERNFRENTVSLGUI TNext] 227V v 7 LET,
[Certificate Authority ] 7 ¢+ > K7 iZ. [Import Sub CA Certificate] 7 .+ —/ RO E RSN ET,

9. Ffirm—/L4—,3— CA iEH{E % [Import Sub CA Certificate] 7 4 —/V RIC KT v 77 KRRk y 7L,
[Save] #27 U v 7 LET,
7 — /LA —/N—"F{if CA FEFE S Catalyst Center |27 v 7' — RS ivET,
ToZua— R KRR TIT5 L, GUNZERE X, [CAManagement] % 7 @ [Renew] 7~ % > NN Z 72 1) 97,

SCEP

CatalystCenter CiZ, v b7 —27 T34 A~OFFHEORE L 7' 1 £ 3 = 7|2 Simple Certificate Enrollment
Protocol (SCEP) 2MEA SN E9,

CatalystCenter CTix., *r v U —27 T34 ZA~DFEHED RS L 7' 0 Y a3 = 7|2 Simple Certificate Enrollment
Protocol (SCEP) 2MEA &ivE 4, MHED SCEP 7 —h LFFHEY—E R &2MH L= | #4850 SCEP 7
n—hEFEHALZY CxET, MHBSCEP 7 u— D #FHET DL, UTOFIAEZFETLET,

( \

B =

SCEP D&Mz >\ Tix, [Simple Certificate Enrollment Protocol Overview| &ML TL 72 &0y,

1. A U A==2—0bREZERNLE7, [System] > [Settings] > [Certificate] > [Certificate Authority]
DINEIZRIN L FE T,

2. [Certificate Authority] ™7 -+ > K7 G, [Use external SCEP broker] 47> a2 > R& v %7 Vv 7 LET,
3. %%B%E%%%T “/7013‘—‘ ]\‘Téﬂzéj\ Yk@b\j—hi))@j—7°:‘/5 :/;PK/@EJEH biﬁ“o

o 77 ANVEEIRT D

e Ry /T RRuyFLTT vFr—K+5%

( )

R =

.pem, .crt, .cer R EDTFANE A TOREHATEEST, 77 AT A XTI TIMBEZHEZDZ LITT
TEHA,

|\ J

4. [Upload] 27 VU v 7 LET,
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5. 5 7 /L h Tli. [Manages Device Trustpoint] 3G 20272 > CTWET, 2FV, T/34 AT
sdn-network-infra-iwan ~ 7 A2 RN A > R ASERE S 4VE T, Catalyst Center?k O FINAZ 55 T 2 0E 13 H Y
*7,

a) 7 /3A A7 SCEP #& 1 CREMIEA ZRT 588k URL Z A LET,

b) (LE) EHETHEAINAMEEOY 7V b7 4 —/L R (FH, Huk, . fARE fMEEAL 72 &)
EANNLET, @4 CN) 1L, T ADT Ty b7+ —LID &ET A 2D T NFE S a
L T Catalyst Center |~ & > THBIMICRESNET,

c) [RevocationCheck] 7 f —/L K C, Ry 77Xy VA&7 U w7 L, @A F=v s+
VEBRINLET,

d) ({LE) [AutoRenew] 5= v 7 Ry 7 XA &4 N2 LT, HEBRGEOEIEEZ AT LET,

[Manages Device Trustpoint] 3 HEZHIZ72 > TWAEHE, T3 ABRAMBLORVA YL ADT a7 7

AT L A KU % Catalyst Center |25 95 L 21T 572, 7734 A2 FH) T sdn-network-infra-iwan

TARNKA LV MEFREL, GEAEEZA VA= M OXERHV T, 751 A5 E R T A R A >~

FORIE] ZZRLTLITEE 0,

6. [Save] 7 U w7 LET,
S CAGEENT v 7Y u— FEnET,

T w7 — RENT AN EL E X2 538413, [ReplaceCertificate] 27 U v 7 L. MLERFEMZ A
HLUET,

SMBREEZ T v 7 m— R LI I PKIGERAEIZ B D B 2 5 2 LSBT 16 .
SMBRERAEZT v 7o — F Lok, WEGEHEFICUV BZ 25613, ROFIEEZFATLET,

1. A U A==2—0bREZERLE9, [System] > [Settings] > [Certificate] > [Certificate Authority]
DIEZIRIN L E T,

2. [Certificate Authority] ™7 .t > K7 C, [Use Catalyst Center] 7'~ a > AR¥ &7 U w7 LET,
3. [Switching back to Internal Certificate Authority] 75— KT, [Apply] #27 U v 7 L £,

[Settings have been updated] A v — U NFEARSINET, S OVWTIL, FERERO e —/L &2 L— KD
FOZIZZZEHE (35 —) ML T E30,

Catalyst Center

F A A K FBIET 2 728D AAA H—3—F 72 (3 Cisco ISE $r—/3—72 K DA T 1 T 4 OFEITHTER
FNA AGEAEEF T o — TR T,

Catalyst Center TlE., T /3 A ZFRFET 572D AAA I — 3—F 721% Cisco ISE H— =72 EOA = T o
T A D ENMEEIT NA AGEAEE X T n— R TEET,

1. A A=a—bkEEIRL £9, [System] > [Settings] > [Certificate] > [Certificate Authority]
DNEZER L E T,
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2. [Download] %7 U v 7 LT, T4 ACAZTJ AR—hr L, EHTEDCAL LA T 4T 41C
BINL XY,

CAD Y & MEREIZ., FHICRIENH DAL CADOAENBENINZHEIC, =2—F —NCAZEHT S
DI B FE T,
A OREE 721 ZHIREIN OMIZ CA ZE 9 5 121%. CAD Y &y MERAHEH L EI, AR ESE

INH T CAZERTEET, ZOKRRICEY ., 7 CADFEMHIRNGINT-5E, 721350~ CA
(O EA 556, CAZHIC Yy FTEET,

1. A A=a2—0bREZEIRL $9, [System] > [Settings] > [Certificate] > [Certificate Authority]
DINEZTEIR L £,

2. CA7—7 LT, Uty M HERARDITET, [Action] T, fitoAMT S () O LCH—Y LV E&E
% . [ResettoDefault] 27 VU v 7 L ¥,

3. [Warning] A v t&—TYes] 227 U v 27 LET,
AFAE A RoOtCAIZ U & v b4 BI2iE, RSN DEANH Y £, BOBICCAN—VZ2HH L,
FHEINTAT —Z A HERLE T,

[Manages Device Trustpoint] 238201272 > TWAIGAEIT, T3 ARHEREB LT A 7 L X Assurance 7 L A
kU % Catalyst Center |Z26(5 T 572D DT /34 AGEHE N7 A MARA > b ORI EE T 5 15,

Catalyst Center ¢ [Manages Device Trustpoint] 23501272 > TV B A, T3 ANARB LU A ¥ 1L 2
Assurance 7 L A U % CatalystCenter [IZi5(5 95 L 5123572, 7 /31 AIZF-#) T sdn-network-infra-iwan
FIZAMRA U MEREL, GEAELZA VA= T 20ERH Y 7,

ZOFEEREDFNAIE, SCEP Z 4 L THMEB CA M b &G T D MHENRH Y £7,

1. koa<wr FEANLET,

crypto pki trustpoint sdn-network-infra-iwan

enrollment url http://<SCEP_enrollment URL to external CA>

fgdn <device FQDN>

subject-name
CN=<device platform ID> <device serial number> sdn-network-infra-iwan

revocation-check <crl, crl none, or none> # to perform revocation check
with CRL, CRL fallback to no check, or no check

rsakeypair sdn-network-infra-iwan

fingerprint <CA fingerprint> # to verify that the CA at the url connection
matches the fingerprint given
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2. (EE. 7272 L) GEMEZ B8RSR L, REEO AR 2 [mhkE L £ 9,

auto-enroll 80 regenerate

3. (f£E) BEURL ICEIFEFTRERA v X — 7 = A AEELE T, FNLSOEA. http —E ZDE(E
A E—T oA ANTF T+ N TREINFET,

source interface <interface>

Catalyst Center [T, ' A aANDHDEHETE ZFEHEANL FLDA VR—FERAFL—V 2 R—FLTVE
To ZOFETE DIMEAY FUT, AT R 7y v a AoV — RR=F 4 XU Z—REIT LI,
FRITHCEAT VX IVIEIHEDOHIRICH L, Catalyst Center B LN ZF D7 7' U r— a U & iBGET 5720
VAT xy NU—F 7 TS ZATHEHINET,

Catalyst Center (2%, FHllA > A =L I TWNDH VXA ADETE HitFE NV RV (A aB G5 HT 5
S — RN RL) NEE TV E T, Catalyst Center (X, > 2 a0 b OFEH S NT-IGHH TE DHIEHEN
YRADAUR—=REA R L=V R— L TCWET, FHETE DFEHE N FLid, Catalyst Center 35
X277V r—vay L OEHEBREHNLT D202, VYR —hFENDHV AT Ry RU—F 7 F A
A AL o THEREINET,

( )

B =

VAIADEHTEDREHEANY BUE, RSN TWE TV RIATNA ADHET /N ROV L THE
ATE L, ios.p7b LFEIND 7 7 AV TT, TDios.plb 7 7 A WMITiE, ¥ Rz G LARRRIER D
N— FNEAZERE ENTWET, TOTRXAaDFETE B E/ N> KX, Ciscocloud (CiscoInfoSec)
TEHATEET, Z D2 R https://www.cisco.com/security/pki/ 128 ¥ &9,

& J

B CX DFEE AN FUE, FCCAZMBEH L THFRXToORy T —27 7 /31 ZFEH#E & Catalyst Center
AEEZEHT 12O OL A THER 2 ik 224 L E 5, Catalyst Center (X{F#H T X HREE N RV 2{f
HALT, BHOAEE Yax o7 — b o A GEAEZHGE L, AEHENG 72 CABAM EFEHETH D
MEIMBHILET, 612, PPPU—27 70 —OBIEHHI R Y N U — 27 PAP IS T NA 22T v Fa—
RTE5 L9512, £/, D% D HTTPS ~— 2 O C Catalyst Center Z[ZFH T 5 L H 12, (R TE Bk
BEANY RLVZERATE T,

GUI o [Trusted Certificates] 7 4 > R Z{HH L T, Y2 aDEHETX LEHENL FLE A U R—FLE
‘g—O

1. A U A==2—bREZENLE9, [System] > [Settings] > [Certificates] > [Trusted Certificates]
DIAIZER L ET,

2. [Trusted Certificates] 7 -t > K7 ¢, [Update trusted certificates now] /~1 /X—1 > 27 %27 1) v 7 L TEHT
X DM ENY FLOFHL T n— FBELUA YA b= 2B L ET,

ZDONANN=Y 70X, i0s.pTb 7 7 A VOEHN—T a VMEHFIRET, A4 ¥ —X v M7 7B ANRA]
RE/e & XICOAFERINET,
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CatalystCenter |Z#T LUMEHHC X DREEANV FANRK 7o — RBLOAS VA h—/L &5 & Catalyst
Center X3 A aDTF A ADKE v a— REVR—FT2L9, ZOEETE DIEHEAV RLVEFH
AREIZ LET,

3. HILWEERAEZ 7 A L&A AR — FTD5E1E. [Import] #27 UV v 7 L Ca—h VT AT AL HERNRRE
&7 7 A /L&KL, [Import Certificate] 7 -+ > K7 T [Import] %27 UV v 7 L¥ 9,

4. [Export] 27 Vv 7 LT, ftEZT= 7 AFR—FLET,
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IS5 T7T R LA (PP) = hu—F L L CatalystCenter 2 %%k L. CiscoPnPConnect 7 5 v RKiR—
X L5 Catalyst Center @ PnP (2T XA AA Xy U Z[EHIT 25 Z IO TOEHR

Catalyst Center %, Cisco Plug and Play (PnP) Connect =2 b —Z L LT, U&A L7 b —EZHIC
Cisco A~— ~hT7 7 v MIBEKTEET, 4LV, CiscoPnP Connect 7 7 7 KA8— % /L7 Catalyst
Center ® PnP (2, T34 AA XX N T HZ ENTEET,

SUPER-ADMIN-ROLE 72133 2 7 A E PHERR & 7> CUSTOM-ROLE O = —H— D Z 53 Z O FE % 51T
THILENTEET,

A~w— K T HD T, FFEOHREEDEITEZH AT 50— na—P—ZH Y TohET,
e A — T H UV MNEHE -V, T _XTCDOR—F XY LT AU MIT IV BATEET,
o 22—V —X, BV Y TCOLNIENRN—FT XYL THTY MIORT 7 EZATEET,

1. A A=a2—0bKREZENLE7, [System] > [Settings] > [Cisco Accounts] > [PnP Connect] ®
JIEIZ IR L 9,
PP 70 7 7 A VDT — T IIVINFIR SN ET,
2. Cisco.com = —HW —ZFHEFADGAIE. AT v 7 3 1C#AET, FHEL TWARWEAIR, KOTFIAEZ
FITLET,
a) 77 UHTU—I Ly N4 RUERIETITAR— U4 FUEREET WHNCF v v a2 S
nicr 7 A CEFROMEHZRET D720)
b) #o Catalyst Center GUI f > 2 & > ZZBAWT R A » LET,
c) [PnP Connect] 7 1 > KU DRIDA A X ABEE FT,
d) [Cisco.comID] 7 4+ —/A R, [Add] V> 2 %27 ) v 7 LET,
e) [Information] N> 77 v 7T 4 RUT, ROF v IRy 7 AO—FE-IIw G241 LT,
[Authenticate] #27 U v 7 L ¥,
e WZH : [l am in private or incognito mode]

e 47" 3 > : [Save Credentials]

f) [Activateyourdevice]l N> 7’7 v U 4 L RUT, 777 4 _X—varya— RKRRFRINTWNWDHI &%
ezl L., [Next] 227 VU v 7 LET,

g) [Login] N> 77 v 7w 4 Ko, cisco.com—HFDEFA—/LT KLAEZANL, [Next]zZ U >
7 LET,

h) [Verify with your password] 7~ > 77 v 77 ¢ o R T, cisco.com =—H —D/XAT— & AJ) L,
[Verifyl #2 U v 7 L&,
[Device Activated] R 77 v 70 4 v RUBREREINET,

i) [Device Activated] Ry 7’7 v 7 4 RO ZA T £,

j) [PnPConnect] 7 ¢ > RUZHH L £7,

k) [Cisco.comID] 7 4 —/L RIZ, =P —{ZX LTCANLIEETFA—INT RLARERINTNDZ &
EHERLET, F£72. [Change] V > 7/ RNERINTWVWDHZ L afERLE T,

3. [Register] 27V v 7 LT, N"—=F ¥ LT U NEXBEHKLET,
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4. [Register Virtual Account] &7 + > R T, &E L7 A~— hT7 7> k2 [Select Smart Account] K&~ 7° &
U A MIERENE T, [Select Virtual Account] Kt v 7 X7 U A SWHT D MEBRIRTE E
R

5. %E2[IP] £7/2I1X[FQDN] A 7> a v R&Z %7 U v 7 LET,

6. 2 b —TFDIPT7 FLAEITFQDN (GERERG KA A 4) AT LET,

7. 7u 77 A NG EANLET, BELLEREEZHFEH LT, BIRLEAA—TF ¥y AT I vOTR T 74
IMER S IVE T,

8. [Use as Default Controller Profile] = v 7 " v 7 A% 4 12 LT, Z @ Catalyst Center = > s 7 — 7 % Cisco
PnP Connect 7 7 7 RKAR—X WZT 74/ har ba—Z & LTHEELET,

9. [%¢&% (Register) 127U v 27 LE7,

PnP

TZ 7T K7L A (PnP) A X1 k73 Catalyst Center THAET HBRICHEM ZZ T D 72D DA X R@Hn
DAERIZ BT 2 15 Hio

ARy NBMEERTHZE T, T T RT LA (PnP) A X k7 Catalyst Center THA4 5 72 ONT
WHZZITRY £7, YR—FSNTVDLT ¥ R ERE L. A X2 MEZIERT 5 HFEIZOW T,
[ Cisco Catalyst Center Platform User Guidel] @™ T[Work with Event Notifications] [J%5E] # &M L T 2 &0,

WD PP AR hDARY MBEEVER L T E I,

AR L AR LID EHil:L]
FNA ZADIBNNT Y NETWORK-TASK_FAILURE-3-008 FRA AL, B—F A R — b
BLE L7, TIXBMENEEAL, B—F03 A

VIR—MZE o TT S REENT S &,
TT—MNEELET,

F A ZADIEHNZHL NETWORK-TASK_COMPLETE-4-007 H—F7-13—8A R — Mo TFAN
DLE LT, A ANIEFIEMSNE L,

F A AT —k NETWORK-ERROR_1-002 FTONA AITF—IRAEIZ 2D £,
BT,

F R4 21X 7 m . NETWORK-INFO_4-003 FRA AXTAED 3 Z U HREICAR Y
Yaz= U IREET F7,

—é—o

F A ARF R — NETWORK-TASK_PROGRESS-2-006 FORA AWI55 LA A R—F ¢ 70k
F 4 U RRET A BTAZ vy 7 LTWET,

Hw 7 LET,

F A ANEER %A NETWORK-INFO_2-001 T AIREROIRREIZ/Z2Y, Ty
FFoTWET, Vazm T OWRRNTETHET,
A~— 747>~ NETWORK-TASK_FAILURE-1-005 — DT NA A TAS— KT HT L RO
DORMNZRIRLE L FIHIZ R L E LT,

7=,

2~— K7 H 7> + NETWORK-TASK_COMPLETE-4-004 —H DT NA AT, Av—hKTHU b
DFRMNCEREI L E L DRI L E LT,

7~

Cisco Catalyst Center | Updated May 5, 2026


https://www.cisco.com/c/en/us/support/cloud-systems-management/dna-center/products-user-guide-list.html

| Cisco 7 h 7 b DT | 48

Catalyst Center D> 22D 7 LT 3 ¥ VDX EIT DN TOIEHR,

WO FIEZAMH L C, CatalystCenter TV 7 h 7 =7 A A—UREH 70 /7 20Xy a— RIHEHTS
0 A NERERELET, v A ERIL, A aDWebH A Mow s A AT S —H—
£ & RAT — KT,

X

o VAIFHLWIRGEA VT T AN TV F v HEALE LT, ZD7=, Cisco.com L —H — R IE S
T3 CatalystCenter V U —R2 2.3.7.71 O T —X & v 0T v L % 07— % % Catalyst Center
V) —231.3 TEIXTIHEEIE. TO2—F—52HHETILENRH Y 9,

o CatalystCenter CiX, &%= U7 ¢ LOHME T, Cisco.com =—H—D 1 7 A NFHIZ T — I MR
Iz E L,

SUPER-ADMIN-ROLE #£[R £ 72133 2T ARRE~D [FHE AT HEBRD & % CUSTOM-ROLE % £f-> 2 —H— D
BNZOFNRZFATTEET, FEMICO VT, == m—LZonT (1623—Y) Z2ZML TS
l/\

1. A A=a2—0bREEIR L £7, [System] > [Settings] > [Cisco Accounts] > [Cisco.com
Credentials] DJIEIZEIN L £,

2. ;RO FNET Cisco.com = —HP—ZFHREL £,

a) 77U TY—I Ly MTIAXN— b U4 FUEREET LENZF Y v ashicn 7o U0
OB ZRET DT20)

b) %llo Catalyst Center GUI f > A X » ZAZBHIWNCr 7 A v LET,

c) [Cisco.com Credentials] 7 1 > KT DBIDA  AH A& ZFET,

d) [Cisco.comID] 7 + —/L FC, [Add] V> 27 %27V > 7 LET,

e) [Information] &R~ 77 7' ¢ > K C [l am in private or incognito mode] = v 7 iR v 7 A& A4 12 L

. [Proceed] &7 VU v 7 LE7,

f) [Activateyourdevice] N> 77 v T 4 RUT, 777 4 _X—Tara— KRRRINTNWALEI L%
Wzl L, [Next] 227 VU v 7 LET,

) [Logln]‘T v TT v 4 KT, cisco.com2—H DEFA—/LT KLZAEZ AL, [Next]Z 2 U v
7 LET,

h) [Verify with your password] 7R~ 77~ 7' ¢ > K7 T, cisco.com = —H —D /AT — K& AJJL,
[Verifyl] # 27 U v 7 LET,

[Device Activated] &~ 77 v 7D 4 v RUBRERINET,

3. P —NEFIIHESNTEZ L ZMHERLET,
a) [Device Activated] N~ 77 v 77 ¢ RO AL 97,
b) [Cisco.com Credentials] ~<— "% T L i 7
¢) [Cisco.comID] 7 4 —/V FiZ, 2—HF—IZH L TAN LB FA—NLT RLARFRENTND I &
iR LE 3, F7-. [Change] V 7 & [Delete] V o 7 Ol FNRFERINTND Z EE2HERLET,
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Catalyst Center D 22D 7 LT ¥ ¥ MHEICOWVWTOFER, YAIDI LT ¥y VL, YAIDEE
FI = =& L THIRRT E DGATICT 7 B AT 572012, Y AadWeb 1 how 7 A AT
Da—HPF—4 LAY — RTT,

Catalyst Center (25 L CHU/ERE STV 5 cisco.com D7 LT o o v )L BB 512id. O FIEE ELT
LET,

( )

B =

¢ VT RT T DE T a— RROTFNA ZADT Vg = FICET % % 27 &2 FE4TT 5. cisco.com
DT A NERPHEE SN TN RWE, ¥ A7 ORMGENCa 7 A IEREANTDHEHITRDOLNE
T, A1LTzv 7 A 5 ZR1F L C CatalystCenter 2R THEHT 5121, BRENTLLA T TR Y
77 2T [SaveforlLater] F= v 7R v 7 Z&F A LET, TNUSNDOEEIT. ZhbDF 27 2 FET
FTHENCa T A ANEREANTHHLERD Y 5,

e ZOFIEEFTT T DL, = Fa—H—F 14 2FK (EULA) OEEPRVIESLET, EULAD
AREBFBANTDHHECONTIL, 714 B ARKNEOZH (63 —) 2ZRLTIEIN,

SUPER-ADMIN-ROLE #Z[R & 72133 AT LB E~D [EX AL HERDH 5 CUSTOM-ROLE > —F—n
HNZDOFEEZFATTEET, GO VT, =—F 22— 2o T (162°%—2) 2L TS
A%

1. A U A==2—0bREZENL£9, [System] > [Settings] > [Cisco Accounts] > [Cisco.com
Credentials] DJIEIZEIN L F 5,

2. [Delete] Vo7 %27V w7 LET,
3. BREANEFATa Ry 7 AT, [Delete] #2 Vv 7 U CHAELRHEELET,

CiscoA~—hT7 Uy hor A AEROBREICHETLHER, o s A U AFRIEX, Av— K74 BVR
THhUy MIERTHHMTHEA SN E T,
VAAARAR— KT AT Ol AFERIT, Av—bF TABUAT AT MIERTAAMTHER SR

T4, T4V A=V V= UT, RN LE T4 RAEROEOIL, COAS—= T H T D
T A AEHMAEMEH LT,

2

VATHLVEEEA VT T ANV F X EEALE L, EOO, Av— K T AU o s Ay
TEMEEE S 7 CatalystCenter U U — 2 2.3.7.7 O T — X 52w 77 v 7 L, £DOF—H % Catalyst

Center V U — A 3.1.3 THEILT D561, BEMITONTA~— T U v b EHRIET 2 LERH D £
R
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SUPER-ADMIN-ROLE #[R £ 72132 AT ARIE~D [HE AT ] HERRD & % CUSTOM-ROLE Z 5> T\ % Z &
ZHER LTS E &N,

1.

2.

A A= a—HRERIRL 9, [System] > [Settings] > [Cisco Accounts] > [Smart Account]

DNEIZEIR L F T,

WY A~— T H Y ha—W—b A= T HV LV NEEAY—FN TA BV AT AT MNMZY »

7 LET,

a) 77UV Ty—2I Ly NTITAR— T 4 RUZEET CEICFy vy a2 dSnizn 7oA 14F
HOBHEZRT D728) ,

b) 5!/ Catalyst Center GUI f > A% » A ZBHWTr 74 LE T,

c) [SmartAccount] 7 ¢ > RUDBIDA v A X v AZBAEE T,

d [Add] V> 2%27Y v LET,

e) [Information] &R~ 77 7' ¢ > K C [l am in private or incognito mode] = v 7 iR v 7 A& A4 12 L

. [Proceed] &7 VU v 7 LET,

f) [Activateyourdevice] N v 77 v 7T 4 RUT, 77T 4 X—2ara— KNRFRINTNDHI LA
R L, [Next) 227V v 7 LET,

g) [Login] R 77 w7 v 4> KT, cisco.comL—HFDETFA—/LT KLAEZANL, [Next}zZ U >
7 LET,

h) [Verify with your password] 8 > 77~ 77 ¢ > K7, cisco.com —H —D/ 2T — K& AL,
[Verify] # 27 U v 7 LET,

[Device Activated] &~ 77 v 7' ¢ v RUBRERINET,

) BMLEZA~— T H 7 h=—P—23[Smart Account Credentials] = 7 3 = >~ & [Expired Smart Accounts)
B a OMFBIZERINTND Z Lo iERLET,

AX— T HhoY baA—H—0IREE R

WGHDOEs v a AlEEHENTWD [Actions] IO T IFET A 2 %27 U v 7 LT,
[Expired Smart Accounts] & 7 > 3 v b o —H —
ZHIBRL 9,

MDY 7> g ARSI TV AT T 3R T T,

CBIRLTEA~Y— T AT bOARHTEZEE T HI21E, [Change]l 27 Y v 27 L ¥ 9, CiscoSSM 7 7

TAY— K TAR AT IV FA~OERIEA SN A~— T AUy FERIRTH L0
*9,

a) Fey XU A RMMS [Smart Account] 23R L £ 97,

b) [Savel] #7 UV v/ LET,

. [Viewallvirtualaccounts] #27 U v 7 L, TDA~— 7T h T2 NMIEEM T O TWDE TR TON—F %

NTAT Y bR LET,
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s N

B =

YRATATY MIBBOAS— R T FENRN=F VT AT b EYR—KLTHWET,

5. (A7vay) A= T7A4 BV ARILT A A& NN—=F ¥ LT U MCHBEVRET 554, [Auto
register smart license enabled devices] &= > 7Ry 7 A& A N LET, Aw— T U MIBEE T
BNTWEOINR=F LT AT POV A SPERINET,

6. %\%iﬁf\F%ﬂ?/VTﬁ v MR L ET, X'?~ NI A B AT NA ARA X N UITEIE
NDHTNT, TR LI AA—F v LT H oy MCHBIMICEE SN E T,

7. 74V AERG LAY — T H D> %:L—*JL EENICEET DIEET — ¥ ZHIBRT 25613
[Delete historical information] =2 V v 7 L £,

[Delete Historical Data] 2 7 A KA oA TIE, TFA BV AZBREGE LIZA~— T T v ha—P—nk
RENET, F7-. CatalystCenter [CHEFIE L TWARWEEFED ZA~— T H 7 b b FERENETN,
ZTNODRET — 2135 &k EFHTEET,

8. [Smart Accountlist] =V 7T, HIRRTA2A~— KT AT FORIZHDT = IRy 7 A A NI LE
TO

9. [Delete] #7 V v 7 LET,
10 KOWER Y 4> R T, [Delete] #7 V v 27 LE9,

11. [Delete the associated license historical information] = v 7 R 7 2% 412 LT, BETEZTIA B AD
JEIEE R A HIBR L £,

fili F AT BE 77 CatalystCenter 7 A £ > A& £ R-T A2 DDA~v— KT AL AHDRAAT 7 ~OBERCH
ERSYE A
vAaAv—h It 7 a2 MMT % & Cisco SSM (Z Catalyst Center 2 8653 C X £,

A<w—hIA B RAEMHHAT 511X, £ 9 CiscoSoftware Central TA~— R~ 7 v hERETHLENH
¥4 (software.cisco.com) ,

VAT A B ZADFEMIZOWTIL, cisco.com/go/licensingguide Z &M L TL 72 &0,
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Vs

B =

Catalyst Center £ > A X L ZAD A~ — h T A & A &EIT, ROEHEET— RE2HEH L THR—- ST
£7

o [EL4%
e 4> 7L I X Cisco SSM

e Av— KT maFy

e A — hTIA L AEAMTTHITIE, Cisco 7 LF oy v L EREL ([ xapn 7o U NERo%
iE (48%—) | &#&HR) | Cisco SSM T Catalyst Center 7 A > AHAIZ 7T v 7o — RT3 48R H

D ET,

e Av— T AU AEHMZT HIZi1E. [System] > [Settings] > [Cisco Accounts] > [Smart Account]
TAY— T AT FE2BIT20ERH Y £7, FMICONTIX, A~v— 7 U FOFRE (49
=) EZRL TN,

1. AV A=a2—0bREEIRL£7, [System] > [Settings] > [Cisco Accounts] > [Smart Licensing]
DIEIZER L ET,

7 # /L kTi. [Smart Account] DEERINFEREINE T,

2. BEkT B /X—F % /LT h v k% [Search Virtual Account] K2 v 7 ZJ 2 R BEIR L F9,

. [Register] 7 U v 7 LE7,
4, BEEMBIEFIZ5E T Lz 6, [View Available Licenses] V > 7 % 27 U » 7 L, Catalyst Center O f#i Fi R[E72
TAB AR LET,

w

CatalystCenter & ##ET 5 % v T — 7 ND A~ — kxtlsT 734 A & Cisco Smart Software Manager (SSM) @
M OERE A EH T 5 12D DT — FORE BT 5 H .

BkiE— RFIL, Catalyst Center L HEH#ET AR N T —F7 ND A~ — MG T 73 X & Cisco Smart Software
Manager (SSM) OROHEHi#EEE L £9°, R 58T — &3 E T 521X, SUPER-ADMIN 7 7 & A HERR
DI,

SSM @ SSL GEHIEIZIX, SAN 7 4 — L RNOBET S IP 7 RLAREENTWAIRLENRH Y £,

1. A4 A=a—bkEERL 3, [System] > [Settings] > [Cisco Accounts] > [SSM Connection
Mode] DJIEIZE IR L 77,

LT OERme— RRH 0 £,
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o HiE
e 2T L IR CSSM
e AX—kFOF

2. Cisco SSM 7 7 7 R ~DEEHE i = AT 5 12i%, [Direct] 2% L £ 7,

3. kDX T 4 2EmDEIMLEND HEAEIL. [On-PremCSSM] ZBIR L F 3, A7V I XA T g
V' TliE, CiscoSSM 7 T RTT A o AEEFEHTHEIC, A ¥ —F v b CTHEHEHRT 210V 2 Cisco
SSMIgEED YT MIT 7 EATEET,

a) [On-Prem CSSM] Z AN 5ENC, T4 "Ry hU—7H A MCBEBBEESNATHEH L TWD Z
LERMER LT ZEN,
Y774 RN FQDN THREINTWAEAE, 774 k FQDN @ CallHome i ENR IP 7 KL 2D
DIZTyvashEd,
F 2T VAKX v 7 IPvA[IPv6 BB TILX, 4 7L 3 A CSSM |Z FQDN Z {92 BN H Y £9, IP

7 RU A% AJ13 % &, Catalyst Center (3% 0V IZ FQDN # A 195 X 91Tk FET, T OELEIL,
FHA ANV EV AT AT 77 L— ROmFIZHET S ET,

b) [On-Prem CSSM Host]. [Smart Account Name]. [Client ID], 35 X TUY[Client Secret] ®#EfIAE A L ¥,

[SmartAccount] 7 4 —/L RiZ, 1ODSSMA L F LI AT ATy "aDBEANSTTLET, ZAX—2R
T —AaTIMEHTEERA,

F 7L I A CSSM OFREHFITHA A MIP DfEEZZET TEE£9, Ziuk, BEFORE % /%72 FQDN
ERICEFHTHILERS DT v 77 L— ROEEITRHFICE LD ET, "ANMPAEETTLHE, T
A A SSM it £ — R & FEFMNC 72 2 ATREMEN B D Z L ITHEE L TL 72 &0,
II7AT D ETTAT L h—2 by NERIGT D HIEIZOWTIL, [ Cisco Smart Software
Manager On-Prem User Guidel %#ZHB 1L T &V,

c) [Test Connection] # 27 VY » 27 L T Cisco SSM #&f5¢ 2 #aFiFE L £ 9,

d) [Save] Z 27 VU v 7 LTH 5 [Confim] 227 Vw7 LET,

e) A L7- SSM THARERD VLI T A ANRH 554 1%, [Need to Re-Register Devices] 4 1 7 1 7' 7K »
JAMFRENET, ATl Ry 7 ATOK|E227 Y v7 LET,

f) [Tools] > [License Manager] > [Devices]” + > K7 C, fERET 5T 3 A& 2R L., [Sync
Connection Mode] 27 U v 7 LE79,

( )

R =

ZDXIRT NS AT, TEEEEE— RANEIHEA L CU 220 (Connection Mode outof syne) | & D ¥
TERIFIA v E—VURERENET,

\§ J

g) [Resync Devices] ¥ A 7 /ARy 7 AT, IROFIEZFATLET,
e [Smart Account] # A J1 L £,
o [Virtual Account] 2 A/ L £,

o [Now] 227 U v 7 LT IZHEMZBRLET 57 [Later] 22 U » 7 L THE DRFEIC FFIAH &2
Xﬁ‘:‘/\‘:’-‘—/l/l_/iﬁ—o

e[Resyncl 27 U v 7 LET,

[Recent Tasks] 7 ¢ > R iZix., T4 ZOHFIM AT —F ANFRENET,
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4. [Smart Proxy] % %R L, Catalyst Center 1 L C Cisco SSM 7 7 7 RIZA~— hxtJnT /A Az HEk L E
T ZTDOF—RTIL, 734 A% Cisco SSM 7 7 7 NIZEHHE T 2 %8 1LdH 0V £ A, Catalyst Center
. T AN OBREHE %/ LT CiscoSSM 7 7 Riz7ex v LET,

CallHome (X EE T NA AT v ya=r 735 L&, 3774 F2FQDN TREIN TV DA,
IP7 FLADIRDLVIZYT T4 FOFADN R T v v = EvET,



L

e PnP

« SNMP

e [CMP ping
e PnP

* SSH

AP
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VT MU =T A A=V LORAN T DA A — VR — AN —OREICET D HEHR T,

A A—VRUFY—S—lt, YT NG =T A A= VORE LREICRLGET, V7 by =T A A— YRR
[E9% X 5 ICHK 3 DOIMIA A —VBUE —A—ERETXET, £, L BMSAEA A— VB
FYy—nR—lz 12 D7 haLERETXET,

PR—=FEINTWVE Y= R—DFEMIONTIX, Ny 7T v 7 Hh— " —DEfE (228X—) © THEHE
T—=HR RNy I T T O — =g EHE LT EE0,

1. AU A=a2—bREER LT T, [System] > [Settings] > [Device Settings] > [Image Distribution
Servers],

2. [Image Distribution Servers] o7 .t > K C. [Servers] #27 U v 7 L ¥,
[Image Distribution Servers] 7— 7 /L iZid, A A —VRUMEV——DH A b, =—¥—4_ SFTP, SCP, ¥
F ORI BT EMA R RSN ET,
3. [Add] %7 U v 7 LTH LA A—VRE— 2Bl E7,
[Add a New Image Distribution Server] 2 7 A RA LA » NFERENET,
4. A A—VRUE——DROHEAE ZHE L E T,
e[Host] : £ A—TBUEY —_"—DAKRA MNEIZIPT RLRAEADLET,
e [Root Location] : 7 7 A MEREHDIEREL— T 4 L7 U,

( 2\

B =

CiscoAireOS VA YL Az bu—T OIS, ZREINLZAAAB16 XTFTEBLDE, A A—TD
BlfEIX R L9,

& J

o [Username] : A A —VEHMEY—N—~Du /A MR EN L 2= —4Z AT LET, 2—P—4
Wi, == EEL— T 4 L7 S VI T D5 E D [EXIADFER N LI T,

e [Password] : 4 A —VEUE Y —_N—~Da T A NEHINDRAT— K,
o [R—1+EF]: A A—VEEY—R—REITINTWDEIR—-EFEANLET,

5. [Save] #7 U v 7 LT,

6. —HOIA YL AL s a—FDIANN—=T gDV 7 by =7 TiE, SFIPOK S HFRE LTHWESS
X (SHA1 R—2DIES 72 E) LR — FER TRV, CatalystCenter TV 7 h 7 =7 A A—3
DEBRTA Y VAT a7 TV ADFREEITIICIE. VAL A3y bu—F050 SFTP #ft 1%t
L CSFTP A#E— REBNCT H0ENH Y £9°, Catalyst Center D SFTP H— S —TiX, FVKEHF
KOV HR— MERKIO HMETRFICAENNIT DI ENTEET, PO ZEFAITHI1I2IE, LT
HFEITLET,

a) SFIPY—nR—DIP7 FLADKIZH D [I| T A 22— VvEEHHE, [Clickhere] #27 U v 27 LE
R

b) [Compatibility Mode] A Z A KA > A > T [Compatibility Mode] = » 7 R~ 7 A% A4 12 LTHIR (
153~90 H) #ATLET,

c) [Save] #7 VU v 7 LET,

Cisco Catalyst Center | Updated May 5, 2026



| T34 AR E DR | 57

7. 772 a Vi RTEERET DHITE, AT DA A—VEREV—"—DFRICHD[Edit)] 7T =227 U v s
L. MEREELZIT->TC[Save]l 227 U v 7 LET,

8. A7V a i A A—VEUE — —FHIRT BT, A A—VEUZV——DFiIZH B [Delete] 7 A =
7 Vw7 L, [Delete] #7 Vv 7 LET,

AL Aay hbua—706 AP [T HTTPS B TA A — U &k LE T,

IAYLAay ba—F1F, 4 A=V AP ICEAT SN2, APICA A—T %7 v 2 LEJ, Catalyst
Center Cit, VA VYL 2oy ha—I 05 HITPSHEHTAP TA A=V &2 Xy rn— RTCEEd, 207U
AT R RT7 7 A VR, AP A A= BWRINZT v 77 L— RT3 57200 TT,

1. AU A=a—0bIREENLET, [System > Settings > Device Settings > Software Image
Management]

2. [Access Point Image Transfer] ¥ 7% 7 U v 7 L £,
3. [Image Transfer Settings] Kz v 747U X 427 U v 7 L, [Use HTTPS Only] Z34R L £ 9,

IOF T a LD, U4 LRI =T 0 AP ~DFT R TDOA A —HEETHTTPS 2 k=
NOBRBMERENET, VA YL A2y ba—F THITPS AN/ o TWRWESR . A A —VHRiEIC
STLUTORENTRY A A—VHRERICENITRY 9,

PnP
TITT L RT LA (PAP) T /34 ZADFRIEOHZMIZEE T 5 15 H,
TNNA A TEHFEEHIINZTHI20E, WOFIEEZFITLET,

1. A4 A=a—bkEEIRL £3, [System] > [Settings] > [Device Settings] DJIEIZER L £,
2. [Device Settings] K= v 7% 7> U X s> [PnP Device Authorization] % 3 L £ 97,

( )

Q =

T 7V N TlE, T AZEHBICEFT SN ET,

g J

3. [Device Authorization] = v 7 R v 7 A% A NI L TT A ATHAEZAMLET,
4. [Savel #7 Vv 7 LFET,

Cisco Catalyst Center | Updated May 5, 2026



| 7734 ZFGEDHERL | 58

SNMP, NETCONF. Syslog 72 & Ofre D IRRERI 2 B #haYIZ H L T, CatalystCenter 25 % v kU — 27 734
AENRNCEHB L NE=4—TEL L9275, VAT AL BERAIZOWTHHALET,

TR, A A HI#EPEIL, Catalyst Center LD AT AL~ )LD 7 rR®ATHY, RO Z L EITVET,
o —HERDT A A LA YREREDIRREFI 236 %
o TNARAEBIINTE L SNDHR Y N — U REFERT 5 DI

o TNNAAPA N RYIZIBINESRZL &0, oA MBIV Y THORLERE Ry P —ZITER
BIMAR BRI E IR EFATT S

TR, AT w2 SNDHRE & FT HI2i%. [Provision] > [Inventory] (2 &) L. [Focus] K v 7%
72U A MHv [Provision] %4 L %4, [Provision Status] %1/ [See Details] =27 U v 7 L%,

)
R i

Catalyst CenterlZ L W 7 /34 ARHEEITEH INDLE, T oI va s PERa ZICxFYy 7T v S
N, BEEOBEMED NT TNy a—T 4V ZIHEATE T,

|\

TNA ZADOFHIFEEIZ LY . LLFOT A AREDHIINC/2 D F5,
o [Device Discovery] :

e SNMP 7 LF 3 v )L
¢ NETCONF 7 L7 > > ¥ )L

e AR NYADTINA ZADIEN
e Cisco TrustSec (CTS) 7 LF v > v /L

B =

[Global] 1 k23 Cisco ISE T AAA & L TRREINTWDIEEIZD A, Cisco TrustSec (CTS) 7 L7
XA R e iy &g, %MU\%OD%/H\ CiscoISE TZ= D% 1 h23 AAA & L
TREINTWILRE, [Assign to Site] B2 CTS T /31 AT v =2 ENET,

Vs

g

e TNARADYA FADEIY KT
e HfRT Y RABA v b T —ZIWEOH L

o 2 hu—JiEE
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( N\

B =

Cisco I0S 7 /XA AD4A. PKCS REBAED B IR OB TRIBENBAE L 2N L 1T, T34 &
DU a2 =S Z AL = ERRETDHEEHERL 9,

. J

e SNMP | Z » 7 — \iEH

e Syslog r— \EF

o 7V r—a O

o Application QoS Policy

o NetFlow — NE#

o Wireless Service Assurance (WSA)

e UAFYLATL AR

e DTLSHE 5 A A — |

o AP {%%E

« IPDT DA 401k
T ZADFHIEYELT 7 4V R THINZ 2> TOET, 72310 2O Z A Lz < e WGEaiE,
FEICHEIZLET, FEICOWTIE, 7351 ADOA[HIHEVEDREE (62%—2) ML T E I,

TSN ZADFHEPER TN 72 > TWDIGE . T 4 AN FATREROT N, ADH A b ~DEY 24 THEIZ,
ZDTIRA AD Y LT v v LOBEREN Catalyst Center (X > TRESND Z Li1EdH Y 8 A,

RBUTIS T T, U FEELRy hY—ZREN, T3 ZADOAHEPEIZ K> TTF A RTHRES DN E
IIMMPRED 77,

o T/INA AR

e SNMP & NETCONF D7 L5 3 ¥ LINETET 8 RITAFE LR WA I, ZORENBEH T & 2
I SN ET,

¢ 10S 5 /34 2T NETCONF Z AW+ 5 &, K6 DD DNS — "—ZHETEE£T, 650 DNS
P NR—F RTHBFEHEINTNT, LW — =% BN 5 0ERH 55/ DI, BEFD DNS
==l SN E T, TNLANDEA . BEFDO DNS — "—3IEHE I E A,
e AURUKJADTINAR
o A R NVIENEFIZKTTHE, IPDT BT N, ATHRESNET,
e LUFID Y Y —ZTlE, RO IPDT a2~y RPRJ/EINTWE LT,

ip device tracking
ip device tracking probe delay 60
ip device tracking probe use-svi

e N B =T AR LI, ROFNEEFATLET,

interface $physicallnterface
ip device tracking maximum 65535
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e BIED U V=TI, FL<MHSNZT A 2R L TRD IPDT 2~ > FSERE S ILET,

device-tracking tracking
device-tracking policy IPDT POLICY
tracking enable

e AU H—T A AT LIZ, WOFNEEFITLET,

interface S$physicallnterface
device-tracking attach-policy IPDT POLICY

e TINA R TJOE 3=y
o L—W— A T MI—ET D ME/ DILS i E I L ONDNS R ENT /34 A2V 4, DILS 5
AA—FEDNSHEDOHEN T v = ENET,
o Network Assurance FiFFAZE D% 73 [Assign to Site] I IC T TICIEET 2B E . TOREIZAF v I &
. KL= ERfTEan £,

o WSA % & PKCS12 ZERAE S [Assign to Site] B IC T TIZAZNC 2 > TV A A, TOREIZAF v
TENET,

( )

B =

IR OBRERTNRIE L IZGE, 731 A0 Y —7 7 —ic k- T, Freva=r7
R E D HRIT SN E T,

o JE—/NILY A FADT/INA R

o THA ANEFIZIBIMN, AR =, EFMHSN 5 &, CatalystCenter (37 7 4 /L h TEDT A
A A% Managed IKFE(Z L, Global 1 hZ#EY Y4 TE,

e B—s\JL A KD SNMP ¥—~3 Syslog #—~3, 351 O NetFlow =2 L 7 X 5% TE S TEFe7h D
ATH, TRA A LD NS DFRE % F Catalyst Center L £ A,

o A MIBEINI=T/N( R

e 7 /31 A% Global %1 k75, SNMP h—/3—_ Syslog #—/3—_ NetFlow = L 77 & B% & M3 iE &7
HOF LW A MIBEIXHE S &, CatalystCenter 23, 7 /34 AD T HDFKELEH LWIA FHIZ
EFRSNTCRHECETLET,

o L —HW—A T MZ—ET HME DILS % ER LODNS R EMNT /A AZ72WiE . DILS K5
AA—FEDNSBREDHENT v = ENFET,

o WSA BRI, HAEPHIC AW TT A A THIICARY £,
o Network Assurance (NA) FFBHEOHEN T SNA 2 FITIERR SNV E T,

o T34 ZDAEINEIZ - T, sdn-network-infra-iwan &9 PKCS k7 A RaRA > b AMERL S 41,
ZNEHER L TGERAERA VA b=V ENET, TOAFID N T R MRA » SBFEET 5813,
BATOFEFETE SR ONET,

e VA YL AAPBNGEHAENTFIE LR WEGAIL, T3 2 RICRESNE T,
o [Force Configuration Push] B2, FEFAEIZH 7 v ¥ 2 ST, RESN TOHIIEHEER S EE A,
o VB2 AP (AR EMFIE LR WGAIX, T A AT vy v SET,
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o YA A LHIBRENI-TNAR
o T R&YA M BHIERT 555G, Catalyst Center [ X2 D7 /314 20 SNMP H—/3—_ Syslog #—
N—_ BEWNetFlow = L7 X FZHEZHIBRL ¥ A,
e Catalyst Center N SHIBRESN=T/3/4 X

e 7 /3A A % Catalyst Center 7> 5 Hl% L. [Clean Up Configuration] = > 7 R 7 A% A 1295 &,
SNMP #—,3—_ Syslog #—/3—_ DNS % . PKCS#%E. NetFlow =2 L 7 ¥ F&ZE, T L A MU H T
A7V g, AP{ALERRE, WSARRE., Catalyst Center (2L > C7 v ¥ = &7z NA GEEZE DR
EN, TOT A ADLHIBRESINET,

o TA ZDHIBRIFIZ, DTLSBF 5 A A — FRIE L U A ¥ L X AP ZIMREHFIIHIR S L EH A,

o U A FRITHBESN-TNIR

e 72l 21X, A FADLGLY A FBIZT A A& BET % & Catalyst Center |Z% D7 734 XD SNMP
H—s3—_ Syslog#—/3—_ NetFlow = L 7 #5¢E%, A FBIZEIV Y THNTWVWAHRE CTE X
2ZFET,

e HA FTLANIDEEDEH

BRERAT [Force Configuration Push] A% [Force Configuration Push] /»°
AMTES>TLEL AME-TLNDS

DNS D% E VD DNS SR ENFIHFTRE T2 DNSFREN I TITHFEET D HA I
WERIZ T vy a SnET, H7yrvadhEthi,

WSA DL E REVNFIHRETE TH D56 BITEOT A AREIZER L,
TRy a2 EnEE A WICHE Ty Y2 SNET,
AIEIOFRITH LI L= 56135
TINnET,

DTLS % & MBEADTLSER ENFIHPHET7Z2 DTLS R ENX T TILFET 256
WEBRILT v a EsnET, TRy vaShERA,
T CIAFET DHEIEH T Y v a
ENFEHFA,

TA XYL AAP BNGEHEORTE RESNTWIUIHE Y vy vaBl RESNTOWIUEHE Y v ai Xk
OFAER S IVER A, OFAERR I NER A,

PKCS12 D% & REDFIHFRETER TH D5 BIEDOT A ZREEICBIRR <,
TRy vasnER A, WICHE Ty v a2 ENET,
ATEIDFAT AR L 7= 55 1 ek
TENET,

NA FEBE DR E REDFHFRETHE TH L25E BIEDOT A ZREBICERZR <,
IRy v ShERA, WICHE Y vy v aSnET,
I OFIT R L =545 13 /R
TInET,

TLARN) TR VT gy TTICHHATMETHIVEE Ty  WERT A ZARE EBEFEOT N

DFKTE TaINEHEA, A ABRTEIENDRH DI DI
Wl RT3 5 Lty aiapgat 777 7 Y = SHET
ITINET,
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RESAT [Force Configuration Push] #* [Force Configuration Push] A%
A>TV A>T LVS
AP {4355 E WHDFHTEN RPN L IRWGEAIT RENT TITFE L TOIUEH
Ty ZINET, Ty EINFER AL
( \

FNA ADHI AT RENEN AT 72 > TV B AT, Catalyst Center 23— —Ff8ED SNMP 7 L5 > ¥ %
JVTT A AN TETICT A AR ZIUE T 20545013, Catalyst Center 78 = — 1 —#5 & @ SNMP
IJVLF Uy VT AL R T v 2 LET, SNMPV3 D34, =—H —% [Default] 7 /L — 7 @ FIZ/ERL
EnET,

Cisco Aire0S /31 ZAD4A ., 22— —IEED SNMPV3 /RA 7 L —ADE XX 12~ 31 LFETHLHLEN
HYET,

T A 2D FHIEPEDOTRE BT D E R,

T A A AL, CatalystCenter TF /NA AZEHT 5720008 ery N — 7R EX R L £,
T NA ZAO LT 7 v N THER T,

T A A D AHENE 2 FE THEMICT 51213, ROFIEZFATLET,

( )

R =

T NA AD A A BEShi2 3% L, Catalyst Center (X, SNMP 7 L7 > v b, T v 7 ——_ |P
FRA A MTvFx 27 (IPDT) . NetFlow, Syslog. NETCONF 72 & D EE R TEIZHOWT, M EhizT
NA RE HEWIZRE L ER A,

T NA A D A HIEE A BEIHIZ LRI T A A %Y A MCHEIY Y TS L, Catalyst Center (X7 7 A7
v REBRELAT@EME AP OFH YR —F LERA, i, CatalystCenter 37 /N4 2D KT v 7T D%
BELLTRESINRLIRDTDTT,

1. A A=a—0bRkERIRL£7, [System] > [Settings] > [Device Settings] > [Device
Controllability].

2. [Enable Device Controllability] = ~ 7 R v 7 A% 4712 L £,
3. CatalystCenter 737 /31 A7 L A NV GRE CHREE SN[ Z HEIIEE L2V L 91279 5121%, [Enable
autocorrect telemetry configl = v 7 R v 7 2247 D FFIZLET,

T LA N OBHEMEENRARCI> TV DS, Catalyst Center (X, 7731 A & Catalyst Center DD+
¥ o 7EEICRE T 2R EOMEL BERICHE LT LEd,  (ZOBERIE. NetFlow, NBAR,
F7IECBART L A N U O EDRIBEICIT AL L £HA) , Catalyst Center [ 2457 /XA ADFEHEDZLEH
EAS T EIlTF =yl LET, &7 5 A~OEIEL 24 FFELANIC 1 [BOAIT 2 ET,
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TNV TR, ZOF =y 7Ry 7 ZTEHITR > TWET, T35 2O AN AT /2> T
DL ENCDOHAMITE LT,

4. [Savel #7 Vv 7 LFET,

VI NIz TDOR T a— RKROTFT A, 20T atya=r Il TAvRAa sy Ra—F—F73 /4 RE
) (EULA) ~D[RIEIZHDOW T O,

VTR =T EF Y= YD, BT AL AET R EY s =0 ST AR, T Ra—Y =T
T AEK (BULA) ICRIETAXLERH Y 7,

1. A U A==2—0bREZER L £9, [System] > [Settings] > [Device Settings] > [Device EULA
Acceptance] DJEIZEIR L £ 7,
2. Cisco.com L —H —Z R EFHDOELAIT, AT v 7 3R E T, FEL TWARWEAIZ, kKOTFIEZE
FITLET,
a) 77UV T—I Ly MNTITAR=b U U FUEZBEET CANCF v v a Sz 7 A 1
WOBEHZRET D728) o
b) %ll® Catalyst Center GUI 1 > A X > A ZBHNTr 7 A LET,
c) [DeviceEULAAcceptance] 7 1 > RUDBIDA L AR U ABHETET, AA L Ao a—HREERL
F 7, [System] > [Settings] > [Device Settings] > [Device EULA Acceptance] DJIEIZER L F
ER
d) [Cisco.comID] 7 +—/L R, [Add] V> 27 %27V v LET,
e) [Information] &R v 77 v 7' ¢ > K C [l amin private or incognito mode] = v 7 R v 7 A& 4 12 L
T, [Proceed] #27 VU v 7 LET,
f) [Activateyourdevice] N> 77 v 7T 4 KUT, 777 4 _X—Tara— RKRERINTWNWEI LA
B L, [Next] 227V 27 LET,
g) [Login] K77 v 7o v KT, cisco.com—HFDEFA—/LT RLAZANL, [Next]Z2 U v
7 LET,
h) [Verify with your password] 7~ > 77 v 77 ¢ o R T, cisco.com = —H —D/XAT— & AT L,
[Verify]| 227 U v 27 LE7,

[Device Activated] 78 v 77 v 77 4 v RURFRINET,
i) [Device Activated] R~ 7’7 v 7 4 RO AT ET,
j) [Device EULA Acceptance] 7 1 > R & FH L £,
k) [Cisco.comID] 7t —/b RIZ, ==K L TASLIEBETFA—IVT RLARFRRINTND Z &
R L E 9, F7=. [Change] U v 7 NERINTWDLZ 2R LET,
. FrLW\W7'Z ¥ & 7 C [Cisco End User License Agreement Supplemental Product Terms] V o 7 Z Bl & £ 77,
. Catalyst Center EULA % BN CNAE Z i L £ 7,
. [I'have read and accept the Device EULA] = v 7 R v 7 A% A4 2 LET,
. [Save]l 27V v LET,

O g AW

Ty MU =7 OFRBRE O E BT 1
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[System] > [Settings] > [Network Resync Interval] DJIEIZEIR TS L, 70— UL L)L TTRTOT

A ZADR—=Y 7R EFEF TE £7, F7=. [Device Inventory] Z8IRT D &, T /31 A L~YULTHED
FTNRAADKR—V 7 lEEEHHTE £3, [Network Resync Interval] 2 L CAR—Y > VM@ ERET 5
& DA [Device Inventory] R — U > FRIEE XL 0 bELSNET,

o SUPER-ADMIN-ROLE #£[R A4 Ff D2 —HF DHN Z DO FNEZEITTH 2 LN TEET, FHMITO VT,
A IO T (162%-Y) ABRLTIES

e ARV NVIZTNAA RN DD L EMRLET, T/ ADRRWGEIR, T4 AN B2 L
ThHRELET,

)

A A2 =B REEIRL E 9, [System] > [Settings] > [Device Settings] > [Network Resync
Interval] DJIRIZIER L £ 7,
. [Resync Interval] 7 ¢ —/L RiZ, #H LWIREEE (47) 2 AT LET,
(AT ay) T XTOT AL AT LTHESINTZMFEOR—Y > TiEE 4 — =T 4 RT 554
I%. [Override for all devices] = v 7 R v 7 A& A4 N2 LET,
. [Save] #27 U v 7 LET,

w N

H

SNMP

BaITE A L7 7 b aETe, SNMP 7' 137 ¢ OFRGEIZET 216,

SNMP DFEAIT & Z A L7 U hOEERET D5 LN TEET,

SUPER-ADMIN-ROLE #[R % Fi > —F D4 = OFMAA F479 5 2 L N TEE T, FHcONTIE, = —+F
L Z O T (1628—3) #BHBL T EE0,

1. AV A=a—0bREERIRL£7, [System] > [Settings] > [Device Settings] > [SNMP] DJIE |z 132
WLET,
2. ROT 4 — )V REHRELET,
o [Retries] : PR SIND T A AFEHOR KBTI, BHMEIZ1~3TT, T 74/ ME3TT,

o [Timeout] : %A L7 7 MI72 5 ETIZT /A A L OFEGEDOMENL & 77 HBEIZ, Catalyst Center 2354
THRE, A7MEIL. SHRBETI1~300 T, 74/ MISHTT,

w

. [Savel %7 U v 7 LET,
(A7 ay) T740FOFREICHETIZIE, [Reset] 27 Y v 7 LT 5 [Save] #27 Y v 7 LET,

P
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ICMP ping

Internet Control Message Protocol (ICMP) ping DA Zh{bIZB3 % {5, Catalyst Center /X, ICMP %1 L T,
FlexConnect & — R CEIFEARFE/RT 7 ¥ AKRA > MZ ping Z 2515 LE7,

Internet Control Message Protocol (ICMP) ping /3B %1272 > CU T, FlexConnect &— K CEEARGE/R T 7 & A
RA Y 3o D554, Catalyst Center [ZICMP Z{EH L T5 453 Z L IZENHDT 7 B AR A > M ping % 32
TL. BlEREMEL R L £,

ICMP ping Z A 20129 H121%, IROFIEZET L ET,

1. A4 A=a—bkEEIRLE£7, [System] > [Settings] > [Device Settings] > [ICMP Ping] ®JI&
B E T,

2. [Enable ICMP ping for unreachable access Points in FlexConnect mode] = v 7 iR v 7 A% 4 2 LET,

3. [Savel #27 UV v 7 LFET,

PhP AP

PnP @3 A #E(i5 2, [Configure AP Location] = v 7R v 7 A &AL T, IV Y Tohiz A & AP D
GATICRETEET,

Catalyst Center Ti. PnP EA¥EfiED AP DT L LT, PaP ERFICEIV Y ToN-Y A bl TE

. [Configure AP Location] = v 7 7R v 7 A% 4 12§ 5 &, Catalyst Center i%J DY ToHN=H A ~%& PnP
%J\ETHQ@ AP DT E LTRELET, F=v 7Ry 7 A% 472 LIz#E1E [Configure Access Points]
U—7 7u—%fH LT, PnPEAEERHD AP Ok E UET, FHMl _Ob\fﬂi [ Catalyst Center
User Guidel] @ TAP Configuration in Catalyst Center] ZZM L T 7230,

( )

R =

NSO EIL, Day-NEAFICITEA SEH A, Day-NEHD AP OFT A% E T 511X, [Configure
Access Points] 7V —27 7 u—Z{FH L £,

-

C A A== BREEIRLET, [System] > [Settings] > [Device Settings] > [PnP AP Location]
DNEIZRIR L E57,

. [Configure AP Location] = v 7 R~ 7 A% A1 LET,
. [Save]l 27V v 7 LET,

W N

HAE LT T AT DI20DT A ZADOFREIE T B 1R
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Catalyst Center ClE2—HW—4 L/ XAT—RODAZ LT BT NEfERCEET, WARAZ LT 0T N
BERALTT AL RCET DERENET DL O12, Xy NT—TNOT A REHBRTEET,

TP L RRAT— RIZBT A I RAZ LT a7 N OVERIZOW T OEH,

6.

7.

L AA A== HREER L ET, [System] > [Settings] > [Device Settings] > [Device Prompts]

DONEIZRIR L £97,
[Device Prompts] 7 t > K7 A3 & £7,

. [Create Custom Prompt] #7 U v 7 L £,

[Create Custom Prompt] A Z 1 KA 1 U 3B & £7,

AP —HDOHRAZ LT n T P EERT DR, ROFIEZFETLET,

a. [PromptType] Ku v 7 X7 U X k)b, [username] 38R L &7,
b. [Prompt Text] 7 + —/L FiZ, IE#I&EL (Regex) TTF A F& AL ET,
c. [Savel #27 Vv 7 LFET,

 NAU=ROAARZ LT 07 hafERT 5123, ROTFIHEZFTLET,

. [Prompt Type] Km v 7% 7 U ARG [password] 28R L &7,
b. [Prompt Text] 7 ¢+ —/L FiZ, IEHI&EL (Regex) TTF A F& AN LET,
[Save] #27 U v 7 LET,

R =

[DevicePrompts] ¥ 4 > RUIZH AZ LT a7 MINERENFET, 22—V —ZLRAT—RKDOH AH
LA7ar T e 8 OF TERTE T,

[

o

|\ _J
HIAE LT a T N ERERIEFCRI v ST R Ry 7 LET,
( ~\

R =

CatalystCenter&i NAZ LT T NOIEFEHFFL, Yrr 7 Mear <K DEE LTT /N1 R
WCELET, REIOIAZ LT e T NOBRENEL 20 £,

g J

WET AL 27 Vw7 LT, HRAZLT e P N emELET,
HABZ LT T NEHIERT A, BIRT A2 E2 27 ) v LET,
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( )

B =

== DT T NENRRAT = RO 7 MR, —BEOIERFRAMLECTY, FUEITE
PLOERBREERT D & T3 A TRIEOMEREA L ET,

SSH

Catalyst Center 7% SSH ¥ — DA H 2 A BRI Z T AN D E I PEFRELET,

[SSH key configuration] ™7 .t > K7 Ci%, Catalyst Center 7% SSH 5 — D28 ¥ % HEIICZ T AN E 9 gk
RETEET,

ER

COF T a U BNEMI o TWBEATE, SSH F—HEEIZ R L 72T X T O T /3 R & F8) TH[E
THULERHD FT,

1. A U A=a—0bREZENLET, [System] > [Device Settings] > [SSH key trust],

2. 177z SSH ¥ —DZEHE D A8 1 AN Z AR F 7213 82T 5 121%. [Accept all changes] b 27 /LR 4
&7 Uy 7 LET,

TN, ADEATRERR D /X 7T THRIEORERUZ BT 215 o

Catalyst Center (X, 7 /31 ZADEITHERDOEN /NNy 7T v T HFITLET, Ny 7T v 7OHREE, 7
NARAZTEIRGFTE DM Y 7 hOAFHEZRINTE £,
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B =

o [Daily Backup] : Catalyst Center (%, %% H 4% 11:00 (UTC ¥ A &Y —>) IZFITTDHLIICAT Y a—
NENTHBERENSNY 77 v 7 23T LET, ZOFat Ad, Catalyst Center | &, HEIZT /A A
FERRDOWENTONTZRER DT A DAZ T L THNA AERDT — DA T INTRERDOX A LA
YRR LET, ZOENI0NEBIDLIGEAE. T AERDOT —H A TRFETENET,

BNy 7T v 70%, BIRANY I T T NAT Y 2=V ENTWA BIZIEETESNEEA,

o [Weekly Backup] : Catalyst Center /%, 5 HFEH D% 11:30 (UTC X A LY —2) IZFEITTDH LI
AT a— )VENTHERRENNY 7T v T EFETLET,

1. AV A=a2—0bREEIRLEJ, [System] > [Settings] > [Configuration Archive] % 3R L %
‘a—o

2. [Configuration Archive] &7 + > K C, [Internal] ¥ 7% 7 U v 7 LET,

3. [Number of config drift per device] K2 v X o VA &2 7 U w7 L, T8N AZ EIRIFT D8R NV
7 OB AEFRLET,
TNRAAZEIZT ~50 DR R 7 MERFTEET, BRIFSNDHER RV 7 NOAFHZIE, 734
ADFTRXTDT IV E DG ENET,

( N\

R =

T 7 H /N THH, TN AT EIRTFEINDHEE R Y 7 oL 15 T,

g J

4. RNy T o T O AMRERIRL £,

BRIy 77 v 7OHRHL, > NU—27IZJEB &7z Catalyst Center 7 7 A X DX A L — /T
‘o3& FET,

5. [Savel #27 UV v 7 LET,
NI T o TNE AT a—nVLERIIT 7T 4T 48 X—TCERTEET,

6. [Externall Z 7% 7 V) v 7 LT, TA AR ET — A4 T T 500N — "—2 Wk LEd, ZEM
WZOWTIE, T —HA 7 T34 2 O — = O (682—) ML TLEE N,

THRAADETAL T4 X2 b= a7 —NA T T 212D — =2l T 52 LIZO0To
GE::%

TNRAADFETAL T 4 X2 b—al a7 —HATTDHIODINE SFTP % — —Z R TX £,
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HMERY—/3—"T SSH, SFTP, SCP " AZNZ72 > T\ D Z & 2B L £77,

1. AU A=a2—0bREZEIRL 7, [System] > [Settings] > [Configuration Archive] % 4R L ¥
TO

2. [Configuration Archive] 7 ¢ > R C, [External]l ¥ 7% 27 U v 7 LE 7,

3. [Add] 227 VU » 7 L. [External Repository] Z B L £,

e N

B =

\ J

4. [Add New External Repository] 2 7 A RA XA T, ROFFEMEATTLET,
a) [Host] : mA FDIPT7 FLAZATILET,
b) [Root Location] : /\— k7 + VX DT A2 AT LET,

( )

B =

o L — N DBFTDO N AP N A TII R HFNATH D Z L MR L E T,
o Y —N—D NV — FDOBFTIZETHLIMLERH Y 7,

|\ J

c) [Server Protocol] : SFTP Y —_R—D a2 —HW—4  RXRT—F K=+ B S5E2ASHLET,
d) [Backup Format] % 3R L £,
o [RAW] : EfTar 7 4 X alb— a U BNT_NTAShET, TR TOMEREL 77414 X—h
BEX, NI T v T—FTeAIfERESNET, XAU—=FEANLT, NI T7 v 777
ANnEay s LET,

( N\

B =

7 7 A VD3R T — R Catalyst Center IZfRIESNEH A, SFIPh—_— D7 7 A T 7
TR HITIFE, XAV —RERITELERH Y £7,

|\ J

[Sanitized (Masked)] : 21T 7 4 Fa b — g L OMERIEL T T4 N— NREDFEMMP~ 27
SNET,

NRAT— KX, RAW Ny 77 v 7R 2RI LG oREH I NNET,

) NI T TP A I NEAT Y 2— L LET,
Ry 2T v 7ORA, Bigl, 24 5 —2 BEXORY 77 v 700 LEREE AT LET,

5. [Save] #7 U v 7 LET,
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6. SFTP YV — \—DFM A MRET 51218, [Action] ZIDIRERZ &7 U v 7 LET,
7. SFTP — _—%HIfr3 5 (2i%, [Action] ¥|D FiZHHHIBERZ %227 U v 7 LET,
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Cisco Al Network Analytics

Cisco Al Network Analytics D 3% & (2 B4 5 154, Cisco AINetwork Analytics T, % v k7 —2 /34 Z )5 Cisco
AlCloud IZ% > N —J AR NTF—F 52 ) AKR—FTEET,

ZOFIAT, Cisco Al Analytics FEREZ FANC LT, Xy NI =7 T NRA XA R NY | B A NBEE, b
QR T—E b Fy hT—27 A X DT —# % Cisco Al Cloud (27 AR— K LET,

o Catalyst Center ™ Advantage ¥ 7 b 7 =7 74 B A B BEAE L TWAH Z L 2R LT EEW, Al Ry
KO—99% 77U r—ali, Advantage V7 b7 =T A4 B AIZEENTWET,

o Al Network Analytics 7 7'V 77— a U ORFI/N—2a VA VA R ENTWNWDE Z L 2R LT
SV, 77U r—varpFyra— REf A =L (1563—Y) ML TIIEIN,

e Ky b= EFIFHTIP 7 B8, DS T Y REA M~DT 7 3% KHTTPS (TCP443) 7/
Y RAEHNTHEICHRESN TS Z L 2R LET,

o [api.use1.prd.kairos.ciscolabs.com] (A [E] H4] Hilsk)
o [api.euc1.prd.kairos.ciscolabs.com] (EU 5 Hiifsk)

1. A A=a—bRkEEIR L E3, [System] > [Settings]DJIEIZEIR L 9,

2. [External Services] & CA 2 m—/,L L. [Cisco Al Analytics] % &R L 7,
Al Ry D=9 7 1> U X £,

Al Network Analytics

Using Al and Machine Learning, Al Network Analytics drives intelligence in the network, empowering administrators
to accurately and effectively improve performance and issue resolution. Al Network Analytics eliminates noise and
false positives significantly by learning, modeling and adapting to your specific network environment.

Recover from a config file

3. ROWTNN 1 DODX AT ZFITLET,

o 7T AT v AIZLLRID/X— 2 D Cisco Al Network Analytics 731 & A b —/L &N TV DAL,
ROFNEZETLET,

a. [Recover from a config file] #27 U v 7 L7,
[Restore] Al r > NU—Z 34D ¢ RUBHE £7,

b. X REINTEZ VTR T 7ANE RT T T RRay 74250, 774NV AT LNLT 7
ANVEBNLET,

c. [Restore] #7 U v 7 LE T,

Cisco Al Network Analytics DIE SCIZIZIE DA 01 H Y . £ D%, [Success] ¥4 7 7Ry 7
ANFRINET,

e Cisco Al Network Analytics % #1]3> CTHE T D500 1E, RO FNEZFATL 77,
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a. [Configure] 27 V v 7 LE7,

b. [Where should we securely store your data?] fEik C, 7 — ¥ 2 {-1F 3 55128 L $£7, [Europe
(Germany)] = 7213 [US East (North Virginia)] %z 3R T £9°,

[Testing cloud connectivity...] # 7 C/RENTWD L HIZ, VAT AIT7 77 FEERHOT A % Btk
LET, 777 REEHOT A F05E 795 &, [Testing cloud connectivity...] % 743 [Cloud connection
verified] 12280 F77,

c. [Next} 227V v LET,
[Terms and Conditions] 7 ¢ > RUNFREINET,

d. [Accept Cisco Universal Cloud Agreement] = v 7 78 v 7 A% 4 N2 L CERISFMFICHE L Th D,
[Enable] #27 V v 7 LE7,
Cisco Al Network Analytics 235 201272 5 & TIZE I 02560 H Y . E D%, [Success] ¥ 1 7 =1
TRy 7 ANFRISNET,

Success

You have successfully onboarded Al Network Analytics! You are about to
download the configuration file that enables Al Network Analytics. This
contains the key used for your data in the cloud. Please treat this
confidentially and keep this in a secure location. Access to this configuration
should be controlled.

4. [Success] XA 7Ry 7 AT[Okayl #27 Vv 27 LET,
ALy RID—9 9 v ¢ v KRS, [Enable AlNetwork Analytics] ~ 7 /LR % o inFor S E 4,

5. (H5E) ALy hT—9 %94 7 1> K7, [Download Configuration] 7 7 A V%227 UV v 7 LE7,

7747 MERFEIL. 7T U RN KRDIRWE DI, AHIRDUINDENIEST 508N H Y £
R

Alm—T = ME, X509 7 T4 7 MaEAEZFEH L TAI 7 70 R~OFFEEEITLET, aEAER,
Al T RADTF 2 bDOA LV R—FT 4 LV THRHIZAZ 77 KCAIZ L » TERRB L OE4L4 S, 3ERAR)
T9 (20214F 8 HIC VHEIZEM) . AOHIRSUINDRNC, 7 77 REEN Kb WE I T4 T v
NEAEAZTHTLHLERH Y £, iEAEOHBEHFA D =X LNEAINTWVET, TOA D=L
Tk, BHRICGGENEZ FEI TNy 7 7 v 7T 208N H Y £7°, # L Catalyst Center 2 15t & 72 134T
THEANE. RNy I T v T RMETT,

BHite. TXTOAGHY 1 Ry (E7HE, t—h~vy 7 Xy FU—ZHEE, Py FBIOS

PA B ITHHNRRREN, FILOA Ry N =7 G E Ny 77 v 7T 5 X IHERSNET,
Cisco Al Network Analytics

T NT—7 AR T —% ONELE L3 5121, Cisco Al Network Analytics % ME4hi2 L £,
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Cisco Al Network Analytics 7 — & V4L & #5723 % 121E, RO FIE T Al Network Analytics (ORERE 2 #7125
LZMENRH Y T,

1. A A=a—PbREEIRLET, [System] > [Settings]DJIEIZEIR L £,
2. [External Services] &= T A~ 1 —/,L L. [Cisco Al Analytics] % &R L £,
sigtEnF = v o v—y (B) 13, ZOBEPENR>TVDHZEERLET, Frv /Ry A
WAT7 O (X)) | WEEITEDIZ > TWET,
3. [Al Network Analytics] 7835 C. [Enable Al Network Analytics] 7 ViR & %7 ) w7 LTAHZIZLET
L_B8) .
4. [Update] #7 V v 7 LET,

5. CiscoAlNetwork Analytics 7 7 &7 R x> U —27 5 —X % HI3 5121%. Cisco Technical Response Center
(TAC) IZHEKE L CHAR— KNV 7 =R e —T > LET,

6. LIATORREMNME > THE STV 54 1E, [Download configuration file] 22 V v 7 L ¥ 9,

Cisco Spaces

ZOFNAZFEA LT, CatalystCenter & CiscoSpaces ##ia L9, ZOFHAITL Y, WEEAN—ZADEFBE,
X NT—=T A TTZANT I F v T—2OMH, EHBFEOME, BLEORAX—ZADOMHHKRINOE =
A —NAREIZ e D £,

ZOFJAZEMFEH LT, CatalystCenter & CiscoSpaces #ft & LET, ZOMEIZL Y, MEA—RDEFH,
XY NT—=T AT TARNT 7 F ¥ T—2OMH, EHEOR L, BLOARAX—Z2ADHERIOE=
2 —NHREIZR D £,

Cisco Spaces fi & & % T HIi1E, KD FIEEZFEITLET,

1. AA v A==a2—7/5 [System > Settings] % &R L £7-,
2. [Cisco Spaces/CMX Servers] #2  v 7 L£79,
3. cisco.comTCT AT hOa A U NERET 7T 4 7T HITE, ROZ AT DONTInEFITLET,

o O A NERN Y AT AT TIRIESN TOW DAL, ZOT 7T 4= a v EFITTEET,
77 AERII SIS U CEE X £,

o A NMEMNT AT ATEERESNTWARWEAIL. [Add] %27 U v~ LT cisco.com 771 7
McaZ A4 L, TRA AT 7T 4 7L L FET,

e DT I T A4 RN—valosru A AEFREMEHAT 55E1%. [Save Credentials] 47 O F
IZLET,

e SHOEROI=0lza 74 v ERIFT 5413, [Save Credentials] %8R L &7,

4. cisco.com D 7 A EHRAE A L., [Activate] %7 UV v 7 LET,

a. 1A FERIZY 7 ST 5 CiscoSpaces 7 I U LV RN T TIZH DB AL, TN LN —EICHER
ENFET, FATTHICIE. WTROAEZBRBR LT EE,

e Cisco Spaces 7 1 7 > bR WX, HTLWT By hEERT DL HICRDD T 7 bR
FoRENET,
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1. THho v "aEANLET,
2. CiscoSpaces DU — a » #BIN L £,
3. [Create New Spaces account] #7 U v 7 LT, By F 7 v &%= TLET,

( N\

B =

TV HEA—NEZELTCT 7T 4 7AL STV Cisco Spaces 74 7 o h<2, HiRUIH
@ Cisco Spaces 7 /1 7 o MIEIR TE FH A,

& J

b. Cisco Spaces# [Global] HA MEBLEHEESTHITIE. ROZ AT DONTnE I TLET,
e HEIWIZHE AT 521, [Add Cisco Spaces integration to all sites] % & L £,

o K5iE D [Site(s)] # FHh CEIN L THA Z AT 58412, [Add Cisco Spaces integration to
all sites] OB A FRER L £,

( N\

R i

(7<= ) [Add Cisco Spaces integration to all sites] 73 EIRfER SN TV SHEAT
[Site(s)] %I L T Cisco Spaces DT 77 4 X— 3 »EHANZ L TH 5, [Continue] % ﬁ
Uy 7 LET,

& J

IR L7 5, [Continue] %7 U v 7 LE,

5. ORI AR % 8 L, [Agree and Proceed] 2~ Y 7 L C, CiscoSpaces D7 7 7 4 X—3 3
R L E T,
6. ﬂéﬁ L\ Cisco Spaces 7 h 7 o I\ 75 TER & 7= aa%’—f —/VIZBE L, Cisco Spaces 7> & DifF %
ZTANT, T NESERIZT 77 4 71k Liﬁ‘ BT A — SR SRR IS HE - TR BR
Kﬁ%b\%Lw7ﬁ?ykmmb1mﬁ4ybi¢o

( N\

R =

FEABIZOW T, [Cisco Spaces Configuration Guidel] @ [lntegrate Cisco Spaces with Catalyst Center| %
SR LT IZE,

Catalyst Center Cisco ISE

Catalyst Center & Cisco ISED A > 7 7' L— = 2B T 55 #, Cisco ISE (213 Catalyst Center T 572 % i
H23% 0 F£9, CiscolSElL, =—H—, TA A, BIOT T4 72 FRFEHD AAA —3— L L CEH
T3, FRET 7 EREEEERTA-O0T 7R ary ba— B Y —E AT A LN TX
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9, 77 Aarbrag— LR o—%2FHL TWARWEES., F7213 Cisco ISE 25 31 AZREEF @ AAA
P—R—L L TR L TWARWESIL, CiscolSE DA » A h—L B L OREIIAE T,

Cisco ISE (213, Catalyst Center (2B L TR D 3 >DEMBINH Y £,

1. CiscoISE [T —W—, TNA X, Z7F3A4 T FBEADOANA (TR TNVA] ERE) b— =L LT
HERHTEEST, 77RA arba— L KR —%FHLTWRWEE., F721% Cisco ISE 27 /314 AR
FEA D AAA T — =L LTHEEA L T 22 WEA1E, Cisco ISE DA > A b —/L B L OB EITRETY,

2. 77Aarba—LRY —LCiscolSEEZEHLTT 7 AR ZEALET, 778X 2 b
n—)L R Y —&ERkE L OME A 5 R1C, Catalyst Center & CiscoISE # A L Ed, ZHO7rEAT
L. FFEDOH— e A% T CiscoISE %1 > A h—/L L Ta%E L. Catalyst Center C Cisco ISE D&% E %
1TOMENH Y £9, Catalyst Center & FV 7= Cisco ISE DA > A b — L LG TEDFEMITOWTIL, Cisco
Catalyst Center Installation GuideZ Z/H L T < 72 &y,

3. *v hU—7 TO2—H—FBFEIZ Cisco ISE 2l L T\ 5454, Cisco ISE # #4575 72 1Z Assurance
ERELET, ZOMEGICEY, AR 747 bOFEM (22— =LA XL —T 4 VT VAT LR
&) % Assurance THER TE 2 K 212720 3, FHMIZOWTIL, [ Cisco Catalyst Assurance User Guide
@ [Catalyst Center @ Cisco ISE i EIZDOWT | 2L T 7ZS 0,

Cisco ISE 73 IEH 12§k X 41, Catalyst Center TIE#HMEN ML S 415 & Catalyst Center |3 Cisco ISE & & &

HAHLEF, CiscolSE Zf# > T AAA Hr— 3— & L THERR S 7= 94 MIZEI D 24T 5 4u7- Catalyst Center 7
INAADA X h YT —2 T CiscolSE IR S ET, X 512, CatalystCenter TIALDH DT /A AZxf
LTROBREXZFHT DL, ZOLEIZI > TCiscolSE b HHTSNFE T,

o TINA ADIR A &4

2

i

« [Design] > [Network Settings] > [Servers] |2/~ X115 AAA h— 3 —DF

o

e TNAADT LT iy )b
o 5 /XA A D Loopback0 @ IP 7 K1 A
e TNRAADEHIPT FL A

o TAA AEEMIT O TWDH Ry NU—2 TA X 70— (NDG) # 7

Cisco ISE A fifi > T AAA — 3— & L TH A MIBHEfT T 54TV % Catalyst Center 7 /3 ANEE LB Y
Cisco ISE |ZfnizE S /W54, Catalyst Center 13— /EWIIFFH L 7%, BEWICHRITLET, Zo%kko
#ATIE. Cisco ISE ~D##] D Catalyst Center 7 /31 A 7w v o’ v hU—27 O, CiscoISE D ¥ v
YA L ETEOMOAEETIERRER T T — B RK TR L 725512 T L E T, Catalyst Center 13,
T3 ZADIBINE 721X Cisco ISE ~D 7 — % OB Fr & Fali79 5 Z & T, Cisco ISE& D Ffsr)7e— B DR
SEERAET, 7272 L. CiscoISE ~DF /A A £ 21T T A AT — X DiniE)s, Cisco ISE HAIZ L A&
WIRETARFES 7 — & L TRIL 72356, BT ThbivEw A,

Cisco ISE (22T RADIUS D34 Fik% #Z8 # LT, Cisco ISE 73 Catalyst Center % ¥ 873 5 BRICF DA H T
KBS £+ A, CatalystCenter DA FLE % CiscoISE & —E$ 2 L H ICHEFTHI2IE, HrLWLWRAT—F
T AAA I — X—%#REE L £, Catalyst Center 1387 LW GERIE % Cisco ISE 725 %4 7 > — K L, Catalyst
Center Z ¥ 87 L £ 97,

Cisco ISE [ZBEfE DT /3 A A& # % Catalyst Center & 345 L £+t A, Catalyst Center /3 Cisco ISE N DT /34 A
(BT D IE R AR T DX, £ DT /3o R |Z CatalystCenter & [7] U4 R 1) 545238 0 £9°, Catalyst
Center & CiscoISE I%, T /31 ADKRA MAEHKEZBE LT, ZOMEMICEBEOT A A& LET,
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( )

B =

Catalyst Center £ > X2 kU /31 Z % Cisco ISE IZfmiE L, EH A2 HH T 5 7 1t A1L9 T Catalyst
Center Bs#x v 712 % v 7' F ¥ 4L E 7, Catalyst Center & Cisco ISEfIO YV — 7 7 u —ICRENH 556
I%. Catalyst Center GUI CEs & m 7 DA MR L £,

& J

CatalystCenter |Z, 77 A ~ UEHLH ISE / — N &L HA S TUvE, Catalyst Center 2> Cisco ISE (27 7 &
AT HHEAE. 2O/ —REBRLET,

Catalyst Center (% 15 43 Z & |2 Cisco ISE Z#74— VY > 7' L %9, Cisco ISE V— —3Z 7 L7=54 . Catalyst
Center (Z Cisco ISE — X —23R {0 (BIEARGE) CTRRINET,

Cisco ISE V— X —ZB|FEARBE/R 4. Catalyst Center (AR —V > 7 % 15 FIZHE° L, D% 30 B0, 147,
255, A Vo AT, I RA—Y RO 15 431272 5 £ TR LT & £97, Catalyst Center |3
1555 CHOR—Y > 7 % 3 Hfke: L £9, CatalystCenter 385 N HIE L7AAWEE ., R—VU v 7% E 1k
L. CiscolSE r—/N—D X7 —4% X% [Untrusted] 125 L 9, Z D4, Catalyst Center & Cisco ISE H—
N—ROEHERRE FENL T A MERH Y 9,

NDG: E WA T VLT 4 o T AR W=y hU—F 5314 & 7 )—7 (NDG) # 71X, Cisco ISE {5k &
nEI,

Cisco ISE LA ENT=T A A% BT 5 &, HIBRENT-T 731 A% Cisco ISE DHi LVYNDG 7 /v — 7128
BLET,

W OBINEA: & HELE IR 2 fes8 L C., Catalyst Center & Cisco ISE DA Z R L TL 12 &0,

o Catalyst Center & Cisco ISE DA L7 m ¥ h—"—FEHTIIHFA— S TWEFAL, TrFTH—
N—2FH L TEHEINTNSCiscoISER Ry N —27 12 d%5Ae, #o7axih—"—%2FHL
72N I 9 1T Catalyst Center 25X E L £ 7, sxE T HITIET7TmFX T —_"—DIPT RLAZNA/NALE
R

o Catalyst Center & Cisco ISE DA%, BifE. Catalyst Center A IP 7 KL 2 (VIP) #&H TliEHAR— K&
NTuWEH A, CatalystCenter\iZ=> ¥ —7 T A4 XCAFRITOFEAZELMEH L TWDIEAIE, 7=
~ D514 (SAN) $E5ENIZ & 5 CatalystCenter DFXTDA X —7 = A ADIP 7 KL A7 Catalyst Center
FEEICE ENTWA Z & 2R LE4, CatalystCenter 33 / — R 7 T AX DA, 3/ — KDO4A
VHE—=T A ADIPT KL AN, Catalyst Center GIEFIED SANJLIEIZE EN TV AMLERH Y F7,

Cisco ISE TOEHE L~V DT 7 & AEBMETT,

CiscoISE DEHLE 2 — W —D /AT — FOFWIRZ TN L E 4, £id, BIRBUINDANT, <X
U—REaENTICEHRLET,

o Cisco ISE GFFAENZEE S /-H4A 1%, Catalyst Center Z EHT A MLENH D £, EHT 5I21L. AAA
H—/,3— (CiscolISE) ZfmEL., "ATU—RKZHANLTRFELET, iUz X v, CatalystCenter |37
LVWVEHREEOGEHEF = — % Cisco ISE 2> H & 7 > r— K L, Catalyst Center Z % %7 L £ 9, Cisco
ISEZ HAE— RCEA L, BHEMAEN T 74~ Elidth X VEHR ) — N CEL SN HE
I%. Catalyst Center Z B3 2 LB N H Y 7,

o Catalyst Center /%, pxGrid #2H1 THEfE 35 L 512, HEHOREHE, L Cisco ISE DREEZ R E L %
T, pxGrid (2% 2 RIDFEBHEZH LT, 8o pxGrid 7 71 7 > I (Firepower 72 &) (28545 Z
EHTEET, IS O, Catalyst Center 33 X OF Cisco ISE @ pxGrid #fi & T 52 LiddhH v £
A,

eRADIUS D> —7 Ly h/XAT — RIZEECTEE9, —7 Ly 3R TU— KL, [System]> [Settings]
> [External Services] > [Authentication and Policy Servers] C Cisco ISE % AAA — 3— L L CTHRE
THBRIHEELTCWET, =27 by hXRTU— REETET 5(21E, [Design] > [Network Settings]
> [Network] ®JIEiZ34R L. [Change SharedSecret] V > 27 %27 U v 7 L¥Ed, Ziuz LY. CiscolSE L,
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Catalyst Center (Z L > THEHINTWDHL Ry NU—I T AL RZH T H L&, HrLne—27 Ly b
AU —REERT 2L 52720 £,

537HL Cisco ISE 77 7 A % TlE, 4/ — RIZPAN (B5EE) | MnT (&l Fo 7 vy a—F 12 7) | PSN

(RY =% —ER) REDREDKERDHZIATLET, PAN — FTIIEFHIENEDOL M L,
PSN / — R CIZ EAP SRGEREAZE DA ZFHTAZ ENTEET, 2L, ZORERIZ LY pxGrid D
Catalyst Center & Cisco ISE Dt 52351 bivEd, L7zA3-> T, CiscolSE 77 A ~ U PAN / — KT EAP
REERFAEOEH 2 AT 52 L2 BRI LET,

o 7 77 L — K1IZ Catalyst Center 73 PSN Z58i% 35 X 9127 5121, RO FNEEZFETTLHHLERH D
£7°,

1. PSNIZBHEfHT 5 T2 PAN Z FREB AN L 9, [ Cisco Identity Services Engine Administrator Guide]
@ [Configure a Primary Policy Administration Node| ZZM L T 7Z&0,

2. CiscoISE % Catalyst Center & H#iA& L £, [ Cisco Catalyst Center Installation Guide)] @ TIntegrate Cisco
ISE with Catalyst Center] ZZ&f L T 72X,

Catalyst Center (%, CRLEZAiA-1 >k (CDP) I & O Online Certificate Status Protocol (OCSP) (Z & % FERA
BRI TF = v 7 BV R—FLTOET, HAHIZ, Catalyst Center (I — ~ 9060 T Cisco ISE & HEFEMH
EA2Z{E L. %D CiscoISE EHLFEHEN D CDP 35 L. TNOCSP URL (Z S W T DA LMEE BFEL 97,
CDP (CRL® YU A F%&&Te) & OCSP O 23ekiE STV 554, Catalyst Center (% OCSP % {# H L T
FEREDRINAT — 2 A %R L, OCSPURLIZT 7 A TERWEGAILCDOP I 7 4+ — 3y 7 LE
9, CDP |Z#i%k® CRL 283 D454, Catalyst Center |35 4]]0> CRL ([ZBE T & 72V GA I, kD CRL 128
feLET, 72721, JDKPKIOracle D372 LD, §_XTOCRL=Y M IEF = v 7 SNLEHA,

70 X U NTREHEOKRFE TV AR — F ST\ A, Catalyst Center [Z 7' 2% 272 L TCRLEB LW
OCSP #— _—Z8t L £,

e FFAAEMD OCSP B L XCRL = M U I AT > 3 T,

o LDAP |Z. FEFAEMGFHO o FajL s LTHR—FENTWEH A, CDP £7-1% AIA #53EIZ LDAP
URL Z & 872\ TL 72 &,

o Catalyst Center 7> % CDP 35 X (N OCSP D9 _C D URL ICEIFETE 20N H Y £97, BIEARHEZ: URL
BERT, MEDORK R E, A7 AR ZDKTRAELCBAREMERH D 7,

CiscolISE DFEEDY 7' = 7 44 & J474# 12 ASN. 1 PrintableString SUFICHEHL T 2 LR H Y | A2—
AEROLFOREHATEET, A~Z, a~z, 0~9, "()+., -./:=?

Cisco ISE NAD

TNA AMCISCOISEIZ L » THEHEHIND T A MIEIV LB TOENDIEE., ETHITBEDT A ARFEF N
LA VAT MET AL 2D P RIE & Loopback0 R EIZ ST NAD EHL T RL A& E L £,

TNA AW CisCOISE IZ L - THEEHIND T A MIEIV Y THNDIGAE, ERITBFOT A AREH I
D86, VAT MEIT A ADIPEEIE & Loopback0 5% EIZFESWT Ry hT—2 T 7 EA T34 A (NAD)

BHT FLAZED Y TET,

T 2.7 VAKX v 7 Catalyst Center Bz 5% Cid, IPvd & IPv6 Diifi )7 % ¥R — 35 X 912 Cisco ISE ¥— 3 —%
HELET,

WoFRIZ, NAD EHT FLRICHEH S bkfetEn Yy 7 2R LET,

TIN REETE Loopback0 7 KL X RO NAD EE7 KL X
IPV6 T /3 A A IPv4 Loopback0 IPv6 EHET KL &

IPv6 7 /A A IPv6 Loopback0 IPv6 Loopback0 7 N L&
IPv4 7 /3 A A IPv6 Loopback0 IPv4 EET KL A
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TN RERTE Loopback0 7 KL X RO NAD EE7 KL X

IPv4 7 /3 A A IPv4 Loopback0 IPv4 Loopback0 7 R L X

IPv6/IPv4 7 /A A 7L SIST 2EHT LA

IPv6 7 /XA A #%x ® IPv6 Loopback0 % D IPv6 Loopback0 7 KL A
IPv6 7 /A A VoZa—A)IPve 7 RLABX Z7a— LIPv6 L—7 Ny 7 IPT

N7 a— L IPv6 7 RLADM S KL R

AAA H— =B LR Y o —H— " — ORI BT 5 1, Catalyst Center Tl&, =—HW—FBFEL T 7 & X
HIENC AAA H— R = LR ) =P — R =2 ] L £,

Catalyst Center |3 AAA Y-— 3% = —HEEAEICfEH L, CiscoISE 2 = —HFRFEE 7 7 & AHE O H I L
F9, ZOFNEEM > T Cisco ISE Z & T AAA — NZ5HE L E T,

CiscoISE Zffi [ L TAR Y > — & AAABRRE D[ )7 4 E1T9 5454 . Catalyst Center 35 1L Uf Cisco ISE 23#i 5 S 4
TWHZ L aMERLET,

o (Cisco ISE LISL) T AAAREREZMEH L TV D56, IRDZ A7 2T LET,

o AAA H—,3—T Catalyst Center 2 %8k L £9°, ZiUZiX. AAA B —,3— L Catalyst Center O I A H1% %
ERTDHIEVDEFENET,

o AAA H—X—C Catalyst Center D B4 2 EFR L £,

o Catalyst Center ¥ /L F 7R A 7 7 A X D EDLEIL. AAA Y —"_"—D</LVFHRA NI FAZ|Z, T
TOEBIDKRA NPT RUALARIP T RLAZERZLET,
Cisco ISE Z 5% ET DM, U TFOREZMHZE L T EIW,

e CisCOISE # 1 v NU—ZIZEBBA L TWH Z &, ¥R — b T3 Cisco ISE /X— 3 » DFEHIIZ DU
TiX. [Cisco Catalyst Center Compatibility Matrix)] [$558] 22 L TL 72 &y, Cisco ISE DA > A h—/b
(22T, Cisco Identity Services Engine 1 A s — VB X7 v 77 L— RKHA K [#FE 2SR LT
<IEEW,

e AKX v K7 1 Cisco ISE JEFHERBE N & D H541%. Catalyst Center %2 CiscoISE / — K &AL, £D /) —
K _EC pxGrid — B & & 4448 RESTful — & 2 (ERS) ZAHNZTALE R H Y £9°,

o 431 Cisco ISE BBAN & 54 -

CatalystCenter 2 77 A ~ VAR Y v —&H /— K (PAN) &#A L. PAN L CERS #H T 2 MEN H
D iﬁ‘o
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( N\

B =

PANFRH CERS T A Z L A2 H#HR L £, =17 LNy 7 v 7O8EAIT. R —H—b 2/ —
K (PSN) TERS #&&hbtCc&¥7,

|\ J

Oy FEBRBR BE N DU 70> Cisco ISE / — R BT pxGrid — 2 2 F3MLT 2 LE RN H Y £4, =
NEATH ZEHTEETA, PAN ETpxGrid h—E A2 HbT 2 L EITH Y £ A, /B ERHERE
(23 HIEE D Cisco ISE / — K _E T pxGrid Z A& T& £,

TrustSec 3 72 1% SD-Access ® =2 > 7 > & PAC % ALBE9 % X 9 |2 Cisco ISE TE%E 7 % Protected Access
Credential (PSN) . [Work Centers] > [Trustsec] > [Trustsec Servers] > [Trustsec AAA Servers]

THERTDILENRDH Y 9, FEMIT OV TiX,  [Ciscoldentity Services Engine Administrator Guide ] % 2%
LT EEN,

o ;IN— |k 443, 5222, 8910, 9060 T Catalyst Center & Cisco ISE Di#{E # AN T HMENDH Y 97,

o pxGrid 23 A&k S+ Ty 5 Cisco ISE 7~ 2 iz, CiscolSEeth0) f v X —7 = A ADIP T KL A LD
Catalyst Center 2> HEFETE HMLENRH D £,

e CisCOISE / — RiX, 77 I9A T ANCKRHETZ 77U w7 7o —b A Xy NT—JIZRIFETEE
‘é‘o

e CiscOISE ‘¥ /) — REFBHZDOY 7V = 7 MAET-IT T 7V =7 MUE4L (SAN) DWW Cisco ISE
DIPT FUAERITZREM AL % (FQDN) DNEENTHWDLLERH D £,

o Catalyst Center 2 7 AGIEBHE D SAN 7 ¢ —/L N{Z, CatalystCenter 7 77 4 7 > ADIP 7 K LA & FQDN
DOEHFNRY A NI TWDILENRDH Y £7°,

1. A U A=a—0bREZENL£9, [System] > [Settings] > [External Services] > [Authentication
and Policy Servers],

2. [Add] Fa vy 7FZ U R Rk, [AAA] 7213 [ISE] #3R L £,
3. 77 A4~YU AAA Y —R—ZRET HITIE, ROFGHREATILET,
o [Server IP Address] : AAA H— "D IP T KL A,

o [Shared Secret] : T /31 ZAFRFEDOF—, HLHFBEIL 4~ 100 LETHRETHLENH Y £, AL4—
AL BERIFE () L A Roiiya (<) EEDDLIZEIETTEEREA,

( N\

R =

BE/F® CiscoISE 7 7 A Z D—{ T 5D PSN & 77 A ~ U AAA B ——ITRE LRV T ES VY,

|\ J

4. Cisco ISE ' — _— %R ET HITIE, ROFEMEHREZ AN L ET,
o [Server IP Address] : Cisco ISE — X—D P 7 KL &,

o [Shared Secret] : 7 /31 AFRFEDF—, HLAMWEIL 4~ 100 XFTHEETHLERDHY £3, A—
A, Bl () L bRy a (<) EEOLHZLIITEETA,
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o [Username] : Cisco ISE {Z HTTPS #&fi T /' A 4 B2 52— —4,
o [Password] : Cisco ISE HTTPS = — —£ D /XA T — K

s N
R =

A—P—HENAT =N, Xy FT—EHECRTDHISEEEET IV FTHLILERD Y
£7.

\.

o [FQDN] : Cisco ISE — N— D52 2f&Hhfi K A A >4 (FQDN) .

( \
B =

o Cisco ISE ([Administration] > [Deployment] > [Deployment Nodes] > [List]) TE#FE I C
WAHFQDN Z#a b — LT, ZD7 4 —/L NIZEEM VT2 Z L2 B0 LET,

e AJJL7- FQDN iX. Cisco ISEFEFZECTEFR 4T 5 FQDN, #:iE44 (CN) & 721 Subject
Alternative Name (SAN) & —E 2 VERH Y £9°,

\.

FQDN [Z, RDOFEX T, RA MBI O RAAL 4D 2 5O/ — TR ST ET,
hostname.domainname.com

7= & %1%, Cisco ISE #-— 3— FQDN /3 ise.cisco.com T 5 A[EMNH Y £9°,

e [Virtual IP Address (es) ]: CiscoISE RV > —H—t 2/ —FK (PSN) ANERICHBEBSINTWSHE—R
NI Y OEEIPT LR, 8D m— FAZ o OHFRITEEDPSN 7 7 — L0130 2 5513, i
K6 SONMEIPT RLAZANTEET,

5. [Advanced Settings] #7 V v 7 LC, RE&EHK L 7,

o [Connect to pxGrid] : pxGrid #5c 2 BT HIZIE, ZDOF = v 7Ry 7 A A 2 LET,

Catalyst Center > A7 LZERAEZ pxGrid 7 74 7 > FEEBAE L L CEHT 285 (pxGrid 7 74 7 >
I & LT Catalyst Center 3 27 1 & #8FE9 5 721 Cisco ISE 123%{Z) . [Use Catalyst Center Certificate
forpxGrid] &= v 7 R v 7 A& AN L ET, BERE CHEH SIS T X TOREHEZ R UiRGER

(CA) THEMTHIVENHLBEAIT. 20X 7y a2l TEEd, Z0F T a v 2B\
% L. Catalyst Center (X, > AT LWMEM T2 pxGrid 7 74 7 2 FiEAEZ AR T 720D ER %
Cisco ISE IZ3:(E L ¥ 7,

ZOF T aryEREMNIT AT, WO EEHRLTLIIEEN,

o Catalyst Center ZEAHE 3, Cisco ISE THEHAT D CA LR L CAIC L » TERENTWEZ & (29
TRWEEA. pxGrid FBFEIZER L ET) o

o [Certificate Extended Key Use (EKU) | 7 4 —/V RiC 17 54 7 v F38FE) DNEEFNTNH T L,

o [Enable Multiple Catalyst Center operation] : #%k?> Catalyst Center 77 & A % % Hi— @ Cisco ISE 2 A T A
ICHET DL, ZOF =y IRy 7 A F T LET,

o [Protocol] : [RADIUS] (57 x/v k) & [TACACS], Wi 71 b a/LZ@RT& £9,
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N

Z Z T Cisco ISE —/3— TACACS Z BN L2 WGAIE. >y hU—7 T34 ZFEFEAIC AAA
P—R—ZRET D & =12, [Design] > [Network Settings] > [Servers] T Cisco ISE ¥—/3—%
TACACS — _—L L THRETE A,

|\ J

o [Authentication Port] : AAA H— N—~DFFFA v — DU L—ITFEH &5 UDP AR — b, FHFF T
HEN57 7+~ UDP &A— M 1812 T,

e [Accounting Port] : AAA H— R—~DEELRA X DY L— {2 EN 5 UDP R— b, 57 4/L k
fE1% UDP " — bk 1812 T3,

e [Port] : TACACS —/3— & O@fEITEH =412 TCP AR — b, TACACS CEH & 27 7 4 /v D TCP
AN— hT 49 TT,

o [Retries] : #DFITHAHIE S B RETIC, Catalyst Center 23 AAA H— S ~OHEki A R - [0 8, 7 7 +
b N OFRITIEEL 3 BT,

o [Timeout] : BEHEDOFRITH I I HHNT, T3 A0 AAA —X—DINE LT 524 L7 7 b
WM, 774V DX A LT DU MI4ARTT,

( N\

B =

VEE#RE AT 5 L. CiscolSE 1X 2 DD 7 = — X% #% T Catalyst Center & H& SN FET, AN
SETTBETITNTIES Y £4, 7=2—RZ & DA AT —4 A%, [Authentication and Policy Servers]
7 42 R L [System 360] 7 1 > R IZRRINET,

Cisco ISE Hr— " —%k g7 = — X
« [Authentication and Policy Servers] &7 + > K [#fTH )

o [System360] 7 1> KV . 7T 4~V FEHAEE]

pxGrid 7 A7 ) 7y g UBGRT = —X ¢
« [Authentication and Policy Servers] 7 «+ > R : [ 777 (7|
o [System360] 7 1 > K7« I A4~ UMHAEE] BEO TpxGrid f H FIHE

A==

RIE SHL72 Cisco ISE H—_R—D AT —Z AR RAT— ROEEIZ L Y [FAILED] & R ENTWAHEE
X, [Retry] #27 U » 7 L, 7SAU— K& &EH LT Cisco ISE #2#5t & F a3 L £ 9,

& J

6. [Add] 227 VU v 7 LFET,
7. B F )P —R—ZBINT B2, BROFNEZ Y KL £,
8. 7 /34 AD Cisco ISE A AT —H A% Forkd 512i%, ROFIEAZETLET,

a. A A= a—HREZERIRLE T, [Provision] > [Inventory] DJIEIZER L F7,
[Inventory] 7 o R 2T /34 AEHMN TR I E T,
b. [Focus] Ku v 7 & A == —) 5 [Provision] 2R L £ 7,

c. [Devices] 7 —=7/L-® [Provisioning Status] /iZ, T /34 AD T a by a =7 A7 —% AT 5 1EHR
([Success]. [Failed]. [Not Provisioned]) NFE rIE7,
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[See Details] #2 V v 7§25 &, BIERZEZLAT A A A U RAEET,
d. ZRENDATA RA A T, [SeeDetails] #27 VU v 7 LE7,

e. [ISE Device Integration] # f L F TR 0 —/LZ U LT, T/ ZADHEAT —Z AT DM
WEFRRLET,

Catalyst Center DFE G VERRFEIZ BY T 5 1f .

SEEMEKRIE (V) TlE, EX=2 VT 4V RTOHDTNA AT —XIIHNT D, T35 AMRBEORREMEE RT
FTHIL 2 WET TG REEZEHLET GENT558) . ZhUd. E7 M ADY T hu =T /N—
Ry=zT7, 77y b 7r—h, HEFOKEEZ, VAIDOTXTOYR— FIRT A ZAOFEICKT D
Known GoodValues (KGV) DiRGEFEA T v M ERIKTHZ ETiITbNET, ZOBEMIE, v AT /31 X(IZ
R4 B ARIEZRZE B O I 2 RIS 2 2 & T, BEORELF/INRICIMZ S Z Li2h v £7,

( N\

B =

IV Cix, CatalystCenter |27 v 7 a— RSNV 7 NV =T A A—VDORENERIET = v 7 2FTLE
T, BAMMRIET = v 7 2375 572012, N ¥ —E RE, Known Good Value (KGV) 77 A V&7 v
2— RTH50LENHY F£9,

|\ J
KGV

Catalyst Center ~D KGV 7 7 A /L DT v 7 11— RIZET 55,

X2 VT 4 OBENERMT EZDIC, BEEP AN Y 7 =T 2FTL TS50 LT A2
TNA ABRRET DMNENSH D £9, HIE, VAT A AZE, BERVAaY 7 by =T HEITLT
WAINEIWEHBITHTZODEEA L SRHY E¥A, NV THH, WESNTA A—VEAET—4 %
VAV 7 Fy =T DOKGV LT AT HD VAT AEFHLET,

vRak, 2O OREDOKGV NEENDKG T —% 7 7 A VEAERBLIORITLTWET, ZDKGV
T A MTEAED JSONTEXTHY ., VR TL-oTELEN., o7 740 L L HITH—~DKGY 7 7 A1
SR R ER, Y AadDWeb %A EBATTEET, KGV 7 7 A Vid, IROGATNIZHETH I TV E
‘g—O

https://cscrdr.cloudapps.cisco.com/cscrdr/security/center/files/trust/Cisco_KnownGoodValues.tar

KGV 7 7 A MEIVIZA VAR — FEN. Xy BT =7 T, ZANEEG LI BEMORIE ZWEET 57201
fEHENET,
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( )

B =

TN ZAEEVEOHEEIX IV IZREES, VATERIHERA I ET, IV & cisco.com DR DB TS
HEhHDFE¥A, KV 7 7 A NVEREINTZREICZT Xy v ik L, Vice— R TEET,

SUPER-ADMIN-ROLE ¥ERR & Ff > —TF D LN Z OFNEEZ FE(TT D Z ENTEET, M VTR, =—F
11— LN T (162%—) B LT ZE W,

1. A A=a—bkEEIRL £3, [System] > [Settings] > [External Services] > [Integrity
Verification] OJIEIZEIR L FE 5,

2. BITEOKGV 7 7 A VIERZ B L E T,
o [File Name] : KGV tar 7 7 1 /L D4 Rl

o [Imported By] : KGV 7 7 f /L & A 7R— |k L7z Catalyst Center = — %' —, HEIHIZKX Vo n—RKXh
554, EiX [System] T,

o [Imported Time] : KGV 7 7 A L3 A > AR — k S 47z,

o [Imported Mode] : = — NV E 72TV E—FDA AR —FE—F,
o [Records] : LB X 7L 22— K,

e [FileHash] : KGV 7 7 f VD7 7 A LNy =,

o [Published] : KGV 7 7 A /L DFATH,

3. KV 7 7 A %A AR — b T HIZIE, IROWTNUNDOFIEEZFETLET,
e KGV 7 7 A VBT —HILIZA AR — h 3 5I121E. [Import New from Local] 227 UV v 7 L9,
e KGV 7 7 A /L % cisco.com 7> 5 A > A"— b3 5 (Z1%, [Import Latest from Cisco] =27 U v 7 L ¥,

( N\

R =

[Import Latest from Cisco] = 7'> 3 > Tid, 77 AT UA—INREITIVEH Y A, L, 774
T U — VBT TIZREINTWSIEAIE, https://cscrdr.cloudapps.cisco.com ~DEE#E D A % B < 4
ERHD FT,

|\ J

4. [Import Latest from Cisco] % 7 U v 7 L7=#& 1%, cisco.com ~D 1M T, FHDKGV 7 7 A LN H
A1 Catalyst Center |21 > 7 R— b &£ 7,
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( )

B =

% o 7 7eEild, CatalystCenter & =D 7' m ¥y (FlEltE > T v FRRICERE SNHE) ITENS
NIZFEAEEZEH L TiThivET,

\ J

5. [Import New from Local] 27 U v 7 L7z8& 1%, [ImportKGV] 7 o > RUNRERRINET,
6. KOFIEHONWTNMNEFITLTCr—IWIA VR—MLET,
e 1 — N NVKGV 7 74 % [ImportKGV] 7 4 —/V RIZ KT v /7 Ry LET,

o [Click here to select a KGV file from your computer] 227 U v 7 LT, ZHOa s Ea—¥% EOT7 34
M KGV 7 7 A NV EEIRLFET,

o [LatestKGVfile] V> 7 %7 V) v 7 L, HDOKGN 77 A VEX T a—RLThL, TDT7A)L
% [lmportKGV] 7 4 =V RIC KT v 77 RRay 7 LET,
7. [Import] #27 VU w7 LET,
KGV 7 7 A /L3 Catalyst Center (21 > 7R— h I E T,

8. fVAR—FIMET LS, GU TEIEDKGV 7 7 A WIFREMIEL., 7 7 A VN EHINTZZ & 2 HER
LE7,

IV I%. Catalyst Center 23 2BA SV TH2 6 7 BEIZHEAT D KGV 7 7 A /L % cisco.com 7> 5 2 A7 LI HEN
Fyro—RLET, BHEIXF U n—RNITHI LI SNET, KBV 77 A vim— Ly 2T

AL:?@JT‘FW »1u— RL T, CatalystCenteriZAf > R— 352 &b TEET, & xIX, @ERITH
LWKGV 7 7 A AMERATREIC 220 . HEYWF v om— RRTHZE (HEER) ITb 561, T8
T rr—RFTEET,
FOREND KGV HEN XY v m— RIEHRIZIZ, LFREERET,

o [Frequency] : HEH X U v m— FOBEEE,

o [Last Attempt] : KGV 2 7 =2 — T N %I b U H— &= iR,

o [Status] : KGV A/ ¥ = —F DB DOFITO AT — X A,

o [Message] : A7 —H A A vE&—,

( )

B =

BHFDOKGN 7 7 ANV AV R— b TR EEIIZT—RRONSTGEIE. T — A vE—UNREK
RENFET, ZTOTT—RA vE—V) if@dj&c@aan THEREND L O fﬁ@ib?‘_a

WHDKGV 7 7 A /L&A KR — bk L7-5, [Design] > [Image Repository] %R L T, A > — h &7z
AA—VOEAEEFRRLET,

Cisco Catalyst Center | Updated May 5, 2026



| S — 2 DR E | 86

( )

B =

FTTITA VR — b ENT=A A—T M [Unable to verify] 25 —#% 2 (MBLE - 1348) Th H5E1%. KGV
77 ANEA R — b L7223 E % [Image Repository] 7 ¢ & R U CRER TE 3, IBHIT, kDA A —
VA UR—=FTH, LT vy 7Fur—FLEKGV ZRBIAED7-DICER L ET L4 T 584) .

& J

KGV
Catalyst Center ™ IV & KGV /N> KL BB 5 15,

CatalystCenter ClX, T X TCORNELIFAZ v VREON T —7 TJu—%Fx LV ELIZZ VT LT,
FLWT—7 7 —%2TEET, ZOMKRBIL, AT £ TR 05720, ME EIEFRIT
‘a—O

IVKGV 7 7 A L A7 om— R U—27 7o —T%, cisco.comMHEBEEHOKGNDOF T a— e ) H—
T2, FILOWKGVEZFEHTTY v 7 ua—RKLFET, BT, AFrTa—F 0 HETE ., cisco.com )5
BHDOKGY N AR Fy vm— RERIFEFTINET,

KV 77 A vDF o — RREFFHO 72— R, 2 Pa—5NY—7 7u—F - 3a—H%F— |
VI—=NU—27 70 —=RNRAEy 7IREBICRST256, FTLWEREZEETCEETA, —EIT 120 IVKGY
T—7 70 —0HNHETINET, Y—ERV I TR MNEREIETCH—ERAZHEIHT I, FHL
WY VA NEBRETEHEA TV a iidb v A, ZOMEEMRRT 572D, Catalyst Center Tl HrL
WAPI ZEALE L7, ZOAPIHICEY, HWEFITEBELE-INY—2 7Jua—4%F oL, FOU—
77 a—ZBEMTF N TWAX A= M) &7 VT L, &biZuy 7 A=A L%x )ty hT&ET,
TOMBEIZEY LWV Y —27 7o —FROFEREY 72X NEBIELET,

( N\

B =

ZDF ¥ BV EERE
e KGV 7 7 A /L DA > 7R— KMEFIZ [Import Latest From Cisco] % %R L 7= 3&lIcoArmA S E 1,
o DTV A TIIREREE T, HWVWI—27 7 u—TOLMEREL 7,

Cisco SD-Access
8D SD-Access A#itE~ N v 7 AFERE A VAR — FNEFIFZF T u— R T A5 H5EZHBILET,

Catalyst Center (%, & o SD- Access 777Vl ) —=RON—KRy=T7BIRNY7 by =T D@L,
Cisco SD-Access H At~ h U v 7 ZADEHR & EWIFNZ I L E T,

R S B OREIXEN S, %777 Y v 7% 4 k@ SD-Access HEfILIRREIZR RS NET, 77
7V v 7 A b OEH I NT-E A TEIRTEIX [Provision > SD-Access > Fabric Sltes] U 4 U LHERR
TEET,

B0 SD-Access Ak~ U v 7 ZAfEME A VAR — b EZIFFA Yo — R4 512%, ROFIEEFE
*9,
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1. AU A=a—0bRERILET, [System > Settings > SD-Access Compatibility Matrix],

[SD-Access Compatibility Matrix] 7 -1 > R IZiE, HZICA A — N SN AR~ N » 7 2D
WHRRREINET,

e N

B =

CatalystCenter /%, B H 1HEITT DL IICAFr Y 2—/L EN TV 5 SD-Access At~ b U w7 2
HwOHMA U0 — REFEITLET,

. J
HEh# v o— Ko L, [SD-Access Compatibility Matrix] 7 1 > R ic b RS £1,

2. SD-Access Affatt~ NV v 7 A7 7 A V% FEITA 7R — b9 521X, [Import Latest From Cisco] /~
A=Y o0&y LET,

( N\

R =

BHAN—Ta DT 7 AR T TITAFEL TV D561, [SD-Access Compatibility Matrix] &7 1 >
Ro DL AAF—DNERENET,

. J

3. =7 X ¥ v TEETIL, A3 b SD-Access A~ N v I ATy A VA VHR— T HIEILT
X 72U\ 7= %, Catalyst Center TIZRDT v 71— R aw 228k L 7,

a. 7 /3 A1 —/L¥ L Catalyst Center /% 77— /83— g D Cisco SD-Access Hitilki~ F 1 v 7 =
M5 SD-Access AMftE~ b w7 A7y A v EX Dy a—RLET,

( N\

R =

Ao —RKUL7ZJISON 7 7 A VICEEZMZ RN TL IZE0,

g J

b. [Import New From Local] "1 /X—V 27 %27 U v 7 L, WOWTNNEFETLET,
e [Choose afile]# 7 Vv /7 LT T7 7 A V&AL R—FLET,
eJSON 77 A NV E RT T TR Ryl T UTIZRIv 77 RRaey 7 LET,

( )

R =

Tr7ANY A XTI0OMBEZEAL Z LITTEEEA,
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SD-Access
SD-Access A A — YV HHAMT = v 7 BT D HIEEZFONET,

Catalyst Center 2.3.7.5 LARE D U U — 2T, SD-Access f A — YV AMMET = v 7 2 WHcT 547> a o»
b ET,

( )

B =

WOk NU— 7 EH LR T D%, SD-Access A A— VU HBMF = v 7 B EICHNI L TLEE
AN

\§ J

SD-Access A A —V HHAVET = v 7 BN T BT, WOFIEEFEITLET,

1. AU A=a—0bRERILET, [System > Settings > SD-Access Compatibility Matrix],

2. [SD-Access Compatibility Matrix] 7 .1 > K7 ¢, [SD-Access Image Compatibility Checks] I 7
NRE L HT Y7 LTHZICLET,

SMEBIP T R A~ 32— % OFREIZET D16,

Catalyst Center Z 4N IP 7 KL A~ 33—+ (IPAM) L5745 X 9 ICEE T& £9, Catalyst Center % i
LT, IPT RLAT—VOER, TR, £7213HIBREZ1T 5 &, Catalyst Center (X% O # % 445 IPAM |2
L %9,

SHE IPAM #E6 D ZA:

o IPAM B~ D E X ALHMER Z > — /L& {ERk L, Catalyst Center & OFEAICHAT 52—V —T H ¥
Y MZEID B TET,

e RA LU NY—RA LM T Ry ZdLAN BEMLIZ LD IP 77— AERE AN T D11, m—iZ
IKDOEDONEGEENTWVWARLENRD Y £,

o Infoblox M4 : [Network Views] 73 & A BMENR,
o BlueCat ™34 : [Configurations] ~ 7 )L 7 7 & ZHER,

1. A U A==2—0bREZERNLE9, [System] > [Settings] > [External Services] > [IP Address
Manager] DOJIEIZEIR L £,

2. [Server Name] 7 4 —/L FiZ. IPAM H— —D A4 FiE2 ATT L ET,

3. [Server URL] 7 4 —/L FiZ, IPAM H— _"—@D URL £721XIP 7 KL A2 A LFET,
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AEHER Z OV — =T LTRESN T RN 2R BET A ar b XAy —VRFoRahE
I, [EHEAEAEZ IPAM DS EREA VR — 5120, ROFIEEZEITLET,
a) LT A arvE s v LET,
[Certificate Warning] %4 7 &2 7' 7R v 7 ANFREINFE T,
b) FEMIEDRITE., VU TNAES, BLXOAIHREZMR L £7,
c) IHHMNIEELWBAIX, F=v 7Ry 7 A% 42 LT CatalystCenter I L 5 IPT7 KL A~DT 7 & %
AL, BEHTERVIEHELEE TE 23EHFITEMLET,
d) [Allowed] #7 U v 7 L&,
4. [Username] 8 & U8 [Password] 7 ¢ —/L RiZ, IPAM & 7oA 15 #HE AT LE T,
5. [Provider] ke v X7 VA S SET oA X —2 @R LET,
e [BlueCat] # 7' m /31 # & L GRINL728E1X,. BHyO=2—H—(Z, BlueCat7 KL A~ % —"+ D AP

T RANRTFAESN TSI 2R LET, VANEFRIEFIEEDO 22— —DAPIT 7 ¥ AERETH
JFEIZEET 23 DWW T, BlueCat D K¥ 2 AT —3 g VR LT EEV,

Catalyst Center Z 3 F1f5 $ALFEFE %E  (FIPS) “&— K BlueCat & #4942 (21%. BlueCat9.3.0 24 L
iﬁ‘o

6. [View] Fa vy 7HF 7 U XA NG, T74/V FDOIPAMAR Yy U —J Ea—%2@FNLET, EHE2—N0N
1OREENTNDLEE, [default]l AR oy 727 ) 2 MIERENET, Ry FT—27 Ea—R
IPAM TERE SN, PT7 LA — Lz FF & LTS ET,

7. Catalyst Center ® IP 7 K L 27—/ L% IPAM &[R4 %354 13, [Sync global pools from IP Address Pools to
the selected view from IPAM server] = v 7 R v 7 2% F I LET, IP 77— ZFEH LAaWEAIE, =
DF = IRy I AeFT7DEEIZLET,

4 \
D i
IPAM @ £ = — 73 Catalyst Center O IP 7 L A7 — /L LT TIZREBI SN TWD Z B> TV DHEE
WD, FAIEZAX Y FLTLLEEN, L 2iE kD XS RBEETT,

e IPAM BNy 7 7 w7 LTI L TH LW — RN VRAK RZT v T 7 L— RENT5E

o o THIFEL72 IPAM % St AT o3&

t' = —7)3 Catalyst Center D IP 7 K L 27— L L A L TWRWIGE | IPAM Z B A0 BT 2 BRI IR H#
EAXyTTDHE SBROT—NBETCZ T 0 RAETHAREERH Y £,

\ J

8. [Save] #7 V w7 LET,

SEAEAEFICBMENZZ & 2R+ 21215, [System] > [Settings] > [Trust & Privacy] > [Trusted
Certificates] (2@ L £,
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( )

B =

BT 2EAETIE, SEHEZ Y — F =7 A OEHTE 2EHE L L TR ET,

& J

[System] > [System 360]ic &I L, #EIPT FL AR —U Y REVLEWICE T LI 2R LET,

MR T Ly O — X O BN T D IE IR T L v O — A%, Bt = > (MRE) 23ME
TE2FLyI Ry (V—r7a—) OYRY MY T,

etdtERm L > /“/\/7 X, R = Y (MRE) X =V 7 ¢ OREZRE L, RAKKOH B4
WaWETHDIHERT S, BRI Y —7 70 —Td, 20T Ly Py 7id, L0 &L DR
B LN DRMGERICE SnE 4, a1y oR_—21F, chootrry vy (9= 7
n—) OURY M TT, KHFOF LRy 7%, G T Ly V=AM HHEETER SRS &
9 Catalyst Center ZiXET 57, FEICHEHTHZETAFTTEET,

1. AV A=a2—0bkEEIR L7, [System] > [Settings]DIEIZER L F 9,
2. [External Services] & C FiZ A~ m—,L L. [Machine Reasoning Knowledge Base] % &R L %9,
[Machine Reasoning Knowledge Base] 7 « > K7 (Zid, ROIEHRNFRRINET,

o [INSTALLED] : 1 > A h—/L ZI TV AR T L v O R—ARy r—DONR—=T g b f VA b —
IVHNFRRENET,

’r‘%léﬁﬂ% WLy UR—RZH LWT v T — AR H 555451, [Machine Reasoning Knowledge Base] 7 1 >
Z [AVAILABLE UPDATE] NFEREN, T 7T — D [Version] & [Details] 23k S ET,
. [AUTO UPDATE] : Hétiiesm— 1w ¥_— Z 73 Catalyst Center THENYICHEHFR SN E T,

e [CISCO CX CLOUD SERVICE FOR NETWORK BUG IDENTIFIER, SECURITY ADVISORY, FIELD NOTICES AND EOX] :
H Bk 2 9247 C& 5 CX Cloud & Catalyst Center 2t A L £9, Z DO AIZL D, Catalyst Center?®
X2 VT 4 T RAALFY Y= HET A AOMEFHMEEZ T SHREN R ICm b S E L
77

3. (#4%) [AUTOUPDATE] F = v /Ry 7 A% A4 2 LT, s L v P _"— 22 HERICEHR L £
TO
[Next Attempt] FEIEIZ . RIBIO T O HfF EREZ DB ERRINVET,

H @ % 5rZ. CatalystCenter73 7 7 v ROMMHEGR = ¥ N IEFICHEHR SN TV A BEBICDOHRFETTE
E3 a8
4. BEWHERR T L~ 2 X— X % CatalystCenter TTE) THEH T HIT1E, ROX AT OWTnEFEITLET,

o [AVAILABLE UPDATES] @ FiZ#& % [Update] 7 V » 7 L '£79, [Success] RN v 77 v 77 42 RUNRFEK
REN, EHFDOAT—ZANFREINET,

o BEIHERR T L Y U= R — B v U ACTFH TH U v — K LT CatalystCenter |21 > A"— kL
F9, WOFEEZFATLET,

a. [Download] #7 UV v 7 L ¥,
[Opening mre_workflow_signed] # 1 7 a2 7R v 7 ARFREINE T,
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b. ¥ ua— KL 7 ANEHLI ), a—OL~ORBOBFTICIREL T, [OK| 22V v
LET,

c. [Import] 227V w7 LT, ¥Uru—NLI#HiRT Ly o _X—2%a—/1~ )b Catalyst
Center (21 > A"— kL £ 9,

5. [CISCO CX CLOUD SERVICE FOR NETWORK BUG IDENTIFIER AND SECURITY ADVISORY] F = v 7 7R v 7 A& %
VLT, Ry b= RTIDEBLOEX=2Y T 47 K234 %V LD Cisco CX Cloud OiE A 5012 L
EJr RN

6. [Security Advisories Settings] = 1 7 ¢, [RECURRINGSCAN] F 7 ViR % %27 U w7 LC, O T2
AX X UEAMETITENLET,

7. [CISCOCXCLOUD] k7 /W& %7 Vw7 LT, Cisco CX Cloud Z BN £ 7213z LE T,

Meraki
Z OFNEZAFF LT Catalyst Center & Meraki % v > 2R — RE2HEA L., *v FU—7 EHZ —TiICE=
Z—1LFET,
Z OFNEZEMHF LT Catalyst Center & Meraki % >~ > =R — KE#HEAE L, v U —7 REEZ —TiICE=
2 —L%E7,

Meraki %~ 3 = /R — R TOFHA DR TIZET 25OV TiL,  [Merakiand Catalyst Center Global Overview ]
@ [Add Catalyst Center to Dashboard| # &ML T 72 &0,

1. Meraki % v ¥ = 7/R— 7225, Catalyst Center Z 38 LV VAR &S L CBMNL £,
a) [Global Overview]~— 3 ® Organizations C. [Addorganizations]%* 2~ U 27 L. [Add Catalyst
Center as an organization] % 3R L £,
b) [Add Organization] % 1 7 1 /7R v 7 AT, IROFFEAIEHREZ AT LET,

e [Cloud hosting region] : 7 7 & RAR AT ¢ F kA IR L £7,
« [Organization name for the Catalyst Center] : f1fik4 = A1 L £,

« [Catalyst Center IP address or FQDN] : Catalyst Center ® IP 7 KL A £ 721X FQDN # A Jj L %
R

o [Catalyst Center Member ID] : Catalyst Center X > X— D # A7 L E 7,

Vs

Q ek

Catalyst Center A > /N — ID Z &K/ R T DITITRDOFIAEZFEITL £7,

1. CatalystCenter D7 ¢ > KU DL LICHD~NNTT A2 %27 U v 7 L, [About] &R L
iﬁ‘o

2. [MemberID] 227V v 7 LE7,

c) [Add Organization] =7 U v 7 L%,
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[ConnectCatalystCenter] %1 7 2 7R v 7 A2, ERRICHKEN LT Z L 2RT A vE—VUMERS
AU, Meraki % > = 7R — K % Catalyst Center (2855t 9 2 HIEN RSN E T,
2. Catalyst Center 7>, Catalyst Center % Cisco Catalyst 7 7 7 FIZ¥&k L 77,

a) AA A= a—nbREERLET, [System > Settings > External Services > Cisco Catalyst
Cloud] DJEIZEIRN L F 7,

b) [Cisco Catalyst Cloud] *—" . [Register] %7 1V v 7 LF7,
c) [Activate your device] N~ 77 v 77 2 KT, [Next] %27 U v 7 LTRATLET,

( N\
B =

[Activation code] 7 1 —/L RIZFHRNICA T SN THET,

g

d) [Signin] KXy 77 v 7 > RUT, Cisco7 BTy MIYA A LET,
Catalyst Center 73 %4% <11, [Cisco Catalyst Cloud] ~<— & IHFMN TR SN ET,

[Cisco Catalyst Cloud] ~—>® [77'VY /r—3 3 ] T, [Meraki Dashboard] % 1 /L % 7>},
[Activate] 7 U 7 L C Catalyst Center 2 Meraki %~ 3 = 7R — R85 L £,

VAT AiX, [Meraki Dashboard] % 1 /L D4 Ef#IC TActivated] &ftdiSN7=fkaDTF = v 7 ~—7
EHRAL, ERSEEs Ll EERLET,

Meraki % >~ & = 7h— Kb, #A S 47z Catalyst Center 77— & 2 F/rx 7 5 (214, [Global Overview] ~=2—
CEEHLET,

Catalyst Center Microsoft Teams

Catalyst Center & Microsoft Teams OFE AT OWTHIHT D M E v 7 28 LET,

Catalyst Center (%, Microsoft Teams & Oft&Z AR —F L TWET, ZDOt7 > a VORRE
o Catalyst Center % Microsoft Teams & #5725 G MBI R TFIRIZOWTHB L £ 7,
o BEAIDHIBRFIHIZOW T L7,

e I NHM2 OB DA HOWTERH L E 7,
Microsoft Teams
OB aryThRE Y ERANLET,

Catalyst Center & Microsoft Teams O FE 512DV TlE, IO FUTHEE LT EEW,

e CiscoCatalyst 7 7 7 R7AR— % L%, Microsoft 7> b HRDIEREZTFE L, 7 77 K Tr—I VIR
FLET,

e Microsoft Teams ifighi L 2 — R 7 — ¥

e1—HY—TuT7r AL F—% (D, BFA—NT RLA, 4, W, Frb, A7 4 A 0r—3
ViR d)
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e Catalyst 7 7 7 RAR—X /L TlL, HIBRT DANC 1 KT — 2 BMRAESNE T,

o Catalyst Center D 7" 7 A /N —7R Y > —%FK/R9 521X, CatalystCenter 77 A N —F —4 v — &5
LT 7ZEn,

¢ 7T RTF—HR—=ADERIZT 7 &8 ATE5DIE, Cisco Cloud Ops F— L DA T,

e Catalyst 7 7 7 RAR—# LiX, AWSEBS % ffi [l L THEEb &7z 7 7 A /L A7 AIZ Microsoft Teams 7 —
BERFLET, TZBAN—7 VR EOWET — 2P INTT = _X—RRFSNET,

e Catalyst 7 7 7 RAR—H /L TlL, 7 —F M5 T 572DIZ. Microsoft 7> 5k D APl HERR S BT,
o User.ReadBasic.All
o CallRecords.Read.All

e User.Read

e 727 L I X Catalyst Center 1 > A ¥ A%, T —X&#HH5T 5792 Catalyst 7 7 7 KAR—H /L% 5
BT LRV T LET,

o Catalyst Center 7° Microsoft Teams & #t & S 4L TV 5854, Catalyst 7 7 & R7av—Z /L {37k @ FQDN % fifi
LET,

o dna.cisco.com
o dnaservices.cisco.com
e *.ciscoconnectdna.com
o neoffers.cisco.com
o neoffers-de.cisco.com
e app-experience-connect.cisco.com
e app-experience-connect-de.cisco.com
e Catalyst 7 7 U RAR—Z VY —ERFTFHIPT FLAZEN LEEA, 77 4 v 7 26T 2 L3R
bOGEIE. ROV AL A ZMEALET,

o HAIZIL Catalyst 7 7 7 RAN—Z NN ~OHEH N LEIT I 572, =7 F ¥ v 7 Catalyst Center JifH %
Microsoft Teams L #5795 Z LI TE EH A,

o Catalyst Center /3— < =1 o 2.3.7.5 LART DA X, KEEEE E 721X EU el A4 L T, Catalyst 7 7
7 RIR—% LT 7 L I A Catalyst Center 1 > A X > A % %4k L9, Catalyst Center 2.3.7.6 LA D
e, KEEHHIEZEH L TORBETEET,

o Bift9 % & . Catalyst Cloud 7" — % /L & Microsoft Teams Xk @ APl Z i L £,
o AL : {org tenant id}/adminconsent 3 X OF {org tenant id}/oauth2/v2.0/token
o V7 27 1) 7 3 : v1.0/subscriptions

o 11—/l L a— R L TVWET : v1.0/communications/callRecords/{call record
id}?$expand=sessions($expand=segments) 33 & U' v1.0/users/{user id}

o Microsoft Teams 74 7 > b THEFERIE (MFA) BWMEHAINTWAEE, REZ7e—TCT7 vy O
WMAEANSTHEXICMFARMER S NVET,
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o Catalyst Center 2.3.7.6 LA Tlid, OAuth2 FEAED T 34 ZFRGE7 m—MEH S vk, LLRTO Catalyst
Center N"— = V' TClL, Vo ¥ A LA T—FK (0TP) BAENfEHENTWE L, ZDONX—T 3T
X, ==—¥—(% Catalyst Cloud R — % )L C/RAU— R&ARKR L, £D/{AT— R&#H LT, Catalyst
Center & Catalyst Cloud IR— % VO EZEE T LE L1z,

o Catalyst Cloud 7~ — % )V OFERR A - 5325 & | Microsoft Teams | ZAZHER) 72 OAuth 7 7 & A58 L OVEEHT b —
7 %47 L £7, CatalystCloud AR — % /Lid, B b—7 V2L CTHKT 7 EXA =2 2 RH L
T4, 2=V —nnr 71 F#IL Catalyst Cloud N — M ITEE S EH A,

o RO 1 — )L T E S 7= Microsoft Teams = —F— DA, HE LB TE ET,
o V1 — N )LIEHYE
o FRME 0 — VEBLE
o T U= a VERENAI IR o T LGB IHERZAT 53 DR EFF O AL Lo —)L

( N\

B =

FEANZOWTIE, ROFLFESHL T EEN,

|\ J

o AT ut AT, IROFINEEZEFT L T, Microsoft Teams Z323F T 5 7= DI LB R R E AR L E 7,
1.

[Authenticate your application] ~—"C, [Click here to startthe consentflow] V> 7 %7 U v
7 LET,

2. EBREINDBEZAT TRy 7 AT, Microsoft Teams D /XA T — K& AJjL, [Signin] %27 VU v 7 L
*7,

3. [Permissionsrequested] % 1 7 2 /R v 7 AT, HD2ODF = v 7Ry 7 A%EIR L, [Accept]
7 Uy LET,

4. RONVTNNEFEITLET,

e HIDFAQ= > hU THMLIEZ 3 DD —LOWNWFRNTREL TWEHEE EHEHERND D
ZEEEWRLET). K#ic[lamanAdmin] %2 U v 7 LE9, RIZ. [Permissionsrequested]
AATOT Ry 7 AT, 30T _RTCOF v IRy 7 A% 7Y v 7 LET, &%, [Accept]
7 U v LET,

o WELEMEIR N2 WAL, £ [CopyURLI 227V v 7 LET, RIZ, HHEMRZFTH >~ —
P—IZZDOURL ZEELET, KB, 20Oa2—F—|ZURLZHWTH SV, LERFRELY S
2FET,

o Microsoft |k X4 TV 5 Catalyst 7 7 7 RAR—Z LD 0Auth 7 7V r—ya o7 7V r— 2 D
I%. 904c49f0-22c5-4a6f-a96c-613c2¢319fc8 T4, 7 7'V 7 — = D44 il Cisco Catalyst Center
Applications Experience T,

o Microsoft Teams 7234%#1 Catalyst Center 7 75 A 7 o A & e SNT-HAICRET B ATREMD & 2 IR
TECHI PR EHTEIIEVEIH D A,

e 100 Catalyst Center f > A ¥ > A% 1 -2 Microsoft Teams 7> hZ~ > B> 7 TXx £, Catalyst
Center f > A % > A %) 7% Microsoft Teams 74 7 > b L#E& LE T,
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o HL— Catalyst 7 7 7 AR —H /L7 517 > NSO Catalyst Center f > AKX L AZHEFTE LT,
Catalyst 7 7 7 RAR— & /L%, %k X7 Microsoft Teams 7 7 > b b7 — 2 ZINE L £3, Bk
7 Catalyst Center D% > AKX L AX, BEMRI T4 T v "L T — X ER&ELET,

e % hU—7|Z Catalyst 9000 > U — X A A v F DL H 54, Microsoft Teams DA T & A U v
7 ORI EEHATE £, Catalyst 9000 >V —X XA v F ik, EMMRA N v 7 Oy MEK, &
HE, Vo X —7e ) R LW D, Xy NU—7 TV r— gy N7 p—< o RAEE (APM)
ANV v ZI3EHTEERA,

Catalyst Center & Microsoft Teams DA 2B 9 2 BEAI O HIBREHIEIZ DWW TRt L £ 9,

Catalyst Center % Microsoft Teams & #t & L7212, IROFIRFHED AT H A getEn H Y £7,
o ERMET —H1X, 10 pRWORFBETIIHHTE WG ERH Y £,

o JHAENHE T3 % & Microsoft Teams 7> 5 Catalyst 7 7 &7 R — % JUIZGB AN (G S5 E T B>
NDHZENHY FT,

o A7 LI A/N— 3 @ Catalyst Center Ti, #afl 2— K7 —% 2 14 ARG I ET,

AppX MS-Teams

Catalyst Center & @ Microsoft Teams Kt & DORERIZ B3 5 15, Catalyst Center [ZiEFEWE A bV v 7 TFHNFE
RENET,

77?47‘1!:“9“5 L. CatalystCenter 07 7'V r—3 323604 v v ah— K7 747 h3604 v
A= FNICEFERE A ) v 7 EHRPERINET,

EHLEMEIR 2 £+ 5- X 707 Microsoft Teams 7 7 7 > kS ABE T,

1. A U A==2—0bREENLE9, [System] > [Settings] > [External Services] > [Cisco Catalyst
- Cloud] DJIEIZIEIR L FE 4,

2. [Region] K v 7 & 71 A2 k75 CatalystCloudUS U — a V28R L E4, MAELZHESE 51T
@ U U—< 2 (Catalyst Cloud US) T Microsoft Teams # AN T 2 MENH Y 9,

3. a7 arE 7Yy L, AiICTHRELT, [AppX MS-Teams] % fL-oiF 97,
4. [Activate]l 227 U v 7 LET,

[Cisco Catalyst - Cloud] 7 .t > Kz U # A4 L7 F&anET,
5. [Cisco Catalyst - Cloud] 7 .t > K7 ¢, DO FNEEEITL £,

a) cisco.com 7 7 A L E#W A H L T Cisco Catalyst - Cloud (Z2 2 71 > L9,
cisco.com 1 7 A ERNDPIRVIG AL, FRiT 0 2 EnTE ET

b) [Activate application on your product] 7 ¢+ > KU C, RIEZ7r—V 2% 27 Vv 27 LT, RODFAT %
FITLET,

e [Signin to your account] 7 ¢ > K7 T, Microsoft EHH D —F —4 L /XA T — K& AJjL., [Sign
nlZ27 Yy 7 LET,
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o [7&G% (Accept) 1227V v o LET,

c) [Activate application onyourproduct] ™7 .t > K7 C. CatalystCenter # 2R L. [Next] Z#2 U v 27 LE7,
1 LU Catalyst Center 2 %6% 95121k, TbobD UL 2722710 v LT, ROFEEZFEITLET,
e [Host name/IP] 7 .+ —/L R{Z, Catalyst Center ® IP 7 KL A% AJJLE T,
e [Product Name] 7 .t —/L R|Z., Catalyst Center £ FijZ AJ L FET,
e [Type] 7 4+ —/L KiZ. Catalyst Center D% 1 7 Z AS) L £7,
o [Register] 227 U v 7 LE T,
d) Cisco Catalyst - Cloud 7* Catalyst Center & HEIFJIZ[FIH L £9, Z D%, [Choose the Scope for your
Cisco CatalystCenter] 7 « > R7ICU XA L7 FENET, [Next] 27 U v 7 LET,
e) [Summary]l v + > RO T, BREEMALET, EEITBHIZE, [Edit) 227V v 7 LET,

f) [Activate] 227 U v 7 LE£7,
Catalyst Center (ZFFONY XA L7 hSivET,
p

R =

WA IET 7T 4 T T 50>, AppX MS-Teams 7 7" U 77— 3 0 b EEGHRER T 2 85A1%. Cisco
Cloud Services # fi ffl L 7= AppX MS-Teams #i 5 Ok (96-2—) 2B L TS XV,

Cisco Cloud Services ~ AppX MS-Teams

Cisco Cloud Services 4 L CT /341 A THD MS-Teams i D AT —X A% T 77 4 74k, T 77 1 71k,
FET v 7 THHEEFRET,

WOTFNEZEH L T, CiscoCloud —E A% L7=T /31 ATD MS-Teams i D AT —H A&T 7T 4
. T 7T 4o T, FETF v LET,

EPREHERR & -] 5- & Fu7- Microsoft Teams 70 7 o ks S AEL T,

iy

#RA{FEM LT CiscoCloud H—t 2 |2a /A4 LET,
cisco.com 2 7 A UNEWN 2 WEEIL. Ekd a2 N TEET,

2. AU A=a—pbREBRLET, 7IUS—2a v E8E,

3. [Region] kv v 7% 7 U A hinD CatalystCloudUS U — 2 238 IR L £9°, M ZHERESIE 51203,
[{ U Y —"=a > (Catalyst Cloud US) C Microsoft Teams Z A ZhZ 4 5 MLENH D £9°,

4. o T A arE 7 Vv 7 L, LAEICTHMRIELT, [AppX MS-Teams] % 21T £7°,

5. [AppX MS-Teams] # - /L C, [Activate] 27 U v 7 L7, sEMIZOWTIL, AppX MS-Teams # & D%
(95_—) ML TSN,

6. WENT 7T 47 bEnizn, [Exit) 227V v 7 LET,
7. [Applications] 7« > K72 U XA L7 NEET,
8. [AppXMS-Team] # A V%27 U v 7 LT, [App360] 7 1 » RUICFEMAEZR R L ET,

1. cisco.com &2 7' o >

iy
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9. (A7vay) [App360] vV > RumbBMET 77 0 7T 512X, ROFIEEZFEITLET,
a) [Product Activations] 7— 7 /v C, [Add] %27 U v 7 LE,
b) 777 4 7L T LM AIRINL, [Next] #27 U v 27 LET,

e ~

R =

—EICEEORGERINT 5 Z LI TEERA,

. J

c) [Summary] 74 RUT, REEMRLET, BHEIT L2, [Edt) 227V v 7 LET, 2RI DY
. [Activate] 7 U v 7 LET,
10. A7 vay) BEEHET 7T 4 7T 5iI2F, ROFEEZFITLET,
a) [AppXMS-Teams] ¥ A V%27V v/ LET,
b) [Product Activations] 7—7 /L C, JE7 7 7 4 7L T HHEORICH LT = v V7 Ry 7 A A L E
R
c) [More Action] K2 v 7% 7> U X k)i, [Deactivate] Z3R L £,
d) ## v ¢+ R T, [Deactivate] %~ V /7 LET,

(A7 ar) AppXMS-Teams 7 7'V 77— = Ui bR O8EGE 2 fRBRT 21213, RO FIEEFITL £
‘a‘o
a) [AppX MS-Teams] # A /L% 27V >~ 27 LT, [App 360] 7 ¢ > RUIZFEMA R R L £,
b) E#D A ==2—"—T, [Viewall details] %27 V v 7 L1,
[Details] 2 F A KA 21 v MERINFET,
c) [Disconnectnow] #7 V v 7 L %1,

1.

Catalyst Center TD 2 7 7 K7 7 & ZAX—DiBINZEIT 2 1, Catalyst Center |Z%kD 7 70 K7 7 & X
F—ZYHR—-FLTOVET,

Catalyst Center {Z Cloud Device Provisioning Application /X~ 7 — Y% A VA h—)L LTz b, 75U RT7T 7 &XA
F—ZBECTEET, VATATIE, #HOZ 7T K772 AF—RHFR— SN TWET, &F—IL,

FOVITYRT I EAFXF—HFH L THRHEENTZAMWNS A V7T AT I7FvyDa LA NT 7 MEIZY

V= RuETRTELMEBIO7 7y RTa 7y A e LTERSNET, 777 K77 8AF—%8MT5
. AWSVPC A X MUINENEHEIMIZC N F—SnET, TDI T T RTI7EAF—DVPC A X
MUEETHRH SN YV —ZANAWS A 7 T AT 7 F v THESN, CSREBLUY VAL RAa b

0—5 DI RFeEYa =y S THERRLTHEHRTEET,

o Amazon Web Services (AWS) =iV — BT 7 A% — D L E#HEZEEG L £,

e AWS~—4 v LA ATCSREZIT VA Y LA ba—F BIIZEGEL, ¥—F v M) —V g
DA A—1D é’ﬁ%wu Li'ﬁ

¢ AWS TOHA 7 = — /A —"—FFZCSR T HF—_T 2R/ ELET, £DOYV—T a3 DCSR %
TurYa =T HRIE. ZOF—XT DA% Catalyst Center D U A F BRI L 7,

¢ AWS TOHA 7 = — VA — "—IFIZCSRTHEHATAHIAMr— L Z28ELET, CSREnEya=r7
T AT, Z D IAM 17—/ L % Catalyst Center D U A m /53R L £,
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« Catalyst Center & AWS D[] HTTPSREST APl 2/ L7zl G5 7 u v 2R ELET, T rx
D (223—=2) ZZRLTIEE N,

e eNFV 7 U @ Cloud Connect #:3E16E(%. Cloud Device Provisioning Application /<X 77— % BIli& B4 5
ZLETAHEMCRY £, Dy =%, T 7 4 /L b Tl Catalyst Center DFEHEA A h—/LIZE F
NTWERA, BEa TP =R Ry =% a— KL TA VA N LTH0LERH Y F
T FEHIZOWTIX, T U —varnFura—REf A =L (1563—Y) 25 LTL 72
S,

1. AV A= a2—0bREBEIRL £7, [System] > [Settings] > [Cloud Access Keys] DJIEIZ &R L F
R

2. [Add] %7 VU v27 LET,

3. [Access Key Name] = A JJ L. [Cloud Platform] # Ku v 77X U X kb8 RLET, AWS 2 Y —)L
75 EUS L 7= [Access Key ID] & [Secret Key] 2 A1 L £,

4. [Save and Discover] #7 V v 7 L7,

e VT U RT I EAXF—FEBIMNTSHE, AWSVPCA X MUIENBBIHIZ N F—&nET, 7T 7
R7Z > b7 =L EDRITITE 0 £F, A X NUIUEIL, 77 4/ FOMBETIITT 5
rFoicAra—nnENTWHET,

o V77 KA Ry MUIEENIEFIZE T35 L. [Provision] =27 > 2 > @ [Cloud] # 712, VA L7- AWS
VWPC A >R M) DE 2a—NFERENET,

Webex
7547 b 360 [} D Webex #t5 D% EI T 5 1FH,

Catalyst Center (X7 7 A 7 > b 360 ® Webex it v o a UFRARAEL E9,

1. A A= a2—bREEIRLE9, [System] > [Settings] > [External Services] > [Webex Integration]
DIEIZER L ET,

2. [Authenticate to Webex] #7 U v 7 L £,

3. [CiscoWebex] Ry 77 v 7 4 RUT, BFA—1LT RLAZ AL, [Signln] 227V v LT,

4, RATU—K&ZAHL, [Signin)zZ27 V7 LET,
Webex FRFENIEFIZZE T LET,

5. [Default Email Domain for Webex Meetings Sign-In] . Webex = —H%—DE F A —/L KA A & AJjL. [Save]
Vw7 LET,
Webex R A A i3S EICEA S, RAAS CEFEHTL2T_XToO2—F—0n2@Esr FIH LTV 2%
WMLz T ET,

6. 47’ = »: [Authentication Token] C. [Delete] 227 U » 7 L T Webex FZFF&HIREL £9,
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ThousandEyes

ABRE h— 7 & L7 ThousandEyes #fi & O RLIC B % 1, # S 1%, CatalystCenter (37 7'V 77— 2
¥ VA H oy v 2R — RIZ ThousandEyes =— 3 = > DT A b7 — X 24t L F 9,

#16 ThousandEyes APl —— 2 = > | LJ@{E 9% L 9 IZ Catalyst Center Z 4/ L T, #GE h—2 &M L T
ThousandEyes Dt &= BN T 9, HAtk, CatalystCenter (X7 7'V r— g v ~LVA X v ah—R
|2 ThousandEyes =— = > kDT A T — X 2k L 97,

1. A U A=a2—0bREZENLE9, [System] > [Settings] > [External Services] > [ThousandEyes
Integration] DJIEIZEIN L F 7,

2. ThousandEyes 7 % 7 > | % Catalyst Center ({2859 5 121X, WO FNEEZFEITLE,
a. [Startsetup] 27 UV v 7 LET, T34 AGEa— RBRFRINET,

b. [Login] # 7 U v 7 L. [Cisco ThousandEyes authentication] ;N v 77 v 7' ¢ o RDIZT 3 A AFRFET—
KEAJILT, [Verify] 227V v 7 LET,

c. [ThousandEyes login] ™7 .t > K7 ¢, ThousandEyes ® = 7' A & Z AL, [Login]l Z#27 U v 7 L%
—g—o

3. ThousandEyes & D #EfE & figlkx4 5 121%. [Disconnect] 27 U 7 L £,
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Catalyst Center D#El 2 L AR —R » MIBIT HIEFEOE=2 Y 72T 216,
[System Health] ~—"CiX, CatalystCenter 7 77 4 7 L AOWYIa L R—x 2 FOIEFHEZE=4—L,

FAET LR N H LMEEZERTE £, ZOMEEZ AT L TEBBERE CHAT 2 7AWV T,
LD b ey 7 2B RLTIZE0,

Cisco IMC

Cisco Integrated Management Controller (IMC) ¢ % ffe 3 % HIEIZBEIT 2 1E .

[System Health] ~<— % 45 2hi23 % 121X, Cisco Integrated Management Controller (Cisco IMC) & %5t % Hfe 37
TOHMERHY FT, ZOHRICLY, WET T I7A4 TV ADN— R =7 OIEFEFERPIEE S N E T,
ZOFIEEZFET LTSN,

Super-ADMIN-ROLE #[R Z Ff oo — P —F 72T [T AT LR E] ~D [EE A HE[R % FF-> CUSTOM-ROLE
oo —W—3,. 77T 4T AD Cisco IMC Btk E X R ETX F4,

1. A U A=a2—0bREZEN L £9, [System] > [Settings] > [System Configuration] > [System
Health] DJEIZER L E 7,

JTALDET TT7AT 2 ADIP T KL A [Catalyst Center Address] #1112 Fr &£ 9,

Settings / System Configuration

System Health

Cisco IMC Configuration Validation Catalog

Define your Cisco Integrated Management Controller (Cisco IMC) and provide required
credentials. These settings are used to communicate with Cisco IMC and allow it to
monitor the health of the Catalyst Center hardware.

Catalyst Center Address Cisco IMC Address
172.20.86.106 NA

2. Cisco IMC ~D 1 7' A N E/RERE AT L T ES N,
a) 77 I9ATVADPT RV AZ7 ) v 7 LET,

[Edit Catalyst Center Server Configuration] 2 5 A KA XA v BFERINFET,
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Edit Catalyst Center Server
Configuration

Cisco IMC address must correspond with the Catalyst Center
IP address it is managing. The two systems must be able to
communicate over the network.

Catalyst Center Address
172.20.86.106

Cisco IMC Address*

Cisco IMC Username*

Cisco IMC Password*

b) 77747 AD CiscoIMC A"— MIxf L TRRESNTZIP T RLAZ AN LET,
c) Cisco IMC —W—4 L X2 T —K%&ZAJjL, [Save] %7 VU v 7 LE7,
d MEIELT, 2 T7AZ—DOMDOT 7T T L AZOWTIOFNEEMY KL F T,

Cisco IMC
ZDH A7 TiX, Cisco IMC #2i% € 2 HIBRT 2 FIEIZ DWW TEIH L £,

BEDT 747 A2k U TLRICERE S 7= Cisco IMC #5f5i3% E A BB T 5121, IROFINEEZ EITL
R

Super-ADMIN-ROLE #E[R Z Ff o> — P —F /21T AT AR E~D [EE AL HE[R % £F-> CUSTOM-ROLE %
Boo—¥—3, TNOLOREXYIKRTEET,

1. A A=a—nbkEERL 3, [System] > [Settings] > [System Configuration] > [System
Health] DJEIZER L F 7,

2. REEHIBRT HT 774 T 2 AZDONT, [Actions] 5 THIET HHIBRT A 2> () 227V v 7 LZE
‘a—o

3. RV 4 FuT, [OK|Z227 ) v 7 LET,

VAT KA XY NEFENZBT S 1E
Cisco IMC & D i fENT. S5 L | Catalyst Center (X Cisco IMC 725 A <o MERZUIE L, TDIFWE R

MPBRDY AT AAR M ELTIRELET, =N ho T, 2D ORI A R AL X
N, VAT LAV A MR DICEREND VAT LA Xy MBEAICEHBEINE T, EHATREZREROWT
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N TINSOBEEZET DITI1%. Cisco Catalyst Center Platform User Guide @ A X2 M@ O#AE] b
By 7 TR ENTWDLFIREEZETLET, ZOFIREZETTDHE L, WROAX MERIRLTHT X
74T LTLIEEN,

3 : Catalyst Center

ARV A

System
Backup v2

System
Restore v2

System
Software
Upgrade v2

Disaster
Recovery
health status
v2

CMX
connectivity
failure v2

External
IPAM
provider
connectivity
failure v2

ISE AAA
trust
establishment
failure v2

ISE PAN ERS
connectivity
failure v2

AN HID

SYSTEM-BACKUP-v2

SYSTEM-RESTORE-v2

SYSTEM-SOFTWARE-UPGRADE-v2

SYSTEM-DISASTER-RECOVERY-v2

SYSTEM-EXTERNAL-CMX-v2

SYSTEM-EXTERNAL-IPAM-v2

SYSTEM-EXTERNAL-ISE-AAA-TROST-v2

SYSTEM-EXTERNAL-ISE-PAN-ERS-v2

ALY

AT A

VAT A

VAT A

VAT A

=

3
o> &

AR L D

LY

N E D

Y

AER & D

L=y
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AR+ ARVMID RAq4Y HTRASLY B
ISE PxGrid  SYSTEM-EXTERNAL-ISE-PXGRID-v2 R & @ Cisco pxGrid Cisco ISE PxGrid
health state iRy Fefor D IEH MR
change EREDLD &
notification HEAEE S
v2 *7,
External SYSTEM-EXTERNAL-ITSM-v2 HERE D ITSM OFfEE HERITSM 7' 2
ITSM ey INA F— L DBz
provider S THNVANIRS’ - =S i
connectivity RN S
failure v2 £7,
Certificate =~ SYSTEM-CERTIFICATE-v2 VAT A VAT AFEHE R T AGEH
Status E. MIARGE
Notification HE, Taxv
v2 RERE, T4
A5 BN EE
E, 2
P RR—F ¢
DIEHETE D3E
BESHIREI
IZ7e o123 A .
KN LT-HA.

F721390 HLEL
PO HIRREI LIS
ANAE 2= N

DIXE SN FE
R
CiscoIMC  CISCO-IMC-CERTIFICATE-v2 7 774 CiscoIMCFEH]  Cisco IMC FERA
Certificate TR E FOHBARRD
Status iz, K&
Notification 2. £721390
v2 H LINIZHIBRY)
TUZZR DG5BT
BEIDEE SN
e
CiscoIMC  CISCO-IMCv2 7724 CiscolIMC Cisco IMC D%
Connectivity T A AT —H AN
status v2 EHERINDHTZW
[BTiES AL R
nNET,
System CISCO-IMC-CONFIGURATION-v2 7 774 CiscoIMC & Cisco IMC /~—
Appliance T A Ko = TR EMN
Configuration A T DFEYEIC
Status HERLL T
Notification LA Bk
v2 fganxd,
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ARV A~V HID FALY HTFRACY 5B

System CISCO-IMC-HARDWARE-v2 7774 CiscolMC /N— WD N—
Hardware TR Ry=2T7DEY, Ru=7 av
health status PERTF—F R R—FR2 hOIE
v2 e 2T — R R
NEDLDE, &
HMNEEEINFE
T, PR—F &
NTWBHNN—FK
Ty ay
R—x MIKk
DERBYTT,
e CPU
e XF
. 5“\\4’ AT
¢ NIC
o 7

o EJFE
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System
managed
services v2

System
Performance:
Filesystem
Utilization v2

System
Scale Limits
v2

A~ HID

SYSTEM-MANAGED-SERVICES-v2 VAT L

SYSTEM-PERFORMANCE-v2 : VAT A

SYSTEM-SCALE-LIMITS-v2 : VAT L
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ARV E A RVRID
Application SYSTEM-APPLICATION-HEALTH-v2
Health v2

Cisco CISCO-TRUSTED-CERTIFICATE-BUNDLE-v2
Trusted

Certificate

Update

Notifications

v2

Internet URL INTERNET-URL-ACCESS-v2
Accessible

Notifications

v2
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HITRALY BH

T=Hx VT H
WEER SN T
SV r—a v
D IEFPERREN
A APy -

2, A EE
EhEd,

VAIADFET HLVAID

& LFEAE BT X DFEH
VAN N Al
HAREIZ 72 5
&L A EE
SnET,

TV r— 3
A

Internet Access  Catalyst Center
28 W EL72 URL
Tt A (124
NR—=) 12U A
FEnTW5
URL DWW 4>
IZEETE 20
B TN 3 5
FanEd,

RODOFIZ, Catalyst Center 233 A7 AEFRMEM A v v —T AR T 5 & SRS D BHEREREZ R L

ibd‘o

YITRA 2T
1

RALY : ORXT LA

AVARAREVR

CPU CPU

AEY Memory

<node-hostname>:CPU-1

<node-hostname>:DIMM_A1

OK

NotOk

Disabled

OK

NotOk
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Ayt—

Catalyst Center CPU-1 is working
as expected on <node-hostname>

Catalyst Center CPU-1 has failed
on <node-hostname>

Catalyst Center CPU-1 is disabled
on <node-hostname>

Catalyst Center RAM DIMM_A1 is
working as expected on
<node-hostname>

Catalyst Center RAM DIMM_A1 has
failed on <node-hostname>



YT KA
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T AR

RAID =
v hae—

EAN
U—7
A H—
T A A

PSU_FAN

29

Disk

RAIDController

NIC

PSU

AVARABZVRA REE

<node-hostname>:Disk 1 OK

NotOk

<node-hostname>:Controller-1 OK

NotOk

Disabled

<node-hostname>:nic-1 OK

NotOk

<node-hostname>:psu-1 OK

NotOk
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Ayt—T

Catalyst Center Disk 2 is working
as expected on <node-hostname>

Catalyst Center Disk 2 has failed
on <node-hostname>

Catalyst Center RAID VD-2 is
working as expected on
<node-hostname>

Catalyst Center RAID VD-2 has
degraded on <node-hostname>

Catalyst Center RAID VD-2 is
offline on <node-hostname>

Catalyst Center network interfaces
are working as expected

Catalyst Center: <x> network
interfaces are missing for
<node-hostname>: nic-1

Catalyst Center power supply
(PSU-1) is powered on and thermal
condition is normal for
<node-hostname>

Catalyst Center power supply
(PSU-2) is powered off and thermal
condition is critical for
<node-hostname>
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7 4 % A DisasterRecovery
2 Uh

ay)

77 > I ManagedServices
7 F— I
HP—rx

AVARABZVRA REE

<disaster-recovery-hostname> OK

Degraded

NotOk

<hostname>:<name> OK

NOTOK
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Ayt—

e Disaster recovery cluster is up

o Disaster recovery failover
succeeded to <site-name>

e Disaster recovery failover
triggered from <site-name> to
site-name

o Disaster recovery failed while
failing over to <site-name>

e Disaster recovery standby
cluster on <site-name> is
down; cannot failover

e Disaster recovery witness is
down; cannot failover

e Disaster recovery replication
halted; recovery point
objective will be impacted

e Disaster recovery pause failed

o Disaster recovery route
advertisement failed

o Disaster recovery IPSec
communication failed

o Disaster recovery configuration
failed

o Disaster recovery failed to

rejoin the standby system

Managed Service <service-name>
is Running

Managed Service <service-name>
is Interrupted



HITRA 525 AVRB VR Kee
A4

A Zr—/L  wired_concurent_clients <hostname>:<name> oK
|
kR NOTOK

DEGRADED
CAUTION

wireless_concument_clients  <hostname>:<name> OK
NOTOK

DEGRADED

CAUTION
wired_devices <hostname>:<name> OK

NOTOK

DEGRADED

CAUTION

wireless_devices <hostname>:<name> OK

NOTOK
DEGRADED
CAUTION

interfaces <hostname>:<name> OK
NOTOK

DEGRADED
CAUTION

ippools <hostname>:<name> oK
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Ayt—

OK

The number of concurrent wired
clients exceeded 26250 (105% of
limit)

The number of concurrent wired
clients exceeded 21250 (85% of
limit)

The number of concurrent wired
clients exceeded 18750 (75% of
limit)

OK

The number of concurrent wireless
clients exceeded 18750 (75% of
limit)

The number of concurrent wireless
clients exceeded 21250 (85% of
limit)

The number of concurrent wireless
clients exceeded 18750 (75% of
limit)

OK

The number of wired devices
exceeded 1050 (105% of limit)

The number of wired devices
exceeded 850 (85% of limit)

The number of wired Devices
exceeded 750 (75% of limit)

OK

The number of wireless devices
exceeded 3800 (105% of limit)

The number of wireless devices
exceeded 3400 (85% of limit)

The number of wireless devices
exceeded 3000 (75% of limit)

OK

The number of interfaces exceeded
1140000000 (95% of limit)

The number of interfaces exceeded
1020000000 (85% of limit)

The number of interfaces exceeded
900000000 (75% of limit)

OK
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netflows

physical_ports

policy

security_group

sites

AVARABZVRA REE

NOTOK

DEGRADED

CAUTION

<hostname>:<name> OK

NOTOK

DEGRADED

CAUTION

<hostname>:<name> OK
NOTOK

DEGRADED

CAUTION

<hostname>:<name> OK

NOTOK

DEGRADED

CAUTION

<hostname>:<name> OK
NOTOK

DEGRADED

CAUTION

<hostname>:<name> OK

NOTOK

DEGRADED

CAUTION
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Ayt—

The number of IP pools exceeded
47500 (95% of limit)

The number of IP pools exceeded
42500 (85% of limit)

The number of IP pools exceeded
37500 (75% of limit)

OK

The number of Netflows exceeded
37500 (75% of limit)

The number of Netflows exceeded
XXX (x% of limit)

The number of Netflows exceeded
yyy (y% of limit)

OK

The number of physical ports
exceeded 50400 (95% of limit)

The number of physical ports
exceeded 40800 (85% of limit)

The number of physical ports
exceeded 36000 (75% of limit)

OK

The number of policies exceeded
23750 (95% of limit)

The number of policies exceeded
21250 (85% of limit)

The number of policies exceeded
18750 (75% of limit)

OK

The number of security groups
exceeded 3800 (95% of limit)

The number of security groups
exceeded 3400 (85% of limit)

The number of security groups
exceeded 3000 (75% of limit)

OK

The number of sites exceeded 475
(95% of limit)

The number of sites exceeded 425
(85% of limit)



YT KA
1
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77
T IT
L—FK
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T

o

RAAL Y
ISE

RAAL Y
IPAM

29

transient_clients

MongoDB

postgres

Upgrade

Backup

Restore

i
ISE_ERS

He
IPAM

ARA R IRRE
<hostname>:<name> OK
NOTOK
DEGRADED
CAUTION
<hostname>:<name> CRITICAL
<hostname>:<name> CRITICAL
<hostname>:<name> OK
NOTOK
<hostname>:<name> OK
NOTOK
<hostname>:<name> OK
NOTOK
<Cisco-ISE-hostname> Success
Failed
<IPAM-hostname> OK
Critical
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Ayt—

The number of sites exceeded 375
(75% of limit)

OK

The number of transient clients
exceeded 71250 (95% of limit)

The number of transient clients
exceeded 63750 (85% of limit)

The number of transient clients
exceeded 56250 (75% of limit)

The disk usage exceeded 16.58
GB (80% of limit)

The disk usage exceeded 65.53
GB (80% of limit)

Successfully finished downloading
package <package-name> with
version <package-version>

Catalog package download failed
for <package-name>

The backup completed
successfully.

Failed to backup

The restore operation completed
successfully.

The configuration restore operation
failed.

ISE AAA trust establishment
succeeded for ISE server
<ISE-server-details>

ISE AAA trust establishment failed
for ISE server <ISE-server-details>

IPAM connection to Catalyst Center
established. IPAM
<IPAM-IP-address>.

IPAM connection to Catalyst Center
offline. IPAM <IPAM-IP-address>.
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HITERA 445 AVRBUR Kae Ayt—
Q4
ISE ISE_AAA <Cisco-ISE-hostname> Up ISE AAA trust establishment

succeeded for ISE server. ISE
<ISE-IP-address>

Down ISE AAA trust establishment failed
for ISE server. ISE
<ISE-IP-address>

CMX CMX <CMX-hostname> serviceAvailable CMX connection to Catalyst Center
offline. CMX <CMX-IP-address>.

senviceNotAvailable CMX connection to Catalyst Center
offline. CMX <CMX-IP-address>.

ITSM ITSM <ITSM-hostname> Up ITSM connection to Catalyst Center
offline. ITSM </TSM-IP-address>.

Down ITSM connection to Catalyst Center
offline. ITSM <ITSM-IP-address>.

Catalyst Center 777 A 7 L AD v AT AEFMEA 7 — V&SI H1E#H,

VAT LIEHEMEIL CatalystCenter 7 77 A4 7o AT =4 —LET, *v hT—7 aR—3x v FREED
LEWEZEZD-ONCEmZ AR L E 3, @amOBEIENIE, LEWEONE N A—E T —VIckoT
R0 ET,

VAT LOIEFEWIT, RO L EWETEM A AR L ET,
e LEVMHED T5% A5 &, 1hl (P3) wWHMAER SN ET,
o LEWMED 85% 22 5 &, BE (P2) @M ERESNET,
o LEVMED 5% AR DL, 7 VT 4 v (P1) WHMNERSNET,

( )

B =

o fifi A HE72 CatalystCenter 7 /' Z A 7 > AD U A MZ-OWTIX, [Release Notes for Cisco Catalyst Center|
DIy 7 ESRLTITZEIN,

¢ T RTDOT T ITAT VA (FAFIZERR<) 122V T 1,000,000 FEDEANEER v 7 I REF S 4,
THERRIFENET,

HEDT 74T v ADBMDOE A MR T DIZiL. Cisco Catalyst Center DT — % v — &SRR L TL
I,

o VAT AIEFEMWIX, 305044 aT T TAT v ATHER SIS Catalyst Center 7 7 A XTI —
FEZTWERA,

[System Health] 7 + > K7 Zi%, CatalystCenter 777 A 7 > A Lt SNTZAMT T AT LD T T 7 4 H
NEFRBURERINET, TOVATAMBRYEZFERALT, Xy NT—7 3V R—R FOAT—H
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ADFE=H V7 REOFE, EHEOFDMROBY, ~N— Ry =27 a7 747 ADOMR, BX
T AP AX Y AN EROFREITNET,

[System Health] 7 .t > Ko bR DI2iE, % v b U — 27 28k S 7- Catalyst Center 777 A 7 > A &4
#> A7 2 (Cisco Connected Mobile Experiences (Cisco CMX) <° Cisco Identity Services Engine 72 &) % 75
74 v 7R TE R TEET (CiscolSE) . ZD_—IUn6, Py hT—27 FORBERHHa L R—% v b
SLCHEBVDME R R—3 P TIEe< FETEET,
ZOR—TUTT T ITAT UV ABLOINBL AT LOT — X 2 FRT 521, RO My 7 THIA ST
HEAT &S5 T LET,

o Cisco IMC #5#t O ffe . (102%—2)

o VAT hA Y MEMOESE (1032—)

ZOR=VERRTHITINE, Ama—TAa%7 )y 7 LTREZERLET, [System > System 360]
DIAIZEIN L, [SystemHealth] ¥ 7% 27V v 7 LET, hAayo7r—2 330 BHERTAR—U 73
T, HILWT—22%ET5HE, 20T =20 bRa VICHEIMICKBE S E T,
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B =

o Catalyst Center [ IPv6 Z# ¥R — K~ L TWET, IPv6 BAENIR->TWNWDLI TAZ R RTDHE, bR
N, ZEDIFTARAEZDT B —T T4 XMFEARIP T FL AT HROER RIS NET,

o[Pre] 74—/ R:16 Y hODT LT 4T R

e[GD] 74— FK:32Ey FDFZa—LID
o[Subnet] 7 4 —/L K :16 By FOH T Ry ME

P TRAEDE B =TT A ZXFBIPT FLADKVIZ, 7T RAZD IR YT A 3 DT LT
(SN ET,

o IPV6 XfISD 7 T A Z1E, RV IPV6 MIEDIMER L AT MM DI, BEfe L TT — X 2 BiF3 5 Z &N
TEET,

R EINTWNWABT FIAT LV AFETITAE S AT 2T, BEHBENEE SN TWAIEHEN A &
F—=VENTWBEAITEIZ, AR TROZ ENFEITENET,

o AEMEDS 90 HUMNIZHIRRYINIZR D L O ITRESN TV D HE. PR VICELRRRINE
hﬂ‘o

o REFAES 30 HLINICHIREINIC 2 2 L O ITRESN TV L HEIE, PR PVIZZ T —RRRS
N TRIE~DEESHE S E T,

¢ VAT ANNVAFN—RY 2T a T T4 T A ?"1/7%;&%@!3’] ?éﬁb S Y (NG AV Vs
FTAT VAFETNTINB S AT A3/ IMER B & T2 L CUW RN WL, FOZEERLET,
2, BRI TWAERB RIS 7IZELTS4 FRIL— ﬂ%)«//zié‘ ALIRY S —RRIE S
NTVWRWEES, YATLANLVRZI IR PE2EFRL T, £ L& R LET,

o ERMRETT 4 VALY DAY PNEFITHEL TWDEGE. VAT ANLRAE, AL A e
ANRNYHA NOWMTGDT TI7AT AT 2 N— R =T EREREE L ET, DIEnd, A 3o
DT TIAT AL TR, "= Ry =T EEPRESHTHWE L,

T TIAT VAL AT LAOBBED T Ty a—F 4 v 7T 5 E#H,
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VAT LAIEEMEO MR R COBEE TR, EEAMLERRX Yy NI —T a R =3 MR H LA, B R
BIZOWTIEAT A 2y, BERAREICOWTEEO® T A arTRENET, 2V FR—F32 N TEALEZM
BE RN T TITNYa—FT2I3, TR TA a0 biCh—YvEebEET, Ry T v 7Ty
Y RUICROERPFR R SINET,

o FEDBMIN SN BREERT XA LAX T,

e CatalystCenter 7 /"5 A4 7 L AZA VA F—/L I TW5 CiscoMC 7 7 — L7 =7 D NR—=V gy (T
TAT UV ADR Y TT v 7T 42 RUDEH)

o [MRH il B 7o E 22,

o MEDOBEDREE I ETT 4 (ERE) |

o MEIZEAET A RAAL Y, VT RAL Y BEXORIPT FLRFERIZur—rvay,

Pt ST S AT AR & 5 B Y — 3 —73 3 DLL B d 5 35450 Catalyst Center 7 77 A 7 AT

MRS NN— R =27 arR—R bR 3O EHDEE., ENODONE AT LAERLIZT 74T

ADRyTT w7040 RuZBi &, [MoreDetails] ) v 7 NFERENET, Vo2 a2l 0w r+hERT

A RA A UPIRE, LT DOV —AN—FFa R =R DY XA IRFERINET, TNOLOFKHE
Aol Z27 Yy 7 LT M) ZRHTLZL T, HEDHADFREZME TEET,

( \

B =

PAR— bN AR A L C. BRI ARR 8T (RCA) T —XIZT 7 BATEET, ZOHKED
FEAMIZ DWW ik, [ Cisco Catalyst Center User Guide] @ [Generate the Root Cause Analysis File from Catalyst
Center] OEAZSHL TIZEW,

NS AT DRI ARIBED b T Ty 2 —TF 0 U 7T B #.

Catalyst Center NBITEAMH S A7 A LIBE TE R WEEIL, ROFIHEZIATL TED T AT Al ping L, #
BOMEE N T TNV a—T 4 T LET,

ZOFNEESET T DRI, IROBIEEZFATLET,
o MR N =B A VA M=V LET, T =g DA T —RE A A R—L (156-2—
V) BBBRLTLLEEN,

o BESHETRIRRE~ D EFE X IALMEREFFOorn— LV EER LET, ZOFIHEZZE T T 52—V —IcZDr—/L

ZE Y YTEJ, [CreateaUserRole] 7 « ¥ — R TZD/T XA —H |27 7t A9 %21, [Definethe
Access] <X— D [System] 1T B L £3, FEIcHOVWTIL, 2— =R TR a2y fr—/L
DOEE (1673—) ML TLLIEE,

1. [System Health] 7 + > KU O L4725, [Tools] > [Network Ping] % %R L T [Ping Device] 7 1 > F
vERREET,

7 4> RoIZid, Catalyst Center NHAEEH L TWAH TR TOT AL AN—EFRRINET,

2. BEFREM: AT — % A3 [Reachable] TH DT /A AD AT g RH %27 Y w27 L., [Troubleshoot] U
VI EIY I LET,
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[Reasoner Inputs] 7 1 > R U DB & £7,

3. [Target IP Address] 7 .t —/b RIZ, FJETE RV AT LDIPT RLAZ A LET,
4. [Run Machine Reasoning] # 7 V v 7 L £,

Catalyst Center THMHL AT L& ping T 5 &, XA T TRy 7 ANRERINET,
5. [View Details] Z 2 U » 7 LT, ping 28iE) L7ci & 9 D E iR L £ 7,

6. ping 23 L 725414, [View Relevant Activities] UV > 7 %227 U v 7 L C [Activity Details] * 7 1 K
A (v %, [ViewDetails]| 7 = %27 Y v 7 LET,

[Device Command Output] 7 ¢ > R UM E | SMNBL AT AMIBETERWERE LTEXLNDLN
KN—EFRRINET,

Catalyst Center 777 A 7 An— R = 7 36 L O SNV S AT LD Ji %27 A M4 HF&5EY —IL
(2B 2 1F R,

MELY—ILiL, CatalystCenter 777 A 7 2 AN— R 7 = 78 L OB SRS AT DO FZ2T A b
LET, BEEY —/Wd, *y N —ZICERREEE 52 DAL T 20BN H HMEEFE L E T,
MEE7 B ® AT, WOX I REHOF = v 7 BfTbivET,

o ciscoconnectdna.com ~DHEEEHERE (L AT AB LSy Fr— S OEF AL 7o — RT5728)
o HIREIN OFEREO A I,

e T T ITAT UV AN—RT 2T LNy 72 R —E ZADOBIEDIRE,

e AT —NFTHED LEVMEEBR 2%y NU—7 aiR—3%k,

V=) ~T I AT AL, ROFIEEZETLET,

1. AV A=a2—0bREZEIRLEJ, [System > System 360] 214k L T2>5 ., [System Health] % 7
Vv LET,

2. [Tools] Fu v F& 7 A== — 6, [Validation Tool] 238K L £,
[Validation Tool]
[Validation Tool] 7 1 > R DF 47— g BT 515,

[Validation Tool] 7 1 > K7 ®NZ 1. Catalyst CenterCLETIZ5E T L7-MAFLERIC BT 215 M 2008 5
MIZE TR EF, FRBBRVGE. VA y RUITRO L D220 £7,

> Validation Tool

No Validation Runs Available

Use the "New Validation Run" button below to schedule a new Validation Run

Catalyst Center | FEALERICRBET A EMBHDHE. V4 > RUIZRO X 9127220 £,
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th > Validation Tool

Validation Runs (7) As of: Jun 25, 2021 2:17 PM 5 @
® a st

2 9

(]} Name Description Selected Set(s) Status. Start Time ~ Duration Actions.

(m] 7 pgrad S Jun 25, 2021 1:57 PM 104 ms View Status (5)

[} vré upgrade Success Jun 25, 2021 1:30 PM 104 ms

(m] s pgrade Failed Jun 25, 2021 12:42 PM 115ms
@ 0 pgrad Sy Jun 25, 2021 5:00 AM 135 ms

(] wr3 upgrade Failed Jun 25, 2021 3:51 AM 274 ms

O 2 pgrad Failed Jun 25, 2021 3:43 AM 1 second(s)

(m] upgrade Partial Success Jun 25, 2021 2:57 AM 5 secon d(s)

1-7 (1]

kDFIZ, [Validation Tool] X— 24k 5 a0 R—x v b & MEFLEIZEET D ERFI AT RE 72 55
BOMREERLET,

5l EH LR £ EA

1 [SearchTable] 7 + — /L F : ZDO_X—=VIZU A SN TV DMRAELEEEZ 7 o v Z Y
YITF DI DORBEILTINEANTILET,

2 [Add] K% > : 7 U » 7 LT [New Validation Run] 25 A KA oA ZBE& . HLW

WERD 7= DITMBERFRTEE AT LET, IS OWTIE, MEELEE OB LE (119-8—
V) ZBRLTLLEE N,

3 [Validation Runs] — 7' /L : LIRNZ52 T L7-MGEGEUERN Y 2 &R ET, ZDTF—7
JVZIE, RBRZ L o4 T, EAFRERMREEE v b, BT AT — X Re EOEFRNE
IRENET,

B =

o 77 4V TR, EUIBRAREZINEICE R D, EFOLERHZHNZY X R
ShEJ,

o BIEEATHOT N CTORIITH LT, HiHIZEr ERRENET,

4 [Delete] R% > : KFEALERD T = v 7 Ry 7 A% A NI LTZIREETZ DR FZ %27

V73256 WENHIBRIET, KIZ[Waming] ¥4 71 77K > 7 A T[OK] % 7
Uy 7 LT, HIbRE#HEELET,

4 N\

B =

EATH OLBITHIBRTE £H A,

\ J/

5 [ViewStatus] U > 7 : $FE DB OFEM A2 FKor LET, sEMIZ W TIE, MaEALEL o
FEOFOR (119%—=2) 2R LT EEW,
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BlEHLEE Bl
6 [Refresh] R% v : 7V v/ 35L, ZOR—VICERISNTWAEERNETINE
7,

RRAED FAT &2 BAAG T 2 7RI OV TR L £97,
BREALER 2 Bt 9 21213, LT OFNEEZF T L £ T,

( N\

R i

—EEZFATTE DMGEEIT 1 2T T, BEEFETHA T TIZEITHOEEIE. BT L THh bRl % B
MLET,

1. [ValidationRuns] 7 — 7 V. RER SN D0 E 9 s U T, [ValidationTool] 7 ¢ > K7 TIRDWF 1L
MEFITLET,

o T— T INERINLNEGEIT, DIETORGELEEHIBR SN TV D0, BREELEERE 7258 T LT
RN L AEEW L E9, [New ValidationRun] 27V v 7 L ¥ 9,

e [Validation Runs] 7 —7 A& m Sz b, [Add] 227 U v 27 LET,
[New Validation Run] 2 7 14 KA A U E 5,

2. [Name] 7 .t —/v N2, BRRELE DA RTZ AT LET,
FETOREGEL—BEOLNIEZ AN LET, FHSCTFIER L0 TZE0,

3. A7 = v [Description] 7 ¢ —/L RIZ, T 6T 2 EEAEICEET 2 B2 A LET,
X AK 250 X FECTASTEET,

4. [Validation Set(s) Selection] =V 7 C, FE{TJ ofitty hOF = v 7Ry 7 A4 N LET,
FRAEE > R &R ARIEL T, 7706 F = v 7 2 FK R TXET,
5. [Run] &2 VU v 27 LET,

RRREALEL DG/ D 2 s 12 BT 2 1

[Validation Run Details] A 7 1 FA XA b, BIR LA PI TN T =y I, BTAT—H
2, i, BIOZFOMOBEEFREFZRTXET,
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System Health > Validation Tool I .
Validation Run Details ~
Validation Runs (28)
Name: TEST_5185
Q. seernTebe Description DESCRIPTION_5185
Status: Partial Success
2 Export ) C
@ Add (il Delete 1 Selected Result xport [ Copy
& Neme Deseription « 4\ UPGRADE VALIDATION SET
Status “ @ success Warning O railed @ inProg
TEST_5185 DESCRIPTION_5185
Q  Search Table v
D TEST_3768 DESCRIPTION_3768
Validation Status Duration Message
O  TEsT_1478 DESCRIPTION_1478
Validating maglev parent parentCatalogServer
tal ti 12
O TesT_1422 DESCRIPTION_1422 F\f;gf;ﬂ"z:& ings © success ms https://www.wrong.com:443 configured
O TesT_ss2s DESCRIPTION_8325 Vel ;
alidating maglev parent ParentCatalogServerRepository NOT
repository Warning 9m i
(O  TeEST_s288 DESCRIPTION_5288 settings [VERSION 1.0.90]

ZIMB, WOF AT EFITTHZLEHTEET,

o HRT DG MRAE 7 4V E ) 7T 5HI21E, [Search Table] 7 4 — /L RICHZE CFHZ AN LET,
e DA LVDRNEEPDF 77 A NV LTH U — RTHI1E, [Export] 227 U v 7 LET,

¢ ZDNA VORNEE I —FBHIZIE, [Copyl 227 Vw7 LET,

BREY » b ORI T 2 R,

FiFEt » Mk, CatalystCenter 27 v 727 L— R4 5= ONCHEHTHMENH Y £, Mitty F&2FHT

HHTDMENRD L5581 WOFIEZFEITLET,

1. AV A=a—0bRkEERIRL£7, [System] > [Settings] > [System Configuration] > [System

Health] DJIRIZEIN L £ 7,

Settings / System Configuration

System Health

Cisco IMC Configuration Validation Catalog

Update Catalyst Center with most recent Validation Catalog

@ Download Latest ok Import

v Validation Set Versions

Appliance Infrastructure Status 3.2.0
Appliance Scale 3.2.0
Assurance Health 3.2.0
Cisco ISE Health and Cisco DNA 2.2.0
Center Role

Upgrade Readiness Status 9.2.0

2. [Validation Catalog] # 7% 27 U v 7 L7,

3. [Download Latest] %27 U » 7 L C, fEHAREREFH OMGEE Y horn—vabt—2Xyrn—RNLE

7
4. #iFt » k% Catalyst Center (A > R— F LE,
a) [Import] #27 YV » 2~ L. [Import Validation Set] # A 7 1@ /'7"R v 7 2 %R & £9°,
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Import Validation Set

@

Choose a file or drag and drop to upload.

Accepted files: .tar.gz
Accepted sizes: up to 10MB

Cancel

b) WOWTNNTODX AT #FEITLET,
e [Choose afile] V> 7 %27 V) v LT, £ AFR—rT 5D tar 7 7 A /VIZBEILET,
o U2 tar 7y A NET AT Ny TLRHAE RSN HIRIC KT v s T RRkay T LET,

c) [import] #27 Vv 7 LET,

[System Health] ~<— D+ 25 4 bR o Pi@ENZ BT 5 5,

wkDFEIZ, [System Health] X— 2D 25 A bR PIZE RIS CatalystCenter 7 7T 4 7 AB LW
B SN AT JMZOWTO X ESEA@HMEZ /R LET, BATMISTHETT 4 (ERKE) I
JEU T N—AEENTWET,

e HAET (=7 —)  EHMINIZRAD 2 b — TR E L-BIRR EOER T T —2RLET,
o R 2 (#4) : CiscolSE Hr—/N\— L DEFHAMNL TERWR EDORBEEZRLET,

e A3 (k) === RNV =27 a R =2 FPEREEBYICEEL TS Z AR LE
R
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-

B =

&

TTITAT Y ADTRTON— R =7 2V BR—X 0 MARER CBIEL TV E5HAIE, Fa0K—
F v hOREFIOWIIIR TSN EEA, RbVIC, [OKBRARRSHET,

4 : Catalyst Center

aviR—xY
~

CPU

TARY

MemoryV1

MemoryV2

NIC

Jb

RAID

5:

EXE 1 DBEH

Processor CPU1 (SerialNumber -
xxxxxx) State is Disabled

Driver - PD1 State is Disabled

Memory Summary
(TOTALSYSTEMMEMORYGIB -
256) Health is NotOk

Storage DIMM 1 (SerialNumber -
xxxxx) Status is NotOperable

NIC Adapter Card MLOM State is
Disabled

PowerSupply PSU 1 (SerialNumber
- xxxx) State is Disabled

Cisco 12G SAS Modular Raid
Controller (SerialNumber - xxxxx)
State is Disabled

AVR—3y BEKXE1 DB

~

Cisco
Connected
Mobile
Experiences
(CMX) H—

IN—

EXE 2 OB

Processor CPU1 (SerialNumber
- xxxxxx) Health is NotOk and
State is Enabled

Driver - PD 1 Health is Critical and
State is Enabled

NIC Adapter Card MLOM State is
Enabled and port0 is Down

Cisco 12G SAS Modular Raid
Controller (SerialNumber - xxxxx)
Health is NotOK and State is
Enabled

EXE 2 D&

There is a critical issue with the
integrated CMX server.

Cisco Catalyst Center | Updated May 5, 2026

EKXE 3 D@EH

Processor CPU1 (SerialNumber
- xxxxxx) Health is Ok and State
is Enabled

Driver - PD1 Health is Ok and
State is Enabled

Memory Summary
(TOTALSYSTEMMEMORYGIB -
256) Health is Ok

Storage DIMM1 (SerialNumber
- xxxxx) Status is Operable

NIC Adapter Card MLOM State
is Enabled and port0 is Up

PowerSupply PSU1
(SerialNumber - xxxx) State is
Enabled

Cisco 12G SAS Modular Raid
Controller (SerialNumber -
xxxxx) Health is OK and State is
Enabled

EXE 3 DEH

CMX server is integrated and
servicing.
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AVR—%> BEXE1OEH BEXE 2 D& EXE 3 D&

~

IP7 KL A% Thereis a critical issue with the - o Athird-party IPAM provider
# (IPAM) connected third-party IPAM is connected.

HPr—— provider

e There is no third-party
IPAM provider connected.

e The third-party IPAM
provider is currently
synchronizing.

Cisco ISE-#+4 - ISE PAN ERS connection: ISE ERS ISE PAN ERS connection: ERS
RESTful +—t API call unauthorized reachability with ISE - Success
2 (ERS)
CiscoISE-{5#H - ISE AAA Trust Establishment: ISE AAA Trust Establishment:
M Trust Establishment Error Successfully established trust
and discovered PSNs from PAN
IT #—E A% ServiceNow connection health - ServiceNow connection health
B (ITSM) status is not up and running status is up and running
P—r—

VAT DAV ADT 4 AT FEHROBEHNIZEET 5 T,

VAT ANV AE, VAT ANDTRTO ) —RDT 4 AT FERRE =X —LET, [FED /) —FDT 4
ATEHRR Ry b=V BRI BE 52 DAEEOH D L-ICETDH L, VAT AL ANDS HE)
RN R EENET,

F 4 ATEARN T5% 225 & BREANEE S ET,

T4 ATEARN85% Az D &, BERABEBANEEEINET,

INLOBAEREB IO T A7 F 473 5121%, [ Catalyst CenterPlatform User Guide] @ [Work with
EventNotifications| FE v ZIZHB SN TWDFIRZEZTLTLIEI, ZOFIEEZZETT 5 L X3, [System
Performance: Filesystem Utilization] -1 x> h 2R L TH T A7 T4 7 LT IZEW,

p
D =
e RNy I T T T A NEEILEIT CatalystCenter 27 » ST L— RTHE, VAT LNV RAIZL S

TF 4 A7 ERROBERPHH S, 18R 2 & ICHEHPIESh T,
¢3/—RFOHATTRA XL LT, 3207 FAY—/ = FTHRENTNETATOR—=T 13
VRBERSNET, AShAEMIL. BT 5T 1 v a VICEATT,

e T AP RZUANYBHEHT/2 > THWDRIATIE, VAT LNVRIT 7T 4 TH A bERZ A
YA NOWH T/ — KT LICT 4 A7 ERAREERLET,

VAT LADEFME MR YT 4 ROIZEEHEA R MEHRFR R EN D FIECOWTEHBP LE T,
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Catalyst Center Tl&, K& L7-GEMIE, BRI OFEAE, F72IZn W FRRICHIREINIC 722 2 FE # 4 f5 F
Fxv 7 LET, ZNHEDA XY FOWT AT HI-WNNCEMEZET 2561,
SYSTEM-CERTIFICATE-v2 15 2. UF CISCO-IMC-CERTIFICATE-v2 1 X MIEGFLET (VAT LA X2 MEA
DR (103 ~—2) #5M)  BRLIZBEANTEZAET 2@E1I22 T, CatalystCenter (XFERI#E A~ F &
RT X OIZ[SystemHealth) 7V v RUD MRe L EHLET, ZOHO@MERRFTHIZE. 777
AT VAD = Vv EGDEET, AR AIX. [More Details] V> 7 %27V v 7 LT,
[Appliance Details] 2 7 1 FA L~ U CilHMEFRFTHZIELTEET,

= ‘dib Catalyst Center System / System 360

System 360 System Health Service Explorer Appliance Details

A Catalyst Center

Enterprise VIP  ¢sg-nscg-0303.cisca.com

Sep 5, 2023 3:30 PM

Cisco IMC certificate with serial number 4 has
¢s9-n..03 expired on Tue Sep 05 05:30:34 UTC 2023.

State EXPIRED

- Sub Domain
P

<>/ Instance

More Details

Catalyst Center Ti%. CiscoPKIWeb ¥+ F7 6D 2 aDEETE 53 EHEANL FL (ios.p7b) DA L—
VBIXOEHREYR—FLTWET, Z D3 KT Catalyst Center & & HICHRTA VA F— 1 ENTE
D, PR—FENTWVBE T RADFRy NT—T T RA AN, HR7pH— KX —F ¢ R Z—F 31 ZFEH
ERFRINTBRIC, ar he—F¢ 207 TV r—vay (Ry NI—I T T TTU RTLARE) &
FRRETCTE 5 X 91T/ 97, Catalyst Center (X, FEFAENY KDY — RX—F 4 FEBHED AT — X A & {#
BMNCHER L ET, v RAaBAMEGEREDLS, L=V a Oy RARK T a— RARENE D
MPTAT AL 2 TTF oy 7 ENET, V= FRX—FT 4 DFFAZEFIIEETE DEHEAV FLOFE
RV AIC BN & 259 511X, CISCO-TRUSTED-CERTIFICATE-BUNDLE-v2 f X M & &KL £9,

URL
B3 A REME 2 W9~ 5 728D | Catalyst Center 23 F = » 7 #4179 URL 2~ L £,
Catalyst Center (X, K URL [ZEIZER[EEMNE D AR L ET,
o http://validation.identrust.com/crl/hydrantidcao1.crl
o http://commercial.ocsp.identrust.com
o https://www.ciscoconnectdna.com
o https://cdn.ciscoconnectdna.com
o https://registry.ciscoconnectdna.com
o https : //registry-cdn.ciscoconnectdna.com
INHEDOURLDOWFTNNICEETE R2WEE (FFIZY A SN TWDRAOD 2 51d, VAT LFEAEDK

NAT —H A GBI DI SN D720) | Fy MU= @MICHEL 5 X WREENH Y £,
Z OFAERFITEM ZZAF T 5 121F, INTERNET-URL-ACCESS-v2 o <> MIBEKL £7,
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VAT LDIEEEWNEE=2 ) 7T OBCRET S AREOH DM EHIE SN DT 7 v a BT L1
e

ROFNZ, VAT LADOEFMEDE=2 Y ZRAIC IS BAET 2R MEE . 26 ORMEEZEET S
TEODOHERSNDHNE LR LET,
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avikR—xy $JarvikR—x2 b+ BB WHREINDGTIVaY
~
Cisco ISE ANES RESTful H— & XA AT U7 FBFRET S o Catalyst Center & Cisco ISE D] D
2 (ERS) -Z#wn[fE  (Cisco ISE ERS APl D& faf 43 L TaX T —R—D T F UERE
M TUVMEEE 2722 EEK L TR LET,
E2zohb)

o Catalyst Center 7> % Cisco ISE {ZZ
ETEDLOMEIDEMRRLET,

Cisco ISE & D ¥t & My T X o 77 AT T A —LIFREINT
AQAR BMEIMERELET,

o Catalyst Center & Cisco ISE D] D
Ta X —"—D 7 a X UEE
TR L ET,

« Catalyst Center 7> Cisco ISE |Z %
ETEDOMEIDEMRLET,

ERS-7] ERS APl =1 — /L~ S8 7 o A F—/LE TV 5 CiscolSE
W, D= a VEHERLET,

e Cisco ISE T ERS N EZNZ/2 > T
WDEME D D ERER LET, FHM
(22X,  [Cisco Identity
Services Engine Administration
Guidel] @ TEnable External RESTful
Services APIs] #ZH L T 72 &

AN
ERS—#37iE Cisco ISE ERS APl =t — L3 #FA] AAAGRED 1 7' 1 K & Cisco ISE
Y (AN oagA NERBFEICLTHLNE S
METERLET,
ERS-Z% /& Cisco ISE MFEHEAZ T X3 Catalyst Center GUI CfE#8 % F-ffe L L
T35, F9, FEMICHOWTIE,  [Cisco

Identity Services Engine Administration
Guide] @ TEnable PKlin CiscoISE] %
ZRLTLIIEIN,

ERS—RNFHE - I1T— REZROZWI— T —03%4E7 1. Catalyst Center THLERRE I T
7= 2 — %, WD AAARREZHIBR L E T,

2. EHEIRAAAGREEZ AT LET,
PRIz >V CIE, [ Cisco Catalyst
Center Second Generation Appliance
Installation Guide] @ TIntegrate
Cisco ISE with Catalyst Center] %%
L T<IEEN,

3. BHEAZ BN LET, FEmcon
T, [Cisco Identity Services
Engine Administration Guidel] @

[Enable PKlin CiscoISE] Z & L
TLEEN,
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aVR—3> $JaviR—3x2+ RE

~

EHE-BErTREME HTTPS BEfi A feNz T 7220,
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HESNETIVaY

AAAFRED T 7 A EH & Cisco ISE

Dr A AFRBFEICTHLINE D
MR LET,

CisCoISERFHET = —> DT
7' — FRICRE Sz
Catalyst Center => KA > k
URL [ZEIZET X 721,

Cisco ISE FEFAE T = — M I
HTH D,

BB

CiscoISEFE-IEF = — 2 DT v
7a— FHICREINT
Catalyst Center => KA1 > k
URL BNEIE XN T\ 5,

5 HE—7ERIE Cisco ISE /X2 U — ROHAEMN

inTna,

BE-RPEEIT REXOZH=T =03 %4ET
— kA e T — o
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o Catalyst Center & Cisco ISE D] D
TRF A= N—=DT 1 F RE
ZHERLET,

« Catalyst Center 7> Cisco ISE |Z %
ETEDLOMEIDEMRLET,

o WAEEIZJE U C, CiscolSE PR/ —
FCAF =— U ZHAEMRLET,
ROV TIE,  [Cisco Identity
Services Engine Administration
Guidel @ TISE CA Chain
Regeneration] #ZH L T 72 &
VY,

PR CA FEHE T = — 28 Cisco
ISE ) SHIBRE N TV eWnZ & &
MR L £,

e URLZEENL, = RARA > +D
[aaa/Cisco ISE/certificate = 1 L 7
NINZT 7 BATEDNE I %
MR L ET,

e Cisco ISE T [Use CSRF Check for
Enhanced Security] 47> = >3
72> TNDINE I D EHER L
F94, FEMIcoOWTIE, [Cisco
Identity Services Engine
Administration Guide] @ TEnable
External RESTful Services APls| %
SR LT EEN,

CiscoISE & #HE 2 U — NEHAE
L ET, SRR OV TIE,
[Cisco Identity Services Engine
Administrator Guidel] @
[ Administrative Access to Cisco
ISE] Z#Z&M L T 7Ea0,

e CisCOISEGUIN I 7/ A TE L Z
LR LET,


https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-and-configuration-guides-list.html

aVR—3> $JaviR—3x2+ RE

~

Cisco
Connected
Mobile
Experiences
(CMX) H—

IN—

R

P7 KL 24
FE (IPAM)
P—r—
ITH—b 2%
#(ITSM)
P —

==L DEG A N T E
7200,

==t T A L TERN,

7
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HESNETIVaY

. Catalyst Center THIERE SN T

WD AAREZHIERL £,

. YR AAARRTEZ FRATI L ET,

FEMIC DWW TIE, [ Cisco Catalyst
Center Second Generation Appliance
Installation Guide] @ TIntegrate
Cisco ISE with Catalyst Center] % %
LT ZEN,

. EHEA ST UET, SR oW

T, [Cisco Identity Services
Engine Administration Guidel] @

[Enable PKlin Cisco ISE] Z & L
TN,

HET OV ==L T LT
WP E D DERER L E T,

Catalyst Center C1E L\ 12 71 15
SRESNTWD Z &R LET,
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aAvikR—xy HJavikR—R2+ BE WREINSGTVaY
~
N RY 2T TR BELEN—RyzT7arvi— BMEObLIZaRN—30 FEHL
Zv MIHER D 5, £7,
VeV d

EBIREY 2 —/L

AEY BV a—b

CPU

Xy NU—=TJ1—R

RAD=> tr—7

F hT—=F% 7 A E =T A AR, 1. Cisco IMC (Z82ft L £ 77,

2. PID 7% UCSC-C220-M4 F7zi%
UCSC-C220-M4S O¥551%, IRD
FIEZETLET,

a. AU A=a—b,
[Compute] > [BIOS] >
[Configure BIOS] % 34K L
j—O

b. [Advanced] ¥ 7% /7 U v 7 L&
£

c. [LOMand PCle Slots Configuration]
ZRERLET,

d. %72 mLOM A2 L C,
ARA N ERFEE L ET,

3. ZOMT_TDOPIDIZHNT, M
EOHDa R —F ML

E3 )
AT NKERR ~— R = 7HERL  Catalyst Center <IP_address> fi 1. Cisco IMC (= #5k5 L 7,
ﬁ:f.‘\ o — 0)% A N
RIALTOESAXXY 5 4o g =i [Storage]

VaRY =L LTTIA Fy f :

D AiETE 7 T LA 4 :,L[Rald Controller] #3&&R L £

he BEZALRY —XT74 °

;xw—?%é%%ﬁ%@i 3. [Virtual Drive] ¥ 7% 27V v 7 L ¥
° 7,

4. [HERT A 7 2&N L, [Edit] 24
7V w7 LET, EZIAHLKY
=N T A NANL—=TRWEGEE
X, KRB RTA 72T HLET,
EXALRY =TT A FAL—
THLIVLENRH Y 7,
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avikR—%y HJavkR—x2 b+ BE WMEINDZTIaY

~

VATAY  APRL—Y BELE~UL T4 L7 b e HEDT 4 L7 U NS RE

J— VIZZe & N0, F— 2 ZHI% U CRRER AR L
F9,

o LMW LWV TV T
V7 MY EBRELET,

A a7 OFRRICET DGR, BEA 0 71X, CatalystCenter CEITHDOT 7Y r— a2 534 2D Public
Key Infrastructure (PKI) @&, BL O AT LA Ry MIBETHERZIVE L £,

v o 7%, CatalystCenter CETINTWAIEIERT S r—va T 2EREBGLET,

Do, BEfm 71X, 734 X Public Key Infrastructure (PKI) E@ENZOWTOFERBIUGF L E T, TN b0
o 7oERIE. 77U r—a rER0ET 3 ACAGEHEICEE T LRE (bA5EE) oI Ty a—
T4 T X ETADICEATEET,

B 703, BELLV AT LA b BELZER Bl —V -2 2 A7 4 THHY
F9, BEAn 2l 5L, BEEMONOR T 77 A VIV AT AORELENTLIRSNET,

1. AU A=a—0bREERIRLET, [Activities] > [Audit Logs] DJEIZEN L £,

[AuditLogs] 7 « > RUDHE £, 2OV 4> FNUT, Xy hT—ZAOBIEORY > —IZ+ 507
ERARTEET, ZNHDRY —iL, Catalyst Center (24 > A h—/LEINTWEHT 7V r— a0l
FoTxXy NU—I T AL RZHEASNET,

2. A4 LTAVATAZ BT VT LT, Uy RUICERT DT —XOREFHMEERO EBVEELE
T

a. [Time Range] #E3m C. [Last 2 Weeks]. [Last 7 Days]. [Last 24 Hours]. & 7= [Last 3 Hours] o EE i FH %
BIRLET,

b. 7 2% LA AEET 521X, [Bydate] #27 Y v 7 L, BAMAERFEK T HRZFEE L £,
c. [Apply]l 227 U v/ LET,

3. ST HFEAER 7 2R RT DL, A 7ORICHLIRME7 Vv 7 LET,

BERD 71X, WS OO TFEREa ZOBITRDZENTEET, REHZ27 ) v 745, —HoEM
DfEEn V7 #FRTEET,

Cisco Catalyst Center | Updated May 5, 2026



4,

8.
9.

Syslog

| & 27 LEREDEH | 131

s N

B =

E:# 1 /1%, CatalystCenter i K > CEIT SN X AT AT — 42Xy 7 F v LET, FEAD
1%, Catalyst Center IZ X > TEITSNIF AT DY T X X7 TT,

(EE) EMORA ANIRRSINTEEER 7O Y A N TREDCEEr 7 A ve—V% 27 v 7 LET,
Fifiloo~2A1 > C[Event ID] > [Copy Event ID to Clipboard]% 7 V v 7 L9, 2t —Xh7-ID % API
THEHTLE, AR FDICESKEAER Ay E—VZ2 G TEET,
a7 OENOSRA 24 R Y —d [Description]. [User]. [Interface]. [Destination] 78 #/R &
WET,

( \

B =

Bfo 712k, A v— NE# % &1 POST, DELETE, PUT72 & /) — AN v REEDFEE . T
AR T ¥ 2 SNICRER EDT T AT FEAEOFEMA R RS E 7, Cisco DevNet d APl ©
FEAMZOW i, [Catalyst Center Platform Intent APIsl] % 2B L T 72 &0,

(&%) [Fiter] 22 V » 7 LC, [UserID], [LogID], = 7-i%[Description] Cu /%27 4 v& U 27 LET,

CNET A E ) v LTEREa /A Xy EBEELET,

syslog h—/"—D U X hIRFIRINE T,

“~

. T D syslog r—"—DF v IRy J AEF AL, [Savel &7 U v 7 LET,

( N\

b

iy

Al n 7 ARy N OBEERERT DX, syslog Vr—"—DF = v 7Ry 7 A% 472 LT [Save] &
7V v LET,

|\ J

FD~A T, [Search]) 7 4 —/V REFEH LT, R A vE—VNOREDTHFA NERKELET,
A A= 2—BREERN L £9, [Activities] > [Tasks] T. 0S DEFHRT A ADKHI2 EDOF
E, BT, BTBIOERR LI A7 & BifF, LE2—R¥, BIORKLUIEBEEE 2R LE
ﬁ—o

ZRTHE 0 V=41 7 Di=%, Catalyst Center 7> syslog — _N—ICEH R /27 AR— 15
Z L2V T DI,

Ao 7 osyslog ZHNCTDHE, RO LD RFENHY ET,

e X T D—Jft: v E—TMIZNE L TREFEL, TE=F VU ITE2REHITLET,
et X2 VT A E=H ) T REXRIIRERT 7T 4 BT 4 I LET,
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o HHEST : BiACHAM O S AT IEFRE 2 MR L £ 9,

BEE D syslog V— N—ZHHGE T 5 Z & T, A1 7 % Catalyst Center 7> 5% syslog —/X—|Zx= 7 A
A— R CTEET,

[System] > [Settings] > [External Services] > [Destinations] > [Syslog] 783 T syslog —/\— %%

7

1. AV A=a—0bk%E®IRL$7, [Activities] > [Audit Logs] DJEIZEERN L £,

2. V4 RUD EHICHLET A 227 )y 7 LET,

3. Bid % syslog — N—ZFIRN L, [Save] #27 VY v 27 LET,

4. 7 = visyslog — =B UK 5120k, BRIRA MR L C [Save] 227 Y v 7 LET,

Y= 2ADOT Ny 7 7 OFREICET 51 e

P —ERAORED T TNV a—T 4 TN T AT, Catalyst Center h—E 2D 7 L~YL 225 5
T&EET,

7L NI E ST, B 77 ANTX Y Ty SNHT —XEPEVET, &0 7 L-YULEXRENTT,
DFED F LV, BESNEZL-LEL EO LV TAERREN T —2 R b, T CEENE T,
72 ziE, v LoULE [Infol ICRRET D &L [Warn] BEX OV Error] 2 7y % v 7 F ¥ SNFET, L0£<
DT —BaexXxy7F ¥ LT, MEON T TNy a—T 4 U TITEND L I L~ L a5 b %
BEDLET, 2E2E, vl L VE2RHETDHZIET, LVEL DT —HE2F vy 7 F v L, BARKSS
MEFIZRCAYVR—F 7 7 A /L THERTE A L1220 £77,

Y= ADT 7 )V kD7 LW IR (Info]) NEEHTWET, HFREIENS O 7L~
. SE&FEhu s L~UL ([Debug] £7-1%[Trace]) I[CZEHE LT, LV EEMAREREZ vy 7F v T X7,
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A EE

IR SN D ATREMED b DIFHRD ¥ A 712 X - TiZ, [Debug] L~ LL ETIE S m 7T 7 & X %l
RS DMBERDHY £,

( N\

B =

077 7 A VIMERR &SNS & Catalyst Center 78 A b D — IR BATICIRFE S, GUI TERRENET, =
DIGFTH 5, Catalyst Center (%, GUI ([System] > [System 360] > [Log Explorer]) Tr 7 # M4 L CF
RTEET, rJEF, BE2HMOZ VICOAEATEET, 2HUERB L-w 71X, ZOHFTND
HEIIZHESINE T,

SUPER-ADMIN-ROLE #E[f & 5> —F D778 = O FME# FATT 5 = LW TE £, MICHONTIE, 2
o —LZDONT (1623%—2) #2R L TL &,

1. A U A==2—0bREZENLE7, [System] > [Settings] > [System Configuration] > [Debugging
Logs] DJIEICEIR L £,

[Debugging Logs] 7 1 v RURERENE T,

2. [Service] KRy THZ DT YR RPLHI—EREZRIRL, TOr T LV EFREILET,
[Service] K1 v 7% 7 U & ML, HILE Catalyst Center [ZRRE S, EfTHOY —EANFRENF
75

3. [Logger Name] # A1 L £,

I, BX UL — AT I A =V EMNTHY T MU =T aryR—x s N EfIET 5720

BN ENTEERKIE T, ZOWEZHEHT AT, HoEELTLEIN, ZOMEZBHATS
L T ZINYR— NOTOICHERIERN KON AREERHV T, v/ AyE—I1F, 22T
EsNT=a i— (/\“y?w“/“) XL TCOREZIAENET, T 74V FTiE, v ¥ —4IZi com.cisco
Tﬁiéﬂy#—yﬁﬁiﬂfwiﬁ BMONR =003 < REI0fEE LTANTEET, W
IRIICH R ENTWARWRY | 77 40 MEIZHIBR LN TL 728, * 2T L, 7 X3THORy
=R a SIS ET,

4. [LoggingLevel] K v 7 X7 JRXRT, H—ERXADOH LV R T LV EERL ET,
Catalyst Center TR D 1 7 L~ULpH R — b ENTWET GEIZLLT., KIE)
o[Trace] : hL—RA X v E—Y
o [Debug] : TN 7 A vE—T
o [Info] : IEHWZNEE/RIRER v —
o [Warn] : %&ERERX v —

o [Error] : =T —IRfEA v & —
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5. [Time Out] 7 ¢t —/L RC, =7 L~ LW AR L ET,

a7 L)L A 15 BN TROE LE T (~HEHIFR) , WM 2 8HIIRICHEET 2856, hT7 70
S a—T 4V ITRENETTALA-NC, T4 oua L~ 0vE Uty hTAMKERHY 1,

6. BIRNEZHERL, [Savel 227V v 7 LET,

Catalyst Center TOE M (HA) O7 77 4 7ALIZET 2 1EH, HAIZX D, BEEICLDZ XU Z A LD
BOHIE SN, %y NU—soEThRmELET,

Catalyst Center 7 7 A % — Tl AYE (HA) 27 77 4 7123512013, ROFIEEZFEITLET,

( N\

B =

3 /— R HA L, Catalyst Center TF{TZ4L TV 5 ESXi TIIHAR— S TWWEH A,

[ Cisco Catalyst Center High Availability Guidel] ®DLLTF O by 7 2R L, FEBRBRENTH SN TV D8t
L TNWAZ 2R L ET,

o INATRATEDT 1 EHi)
o [VR=bSNDTTIAT A

1. AV A=a—0bRE®ERIRLE7, [System] > [Settings] > [System Configuration] > [High
Availability] DJIRIZEIR L E£ 7,
2. X—=VNI I T AKX —HND 3OO CatalystCenter 7 77 A4 7V AMFREINTWDZ EEMERLET,

O [@} @

3. [Activate High Availability] 227 U v 7 L £,
4. HA DSENC > TWAZ E 2R LET,
e [Status] 7 1 —/L FiZiE. [Active] EFRENFET,

o [High Availability] *— > 04 LIEIZH 5. [Activities] V> 2727 Vv 7 LET, ROT—T
T.HAT 7T 4 THbA R P D AT —H AN [SUCCESS] & FHRENTNWDHZ &L 2R LET,
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MEREDORTEICHETHIER, 77 AT 74 —/L7x ED/L—/L73, CatalystCenter, I X (¥ Catalyst Center 7
Ty b7 x—h EBETEINENL DY — RX—F 48T 7Y r—3 3 L ORICFEET 55A1E. [Integration
Settings] # 5% ET HMERH D £,

T AT A=V EDN— LAY, Catalyst Center & Catalyst Center 77 v 7 4 — A LiBETH2HXENH
LY —RNRX—=F 4 8T 7Y r— 3 COMICAFEET 256 1%, [Integration Settings] % 3¢ E 3 2 LERH D F
7, CatalystCenter DIP7T KL AN, A F—xy ARy FU— 7 1ZHHET DRIDIPT KL R ITHNE
I~y B 7 ENDHEEITIE. 2O XD REFPRELET,

X2

CatalystCenter /N~ 7 7w 7’8 L OME £, [Integration Settings] ~=— 27 7 A L, (WMEIZGLT)
D TF)E % # H L T [Callback URL Host Name] % 721X [IP Address] % S 53 2 LB 03 H 0 9,

Catalyst Center 77 > b 74— L A VA h—/L L TEBEET,

1. A U A==2—bREZERLET, [System] > [XE] > [Integration Settings] DJIEIZEIN L £ 7,
2. b— KR—F 487 7Y /r—3 9 7 Catalyst Center 77 v b 7 4 — L LBET 5 & 2T HLE
23 d % [Callback URL Host Name] % 7= [IP Address] 2 A/ L £,

( N\

R =

[Callback URL Host Name] & 71 [IP Address] (&, Catalyst Center (ZPNHERRIIC~ > B2 7 STV D40
MTHARANELIZIPT RLATY, 3/ —KIT7AZEy T v 7TOVIPT RLAZRELET,

. J

3. [Applyl 227 U w7 LET,

BYTE O R & HIERSREIC KD . TS AR O T L B a—EEA L, xRy MU — 7 IZEBT SR ITSM
DEBEERTEET, ZOBEIZLY, 7S 2AORELMILTEET,

[Visibility and Control of Configurations] #§#E1%. FHE[ L7=% v U — 7 k& T /34 R BT DRIICEF 2
V7 &b d 5V a—va vzt LEd, B EUbREREIC X 0 . 7351 AR Z BB 5 RIS
Tl bEa2—T&FT (CLUBIUNETCONF =~ RZ&fH) . AIHLHEEEIZT 7 4L F THERIZ 2> T
F9, APUBEERED AR > TV DAL, ERTOIETT A AREFEBETEEEA, @bz
B L0, BtE SRy hU— 2 EER ITH—E R (ITSM) 120%5E L TERTEX ET, HENE
T > TV AEGEIT, ITEHENART L ETHELREBH T A,
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( )

B =

Iav¥ya =7 U—27u—"7|Visibility and Control of Configurations] 23 %7~ — F SN TWALEEIX, ¥
AT BEHD A Y 2 — VIFIZIRONTF— A =V RNERRINET,

IDU—7T7u—TiE, Xy NI— I BHEEREDZ—F—RRXy NT—TF A RZV—I T u—%
BRI DRI, REEZT L Ea2—T&FEd, V—7 7 —REEWHKT DHI121L. [System] > [Settings]
> [Visibility and Control of Configurations]iZ &% &) L £ -,

[ITSM Approval] = H % TE 5 & 5 (2. Catalyst Center TITSM 3N/ > TR, MOREINTWNDS Z
EEMERLET, ITSMZAEZhC L., RET D IHIEICHOWTIL, [ Catalyst Center ITSM Integration Guide] @
['Configure the Catalyst Center Automation Events for ITSM (ServiceNow) Bundle| [3<3E] Z#Z& M L T 72 &V,

1. A4 A=a—bkEERLET, [System] > [Settings] > [System Configuration] > [Visibility
and Control of Configurations] DJIEIZ 3K L £,

2. [Configuration Preview] N 7 ViR # > %27V 7 LT, AMEEZ B EZITENICLET,
ARG LTSS, T ARELZRBT AR L Ea—T 2 0ERH D £,
A AR I Le e, TN AREERERT ORI L a— &l S e <2 9, AR
N2> TV DAL, TV Ea—DBERIPPDOLTRELZ ATV a—/L L TEMTEET,

3. £ 7°v a »:[ITSM Approval] N 7 ViR %27 U w7 LCHIEZAERIE 138N LET,

HlE 2 AN Uiz, BHE L2k v b U — 7 A RBT DM, ITSMAEBLE ITRE L COKRE 21T
LMER DY £,

il 2 AN Lzt R L72R »y b U — 7 Wpk & BB 2 A0 ITSM O AGE R AREIZ 720 £37, il
NN T2 > TWDIGE, ITSM OKRRR L TRIEL R TE £7,

[Tasks] 7 1 > R T, # A7 L{ERIEAOMEZER, BE, BIOT7 4 Z2 ) v 7 T&ET,
[Tasks] 7 4 > RO T, X A7 LEEHEAOFEMAE TR, BB, BXO7 4120 7 Tcaxd,

1. A A=a—bREZERNLE9, [Activities] > [Tasks]DIEIZEIN L £,

7 7 4/ T, [Tasks] 7 « > RUIZIZSEATTE, #ITH, K. BIOII L7z _XToOX 271200
z T, E}J(?UWF%IEE%DI/I::—{%W’EP KM UIEREA N RSN E T, KL=+ _RTox =
Wi, =7 —u 2R T57-00e r FERIETAS FL—2DRH Y £, {0 [SUMMARY]
AN NTE, BREINDZ AT LAEETHADOY XA NV IALTZDODO T 4 VE ) T AT a U BRER
NFET, RKAIT A2 %270 v 7958, [SUMMARY] A U ZRBEILIZVITV I=7-A720 TEFET,

2. RoFzEH LT, [Tasks] 7 4 > RO TH A7 LAEEEAOREMEZTIR, MR, BLOT 4 12 40LHE
TEET,
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Toay FE
BEDZ A7 LIEEEB O a. [SUMMARY] ~1 > @ [Type] T, [Task]| 227 U v 7 LTH A7 D%
R AP I (L5 A = TANE Y TT B, [Workltem] 227 U w7 LTIEETER DA%

TANE) T LET,

b. [Status] > [Review Status] > [Last Updated] > [Categories] > [Recurring] C
ERFRER 7 A NVEZ AT a el LT, ¥ A7 E/EETHEB O
MEz7 4B ) T LUET,

TANE ) TR SN SR [Tasks] 7 4 v RO ICERENE
ﬁ—o

4 N\

O evh

[Categories] T [Showall] %~ V » 7 L C [Search] 7 + —/\ F & H
T5E BEDHT IV ERETEET,

WHIXNEZ7 4 V2 ZHIBRL a. [SUMMARY] A > @ [FILTEREDBY] C., WHL7=7 4 L X DRI H 5
7, X227V y27 LET,

7 4 VH BHIER LTSRN [Tasks] 7 > RO ICERENET,

b. F=v 7Ry 7 A% 472 LT, [Status]. [Review Status], &L
[Categories] 7 4 W Z ZHlffT 52 L HTXET,

B A MLVEIZ2—YF =T T 744 hTiL, [Search] 7 4 —/v i, Ik > TH 27 L E2EHE
ZAYEVEEHBEZMRBLE BEMRRLET, ¥ A7 EIIMEEHE ORBRIZ 7 4 VX 23 &
7 NTWAEEIT. MHENT- 7 4 VEZ THRENEITEINE T, -& %
1. [InProgress] 7 /v 2 3 A LT, 4#ilZ lprovision] 238 Fh
DIRTOZRT LHEEHBERRZ LGS, 20X —UV—Ra25
HATHOZ 27 LAEEHE OBPRBINET,
a. [Searchbydescription] 7 1 —/L RiZ, # A7 F7=13EEEE DA%
AN LET,

[Tasks] 7 .t > K7 (Zid. AN LESHBHICESWT T 4L Z ) v 7 &
NI-Z A7 CAEEEAD Y A MRFERENET,

b. = — V¥ —4& THREKT 5121, [Search] 7 4 —/L K TR D FIE%E F1T
LET,

1. 74NV ET7 A&7 ) v 7 LET,

2. [username] #27 UV v 7 L7,

3. [Search by username] 7 4 —/V iz —V—& & A L £,
. [Applyl 227V 7 LET,

H
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FToay FE
HATLEETERHDY A e T 74/ T, ¥ A7 CAEEEBIIRE T ERIBEICRRINET,
J—hrLET, 227 EVEETERA L, BWBEL £ 3T HEL Y —hTE T,

a. [Search] 7 1 —/V FOLAMTY—F ey XX A MNIAI—Y
NEfHbE, Y= T varEBERLET,

[Tasks] 7 4 > RoiciZ, BIR LAY — AT g vicESnwTy—
a2 A7 LEEEBO Y A MRFEREINET,

BATIE, 2P —FFEI VAT ANAT D a— LRE LTEEETHY . RSN DARERH Y 7,
[Tasks] 7 ¢ > R Ci, #ATH, 527, RRLIEZZ A7, LE2—MERET., 527, KM L7-/EEEH
EFRRTEET,

Catalyst Center Tli&, FATTED X AT | FATHDO L A7 KM LIZZ AT BIOET LI A7 2 FR
TXET,

B2, =P —F I AT LN AT TV a— VR ELTEETH Y . 0V IBRSNLFREMERH D 7,
BATNHDLEE, ZuE, ATV a— LV EBYICERMTIEOIZE T T H20END L35 T HIEEEHE
MWIpPNZ EHREBRLET,

A AT CHERATRRIERIID T IVICL - TEARY, SEFSERITIYNEFEELET, KR Z R
DOAT AV, TreTa=vr BET—WAT, A XU bV %2 VT 47 BALHFY 2289
HVFET, TRTOX AT, XA OBME., TOHT IV, BTAT—HX A, RHAT—X A, B
WEH, BEEHA, BIOKRTHNEME LTERREINET,

1. AV A=a2—0bk%EEIRLE7, [Activities] > [Tasks]DIEIZER L £,

T 7 4V N TIL, [Tasks] 7 ¢ > RUIZIXSFATTE, #TH, KR BLOKI LT XToX 271200
2 C, BHFOERER L E 2 —REH, RIL7EEHEERR R SNET,

e \

B =

HAY THEA LT =V INRI2 D8 DT A AT LTH A MREEZFIINC LIzHE, [Starts] 7 1 —
IV RIZIE, B— AN Z A L= ZHESLS B REWS A LY — 2 TOT A ADBIEEL R FRR S
T, 72 ziE, KROEFEERER Y — 2B\ T, 2024455 A 8 HAF#% 12BRICEBTED 2 > DTN
A ZAMBDHELET, —HDOT A RFHY 7 NA=T N 2 BIehb. 9 —HFDF A R|FTA
YRORUHNL—MZHYFET, a—HNEA LS FRDRNEZA LS DT R T
D=8, [Starts] 7 ¢ —/L RiZi£ 2024 5 A 8 H 12:00PM L FERENFE T, £ RO HL—)L
ICWBBE. B— O LRIIIR b BEWE A LY =TT, 2L 12/ 30 5iEA TWAHT-H,
D7 4 —/V FiZiX 202445 A 9 H 12230 AM L Ror SN E T,

L J

2. [Tasks] 7 ¢t > KU TH AT BFor, e, EITHIBRT 21213, ROBEFEHLET,

Cisco Catalyst Center | Updated May 5, 2026



| & 27 LEREDE | 139

FToay FE
BAY R RILET, a. XAV v I TDE. ATA FA A 2 DIEHVTEEANE H
NERINET,

B A7 DML, BrREINTEZ AT OBEICL > TR £,
b. AT A KA 3, U Tlid, BREINTFHEMITISE T T, ROBEELE
TcEE7,

o [Device Details] & 7= (% [Provision Details] 2 7 V v 745 &, T3
ARETREY g = FTOFMPIERINET,

o [View Details] % 7-(% [See Details] # 7 V v 7425 & #f7H DX
AT SET LA AT BEORK LY A7 OFEMMBRFRR S
nET,

e [Search Table] ZfE/H L TH¥ A7 B L £,

e KDOHFEFMIZHDI T ANEZT AL EFEHALTC, AT %27 4
JVA BV L E T,

e RIRLTZH AV DT — L R— e vrua— KT 5TiF,
[Download Error Report] 227 U v 7 L £,

tar 7 7 A VBMER S, e— B = U IREINE T,

p
Q Bk

PR — " —ABVERR T DERZ, & D FDOMOFEMIZI 2
T, Fvra— Rl —LR— 2R TEET,

EM S AT DAy Y a— %
mELET,
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HAT EEIELET,

X A7 EHIBRLET,
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FIig
a. XAV BRSO CIEAit| 227 ) v 7 LE T,
b. [Edit Schedule] A7 1 KA > ~A > C[Start Date] & [Start Time] % &7
LET,
c. [Recurrence] N 7V Z U AEERA LT, BVRLEEEZ YV v 7 LE
‘a‘o
d. [Run atInterval] 7 4 —/L FIZflEiz A L ¥,
e. (A7vary) ZOFARIOKTHEKEZAZY 2—/LF 5121, K
DFNEEZFETLET,
1. [Set Schedule End] F = v 7/ R > 7 A% A N LET,
2. EDORAMICH A7 & T4 521X, [EndDate] %27 UV v 7 LT
ERRRS: /NN
3. HAOEEDIAERICHT AT 28 T3 521X, [End After] 27 U
27 L. [Occurrences] 7 .t —/V RiZHfiEiaZ AT LE9,
f. [Preview] %27 UV v 7 LT, EREEINTNDHZ L EERLET,
9. U 2 XN TVBET A 20D [Site Time] (F A 202 A A
V'—) & Local Time] (a—H—D X A LV —2) (1T, BHLIZA
Y a— VAN KM SN TND Z & EER L ET,
h. ¥ CT& 7256, [Save]l 227 V) v 7 LET,
a. XAV ET ) v I TDHE ATA RA 3 2 BV TREMTE &
NFERINFET,
b. [Stop] #7 V v 7 LET,
4 N\
D i
TRbEYa=mr U= 7a =R OBREE VAR — K LT
%A, [Stop] IxELhZ 7220 £,
| J
c. [Stop] ¥4 TRy 7 ATNes| &7 U w7 LTHAY DIEILEHE
FELET,
A AL, EITHOGEICORMEILETEET, VAT ART A R
OREEBMT D E, XAV IHEIETEERA, YREVa =0T
MR > TWDTNA ADBBMEIELET,
a. YA &% R2FTC[Delete] 27 U v 7 LE,
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RERL D AT HAL & IS RE 2 A2 L2 38A . fEE DU — 2 7 11— T [Generate configuration preview] % 34K -4
De AFEEAMER SN ET, MR S, BAOHEFNACTE L L, TOERERNRZ A 712720
F9, [Tasks] V 4 ' U THERXHEA 2 £ R TEFET,

RERL D ATRRAL & RIS RE 2 AN L7234 . fEE DY — 2~ 7 1 — T [Generate configuration preview] % 3R 4~
D& AFEEAMERSNE T, MRS HGE S, BEOMEHNTEZ DL, TOEEEANRX A ZITRY
i‘é—o

RERL O ARNE & HIE 2 AN T DITid, TRIED TN L flE o A7 e (135~—2) | 22 LTS
A

1. A4 A=a2—bREZERLET, [Activities] > [Tasks]DIIAIZIEIR L £,

T 74V M T, [Tasks] 7 1 > FUITIFEATFE, EITH, KRk, BLUORS LIz ~THOX 2720
AT, BMFOMEEHAR L E 2 —REP, KRG LAEREA B RSNET,

2. ROEXZMEA LT, [Tasks] 7 ¢ » FUCTEEHA 2R RB L OEL £,
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FToay FE
EEEBEZF R LET,
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Toay FE
a. [SUMMARY] ~<1 > @ [Type] T [Workltem] 227 U v 7 L%,
[Tasks] 7+ > RO IIMEREIEH OB%E 7 4 VHMBL L CTHERLET,
b. (FEEBAZ V) v TDE. ZATA4 FA A DBV TEEMIE
WRFREINET,
BONZ) A R ENTNDT A ADHER T L E 2 —nNFranEd,
C. AT7A RA AU TlE, ROBFEELFEITTEET,
o FEMHIDARA U TT A ZAZBIRL T, 731 ADFERE 7 L
Ea—LET,

« [View by Configuration Source] v v 7% X | & ff [
LT, TV Ea—U s RUDT—F %7 4 VEUB L F

R

eta—asvFy ("B 2200 L. BESHIHR
L ETROMRO R o — 2 R CERT B, E SN
N A

)
B =

A F g © = —1 % YANG # R DR RIZITARIE L TV E R A,

g J/

o WHILE L = —TliX, — DK T1o0a~r K27 vr
THE, b HOEETHIET D~y RARFEE RSN E
7,

)
B =

WROFIPBEBICEE LT EE,
¢ VAT ATIL, 7 LUl a<wy RTIERL, BN
DA~ RIZxT DAFERFFHFR RO BN R — b I T
WET,
o BRI CHRFAE R AW N TFRT DL, T X TCHa~v
KRR L TWAXLERH Y £7,
o SO TNo ChEDa~ LV REZ Vv rd5L, b
) —H OB T—HET = v 7§25 L &I No DERSy HYE
HENE£T,

|\ J

e [Search Configuration] 7 + —/L K&l LT, FR Izt
DIEZHRKLET,

e BINLT=TNA ADY—7 7o —DEITIRILZ FoRvd 5121,
Flo~A »DF EMIZH % [Back to workflow progress] %
7V w7 L%9, [Configuration Preview] ~1 > IZ&E 521X, [Go
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Tovay FIE
to generated config]l 227 U » 7 L £,

( \

B =

[Back to workflow progress] 35 & U} [Go to generate config] 1X. 7 —
7 7u—=TU =2 7u—DETRAE 2 =B ¥ R—FEh T
WOGBICDORERTEET,

VEZETA B ORYEE a. {EEBE % RHor <., [Discard] 27 V v 7 L9,
VEETER 4 %227 ) v 7 LT AT A4 KA 231 %B% ., [Discard] %
IV T A LB TEET,
b. [Discard] XA 72 /'R 7 AT, ROWTHNEEITLET,

o MEETHH 2 L CHRIEDT 77 4 BT 4 IR D541, [Discard]
7 Vv 7 LET,

4 N\

B =

TERTHE ZIE LS. BPOETTE EEA,

| J/

o ER SNTATE O EZRFF L, LOTXTDOY vV — R %3
T 544 1%. [Retain generated configs (ifany)] &= v 7 R v 7 2 %
F A2 LT [Accept] 27 U v 7 LET,

RSNV EZRFF L, O _XTOY V—RZMWIFET 5 &,
TRTCOMRAE 7L Ea— L, BRI TORVEERZIEET
D L wEEIN L7-729, [Exit and Preview Later] DfX3> ¥ 12 [Exit]
PEEHBICER R SNET,

.
Q Evh

KD 7 L ¥ 2 — R L2561, B S VTSR % PR Fr
L. ioT_XTHDY VY —REHREFEL T, 22—V —F7IMTE
HENHEEZFMICHETEZ LT L 2RFTLTL
7230,
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T a— LT A 2 AR 270 ITSMARO DI SNy MY — 7l a =57 21
1X. [ Cisco Catalyst Center User Guidell @ TVisibility and Control of Configurations Workflow] . [Visibility and
Control of Wireless Device Configurations| . 723 [Visibility and Control of Fabric Configurations| % Z i 1L T<

7230,

Geo
Z® k¥ w7 T, Catalyst Center T Geo v v 75X E A AT 5 HIEIZOWTHBI L £,

Catalyst Center C Geo v v 7% E A M CT& £ 7,

1. AV A= a2—0bREEIRLEJ, [System] > [Settings] > [System Configuration] > [Geo Map
Settings] DJEIZER L £,

2. FIAI e B R 2 O L OB L £77, OIS £ I ERMIEA, SUbry, E72i3Bua 7 v —
TR T DM BEIC L > TR DR TER SN MBI RS Z R L E 7,

o T1E (CN)

o £ F (N)

o HA (JP)

o KE (US) (F74/L1)

3. [Savel #27 UV v 7 LFET,

o —H—7% Catalyst Center [IZ 2 7 A U5 & IR RINDLB T A U A=V OREICET D 1EH,
Catalyst Center (22 7' A > L7z T _XRTCOZ—F—ZFRINDHA v —VERETEET,

SUPER-ADMIN-ROLE & 7233 2 7 A8 PHERR 4 7> CUSTOM-ROLE D = — % — D 578 Z D FIH 2 FAT
THZLBTEET,

1. AV A=a2—0b6REEIRL$7, [System] > [Settings] > [System Configuration] > [Login
Message] DJIEIZEIN L £ 7,

2. [Login Message] 7% A bR v 7 AT A v —TVH A LET,

3. [Save] #27 UV v 7 LET,
ZDOAvE—T, Catalyst Center @ 7' _2—T D [Log In] R # > D FIZFRENET,
BTZDA Y=V ZHIRT 25613 KOFIEEZFATLET,
a. [Login Message Settings] ~~— 2R D £,
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b. [Clear] #27 VY v 27 L. [Save] %27V v 7 LET,




it



AT, BERORGT 7 AN 2 A% ESE L7200, BEKEO VAT AMEREZINELET,

Catalyst Center Offer Disclosure |%, 5 — 4% OB\ ik, ¥ =) T o EH, BIOAEREIC OV T,
Catalyst Center |Z[EAG OFEMEHR AU L F9, T, BEHRO VAT AMEREBEHEO T Y DL
DN T D A aDRNT 70 —F OMEE R D R FH, BIOVRAaDfAT —% 0F
HHEE X VFERICHAT A a0 T4 TIANY— AT — R AV NEMETHHDTT, D2
DOONET, T HUBOMEL A7 7 —EAOFEMEHAT 2 LIC Lo TERAMEZRMEL, > XaR
A7 7 —BIRTHERE EDO XD IRHEB L ORI L T D0 EER L T 272 oIt b £7,

A A= a—HRERERIRLET, | [System] > [Settings] > [Terms and Conditions] DJIAIZE& R L F
94, [ProductTelemetry]l 7 o« > KU B, A B RAK), TITANR—RY v—, TITANR—FT—Z L —
MR TEET,
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TH by T RR) U —2FRELT, 2=V —icLdul A r0o@f7t, 7Thvr oy s 7w
AR, vl Ao U EEEEET D Z L2V TOIEHR,

TAU vy T MR =R ELT, 22—V =12k /4 007, 7THhor bouy s 7y
MR, v v OERITESEEFEH T E T,

TI7FNEITIE, 7AV bry 27U ME, 2= = LRETLIP T FLAOMWTIT6 L TRRL 2R
TEBHT 5T a7V AveEXa VT 2FHLET, NI T—Sde, WAOEBENRFRFEIR v 7
SNET, P7 FLRFTARTORMERTNO T ry 7 S, 2= —HFTRXTOPT FLATRr Yy
ShEd,

THhHT Iy 7T NI, AEBRIE——Tlie <, n— I N2 —F—{COHREEL £4,

1. A U A=a2—0bREZENLE9, [System] > [Settings] > [Trust & Privacy] > [Account Lockout]
DNEIZEIR L F 5,

2. [Enforce Account Lockout] N 7 VAR & %7 v 7 LT, FxvZ~v—7 BRFRRINTREIZLET,
3. [Enforce Account Lockout] DR D /8T A —F OfE%E AT L E9,

e Maximum Login Retries
e Lockout Effective Periods (minutes)

« Reset Login Retries after (minutes)

e N

B =

[Info] ICH—Y NEGbED L, KT A—FDFMPFRINET,

\. J

4. [Idle Session Timeout] D (&> ¥ a U BNHIBREINIZRY, 22—V —Ra 4 o RXR=IZVFL LT+ X
NHETOREM) #BINRLET, 7740 M 1ERFTT,
5. [Save] #7 UV v 7 LET,

Yol arETA RAREDEEICTEE. By arZ A LT Y D5 45HIC [Session Timeout] % A
Tul Ry s ABRERENET,

AT T DL, IROWTNDDX AT HFITLET,
oty v ERITT DAL, [Staysignedin]) 27 U v 7 LET,
o TIZE Yy a EKTT BTN, [Signout] 27V v 7 LET,

NAY — FAZHIRAR Y & — O E BT 5 1 it
WA — FEDHIRARY > —2REL T, UFzEBTEE7,
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o NAYT — ROA AR O H R
o N2 T — RPHIREIAUZ R A RN — P — BN E R IND B
o MG T 1R

1. A U A==2—0bREZEN L £9, [System] > [Settings] > [Trust & Privacy] > [Password Expiry]
DIRIZER L ET,

2. [Enforce Password Expiry] N 7 VR Z %7 U w7 LT, Ty I ~v—7BERINIRREIZLET,
3. &k [Enforce Password Expiry] /X7 A — % O AJ1 L ET,

o 2T — RHIFE (H)
o RNATU— ROWIRDOEL (7)
o BET-HAR (H)

( N\

B =

[Infol iZH—Y NEGbED L, BENTA—ZOFMNFRRINET,

. J

4. [Save] 7 U v 7 LT, NAU— RAEGHIRZFEELZRTFLET,

RANERITFRY NU—=ZDIP T N L AW T Catalyst Center ~D 7 7 & 2 ZHlffi92 IP 7 7 & A
BN BE9 5 16 o

P77 AHIENCLY, AR MEZITRY FU—ZDIPT FL RIZHSU T CatalystCenter ~D 7 7 & 2 %
W T £4, Z OHEETIL, Catalyst Center GUI ~D 7 7 2D B A2 HIITE £9, ZOMET., %L
KOXy NT—=0T 7B AZGHHTLHZ LITTEEE A,

Catalyst Center (2%, k&ZGieIP 77 B AHIHOAF T a U BHE SN TVET,
e Catalyst Center ~DO7 7 ¥ A ZT _XTCOIP T RLARCHFALET (F74/10 1)
e B L72 IP 7 K L RADAIZ Catalyst Center ~D 7T 7 & A &FFa] LE T,

BIRL7ZIP 7 R L ZADRIZ Catalyst Center ~D7 7 ¥ 2 ZFHA[TH L HICIP 7 7 & X ERERRT 52 &
IZOWTDIEH,

P77 & AHIHZHER L, R L7ZIPT KL 2D CatalystCenter ~D 7 7 & A & FFa[4 5 121%, RDOF
JIE% AT L £,
1. IP 7 7 RO A (1523—2)

22 P77 AV A R~DIPT RLZADOENM (152_—)
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3. UEB) P72V ARDOLDIPT RLZ2DOHE (1532—3)

IP
Catalyst Center ~D7 7 & AR LT IP 7 R L ADRIZHT 5 IP 7 7 & ZHIEOE I BT 5 1 #H,

o SUPER-ADMIN-ROLE #[R % /5 L Tl & £7,

o Catalyst Center H—E X7 R v b, V7 FAZHF—EAYF TRy b, BIOYTAZ A X —T =4 A
Y7y FEFAY T Ry O U A MGEMLET,

1. A U A==2—0bREZERN L E9, [System] > [Settings] > [Trust & Privacy] > [IP Access Control]
DONEIZEIN L £,

2. [VAFEZINNTWBIPT RLADIRIHER 277925 (Allow only listed IP addresses to connect) |4 7> =
VRE LRI Y v LET,

3. [AddIPList] #27 VUV v 7 LET,

4. [AddIP] AF A A XA D [IPAddress] 7 4 —/L RiZ, P7 KL AZ AT LET,

4 )

B =

P7 RLAZIPTZ7EAY X NMEMLZV L, Catalyst Center (27 7 2 A TE 2 72 B AIHEMEDN H
Diﬁ—o

. J

5. [SubnetMask] 7 4 —/V KiZ¥ T xry b w27 &# AT LET,
P xRy b~ AT ORNEPHIL 0 ~ 32 TY,
6. [Save] #7 U v 7 LET,

IP IP
P77 tEAYAR~DIPT FLZ2ADBIZET 5 HEH,
P727®8A)ZANMIIPT RLAZEBINTAI21E. ROFINEEZFEITLET,

P77 AHIEB AN 8> TND T E MR LT IEIV, FEMIZOWTIE, P77 & 2l o401k
(152—=) ZZML T IZEN,

1. A U A=2—0bREZENLE9, [System] > [Settings] > [Trust & Privacy] > [IP Access Control]
DIEIZEIN L F T,

2. [Add] =7V v 7 LET,
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3. [AdddIP] 2 F A KA A D [IPAddress] 7 4 —/L FIZ, RANEIETHRY NT—=TDIPT KLAZA
JILET,

4. [SubnetMask] 7 4 —/V RIZH T Ry h A7 2 AN LET,
P Ty M~ AT OFMEIPHIL 0 ~ 32 TY,

: Add IP X
IP Access Control

1P Addross*
Cisco DNA Center is accessible from all IP addresses by default 209.165.210.0

O Allow all IP addresses to connect Su
© Allow only listed IP addresses to connect 27

209.165.200.230 32

5. [Savel #27 UV v 7 LET,

IP IP

P7 272U AR5 IPT R XA LT Catalyst Center ~D 7 7 & R #2425 HIEIZHOWTDIF
Ho

P7 722U X R5IPT KL AZHIERL T CatalystCenter ~D 7 7 & A Z W24 5121%, L FTOFIEE
FEITLET,

P772ay ha—LaZGNNI LT PTRLAZIPTZ7EAY A MIBMLEZ 2R LET, ¥
Mz OWTIE, P77 2 2HIEOFME (152—) BXOIPT 7 AU A ~DIPT KL ADEN (152
N—=) EZRRLTIEEN,

1. A U A==2—0bREZENL £9, [System] > [Settings] > [Trust & Privacy] > [IP Access Control]
DNEIZEIN L F 7,

2. [Action] ¥ T, % d5IP 7 KL 2D [Action] 7 A 2% 27 U v 27 LET,
3. [Delete] #27 V v 7 LET,

FT_XTOIPT KL A7 CatalystCenter (27 7 £ A T&E 5 X912, IPT 7 B AHIZENMET 52 Li2DONT
D

P77 ¥ A Z L L, +XTHIP7 KL R CatalystCenter ~D 7 7 ¥ A &ZFF a4 51i%., WDOFIHE
EFERITLET,
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SUPER-ADMIN-ROLE #£[R 4 Huf5 L Tl & £,

1. A U A=a2—0bREZENLE9, [System] > [Settings] > [Trust & Privacy] > [IP Access Control]
DINEIZIRIN L FE T,

2. [Allow all IP addresses to connect] =7~ a > R"&Z &7V v 7 LET,

Catalyst Center Ti&, AZFFETE LT —F 2 EALTEET, ELLEANCT D L. T3 ARERKE
IZ. MACT RLU A, IP7 RL AR EDEALNOER LINMEETE 20 7,

CatalystCenter Tld, BTy RRA L M UL YL ALY RBA v hOF—X 5 ELLTEES, 2—HF—
DT NA ADKRA MIRE, HMTY RARA U M T A YL AT RRA V FOMENEZFEE TE D IR
AT T TMMETEET,

[Discovery] #3174 DRI, BELALRENI /> TWD Z & 2R L E£4, [Discovery] 23T L7-%IZT —
2 EEXC LTS E, VAT LA TL 2H LT =X 3B L EnE TN, BBEOT — X FEAL S
NEHE A,

1. AV A=a2—06REEIR L £7, [System] > [Settings] > [Trust & Privacy] > [Anonymize Data]
DIEIZER L ES,

2. [Anonymize Data] 7 4 > K7 C. [Enable Anonymization] = v 7 R 7 R &4 2 LET,

3. [Save] #7 U v 7 LET,
EXAL AT B &, T ZARBEFIZ, MACT RL A, IPT KL A7 EOEL LIS OER L FEE
TERLBRVET,



arax

i | S

Catalyst Center TO 7 7' U r—3 3 » OF BT 2 1,
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Catalyst Center 7 7'V &r—3 3 EBICEIT 5 15, Catalyst Center 1 X% D% < OFERE% . Catalyst Center
DATALTTANT 7T x LNy = ENTEBOT 7V r—va L LTHRWET, 20
7o, 22— IHEIEC T, BBERT SV r—v a2 A M=V LTETL, FHEHLTWRWT
TV r—alET A A M= LTEET,

Catalyst Center (X2 D% DWiESR, 27 A 77 A NT 7 F ¥ L3N Ny r— b S @slor 7Y
r—varbt L THRWET, 20k, 2—F—EREIL LT, BERT SV r—va w2 VA b—
NMLUTEITL, HHLTWRWT Y r—ra &7 A VA =L TEET,

[Software Management] 7 ¢ > R VIZERSNDT SV r—a Xy —0¥ L %4 7%, CatalystCenter

DV Y —ZF L Catalyst Center DT A L2 A L~YLIZ L > THERY £4, MRAARERT SV r—ya v
Ry lr =T _T, BUEA VA M= L ENTWENE I DGR RSN ET,

DT TV = a NIRRT ) r— g U TH Y, 1FIF T T O Catalyst Center D A T E|Z
R0 FEF, Rur—TOHRIZOWTIL, [View Installed Applications] V> 7 %27 U v 7 L., ZD4Hi
D= NEEEET,

% CatalystCenter 7 7'V r— 3 U Xy r—UF, B—ERANRV KL AXT—=2T7 574 BLOAZY
7R TCHER STV ET,

)
R =

o Ry —UERT VT 4 BT 4 TlECUa vy REMEH LW T ZE 0, CatalystCenter /X~ & —
DA VARN—NVEILIT v T T L— RZ AT CTRIBENEA L7254 13X, CiscoTACIZHERE L CTH AR —
FMZIF TS EEN,

o [Software Maintenance] 7 ¢+ > K5 AF/[AE72 i @ Catalyst Center V V — {27 v 77 L— K
T&Ed, 7 v 7T L— REIEIZOWTIL., [Cisco Catalyst Center Upgrade Guide] %R 1L TL 72X
A

CatalystCenter TOT 7' U r—va DXy rma—ReéEA 2 M—/VIZET D HH,

CatalystCenter il x D7 7' U r— g A3aT7 A 7T A T 7 F ¥ BN L CHlbuEd, BARRIZIE,
TTV r— g OEBDONy r—U % A A h—/L LT, Catalyst Center ECEITTX E7,

TIVIr—va Xy —VDA A =N T T a A IR PN DEERH DD, Xy hU—7
DALTF U AR ATZ Y 2 — L L TL &,

SUPER-ADMIN-ROLE ¥R & Ff >~ DLN Z OFNEEZ FEITT D Z ENTEET, M\ Tix, =—F
/L2 ONT (162%—2) LT 7Z &,

1. AV A=a2—0bREZEIRL£7, [System] > [Software Management] DJIEIZEIR L ¥4,
=
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Z DS, CatalystCenter |2 L » CHHIETF = v 7 WIATINE T, HEEICHBENH 54854, [Software
Management] 7 ¢ > K2, BUEFIAREERT 7'V Fr— a VdFE RSN EH A,

2. V4V RUDTHT, AVAM—NATLHT ) r—2a U aBRLET,
WONTINET) ZENTEET,
e T RTOT SV r—amwBINT 25 : [SelectAll 227 Vv 7 LET,
o Hlx DT TV r—vamBRIRT D Fov IRy I AT AT LET,

( )

R =

TEEOT 7V r—a > Ji— KT [ViewDetails] 227 V v 7 LT, fEHWGERT 7V 7 —3 3 > O
EFRALET,

g J

3. [Install] 227V v/ LET,

( N\

B =

A A= VHEFBRA T = v 7 S, BEIRIZA VA b= &N E T,

. J
U4 Rud B, EITHTOARTF =R v —URERENET,

U T IVE A LOEITHOFEM AR 521X, [View Release Activities] 227 U v 7 LE£d, Bh#+ 57 7
T 4 B 4 T, [Actions] FIOAMEEE S (77 ) ([ — Y v EAKbH, [View Status] 2 B4R L £9,

4. [View Installed Applications] #7 V v 7 L, BRLIZT 7V 75— a VBA VA =L IR TNHZ
EEMERLET,

Ny —PHE T a—ReT ST L— ROA Xy NAEAIZET 5 HEH,

NRylr—=YDH g ra—RERET v 77— KA XV MRBET LB EZETEET, 2hb
DB % HER L OERT 5121, [Cisco Catalyst Center Platform User Guide] 7> T Work with event notifications
FE Y ZIZHH SN TV D FIRZETL TSN, ZOFIAEEZFE T L7z 5 SYSTEM-SOFTWARE-UPGRADE-V2
ARV NEFERRL, VTR ITATLTWLZ AR LET,
WOGEITBMP AR I, EEINET,
e N\ —=VDT T L — RROF Y m— RIKRILE Lc, Ziudds, Catalyst Center 777 A 7
VRN T 4 AT FENRIR O, R LRy =V T rm— RL LD E L TWATDITHA
[_/ i ‘j‘o
e NNy =V DT T T —RRDA A M—/MIERBLE LT (RNy =it oh Tnd—E
ANBUEX T LTWAETZDEBEZBNET) |

e RNy —T DT v T T —RKOFZ T ru— REIEA VA M= ARHRLLE LT,
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( N\

B =

WAENE, AN ZOBREZ T T2 DIAT o eBIT R LI G B il 0B E S ET,

Ty T 7= MRELVR—F AT A4 R oA 2R GIEL, 2200 RESNDERISOVTHA L
£

[Upgrade Summary Report] 2 7 A KA A /5, Catalyst Center 5 X ONEDT 7Y r— 3 Dk
BT v T T — RO REZFRTEET, TOLR—MILY, RO ENHREIZRY £,

¢ T T TAT UARIZA VA M=/ ZFLTV D LRI Catalyst Center /N— = VA RFE L E T,
o T T L — RBRWDITONT N EHR L ET,

e [Post-check] ¥ 7 C, 7 v 77 L— K% F = v 7 CatalystCenter S IEFFIZ52 T L7z E I nEER L E
T, BEDF = v 7 CTRIFENIEA LI25A1T. [Issues] FNcH D2 FWME 72422V v 7 LCRHE
O E R L ET,

e [Packages] ¥ 7iZix, T 7L —R&ENET TV r—ya Xy r—V L ZOBREONR—Y 3 &
FRRRINET,

ZOVAR—= 2 IZIE, ROFIEEZIATLET,

1. [System] > [Software Management] A { > A == — LR EZENLET,
2. [Upgrade SummaryReport] V> 7 %27 1) v 7 LET,

Catalyst Center TOT7 7' U r—a DT A A b—/WZHT DGR,

CatalystCenter il x 7 7V sr— g 03aT7 A4 7 T A NT 7 F v BN L CbiuE 4, BARIZIE,
Catalyst Center 2" 57 7V r— a Ol DN lr—T% T A VA N—VTHIENTEET,

TUoA VARV TELDEIVAT DIMATIENWT T r—aOR o r— DR TY,
SUPER-ADMIN-ROLE #£R % FF > —HF DHMN Z OFINAZFATTH 2 ENTEE T, sElc VW TE, =—

7 —/LZONT (1628—2) 2L TLEE W,

1. A A=a2—nbREEIR L £3, [System] > [Software Management] DJIEIZ 3R L £,
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2. [View Installed Applications] =~ U » 27 L, CatalystCenter iZ{ > A h—/LENTWNWHTXTOT
UVir—a w2 F R UET,
3. BT 20— 2 LT, 20y —2@ [Uninstall] F= v 7 Ry 7 2% 412 LET,

e N

B =

o FIFFICHEE DN r—2% T VA VA =L T B2 LI TEEYA,
e T UA VA N—NTELDIZ, 7> a3 o r—DHTT,

. J

4. [Uninstalll) 227V v 7 LT, 77UV —v a7 A A M LVEHBLET,

T4y RUO I, EITHONTFT =R v —URERINET, U T XA LOMEITHOHEME FTR
T 51Zi%. [Software Management] 7 ¢ . K7 C [View Release Activities] =7 U » 7 L £,

5777 4 7 4 TliL, [Actions] FIDAEMFE S () [T — Y L& HHE, [View Status] 28R L
7,

5. [View Installed Applications] 227 U v 27 L, 77U /r—2a N7 oA VA M=V ENT=Z & B MR
LiTO
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Catalyst Center DL —H'—7" 11 7 7 A JLIEH,
a—YP—Tu Ty AT, a—HF—Du s, RAT—F, A—LT LA, BIOo—1L (R %
ERLET,

=P =D T v 7 7 AN ENET 0T 7 A NVOE S ERETEET, Na——7 77 113
Catalyst Center (2 (& XL, SMBL—HF —7" 17 7 A LTI AAA B — "—ZHELE S E T,

Catalyst Center - > A h—/L§ % & SUPER-ADMIN-ROLE #[R % F5>7 7 + /L kD2 —HF—F a7 7 A )L
PER S L E T,

Catalyst Center Cfifi Fl Al E/p = — Y —m— L& —EFRR L £,

Fa—PF—E, kOa—PF—n—A 2L TONET, 2—F—NFITTELHEBIXZ UL > TR E
D ij‘o

o EIEE (SUPER-ADMIN-ROLE) : = ®u—/L & ffo2—H —|L, Catalyst Center DI TDOEKEE~D
TNT 7 ANFRETY, HELE X, SUPER-ADMIN-ROLE # &ip & & & 72 v — L& F oD = — 4~
n7 7 A NVEFRTE T,

v hJ—- EEE (NETWORK-ADMIN-ROLE) : = ®wu— /L& > —¥ %, Catalyst Center 3"
RTOFR Yy NT—7 BHEEE~DO 7 LT 7B ANAEETT, 72720, N T v 7k, VAT
LEHEDOEE~DOT 7 AMITH Y A,

o A TH—N (OBSERVER-ROLE) : ~ou— /L Z oo —H %, Catalyst Center DISEE~DF REHT

7B ANARETY, AT —m— L&k oo —%—|%, Catalyst Center CENNEET HT /N1 A%
REE T IXHIET 2HEEICIXT 7 A TE EHA,

e Customized Role : SUPER-ADMIN-ROLE #[R % > = — " —{X, FFE D Catalyst Center fEFE~D > —H —7
IR AEFRETITHIRT 2 AZ A — L EERTEET,

Catalyst Center TOWH 2 —H —DfER L = —HF—a— L OE Y LTI 5 1EH,
=P —EER L Tr—LE2E Y THZ LN TEET,

SUPER-ADMIN-ROLEHEIR % £ > — DB/ = D FIEE E4745 = LW TE £ 4, 2oV Tid, =+
2 — /LN T (1623—20) 2R LTI E N,

1. A A=a—nbkEERL£3, [System] > [Users & Roles] > [User Management] O JIE |21
L/ i ‘aAO

2. [Add] 27V v 7 LET,
. H LWV a— =Dk, &4, BEFA—NLT FLA, BLOa—F—4E2 AN LET,
T A—/LT KL AL, ApacheEmailValidator 7 7 A TEFR SN BIRICHEIL L TWDLERH D £,
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4. [RoleList] T. SUPER-ADMIN-ROLE, NETWORK-ADMIN-ROLE, & 7-|% OBSERVER-ROLE D\ i/ m—)1
ZIRRLET,

5. X2ATU—FR&ZANL, fERBLET,
6. [Save] #27 UV v 7 LET,

Catalyst Center (Z351) 5 = —HF —D 7 135 ¢ OFFEITET 515 H,
D= =T u T [ IRETEETN, 2P —LIIRETETEEA,

SUPER-ADMIN-ROLE #£[R % Ff > —F DL N Z O FINEE LTI H Z LN TE £, FFMc VTR, =—
2 —/LZoOWNT (162%—) 2L T 7E X0,

-

AL A 2R EEIR L E T, [System] > [Users & Roles] > [User Management] DJIE|Z 541
[_/i ‘j—o

WET A 2—F—DRCh AT arRE 27 v 7 LET,
[Edit] 227V v 27 LET,
MBS U T, W, BFERITEASFA—NT RUAZRELET,

[Role List] T, #ZIZ U TH L e —/L ([SUPER-ADMIN-ROLE], [NETWORK-ADMIN-ROLE], 721X
[OBSERVER-ROLE]) %R L F£9,

6. [Savel #27 UV v 7 LET,

LA I

Catalyst Center € —H —DOHIERIZEE T 2 [F i,

SUPER-ADMIN-ROLE #£R % FF > —HF ODHN Z O FINAZFE(TTH 2 ENTEE T, sl >V TE, =—
7 —/LZONT (1628—2) 2L TLEE W,

-

AL A= 2= DR EREIN L £, [System] > [Users & Roles] > [User Management] D JIE|Z 541
LET,

. HIBR T =Y —DRiich AT arRE BT Y v LET,
. [Deletel 227V v 7 LET,

. MR 7 a7 ¢, [Continue] 27 VU v 7 L7,

W N

H
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Catalyst Center D/R AT — KR Y > —{ZHOW T LE9,

Catalyst Center 27 7' A L7zbH, LAFDO/NRAT— RRY —DEMZ R L ET,

Catalyst Center
oty va TR HHOT A HONRAT — RRY —IZOW TR LET,

e maglev 1 — Y —B L OEFHEA—/R—a2—HF—DFT 7 /)L bR T — KL, P@ssword9 T,
#& T Catalyst Center GUI [Z 2 7' A 5 & BEHFA—R—a—P—ORXAV—RNEERETH LT
RKOLNET,

o =W —DNRAY— FELET L), HilLVLa—P—2RETLH581F, CO2—P =D/ 27— )3
BUWERCHERLL TWA Z & 2R LE T,

Catalyst Center
ZOkv7varTE YATLAT v L— RREONRAY — ROEEIZOW T L £,
o LIRID/X— 3 D CatalystCenter TERE SN2 —NL_X—RA 77t X a2 ba—/b (RBAC) =——
1. Bl &R & BAED/ XA T — RZ&{#i[f] L T Catalyst Center 2.3.7.9 LIf&ic a2 /' A o CT&x £,

22X TTIAT U AEN—=TY 3223760523717y ST L —RLizELET, TFT
AT VANST—HENNy 7T v 7 LE Lz, £D%, Catalyst Center 2.3.7.11 31 > A b—1 XN T
WDBMDT TTAT LRIy 7T v T Ty A NVEEILLE Lz, BEFORBAC = —H—(X, BIfEDO/X
2AT—REEHALTr A o TxET,

o S F D RRT— REEES B, LV RBAC 2 F— AT HHAL, 02— F—Ds5%
D — AV LV BRI LT B - L B R LT

B LWSZAY — RS2 T BN B HBEEICHONTIEL, XA T— REfE (164—2) | LT
S,

Catalyst Center /XA U — RELIRIZ DWW TR L £ 7,
Catalyst Center 2.3.7.11 DA TR E L7z —HF— 82U — FiE, ROBLEZGEZ L TWALENH Y £,
I L FULTHINERDDZ &,
e DI B LB IODAT AV DUFEEGLZ L,
e RKXFDA~Z
o NIFDa~z
o H7 (0~9)
o FekICF (B 1. S, #72 L)

o LMD QWERTY & —/R— N E TS 53072 4 UL L@ ERNT &

72 & 2%, 59Asdfpi! iE. a. s, d. BEOEfOXFRER L TEHEENTWDLD, AR AT—
FTiEh v A,

e T D a—Y—RIZHLOERT HXFa 2 LFULEERN &,
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EEDEFHEDOEERBIHRLZ LR &,

o FENIHFHIZIESS 7L —XEEFE RN &,

s )

B =

8 EDRRDNAT — R L7cRICOR, UHIONZAT— FEeBMHATE 7,

A= —RRAT— KDY ¥ v MIEET HIEHR,
BOa2—F =D AT —RKE2 )y N TEET,
X2 VT 4 EOEBENS, XRAU—RIEHELED, POa—VP I L THFRRINERA,

SUPER-ADMIN-ROLE ¥R & FF > —H DAHN Z D FINEE EITTDHZ ENTEET, FFO VT, =—
12— /LN T (1623%—30) 2R LTI EN,

1. A A=a2—nbkEERL£3, [System] > [Users & Roles] > [User Management] O JIE 2R
L/ i j‘o

NRAT—RZVty htda—P—Dichr A 7varRy 270 v LET,
[More Actions] Kz v 7% 7 U A 5, [ResetPassword] #72 U v 27 LE7,
NRAT—=REAL, HERLET,

[Save] #27 U v 7 LET,

LA I

HEOa2—HP— 827 — ROEFIZET 5,

SUPER-ADMIN-ROLE#E[R ZFf o2 —HF DAN Z O FIEEZ EfT7+ 5 2 N TE 4, FcH>VWTix, T=2—
P — LI DN T] LT TEEN,

1. A4 A=a—nbkEERLET, [System]>[Users & Roles] > [Change Password] DJIEIZ 7 VU v~
7 LET,

2. W7 4=V RIZIEHRZE AT LET,
3. [Update] #27 VU v 7 LET,
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BEHEMERZ L TCO2—F— "2 T — ROEFIZET 5 1EH,
WOFNATIX, FEEHRLR L CRRAY— REEET 5 HEICOWTHRALET,

1. A LEMT, #r&nza—¥—4%27 Y v 7 L. [My Profile and Settings] > [My Account] DJIE |25
WLET,

2. [Password] 7 . —/L K C. [Update Password] 227 U v 7 L&,

3. [Update Password] %1 7 12 73R v 7 ZATH LVWWIAT—RKZ AL, HLUVWSAT— REZMER L £,

4. [Update] #7 V v 7 LET,

BOHER2WRZRT— R0V ¥y MBS 51,

WAV —FRzeshlGaid, CUZEH L TSRV —FR&2 )y hTEET,

4 N\

B =

X2 VT 4 (LT D=0, — T ~DT 7 & AT Catalyst Center THELNIZ 72 > TV EF, Shell
A RADT 7 BARFIREIND Z LT, 22— P —3HBEL DA RN —TFT 4 VTV AT LT 7 A
WY ART BT 7 EARATERL RV ES, ZHICEY, EHEOUV R PEBINET, Z0k7 v
VDo REFEITT A1, Cisco TAC 12 L TR — h v = VT 7B AZTR L TL7ZX
AN

1. VAT ALTEDZ—F=PDERINTNENE I DEHERET DITE. ROa~vr REATTLET,
magctl user display <username>

Zoawr Rt XRAT—FRE Uy A TEAT U MEERLET, TR0 X5
2720 £,

User admin present in tenant TNTO0 (where TNTO is the tenant-name)
2. "RAU—=F&ZV Yy LI, ROa~vr FeTFr MMz AT LET,
magctl user password update <username> <tenant-name>

HLWANRT—FR2 AT LHEITROONET,

3. BLWARRT—REASLET,
R DTZDIZH LSRR — REHFANTDHELIRODOLNET,
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4. HrLWRAT—RKEASHLET,
RNRAT—=FRUEy h&h, HLWIAT— REH LT Catalyst Center (22 7' > T& £,

FFiE O Catalyst Center fRE~D 12— —7 7 ¥ A ZFF A L2 ITHIRT DA Z b — LV E2ERT DH, =—/b
NR—=2D7T 7 & A OB EIZET D 1.

Catalyst Center |3, 2 —/LX—X 77X 2> fr—/,L (RBAC) ZH KR —hrLTWVWET, JFUTLD,
SUPER-ADMIN-ROLE }ERR % £f-> 2 ——|%, %FE D Catalyst Center fEAE L A b ~D 22—V —T 7 & X &3
AlETITHIRT DI AZ L — L EZERTEET,

HAZ Lo —LEERL, EXLI-o—la—F—2E 0 Y TES,

SUPER-ADMIN-ROLE #[R 2 FF D2 —HF DHN Z DFIEZETTHZ LN TEET,

1. W AZ o —LEEHLET,
a) A A= a—nbREERLET, [System] > [Users & Roles] > [Role Based Access Control]
DIEIZEIN L F T,

b) [CreateaNewRole] %2 U v 27 L,

c) ZAUDWEY ¢+ RUNRHWES, [Let'sdoit] 227V v 7 LT, V—/ 7o—|lHEHEBEL 7,

d) [CreateaNewRole] 7 > Ry Tr—A4 &2 ANET, KIZ, [Next] 27V 7 LET,

e) [Definethe Access] 7 + > KU CHMOEREIZHILT B [P] T A 2> %227 Y » 7 LT, BE#EMTHNT
WHHRERFOR L E T,

f) THENOEREDHENR L ~UL &2 ML) U C [Deny]. [Read]. 7213 [Write] (2% @€ L £9°, [Next] &
7V w7 LET,

REREDMEIR L~ % [Deny] ICERET H &, 20—/ ZE 0 4 THnza—F — 38T DR
GUI TEIRTE 22 ¥,

KSREIC DWW TIE, HERR SN DHER L~V O EE LEX T 5 & IKIFBEEEDHEIR L~V LEN & 7R
TG A 2 — U [Summary] 7 ¢ v R IR R SIET,

g) WEGXELMR LET, ZETHIIE, [Edit) 22V v 7 LET,
h) [CreateRole] #7 U v L ¥,

2. B L7 A X b — il —H—%2E ) 4T3z, [Users & Roles] > [User Management](Z 75
LiTO

o WHFEDA—Y—ITHAZ L —N&EID JTHITIE, ROFIEEZFIATLET,

a. [UserManagement] 7 ¢t > KU T, HAX 2u— L &2E ) B TCHZ—Y —ZRGTHAL T a R
o7y L, WRIZEdit) 22 Y v 27 LET,

b. [Update Internal User] A A KA > ~<A > T, [Roles] kv 77X VA 2 U w7 L, HAX
Au—LERIRLE7,

c. [Savel #7 Vv 7 LET,

o Tl —W—IZh AX L — L &E) ¥ THITIE, ROFIEEZFLTLET,
a. [User Management] 7 + > K¢, [Add] %27 U v 27 LET,
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b. [Create Internal User] 27 A KA A T, W, 4. BLRa2—V—LE2 AN LET,
c. [Role] ke vy 7 H# o U R ImBHAF Lu—)LEERLET,

d. HrLWAZT—=FEZ AL, HROTZODITHEANLET,

e. [Save] 7V v 7 LET,

3. WHENT 7B AMERETH L CWAHRIC 7oA LW =841E, CatalystCenter 25 77w hLE
T, FOH%, BEa A L THLWHERA®ET L7,

Catalyst Center

Catalyst Center TOx—H—11 — L{ERZ —EF R L ET,

6 : Catalyst Center

HeE

FToa7I30R

T=HU T

Qlll
i

Bl

Xy NU—7 D6 LM & TR L -
(LT B LY —E R L a2 T
ihj‘o

BIED NS TNy a—FT 4 o 7 EE, 7
Q7T 4T Fy NI =T =R Y
J. BEOA Ry NU—T 500 B
nNaoA YA MZEY, 2y NU—7DIE
WHEOE'E=4 ) T EEEEITWET,

ZOou— /L TCIIRD Z & NAIRETT,
o MM, 7 u—X 8,

o MMM = Y (MRE) O U—27 7
7 —DEAT,

e N REA YA FDGHT,

e NARL—R, BrH—F v aR—
N, REEHELR EORBEDO N T 7L
Va—=T 4T,

o N IEF K T Cisco Advanced Wireless
Intrusion Prevention System (aWIPS) &
U—2r77u—0DFET, ZhbDT—7
7u—{ZiX, APFFRTU A k| R —
ZFAY 2 k. aWIPS 72 7 7 A L DAE
B, aWIPS 7’17 7 A )L DOE| Y 4 T7p
EmEENET,

MEOBRE L EHEITOET, Xy hU—
J.I7FAT b, BLOT Y F—g
VOEFHEOLEWEEZFH L ET,

IRTF L RE D HE RAEPR R

o [Network Management] > [Hierarchy] :
[Read]

o [Network Management] > [Inventory] :
[Read]

o [Network Design] > [Profiles and Settings] :
[Read]

o [Utilities] > [Machine Reasoner] : [Read]
o [Utilities] > [Reports] : [Read]
o [Utilities] > [App Hosting] : [Read]

o [Utilities] > [Command Runner] : [Read]

o [Assurance] > [Monitoring] : [Read]

o [Network Management] > [Hierarchy] :
[Read]

o [Network Management] > [Inventory] :
[Read]

o [Utilities] > [App Hosting] : [Read]
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HeRE

A
Ta4T

aBA

oY —T XA NOIEREEEAITOET,
TIAT VDRI TN a—T T D
ODE T ROTH LYy R
Ty bR TFry ATV V= bRy
TF ) ATV a—)LLET,
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IRTF L RE D #E RAEIR R

o [Assurance] > [Monitoring] : [Read]
o [Assurance] > [Troubleshooting] : [Write]

o [Network Provision] > [Device Provision] :
[Write]

o [Network Management] > [Hierarchy] :
[Read]

o [Network Management] > [Inventory] :
[Read]

o [Network Design] > [Profiles and Settings] :
[Read]

o [Utilities] > [Machine Reasoner] : [Read]
o [Utilities] > [App Hosting] : [Read]

o [Utilities] > [Command Runner] : [Read]

Cisco Catalyst Center | Updated May 5, 2026



| == —DEHL | 170

HeRE Bl IRTF L RE D #E RAEIR R

PLaRA%RE TR ARRERA TV RR—AD T — 7 -
Tu—, T—HXZH, B, BLOY—FK
NR—TF /T TV r— g v OiEIER
TEXDA—TF 7Ty N7 H— A,

( )

B =

Z OHEBR % [Read] <° [Write] (Z5% & L T\
L6, A NaENICSH D GErmr—
SNV) T I RAITA—TITEY B TEH
LIXTEERA,

(& J

ARSI T A Xy PT—TBIOVAT LA DI o [System] > [System Settings] : [Read]
7 Fa v FVTNEA LOBMERRLET, EE
HEZRELET,

4 2\

R i

ITSM 235% 5E O I ER M & 4 & e S
TWAEAIL, = DR % [Write] 12 3% &
TALENDY 7,

|\ J

ITSM ITSM & FH O FRIEE EF A3 RV E R o [Extensions] > [Intent API] : [Write]
ELTT 77 4 7L LET,
( N\

B =

Z OHERR % [Read] <2 [Write] (Z5% & L T\
%6, A MEHNICH D FErm—
V) TIRATN—TIZEV Y TEH D
LIITEEEA,

g J

A7 APl RESTAPIZ/r L CHRIGICT 7 EALET, -

Y RT—HF Fo b= TaTrANNERETERL -

Hi 9., 77— bEEHELES, Y7 b
TxT AR URS M) EZEHFLET,
A FBLORYy NT—F T3 1 ZA5EH
TAEEDDOIA T LAY TEB/ELE

R
a7y AnE AAA, NTP, DHCP 72 ¥ DHA hafkd x> e [Network Management] > [Hierarchy] :
BRI N —UREEEHLET, TLARUE [Read]

Ia 7 A NVEEBRLET,
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TJAY L ATy
>

*YhI—UE
b3

R

BT

A _X R

TFA A

Py U= 4
NG

2y bID—HE

SRBA
TJAYL ARy NU—=F Ak LT, U
A XYL ATy TERELET,

Ty bU—=7 2R L TEELET,

R k=2 EOB LTS R BRI L
ij—o

WA RPFICESW T ) 7, BT 4 -
Y. 7aToOxry hU— 7 BEEEER L
FT, ZOu—/ZiE, CMXY— R—DF%
EbaEnEd,

X NI =7 EOT A ZAEBIMN, FH,
EFHIBRLE T, TS A EtEEEE
L. 2y hU—7 PR LRBRELTERB
JOEHLET,

VTN 2T EERCR Y NT— T EEDT
A AFRRIE 2T T AT AT
THEHREEHELET,

Ty hU =7 BIEOREEZHKL T, *y -
NI —=2 T NA R EE=2 ) T LE
D

( )

B =

Z DOMHERRTE v b % [Read] =<2 [Write] 12 5% &
LTCWBHA, A NN GE7u—
IV) TIRARATN—FIZED Y TH D
LIETEERA,

& J

Fy NI T RA AEEHBIOA VT -
FUALET,
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IRTF L RE D #E RAEIR R

o [Network Management] > [Hierarchy] :
[Write]

o [Network Management] > [Inventory] :
[Write]

« [Network Design] > [Profiles and Settings] :
[Write]

o [Assurance] > [Monitoring] : [Read]

o [Network Management] > [Hierarchy] :
[Write]

o [Network Management] > [Inventory] :
[Write]

o [Network Design] > [Profiles and Settings] :
[Read]

o [Network Management] > [Hierarchy] :
[Read]

o [Network Design] > [Profiles and Settings] :
[Read]

o [Assurance] > [Monitoring] : [Read]
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oV TITAT v
A

LAN & H @)1k

VA A/AEVa v
LA

RMA

SWIM

v bD—H F
oE a=>4y

aBA

TNRAADAL T TAT U AET U NET
N ROEREZE=21) 7 LE9, Cisco
Field Notice ZZH. L, EoX AT — X A% %
RLET,

LAN HEfkick 2%y hU—2 7 v
vaz=r,

LT A A2 HEICA L R—FLT
A MZEID YT, YA FNEAORTEICHE
DNWTRELET,

Ty MU= NOHIE L T2T /8 R % 55
Lij‘o

VI T 2T ARA—VEEBRLUET, Y
BXWMEEOR Y NU—0 20T 4T 4 %
EEHLET,

Xy NI =T F R AORE, T 7 -
L—FK, 7rteva=r7. BLOEHS
fTWET,
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IRTF L RE D #E RAEIR R

o [Network Management] > [Hierarchy] :
[Read]

o [Network Management] > [Network-wide
Settings] : [Read]

o [Security] > [Security Advisory] : [Read]

o [Network Operations] > [SWIM] : [Read]

o [Network Management] > [Hierarchy] :
[Read]

o [Network Management] > [Network-wide
Settings] : [Read]

o [Network Management] > [Inventory] :
[Read]

o [Network Design] > [Profiles and Settings] :
[Read]
o [Network Management] > [Hierarchy] :

[Read]

o [Network Management] > [Network-wide
Settings] : [Read]

o [Network Management] > [Inventory] :
[Read]

o [Network Design] > [Profiles and Settings] :
[Read]

o [Network Management] > [Hierarchy] :
[Read]

o [Network Management] > [License] : [Read)]

o [Network Management] > [Inventory] :
[Read]

o [Network Operations] > [Plug and Play] :
[Write]

o [Network Operations] > [SWIM] : [Write]
o [Network Management] > [Hierarchy] :
[Read]

o [Network Management] > [Inventory] :
[Read]
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aBA

A NEFHOREE Ry NT—7I1ZxF LT
WESNZARY U—%H L TT A 2%
TurbEva=rrLET, 20—l
X, 7V =y a R —, T

r—varyORfitE, 77 R A R
WN, %y hU—2 [T 7TV r—arTL
AR, BX2 U T b —ERADA,

Stealthwatch, 35 X Uf Cisco Umbrella 7' 12 £
Vazmr I BREENET,
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IRTF L RE D #E RAEIR R

o [Network Management] > [Hierarchy] :
[Read]

o [Network Management] > [Inventory] :
[Read]

« [Network Design] > [Profiles and Settings] :
[Read]

o [Network Design] > [Template] : [Write]

o [Network Operations] > [Plug and Play] :
[Write]

o [Network Operations] > [Compliance] :
[Read]

o [Utilities] > [Command Runner] : [Write]

o [System] > [System Settings] : [Read]
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SD-Access

aBA

TRy NT—0 = AT Hy FRY
V—. BLXOEOMDFR Y b T — 7 BED
BREEEHELET,

B =

Z DR v % [Write] lIZ3%E LTV 5
e, A FEEN GEZu—n) 7
TR ATN—FIEY B THZ LT
8 A,

SD-Access 7 7 7V v 7 BERE, BH., B
=2V T LET,

( 3\

& J
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IRTF L RE D #E RAEIR R

o [Network Management] > [Hierarchy] :
[Read]

o [Network Management] > [Inventory] :
[Read]

o [Network Management] > [Discovery] :
[Read]

o [Network Management] > [Network-wide
Settings] : [Read]

o [Network Provision] > [Device Provision] :
[Write]

o [Network Design] > [Template] : [Write]

o [Network Operations] > [Plug and Play] :
[Write]

o [Network Operations] > [Network-wide
Config] : [Read]

o [Policy] > [Group-based Policy] : [Read]

o [Network Operations] > [LAN Automation] :
[Read]

o [Network Operations] > [SWIM] : [Read]

o [Network Operations] > [Compliance] :
[Read]

o [Network Design] > [Profiles and Settings] :
[Read]

o [Utilities] > [Event Viewer] : [Read]
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Hae i BA RIFRERED HESRMER 32 5E
Ry o— WO YR AL T MRS ARY -
U—HERELTCEHLET,
4 N\

B =

Z OWERRE » k% [Read] X2 [Write] (2 5% &
LTCWAEE, 1 bR GE7u—
PNV T IOERATNL—FIZEIN B TED
LIITEERA,

& J

TV —a QOSHKRY —HFHLT, xv FU—271U e [Network Management] > [Hierarchy] :

VIR L— V= R ENRANAHH L £, [Read]
o [Network Management] > [Inventory] :
[Read]

o [Network Design] > [Profiles and Settings] :
[Read]

o [Network Operations] > [Compliance] :
[Read]

o [Utilities] > [Command Runner] : [Write]

o [System] > [System Settings] : [Read]
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IP_—20D7 7
b A il

=l

[ =g/

AIER LT aWIPS

Bl

Iy NI—I DT AT =g Ty
Y AHEHEZ @RS D 7 —T_R—AR
V—HEHELET,

( 3\

B =

Z DR v % [Write] lIZ3%E LTV 5
e, A FEFHAN GEZa—n) 7
TR ATN—FIEY B THZ LT
8 A,

& J

Py hT—=IDRVT AT — 9 U EwEA
TBIPR—RDT 7 AT A N EEH
L/\ijqo

4 2\

R i

Z OB v k& [Write] IC3RE L TV 5
e, A b GEZa— ) T
JERAITN—TIZEN B THZ EIETE
FHA,

- J

Xy NI =7 DX aTRT I AEE
BB LU L £,

UE7ZIZAPIZ LT, AT AL, Ry b
T—7 T3, A, BIOREIIMZ 6=
EBREOO T E2FRRLET,

v hU—27 OARIER X NaWIPS & % &
:& U Vﬁbi‘j‘o
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IRTF L RE D #E RAEIR R

o [Network Management] > [Hierarchy] :
[Read]

o [Network Management] > [Inventory] :
[Read]

o [Network Provision] > [Device Provision] :
[Write]

o [Assurance] > [Monitoring] : [Read]
o [Assurance] > [Troubleshooting] : [Read]

o [Network Design] > [Profiles and Settings] :
[Write]

o [Security] > [Audit Log] : [Write]
o [System] > [System Settings] : [Read]
o [Utilities] > [Reports] : [Write]
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HeRE

X2 U747
RoSA B

Stealthwatch

Umbrella

Bl

Iy NI—7 %A%y LT, vAIDE
X2 VT 4T RAALPYZRELET, &
SN TWoEXa 747 RAALHF YT
Ry b U= T D TR B B 1R
ZHERTE T,

( 3\

B =

Z OB v - & [Write] ISERE L TW5
e, A FEFHAN GEZa—n 1) 7
TR AT N—FIEY B THZ LT
8 A,

|\ J

BEbESNITZ N T 7 4 v 7 ICEENDEE
LRH LT TE D X HIcT 57201,
F v U — 27 #FE)> 5 Cisco Stealthwatch (2
TR ERETDHLEIICERELET,

( )

B i

ZOHERE v k& [Write] IC3RE L TV 5
e, A b GEZa— ) T
JERAITN—TIZEY B THZ EIETE
FHA,

- J

TAN—t X2 U T ¢ OFBITKT 25 Al
FROBHEIR E LT, Xy hU—27 HHET
CiscoUmbrella {7 5 K5I EL E
R

( )

B =

Z DOMHERRE v k& [Write] ICFRE L TW 5
e, A NN GEZa— ) 7
TEATN—TITHY B THI LILTE
A,

g J

REHE, Xy hT—T 8, Y7 hUx
TT T L= RigEO—tEREETL
£7,

| 2— % —DEH | 177

IRTF L RE D #E RAEIR R

o [Network Management] > [Hierarchy] :
[Read]

o [Network Management] > [Inventory] :
[Read]

o [Network Management] > [Hierarchy] :
[Read]

o [Network Management] > [Inventory] :
[Read]

o [Network Design] > [Profiles and Settings] :
[Write]

o [Network Provision] > [Device Provision] :
[Write]

o [System] > [System Settings] : [Read]
o [System] > [System Administration] : [Read)]
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HRE
VAT LNEH
AT NERIE

A—T4)T4

TV r—a
VIRAT 4T

Bl

HA, T4 F2AZ ) B RY . RNy T7 v 7k
TWNETR Y, a7 VAT LAOE R
%@ L/i‘d‘o

( )

B =

ZDOMERRTE v - & [Write] ISERE L TW5
e, A FEFHAN GEZa—n) 7
TR ATN—FIEY B THZ LT
8 A,

& J

AT VAT LD EEEBRLET, Z
D —Zi, BEVERGE, ERE. T
Noyrdas FLARNIE VAT LD
EULA. IPAM, 5 —X 7T > R 73 —Lh, ¥
AaDI LTy, AR—RThy
F, Z~— kI A %, SSM #keE—
K. T34 20 EULADN G L E T,

Zowr—/ZiE, GEAEEEICEEE T D
BHaFEILTWET,

Zoun—nLEFRATHE, v AR T
Ly U= % BEITH T D% EN A NI
0 FET,

4 2\

B =

ZOHERE v k& [Write] ISR E L TV 5
e, A b GEZa—) T
AT N—FIZE DY TAHZ LILTE
FHA,

Fw U — 7 OFEFICESL @O o —
T4 VT4 BERALET,
TNA ATHEITEND I N=a T

FR=ZAOT IV r—a v ERER, B
B BIOE=4V 7 LET,

- J

| === | 178

IRTF L RE D #E RAEIR R

o [System] > [System Settings] : [Write]
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HeRE &5 BA IRTEPERE D HESRIERER E
Bonjour Fv NT—=IBKTRY —_R—=ADH— -

AR A AT H 72912, Wide-Area

Bonjour #—t 2 Zf H L £,

( )

B =

ZDOMERRTE v - & [Write] ISERE L TW5
e, A AN GEZe—21) 7
TR ATN—FIEY B THZ LT

EJ VR
~ J
av R TNAADFFTar 7 4 X¥ab—a % e [Network Management] > [Inventory] :
7= FRLET, [Read]
ARV b Ea— FITAYa—T 4V TDEDIT A A -
7 BLIOIIFAT Y Ry haERLE
j‘o
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HeRE Bl IRTF L RE D #E RAEIR R

BEABHE VAaANFHORBERNR T BT 57 e [Network Management] > [Inventory] :
Ity hNI—27 %A%y L, V—20 7 [Read]
n—%2FEHLTRxy NT—7 EOXFEE ,
FePIRES RS T m— h LT . Egetv;]ork Management] > [Hierarchy] :
ea

Ve

B =

Z DR v % [Write] lIZ3%E LTV 5
e, A RN GEZa—) 7
TR ATN—FIEY B THZ LT
8 A,

|\ J

JE—RFAS T RAOPR— MUEEENEEGR R b -
ADHF A= R V=0 FNRA AEYE— R TRT T
Va—bhTEDHLICLET,

4 2\

R i

ZOHERE v k& [Write] IC3RE L TV 5
e, A b GEZa— ) T
JERAITN—TIZEN B THZ EIETE
FHA,

- J

LAR— b HHIEEINZVR—T 4 T T — -
FEERLT, 2y hU—7DHBPDHS
FHZOWNWTDOLR— FE2ERKRLET,

0— /)L _N—2 T A 3 ha—)LiEEOFRRICET D 1ER,

HA—P—o— B L TV o 2— P —DRERTHIE2FRTEES, FIALF LT, BRI —
NafEoa—P—DY A aRRTHILHETEET,

1. AV A=a2—0bkEZEIRL 7, [System] > [Users & Roles] > [Role Based Access Control] ®
JIELZ IR L £,

FIFNL DT RTOZ—HF—a— L HRAZ LT — U RFERINET,

2, Ha—P—u— TN ToF L) v THE ZOR— N EFFOZ—F—D U X P RFIRSINE
R
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BEDODRy NI—0 %A NZa—F—T 7B AZHRT DT 7 AT N—T%EFRT D HIEIZOWTHLA
LiTO

CatalystCenter|X, ¥4 h_X—2DBE— VX=X T 7¥ERX a2 a—/L (SRBAC) ZHHK— L EJ, SRBAC
AT LE BEDRY NU—I WA h~DT 7225 HIBTEHT7 7 AT N—T e T %4, 7
JRATN—=TFr— YA FOMABEDLETY, A MITr— Yo FNEZITRFEDY A FOW
PTNNTT, WOTH 12D EDT 7 AT N—T1u A TEEd,

Catalyst Center 1Z, ROT 74NV v T 7B AT N—T %W R —F L THET,
o [NW-ADMIN_Global] : NW-ADMIN = — /L ~D 7 a— )T 78 AHOT 78R 7 N—7
o [OBSERVER_Global] : OBSERVER &2 — /L ~D V' a0 — )T 72 AHDT 72 A7 V—"7F
o [SUPER-ADMIN_Global] : SUPER-ADMIN & — /L~ 7 a— )L T 72 ZAHDOT 78 A7 V—7

ZOFEEFEHALC, TI7B8AITN—TE2EHE L, TOT 7B AITN—FIZa—F—2E Y ¥ CTE4, 22—
P—IEBE DT 7 AT N—TEE YL TEHZ L TEET,

1. 77 BRI N—T5EHLET,

a) A A= a—nbREERLET, [System > Users & Roles > Access Group],
b) [Create Access Group] 27 V) v 7 LT, HLWT7 7 A7 V—T%AER LET,
c) [Create Your Access Group] 7 1 > N U T, kDIEHREATILET,

e[Name]: 77 ¥ A/ NV —T D—EDOLHEIZ AT LET,
e [Role] : FIHFAIEEY A R b — LA RINL 77,
e [Scope] : V1 M AN L 9,

( N\
R =

Mo —PF—iF, T — NP EHESOT 74N NOT IR L—TF I v B T ENE
T, ZOF TV a U F, AT —VF—lZiFTEH SR ER A,

\

d) [Next] %2 V v 27 L. [Summary] 7 (> R7TT7 7 AT N—F O 2R LET,
e) [Create Access Group] =7 UV v 7 LE7,

KIh A~ — T, [Backto Access Group] UV > 7 %27 U v~ L. [Access Group] 7 1 > K
BT LB SN T 7 8 A0 —F 2 FR LET,

f) 772827 N—T2HETHICE, 778 ATNL—T%ER LT, [EditAccess Group] %7V v 7
LET,

TIRATN—TDATA KA XA T, B—VEEIH A MEEERE L, [Save]l 227 U v 7
LET,

2. FRLTET 7 BRI V=T Za—P—%2E Y ¥ T5HiZlE, [Users & Roles > User Management] (27
#;LET,

o MFDA—Y—IZT 7 ¥ AT N—T%E B THITT, ROFIREZFTLET,
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a. [User Management] 7 > KU T, 778 AITN—T%%E0) B ChH2—F—IZxfIndT D47
aviRgrE7 Yy L, KRICEdit| 227U v 27 LET,

b. [Update InternalUser] 2 7 1 KA X1 T, [AccessGroup] K27 X URA K &7 v
JL, TI7RATN—T%ERLET,

c. [Savel 27 V v 7 LFET,

o TV RATN=THFH L= =TI B THITIE, ROFIEZFATLET,
a. [User Management] 7 + > Ko C, [Add] =27 U v 7 LET,
b. [Create Internal User] 27 A KA A T, W, 4. BLRa2—V—LE2 AN LET,
c. [Access Group] Fa v 77X T U A NT, T7RBAZNL—7%28K L F7,
d. HrLWAZT—=FEZ AL, HROTZODITHEANLET,
e. [Save] 7V v 7 LET,

3ODERRDT IV VAT N—TEAER L, ZNOEH LONER2—V—1Z8 Y ¥ CTHHEEZRLET,

OV IR — AT, 3ODREBT VAT N—TEER L. FNLEH LV —F—
User1 (2810 ¥ ThHHEEZRLET,

1—H—4% THOERTIL—T

User1 AG1. AG2. AG3

THORART)IL— BO—)L i | HlL:l

i

AG1 Custom-role 1 Ja—s3L 7 — /L Custom-role1 ~® 7' o —/\)L7 7 & A& 7]
LET,

AG2 Custom-role2 IN-BGL N Ha—Y A kdr—/L Custom-role2 ~D7T 7
BRAEFHFAILET,

AG3 Custom-role3 US-SJ Y ) BV A kD —)L Custom-role3 ~DT 7 & A
AR LET,

SUPER-ADMIN-ROLE R Z FF D2 —HF DLW Z DO FIHEZFITTHZ N TEET,

1. 7 A% Lva— L Custom-rolel1. Custom-role2. Custom-role3] # E&H L £,

a) A Ama—HREERIRLE T, [System] > [Users & Roles] > [Role Based Access Control]
DIRIZER L ET,
b) [CreateaNewRole] #27 VU v 7 L9,
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c) ZAZOWEY 1 FURAWEZS, [Let'sdoit] 227V v/ LT, V=7 7 —|JE#EBE L
B

d) [CreateaNewRole] 7 ¢ > R Tu— 4% AL, [Next| Z27 Vv 7 LE1,

e) [Define the Access] 7 + > R CHRIDOIEREIZKHILT B [P] T A 2> %227 Y » 7 LT, BE#EMTHENT
WHBREAR TR L E T,

f) FHENOREREDHER L ~UL 2 LEE I U T [Deny], [Read]. 7213 [Write] (5% @& L £9, [Next] %
707 LET,

BEBEDMEIR L~ L% [Deny] ICRET D E. 20— EED YT HN-—F— 3354 T S HRE
GUI TR TX7e< 2 £,

RAFFEREIC DWW TR, HERS N DR L NARES EEXTDH L EXRERTEEA vE—UN
[Summary] 7 ¢ > FolCFERENET,

g) MEGRELMR LET, LT HIZIE, [Edit) 22V v 7 LET,

h) [CreateRole] %2 V v 27 L £,

. T BATNV—T AGT, AG2, BLI U AG3I #ERLE T,

a) AV A= a—NbHLREBERIRLET, [System > Users & Roles > Access Group],

b) [Create Access Group] =7 U v 7 LT, BiLWT 7RI A—T&1ERLET,

c) [Create Your Access Group] 7 1 > R T, kDIE#REATILET,

e[Name]l : 77 B AT N—TDO—EDL4H EZ AT LET,
e [Role] : FIHATHEY A Finba— L Z@IR L £,
e [Scope] : 1 AR L £,

d) [Next{ Z#27V v 7 L., [Summary] V 1> RUTT 7RI N—TDOHEREHRLET,
e) [Create Access Group] 7 UV v 7 LF7,

&K A v ¥— T, [Back to Access Group] UV > 27 %2 U v 7 LT, [Access Group] 7 > KU
T LB ST 2 B AN — T RRm LET,

f) 70%RITN—T%mETHIZE, T/ BATV—T%EIK LT, [EditAccess Group] =7 U v 7
LET,

TIRATN—=TDATA FA R4 T, m—)LEIV A MEEZHREL. [Save]l 22 U v 7
L\ij—o

. T RATN—T AGI, AG2. AG3 i L\ 2 —H%— UserT |ZEIV 4 TE7,
a) [Users & Roles > User Management] |28 L &7,
b) [User Management] 7 ¢ > KU T, [Add] %27 U v 7 LET,
c) [Create Internal User] A5 A KA A T, Wt &, BIO2—YP—£%E AN LET,
d) [Access Group] K2 v 77X U R Rinh, T BATNL—TZRINL E7,
e) HrLWWAT—RZANL, MEROT-OIZTHEANLET,
f) [Save] #27 V7 LET,

3ODT IR ATN—TEAEK L, I a—V—1CEI0 Y TEHHEERLET,

IOV I Na— AR —ATIL. 3ODT I AT N—T%ERK L. Cisco ISE TYERR S 7= 4o —F—
User-ise |28V 24 CTA HFEEZRLET,
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1—H—4% TOERTIL—T

User-ise AG4. AG5. AG6

FTHOEART)IL— BO—)L i | HL:l

7

AG4 Custom-role4 7 a—s3 )L 7 — /L Custom-roled ~D 7' o —/\)L7 7 ¥ A& FF]
LET,

AG5 Custom-role5 IN-BGL 7 — /L Custom-role5 ~DO N Ha— %A sDT 7
BRAEFHFAILET,

AG6 Custom-role6 Us-SJ & — /L Custom-role6 ~DY% > ) ¥ A bDT 7 & A
FHRLET,

SUPER-ADMIN-ROLE HE[R Z FF > —HF DLW Z DO FIHEZFITTHZ ENTEET,

1. 1 A% v —)L custom-roled. custom-role5, ¥ 5 O8N custom-role6 % € L ¥ 3,

a) A Ama—HREERIRLE T, [System] > [Users & Roles] > [Role Based Access Control]
DIAIZER L ET,
b) [CreateaNewRole] #27 VU v 7 L9,

c) XAV DWEY 4 RUNWL, [Let'sdoit] 227V v 27 LT, V—7 7a—lEHEBEH L E7,

d) [CreateaNewRole] 7 ¢t > R TCu— 4% AL, [Next|] 22V v 27 LET,

e) [Define the Access] 7 + > RV CHIDIEREIZXIGT D [>] 7A 2% 2 U v/ LT, BEEfIF 5T
WHIBEEZ R R L ET,

f) HAIDOHEREDHERR L ~L % [Deny]. [Read]. F7-1% [Write] iZ5%/E L. [Next] 227 U v 27 LE7,
BEREDMEIR L~ /L% [Deny ICFXET D &, ZOr— L Z2E D Y Tonlca—F— 3547 D168
GUI TERRTE <D £,

RIFHERBIC OV T, HEE SN DMER L~ a2 BEE T2 & B A v —U70 [Summary] 7 1
RIZERRINET,

g) MR EAMEE LET, BET LI, [Edit) 227 U v LET,
h) [CreateRole] #7 U »~ 7 L &7,

2. TV BRITN—TAG4. AG5. BLONAGE #EF L F T,
a) A A=a—PLREERLET, [System > Users & Roles > Access Group],
b) [Create Access Groupl 27V v 7 LT, HiLWT 7 v AT N—T 5Bk LT,
c) [Create Your Access Group] 7 1 > KU T, RDOIEHREZ AT LET,

e[Name]: 7 7 €A NV —TD—EDL4FIZ AT LET,
e [Role] : FIHFREY A hrbr— /LA @EIRL £97,
e [Scope] : 1 FEEEA IR L £,

d) [Next] %2V v 27 L. [Summary] 7 (> R7TT7 7 AT N—F O 2 MR LET,
e) [Create Access Group] =7 UV v 7 LE7,
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A »t—C, [Backto Access Group] UV > 27 %7 U >~ 2 LT, [Access Group] 7 1 ' KT
WHLLERENTE=T 282 TN —T%FRF LET,

f) 778 R I N—TEWHET DT, T/ BRI N—T %R LT, [EditAccess Group] %27V v 7

Lij‘o
TIRATINVN—=TDATA RA AT, m—LE13Y A FEEARE L, [Save] 227 U v 7
Lij‘o

3. CiscoISE " —X—TT7 7 v A7 L —7 AG4, AGS. BLXWVAGEZ#EFEL. FOT I VAT IN—T %I
o—W— User-ise (20 4 TE9,

PRI DWW TIE, AMTRRREDORRE (192—2) 2L T &V,

Catalyst Center  SRBAC

SRBAC!Z }:-3< Catalyst Center ¥§fE D)

Catalyst Center OFEEEDENEIX, 727 B A/ N—T THRESNIZ2—Y—a—/L WA ML THRARY £
TO

WD TIE, SRBAC/? Catalyst Center #EAREIC 5- 2 BB A R L £,
7 : SRBAC Catalyst Center

teRE SRBAC D&
U Jant [Discovery job]

eV A ha—P—NF 4 AN Pa TEEKTHE, TDa—
=T VAT N—T LB A "NEET VAT N—T D2—
P—DRICZEDY g THHEzRTEET,

o YA "B —Y—1X, F+V A FEB—Y—IZ L > THEAIC
VERENT=T 4 AN Pa T eFEITTEET,

o RINE NI T/ A1, BRIHEBIG LTz —F =237 2 & A ATHE
BT ACRESRET,

B =

Ve

TIRATN—TY A NEBNEL DD, 2 ND2—F—3EfT
THET A ABINY Vg TORRNERDLBFEND Y £,

.

[Global credentials]

o YA MEBEICL > THERENEOV A UERIZE, TRTOY
A F1—H—HHEARYEFE— R TT I ERATEET,

e OJ A VIEHRERELIFHIRTESDIE, EERAAT I L RIE
EROERE. FLERLEBRAOR—/I—a1—H—IZRonF
ERS
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HERE SRBAC (DE/£
HRiE—=E FINA ZADIEM

o A hax—F—lZ Ko TEMENTZT /A T, A bz—VP—
DT ITRATN—TLZDOBYA NERBT 7 BA T NV—FD1—
P—IZDBFEREINTET,

o B A NBEBT 7 £ AV N—F oo —F—I2 k- TEMER
T AL YA NBIET 7 AT =T O — Y —CFoR
ShEHA,

o FHA M= =D TITFET D7 A Az FIBIMNEZIT
AVR=FLEI LT DL, ZOT A ABFET D L 2RT
TI—=RFERINET, L, FHA MEE2——35] &kt
EA N NIRADTNA 2R TR TE LA,

[EoX Status]

« [Network Operations > Compliance] ~" & & JALME R & £
A ha—HF—R2Fx v 5B TEXET,

o A ha—W—NEXAF YL EZATVa—LT5L, FOVA
MIBIET DT A AN AF v o ENE T, [Inventory] ~— |2
X, ZOVA MIBEHET 5T 3 2D EoX AT — % ADIHNER
SNET,

o VA h—H—DA . Catalyst Center 75— L~X— D EoX AT —
HALA AT, 22— —ZBEEf T o TVWE A hDOAF ¥
VOMEERERIRSNET,

FROY [Shared custom view layouts]

o TNLL_NDT VB AT N—TDa—F—NhAHX L 2—%1{E
BT bE. HiL_ADT 78 AT NN—TFDa—F—3F N 50
Ea—ll7 7 BATEET, 2L, T~V D7 78 AT )L—
FOa—F—%, LT IR N—TDa—F— |2 ko
TR SN 2—IC T 7 BEATEXEH A,

o —W—iF, HHDOT 7 EAIN—TIZEEMT HERTWET A
ARV S FEBOLEFRRTEET,

Cisco Catalyst Center | Updated May 5, 2026



| == —DEFL| 187

ke SRBAC D%
TSTTF7oR TLA [Method of adding device] [Visibility rules]
TSTF7URT LA EHROBRE HBETRITO2—PF—IZFKRS
nE9,
YA MMIER L%, s
FRA NIT VB AT —T 20—
=BV A NEET 7 RS
N—T =P —ZDOHFRINF
R
TSOF7UoRTLAEERALIET 778 A N —TFa—Y—LEHY
INA ZADFFEM A "B TY /AT — S —

P—lZDBFRENET,
CiSCORY—r7HIUEDLD TRAAREZEMLET 78RS

TN ZADIEM N—Ta—HF—LEHY 1 BT
I A TN —TF a—P— 2 DL
RENET,

[Claim device to a site]

¢ TS FURTLATTNARNYA MR LTERShD L.
ZTOREDTA MERBEZDEH YA MNEBODT7 VLRI I—T1—
P—IZRTENFET,

e TNAADTSITT7URT LA BRIE., T/NAADUBIDT Y+
ATIN—TIZEREL, YA r 79 ERTL—TOFRTHI—
H—IZRTENFT,

e TNARIZEHERTONTNSIRTOEETSITT7 o FTLA
D—270—F. TNAZABNBEREN-HEDH A FEEIZEIY
HToNET,

TSTFUORTLAENLTCTNA R Vv R—T o0 5&h, 1
RNy hyIZEmaEnizgk, T4 ZXDBFDH A FMZEYBTSHATL
BBE. TSUTTF7VRTLADTNARALI—FEHFLWOYA D

siteHierarchyld TE#H . HILWWY A DT IR IL—T1—
HP—IZRRTEINFET,

RMA &4y FT—ODEH o TR AT N—TIZEES T BN TV 22— —%, AAHEIT
FHODIC, BAEDT 78 AT N—T5721X FALL~LDT 7
TATN—TIB L TCNWDBT A Ae~—7 13 fERCTEE£T,

¢ 77TV I T AL AEEEL LTy —7 T 5100, =2—F—n
FOFTRTOXANR—FTNRA ATV EATEXALERH Y FT,

o TP BT, AR E IR R E LT =T DL,
HEFAII L ADT AT N—T Da—F— P T —
7 7u—% Ny H—TxFET,

o T UV AT N—FIZEMTON TS —Y— T, V—F T o—
EAT D a—NLTXET, il _AOT7 7 AT —T Do —
Y, V=V 7 —% A WEFIEF v L TEET,
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Hee SRBAC D&
2BEXLY YA ba—PF -l ko THERENTZZ 7%, MOTXTOHA ha—
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6. FRFE(Z Cisco ISE $— X—Zfi 3% & 5 Catalyst Center Z 5% L £,
INTRRREDRRE ] 2B LT IE SN,
BE

Cisco ISE & Catalyst Center O[] /5|2 HHEMELZIEEL TWDHZ L 2R LET,
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T HEFFRGEA ] L 7= Catalyst Center ~D 11 71 L JFIEIZ OV T DRI,
T BEFEGE A LT Catalyst Center (212 7' 4 521X, ROFNEEZFEITLET,

1. Catalyst Center D2 7/ f L _X—T T, WYl —YF—ZE2 AN LET,

2. RSASecurlD N —27 > 7 74T FEBE, URRXELTZPINZ AN L THEWET h—27 U2 4m L £
e

3. O =2 rvEar—L%ET, at—L7 h—7 % Catalyst Center ® 71 > ~— D [Password]
74—V RIZBEO AT £

4. [loginl %27V v 7 LET,

RADIUS £ 721% TACACS Z il L THIO T /A v LA — W — & RmT 5 HIEIZ DN TOEH,

RADIUS/TACACS ZfiFH L CHIb TR 7 A » LA 2—F—D U XA N EFERTEET, RINDHEHRIZ
. 22— —LLto—AnEEnEd,

1. AV A=a2—0b6REEIR L £7, [System] > [Users & Roles] > [External Authentication] D& (=
IR L E 9,

2. V4 RUDTHETAI m—/L LET, [External Users] = VU 7|2, INFO 22— —RN—EFRRINLE
TO

Cisco ISE = — ¥ — D54 . Cisco ISE 121X RADIUS 1T AN X7 v FOEFA—LT RLAREGENEE
Ao TDOFRER, BT A—INT FLRIZRAAL URFRRINER A,
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Catalyst Center 7 1 & A~ 33— ¥ IZBT 5 E#H,

CatalystCenter 7 1 & A~ —U v HREIZ, A~— b T HU U N T4 R EET, VARFOFT T
DI A ADHHE EEICEL D E T,

TAB L ARE =X ICT 7B RATHINE, Ama—TAarz7 v 7 LTREZEIRL £3, [Tools] >
[License Manager]@lllﬁ TR L E£9, [LicenseManager] 7 ¢ > K IiZiX, IROBEWDO X T NEENTWE
R

o [Overview] :

[Overview] # 721X, BIRL7ZA~— T AT FERBET T MIESW TR RSN E T,
o [Switch] : T RTDAAL v F DT A L ADHEATFR &M HIFERPERINET,
e [Router] : IEHE T A B AT NNA ZADE AR LET,

o [Wireless] : TR THOIA YL A2 hua—F &7 7 BARA L MZOWT, EAFFEATHEAT O
TA R AEENERINET,

« [ISE] : Cisco Identity Services Engine (ISE) (2L > CTEHE SN TWET /A AD T A & v ZADIENEH
ARSI SET,

o [Licenses] : [License Summary] (Zi%, T XTHOT RTINS AT TXTODEALTDTA L AIZD
VW C, Cisco Smart Software Management (CSSM) 2»BHEA L7277 A & o 20, HRYINRKTD Z A
TBURADE, 2T TAT U RERDFEMA, CSSM N DZE LB R REINET,

o [Devices] : [Devices] 7—7/MITIE, TA LV ALA T TA R ADHPMR, 714 AE— K, K
BT Hw b, BEY A b, 3K CatalystCenter |2 L 2 B E R DK T A ZADA~— T BT R
N=F X )V T NDOBEAT —Z ANEKRINET,

o [Reporting] : [Smart License Compliance] &7 — R % i 14" % & . [Smart License Compliance] 7V —2 7 v —%
A CE £,

o [Sync Status] : U Y —AfEH=EJE (RUM) FIIAT—F 2 2R RLET,

FTA B AEZEMTHIZIL, FEEFTI—EEZRENTWET—T LD FEIchbary ha— L &2 EHA T
FT, ROFITK I Fa—LIHOWTEHBA L DT,

B =

TRTCOFTTETRTOay ha—LEFHTELDLITTEHY £HA,

10:
gkl Bl
Filter [Fiter] 227 V w27 LC1oLU L7 4 V2%t E L, [Applyl 22 U v 7

LET, #0774 NV A E2EATIZENTEET, 70X 2HIBRT
H0E, MIGETDH T ANAEOREICH D XxTAara 7 ) v 7 LET,
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Change Cisco License

Change Virtual Account

[Manage Smart License] >

[Register]

[Manage Smart License] >

[Deregister]

[Manage License
Reservation] > [Enable
License Reservation]

[Manage License
Reservation] > [Update
License Reservation]

[Manage License
Reservation] >
[Cancel/Return License
Reservation]

[Manage License
Reservation] > [Factory
License Reservation]

Recent Tasks

License Usage

Refresh

Find

[Show Records]
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Bl

12U EDZ A4+ 2%ER L, [Actions] > [Change Cisco License]
DNEIZEIR LT, BHR L 72T A &2 AD L~ % Essentials = 7~ X Advantage
AL LET, Zoarbe— Vi ERALTIA B REHIBRTHZ L
HTEET, FMICOVWTL. TA B ALVULOEH (2113—) %
ST EE0,

12U DT A& A%EIN L. [Actions] > [Change Virtual Account]
DIEIZEIR LT, A B 2DEHIHEHEN DI N—F v LT H 7 |k
EEELET,

A=K TR ANRENII > TVDT A A% 1 DL EIER L,
[Actions] > [Manage Smart License] > [Register] DJIEIZEIR LT, A
V= TA B ARERN /2o TWDT N AZHELET,

AT =R TA B ABENI/ 2 TNDT A 2% 1O EBR L,
[Actions] > [Manage Smart License] > [Deregister] DJIEIZE4R L T,
A= TA BV ADENIIe > TODT A A2 BERR L ET,

FETA | ATH (SLR) F2idKkAT A AT (PLR) %A
5T 34 A %K L, [Actions] > [Manage License Reservation] >
[Enable License Reservation] DJIEIZEIR L £,

TN ADS SLIR B ERFHDIRIETH 2 M EN B D £,

TAXYLVATNA ZAEETAAL v FICEHEINTWASIRE, V¥ L
A A b= Ny =Y THETTEET,

SLR ZE i+ 57 /314 2% L, [Actions] > [Manage License
Reservation] > [Update License Reservation] DJIEIZ#IR L £ 4,

T34 2 %3 L, [Actions] > [Manage License Reservation] >
[Cancel/Return License Reservation] DJIEIZEIN LT, T /34 A2
A &4 72 SLR 71X PLR 21V {E3 2>, IENTL £7,

T 31( 2 %3] L, [Actions] > [Manage License Reservation] >
[Factory License Reservation] DJIE|Z 3R LT, THHMRFIZT /31 &
IZA VA b—/LERTWS SIR ZH N L £,

[Recent Tasks] 22 U v 7 LT, HiILFEIT I 72 50 {49 ~<TD Catalyst
Center ¥ A7 # K LET, FuyrXX oy a2l LTAT—X AN
[Success]. [Failure], F7zi% [In Progress] D% A7 DI EFK R LET,

[LicenseUsage]l #7 U v 7§25 L, T XTDXATDT AL ARITON
T, FA4 B AEHAERFRRINE T,

[Refresh| %227 V v 7§25 L BUEDT —ZZfEH LT 4 FURY n—
FEnET,

[Find] 7 t — /v RICHBAEEZ AL, WThhodNcEOHENE T
TWo, VAMNNDODTA B RAEZTXTRELET, MBELTHOMLE
DOWFTT, VANV R —RELTTREZU R (*) A LET,

T I NDER=VIIFRT H LA — FOREEBRRL 7,
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TA RS AT =T UE, BT A AZRRENDHRPFRENES, TTOHNTY — MTHISLT
WET, Flny =57 V73 DE ATRHFIRICY — FSET, I~y ¥—% b0 —EZ7 Vv 735
&L ATHRIREIC Y — F ERNET,

( )

B =

FTRTCOF T TETRTOFINBNERAEND2DITTIEH Y THA, T—HOFNL, T 74V hDFIE 2 —
FRIETIERRIZAR Y £4, EFRROINEZF T DL, HET A 2% 27 Y v 7 L. [Edit Table Columns]
T, T— 7 NVICERT D503 L FT,

\ J
11:
h3L Bl
Device Type: Device Series TNA ZADHREL T — X D4 T (f - Catalyst 3850 U — X A —H R

NRE o HTIVZAL vF) o BEMIZONTIX, 74 o AEEMOER
(210—2) BB L TLZEWN,

Device Type: Total Devices CatalystCenter IZ L > CT7 77 4 JICEHENTWD, ZORIGY ) —X
DT A ADKEL,
Purchased Cisco Licenses ZOBL VY — XDT NA ADRE NG A Catalyst Center 7 27 ) 73 =
v T4 RO,
Purchased Licenses: ZORGLT Y = ZXDTNA ZADREANFEIHIKINT A T ADBE,
Network/Legacy/OS « Network
e Legacy
¢ 0S
Used Licenses ZORE T Y — X DT N, AT H S 47z Catalyst Center %727 U 7
vay 74k ADRE,
Used Licenses: TR Y — XDF A ZADKINT A T ZADEL
Network/Legacy/OS « Network
e Legacy
¢ 0S

Feature Licenses (applicable only 2= U 7 ¢, AVC 72 X ORFEREFED - OIZEA LT T A & 2 DH,
for Routers)

12 :

h3L E5EA

Device Name TNA ZADLHT, FEMIZOWTIE, 74 B AR IO &R (210—)
EHZRLTLLIEEN,

Device Family AA y FRoNT 72 L Catalyst Center TEFX SNV TWNWDT NA ADHT I

U
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IP Address

Device Series

Cisco License

Cisco License Expiry
License Mode
Device License

Virtual Account

Site

Registration Status
Authorization Status
Reservation Status
Last Updated Time
MAC Address

Term

Days to Expiry

Software Version

Cisco
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=5t BA

FTNRAZDIPT KL A,
FRINTNDET AL ARELTND VAo ) — XD IERX4 i
(5] : Cisco Catalyst 3850 V)V — X A —H Ry b AXZ v TV A A v
F) .

Catalyst Center 7 A &2 A Ll

Catalyst Center 7 1 & > 2 DA ZHHIR,

Catalyst Center O 7 1 2 XE— N,

TNA AT A & AOFHE,

FNRAADTA VL AZEHRLTWNWDELRAaANR—F ¥ LT HU L bD4
Al

NReF e LT AT h WA FNERBIZFEOT T 45 4 THY . HA
P ShTWEHA,

N=F VT "]\ = DWT DO LFERFTENTNDY;

B TA B ABRENKRIT 5 AREMED B W £, Cisco SSM AR — % L
(software.cisco.com) ZfEHA L CAX—F ¥ /L TH T ML INHD

X aHIB L. [License Manager Overview] ™7 1 > R 7B 8 4 E479 5

TLERMRLET,

T NA ANERE STV S Catalyst Center ¥ 1,

TINA ADEGEAT — X A,

TNA ZADBFEAT — X A,

TN ADTHRIART —H A,

T—=TNVNANOZ DT b PEERICTER SR,

TABLATNRA ZDMAC T KL A,

Catalyst Center Y7 227 U 7> a v T4 v ANANTH H A,

Catalyst Center 7 1 & > A WIS WIFREIALIZ 72 5 & TOFE Y D BEL

TNHRAATBERITSNTVWD Ry U —F XL —F 4 7 VAT A
DIN— 9

Catalyst Center (% Cisco A~— K 7 U M EMAEL T, A4 AEHEHREILLET,

A<— T A M,

MR T Aa VT NI 2T SA BV AZEBRTHE-DO, —lbENTEHES

RO TNy ) a—varzigftLEST, A= NTAT NEL, T XTOVRAI YT NT=T T
vy hEREFET a7 L LTHET 2720, BEARIIVNEIZISLTINGDT By MERR, RAF.
BH, BLXOB#ITEET, A= THhHU v MLV, V7 by = TRFAER &R A2 A4,
fbEans=o, V7 b2 TEBROKELAAREICRVET, A~— T I MI, 4BV ADT —
b, R=H2 VT4 2P R—-FLTHEY, HARESTFLR— b E2RELET,
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N—F Y LT AT ME, A= T AT MNTHRAEZA AL TR TELY T T HT L FT, VA
ADTA B A I LICER URELT 27O ESNET, bl VA= b, 8L A
7. EEHEA ARG A T S L O B TE, Ty b X 0 EYIZREE E RN RREIC 2D F
75

A —RT AT EBEEHH5EE. 1ODT H T PR T 74V MIRESNET, T4 BV AvR—
X PBEERLT A B ALV OEL R EORHLB IR T A B ABMEICERT AT AV T T v
ME, BETDHZENTEET,

BT NA AL, —EIZ1ODASY— R T AT M EDOARMTEET, HEDODA~— T IV MDD
La, RMACT I NERIRTAOVLERHD ET, BIRLIEA— T 0 MIMLEIZSE U TE
HCTEFET, 2720, TS RACBREBEMT N TWEIR— T U b 2HIERTD L, A7 et
AR ET,

TI7HNEDAR—= T AU haER LI-tk, CSSMM b7 —X ZHfF L. [License Manager Overview] ™7
> K & [AllLicense] 7 1 > RUICHEFT D £ TS0 D £,

Cisco A~—F 7 Hh U M T TIRA L TWDH5E, Catalyst Center Z I L TIRD Z LN TE LT,
e TA LU ADHERHE L AR A 2B+ 5
o T—YF =N AETIZ, HTLWITA B REHEHB L OEMELT S

o Essentials 7> & Advantage (& 5 \WMEZ D) IZKETNSA ADTA B ALV %E BT H LWERET A
BUADLNNVNTT R, A T — T 5

e RFFEATZA B A2RE L CHEMAT D,
Zis O#EEIL, Catalyst Center ZEffiL 5 = & 7e < HBEIICEITTEE T,

CatalystCenter 7 1 > A~ — V¥ 2 AT HHNIZ, CisCOR~— R T AT b~DT 7 v AZRET D4
ERHY ET,

CatalystCenter 7 1 > A~ —V ¥ Y — /L &fEHT HH0IC, CiscoA~— T AT DT 78 A EHRE
TOHLERHY 9,

o ZDOFNEAZESITT HIZiE. SUPER-ADMIN-ROLE #£[R & 7= 133t 72 RBAC #iFH N H 5 Z & B L 9,
e A~ — kK THTL D Ciscox—HP —ID & N2AT— REIEL £,

o« A — NT WU NS YA, Catalyst Center THEHT 5 A~— L7 h Yy hEBERL, 207
B FOZ—F—ID L RAT— RAERELET,

o Catalyst Center D7 /A AT AU AT HITIEL, T8 ARA X M UICFEL, A B
O HTHN, BER AL VRIS TS Z E 2R LET,

e id.cisco.com
e apx.cisco.com
Catalyst Center 2.3.7.6 LIfEDO U U — 2 ClIBEIEI N E LTz,
e apix.cisco.com
e commerce.cisco.com

e smartreceiver.cisco.com
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NEEDT AT T —/VETIZTuX T, [Cisco Catalyst Center Installation Guidel] \Zi0# & T\ 5
FTRTOFEHTEDLAR— b, FQDN, BEL O URL BFFRI S TWD Z L 2B L E T,

1. Catalyst Center > A7 A EFHEDZ—F—LZ LA —FREfFHA LT A LET,

2. A A= a—bLREERLET, [System] > [Settings] > [Cisco.com Credentials] 7 JIE|Z R L
*7,

3. [Cisco.com Credentials] {Z. cisco.com 7 A U hD2—H =4 L RXAT—RKE AN LET,

4. [Information] &~ > 77 w77 ¢ > K & C [l am inprivate or incognito mode] = > 7 iR v 7 A& 4 12 LT,
[Proceed] #7 VU v 7 L £,

5. A A= a—bHIREZBEINL £9, [System] > [Settings] > [Smart Account] DJIEIZER L £,

6. [Smart Account] T[Add] %27 U v/ L, A~— K T HU Y D= —F L RAT—RKE AN LET,

7. [Information] 7~ ~ 77 >~ 7"v ¢ > K'v C [InPriavate & 7= ;t/~7 Ly hE—FEZFEHALTWHET (lam
inprivate or incognito mode) | F = v 7 R v 7 A& AT . [Proceed] 227V v 7 LET,

8. [Save]l #7 U v 7 LET,

9. A~v— T H Y PR DLHEE, (A &2 27 Y v 7 LTEMOT I v e AT LET,

10 A~— T AT EPEESLGEIX. T 74NV NMNIRETLZT IV 21 OBRLET, T4
A3 —T v L, T’Fﬁﬂ:ioJ:U*}/l’t/X%éﬁf T 74N NDOT A NEERLET, 774050
A=K T AU NEEETHIZIE, ROFEEZFETLET,

a) BIRL/IZA~— K T H T FOREIZH D [Change] 227 V v 7 LET,
b)§7?47&27%h7ﬁiybé%ﬁb\?7¢Wb:ﬁﬁﬁéxv%%7ﬁ7/b%@mbi
c) [Applyl 227 U w7 LET,
FIFN DT AT NEEE L, CSSM b5 — X ZHf5 L., [License Manager Overview] ™7 ¢
> K & [AllLicense] ¥ 1 > RUIZERFT 5 E Ty £9,

M A~Y— T HUr MERET DI, [Actions] FNicdH D =H ) —&—%227 1) v 7 L, [Edit] 238K L F
R

2 A~— T HU v M EHIBRT 5120, [Actions]Flicdh 2 =8 ) —&—% 271U v 7 L. [Delete] Z&4R L %
j_o

BEBELNTITFTOAY— R T AT N ENRRT—REFEHLTAY— T AT MNIT 7 AT SHIC
1%, [Link Your Smart Account] TR DWW &38R LE 9,

e [Use Cisco.com user ID] : Cisco.com & A~— hr T v hd a7 A AFRNE CBRE,
o [Use different credentials] : Cisco.com & A~—hrT T hDa A AFRBERRDEEIT. A~v—
cNr v v s A ANEREATILET,

14 [View all virtual accounts] 227 U v 7 L, #XTCOEMBA~Y—K T4V A THU L FaeFrLET,

Catalyst Center %, Cisco Plug and Play Connect 2> b —5 L LC, U & A L7 k H—E ZAHIZ Cisco A
~— bk 7w MBS L £9, Cisco Plug and Play Connect 77 7 &7 RIR—Z LG, T34 AA X b
U % CatalystCenter 77 7’7 o R LA IZ[AMICEx 9, FEMICOWTIX, [ Cisco Catalyst Center User Guide
@ [Register or Edit a Virtual Account Profile] [357E] &M L T 72 &0,
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Cisco

Cisco Networking Subscription (CNS) < - &> A ® License Manager A — ~ DEEZEIZSOW T L £ 9,

Wi-Fi 7 AP ® U U — X %, Catalyst Center 7 1 > 2~ % —= (% Cisco Networking Subscription (CNS)

A AREYR—FLET, APDODTA B ART—Z X WL, 35 JOGEMEMLO BRI 2 IR &
DET, V4 Y L Aar ha—7 ZCSSM &[R4 % & Wi-Fi7 AP Z#EHL L . CNSEssentials & 7= 1% Advantage
VTR arERRLET,

TABV A=V % LAR— ML, TRXTOT A AREENET, LT S A R LIEHERLT A 2T
7 4 VHAVBRCE £9, Catalyst Center LD /N — (%, MB/RYT A7 U7 g IBEEFEIN TV AP
ERL, FA BV ASR—VU X IR TEELET,

CNS 7 A & v AZHEILT 5121, RO FIEEFITTHHLERH Y £7°,
oAV — ]\77‘\7 '7?/ ]\ %%&ﬁzbiﬁ—o
o [Cisco Smart Software Management] #4f5¢ £ — R & 3R L £,

Wi-Fi 7 Z& ek T 34 2 D% 4ki1%, Cisco Smart Software Manager 4> 7' L I A€ — R CliEH
A—FSNTWVERA,

e T NRAADT Va2 T FVATF LA NI EENILET,
o TNA A%EH A MIEIY Y TES,
o NTP ZH N LET,

7 A & ZAOMERIL & AR OFTRIZEE T2 16 it

Catalyst Center Tl&, BEARE LD T A B ZAD T T T 4 HAFor, HHTOT Ao 28 (F310 Z2ED
LTHONTWDEH) . BLOZEOHMAERRTEET,

1. A U A=a—bk%Z®ERLE7, [Tools] > [License Manager] DJIEIZ#EN L £,

2. [Overview] # 7' ™ Catalyst Center (2%, 727 T 4 T A~— T WU hOARINFERENET, [Virtual
Account] ke v 7Z 7 U 2 "inh, IA BV AOFEMEERTEIAA=F Yy LT h T beERLET,

3 A ANT AVRL &y ) w7 LT, ST D7 A 2 AEARBLOFEM  ([Switches], [Routers],
[WLC], %7213 [ISED .

FTARAOERRNOM 7 Z 7121%, EABHZOTA | AOBRBMERIRUIZT A AT 3 TH
EFERTOTA B AOERERINET, £z, 77 7IZIIEAFHNTO Essentials 7 A &2 A &
Advantage 7 A o ADEIE L RINET,

HEAN L7277 A & A0%i%. Cisco Smart Software Manager (CSSM) mHHAESHET, EHEIHL TS
T4 A%, Catalyst Center (2 L > CTEEHINTNDIT A ARG ET,

FGA L AOHERRMOT —T MZIE, FEHSITWDE T A B X EFIHAGER T A & ZAD/E,
W77 JVLBNCT V7 7y METY A h & ET,

4, BFEOHG T 7 I U OFEMAEFRT H1TI1L. [DeviceSeries]| I TRMOHEL 7 7 I U DLRTZ 7 U w7 L
i—a—o

Catalyst Center |2, &R L7857 7 I VICEAT A5t SNE T,
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5 74w AMMD ST 7 4 hVFIRERERT HIC1E, [Cisco License Timeling] 27 2 > & TAZ r—/L
HooLET, BT 7 I VDA LTA T TT TR RELIZAY— T AT DT AR
OHIBR A NI FE R SNET,

( N\

B =

ZOv 7 va ik, [ISE] TN AT ) TIHMEATE 8 A,

7 A & v AEH RO RN O FIRIZBE T 5 16 .

Catalyst Center Ti&, CSSM TIEAB L OMEH SN2 X TO T A v ADEREN %2, HR, Bk, BX
OHRTERRTEET, CSSMIZiZ, fe K 1 ERMOBREFEHRNRAF SN ET,

COFMEZMEH LT, 74 v AMEHEDEFEN 2 F R L £,

CSSM @ A~ — K7 % 7 > ~Z Catalyst Center %%k L £ 9, FfEflZ DWW TIL, Cisco A~v— K 77k
EOfie (205°—) ZZML TS Z3W,

1. A A==2—0bR%EZENLF£9, [Tools] > [License Manager] > [Licenses] DJIAIZEIN L £ 9,

o [License Summary] =V 7%, CSSM 2>5 A L7 CatalystCenter 7 A7 ) > a v T4 AD
R SNET,

e [Smart Account] =V 7ZiE, A~— T AT MIBETAEEMNEREINE T,

e ROTY T TIE, ¥ 7 R7 VT ar 748 A0, HIRUNOY T 27 ) Tar T4k
YA HERDOY TR Y Fray TARCANRKRRINET,

¢ [CNS ESSENTIALS]
o [CNS ADVANTAGE |
o [Cisco DNA ESSENTIALS]
o [Cisco DNA ADVANTAGE]
o [NETWORK ESSENTIALS]
« [Network Advantage]
« [0S Essentials]
« [0S Advantage]
o [License] 7 1 > RUDT—T M2, RIHENTET A ALZDT A B ARFRSET, [Focus]
Ray 7Z2 ) XA RPbLERE 2 — 2 BIRTE £,
e N—F Y LT AU FE a—
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e 7BV A 2—
e TNA ALY — AL 22—
e TNARLA T E a—

e TTA BV AR, TS 22—

2. BIRLTETA B ADBREIEREFRTHITIE. ZOTNAL ADITIZHDETA R AN T %27 ) v T
L/i‘a‘o
FTAVARFEM ATA KA LT, BIR LT AN, ADBERTA B ADFEMET A B AD
BENERINET,

i
B =

FTAVRGEM ATA RA A DEA MR, BRLET A ADZ A ML E—BLET,

J

L
3. TABVAFEM AT A4 R4 XA 2 T, [Frequency] ka2 v 74 7 U A kb ERENEH OSEE % 3R
LET,
FIHARE/A 7 v a VIE FRED EB Y T,

o [Daily] : HHIDOBIZBITDHTA B AT —HDAF v T ay heFnrLET,

o [Weekly] : HEEHE DT A VL AT —HDAF v T ay haRRLET,

o [Monthly] : ZOHD 1 HIZBITF D T7A BV AT —HDAF vy T vay haFEnrLET,

BEEE DERIZIE U T, [Purchased]. [InUse]. F XUt [Balance] D7 A £ ADT A ¥ AT —F &Rk$ 7

T INEIRSNET,

[License History] 7— 7 /L&, #HE DOEFUZ)G U T, [Date]. [Purchased]. [InUse]. I JUY[Balance] (Z%:5
WTTA B RBREIERE 7 4 LV F LB £,

)
R =

CSSM IZHTH DT — % OB a4t 35720, 74 v ABREERITHEIC 1 BRiDOT —% TJ, Catalyst
Center [X. CSSM 75 7 A & A DEREE W % 5 B EHIRICES L £,

Catalyst Center T F 1 & o ZAFEM DO F I 5 H,

%wwwmwﬁi4kyxwﬁ%%ﬁoﬁfﬁﬁféKm\w<om®ﬁ&ﬁ%wi¢okkzﬁ\mwme
Manager] ¥ .t & Ko @ [Switches]. [Routers]. [W|reless] [ISE]. F7=1% [Devices] #Z 7 CTZ A o AR
MWD 7% 7 ) v 7 TExFET, K277 7100, BET77IVNOITA B ACETEN SN

HRBAFRINET,
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H—DTNAZADTRXRTDOTA B ADFEMERRT DX, 714V A~R—T % O [Devices] 7—7 /L
ZAERLET,

1. A U A=a2—0bR%EZERLE7, [Tools] > [License Manager] > [Devices] DJIEIZEIN L £,

[License Manager] 7 + > R Zi%, M SNTZTXTOT NS RE, ENOHDOTA B AD—EE/RT
T=TNVNERENET, T—TMIE, T ADORESL T A B AOWIRA 72 &, AT A
ABIRTA B ADFEMNEGEEFNLTWVET,

2. ¥ E?‘i?%”ﬁ/x;ﬁlﬂ@fﬂfrx%ﬁo FAI T—=TNEAT—LLET, T/NAANREDND
AAY @%T%éﬁ7/a/%uT;TLi¢

efFilter] : ¥ 227 Vw7 LT, 4T D74 IVRIZT A NEEMEATILET, (=& ziX, [Device
de74~»FK?N41%@£%iti~%%ﬂﬁ) 74»&x#%@@®74~wbiﬂ
HTHrZEenTEET, [Applyl 27 UV v o735, T—TMILT A NV E R BT HIEREE
R ITOBRERSNET,

FEDYA MIBTHT A AZRRT D5EIE, EHO_A o TEOF A NETEEH LT U v
JLET, TANVFURENTEYT DT A ARERINET, A MEEERTIA h~—T—
MR—=D D EFICFTR SN E T,

o [Find] : [Find] 7 4 — L K& 2 U v 7 L, T—7ADFDONTIMNHRETHTFA N AN LET,
Enter 249 & . 5 —7/LZ[Find] 7 1 —/V ROANZ—FT 5T %A MDNEENDBRHIDITICA
o—1LET,

o [Customize] : [ﬁ$74 2% 7Y w27 L. [Edit Table Columns] T. T— 7 /WK RT D45 E8IN L £
¥, 7= & 21X, [Device Series] & 3R fiEkR T 57>, [Days to Expiry] Z338R L 3, [Apply] 227 U v 7
TBHE, T— 7/1/ IR L7208 BNFRINET,

3. WHERTINA AN oT26, %N T DT /31 ADITO [DeviceName] UV o7 %27 U w7 LET,

Catalyst Center {Z [License Details] 2 7 A KA (> MFERIN, BIRLZTANAL Z2DTRTOT A&
VATERITER E T A o AR R SN ET, [Actions] 121X, TAA AELIFEDOTA B ATHEITT
DT varnERENET,

52T LD * #27Y » 2 L., [License Details] 2514 KA A v 2L E7,

FRA AT AT ADOERE L ~LOZEFIZRET 5B,

WDFA VL AZALTITONT, T/, ZADT A& AL ~YL% Essentials % 7= 1% Advantage (7 v 7/ L —
REFIIF DT L —RTEET,

o DNA
o CNS
¢ 0S
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B =
e T NRAADTA VL ALA TIIEFTEER N, FETEITA B RAZASTDT AL AL~JLD I
EEETEET,

o *v MU= T A4t ADZEHTL, CiscoCatalyst9000 7 /X1 A7 7 2 U OB TOREH T 97,
Z DZEHa T, CatalystCenter DT A £ A L UL H SN D LRGBS L E T,

e TNRAADTA B AL~YLF, L—F AAvF UA¥LZRarita—F7x, —FEIZ1O50D
T77IUMNLAERTEET,

e ULTHR—FINTWNET NS ZREHEH L TWEGEEIE. T MM ATA B ADOHREHEATEET,

o 7/3A A3 0S Advantage 7 1 £ ADHEFHR— R L TWDFE, TOT A ADT A ATE
HETEEHA,

& J

CatalystCenter 727 ) 7L a L IA BV ATIA BV AL EEHFRTEET, TXAADTA LR
LYV EEF T % & CatalystCenter (X, A~—rT7 vy baEMHLT, BEINWICIA B A2 X 7 0a—
RLTH#ALET,

TAVALVNNVEER LR, 735 A2 FEET 5 EEHENA0C72 0 £97, Cisco Catalyst 3560-CX

V=R AA v FRCiscoAireOS VA YL Ay hua—F i EOTF A ADHEA, HESILEDH Y £
A/O

1. A A=a—bkEEIR L £3, [Tools] > [License Manager] > [Devices] DJIEIZER L £,

[License Manager] 7 « > R iZid, BHHENIZT XA AL ZET XA ADTA B AD—EERTT—
TIVBRERINET,

2. [Find] #4250, 7—7 &A= L LT, T4 BV ALV EERTLTNA ZAERELET,
T A AORBETHEDBRAELTZD | HEOT AL ZAEZRIRLIZD 75581, (7420 AEMoO#E
(210N —) | AL TT—T7 AV EEEL L, LERT A RTE 7%’:2‘%Tbiffo

3. TA BV AVRNVEERT LT A ZADOMICHDHT = IRy 7 A4 N LET,
[Actions] > [Change License] > [Change Cisco License] % &R L £,
5. BHOT A AT 7 (AL v TFRUA TV LRy hr—F728) LT AR LTG5
WDOFNEEZFITLET,
a) A B ALV EETET LT 34 277 2 U ([Routers], [Switch], £ 7213 [Wireless]) Dz 2
FFvarREEIY) v LET
b) [Continue] #7 U v 7 L&,
6. VERT AL AL~ AERIRLET,
a) TNAA ANIMERTA ALV EZ ) v LET,
BAED T A B2 A L~ULIZFE-SW T, Catalyst Center (213 A FTHEZ: 7 A & &2 L~ ([Essentials]
F 7213 [Advantage]) DHNFERINFE T,

TNAANETA B A&HIBRT 5121E, [Removel 227 U v 7 LET,

>
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e N

Q =

TNAADEG CNS T4 B AZHIRT D2 E1FTEEHA, CNS TA B AEHIFRT DL, T
A A1ZF 7 4/ T CNS Advantage 7 1 &> Z & H L £,

\§ J

b) LTMNOMERTA B AZATHI Y v 7 LET,
« TRT
« DNA
« CNS
. 0S

c) [Continue]l 227V v 27 LFET,

7. TAB VALV REFH SN & EICT A A2 FEEENT 5121E. [Rebootdevice onupdate] F = » 7 R v
I A% F AT LET,
8. &7 g :[TaskName] 7 4 —/LV R T, Z A4 ZHH L7,
9. TNRAADTAR VALV EFHTHAF Va— L ERIRLET,
e[Now]: ZA BV AL AN ELEELIZHEFH L, 754 A& HEdE LET,
oflater] : TA LU ALV EFH L TT AL AL FEET AN ERAE AV a—L LET,

10. [Confirm] #27 U v 7 L ¥,
1. [Recent Tasks] V > 7 %2 Y » 27 LT, [RecentTasks] 7 1 > R Z @)L £,

[RecentTasks] 7 4 v R TCIA BV AL NNVERBL R T DAT—F AR TEET,

A=w—=hTA X (SL) DAMRT A 2O BEVEEROAMEIZEET 5 1.

Av—RrT7A48 A (SL) BDEIRT AL AOBEBEEFHMeT 5N TEET, ABBEREENL
3% & CatalystCenter [ZEN S LD SLBFEN T NA A (Jel2LA~— T A B AR Y 2—T[SLP] 28
BT S ZFERL) 1E, BIRLIEA—F v LT T MCHEIRES N ET,

( N\

B =

HENZGRIIA~— F e F— RTIEHR— SR TWEEA,

1. Catalyst Center > A7 A EHED L —F—LZ L XA —REffA LT/ LET,

2. A A= a—HREZERIRLE T, [System] > [Settings] > [Cisco Accounts] > [Smart Account]
DINAIZIRIN L E T,
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3. [License] 7 U v 7 LET,

4. [Auto register smart license enabled device] = v 7 R v 7 A% A4 2 LET,
5. AT o v FEBIRLET,

6. [Apply]l 27 U v 7 LET,

2w — R F AL ARET AL ADFT A T a i EIc BT 515,

H BEh B8k 23 20k Z 4L 5 Al Catalyst Center [ZiENN S L7734 Ald, HEPEERINEH A, BEILTW
WA — KT AV UARNET NA A %FRRT HIZIE, [AllLicenses] 7 1 > KU 2 & £7,

1. AV A=a2—0bk%EIR L E£7, [Tools] > [License Manager] > [Devices] DJIEIZEIR L £ 7,

[License Manager] ™7 . > R iCi%, HEVEGER SN TWARWSLXHGT XA 20 L, ST A A
EEDTAVVAD—ENFRIRSINTZT =T NONRF =X ob—U0, HERGREZRET DV 7L L
HIZRRINET,

F7-. [Registration Status] 5| %N L T, REBEEKOT NARET A NE Y TFTHZEHLTEET,

2. BET D SLANT A 2 & ER L, [Actions] > [Manage Smart License] > [Register] DJIE (253K L
7
3. (KT AT FEIEIRL T [Continue] 27 U v 7 LE,
4. TNA AEBET DI, ROWTNEFEITLET,
o TITTFNA A BEET 2841, [Now] ZEIR L, [Confim] 227 VU v s LET,

o BTT NA AZB BT HEEIT. [Later] ZBINL, ARFZIELET, ATV a2a—LDO/RT A—H
DIRENKI -6, [Confim] 22 Y v 7 LET,

RO —TF— RIIET A ADEFE, T4 B AEZRET D F CHERHERITHR S ET,

HRPOE—7F—F WWSM) T 31 2%, TAEBeBLIOT A o RABZ7- L TR WA,
WWSM (2720 £4, WWSM %23 512i1%, T34 ATCONS 74 B AZHHNZTH0ENH Y £,

WWSM ST R A TT A B A ZHE L, WWSM ZERNCT 512X, ZOFIEEZFEHALET,

A= T HTL FDTNRAATCONS FA B ANERATED Z 2R LET,

1. A U A==2—0bR%A2EN L £9, [Tools] > [License Manager] > [Reporting] DJIEIZER L F 7,
2. [Smart License Compliance] %7V v 7 L %7,
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F2E, BAIO2O0OFINEORDVIZ, Ama—TA a7 ) v 7 LTIRERIRLET, ZE8IRL,
[Workflows > Smart License Compliance] DJIEIZEIR L %97,

3. [Smart License Compliance] 7 .t > R U T, [Let'sDolt] %7 UV v 7 LE7,

Lt A7 O EA 2% v 74 5121, [Don't show this to me again] = v 7 R v 7 2 &2 F 12 L £,
4. [Select Smart Account] 7 1 > K7 C, RO FNEEEITLET,

a) 473 3 [Workflow Name] 7 1+ —/V R T, # A7 4&%HFH L £,

b) [Smart Account] Fz v 77X 7 U A RT, CNSTA B A2 G A~— T h 7 N2 @EIRLE

R
c) [Virtual Account] K2 v 77X 7 URARNT, X—=F v LT h 7 @R LET,
d) [Next] 227 U w27 LET,

5. [Choose Sites and Devices] 7 1 > RV T, IROFIEEEITLET,
a) A7 v a v EMORAL T, BB A MEBIRLET,
b) A B AVL_LVERET DT NAADKIZH DT = IRy 7 A% A LET,

[Search] 7 + —/V REMEH LT, ARICTT A AZMBETEET,

TUNETAary (V) 270w o358, Fl~y X —IZESNTT—TNVHNDT A A% T 4L
HABTEET,

c) [Next} 22 VU v LET,

6. [Modify Policy] 7 + > R 7T, ROFNEEZFEITLET,
a) CSSM AR Y v —% il L £,

(A7 ayr) LiR— MNEWEZZET 5121, [Modify] 22~ U ~ 27 L. [Change Reporting Interval]
AT TRy 7 ATROFIREFIITLET,

1. [Reporting Interval in Days] 7 ¢ —/L RiZlX, 7/34 A0 Y Y — AR E CSSM IZ L AR — b
THLAR— MNEBEEALET,

2. [Savel 27 U v 7 LET,

b) [Next] #27 U v 27 LET,

7. [Sync Data with Cisco] 7 ¢ > Ko T [Submit] 227 U v 7 L £,
8. [Summary] 7 1 > R T [Finish) 27 V v 27 L£7,

BETA B ATH (SIR) F72133—~% 2 F A4 B 2FH (PLR) OFZMEIZHOWT D5, Catalyst
Center DEEMEIT., T4 B A% —V % TAPIR—Z2D T —27 7o —% [ L TCSSM 62T A &
VAETRTEET,

A=K ITAVATIE, AY— T ADA 2 AH A2 L - T Cisco Smart Software Management
(CSSM) & EHIMICFMIL T, FA4 B ART—F ADEHILE a7 T34 T U AORENMTHOND KD
T DRERHY T, —HMOBERKIL, 4 ¥ —Fy N7 7 EARHRINIcmEICRESNTZR Y b
T—INIZHDLTNA AEERLTWET, ZOXI 0¥ ATDORy NT—2 TiX, 735 ZALEHIC
CSSMEEHIL Ca v I A4 7 Vv AERERTRTHIENTEERA, ZOX I RBEHROEE LA — |k
57D, FFETZA B ATH (SLR) BLON—% b T4 ATHK (PLR) NEAINE LT,
Catalyst Center DB EEEIL., 714 B A~ F—T v TAPIR—ZAD U —27 7 —% LT CSSM 5224
(2T A4 A% TR TE E£9, Catalyst Center Tl AT — L 7 BilE T CSSM (2 —E#i 4 huE, 734
AP BHSIRE— FEZIIPLRE— R T R 2l T 208 TH D ¥ A, CSSM~DHHERCAT —2 7
MFETTERWEGAIL, CSSM THIHTE 2 F#ESIRIPLR YV — 7 7o —MEHTE £,
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SLRIC L o THEFERIT, BilA v AF LRI/ =Ry ) T4V A 7740 (SIRERT—F) £A
AR—=NTEET, TOTA B AT 7 A MZE-T, Ao FrED) FA4 A FERMNE2 7)) 2
Ak ivET,

PLRIZ L » TEBELIT, WLIZT RXTOTA B AFHERE AT 2EKRBa—FE2AA A =L T&EE
R

SIR & PLR O FIZ, A~=— KT H D DO L~YLTOFRERABNRLIETT, VR— FBRHLIERIGAEIT
licensing@cisco.com {2 2 < 72 XU,

7 734 A L Catalyst Center ™[] J5 7% CSSM | %ﬁéhfwéiw\ SLR £ 721X PLR Z A5 5 HFiEIZ D0
T, 7731 A L Catalyst Center 73 CSSM 28285t STV D 5A D SLR F 7213 PLR O F &b (216-2—2)
EBRRL T &N,

7 /34 A L Catalyst Center 23 CSSM [ZH2#5E S 4L T W72 WA 12 SLR £ 721X PLR Z#H %023 2 HEIZ D\ T
IE, 7 /3 2 L Catalyst Center 73 CSSM |ZH2#E S LTV RUWMEH O SLR 7213 PLR DAL (216-4—2)
EBBL TS,

Catalyst Center CSSM SLR PLR

7 /34 Z L Catalyst Center 28 CSSM [Z#5#5i SV T WA S EDHFET A B A TK (SLR) F72ld N—~v xR
FZ A AFH (PLR) OALIZ DN TONEH,

1. A A=a2—bk%ZEIRL £3, [Tools] > [License Manager] > [Devices] DJIEIZE4R L £,

2. SLRF 721X PLR Z #5531 X% 3&K L T, [Actions] > [Manage License Reservation] > [Enable
License Reservation] DJEIZ 7 U v 7 LE 4,

3. [Specific License Reservation (SLR)] & 7= I [Permanent License Reservation (PLR)] &R L. [Continue] 2 27 U »
J L TER LT A ADERa— REESLET,

4, BRLT72T 34 ZDFRa— 3L S =5, [Continue] 227 Y » 27 LET,

5. 748 RAETRTHX—F ¥y L7 o hERIRL, [Continue] 27 V v 7 L CERIRL7=T /31 ADIK
a— REARL £,

6. KB — FREk N, ROWTNEFEITLET,
e SIR 2 IZHHT 285 E1%. 7314 A% IR L C, [Continue] 27 U v 7 LET,
e % TSLR W4 25E1%. [Applylater] 227 VU v 7 LE9,

7. [Confirm] 27 U 7 LT, SLR/IPLR Z#IR L7=F A A H L £,

[All Licenses] 7 ¢+ > K 7 @ [Reservation Status] |2, T SN2l FTDOT NA ADAT —H A% F/RTED
LR ELL,

Catalyst Center CSSM SLR PLR

F /34 Z & Catalyst Center 73 CSSM IZH55 STV WA DRFE T A £ ZF#) (SLR) F7-13/3—~ %
Y TABATR (PLR) OAZMEIZ OV T OFEH,

CSSM {Z#&ft SALTWRWT /3 ZAD SLR 721X PLR Z /N T 211X, WOFIAEFATLET,

1. A A=a—bLR%Z®IRL£3, [Tools] > [License Manager] > [Devices] DJIEIZ5%#R L £,
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2. SLIRFE 72X PLR 27 57 /31 2 &38R L T, [Actions] > [Manage License Reservation] > [Enable
License Reservation] DJIEIZ 7 UV v 7 LF T,

. [Specific License Reservation (SLR)] = 7- I [Permanent License Reservation (PLR)] % 3&#R L. [Continue] 22 U v
JLTERLEZT A, ADERa— REELET,

Telnet /0 L CT /3 A L, BRa— RERET52 b T ET,

CERLEET NS ADERa— FRER SIS, [Export] 22 U w7 LET, ZiUZX Y. requestcodes.csv
TrANBE T ra— RENET, ZOT77A ML, PT RLVA, TRALZAOV Y TAEFR, BIO
FRka— FREENTWHET,

ANAEEOEIC T 7 A VERIELET,

. CSSMMNBETNA ZADEBE 22— FRE2RSEL, CSV7Z 7 A VN TEHFLET, [CSSMnDH DEkEa—
DR 2L TSN,

. [UploadCSV] V> 2 %27 U w7 LET,

8. [Select a file from your computer] V > 27 %27V » 27 LT, fRfFL7=CSV 7 7 A /L ZEIRL £,

9. [Continue]l #27 V v 7 LF T,

10 7/1’%2/2 EYRITHNR—F v LT h 7 FEEIR L, [Continue] 27 U w7 LET, BIRLZT /N1 A
ZSLR F£/2I1XPLR 23 & vk 7,

[AII Licenses] 7 . > K 7 @ [Reservation Status] |12, SEH SNIHEHT DT NA ADAT — X A% FRTED
Lol ELE,

w

»

o O

N

CSSM
CSSM 73)%®utu nE:‘_ }*@Eﬁk %Té‘%?ﬁo

CSSMica /A 221k, A— R T AT MO LT v LRNMLETT,

1. CSSMizn /' 14 L £,
2. [Inventory] > [Licenses] > [License Reservation] % %R L &3, [Smart License Reservation] 7 ¢ ' —
RRFREINET,

[Licenses] # 7 ™ [License Reservation] R % > %, BEOODA<— "7 AU N THEZ A AT (SLR)
EHMNC LTS AICORFTRENET,

3. [Step 1:EnterRequest Code] & 7 C. [Reservation RequestCode] 7 4 —/L RiZER=— K% AJ7 LT, [Next]
7 Vv LET,

[Step 2: Select Licenses] # 7 C. [Reserve a specific license] = v 7 R v 7 A& A A LT,

[Quantity to Reserve] 7 4 —/V RiZ, FHITHT7A4 B 208 EAL, [Next) 227 VU v LET,

[Step 3: Review and Confirm] % 7' C [Generate Authorization Code] =27 V 7 L %7,

[Step 4: Authorize Code] # 7 Ci&iE= — R&EUS L £,

No g

SLR PLR

FTNRARCHWAINEIBEETA B AFH (SLR) £/ 8—~F% 2 b T4 Z2FK (PLR) OF v &
VIZEST B 1R,
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T ZNZTHEH SN TS SLR /21 ZPLR & F v BV E IR T Z LN TEET,

1. AV A=a2—0bkEZEIRL$9, [Tools] > [License Manager] > [Licenses] DJEIZER L £,

2. 73f A% 7 U v 7 L, [Actions] > [Manage License Reservation] > [Cancel/Return License
Reservation] DJIEIZEIR L £ 9,

3. [Cancel] Z27 Y v 7 LTCITA B AZRAILFET,

[All Licenses] 7 -t > K7 @ [Reservation Status] (2, B SN DT A ADAT —H A% RKRTED
Lo ELR,

EKRBaA—RDOA A —)LE, BEXF2VT 4 T4 B ZOEMUIZONWTDIER, T/ ADZ)L—T
k% 250 Mbps #BIZHI0FI2IE, AN bARa— RERETALERH Y £4, KRBI—FaA X
=L, @Ex=VT 4T A (HSEC) #BHMITHZ LN TEET,

VAATIE, T 74/ FT250Mbps DANL—Ty REREEL TWET, T ADAL—T > N 250
Mbps B IZHCT T, YA anbAia— N2 T 0ERH Y £3, LEIZLLT, B—DU—7r 7
o—F-IMEARNO T —7 T —TEEI— 2L LA —L L, HEXx=2UT 1 (HSEC) SA &L 2%f
M TEE T,

T34 2T CiscolOSXE U U — A 17.3.2 IR ETESNTND Z L 2R L ET,

1. AV A=a2—0b6REEIRLE7, [Tools] > [License Manager] > [Reporting] DJIEIZ IR L £,
F 721%. [Workflows] > [Smart License Compliance] % fii i T& £,

2. [Smart License Compliance] #— F%# 27 U v 27 L £,
3. [Smart License Compliance] 7t > K7 C, [Let'sDolt] 27 V v 7 LF T,

E5H%ZDY 4 FUE Xy 79 5|201%, [Don'tshowthistomeagain] F= v 7 R v 7 2% 4 12 LT,

4. [SelectSmartAccount] 7 + > KU C, Fry X2 U X KH D [Smart Account] & [Virtual Account] % 38R
L/i‘a‘o

5. [Next] 227 VU v LET,

6. [Choose Sites and Devices] 7 1 > R T, K2 — K& A > A M=V T 57 /31 A% %R L, [Next] 27
Vs LET,
7. [Policy Settings] 77 1 > K7 C, CSSM ARV > —% B L., [Next} 227V v 27 LET,
8. [Choose Device Features] 7 ¢ > Ko T, WROFNEEFEITLET,
a) TN AL ET,
b) [Auth Codes] Ko v 74 7 U X~k [Install] 28R L £ 7,
c) [HSEC] Kz v F &7 U Z k)35, [Enable] Z3&4R L 4,
d) [Next} 227 VU v LET,

9. [Review Device Features]” 1 > K7 T, [Next]Z 27 U v 27 L£d,
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10. [Installing Device Features] 7 1 > K7 C, KB — RE HSEC A > A F— VAT — X XA %8 L, [Next] &
7V w7 LET,
11. [Sync Data with Cisco] 7 .t & KU C[Next] 227 U v 7 L9,

12 [Summary] 7 1 > R 7 THEGEa— FEHSEC A VA b — VAT —Z 2 &g L7z b, [Finish| 22 U » 7 L
£

EEXa2 T 0 T4t AOMEMLICBIT B EH,

HEERRFIHZ B T2, T35 A THSEC 54 B A2 b TE £,

1. A A=a2—nbREFERLET, [Tools] > [License Manager] > [Reporting] DJIEIZ5#IR L £ 9,
2. [Smart License Compliance] #— F%# 27 U v 27 LE7,
3. [Smart License Compliance] 7t > K7 ¢, [Let'sDolt] 27 V v 7 LFT,

S5H%ZDY 4 RUE Xy 79 5|201%, [Don'tshowthistomeagain] F= v 7 R v 7 2% 412 LT,

4. [SelectSmartAccount] 7 > K7 G, Ru v Z v U Z k)5 [Smart Account] & [Virtual Account] Z E24R
[_/i‘a‘o

5. [Next] 22V v LET,

6. [Choose Sites and Devices] 7 - > K7 C, HSEC 7 A B AEMIHZT DT 3 A A% 3R L, [Next] =7
Uy LET,

7. [Policy Settings] 7 + > KT, [Next] #27 U v 27 LET,
8. [Choose Device Features] 7 1 > KU T, IRDOT7 7 v aruFITLET,
a) TN AL E T,
b) [HSEC] K= v 7 &7 2 k)26, [Disable] 28R L £,
c) [Next} 227 VU v 27 LET,
9. [Review Device Features]” .t > K7 T, [Next]Z 2~ V v 27 L£7,
1 [Installing Device Features] 7 > N7 T, HSEC #EMLIRIEDO AT — 2 Z 2 i L, [Next] 22 U v 7 L%
7
11. [Sync Data with Cisco] 7 ¢+ > K7 C[Next] 227 U v 7 LE T,
12 [Summary] 7 1 > K7 ¢ [Finish] 227 U v 7 L %9,

CSSM

CSSM ~D U Y — A PRBLEEA O T > 71— FIZEE T % 1 it

U Y — 2RI O Z CSSMIICHIEEIC T v Fa— R L7720, Ty a—RERA 72— 352 LR
T&EET,

U Y — 2RI OFEM Z CSSMIZT » 7'm— R4 572012, NETCONF Z M L7zl . YA MTT A
Az BMUTZD T H0EITH Y XA,

Network Essentials 7 1 7o A& &SI 0T T34 AZBIMLET, EITFDOX AT BN L 2R LE
T, PR EBLTOOAPRNTA LAy ha—FZBEfI 6N TSI L &R LET,
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1. A4 A=a—nbk%EERLET, [Tools] > [License Manager] > [Reporting] DJIEIZEN L £ 9,
2. [Smart License Compliance] 71— F& 27V v 27 L7,
3. [Smart License Compliance] 7 + > K7 C, [Let'sDolt] 27 V v 7 LET,

SHBZDT 4 R &A%y 79521, [Don'tshowthistomeagain] = v 7 R v 7 A& 4 12 LET,

4. [SelectSmartAccount] 7 + > K C, Fr vy X7 U X NH) 5 [Smart Account] & [Virtual Account] % S8R
LiTO
5. [Next] 227 VU v 27 LET,
6. [Choose Sites and Devices] 7 .t » KU T, U YV —AEHROFEMETIEGT 5T /31 A% L. [Next] &
70w LET,
7. VY —AEHKBOFEMAREICT v 7 e — R 512i%, [Modify Policy] 7 + > K CT[Next] #2 U v 2 L
F9, EMILAR— NOBHEEZEET HITIE, ROFIEELIATLET,
a) [Policy Settings] . [Reporting Interval] 7 .+ —/L RiZ%Hitad % [Modify] 22 U » 7 L £,
b) [Change Reporting Interval] &7 .t > K7 T, &2 A1 L £,
LAR— IR (H%%) 1. CatalystCenter7>5 CSSM~D U ¥ — 2 RO FEM O EMH 72 7~ T —
ROBEZRLET, 7y 7 a— ROBEITHECT I ENTEETHN, R/h bR — MEERIZH S
T LI TEERA,

c) [Save] %7 Vv o7 LET,

8. [Sync Data with Cisco] 7+ > K7 C[Next] #27 U v 27 L ¥ 7,
9. [Summary] 7 ¢ > K T [Finish] %27 V v 7 LE9,

CSSM & DRI AT 5 & T34 A THERBINE 2% E L ET,

TA o AFERRI LR — R R L 72T N ZA0EIE, Bl [Smart License Compliance] 7 — K1 [Retry] 4
TFarvk b bIcFERENET, [SmartLicense Compliance] 7 — KA 27 VU w7 L, FIEZRLVE LT, KK
L7=TF /3 A5 CSSMIZ T A v AR L R— F 22X E L ET,

CSSM

F 7 I A SSM &I L CHANE#ROFEM Z CSSM ~7 >~ 7'm— R L £,
F 7R SSM 4 L THINE R OFEMZ CSSM 12T v 7' m— R T&E £,
Before you begin

F 7L I ASSM BT — REZANCTHLERH Y 4, SO W TIE, Bt — Fo#r (523—
D) EBBLTL &N,

1. A A=a—bLREZ®EIRLE3, [Tools] > [License Manager] > [Reporting] DJIEIZ &R L £,
2. [Smart License Compliance] #— F%# 27 U v 27 L £,
3. [Smart License Compliance] 7t > K7 ¢, [Let'sDolt] 27 V v 7 LFE T,

LB DT 4 RUxk A% v 74 %I21%, [Don'tshowthistomeagain] = v 7 R v 7 2% 4 12 LET,
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4. [SelectSmartAccount] 7 + > R T, Kr v 7 ¥ U X k)b [Smart Account] & [Virtual Account] % 35841
LET,
5. [Next] 227 U v 27 LET,
6. [Choose Sites and Devices] 7 1 » R 7T, U YV —AEAROFEMERET DT /34 A% TR L, [Next] &
7V w7 LET,
7. VY —AFHROFEMEREICT v 7 a— R4 5121%, [Modify Policy] 7+ > R 7 C[Next] 27 U v 7 L
FT, AV a— VU R NOKHEZEET L561E, REShiedA 7 a v aFERHLET,
a) [Policy Settings] . [Reporting Interval] 7 ¢ —/L NIZxfin9 5 [Modify] 227 V » 7 L9,
b) [Change Reporting Interval] 7 .+ > K7 C, fEZ AL ET,
LAR— MEkE (BE) X, A2 7L 3 2 SSM 225 Cisco Cloud SSM ~® 1) — 2 fifi F{ 2R D FEAN D & 1
R T v 7a— RROBEZRLETS, 7Ty 7e— ROBEITHEOTZ ENTEETN, /L AR—F
BARE (24FF[) RSO T Z &I TEEH A,

c) [Save]l] 227 VU v 7 LFET,

8. [Sync Data with Cisco] 7 . > R T[Next] #27 UV v 7 L ¥,
9. [Summary] 7 ¢ > K C[Finish] 27 U v 7 L9,

CSSM L DRI KT 5 & T3 A THERBICE =ZELET,

i€ — K% Smart Call Home 7> 5 Smart Transport (22 L 77,

Catalyst Center 2.3.7.6 LLf&, A~— kA &> 2 Smart CallHome (SCH) HR— MIHR— FETITARY
%9, SmartLicensing TSCH Z#fiH L CTWaHEIZ, A~v—F M7 U AR— MIBITLET,

DTV FADONTNNFEAT D L, [Tools] > [License Manager] > [Devices] D5 /31 24512
[Connection Mode Out of Sync] % 7 3 1F HiLEd,

o [System] > [Settings] > [SSM Connection mode] T SSM #f5i £ — RA2 A H 45 L &
o CatalystCenter £~ F 7 >~ 7" CTFQDN 2 H 5 & &
e SSMEHGE— REEF L7z &, FITREVIPIP T RLARETE I & &

o TNAATTFEITRESNIZA~— K b7 AKR— 23, Catalyst Center =~ 7~ 7' SSM #f5t£ —
Ne—HELWGa

o Catalyst Center Z LIFiD Y U — A5 2.3.7.6 LIED Y V—RAIZT v 77 L— R L7=#%

1. A A=a—bLIR%Z®IRL£3, [Tools] > [License Manager] > [Devices] DJIEIZ5#R L £,

Aw— kT A B A%IT A Z22%F LT [Connection mode out of sync] &5 X v ¥ — U RFREN
e, BEA -V E 7Y v 7 LT, Bt — RBFERBOFEMEERLET,

2. [License Manager window] . [Sync ConnectionMode] =7 U v 7 L %7,
SCHM B A~— K F T UV AR— b~OERE— FOERBIL, ROV —7 A TITOIVET,
a. SCH D& kMR

b. A~—FFF U AR—=FURLEZT A AT v a
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C. A¥— b TA B ADBREDTET

ATV IACSSM 2 U727 = 7 /WA X v 7 IPvA[IPv6 Bg5i Cld, IPv6 7 /3 A A (2% LT [Sync
ConnectionMode] D7 7 > a v 7w v 7 SvEd, FEZHMCT 521X, [SSM Connection Mode]
T4 RTTHY T LVIACSSMAA T RUAZIPT RLA)EH FODN IZEFE T A0 NRH Y 9,

AT ai AA A= HIREERLE7, [Activities > Tasks] T [Sync Connection Mode] ~
AT DAT—H AT RLUET,

FFrai AL A= =L ERRL 9, [Activities > AuditLogs] T7 /X1 A ~DFREDEE
EFRALET,

22— T A B ARG —F DA L—TF > NOETIZET S EH,

A= TA RV AKIN—FDANVN—T > NEEETEET,

O hownN=

A A= 2—BREERL £, [Tools]> [License Manager] > [Reporting] DJIEIZER L £,
BEFDHT N, AERIRLET,

[More Actions] %2~ Y ~ 2~ L. [Change Throughput] % &4R L £,

[Choose Throughput] 7 ¢ > KT CTA/L—7" MEZZEIRL, [Next) 27 U v 7 LET,

[Apply Throughput] 7 + > K C[Next] 27 V v 7 L ¥ 7,

[RecentTasks] V> 7 %27 U » 2~ L. [RecentTasks] 7 ¢ > K %@ L F9,

[Recent Tasks] 7 .1 > K 7 C [Change Throughput] % 27 D AT — X A& MR TE £7,

N—F LT A7 MED T A & ZADEERIT T 2,

N=F X LT AT MATIA B AZIRETEET,

LA Sl B

AA A= a—nbkEEIRLET, [Tools] > [License Manager] > [Licenses] DJIE|ZE4R L £ 97,
i 257 A B A% 3R L, [Transfer Licenses] 22 U v 7 L£,

[Transfer Licenses] 7 1 > R C, N—=F ¥ L7 H 7 @R LUET,

IR L7245 T A & 2D [Transfer License Count] Z A/ L. [Transfer] 227V v 7 L$£9,

[RecentTasks] V > 7 %# 27 U ~» 2~ L. [RecentTasks] 7 ¢ > K @ L F7,

[Recent Tasks] 7 .+ > N7 C [License Transfer] # A7 D AT — X A& flEiR T& £77,
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A — N TABUARIET A AT DHEE S T OEBIZOWNTDER, A~v— F T4 B ARIET A
A AN, MK AOOBRZ T HBNTEET, BEXY 72 EHBLOHIRT A2 b TEET,

A= "TA VU ARIGT N, RTIKR 4 ODOFEEX TH2BMLT, AV AX L ZADT LA RN T —
Z O ERFITTHIENTEET, BEF T2BHBLOHIBRT A Z b TEET,

AL A 2= B IREREIN L £9, [Tools] > [License Manager] > [Reporting] DJIEIZ &R L £,
HEX T EBINT ST N AERINLET,

[More Actions] 22 U 7 L. [Manage Free Form Fields] Z3&4R L C., W& ¥ 7 B0, B, £72I13HK
[/\ijqo

R A 7 R BINE I EH 9 5121%, [Free Form Fields] 7 1 » F 7 TR OFNEE FEATL £,

a) BEX 7 ANTTLET,

b) [Save] #27 UV v 27 LET,

. B Z 7 2HIBT 5121, [Free Form Fields] @7 ¢ > K7 Tk DO FINEAE EIT L £,

a) HIBRT 2E X 7OHIRT A ava2 270 v 7 LET,
b) [Savel] &7 U v 7 LET,
c) [Warning] 7 > K7 C [Continue] 22 U ~ 7 LE7,

[RecentTasks] V> 7 %27 U ~» - L. [RecentTasks] 7 ¢ > K & fdEh L F9,
[Recent Tasks] ™ + > K & C [Manage Customer Tags] % A7 D AT —H A ZHERTE F9,

TAVLARY —DEFIZET HEHR, v b T —27 T34 AH CSSM IZHERE D LRI A s+ 5 L
A— R EERECTEET,

Ty MU =7 T3 Z)% CSSMITHERE Dl R 2 2 VAR — MR A E TE £ 7,

>

AL A= 2= B IREREIN L £9, [Tools] > [License Manager] > [Reporting] DJIEIZ 3R L £,

[Smart License] 7 — 7 /L C. [Modify Policy] 227 U v 7 L £,
[Modify Policy] 7 ¢t > R, RYU > —g&iE & CSSM AR U > — DN R RS NE T,

. [Policy Settings] T. [Modify] %27V v 7 L%,

[Change Reporting Interval] 7+ > R T, LAR— MNERROMEZ AT LET,

. [Save] 227V v 7 LFET,
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Catalyst Center /N> 7 7~ 7 LSBT B 1E #H,

Ny T o 7BIOMETHEEAFERTLIE, Xy FT—RECKHERBERIC, X 2T v 777 A)V%
ERR L. BIOT 7 I A4 T AL TE £,

e HENMLT — X DA, F-IXBHEMLT — & & Assurance T — X DN\ 7T v 7 TE £,
BE

Catalyst Center ™ H #h{l. & Assurance 7 — X % /Ny 7 7 7 F 5, NetFlow 7 — X Iy 7 7 v 7 &
NEEA,

o HELT — X%, CatalystCenter 7 — % X— R 7 LT ¥/, T7 ANV AT A BIORT7 AV
TR SN TWET, HEINY 7T v 71X, 3XCTOT—FDNNy 7T v 7T,

e Assurance 7 — &I, Ry NI =TT a7 5 A LSHT—& TR S CVWE 9, Assurance 57— %
DOEPIDO/Ny 7T v F1E, TR TCDOT—FDONRNy 7T v 7T, FOBIIESNy 7T v 7T,

BER

e NI T T Ty A MIETELITHIBR LW TLEEWn, BETHE NI T w777 AL
% Catalyst Center [ZIETT CEXRWEENH Y 97,

e RNy T v, HEIETLY T AX— LR U FIPS & — K% E % Hi-> Catalyst Center 7 5 2 % —TD
HEILTEET, FIPSE— RRENRR DI TAX —%EGTe/N\v 7T v 786 L OE ICEEIT R
L £ (Catalyst Center (/X 7 7 v FICHENE/R LD T )V EAF 1T HT20)

e Catalyst Center (33> 7 7 v 77 7 A WEAERK LT, VE— F—N—ZHKANLET, £V I T v
T, T4V 7 FUAELTUUD 2L C—ZICBmInEd, UVE— b= —08EtDFEHIC
DNWTIE, Ny 7Ty T N0 (228—Y) SR LT IES W,

« HEIZ1ODAY I T v T DHEFTEET, ROy 7T v T ETTH I LIETE R
A/O

e RNy I T T DFETHIL, 77 ANY—ECRIIT v 7 u—RENTEZT7 7 A NVEHIBRT S Z & 1XTET,
T ANMIMEZTEEFT IR 7T v et A Lo TRy P F v 3NN ER3H0 3,

o HELEHEIA
¢ T—HANR—AL T ANDBIEDN—V a U EFFT DDAy 7T v T2 FITT D,

o MEELEE LILBIINY I T v T RFETLET, HEXE FAAATHLWKY v — % EHE /-
ERT D L &R ETT,

o N I Ty TIED VIR N A T T AR O HREITT B,

o HOKFEHDOIFZNZHEEN DNy I T v T AP a—LTEET,
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o Catalyst Center Z{HfH L CVE— h Y —R—=nER0 I T v T 77 A VEEILTEET,

e RNy I T v T T A NEHEILT DL, Catalyst Center (2 L > CEEEDT —H _X—RZ & 7 7 A LNHIER S
e Ny I T T TF—=FR_R=2L T 7 (L TEESHZ ONET, EIra2ETL TS, CatalystCenter
AT ERA,

e CatalystCenter|Z, N\—a v 2Fnd v 77 v exedR—F L TWET, 2FED, 225DLL
BID/3—37 7 > @ CatalystCenter DWNT N H /Ny 7 7w T aER L. F &/ A— 2 > @ Catalyst
CenteriZfHtCT& £9, /=& zIE. CatalystCenter3.1.3-75710 73— 3 o F 7= Catalyst Center 3.1.5-75246
NR— 3 DRy 7T 71X Catalyst Center, 3.1.6-75205 /X—30 g 20 CT& £9°, Catalyst Center
DENLFEDY V=2 HFE L EN Y TTEY £, FHMITOWTIL,  [Release Notes for Cisco Catalyst
Center] ZZM L T 7EEVY,

o [ Cisco Catalyst Center Data Migration] 50 C. RO B> 7 2L TLZE0,

e BTV VA2, 3. 5, BLUBDOTFIETIX, 2725 IP 7T KL A% FFD Catalyst Center 7 77 14 7
VAN I T T EBILT D IECOWTEH LET, ZOdRPIE, Catalyst Center ® IP 7 K L
ANEBRENTNT, WS RTANLEITLT HUERNSLHEICAECLAREERS Y £,

EX

Catalyst Center /3> 7 7 7 18 501% -

o [Integration Settings] 7 + > Kz 7 7 AL, (WEIZ)ELET) [Callback URL Host
Name] & 7= (% [IP Address] Z 15 2 L3 H D 97, HMICOWTiE,  [Configure integration
settings] ZZM L TS 7Z &0,

o Catalyst Center £ > 73— ID /3% X415 &, Cisco Spaces & DA SN E 3, i,
22X, MOoN—RO =TT T IAT UV ATETLTDIEE, LI~V TT777A4
T Y ANDARIET T A T U AIBATT D EEICRELET, FEMIC OV TIL, [ CiscoSpaces
Configuration Guidell > Tlntegrate Cisco Spaces with Catalyst Center] Z 2/ L CT< 72 &V,

o [ EWMBIOT TIIAT LU ADT v 77— RIZETEIEBEFE] by 7 TiE, NI T v
77 ANEEITLLTLY EALO Catalyst Center 7 75 A 7 2 AT v 77 L— R 58810 EET
REZOMD IOV T L ET,

Ny 2Ty T EITEDA X MEFIZEET 5 1E .

N 7Ty TEINTEITCA X PO ET L NNCEMEZETEET, O OEMAERRER LU
+ 25121, [ Cisco Catalyst Center Platform User Guidell @ TWork with event notifications] kv 7 23 X
TWAHFIEEZFATL TS, ZOFIEEZSE T L5, SYSTEM-BACKUP-v2 £ <> | & SYSTEM-RESTORE-v2
ARV NEFIRL, W TR FATLTNDLZEEMERLET,

WHNT, WOFRITRTA XY FOWTNDRBRRET D RERBS L OFESNET,
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;e AR+

N7 T w7 VAT LDy I T T T 7 ANVEERT DT 0 AN ST,
VAT IEDNRY I T T T 7 AINVENERTE 2d oz, ZOA X2 M@, RO
B CRAELET,
o MBI/ T A AV RN Y FE— A ML —I2H D FH A,

¢ VAT LADY—N—DAT =X AETHTEERA, T, N7 v T
YED =D DFERF = v 7 TY,

¢ VAT LTy I T w77 7 A IVEMERTIC, Bt ORMBECEBENRELE L
776
ot Ny 7T T 77 ANEBILTH T a ARG I,
RNy I T 9T 77 ANVOETITRI LTz, ZOA Ry NI, ROBHTHEEL
e
e RN I T T T ANDBEEELTWET,

¢ VAT LTI T v T T 7 A NVEAERRFIZ, BEROMBESCIEIEN AL E L
7=,

Ny 7T T == OB D IFHR,
Ny 7Ty THh—=_"=L, YR—=FENTODRONTNDDA NV —T 4 TV AT LEFATL TN D
WENRHY FT,

o Red Hat Enterprise 8 LA

e Ubuntu 16.04 (F7-13 Mint 72 &) LIk

Assurance

AssuranceT — % D3 7T v T EVR— b B854, Y—s3—% Linux £ 7213 Windows ~X— 2 @ NFS 5 —
N— FTITROEEZ 729 NetApp., Isilon 72 E D A b L— R 2 —23 2 4 5 NFSICT 5 Z & N T
S

e NFSvA B X OINFSV3 29 R—Kh LT3 (ZDOYR— b EMRT2ICE, — 3= 5 nfsstat -s 2 A
HALET)

eNFS =/ AR—1+T 4 L7 b VITHT DB [ESIABRERND 5,
o Catalyst Center & NFS — _X—flDx v b U — TG NEE L T\ 5,
o Catalyst Center & NFS —/S—[ D% v b U — 7 HE R 4350,

NFS #5#7 « L~ IV % CatalystCenter /X 7 7 v 7% —_—L L CHEHTHZ LT TEERHA, DAF—
RENTZNFS v v MIBEOENE 2 5720, VR —hEnEHEA,

PR—=FEINTWDENNY I T v T — =D H A 7, CatalystCenter DEFHET /MIZL > THRRD T (=
YT HCENT AN T TR E, WTIOT TR A A AT THEY AR FENTWERA)
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Catalyst Center Ef YR—EENZNVIT Y TH—N—DE2AT
RTAZNVENMIET T 74T R W VM ~N— 2
777 RX—2 (AWS, Azure 72 &) FUTVIAR TTTRR—R

Catalyst Center

X b U — 272850 Catalyst Center 7 7 A X NEENLTWAHGA . IROFERNIL, NFS ——D /Xy 7
Ty IT 4 v NUREEIZART RS S HEE R LTV ET,

)y—= I
Catalyst Center 7 7 A % 1. clusterl
2. cluster2

H#h{ & Assurance DX 7 T v BlR LT 4 V7 b VIL /data/ T, WiTOX A T ORI T o7
ERARNT DN I T v T == ZRA T LD RAR—=ZANH D ET,

NFS =27 AR — Fi%E [etc/exports 7 7 A VDN :

e

/data/clusterl
*(rw,sync,no_subtree check,all squash)
/data/cluster?2
* (rw, sync,no_subtree check,all squash)

Ry I T TP —=R=DF 4 L7 M) LAT U MIETHER,
N T o7 ef@FET DI, X T v —R=ZkDOT 4 L7 N AT U MfEATHZ L
RO LET,

Catalyst Center

cluster1 : /data/automation/cluster1

Catalyst Center
o cluster1 : /data/automation/cluster1

o cluster2 : /data/automation/cluster2

Ny T v T AN —VBCEET 5, Sy 7 7 > 7I2i%, Assurance & — % L HEWbLT — % O 0B
RAEHI A2 I S—F B DI+ BBA R L —2FE D B TAHRERSH Y F17,

Catalyst Center (X, #M: NFS O35/71Z Assurance & BB LT — 2 DRy 7 7 v Fav—%2RkFELET, Ny

77 A, BERRAYME D AS—FT DI GRANBA N L —U R EID Y THMERSH D F9, K
DARL—U %R L £,
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NFSX FL—2 BEiHET—42X b+

\'l
N
LI
o
Bo
B
Jjn

oo vy Jaoy

T74I) AILITA)FR (14 HEfITHE L—2 (NFSH—
) N—ETHAXT?O
L)
medium medium BT IIAT A 1.7 TB 50 GB
o DN2-HW-APL

o DN2-HW-APL-U (7 & E&—
Tay)

EIMKTTIALT A
DN3-HW-APL
t2_large large FAMR T IIAT A 3TB 100 GB
o DN2-HW-APL-L
o DN2-HW-APL-L-U (7'
T—3))
WIMRTIITAT A
DN3-HW-APL-L
t2_2xlarge  extra large o TFIAT R 8.4TB 300 GB
e DN2-HW-APL-XL
o DN2-HW-APL-XL-U (7' &

T—33V)

EIMRTTIIAT A
DN3-HW-APL-XL

P R—% Ny 7T T A7 OBHRNE & BIEDEFIZOWTHA L £77,

Catalyst Center %h—/X—% /3w 77 » 745 720IT, FrEDHIE & BN LETT, ZNHOREEML
T KT TTAT AT T 7 ANDNY I T v T ORI PDREMEHELET (N 2727 v 704
FAZ Do TR 2 BR <) o HEBMEIZIL, T XCTOT—XDORYIO Ny 77 v TRHPERINET, B
MDDy Sy 7 7w ZIFRE N ER S E T,

INFS ~ 7 > M EXIAAL ] HE #fEFR3 51213, Catalyst Center 2 = /L2 magetl disk check -d
/data/nfs -c 4096 EANLET, 3/ —RKDOHAZ T A% —2b 54 1%, Catalyst Center T NFS % 5%
ELEE, &/ —RFRCTavr FEAALET,

FIS5A470R7TO0 F—ER—XHAL X NFSTHO2 rDE HEE Bk R
74 FAARE

Medium 50 GB 100 ~ 125 MB/®> 1 Gbps 7%
Medium 50 GB 1000 ~ 1250 MB/#> 10 Gbps 1%y
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T72A47ATA
I74I

Large
Large
Extra large

Extra large

77547 ARTO
74

Medium
Medium
Large
Large
Extra large

Extra large

T—ER—2ZH (X

100 GB
100 GB
300 GB
300 GB

FTRTOTF—4D
N7y TH4 R

1.75TB
1.75TB
3.1TB
3.1TB
8.69TB
8.69TB

NFS <o FDE
ZIAFIRE

100 ~ 125 MB/#
1000 ~ 1250 MB/#
100 ~ 125 MB/#
1000 ~ 1250 MB/#

NFS v 2 bDE
EAHEE

100 ~ 125 MB/f)
1000 ~ 1250 MB/#)
100 ~ 125 MB/#)
1000 ~ 1250 MB/F)
100 ~ 125 MB/#

1000 ~ 1250 MB/#>

1 Gbps
10 Gbps
1 Gbps
10 Gbps

1 Gbps
10 Gbps
1 Gbps
10 Gbps
1 Gbps
10 Gbps

| R 777|231

Bn 3k R ]

~ N —_
N - w
NS N
& 3

~
&

Brak B R

4 FREfH]

25 minutes
7 HF[H]
43 73

20 MRFf
2 IpfH]

Linux 33 & O Windows <—AD NFS 2t~ v 7 v 7925 HIEIZOWTHA L £,

Ty AN EERTDISLEND D2 — A =2 TN o0k £, LUTFICHZRLET,
o Ny I T TREIREDTE T
e U E— T Catalyst Center O > A h—/L
e RCA 1t 78 RV ZARMFT B 720D VR Y b U OFERL

ZOEB 7 a O Ry 7 T, Linux X— 2 & Windows X— 2D HFDONFS 2t > N7 v 745 FiEICD

WAL E9,
Linux NFS

O My 7 ik, Ubuntu B8 X URedHatLinux 5 4 A U E2—3 3 CNFS 7 7 A VG EZHRET DT
BEIZOWTHBALET,

ZOE 7 a L TlE, Ubuntu B ORRedHatLinux ¥ 4 A R E=2—3 3> TNFS 7 7 A VILE 2R ET S
FFIEICHOW T L ET,
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( )

B =

VMware VM Z iR ET H5E1E, 10G il — bk LKA — —~y REZRMEET 5 [vmxnet] 7 A &S
HZ L EHERELET,

\ J

Ubuntu
Ubuntu 7 4 A R Ea—1a rTO7 7 A NFEOREFEZFELET,

Ubuntu 7 A F U Ea—3a U T7 7 A VHEZRET HITF, BUFTREL KB STV D FllHZ EAT
Liﬂqo

1. NES Xy r—2% A X h—/L L £, apt-getinstall -y nfs-kernel-server
2. NFSH—bE 2 & f2IC L CEBI L X7,

systemctl enable nfs-server
systemctl start nfs-server

3. NFS H—EARAMTAR>TOT, BIBENTNS Z L 2R LET (ZAFTF 744 FTEIFENF
) ., systemctl status nfs-kernel-server

RO INIEOBO L H 12720 F9°,

nfs-server.service - NFS server and services
Loaded: loaded (/lib/systemd/system/nfs-server.service; enabled; vendor preset:
enabled)

Active: active (exited) since Sun 2020-03-22 15:35:12 UTC; 18min ago
Main PID: 19253 (code=exited, status=0/SUCCESS)
Tasks: 0 (limit: 4915)
CGroup: /system.slice/nfs-server.service
Mar 22 15:35:12 k8smaster systemd[1l]: Starting NFS server and services...
Mar 22 15:35:12 k8smaster systemd[l]: Started NFS server and services.

4. ROZ AT 52T LT, NFS=7 AR —hEHELET,

a. NFS7 7 A 55407 P EZRELET,

sudo mkdir -p /srv/nfs
sudo chmod 755 -R /srv/nfs/
sudo chown -R nobody:nobody /srv/nfs/

b. /etc/exports 7 7 A JVIZNFS 7 7 A VA= MU ZBIML 97,
o 77 A V&R E £7, sudo vim [etc/exports

e RDITZIBIML £9, Isrvinfs *(rw,sync,no_subtree_check,all_squash)

c. NFS 7 7 A VW HF A2/ AR— h LET, sudo exportfs -rv
WD A v —VNFRENET, exporting *:/srv/nfs
d. NFS =7 AR — b 2R LET,
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NFS 7 7 A NAEHF O R 2887 5 1201%. BD Linux < < > ) 5 showmount -e NFS-server-IP-address
a<vy REAALET, EROHINTIROFO X 512720 F5,

Export list for NFS-server-IP-address:
/srv/nfs *

5. NFS #3Fr[ T 27 7 AT U4 —NNA—LEFRELET,

a. 77 AT A —IDBENNI /o TWENE I DEERLET (A7 —HF XX active TJ) , sudo
ufw status

7 /L h®Ubuntu/DebianT 4 A b B a—> a3 Tk, 774 T U4 —ABNEN o> THOET,
MEIZELC T, ZOFRIBEZTIT DT 7 A T U+ —VEHMI L TLZEN,

b. mountd FHOFEHIR— F 2R ELET,
o Jetc/default/nfs-kernel-server 7 7 £ V& B & £97,
e RPCMOUNTDOPTS="--manage-gids {T% &>} £,

o ZDITORBIZAN—R L —-port 32767 BN L £,

c. RD1T% |etclservices 7 7 1 /LIZIBI L T, mountd R— F &ZB ML £ 9,

mountd 32767/tcp
mountd 32767 /udp

d. NFS — v 2 2 HiiL# L £9, sudo systemctl restart nfs-kernel-server nfs-mountd portmap
e. NFS 23 AT 567 7 A 7 U4 — /b —LZBIMLET,
sudo ufw allow portmapper

sudo ufw allow nfs
sudo ufw allow mountd

Red Hat CentOS
RedHat £7-1%CentOS T 4 A R U B a— a3 TOT7 7 A NHEOREFIECHONTFRET,

RedHat £7213CentOS T 4 A h VB a— a T 7 A NV EZRET DT, UTFTTEHELLSHEAINT
WD FIEAFEITLET,

1. NFS Xy r—V% A A h—/L L7, yum install -y nfs-utils
2. NFSH—bE 22 L CREI L7,

systemctl enable nfs-server
systemctl start nfs-server

3. b RADAT—F 2A%MER L E T, systemctl status nfs-server
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FEROHINIHROBIO X 512720 7,

nfs-server.service - NFS server and services

Loaded: loaded (/usr/lib/systemd/system/nfs-server.service; enabled; vendor

preset: disabled)

Active: active (exited) since Sun 2020-03-22 12:14:30 EDT; 2s ago

Process: 10418 ExecStart=/bin/sh -c if systemctl -g is-active gssproxy; then
systemctl reload gssproxy ; fi (code=exited, status=0/SUCCESS)

Process: 10404 ExecStart=/usr/sbin/rpc.nfsd (code=exited, status=0/SUCCESS)

Process: 10402 ExecStartPre=/usr/sbin/exportfs -r (code=exited,
status=0/SUCCESS)

Main PID: 10418 (code=exited, status=0/SUCCESS)

Mar 22 12:14:30 cene8.ecrt.local systemd[l]: Starting NFS server and
services...

Mar 22 12:14:30 cene8.ecrt.local systemd[1l]: Started NFS server and services.

RDZ AT ZHSET LT, NFS =7 AR — F&gkiE LET,
a. NFS 77 A VLT 4 L7 Y ZRELET,

sudo mkdir -p /srv/nfs
sudo chmod 755 -R /srv/nfs/
sudo chown -R nobody:nobody /srv/nfs/
b. /etc/exports 7 7 A JVIZNFS 7 7 A Vit MU ZBINL £9°,
o 77 A N%EFE E7, sudo vim /etc/exports

e RDITZEIBIM L E9, [srvInfs *(rw,sync,no_subtree_check,all_squash)

c. NFS 7 7 A MIfFE 7 AR — b+ LET, sudo exportfs -rv
DA v E—UNFREINFET, exporting *:/srv/nfs

d. NFS—= 7 2R — MR LET,
NFS 7 7 A VI O R A2 R 511X, BO Linux = 227> & showmount -e NFS-server-IP-address
ax P AN LET, #ROHIDNTROFED L 512720 £,

Export list for NFS-server-IP-address:
/srv/nfs *

e. mountd A" — k23 nfs.conf 7 7 A /L CRRE SN TWNDH N E D 1 E R L £, grep -A2 mountd
letc/nfs.conf
RO AIDBIRD L 21275 TV HEAEIE. mountd R — N 2R ETHLERH Y £,
# [mountd]

# debug=0
# manage-gids=n

ZOBA . nfs.conf 7 7 A VIR OITEBEIMLET,
[mountd]

manage-gids = 1
port = 20048

f. NFSHV—v 2 & HiL#) L ¥ 3, sudo systemctl restart nfs-server rpcbind nfs-mountd

Red Hat/CentOS X— 3 T UURETIX, T 74V T7Z 74 7 U 4—/b (firewalld —t 2|2k -
THEHE) DA >TWET (BLETD/N— 3 > Tl iptables Z4# /1) , ¥—/3— ETNFS 23347
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SNTWDBEE., 77ANEET 72 ARHIESET, #E7 74 72 x5, showmount -e
NFS-server-IP-address =< > K& AN LET, EROBINIXKOFD X 512720 7,

clnt create: RPC: Port mapper failure - Unable to receive: errno 113 (No
route to host)

5. NFS #FFn[ 457 7 A T U+ —N— L &ZBIMLET,

firewall-cmd --permanent --add-service={nfs,rpc-bind,mountd}
firewall-cmd --reload

6. NFS iz SELinux # 3% & L ¥,

'a \

B =

Red Hat 3 L X CentOS & 4 2 FVJ B 2—3 3 > Tli. SELinux 235 7 + /L K TEBINC /R > TWE T,

. J
a. NFS O34 v [Z X A% boolean 7> a3 » ZHNZ L £,
FITY HIRME R

FEHHELD HH D NFS =7 Z7KR— | setsebool -P nfs_export_all_ro1 =~ > FZ AL %7,
ERICT D
FAY [EZAHANS =7 AR — ROa~vr RE AN LET,

PEFNZTD o setsebool nfsd_anon_write on

e setsebool -P nfs_export_all_rw 0

b. boolean 23 E SN TWAH Z L &R L E 7,
getsebool -a |grep nfs expo

nfs export all ro --> on
nfs export all rw --> off

c. NFS5 L7 b VIZ SELinux =27 % X hERELET,

semanage fcontext -a -t public_content rw t "/srv/nfs(/.*)?"
restorecon -Rv /srv/nfs/

Windows  NFS
Windows ~X— A D NFS 7 7 A VIHF DR EFIEICO W T LET,

Catalyst Center = 7" 12 A il ® Windows ~X— A D NFS 7 7 A L ILHF 2R ET HI121E. ROFNEZFEITL £,

1. == 2=V ¥ BB LET,
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2. NFSH—tv 2% A A b—/LLET,
a) [Manage] > [Add Roles and Features]# &R L C. [Add Roles and Features] & .1 ¥ — K& BAth L &

o

b) [Next] 2 31[al~7 U v~ L, [Before You Begin]. [Installation Type]. [Server Selection] & .t ¥"— K %
Ax v S LET,

c) [ServerRoles] 7 ¢ ¥ — R . [ServerforNFS] F =~ 7Ry 7 2% 412 LC, [Next] 22 U v 7
LET,

d) [Features] 7 ¢ ¥"— Nl . [Services for Network File System Management] =~ v 7 7R > 7 2% F /12
LT, [Next] #27 U v 27 LET,

e) [Confirmation] 7 ¢ ¥'— RE T, BIR LA T a U BRERENTWEZ L E2MERLET,

f) [Installl 22 Vw27 LET,

3. [New Share] 7 « ¥— F&BAtE L £,
a) —R—=X—TUrDF s — 37 ¢ FUT, [File and Storage Services] #7 U v 27 L £,

[File and Storage Services] ~— U 723pA & £,

b) ZOR—=TYDFEHF = a7 4 KT, [Shares] %27 U v 7 LE,
c) [Tasks] #7 U v 27 LTh 5., [New Share] %33R L £,

[New Share] 7 « ¥'— FBFRENFET,

4. [New Share] 7 ' — FZZET LET,

a) [Select the profile for this share] ™7 -+ #'— RNiji T, [NFS Share - Advanced] 727 v A V%27 U v 7 L,
[Next] 227 U w7 LET,

b) [Select the server and path for this share] 7 .« '— Nilif ¢, 7 7 A VG EZEET 252 fE L.
[Next] 227 U w7 LET,

Gifa2] #HR

A5 % [Shares] 7 4 L7 N UND 7 4V ZNOH 1. [Selectbyvolume] 47> a v RE %27 ) v
T 4 A7 E1138—TF 4 ¥ a VICRET 254 LET,

2. AT AT 4 AT I N—TFT 4 armY

Vo7 LET,
HHENELE SNDGTCBET 556 1. [Typeacustompath) =7 a v R %27 U v
7 LET,

2. 7TXANZ7 44—V FEZ Y w7 LT, [Select
Folder] ¥4 7 u /R v 7 A& ¥ 7,

3. LBHEAHBETH 7+ LA ICBEILET,
4. [SelectFolder] #27 V v 7 L$E7,

c) [Specify share name] 7+ ¥'— R T, HADLFTIZ AL, Nextl 227 U v 27 LET,
d) [Specify authentication methods] 7 « #— RE[H T, IRDOA > a2 o ZiER L, [Next] 227V v 7 LE
‘g‘o

« [No server authentication (AUTH/SYS)]
« [Enable unmapped user access]

« [Allow unmapped user access by UID/GID]

e) [Specify the share permissions] 7  #— Nl T, [Add] %727 U v 27 L&,
f) [Add Permissions] # 4 7 a2/ ARy 7 AT, ROZ A7 &5T L. [Next] 227V v LE1,
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1. [Add] 22 VU v 7 LET,

2. ZOIFIZT IV RATEDHRAN, V2 IAT 2 M ITN—T Fid3xy FINA—T 2R ELET,
3. [Share permissions] K2 > 7% 7 U & kT, [Read/Write] Z %R L £,

4. [Allow root access (not recommended)] &= v 7R v 7 A& 47 DFEFIZLET,

g) [Permissions] 7  '— NI T, DX A7 %52 T L, [Next] 22 VU v 27 LET,

1. [Customize permissions] % 2~ U ~ ~ L. [Advanced Security Settings for share-name] % 1 7 @ 7 7R v
J AxBEET,

2. [Add] 27 V » Z L. [Permission Entry for share-name] %1 7 0 778 v 7 A &Pl & £9°,

3. [Selectaprincipal] U >-7 %2 U v~ L. [SelectUser, Computer, Service Account, or Group] # 1 7 12
TRy 7 A&EET,

4, EthDOTFA MR w7 A2, [Everyone] # A1 L TH 5, [CheckNames] %27 U v 7 LE¥, [Everyone]
NERENESL, 0K EZ27 U w7 LET,

5. [Basic permissions] — 1 7 . {#fA[GE/2 A7 3 > ([Full control] Z&¢e) A+~ TR L TH
5, 0Kl #2727 LET,

6. [Anonymous LOGON] == —#—|Zx} LT, Aii®D 2 DO FJEA MY KL E 7,

h) [Next] # 2[a]l27 U v L, [ManagementProperties] 35 . U8 [Quota] 7 ¢ V"— Filijifi & 2% » 7 L £79,
i) [Confirmation] 7 ¢ ¥"— R&[E T, [Create] 27 VU v 7 LE9,

5. Windows NFS — "—%{&# L £7,
a) P—N—<=RX—TxDAA > A=2—T, [Tools] > [Windows Firewall with Advanced Security]
DINEIZIRIN L E T,
b) [Inbound Rules] 7 — 7 /L iZiX. 2 -2® [Server for NFS] -— £ A (NFS-TCP-in & NFS-UDP-in) 238% ¥ £
T, MAFDOP—ERATKROZ AT 5T LET,

1. Y= R&X 727 U 27 LT, [Properties] #A 7 a2/ Ry 7 A%& £,
2. [Scope]l # 7H 7 U w7 LET,

3. [Remote IP address] = 7 + = > Cl%, Catalyst Center HIZFRE S 72 IP 7 KL A (Windows NFS H-—
Nl A VB —T 2 ATERET HNIC DOVIP 25Te) ZANLT, RANT 7 EBAZHIRL E
77

4. [OK] =27V v 7 LET,

NFS

CatalystCenter Cit, v 7 7 v 7HIZEEKEDO XY NU—27 77 A4V AT A (NFS) H— _—ZBINTE
i‘g‘o

Ny 7Ty TEAEIENTE 5 NFS ==& 21213, ROFNEELFATLET,

1. AV A=a2—0bREZEIRL 7, [System] > [Settings] > [Backup Configuration] DJIEIZER L
F9,
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2. [AdANFS] %7 U v 7 LET,
3. [AdANFS] A F A KA XA T, WOFINEEZFITLET,
a) FNEFho7 ¢ —/L KiZ [Server Host] & [Source Path] # A L £,
b) Kav 7% w2 U R K5 [NFS Version] %8R L £,
c) [Port] 1Z7 7 /L FCIBIIENET, ZOT7 4 —/L NIZEOFFICHLTEET,
d (47> a>) [PortMapper] &F5% AL %7,
e) [Savel] 7 UV v 7 LET,
4. [ViewNFSList] #27 U v 7 LT, EHAEE/ZR NFS h— —%FR L ET,

INFS AT A RA XA 121E, NFSH—_"—D U R FFEME & BIcFRRINET,
5. [NFSZA 7 A KA LA ] T[Actions] D N2 HEMEFLTZE2 27 YV » 27 LT, NFSH——ZHIfrL £,

e N

B =

HEITHRDO Ny 7T v 7Y a TRROVGEIZDIH, NFS r—"—ZHIRTE £,

Ny 7Ty TRIZBIM U NFS —"—ZRELET, sFlicOWTIE, Ny 77 v 77 7 A )L A7
LY ORE (238—) ZZMLTIZS N,

H@l{k. & Assurance T —Z D/ 7 7 v FhHI|ET D HEZRZHRBE L ET,

Catalyst Center Cl%, HEL L Assurance T— X D/ 7 T v T HRETEET,
N I T T T 7 ANVOREGFZRET DL, ROFIEEZFETLET,

WOBSER - SN TNWD Z L 2R L £ T,
o SUPER-ADMIN-ROLE #[R A& FF D2 —HF DLW Z DOFIEZETTHZ LN TEET,

o T —H Ny T T N3N I Ty TN =D (228%—) TR 3T D B A
7-LTW5,

1. A U A=a2—bREZENLET, [System] > [Backup and Restore] DJIEIZER L £7°,
WDY 4 Ry ERRTEET,
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System [ Backup & Resiore

Backup & Restora

iaceun pnd restars capabibbes hawvs nat Been conhgarad

2. [Configure Settings] %27 V v 7 L%,
F 7213 [System] > [Settings] > [System Configuration] > [Backup Configuration] D JIEIZ R L F

o

3. [Physical Disk] & 7213 [NFS] h—/"—F 7> a2 V& @RIR L £7,
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System / Settings

Settings / System Configuration

Backup Configuration

Physical Disk Cisco DNA Center Virtual Appliance provides an option to mount an external
disk to the Virtual Machine for Assurance and Automation backups. Note: Physical Disk
option is only supported for single node Virtual Machines.

Network File System (NFS) Cisco DNA Center creates the backup files and posts them to a
remote server. Each backup is uniquely stored using the UUID as the directory name. For
information about the remote server requirements, see Backup Server Requirements listed in
the Administrator Guide. Backup Server Requirements

© Physical Disk () Network File System (NFS)

Mount Path*

mks-managed-c123r1frib-err837q0hc v O

Encryption Passphrase*

Confirm Passphrase*

Backup Retention (in number of backups)*

14

4. [Physical Disk] : Catalyst Center /£, Assurance ® /3> 7 7 v 7 av’'— L Q@b — X 2 {_RGFT 570, 4+
BT 4 AT B~ A T b T AA TV a VAR L £, WET ¢ A7 ERTET S, [Physical
Disk| # 7' >a v AR& %7 V7 L, IROBRELZEHRLET,

More Information
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( )

B =

WERF 4 A7 AT a Vi, B = R~ v TORYR— PSR ET

14—k B2l
Mount Path ST 4 A T O,

Encryption Passphrase /> 7 7w 7Ot X 2V 7 4 OBEZ TOT VW a R —x v N LT 57
WIHEHTHRRATL—X, oD F= )T 4 |[CEBLEZTOT WV a RK—
XM, FEHEE 7 LT Uy AR EERET,

ZDNRAT LV —RFIMET, NI T T T 7 ANEETTDEEIZATIERD
LNFET, TONRRTL—ANRIFIUR, N7 T v 777 A VFETINEYE

Ao
INAT L —REHE LTIZRICANA T L — X2 B T3 586 1%, [Update Passphrase]
Vv LET,

Backup Retention TR ERFET NN T T,
BELEANAY 77 v 7 I T — 2 3HIBR S E T,

5. [NFS] : Catalyst Center (X3 7 7 v 77 7 AV &AF LT, VE—FNFSH——ZHRAFLET, U
E— "M== FEHOFEMNZDONTIE, Ny 7 Ty TN =D E (228%—) BB LTLEE
W, NFS/Rw 7 7w T — =% ET DI, INFSIA T v a v R %7 U v 7 L TIROBRE % ER
LET,

J4—ILFK Hil:L]
Mount Path £ — P — R — DT,

EncryptionPassphrase /X~ 7 7 v 7 D% 2 U7 4 OEBEZIToTWa v R—3x 2 &k Es{bd57-
OIEHATHRAT L =X, DX T 4B LEZITOoT VL R—
F v M, FEAELZ LT vy ARG ENE T,

ZDNRAT L —RBFIMET, NI T vT T 7 ANEETTDEEIZATIEZRD
LNET, TONRRTZ L —XARRTFIUL, NI T o777 A FETINER

Ho
INAT L—RERE LRI AT L—X%2EHET 554513, [Update Passphrase]
7 Vv LET,

Backup Retention TR EREFT DNy 7T T
BELEANY 2T v 7HED T =23 E T,

6. [Submit] #27 UV v 7 LET, °

ZRNEE S D L. [System] > [Backup & Restore] C. iRE SNI-#FLT « A7 £ 721X NFS H—
N H FRTEET
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SSH

HEMLEEH Ny 77 > 7HIZY T— b SSH — —Z BN L 7,
ROFIHzHEH LT, BELHEHAANY 77 v 7HIC) £— b r—"—2HEL £,

~

B =

UE—F RNy 7 7y 7H—"—0OYR— I, BELHEHANY 77 v FTHHTE 7,

A A= 2= B IREEIN L 9, [System] > [System Configuration] > [Backup Configuration]

DNEIZER L £,

. [Backup Configuration] ~~— "¢, [SSH (Remote Server)] iR L. [AddSSH] Z#7 V v 7 L £,
. [AddSSH] 2 5 A FA v~f T, UE— b SSHHI——DiEfiZ AL, [Save]l &2 U v LET,

a) [SSHIP Address] 7 + —/V FiZH— =D IPT7 KL AZ AT LET,

b) [SSHPort] 7 .t —/v KiZ, SSH AR — +FFEZEZASILET,

c) [Username] 7 4 —/V RiZ, —N—Da2—F—ZE AN LET,

d) [Password] 7 1 —/v RiZ, —_"—D/ AT —K&E AN LET,

e) [ServerPathl 7 1 —/L KiZ, X7 T v 75T 4L 7 h) RXZ2EAHLET,

. [Backup Configuration] ~—"C, [ViewSSHList] #7 YV v 7 LT, —_"—NEFIZBMEINEZZ &

R LET
[SSH List] 2 Z A FA A 1 ZiE, BIESNIo Y — =L ZOFEMN TR SN ET,

. [Backup Configuration] ~— T, KO FIRIZ L= >T, Ny 77T v 7 AL —YDH—R—X2

mELET,
a) [Refreshl #27 UV v 7 LET,
b) [ServerPath] K v 77X U A M HH— = RZAERIRLET,
c) [Submit] #2 U v 7 LET,

Ut—b SSHY = =@ ESN, BEMLEN ANy 77 v 7ITHEATE L L0182 0 £,

RNy 0T v TDIODT T T4 T v AOHEICMLERFIEEZFHA LES,

TITITAT U ADNy 7T v T 2ERT DI, ROFIEZMHHLET,

Ny 2T v TOENERETDLENHY £, FHEMICONTIE, Ny 77T v 77 7 A Ve /{73 5507
D (238—) ZZML T IEE W,
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1. AV A==k E®IRLET, [System] > [Backup & Restore] DJIEIZEIN L £,
2. [Schedule Backup] #27 UV v 7 L £,

[Schedule Backup] 2 Z A RA XA U HBBRE ET,

Schedule Backup X

Backup Name*

Schedule Type

© Backup now

(O Schedule backup daily
(O Schedule backup weekly

Scope
(O Cisco Catalyst Center (All data) ©
(O Cisco Catalyst Center (Without assurance data) ®

[Schedule Backup] A Z A KA > A T, WOFNEEZFEITLE T,
a. NI T T O—EDOLHIEANTILET,
b. [Schedule Type] = U 7 TIRD AT > 3 DN TNNAEIRIR L £,
o [Backup Now] : ¢ <I1cXy 7 7 v 7 &VERKR L £9,
o [Schedule Backup Daily] : Hk_X—ZADNy 7T v T o A5V a—NL L ET,
o [Schedule Backup Weekly] : #RK~_—ZADNRw 7T v T A7 a—L LET,

c. [Scope]l =V 7T THRDAT v a DOV TNMNEBIRLF7,
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« [Cisco Catalyst Center (All Data)] : H &k & Assurance 7 — X% D/ 7 7w T EAERT 5121,
G a rEERLET,

o [Cisco Catalyst Center (Without Assurance Data)] : HEWLT — % DX 7 7 v T OB EAERRT 5 I

TOF T g UEBEIRLFET,

d. [Save] #7 UV v 7 LET,

ZD

(=N

3. CatalystCenter 33w 7 7 v 77 uav AZRKLET, N7 7 v 7O kY ) [Backup &Restore] 7 ¢

Y RUILBEmESET,

Backup & Restore ®

View Activities View Settings

NUMBER OF BACKUPS DISK USAGE ®
0 0 1 1.5TB 200 MB©®
Success  Failed In progress Available Used

Q_ search Table

(® Schedule Backup {j Delete All

Status All In Progress Success Failed
Backup Name File Size Version Status Scope Is Compatible Created Date ~
Creating Cisco Catalyst Center (All Wed Mar 13,2024 01:40
EFT-Backup 132 ® ¥ ( ’ :
data) PM

- 20.45%

Ry I T o TNETTHE, AT —H A7) [Creating] 75 [Success] (220 £,

Backup & Restore ©

View Activities View Settings

NUMBER OF BACKUPS DISK USAGE ©®
1 0 0 1.5TB 200 MB©®
Success  Failed In progress Available Used

Q_ search Table

@® Schedule Backup i Delete All

status [l In Progress Success Failed
Backup Name File Size Version Status Scope Is Compatible  © Created Date ~
> Cisco Catalyst Center (All > Wed Mar 13,2024 01:40
EFT-Backup 196.7 MB 132 O (©Success data) 4 ( © 0O o

Mo N 7T v T A7V a—/V L, FATTOMH LR ZERT D HEZRALET,

WOBENTEZ SN TND T MR LET,
o SUPER-ADMIN-ROLE HE[RZ FF D> —HF DLW ZDOFIEEZFEITT HZ LN TEET,

« Fo B ST T H SRSy ST T R DB (2285—2) TR ST B B Z

7ZLTW5,
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o N 77w T —/3—77 Catalyst Center TEXE SV TV 5, FEICOWTIZ, N 7T v 77 7 A4 v%

RAFT 25T ORE (238—) ZZHLTIIESVY,

A A= 2—BREER L9, [System] > [Backup & Restore] DJEIZER L £,
[Backup & Restore] 7 .t > RUNRERENE T,
[Schedule Backup] #27 V v 7 L &7,

( N\

B =

HITHDONR Y I T v TV a TRRWNGEEIZOHR, FILWNY I T v T oAy a— L TEET,

Backup & Restore ©

View Activities View Settings
NUMBER OF BACKUPS DISK USAGE ®

1 0 0 1.5TB 200 MB ©

Success  Failed In progress Available Used

Q_  search Table

@® Schedule Backup  {j Delete All

Status All In Progress Success Failed
Backup Name File Size Version Status Scope Is Compatible  © Created Date ~

Cisco Catalyst Center (All (;/\ @ Wed Mar 13,2024 01:40
S

EFT-Backup 196.7 MB 132 O ©Success dats) o

. [Schedule Backup] 25 A KA 4 T, WROFIEZFEITLET,

a. [BackupName] 7 4 —/V R C, Nv 77 v 7DO—BEDOL4EI AT LET,
b. A7 Y a— AT v arERRLET,
e [Schedule Backup Daily] : HIk/ N> 77 v 7Y a T A7y a—VT 5003, Nv 7T v 7T EFT
T O 2 IR L £ 7,
e [Schedule Backup Weekly] : iR/ 77 v 7Y a T2 AP a—LTHI2iE, Nv I T v T aE
1T 2R &R 2 IR L £,

c. NI T T OFMHEERLET,

o [Cisco Catalyst Center (Alldata)] : Z DA 7 a L &2HHTH L, AT AEHEITHBME,
Assurance, VAT A[EBDE Y ORI T v T EERTE T,

« [Cisco Catalyst Center (without Assurancedata)] : = DA 7L a v 245 &, FEEITIHE LB X
W ARATLEEDYE Y Oy 7T v T EERTE £,

d. [Save] #7 UV v 7 LET,

[Backup & Restore] 7 ¢ > K7 IZid, NV T v T NAF Y 2a— L INTWDLHEEZRT AT —X vt—
URFERENET,

47> = v:[ViewUpcomingBackups] 27 U v 795 & SH%DAFVa— N EELTTEEST, AT7AF
A > ~A > @ [Upcoming Schedules] TA % 22— /L ENT-HIRIZ ANy 77 v FE2FITLARVEAIE, b
TNRE ) o LTREDAF YV a— VB LET,
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5. A7 a i AV a— )V ERET HIZIL, [Edit Schedule] %27 U v 7 LET,

AT g v A Y a— LAY H121E. [Delete Schedule] 27 U v 7 L £,

7. Xy T v TNBMIND &, [Backup&Restore] V 1 v RUIIANy I T v I REREINET, Ny T T v
THEIY) v TDHE FETSNETIEOV A MREREINET,

F 721X, [Backup & Restore] 7 1 > K D/ EIZ & % [View Activities] 227 V »~ 7 L TH 5. [ExecutionID] %
70 w7352 L T&E9, [Create Backup Details] 27 1 KA A B E . FEITSNI=FIED Y
A NBRRSNET,

(=]

8. [Backup & Restore] ™7 .t > K7 C [In Progress]. [Success]. F7-iX[Failure]l] # 7% 27 ) v 45L, Nv o

T w7 DY A NEAT—H ZH [InProgress]. [Success]. 7-iZ [Failure] D% 27 DHH T 42 ) T
LCERTEET,

Ny 7T w7 aw AL, CatalystCenteriZ LV /Ny 77 v 7 F—H_X—=XBLNT 7 4 VBER S
FT. NI T T T AMIRE SN GANRFSNET, NI T v T T A MTHR-DE Y |k
WZIRDT, —EOARICHMNENDIEBHDONR Y I T v T 77 ANVEERTEET, 7o ARNETTD
EL RN I T TV a T OAT—H AN [InProgress] 75 [Success] (A D 97,

)
B =

N T o7 TavARKKLTYH, 77 I9A T VAT DOT —ZRXR—2A~OHBIIH ) £8
Mo NI T v T ORBOER S —EARRNZ, T4 AZHEBORETT, Ny 77 v 77 akR)n
K LIEHEIE, VE— MR+ DT A RV BENRDHDINEIDEMHR L, IOy 7T v
TEBRITLET,

Ny 7Ty TETTHOMEET 4 A7 ZBINT 5 5ikZ27F LA LE T,

Catalyst Centeron ESXi B D /N 7 7w 7 LI STLEMEICEEF TE 2WBET « A7 ZBINT 5121k, RO FIE
ZFEITLET,

1. sudoshutdown =2~ > K&fEfiL Car Y — ity a by vy h¥ 2 LT, Catalyst Center on
ESXi AR T 7T A 7 v ZADEREZA 71T LET,

2. VMware vSphere (22 7' A > L, BIRNA 72/ >TWDH 2 2R LET,
3. vSphere 7 A 7> FDEMD A T, ESXiA A M2 A2 Y v~ L, [Edit Settings] 238K L £,
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— vSphere Client O,

o B 8 @

v CFl

v [$ 1038
ac-sit-3
workflow2
workflow1
launcher

ubuntus

B YR

ubuntu8
&) Ubuntu_test
v [ 10214

&% CFI_10.202

& Actions - CFI__10.195

Power
Guest OS
Snapshots

2 Open Remote Console

@) Migrate...

Clone
Fault Tolerance
VM Policies

Template

Compatibility
Export System Logs...

«@ Edit Settings...

| Xy o777 i8I0 | 247

4. [Edit Settings] %1 7 &1 7'78 v 7 A [Add New Device] %~ V ~ 2~ L. [Hard Disk] Z & L £,

Edit Settings = CFI__10.195.214.200 x
Virtual Hardware VM Options

> CPU

v

Memory

v

Hard disk 1

Hard disk 2

v

v

Hard disk 3

SCSI controller O

v

Network adapter 1

v

Network adapter 2

v

CD/DVD drive 1

v

v

Video card

VMCI device

v

Other

5. [New Hard disk] 77 .t — /L RiZ,

ADD NEW DEVICE v

32 v Disks, Drives and Storage
256 v GB v A ‘I.‘Sk

Existing Hard Disk
100 GB v

RDM Disk
550

8 v Host USB Device

2.294921875 B v

CD/DVD Drive

Controllers

NVMe Controller

LSI Logic Parallel

10_195_NW v SATA Controller
17_104_NW v SCSI Controller
USB Controller
Datastore ISO File v Other Devices
. . PCI Device
Specify custom settings v
Serial Port
Network

Network Adapter

n

HHD A L= A X2 AL ET,

Additional Hardware
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Edit Settings = CFI__10.195.214.200 X
Virtual Hardware VM Options
ADD NEW DEVICE v
> CPU 32 v ®
> Memory 256 v GB v
> Hard disk 1 100 GB v
> Hard disk 2 550 GB v
> Hard disk 3 2294921875 B v
> New Hard disk * 125 GB v
> SCSI controller 0 LSl Logic Parallel
> Network adapter 1 10_195_NW v Connect...
> Network adapter 2 17_104_NW v Connect...
> CD/DVD drive 1 Datastore ISO File v Connect...
> Video card Specify custom settings v
VMCI device
L3
> Other Additional Hardware
=
( )
R =
Ry 27 v FITHERINDA FL—VERBOFMIOVTIT, TRy 77 v 72 FL—D8E (229
N=V) ] ZBRLTIIZE,
. J

6. [OK] =27 U v LET,
7. 775 AT ADRE~Y L OEFREF AT LET,
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— . () Actions - CFI__10.200
it _—
[> Power O% ctrl +alt + B
Guest OS >
Snapshots
(] @ @ 7 Open Remote Console
v vc7-110
~ [ Building4-VA-P30 (3 Migrate... €3 Hard stop

v [9 1086 Clone >
@ assembly_release
o> Fault Tolerance >
@ vc7-10

v B cA VM Policies

v [® 10195
& sit-39 Template >
ch
@l workflow2 Compatibility >
@& workflow1
@ launcher Export System Logs...
@ ubuntus
B & Edit Settings...
& ubuntus X

@ Ubuntu_test
v [9 10214
@ CFI_10.202

= Edi
& CFI_10.200 dit Notes

Move to folder...

Rename...

BIMLTEWET 4 2752y 7T v 7RHICGRETE T, WHET « A7 OREFEHOWTIE, vy 7
T T T 7 AINERAET HDGATORE (238%—) | BB LTI &,

NFS = N—=Inb Ny 77w 7T =2 7T 2 FECHOWTHH L ET,
NFS h—_—inb Ry 77 v I 7 =2 % Hrd 512013, ZOFIREZEH L £,

A EE

Catalyst Center DT R EATIL, T—HFXN—R LT 7 A NVOHREIXLLET, HIL7aEATIEL, v
T — 7 DIREERC, BED N 7T v UM DN ZERIFE T INETFA, ZHUTE, LRy
NT—ZRY 2 —0RATU— R, FEAE, FT AN TF—AANV R, FREEHTEINZINAEDHEON
EENET,

WOBER - SN TWND Z L 2R L £ 7,
o SUPER-ADMIN-ROLE #[R % 5> —HF D LN ZDOFINEZFATT D52 LA TEET,
o TR EWITT DI ERDNY I T v T BRHDH L,

T —X & 584, CatalystCenter [I A>T+ AE—RIZAD, Hx7 ok AnEbs ETHATE
FH A, Catalyst Center ZfEH RFICTE D& XIIT —XEEIL L TSN,
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1. A4 A=a—nbkEERLET, [System] > [Backup & Restore] DJIEIZEN L £ 7,

YERE LT=" v 7 7~ 7. [Backup & Restore] 77 ¢ > R 7 (ZFr &N ET,

2. [Backup Namel 31 C, 925 v 77 v T /BELET,
3. [Actions] #C., &M 5 %27 U v 7 L. [Restore] 23R L F 7,

Backup & Restore ©

View Activities View Settings

NUMBER OF BACKUPS

As of: Mar 27, 2024 1:28 PM &

DISK USAGE @

1 0 o] 1.5TB 200 MB©
Used

Success Failed In progress Available

Q_ search Table

(@ Schedule Backup i Delete All

Status Al InProgress  Success Failed

Backup Name File Size Version Status Scope Is Compatible @ Created Date ~
EFT-Backup - 1320 O Success Z:;;) Catalyst Center (All ©0 [v)v;n Mar 13,2024 01:40

Restore

Delete

4. [RestoreBackup] ¥ A 7R VR 7 AT, Ny 77T v TG ORERFICHEH LIZBS{E/XAR 7 L—X% A

J1L. [Restore] #7 VU v 27 LET,

Restore Backup

Encryption Passphrase*

................. | SHOW

Cancel Restore

T IFIGATVARAYTF U RAE— R, B et 228G LET,

Maintenance in progress...
~\ Show more

Loading...
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WICEENSE T35 & [Backup &Restore] 7 1 > KU DT —T7 )LD AT — X A3 [Success] IZA T XL E
75

5. HTRENTE T L7256, [Login] 227 VU » 7 LT Catalyst CenteriZ F-E 2 7' A > L £,
6. EHEAL—Y—Da—P—F L AT—F&EZ AN LT, [Loginl 27V v7 LET,

WELT ¢ 27 2 LTE e BT O 1o, EEOH BB T 7747 o A2 H{T % DI FIH
ZA L £,

MR E T IEERRE LIMIRT 7 I7A TV AOMBRT 4 A7 b T — 2 ZET 21213, ROFIEZE E
TLESS

1. HILWIET 7T A4 T VAT, BEOHDIIET 774 TV ARICHELIZA ML —UF 0 27 24/
9% X 95 Z Catalyst Center 5% E T HI21L, ROTFIAEZFEITLET,

a. T XA T LV ADRE~Y v OEBRE A 712 LUFET,

b. vSphere Client B %, 75~3A1 > ® Catalyst Center A8~ > > %4~ U v 7 L T [Edit Settings] Z 3R L
*7,

chp N
— . (3 Actions - CFI__10.195
— vSphere Client O,

Power
Guest OS
Snapshots
[ @ @ 2 Open Remote Console
v [ cr @) Migrate...
O
v . 10.38
b Clone
GY ac-sit-3
& workflow2 Fault Tolerance
&% workflow1
& launcher VM Policies
@ ubuntus
Template
&% ubuntus
& Ubuntu_test Compatibility
v Ln
P 10.214 Export System Logs...
%% CFI_10.202
& Edit Settings..

c. [EditSettings] % 1 7 & 7' 7R » 7 A [Add New Device] 2 7 V) 7 L. [Existing Hard Disk] % 3R L &3,
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Edit Settings

Virtual Hardware

> CPU

v

Memory

Hard disk 1

v

Hard disk 2

v

Hard disk 3

v

SCSI controller O

v

Network adapter 1

v

v

CD/DVD drive 1

v

v

Video card

VMCI device

v

Other

Network adapter 2

CFI_10.195

| Ry 77 71T | 252

ADD NEW DEVICE v

Disks, Drives and Storage

GB - Hard Disk

32 v

256

100 GB
550 GB
2.294921875 B

LSI Logic Parallel
10_195_NW v
17_104_NW v

Datastore ISO File

Specify custom settings v

Additional Hardware

Existinward Disk

RDM Disk

Host USB Device

CD/DVD Drive
Controllers

NVMe Controller

SATA Controller

SCSI Controller

USB Controller
Other Devices

PCI Device

Serial Port
Network

Network Adapter

d. [SelectFile] ¥4 7 u /Ry 7 ATESXimA 227 Vw7 L, fERLIZA ML —UF 0 27 (wmdk)
#2717 LTI[OK] Z=2IRL £,

Select File

Datastores

v Bds_21438
> 3 .sdd.sf
> B3 CFI_10

Contents

& CFI__195.200.vmdk
& CFI__195.200_1.vmdk
& CFI__195.200_2.vmdk

 ECETI

> B3 CFI_214

> B3 vmimages

File Type: [ Compatible Virtual Disks(*.vmdk, *.dsk, *.raw) QJ

e. 7SI AT LV ADIK

vV DEREL AT LET,

Information

Name: CFI__195.200_3.vmdk
Size:125 GB
Modified:05/25/2023, 4:42:06 PM
Encrypted: No
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S . () Actions - CFI__10.200
= SPIDET = m—
[> Power O’&a ctrl +alt + B

Guest OS >
Snapshots
1] @ @ % Open Remote Console
v vc7-110
v [ Building4-VA-P30 fRdorate
« [© 1086 Clone >
@ assembly_release
o> Fault Tolerance >
@ ve7-10
v [ cA VM Policies >
v [® 10195
& sit-39 Template >
ch
&) workflow2 Compatibility >
&Y workflow1
& launcher Export System Logs...
@ ubuntus
- ) Edit Settings...
& ubuntus i
@ Ubuntu_test Move to folder...
v [9 10214
Rename...
@ CFI_10.202
Edit Notes...

‘

CFI_10.200

FTARTOF— "= FEEIT 5 (213K 45 2000 £,

$3 Hard stop

| Ry 77w FEiE0 | 253

p
3 *

ZLEMRBLET,

\

i~ B IH L7= 5. magetl appstack status =~ F&ZE/T L TH—ERARFE TSN TN D

2. Ny U T T OREGRERET DX, ROFIEELETLES,
a) Catalyst Center £ = = —7>5 . [System] > [Settings] > [System Configuration] > [Backup

Configuration] DOJIEIZ &R L F 9,
b) [Physical Disk] 7 A R% %7V v 7 LET,

c) [MountPath] Kz > F &7 ) 2 RInBWFET ¢ A7 28R L £,
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System / Settings

Settings / System Configuration

Backup Configuration

Physical Disk Cisco DNA Center Virtual Appliance provides an option to mount an external
disk to the Virtual Machine for Assurance and Automation backups. Note: Physical Disk
option is only supported for single node Virtual Machines.

Network File System (NFS) Cisco DNA Center creates the backup files and posts them to a
remote server. Each backup is uniquely stored using the UUID as the directory name. For
information about the remote server requirements, see Backup Server Requirements listed in
the Administrator Guide. Backup Server Requirements

© Physical Disk (O Network File System (NFS)

Mount Path*

mks-managed-c123r1frib-err837qg0hc v O

Encryption Passphrase*

Confirm Passphrase*

Backup Retention (in number of backups)*

14

d N7 v 70Xl T NEERIVR—F b GERAESCT 7 A UERRE) ORI
FTERRT VL= ANLET,
gE

More Information

ZDONRAT =XKL TLEEN, BHOTFIMET/ AT L—X% AT 50N
D, RATZ L —REENEEEIIMERSSRZON 7T v T2\ THZ LT TEET AL

&) Ny T T T 7 A NBEIR SN ECOREHAM A RE L ET
f) [Submit] &2 U v LEF,

Cisco Catalyst Center | Updated May 5, 2026



3. X"w I T v T EBILTHITIE, ROFIREFEITLET,
a) Catalyst Center # = = —» 5 [System] > [Backup & Restore] %%k L £,

| Ry 77 w7 LT | 255

b) [Backup & Restore] 7 1 > K/ C/Nw 77 v 7% FLoiF, [Actions] #|D Fizh rEMie a7 ) v 7 L

T [Restore] #&&R L £7°,

Backup & Restore ©

View Activities View Settings
NUMBER OF BACKUPS

1 0 0

Success  Failed

DISK USAGE ®
1.5TB 200 MB©®
Used

In progress Available

Q. searchTable

@ Schedule Backup

@ Delete ANl
Statws D - Frooess Success  Failed
Backup Nam; File Size Version Stat Scop Is Compatible @ Created Date ~ Durati
- Cisco Catalyst Center (Al o Wed Mar 13,2024 01:40
EFT-Backup 196.7 MB 132 © Success d:;;’ atalyst Center ( © 0O P; o 13m 40s admin

X
Restore Backup

Encryption passphrase*

Cancel Restore

TTIAT VANRA LT F U RAE—RIIRY, Hxr o 2A&0ELET,

Maintenance in progress...
~\ Show more

Loading...

As of: Mar 27, 2024 1:28 PM &

Restare

Delete

AIOFIETAN LD LR UKL/ SAT7 L—X% AJ) L, [Restore] 27 UV v 27 LET,

BICEMEN 52 T35 & [Backup & Restore] 7 1 > K7D AT — % A7) [Success] (A H XL E T,

d) ExHIENET L7256, [Login]l #27 U v 7 LT Catalyst Center|lZFf £ 7' A > LT,
e) HEHEL—Y—Da—W—4 L AU —FEZANLT, [Loginl %27V v27 LET,
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Catalyst Center ®F ¢ Y A2 % U BN U B 5 1EH,

TAPFARAZYVANVIE, Ry NT—T DF T B A LIRT HRHERE L TEIMOTTESE LA YaRft L
FY, VT AZIEENEATL L, Xy N EEEEA RSN T ALY ([§REEY A ) I8
92 & THRHMLL F9, Catalyst Center TOT 4 WAX U HNY DEAIL, AA A b, UBANUHA B
BLOEHY A PO 3oDa R R—3r M THERSNET,

ALY A BEVINRVY A NI, BT 7T A TERIZAZ L ONT DO FE ZHNET, T2
TATHA TRy NI RERIN, 77747V A " TEHINZT—FBI N3 —Y K —F
ADERFD AL —NAL A A NTHEFFSNET, 777 4 7% A MR FX 7235 L . Catalyst Center
THEWNZ 7 = — A — =S, AZ A YA NE2FHLWT 77 4 7 A MZT 5720008
IRE AT INFATIIET,

ROy 7 TR EBHARETT AP AZ Y N 22y b7 v 7L THERIT 2 5B OV THRALET,

Catalyst Center TD7 ¢ 22 U /N U OB AZ RS 5 720 D EL HFEIZET 5 o

Catalyst Center TOT 4 A X U /8 OEFEAZHOWCEEST 5 FCEHERHELZRLET,

e ALY AL i TAYFRZ VAN VAT LERET DL EICHRETD1OHOYA b, 774NV T
. Ry MU= BT LT 0T 47 YA FELTENELE S, AT AL THA MERET D HIEIL
ODWTIEL, T4 PAZ VAN Dy FT v 7 (2123—) ZZRLTIIZEN,

UARNYHA b FAFRZY IS AT RERET D L XICRETH2OHOHA b, F7 40 b
T, VAT ADAY VA4 b & LTHRIELET,

YA Ty PRAZ VIR VAT AERETHEZIIRETH3D2HOTA N, ZOHWA MI,
T~ E RO — =V, TR —Y N —bE20EMIIIEE LEHAL, ZOW
A4 MNIE, BUET 7T 4 TRV A NCT A FRZ Y IR X R BRITT D OICMERT +—T L%
Y THEEDRDHY ET, ZORPIIAT T v b T LA AR R ERETIL, 2A DV AT AT
P A NOFAISEE TERWGEEICRETIARENDH Y £3, ZOHE, WMFOYA NBRERENT
TTA4TNWIRAIE L, TIZT 4 7HA 22212720 £, Catalyst Center TiL, 7277 1 7% A b
DEIZT1OEFICRD X518, RV A MEEALTCT 7T 47 A FEAX UL A MEFIELE
T, B A OB O T, AR (263—) 2L TS0,

IR T AP ARZY B NY VAT A A FEIBMNT D120, ONTAA A FOVIP 72 EOEH &
L L CURAT AIRET 20 ERNH Y 3, VDR A NERITERY A P EBRET LR, A A
VYA FOBEERRZAERSND F—27 U HIRIETOIMER S Y 5, FEICOWTIE, T AX U
NYDvy hT v (2123%—) 2SR L TLIIEXN,

e T ITATRE VAT T 47V AL LTHELT AR, BUTEHIVR—Y RP—ERZAD
RN— DR REDH 27 NGENET,

TI2TATHA b BERY NU—T2EHLTWLYA b, ZOHA kDT —H i Catalyst Center |2
Lo TRZ RS H 4 MTHkIcER SN E T,

¢ AL UNARIE : WA FERZUNAY A N LTHELT DT kbR, 77T 4 7% A FOT—% D
HOBRERLAL AP A FORXy NI =7 ZEHT 59— AOE IR EDS AT NEENET,

AL NAHEESE T BES VYA R AZ A YA NI D T2 ORIESM &7 9 & . Catalyst
CenteriZ L > CZOREBIZBITSNE T, 2OV A NETATADAZ U NA YA e LTHRNLT DI
1%, [Action] i3 T [Rejoin] =27 V » 7 LET,

ABUNAYA B 2 T IT A THA bOTF = BLO~ I =Y FY—EADRHO 2 E—257F 54
A be TITATHA MBI LT HL, T A —N=DRIESI AX ALY A MNET 7T 4
THA b OBRDG E AN ET,
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( N\

B =

VAT LEDARZUNA YA NEBERRLTCND I LERT Ay E—URRREINET, T7/T7 47
A RDOTRTOT 4 PAZ VAN Z 27 2GS 20ENH Y 7,

|\ J

e 7 = —/LA—/N— : Catalyst Center CIL 2 fifHD 7 = — /LA — —RNHKR— I ET,

¢ VAT ANIH— T I T 4T YA BE T T 5 EFIT, CatalystCenter TZuERH L, A
B YA N R LT 2 F 4 T4 N LTRSS 572 ORER 4 A 7 8 HBIRIC T & h
T, INODXATIZ, A XV NIALTA L TE=H—TEET,

o FH): FENTY 2N A—R_—%BBE L THBEDOARZ ALY A NEFLWT 7T 4 7% A e L
THETXIT, MO NTIE, T 7 = — LA ——0fith (2902—) #2HB LT X
AN

EX

o 7Tz — VA —NR—RRIET T aT TUARFER SN, FILWT T 4TV A N THROT —#
Ty M ENET, T2 aT T AT —ZOBRIIFIOT 7T 4 79 A4 " LBITESN TR
oo

o 7 x—)LA—/ \—%%  CatalystCenter 1 > X2 kU H—ER|IT A AD5EEZFEM%Z N —L
FI, ZNITE, BEHGOT A A0 U T, By bR N GERH D £5,
CatalystCenter Dl 2 7 ¥ 2 — /)L ST T A ARHIDFATINTWDIGE LFERIZ, 7= —/b
F—N=Z X T hIF—ENET A ARYNRETTHET, LTI T4 7bsni=r 7
AR TCTFNRA AT a2 V52 LIXTEEEA,

o Bl T2 NA—R—DBRIHIDT VT 4 T A NBT A FAZ Y AN AT ANGEEES I E
9, CatalystCenter D — A8 —BHEIE S, RKAEIPT KL A (VIP) OFT RANZ A AHpMgEl LET,
FEOWRET, AZNAY A NEFHLWT 7T 4 7 A Ne UTHNLT D720 OB 72 2 A 7 73 Catalyst
Center CHEITSNET,

o —HRE : S RT AEERT DY A FEUVEEL TF—& L —E 20 ZE T 572010, —B
T A FRZY INY AT BDEEIELET, GBI OWNTIE, 74 FAX U BN AT LADO—IRFE
1= (2863—2) BB L TLZEW,

e B . 7 =2 — VA — N—DFRERIZA S N WEFFE T E 1L RHEIRIED Y A N 2T A PR HZ Y
BN AT RIFHLNAS N1 b & LTEMT %1212, [Disaster Recovery] > [Monitoring]
27 @ [Action] #EIk T [Rejoin] R ¥ > &7 U w7 LET, £/, BEFHEILLTWAT 4 FRAZ Y AN
VAT LEBEBTLIHGLZ0RZY 270 v LET,

eDRODT VT 4T : VAT ADT 7T 4 TV A BEAZ NV A NEBAERT D2 —F — 258 O
B, ZOBETIE, 77 AFNBEEHRE L, VA EBRT 4 FAX Y BN OFHESRML 2L TV 5
TLEHEMERL, 200 A MHTT—X 2B L F9,

o BEEER . T 4 P AZ U ANV AT AHIZHE LT 3 2OH A N &EHIFRT 121X, [Action] fEik T
[Deregister] R % > %27 Vw7 LET, BHCAN LIV A MREEEET DI, ZOBIEEZFEITT 54
ERH FT,

o HEAAT : ANCERI LT 7 v a v 2 HEFEITT HIT1E, [Action] fEI ClRetryl R ¥ 227 U v 7 LET,

eVIPTrE—vay: ZOFTvarERHMITDHE, CatalystCenter DJEBIH IR E SN ¥ —7
FTARA L HE =T 2 A ANIPR, VAT DT 4 FAXYHNRYVIP L LTHERHTE D LX) ICH K S
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FT. FHEMIZOWTIZ, AA VA FOBREIZHET 2FEFEH (2125—) O VIPOFHE] &7 =
VEZBL TSN,

Catalyst Center TO7 — Z #H# 7 1o & XT3 B 1HH,

TR VIV r—raryTatRE, TAFRZI AR AT LEDAAL YA e VAN A RO
TTF—4%ZFMLEST, T—XL 7V r—rar7a 2oL, W ONOERIZE > THRZRY £4,
ZOHERIZIE, BRI DIT—HXOE, xv VU= OFNREIEE, ALY A FE VDAY YA MEHO
BIE7R B2 HALE T, CatalystCenter DIEBRCTT 4 WA X U I ANYUNRT 77 4 TR0 TODEGHE, 7T —
LTV r—vaid, BIET 7T 4 7 A b (R NT—Z ZEFHLTND) TORERSLT 7Y 7r—
Va ORI EE G R EE A,

EE

TV — % BEERKELEYA ML T Va7 SV AT =X FEMINEYA, LT
TT 4 TYA MTRBEYA FTIEE, FILWEY hOT a7 0 AT —2NIEESNET,

KO FVFOENNZELTEINISE T, T—HDEL T ) r—a U FERIESL S r—y g v
NIEITINFET,

cHEIT VT4 T AP RZ Y ANV U RT LOYEINERLE T 7T 4 D% T, U ANYHA b
T =B EH A, ZOTFTIUATIE, AL YA RV BN HSA ROBTT —FDERR VT
Uor—va btk

¢« JI—)LA—N—% :BET VT 4 TRV A FTRENRETLE, TATAZ T ANY AT LR
Tx—)VA—=NR=% N H—=LFT, ZOTFVAFTIH, BEREELLZYA PRV AT ATHSBIML
72812, AA YA FEV NP A FETT—HDORERLV TV r—a U RNRAELET,
 EEDRER . ZHUTEF ORI T AT AMTEAESND VTV A T, BFEOERFIC, BEOT 7
T4 T A NTRELEZERIL, BAEDOAZ AP 4k EfERICRI SN ET,

GUI

Catalyst Center O 2% U H 31 GUI D F 7 — 3 IZBET B IEH,

WD, Catalyst Center OF f VA X U XU O QUI 2L T H a0 R—% b & ZOMELZ R LET,

Cisco Catalyst Center | Updated May 5, 2026



| 7 ¢ 2 &2 U ) DFELE| 261

(DMonitoring  Configure (8)
Disaster Recovery Topology & e Physical
(2) show Detail Information
Status: Up and Running
ain Sit ———  Recovery site
® 0301971
Standby Acti The disaster recovery system is up and running.
—° e =° @
Ongoing Data Replication

©@ Ongoing data replication is proceeding within the normal
range of latency.

— ; ——
(@Event Timeline Hide Timeiine
° - Re-Join - 10.30.197.136 Mar 19, 2025 7:35:50 PM
® Manual failover - 10.30.197.139 Mar 19, 2025 7:23:29 PM @ l: N
arua raoer | ]
FlEHL  ExBA
®
1 [Monitoring] # 7 : 7 U v 7 LCIRDOT 7 v ar#FTLET,
o VAT LERERTDHYA MO MR ERRLET,
¢ VAT ADBEDAT — X AR LET,
e T AV AZ Y BN ZRT EBETLET,
CHIEETICHETLTWAEXRAIZDY A M EFRLET,

2 [Show Detail Information] V >~ : 7 U » 2 LT, [Disaster Recovery System] A Z A KA LA
ZEREFET, FECOWTR, T AT AZ U BN VAT LD AT —H ADFK R (2623—)
BT ZEN,

3

[Topology] : 4 b ZD ALV NR—DBED AT —H A% R T VAT AOWwEE MR U E -
IR N AR URFRENET,

ol PR Y LY AR PO ST, HEORy 7 AX, BUEV AT LOT 7T 4 T
A FELUTHELTWDHA FaRLET,

o iMHl AR T UTIL, HAOBIL2 DDV A MEEEKET D IPSec F v AANEMEL TWD T
LERL, REDBIZI N AANE T LTSI EE R LET,

o A FOIRBIZONTIE, AT LB LOTA FOREE (301~—2) Z2ZRLTLES
Wy,

[EventTimeline] : AT LDF 4 WAL U N NY ZATITHONT, EITHOZ A7 L5ET L

TeZ AT PR TERIRSNET, FFMIONTIE, A A LT A DE=21 7 (298
~N=Y) ZZRLTIIEEN,
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5lEHL  EEA
®
5 [Configure] % 7 : T 4 WA Z U B RNY L AT LDH A FF’ﬁ@ﬁé‘fﬁ%Eﬁﬁﬁét&)K%%f&%
ExEANTHHECT Y v 7 LET, sEIC OV TR APF2ZZY IR DBy hT v

(272—) 2R LT EE W,

6 [Logical] # 7" & [Physical]l % 7 : #7242 7% 27 U v 7 LT, VAT LOMmE MR r v L
FRBYEGY R ET,

7 o [Status] fHIK : v AT LDOBAEDAT —X A% R LET, VAT LAOWREIZOWTIE,
2T LB LOH A Fotkie (301—) ZBRLTLEE W,

« [Ongoing DataReplication] =V 7 : > A7 AWND Y1 K ETO GlusterFS, MongoDB, 15
LW Postgres 7—HX DL TV r—a b AT —HF AR LET, sFMic >Nk, =
F—Y Fh—e2EHOE=4%— (301—) | ZZRLTIZI,

8 [InteractiveHelp] "% > : 7 U w7 §5& . ZAT7A4 KA A HBAZ, Catalyst Center DFFiE
DH AT Z5E T T HODEE EOTA X AR T —7 Z)—~DV 7 INFREN
£7,

9 [Legend] : FARBEYOT A arOEMERLET, NHIZFKRT HI21E, [Disaster Recovery]
T4 RUDETHICHD - 27V v LET,

10 [Action =V 7 : IR CTE AT 4 VP ARAX Y AR X AT RNFRINET, HEHATRER Z
ATNE, VAT LADAT—H ALY A FNREICL > TEARY F5,

FAPFRAZ Y HNY VAT LDAT—H ADFERIZET HIEMH,

FRBEYTIE, T4 RZ VAN VAT LAOBHED AT —H APRENCFERENE T, ZoFRET —
TNVCERT DI, T4 A% U 30 25 L [Disaster Recovery System] 27 1 KA 31 v %
FERLET, ZOXA UZRICIE, ROWTNNDZ AT Z%ET LET,

o [Show Detail Information] V > 27 %227 U v 7 LE4, RIZ, AT7A KA XA TRT—H AZERT D
A NERBALET,

e NREY T, A FOZ LU EZ—T 54 XA IP T RLRAETZIIRKED ) — ROT A a Nl h— V)V
Eb¥ET, BBV FA T s/ Ry 7 AT, HGTFTBICHBV 757 v 7 LET,

Recovery Site RECOVERY SITE

- Role Primary
Active
° Status Active
Enterprise VIP

Recovery Site Details...

J

ATA RA A v PEIE, BEET LA MERAFTR SN ET,
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Disaster Recovery System X

System Status Up and Running

Disaster Recovery Enterprise
VIP

> Main Site

v Recovery Site

Role Primary
Status Active

Enterprise VIP

IPSEC STATUS

Tunnel Recovery-Main 8 Up
Tunnel Recovery-Witness e Up
NODE

Status 9 up

Enterprise IP
Cluster IP

Management IP

EBBERE CTT 4 P AZ U IARNY 2T DR, AHESRMAFZHIZ LTS Z AR LT ZE0,

o fxHT® Catalyst Center N\— 2 2T v 77 L— RTLEHIX, Ty 77 L—RRICT AP AZ U D
NWUNHEENIHEET 2 L 212, WS ODOFIRZFATTHIRLERNHV ES, T v 77 L—RFanke
Catalyst Center 777 A 7 L A CTDT 4 B AKXV 13 OFFE (268—) ZBL T EEW,

o T 4P ZZY INYITIPV6 P AR—FLTWHEHA,

— AR AR
o Catalyst Center (Z. /KD 2 ODF 4 FRAZ Y I AN FEEZYFR—F LTHET,

e1+1+1 £y 7w 7 : 1 DH® CatalystCenter 777 A 7 AlZA A ¥ A4 FE L THREL, 2D

BOTFI7AT LRIV AN A FELTHEL, 32BOY AT A (M~ EITHEE) 1
RS A N LTHBELE T, RDT I 5A T RENR—T g 0Ny N v 72 R—FL
TWET,

e DN2-HW-APL (44 =27 %5 2 {7 77 A 7 >~ X) : Catalyst Center 2.2.2.x LA
e DN3-HW-APL (32 =27 %5 3 {itf{7 77 A 7> &) : Catalyst Center 2.3.7.6 LA
e DN2-HW-APL-L (56 =27 %5 2 {7 "Z A 7 > A) : Catalyst Center 2.2.1.x LA
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e DN3-HW-APL-L (56 =755 3 {777 A 7.~ X) : Catalyst Center 2.3.7.6 LL[#

e DN2-HW-APL-XL (112 =27 %5 2 7 75 A 7 > A) : Catalyst Center 2.2.1.x L&

e DN3-HW-APL-XL (80 =2 7% 3 itfk7 7 1 7 > &) : Catalyst Center 2.3.7.6 LA[%
e343+1 Yy 7V :1>HMD3 /— K CatalystCenter 7 7 A X I AA YA &L THREL, 2
SHD3 ) —KIFZAZFIV ANV A RELTHEEL, 32HDO VAT A (i~ v RICHED

FEEY A PELTRRELET, ROT T IAT U REN=VarNIOty b T v 7T R—F
LTWET,

e DN2-HW-APL (44 =275 2 {7 < 4 7 - &) : Catalyst Center 2.2.2.x DA%

e DN3-HW-APL (32 =755 3 #8771 77~ A) : Catalyst Center 2.3.7.6 LA

e DN2-HW-APL-L (56 =2 7 §521{\7 7 Z 1 7 &) : Catalyst Center 2.1.2.x LA

e DN3-HW-APL-L (56 =27 %5 3 {7 "5 1 7> &) : Catalyst Center 2.3.7.6 LLf%

e DN2-HW-APL-XL (112 =275 2 X7 77 14 7> X) : Catalyst Center 2.1.2.x LA
e DN3-HW-APL-XL (80 = 7% 3 {7 7 4 7 - A) : Catalyst Center 2.3.7.6 LL[%

o CatalystCenter 7 7’7 A 7V AT U H—T TA AR— DA X —T 2 A AZVIP ZHEL TEBEE
T TAYFAZY IANY TIEHA NNBEICZ U —T T4 X 32y NI =2 2EAT 5720, 2O
ENLEZ/ Y £9,  [Catalyst Center Appliance Installation guide] Tix, AFD > 7 2B L TL
7ZE,

o LU H—T T A XR— FOFEMIZ OV,  TInterface Cable Connections] @ Nt 7 25 L T<
7ZEN,

o TUH =TT 4 XR— FDOREDFMMIZOWTIL,  [Configure the Primary Node Using the Maglev
Wizard] F721% [Configure the Primary Node Using the Advanced Install Configuration Wizard] @ k&> 7
ML TN,

e T AVARK VDN F R HFATTEBEIIT, Ry NV EHE P —%ED BT TRIET,
ZOEREIZIE. TORHEL LD —F— LT VA TXERA,

e ROWMY A h &2 U 2753 1Gbps T, RTTHEIEA 350 S UMLUTTHL Z L 2fGd L TR E £
R

e AA YA MLV I ARUYA B
o AA YA b EEERYA T
o U NYHA b EEERYA b

( )

B i

Bty A b & OBEREIZIT 16Gbps DU 7 BNHERE S E T8, BV A FAMEH 3 5 FEER O IEIT
50 Mbps T, U 7 HENINEY HBEWRY . BBEITRELEEA,

(& J

e AA YA NV NYYA FOWHIZA A N—=NVENDT 4 FAHX Y H3Y IPSeciEAEIL, AU
N—=FCAIZL-TEASNTWVOILERDHY £, £ 5 TRWEGE, ¥4 FOBE LOH2IEL
LET,
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( N\

B =

Catalyst Center (X, &7 0¥ AHIZZ DFEAELZZEEY A MCHEEBNICaE—LET,

|\ J

AL YA REVIRYYA IIPMEATHTRTCOIPT FLA Fico o 2 —7 T A4 XR— kO
P7 RLR) L2fEffi KAA 4 (FQDN) A Z OFEHAEBICE TN TNWD Z & 2R LTI IZE,

F 72, FEBAZEO [keyUsage] /X7 A —#|Z [digitalSignature] 238 € S CWAZ L #fERLEd, V—F
R—T 4 FEAE A AT 5 HIEIC oW TiE,  [Catalyst CenterSecurity Best Practices Guide] @ [Generate
a Certificate Request Using Open SSL] ZZ& MR L TL 72 &0,

o [Catalyst CenterSecurity Best Practices Guide] ¢ TDisaster Recovery Ports] ~ E° > 7 IZ5i# ST\ 59
RTOR—FEFANWTEE ET,

e FQDN O HZDFEHEZFEH L TWDIEAIL. AA VA RV NIV A RO, BLOT 4 P AX
U 30 D VIP TR L cluster_hostname (- ¥ | Catalyst Center # /5 V « H'— K CTi%E L 7= Catalyst
Center ® FQDN) ZfHEH L TWb Z & 2R L £,

e XY NT—I N T 7 AT U4 —NDERICHDLGEIE. 7747 74— /L TICMP 22 LE T,
Catalyst Center |Z. T A FAZAZ U B NY L ZATFTLDAAL B A ~, UBARNUH A~ BLOERYA -
WO A B4 % 723, ICMP ping & EHIRICIE1E L £,

A YA MEYHN) T A FORHRES

e AA YA NEYINYY A NOEBENRFE LD ) — RTHEEINTWDHMLENRSH Y £, Catalyst
Center CTl&, ZOEMFEWMI-EIBWT A T RAX VIR VAT AEZBRE LT 7T 471252 E1ET
EHE A,

e AA LA REYINY YA FDOEFIZONT, [AILN— R =T 7177 A /L%E-D Catalyst Center
TIIAT VATHERTHIULERNHY 3, 72 20E. A ME, F22ko1M12a7 775470
AZLHEIMRDB0 2T TFIAT U ATHKLTEET, RORIZ, T4 FARZ Y AN W R—
DT FIAT UV ALENENDOV A aERSEZRLET,

13: Catalyst Center

IooFaTdr4 RIUTATFAILIA PRADHRES a7
L )7 X

medium medium %1 44

o DN1-HW-APL
e DN1-HW-APL-U (FuE®—v 3 V)

5% 2 AL
o DN2-HW-APL
e DN2-HW-APL-U (FuEt—v 3 V)

%5 3 {H:A% : DN3-HW-APL 32
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| 74 B 25 Y DAL

Io7AaJrA4 RIUTATFAILIA SRADHRES aAT7H
L )7 R
t2_large large %2 R 72

e DN2-HW-APL-L
e DN2-HW-APL-L-U (FmE— 3 )

%5 3 % - DN3-HW-APL-L

t2_2xlarge extra large 2 A 112
o DN2-HW-APL-XL

e DN2-HW-APL-XL-U (Z'mE— 3
¥)

%5 3 it : DN3-HW-APL-XL 80

F, AA YA REVIANY YA MRELC/N— 9 D Catalyst Center ZFE(TLTWD Z & afERL
TLEENY,

o Catalyst Center 2.3.7.9 LI Tld, HA DBNAZNZ R > TWHIRAE 3/ — K7 T AZ—DVR— bR BEINE
NTWET, ARIBE Y T AX—1X, ROBEMZHTZ L TOET,

o 5 2 AR L5 3 oD Catalyst Center 7 75 A 7 A TR SN T W5, 1RO TFI5 47
AFP AR — R EN TV,

e FDIODT TFIAT LV ALRUI U Ta 7 7 A IARRESN TS, =& 21F,. 2 oD% 2 i
RKBFIELT T F7AT L AEN1OOFEIMRKIFRT T I3 A4 T o ARG 7 A% —1X, ANRIEE
7T AR =TT,

e AAf WA NEYBNYHA MO T, @ HME HA) #RELTCANCLTRBEET, ek
EINTWReNnE, ThHDH A FOBREITRM L E3, FEMIC OV TIE, &Hio [Catalyst Center High
Availability Guide] ZZM L T 72Xy,

EE

it 3/ —FtEy T v WHINET,

o AA YA REY I NY YA N OEFRIERAEEARE (FIPS) £ — FERENLFR L THDHZ & 7&6‘%5}8\ L&
J, FIPSE—RB—FDOVA FTHDMI/R>THT, b —HFDVA FTED/> T DHA. Bk
TT—NRKETT 4 FAZ Y DN AT LOBEENRILLET, FIPSE— KD ﬁﬁ_owf \W
addressing mode used for the services] i DI %2 2 M LT < 723y ( [Catalyst Center Appliance Installation
guide's] @ [Configure the Primary Node Using the Maglev Wizard] +t v 7 2% 0 £3)

e IN—H——FruxA 7 bz BGP) ZHEHL T AT LADOREIPT KL A)L— &7 RAAHF A
AT BHEEIE. AL YA RV INRIY A FOERA N —H TUAT LD H—TF 4 X
w7hvz% RETDHDMENHY £, AT DMERDIHREIT. ROFIOX 22D £,

N8 BGP (iBGP) DE%7E I

router bgp 64555
bgp router-id 10.30.197.57
neighbor 172.25.119.175 remote-as 64555
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neighbor 172.25.119.175 update-source 10.30.197.57
neighbor 172.25.119.175 next-hop-self

B DA
® 64555 (X, FAN—)—HDua—NVEBLIORY T— K ASFESTI,
©10.30.197.57 TR ANN—L—HDIPT KL ATY,

©172.25.119.1751F. VAT ADZLZ—T 54 {FMBIP T KL 2 TT,

5448 BGP (eBGP) MD&%EHI

router bgp 62121

bgp router-id 10.30.197.57

neighbor 172.25.119.175 remote-as 64555

neighbor 172.25.119.175 update-source 10.30.197.57
neighbor 172.25.119.175 next-hop-self

neighbor 172.25.119.175 ebgp-multihop 255

51 DA
e 62121 X, RAN—L—FDa—H/LASE ST,
© 64555 %, RA = L—FDYE—KASEFEZTT,
©10.30.197.57 IZFRANX—L—HXDIPT RLATT,
©172.25.119.1751%, VAT LD L EZ—FF5 4 XFMEIPT KL ATY,
¢BGP/L— b7 KNS A XA bEAMNCT B5HE (MOHAEZBM) | N7+ -~ A&m ESE57

»IZ Catalyst Center ~D/L— "7 4 NH VU TFTHZ L EWIELET, 74 0F VT EITHITIL,
ROFBEEZANTILET,

neighbor system's-Enterprise-virtual-IP-address route-map DENY ALL out
|

ip prefix-list DENY ALL seq 5 deny 0.0.0.0/0 le 32
I

route-map DENY ALL permit 10
match ip address prefix-list DENY ALL

BERY A FORREH

o LY A FEARA MO~ o, HIETH 2.1GHz =27 & 2 >DOfAACPU, 4GB D RAM, B LT
15 GB D/ ~N— KT ¢ R 7 fE ik Z #54k L 72 VMware ESXi /A 73—/ P R3— 5 0 7.0 LIEZFET LTV
HZLEMRELTREEET,

o BEtY A RO VM DARA M4 20 LFUNTH D Z L g LET, YA FOR R M3 Z ofl
REBRDE, BHYA NEeT 4 FRZ Y DAY D RT LOBTEITRKET D ARMENH Y £,

e N7V w7 7T RTOERY A FORMIZIR—- MR TWEEA,

o BtV A FEAL YA FBIOCY ANV YA b EITHIOBATICHEL, ZR6Dm GOV A b E|
EARETHL I LR L TBE X7,

o BEHY A FnDT 7 ARRERNIP —_"—2REL TRHEET, ZONP Y — =% A A P A |
EVINY)HA FTHEAEND NTP — =L AT 2 LERH Y £,

o BEEREA A X, EBROHIIEOKI50Mbps 2 H L £9, Z OFEEIL, FICERY A N T T A~
YA FELITAZ A YA MO (WAN, LAN, BEREREZR ) oF=F 1 IS E
KR
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EBAE DRTIRE Y
e AL YA MLV BNYYA FOBGIIA VA=V ENDT 4 F ALY ANV IPSecibE L, WL

N—=PFCAIZL>TEASNTVDILERDHY £, €5 TRWEE, ¥4 hOBREB LOHZIMIK
LET,

)
B =

Catalyst Center (X, &7 0¥ AHIZZ DFEAELZZEEY A MCHEBMICaE—LET,

&

J

ALY A BNEVINRYY A IBMERHTEZTRTOIPT FL R (I X —T7F 4 AR — kDR
P7 KL R) LBl KAA 4 (FQDN) A Z OFEHAEBICE TN TND Z & 2R LTI IZE,

F 72, FEBAZED [keyUsage] /X7 A —#Z [digitalSignature] 238 € S CWAZ L #fERLEd, V—F
R—T 4 FEAEE AT 5 HIEICOWTiL, [ Catalyst CenterSecurity Best Practices Guide] @ TGenerate
a Certificate Request Using Open SSL] Z &R L TL 72XV,

e AAUHA MY ANRY YA MIA VA ML ENTREAET, FiEHEIHESIN TS EIIOT A
SV RI1— RLS D DNS 473 —F LT\ 5 Z & & i@ L £ 3, Catalyst Center CIF] UFERAEZ LT 5455
Bl GEHEORMDOT AN R — RUADODNS 46— L TWDZ L 2/RLET,

e FQDN O HDFEHEZFEH L TV DAL, AL VA RV Y A RO, BLOT 4+ FAX
U 30 D VIP TR L cluster_hostname (- ¥ | Catalyst Center # /% 7 « H'— K T E L 7= Catalyst
Center ® FQDN) Z#fiH L C\W5Z L 2B L £,

Catalyst Center
Catalyst Center 7 v 7' 7' L — R DT 4 AL U /80 OFEICET 2.

VAT I EHTO CatalystCenter /N—2 5 NI T v S 7L — R LT2RICT 4 PAX Y AR 2 EFICHRET
HITiE, WOFIAEZFEITLET,

1. YA bOA A = (210%—2)
2. TAPFAZUBIARNYDEY N7 v (212°2—)

Catalyst Center |%, X.509 ZEAH & & fii%% % — @ Catalyst Center ~DA V' R— L A R L —V &P R—FLE
To TAVRAZUBANVGEREL, 7 7 AXNBEICERINLET,

Catalyst Center 3. X.509 FIEBHE: & filg% 5 — @ Catalyst Center ~D A AR — A R L —U %P HR—FLFE
To TAFRAZ UV ANYGERAEL, 7727 —Mo@BEICERSET,

NECAIC L > TRATSNT=B R X509 FEHEZ TS T AL ERH D £7°, FEHENTETHRE X —&
—HLTWD I EEMRL TS EEN,
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B =

e Catalyst Center CEHT 2D LRI LFEAEZ T 4 FAZ U I ANY VR T7 ATHEHATL2HEIE, Z0F
B2 2%y 7 T&EET, GEAEZRET H2HAIE. [[BLODR] T =y 7Ry 7 A2 RIRLES
(Catalyst Center h— N—ZEHEDOTH (283—) #ZH) |

o T 4 W RAZ Y BNV FEHEOEMHDOFEMIT OV TIX,  [Security Best Practices Guide] #Z&M L T 72
é I/\O

1. AV A=a2—0bREEIR L £7, [System] > [Settings] > [Certificate] > [System Certificates]
DINECTEIR U £,

2. [+ New Certificate Request (CSR)] 22 U v 7 L £,
3. Catalyst Center |2 ' AR— N DREAED 7 7 A WXL A THBINL F 7,
o [PEM] : 7T A Ny —iffb A — v 7 7 A LB,

« [PKCS] : /AR % — I BLAEHE 7 7 A LI,

4. [PEM] Z &R L7256, IROZ A7 ZFITLET,

a) MR RSN TCVDFEBUCPEM 7 7 A V& RFT v 77 FRry 7 LT, iEAEEZA VR—FLE
¥

( N\

B =

PEM 7 7 A MZiX, A%h7e PEM B OILIE T (pem) 2BMEATT, FEAEOHR KT 7 A LA X
£ 10 MB T,

Ty Fr—RICHIT 5L, VAT AEAEPBRIESNE T,

\. J

b) [Private Key] FEIK T, SHHZE RSN TV AHIKICHE X —42 N7 v 77 R Ry 7 LTA VAR —h
I./ji‘j‘o

( )

R =

A — 12X, AR E X —BROILET (key) BMETT, BEXF—OHRKT 7 A LA X
1% 10 MB T,

Ty 7u—RICEAT S L MEX—DPBREESNE T,

|\ J

c) MU A T arARF &7 Vw7 LT, EBEX—EEALTE2NEIDERELET,
d) WEx—%2E b 58546, [Password] 7 4 —/L RICHE ST —D /AT — REAHLET,

5. [PKCS] iR L7=35E, RDOF AT #FITLET,
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a) MAFHFIRSNTWDHEEICPKCS 7 7 A V& R T v 77 FRuy 7 LT, iEAEL A R— L%
R

;
B =

PKCS 7 7 A /LiZiZ. A%#h72 PKCSTEXRDYEIEF (pfix £721%.p12) BDMETY, AEHEOR KT 7
A YA X% 10 MB T,

T w7 u— R THE. VAT AFERAESKRIESNE T,

N\

.
b) [Password] 7 « —/L RiZ, GEAZEO/ SAT— K& A LET (PKCS D)
c) MU AT v arARF L &7 Vw7 LT, EBEX—EREALTE2NEIDERELET,
d) WX —2 BT 584, [Password] 7 ¢ —/L RICRME X —D /AT — REASHLET,
6. [Save]l 7V v/ LT,

CatalystCenter —/S— D SSLAEAENE X2 b L, BB 7T hahET, bH—Er
A LELTIESN,

Catalyst Center OF 4 'A% U HNY VAT AOBERY A & UTHRET 2R~ Dy b7 > 712
T 51,

TAYFRZY ANY AT LOERY A & U THRET DI~ L 2R ET DI, WOFIREZFEITL
E3 N

1. BAHY A hTHEIT LTV 5 CatalystCenter D8 —2 g NNZEAHADOVF Ry r— &2 F 7o n—RLUET,
a) https://software.cisco.com/download/home/28631634 1/type % B & £ 9,

!
B =

ZOURLIZT 7 AT BHIZiE, Cisco.com DT A7 2 "BAMETT, TH T NOIERITIEIZON
T, ROR—=TUZEIRLTL7ZEV,  hitps://www.cisco.com/c/en/us/about/help/registration-benefits-
help.html

g

b) [Select a Software Type] fiEisk T, CatalystCenter Y 7 b =7 V27 %7 Vv o LET,

[Software Download] ~<— 2 23 ¥ 1, CatalystCenter D) U — A T A[E/R Y 7 b =T
DY A SPERRINET,

c) RONTNNEFETLET,

o MLH72 OVF /Xy r— (*ova) NI TR REINTWBEAIL., £ [Download] 74 =2 % 7
Vo LET,
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e [Search] 7 4 —/V NICBHHET 5 N\—2a U FEFEANL, TES—2a XL TEDY 7 %
7V v 7 LT, %% T 53—V arO0VF Sy —UZxtisd % [Download] 7 A =2 %27 U w7
LET,

2. ZO/Ry/lr—T % VMware vSphere 7.0 LIFEZFHAT L T\ d e —H v ila—LET,
3. vSphere 7 7 A 7 > + . [File] > [Deploy OVF Template] Z &R L 9,
4. [Deploy OVF Template] 7 + ' — R& 5T L £ 7,

a) [Source] HiHIZFK R INDHERITENET,

1. [ Browse) |27V v 7 LET,
2. B A D OVF v r— (ova) £ THBILET,
3. [Open] =27 Vw7 LET,

4. [Deploy fromafileorURL] 7 1 — /L R T, NNy Fr—YDNANRFRINTWNAD I & E/ERL,
[Next] 27 Vv 7 LET,

[OVF Template Details] @ 2358 & £ 9,
b) Next> %7V v 27 LET,
c) [Name and Location] i ¢, ROFNEEFEITLET,
e [Name] 7 1 —/L RiZ, Ry — It L CHRET 24012 A LET,
e [Inventory Location] 7 .t —/L R C, o —U%EET D7 4+ VX 2 @RIRLET,
eNext>%7 VU v 7 LE7,

[Host/Cluster] i 235 & £ 97,

d BELET 7 L— b 2EITTARANERIZI TR %27 w7 L, [Next>]1 227V 7 LET,
[Storage] mjaE 236 & £ 7,

e) K~ v 7 7 ANERETHIANL—VRIAT% 7Yy 7 L, [Next>] %227V v 7 LET,
[Disk Format] [ 235 & £ 47,

f) [Thick Provision] =7 a A% %727 L, [Next{ 27V v 7 LET,
g) [Network Mapping] i DF-RIZHE-> T, [Next] 227 U v 27 LET,

1. [Destination Networks] iV A hESNTWAIPT KL X& 27U v 7 LET,

2. RSNy XY ARNT, BELET L= CHERHT L3Ry N7 @I
?—O

[Ready to Complete] Ef 235 &, ASJ L2 T RTOBRENERINET,

h) [Power on after deployment] &=~ 7 7R v 7 2% F 2L, [Finish)| 227 U v 7 LE 7,
i) [Deployment Completed Successfully] %1 7 v 778 v 7 AMBAWVV= 5, [Close] #27 U v 7 LET,

5 YA FORy hU—IREEATILET,
a) MOWTNMNEEITLC, B LI RB~ v Day Yy — L af& £9,
evSphere 7 7 A7 bDU A MR~ %427 U 2 L., [Open Console] % 34R L £,

e vSphere 7 7 A 7> kD A ==—"T[OpenConsole] 74 =2 %27 U v 7 LE7,

[Witness User Configuration] ™7 -t > Ko 2388 & 97,

b) ‘EHE 21—V — (maglev) D/XAT— R& AN L THERAICH 9 —FEAN L, N2 L TRICERE
E

Cisco Catalyst Center | Updated May 5, 2026



| 7 P2 Z U ) DFEE| 272

c) WOFEEATIL, [N] %4 L CRICHELRE T,
olP7 RLX
o M~ DIPT FLAICEESIFONTND Ry h~v R
e TITFNIT = T ADIPT RLZ
o (AT av) BIEDNS ——DIPT KL A
d) NTP h— =07 FLZAETIRA A2 12 EAN L (BEROGEIZN o~ TREZ) | S&i
LTRELZFELET, ERY A FORENBRBGINET,
1 2L EDO NP7 KLU AETIEIARA MABRMEETT,

e) Biflth A MIRELIZIPT FLAIZSSHAR— K 2222 ZfEHLCr A L, RENTET LI &
ZHER L £

( )

R =

%, YA FOVM Tmaglev = — % —HICHKE SNTNRAT— REEFT 508N H 55513,
FEHED Linux passwd = —7 4 V7 o A LET, ZNEITIRNCT 4 P RZ Y ANV VAT Kk —
R IET A LEEXH D FHA, £, NAUV—FZERLTYH, T4V RAZ U Y BEICHRE LD
EEIH FEA,

FUAFRZYIARNVDOEY N7 v T 2AOMBEAHEIZHA L ET,

Catalyst Center JEBH CTOT 4 A X U N OFREIX, 2O T n v ATT, BHOEMIL, 71 P24
UBNRY AT NEERT DA FaRETHZ L TT, 2EHOEMIX, VAT L2777 0 7I12L T,
TAYFAZY IRV EFENCTBHZETT, BITHULEOHDFIEOHHE, BRI 07 ot X3
ETDHAREREDOH DT T — & ZOLFEIZONTIE, 207 arD ey 72 TSI,

VIP A EL— T RREZA XA MZOWTHBALET, 77, T4 FRZ VDN AT ATING 2
OOEREE T 2008 2 0 EHIBT 5 DRI OBE R b L £,

TAFAZYIINY VAT LDAA YA NEREET HEIC, IROEREOHER FIEEZRETHLENRDH D
*7,
[VIP Promotion]

Catalyst Center EBHHICRE SN X —T TA A A X —T 2 A AP BV AT LDT P AX Y 3N
UVIP L LCHRATZNE I DERETILENRHY £9, VIP FHIT, ROEANT X TYTTEIHE
\ZDOAHEY)TT,

o BEA7 O Catalyst Center f > A X LV ANRFy NU—7 HEBLTEY, TXTOT N, AN, VAL A
DB —TF 4 ZVIP RSN TNWDET T U7 40—V RERXRHY £, 20O AX AL,
TAYFAZY AN AT DAL YA NELTHRELET,
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DT B =T TARA LB =T A AVIPT RLVAIL, AL P A hEYBANY S A RBFEET D
20DT—Z v —HT—HnbFICERTEET, JUldEE, ERor—2tr 2 —%2aa5+
DPLRL2 Ky MU — 2 OEICHEA SIET,

T LWT A FAX Y DN VAT LD U B =TT XA 2 —T x4 ANIPOEE, BEFOT SA A
EHRET HLEILIH Y EH A,

VIP At 3 235613, FIE2b TYes] 47> a v ARZ2 %227V v 7 L, AA A FOAEE (2735—
V) THFIE2bG 2e 258 T LET,

IW—F T ENREAXAV AT 3y

wiT, BEATHEHETAL—F T FARNEA A N T Ty a U ERETDILENDY £T, T4V ZZT D
NRYUDOTEZRBD120F, 72— VA —R_R—RNE¥ELEHETHL, TXARAOF 0o Ya = 7 a2pEr
BFPICHERE 2 r Y U= R EFREICT D Z L TY, ZHUE, TATAZ U AN AT LADOHIED
TIT 47V A FPTHIMIGRESND 70 —T 4V IZVIPEEET A EICL -~ TERINET, 7x=—
V= R=RF LT 72N, ZOVIP (ZOETIIT A PAX U AR YVIPELTER) 1%, Uo7 7
TATHA B2V TSN, FILWT 27T 4 7Y A P TRESNET, TOME, BELEOY A I T
7T 4 TR, Xy FU—27 OF 31 AL CatalystCenter & if{E Lt D52 ENTEET, A1
A FOBEE (2713°—) OFIE29E27ETTDEXITERTEXDL3ODNL—FT KRNI AL XA N FT
armbvEI,
o [Border Gateway Protocol (BGP)] : Z 47> a id, 1 ZEAEDT 4P RZ Y HR) VAT ATHESH
TEBY, T7H)NVEFTERENTWET, BGP/L— 7 KARXX AL XA MZEY, VAT L2OBET 7
T AT A MIHEIIT 7 BATHIENTEET, ZNET7 = — A —"—DFAEZKICEHEIIRY
F9,

BER

e DTV arEMATOLEIE. ET (AL YA R VAN YA FORHESRME] £7 2=
> (AR (263 =) FPEYZIZHY £F) RED 2 o0EFREE THASH TV S FIHE
5T LET,

o BT NL—XIBGP BT HIMLENHY £, BT NL—X DI TiE, OSPF, EIGP 72 ED{EED
IGP 7 b a L EfEHTE £,

« [Disaster recovery VIPs without route advertisement] : /L— F23BGP Zf# L C7 K3 A4 ZE N2V AT
LOEAEIP 7 RLUAZRETIHAIE, 2047y a v aZ2@RLET, 20T arid, ALY
A REUBIANTY A ROFHNR, VAT ADOT a— SR IP T RUARGET AV T 2y MNZT 2
TATEDLT—Z B X —IZ@E L TVWET,

o [NodisasterrecoveryVIPs] : Z DA 7> a 2 @INT 5 & A MIERESNIAREIP T RLAB, ZD
YA MIBET DT A ATHBICRESNE T, 72—l — =3B ET LN, 2D DOEE
IP7 RLUART AL ZATHEEENET,

FAPFRBZYINRY AT LDAA LT T AEYA N T 5 HEZFE LET,
VAT ADAAL YA NERET HIZIE, ROFIEEFEITLET,

o A A A NOBECET A EEEE (2723—) RHERELTHDHZ LEHENPD T EE N,

¢ TAPFRZ VAN AT LDAA YA bV HNY A SHIEET S Catalyst Center 777 A 77
AR TAL DA, ROFIREZFATLET,
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C[HUNY I T T AV a— LT uXxeh—NR—2RELET, VAT LET 7T 4 7T 500
I Z DB 2 Tl e, 72— A — =N\ FELTCY DN A SBNT 7T 4 T A Mo
722, ZH 2 OODREEHERTT HDLENELCET,

o HWA FAEREILD NFS T/31 Z 48T NFS N 7 7 TRRIEZM L £ 7,

1. A U A= a2—bREEIRL £9, [System] > [Disaster Recovery] DJIHIZ33K L T [Disaster Recovery]
N=UEREET,

Monitoring  Configure

Disaster Recovery Topology Physical

Show Detail Information

Main Site Recovery Site Status: Unconfigured
Unregistered Unregistered
Please complete registration for all three sites in the order of
=° =t

Main, Recovery, and Witness. Then configurefactivate the

R disaster recovery system from the Main Site

Witness Site

Unregistered

e

w1

o)
@

Event Timeline hide Timeline

Go to Configure tab

5 7 /v kT, [Monitoring] Z 7 7288 IR S TWET,

2. AU A FEBREELET,
a) [Configure] # 7% 27V v 27 LET,
[Main Site] 47> a VAR X T TITBIRSN TV DOLERH Y £,

Monitoring  Configure

Set up this cluster to be the @ Main Site O Recovery Site

Status: Unconfigured
Promote the enterprise andfor management VIPs of the cluster to the disaster recovery VIPs (D 9

Q Yes O ONo (D

Please complete registration for all three sites in the order of
Main, Recovery, and Witness. Then configure/activate the
disaster recovery system from the Main Site.

Reverting to the original state after cluster enterprise/management VIPs are promoted is a lengthy process involving manual steps. Make

sure that
A, replacement VIP addresses are unique and are in the same enterprise and management subnets as the original VIPs respectively.
- The promoted disaster recovery system VIPs ( X ) are accessible from the recovery site as well

Promote the cluster enterprise VIP, , to the disaster recovery enterprise VIP

New main site enterprise VIP*

@ Promote the cluster management VIP, , to the disaster recovery management VIP

New main site management VIP*
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b) [Promote the enterprise and/or management VIPs of the cluster to the disaster recovery VIPs]
TUYTT, ROFTTarRmRZ2ro0nTings )y s LET,

e VITAXEAL YA FMELTHREL, 2O TAXIZEHREINTWNDET SA ZEEIPT R
ADEL = HEIWINAZET D12, [Yes]z 2 Vv 27 LET, ZhUuE, 7 7 AXICHIEREINT
WHRARIP 7 RLAZFHKESE, ZNoE2T AP AZXZ UV ANY AT LD T a—\)UFEIP T
RLAELTEDVYTHI EICEoTEILET, ZHOT AL ABEHRLINTND Y TAXT
FAPRZY BN ZFNCTHEEE, ZOF 7 a v BRIRTAZEEABEIOLEST, 20
T a rEERLGWVGS, BTLWT A FAZ Y BRVERBIPT RLALBETSHL T
BOTFNAZEBRETAVLENHLYET, ZOF T a U ERBINULESEES. WOFIEEZFEITL
ESc N

1. [New main site enterprise VIP] 7 4+ —/L RiZ, %A "OZL X —TF7 A X Xy NT—T DHF L
BABIP 7 RLAEZADLET, ZHUTEY, FET L7 NLABREEHRIONET, 207
RUAREEFH SN TV Rn—EDT7 RLATH Y, LRIORIEIPT RLA LR UH 7 % v
MZHDHZ ExMRLET,

2. (A7v =2 >) [Promote the cluster management VIP, <IP-address>, to the disaster
recovery managementVIP] 5= v 7 /R v 7 A& F I LET,

3. (A 7¥ =3 ) [New main site management VIP] 7 . —/L N2, YA FOEHE LR Y hU—7 O
LVMEARIP Y RLAZ AN LET, ZHICEY, FTL57 FLARNBEEHRIONET, 2
DT RLAREFEFHENTHRN—EDOT RLATHY, LHIOHFEEIP 7 KL 2 & [ETH
TRy MIHDH I MR LET,

o [ABIP T RLUADEREZHERT NA AUREE T, VTAZEAL T A FELTHETDHIC
. INolZ 27V w7 LET, EREDT AL RATHER SN TR, E721TDEOT A R
DAHPHREINTVDIH LW TRAZIZIE, ZOF Ty arz2BEOLET, 2047 a i@k
T D25E1X. A7 v 7 2 IR T T,
c) [Action] i3 T, [Promote] 27 U v 7 LE7,
[Disaster Recovery VIP Promotion] %1 7 & 7 B & F97,
d) [Continuel #27 V v 7 LFT,
Catalyst Center iX, ASJL7KAEIP 7 RURAAZMREEL £,
e) [VIP Promotion Status] fHIkIZfRFEA 7T — X ABRE RSN ET,

e NNJLIET RVADOWTNINENTH DG (7 FUABRERT LT FLRALFELY TRy b
(CFELZRWATREER H Y £97) | BEREEZITWV, AT v 7 20 iV IRLET,

e AJJLT7=T RUAREFITHRIESND &, T A PARAZ Y BINRNY VAT AFICHESNDTXTO
AR P 7 K L 255 [] [VIP Promotion Status] fflkiC R R SNET, IROAXT v SR E T,

f) [Site VIP/IP addresses] = U 72k DIEHE AT LET,

e [MainSiteVIP] : 7277 4 7H A NDITAE ) — Rz X —T 534 XXy NT—T7DEO 7
T4 w7 EERTAEIP 7 KL A, Catalyst Center TlZ, Z D7 4 —/L KiZ¥ AT ADOFEHRIZ
HASNWTATINET,

e [Recovery Site VIP] : U h XU A FDIFTAHK ) —RE 2 X —TFFTA X Ry NU—T DD
T4 I EERTDHZ =TT XFEIPT KL A,

o [Witness Site IP] : BEEtHU 1 PRI~ L 2 A —TFFGA X Ry NU—T DD T T 4 v 7
BEHTLIPT RL A,

ER
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ADUIET FUADPSHERERE TH D Z L 2l LEY, BETERWEE, VAT A0Y A b
DEFFRITRIG L £,

( \

B =

FIE2f B LV 2] ODRIDOEE DK R T, [Reset] 227 Vv 7 LT, ANWLEET_NTOREEZZ VT T
EET, TOR, A YA FEBETHANS, FHAZBVELTELVWREZANT HHLE
BHY ET,

\§ J

g) [Route advertisement] 515 T, ROWITNIrDOA T a v RE L E2 7Y v 7 LET,

« [Border Gateway Protocol (BGP)] : 1 iI#EsEA4 7 a o TF,
e L—FT7 ENAAL XA MELDT 4 FRE 1 HNY VIP

o [NodisasterrecoveryVIPs] : — 47 a v iRZ &7 U v 735851, FEKICHEATLEE
AN

h) BFIOFIETERYID2ODF T a L RE L DWTnE 7 U w7 Liz$E1%, [Enterprise VIP for Disaster

Recovery] 7 . —/v RiZfE&E AT L%,

Zo7u—T 4 IFEBIPT RLAZRELTEBL . Xy VU= DT 757 4794 bELTH
FEIELTWA YA MIHBRICHI Y &2 CEASNET, ZOT7 KL AL, TP RZ YDA &
AT N B—TFGA X Ry NI—VDOBDO T 7 4 v 7 B LET,

( )
D =
« [Border Gateway Protocol (BGP)] 47> a >R Z %7 ) v 7 L, BEHAEIP 7 KL AZRE L
munEElE. FIE 2j IR E T,

« [Disaster recovery VIPs without route advertisement] 2 27 U ~ 7 L, EH{AEIP 7 KL A &% E L7
WA, FIE 2k IR E T,

\ J

7" a > : [Management VIP for Disaster Recovery] 7 4 —/L RIZfEZ AT LE T,

Zo7u—T 4 IFEIPT RLAZRELTBL L, Xy VU= DT 75T 40794 bELTH
FEIELTCWD YA MIHBRICHI Y B2 CEHASNET, ZOT7 KL AL, TAoFRZ YA &
AT ANEEHR Y NU—IOBO N T 7 4 v 7 BEHLET,

[Border Gateway Protocol (BGP)] 4 7"> a v AR & > %7V w7 LEGEIE, v— 8T RARZ A XA |
AN T DI OB R EREA L ET,

« [Border Gateway Protocol Type] 83 ©. BGP &7 23 FH A (244 ES  ([Exterior BGP (eBGP)]) & v~ a3 >
ZHENLT %0y, WES ([Interior BGP (iBGP)]) &~ v a v &N T 20 EHELE T,

« [Main Site Router Settings for Enterprise Network] fiE35:}5 J< O [Recovery Site Router Settings for Enterprise
Network] fEIIC. T4 FRZ VIR S AT LDAAL P A FE Y IR P A MIRESHLTW
LB =TT KEAEIP T RLADT RANH A XD 7=8|Z Catalyst Center 23 H T2 U E— k
N—FDIPT RLVAEANLET, T, V=DV E—FBIPr—DNVASESEHATILE
7
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UTFORICERLTIEEN,

-LM@)%~%w~&% RET DY [Add] (+) TAEI Yy LET, AT
IR K2 BDN—H %3 ET%&?

o ASEEZ AT HESIT. 1— 4,294,967,295 OHFEND 32 By NOFER LI THS
LEERLET,

¢ [iBGP] 47> = v %8R4 % L. CatalystCenter |2 — 4 /L ASHEF% UE— FASE 5 & LT
AD LT EIC BEICERE L E T,

e HIOFIRTEHEBEARIP 7 FLAEZRE L= . [Main Site Router Settings for Management
Network] 781535 . OF [Recovery Site Router Settlngs for Management Network] fEIE & R S ET,
CatalystCenter CZ OARIP T KL ADT RAX A XRS5 Y E— h—Z 2T 5

e tEma AN LET,

k) [Action] 3. [Register] 227 U v 27 L ¥,
[Disaster Recovery Registration] % 7 & 7 23 % £ 7,

[Continue] #27 VU v 27 LE7,
UBNRY P A FBLOERY A b2 AL A MIOBET D700 E R b—7 VB ESnE 1,

)

3. [Registration Information] &1 C. [Copy Token] %7 U v 7 L¥7,

Monitoring

Configure

Disaster Recovery Topology

Disaster

Recovery

Enterprise VIP:

Show Detail Information

Status: Registering
Recovery site

s
nitializ Unregistered The system is in the midde of r g stration process. Note that
the registration must be done in the order of Main, Recovery,

=" and Wlmess

Registration Information

The second step of the three-step registration is to register the
Recovery Site. Copy and enter the token below to the Recovery
Site

O

IO REYZIZE, AL YA SOBGPIZEET D RO H D EO — R REET T — & RN
—ERREINTWET,

VAT LEDAAL YA FEBETDEZFCZT—DBRETILERHVET, ZO MY I TIE, %4 T
HTT—EFDORUFIETHDOWTHALET,
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BEER 14T
VIP O£ AT HEME

T =TT RXBILOVERA
2 —7 = A ZVIP OEEFRENE

ESP Y (Wit - 1

U AANY A FOF— | 443 T
TCP Y4y MBI ZEMTE D
MEIMEMHRLET,

Bt A R DR — b~ 2222 TTCP
Vi bEHS ZENRTELENE
O MR LET,

WOBERERBL T, =¥ —7
FARA H—T oA AfRHET
T AYPFARZY 3R Y AT ADOVIP
WICBFETEXONE I DR LE
R

o« T A PFARAX Y BNRY AT A
DOVIP iz Z2—FF4 X
A B —T x4 ATERIN
7= # L — bk

e TUH—T T AR A H—
T2 ATRESINTZT 7+
I Nl Ny

INHDEFEOWTILEIEE L
WA, BRERIZRR L £,

WOEREMRBE LT, FHA
H—T 2 A AREBHETT 4 AZY
HRY T RF ADOVIP IZEETX
DINE I D EMRLET,

e T AP ALY BN AT A
DOVIPHIZEEA VX —T = A
ATERIN=HFHHIL— b

CEHA LA —T o f ATHRE
ENETFT 7NV N F—F T
s

INHDEFEOWTILEHIEE L
WA, BRERIZRR L £,
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IS5—DER

UAXU A FOVIPRY Y
- @ Catalyst Center -{ > A %
VARICRESN =B —TT
AAXVIP L —EHLTEO, AV
YA PO EERETHLZ L L
R L T2 &,

Bt A FOIPT FLANIELL
RESNTEY, AL YA R
LEERRETH D Z & Zfigsd L %
To

FAPRAZY IR AT ADT
VH =TT A4 XNIP O K —
T XA H—T A ATEH
N— NEBERET DN, = F—7
FGARA VB =T 2 A ZATTF 7 F
N EF—= b U= BEHELET,

FTAPFAZY IR AT LDE
FVIPHOEEA L X —T A A
TEHILV— N EERT D0, B
AV HE—T 2 A ATTF 7 H)L K

F—h o= ZERLET,



BEEZ A T
AEAET v 7 r— K

EITSNTI-1&EE

Y= =T ¢ DFEHERT v 7
O— REINTWVAENE I DNEHER
LET, Tv7m—FRInTW3
%4 . CatalystCenter |, FERAEN
HEZE4 ShTWARWD & bR
L/jz—g«o

[System Certificates] *—
([System > Settings >
Certificates > System
Certificates]) T. kDOWT
DY TLEL 2R LET,

o [Use System Certificate for
Disaster Recovery as well] 4~
Ta UPRBIRINTWD,

o T 4 W RAZ Y BN EFHF DI
BHENT v 7 — FXiTn
%,

EHLH05ES . [SAN] 7 —b
KoEPlO= FJ LT, UA
)b RA— RLIAA D DNS 4 3 R 7E &
NTWLUERHY 7,
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5Dk

LRUSEER SN TOWARVT T — 04, 2O [Status] S CHEIS N ET, RERBEZTV,

[Action] I LIROA T > a2 »OWF A2 BIR L THATLET,

o [Retry] : =T —DFNMELESNTZHE. 037 =0 Wi RBE 887 nv 2hogEY)—b

ADBEEE L) 12k TRAELFESIT.

o [Deregister] : X EZZEH L7720, BEAESLVE LD 7255618,

FF v arERANPOBAIITEDLIICLET,

YHNY T FGAB =Y A FEBEE LT —F L) r—3a 2/

UABANY YA BRGSO DOFINRITILLTOLIBY TY,

COFT v a a7 L TOREBERITLET,

Wi

IOFTvarEHERALTC, e

T B EEFELET.

)
B =

FIE 4 \ZHNEBEOR R T, [Reset] 27 Vv 7 LT, ANLIET_XTOREEZZ VT TEET, 7V

TLIZSE. VAN YA P eBET HEIC, ZOFIEZ &0 ik
EHRHY £,

DIRLTIELWEREZANT D4

AR (2632—Y) B v 7 HFRL,
BHENTWAEANEZEINTVWDZ MR LET,
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1. [][Registration Information] 71 C [Recovery Site] ) > 7 2457 V) v 7 LT, HiILWI T UH X 7T
FERAR—UERE £,

2. VEIZISU T, mUia—HP—L4 L XA TU—REZANLTY DN YA Nl A LET,
[Disaster Recovery] ~2— 12, [Recovery Site] 47" a LR & L 39 TITEIR & 72K BE T [Configure] % 7
DB E ET,

Monitoring  Configure

Set up this cluster to be the O Main Site © Recovery Site

Status: Unconfigured

Reset

3. KOEHREATILET,
o [MainSite VIP] : 7277 4 7H A "DI TAKX ) — R X —T I3 X Xy NU—7 DD 7
T4 7 EERTHMAEIPT KL A,
o [Recovery Site VIP] : U N UH A DI FTAK ) —RKEZH—TTFTA X Xy NU—7DEO T
T4y EEHTHEIPT LA, CatalystCenter Tld. Z D7 4 —/L NIy AT LADEHRIZIES
WTABSnET,

_
B
AL YA REYBARY YA FETIPSec M RABRESND L, IPEHRA M5/ — K ED

TUHE—TFGAR T T 4y 7L, =2 —TFF 4 XVIP (UDP/TCP/ICMP) %4/ L CEE&aNE
—a—o

\
o AL LA N OBERANCHERL LT8R b— 2
¢ TITFATHA RDF v bU—/ EEE 2 —P— T LCRIE SN2 —F 4 L8R — |,

4. [Action] 581 T, [Register] 27 V v 7 L £,
[Disaster Recovery Registration] % 1 7 & 7' 3B & £,

5. [Continue]l #27 V v 7 LFT,
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AA YA RV AN YA FOERNHELSND L, PRRY TAT—F AREHFINET,

WYY A M AR T D720, YA FEABRET DRSOV THA L £,
BV A FE2BERT D72 ODFINRITLLFDO LB D TH,

TAPRZY HNY AT DOERS A b2 BET DRI, ROFMEDMIZSNTND Z & 2R LT
TZE,

e AA YA MY INY YA FOWGNLERI A MZEEETH S,
o AA YA MEYINY YA MIRESNIZVIPIZERY A M LEEETH D,

1. A4 YA FDOT T ZTITRD £,

Monitoring  Configure

Disaster Recovery Topology Logical Physical
Disaster Recovery Enterprise VIP:

Show Detail Information

Status: Registering

Main Site Recovery Site
Recovery Site Connected Main Site Connected The system is in the middie of registration process. Note that
° ° the registration must be done in the order of Main, Recovery,

= ’ a = and Witness

Registration Information

The third and final step of registration is to register the Witness
Site. Use the following command to login to witness:
ssh -p 2222

[Registration Information] — Y 7 C. [][Copy Witness Login Command] =7 U v 7 L$7,

B A F~DSSH=a v Y — L&, abt—Lca~vy FEEVITTr 74 LET,
FoRSINTHEX. 7740 bO—%— (maglev) O/NAT—RE AN LET,

[Registration Information] = U 7|2 ¥ . [|[[Copy Witness Register Command] %7 U v 7 L £,
SSH=i Y —)L T, abt'—Lizavy FERk i £9,

<main_admin user>% Ry MU —2EFHEF LY —Da2—F—LHITEBRL Ta~v FEFITLET,
FoRESNTEHEEE, Xy NV — 0 FHF 22— —D AT — K2 AN LET,

O NOOEWODN

ZO Ry 7 TR, BRY A FBREET o APICRAET A ARENDO H D kAR T —IC BT D R E S
HAX L AR LET,
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IO ey 7 TIE, BERY A FOBREIHIEET L WEEDOH DT — L ZORLITIEICHONTHHA L £
R

I5—447 EITSNT=4REE fRIGE

IP fiE AA YA DOBRIFCAT SN AL YA b LEEEY A b 28
TLEERY A FOIPT FLUAR, B T2, FCERYA FoIPT
YA POBBIFHIAT SN RLAEZ AN LT EEN,
T RLVRE—ETDHLEMIEL
£7

W= g UIRGE ARV A FOOVA Ry r—U8, 7 —RAvb—VICERENRTW
VAT LDAA YA NEU AN DEEHYA D OVA Ry r—Y
U A MIA A P—=LENTWY RN—=Ta Vv EERLET,
% Catalyst Center /X—37 3 (2%t
LCTELWR=g 0 ThbZ b
ZHREE L £ 97, 4 Catalyst Center
NR—T g 0%, 150D OVA RX—
TarOhkEYAR—NLET,

WFETF = v 7 b nWo I —DH4A . O JRK X [Status] fEIE Tk T £4, LEREEEZITV., KD
WITNIPDOX AT HFRFITLCRHRITLE T,

o BEMHY A Mzua /A L LTH 6, withessreset =~ R&ZE(T LT,

o HERDBRTEELEET D), 7T AEKANLL0 ETIZIE, [Action] FEIK D [Deregister] 27 U » 7 L
3

VAT AP A NERGFELERIC, TATRAZVDNY VAT LEZT 7T 4 7L T D HECHOWTHALE
ER

VAT LDV A FEEGE LTS, ROFIEEZTFEITL T, Catalyst Center JEBI CHHATE 5 LI IV AT 4%
TIT 47 LET,

1. A4 YA VANV YA b BEOERYA PBAEFICERSNATHD I L 2B LET,

a) A4 YA b OTTUFEZTIZEY, [Monitoring] 227 U v 7 LTT 4 A% U J73Y @ [Monitoring]
BT HRRLET,
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Monitoring  Configure

Disaster Recovery Topology

Physical
Disaster Recovery Enterprise VIP
Show Detail Information
Status: Registered
Main Site —_— Recovery Site
Registered Registered All three sites are registered. Ready to configure/activate the
disaster recovery system.
=® o =
Witness Site
Registered
- -
e =° ——
0}
N\

rcvoc | |
b) [Logical Topology] fElik C, 3 2D A hNFR S, AT —H A7) [Registered] TH D = & R L £
T,

c) [EventTimeline] fEIE T, KV A FOBEENA X FELTY A NS, FFXAZBIEFICET LD
EEMRLET,

Event Timeline Hide Timeline

Latest events Last Update: Mar 20, 2025 2:33:52 PM

? v & Witness site registration - Mar 19, 2025 6:26:09 PM

Status Message:

Successfully registered as witness site.

o
v & Recovery site registration - Mar 19, 2025 2:47:38 PM

9 Status Message:

Successfully registered as recovery site.
° Mar 19, 2025 2:37:39 PM
T v & Main site registration - ar 19, R

Status Message:

Successfully registered as main site.
o

2. [Actions] fE1 T [Activate] 227 U v 7 L £,
UANYH A MCBEGET TR TCOT—ENHEEIND LRI XA T RN ET,

3. TAVTARZYINY VAT LADRELAA YA DT —=ZDY XY B A s ~OEBEBRET DI
X, [Continuel 227 U v 7 LE7,
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( A

B =

T T 4 7T RERE, BT ETERMB»DLHED 60 £F, EBRILEE=5—F 5101,
AR DI LTA L EFRRLET,

L J

4. Catalyst Center TULEERF AV NFET LT, VAT APENEL TWAH Z L AR LET,
a. MNaYEFRRL, TRNENOTA FOAT—HARRD IR RINTND Z LR LET,

Main Site —_— Recovery Site
Active Standby
=® a —
Witness Site
Up
- -

e ——— =°® ———

b. {1 XV DX A LT A %FK L, [Activate Disaster Recovery System] ¥ A 7 BWIEFICE T LI-Z & %
MR L ET,
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Event Timeline Hide Timeline

Latest events

Last Update: Mar 19, 2025 6:44:07 PM

9 v & Activate Disaster Recovery System - Mar 19, 2025 6:41:48 PM
Start Time:
Mar 19, 2025 6:31:20 PM
Status Message:
Successfully setup disaster recovery
End Time:
Mar 19, 2025 6:41:48 PM
9 > Configure active - Mar 19, 2025 6:38:32 PM
° > Configure standby - Mar 19, 2025 6:41:35 PM
g > 2 Witness site registration - Mar 19, 2025 6:26:09 PM
° > £ Recovery site registration - Mar 19, 2025 2:47:38 PM
° Mar 19, 2025 2:37:39 PM

> & Main site registration -

C. AA YA Finbping Z#FATLT, VA MIEETELZ LR LET,

T 7T 4 TACE IS EOBRAGHRIZT « VR Z U U /NY & AT AT I BRREICHOW TR L £,

[Activate] 15 L O [Rejoin] BAEDBHIARIZT 4 YA X U BN VAT AWMT I WGEE . IROFRITRLET,

HRELE
Nyl —YDO—K

FEY—EADOERME

IPsec D AT —H& A L E(E

Consul #f5¢

ELE)
AA YA DEYDNYHA MZRIC S =R =T 3 A v
AR —ILENTNEINE I DNEHERLET,

T 4P REY BN EEICRAI R g 2 — Y RYP—E2ABLRED
O FELS— RO EFHE2HERLET,

TAPFRAZY BNY VAT AOFTRTOHFA L TIPSec b o R/
BLCWDNEI DERRLET,

consul (AA YA b UDANUHA b BROERYA FTHRAS
NDHHT —FRX—=R) NIXTOHA FLBETELIMNE I 2%
WRELET,
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TAPFAZY I NY VAT AO—RHEIRIZET D 1EH, EHMICHDz> TU AT AEZEIET 251, T+
PRLZYDN) AT D —FEIEL T, 77T 4 79 A "B ARAZ ALY A b ~DFT —Z DA —
R EENC 95 Z LN TE £,

AAUHANEV IR A Me—EIETARZ LT, TATRX Y IR AT ANFEEMITEILELE
T, YA FEOEENEREN, KA FRRAF L RT a7 524 LTHIETS 2Rk ET, E
HMICHlZ> TU AT LR EBIETEBEAE. VAT L5 —BEILL T, 77T 47V A bMHAZ LA
YA v~DTF — X OER 2 — B IENC T EIVENSY £, £/, TATRAZ VIR VAT Lk —
BEEIE LT, ROWTNNEFEITLET,

¢ VTAEDT v T T L— RRBINy r—V DA VA N— NI EOEHEE A7 58T LET,
¢ VAT LNETNIT A FAX Y DAY FEAELEESHRZ ET,

e AA L VANY | FRFERY A N FAZTALTF U AEFATLET,

o BHHI7 Ry b U —ZE I FE B 2 E T

T AP ALY HNY VAT DE—REIET D FIE,

VAT AAVIR—FR Y DA T F U RAEFEMT DERENT 4 AKX Y N AT A —FIE L
T AL, WOFNEEZFITLET,

1. AV A=a—bkEEIRL £3, [System] > [Disaster Recovery] DJIEIZi&R L T [Disaster Recovery]
N—=UEHEET,
7 7 4L FTIL, [Monitoring] % 7 RN BIRE AL, T4 P AZ U B ANY AT LD MR VNRKRRINE
TO

2. [Action] fEtk <. B < [Pause]l %7 VU v~ LE7,

3. BRENTF AT T, [Continuel 27 V) v 7 L CIRIZHELE T,
R—TCOEFHIZ, VAT LA —RHEIET A 70 ARG INT-Z L2 RTA v E—UNRERINE
T, VAT LE—FHEIRd 5722, Catalyst Center TF — ¥ & — b 20ERNEHLINE T, *

Toe VAR YA MUOIEIEL T —EARFHF SN ET, ZO7rEA0ETHIE, FRa I
BT, AL HFA B LV DAY HA FORT—F A7 [Pausing] IZFE S E T,
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Main Site —_— Recovery Site
Pausing Active ® Pausing Standby ®
=® a —

Witness Site

Paused

— —° —C

CatalystCenter CHLE/2 X A N T3 HE, PARu I ICFRREINIZAAL A R, VARV A b B
KRS A FDORAT —H AP 41 C [Paused] [IZFRE SNVE T,

Main Site —_— Recovery Site
Active Paused Standby Paused
=° a —

Witness Site

Paused

4. T4 PFRZYBNRNY AT APR—HHEIE L TWAE Z L AR LET,
a. [Status] THIEL T, VAT LDAT—H A [Paused] & HRENTWDH Z & &R LET,

b. £ X DX A LT AT, [PauseDisaster Recovery System] # A 7 NIEH 258 T L2 Z L 2R L £
7
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Event Timeline Hide Timeline

Latest events Last Update: Mar 19, 2025 6:56:43 PM

9 v & Pause Disaster Recovery System - Mar 19, 2025 6:55:38 PM

Start Time:

Mar 19, 2025 6:47:53 PM

Status Message:

Successfully prepared clusters for pause Disaster Recovery System.
End Time:

Mar 19, 2025 6:55:38 PM

o > Active cluster standalone - Mar 19, 2025 6:50:52 PM

o > Standby cluster standalone - Mar 19, 2025 6:55:25 PM

BE—FHEIEFOT P AZ Y BN VAT KIHESINT 570D FE,

BE—FHEIEPEZEZ 72—V F ==L TWDET A P AX Y N VAT A EFBEIHT DHITIE, ROTF
JIE A 5247 LET,

gE

ZOEMEERFEITT LRI, BUEDT 77 4 7Y A MIEET LT XTOT—F (FICRIEDOZER) 73 d
DT LEMERLTLIZEEN, ZOBREIZLY, RZ ALY A FOT—F_X=2R3 )ty bENET,

1. AV A=a—bkEEIRL £9, [System] > [Disaster Recovery] DJIEIZi&R L T [Disaster Recovery]
N—=UEHEET,

7 7 4L hTlL, [Monitoring] % 7 B IRE 4L, 74 P AZ VI NY AT LD AR UNRERRENE
j—o
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Main Site _— Recovery Site
Active Paused Standby Paused
:l. a :].

Witness Site
Paused

ﬁ& (:]. __’ﬁ

2. [Action] 5815 C. [Rejoin] #27 VU v 7 L9,
AR NRAY A FOTRTCOT—EIRNBEEINDZ EERTEAS T oI RnEREINET,

3. [Continue] #7 VU v 7 L TR E T,

N=UOHETMIZ, ALY A R U ANV A b BROERY A N2 BERT 571 A0 MG S
NEZEERTAvE—UNEREINET, 2O AOETHIL. bFRalizBWNWT, AL P A
rE U B ARYH A hDAT—H A7) [Configuring] IZFRE SN E T,

( )

B =

Ny T T AK LD Postgres T — X X— A%, T VT « 7 7% Catalyst Center 7 7 AKX DAL L3 A
A RELTHOELEINET, ZOBITHIZ, [System Health] ~*— T, postgres ™ F 7 A3 — K
FIZLAR—FESNDZE08HY T, BBIOTFETHRIZ, postgres (ZEHE DT ~I)L3fHT Btz R
D, ZHUTEHTEET,

\§ J
Main Site _— Recovery Site
Configuring Active ® Configuring Standby ®
=® a —

Witness Site
Up
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CatalystCenter T/ X A N T3 H L, PARu I ICFREINTZAAL A R, VARV YA M B
FOERY A FORT—H ANEFH INET,

Main Site —_— Recovery Site

Active Standby

=° a —

Witness Site
Up

— =° —G

4. [Status] =V TICERENT- AT —Z 27 [Up and Running] 1272 > TWA Z & 2R LT, T4 P A
Y ANY AT ABBEIRREIC R > 7o Z L AR L E T,

FAYPFREZY BNV ATLDAZ NP A SBRFHLWT VT 4 7 A MIRDIBEEDT 2 —/ LA ——
DO,

Tz V= N—=NEITEINDE, TAVAZ VIRV AT EADAZ NP A NBRENETCOT 7T 4
THA FOBRENESIEZRE, HLWT 7T 0 7 A M2/ 7, CatalystCenter Tid, KD 2FEIHD 7 = —
NF—N—% PR —FLTNET,

¢ VAT LRI A= "= Ry =T DREERR Yy NV =27 DI EOMEIZ L > TY AT DT 7
TATHA NBETTA 02705 EFEITSNET, CatalystCenter Tlik, 7277 4 7H A bBRZ U H—
TIARX Xy NI —7 DD EHE (BLOARZ AP A FEEES A F) & T HREETE R -
T2 eZBFET DL, AF ALY A SR EOREN LS| 2T HDICMERZ AT ZETTH7D, H
Wit o2 & Fy NU—ZEERECTE £,

e FlY: Ry NU— I EBETHHA—Y =N AT LDT 7T 4 THA b &AL LA B A FOBRLED
BB AR 2% X 512 Catalyst Center (ZH5/7 325 2 & TETINET, @FIE. V4 b7 FI747
VANZA A R =L I TS Catalyst Center > 7 b 7 = 7 OEFHRETLY A OEMA T ADE
ATANZATVWE T,

WINNOFIED 7 = — NV A — =D EITH, HIDT 7T 4 TV A SRE T NREDE, TATAX

U J33Y) v 27 AIXE BRI [Standby Ready] IREEICEATLE T, 2O A FEFHLWAZ A1 L&
L CHESL T 5121, [Monitoring] % 7 o [Action] #Ek C [Rejoin] 22 U w7 L £,

WEOT 7T 4 7Y A STRIEREEL, AZ ALY AL M EFLWT 7T 479 A4 b LTHRET A
BOFE) T = — /LA — R—DBRIEIZEE T B 1H .
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FENTT = — /LA — =% AT 584 1%. CatalystCenter TF 4 W AKX YU NV AT LDAA YA b
VAN HA MIBEHV Y TOHNATWDIa— L EANEXET, FEI7 = — L Ad—"—F, BIEDT
7 4 7 A NCRHBENRBELTWDLZENHAL, RZUNALHFA FEFHLWT 7T 47 A FELT
TaT T 4 TIHEET HEAIEN T, FE7 = — A —"—ZBAT 512, ROFIEZFETLE
R

( )

B =

FHT = — A ST B A PO LIAT S 2 LR TE E A, ShIL BAET 7T 4 TRV A
FBOBIATTE T,

1. AV A=a—bRkEEIRL £9, [System] > [Disaster Recovery] DJ[EIZi&R L T [Disaster Recovery]
N—=UEHEET,

77 4 /v b TlX, [Monitoring] % 73 B-R I, T4 AKX Y BRNY VAT AD FRu UVRFEREINE
T, ROFITIE, 22—V —ZBIEDOT 7T 4 TV A Ma A4 LTWET,

Main Site — Recovery Site

Active Standby

I:J. - :’.

Witness Site
Up

— =° —l

2. [Action] $81% . [Manual Failover] 227V v~ 7 L £,
AB XA A FDr—)L%& [Active] 1IZH) Y EEx D Z & &7~ [Disaster Recovery Manual Failover] %1 7 2
TNERINET,

3. [Continue] #7 V v 7 L TR E T,

N=UOETHIZ, 72— A= =Ta v ARNRBRINIZZ L 2R T Ay E—UNEoRSNET, &
NWETT I T 4T A FELTHEL T YA NI, AT 20000 EfSNET,

ZOREFRT, AP A FE VAN A FOERPHERS L, 7 — 2 OBRIIITOh R <720 7,
BIOT 27 4 7% A MIRER® 2 5E1E, ZOMIZEn b ORBEER L £,

BT 7T 4 TV A "NeT 4P RAZY BN AT AMIHEBMT5FE T, ROT z—vA—"— (¥
ATF NI AB T o=V — N a— P — |2 L BT =— LG —_"—DW ) ZET A2 LI TEFER
Po
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4. AA P A RNV INRIYA FEFHERL, TAFAZ VN O RT LAEZHHFEELET,
a. Catalyst Center 7 1 > RUNHF S 7= 5. [Go To Recovery Cluster] 27 U v 7 L £,

"

Go to the recovery cluster ( ) to perform Catalyst Center operations.

If the other cluster is also down and cannot be restored, you may choose the Standalone action to remove this cluster from the disaster recovery system and make it a
standalone Catalyst Center cluster.

b. UANRNUHA Mza A LET,
INETTIT 474 FELTHREL T2 A ME, VAT A054] 0 B X T [Standby Ready]

WKREIZ72 0 £,
Main Site — Recovery Site
Standby Ready Active
I:. a ‘:.

Witness Site

Up
B\ :. _/ﬂ

c. [Action] f83% ., [Rejoin] 27 UV v 27 LE7,

ARG UNRA YA NOT—EPHESND ZEEZRTHAT RIINRRENET,

5. [Continue] #7 V v 7 L CRICHEAR, T—X OEKEZFHBEL £,

CatalystCenter TRH#E T 57 —27 7o —25E T4 1UE, TE Y = — LA — =358 T T, BET 7T«
THARELTHEEL TWE AL YA RRAZ U RA A NI/ ET,

Cisco Catalyst Center | Updated May 5, 2026



| 7 B2 Z U 30 DFELE| 293

Main Site — Recovery Site e
Standby Active
=® o =°

Witness Site

6. TA VP ALY D NY VAT ABPBBIRBICR 722 L 2R L E T,
a. [Monitoring] # 7 A5 BiZFm S 7z A7 — % 2773 [Up and Running] 1272 > T\ 5 Z & 2R L £
b. {1 X DX A LT AT, [Rejoin] ¥ A7 WIEFIZTET LizZ L &2MERLET,

Event Timeline Hide Timeline

Latest events Last Update: Mar 19, 2025 7:38:04 PM

e ~ & Re-Join - Mar 19, 2025 7:35:50 PM
Start Time:

Mar 19, 2025 7:28:36 PM

Status Message:

Successfully setup disaster recovery

End Time:

Mar 19, 2025 7:35:50 PM

9 > Configure active - Mar 19, 2025 7:32:48 PM

° > Configure standby - Mar 19, 2025 7:35:40 PM

TAFRZY BN AT DOFEMERBET D16, Y MCAD LEBREZ THT 51213, BEAER
INLENZ IR DSBS £,

TAYPRZVDNY AT LNT 7T 4 TALENT, FEDY A MTOWTAN LIEREDFEFH B MLE
272D ZENnHY ET, ZORMBFEELEBEIT, ROFIREZFTLET,
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( )

B =

VAT LEBEMERT D L. VAT LANDOT R TOY A MIETLBIEORENZ VT SHET,

1. [Action] fEIk T, [Pause] %7 V v 7 LT AT LDEME —KiEIE L E T,
FEHICOWTIE, AT A0 FEIE (286-9—Y) 2L T EE0,

2. [Action] f81 <. [Deregister] #2 V v 27 L %7,
Catalyst Center TLLRIZ S 2T LDH A MTOWTRE LEZNENTXTHIBRENE T,

3. MUIRBEEASTILTHA FEFREL, VATARFHET 77 4 7bT8I1I21%. T4 FAZY A
Dy N7 v (212%—) THHIN TWBE X A7 #FTLET,

TAPFRZY ANY AT KA EHT HEOBEFHIZ OV TOHER,

oI arTiE, TATRZY BN AT AEERT AROEEREICOWTHA L ET,

FAPTRZYBNY AT Oy 7T w7 EETTICET 5 EEEEIZOWTORBHR,
e RNy I T N, VAT LEDT I T ATV A ENOEDIRAT P 2a— /L TEET,

e RN I T T T ANDETIE, T AT AZ Y DNYBENI > TODIRETITEITTEET A, F
FTURAT L —FEIETALENS D FT, IOV TIEL, VAT 20O —HEl (286%—) %%
BLTLEEN,

« NI T T Ty ANDETE, VAT DEWHEIET BHNCT 7T 4 TE oY A FTORFETLT
STEEW, Nl T 7T T77ANEELLIEE, VAT L0V A NMIESNTHLERLY T, =
Wk, TAFRFZYINUNEHBESN, 77747V A bOT—=H DAL L34 YA b ~DERLINEH
MEINFET, FEANZOWTIE, VAT A~DOFES (288—) ML T &,

e RNy T T T ANDEITIE, VAT LANOMD 7 — R LR U3— 3 @ Catalyst Center 731 > A
F—LENTNWDLY TAL ) — R TORFTTEET,

o Tx— WA= N=RETL L BADONY 7T v T LEIROREL L OAT Y a—/WE, HrLwT 7
T AT A MIERSNETA, HEMKTOILERDHY £7,

o EBHICIE 4 284 1%, Catalyst Center ~D#E(E TLS #4iD TLS N—V a v &7 v 77/ L—RK$5Z &
ZBEID LEJ, [Catalyst CenterSecurity Best Practices Guide] @ TChange the Minimum TLS Version and
EnableRC4-SHA (NotSecure)] FE v 7 2B L T3V, AL VYA FETTIZT v 77 L—KLT
WBGAE, VNS A T o7 7L —RTH5Z 2880 LET FEBNICIX, T FAX YD
WY VAT LE=T VT 4 7T D01, 237 =— VA — "= AELT%) .
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| 7 4 P RZ Y BRY DIk

)= RERIET T AX ORI T HEEFIEIZOWVTOER,

TAYAZY N VAT AOREESTIZ, WOWTNOOREEEFITTHZ LIXTTEERA,
e 1+1+1 Yy NT w7 T/ — KD 12%EXHZ 5,
e343+1 Yy NT v T1ODH A FDODTRTD /) — REESHEID,

ZOVERHHEEIT. VAT AOBEER: (293—) THHINTWAFIELZZT LT, VAT L%
BEEL T 7EE0,

T AP REZY N AT AOFERICET 2B EEHIZOWTOFHR,

e UNNRVYA NZHDIT T ITAT LV AFET DT — XX, ROV F U ATHIBRSNET,
e T AP ARLZ VDN VAT LEHOTEy T v 7L, VAT LET 7T 4 7{bT 5L %,
e U NV A NBRIET VT 4 T2V A FTHLHIHEBIL, VAT LE—WEIE L, BEEMFRL T
Mo, VAN A e LTEBRET D L X,

e FEDT 4 AL VAN VAT AEBEMKRTD EEE, EOVA NBRBRET VT4 7Y A4 N THD
MEMERL., FNEVATLEDAAL YA FELTEELTLEIY, 20, VIR YA bOFT—
2 (BAIET 7T 4 TIGE) ORI T v T EER L, VAT AOEEROFNZZOFT —X & AT A
DAL YA MUAELTHZ EHTEET,

e ROEEX, VAT LEFMHRETIITY) ZLITTEEEA,

e T AVAZ Y INY VAT ADELH—T T4 XBLOEHAS VX —T o ATREINTZIPT R
LA EEBT 7 4V FL— R DT,

CEEHY A FNDIPT RLAZLEE L TVET,
e 1 @ cluster_hostname % & D %37,
¢« VAT LADBGP RELXZLH L CUWVET,

VAT AOBERE (2932—) THBENTWAFRIEEZETL T, HILWIPT FL A& L— &2
E L %7, cluster_hostname fE# ¥ L7-551L. EHBICFRCFIELFEZITLET,
HA
FAPFAZY R AT LD HAZET 5 Z B HEIEIZ OV TOFHR,

TAPFRZY) AN AT DO EES TN, AL YA RV ANV Y A b2l — — K7 T X279
SHA Y ZAZICEMT HZ LITTEET A, RERGEIE, ROFIEZETLET,

1. VAT LAOBGEE (2932—) |
2. DYV A FEHA YV T AZITEH L F7,

3. HBE L, TAVARZUV IRV EHT 7747 LET (T AT ALV BRI DEy b T v 7 (27123—
V) BB

T AP REY IR AT AOY A NEEIZET 2 FEFEIZ OV TOEHR,
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TN ETIE, TAVFVAZ YN VAT LI T RS L TG, A MCEENRBELLEZ L 2R
L. ROWTIHIDOT 7 a v E2FEITLET,

CTUTATIA MRE YT B, T A= A= T u e ABRBShET,

o AAUNAY A NETIFERY A FOWThrnE 358, VATAFIZEOYA FaeXL Ty ELT
~—2 L. [Action] fHI> & & 2 7 & Bthd HHRE A ERNIC L £,

TS DRI A7 2L LD &35 &, BT TERVEKZRT A v — 70 [Details] filkic %
RENET,

TAYRZY RN AT ATHEF SN TODIEAFEOHIRNSEINT-H L5720 30,

[Status] = U 7., T4 P RZ U BN T AT AITHRE SN AEHEOH DR GINT- & S ICFHRE
AVET, FEBE 90 ALINICHIREIALIC R 2413, ROBHERA v —URFERINET,

Status: Up and Running

The disaster recovery system is up and running. It will perform
replication as needed.

CERTIFICATE STATUS

& The Disaster Recovery Certificates will expire in 89 days. One
day before the expiration, the disaster recovery system will
automatically pause and discontinue replicating data. To avoid any
interruption in service, please follow the steps below for the
certificate renewal.

REEDO A ZIEN 30 HUL T OLAIE, ROVICKROTZT — A v E—VBRERRINET,
Status: Up and Running

The disaster recovery system is up and running. It will perform
replication as needed.

CERTIFICATE STATUS

© The Disaster Recovery Certificates will expire in 29 days. One
day before the expiration, the disaster recovery system will
automatically pause and discontinue replicating data. To avoid any
interruption in service, please follow the steps below for the
certificate renewal.

FERHEN 1 BHRICHIBRBYINIZ R D XY ICRESNTWT, T AT ARAZ UV DARY AT AREHMEL TV D
4. Catalyst Center |33 A7 A% HEIAIC —BpE1E L £,

Status: Paused

The disaster recovery system is now paused. Main and Recovery Sites
are two standalone clusters. There is no replication between these two
sites. Click 'Re-Join’ to form the disaster recovery system again and
resume replication.

CERTIFICATE STATUS

© The Disaster Recovery Certificates will expire in 1 day. The
disaster recovery system has paused and the data replication
stopped. To avoid any interruption in service, please follow the
steps below for the certificate renewal.
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BLWVEEEARE L TY AT LOBELEICT 212X, IROF AT ZFTTLLERHY £7,
1. 7 4 FAZ U BN 27 Ao—§fE IR (Catalyst Center 3EEIZAT > TV WEE)

2. 54 P2Z Y BRYGEHEDEN (2682—) | FE Y7 THHINTWARIEEZFEITLT, VAT
LDFFAEELE X FT,

3. VAT AICHZIML CHEB L T ZEW,

VLAN

Catalyst Center (2%} L T VLAN E— RBHNZ /> TWBGE. T4 P AZ U AR B R—hInRan
xR LET,

o VLAN “E— R D#HIZ, [ Cisco Catalyst Center Installation Guide] @ TConfigure the Primary Node Using the
MaglevWizard] FE v 7 DA77 T EBLIP8 2SR L TLIEEW,

e VLAN £— K :

e Maglev % & ™ ¢ ' — F&f#i i L C CatalystCenter 7 77 A 7 L AR ET DB DOHBANTTE
£7,

¢ T T UYWR—ZDER T 4V —REFALTHEMNITHZ LITTEEEA,
e T T IAT LV ALEHA A= EPTITEHCT L LT TEEE A,

o WMOIEH X, VLAN E— FAHFZNT 72> T 5 Catalyst Center JEBI TlI VAR — F EN TV EHE A,
e ACl 7 7 7' U » 7 N® Catalyst Center
o T 4 HRE U HNY

— MRV T 4 P ALY ANV ERE 2T 2 RATT D HECHOW TR LET,

ORI arTiE, BEOT A FRAEZ Y INY VAT AOERPICETTHVNERH LS ESERZ R
JERSET T AIFEICOWTEAL £,

BUEDBERY A M OBEHICEET 2R,

TAYAZY INY VAT AOBIEOERY A NEeFH LA MOESHBRZ D12, ZOFIREZFETLE
kR

1. BIEOERY A Mr /A v LET,

a) BEtHY A hDSSH =2 Y — /L %#BA &, ssh -p 2222 maglev@witness-site's-IP-address =~ > K% 3%
fTLET,
b) 77 4/ hD—H— (maglev) D/XAT— K& AHLET,
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| 74 B AHZ Y )Y DL

( )

R =

ROFNUHET RN, BEHY A FDOIPT FLAZAELTBEET, BEHY A MBS 2%, F
L7 FLAZRETDHDLERHY T, RELBRWEE, BV A MNIHIFH LRV ICIEEL 8
Ao

\ J

. witnessreset =1~ K& FE{T L £7,
. BEOEBERYA SO o RHIBRLET,

BEARY A FOA A h—)L (210—2) OFBHIZHE> T, FTLWERY A FOfAE~ %A A h—
L LET,

LW A Mor A U LET

a) B+ RO SSH =2 Y — L& X ssh -p 2222 maglev@witness-site's-IP-address =1~ > R % %
ITLET,
b) 74/ hD2—H%— (maglev) D/SAT—REZAHLET,

. witness reconnect -w witness-site's-IP-address -m system's-virtual-IP-address -u

admin-username =~ R FET L £,
PITFORIZHERELTLIEEN,

e AA YA FNOBEDT AP AZ Y IR AT —F AR, BHY A M2EET5 & 20X
ALY A PO H =TT A4 ZVIP 2R LET,

o ZDAT Y FOFTRICHRY A FREMEL TS Z & 2R T 2I1TiE, ROFIHEZFATLET,

a. 74 FAZYAAY MR Phb, [Show Detail Information] U > 2 % 2 U » 7 LT, [Disaster
Recovery System] A7 A KA A &R ET,

b. [Witness Site] £ 7 > 2 C, EEHY A N EREFADIPSec UV > 7 DAT—H ZA) [Up] ThbH
xR LET,

Zoa<y RTHEAMERTXTOL v a r2FK AT HIZE, withessreconnect--help =~ >
F%%ﬁLiT

AR NEALTA L DE=LY U IZHT B 1ESR,

AR IDIALTA G, BUEFITSNTWD T 4 P AZ Y A NY Z 27 OEFRRILAZBH L. Z£h
LOZATNET Liz& E] 6%5 \TEET, XA LTA TR T HITIIROFIEEZFATLET,

1.

2.

AL VA= a—InbIREEIRL £9, [System] > [Disaster Recovery] DJIE(Z534R L C [Disaster Recovery]
N—=UEHEET,

F 7 R . [Monitoring] # 7 &R STV ET,
R=VDFHETCAIZa— L LET,

VAT MIKTHMITH DR A LSBT LTI Z AT N, HDZ A7 (S8 THEDO X A LAK o FI2HSL)

DIEFIZBEIA TR R &4 E T, Catalyst Center Tl, ZINENDHX AT IZHONT, VAT A (=) £iX

a—H— (8) OELLIZL s TSNP RENET,

Cisco Catalyst Center | Updated May 5, 2026

| 298



| 7 22U B30 DFEL | 299

Event Timeline Hide Timeline

Latest events Last Update: Mar 19, 2025 7:41:10 PM

9 > & Re-Join - Mar 19, 2025 7:35:50 PM

> & Manual failover - Mar 19, 2025 7:23:29 PM

EziE, VAT ADO—BHEIEHOETICOVWTE=F—T5L LET, ZOHE, Er/ukt2ngs
AWM ENT- L & L5ET Lz & &2, CatalystCenter TA X DX A LT A UNEHEINET, FE
DHEAZIZEBT DO E 2R RTHI121E, P22V vy 7 LET,

Event Timeline Hide Timeline

Latest events Last Update: Mar 19, 2025 7:41:47 PM

° Mar 19, 2025 7:35:50 PM

v & Re-Join -
Start Time:
Mar 19, 2025 7:28:36 PM
Status Message:
Successfully setup disaster recovery

End Time:
Mar 19, 2025 7:35:50 PM

° > Configure active - Mar 19, 2025 7:32:48 PM

° > Configure standby - Mar 19, 2025 7:35:40 PM

Catalyst Center (%, 5 T L7=P# 35472 27 2R LET,
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Event Timeline Hide Timeline

Latest events Last Update: Mar 19, 2025 7:44:07 PM
? v & Re-Join - Mar 19, 2025 7:35:50 PM
Start Time:

Mar 19, 2025 7:28:36 PM

Status Message:

Successfully setup disaster recovery
End Time:

Mar 19, 2025 7:35:50 PM

o v Configure active - Mar 19, 2025 7:32:48 PM

Start Time:

Mar 19, 2025 7:28:49 PM

Status Message:

Successfully configured active system
End Time:

Mar 19, 2025 7:32:48 PM

9 > Starting BGP VIP advertisement for Disaster Recovery System. -

Mar 19, 2025 7:32:42 PM
9 > Starting BGP session. - Mar 19, 2025 7:32:37 PM
@ > Configuring global VIPs for Disaster Recovery System. - Mar 19, 2025 7:31:52 PM

A7 LRERIZ, Pl a7 ) v 7 LTRIEDY 72 27 OBEIFRER R TE LT,

Event Timeline Hide Timeline

Latest events Last Update: Mar 19, 2025 7:44:45 PM
® ~ & Re-Join - Mar 19, 2025 7:35:50 PM
Start Time:

Mar 19, 2025 7:28:36 PM

Status Message:

Successfully setup disaster recovery
End Time:

Mar 19, 2025 7:35:50 PM

° “ Configure active - Mar 19, 2025 7:32:48 PM

Start Time:

Mar 19, 2025 7:28:49 PM

Status Message:

Successfully configured active system
End Time:

Mar 19, 2025 7:32:48 PM

\/ Starting BGP VIP advertisement for Disaster Recovery System. -

. Mar 19, 2025 7:32:42 PM
Start Time:

Mar 19, 2025 7:32:40 PM
Status Message:

Start BGP VIP advertisement for Disaster Recovery System workflow completed successfully.
End Time:
Mar 19, 2025 7:32:42 PM

9 > Starting BGP session. - Mar 19, 2025 7:32:37 PM
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AR NI DLTA L DE=H ) U THRIIRET RO H DRI & ORI IFIEICOWTIEK, T4
AR NN AT LD NT TN a—TF 47 (3071—3) 2B LT IFEN,

BRI T =X —SND~vF— Y RYP—ERE BZOND 4 ODAT—HARXA v E—VIZOWTHAL
iﬁ‘o

TAPFARYANY VAT K%&T 7T 47123 % &, CatalystCenter 13 GlusterFS, MongoDB, 35 X 0" Postgres
P —ERADTF—H LT r—a VAT —HADE=A ) T EBBLET, ZNHOH—E ZRDOERMN
1T b 7=NZ, [Status] =V TIZIRDOWTNND A v E—UNERENET,
o BHINMIERIZE T LTWET,
ONGOING DATA REPLICATION

o Ongoing data replication is proceeding within the normal range of latency.

e BHUTIFE T L TCWETN, BfE, VAT LADAAL YA MU DN Y A FNOMTT—XEDOZ A X
FSTMHY . 20 3L B> TET,

ONGOING DATA REPLICATION

& Ongoing data replication is slowing down. You may want to be on the
lookout for the status of network and/or system.

e BRUIFTET LTCWETR, P AT LDAAL YA R UV A FNOMTT —ZFEBDOZ A LT 773
30 0L EHY F9,

ONGOING DATA REPLICATION

Ongoing data replication is slowing down significantly. Please check the
system and network. Contact Cisco support if the issue persists.

o HRIMNMEIL L E LT,
ONGOING DATA REPLICATION

o Ongoing data replication has stopped. It is critical to keep the data of
the secondary site in-sync with the primary site. Please check the
system and network. Contact Cisco support immediately to
prevent data loss.

INHDOAyE—UTEH, vFX—Y R —EROERUZ T 2R L, *y N =T 03T AT LD
BNV AT LDV A NETOZNEDOY—EADT =X DORIICERE 52 55 65% R~ LET,

FUFERE Y HAY L RT AOBLEORIEC BT 5 R,

T4 AKX Y 3 GUI O [Status] fEIRIC X, AT LADOBEDIRENF RENET, ROKXT, VAT L
MEBICERINAEA DY A NOWREEZ T LE T,

14 :

7N 5B

Unregistered FHIZEASNTZYA N TT, T4V AZ VI OEFERIZEZH Y £
Ho

Initializing PA ME, BT o AT A P AZ VAN I TG AL ey 8T v 7T
L7200, OV A NRMELET LT —X 2 RETHUERZ L T ET,

Initialized PA MI BT 0B AT A FRZ YN 7T 2B 5y 8T v 7T

DI DY A MIEET D7 —F ZIEWITHER L E LT,
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o

RE Bl

Failed to Initialize BT OB APIZT 4 T ARAZ ) AN TG AR ey N T v 7570104
DY A MR LT HT—HERETHHEHE L CVNDBEXIZ, A FTx
F—MMEELE LT,

Connecting Recovery AAHA NI VANV Y A MIEEH LT, AL A FEDEF 2T
Bty N7 v 7T 50IclhBLyfbtanT — 28 L TV ET,

Connecting Witness AA A ME, BRYA MBS LT, AAf YA heDeXaTHEL
Ty N7y T AHEDICHERYIE SN T — 2 G L TWET,

Recovery Site Connected A1 A ~X, VI ANUH A MeDEXFaTHEZERFICHELLE LL,

Failed to Connect UBNRYHA b EDEELRTF v FIVEWSL L TND EEIZ, AL YA T
Recovery TN ELE LT,

Failed to Connect Witness i A F & DR T ¥ RNV EMNL L TNDHEEIZ, AL YA F T
TF—INEELE LT,

Registered TIT 4 7HA NI, MO 2o00% A FEDOEF 2 TIEEEERICHEN L
F L7,

Deregistering VAT EANLBEDT 4 P AZ Y AN R EHIRL ET,

Deregister Failed VAT EDLBIEDT 4 PAZ Y I ANYFEREZHIFRL TS & XIZ=T—»
RAELE LR,

Validating T AP RAZY AN ARG T DR, VAT LAORBARIEL TWE
R

Validated T4 WAE Y N E BT AR, AT AORREZ ERFICHRGE L £
L7z,

Validation Failed T A ALY G NYRERE BAGT DRT0D Y AT LORREAEEPICT T — 73
RAELE LR,

Configuring Active OV A NET T 47 A N LTHNLT D720 DT —27 7a—4%F4T L
TWNET,

Failed to Configure OV A NTT AT RZY IRV EFNNCT HT—2 7 —0DF{THicx
FT—INBELE LT,

Syncing Config Data TAPFRZY N VAT Kty T v 7T 50O A Mhb 3
BT =2 &FEHLTOET,

Config Data Synced TAPFRZY AN VAT Kty T v 7T 570 A b3
T — A EIEFICHRBLE L,

Active Sync Failed RETPDOT 7T 4 THA B, TAVTRZYV IR AT Lty N T v
TAHEODIMOY A b ERT—Z 2R L TW5D & X T —»nR4E
LE L%,

Waiting Standby ZOVA NET T 47 A M LTHENLT 72000 T — 7 7 —RIERIC

Configuration SETLELE, AZ NP A FDOT—7 T7a—RETTHDEF> T\ E
ba‘o

Active A MI, TI7T7 47 A ML TRy U= ZIEFIZEERL TOET,
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o

RE Bl

Failed to Configure A NI TAFREZ VIRV I FZREZDT 7T 4T A NE LTHHEA
T2V =7 7u—D—faF T TEEEATLE,

Isolating PA I D2 2020% A FEOEHN DN H, 2l (FE7 =—
WA= NR—=D—E L LT) AZ AL RN TETWAHIZD, B AR
LU= 7ua—%F4TLTCVET,

Isolated A MI, D2 oD% 4 N DB Kb, £ (FE7 =—
NF—R—=D—E L LT) A UL R TETCNDD, B Z IR
HU—r 7ua—%EEIZEITLE L,

Failed to Isolate PA NI, D250 % A N EDERN Kb, £ (F#7 =—
WA —R—=D—f L LT) AX AL N TE WL, B ZREETS
AU— 7 7u—%FTHC T — 0N BAELE L,

Configuring Active (AT A M) H—F7FF#H T 2= F—R—D—5 L LT) LD A
URAYA NET 7T 4 7Y A FELTHERLTHET,

Failed during Failover (72— —=NR—=F L2202 AT LADEENSLDO Y AN O—4E L
LC) ZOVA N7 7T 47 A e LTSS 5T —27 7 —0DFTH
W= T —DRELE LT,

Pausing Active (EPEMEE - ITEE 2R LI 2 2 72010) 72T 4 7% A TP %
AE Y AN EER BT A2 —7 7a—2FET L TOET,
Active Paused TIT 4T A NTCT 4T AZ U N EEREHICLUE LT,

Failed to Pause Active TITATHANTT AP RAZY AN EEEZEHIL TN EEIIET—
MDEALE L,

Active Stand Alone oo 2 >OY A b DB ERST-LIBIOT 77 4 7% A b, T3TDHO
FTATAAY ANV ERAHIRT D Sk, ML AT e UTCHE
NTAU—7 7u—%FETLTWET,

Down TITF 4 THA MI. D 2o0% A4 FEOEEESIRNE L,

15:

KEE 5BA

Unregistered FHUEAINT=Y A FTT, TAVAX VANV OBERITEZHY £
Ho

Initializing TA MI, BT o AP T A P AZ Y AN I TR L ey VT v 7T
D7D, MDY A MINNE LT DHT—XERETIHHEFEEZ L TWET,

Initialized PA NI BT 0B AP T A FRZ YN 7T 2B Ey 8T v 7T

H12DITOY A NMIEET DT —X 2 IEFICHER L E Lz,

Failed to Initialize BT B AT 4 FRAZ ) AR I TG AR ey NT v 757014
DY A MMKBE LT HT—HERETHHEHEZ L VDB EXIZ, A hTx
F—MMRELELE LT,

Connecting Main VAR YHA NI, AP A MIEHLT, AM A hEeDEFXF2T
Baty N7 v 7T 570l BlmifbtaniT — 228 L TWET,
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A
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Connecting Witness

Main Site Connected

Failed to Connect Main

Failed to Connect Witness

Registered

Deregistering

Deregister Failed

Validating

Validated

Validation Failed

Configuring Standby

Failed to Configure

Syncing Config Data

Config Data Synced

Standby Sync Failed

Waiting Active
Configuration

Standby

Failed to Configure

Isolating
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SRBA

AR YA I, BERY A MZERL T, AUV A bt TEE
Ay NT oI A0 EBE RO LI T =X 2 RE L TV ET,
UbR)P A MI, AA YA PO THEEZERICHELLE LT,

AL A b EDERIRT X KA LTINS E XIS, Y BAYHA R T
TS—NRELE LI,

Bt A P L DORERTFT v FNVEML L TWD L EIZ, YN B A T
T—mRELE L,

AB R A NI, D2 oD% A FEDEX 2 TIHEEIEFITHS L
F L7

VAT DINOBUEDT 4 PR LY N YRR IR L £,

VAT BDINBBIEDT 4 ALY ANV EZHIERL TWD & XL T —N0
FELE L

T AP RZY B ANYEREZBRGT DN, AT LAOREEMIEL TV E
—g—O

T AV AZ Y DNV EREBMGET DN, VAT AORIELZ IEFIZHEEL $
L7z,

TAY ALY A NY R EBRIET DRIO Y AT AORBERFEPIZT T —2
FELE L,

ZOYA FERZ N A ML LTHNL Y 570DV —27 7 —2FATL
Tb\i—g—o

OV A NTT AP ALV AR EZHEDNCTDHT—2 7 —DFERITHICT
T—MFELE LT,

FTATARA VIR RAT LEYy VT v 7T 20O Y A S B NE
eT—AERBLTWET,

TATRAA VIR AT LEYy N T v 7T H0ICMOYA B NE
T — 2B IEFICFEBLE L,

EFDAL A YA N, TATRZ VIR AT LYy T w7
TAEDITHDY A "SI BNERT =X ZFRHIL T\ & &I T —n334
LE L7,

ZOHA R RAZ U NAYA B & LTHLT D700 T — 7 7 m—NEHIZ
FETLEL, 777479 A NDT—7 70 —RNETTH0%HF>THE
D

YA NI TAFRZ BN T FGAEDAZ A A & LTERFITH
BRENTHWET,

HA NI TAFRZIV IR T GAEDAR L NAAA YA N L THEEA
T BT —7 7 —D—#HEFTTEERATLE,

D 2 >DY A~ EOEEgN Kb, YA MIBS RS LY —
7 7u—FTLTWET,
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Isolated

Failed to Isolate

Configuring Standby

Standby Ready

Pausing Standby

Standby Paused

Failed to Pause Standby

Standby Stand Alone

Down
16 :

N

Unregistered

e

Registered

Up

Down
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Bl

oo 2 >DY A b & DN LKDITZZD, A MIBEZREHT 2T —
J7u—%EHICETLE Lz,

o 2 >OHYA b EoEgERgRIbNZT=0, A NRBEEEZEEET ST —
J7u—% BT T =N gL E L,

(FEN 7 =— N A —R—D—HL L) LFIOT 7T 4 THA e AL N
A Y A N & LTHERL L CET,

PIFiOT 75 4 TV ATF M. (Fz— L d—"—DFEH L L) AZ N
AVATHE L THERT D[N TETNET,

CEHEMEE T ITETER R E IS R D T72DI18) AZ AL, N TTF 4
AEY AN EER BT AV —7 7 —2FET L TOET,

AL NAY A FTT AP RZY AN BIELEDCLE LT,

ARG NAYA N TT AP RZ Y DNV EEZ R L TND L EIZET—
DRELE LI,

D 2 5O A DR ERKST-LIRIDAZ A YA N, TXTO
FTAPTRAZ Y IRV EREZEGRTAZ LI, N L2 AT A L CHE
NTAT— T —EETLTVET,

FA NI D2 oD% A b EDOEERAERKNE LT,

BLL]

HRUZHASNIZY A b TY, T4 P RAZ VDN OERITELDH Y £
/‘l/o

ZOYA MHBERY A N LTHRESN, BEET = v 7 BN IEFICE T LEL
77

R A FOBRENEFRIZET LELE,
A ME, D 2 o0V A FEDOEFAERWE LT,

TAYFRZY N A X SO@EANCET D E )

TAYFARZY 3N Y A X EPRAET HI-ONTEMZE(E 7T 5 &L 912 CatalystCenter 3¢ E CX £7, 21

SOWBAEREBLI RS T AT T4 7925 FiEITHONTIL.

[ Cisco Catalyst Center Platform User Guide] @

['Work with Event Notifications] #ZM L C< 723V, ZOFEEZ5ET L7- 5. [Platform > Developer Toolkit
> Events] 7 — 7 /L C SYSTEM-DISASTER-RECOVERY-v2 1 X &R L, VT RAI7 T4 T L TWAEZ ¢ %

R LEd,
3
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TAYFRZYANYE, XA ST 4 — M_X—=XTIPsec 7 v /¥ U @HEFR—MLET, Xv b
U—27 OHRNZ LY . DBA M T ~OFEZIRBRBYT OND5EE, —HOT v 7|2y @mHms Fe v 7
SNHTLERHYET, Ry PU—TBENMEITIND L, A Xy MEMAERSLET,

BT R T A 7., Catalyst Center |, AT LADFEHEOHRREIN =72 DIZ IPsec & v ¥ a V3 4Z
UL TNWADZ EERTEMEEELET, iEHEAEHT A0, ROFIEEZFETLET,

1. VAT LAO—IEIl (286-2—) |

2. AL YA RV IRV A RO ST, BIEDV AT LFEFAELEZLZET, A A=a2—D05
WEEIR L E£9, [System > Settings > Certificates > System Certificates] DJEIZER L £9°,

3. VAT L~DOFZN (2882—)

Catalyst Center 23 i@ % AEKTHT 4 FAX Y AR A Ry b e—BFRRLET,

WDOFIZ, TAYFAZYINY A hERLET, Catalyst Center Tik, A X2 MMBFAET D LdmaE4
J&‘[—/i‘g‘(}

DRATLDANILAR ARV |+ B
T—AR
oK F AP RAZY R AT ANEWEFR T, Activate DR (Disaster
Recovery Setup
Successful)
OK AA YA NEFRIZV AN YA h~DT =—/ Failover Successful
F—R—=NIEFIZET LE LT,
OK AA A NOBEENEFIZET LE L, Successfully Registered
Main Site
OK YRR YA NOBEENIEFIZTET LE L, Successfully Registered
Recovery Site
OK YA FOBENIEEIZET LE L, Successfully Registered
Witness Site
OK TAYPAZY INY AT EANEFIZ—REIELE DR Pause Success
L7z,
OK AR NA P A SREEL TWET, Standby Site Up
OK BEAR A RAEIMEL TV ET, Witness Site Up
OK T AP AZY 3N Y VAT AINIEFIZBE SRR SHL Unregister Success
F L7
Degraded ALY A NELIZV AN YA F~DT =—) Failover Failed

F— =PRI L E LT,

Degraded AR UNRAY A SRBEL T LTWATD, HE) Standby Cluster Down
Tz )V — = IEHTEEEA,
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DRTFLDANILAR ARk EAN
T—HR
Degraded B A FBEL T LTS, HE) 7 =— Witness Cluster Down
NF—=N—IEHTEEEA,
Degraded TAPRAZY I NY AT e —RifE ik TEEH Pause Failure
Mo
Degraded BGP /L — 7 RARH A XA MIRRILL F LT, BGP Failure
Degraded VAT LDV A M AT S IPsec b2 RV E]  IPsec Up
T,
Degraded VAT LDV A M AT S IPsec b2 RUMBHL IPsec Down
LT LTOET,
NotOk TAYPRZY N AT AOREIZKBLEL  Activate DR Failure
7
NotOk Hi1E [Standby Ready] tKEEIZH DA X, 7 4 ¥ A Activate DR Failure
Y BNRY) AT MIFSNTEERTA,
NotOk TAPFRAZY ARNY VAT AOBEFERIZKICL E Unregistration Failed
L7z,
NotOk AA A OB L E LT, Main Registration
Failed
NotOk UBNY P A FNOBEKITRKILE LT, Recovery Registration
Failed
NotOk YA N OB L E LT, Witness Registration
Failed

TAYRZY AN AT LD ST TNy a—T 4 ZIZET 516,

RORIZ, TAPAZ VAN VAT NTHRAET DAREMENH LB E Z Oz R LET,

Cisco Catalyst Center | Updated May 5, 2026



| 7432 &Y ) DEL| 308

Vs

B =

TAYPRZY ANV BENRKLETIZZ A LT U M LEELAIL. [Retry] 227 U v 7 L TEIEZMVIRL
F7, BEMEESIT, ZOMBRRPRORITTEH SN THRWERE, Cisco TAC (IZBRIWE D

7230,

J

17:

I5—a—F Ayt—2 Ja—vay

SODR10007 Token does not match. U ANY YA OBt SN h—2 >

D, AA A NOBRERFICAER SV h—7
VE—ELERA, AL A hD [Disaster
Recovery] > [Configuration] % 7' C. [Copy
Token]| %27 Vv 27 LCIELWh—27 V&2 o —
LET,

SODR10048 Packages (package names) VAT LEBGTHENC, VA RINTWVD
are mandatory and not N lr—2% AV A=/ LET,
installed on the main site.

SODR10056 Invalid credentials. BN YA MBI OERY A N OBERERIC,

ALY A FDIELWI LT vyl AN L
T2 ExMERLET,

SODR10062 () site is trying to () UANY YA MBI OERY A FOBGERCHE
with invalid IP address. ftsn AL YA FOIPT RLAMNR, AA
Expected is (); actual is A POBERHIRMESNIZIP T FL XL
0. Hp 0 £,

SODR10067 Unable to connect to ALY A MDPBEHLTNDZ AR LE
(recovery or witness site). R

SODR10072 All the nodes are not up A FDIED ) — FTTHRBEE L TWDH 0
for (main or recovery EoOm iR LET,
site).

SODR10076 High availability should be RO FIEZFEITL T, mafME (HA) 26%)
enabled on (main or \ZLET,
recovery) site cluster. 1. HAZ AT B BN 5 B4 4 RMow 7 A

Y LET,

2. AA VA= a—OREERLET,
[System] > [Settings] > [System
Configuration] > [High Availability] D /A
WL ET,

3. [Activate High Availability] 22 V 7 L £,

SODR10100 (Main or recovery) site has Catalyst Center THAEMH L TWAFT 7 41 b

no third party certificate.

DFFAEZ Y — F3—TF (GBI E X 2 F
9, FEMIZ DWW CiE, Catalyst Center H-—/X—
FEEOTE S (28—) MR L TS

VY,
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SODR10113

SODR10118

SODR10121

SODR10122

SODR10123

SODR10124

SODR10129

SODR10132

SODR10133

AytE—o

Save cluster metadata
failed.

Appliance mismatch between
main () and recovery ().

Failed to advertise BGP.
Reason: ().

Failed to stop BGP
advertisement. Reason: ().

Failed to establish secure
connection between main ()
and () ().

Cannot ping VIP: (main,
recovery, or witness site's
VIP or IP address).

Unable to reach main site.

0

Unable to check IP
addresses are on the same
Retry the
operation. ()

interface.

The disaster recovery
enterprise VIP () and the
IP addresses () are not
configured or reachable via
the same interface. Check
the gateway or static
routes configuration.

| 432 Z2 Y ) DEL| 309

J)a—3>

WY 72V A8 FIEDFEITIZ OV T, Cisco
TAC IZBMWEbhELZE0,

ALY A RNEVINUYA NTERRLTTT
AT UAMERENTWET, T4 FRZU %
N BIEFICEGT 51203, mFDOY A FTH
U566 £7-13112a7 77547 v A&+
DYLBENRHY 9,

SEAIICOWTIE, TBGP/L— KT R X A XA
U MIETAMEO RTINS a—T g T
(315—77) | ML T EEW,

P OWTIE, BGP/L— h 7 K& A X A
Y MCETOMED T TN =T T
(315=—) | B L TLLTZEW,

Z OREICHRT 2RI H Y 8 A, Cisco
TACIZHRKE LT, AR —F2ZIF T X,

WDOT 7arvFETLET,

CIEELET RLARELWI 2R LF
KR

¢ 7 RLANMUDT RL AMBHEGERRETH
DHINE I MERERLET,

AA YA MIRESNZ X —T T4 XK
THIP7 RLAMN, U AN Yo K EEERY A
EABRIEFRRTHAINE I MEfER L FE T,

BAT LI EE Y E L E T

F 4P REZY N AT DY A FEOEE
T, = F—TFGA X Ry NT—7 %I LT
1ThoiET, A YA REVIANUSA FD
T —TTAXERIPT R A, BLOEE
WHA ROIPT FL AT, =¥ —FF54A4 X
AV H—T 2 AN LTCRETEL LT
DYLENRHY T,

ZOxTT—E, L EH 1 o014 MR, &
¥ A E—T A AUNDA B —T 2 A%
ERLTIPTY FRUAERZIIEMBIPT KL A%
HELTWAHZ LZEWRLET,
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SODR10134

SODR10136

SODR10138

AytE—o

The disaster recovery
management VIP (VIP
address) and the IPs (IP
addresses) are
configured/reachable via
same interface. It should
be configured/reachable via
management interface. Check
the gateway or static
routes' configuration.

Certificates required to
establish IPsec session not
found.

Self-signed certificate is
not allowed. Upload a
third-party certificate and
retry.

| 7 4 ALY B8Y DFEE| 310

J)a—3>

BEA LA —T 2 AR, TAFRAZYHNRY
AT AOEEEEIP T RLAZRELET,
O —x, REIP T RLANBE, &
7 I A DIRFEIP T RUAZE-700A & —
T ATHREESNTWASZ L ERLET,

BHA A —T 2 ATRESNTWDEHYK
FIPT FLAIC32FHL— F&2BmL £,

[System Certificate] ~—" ([System >
Settings > Certificates > System
Certificates] DJIHIZEIN) N HH— KX—F ¢
AEEEZFET v u— N LT, Bz HRIT
L9, MBEIERE L2 WEA1E, Cisco TAC
WZBHWEDELIZS W,
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T5—a—F AytE—=o J)a—3av

SODR10139 Disaster recovery requires AA VA R UDINYHA NIAAF—IL
first non-wildcard DNS name AV TWAY— RKX—F (FEREIC, T4 R
to be same in main and U BN 2T AAIZHEE S LB DNS

recovery. {} in {} site LD ET, :I’/Sﬁb‘@:‘/X?‘AOD DNS 4 %
RET DYV — F =T GiEAEZ LKL, 2O
SEEEZW OV A MZT v ar— RLET,

( \

R =

DNS4IZ DU A )L KA1 — FAMERH STz

certificate is not same as
{} in {} site certificate.

ZLEMERLET,
. J
SODR10140 Disaster recovery requires AA YA N UDNUHA MNIA A F—)L

at least one non-wildcard &SI TWDY— K X—F 4FEHET, T4 ¥R
DNS name. No DNS name found # Y H#/3U T AT LD DNSAFEESH T
F A, Catalyst Center TlE, Z D4 Hij%{#
LT, AT LDOY% A MNMiZHHET 5 IPsec
CANERELET, BEVDT AT LDDNS
ZBEBET DYV — R N—TF (FEAEEZ AR L.
ZOFEHEEW OV A M7 v Fr—RLE
T,

4 )

B =

DNSAIZU A /v KA — RoMEH S Tu7Zan
MR LET,

in certificate.

& J

- - Fy FT—=TDONR—=T 4 a=r T E3R0
FEZEY, VAT LATHERAT S350 A
T RTHREEE SNL TV RV AL, Catalyst
Center TV ~ D AT —H A % [Isolated] |2 5% &
LET, #7eY 7 Y FIADOEITIZONT
1X. Cisco TAC IZEBHWAbhEL X0,
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Ayt—:

Exter
does
servi

Succe

Faile

Canno
addre

VIP d

empty.

Canno

| 7 4 P RZ Y BRY DIk

Yyl )ya—3ay
nal postgres services DT VT a s w#F(TLET,
not exlsts to check g x5k Lict A Moms/A v LET,
ce endpoints.
2. ROoa~v s REFATLET,
o Kubectl get sep -A

e kubectl get svc -A | grep external

3. FEHROH T, external-postgres i
RLET,

4. 71+ 55413, kubectl delete sep
external-postgres -n fusion =~ > N %
FAITLET,

5. LIRS R L -8B 2 FaliT L £

ss with errors. 72— VA —R—DOEHBEIIT AT AX Y
BNV AT LDO—HHELRBIZZDRA =
NFERENDEHEIT, 120 LoV — 2 Tt
T —NRAELTZITH 20 3T EENIE
WIZSE T LI2Z E 2R LTV ET, i,
[Rejoin] #27 V v 755 LT, VAT L%
EECcxET, Ihoo=T—iF, FOREIZ
Ko THRFRENET,

d. ZDOAvE—F, 12U EOY—EATEKX
M —INREAELTZT2DIZT 4 FAX Y B
BENIIR LT 2 & &R LTu\i% )=
ERNTTINY a—T 4 U TT DD, /I"\/
NEADLTA L ZRRL, F%i&ﬂ”éiiaii N
UNWETHZLmBE#OLET, ZDOAy
t—URERINTZD, [Retry]|Z 2 U v 7 LT
BIEEBHIEITLET,

t ping VIP: (VIP VAT AIBRESNTNDHZ A — 774’7«
ss) . VIP 7 RLUANEERRETH D Z & #iER L
‘a—o

rop-down list is VAFADVIPT RLARE TS AFZRY 7R
ELLBRESNTWD Z 2R LET,

t perform (disaster AT a—)VINT Ny T T TDIEITHIC

recovery operation) due to 7 AFAZVUIANVEENR NI T—IhEL

ongoi
Pleas
time.

ng workflow: BACKUP. Tco /N 277 v 7 DRETRIZEMELFERITLT
e try again at a later <rEEw,
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I5—a—FK AytE—o Ylya—<3y

- The GUI indicates that the AHX U NAHYA WREZT L LTZEEIT, TDOY
standby site is still down - b % Catalyst Center DA DFRITTT 1 ¥ A
after it has come back ZYHNY AT ANLGEECE 2o T
online. . 2 H OFAT S BEIICEm E N nZ &

WD ET, ZO%E. TOVA FRBENKEE

WCRE-S>TH, GUTIERAT L TWnDELDE L

TERINET, AZRNAHA NBATF

VAE—ROEETHHID, VAT LAEFE

BTHZ L TEERA,

AL NA YA N ERETLT DI, ROFIEE

EITLET,

1. SSHZ A4 T F T, ZAZ A YA T
oA LET,

2. maglev maintenance disable =~ %
FITLTC, A hEAUTF U AE— )
LEHIEET,

3. Catalyst Center (=2 71 > L £79,

4. A A= a—PHLIRERINL E7,
[System] > [Disaster Recovery] DJIE | 5%
RLET,

57 /v kT, [Monitoring] % 7 73 34R X
ﬂ(b\\i—g—o

5. F A FRZY BNY AT LR FEET S
7=z, [Action] % T [Rejoin] % 2 U v 7

L%,

- Multiple services exists T 3w Z HIZ, MongoDB / — R7R— R34 —
for MongoDB to check R LTAMINET, ZOR— FEREL
node-port label. TIHRRIZTDIZIE, ROa~ FEFETLE

ﬁ_o
« kubectl get svc --all-namespaces | grep
mongodb

e magctl service unexpose mongodb
<port-number>

- Multiple services exist for 7 /3y ZHIZ, Postgres / — R — k23—
Postgres to check node-port A& L TAINET, ZOR—FERELT

label. HFRRIZT HITIE, ROoa~vy RERITLE
TO
« kubectl get svc --all-namespaces | grep
postgres

e magctl service unexpose postgres
<port-number>
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29 A MEEFESTFT VA ERRLET,

2% A MEEIX, TAVRZ VAR AT HZHD 320W A FDH bR L 2 0MFRFICH T
L7=%a, EE30 A M A—FT 4 v a M NT=HAICBELET, BEPEAE LY A FE2EILTE
HEIICLTLKEXY, ARERGEE, T4 FTAX VAN THBMICHET 77 0 bk 328, T
TOHZMPLETT, VAT LABEIERGEZS G, Catalyst Center 23 S F I ERfEEHE STV AT ED LD
W20, BIOFETTALERSH L2 —F =T 7 3 IOV TIE, ROFEZSZHL T ZEW,

BEES T A DATLBELVA—H—DRE
CFIF 1 EHEOY A IR F T 1. VATAL, TIT AT A MEARZ RS A MESEELE
L. I ZEREHCA T A4 VIZED $ 7,
g 2. VATHNIT VT 4T A FEETTL, AX ALY A ME
[Standby Ready] IKEEIZ A D F 7,
3. VAT AR2ODVAT ARENGREE LI LR EMINE
‘340

BUIZOWTIEL, ARV A LT A ] ZBRBBLTLES
VY,

N
o

4. [Action]= VU 7 C[Rejoin] %7V v 7 LT, T4V RAZY HNY
VAT AEHT VT 4 7L LET,

SFIVA2:TITFATHA R, 2 1. VAFAE, TITATHA NERFZ UL YA NESEELE
HUNAYA N, BILOEHRYA b ER

WL LES, 7774794 b o N L o

Y DEETT, 3. VAT AM2ODVAT AEENLREIE LI EAEMSNE
7,

Bz oW TiE, ARV E2A LT 4] ZBRLTLIES
AN

4, SEDOEAEY A FAE S D (2973—)
5. [Action] #H1 . [Rejoin] 7 UV v 7 L¥ 9,
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BESF A LR F LB EUI—F— DS
SFUAB:TIFATIA N A N AT RRT VT4 THA M ENHL TPBEELET,
POV ORI N o s s L= s S
LR A MIA LI REDE O

T, R NAY A NIATTA BUCHOWNWTIE, AR NI ALTA ] ZBRLTLES
YDFEETT, W,
3. LRIOT 7T 4 TV A SBA U TA VTR, BT 77 4 74L&
-1,

AR N YA ND ) — KR TDLERH D &Y L5 6E
i, RO VICKROFIEEZFEITLET,

a. YA hor /4 LT withessreset =~ R&E4TL
iﬁ‘o

b. 777 47 A Mza s A L. [Standalone] %2 V v 7 LT
M5, [Continue] #27 YV v 7 L%,

C. AXUNAYAPID ) — R LET,
d. T4 F2AZ T BRI DEY FT7 v 7 (272°3—)

SFVFA:TITA4THA R, 2 N VAT HIAZ AL A "ESBEL, FHLWT T 4 T Ak

BUNRLHA N, BROERYA - ELUTTHeN LET,

WET L LET, AZ N . -

A SR AN NP AP PR DT N NN T B ARt TIETO

FOFA4THA MNIFTTA o DE T

£TT, HRIZHONWTIE, AR M A LT4] BBRLTLES
AN

3. URIOT 7T 4 79 A "idA 74 ICEY . [Standby Ready]
RAEEIZ 72 > 727, [Action] = VU 7 T [Rejoin] |2tV E T,

VRIDOT 77 4 7% A T/ — Rt 50808 H 5 &HIk L
e, ROVICROFIRZFTLET,

a. YA bor /4 LT withessreset =~ R&E4TL
iﬁ‘o

b. 777 47 A hMza s A L. [Standalone] %2 V » 7 LT
M5, [Continue] 27 YV v 7 LET,

c. UHioT7T 77 47V A b)) —FRe@Es#Hz £ T,
d. 722U IR Dty N7 v (272°%—3) |

BGP
BGP /L — R 7 RNXZ A XA MZBETAMED ST TNy a—T 4 T2 OWNTDIER,

BGP L — 7 RNZA XA b 2T —2ZELESEAE. KOFIEZETLRREZ I 7 vy a—L
£7
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1. CatalystCenter 7 7 A% —TBGP v a v DAT—H A ZREL £7,

a) A h&ALTA T, [Starting BGP advertisement] ¥ 27 NEFIZET LizZ L 2R LE
7" [Activate Disaster Recovery System > View Details > Configure active > View Details DJA
WZIER)

AT IR L2561, WEEITLTOLTFIE b icERET,
1. 79— A v bB—VIRENTWVDRAN— L= PNEE L TWDINE D DEIHERT D,

2. %A /"—)L—H L CatalystCenter DBt 38> D = & 2R T 5, HITSNARWIERIL., B AaE T
LET, FO%, TILWTF A FRZ YIRS RTFAETIT 4 TIW2T B0, —FHEIE S - BF
FDOYAT AZEFEE L E9,

b) Catalyst Center GUI T, 7 4 W AX U B NY VAT AORBL AR VEFR L, 1A N —/b—F HRHL
ET 7T 4 TMNEIDEMHRLET,
H o LTWBEENE, —X DOE S5, Catalyst Center 7 7 A Z B BGP A N— L L TREIN
TWLMMEIMEHRLET, LI TRWEARIT, /IR =X A NN—L L TRELET, £0D
B, LT A FRZ VDR AT AET 7T 4 7T L0, —REILESNTBAFOT AT L%
EE L ET,

c) bgpd 35 L Ut bgpmanager D 77 7 A N EFRT HITIE, kDA~ REETLET,
¢ sudo vim /var/log/quagga/bgpd.log

« magctl service logs -rf bgpmanager | Iql

O Ty ANERRTDHEET, TT—RA b=V NRRVNMERLET, XA vB—URRNEAIL,
BGP v v a U ANIELSHELTWAZ L2 RLET,

d) Catalyst Center & =D XA N—)L—HBDBGP & v a L DAT—X ZA%HR L %7 : echo
admin-password| sudo VTYSH_PAGER=more -S -i vtysh -c 'show ip bgp summary' =~ >

av AT, A=V —=FDIP T FLAZBBELET, FUITORRIZ, /—F OHERKE
DO EVARENTWDAZEEZMRLET, ZO%HE,. BGPEy a7 7747 THY, iyl
IHREL TV DB Z L BRLET,

2. TT—RAyB—VIIRINNTWVDERAN—)L—FNh5, BGP Yy a Vv DAT—X AZRIELF7,

a) show ip bgp summary =~ R&EfT L £,

b) =~ KHJIC, CatalystCenter 7 7 A X DARFEIP 7 FLAZ KRR LET, RCITOERREIZ, 7T A
Z—DHEREIREENR [0 LY A RSN TWDLZ AR LET., ZOHE. BGPEYy v a RN T 7T«
TTHY ., WYKL TWSZ L ERLET,

c) showiproute =~ > KZFEITL E7,

d a2~ RO %EFRR L, CatalystCenter 237 4 WA X U N Y AT LD X —TF A4 XA IP
T RUVART RRFZALAXENTWDENE I EER LET,

72 zlE, VAT LD EZ—F T4 ZFEIEIPT RLA2810.30.50.101 THHE LET, N
TZFRENDIEADIP T FLATHHEE1E. Catalyst Center /37 RAXZ A4 AL TW5D Z & iR
LET,
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Catalyst Center

L. #%o Catalyst Center /B O T,

#% D Catalyst Center 77 7 A % % Hi— Cisco ISE > A7 A L AT DA . 4 Catalyst Center 7 7 A & (34l
SNLTOWET, 7 I7AX—RTHERNEEIND Z LixH 0 FHA, D F U AT, CiscoSoftware-Defined
Access (SD-Access) 7% Catalyst Center ICEBAEND &, —EHOAER Yy FT—2 (WN) &fthoF T
SD-Access 1347 7 A X —IZk L TR —H /TR £,

Catalyst Center TlE, Hi— CiscolISE 3 27 A & ity S iv7- 5 @ Catalyst Center 7 7 A % —[ii] T SD-Access
BLOITN—=TX=2ZRY >— (GBP) EEZHEST LA =ALxRLET, —HLZZWDOE Y M
X~ TH#H% D Catalyst Center 7 & A % —[] T SD-Access & 7' 1 — /S )LIZEHLIS 5 726, #%k Catalyst Center
FEBEIL Cisco ISE & DREFD X = 7 i 21 EH LT, WN, X274 7 Vv—74%7 (SGT) . 77k
A, BEIRITN—TR=20D7T 72 ZHl# (GBAC) KU —% 12D F FTAX—=0NLRIDT T AK—
WCHRIE L E T, CiscolSE X, 527 T A% (fERE /7 — REMEIND) o FE LoEREZTE L, o
7 7AK (V—=F—)—=REMIND) TR L ET,

Multiple Catalyst Center #4#21%, CiscoISE U U — R 3.2 LI LG 3 5 LfEHTEE7,

Cisco ISE Deployment (Cluster)
pxGrid and REST
APls

S NS

Cisco DNA Center Cisco DNA Center Cisco DNA Center Cisco DNA Center Cisco DNA Cluster
Cluster #1 Cluster #2 Cluster #3 Cluster #4 Cluster #N

'

K €3 &3 &3 &3 &3 &3
tJE3E3  EIE3E3E3 E3E3EBE3 EIEIEIEY  E3EIE3E3

. Intent-based Network Infrastructure
B =

o B£7 D CatalystCenter DIEIEIL, 7 7 4 /L b THEHIT /> CWET, ZOMREAEHT 512X, [Enable
Multiple Catalyst Center operation] ([ Advanced Settings] V) % &R L C Catalyst Center % Cisco
ISE LA LET, ZOMAREIX., FIHIRTEHH 5 W0IT#%EN D (Cisco ISE A SN7-1%) AT
F9, ZOMEEEANC LI-1%IL. CiscolSE G ZHIFRT 57-1F CHREZ BRIc T £ 9,

e CiscoISEDLLIRTD Y U — x%ﬁ%bfméﬁAm7ﬁ7yb%~Amﬁ%b\@ﬁ%&fuﬁ?AK
B 5T DER %A Cisco SDA DR GFHEFHRDITEET L2 HENH VY £7°, #E D Catalyst Center [RiE
iy U RF AR REIC R D & @% EQIRESRME LA) N—Y a7/ BATxE4, 3%
FZHoWTiZ,  [Multiple Cisco DNA Center to Single Cisco ISE Prescriptive Deployment Guide] % Zf# L T
IE&EW,

v

|\ J

¥ D Catalyst Center HERETIL, 7 7 AZICEA D —LRMEE SN TWET,
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o RlE /) — N7 T A5 —
o) —H—)—RITAH—

ZO MYy 7 Tk, #H¥oO Catalyst Center ORBI CTONERE /) — K7 T AZ—IZOW Tt L £,

YER#E 7 — Ko v —uig, Cisco ISE BB & AT D mHID 2 7 A% — ([Multiple] Catalyst Center 4~
Va ryBNAMIoTWD) | F72id [Multiple ] Catalyst Center 4> a U 2 FITHHRMD T T A
A—ZEYTHENET, fBRE S — 7 T RAF—L, IN—TF_R—2DRY 3 — (GBP) & CiscoSD-Access
Ta— )T = OEBKRA N T, fERE / — K7 7 A%, N, SGT, 77 & AEHK), XL O'GBAC
R —ZEHLUET, fBRE /) — K7 9 AZ—TOH, WNBELUGBP = i R—x > b &1ERk, £F, %
TR CTE £9,

ERE 7 — K27 A% —1%, CiscolSE S Z D& i L, CiscolSEpxGrid # /> L CV —4%—/— RKm—/
DA F<T P Cisco Catalyst Center 7 7 A % —|Z/ABIT& 5 X 5. ERS (REST) API %4 L T Cisco ISE (2
WNIBLOGBP IEHE T v v =2 LET,

TERE 7 — RIZIZ 15D 7 22 DOREETEET, Zud, GBP La—HF—EFD 7 v — 3L SDA T —
¥ Ry NT—I7 R A RNT Ry AR =R L) 2EFHTXHME—D ) — KTT,

B/ — RCTSGT £721X N BEMEL TWAHEE, ZROA2HIBRT 52 LI TEEHA,

ZO ME w7 T, O Catalyst Center JBBR CHO Y —H— ) — K7 T AL —ZOW T L ET,

#i%5 D Catalyst Center FEFENS A RN 72 > TV B> 4T Catalyst Center 7 7 A X% — 2%, V—F— /) —
K7 FGAH—Du—LB3ENYConET, V—F—/—K7FAXIZiE, WNESCTOHARY HHE 2 —
NHYFEF,

V== =K F2AZ =3, &/ — 7 TAZ—TEHEINTVDLHDLEUL VN, SGT, 727tk =A
K, BLOGBACKRY v —% R L TRFFLE T, V—F—/— 7 T RZ =237 7 B AR E 213
WY =3RRI ENEE A,

VN Z, 1BE ) — 7 T AZ —=TOBERTE ET, WZIERT DL, 777U w7 Tneva=v7
BECHERT 2720, V—F—/) = NI I2A2 = stk LET, V—F—/— 77 2% =%, iz
N =755+ (WNID) | v—hZ—5 > b RT) | £D7 T AZIZu—)VigL— s+ (RD) 72 &
OFERy N — 7 BMEERELE T,

UNBLOGBPHELfRE, KV —F— ) — R FAFIMN L2 TRAZ L L THBORY hU—T A
TIANT VT BEHLET,

1%k d Catalyst Center K§RE A 145 & . Hi— Cisco ISE |Z#i & S 1L7- 4%k @ Cisco Catalyst Center 7 5 A
Z =R T a— SR =% TEET, ZOEEET. HHo Cisco Catalyst Center 7 7 X % — T
Bxy NI =2 L7577V v 2EHTH L0 RN RHIENERTINDZ LixdHY FHA, WNIT, &
o CatalystCenter 7 7 A X% —R] TR LARIZ RS2 ENTEET, Zhicky, s I A4 T—H
Lizcexa VT 4 7 N—TLUNR Yy N7 OB#ETEYR— T ET, 2L, HrxDr 72X
LTI, UNIZRERM I A EBEOR y U —27 @ (VRF, L— s ¥ —7%4 > b, b— MBI 772 &) 137
F AL TR—TIEH Y A, ZiL, ML L7 Catalyst Center 7 5 A % Z#f/ET 2B 5 LR LTI,

K 4 S0 Catalyst Center 7 7 A X —% ) —X— /) — K7 Z A% L L TEMTZ £, Catalyst Center / —
R4 —&—L LB 2HC, Catalyst Center DY — % — /) — R 7 T A2 TEBEDMER LT _TD
Cisco SD-Access 2 11—/ L5 — & Z I LT, CiscolSE L AT HLENRH Y £9, ZHUTIET 74/ b
L4t UN ( TDEFAULT_VN] 3L TINFRAVN] DA DOH B D H VN, =7 A R T Fxy hARY —72 ) »n
GENET, T 74N NUSDOGBP DR Y v —F—% (SGT, 77 &A%, GBP) Bdb 1A, =—HF—
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