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https://standards-oui.ieee.org/oui/oui.txt
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. URL
. WebGL https://webglreport.com/?v=1
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TCP443 « https://api.eucl.prd.kairos.ciscolabs.com
HTTP
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« https://dnaspaces.eu
« https://ciscospaces.sg
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Security and Trust
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9004
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Center IP
UDP TCP53 DNS DNS IP NTP DNS IP

DNS

UDP TCP 389 LDAP Cisco IMC LDAP LDAP
TCP 443 Ul Web Ul REST HTTPS

REST

HTTPS
UDP  TCP 636 LDAPS  [ssL LDAP Cisco IMC LDAPS
TCP 2068 HTTPS KVM
UDP 123 NTP NTP
UDP 161 SNMP SNMP SNMP

/

UDP 162 SNMP SNMP SNMP SNMP
UDP 514 Syslog
Catalyst Center
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— ICMP Catalyst Center ICMP
ICMP
TCP 22 SSH Catalyst Center Catalyst Center
SSH SSH
Catalyst Center
rsync
SSH 22
TCP 23 Telnet Telnet SSH Telnet
Telnet
Telnet Catalyst Center
SSH
Telnet
TCP 49 TACACS+ | Cisco ISE TACACS+ TACACS+
TCP 80 HTTP Catalyst Center
HTTP
URL
http://www.cisco.com/security/pki/
TCP 80 OCSP/ICRL | Catalyst Center OCSP/CRL URL Catalyst Center
SSL/TLS
Catalyst Center
cisco.com

http://validation.identrust.com

http://commercial.ocsp.identrust.com
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UDP 53 DNS Catalyst Center DNS
DNS
UDP 123 NTP Catalyst Center
NTP
UDP 161 SNMP | Catalyst Center
CPU
RAM
SNMP
TCP 443 HTTPS | Catalyst Center HTTPS
Cisco ISE
TCP 830 NETCONF | Catalyst Center NETCONF
NETCONF
UDP 1645 1812 |RADIUS |RADIUS Catalyst Center
RADIUS
TCP 5222 8910 Cisco ISE | Catalyst Center ~ Cisco ISE XMP  PxGrid |Cisco ISE
TCP 9060 Cisco ISE | Catalyst Center ~ Cisco ISE ERS API Cisco ISE
Catalyst Center
— ICMP ICMP ICMP
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SFTP HTTPS 443 SFTP
HTTP 22 HTTP 80 IP
Catalyst Center
HTTPS 443 HTTP 80 Cisco 9800 HTTP 80
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80
Catalyst Center JWT
HTTPS:443 Cisco Catalyst
Assurance
80
PnP
SWIM
EEM Cisco 9800

UDP 67 BOOTP Catalyst Center
111 NFS Assurance
UDP 123 NTP NTP
UDP 162 SNMP | Catalyst Center SNMP SNMP
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UDP 6007 NetFlow | Catalyst Center NetFlow | NetFlow
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AP/ gRPC
gRPC
gRPC
TCP UDP NFS Assurance
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Enrollment Protocol PKCS12
CSR/
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Manufacturing CA
ios.p7b
HTTPS
i0s.7b
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SWIM HTTP Catalyst Center HTTP
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8. Catalyst Center

Catalyst Center TCP 443 Catalyst Center REST API
Any VIP

IP/VIP

Catalyst Center UDP 500 Catalyst Center IPSec
Any VIP

IPIVIP

Catalyst Center TCP 873 Catalyst Center rsync GlusterFS
Any VIP

IPVIP

Catalyst Center UDP 4500 Catalyst Center IPSec
Any VIP

IP/VIP

Catalyst Center TCP 8300 Catalyst Center Consul RPC
Any VIP

IP/VIP

Catalyst Center TCP 8301 Catalyst Center Consul SERF LAN
Any VIP

IP/VIP

Catalyst Center UDP 8301 Catalyst Center Consul SERF LAN
Any VIP

IP/VIP

Catalyst Center TCP 8302 Catalyst Center Consul SERF WAN Z
Any VIP

IP/VIP

Catalyst Center UDP 8302 Catalyst Center Consul SERF WAN !
Any VIP

IP/VIP

Catalyst Center TCP 8443 Catalyst Center HA API 3
Any VIP
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Catalyst Center UDP 500 IP IPSec
Any

IP/VIP
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IP/VIP
Catalyst Center TCP 179 BGP
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BGP
IP UDP 53 DNS Server DNS
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IP UDP 123 NTP Server NTP
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IP TCP 443 Catalyst Center API
Any VIP
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IP UDP 500 Catalyst Center IPSec
Any VIP

IP UDP 4500 Catalyst Center IPSec
Any VIP

IP TCP 8300 Catalyst Center Consul RPC
Any VIP

IP TCP 8301 Catalyst Center Consul SERF LAN
Any VIP

IP UDP 8301 Catalyst Center Consul SERF LAN
Any VIP

IP TCP 8302 Catalyst Center Consul SERF WAN !
Any VIP
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IP TCP 8443 Catalyst Center HA API 2
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2 Catalyst Center
3 Catalyst Center
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4 | Source
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ICMP Catalyst ICMP Catalyst Center
Center SNMP
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