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2. Catalyst Center 2379
[ Catalyst Center
Inventory Report ] . 178
All Data Version 2.0
. Cisco
Catalyst Center Release Notes
API
API | Catalyst Center API

* GET <cluster-ip>/dna/data/api/v1l/networkApplications

« GET <cluster-ip>/dna/data/api/v1/networkApplications/count

« POST <cluster-ip>/dna/data/api/v1/networkApplications/trendAnalytics
API [Platform>

Developer Toolkit > APIg]

[Policy] [Applications]
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API

Catalyst Center API

* GET <cluster-ip>/dna/intent/api/v1/applicationVisibility/networkDevices

« GET <cluster-ip>/dna/intent/api/v1/applicationVisibility/networkDevices/count

* POST <cluster-ip>/dna/intent/api/v1/applicationVisibility/networkDevices/enable AppTelemetry

* POST <cluster-ip>/dna/intent/api/v1/applicationVisibility/networkDevices/disableAppTelemetry

* POST <cluster-ip>/dna/intent/api/v1/applicationVisibility/networkDevices/enableChar
CBAR
* POST <cluster-ip>/dna/intent/api/v1/applicationVisibility/networkDevices/disableChar
CBAR
* GET <cluster-ip>/dna/intent/api/v1/qosPolicySetting
QoS
* PUT <cluster-ip>/dna/intent/api/v1/qosPolicySetting
QoS

API
[Platform > Developer Toolkit > APIg]

[Policy] [Application Policy]

Cisco Catalyst Center 2.3.7X .




Cisco Integrated
Management Controller
(IMC) APIs

Catalyst Center Cisco IMC API

* GET <cluster-ip>/dna/system/api/v1/ciscolmcs
Catalyst Center Cisco IMC
* POST <cluster-ip>/dna/system/api/v1l/ciscolmcs
Catalyst Center Cisco IMC
* GET <cluster-ip>/dna/system/api/vl/ciscolmcs/${id}
Catalyst Center Cisco IMC
* PUT <cluster-ip>/dna/system/api/v1/ciscolmcs/${id}
Catalyst Center Cisco IMC
» DELETE <cluster-ip>/dna/system/api/v1/ciscolmcs/${id}
Catalyst Center Cisco IMC
Cisco IMC API
Developer Toolkit > API ]
[Appliance] [Cisco IMC]

[Platform >
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Catalyst Center API
« POST <cluster-ip>/dna/intent/api/v1/networkBugs/trials

* GET <cluster-ip>/dna/intent/api/v1/networkBugs/trials

* POST <cluster-ip>/dna/intent/api/v1/networkBugs/triggerScan

* GET
<cluster-ip>/dna/intent/api/v1/networkBugs/results/networkDevices/${networkDeviceld}/bugs/count

» GET <cluster-ip>/dna/intent/api/v1/networkBugs/results/networkDevices/${networkDeviceld}/bugs

« GET <cluster-ip>/dna/intent/api/v1l/networkBugs/results/bugs/${id}
ID
» GET <cluster-ip>/dna/intent/api/v1/networkBugs/results/bugs/${id}/networkDevices/count

» GET <cluster-ip>/dna/intent/api/v1/networkBugs/results/bugs/${id}/networkDevices

* GET
<cluster-ip>/dna/intent/api/v1/networkBugs/results/bugs/${id}/networkDevices/${networkDeviceld}

ID

* GET <cluster-ip>/dna/intent/api/v1/networkBugs/results/networkDevices/count

* GET <cluster-ip>/dna/intent/api/v1/networkBugs/results/networkDevices

« GET <cluster-ip>/dna/intent/api/v1l/networkBugs/results/networkDevices/${networkDeviceld}

ID

* GET
<cluster-ip>/dna/intent/api/v1/networkBugs/results/networkDevices/${networkDeviceld}/bugs/count

» GET <cluster-ip>/dna/intent/api/v1/networkBugs/results/networkDevices/${networkDeviceld}/bugs
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* GET
<cluster-ip>/dna/intent/api/v1/networkBugs/results/networkDevices/${networkDeviceld}/bugs/${id}

ID ID

* GET <cluster-ip>/dna/intent/api/v1/networkBugs/resultsTrend/count

* GET <cluster-ip>/dna/intent/api/v1l/networkBugs/resultsTrend

* POST <cluster-ip>/dna/intent/api/v1/fieldNotices/trials

* GET <cluster-ip>/dna/intent/api/v1/fieldNotices/trials

« POST <cluster-ip>/dna/intent/api/v1/fieldNotices/triggerScan

* GET
<cluster-ip>/dna/intent/api/v1/fieldNotices/results/networkDevices/${networkDeviceld}/notices/count

» GET <cluster-ip>/dna/intent/api/v1/fieldNotices/results/networkDevices/${networkDeviceld}/notices

» GET <cluster-ip>/dna/intent/api/v1/fieldNotices/results/notices/${id}
Field Notice  ID
» GET <cluster-ip>/dna/intent/api/v1/fieldNotices/results/notices/${id}/networkDevices/count
Field Notice
» GET <cluster-ip>/dna/intent/api/v1/fieldNotices/results/notices/${id}/networkDevices
Field Notice

* GET
<cluster-ip>/dna/intent/api/v1/fieldNotices/results/notices/${id}/networkDevices/${networkDeviceld}

ID Field Notice
* GET <cluster-ip>/dna/intent/api/v1/fieldNotices/results/networkDevices/count
Field Notice
* GET <cluster-ip>/dna/intent/api/v1/fieldNotices/results/networkDevices

Field Notice

Cisco Catalyst Center 2.3.7X .




* GET <cluster-ip>/dna/intent/api/v1/fieldNotices/results/networkDevices/${networkDeviceld}
ID Field Notice

* GET
<cluster-ip>/dna/intent/api/v1/fieldNotices/results/networkDevices/${networkDeviceld}/notices/count

» GET <cluster-ip>/dna/intent/api/v1/fieldNotices/results/networkDevices/${networkDeviceld}/notices

* GET
<cluster-ip>/dna/intent/api/v1/fieldNotices/results/networkDevices/${networkDeviceld}/notices/${id}

ID ID Field Notice
* GET <cluster-ip>/dna/intent/api/v1/fieldNotices/resultsTrend/count
Field Notice
« GET <cluster-ip>/dna/intent/api/v1/fieldNotices/resultsTrend
Field Notice

* POST <cluster-ip>/dna/intent/api/v1/securityAdvisories/trials

* GET <cluster-ip>/dna/intent/api/v1/securityAdvisories/trials

* POST <cluster-ip>/dna/intent/api/v1/securityAdvisories/triggerScan

* GET <cluster-ip>/dna/intent/api/v1/securityAdvisories/results/advisories/count

* GET <cluster-ip>/dna/intent/api/v1/securityAdvisories/results/advisories

» GET <cluster-ip>/dna/intent/api/v1l/securityAdvisories/results/advisories/${id}

ID

« GET <cluster-ip>/dna/intent/api/v1/securityAdvisories/results/advisories/${id}/networkDevices/count
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» GET <cluster-ip>/dna/intent/api/v1/securityAdvisories/results/advisories/${id}/networkDevices

* GET
<cluster-ip>/dna/intent/api/v1/securityAdvisories/results/advisories/${id }/networkDevices/${networkDeviceld}

1D

* GET <cluster-ip>/dna/intent/api/v1/securityAdvisories/results/networkDevices/count

* GET <cluster-ip>/dna/intent/api/v1/securityAdvisories/results/networkDevices

» GET <cluster-ip>/dna/intent/api/v1/securityAdvisories/results/networkDevices/${networkDeviceld}
ID

* GET
<cluster-ip>/dna/intent/api/v1/securityAdvisories/results/networkDevices/${networkDeviceld}/advisories/count

« GET
<cluster-ip>/dna/intent/api/v1/securityAdvisories/results/networkDevices/${networkDeviceld}/advisories

* GET
<cluster-ip>/dna/intent/api/v1/securityAdvisories/results/networkDevices/${networkDeviceld}/advisories/${id}

ID 1D

* GET <cluster-ip>/dna/intent/api/v1/securityAdvisories/resultsTrend/count

* GET <cluster-ip>/dna/intent/api/v1/securityAdvisories/resultsTrend

API
[Platform] > [Developer Toolkit] > [APIS]

[Know Your Network] [Compliance]

Cisco Catalyst Center 2.3.7X .




Configuration Archive
API

Catalyst Center Configuration Archive API
* GET <cluster-ip>/dna/intent/api/vl/networkDeviceConfigFiles

* GET <cluster-ip>/dna/intent/api/v1/networkDeviceConfigFiles/count

« GET <cluster-ip>/dna/intent/api/v1l/networkDeviceConfigFiles/${id}
ID
* POST <cluster-ip>/dna/intent/api/v1/networkDeviceConfigFiles/${id}/downloadMasked

» POST <cluster-ip>/dna/intent/api/v1/networkDeviceConfigFiles/${id}/downloadUnmasked
ZIP
API
[Platform > Developer Toolkit > APIs]
[Site Management] [Configuration Archive APIS]
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Catalyst Center Configuration Templates API
* GET <cluster-ip>/dna/intent/api/v1/templates/${templateld}/networkProfilesForSites

CLI

* GET <cluster-ip>/dna/intent/api/v1/templates/${templateld}/networkProfilesForSites/count
CLI

* POST <cluster-ip>/dna/intent/api/v1/templates/${templateld}/networkProfilesForSites

Day-N CLI
» POST <cluster-ip>/dna/intent/api/v1/templates/${templateld}/networkProfilesForSites/bulk
Day-N CLI

« DELETE <cluster-ip>/dna/intent/api/v1/templates/${templateld}/networkProfilesForSites/bulk
Day-N CLI

« DELETE <cluster-ip>/dna/intent/api/v1/templates/${templateld}/networkProfilesForSites/${profileld}
Day-N CLI

* GET <cluster-ip>/templates/${templateld}/versions

* GET <cluster-ip>/dna/intent/api/v1/templates/${templateld}/versions/${versionld}

« GET <cluster-ip>/dna/intent/api/v1/templates/${templateld}/versions/count

» POST <cluster-ip>/dna/intent/api/v1/templates/${templateld}/versions/commit

* GET <cluster-ip>/dna/intent/api/v1/projects

« POST <cluster-ip>/dna/intent/api/v1/projects

* PUT <cluster-ip>/dna/intent/api/v1/projects/${projectld}

» GET <cluster-ip>/dna/intent/api/v1/projects/${projectld}

« DELETE <cluster-ip>/dna/intent/api/v1/projects/${projectld}
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* GET <cluster-ip>/dna/intent/api/v1/projects/count

API
[Platform > Developer Toolkit > APIs]

[Site Management] [Configuration Templates API s

Cisco Catalyst Center 2.3.7X .
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Catalyst Center API
* POST <cluster-ip>/dna/intent/api/v1/networkDevices/deleteWithoutCleanup

* POST <cluster-ip>/dna/intent/api/v1/networkDevices/deleteWithCleanup

* GET <cluster-ip>/dna/data/api/v1/aaaServices
AAA
* GET <cluster-ip>/dna/data/api/v1/aaaServices/count
AAA
» GET <cluster-ip>/dna/data/api/v1/aaaServices/${id}
ID AAA
* POST <cluster-ip>/dna/data/api/v1/aaaServices/query
AAA
« POST <cluster-ip>/dna/data/api/v1/aaaServices/query/count
AAA
« POST <cluster-ip>/dna/data/api/v1/aaaServices/summaryAnalytics
AAA

* POST <cluster-ip>/dna/data/api/v1/aaaServices/topNAnalytics
AAA N

* POST <cluster-ip>/dna/data/api/v1/aaaServices/trendAnalytics
AAA

* POST <cluster-ip>/dna/data/api/v1/aaaServices/${id}/trendAnalytics
ID AAA
* GET <cluster-ip>/dna/data/api/v1/dhcpServices
DHCP
* GET <cluster-ip>/dna/data/api/v1/dhcpServices/count
DHCP
* GET <cluster-ip>/dna/data/api/v1/dhcpServices/${id}

Cisco Catalyst Center 2.3.7X .




ID DHCP
* POST <cluster-ip>/dna/data/api/v1/dhcpServices/query
DHCP
* POST <cluster-ip>/dna/data/api/v1/dhcpServices/query/count
DHCP
« POST <cluster-ip>/dna/data/api/v1/dhcpServices/summaryAnalytics
DHCP

« POST <cluster-ip>/dna/data/api/v1/dhcpServices/topNAnalytics
DHCP

« POST <cluster-ip>/dna/data/api/v1/dhcpServices/trendAnalytics
DHCP

« POST <cluster-ip>/dna/data/api/vl/dhcpServices/${id}/trendAnalytics
ID DHCP
e GET <cluster-ip>/dna/data/api/v1/dnsServices
DNS
* GET <cluster-ip>/dna/data/api/v1/dnsServices/count
DNS
» GET <cluster-ip>/dna/data/api/v1/dnsServices/${id}
ID DNS
* POST <cluster-ip>/dna/data/api/v1/dnsServices/query
DNS
* POST <cluster-ip>/dna/data/api/v1/dnsServices/query/count
DNS
« POST <cluster-ip>/dna/data/api/v1/dnsServices/summaryAnalytics
DNS

« POST <cluster-ip>/dna/data/api/v1/dnsServices/topNAnalytics
DHCP
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* POST <cluster-ip>/dna/data/api/v1/dnsServices/trendAnalytics
DNS

» POST <cluster-ip>/dna/data/api/v1/dnsServices/${id}/trend Analytics

ID DNS

* GET <cluster-ip>/dna/intent/api/v1l/networkDeviceMaintenanceSchedules

* POST <cluster-ip>/dna/intent/api/v1/networkDeviceMaintenanceSchedules

* GET <cluster-ip>/dna/intent/api/v1/networkDeviceMaintenanceSchedules/count

« GET <cluster-ip>/dna/intent/api/v1l/networkDeviceMaintenanceSchedules/${id}

* PUT <cluster-ip>/dna/intent/api/v1/networkDeviceMaintenanceSchedules/${id}

» DELETE <cluster-ip>/dna/intent/api/v1/networkDeviceMaintenanceSchedules/${id}

* GET <cluster-ip>/dna/intent/api/v1/networkDevices

» GET <cluster-ip>/dna/intent/api/v1/networkDevices/${id}

* GET <cluster-ip>/dna/intent/api/v1/networkDevices/count

« POST <cluster-ip>/dna/intent/api/v1/networkDevices/query

* POST <cluster-ip>/dna/intent/api/v1/networkDevices/query/count

* POST <cluster-ip>/dna/data/api/v1/networkDevices/topNAnalytics

N
* POST <cluster-ip>/dna/data/api/v1/interfaces/${id}/trendAnalytics

Cisco Catalyst Center 2.3.7X .




API [Platform>Developer

Toolkit > API ]

[Know Your Network] [Devices]

API

Catalyst Center API
» GET <cluster-ip>/dna/intent/api/v1/networkDeviceReplacements/${id}

* GET <cluster-ip>/dna/intent/api/v1/networkDeviceReplacements

API

API [Platform>
Developer Toolkit > APIg]
[Site Management] [Device Replacement]
Catalyst Center API

» GET <cluster-ip>/dna/intent/api/v1/sda/fabrics/${fabricld}/switchWirelessSetting
SDA

* PUT <cluster-ip>//dna/intent/api/v1/sda/fabrics/${fabricld}/wirelessMulticast

SDA
* GET <cluster-ip>/dna/intent/api/v1/sda/fabrics/${fabricld}/wirelessMulticast

SDA
* PUT <cluster-ip>/dna/intent/api/v1/sda/fabrics/${fabricld}/switchWirelessSetting

AP

* POST <cluster-ip>//dna/intent/api/v1/sda/fabrics/${fabricld}/switchWirelessSetting/reload

API
[Platform] > [Developer Toolkit] > [APIS]

[Connectivity] [Fabric Wireless]
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API

Catalyst Center API

* GET <cluster-ip>/dna/intent/api/v1/diagnosticTasks/${id}
ID
e GET <cluster-ip>/dna/intent/api/v1/diagnosticTasks/${id}/detail
ID
API
[Platform] > [Developer Toolkit] > [APIg]
[System] [Health and Performance]

API

Catalyst Center API
« GET <cluster-ip>/dna/intent/api/v1l/connectionModeSetting

CSSM

« PUT <cluster-ip>/dna/intent/api/v1/connectionModeSetting
CSSM

* GET <cluster-ip>/dna/system/api/v1/license/status

* POST <cluster-ip>/dna/system/api/v1/license/register

* POST <cluster-ip>/dna/system/api/v1/license/renew

« POST <cluster-ip>/dna/system/api/v1/license/deregister

« GET <cluster-ip>/dna/system/api/v1/license/lastOperationStatus

API
[Platform] > [Developer Toolkit] > [API S|
[Cisco DNA Center System] [Licenses]
Cisco Catalyst Center 2.3.7X
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Catalyst Center API
» GET <cluster-ip>/dna/intent/api/v1/networkProfilesForSites/${profileld}/templates

CLI
» GET <cluster-ip>/dna/intent/api/v1/networkProfilesForSites/${profileld}/templates/count
CLI
* GET <cluster-ip>/dna/intent/api/v1/ipam/globallpAddressPools
IP
* POST <cluster-ip>/dna/intent/api/v1/ipam/globallpAddressPools
IP
« GET <cluster-ip>/dna/intent/api/v1/ipam/globallpAddressPools/${id}
IP
« PUT <cluster-ip>/dna/intent/api/v1/ipam/globallpAddressPools/${id}
IP
* DELETE <cluster-ip>/dna/intent/api/v1/ipam/globallpAddressPools/${id}
IP
» GET <cluster-ip>/dna/intent/api/v1/ipam/globalIpAddressPools/${global IpAddressPoolld}/subpools
IP ID

* GET
<cluster-ip>/dna/intent/api/v1/ipam/globallpAddressPools/${globallpAddressPoolld}/subpools/count

IP
* GET <cluster-ip>/dna/intent/api/v1/ipam/globallpAddressPools/count
IP
« GET <cluster-ip>/dna/intent/api/v1/ipam/sitelpAddressPools
IP
« POST <cluster-ip>/dna/intent/api/v1/ipam/sitelpAddressPools
IP
» GET <cluster-ip>/dna/intent/api/v1/ipam/sitelpAddressPools/${id}
IP
* PUT <cluster-ip>/dna/intent/api/v1/ipam/sitelpAddressPools/{id}
IP
* DELETE <cluster-ip>/dna/intent/api/v1/ipam/sitelpAddressPools/{id}

Cisco Catalyst Center 2.3.7X .




IP
* GET <cluster-ip>/dna/intent/api/v1/ipam/sitelpAddressPools/count
IP
API
[Platform] > [Developer Toolkit] > [APIS]

[Site Management] [Network Settings]

. Cisco Catalyst Center 2.3.7X




SD-Access API

Cisco Catalyst Center
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Catalyst Center SDA API
* GET <cluster-ip>/dna/intent/api/v1/sda/pendingFabricEvents

* POST <cluster-ip>/dna/intent/api/v1/sda/pendingFabricEvents/apply

* GET <cluster-ip>/dna/data/api/v1/fabricSummary

* GET <cluster-ip>/dna/data/api/v1/fabricSiteHealthSummaries

* GET <cluster-ip>/dna/data/api/v1/fabricSiteHealthSummaries/${id}

ID

« GET <cluster-ip>/dna/data/api/v1/fabricSiteHealthSummaries/${id}/trendAnalytics

e GET <cluster-ip> /dna/data/api/v1/fabricSiteHealthSummaries/count

* GET <cluster-ip> //dna/data/api/v1/virtualNetworkHealthSummaries

* GET <cluster-ip> /dna/data/api/v1/virtualNetworkHealthSummaries/${id}

ID

* GET <cluster-ip> /dna/data/api/v1/virtualNetworkHealthSummaries/count

» GET <cluster-ip> /dna/data/api/v1/virtualNetworkHealthSummaries/${id}/trendAnalytics

* GET <cluster-ip> //dna/data/api/v1/transitNetworkHealthSummaries

» GET <cluster-ip> /dna/data/api/v1/transitNetworkHealthSummaries/${id}

ID

* GET <cluster-ip> /dna/data/api/v1/transitNetworkHealthSummaries/count

* GET <cluster-ip> /dna/data/api/v1/transitNetworkHealthSummaries/${id}/trend Analytics

. Cisco Catalyst Center 2.3.7X




SD-Access API
[Platform > Developer Toolkit > APIg]

[Connectivity] [SDA]

Cisco Catalyst Center 2.3.7X .
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Catalyst Center API
* GET <cluster-ip>/dna/data/api/v1/icap/captureFiles

ICAP
* GET <cluster-ip>/dna/data/api/v1/icap/captureFiles/count

» GET <cluster-ip>/dna/data/api/v1/icap/captureFiles/${id}
ICAP
« GET <cluster-ip>/dna/data/api/v1/icap/captureFiles/${id}/download
ICAP
* GET <cluster-ip>/dna/data/api/v1/icap/spectrumSensorReports
AP Mac WLC

« GET <cluster-ip>/dna/data/api/v1/icap/spectruminterferenceDeviceReports

AP Mac WLC

« POST <cluster-ip>/dna/data/api/v1/icap/clients/${id}/stats

* POST <cluster-ip>/dna/data/api/v1/icap/radios/${id}/stats

* POST <cluster-ip>/dna/intent/api/v1/icapSettings/deploy
ICAP
* POST <cluster-ip>/dna/intent/api/v1/icapSettings/deploy/${id}/deleteDeploy
ICAP
* POST <cluster-ip>/dna/intent/api/v1/icapSettings/configurationModels
ICAP
* POST <cluster-ip>/dna/intent/api/v1/icapSettings/configurationModels/${id}/deleteDeploy
ICAP ICAP

* GET
<cluster-ip>/dnafintent/api/v1/icapSettings/configurationModels/${ previewActivity Id}/networkDeviceStatusDetails

ICAP
* POST

Cisco Catalyst Center 2.3.7X .



<duserip>lnafintentapivLicapSeingsloonfiguraionViodelsS {previewAdtivity I hetworkDevices{networkDeviceldconfig

ICAP CLI
« GET
<clusterip>/nalintentiapiivficapSetingsiconfigurationViodelsS{previewAdtivityIdyheorkDevices b {networkDeviceldconfi
ICAP CLI

« DELETE <cluster-ip>/dna/intent/api/v1/icapSettings/configurationModels/${previewActivityld}

ID ICAP
* DELETE
<cluster-ip>/dna/intent/api/v1/icapSettings/configurationModels/${previewActivityld}/deploy
ID ICAP

« GET <cluster-ip>/dna/intent/api/v1/icapSettings/deviceDeployments

« GET <cluster-ip>/dna/intent/api/v1/icapSettings/deviceDeployments/count

* GET <cluster-ip>/dna/intent/api/v1/icapSettings

ICAP
* GET <cluster-ip>/dna/intent/api/v1/icapSettings/count
ICAP
API
[Platform > Developer Toolkit > API ]
[Know Your Network] [Sensor 5]
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API

Catalyst Center API
» GET <cluster-ip>/dna/intent/api/v2/floors/${floorld}/accessPointPositions

» GET <cluster-ip>/dna/intent/api/v2/floors/${floorld}/accessPointPositions/count

« POST <cluster-ip>/dna/intent/api/v2/floors/${floorld}/accessPointPositions/bulkChange

* POST <cluster-ip>/dna/intent/api/v2/floors/${floorld}/planned AccessPointPositions/bulk

* POST <cluster-ip>/dna/intent/api/v2/floors/${floorld}/planned AccessPointPositions/bulkChange

* DELETE <cluster-ip>/dna/intent/api/v2/floors/${floorld}/planned AccessPointPositions/${id}

» GET <cluster-ip>/dna/intent/api/v2/floors/${floorld}/plannedAccessPointPositions

» GET <cluster-ip>/dna/intent/api/v2/floors/${floorld}/planned AccessPointPositions/count

* POST
<cluster-ip>/dna/intent/api/v2/floors/${floorld}/planned AccessPointPositions/assignAccessPointPositions

API
[Platform] > [Developer Toolkit] > [APISg]

[Site Management] [Site Design]
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SWIM API

Catalyst Center SWIM API
* POST <cluster-ip>/dna/intent/api/v1/images/ccoSync
Cisco.com

* GET <cluster-ip>dna/intent/api/v1/siteWiselmagesSummary

« DELETE <cluster-ip>/dna/intent/api/v1l/images/${id}

* POST <cluster-ip>/dna/intent/api/v1/images/${id}/sites/${siteld}/tagGolden

* POST <cluster-ip>/dna/intent/api/v1/images/${id}/sites/${siteld}/untagGolden

SWIM API
[Platform] > [Developer Toolkit] > [APIg]

[Site Management] [Software Image Management (SWIM)]

API

Catalyst Center API

* PUT <cluster-ip>/dna/intent/api/v1/tags/networkDevices/membersAssociations/bulk

* PUT <cluster-ip>/dna/intent/api/v1/tags/interfaces/membersAssociations/bulk

API
[Platform] > [Developer Toolkit] > [APIg]

[Operational Tasks] [Tag]
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API

Catalyst Center API
« GET <cluster-ip>/dna/intent/api/v1/activities/${activityld}/triggeredJobs/count
ID
* GET <cluster-ip>/dna/intent/api/v1/activities

* GET <cluster-ip>/dna/intent/api/v1/activities/count

» GET <cluster-ip>/dna/intent/api/v1/activities/${id}

ID
» GET <cluster-ip>/dna/intent/api/v1/activities/${activityld}/triggeredJobs

ID
API
[Platform] > [Developer Toolkit] > [APIg]
[Operational Tasks] [Task]
Cisco Catalyst Center 2.3.7X




API
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Catalyst Center API

* GET <cluster-ip>/dna/intent/api/v1/wirelessSettings/anchorGroups

* POST <cluster-ip>/dna/intent/api/v1/wirelessSettings/anchorGroups

» GET <cluster-ip>/dna/intent/api/v1/wirelessSettings/anchorGroups/${id}
ID
e PUT <cluster-ip>/dna/intent/api/v1/wirelessSettings/anchorGroups/${id}

« DELETE <cluster-ip>/dna/intent/api/v1/wirelessSettings/anchorGroups/${id}
ID

« GET <cluster-ip>/dna/intent/api/v1/wirelessSettings/anchorGroups/count

e GET <cluster-ip>/dna/intent/api/v1/wirelessControllers/anchorCapableDevices

* GET <cluster-ip>/dna/intent/api/v1/wirelessSettings/apAuthorizationL.ists
AP
* POST <cluster-ip>/dna/intent/api/v1/wirelessSettings/apAuthorizationLists
AP
» POST <cluster-ip>/dna/intent/api/v1/wirelessSettings/apAuthorizationLists/${id}
ID AP
* PUT <cluster-ip>/dna/intent/api/v1/wirelessSettings/apAuthorizationLists/${id}
AP
« DELETE <cluster-ip>/dna/intent/api/v1/wirelessSettings/apAuthorizationLists/${id}
AP
* GET <cluster-ip>/dna/intent/api/v1/wirelessSettings/apAuthorizationLists/count
AP
» GET <cluster-ip>/dna/intent/api/v1/wirelessControllers/${networkDeviceld}/apAuthorizationL.ists
ID AP

* GET <cluster-ip>/dna/intent/api/v1/wirelessSettings/powerProfiles

Cisco Catalyst Center 2.3.7X




* POST <cluster-ip>/dna/intent/api/v1/wirelessSettings/powerProfiles

» GET <cluster-ip>/dna/intent/api/v1/wirelessSettings/powerProfiles/${id}
ID

e PUT <cluster-ip>/dna/intent/api/v1/wirelessSettings/powerProfiles/${id}
ID

* DELETE <cluster-ip>/dna/intent/api/v1/wirelessSettings/powerProfiles/${id}
ID

* GET <cluster-ip>/dna/intent/api/v1/wirelessSettings/powerProfiles/count

* GET <cluster-ip>/dna/intent/api/v1/wirelessControllers/meshApNeighbours
AP
* GET <cluster-ip>/dna/intent/api/v1/wirelessControllers/meshApNeighbours/count
AP
» POST <cluster-ip>/dna/intent/api/v1/sites/${siteld}/wirelessSettings/ssids/${id}/update
SSID
* GET <cluster-ip>/dna/intent/api/v1/wirelessSettings/ssids/override AtSites
SSID
* GET <cluster-ip>/dna/intent/api/v1/wirelessSettings/apProfiles
AP
« POST <cluster-ip>/dna/intent/api/v1/wirelessSettings/apProfiles
AP
» GET <cluster-ip>/dna/intent/api/v1/wirelessSettings/apProfiles/${id}
ID AP
» PUT <cluster-ip>/dna/intent/api/v1/wirelessSettings/apProfiles/${id}
ID AP
* DELETE <cluster-ip>/dna/intent/api/v1/wirelessSettings/apProfiles/${id}
ID AP
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* GET <cluster-ip>/dna/intent/api/v1/wirelessSettings/apProfiles/count

AP

* GET <cluster-ip>/dna/intent/api/v1/wirelessProfiles/${id}/siteTags

* POST <cluster-ip>/dna/intent/api/v1/wirelessProfiles/${id}/siteTags/bulk

» GET <cluster-ip>/dna/intent/api/v1/wirelessProfiles/${id}/siteTags/${siteTagld}

» GET <cluster-ip>/dna/intent/api/v1/wirelessProfiles/${id}/siteTags/${siteTagld}

* DELETE <cluster-ip>/dna/intent/api/v1/wirelessProfiles/${id}/siteTags/${site Tagld}

» GET <cluster-ip>/dna/intent/api/v1/wirelessProfiles/${id}/site Tags/count

* GET <cluster-ip>/dna/intent/api/v1/wirelessProfiles/${id}/policyTags

* POST <cluster-ip>/dna/intent/api/v1/wirelessProfiles/${id}/policy Tags/bulk

» GET <cluster-ip>/dna/intent/api/v1/wirelessProfiles/${id}/policyTags/${policy Tagld}

* PUT <cluster-ip>/dna/intent/api/v1/wirelessProfiles/${id}/policy Tags/${policy Tagld}

* DELETE <cluster-ip>/dna/intent/api/v1/wirelessProfiles/${id}/policyTags/${policy Tagld}

» GET <cluster-ip>/dna/intent/api/v1/wirelessProfiles/${id}/policyTags/count

* GET
<cluster-ip>/dna/intent/api/v1/wirelessSettings/${networkDeviceld}/assignAnchorManagedApLocations

WLC AP

* GET <cluster-ip>/dna/intent/api/v1/wireless/accesspoint-configuration/count
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API
[Platform] > [Developer Toolkit] > [APIS]

[Connectivity] [Wireless]

API
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Catalyst Center Campus Automation API

* POST
<cluster-ip>dna/intent/apiiv1iwired/networkDevices/${ networkDeviceld}/configFeatures/intended/configurationModels

«PUT
<cluster-ip>/dna/intent/api/v1/wired/networkDevices/${id}/configFeatures/intended/layer2/${feature}
2
e GET

<cluster-ip>/dna/intent/api/v1/wired/networkDevices/${id}/configFeatures/deployed/layer2/${feature}
2

* GET
<cluster-ip>/dna/intent/api/v1/wired/networkDevices/${id}/configFeatures/deployed/layer2/${feature}/count

2

* POST
<cluster-ip>/dna/intent/api/v1/wired/networkDevices/${networkDeviceld}/configFeatures/intended/deploy

* PUT <cluster-ip>/dna/intent/api/v1/wired/networkDevices/${id}/configFeatures/intended/layer2
2
« GET <cluster-ip>/dna/intent/api/v1/wired/networkDevices/${id}/configFeatures/supported/layer2
2

* GET
<cluster-ip>/dnafintent/apiiv1iwired/networkDevices/${networkDeviceld}configFeatures/intended/serviceDeployments

« DELETE
<cluster-ip>/dna/intent/api/v1/wired/networkDevices/${id}/configFeatures/intended/layer2/${feature}

2

* GET
<cluster-ip>/dna/intent/api/v1/wired/networkDevices/${id}/configFeatures/intended/layer2/${feature}

. Cisco Catalyst Center 2.3.7X




* DELETE
S BTG Devicestyf iy iiercecloorfiureionViocE{pe WAy ]

* POST
<cluster-ip>/dna/intent/api/v1/wired/networkDevices/${id}/configFeatures/intended/layer2/${feature}

2

* GET
<cluster-ip>/dna/intent/api/v1/wired/networkDevices/${id}/configFeatures/intended/layer2/${feature}/count

* GET

« POST <cluster-ip>/dna/intent/api/v1/wired/networkDevices/${id}/configFeatures/intended/layer2
2

* GET
<cluster-ip>/dna/intent/apifv1wired/networkDevices/${networkDeviceld}/configFeatures/intended/deviceDeployments

* GET
<cluster-ip>/dna/intent/api/v1/intent/api/v1/wired/networkDevices/${id}/configFeatures/intended/layer2
2
Wired API [Platform >
Developer Toolkit > API ]
[Connectivity] [Wired]
API
API API
status remediationSupported remediationSupported
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API API physicalPortCount virtualPortCount
. ID Uuid
L]
L]
SD-Access API . API Portchannel lds connectedDeviceType
networkDeviceld
. isGlobalAuthenticationProfile

Get Authentication Profiles API

* fabricld Get Authentication Profiles Update Authentication Profiles
API
API
* anchorGroupName vlanGroupName additionallnterfaces apZones apZoneName
rfProfileName ssids Update Wireless Profile  Create Wireless Profile  Get
Wireless Profiles Get Wireless Profile by ID API
e provisioningStatus Get Access Point Configuration
API
API
API
API APl [Features]
API API

POST <cluster-ip>/dna/intent/api/v1/discovery
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API API Sunset
API
API API

POST POST

<cluster-ip>/dna/intent/api/v1/event/subscription | <cluster-ip>/dna/intent/api/v1/event/subscription/rest
Rest/

PUT PUT

<cluster-ip>/dna/intent/api/v1/event/subscription | <cluster-ip>/dna/intent/api/v1/event/subscription/rest
Rest/

GET GET

<cluster-ip>/dna/intent/api/v1/event/subscription | <cluster-ip>/dna/intent/api/v1/event/subscription/rest

Rest/

API API
* POST <cluster-ip>/dna/intent/api/v1/global-pool

* GET <cluster-ip>/dna/intent/api/v1/global-pool

* PUT <cluster-ip>/dna/intent/api/v1/global-pool

« DELETE <cluster-ip>/dna/intent/api/v1/global-pool/${id}
IP
* POST <cluster-ip>/dna/intent/api/v1/reserve-ip-subpool/${siteld}
IP

* GET <cluster-ip>/dna/intent/api/v1/reserve-ip-subpool
IP

* PUT <cluster-ip>/dna/intent/api/v1/reserve-ip-subpool/${siteld}
IP

* DELETE <cluster-ip>/dna/intent/api/v1/reserve-ip-subpool/${id}
IP
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SD-Access API

API
« POST <cluster-ip>/dna/intent/api/v1/business/sda/fabric

* GET <cluster-ip>/dna/intent/api/v1/business/sda/fabric
SDA

* DELETE <cluster-ip>/dna/intent/api/v1/business/sda/fabric
SDA

SDA API
* POST <cluster-ip>/dna/intent/api/v1/business/sda/fabric-site

SDA

* GET <cluster-ip>/dna/intent/api/v1/business/sda/fabric-site
SDA

* DELETE <cluster-ip>/dna/intent/api/v1/business/sda/fabric-site
SDA

SDA API
* POST <cluster-ip>/dna/intent/api/v1/business/sda/fabric-zone

SDA

* GET <cluster-ip>/dna/intent/api/v1/business/sda/fabric-zone
SDA

* DELETE <cluster-ip>/dna/intent/api/v1/business/sda/fabric-zone
SDA

API

* POST <cluster-ip>/dna/intent/api/v1/business/sda/control-plane-device

* GET <cluster-ip>/dna/intent/api/v1/business/sda/control-plane-device

« DELETE <cluster-ip>/dna/intent/api/v1/business/sda/control-plane-device
SDA
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API
* POST <cluster-ip>/dna/intent/api/v1/business/sda/edge-device

* GET <cluster-ip>/dna/intent/api/v1/business/sda/edge-device

* DELETE <cluster-ip>/dna/intent/api/v1/business/sda/edge-device

API
* POST <cluster-ip>/dna/intent/api/v1/business/sda/border-device

SDA

* GET <cluster-ip>/dna/intent/api/v1/business/sda/border-device
SDA

* DELETE <cluster-ip>/dna/intent/api/v1/business/sda/border-device
SDA

API

* PUT <cluster-ip>/dna/intent/api/v1/business/sda/authentication-profile

* POST <cluster-ip>/dna/intent/api/v1/business/sda/authentication-profile

« GET <cluster-ip>/dna/intent/api/v1/business/sda/authentication-profile

« DELETE <cluster-ip>/dna/intent/api/v1/business/sda/authentication-profile

API
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* POST <cluster-ip>/dna/intent/api/v1/business/sda/virtual-network
SDA VN

* GET <cluster-ip>/dna/intent/api/v1/business/sda/virtual-network
SDA VN

* DELETE <cluster-ip>/dna/intent/api/v1/business/sda/virtual-network
SDA VN

* GET <cluster-ip>/dna/intent/api/v1/business/sda/virtual-network/summary

SDA API
* POST <cluster-ip>/dna/intent/api/v1/business/sda/virtualnetwork/ippool
SDA IP
* GET <cluster-ip>/dna/intent/api/v1/business/sda/virtualnetwork/ippool
SDA IP
« DELETE <cluster-ip>/dna/intent/api/v1/business/sda/virtualnetwork/ippool
SDA IP

API

« POST <cluster-ip>/dna/intent/api/v1/business/sda/hostonboarding/user-device

« GET <cluster-ip>/dna/intent/api/v1/business/sda/hostonboarding/user-device

« DELETE <cluster-ip>/dna/intent/api/v1/business/sda/hostonboarding/user-device

API
* POST <cluster-ip>/dna/intent/api/v1/business/sda/hostonboarding/access-point

« GET <cluster-ip>/dna/intent/api/v1/business/sda/hostonboarding/access-point

* DELETE <cluster-ip>/dna/intent/api/v1/business/sda/hostonboarding/access-point

SDA
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API
* POST <cluster-ip>/dna/intent/api/v1/business/sda/multicast

* GET <cluster-ip>/dna/intent/api/v1/business/sda/multicast

* DELETE <cluster-ip>/dna/intent/api/v1/business/sda/multicast

API

* POST <cluster-ip>/dna/intent/api/v1/business/sda/provision-device

* GET <cluster-ip>/dna/intent/api/v1/business/sda/provision-device

* DELETE <cluster-ip>/dna/intent/api/v1/business/sda/provision-device

« PUT <cluster-ip>/dna/intent/api/v1/business/sda/provision-device

API
* POST <cluster-ip>/dna/intent/api/v1/virtual-network

* GET <cluster-ip>/dna/intent/api/v1/virtual-network

* DELETE <cluster-ip>/dna/intent/api/v1/virtual-network

e PUT <cluster-ip>/dna/intent/api/v1/virtual-network

API
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¢ POST <cluster-ip>/dna/intent/api/v1/business/sda/transit-peer-network

* GET <cluster-ip>/dna/intent/api/v1/business/sda/transit-peer-network

* DELETE <cluster-ip>/dna/intent/api/v1/business/sda/transit-peer-network

SDA API
* GET <cluster-ip>/dna/intent/api/v1/business/sda/device

SDA

APl SDA
* GET <cluster-ip>/dna/intent/api/v1/business/sda/device/role

SDA

- Cyclops API
« GET <cluster-ip>/dna/intent/api/v1/business/sda/fabric/count
SDA

API

API

* GET <cluster-ip>/dna/intent/api/v1/security-advisory/advisory/aggregate

» GET <cluster-ip>/dna/intent/api/v1l/security-advisory/device/${deviceld}

* GET <cluster-ip>/dna/intent/api/v1/security-advisory/advisory

» GET <cluster-ip>/dna/intent/api/v1/security-advisory/device/${deviceld}/advisory

« GET <cluster-ip>/dna/intent/api/v1/security-advisory/advisory/${advisoryld}/device
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SWIM API

SWIM API
* GET <cluster-ip>/dna/intent/api/v1/image/importation

* GET <cluster-ip>/dna/intent/api/v1/image/importation/device-family-identifiers

* POST <cluster-ip>/dna/intent/api/v1/image/importation/golden

* GET

doc

* DELETE
<dusierip>nainintiapidvLimegefimportation/oloenssieS{sield) familyS{oeviosFamilyldentifier}foleB{oeviceRole}imegeB{imeceld}

3: Catalyst Center 2376
Catalyst Center ServiceNow Cisco DNA Center 2.3.1
Catalyst Center
Cisco DNA Center
Catalyst Center
API
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API

Catalyst Center API

« POST <cluster-ip>/dna/intent/api/v1/trustedCertificates/import

.pem der

API
[Platform] > [Developer Toolkit] >
[APIg]

[System] [Cisco Trusted Certificates]
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API

Catalyst Center API

* GET <cluster-ip>/dna/data/api/v1/clients

» GET <cluster-ip>/dna/data/api/v1/clients/${id}
MAC
* GET <cluster-ip>/dna/data/api/v1/clients/count

* POST <cluster-ip>/dna/data/api/v1l/clients/query

* POST <cluster-ip>/dna/data/api/v1/clients/query/count

* POST <cluster-ip>/dna/data/api/v1l/clients/trendAnalytics

* POST <cluster-ip>/dna/data/api/v1/clients/${id}/trendAnalytics

« POST <cluster-ip>/dna/data/api/v1/clients/summaryAnalytics

* POST <cluster-ip>/dna/data/api/v1/clients/topNAnalytics
N

API
[Platform] > [Developer Toolkit] > [API ]

[Know Your Network] [Clients]

. Cisco Catalyst Center
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API

Catalyst Center API

« POST
<cluster-ip>/dna/intent/api/v1/compliance/networkDevices/${id}issues/remediation/provision

API
[Platform] > [Developer Toolkit] > [APIS]

[Know Your Network] [Compliance]
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API
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Catalyst Center API

* PUT <cluster-ip>/dna/intent/api/v1/networkDevices/resyncintervalSettings

 PUT <cluster-ip>/dna/intent/api/v1/networkDevices/${id}/resyncinterval Settings

» GET <cluster-ip>/dna/intent/api/v1/networkDevices/${id}/resyncintervalSettings

* POST
<cluster-ip>/dna/intent/api/v1/networkDevices/resyncintervalSettings/override

* GET <cluster-ip>/dna/data/api/v1/assuranceEvents

* GET <cluster-ip>/dna/data/api/v1/assuranceEvents/count

» GET <cluster-ip>/dna/data/api/v1/assuranceEvents/${id}

» GET <cluster-ip>/dna/data/api/v1/assuranceEvents/${id}/childEvents

« POST <cluster-ip>/dna/data/api/v1/assuranceEvents/query

« POST <cluster-ip>/dna/data/api/v1/assuranceEvents/query/count

* PUT <cluster-ip>/dna/intent/api/v1/healthScoreDefinitions/${id}
ID
* GET <cluster-ip>/dna/intent/api/v1/healthScoreDefinitions

» GET <cluster-ip>/dna/intent/api/v1/healthScoreDefinitions/${id}
ID

* GET <cluster-ip>/dna/intent/api/v1/healthScoreDefinitions/count
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« POST <cluster-ip>/dna/intent/api/v1/healthScoreDefinitions/bulkUpdate

* GET <cluster-ip>/dna/data/api/v1/networkDevices

* GET <cluster-ip>/dna/data/api/v1l/networkDevices/{id}

ID Uuid

« GET <cluster-ip>/dna/data/api/v1/networkDevices/count

* POST <cluster-ip>/dna/data/api/v1/networkDevices/query

* POST <cluster-ip>/dna/data/api/v1/networkDevices/query/count

* POST <cluster-ip>/dna/data/api/v1/networkDevices/trendAnalytics

* POST <cluster-ip>/dna/data/api/v1/networkDevices/${id}/trend Analytics

* POST <cluster-ip>/dna/data/api/v1/networkDevices/summaryAnalytics

* GET <cluster-ip>/dna/data/api/v1/interfaces

» GET <cluster-ip>/dna/data/api/v1/interfaces/${id}

ID Uuid

« GET <cluster-ip>/dna/data/api/v1/interfaces/count

. Cisco Catalyst Center
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* POST <cluster-ip>/dna/data/api/v1l/interfaces/query

* POST <cluster-ip>/dna/data/api/v1l/interfaces/query/count

API
[Platform] > [Developer Toolkit] > [API S|
[Know Your Network] [Devices]
API Catalyst Center API

* PUT <cluster-ip>/dna/intent/api/v1/sda/fabrics/${fabricld}/vlanToSsids
VLAN SSID

« GET <cluster-ip>/dna/intent/api/v1/sda/fabrics/vlanToSsids/count
SSID IP

* GET <cluster-ip>/dna/intent/api/v1/sda/fabrics/vlanToSsids
VLAN SSID

» GET <cluster-ip>/dna/intent/api/v1/sda/fabrics/${fabricld}/vlanToSsids/count
SSID VLAN

» GET <cluster-ip>/dna/intent/api/v1/sda/fabrics/${fabricld}/vlanToSsids
VLAN VLAN  SSID

API
[Platform] > [Developer Toolkit] > [APIg]

[Connectivity] [Fabric Wireless)
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API

Catalyst Center API

« GET <cluster-ip>/dna/intent/api/v1/diagnosticValidationSets

* GET <cluster-ip>/dna/intent/api/v1/diagnosticValidationSets/${id}

* GET <cluster-ip>/dna/intent/api/v1/diagnosticValidationWorkflows/count

» GET <cluster-ip>/dna/intent/api/v1/diagnosticValidationWorkflows/${id}

* GET <cluster-ip>/dna/intent/api/v1/diagnosticValidationWorkflows

« POST <cluster-ip>/dna/ intent/api/v1/diagnosticValidationWorkflows

« DELETE <cluster-ip>/dna/intent/api/v1/diagnosticValidationWorkflows/${id}

API
[Platform] >[Developer Toolkit] > [API g

[Cisco DNA Center System] [Health and
Perfor mance]

. Cisco Catalyst Center
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Catalyst Center API

* GET <cluster-ip>/dna/data/api/v1/assurancelssues

» GET <cluster-ip>/dna/data/api/v1/assurancelssues/${id}
ID

* GET <cluster-ip>/dna/data/api/v1/assurancelssues/count

« POST <cluster-ip>/dna/data/api/v1/assurancelssues/query

* POST <cluster-ip>/dna/data/api/v1/assurancelssues/query/count

* POST <cluster-ip>/dna/data/api/v1/assurancelssues/topNAnalytics

N

* POST <cluster-ip>/dna/data/api/v1/assurancelssues/summaryAnalytics

* POST <cluster-ip>/dna/data/api/v1/assurancelssues/trendAnalytics

« POST <cluster-ip>/dna/intent/api/v1/assurancelssues/resolve

« POST <cluster-ip>/dna/intent/api/v1/assurancelssues/ignore

* POST <cluster-ip>/dna/intent/api/v1/assurancelssues/${id}/update

* GET <cluster-ip>/dna/intent/api/v1/customlissueDefinitions

* POST <cluster-ip>/dna/intent/api/v1/customlssueDefinitions

* GET <cluster-ip>/dna/intent/api/v1/customlssueDefinitions/count

» GET <cluster-ip>/dna/intent/api/v1/customlssueDefinitions/${id}

. Cisco Catalyst Center
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ID
* PUT <cluster-ip>/dna/intent/api/v1/customlssueDefinitions/${id}
ID
* DELETE <cluster-ip>/dna/intent/api/v1/customlssueDefinitions/${id}

e GET <cluster-ip>/dna/intent/api/v1/systemlssueDefinitions

» GET <cluster-ip>/dna/intent/api/v1/systemlIssueDefinitions/${id}

ID

* GET <cluster-ip>/dna/intent/api/v1/systemlssueDefinitions/count

* PUT <cluster-ip>/dna/intent/api/v1/systemlssueDefinitions/${id}

API
[Platform] > [Developer Toolkit] > [APIS]
[Know Your Network] [Issues]
API Catalyst Center API

« PUT <cluster-ip>/dna/intent/api/v1/licenseSetting

* GET <cluster-ip>/dna/intent/api/v1/licenseSetting

API
[Platform] > [Developer Toolkit] > [APIg]

[Cisco DNA Center System] [Licenses|
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API
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Catalyst Center API

e PUT <cluster-ip>/dna/intent/api/v1/sites/{id}/timeZoneSettings

« PUT <cluster-ip>/dna/intent/api/v1/sites/{id}/bannerSettings

» GET <cluster-ip>/dna/intent/api/v1/sites/${id}/telemetrySettings

e PUT <cluster-ip>/dna/intent/api/v1/sites/${id}/telemetrySettings

* POST <cluster-ip>/dna/intent/api/v1/telemetrySettings/apply

» GET <cluster-ip>/dna/intent/api/v1/sites/${id}/deviceCredentials

* GET <cluster-ip>/dna/intent/api/v1/sites/${id}/deviceCredentials/status

* GET <cluster-ip>/dna/intent/api/v1/sites/deviceCredentials/apply

e PUT <cluster-ip>/dna/intent/api/v1/sites/${id}/deviceCredentials

* PUT <cluster-ip>/dna/intent/api/v1/sites/${id}/aaaSettings
AAA

* PUT <cluster-ip>/dna/intent/api/v1/sites/${id}/dnsSettings
DNS

* PUT <cluster-ip>/dna/intent/api/v1/sites/${id}/dhcpSettings
DHCP

* PUT <cluster-ip>/dna/intent/api/v1/sites/${id}/ntpSettings
NTP

* PUT <cluster-ip>/dna/intent/api/v1/sites/${id}/imageDistributionSettings

Cisco Catalyst Center 2.3.7X
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» GET<cluster-ip>/dna/intent/api/v1/sites/${id}/aaaSettings
AAA
» GET <cluster-ip>/dna/intent/api/v1/sites/${id}/dnsSettings
DNS
» GET <cluster-ip>/dna/intent/api/v1/sites/${id}/dhcpSettings
DHCP
* GET <cluster-ip>/dna/intent/api/v1l/sites/${id}/ntpSettings
NTP
» GET <cluster-ip>/dna/intent/api/v1/sites/${id}/imageDistributionSettings

API
[Platform] > [Developer Toolkit] > [APIS]

[Site Management] [Network Settings]

. Cisco Catalyst Center
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SDA API

Cisco Catalyst Center
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Catalyst Center SDA API
API
* DELETE <cluster-ip>/dna/intent/api/v1/sda/extranetPolicies

API
* GET <cluster-ip>/dna/intent/api/v1/sda/multicast/virtualNetworks

* GET <cluster-ip>/dna/intent/api/v1/sda/multicast

« PUT <cluster-ip>/dna/intent/api/v1/sda/multicast/virtualNetworks

» GET <cluster-ip>/dna/intent/api/v1/sda/multicast/virtualNetworks/count

« DELETE <cluster-ip>/dna/intent/api/v1/sda/multicast/virtualNetworks/${id}

ID

* POST <cluster-ip>/dna/intent/api/v1/sda/multicast/virtualNetworks

* PUT <cluster-ip>/dna/intent/api/v1/sda/multicast

API
* POST <cluster-ip>/dna/intent/api/v1/sda/portChannels

* GET <cluster-ip>/dna/intent/api/v1/sda/portChannels

* PUT <cluster-ip>/dna/intent/api/v1/sda/portChannels

« DELETE <cluster-ip>/dna/intent/api/v1/sda/portChannels

« DELETE <cluster-ip>/dna/intent/api/v1/sda/portChannels/{id}
ID

. Cisco Catalyst Center 2.3.7X




* GET <cluster-ip>/dna/intent/api/v1/sda/portChannels/count

API
* GET <cluster-ip>/dna/intent/api/v1/sda/transitNetworks

* POST <cluster-ip>/dna/intent/api/v1/sda/transitNetworks

« PUT <cluster-ip>/dna/intent/api/v1/sda/transitNetworks

* DELETE <cluster-ip>/dna/intent/api/v1/sda/transitNetworks/${id}
ID

e GET <cluster-ip>/dna/intent/api/v1/sda/transitNetworks/count

2 API

e PUT <cluster-ip>/dna/intent/api/v1/sda/layer2VirtualNetworks
2

* GET <cluster-ip>/dna/intent/api/v1/sda/layer2VirtualNetworks/count
2

* DELETE <cluster-ip>/dna/intent/api/v1/sda/layer2VirtualNetworks/${id}

ID 2

* DELETE <cluster-ip>/dna/intent/api/v1/sda/layer2VirtualNetworks
2

* POST <cluster-ip>/dna/intent/api/v1/sda/layer2VirtualNetworks
2

* GET <cluster-ip>/dna/intent/api/v1/sda/layer2VirtualNetworks
2

3 API
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* POST <cluster-ip>/dna/intent/api/v1/sda/layer3VirtualNetworks
3
* GET <cluster-ip>/dna/intent/api/v1/sda/layer3VirtualNetworks
3
e PUT <cluster-ip>/dna/intent/api/v1/sda/layer3VirtualNetworks
3
* DELETE <cluster-ip>/dna/intent/api/v1/sda/layer3VirtualNetworks
3
* DELETE <cluster-ip>/dna/intent/api/v1/sda/layer3VirtualNetworks/${id}
ID 3
* GET <cluster-ip>/dna/intent/api/v1/sda/layer3VirtualNetworks/count

. Cisco Catalyst Center

3
SDA API
[Platform] > [Developer Toolkit] > [APIS]
[Connectivity] [SDA]
2.3.7X




API

Catalyst Center API
* GET <cluster-ip>/dna/data/api/v1/siteHealthSummaries

» GET <cluster-ip>/dna/data/api/v1/siteHealthSummaries/${id}

ID

* GET <cluster-ip>/dna/data/api/v1/siteHealthSummaries/count

* GET <cluster-ip>/dna/data/api/v1/siteHealthSummaries/summaryAnalytics

« POST <cluster-ip>/dna/data/api/v1/siteHealthSummaries/summaryAnalytics

« GET <cluster-ip>/dna/data/api/v1/siteHealthSummaries/trendAnalytics

« GET <cluster-ip>/dna/data/api/v1/siteHealthSummaries/${id}/trendAnalytics

API
[Platform] > [Developer Toolkit] > [APIg]

[Know Your Networ K] [Siteq]
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API
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Catalyst Center API

* POST <cluster-ip>/dna/intent/api/v1/areas

* GET <cluster-ip>/dna/intent/api/v1/areas/${id}

* PUT <cluster-ip>/dna/intent/api/v1/areas/${id}

* DELETE <cluster-ip>/dna/intent/api/v1/areas/${id}

* POST <cluster-ip>/dna/intent/api/v2/buildings

» GET <cluster-ip>/dna/intent/api/v2/buildings/${id}

» PUT <cluster-ip>/dna/intent/api/v2/buildings/${id}

« DELETE <cluster-ip>/dna/intent/api/v2/buildings/${id}

* POST <cluster-ip>/dna/intent/api/v2/floors

* GET <cluster-ip>/dna/intent/api/v2/floors/${id}

* PUT <cluster-ip>/dna/intent/api/v2/floors/${id}

» DELETE <cluster-ip>/dna/intent/api/v2/floors/${id}

* POST <cluster-ip>/dna/intent/api/v2/floors/${id}/uploadimage

* POST <cluster-ip>/dna/intent/api/v1/sites/bulk

* GET <cluster-ip>/dna/intent/api/v1/sites
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* GET <cluster-ip>/dna/intent/api/v1/sites/count

« POST <cluster-ip>/dna/intent/api/v1/networkDevices/assignToSite/apply

* POST <cluster-ip>/dna/intent/api/v1/networkDevices/unassignFromSite/apply

* GET <cluster-ip>/dna/intent/api/v1l/networkDevices/assignedToSite

* GET <cluster-ip>/dna/intent/api/v1/networkDevices/assigned ToSite/count

* GET <cluster-ip>/dna/intent/api/v1l/networkDevices/notAssignedToSite

» GET <cluster-ip>/dna/intent/api/v1/networkDevices/${id}/assignedToSite

« GET <cluster-ip>/dna/intent/api/v1/networkDevices/notAssigned ToSite/count

* GET <cluster-ip>/dna/intent/api/v1/networkDevices/deviceControllability/settings

* PUT <cluster-ip>/dna/intent/api/v1/networkDevices/deviceControllability/settings

* GET <cluster-ip>/dna/intent/api/v1/networkProfilesforSites

* GET <cluster-ip>/dna/intent/api/v1/networkProfilesforSites/count

» GET <cluster-ip>/dna/intent/api/v1/networkProfilesforSites/${id}

ID
* DELETE <cluster-ip>/dna/intent/api/v1/networkProfilesforSites/${id}

. Cisco Catalyst Center
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* GET
<cluster-ip>/dna/intent/api/v1/networkProfilesForSites/${profileld}/siteAssignments

* POST
<cluster-ip>/dna/intent/api/v1/networkProfilesForSites/${profileld}/siteAssignments

* POST
<cluster-ip>/dna/intent/api/vL/networkProfilesForSites/${profileld}/siteAssignments/bulk

« DELETE
<cluster-ip>/dna/intent/api/v1/networkProfilesForSites/${ profileld}/siteAssignments/bulk

« DELETE
<cluster-ip>/dna/intent/api/v1/networkProfilesForSites/${ profileld}/siteAssignments/${id}

1

* GET
<cluster-ip>/dna/intent/api/v1/networkProfilesForSites/${ profileld}/siteAssignments/count

* GET <cluster-ip>/dna/intent/api/v1/sites/${siteld}/profileAssignments

* GET <cluster-ip>/dna/intent/api/v1/sites/${siteld}/profileAssignments/count

API
[Platform] > [Developer Toolkit] > [APIS]

[Site Management] [Site Design]
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SWIM API
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Catalyst Center SWIM API
* GET <cluster-ip>/dna/intent/api/v1/images

* POST <cluster-ip>/dna/intent/api/v1/images/${id}/download

« GET <cluster-ip>/dna/intent/api/v1/productNames

* GET <cluster-ip>/dna/intent/api/v1/productNames/count

» GET <cluster-ip>/dna/intent/api/v1/productNames/${productNameOrdinal }

* GET <cluster-ip>/dna/intent/api/v1/siteWiseProductNames

* POST <cluster-ip>/dna/intent/api/v1/images/${imageld}/siteWiseProductNames

* GET <cluster-ip>/dna/intent/api/v1/siteWiseProductNames/count

* DELETE
<cluster-ip>/dna/fintent/apifvL/images/${imageld}/site\iseProductNames/${productNameOrdinal}

« PUT
<cluster-ip>/dnafintent/apiivL/images/${imageld}/siteVMiseProductNames/${ productNameOrdinal}

« GET <cluster-ip>/dna/intent/api/v1/images/count

» GET <cluster-ip>dna/intent/api/v1/images/${id}/addonImages/count

* GET <cluster-ip>/dna/intent/api/v1/images/distributionServerSettings
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« POST <cluster-ip>/dna/intent/api/v1/images/distributionServerSettings

» GET <cluster-ip>/dna/intent/api/v1/images/distributionServerSettings/${id}

« PUT <cluster-ip>/dna/intent/api/v1/images/distributionServerSettings/${id}

» DELETE <cluster-ip>/dna/intent/api/v1/images/distributionServerSettings/${id}

* GET <cluster-ip>/dna/intent/api/v1l/networkDevicelmageUpdates

* GET <cluster-ip>/dna/intent/api/v1/networkDevicelmageUpdates/count

« GET <cluster-ip>/dna/intent/api/v1/images/${imageld}/siteWiseProductNames

* GET <cluster-ip>/dna/intent/api/v1/siteWiseProductNames/count

. Cisco Catalyst Center

SWIM API
[Platform] > [Developer Toolkit] > [APIg]
[Site Management] [Software Image Management
(SWIM)]
2.3.7.x




API

Catalyst Center API

« POST <cluster-ip>/dna/intent/api/v1/ipam/serverSetting
IPAM IPAM

* GET <cluster-ip>/dna/intent/api/v1/ipam/serverSetting

IPAM IPAM
404

« PUT <cluster-ip>/dna/intent/api/v1/ipam/serverSetting
IPAM

* DELETE <cluster-ip>/dna/intent/api/v1/ipam/serverSetting
IPAM

* GET <cluster-ip>/dna/intent/api/v1/provisioningSettings

* PUT <cluster-ip>/dna/intent/api/v1/provisioningSettings

API
[Platform] > [Developer Toolkit] > [APIg]

[System Settings]
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API

Catalyst Center API
* GET<cluster-ip>/dna/intent/api/v1/tasks

* GET<cluster-ip>/dna/intent/api/v1/tasks/count

» GET<cluster-ip>/dna/intent/api/v1/tasks/${id}
ID
» GET<cluster-ip>/dna/intent/api/v1/tasks/${id}/detail
ID
« GET <cluster-ip>/dna/data/api/v1/assuranceTasks/${id}
ID

* GET <cluster-ip>/dna/data/api/v1/assuranceTasks/count

* GET <cluster-ip>/dna/data/api/v1/assuranceTasks

. Cisco Catalyst Center

API
[Platform] > [Developer Toolkit] > [API g
[Operational Tasks] [Task]
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API

Catalyst Center API

* GET <cluster-ip>/dna/intent/api/v1/tags/networkDevices/membersAssociations

* GET <cluster-ip>/dna/intent/api/v1/tags/interfaces/membersAssociations/count

1

* GET
<cluster-ip>/dna/intent/api/v1/tags/networkDevices/membersAssociations/count

1

* POST
<cluster-ip>/dna/intent/api/v1/tags/networkDevices/membersAssociations/query

* POST <cluster-ip>/dna/intent/api/v1/tags/interfaces/membersAssociations/query

« GET <cluster-ip>/dna/intent/api/v1/tags/interfaces/membersAssociations

API
[Platform] > [Developer Toolkit] > [APISg]

[Operational Tasks] [Tag]
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Catalyst Center
API
APl Cisco AireOS
Cisco Catalyst 9800
* GET
<cluster-ip>/dnafintent/apiivLAwirelessControllers/${ networkDeviceld}/anchorMianaged AplL ocations
AP
*GET
<cluster-ip>/dna/intent/apifvLAwirelessControllers'${ networkDeviceld}/managed ApL ocations/count
AP
* GET
<cluster-ip>/dnafintent/api/LiwirelessControllers/${networkDeviceld}primaryManaged AplL ocations
AP
* GET
<cluster-ip>/dnafintent/apii/LAnirelessControllers'${networkDeviceld}secondaryiVlanaged ApLocations
AP
* GET

<cluster-ip>/dna/intent/api/v1/wirelessControllers/wirelessMobilityGroups/count

* GET <cluster-ip>/dna/intent/api/v1/wirelessControllers/wirelessMobilityGroups

* POST
<cluster-ip>/dna/intent/api/v1AwirelessControllersiwirelessMobilityGroups/mobilityProvision

* POST
<cluster-ip>/dna/intent/api/vL/wirelessControllers/wirelessMobilityGroups/mobilityReset

« GET
<cluster-ip>/dna/intent/api/v1/wirelessControllers/${networkDeviceld}/ssidDetails

SSID

* GET
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<cluster-ip>/dna/intent/api/v1/wirelessControllers/${networkDeviceld}/ssidDetails/count
SSID
* PUT <cluster-ip>/dna/intent/api/v1/wirelessSettings/interfaces/${id}

« DELETE <cluster-ip>/dna/intent/api/v1/wirelessSettings/interfaces/${id}

* GET <cluster-ip>/dna/intent/api/v1/wirelessSettings/interfaces

* POST <cluster-ip>/dna/intent/api/v1/wirelessSettings/interfaces

* GET <cluster-ip>/dna/intent/api/v1/wirelessSettings/interfaces/${id}
ID

* GET <cluster-ip>/dna/intent/api/v1/wirelessSettings/interfaces/count

* POST <cluster-ip>/dna/intent/api/v1/sites/${siteld}/wirelessSettings/ssids
SSID

* PUT <cluster-ip>/dna/intent/api/v1/sites/${siteld}/wirelessSettings/ssids/${id}
SSID

» DELETE <cluster-ip>/dna/intent/api/v1/sites/${siteld}/wirelessSettings/ssids/${id}
SSID

* GET <cluster-ip>/dna/intent/api/v1/sites/${siteld}/wirelessSettings/ssids

SSID

* GET <cluster-ip>/dna/intent/api/v1/sites/${siteld}/wirelessSettings/ssids/${id}
ID SSID

« GET <cluster-ip>/dna/intent/api/v1/sites/${siteld}/wirelessSettings/ssids/count

SSID
* DELETE <cluster-ip>/dna/intent/api/v1/wirelessProfiles/${id}

* PUT <cluster-ip>/dna/intent/api/v1/wirelessProfiles/${id}

. Cisco Catalyst Center
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* POST <cluster-ip>/dna/intent/api/v1/wirelessProfiles

* GET <cluster-ip>/dna/intent/api/v1/wirelessProfiles

» GET <cluster-ip>/dna/intent/api/v1/wirelessProfiles/${id}
ID

* GET <cluster-ip>/dna/intent/api/v1/wirelessProfiles/count

* DELETE <cluster-ip>/dna/intent/api/v1/wirelessSettings/rfProfiles/${id}
RF

¢ POST <cluster-ip>/dna/intent/api/v1/wirelessSettings/rfProfiles
RF

* PUT <cluster-ip>/dna/intent/api/v1/wirelessSettings/rfProfiles/${id}
RF

« GET <cluster-ip>/dna/intent/api/v1/wirelessSettings/rfProfiles
RF

« GET <cluster-ip>/dna/intent/api/v1/wirelessSettings/rfProfiles/${id}
ID RF

* GET <cluster-ip>/dna/intent/api/v1/wirelessSettings/rfProfiles/count
RF

* POST
<cluster-ip>/dna/intent/api/v1/wirelessAccessPoints/factoryResetRequest/provision

» GET <cluster-ip>/dna/intent/api/v1/wirelessAccessPoints/factoryResetRequestStatus

* GET <cluster-ip>/dna/intent/api/v1/wirelessSettings/dot11beProfiles
802.11be
» PUT <cluster-ip>/dna/intent/api/v1/wirelessSettings/dot11beProfiles/${id}
802.11be
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« DELETE <cluster-ip>/dna/intent/api/v1/wirelessSettings/dot11beProfiles/${id}
802.11be

» GET <cluster-ip>/dna/intent/api/v1/wirelessSettings/dot11beProfiles/${id}
ID 802.11be

« GET <cluster-ip>/dna/intent/api/v1/wirelessSettings/dot1lbeProfiles/count
802.11be

* POST <cluster-ip>/dna/intent/api/v1/wirelessSettings/dot11beProfiles
802.11be

 POST<cluster-ip>/dna/intent/apifv1iwirelessControllers/${deviceld}assignManaged ApL ocations
WLC AP

* POST<cluster-ip>/dna/intent/api/v1/wirelessControllers/${deviceld}/provision

* POST <cluster-ip>/dna/intent/api/v1/wirelessAccessPoints/provision

AP
API
[Platform] > [Developer Toolkit] > [APIS]
[Connectivity] [Wireless]
API
PnP  API
« sudiSerialNos API

APl userSudiSerialNos
. API PnP
API addresslpV6
IPv6
« isSudiRequired API
sudiRequired
. API hostname
. API authorizationNeeded

. Cisco Catalyst Center
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API APl  syncRequestedByApp
lastManagedResyncReasons
API API deprecationMessage
deprecated deprecated
true
API
. deviceRoles WIRELESS_CONTROLLER_NODE
. API
API egressPhysicallnterface ingressPhysicallnterface egressinterface ingressinterface
API
SDA API isBpduGuardEnabled
API authenticationProfileName
[Closed Authentication] null
API
API API

* DELETE <cluster-ip>/dna/intent/api/v1/business/sda/wireless-controller
WLC

* PUT <cluster-ip>/dna/intent/api/v1/business/sda/hostonboarding/ssid-ippool
SSID IP

« POST <cluster-ip>/dna/intent/api/v1/business/sda/hostonboarding/ssid-ippool
SSID IP

* GET <cluster-ip>/dna/intent/api/v1/business/sda/hostonboarding/ssid-ippool
SSID IP

* POST <cluster-ip>/dna/intent/api/v1/business/sda/wireless-controller

WLC
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API

API

* POST <cluster-ip>/dna/intent/api/v1/network/${siteld}

* POST <cluster-ip>/dna/intent/api/v2/network/${siteld}
V2
e PUT <cluster-ip>/dna/intent/api/v1/network/${siteld}

e PUT <cluster-ip>/dna/intent/api/v2/network/${siteld}
V2
* GET <cluster-ip>/dna/intent/api/v1/network

* GET <cluster-ip>/dna/intent/api/v2/network
V2
* POST <cluster-ip>/dna/intent/api/v1/credential-to-site/${siteld}

» POST <cluster-ip>/dna/intent/api/v2/credential-to-site/${siteld}
V2

API

API

* POST
<cluster-ip>/dna/intent/api/v1/networkprofile/${networkProfileld}/site/${siteld}

« DELETE
<cluster-ip>/dna/intent/api/v1/networkprofile/${networkProfileld}/site/${siteld}

. Cisco Catalyst Center
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API API
» GET <cluster-ip>/dna/intent/api/v1/site-member/${id}/member

» POST <cluster-ip>/dna/intent/api/v1/assign-device-to-site/${siteld}/device

* POST <cluster-ip>/dna/intent/api/v1/site

« DELETE <cluster-ip>/dna/intent/api/v1/site/${siteld}

e PUT <cluster-ip>/dna/intent/api/v1/site/${siteld}

* GET <cluster-ip>/dna/intent/api/v1/site

* GET <cluster-ip>/dna/intent/api/v2/site

V2

* GET <cluster-ip>/dna/intent/api/v1/site/count

« GET <cluster-ip>/dna/intent/api/vl/membership/${siteld}

* GET <cluster-ip>/dna/intent/api/v2/site/count
V2
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API API
* GET <cluster-ip>/dna/intent/api/v1/task

» GET <cluster-ip>/dna/intent/api/v1/task/${taskld}
ID

* GET <cluster-ip>/dna/intent/api/v1/task/operation/${operationld}/${offset}/${limit}
Operationld

» GET <cluster-ip>/dna/intent/api/v1/task/${taskld}/tree

* GET <cluster-ip>/dna/intent/api/v1/task/count

. Cisco Catalyst Center 2.3.7X
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API

* POST <cluster-ip>/dna/intent/api/v1/wireless/profile

* GET <cluster-ip>/dna/intent/api/v1/wireless/profile

* DELETE <cluster-ip>/dna/intent/api/v1/wireless-profile/${wirelessProfileName}

« PUT <cluster-ip>/dna/intent/api/v1/wireless/profile

* GET <cluster-ip>/dna/intent/api/v1/wireless/rf-profile
RF

* DELETE <cluster-ip>/dna/intent/api/v1/wireless/rf-profile/${rfProfileName}
RF

* POST <cluster-ip>/dna/intent/api/v1/wireless/rf-profile
RF

* GET <cluster-ip>/dna/intent/api/v1/wireless/dynamic-interface

e PUT <cluster-ip>/dna/intent/api/v1/wireless/dynamic-interface

« DELETE <cluster-ip>/dna/intent/api/v1/wireless/dynamic-interface

* POST <cluster-ip>/dna/intent/api/v1/enterprise-ssid
SSID
* PUT <cluster-ip>/dna/intent/api/v1/enterprise-ssid
SSID
« Delete <cluster-ip>/dna/intent/api/v1/enterprise-ssid/${ssidName}
SSID
* GET <cluster-ip>/dna/intent/api/v1/enterprise-ssid
SSID

* DELETE

Cisco Catalyst Center 2.3.7X
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<cluster-ip>/dna/intent/api/v1/business/ssid/${ssidName}/${managed APLocations}
SSID
« POST <cluster-ip>/dna/intent/api/v1/business/ssid
SSID
« GET <cluster-ip>/dna/intent/api/v1/task/count
AP

* POST <cluster-ip>/dna/intent/api/v1/wireless/ap-provision

* POST <cluster-ip>/dna/intent/api/v1/wireless/provision

API

4 : Catalyst Center 2375

Catalyst Center

. 159

« Cisco Catalyst Center

API
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LAN

API

Catalyst Center LAN
API

* POST
<cluster-ip>/dna/intent/api/v2/lan-automation

LAN V2

* PUT
<cluster-ip>/dna/intent/api/v2/lan-automation/${id}

LAN V2

LAN API

[Platform] > [Developer Toolkit] > [APIg]

[Site Management]
[LAN Automation]

. Cisco Catalyst Center 2.3.7X




API Catalyst Center
API
* GET
<dluserHp>ionaltaiaiapil/ L flexble-reportschedule${reportid})
ID
* GET
<duserp>thatbaniv ieddegporttepatfigoatidleentios
ID ID
* POST
<duserip>thatiaipil 1 flieddereporttepot${iepordleece
« PUT
<cluserip>ionaldaiaiapil/ L flexible-reportschedule${reportd}
* GET

<cluster-ip>/dna/data/api/v1/flexible-report/schedules

* GET

API

[Platform] > [Developer Toolkit] > [APISg]

[Operational Tasks]
[Reports]
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SD-Access API
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Catalyst Center SDA
API

API

« GET
<cluster-ip>/dna/intent/api/v1/sda/extranetPolicies

« PUT
<cluster-ip>/dna/intent/api/v1/sda/extranetPolicies

* POST
<cluster-ip>/dna/intent/api/v1/sda/extranetPolicies

* GET
<cluster-ip>/dna/intent/apiiv1/sda/extranetPolicies/count

« DELETE
<cluster-ip>/dnafintent/apifvLisda/extranetPolicies/${icly
ID

API

« POST

<cluster-ip>/dna/intent/api/v1/sda/portAssignments

* GET
<cluster-ip>/dna/intent/api/v1/sda/portAssignments

* PUT
<cluster-ip>/dna/intent/api/v1/sda/portAssignments

* GET
<cluster-ip>/dna/intent/apiiv/sdafportAssignments/count

* DELETE
<cluster-ip>/dnafintent/apiA/L/sde/portAssignments/${id}

Cisco Catalyst Center

2.3.7.x




ID

* DELETE
<cluster-ip>/dna/intent/api/v1/sda/portAssignments

API

* POST
<cluster-ip>/dna/intent/api/v1/sda/fabricSites

* PUT
<cluster-ip>/dna/intent/api/v1/sda/fabricSites

* DELETE
<cluster-ip>/dna/intent/api/v1/sda/fabricSites/${id}

ID

* GET
<cluster-ip>/dna/intent/api/v1/sda/fabricSites

* GET
<cluster-ip>/dna/intent/api/v1/sda/fabricSites/count

API

. Cisco Catalyst Center 2.3.7X




* POST
<cluster-ip>/dna/intent/api/v1/sda/fabricZones

* PUT
<cluster-ip>/dna/intent/api/v1/sda/fabricZones

* DELETE
<cluster-ip>/dna/intent/api/v1/sda/fabricZones/${id}

ID

* GET
<cluster-ip>/dna/intent/api/v1/sda/fabricZones

* GET
<cluster-ip>/dna/intent/api/v1/sda/fabricZones/count

API

* PUT
<cluster-ip>/dna/intent/apifv1/sda/authenticationProfiles

* GET
<cluster-ip>/dnafintent/apiiv1/sda/authenticationProfiles

API

Cisco Catalyst Center

2.3.7.x




* GET
<cluster-ip>/dna/intent/api/v1/sda/provisionDevices

* POST
<cluster-ip>/dna/intent/api/v1/sda/provisionDevices

« GET
<cluster-ip>/dnafintert/apiAvL/sdafprovisionDevices/count

* DELETE
<cluster-ip>/dna/intent/api/v1/sda/provisionDevices

* PUT
<cluster-ip>/dna/intent/api/v1/sda/provisionDevices

* DELETE <cluster-ip>/dna/intent/api/v1l/
sda/provisionDevices/${id}

ID

API

. Cisco Catalyst Center 2.3.7X




* POST
<cluster-ip>/dna/intent/api/v1/sda/fabricDevices

* GET
<cluster-ip>/dna/intent/api/v1/sda/fabricDevices

* GET
<cluster-ip>/dna/intent/apifv1/sda/fabricDevices/count

* DELETE
<cluster-ip>/dna/intent/api/v1/sda/fabricDevices

* DELETE
<cluster-ip>/dna/intent/api/v1/sda/fabricDevices/${id}

ID

« PUT
<cluster-ip>/dna/intent/api/v1/sda/fabricDevices

2 API

Cisco Catalyst Center

2.3.7.x




* POST
<cluster-ip>/dna/intent/api/v1/sda/fabricDevices/

layer2Handoffs
2
* GET
<cluster-ip>/dna/intent/api/v1/sda/fabricDevices/
layer2Handoffs
2

e GET <cluster-ip>/
dna/intent/apifv1/sdaffabricDeviceslayer2Handoffs/count

2
* DELETE
<cluster-ip>/dna/intent/api/v1/sda/fabricDevices/
layer2Handoffs
2
* DELETE
<cluster-ip>/dna/intent/api/v1/sda/fabricDevices/
layer2Handoffs/${id}
ID 2
IP
3 API

. Cisco Catalyst Center 2.3.7X




* POST

<dsertanEtpivihEDDaieskyadHandlipTiass
1P
3
« GET
e i A
1P
3
« GET
vt e P B -
IP
3
« DELETE
e . A
1P
3
« DELETE
. LD T
D IP
3
«PUT
e . A
1P
3
SDA
3 API

Cisco Catalyst Center

2.3.7.x




* POST
| S B e i DR st PR

SDA

* GET
<cluster-ip>/dna/intent/api/v1/sda/fabricDevices/
layer3Handoffs/sdaTransits

SDA

* GET
<cluster-ip>/dna/intent/api/v1/sda/fabricDevices/
layer3Handoffs/sdaTransits/count

SDA

« DELETE
<cluster-ip>/dna/intent/api/v1/sda/fabricDevices/
layer3Handoffs/sdaTransits

SDA
3
«PUT
e Dnic T
SDA
3

API
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« DELETE
<cluster-ip>/dna/intent/apifvL/sde/anycastGateways/${id}

ID

« PUT
<cluster-ip>/dna/intent/api/v1/sda/anycastGateways

* GET
<cluster-ip>/dna/intent/api/v1/sda/anycastGateways

* POST
<cluster-ip>/dna/intent/api/v1/sda/anycastGateways

* GET
<cluster-ip>/dna/intent/apiAvL/sda/anycastGateways/count

SDAAPI

[Platform] > [Developer Toolkit] > [APIg]

[Connectivity]
[SDA]

API

Cisco Catalyst Center 2.3.7X .




LAN API * LAN

API

hostnameUpdateDevices

HOSTNAME_UPDATE

. Cisco Catalyst Center

*ID LAN API
LAN API 3
discoveryLevel discoveryTimeout

discoveryDevices
LAN
V2 API LAN
2.3.7X




API

IPv6

API
API
password
Catalyst Center
APl ID
APl IP
APl OSPF
APl ISIS
API
API
API

API

* addresses lastOutgoingPacketTime

lastincomingPacketTime mtu

name API

* poweroverethernet
networkdevice_id
managedNetworkElementUrl
managedNetworkElement
managedComputeElementUrl

managedComputeElement
API

Cisco Catalyst Center

2.3.7.x




API IP

API groupName
siteld

siteld

* ignorelnheritedGroups

. 1,000
API
API
5: Catalyst Center 2374
Catalyst Center
Cisco DNA Center Catalyst Center
Catalyst Center Cisco DNA Center
API

. Cisco Catalyst Center 2.3.7X




API

API

Catalyst Center API

« POST <cluster-ip>/dna/system/api/v1/users/external-servers/aaa-attribute
AAA API
e GET <cluster-ip>/dna/system/api/v1/users/external-servers/aaa-attribute
AAA API
* DELETE <cluster-ip>/dna/system/api/v1/users/external-servers/aaa-attribute
AAA API
* POST <cluster-ip>/dna/system/api/v1/users/external-authentication
API
* GET <cluster-ip>/dna/system/api/v1/users/external-authentication
API
API

[Platform] > [Developer Toolkit] > [APIs] > [User and
Roles]

ITSM

API

Catalyst Center ITSM API

GET <cluster-ip>/dna/intent/api/v1/integration-settings/status
ITSM

ITSM API
[Platform] > [Developer Toolkit] > [APISg]

[Integration] [ITSM Integration]

API

API

API value

API

V2 API V2
API httpRead.name httpWrite.name
httpRead.description httpWrite.description

API

Cisco Catalyst Center 2.3.7X




API

API

. Cisco Catalyst Center

2.3.7.x




About Catalyst Center

« Catalyst Center 107
. APl 108
. 108

Catalyst Center

Catalyst Center
Catalyst Center IT
TCO
. API APl  Catalyst Center
REST API API
API REST API API
HTTPS GET POST PUT
DELETE REST
IT
API Catalyst Center
Assurance IT

ITSM

Cisco Catalyst Assurance
Catalyst Center SWIM

Cisco Catalyst Center 2.3.7X .




API

\)

About Catalyst Center |

SUPER-ADMIN-ROLE Catalyst Center
SUPER-ADMIN-ROLE

Catalyst Center
SUPER-ADMIN-ROLE

GUI
API
[System] >[Users& Roles] >[Rale
Based Action Access Control]
APl  Catalyst Center REST

API API
API REST API

HTTPS GET POST PUT DELETE REST

REST JavaScript Object Notation JSON
HTTPS API JSON
API Catalyst
Center RBAC
API
API Catalyst Center GUI API
[Platform > Developer Toolkit > APIs]
API API [ ]
API API 50
Catalyst Center
[Platform]
IT

> [Manage] > [Configurations]
ITSM

2.3.7.x

. Cisco Catalyst Center



Catalyst Center

. 109

* Catalyst Center 109

. 110

» API 111

. 112

Catalyst Center

1. Catalyst Center 237 Catalyst Center
109

2. 110

Catalyst Center
* API API 111

*GUI  [Overview] Catalyst Center
115

«GUI  [Bundles]
118

Catalyst Center

Catalyst Center Catalyst Center
Catalyst Center Catalyst

Cisco Catalyst Center 2.3.7X .



Catalyst Center |

Center Cisco Catalyst Center Installation Guide
SUPER-ADMIN-ROLE Catalyst Center
SUPER-ADMIN-ROLE Catalyst Center
GUI SUPER-ADMIN-ROLE
API

[System] >[Users& Roles] >[Role
Based Action Access Control]

Catalyst Center Catalyst Center
[Integration Settings]
Catalyst Center  IP

IP
€
Catalyst Center [Integration Settings]
[Callback URL Host Name] [IP Address]
Catalyst Center
1 [System] > [Settings] > [System Configuration] > [I ntegration Settings]
2 [Callback URL Host Name] Catalyst Center
[IP Address]
[Callback URL Host Name] [IP Address] Catalyst Center
IP 3 VIP

3 [Apply]

. Cisco Catalyst Center 2.3.7X


https://www.cisco.com/c/en/us/support/cloud-systems-management/dna-center/products-installation-guides-list.html

| catalyst Center

API B

Catalyst Center API
Catalyst Center API Catalyst Center API
Catalyst Center Python
CLI pip

Pip Installs Packages

pip install requests
Catalyst Center GUI
. HTTP
. Unirest
. Request
* Python
* Ruby
* javascript
* JQuery
« PHP
* Go

* Ansible

Catalyst Center API 60
API

Python

def get_token():
token = requests.post(
“https://<cluster IP>/api/system/v1/auth/token”,

Cisco Catalyst Center 2.3.7X




Catalyst Center

auth=HTTPBasicAuth(
username=<username>,
password=<password>

headers={"content-type": "application/json"},
verify=False,

)
data = token.json()
return data[“Token’]

Catalyst Center RBAC
SUPER-ADMIN-ROLE

)

SUPER-ADMIN-ROLE Catalyst Center
SUPER-ADMIN-ROLE Catalyst Center
GUI NETWORK-ADMIN-ROLE
OBSERVER-ROLE Catalyst Center
2
Cisco Catalyst Center Administrator Guide Manage Users

SUPER-ADMIN-ROLE

. Cisco Catalyst Center 2.3.7X


https://www.cisco.com/c/en/us/support/cloud-systems-management/dna-center/products-maintenance-guides-list.html

| catalyst Center

a) [System] > [Users & Roles] > [Role Based Access Control]

b) [Create a New Role]

[Create a User Role] RBAC

c) [Let'sDoit]
[Don't show this to me again]

[Create a New Role]
d) [Next]

[Define the Access]

e) [Platform] >]
[Deny]
[Read] [Write]
* [APIs] API
* [Bundles] ITSM
* [Events] REST API SNMP

* [Reports]

f) [Next]
[Summary]

a) [Create Role]
[Edit]

2 [Add Users]

[User Management] >[Internal Userg|

1. [Internal Users]
[Edit]

[Update Internal User]

2. [Role List] [Save]

1. [Add]

[Create Internal User]

Cisco Catalyst Center 2.3.7X .




Catalyst Center

2.

3. [RoleList]
4.

5. [Save]

Catalyst Center

. Cisco Catalyst Center 2.3.7X



GUI

. 115
. GUI 116
[Overview]
[Platform] > [Overview] [Overview]

. Catalyst Center GUI

* [Bundles] Catalyst Center

Catalyst Center
API
[Configurations]
* [Developer Toolkit] Catalyst Center
API

* [Runtime Dashboard]
API

* [Configurations]

* [Notifications]

[Bundles]

Cisco Catalyst Center

GUI

Catalyst Center

2.3.7.x

Catalyst Center
[View Details]
[Dismiss]

"



GUI

GUI

Catalyst Center

Catalyst Center GUI ~ [Overview]

1: Catalyst Center

Welcome to the Cisco

create end-to-end solutiol

1

2

3 Catalyst Center
4 [Notifications]

. Cisco Catalyst Center

latform. Programmatical

4 support for multi-vendc

per Toolkit

[Platform] > [Overview]

2.3.7.x

your network through Intent APls, integrate with your preferred IT systems to

G

Notifications

BUNDLE UPDATE

NA Center Automation events for ITSM (ServiceNow)

BUNDLE UPDATE

u |



GUI

. 117
. 117
. 118
. 120
. ServiceNow 123
. ServiceNow CMDB 126
Catalyst Center [Manage]
* [Bundles] Catalyst Center
Catalyst Center
API
S
[Platform] > [Developer Toolkit] >
[APIg] [Platform] > [Developer Toolkit] >[I ntegration Flows]
« [Configurations]
Catalyst Center Catalyst Center

Catalyst Center

Cisco Catalyst Center

2.3.7.x .




cu |

GUI Catalyst Center

* [NEW] Catalyst Center
[Enable]

« [ENABLE]
API [Contents]
[Configure]

« [DISABLED]

* [ACTIVE] [Activate]
* [UPDATE] Catalyst Center

Catalyst Center

« [ERROR]

Catalyst Center GUI  [Bundles]

2. Catalyst Center [Bundles]

Bundles  Configurations
Bundles
Filter ZQ Find
Bundle ~ Status Description
Al Endpoint Analytics
API bundle to access various services provided by Al Endpoint Analytics application. Al Endpoint [ ]
Analytics package must be installed on Cisco DNA Center, before this bundle can be used =

Basic ITSM (ServiceNow) CMDB
You can schedule a synchronization or trigger an update between Cisco DNA Center's device inventory

synchronization
—— and your ITSM(ServiceNow) config MDB). These activities integrate Cisco
. . DNA Center's processes into the IT System Management processes of incident, change or problem

management. Note: If your network.

Cisco DNA Center Automation events

GUI

. Cisco Catalyst Center 2.3.7X



GUI

. Catalyst Center API API
209

Cisco Advanced Wireless Intrusion Prevention System aWIPS

API 209
* ServiceNow REST API
GUI
120
« Catalyst Center ServiceNow
GUI ServiceNow
ServiceNow 123

« Catalyst Center ~ ServiceNow

GUI
ServiceNow CMDB 126
* [Basic ITSM (ServiceNow) CMDB synchronization] ~Catalyst Center ServiceNow
CMDB ServiceNow CMDB
IT 1
S
ServiceNow ServiceNow
Integration
* REST API  Catalyst Center REST API API

* [Endpoint Attribute Retrieval with ITSM (ServiceNow)]
1 Catalyst Center
ITSM ServiceNow Cl

* [Network Issue Monitor and Enrichment for ITSM (ServiceNow)]

Catalyst Center
ServiceNow
API
 [Rogue and aWIPS] Catalyst Center for Rogue Management  aWIPS
REST API API
API
Rogue awlIPS Catalyst Center

Cisco Catalyst Center 2.3.7X .



https://developer.cisco.com/dnacenter/servicenowintegration/
https://developer.cisco.com/dnacenter/servicenowintegration/

« [Automation events for ITSM (ServiceNow)]

« [Disaster Recovery API]

* [Al Endpoint Analytics] Al

Catalyst Center

[Filter]
GUI

ServiceNow

ServiceNow

SWIM

cu |

ServiceNow

REST API

Al Endpoint Analytics

[Find]

* [Network Issue Monitor and Enrichment for ITSM (ServiceNow)]

* [Automation Eventsfor I TSM (ServiceNow)]

Cisco Catalyst Center ITSM Integration Guide

Catalyst Center

1 [Platform] > [Manage] > [Bundles]

2 Network Issue Monitor and Enrichment for ITSM (ServiceNow)

(ServiceNow)

* [General information]

Catalyst Center

. Cisco Catalyst Center 2.3.7X

ServiceNow

Automation Eventsfor | TSM


https://www.cisco.com/c/en/us/support/cloud-systems-management/dna-center/products-user-guide-list.html

0 N oo o1 B~ w

GUI

* [Information]

« [Contents]

« [Release Notes]

[Enable]

[nformation] [Enable]
[Okay]

[Configure]

[Destination to receive events]

3: [Destination to receive events]

Configure Network Issue Monitor and Enrichment for ITSM (ServiceNow)

Configure your bundle

» ServiceNow Access Settings
~ Destination to receive events

INFORMATION

Instance Name

Description

DESTINATION TO RECEIVE EVENTS

Destination to receive events * v
Destination Uri
REST API Catalyst Center
Catalyst Center
ServiceNow [Destination toreceive events] ServiceNow

Cisco Catalyst Center 2.3.7X .
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Cisco Catalyst Center ITSM Integration Guide

9
[Activate]
10
« [Instance Name]
« [Description]
« [Destination to receive events]
* [Event Management] Cisco Catalyst Catalyst Center ~ ServiceNow
[Event Management] [Event Management]
ServiceNow
* [REST API Endpoint] [REST API Endpoint] Cisco Catalyst
[REST API Endpoint] Cisco Catalyst REST API
* [Generic REST Endpoint in ServiceNow] [Generic REST Endpoint in ServiceNow]
ServiceNow
Catalyst Center ~ ServiceNow Cisco Catalyst Center ITSM Integration Guide
* [Destination URI] [Generic REST Endpoint in ServiceNow] Uniform Resource Identifier
URI
11 [Activate] [Cancel]
[Activate]
[ENABLED] [ACTIVE]
[Manage] > [Configurations] > [General Settings] [Filter]
[Find]

. Cisco Catalyst Center 2.3.7X


https://www.cisco.com/c/en/us/support/cloud-systems-management/dna-center/products-user-guide-list.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/dna-center/products-user-guide-list.html

GUI
ServiceNow

[General Settings]

ServiceNow

ServiceNow
ServiceNow
« [Endpoint Attribute Retrieval with ITSM (ServiceNow)]
* [Network Issue Monitor and Enrichment for ITSM (ServiceNow)]

« [Automation Eventsfor I TSM (ServiceNow)]

Cisco Catalyst Center I TSM Integration Guide Catalyst Center

[Platform] > [Manage] > [Bundles]

139

ServiceNow

[Network Issue Monitor and Enrichment for ITSM (ServiceNow)] [Automation eventsfor ITSM

(ServiceNow)] [Endpoint Attribute Retrieval with ITSM (ServiceNow)]

[Endpoint Attribute Retrieval with ITSM (ServiceNow)]

« [General information]

Catalyst Center

* [Information]

« [Contents]

Cisco Catalyst Center 2.3.7X
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cu |
ServiceNow

[Endpoint Attribute Retrieval with ITSM (ServiceNow)] [Scheduler for ServiceNow Asset Sync]

* [Release Notes]

3
4 [Enable]
5  [nformation] [Enable]
6 [Okay]
7 [Content]
[Endpoint Attribute Retrieval with ITSM (ServiceNow)] [Scheduler for ServiceNow Asset Sync]
« [Description] [Tags] [How to Use this Flow]
¢ [Run Now] [Run Later]
[Recurring]
[Run Later]
[Recurring]
« [Schedule]
[Schedule] [Platform] > [Developer Toolkit ] > [Integration Flows] > [Scheduler for
ServiceNow Asset Sync]
[Network Issue Monitor and Enrichment for ITSM (ServiceNow)]  [Automation eventsfor
ITSM (ServiceNow)]
8 [X]
9  [Configure]
10 [ServiceNow Access Settings] ServiceNow
11 ServiceNow

. Cisco Catalyst Center 2.3.7X



GUI
ServiceNow .

4 : ServiceNow

Configure Endpoint Attribute Retrieval with ITSM (ServiceNow)

Configure your bundle

(i) This bundle has additional configurations for its Schedule-Based Integration Flows. View Flows

« Scheduler for ServiceNow Asset Sync - Unscheduled
~ ServiceNow Access Settings
>> Back to Select Instance

INFORMATION

Instance Name

Description

SERVICENOW ACCESS SETTINGS
Host Name

https://<servicenow-host-name>

Username

<username-for-servicenow-host>

Check connectivity

=

ServiceNow
[Activate]

12 ServiceNow
* [Instance Name]
« [Description]
e [Host name] ServiceNow
e [Username] ServiceNow

« [Password] ServiceNow

13 [Check Connectivity]

14 [Activate] [Cancel]

Cisco Catalyst Center 2.3.7X .
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ServiceNow CMDB

[Activate]
[ENABLED] [ACTIVE]

[Manage] > [Configurations] > [General Settings]
[Filter] [Find] ServiceNow

[General Settings]
139

ServiceNow CMDB

Catalyst Center ~ ServiceNow

BasicI TSM ServiceNow CMDB ServiceNow

Cisco Catalyst Center ITSM Integration Guide Catalyst Center ServiceNow

1 [Platform] > [Manage] > [Bundles]
2  [Basic ITSM (ServiceNow) CMDB synchronization]

« [General information]

Catalyst Center

* [Information]

. Cisco Catalyst Center 2.3.7X
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GUI

ServiceNow ~ CMDB B
« [Contents]
* [Release Notes]
3 [Information] [Contents]
4 [Integration Flows]
212
5 [Enable]
6  [nformation] [Enable]
7 [Okay]
8
« [Description] [Tags] [How to Use this Flow]
¢ [Run Now] [Run Later]
[Recurring]
[Run Later]
[Recurring]
« [Schedule]
[Schedule] [Configure Basic ITSM (ServiceNow) CMDB synchronization]
[View Flows]
[Platform] > [Developer Toolkit] > [Integration Flows] >
[Scheduleto Publish Inventory Details-ServiceNow Connector]
9 [X]
10 [Configure]
CMDB
11 CMDB ServiceNow

Cisco Catalyst Center 2.3.7X .
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. ServiceNow  CMDB

5 [ServiceNow Access Settings]

Configure Basic ITSM (ServiceNow) CMDB synchronization

Configure your bundle

N
PSS

@ This bundle has additional configurations for its Schedule-Based Integration Flows. View Flows

Schedule to Publish Inventory Details - ServiceNow Connector - Unscheduled

ServiceNow Access Settings

This is used to specify the connection settings to a ServiceNow instance

(O Select an existing instance @) Create a new instance

Instance Name *

Description

<] Exit

[Next]
12
* [Instance Name]
« [Description]
[Next]
13

. Cisco Catalyst Center 2.3.7.x




GUI

6 : [ServiceNow Access Settings]

Configure Basic ITSM (ServiceNow) CMDB synchronization

Configure your bundle

ServiceNow Access Settings

Host Name

https://<servicenow-host-name>

Username *

<username-for-servicenow-haost>

ssword *

<password-to-connect-to-servicen

€] Exit

e [Hostname]  ServiceNow IP
e [Username] ServiceNow

e [Password] ServiceNow

[Check Connectivity] ServiceNow

[Next]

14 CMDB

Cisco Catalyst Center

ServiceNow CMDB

Back

2.3.7.x
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. ServiceNow  CMDB

7:CMDB

Configure Basic ITSM (ServiceNow) CMDB synchronization
Configure your bundle

N
PaS

@ This bundle has additional configurations for its Schedule-Based Integration Flows. View Flows

Schedule to Publish Inventary Details - ServiceNow Connector - Unscheduled

CMDB Inventory Settings

This is used to specify the CMDB Configuration details for ServiceNow, which includes the list of device attributes(mandatory/optional) that
needs to be synced, type of destination within ServiceNow to receive the CMDB details, connection settings to the ServiceNow instance,

transformation mapping between Cisco DNA Center device families and ServiceNow ClI classes, maximum number of devices that can be synced
in a single API call and the discovery source details

() Select an existing instance ) Create a new instance

Instance Name *

Description

£ Exit [ Back |
[Configure]
15
« [Instance Name]
« [Description]
[Next]
16  [Select Destination]
« [Destination Type] 2

« [Synchronize device inventory directly with CM DB]

* [Post device inventory detailsto a staging table]
ServiceNow CMDB

* [Destination URL] ServiceNow CMDB Uniform Resource
Indicator URI

. Cisco Catalyst Center 2.3.7X



GUI
ServiceNow ~ CMDB B
8 : [Select Destination]

Configure Basic ITSM (ServiceNow) CMDB synchronization

Configure your bundle N

Select Destination

Destination Type * v

Destination Uri *

Enter a Custom Endpoint

[Next]

17 [Select Inventory Data Fields]

CMDB

[Select Inventory Data Fields]

Cisco Catalyst Center 2.3.7X .
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ServiceNow CMDB

9. [Select Inventory Data Fields]

Configure Basic ITSM (ServiceNow) CMDB synchronization

Configure your bundie

Select Inventory Data Fields

D Name Description Is Atrribute / Is Reference
Host Name Hostname of the device :D Attribute .:) Reference
MAC Address MAC Address of the Device @ Attribute ,D Reference
Device Id Id of the Device :B Attribute .:) Reference

IP Address Management IP Address of the device (®) Attribute () Reference
Serial Number Serial Number of the device @ Attribute .:;W Reference
D Upgrade Failure Reason Upgrade Failure Reason
O CurreniSMU Upgrade Date CurrentSMU Upgrade Date
O CurrentiSMU CurrentSMU
D Prior Upgrade Date Prior Upgrade Date
= Code Upgrade Date Code Upgrade Date
.

[Select Inventory Data Fields]
« [Name]
« [Description]

« [Is Attribute/Is Reference]

18

[Attribute]
[Reference]
[Next]

19  [Update Transforms] Catalyst Center ServiceNow Cl ServiceNow

. Cisco Catalyst Center 2.3.7.x



GUI

10 : [Update Transforms]

nfigure your bundie

Device Family Cl Class

Switches and Hubs

ServiceNow ~ CMDB B

Configure Basic ITSM (ServiceNow) CMDB synchronization

Update Transforms

Routers cmdb_ci_ip_router

cmdb_ci_ip_switch

Catalyst Center AP

Cisco Catalyst

ServiceNow / ServiceNow

Catalyst Center Catalyst Center
GUI
Cl ServiceNow cmdb_ci_wap_network cmdb_ci_ip_router
cmdb_ci_ip_switchr GUI [CI Class] Cl
Catalyst Center Cl
Cl
[CI Class] ServiceNow
Cl / Cl Cl
6: cl
Cl
AP cmdb_ci_wap_network
X_caci_cisco_dna_wireless_lan_controller
cmdb_ci_ip_router
Cisco Catalyst Center 2.3.7X
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ServiceNow CMDB

Cl
cmdb_ci_ip_switch
Meraki cmdb_ci_wap_network
Meraki cmdb_ci_netgear
Meraki cmdb_ci_netgear
Meraki MX cmdb_ci_netgear
Meraki cmdb_ci_ip_switch
[Next]

20 [Set Source Identifier and Operational Limit]

11 : [Set Source Identifier and Operational Limit]

Configure Basic ITSM (ServiceNow) CMDB synchronization

Configure your bundle

Set Source Identifier and Operational Limit

Other Automated

1000

* [Enter Discovery Source] [Other Automated]

* [Synchronize device inventory directly with CM DB]
« [Post device inventory detailsto a staging table]

[Other Automated] OOB ServiceNow
ServiceNow Cl
1

. Cisco Catalyst Center 2.3.7X



GUI
ServiceNow CMDB

* [Enter Max Limit] API

[Next]

21 [Summary]
[Configure]

Done!Bundle Configured

[Schedule to Publish Inventory Details -
ServiceNow Connector]

[Manage] > [Configurations] > [General Settings] [Filter]
[Find]
[General Settings]
139
CMDB
« Catalyst Center GUI
[Platform] > [Runtime Dashboard] > [Event Summary] GUI
[Refresh]
ServiceNow
* ServiceNow
[Configuration] [Other Attributes]

Cisco Catalyst Center 2.3.7X .




cu |
ServiceNow CMDB
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. 137
. 138
. 139
. 142
. 144
. 145
« Syslog 147
. 148
Catalyst Center [Configurations]
« [Event Settings] Catalyst Center
Cisco Catalyst Assurance
Catalyst Center
Catalyst Center
GUI
Catalyst Center  ServiceNow
1 REST
* [General Settings] 1 REST ITSM
S
Catalyst Center
syslog SNMP ITSM
GUI [System] >

[Settings] > [External Services] > [Destinations]

Cisco Catalyst Center 2.3.7X




[Configurations] [Event Settings]

\)

[Event Settings] ITSM  ServiceNow
Catalyst Center  ServiceNow ITSM
Cisco Catalyst
Center ITSM Integration Guide
[here] [Events]
REST API SNMP
Syslog

12 : [Event Settings]

Bundles Configurations

C NOTE: ITSM configuration settings have been moved to here

Configurations

Set global settings or across multiple bundles for a custom platform experience.

Event Settings Event Settings
General Settings

Filter 0 Selected =Q Find
@] Event Name ~ Domain Type Category Severity Workflow Actions

Access Contract (SGACL)
(@] access policy installation Know Your Network NETWORK ERROR 2 Incident Edit
failed on the device

@]

Add device failed Site Management NETWORK TASK_FAILURE 3 Incident Edit

@] Add device successful Site Management NETWORK TASK_COMPLETE a Incident Edit

1 [Platform] > [Manage] > [Configurations] > [Event Settings]

2 [Event Settings]
[Event Settings]
 [Event Name] Catalyst Center

* [Domain] Catalyst Center

* [Type]

. Cisco Catalyst Center 2.3.7X
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« [Category]

e [Severity] 1 5

1
« [Workflow] RFC
* [Actions]
[Filter] [Find]
[Find] AP
[Find] Network 1
[Find] 1
3 [Actions] [Edit]
[Network] [App]
[Severity] 5 1
5 1
4
Catalyst Center
5 [Save]
. [Platform] > [Runtime Dashboard]
[Events Summary]
* [View Details]
[Configurations] 1

Cisco Catalyst Center 2.3.7X .




13 Catalyst Center Configurations

O NOTE: ITSM configuration settings have been moved to here.

Configurations

Set global settings or across multiple bundles for a custom platform experience.

Event Settings General Settings
General Settings /" Filter
Name = Description Instances Usage Actions
This is used to specify the CMDB Configuration
CMDB Inventory Settings (v1) details for ServiceNow, which includes the list 0 0 Bundles © Add Instance

of...

This is used to specify the type of destination
Destination to receive events (v1) s Nt th n ) 0 Bundles © Add Instance
in ServiceNow to receive the events

Network Issue Monitor and Enrichment for Network Issue Monitor and Enrichment for ITSM

0 Bundl ® Add Inst
ITSM Settings (v1) Settings undles nstance

[Bundles] [Bundles]
118

1 [Platform] > [Manage] > [Configurations] > [General Settings]

2 [General Settings]
[General Settings]
 [Name]
* [Description]
* [Instances]
e [Usage] 1

« [Actions]

[Filter] [Find]

3 [CMDB Synchronization Settings
(vD)] [Destination to Receive Events (v1)]

4 [Usage] [Bundles]

Catalyst Center

. Cisco Catalyst Center 2.3.7X



5 [Actions] [Edit]

6 [CM DB Synchronization Settings] CMDB
[Edit > Actions] 1

* [ServiceNow Access Settings]
« [CMDB Inventory Settings] [Instance Name]  [Description]

« [Select Destination] [Destination Type] [Destination URI] [Synchronize
device inventory directly with CMDB] [Post device inventory details to staging table]

« [Select Inventory Data Fields]

* [Update Transforms] Cl
« [Set Source Identifier and Operational Limit]
 [Summary]

7 [Destination toreceiveevents] [Edit > Actions]
1

* [Instance Name]
* [Description]

* [Destination to Receive Events)

* [Event Management] Cisco Catalyst Catalyst Center ~ ServiceNow
[Event Management] [Event Management]
ServiceNow
* [REST API Endpoint] [REST API Endpoint] Cisco Catalyst
[REST API Endpoint] Cisco Catalyst REST API

* [Generic REST Endpoint in ServiceNow] [Generic REST Endpoint in ServiceNow]

ServiceNow
« [Destination URI] [Generic REST Endpoint in ServiceNow] URI
CatalystCenter ~ ServiceNow Cisco Catalyst Center ITSM Integration
Guide
8 [Update]
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[Configurations] 1
[Bundles] [Bundles]
118
1 [Platform] > [Manage] > [Configurations] > [General Settings]
2 [General Settings]
[General Settings]
 [Name]
* [Description]
* [Instances]
e [Usage] 1
« [Actions]
[Filter] [Find]
3 [CMDB Synchronization Settings
(v1)] [Destination to Receive Events (v1)]
4 [Usage] [Bundles]
Catalyst Center
5 [Actions] [Add Instances]
6 [CM DB Synchronization Settings] [Actiong] [Add Instance]
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* [ServiceNow Access Settings]
« [CMDB Inventory Settings] [Instance Name]  [Description]

« [Select Destination] [Destination Type] [Destination URI] [Synchronize
device inventory directly with CMDB] [Post device inventory details to staging table]

* [Select Inventory Data Fields]

* [Update Transforms] Cl
« [Set Source Identifier and Operational Limit]

* [Summary]

7 [Destination to receive events] [Actions] [Add Instance]
* [Instance Name]

* [Description]

* [Destination to Receive Events)

* [Event Management] Cisco Catalyst Catalyst Center ~ ServiceNow
[Event Management] [Event Management]
ServiceNow
* [REST API Endpoint] [REST API Endpoint] Cisco Catalyst
[REST API Endpoint] Cisco Catalyst REST API

* [Generic REST Endpoint in ServiceNow] [Generic REST Endpoint in ServiceNow]

ServiceNow
« [Destination URI] [Generic REST Endpoint in ServiceNow] URI
Catalyst Center ~ ServiceNow Cisco Catalyst Center ITSM Integration
Guide
8 [Add]

Cisco Catalyst Center 2.3.7X .
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Catalyst Center

Catalyst Center  GUI

1 [System] > [Settings] > [External Services] > [Destination] > [Webhook]

2 [Webhook]

* [Name]

« [Description]

« [URL] URL URL
« [Method] REST API POST
* [Edit]
[Update]
[URL] IPv6
3 [Add]
[Add Webhook]

4 [Add Webhook]
* [Name]

« [Description]

* [URL] URL URL
5 URL
[Trust Certificate] [Yes] [No]
6 URL
[Authentication]

. Cisco Catalyst Center 2.3.7X



* [Basic] HTTP Basic
username: password base64
HTTP GUI  [Basic] [Header Key]
Authorization
* [Token] [Token]
[Header Key] [X-Auth-Token]

* [No Authentication]

7 [Headers] [Header Name]  [Header Value]
[Add]

8 [Save]

214
152
Catalyst Center
)
. Catalyst Center [Integration Settings]
Catalyst Center  IP GUI
[System] >
[Settings] > [System Configuration] > [Integration Settings]
110
. [System] >
[Settings] > [External Services] > [Destinations] > [Email]
Catalyst Center

112

Cisco Catalyst Center 2.3.7X .



Catalyst Center GUI

1 [System] > [Settings] > [External Services] > [Destinations] > [Email]
2 [Primary SMTP Server]
« [Hostname/IP] SMTP IP
* [Type]
* [Port]
25
* [Username] SMTP
* [Password] SMTP
3 [Secondary SMTP Server]
* [Hostname/1P] SMTP IP
* [Type]
* [Port]
25
* [Username] SMTP
* [Password] SMTP

4 [Senders and Receivers]
* [From]
* [To]

* [Subject] 200

5 [Test]

[Test]
SMTP Catalyst Center SM TP configur ation test email
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Syslog .

6 [Save]
[Cancel]

214 152

Syslog

Catalyst Center Syslog
Catalyst Center  GUI Syslog
1 [System] > [Settings] > [External Services] > [Destination] > [Syslog]
>> > >

2 [Syslog]

« [Name] Syslog

« [Description] Syslog

 [Hostname/IP]  Syslog IP
« [Port] Syslog

« [Protocol] TCP UDP

Syslog [Addition] +
[Name] Syslog

[Description] Syslog

[Hostname/IP Address] IP
[Port]

[Protocol]

© o ~N oo o b~ w

[Validate]

10  Syslog [Save]

Cisco Catalyst Center 2.3.7X .




[Cancel]

Syslog
214

Catalyst Center SNMP

Catalyst Center GUI SNMP
1 [System] > [Settings] > [External Services] > [Destination] > [SNMP]
2 [SNMP]
3 [Add]
4
 [Name]

« [Description]

* [Hostname/IP Address] SNMP IP

[Hostname/IP address]  IPv6

* [Port] SNMP

* [SNMP Version] SNMP
* [SNMP V2C] SNMP 2C
« [SNMP V3] SNMP 3
. Username
* [Mode]

« [No Authentication, No Privacy]

* [Authentication, No Privacy] [Authentication Type] SHA MD5
[Authentication Password] [Confirm Authentication Password]

. Cisco Catalyst Center 2.3.7X



5 [Save]

« [Authentication and Privacy] [Authentication Type] SHA MD5
[Authentication Password]  [Confirm Authentication Password] [Privacy
Type] AES128 DES [Privacy Password] [Confirm Privacy Password]
[Event Notifications] 1
SNMP [Platform] >
[Developer Toolkit] > [Event Notifications] SNMP
SYSTEM

Cisco Catalyst Center 2.3.7X .
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* ROI

* SWIM

[Reports]

[Reports]

151
152
156
159
162
166
169
172
175
178
182
185
aWIPS 189
192
194
197
201
204

Cisco Catalyst Center

2.3.7.x




Catalyst Center [Device Inventory]
[Provision] >
[Inventory]
1 [Reports]
2 [Run Your First Report] [Start]
[Report Templates]
14 : [Report Templates]

All Data All Data

= = =

= =) = (=)

(= (3] =3 = (=] |

= = =3 = = =
3 [Report Templates]
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PDF CSV TDE JSON

[Preview]

[X]
[Generate]

[Generate]

[Generate a New Report] [Let's Do It]
[Workflows] > [Generating a New Report]

[Select Report Template]
[Template]

[Next]

[Setup Report Scope]
[ReportName] [Scope]

[Setup Report Scope] [Template Group]

[Next]

[Select File Type]
[File Type]
* PDF

Cisco Catalyst Center 2.3.7X .




« CSV
* Tableau Data Extract
*« JSON

[CSV] [JSON] [Tableau Data Extract]
JSON Tableau Data Extract

11 [Schedule Report]

12 [Delivery and Notification]

15 : [Delivery and Notification]

Delivery and Notification

(O None

© Email Report

© As alLink

i::) As an Attachment @

[Fields] Csv

[Next]

MNote: Report cannot be sent as an attachment if the file size is greater than 20 MB. A

link will be sent instead.

Email Address(es)*

Add Email

Send updates on report generation status change: *

(0 When the report added into queue
tarts

(0 When report generation proc

(0 When report generation process completes

Mo Webhook configurations available to select.

Click here to configure a webhook.

* [None]
« [Email Report]
SMTP

[Email] SMTP
Services] > [Destinations] > [Email]

. Cisco Catalyst Center 2.3.7X

GUI
[System] > [Settings] > [External



* [Link]
[Reports]  [Generated Reports]

20
Enter Catalyst Center
« [Attachment]
PDF 20 MB 10
Enter Catalyst Center
Catalyst Center
« [Webhook Notification] URL URL

[Subscription Profile]

GUI  [Webhook]
[System] >
[Settings] > [External Services] > [Destinations] > [Webhook]

In Queue In
Progress Success GUI

13 [Summary]

[Generate Report]

14 [View all Reports]

[Generated Reports]

Cisco Catalyst Center 2.3.7X .




[Generated Reports]

[Inventory]

1
[Report Templates]
2
16: AP
=
==
3

. Cisco Catalyst Center

204

[AccessPoint] AP

Catalyst Center [Device Inventory]
[Provision] >

[Reports] > [Report Templates]

[Report Templates]

Generate a Flexible Report

[
@
@
@

2.3.7.x



10
11

12
13

14

[X]

[Generate]

[Generate a New Report]

[Select Report Template]

[Template]

[Next]
[Setup Report Scope]
[Report Name]

[Setup Report Scope]

90

[Next]
[Select File Type]

« PDF
. CSV

* Tableau Data Extract

* JSON

[Let's Do It]

[Don't show this to me again]

[Template]

[Scope]

[Template]

[File Type]

[CSV] [JSON] [Tableau Data Extract]

Tableau Data Extract

[Next]
[Schedule Report]

[Delivery and Notification]

* [None]

Cisco Catalyst Center

[Generate]

[Time Range]

AP

[Fields] CSV JSON

[Next]

2.3.7.x .




* [Email Report]

SMTP GUI
[Email] SMTP [System] > [Settings] > [External
Services] > [Destinations] > [Email]

*[Asalink]
[Reports] [Generated Reports]

20
Enter Catalyst Center
* [As an Attachment]
PDF 20 MB 10
Enter Catalyst Center
Catalyst Center
« [Webhook Notification] URL URL

[Subscription Profile]

GUI  [Webhook]
[System] >
[Settings] > [External Services| > [Destinations] > [Webhook]

Catalyst Center

* In Queue
* In Progress

e Success
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15  [Next]
16 [Summary]

[Generate Report]

17  [View the Generated Reports]

[Generated Reports]
[Generated Reports]
204
[Audit Log]
Catalyst Center [Device Inventory]
[Provision] >
[Inventory]

1 [Reports] > [Report Templates)

[Report Templates]
2 [Report Templates]

Cisco Catalyst Center 2.3.7X .




17:

Generate a Flexible Report

=]
E2
3
4 [X]
5 [Generate]
6  [Generate a New Report] [Let's Do It]
[Don't show this to me again]
7 [Select Report Template]
[Template]
[Template]
8  [Next]
9  [Setup Report Scope]
[Report Name] [Scope]
[Time Range]
[Setup Report Scope] [Template]
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[Next]

10 [Select File Type]

Catalyst Center [File Type]
*CSV
*+ JSON
[CSV] [JSON] [Fields] [CSV] [JSON]
11 [Next]
12 [Schedule Report] [Next]

13  [Delivery and Notification]
« [None]

« [Email Report]

SMTP GUI
[Email] SMTP [System] > [Settings] > [External
Services] > [Destinations] > [Email]

* [Link]
[Reports]  [Generated Reports]

20

Enter Catalyst Center

* [Attachment]

PDF 20 MB 10

Enter Catalyst Center

Catalyst Center

Cisco Catalyst Center 2.3.7X .




« [Webhook Notification] URL URL

[Subscription Profile]

GUI  [Webhook]

[System] >
[Settings] > [External Services] > [Destinations] > [Webhook]
InQueue
InProgress Success GUI
14 [Next]
15 [Summary]
[Generate Report]
16 [View the Generated Reports]
[Generated Reports]
[Generated Reports]
204
Catalyst Center [Device Inventory]
[Provison] >
[Inventory]
1 [Reports] > [Report Templates)

. Cisco Catalyst Center 2.3.7X



~

[Report Templates]

[Report Templates]

18:

Generated Reports Report Templates Usage Insights

All Generate a le Report
Al Endpoint Analytics

Access Point

Audit Log Glient Glient Glient Glient Glient Glient
Busiest Client Client Detail Client Roam Client Session Client Summary Client Trend
I Client Events
Version - v1 Version - v1 Version - v Version - v1 Version - v1 Version - v1
Compliance
This client report This client report This client events This client se This client report This ciient report

view provides client
count trend and
client traffic trend

busiest clients by

" view provides report view report view
provides list of
events based on

Gonfiguration Archive detailed information

about the fist af

provides detailed
information about

usage, ™ bytes ar

Eox X bytes. fents that are the wireles for the given time
in the network se: seenin that are seen in the oeriod

Executive Summary

Group Communication ... Generate Generate Generate Generate Generate Generate

Group Pair Communicat

Inventory Cllent Client
Top N Summary Unique Clients
Licensing And Users..
Version - v1 Version - v1
Long Term
This client report This client report
view provides Top view provid

Network Devices *
Locatians by Client

fents and users

. count and Tap summary, also
Rogue and awiPs Locations by Poor breakdowns by
Glient Health orotocol. vendor.
swim (=9 (o)
Security Advisories Generate Generate
Telemetry .
°
°
.
.

[X]
[Generate]

[Generate]

[Generate a New Report] [Let's Do It]
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[Don't show this to me again]

7 [Select Report Template]

[Template]

[Template]

8  [Next]
9  [Setup Report Scope]

[Report Name] [Scope]

[Setup Report Scope] [Template]
90

[Next]

10 [Select File Type]
[File Type]
« PDF
* CSV
* Tableau Data Extract
* JSON

[CSV] [JSON] [Tableau DataExtract]
Tableau Data Extract

11 [Next]
12 [Schedule Report]

13 [Delivery and Notification]
* [None]

* [Email Report]

SMTP
[Email] SMTP
Services] > [Destinations] > [Email]

. Cisco Catalyst Center 2.3.7X

[Time Range]

[Fields] CSV  JSON

[Next]

GUI
[System] > [Settings] > [External



* [Link]
[Reports]  [Generated Reports]

20
Enter Catalyst Center
« [Attachment]
PDF 20 MB 10
Enter Catalyst Center
Catalyst Center
« [Webhook Notification] URL URL

[Subscription Profile]

GUI  [Webhook]

[System] >
[Settings] > [External Services] > [Destinations] > [Webhook]

InQueue
InProgress Success GUI

14 [Next]
15 [Summary]

[Generate Report]

16  [View the Generated Reports]

Cisco Catalyst Center 2.3.7X .




[Generated Reports]

[Generated Reports]
204
Catalyst Center
[Compliance]
1 [Reports] > [Report Templates)
[Report Templates]
2 [Compliance]
19:
=
(=]
(=)
3
4 [X]
5 [Generate]
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6  [Generate a New Report] [Let's Do It]

[Don't show this to me again]

7 [Select Report Template] [Template]

8  [Next]
[Setup Report Scope]

9  [Report Name]

10  [Scope] [Compliance Status] [Compliance Category] [Device Family] [Device
Type]

[Setup Report Scope]

11 [Next]
12 [Select File Type]

Catalyst Center [File Type]
- PDF

* CSV
* JSON

[CSV] [JSON] [Fields] [CSV] [JSON]

13 [Next]
14 [Schedule Report] [Next]

15 [Delivery and Notification]
* [None]
* [Email Report]

SMTP Catalyst Center
[System] > [Settings] > [External Services] > [Destinations] > [Email]

* [AsaLink]
[Reports]  [Generated Reports]
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16
17
18

19

20

Enter Catalyst Center
* [As an Attachment]
PDF 20 MB 10
Enter Catalyst Center
Catalyst Center
« [Webhook Notification] URL URL
Catalyst Center

[System] > [Settings] > [External Services] > [Destinations] > [Webhook]

Catalyst Center

* In Queue
* In Progress

e Success

[Platform] > [Runtime Dashboard] > [Event Summary]

[Next]
[Summary]
[Generate Report]

[View the Generated Reports]
[Generated Reports]

. Cisco Catalyst Center 2.3.7X
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~

(o)

[Generated Reports]

[Reports] > [Report Templates)

[Report Templates]

[Configuration Archive]

20:

Report Templates

. .
C::h:guvauun Archive %
o 8
[X]
[Generate a New Report] [Let's Do It]

[Don't show this to me again]

Cisco Catalyst Center

[Generate]

2.3.7.x

Generate a Flexible Report




7 [Select Report Template] [Template]

8  [Next]
[Setup Report Scope]

9  [Report Name]

10 [Scope] [Category]
[In band] Catalyst Center
[Out Of Band] Catalyst Center

11 [Device Family]  [Device Type]

[Setup Report Scope]

12 [Next]
13 [Select File Type]

Catalyst Center [File Type]
« PDF

* CSV
* JSON

[CSV] [JSON] [Fields] [CSV] [JSON]

14 [Next]
15 [Schedule Report] [Next]

16  [Delivery and Notification]
* [None]
* [Email Report]

SMTP Catalyst Center
[System] > [Settings] > [External Services] > [Destinations] > [Email]

 [AsaLink]
[Reports]  [Generated Reports]
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17
18
19

20

20

[Enter] Catalyst Center
« [As an Attachment]
PDF 20 MB 10
[Enter] Catalyst Center
Catalyst Center
« [Webhook Notification] URL URL
Catalyst Center

[System] > [Settings] > [External Services] > [Destinations] > [Webhook]  [Webhook]

Catalyst Center
¢ In Queue
* In Progress

* Success

[Platform > Runtime Dashboard > Event Summary]

[Next]
[Summary]
[Generate Report]

[View the Generated Reports]

Cisco Catalyst Center 2.3.7X .




[Generated Reports]

[Generated Reports]
[End of Life (EoX)]
EULA Cisco
Catalyst Center Administrator Guide Accept the License Agreement
* Cisco CX Cisco

Catalyst Center Administrator Guide  [Update the Machine Reasoning Knowledge Base]

. Catalyst Center [Device Inventory]

[Provision] > [Inventory]

1 [Reports] > [Report Templates)
[Report Templates]

[Report Templates]

w

[X]
4 [Generate]

. Cisco Catalyst Center 2.3.7X
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10
11

12

21: EoX
/;‘\
[Generate a New Report] [Let's Do It]
[Don't show this to me again]
[Select Report Template] [Template]
[Template]
[Next]
[Setup Report Scope]
[Report Name]
[Scope] [Device Type] [Location]

[Setup Report Scope]

[Next]
[Select File Type]

Catalyst Center [File Type]
* PDF

* CSV

* Tableau Data Extract

[CSV] [Tableau Data Extract] [Fields]
Extract]

[Next]
[Schedule Report]

Cisco Catalyst Center 2.3.7X
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13 [Next]
14  [Delivery and Notification]

* [None]
« [Email Report]
Catalyst Center GUI  [Email] SMTP
SMTP Catalyst Center

* [AsaLink]
[Reports]  [Generated Reports]

20
Enter Catalyst Center
* [As an Attachment]
PDF 20 MB 10
Enter Catalyst Center
Catalyst Center
« [Webhook Notification] URL URL
Catalyst Center Catalyst

Center GUI  [Webhook]

Catalyst Center

 In Queue

* In Progress

. Cisco Catalyst Center 2.3.7X



15
16
17

18

e Success

GUI

[Next]
[Summary]
[Generate Report]

[View the Generated Reports]

[Generated Reports]

[Generated Reports]
[Executive Summary]
Catalyst Center [Device Inventory]
[Provision] >
[Inventory]
[Reports] > [Report Templates)
[Report Templates]

[Report Templates]

Cisco Catalyst Center 2.3.7X .




22:

Generated Reports  Report Templates

Al

Al Endpoint Analytics
Access Point

Client

Compliance
Configuration Archive
EoX

Executive Summary
Inventory

Licensing

Long Term

Network Devices
Rogue and aWIPS
SWIM

Security Advisories

Telemetry

[X]

[Generate]

[Generate a New Report]
[Select Report Template]

[Template]

[Next]

. Cisco Catalyst Center

Usage Insights

Executive Summary

[Template]

[Let's Do It]

2.3.7.x

[Generate]

Generate a Flexible Report



8  [Setup Report Scope]

[Report Name] [Scope]

[Setup Report Scope] [Template]
90

[Next]

9 [Select File Type]
[File Type]
« PDF
* CSV
e Tableau Data Extract
+ JSON

[CSV] [JSON] [Tableau DataExtract]
Tableau Data Extract

[Next]

10 [Schedule Report]

11 [Delivery and Notification]
* [None]

* [Email Report]

SMTP
[Email] SMTP
Services > Destinations > Email]

« [Link]
[Reports]  [Generated Reports]

Enter

« [Attachment]

Cisco Catalyst Center

[Time Range]

[Executive Summary]

[Fields] CSV JSON

[Next]

GUI
[System > Settings > External

20

Catalyst Center

2.3.7.x .




PDF 20 MB 10
Enter Catalyst Center
Catalyst Center
» [Webhook Notification] URL URL

[Subscription Profile]

GUI  [Webhook]

[System] >
[Settings] > [External Services] > [Destinations] > [Webhook]

InQueue

InProgress Success GUI

[Next]

12 [Summary]
[Generate Report]

13 [View the Generated Reports]
[Generated Reports]

[Generated Reports]
204

[Inventory]

. Cisco Catalyst Center 2.3.7X



Catalyst Center [Device Inventory]
[Provision] >
[Inventory]

[Reports] > [Report Templates]
[Report Templates]

[Report Templates]
23:

Generated Reports Report Templates

Al Generate a Flexible Report

Al Endpoint Analytics
Access Point

Audit Log '
All Data All Data Version 2.0 Port Reclaim View

Client

Compliance T

Configuration Archive " ! . B f D D
cox istibution of =)

Executive Summary

Group Communication Summary
Group Pair Communication Analytics
Inventory

Licensing

Long Term

Network Devices

Rogue and aWIPS
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