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ManagementIPNetmask

Ry MiE 10 BERROEHIP Y7 %y b (IPv4 2 IPv6) .

ManagementIPGateway

BHRy NU—2 FOF— R 7 A1P IPvACIPV6) , 7 KL R
IZBIFERBETHIMNERHY £, £ THRWEE, A1 VA h—
SR L ET,

ManagementVIP

Crosswork VM D& B AH 1P,

DataIPAddress

VM OF—% 1P 7 KL A (IPv4 < IPv6) .

DataIPNetmask

Ry MMbE 10 BEEROTFT—Z 1P 7% b (IPv4d R IPv6) .

DataIPGateway

T—H Xy NT—7 EOF—F =4 1P (IPv4<CIPV6) ., 7 KL
AIIBIFERRECTHOIMENHV FT, £ THRWGA, A VA b—
JTREE U E,

DataVIP

Crosswork VM O 5 — Z {48 1P,

DNS

DNS H—_—®D P 7 RL & (IPv4 R IPv6) . 7 R L R IZHEFR]
RETHAIVENRHY T, T TRWIFEE, £ A F—Lidkik
Li—é‘o

NTP

NTP % — =D 7 RV AL 134, 7 FUAIFEERETH D
MR EH Y EF, €9 TRWEGEAE, 4 A M—/WTRILET,

DomainName

VM IR SN D FAA 4,

TY—+TFYTTL—FDA VR =)L .-_



B oxr—nissr—smEons

JY—r7vIFIL—FDI VR =0 |

INS A=A Z ERBA
CWPassword Cisco Crosswork (212 7' A LT B 720 D/N AT — K, VM OFRERF
L. L FNOSRMEERT- T2 A Y — RERELET,
e NMAT—RNIX8XFLEE L, RIUF, /ILF, BT, B&L
WhH7e &b 1 DO T2 EDDHLENH Y £77,
Ny I ATy (), SR/ () ZESIA/SF (M) 1. FF
BT LTHERTEERA,
« FEEICH > TV D HEEICU 2 AT — K ( TPa55wOrd! | 72
E) OFERITET T &, R NA Y — RI3EAEZ -
LTCWETN, MEssTh v, FFrsienizd, VM Ot >
r7 oy FITRE L £,
VMSize VM DA X, Crosswork Workflow Manager >/ U = —3 3 > D&
DOEFEE., Twxm e 77 A VERELET,
VMName VM D44 i,
NodeType VM DX A T HpRLET, [INA Ty K (Hybrid) ] Z&R L E
R
IsSeed [True] W—%ﬁ‘ﬁiﬂbi#o
InitNodeCount fEx LITRELET,
InitMasterCount fEZ 1ICRELFET,
BackupMinPercent Ny TP T T _—F a4 XL LTHERAENS, 5—#
FA AT BERBROR/NA— T =, T 744 MEIX3STT (B
eI 1 — 80)
BIOAENHELES R WRY . T 7 40 MEEEH L T 7ZE0,
GE)
BAEHN T2 7T T R—=T 4 va v A ZTECETR S
FI, ZONRT A= IIR/MEEZERLET,
ThinProvisioned K%@F}ﬁfli\ [False] i{f%&ﬁiﬂbij—o

B oV +7yFIL—FDIYR =



| 2U—Fr79FIL—FDA VR =)L

1oz h=nii5x—siEnnE [

NS A—H %

B

SchemaVersion

WR~=7 2 A NAF—~DX—=g 2T, 20T L —
NCHEATDHIA A —=FDONN—=Ta VERLET,

AX—< D= 73 UL, cisco.com DA A F—F Y — )LDV
TFLTF T L— Ml oTRy r—IfbEns3— 3 Zxs
LTWARMERHY £, T 7L —hOBEHZIV Y —RAT LI
ERINDREERH H72D, Wi, BT 2V UV — XA CTRkx
NOET 7NV EOT T L— b EHLWT 7 L— N EERT
HRENH Y 9,

LogFsSize

0 R—=F 4 a A X (KA FENLD) . F/MEIX20GB,
BB 1,000 GB T,

THDOEFIZTHE, T 74 ME (20GB) NEREINFET,

EnableSkipAutoInstallFeature

[BE)A A b—/v & A% > (skipautoinstall) ] &~—27 &N T
WAHRy Rk, o7 7Y r—ya CERER Yy RBFRIIZ
FORLZAWVERY . EEfShEHA, 7740 ML, (False] T
j‘o

Crosswork Workflow Manager ¥ U = — 3 3 Y EBHOGA L, %
[True] \CRRET HDMENDH Y F7°,

GE)
CZERDEFIITBHE, T 7 AN ME ((False]) DERINE
R

c ZONRTA=FF, XFHIEEF AT L0, HaenrRb
CHG I THWET,

EnforcePodReservations

Ry ROF/NDOY ) —AFREEHLES, ZZ2ADEFIZTSEE.
F 74V ME (1truel) BBIRENET,

ZORTA=HE, LFIHEZFIA 5720, EEabd H
SURTFCHVET

K8sServiceNetwork

kubernetes —E 2%y KT —27 D%y hT—7F KL A, F7 4
Jb hClk, CIDR &iPHIX T/16) [EE T,

K8sPodNetwork

kubernetes N> R U —7 DRy "I —F7 T KL A, 574V
kCi%. CIDR &ipHi% 1/16) EE T,

TY—+TFYTTL—FDA VR =)L .-_
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IY—+7yTTL—FDA VR =L |

INSA—H %

B

IgnoreDiagnosticsCheckFailure

ZWTF = v IR LA DU AT A E R ET BT HIfE

ASNET, (False] ITHET DL, BT = v 7 BT — %i&i
LGB, A AR UFEKTLET, (Truel KERETHE, 2
Wi = v 7 3 S, £ A M=V FITLET,

F 7 3 )b MEIX (False] T9, v AaTlL, EBEEREICA A

=3 B84, FITEZ (False] DEFIZLTEL Z 2 E
HLET, ZORETA VA P—ARKRRT D55, V22D
AP w— T ANRY T AW EDE < f_éb‘o

ZDORTA=ZIE, LTFHIWEEFF T 5720, fExniebd E
SUHTFCHWE T,
GE)
e/ 77 AL (diagnostic stdout.log B LW
diagnostic stderr.log) &, Narllogic®H v £9, £2
Wr D EATRER T, /homelcw-admin/diagnosis report.txt O~ 7
AMRFENE T,

e diagnogticall =~ > RZHH LT, N HHIZ2Wr &2 T8 THe:

« diagnostic history =~ > R4l LT, LAEiOT A b LRk —
FNERRLET,

ManagementVIPName

Crosswork VM D& BAR IP D4 i, ZAULDNS & ZH LT
Crosswork DEFLVIP IZR|ET A= DIMEH I NLE AT > 3 o
TA=ZTT, ZORTA—=ZEMEHT 555, Xfi7d 5 DNS L
22— K73 DNS B ——IfFET D2 RMERH D £,

DataVIPName

Crosswork VM D7 — Z (AR 1P D447, Z4UiZ DNS 4 &/ LT
Crosswork D7 — % VIP IZE|FET A2 DIERH SN AT a b
RTA—=HTT, ZONTA—=FEFHT LA, *Hi9 2% DNS
L 2— R DNS = N—{ZFETHLERNH D £7°,

B oV +7yFIL—FDIYR =



| 2U—Fr79FIL—FDA VR =)L

1oz h=nii5x—siEnnE [

NS A—H %

B

EnableHardReservations

VMCPUBLOAEY 707 7 A VO TROBEHEZRELET,
ZHFA T a rDRT A=ETHY | BFIRMICHEE SNV
Gy T 74V ME (true) T, ZO/RT A—H T, XFHME%E
TR 2720, a7 63 “H AT CHVWET,

[True] ICRRETHE, VM DU Y —2 03 ERICiRE S nE 1,
ZOIWREETIX, CPUZ T, AE V., FZIXCPUYA Z LN +4y
BPEE. A VA M—LITRIL £,

[False] ICFRET D E (TARA VA M—IVDIGEIZDOIRERE) .
VM DY YV —RA IR b7+ — MRS ET, ZORET
1L, RH372CPUaT BRI 4 —<v L R BE B 2120, (v
ARN—=APRRMLTZDTHAEERH Y 7,

ManagerDataFsSize

ZDONRT A =21, Docker{ VA =TV —)LEFEHLTA A
=T BEAICOREH SN E T,

Crosswork / — RDT —XFT 4 A7 P A XxELET (FH A b
BEAD) . ZHIEA T aronRT A—2ThD | ARMIZIEE S
NIRWGA, T 7 40 MEI 485 T (2072 %iPH 1T 485 —
8000) ,

ORI NRWIRY | 7740 MEZEA L T30,

RamDiskSize

RAM 5 4 A7 DY A R,

ZONFGA=BETHRA AN NVOBRIMERENET (fHIX2
UEIZTHMENSHY £97) , raMpisksize (B 1 LS OENFRE
SNTWABEE . HSDatastore 1'[E@i1%ﬁﬁ éﬂi‘ﬁ_‘/\/o

TY—+TFYTTL—FDA VR =)L .-_
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IY—+7yTTL—FDA VR =L |

INSA—H %

B

Timezone

A LY=oz ANNLET, AR, FEHETANA 1TZ) 2 A A
V=% (BGE) 1T HXERH Y £3 ([ America/Chicago] 72
E) o ARNITFINETH L7720, HEN2 6T HE5| HRF CH
HET,

IANA O TZ # A LY — 24O A M, https://data.iana.org/
time-zones/tzdb-2021a/zone1970.tab CHEFR TX £ 97, 7=, [EED
Ubuntu 2> K74 U TIRO L IIZATILTY A M ERRTHZ
LHTEET,

timedatectl list-timezones
COHETDTZLZA LY =V DREFTF T a T, 2D
T4V REZEAOEEICTDHE, VM X, 2 —H /L NTP $—
N—DEEIRE L ORI AT A7y 7 2R ELET, VA
TAhZ a7 L, NTPH—"—DUTC 1 haLalHLET,
UTC 2725 &L, Xy NU—7 BKRTHEE /R —"—F A LD
RN SNE TR, a—h L F A 5 —°DST OFE 4T
DI O, MERICNTP 7' ha LOEEZOVWTORY v—
MNEFZSNTWRWIRDY , Zo—sLipxry b U — 7 BN EHE
WZRDAMREMENR H Y £, ZHICET 2~ 171220 Tk, [Use
Best Practices for Network Time Protocoll] Z#Z& M L T 72 & W,

#%T,IANA D [TZ] ZA LS — A5 FHTAHZ LTSS
IZ. CONCH—R_R—VMDa<wr RIA4 2FEHALT, ROLIIC
BRETXET,
1. CNCH—R_R—VM Davwr R4 NT7 78X LET,
ssh cw-admin@VMIPaddress
2. BHa—WPUVEBELET EEHASRRU—-FOANEZRD
LNDHEERHY ET) ,

sudo su

3. BRLEZIANATZAZHALT, ML~V ERELE
T,

timedatectl set-timezone TZName

4 BEDZIFANLNIZ L EHBLET,

timedatectl status

VMware /\5 A —4

VMware B ZF8ET 55 61X, VMware GUL 73 3 £ 721% VMware 7 > 7 L— K TR D
INTGA—H BT HMLENDH Y F7,

B oV +7yFIL—FDIYR =


https://data.iana.org/time-zones/tzdb-2021a/zone1970.tab
https://data.iana.org/time-zones/tzdb-2021a/zone1970.tab
https://www.cisco.com/c/en/us/support/docs/availability/high-availability/19643-ntpm.html
https://www.cisco.com/c/en/us/support/docs/availability/high-availability/19643-ntpm.html

| 2U—Fr79FIL—FDA VR =)L

1oz h=nii5x—siEnnE [

R 5:VMware GUI E =137 T L—bDINS A—4

NS A—HBZ

B

VCenterAddress

vCenter IP F7-1ZH- X M,

VCenterUser

vCenter |21 7' A L3 B 1= DIT B/ o — A —4,

VCenterPassword

vCenter (212 7' A T B2 DITMBE/R/NAT — |,

DCname

HHT L7 =28 22—V Y —AD4Hi,

@ﬂ . DCname = "WW-DCN-Solutions"

MgmtNetworkName

VM OEBLA X — T = A A TEERET D vCenter % v U —7 D4
ﬁ_ﬁo

ZDOFR Yy U= 1% VMware IZT TICHFEEL TV ARLERH D £
T, FHELRWEGA, A VA M= VIRl £7,

DataNetworkName

VM DT —H A B —T = A AT 5 vCenter v b T — 27 D
ZA(IR

ZOxRy FU—271% VMware IZT TITFEL TWDOMERH D F
T, FELRVEA, A VA F—TEKLET,

AA N (Host)

VM M JEBA & 415 ESXi A" A b E 721 vCenter VM/ Y YV — R 7 )L—
T DL (D]

B1IOF T a N, RAMDIP £I34RT AT Z LT
(TRTORAIRT—F X —DFIZHLILERHY ET) |
RARNBFT—ZE L Z—HND VM O FIZHLHHATE. VM 4 D5
ZIRELET (ZOVMHNOTRTORA MPREIRENET)

FoOFT v a kYA N—TEERT S LT,
DEAIE, TN SAEIRET B UENRH Y ET,

5] : Host = "Main infrastructure/Resources/00_ trial"

Datastore

ZORANERITY Y =R T N—TTHEMRERT — 2 A N T 4,

Wl O T aiE, FA MO IP £RIIA4FIZEHRTHZ LT
T, F20Lx T a it VY —RTA—TERFERTHZ L TT,

fiil : patastore =
"SDRS-DCNSOL-prodexsi/bru-netapp-01_FC Prodesx ds 15"

HSDatastore

SOFRANEREY Y — AT A— T T AT T — X A
70

BIRT —H 2 BT 2l LanGaid, 7—2 2 b7 LR LEIC
WELET,

TY—+TFYTTL—FDA VR =)L .“



IY—+7yTTL—FDA VR =L |
. vSphere % {3 F L 7= VMware T Crosswork D > X k—JL

NS A—B% BL)]

Cw_VM Image vCenter @ Crosswork VM A A — 3 D4 Hil,

TOMHEIZ, A VA N—F Y= LDOETHIIF S a v LTRE
XNDHTED, T T L= 77 A NVTRETHHLEITIH Y FHA,

HostedCwVMs ESXi RA FFEZIFY V—RIZL-oTHRA IS VM D 1D,

TATIRBE YT ING A—4

TaT VAL 7 BRERET 2HAE, FH, F—4, BEIUDNS /87 A —2D IPv4 &
IPv6 Ol T OEZFRET HLENDHY £97,

® ManagementIPv4Address, ManagementIPv6Address
® ManagementIPv4Netmask, ManagementIPv6Netmask
® ManagementIPv4Gateway, ManagementIPvé6Gateway
® ManagementVIPv4, ManagementVIPv6

®* DataIPv4Address, DatalPv6Address

®* DataIPv4Netmask, DataIPv6Netmask

®* DatalIPv4Gateway, DatalPv6Gateway

® DataVIPv4, DataVIPv6

®* DNSv4, DNSv6

vSphere Z{# F3 L 7= VMware T® Crosswork D1 > X k—
L

VMware vSphere =—H—A L F—7 = f A% L TH—® VM (T Crosswork % B3 212
. ROFNEIZTENE T,

IR BHHIIZ
WONEBEZHR LTI,

c A VA PO (1 =) THRPASNTWD Y —7 71— L REIOIREFHITH
]‘E[./‘/Cl/\%)o

oI L72 VMware IR A 28, N— R =7 O 3 2—) BLO VMware DA > A
M= VB (4 =) THRESNTWAERLZE- LTS,

e Xy NU—IN, 3y =28 (62—) THESNTWATXTOEM|AHT-
TEIHICEREINTND

B oV +7yFIL—FDIYR =



| 2U—Fr79FIL—FDA VR =)L

ATvT1

ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

vSphere % {# i L 7= VMware T® Crosswork D1 >~ X k—JL .

c RARBIOT NS ZDR— FRN EHAR— FOEME (9 X—2) BIO T/, ZADR—
FEME (10 X—) THESN TV DERZREZT LI ICRESNATND

e A VA PR TA=HEDOINE (13 2—) THEEESNLTWAD L HIT, BERTT
DA A M—)VEZHEF L TWND

)

EB ZORMEYITRLTWDH T a—R7 7 A VAE, BRSNS AREERH D 3, KHr
N— 3 E, 77 7Y T https://software.cisco.com/download/home {27 2 2 A L, [Crosswork
Network Controller]>[3RXT®D ') I)—R (AllRelease) | Z T2 Z & THICHERTE £7,

FIE

Crosswork —/X— & L CEAT A TED~ T 12, VMware ESXi DV R— FENTWNWAER—=T g U %
A A= LET,

Cisco Software Central 2>, Cisco Crosswork 77 v b7 4 —ADFEHF/ A=V a L DOA A=V 7 7 A )b
cnc-workflowmanager-single-node-deployment-7.2.0-45.0ova %, RV AT A EDRA K L—
OGN T e— RKLET,

VMware ESXi % 3T L C VMware vSphere Web 7 74 7 > hMw 74 LET, EflloFvsr—va v
U4 RUT, VM & BT 2 ESXi AR A M AR L £,

vSphere Ul C, [fRRX k (Host) ]>[5&%E (Configure) |>[®v kT —F >4 (Networking) ]>[{R#EX
4 F (Virtual Switches) 1 IZBEIL, VM D ULIZT 7 AT H7-DIMEHTE L Y U —27 DR
BAL v TFEZBRLET, (REAA T T, [#RE (Edit) 1>[EF2UT 1 (Security) [ZiERL, &K
D DVS R— h I N—TFTa "7 ¢ B L £,

o [7'm I AF¥ ¥ AE— R (Promiscuous mode) ] % [E# (Reject) 1 IZFREL E T

* [MACT RL ADZER (MAC address changes) ] % [fE#5 (Reject) IR TE L 9

RETHR L. T2y P =2 IHHSNDEBAA v FIT LT rb 22 ) IKLET,

Iy N — I RENEHZEZ L TNWDZ LR LET,

B Ay NU—7 LT =23y NT—JIEAT 23y NU—Z BB A MIERINTWNWD Z & 2R
LET, A2 27 AR RAF—AIZHEK L THR—FE2ZITTLEEN,

[72 3> (Actions) |>[OVFT > FL— rDER (Deploy OVF Template) ] Z3#R L £,

EFE
5 7 # /L kO VMware vCenter @@Fﬂﬂ&/l’ AT T MI1545 T, BEYIZ vCenter ¥ A LT 7 M1 5
ELRERELTVMIZZ — MARFRRICZR D £9, ZhEBHSIE, BRAZ IP7 RLA, F—ho=x

A DNS Hr——72 &) Z23EAL, HhzeTIEe<AT LT\ VMware #§5% D R 2 AT E 5 & 9
T eaB@dLET,

TY—+TFYTTL—FDA VR =)L .“
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IY—+7yTTL—FDA VR =L |
. vSphere % {3 F L 7= VMware T Crosswork D > X k—JL

ATFvF1  VMware ® [OVF7 > 7 L — hDJER (Deploy OVF Template) |17 « > RUNER S, KOO FIED [1
-OVF7 7' L— &R (1 - Select an OVF template) | B5EFHAFR R INET, [7 7 A /L DR (Choose
Files) 1#7 Vw27 L, OVAA A=V 7 7 A NVEX T a— RRLIEGMICBH L T7 7 A LV ZEIRLE
T BIRTDHE, 77 ANANRY 4 RUICFERINET,

ATvT8 [R~N (Next) 1227V w27 LEd, [OVF7T 7L — hDER (Deploy OVF Template) ] 7 4 > RUMNHE
I, [2-400E 74V FDEIR (2 - Select a name and folder) | NHFHERINFE T, AHiIEZ AT L.
YER T % Cisco Crosswork VM D ZNENDT — X X —Z @I L ET,

Cisco Crosswork D/ N— g L & BV RESEZABNCED D Z & 2 H5E L £9 (Cisco Crosswork 7.2 Build
4870 &)

ATFwFT9 [k~ (Next) 1227V v 27 LET, [OVFT 7L — hDRER (Deploy OVF Template) 17 4 > K7 23 ¥
SN, B-arBa—T 47U Y —ADOEPR (3-Selectacompute resource) | FRIMFE R I FE T, Cisco
Crosswork VM D 7R A k&R L £,

AT FT10 [k~ (Next) 1227V v 7 LE$, VMware vCenter Server 78 OVA Z ik L £4, MRIEIZH 05 T
Ay M=V HEIC K> TRED £9, BAENTE T T D&, [OVFT 7L — FDJEB (Deploy OVF
Template) 17 4 > RUMNEF S, [4- L E2—OFEH (4 - Review details) | 23FHFE RSN E T,

ATvIN JEETDOVF 77— bR LET, ZOMNEMBITZOVE NOIES, BRIZTE EEA,

GE)
IR EA 7V a v EBLOVE NNy r— U0, B TE L5ENEICET 7 72— MR RSN 5GE
NHYET, TNOIT—ENRT 77— NeD T, [ (gnore) 147 a rEBRLTCHLMELY 1
vy

ATYT12 [R~N (Next) |27V v 27 LET, [OVF7F 7 L— hDJERM (Deploy OVF Template) ] 7 1 > K735
I, [5- 742K (5-License agreements) | BNlFAE R SNE T, =0 Fa—HF—F /X
BRIZWR L, FETHHAIZ[TRTOTA v 2A2KICHEET S (Iaccept all license agreements) ]
Frzy IRy 7 AaA A LET, AELRWEAIE, v A3 27 ANY 20X F—LERK L TH
R—REZ T TTEEN,

ATYF13 [k~ (Next) 1227V 27 LET, [OVEF7T 7 L — hDER (Deploy OVF Template) | 7 1 > K728
S, [6-7%E (6- Configuration) | NHEFAR R I ET, HHOREBRELZ TR L 7,

B oV +7yFIL—FDIYR =



| 2U—Fr79FIL—FDA VR =)L

1: BFEREDER

Deploy OVF Template

1 Select an OVF template
2 Select a name and folder

3 Select a compute resource

5 License agreements

6 Configuration

7 Select storage

8 Select networks

Configuration

Select a deployment configuration

@ |Pv4 Network
QO 1PvE Network

O Dual Stack Network

QO IPv4 Network on a Single Interface

QO IPv6 Network on a Single Interface

vSphere % {# A L 7= VMware T® Crosswork D1 >~ X k—)L .

Description
Use IPv4 network stack for
management and data traffic.

CANCEL ‘ BACK ‘ m

ATv T8 [RN (Next) |22 Vv LET, [OVFT > 7 L— FOER (Deploy OVF Template) |7 1 & K23 H
B, [7- A FL—U ORI (7 - Select Storage) | BHFHER R SNET, [AET 1 R 7 JERDZEIR

(Select virtual disk format) | Ky 7Z 7  UA b, N8 TL54 7 a v A#IRLES, 7—7 0

NH, EHTEZT =2 A NTEBRL, TOT 087 ¢ 2R LT, AR A ML —U B0

DT LB LET,

TY—+TFYTTL—FDA VR =)L .“



IY—+7yTTL—FDA VR =L |
. vSphere % {3 F L 7= VMware T Crosswork D > X k—JL

2: X FL—TMER

Deploy OVF Template

+ 1Select an OVF template Select storage

+ 2 Select a name and folder Select the storage for the configuration and disk files
+ 3 Select a compute resource

+ 4 Review details M
+ 5 License agreements

) . Select virtual disk format: Thin Provision
+ 6 Configuration

7 Select storage VM Storage Policy: [ Datastore Default v

Name Capaclty Provisloned Free Type Cluster

B datastores2 21778 166 GB 21778 VMFS 5
& datastore62-hdd-1 164 TB 143 GB 16378 VMFS 6
B datastore62-ssd-1 10978 142 GB 10978 VMFS 6
E datastore62-ssd-2 3715 GB 141GB 37009 GB VMFS 6

Compatibility

v Compatibility checks succeeded.

CANCEL ‘ BACK ‘ NEXT

Gx)

FEBRERAOLEIX, [y 7 7m ey a =7 (Bager Zeroed) (Thick Provision Eager Zeroed) ] 4~
arEBRLET, Zhicky, T4 A7 EEPFEINCED Y THN, REDNRT =< AR5
NET, FRTHEATL2501E, T4 A EREEHNT D720, [ 7 vy s =7 (ThinProvision) ]
AT a EHRLET,

Crosswork i, HH— VM DA VA h—/LT2TB DA 7 a &R —FLTWER A,
ATV T8 [R~N (Next) 1227V w27 LET, [OVF7T > 7 L— FDER (Deploy OVF Template) 17 1 > KU HE
FrEd, [8-Fy hU—27 DEFEIN (8- Select networks) | BFRFAF R INFE T, [t xry hU—7

(Destination Network) | R v 77X 7 U A hinh, HFEHRy NT—27 L5 =2 Xy NU—27 2% 5
WY7exry N —7 ZBIRLET,

B oV +7yFIL—FDIYR =



| 2U—Fr79FIL—FDA VR =)L
vSphere % {# i L 7= VMware T® Crosswork D1 >~ X k—JL .

3: 37y b7 —9 DER (Select networks)

Deploy OVF Template Select networks 5

Select a destination network for each source network
1 Select an OVF template

Source Network Destination Network
2 Select a name and folder
Management Network 10.77.84.0

3 Select a compute resource Data Network DATA-VLAN-101

\ Manage Columns ‘

IP Allocation Settings

P allocation Static - Manual

P protocol

7

8 Select networks

ATYF16 [R~N (Next) 1227V w27 LEd, [OVF7T 7 L— hDER (Deploy OVF Template) ] 7 4 > RUMNHE

S, [9-T T L — DB AL~ AR (9-Customize template) ] 2AFHFAF RSN E T,

a) [EBELx v b7 —7 (Management Network) | DX EXEH L ET, IPT7T KL A, IP Xy h~vRAT
IP7— oA, HEIPT RLA, {RABIPDNS 472 &, IPv4 L7213 IPv6 D EBHICEET D H %
GBIRIZEST) AN LET,

b) [FT—# %> hU—7 (DataNetwork) [iXEZEALET, IPT7T KL A, IPRry h~vAZ | P/ —
FyxA, RIEIP T RLUA, R IPDNS 4472 £ 1Pv4 £ 7213 IPv6 DEBAICEET 2 1A (BT
E->T) AJILET,

¢) [ A AEMDOREB] (Deployment Credentials) | D% E% B L £, [VM 2—%—4% (VM
Username) | & [/XA U — K (Password) ]IZa%4 4+ A2 AN LE T,

G¥)

FEEICH D HFEICEITZ SR T — K ( [Pa55wOrd!] 72 &) OB BICHERI TE 2 /3% — A3 L7e
TSN, 20X 2T — RiL, BYIOKEEF- L TWDIHEALH Y T2, HFHTHD
ERREI, VMOt Y N7 v 7B e LIRS 2 ATREER H Y £, 4 VA =L EIE
TIZSE T S DO, RILF-E/ANTF, 7, Rtz PRI FTREZ2 I FF CHAG 72 8 XC
FLLEDOEMEI XA T — REFEHL T EE0,

d) [DNS #—,3—& NTP #—/3— (DNSand NTP Servers) ] DFZEZEH L 3, EHORE (IPv4 £
721X IPV6) (IS U T, BRSND 7 4 —/V RIZERV £, RO 3 SD7 ¢ —/b FiTHRE AT L
i‘g‘o

«[DNSIP 7 KL A (DNS IP Address) ] : Cisco Crosswork H—/N—"TCfli {92 DNS ¥—/,3—D IP
T RUZ, IPT RLARERD L5813 A=A TRYID £,

TY—+TFYTTL—FDA VR =)L .“



IY—+7yTTL—FDA VR =L |

. vSphere % {3 F L 7= VMware T Crosswork D > X k—JL

e)

g)

« [NTP ¥r—,3— (NTP Servers) ]: 92 NTP #— "—DIP 7 KL AL/ IIHK A M4, IP 7=
IR A NP D DB IF A=A T Y 7,

+ [DNS #:58 K A A > (DNS Search Domain) ] : DNS #5& K A A > D4,

s[4 LYV—> (Timezone) |: ¥ A LY —2 Oz AT LET, 7 7 4/L MEIX UTC TT,

GE)
DNS =/ 8= L NTPH— R —F, KRR Mo BT LRy NT—T A F—T oA AEMHL
TEERRETHIVLERHVET, THLRVE, VMOEREDKHLET,

[7T+4 AU (Disk Configuration) ] DR EZEH L ET, RDOT 4 —/L RITZET2EEATIL
jzjﬂo

sLogfs T4 RO HA4 X

- Datafs 74 R H4 X

s Corefs/IS\—T7 4 a2 P4 X

cERTARIYAX

NPTV TIR—T 143 DRIMAX
T A ATGROT 7 40 FGEL, 1ZEAEORFETHRIELET, v Aa hAS~v— 27 2] <
VA F—ADBIRENTEBEIIDR, REEALEELTLLEE N,

[Crosswork D% E (Crosswork Configuration) | Z BB L, REFHDOT XA & AN LET (=2—
PR CLIIZn /A F5L, ZOTHFAMBRERINET)

[Crosswork 7 7 A % D% E (Crosswork Cluster Configuration) ] % BB L E3, D7 ¢ —/L FIZi%Y
THMEEANTILET,

[VMZ A7 (VM Type) 1: [/ 7V v R (Hybrid) ] Z&#R L £,
o[/ T AZ Y — K/ —F (Cluster Seed Node) ] : [True] &R L £,

* [Crosswork B 5 X 2 {R#8IP (Crosswork Management Cluster Virtual IP]) : ¥ x> FU—
7 OARFEIP # AT L ET,

s [Crosswork B¥ Y 5 X 2 {R#81P4 (Crosswork Management Cluster Virtual IP Name) ] : &2
T NI =7 ORIBIP A v H—T7 = ADDNS KA M EASLET,

* [Crosswork BEIE4 5 X 2 {x#8IP (Crosswork Data Cluster Virtual IP) | : 7—4% % v hU—27 D
RAETP Z NI LET,

* [CrossworkT—#% 49 5 R 2 {x#81P%& (Crosswork Data Cluster Virtual IPName) | : 7—# % v
N —27 ORIP A X —T7 = A ADDNS FA M E AT LET,

[N Ty F/—FEDMEAFL (nitial hybrid nodecount) ]: 1IZERELET,
o[/ — FO#EA# S (Initial total nodecount) ]: 1IZRELET,
« [VM DiHFr (Location of VM) ] : VM O MERES72358T % A1 L E£9,

B oV +7yFIL—FDIYR =



| 2U—Fr79FIL—FDA VR =)L

ATy 11

ATv 718

ATv 719

ATy T2

vSphere % {# i L 7= VMware T® Crosswork D1 >~ X k—JL .

+ [REEIE (Disclaimer) | : REFHOTXFA AN LET (=2—F—RCLIICa /A T5
L. ZOTRAMREREINET) |

o [f A M=% A7 (Installation Type) ]: H.—D VM ERIZITEH S EHA, WThOF = v
IRy T ABF AT LRNTLEE N,

c[BENA A h—LDAX >y THERED A 2N (Enable Skip Auto Install Feature) | : [True] (232 E L
i j‘o

c[HEN T /v ar~=7x X MEF (AutoActionManifestDefinition) ]: 7 7 #+ /L ME (Z8) %ff
HLET,

[REREENDESE (Product specific definitio) |: M EA D EFEE AT L £ T,

KB ZEEEMRLFEITH? (IgnoreDiagnoseFailure?) 1: 5 7 /v Ml (False) & L %
7T

[k~ (Next) ]#27 Vw27 LEd, [OVET 7L — FDJER (Deploy OVF Template) | 7 > RN H

FEH, [10-58 T OUESH (10 - Ready to Complete) | 2SFRFHF R SN E T,

REZfER L, EAABRET 2HEMNACTE O[T (Finish) 1227 Vv 27 LET, BENETTHET

FEo T BHATLE T, BEAT —X A2 MHRT 5121%, WOFNEEZFEITLET,

a) VMware vCenter 7 7 A 7 > M &Pl & 77,

b) AA L VM®D [HiLDHX A (Recent Tasks) | ¥ 712, [OVFT > 7' L— FDJER] (Deploy OVF
template) ] ¥ 3 7 & [OVF/ N 7 —Y DA »7"— bk (Import OVF package) |3 7D AT — X A%
RLET,

BN T L6, VMELAZ U v 27 L, [REOHSE (EditSettings) [Z#IRL £, [REOwE (Edit

Settings) | # A 7 7Ry 7 ARFRrEINET, RE/N—FKo 7 (Virtual Hardware) | # 7 C, &kD

BYEE T L ET,

VM AT 7A Il 1 BAHHE (XLarge)
*CPU : 24

e AFEI) : 128 GB

[OK]1 %27 Vw7 LTERZRFLET,

Crosswork VM O&EREAZ ANVE T, BIREZA NZT DL, AA Mo MU &R L. [CiscoCrosswork
VM) %27 UwZ LT, [7Z32 (Actions) |>[EIR (Power) |>[EiEA > (Power On) | ZiER L
7,

VM DAERRIZ A REIE, BT a7 7 A VDOH A XEN— R =T O/RT7 —~< U ARHEIZ L - T
B0 F£9, VMDIERKR E A v A M=V DRI Z BT 5121%, Crosswork V—/X—D7 77 4 RX—1 3
VOB (39 X—) OFIRIZHENE T,

TY—+TFYTTL—FDA VR =)L .“



JY—r7vIFIL—FDI VR =0 |
. Docker % L 7= VMware T® Crosswork D1 > X k—JL

Docker Z{s 8 L = VMware T® Crosswork D1 > X k—
L

Docker £ > A b—F Y — L& L CTHEH—® VM IZ Crosswork Z B4 A 121X. RO FNEIZHE
WET,

IR HEIIC
WONBEZHR LTI,

VT Ny =T EX T u— KT 5~ T Python 34 A b —/L X3 T3, Python 73
A VAR =L EINTWRNGEIL, A A M=V E T SR python.org IZ7 7 A L
T, V=V AT —va Nl Liz"—Y g O Python 4 7 a— RKLET,

s A AP AOFHE (1 =) THHSNTWDY =7 7 u— L RAOREFHITHKE
]‘E[./Vcl/\éo

IR L7 VMware R A M, "— R =7 O (32—) BLO VMware DA > A
= LB (4 =) THRESNTWAEMAEZRTZL TWVA,

e Xy NU—IN, 3y =28 (62—) THESNTWAST X TOEM| AT
TEIHICEREINTND

s RARBLOTNAA ZAOR— RN FHER— FOBEE (9 —) BRI T /A ZADHR—
FEME (10 R—2) THRESN TWDESZMIZT LI ICRESNL TN D,

e A VAR NRT A—HEORNE (13 2—) THREENTWD LT, SERT T
DA A N—)VEZHEF L TV 5,

B0 AT o KO AHF RIS, IROFITEREL T ZEW,

e /dataT 4 L7 NUNOREESNT-T 7 L— Mald, BERER (VM 32T — R
vCenter XA T — R) REENTWVWET, DI T Y~DT 7B AZEHRIT DI,
BEROBEMLETT, Y AaTIE, BERBEETOA A M—VMEHENDT 7 L—k
PRETL, T — b EREL TSR —R2HIBRT2 22880 LET,

o A A M—/VI{IZ, install.log, install tf.log, BEW .tfstate 77 A /LN

ER &, /dataT 4 V7 B UICEBRIFESNET, 4 VA M— /L CRIENREEL, v AaD
NAZ =T ANXY T AF =M —A R ERHLGEIE,. vTInso7y
ANZEFT—LIREL T IES W,

e A VARV ATZ YT MIEHEETLTHERTY, =7 =B8R AELELGAIEX. AR
TA—HEEIELTHETTEET, BEITTDAEIC, install.log,
install tf.log, BXWtfstate 7 7 A NVZHIERT 5 LE N H Y £9°, Docker A >
A M=V =V EEHEFEITT D L VM PHIBRESNTHERSND ZER3dH D 77,

e A UAN=NRTGRA=EDEFEL, A VA=V T—HDOIRTA—=ZDEEXFITH I
T, A VAP AEEHRLTCVMEZEFIZERLTCWENE Y DEXRT5Z ENEET

B oV +7yFIL—FDIYR =


https://www.python.org/

| 2U—Fr79FIL—FDA VR =)L
Docker %M L 1= VMware T® Crosswork D > X b—)L .

T, A VAM=TBRO LD RN ERMIT 256, VMBPLEFIZERINZZ L 2K
TEFET,

vsphere virtual machine.crosswork-IPv4d-vm["1"]: Creation complete after 2m50s
[1d=4214a520-c53f-f29c-80b3-25916e6c297f]

o BHLD Crosswork DA > A M — LRI LA v A M—F YV — L&EH L TWAIEEIT., B

La—ANT 4 L7 NUDBY— N EFATL, BEOREY 7 A VEMNLSEH 2 ENE
TCT, INETORLEERFEL, EREAOR—IALT 4 L7 N KRR S EICHE
KL, ZhEnoFHiL e —aLT 4 L7 N 2arTHagal ey B 73528 T
R

WORIZHERE L TLLIEEN,

e A VA=Y= NVEMEHT 551X, Docker N — = 19 LIBEA M EE T, Docker @
FEAZ DWW CIE, https://docs.docker.com/get-docker/ & 2 R L C < 72 & W

H—VMIZA A =L E 7= Crosswork 1, FRAE. VMware vCenter D A b L—7 3 )L
AT NV EREED FICEHINTZT —H A MNT 2P FR— 1L TCWERA, BT
F—BRARNT NI AN DFICTNN—TIESN TN LR LET,

P

EEH ZOMEY I TRLTWVWDF I r—RT7 7 A NVAE, BRSNS AREERS Y £, &
N— =3 0%, 77 7T https://software.cisco.com/download/home {27 2 2 A L, [Crosswork
Network Controller]>[§RXTMD ! 1)—R (AllRdease) | #MHKT 52 & THICHRTE ET,

FIE

ATvT1  Docker K~ T, ZDOA VA M—IIRHEATHT_XTCOLDOEREGFETLIT L7 U Z/ERR L £
ER
GE)
Mac ZEH L CTWDIEARIL. T4 L7 PUAWINLFTTHD Z 2R LT IZEN,

AT w72 https://software.cisco.com/download/home 7> 5, Crosswork 77 v 7 4 —2A5A VA h—F /3 KL (tar.gz)
BEROVAA A=V T 7 AN%E, URNHER LT 4 L7 U
(cW-CcWM-Solutions-Advantage-2.0.0-14-SVM-7.1.0-48-ova) (¥ 7o —RFLET,
ATYT3 KOaw FEMALT, A VA= R LET,

tar -xvf cnc-advantage-single-node-docker-deployment-7.1.0-48.tar.gz

AVARN=FNU RVONERF LT 4 L7 M UICRIRESVET (f :
cnc—advantage—single—node—docker—deployment—7.1.0—48) o j:EEHj éﬂé77/])/l/@:61\ AAI—TA
A—7 (cw-na-cnc-advantage-svm-installer-7.1.0-48-releasecnc710-250606.tar.gz)

A A=V OREECHNE R T s A NVBEENET,

TY—+TFYTTL—FDA VR =)L .“


https://docs.docker.com/get-docker/
https://software.cisco.com/download/home
https://software.cisco.com/download/home

IY—+7yTTL—FDA VR =L |

. Docker % L 7= VMware T® Crosswork D1 > X k—JL

ATvT4

ATy TH

ATvT6

ATy 71

ATvT8

ATvT9

README 7 7 A VORNEEZHR L T, N r—YORNE., BLXOWROTFNEIZ L D RAE k2B L F
ﬁ—o

U—J AT =33 A VA= LEINTND Python DNN— g VR RIADOEEIL. python --version
o< REHFHALTHRELET,

WROa<wy REFHLT, A VAR =T A—VOBAEHERLET,

Python 2.x ZfiH L CW A AL, kDa~ 2 REMHEHLTT7 7 A LV EZRGEL £9°,

python cisco x509 verify release.py -e filename.cer -i filename.tar.gz -s Signaturefilename.tar.gz
-v dgst -shab51l2

Python 3.x ZfH L TW A AT, ROa~» FefLTT7 7 A L2 MEEL £7,

python3 cisco x509 verify release.py3 -e filename.cer -i filename.tar.gz -s Signaturefilename.tar.gz
-v dgst -sha51l2

Woa<w REfFEHLT, £V A—FA4 A=V 7 7 A )L% Docker Btz n— KL F 9,

docker load -i filename.tar.gz

RICH 2R L ET

docker load -i cw-na-cnc-advantage-svm-installer-7.1.0-48-releasecnc710-250606.tar.gz

Docker image list =~ > K& 721% Docker images 2~ RZEITL T, A A=V ID] #HEELET (K
DFINETHEITR Y ) .

RICH 2R L ET

docker images

FERIX. RO X T (AT S0, LEREIE S ¥ a X FRAFVTHET) |

My Machine% docker images

REPOSITORY TAG IMAGE
ID CREATED SIZE

dockerhub.cisco.com/cw-installer cw-na-cnc-advantage-svm-7.1.0-48-releasecnc710-250606
a4570324fad30 7 days ago 276MB

GE)

U\Eﬁ@ U U —A @/]) A ]“‘_‘/]/733%@{1'{_1@/]) f_:/ﬁ)ﬁﬁﬁ—é ﬂﬁ%‘fﬁﬁﬁpék&)\ docker images é’%ﬁi
THLEXICERENDED [CREATED| XA AAX L FIZEELTL SN, b &2HIBRT 2854
&i\ docker image rm {image id} a<w }\%—f{iﬁﬁ Lij}

WD a< RE&fERH LT Docker 27 F & B LFE T,

docker run --rm -it -v ‘pwd':/data image id of the installer container

ZOBITr—= RENTA A=V EFATT LI, RO~ REEHLET,
docker run --rm -it -v ‘pwd':/data a4570324fad30
GE)
« TRIRA A=V IDIEE AT HMETH Y £ A, Docker Tk, A VA M= /W DA A=
%—%‘LCE%E'JT%ZDKHOD/(%—”‘/ID @%‘75‘%\%(?0 :@@Jfﬂi\ docker run --rm -it -v
‘pwd':/data ad5 DL O a<w L FH+45Td,

s FRRoa<r RTiE, N2 T4 v7 (O) BEALTHWET, Y= ATIIE B EBRE o7
W, BIABGTARA a7 4 () IMEALRWTLEZE W, RNRo T4 v &2ERATEE, 707

B oV +7yFIL—FDIYR =



| 2U—Fr79FIL—FDA VR =)L

ATv 710

ATy TN

ATV 712

Docker Z &/ L 1= VMware T® Crosswork D14 > X k—)L .

L—h77A4VEOVAT 7 A /WL, <> RETRHCa T FTRTIERL, v—ANAT 4 A7 ET
BHAEWDT 4 L7 FUIBRTFEEINET,

cIPv6 v T v TEEBTAEE. IPVORISD I T F/NVM TA VA h—F ZETT 50BN H D
F7T, FOLEDITIL, A A M—=TEFETTHRIT, IROWT D F1E T Docker 7 —F > Z B
THETDHLENDH D T,

e Linux #‘\X FDH : docker run I~ 2 RIZ -network host 75775_’35ij/\ RA B 7\‘7 FD—
X7 F— R Docker 2T FEHFETLET,

docker run --network host remainder of docker run options

+CentoRHEL RR b : T 7 4/ FTlE, TNHDHEANIA VA —TFarTFicrb~vr &
N=T =R 2 —AO5AHMRY 1213 E X AR ETFA] L2V k% 72 SELinux A U > —%#H L%
T, TOLIREKFAPNT, IROXHIT 2 AT 3 Z¥EL T Docker volume =~ REZFEITLE
7,

docker run --rm -it -v ‘pwd':/data:Z remainder of docker run options

GE)

et X% Docker 2~ NiL, BIEOT 4 L7 U EHEHALT, 7o 7L —hE OVA 7 7 A V&t
By, £ A R—NFUIEHENDI0 T 77 A NV EEZIALET, RO2OOTT—DWTINNIEA
L7, NAR/INLT (T RTNLTF, AR—RAE X EOMOFFR T L) OF 4 L7 RUIC
Ty ANEBETOVNERHY £3, RIZ, TOT 4 L7 MVICBEIL, 1> A M—FEHFETLET,
=7—1:

% docker run --rm -it -v “pwd':/data a45
docker: invalid reference format: repository name must be lowercase.
See 'docker run --help'

7 —2:

docker: Error response from daemon: Mounts denied: approving /Users/Desktop: file does not exist
ERRO[0000] error waiting for container: context canceled

VMware 7 > 7' L— Fagte 7 4 L7 FUICBEIL £,
cd /opt/installer/deployments/7.1.0/vcentre

/opt/installer/deployments/7.1.0/vcentre/deployment template tfvarsiZdHd7T 7
L= 77 AN, BOARTZMH LT /data 744X ICa— LT,

5l : cp deployment template tfvars /data/deployment.tfvars

ZOFINEDIERY DES TIL, T XTOHITT 7 1 /L4 deployment . tfvars ZfEH L £ 7,

EEDOT XA T 4 2 2L T, /data T 4 L7 PUIZat—LeT7 o7 b— b7 7 A L EBE,
FHE LI RBAD 7 m T 4 & =BT DX ITRELET,

BEOTOIL, VT NRT A= EEMFH LTtk S/ deployment . tfvars OF 2 KIR L E
To A LA NRTA=ZEOIEE (13X—2) THEESNTWD LT, EAMICINE LIZEEHE
HT2MERHY 7,

Cw VM Image = "" # Line added automatically by installer.
ClusterIPStack = "Ipv4"

TY—+TFYTTL—FDA VR =)L .“



IY—+7yTTL—FDA VR =L |

. Docker % L 7= VMware T® Crosswork D1 > X k—JL

ATy 713

ATv7T14

ATvT15
ATv 716

ATy T

ManagementVIP = "10.78.103.198"
Management IPNetmask = "255.255.255.0"
ManagementIPGateway = "10.78.103.1"
DataVIP = "192.168.100.198"
DataIPNetmask = "255.255.255.0"
DataIPGateway = "0.0.0.0"
DNS = "72.163.128.140"
DomainName = "cisco.com"
CWPassword = MxkAkxokn
VMSize = "XLarge"
NTP = "ntp.esl.cisco.com"
Timezone = "America/Los Angeles"
EnableSkipAutoInstallFeature = "True"
CwVMs = {
"o = {
VMName = "SvM198",
ManagementIPAddress = "10.78.103.197",
DataIPAddress = "192.168.100.197",
NodeType = "Hybrid"
}
}
VCenterDC = {
VCenterAddress = "10.64.80.220",
VCenterUser = "vcenterUsername",
VCenterPassword = "vCenterPassword",
DCname = "Crosswork-Single-VM",
MgmtNetworkName = "VM Network",
DataNetworkName = "CW-7.1-VLAN21",
VMs = [
{
HostedCwVMs = ["O0"],
Host = "10.78.103.62",
Datastore = "5.2TB-SSD-62-2",

HSDatastore="5.2TB-SSD-62-2"

1
}
SchemaVersion = "7.1.0"

/opt/installer 5‘54’ L7 RUMB, A ]\‘—i%gﬂ%ﬁibi‘g‘o

./cw-installer.sh install -m /data/template file name -o /data/filename.ova

WA R LE T,

./cw-installer.sh install -m /data/deployment.tfvars -o
/data/cnc-advantage-single-node-deployment-7.1.0-48.0ova

AVAM=TF, T Fa—F—F A4 2EK (EULA) #F L ET, NEZ#HA, EULAICFEE L
725 Tyes) EANLET, AELRVEAIE, A VA=K T LT, YAaoE4FZEMWED
I,

T T ERERINTEDL, Tyes)] EATILTA A M= VEEEZBMG L £,

VM OIERS & A v A b=V D% 2B 5121, Crosswork v —/X—D 7T 7 57 4 _— 3 OEML (39
~N—=) OFNRIHENET,

AVAN=NABIERKE T LI, RO K DITEFIZA VA M=V INTZZ EE2MEERT o0, K LIZA
VA=V EBIATLET,

A VA R=NVHFIZIRO LD REENRFRRINDLZEIFB LD £HA,

Warning: Line 119: No space left for device '8' on parent controller '3'.
Warning: Line 114: Unable to parse 'enableMPTSupport' for attribute 'key' on element 'Config'.

B oV +7yFIL—FDIYR =



| 2U—Fr79FIL—FDA VR =)L
KVM EBE : x v ko—2 Ty v SErashiov o [l

LY ZVHNORENTVNAE LI, A VA=A T ARNEFICET LIEEAIE. 20k

WESIFEHTE I,
EEGA VR M—LOY 2 TILEHA
Cw_Vvms = .......

INFO: Copying day 0 state inventory to CW

INFO: Waiting for deployment status server to startup on ip address. Elapsed time 0Os, retrying in
30s

Crosswork deployment status available at

http://ipaddress:30602/d/NK1bwVxGk/crosswork-deployment-readiness?orgld=1&refresh=10s&theme=dark

Once deployment is complete login to Crosswork via: https://ipaddress:30603/#/logincontroller
INFO: Cw Installer operation complete.

A AN LTSRS

1. YRapYPR—Ir—REHEET, F—RZE, A VA M=V HICRESNEZT — A v E—V
Dav—=EOET, /dataT 4 V7 b (BLOA A b—TF D Docker 2> 7 F &L L7z 2 —
ANT 4 L7 RY) THERLTIERO a7 7 7 A VOabt—E0TED T E SV, install. log,
install tf.log, BXT .tfstate

2. A VA M=APRKT DL 22 DOBEET, A= R+ SICE TRV L BXD
TUTVL—= T ANNDTT— (IPT RLADASIAREY) T, 20X 52T —0NEKNT
A VA RN=TNKRBTIHEHRIE, =T —FEEL, A VAN NVAZ VT NEFHETLEST, 1
A N—VEBETTDHAN, BTl 77 A VEHBRLTIIEIN,

KVMER : ="y T7—9 T v IFFI1L SRIOV DIERL

WOFIEL, KVM BREZFTE L CWAEEIZOAREE L 7, VMware B2 EITL TS
AR L T EE,

Crosswork IX, KEM CTOMEEL Y HR— 4572012, T XTHOTFT—F LA YEEIZ 10Gb A
YH =T 2 A APBETT, 10GDAN—T"y MERHEETE DEREDOL v bV — 7 k23R
TxET,

PUFD2o0 ey 7 TiE, *y hU—27 710 v UBLOSRIOV v MU — 7 LA AT
TAHHEZTALTWET, 2L, KVMEBTI0Gb £ > % —7 = A4 ADE AT
FTZENTEET, KVWMEBITIE, 2y hU—27 70 v POREK (333—) F=IESRIOV
DOHERL (34 =) OWFTAINRKLETT, =L, MAIIRETIEHOY FTEA,

2y RIT—=9 Ty DER

Xy NI—=0 7V yE, IER Y NV—27 AL vy FO LI ICEEL, B oxy hU—2 A
YA=T 2 A APFE LAY NI =7 ZhD%E, BENTELEIICHFATLET,

TY—+TFYTTL—FDA VR =)L .“



IY—+7yTTL—FDA VR =L |

B srovois
WOFIEZEFTLT, KVM BEEOX Y U —27 7Y w22 L E£9, KVM ERIZ SRIOV
OERY (34 X—2) ZEHE L TWAHEE. £7201% VMware BIZFITL TWAEEIX., 20
FlEZEHR L T EE,
FIIg
ATV TN A H—T 2 A A% intvgnt TH A 7 Tbridge] OFFLWF v b U — 27 i Bk L, B4 intvont % Fl

ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

ATy T17

ATvT8

SRIOV

DYTET,

nmcli connection add type bridge ifname intMgmt con-name intMgmt

TVl AR—= NEICH LW EBINML, Ry U —F A F—7 = A A <interfacel> & LAHI{ERK
kaUymemmK%@ﬁHi?o

nmcli connection add type bridge-port ifname <interfacel> controller intMgmt

IP7 RLAZT Y v IZEID 4 TET,
nmcli connection modify intMgmt ipvé4.addresses <IPv4-address>/<subnet-mask>

intMgmt Fv T — 7 ¥ fENT LET,

nmcli connection up intMgmt

A B —=T A AL intpata DD R NU—7 TV o DEHGEAVER L. TN EEHR4 intbata (ZED
YCET,

nmcli connection add type bridge ifname intData con-name intData

7\\ U b4 ‘:/C]‘: 7\1_\9“‘ }‘ F'HE”:%T Lb\ﬁffﬁ%ﬁbﬂ L/\ %in* P4 ]“ ]7“‘7/1) :/&“‘73:/]) A <interface2> ’i’uﬁﬁf’ﬁﬁk
Lf:7 U v intData &ZF%@HU&TO

nmcli connection add type bridge-port ifname <interface2> controller intData

intData (ZIP 7 R L AZE| Y B CTFET,

nmcli connection modify intData ipvé4.addresses <IPv4-address>/<subnet-mask>

intData * v b 7‘—7%@%%3@@ Li‘é‘o

nmcli connection up intData

DA

SRIOV Z T 5 &, EEOAEHERE (VF) Z2ERT252¢ T, B—0oWHxy hT—7 A
VE—T oA AREHO VM B TIETEET,

WOFNEEFIT LT, KVM EBIDO SRIOV 2 LET, KVMEBIZ *y NT—27 71 v
DORERL (33 =) ZFHEIL TWAHA. £7201% VMware JEBZFEITL TWA AL, 20
FlEZEHR L T EE W,

B oV +7yFIL—FDIYR =
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ATy T

ATvT2

ATvT3

ATvT4

ATy TH
ATv 76

sriov ot i

FIE

Vi TF 4 X T rc.local 7 7 A NEE F T,

vi /etc/rc.d/rc.local

BRI SNWT, Xy hTI—I A v EZ—T = AD VF DEEFRELET, /=& 2I1E. Cisco Crosswork
Planning DH.—®D VM A A F—/LCiX, 1 DIFEHHAT, £ 12037 —HOL < b 250 xy
T =7 A B =T 2 A AVRKETT, T 74V T, HAZ—T A RT2O0D VF PRI E
T B OIBEMED =— Xl 2 GEMO VF 2T 52 L b TEET,

=& /%Ji\ VF <interfacel> & <interface2> @%\ﬁ% 2 \—nXHﬂiﬂ‘a_é i /k@:l’?/ ]\ %‘f’@i}zﬁ Li‘é—o Z
0)%“(@&\ <interfacel> ﬁ)%fi/]) VAR —T A AT L. <interface2> 7j>7‘ RA L H—T oA A& R1L
£75

echo 2 > /sys/class/net/<interfacel>/device/sriov_numvfs
echo 2 > /sys/class/net/<interface2>/device/sriov_numvfs

rc.local 7 7 A NVOMERZETE L, FEITAREIC L E T,

chmod +x /etc/rc.d/rc.local

WPFNNDA o H—T =4 AN VLAN EICRESNTWAEEIL. VLANID A ¥ — 7 = A ATHERR
LET,

ip link set <interfacel> vf 0 vlan <vlanid>
ip link set <interface2> vf 1 vlan <vlanid>

EEAREELT, VAT L%2) T—FLET,
TRTCORBERED T XTOPCI T NAA A%V V—EXT—ELET, ZHE, By T v 7 2MERL
KVM ANA R—= A PFIZL > T VERELL M IND Z & 2MERTHDIEIBET,

virsh nodedev-list -\-tree

| +- pci_0000_17_00_0
I

Il

| 4+- pci_0000_17_00_1
I11

I
| +- pci_0000_17_00_2
I

I
| +- pci_0000_17_00_3
I

ZOFIETIE, AT v T2 TVFOEEZ2ICHTELTNLED, A L E—T A AT —H (L X —
T2 A AT EIZ2O0D VE BMERENET, ZORRE, 2 2I3FHEAT, 22037 —%HDEF 4 oD PCI
TS ANERENET,

TY—+TFYTTL—FDA VR =)L .“
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Z @D PCL T /31 AEH L. SRIOV DA > A h—/L a2 ZEHIET (KVM ~® Crosswork DA
VA R—L (36—) ODATvT4)

KVM ~® Crosswork D1 X k—JL

KVM RHEL E®DE—® VM IZ Crosswork & B4 2 121%. ROFIEIZHEVE T,

N\

GE) VM OERRIZO DD ENE, BT e 7 7 A NVDY A X N—RT7 2T DO/7 5 —< 2 ARt
IZX > TR F9,

1R BRI
WONBEHERL TN,
« A VA M= LOFE (1 =) TSN TWE U —7 7 — L RO EFHEIKE

HWLTWD,

«cKVM AR A F3 N— R =7 OFEM: 34—) TIHRESNTND KVM A A kDO
TOEMZITZ LT D,

*KVM DA A b=V B (5 ~—2) THRHASH TS X DI, KVM RHEL BREiH %
ER LR STV D,

c 2y hU—27 7 v VFEITISRIOVOREE TIHRESNTWD LI, Xy hT—=2 TV v
UFE 721 SRIOV R EIN TV D,

e Xy NT—IN, %y hU—27F (6 2—) THEESNTWATRTOEMZH-
TEIHRESN TS,

e ARANBIRT AL AOR— FREFHA— FOEH (9 =) BLOYT A ADKR—
FEME (10 R—2) THRESN TOWDEAZIZT LI ICRESNL TV D,

o A VA NIRRT A=HADINE (13 =) THEEINTWD X HIT, HERTT
DA VA N—)EEEEHL TV D,

[ ]

EH O ZORMEY I TRLTNDF Y n— R7 7 A NAE, BEESNDARENRH Y £, KA
N— 3 0%, 77 7Y T https://software.cisco.com/download/home {27 2 2 A L, [Crosswork
Network Controller]>[3RXT®D ') 1J—R (AllRelease) | MR T 5 Z & THICHETE £,

B oV +7yFIL—FDIYR =
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FIE

KVM ~ @ Crosswork D1 > X k—)L .

AT v F1 Crosswork VM DA > A h— VEFIZME 3 2 I0S 7 7 A /L (ovi-env.xm1) % UEfi L £ 3,
WOV T NT T — b LT ovi-env.xml 7 7 A V& U L £,

<Environment

xmlns="http://schemas.dmtf.org/ovf/environment/1"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:oe="http://schemas.dmtf.org/ovf/environment/1"
xmlns:ve="http://www.vmware.com/schema/ovfenv"

oe:id=""

<PlatformSection>

<Kind>KVM</Kind>

<Version>7.2.0</Version>
<Vendor>KVM</Vendor>
<Locale>en</Locale>
</PlatformSection>
<PropertySection>

<Property
<Property
<Property
<Property
<Property
<Property
<Property
<Property
<Property
<Property
<Property
<Property
<Property
<Property
<Property
<Property
<Property
<Property
<Property
<Property
<Property
<Property
<Property
<Property
<Property
<Property
<Property
<Property
<Property
<Property
<Property
<Property
<Property
<Property
<Property
<Property
<Property
<Property
<Property
<Property
<Property
<Property

oe

oe

oe

oe

oe

oe

oe:
:key="DataVIPName" oe:value=""/>
oe:
:key="Disclaimer" oe:value="Cisco Crosswork"/>
oe:
:key="EnableSkipAutoInstallFeature" oe:value="True"/>
oe:
oe:
oe:
oe:
oe:
oe:
:key="K8sPodNetworkV4" oe:value="10.244.0.0"/>

oe

oe

oe

oe

oe:
:key="ManagementIPv4Address" oe:value="10.19.70.148"/>
oe:
:key="ManagementIPv4Netmask" oe:value="255.255.255.0"/>
oe:
:key="ManagementIPv6Gateway" oe:value="::1"/>
oe:
oe:
oe:
oe:
oe:

oe

oe

oe

oe
oe

oe

:key="CWPassword" oe:value="***xxxxxxxxu/>
oe:
:key="ClusterCaKey" oe:value=""/>
oe:
:key="CwInstaller" oe:value="False"/>
oe:
:key="DNSv6" oe:value="::0"/>
oe:
:key="DatalIPv4Gateway" oe:value="192.168.5.1"/>
oe:
oe:
oe:
oe:
:key="DataPeerIPs" oe:value=""/>

key="CWUsername" oe:value="cw-admin"/>
key="ClusterCaPubKey" oe:value=""/>

key="DNSv4" oe:value="171.70.168.183"/>
key="DataIPv4Address" oe:value="192.168.5.48"/>
key="DataIPv4Netmask" oe:value="255.255.255.0"/>
key="DataIPv6Address" oe:value="::0"/>
key="DataIPv6Gateway" oe:value="::1"/>
key="DataIPv6Netmask" oe:value="64"/>
key="DataVIP" oe:value="192.168.5.51"/>
key="Deployment" oe:value="cw ipv4"/>
key="Domain" oe:value="cisco.com"/>
key="EnforcePodReservations" oe:value="True"/>
key="IgnoreDiagnosticsCheckFailure" oe:value="True"/>
key="InitMasterCount" oe:value="1"/>
key="InitNodeCount" oe:value="1"/>

key="IsSeed" oe:value="True"/>

key="K80rch" oe:value=""/>
key="K8sServiceNetworkv4" oe:value="10.96.0.0"/>
key="ManagementIPv4Gateway" oe:value="10.19.70.1"/>
key="ManagementIPv6Address" oe:value="::0"/>
key="ManagementIPv6Netmask" oe:value="112"/>
key="ManagementVIP" oce:value="10.19.70.151"/>
key="ManagementVIPName" oe:value=""/>

key="ManagerPeerIPs" oe:value=""/>
key="NTP" oe:value="ntp.esl.cisco.com"/>

:key="Timezone" oe:value="US/Pacific"/>
:key="VMLocation" oe:value="default"/>
oe:
:key="bckup min percent" oe:value="35"/>

key="VMType" oe:value="Hybrid"/>

IY—t7YITTL—FDAL VR b= .“
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ATvT2

ATvT3

ATy T4

ATy TH

ATvT6

ATvT1

<Property oe:key="corefs" oe:value="18"/>
<Property oe:key="ddatafs" oe:value="485"/>
<Property oe:key="logfs" oe:value="20"/>
<Property oe:key="ramdisk" oe:value="0"/>
<Property oe:key="ssd" oe:value="15"/>
<Property oe:key="VMSize" oce:value="XLarge"/>
<Property oe:key="ThinProvisioned" oe:value="False"/>
<Property oe:key="UseNonDefaultCalicoBgpPort" oe:value="False"/>
<Property oe:key="bootOptions.efiSecureBootEnabled" oe:value="True"/>
</PropertySection>
</Environment>

KVM EBINCINER LTz A= EZ M LT, B LT ovi-env.aml 7 7 A VEEH LET (kT
A—=8 (13 _—=V) =ZH) .

$ cat ovf-env.xml

ISO 7 7 A NVEARRLET,

$ mkisofs -R -relaxed-filenames -joliet-long -iso-level 3 -1 -o cncl.iso ovf-env.xml

GE)
EfEdDza~<2 FD cne1 Id. Cisco Crosswork VM DR A b4 T,

https:/software.cisco.com/download/home 7> &, Cisco Crosswork 77 v k7 + — LD/ —Y a » Th b
qgcow2.tar.gz 77 ANV EKVMAA N EDOA N —UOgANIZE 7 r— RLET
(CW-CWM-Solutions-workflowmanager-2.1.0-14-SVM-7.2.0-45-gcow2.signed.bin) ,

WoDa<y RaEHALTCtargz 7 7 A v EE L9,

tar -xvf cnc-workflowmanager-single-node-deployment-7.2.0-45-gcow2.tar.gz

Zoawry RiE, RO 3OO0 geow2 77 A NVEERLET,
* cnc-workflowmanager-single-node-deployment-7.2.0-45 dockerfs.qgcow2
e cnc-workflowmanager-single-node-deployment-7.2.0-45 extrafs.gcow2

* cnc-workflowmanager-single-node-deployment-7.2.0-45 rootfs.qgcow2

WA VA RN— VT FNZIZBEIL, 3207 4 A7 ZER L ET,

cd cncl/

gemu-img create -f gcow2 disk3 20G
gemu-img create -f gcow2 disk4 485G
gemu-img create -f gcow2 disk6 15G

1s -1
cw_dockerfs.gcow?2
cw_extrafs.gcow2
cw_rootfs.qgcow2
disk3

disk4

disk6

Fy hU—27 7Y »PFE =1L SRIOV 2 H L T Crosswork VM %A A h—/L LE7,
ZOHITIE, encl iE Crosswork VM D7k A 44 T,
e Xy M= TV DR :

B oV +7yFIL—FDIYR =


https://software.cisco.com/download/home

| 2U—Fr79FIL—FDA VR =)L

Crosswork 9 —/\—DT7 I T4 A= a3 VDER .

virt-install --boot uefi --boot hd,cdrom --connect gemu:///system --virt-type kvm --name cncl
--ram 98304 --vcpus 12 --os-type linux --disk
path=cnc-workflowmanager-single-node-deployment-7.2.0-45 rootfs.gcow2, format=gcow2,bus=scsi
--disk
path=cnc-workflowmanager-single-node-deployment-7.2.0-45 dockerfs.gcow2, format=qgcow2,bus=scsi
--disk path=disk3, format=gqcow2,bus=scsi --disk path=disk4, format=gcow2,bus=scsi --disk
path=cnc-workflowmanager-single-node-deployment-7.2.0-45 extrafs.gcow2, format=gcow2,bus=scsi
--disk path=disk6, format=gcow2,bus=scsi --disk=cnckvm.iso,device=cdrom,bus=scsi --import --network
bridge=intMgmt,model=virtio --network bridge=intData,model=virtio --noautoconsole --os-variant
ubuntu22.04 --graphics vnc,listen=0.0.0.0

SRIOV O -

virt-install --boot uefi --boot hd,cdrom --connect gemu:///system --virt-type kvm --name cncl
--ram 98304 --vcpus 12 --cpu host-passthrough --disk path=cw_rootfs.gcow2, format=qcow2,bus=scsi
--disk path=cw dockerfs.qgcow2, format=qcow2,bus=scsi --disk path=disk3, format=gcow2,bus=scsi
--disk path=disk4, format=qgcow2,bus=scsi --disk path=cw_extrafs.qcow2, format=qcow2,bus=scsi --disk
path=disk6, format=gcow2,bus=scsi --disk=cncl.iso,device=cdrom,bus=scsi --import --network none
--host-device=pci 0000 01 10 0 --host-device=pci 0000 01 10 0 --os-variant ubuntu-lts-latest
&

ATFv T8 VM DIERLE A A b — VDL Z BB 5121%, Crosswork 1 —/X—D 7 7 5 ¢ _X—3 3 VOBEH (39
=) OFIAHENET,

Crosswork —/\—D7 U T4 RX— 3 U DEIR

IO RME Y7 T, Crosswork —/S—DA A h—/LRIEFIZET L7z E 5 2L,
WERT A FEICHOW T L E9,

AVARN=T1L, VM ZHEEBLUORET L L &2, #BERWEZHRELET, A A =T
I, FA B ATWICEBE L, A VA M= EZHITTHNEI DERRL a7 MaeRRL
FT, FATTDHZIEEMHR LI, A VA M= #IT L, installer.log F72i%
installer tf.log 77 A /VIC= T —MlEkINET, VM BMER S, BEEITE 2545,
AR —ZBEE LR E AT 207 —2 VM @ /var/log/firstboot.log 7 7
AVIZRE SN ET,

EEI—H—IDIZDLT

A VA N —/VBFIZ, Crosswork (ZHFRIZRE Bl — W —ID 1Bk L £ 7 (=—¥—4%1Z cw-admin,
MHICRBT Y (VM) EBEZHEMH) . =—%—4% ow-adminid, {ERRIFIZ, A > A F—L
V=T 2 AR T U= R CHRELERAT—=FREHHLET, f VA =032 T — %
BHTERWEA, A VA=, T 74/ FD/XAT— K ew-admin 24 L CEH 21—
P—1ID ZER L E T, BV —Z LT 74V FORRAT—REFHLTHD TR T A v
LA, mAT—REEFETLL9ROLNET,

B a—Y—ID 22—V —% cw-admin T RSN TRBY ., ZETCEEHA, T—F ¥ —%
FIEIZZDOID &M LT Crosswork 7 7 r— g v VMicue 74 L, "I 70y a—T 4
VT EITWET,

TY—+TFYTTL—FDA VR =)L .“



IY—+7yTTL—FDA VR =L |
. Crosswork 4 —/A\—DTF7 I T4 R— 3 VOER

B D EITERFE
Cisco Crosswork & %D VM R A M DIEF 72 BB, WH ., ROBEMER TEITLET,

1. AV AM—=FRX7 VU7 MI, Crosswork f A —Y 7 7 A )P —NR_—ZT7 v 7 —KLF
bé_‘o

2. A UAM=FIT VM Z{ERK L, A vt— ( ER5E T LE L7z (Creation
Complete) | 72&) ZHRRLET,

33 AVAN—=FNVMOEREFNZLET, 7oL — N THRESINT/NT A—F% VM
W L. VM 2 FEE) LT, Kubernetes [Z8 &k L £9°,

4, VMMWPT 7 EAARRIZRDE, £ VA =T A7 U ME [Crosswork 1 > A b —F O#{E

MFET LE L7z (Crosswork Installer operation complete) | 72 EDKINA v —T B KR L
£, TOH%, A AP=TZXZ VT IR TL, CLI7n 7 MIREY 7,

IHODRBBEMDIZEA LT, RO Vg A A M=V ORBRIOER (40 ~<—
V) ATREEHE SN TW A HFEAER LT, #ITHICERT A2 ENTEET,

Crosswork f > A2 b —F OEAENIEFIZ5E T 5 &, CiscoCrosswork ULIZT 7 EATEZ 5 L9
12729 . [Cisco Crosswork Network Controller Installation Guide] ¢ [Log into the Cisco Crosswork
Ul OFAIZHE > T, Cisco Crosswork UL IZ @ 7 A > L C Crosswortk D AT — & A AL TX
FT, BIAVEEFRETF 2y 7 OTa AT, B VM A VA R—VET TAT— (R
M=V TRI LT,

AR =)L D REEAKRDELR

WRDOITEEFEH LT, VMAHZ— F7T v 7 & Crosswork 1 & A b —/LOEITIRI A EHR T £
7,

TS9O TT7 I ERAELRT Yy aR— FOFER :

1L VMpMEEND & (AT =20 MERSET] A vE—Y0%K) | IROURL ZEH L
T, 77 UWTT 7 & AAHEZ: grafana & ¥ = AR — K75 Crosswork Ji B o #efi iR it 2
HTEET,

http://{VIP}:30602/d/NK1lbwVxGk/crosswork-deployment-readiness?orgId=1&refresh=10s&theme=dark
ZZ T, qvipp IT VM OEFEIP 7 R L AT,
4: Crosswork B D IR R

88 Crosswork Deployment Readiness <%

Crosswork Deployment status

InProgress

Status

B oV +7yFIL—FDIYR =
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https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/crosswork-infrastructure/7-1/InstallGuide/b_cisco_crosswork_7_1_install_guide/m_cw-5-0-install-cluster-vmware.html?bookSearch=true#id_54858
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A\

GE) HFoval—RFEIROBEOHIMEATEET,
e A UAN—F N VM DIERRE 5T L.

« B 30 53

2. BEOREZIZ, ¥y adh— N [HHTE T (Ready) | A7 — X ANME I ET,
Ky aR— RURLIZT 7 BATERWGAIL, LN Tt 5 SSH 22 Y — VAl i
LTA VA M= NT v AZEHRTEET,

SSHaYvY—ILDOER :

1. VMO oY —uinb BTN EZ R T 50, SSHEZMEH L TVMORAIP 7 KL AT
7 A LET,

2. BEOEE. A VA=A T UL —NTEDOT AU MIEIY YT~ cw-admin D —
P eNRRAT—FREMFAL TS A LET,

3. sudo su - AV REFEHL CA—R—a—H —F— Rz B2 £,

4. xubectl get nodes (/_ f‘@@ﬁﬁ’f% Tb\5ﬁ5&575‘%5§§€\?‘<5f1&)) B X xubect1
get pods (%1’?*@777‘/]’ 7°7‘£Z1‘§’7 }‘O)U A ]\%E@?g\féfl&)) o< F%%ﬁibi—io

5. 77T 477Ky KDY A MI robot-ui WE/RINDE T, kubectl get pods T¥ 2 N
IR LET,

6. Z DS T, [Cisco Crosswork Network Controller Installation Guide] @ k t°» 7 G &
LT AD L 91T, Cisco Crosswork UL ~DF 7 & A& B 5H 2 LN TEXE1,

ZHMTEAA b

BB, AT AIET 4 AZEHE, I0PS, * v NU—JHIE/R EDO VM 7 —Z A S 7 D
VY —=2fEZRFEL £, WTNUDLOENIHELE L 2 VMEL TRl 72356, 27T EA A T
FEENRE S, A VA M= EZED DT —Y DT 7 >3 3B TF,  [CiscoCrosswvork
Network Controller Installation Guidel] @™ [Cisco Crosswork Ul ~® & 271 > (Log into the Cisco
Crosswork Ul) | @ hE v 7 ESRL T EEW,

EFEOEE

DUTIRTWTNDAOREES T VARBELEZSGE, VATIODAZ~v— T AN TR
F—AITEME L, installer.log 7 7 A /b, installer tf.log 77 A /L, BLDV
firstBoot.log 7 7 A /L& L E T,

e A UVAM—IANREETHD,
o f A FM—)VITZET L2, VM EERE L7200,

TY—+TFYTTL—FDA VR =)L .“
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https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/crosswork-infrastructure/7-1/InstallGuide/b_cisco_crosswork_7_1_install_guide/m_cw-5-0-install-cluster-vmware.html?bookSearch=true#id_54858

IY—+7yTTL—FDA VR =L |
. Crosswork Workflow Manager CAPP D1 > X k—)L

o A VA M—/VF5ET L7ZA, /var/log/firstBoot.log £721%
/opt/robot/bin/firstBoot.log 7 7 A &R T A L HIZHEREND,

Crosswork Workflow Manager CAPP D1 > X k—)L

VMware F 7213 KVM {548~ 2 /1T Crosswork % BB L7= &, Crosswork CAPP & U CHIA &1
% Crosswork Workflow Manager (CWM) 7 7'V 7 —3a %A VA M=V TEET,

188 BRI

VMware F 721X KVM 78 A M Crosswork # IEFICER L TWAH Z & 2R L E 7, Crosswork
DA VA= IH, BEEL TWD Z & AT DITIX, nttps://Crosswork1p:30603/ T B
ID Zf#fH L T Crosswork {22 74 > L¥9, T2 T. crossworkrp % Crosswork 231 > & h—
NENTARBE~ o DIPT RLUATT,

P

B ZOREY I TIRLTUWABEZ T a—RT7 7 A VA1F, BEINDAREENH Y £4, &
N— g %, 77 YT httpsy/software.cisco.com/download/home (27 7 = A L, [Crosswork
Workflow Manager 2] #5842 2 & THICHER TE £7,

FIRr

A2TFwF1  Crosswork VM 78 2 k235 HTTP, HTTPS. 771X SCPICE»TCT 7 B RAARBERVE—RARART, 2O
FIECHEHT I T2 — REEDRA N —UF 4 L7 MY BERR L ET,

ATw T2  https:/software.cisco.com/download/home 7> 5, J8&HR L 72 VM JEFHIZi# L 7= Cisco Crosswork Workflow Manager
Advantage Platform Deployment 7 7 A /L& J E— R A MIX D ma— RKLET,

* VMware EPI DA 1 cw-cM-Solutions-Advantage-2.0.0-14-SVM-7.1.0-48-0ova.signed.bin

e KVM JEBBH DS : cw-cWM-Solutions-Advantage-2.0.0-14-SVM-7.1.0-48-gcow2.signed.bin

ATv T3 WkOavry REHEHALT, @b/ signed.bin 7 7 A A b tar.gz A VA F—F 3 V& L E
e

sh CW-CWM-Solutions-Advantage-2.0.0-14-SVM-7.1.0-48-ova.tar.gz

F7o0x

sh CW-CWM-Solutions-Advantage-2.0.0-14-SVM-7.1.0-48-gcow2.tar.gz

A VA R=F N NLORNEE, A A—VORGHILER 7 7 AT, UE— AR MDRLT 4 L2
~UAZH S E T,

ATy T4 EHFID ZMHH LT Crosswork iZv 74 > L, B (Administration) ][> Crosswork Manager] >[7 7
)yr— 3 UEE (Application Management) %R L £,

B oV +7yFIL—FDIYR =
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ATvTS5 [FHLWI7AIILDEM (Addnewfile) [Z#~27 VU > 27 L, [CAPPZ 74 ILD7T v FBO— K(tar.gz) (Upload
CAPP file (tar.gz)] Z &R L £7°,
ATy 76 [Z7AILDEN (Tar.Gz) (AddFile(Tar.Gz) | <— &AL T, £3. CWMCAPP 7 7 A /L%
AT BZENT D0 HT 5 [FE kajl (Protocol) | #EFR L ET, ROT 7 v a v a2FT L%
R
a) [URL]ZRIRL7-5GH  RORIIRSNTND LT, CAPP 7 7 A ADBMRFEN TS U E— k7R
A RDOURL (tar.gz 77 A /V~DOR%&ETe) # AT LET, [BEARREE (BascAuth) | F = v 7
Ry 7 ARA N0 TODEAIE, VE— hERA MCT 7 AT 310008 [1—F—4%
(Username) ] & [/SRTJ— K (Protocol) ] Z AL ET,
b) [SCPIZBIRLGE : VE— KRR N EDOT 7 A LD [H—"\—/SR5RT (Server path/Location) ],
UE— KA M —=1—=0D[/RRX r&/IP7 FLR (Host name/ IPaddress) ], [R— k (Port) 1. =
JA D [A—H—4% (Username) | & [/8RT— K (Password) ] # AL £,

Add Application Bundle (.tar.gz)

Protocol ®ure () scp

URL *

o—snapshot/CWM-Solutions/cwm—capp/capp—cwm—250418.tarAgzl

Example: <http/https>://foo.com/temp.tar.gz

O Basic auth

O Automatically clean all repository files before adding a new file

€

ATy 71 [Add|E27 VU7 LEd, [PaTBEE (JobHistory) | 47> a v aEIRL T, CAPP 77 A VDT v
n— ROETRWABEH TE ET,

RT9T8 ToTu—RRETTLHE, RORIRT I, [FTU5— 3> (Applications) 14— 12 [Workflow
Manager] # A WINERSHL, T F UV r—var A VAN LVTHMFENRTEILE2RLET,

Applications Job history Showtech requests Smart licenses

D @
Platform Infrastructure Element Management Functions Workflow Manager
Lite

@ Installed v7.1.0-prerelease.589+build.657 @ Installed v7.1.0-rc.39+build.39 Install v2.0.0-prerelease.243+build.2...

® Requires at least Crosswork Platform Infrastructur...
© 0 Down @ 0 Degraded ©25Up © 0 Down @ 0 Degraded 92Up Crosswork Workflow Manager (CWM) offers a highly

reliable platform for executing and managing workflow
Plan, design, implement, operate, and optimize your Functions included SWIM

activities.
network

IY—t7YITTL—FDAL VR b= .“




B owyvya—asaarrorozi—n

ATvT9

IY—+7yTTL—FDA VR =L |

[Workflow Manager] % 1 /L@ [E# (More) | 742> 32D K> k) 227U v LT [Workflow

Manager] 1 A b=V Ry 77 v T aFRL, [AVA =)L (nstall) 1227V v 7 LET, X
M= TT5E, [7TV5— 3 EE (ApplicationsManagement) [>[2 3 FEEE (Job History)]

TNz,
R
ATv 710

(77T 4 _X— g UKL E L7 (ActivationSuccessful) | W) X v B—IURNFREINFE

[EE (Administration) ]>[Crosswork Manager]>[Crosswork MIE&E M (Crosswork Health) ]>[Workflow

Manager]# IR LT, A v A FP—ANEFIZE T LEZ 2R LET, [NA47B8Y—EX
(Microservices) | # 712iE, WOKIIREN TS 10 DA 7 B —EARFRIIL, TXTO~A

JaY—EAD[RAT—F A (Status) ] 5 [IEE (Healthy) | LFRShET,

Crosswork Manager

Crosswork summary

Crosswork health ication System

v @ Workflow Manager @ Healthy  Microservices| (100 @10 @0 Do Recommendation None

Description:  Crosswork Workflow Manager (CWM) offers a highly reliable platform for executing and managing workflow activities.

Microservices Alarms
Filtered 0 / Total *
Status Type Nam, Current version Up time
( ] ) ) ( ) ( ) ( ) (
@ Healthy Static cwm-engine-history: 2.0.0-prerelease.178 21m 14s None
@ Healthy Static gine-matching-service 2.0, 178 21m7s Non
@ Healthy Static 2.0.0-prerelease.178 21m 1s Non
@ Healthy Static 2.0.0-prerelease.178 19m 54s Non
@ Healthy Static 2.0.0-prerelease.178 17m 23s None
@ Healthy Static vice 2.0. 1178 22m 31s None
@ Healthy Static cwm-dsl-service 2.0.0-prerelease.178 20m 31s None
@ Healthy Static cwm-event-service 2.0.0-prerelease.178 19m 46s None
@ Healthy Static cwm-api-service 2.0.0-prerelease.178 19m 16s None
@ Healthy Static cwm-engine-frontend-service 2.0.0-prerelease.178 21m 48s None

CWMYV!)a1—32CAPPDOA VA =)L
CWM %A A=V LTEDH, CWM-S %A A R—LTEET,

1R BHHIIZ

Crosswork Workflow Manager CAPP D > A h—)L (42 ~2—) OFHBIZHE-> T, Crosswork
Workflow Manager (CWM) A VA M—JLIEHTHDHZ EEMRLET, TNEITH &,
Crosswork Workflow Manager /' J = —3 3 > (CWM-S) A > A h—F /3 KL, Crosswork
Workflow Manager (CWM) CAPPA > A h—F N KA ZH L2V E— hA A N EORT

T4 vz MUt EhET,

B oV +7yFIL—FDIYR =



| 2U—Fr79FIL—FDA VR =)L
cwM v ya—s 3> carP oA R b— [

FIE

ATy T FE T TV RWEAIE, BHEE ID 24 H L C Crosswork (22 74 > L, [E¥E (Administration) ][ >
[Crosswork Manager] > [7 1) r—< 3 V& (Application Management) %R L &7,

ATvFT2 [FHLWI7ZAILDEM (Addnewfile) |22V v 7 L, [CAPPZ7AILDT7 v FO— F(tar.gz) (Upload
CAPPfile (tar.gz)] Z R L £,

ATY T3 [Z7AILDEM (Tar.Gz) (AddFile(Tar.Gz) | X—Y&#MHHALTC, £ CWM Y Ja2— 3
CAPP 7 7 A V% L AT MMIBINT A 720 A4 5 [ 70 kajL (Protocol) 1 IR L £, kDT
varaRITLET,

a) [URL] ZZBIR L7854  RORNIR SN TND LT, CAPP 7 7 A ADMRFES N TS U E— k7R
A RDURL (tar.gz 77 A /V~DONRR%&ET) # AT LET, [EARFREE (BascAuth) | F = > 7
Ry 7 AWK N2 THODEEE, VE— FMRRA MIT 7 AT 5720100 E R [1—H—48
(Username) ] & [/XRTJ—F (Protocol) 1 # AL ET,

b) [SCP] Z#IR L7Z5A : 7 7 A D [H—/N—/SR/BFF (Server path/Location) ], —/3—0 [/R&A
F&/IP7 FLR (Hostname/IPaddress) ], [[R— k (Port) ]. =27+ O [1—H—4% (Username) ]
& /SR — K (Password) ] # A LET,

Add Application Bundle (.tar.gz)

Protocol @ URL O SCP
URL * [ -cwm-sol-2.0.0-14/cw-na-cwm-sol-2.0.0-14-main-250418.tar.gz
Example: <http/https>://foo.com/temp.tar.gz
D Basic auth

D Automatically clean all repository files before adding a new file

ATy 74 [AddE7Y > LET, 7y r—RoETHIE, [P3 TBE (JobHistory) |4 7Y a v Z2%RRL T
TyFu— REERT L2 ENTEET,

ATYFTE  BMMRETTDE, [ZFTVr— 3> (Applications) | ~— YD AIZH 5 [Workflow Manager] # A
JL DRI [Workflow Manager Solutions] # 1 /L7233 x &4u, Workflow Manager Solutions 7 7'V r—< =
YDA AN NVIEEREE ST E PRSI NET

TY—+TFYTTL—FDA VR =)L .“



ATvT6

ATy IT1

CWM')a1—>3 > CAPPDA VR b—JL

Crosswork Manager

Crosswork summary Crosswork health

System

Applications  Job history ~ Showtech requests ~ Smart licenses

Platform Infrastructure Element Management Functions
Lite

@ Installed v7.1.0-prerelease.589+build.657 @ Installed v7.1.0-rc.39+build.39

©0Down © 0 Degraded ©26Up ©0Down © 0 Degraded Q2up
Plan, design, implement, operate, and optimize your
network

Functions included SWIM

@

Workflow Manager

@ Installed v2.0.0-prerelease.243+build.2

©0Down @0 Degraded @w0up

Crosswork Workflow Manager (CWM) offers a highly
reliable platiorm for executing and managing workilow
activities.

IY—+7yTTL—FDA VR =L |

Install

Workflow Manag  Upgrade

Activate
Install v2.0.0-RC.3+k ey
Requires at least Cross ctur.
View details

Execute mop based fleet u
conformance report, manage image fepository.

[Workflow Manager V') 2—% 3 > (Workflow Manager Solutions) ] # £ /L0 [E¥#l (More) 1 71 =

Y BODOFRYR) 7V LT AVAM—NVRYTT v T Ama—%FRrL, [AVA =L

(Ingtall) 1227 Vv 7 LET,

& Crosswork Manager

Application Installation
@ Workflow Manager Solutions
Description

Installation Information

Current status

Version [2.0.0—RC.3+buMd.14

)

Install instructions

m Cancel

History)] # 7',

Requires at least Crosswork Platform Infrastructure 7.1.0

Execute mop based fleet upgrade, run software conformance report, manage image repository.

AVAR=NANETTHE, [TTV5— 3 VEE (ApplicationsManagement) |>[2 3 FBEE (Job
[Workflow Manager ¥ V 2—3 a7 7V r— a0 OT 77 4 _X—va URRPIL

F L7z (Activation of application Workflow Manager Solutions Successful) | &9 A v E— VU NRRRINE

TO

B oV +7yFIL—FDIYR =
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ATvT8

ATv7T9

Crosswork Manager

CWMY')a1—>32CAPPDA VR b—Jb

25-Mar-2025 01:37:19 PM PDT

25-Mar-2025 01:36:59 PM PDT

Crosswork summary Crosswork health A NSO deploy System 1t
Applications  Job history  Showtech requests  Smart licenses
Job sets Total8 O & = Job details
i tart
Status Job ID Actions User L_‘;;(. Job ID Status & User Start
[ ] [ ] [ ] [ AJ8 In progress admin
v End1
@Inprogress  AJ8 @ install and activa admin Jobs (70)
@ Completed ~ AJ7 @  add to repository admin
Time stamp Description
@ Completed AJ6 @ install and activa admin
25-Mar-2025 01:38:19 PM PDT Activation of application Workflow Manager Solutions successful
@ Completed  AJ5 @  add torepository admin
25-Mar-2025 01:38:19 PM PDT Workflow Manager Solutions services are healthy after 2m21s
@ Completed  AJ4 @  install and activa orchestrator
25-Mar-2025 01:38:19 PM PDT Waiting for services to be healthy 2m21s
@ Completed  AJ3 @  add to repository orchestrator
265-Mar-2025 01:37:59 PM PDT Waiting for services to be healthy 2m1s
@ Completed AJ2 @ install and activa orchestrator
265-Mar-2025 01:37:39 PM PDT Waiting for services to be healthy Tm41s
@ Completed  AJ1 @  add to repository orchestrator

Waiting for services to be healthy 1m21s

Waiting for services to be healthy Tm1s

[7 TV — 3 EE (Application Management) [>[7 74— 3> (Applications) | % 712,
[Workflow Manager] & [Workflow Manager / Y == —3 = > (Workflow Manager Solutions) ] ¢ i 5 23548
LTWDHZ ERRRINET,

Crosswork Manager

Crosswork summary Crosswork health

Applications  Job history  Showtech requests

Platform Infrastructure
Lite

@ Installed v7.1.0-prerelease.589+build 657

©0Down 0 Degraded ©26Up ©0Down

Plan, design, implement, operate, and optimize your
network

Smart licenses

@ Installed v7.1.0-1c.39+build. 39

0 Degraded

Functions included SWIN

Element Management Functions

®20p

manager

System management

Workflow Manager
@ Installed v2.0.0-prerelease. 243+build.2

©0Down @0 Degraded o1

Crosswork Workflow Manager (CWH) offers 2 highly
reliablo platform for executing and managing wrkflow

actviios.

Add new file

Workflow Manager Solutions

@ Installed v2.0.0-RC.3+build. 14

3Up ©0Down @0 Degraded @s5up
Execute mop based fleet upgrade, run software
‘canformance report, manage image repositary.

[ (Administration) ]> [Crosswork Manager]>[Crosswork ®IE&EE (Crosswork Health) ]>[Workflow

Manager ¥ 1) 12— 3> (Workflow Manager Solutions) &R L £9, [R4 2 Q¥ —EX
(Microservices) | # 712, 52O CWM Y UV z—varDvA4 70t —ERARNTXC[IEE (Healthy) ]

RETHD EERINTNDRERDHYD £,

TY—+TFYTTL—FDA VR =)L .“



B oy omminorLorm

v @ Workflow Manager Solutions

@ Healthy  Microservices(5)

Description: Execute mop based fleet upgrade, run software conformance report, manage image repository.

95 ©o Qo

IY—+7yTTL—FDA VR =L |

Recommendation None

Microservices Alarms
Filtered 0,
Status Type Name Current version Up time Recommendation Description
( V] ) ) ) ( ) (
@ Healthy Static cwm-solutions-fleetupgrade 2.0.0-RCA 10m 43s None
@ Healthy Static cwm-solutions-inventory 2.0.0-RC.1 11m 31s None
@ Healthy Static cwm-solutions-automation 2.0.0-RC.1 1Mm17s None
@ Healthy Static cwm-solutions-imagerepo 2.0.0-RCA 10m 46s None
@ Healthy Static cwm-solutions-mop 2.0.0-RCA 10m 16s None

ATv 710

BHEIZ, CWM Y U a—> g 0d, 390X A4 FI v 7P —ERRy K2 CWMIZBENMLET, 2hbd

E. CWM YV U 22— a3 VIZR > THERICA VA b=V ENTE3D2DCWM T X2 DU =0 —KRy R
TY, FTNHiE, [BEXE (Administration) ]>[Crosswork Manager] >[Crosswork IE& M (Crosswork
Health) ]>[WorkflowManager] ® FiZ& Y £3 ([Workflow Manager V¥ U = —3 3 > (Workflow Manager

Solutions) | D FTiEH Y FHA) .

Crosswork Manager

Crosswork summary Crosswork health icatit NSO

manager  System management

> . Element Management Functions Lite @Healthy  Microservices(2) @2 @0 @0

v @ Workflow Manager @ Healthy  Microservices(13) @13 @0 @0

Description: Crosswork Workflow Manager (CWM) offers a highly reliable platform for executing and managing workflow activities.

Recommendation None

Recommendation None

Microservices Alarms
10 static 3 Dynamic
Filtered 0/ Total 3 = &
Status Type Name Current version Up time Recommendation Description Acti
( V) | ) ( ) ( ) ( ) | ) ( )
@ Healthy Dynamic cwm-worker-1745262126399374490 1.0.0 6m28s None
@ Healthy Dynamic cwm-worker-1745262126605861951 1.0.0 5m 155 None
@ Healthy Dynamic cwm-worker-1745262126778049236 1.0.0 3m 585 None

O54 VERTO T 74 ILDIER

B oV +7yFIL—FDIYR =

Crosswork B 7 A UERT 0 7 7 A Wix, a7 A a—P—4 LAY — RELR7 HIETHR
FLET, Crosswork [T 6D —ERAZMEH LT, Crosswork [fJIJIZRHbL L7z —E A& %E
TTDH~NNR=T TV r—2arThbdTa3( Z— (CiscoNSO 72 &) & OFBIEEITVE
T, F£72. Crosswork &L ED T B NRA X —F, Xy T =TT NRARIT 7 AT HERTH
n7 A NEFRT e T 7 ANVEEH L CRGEEZITWET,

ZOFNATIE, 2207 A MFH 707 7 AV ZE{ERK L EJ, Crosswork Workflow Manager
YVa—varid, BNOT a7 A NEEHLTNSOICrZ A L, NSOIZXHLTHy b



| 2U—Fr79FIL—FDA VR =)L

FIRr

ny4iEgTnr7 o

T =TT NAANDT 7 HARCERELREDFT2ERLET, NSOIF2EBOD T 77 A V%
FERHL Xy hU—7F A4 R zn /A LET,

nrA UERT O T ANVTREET 20 VA ERIET e FavEAETT, 2D, fFrUA
VT T s ANT BIEFAT] (Fubhalbiing) ZiEElL, 7o har e
W2, FARAZAFIEZT AV r—arTFEOTa halbiETsa s/ E5Hory b (B
Wi, 2= =R LRV —F) Zl1ty MEELET, RIZ, Tr7 7 A VICHERHIEST
_CoTa harEa A AFRNR L7 v a AZBNMENDET, a hali SIS 5(2EM
L, fHsd5n 74 AfFRoty FE2BIMLET,

FU7m hax LTC2o0R 07 A 5@ty Naefior A FRT e 7 7 A V%
RETHZEITTEERTAL, HOuTAUFERTL T 7 A NVTRREF OB N aLOklon
TA U NERE Y NERETLHEE., oue A A T a7 7 A VEERT DLERDH Y £
7

a7 A UNERT e T 7 A NE T uNA F— DOV TIE,  [Cisco Crosswork Network
Controller Administration Guide] ¢ [Credential Profiles] #Z&M L TL 72 &V,

1R BRI

CWM Y U 2—3a 2 CAPPDA YA h—/L (443—2) OFIEICHESTCWM Y Y 2— g
VA VAN NVERTHD I L EMERLE T,

AT w71 Crosswork 22 7' A > L, [T/Af AEHE (DeviceManagement) ]>[04 4 Vi 027 7 4 JL (Credential
Profiles) 14 3% L £, Crosswork (X, [A¥Y 4 V&R T O T 74 JL (Credential Profiles) ] U X b &ZFR

Li‘g—o

ATY7T2 NSO TANAF—DATAVERITOT7FAILERDESITHERLET .
a) +&%27 Uy 27 LT, NSOTunfZ—pul A NERF a7 7 A ZBINLET,
b) FHLWITOT7AI/LDiEM (AddNewProfile) ]| 74> RUD7 4 — /L RIZIRO X S IZ AT LET,

T4—ILEDAT | ARFEEFBRTLIASE

o774 % (F |Nso OF A ViEHR (F7ITERO D HEEDO—EDLH))
FIXERDHDHIEE
D—EDNLHI)

ERaa4 7 SSH
(Connectivity type)

aA—H—% (User NSO #—_—@ SSH &l —HF—Da—H—4 . ZoOa—HF—4%. NSO

P N—TIERT 2 EHEHEREFFOFEHOCWM Y U 2 —2 3 Y Ha—%—
LT DHZENTEET, WThoEat, ZOEEF 22— —41X, NSO
P —/N—D ncsadnin N —TWEFEFNTND L= —LTHILERH D F
?—O

TY—+TFYTTL—FDA VR =)L .“


https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/crosswork-doc-portal/doc_portal.html
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/crosswork-doc-portal/doc_portal.html
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/crosswork-infrastructure/7-1/AdminGuide/b_CiscoCrossworkAdminGuide_7_1/m_DLM.html#concept_dnv_c2k_mdb

IY—+7yTTL—FDA VR =L |

B oy omsinor ok

24—ILFORE ANFLIZERT AR

INRT)— R D= —ZDIRAT — |,
(Password)

INRT—FDHEE |[[/SRT—F (Password) JIZANI LD LRI L/RAT — K,
(Confirm
password)

INRT—FH#BMZ | ZO7 4 — /L RIFZEMOFEFICLET,
9% (Enable
password)

¢) [EBIZEM (+Addancther) %27 U > 27 LT, WUNSO 27 A U ERT 17 7 A MTEINT 5510
i m haroty hEFRRLET, SENL, [ 4 7 (Connectivity type) ] & LT [HTTPS]
B, A7 v 720 ERICEDIC, 20787 Fha/bd NSO 2—H—ERAT— ROFEHRZ AT L
F9, KIIHIERLET,

Add New Profile

Profile name *

[ NSO-credentials ]

Add credential protocols

Connectivity type User name * Password * Confirm password *

[ss ] [‘aamim | [& stow | [(8 v show |

Enable password

Connectivity type User name * Password * Confirm password *

(rrres B e stow | (& e | show

+ Add another

ancel Save

d TEENKTLES, [RT7FE (Save) |27 U v 7 LTNSOu 7oA UER T 7 7 A VERIFELET, {5
EL7Z[FTRT7AILE (Profilename) | 723 [R5 4 U1EIRFO T 7 4 )L (Credential Profiles) ] U A
MIFERENET,

ATvT3 (T av) AFvT2#BYRLT, TNARDBNOATA UERITO T 7 A ILEERLET,
Crosswork Workflow Manager ¥ U =—3 a Y 2 H L CEBT D FEDT A AT LT OT A An
TA U NEHRET T Fa LB BNTAZLE2RBED LET, BHEROT NS ABENLOT v ha/Lifl
AL TWARWERIE, var A U ER7m 7 7407 a ba b a B LN TL 230, ROKIT,
Crosswork 2 7' A UNEHM T 0 7 7 A MZIBINTE 53T _XCOTm hald, TRV AR—hT57 /31 &
WEREDOFIEZ F Db DTT,

Joral A&
SSH 0T 7 /34 Al & 2T 7 7 A MBE AT 27 31 R, T3 2E

I REICEH S LD 7 m kA,

. JY—+T79FIL—FDA X =)L



| 2U=Fr79F5L—FDA VR b=

noq w7774 Lok [

Jotkan &

NETCONF UE— baRE L RPC Z2#h, J@H (X SSH TR S ET,

HTTP BETRVWeb U Y —A~DT 7 ¥ AT HH A b,

HTTPS LA CHEEAL STz Web U Y — ZHAARET B R R B,

SCP SSH M [l L7cZ R /xis s Sz 7 v A VA a3l 27 /54

TELNET ay =T IR AHO—RHRTa harThD ., 1FEAED Cisco
XR. Cisco XE, $ & OVuniper Junos 7 /34 AT SN £,

SNMPv2 DT NAATHEREND, T AFHOFEHRET 1 s 3L,

gRPC BT = VAV AT MIBINT HT A A, 2K, 7T

AT RTFVr—=vavid, a—ALTHEINOE I, ——7T
TV r—varTE= MRy — Uy a— L EBEENFOHT Z LR T
& ¥7, REST OEEFE,

SNMPv3 —HEDOF LT AL AT SND . TS AFEAOFERET 1 =L
DEFN—T a v,

gNMI X 2T RANI—=I VTR TYTAZAL LOXy N —J B, T
LARY, BEOT A, ZFHERMETIEIT NS R, T—F B Z—X
P —E 2 7oA F—TSNMP Db 0 iz L<fERENET,

WO, Bb—RUIFEREND 2207 e ha VHOE—OF A 20 7 AER T e 7 7 A )V aAfE
KT B HEERLET, RAC22o07 0 ha Ve L TWDLR, Bida /A4 EREFF>T A AD
TN—TNo55E801E, 2oL on s 4 R 7T e 7 7 A VEERTE £9°,

Add New Profile

Profile name *

[ devices-profile

Add credential protocols

Connectivity type User name * Password * Confirm password *

[SSH v ] [ admin

Enable password
]

Connectivity type Read community * Write community

[SNMPVZ

+ Add another

Y= rF7YTTL—FDA VR =)L .“



IY—+7yTTL—FDA VR =L |

B nsosvsr—soq oz r—ranrg

NSO /Ny 77— DA VR F—)LRTDESE

ATy T

ATy T2

FIE

NSO D CWM YV a—a Xy r—V% A A M—/LF 5, 1BI1D Python /37—
MANSOIZA VA F—/LENTNEZ L, BELONSO A REST ZHR—h L TWN5Z L &R
TAHVLENHY £9, CWM YU 22— 9 X SSL & HTTPS Ol 2l Tx 57, HE
WIS U TCRESTRETCH T EZAINIT HI L Z@RIRTEE7, SSL AT 851X, SSL
FEAET 7 A V& A A F—/L L, RESTCONF %€ CZ DL EIEETHLENH Y £,

1R BRI

A VA M= NVBEEADHEE (2—) THHIN TS LT, NSO A A h—/LDHAR
FEGT LTS e MR LET, RESTRED & LT HTTPS/SSL 2G0T 545
HlE, ZOX A7 5T T HHENT, NCSHERKT 4 L2 b VI SSLEEE L X —7 7 4 L% AE
LTA VA RN—NTHI EEHELET,

NSO ¥ —/3—{ZR D Python X 7 —T % A A h— )L LET,

~$
~$
~$
~$

sudo
sudo
sudo
sudo

pip install textfsm

pip install jinja2

pip instapp pyyaml

pip install pycryptodome

NSOncs.conf 7 7 A VELLFIORT XD ITHRE L., RESTHR— M E2ENILET, <ss1>7 1 v 7 I13fE
BTHY, RESTROZDMMD a~> REXBITH7-DI, LFTIEA 20 v 7k TORIAVTOVET, WICHIE

RLET,

sudo vi /etc/ncs/ncs.conf

<webui>

<ss

<enabled>true</enabled>
<transport>

1>

<enabled>true</enabled>
<ip>0.0.0.0</ip>
<port>8888</port>
<key-file>${NCS CONFIG DIR}/ssl/cert/host.key</key-file>
<cert-file>${NCS CONFIG DIR}/ssl/cert/host.cert</cert-file>
<extra-listen>
<ip>::</ip>
<port>8888</port>
</extra-listen>
</ssl>
</transport>

<cgi>

<enabled>true</enabled>

<php>
<enabled>false</enabled>

</php>

</cgi>

B oV +7yFIL—FDIYR =



| 2U—Fr79FIL—FDA VR =)L

ATvT3

ATy T4

ATy TH

ATvT6

NSO /Sy r—on1 w2 k—uginrE [

</webui>

<restconf>
<enabled>true</enabled>
</restconf>

MENTET L7725, nes.conf 7 7 AV &ER(F L, NSO ZFpicdE) L £9, WIHlZRLET,

sudo systemctl restart ncs

BHFE L —HF—IDZHEH LT, NSOA v A /L TCRESTRNIEELSHEEL TWAZ L AR LET, K
WZhHlERLET,

adminl@ncs% run show ncs-state rest
ncs-state rest listen ssl

ip HH

port 8888

ncs-state rest listen ssl

ip 0.0.0.0

port 8888

RO NSO 7 a— AR E AT L E T,

adminl@ncs% show devices global-settings
connect-timeout 600;
read-timeout 600;
write-timeout 600;
ssh-algorithms {
public-key [ ssh-rsa ];
}
trace pretty;
}

T A2 MEE OFT #End of file DENZ Linux AV —F 4 V' VAT LD ulinit HEBMLET (F7274
WIBA) . iIChlERLET,
a) /etc/security/limits.conf 77 A NVEMHRLET,

$ grep hard /etc/security/limits.conf
$ grep soft /etc/security/limits.conf

b) RSN TWARNWEGEIL, /ete/security/limits.conf 7 7 AV ERE L., IROITEEMLET,

* soft nproc 65535
* hard nproc 65535
soft nofile 65535
hard nofile 65535
soft memlock 65535
hard memlock 65535

C) sysctl -p 7 U7°]\7E£??L/’C/\°§)(‘—57E§QHFEL§'@AO
d YATAhHRrZT UL, BERIA L THLWMEZEH LET,
e) Linux XL —7 4 V7 VAT AD ulinit ENEAINTND Z & 2R LET,

* % F %

$ ulimit -a core file size (blocks, -c) O
data seg size (kbytes, -d) unlimited
scheduling priority (-e) O

file size (blocks, -f) unlimited
pending signals (-1) 95697

max locked memory (kbytes, -1) 65536

max memory size (kbytes, -m)

unlimited open files (-n) 65535
pipe size (512 bytes, -p) 8

TY—+TFYTTL—FDA VR =)L .“
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POSIX message queues (bytes, -qg) 819200
real-time priority (-r) O

stack size (kbytes, -s) 8192

cpu time (seconds, -t)

unlimited max user processes (-u) 65535
virtual memory (kbytes, -v) unlimited

file locks (-x) unlimited

AT w71 NETCONF Access Control Model (NACM) /L—/b U A 73, ncsadmin 35 & O Linux =— % —{Z NSO T

EFEATTOHEMEMHELTWA Z 2R LET, RICHZRLET,

adminl@ncs% show nacm

read-default deny;

write-default deny;

exec-default deny;

groups {

group ncsadmin {

user-name [ adminl private 1;
}
group ncsoper {
user-name [ public 1;
}
}

=P —F AT N —T BT 57 8, 22—V —%BINT 5 HECOWTIE, NOT RI=A hL—v3
YHAFRD Ry 7 [a—F—DiEi] 28R L TIEEN,

AT9T8 7V = T w7 TV —REFHLTHR=FTDET A AZREL, ROX T, ZNHDOT A AT

L 7= NSO Network Element Drivers (NED) %A A b —/L L F T,

a) THUY NF— AR L72 NED 7 A & AGEH#EO URL #EH LT, Cisco V7 b =T X7
00— RMNEHF /A AONED Z# NSO HRA DY Y —AIZF 7 a—RLET, NED X signed.bin
T ANT, TNEFITLTCNED 2— RERGEB L O 2 40BN H Y £9,

b) NO7 FI=A Lb—vary A KOOI Y7 [HLWNED DA A h—)1] OFIIHE- T,
X m— R L7 NED Zfgid, flitl, 1 A b= L&,

) HLWNED DA A M—/ANET L6, NSO #HE# LET, f:

sudo systemctl restart ncs

NSO O/ N/ 5 —T0 774 IILDERK

Crosswork 7' 12 /3 A #— L. Crosswork N $iBI7MERER BIT CE D L HIZTDH~NAR—=T T
r—arTd, TOXAZTIE, NSORTA UEHRT a7 7 A4 )V EHH L TNSO 7' g
X —%ZAER L. Crosswork COFRAEIZMERERAFEBEL E T, ZHIZL Y, NSOIE, 1Bk L
T NA AR T A NERT O T 7 A IR SNTWDET A AGRIHERICT 7 EATE 5 K
T FT,

B oV +7yFIL—FDIYR =


https://cisco-tailf.gitbook.io/nso-docs/guides/administration/management/system-management#adding-a-user
https://software.cisco.com/download/home
https://software.cisco.com/download/home
https://nso-docs.cisco.com/guides/nso-6.1/administration/installation-and-deployment/post-install-actions/explore-the-installation#install-new-neds

| 2U—Fr79FIL—FDA VR =)L
NSO FO/ 4 #—F 0774 ILOERK .

1R BHHIIZ

a A NERT 0T 7 ANVOER (48 X—) THBHINTWb e s U fER7e 7740
T TCIERR L TWA Z L 2R LET, IROZ AV B52TT A%, FDOX AT TIERK LT
NSO v /A MNERT 0 7 7 A VDLFINDHLETT,

FIE

ATY T 1 Crosswork (27 A > L, [B¥E (Adminigration) |>[7ANA A7 XADEE (ManageProvider Access) |
IR E7,

AT T2 [H] %227V v 7 LTNSO 7/ "f X—%BINMLET,

ATy T3 [FHLWLWTOT7AILDEM (Add New Profile) 1 7 1> RUDERYIO 7 4 —/L Kty MIIRO L HIZAT
LET,

74 —ILFEDAE | ANFLTERT SRS

A=VAC & ¥ TuaNAg X —D4HE] (NSO E) |
(Provider name)

AJAVERTO | mr A U ERT e T 7 A VDR 482—) TIERLZNSO r /A U IEH T v
J74I 7 7 A VDA,

(Credential
Profile)

27 3') (Family) |NSO

ATy T4 [#FE2 4T (Connectiontype(s) |7 a D7 4 —/L FIZRD X HICAHLET,

Z4—ILFEOAET |AKFLEILERTSIAE

Joral CiscoCrosswork 7 7'V r— g Uin 7 a XA X ~OERIZER T EET e b=
ZIEIR L E 9, [HTTPS] ZiBRL 7,

ZOTaNRL ZOERT Rk aE S HISENT5I2E, RPIOITOKREKICH D
@7 =227V LEd, ANLETE FaAzbllkd5icid, 200K
b @7 1arrry s LET,

L7 haveificty Ml BERBOEROFEMOE Yy P2 AN TE X
To

H—/\— D WONTNDLDF T a BRI L ET,
(Server details)

< IP7 FLAR, RICNSOKRA FDIP7 KLR (IPv4 £721%IPv6, V7 % v b~
A7) wATILET,

* FQDN, KIZNSOKRA D[ RAA % (DomainName) | & [RR & (Host
Name) ] # A L %7,

TY—+TFYTTL—FDA VR =)L .“
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IY—+7yTTL—FDA VR =L |

74 —ILFEDAE | ANFLTERT AR

R— NSO KR A b ~OEFRIHEHT 5 — FEE, Zhid, XETH7' 1 haicxtsd
HR—FTT, 72L& 201E. NSORA b &EDWEICHEHAT S 72 k2L SSH O
A, A— FFEEITEE 22 T,

30 HTY,

BALTIME) (NS A LT T T ETHET ORI AAN LEST (BHAD) . 7741 M

ATy FEs [FONA FTF0/8F 1 (Provider Properties) |27 a> D=y U347y a T, LEITSLT,
ROX—/MEDXT DHH 1 DEITEHRE A LET,

JOnRT 4 F—

fEe

forward

true

ZOT T 41X, Crosswork ZfiH L TUINTY mEY 5 =0 7 #:
E%T& 5 X912, Crosswork APl 77— R 7 = A %41 L C NSO ~®D
J=ANRT U R A B =T 2 AEFINCT DG EICHETT,
GF)

forward O 7 /v ML lfalse] T7, ZTHANEFE I TR
Y6, Crosswork |[ZIBIN & AL727 /34 AL NSO LB SN EH A,
ZOREE, [R)O—D#RE (EditPolicy) 147 v a v Efladtb
TSN ET,

nso_crosslaunch_url

GE)

ZDTasRT 4%, NSO a o
F—IZOHRERENET,

7 b A #H) NSO @ URL % https://<NSO IP address/FQDN>:
port number ODFATALET,

Crosswork UL 225 NSO 7 7 U r— g o7 o AREE /35
Wi, A&7 e b2 (HTTP £7/2I1XHTTPS) NMLETHY ., 7o
NA B —IZRZEFETHINENDY £9,

I ARLET A 2N [FTaNAg F—% (Provider Name) ] Fli2FoR
SNFET, T, v RUDHEBICHDIEE T A a L 2fHL
T.NSOT7T 7V r—varafHAEETHZ ENTEET,

input_url prefix

GE)
ZDF T 1%, NSOLSA 7
O, B —|ZOREAINET,

RFSID % /rfe-x DIEXTASILET, ZZ T, xIZRFS /— KD
HrreRLET,

Example (for RFS node 1):
input url prefix: /rfc-1

ATy T6 [ETFTILTL T4 99 R1EHR (Modd PrefixInfo) | E7 > ar D7 4 —/L RIZRDE HITASHLET,

B oV +7yFIL—FDIYR =



| 2U—Fr79FIL—FDA VR =)L

NSO FO/ 4 #—F 0774 ILOERK .

J24—ILFORE

ANFLITERT H5RE

ETJ)L (Modd)

CiscoNSO T &2 NEDCLIIC—EHTDET NI VT 4 v 7 A&RINLET,
HENIAEITRD & B T,

Cisco-IOS-XR

Cisco-IOS-XE

Cisco-NX-0S

T LA RYUTIL, Cisco-IOS-XR DAHBYR— I THET,

ZDONSO 7a A EDETNT VT 4 v 7 AERE S BITENT 212X, [ETIV

TL T4 v RIER (Model Prefix Info) | &2 = > OEEOIFORRICH 2 @
TAarvE7 Yy LET, ANMLUEETAT VT 4 v 7 AZHIBRT HI21E, £0

TGOk @7 ravrk sy o s LES,

N—3y
(Version)

NSO — _R—TfHEHEIN TV CiscoNSONED KT A XD NX—=T g 02 ASILFE
7,

ATy T EENKTLEDS, [RTE (Save) |27 U v 7 LTNSO T A X —7 a7 7 A VERIFLET, Crosswork
DNSOWZEIFEL L9 & LTWARM, BIENKAET L L, [TANSAF—T I XADEE (ManageProvider
Access) | VA MZZDOT T 7 A NBRERRINET,

TY—+TFYTTL—FDA VR =)L .“
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- EETRCRL) T

Add Provider

Provider name * [ NSO ]
Credential profile * [NSO—credentials v ]
Family * [NSO v ]

Connection type(s)

Protocol * Server details * Port * Timeout(sec)

@) 1P Address () FQDN

[HTTPS v ] [ 10.195.73.106 ] [ 8888 ] [ 600 ]

+ Add another

Provider properties

Property key Property value

[ ) (m]°

+ Add another

Model Prefix Info

Model * Version *

[Cisco—IOS—XR \/] I 7.8.2 l

NSO #8e/\v U D REH

Crosswork @ NSO ER~ R — ¥ 2 LT, NSO#EEE/ S 7 Z NSO IZER LET, Zinb
DOFERE N> 71X, AR A X MU EEL L | Crosswork Workflow Manager Y VU = —3 3
T 27200 e E O NSO #fE 2 #28t L EJ, £/, NSO ICEHr 71 > LT,
NACM 2ANSO THNZ 72> TEY . TOMONSOBRENHEUNIHESNTND Z L& 2R
LHUELHY FT,

4R8O SRS

NSO Fu " X —F a7 7 A VOER (54 2—) TIHHAINTWA LT, Fu sl yx—
LLTNSO #EIMLT-Z L 2R LET,

. JY—+T79FIL—FDA X =)L
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nso #ae <y o oEs ]

FIE

ATy T

ATy T2

ATvT3

ATy T4

ATy T5

VA — NV AF—AIZHWEDE T, Ry U — 7 BREEIZHMEZ Cisco NSO Network Element Drivers
(NED) ZFFELTH v rr— LTI ESW, FICEDANC, B LWNED DA A h— 1] THH
ENTNDEIIZ, ZNHDNED % NSO —"—(24 VA h—L LET,
NED 281 > A h—/L &M 725, Crosswork Workflow Manager (22 271 > L, [EH¥ (Administration) ]>
[Crosswork Manager] > [NSOBR < *—< v (NSO Deployment Manager) ]Z&IR L E7,
INSORRBIY—+ (NSO Deployment Manager) ] C. [NSO#EE/Sv & /\> FJL (NSO Function pack
bundles) ] % 7 %% L. [CWM Y1) 12— 3 “FPS (CWM SOLUTIONSFPS) | DRl 8 5 F = v 7
Ry 7 AeA A LET, WIC, [BE (Deploy) |RZ %27V v 7 LT, BEZavA&2MAL £,

eeeeeee

nstalled NSO function packs NSO function pack bundles  Job history
DDDDDD “This repository contains all NSO Function Pack (FP) bundle that came out of the bo, or were uploaded to Crosswork.
Selected 1/Total2 & & =
(VM Solutions Name Version Description Action
: ( ) ( ) ( )
evice O owMNsoFp 710 NSO function pack for CNC-NSO Device Lifecycle Management
geme
CMW SOLUTIONS FP 200 NSO function pack for Crosswork Workflow Manager Solutions
a

AAAAA

RAOIO [AT 4 UIEROIZH (Providecredentials) | X—y 7 r 7 hnFRaEnz6, SSHO1I—
H—&, INRT—F | BXOSudo/RRT—FKu /1 U1ERE AT LET,

b Crosswork Workflow Manager

< Crosswork Manager

Sﬁm Deploy Crosswork NSO FP Bundle

+

erate o 2 s

Provide credentials Deployment target Review & Deploy

Jesign
SSH connection details

All NSO hosts must be accessible using the below credentials.

User name * [ admin ]
©
bt Password * [ B eeereenen P ]
ragement
Sudo password * [[ [= R Show ]]
a

[EBI%—% v b (Deployment target) ] ~<— T, LLTFICRT L5, [BaAH (High Availability) ]
FIC[JEHA (Non-HA) | #3&H0 L%,

J)—+r7vFoL—Fo1 b= [}


https://nso-docs.cisco.com/guides/administration/installation-and-deployment/post-install-actions/explore-the-installation#install-new-neds

B vsowme sy romm

& Crosswork Manager

Deploy Crosswork NSO FP Bundle

©

Provide credentials

Deployment target

By default, all function packs come with the

Provider name

Deployment target

targets pre-sel

IY—+7yTTL—FDA VR =L |

3

Review & Deploy

ted. Deploy targets can be y selected or

Reachability High availability Primary server

from a list as needed.

Secondary server

NSO-KN

ATvT6
F9,
ATy 717

@ Reachable

@® NonHA (O HA

[#EE BB (Review & Deploy) | X—Y T n 7 bnFRrEniz6, B (Deploy) 1227V v 27 L

[ a3 JBRE (JobHistory) | #7 %7 U v 27 LT, NSO DEBZETHICERLEY, Efrhoya s
D[P aT DM (JobDetails) 1 7 1> RUIC—ERREINDH w7

—VURFETREINET,

il Crosswork Workflow Manager 2o

NSO manager  System management

Installed NSO function packs NSO function pack bundles  Job history

'3 Crosswork Manager
Dasthea®  Grosswork summary  Crosswork health
.
Operate
Design

< Job sets Total2 > & Job details
WM Solutions
@ Status Creation time Description ‘ = Job D Status
e 9 ) 560945ac-7fb0-4d6d-a8dd-cfa067cacddf Running
Management
@Runni.. 21-Apr-2025.. NSO FP deploy CMW_SOLUTIONS_FP Job tasks (5)
’ @ Succ... 21-Apr-2025 ... NSO FP deploy CMW_SOLUTIONS_FP
Aerts

ATvT8

status start time Target

= Jobconfig (i @ Starttime  21-Apr-2025 04:58:26 PM PDT
"~ Details End time -
Totals > @
Description

)

© Running 21-Apr-2025 05:01:03 PMP...  192.168.66.156

@ Succeeded 21-Apr-2025 05:00:31 PM P...  192.168.66.156

@ Succeeded 21-Apr-2025 04:50:02 PM P...  192.168.66.156

@ Succeeded 21-Apr-2025 04:68:38 PM P...  192.168.66.156

@ Succeeded 21-Apr-2025 04:58:27 PMP...  192.168.66.156

Reloading NSO with the new Function Packs

nes.conf has been modified on the NSO server

‘The Function Pack bundile has been copied to the NSO server
The NSO system files have been backed up successfully

All Function Pack bundle prerequisites have been verified

Y a7 [HY (Succeeded) | LFRSNTWDHLEIL, [41 VR F—ILENTUVHNSOHEE/ NV &

(Installed NSO Functionpacks) | # 7% 27 U w27 L, NSO 7w A X —ZREAL T, Ny Fr—Und
TA VAR NLEINTNDZ LEMRELET,

Nyr—=2 U Z M, UTFORO XS ICERSNDITTTT,

B oV +7yFIL—FDIYR =



| 2U—Fr79FIL—FDA VR =)L
nso it/ <v s oEe ]

" Crosswork Workflow Manager

r Crosswork Manager
Dashboard
Crosswork summary Crosswork health NSO manager System management
s
operat
Installed NSO function packs NSO function pack bundles  Job history
Design List of function packs installed on each available NSO server.
v @ Nso Version : 6.4. Operstate @ up unction pack & installed (1) 4 Failed
[Ei0dSotitione) Function packs (10) 2
- Name Oper status Description Version
Device )
Management 9 ) (
A cisco-ios-cii-6.107 ouw NED package for the Cisco 10S 61072

Alerts cisco-iosxr-cli-7.62 QU NED package for the Cisco I0S XR 762

cisco-ztp QU Cisco ZTP Package 200

dim-svc 103 DLM Service Pack for synching DLM 2 NSO data 710

Administration
fleet-upgrade Qup Fleet upgrade NSO package 200

goldenconfig o Package for golden configuration templates 200
inventory oup Inventory Python package 200
inventory-junos oup Inventory Junos Python package 200
juniper-junos-nc-4.18 [ NED package for the Juniper Junos 4188

resource-manager oup Resource manager package 229

iflx LlTKﬁﬁ“ﬂ‘f“/a ‘/%*‘Eﬁﬁiﬂbf NSO T show packages I ¥ ]\%—fgﬂéﬁi L, a~v» ]\Hjjj%/j(@
HOMEREWES LT, TRTOR =V RELLA VA M= LENTNLZ LA METH L
HTEET, ZOMIE, Ry F—VORNDIARERLTVWET, LVZI DRy —IUREENRT
WDGER, — Oy —=UNE0FH L= 3 IR TV DEERH Y £7,

adminl@ncs% run show packages package oper-status | tab

PROGRAM

CODE JAVA PYTHON
NAME UP ERROR UNINITIALIZED UNINITIALIZED
cisco-ios-cli-6.107
cisco-iosxr-cli-7.62
cisco-ztp
dlm-svc
fleet-upgrade
goldenconfig
inventory
inventory-junos
juniper-junos-nc-4.18
resource-manager

MO XX X X X X X X

adminl@ncs% run show packages package package-version | tab
PACKAGE
NAME VERSION
cisco-ios-cli-6.107 6
cisco-iosxr-cli-7.62 7
cisco-ztp 2
dlm-svc 7
fleet-upgrade 2
goldenconfig 2.
inventory 2
inventory-junos 2
juniper-junos-nc-4.18 4
resource-manager 4

O O O O O o

ATY T FEToTOARWEAIE, NSOIZu /A v L, T — RTROT A A7 a— VR EEITWVET,
5D NSO #EIL, Crosswork Workflow Manager >/ V = —3 2 VI{ZHMETT,

admin@ncs% set devices global-settings connect-timeout 600
admin@ncs% set devices global-settings read-timeout 600

TY—+TFYTTL—FDA VR =)L .“
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set devices global-settings
set devices global-settings
set devices global-settings

admin@ncs$
admin@ncs$
admin@ncs$

admin@ncs$% set devices global-settings
cisco-iosxr

admin@ncs$ commit

admin@ncs% show devices global-settings

connect-timeout 600;

read-timeout 600;

write-timeout 600;

ssh-algorithms {

public-key [ ssh-rsa ];
}
trace pretty;

ned-settings {
cisco-iosxr {
read {

IY—+7yTTL—FDA VR =L |

write-timeout 600

ssh-algorithms public-key ssh-rsa
trace pretty

ned-settings

read admin-show-running-config false

admin-show-running-config false;

}

ZATw 710 NSOIZIZNETCONF 7 7 & A€ 7 /L

(NACM) AHXETH, NACM/L—/LU 2 R 73, ncsadmin 3 &

OV Linux = —4—{(Z%f L T NSO L THREA 1T T 2HEBRZ T 5 LTV D Z L 2B L T 23y, \IiZ

BlzRLET,

admin@ncs% set nacm groups group ncsadmin user-name admin

admin@ncs$ commit

admin@ncs$% show nacm
read-default deny;
write-default deny;
exec-default deny;
groups {

group ncsadmin {

user-name [ admin private ];

}
group ncsoper {

user-name [ public ];

}

ATy IN

Rfft S 72N RV 6 nes_backup.sh, ncs_restore.sh, get technical support data.sh

DAZ Y7 % NCS_RUN DIR D D scripts 7 4 L7 hUiZat—L, at =LA77 U7 DOk

PRZ FH L CIATAREIC LET,

# Locate the NCS RUN DIR using the following command

cat /etc/systemd/system/ncs.service |

# Update the permissions

grep NCS_RUN DIR=

chmod +x ncs backup.sh ncs_restore.sh get technical support data.sh

B oV +7yFIL—FDIYR =
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