BEHIRXIDEH

GEAEAEHT S (1 X—)

Z—P—DFH (9 =)

2 —H—FBAEDORE (TACACS+, LDAP L VRADIUS) (19 ~2—7%)
SATFLET IV r— g COIEFEOEER (30 *—)
e Ny T T DER (35 =)

VAT ABLIORY NT—I T T —ALDFER (44 =)
BT I OFRR (44 8—)

O VA VHIOBRBEFHORE (45 X—)

AT U AE— RREDEHR (46 X—2)

Xy NU—I 7 7B ARROER (47 X—)

Ly ZEEREDOTEE (48 =X—)

« T—U L TRIEDHER (48 RX—3)

T —NATEINTT T U7 7 ANEHEDRERE (49 ~—)
CAXT 4T N—EFRELET, (50 %—)

SIBAEZ BT 5

SERRELIL?

FERAELT, A, == SR 0T 4T 4 B L, ABF—ICY T HEF L
ETT, AEAEO/EREE, ABF— L —HTHAWMEX—DOmMFREK SINET, TLS7 v b=
LTIE, ABF—0NT =2 2k L, WEF—0E 5k L £,

RERAEE, L) GEAE L U CHERET 23178 (< 054, ikl (CA) ) ITL->TEA
éhi? IOTRRRAFTHOEATHI L TEET, TLSORZHTIE, SEHEDGEHT = —

WXLV FITEDOFIEDHERINET, Z0F=—d, BEBL/L— b CAGEAE, &
ﬁ@¢WCA£%%\kiUi/FI/7474£%§®3@@@I/7474#aiﬂi
T, PMFEAEN, B —_R—fEHELZ /L —  CA I T 5720, EXx 2 U T4 b S E
T, — FEAEOME X —NOHEO T, F=— NOKIEHAENRROFEHEICESL L TRIT
L, —R—FRF 7747 NOEIEFERHEINLI = R0 T 40 7 4 EETK DY £
7

11l
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Cisco Crosswork Planning D FFEAE

Cisco Crosswork Planning (%, TLS 7’1 ha /L& HH LT, 71 AL arR—x v Mzt
FaTICBELET, TLSITXS09GEHEFLMEM L TT A AZFIEL, 7T —F 2L L,
ZOERMEMIR LET, VAT AT, ARSNTGEAEL 7 74T Mo TT v
n— R SNREHEOMAGOENMEN SNET, 7y 77— FSNGEEFL, WGER (CA)
MOIEAT L0, BLBATDHIENTEET, E2E, VAT LAD VM THRA RED
Web ==L T4 T N TITUF A F =T A AF, BF 2T RIEEDTDHIT TLS %
BTSN D VAT HAERD X509 FEEZHEH L £,

Crosswork Cert Manager (%, 0H(7 L — AU —J NOEE O~ A 7 e —E 2B LR —E R
DT7aXTTHY, T3TD Crosswork AEFHEZE L F9, [FEAZEEHE (Certificate
Managemen) ] ~—[E¥ (Administration) ]. >[FEBAEZEEE (Certificate Management) ])
AT L, GEAEAR R, Ty r— N, BIXOEETEET,

1: [REFIEEEE (Certificate management) | ~<—3" (2 X—3) &, Cisco Crosswork Planning
DT 57 7 40 FOFEHEFEL R R L TOVET,

1:[FIBAEEIE (Certificate management) ] R—

Certificates  Jobs
Filtered 0/ Total 3 1) & -
Name Expiration date Last updated by Last updated time Associations Actions
Crosswork-Device-Syslog @ 14-Jul-2034 07:37:43 PM IST Crosswork 16-Jul-2024 07:37:43 PM IST Device syslog communication
Crossworl k-Internal I-Communicati ion @ 15-Jul-2029 07:37:09 PM IST Crosswork 16-Jul-2024 07:37:09 PM IST Crossworl Kk internal | TLS
Crosswork-Web-Cert @ 15-Jul-2029 07:35:57 PM IST Crosswork 16-Jul-2024 07:35:57 PM IST Crosswork web server

AERAED S 4 T EFERAE

INHOFERER, ROFIRT Lo, BAFNISCTRRZ T XT 0 2 3 FE
2 — V2RI INET,
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Ul &

B

H—/\

2247

vk

HAISh S

i3

FTIAI
kDB
HABR

HFESh
SEEILL
R

Crosswork PN
TLS

Crosswork-Internal-
Communication

* Crosswork (Z
Ko THRRB &
DRt s E
7

ZOEEF = —
“iE. U (—
W= 74T
v U —7FEH
Exraly) Tff
HTE, Pk
(2 Crosswork
WZ Ko TRk E
nEJ,

HRHLARRE & —
PS—FRREA TP
[_/gzﬁ‘o

Crosswork

Crosswork

Avra—R

54F

Crosswork Web
P

Crosswork-Web-Cert

PR

Crosswork (2
Ko THERB X
Ot
R

2—Y—T T
& Crosswork
fH D5 2 F2fit
L%,

YRR
B LET,

.

Crosswork
Web H—

IN\—

aZ—F—
A
FoiT

APl 7
A7k

T v/
7— K

7

o— K

54

30 H ~5

Crosswork 7 /3 A
A Syslog

Crosswork-Device-Syslog

Crosswork (Z
Ko THERREB &
DRt s E
7

PN —REREE
PP L ETS

Device

Avra—R

Crosswork |Z1E 2 2O 7T a—A3H D £9,
fEHHT = — 2 OHET v T u— RELIFF Ve — R TEXHu—/,

g@azo 08 ||
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B sLoaszoen

BT = — EHFMEAER L OO FOT v e — RERiFEF v v — REFFaT
AHua—)b,

# L L\EEBAZ DB
WD —/LVOIEAELZBINTEET,
« [ 21 7LDAP&{E (SecureLDAP Communication) | : ==—#%—|%, &% =7 LDAP iE
HECEHT = — %27 v 77— RFLET, ZOFEHET = — X, LDAP ¥ — 1 — %Gk
T 57T Crosswork TSN ET, ZOREHT = —2r 07 v 71— FEIL T Crosswork

WIZEEEIND &, 22— —IZLDAP %— "—% B L (LDAP V— X—DEH (22—
V) SR | GERAEZEEAMA TS ENTEET,

)

(GE)  Cisco Crosswork Planning (X, Web fEB#EZ EHEZ(E L £ A, I CA & HHF—%2Z T Al
THT LV Web GEBIEZAER L L. Web 7' — b = A (T L £

1R BHIIZ
FERAEDO X A FEFERFEIZON TR, REAEOX A 7 EFERLFE Q=) | &
ZHLTLEEN,
e 7 v u— KT HTRCOIEHENT T A N —ifk A —/L (PEM) X THILE R H
DFEF, MEICBEITEZ L9912, ZINOOEAENR AT LANDO EZIZHDHMNIZHEREL
TLIEENY,

e T v — RTAHEHTF =~ T A NMIIEI L7 7 A VNOBEBEE JL— Kk CA LH
MREHE) BEENTWLHERHY 7T, BRIk TI A7 7 AV TEEDOTF = —
VEMHT AL TEE T,

o IR —IZ. PKCS1I ERE/-I1ZPKCS8 TER THAHANLEMNH Y 7,
FE

RTYT1 A A=a—5 [BE (Administration) |>[FIBAEEE (CertificateManagement) | Z 3R L, ’ﬁ:
7Yy LET,

ATYT2 BAEO-BOLHEANTLET,

AT 73 [EED R —/L (CettificateRole) | Ny 7 XU A =a—hn, EWELAHENT 2 HMEZEIRL E7,

GE)
[ZF% 21 7LDAP&E{E (SecureLDAP communication) | 473 = > D773 Cisco Crosswork Planning [Z3%4 L
=7,

B zEsRI0ER
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ATvT4
ATy TH

nEE
anzors ]

[ (Browse) |7 U v 7 L CGEHEOEHET =— BB L E7,
[fRTF (Save) |27 U w7 LET,

(GE)

Ty 7ra—REND L, Crosswork iEFE~ R —V ¥ 13— —FEAEEZ IS AN, BAEL., £k L ET,
WFERRTh 35 &, 77— ( [Crosswork Web Y — X — D FHE#E) (Crosswork Web Server Restart) | ) IZ
SO TCIEAENEA SN L ) E L TWnAZ LR ENET, AEAEEFHULIZEHMICR 7T 7 ML, iEH
FEH Web 77— b = AIZHEMA LES, B LWREFEZ MR 21213, https://<crosswork_ip>:30603 DEEIZ

H By 7 <Not Secure>/<secure> 7 A 2% 7 Vw7 LET,

AEEAEDIRSE
AERAE AR L C, #Ee 2 BN E2I3HIBR L0 . BRI F 721358 » TRRIE S RE &
7 v7a— RBIOEMHR LY TXxFET, 22— —fEOEHER LT Web fEIE % e
T& %9, Cisco Crosswork NELT 2 F DD AT AFFAEILEFE ¢4, R Tx£H
A/o
Flg
RATYT1 AL A=a—00 [BEE (Administration) ] > [GEBAZEEE (Certificate Management) | %R L £ 7,
ATw T2 EHEAZEHFRTIHIIE, ROFIEEZFITLET,
a) [F2 L3> (Actions) 15IT, BETLHEHEDO[ 1227V v 7 L, [REAEZEFH (Update
certificate) ] Z|IN L £,
b) EHTAHREAZEICE ST, 74—/ NIC#E a2 A LET, GO VT, 74—/ RO
s Drqavery s LEd,
c) [fRTfFE (Save) 127V v 7 LT, BENEEZRTFLET,
RAT9 T3 WebikHED Y T4 7 MaEEGRIEE AT H121E, ROFNEEFEITLE T,

a) [7Y 3> (Actions) 1 ¥ T, Z£E 35 Crosswork web iilEFHED [ 127 Vv 7 L, [9FA4TF > b+
SEBAEEREI ##&MK (Configureclient certificate authentication) ] 4R L £,

[V 547> FEBAZEEEE A (Configureclient certificateauthentication) | X—YNFRINE T,
b) [B%) (Enable) | T =y /Ry 7 A%A NI LET,
[FEBHED 2 ¥ —= (Certificate schema) ] & [OCSP] DR ENF RSN E T,

[OCSP]E§<“fE X774V FTHNIR>TOVETA, BBEIISCTEMNCT LI LNRTEET, AT
Liché, A I 4 VRtEAT—# 27 m b al (0CSP) ZEM LT, REFEDORNAT —4 2%
fife e T%i?

¢) [REHED AF—~ (Certificate schema) ] DEZ R L £,
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« [BE (Automatic) | : V7V =7 NAETa——7 U 214 (UPN) 2B LET,
UPNBHOMNB WA, VAT AMIBEAOMEEFERA LET, ZUudT 7 40 FORREE T,

«[FE (Manual) |: 2—HF =T AT T 474 V—REEEINERARBIZESHNT, 7
Y/ MEE T —HERBLET,
d A7 =) [OCSP] DEZZIRL ET,

«[BE (Automatic) ]: FEBHENS L AR Z URL ZHiH L. FH a4 L T OCSP Mk % 34T L
7,

«[F& (Manual) ]: OCSP L AR & URL ZETL2HLERH Y £,

e) [fRTF (Save) 127V v 7 LT, BEEANREZRGFLET,

AT Jjo4 1 A7 /7Tnﬁﬁi%gfﬁb'{7 FA T NRRER H/?E—g—%) 1. ﬁ@?llﬁ%i?fbif

a) AW T 5 Crosswork WebfEFHZE T[22 U v 7 L, [(IBAZDEH LI 54 7 2 RSO (Update
Certificate and Configure Client Authentication) ] %R L £,

[(IBAZENEH EV 54 7 > FRIEDHER (Update Certificate and Configure Client Authentication) ]
R URFFENET,

GE)

SEAEZEHRF LTI 94T v VRAEARTET HEAA TV a &8 IRT D L. Crosswork —/X—DHF
BEITOX T A AR R/PNRICHZONET, 2L, o077 v a VEFEICET LSS
IIHEEN 2 FRAET IO L, ZOEEA T a U TITEEEN 1 [E LA LW T,

b) AT v T2 LRAT T IDERIMSTT =22 AT LET,
c) [fRfF (Save) 1227 U 7 LT, BEANRZHRIFLET,

EIBAEDAHO—F

AEAEZ AT o n— R 51203, ROFIREZFATLET,
FIE

ATV TN A A=a—ipb [EE (Adminigration) | > [REBAZEHE (Certificate Management) | Z 3R L £,
2RFvT2 Frru— R i5aEREO O 220 v LE,

AF v T3 — MEEE L PR R A RN X Y — RS I, R EORICH S (a2 ) v LEd
HELZ —FICF Y a— RT5120F, [TRTITHZRKR—F (Exportal) |27V v 27 LET,

B zEsRI0ER
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HREELEREERA LI Web EHEOES ]

AEBAEZERERZ A L1 Web GEBAZE D E#

ATvT1

ATy T2

ATvT3

Cisco Crosswork Planning (%, FFEFER (CA) FEHEZ A »AR— F$25 2 & T Web sk EZ
EEHCTEET, A~va/uuuhf 3. RERAFEEZEAEK (CSR) 12K 2% Web AlEIAE 0 HHT
LI AR— b ENTHET,

ST Fr—FIZL VY, CiscoCrosswork Planning DRI FAE F— % ABIT 5 2 L 72, =
B—T T A4 RETNIR CAIC K- CTBA SNIREREZ G CE £,
18 H B HIIC

CGGEREZEHT O L, 7 TAT 2 FIBRECH A S D BEFOGEIEEET = — U MR S
NOAREMERSH D720, HEICEEZED TIZEU,

« 2O a ATl Crossworkh — /\—Z FLE T2 LB RN H D720, 581755 F TEIH»
N ET,

« JIAT v NIREEE AN TiE, AAAT—RZo—h /LR ELET,

FIE

AA A =2—"T, [EHE (Administration) ] > [FEFAZEHE (Certificate Management) ] DJIEIZIER L £
j—o

Web iiE1Z# (Crosswork-Web-Cert) D[ 1% 27 Vv LT, [(IBAZE#EH (Updatecertificate) | %
WINLFET,

[EERAEDEF A% (Certificate Update Method) | X—URERREINE T,
CSR #1ER LT, 3R3ER (CA) IZE L9,

a) [FEBAZELER (CSR) #{ERL (Createacertificatesigningrequest (CSR)) | 7 VAR % > | [FIBAE
#H#H (Update certificate) ] DIEIZEIN L £,

[(EBAEZELER (CSR) (Certificate Signing Request (CSR)) | X—YNFRENET, .
b) [CSR M4ERL (CreateCSR) 1 %7V v 27 L£7,
[(IBAZELER (CSR) %Z1ERL (CreateCertificateSigning Request (CSR)) | X— YN FREN %7,
o) HESNET 4—N RIC, BT 5EEZ AN LET, FMICOWTIE, 74— Fofich s O 7 4
arx7 Yy LET, /)/'\’@74’~/1/]\ ITE T,

«[#:&4% (CN) (Commonname(CN)) |: 774 /L hTix, ZHUIV— \—DEEEAM KA A
4 (FQDN) T2, B —"—ZiT 2EEDO —BEDOLRNITHZENTEET, 64 LFET
fEHCTE £,

«[IP7 FLR (IPaddress) |: Z#ux, ZOF 7 A A2 hTHEHA SIS Crosswork VIPT K LA
T, BIMOIPT FL AL, AEAZEOKRGEILERGEICOMEMNT D 0LERH Y £7,
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s [F—F 4T (KeyType) 1: A7+ a ik, [RSA] & [ECDSA] CT9, T 7 4/ MEIX, [RSA] T
R

[F—DHA X (Ev MEfIL (Key Size(inbits)) | : A 7T 3 L1 [2048], [3072], 3 L TF[4096]
TY. 7 74V MEX, [2048] T,

[F—HFAT TR+ (KeyDigest) 1: A7 a %, [SHA-256]. [SHA-384], [SHA-224]. B L
[SHA-512] TF, 7 7 4+ /L MEIZ. [SHA-256] T,

d) [CSR%{ERL (CreateCSR) | %#Z7 Vw7 LT, 77 varv&%E T LET,

ATy T4 CSREZAR LTS, [ForA—FK (Download) | #7 U7 LT, CSREXv>u—RLTHHL, CA
MO DEBLFEFFEAEEZTUSG L E7,
X 2:FIBAEELZER (CSR) (Certificate Signing Request (CSR)) ] R—

< Certificate Management

Certificate Signing Request (CSR)

Certificate details

Certificate name
Crosswork-Web-Cert

Certificate role
Crosswork Web Server

Complete these actions to update the certificate:

° 1. Create certificate signing request (CSR) A
Completed on November 27, 2024

First provide the required information and create the CSR. Then you will be able to download the CSR
and submit to the certificate authority (CA).

[ Download CSR ] [ View details ] [ Delete ]

2. Bind signed certificate A

Upload the signed certificate and the CA certificate trust chain to bind the signed certificate with the
CSR.

Bind certificate

ATYT5 CAEBLMNEIAEL CAHHEEEF=— L 27 7V r—2 a3 LT, ifHEEL M FLET,
a) [EIBAEZELER (CSR) (Certificate Signing Request (CSR)) ] 7 > K7 T, [(IBAEZE/NA VK
(Bind certificate) ]| #27 UV v 7 L£7,

[B&{TEEBAE %/ > F (Bind signed certificate) ] 7 1 > RUBNERENET,

B zEsRI0ER
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< Certificate Signing Request (CSR)
Bind signed certificate

1—v-ozz [

a « Updating the certificate can destroy the existing trust chain of certificates used for the client authentication, if enabled. Please provide with

caution.
« This process requires the Crosswork server to be restarted so it will take several minutes to complete.
+ AAA mode must be set to Local to enable client authentication

Basic details

Certificate name
Crosswork-Web-Cert

Certificate role
Crosswork Web Server

Uploads required

CA certificate trustchain <O

| ==

CAssigned certificate s ©

[ ==

Configure client certificate authentication

Client authentication is an alternative way to setup authentication for users of Crosswork which requires both the client and the server, to provide digital certificates to prove their identities.

Enabling this feature will enable more seamless login experience for users

[) Enable

Cancel No changes have been made yet

b) RRINIT 4=V RIEET—4 %7 v um—RNLET,

OrsaveryorLed,

* [CASEBAZ{EREF = — > (CA certificatetrustchain) ] :
HEDOEAEEHTF = — 2 T,

ZEICOWNWTIR, 74—/ ROBICH D

ZHUE. CADBEE LT Web —/3—7

« [CAHELFHIBAZE (CA signed certificate) | : Ziud, CA 7B EfSF L7z Web ¥— N—DHg &

W72 B2 AR & T,

c) (FFvay) [B#%h (Enable) | F=v /Ry 7 A&7 vy 7 LT, 7747 MEHERIEZ AL

L/ji?‘*o
d)

[EEBAZE %#/31 > F (Bind certificate) 1 %27 UV » 7 LT, #fEZ5ET LE 7,

WAV RT 7 arBETTHE, WebabHENRT v 7'm— RS, B LU Web GEFIE T Tyk 23 FREE

BahEd,

A—H—DEHE

RANTZ 7T 4 AL LT, FHEF TR TCOZ—WF =2 L TEBIOT v b EEKRT D
WEED B Y FF, Cisco Crosswork Planning ZffHJ 52— —D U X M L, =—

W=t & Pl SAT—REREL, TNOLO2—V—T 7 7 A VEERLET, 2—F—7T
AT FOERIFIZ, =W =T 7 B XA TE HELIRE TS D720 Da—H—m— L& E D

g@azo 08 ||
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BCTEd, Tadmin) PSADOa2—V—m— L2l 2561, 2——2BINd 25N —
P — L ZERLET ([2—F v— L OfER (123—2) | 288]) |

FIE

ATV TN A4 v A=a—nb, [BE (Adminigration) 1>[1—H—& O0—)L (Usersand Roles) |>[1—H—
(Users) |7 #RINLET, 2O Fuhb, FiLa—F—0@EN, BEFO 22— — 0% E DO
£, BIO2—V—0DHIREITH> Z LN TEET,
ATy T2 FHLna—F—Z2BNTHI20%, ROFIEZFEITLUET
o B2V LTnERa DRl EAS LET,
b) [f&1F (Save) 1&#7 VU v LET,
ATy T3 a—VP—%HETHITT. KOFIEEETLET,
a) 2—VP—DRICHEF v IRy 7 2% v L, 70w LET,
b) EHEAMzT=6. [fRTF (Save) 1227V v 7 LET,
ATv T4 22—V —%HIEBETHI20E, ROFIEEZFETLET,
) AP ORIChH BTy Ry s 2% s U v L (D00 LET,
b) [HIFROHEFR (Confirm Deletion) 17 4 > R T, [HIER (Delete) 1227V v LET,

ATy TS a—W—0EEr 7 2FRT512%, ROFIEZFETLET,
a) [77ay (Actions) |FIOTFD = TAarzr Vv 7L, [BERErY (Auditlog) 2R L ET,

BIR L2 —H—40 [EAe/ (AuditLog) | MEMNFRINET, dHMIZO WL, [EEa 7o
Frk (443—=2) | EBRRLTIEZN,

A VR F—ILBIC R S M L — Y —

A A F—/VI§IZ, Cisco Crosswork Planning (% 2 D ORERIZ2E B ID 2 {Epk L £ 7,

1. —WF—LZNew-admin T, T 74/ FDO/RATU— RN admin DIRET S VEEBE. 5 —
Ry B —EHREITZOIDEFHALTe AL, Crosswork —"—& KR A R LT 5
VM % SNy a—TFT 4 T LET,

2. o—¥—ZMNadmin TF 74/ FD/RA T — K2 admin @ Cisco Crosswork &g i
EHEX, ZoDEFEHL e AL, 2=V —A L H—T oA AEFREL, HL
Wa— W — ID O EORER 70 BB 2 FIT L £ 7,

W OEL——ID OF 7 4/ hNATU— Rk, BONMERT2 &S ICEFTH50END
D\i‘a_(]
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a—g—n—n, mEH7Iy. s&viER [

A—H—0—)L, BEHTI. ELTIER

[m—/L (Roles) 1V ¢ v R TIE, WUIRMERERF>2—YF—NHAX ha—WF—m— L EE
FHCTEET, 7740 FDadminm —/L LRERIC, I AH ha—H—m— L TIROEFR TR
ShET,

« [Operator] <° ladmin] 72 &DO—E D4R,

IR L=, ARt &ED 1 DL EOREL T2, ZOor—LEfFFoa—F—», APLIZ
Ko THIEIN N TV D EFED Cisco Crosswork HERE % FIT T D 72 OITMEEIRZ D APLICT
TBRATELENE I DEFIFEILE T,

c BIRL7C 1 OULEOHEIR, ZOwu— L affoa—W—2 el 7 =Y WTIITTE H#(E
OHiPHZ HIE L E 9,

22— P—m— VBRI T IVICT 7 BEATEL LT ADITIE, £20h T3 L20RE L
2% APL DNBIR KL THH Z L NFD—LD [m—/L (Roles) | _X—IICFRINTWDH %
ERHY T, WEIT T RRBEIRE L Ca—P—a— LR RENTVWEHA, Z0u—
ARED B THRTWA—Y—F, ZOMWRRHEIKICT 7 EXT5Z LIFTEERA,

—EROFERESN T I VX, 1 D2DOHT I VL THEED APl # 7 V—7{L L E T, =& 2iE,
AAA) 7 3V, NAT—FROEHE, U E— MBREV—N"—DOfihs, BLR=a2—%—¢&
2—/LDOEIDAPI~DT 7B AZHH L ET, ZDOXATOHT TV TIL, —HO AP %%
WLAWEFICLT, ZRHAPI~DT 7 v A 2ELTEH—H T, OAPIZEIRL ThHT =
UNDOZNSDAPI~DT 7B AZRMT 5N TEET, L xiE, BHOSAT—R%E
EHETETH, VE—FAAA Y —N—DA VA M=V EHRET DO DRE & TR ETIFE
HCTERW, FFfiLna—Y—Lto— a2 ERTE 20 (AR —% ] a— L Z{ERT 5
A, TAAAL LW O BT I VL4EFHEL, [VE— Pt — 33— A API (Remote
Authentication Server Integration API) ] F = v 7R v 7 AL [2—P—B L Ue —/LEH API
(Users and Role Management API) | T = v 27 Ry 7 A%&F7IZLET,

BIR L= H T T DK —/LZonT, [E—/b (Roles) |X— Tl HAk L 72 5 45HhE API
KT OMERZERT HZ LB TEET,
e [7HHLD (Read) HEFRTIX, =—HF—1IZDAPLIC L > CHIEISN TWAHEAT V=7 b
ARRBIOEETEXETN, 77907 FOZERHIBRIZTE EHA,

o [EEIAL (Write) [HERTIL, =2—F—3ZD APLIZ K-> TS TnWbd 4TV s
FeRRBLOERE TEETMN, HIRIZTTEEEA,

« [HIB (Delete) (HEFRTIX., TD APLIC L > THIEE N TWA ATV =7 M 5 HIER
MERS 2 — Y — o — U5 S g3, HIBRHERRIZ, Crosswork 7T v b7 4 —L EZFD
TN r—2a Nl o TREINIZEANRGIEZ EEX LN EICERLTLES
A

VEIEC THRZRBESED ZE B TEET,

e 2 —HP =T 7 ZAHADAPIZIRINT A58, TOAPLIZA 2L &b T5AIY | HERAE
5T 208 RHY £,
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gEazonER |

e 2 —W—T 7 AHD APl ZEIR9 5 & . Cisco Crosswork (LZ D 2—H —NFD API I

KT LT XTOMHREFHS>Z E2HE L, BEIRIC

3ODMEMRT R TEZRIRL 4,

o [FEAHLD (Read) 1 & ETe T X CTOMERZA 71295 &, Cisco Crosswork |Z AP ~D 7 7
T RAEEGTH EHE L, API OBBRBMRINET,

AR TS0 F4R:

HAH ha—PF—a— LEERT D25 E1E, RORA NS T 7T 4 AW T ab#d LE

—g—o

* Crosswork DREFAEED A T F v A L FBHEOT- O OEH 2 I/RIICHY T 25 HE = —
P—Dr—/LTO [HIE (Delete) |HERZHIEL £,

o T D Cisco Crosswork API Zfifi -4 B BRI E O —/1iz

7§§ ’/[Z‘g T‘a—o

* Cisco Crosswork Zf [l L Cx v b U —27 OF BRI IZB 5 L'Cb‘%.’)lﬁqf‘

<L [BEArEY (Read) [HERRE [FX AL (Write) | HEMRZ 1 —/L1Z

(T, B 2 — Y — LA CHERR

7P
\

Hﬁbiﬁ“

AT AT —XT I NERIIT T = LTOEBIRN DT — X DAL FRT HNE
N DH2—W—Du— VL, AR ERT 7 2 AMEHE L ET,

WOFRIZ, VERERRTDIVERH DN AL ha—F—a—LOFlERLET,
R1:ARE La—HF—O—ILDOFI
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10 ~ 99 O DOEEOEAE T, 10 RilL S AT A TTRIFERTT,

T 74V FTIH 10 BB RSNET,

[4 ] (Name) ]

LDAP /~> R D4 Hi,

[IPT KL A/RA M
(IP address/ Host
name) |

LDAP #—/"—®D P 7 KL A F 723K A h 4

[ = 7 #k¢ (Secure
) ]

connection

SSLI@fE % L T LDAP ¥ — " — |2 2 a1, B3 = 7% (Secure
Connection) | N7 NVARZ v aA NI LET, 0T 2561, EFAE
(Certificate) ] Ky 7 Z U 2 hvb S 27 LDAPRERAEZ®IR L £
D

GF)
tF 27 LDAP ' —"—%ET DN, [REAEDOE L (Certificate
Management) | Hi[fi|ZE % = 7 LDAP GEEZEMNT 2081 H D 7,

DT 44—V R, T 74 FTIEEY T,

[R—F (Port) ]

F 7 )L D LDAP R — FEF1X389 T, T = 7H SSLOVERNI 2 -
TWAEAIT. T 740 @ LDAP FA— FEE13 636 T9,

34 > F DN (Bind
DN)

FeBR—=Z2~DO T AT I ADFEMEASI LET, X1 FDNIZ
L, 22— —|LLDAP V—X—Zu A L T&EET,

[NA v Rad A 5w
(Bind credential) J/[/ A

v RR 7 A AEFROMER
(Confirm bind

credential) ]

LDAP —N—lr /A T 57O Da—H—H L NZAT— R,

g@azo 08 ||



B wowvy—i—oum

gEazonER |

J4—ILF

Bl

~—Z DN (Base DN)

NR—ZADN{Z, LDAPH—"—RTF 1 L7 NV AOZ—HV —FBIEE MK T D
T2 DI 3 5 BbA A T,

[—H—7 ¢ L% (User
filter) ]

Z—P—RRFEDT 4 VL H,

[DNDOJEA (DN
Format) ]

~N—Z DN Ta—% =24 5 7= Sh 5T

[ZV > r1ID
(Principal 11ID) ]

ZOEIE, FEED 2 —W =L 0K STV D LDAP —/N— 22— — 7
o077 ALNOUID BHEEELET,

[# ) & —~—ZDN
(Policy BaseDN) ]

ZOEIX, T4V FINOa—Y—n— o —vy AR LE
K

(R —~y Tk
(Policy map attribute) ]

Zhit, AY —~_"—Z DN Ca—H —Z#i4 25 DIE L b E9,

Z OfEIE. LDAP — N —JBMED userrilter N T A—F IV Y BT EN
£,

[V —ID (Policy
ID) ]

[RVU 2 —ID (Policy ID) |7 «—/v Ki&, LDAP %——T{Ek L7z=2—
P—a— izt S LE9,

(6=3))

VBl —Y — o — LA ERT B i LDAP = —#%— & L T Cisco Crosswork
Plamning{Zm 7 A L LD &T5&, mr A skl E Lz, RY—
BROPY FHA, Fy N7 EHFICEBEWEDELZI Y, | 2
ITLT—AyE—UNRERRINET, ZOTT—%[EHET ST, Cisco
Crosswork Planning CH1 L) LDAP $—/N— %% &4 5 H1IZ. LDAP ¥—
N=THH# T2 —P - — L E/ER L T ZEW,

[Device Access Group)g i
(Device access group
attribute) ]

Device Access Group JEMAEIL, LDAP Yy — N—J@ETT A AT 7 AT
N—FIEAENDF—IZESNTWET, ZHHDOMEIE. 1 >E 3K
DHr~TRYLNIZT L NI THIENTEET,

LDAP ® =127 % A FTlL, Device Access Group BN, @7 . LDAP ¥—
W=y NT =T TS ZNTE RS T AL L @M E TR EETT,
ZOREMHEICEY . REEShca—PIEH SN Ry NI =7 T34 2D
TN—"T FIET A ADT 7 BARY o —O L)L a$5E LE T, Device
Access Group JE&MEIT, AU > —1ID ERIILTEMEL, T34 Al CHO2—
F—HERE ER L E T,

[kt 2 A LT U b

(Connection timeout) ]

ZALT T MOEZATLET, RRIALT T MME30HTT,

FHNZHOWTIE, ZOME Y I D

B zEsRI0ER

REICH LB ML TIIZSN,



| gEaR DER
rapius 4——0nEE ]

0 [Add] %7V v LET,

d) [TXTOLEHEZMRAF (Save All Changes) 1 &2 U v 7 LET, BHERAZEHT L7200 T — S —DFE
BT 2EEA vy E—UNRRRINET, [EHEDORIF (Save Changes) |27 U v 27 L THER L %
R

ATv T3 LDAPH—/N—%iR&ET BT :

2) LDAP #—~—2@iR L. Clarvos s,
b) EWEMZTI-%. [E#H (Update) 1227V v 7 LET,

ZATv T4 LDAPH—/N\—%HIfET BIZ0% :

2) LDAP #—~—z@i LC. Bz 0o Lt
b) [HIEE (Delete) 1227 VU v L CHERLET,

RADIUS H—/N\—D &I

Crosswork (X, RADIUS (Remote Authentication Dial-In User Service) V—/S—Z{#fH L C=>—
P—ZWFET D 2 &Y AR— K L TCW\WET, Crosswork % Cisco ISE (Identity Service Engine)
REDOT IV = ar A LT, RADIUS 70 ha L2 L CRAET A2 &b Ta
R

1RO BRI
* TACACS+ #—/X— L [RfRIZ, Cisco Crosswork Planning C AAA H— X —Z X ET DA,
RADIUS H—/"—=TH#NT A =% (=P —nm—/b TN RT 78 2T N—T @M%,
WHERERA, LEWEME) 2RETDLENHY 7, CiscolSE TOFIEDFEMIZ DU
TlE, &HF/3— a3 > @ [Cisco Identity Services Engine Administrator Guide] % 28 L T <
ZEW,

FIE

ATV Tl A A=2—7T, [EE (Administration) ]>[AAA] >[H—/3\— (Servers) | >[RADIUS] ¥ 7 DJIAIZ5E
WLET, 20T 4 FUunbiE, H LV RADIUS ——0iBH, R, BIOHIBREITH> Z LN TE
F7

ATwv 72 #HLWRADIUSH—/I—%BMT BIC(F :
o @7 avervosLET
b) #ZE7R RADIUS — —{FfEZ A LET,

grazongs |
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B roows y—n—oEm

% 5:RADIUS 7 1« —)L F DA

gEazonER |

T4—ILF

BLl]

[FRRENET
(Authentication order) ]

—EOBLNENEZ 5 E U CEREEERITEIEN 28 4T E 9, JEFIT
10 ~ 99 O DAEEZEDOEAE T, 10 KiEITT AT LA THFRIFELTT,

T 74/ N TIH 10 BERSNET,

[IP7 FL A (IP
address) ]

RADIUS #—"—@D P 7 FLA&Z AJJLET (IP 7 FLARER I T
D5

[DNS %4 (DNS name) ]

IPV4DNSZ DHRY R —F ENTWVET (DNSHAPNFERENTWDEES)

[AR—TF (Port) ]

F 7 # )L k@ RADIUS " — ~FE =13 1645 T,

[FEHREA (Shared
secret format) |

7 7T 4 772 RADIUS $— " — DA FE, ASCIL £ 7213 16 #EE A 3R L
£,

(LA FE  (Shared
secret) /[FEAH R DRt
2  (Confirm shared

[N

secret) |

7V 4 772 RADIUS H—_R—D 7 L — 2 FF A OLFRE, AH L
Fx 2 FoOBRIT., BIRLEER (ASCH £72013 16 #3) & —H+T 548
NHY ET,

Cisco Crosswork Planning 23 /MHREAEY — 3 — L i@E 3 5121, ZOHE TA
719 % [ (Shared Secret) ] /37 A —# 73, RADIUS H— /3 — T iE
SNTWOLIEAMEOHEE BT H2MERNH Y 7,

[th—E R (Service) ]

TIEALEIELTCWAY—ERDEEANLET, 72L& 213,
lraccess| <9,

[V —ID (Policy
ID) ]

[R Y —ID (Policyld) ]7 ¢ —/\ Ki%., RADIUS ¥—/X—TCHlERK L= —
P—a— kS L ET,

GE)
W — P —r — )L ZAER S S AT RADIUS 2 —#— & L T Cisco
Crosswork Planning |22 7' A > L &L H & T 5L, [F—2PFRAES TV EH
ho =BT HRY —BHY FHA (Key not authorized: no matching
policy) | £ WVWIHTT =Ry E—URFERINET, ZOEEIE. 77 UF
EZACET, m—hVEHE—F—L L TrZ/ AL, RADIUSH— 3 —
TARREL TS a—HY—m—/LZfER L, RADIUS =—H—1 7' A 15 #H
Z{#iH L T Cisco Crosswork Planning |22 7 A > LIE. L £,

B zEsRI0ER
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ATvT3

ATy T4

raDius 4—i—nEE [

J4—I)LFK SR BA

[Device Access Group/& % | Device Access Group JEEAEIX. RADIUS $— _"—@ETT /A AT 7 & A
(Device access group TN—TIMEHENDF—IZEDSNTWET, ZNHDOEIE, 1 DEITHE
attribute) ] Bohor~TRULNTET U FIIZTHIENTEET,

RADIUS @ =2 7 % A K ClX, Device Access Group JEM:1E, %, RADIUS
AR N ]\ 7 77‘/\/( ANTIE D RS T AL L@k E 2 13K R
T, ZomME kSN —WFIZEA ISRy U =7 TN
4%@7w—f\iti7A42®77txﬁUy~®v&w%%ﬁbi
7", Device Access Group JEM:1X, ANY > —ID LRI L TEEL, 7314 &
M Co2—Y—HEREZERZRLET,

[FEEXA LT T BALT T NOEEANLET, RFA LT T ML TT,

(Retransmit timeout) ]

[F4T (Retries) ] A SN DRERED AT AR E L £,

BREZ A T RADIUS OFBFEX A 7 %8R L F T,

* PAP : /\XU ]\/\“—X@uun 6i\ 2’30)313/5“45“4’2)3\10@/\07\
U— REFFNZEF L, TR — 2O EBIFEHIT 571
k=L T9,

sCHAP : ¥ Lo UNV Ry=A 7FFE7a ha v <Tix, 7947k
Y —N—Dl N T — T F A NOMEF—ZFML B, %
DOFEF —13HExHI Ry b T —7 BIZEFE SN ERKEZRD
F¥9, CHAPIX., RAU—FRFEE7 1 b2/ (PAP) L YV#ENT-EX=
V7 ¢ &t LET,

RADIUS O#%EIL TACACS+ L IEFIZ LS ETWB =8, FEMIZ OV T, TACACS+ — _R—D
(19 =) ORI EZ SR T &N,

c) BIET LT NTOFEMEATI LIS, 1B (Add) 1227V v 7 LET,
d) [TXTOEHAERA (Saveallchanges) 1227V v 7 LET, BRZEHTH-0OOH — \—DFiH)
WRT 28E A v E—URERRINET, [EEDOMRLF (Savechanges) |27 U v 7 LT, MEELET,

RADIUSH—/I\—Z%HmEET HIZ(F -

a) RADIUS V= —DRUCHDLF = v VR 7 2%V v 7 L, 2270y LET,
by EWEMZT-%. [E#H (Update) 1227V v 7 LET,
RADIUS H—/\— % HIfT BI12(% :

a) RADIUS #—AS—0MilcdnF = v s Ky s 2%2 0 vr L B2y 9s Led, (F—r—1p7
KL ZDHIEE (Delete server-IP-address) ] A4 72 7R v 7 ANBEE £,
b) [HIEE (Delete) 1227V v LCHERLET,
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B oo onsqots ss0) oEmiE

UMY A AT (880) DERE

TN A Ay (SSO) 1E, D ID LA TU— REMFH LT, % B9 25 D3N LTz Y

TR T VAT AONT NIRRT A U TELRFEHFIETT, Tk, —FEa s (o7
He, BGFEZAEFBANTAHIZ LY=L AT 7/ BATEET, ClsCOCrosswork X745
YT AT 4 T anfF— (IDP) & LTHEEL., BTV —E AT a/o X —|TF8RE R —
hZ#E L £9, TACACS+., LDAP, £ X (N RADIUS —H —DBFEIZ SSO # A N4 5 =

L TEET,
Crosswork [X SSOfHAEEF # VAR —F L TEY, —ERATa X, X —LDF S~ 3%

RACLET, BENETTDE, Uy Fuoh EBchEE T2 (D) 2mL
TURL @ T £9,

P =| o Crosswork Z A A b=V FE 721381795 & =1F. Crosswork 5 DEH D IDP A X 5 —
ANRY—E R Faf B — TP r— g A L TERFEINTNWD Z L 2ERT D0
ERHVET, INETDRNE, AXT—FFERB L izd, FBEENKRIL
R

s TR T A T H—F 1%, NNAT— RERHIFICEE T HHHIB] D2 —H —4 OfF
YD B2 52 L3 TEERTA, H—OERERIT, BHERNEYy Va2 TIHZE
<7,

\)

(GE)  Central Authentication Service (CAS) 7Ny RAFEEN F72I13FET I TWARWEEA . Cisco
Crosswork Planning 2 7' A > _"— V3R R SNEE A,

LY o RsY- 1] b

[BIE (Administration) ]>[AAA]>[ERTE (Settings) | — Y T [EED 7= OIZEETIPE AR
\ZLEF (Enable source IP for auditing) | F = v 7Ry 7 ANA N> TNDHZ L &R L
7,

FIE

ATFY TN AL A=a—05, [BE (Administration) ]1>[AAA]>[SSO] DIEICEIRL £, [TAT T AT 4
734 #— (Identity Provider) 1V 1 & RUBERSNET, ZOUV 4 FUZEHLT, h—v 27N
A X —0BM, REOHE., BLOHIBRZIT) ZENTEET,

ATYvT2 HLWH—ERTONS ZF—ZBMT BIZIE, ROZLEITVET,

o Brravzrvos e
b) [r—vE A7 A X — (Service Provider) |V 4 > RU T, IRDT 4 —/)L NIEEZ AT LET,

B zEsRI0ER
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ATv73
ATy T4

ATy T5

ATvT6

mazzoisn ]

s [4HT (Name) ]: V—ER Fu M X — 2T 4T 4 DLBIEATLET,

GE)
URLZHRET D&, [TAT T 47 4 7131 Z— (Identity Provider) |V 4 > RU®D [Hh—E R
4 (Service name) | FNDT L N Y BANANR—=Y 712720 7,

o [FEMmEF (EvaluationOrder) ]|: " —ERAERDBEBRB SINBIEF 2T —BEOESEATILET,

s [AFT—%# (Metadata) ]: 74—/ R&7 Uy 7350, [ (Browse) |27 U v 27 LT,
SAMLZ A4 7 FORBRZRHATAIAZT—Z XML R¥ a2 AL MIBBILEY, Z 22—
AT uNAF—DURL # AN LT, MAEEEZITH) ZENTEET,

BN (Add) 1227 Vv 7 LT, $y—ERT S X—DEMEKT LET,

[T X TOEHE % RAF (Saveallchanges) 27V v 7 LET, BEEZLHTH72DOV— —DFELENE
THEEA Yy E—UNERINET, [EEOMRSF (Savechanges) 127 U v 27 LT, MEELET,
WEERAF LIZ%, e —ERA Ta M X—T7 Y r—a | W®TD74V¢6&\77U7—
= 1% Cisco Crosswork VF—/X—{Z U 4 L7 s &N FE9, Crosswork FRiEEM A fft+ 5L, —E X
TR =TT ) r—va FEEBNCe /A LET, UBEOTRCoOT ) r—yvaru /AT
1, BAEOFEMAE AN THMLEIETH Y /A,

Y—ERTONA F—%H{ET BICE. KOZ LTV ET,

Q) Y—EARATuaRL X —DRIZHDT = IRy I A% T Vw7 L, ;5_’7 Vo7 LET, BEITHT
. [FMMiE/ (Evaluation Order) ] & [A % T —# (Metadata) | DfEZ EH T F9,
by EHEANMz 7%, [E#H (Update) ]227 VU 27 LET,

Y—EXRTONA F—FHIBRT BIZIE, ROZEEITVET,

) FERTEAL DR BT s Ry s 2E s U L. (D %0 s LET.
b) [HIEE (Delete) 1227 VU w7 LCHERLET,

AAA % TE DIERL
B 5 AAA 7 7 B AFF A Zffoa—H—13, AAARREEZRETE LT,
FE
ATV TN A A=a—n5, [EE (Administration) ]>[AAA] > [ERE (Settings] DIEIZEIN L F 7,

ART9 T2 [@—N~D7 5 —/Ls\v 7 (Fallback to Local) JIZBIHET 2 E A EIRLET, 7 74/ hTliL, Cisco

Crosswork Planning (X7 — /L7 — % X—ZGRFE LV & IMNBFRAE — N — 2B L E T,

(6=3))
%ﬁ%i_ﬂ-“—bi 2—H NV TCHRRESNET,

grazongs |
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B 250770 5—vavoEstoss

ATvT3

RTvT4

ATy TH

ATvT6

(74 Rk a—H—%2FXTr s 7 T 5ME (Logout all idle users after) ] 7 ¢ —/L ROBHE T 5
EEBRRLET, BEESNZHIREEZ T A FVIREBOELICR> T D a—¥—iI, BB ST
U REINET,

(6=
TN NDLA LT Y MEITI0TY, 24 L7V MEZTIEST L L, N—UNHEH I TEENEHH
SnET,

[HiFt w3 2% (Number of parallel sessions) | 7« —/L K& [A—H—1ALE-Y D5ty 3 U
(Number of Parallel sessionsper user) | 7« —/L RIZBE# T B2 A LET,

GE)
Crosswork 1%, RG22 —P =T LT5~200 D4 v a v ZVR—rLET, WHlEy T a o H
iz 5 &, Crosswork ~D 1 7 A VDT —NFERENET,

GEx)
Crosswork 1Z. 50 ~ 400 fDORIENBI Yy > a3 2R — K LE T,

BERLT OO T4 T DEDIZ2—F—DIP T RLA (EETIP) 2o /\lidskd 2I20i%, [EED-
OIZIFETLIPEHNIZ LET (Enable source IP for auditing) | T = v 7Ry 7 A& A NI LET, T 74V
T, ZOF = v 7Ry 7 AFEDN > TNET, ZDOA 7T 3 EHNI LT CiscoCrosswork Planning
v A4 r35E, [BERnY (AuditLog) |"X—T L [T77 47>y a (ActiveSessions) |X—3
IZ [XECIP (Source IP) ] ¥INRFTREINFET,
[2— AW /RA T — RAKR Y 2»— (Local password policy) ] IZBHE§ 2 ELXRINL £9, FFED/NAT— R
REXT 74V N THMNIR>TEY, T2 LI TEERA (L xE, IO 7 A VRN
A= REEETD)

GE)
NAT—=RRY O —DEH T, 2—PF—=RRIZSRAT = RELE LI X ZoR@EHAEINET, nr (v
KRS, BEfFDONRAT = RDary 7347 A TF =y 7 SER A,

GE)
[R—H W /RAT— KRR Y — (Localpasswordpolicy) | &35 & EFEE L, = —H —73 Cisco Crosswork
Planning 7262 v 7 77 hSNDHETOR T A LAITORNKERE vy 7 70 MM 2R ETEET, 1+
BRI T 2 &, 2=V —ZIEL e 7 A U ERTRr A U ERITHZENTEET,

SRATLET TNV rF—a vDEREEDER

CiscoCrosswork 77 > b 7+ — L%, A 7 0 —ERATHRINDT —F7 7 F ¥ LITHEE
SNFET, oo~ 7 ah—EAOME . Crosswork Y A7 ARNDO S E X E 2 —E R
WIHEFRERS D0 £9, $_NTOF—EZABBEBL TG, VAT LT T r—a
IEFEERREINET, 12U EOV—ERRZ T LTWBGE. IEF M [Degraded (X
T) 1ERRENET, TRTOV—EART T LTVDHE, EREORAT =2 2L [F T
> (Down) ] T,

B zEsRI0ER
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IS5y r Tt —LAVIS5ANSoFrET T~ avEEk0ER [

AA A =2 —n5 [EE (Administration) ]> [Crosswork Manager] % 384 L C, [Crosswork®
WEZE  (Crosswork summary) | 7 « > K7 & [Crosswork® IE# P (Crosswork health) 17 > K
TIZT 7 BALET, U4 RUIIE, YATLET 7YV r—va vy OEFEEE=2—F
HDIFESERE2—0NHVET, £72, ZDOU 4 RUTIE, CiscoCrosswork, 77 v
N7+ —Db AL TITARNTITF ¥, BEOA VA=A ENTWELT 7Y r—a VOMER
FeE, 2. BLOBIETHOIHEHTE Y — L EIEWRN, VA3 hALZ~<v— 27 AN
VAT N F—ENEDOYR—Re A AL SIS ET,

WGDOT 4 RUTRICZA TORBMICT 7 EATEETN, &V~ —L v a—DHTR
8 FET,

TSI RIA—LAVITISRNSIOFNETT)T— 3 VEEHD

ELfR

[Crosswork D IEFH 4 (Crosswork Health) 17 4 > R (B (Administration) ]>[Crosswork
Manager] > [Crosswork D IEFE M (Crosswork Health) | # 7) Zi%, Cisco Crosswork 77 v k
TH—Db AT ITANTIFX A AP—NENTNDLT TV r—3 a OEFEHEOME
L. YA —ERART —H AOFMPERINET,

4:[Crosswork IEE % (Crosswork health) ] % 7

Crosswork summary Crosswork health Application management
> @ Platform Infrastructure ©@Healthy  Microservices(23) @23 @0 @o Recommendation None
> 9 Crosswork Planning Infrastructure @Healthy  Microservices(2) @2 @0 @o Recommendation None
> @ Design @Healthy  Microservices(6) @6 @0 @o Recommendation None
> 6 Collector @Healthy  Microservices(8) @8 @0 @o Recommendation None

ZDOUA4Y RYNT, 77— a v OTERALT, v/ 7 —bERET T —LDIER
FRRLET,

5:[R4 9 09 —E X (Microservices) ]% 7

Crossworl k summar, y  Crossworl khealth  Application mana gement

v @ Platiorm Infrastructure OHealthy  Microservices(23) ©23 @0 ©0  Recommendation None

Fitered 0/ Total 23 1} @& =

status. Name Up time Recommendation Description Actions.
( - ) ( ) | ) ( )
@ Healthy cw-ipsec 150 17h 21m 125 None

@ Healthy nats 150 17h 16m 175 None

@ Healthy robot-orch 160 17h 15m 195 None

@ Healthy robot-ui 154 16h 57m 205

@ Healthy cas 15 16h 57m 545 None

@ Healthy 150 17h 2m 25 None

@ Healthy 15 16h 59m 485 None

@ Healthy 150 17h 0m 35

@ Healthy 15 16h 59m 355 None

@ Healthy 154 16h 59m 185

@ Healthy 164 17h 1m 165, None

g@azo 08 ||
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B o x7iEsnrzosm

[vA 7 a¥%—E & (Microservices) | ¥ 7 C, IROTFIEEZFEITLET,
c~vAraY—ERLE 7Y LT, w47 —ERAD U XM %Y T L5 IXEE
b Tnb~AfZ7uh— 20U 2 hEERLET,

e %7 Vw7 LTHEENT L, v 7 2 —E R &|ZShowtechT — % & v 7 % ufs
L\i—g—o

A\

GE)  Showtechw 7%, 77V r—a 2 LI{EBNCINE 2 LB
&) D i—a—o

[77—2 (Alarms) | Z 7D, ROBIELZFEITTEET,
T ITATRT T—LETANEY T LET,
« T T —LDFME RUNAFT T T HIE, TI7—L08AE7 Y v 7 LET,
« 7T —LOIREBEE (el Kk, 7V 7)
c T T —LNATEEMLET,
cBENDOA R DY A MEFRRLET,
c HANRY NOFET 7 — %R LET,

DATLEEEF v H
ZOFTIER, SEIFERT 4 KRR, IEH 7R Crosswork & AT A CHER T & fHIR A Fiaf L
i?‘*o

FIE

ATV TN VAT ABEROEFEEZMR L ET,
a) AAA=a—Mnb, [EE (Administration) ]>[Crosswork Manager] >[Crosswork Dt (Crosswork
summary) | ¥ 7 &SR L ET,
b) TARTHO/ — KpR@fERE (7v 7 (Up) ) THY ., [ AT LE (System Summary) 1. [7'7 v
N7 —5 A2 77 A7 F % (Platform Infrastructure) ], 33 & OV [Crosswork Planning{ > 7 7 A h
Z 27 F % (Crosswork Planning Infrastructure) | WNIEH THDH Z & &R L E T,

B zEsRI0ER
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FEINT I EETY N

6: [Crosswork D¥EZE (Crosswork Summary) |3 7

Crosswork summary  Crosswork health  Application management

(] ® e @ @

System summary Platform Infrastructure Crosswork Planning Design Collector
Infrastructure
TNode o ¢ K planning design Crosswork planning collector

© 000 © 0 Degraced 9105 |

RART9 T2 Crosswork 77 v N7 4 —L A VT TARNT 7 FXxO—FE LTIITSNTWE~YA 7 v —ERIZHET
DGR A RS K OFRR LET,
a) [Crosswork@DIE&EM™ (Crosswork Health) 1 # 7% 27 U v 7 L%,
b) [Crosswork”'Z > N7+ —L A 75 A KN7 27 F % (Crosswork Platform Infrastructure) D174 BB L |
v Z 7V LT [TV —a VA2 KRR (View application details) | Z 38R L £ 97,

7:[Crosswork IEE 1% (Crosswork health) ]% 7

o Crosswork Manager

Crosswork summary  Crosswork health  Application management

Platform Infrastructure OHeaitny I
n:
icros

croservices(23) ©23 @0 @0 Recommendation Nonc @]

ent, operate, and optimize your natwork with Cisco Crosswork Platform

Fitered 0/ Total 23 13 & =

8
o
status Name Uptime Recommendation Descrption Actons
ccccccccc
@ tealtny node-orchestrator 154 16h 5m 425 Non
= @ Heatny 5010 1m a5 Non
nnnnnnnnn
@ voattny s asmazs Non
a @ Heatny 150 17n 44 505 Non
sty @ Heatthy 15d 17h 44m 315 Non
@ veattny 50 7hazm 7 Non
@ vealtny 150 16h 5m 425 Non
@ Heatny 15018 5m 595 Non
@ vealtny 1507 44m 225 Non
@ Heattny 15017 46m 49 Non
@ voattny 5T aam 35 Non
@ veattny cwttp 150 170 43m 35 Non
@ vealtny astackserver 154 7h 42m 495 Non

o) [77V 75— a Dl (ApplicationDetails) ] X—L Tlk, v 27 o —EROFHEMET = v 7B X
VCREL, v 7 aH—bE2A&ZHEH L, showtech [EFMAZNETEET, ZOTV 4 RUhbHA A
N—VBEEDOX AT 2 RITTHI L b TEET,

g@azo 08 ||
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S£#0 (Application Details) ] R—<

gEazonER |

alytl Crosswork Planning

¢ & Crosswork Manager

Dashboard

Network
Models

Health status

Avalability

Description

Application Details

@ Platform Infrastructure

@ Healthy

Not protected

Recommendation  None

Publisher

Version

cisco

© 700-prerelease 675+build 701

Bullddate  Jul-15-2024

App status

@ hetive

Microservices  Alarms
a
e Fitered 0/ Total 23 1) &
= status Nam Up time Recommendation Description Actions
)| 9 ( ) ( ) ) )
@ Healthy local-posta 154 18h 3m B None
@ Healthy robot-kak: 154 18h 3m 305 None
@ Healthy robot-u 154 17h 44m 165 None
@ Healthy as 154 17h 4m 505 None
@ Healthy ats 154 18h 3m 13 None
@ Healthy 154 18h 2m 155 None
@ Healthy 154 17h 46m 405 None
@ Healtry 154 17h 44m 585 None
@Healthy robot-postares 154 18h 3m 235 None

ATYT3 vA 7P —CRCEET LT 7— LAV MEHERBIOERLET,

a) [77—4 (Alarms) [ # 7 %27V w27 LET, U A NI, Crosswork Platform Infrastructure ® 7 5 —
LDHBPERRENET, TITATRT T—LDOHhERRTHIET, VAN IHITT 4 /L ZALE
T&ET,

9:[75—L (Alarms) ]3 7

[ Crosswork Manager

Crosswork summary  Crosswork health  Application management

Nk ~ @ Piatiorm Infrastructure © Healthy 3 @23 @0 Do ion Nore
Description: Plan,design, implomont,aperato, and opimize your vk with Gisco Grosswork Plafarm
Microservices  Alarms
© Last update: 01-Aug-2024 0T6:22 PM IST 13 Refresh
L Aarms  Events
o8 Manao
Selected 0/ Displayina 220122 12 @ =
Gotiector Surcs Lastupdated ..~ Category status Anotations Object description
( ) ( ) ( ) ( ) ( ) )
O capp-infraobot.. @ Critical s detected. Logfs Disk Cap 01-Aug-202407.. Syster 10.225120.165 Disk usage vilations detected. Logs Disk
. O cappeinfratikn @ nfo tarted 16-001-2020.07-..  System Tyk Service
Aots 0 copp-infratyico @ nfo I completed 250202415 Syster Ty APIs
_ [ capp-infrarobot... ¢ Warning iested db connection 1000 exce: 16-Jul-2024 08:... ~System Not acknowledged service: cp-async-engine requested db connection 1000 e.
raton O cappeintrarcbor., ¢ Waring s Appicaton Proffe: sTall Vh, 16-Ju1-2024 O7-..  System Not acknowiedged Resaurceprofle conig mismatch Applicaton Profe sml
O capp-infrarobet.. @ Info 2300202405 System Mainten
[ capp-infrairobot.. 4 Warning 25-Jul-2024 115, System cp-sy requested db connection 1000 ex.
[ capp-infrarobot.. @ Info 16002024 08:... Systom s ot heaithy after 3mfs. it contin
O copp-infrarobot.. @ Info edia 16-Ju1-2024 08:... System Not acknowledged te management
O capp-infraastac.. @ Info 16-0u-2024 07-.. System Not acknowledged
O coppinfacas  @Info cas-7cbB7b6c6-vzdql cas restarting 16-0u-2024 08:... System Not acknowledged

T D Crosswork Platform Infrastructure

b) [ (Bvents) ] ¥ 7 %7V vZ7 LET, URMIIFE,
AR FNBLOBEET BT 7 —2NERINET,
ATV T4 A A F—)LENTWS Crosswork 7 7 ) r—a U EFERLET,

a) AA U A==2—T, [B¥E (Administration) ]. >[Crosswork Manager]. >[7 U4 — 3 U EH
(ApplicationManagement) 1 % 7, [7 74— 3> (Applications) | DIREIZEIR L 5, ZD—
VNWE, A VA R=AEINTNDTRTCOT IV r—ra v RERINET, (LW 74ILEEM

B zEsRI0ER



| gEaR DER
Ny o7y TOER .

(Addnewfile) 1 %27 U w27 LT, BIOT 7V r—va Xy RUVERIZABIA VA N—LT7 7 AL
7 v 7ua—KRT5HZET, STV —valEA AN AVTHIELTEET,

10:[7 7)) 4r—3 3 & (Application Management) ]9 4 > Ko

(3 Crosswork Manager
ashboar
Crosswork summary  Crosswork health icati System
Network
Models Applications  Job history  Showtech requests
Network Add new file ~
Design
0a z
. 2
- ® e @
Job Manager
Platform Infrastructure Crosswork Planning Infrastructure Design Collector
&
Collector @ Installed v7.1.0-prerelease.476+build.520 @ Installed v7.1.0-prerelease.285+build 898 @ Installed v7.1.0-prerelease.297+build.1013 @ Installed v7.1.0-prerelease.297+build.978
B ©0Down © 0 Degraded ©220p ©0Down © 0 Degraded ®20p ©0Down ©0Degraded 97Up ©0Down © 0 Degraded @sup
Licensin 9 Plan, design, implement, operate, and optimize your Grosswon « planning Infrastructure services Grosswork planning design Crosswork planning collector
network
a

ATYTE PaTdDOAT—H A EFRLET,

a) [Va7JERE (JobHistory) | #7 %27V 7 LET, 2OV RUITIE, PaTdDAT—HR L,
VaZ 7l A0—HE L TETINT—HEDOA X MIET LHERPEREINET,

NI Ty TDEE

Backup and Restore M=

Cisco Crosswork Planning /3> 7 7 7HERE L ockéRelx, 7 —#HREZHE, A VX h—1
ENTWET TV r—va vy EREERFFLET,

Cisco Crosswork Planning (Z1%, T —Z % \v 77 v 7B I MMEILT DO DOERD A = o —F
TrarPHESLTHET,

A A =a—0b, [BE (Adminigration) [>[/\v 9 7 v F &5t (BackupandRestore) ]
7V w7 LT, [Ny 77T v 71t (BackupandRestore) ]V 4 v RUIZT7 7 AL ET,

g@azo 08 ||
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. Backup and Restore ()& I8

% 6: Backup and Restore + 7> 3 >

AZa—FTF 3> B

(7o ay Cisco Crosswork Planning #§5 7 — % Z{RFF L ET, N7 v 777
(Actions) 1>[T—% | A /ViE, T—#DOKEFIA (FEFIHEAHIT Cisco Crosswork Planning %

DN Ty WHTS @o~_—v) ) CHEALT, ERAHEELENSEIET S
(Data backup) ] ZEMTEET,

GEMIZ DWW TIE,
Backup and Restore
BE 36—Y) &

ZM)
723y HARKEFETIIABHIIFIZ LY Cisco Crosswork Planning H—/3—

(Actions) 1>[KF#® | FBHEEN LI/ > 7212, Cisco Crosswork Planning 87 — % %15
DOT—7AEx (Data |LLET,
disaster restore) |

GEMIZ DUV TIE,
PR A 12 Cisco
Crosswork Planning %

HBIHT 2 (40 ~X—

V) M)
(702 ay Cisco Crosswork Planning D\ N—3 5 VB LUWWS— 3 2T —

(Actions) 1>[T—42 | #ZBATLE T,
#17 (Data
migration) | (GEHEIC
DT, Ry 7
VR - !
LCT—4&=BIT7
L (2=y) | %
Z )

Backup and Restore O & 12

ZO® 7 v aTlE, CiscoCrosswork Planning UL 57— & /N 7 7w 7788 L OME e E % 52
1T7T 5 HFEICHOWTHHALET,

B zEsRI0ER



| gEazsOEE
Backup and Restore ) &I .

)

= RNy I T THE—/y h=I OREIT. 2O RX =2 Ay NO#EBENTT, AL —&
I, =" —ZEREL, V== s AERELEL, Ny 7T v THO+572 A
R—2A5 G2l —7 v bT 4 L7 P ERABETALELRH Y £,

» Cisco Crosswork Planning |33 7 7 v 72 EB L FH A, ARV —F X, F—7 > F—
N=PHEWSY 77 v 7T EHRNTHIBR LT, FERONy 77 T O A~— X 2 filgfk
TLOMENDH Y FT,

NI T 7T AR, AAREDOA N L= VAN AL 27—/ —~D SCP

T I RANBMETT, {NNy 7Ty FITHEIR A N L—UE, Cisco Crosswork Planning

Y—N—NOT 7V r—ar, BLXORT—VOBEMFIZL > TERRY £,

Ny Ty TERIFETT 0 R LEMIE. Ny 2T v T DA T IO Cisco
Crosswork Planning $—/N—NDO 7 7 U r—3 3 N2 K-> TR £7,

Cisco Crosswork Planning D /N> 7 7 7 OVERIRE £ 7213 H TR L, RO FIEEFEITLET,

IO T A VEHT, Ny 0T T T 7 A NVERIET DB SCP Y — N —E R E L E
T, ZAUZLIERY Oy T v 7 THY, N 7T v T EER LY., EoREEZBRIG
L7 THENCE T THMLERSY T,

e Ry Ty TEMEEITETRIEIL, A7V a— b ENTWD AT ATV
T, THSOED, 2—P—ZT AT LT 7B A LTIWTERA, Ny 7T v 7T
IEV AT A0 A7 T4 02720 £325, BIoB BRI 0000 . o7 7
Ul —a oin—BElE L, F—FINEY g SRR 52 ZAREENRDH Y £7,

Ny I Ty TOEBICER LI bDOER LT T v 87 4 —5A A— Dk KFEROETTIME
FALET, B2V 7 =27 "=V aid, REROETE HBMENDH Y £ A,

e Ky aR—REFHALT, No 27y FERIIELT e ZAOETIRNREE=F— L%
T, TT=RHNEDBRY 2D, 2o 7 APV AT AEER LRV TL
72 &N,

e —IZEITTEAL NN I T v EITETEEIX L D721 T,

» Cisco Crosswork Planning & SCP #-—/3—D [l 523, R UIPEREE (7-& 21X, W& b IPv6
PHH) IChHDHZ L aERLET,

e RN I T TP R—DFEE IR T D012, TRy 7T v 7EEIRT S &b TX
FIN, INHiFTa 7Y R MBI EREIERINET,

s JVEDOERETHIANL—ZIEL, LVHEEIC (TEUEER) Ny 77 v 7T 5058
Do ETH, MOAXL—2 %, BIZIBELIZEER AT LAOT v 77 L— KO
WZR 7T T EAT 2T T,

¢« T 7 H/VETIE, VAT AREFRTHD L RREINRWEGE, Ny 77 v F3FESnE
FAN, b T TN a—T 4 T DI E TE £9,

g@azo 08 ||
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. Backup and Restore ()& I8

ATy

ATvT2

el A T—Vxr N LTV AEA L. Backup and Restore #fEf%, {5 1RIRAED &
FICRDAREMEN D B 720, FEICHES L £,

48 HHEIIZ
TEEZBIAT DRI, REMREL T IZEW,

e X 2T R SCP Y —R—DERAMEZIZIPT FLABLOR— &S, —_—+
IR A R L—=UNDDZ MR LTLIIEE N,

R I T T ANDOERTE LTHEHT S SCP—1"—ED7 7 A L3,

o BEESE SCP H— =D U F— hRRIZHT DT 7 A VDA B0 [E X ALMEREFFOT
HT FD—F—T LT ¥,

e A VA NI ENTWNWAT TV r—2a DN RRX=Ug 0B AE LTS, T—HD
BREFITTIENI., TNOEOT TV r—a VOIEHERNN—Va a2 VA =T 5D
VERHVET, 7SV —a O RAN—=T g VIR —ERHD L, T—FHBKb
N T—H2OETY a THRIT DA REERH D £,

FIE

SCPINY YTy TH—N—%HRELET,

a) AA L A=a—b, [BE (Administration) [>[/Nv 9 7w FTEETT (Backup and Restore) | % i
RLET,

b) [#E#ES%k (Destination) | %27V v 7 LT, [#EfRELHmE (Editdestination) ] Fo U —/SxL& KR L
T, BRINTET7 4 — /L RICE#ET 2= NI EZ AT LET,

c) [PRfF (Save) 1227 U7 LT, Ny 7T v 7Y —"—0FMaiR LET,

N7y TEERLET,

a) AA L A=a—b, [BE (Administration) [>[/Nv 9 7w T EET (Backup and Restore) | % i
RLUET,

b) [7VaYr (Actions) |>[T—%%/\v 9 7 v 7 (Databackup) ] DIEIZER L, %6V — S —DFt
MNFERNCAN SN [T—F2 /1Ny o F7v 7 (DataBackup) | Ke U — 32K RrLET,

¢) [¥a74 (obname) | 7 4 —/V NI, N7 v IZELTHL4RIEATTILET,

d) VM E7ZZWI o7 70 r—ya ORRER, [IEH (Healthy) DIREETIZRWEAIL, Ny 7T v
TERAERRT 25 A1, [ (Force) | F=v /Ry 7 AEF T LET,
GE)
[Force] 7' v a if, vAa HAZ~<w— 27 AN U A F—ANMHR LIZRIZORERT 545
N ET,

e) MEIULLTEVDOZ 4 — /L FIZHb AN LET,

B zEsRI0ER
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h)

)

| gEaR DER

Backup and Restore ) &I .

MOV E— K —="=7 v 7 u— RNELFRET 556  FANCAINZ[HRRX b4E (Hostname) 1.
[(R— k (Port) ]. [2—%—% (Username) ]. [/SRAT— K (Password) ]. BLO[JE— k/3Z/0O
r—< 3> (Remotepath/Location) | 7 4 —/L RZ#RE L T, BloBEgLE2EE L £,

(FATvav) [INvO Ty TEBDOMHESR (Verifybackupreadiness) 1% 7 U v 734 % &, CiscoCrosswork
Planning (Z/3> 7 7 v T a2 5T T 2120 DF 37028 & ) Y —ANH L0 MR TEET, MR+
% & WD DEMEDFEEIZBE T 5 #4528 Cisco Crosswork Planning |2 /R SvE 7, [OK] & 27
Uy 27 LT, e~lERET,

BAEC KM LA, VA3 DAL~ — 2y ARY 22 A F— MBI ADEE S,

[Ny 277 w7 (Backup) 1227 YU > 27 LT, Nv77 v 7EEZBILET, CiscoCrosswork Planning
L, XIS T DN 7TV a Ty NEERL, £E Y a7 U A MIEMLEJ, [Job Details] 73
FZIE, BT LSRN I T v TAT v T DAT —ZARFREINET,

Ny T w7V a 7 OEITRNEFRRTHICE, Ny I Ty TELUVETCa Ty b (Backup
restorejob sets) | 7— 7L DR T 4 —/L RIZY a 7 OREM (REESLCY 2 7 XA 772 L) ZALE
T, Wiz, BRI av7kvy b &2V v LET,

[V a 7OFM (Job Details) ] /3% /Z, R L7V a 7y MIBET2E®HR (Va7 AT —4 X,
VaTdh, VaT A TRE) PERRSET, RRLZY 3 TRHL5E1E. [Status] F DT 2 H
LT7AaArDEICTUARA U B aHbED e, =T —OFMPERINET,

GE)
Ny T o TEENRTTLEL, 38 SCP Y —_"—F 4 L7 FUIZBEIL, N7 v 77740
ER SN TWAZ L RHERLET., ORI T T T A NI, Ty T — R a2 %0OB
PECHLBLIZAR D F97,

GE)
URANINY I T v 7T a 7 BERREINRWIGEIL, [Backup and Restore Job Sets] 7— 7 /L& HH L %
D

VE— I —RAD7 v 7 a— RHZRNy 77 v 7R 7284 [Job Details] 733 /L @ [Status] 7
A arOF < FIZH 5 [Uploadbackup] R¥ > %27 U w7 LT, Ty 7u— KReiiftLET,

GE)
SCPNy 7T v I Y= "= DPHOME (7L 21X, v 7 A RO, T4 v 7 M) ERITT «
L7 N OFERRDO R, NADOKRERE) BWRKTTY v 7 a—RZKRRTHZ 083V ET, 2oL
TR XA Z L1E, # A7 uploadBackupToRemote DEZ L > TRENET, 2D LD IR IFE
ELTZHATE. SCP Y —"—0f iR L, RV 2B EL THLHEAITLTIZI VN, 203,
[Uploadbackup] # 7 U 7 35 iIZ, [Destination] A8 & > & L C, B SCPH—/N— L XA ZEE
TEET.

ATYT3 Ro T v T T77ANNLETT DI, WOFIEEZFEITLET,

a)

b)

A v A=a—nb, [EE (Adminisration) [>[/\v 9 7w FE&ERT (Backup and Restore) | % i3
RLET,

[N 7T v 7BIOMELY a2 7> & (Backup and Restore Job Sets) ] 7— 7 /L C, HuTIEHT S
T=EN I T T Ty ANERIRUET, [Va 7 OFEM (Job Details) ] /3% /WICIE, IR LTz
27 w7 T ANMIETLHERNAFRRSNET,
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B #zss greorsoas

) NI T T Ty ANEBRLIORET, [P 3 TO#M (JobDeails) |/ SR /IHFKRINTND [T—
2 %#En (DataRestore) | R¥ %27 U v 7 LT, Hut#lEZBA L £, Cisco Crosswork Planning
TS 2Ly a7y bEERL, Ya 7Y R MTBMLET,

WIBEOBEITIR A R T DI2E, EBITRWA v Va2l —F~D ) 7% 7Y v 7 LET,

HREE: Ex®kRO7I3

BT BB ANET LIeb, BHOY AT LEEEZBRT 72012, ROT 7 v a VInFEITE
NTNWDLZ LR LET,

ALy arnmRE

Ny T v 7REx L%, [ALY4% (Collector) ]. >[a L% 3> (Collections) ] ~<—
DT, “EEhTWAHEaL s a T, Editeollection #{EA2FITLEd, ZHEZIMZTIC=
Vo varvERGELET, ZUCED, kT —Z U EH S E T,

I—C 1Y FOBEIE)

BT av AL, T R—AL T 7 ALV AT AT —H DI at—LET, Err ek
DETTDHE, TXTOZ—T = FPMEIRRAEIZZ2 Y | Cisco Crosswork Planning UL 7> & T8}
THEBT2LERH D £,

[T—VzrbEEY T YT (Setup Agent) 1 —2 T ([aL¥ 4 (Collector) ]. >
[T—C ok (Agents) |) . FRFENROT—Y x> MK LT, [E) (Start) |4+ T3
Y #&EAL T, NetFlow & SR-PCE =— = M &2 FREI L £3, ZFMcHOVWTIE, =—
T MREDHIE R L TIIEIN,

¢ [Traffic = L7 % (Traffic collector) | H~—T, [FZTqs v aL Y3 (Traffic
collection) 1 A7 a VAL TOLAMNILT, VT T4 v I R—F7—2—Vx
FEFEELET, FEMICOVWTIE, P77 0 v ZHEHERONE Z SR LTI,

AT a1—5—DEIT

« AFSCHIT) ATV a—T 2L TWL5EIE. A7V a—TF—2FHTETLE
B

c ATV a2a—F—ICCRON YV a 7NREESNTWEIEE, A7 Y =2—F—IZCRON Va7
DREWCESHTHBRIC M) H—ENnET,

fEEF 4 #%(Z Cisco Crosswork Planning #E 189 %

T AP RAZY ANV IE, BREFEIZAAR 2K EIZ L - T Cisco Crosswork Planning #—
PN— R ST IER T 18 B ETJ, Cisco Crosswork Planning 7.2 4 & A h— /L7 A
ROFMEICHES T, BANTH LW — =2 BT D2LERH Y 7,

B zEsRI0ER
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| gEaR DER

FIE

[EE 3£ Cisco Crosswork Planning 2513 % .

TAYPRZY BT ZFATTHIE, ROFIEZFEITLET,

4R HHEIIZ

*SCPNNy I T T Hh—_—=inb, TAFRAZYV AN THAT DN 7T T T 74 ND
SERMANIZBIGLET, BH, ZHUIMER LR O Ny 7T v T T 7 AL &
9", CiscoCrosswork Planning /X~ 7 7 v 77 7 A )L DA HITEE . IROFERUENFE T,

backup_JobName CWVersion TimeStamp.tar.gz
ZZ T,
« JobName (X, ==—H—RANI Loy 7T v 7Y a 7DOARITT,
« CWMersion(x, /Xv 7 7 w7 E N7 AT LD Cisco Crosswork Planning 7° 7 v b 7 4 —
LD/IN— 5 TT,

« TimeStamp |%, Cisco Crosswork Planning 23/ 27 7 > 77 7 A )V & AER% L 7= HRF T,

5] : backup Wednesday 4-0 _2021-02-31-12-00.tar.gz

T =Dy Ty T PMER S T2 & 2 Cisco Crosswork Planning H—/N—(TAFAE L
TWeT 7Y r—a VOIEMRN—Ya i VA M=V LET, N—Ta rR—HL
Ik FHOERRLEILY a TORBUT SRR D RN H Y £,

« Ny 7Ty TOERKRHIZAEH L7 b D & [Fl U Cisco Crosswork Planning Y 7 s o =7 A
A—VEMBHLTLIEZEIN, B2D Y7 M7 "=V a VTR ENT ANy I T v Tk
HEHALTY 7AZEZE LT HI LT TEEEA,

o VAT AOIRKEE, KENEAT DHNHFME L CTWIREICEMICEE T 5 L )12,
Ny 7T v T EEFOREIRLET, BIEIONNy 77 v FURICH LWT 7Y r—33
RNy F A VA M=V LA, SOy 7T v T EERLE T,

e T AP RBZ Y INRNYNEMLIESEAIT., YA HRE~v— 27 2 = 2 TBMWES
b 7ZE,

s Crosswork 7 7'V 47—/ 3 > Smart Licensing B &kid, BEETEAETIIZE T S0
72, FERGKTINENRHY 7,

AT 1 H=IZJEBE L7z Cisco Crosswork Planning %—/3—D A f ' A =2 —n 5 [E (Administration) ]>[/3y
97w FE1ETT (Backup and Restore) ] Z3#R L £,

RTv T2 [TV 3> (Actions) | > [KEZRDT—42%x (Datadisaster restore) | %27V » 27 LT, VE— hH—
N—OFEMRFRNCAT) SHlz [KFH DT — #1850 (Data Disaster Restore) | %A 7 12 778w 7 A% KR

LEJ,

ARTF9 T3 [N T v 77744 (Backup filename) | 7 4 —/L N2, LT D0 I T v 7T DT 7 A NE%E NS

L/iﬁ—o

grazongs |



EBIRIDEE |
B rroTecanemmLTT— 25875

ATy T4 [HxOM (Startrestore) |27 U w27 LT, VB NYEEEZBKBL FI,
BAEOHATIRIZ R AT 2121, #ITIRNY v adR—R~DY 7% 27V vy 7 LET,

W~ N " O 2z, — —\\_ -
NI Ty TEBREFERLTT 3281795
T=ERATONy 7T v T e EERT 5 Z LiX. Cisco Crosswork Planning 1 > A b —/L%&
LW T RO =27 "= a7 77— RT5L&, EREBEFOT—2EH LA
A F—=VIZBET D & & ORMHRSIETT,
T=EBATN 2T v TEMERT D5E1E, WOTA FTA ATHE> TS,
T —HBATT 7 A NERKINT D5 SCP H— N—RNRESN TS Z AR LT
SV, TOREFZIERY DT 7747 4 TT,
» Cisco Crosswork Planning & SCP —/3—D i 71X, [ U IP BREENICHATET 2 LE R H D
¥, 72 & xIX. CiscoCrosswork Planning % IPv6 #:H Tilifg L CTWAEEIE. v o T v
T — = IPv6 THlfE L TWARERDH Y £7°,
* Cisco Crosswork Planning 1 > A h—/V %27 v 77 L— RTHLEICOHBT — X BIT/ 3 7
T TR L, ATV a—VENET v T T — R 4 RURICOIRMERT D2 &%
BEOLET, 7—2BITONY 7T T EITETERIEDFATHIL, Cisco Crosswork
Planning (27 7 A L72WTL 72 &0,

bR BRI

RERFFLTND Z L MR LET,
o & F 2 TR SCP Y — N— DR A M ERIELIP 7 FLAB LUK — FES,
cTEBATHANY 2T T T 7 A NVOEEE LTHAT % SCP ¥ —/— LD 7 7 A 1
INA,

o BEGESE SCP Y — X"—D ) F— "R T DT 7 A VDOFAIY [E X IALMEREZFEFOT
HU v hD—Y—1 T A AER,

FIRr

RTYT1 SCPIRY YTy TH—N—%BRELET,
a) AAVA=a—0b, [EE (Administration) | >[/\v 9 7 v F &1 (Backup and Restore) | % i3
RLET,
b) [#E#ES%k (Destination) 1% 727 U > 7 LT, [EREEZEM (Adddestination) | ¥ A 7 a /Ry 7 ZA%F
RLET, ERENET7 4=V RICEETSEZ = MU EAALET,
c) [RfF (Save) 127 U w7 LT, N7 v 7Y —_"—0OfMlE R LET,

B zEsRI0ER
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Ryv7yTeaneERALTr—2%58775 |

ATYT2 NyO 7y TE#ERLET,

ATvT3

a)
b)

c)

d)

2

h)

T =R ER DA A M —UZFEITT % Cisco Crosswork Planning 1 > A h—/L|[ZEHF L L TR A v
LET,

A v A=a—nb, [EE (Adminisration) [>[/\v 9 7w FE&ERT (Backup and Restore) | % i3
WLEF,

[72 23> (Actions) |>[T—R2%/\v - 77 (Databackup) ] DIEIZER L, 3604 — N\—D7
HMANERNCAN SN [T—2/N\v o7y (DataBackup) | ¥ A 7l Ry 7 AeF R LET,
[JobName] 7 4 —/L RIZ, v 7 7 v 74T 24012 A LET,

<A 7Y —EROMERH->TH, Nv 77T v T E2FEITT5EEE. 8% (Force) | F=v 7Ry
I A%FATLET,

VENE L TIRD D7 4 — )V FIZB AN LET,

MDY E— K P —="—=7 v T u— NELFRET 56  FANCAINZ[HRX bE (Hostname) 1.
[R—k (Port) 1. [A—%—% (Username) ]. [/SRAT—FK (Password) ]. BXO[)E—k/R/O
4 —< 3> (Remotepath/Location) ] 7« —/L RZFRE L T, Bl E2IEE L £7,

[Ny HTFwT (Backup) 1227 U v/ LT, N2 7 v 7#E{EEZB#ELEJ, CiscoCrosswork Planning

X KIS T 2o T oV a T REERL, Tha [V3T—HKENVITYTLTYRELT
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