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L., MR (Verify) 127 Vv 27 LET,
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Storage) | ¥ 7 DIEIZZ U w7 L. [Google A h L —Y = RiRA > F®iEN (Add Google Storage Endpoint) ]
7V w7 LET,
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d) WHeEZRGETDINT Yy FNIZRED 7 NV Z B b 5561, A AT LET,
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https://cloud.google.com/storage/docs/buckets
https://cloud.google.com/storage/docs/buckets
https://cloud.google.com/iam/docs/keys-create-delete
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Buckets » gep-stor-staging > notifications_bdd92688-659b-462e-Beel-ee31df2b49fa_ ln]
LIVE OBJECT VERSION HISTORY

¥ DOWNLOAD #' EDIT METADATA a% EDIT ACCESS W DELETE

Overview
Type text/plain; charset=utf-8
Size 73KB
Created Jun 30,2023, 12:32.15 PM
Last modified Jun 30,2023, 12:32:15 PM
Storage class Standard
Custom time - 4
Public URL @ Not applicable
Authenticated URL @ https://storage.cloud.gocgle.com/gep-stor-staging/notifications_bdd92688-659b-
462e-8cel-ee31df2b49fa_ [a]
gsutil URI @ gs://gop-stor-staging/notifications_bdd92688-659b-462e-Beel-
ee31di2b49fa_ 5]
Permissions
Public access Mot public
Protection
Version history @ -
Retention policy MNene
Hold status None #
Encryption type Google-managed
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https://devblogs.microsoft.com/microsoft365dev/retirement-of-office-365-connectors-within-microsoft-teams/
https://support.microsoft.com/en-us/office/create-a-team-from-scratch-in-microsoft-teams-174adf5f-846b-4780-b765-de1a0a737e2b
https://learn.microsoft.com/en-us/microsoftteams/platform/webhooks-and-connectors/how-to/add-incoming-webhook?tabs=newteams%2Cdotnet#create-an-incoming-webhook

BAITY RFR1Y roEE |
B = ckqoromRa—romERE

ZF v 73 Crosswork Cloud T, [4> [ B—/3)L (Global) 1>[#%1 (Notifications) | DIEIZZ UV v 7 LE T,

AT 74 [Microsoft Teams] % 3#R L. [Microsoft TeamsT > KR+ > s DiEM (Add Microsoft Teams Endpoint) ] % 7
UwZ LET,

RT9TE TV RKRA Y NOL4RTIEADLET,

ATFwT6 [7=77 v URL (WebhookURL) |17 4 —/L FIZ, Bl —L7ZY =77 v 27 URL Z8EY fHiF £,
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ATy T3[R (Verify) 1227 U v 27 LET,
Crosswork Cloud Network Insights 23 ffEad = — R &= F5E L7,

B EnI> FRsY rOBE


https://crosswork.cisco.com/

| BT rRsY b0

K
luly

gxnsve—von [

AT 74 Crosswork Cloud Network Insights 7> H i 2 — R &5 L7 &, [ =2 — N (Verification Code) ] 7 4 —/b
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WEIT Y RARA  FEREL, A 7% [EFA—/L (Bmail) [IHRETLE. 77— L5
M7= SN 7-HA1Z. Crosswork Cloud Network Insights (TR DB D X 9 7R &E - A — A vt —
VEFELET,

You are subscribed to alarm notifications for crosswork cisco.com.

There is 1 alarm transition event for AutomationOnly8 organization.

Rule: AS Path Length Violation

Alarm Details: https//crosswork cisco.com/#/extRoute/alarm/00db6966-9bf2-441b-b940-8259b78131a
Expected Prefix: 84.205.80.0/24

Priority: High

Condition: Active

State: ACTIVE

Last Activated: 2021-09-30 23:18:35 UTC

Last Deactivated: 2021-09-30 23:15:20 UTC

Expected Minimum Path Length: 1

Expected Maximum Path Length: 2

Activate Peer Threshold Count: 2

Observed Min AS-PATH: 3

Observed Max AS-PATH: 8

Reporting Peers Count: 21

Tags: common tag | prefix policy | 08 - AS Path Length Violation

To change your notification settings, please log in to https://crosswork.cisco.com.
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ATVIDIY RRA Y MBERIDE

WHIT Y RARA 2V hERE L, #A 7N [Slack] Z4EETH &, 77— L5z Shiz L
Z{Z. Crosswork Cloud Network Insights [Z& DB & 5 72 Slack A v —T % EE L E7,

You are subscribed to alarm notifications for crosswork.cisco.com.
There is 1 alarm transition event for AutomationOnly8 organization.

Policy: 08 - AS Path Length Violation, Rule: AS Path Length Violation, Alarm

Details: https://crosswork cisco.com/#/extRoute/alarm/00db6966-9bf2-441b-b940-8259b7{8131a, Expected Prefix: 84.205.80.0/24,
Priority: High, Condition: Active, State: ACTIVE, Last Activated: 2021-09-30 23:18:35 UTC, Last Deactivated: 2021-09-30 23:15:20 UT
Expected Minimum Path Length: 1, Expected Maximum Path Length: 2, Activate Peer Threshold Count: 2, Observed Min AS-PATH:
Observed Max AS-PATH: 8, Reporting Peers Count: 21

Tags: common tag | prefix policy | 08 - AS Path Length Violation

To change your notification settings, please log in to https://crosswork.cisco.com.

Microsoft Teams D T > KR4 > M @I

BTy RARA v FEREL, ¥4 712 [Microsoft Teams] Z+8 €9 5 &, 77— L5MHNHT-
SN & X2, Crosswork Cloud Network Insights [ZIRDFID X H 72 A v —T &2 EELET,

You are subscribed to alarm notifications for crosswork.cisco.com.
There is 1 alarm transition event for AutomationOnly8 organization.

Policy: 08 - AS Path Length Violation, Rule: AS Path Length Viclation, Alarm

Details: https://crosswork.cisco.com/#/extRoute/alarm/00db6966-3bf2-441b-b940-8259b7f8131a, Expected Prefix: 84.205.80.0/24,
Priority: High, Condition: Active, State: ACTIVE, Last Activated: 2021-09-30 23:18:35 UTC, Last Deactivated: 2021-09-30 23:15:20 UTC,
Expected Minimum Path Length: 1, Expected Maximum Path Length: 2, Activate Peer Threshold Count: 2, Observed Min AS-PATH: 3,
Observed Max AS-PATH: 8, Reporting Peers Count: 21

Tags: common tag | prefix policy | 08 - AS Path Length Violation

To change your notification settings, please log in to https://crosswork.cisco.com.

Cisco Webex D T > KR4 > M@EIDI

BT RARA L FEREL, XA ST [Webex] ZF8ET D &, T 7 — 25NN L
X |Z. Crosswork Cloud (ZIRDOHBID L 9 72 Webex A v E—T & EELET,

B EnI> FRsY rOBE



| BT FRsY rOBE
75— L% 4 F I Amazon $3 & Google X F L—C DT KR4 ¥ ~EXIDHI .

You are subscribed to alarm notifications for crosswork.cisco.com.
There is 1 alarm transition event for AutomationOnly8 organization.

Policy: 08 - AS Path Length Violation, Rule: AS Path Length Violation, Alarm

Details: https://crosswork cisco.com/#/extRoute/alarm/00db6966-3bf2-441b-b340-8259b7{8131a, Expected Prefix: 84.205.80.0/24,
Priority: High, Condition: Active, State: ACTIVE, Last Activated: 2021-09-30 23:18:35 UTC, Last Deactivated: 2021-09-30 23:15:20 UTC,
Expected Minimum Path Length: 1, Expected Maximum Path Length: 2, Activate Peer Threshold Count: 2, Observed Min AS-PATH: 3,
Observed Max AS-PATH: 8, Reporting Peers Count: 21

Tags: common tag | prefix policy | 08 - AS Path Length Violation

To change your notification settings, please log in to https://crosswork.cisco.com.

7 5—1L% 4 75l AmazonS3 & Google A kL—C DI Y FARA >V M@
Il

WOt 7 vaTE &7 7—5L%A 70 AmazonS3 & Google A b L— U Di@EI R 7 A v —
OB ERLET,

AS E{ETTER DB

Wiz, ASERIETERT 7 — AIZBI9 5 AmazonS3 & Google A b L— Y Oi@Ma 7 2 vt —

BlERLET,
{
"activatedAt": "2023-02-04T03:02:19z",
"alarmId": "04aa5831-7e62-45cb-al23-3d5e9¢c019330",

"clearedAt": "2023-02-04T03:01:41z",
"expected": {
"numPeersToClear": 1,
"numPeersToTrigger": 2,
"originAsns": [
1523
]
}V
"monitoredPrefix™: "31.1.1.0/24",
"observed": {
"allViolationPeers": [
{
"asn": 6008,
"at": "2023-02-04T03:00:58z",
"peerId": 21

}7
{
"asn": 6009,
"at": "2023-02-04T03:00:58z",
"peerId": 22
}7
{
"asn": 6005,
"at": "2023-02-04T03:00:58z",
"peerId": 1,
"peerIp": "10.11.12.1"

}7
{
"asn": 6007,
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"at": "2023-02-04T03:00:582",
"peerId": 20

"

asn": 6002,

"at": "2023-02-04T03:00:582",
"peerId": 4,

"peerIp": "10.11.12.4"

"asn": 6004,

"at": "2023-02-04T03:00:582",
"peerId": 2,

"peerIp": "10.11.12.2"

"

asn": 6001,

"at": "2023-02-04T03:00:58z",
"peerId": 5,

"peerIp": "10.11.12.5"

"

asn": 6000,

"at": "2023-02-04T03:00:58z",
"peerId": 7,

"peerIp": "10.31.32.1"

"

asn": 6006,
"at": "2023-02-04T03:00:58z",
"peerId": 19

"

asn": 6003,
"at": "2023-02-04T03:00:58z",
"peerId": 3,
"peerIp": "10.11.12.3"
}
]I
"allViolationPeersCount": 10
}I
"orgName": "AutomationOnly5",
"policyId": "963b86db-329d-4cba-a38a-3fcl19ddd3304",
"policyName": "02 - AS Origin Violation",
"rule": "ALARM RULE AS ORIGIN VIOLATION",
"severity": "ALARM_ SEVERITY RED",
"state": "ALARM STATE ACTIVE",
"tags": [
"common tag",
"prefix policy",
"02 - AS Origin Violation"
]I

"transitionedAt": "2023-02-04T03:02:192"
"activatedAt": "2023-02-04T03:02:192",
"alarmId": "9ea271fb-1976-450f-b653-d3d188426b6e",
"clearedAt": "2023-02-04T03:01:422",
"expected": {

"numPeersToClear": 1,

"numPeersToTrigger": 2,

"originAsns": [

1523

B &I FRaY FOBE
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"monitoredPrefix": "2002:1f01:

"observed": {
"allViolationPeers": [

{

"

asn": 6009,
"at": "2023-02-04T03:00
"peerId": 30

"

asn": 6004,
"at": "2023-02-04T03:00
"peerId": 25

"asn": 6001,
"at": "2023-02-04T03:00
"peerId": 23

"

asn": 6006,
"at": "2023-02-04T03:00
"peerId": 27

"

asn": 6000,
"at": "2023-02-04T03:00
"peerId": 8,

"peerIp": "2000::30:100:

"

asn": 6003,
"at": "2023-02-04T03:00
"peerId": 24

"asn": 6005,
"at": "2023-02-04T03:00
"peerId": 26

"

asn": 6008,
"at": "2023-02-04T03:00
"peerId": 29

"asn": 6007,
"at": "2023-02-04T03:00
"peerId": 28

"

asn": 6011,
"at": "2023-02-04T03:00
"peerId": 32

"

asn": 6002,
"at": "2023-02-04T03:00
"peerId": 6,
"peerIp":

"

asn": 6010,
"at": "2023-02-04T03:00

"2000::20:100:

100::/48",

582",

582",

582",

582",

582",

10"

582",

582",

582",

582",

582",

582",

10"

582",

as zizEron i
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"peerId": 31
}
] 4

"allViolationPeersCount": 12

}I

"orgName": "AutomationOnly5",

"policyId": "963b86db-329d-4cba-a38a-3fcl19ddd3304",

"policyName": "02 - AS Origin Violation",
"rule": "ALARM RULE AS ORIGIN VIOLATION",
"severity": "ALARM_ SEVERITY RED",
"state": "ALARM STATE ACTIVE",
"tags": [

"common tag",

"prefix policy",

"02 - AS Origin Violation"
] 4
"transitionedAt": "2023-02-04T03:02:192"

AS N RER DA

BAITY RFR1Y roEE |
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BlarLET,

{
"activatedAt": "2023-02-04T03:09:322",

"alarmId": "38a07db7-776e-4b4a-al86-b7d4bd9b045c",

"clearedAt": "2023-02-04T03:08:53z",
"expected": {
"maxAsPathLength": 2,
"minAsPathLength": 1,
"numPeersToClear": 1,
"numPeersToTrigger": 2
}7
"monitoredPrefix": "145.25.0.0/16",
"observed": {
"allViolationPeers": [
{
"asPath": [
902,
602,
22
]7
"asPathLength": 3,

"asn": 22,

"at": "2023-02-04T03:06:322",
"peerId": 1,

"peerIp": "10.11.12.1"

"asPath": [
902,
602,
22
] r
"asPathLength": 3,
"asn": 22,
"at": "2023-02-04T03:06:322",
"peerId": 19

"asPath": [
902,
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602,
22
] 4
"asPathLength": 3,
"asn": 22,
"at": "2023-02-04T03:06:322",
"peerId": 2,
"peerIp": "10.11.12.2"

"asPath": [
902,
602,
22
] 4
"asPathLength": 3,
"asn": 22,
"at": "2023-02-04T03:06:322",
"peerId": 20

"asPath": [
902,
602,
22
] 4
"asPathLength": 3,
"asn": 22,
"at": "2023-02-04T03:06:322",
"peerId": 21

"asPath": [
902,
602,
22
] 4
"asPathLength": 3,
"asn": 22,
"at": "2023-02-04T03:06:322",
"peerId": 22

"asPath": [
902,
602,
22
] 4
"asPathLength": 3,
"asn": 22,
"at": "2023-02-04T03:06:322",
"peerId": 3,
"peerIp": "10.11.12.3"

"asPath": [
902,
602,
22
] 4
"asPathLength": 3,
"asn": 22,
"at": "2023-02-04T03:06:322",
"peerId": 4,

| BT RRA Y FORE .



B s xzzron

"peerIp": "10.11.12.4"

"asPath": [
902,
602,
22
] 4
"asPathLength": 3,
"asn": 22,
"at": "2023-02-04T03:06:322",
"peerId": 5,
"peerIp": "10.11.12.5"

"asPath": [
902,
602,
22
] 4
"asPathLength": 3,
"asn": 22,
"at": "2023-02-04T03:06:322",
"peerId": 7,
"peerIp": "10.31.32.1"
}
] 4
"allViolationPeersCount": 10
} 4
"orgName": "AutomationOnly5",
"policyId": "bc4298d2-1a52-4339-83e8-1d8932elfebl",
"policyName": "03 - AS Path Length Violation",
"rule": "ALARM RULE AS PATH LENGTH VIOLATION",
"severity": "ALARM_ SEVERITY RED",
"state": "ALARM STATE ACTIVE",
"tags": [
"common tag",
"prefix policy",
"03 - AS Path Length Violation"
] 4
"transitionedAt": "2023-02-04T03:09:322"

"activatedAt": "2023-02-04T03:09:322",
"alarmId": "e44e6834-7877-435¢c-9068-169%9e56caeb5aa",
"clearedAt": "2023-02-04T03:08:532",
"expected": {
"maxAsPathLength": 2,
"minAsPathLength": 1,
"numPeersToClear": 1,
"numPeersToTrigger": 2
}I
"monitoredPrefix": "2002:9119::/48",
"observed": {
"allViolationPeers": [
{
"asPath": [
902,
602,
22
]I
"asPathLength": 3,
"asn": 22,
"at": "2023-02-04T03:06:322",
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"peerId": 23
}I
{
"asPath": [
902,
602,
22
]I
"asPathLength": 3,
"asn": 22,
"at": "2023-02-04T03:06:322",
"peerId": 24

"asPath": [
902,
602,
22
] 4
"asPathLength": 3,
"asn": 22,
"at": "2023-02-04T03:06:322",
"peerId": 25

"asPath": [
902,
602,
22
] 4
"asPathLength": 3,
"asn": 22,
"at": "2023-02-04T03:06:322",
"peerId": 26

"asPath": [
902,
602,
22
] 4
"asPathLength": 3,
"asn": 22,
"at": "2023-02-04T03:06:322",
"peerId": 27

"asPath": [
902,
602,
22
] 4
"asPathLength": 3,
"asn": 22,
"at": "2023-02-04T03:06:322",
"peerId": 28

"asPath": [
902,
602,
22
] 4
"asPathLength": 3,
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"

asn": 22,
"at": "2023-02-04T03:06:322",
"peerId": 29

"asPath": [
902,
602,
22
] 4
"asPathLength": 3,
"asn": 22,
"at": "2023-02-04T03:06:322",
"peerId": 30

"asPath": [
902,
602,
22
] 4
"asPathLength": 3,
"asn": 22,
"at": "2023-02-04T03:06:322",
"peerId": 31

"asPath": [
902,
602,
22
] 4
"asPathLength": 3,
"asn": 22,
"at": "2023-02-04T03:06:322",
"peerId": 32

"asPath": [
902,
602,
22
] 4
"asPathLength": 3,

"asn": 22,
"at": "2023-02-04T03:06:322",
"peerId": 6

"peerIp": "2000::20:100:10"

"asPath": [
902,
602,
22
]I
"asPathLength": 3,
"asn": 22,
"at": "2023-02-04T03:06:322",
"peerId": 8,
"peerIp": "2000::30:100:10"
}
]I
"allViolationPeersCount": 12

}I
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"orgName": "AutomationOnly5",

"policyId": "bc4298d2-1a52-4339-83e8-1d8932elfebl",
"policyName": "03 - AS Path Length Violation",
"rule": "ALARM RULE AS PATH LENGTH VIOLATION",
"severity": "ALARM_ SEVERITY RED",

"state": "ALARM STATE ACTIVE",

"tags": [

"common tag",
"prefix policy",
"03 - AS Path Length Violation"

] 4
"transitionedAt": "2023-02-04T03:09:322"

DNS /L— B —/\—DELY JE L Dl

RIZ, DNSJ)L— bH—NR—0OEYEL T 7 — L1275 Amazon S3 & Google A k L' — T D
mu s Ave—VplERLET,

{

"activatedAt": "2023-02-04T06:16:17Z2",
"alarmId": "5161£679-8e4e-4b95-a979-1788b3444136",
"monitoredPeer": ({
"peerIp": "2000::30:100:10",
"peerName": "Root DNS IPvé6",
"sessionId": "9b3f0207-a484-465b-886b-0c8bbcefb8bc"
} r
"observed": {
"withdrawnPrefix": "2001:503:ba3e::/48"
} r
"orgName": "AutomationOnly5",
"policyId": "3fbl473d-alcb-43f2-b232-6a3cb470051b",
"policyName": "20 - DNS Root Server Withdrawal",
"rule": "ALARM RULE DNS ROOT SERVER WITHDRAWAL",
"severity": "ALARM SEVERITY RED",
"state": "ALARM STATE ACTIVE",
"transitionedAt": "2023-02-04T06:16:172"
}
{
"activatedAt": "2023-02-04T06:16:172",
"alarmId": "b87dc535-7151-4728-90£2-0b24b979d4b8",
"monitoredPeer": {
"peerIp": "10.31.32.1",
"peerName": "Root DNS IPv4",

"sessionId": "c5dcf2d2-99b7-4565-8b29-9b30£f20ed2£f7"
} r
"observed": {

"withdrawnPrefix": "198.41.0.0/24"
} r
"orgName": "AutomationOnly5",
"policyId": "3fbl473d-alcb-43f2-b232-6a3cb470051b",
"policyName": "20 - DNS Root Server Withdrawal",
"rule": "ALARM RULE DNS_ ROOT SERVER WITHDRAWAL",
"severity": "ALARM SEVERITY RED",
"state": "ALARM STATE ACTIVE",
"transitionedAt": "2023-02-04T06:16:172"
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{
"activatedAt":

"2023-02-04T03:11:172",

"alarmId": "4b9%eb669-774d-4a6d-bed5-d559248953e8",

"expected": {

"numPeersToTrigger": 1
}7
"monitoredPrefix": "88.88.109.0/24",
"observed": {
"allViolationPeers": [
{
"asPath": [
916,
700,
620,
36
]7
"asn": 36,
"at": "2023-02-04T01:34:59z",
"peerId": 1,
"peerIp": "10.11.12.1",
"suspiciousEdges": [
{
"edgeId": {
"fromAs": 36,
"toAs": 620
}7
"firstSeen": "2023-02-04T01:34:59zZ",
"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,
"prefixCount": 2,

"prefixList": [
"2002:5858:6d400::/48",
"88.88.109.0/24"

"edgeId": {

"fromAs": 620,

"toAs": 700
}7
"firstSeen": "2023-02-04T01:34:59z",
"lastSeen": "2023-02-04T01:34:59z2",
"peerCount": 2,
"prefixCount": 2,

"prefixList": [
"88.88.109.0/24",
"2002:5858:6d400::/48"

]
}7
{

"asPath":
916,
700,
621,

36
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"asn": 36,
"at": "2023-02-04T01:34:59z2",
"peerId": 19,
"suspiciousEdges": [
{
"edgeId": {
"fromAs": 36,
"toAs": 621
}I
"firstSeen":
"lastSeen":
"peerCount": 2,
"prefixCount": 2,
"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"2023-02-04T01:34:59z2",
"2023-02-04T01:34:59z2",

"edgeId": {
"fromAs": 621,
"toAs": 700

}I

"firstSeen":

"lastSeen":

"peerCount": 2,

"prefixCount": 2,

"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"2023-02-04T01:34:59z2",
"2023-02-04T01:34:59z2",

"asPath": [
916,
700,
619,
36
]I
"asn": 36,
"at": "2023-02-04T01:34:59z2",
"peerId": 2,
"peerIp": "10.11.12.2",
"suspiciousEdges": [
{
"edgeId": {
"fromAs": 36,
"toAs": 619
}I
"firstSeen":
"lastSeen":
"peerCount": 2,
"prefixCount": 2,
"prefixList": [
"2002:5858:6d00::/48",
"88.88.109.0/24"

"2023-02-04T01:34:59z2",
"2023-02-04T01:34:59z2",

]
}I
{
"edgeId": {
"fromAs": 619,
"toAs": 700
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}I

"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,

"prefixCount": 2,

"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"asPath": [
916,
700,
622,
36
] 4
"asn": 36,
"at": "2023-02-04T01:34:59z2",
"peerId": 20,

"suspiciousEdges": [
{
"edgeId": {
"fromAs": 36,
"toAs": 622
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z2",
"peerCount": 2,
"prefixCount": 2,

"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"edgeId": {

"fromAs": 622,

"toAs": 700
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,
"prefixCount": 2,

"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"asPath": [

916,

700,

623,

36
] 4
"asn": 36,
"at": "2023-02-04T01:34:59z2",
"peerId": 21,
"suspiciousEdges": [
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"edgeId": {
"fromAs": 36,
"toAs": 623

}I

"firstSeen":

"lastSeen":

"peerCount": 2,

"prefixCount": 2,

"prefixList": [
"2002:5858:6d00::/48",
"88.88.109.0/24"

"2023-02-04T01:34:59z2",
"2023-02-04T01:34:59z2",

"edgeId": {
"fromAs": 623,
"toAs": 700

}I
"firstSeen": "2023-02-04T01:34:592",

"lastSeen": "2023-02-04T01:34:59z",

"peerCount": 2,

"prefixCount": 2,

"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

]
}I
{
"asPath": [
916,
700,
624,
36
]I
"asn": 36,
"at": "2023-02-04T01:34:59z2",
"peerId": 22,
"suspiciousEdges": [
{
"edgeId": {
"fromAs": 36,
"toAs": 624
}I
"firstSeen":
"lastSeen":
"peerCount": 2,
"prefixCount": 2,
"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"2023-02-04T01:34:59z2",
"2023-02-04T01:34:59z2",

"edgeId": {
"fromAs": 624,
"toAs": 700

}I

"firstSeen":

"lastSeen":

"peerCount": 2,

"prefixCount": 2,

"2023-02-04T01:34:59z2",
"2023-02-04T01:34:59z2",
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"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"asPath": [
916,
700,
618,
36
]I
"asn": 36,
"at": "2023-02-04T01:34:59z2",
"peerId": 3,
"peerIp": "10.11.12.3",
"suspiciousEdges": [
{
"edgeId": {
"fromAs": 36,
"toAs": 618
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,
"prefixCount": 2,
"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"edgeId": {
"fromAs": 618,
"toAs": 700
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,
"prefixCount": 2,
"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"asPath": [

916,

700,

617,

36
]I
"asn": 36,
"at": "2023-02-04T01:34:59z2",
"peerId": 4,
"peerIp": "10.11.12.4",
"suspiciousEdges": [

{

"edgeId": {
"fromAs": 36,
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"toAs": 617
}I
"firstSeen":
"lastSeen":
"peerCount": 2,
"prefixCount": 2,
"prefixList": [

"88.88.109.0/24",

"2002:5858:6d00::/48"

"2023-02-04T01:34:59z2",
"2023-02-04T01:34:59z2",

"edgeId": {
"fromAs": 617,
"toAs": 700

}I

"firstSeen":

"lastSeen":

"peerCount": 2,

"prefixCount": 2,

"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"2023-02-04T01:34:59z2",
"2023-02-04T01:34:59z2",

1
}I

{
"asPath": [

916,
700,
616,
36
]I
"asn": 36,
"at": "2023-02-04T01:34:59z2",
"peerId": 5,
"peerIp": "10.11.12.5",
"suspiciousEdges": [
{
"edgeId": {
"fromAs": 36,
"toAs": 616
}I
"firstSeen":
"lastSeen":
"peerCount": 2,
"prefixCount": 2,
"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"2023-02-04T01:34:59z2",
"2023-02-04T01:34:59z2",

"edgeId": {
"fromAs": 616,
"toAs": 700

}I

"firstSeen":

"lastSeen":

"peerCount": 2,

"prefixCount": 2,

"prefixList": [
"2002:5858:6d00::/48",

"2023-02-04T01:34:59z2",
"2023-02-04T01:34:59z2",
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"88.88.109.0/24"

"asPath": [
916,
700,
615,
36
] 4
"asn": 36,
"at": "2023-02-04T01:34:59z2",
"peerId": 7,
"peerIp": "10.31.32.1",

"suspiciousEdges": [
{
"edgeId": {
"fromAs": 36,
"toAs": 615
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,
"prefixCount": 2,

"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"edgeId": {

"fromAs": 615,

"toAs": 700
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,
"prefixCount": 2,

"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"allViolationPeersCount": 10

}I

"orgName": "AutomationOnly5",

"policyId": "3755ed13-6498-4cc6-9798-a1264d03b402",

"policyName": "04 - New AS Path Edge",
"rule": "ALARM RULE NEW AS PATH EDGE",
"severity": "ALARM_ SEVERITY RED",
"state": "ALARM STATE ACTIVE",
"tags": [

"common tag",

"prefix policy",

"04 - New AS Path Edge"
] 4
"transitionedAt": "2023-02-04T03:11:172"
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"activatedAt": "2023-02-04T03:11:17z2",
"alarmId": "9alab970-144b-4256-a864-4eb26e698844",
"expected": {
"numPeersToTrigger": 1
}I
"monitoredPrefix": "2002:5858:6d00::/48",
"observed": {
"allViolationPeers": [
{
"asPath": [
916,
700,
616,
36

] r

"asn": 36,

"at": "2023-02-04T01:34:59z2",
"peerId": 23,
"suspiciousEdges": [
{
"edgeId": {
"fromAs": 36,
"toAs": 616
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,
"prefixCount": 2,

"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"edgeId": {

"fromAs": 616,

"toAs": 700
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,
"prefixCount": 2,

"prefixList": [
"2002:5858:6d00::/48",
"88.88.109.0/24"

1
}I
{
"asPath": [
916,
700,
618,
36
]I
"asn": 36,
"at": "2023-02-04T01:34:59z2",
"peerId": 24,
"suspiciousEdges": [
{
"edgeId": {
"fromAs": 36,
"toAs": 618

gLoas szozyson [
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}I

"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,

"prefixCount": 2,

"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"edgeId": {

"fromAs": 618,

"toAs": 700
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,
"prefixCount": 2,

"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"asPath": [
916,
700,
619,
36
] 4
"asn": 36,
"at": "2023-02-04T01:34:59z2",
"peerId": 25,

"suspiciousEdges": [
{
"edgeId": {
"fromAs": 36,
"toAs": 619
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,
"prefixCount": 2,

"prefixList": [
"2002:5858:6d00::/48",
"88.88.109.0/24"

"edgeId": {

"fromAs": 619,

"toAs": 700
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,
"prefixCount": 2,

"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"
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1
}I
{
"asPath": [
916,
700,
620,
36
]I
"asn": 36,
"at": "2023-02-04T01:34:59z2",
"peerId": 26,

"suspiciousEdges": [
{
"edgeId": {
"fromAs": 36,
"toAs": 620
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,
"prefixCount": 2,

"prefixList": [
"2002:5858:6d00::/48",
"88.88.109.0/24"

"edgeId": {

"fromAs": 620,

"toAs": 700
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,
"prefixCount": 2,

"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"asPath": [
916,
700,
621,
36
] 4
"asn": 36,
"at": "2023-02-04T01:34:59z2",
"peerId": 27,

"suspiciousEdges": [
{
"edgeId": {
"fromAs": 36,
"toAs": 621
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,
"prefixCount": 2,
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}I
{

"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"edgeId": {
"fromAs": 621,
"toAs": 700
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,
"prefixCount": 2,
"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"asPath": [
916,
700,
622,
36
]I
"asn": 36,
"at": "2023-02-04T01:34:59z2",
"peerId": 28,
"suspiciousEdges": [
{
"edgeId": {
"fromAs": 36,
"toAs": 622
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,
"prefixCount": 2,
"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"edgeId": {
"fromAs": 622,
"toAs": 700
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,
"prefixCount": 2,
"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

]

"asPath": [
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916,
700,
623,
36
]I
"asn": 36,
"at": "2023-02-04T01:34:59z2",
"peerId": 29,
"suspiciousEdges": [
{
"edgeId": {
"fromAs": 36,
"toAs": 623
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,
"prefixCount": 2,
"prefixList": [
"2002:5858:6d00::/48",
"88.88.109.0/24"

"edgeId": {
"fromAs": 623,
"toAs": 700
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,
"prefixCount": 2,
"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

1
}I
{
"asPath": [
916,
700,
624,
36
]I
"asn": 36,
"at": "2023-02-04T01:34:59z2",
"peerId": 30,
"suspiciousEdges": [
{
"edgeId": {
"fromAs": 36,
"toAs": 624
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,
"prefixCount": 2,
"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

gLoas szozyson [
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"edgeId": {

"fromAs": 624,

"toAs": 700
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,
"prefixCount": 2,

"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"asPath": [
916,
700,
625,
36
] 4
"asn": 36,
"at": "2023-02-04T01:34:59z2",
"peerId": 31,

"suspiciousEdges": [
{
"edgeId": {
"fromAs": 36,
"toAs": 625
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 1,
"prefixCount": 1,

"prefixList": [
"2002:5858:6d00::/48"
]

"edgeId": {

"fromAs": 625,

"toAs": 700
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 1,
"prefixCount": 1,

"prefixList": [
"2002:5858:6d00::/48"

"asPath": [
916,
700,
626,
36
] 4
"asn": 36,
"at": "2023-02-04T01:34:59z2",
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"peerId": 32,
"suspiciousEdges": [
{

"edgeId": {
"fromAs": 36,
"toAs": 626

}I

"firstSeen":

"lastSeen":

"peerCount": 1,

"prefixCount": 1,

"prefixList": [
"2002:5858:6d00::/48"

"2023-02-04T01:34:59z2",
"2023-02-04T01:34:59z2",

]

"edgeId": {
"fromAs": 626,
"toAs": 700

}I

"firstSeen":

"lastSeen":

"peerCount": 1,

"prefixCount": 1,

"prefixList": [
"2002:5858:6d00::/48"

]

"2023-02-04T01:34:59z2",
"2023-02-04T01:34:59z2",

]
}I
{
"asPath": [
916,
700,
617,
36
]I
"asn": 36,
"at": "2023-02-04T01:34:59z2",
"peerId": 6,
"peerIp": "2000::20:100:10",
"suspiciousEdges": [
{
"edgeId": {
"fromAs": 36,
"toAs": 617
}I
"firstSeen":
"lastSeen":
"peerCount": 2,
"prefixCount": 2,
"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"2023-02-04T01:34:59z2",
"2023-02-04T01:34:59z2",

"edgeId": {
"fromAs": 617,
"toAs": 700

}I

"firstSeen":

"lastSeen":

"peerCount": 2,

"2023-02-04T01:34:59z2",
"2023-02-04T01:34:59z2",
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"prefixCount": 2,

"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"asPath": [
916,
700,
615,
36
] 4
"asn": 36,
"at": "2023-02-04T01:34:59z2",
"peerId": 8,
"peerIp": "2000::30:100:10",

"suspiciousEdges": [
{
"edgeId": {
"fromAs": 36,
"toAs": 615
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,
"prefixCount": 2,

"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"edgeId": {
"fromAs": 615,
"toAs": 700
}I
"firstSeen": "2023-02-04T01:34:592",

"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,
"prefixCount": 2,

"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"allViolationPeersCount": 12
} 4
"orgName": "AutomationOnly5",
"policyId": "3755ed13-6498-4cc6-9798-a1264d03b402",
"policyName": "04 - New AS Path Edge",
"rule": "ALARM RULE NEW AS PATH EDGE",
"severity": "ALARM_ SEVERITY RED",
"state": "ALARM STATE ACTIVE",
"tags": [

"common tag",

"prefix policy",

"04 - New AS Path Edge"
] 4
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"transitionedAt": "2023-02-04T03:11:172"

HENOLEES

WIZ, BENEET 7 — LI T 5 Amazon S3 #F1 & Google A L — IO R 7 A & —

PR LET,
{
"activatedAt": "2023-02-04T05:23:552",
"alarmId": "928315c2-c804-47dc-bc52-e2282e605753",

"expected": {
"allowedAggregates": [
"2002::/16",
"2002::/17",
"2002:57e8::/36"
] 4

"numPeersToClear": 1,

"numPeersToTrigger": 2,

"originAsns": [

1000

]!

"originAsnsUsage": "ALARM USAGE EXCLUDE"
}!
"monitoredPrefix": "2002:57e8::/48",
"observed": {

"allViolationPeers": [

{
"peerId": 23

"peerId": 24
"peerId": 25
"peerId": 26
"peerId": 27
"peerId": 28
"peerId": 29
"peerId": 30
"peerId": 31
"peerId": 32
"peerId": 6

"peerId": 8
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] r

"allViolationPeersCount":

"lastViolationPeers": [

{

"

asn": 6002,

"at": "2023-02-04T05:

"peerId": 6,

12,

03

"peerIp": "2000::20:100

"

asn": 6010,

"at": "2023-02-04T05:

"peerId": 31

"asn": 6009,

"at": "2023-02-04T05:

"peerId": 30

"

asn": 6003,

"at": "2023-02-04T05:

"peerId": 24

"

asn": 6011,

"at": "2023-02-04T05:

"peerId": 32

"

asn": 6005,

"at": "2023-02-04T05:

"peerId": 26

"

asn": 6007,

"at": "2023-02-04T05:

"peerId": 28

"asn": 6004,

"at": "2023-02-04T05:

"peerId": 25

"

asn": 6006,

"at": "2023-02-04T05:

"peerId": 27

"asn": 6000,

"at": "2023-02-04T05:

"peerId": 8,

03

03

03

03

03

03

03

03

03

"peerIp": "2000::30:100

"

asn": 6001,

"at": "2023-02-04T05:

"peerId": 23

"

asn": 6008,

"at": "2023-02-04T05:

"peerId": 29
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03

03

:37z",

10"

:37z",

:37z",

:37z",

:37z",

:37z",

:37z",

:37z",

:37z",

:37z",

:10"

:37z",

:37z",
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}
] r

"lastViolationPeersCount": 12,
"lastViolationPrefix": "2002:57e8::/36",
"violationPrefixesCount": 3

} 4
"orgName": "AutomationOnly5",
"policyId": "3dd434f4-92fe-447f-b7e8-129p09cff9da",
"policyName": "17 - Parent Aggregate Change - Test 3",
"rule": "ALARM RULE_ PARENT_ AGGREGATE_ CHANGE",
"severity": "ALARM_ SEVERITY RED",
"state": "ALARM STATE ACTIVE",
"tags": [
"common tag",
"prefix policy",
"17 - Parent Aggregate Change"
] 4
"transitionedAt": "2023-02-04T05:23:552"

"activatedAt": "2023-02-04T05:23:552",
"alarmId": "c3d24f64-5814-463e-855f-da56545a621f",
"expected": {
"allowedAggregates": [
"87.232.0.0/22"
]I
"numPeersToClear": 1,
"numPeersToTrigger": 2,
"originAsns": [
1000
]I
"originAsnsUsage": "ALARM USAGE EXCLUDE"
}I
"monitoredPrefix": "87.232.0.0/24",
"observed": {
"allViolationPeers": [
{
"peerId": 1
}I
{
"peerId": 19
}I
{
"peerId": 2
}I
{
"peerId": 20
}I
{
"peerId": 21
}I
{
"peerId": 22
}I
{
"peerId": 3
}I
{
"peerId": 4
}I
{
"peerId": 5
}I
{
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"peerId": 7
}
] 4
"allViolationPeersCount": 10,
"lastViolationPeers": [
{
"asn": 6004,
"at": "2023-02-04T05:03:37z2",
"peerId": 2,
"peerIp": "10.11.12.2"

"

asn": 6008,
"at": "2023-02-04T05:03:37z2",
"peerId": 21

"asn": 6009,
"at": "2023-02-04T05:03:372",
"peerId": 22

"

asn": 6002,

"at": "2023-02-04T05:03:372",
"peerId": 4,

"peerIp": "10.11.12.4"

"

asn": 6003,

"at": "2023-02-04T05:03:37z2",
"peerId": 3,

"peerIp": "10.11.12.3"

"

asn": 6005,

"at": "2023-02-04T05:03:37z2",
"peerId": 1,

"peerIp": "10.11.12.1"

"asn": 6006,
"at": "2023-02-04T05:03:37z2",
"peerId": 19

"

asn": 6001,

"at": "2023-02-04T05:03:37z2",
"peerId": 5,

"peerIp": "10.11.12.5"

"

asn": 6000,

"at": "2023-02-04T05:03:37z2",
"peerId": 7,

"peerIp": "10.31.32.1"

"

asn": 6007,
"at": "2023-02-04T05:03:37z2",
"peerId": 20
}
] 4
"lastViolationPeersCount": 10,
"lastViolationPrefix": "87.232.0.0/22",
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"violationPrefixesCount": 1

}I

"orgName": "AutomationOnly5",
"policyId": "3dd434f4-92fe-447f-b7e8-129b09cff9da",

"policyName":

"1l7 - Parent Aggregate Change - Test 3",

"rule": "ALARM RULE_ PARENT_ AGGREGATE_ CHANGE",
"severity": "ALARM SEVERITY RED",
"state": "ALARM STATE ACTIVE",

"tags": [

"common tag",

"prefix policy",
"17 - Parent Aggregate Change"

] r

"transitionedAt": "2023-02-04T05:23:552"

E7TT7 RNFAXEN=TLT 1 v XBDHI

KIZ, EPTTRENEGALARXEN=TL T4 v AT 7 — AIZBT 5 Amazon S3 i# il & Google
A L=VEHOR T A = ER L ET,

E7 DD 5]

{

"activatedAt": "2023-02-04T06:18:372",
"alarmId": "139a7983-36ba-4d17-8371-2480290£3799",
"expected": {
"prefixCounts": [
{
"addressFamily": "ALARM BGP_AF IPV4",
"maxPrefixes": 100,
"minPrefixes": 10
}
]
}!
"monitoredPeer": {
"ciscoPeerIp": "104.236.154.30",
"ciscoPeerName": "RS06",
"peerIp": "10.11.12.1",
"peerName": "BGP-1",
"sessionId": "de26c09c-15£6-435£-9044-c9a89fdc7bed"
}!
"observed": {
"prefixCounts": [
{
"addressFamily": "ALARM BGP_AF IPV4",

"prefixCount": 2000

]
}7

"orgName": "AutomationOnly5",
"policyId": "482de3d2-8550-4b84-alab-3b3e36£5869%a",

"policyName": "22 - Peer Advertised Prefix Count",
"rule": "ALARM RULE ADVERTISED PREFIX COUNT",
"severity": "ALARM SEVERITY RED",

"state": "ALARM STATE ACTIVE",

"transitionedAt": "2023-02-04T06:18:372"
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UhlERLET,

BuIy rRs > roEE |



B oo vozx78810220 robl

"activatedAt": "2023-02-04T06:17:052",
"alarmId": "b654ced0-5357-4eb7-b3c9-27cbd24a8f65",

"monitoredPeer": {

"ciscoPeerIp": "3.21.42.66",

"ciscoPeerName":

"RS9O5"™,

"peerIp": "10.11.12.2",
"peerName": "BGP-2",

"sessionId": "29651423-e603-4a11-89b7-37500e40e562"

} 4
"observed": {

"lastUpdatedAt": "2019-10-03T22:30:002"
} 4
"orgName": "AutomationOnly5",
"policyId": "f£f3b620d-33a9-49c0-9e33-b99p53c55b1d",
"policyName": "21 - Peer Down",
"rule": "ALARM RULE PEER DOWN",
"severity": "ALARM_ SEVERITY YELLOW",
"state": "ALARM STATE ACTIVE",
"transitionedAt": "2023-02-04T06:17:052"

TLIAVIRT ENREALAXAL DB
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{
"activatedAt": "2023-02-04T03:16:252",
"alarmId": "79222047-4954-4b6e-a339-9d01bfb06434",
"clearedAt": "2023-02-04T03:15:47zZ",
"expected": {
"numPeersToClear": 1,
"numPeersToTrigger": 2
}7
"monitoredPrefix": "218.56.100.0/28",
"observed": {
"allViolationPeers": [
{
"asn": 20,
"at": "2023-02-04T03:15:04z",
"peerId": 1,
"peerIp": "10.11.12.1"

"asn": 20,
"at": "2023-02-04T03:15:04z",
"peerId": 19

"asn": 20,
"at": "2023-02-04T03:15:04z",
"peerId": 2,
"peerIp": "10.11.12.2"
}7
{
"asn": 20,
"at": "2023-02-04T03:15:04z",

"peerId": 20

"asn": 20,
"at": "2023-02-04T03:15:04z",
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"peerId": 21
}I
{
"asn": 20,
"at": "2023-02-04T03:15:042z",
"peerId": 22

"

asn": 20,

"at": "2023-02-04T03:15:042z",
"peerId": 3,

"peerIp": "10.11.12.3"

"

asn": 20,

"at": "2023-02-04T03:15:042z",
"peerId": 4,

"peerIp": "10.11.12.4"

"

asn": 20,

"at": "2023-02-04T03:15:042z",
"peerId": 5,

"peerIp": "10.11.12.5"

"

asn": 20,
"at": "2023-02-04T03:15:042z",
"peerId": 7,
"peerIp": "10.31.32.1"
}
] 4
"allViolationPeersCount": 10
} 4
"orgName": "AutomationOnly5",
"policyId": "4d4816b9-e579-4209-a907-8d909%9aafalfl",
"policyName": "05 - Prefix Advertisement",
"rule": "ALARM_RULE_PREFIX_ADVERTISEMENT" ,
"severity": "ALARM_SEVERITY_RED" ,
"state": "ALARM_STATE_ACTIVE" ,
"tags": [
"common tag",
"prefix policy",

"05 - Prefix Advertisement"
]I
"transitionedAt": "2023-02-04T03:16:252"
}
{
"activatedAt": "2023-02-04T03:16:252",
"alarmId": "ba974865-7e94-4623-ad8f-d660acf7d69ft",
"clearedAt": "2023-02-04T03:15:472",
"expected": {
"numPeersToClear": 1,
"numPeersToTrigger": 2
}I
"monitoredPrefix": "2002:da38:6400::/48",
"observed": {
"allViolationPeers": [

{
"asn": 20,
"at": "2023-02-04T03:15:042z",
"peerId": 23

}I

{
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}
] r

"allViolationPeersCount":

}I

"

asn": 20,

"at": "2023-02-04T03:

"peerId": 24

"

asn": 20,

"at": "2023-02-04T03:

"peerId": 25

"

asn": 20,

"at": "2023-02-04T03:

"peerId": 26

"

asn": 20,

"at": "2023-02-04T03:

"peerId": 27

"

asn": 20,

"at": "2023-02-04T03:

"peerId": 28

"

asn": 20,

"at": "2023-02-04T03:

"peerId": 29

"

asn": 20,

"at": "2023-02-04T03:

"peerId": 30

"

asn": 20,

"at": "2023-02-04T03:

"peerId": 31

"

asn": 20,

"at": "2023-02-04T03:

"peerId": 32

"

asn": 20,

"at": "2023-02-04T03:

"peerId": 6,

15:042",

15:04z",

15:042",

15:04z",

15:04z",

15:04z",

15:042",

15:04z",

15:04z",

15:04z",

"peerIp": "2000::20:100:10"

"

asn": 20,

"at": "2023-02-04T03:15:042z",

"peerId": 8,

"peerIp": "2000::30:100:10"

12

"orgName": "AutomationOnly5",

"policyId": "4d4816b9-e579-4209-a907-8d909%aafalf0"
"policyName": "05 - Prefix Advertisement",
"rule": "ALARM RULE_ PREFIX ADVERTISEMENT",

"severity": "ALARM SEVERITY RED",

B EnI> FRsY rOBE

BAITY RFR1Y roEE |



| BT FRsY rOBE

FLocvozmyELon [

"state":
"tags": [

"common tag",

"prefix policy",

"05 - Prefix Advertisement"
] 4

"transitionedAt":

"ALARM STATE_ACTIVE",

"2023-02-04T03:16:252"

TLT749 9 ZABRYHELOGI

KiZ, TL74 9P ZABYHELT 7 — 22T % Amazon S3 1851 L Google A b L — P i@HID
R A =Bl RLET,

{

"activatedAt": "2023-02-04T03:20:362",
"alarmId": "2el2713b-4ecf-4d59-868a-00f07abad7ae",
"clearedAt": "2023-02-04T03:19:55z",
"expected": {
"numPeersToClear": 1,
"numPeersToTrigger": 2
}!
"monitoredPrefix":
"observed": {
"allViolationPeers": [
{
"at": "2023-02-04T03:19:
"peerId": 1,
"peerIp": "10.11.12.1"

"100.200.1.0/24",

13z",

nopn.
"peerId":

"2023-02-04T03:
19

19:13z",

nopn.
"peerId":

"2023-02-04T03:
20

19:13z",

nopn.
"peerId":

"2023-02-04T03:
21

19:13z",

nopn.
"peerId":

"2023-02-04T03:
22

19:13z",

"at": "2023-02-04T03:19:
"peerId": 3,
"peerIp": "10.11.12.3"

13z",

"at": "2023-02-04T03:19:
"peerId": 4,
"peerIp": "10.11.12.4"

13z",

"at": "2023-02-04T03:19:
"peerId": 5,
"peerIp": "10.11.12.5"

13z",

"at": "2023-02-04T03:19:132",
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"peerId": 7,
"peerIp": "10.31.32.1"
}
] 4
"allViolationPeersCount": 9
} 4
"orgName": "AutomationOnly5",
"policyId": "16105783-75c8-4c98-be71-b0a758645£41",
"policyName": "06 - Prefix Withdrawal",
"rule": "ALARM_RULE_PREFIX_WITHDRAWAL" ,
"severity": "ALARM_SEVERITY_RED" ,
"state": "ALARM_STATE_ACTIVE" ,
"tags": [
"common tag",
"prefix policy",
"06 - Prefix Withdrawal"
] 4

"transitionedAt": "2023-02-04T03:20:362"
}
{
"activatedAt": "2023-02-04T03:20:362",
"alarmId": "3cd4cf6e0-e6f2-475d-9030-4bc51a7e0550",
"clearedAt": "2023-02-04T03:19:552",
"expected": {
"numPeersToClear": 1,
"numPeersToTrigger": 2
}I
"monitoredPrefix": "2002:64c8:100::/48",
"observed": {
"allViolationPeers": [

{
"at": "2023-02-04T03:19:132",
"peerId": 23

"at": "2023-02-04T03:19:132",
"peerId": 24

"at": "2023-02-04T03:19:13z2",
"peerId": 25

"at": "2023-02-04T03:19:13z2",
"peerId": 26

"at": "2023-02-04T03:19:132",
"peerId": 27

"at": "2023-02-04T03:19:13z2",
"peerId": 28

"at": "2023-02-04T03:19:132",
"peerId": 29

"at": "2023-02-04T03:19:13z2",
"peerId": 30

"at": "2023-02-04T03:19:132",
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"peerId": 31
}I

{
"at": "2023-02-04T03:19:13z2",

"peerId": 32

"at": "2023-02-04T03:19:13z2",
"peerId": 6,
"peerIp": "2000::20:100:10"

"at": "2023-02-04T03:19:13z2",
"peerId": 8,
"peerIp": "2000::30:100:10"
}
] 4
"allViolationPeersCount": 12

}I

"orgName": "AutomationOnly5",

"policyId": "16105783-75c8-4c98-be71-b0a758645£41",
"policyName": "06 - Prefix Withdrawal",

"rule": "ALARM RULE PREFIX WITHDRAWAL",

"severity": "ALARM SEVERITY RED",

"state": "ALARM STATE ACTIVE",

"tags": [

"common tag",
"prefix policy",
"06 - Prefix Withdrawal"

] 4
"transitionedAt": "2023-02-04T03:20:362"

BiEkShfzIPTL T4 v XDH

Wiz, BlEEShf=IPTL 7499 R (7 Bogons) 7 7 —ALIZEH7 5 Amazon S3 & Google
A ML —=VOWHR T Ay E—UFE R LET,

{

"activatedAt": "2023-02-04T06:11:31z",
"alarmId": "a077c6cd-5a74-4378-8d60-e8acb39%ae2c7",
"clearedAt": "2023-02-04T06:09:262Z",
"monitoredPeer": ({
"ciscoPeerIp": "104.236.154.30",
"ciscoPeerName": "RS06",
"peerIp": "10.11.12.5",
"peerName": "FullBogon-1",
"sessionId": "£5327ffb-221f-49d6-b8a2-2b812d02d35e"
} r
"observed": {
"lastViolationPeerPrefix": ({
"at": "2023-02-04T06:07:332",
"bogonDetails": {
"bogonType": "ALARM BOGON TYPE FULL BOGON",

"prohibitedPrefixBlock™: "5.44.248.0/21"

}7
"prefix": "5.44.248.0/21"

}7

"violationPrefixesCount": 1
}7
"orgName": "AutomationOnly5",
"policyId": "d0llc5e4-54al-41bb-8c7£f-963d9caab208",
"policyName": "19 - Prohibited IP Prefix - FullBogon",
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"rule": "ALARM_RULE_PROHIBITED_IP_PREFIX",
"severity": "ALARM_SEVERITY_YELLOW",
"state": "ALARM_STATE_ACTIVE",
"transitionedAt": "2023-02-04T06:11:312"

"activatedAt": "2023-02-04T06:11:312z2",
"alarmId": "142659ed-15f1-4d60-b2d6-3d0da5c75b17",
"clearedAt": "2023-02-04T06:09:262",
"monitoredPeer": {
"ciscoPeerIp": "2604:a880:1:20::2de:1001",
"ciscoPeerName": "RSO06",
"peerIp": "2000::20:100:10",
"peerName": "FullBogon-2",
"sessionId": "639f069d-9ccd-46d0-b8b2-77054a199ce8"
} 4
"observed": {
"lastViolationPeerPrefix": {
"at": "2023-02-04T06:07:332",
"bogonDetails": {
"bogonType": "ALARM BOGON TYPE FULL BOGON",
"prohibitedPrefixBlock™: "2001:506:101::/48"
} 4
"prefix": "2001:506:101::/48"
} 4
"violationPrefixesCount": 1
} 4
"orgName": "AutomationOnly5",
"policyId": "dOllc5e4-54al1-41bb-8c7£f-963d9caab208",
"policyName": "19 - Prohibited IP Prefix - FullBogon",
"rule": "ALARM_RULE_PROHIBITED_IP_PREFIX",
"severity": "ALARM_SEVERITY_YELLOW",
"state": "ALARM_STATE_ACTIVE",
"transitionedAt": "2023-02-04T06:11:312"

ROA DB xhEARR D 5
KIZ, ROA OEZEAR 7 7 — A1ZBI9 5 Amazon S3 i1 & Google A b L —VlHIO R 7 A

U RLET,
{
"activatedAt": "2023-02-04T03:27:02z2",
"alarmId": "9f8eb76a-3eff-4e8b-809e-53bf0fd56ebe",
"clearedAt": "2023-02-04T03:26:20Z",
"expected": {
"numPeersToTrigger": 1
}7
"monitoredPrefix": "2002:101:7700::/48",
"observed": {
"allViolationPeers": [
{
"asn": 33,
"at": "2023-02-04T03:25:382",

"peerId": 23

"asn": 33,
"at": "2023-02-04T03:25:38z2",
"peerId": 24

"asn": 33,
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"at": "2023-02-04T03:25:382",
"peerId": 25

"

asn": 33,
"at": "2023-02-04T03:25:38z2",
"peerId": 26

"

asn": 33,
"at": "2023-02-04T03:25:382",
"peerId": 27

"

asn": 33,
"at": "2023-02-04T03:25:38z2",
"peerId": 28

"

asn": 33,
"at": "2023-02-04T03:25:38z2",
"peerId": 29

"

asn": 33,
"at": "2023-02-04T03:25:38z2",
"peerId": 30

"

asn": 33,
"at": "2023-02-04T03:25:38z2",
"peerId": 31

"

asn": 33,
"at": "2023-02-04T03:25:38z2",
"peerId": 32

"

asn": 33,

"at": "2023-02-04T03:25:38z2",
"peerId": 6,

"peerIp": "2000::20:100:10"

"

asn": 33,
"at": "2023-02-04T03:25:38z2",
"peerId": 8,
"peerIp": "2000::30:100:10"
}
] 4
"allViolationPeersCount": 12,
"roas": [
{
"asn": 33,
"maxLength": 48,
"notAfter": "2023-02-17T03:49:382",
"notBefore": "2022-02-03T03:49:382",
"prefix": "2002:101:7700::/48",
"rpkiStatus": "ALARM ROA VALID",
"trustAnchor": "ALARM_AFRINIC"

asn": 33,

roa o amBRos [
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"maxLength": 48,

"notAfter": "2023-02-17T19:24:49z2",
"notBefore": "2022-02-03T19:24:492",
"prefix": "2002:101:7700::/48",
"rpkiStatus": "ALARM ROA VALID",
"trustAnchor": "ALARM_AFRINIC"

"

asn": 33,

"maxLength": 48,

"notAfter": "2023-02-18T01:34:59z2",
"notBefore": "2022-02-04T01:34:582",
"prefix": "2002:101:7700::/48",
"rpkiStatus": "ALARM ROA VALID",
"trustAnchor": "ALARM_AFRINIC"

1
}I

"orgName": "AutomationOnly5",

"policyId": "d3d47d8c-fee7-45ab-baee-3a860128aa65",

"policyName": "08 - ROA Expiry",
"rule": "ALARM RULE ROA EXPIRY",
"severity": "ALARM SEVERITY RED",
"state": "ALARM STATE ACTIVE",
"tags": [

"common tag",

"prefix policy",

"08 - ROA Expiry"
] r

"transitionedAt": "2023-02-04T03:27:02Z2"
"activatedAt": "2023-02-04T03:27:02z2",
"alarmId": "e85e68ad-el16d-4892-9fb9-c71bd92f9caf",
"clearedAt": "2023-02-04T03:26:202",
"expected": {
"numPeersToTrigger": 1
}I
"monitoredPrefix": "210.176.151.0/24",
"observed": {
"allViolationPeers": [

{
"asn": 33,

"at": "2023-02-04T03:25:382",

"peerId": 1,

"peerIp": "10.11.12.1"

"

asn": 33,
"at": "2023-02-04T03:25:38z2",
"peerId": 19

"

asn": 33,

"at": "2023-02-04T03:25:382",
"peerId": 2,

"peerIp": "10.11.12.2"

"

asn": 33,
"at": "2023-02-04T03:25:38z2",
"peerId": 20
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"

asn": 33,
"at": "2023-02-04T03:25:382",
"peerId": 21

"

asn": 33,
"at": "2023-02-04T03:25:382",
"peerId": 22

"

asn": 33,

"at": "2023-02-04T03:25:38z2",
"peerId": 3,

"peerIp": "10.11.12.3"

"

asn": 33,

"at": "2023-02-04T03:25:382",
"peerId": 4,

"peerIp": "10.11.12.4"

"

asn": 33,

"at": "2023-02-04T03:25:38z2",
"peerId": 5,

"peerIp": "10.11.12.5"

"

asn": 33,
"at": "2023-02-04T03:25:38z2",
"peerId": 7,
"peerIp": "10.31.32.1"
}
] 4
"allViolationPeersCount": 10,
"roas": [
{
"asn": 33,
"maxLength": 24,
"notAfter": "2023-02-17T03:49:382",

"notBefore": "2022-02-03T03:49:382",

"prefix": "210.176.151.0/24",
"rpkistatus": "ALARM ROA VALID",
"trustAnchor": "ALARM AFRINIC"

"

asn": 33,
"maxLength": 24,
"notAfter": "2023-02-17T19:24:492",

"notBefore": "2022-02-03T19:24:492",

"prefix": "210.176.151.0/24",
"rpkistatus": "ALARM ROA VALID",
"trustAnchor": "ALARM AFRINIC"

"

asn": 33,
"maxLength": 24,
"notAfter": "2023-02-18T01:34:582",

"notBefore": "2022-02-04T01:34:582",

"prefix": "210.176.151.0/24",
"rpkistatus": "ALARM ROA VALID",
"trustAnchor": "ALARM AFRINIC"

roa o amBRos [
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"orgName": "AutomationOnly5",
"policyId": "d3d47d8c-fee7-45ab-baee-3a860128aa65",
"policyName": "08 - ROA Expiry",

"rule": "ALARM RULE ROA EXPIRY",
"severity": "ALARM_SEVERITY_RED" ,
"state": "ALARM_STATE_ACTIVE" ,
"tags": [

"common tag",

"prefix policy",

"08 - ROA Expiry"
] 4
"transitionedAt": "2023-02-04T03:27:02Z2"

ROA M B DhN 5 73 L5l

KIZ, ROADBEDIMNBIEWGE DT 7 — LT % Amazon S3 1@%1 & Google A |~ L— il Al
ou g xye—UflERLET,

{

"activatedAt": "2023-02-04T03:22:07z2",
"alarmId": "992266a8-bc34-4e6f-b396-6£0c956886ae",
"monitoredPrefix": "2.2.2.2/32",
"observed": {
"allViolationPeers": [
{
"asn": 31,
"at": "2023-02-04T01:34:58z",
"peerId": 1,
"peerIp": "10.11.12.1"
}7
{
"asn": 31,
"at": "2023-02-04T01:34:58z",

"peerId": 19

"asn": 31,
"at": "2023-02-04T01:34:58z",
"peerId": 2,
"peerIp": "10.11.12.2"
}7
{
"asn": 31,
"at": "2023-02-04T01:34:58z",

"peerId": 20

"asn": 31,
"at": "2023-02-04T01:34:58z",
"peerId": 21

"asn": 31,
"at": "2023-02-04T01:34:58z",
"peerId": 22

"asn": 31,

"at": "2023-02-04T01:34:58z",
"peerId": 3,

"peerIp": "10.11.12.3"
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"

asn": 31,

"at": "2023-02-04T01:34:58z2",
"peerId": 4,

"peerIp": "10.11.12.4"

"

asn": 31,

"at": "2023-02-04T01:34:582",
"peerId": 5,

"peerIp": "10.11.12.5"

"

asn": 31,
"at": "2023-02-04T01:34:582",
"peerId": 7,
"peerIp": "10.31.32.1"
}
] 4
"allViolationPeersCount": 10
} 4
"orgName":
"policyId":
"policyName": "07 - ROA Not Found",
"rule": "ALARM RULE ROA NOT_ FOUND",
"severity": "ALARM_SEVERITY_RED" ,
"state": "ALARM_STATE_ACTIVE" ,
"tags": [
"common tag",
"prefix policy",
"07 - ROA Not Found"
] 4
"transitionedAt": "2023-02-04T03:22:072"

"AutomationOnly5",

"activatedAt": "2023-02-04T03:22:07z2",
"alarmId": "c7££f225d-f4e0-49d7-b607-£9d4£98b346£",

"monitoredPrefix": "2002:202:202::/48",
"observed": {
"allViolationPeers": [

{
"asn": 31,
"at": "2023-02-04T01:34:582",

"peerId": 23

"

asn": 31,
"at": "2023-02-04T01:34:582",
"peerId": 24

"

asn": 31,
"at": "2023-02-04T01:34:582",
"peerId": 25

"

asn": 31,
"at": "2023-02-04T01:34:58z2",
"peerId": 26

"

asn": 31,
"at": "2023-02-04T01:34:58z2",

"588687b4-4e2c-44d6-8£93-56957139%b4f4",

rRoA r o 50
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"peerId": 27

"

asn": 31,
"at": "2023-02-04T01:34
"peerId": 28

"

asn": 31,
"at": "2023-02-04T01:34
"peerId": 29

"

asn": 31,
"at": "2023-02-04T01:34
"peerId": 30

"

asn": 31,
"at": "2023-02-04T01:34
"peerId": 31

"

asn": 31,
"at": "2023-02-04T01:34
"peerId": 32

"

asn": 31,

"at": "2023-02-04T01:34
"peerId": 6,

"peerIp": "2000::20:100

"

asn": 31,
"at": "2023-02-04T01:34
"peerId": 8,
"peerIp": "2000::30:100
}
] 4

582",

582",

582",

582",

582",

582",

:10"

582",

:10"

"allViolationPeersCount": 12

}I

"orgName": "AutomationOnly5",

"policyId": "588687b4-4e2c-44d6-8£93-56957139%9b4f4",

"policyName": "07 - ROA Not Found",
"rule": "ALARM RULE ROA NOT_ FOUND",
"severity": "ALARM_ SEVERITY RED",

"state": "ALARM_STATE_ACTIVE"
"tags": [

"common tag",

"prefix policy",

"07 - ROA Not Found"
] 4

’

"transitionedAt": "2023-02-04T03:22:072"

RIZ, ROABEE T 7 — AICBIT % Amazon S3 %41 & Google A k L

BlarLET,

{
"activatedAt": "2023-02-04T03
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"alarmId":
"clearedAt":

"expected": {
"numPeersToTrigger": 1,
"originAsns": [

24,
1136

1
}I

"monitoredPrefix":

"observed": {
"allViolationPeers": [

{

"

asn": 23,

"at": "2023-02-04T03:30:

"peerId": 1,
"peerIp": "10.11.12.1"

"

asn": 23,

"at": "2023-02-04T03:30:

"peerId": 19

"

asn": 23,

"at": "2023-02-04T03:30:

"peerId": 2,
"peerIp": "10.11.12.2"

"

asn": 23,

"at": "2023-02-04T03:30:

"peerId": 20

"

asn": 23,

"at": "2023-02-04T03:30:

"peerId": 21

"

asn": 23,

"at": "2023-02-04T03:30:

"peerId": 22

"

asn": 23,

"at": "2023-02-04T03:30:

"peerId": 3,
"peerIp": "10.11.12.3"

"

asn": 23,

"at": "2023-02-04T03:30:

"peerId": 4,
"peerIp": "10.11.12.4"

"

asn": 23,

"at": "2023-02-04T03:30:

"peerId": 5,
"peerIp": "10.11.12.5"

"358c3£57-80b8-4685-baec-7d913£39988e",
"2023-02-04T03:30:51z",

"194.45.8.0/22",

ogz",

ogz",

ogz",

ogz",

ogz",

ogz",

ogz",

ogz",

ogz",

INET |
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"at": "2023-02-04T03:30:092",
"peerId": 7,
"peerIp": "10.31.32.1"
}
] 4
"allViolationPeersCount": 10
} 4
"orgName": "AutomationOnly5",
"policyId": "0510el174-1553-4cl2-ac9e-be68118c8bd2",
"policyName": "09 - ROA Failure",
"rule": "ALARM RULE ROA FAILURE",
"severity": "ALARM_ SEVERITY RED",
"state": "ALARM STATE ACTIVE",
"tags": [
"common tag",
"prefix policy",
"09 - ROA Failure"
] 4

"transitionedAt": "2023-02-04T03:31:322"
"activatedAt": "2023-02-04T03:31:322",
"alarmId": "4e0b7398-ae54-408e-95fc-e7bbl7a7d952",
"clearedAt": "2023-02-04T03:30:51z2",
"expected": {

"numPeersToTrigger": 1,

"originAsns": [

24

]
}I
"monitoredPrefix": "2002:c22d:800::/48",
"observed": {

"allViolationPeers": [

{
"asn": 23,
"at": "2023-02-04T03:30:09z2",

"peerId": 23

"

asn": 23,
"at": "2023-02-04T03:30:09z",
"peerId": 24

"

asn": 23,
"at": "2023-02-04T03:30:09z2",
"peerId": 25

"

asn": 23,
"at": "2023-02-04T03:30:09z2",
"peerId": 26

"

asn": 23,
"at": "2023-02-04T03:30:09z",
"peerId": 27

"

asn": 23,
"at": "2023-02-04T03:30:09z2",
"peerId": 28
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"

asn": 23,
"at": "2023-02-04T03:30:09z2",
"peerId": 29

"

asn": 23,
"at": "2023-02-04T03:30:09z2",
"peerId": 30

"

asn": 23,
"at": "2023-02-04T03:30:09z2",
"peerId": 31

"

asn": 23,
"at": "2023-02-04T03:30:09z2",
"peerId": 32

"

asn": 23,

"at": "2023-02-04T03:30:09z2",
"peerId": 6,

"peerIp": "2000::20:100:10"

"

asn": 23,
"at": "2023-02-04T03:30:09z2",
"peerId": 8,
"peerIp": "2000::30:100:10"
}
] 4
"allViolationPeersCount": 12
} 4
"orgName": "AutomationOnly5",
"policyId": "0510el174-1553-4cl2-ac9e-be68118c8bd2",
"policyName": "09 - ROA Failure",
"rule": "ALARM RULE ROA FAILURE",
"severity": "ALARM_SEVERITY RED",
"state": "ALARM STATE ACTIVE",
"tags": [
"common tag",
"prefix policy",
"09 - ROA Failure"
] 4
"transitionedAt": "2023-02-04T03:31:322"

BITTLIA VIR T ENZALZXA D O

WIZ, YITTLITA VIR T RNEAL XA T T — L2 T % Amazon S3 %1 & Google A
Mo—yor 7 AXye—IFlE R LET,

{

"activatedAt": "2023-02-04T03:48:07z2",
"alarmId": "4£f90ba05-dl6e-4cbl-8bfe-f9bb54fc9e6dd",
"clearedAt": "2023-02-04T03:47:267Z",
"expected": {
"numPeersToClear": 1,
"numPeersToTrigger": 2,
"originAsns": [
754,
755,

BuIy rRs > roEE |
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1000,
6000,
6001,
6002,
6003,
6004,
6005,
6006,
6007,
6008,
6009,
6010,
6011,
9541,
9542,
9543,
12654,
12655,
28642,
30175,
45031,
419622

] ’

"originAsnsUsage": "ALARM USAGE IGNORE"

}I

"monitoredPrefix": "2002:1764:100::/48",

"observed": {
"allViolationPeers": [
{
"peerId": 28
}I
{
"peerId": 29
}
]I
"allViolationPeersCount": 2,
"lastViolationPeers": [
{
"asn": 6000,

"at": "2023-02-04T03:45:01z",

"peerId": 28

"

asn": 6001,

"at": "2023-02-04T03:45:02z2",

"peerId": 29
}
] 4

"lastViolationPeersCount": 2,
"lastViolationPrefix": "2002:1764:100::/49",
"violationPrefixesCount": 10
}I
"orgName": "AutomationOnly5",
"policyId": "634cc992-80f5-488e-bd42-bcb61217be9f",
"policyName": "12 - Subprefix Advertisement - Default",
"rule": "ALARM RULE_ SUBPREFIX ADVERTISEMENT",
"severity": "ALARM_ SEVERITY GRAY",

"state": "ALARM STATE ACTIVE",
"tags": [

"common tag",

"prefix policy",

"12 - Subprefix Advertisement"

] r

"transitionedAt": "2023-02-04T03:48:072"
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"activatedAt": "2023-02-04T03:48:07z2",
"alarmId": "6ele50ff-e57f-4a2b-9814-7c5a71b01bld",
"clearedAt": "2023-02-04T03:47:262",
"expected": {
"numPeersToClear": 1,
"numPeersToTrigger": 2,
"originAsns": [
754,
755,
1000,
6000,
6001,
6002,
6003,
6004,
6005,
6006,
6007,
6008,
6009,
6010,
6011,
9541,
9542,
9543,
12654,
12655,
28642,
30175,
45031,
49622
]I
"originAsnsUsage": "ALARM USAGE IGNORE"
}I
"monitoredPrefix": "23.100.1.0/24",
"observed": {
"allViolationPeers": [
{
"peerId": 1
}I
{
"peerId": 19
}
]I
"allViolationPeersCount": 2,
"lastViolationPeers": [
{
"asn": 6000,
"at": "2023-02-04T03:45:01z",
"peerId": 1,
"peerIp": "10.11.12.1"

"

asn": 6001,
"at": "2023-02-04T03:45:01z2",
"peerId": 19
}
] 4

"lastViolationPeersCount": 2,
"lastViolationPrefix": "23.100.1.0/25",
"violationPrefixesCount": 8
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"orgName": "AutomationOnly5",

"policyId": "634cc992-80f5-488e-bd42-bcb61217be9f",
"policyName": "12 - Subprefix Advertisement - Default",
"rule": "ALARM RULE_ SUBPREFIX ADVERTISEMENT",
"severity": "ALARM_ SEVERITY GRAY",

"state": "ALARM STATE ACTIVE",

"tags": [

"common tag",
"prefix policy",
"12 - Subprefix Advertisement"

] 4
"transitionedAt": "2023-02-04T03:48:072"

FHLLGEWAS TL T4 99 XDHI

KT, FPHLIBEWASTL 74 v I RT 7 —AIZFF % Amazon S3 i#%1 & Google A kL —
WHOO 7 A v —V6& R LET,

{

"activatedAt": "2023-02-04T02:58:11z",
"alarmId": "6a6be977-ecf3-423c-bfde-£c9118659%9a69",
"clearedAt": "2023-02-04T02:57:437Z",
"expected": {
"numPeersToClear": 1,
"numPeersToTrigger": 2
}7
"monitoredAsn": 601,
"observed": {
"allViolationPeers": [
{
"peerId": 1
}7
{
"peerId": 2
}7
{
"peerId": 3
}7
{
"peerId": 4
}7
{
"peerId": 5
}7
{
"peerId": 7

"peerId": 19
"peerId": 20
"peerId": 21

"peerId": 22
}
] r
"allViolationPeersCount": 10,
"lastViolationPeers": [
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"

asn": 601,

"at": "2023-02-04T02:55:11z2",
"peerId": 1,

"peerIp": "10.11.12.1"

"

asn": 601,
"at": "2023-02-04T02:55:11z",
"peerId": 19

"asn": 601,

"at": "2023-02-04T02:55:11z2",
"peerId": 2,

"peerIp": "10.11.12.2"

"

asn": 601,
"at": "2023-02-04T02:55:11z2",
"peerId": 20

"asn": 601,
"at": "2023-02-04T02:55:11z",
"peerId": 21

"

asn": 601,
"at": "2023-02-04T02:55:11z2",
"peerId": 22

"

asn": 601,

"at": "2023-02-04T02:55:11z",
"peerId": 3,

"peerIp": "10.11.12.3"

"

asn": 601,

"at": "2023-02-04T02:55:11z",
"peerId": 4,

"peerIp": "10.11.12.4"

"asn": 601,

"at": "2023-02-04T02:55:11z2",
"peerId": 5,

"peerIp": "10.11.12.5"

"asn": 601,
"at": "2023-02-04T02:55:11z",
"peerId": 7,
"peerIp": "10.31.32.1"
}
]I
"lastViolationPeersCount": 10,
"lastViolationPrefix": "101.1.1.0/24",
"violationPrefixesCount": 1
}I
"orgName": "AutomationOnly5",
"policyId": "5e3288f9-6e6d-4df7-a862-b638e2d17b9f",
"policyName": "01 - Unexpected AS Prefix",
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"rule": "ALARM RULE_ UNEXPECTED AS PREFIX",

"severity": "ALARM_SEVERITY_RED",
"state": "ALARM_STATE_ACTIVE",
"tags": [

"common tag",
"asn policy",
"0l - Unexpected AS Prefix"

] 4
"transitionedAt": "2023-02-04T02:58:112"

7y TR R —L AS DL EF

WIZ, TYTRM)—LASERT 7 —LIZB7 % Amazon S3 i#%1 & Google A k L— i@ %N
OuagAy—=IFlERLET,

{

"activatedAt": "2023-02-04T03:36:492",
"alarmId": "82f76592-14ca-42ef-b446-149cld4be731",
"clearedAt": "2023-02-04T03:36:09zZ",
"expected": {

"numPeersToClear": 1,

"numPeersToTrigger": 2,

"upstreamAsns": [

12345

]
}7
"monitoredPrefix": "2002:ab64:1100::/48",
"observed": {

"allViolationPeers": [

{
"asn": 6504,

"at": "2023-02-04T03:33:54z",
"peerId": 6,
"peerIp": "2000::20:100:10"

"asn": 6503,
"at": "2023-02-04T03:33:54z",
"peerId": 23

"asn": 6508,
"at": "2023-02-04T03:33:54z",
"peerId": 27

"asn": 6502,

"at": "2023-02-04T03:33:54z",
"peerId": 8,
"peerIp": "2000::30:100:10"

"asn": 6509,
"at": "2023-02-04T03:33:54z",
"peerId": 28

"asn": 6505,
"at": "2023-02-04T03:33:54z",
"peerId": 24
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"

asn": 6510,
"at": "2023-02-04T03:33:54z",
"peerId": 29

"

asn": 6507,
"at": "2023-02-04T03:33:54z",
"peerId": 26

"asn": 6512,
"at": "2023-02-04T03:33:54z",
"peerId": 31

"

asn": 6513,
"at": "2023-02-04T03:33:54z",
"peerId": 32

"

asn": 6506,
"at": "2023-02-04T03:33:54z",
"peerId": 25

"asn": 6511,
"at": "2023-02-04T03:33:54z",
"peerId": 30
}
] 4
"allViolationPeersCount": 12
} 4
"orgName": "AutomationOnly5",
"policyId": "c37b83be-0213-4bb2-b391-7£02b3cecO61l",
"policyName": "10 - Upstream AS Change",
"rule": "ALARM RULE UPSTREAM AS CHANGE",
"severity": "ALARM_ SEVERITY RED",
"state": "ALARM STATE ACTIVE",
"tags": [
"common tag",
"prefix policy",
"10 - Upstream AS Change"
] 4

"transitionedAt": "2023-02-04T03:36:492"
}
{
"activatedAt": "2023-02-04T03:36:492",
"alarmId": "a778bdbe-e23f-42d8-8880-5402£59c1495",
"clearedAt": "2023-02-04T03:36:092",
"expected": {
"numPeersToClear": 1,
"numPeersToTrigger": 2,
"upstreamAsns": [
12345
]
}I
"monitoredPrefix": "171.100.17.0/24",
"observed": {
"allViolationPeers": [

{
"asn": 6505,
"at": "2023-02-04T03:33:54z",
"peerId": 3,
"peerIp": "10.11.12.3"
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"

asn": 6503,

"at": "2023-02-04T03:33:54z",
"peerId": 5,

"peerIp": "10.11.12.5"

"asn": 6504,

"at": "2023-02-04T03:33:54z",
"peerId": 4,

"peerIp": "10.11.12.4"

"

asn": 6509,
"at": "2023-02-04T03:33:54z",
"peerId": 20

"asn": 6508,
"at": "2023-02-04T03:33:54z",
"peerId": 19

"

asn": 6507,

"at": "2023-02-04T03:33:54z",
"peerId": 1,

"peerIp": "10.11.12.1"

"

asn": 6511,
"at": "2023-02-04T03:33:54z",
"peerId": 22

"

asn": 6502,

"at": "2023-02-04T03:33:54z",
"peerId": 7,

"peerIp": "10.31.32.1"

"

asn": 6510,
"at": "2023-02-04T03:33:54z",
"peerId": 21

"

asn": 6506,
"at": "2023-02-04T03:33:54z",
"peerId": 2,
"peerIp": "10.11.12.2"
}
] 4
"allViolationPeersCount": 10

}I

"orgName": "AutomationOnly5",

"policyId": "c37b83be-0213-4bb2-b391-7£02b3ceclO61l",
"policyName": "10 - Upstream AS Change",

"rule": "ALARM RULE UPSTREAM AS CHANGE",
"severity": "ALARM_ SEVERITY RED",

"state": "ALARM STATE ACTIVE",

"tags": [

"common tag",
"prefix policy",
"10 - Upstream AS Change"
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"transitionedAt": "2023-02-04T03:36:492"
}
e e]
A37E AS /XX DY
WIZ, AL AS/INRT 7 — AIZBF % Amazon S3 il %1 & Google A h L— i@ 7 A
=V RLET,
{
"activatedAt": "2023-02-04T03:42:08z2",
"alarmId": "7cc0e8d0-cef5-422f-a9b9-e6dd227e2bfc",
"clearedAt": "2023-02-04T03:41:082Z",
"expected": {
"numPeersToClear": 1,
"numPeersToTrigger": 2,
"validAsPathPattern": "108 (999]1400) 705"
}V
"monitoredPrefix": "2002:dc45:500::/48",
"observed": {
"allViolationPeers": [
{
"asPath": [
108,
500,
755
]7
"asn": 755,
"at": "2023-02-04T03:39:27z",
"peerId": 23
}V
{
"asPath": [
108,
500,
755
]7
"asn": 755,
"at": "2023-02-04T03:39:27z",
"peerId": 24
}V
{
"asPath": [
108,
500,
755
]7
"asn": 755,
"at": "2023-02-04T03:39:27z",
"peerId": 25
}V
{
"asPath": [
108,
500,
755
]7
"asn": 755,
"at": "2023-02-04T03:39:27z",
"peerId": 26
}V
{
"asPath": [

amuas <206 ]

] r
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108,
500,
755
]I
"asn": 755,
"at": "2023-02-04T03:39:27z2",
"peerId": 27

"asPath": [
108,
500,
755
] 4
"asn": 755,
"at": "2023-02-04T03:39:27z2",
"peerId": 28

"asPath": [
108,
500,
755
] 4
"asn": 755,
"at": "2023-02-04T03:39:27z2",
"peerId": 29

"asPath": [
108,
500,
755
] 4
"asn": 755,
"at": "2023-02-04T03:39:27z2",
"peerId": 30

"asPath": [
108,
500,
755
] 4
"asn": 755,
"at": "2023-02-04T03:39:27z2",
"peerId": 31

"asPath": [
108,
500,
755
] 4
"asn": 755,
"at": "2023-02-04T03:39:27z2",
"peerId": 32

"asPath": [
108,
500,
755

]I
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"asn": 755,
"at": "2023-02-04T03:39:27z2",
"peerId": 6,
"peerIp": "2000::20:100:10"
}I
{
"asPath": [
108,
500,
755
]I
"asn": 755,
"at": "2023-02-04T03:39:27z2",
"peerId": 8,
"peerIp": "2000::30:100:10"

}
] r

"allViolationPeersCount":

}I
"orgName":
"policyId":

"policyName"
"ALARM RULE VALID AS PATH VIOLATION",

"rule":
"severity":
"state":

"tags": [

12

"AutomationOnly5",
"1b1d7a95-1104-4434-8f72-33ba2lo6a7e7f",

: "11 - Valid AS Path",

"ALARM_ SEVERITY YELLOW",

"ALARM STATE_ACTIVE",

"common tag",
"prefix policy",

"1l - Valid AS Path"
]I
"transitionedAt": "2023-02-04T03:42:082"
}
{
"activatedAt": "2023-02-04T03:42:082",
"alarmId": "86304e9c-50ce-4ec2-89%9a2-2c84abl0658b",
"clearedAt": "2023-02-04T03:41:082",
"expected": {
"numPeersToClear": 1,
"numPeersToTrigger": 2,
"validAsPathPattern": "108 (999|400) 705"
}I
"monitoredPrefix": "220.69.5.0/24",
"observed": {
"allViolationPeers": [
{
"asPath": [
108,
500,
755
]I
"asn": 755,
"at": "2023-02-04T03:39:27z2",
"peerId": 1,
"peerIp": "10.11.12.1"
}I
{
"asPath": [
108,
500,
755
]I
"asn": 755,
"at": "2023-02-04T03:39:27z2",
"peerId": 19

amuas <206 ]
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"asPath":
108,
500,
755

]I

"

"peerId":
"peerIp":

"asPath":
108,
500,
755

]I

"

"peerId":

"asPath":
108,
500,
755

]I

"

"peerId":

"asPath":
108,
500,
755

]I

"

"peerId":

"asPath":
108,
500,
755

]I

"

"peerId":
"peerIp":

"asPath":
108,
500,
755

]I

"

"peerId":
"peerIp":
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[

asn": 755,
"at": "2023-02-04T03:39:27z2",

2[
"10.11.12.2"

[

asn": 755,
"at": "2023-02-04T03:39:27z2",

20

[

asn": 755,
"at": "2023-02-04T03:39:27z2",

21

[

asn": 755,
"at": "2023-02-04T03:39:27z2",

22

[

asn": 755,
"at": "2023-02-04T03:39:27z2",

3,
"10.11.12.3"

[

asn": 755,
"at": "2023-02-04T03:39:27z2",

4/
"10.11.12.4"
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"asPath": [
108,
500,
755

]I

"asn": 755,

"at": "2023-02-04T03:39:27z2",
"peerId": 5,
"peerIp": "10.11.12.5"

"asPath": [
108,
500,
755
] 4
"asn": 755,
"at": "2023-02-04T03:39:27z2",
"peerId": 7,
"peerIp": "10.31.32.1"
}
] 4
"allViolationPeersCount": 10
} 4
"orgName": "AutomationOnly5",
"policyId": "1b1d7a95-1104-4434-8f72-33ba2l6a7e7£f",
"policyName": "11 - Valid AS Path",
"rule": "ALARM RULE VALID AS PATH VIOLATION",
"severity": "ALARM_ SEVERITY YELLOW",
"state": "ALARM STATE ACTIVE",
"tags": [
"common tag",
"prefix policy",
"1l - Valid AS Path"
] 4
"transitionedAt": "2023-02-04T03:42:082"
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