TINA ADKTE

« T ADBM (1 =)

« NI T4 v I TR DT N A EBINT DO ORHESRSE (4 X—)

» Crosswork Traffic Analysis HH DA A © 42— 7 = A4 ZDfFE (10 ~—)

» Crosswork Trust Insights (27 /SA A ZB T 5 72 O ORIFESME (10 X—2)
* Trust Insights OfFHH K> = fF#H (15 ~—)

« TAA 2D (17 =)

« 7L ZDHIER (18 X—2)

cHIFRSNTZT A 20T (18 X—7)

FINA ADIEM

TS 2B 512iE, ROFIEEZFEITLET,

AT TN A4 T4 RUT, [E=4 (Monitor) ]>[7 /31 A (Devices) ] £7-1X[[%E (Configure) 1>[7 /A &
(Devices) 1227 V> 27 LEd, & LLIE, [&E (Configure) 1>[7—4# % — hU A (DataGateways) ]

>[data_gateway instance] DJIEIZFEE) L T, Crosswork Data Gateway |27 /N4 A& B, V7352 & 4T
TET,

AT w72 [AddDevice] #7 V v 27 LET,

ATY T3 CSVI7ANEMHHALTT A A% A iR— T 5I121E, [CSVDA > AR—bk (CSVImport) 1% 27V v
L/iﬁ‘o

ATV T8 B—DTNA A% A R — T 5121, RO 41—/ RIZADLET,

R1:TNAARDEMO T «—)L KIZET 558

Ta4—IL K BL]

F XA 24, (Device Name) T INA ADFERL

G¥) Fe=R TG AR — FOBENS, DT 4 —
IV RIET A AnE HEIMIC AT S EH A,

TINA ADHRE
I
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. T4 RD3BIN

T4—ILF Bl

#i8] (Description) (EE) 731 A0 EZEMLET,

AR A h % —2 (Hostname) Crosswork Data Gateway |Z & > Cfif ] 415 DNS FQDN % 7=
IXIP 7 RU A,

SSH 7" — | (SSH Port) (LE) SSH7 7B AHDTCPAR— b, 7 74/ MITCP/22
T, Crosswork Cloud Traffic Analysis {Z SSH 7 7 & A |du4
b EH A,

7 L5 %L SSH (Credential: SSH) DN VT oo W V—TRER LTS 81X, [Z VT
> %V : SSH (Credential: SSH) 1 Ku v 7 X 7 U A Kk
LERCEET, LW LT vy VN —T%AET 5
X, [Z V7 v/ SSH (Credential: SSH) | Kz v~
Z U ARNNPDL LW LT 2 LB (Add New
Credential) |Z BN LET, 7 LT X LT N—F DM
IZONWTIE, Z LT vy VOERESIRL T IZ S0,

TN A )—"7" (Device Group) Crosswork Cloud Traffic Analysis 8-/, LPARIIZT /34 X 7 /L—
TEAER LT GAX, [T 73 A7 b—7" (Device Group) |
Ry 7Z 7 YR IDPLEIRTEET, HILWT A RS
N—TH VBT DI, [T 73 A7 b—7" (Device Group) |
Ry 7HZ TR RDE [FHLWT 3 X7 —7 D

(Add new device group) ] ZRIRL E T, T4 X T L—TF
DFHZONTIE, THA AT N—TOREESRL T

SR
T XHTASEE (City) () 73 A ZAONLEE H O i XETFS,
ZMe (Location) (EE) By A bkl
(Country) (EE) 731 ZONLEFHROE,

TNA ADH A LY —2 (Device Timezone) | (EE) T34 AZxtLTa—I N2 H A LV —2,

% 7" (Tags) UEE) T3 AD T N—T{EBANAXNL D H 7 % $aE L
F9, iz VAT LANOL—X X AT (edge’s L)
AT 5T XA NEANNTLDHERHY T,

O DT 44—V Rk, BT A ANREH S CrossworkCloud 7 7V r— a N K-> TRV F5, 4
7Y = & LT, Crosswork Cloud Trust Insights @ Crosswork Data Gateway { > A % . A & Crosswork Cloud
Traffic Analysis @ Crosswork Data Gateway { A X L ADW HIZTNA A% 7T 52 L HTEET,
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T4 Z2D3BIN .

R2ZFSAM YA LCOTNARDEBMD T 4 —)L FIZBE T 558

T4—ILF

BLL

[T—27— bt U=A: bTARL P A B
(Data Gateway: Trust Insights) ]

AA v F & [A v (On) WGV X, T/34A AD Crosswork
Data Gateway A > A% > A% %R L £ 7, Crosswork Data
Gateway % iBI19 5121%. [Crosswork Data Gateway O
DB ZZRLTIZE0,

RIETITAVIPHDTNAZDEMD T 1« —IL FIZET S5

TJ4—ILF

BLL

TR =T xA 8T T 4T
(Data Gateway: Traffic Analysis)

AA v F % (A2 (On) IZEIW X, T /3541 AD NetFlow
Data Gateway A > A% > A Z @RI L E 7,

NetFlow %57t 7 KL &2 (NetFlow Source
Address)

NetFlow i35t 7 RV RAEZ AN LET,

ASN

ASN Z AN LET, HIXZT T 14— ASN O#iPH (64512
~ 65535) THHHLENRH T,

SNMP7 KL 2 (SNMP Address)

SNMP 7 KL 2% AJJ L7254 1E, NetFlow 7 K L A Ml
AEnEd,

7 L5 %L SNMP (Credential: SNMP)

PRNZZ VT o vy VI N—T 2B LT 5AX, [Z VT
> ¥ ¥/ : SNMP (Credential: SNMP) | R v 7 Z7U &
FLBRIRCTEET, BT 5T A ZDF LN LT~
X NTN—TEERT DI, [Z VT v/ SNMP
(Credential: SNMP) ] R w7 & 7 U A MG [HLWY
L7y X VDB (AddNew Credential) | &38R L £,
VT VI =T ORI ONWTIE, 7 LT vy
DOYERRZE SR L TL 2 &0,

BGP/L—ZIDDIPT KL A (BGP Router ID
IP Address)

7 L5 %/l : BGP (Credential: BGP)

LI 7 VT ooy VI N—T % B LTS B, (2 VT
>3 % /L : BGP (Credential: BGP) | Ku v 7 # U X |k
MOBIRTEEY, BINTLT A ZADFH LW LT iy
NI N—TF BT 512X, [ VT v /L : BGP
(Credential: BGP) | Rr >y X7 U A Mpb [HiLnw L
TV VDB (AddNew Credential) ] Z3&ER L E9, 7
LTy VT N—T OFIZONWTIE, Z LT Yy LD
TRk ZZ IR L T B &V,

GE)

9 _TCDBGP 7'V 7 4 v 7 A% Cisco Crosswork Data Gateway & 3G9 20X H Y £,
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B 57 vosmRoT A zeBmT Br0MRER

ATy 5 &7 (Save) 127 U v 27 LET,

BRFBRIERZE T LI, AL T4 RUT[E=4 (Monitor) ]>[7 /341 A (Devices) | £72i% [RE
(Configure) 1>[7 /34 A (Devices) |27 Vv 7T 5HE, TAANRFRRINET,

S T4V RHRADTINA RZEBINT 5= DHIIRE
1

T 7 4w T HHTICT S R BMT BENIT, T34 AT SSH ERD 7 1 s 3 LR E S
TWAB I EEMERLET,

F4:70ba)LEE

Jakral 51
SNMP SNMP DFEREH] (4 ~X—2)
BGP Cisco 10S 7734 2 BGP DRk (5 ~=—)

Fy NI —27 Jan— =K1 * Cisco IOS XR 7 734 A ] Netflow OAERLH] (7 ~—

v V)

« Cisco IOS XR 7 /34 A IPFIX ORERLH] (8 ~2—
D)

TNAAPRFED A~ FafilfRT 25 L) ICRESN TN L 5EIE, IROCLI A~ > RAFFA]
SNTNDLZ xR LET,

® show platform security integrity dossier

®* show version

LTFDE'Z vailid, BlflnagEnTtunEd,

SNMP O #& B4l

&P z— Ri%, SNMP OFERFI 2R L TWET,
o SNMPv2 OHERL A :

snmp-server community flowl23 RO

BTOFITIX, flowl23 A SNMP 2 X =2 =7 1 O & —E4 20 ENRH Y 9,

* SNMPv3 DAt
CFHIEAR L. ST AL —72 LD SNMPY3 DA
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Cisco 108 7731 2 7 B6P DR ]

snmp-server group [groupname] v3 noauth

snmp-server user [username] [groupname] v3

FiEH Y . T A X —72 LD SNMPv3 DA :

snmp-server group [groupname] v3 auth

snmp-server user [username] [groupname] auth [md5|shal] <auth-password>
LDV | T T AN —H Y D SNMPV3 DS

snmp-server group [groupname] v3 priv

snmp-server user [username] [groupname] auth [md5|sha] <auth-password> priv [aes

128] <priv-password>

Crosswork Cloud Traffic Analysis |Z, 77 A /N —7'1 k 2/LZxF L COIH SNMPv3 128
vy hEYR—FLET,

(=) snmp-server view 1V FZFEHL T, SNMPV3 7 7 R ZHIRETCExE9, KD
2~ FAlIX, Crosswork Cloud Traffic Analysis (Z & > TR H4L D SNMP DA 7 ¥ = 7
B+ (OID) Z/RLTWET,

snmp-server view [view name] 1.3.6.1.2.1.1 included
snmp-server view [view name] 1.3.6.1.2.1.2 included
snmp-server view [view name] 1.3.6.1.2.1.31 included
snmp-server group [groupname] v3 [noauthlauth|priv] read [view name]

—

T /N1 X F BGP DRk

WD =z— KX, Cisco [0S T /34 A D BGP #OH] T4,

\}

Cisco 10S

(G¥) 9 _XTPOBGP 7L 7 ¢ v A% Cisco Crosswork Data Gateway & H:H T HLE N H Y £,

Cisco |IOS XE

router bgp <asn> << This must match the ASN in the CDG DEVICE
Crosswork Cloud UI

>>

bgp router-id <router-id>

bgp log-neighbor-changes

no bgp default ipvé4-unicast

neighbor <CDG-ipv4-address> remote-as <CDG-asn> << This must
in the Crosswork Cloud UI. It should be a Private ASN number.

configuration page in the

match the ASN of the CDG
>>

neighbor <CDG-ipv4-address>
neighbor <CDG-ipv4-address>
neighbor <CDG-ipv4-address>
|
neighbor <CDG-ipvé6-address>
in the Crosswork Cloud UI.
neighbor <CDG-ipv6-address>
neighbor <CDG-ipv6-address>
neighbor <CDG-ipv6-address>
|

address-family ipv4

description Cisco CrossWork Cloud

CDG IPv4

ebgp-multihop 255
update-source <src-interface>

remote-as <CDG-asn> << This must match the ASN of the CDG
It should be a Private ASN number. >>

description Cisco CrossWork Cloud CDG IPv6

ebgp-multihop 255

update-source <src-interface>

neighbor <CDG-ipv4-address> activate
neighbor <CDG-ipv4-address> send-community both
neighbor <CDG-ipv4-address> filter-list 2 in

I SARP R v |
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neighbor <CDG-ipv4-address> filter-list 1 out
exit-address-family
|
address-family ipvé
neighbor <CDG-ipv6-address> activate
neighbor <CDG-ipv6-address> send-community both
neighbor <CDG-ipv6-address> filter-list 2 in
neighbor <CDG-ipv6-address> filter-list 1 out
exit-address-family
|

ip as-path access-list 1 permit .* <<All BGP prefixes from the device must be shared
with Cisco CrossWork Cloud CDG>>

ip as-path access-list 2 deny .*
|

Cisco IOSXR

router bgp <asn> << This must match the ASN in the CDG DEVICE configuration page in the
Crosswork Cloud UI
>>

bgp router-id <router-id>

address-family ipv4 unicast

|

address-family ipv6 unicast
|
neighbor <CDG-ipv4-address>

remote-as <CDG-asn> << This must match the ASN of the CDG in the Crosswork Cloud
UI. It should be a Private ASN number. >>

ebgp-multihop 255

description Cisco CrossWork Cloud CDG IPv4
update-source <src-interface>
address-family ipv4 unicast
route-policy DROP in
route-policy PASS out

|

neighbor <route-server-ipv6>

remote-as <CDG-asn> << This must match the ASN of the CDG in the Crosswork Cloud UI.
It should be a Private ASN number. >>

ebgp-multihop 255
description Cisco CrossWork Route Server IPv6
update-source <src-interface>
address-family ipv6 unicast
route-policy DROP in
route-policy PASS out

|

route-policy PASS

pass

end-policy

|

route-policy DROP
drop

end-policy

|

ZCT
e <asn> 1X. R v U —2 @D BGP AS HFETY,

e <router-id> ¥, X v FU—27 ® BPG/L—# ID T,
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s <cDG-asn>ld. CDG ® BGP ASN HF 5 T9, Ziut., 774 X— MASNEZTH A LEN
HFEI

o <src-interface> . X T —27 D BGP EETTA v X —T = A AT,
® <CDG-ipv4-address> X CDG @ 1Pv4 7 }‘ |2 '(“’J*o

® <CDG-ipvb6-address> IZ CDG @D IPv6 7 K VX“C‘“d—O

Cisco 10S XR 7 /\1 X FA Netflow 0 #& B {51

’D a1 — R, Cisco [0S XR T34 2 F Netflow DORERAI T,
IPv4 DI :

flow exporter-map ccni
packet-length 1468
version v9
options sampler-table timeout 15
template data timeout 15
template options timeout 15
|
transport udp 2055
source GigabitEthernet0/0/0/0
destination 172.24.96.171 << this is the IP address of the CDG >>
|
flow monitor-map ccni
record ipv4
exporter ccni
cache entries 1000000
cache timeout active 12
cache timeout update 15
|
sampler-map ccni-sampler
random 1 out-of 1000
|
interface GigabitEthernet0/0/0/0
ipv4 address 172.24.96.141 255.255.255.128
flow ipv4 monitor ccni sampler ccni-sampler ingress

IPv4 #5t %/t L C NetFlow IPv6 L = — R & =7 AR — 9§ 54 :

\ )

GE) Z OHITIE, 192.0.2.169 7’ Crosswork Data Gateway @ IPv4 7 K L A T3,

flow exporter-map ccni
packet-length 1468
version v9
options sampler-table timeout 15
template data timeout 15
template options timeout 15
|
transport udp 2055
source GigabitEthernet0/0/0/0
destination 192.0.2.169 << this is the IP address of the CDG >>
|
flow monitor-map ccni-ipvé
record ipvé6
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exporter ccni

cache entries 1000000

cache timeout active 12

cache timeout update 15

|

sampler-map ccni-sampler

random 1 out-of 1000

|

interface GigabitEthernet0/0/0/0
ipvé address 2001:100:100::1/64
flow ipvé monitor ccni-ipvé sampler ccni-sampler ingress

IPv4A £ & U IPv6 D& A :

flow exporter-map ccni
packet-length 1468
version v9
options sampler-table timeout 15
template data timeout 15
template options timeout 15
|
transport udp 2055
source GigabitEthernet 0/0/0/0
destination 172.24.96.171 << this is the IP address of the CDG >>
|
flow monitor-map ccni
record ipv4
exporter ccni
cache entries 1000000
cache timeout active 12
cache timeout update 15
|
flow monitor-map ccni-ipvé
record ipvé6
exporter ccni
cache entries 1000000
cache timeout active 12
cache timeout update 15

sampler-map ccni-sampler
random 1 out-of 1000
|

interface GigabitEthernet0/0/0/0

ipv4 address 172.24.96.141 255.255.255.128

ipv6 address 2001:100:100::1/64

flow ipv4 monitor ccni sampler ccni-sampler ingress

flow ipv6 monitor ccni-ipvé sampler ccni-sampler ingress

Cisco 10S XR 7 /N4 X F IPFIX O #& 451

W’ — R, Cisco I0S XR T34 Z [ IPFIX OAERLME] T,

flow exporter-map ccni

packet-length 1468

version ipfix
options sampler-table timeout 15
template data timeout 15
template options timeout 15
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transport udp 2055
source GigabitEthernet0/0/0/0

destination 172.24.96.184
|

flow monitor-map ccni
record ipv4

exporter ccni

cache entries 1000000
cache timeout active 3

cache timeout update 3
|

sampler-map ccni-sampler

random 1 out-of 1000

|

interface TenGigE0/0/0/16

description internal interface

ipv4 address 182.1.0.1 255.255.255.0

flow ipv4 monitor ccni sampler ccni-sampler ingress
|
interface TenGigE0/0/0/27

description external interface

ipv4 address 184.1.0.1 255.255.255.0

flow ipv4 monitor ccni sampler ccni-sampler ingress

S T4 v 3THEASN S SNMP D5 F

Crosswork Cloud Traffic Analysis D$FE D SNMP &' = —Z{Ek 3 58545, IRD U A MMZ, Crosswork
Cloud Traffic Analysis 23 f 95 SNMP 472 = 7 Ml + (0OID) NEENTWET,

* sysDescr : 1.3.6.1.2.1.1.1.0

* sysObjectID : 1.3.6.1.2.1.1.2.0

* sysUpTime : 1.3.6.1.2.1.1.3.0

* sysName : 1.3.6.1.2.1.1.5.0

* sysLocation : 1.3.6.1.2.1.1.6.0

e ifDescr : 1.3.6.1.2.1.2.2.1.2

* ifType : 1.3.6.1.2.1.2.2.1.3

* ifSpeed : 1.3.6.1.2.1.2.2.1.5

* ifOperStatus : 1.3.6.1.2.1.2.2.1.8

* ifName : 1.3.6.1.2.1.31.1.1.1.1
 ifHCSpeed : 1.3.6.1.2.1.31.1.1.1.15
+ ifHCInOctets : 1.3.6.1.2.1.31.1.1.1.6

* ifHCOutOctets : 1.3.6.1.2.1.31.1.1.1.10
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. Crosswork Traffic Analysis ADSNE A > 2 —T7 =4 ADIETE

Crosswork Traffic Analysis FHDONEA V23— =4 ADi5

TNRAAZBMLTZH, SNMP A7 —Z ZZfERB L, 1 DL EDA ¥ —T = A Z&HA
H—T A AL LTHRETDHVLERDY T, Crosswork Cloud Traffic Analysis |, ZMHA >
B =T 2 A AEEETDHDETI T 74 v I T —FHFRTEEREA,

AT TN A4 T 4 RUT, [EE (Configure) 1>[7 /34 A (Devices) ] DIEIZZ Vv 7 LET,
RT9 T2 [T/314 A (Device) |FINCERINTWDLT NS AL E IV v LET,

AT w73 Crosswork Data Gateway & 7 /34 AICE/RIIND SNMP O EIZH— Y )V EEDE T, AT —H AN [k
# 7> (Connected) ]I1272 > TCWAZ L AMERLET,

TN NTHEH, ITRCOAL =T 2 APNEA X —T 2 AL LTHEESNTWET, T/37 X
DIEA > B —T 2 A AZRINL, B E L THRET O LERH Y £,

ATV T8 [NT77 47558 (Traffic Analysis) | X 7% 27V v 7 LTh6, [ F—7=A A (Interfaces) | % 7
Uy 7 LET,
AT TS 1 DU LD A v F—T = AZIRL, INTOKE (SetExternal) %227 U v 7 LET,

Crosswork Cloud Traffic Analysis X, A v Z—7 = A A&NHA L FZ—T = A AL LTHBMLET,

Crosswork TrustInsights [T /31 R ZEM0T 5 1= DRILE
E3es
Cisco I0S XR /L —# % Crosswork Cloud Trust Insights {ZiB N9 2 I, KD /V— ¥ 3 TE & FERR

TOMENDH Y £,

« T3 ZIZI0S XR DLBEIRY R—FENDA A=V RDHD I L@ LET, FA—b
EINDHA A—=TIZDOWTIL, [Cisco Crosswork Cloud Release Notes ] [#£5E] # &M L T<
2N,

o BRGkF— LREBIED IOS XR W TN AR SN TND Z 2R LET, FEMicoNT
I%. Crosswork Trust Insights D /L— ZERLOfERE (11 <X—2) ZZRLTIEE VY,

e FIFRAT E RFHEL — AR EL TWVWD T L 2B LET, FEMIC DOV TIX, Crosswork Trust
Insights OHIRFT EHER O —HF DR E (14 X—) WL T ZIN,
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Crosswork Trust Insights 0 JL— 2 # D HEDR .

Crosswork Trust Insights D JL— 2 ¥R D FEEE

Crosswork Cloud Trust Insights Z i 19~ 5 AijlZ, Cisco I0S XR /L — & DMEFEIEFMICT 7 B A TE
HEITELLREINTND Z L 2MHERT HMLERDHY £T, ROFIRIZHE->T, L—F N
Crosswork Cloud Trust Insights (Z1E L < BREINTWDHZ & 2R L ET,

)

GE)  ROPFIL, Crosswork Cloud Trust Insights % A 2023 % 72 DIZ L EE 72 i /MR D Cisco I0S XR
KCd, ZOMORERBFNIZ OV TIE, Crosswork Cloud Trust Insights 2 G ZNZ T2 7T v b7 4 —
DTS T DHER AT A RE2ZR LTI ZE W, BT A R~OE#HEY 7 1ZonTiE, BiE
N—=KRT 2T DOv=a2T VESBLTIEEN,

AT v—Zicas7 4L, kOoavwy REANLET,

ios# show running-config
ATY T2 HONCROBRERNEGENTNDZ EERERLET,
¢ IRA R R— LA
*DNS K * A 4 (DNS domain name)
« fihib & AL7z SSH H—3
« SSH TH It 47z Netconf-yang
AN RSSHT 7 AMICRE S, BERRERARNRIP A L F—T = A X

< EY)RERT 7 4L b V— b ORBRGE
KOWNFNL, RSN DNEEZRLTHET,

hostname xr9kv-001
domain name test.cisco.com
|
netconf-yang agent
ssh
!
interface MgmtEthO/RPO/CPU0/0
ipv4d address 192.168.1.123 255.255.255.0
|
router static
address-family ipv4 unicast
0.0.0.0/0 192.168.1.1
|
!
ssh server v2
ssh server netconf vrf default

ATY T3 SSH CL—FIZEETE LI L &R LET,
AT w74 system-root-key & system-enroll-key D [fi J5 D F —~X7 ZAEK T HI121E, WOBEE—RKDa~v> REAL
7.
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ATy TH

ATvT6

RP/0/RP0/CPUO:xr9kv-001l#crypto key generate rsa system-root-key

Tue Apr 21 22:45:55.400 UTC

The name for the keys will be: system-root-key

Choose the size of the key modulus in the range of 512 to 4096 for your General Purpose Keypair.
Choosing a key modulus greater than 512 may take a few minutes.

How many bits in the modulus [2048]:
Generating RSA keys

Done w/ crypto generate keypair

[CK]

RP/0/RP0O/CPU0:xr9kv-00l#crypto key generate rsa system-enroll-key

Tue Apr 21 22:46:24.943 UTC

The name for the keys will be: system-enroll-key

Choose the size of the key modulus in the range of 512 to 4096 for your General Purpose Keypair.
Choosing a key modulus greater than 512 may take a few minutes.

How many bits in the modulus [2048]:
Generating RSA keys
Done w/ crypto generate keypair

[OK]

RP/0/RPO/CPUO:xr9kv-001#

ERR S 77 F—1F Cisco [0S XR AR —F ¢ v 7L 25 ARNIC WCRTFES L, BRI RSNt
/UO

Crosswork Cloud Trust Insights [Z/L— % Z BT 5 72 OIZ LB/ GE E 2 ARk U OB 5121, IROHERK
ML ET,

crypto ca trustpoint system-trustpoint
keypair rsa system-enroll-key
ca-keypair rsa system-root-key
ip-address 1.1.1.1

subject-name CN=cisco.com

lifetime certificate 720

enrollment url self

message-digest sha256

lifetime ca-certificate 720

G¥) FROFITIE, CAFEBAED T A4 7 X A4 L3248 (720 ) IZEREIN, BEGEHAEDC T A4 7 ¥
ALE2FEICHRESINTOET,

BAHME L Crosswork Cloud Trust Insights ~ D% EkIZ 4B 7R F 2 585 ER K OB 512X, Roa~v
NEATLET,

RP/0/RPO/CPUO:xr9kv-00l#crypto ca authenticate system-trustpoint
Tue Apr 21 22:47:46.935 UTC
% The subject name in the certificate will include: xr9kv-00l.test.cisco.com

Serial Number : 25:34

Subject:

serialNumber=144c478a,unstructuredName=xr9kv-001.test.cisco.com
Issued By

serialNumber=144c478a,unstructuredName=xr9kv-001.test.cisco.com

Validity Start : 22:47:47 UTC Tue Apr 21 2020

Validity End : 22:47:47 UTC Wed Apr 21 2021

SHAl Fingerprint:

6C20DBEC569808F21A06E779A219C39B1F20E182
RP/0/RP0O/CPUO:xr9kv-001#

RP/0/RPO/CPUO:xr9kv-001l#crypto ca enroll system-trustpoint
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Tue Apr 21 22:48:31.141 UTC

The subject name in the certificate will include: CN=test.cisco.com

The subject name in the certificate will include: xr9kv-00l.test.cisco.com
Include the router serial number in the subject name? [yes/nol: yes

The serial number in the certificate will be: 144c478a

The IP address in the certificate is 192.168.23.211

Serial Number : 25:35

Subject:

o0 o0 od° od° o

serialNumber=144c478a, unstructuredAddress=192.168.1.123, unstructuredName=xr9kv-001.test.cisco.com, CN=test.cisco.com

Issued By
serialNumber=144c478a,unstructuredName=xr9kv-001.test.cisco.com
Validity Start : 22:48:31 UTC Tue Apr 21 2020
Validity End : 22:48:31 UTC Sat Nov 07 2020
SHAl Fingerprint:
8F44F8EE427F9D48B6E47CDF60B90537EF9F65B4
RP/0/RP0O/CPUO:xr9kv-001#

ROBUTFRTEDIC, CLIBA—T 4 VT 4 a~y REMA LT, BEREIE L B4k — %2 LIiE
BAEMENIERICITON TN D Z & MR L ET,

GE) (B4 (signature) | 74—/ RICAN SN TV DA, BEFEHE T Crosswork Cloud Trust
Insights O ¥Ef 233 > TWVE T,

RP/0/RP0/CPUO:xr9kv-001l#show version | utility sign include-certificate

Tue Apr 21 22:49:24.632 UTC

{

"cli-output": "Cisco IOS XR Software, Version 7.0.2\nCopyright (c) 2013-2020 by Cisco Systems,
Inc.\n\nBuild Information:\n Built By : ahoang\n Built On : Fri Mar 13 22:27:54 PDT 2020\n

Built Host : iox-ucs-029\n Workspace : /auto/srcarchivel5/prod/7.0.2/xrv9k/ws\n Version : 7.0.2\n
Location : /opt/cisco/XR/packages/\n Label : 7.0.2\n\ncisco IOS-XRv 9000 () processor\n

System uptime is 8 hours 58 minutes\n\n",

"signature-envelop": {

"signature-version": "01",

"digest-algorithm": "RSA-SHA256",

"pub-key-id": "2508",

"signature":
"F910CRigUmsBBOMnRU0iBYmg+TAWseO1lEy5eRBDWCkT+jHAIQdABhKXG12MVza5JplrLayDdNbU+L4IvNALFGegXR1G9IVed/
RHbsThhD8GVUTLOrYoIXyWw9b3LOPAbOjRTcbSe5Yr+4gf9XJJ1m88xjtJUGEE08]Gz51YgaBGGHMgS 8KwAOmyBiwTaZcKagqYUIiLGqWEd/
PtxsGv0fhJ+8/9FxjdJcWPLIwXAhQe2QkT15afAjV6LmShQui4TM+Dylad4ndA6Y1WFz4sAfEWob10dVGXPKzDI9UUJIDYbdOU8] /
y6BvIEko8xYZJaD1UyNCjBWmLi28us9car/wbhkfw==",

"signing-certificate": [
"MIIDNDCCAhygAwWIBAWICCcswDQYJKoZIhvcNAQELBQAWOZEMMCQGCSgGSIb3DQEJAhYXeHJ20Wt £ZXN4AMThENy5
JaXNjby57b20xETAPBgNVBAUTCGV1ZmY 1MzRIMBAXDTIxMDI yMDAINTY zZNVoXDT T yMDI yMDAINTY zZNVowOzEMMCOGCSaGS T 3DOEJAhYXeHT20Wt £7
XN4AMThfNy57aXNiby5jb20xETAPBgNVBAUTCGV1ZmY 1MzRiMIIBIjANBgkqghkiGOw0BAQEFAAOCAQS8AMI IBCgKCAQEAON
LmZgLe9bINdvpvOFmr8vQzDwZ9pcituRx7S0fafs+RasNTnaOot3IL76hayCCfvkCOK/Re/8tUpiDpLS/rtOx9J/adRIK
GJlpYoxK1PK4XxMubg5cOZFzVprOmwur8Rvhx6c2xB79KANGKYSEF4cgoLHMQOOYHkfcBAs9abnStYecUWOGHWNC30alM1
x3pRe
47CY30mS5z2Ja/C+21EL+MDCKPj+aUkOCw8ADJUX3qgT+TWME7aLlrZj/hfmzDEgrahbv2A1F9QG+00P53p jRXmN2k6Va67Jd
tGsZ7spYF8F5KcUF7AhZWVKxGOegS7sUMBU4EhFO0eHLoB7Mz 3sVGNHNQIDAQABOO IwQDAPBgNVHRMBAf8EBTADAQH/MA4
GA1UdDWEB/WQEAWIBXJAdBgNVHQ4EFgQUFW1+ShMwn/DK+EXxWKWVmM9JzwINgwDQYJKoZ IThvcNAQELBQADggEBAJvxdPpw
qF0+WHExvETzgr09ql7roJ92vao8M47vIxX2pMQFMQceU9tL30/XZ6sDAg+FF7jyTAOVHgzbfG201VoAuDeEL1gsK5xrYE
RhWBk86IiWTasbrUSeHPNsXJgHK/RuudpB+w8pdOEYORKsSVLEFH/ulSfet33grRkiEvFxU82)515mnjhVE/4GgeH9hF6T
PR3/1Xv6Afka74wIbikppNo/d2THAKX6AJ6hKnkd1PGaTyZ
GF1UFOVtFXV5cAwalOwfUft7qF2YNFr9i41UuR40i///c72eLLuL+c00c6hADUH31JVRTcualbsrviz7yEGOD/7/MfYRE
0Z2wNIP2U=", "MIIDhjCCAm6gAwIBAwWICCcwwDQYJKoZIhvcNAQELBQAWOZEMMCQGCSgGSIb3DQEJAhYXeHJ20Wt £ZXN
AMThfNy5jaXNjby5jb20xETAPBgNVBAUTCGV1ZmY 1IMzRiMBAXDTIXxMDIyMDAINTYzN1oXDTIxMDkwODAINTYzNlowazET
MBEGA1UEAwwKY212zY28uY29tIDEMMCQGCSQGSIb3DOEJAhYXeHIJ20Wt £ZXN4AMThENy53aXNjby57b20xGTAXBgkghkiG9
wOBCQgTCIEUNzQuMzIuMzcxXxETAPBgNVBAUTCGV1ZmY1MzRiMITIBIjANBgkghkiGOwOBAQEFAAOCAQ8AMI IBCgKCAQEAtLC
WkoBPwab5yPerZcRtbbUFVDtg7430PjvLzjHjWzmtY/CPeal
bZ3NPWTAUMS0Q+0D5VwgL+5SVKE9ZVwFoRoyMm2+wwb fBAxt 0G2MYTdOt tLulEP/H7ApVA/Y+pUGXYGsekRxu8Ipyi

SARP R v |
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Vesi57DQOxgHl1021k4EBsZsDv7oW90srtx7rib/kCyAShTsEpw30Z20Qp+91QY+vY7NUIQKx78RYkPiQONeOjQgqibROMIR]
Glgo4ZTDI4IxsdgXm/xxiX3scTqulq/XVY3v5uEjT2za00nZAU6z3PQKDSYHDXg3yIDskFM]74HI6hUJsALIU+Q]+mw9IDcK
aypj0Q8y7ZchLeeQQIDAQABO2QwWYjAPBgNVHRMBAL8EBTADAQH/MA4GA1UdDWERB/wQEAWID+DAGBgNVHSUBAf8EFjAUBgg
rBgEFBQCDAQYIKwYBBQUHAWIWHQYDVROOBBYEFHJIJ3dCX0GGWD2yZ8JQ3f/A/8XgxMAOGCSgGSIb3DQEBCWUAA4 IBAQBRM
z5YfGTbNAXPHICxA9wSHUHyr IMIKB6WMKTOAUOWBJI6HVXIXOA
H5cs7uF3Zw4QjY28HaaxkMPr6338VbGi3DnyIOf1Hc6/XRENB13eMYcSNyRRgtvQSmTzM7A3CrSOiF1IMmdPCdYIeoFiMd
M3uIZzfMelEnONetevlbs+Te29utYXzb6QWiW00JZ6/6g4cauo6ikhC/SNsRh3b/+8YMzxAHgzRFg+rm/O6cYa3jNCopjR
JgeFfmNuISgU9LIszmkt3/4nd4uiAj4aAqwAc7YG0dzwiWdwiXUw]j3Q7TrMS8R8AaALUN47nYzm0QfUwNDbUDkST2XJIGVI0JT
VH3E2CnAX+j" 1]

}

}

ZHICEY, FBEEREIGT 2DV —FBRELSRESNTND Z ENHERSNET,
RTv T8 BELBECHENBAE LIS AIX, WOa~vy REER L TEFOREHEL X —%227 VT LET,

# crypto key zeroize rsa <name of key>
# clear crypto ca certificates system-trustpoint
# crypto ca cancel-enroll system-trustpoint

AT 979 HHIRPEIN 2 ANCRERF LT+ 21213, Roa~v» FefHLET,

clear crypto ca certificate system-trustpoint
crypto key zeroize rsa system-enroll-key
crypto key generate rsa system-enroll-key
crypto ca authenticate system-trustpoint
crypto ca enroll system-trustpoint

(6=3) AEAEZ R SRS EF — 2 AR L £7, B4 CAEHEB LOBREREHED 7 1 7 ¥
4Aﬁ\uwmca&m@dﬂ@%ﬁ%ﬁ%bf%ﬁéﬂi?o

HH H FH

Crosswork Trust Insights D HIR{+ E4ER D1 —H DEFE

Cisco [0S XR /L—# O AR IEBEE T2 IR EH 2B I2IX, T30 A~0T 7 v AERT 5
7 VT R VIR & OMERRZ A 53 2 MB35 D £97, trust dossier 2~ > K & signing
a2 REFETTH OB/ NEOF A Z R[REICT 57201, T /3 AZIROERR (M
BWINDHAT TN—T L a—VOWHRLRE) "HDH 2R LET,

CiscoIOSXR U U —2 731 LD Y V=2 TiE, KO a< > RBAYR—FERTHET,
!

taskgroup alltasks-dossier

task read sysmgr

task read system

task read dossier

task read pkg-mgmt

task read basic-services

task read config-services

task execute dossier

task execute basic-services
|

CiscoIOSXR U UV —AZ 731 LVEIOY V—ATliL, kOa~<>r RRPR—-hSnTWET,
£askgroup alltasks-dossier

task read sysmgr
task read system

B 71 xo%E
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task read pkg-mgmt

task read basic-services
task read config-services
task execute crypto

task execute dossier

task execute basic-services
|

usergroup dossier-group
taskgroup alltasks-dossier
|
username dossier
group dossier—-group
secret 10 <not shown here>
|

ZORBRIZEY . OB OMER S NET,

s RUZOIUEB L OBABEZADNCT I DICMERTRTOX AT 2 ERT D
alltasks-dossier # A7 7' )V—", MBIG U TH AT T N—TDLARIEERTEET,

o XA HERRDIEN Y 24 C 55 dossier-group L —H 7 L—7, MELZIG U T, 22— 7 —
THEBERTEET,

« WY 2 A7 T N—THER % FFO dossier = —V, MBS U T, 2—VFOL4RTELEE T
TET, WEYR LTy (WE) EHEEL TV IR LET,

Z DR Z T %5 &, Crosswork Cloud Trust Insights TZ DR AEH L TH LW LT v
VAN N—TEERTEET, FICONTE, (7 LT UV VOB 2L TR

éb\o

Trust Insights D38 ~ > TI1HEH

Crosswork Cloud Trust Insights (27 /31 A& BIIT 5 &, (EEE#R A FTe K =) Crosswork
Data Gateway #:H T/L—Z MO HGF S E T, FH N = (json ) 1% SSH #éH TILE S
AU, Crosswork Cloud Trust Insights &k % — CTE4 AL E T, Crosswork Data Gateway 7% Crosswork
Cloud Trust Insights |ZHAET D EHH R = ITiX, ROEHRDPEZENTOET,

¢ CiscolOS DNR—T g T Ty N7+ —LDOHT
T UFVT VAT A
CURF A AT =T ARy R Y

e T FANTAT L AN

\}

GE) 774NV T AT h AN U, CiscolOSXR U U —279.1
LIBED Y V=2 THHR—F SN THET,

e N— R =2T AR N HAOEX 2T REAT A AR (SUCD ZERE

VT xT Ny =T AR

I SARP R v |
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« V7 — M@

o T — LNy B

Trust Insights D T7/N\f X FL I DTF—2INE

WOFNATIL, BHOT NA AFRERGT 2727 RR v 7 R IUEZ BT 2 IS
DVTHMHLET, 7741 b TR, T80 2 RV 12 R 2 & TbihvEd, Fy
TIWEMEA AT TS, FRIE1OULEOTF AL ZAOWNEFR BT HI20E, A ARV
IS DA (16 X—2) 2BRL TIEIN,

ARTYT1 A4 T4 RUT, [FTARA YA b (Trustlnsights) ]>[3%E (Configure) 1>[7 /31 A (Devices) ]
DINEIZ 7 Vw7 LET,

ATV T2 R OWEEZEMT DT A ADOL4RTE7 Y v 7 LET,
ATV T3 [FTARAL YA b (TrustInsights) ] ¥ 7 %227V w7 LET,
ATy T4 [FZDIUE (Collect Dossier) %7 U v 7 LET,

R T DUWENRTE TTDHETITEG D Z ENdH D Z & % /~7 Informational ([FHIZML) X vE—TNR
FREH, [F=oIugE (Collect Dossier) | R4 > ® FIZERIZET D57 F A hnFRENET,

RYTINENFETTHE, UL TOT N, AT —ZREHINET,

TINARA R ITINEHEEDER
1 O EDF AL 2D Ry mUEREZEE T 7,

\}

G¥)  Z®OFNEIL Crosswork Cloud Trust Insights 7 /34 A (2D & H S AL E 7,

ATYT1 AL D4 RUT, [T AL YA b (Trustlnsights) ]>[5%E (Configure) ]>[7 /34 A (Devices) ]
DIgIZZ Vw7 LET,

ATYT2 FUZEOHELEET D 1 DU LEOT N, ADBICH DT = v IRy 7 A% F I LET,
ATwF3 [ 73y (Collection) 17 U7 LET,

GE) Crosswork Cloud |%, Trust Insights 7 /N A A DA% FKx LE T, Trust Insights [ZJ& L TV e\ 7
NAAZRIRLUTZGE, TOT AL AFERENEEA,

ATv 74 [%) (Enabled) 1/[#%h (Disabled) |1 b Z/VAA »F N [H%) (Enabled) JIERESNTWD I & &R L
F9, [ME%) (Disabled) ] Z#INTH L, 5% 0O R UEMEIESINET,

B 71 xo%E
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AT 75 [HBEE (Frequency) ] Ru v 7 X7 U A RNnD, WEZFATTHHELZRINLET, T34 2D [H L
HFEE (New Frequency) ]%1& [BrLWWA T —# A (New Status) | FINMEENCEH S5 Z LIZEELTL
7ZEW,

ATV 76 [fR1F (Save) 1527 U w7 LET,

Trust Insights F3 0 Crosswork Data Gateway £ & U T /31 REHED S5
INoa—F429
WO FNATIX, Crosswork Data Gateway & Crosswork Cloud Trust Insights 7 /3 A [H O # O [
R R 2 ROV TR L £ 97,

RTY TN AL U4 RUT, [T/ A (Devices) 1% 7 U 27 LTH 5, Crosswork Data Gateway <~ D$%f¢ & /8
THT ARV 7 LET,

ATFY T2 [AT—HFA (Status) | ¥ 7 %227 Vw7 LET,

AT T3 Crosswork Data Gateway & 7 /3A A OEERIN T T — 5 RTRET, 774 T U+ —ABHILEIT
cdg.crosswork.cisco.com 33 & O crosswork.cisco.com ZFFA[ T 5 L 9 ICRE SN TV D Z & Z il Liﬁ_

Crosswork Data Gateway & 7 /31 AR OHHGEA 7T A M L TEEL £,

AT 74 Crosswork Data Gateway & 7 /31 A[E] D [SSH] D REINEEG O IEH 2 Ry THDH 2 L 2R LET,

[SSH] D RFENIAHRE DA, Crosswork Data Gateway (7 /N1 AR CE EH A, ROZT—HEELE
-éAO

cN—H D SSHH N E LW & 2R LET, FHMIZ OV TiE, Crosswork Trust Insights 0 /b— 4 f#
FROHES (11 ~—2) ZZRL TS0,

» Crosswork Cloud Trust Insights CTAJJ L7227 LT v VR, —F TR ESNTNDZ LT oYL
E—HLTWAZ L ZMRELET, [SSHI U v ZIZh—YVvEEbE, FOONANR=) 057
LT, ZOT A ADT LTy MITBB LET,

AT 75 Crosswork Data Gateway & 7 /34 AfD [ k7 A b7 —4 (Trust Data) | O RKFE1A O 1E 71 2 R § ke
ThdrZ LR LET,

N ADEHE
FTONA A BT H L TEROINES —HFICEIELE4, URHCIE ST AN, 25—
AR S E T,

Erzlt, T AZHIRL T, TS REZOT—FE5%R2HIRT 5 b TEET, T4
A ZAHRHIBRLIZBIZ. FOTFT—FZEETEETA, T340 200 (18 2—) 2L
TLTIEEW,

TINA ADHRE
I
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ATYT1 AL 4 RUT, [E=% (Monitor) |>[7 /3 A (Devices) | £721X[XE (Configure) ]>[7 /31 A
(Devices) 1 #7 Vv 7 LET,

AT T2 ET 7T 47T D1 DLULEDT AL ZAORIZHDEF = v 7Ry 7 Az A2 L, [#ERhE (Disable) ]
Vv LET,

THRAAWHET 7T 4 TSN 2R T A v E—URRRINET,

VRNZFET 77 4 TS NTT A A&/ T 77 4 7L TE £, ?/§4’2%ﬁ77?47{tbf:?§\ a
A ADFEMAS— DITHFHE RN TR SN D LTI K 30 00005803 H 0 £,

ATV T3 TNRAAOT —ZIWEEFRTHITIE, T8 AZ2&IRL., [0 (Enable) 127V v 7 L9,
FTNRAANT 7T 4 TSN L E2TRTA v E—URNEREN, T, ADOT—HINENFHH I ET,

— \Y 4

TIN\1A4 A DHEIER
FRAAARHIRT DL VAT AL D BENCIUE ST S TOF AL AF— 2 Dl S
T, FAAARHIRLERIE, F— X EEETE EEA,

Flid, T REERILCT—FIUEE —FFIELE L, LRICINE LT N AT — X
PREETA 2L L TEET, TS RAOEME (17 2—) B LTLIIEEN,

ATV TN AL 4 RUT, [E=% (Monitor) |>[7 /3 A (Devices) | £721X[RE (Configure) ]>[7 /34 A
(Devices) [ #7 Vv LET,

RATYT2 HIRT 271 AD4HTEZ7 Y v 27 LET,

ATYT3 HRZ2 U w7 LET,

RATYTE TN ZEHIRT D Z L 2 2120E, [HIBR (Remove) 1227 U v 27 LET,
TNA AL ZDOLENIE SN =T — 2 BHIBREIVET,

ATY TS HTHIRSNTZT AN, RAEBE LT DI, HIBRENT=T S, 2DET (183—) 2L T ZEW,

HIfR SN T=T /81 ADET

PIFNZHIBE L7=2T XA AR ETTEET, T8 2% HIERT 25 &, Crosswork Cloud (43512
U TCTT CICHEBNTES X212, T3 A&7 HRERELEJ,

RATYT1 AL T4 RUT, [RE (Configure) 1>[7 /314 ADHIER (Removed Devices) |DIEIZZ U > 7 LET,

B 71 xo%E
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TNAZEHIRL TS T HEZBX 256, [HIBRWE A7 734 X (Removed Devices) ] DY A MIRRSH
BRNZEWHYET, T ZADEM (1 _X—=2) OBBIZIES> T, 7310 A2 H[EBNT 208N H
D i‘é—c

AT9 72 HEBMT T34 AORIZH D [t (Restore) (227 Y v 7 LET,
TN ARNEITCSIET,

I SARP R v |
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



