_\\

TN ADERTE

o T AR (1 =)

« Crosswork Traffic Analysis ~DF /34 ZDEN (2 ~<—)

« Crosswork Cloud Trust Insights ~D 7 /SA ADEN (3 ~=—)

» Crosswork Cloud Traffic Analysis (27 /3 A 2819 % 72O ORiHESRMSE (3 ~<X—)
e A B —T 2 ADRE (9 X—)

« Crosswork Cloud Trust Insights (27 /34 2 & BI19 5 72O ORHESERME (11 ~—)
« TA ZDEM (16 ~—)

» Crosswork Cloud Trust Insights @ R =fF# (19 ~<—)

« TA ZDBL (22 =)

« 7L ZDHIER (22 N—2)

cHIFRS =T A ZADEITL (23 X—)

N IR

Crosswork Cloud Traffic Analysis & 72 (% Crosswork Cloud Trust Insights T7—% 77— h 7 = A |
FOYBTLZENTEDLT AL AL, BT AV Ty ar T Il TRRYVES, &
FAFOTZ o CBAEEN L TWDT S A EFIAFREIR T A A D AR RS DI

.>[74t/1 (Licensing) JIZBENL, [F5 T4 v 24T (Traffic Analysis) ] £721% [+
SARAUHYA F (Trustlnsights) 1227V v 27 LET,

TNA RAHIRICEAT 2 EELEIESE
Crosswork Cloud Traffic Analysis 7— 4 7 — k7 = A & Crosswork Cloud Trust Insights 7 — % 47—

h 7 A D FIZHE DTS, ANEID B THITWVD L ENEET TN =g T
V@?N4Zﬁ@uﬁbf@%@Tﬂ42kLTﬁ?/Féﬂi¢o
51

Crosswork Cloud Traffic Analysis 33 & OF Crosswork Cloud Trust Insights D% 7 27 ) g 7
FUMBHY . WOT A AR DY 5,

TN RHIBR

SARP R v |
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. Crosswork Traffic Analysis ~®D T /31 X D3EHN

« Crosswork Cloud Trust Insights 75 > : 10 5D T /31 A

« Crosswork Cloud Traffic Analysis 7S5 > : 5 5DF /34 A
TFUMIEDSE, INODOT AL ANRKRDEINZT —F 7= 7= AIZHD Y THNET,
T—37— b AICEIYETON-TNSAR

« Crosswork Cloud Trust Insights: 5 507 /3A &

« Crosswork Cloud Traffic Analysis : 3 5D T /34 A

« Crosswork Cloud Traffic Analysis & Crosswork Cloud Traffic Analysis DA : 1 D7 /3
A A

BT T CHAARRRIE D DT N AREFR LET,

Crosswork Cloud Trust Insights :
FERALTWETNAR 6 EEDT A Z+WHICED B THNIZ 1 BDT /A )
« ERATRELTNARX 1 4 (10 BEOT 31 AR - 6 B2 HHE )

Crosswork Cloud Traffic Analysis :
FERALTWVWETNAR 4 BEDT A Z+WHIZEID Y TONIZ 1 BEDT /A X)
FERAFRELRTNAR 1 EDT /A AR - 4 B 26 5 72)

Crosswork Traffic Analysis ~D T /34 X DB

Crosswork Traffic Analysis (27 /3 2 ZBH19 2 121E, RO FNEIZHENE T,

58 HHEIIZ

Crosswork Cloud (27 7 7 4 77— 47— U= A Bb D2 L 2R LET, FMIZONT
1Z. TCrosswork Cloud Traffic Analysis D FHBRAG] 25 L T 7ZE0,

FIE

ATYFT1 T34 ATBGP, SNMP, BLU %y hU—7 Ju— %=X/ 7 ha/LzRELET,

ATV T2 TARLREBEMT S EXITHATSBGP, SSH ((FE) . BLUISNMP OFT A A2nu 7 A AFRAE BN L
£,

RTYT3 TARALAZBMENEIA VAR —FLET,

ATV T8 NEA 2 —T = A ZADIEE
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https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/crosswork-cloud/qsg/b-cisco-crosswork-cloud-quick-start-guide/m_get-started-traffic-analysis.html
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/crosswork-network-automation/b_cisco-crosswork-cloud-user-guide/m_configure-devices.html#Cisco_Concept.dita_33540425-fcd1-4a90-8d93-42d3d558a72d
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/crosswork-network-automation/b_cisco-crosswork-cloud-user-guide/m_configure-credentials.html#Cisco_Task_in_List_GUI.dita_dc5d1d38-d892-4fb4-b2b9-24cd7d6dff2d
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/crosswork-network-automation/b_cisco-crosswork-cloud-user-guide/m_configure-credentials.html#Cisco_Task_in_List_GUI.dita_dc5d1d38-d892-4fb4-b2b9-24cd7d6dff2d
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/crosswork-network-automation/b_cisco-crosswork-cloud-user-guide/m_configure-devices.html#Cisco_Task_in_List_GUI.dita_113eaef2-3601-47e5-b69f-38c2e09240ce
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/crosswork-network-automation/b_cisco-crosswork-cloud-user-guide/m_configure-devices.html#Cisco_Task_in_List_GUI.dita_040c439f-8b37-483a-a313-61aceae0a09c

| 11208
Crosswork Cloud Trust Insights ~®D 7 /31 X D& .

RDERY
cEHR N T T 4 v DABETER L. ML R AEAITEMT AR =2 R RB L)
ERE L £,

Crosswork Cloud Trust Insights ~D T /54 X MIEHN

Crosswork Trust Insights (27 /31 A Z BT 5121E, IROFINEIZENE T,

I8 BRI
Crosswork Cloud (27 7 7 4 77— 47— U oA DD D T L &R LET, FHEMIZONT
I%. [Crosswork Cloud Trust Insights Dff HBHAG] 2L T EE W,

FIE

ATFYT1 T34 AD CiscolOS XR N—V g U IRHPR— b ENTNDHZ &R LET,
ATY T2 L—H IR OWHER

AT 9 T3 RS EHERRO 2 — Y — DR E

AT T8 TARAAEBNTDHEEMEHTLEIT NS AT AFRT a7 7 AV EBINLET,
ATV TS TARAAEBMEITA A= FLET,

AT 76 PR L TRBTOT A AHRE BTG L £

Crosswork Cloud Traffic Analysis [ZT7 /N1 X Z1EMNT 571=
& DHITREH

Crosswork Cloud Traffic Analysis |27 /A A& BT 2 RIZ, 734 AT SSH ERDO 7w k=
WBRRESNTND Z LR LET,

£1:70FaLETE

Jokral 1
SNMP SNMP DHERHB] (4 <X—)
BGP Cisco [0S 77351 Z ] BGP DRk (5 ~<—3)
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https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/crosswork-network-automation/b_cisco-crosswork-cloud-user-guide/m_configure-policies-external-routing-analytics.html#crosswork-cloud-traffic-analysis-policies
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/crosswork-network-automation/b_cisco-crosswork-cloud-user-guide/m_configure-policies-external-routing-analytics.html#crosswork-cloud-traffic-analysis-policies
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/crosswork-cloud/qsg/b-cisco-crosswork-cloud-quick-start-guide/m-get-started-with-crosswork-cloud-trust-insights.html
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/crosswork-cloud/b-crosswork-cloud-release-notes.html#Cisco_Concept.dita_0639d17f-7fce-4c03-bd17-e5e20238f9f7
https://www.cisco.com/content/en/us/td/docs/cloud-systems-management/crosswork-network-automation/b_cisco-crosswork-cloud-user-guide/m_configure-devices.html#id_131013
https://www.cisco.com/content/en/us/td/docs/cloud-systems-management/crosswork-network-automation/b_cisco-crosswork-cloud-user-guide/m_configure-devices.html#Cisco_Concept.dita_277199da-23d3-4d14-b4e6-bd2bde130d90
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/crosswork-network-automation/b_cisco-crosswork-cloud-user-guide/m_configure-credentials.html#Cisco_Task_in_List_GUI.dita_dc5d1d38-d892-4fb4-b2b9-24cd7d6dff2d
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/crosswork-network-automation/b_cisco-crosswork-cloud-user-guide/m_configure-devices.html#Cisco_Task_in_List_GUI.dita_113eaef2-3601-47e5-b69f-38c2e09240ce
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/crosswork-network-automation/b_cisco-crosswork-cloud-user-guide/m_configure-devices.html#Cisco_Task_in_List_GUI.dita_eae37594-353b-4082-9d8f-a2f84a65857c

B suwve o
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Jokran 151

2

Fv hT—27 7a—F=XK1 « Cisco IOS XR 734 2 Netflow ORERMH (6 ~2—

)

« Cisco [0S XR 7734 Z ] IPFIX ORERf] (8 ~=2—
D)

TR APEED 2~ REFIRT 5 £ 9 ICRE SR TV 581, KO CLL 2~ FAFF
SHTWA T EEMRLET,

show platform security integrity dossier

show version

BIED :

SNMP D+ B4l

WD a— K%, SNMP ORI %27 L TCVWET,

SNMPv2 DA%

snmp-server community flowl23 RO

ATOFITIE, flowl23 75 SNMP 2 X = =7 ¢ O E —BT 2B RH D £,
SNMPv3 DAk

FRRETR L, T A N —72 LD SNMPv3 D

snmp-server group [groupname] v3 noauth
snmp-server user [username] [groupname] v3

RIEH D, T T AR —72 LD SNMPvV3 DIGE -

snmp-server group [groupname] v3 auth
snmp-server user [username] [groupname] auth [md5|shal <auth-password>

WIEH V. TT ARV —H Y D SNMPv3 DA

snmp-server group [groupname] v3 priv
snmp-server user [username] [groupname] auth [md5|sha] <auth-password> priv [aes
128] <priv-password>

Crosswork Cloud Traffic Analysis (%, 77 A /3> —7' 1 k 2/L{TxF L TDAH SNMPv3 128
By hEYR—FLET,

== snmp-server view 2<% . [ LT, SNMPV3 7 7 A &R TEET, kD
2= RHli%, Crosswork Cloud Traffic Analysis {2 &> CREAI LD SNMP DA 7 ¥ = 7
~aAlF (OID) Z/R L TWET,
snmp-server view [view name] 1. .1.1 included

3.6.1.2
snmp-server view [view name] 1.3.6.1.2.1.2 included
snmp-server view [view name] 1.3.6.1.2.1.31 included

snmp-server group [groupname] v3 [noauth|auth|priv] read [view name]

B 71 zxoEE
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Cisco 108 7731 2 7 B6P DR ]

Cisco 10S 7 /\4 X F BGP D #& k51

WD z— KX, Cisco I0S T /34 A D BGP # O H] T,

\}

(G¥) 9 _XTOBGP 7'V 7 ¢ v A% Cisco Crosswork Data Gateway & H:H T 24BN H D £,

Cisco |IOS XE

router bgp <asn> << This must match the ASN in the CDG DEVICE configuration page in the
Crosswork Cloud UI

>>

bgp router-id <router-id>

bgp log-neighbor-changes

no bgp default ipvé4-unicast

neighbor <CDG-ipv4-address> remote-as <CDG-asn> << This must match the ASN of the CDG
in the Crosswork Cloud UI. It should be a Private ASN number. >>

neighbor <CDG-ipv4-address> description Cisco CrossWork Cloud CDG IPv4

neighbor <CDG-ipv4-address> ebgp-multihop 255

neighbor <CDG-ipv4-address> update-source <src-interface>

|

neighbor <CDG-ipvé6-address> remote-as <CDG-asn> << This must match the ASN of the CDG
in the Crosswork Cloud UI. It should be a Private ASN number. >>

neighbor <CDG-ipv6-address> description Cisco CrossWork Cloud CDG IPv6

neighbor <CDG-ipv6-address> ebgp-multihop 255

neighbor <CDG-ipv6-address> update-source <src-interface>

|

address-family ipv4
neighbor <CDG-ipv4-address> activate
neighbor <CDG-ipv4-address> send-community both
neighbor <CDG-ipv4-address> filter-list 2 in
neighbor <CDG-ipv4-address> filter-list 1 out
exit-address-family
|
address-family ipv6
neighbor <CDG-ipv6-address> activate
neighbor <CDG-ipv6-address> send-community both
neighbor <CDG-ipv6-address> filter-list 2 in
neighbor <CDG-ipv6-address> filter-list 1 out
exit-address-family
|
ip as-path access-list 1 permit .* <<All BGP prefixes from the device must be shared
with Cisco CrossWork Cloud CDG>>

ip as-path access-list 2 deny .*
|

Cisco IOSXR

router bgp <asn> << This must match the ASN in the CDG DEVICE configuration page in the
Crosswork Cloud UI
>>

bgp router-id <router-id>

address-family ipv4 unicast

|

address-family ipv6 unicast

|

neighbor <CDG-ipv4-address>

remote-as <CDG-asn> << This must match the ASN of the CDG in the Crosswork Cloud
UI. It should be a Private ASN number. >>

I SARP R v |



B cisco 105 XR 7/ 31 2 R Netflow DR f)

ebgp-multihop 255
description Cisco CrossWork Cloud CDG IPv4
update-source <src-interface>
address-family ipv4 unicast

route-policy DROP in

route-policy PASS out
|

neighbor <route-server-ipvé>

Fi1208E |

remote-as <CDG-asn> << This must match the ASN of the CDG in the Crosswork Cloud UI.

It should be a Private ASN number. >>

ebgp-multihop 255
description Cisco CrossWork Route Server IPv6
update-source <src-interface>
address-family ipv6 unicast
route-policy DROP in
route-policy PASS out
|
route-policy PASS
pass
end-policy
|

goute—policy DROP
drop
end-policy
!
ZCT
e <asn> L. F*v hU—27 D BGP AS Z 5T,

e <router-id> X, X v b —27 ® BPG/L—# ID T,

s <cDG-asn>lL, CDG ® BGP ASN &5 C9, ZAUE, 774 X— NASNE 5 Th D LEN

HYET

e <src-interface> X, XY U —Z D BGP EETA v H—T = A AT,

® <CDG-ipv4-address> 12 CDG D IPv4 7 KL A VC“‘TJ—O

* <CDG-ipv6-address> IZ CDG @ IPv6 7 KL AT,

Cisco 10S XR 7 /\4 X Fi Netflow D& & {5l

WDz — KX, Cisco IOS XR 7734 A H Netflow DA LA T4,
IPv4 DI -

flow exporter-map ccni
packet-length 1468
version v9
options sampler-table timeout 15
template data timeout 15
template options timeout 15
I
transport udp 2055
source GigabitEthernet0/0/0/0

destination 172.24.96.171 << this is the IP address of the CDG >>

B 71 zxoEE
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Cisco 10S XR 7/ 2 A Netflow il ]

flow monitor-map ccni

record ipv4

exporter ccni

cache entries 1000000

cache timeout active 12

cache timeout update 15

|
sampler-map ccni-sampler

random 1 out-of 1000

|
interface GigabitEthernet0/0/0/0

ipv4 address 172.24.96.141 255.255.255.128
flow ipv4 monitor ccni sampler ccni-sampler ingress

IPv4 #2f5¢ %/ L T NetFlow IPv6 L 21— K& =7 ZR— ~ 54 :

\}

GE) Z OBITIE, 192.0.2.169 7’ Crosswork Data Gateway @ IPv4 7 K L A T9,

flow exporter-map ccni
packet-length 1468
version v9
options sampler-table timeout 15
template data timeout 15
template options timeout 15
|
transport udp 2055
source GigabitEthernet0/0/0/0
destination 192.0.2.169 << this is the IP address of the CDG >>
|
flow monitor-map ccni-ipvé6
record ipvé6
exporter ccni
cache entries 1000000
cache timeout active 12
cache timeout update 15
|
sampler-map ccni-sampler
random 1 out-of 1000
|
interface GigabitEthernet0/0/0/0
ipv6 address 2001:100:100::1/64
flow ipvé monitor ccni-ipvé sampler ccni-sampler ingress

IPv4 £ & U IPv6 D& A -

flow exporter-map ccni
packet-length 1468
version v9
options sampler-table timeout 15
template data timeout 15
template options timeout 15
|
transport udp 2055
source GigabitEthernet 0/0/0/0
destination 172.24.96.171 << this is the IP address of the CDG >>
|
flow monitor-map ccni
record ipv4

I SARP R v |
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exporter ccni
cache entries 1000000
cache timeout active 12
cache timeout update 15
|
flow monitor-map ccni-ipvé
record ipvé6
exporter ccni
cache entries 1000000
cache timeout active 12
cache timeout update 15

sampler-map ccni-sampler

random 1 out-of 1000
|

interface GigabitEthernet0/0/0/0

ipv4 address 172.24.96.141 255.255.255.128

ipvé address 2001:100:100::1/64

flow ipv4 monitor ccni sampler ccni-sampler ingress

flow ipvé monitor ccni-ipvé sampler ccni-sampler ingress

Cisco 10S XR 7 /N4 R F IPFIX D&l

D 22— K, Cisco IOS XR 7 /34 A IPFIX OAERLB] T,

flow exporter-map ccni
packet-length 1468

version ipfix
options sampler-table timeout
template data timeout 15
template options timeout 15
|

transport udp 2055

source GigabitEthernet0/0/0/0
destination 172.24.96.184

|

flow monitor-map ccni

record ipv4

exporter ccni

cache entries 1000000

cache timeout active 3

cache timeout update 3

|

sampler-map ccni-sampler
random 1 out-of 1000

|

interface TenGigE0/0/0/16
description internal interface

ipv4 address 182.1.0.1 255.255.

flow ipv4 monitor ccni sampler
|

interface TenGigE0/0/0/27
description external interface
ipv4 address 184.1.0.1 255.255
flow ipv4 monitor ccni sampler

B 71 zxoEE
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255.0
ccni-sampler ingress

.255.0
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Crosswork Cloud Traffic Analysis TEF &% SNMP T2 = & ~DBAIF .

Crosswork Cloud Traffic Analysis THEHINSSNMP AT 9 FDH
Al F

Crosswork Cloud Traffic Analysis D$FTE D SNMP &' = —Z{Ek 3 58545, IRD VU A MMZ, Crosswork
Cloud Traffic Analysis 23 f 95 SNMP 472 = 7 Ml (0OID) NEFENTWET,

* sysDescr : 1.3.6.1.2.1.1.1.0

* sysObjectID : 1.3.6.1.2.1.1.2.0

* sysUpTime : 1.3.6.1.2.1.1.3.0

* sysName : 1.3.6.1.2.1.1.5.0

* sysLocation : 1.3.6.1.2.1.1.6.0

e ifDescr : 1.3.6.1.2.1.2.2.1.2

* ifType : 1.3.6.1.2.1.2.2.1.3

* ifSpeed : 1.3.6.1.2.1.2.2.1.5

* ifOperStatus : 1.3.6.1.2.1.2.2.1.8

* ifName : 1.3.6.1.2.1.31.1.1.1.1
 ifHCSpeed : 1.3.6.1.2.1.31.1.1.1.15
+ ifHCInOctets : 1.3.6.1.2.1.31.1.1.1.6

* ifHCOutOctets : 1.3.6.1.2.1.31.1.1.1.10

A3—T x4 RADHEFE

Crosswork Cloud Traffic Analysis BD &1 2 —T =4 ADIERFE

TN AZBMUTZ D, SNMP 27— X 2B L, 1 DU EDA 2 H =T = A ZZ4MBA
B =Tz A AL L TRET DLENHY £, Crosswork Cloud Traffic Analysis (%, FMA
B =T A RAERETHECKTI T4 v I T —HaRRTEEREA,

FIE

ATYT1 A0 4 RUT, [%E (Configure) ]1>[7 /31 A (Devices) |DIEIZZ U v 27 LET,

AT T2 [T34 A (Device) |FNZERSINTNWDET A ALE 7Y v 7 LET,

AT w73 Crosswork Data Gateway & 7 /34 AICEK/RIID SNMP O EIC T — YV EEDE T, AT —H AN [Hik
#H (Connected) 11272 > TCWNWAHZ & 2R L £9,

I SARP R v |
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B sz x~omEmBL—F CR) 0BYLT

TNV NTlE, TRXCDOA v Z—T 2 ANRNEA v X —T 24 AL LTHRESINTWET, T3 A
DA > B —T 2 A AZRINL, e L THRETHILERH Y £,

ATV T4 [NF77 4w 75300 (Traffic Analysis) | # 7% 27 Vv 7 LTinb, [ % —7 A A (Interfaces) | % 7
Vw27 LET,

AT TS 1 DU EOHNEA v F—T = AZIRL, INTOKE (SetExternal) %227 U v 7 LET,
Crosswork Cloud Traffic Analysis X, A >V X —7 = A ZA&NHA X —T =24 AL LTHBLET,

AVE—TIARA~DHREEHRL— b+ (CIR) DEIYHT

PEME#]L— B (CIR) ZfH+ 2 &, MRS A 2 —T7 = A ZAOWEERE LD b/hS WY
B, A E =T oA ATHAINLWEAIEETCEET, WRELIEET L, M1 ¥ —
72 A ADKEMHFRAFICEAT LT R COFET, WHEHAETIIRFREENSRIND L)
W27 F9, 72& xIE, 10Gbps A % —7 = A A% 1 Gbps @ CIR DFH % ¥R — T 5557
BV, Ry NT—=INOA o Z—T = A ZERARL EFREICHET HI1TE, 1 F—T A 2D
CIR IZEASWTHEELZHET OILERDH Y 77,

A B =T x4 AIZCIR ZE VB THITIE, ROFINEZFEITLET,

FIE

RT9T1 AL U4V RUT, EE>[4>9—714X (Interfaces) | >[4 >3 —7 x4 X4 (interface-name) ]
ZERL, [RE (BEdit) 1227V v 27 LET,

RT9T2 A8—T AR XN T 4 F—N—5A4 K2 LET,

RTYVT3 DA —Tx2 A ADCIRZANLET, CIRITWHEA 57— T = A4 ADKEARIH>D 10 Mbps LA ET
HOVENDH Y F7,

RTv T4 17 (Save) 1227V v/ LET,

CRBFD Y THND L, TRTOFEFHFIICIRIZES W T ThhET, 2F0, R —
THEINTWNDLA U F—T oA AMEHAFEO L EVMHE, :}‘oJ:U\ Crosswork Traffic Analysis {232
RENDTRTDA L Z—T 2 A ADEREMEIZONT, U T DA F—T A XZHEHID YT

L CIR MEHESNET,

CRAA—T T4 ADIEE

CRAED LU THENTNDTRTDOA X —T = A ZADKEEICIL, [CIRT A =2 (CIRicon) ]
@) »nFERENET, RICHlIZRLET,

B 71 xo%E
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Crosswork Cloud Trust Insights [Z 7 /34 X % BINY 5 - HDRIIREH .

1: 374992 EYLED DB

Device % Interface Description Type Utilization « Capacity TX: SN...

Click name to drilldowr Click name to drilldowr Add Filter Add Filter Add Filter Add Filter

Traffic Drilldown
NCS5501-YY17-QA1 GigabitEthernet5. - External 999 mbps

Traffic Comparison

Peer Prospecting Hbird-flow-csr2 A TenGigE0/0/0/2 + interna ace % 6 Gbps

Scominaicatons Hbird-IPv6-CSR-1 [ GigabitEthernet0, - % Gops 118.1 kops

Capacity

\dd |
1 Gbps

™ 10 Gbps

Crosswork Cloud Trust Insights [Z7 /544 X ZEMNT B51=8
DEIRSEH

Cisco I0S XR /L —# % Crosswork Cloud Trust Insights (ZiBN9 2 RIIZ, /L—F BIRD X 95 IZ5%
ESNTHWDLIRENRS Y F7,

« TA AZIOS XR DUBERYR—FSNDA A =T NDDH I LafRLET, VA —b
EINDHA A—=TIZDOWTIL, [Cisco Crosswork Cloud Release Notes ] [#5E] # &M L T<
ZEuN,

o BRGRF— L REBIE DS IOS XR N CEUNCAER SN TN D Z 2GR LEd, Fflic>» T
IZ. Crosswork Cloud Trust Insights /L — ¥ 3% E DD (113—2) 2L T,

s FIBRAT S FHEL—VERTEL TWA I 2R LET, FEZ DV TiE, Crosswork Cloud
Trust Insights OHIFRAT EHERRT 7 B ADFRE (15 3—) 2SR L T Z &,

Crosswork Cloud Trust Insights M JL— 32 5% E DHER

Crosswork Cloud Trust Insights % F1 3~ 5 Ri[lZ, Cisco IOS XR /L— & BMEFEIEHRIZT 7 B ATE
HEVCELLREINTND Z L Z2ERTHLENRDH Y £9, WOFIRIZHE-T, L—FN
Crosswork Cloud Trust Insights [ZIE L < BEE SN TWD Z & AfERLET,

\}

(GE)  OPFIL, Crosswork Cloud Trust Insights % A 2023 % 72 DIZ L E 72 i /MR D Cisco 10S XR #
KT, FDOMOERBNIZ SV TIL, Crosswork Cloud Trust Insights #2357 7 v N7 4 —
DATKHE T DHERR T A RESZR LTSV, Ml A F~DEEY & 7 (2oL, B
N= R 2T DOv=aT7 VESRLTIES N,
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https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/crosswork-cloud/b-crosswork-cloud-release-notes.html
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/crosswork-network-automation/b_cisco-crosswork-cloud-user-guide/m_about-trust-insights.html#id_132569
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/crosswork-network-automation/b_cisco-crosswork-cloud-user-guide/m_about-trust-insights.html#id_132569
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. Crosswork Cloud Trust Insights )L — 3 % & D#EE

FIE

ATy T

ATvT2

ATy T3
ATvT4

N—xiza 4L, ROa<vr REANTLET,

ios# show running-config
HNCROBRERNEEN TN D L EMRLET,
¢ RA P R— LA
*DNS RAA 4
s AR E A7z SSH —
* SSH THZIME 4172 Netconf-yang
AN RSSHT 72 AMICRE S, BNERRERARNRIP A o H—T = A X

« WUZRERA)T 7 4V R L— N DORRIE
ROHAPNE, BRENDNEZRLTOET,

hostname xr9kv-001
domain name test.cisco.com
|
netconf-yang agent
ssh
!
interface MgmtEthO/RPO/CPU0/0
ipv4d address 192.168.1.123 255.255.255.0
|
router static
address-family ipv4 unicast
0.0.0.0/0 192.168.1.1
|
!
ssh server v2
ssh server netconf vrf default

SSH T —XIZRIFETEXHZ L E2MRLET,

system-root-key & system-enroll-key D J5 D F —~7 Z ALK 5121%, ROEFE—RFDOa~vr FE AL
5

RP/0/RPO/CPUO:xr9kv-001l#crypto key generate rsa system-root-key

Tue Apr 21 22:45:55.400 UTC

The name for the keys will be: system-root-key

Choose the size of the key modulus in the range of 512 to 4096 for your General Purpose Keypair.
Choosing a key modulus greater than 512 may take a few minutes.

How many bits in the modulus [2048]:
Generating RSA keys

Done w/ crypto generate keypair

[OK]

RP/0/RP0O/CPUO:xr9kv-001l#crypto key generate rsa system-enroll-key
Tue Apr 21 22:46:24.943 UTC
The name for the keys will be: system-enroll-key

B 71 zxoEE



| 11208

ATy TH

ATvT6

Crosswork Cloud Trust Insights )L — 42 5% DR .

Choose the size of the key modulus in the range of 512 to 4096 for your General Purpose Keypair.
Choosing a key modulus greater than 512 may take a few minutes.

How many bits in the modulus [2048]:
Generating RSA keys
Done w/ crypto generate keypair

[OK]

RP/0/RP0O/CPUQ:xr9kv-001#

R &7 F —1% Cisco IOS XR AL —TF 4 7TV AT AT RS, MRICIER RS E®
/\/o

Crosswork Cloud Trust Insights (Z/L— Z Z 3817 % 72 O BELRFEV E A AR L CORERT 5 1TI1E. RO
ZBMLET,

crypto ca trustpoint system-trustpoint
keypair rsa system-enroll-key
ca-keypair rsa system-root-key
ip-address 1.1.1.1

subject-name CN=cisco.com

lifetime certificate 720

enrollment url self

message-digest sha256

lifetime ca-certificate 720

GE)
FEOBITIE, CASEAED T A 7 X A4 2L 24E (720 A) ITHRESN., BEGFFHAEDCD T A 72 A4 2 248
ICREESNTWET,

B4 HAE L Crosswork Cloud Trust Insights ~D B $kIZ A EEARFEAE 2 385 K OB ET 5121%, koa~v
REATTLET,

RP/0/RP0O/CPUO:xr9kv-001l#crypto ca authenticate system-trustpoint
Tue Apr 21 22:47:46.935 UTC
% The subject name in the certificate will include: xr9kv-00l.test.cisco.com
Serial Number : 25:34
Subject:
serialNumber=144c478a,unstructuredName=xr9kv-001.test.cisco.com
Issued By
serialNumber=144c478a,unstructuredName=xr9kv-001.test.cisco.com
Validity Start : 22:47:47 UTC Tue Apr 21 2020
Validity End : 22:47:47 UTC Wed Apr 21 2021
SHA1l Fingerprint:
6C20DBEC569808F21A06E779A219C39B1F20E182
RP/0/RPO/CPUO:xr9kv-001#

RP/0/RP0O/CPUO:xr9kv-00l#crypto ca enroll system-trustpoint
Tue Apr 21 22:48:31.141 UTC

o

The subject name in the certificate will include: CN=test.cisco.com

The subject name in the certificate will include: xr9kv-00l.test.cisco.com
Include the router serial number in the subject name? [yes/no]: yes

The serial number in the certificate will be: 144c478a

The IP address in the certificate is 192.168.23.211

Serial Number : 25:35

Subject:

o oo o

o

serialNumber=144c478a, unstructuredAddress=192.168.1.123, unstructuredName=xr9kv-001.test.cisco.com, CN=test.cisco.com

Issued By

SARP R v |
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ATvIT1

serialNumber=144c478a,unstructuredName=xr9kv-001.test.cisco.com
Validity Start : 22:48:31 UTC Tue Apr 21 2020
Validity End : 22:48:31 UTC Sat Nov 07 2020
SHA1l Fingerprint:
8F44F8EE427F9D48B6E47CDF60B90537EF9F65B4
RP/0/RP0O/CPUO:xr9kv-001#

WO RT L9, CLIBA=2—F 4 VF 4 a~<wy REMEHRA LT, BEErE L8k — 5 LG
BHEMENIERICITON TN D Z & MR L ET,

GE)
(B4 (signature) | 74—/ RICAS SN TWDHGE, BEGEHZEIT Crosswork Cloud Trust Insights 0 ¥
238> TET,

RP/0/RPO/CPUO:xr9kv-001#show version | utility sign include-certificate

Tue Apr 21 22:49:24.632 UTC

{

"cli-output": "Cisco IOS XR Software, Version 7.0.2\nCopyright (c) 2013-2020 by Cisco Systems,
Inc.\n\nBuild Information:\n Built By : ahoang\n Built On : Fri Mar 13 22:27:54 PDT 2020\n

Built Host : iox-ucs-029\n Workspace : /auto/srcarchivel5/prod/7.0.2/xrv9k/ws\n Version : 7.0.2\n
Location : /opt/cisco/XR/packages/\n Label : 7.0.2\n\ncisco IOS-XRv 9000 () processor\n

System uptime is 8 hours 58 minutes\n\n",

"signature-envelop": {

"signature-version": "01",
"digest-algorithm": "RSA-SHA256",
"pub-key-id": "2508",
"signature":

"F910CRigUmsBBOmMnRU0iBYmg+TAWseOlEy5eRBDWCkT+jHAIQdABhKXG12MVza5JplrLayDdNbU+L4IvNALFGegXR1G9IVed/
RHbs ThhD8GVUTLOr YoIXyWw9b3LOPALOjRTcbSe5Yr+4qf9XJJ1m88xj tJUGEEQ8Gz51 YgaBGGHMgS 8KwAOmMyBiwTazcKaqYUT i LGQWEJ/
PtxsGv0fhJ+8/9FxJdJcWPLIwWXAhQe2QkT15afAjV6LmShQud TM+Dylad4dndA6Y1WFz4sAfEWob10dVGXPKzDIOUUJIDYbdOU8 T /
y6BvIEk08xYZJaD1UyNCIBWmLi28us9car/whkfw==",

"signing-certificate": [
"MIIDNDCCAhygAwIBAWICCcswDQYJK0ZIhvcNAQELBQAWOZEMMCQGCSgGSIb3DQEJAhYXeHJ20Wt £fZXNAMTh{Ny5
JaxXNjby5jb20xETAPBgNVBAUTCGV1ZmY1MzRiMB4XDTIxMDI yMDAINTY zZNVOXDT I yMDI yMDAINTY zNVowOzEMMCQGCSAGS Tb3DQEJANYXeHJ20Wt £7
XN4MThfNy5jaXNiby5jb20xETAPBgNVBAUTCGV1ZmY1MzRiMIIBIjANBgkghkiGOw0OBAQEFAAOCAQS8AMI IBCGKCAQEAON
LmZgLe9bJINdvpvOFmr8vQzDwZ9pcituRx7S0fafs+RasNTnaOot3IL76hayCCfvkCOK/Re/8tUpjDpLS/rt0x9J/adRIK
GJilpYoxK1PK4XxMubg5cOZFzVprOmwur8Rvhx6c2xB79KANgKYSEF4cgoLHMQOYHkfcBAs9abnStYecUWOGHWNC30alM1
x3pRe

47CY30mS5ZJa/C+21EL+MDCKP+aUkOCw8ADJUX3qT+TWME 7aLrZj/hfmzDEgrahbv2A1F9QG+00P53pjRXmN2k6Va67J
tGsZ7spYF8F5KcUF7AhZWvKxGOegS7sUMBU4EnFO0eHLoB7Mz3sVGNHNQIDAQABOOIwQDAPBGNVHRMBAf8EBRTADAQH/MA4
GA1UdDWEB/WQEAWIBxXjJAdBgNVHQ4EFgQUFW1 +ShMwn/DK+ExWKWVmMOJzwINgwDQYJKoZ ThvcNAQELBQADggGEBAJvxdPpw
qFO0+WHEFxvETzgr09gl7roJd92vao8M47vIxX2pMQOFMQceU9tL30/XZ6sDAg+FF7jyTAOVHgzbfG201VoAuDeE1gsKS5xrYE
RhWBk86I1WTasbrUSeHPNsXJgHK/RuudpB+w8pdOEYORKSVLfFH/ulSfet33grRkiEvExU82z37515mnjhVE/4GgeH9nhF6T
PR3/1Xv6Afka74wIbikppNo/d2THAKX6AT6hKnkd1PGaTyZ
GF1UFOVtFXV5cAwaLOwfUft7qF2YNFr9i41UuR401i///c72eLLul+c00c6hADUH31JVRTcualbsrviz7yEGOD/7/MEYRE
0Z2wNIP2U=", "MIIDhjCCAm6gAwWIBAWICCcwwDQYJKoZIhvcNAQELBQAWOZEMMCQGCSOGSIb3DQEJAhYXeHJ20Wt £ZXN
AMThfNy535aXNjby5jb20xETAPBgNVBAUTCGV1ZmY1MzRiMB4XDTIXMDIyMDAINTYzN10oXDTIxMDkwODAINTYzNlowazET
MBEGA1UEAwWwWKY212zY28uY29tIDEmMMCQGCSGSIb3DQEJAhYXeHIJ20Wt £ZXN4MThfNy57aXNjby5jb20xGTAXBgkaghkiG9
wOBCQgTCjEuNzQuMzIuMzcxETAPBgNVBAUTCGV1ZmY1MzRiMIIBIjANBgkghkiGO9wOBAQEFAAOCAQ8AMIIBCgKCAQEALC
WkoBPwa5yPerZcRtbbUFVDtg7430PjvLzjHIWzmtY/CPeal
PZ3NPWTAUMS0Q+0D5VwgL+5SVkE9ZVwFoRoyMm2 +wwhb fBAXt 0G2MYTAOttLulEP/H7APVA/Y+pUGXYGsekRxu8Ipyi
Vesi57DOxgH1021k4EBsZsDv7oW90srtx7rib/kCyAShTsEpw30Z20Qp+91QY+vY7NUIQKx78RYkPiQNeOjQqibROMIR]
Glgo4ZTDI4IxsdgXm/xxiX3scTqulg/XVY3v5uEjT2za00nZAU6z3PQKDSYHDXg3yIDskFMj74HI6hUJsALU+Q]+mw9IDcK
aypj08y7ZchLeeQQIDAQAR02QwY jAPBgNVHRMBAf8ERTADAQH/MA4GA1UJADWER/wQEAWID+DAgBgNVHSUBAf8EFjAUBgyg
rBgEFBQCDAQYIKwYBBQUHAWIWHQYDVROOBBYEFHJJ3dCX0oGGWD2yZ8JQ3f/A/8XgxMAOGCSgGSIb3DQERCWUAAATBAQBM
z5YE£GTbNAXPHICxA9w8HUHyr IM1KB6WMKTOAUOWBJI6HVXIXOA
H5cs7uF3Zw4QjY28HaaxkMPr6338VbGi3DnyIOf1Hc6/XRENB13eMYcSNyRRgtvQSmTzM7A3CrSO1F1IMmdPCdYIeoFiMd
M3ulZzfMelEnONetevlbs+Te29utYXzb6QWiW00JZ6/6gd4cauo6jkhC/SNsRh3b/+8YMzxAHgzRFg+rm/06cYa3jNCopjR
JgeFfmNuISqgUOLIszmkt3/4nd4uiAjdarqwAc7YG0dzwiWdwiXUwj3Q7TrMS8R8AALUN4A /nYzmOQfUwNbUDkKkST2XjIGVI0JT
VH3E2CnAX+j" ]

}

}
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Crosswork Cloud Trust Insights D #|BR{+ Z4ER 7 7 & X DEEE .

ZHICEY, BEEREIGT 2DV —FBRELSRESNATND Z L NHERSNET,
BABETHENRELESGAIE, kOoa~xy R L TBHFOERAELF—2 7 VT LET,

# crypto key zeroize rsa <name of key>
# clear crypto ca certificates system-trustpoint
# crypto ca cancel-enroll system-trustpoint

ARG S RNCREAE 2 AT 21213, ko=a<r R LET,

clear crypto ca certificate system-trustpoint
crypto key zeroize rsa system-enroll-key
crypto key generate rsa system-enroll-key
crypto ca authenticate system-trustpoint
crypto ca enroll system-trustpoint

GE)
AEHE 2 W D ENCBR G — 2 F/AER L E7, B4 CAREHEFEB LOBREGEAEFED 71 7 X A Al
crypto ca trustpo:.nt@*%ﬁk%{%)ﬁ L/T ﬁiﬂéﬂif

HH H FH

Crosswork Cloud Trust Insights D HIR{T =R 7 o £ X DEKRTE

Cisco IOS XR /L — % O RIEBMEE T2 IIMERE LA I, T3 A~DT 78 RHEHT 5

VA AN E I ?EUBEH% @*@5&’3’{1’5’3‘5%%75%@ Y F£9, trust dossier =~ > R & signing

avy REETT D OICE R R/ NROEKGEZ FIREICT 72012, 735 AZRORE (e
WINDFRAI TN—Ta—F—DORERE) BodI LR LET,

CiscolIOSXR U U—RZ 731 DY U —ATlX, KD~ RBFR—hEINTWET,
!

taskgroup alltasks-dossier

task read sysmgr

task read system

task read dossier

task read pkg-mgmt

task read basic-services

task read config-services

task execute dossier

task execute basic-services
|

CiscolOSXR U U —2 731 K VHIDO U V—=2TiZ, RO~y FRPR—FSATWET,
!
taskgroup alltasks-dossier
task read sysmgr
task read system
task read pkg-mgmt
task read basic-services
task read config-services
task execute crypto
task execute dossier
task execute basic-services
|
usergroup dossier-group

taskgroup alltasks-dossier
|
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username dossier

group dossier-group

secret 10 <not shown here>
|

ZORRBRIZEY . OB DOMERESNET,

« RUTOIUER L OB BEEZ AT DOICRBE R TR TOL A7 ZERKT D
alltasks-dossier # 27 7 )—7, MBS L TCH R TN —TD4FIEEHETEET,

o XA MERRDIEI Y 24 C 55 dossier-group L —H 7 v—7, MELZIG U T, 22— 7 —
THEBERTEET,

« WY 2 A7 T N—THER % FFO dossier = —V, MEIZE U T, 22—V OL4RTELEE T
TET, WEURZ LT L (BE) ZEELTWDL ZE 2R LET,

Z DR Z T %5 &, Crosswork Cloud Trust Insights TZ DR AEH L TH LW LT v
VA NTN—TEAERTE ET, IOV TE, [ LT vy v bR 2BRLTLE
é 1/\0

TN AMDIEM

TN 2z BT 512i%, ROFIRZFEITLET,

188 BRI
e Crosswork Cloud 121%, D &b 1 ODOT VT 4 TRF—E 75— N7 = A NS ETT,
« FRAL ADA VR— M CSV 7 7 A NEHHT 554 -

cCSVIZ 7 AN T a7 41—V K (gl A 80, SALA AT —TF F-i1%
T2 = 7 xA) BURARISNTWDEAE, T/ AZBINT 501, &7 14—
JVERBREINTWAHZ L AR LET,

e A UEH ([XE (Configure) 1>[1 7 A L 1E#H (Credentials) ])
o« TR, AT N—TF ([%E (Configure) 1>[7 /XA A7 /L—=7" (Device Groups) ])

» Data Gateway ([#% € (Configure) ]> [Data Gateway (Data Gateways) ])

o | [AOFETHR K 1,000 EDT A A% A L HR— N TEXET,

cHUTNCSV Ty A NEF T rn— FLTREBLIOENTE X3 (RE
(Configure) 1>[7 734 A (Devices) ]>[CSVA 7 K— bk (CSV Import) ] ¥ 7) ,

B 71 zxoEE
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FIE

ATV TN AL 4 RUT, [&E (Configure) 1>[7 /31 A (Devices) | DIEIZZ U v 7 LET, [BEE
(Configure) ]>[Data Gateway (Data Gateways) ]>[data gateway name] DJEIZZ U 7 LT, Crosswork
Data Gateway |27 /S A& BMLT, Vo7 2R ETHIEHTEET,

ATFw T2 [T ZDEM (Add Device) 1 %27V v 27 LET,

ATy T3 CSV 77 A NEMHALTTF AL R A VB — M BICIE, [CSVDA v F— R (CSV Import) %2 U v 2
LET,

ATV T B—DFT A A% A VR— T2, ROT 4 —L RIZASHLET,

R2:TINAZADEBMD T 4 —)L KT 5578

Z4—ILK A
[7/3A A4 (Device Name) ] TN ADFIRA
GE)

T2 T TAN— EOHBMNE, ZDT 4L RIZT A
A AN ABICA SN E A,

A (Description) (LE) 731 2D EBINLET,

A A b F—2L (Hostname) Crosswork Data Gateway (Z &= > CTf# H & 415 DNSFQDN F 7=
ILIPT FLA,

SSH 78— |k (SSH Port) (LE) SSHT 7 v AHDTCPAR— b, 7 7 4/ MITCP/22
T, Crosswork Cloud Traffic Analysis {Z SSH 7 7 & A {34,
EHD EHA,

7 LT vyl o SSH (Credential: SSH) | PARINC 2 LT v ¥ vy VI —T % AR L2385 E 1L, [ LT
> Y%/l : SSH (Credential: SSH) | K v X7 A ki
HIEINTEET, LW LTy VI A—T % EKT 5
i, [Z VT > v /b SSH (Credential: SSH) ] Kz v~
A7 A RNS LW LT ¥ LDiEN (Add New
Credential) 1ZEHR L E£9, 7 LT ¥ ¥ L7 L—T DA
WZOWTIE, Z LT o v LOEREZRB LT EE N,

T 3A AT —"7" (Device Group) Crosswork Cloud Traffic Analysis B2/, LARIIZT /N4 A 7 L—
TEAERR LTS AL, [T 3 A7 L—7 (Device Group) |
Foy 72y ) 2 MpBBRTEET, LT A 2T
N—TEAEELT BT, [T /3 A7 —"" (Device Group) ]
Ry 72U A RN i LWT S A7 —7 D8

(Addnew device group) | ZEIRLE3, 734 X 7 —F
DFEHIZONWTIE, TS AT N—TOREEBHR LT
S,

I SARP R v |


b_cisco-crosswork-cloud-user-guide_chapter22.pdf#nameddest=unique_202
b_cisco-crosswork-cloud-user-guide_chapter23.pdf#nameddest=unique_203

Fi1208E |
. T4 RD3BIN

J4—ILE B2LZ]

i XETATER  (City) (R 773 A OALERE WO T KR,
Z M5 (Location) (EE) YA R+

(Country) (L) 734 ADONLERE R OE,

TNA ADH A IV —2 (DeviceTimezone) | ((EE) T/ RITK L Cr—INRE A LY — 1,

% 7" (Tags) (EE) T3 ZAD T N—TAEBRNALNL DK T 5 F5E L
F9, mExIE, VAT LARNONL—ZZ AT (edge 7z L)
BT T XA NEANTHGERH Y E£7,

B DT 4 —VRIiX, A2 T7 A8 AN D CrossworkCloud 7 7'V 77— 3 LN K-> TR 7, A
7L a3 & LT, Crosswork Cloud Trust Insights @ Crosswork Data Gateway f > A % . A & Crosswork Cloud
Traffic Analysis @ Crosswork Data Gateway - > A% ' ADMFIZT NRA A%V 7 TH52 L HTEET,

5 3: Crosswork Cloud Trust Insights T/\4 X DBIND T « —)L KB 58

TJ4—ILF SR BA

[7=27—=bU=A: bTADL YA | AL v F 2 [A2 (On) ITHIV X, 7734 AD Crosswork
(Data Gateway: Trust Insights) ] Data Gateway A o A ¥ A Z &R L £7°, Crosswork Data
Gateway #1817 51Z1%,  [Crosswork Data Gateway D1t
DB ZZRL TSN,

RE/ > v = DR REN Y ¥ 2 MROIREE AT LET, Bk L ARV
PEM B DT A AREDER T =H —F 5T 34 AFfT0
VT4 KL= ar T I LEEODLHEAE. 1TV

(Yes) JICRRET HRENHY EF, AT DL, &RIF
ENTVENYva b VAT ATHES N2y v aD—#
AREEMS Crosswork Trust Insights (2 XL > TF = v 7 SET,

BRAEN w2 DIVESE Ke 7% A K6, Crosswork Trust Insights 237 /3
AADNy ¥ aRERNET HHRZERL £,

% 4: Crosswork Cloud Traffic Analysis D7 /54 R MBIND 7 « —)L FIZET 558

TJ4—ILF BLL]

T—ET—= T, 8T T4y I | AA T E (A (On) |ICEIVEEZ, T34 AP NetFlow
(Data Gateway: Traffic Analysis) Data Gateway A > A X > A Z @I L F 7,

NetFlow %£/57¢7 KL A (NetFlow Source  |NetFlow 5{Z767 KL 22 AL ET,

Address)

ASN ASN Z# AL ET, EIZT 74 ~— k ASN O#iPH (64512

~ 65535) THHUENRH T,
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Crosswork Cloud Trust Insights O K & T{&#k .

J4—ILF

Bl

SNMP7 KL % (SNMP Address)

SNMP 7 KL 2% AS) L7 E 1%, NetFlow 7 K L 223l
HEhET,

7 L5 %L SNMP (Credential: SNMP)

PRNZZ VT oy VI NV—T2ER LT 5GE81X, (7 VT
> %/l : SNMP (Credential: SNMP) ] Ku v 7F# 1 x
EOGIBIRTEET, BINTLET A ZAOH LW LT
X NI N—T BVERT DI, 4 L5 /L : SNMP

(Credential: SNMP) | K v 7 H U 2 R [HLWY
LTy x VDB (AddNew Credential) ] &38R L £,
I VLT VI N—TOFEHICONTIE, 7 LT vy b
DIERRZE SR L T2 &0,

BGP/L—ZIDDIPT KL A (BGP Router ID
IP Address)

7 L %/l : BGP (Credential: BGP)

VRNCZ LT v vy W —T 2Bk LT 8E, [ VT
>3 % /v : BGP (Credential: BGP) | Ku v X7 U & |k
MOLBINTEET, BINTLET A ADOH LN LT vy
NI N—TF BT 512X, [ VT Y /L - BGP
(Credential: BGP) | k> 7 XU X RhG HiLW L
F ¥ VDB (AddNew Credential) | & #ER L4, 7
LTy X VT =T DI ONWTIE, Z LT v D
ER 2R LT IE &0,

G¥)

9 _CPH BGP 7'V 7 4 v 7 A% Cisco Crosswork Data Gateway & H:H T2 0ENH Y 9,

ATv 75 [1R7TF (Save) 1227V v 27 LET,

BRFBRIENZE T LTI2%, AL U742 RUT[E=4 (Monitor) 1>[7 /31 A (Devices) | 7213 [(XE
(Configure) 1>[7 /34 A (Devices) |27 Vv I T5E, TAAANRFERINET,

Crosswork Cloud Trust Insights @ K < T &Rk

Crosswork Cloud Trust Insights |27 /3 A& BT 2% & | [FHEHZ 5T K =7 Crosswork
Data Gateway #:HI C/L—Z OGS E T, F N = (json E) 1% SSH #&H TIUNEE S
AL, Crosswork Cloud Trust Insights 8% — T4 S £ 4, Crosswork Data Gateway 7% Crosswork
Cloud Trust Insights (ZHAE T HEHH R IZiL, ROIEHRAEZENTWET,

¢ CiscolOS D=V g v T Ty N7 —LDOHT)

T UFIVT AT A

SARP R v |
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. Trust Insights D 7/3f R KL IO T—2ULE

cVAFAN—RT =T R R
e T AN VAT LA LR
~

GE) T7AN AT LA ML, CiscolOSXR U U —2X79.1
PIED Y ) —ATHR—=FEINTHET,

s N= R =T AR Y AORF 2T REAT S AHMBIT (SUCD FERE
VT NI T RN — LR R
- U7 — MEIE

o T — LNy B
FoTnER

Trust Insights D T7/N\f A R I DT7—2INE

WOFNETIE, FH DT NA AMEREBIFTH72DICT Ry 7 Y INEEBRIAET 5 HEEIC
OSWTHMLET, 7740 T, 730 2 RUmIUER 12 B0 2 L icirbnEd, Ry
TIVEME A EE TS, 713108 EOF AL 2OMNES TN T HI121E, T34 A Ry
IS DET (20 2—) ZBRBLTLIEEN,

FIE

ATV TN AL T4 RUT, [FTA MY A b (TrustInsights) 1>[3%E (Configure) 1>[7 /34 A (Devices) ]
DIEIZZ Vv 7 LET,

AT9 T2 RZOWEEFEET LT 31 ADL4HEZZ Y v 7 LET,
ATY T3 [FTARA YA b (TrustInsights) ] ¥ 7 %27V v 7 LET,
ATv T4 [F=DIsE (Collect Dossier) 1 %7 U w7 LET,

Ry DOWENRTE T T D ETICED DD 2 End D 2 & %777 Informational ([FHAEML) 2 v E—T0
FoREI, [F=DUUE (Collect Dossier) | R Z > D TFIZERICET AT F 2 RFRENTET,

Ry NENRETTHE, UL TOFNAAL AT —ERNEHFEINET,

TINARAFIREREDEE

1OV EDF AR 20 R INERE L BB TXET,
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